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1 Introduction to Comodo Secure Emall
Gateway - MSP

Comodo Secure Email Gateway - MSP (CSEG) is an email filtering solution that blocks spam, email-borne viruses
and other unwanted mail from reaching user in-boxes. CSEG can be quickly configured for any email system and
can be up and running in no time.

Features and benefits include:
«  Antispam protection for incoming mails
< Antispam protection for outgoing mails
»  Enhances productivity of employees and servers
- Intuitive web interface facilitates easy use and configuration
«  Easy management of domains email restrictions
«  Whitelist / blacklist recipients and senders

+  Archiving incoming mails
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Guide Structure
This guide is intended to take you through the configuration and use of Comodo Secure Email Gateway - MSP and
is broken down into the following main sections. The guide can be navigated using the bookmark links on the left.

» Purchase License - How to purchase CSEG licenses.

« License Information - Describes how to keep track of subscription status and various license related
alerts.

«  Get Started - Describes how to configure your mail server with the CSEG service

» Incoming Filtering Configuration
«  Outgoing Filtering Configuration
+ Login to the Admin Console - How to login into the CSEG interface.
»  The Admin Console - Provides a snapshot of main functional areas of CSEG.

« The Dashboard Area - Describes briefly about Domain management, Account management, Customer
management and Statistics area.

«  Domain Management- Detailed explanation on how to add domains, edit domain and manage domains.
This section also deals with adding users to whitelist and blacklist and view log reports.

* Audit Log - Detailed explanation on how to view and export log reports for all the domains in the account.

- Administrator Account Management - Detailed explanation on how to add new administrators and
change login passwords, subscription to periodical reports and configure language for messages from
CSEG.

«  Customer Management - Provides information on accounts.

« CSEG Reports - An Overview - An Overview of the Domain and Quarantine summary reports periodically
generated and sent to the administrators and users by CSEG.

* Appendix 1 - CSEG Error Codes

»  Appendix 2 - CSEG Feature Table
»  Appendix 3 -Troubleshooting LDAP
»  Appendix 4 - Useful Links

1.1 Purchase Licenses

« Inorder to use CSEG, you must first purchase a license for the service.
There are two places you can purchase licenses:

+ Comodo Accounts Manager

+ Comodo One | Comodo Dragon / ITarian - MSP
Comodo Accounts Manager

+ Login to your Comodo account at https://cam.comodo.com/
+  Select the 'Enterprise Solutions' tab
+  Click the 'Dome Antispam' tile

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 5
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»  Select the product you want to purchase

Sign Up to DOME Antispam
Currency usD -
Product Dome Antispam MSP - Base License - 1 Domain 5 Users (5 Users, 1 Domains, O«
Regian EU -
FIXED MONTHS YEARS

Term of product - 3 1 2

PRODUCT TITLE: Dome Antispam MSP - Base License - 1 Domain 5 Users (5 Users, 1
Domains, 0 Archive Space)

Reqular Price $7.00

Total Amount: 37.00

B4 | have read and accept Comado Antispam Gateway 2 EULA

* Product - Select 'Base' then choose a license from the drop-down

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 6
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« You can also buy licenses for additional domains, users and / or storage space. Click the respective tab
and select the required license.

«  After selecting your licenses, agree to terms and conditions then click 'Add to Basket'.
« Region - Select the region closest to you. We will set up your instance in this zone to improve performance.

»  Term of Product - The longer the license term, the more money you save. For example, a 1 domain/5 user/
1 month license costs $7 per month. However, a 1 domain/5 user/1 year license costs only $36, a saving of
$48 per year.

» Agree to the terms and conditions
+  Click 'Direct Signup' if you choose a single product, or click the shopping cart at top-right

H 1 1
e Click 'Next
. ]
=)
You are purchasing following products
Product Title Periad Descrplan Price
®
®
=
\’_‘)
®
Total Amount: GA3 10
543.30
A

«  Complete all fields on the enroliment form:

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 7
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1 Products Ueta
Mew user Existing user
Detalls Contact Information
Email Country
United States -
Passward State
-Unknown- -
Confirm Passwaord City
First Name Street Address
Last Mame Postal Code

« New user - If you don't have a Comodo account, enter your details to create a new account
»  Existing user - If you already have a Comodo account, enter your username and password
«  Click 'Next'

»  Review your details then click 'Next' again:

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 8



Creating Trust Online®

Comodo Secure Email Gateway M§_E__...-.--Aﬁ‘r‘ﬁ'iﬁTéf&B uide coM0oDO

/
_.-"'/‘-- .“ill

Billing Address:
Street address

Mount Road

Street address (2):
-not-present-
City-
Madras

Postal Code:

600005

Country

ndia -

State

Company Mame:

frontfork

Finally, review your order then enter your payment details:

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 9
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d 2r eta
L] L] @
Your purchase:
{you still can change it on the Tirst step)
Product Title Period Description
Total Amount:

B3 Auto-renew this orders. You can dizable this option later at any time.
O Yes! Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe with us!

Payment infarmation
CREDIT CARD DETAILS

Y5 (SRR o oo |

Mame on card
Card number

Expiry Date Security code

MM/YYY

& Signup

Previous

Price

543.30

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved
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«  Auto renew this order — Deposited funds are withdrawn from your account to renew the order at the end
of the subscription period. If you do not have funds in your account then your card is charged.

« News about Comodo products - Select to subscribe for Comodo newsletters and communications.
+ Payment type:

»  Purchase Order - Enter the details
»  Credit Card - Enter your card details
»  Click 'Signup'

Congratulafions, you've successfully purchased following products:

Order Numbser: 741840-134

Product Marme: Dome Antispam MSP - Base License - 1 Domain 5 Users

Licenss Key: o . E O

Subscription 10: R

Imvaice Murmber T41840-175

Order Amcaunt 570

Order Date; 2019-12-13

Subscrption expires on. 2020-01-13

Order Mumbser: 741840-135
Product Marme: Dome Antispam MSP - 2 Additional Domain
License Key: o e e iR
Subscrption I0: M
Irvaice Murmber T41840-175
Order Amount: 518.8
Order Date: 2019-12-13

Subscription expires anc 2020-01-13

Order Mumber: 741840-136
Product Mame: Dome Antispam MSP - 10 Additional Users
License Kay: Sl S . R o SR i T
Subseription 10 R
Immice Murnber TA1840-177
Order Armount 875
Order Date: 2019-12-13

Subscription expires on. 2020-01-13

Order Mumber: 741840-137
Product Mame: Dome Antispam MSP - Archiving Storage (25 GB)
License Key: e e e G e e m
Subsenption I0: -
Irvoice Murmber T41840-178
Order Amount: 510.0
Order Date: 2019-12-13

Subscription expires on: 2020-01-13

My Licenses

« Your account is created and your licenses are now active. You will also receive a confirmation email with
your order details.

»  The confirmation email contains the URL of your CSEG instance. Please visit this URL to login.

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 1
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«  You can view your license details in the main interface after activation. See 'License Information' for
more information.

«  The number of users and domains allowed by all your licenses combined is shown in the License
Management page.

Comodo One | Comodo Dragon / ITarian - MSP interface

+ Login to your C1/ Dragon / ITarian account

«  Click 'Store' > 'Comodo Products'

»  Locate the ‘Secure Email Gateway' tile

+  Click the ‘Buy’ or '30 Day Free Trial' button as required:

DRABON PLATFORM i arrucemons - % MANAGEMENT ~ [B REFORT: W8 STORE ~ [0 TOOLS WM PARTHER

GATEWRY T COE coroac some B

Drarmse Firewall virmual Apphance is a free of ctharge
Unifisd Threat Management sohibian that can be
nstalled into any hardware of wrmuaization sokithon..

Sacure DMS Filkering — PLATINUM 2 package designed to
oA oL experience with advanced and exchisive o) Web Gateway 15 a revnl Ithanary dloud-delivered

feabures! Get Seure DS Filtenng P, Cure el platform that = delivered as & S&Curity as
a.Service [Gaa5) solution that provides Sulby.

————
E SECURE EMAIL COMODO DOME
mmv FARFWALL CENTRAL MANAGER

Dorne Firewall Central Mansger = 4 free of charge
Central Management Seiuticn for Dome Fresall virtual

Secure Emal Gateway i an antispam and threat
Apphances that can be metalled info ary hardware or...

PrEUERSInn ApEIance that uses a sophistcated array of
spam filters, antiirus scanners and Ccontent analyss.

«  Login to your account. Your username is pre-populated.
«  Enter your Comodo Dragon account password then click 'Login":

Buy New Subscription Secure Email Gateway MSP

Login *

dragontast?@yopmail com

Password *

rer Summary

«  The next page lists any active licenses you own:

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 12
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Subscriptlons asslgned to this Comodo Dragon Account
1. Login

2. Comada DRAGON Acoaunt You do not have any existing licenses. Please continue purchasing by clicking Buy New button.
3. Configure Subsoription

er Information

«  Click 'Buy Now' to open the license configuration screen:

Buy New Subscription Secure Email Gateway MSP

Configure Subscription

License Type: « Base

3. Canfigure Subscription

Dame Antispam MSP - Base License - 1 Domain 5 Lisers b
4. Custormser Information
5. Paymeant Optians
&, Order Summary Salect Period
7. Informateon
3 months 1 year 2 YEars 3 years

57.00 for 1 manth = $7.00

$7.00

« Base License - You need to buy a base license the first time you purchase. The base covers one
domain and 5 users, on top of which you can add more domains, users and storage space.

«  Select the license term
«  Click 'Next'

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 13
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Customer Information

Compamy Mame

CERENEW

4. Customer Information

Comipamy Webshe Phone Mumber *
5. Payment Options
__ ~ 044123456121
6. Order Surmmary
7. Information Strest Address * Street Address 2

City * Country *

State or Province Postal Code *

Billing Infermation
f The same as Contact Information

Terms and Conditions
o | have read and agree the End User LigensofSenace Agreement.

- Enter your contact and billing details under 'Customer Information'

«  Click the 'End User License/Service Agreement' link to read the EULA for CSEG. Accept the agreement by

selecting the checkbox.
e Click 'Next'
»  Review your order, enter your payment card details
«  Click 'Next' to submit your order:

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved
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Order Confirmation
PRODUCT LICEMSE FERIOD FULL PRICE
Dome Antispam M5P - Base Licensa - 1 Domain 5 Lisers 1 maonith £7.00
TOTAL S7.00
Payment Options
Crads Card Mumber VIsA e
Card Holder Name Expiration Date -

o £ oW

when paying by credit card, the billing information should be exactly as It appears on your
credit card statement. For credst card verification, please ensure that your first and last name
are entered as they appear on your card.

»  You will see the following confirmation once your order is processed:

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 15
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y DRAGOM Account
Order #770490-4

Configure Subscription

Comado Security Solutions, Inc.

1255 Broad Street CSEETIEW
Clifton, Mj 0713 Mew Street
United States Chennai
E. Order Surnmary N

7. Information

Subscription Details

FRODUCT MAME LICENSE KEY

Dome antispam M5F - Base Licensa - 1 Domain 5 Users

INVWOICE NUMBER TT0430-14 SUBSCRIPTION ID SCRASCSFOA

Order Details

Drder Mumber FT0A90-9
Order Date 20191212
Order Total 3700
Subsoription Expires On 2020-01-13

Product Details
Number of Units

Unit Price $0.00

Plir“ m

+  Click 'Next' to view product information.

Subscribe for additional domains, users and storage space

After purchasing the base license, you can subscribe for additional domains, users and storage space.
+ Login to your Comodo One / Comodo Dragon / ITarian MSP account
»  Click 'Management' then select 'Applications' from the drop-down

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 16
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DRAGON PLATFORM I3 APPLICATIONS - (% MANAGEMENT ~ E§ REPORTS '™ STORE ~ [ TOOLS

e

g ENROLL NEW DEVICE NEW TICKET [

staff

Customer: All - Roles

Account
Help Actions Ticket Data

-~y Applications

El Audit Logs - _o

Help Guides Forum Email Support

+  Click the 'Secure Email Gateway MSP' tile
«  Open the 'Subscriptions' tab
«  Click the 'Add New Subscription' button:

[~
Dragon Platform * Management » Applications
Applications
i N
—
COMODO DOME
ahiela
Endpoint Manager Secure Internet Gateway Secure Email Gateway MSP
Show all hidden modules d
@ Usage Billing Settings
Subscription List (USRSt )
D Dame A am M5F - Base License - | CREDIT CARD Details

+  Login to your account. Your username is pre-populated.
«  Enter your Comodo Dragon account password then click 'Login":

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 17
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Login *

csegnawbest 1 @yopmail com

Password *

EERRERERREEEEE

«  The next page lists any active licenses you own:

Buy Mew Subscription Secure Email Gateway MSP

Subscriptions assigned to this Comodo Dragon Account

¥ou do not have any available license to attivate. Please continue purchasing by clicking 'BUY NEW' button.

w B31d07 1f-5¢26-4b 1 d-h7ad-0e96002adeds
m Dome Antispam MSP - Base License - 1 Domain 5 Users 5
Start Date: 1222019

&, Order Sumemary

7. information

Fa

+  Click 'Buy New' to subscribe for a new license

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 18



Creating Trust Online®

Comodo Secure Email Gateway M§_E_..}-AdrﬁiﬁT_s__t__r_z;{()’[_,-GL]ide coM0oDO

- /

— /

Buy New Subscription Secure Email Gateway MSP

Configure Subscription

License Type: ' Base (s Users Domains Archive Space
Dome Antispam MSP - 5 Additional Users s
Select Perlod
1 month 3 manths 2 yRArs 3 YRArS

£41.63 for 1 year = $41.63

$41.63

- License Type - Choose whether you want to buy additional users, domains or storage space. Select the
amount you require from the drop-down menu.

»  Select Period - License terms range from 1 month to 3 years.
«  Click 'Next' and complete the rest of the payment process.

Open CSEG - Login into C1/Dragon/ITarian > Click 'Applications' > 'Secure Email Gateway MSP".

The number of users and domains allowed by all your licenses combined is shown in the License Management
page.

1.2 License Information

To avoid service interruptions, we advise you to keep track of your usage limits and the number of days remaining on
your licenses. You can upgrade or downgrade your license as required. You will receive renewal reminders via email
shortly before your licenses expire.

»  CSEG license holders that do not have a C1 /Dragon/ ITarian account account can view license information
in the CSEG console

+  Licenses who have a C1 /Dragon/ ITarian account can view license information in the CSEG console and
in the C1 / Dragon [ Itarian portal.

View license information in CSEG - MSP
View license info at 'Customer Management' > ‘License Management’
« Loginto Comodo Secure Email Gateway - MSP
»  Click 'Customer management' > 'License Management' on the left
- Theimage below shows a customer who has purchased multiple licenses:
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‘3 EEGUREA\EanH- Cuzraringe. 0 Release requestsc D Whitslistrequests- 0 BlacHiatreguests 0 1 My Acoount

[Dlsahbesind ¢ Licwias Masagenan|

License Management © Hop

Name | coyoteewlle@yahoo.com
Cas ogin . coyricewileiyahoo. com
CAK eMall | Coyolewlagiyanis, com
Totals

Humiber of users: 0

Man number of users 45

Mumbar of domaing ¥

Kzx. numbar of domains 33

Désk quots (08) 0L

Dizk space O bybes

Subscriptions

Bhax. namber of users Mlax. nomber of domains License expiralion dale Disk quida (GH) Enmalvle-d
5 i Dec 10, 2017 o tree

5 1 Do 10, 200 7 o e

% AR o trae

«  Max. number of users - Total users on all licenses combined.
»  Max. number of domains - Total domains licensed on all licenses combined.

«  The name of the account is displayed in the title bar.

«  CAM login: Login username for Comodo Accounts Manager (CAM) at https:/laccounts.comodo.com.
You can login to CAM to purchase or renew licenses.

«  CAM email: Email address for the account as registered in CAM.
Totals
»  Number of users: The total number of active users across all your domains.

«  Max. number of users: Total users you can add (all licenses combined). You cannot exceed this number of
users without purchasing additional licenses.

*  Number of domains: The number of domains enrolled on the account.
»  Max. number of domains: The total number of domains you are licensed for across all licenses.
- Disk quota: Total storage space available to archive incoming messages.
- Disk space: How much storage space you are currently using to archive mails.
Subscriptions
The following details are available for each subscription:
«  Max. number of users: Total number of users that can be added to the account on the license.
«  Max. number of domains: Total number of domains that can be added on the license.
« License expiration date: The date till which the license is valid.
- Disk quota: Total storage space available on the license.
- Enabled: States whether the subscription is active or not.

The 'Reminder' button allows you to choose an email address to receive license expiry reminders, and to specify the
period of time before expiry that you wish to receive them. Please note this button will be available if you have
logged in to CSEG using CAM account credentials.

Administrators will start receiving license renewal reminders via email 30 days (default) before your license(s) are
due to expire.
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Note: The number of days before expiration of license that you start to receive license renewal reminders and the
number of reminders per day that you receive depends on the settings configured in CSEG.

An example of license renewal reminder is shown below:

Dear Customer,

Your Comodo Antispam Gateway account is due to expire in 5 days.

Please renew your subscription using your account page or contact support.

Please note that on 03-06-2012 your account will be suspended for 60 days and after that all your data will eliminated.

If you have multiple licenses and if one of them has expired, then the number of domains and users allowed for that
license will be deducted from the total number of allowed domains and users. No error message will be displayed if
the usage is still limited within the total domains and users allowed for the remaining license(s).

An alert will be displayed at the top of the interface on the day when all the license(s) have expired. An example of
the message is shown below.

Your subscription has expired. your account will be purged in 80 days. including all domains and quarantined emails. which will be iretrievable. Until that your

Spam filters are disabled

- Thereis a grace period of 60 days after license expiry to allow customers time to renew.

During this time, your emails will continue to be delivered to your domain through CSEG but without any
spam filtering. You also cannot add new domains or users and cannot enable quarantine.

«  Otherwise, you can login in and view/use the service normally.

«  After the grace period expires, all domains and quarantined mails in your account will be purged and you
will not be able to log into the account.

Administrators can upgrade or downgrade his/her account using Comodo Accounts Manager (CAM) at
https:/laccounts.comodo.com/account/login. You can use the login details provided at the time of purchasing the
service.

Note: Any license upgrade or downgrade for your account will not be effected immediately. However, the changes
will be reflected in the interface after a certain period of time depending on the settings configured in CSEG.

After downgrading your existing account or after a license has expired, if the number of domains and / or users is
more than permitted, an upgrade subscription message will be displayed at the top of the CSEG interface. Some
examples of alert messages are shown below:

«  When the domain limit is exceeded:

Your domain limit exceeded by 1. Please lower number of your domains or buy new subscription.

You will not be able to add new domains until some of the current domains are removed. CSEG filter will continue to
function and you can add new users.
«  When the user limit is exceeded:

Your user limit exceeded by 2. Please lower number of your users or buy new subscription.

You will not be able to add new users until some of the current users are removed. CSEG filter will continue to
function and you can add new domains.
View license information in Comodo One | Comodo Dragon / ITarian portal
CSEG license holders with a portal account can view their licenses in their portal subscription page
» Licenses purchased via your portal are automatically shown in the portal subscription page
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« Licenses purchased via CAM but must be 'activated' in your portal before their details can be viewed. Click
here to view the process of activating the licenses purchased via CAM.

View license details in Comodo One | Comodo Dragon / ITarian portal

»  Login to your Comodo One / Comodo Dragon / ITarian - MSP account
+  Click 'Management' then select 'Applications' from the drop-down

COMODOD

ONC = 22 APPLICATIONS - °¢3 MANAGEMENT - [ REPORTS

Comodo One > Management > Applications Customers

Staff

Applications =

Account

................................................ APPIi’Eﬂtions

Audit Logs |

.
v COMODO DOME ‘ :b ~\/
shield L 1

Your licensed applications are shown as tiles:

e
Dragon Flatfcrm » Management » Applications:

Applications

—
COMODOD DOME
..... lf_’]

Endpssint Manager Secure Imbermet Gateway Serure Emsll Gateway MIP

Show all hedden modusbes I::)

Subscriptions Isage gilling
Subscription Ligt = Add Mew Subscripton
14 Dome Antispam M - Base Lcense - 1 CRECIT CARD Details
SeaSc i Domain 5 Lsers PREP&ID m
Start Dabe: 12122019 par month, Cemodo License Account Ussmame Date

CEegrEVIe | Byapmal oo 121 22
Maodule Narme Peried

o Dome Antispam M57 - 5 Additional Users CREDIT CARD Secure Email Gateway MEP per manth

PREPAID Product Nama Mumber of Users
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+  Click the 'Secure Email Gateway MSP' tile

«  Open the 'subscriptions' tab
All your CSEG MSP licenses are displayed on the left. Click on a license to view its details on the right side.

Activate licenses purchased via CAM

«  Login to your Comodo One / Comodo Dragon / ITarian - MSP account. (Comodo One portal is shown below
as an example)

«  Click 'Management' then select 'Applications' from the drop-down
«  Click 'Secure Email Gateway MSP" tile then 'Add New Subscription' button from the 'Subscriptions' tab

»  You are taken to the subscription page.

Buy New Subscription Secure Email Gateway MSP

ogin

1. Login

Login *
nevwstagingc 1 @yopmail.cam

Password *

Your login username is pre-populated and cannot be changed.
«  Enter your Comodo One account password in the 'Password' field and click ‘Login’

License(s) that you have already purchased will be listed in the next step. Subscriptions bought via C1 will be
automatically activated and show as 'In-Use'. License(s) purchased via CAM are displayed as 'Valid'.

Buy New Subscription Secure Email Gateway MSP

Subscriptions assigned ta this Comodo One Account

1. Logm
2. Comodo OME Account Sefect license you would like to activate

;A1 07af0-6039-4934-ab63- 35631 7habdSh
Dome Antispam MSP - Base License -1 Domaln 5 Users 5

art Date: M9

& Order Surnmary : i .
D: 3BC719cd-BEbe-48ch-81 50-586d% 7850

Dome Antispam MSP - 10 Additional Users 10

Srart Dates 01252019

7. Information

0: h9796da9-6d78-41 7a-B74c-Bebes538bb 70
Dome antispam MSP - Base License - 1 Bomain 5 Users 5

Start Data: 22019
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- Toactivate a license purchased via CAM, select it and click 'Activate Selected'. Please note the license is
already activated for the product and this activation is done to view its details in C1 subscription page.

Buy New Subscription Secure Email Gateway MSP

criptions assigned ta this Comodo One Account
1. Logm -

2. Comado ONE ACcount Select license you would like to activate

3. Configure Subscription

3 d107afi0-6030-4934-ab63-35631 ThIbd5hk

Dome Antisparn MSP - Base License - 1 Domaln 5 Users 5
start Date: Mg

D 3Bc7159¢4-86be-48ck-B1 S0-586dS TES0bT

Dome Antispam MSP - 10 Additional Users 10

Start Date: 11252019

0: b97gedas-6d78-41 73-874c-Eeheas98bb 70

m Dome Antispam MSP - Base License - 1 Domain 5 Users 5

Start Date: 22019

That's it. Your license is activated and shown in the subscriptions page.

Buy MNew Subscription Secure Email Gateway MSP

15 assigned ta this Comada One Account
I. Lagin
2 Comodo OMNE Ao
o: d107af00-6b35%-4%a4-ab63-35631 7h3bdSh
Dome Antispam M5F - Base License - 1 Domain 5 Users 5
Start Date: 01252015

it Oplions
3 3BCT109c4-A6heReb-A1 50-586097RONLTT
Dome Antispam MSP - 10 Additional Users 10

start Date: 01425201

& Order Summary

7. Information

1 hA7960a9.6078-4173-B740-Behea59E0D 70
Dome Antispam MSP . Base License - 1 Domain 5 Users § Activazion Comglete @
Start Date: 01/28/201%

Back G b My Subsoriptions C
?

»  Click 'Go to "My Subscriptions' to view the licenses in the C1 interface
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2 Get Started

After creating your account, the next step is configuring your mail server to work with the CSEG service.

There are two service servers, one in the US and other in the EU. You should use the server best suited to your
location and your requirements. The CSEG service URLS are:

European Union

*  mxpooll.spamgateway.comodo.com

*  mxpool2.spamgateway.comodo.com
United States

«  mxpooll.us.spamgateway.comodo.com

Note - Mail server MX records.

Comodo One / Comodo Dragon / ITarian customers should use the EU or US service server URL based on their
location preference during sign up.

The following sections explain how to configure CSEG for your environment:
+ Incoming Filtering Configuration

»  Configuring your mail server
»  Configuring MX record

+ Outgoing Filtering Configuration
»  Per-user authentication
+  Outgoing Smarthot setup

2.1 Incoming Filtering Configuration

This section explains how you have to configure your mail server and point your domain MX records to CSEG
service.

»  Configure your mail server
«  Configure MX record

2.1.1 Configure Your Mail Server
Step 1: Disable Sender Policy Framework (SPF) checks, or add CSEG service domains to the SPF whitelist.
- Ifyou don't do one of the above, you may get an error message when you add a domain:

Dashboard f Domains

Domains © Help

WARMING: Routes check is falled for given domain. E
Belo Is detalled response from mail serner
SPF chacker is unreachable

Step 2: Add your domain to the CSEG service.
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» Login to CSEG
« Click domain management > add domain.

Domains

Add domain

Domain |domainname.com
Destination routes == | mail.domainname.com

Timezone : (GMT) Coordinated Ur

Domain user limit  Unlimited

Domain Archive Space (GB) |Unlimited

Check routes m Cancel

Step 3: Point mail server MX records to the CSEG service domain. See 'Configure MX Record' for more details.

2.1.2 Configure MX Record

« The next step is to update the Mail Exchange (MX) records of your domain to point to the CSEG service
domain.

»  Please ensure that you replace your old domain MX records with CSEG service domains according to
your preferred region.

Background: The MX record is responsible for specifying the mail server for incoming and outgoing messages of a
domain. A domain can have several MX records pointing to different mail servers. When an email is passed to/from
your domain, the mail is handled by the first available mail server as per your priority. You can define new MX
records or change mail server priority as required.

Note - Mail server MX records.

Comodo One / Comodo Dragon / ITarian customers should use the EU or US service server URL based on their
location preference during sign up.

This section explains how to update your MX records so that all mails to/from your domain are passed through the
CSEG spam filtering service. Click the following links for detailed explanations based on the DNS software/web
hosting service you use.

»  Windows Server 2003/2008

« BIND (and the "named" daemon)
+ Comodo DNS

« GoDaddy

*«  Enom

»  Network Solutions
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* Yahoo! SmallBusiness

« landl

« 4D Web Hosting
« DNS Park

+ DreamHost

« DynDNS

+ IXWeb Hosting
« No-IP

« Cpanel

2.1.2.1 Update MX Records in Windows 2003/2008 Server

Open Control Panel by clicking Start > Control Panel and click ‘Administrative Tools'.
Select 'DNS'.

Open the 'Forward Lookup Zones' folder.

A w e

To back up the current configuration, right-click the sub-folder for the mail domain you are configuring,
select 'export' from the context sensitive menu and save the configuration in a safe location.

o

Open the zone/domain sub-folder for that mail domain.
6. Delete all the existing MX records in that zone/domain.

7. Create a new record for your primary mail server. Enter the FQDN of your preferred CSEG service
domain. CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

Assign a priority of 1 as this is your primary service.

Click OK to save your record.

8. Create a new record for your secondary mail server. Enter the FQDN of your preferred CSEG service
domain. CSEG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.

Assign a priority of 2 as this is your secondary service.
Click 'OK' to save your record.

9. Right-click the zone/domain folder and select 'Properties' from the pop-up menu.
10. Select the 'Start of Authority (SOA)' tab, click the 'Increment' button and click 'OK'".

2.1.2.2 Update MX Records on a host using BIND (and the 'named' daemon)

1. Make a backup copy of the zone file (or named.conf) that you intend to edit for MX record updates.

2. Open the Zone file for the mail domain you are configuring (or go to the part of named.conf being used for
that zone)

3. Delete all the existing "MX" lines for that domain.

4. Enter a new "IN MX" record with the lowest preference value and enter the FQDN of your preferred CSEG
service domain.
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CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

Assign a priority of 1 as this is your primary service.

5. Enter a new "IN MX" record with the next lowest preference value and enter the FQDN of your preferred
CSEG service domain.

CSEG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.
Assign a priority of 2 as this is your secondary service.

6. Findthe "@ IN SOA" record and increment the serial number (on the second line of the record).
7. Save the file and check it with named-checkconf.

8. Restart the 'named' daemon.

2.1.2.3 Update MX Records for Comodo DNS

1. Login to DNS.com administrative console at https:/ldns.comllogin/ by entering your login email address
and password.

2. Select the domain for which you want to update the MX records, from the "Select domain” drop down menu.

Contact Help

NEW: Overage Insurance Plans B

le-domain com

Settings Billing

i
Overview Domains Groups Geo Groups Reports .n Select group n

Home Overview | | | * Add domain

Type keyword sbove to filfer results

sample-domain.com

3. Click the "View / Manage" button beside the row labeled "@ (mail)".
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Records Actions

o View | Manage

=
o
o
=

* (wildcard) View | Manage

View | Manage

View | Manage

:
®© © ©

@ (mail)

The existing MX records will be displayed at the left hand side pane.
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Resource records

@ (Mail).sample-domain.com

Set records for any region or group of your choice.

Create record

Region: < Select location

Ttl: 3600

Priority: 0

Answer:

Save

Global

www_ sampledomain.com. TTL:

www_sampledomain.com. TTL:

Create new: Select type

Add

4. Delete the existing records by clicking the thrash can icons.
5. Set the primary mail server. Under 'Create Record":

«  Enter TTL as 3600 (secs)

«  Enter"1"in the 'Priority' field to set higher priority for the primary server

- Enter the FQDN of your preferred CSEG service domain in the 'Answer" field
CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com
Click 'Save'

6. Again click the "View / Manage" button beside the row labeled "@ (mail)" and set the secondary mail server.
Under Create Record":
e Enter TTL as 3600 (secs)
e Enter "2"in the 'Priority' field to set lower priority for the secondary server
»  Enter the FQDN of your preferred CSEG service domain in the 'Answer' field
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CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

Click 'Save'
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

Setup should now be complete and mail filtering effected on all configured domains. If you experience problems,
please open a ticket at support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number
ready. We have experienced technicians on hand to help troubleshoot any configuration issues.

2.1.2.4 Update MX Records for GoDaddy

1. Loginto GoDaddy administrative console at http:/lwww.godaddy.com, by entering your customer number

or login name, entering your password, and clicking the 'Secure Login' button.

2. Click "My Domains' from the 'Domains' drop-down menu.

Domains ¥ Hosting & Servers ¥ | Site Busbders ¥ | S5L Certiicates v | Etus'ims'f:!i
e Auctions & More :
Bid onvBuy Existing Domains
Premium Listings
Appraise Domains
Backorder Domains
Domain Enhancements
Private Registration

B i o Dt e abinm

Register or Transfer Domains

Bulk Register - SAVE!

Trams far MNamame in e Moo

3. Select the domain for which you want to update the MX records, from the 'Domain Name' column.
4. Click 'Total DNS Control and MX Records' from the Details page.
o . h (& % 5 o 48 8 ol

Status: Active (Refresh Page)
Privacy: Off [Addy

@

Hame Servers: (Last Update 3/12/2012)
H533 DOMANCONTROL COM
K534 DOMAMCONTRO

Business Registration:
Domain Ownership Protection:
Locked:

Registered:

Expires On:

Auto Renew:

CashParking:

Off (Add)
Off (Addi

Locked {Change]

2H 472008

211412009 (Renew How)
Off (Change)

Disabled (Change

A E

Send by Emai

5. Delete the existing MX records by clicking the X" buttons.

& mix (Mail Exchange) [ Reset te Default Settings | -.
v Prionity Hegt Goes To TTL Actions
Fo a@ SRR SECUrBSErVEr N8l 1 Howr E

[~ e a matsione ] secureserver net 1 Hour [x]

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the
'Edit' button beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these
records at a later time after your changes have taken effect.
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6. Click 'Add New MX Record".The interface for adding a new MX record will appear.

MX (Mall Exchangers)

To create a new MX record for your domain; enter the priority vatue (0 - 9999) and compiste the
Host Name, "Goes To. IP Address, and TTL Value felds, then chick "Continue.”™

B

Hote: The "Host Name™ should be defined as your domain name (i.e., "domainnamegoeshers. com™)
or “@" (Entering "@" wil automatically inserl your domain name as the host name for the MX
Record). If the MX Record iz for the domain “www domainnamegoeshere com.” the host name

i i i -

Priority:  [4
Host Name:  [@

Enter Goes To Address: f.fn.yr_dumain_.net..psmt.p.{:.l-:r"m

TIL | 4 Hour |

To set the primary server:
«  Enter"1"in the 'Priority' field.
- Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter the FQDN of your preferred CSEG service domain.

CSEG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

»  Select '1 week' from the TTL drop-down.
« Click'OK'.
To set the secondary server:

+  Click 'Add New MX Record' again. The interface for adding a new MX record will appear.

«  Enter "2"in the 'Priority' field.

«  Enter "@" in the Host Name field.

» Inthe 'Enter Goes To Address' field, enter the FQDN of your preferred CSEG service domain.
CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

»  Select '1 week' from the TTL drop-down.

« Click 'OK".

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.5 Update MX Records for Enom

1. Loginto Enom administrative console at https:/lwww.enom.com/login.aspx by entering your 'Login ID,
'Password' and clicking 'Login'.

2. Click the 'Domains' tab and select 'My Domain Names'. 'Manage Domains' page will be opened
3. Choose the domain for which the MX records are to be updated.
4. Select the + icon under the 'Total DNS Control' list in the 'Domain Details' panel. A sub-list will appear.
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5. Click 'Total DNS Control And MX Records'. The '"Manage MX Records and DNS Zone File panel" will
appear.

6. Click 'Launch Total DNS Control Manager'. The 'DNS Manager' interface will appear.

7. Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the
'Edit' button beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these
records at a later time after your changes have taken effect.

8. Click 'Add New MX Record'. The 'MX (Mail Exchangers) Record Wizard' will appear.

To set the primary server:

«  Enter "1"in the 'Priority Value' field.
- Enter "@" in the Enter a Host Name field.
» Inthe 'Enter Goes To Address' field, enter the FQDN of your preferred CSEG service domain.

CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

«  Select '1 week' from the TTL drop-down.
«  Click 'Add".
To set the secondary server:

«  Enter "2" in the 'Priority Value' field.
- Enter"@" in the Enter a Host Name field.
« Inthe 'Enter Goes To Address' field, enter the FQDN of your preferred CSEG service domain.

CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.
»  Select 1 week' from the TTL drop-down.
«  Click 'Add".
9. Click 'Continue'. The 'DNS Manager main page" will reappear when you've finished.
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.6 Update MX Records for Network Solutions

1. Log into Network Solutions administrative console at
https:/lwww.networksolutions.com/manage-itlindex.jsp by entering your 'User ID', 'Password', selecting

‘Manage All Services' from 'Log-in to' drop-down and clicking ‘Login'.

2. Click 'Edit DNS' under 'DNS Settings'. (If this is the first time you are editing the DNS settings, then click
'Custom DNS Setting'). The 'Edit DNS' interface will appear.

3. Click 'Continue' in the 'DNS Manager-Advanced Tools'. The 'DNS Manager - Advanced Tools' interface will
appear.

4. Click Add/Edit in the 'Mail Servers' panel. The 'Mail Servers' table will be displayed.

5. Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the
‘Mail Servers' table to set the priority with higher numbers like 10, 20 and so on for the existing records. You can
delete these records at a later time after your changes have taken effect.
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6. Update the 'Mail Servers' table with the information in the following table.

Priority Mail Server

1 Enter the FQDN of your preferred CSEG service domain.
CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

2 Enter the FQDN of your preferred CSEG service domain.

CSEG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.

7. Click 'Save'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.7 Update MX Records for Yahoo! Small Business

1. Loginto Yahoo! Small Business administrative console at https:/llogin.yahoo.com/config/login_verify2
by entering your 'Yahoo ID', 'Password' and clicking 'Sign In'.

2. Click 'Domain’ from he tool bar.

3. Click 'Manage Advanced DNS Settings'.
4. Click 'Change MX Records'.
5

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the
'MX Records to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete
these records at a later time after your changes have taken effect.

6. Enter the MX record for primary email server with the FQDN of your preferred CSEG service domain in the
first open text box.

CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

7. Set the priority for the primary email server as "1"

8. Enter the MX record for secondary email server with the FQDN of your preferred CSEG service domain in
the second open text box.

CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

9. Set the priority for the secondary email server as "2"
10. Click 'Submit'

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.
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2.1.2.8 Update MX Records for landl

1. Loginto landl administrative console at http:/lwww.land1.coml/login by entering your ‘Customer ID'
(Account Number or Domain name), 'Password' and clicking ‘Login".

Click 'Administration' tab

Click 'Domains'. The 'Domain Overview' page will appear.

Select 'Edit DNS Settings' from the DNS menu.

2

3

4. Choose the domain for which the MX records are to be updated.

5

6. Click 'Advanced DNS Settings' and choose 'Other mail server' from the options.
7

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the
'MX Records to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete
these records at a later time after your changes have taken effect.

8. Enter the MX 1/Prio and MX 2/Prio fields with the following information.

MX 1/Prio Enter the FQDN of your preferred CSEG service domain.
CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

MX 2/Prio Enter the FQDN of your preferred CSEG service domain.
CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.

9. Click 'OK'".

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.9 Update MX Records for 4D Web Hosting

1. Login to your 4D Web Hosting administrative console at https:/Imembers.4dwebhosting.com/ by
entering your 'Username’, 'Password' and clicking ‘Login'.

2. Click 'Configure'.
3. Click 'MX Records' from the Configuration options.

4. Replace the top two records with the following:

Primary Enter the FQDN of your preferred CSEG service domain
CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

Secondary Enter the FQDN of your preferred CSEG service domain

CSEG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.
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5. Click 'Update MX Records'.
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.10 Update MX Records for DNS Park

Log in to DNS Park administrative console at https:/lwww.dnspark.net/signin.php.
Click 'DNS Hosting' from the left hand side navigation.

Choose the domain for which the MX records are to be updated.

Click 'Mail Records (MX)'.

Under 'MX Resource records',

a ~ w e

«  Replace the hostname at 1st priority row with the FQDN of your preferred CSEG service domain
and click 'Update’

CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

+  Replace the hostname at 2™ priority row with the FQDN of your preferred CSEG service domain
and click 'Update’

CSEG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.
6. Delete other existing MX records.

Tip: If you do not want to delete these records at this time, you can do it later, after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

21211 Update MX Records for DreamHost

1. Log in to DreamHost administrative control panel at https:/Ipanel.dreamhost.com/ by entering your email
address/Web ID and Web panel password.

Click 'Mail' from the left hand side navigation and select 'MX' from the options.
Click 'Edit' beside the domain name for which the MX records are to be updated.

Delete all existing MX records under '‘Custom MX Records'.

o M w0

In the first text box, enter the FQDN of your preferred CSEG service domain

CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

6. Inthe second text box, enter the FQDN of your preferred CSEG service domain
CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.
7. Click 'Update your custom MX records now!'
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.
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21.2.12 Update MX Records for DynDNS

1. Log into DynDNS administrative console at https:llaccount.dyn.com/entrance/ by entering your
Username and password.

2. Click "My Services..

3. Click 'Custom DNS' beside the domain for which the MX records are to be updated, under 'Zone Level
Services'.

4. Select all the entries under 'Mail eXchanger Records' and click 'Delete MX'.
5. Click 'Add New MX'.
6. Setthe primary mail server:
+  Enter the FQDN of your preferred CSEG service domain
CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

»  Select '5' for preference to set higher priority for the primary server
«  Click 'Modify MX'
« Click 'Return to...
7. Set the secondary mail server
«  Enter the FQDN of your preferred CSEG service domain
CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

+  Select '10' for preference to set lower priority for the secondary server
Click 'Modify MX'
« Click 'Return to...
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.13 Update MX Records for IX Web Hosting

1. Loginto IX Web Hosting administrative control panel at https://manage.ixwebhosting.com/index.php by
entering your login email address and password.

Click 'Manage' under 'Hosting Account'.

Choose the domain for which the MX records are to be updated.

2
3
4. Disable the existing MX records by clicking the 'On’ button.
5. Click 'Edit' next to 'DNS Configuration'.

6

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the
'MX Records to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete
these records at a later time after your changes have taken effect.

7. Click 'Add DNS MX Record'.

8. Enter the primary and secondary mail servers one by one as given in the table below. Click 'Submit' after
entering each record.
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Name Data (Second hox)

Leave Blank 1 Enter the FQDN of your preferred CSEG service domain.
CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

Leave Blank 2 Enter the FQDN of your preferred CSEG service domain.
CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it
blank.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.14 Update MX Records for No-IP

1. Log in to No-IP administrative console at https:/lwww.no-ip.com/login/ by entering your login email
address and password.

Click 'Host/Redirects' from the left hand side navigation.
Click "Modify' beside the domain name for which the MX records are to be updated.

Navigate to 'Mail Options' section at the bottom of the page

o &~ D>

Replace the MX record entry at the first field with the FQDN of your preferred CSEG service domain

CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

6. Replace the MX record entry at the second field with the FQDN of your preferred CSEG service domain
CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

7. Delete the other MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the
'MX Records to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete
these records at a later time after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.15 Update MX Records in CPanel

This section explains how to update MX records for your domain if you or your web hosting service provider use
CPanel as webhosting control interface.

1. Login to your administrative console. CPanel will be opened.
2. Click 'MX Entry" icon under 'Mail
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The MX Entry Maintenance panel will be opened.
3. Select the domain for which the MX record has to be changed from the Domains area.

4. Ensure that 'Local Mail Exchanger' option is selected under 'Email Routing'. If not, select the option and
click the 'Change’ button.

Ciormain: mydomain.com

Email Routing

O automatically Detect Configuration (recommended) more »

@ Mail Exchangl!l'm)

O Backup Mail Exchanger more »

O Remote Mail Exchanger rore »

Currenl setting is shown in bold.

“wwiarning: Setting the wrong option here can break receiving mail on your server, If you are at all unsure about
which option to select contact vour systermn administrator,

Add New Record

5. Delete the entries under 'MX Records' by clicking the 'Delete’ links
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Priority: |0

Destination:

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

0 mydormain.com Edi

Home ® Trademarks ® Help ® Documentation ®  Contact ®  Logout

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click 'Edit'
and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after

your changes have taken effect.

6. Set the primary mail server under 'Add New Record'

«  Enter'0"in Priority field
+  Enter the FQDN of your preferred CSEG service domain in the Destination field

CSEG primary service domains are:

EU: mxpooll.spamgateway.comodo.com
US: mxpooll.us.spamgateway.comodo.com

»  Click 'Add New record'. The new MX Record pointing to CSEG service will be added
which option to select contact your system administrator.

Add New Record

Priority: |U |°

Destination: |mxsm1.5pamgateway.col| (v

Add New Record I

MX Records

PRIORITY DESTINATION ACTIONS

7. Set the secondary mail server under 'Add New Record'
«  Enter'1"in Priority field
»  Enter the FQDN of your preferred CSEG service domain in the Destination field
CSEG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

«  Click 'Add New record'. The new MX Record pointing to CSEG service will be added
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Add Mew Record
MX Records
PRIORITY DESTINATION ACTIONS
0 mxsrvl spamgateway.comodo.com Edit Delete
1 mxsrvZ spamgateway.comodo.com Edit Delete
10 mydomain.com Edit Delete
Home ® Trademarks ® Help ® Documentation ®  Contact ®  Logout

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.2 Outgoing Filtering Configuration

CSEG allows you to configure outgoing filter that is independent of incoming email filtering. You can set up outgoing
email filter for each user or if that is too cumbersome, you can set up the filtering server as a smarthost. Click the
following links for more details.

«  Per-user authentication
«  Outgoing Smarthost setup
« DNS Configuration

Note: You can use only one of the methods, Per-user authentication or Outgoing Smarthost setup, for outgoing
email filtering. But DNS configuration is mandatory.

2.2.1 Per-User Authentication

To set up outgoing filtering for a user, make sure that the user is a valid outgoing user. This can be done in the
Outgoing section of the Manage Domain interface. You can also configure outgoing user to represent an IP
address and anybody from this configured IP can send mail. To add an outgoing user, click 'Users' and ‘Add" in the
'Outgoing users' interface. You can also import users from CSV file or from Incoming users. See the section Users to
know how to configure an outgoing user.

2.2.2 Outgoing Smarthost setup

If you use a dynamic IP or you are unable to get the proper PTR records set up then you might need to consider
using a smarthost. In this case all outgoing messages would be sent to CSEG mailserver and the actual recipient
would be contacted by CSEG mailserver itself. Please note that for smarthost option, email user authorization should
be handled on your side, either by IP address or by using SMTP AUTH.

A smarthost allows an SMTP server to route email to an intermediate mail server. This can ease mail server
management.

This enables you to route messages over a connection that may be more direct or less costly than other routes. The
smart host is similar to the route domain option for remote domains. The difference is that, after a smart host is
designated, all outgoing messages are routed to that server. With a route domain, only messages for the remote
domain are routed to a specific server. If you set up a smart host, you can still designate a different route for a
remote domain. The route domain setting overrides the smart host setting.

You can route all incoming / outgoing messages for remote domains through a smarthost instead of sending them
directly to the domain to reduce e-mail spam from the recipient's mail server via the default SMTP port.
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There are two service servers, one in the US and other in the EU. You should provide the hostname of the DAS
server that you are using as your preferred CSEG service domain. The CSEG service URLSs are:

European Union

*  mxpooll.spamgateway.comodo.com

e mxpool2.spamgateway.comodo.com
United States

«  mxpooll.us.spamgateway.comodo.com

Note - Mail server MX records.

Comodo One / Comodo Dragon / ITarian customers should use the EU or US service server URL based on their
location preference during sign up.

The following sections explain how to configure outgoing smarthost:
«  Configure QMail
»  Configure PostFix
+ Configure Sendmail to use a Smarthost
«  Configure Exchange 2000/2003
«  Configure Exchange 2007/2010 to use a Smarthost
«  Configure Exchange 2013/2016 to use a Smarthost
» Configure Office 365 to use a Smarthost
+  Configure Exim
» Configure Exim | cPanel
»  Configure Exim / Directadmin

2.2.2.1 Configure QMail to use a Smarthost

Routing all mails to a smarthost

The file where SMARTHOST relaying to smarthost settings are kept is named smtproutes and is usually found in
Ivar/gmail/control/. We use the hostname 'mxpooll.spamgateway.comodo.com' (EU based server) and
mxpooll.us.spamgateway.comodo.com (US based server) on port 587 as outgoing server:

European Union

echo: mxpooll.spamgateway.comodo.com:587" > /var/qmail/control/smtproutes

United States
echo:  mxpooll.us.spamgateway.comodo.com:587" > var/qmail/control/smtproutes

This command will set gmail that all your mails will be routed to mxpooll.spamgateway.comodo.com:587 or
mxpooll.us.spamgateway.comodo.com:587 according to your preferred routing (will remove other existing lines).

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most
deployments. A configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure
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you need to use this setup, please explore the other available options for routing mail.

European Union

echo "example.com: mxpooll.spamgateway.comodo.com:587" >> /var/gmail/control/smtproutes
United States

echo "example.com: mxpooll.us.spamgateway.comodo.com:587" >> /var/qmail/control/smtproutes

This will route outgoing email to "example.com” via the smarthost. (rest of the lines will be kept).

2.2.2.2 Configure PostFix to use a Smarthost

You should provide the hostname of the DAS server that you are using as your preferred CSEG service domain.
Routing all mails to a smarthost :

These instructions assume the postfix config files live in /etc/postfix/main.cf

In/etc/postfix/main.cf add the line:

European Union
relayhost = mxpooll.spamgateway.comodo.com:587

United States
relayhost = mxpooll.us.spamgateway.comodo.com:587

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most
deployments. A configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure
you need to use this setup, please explore the other available options for routing mail.

Add a line to letclpostfix/transport:

European Union
example.com smtp: mxpooll.spamgateway.comodo.com:587

United States
example.com smtp: mxpooll.us.spamgateway.comodo.com:587

generate a postmap file :

postmap hash:/etc/postfix/transport

To use the transport file, add or edit a line in /etc/postfix/main.cf:

transport_maps = hash:/etc/postfix/transport

Restart Postfix and all mail. The mail for selected domains should go trough the Smarthost.

2.2.2.3 Configure Sendmail to use a Smarthost

You should provide the hostname of the DAS server that you are using as your preferred CSEG service domain.
Routing all mails to a smarthost :

* Edit sendmail configuration sendmail.mc file

vi [etc/mail/sendmail.mc

* Append or modify macro that read as follows:
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For US customers:
define(RELAY_MAILER_ARGS'," TCP $h 587')dnl
define(SMART_HOST',"mxpooll.us.spamgateway.comodo.com’) dnl

For EU customers:
define('RELAY_MAILER_ARGS',"TCP $h 587")dnl
define('SMART_HOST',"mxpooll.spamgateway.comodo.com’) dnl

* Regenerate a new sendmail.cf config file with m4 command:
m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf

* Restart sendmail service:
letc/init.d/sendmail restart

OR

systemctl restart sendmail

2.2.2.4 Configure Exchange 2000/2003 to use a Smarthost
You should provide the hostname of the DAS server that you are using as your preferred CSEG service domain.
Routing all mails to a smarthost :

- Inthe Exchange System Manager, expand the Administrative Groups container.

- Expand the desired administrative group, and expand the Routing Groups container.

»  Expand the routing group you need to work with, right-click the Connectors folder, and select New.

»  Select SMTP Connector.

«  Onthe General tab, enter a name to identify the connector.

+  Select Forward All Mail Through This Connector To The Following Smart Hosts, and enter
mxpooll.spamgateway.comodo.com (for EU based DAS server) or
mxpooll.us.spamgateway.comodo.com (for US based DAS server)

»  Default SMTP Server -> Properties -> Delivery Tab -> Outbound Connections -> TCP Port set to 587.
Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most
deployments. A configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure
you need to use this setup, please explore the other available options for routing mail.

Do all steps mentioned above and continue on with the following:

« Under Local Bridgeheads, click Add, and select the SMTP server that will become the SMTP bridgehead for
its routing group.

»  Onthe Address Space tab, click Add, select SMTP, and click 'OK'.

» Inthe E-Mail Domain box, add the name of the remote location's e-mail domain (e.g., example.com), and
click 'OK".

+  Click 'OK" three times to exit the SMTP connector configuration.

« Restart the Microsoft Exchange Routing Engine service and the SMTP service.
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2.2.2.5 Configure Exchange 2007/2010 to use a Smarthost

You should provide the hostname of the DAS server that you are using as your preferred CSEG service domain.

Routing all mails to a smarthost :
A Send Connector must already have been created and configured correctly on the Hub Transport server.
«  Open Exchange Management Console.
+  Click on the '+' next to Organization Configuration.
«  Select Hub Transport and select the 'Send Connectors' tab.
«  Right-click on the existing Send Connector, select 'Properties' and go to the Network tab.
»  Select "Route mail through the following smart hosts:" and click 'Add".

- Enter mxpooll.spamgateway.comodo.com (for EU based DAS server) or
mxpooll.us.spamgateway.comodo.com (for US based DAS server) - you need to use port 587 for both.

If you have more then one Smarthost, repeat the previous two steps.

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart
any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell
Console:

Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.
Routing all mails to a smart host with Username-Password or IP based Authentication:
A Send Connector must already have been created and configured correctly on the Hub Transport server.
»  Open Exchange Management Console.
»  Click on the + next to Organization Configuration.
+  Select Hub Transport and select the 'Send Connectors' tab.
»  Right-click on the existing Send Connector, select 'Properties’ and go to the 'Network' tab.
«  Select "Route mail through the following smart hosts:" and click 'Add".

« Inthe FQDN section enter mxpooll.spamgateway.comodo.com, mxpool2.spamgateway.comodo.com
(for EU based DAS server) or mxpooll.us.spamgateway.comodo.com (for US based DAS server)

»  Click 'Change" under the smart-host authentication.

»  For Basic Authentication
«  Select 'Basic Authentication' and tick the 'Basic Authentication over TLS' box.

«  Add your username and password that was previously created in CSEG Outgoing Users
configuration page.

e Click 'OK'
«  For IP based Authentication
«  Select 'None'
« Click'OK'
«  Then add outbound IP of Exchange Server in CSEG Outgoing Users configuration page.

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart
any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell
Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.
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2.2.2.6 Configure Exchange 2013/2016 to use a Smarthost

You should provide the hostname of the DAS server that you are using as your preferred CSEG service domain.
Routing all mails to a smarthost :
A'send connector' must already have been created and configured correctly on the hub transport server.

+  Open 'Exchange Admin Center' (EAC).

+  Select 'Mail flow' on the left then click 'Send Connectors'.

»  Select the existing send connector to view its properties.

+  Click 'Delivery'

»  Select "Route mail through the following smart hosts:" under 'Specify how to send mail with this connector’
and click the '+ button to add the smart host name.

»  Enter mxpooll.spamgateway.comodo.com (for EU based CSEG server) or
mxpooll.us.spamgateway.comodo.com (for US based CSEG server) in the 'add smart host' dialog.

If you have more then one smarthost, repeat the previous three steps.

« Ifyou need to route all mails to the smart host with Username-Password or IP based Authentication,
continue with the following settings:

«  For Basic Authentication
«  Select 'Basic Authentication' under Smart host authentication
»  Tick the ‘Offer basic authentication only after starting TLS’ box

+  Add your username and password that was previously created in CSEG Outgoing Users
configuration page

«  Click 'Save'
«  For IP based Authentication

«  Select 'None'

+  Click 'Save'

+  Then add outbound IP of your Exchange Server in CSEG Outgoing Users configuration page
« Under 'Address Space', click the '+' button in the 'Add Domain' window

»  Select 'SMTP' for 'Type'

»  Enter *inthe Fully Qualified Domain Name (FQDN) field

«  Click 'Save'
«  Under 'Source Server', click '+'in the 'Select a server' window.

»  Select a mailbox server that will be used to send email to the internet via the 'Client Access' server
+  Click 'Finish’

The changes you've made will take effect straight away without requiring a reboot or restarting any services.

2.2.2.7 Configure Office 365 to use a Smarthost

«  Note — Make sure you have activated Office 365 in Secure Email Gateway MSP. Go to 'Outgoing' > 'Office
365 Activation' then complete the activation procedure. Click here for more information.

Set up outbound mail in Office 365:
Login to your Microsoft Office 365 administrator center account

e Click 'Admin' from the left-menu
«  Click 'Exchange"
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+  Click 'mail flow' on the left
«  Click 'connectors' in the top navigation:

Exchange admun Cenler

«  Add an 'Outbound Connector":

+  Select 'Office 365" in the 'From' drop-down menu
»  Select 'Partner Organization' in the 'To' drop-down menu:
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@ Mew Connector - Mozilla Firefox - 0 4
) & hit s ffoutlook.office365.com/fecp/Connectors/ConnectorSelection.aspa? El ssx (5 1:'.' =
P f
Select your mail flow scenario
Specify your mail flow scenario, and well let you know if you need to set up a connector.
Learn more Office 365: Your cloud A
email subscription.
From: Vou o
- r organization'’s
| Office 365 - | email server: This is an
email server that you
i ) manage. It's often called
| Partner organization o L an on-premises server
Creating a connector is optional for this mail flow scenano. Create a connector only if Partner organization: &
you want to enhance security for the email messages sent between Office 365 and your partner can be an
partner organization or service provider. You can create multiple connectors for this organization you do
scenario, each applying to different partner organizations or service providers. Learn more business with, such as a
about enhancing email security bank. It can also be a
cloud email service
provider that provides
services such as ¥
Next Cancel
- A
+  Click 'Next'
+  Enter a descriptive name for the outbound connector in the ‘Name' field
+  Click 'Next'
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@ MNew Connector - Mozilla Firefox

@ & https:/foutiook.office365.com/ecp/Connectors/InboundPartnerConnect:

B - 0%

New connector

This connector enforces routing and securnty restrictions for email messages sent from your
partner organization or service provider to Office 365.

Dome Antispam Integration

Descnption:

What do you want to do after connector is saved?
5 Tum it on

MNext

Cancel

«  'When do you want to use this connector?' - Select 'Only when | have a transport rule set up that
redirects messages to this connector'
«  Click 'Next'
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@ New Connector - Mozilla Firefox — O x

(@D & https:;/foutlook.office365.com/ecp/Connectors/OutboundConnector.asy B Q@ % =

Mew connector

When do you want to use this connector? Select this option only if

# you created a rule that

@ Only when | have a transport rule set up that redirects messages to this redirects email messages to
connector this connector.

(O Only when email messages are sent to these domains
Learn more

Back Cancel

+ 'How do you want to route email messages'

»  Select 'Route email through these smart hosts'
»  Click + sign to add smart host
+  Enter ONE of the following URLS, depending on your location
« EU based customers — port25.domeasmsp.cdome.net
« US based customers - port25.us-domeasmsp.cdome.net
+ Click Save

«  Click ‘Next' to move to the next step
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@ Edit Connector - Mozilla Firefox — O *

@ & https:/foutiook.office365.com/ecp/Connectors/OutboundConnector.a E 805 L 1‘:{ =
MNew connector

How do you want To route ermail messages?

Specify one or mone smart hosts o which Office 365 will deffeer email mescages. A tmart host is an altemathve tenver and can
be ertified by using a fully qualified domain name (FODN) or an IP address. Leamn rore
(:] Uge the WX record assocated with the partners Select to send messages to
the IMX recond destination
domain
for the @ngeted recpients

@ PRt semail throwgh these smart hosts

+ £ = +

(— )

Back Mext Canced

«  'How should Office 365 connect to your partner organization's email server?' - Select:
- 'Always use Transport Layer Security (TLS) to secure the connection’
AND
« 'lssued by a trusted certificate authority'.
This will make sure the connection to the mail server is securely encrypted and authentic.
«  Click 'Next'
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& Mew Connector - Mozilla Firefox - O x>

(D @ https://outiook.office365.com/ecp/Connectors/OutboundConnector.asp B -9 % =

Mew connector

How should Office 365 connect to your partner organization's email server? TLS is a security protocol

r© 3 that helps to encrypt and
Always use Transport Layer Security (TLS) to secure the connection deliver email messages
(recommended) securely 50 no one except
Connect only if the recipient's email server certificate matches this criteria the sender and recipient

can access or amper with

o _the message. If you select
this option, messages will

() Any digital certificate, including self-signed certificates
®) lssued by a trusted certificate authority (CA)

[ And the subject name or subject alternative name (SAMN) matehes this be rejected if the TL5
L domain name: y connection isn't successful,
Back MNext Cancel

«  Review your settings. Check all information in the confirmation screen is as it should be, then click 'Next'":
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@ MNew Connector - Mozilla Firefox - O X

@ @ hitps:;//outlook office365.com/ecp/Connectors/OutboundConnectoraspx?c. [B] o+ @ ff =

Mew connector

Confirm your settings

Before we validate this connector for you, make sure these are the settings you want to
configure,

Mail flow scenarnio

From: Office 365

To: Partner organization

MName
DAS Outbound Prod

Description

MNone

Status

Turn it on after saving

When to use the connector

Use only when | have a transport rule set up that redirects messages to this connector.

Routing method

Route email messages through these smart hosts: port25.domeasmsp.cdome.net

» 'Validate this connector' - Add an email address at which you can receive mail in the field provided, then
click 'Validate'.
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Mew connector
Validate this connector

We'll validate thit connector far you b make fure it workd ai expected, but first youl need 1o proade one of mane emad
sddresses 1o we can send a test message.

Spesify an emall address for your partner domain. You can add rmultiphe addresses if your partner has mane than one domain

+/- v

( Jamw the emal address

or addresses you want to

use to validate this
conngctor,

« Ifyou receive the validation email to the specified email address, then the STATUS will change to
“Succeeded”. This means that Office 365 connector can connect to your smart host.

»  Click 'Save' to complete connector configuration.
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Mew connector

Validation Result

This connector works as expected. Connectivity is good, and a test email was sent 1o the email address you specified.

I
TASK STATUS
Send test emal Succeeded

2.2.2.8 Configure Exim to use a Smarthost
You should provide the hostname of the DAS server that you are using as your preferred CSEG service domain.
Routing all mails to a smarthost :

To configure the mailserver Exim, edit your Exim configuration file (e.g. letclexim/exim.conf).

Add in the routers section (after begin routers):

spamgateway smarthost router:

driver = manualroute

transport = spamgateway smarthost transport

route list = $Sdomain mxpooll.spamgateway.comodo.com::587 (for EU based DAS
server) or $domain mxpooll.us. spamgateway.comodo.com::587 (for US based DAS
server)

no_more

Make sure the local mail route is before smarthost, if you don't want local mail to be forwarded. Add in the transports
section (after begin transports):

spamgateway smarthost transport:
driver = smtp
hosts require tls = *

Routing all mails for a specific domain to a smarthost:

Note: The information below relates to a very specific customer requirement and is not recommended for most
deployments. A configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure
you need to use this setup, please explore the other available options for routing mail.
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Put the domain in place of the $domain value in the route_list (above). For multiple domains you can use:

route list = domain.example.com mxpooll.spamgateway.comodo.com::587 ;
domain.example.org mxpooll.spamgateway.comodo.com: :587 (for EU based DAS
server)

or

route list = domain.example.com mxpooll.us.spamgateway.comodo.com::587 ;
domain.example.org mxpooll.us.spamgateway.comodo.com: :587 (for US based DAS
server)

Restart Exim for the changes to take effect.

2.2.2.8.1 Configure Exim/ cPanel to use a Smarthost
Routing all mails to a smarthost :

Go to the "Exim Configuration Editor" in WHM. Choose "Advanced Editor". Add in the routers section (after begin
routers, and after the democheck: router block):

smarthost dkim:

driver = manualroute

domains = !+local domains

require files = "+/var/cpanel/domain keys/private/${sender address domain}"

transport = remote smtp smart dkim

route list = Sdomain mxpooll.spamgateway.comodo.com::587 (for EU based DAS
server) or S$domain mxpooll.us. spamgateway.comodo.com: :587 (for US based DAS
server)

smarthost regular:
driver = manualroute

domains = !+local domains

transport = remote smtp smart regular

route list = $Sdomain mxpooll.spamgateway.comodo.com::587 (for EU based DAS
server) or $domain mxpooll.us. spamgateway.comodo.com::587 (for US based DAS
server)

Then add in the transports section (after begin transports):

remote smtp smart dkim:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{S$sender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}

helo data = ${if exists {/etc/mailhelo}{${lookup{$sender address domain}
lsearch*{/etc/mailhelo}{$value}{Sprimary hostname}}}{Sprimary hostname}}
dkim domain = $sender address domain
dkim selector = default
dkim private key = "/var/cpanel/domain keys/private/${dkim domain}"
dkim canon = relaxed

remote smtp smart regular:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{$sender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{$sender address domain}
lsearch*{/etc/mailhelo}{$value}{Sprimary hostname}}}{Sprimary hostname}}
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Save the configuration. All the outgoing mail will be relayed trough the filterserver and accept original and DKIM
signed emails.

Routing all mails to a smarthost with SMTP Authentication:
+ (o to the "Exim Configuration Editor" in WHM.
+ Choose "Advanced Editor". do not include "begin authenticators".
+  Otherwise, simply append our 4 lines and leave out our "begin authenticators".

begin authenticators

spamgateway login:

driver = plaintext

public name = LOGIN

client send = : username@example.com : yourUserPassword

Add a Router in the Router Configuration Box.

send via spamgateway:

driver = manualroute

domains = ! +local domains

transport = spamgateway smtp

route list = "* mxpooll.spamgateway.comodo.com::587 byname" (for EU based
DAS server)or "* mxpooll.us.spamgateway.comodo.com::587 byname" (for US based
server)

host find failed = defer

no_more

Add a Transport to the Transport Configuration Box.

(for EU based DAS server)
spamgateway smtp:
driver = smtp
hosts = mxpooll.spamgateway.comodo.com
hosts require auth = mxpooll.spamgateway.comodo.com
hosts require tls = mxpooll.spamgateway.comodo.com

(for US based server)
spamgateway smtp:
driver = smtp
hosts = mxpooll.us.spamgateway.comodo.com
hosts require auth = mxpooll.us.spamgateway.comodo.com
hosts require tls = mxpooll.us.spamgateway.comodo.com

Restart Exim.

Extra: Routing all mails for a specific domain to a smarthost with individual outgoing accounts:

To be able to set custom settings/limits for outgoing users, use the information above (Routing with SMTP
Authentication) with a small change. Use this:

client send =
${extract{user}{${lookup{$sender address domain}lsearch{/etc/exim spamgateway

IBBS

S{extract{pass}{${lookup{Ssender address domain}lsearch{/etc/exim spamgateway

P}
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instead of the client_send in the previous example.

To create a file called /etclexim_spamgateway with the following structure, use this :

domainl.com: user=user@domainl.com pass=abc
domain?2.com: user=user@domain2.com pass=xyz
Extra: Limiting Outgoing for certain domains

This option can be combined with the individual accounts configuration to restrict outgoing only to specific domains.
You can add the following entry (underneath domains) in the router :

senders = ".*@domainl.com : ".*@domainZ2.com

2.2.2.8.2 Configure Exim / Directadmin to use a Smarthost

«  Edit your Exim configuration file (e.g. /etc/exim.conf).
+ Add in the routers section (after begin routers):

spamgateway smarthost router:

driver = manualroute

domains = ! +local domains

ignore target hosts = 127.0.0.0/8

condition = "${perl{check limits}}"

transport = spamgateway smarthost transport

route list = $Sdomain mxpooll.spamgateway.comodo.com::587 (for EU based DAS
server) or $domain mxpooll.us.spamgateway.comodo.com: :587 (for US based DAS
server)

no more

+ This replaces the existing "lookuphost:" router which should be commented.
+ Add in the transports section (after begin transports):

spamgateway smarthost transport:
driver = smtp
hosts require tls = *

Restart Exim.

2.2.3 DNS Configuration

The following SPF record needs to be added to your public DNS:
include:_spf.antispamgateway.comodo.com “
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3 Logintothe dmin Console

You can login to the admin console directly at your service URL, or you can login via the Comodo One (C1) /
Dragon / ITarian portal.

 Direct login
+ Login via C1/Dragon | ITarian
Direct Login
You can login at your service URL using any internet browser. The URL depends on the region that hosts your data:
» EU - https:/ldomeasmsp.cdome.net/admin/login.zul
+  USA- https:llus-domeasmsp.cdome.net/admin/login.zul

SECURE EMAIL
GATEWAY

M. Administrative Interface

Username

Password

« Login to the interface with your CSEG username and password.

«  Please note, your account will be locked after three failed attempts login attempts. Contact your Comodo
account manager if you need to unlock your account.

Login via C1/ Comodo Dragon / ITarian
»  Login to your C1/ Dragon / ITarian account (ITarian portal is shown below as an example)
«  Click 'Applications' > 'Secure Email Gateway MSP":
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Endpoint Manager

Patch Management

Customer: All RMM

Daevice Management
Help Actions

Procedures

Endpoint Protection

Service Desk

Secure DNS Filtering

Help Guides

CRM

cWatch

% CWatch EDR
Dome Firewall Central Manager

Contact Informat
Quote Manager

4 Secure Emal Gateway M5P
Secure Web Gateway
Ticket Status

All Applicat
pplications —

»  Secure Email Gateway MSP opens at the dashboard:

.~ SECURE EMAIL
GATEWAY

Domain quota usage User quota usage Archive quota usage

oy ok

3

. Humber of domaans Mumber of users ilvaspala.ml . sushu.tk

. Remamning quots . Femairang quota . Remaining disk quata

Domain license expiration User license expiration

5

[®

f domains
if usars
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4 The Admin Console

The admin console is the nerve center of Comodo Secure Email Gateway (CSEG). It allows you to view system
statistics, add domains and users, manage accounts and more.

] SECURE EMAIL
GATEWAY

L7 o L2

3

. Humber of domaans Mumber of users ivaspala.ml . sushu.tk
. Remaning quots . Femairang quota . Remaining disk quata
Domain license expiration User license expiration
L3 = ok
] 1
E 3 :
H g °
%2 Ve, 5,
L L
g &
.E 1 ‘E 4
z z PR,
z
o
o
Fr
Y
-;""9
Subsorptions
0 Current domaens number Subsonptions O Current users number
= e+ Ouit of quots = e 1 ut of quota

The links on the left let you navigate to different areas of the console.
Main Functional Areas

- Dashboard - Charts which show current usage levels. See The Dashboard Area for more.
«  Domains - Configure your CSEG protected domains. See Domain Management for more details.
+ Audit Log - View records of actions by users and admins. See Audit Log for more help.
*  Account Management -

« Add, edit or delete admins

«  Change admin password

»  Manage subscriptions to reports.

«  Create user and admin groups / Configure user and group permissions

«  View user history for your domains

«  See Account Management for more.
»  Customer Management -

+ Activate or deactivate customers

«  View and manage customer details

«  Manage subscriptions to domain and quarantine reports
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«  Configure mail template settings for messages sent from CSEG.
«  See Customer Management for more.

Click the support.comodo.com link at the bottom of interface to visit the Comodo support portal - an online
knowledge base and support ticketing system. This is the fastest way to get assistance with any CSEG issues you

my encounter.

Various areas of the application display a help button 9 at top-right. Click this button to open the dedicated help
guide page for the area.

5 The Dashboard Area

The dashboard contains charts with data about your Secure Email Gateway deployment. You can export any chart to
pdf by clicking the download icon in the top-right corner of each panel.

-1 SECURE EMAIL
3 GATEWAY

L o ot

. hurmier of domains .!mllnr‘q il Mumber of users .Hnm-nnu Guols I ityaspalaml . FTETRIY . Remaming dok quota

Domain license expination

L R2,

Number of usnrs
-

Pouimbar of demair
n

Sulbsscriptins @ Curent dosaieg numizer Subesoripriones O Current usens aumer
# = & Out of qucks u 0§ Ot of quota
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Domain Quota Usage

The number of domains used, and the number
remaining on your current license.

Each domain that you set up for spam filtering will take &
one domain from the pool remaining on your license.

»  Place your mouse cursor over any chart sector
to view more details.

Remaining guota

37 (90.24%)

»  Click an item in the legend to add or remove it
from the chart.

. Mumber of domains . Remaining gquata

User Quota Usage

Number of users protected by spam filtering, and the
number remaining on your current license.

Each user that you protect with spam filtering will take
one user from the pool remaining on your license.

»  Place your mouse cursor over any chart sector
to view more details.

Remaining quota
35 (53.37%) «  Click an item in the legend to add or remove it

N from the chart.

: Mumber of users . Remaining quata

Archive Quota Usage

The quantity of mail archive space already used for each

domain, and the amount remaining on your current

license. &

Place your mouse cursor over any chart sector
to view more details.

»  Click an item in the legend to add or remove it
from the chart.

Remaining disk quota
9.88 GB (98.85%)

ilyaspala.ml . sushu.tk . Remaining disk quota
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Domain License Expiration

Quantity of domains and domain license expiry dates.
Y axis - Domain count

X axis - Timeline

Green bars - Total number of domains allowed by all
unexpired licenses.

Yellow line - Actual number of domains active on your
account.

Out-of-quota - Shown if the actual number of domains is
greater than the total allowed by your licenses.

Red line - Date when a license is due to expire.

4

Number of domains
[

o Place your mouse cursor over any bar to see when the
Subscriptions license is set to expire.

O Current demains number
= 0w 1 Qut of quota

User License Expiration

Quantity of users and license expiry dates. &
Y axis - User count s
X axis - Timeline

Green bars - Total number of users allowed by all

o

10

Number of users

unexpired licenses. 5
Yellow line - Actual number of users active on your .
account.

o

i B)

Out-of-quota - Shown if the actual number of users is
greater than the total allowed by your licenses.

Red line - Date when a license is due to expire.

Subscriptions O Current users number = ®= 1 Out of quota

Place your mouse cursor over any bar to see when the
license is set to expire.

6 Domain Management

Click 'Domains' on the left menu
- The domains area lets you configure domains for spam protection and manage them.

» You can configure policy settings such as email size restrictions, permitted file-extensions for attachments,
spam detection settings and many more. See ‘Manage a Domain’ for more details.
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e+ Cushomer management
Doenains Aliases Humber of wsers Max. samber of users Misk space {GE) Disk quota [GE) Acitrabad
ivaspala.mi vaspalatisusumi 2 - = 3 -
Bughik 1 Unmiteg (L] 5 true

Use the following links for more help:

+ Add adomain

» Delete a domain

« Editadomain

« Validate a domain

+ Manage a domain
Click the domain column header to sort domains in alphabetical order
Use filters to search particular domain(s)

«  Click anywhere on the filters stripe to open it:

Dashboard / Domains
Domains € veip
o 200 | [ Delete | @ Edtdomain | i3 Validate domain | {}} Manage domain £ Refresh
3 Fikters
+ Domain w | ‘contains v Apphy fitter
Domaling Aliases Humber of users Max. number of users Disk space [GB) Disk guota (GB) Actated

«  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

e Click ‘Apply Filter’.
You can filter results by the following parameters:

«  Domain: Type a domain name in the text box (column 3) and select a condition in column 2.

« Activated: Filter domains by their validation status

« Aliases: Type an alias domain name in the text box (column 3) and select a condition in column 2.
Click anywhere on the filters tab to close it. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .
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Tip: CSEG can generate reports which summarize all mail activity on a domain. See CSEG Reports - An
Overview for more details.

6.1 Add a Domain

Admins with appropriate privileges can add domains, configure the number of users per domain, define a domain's
destination route and specify archive space. The number of domains that you can add depends on your subscription

plan.
Add a domain
e Click 'Domains' on the left

«  Click the 'Add' button

Dashboard / Domains
Domains © reip
m Delete f? Editdomain = i3 Validate domain il' Manage domain +_* Refresh
€5 Finters
| Domalns Aliases Humber of users Max. number of users Disk space (GB) sk guota (GEB) Activated
] ityaspala.mi ityaspalatlsushiml 2 25 011 3 truse
I pait 0 Unlimited 0.0 Unlimited false
7] sushute Uinlimited 0.0 trus
1 i [1-313] Perpage (15 W

The 'Add domain' dialog will open:

Add domain

Domain (testdomain.com

-l- mail testdomain.com
Destination routes

mw (Mailltestdomain.com

Timezone: |(GMT) Coordinated Ur v

Domain user limit | Unlimited

Domain Archive Space (GB) |Unlimited

Check routes m| Cancel |

«  Domain - Enter a valid domain name

Destination route - Enter the address of the recipient mail server. This is the address to which CSEG wiill
forward mail after antispam filtering.
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»  Failover routes - You can add additional destination routes to act as failovers. CSEG will use the

alternative routes if the primary route is unavailable for some reason. Click + to enter an additional
route.

- Timezone - Set the zone for this domain. CSEG will use this time-zone for events which concern that
domain. Specifically, the quarantine list, archive list, log search, reports and report subscriptions.

« Domain user limit — Set the max. number of users that can be added to this domain. 'Unlimited' lets you
add, but not exceed, the number of users permitted by your current license. Max. users for a domain can
also be configured in the '‘Domain Settings' area.

- Domain Archive Space - Set the archive disk quota that this domain should use for storing mails. The disk
space for all your domains cannot exceed the disk quota that you subscribed for.

»  Check Route — Will retrieve routing information from the domain's DNS. If the result contains CSEG
service domain details (mxpooll.spamgateway.comodo.com — EU, or
mxpooll.us.spamgateway.comodo.com — US), then it means that DNS MX record was already updated to
work with CSEG. You must enter your real MX record as the destination route. For example
mail.exampledomain.com.

Routes check ermmors.

Relay : mail.testdomain.com:25
Error code : 500
Error message : SMTP host unreachable

Are you sure you want to proceed with domain save 7

e

«  Click 'Proceed' to save a domain.

Note: The number of users that you can add for all the domains belonging to your account depends on your
subscription plan. For example, if the subscription plan for your account allows you to add 1000 users and you
have three domains, then you can add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3.
You can set any value between 0 and 999999 in the 'Max. number of users' field, but CSEG checks if the total
number of users for all domains is within your license limit.
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»  Click 'Save' to add the configured domains.

Note: When you create a new domain, email addresses 'abuse@addeddomain’ and 'postmaster@addeddomain’
are added by default in recipient whitelist. Click here for more details.

The following success message is displayed, along with a reminder to validate the domain within 24 hours:

Reguest for domain TESTDOMAIN.COM successfully created You have to validate your domain within 24 hours_ Please follow instructions sentto
postmaster@testdomain.com

If you have already configured the domain's MX record for CSEG before adding the domain to the CSEG interface,
then only the success message is shown. See 'Configure MX Record' for details about configuring MX records and
'Validate Domains' for details about domain validation.

6.2 Delete Domains

Delete a domain

»  Click the 'Domains' menu item on the left
«  Select the domain(s) that you want to delete

Cashboard / Domains
Domains © Hein
o aod [ Delete ) Editdomain | ¥ Validate domain | §f Manage domain f_¥ Refresh
€ Finers
] Domains Alases Number of users Max. number of users | Disk space (GB) Disk quota (GB) Activated
[T iyaspala.mi ilyaspala tlsusieml 2 25 an 3 true
[ susiute 1 Unlimited 0.0 5 true
¥ a Uniimited 0.0 Undimited false
1 i [1-3r3] Perpage |15 w

»  Click the 'Delete" button

Tip: You can select multiple domains to delete by pressing and holding the Shift or Ctrl keys.

A notice is shown warning you that the users belonging to the selected domains will also be removed.

Delete domains

= MOTICE : All users belonging to selected dormain
@ will e rernoved too.
Are you sure yol swant to remove selected

domains?

«  Click 'OK"to confirm.
The selected domain(s) are deleted.
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You can change the destination route of domain, archive space and check its route. Please note that the name of the

domain cannot be edited.
Edit a domain

«  Click 'Domains' on the left

»  Select the domain that you want to modify
+  Click the 'Edit domain' button:

Dashbesrd f Domains

Domains

ofe aod | I Delete

= Validate domain Flf Manage domain

€ Faers
7 Domains Aliases Number of users Max. number of users
| llyaspata mi ivaspata il sushu.ml 2 25
] sushule 1 Undimited
]

Uindimited

1 [1-3/3]

Disk space (GB)
on
oo

0.0

Disk quota (GB)

2
5

Unkmited

€ Heip

| £ * Refresh

Activated

true
Truse

falae

Per page |15 L

The ‘Edit domain’ dialog is shown:

Edit domain

Domain |testdomain.com
Destination routes + mail testdormain.com

Timezone . |(GMT) Coordinated Llr v

Domain user limit | Unlimited

Domain Archive Space (GB) |3

Check routes Save |

forward mail after antispam filtering.

Destination route - Enter the address of the recipient mail server. This is the address to which CSEG wiill

Failover routes - You can add additional destination routes to act as failovers. CSEG will use the

alternative routes if the primary route is unavailable for some reason. Click + to enter an additional

route.

Specifically, the quarantine list, archive list, log search, reports and report subscriptions.

Timezone - The zone for this domain. CSEG will use this time-zone for events which concern that domain.

Domain user limit — The max. number of users that can be added to this domain. 'Unlimited' lets you add,

but not exceed, the number of users permitted by your current license. Max. users for a domain can also be

configured in the 'Domain Settings' area.
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- Domain Archive Space — Set the archive disk quota that this domain should use for storing mails. The disk
space for all your domains cannot exceed the disk quota that you subscribed for.

«  Check Route — Will retrieve routing information from the domain's DNS. If the result contains CSEG service
domain details ( mxpooll.spamgateway.comodo.com - EU, or mxpooll.us.spamgateway.comodo.com —
US), then it means your DNS MX record was already updated to work with CSEG. You must enter your real
MX record as the destination route. For example mail.exampledomain.com.

Note: The total of users that you can add across all your domains depends on your license. You can set any value
between 0 and 999999 in the 'Max. number of users' field, but CSEG checks if the total number of users for all
domains is within your license limit.

+  Click 'Save' to confirm the changes.

6.4 Validate Domains

All domains in CSEG MSP have to be validated in order to demonstrate your ownership of the domains. This can be
done in two ways:

+  The first method is to configure the MX record for the domain to the CSEG service before adding the
domain in the CSEG interface. When you add this domain it will be automatically validated since only a
person in control of the domain is able to modify MX records. See 'Configure MX Record' for details about
configuring MX record to CSEG.

»  The second method is to add the domain to CSEG first then validate ownership by providing an
authentication code sent to postmaster@your_domain.com

The following tutorial explains the second method. Please note that domains which have not been validated will be
grayed out and marked as 'False' in the 'Activated' column.

Validate a domain
+  Click the 'Domains' menu item on the left
«  Select the domain and click the 'Validate domain' button
- The 'Validate domain' dialog opens:

Cashbonrd / Doamains

Domains © Heip

ofs Add | [ Detete | & Ecit domai

Y Vialietat ain Y #1% panaa ’ ¥ Refresh
T i
3 validate domain ) §2) Manage domain L=

£) Fiters
Validate domain

Aliases Disk quota (GB) Activated

ivaspalafl Flease enfer validation coda: true
5 true

167 Resend emall Unfimited Talse

1 " m ARt Perpage 15 w

A mail containing the validation code is sent to postmaster@your-domain.com immediately after adding a domain.
»  Click 'Resend email' to send this mail again.
»  Enter the code the field and click 'OK'

CSEG will verify the code and, if successful, the domain is activated:
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Domains © Hew
o= add | ] Delate  #* Edit domain | 3 validate domain | §1f Manage domain £ Refresh
3 Fiters
Domains Aliases Mumber of users Max. number of users Disk space (GH) Disk quota (GE) Activated
T ilraspalami ilyaspala t| sushi ml 2 5 on LT
7| suslutk 1 Uniimited 0o 5 frue
(] testdomain.com 0 Unmited 0.0 Unlimited true )
1 i [1-313] Perpage |15 W

Non-validated domains should be validated within 24 hours or they will be automatically removed from the interface.
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Note: Domain control validation (DCV) is only required for new domains added after the release of CSEG version
2.10. Any domains added prior to v. 2.10 do not require DCV. Later releases may enforce DCV on all domains in

stages.

6.5 Manage a Domain

- Administrators can configure various settings for a selected domain: view quarantined mails, set email
restrictions, add users as recipient whitelist or blacklist, add new users and view log reports for the domain.

»  This section is divided into seven main subsections. Namely, Domain dashboard, Incoming, Outgoing,
Email management, Audit log, Domain Rules and Account management. Click on the respective tabs to
expand or close the subsection in the left.

Manage a domain

+  Click the 'Domains' menu on the left
»  Select the domain that you want to manage, then click the 'Manage Domain' button
» Alternatively, click on the domain name in the '‘Domains' column
OR
+ Right-click on the domain name in the 'Domains' column to open in a new tab or window

T gi?gfviﬁﬂ-ﬂ"- Juaranhng Relaa aguas! VRl st T f Blackisl requests 1-:-:mr:a=|r-=-'.e-:|;=_t:.~:|:l

Gaatbsacs 1 Demains

Domains  He
o 433 | [ Deteie @ Ecitacensin | = vaicale domain_f1i mansge domain £ Rsfraah
£ Fnes

| Domains Abaags Mumess of Usars May, sesmber of Bers ek apaca (GE Disk quata |GR A tivated
o ilpasgatami vaspala Bsusumi 4 25 o2 ] inse

TR 1 Unkreited on 5 fru

Perpage 18 | &

»  The configuration tabs for the selected domain will open on the left.
» By default, the 'Domain dashboard' for the selected domain is displayed.
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Click the following links for more details:
» Domain Dashboard
+ Incoming
« Outgoing
«  Email Management
» Domain Audit Log
+ Domain Rules
* Account Management

6.5.1 Domain Dashboard

«  Domain dashboards provide a fast heads-up on mail activity on your protected domains. Statistics include
the number of quarantined mails, release requests, whitelist requests, blacklist requests, incoming mails
archive quota usage, and more.

»  You can export the dashboards to image or pdf file by clicking the download icon at the top-right of each
item.

Open a domain dashboard
«  Click the 'Domains' menu on the left
»  Select the domain that you want to manage
»  Click the 'Manage Domain' button
- Alternatively, click on the domain name in the '‘Domains' column
OR
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The buttons along the top of the dashboard allow you to view and take action on important items:
» Quarantine - Quarantined mails of all users of the selected domain. See Quarantine for more details.

- Release requests - Requests from users on the selected domain to release quarantined mails. See
Released Requests for more details.

- Whitelist requests - Requests from users on the selected domain to whitelist the senders of quarantined
mails. See Whitelisted Requests for more details.

+ Blacklist requests - Requests from users on the selected domain to blacklist the senders of quarantined
mails. See Blacklisted Requests for more details.
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The 'Mails Statistics' area has charts to show blocked mails, blocked viruses and more.
«  Place your mouse cursor over a graph to view more details.
+  Click on a legend item to add or remove it from a graph.

33.33%

Spam messages
01 Nov: 2

33.33%

33.33%

W W

o
o oF @™

I Whitelisted Blacklisted Not spam messages I Spam messages 0 Unsure messages I Viruses blocked

The 'Archive quota usage' area shows how much storage space has been used to store incoming mails. The graph
shows the disk space used per day for the last two weeks.

«  Place your mouse cursor over a graph to view the space used on a specific date. See Manage Archived
Mails for more details.

Archive quota usage

06 Mowv: 80

Disk space (KB)
&
|

»  The 'Delivery queue statistics' area provides details of filtered mails that are queued in CSEG servers for
delivery at a later time.

+ ltalso displays the average time of queued mails for the previous day in CSEG servers before delivery. See
Delivery Queue for more details.
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6.5.2 Incoming

The ‘incoming’ area lets you view quarantined mails, configure spam detection settings, set spam alerts, add local
email recipients, and more.

E Dashboard
@ Dmain dashboarg
Iil IMcoming

Juaraniing

Local recipients

Clear ncoming cache

|i| Quigoing

Click the following links for more details:
« Quarantine
» Manage Archived Mails
» Incoming Spam detection settings
* Report Spam
» Delivery Queue
+ Destination routes
» Local Recipients
+ Clear Incoming Cache
« Log Search
« Domain Aliases
« Domain Settings
» Manage Report Subscriptions for Selected Domain
» Relay Restrictions
» Geolocation Restrictions
»  SPF Control Settings
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Quarantine

«  View all quarantined emails and their headers for all users on the selected domain.
» Release quarantined emails to the intended recipient if you decide that a particular email is not spam.
»  Delete selected or all spam mails

Tip: CSEG periodically generates a report on all emails moved to quarantine.
» Reports are emailed to admins

» You can configure the reports in Dashboard> Account Management > Admin > Add Administrators, .
See CSEG Reports - An Overview if you need help with reports.

Open the quarantined email interface

»  Click '‘Quarantine’ on the 'Incoming' drop-down menu on the left

Dashboard
@ Domain dashboard
2 Incoming

B (Cuarantine
Archive
Spam detection seftings
Report spam
Delivery queue

Destination routes

_ Local recipients

The quarantined email area will open:
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Domain dashboard - docteamcasqg.comodo.od.ua / Quarantine

Quarantine Help
Show message [j Release m Delete ‘8 Refresh ‘
o Filters
[[] Subject From To Recipient Date (GMT+ Reason Size | [l Actions

spam
: . Oct 28,2014 External pattern 168
Spam email 1
[ sp admin <demo@csg.comodo.od.ua= demol@docteamcasg.com demol@docteamcasg.com 12146 PM  match bytes
(Sanesecurity.Junk..
spam
- - Oct 28, 2014 External pattern 168
Spam email 2
[ sp admin <demo@csg.comodo.od.ua= demo2@docteamcasg.con demo2@docteamcasg.com 1:2119PM  match bytes
(Sanesecurity.Junk..
1 i [1-212] Perpage |15 w

Click any column header to sort items in ascending/descending order.

Click anywhere on the 'Filters' tab to open the filters area:

Uaghboard / Domains / Doman dashgeard - docteamcssg comado od ug / Quaraning

Quarantine Help
& snowmessage | [*] Release [ Detere [EELTETLEEENS £ ® Refresh
£ Filters
+ Subject w | confains w Apply filter
== From w»  contains w
- To w~ contains w
== Date v equals - i
= |Size (KB) w  lessthan w 0 :
== Reazon w | contains -
== Recipiznt w contains -

Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

Click ‘Apply Filter'.

You can filter results by the following parameters:

Subject: Type the mail subject in the text box (column 3) and select a condition in column 2.

From: Enter the sender name or address in the text box (column 3) and select a condition in column 2.
To: Enter the recipient name or address in the text box (column 3) and select a condition in column 2.
Reason: Enter the quarantined reason in the text box (column 3) and select a condition 2.

Recipient: Enter the recipient name or address in the text box (column 3) and select a condition in column
2.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .

View Details of Quarantined Mails
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The details like subject, sender, recipient , date and size of the mails added to the quarantine can be viewed in two
ways:

+ In the same CSEG window
* Inanew CSEG window
View details of quarantined mails in the same CSEG window
+  Select the mail that you want to view in the quarantined email area
+  Click the 'Show Message' button
« OR
+  Click on the email link in the subject column that you want to view its details.

Dashboard / Domains / Domain dashboard - democasg.comodo.od ua / Quarantine / E-mail
E-mail © Hebo

Normal All headers

[ Release Whitelist this Sender (&) Blacklistthis Sender  fJ Delete

Subjest  Pw: FLAT 20% OFF on Revital Multi-Vitamins. Limited Period Offer. Hurry
From admin <demo@csg.comodo.od.uas

To bob@docteamcasg.comodo.od.us, bob@democasg.comodo.od.ua, john@docteamcasg.comodo.od.ua,
john@democasg.comodo.od.ua, dyanoratd81@gmail.com, robin@democasg.comodo.od.ua, avantistude@gmail.com

cC

Date (GMT
+00:00)

Size 13.31KB

2016-04-20 11:02:07

Actions

Plain text ‘ Html source I COriginal View

a

On Sunday, 10 April 2016 11:25 AM, Netmeds Healthcare <supportl@youmnt.com> wrote:

If you're having trouble viewing this email, please click here.@media screen and (min-width:320p

The details of the selected email will be displayed.

»  Click 'All headers' to view the email headers which contain the tracking information of the mail detailing the
path it has crossed before reaching the recipient. The headers give full details of the sender, route,
recipient, sent date, mail type and so on and enable you to check the authenticity of the mail.
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Dashboard / Domains / Domain dashboard - democasg comado.odua / Quarantine J E-mad

E‘ma” £) Help

Mormal | Al headers

1+) Download message

robin@democasg.comodo.od.ua; Wed, 20 Apr 2016 07:05:04 -0400

DEIM-Zignature - v=1; a=rsa-sha2s4; c=relaxedirelaxed; d:]rahou.cojn: 5=52048; 1=1461150294,
ph=mBYiUnmiloDSB+v¥jow31Us Ggy2orN2wA3cWwil++M=; h=Date:From:Reply-To:.Todn-Reply-
To:References:Subject:From:Subject;

b=0C+0iJBkPal¥HFRbgzUhaa7GJLt90gBEIIWITAL Cniw) 58 AlwHbICE AxGuRoWohe 5XuzjX03AboG7 5wl 1JBWIsfpWewzF9F b
W1r87nbhePBENIaZKkWaR2PZxNSLadVpLIsqRI4ATOIHWIIP9rTiBLSolgobBpai+kVelabHDIBES Y. x0cdgrjgCxyCNsxemwyBhCS
BogEOhANT s TIDEINZD 9wt

ALe3tviwBvT BI7vDhDvHnIpROXShdaryGeUMWZImGIUDIDSVhg2E 7yLtnU bHDgDHNXEN 8N IHKACT mT+dmFiaJ6 jgF hRwWWXnLSi
TUMPgBTSgB82vinA==

Received : from [127.0.0.1] by nm45.bullet mail.gq1.yahoo.com with NMNFMP; 20 Apr 2016 11:04:54 -0000

Received : from [216.39.60.180] by nm45. bullet. mail.gg1.yahoo.com with NNFMP; 20 Apr 2016 11:02:08 -0000

Received : from [106.10.166.60] by tm16. bullet mail.gg1.yahoo.com with NNFMP; 20 Apr 2016 11:02:08 -0000

Received : from [106.10.151.187] by tm17_bullet mail.s g3 yahoo.com with NNFMP; 20 Apr 2016 11:02:08 -0000

Received : from [127.0.0.1] by omp1013.mail.sg3.yahoo.com with NNFMP; 20 Apr 2016 11:02:08 -0000
X-Yahoo-Newman-Property - ymail-4

X-Yahoo-Newman-ld : 24222 19397 bm@omp1013.mail.sg3.yahoo.com

X-YMail-08G - w7_SIPgVMIIDAHZZ CHE 7y 1VOZjAlIZ6  pujGhbb|33F pCAeqw TR TyoQMKIAS4yC

qDZKKIAPYISmUIB0KbE4U2 CRXTTNR a5pvl4 Hizgidq Q4 deE quagrTRUKE 15 2vkKoNaz58rDMN
goq1y8jgcKniG.odVOAOIF25S5.)sb6_fow_PWjdt NaFyi25jFwIEQHMXBGYFGPYAlUZDSs5L ka3
FUGNIQCKfozyTcEGQVa3BOM3ITikAUyL jcaSxSCOUSgE1WeEZIZRIZm1hEU4cGBAGDMCYUXEJg9

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the
mail or delete it.

«  Click 'Whitelist this sender' to add the sender to Sender Whitelist

»  Click 'Blacklist this Sender' to add this sender to Sender Blacklist. See 'Whitelist / Blacklist' for more
details.

View the details of a quarantined mail in a new CSEG window
+  Select the mail that you want to view in the quarantined email area
» Right-click on the email link in the subject column and select to open in a new tab or new window.
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Dashboard / Domains / Domain dashboard - docteamcasg. comodo.od.ua / Quarantine

Quarantine © rer
‘ Show message  [*] Release | [[J Delete ‘ £} Refresh
| o Filters |
[[] Subject From To Recipient Date (GMT+ Reason Size ﬂ Actions
spam
_ ; Oct 28, 2014 External pattern 168
@Csqg. .0 X . .04-
Spam email 1 adrmn. <demo@csqg.comodo.od.ua= demol@docteamcasg.com demol @docteamcasg.com 12146 PM  match s
Open Link in New Tab (Sanesecurity.Junk .
Open Link in New Window
Open Link in New Private Wind cpem
Pen Link in New erivate vwindow Oct 28, 2014 Ext 1 ith 168
[] Spam 2 demo2@docteamcasg.com demo2@docteamcasg.com | S
Bookmark This Link 12119 PM  match bytes
(Sanesecurity.Junk..

Save Link As...

Copy Link Location Per page |15 v |

Search Google for "Spam email 1"

Inspect Element (Q)

The browser may display a warning pop-up window notification. Click the 'Options"> then select 'Allow pop-ups for..."
to allow to open new message in a new window. Click again 'Show message in new window'.

g Firefou prevented this site Tiem opening a popeup window. Diptiens =

Dashboard / Domains / Domain dashboard - demecasg comode. od.ua / Quarantine / E-mail

E'ma” a Help

Normal All headers

D Release Whitelist this Sender Blackiist this Sender ﬁ Delate

Subject Spam email 1
From admin =demo@csq.comode.od.ua=

Te demol@docteamcasg.com

cc
Date (GMT
+0000) 2016-04-20 11:02:07
Size 1331KB
Actions

Plaintext | Himisource | Orginal View

On Sunday, 10 April 2016 11:25 M, Netmeds Healthcare <support@youmnt.com> wrote:

If you're having trouble viewing this email, please click here.@media screen and (min-widch:320p

= 1800 103 0304

The details of the selected mail will be displayed in a new CSEG window.
Release a quarantined mail
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After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the
recipient.

»  Select the mail that you want to release and click the 'Release' button.

Daszhboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Quarantine

Quarantine Help
Show message Delete ‘G Refresh ‘
o Filters
[[] Subject From To Recipient Date (GMT =0 Reason Size @ Actions

spam

admin Oct 28, 2014  External pattern 168
demol@docteamcasg.comod demol@docteamcasg. 121:46 PM match s

(Sanesecurity.Junk.20

Spam email 1
@ s <demo@csg.comodo.od.ua=

spam

) admin Oct 28,2014  External pattern 168
5 12
[7] Spam emai <demog@esg.comodo.od.ua> demo2@docteamcasg.comod demo2@docteamcasg. 1:21-19 PM T bytes
(Sanesecurity.Junk.20
1 1 [1-212] Perpage |15 w

An alert will confirm the release of the selected email.

Release emails

@Are wou sure youl weant to release the selected

email?

+  Click 'OK" to confirm the release
The email will be released to the address and the mail will no longer be in the quarantined list.

Add a sender to whitelist

After confirming that mail from a sender is not spam, admins can add them to the 'Sender Whitelist'. Emails from
whitelisted senders will no longer get quarantined.

«  Select a mail from a sender that you want to whitelist
«  Click 'More actions' > 'Whitelist this Sender'.

Dashboard / Domains / Domain dashboard - docteamcasg comodo.od.ua / Quarantineg

Quarantine © Hei
Show message [:] Release m Delete 8 Refresh ‘

| o Filters |

Blacklist this Sender

[[] Subject From Recipient Date (GMT <0 Reason Size ﬂ Actions
Delete all
spam
) admin Oct28, 2014  External pattern 168
¥| Spam email 1
L <demog@csg.comodo.od.ua> B U T R P ey 1:21:46 PM match bytes
(Sanesecurity. Junk.20
spam
! admin Oct28, 2014 External pattern 168
Spam email 2
[ sp B o L o demo2@docteamcasg.comod demo2@docteamcasg. 19119 PM match s
(Sanesecurity.Junk.20
1 1 [1-212] Perpage |15 w
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A confirmation is shown as follows:

Whitelist emails

@ Are you sure you want to whitelist sender of the
zelected email?

«  Click 'OK' to whitelist the sender. See 'Sender Whitelist' for more details.

Add a sender to blacklist
Admins can add blacklist senders from the quarantine interface. Once blacklisted, all mails from the sender to the
selected domain are automatically blocked.

»  Select a mail from a sender you want to blacklist

+  Click 'More actions' > 'Blacklist this Sender'.

Dashboard / Domaing / Demain dashboard - docteamcasg.comedo.od.ua / Quarantine

Quarantine @ rew
Show message [:l Release m Delete D Refresh
Whitelist this Sender
| o Filters |
[[] Subject From .ﬁ Recipient Date (GMT <0 Reason size i Actions
Delete all
spam
. admin Oct 28,2014  Extemnal pattern 168
V| 5 11
pam emai <demog@ecsg.comodo.od.uas demol@docteamcasg.comod demol@docteamcasqg. 1:21-46 PM match bytes
(Sanesecurity.Junk.20
spam
) admin Oct28,2014  External pattern 168
Spam email 2
[ sps demo2@docteamcasg.comod demo2@docteamcasg. 12119 M match bytes

<demo@csg.comodo.od.ua=
(Sanesecurity.Junk.20

1 I1 [1-2i2] Perpage |15 w

A confirmation is shown as follows:

Blacklist emails

selected email?

»  Click 'OK" to blacklist the sender. See 'Sender Blacklist' for more details.

@Are wou sure you want to blacklist sender of the

Delete quarantined mail
»  Select the mail that you want to remove
«  Click the 'Delete’ button
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Dashboard / Domains / Domain dashboard - docteamcasg. comode.od.ua / Quarantine

Quarantine © Hen

Show message [:] Releasd m LG More actions v +_* Refresh ‘

| o Filters |

[[] Subject From To Recipient Date (GMT +0 Reason Sizet | fil Actions

spam

admin Oct 28, 2014 External pattern 168

Spam email 1 demol@docteamcasg.comod demol@docteamcasg. 191-46 PM
- v

<demo@csg.comodo.od.ua= match bytes
(Sanesecurity. Junk.20
spam
; admin Oct 28,2014 External pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.
O sp <demo@csg.comodo.od.ua=> @ g @ 9 12119 PH match bytes
(Sanesecurity.Junk.20
1 1 [1-2i2] Perpage |15 w

A confirmation request will be displayed:

Delete emails

@Are you sure you want to delete the selected

emails?

«  Click 'OK' to delete the selection email.

The selected mail will be deleted and will no longer be in the quarantined mail list.
« To delete all the quarantined mails, click 'More actions' > 'Delete all'.

Dashboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Quarantine

Quarantine © Heio
Show message [:] Releaze m Delete 8 Refresh ‘

Whitelist this Sender |

| o Filters

Blacklist this Sender

[] Subject From Recipient Date (GMT <0 Reason size i Actions
spam

admin Oct 28,2014  External pattern 168

Spam email 1 demol@docteamcasg.comod demo]@docteamcasg. 1:21:46 PM
21: I

<demo@csg.comodo.od.ua= match bytes
(Sanesecurity.Junk.20
spam
. admin Oct28 2014 External pattern 168
Spam email 2
E1 sp ST TR G demo2@docteamcasg.comod demoZ@docteamcasg. 12119 PM match s
(Sanesecurity.Junk.20
1 i [1-2i2] Perpage |15 w

A confirmation is shown as follows:
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Delete emails

P Areyou sure you want to delete all emails that
currently are filtered?

«  Click 'OK'to delete all quarantined emails. All the quarantined emails for the selected domain will be
deleted .

Manage Archived Mails

CSEG can store copies of all incoming mail for all domains on an account. You can purchase storage space in
Comodo Accounts Manager (CAM) at https:llaccounts.comodo.com

Open the archived mail area:

»  Click ‘Incoming’ > ‘Archive’:

@ Dashboard
@ Domain dashboard

@ Incoming

Cluarantine
B Archive

Spam detection settings

=1 po s pam

Delivery queue

Destination routes

The archived email area of the selected domain will open:
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Comodo Secure Email Gateway MSPAdTnlnTstrétor uide COMODO

. /
= {

ey gvghipran - CROgad CamG 1/ Archwe
Archive @ ree
Show message | M Reportspam Ej Wihibelist s Sender @ Blackiisl this Sender | & Resend email E Delete Shyirw Srchive v | 4+ Rafrash
) Fiterm
[ Subject From To Renpienl Dale |GUT +0) siee 1] Actions
M Boount ragissansd wodmimErmnns compdno od us ssarhiEoegqed comodo.od us marfeagaad comods od us 130727 GMT = ]
Hew SEoount registersd s maad . 1 E y i
Page Filter

The page filter on the top-right has three options:

v | 2 Reresr

Show archive
Show reported as spam
1 Show archive and reported as spam

Date (GMT +0) Sire ﬂ Actiol

«  Show archive: Lists only the archived mails

»  Show reported as spam: Lists mails that are reported as spam

- Show archive and reported as spam: Lists both archived mails and mails that are reported as spam
Select the option from the drop-down before using the filter option described below.

Use filter option to search archived emails

»  Click anywhere on the 'Filters' to open the filters area.

Srchim

Archive © e
) showmeasage /A Reporisoem  [B] Webeist bis Sencsr  [B] Bleckistine Sender = Reseed amail [T Cetete Shiv archive and réger + | £ 3 Fafresh
ﬂ' Fiters

+ Subjed w || contans w Apply fiker

= From w | not containg w

= |Ta || ke v

- Das W eOuEs -

- Sira (B} w BEad En w0 :

- aachments v BOuES ~ [

- Markad as retainad v bOQuals w01

et From L Recimant labe (GMT &0y Siee
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U

«  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

+  Click ‘Apply Filter’.

You can filter results by the following parameters:
+  Subject: Type the email subject in the text box (column 3) and select a condition in column 2.
«  From: Enter the sender name or address in the text box (column 3) and select a condition in column 2.
« To: Enter the percipient name or address in the text box (column 3) and select a condition in column 2.

» Date: Search by date and time mails archived. Select the date (column 3) and select a condition in column
2.

Size (KB): Search archived mails by their size. Select or enter the mail size in column 3 and select a
condition in column 2.

- Attachments: Enable or disable the checkbox (column 3) and select the condition in column 2.
» Marked as retained: Enable or disable the checkbox (column 3) and select the condition in column 2.
Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .
View Details of Archived Mails

There are two ways you can view the details of an archived mail:
* Inthe same CSEG window
* Inanew CSEG window

View details in the same window:

« Inthe archived email area, select the mail that you want to view and click the 'Show Message' button
OR
«  Click on the email link in the subject column that you want to view its details.
The details of the selected email will be displayed.

B4 Arobie

Archive Halp

& Regatsgam (B Weiishstthis Sender (5] Blockist this Sender | ' Resend emal | [ Ouiete Shaw wchie || {3 Rafsh
£} Filers
Subject Fram Ta Recyman| Dt (T =00:80 Sice ] Aclions
Quaraniing Fegar for B
bobdg demiccas g comode.od us
Ouaranting Report for 2016-04-21 .
cazg edmin-AageBoasy inf 1Edemocang comode.od ua Edemocang comode.od ua i

Johnifidemocas ) comadn od s

RE: Dol Nizs Ot On the MEP Wabimar
Gerning

Faspmond ragecsralisd cang-admin-stngaEcang Infr cln @ democasg comodo.od us obn@democansg comode. od us ek o o

Chiar i e for
john@democasg comodo od

Quaranting Repar for

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before
reaching the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date,
mail type and so on.

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 87



Comodo Secure Email Gateway MSP ...--Adfﬁ'iﬁi_é_tﬂrgfa uide coM0oDO

Creating Trust Online®

View details in a new window
« Inthe archived email area, select the mail that you want to view, right-click on the email link in the subject

column and select to open in a new tab or new window.

Dashboard / Domaing / Domain dashboard - democasg.comoedo.od.ua f Archive / Archive mail

Archive mail

Hormal | All headers

eport spam | |@ itelistthis Sender  |@] Blacklistthis Sender (& Resend emai etain message elete
Report Whitelist this Send €] Blackistthis Send = R d il Retai Delet

Subject  Quarantine Report for bob@democasg.comodo.od.ua
From  casg-admin-stage@casg.info
To  bob@democasg.comodo.cd.ua
cC

Date (GMT

2016-04-21 04:00:00
+00:00)

Size 28.15KB

Actions

Plain text | Html source | Qriginal View

Message

Ciagh by o [pesas ¢ Dorge gesbrend - deswiasg movadn oof v} Archae

Archive @ Hup
(&) e measaps | M Resatspam  [B] Whiksiistihis Sander | [B] Backisimis Sander | o Rasend eerail | ] Desste Syw BET w || i} Refrash
ﬂ Fiitary
” fubject Frosmi Ta Aecipknt D [GMT +0030 Siaw i AT
|+ Quaranine Repod for 2016-04-21 @13
i R e rasg-admirstage@iossy info bobffemocasy comods.od ua sobfdemocasg comado od ua B4 0000 :CL' /]
Dipan Link in Hewe Tak:
Cuaranine Repar 3 By s T £ i e 2080421 .18
o, acom Cipen Link in New Windew gk [ohngdemocasy comedo od us john@democasg comods. od un el iz ]
Ot Link in Mewe Brivate Windew
o v ho
RE Don'tMiss Oul Bessheriark This Link D T
fa o Ui Bobdeimocing comeda od ua i B
Series Sarve Link Aa N
Copy Limk Lacgtion
e e "'
| Paaamnil ragens S . S B g Infs john@democasg comado od. us johndemocang comodo.od us :r_ o j
Teapect Element [}
o Ragesit :
AT R 2 TAB-AIMIN-LARICAR AT |hn@democang comado od us mhrgderocasg comods od us ]

The browser may display a warning pop-up window notification. Click the 'Options' > select 'Allow pop-ups for..." to
allow to open new message in a new window. Click again 'Show message in new window'.

g Firefow grevented this site Tiom pbfing & popeug rendor. Dipeicnis £

The details of the selected mail will be displayed in a new CSEG window.
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Dashboard / Domains / Domain dashboard - democasg.comodo.od.ua f Archive f Archive mail

Archive mail

Hormal | All headers

& Report spam Whitelist this Sender Blacklist this Sender C,T.' Resend email 5 Retain message w Delete

Subject Quﬂrf.; ntine Report for bob@democasg.comodeo.ed.ua
From casg-admin-stage@casg.info
To  bob@democasg.comedo.od.ua
CC

Date (GMT
+00:00)

Size 2B.15KB

2016-04-21 04:00:00

Actions

Plain text | Html source | Original View

Mesgsage

Report archived mails as spam

After viewing the details and ensuring that the selected email is a spam you can choose to report it as a spam.
«  Select the mail that you want to report as spam and click 'Report spam'.

Dashboard / Conass ¢ Deoan destboard - Caod Comodo od s / Archive
Archive
@ Shira message @ Whitalkst s Senadar Blackipt this Sender | = Ragend emal ﬁ] Dialede
£ Fikers
Smiyect From To Recipient Date (OMT =00 Sipe - B Actions
Haw accouni registand adrming@cegga comado od ue userfi@caggad comedc od us meriiBcngged comodo od us '_':";11‘:_’:- :':-I.'T ii” [1]
2015
Hondunis - gge
[ ] M @ccount regiataned admincagga.comodo.od.un user30fosgqad comodi.od us voeriipoogest comodoodua I25ZSIGNT L 1]
2018
v uger Mo Jun 15
An alert will be displayed to confirm selected email as spam.
Report as spam
# Are you sure yol swant to mark the selected
emails as spam?
o
»  Click 'OK"to confirm.
Spam repored successfully %]
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A success message will be displayed and the icon
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indicating the email is reported as spam will be shown under

the 'Actions' column. The mail will be forwarded to the spam email address displayed in the Incoming Spam
Detection Settings interface for analysis by experts. Refer to the explanation under Incoming Spam Detection

Settings for more details.

Add a sender to whitelist

Administrators can choose to add the email senders to 'Sender Whitelist' from this interface. Once added to whitelist,

emails sent by these senders will not be quarantined.

»  Select the mail that you want to add the sender to whitelist and then click 'Whitelist this Sender'

il | Ascha

Archive
[Eh Showmessage My Report s.pam BlacHisithis Sender = Resend amail  [lj Dslate SN0 archise:
£ Fitera
| Saibgact From To Recipient Diarie {GMT +0]
| MW usEr
UBEM2R A (imeia. 0l ud suctessllly sdminfosggs comodocd us s3er 7 7 @rongged comodo odlua a
impored 2013
MO ki 15
< Mew accoun regisleed sdmin@aggecomodosd.us userd 2ipongaed.comodocdus wserdlipeagaed. comodo. od.us 1250000 CMT
ol -]

el R 15-08-15 15,40

An alert will be displayed to confirm adding the sender to whitelist.

Whitelist emails

@Are you sure you want to whitelist sender of the

selected email?

ﬂ Help

v | [} Revesn

Sime - Actions
[}

2051
1}

«  Click 'OK" to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

Add a sender to blacklist

Administrators can choose to add the email senders to 'Sender Blacklist' from this interface. Once the selected
senders are added to blacklist, all emails from them to the selected domain will be automatically blocked.

»  Select the mail that you want to add the sender to blacklist and then click 'Blacklist this Sender’

! irchive

Archive @ Heip
B Show measage | M Reporispam  [B) Weilekst his Eerh:c: Rzsend emai ﬁ Delete Mo archive || 2 Rovsn
£ Fitern

Subject From To Recpienl Disle {MT +00 Sier (] Aclions
7] Mo user
\EErAECE0084 COMOOD A ua FUCCESSMIY  sdrmingeagaa comads od us ser 77 menguad comocko od us . ok corm . B
impdamed 2Ns
Mz b 15 20,51
(| Hem agoomi 8 gistansd admingioagqa.comodo.od us userd2 Tesgaad.comedo.od ua userd 2 fcagad comedo.od un 1250000 GMT KE- 1]
018
[ test ham 15-06-18 1540 s wserd@cagaad.comado.od ua ad.c 4 s2kE
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An alert will be displayed to confirm adding the sender to blacklist.

Blacklist emails

== Are you sure you want to blacklist sender of the
selected email?

«  Click 'OK" to confirm to add the sender to blacklist. Refer the section 'Sender Blacklist' for more details.

Resend emails from archive
The archived mails can be sent to the recipients if required. CSEG will still retain a copy of mails in the archive even
after they are sent.

»  Select the mail that you want to resend and click 'Resend email'.

syhtond § Dgreane § Commn Swshbowd - ongoed comogdn of g | Archive

Archive 0 Han
[E) showmeasage | M Reponsam (B Weilsksthis Sender | (5] Brackiin his Seroer i Deete m Sivow archive w || i ¥ Rewesh
£ Fiten

Subject From To Recipienl DOste (AT o0 | Sipe i Aclions
I Mo s e
T

S oned cOMDTn Sl ua foEssllY sdming@oagga comedc od us mer 77 Beaggad comado od us ser 1T Eosggad comado od us 1E50:00 GMT B 1]
impamed il )

Mo 15 30,54
| Wew aooimi fa gistansd adrmindioagqa.comaodo.od us uaerddfcagqad. comedo.od us umerddifcagaad comedo.od us TZ50:00 GMT m 1]

218
[ se=t ham 15-D6-18 1540 peenim A wser 2 Bcagqad comads. od.us userdifcsqoatcomodaodus  1ZA100GMT  2BIKE

<nhexande knsvchenicomodo ome :

An alert will be displayed to confirm resending emails.

Resend email{s)

email{z) to recipient mailbox?

_@" Areyou sure you wantto resend selacted

+  Click 'OK" to confirm.
A success message will be displayed.

Successhilly sent %]

Delete archived mails

»  Select the mail that you want to delete and click the 'Delete’ button
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An alert will be displayed to confirm deletion.

Delete emails

emails?

@ Are you sure you want to delete the selected

e Click 'OK" to confirm.
The selected mail will be deleted and will no longer be in archive.
«  To delete all the archived mails, click 'More actions' > 'Delete all'.

caaid camedo od up | Archive

Archive
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An alert will be displayed to confirm the deletion. Click 'OK" to delete all archived emails.

Exclude mails from auto-clean operations

userd2 Boagqed comedo.od.us
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a Hslp
Show archive w | £t Rebesh
Daba [GUT +09°  Siae- Aitions
Mon Jun 15
B
20
Mon Jun 15
eswet 2 9
20185
don Jun 15
Ehwvw archive o

Dwrie [GMT +00°  Size

o Juit 15

CSEG can be configured in the Domain Settings area to automatically purge emails from archive after the
configured period. If administrators wants to retain email(s) from being cleared, then these mails can be marked as

'Retain message".

«  Select the mail(s) that you want to retain and then click 'More actions' > 'Retain Message'.
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The following confirmation box appears:

Retain email(s)
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»  Click 'OK" to confirm.
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A confirmation dialog will be displayed and the retained messages are indicated by the anchor icons under the

Actions column.

- Toremove the retained status for a mail, select the retained message and then click 'More actions' > 'Un-

Retain Message'.
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An alert will be displayed to confirm selected email(s) from retain status.
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UnRetain email(s)

s Are you sure you want to remove "retained” mark
from selected email(=)?

e Click 'OK" to confirm.

Dashboard / Corens / Demain dashboard - Soomed Lomods od Ul / Archive
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A confirmation dialog will be displayed and the anchor icons under the Actions column are no longer displayed
indicating their unretained status.

Incoming Spam detection settings
This area lets you configure the sensitivity of the spam filter and general settings such as spam notation and
quarantine retention.

»  CSEG runs several rules on each email as it passes through the spam filters.

»  Each rule checks the mail for a specific spam attribute. The rule will assign a score to a mail based on the
degree to which the mail exhibits that attribute.

- Amessage's total spam score depends on the weighted value of all rules combined.

For example, if you set the spam threshold to 0.33, any mail that has a score higher than 0.33 will be treated as
spam and quarantined. The higher the threshold, the more likely that some spam messages may get delivered. The
maximum possible threshold is 1. We advise you to test settings for a week to arrive at the best setting for your
company.

Configure incoming spam detection

«  Click 'Incoming' on the left and choose 'Spam detection Settings'
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Dashboard

@ Domain dashboard

@ Incoming
Qwarantine
Archive
Spam detection seftings
Report spam
Delivery queue
Destination rout

Local recipients

Clear inco

This opens the spam detection interface for the selected domain:

Dashboard f Domains £ Doman dashtoard - syaspais mif incoming Spam detection seitings

Incoming Spam detection settings @ rew
Quarantine enabled: £ Days saved: |30 5
Spam threshald: |0.45 Spam nolation
Probatie spam threshaig: | 0.1 Prabable spam notation: |[Probable Spam)
(Quarantine responss:; | ACCepled » Spam email
Notify user about new quaranting message: [ Suspicious attachment notation: | [Suspicious attachment]
Comodo RBL: |Quaraniing message w Blacklist action: |Reject message w
Detect muitiple extension attachments: [ Enable Containment [
Remove multiple extension attachments: [ Reject emadls contains credit card number: [

m Rese o default

e Quarantine enabled
« Enabled - Mail identified as spam is quarantined.

» Disabled — Spam is not quarantined but is delivered with a modified subject line. You can set
the text which is appended to the subject line in the Probable Spam notation / Spam
Notation fields.

Messages identified as 'probable spam'’ are always sent to the recipient, and not quarantined,
even if this option is enabled. See 'Probable spam threshold setting to set the sensitivity.

« Days saved - Enter the number of days that you want mails to be retained in quarantine. The
maximum number of days that can be set is 9999. Quarantined mails that are not checked,
released or deleted within the stipulated days will be automatically deleted from quarantine.
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«  Spam threshold - Enter any value between 0.1 and 1.0. All mails with a score above that value
are classed as spam and quarantined as explained above. Please note this value should be
always higher than 'Probable spam threshold' value.

- Spam notation - The prefix that will be appended to the subject line of all 'Spam' emails sent to
users. For example, "<Spam> Order two Rolex watches and get a free carton of Viagra" - where
<Spam> is the text entered in the 'Spam notation' field. Note - this only applies IF quarantine has
been disabled (i.e. If the 'Quarantine Enabled' box is not checked).

» Probable spam threshold - Enter any value between 0.0 and the value entered in Spam
threshold field. All mails that are having a score value above that is set in this field will be
identified as unsure mails and will be delivered to recipients with the subject line as set in the
Probable Spam notation / Spam Notation field.

«  Probable spam notation - The prefix that will be appended to the subject line of all ‘probable
spam' emails sent to users. For example, "<Potentially Spam> Cheap deals on Dell computers" -
where <Potentially Spam> is the text entered in the 'Probable spam notation’ field.

» Quarantine response - Choose the response to be sent by CSEG to the SMTP server that
delivered a message in the event that a mail is identified as spam.

» Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined
(and not delivered to the recipient) regardless of your choice here. These options merely
determine what message CSEG will send back to the SMTP mail server. The available options
are:

* Rejected - Will inform the SMTP server that the email has been rejected by CSEG and placed
in quarantine.

» Accepted - The email has passed the CSEG spam filters and detected as a spam will be
placed in quarantine in silent mode.

«  Spam email - Displays the email address to which the mails reported as spam from the 'Report
Spam' interface and the 'Archive' interface will be forwarded. By default, mails reported as spam
by the administrators will be forwarded to spam@antispamgateway.comodo.com for analysis by
experts at Comodo. Once a reported mail is confirmed as spam, Comodo will update its mail filters
to quarantine similar mails in future. Refer to the explanations under Manage Archived Mails and
Report Spam for more details on forwarding the suspicious mails for analysis.

« Notify user about new quarantine message - Select this option if you wish CSEG to send a
notification email to the intended recipient, if a spam email addressed to the recipient is
intercepted by CSEG and moved to Quarantine. The notification email will contain a link to the
email and a link for the user to login to the CSEG User interface.

«  The recipient will be able to click the link to directly read the email, without logging-in to
CSEG. The lifetime of the link is one day. If the user has not clicked the link within a day, the
link will expire.

« Ifthe user needs to respond to or delete the quarantined email, the user can click the next link
to login to CSEG, view their quarantined mails and carry out their desired actions

- Suspicious attachment notation - The prefix that will be appended to the subject line of all mails
identified with suspicious attachments like malware and macros and forwarded to the recipient or
to a different email address, a configured in the Domain Rules. Refer to the explanation under
Rules in the section Domain Rules for more details. For example, "[Suspicious attachment] Your
lucky draw" - where [Suspicious attachment] is the text entered in the 'Suspicious attachment
notation' field.

- Comodo RBL - Comodo's Real-time Blackhole List (RBL) is a blacklist of locations which are
known to send spam. This list is continuously updated by Comodo.

+ Quarantine message - If the IP address of the message sender is in the RBL, then the
incoming email will be quarantined.

* Reject message - If the IP address of the message sender is in the RBL, then the incoming
email will be rejected.

« Disabled - CSEG filters will not check Comodo RBL.

»  Blacklist action — Specify the action if CSEG detects messages from blacklisted sources such as
blacklisted domains, senders, users and recipients.

» Reject message - If enabled, incoming emails from blacklisted sources are rejected.
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« Quarantine message - If enabled, incoming emails from blacklisted sources are placed in
quarantine. Response to the sender depends on the ‘Quarantine response’ settings.

« Enable Containment — Containment is a security technology whereby email attachments with an
‘unknown' trust rating are run inside a secure, sandbox environment.

»  Files in containment are run with heavily restricted privileges. They cannot access other
processes, cannot access important system files, and cannot access user data.

«  This setting will contain unknown attachments of the following file types
- .exe, .pdf, .doc, .docx, .xls, xlIsx, .ppt, .pptx, .zip, .rar, .tar.gz, tar.bz2.

«  From the user's point-of-view, the attachment opens and runs as normal on their computer.
This provides a groundbreaking combination of high security with no loss of usability.

»  Background - Each email attachment is checked by our filters and awarded a trust rating. This
can be 'Safe’ (the file is on our whitelist), 'Malware' (the file is on our blacklist), or ‘Unknown'
(the file does not yet have a trust rating).

Because unknown files could be malware, we run them in the container on the endpoint while
we test them to establish their safety. If the tests find the file is safe then it is released from
containment. If the tests find the file is harmful then it is quarantined.

» You can disable this setting for particular users if required. See 'User Account Management'
for more info on this.

+ Detect multiple extension attachments - Files of more than one file type or extensions. For
example, 'file_name.doc.exe'. If enabled, CSEG quarantines messages with these types of
attachments.

- Remove multiple extension attachments - If enabled, message is delivered to the recipient
without the attachment.

* Reject emails contains credit card number - If enabled, emails that contain credit card numbers
will be rejected. Credit card numbers have a certain structure that CSEG filters can recognize, so
emails containing random numbers will not be rejected.

«  Click 'Save' for your settings to take effect.
»  Click 'Reset to default' to undo any changes.
Report Spam
The 'Report Spam' feature allows you to upload and submit suspected junk emails that have got through our spam

filters. Comodo will analyze reported mails and, if we confirm them as spam, will update our filters to quarantine
similar mails in future. CSEG accepts a range of different mail formats including .eml and .msg.

Users can also report spam by sending it to spam@antispamgateway.comodo.com. Add the spam email as an
attachment in .eml or .msg format.

Report a spam mail

+  Click 'Incoming' on the left then select 'Report spam'.
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Dashboard

€ Domain dashboard

@ Incoming

Quarantine

Archive

Spam detection seftings
Feport spam

Delivery gueue
Destination routes

Local recipients

The 'Report Spam' interface will open:

Dashboard / Domaing / Domain dashoand - docteameasg comodo od ua / Repart spam
Report spam © Hebo

Upload .eml or .msg format files only (max. size - 9 Mb)

»  Click the 'Upload' button

Navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you want to
report as spam and click 'Open’. The maximum size of the file that can be uploaded is 9 MB.
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=t angel Beauky Clinic

% Apply. Get Real Quotes For Top Plans. Go with The Best Offer

5y Europe Lotkery - ¥ou waon £300, 000

5 MY CAMNADTAN PHARMACY

59 ¥our Email Id has won 1,000,000.00 GEP in the British Micrasoft Inc,

File name: I.-’-‘-.ngel Beauty Cliric j Open I
Files of type: |m| Files [, R Cancel |
F

Note: Make sure to upload the file in email format only and size should not exceed 9 MB. Otherwise, the following
warning message will be displayed.

Comodo Antispam Gateway

g the regquestwas rejected because its size
(10005632 excerds the configured maximuom

(9216000)

The mail will be processed for uploading...

Dastbcard | Domeirs §DomaEin dashieand - cortesneasd comodn od 5 T Report spam

Report spam © Hen

Upload .eml or .msg format files only (max. size - 9 Mb)

W Upload
Angel Beauty Clinic.emi:

File gize; 349KB

... and success message will be displayed.

Spam repored sutcessiully
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«  Click the & button to close the message.
Delivery Queue
CSEG delivers incoming emails which pass its filters directly to the destination server(s). Whenever a destination is
unavailable, all filtered mails are queued on the CSEG servers for delivery at a later time.

«  Emails that are permanently rejected by the destination server with a 5xx error code will not be queued and
are rejected by the CSEG system.

Queued messages are automatically retried for delivery for a period of time that is set in 'Maximum days to retry' in
domain settings (for example, 4 days).The automatic retry schedule is given below:

«  During the first two hours, queued messages are retried for delivery at a fixed interval of 15 minutes.

«  During the next 14 hours, queued messages are retried for delivery at a variable time interval starting from
15 minutes and multiplied by 1.5 with each attempted delivery. For example, after the first 15 minutes, the
subsequent attempts will be after 22.5 minutes, 34 minutes and so on.

- From 16 hours to 4 days after the delivery failure, queued messages are retried for delivery at a fixed
interval of every 6 hours.

»  After 4 days, all queued messages will be bounced to the respective senders. The messages will be frozen
if the bounce cannot be delivered immediately and retried for delivery at a fixed time interval of 3 days for
the first 21 days. At the end of this period, delivery of messages will have failed permanently.

The delivery queue area lets you view queued mails, configure queue alerts and analyze delivery diagnostics
Manage the delivery queue

+  Click 'Incoming' > 'Delivery queue' in the left-hand menu:

Dashboard
@ Domain dashboard
2] Incoming

Cluarantine
Archive

Spam detection settings

=r po s pam

Crelivery gueue
Destination routes

Local recipients

The 'Incoming Delivery Queue' interface of the selected domain will open:
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«  Click any column heading to sort entries in ascending/descending order.

Use the filter option to search queued emails
«  Click anywhere on the 'Filters' stripe to open the filters area:

Caghboard / Domaing / Domain dashboard - docteam das comodo od ua f Incoming delivery gueds

Incoming delivery queue Help

=) showheaders  [E) Delivery diagnostic ) Alents £ ! Refresh
D Fitters
+ Queus id w contains w

= Queuename w containg w

= Sender w | contains v

== Message size w lessthan w 0 :

== Recipient w contains w

= Server name w | contains w

[ Queueid  Inqueue Sender Recipient Message siie  Subject Last action Server name  Delay reasons

o itermns found
1 " Perpage 15 |w
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«  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

+  Click ‘Apply Filter’.

You can filter results by the following parameters:
»  Queue ID: Type a queue ID in the text box (column 3) and select a condition in column 2.
*  Queue name: Type a queue name in the text box (column 3) and select a condition in column 2.

« Sender: Enter the email address of the sender in the text box (column 3) and select a condition in column
2.

» Recipient — Enter the email address of the recipient in the text box (column 3) and select a condition in
column 2.

» Message size: Select the email size in column 3 and select a condition in column 2.
»  Subject: Enter the email subject in the text box (column 3) and select a condition in column 2.
« Lastaction: Enter the latest action in the text box (column 3) and select a condition in column 2.

+  Server name: Enter the email server name or IP in the text box (column 3) and select a condition in
column 2.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .

View Headers of Queued Emails
«  Select an email from the delivery queue and click the 'Show headers' button.

DQ message headers

Received: from mxsm2.spamgateway.comodo.com (unknown [10.200.1.248])

by mta3.prod.casg (Postix) with ESMTP id 3jRwrd24WTz12LFG

for <john@docteamcasg.comodo.od.ua=; Tue, 28 Oct 2014 14:53:05 +0000 (UTC)
Received: from outbound.antispamgateway.comodo.com ([178.33.199.67]
helo=antispamugateway.comodo.com)

by mxsnv2.spamgateway.comodo.com with esmtps (TLSv1:DHE-RSA-AES256-5HA256)

(Exim 4.84)

(envelope-from <=admini@antispamgateway.comodo.com:=}

id 1%j88t-0000n1-Kk

for john@docteamecasg.comodo.od.ua; Tue, 28 Oct 2014 14:53:04 +0000
Received: from wi3.prod.casg (unknown [10.200.1.248])

by relay2.prod.casg (Postfix) with ESMTP id 2jRwrcd ¥ Cwz120in

for <john@docteamcasg.comodo.od.ua=; Tue, 28 Oct 2014 14:53:04 +0000 (GMT)
Date: Tue, 28 Oct 2014 14:53:04 +0000 (GMT)
From: admin@antispamgateway comodo.com

To: john@docteamcasg.comodo.od.ua

Message-1D: =61067506.21561.1414507984634 JavaMail root@uil.prod.casg=
Subject: New account registerad

MIME-Version: 1.0

View Diagnostics

Delivery diagnostics allow mail server admins to inspect the reasons why a mail did not send correctly. These
diagnostics are also useful when working with Comodo support on an issue.
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+  Select an email from the delivery queue then click the ‘Delivery Diagnostic’ button:

Mail delivery diagnostics >

MTA server availability

[Relay : csg.comodo.od.ua:20]

Error code : 500

Error message : SMTP host unreachable
No entries on your request

Log search (by queue 1D)
[Hest:10.200.1.121] *
2014-10-28T15:38:37.045459+00:00 mta2 post_rest: [Tue Oct 28 15:38:37 2014] [debug] GET I
"/log/3jRWrY6XRGzZ121s6".

m

[Host - 10.200.1.122]

2014-10-28T14:53:01.920681+00:00 mta3 postfix.mta/smipd[18514]: 3jRwrY6XRGz12Ls6:
client=unknown[10.200.1.248]

2014-10-28T14:53:01.921649+00:00 mta3 postfix.mta/cleanup[13104]: 3jRwrY6XRGz12Ls6: message-
id=<891193322.21552.1414507981151.JavaMail root@ui3.prod.casg=
2014-10-28T14:53:01.921661+00:00 mta3 postfix.mta/cleanup[13104]: 3jRwrY6XRGz12Ls6:
subject=New account registered

2014-10-28T14:53:02.149219+00:00 mta3 postfix.mta/gmgr{26853]: 3jRwrY6XRGz12Ls6:
from=<adming@antispamgateway.comodo.com=, size=21566, nrcpt=1 (queue active)

201 4-10-28T14-R3-02 A2ATAAZ+00-00 mtal nostiiv/relav/smtnl?R1900- iBwrYRXRGZ121 sh

-

Configure Delivery Queue Alerts

The 'Alerts' feature lets you configure notification emails to be sent if there is a delivery delay. You will need to allow
the alerting server to send you these alerts, so please add mxsrv10.antispamgateway.comodo.com [178.255.87.30]
to your firewall/transport rules if necessary.

Tr Domain dashboard
F{% &) show headers (&) Dalivery diagnostid Aleris

@ Incoming
Fitters
Cuarantine o
Archive [¥] Queue id In queue Sender Recipient

Spam deteclion setiings

Report spam

® Delwvery queue
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Delivery Queue alerts

Send an email alert to | enter email soaiesses (seperated by comma For more than one sdaress)
if queue contains more than |1 iterns

if emnailz remain in the gueue for more than |5 | hour(s)

Send email alert to: Enter one or more email addresses as alert recipients.

alert frequency |5 | minute(s)

You can specify 2 possible criteria that will trigger notifications:

+ If queue contains more than 'n’ items - CSEG will send a notification mail if the number of queued mails
reaches or exceeds the number specified in this field

« If email remains in the queue for more than n hour(s): CSEG will send a natification mail when the
oldest mail in the queue exceeds the age you specify (max age = 72 hours).

If you select both criteria, you will receive separate notifications for each trigger. If you uncheck both boxes,
notifications will be canceled

Alert frequency determines how often you will receive delivery delay notifications. Possible values are between 5-
360 minutes.

Destination Routes
»  CSEG delivers incoming mail to the destination server you specify. You can also specify alternative routes
which CSEG will use if there is a problem with the primary route.

+  Admins with appropriate permissions can add alternative routes in the add and edit domain interfaces.
Add alternative destination routes
+  Click 'Incoming' > 'Destination routes' in the left-hand menu:

Archive

Spam detection seftings
Report spam

Delivery queue
Destination routes
Local recipients

Clear incoming cache

Log search
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This will open the destination routes screen for the selected domain:

Dashboard f Domains / Demain daghboard - docteamcasg comode. od.ua f Destination routes

Destination routes Help
o= Add

[[] Route Port

[ csg.comodo.od.ua 25

Save priority

e Click the 'Add' button

Destination routes

o R

- Enter the alternative destination route (domain, IP or hostname of the SMTP server) then click ‘Save'.

»  CSEG will test the route you enter to ensure it is valid:
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Routes check errors.

Relay : fhihfgjgkhlkjlj.com:25

Error code : 500

Emmor message : SMTP host unreachable

Relay : dgdfgfjgkhlh.com:25
Ermor code : 500

Error message : SMTP host unreachable

Are you sure you want to proceed with domain save ?

»  Click 'Proceed' to save the route.
The new route is added as follows:

Dashboard f Demaing / Domain dashboard - docteamcasg. comodo.ed.ua / Destination routes

Destination routes
o= Add | [ Delete

) Heip

[[] Route Port
1+ csgcomodo.odua 20
[F1+ casgcomodo.od.ua 25

Save priority

Click 'l' to add more alternative routes.

CSEG prioritizes the route at the top of the list, then works it way down if that route fails.
You can re-prioritize routes by dragging and dropping them in the list.
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Dashboard / Domaing / Domain dashboard - docteamcasg. comoede.od.ua / Destination routes

Destination routes Help

o Add | [T Delete

[7] Route Port

[+ casg.comodo.od.ua 25

[[1+ csg.comodo.od.ua (]

Save priority

»  Click the 'Save priority' button to confirm the changes.

Local Recipients

CSEG can perform cached recipient call-outs to check whether recipient email addresses actually exist at the
destination mail servers.
»  You can configure CSEG to accept mails to valid email accounts in the destination server by enabling the
'Local Recipients' feature.

Important Note: If 'Local Recipients' feature is enabled, all recipients have to be added manually to the ‘Local
Recipients' interface. Otherwise, even valid users for that domain will not receive emails. Comodo recommends
that this option should be used in specific cases only and is not required in normal circumstances.

Add local recipients

»  Click 'Incoming' on the left then select 'Local recipients'.
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@ Domain dashboard

@ Incoming
Quarantine
Archive
Spam detection settings
Report spam
Delivery queue
Destination routes
Local recipients
Clear incoming cache

Log search

The 'Local Recipients' configuration area for the selected domain will open:

cCOMODO
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Dazhboard / Domaims f Domain daghboard - iyacpals ml f Local recipienis

Local recipients

Us2 local recipients m

o aad | [ Detete | @3 impontromcsvie | (@) Expontto CSV il

€3 Fiters

[7] Local recipient
1001 @ilvaspala m

aapala.m

€} Heip

£ * Refresh |

+  Click anywhere on the 'Filters' tab to open the filters area:
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Dashboard f Domaing / Domain daghboard - ivaspats mi f Local recipients
Local recipients © Hein
Use local recipients: 4 m
of= add | [ Detete | @ imporiom csvinle | @) Exportto CSVfile E Refresh
&5 Firters
o Recipient v | contains v

»  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

«  Click ‘Apply Filter’.
You can filter results by the following parameters:

» Recipient: Enter the recipient name or address in the text box (column 3) and select a condition in column
2.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.
Add local recipient

«  Select the 'Use local recipients' check-box and click the 'Save' button

«  Click the 'Add' button
The 'Add local recipient' dialog box will open.

Add local recipient

E-mail user1 i@ ilyaspala.ml

Enter the recipient's in the E-mail field
«  Click the 'Save' button
Repeat the process till you have added all users.
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Dashboard f Domains f Doman dashboard - fyaspals.ml f Local recipsents

Local recipients @ Hen
Use local recipients m
o add [ Detete | (23 importrom cSvfile | (%) Exportto CSVfile ‘E Refresh |
& Fines
| Local recipient

[ userl@ilyaspalami
[F] user2ilyaspala.mi

[ useramilyaspala mi

1 i [1-373] Perpage |15 w

To remove a local recipient

»  Select the user that you want to delete and click the 'Delete" button

Dashbosrd / Domaing / Domain dashboard - hvaspala mi / Locel recipients

Local recipients © Heip

Use local recipients: B
o 4dd [?;a Impaort fram CSV file [:j Expor lo C3V file £ * Refresh

© Fres
_ Local recipient
¥ userl @ilyaspala.mi

I user2@ityaspala.mi

1 user3@itvaspala.mi

1 i1 [1-3/3] Perpage |15 |w

«  Click 'OK' to confirm.

Delete local recipient(s)

recipients?

The selected recipient will be deleted from the list

@Are wou sure you weant to delete the selected

Tip: You can select multiple recipients to delete by pressing and holding the Shift or Ctrl keys.

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 110



Comodo Secure Email Gateway M’___S_E?,__...-.--Aﬁ‘r‘ﬁ'iﬁ’iré_t__rg{o‘_r

Guide COMODO

Creating Trust Online®

/

. e ! “ill

Import local recipients from a CSV file

You can add many new users at a time by importing from a file. The users should be saved in separate lines as
shown below:

userl
user2
user3
+  Click the 'Import from CSV file' to import new users from a CSV file.

Dashboard / Domaing / Domain dashboard - ivasgals m / Locsl recipients

Local recipients © Heip
Use local recipients: b1
o add | [ Delete £ Exportto CSV file £+ Refresh

&3 Fiters

7] Local recipient

[#] user@ilyaspala.ml

I77 user2@ilyaspala.mi
userd@ityaspala.mi

1 k| [1-313] Perpage (15 |w

«  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum
size of the file that can be uploaded is 9 MB.

Upload csvfile.
Each line should contains the username of a local recipient
For example:

testuser
testuser

Upload

The upload will be placed in the import tasks queue and the progress of the upload will be displayed.
- If you want to remove the upload from the queue, click the 'Remove import task' button.
The 'Remove import task' deletes only the remaining part of an in-progress task.
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Dashboard F Domains / Domain dashboard - feasoala mi/ Local recipients

Local recipients

€ Hep

Impor is in process. Please wail E

Use local recipients: (] m
o Add Eﬂ' Dielate m Export to CSV file Remove import task £ ¥ Refresh

£ Fitters

[ Local recipient

[&] useri @ilyaspala.mi
] userz@ilyaspala.mi
| user3@ilyaspala.m

1 I [1-313] Perpage 15 |w

On completion of the upload process, the results will be displayed.

Dashboard / Domains / Domain dashboard - ivaspals.ml / Local recipients

Local recipients Help
Total lines processed 6 x|
Imported 6 usens) [ % |
Import for domain ilyaspalaml has been Anished (%]

Use bocal recipients k4 m
s add [ Detete | @3 impotrom CvAle | £ Exportio CSVHle £ ¥ Refresh
§3 Fitters

] Lecal recipient
1 user@ilyaspala.mi
a user2@ilyaspala.mi

| userdmilyaspala.ml

The local recipients from .csv file will be uploaded and the administrator who carried out the task will receive a
notification about the import task completion.

Export local recipients as a CSV file

You can save the local recipients list as a CSV file.
»  Click ‘More actions’ > ‘Export to CSV file’
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Dashboard / Domansg / Domain dashboard - ivagpala ml f Local recipients

Local recipients € Heip

Use local recipients E

o add [ Detete | @3 importrom v @ Exportio CSVile i ¥ Rafresh

€ Finess

| Local recipient

[W] useri@ilyaspala.mi

15 F_"r;-'_':'l"-.'ﬁ Spaka.m

The file download dialog is displayed.

Opening recipientlist. CSV *

You have chosen to open:
==

B recipientlist.CSV

which is: OpenOffice.org XML 1.0 Spreadsheet
from: https://domeasmsp.cdome.net

What should Firefox do with this file?
) Open with | OpenOffice Calc (default) o

@Eﬁave File

[ De this automatically for files like this from now on.

QK Cancel

»  Click 'Open' to view the file with an appropriate application
+  Click 'OK" to save the file to your computer.
This file can be opened with Excel or Openoffice Calc.

Clear Incoming Cache

«  When an email for a certain recipient is permanently rejected by the destination server with a 5xx error
code, the destination address of the recipient is considered invalid and all emails sent to the recipient will be
rejected.

«  CSEG filtering servers caches this information locally for up to two hours. The CSEG interface allows you to
clear the call-out cache without waiting for the servers to clear it.

Clear incoming cache
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+  Click 'Incoming' on the left then select 'Clear incoming cache'.

Dashboard
€ Domain dashboard

3 Incoming

Cluarantine

Archive

Spam detection settings
Feport spam

Delivery queue
Destination routes

Local recipients

Clearincoming cache

Domain aliases.

The 'Clear incoming cache' interface will open:

Daghioard ! Domans / Domain taghiosrd - dociesmcssn conpoiod 45 1 Cesr incoming cacha

Clear incoming cache

Here you can clear the incoming callout cache for domain

&« Clear

»  Click the 'Clear' button
The callout cache for the incoming domain is cleared.

cCOMODO
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Dashiosrd f Domains § Coman dashbosrd - doctesncasa comodo. g ua [ Clear incoming cache

Clear incoming cache © e

Cacha was succassilly clearad. E

Here you can clear the incoming callout cache for domain

*  Click the (X button to close the notification.

Log Search

Log searches allow you to look for specific mails for a domain. You can refine your search by various parameters like
sender, recipient and more.

Search logs for incoming mails
»  Click 'Incoming’ on the left then select 'Log search'.

Dashboard
@ Domain dashboard
2] I[ncoming

Cluarantine
Archive

Spam detection seftings

Report spam

Delivery queue
Destination routas
Local recipients

Clear incoming cache

Dromain settings

The 'Log search (incoming)' interface for the selected domain will open:
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Dashboard f Demains / Demain dashboard - docteamcasg comedoe.od.ua / Log search (incoming)

Log search (incoming) Help

Date range: |2014-10-26 AM 10:49:15 u -12014-10-27 AM 10:49:15 L]

Message ID:
Sender.
Recipient: @docteamcasg.comodo.od.ua
Sender IP.
Sender host:

Predicate: |AND v

Include results from the last minutes: [l

Search

- Date range: Select the date range for which you want to search the log file. The date range for which the
log search can be processed depends on the settings configured in Domain Settings > Log retention
period.

« Message ID: Enter a unique message identifier (optional )

« Sender: Enter a sender email address in this field.

- Recipient: Enter the email address in this field (for example, 'testuserl).
« Sender IP: Enter the IP address of the sender.

» Sender Host: Enter the sender host name.

« Predicate: You have the option to select either 'AND’ or 'OR" in the drop-down. When you choose 'AND'
option, all the entered search terms will be searched together and when you choose 'OR' option, the
application will search any of the search items entered.

* Include results from the last minutes: If selected, CSEG will include messages that are currently being
migrated from the filtering server to the logging server in the search results.

The aplion *Include results fom the last minubas® will Slow down the search rasull retrieval (%]

«  Click the 'Search' button.
CSEG will search for the entered terms and display the results.
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Date and time

2014-10-28 13:37.05

2014-10-28 13:37:05

2014-10-28 12:36:33

2014-10-28 13:36:33

2014-10-28 13:34.32

2014-10-28 13:34:32

2014-10-28 13:26:19

Domain Aliases

Host (Exim id)

mxsrv1.spamgateway.con
1Xj6xK-0008ETB2

mxsrvl.spamgateway.con
1Xj6xK-D008ET-B2

mxsrvl.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrvl.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv2.spamgateway.con
1Xj6up-00070G-Jb

mxsrv2.spamgateway.con
1Xj6up-00070G-Jb

mxsrvl.spamgateway.con
1Xj6ms-0008Pk-CK

Sender hostname

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrvl.spamgateway.con
178.33.199.65

mxsrvl.spamgateway.con
178.33.199.65

mxsrv2.spamgateway.con
178.33.199.66

Sender

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demog@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

Recipient

dema

demo2

dema

demo2

dema

demo2

demo2

Subject

,0Q demo 2

,DQ demo 2

,Re: DQ demo

,Re: DQ demo

,0Q demo

,0Q demo

Archive email 2

cCOMODO

Creating Trust Online®

Classification

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Rejected
Rejected by relay
restriction for this
recipient
Rejected
Rejected by relay
restriction for this
recipient

Accepted

CSEG lets you add multiple domains as aliases for a specific domain. Mails sent to the alias will be filtered and
delivered to users at the target domain.

For example, if you add testdomain.org as an alias domain for testdomain.com, then mail sent to
userl@testdomain.org will be filtered and delivered to userl@testdomain.com. The 'To:" headers in the email will still
display the original recipient as userl@testdomain.org.

Note: Your MX records should be configured appropriately for the alias after adding domain aliases to CSEG.

Add domain aliases

+  Click 'Incoming' > 'Domain aliases' in the left-hand menu
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Dashboard

@ Domain dashboard

A Incoming
Cluarantine
Archive
Spam detection settings
Report spam
Delivery queue
Destination routes
Local recipients
Clear incoming cache
Log search
Domain

Domain settings

Manage report sub

The 'Domain Aliases' interface will open:
»  Click the 'Add" button to add a domain alias. The 'Add domain alias' dialog box will open
«  Enter the domain alias name in the 'Alias' field

Dashboard / Demains / Demain dashboard - demo.das. comodo.od.ua f Domain aliazes

Domain aliases @ Hep

alias.od.ual

Save | Cancel |

«  Click the 'Save' button. The domain will be added to the main domain as alias and will be listed in the
interface.
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Daszhbeard f Domains f Demain daghbeard - demo.das. comede.od.ua / Domain aliazes

Domain aliases Help
o Add | [ Delete

[ Alias

[ alias.od.ua

To delete a domain alias,
+  Select the domain alias from the list
+  Click 'Delete’
+  Click 'OK" to confirm the deletion.

Dashboard / Domains f Domain daghboard - deme.das. comedo.od.ua f Domain aliases

Domain aliases Help

Alias removing

@ Are you sure you want to remove selected

aliases?

The selected domain alias will be deleted from the list.

Domain Settings

The 'Domain Settings' interface let you configure settings such as log retention period, maximum number of users
and more for the selected domain.

Configure domain settings

»  Click 'Incoming’ > 'Domain settings' in the left-hand menu
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Dashboard

@ Domain dashboard

@ Incoming
Quarantine
Archive
Spam detection seftings
Report spam
Delivery queue
Destination routes
Local recipients

Clear incoming cache

The 'Domain Settings' interface of the selected domain will open:
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Dashboard / Domaing f Domain daghboard - ivaspals ml f Domain settings

Domain settings Help

Maximum bounces: | 100
Log retention period: | 999

Maximum days to retry: |4

£ £ <>

Mayx. number of users: [25
Enable archive cleanup: [
Retain Archived items for: = Months v

Enable user auto-login;

<y

Days before cookie expiration: |2
Email for license notifications:

Timezone : |(GMT +07:00) Bangkok, Hanoi, Jakarta v

Domain Archive Space (GB): |8

Save Reset o default

«  Maximum bounces: Enter the maximum number of message bounces that each recipient in the selected
domain can receive per hour (messages from postmaster addresses or with an empty envelope sender).
Please note that if the number of bounces exceeds the limit set in this field, the messages are not
quarantined but are permanently rejected and will not be received later. You can set this to a low value if
users at the selected domain do not send mails to invalid addresses frequently. By default this field is set to
6000.

» Log retention period: All spam and non-spam email connections to a domain are logged in the CSEG
server. By default the storage period of this log is 30 days. You can store the log for a longer period by
entering the number of days that you want to store in the field. After the end of set period, the log data will
be moved to a separate storage and cannot be retrieved.

« Maximum days to retry: If the destination route has temporary problems, the messages are queued and
automatically retried at fixed intervals for the number of days entered in the field. Even after this period if
the emails cannot be delivered, they are bounced to the sender. By default, this is set to 4 days, the main
reason being that the senders should be aware that his\her messages are not being delivered for 4 days.

»  Max. number of users: Enter the maximum of users that can be added for this domain. Leaving this
setting as 'Unlimited' will allow you to add up to, but not exceed, the maximum number of users permitted
by your current license. This can also be done while creating a domain or in the editing domain interface.

« Enable archive cleanup: Allows you to enable or disable the auto-clean up of archived incoming mails in
the archive storage. This option is available for customers that has purchased archive storage from
Comodo.

- Retain Archived items for: Allows you to set the period in months or days, for which the archived mails
should be retained in the archive storage, if you have enabled archive clean-up. The messages that are
older than the period set in this field will be purged automatically.

« Enable user auto-login: If enabled, end-users can login into their CSEG account without entering their
credentials. On first login, the users will be asked to confirm their auto login. The users can also change the
settings on their "My Profile’ page. The users' credentials will be stored in the browser' as auto-login cookie
and will be valid for the number of days that is entered in the next field 'Days before cookie expiration'.

» Days hefore cookie expiration: Enter the validity period in days of the auto-login cookie for end-users.
This is only relevant if you have enabled user-auto-login. Upon expiry of the cookie, users need to provide
login credentials to access their CSEG account. The validity period starts after each successful user login.
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- Email for license notification: Enter the email address for receiving license notifications for this domain.
You can enter different email addresses for different domains for receiving notifications with respect to
CSEG license. If the field is left blank, then license notifications will be sent to admins' registered email
address in Comodo Accounts Manager (CAM).

- Timezone - Allows you to choose the zone for the domain, depending on the location from which it is
hosted. CSEG will use the selected time-zone for events which concern that domain, especially for
maintaining the quarantine list, archive list, log search, reports and report subscriptions.

- Domain Archive Space - Enter the archive disk space for this domain. The total disk space for all domains
should not exceed the disk quota available for your account. Admins with appropriate privileges can
configure this while adding / editing a domain.

Note: The number of users that you can add for all the domains belonging to your account depends on your
subscription plan. For example, if the subscription plan for your account allows you to add 1000 users and you
have three domains, then you can add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3.
You can set any value between 0 and 999999 in the 'Max. number of users' field, but CSEG checks if the total
number of users for all domains is within your license limit.

+  Click 'Reset to default' to reset default settings in CSEG.
«  Click the 'Save' button.
A confirmation dialog indicating the successful configuration of the domain settings will be displayed. Click X".

Successfully saved a8

Manage Report Subscriptions for Selected Domain

Allows you to configure subscriptions to domain, user import, and quarantine reports generated for a domain. You
can also specify which administrators of the domain should receive the reports.
»  See CSEG Reports - an Overview for more information on reports.

Open manage report subscriptions interface

+  Click 'Incoming' on the left then choose 'Manage report subscriptions'.
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{ /) Dashboard

Ef-: Domain dashboard

[il INCORMNnG

Quarantng

Spam dete

it spam
Dedivery queus
Destination routes
Local récipients

Clear incom ing cache

The 'Manage report subscriptions' interface will open:
Manage report subscriptions © Heo
Report recipients

adringdyazpalami

&% Domain statistics report

Peniod Hour Day of month Day of waek Send ampty Enabled  Siart date (GMT +  Report lengih Report necapients
Wipyery hout @'.'Ev-:hr'f dy C'E-r—:"‘r week day
Ocnoase Ocnoase ®cnoase
" Sunday Ll
L unda Mext repont for 24
] saonday haour(s) froim iast
Hourly May 18, 2020 070
urty v s O M ay 18, 20200700 - 20200812
06:00)
] Wednesday
] Thursday o

£ Quaranting repor
£ Quarantine release report
9 Reported spam report

ﬂ' Users auto-import report

» Report recipients (general) - Enter the email addresses of the domain administrators to whom the reports
should be sent. You can enter multiple addresses separated by a comma. Note — Reports are not sent to
these recipients if you configure recipients for each report type.
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Note: The 'Report recipients' field will not be auto-populated as it does in the interface of Customer Management
> Manage Report Subscriptions

< The 'manage report subscriptions’ interface lets you configure the delivery schedule for each type of report.
«  Click on the respective strip to expand the configuration pane for a report type.
You can configure subscriptions for five types of reports from this interface:

- Domain Statistics Report - The periodical report which can be configured to be received hourly, daily,
weekly or monthly will contain a detailed statistics of number of users, mails that have been received at and
sent from the domain, number of spams identified and blocked and so on. Refer to CSEG Reports - An
Overview for more details.

« Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly will contain a detailed statistics of the mails that are identified as spam or containing malicious
content and moved to Quarantine of the domain automatically by CSEG. Refer to CSEG Reports - An
Overview for more details.

» Quarantine Release Report - The periodical report which can be configured to be received hourly, daily,
weekly or monthly will contain a detailed statistics of the quarantined mails that are released by the
administrator to the recipient. Refer to CSEG Reports - An Overview for more details.

* Reported Spam Report - The periodical report which can be configured to be received hourly, daily, weekly
or monthly will contain a detailed statistics of the mails that are reported as spam by administrators and
users. Refer to CSEG Reports - An Overview for more details.

- Users auto-import report - The periodical report which can be configured to be received hourly, daily,
weekly or monthly will contain details of new users that were auto-imported based on incoming mails
received for them at the mail server. For more details on configuring CSEG for auto-importing new users,
refer to the section Manage User Auto-import. Fore more details on the reports, refer to the section CSEG
Reports - An Overview.

Configure report subscriptions
- Send empty - Leave this unchecked if empty reports are not to be sent to recipients.
- Enabled - Select this so reports are generated and sent to report recipients.

» Report recipients for each report type — Enter the email address of recipients that you want the reports to be
sent. You can enter multiple addresses separated by a comma. Note - If this field is configured, the
recipients that you added in the general report recipients field at the top of the interface will not receive the
reports.

»  Select the frequency of the report to be sent to the administrators from the options for:
*  Quarantine Report
+ Domain Statistics Report
« User Auto-Import Report
» Quarantine Release Report and
* Reported Spam Report

Quarantine Report

@ Quarantine report

Hour Day of month Day of weeak Send empty = Enabled  Start date (GMT +07:00) Report length Raport racipsants
®everynowr  @every day (@Every week day
L AChooSe {Choose {CiChoose
- -~ -
. Mt repart far 1 houns) froem
B =) May 12, 2020 2100

st run (2030-0512 13:00)
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» Hour - The reports are generated and sent to the report recipients every hour or at the selected hour(s)
of the day or date chosen from 'Day of month' or 'Day of week' columns.

- Day of month - The reports are generated and sent to the report recipients every day or on the
specific day every month chosen at the hour selected from the "Hour' column.

» Day of week - The reports are generated and sent to the report recipients every day or on the specific
day every week chosen at the hour selected from the "Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

« Report length - Displays the period of the report that are generated depending on the options chosen.
Domain Statistics Report

2 Domain statistics report

Period Hiouar Day of month Day of week Send emply  Enabled  Star dale (GMT +  Report length Report recipients
'@':l'ery hour L"‘}Fl‘l!l:l’(lil'p |:_.:F|.'!'I'p".\'!'l!l‘. day
(Choose Choose ®Choose

fad B Sunds i

Mext rapart for 24
houns) from last
run (20200512
DE:D0)

ko day
Hourty w O k4 Way 18, 2020 0700

Thurs day

» Period - Enables you to set the period to be covered in the report. The report contains the statistics of
all domains in the account for the past one hour, one week, one month or one year, as selected from
drop-down from the scheduled report time.

» Hour - The reports are generated and sent to the report recipients every hour or at the selected hour(s)
of the day or date chosen from 'Day of month' or 'Day of week' columns.

- Day of month - The reports are generated and sent to the report recipients every day or on the
specific day every month chosen at the hour selected from the "Hour' column.

- Day of week - The reports are generated and sent to the report recipients every day or on the specific
day every week chosen at the hour selected from the "Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

» Report length - Displays the period of the report that are generated depending on the options chosen.

User Auto-Import Report

Q Users auto-import report

Hour Day of month Day of waek Sand empty Enabied  Start date (GMT +07:00) Fapaort langth Hapart recipients
?"F-*-"T hour  ®Every day ®Every week day
Ccheose Cchoose Ochoosa
- ~ L]
0 & wiay 12 B0 200 Hext report for 1 hour{) frem

last run (20200512 14:00)

« Hour - The reports are generated and sent to the report recipients every hour or at the selected hour(s)
of the day or date chosen from 'Day of month' or 'Day of week' columns.

- Day of month - The reports are generated and sent to the report recipients every day or on the
specific day every month chosen at the hour selected from the 'Hour' column.

« Day of week - The reports are generated and sent to the report recipients every day or on the specific
day every week chosen at the hour selected from the "Hour' column.
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- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

» Report length - Displays the period of the report that are generated depending on the options chosen.

Quarantine Release Report

& Quarantine release report
Hour Dy of month Day of weak Sendempty  Enabled  Start date (GMT +07:00) Report length Report recipients
@Every hour ®very day ®Cvery weak day
Ochoose Orchoose Cichoose
O = May 12, 2020 2200 :;: I. :'I_":TZ':"‘,:_{J:”
= Hour - The reports are generated and sent to the report recipients every hour or at the selected hour(s)
of the day or date chosen from 'Day of month' or 'Day of week' columns.
« Day of month - The reports are generated and sent to the report recipients every day or on the
specific day every month chosen at the hour selected from the "Hour' column.
- Day of week - The reports are generated and sent to the report recipients every day or on the specific
day every week chosen at the hour selected from the "Hour' column.
- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).
* Report length - Displays the period of the report that are generated depending on the options chosen.
Reported Spam Report
2 Repored spam report
Hour Day of month Day of week Send emply Enabled  Stari date (GMT «07:00) Report length Report recipienis
®Everyhour  @gvery day @vesy week day
Othoose Ochoose Ochoose
0 B wemmemn eemeee
« Hour - The reports are generated and sent to the report recipients every hour or at the selected hour(s)
of the day or date chosen from 'Day of month' or 'Day of week' columns.
- Day of month - The reports are generated and sent to the report recipients every day or on the
specific day every month chosen at the hour selected from the "Hour' column.
» Day of week - The reports are generated and sent to the report recipients every day or on the specific
day every week chosen at the hour selected from the 'Hour' column.
- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT).
» Report length - Displays the period of the report that are generated depending on the options chosen.
»  Click 'Save' for your settings to take effect.
+  Click the 'Reset settings to default' button to disable all the reports. The 'Report Recipients' fields will not be
cleared.
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Relay Restrictions

« The 'Relay restrictions' interface lets you specify message transfer agents (MTA), mail servers, or other mail
relays from which incoming mail should be accepted or rejected.

«  For example, a business that has regional offices can configure their regional systems to accept only
incoming emails from email servers at the home office.

« Administrators can define organization names from which mails should be accepted or rejected. CSEG
parses the mail headers of each incoming mail to ensure the existence of an MTA IP address or FQDN of
the organization before accepting the mail. If you don't know the name of an organization, you can search
for it using the 'Lookup' feature. Enter the IP address of the sender domain.

Add a relay restriction rule
«  Click 'Incoming' from the left then select 'Relay Restrictions'.

FEP} Domain dashboard

{i"l Incomeng

Cuuaranling

it apam
Dalivery queus

Destination routes

Local recipients

The 'Relay restrictions' interface for the domain will open:

Dashbeoard f Domains f Domain daghbeard - deme.das. comedo.od.ua f Relay restrictions

Relay restrictions
o add I Delete 2 Edit

Restrict email acceptance to the following relay servers

Organization name Policy

) Google Inc. Accept
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«  Select the 'Restrict email acceptance to the following relay servers' check box
+  Click the 'Add" button. The 'Add/Edit restriction' dialog will appear:

Dashboard / Domaing / Domain dashboard - demo.das. comodo.od.ua / Relay restrictions

Relay restrictions

Organization name :
I
Policy @ accept ©'Reject

Lookup IP for organization name :

m| Cancel |

«  Enter the organization name in the 'Organization name' text box

« Ifyou are not sure about the organization name, obtain the IP address of the mail server from any
incoming mail from the organization and enter it in the 'Lookup IP for organization name' field.
Click 'Lookup' to perform the search.

e CSEG will perform a lookup from WHOIS.com website and auto-populate the Organization name
field.

»  Choose the acceptance policy for emails from the organization's mail server:

«  Accept - All mails from the selected organizations will be accepted. Those from other organizations will
be blocked.

» Reject - All mails from the selected organizations will be blocked. Those from other organizations will
be accepted.

«  Click 'Save' for the rule to take effect.

Relay restrictions now enabled. B8

»  Repeat the process till you have added all the organizations.
The administrator need to add a rule for each organization from which the mails are to be accepted or rejected.

lllustrations:

1. For example, if you want to accept mails only from two domains, namely gooddomain1.com and
gooddomain2.com and reject mails from all the other mail servers, create two rules, one for gooddomainl.com and
other for gooddomain2.com.

* Rule 1-Accept gooddomainl.com and block all other domains
* Rule 2 - Accept gooddomain2.com and block all other domains

Only the incoming mails from gooddomainl.com and gooddomain2.com will be accepted. Those from all the other
domains will be rejected.
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2. For example, if you want to block mails only from two domains, namely baddomainl.com and baddomain2.com
and allow mails from all the other mail servers, create two rules, one for baddomainl.com and other for
baddomain2.com.

* Rule 1 - Reject baddomainl.com and allow all other domains
* Rule 2 - Reject baddomain2.com and allow all other domains

Only the incoming mails from baddomainl.com and baddomain2.com will be blocked. Those from all the other
domains will be accepted.

You can create any number of 'Allow' and 'Reject’ rules. The 'Accept 'rules have more priority and reject rules will
be skipped in case of any rule conflict.

The incoming mails from blacklisted domains in the global or domain blacklist will be rejected even if they are
accepted by the relay restrictions rules. The priority order of rules checked on allowing an email is as follows:

1. Global blacklist
2. Domain whitelist/blacklist
3. Relay restriction rules

4. Per user whitelist/blacklist

Note: The 'Relay restrictions' is disabled for TRIAL customers.

Edit Relay Restriction Rules
You can change the organization name or acceptance policy of any rule at any time.
Edit a rule

«  Choose the rule to be edited and click the 'Edit" button.
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Dashboard / Domains / Domain dashbeard - docteamcasg comede.od.ua / Relay restrictions

o Add [ Delete

Restrict email acp€ptance tofhe following relay servers

Policy
Accept
Accept

Accept

»

Add/Edit restriction

Organization name :
Rediff com India Limited|

Policy @ Accept ©)Reject

Lockup IP for organization name :

o

The Add/Edit restriction dialog will appear.

Edit the fields and policy options as required. For more details refer to the explanation under To add a
Relay.

»  Click 'Save' for your changes to take effect.
Removing Relay Restriction Rules
You can remove unwanted rules at anytime from CSEG.
Remove a relay restriction rule
»  Choose the rule you want to remove and click the 'Delete’ button
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Delete restrictions

F== Are you sure you want to delete the selected
restrictions?

»  Click 'OK" in the confirmation dialog.

Geolocation Restrictions

= You can set rules that allow or block access to the CSEG console based on the country from which the
connection attempt was made.

»  (Geolocation restriction policy configured for the selected domain will apply to admins and users that has
this domain in their user ID.

Create a geolocation policy
«  Click 'Incoming' on the left then click 'Geolocation restrictions":

SPF control sefings
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The 'Geolocation restrictions' interface for the domain opens:

Dazhboard f Domaing f Doman dashboard - ivaspala mi / Gealocation restrictions

Geolocation restrictions © Heio

o ada [ Delete | @ Ean @) importrom CSVfle | (33 Exportio CSVfie

D Enable geolocation restrictions

[7] Country name Country code Palicy
Ll Dz Reject
AF Reject

- Enable geolocation restrictions - Activate location based access restrictions. If enabled, administrators
need to add restriction rules.

From this interface, you can:
+ Add geolocation restriction rule
« Edit a geolocation restriction rule
» Delete a geolocation restriction rule
» Import geolocations from a CSV file
« Export geolocation list as a CSV file
Add a new geolocation restriction rule
«  Click the 'Add" button

Dashboard / Domains f Doman deshboard - ilvaspala mi f Geslocation restrictions

Geolocation restrictions @ Hen

Delete  # Edit | (1) impotromCSVhile % Exportto CSVile

[ enable geolocation restrictions

[ Country name Country code Policy
| Dz Reject
E AF Reject

The 'Add country restriction' dialog appears:
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Add country restriction
Choose country

[] Afghanistan

] Aland |slands
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Anonymous Proxy
Antarctica
Antigua and Barbuda

Argentina

=
=
[
=
=
=
[
=
=
=
[

Armenia
] Aruba
Press and hold CTRL to make multiple selections.

Policy Oaccept ®Reject

mi Cancel |

»  Select the countries from the 'Choose country' drop-down

»  Note — Use any one option only, select either ‘Accept’ or ‘Reject’. ‘Accept’ option overrides ‘Reject’ option.
For example, you choose to allow admins and users from US and reject from Sudan. CSEG allows access
from US only and denies access from all other countries irrespective of how many countries you rejected.

«  Choose the geolocation restriction policy for accessing the CSEG web interface

»  Accept - Admins and users from these countries are allowed to access the domain management
interface. If you select this, admins and users from all other countries are automatically rejected from
accessing CSEG.

» Reject - Admins and users from these countries are not allowed to access the domain management
interface. If you select this, make sure you have not opted for ‘Accept’ for any country in the list.

«  Click 'Save' to create the policy

Edit a geolocation restriction rule
A geolocation restriction policy cannot be edited for a country. But you can change the country for the policy.
»  Select the rule for which you want to change the country and click the 'Edit' button
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Dashboard / Domains / Domain dashboard - ilvaspala.ml/ Geolocation restrictions

Geolocation restrictions

o Add [ Delete( & Edit )% Importfrom CSVfile [f) Export to CSV file

#! Enable geolocation restrictions

] Country name Country code
fighanistan AF
~| Costa Rica CR

Select a different country from the drop-down and the 'Save' button for the changes to take effect

Delete a geolocation restriction rule
«  Select the policy that you want to remove from the list and click the 'Delete’ button

Dazhboard / Domang / Domain dashbosrd - ivaspala ml / Geolocalion restrictions

Geolocation restrictions © Heip

o add( [ Detete ) Edit @) impotromcavile (¥ Bxportto CSViile

B4 Enabig geolocation resfrictions

(] jiwnizy name Country code Policy
a- fghanistan AF Reject
| Cook Isiands CK Reject
] Costa Rica CR Reject
] Armenia AM Accept

»  Click 'OK' to confirm the removal of the selected geolocation restriction rule from the list

Delete restrictions

restrictions®

@ Are you sure you want to delete the selected

The rule will be removed from the list.

Import geolocations from a CSV file
You can add many geolocations at a time by importing from a file. The country codes and values should be saved in
‘comma separated value' (CSV) as shown below:
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us,accept
tj,reject

»  Click ‘Import from CSV file' to save countries from your CSV file

Dashboard / Domains / Domain dashbodard - fvaspals.mi / Geolocation resirictions

cCOMODO

Creating Trust Online®

Geolocation restrictions © Heip
of= add [ Detete | # EditC_ 3 Importfriom CSVile) (F3 Exportto CSVfile
B Enable geolocation restrictions
[] Country name Country code Policy
I Afghanistan AF Reject
] Cook Islands CK Reject
7] Costa Rica CR Reject
[F] Armenia AM Accept
»  Click ‘Upload’
Upload
Upload csv file.
Each line should contains “country code, comma and accept or reject” fislds.
Please visit iso.org for IS037166 Alpha-2 contry codes.
For example:
us,accept
tj,reject
Upload
» Navigate to your file and click open
The import process begins...
Dashboard f Domains / Domain dashboard - ilyaspala mi f Gealocation rastrictions
Geolocation restrictions © Heip
Importis in process. Please wait X |
o Add [ Detete  # Edit @) impotfrom CSVhile (23 Exportto CSV file
E‘ Enable geolocation restrictions
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...and when completed, the status is shown:

Dashboard / Domains / Deman dashboard - fyascaka ml/ Geolocation restrictions

Geolocation restrictions © e
Total lines processed 5 m
Imported 3 userns) %]
Impart for domain llvaspala.ml has been finlshad B
Mot imported due to duplicate 2 B

o Add [ Delete # Edit gl importfromCavile Y Exportto CSVfile

Enable geolocation restrictions

| Country name Country code Policy

Afghanistan AF Reject

Export geolocation list as a CSV file
You can save the country list as a CSV file.
»  Click ‘Export to CSV file’

Rashboard / Domaing / Domain dashboard - #vaspala ml / Geolocation restrictions

Geolocation restrictions @ Heb

o add [ Detete  # Edit ¢ importtrom csvm ¢ Exportto CSV file

E Enable geolocation restrictions

[7] Country name Country code Policy
\fghanistan AF Reject
Reject

The file download dialog is displayed.
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Opening geclocation_rest_list. C5Y >

You have chosen to open:
- geolocation_rest_list.CSV
which is: OpenOffice.org XML 1.0 Spreadshest

from: https://domeasmsp.cdome.net

What should Firefox do with this file?
i Open with | OpenOffice Calc (default) e

@Eﬁave File

[ ] De this automatically for files like this from now on.

QK Cancel

+  Click 'Open'’ to view the file with an appropriate application
»  Click 'OK' to save the file to your computer.
This file can be opened with Excel or Openoffice Calc.

SPF Control Settings

Sender Policy Framework (SPF) works by DNS records that specifies the authorized servers from which the emails
are sent on behalf of domains. CSEG is capable of checking if incoming are mails are originating from the authorized
Servers.

Configure SPF settings
+  Click 'Incoming' on the left then click 'SPF Control Settings'":

Dashboard / Domaing f Domein dashboard - deasosle mi / SPF conirol sefings
SPF control settings

E Eratve SPF{Sender Policy Framewark) Control

Nole: This setting should only be diesabled if our spam filtering system = not
wour firgt e serser wihich ia poirted at your domaims DS MX record

Having Trouble? Suppa i hene bo belp, me;umurﬂ@:‘;mudcmnl of rewiew' the ASTin Gude

- Enable SPF Control — Select this to activate sender policy framework. If incoming mails are not sent from
the authorized servers, the mails are rejected.
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6.5.3 Outgoing

To send outgoing email, you need to add a valid user to the filter cluster. This can be done from the web interface.
The following ports are available for the outgoing service:

e SMTP AUTH: Port 25 or 587
e SMTP StartTLS Port 587
« SMTP SSL Port 465

Comodo recommends port 587. The outgoing service listens by default on all IPv4 addresses activated on the
server.

«  Create a separate outgoing user on the filtering cluster for each end-user to relay outgoing email. Use
automatic user locking to close the account if abuse is detected.

+  There are two methods you can for per-user authentication:

« Thefirstis to instruct all end-users to authenticate directly to the filter cluster for their outgoing emails.

« The second is to configure your SMTP server to authenticate each user separately to the filter cluster
for all outgoing mail.

When using per-user authentication for outgoing mail, ensure you set usage limits correctly and enable automatic
locking.

« Ifyou find per-user authentication too cumbersome, you can use smarthost setup as an alternative.

« You add a single outgoing account to the filtering server and point all outgoing emails to this server, thus
using the filter cluster as smarthost.

» Most emalil servers have a 'smarthost setting' feature which lets you easily accomplish the task of
configuring outgoing email filtering.

- Make sure to disable automatic user locking setting to prevent the full server account getting locked
because a single user sent out spam. Also enable block spam so that individual spam messages will be
stopped and the administrator notified.

While using smarthosting setup for outgoing mail filtering, ensure to set the limits correctly per user based on the
server.

The 'Outgoing' area lets you:
«  Set up spam checks on outgoing mail.
»  Clear the outgoing mail server cache.
»  Search for outgoing email messages.
+ Integrate Office 365 with CSEG.
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') Dashboard
Domain dashboard
Incoming

Cutgoing
Clear outgoing cache

Log search

(Oifice 365 Activation
Email management
Audit log

Domain Rules

Account management

Click the following links for more details:
» Clear outgoing cache
* Log search
+ Users
« Office 365 Activation

Clear outgoing cache

CSEG checks that recipient email addresses at the destination mail server to minimize the number of recipient
callouts. When an email for a certain recipient is permanently rejected by the destination server with a 5xx error
code, the destination address of the recipient is considered invalid and all emails sent to the recipient are rejected.
CSEG caches this information locally for up to two hours. You have the option to clear the callout cache without
waiting for the servers to clear it.

Clear outgoing cache

+  Click ‘Outgoing’ > 'Clear outgoing cache".
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] SECURE EMAIL

- GATEWAY

lamtcard | Dzmans ! Caman ga,

shbcars - mawin (k) Clear culgang caches

Clear outgoing cache Q b

Here you can clear the outgoing callout cache for domain

+  Click the 'Clear' button.
The call-out cache will be emptied:

Cache was successfully cleared. m
Log search
+  Click 'Outgoing' > ‘Log Search'’:
3 SECURE EMAIL ) B B B FP—
Daahtosd / Comana / Domin deahEoand - sushs i8 / Log aesrch {oulgoing)
Log search (outgoing) © s
Oale range. | 2078-12-10 1335 76 f'.-: |01 R-13-11 1335 36 -_|
Message 10
Lisey AaugiLlk
Recipent
Genader P
Sender host
Pradicate |AMD -
Classificalion. A w

Include resulls from the st minules

+ Date range: The date range for which you want to search the log file. The date range for which the log
search can be processed depends on the settings configured in Domain Settings > Log retention period.

» Message ID: A unique message identifier (optional )

« Sender: The sender email address in this field.

»  User: The username of the outgoing email address for in this field (for example, 'testuserl’).

- Recipient: The email address in this field. (for example, 'testuserl@example.com’).

»  Sender IP: The IP address of the sender.

» Sender Host: The sender host name.

« Predicate: There are two available options to select from the the drop-down: '‘AND' or 'OR'
« If'AND'is selected - All the entered search terms will be searched together
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* Include results from the last minutes: If selected, CSEG will include messages that are currently being

migrated from the filtering server to the logging server in the search results.

The option *Include results from the [3st minutes® will slow down the search result retrieval

Click the 'Search' button. CSEG will search for the entered terms and display the results.

Date and time

2014-10-28 12:37:05

2014-10-28 13:37:05

2014-10-28 13:36:33

2014-10-28 13:36:33

2014-10-28 13:34:32

2014-10-28 13:34:32

2014-10-28 13:26:19

»  Click the 'Download' button to get a report on outgoing mail, including its delivery status.

===

Users

Host (Exim id)

mxsrvl.spamgateway.con
1X]j6xK-0008ET-B2

mxsrvl.spamgateway.con
1Xj6xHK-0008ET-B2

mxsrvl.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv1.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv2 spamgateway.con
1Xj6up-00070G-Jb

mxsrv2.spamgateway.con
1Xj6up-00070G-Jb

mxsrvl.spamgateway.con
1Xj6ms-0008Pk-CK

Sender hostname

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mixsrvl spamgateway.con
178.33.199.65

mxsrvl.spamgateway.con
178.33.199.65

mxsrv2.spamgateway.con
178.33.199.66

Sender

demog@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

Recipient

dema

demo2

dema

demo2

demao

demo2

demao2

Subject

,0Q demo 2

,DQ demo 2

,Re: DQ demo

,Re: DQ demo

,0Q demo

,DQ demo

Archive email 2

%]

Classification

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Rejected
Rejected by relay
restriction for this
recipient
Rejected
Rejected by relay
restriction for this
recipient

Accepted

-

Opening cutgoing.docteamcasg.comedo.od.ualogs.zip

You have chosen to open:

E outgoing.docteamcasg.comodo.od.ua.logs.zip
which is: WinRAR ZIP archive

from:

L e

What should Firefox do with this file?

) Open with

WinRARZIP (default)

i@ : Save File

[] Do this automatically for files like this from now on.

Ok

| [ cancel

The content of outgoing mail should be checked because sending out spam can damage your corporate reputation.

Configure User's Email Client for Outgoing Mail Filtering
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The email clients of the users added for outgoing email filtering must be configured to point to CSEG service.
In the "Account Settings' interface of the user's email client, enter the following details:

- Smtp server: mxpooll.spamgateway.comodo.com (for EU based service) or
mxpooll.us.spamgateway.comodo.com (for US based service) according to your preferred CSEG service

domain.
»  Connection Security; STARTTLS or SSL
« Port: 587

«  Username: <username@domainname.com>
Open the outgoing users interface:
«  Click 'Outgoing' > ‘Users":

Dashboard
Domain dashboard
Incoming
Outgoing
Clear putgoing cache
Log search
B lsars

Office 365 Activation

Email management

The 'Users' interface will be displayed:
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Dashboard f/ Demaing f Domain dashboard - demo.das. comodo.od.ua f Outgoing users

- Help
Outgoing users
o= Add | [ Delete 2 Edit ‘GReﬁesh ‘
) Fitters

[[] Username Locked
[[] bob@demo.das.comodo.od.ua
[C] jsmith@demo.das.comodo.od.ua

[ testu ser@demo.das.comodo.od.ua manual

1 i1 [1-3/3] Perpage |15 w

Use filters to search for users

«  Click anywhere on the 'Filters' strip to open the filters area:

Dashboard f Domaing f Domain dazhboard - deme.das.comodo.ed.ua f Qutgoing users

Outgoing users Help
o= Add | [ Delete = 2 Edit |Q Refresh |
|2 Fiiters

+ Username w | |contains w Apply filter

[ Username Locked

You can filter results by the username:

- Username: Type a user's email address in the text box (column 3) and select a condition in column 2.
Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .
Add a new user

¢ Click the 'Add' button at the top.
¢« The 'Add outgoing user' dialog will open:
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[Dashboard / Domains / Domain dashboard - demo.das.comoedo.od.ua / Qutgoing users

Outgoing users Help

[[] Userng Add outgoing user

Username Domain Password

Edit outgoing settings
-

»  Enter the username for the new outgoing user that will be first part of the email address. For example,
testuser. The email address of the added user will be testuser@testdomain.com.

+  Enter the password in the Password filed. If the 'Password' field is left blank, then the ‘Username' must be
an IP address, and any connection from that IP will be considered authenticated without needing to use
SMTP AUTH (Note: authorizing IP addresses may be disabled on the system).

- Click the 'Edit outgoing settings' button to configure outgoing settings for the user. The 'Add outgoing
settings' dialog will expand:
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Add outgoing user

Isername Domain Password

Edit outgoing settings

Automatic lock: [

User lock timeout:

Maximum unlocks by timeout:
Enable outgoing limits:

Limit per month: |10
Limit per week:
Limit per day: | 1000000

Limit per hour: |100000

| €2 £ L2 <>

Limit per minute: | 15000000
Valid sender address required:

Maximum number of recipients per day: |10

Invalid recipient [imit; |44

$r €2 £>»

Maximum days to retry:

Quarantine response: |Rejected

Save | Cancel |

»  Automatic lock - CSEG will prevent a user from sending mail if it detects they have sent out spam or
malware. You can set the length of this ban in the 'User lock timeout' field.

»  User lock timeout - Time in minutes that a user is banned from sending mail if CSEG detects
their account has sent spam. See 'Automatic lock' above.

+  Maximum unlocks by timeout - The number of times the locked out user will be unlocked for sending
out mails. After reaching the maximum limit, the user will be locked out from sending any mails till it is
unlocked by the administrator.

- Enable outgoing limits - Activate / deactivate limits on outgoing mails.
Limit per month - The number of mails that can be sent per month
Limit per week - The number of mails that can be sent per week
+  Limit per day - The number of mails that can be sent per day
«  Limit per hour - The number of mails that can be sent per hour.
Limit per minute - The number of mails that can be sent per minute.
- Valid sender address required - If enabled, outgoing mails must have valid sender address.
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«  Maximum number of recipients per day - Maximum number of recipients that a user can send mails
per day.

« Invalid recipient limit: - The number of invalid recipients that a user can send mails to.

»  Maximum days to retry - Maximum number of days CSEG will retry to send queued outgoing mails
after which they are bounced to the user.

* Quarantine response - Determines the response that CSEG will send to the SMTP server that
delivered a message in the event that the mail is identified as spam.

Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered
to the recipient) regardless of your choice here. These options merely determine what message CSEG will send
back to the SMTP mail server.

Options:
» Rejected - Will inform the SMTP server that the email wasn't delivered to recipient. (By default is
'Rejected'.)

« Accepted - The senders will not be notified if the outgoing mails are detected as spam. They will be
blocked and not delivered to recipients.

+ Click the 'Save' button.

Dashboard / Domains / Domain dashboard - demoe.das. comodo.od.ua / Outgoing users

Outgoing users Help

o Add | [ Delete | 2 Edit ‘DReﬁesh ‘
o Filters

[[] Username Locked

@@d emo.das.co modo@

[ bob@demo.das.comodo.od.ua

[C1] jsmith @demo.das.comodo.od.ua

1 i1 [1-3/3] Perpage |15 W

Delete an existing user
»  Select the user you want to delete from the list and click 'Delete’ button.
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Cashboard / Demaing f Domain dashboard - dema.das. comedo.od.ua / Outgoing users

Outgoing users © Help
o add( T De|et:”n] Edit £ Refresh

|° Filters \J\ |

Delete users

[] Username

@ Are you sure you want to delete the selected

testuser@demo.das.comodo.od.ua
users?

[€] bob@demo.das.comodo.od.ua

[F] jsmith@demo.das.comodo.od.ua “

1 i1 [1-a72a]

Perpage (15 w

Tip: You can select multiple users to delete by pressing and holding the Shift or Ctrl keys.

»  Click 'OK" to confirm.

Edit an existing user
You can reset password, modify the outgoing settings configured from the 'Add outgoing user' interface.

«  Select the user that you want to edit from the list and click the 'Edit' button.

Dashboard / Domaing f Domain dashboard - demo.das. comedo.od.ua / Outgoing users

Outgoing users @ Heip
o add | [ Delete More actions v £ % Refresh
© Ftes | |

[F] Username Locked

testuser@demo.das.comodguod.ua

[C] bob@demo das.comodo.od¥ia

[WRENLGTGLENLEER Edit outgoing settings for testuser@demo.das.comodo.od.ua

Username Password

Edit outgoing settings
- [

+  Click the 'Edit outgoing settings' button
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Edit outgoing settings for testuser@demo.das.comodo.od.ua

Isername Domain Password

Edit outgoing settings

Automatic lock: [

User lock timeout:

Maximum unlocks by timeout:
Enable outgoing limits:

Limit per month: |10
Limit per week:
Limit per day: | 1000000

Limit per hour: |100000

EY
W
M
il
EY
W
E
W
EY
W

Limit per minute: | 15000000
Valid sender address required:

Maximum number of recipients per day: |10

Invalid recipient limit; |44

$r €2 £>

Maximum days to retry:

Quarantine response: |Rejected

Save | Cancel |

» Reset the password and / or make other changes as explained in the 'Add outgoing user' section.
«  Click the 'Save' button to confirm your changes.
Manually lock outgoing user

Due to administrative or any other reason if you want to prevent a user from sending out mails, the 'Lock' feature
allows you to do so.

+  Select the user that you want to lock, click ‘More actions' drop-down > 'Lock’
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Dashboard f Demaing / Domain dashbeard - demo.das.comode.od.ua / Outgoing users

Outgoing users Help
o Add | [ Delete | 2 Edit [MICIEERCIIN ‘ £ Refresh ‘
€ Fitters
Uniock
[[] Username ‘ked
Import from CSV file
testuser@demo.das.comodo.od.u
Import f I i
[C] bob@demo.das.comodo.od.ua mpart fromneoming users
[l jsmith@demo.das.comodo.od.ua
1 i [1-373] Perpage |15 w
The selected user will be locked from sending mails with status 'Manual'.
Dashboard f Domaing f Domain dashbeard - deme.das. comodo.od.ua f Qutgoing users
Outgoing users Help

o Add | I Delete 2 Edit ‘GRefresh ‘
€ Fitters

[[] Username Locked

@emo.das_mmodo.od_ua manual _>

[C] bob@demo.das.comooo. o0 0d

[F] jsmith@demo.das.comodo.od.ua

1 i1 [1-3/3] Perpage |15 W

Manually unlock outgoing user

A user who has been locked either manually or automatically (see Edit outgoing settings) can be unlocked from
this interface.

+  Select the user that you want to unlock, click 'More actions' > 'Unlock'.
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Dashboard f Demaing / Domain dashbeard - demo.das.comode.od.ua f Outgoing users

Outgoing users Help

o= Add | ] Delete 2 Edit ‘G Refresh ‘

Lock
€ Fitters

[[] Username ‘ked
Import from CSV file

testuser@demo.das.comodo.od.u
Import from Incoming users

[C] bob@demo.das.comodo.od.ua ¢ :

| jsmith@demo.das.comodo.od.ua

1 i [1-373] Perpage |15 w

The user will be unlocked and he can send mails.
Import outgoing users from CSV file

Administrators can import many users from a file to the outgoing users list at a time. The users should be saved in
the format shown below as an example:

userl,domainname,password
user2,domainname,password

«  Toimport outgoing users from a CSV file, click 'More actions' > 'Import from CSV file'

Dashboard f Demains / Domain dashbeard - demo.das.comodo.od.ua f Outgoing users

Outgoing users Help
o= Acd | [ Delete | £ Eq ‘GRefresh ‘
Lock
o Filters
Unlock
[] Username ‘ked
Import from CSV file
testuser@demo.das.comodo.od.u
Import fromyincoming users

[ ba bi@demo.das.comodo.od.ua

[ ismith@demo.das.comodo.od.ua

Perpage |15 W

Upload csv file.
Each line should contain three columns: username,domain,password

For example:

testusertestdomain testpassword

Upload
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«  Click the 'Upload' button and navigate to the location where the file is saved and click the '‘Open' button.
The upload progress will be displayed...

Dashocand FDomains # Domain dashboard - dociesmesse comodo od ua fCutgaing users

Outgoing users

& Heip

IMpar is In process. Please wan B8
o add [T Detete | @ Edn £} Refresh
€ Finers
Username Lacked
B pob@docteameasg comado.od.ua b
7 john@docteamcasg.comodn.od.ua
B =n thi@docteameasg.comodo.od ua manual @
...and when completed, the results will be displayed.
Dashboard f Domaing / Domain dashboard - demo.das comods od.ua / Oulgoing users
Qutgoing users Help
Total lines processed 3 %
Imparted 3 useris) 8
Impor for domain demo.das comodo od ua has baen finished E
o dd | T Delete | #* Edit £ ¥ Remesh
£ Finers
sErinane Locked

bodyE0emo das. Comodo.od. ua
||'.'1'1'I.'.\.'.--'1: 1&% comodo. 0d. ua

testusen@demo. das. comodo.od ua manua

The administrator who carried out the task will receive a notification about the import task completion.
Import from incoming users

Administrators can add all incoming users to the outgoing users list by importing. If there is an outgoing user with the
same name, the import of incoming user will be skipped.

«  Toimport outgoing users from incoming users, click 'More actions' > 'Import from Incoming users'
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Dashbeard / Domaing / Domain daghboard - demo.das.comedo.od. ua / Cutgoing users

Outgoing users
o Add | [ Delete | & Edit
o s Lock
Unlock

[[] Username cked
Import from CSV file

[F] bob@demo.das.comodo.od.ua
L Import from Incoming users
[[] jsmith@demo.das.comodo.od.ua
[[] testuser@demo.das.comodo.od.ua manual

1 Iy [1-3/3]

The upload progress will be displayed...

Dashbeard / Domaing f Domain dashboard - demo.das.comedo.od.ua f Cutgoing users

Outgoing users

Importis in process. Please wait

o Add [ Delete  # Edit
€ Fiters

[] Username Locked
[C] bob@demo das.comodo.od ua

[C] demol@demo.das.comodo.od.ua

[C] demo2@demo.das.comodo.od.ua

[C] jsmith@demo.das.comodo.od.ua

[[] testuser@demo.das.comodo.od.ua manual
[C] user1@demo.das.comodo.od ua

[E] user2@demo.das.comodo.od.ua

1 Iy [1-7(7]

...and when completed, the results will be displayed.

uide COMODO
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Help

|G Refresh |

Perpage |15 w

Help

|G Refresh |

Perpage |15 w
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Dashboard f Domaing f Domain dashboard - demo das comods od ua f Dulgoing users

Cutgoing users Help
Imported 5 users) a8
Total Incoming users 7 a8
Impor for domain demo das comodo od.ua has been finished u
+ Agd ﬁ Delete f Edit More aclions E Rafrash
£ Filters

| Usarnaims LocKad

7] bob@dermno das comodo.od.ua
emol @demo. das ComOIo. ol ua
| demol@d d odo.od
Li 2@ 3
| demo2@demo.das comedo.od ua
it 5. l
] jsmithi@demo.das comodo.od.ua
] testusergdemo.das comodo.od.ua manual
7] userl@dema.das comoda od ua

7] user2@dema.das comoda.od.ua

9 IR [1-TIT] Perpage (15 b

The administrator who carried out the task will receive a notification about the import task completion.
Office 365 Activation

»  You can integrate Office 365 with CSEG so outgoing emails pass through the antispam filters
»  After integration, you have to set up an ‘Outbound Connector' in Office 365.

«  Click 'Domains' > Select the domain you want to integrate > Click 'Manage domain'

«  Click 'Outgoing' > 'Office 365 Activation' to start the integration process:

3 giggﬁiﬁmu- Q el Ra RQURSIR' D WRESlsIraquests 0 BlacHisl requestst 1!#;.-'«::-:-::.
aed f Disvsa dis b - susks e f (Mes S35 Actvatien
Office 365 Activation © Hex

Offica 365 Activation []

SRR WAITING FOH ACTION

- 5 Acthetiom

E Emall managemsant

»  Check the 'Office 365 Activation' box and click 'Save'
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Office 365 Activation © v

Successiully saved (%]

OMfce 365 Activalion i«

LCEMIEE N PROGHESS

+  The activation request is submitted and the status will change to 'In Progress'

«  Comodo will make the necessary configuration changes. Once finished, the status will change to
'‘Completed".

Office 365 Activation

Office 365 Activation

Status

« The next step is for you to set up an outbound connector in your Office 365 account. This will relay and filter
outgoing email traffic via CSEG.

«  Click here to find out how to set up an Office 365 outbound connector.

6.5.4 Email Management

»  Secure Email Gateway lets you define the maximum size of an email and choose which file types are
acceptable as attachments.

» You can also accept or reject user requests. Users can request that you release quarantined emails or add
senders to the blacklist/whitelist.
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Dashboard

@ Domain dashboard

@) Incoming
QOutgoing

E Email management
Email size restriction
Blocked extensions
Releasedrequests
Blacklisted requests

Whitelisted requests

[ Audit log

Click the following links for more details:
+ Email size restriction
» Blocked extensions
* Released requests
« Blacklisted requests
«  Whitelisted requests
Email Size Restriction

»  CSEG lets you set the maximum size of an email to preserve bandwidth and storage space.
*  You can set the max size anywhere up to 250 MB.

- Contact your account manager if you need sizes above 250 MB. Alternatively, open a ticket at
support.comodo.com or call 1.888.COMODO (266.6361). Please have your account number ready.

Set email size restriction

»  Click 'Email management' > 'Email size restriction'
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Dashboard

@ Domain dashboard

|’£| Incoming

ﬂ] Outgoing

E Email management

B Email size restriction

Blocked extensions
Releasedreque
Blacklisted requests

Whitelisted requests
[ Audit log
Domain Rules

1 ]
[t3 Account management

»  The 'Email restrictions' interface of the domain selected will open:

Dashboard f Domains / Domain dazhboard - docteam.daz. comodo.od.ua / Email size restriction

Email size restriction @ Henp

<2

Email size restriction (MB): |250

»  Enter the maximum allowed size (up to 250 MB) of an email. Incoming and outgoing emails larger than the
value set here will be rejected.
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« Ifyou enter a value more than 250 MB, an alert will be displayed to contact your account manager at
Comodo. The email size will be automatically set to 250 MB.

Dashboard f Domaing / Domain dashboard - docteam.das.comodo.od.ua f Email size restriction

Email size restriction

Help

Incomect capacity value. Value must be between 1 and 250. If you require more then 250Mb please call us.

Email size restriction (MB): | 250

<>

+  Click 'Save' to confirm your changes.

Blocked Extensions

« You can automatically block email attachments with specific file extensions.

»  For example, you may want to block all attachments with a .exe extension because they may contain
malware. Click here to see the complete list of extensions that you can block.

» Note - If you have enabled containment in 'Incoming' > 'Spam Detection Settings', then CSEG wiill
automatically block malicious files and attachments.

Add a blocked file extension

«  Click 'Email management' on the left then click 'Blocked extensions'
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#) Dashboard

Domain dashboard

Incoming

Outgoing

Email management
Email size restriction

m Blocked extensions
Released requests
Blacklisted requests

Whitelisted requests

Audit log
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The 'Blocked extensions' interface of the domain will open:

Dashbaard f Domains FDomain deshbosrd - docleameasg.comodo o us § Blacked esdensians

Blocked extensions © Help
o= sdc | T Delete  * Resetto detaul

7 Blacked extension

[ bat
[ bim
[ cmd
[ cam
E epl

E il
[ exe
| Ink
msl

it
prt
req
BEF
vhe

[

[

[

[

[

=

-

B url
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Alist of default blocked extensions is displayed. You can sort the blocked extensions list alphabetically in ascending
or descending order by clicking the 'Blocked extensions' title bar.

«  Click the 'Add' button to include another blocked extension:

Add blocked extension

Damain | docteameasg.comodo.od.ua

Blocked extensions eje

o [

«  Enter the extension name to be blocked in the text box

You can add many extensions at a time by clicking the + icon.

Add blocked extension

Damain | docteameasg.comodo.od.ua

"' chim

Blocked extensions
L [

o [

«  Click the 'Save' button
The entered extensions will be added to the list.
+ To delete an extension, select it from the list and click 'Delete’ on the top left

Dashbasd § Domains § Domsn dashboard - dodlsameasg comoda od ua [Biocked exdensions
Blocked extensions © ven
o sdd ([T Delste ) * Resetto detaut
] Blocked extension 5
(¥ chm
ae
14 4 | 2 12 [16-47 11T

e Click 'OK' to confirm
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Delete extensions

= Areyou sure you want to delete the selected
@ extensions?

The selected blocked extension will be deleted from the list and email attachment with this file extension will be
allowed provided it passes the size restriction filter.

» Click 'Reset to default' to restore default blocked extensions in CSEG.
List of blocked Extensions

e csh lib msh pscl vbe
adp dll Ink mshl psc2 vbs

air exe mad mshlxml pst vbscript
app gadget maf msh2xml reg vsm

as hip mag mshxml rgs vsmacros
asf hta mam msi scf VSS

asp html maq msp scr vst

asx htr mar mst script VSW
bas iim mas nexe sct vxd

bat inf mat nws sh widget
bin ins mau 0cxX shb wmd
btm inx mav ops shs wmf
cab isp maw otm swi wms
cer isu mda paf Sys wmz
chm its mdb pcd tmp ws

cil jar mde pif u3p WSsC
cmd job mdt prf udf wsf
com is mdw prg upx wsh

cpl jse mdz psl url xap

crt ksh msc psixml vb xml

Released Requests

« Users can request that you release their quarantined emails to them. You can choose to accept or reject
these requests.

«  The release requests will be displayed in the interface and sent to admins whose email addresses were
added to the notification email field

»  Users who requested the release will also receive notifications.

Note: Users who have been designated as 'power users' can release quarantined mails without admin approval.
See 'User Groups & Permissions' and '‘Managing Permissions' for more details.

Open the released requests interface

»  Click 'Email management' on the left then click 'Released requests'
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The 'Release requests' interface will open:

Cazbboacl F Do (OO0 Jarbord - SOCoameye [ C 0o 0 11y FREeased requesls

Released requests © vn
Show message  «* Accépl | M Rejecl t_'__,l' Refresh
) Fillers

Ussl Subgect From T cc ate {GMIT +0) Feasan Sizn i

E. P, et LI LIMKTEL) demal Edncieame rd, 201468043 whitalisted

EmallaMewsieRen in Just R 2, 5000me.  Johi Seith =Natiens@gmalloomn- - et Apry, iy od W B i
dammd 7ERO SETUP COST g B demal Edocieame L sandar

Fw: Gat A5, 29 assured recharge + demo 1 Edocieamt Bprd, 3014 43337 :I_Iflm T 8 R il
gamdl  chante iowin an IPOD demalEdocieam A e FERE LA .

n il folspamicor
[1-202] Perpage (15 | w

All current requests will be shown. Each row shows information about the requested user, subject, the sender, details
of the recipients, details of recipients in CC list, the date they were sent and more.

View Details of Release Request Mails
The details such as user, subject, sender, recipient , date, reason and size of the mails requested for release can be
viewed in two ways:

* Inthe same CSEG window

* Inanew CSEG window
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View details of release requested mails in the same CSEG window:

+  Click 'Email Management' then 'Released requests'

+  Select the mail that you want to view and click the 'Show Message' button.
OR

»  Click the email link in the subject column to view its detalils.

Rashbcand rDomaing FDoman gashboard - docteamcas comodo od us § Released raguests
Released requests © e
s Arcepd M Rejed D Rafrash
0 Finers
Lhsen Subjact Froam Ta [ Dk (GMT 0§ Rkl = Sire ]

7 Fued: P Sersd UMLIMITED damol g2doctpame Agr 3, 3014 64043 whiteksied

Emrailsiews|etier in Jusi Re.2.500/mo. Jonn Similh =Sadienai@omal.com L3kE i
desnol damoZpd octasm M sender
i ZER{ SETUP COST v
Fur Gt R 75 assured rechangs + jamnt @doctasme Aord, 014 43372 ””f il Ao .
riorshk- R R
derno] thance towin an IFOD lamnZigdoctaam: AM oo o
mullirhl &pamed coe
1 it [1-2¢2) Per page | 15 -

The details of the selected email will be displayed.

| Normal | All headers

o Accept | M Reject

Subject  Fwd: Fw: Send UMLIMITED EmailsMewsletter in Just Rs.2,800/mo. ZERQ SETUP COST
From  John Smith =fiatliena@gmail.com=
To  demol@docteamcasy.comodo.od.ua, demo2i@docteameasd.comodo.od.ua
cC

Date (GMT
ate { Loy et Apr D3 06:40:43 OMT 2014

Size 23kKB
Actions 3

- To view email headers, which contain the tracking information of the mail details about the path it has
crossed before reaching the recipient, click 'All headers' tab.

The headers give full details of the sender, route, recipient, sent date, mail type and so on and enable you to check
the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the
mail or reject it. If the mail is accepted, it will be released to the user's inbox. If it is rejected, the email will no longer
be in the released emails list. Please note that emails will continue to remain in the Quarantined list irrespective of
the action taken.

View details of release requested mails in a new CSEG window:
+  Click 'Release request' and select the mail that you want to view

+  Right-click on the email link in the subject column and select 'Open link in New Tab' or 'Open Link in New
Window' to open in a new tab or new window.
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Dxsinipoaral ¢ Dioaresns ¢ Doeresin sisairbonal - doCieamossen oomads 0ol s | Releassd moussts
Released requests © ben
@ Bhowmessage «F forepl 3 Reject r} Refrash
£ Fitters
Ussr Sailect Frm To o Dk (GMT 0} Reasoli - Size ']
¥ ) R g dermni gdoctearms Aprt, 2004 B:20:43 whitelsted B
dompy  EDEEHNEEER= ﬁj&m e N EImE Lo dermodBdoctenns: i ender i b
Opan Link In e inecion
Fow GelRs. 158 Dpari R i Haws Ereala Wi ioms an jemot Edocieam Apr S, J0M4 4:33:37 ':J:-' " 390 KB ﬂ
demol  chance inwin ar  Bookmark This ik arE@yahon Lo i demogidocieanms AN .- ‘: ’:I'II X ]
Serem Link Az i b8 parnicor
i " Copy Link Locghion 1 w
Irepict Elemasnd {00
e T 5
The details of the selected mail will be displayed in a new CSEG window.
Tachboard f Domaing / Domesn dashiboard - docleameasg comodo od wi f Beicased reguests §E-mal
E-mail 0 ren

| Wonnan | A hesagers
w' Borapt | M0 Reject
Subject  Fed: P Send UHUMITED Emailsidess|eter m Just Rs.2 S000ma. ZERG SETUF COET

From  John Smidh cfiatsenadgmail com:

To demoligdocteamcasg comodo.od. us, damo2 @docieamc s comodo.odua

Dale (W =,
ol ‘Wed Apri00 064043 GMT 2014
Sre 13KB
actionz &

Accept the release request from users
After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the
recipient.

»  Select the mail that you want to release and click the 'Accept’ button.

Released requests @ Hep

@] Etcrrmn:-'.:ugnx Raject E Feefresh

0 Fillers

Usel Subjact Fraan T [ Dt (GMT 0§ Reason - SITB 1]
Fwi Py Sand UNLIMITED
o demod ggdocteamc Agr G, 1074 64043 wihdeksied
dempy  EMMAISMHNeeEEeRss in Just Re 250000, Jahn Smih ~fatienaamai com - e _i_nl__“._w A ' R 13HH i
' ZERD SETUP COST phdhlany il byl
AR
Fw: Get R's. 28 azsured recharge + Apr 9 3014 4:3323 ,
i P urilzhl- 3,58 KB i

demol  chance 8o win an IPOD
TUALFD | Bpsmil cd

I [1-212 Perpags (15 | W

An alert will be displayed to confirm the release of selected email to the requested user.

Accept email

Fa Are wou sure vou want to acceptthe selected
@ ermail?
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«  Click 'OK" to confirm the release.

The email will be released to the user and the mail will no longer be in the released mail list. The mail will be
removed from the quarantine area and it will be archived if archive space is available for the domain.

Reject the release request from users

After viewing the details of the email and if not satisfied with its authenticity you can choose to reject the request
from the user.

»  Select the mail that you want to reject and click the 'Reject’ button.

i J Dot Gufdbeoin - Goc] i Comoeks ol Uik § RSk redus
Released requests @ rew
B snowmessage | a# H:CED‘. % Refesh
£ Finers
User Subject From T [ Date (GMT +0) Reasol v Size i
Fwadl: P Sand UNLIMITED : &g
e @docheam pri, F014 B404T whiteliste ;
r:_| . EmaBsMlawslatierin JusiRe.2500me. Jobn Srafth Natliens@amall coms r”l?: T ::' s EelbR o "ul : 23KB i
e OemoOL OO CEams: f sender
ZERQ SETUR COST ot
Spam
Fw Gel Rs. 15 assured recharge = demo @eocieam: Aprd h01d 43322 R i s i
demol  ghance 1o win an IPOD dema2Eotbeams: Al :
s muHi rbl spamrl co
1 4 1t:2r2] Pergmge (15 | w

An alert will be displayed to confirm the rejection of selected email.

Reject email

email?

@ Areyou sure you swant to reject the selected

+  Click 'OK" to confirm the rejection.

The email will not be released to the user and the mail will no longer be in the released mail list. However, it will
continue to remain in the Quarantined list.

Use filters to search release requests

»  Click anywhere on the 'Filters' tab to open the filters area.

asfboard / Domeing fDormen deshbosrd - doctsamcags comods od us | Relested rexuers
Released requests @ ren
Show message " Accept | 3 Reject G Refresh
a Fillers
S i w | conlaing w Apply fiter
Eubject
= d coataing w
Fraim
To |
y Dt From T [ Data (GMT +0f Raassn - Siza B
Reagan ;
m
Exe (KE) = .- demo @dacbeam Aor i, J00 8 G40 43 whibelisbed )
6.7 5 N Smith =fadierE@omail.coms 2 ] i
Aamiol EnEnEreewsEernralsi Re 2 500mo.  Jofin Smith =Aatliena@gmail oo demo? Eoorheam Al sarder 21kB ]

ZERD SETUP COBT
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«  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

+  Click ‘Apply Filter’.

You can filter results by the following parameters:
+  Subject: Type the email subject in the text box (column 3) and select a condition in column 2.
«  From: Enter the sender name or address in the text box (column 3) and select a condition in column 2.
«  To: Enter the recipient name or address in the text box (column 3) and select a condition in column 2.

« Date: Search by date and time mails quarantined. Select the date (column 3) and select a condition in
column 2.

» Reason: Enter the quarantined reason in the text box (column 3) and select a condition 2.

Size (KB): Search quarantined mails by their size. Select or enter the mail size in column 3 and select a
condition in column 2.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .
Blacklisted Requests

« The'Quarantine' interface lets users view emails intended for them but moved to quarantine.
» Theinterface also lets users request that senders of quarantined mails are added to the blacklist.

«  The blacklist request will be sent to you via email and also added to the Email Management > Blacklist
Requests interface. You can approve or reject the requests.

»  Senders added to the blacklist after a request will only be blacklisted for the requester.

»  Subsequent mails from the sender to the user in question will be rejected. This applies even if the sender is
in the general sender whitelist.

«  See Sender Whitelist and Blacklist Senders Per User for more details.

View blacklisted requests
»  Click 'Email management' on the left then select 'Blacklisted requests'
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The 'Blacklisted requests' interface will open:

Diacehibwinrd [ Dorssercr f Dorfsin dsstboerd - doclsamnonss coimads od us /B et
Blacklisted requests @ Heip
@ Show message  «f Accepl | M Reject -::."‘ Refreah
'a Filters
eer Subjuct Froum To (a Dhate (GRT +08 Reason SiTa 1]
et Py Sand LMLUIMITED diai o ks Rt 1014 640:43 whiteksted
demod @docizam har 9, 20 1 whiteksted
dernot ErmailsMersiofiern In Just Rs. 2500Mma.  Jokn Smwith <fatlienss@amall com= b et o e e ot 13KB 1]
ZERO SETUP COET L L ; '
Fa G#1RE 25 d=sured rechians + dermot gidociearne Apra9, 2014 4.33:22 :‘I:Ilphl 308 KB il
riblshl- 1,08 b
demot  chance 4o win an IPOO. dermoZgdecieame A -
= mutirbl spamr cor
Fa Register and Gl Fs, 500040 Ehop = : spam
ol g i) Bpr9 7014 4323
. Mowl Infroducing Pepperigcom - India's ol LE f:u:uulr-u b _p_l 5,20 AT urinlm 104 KB 1]
dermnao derno2gdoclaame BN
L - url rhl spamrcom
at . sSpam
P wiia nove froo e e Tor you, Pl dernot @doctesme Apr T, P014 ES2N e
dernol ey bifore you buy @ vour doorsteps! derno B@docieame AN [ i Ll i
urlrbl spamricom
SR
Bar 2, 2014 F 2640 Exiemal patisrn
1 i El Bl
demngq  EETERAM amall darnnd g@dnctaame M i 816 KB L]

[1-5¢5)

cEangsecuritedunk

Perpage 15w

The interface shows all blacklist requests from users. The list has columns which show requesting user, subject,
sender, recipients, CC list, date sent, the reason they were quarantined and the size of the email. The last column

shows whether there is any attachment with the mail.

View Details of Blacklisted Requests

The details such as user, subject, sender, recipient , date, reason and size of the mails requested for blacklisting can
be viewed in two ways:
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* Inthe same CSEG window
* Inanew CSEG window

View details of blacklisted requests in the same CSEG window:

Select the mail that you want to view and click the 'Show Message' button.
or

Click on the email link in the subject column that you want to view its details.

Cashboard / Domains / Doman dashbeard - democasg comodo od ug / Blacklisted requests

Blacklisted requests Help

Show message) | o Accept | 3 Reject + ¥ Refresh

0 Filters

[¥] U Subject From To (i Date (GMT + Reason Size ]|
Fw: FLAT 20% OFF on N
- = S ) bobiddoctea _
W Revital Multi-Vitamins. Junk i 2016-04-20 | ined  1331KB ﬂ
= LOmDine b
ob  Limited Period Offer. zjunkemail@yahoo.co.in= 11:02:07 fie
Hurry john@docte: (0.15)

spam

=2

bob@democ

1 I [1-1711] Per page (15 v

The details of the selected email will be displayed.
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Dashboard / Domains / Domain dashboard - democasg. comodo.od ua / Blackiisted requests / E-mai

E'ma“ Help

Normal &ll headers
" Accept | ¥ Reject

Subject  Pw: FLAT 20% OFF on Revital Multi-Vitamins. Limited Period Offer. Hurry
From  Junk <junkemail@yahoo.coin>

bob@docteameasg.comodo.od.ua, bob@democasg.comodo.od. ua, john@docteameasg.comado.od.ua,

L. john@democasg.comodo.od ua, dyanoratd81@gmail.com, robin@democasg.comodo.od ua, avantistude@gmail.com
CC
H‘f;;t_ 2016-04-20 11:02:07
Size 13.31KB
Actions

Plain text | Html source Qriginal View
On Sunday, 10 April 2016 11:25 AM, Netmeds Healthcare <support@youmnt.com> wrote:

If you're having trouble viewing this email, please click here.fmedia screen and (min-width:320p

= 1800 10% N3Nd

+  Click 'All headers' tab to view the email headers containing the tracking information of the mail - detailing
the path it has crossed before reaching the recipient. The headers give full details of the sender, route,
recipient, sent date, mail type and so on and enable you to check the authenticity of the mail.

»  Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either
accept the mail or reject it for blacklisting the sender. If the request is accepted, the sender will be added to
‘Blacklist Senders Per User'. If it is rejected, the email will be no longer in the blacklisted requests emails
list. Please note that emails will continue to remain in the Quarantined list irrespective of the action taken.

View details of blacklisted requests in a new CSEG window:

« Inthe blacklisted requests area, select the mail that you want to view and click the 'Show message in new
window' button or right-click and select to open in a new tab or new window.

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 168



Creating Trust Online®

Comodo Secure Email Gateway M§_E__...-..-Adr‘ﬁ'iﬁTé_t__r_z;fbr, Guide coM0oDO

Dashbeard / Domaing / Domain dashboard - democasg.comedo.od.ua / Blacklisted requests

Blacklisted requests Help
Show message |« Accept | M Reject G Refresh
o Filters
Subject From To CcC Date (GWT Reason Size fl

Fw: FLAT 20% OFF on

bob
evital Multi-Vitamins. Anas ob@docts 2016-04-21 P
Revital WUItEVI — I Combined 13.31KB ﬁ
bob  Limited Period Open Link in New Tab 11:02:07 0.15) '
Hurry Open Link in Mew Window
1 i1 Open Link in New Private Window Perpage |15 .

Bookmark This Link

Save Link As...

Copy Link Location

Search Google for "Fw: FLAT 20% OF..."

Inspect Elernent (Q)

The details of the selected mail will be displayed in a new CSEG window.
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E'ma“ Help

Normal &ll headers
" Accept | ¥ Reject

Subject  Pw: FLAT 20% OFF on Revital Multi-Vitamins. Limited Period Offer. Hurry
From Junk <junkemail@yahoo.colin>

bob@docteameasg.comodo.od.ua, bob@democasg.comodo.od. ua, john@docteameasg.comado.od.ua,
john@democasg.comodo.od ua, dyanoratd81@gmail.com, robin@democasg.comodo.od ua, avantistude@gmail.com

2016-04-20 11:02:07

Size 1331KB

Actions

Plain text Himl source Qriginal View

On Sunday, 10 April 2016 11:25 AM, Netmeds Healthcare <support@youmnt.com> wrote:

If you're having trouble viewing this email, please click here.Bmedia screen and (min-width:320p

— 1PN 1013 N3N

Accept the blacklist request from users

After viewing the details, you can choose to accept the request from user to add the sender to blacklist senders per
user list.

+  Select the mail that you want to add the sender to blacklist and click the 'Accept’ button.

Dashbeoard / Domaing / Domain dashboard - democasg. comodo.od.ua f Blacklisted requests

Blacklisted requests Help

Showmessagex Reject G Refresh

9 Filters

Subject From To cC Date (GRAT Reason* Size 1]
Fw: FLAT 20% OFF on bob@docte -
Revital Multi-Vitamins. Angel @ 2016-04-21 P )
- ) ) bob@dem: Combined 13.31KB [
bob  Limited Period Offer.  <angel@heaven.co.in= 11:02:07
jehn@doct (0.15)
Hurry
1 i1 [1-111] Per page |15 W
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An alert will be displayed to confirm adding the sender to 'Blacklist Senders Per User'.

Accept email

G Arewou sure youwantto acceptthe selected
@ ermail?

«  Click 'OK" to confirm the acceptance.

The sender of the email will be added to 'Blacklist senders per user. See the section 'Blacklist Senders Per User'
for more details.

Reject the blacklist request from users
After viewing the details of the email, you can choose to reject the request from the user.
»  Select the mail that you want to reject and click the 'Reject' button.

Dazhbeard / Domaing / Demain dazhboard - demecasg.comodo.od.ua / Blacklisted requests

Blacklisted requests Help

@ Show message | & Accept D Refresh

o Filters

Subject From To cC Date (GRAT Reason* Size fl

Fw: FLAT 20% OFF on

bob{@docte spam
Revital Multi-Vitamins. Angel e 2016-04-21 -7 )
- ) ) bob@dem: Combined 12.31KB [
bob Limited Period Offer.  <angel@heaven.co.in> 11:02:07
john@doct (0.15)
Hurry
1 i1 [1-111] Per page |15 W

An alert will be displayed to confirm the rejection of selected email.

Reject email

@ Areyou sure you want to reject the selected

ermail?

»  Click 'OK"to confirm the rejection.
The sender will not be added to blacklist and the selected email will no longer be in the blacklisted emails list.

Use filters to search blacklisted requests

»  Click anywhere on the 'Filters' stripe to open the filters area.
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Blacklisted requests Halp
ﬂ Show message | &F Accepl | € Reject E Refush
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+ w conlains - -‘ilﬂh' filtar
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L :_;"m From To e Date (GMT +«0) - Reason Size ]
[uate TED
o] Sk * Aor 3 J014 5AD4] whieksiad
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Eize (KH)

»  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

»  Click ‘Apply Filter'.
You can filter results by the following parameters:
«  Subject: Type the email subject in the text box (column 3) and select a condition in column 2.
«  From: Enter the sender name or address in the text box (column 3) and select a condition in column 2.
«  To: Enter the recipient name or address in the text box (column 3) and select a condition in column 2.

Date: Search by date and time mails quarantined. Select the date (column 3) and select a condition in
column 2.

« Reason: Enter the quarantined reason in the text box (column 3) and select a condition 2.

Size (KB): Search quarantined mails by their size. Select or enter the mail size in column 3 and select a
condition in column 2.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .
White-listed Requests

« The'Quarantine' interface lets users view emails intended for them but moved to quarantine.

- Theinterface also lets users request that senders are added to the whitelist - usually because they think the
mail is from a legitimate sender.

- The whitelist request will be sent to you via email and also added to the Email Management > Whitelisted
Requests interface. You can approve or reject the requests.

«  Senders added to the white-list after a request will only be white-listed for the requester.
«  Subsequent mails from the sender to the user in question will be allowed without antispam checks.
« See Sender Whitelist and Whitelist Senders Per User for more details.
Open the whitelisted requests interface
«  Click 'Email management' on the left then select "Whitelisted requests'.
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Dashboard

@ Domain dashboard

@ Incoming

(1 outgoing

EI Email management
Email size restriction

sions

The 'Whitelisted requests' interface will open:

Dot o ) LS ¢ ol e ] - d0ribme il g COMGED O il F IR rE
Whitelisted requests 0 rew
B show message | Accept 3 Heject D Rafrash
6 Fiilers
Usel Sublect From To o Dada (GMIT +0) Reason Sira i

Fad Py Sand UNUMITED

g Eadiobeame &nr @ 014 BE40:43 whidelizied
ErnailaMewsienar in Just Fes 250000, Johs Srnith =falienagdamail com= - i

demaol demoT@dortaame Al sender
IEROD SETUR COET .
SPAM
Fw GelRs. 24 assured recharge + demo] @dorteam Apr @ 3014 43322 b U 268 KB §
damol  chance 1owin an FOD demoid Edorteam: Al kit i 7
B rnuHi sl gl cor
EPAM
Apr 2, 2014 227:00 Esternal pattern
tesl sparn email 2 demo@doctear _:" zx U0 Sl Pt B18 kB 1]
demnoZ = PM match
(EanesounityJunk
1 i [1-353] Pepage 15 | w

The interface shows all white-list requests from users. The list has columns which show requesting user, subject,
sender, recipients, CC list, date sent, the reason they were quarantined and the size of the email. The last column
shows whether there is any attachment with the mail.

View Details of Whitelisted Requests
The details such as user, subject, sender, recipient , date, reason and size of the mails requested for whitelisting can
be viewed in two ways:
* Inthe same CSEG window
* Inanew CSEG window
View details of whitelisted requests in the same CSEG window:
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+  Select the mail that you want to view and click the 'Show Message' button.

or
+  Click on the email link in the subject column that you want to view its details.

Cashboard / Domains / Demain dashboard - demecasg.comoedo.od.ua / Whitelisted requests.

Whitelisted requests Help

= Show message " Accept | 3 Reject B Refresh

9 Filters

[[] U Subject From To cC Date (GMT+ Reason Size 7]
bob@democ s

[l Fw GetHealth Insurance  Angel ) Ch o e 2016-04-20 Cpa”;_ . 1sesks B
onn{@demaod ombine .

boeb o InJust Rs. 13iday* zangel@heaven.co.in= ! - 11:.01:07 Y 4
robin@demo (0.15)

1 I1 [1-1/41] Per page |15 W
The details of the selected email will be displayed.
Dashbeard / Domaing / Domain dashboard - democasg. comedo.ed.ua / Whitelisted requests / E-mail
E-mail Help

Hormal All headers
" Accept | 3 Reject

Subject  Fw: Get Health Insurance In Just Rs. 13/day*

From  Angel angel@heaven.co.in=

bob@democasg.comode.od.ua, john@democasg.comodo.od.ua, robin@democasg.comodo.ed.ua,

-
° avantistude@gmail.com, sumeetdomestic@gmail.com, jchn@docteameasg.comedo.od.ua
cc

Date (GMT

2076-04-20 11:01:07
+00:00)
Size 1896 KB
Actions

Plain text Html source Original View

»

On Wedneaday, 20 April 2016 10:53 2M, Online Health Plan <support@indiadz.com> wrote:

If you're having trouble viewing this email, please click here.#yiv3il3s774641 .yiv3133774641tent_boi|
| |
| The Best Hospitals are Now Affordable |
| Fet
Health Insurance
In Just
Ra. 13/day* Get Health Insurance In Just Rs. 13/daw*
I
I
I
| Get
Cashless Claim
Hospital Bills are directly
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To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before
reaching the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date,
mail type and so on and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the
mail or reject it for whitelisting the sender. If the request is accepted, the sender will be added to 'Whitelist sender
per user'. If it is rejected, the email will be no longer in the whitelisted requests list. Please note that emails will
continue to remain in the Quarantined list irrespective of the action taken.

View details of whitelisted requests in new CSEG window:

« Inthe whitelisted requests area, select the mail that you want to view and click the 'Show message in new
window' button or right-click and select to open in a new tab or new window.

Dashboard / Domaing / Domain dashboard - democasg comodo.od.ua / Whitelisted requests

Whitelisted requests Help
Show message | & Accept | X Reject ‘D Refresh |
0 Filters
[[] U Subject From To CcC Date (GMT+ Reason Size Al

bob@democ 8
] Fw GefHealthInsurance  Anael eedEme 2016-04-20 7 i
o jehn@democ o Combined  18.96 KB Al
bob  In Just Open Link in Mew Tab i 11:01:07 .
- robin@demao (0.15)

Open Link in New Window

Open Link in Mew Private Window Perpage |15 v

Bookmark This Link

Save Link As...

Copy Link Location

Search Google for "Fw: Get Health ..."

Inspect Element (Q)

The details of the selected mail will be displayed in a new CSEG window.
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Dashboard / Domaing / Domain dashboard - demecasg.comede.od.ua / Whitelisted reguests / E-mail

E'ma" Help

Hormal All headers
o Accept M Reject

Subject  Fw: Get Health Insurance In Just Rs. 13/day*

From  Angel zangel@heaven.co.in=

bob@democasg.comedo.od.ua, john@democasg.comodo.od.ua, rebin@demeocasg.comodo.od.ua,

To
avantistude@gmail.comn, sumeetdomestic@gmail.com, john@docteamcasg.comodo.od.ua

cc

Date (GMT
+00:00)

Size 1896 KB

2016-04-20 11:01:07

Actions

Plain text Html source Original View

»

On Wedneaday, 20 Zpril 2016 10:53 ZM, Online Health Plan <support@indiadz.com> wrote:

If you're having trouble viewing this email, please click here.#yivili9774641 .yiv3133774641text boy o

| |

| The Best Hospitals are Now Affordable |
| Get

Health Insurance

In Just B
Rs. 13/day* Get Health Insurance In Just Rs. 13/day* |
[

[

[

| Get

Cashless Claim

Hospital Bills are directly

Accept the whitelist request from users
After viewing the details, you can choose to accept the request from user to add the sender to whitelist senders per
user list.

»  Select the mail that you want to add the sender to whitelist and click the 'Accept' button.

democasg comodo. od. ua £ Whitelksted requests

Dashboard / Domang / Domain dashboard -
Whitelisted requests Help
Show message 3'( Reject | £ Refresh
1
€) Filters
¥ L Subject From To cc Date (GMT + Reason Size i
— bobi@democ Sf
4| Fw GetHealth Insurance Angel e ;ml 2016-04-20 Z—'E;'L 4 1woekE B8
bob  In JustRs. 13/day* <angel@heavencoin> o0 0T =
robin@demc (0.15)

1 I [1-171] Perpage |15 w

An alert will be displayed to confirm adding the sender to 'Whitelist sender per user'.
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Accept email

s Arewou sure you want to accept the selected
ermail?

»  Click 'OK' to confirm the acceptance.

The sender of the email will be added to 'Whitelist sender per user'. See the section 'Whitelist Sender Per User'
for more details.

Reject the whitelist request from users
After viewing the details of the email, you can choose to reject the request from the user.
»  Select the mail that you want to reject and click the 'Reject' button.

Dashboard / Domaing / Domain dashboard - democasg.comede.od.ua / Whitelisted requests

Whitelisted requests Help

Show message |« Accept i * Refresh

o Filters

[[] ! Subject From To CcC Date (GRT Reason Size il
Fw: Get Health bob@demc spam
iri anbazh - 2016-04-2(
E surance n justrs, 9" E” _E'_Zdhaga”ﬂ John@dem 11010, Combined 1896KB @
<anbugiri aran{gyano . .
131day” d Y obin@derr (0.15)
1 i1 [1-141] Perpage 15 w

An alert will be displayed to confirm the rejection of user's request.

Reject email

email?

@ Are ywou sure wou want to reject the selected

+  Click 'OK" to confirm the rejection.
The sender will not be added to whitelist and the selected email will no longer be in the whitelisted requests list.

Use filters to search whitelist requests

«  Click anywhere on the 'Filters' stripe to open the filters area.
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® Finore
+ E t w | | contins w Apply fiter
{1
o f:":'fr conlaing »
T
| Date Fram o oo Date ({GMT + Reasnn Sige (1]
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Sie (45 JED
EmrsrsrrwseneEranst B 2 500 e
FERD BETUP COST

»  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

+  Click ‘Apply Filter’.
You can filter results by the following parameters:
«  Subject: Type the email subject in the text box (column 3) and select a condition in column 2.
»  From: Enter the sender name or address in the text box (column 3) and select a condition in column 2.
«  To: Enter the recipient name or address in the text box (column 3) and select a condition in column 2.

Date: Search by date and time mails quarantined. Select the date (column 3) and select a condition in
column 2.

» Reason: Enter the quarantined reason in the text box (column 3) and select a condition 2.

Size (KB): Search quarantined mails by their size. Select or enter the mail size in column 3 and select a
condition in column 2.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .

6.5.5 Domain Audit Log

Domain audit logs are a record of actions by users and admins on a selected domain.
The audit log area lets you:

»  Configure and view log reports.

»  Keeps a consolidated log for all domains belonging to an account.

» Note. This section explains logs for individual domains. See Audit Log if you want a consolidated log of all
domains.
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Click the following links for more details:
+ Audit Log Configuration
«  View Domain Log

Audit Log Configuration

+  Click 'Audit log' > ‘Configuration’

1 SECURE EMAIL . S ——— T —
EdTEW.ﬂ.Y : t 2 1 I reques E I reu L v scoont

Caskboard / Darues. f Dovwin dashisperd - mushs b7 Audd cosAgurstion

Audit configuration 0 Hin

Quarantined item raleased

& Craste audt kg any

& Send notricabon email
Whitelist rules updated

5 Creste audi g enry

O] Sond motffication omal
Blacklist ries updated

& Creste auit iog enty
ﬂ Safad Aalifcalion aral

Maotification recipients

oitunigE Bkt i

e Quarantined item released

- Create audit log entry - If enabled, CSEG records the release of quarantined mails.

«  Send notification email - If enabled, notification mails for quarantined mails release will be sent to
recipients added in the 'Notification recipient's' box.

«  Whitelist rules updated
«  Create audit log entry - If enabled, CSEG records any updates to Whitelist senders per user interface
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+  Send notification email - If enabled, notification mails for updates to Whitelist senders per user
interface will be sent to recipients added in the 'Notification recipient's’ box.

» Blacklist rules updated

- Create audit log entry - If enabled, CSEG records any updates to Blacklist senders per user
interface.

»  Send notification email - If enabled, notification mails for updates to Blacklist senders per user
interface will be sent to recipients added in the 'Notification recipient's' box.

» Notification recipients - Enter the email addresses of the persons to whom the email notifications for the
above mentioned actions will be sent. Please note that any email addresses of the recipient's can be
entered here.

View Domain Log

The log screen allows admins with appropriate privileges to view the logs of the selected domain.

View the audit log of the selected domain

»  Click the 'Log' from 'Audit log' drop-down on the left
»  The 'Audit log' screen will be displayed:

=™ SECURE EMAIL e e P R R
- GATEWRY u o e 15 requests E =1 raquests _’._,..,_._,._
Cesbogr F [Erais ¢ [omain dashoaand - agak ) Eut g
Audit log @ v
) Exportin GEY by Migr % Rakpesn
© Fiox
Diade (GRMT +03-00} Rok legin COparation key  Opamation dascripion Darails
2018-13-12 1-45FF AlparRdmin CaDiRalM_FOC0N Ramove incoming use  ogh
20181212 1.ab 22 superadmn [ LUV ke AT S|
20189212 1:4522 superadmin COMAIN_FCOK Remove incoming useer 2
Usartame=7 Sate-Enatded Whinslizlad-talse
20TB-12-12 114517 EITER T DORAIH_MCON Add incoming uaar SenaluaraninaRapeta=tiua MenHuman=talee PubiicEmal-tiae
P Sl Gou=-1sars
0181212 118517 superadme QUARANTINE_F ot N e il
Eies Hende = Slate=Enat
20191212 1:4512 superadmin DaORLAH_FCON ddd Incoming user

«  Click any column heading to sort entries in ascending/descending order. The sorting option is not available
for the 'Operation description’ column.

Use the filter options to search particular event(s)

+  Click anywhere on the 'Filters' tab to open the filters area.
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Daszhbeard / Domaing / Domain dashbeard - deme.das. comede.od.ua / Audit log

Audit log Help

@1 Export to CSV by filter |G Refresh ‘

Q Filters
+ oo O —

Date
Date Role Login Operation key Operation description Details
Laogin
i T Remove outgoin
oq17| Operation description |50 35 msptest@yopr DOMAIN_OUTGC aomng  eman
Details Lser
Remuove outgoin
2017-11-3 17.03:48 admin domeasmsptest@yopr DOMAIN_OUTGC Lser - user

»  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

e Click ‘Apply Filter’.

You can filter results by the following parameters:
» Login: Type a user login name in the text box (column 3) and select a condition in column 2.
« Details: Enter the log details in the text box (column 3) and select a condition in column 2.
- Date: Search event logs by date and time.
» Role: Search event logs by user roles. Select the role (column 3) and condition in column 2.
»  Operation Description: Select the event name (column 3) and condition in column 2.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .
The following table show actions which are recorded in the log report:

S.No. Operation Key Operation Description
1 EELETE_EMAIL_FROM_QUARANTINE_BY_FILTE Delete quarantined messages by filter
2 DELETE_EMAIL_FROM_QUARANTINE Delete quarantined message

3 RELEASE_EMAIL_FROM_QUARANTINE Release quarantined message

4 WHITELIST_RECIPIENT Whitelist recipient

5 BLACKLIST_RECIPIENT Blacklist recipient

6 UNWHITELIST_RECIPIENT Remove recipient from the whitelist

7 UNBLACKLIST_RECIPIENT Remove recipient from the blacklist

8 WHITELIST_SENDER Whitelist sender

9 BLACKLIST_SENDER Blacklist sender
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10 UNWHITELIST_SENDER Remove sender from the whitelist
11 UNBLACKLIST_SENDER Remove sender from the blacklist
12 RESET_TO_DEFAULT _WHITELISTED_SENDERS | Reset senders whitelist
13 RESET _TO_DEFAULT WHITELISTED_RECIPIEN |Reset recipients whitelist
TS
14 RESET_TO_DEFAULT_BLACKLISTED_SENDERS |Reset senders blacklist
15 RESET_TO_DEFAULT_BLACKLISTED_RECIPIEN |Reset recipients blacklist
TS
16 WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain
17 WHITELIST_RECIPIENT_DOMAIN Whitelist all recipients of the domain
18 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain
19 BLACKLIST _RECIPIENT_DOMAIN Blacklist all recipients of the domain
20 USER_WHITELIST REQUEST PER_USER Request
whitelist sender for user
21 USER_BLACKLIST_REQUEST_PER_USER Request
blacklist sender for user
22 USER_RELEASE_REQUEST Release request
23 USER_CANCEL_WHITELIST _REQUEST_PER_US | Cancel request whitelist sender
ER for user
24 USER_CANCEL BLACKLIST REQUEST_PER_US | Cancel request blacklist sender
ER for user
25 USER_CANCEL_RELEASE_REQUEST Cancel release request
26 ACCEPT_WHITELIST _REQUEST_PER_USER Accept
request whitelist sender for user
27 ACCEPT_BLACKLIST_REQUEST_PER_USER Accept
request blacklist sender for user
28 ACCEPT_RELEASE_REQUEST Accept release request
29 REJECT_WHITELIST REQUEST_PER_USER Reject
request whitelist sender for user
30 REJECT_BLACKLIST_REQUEST_PER_USER Reject
request blacklist sender for user
31 REJECT RELEASE_REQUEST Reject release request
32 SPAM_DETECTION_SETTINGS Update spam detection settings
33 SPAM_DETECTION_SETTINGS RESET TO DEF | Reset spam detection settings
AULT
34 DELETE_EMAIL FROM_ARCHIVE_BY_FILTER Delete archived messages by filter
35 DELETE_EMAIL_FROM_ARCHIVE Delete archived message
36 RESEND_EMAIL_FROM_ARCHIVE Resend archived message
37 REPORTS_AS SPAM Reports archived message as a SPAM
38 QUARANTINE_EMAIL Quarantine message
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39 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message

40 MARK_EMAIL_AS_SPAM Mark message as spam

41 ACCEPT_EMAIL Accept message

42 WHITELIST_USER_SENDER Whitelist sender for user

43 BLACKLIST_USER_SENDER Blacklist sender for user

44 UNWHITELIST_USER_SENDER Remove sender from the user whitelist

45 UNBLACKLIST_USER_SENDER Remove sender from the user blacklist

46 SUARANTINE_REPORT_SUBSCRIPTION_UPDAT Quarantine report subscription update

47 QUARANTINE_REPORT_SUBSCRIPTION_RESET | Quarantine report subscription reset to default
_TO_DEFAULT

48 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION | Domain report subscription update
_UPDATE

49 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION | Domain report subscription reset to default
_RESET_TO_DEFAULT

50 DOMAIN_ADD Add domain

51 DOMAIN_DELETE Remove domain

52 ADMIN_ADD Add admin

53 ADMIN_EDIT Edit admin settings

54 ADMIN_DELETE Remove admin

55 ADMIN_UNLOCK Unlock admin

56 ADMIN_REGENERATE_PASSWORD Regenerate password for admin

57 ADMIN_PASSWORD_UPDATE Update password for admin

58 SYSTEM_NOTIFICATIONS TEMPLATE_CHANGE | System notifications template change

59 ADMIN_PERMISSIONS_GROUP_ADD Add admin permission group

60 ADMIN_PERMISSIONS_GROUP_DELETE Remove admin permission group

61 ADMIN_PERMISSIONS_GROUP_UPDATE Update admin permission group

62 GEMIN_PERMISSIONS_CHANGE_DEFAULT_GRO Change default admin permission group

63 ADMIN_PERMISSIONS_ASSIGN_GROUP Assign admin permission group by selection

64 REPORT_SPAM_BY_FILE Report delivered message as spam

65 DOMAIN_DESTINATION_ROUTES_UPDATE Update destination routes

66 DOMAIN_LOCAL_RECIPIENTS_ADD Add local recipient

67 DOMAIN_LOCAL _RECIPIENTS DELETE Remove local recipient

68 DOMAIN_LOCAL_RECIPIENTS_STATE_CHANGE | Local recipients state change
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69 DOMAIN_ALIASES_ADD Add domain alias

70 DOMAIN_ALIASES DELETE Remove domain alias

71 DOMAIN_SETTINGS_UPDATE Update domain settings

72 DOMAIN_SETTINGS_RESET _TO_DEFAULT Reset domain settings to default

73 DOMAIN_RELAY_RESTRICTIONS_ADD Add relay restriction

74 DOMAIN_RELAY_RESTRICTIONS_UPDATE Update relay restriction

75 DOMAIN_RELAY_RESTRICTIONS_DELETE Remove relay restriction

76 (D;CE)MAIN_RELAY_RESTRICTIONS_STATE_CHAN Relay restriction state change

77 DOMAIN_OUTGOING_USER_ADD Add outgoing user

78 EOMAIN_OUTGOING_USER_SETTINGS_UPDAT Edit outgoing user

79 DOMAIN_OUTGOING_USER_DELETE Remove outgoing user

80 DOMAIN_OUTGOING_USER_LOCK Lock outgoing user

81 DOMAIN_OUTGOING_USER_UNLOCK Unlock outgoing user

82 %(E)MAIN_OUTGOING_USER_PASSWORD_UPDA Update password for outgoing user

83 DOMAIN_EMAIL_SIZE_RESTRICTION_CHANGE | Email size restriction change

84 DOMAIN_BLOCKED_ EXTENSIONS UPDATE Update blocked extensions

85 DOMAIN_BLOCKED EXTENSIONS RESET TO_ |Reset blocked extensions to default
DEFAULT

86 DOMAIN_AUDIT_CONFIGURATION_CHANGE Audit configuration change

87 DOMAIN_LDAP_CONFIGURATION_CHANGE LDAP configuration change

88 DOMAIN_INCOMING_USER_ADD Add incoming user

89 DOMAIN_INCOMING_USER_EDIT Edit incoming user

90 DOMAIN_INCOMING_USER_DELETE Remove incoming user

91 DOMAIN_INCOMING_USER_UNLOCK Unlock incoming user

92 DOMAIN_INCOMING_USER_REGENERATE_PAS |Regenerate password for incoming user
SWORD

93 EOMAIN_INCOMING_USER_PASSWORD_UPDAT Update password for incoming user

94 DOMAIN_INCOMING_USER_ALIASES_UPDATE | Update incoming user aliases

95 DOMAIN_INCOMING_USER_MOVE_USER_TO_A | Move user to alias
LIAS

96 DOMAIN_INCOMING_USER_MOVE_ALIAS TO_U |Move alias to incoming user

SER
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97 USER_PERMISSIONS _GROUP_ADD Add user permission group
98 USER_PERMISSIONS _GROUP_DELETE Remove user permission group
99 USER_PERMISSIONS_GROUP_UPDATE Update user permission group
100 |USER_PERMISSIONS CHANGE_DEFAULT_GRO |Change default user permission group
upP
101  |USER_PERMISSIONS_ASSIGN_GROUP Assign user permission group by selection
Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. If the
entries exceed this value, exporting cannot be done and a warning will be displayed. Please note that exported file
will display the entries in the same sorted order as in the interface.

Export log report to csv file
»  Click the 'Export to CSV by filter' button.
The 'File Download' dialog will be displayed.

Caszhbecard f/ Cemaing f Comain dashbeard - deme.dags. comede.cd. ua / Audit log

Audit log Help

.:':i Exportto CSV by filter ‘D Refresh ‘
e Filters
Date (GMT +0g00) Role-  Login Operation key Operation description Details
r
2017.1] Opening CASG-AuditExport-2017-11-3 18 04 42.csv =) oo
You have chosen to open:
useri

201711 | CASG-AuditExport-2017-11-3 18_04_42.csv

which is: Text Document

| —
2017-94 from: https://dome.das.comodo.od.ua:8080 Hemos

What should Firefox do with this file?

2017-1§ user2
' OpenOffice Calc =
2017-1] BT user2
1 Save File
2017-11 ) r useri
3017114 [T] Do this automatically for files like this from now on. er dema?

2017-14 demo

2017-11 Mame=testuser Lo

2017-14 jsmith

«  Click 'Open' to view the file with an appropriate application
«  Click 'OK' to save the file to your computer.

The values in the log report will be separated by commas and this file can be opened with Excel or Openoffice Calc
for easy analysis.
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- Create granular filtering rules for each domain in order to blacklist, whitelist or forward mails.

» Rules can be based on sender, recipient, source/destination server, subject line, suspicious attachments

and more.

") Dashboard
Domain dashboard
Incoming
Outgoing
Email management
Audit log

Domain Rules

B Create rule

TLD &gTLD Rules

Recipient whitelist
Sender whitelist
Fecipient blacklist
Sender blacklist
senders per user

Bla enders per user

'‘Domains' area.

Note: Under default conditions, CSEG will filter all incoming mails to all domains that have been enabled in the

The following table offers more details on each rule type:

Rule Type

Description

Notes

Domain Rules ('Create Rule...")

Create granular rules to blacklist,
whitelist or forward mail based on
one or more criteria.

Criteria include sender, sender mail server,
recipient, relay server, subject line and
suspicious attachment.
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TLD & gTLD Rules

Allow or block mails based on top
level domain.

Mail from all TLDs is allowed by default. This
interface allows you to block selected TLDs.

Recipient Whitelist

Always allow mail sent to these
recipients.

Sender Whitelist

Always allow mail received from
these senders.

Recipient Blacklist

Always block mail sent to these
recipients.

Sender Blacklist

Always block mail received from
these senders.

For example, CSEG will allow/block mails to/
from specific_user@example.com, but will
filter as normal email to/from
any_other_users@example.com

You can bulk import email addresses
from .csv or add manually.

Whitelist senders per user

Always allow mail from specific

email addresses to specific users.

Blacklist senders per user

Always block mail from specific

email addresses to specific users.

For example, CSEG will allow/block mails
from specific_sender@example.com to
specific_recipient@your_domain.com, but
will continue to filter mail from
specific_sender@example.com to
everybody_else@your_domain.com

You can bulk import email addresses
from .csv or add manually.

General Advice

» If you are troubleshooting issues with a particular email address, please check all interfaces listed under

'‘Domain Rules'.

* Rule priorities can be summarized as follows:

© oo N o o~ w D

Per user Black list

Email Size Restriction
Domain Whitelist rules
Sender/Recipient Whitelist
Domain Blacklist rules
Sender/Recipient Blacklist
TLD & gTLD blacklist rule
Per user White list

. Email Blocked Extensions

CSEG will stop applying rules on first match (if any).

+ 'Email Size Restrictions' have a higher priority than domain rules. CSEG will still block mails that exceed
'Email Size Restriction’ regardless of any rules.

- 'Email Blocked Extensions' have a lower priority than domains rules. CSEG will not stop mails
containing a blocked extension if there is a whitelist rule which green-lights the message.

«  Whitelist domains rules take precedence over blacklist domain rules.

»  Whitelist/blacklist rules in the domain rules section take precedence over 'per user' whitelist/blacklist rules.
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Click the following links for more details.
* Rules
+ TLD and gTLD Rules
* Recipient Whitelist
« Sender Whitelist
» Recipient Blacklist
» Sender Blacklist
»  Whitelist Senders Per User
» Blacklist Senders Per User

Rules
Administrators can create rules to filter inbound mails based on sender, recipient, source and relay/MTA server,
subject line, attachments and so on. There are three types of filtering rules:

« Blacklist rule - Blocks inbound mails based on one or more filter criteria. Criteria include sender, recipient,
mail servers/relays and specific subject line.

«  Whitelist rule - Allows mails to pass through, without security checks, based on one or more filter criteria.
Criteria include sender, recipient, mail servers/relays and specific subject line.

«  Forward rule - Forwards mails based on one or more filter criteria, to a set email address. Criteria include
sender, recipient, mail servers/relays and specific subject line.

For example, you can create rules to block all mails from a specific mail server, allow all mails from a specific sender
to a specific recipient, forward all mails containing a specific text string in the subject line and so on.

Open the 'Create Rule' interface
« In the left-hand menu, click 'Domain Rules' > 'Create Rule'
»  The 'Create Rule' interface will open:

HERALE TS Crasts fuls

Create rule © Heip

o atd @ Eat | [ Delete £ * Rafresh
£ Faes

1] Rubs type Sender Rocipsant Receved from Recered by Subject Forward 1o Craated Date Suspicious altacian

FORWARD useZ@gmaicom  uger] . . user 3ggmail com Ir _| i
7 BLACKUST testuser?20@gmails userl 'I_,
| WHITELEST anybody@® com T 19216211 . Good mail I
1 (g Perpmge 15 w

Column Header Description

Rule Type Whether the rule is for blacklisting, whitelisting or forwarding.
Sender The sender whose mails will be intercepted by the rule.
Recipient The recipient whose mails will be intercepted by the rule.
Received from External mail server that sent the mail.
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Received by Mail server which received the mail.
Subject Mails containing the subject line in this column will be intercepted by the rule.
Forward to The email address to which mails satisfying the conditions are forwarded. This column

only applies only to 'Forward' rules.

Created date The date and time the rule was added

Suspicious attachment Whether or not the rule should apply only to mails containing suspicious attachments

»  Click any column header to sort rules in the ascending/descending order of the entries in that column. Does
not apply to the 'Suspicious attachment' column header.

Use filters to search rules
»  Click anywhere on the 'Filters' stripe to open the filters area.

@ Filters

+ Sender w | containg w | gabrigl Apply filter
== |Subject w | contains | saviour

== Rule type w  |eguals s | |BLACKLIST W

«  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

«  Click ‘Apply Filter'.
You can filter results by the following parameters:
* Rule Type — Select the rule type (column 3) and the condition in column 2.
« Sender - Type the sender's email address in the text box (column 3) and select the condition in column 2
. 2Recipient - Type the recipient's email address in the text box (column 3) and select the condition in column

» Received from - Type the hostname or IP address of external mail server in the text box (column 3) and
select the condition in column 2

» Received by - Type the hostname or IP address of internal mail server in the text box (column 3) and select
the condition in column 2.

*  Subject — Enter mail subject in the text box (column 3) and select the condition in column 2
»  Forward to - Type the forward email address in the text box (column 3) and select the condition column 2

»  Suspicious attachment rule - Filter suspicious attachment rules based on their enabled / disabled
statuses

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .
Create a new mail filter rule

«  Click the 'Add' button.

+  This will open the 'Add blacklist rule' dialog:
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Dashboard / Domains / Domain dashboard - demo.das. comodo.od.ua f Create rule

Create rule

¥ edit [ Delete

[[] Ruledy Recipient Received from Received by Subiect

O Suspicious attachment rule

Rule type BLACKLIST

Sender:

Recipient:

Received from:

Received by:

Subject:

m‘ Cancel |

» Suspicious attachment rule:
+ By default, all mails containing suspicious attachments will be quarantined by CSEG.

«  A'Suspicious attachment rule' lets you define specific actions if a malicious attachment is
found in a mail.

»  For example, you may want mails with a suspicious attachment from a specific sender,
addressed to a particular recipient to be forwarded to a certain email address.

» Note. Enabling 'Suspicious attachment rule' means the rule only applies to mails which meet
your conditions AND contain a suspicious attachment. It will not intercept mails which meet
the conditions but do not contain a suspicious attachment.

* Rule type - Select the rule type. The available options are:

»  BLACKLIST - All mails with fields satisfying the parameters entered in the options below, will
be blocked.

«  WHITELIST - All mails with fields satisfying the parameters entered in the options below, will
be passed without security checks.

« FORWARD - All mails with fields satisfying the parameters entered in the options below, will
be forwarded to the email address entered in the 'Forward email' field.

» Sender - Enter the email address of the sender, mails sent by whom are to be intercepted by the
rule. You can use wildcard characters (*, ?) to enter username/domain name in part, so that all
mails containing sender address with partial text entered in this field will be intercepted. For
example, entering *@hell.com' intercepts mails from all users from the domain name 'hell.com’,
entering 'evilspirit@*, processes all mails with sender name "evilspirit' from any domain and
entering *@* intercepts all the mails with parameters entered in the fields below.
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« Recipient - Enter the username part of the email address of the recipient, mails sent to whom are
to be intercepted by the rule. The domain name part will be auto-populated with the domain name
from which the rule is created. You can use wildcard characters (*, ?) to enter username in part, so
that all mails containing ‘To' address with partial text entered in this field will be intercepted.

» Received from - Enter the hostname or IP address of the external mail server, mails sent from
which, are to be intercepted by the rule. You can use wildcard characters (*, ?) to enter server
name in part. For example, entering 'mailxxx* will intercept all mails that contain "mailxxx" in part
in the 'Received From' field of the mail header. To specify all sender mail servers, enter just the
wildcard character.

- Received by - Enter the primary relay of the sending server or the MTA, mails sent through which,
are to be intercepted by the rule. You can use wildcard characters (*, ?) to enter server name in
part. For example, entering ‘'mailyyy* will intercept all mails that contain "mailyyy" in part in the
'Received By' field of the mail header. To specify all mail servers, enter just the wildcard character.

»  Subject - Enter keywords that you want the rule to search for in the subject lines of emails. The
rule will apply if any of these words are found. Please note the search sub-string may match
values in the middle of the word. Leading and trailing spaces will be trimmed.

»  Forward email - This field is available only for 'FORWARD' rule. Enter the email address to which
the emails containing values in the email header as configured in the fields above are to be
forwarded.

»  Click 'Save' to add the rule to the list of rules.

W AL | i help

Successfully saved %]

Editarule

+  Select the rule to be edited and click the 'Edit' button from the top.
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wiedle jule
Delete
[C] Rfile type | Sender Recipient Received from Received by*  Subject Forward to
[ FLACKLIST | mmoxford@yal * & £
Fed i
HITELIST | michel@heaver * " * EEE
arriving
[F] WHITELIST | gabriel@fairyla * mail fairvlgade* Saviour is born

Edit filter rule
[l Suspicious attachment rule
Rule type WHITELIST
Sender: michel @ heaven.com
Recipient: @
Received from:

Received by:

Subject: Redeemeris arriving

Save | Cancel ‘

The 'Edit filter rule’ dialog will appear for the rule. This dialog is similar to the 'Add rule’ dialog. For descriptions of the
options in this dialog, please see the explanation above.

+  Edit the values in the fields as required and click 'Save'.
Remove a rule

«  Select the rule you want to remove and click the 'Delete’ button.
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Daszhbeard / Demains / Demain dashboard - docteamecasg.comedo.od.ua / Create rule

Create rule

[[] Ry type Sender Recipient Received froim Received by Subject Forward to

LACKLIST mmoxford@ygl * = o

Remove rules

@ Are you sure you want to remove selected rule?

A confirmation dialog will appear.
«  Click 'OK" to remove the rule.

TLD and gTLD Rules

*  You can allow or deny mails based on the top level domain (TLD) of the external mail server.
» By default, CSEG accepts mails from all TLD names.
»  You can also add custom TLDs from which you want to allow/block mail.
Open the TLD interface
+  Click 'Domain Rules' > TLD & gTLD Rules":
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Dashbeard / Domaing / Domain dashboard - demo.das.comode.od.ua / Accepted domains
Accepted domains
== Add
Australasia/P: ] Asia Europe/Atiant [¥] Africa/Middle [¥] Americas/Car []gTLD A-C gTLD D-H gTLD I-Q gTLD cRT gTLD U-Z
7
Micx #lp [#icH [¥lyoBURG ¥ [¥lassociATES  WIDENTAL TERN aTionaL UREPAIR [#iLLas
%y #mn ¥k #sc Fivs [#leanD bieiTAL [kaurFen [¥IRESTAURANT [#VOTING
Flicrwi #Iinacova &y vt #nve #BarGaINS  WIDIRECTORY  [MKITCHEN #IrReviEWS #wans
“Inu [#lrokvo #er #he [lcounTryY Wlepbucation  #ieeT [#IsarL #win
Minz #rw [¥HAMBURG Mus ¥Igio MIEMAIL MLire [WlscHooL [WINE
¥IPH #lis #vc #laLack MIENGINEERING [FILIMO [¥IservicES [WwoRLD
Flpw iy [#vegas [#leLackFRIDAY MIENTERPRISES [ILINK #sexy Fwtr
Vs &l #souTigue  IESTATE #lLoan [#IsHoES #lvoGa
WIsYDNEY #Lonpon @suiLp WIEvENTS #lLoans #sHow [@zone
ViTK by VIBUILDERS VIEXCHANGE  [FloL VISINGLES

« 'Accepted domains' shows TLDs according to location, and gTLDs by alphabetical grouping. These
categories are shown in the column headers and are known as 'Rule Groups'.

« Al TLDs are enabled (accepted) by default.

*  You can disable TLDs/gTLDs from which you do not want to accept mail.
The interface also allows you to:

+ Add new custom TLDs

» Configure TLD based mail filtering
Add a new custom TLD

»  Click 'Add' from the Accepted domains interface

Daszhboard f Doemains f Domain daghboard - demo.das. comedo.od.ua f Accepted domains

Accepted domains

[¥] Australasia/P: [¥] Asia Europe/Atlant [¥] Africa/Middle [¥] Americas/Car [V gTL
Mcx P McH [¥]J0BURG e VAs

FINy Add filter rule
2%

Rule group

Domain suifix:

The 'Add filter rule dialog" will appear.
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«  Choose the category from the 'Rule group' drop-down
+  Enter the TLD name, without the "." prefix, in the 'Domain suffix' text field
+  Click 'Save' to add the TLD to the list

«  To allow mail from mail servers with the new TLD, leave it selected
»  To block the mails from the mail servers with the new TLD, de-select it.
Configure TLD based mail filter

»  Deselect TLDs from which you want to block mail. Enable TLDs from which you want to accept mail.
Recipient Whitelist
Since all filtering for whitelisted recipients is disabled, we recommend you use this option only in special
circumstances. For example - abuse@domain.com and postmaster@domain.com
The recipient whitelist interface lets you:

*  Add users to recipient whitelist

»  Export the list to CSV file for use in future

* Remove users from recipient whitelist

» Reset the list - Delete all whitelisted recipients except the default recipients by clicking the 'Reset to
default' button

Configure recipient whitelist
+  Click 'Domain Rules' > 'Recipient whitelist' in the left-hand menu.
L domseas e phesti oDy

Dsahosrd § (oraing § Doman seshbeand - Bgupsis mi ¢ Recpien| whissinl

Recipient whitelist © hew

o= sad | [ Dsiete | %y Resetiodefault | (3 Espertta CEvEe ¢y impont bom CSV fie % Ramesh
£ Fen
Recipient Craated Date
| abeiseiyatpala. i
| postmastengityaspala m
wserl@ityaspala m 20200514 13:18:35
U " [1-313) Perpage (15w
5] Account management pl Hewing Troubie? Support ie here to R, GO MEEURDOMGCOMO30 COm oF review the AGmIn guige

By default, the selected domain will have ‘abuse’ and ‘postmaster' as whitelisted recipients.
+  Recipient — Whitelisted recipients’ mail address
« Created date — Date and time the user was added

Add Users to Recipient List

You can add recipients to the whitelist in the following ways:
» Manually add recipients
« Import recipients from a CSV file
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Manually add recipients
+  Click 'Domain Rules' > 'Recipient whitelist' in the left-hand menu.
+  Click 'Add' to add a new user to the list

The 'Add' dialog opens:

Recipient whitelist

@ lilyaspala.ml

m | Cancel |

+  Enter the recipient's name in the 'E-mail' text field and click the 'Save" button.

« Toadd a particular set of recipients to the whitelist, prefix or suffix the wildcard * in the E-mail text field. For
example, enter *.stores for all the recipients in stores department to be whitelisted.

« To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and click the 'Save' button.
Now all the recipients in that domain will be whitelisted.

The recipient's name is added to the list.

Dashboard / Domaing / Domain dashboard - ihaspala ml f Recipient whitelist
Recipient whitelist © Heio
o aga | ] Delete | ¥y Resetio getautt (¥ Exportto CSVfile (¥ Importfrom CSV fle £ Refresh |
&3 Fiters
7] Recipient Created Date

[ abuse@ilyaspala mi
[F] postmaster@ityaspata.mi

[ user @ilyaspala.mi 2020-05-14 13:16:35
[ user2@iyaspaka.mi 2020-05-14 13:21:09

1 i1 [1=414] Perpage |15 w

Import users from CSV file

Administrators can import many users to the recipient whitelist from a .csv file. Specify users in separate lines. See
example below:

userl@testdomain.com

user2@testdomain.com
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user3@testdomain.com
+  Click the 'Import from CSV file' button
The 'Upload' dialog opens:

4

Recipient whitelist

Updoad

Upload csv file.
Each line should contain the full e-mail

For exampie:

testuser] @1@-9‘150!\’13 n
l?shser?@wsidoma-n

12 e

»  Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open’ button. The
maximum size of the file that can be uploaded is 9 MB.

The upload is placed in import tasks queue and the progress is shown.
Remove the upload from the queue

»  Click the 'Remove import task' button. If the task is in progress, 'Remove import task' deletes only the
remaining part of the task.

Deshboard / Domains / Domain dashboard - dvaspala mi £ Recipent whibelst

Recipient whitelist © Heip

Import (5 in process. Please wait ﬁ

o 4dd Eﬂ Delete ¥y Reset to default Remove import task [ﬁ Exportto C3V file | £ Refresh

£ riters

[} Reciplent Created Date

[[] abuse@ityaspala.mi

| postmaster@ilyaspala.mi

| user@ilyaspala m 20200514 13:16:35
| user2@ityaspala mi 2020:05-1413:31:09
1 " [1-414] Perpage |15 R

On completion of the upload process, the users are imported and added to the list:
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Dashboard f Domaing £ Domain dashboard - fyaspals. ml f Recipient whitefist
Recipient whitelist Help
Total lines processed 6 E3
Impored 6 user(s) (x|
Impaort for domain ilyaspala mi has been finished [ |
o #da | [ Detete | %y Resettodetautt | () Exportto CSVile | ¢ Importirom CSV file | £3 Refresh
&) Fitters
Recipient Created Date

| abuse@ilyaspala ml

I| postmaster@ilyaspala.ml

| useri@ilyaspalam 2020-05-14 13:16:35
I user2@ilyaspala.mi 2020-05-14 13:31:09
| userd@ilyaspala.m 2020-05-14 14:08:53
| userdm@ilyaspala.m 2020-05-14 14:08:53

The administrator who carried out the task receives a notification about the import task completion.
Export the Recipient Whitelist to CSV file

You can save the configured recipient whitelist by exporting it as a CSV file. If required in future, administrators can
import users from the csv file (for example, for a new account or after a reset).

Export the list
»  Click the 'Export to CSV file' button to save the list of whitelisted recipients as a CSV file
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Dashbeard / Domaing / Domain daghboard - deme.das. comode.od.ua f Recipient whitelist

(9 Exportto CSV file

Recipient whitelist

o Add | [ Delete %) Resetto default

0 Filters

Ew] Import from

- -

-
] Cpening RecipientWhitelist_demo.das.comodo.od.ua.csy g
[a You have chosen to open:

Oe || RecipientWhitelist_demo.das.comodo.od.ua.csv

Elu

which is: Text Document
from: https://dome.das.comodo.od.ua:8080

What should Firefox do with this file?

(") Dpenwith |Motepad (default) -

@ Save File

[] Do this automatically for files like this from now on.

[ QK ]| Cancel |

Afile download dialog is displayed.
»  Click 'OK' to save the file in your system.
Delete Users from the Recipient Whitelist

«  Select the recipient from the list and click the 'Delete' button
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Daszhbeard f Domaing f Domain daghboard - demo.das. comode.od.ua f Recipient whitelist

Recipient whitelist

o Add (T Delete ) ¥y Resetto default (% Exportto CSVfile (%) Importfrom
€) Fitters
[] Recipient

Remove recipient(s)

@= Are you sure you want to remove the selected
@ recipient(s)?

user2@demo

»  Click 'OK"to confirm your changes.

Sender Whitelist

« Allfiltering is disabled on mail sent by white-listed senders to recipients at the selected domain.

«  The only exception is that mail from a white-listed sender which contains a suspicious attachment will still

be blocked UNLESS the 'Suspicious attachment rule' is enabled. This may seem counter-intuitive on first
reading.

«  The following table shows how the 'Suspicious Attachment' option affects a sender white-list rule:

Suspicious Attachment option Suspicious file detected? White-listing applied?
Rule Type 1 |Enabled Yes Yes
No Yes
Rule Type 2 |Disabled Yes No
No Yes

« Use Type 1 if you want all mails from a sender to be whitelisted and received, including those that contain
suspicious attachments.

«  Use Type 2 if you want to white-list all mails from a sender except those that contain suspicious
attachments.

See the Rules section if you need more details.

Comodo strongly recommends white-listing a sender only when the system wrongly blocks emails from a trusted

sender. White-listing a sender over-rules 'Blacklist senders per user'. See Blacklist Senders Per User for more
details.

« Add users to Sender whitelist
»  Export the list to CSV file for use in future
» Remove users from Sender whitelist

» Reset the list - Delete all whitelisted senders and make the list empty by clicking the 'Reset to default’
button
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Configure sender whitelist

«  Click 'Domain Rules' > 'Sender Whitelist' in the left-hand menu.
The 'Sender whitelist' interface of the selected domain opens:

SECURE EMAIL
GATEWAY

I dumeasmspleslErom

Dashineand f Domans § Tomain Sashbcard - #iascain mi ) Sender ahaeis

Sender whitelist @ Hew
dashboard |
e b o aa0 ] Detetn - %y Resetm ceraum | (Y Expotocsvie gy imponmom cEvme i} Astesh
) mncoming
0 Filters
7] Sender Created Daie
biss@star com 200514 147259
_| trusimegohaaven com 2020-065-14 T4-72:09
1 " Perpepe 15 | a
r=:| Accounl management Hizrving Trowlie? Support i3 here 1o help, SOMe SURROME@COM J0.Com of feview the AJmin quda

»  Sender — Whitelisted sender email address
« Created date — Date and time the sender was added

Add Users to Sender Whitelist
You can add recipients to a white list in two ways:

* Manually add senders
» Import senders from a CSV file
Manually add senders
»  Click 'Add' to open the add whitelisted sender dialog:

@

»  Enter the sender name in the 'E-mail' text-box and sender's email domain name after the @ symbol and
click the 'Save' button. Repeat the process to add more whitelisted senders.

+ Toadd a particular set of senders to whitelist, prefix or suffix the wildcard character * in the 'E-mail' text field
and senders' email domain name after the @ symbol. For example, enter *.stores@domainname.com for
all the senders in stores to be whitelisted.

- To add a specific username from any mail domain to the whitelist, enter the username in the mail text field
and the wildcard character * after the @ symbol. For example, enter john@* for whitelisting the username
'john’ with any email domain name.
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« Toadd a set of users or specific username from any email domain with a specific top level domain (TLD)
name like .com, .org, enter the wildcard character * or username in the Email text field and enter * followed
by the TLD after the @ symbol. For example, *@*.com' will whitelist all the senders from all the email
domains ending with '.com’.

«  To add a whole domain to whitelist, enter the wildcard character * in the E-mail text field and email domain
after the @ symbol and click the 'Save' button. Now all the senders with the entered domain name are
whitelisted.

The senders are added to the whitelist:

Caghboard / Doamaing / Domain daghboard - vaspala mi f Sender whitekst
Sender whitelist © Hep
o add [ Delete ) Resetto default (%) Exportto CSVfile | 1y Importfrom CSV file | £+ Refrash
£) Fitters
[ Sender Created Date
[ bliss@star com 2020-05-14 14:22:59
] * stores@industry.com 2020-05-14 14:33:51
[F] trustme@heaven.com 2020-05-14 14:22:09
1 I Perpage {15 £

Import senders to whitelist from CSV file

Administrators can import multiple senders from a .csv file. The senders' addresses should be saved in the following
format:

senderl@domainnamel.com
sender2@domainname2.com
sender3@domainname3.com
«  Click the 'Import from CSV file' to import senders to whitelist from a CSV file.

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 202



Creating Trust Online®

Comodo Secure Email Gateway MSPAdTnlnTstréto uide COMODO

/

e /

Sender whitelist

Refresh

csv file.
Each line should contain the full e-maail

For example:

testuser] @testdomain
testuser2@testdomain

Perpage | 15 W

»  Click 'Upload', navigate to the location where the file is saved and click the ‘Open’ button. The maximum
size of the file that can be uploaded is 9 MB.

The upload is placed in import tasks queue and the progress of the upload is shown.
Remove the upload from the queue

«  Click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Dashboard / Domains f Domain dashboard - iyaspala ml / Sender whitelst

Sender whitelist & Hei
Import is in process. Please wait %]
o= Add ﬁ Delete | ¥y Resetto default 3¢ Remove import task ['_’] Export o GSV file 4t Refresh
£ Fiters

7 Sender Created Date
[ pliss@star.com 2020-05-14 14:22:59
[} * stores@industry.com bliss@star.com 2020-05-14 14:33:51
|21 trustme@heaven.com 2020-05-14 142209
1 i1 [1-3/3] Perpage (15 w

On completion of the upload process, the result is displayed.
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Dashboard / Domaing / Domain daghboard - ivaspala ml / Sender whitelst

Sender whitelist Help
Total lines processed 4 (%]
Imported 4 user(s) ﬂ
Import for domain ityaspala.ml has been finished E
o= Add ﬁ Delete = ¥y Resetto default i] Export fo CSV file t‘. Import from CSV file é;lETf_ESH

£ Fiters

[} Sender Created Date
] I:I:-c~i:_::-jr.-|'-:.r3m 2020-05-14 142259
senderl@domainnamel.com 2020-05-14 15:07:38
| senderZ@domainname2.org 2020-05-14 150739
[[] sender3@domainnamed.in 2020-05-14 15:07:39
_| senderd@domainnamed.us 2020-05-14 15:07:39
I * stores@industry com 2020-05-14 14:33:31
7| trustme@heaven.com 2020-05-14 14:22:09

1 'K [1-TI7] Perpage |15 w

The sender whietlist from .csv file is uploaded and the administrator who carried out the task receives a notification
about the import task completion.

Export the Sender Whitelist to CSV

«  Click 'Export to CSV file' to save the list of whitelisted senders as a CSV file
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Dashbosrd / Domains / Domain dashboard - iivasoals ml / Sender whitelist

Sender whitelist © Heip

*’ Export to CSV file

4

o add [ Delete = *y Resetto default 23 Import from CSV file £ * Refrasn

€ Fiters
You have chosen to open:
] Sender | SenderWhiteList_ilyaspala.ml.csv

which is: Test Document

[ sender! @domd
= from: hitps://domeasmsp.cdome.net

sender2@domsa

|| senderd@domi What should Firefox do with this file?
[ sen derd@domy Dgpaﬂ with | Motepad (default) v
" { @ 5aveFile

Perpage 15 w
oo this automatically for files like this from now on.

OK Cancel

Afile download dialog is displayed.
»  Click 'OK' to save the file in your system.
Delete Users from the Sender Whitelist

»  Click ‘Reset to default’ to remove all whitelisted senders
< Toremove particular sender(s) from the whitelist, select them from the list and click the 'Delete" button.

Dashboard / Domaing / Domain dashboard - iiyaspals mi / Sender whitelist
Sender whitelist B Help
o= Add 4y Resetto default (%) Exportto CSViile | (%) Importfrom CSVfile +_* Refresh

Remove sender(s)

o Fiiters

[ Sender

[F] sendes 1 @domainname.com n Cancel

[F] sender2@domainname2.org

= Are you sure you want to remove the selected
¥ sender(s)?

ender3@domainnamed.in 2020-05-14 151357
enderd@domainnamed.us 2020-05-14 15:13:58
1 1 [1-474] Perpage |15 | w

»  Click 'OK" to confirm your changes.
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Recipient Blacklist

»  CSEG will automatically block all emails to blacklisted recipients.

«  Blocked messages are not quarantined and legitimate SMTP mail servers will send a bounce message to
the sender.

Administrators can:

«  Add users to the recipient blacklist

»  Export the list to CSV file for use in future

« Remove users from recipient blacklist

* Reset the list - Remove all senders from the blacklist by clicking the 'Reset to default' button
Configure recipient blacklist

»  Click the 'Recipient blacklist' from the '‘Domain Rules' drop-down on the left
The 'Recipient blacklist' interface of the selected domain opens:

E' gﬁggﬁ,ii”‘“"' Quarantine: ¢ Releaserequests:0  Whitelistrequests 0 ERacklist requests: J. OO S mEgbest fy
[aghboprd / Domang f Domain dassboard - hraspak.mif Reciplent biackkst
{#) Dashboard REClplent biacklls-t © s
[:5:] =
ofs igd [ Deiste  #y Aesettodefaut (%) ExportinCSVAie gl Import from CSV file i Relresh
Iy Ouitan
(1) Oulgoing 0 =
IEI Email management
= Recipient Created Datg
serl @ilyaspala mi 2020-05-14 164901
1 userdiEilyacpala mi 2020-05-14 1649206
1 " Ferpage 15 | w

Having Trouble? Support i hise o help, domes upponSodmede Com of feview 1he AJmin guids

» Recipient — Blacklisted recipients’ mail address
- Created date — Date and time the user was added

Add Users to Recipient Blacklist
You can add recipients to the black list in the following ways:

»  Manually add the recipients

» Import recipient from a CSV file
Manually add recipients

+  Click 'Add' to add a new user to the list
The 'Add' dialog box opens:
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Dashboard / Domains f Doman dashbcard - #raspala mi / Recipent blackist

Recipient blacklist © Hei

m fd Delete #y Resettodefault | (33 ExporttoCSViile €Y Import from CSV file £ } Refresh

£ Fitters

[7] Recipient E-mail @ lilyaspala.ml

userl@ilyasg m Cancel

[[] user2@ilyas

1 1 Perpage 15 w

«  Enter the recipient name in the E-mail textbox and click the 'Save' button. Repeat the process to add more
recipients to blacklist.

- Toadd a particular set of recipients to blacklist, prefix or suffix the wildcard * in the 'E-mail' text field. For
example, enter *.stores for all the recipients in stores department to be blacklisted.

« To add a whole domain to blacklist, enter the wildcard * in the 'E-mail' text field and click the 'Save' button.
Now all the recipients in that domain are blacklisted.

Dashboard f Domains / Domain dashboard - iyvaspala ml f Recipent blackist

Recipient blacklist © el

o Add Delete | ¥y Resetto defaull | () Exportio CSVhile | 5 Importfrom CSV file | 1% Refresh
| €3 Fiters

[} Recipient Created Date

[ useri@ilvaspala.mi 2020-05-14 16:49:01

[7] userz@ilyaspala.mi 2020-05-14 16:49:06

[[] user3@ilyaspala.mi 2020-05-14 16:57.06

1 [1-313] Perpage |15 | v

The list of blacklisted recipients are displayed.
Import users to blacklist from CSV file
Administrators can import multiple users to the recipient blacklist from a .csv file. Specify users in separate lines. See
example below:
userl@testdomain.com
user2@testdomain.com
user3@testdomain.com
+  Click the 'Import from CSV file' button
The 'Upload' dialog opens:
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Dazhboard f Domaing / Domain dashboard - ivaspala ml f Recipient blacklist

Recipient blacklist © Hein

o add ] Delete | %y Resettodefaut % Exportto CSv i ) importirom CSV file | £ * Refresh

@ Fitters Upload

o Recipien® Each line should contain the full e-mail Apply filter

For example:

] Recipient § {estyser] @testdomain
testuser2@testdomain

[ userl@itya

[F] user2gityag
. Upload
[[] user3@ilyas

1 I [1-3/3] Perpage 15 | w

«  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum
size of the file that can be uploaded is 9 MB.

The upload is placed in import tasks queue and the progress of the upload is shown.
Remove the upload from the queue

+  Click the 'Remove import task' button. 'Remove import task' deletes only the remaining part of an 'in-
progress' task.

Dashboard f Domains / Domain dashboard - ivaspala mi f Recipient biackiist

Recipient blacklist € Hei
import is in process. Please wait
o Add  f[] Delete #y Resetto defaul #) Exportio CSV file +_* Refresh

) Fitters
= Recipient ~ | contains v Apply filter
] Recipient Created Date
] userl@ikyaspala.m 2020-05-14 16:49:M
[ user2@ilyaspala.m 2020-05-14 16:49:06
[ user3milyaspala.m 2020-05-14 16:57:06
1 11 [1-3713] Per page |15 w

On completion of the upload process, the result is displayed.
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Dashboard / Domans / Domain dashboard - Braspala mi / Recipient blacklist
Recipient blacklist Help
Total lines processed & B8
Importad 6 user(s) %]
Import for domain lyaspala.mil has been finished (%]
o 2dd [ Detete ) Resettodefault | (%) ExporttoCSVile (%) Import from CSV file {3 Refresh
£ Fiters
o Recipient v | contains v Apply filter
[7 Recipient Created Date
[ userl @ilyaspala.mi 2020-05-14 16:49:01
[F] user2@iyaspala.mi 2020-05-14 16:49:06
user3@iyaspala.mi 2020-05-14 16:57:06
ilvaspala.m 2020-05-14 171307

The recipient blacklist from .csv file are uploaded and the administrator who carried out the task receives a
notification about the import task completion.

Export the Recipient Blacklist to CSV file

Administrators can save the recipient blacklist by exporting it as a CSV file. If required in future, the administrator can
import the users from the csv file, for example for a new account or after a reset.

Export the list
+  Click the 'Export to CSV file' to save the list of blacklisted recipients as a CSV file
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Dashboard f Demains / Domain dashbeard - demo.das. comodo.od ua f Recipient blacklist

Recipient blacklist el

o Add [ Delete ¥y Resetto default ( (33 Exportto CSVfile) () Importfrom CSV file ‘ i Refresh |
€ Fitters
- ry | -
[F] Recip Opening RecipientBlackList_demo.das.comado.od.ua.csy 2|
black ou have chosen to open:
@ | Youh h p
[[] bob@d | RecipientBlacklist_demo.das.comodo.od.ua.csv
[F] duncar] which is: Text Document
[ jsmithg from: https://dome.das.comodo.od.ua:8080
[F] usersg What should Firefox do with this file?
) Openwith | Motepad (default) - Perpage |15 | v
1 @ Save File r
[] Do this automatically for files like this from now on.
o

Afile download dialog is displayed.
+  Click 'OK" to save the file in your system.
Delete Users from the Recipient Blacklist

»  Click ‘Reset to default’ to remove all blacklisted recipients
- Toremove recipient(s), select them from the list and click the 'Delete’ button

Dashbosrd f Domams f Doman dashboard - ivaspala.ml f Recipient blackist

Recipient blacklist

4y Resettodefault [5) Exportto CSVile () Importfrom CSV file £} Refresh

€3 Fiters

[} Recipient

Remove recipient(s)

.g' :,5 Are you sure you want to remove the selecled ate
!

! recipient(s}?

= =

B 16:49:01
16:49:06

pserd@ilyaspala. 1 16.57:06

[ useramilyaspala.mi
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+  Click 'OK" to confirm your changes.

The user(s) are removed from the blacklist and the mails addressed to them are allowed as per the existing filter
settings in CSEG.

Sender Blacklist

»  CSEG automatically blocks all emails from blacklisted senders.

»  Blocked messages are not quarantined and most mail servers will send a bounce message to the sender.
The sender blacklist interface allows admins to:

» Add users to sender blacklist

«  Export the list to CSV file for use in future

« Remove users from sender blacklist

* Reset the list - Delete all blacklisted senders and make the list empty by clicking the 'Reset to default’
button

Configure sender blacklist

«  Click the 'Sender blacklist' from the 'Domain Rules' drop-down on the left
The 'Sender blacklist' interface of the selected domain opens:

=iy SECURE EMAIL T T P e e P .
gt GATEWAY s o 4 i e . 5 .L domessmsptest yop
rastbsard J Dussans f Dimen Sashband - hacaEs = Sander biciist
Sender blacklist © e
o Add | [ Celate | *y Resetio detault ¢y Exporito GSV e | g import from G5V e % Refresn

Created Date

20000514 17:34 52

2000-05-14 17:33.52

1 IR} Perpage 15 e

Having Troubie? Suppart is here to help, domesup pofficomodo com or raview the Admn guigs

»  Sender - Blacklisted senders’ mail address
»  Created date — Date and time the sender was added

Adding Users to Senders Blacklist

You can add senders to black list in two ways:
+ Manually adding the senders
» Importing from a CSV file
Manually add senders
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«  Click 'Add' to add a new blacklisted sender
The 'Add' dialog box opens:

Dashboard f Domains f Domain dashboard - iyvaspals mi / Sander biackist

Sender blacklist @ Heip

(3 #g0) [ Deiete 4y Resettodetaut | (%) Exportto CSvile | () Importirom CSVfle £} Refresh

] judas@t

1 " Perpage |15 w

«  Enter the sender name in the 'E-mail' textbox and sender's email domain name after the @ symbol and
click the 'Save' button. Repeat the process to add more blacklisted senders.

- Toadd a particular set of senders to blacklist, prefix or suffix the wildcard character * in the 'E-mail' text field
and senders' email domain name after the @ symbol. For example, enter *.stores@domainname.com for
all the senders in stores department to be blacklisted.

« Toadd a specific username from any mail domain to the blacklist, enter the username in the mail text field
and the wildcard character * after the @ symbol. For example, enter john@* for blacklisting the username
'john’ with any email domain name.

« Toadd a set of users or specific username from any email domain with a specific top level domain (TLD)
name like .com, .org, enter the wildcard character * or username in the Email text field and enter * followed
by the TLD after the @ symbol. For example, *@*.com' will blacklist all the senders from all the email
domains ending with ".com'.

« To add a whole domain to blacklist, enter the wildcard character * in the E-mail text field and email domain
after the @ symbol and click the 'Save' button. Now all the senders with the entered domain name are
blacklisted.

The list of blacklisted senders are displayed.

Dashboard / Domains f Domain dashboard - draspals ml f Sender blacklist
Sender blacklist © Hei
o 2dd | [ Delete %y Resettodetaut %) ExporttoCSVile | ) Importfrom CSV file | £2 Refresh
&3 Fiters
] Sender Created Date
[ cheat@greedy.com 2020-05-14 17:51:01
[ hacker@hellboy. com 20200514 17:34:52
[ judas@trustmenot.com 2020-05-14 17-33:52
1 i1 Perpage 15 W
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Import senders to blacklist from CSV file

Administrators can import many senders from a file to sender blacklist at a time. The senders' address should be
saved in the format shown below as an example:
senderl@domainnamel.com
sender2@domainname2.com
sender3@domainname3.com
«  Click the 'Import from CSV file' to add blacklist senders in bulk.

Dashboard f Domains f Domain dashboard - ilvaspala.mi f Sender blackist
Sender blacklist © Hen

i Import from CSV file +_¥ Refresh

£ Exportto CSV file

o acd [ Delete

¥ Resetlo default

€ Fitters

[F] Semder

Upload csv file.
Each line showld contain the Tull e-mail

For example-

testuser] @testdomain
testuserd @testdomain

I7] cheat@ord
7] hacker@h

[ judasg@ine

Upload
Perpage |15 |w

1

»  Click 'Upload', navigate to the location where the file is saved and click the ‘Open’ button. The maximum
size of the file that can be uploaded is 9 MB.

The upload is placed in import tasks queue and the progress of the upload is shown.
Remove the upload from the queue

»  Click the 'Remove import task' button. The 'Remove import task' deletes only the remaining part of not
imported task.

Dashboard f Domains / Domain dashboard - ivaspala mi f Sender blackiist

Sender blacklist © Heip

Import is in process. Please wail B

o= add []] Delete %y Resetto defau Remove importtask) (3] Exportto CSVfile +_* Refresh

&3 Fitters
[ Sendar Created Date
7] cheat@greedy.com 2020-05-14 17:51:.01
T hacker@heliboy.com 2020-05-14 17:34:52
7] judas@trustmenot com 2020-05-14 17:33:52
1 11 [1-373] Perpage (15 |w
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On completion of the upload process, the result is displayed.

Dashboard / Domaing / Domain dashboard - vaspals.ml f Sender blacklist

Sender blacklist Help
Total lines processed 4 5 |
Imported 4 user(s) B
Impert for domain ilyaspala.ml has been finished (%]
o 4dd [ Delete  *) Resettodefault (%) ExportioCSVle | (%3 Import from CSV fle £ % Refresh
@ Filters
7] Sender Created Date
£ cheat@greedy.com 2020-05-14 17:51:01

| hacker@heliboy.com 20200514 17:34:52
] jugas@trustmenat.com 20200514 17:33:52
| sender1@domainname.com 20200514 1811:27
] sender2@domainname2.ong 2020-05-14 181127
| sender3@domainname3.in 2020-05-14 18:11:27
| senderd@oomainnamed.us 20200514 1811:27

1 I [1-7iT] Per page |15 L

The sender blacklist from .csv file is uploaded and the administrator who carried out the task receives a notification
about the import task completion.

Export the Sender Blacklist to CSV file

The administrator can save the configured sender blacklist by exporting it as a CSV file. If required in future, the
administrator can import the users from the csv file, for example for a new account or after a reset.

Export the list
+  Click the 'Export to CSV file' to save the list of blacklisted senders as a CSV file

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 214



Creating Trust Online®

Comodo Secure Email Gateway M§_E__...-..-Adr‘ﬁ'iﬁi'é__t’r_z;{o‘ Guide COMODO

/
/

{

Dashboard f Domaing / Domain dashboard - deme.das.comedo.od.ua f Sender blacklist

Sender blacklist Help

#3 Import from CSV file |D Refresh |

%) Exportta CSV file

of 4dd [ Delete 9y Resetto default
) Fitters

[ SEHJDpening SenderBlacklist_demo.das.comodo.cd.ua.csy g

|
] brutusi You have chosen to open:

[ cheng@l | SenderBlackList_demo.das.comodo.od.ua.csv

[T lizadoi which is: Text Document
from: https://dome.das.comodo.od. ua:B080

[C] penny :

. ) AP
F smithd What should Firefox do with this file?
] testust ) Openwith | Notepad (default) -
[O] testust @) Save File
[ testus| [] Do this autormatically for files like this from now on.

Perpage |15 w
-

| ook || coneel |

Afile download dialog is displayed.
+  Click 'OK" to save the file in your system.
Delete Users from the Sender Blacklist

»  Click ‘Reset to default’ to remove all blacklisted senders
- Toremove sender(s), select them from the list and click the 'Delete’ button.
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Deshboard / Domaing / Domain dashboard - ivazpata mi f Sender blackist

Sender blacklist © Hebp

%y Reseltodefault | (3] Exportto CSVfile | (33 Importfrom CSV file | 4% Refresh

€ Fiters

| Sender

Created Date
Remove sender{s) el 14 17:51:01
== Are you sure you want to remove the selected 14 17:34:52
@ IR 1417:33:52
7| senderi@dom L1418:11:27
| sender2@dom 14 18:11:27

| sendar3d@domainname.in M0-05-14 181127

+  Click 'OK" to confirm your changes.

The sender(s) are removed from the blacklist. The emails from the senders are allowed as per the existing filter
settings in CSEG.

Whitelist Senders Per User
- Admins can permit certain senders for specific recipients - even if those senders are blacklisted elsewhere
for other users.

»  Senders can be manually whitelisted for a specific recipient, or can be imported from .csv. They can also be
added after a user request.

« Allfiltering is disabled for whitelisted senders to specific recipients

«  Comodo strongly recommends you only use this option after analyzing the request is genuine and
warranted.

Configure sender whitelist per user

«  Click 'Domain Rules' > 'Whitelist senders per user' in the left-hand menu.
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€7 Dashboard

@ Domain dashboard

) Incoming
1y outgoing
E] Email management
[Z8 Audit log

%% Domain Rules

Create rule

TLD &gTLD Rules
Recipient whitelist
Sender whitelist

Recipient blacklist
Sender blacklist

® Whitelist senders per user

Blacklist senders per user

The 'Whitelist senders per user' interface opens:

Dashboard f Domains f Domain dashboard - ilyaspals ml f Whitelist sanders per user

Whitelist senders per user @ Hep
o Add [ Detete | (@) imponfromCSviile g% Exportto CSV file {73 Refresh ]

&) Fitters

[l Sender Recipient Created Date
[ mary@heaven.com user? 20200515 10:281
B john@believene com userl 2020-051510:27:38
1 T Perpage 15 v

«  Sender — Whitelisted sender’s email address
- Recipient — User name of the recipient
« Created date — Date and time the whitelist sender was added
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From this interface administrators can:

« Add senders to whitelist per user
»  Export the list to CSV file for use in future

Remove senders from Whitelist senders per user list

Add Senders to Whitelist Per User

You can add senders to whitelist in the following ways:
« Manually add senders
« Import senders from a CSV file
+ Add from a 'Whitelist request' from a user
Manually add senders

Administrators can manually specify the whitelisted sender and corresponding recipient as follows:
+  Click the 'Add' button

The 'Add sender' dialog box opens:
Daghboard / Domaing / Domain dashbogrd - ivaspala ml/ Whitelst senders per user

Whitelist senders per user

m i Delete g%y importtrom CSVile | (%) Exportto CSV file 1% Refresh

'@' 30 Add sender

[7] Senfl Sender  |angel @ |stars.com d Date

Recipient. yzer3 15 10:28:01

o-1510:27°38

: Cancel i Perpage |15

W

Sender - Enter the sender's username in the first text box and sender's email domain name after the @
symbol.

Recipient - Enter the recipient's name in the first text box in the second row. Note: The recipient should be
a valid user.

Click 'Save' button. Repeat the process to add more whitelisted senders for the user.
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Dashboard f Domains / Doman dashboard - ilvaspala mil f Whitelist senders per user
Whitelist senders per user © Hew
ofe Add | [0 Delete (@) ImportfromCSViile (% Exportto CSVfile £ % Refresh
| € Fiters
[F] Sender Recipient Created Date
[l mary@heaven com user? 20200515 10:28:01
[ john@belisverne.com userl 20200515 10:27:38
[£] angel@stars.com user2 20200515 10:50:42
1 'k Perpage 15 | w

Import senders from a CSV file

Administrators can import multiple senders at a time from a comma separated value (CSV) file to sender whitelist per
user. The list of whitelisted senders and respective recipients are created using notepad or a speadsheet application
like MS Excel or OpenOffice Calc and saved in .csv format. Each line in the .csv file should contain the sender's
email address and the username of the recipient or sender's email address and the recipient's email address,
separated by a comma. An example is shown below:

senderl@anydomain.com, recipientl
sender2@anydomain.com, recipient2@domain.com
sender3@somedomain.com, recipient3
Import senders to whitelist from CSV file
Click the 'Import from CSV file' from the "Whitelist senders per user' interface.
The 'Upload' dialog appears:

Dashbogrd J Domainsg / Domain dashboard - ivazpaks mi / Whitelist senders per user

Whitelist senders per user € Helo

o add [ Deletd_@) importtrom CSVfile % Exportto CSVfile .} Refresh |

Each line should contain two columns: senderusemame Created Date

For example: 020-0515 10:28:01
sender@anrdomam.cﬂ-m, recipient }020-05-1510:27:38
senden@anydomain.com, recipient@domain.com 2020-05-15 10:50:42

Perpage 15 |w

Upload

«  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum
size of the file that can be uploaded is 9 MB.
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The upload is placed in import tasks queue and the progress of the upload is displayed. If you want to remove the
upload from the queue, click the ‘Cancel import from the CSV file' button. The ‘Cancel import from the CSV file'
deletes only the remaining part of not imported task.

Dashboard f Domains f Domain daghboard - ilvaspala ml f Whitefist senders per user

Whitelist senders per user

Help
Imporn is in process. Please wail E
+ Add ﬁ Delete Cancel import from CSV filé E‘_ﬂ] Export to CSV file E Refresh
@ Fiters
[ Sender Recipient Created Date
] mary@heaven.com user? 2020-051510:28:01
[ iohn@believermse com user] 20200515 10:27:38
[F] angel@stars.com user2 2020-05-15 10:50:42
1 K [1-3/3]

Perpage |15 w

On completion of the upload process, the result is displayed.

Cazsheoard / Domains f Domain dashboard - ivaspaia.mlf Whitelst senders per user

Whitelist senders per user

& Hep
Total lines processed 6 B8
Imported 4 senders as whitelisted %]
Import for domain ilvaspala.mi has been finished ﬂ
o= add | [ Delete (2 importfrom CSVfile | 1) Exportto CSVfile +_* Refresh

&3 Finers
™ Sender Recipient Created Date
senderd@domainnamed us userl

2020-05-15 12:29:47

The sender whitelist per user from the CSV file is uploaded and the administrator who carried out the task receives a
notification about the import task completion.
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Add from Whitelist requests from users

The administrator can add senders to whitelist based on the requests of the users. See Email Management >
Whitelisted Requests for more details.

Export the Whitelist senders per user list to CSV file
The administrator can save the whitelist senders per user list by exporting it as a CSV file. If required in future, the
administrator can import the users from the file, for example for a new account or after a reset.

Export the list
«  Click the 'Export to CSV file' button to save the list

Dashboard / Domains / Doman deshboard - ilvaspala mi f Whitelist senders per user

Whitelist senders per user & Heip

+_* Refresh

o Add [ Delete % Importirom csv il (% Exportto CSVfile

Opening SenderPerUserWhitelist_ilyaspala.ml.csv e x|

£3 Fit l

You have chosen to open: !

| seil || SenderPerUserWhitelist ilyaspala.mlcsv | Cronkid Dk
: i which iz Text Document 070-05-15 12-29-47
bl from: hitps://domeasmsp.cdome.net Sem i leend
| send i 2020-05-15 12:29:47
1 send  What should Firefox do with this file? | 2020-05-15 12:20:46
1send  OOpenwith | Notepad (default) bt ; 2020-0515 12:29:46
oy Ofveble - | 2200515102801
7] john [] Do this gutomatically for files like this from now on. ' 2020-05-1510:27:38
| angd | 2020-05-15 10:50:42
Cancel Perpage 15 |+
}

Afile download dialog is displayed.
« Click 'OK' to save the file.
Delete Senders from Whitelist

» To delete sender(s) from the whitelist, select the sender(s) from the list and click the 'Delete’ button.
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Daszhboard / Domaing / Demain dashboard - ilvaspala.ml / Whitelist senders per user

Whitelist senders per user
o= Add .

(&7 Importfrom CSVfile &) Exportto CSVfile

M Delete

@ Filters

[ Sender

Remove senders

@ Are you sure you want to remove selected
l@' senders?
sender3@q

i
sender2@d

[F] sender1 [@mdomainname1.com user?

senderd@qg

[F] mary@heaven.com user2

+  Click 'OK" in the confirmation dialog.

Blacklist Senders Per User

»  Allows admins to prevent certain senders from sending mail to specific users.

»  This feature is useful in scenarios where you want to allow mails from a particular sender to all users in the
domain but want to block the sender for a particular recipient in the domain.

+  Senders can be added manually, imported from a CSV file and from a user request.

Configure sender blacklist per user
»  Click 'Domain Rules' > 'Blacklist senders per user' in the left-hand menu:
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€7 Dashboard

@ Domain dashboard

Fﬁ Incoming

f—_T—‘l Quigoing

EI Email management

(& Auditlog

Domain Rules
Create rule
TLD &gTLD Rules
Recipient whitelist
Sender whitelist
Recipient blacklist

Sender blacklist

Whitelist senders peruser

B Blacklist senders per user

|
[t3 Account management

The 'Blacklist senders per user' interface opens:

Blacklist senders per user © Heio
o= add T Delete (23 importfrom CSVfile | (%) Exportto CSVfile ‘Q Refresh

[¥] Sender Recipient Created Date
7 judas@hell.com userl 2020-05-1513:10:48
E joker@darknight.com user2 2020-05-1513:11:116
1 11 Perpage |15 |w

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 223



Creating Trust Online®

Comodo Secure Email Gateway M§_E___...-.--Aﬁ‘r‘ﬁ'iﬁTéf&B[,,.Guide coM0oDO

: /
_.-"'/‘-- .“ill

»  Sender — Blackisted sender’s email address

+ Recipient — User name of the recipient

« Created date — Date and time the blacklist sender was added
From this interface you can:

» Add senders to blacklist per user
»  Export the list to CSV file for use in future
« Remove senders from blacklist senders per user list

Adding Senders to Blacklist Per User

You can add senders to blacklist in three ways:

* Manually add senders

« Import senders from a CSV file

« Add senders from Blacklist requests from users
Manually add senders

You can manually specify the senders to be blacklisted for specific recipients.
Manually add senders to blacklist per user basis

«  Click the 'Add" button
The 'Add sender’ dialog opens:

Dashboarg / Domeing / Domain dashbosrd - ivaspala ml / Blackist senders per user

Blacklist senders per user © Hep
m i Detete (%3 importfrom CSVfile (%) Exportto CSV file £} Refresh |
Add sender
Sender: || -2 S N i i
[ ated Date
Recipient: @
B ju 0-05-15 13:10:48

1 jo Fis 0-051513:11:16
m; Cancel

Perpage |15 W

«  Sender - Enter the sender's username in the first textbox and sender's email domain name after the @
symbol in the first row.

+  Recipient - Enter the recipient's username in the first text box in the second row. Note: The recipient should
be a valid user.

«  Click 'Save' button. Repeat the process to add more blacklisted senders for the user.
The list is updated and displayed:
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Dashboard / Domaing / Domain dashboard - #yaspala.ml / Blacklist senders per user
Blacklist senders per user © Help
o Add [ Delete ) importromCSVAile %) Exportto CSVile | £* Refresh |
€3 Fitters
[ Sender Recipient Created Date
| villian@nolgoodone.com user2 20200515 13:33:08
[[] pressler@joker.com userl 2020-05-15 13:34:07
[ judas@hell.com userl 2020-05-1513:10:48
[ jokerg@darknight.com usar? 2020-05-1513:11:16
1 1 [1-474&] Perpage |15 w

Import senders from a CSV file

Administrators can import multiple senders at a time from a comma separated values (CSV) file to sender blacklist
per user. The list of blacklisted senders and respective recipients can be created using notepad or a speadsheet
application like MS Excel or OpenOffice Calc and saved in .csv format. Each line in the .csv file should contain the
sender's email address and the username of the recipient or sender's email address and the recipient's email
address, separated by a comma. An example is shown below:

senderl@anydomain.com, recipientl
sender2@anydomain.com, recipient2@domain.com
sender3@somedomain.com, recipient3
Import senders to blacklist from a CSV file
Click the 'Import from CSV file' button from the 'Blacklist senders per user' interface.
The 'Upload' dialog appears:

Dashboard / Domains / Domain dashboard - #yaspala ml f Blacklist senders per user

Blacklist senders per user @ Hoi

&£ ™ Import from CSV file

£ Exportto CSV file |{* Refresh |

Each line should contain two columns: sender,username

For example:

Created Date

2020-05-1513:33.08

sender@anydomain com, recipient

2020-05-15 13:34:07
sender@anydomain.com, recipient@domain.com ol
2020-05-1513:10:48

Upload 20200515 13:11:16

Perpage 15 w
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+  Click 'Upload', navigate to the location where the CSV file is saved and click the 'Open’ button. The

maximum size of the file that can be uploaded is 9 MB.

The upload is placed in import tasks queue and the progress of the upload is displayed. If you want to remove the
upload from the queue, click the 'Cancel import from CSV file' button. The 'Cancel import from CSV file' deletes only

the remaining part of not imported task.

Dashboard / Domains / Domain dashboard -

ihvaspaka mil / Blacklist senders per user

Blacklist senders per user

Importis in process. Please wait

ofs add | DeteteTy¢ Cancelimportirom CSVHIE) (%) Exportto CSV file

€ Finers

] Sender
vililan ';1.:'n:r;nom ne.com
I pressler @joker.com
j.]ﬂﬂﬁ@‘!’!t—" |.com

[H jo ker@darknight.com

1 i1 [1-414]

Recipient
user?
user]
user

user2

On completion of the upload process, the result is displayed.

Created Date

2020-05-1513:3308
2020-05-15 13:34107
20200515 13:10:48

2020-05-15 131116

Per page 15 W

Tolal lines processed G

Imported 4 senders as blacklisted

£} Fitters

[] Semder

| villian@notgoodone com

al senderd@domainnamed. us

iashboard f Domains f Domain dashboard - ilvaspala ml f Biacklist senders per user

Blacklist senders per user

Import for domain ilyaspala.ml has been finished

o acd [ Detete ¥ importfromcsviie | (# Exportto CSVfile

Recipient
user?

user]

Created Date

2020-05-15 13:33:08

2020-05-15 13:46:45

Help

The sender blacklist per user from the CSV file is uploaded and the administrator who carried out the task receives a
notification about the import task completion.
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Adding senders from Blacklist requests from users
The administrator can add senders to blacklist based on the requests of the users. See Email Management >
Blacklisted Requests for more details.

Export the blacklist senders per user list to a CSV file

The administrator can save the blacklist senders per user list by exporting it as a CSV file. If required in future, the
administrator can import the users from the csv file, for example for a new account or after a reset.
Export the list

»  Click the 'Export to CSV file' button

Dashboard / Domains f Domain dashboard - ilvaspals.m! £ Blacklst senders per user

Blacklist senders per user @ e

o Add Deletz | (33 Impon from t;svme £ Refresh |
=
Opening SenderPerllserBlackList_ilyaspala.ml.csv X
@ Filters
You have chosen to open:

] Sender | SenderPerUserBlacklist_ilyaspala.mlcsv rated Date

villian@notgood which is: Ted Document H0-05-15 13:33:08
— from: hitps://domeasmsp.cdome.net
i) SEIRIE A = = 00515 13:46:45
| sender3@domal What should Firefox do with this file? 0-0515 134645
[} sender2@doma OOpenwith [N d (default) z 0-05-15 13:46:45
[7] sender1@doma @ 'save File o ol e 1 100515 13:46:44
7] pressier@joker : : : : 0-0515 13:3407

stianh s [[] Do this automatically for files like this from now on. shasli :
[F] judasg@hell.com 10-05-15 13:10:48
_____ joker@darknigh iﬂ 0515 13:11:16

Cancel !
1 ! Perpage (156 | w

Afile download dialog is displayed.
»  Click 'OK' to save the file.
Delete Senders from the Blacklist

- To delete sender(s) from the blacklist, select them from the list and click the 'Delete’ button.

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 227



Creating Trust Online®

Comodo Secure Email Gateway M’___S_E_....-.--Adr‘ﬁ'iﬁTé__t—_r_z;{()’[_,-Guide coM0oDO

/

Pl /

Daszhboard / Demaing f Domain dashboard - ivaspala.ml / Blacklist senders per user

Blacklist senders per user

o add(_J Delete ) (¥ importfrom Csviile (3 Exportto CSV file

Cre
Gy = Are you sure you want to remove selected
- @senders?
[v] sende e
Sen ] o =T =
senderl@domainnamel.com user?
@
pressler@joker.com user
& ler@jok 1

+  Click 'OK" in the confirmation dialog.

6.5.7 Account Management

The 'Account Management' interface allows you to manage users for a selected domain. Admins can reset

passwords for users, allow or deny access to user accounts, import users from .csv file and import users from Active
Directory (AD) servers.

Administrators can also view users' login history. See User History for more details.
Click the following links for more details:

+ Users

» User auto-import

» Users history

+ Importing Users from LDAP

6.5.7.1 User Account Management

The 'Users' area lets you manage users for a selected domain. You can add/import users, delete users, edit user

accounts, reset passwords and configure user permissions. Admins can also configure email aliases from this
interface.
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Domain dashboard
Incoming
Outgoing

Email management

Audit log

= Domain Rules

Account management
B Llsers
Users auto-import
Users history
LDAP import configuration
LDAP import confirmation list

LDAP import ignore list

Click the following links for more details:
« Manage Users
» Add New Users
» Delete Users
« Edit Users
« Unlock Users
» Import Users from CSV
»  Export Users to CSV file
» Manage User Permissions
« Aliases
» Moving to Aliases
« Import Aliases from CSV
«  Forward mails to another user
«  Other actions
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Manage Users

«  Click 'Account management' on the left then click 'Users":

/) Dashboard

Domain dashboard

Incoming -
|

Outgoing

Email management

Audit log

Domain Rules

Account management

rs auto-import
s history

LDAP import configuration

LOAP import confirmation list

This open the 'Users' interface of the selected domain:

Daghbeard / Domaing / Domain dashboard - doclsamcas . comado od.ud f Usars

Users © Heip
| ofn add | I Delste #* Eat (T Uniock i} Refresh ‘
&) Filters

T usemame Enabled Last login Allases Group Forward to

[F] bob Yea 201506-29 DE:24:00 Power Users

[F] john Yes 207506-29 11:32-54 Users

] alice Yes Users

1 " [1-212] Perpage 15 |w

«  Click any column header to sort items in ascending/descending order of the entries in that column.
Sorting is not available for the 'Aliases' and 'Group' columns.
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Use filters to search for users

«  Click anywhere on the 'Filters' stripe to open the filters area:

Dashboard / Domaing / Domain dashboard - docteamcasg comodo od ua f Users

Users Help

e 4od | [T Deiete | @ Edt | D) Unlock EEEERIMERSY £} Refresh
@ Filtera

+ Usemame w conlaing v Apply filter

= v equals w [

Usermname

{ Enabled led
Last login |

5 Alias usamame

id Alias domain
Forward to

*! Group

Last login Aliases Group Forward to

Power Users

+  Choose the filter by which you want to search from the first drop-down, then a condition in the 2" text box.
Some filters have a third box for you to type a search string.

+  Click ‘Apply Filter'.
You can filter results by the following parameters:
« Username: Type a user name in the text box (column 3) and select a condition in column 2.
+ Enabled: Sort users by whether or not their account has been activated.
« Last Login: Sort users according to a specific login time. Choose the date ranges from the boxes provided.
«  Alias username: Search users by their email alias.
« Alias Domain: Search users by their domain alias.
»  Forward to: Search users by the address to which their mail is forwarded
Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .

Add a new user

e Click the 'Add' button.

Deshboard / Demains # Domain dashibosrd - docieamoasn comoso. od 18 / Users
Users © Heb
ﬁ Delete | & Edit uniock [ £3 Refresh
£ Finers
| Username Enabled Last login Akases Group Forward 1o
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This open the new user configuration screen:

New user

Username
John| @ |ilyaspala.ml

# Enabled

) Whitelist this email

#*| Send quarantine reports
#| Send invitation

) Non human

L Public email

Enable Containment EUSE domain settings (Enablé v

e [

« Username - Type the name of the new user. This forms the first part of their email address. For example, if
you type ‘alice’, the email address of the user will be 'alice@domainname.com'.

- Enabled - Clear this box to deny the new user access to CSEG. The email address will still work, they just
can't login to the CSEG interface to, for example, check their quarantined mail. You can enable the user
later if required.

You can choose to add the new user to Recipient Whitelist from this interface itself.

+  Select the checkbox beside the 'Whitelist email' to add the user to Recipient Whitelist.
Admins can also determine whether users get the reports or not. By default, it is enabled.

- Deselect the 'Send quarantine reports' box to disable this option.

»  Select the 'Send invitation' box to send an invitation mail to the email recipient address entered in the
‘Username’ text box.

The non-human and public email settings are simply markers which help Comodo to improve antispam rules and the
service in general. They let us see the volume and type of spam that these types of addresses attract. These
settings do not affect any technical operations, or the protection that is applied to the addresses.

Please help Comodo by telling us if the address is one, or both, of the following:
»  Non-human - A mailing list, or other non-personal email address. For example,
info@yourdomain.com or sales@yourdomain.com.

+  Public email - A contact address that you make freely available for people to contact you. You
might put this address on your website, twitter feed or Facebook page.

You can choose whether containment feature should be enabled / disabled for the user. This setting overrides the
containment settings configured for the domain.

- Enable - Attachments that have an unknown trust rating are run in a secure container when the
user opens them. This means the attachment cannot damage user's computer should it turn out to
be malicious.

« Disable - Files with an unknown trust rating run uncontained on user's computer.

»  Use domain settings (Enable) — Applies the default containment settings to the user. Default value
is 'Enabled’ for a domain.

«  Click the 'Save' button.
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Note: If the user is disabled and subscribed for periodical Quarantine Reports, the subscription will also be
canceled.

An email to the added user will be sent automatically containing password to access CSEG. The password can be
reset in the edit interface. The added user will be displayed in the list.

Dashtoard / Domains / Domain cashboand - decteamcasq comedo od ua f Usars

Users € Hep
o Add 0 Delete | @ Edit E. Linloci £} Refresh
€3 Filtens
[F] Usemame Enablad Last login Aliases Group Forward (o

alice Yes Jsers
bk Yea 2015-06-29 Da-24-00 Power Lsers john@docteameass. como
jahin Yes 2015-06-29 11:32:54 Users

1 " [1-313] Perpage |15 | w

Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of
users limit configured for the domain in the Add Domains / Edit Domains / Domain Settings interfaces. When
you exceed the limit of users, the following will be displayed while adding a new user.

Warning

(o ol cannot add more users a5 you have reached
d ¥\ your maximurm number of allowed users
]

To delete an existing user
+  Select the user you want to delete from the list and click the 'Delete’ button

Dpshboprd / Domains / Dempin dashboard - decheamcasg comodo od up f Users

€ Hep
2 en @ e Ty
Enabled Last login Aliases Group Forward to
s Lsers
Yes 201506-20 0B:24:00 Power Users johni@docteamcasg coma
Yes 32:54 Users
Yes Users
1 " [1=313] Perpage (15 |w
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+  Click 'OK" to confirm your changes.

Delete users

oz Are woud sure wou want to delete the selected
nsers?

The user(s) will be removed from the list.
To edit an existing user
You can select to allow or deny permission for the users to access their CSEG account in the edit interface as well
as enable or disable quarantine report generation for the user.
»  Select the user you want to edit from the list and click the 'Edit' button.

Dastboard / Domains / Domain dashboard - doctegmeasg compde pd.un f Users

Users © ven
o 2a0 | [ Detetel & £at | B Unlock £ ¥ Refrash
&3 Fitters

] Usemame Enabled Last login Aliases Group Forward to
Yes Lisers
Yes 201506-20 DE:24:00 Pawer Users john@docteamcasg como
Yes 201506-20 11:32:54 Users
Yes Users
1 " [1-3r3] Perpage 15 |w

The 'Edit user' dialog will appear.

Edit user henry@docteamcasg.comodo.od.ua

@

Enabled Whitelist this email Send quarantine reports

Save | Cancel

« Enabled - Allows the user to access the CSEG interface.
«  Whitelist email - Adds the user to the Recipient Whitelist.

» Disable 'Send quarantine reports' checkbox, if you do not want the user to get quarantine reports. By
default it is enabled.

«  Click the 'Save' button to confirm your changes.

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 234



Comodo Secure Email Gateway M’___S_E?,__...-.--Aﬁ‘r‘ﬁ'iﬁ’iré_t__rg{o‘_r

Guide CcoMODO
y / Creating Trust Online®

/

5 e ! “ill

Note: Any active subscriptions or scheduled reports for the user will be automatically canceled if access to CSEG is
disabled.

Unlock users

After 3 unsuccessful login attempts, CSEG will lock a user out of their account for 30 minutes. If required, you can
unlock these users immediately without waiting for the timeout to end.

Locked out users have a lock icon next to their names:

Dashboard / Domains / Domain dashboard - docteamcaeg comodo od.us f Usars
Users € Heip
I P R @ Ve actions 3 Retesn

£} Filters

Last login Ahases Group Forward to
Users
2015406-30 10:17:29 Power Users
hen No U
Johin Yes 2015406-30 10:27:45 Users

1 I [1-474] Perpage (15  |w

«  Select the locked user from the list and click the 'Unlock’ button.
»  Click ‘OK’ in the confirmation dialog:

Unlock users

nsers?

@ Areyou sure you want to unlock the selected

The user is now free to try to login again.

Import users from CSV file

You can add many new users at a time by importing from a file. The users should be saved in ‘comma separated
value' (CSV) as shown below:

usernamel,domainname,true

username2,domainname,false

«  Toimport new users from a CSV file click 'More actions' > 'Import from CSV file'
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Dazhboard f Domains / Domain dashboard - ivasoaia.mi f Users

Users &) Heip
o 4dd - [ Delete | #* Eat | ) Unlock QRINEELTIERSY £ ! Refresh
Enabie
Enalble by fler
&) Fiters
Send invitation
7] Usemame Enabled 1S5 Group Forward to
Regenerate password
] admin Yes 51@ilyaspala mi Domain Uiser
£ test Yes Mokaog pormiesin Damain Lisef

1 i [1-272] Alvace Perpage (15 |w
Mave o akases

Forward bo

Import afas from CEV file

Export to CSV file

The 'Upload' dialog will be displayed.

Upload csvfile.
Each line should contain three columns: username,domain,is user enahbled
or not

For example:

testuser, testdomain, true

IIpload

»  Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open’ button.
The upload progress will be displayed...

Dashboard f Domains / Domain dashboard - docleamcasg comode od ua f Users
Users © Habo
Impartis in process. Please wail ﬁ

.J‘ sdd I Delete _4“ Edit |_—':_'1l_ln:a-:f =B Refresh

...and when completed, the results will be displayed.
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Cashboard f Domans f Doman daghboand - docleamcas g comode od.ua / Userns

Users o
Imponad 1 user(s) | X]

1 users already exist x|
£ * Refresh

o a0l | T Detete | @ Eot (@) uniock [PEEEEIERE

£} Fihers

Usernama Enabled Last login Aliases Group Fonwand to

lice Yes Users
bob Yes 201506-30 10:17:29 Power Uisers

£ ] Users

oh Ye 201506-30 10:27:45 Users

amith Mo Users

1 i [1 51 Perpage 15 >

The administrator who carried out the task will receive a notification about the import task completion.

Dashboard / Domaing / Domain dashboard - docheameasg comodo od ua f Users
Users € Heip
Imported 1 user(s) [ x|
You cannof add more users as you have reached your mazmum number of allowed users by licanse limitation, 1 users were imported [ ]
o 20 [F Delete & B D Unlock £+ Refresh

Filters

Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of
users limit configured for the domain in the Add Domains / Edit Domains / Domain Settings interface. CSEG will
stop importing users after the number of users allowed for the account is reached and a warning will be displayed.

Export Users to CSV file

You can save the user list as a CSV file.
+  Click ‘More actions’ > ‘Export to CSV file’
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Dashboard / Domains / Domain dashboard - ivospala.mi f Users
Users Help

o 4dd | [ Delete  # Edt | (@ Unioo LT T D £} Refresh |
Enable
Enabile by fter

&5 Finers
Send invitalion

[ Ussrname Enabled 1585 Group Forward to
Ragensrale passw ond

agman Yes 51 @iyaspala m Dearnakn Liser

[BE Tt ¥ h

| test Yes anage permishns Domain Liser

A
Allzses Perpage |15 L
Mave to akases

Forward 1o

Impor alias from C3W file

Impot from C3Y file

T e

The file download dialog is displayed.

Opening userlist. SV >

You have chosen to open:
= userlist.CSV
which is: OpenOffice.org XML 1.0 Spreadsheet

from: https://domeasmsp.cdome.net

What should Firefox do with this file?
O Open with | OpenOffice Calc (default) o
@Eﬁave File

[] Do this automatically for files like this from now on.

QK Cancel

»  Click 'Open' to view the file with an appropriate application
»  Click 'OK' to save the file to your computer.

This file can be opened with Excel or Openoffice Calc.

Manage Permissions for users

«  Permissions determine what a user can and cannot do in the CSEG interface.

+ You can create policies which consist of a broad set of permissions, and assign them to users from this
interface. See User Groups & Permissions for help to create groups and policies.

«  New users automatically receive default permission settings.
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Assign permissions to a user

»  Select the user(s) and click 'More actions' > 'Manage permissions'

Dashboard £ Domains f Domain dashbrard - ihaspalsml/ Users

Users © Heip
e s
o Add | [ Delete o Edit (@ Unlock 3 Retresh
Enabia
© Fiter Enabie by fiker
£
Send invikatian
T Username Enabled AGes Gmup Forward to

Regenerale passwoard

[E adrmin Yes 51 @ilyaspalami Domain User
[F] test Yes Comain User

1 1 [1-2i2] Fm—— Perpage 15 |w

Move to aiases

Forwand to

Import alias from CSW fie
Import from CSV fie

Export to CSV file

The 'User Groups & permissions' interface will appear.

User groups & permissions

o= Add

Name Permission:
© Power Users 5 All user permissions
@ Users (Default)

® HR

Assign to selected users Assign to filtered users | Cancel |
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The interface displays the list of groups available with same or different permission levels for each group. By default,
'User (Default) and 'Power User' groups will be available and administrators can add, edit groups and assign
permissions to users. See the section User Groups & Permissions for more details.

»  Select the group from the list.

User groups & permissions

o sdd | & Edit | [T Delete | {2 Make default

Hame Permission;

© Power Users 4 |HAll user permissions
B loers (Default) * | Incoming Log Search
@ HR Outgeing Log Search
*| Report Spam
~User report subscriptions
Quarantine
~| Archive
*| Create mail request
*| Change user settings
I Whitelist / Blacklist

Assign to selected users Assign to filtered users | Cancel

The permissions set for this group will be displayed on the right.

»  Click the 'Assign to selected users' button to set permissions for selected user or multiple users.

«  Click 'Assign to filtered users' button to set permissions for selected group to all users or to all users found
by filter.

e Click 'OK"in the confirmation window.

Assign Group

o This group will e assigned to all selected users.
Areyou sure?

The selected user(s) will be assigned to the group and successfully assigned message will be displayed.
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Cashibcard / Domains / [oman dashboard - docteameass. comodo. od.ug / Uaars

Users @ Hew
Permissions successfully assigned to 2 user{s) %]
o aod | [ Detete @ Eat | (D Unlock £} Refrash
@ Filters

Username Enabiled Last login Aliases Group Forward to
alice Yes Lzere
bob Yes 2015-06-30 10:17:29 Power Ulzers

[E] henry Yes HR

[ john Yes 2015-06-30 10:27:45 HR
1 i [1-4/4] Perpage 15 | w

The interface also displays the new group assigned for the selected user under the ‘Group' column.
Add the user aliases

CSEG allows admins to add a user alias name to organize emails related to different groups or functions into a
single email inbox automatically. The users can protect their real email address.

«  Select a user and click 'More actions' > 'Aliases' to add user aliases.

Dashbeard # Domans £ Domain dashboard - ivaspala.mi / Users

Users © Heis
—— :
ofe Add | f]] Delete | ¢ Edit (@ Unlock | £ % Refresh
Enable
Enabile by fiter
3 Fiters
Sand invitatien
[] Username Enabled 15635 Group Forward to
Ragenarate password
] admin Yes 51 @ityaspalam Domain Uiser
Manage permssons
L test Yes 9 Domain User

1 M [1-212] C:D Perpage |15 w

Meve 1o aliases

Forward to

Impori alas from CSV file
knport from CSY file

Export to C5V file

«  Enter the full email alias address of the user. Note: The alias email address must be of any domain
belonging to the account.
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User Aliases

o= Add alias

- stores@democasg.comodo.od.ua

Save | Cancel |

»  Click the Save button.

Note: Users cannot add an alias by themselves.

=

« Toremove an added alias row click the ™= icon beside it.

» To add multiple aliases click the button.

After adding a user to an alias, admins can extract him/her as a user.
»  Click the 'Aliases' button after selecting the user.
In the 'User Aliases' dialog next to the added alias row, the 'Extract as user' button will be displayed.

User Aliases

== Add alias

- stores@democasg.comodo.od.ua Extract as user

Save | Cancel |

«  Click the 'Extract as user' button.
The confirmation dialog will be displayed.

Success

@ Alias was successiully moved to user

+ Click'OK'

The user extracted from the 'User Aliases' dialog box will be added to list of users in the respective domain added as
alias and will be placed in the default group.
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Caghboard F Comans / Domain gashboardl

Users © He
0 G ouen | 2 5 D uroor (ERTIEEND |2 Reesn |
£3 Filers
Username Enabiled Last bogin Aliases Group Foresard 1o
Yes Uzarz
1 i1 [1-111] Perpage |15 w

Note: The number of users that can be added for an account depends on the plan subscribed by you. When you
exceed the limit of users, a warning will be displayed.

Moving user account to aliases
CSEG allows admins to move an existing user as an alias for another user for any domain available in your account.
«  Select the user then click 'More actions' > 'Move to aliases'

Dashboard / Domains / Domain dashboard - ilyaspals.mi / Users
Users © He
L — 1
o rca [ Detete & Edit (@ uniock (T it £ ¥ Refresh |
Ennbie
; Enabda by fiter
&5 Fiters
Send invitation
[ Username Enabiled 1585 Group Forward to
Repenerate password
| admin Yes =1 @ilyaspala m Domain Lises
] test Yes e oo Domain User

s lanes

Foreard io

1 " 1.212]

Perpage 15 |w

Import akas from C5V file
Impart from G35V file

Expodt 1o CSV fle

- Type the full email address of the user for whom the alias has to be added. Note: The user and domain
should be valid and belong to your account.

User Aliases

stores@democasg.comodo.od.ua

Save | Cancel |
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«  Click the 'Save' button.

Now, the selected user has become an alias of another user. (This could be for the same domain or another domain
belonging to your account.)

Dashboard f Domains / Domain dashboard - democasg comado od ua / Users

Users © tew
o 2od T Delete @ Edit | (@) Uniock (TSR RIERE | £ Refresh
a Filters
T Username Enabled Last login Aliases Group Forward to

I ._ stores Yea alicef@docteamcasg.comc Lsers I

1 i [1-111] Perpage 15 | w

Import alias from CSV file

You can add many aliases to existing user(s) at a time for the selected domain and / or for other domains available
for your account by importing from a file. The aliases should be saved in ‘comma separated value' (CSV) as shown
below:

Example 1

The following example shows how you can add alias for two users for the selected domain.
alias@domain.com usernamel, username2

Example 2

The following example shows how you can add alias for users for the selected domain and other domains available
for your account.

alias@domain.com usernamel, username2, username3@domain2

Please note that for adding many aliases at a time, each alias should be separated by a paragraph line. For
example:

aliasl@domain.com usernamel, username?2
alias2@domain.com usernamel, username2, username3@domain2

+  Click 'More actions' > 'Import alias from CSV file'
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Dashboard f Domaing J/ Domain dashboard - ivaspaks ml f Ugers

Users © Hei
ofe Ada [ Delete ¢ Ect @ Unlock £ Refresh
Enabie
Enabie by fiter
&5 Fitters
Send inwiation
7] Username Enabled 1585 Group Forward to
Regenerate password
] admin Yes 51milyaspala mi Domain Uset
M
] test Yes e il Dwarnain Liser
1 T} [1-2/2)] Alazas Per page |15 W

Mawve to akases
Forward to

Import from CSY fiie

Export o CSV file

The 'Upload' dialog will be displayed.

Uload csvfile.
Each line should be inthe next format: alias [csy user list],

For example
alias@testdomain user!, user2@domain
When domain name is not mentioned - userwill be added to the current

domain to alias name
Wihen such user does not exists - userwill be created

Upload

«  Click the 'Upload' button and navigate to the location where the file is saved and click the '‘Open' button.
The upload progress will be displayed...

Caghbcard / Domaing ¢ Domein dashcard - docisamcasq. comodo.od.ug f Usars

Users @ Hein
Impar is in procass. Please wail E
o sdd [ Delete @ Eat D Uniock Ll g £ * Refresh
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...and when completed, the results will be displayed.

Dasbboard / Jomans /- Joman dashbeard - docieamcso comodo od. ik f Users

Users © Heip
Total lines processed 1 (%]
Impart for domain docteamcasg.comodo.od.ua has been finished B
1users alreary exist (X
o fod | T Delete | @ Edit | [ Uniock m | 3 Rewesh |
€5 Filtess
7] Username Enabhed Last hongin Alases Group Forwand o

The administrator who carried out the task will receive a notification about the import task completion.

Forwarding mails to another user

CSEG allows administrators to add a forwarding address for a user. This is useful when a user is on vacation or
unavailable for sometime but the mails addressed to him should be attended immediately. Please note the forwarded
user should also be in the same domain.

«  Select the user whose mails have to be forwarded to another user and then click ‘More actions' > 'Forward

to'
Dashboard f Domaing f Damain dashboard |.£|.'—R a.ml /f Userne
Users € Hein
o Add | [ Detete | @ Edit T Uniock (LRI 1) £ % Rafrash |
— ;
Enable
Enable by fiter
§3 Fitters
Send invitabion
] Username Enabled 1565 Group Forward to
Regenerale password
"l admin Yes 51 @ilyaspalam Domain Liser
F! Manags permEsions .
1! test Yes 2 Domain User
1 [1-212] Alases Perpage (15 |w

Mave lo aliages

ot D

Impaort alias from CSY file
Import from C5V fie

Export to C5V fie

The 'Forward settings...' dialog will be displayed:
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Forward settings for bob@docteamcasg.comodo.od.ua

Enable forwarding: [T

@
Forward all user messages to:
docteamcasg.comodo.od.ua

| Cancel |

»  Select the 'Enable forwarding' check box

»  Enter the user name of the recipient to whom the mails have to be forwarded in the 'Forward all user
messages to' field

«  Click the 'Save' button
The forwarded user will be added and a success message will be displayed.

Dashbeard / Domains / Doman deshbgard - docieamcase comedo od ya f Users

Users © Hen
Successhully saved [ x|
o 4dd | [ Delete | @ Eat | (D Uniock |E,'~ Refresh |

© Fie
| Username Enabled Last login Aliases Group Forward to
[ beb Yes 201506-30 10:17:29 Power Users henry@docteameasg com
[E] henry Yes HR
[E] jokhn Yes 2015406-30 10:27:45 HR

1 [1-3/3] Perpage (15 |w

The incoming mails of the selected user will be automatically forwarded to the added user in the domain. When the
selected user logs in to his’her CSEG account, an alert will be displayed at the top of the interface.

Please note that all incoming messagoes are automatically forsarded 1o henny@idoctcamoasg.comodo.od.ua

G cCoOMOD0
' Antispam Galewsy

-"‘-’""" PR ()1 1arantine

«  Toremove the forwarded mail address for a user, select the user, click ‘More actions' > 'Forward to'
The 'Forward settings...' dialog will be displayed:
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Forward settings for bob@docteamcasg.comodo.od.ua

Enable forwarding:

henry @
Forward all user messages to:

docteamncasg.comodo.od.ua

| Cancel |

»  Deselect the 'Enable forwarding' check box
»  Delete the username in the 'Forward all user messages to' field
+  Click the 'Save' button
The forwarded user will be removed and a success message will be displayed.

Other Actions
«  ‘More actions’ > ‘Enable’ - Allows user to access to CSEG interface.

«  ‘More actions’ > ‘Enable by filter’ - Allow CSEG access to user selected by applying filter.

« ‘More actions’ > ‘Regenerate password’ - The password will be reset for the user in case it is forgotten. The
new password will be sent to the user's email automatically. The user has to use this new password to
access CSEG.

»  'More actions' > 'Send invitation' - Send invitation to newly created users.

6.5.7.2 Manage User auto-import

CSEG can automatically import users belonging to a managed domain after the domain receives its first email.

»  Each new user will be imported in around 30 minutes and sent an invitation mail containing an activation
link and credentials for their CSEG account.

»  New users can activate their CSEG account by clicking the link in the mail, or by directly logging-in to
CSEG with the credentials provided.

+  Admins have the option to receive a notification whenever a new user is imported.
Auto-Import users

»  Open the 'Domains' interface and select the domain you wish to configure

»  Click the 'Manage Domain' button

+  Select 'Account management' on the left then choose 'Users auto-import'
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Dashboard
Domain dashboard
Incoming

Qutgoing

Email management

Audit log

= Domain Rules

Account management

auto-import
Users history
LOAP import configuration

LDAP import confirmation list

The 'Users auto-import' interface will open:

Dashbeard / Demains / Demain dashbeard - decteamcasg. comodo.od.ua / Users auto-import

Users auto-import

[[] Enable auto-import
Automatically enable imported users
Send invitation to imported users

Motify administrators about imported users

Motification recipients:

» Enable auto-import - Select to activate the feature.
- Automatically enable imported users - Allows all imported users to access their CSEG user
account.

+ Send invitation to imported users - Sends invitation mails to newly imported users. The mail
contains their account activation link and login credentials.
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« Notify administrators about imported users - Select this option if admins should be notified
whenever a new user is auto-imported. You can specify administrators (including self) to whom the
notification mails are to be sent in the 'Natification recipients' box. The notification contains the
imported user name and the domain name.

+ Notification recipients - Enter the email addresses of admins to whom notification emails should
be sent. You can enter multiple address, separated by commas.

Dashboard f/ Domaing f Domain dashboard - docteamcasg.comodo.od.ua f Users auto-import

Users auto-import

Enable auto-import
Automatically enable imported users

Send invitation to imported users

EEEE

Motify administrators about imported users

i ] o demol@docteamcasg.comodo.od.ua
Motification recipients:

«  Click 'Save' for your settings to take effect.

Successiully saved ﬁ

6.5.7.3 View User History

The 'Users History' area is a record of user activity in the CSEG interface. You can filter users by IP address, last
login, domain, username and/or location.

Note:

+  This interface only shows user connections to the current domain (the domain that is shown near the top
of the interface).

+ You can view user connections for all domains in the 'Account Management section’ (click 'Dashboard'
> 'Account Management' > 'User's History').

The rest of this page explains how to access the history interface and use filters to create custom searches.
View user history

«  Open the 'Domains' interface and select a domain

+  Click the 'Manage Domain' button

»  Click 'Account management' > 'User history'.
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Dashboard
Domain dashboard
Incoming

Outgoing

Email management

Audit log
Domain Rules

Account management

rs auto-import
rs history

LOAP import configuration

Dashbogrd / Domans 7 Doman dashboard - doctesmoasg compds od ud [/ Users hasbory

P
Users history © Hew
0 Filters.
Usarmame Domain Ir Location Last kogin Login duration {min)
pon Oocleamcas g comose odu 125 17.11,121 Inaia 2015-06-29 082400 Currently logged in
bob docteamcasg.comodeodu 1251711121 India 2015-06-29 08:22:03 =1
Jahn docteamcasg comodoe odu 1251711121 India 2015-06-26 07 3641 25
ncasg comode.ody 1251711121 India 2015-06-26 055704 1

«  Click any column header to sort items in ascending/descending order of the entries in that column.
The sorting option is not available for 'Login Duration' column.
Use filters to search for users

«  Click anywhere on the 'Filters' stripe to open the filters area.
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Dashboard  Domaing / Domain dashboard - docleamcasy comoda od us f Users history

Users history Halp
&3 Finers
+ Usemame w | contains b Apphy filter
- w | conlains v
Uzernama
Usar I[;nmaln pain [ Location Last login Lagin duration (min)
.
bob | Location amcasg.comodo.odu 125.17.11.121 India 2015-06-29 08:24:00 Currently logged in
Last login a3 - du 12817 11124 India 2015-08-29 (:8:22:03 =1

+  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

«  Click ‘Apply Filter'.
You can filter results by the following parameters:

« Username: Type a user name in the text box (column 3) and select a condition in column 2.
- Domain: Type a domain name in the text box (column 3) and select a condition in column 2.
» IP: Type an IP address in the text box (column 3) and select a condition in column 2.
+ Location: Type a user location in the text box (column 3) and select a condition in column 2.
« Last Login: Sorts the results based on the last login details of users.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .

6.5.7.4 Import Users from LDAP

In addition to manually adding users or importing them from .csv, you can also import users from the domain's Active
Directory (AD) server.

»  CSEG uses the Lightweight Directory Access Protocol (LDAP) to import users from AD.

»  CSEG periodically synchronizes with the AD server to update the list of valid users.
Click the following links for more help:

+ LDAP Import Configuration

»  LDAP Import Confirmation List

» LDAP Import Ignore List

+  Troubleshooting LDAP
LDAP Import Configuration

The LDAP import screen lets you import users from the domain's Active Directory server.

We recommend you create a separate user account for CSEG to login to the AD server, and that this account be
given read-only permissions.

Configure LDAP import
«  Open the 'Domains' interface
+  Select the domain to which you want to import users.
«  Click the 'Manage Domain' button
+  Click 'Account management' > 'LDAP import configuration":
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Dashboard

@ Domain dashboard

@ Incoming
@ Cutgoing
EI Email management
[ Audit log
%% Domain Rules
Account management
Users
Users auto-import
Users history
B | AP import configuration
LDAP import confirmation list

LDAP impaort ignore list

The 'LDAP import configuration' interface will open:
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Dashboard / Domains / Domain dashboard - docteamcasg.comedoe.ed.ua / LDAP import configuration

LDAP import configuration Help

Connection settings

Host (IP address or name): |11.111.111.11

<>

Port: LDAP(389) | LDAPS(636) 389

Use SSL to connect?: Yes
Login/Query settings

LDAF login name: |casguser@domain.com

Password: weess Remember credentials

Synchronization interval: |no auto updates v
BaseDN: DC=docteamcasg,DC=comodo,DC=0d,DC=ua

Filter. |(&({objectClass=User){mail="@docteamcasg.comodo.od.ua))

Mail attribute: |mail

Override existing records

[C] Allow CASG to create user accounts as found on LDAP server

[C] Allow CASG to delete user accounts not found on LDAP server
Information

Send reports: [ ves

Last synchronization time (GMT):

Test connection Save and run synchronization now

Connection Settings

» Host (IP Address or Name) - Enter the hostname or external IP address of the AD server. If your
organization uses the same physical server for AD and mail, then enter the details of the mail server.

»  Port - Enter the port number of the Active Directory server.
- 389 s the default port for non-SSL connections (‘Use SSL To Connect?' box NOT checked)

» 636 s the default port for SSL connections (‘'Use SSL To Connect?' box checked)

« Use SSL To Connect? - Select 'Yes' to use secure LDAP. You need to have an SSL certificate from a
trusted certificate authority on your AD server. Self-signed certificates are not allowed.

Note: SSL access should have been enabled for the AD Server before enabling the SSL option.

Login/Query Settings

« LDAP login name: - Account username which CSEG should use to login to the AD server. Preferably, a
new user account should be created especially for the CSEG server. The user account should have 'read’
privileges to the AD server. The username can be of the format 'username’ or
‘username@domainname.com'

» Password - Enter the password of the LDAP user account above.

« Remember Credentials - Enable if you want CSEG to store the username/password of the user account in
order to automatically login.

Note: If you enable automatic synchronization, the 'Remember Credentials' option will not be visible because
CSEG will store the username and password by default. This allows CSEG to connect to the AD server at the set
time interval to update the user base. The option will become visible if ‘Synchronization Interval' setting is set as 'no
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auto updates'.

+  Synchronization interval - This is relevant if you want CSEG to connect to the AD server in order to
synchronize the user base. Select the time interval at which the synchronization occurs from the drop-down.
If not, select 'No auto updates'.

» BaseDN - Distinguished Name of the user object in Active Directory. By default, the BaseDN field will
contain the Domain Component (DC) values based on the domain name for which LDAP is configured. You
can add/change the values of the strings ‘Container Name (CN)', 'Organizational Unit (OU)" and 'domain
name' depending on the users to be imported from the Active Directory.

Example: For adding users from Container 'Users', Organizational unit 'Organization' and domain
‘example.com’, the administrator has to enter the following:

CN=Users, OU = Organization, DC=example, DC=com

 Filter - Enables the Administrator to specify filter parameters users/addresses to be imported from the AD
server. Each filter parameter should be defined within parentheses. Common filter parameters are
explained below:

(objectClass=<AD user type>) - Specifies the user accounts to look for from the domain's Active Directory.
(Default = (objectClass=User))

(mail=*<domain name>) - Instructs CSEG to import only the users that have a defined SMTP account
within the domain. By default, the filter is pre-added with the parameter (mail=*@<current domain name>)
to import the users that have email addresses on the current domain.

You can add any number of (mail=) filters if you wish to add several domain names
Example: (mail=*@domainnamel.com)(mail=*@domainname2.com)

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter
the parameter as '(mail=*)"

To modify a filter parameter to be exclusive rather than inclusive, add an exclamation mark (!) before the
opening parenthesis of any parameter. This will instruct the query to ignore any users which fall into that
category. For example, if one wanted to configure a query to find users with mail enabled at any domain
EXCEPT domainname.com, the filter should include the following: (mail=*)!(mail=*@domainname.com).

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter
the parameter as '(mail=*)".

Notes:

«  You can only import users whose email addresses are on domains which have been added to CSEG. You
can view these domains in the Domains interface.

»  You must ensure LDAP Import is enabled for the domain in the Domain Management area

»  Mail attribute - Enter the LDAP display name of the contact email address attribute of the AD Server. By
default, this attribute name will be 'mail’ for AD servers or the distinguished name (DN) or common user
login name for the AD server. On other servers like Novel or OpenLDAP this attribute may be different and
server specific.

Override existing records:

« Allow CSEG to create user accounts as found on LDAP server - Select this checkbox if you wish new
users added in the AD server to be automatically added to CSEG during synchronization. If you do not
select this option, you can manually import the new users from the LDAP import confirmation page.

«  Allow CSEG to delete user accounts not found on LDAP server - Select this checkbox if you wish users
removed from AD server, to be automatically removed from CSEG during synchronization. If you do not
select this option, you can manually remove users from the LDAP import confirmation page.

Information Settings
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« Send Reports - If enabled, CSEG will send email notifications to the administrator whenever new users are
created or users are removed either automatically, (if 'Allow to create users?'/'Allow to delete users? are
enabled) or manually from the LDAP import confirmation page.

» Last synchronization time (GMT) - Displays the date and time of last manual or scheduled
synchronization with AD server, in GMT.

» Notification area - Contains information about errors that occurred during synchronization. In most cases,
this will contain the same information that is provided with the "Test connection" feature. Note - this area is
only visible if errors occur.

« To check the configuration and connectivity, click Test Connection'. If the connection is established
successfully then the success message will be displayed with the total number of users detected from the

AD server.
Dashboard / Domains / Domain dashiboard - doct=amcasg comado od ua /LDWAP import configurason
LDAP import configuration Help
Conneclion Successiully astablished, detectod atotal ol 2 uSers on your Senmer ﬂ

Connection settings

»  Click 'Save' to store your configuration.

«  Click 'Save and run synchronization now' to store your configuration and synchronize the CSEG user base
with the AD server.

LDAP Import Confirmation List

The LDAP import confirmation list interface displays the list of:
« Users created at the AD server and not yet been imported into CSEG
« Users not present on AD server and not yet been removed from CSEG

... if "Allow to create users?' [ 'Allow to delete users?' are not enabled in LDAP import configuration interface,
along with the list of users created in CSEG. The administrator can import the users created at AD server into CSEG
manually and remove existing users from this interface.

+  Administrators can also initiate an on-demand synchronization from this interface.
To view LDAP import confirmation list

«  Open the 'Domains' interface and select a domain

«  Click the 'Manage Domain' button to open the 'Domain Management' interface.

«  Click 'Account management' on the left then select 'LDAP import confirmation list'.
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The 'LDAP import confirmation list' interface will open:

Dashboard / Domains / Domain dashboard - csgga.comodo.od.ua / LDAP import confirmation list

LDAP import confirmation list © Hen
! 11 Run synchronization now IMove to ignore list ‘D Refresh
L - - — - — —_ el il - | ST R W
| e Filters |
[[] Username Staws
[E alex create
[ derrick create

3 £ Per page ;15 :vi

The screen shows users added to and removed from the AD server with existing users created on CSEG. This list
reflects the difference between CSEG users and AD users, considering the LDAP ignore list.

»  Users present in AD which are not present in CSEG will have the status 'Create’

« Users not present in AD but present in CSEG will have the status 'Delete’

+  Click any column header to sort items in ascending/descending order of the entries in that column.
The sorting option is not available for 'Login Duration' column.
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Use filters to search for users

«  Click anywhere on the 'Filters' stripe to open the filters area.

Dashboard fDomains f Domain dashboard - docleamcasg.comodo od wa fLDAP import confirmation list

LDAP import confirmation list © Heip
I-T Run synchronization now @ Wove to ignore list E Refresh
€D Fitters
+ Lsermame v | |contains v Apply filter
= |Usemame w | containg L

| Username |
FIR e ) Status

«  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

+  Click ‘Apply Filter".
You can filter results by the following parameters:
« Username: Type a user name in the text box (column 3) and select a condition in column 2.

«  Status: Search users that were created per the user accounts found on LDAP server and that were deleted
whose accounts not found on LDAP server. Select the condition in column 2 and the parameter in column
3.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .

Run synchronization now — Manually synchronize the database

If you have not selected the option Remember credentials in LDAP Import Configuration interface, CSEG will
ask you to provide a user-name and password for it to access the AD server.

Connection credentials

LOAP login name:

Fasswiord:

m| Cancel |

«  Enter the LDAP login credentials and click 'OK'.
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Ogshibosrd fDomans £ Domain dashboardd - doclesmessn comod od.us f LDAR mport contirmetion list

LDAP import confirmation list © rein
Synchronization for domain docteamcasg.comodo.od,ua has been started B3
¥ Cancel synchronization @' Move to ignore list 1':,1 Refresh
£ Fitters

CSEG will connect to your AD server to identify changes in the user database.
All users on the AD server are shown as a list.

+  Click ‘More actions’ to select an import option.

+  Click 'Ok’ to confirm the import:

Apply import

@ Are you sure you wantto apply import of all filtered

users?

e Click 'OK'. The import progress will be displayed.

Dashboard / Domains ¢ Domeen dashboard - docleamcasg comode od wa / LOAF impert condirmation kst
LDAP import confirmation list © Halo
impart i in process Please wail ﬁ
&) move to ignare st 3 Petresh '
€ Finers

On completion, the selected users will be imported or deleted in synchronization with the AD server.

Note: The number of users that you can add for all the domains belonging to your account depends on your
subscription plan. For example, if the subscription plan for your account allows you to add 1000 users and you
have three domains, then you can add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3.
You can set any value between 0 and 999999 in the 'Max. number of users' field in the Add Domains / Edit
Domains / Domain Settings interface, but CSEG checks if the total number of users for all domains is within your
license limit.

» Tomove selected users to Ignore List, select the users and click '‘Move to Ignore list'
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Move users to ignore list

e Are you sure you wantto move selected users fo
ignore list?

... and click 'OK'" in the confirmation dialog.
Users moved to ignore list will be skipped from next synchronization with the AD server.

LDAP Import Ignore List

cCOMODO

Creating Trust Online®

The LDAP import ignore list interface displays a list of users to be skipped from being created or deleted in CSEG
during synchronization with the AD server. Users can be moved to ignore list from the LDAP Import Confirmation List
interface or manually added. Once added to the ignore list, the user will be skipped from the AD server from the next

synchronization operation.

View LDAP import ignore list
«  Open the 'Domains' interface and select the domain
«  Click the 'Manage Domain' button to open the 'Domain Management' interface.
«  Click 'Account management' tab > 'LDAP import ignore list' sub tab.
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The 'LDAP import ignore list' interface will be displayed.

Dashboard f Domains fDomain dashboard - dociesmea:sg comodo od us fLDAP import ignore kst

LDAP import ignore list © Hen
o add [ Remove from ignore list £ * Refresh
€ Filters
] Username
[ bob
[ derrick

1 i Perpage |15 W

»  Click the 'Username' column header to sort items in ascending/descending order of the usernames
Use filters to search for users

«  Click anywhere on the 'Filters' stripe to open the filters area.
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Dazhiboard f Domains £ Domain dazhboand - docteamcasg comoda od s fLDAP impor ignore list

LDAP import ignore list © ren
+ Add ﬁ' Remove from ignore list ‘1*:,1 Refrash
€2 Filters
o= psemame w || contains v Agply filter

| contains |
¥ Username SE i
| notequals — i
not contains o Aerns euang
1 1 starts with | Perpage 15 W
| endswith r

You can filter results by the username:
« Username: Type a user name in the text box (column 3) and select a condition in column 2.
Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .

Add users to ignore list
«  Click 'Add". The Add ignored user dialog will be displayed.

Add ignored user

= william

- | ORI

o Y

»  Enter the user names to be added to the ignore list

lgnored users

e Click the + icon to add more users
»  Click Save to add the users.
A'Successfully added' message will be displayed at the top.

To remove the users from the ignore list
+  Select the users and click 'Remove from ignore list'. A confirmation dialog will be displayed.
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@ﬂre wou sure you want to delete the selected
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«  Click OK.
The users will be removed from the list and a 'Successfully deleted' message will be displayed at the top.

»  Users removed from the ignore list will be imported to or deleted from CSEG based on changes in the AD
server, during the next synchronization if ‘Allow to create users?'I'Allow to delete users?' are enabled in
LDAP import configuration interface.

»  Users removed from the ignore list will be listed in the LDAP import confirmation list interface based on
changes in the AD server, during the next synchronization if 'Allow to create users?'['Allow to delete
users?' are not enabled in LDAP import configuration interface.

7 Audit Log

Audit logs are a record of actions taken by users and admins on domains on your account.
+  This logs in this section cover all domains on the account.

« Alternatively, CSEG also keeps separate logs for each domain. See Domain Audit Log if you want this
instead.

View Audit logs
»  Click 'Dashboard' > 'Audit log":

3 EEC EW 'IE"M'nHIl Cuaranline. 1 . Aalease requeskz: [ Whilelizl fequests 0 Blacklis] requests. 0 .LMT Aceounl

Daghbaard f Audl g

Audit log © o
£ Exportto G5V by et £ Refrash |
€5 Finers
Data (GMT +00:06) | Gomain Role - | Logm Operation Operation dascrph Detads

Reporfrpa=lomansiahshcs Oig
selhngs

sefault ZendEmaty=Talse

e e 2 . Damann report
2017-91-2 11 26 A idimin domeasmep DOMAIM _STF
. subsoiplion updale ]

ReporTrpe=0uarantineg (M zeflings
r

o = = Quaranting rapod Recipeems=teshaser7 H@gmail com
2017112 11 2658 admin domeasmsp DUARANTIN ! " pe ¥ -
subschiplion updale |} New samngs |

Recipients=lonnson.peter3BEama

«  Click any column heading to sort entries in ascending/descending order. The sorting option is not available
for the 'Operation description' column.

Use Filter options to search particular event(s)
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+  Click anywhere on the 'Filters' tab to open the filters area.

Dashboard F Audit log

Audit log

(4] Exportto SV by filter

€D Fitters

+ Domain w | | contains v

-t w | |equals w [
Date

Date COMain main “  Role Login Oper
Role
Lagin

2014 Operationdescription o oeh 02 comodoodua  superadmin DEL
Details

»  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

e Click ‘Apply Filter’.

You can filter results by the following parameters:
- Domain: Type a domain name in the text box (column 3) and select a condition in column 2.
» Login: Type a user login name in the text box (column 3) and select a condition in column 2.
» Details: Enter the log details in the text box (column 3) and select a condition in column 2.
- Date: Search event logs by date and time.
* Role: Search event logs by user roles. Select the role (column 3) and condition in column 2.
+  Operation Description: Select the event name (column 3) and condition in column 2.

Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .

The following table show actions which are recorded in the log report:

Operation Key Operation Description
1 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message
2 ACCEPT _BLACKLIST REQUEST Accept blacklist request

3 ACCEPT _BLACKLIST REQUEST PER_USER Accept request blacklist sender for user

4 ACCEPT_EMAIL Accept message
5 ACCEPT_RELEASE_REQUEST Accept release request
6 ACCEPT _WHITELIST_REQUEST Accept whitelist request
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7 ACCEPT WHITELIST REQUEST _PER_USER Accept request whitelist sender for user

8 ADD_GEOLOOKUP_RESTRICTION Add geolookup restriction

9 ADMIN_ADD Add admin

10 ADMIN_DELETE Remove admin

11 ADMIN_EDIT Edit admin settings

12 ADMIN_PASSWORD_UPDATE Update password for admin

13 ADMIN_PERMISSIONS_ASSIGN_GROUP Assign admin permission group by selection

14 GBM|N_PERM|SSIONS_CHANGE_DEFAULT_GRO Change default admin permission group

15 ADMIN_PERMISSIONS_GROUP_ADD Add admin permission group

16 ADMIN_PERMISSIONS GROUP_DELETE Remove admin permission group

17 ADMIN_PERMISSIONS_GROUP_UPDATE Update admin permission group

18 ADMIN_REGENERATE_PASSWORD Regenerate password for admin

19 ADMIN_UNLOCK Unlock admin

20 ADMIN_VIEW_MESSAGE_CONTENT Admin view message content

21 ARCHIVE_MESSAGE Archive message

22 BLACKLIST_DOMAIN_RULE Blacklist domain rule

23 BLACKLIST_RECIPIENT Blacklist recipient

24 BLACKLIST_RECIPIENT _DOMAIN Blacklist all recipients of the domain

25 BLACKLIST _REQUEST Blacklist request

26 BLACKLIST_SENDER Blacklist sender

27 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain

28 BLACKLIST_USER_SENDER Blacklist sender for user

29 CANCEL_BLACKLIST_REQUEST Cancel blacklist request

30 CANCEL_WHITELIST REQUEST Cancel whitelist request

31 CHANGE_FORWARD_SETTINGS_FOR_INCOMIN | Change forward settings for incoming user
G_USER

32 DELETE_EMAIL_FROM_ARCHIVE Delete archived message

33 DELETE_EMAIL_FROM_ARCHIVE_BY_FILTER Delete archived messages by filter

34 DELETE_EMAIL_FROM_QUARANTINE Delete quarantined message

35 EELETE_EMAIL_FROM_QUARANTINE_BY_FILTE Delete quarantined messages by filter

36 DOMAIN_ADD Add domain

37 DOMAIN_ALIASES_ADD Add domain alias

38 DOMAIN_ALIASES_DELETE Remove domain alias
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39 DOMAIN_AUDIT_CONFIGURATION_CHANGE Audit configuration change

40 DOMAIN_BLOCKED EXTENSIONS RESET TO_ | Reset blocked extensions to default
DEFAULT

41 DOMAIN_BLOCKED_EXTENSIONS_UPDATE Update blocked extensions

42 DOMAIN_DELETE Remove domain

43 DOMAIN_DESTINATION_ROUTES_UPDATE Update destination routes

44 DOMAIN_EMAIL_SIZE _RESTRICTION_CHANGE | Email size restriction change

45 DOMAIN_INCOMING_USER_ADD Add incoming user

46 DOMAIN_INCOMING_USER_ALIASES_UPDATE | Update incoming user aliases

47 DOMAIN_INCOMING_USER_DELETE Remove incoming user

48 |DOMAIN_INCOMING_USER_EDIT Edit incoming user

49 DOMAIN_INCOMING_USER_MOVE_ALIAS_TO_U | Move alias to incoming user
SER

50 DOMAIN_INCOMING_USER_MOVE_USER_TO_A | Move user to alias
LIAS

51 EOMAIN_INCOMING_USER_PASSWORD_UPDAT Update password for incoming user

52 DOMAIN_INCOMING_USER_REGENERATE_PAS | Regenerate password for incoming user
SWORD

53 DOMAIN_INCOMING_USER_UNLOCK Unlock incoming user

54 DOMAIN_LDAP_CONFIGURATION_CHANGE LDAP configuration change

55 DOMAIN_LOCAL _RECIPIENTS _ADD Add local recipient

56 DOMAIN_LOCAL RECIPIENTS DELETE Remove local recipient

57 DOMAIN_LOCAL_RECIPIENTS_STATE_CHANGE | Local recipients state change

58 |DOMAIN_OUTGOING USER_ADD Add outgoing user

59 DOMAIN_OUTGOING_USER_DELETE Remove outgoing user

60 DOMAIN_OUTGOING_USER_LOCK Lock outgoing user

61 ?SMAIN_OUTGOING_USER_PASSWORD_UPDA Update password for outgoing user

62 EOMAIN_OUTGOING_USER_SETTINGS_UPDAT Edit outgoing user

63 DOMAIN_OUTGOING_USER_UNLOCK Unlock outgoing user

64 DOMAIN_RELAY_RESTRICTIONS_ADD Add relay restriction

65 DOMAIN_RELAY RESTRICTIONS DELETE Remove relay restriction

66 CD;gMAIN_RELAY_RESTRICTIONS_STATE_CHAN Relay restriction state change

67 DOMAIN_RELAY_ RESTRICTIONS _UPDATE Update relay restriction

68 DOMAIN_REQUEST_CREATED Domain request created

69 DOMAIN_SETTINGS RESET TO_DEFAULT Reset domain settings to default
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70 DOMAIN_SETTINGS_UPDATE Update domain settings

71 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION | Domain report subscription reset to default
_RESET_TO_DEFAULT

72 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION | Domain report subscription update
_UPDATE

73 DOMAIN_VALIDATED BY_CODE Domain validated by code

74 DOMAIN_VALIDATED_BY_MX Domain validated by MX

75 DOMAIN_VALIDATED CODE_REGENERATED Domain validation code regenerated

76 EMAIL_QUARANTINE_ALERT Email quarantine alert

77 ENABLE_GEOLOOKUP_RESTRICTIONS Enable geolookup restrictions

78 ENABLE_USER Enable user

79 FORWARD BY_ RULE_EMAIL Forward by rule email

80 FORWARD DOMAIN_RULE Forward domain rule

81 FORWARD _EMAIL_LOOP_EXCEPTION Forward email loop exception

82 FORWARD_TO Forward to

83 FORWARDED_BY_RULE_EMAIL_IS_LOOPED Forwarded by rule email is looped

84 IMPORT_INCOMING_USER Import incoming user

85 LICENCE IS RETORED Licence is restored

86 LICENCE_IS_EXPIRED Licence is expired

87  |MARK_EMAIL_AS_SPAM Mark message as spam

88 MIGRATE_DOMAIN Migrate domain

89 NON_HUMAN_EMAIL TYPE Non human email type

90 PUBLIC_EMAIL_TYPE Public email type

91 QUARANTINE_EMAIL Quarantine message

92 QUARANTINE_RELEASE_REPORT_SUBSCRIPTI |Quarantine release report subscription reset to
ON_RESET TO DEFAULT default

93 QUARANTINE_RELEASE_REPORT_SUBSCRIPTI |Quarantine release report subscription update
ON_UPATE

94 QUARANTINE_REPORT_SUBSCRIPTION_RESET | Quarantine report subscription reset to default
_TO_DEFAULT

95 SUARANTINE_REPORT_SUBSCRIPTION_UPDAT Quarantine report subscription update

96 REJECT_BLACKLIST_REQUEST Reject blacklist request

97 REJECT_BLACKLIST_REQUEST_PER_USER Reject request blacklist sender for user

98 REJECT_RELEASE_REQUEST Reject release request

99 REJECT_RELEASE_REQUEST Reject release request
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100 |REJECT WHITELIST REQUEST Reject whitelist request

101  |REJECT WHITELIST REQUEST PER_USER Reject request whitelist sender for user

102 |RELEASE_EMAIL_FROM_QUARANTINE Release quarantined message

103 |REMOVE_BLACKLIST_DOMAIN_RULE Remove blacklist domain rule

104 |REMOVE_DOMAIN_BY_VALIDATION_TIMEOUT |Remove domain by validation timeout

105 |REMOVE_FORWARD_DOMAIN_RULE Remove forward domain rule

106 |REMOVE_GEOLOOKUP_RESTRICTION Remove geolookup restriction

107  |REMOVE_WHITELIST_DOMAIN_RULE Remove whitelist domain rule

108 |REPLY_ON_ARCHIVED MESSAGE Reply on archived message

109 |REPORT_SPAM BY FILE Report delivered message as spam

110  |REPORTED_SPAM_REPORT_SUBSCRIPTION_R |Reported Spam report subscription reset to default
ESET_TO_DEFAULT

11 REPORTED_SPAM_REPORT_SUBSCRIPTION_U | Reported Spam report subscription update
PDATE

112 REPORTS_AS SPAM Reports archived message as a SPAM

113 RESEND_EMAIL_FROM_ARCHIVE Resend archived message

114 |RESET_SPAM _DETECTION_SETTINGS TO _DEF |Reset spam detection settings to default
AULT

115 |RESET_SYSTEM_NOTIFICATIONS TEMPLATE T |Reset system notifications template to default
O_DEFAULT

116 ?SESET_TO_DEFAULT_BLACKLISTED_RECIPIEN Reset recipients blacklist

117 RESET TO_DEFAULT BLACKLISTED_SENDERS |Reset senders blacklist

118 _I?SESET_TO_DEFAULT_WHITELISTED_RECIPIEN Reset recipients whitelist

119 RESET_TO_DEFAULT _WHITELISTED_SENDERS | Reset senders whitelist

120 | SEND_INVITATION_TO_USER Send invitation to user

121 | SPAM_DETECTION_SETTINGS Update spam detection settings

122 | SPAM_DETECTION_SETTINGS_RESET TO_DEF |Reset spam detection settings
AULT

123 | SYSTEM_NOTIFICATIONS TEMPLATE_CHANGE | System notifications template change

124 | TLD_DOMAIN_RULE TLD domain rule

125 | UNBLACKLIST_RECIPIENT Remove recipient from the blacklist

126 |UNBLACKLIST_SENDER Remove sender from the blacklist

127 |UNBLACKLIST_USER_SENDER Remove sender from the user blacklist

128  |UNWHITELIST _RECIPIENT Remove recipient from the whitelist

129  |UNWHITELIST_SENDER Remove sender from the whitelist

130  |UNWHITELIST _USER_SENDER Remove sender from the user whitelist
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131  |UPDATE_BLACKLIST _DOMAIN_RULE Update blacklist domain rule

132 |UPDATE_FORWARD DOMAIN_RULE Update forward domain rule

133 |UPDATE_USERS_AUTO_IMPORT_SETTINGS Update users auto-import settings

134 UPDATE_WHITELIST_DOMAIN_RULE Update whitelist domain rule

135 |USER_BLACKLIST REQUEST PER_USER Request blacklist sender for user

136 EgER_CANCEL_BLACKLIST_REQUEST_PER_US Cancel request blacklist sender for user

137 |USER_CANCEL_RELEASE_REQUEST Cancel release request

138 EgER_CANCEL_WHITELIST_REQUEST_PER_US Cancel request whitelist sender for user

139  |USER_PERMISSIONS_ASSIGN_GROUP Assign user permission group by selection

140 BgER_PERMISSIONS_CHANGE_DEFAULT_GRO Change default user permission group

141 |USER_PERMISSIONS GROUP_ADD Add user permission group

142 |USER_PERMISSIONS GROUP_DELETE Remove user permission group

143 |USER_PERMISSIONS GROUP_UPDATE Update user permission group

144 USER_RELEASE_REQUEST Release request

145  |USER_WHITELIST_REQUEST_PER_USER Request whitelist sender for user

146 |USERS_AUTO- Users auto-import report subscription reset to
IMPORT_REPORT_SUBSCRIPTION_RESET_TO_ | default
DEFAULT

147 |USERS_AUTO- Users auto-import report subscription update
IMPORT_REPORT_SUBSCRIPTION_UPDATE

148 WHITELIST_DOMAIN_RULE Whitelist domain rule

149 |WHITELIST_RECIPIENT Whitelist recipient

150  |WHITELIST_RECIPIENT _DOMAIN Whitelist all recipients of the domain

151 | WHITELIST_REQUEST Whitelist request

152 |WHITELIST_SENDER Whitelist sender

153 | WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain

154 |WHITELIST _USER_SENDER Whitelist sender for user

Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. You
will see an error if the entries exceed this value. The exported file sorts entries in the same order as they are sorted

in the interface.

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 269




Creating Trust Online®

Comodo Secure Email Gateway M§_E_..}-AdrﬁiﬁT_s__t__r_z;{()’[_,-GL]ide coM0oDO

- /

— /

»  Click the 'Export to CSV by filter" button. The 'File Download' will open:

Dazhboard f Audit log

Audit log

(%) Exportto CSV by filter

Filters

Opening CARG-AuditExport-2017-11-1 11 _46_59.csv 24
¥

You have chosen to open:
| CASG-AuditExport-2017-11-1 11 46_59.csv

which is: Text Document
from: https://dome.das.comodo.od.ua:8080

What should Firefox do with this file?

@ Openwith |OpenOffice Calc -

™) Save File

[] Do this automatically for files like this from now on.

o | [ ]

«  Click 'Open with' or 'Save File' to view / save the file with an appropriate application to your computer
«  Click'OK'

The values in the log report will be separated by commas and this file can be opened with Excel or Openoffice Calc
for easy analysis.

8 Administrator Account Management

»  The 'Account Management' area lets an admin with appropriate privileges add new admins for the same
account.

«  This area also allows you configure user permissions, reset passwords, and change login status.
+  Admins who logged-in with CAM credentials will have an additional icon, ‘Login to my Comodo account'.

- Theitems an admin sees in this area depends on their configured permissions. See 'Admin Groups &
Permissions' for help with this.
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€7 Dashboard

@ Domains

%] Audit log

1=| Account management
B Admins
User groups & permissions
Admin groups & permissions
Login to my Comodo account
My profile
Users history

2. customer management

Click the following links for more details:
« Manage Administrators
» User Groups & Permissions
+  Admin Groups & Permissions
+ Manage Comodo Account
» My Profile
» Users History

8.1 Administrators

Click ‘Account Management' > ‘Admins’
This area lets admins add or remove fellow administrators, specify their permissions and reset their passwords.
Click the following links for more:
¢ Manage admins
+ Add an admin
« Delete an admin
+ Edit an admin
+ Manage admin permissions
Manage admins

»  Click the 'Admins' from the 'Account management' drop-down menu on the left
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() Dashboard

&) pomains
& Audit log
L]
[23 Account management
B Admins

User groups & permissions
Admin groups & permissions
Login to my Comodo account
My profile
Users history

L. customer management

The admins interface shows a list of administrators, their last login time, the group to which they belong, and the
domains that they can manage.

Dot J A

Admins @ ren
+ Add E Deiste f Edil 59 Manage pemissions D Redash
0 Fiiters

Login Enahlad Last kagin G o Target
[docteanicasg s omaodo.od ea
lestdamain com, ceg-anh-
iohrd@d octesmcasgconiodo.odua e Apr 16, 2074 &1 358 AM Fower Adminisiradon B COM0dD 0. A,
examMpie domain. com,
example] domaincom]
1 i [1-111] Ferpoge (15 | w

+  Click the up/down arrows in the respective column headers to sort the entries in ascending or descending
order based on the login, enabled status or last login time

Use the filter option to search administrators
»  Click anywhere on the 'Filters' to open the filters area.
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Dazhboard F Admins

Admins
+ Add ﬁ' Delete y Edit f Manage permissions

& Fiters

L v | containg v
Login
el L Enabled Last login
Last login
Group

»  Choose the filter by which you want to search from the first drop-down, then a condition in the 2nd text box.
Some filters have a third box for you to type a search string.

+  Click ‘Apply Filter".

You can filter results by the following parameters:
* Login: Type an admin login details in the text box (column 3) and select a condition in column 2.
« Enabled: Sorts the results based on administrators' enabled / disabled status.
» Last Login: Select a date in the calendar (column 3) and the condition in column 2.
»  Group: Select an admin group in the last drop-down (column 3) and the condition in column 2.
Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

You can add multiple filters to the same search by clicking + .

Add a new administrator

«  Click the 'Add' button.

Deshboard S Admins

Admins
@ Mgz ] W Edit -@ Manage parmissions
O Fiters Hew administralos
o= Group v equals Lopin. - smilh@docteamcasg comodo od.ua
Syalem notMcalions emai(s)  Talllena@amail.com
L avijimy Gl
e Status: €] Enabled i
Subscribe ermalls 10 global
Sl ermalls 1o glota B ves
repoeting
1 jobn@docteameasa comodo od ua P onser Adrninistraton

m (.dll':“l

i [1-141]

The 'New administrator' dialog will be displayed.
» Login - Enter the new administrator's valid email address as login username.
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«  System notifications email(s) - Enter the email addresses at which the new administrator should receive
CSEG notification emails. It can be the same email address as the login name if required. You can add up
to five alternative email addresses for the person. Quarantine requests and notifications are sent to the

addresses specified in this field. See Email Management for more details.

- Status - Enables to change the login status of the new administrator. By default, this box is selected, that is,

the new administrator can access CSEG interface.

«  Subscribe emails to global reporting - Send domain and quarantine reports to the admin at the email
address used for the their username. See CSEG Reports - an Overview for more details.

»  Click the 'Save' button.

The administrator is added to the list and placed in the default group. You can modify their permissions if required
(see Manage Admin Permissions for more). CSEG will send the new admin a registration mail containing their

login details. The password can be reset in the edit interface.

Admins
+ Agd 1:_.' Dot .&' Edit .“9 Marsage pemissions
£ Fitiers

Lasyin Enabled Liasd login [

Delete an administrator
«  Select the administrator to delete and click 'Delete’ button.

Docshizoerd [ Adwmines:

Admins
o add r§ Edit & Manags permissans
0 Fiters
Login Enabbed Last lgin Grsaip

4| hobBcasg comodaod ua frue HE:

lohrgdocieamcasg comodood.ua  Fue Apr 16, 2014 83050 &AM

| s inEdocteameasg omodo, nd |

&
£

[1303)

A confirm dialog is shown as follows:

Power Adminislraton

Power Adminisiraons

D Help

£} Rafesh

Farged

&} Help

E Refresh

Taigs

Hodeamcasg. comodo. &d ua)

j8.CcomDdood us,
EAN il & S0nkain £on,
Emampled dorain. oom

Wocieamoaeg. comodie od ua,
1R oMBIRCam, S50 ArTh

& comindoood ua,

EEAM P18 B0 £,
gmamplat domain com|

Pergage |15 |w
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Delete administrators

s Arewou sure you want to delete the selected
@ administrators?

«  Click 'OK" to confirm the deletion.
Edit an administrator
«  Select the administrator you want to edit from the list and click the 'Edit' button

Dashboard | Admins

Admins

& Wanage permissions

o add | [ oelate
@ Filters

I Login Edit administrater bobfcasg.comodo.od.ua Growm

¥| bob@casg.comodo. od HE
[# bob@casg.comodo.od.ua ik
Systern notcations emailis) | Tatiena@gmail.com

| L | JD'TIQL__’:DE‘IE‘ETIK asn comodo.od us €1 Power Adminisirat
Stabs: # Enablad

m Regenerate password Camcel

[ sm thi@docteamcasg comodo od ua frug Poser Adrinisirat

1 i [1-3r3]

The 'Edit administrator' dialog box will be displayed.

«  System notifications email(s) - Enter the email addresses at which the new administrator should receive
CSEG notification emails. It can be the same email address as the login name and / or alternative email
address(es) of up to a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or
releasing quarantined emails and notifications such as of imports of users, local recipients and users via
LDAP from CSV files will be sent to the email addresses specified in this field. Refer to the section Email
Management for more details.

Tip: The currently logged-in administrator can configure the Quarantine notification email address in Dashboard >
Account Management > My Profile dialog.

»  Status - Enable or disable the admin.

» Regenerate password - Reset the password for the administrator in case it is forgotten. The new password
is sent to the administrator's email automatically. The administrator has to use this new password to access
CSEG

»  Click the 'Save' button to confirm your changes.
Manage admin permissions

CSEG allow administrators with appropriate privileges to assign permissions for other administrators that will
determine what he/she can do and cannot do while logged into their respective CSEG admin interface. The
administrators can create policies and assign them to other administrators from this interface. See 'Admin Groups &
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Permissions' for more details on how to create groups and policies for administrators. A new administrator will be
automatically assigned default permission settings.

To assign permissions for an administrator

»  Select the administrator or multiple administrators that you want assign permissions and click the ‘Manage
permissions' button.

QarEisoand £ Acing
. A
Admins 0 Hep
—
+ Add ﬁ Delate j? Edit f Manage permessionG 15 Refmesh
£ Fitlers
[ Legin Enabited Last login Group Taryes
| b ag camadn od ua Fue HR [Boctearm: xsg. camado od ual
0. 0omodo od ua,
cag-arth
jehn@Edotieamcasg comodood ua  ue Apr 16, 2004 6:45 45 AM FPower Administrators
]
[docheame #£g. comoda.od.ua,
besidomain. com, csgrarch
i) smith@idocleamcasg comodo odsa Fue Fower Adminisiraiors ga.comodo.od ua,
example, dornan com,
example! damain, com
i i [1-513) Porpage 15 | w

The 'Admin Groups & Permissions' interface will be displayed.

Admin groups & permissions

o= Addd

HName

@ Poweer Administrators (Default)
D HR
@ Lirnited

0 General

Assign to selected admins Assign to filtered admins | Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default,
'Power Administrators (Default) group will be available and administrators can add, edit groups and assign
permissions to other administrators. See the section 'Admin Groups & Permissions' for more details.
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+  Select the group from the list.
The permissions set for this group will be displayed on the right side.

Admin groups & permissions

o= Add

Hame Permission:

Power Administrators (Default) 4 |~ pll customer permissions
~| Add domain

Admin management
User permissions
Admin permissions
Report management
User session history view
View customer info
Locale
~ View
~| Change
Change user limit per domain

~| Email template management
~ Audit log

Assign to selected admins Assign to fitered admins ‘ Cancel |

»  The permissions set for this group will be displayed on the right side.
«  Click the 'Assign to selected admins' button to set permissions for selected admin(s).
«  Click 'Assign to filtered admins' button to set permissions for administrators found by filter.
»  Click 'OK"in the confirmation dialog.
The selected admin(s) will be added to the group and a confirmation message will be displayed.

Dbt o J A

Admins © rew
Permissiong sutcessnilly assigned (0 I sdmins) B
+ Add ﬁ Delote f Edil If Manage permissions G Refresh
e Fillers

Longin Eralilel LLas login Gipoap Target

[docteamCasE oMot o U3

bobiEcasy comoda ad. us true Leniles
e {ashdomeaain com]
[d0cteamE a5 coMmoao ol us
e stdomain com, ceg-anh
johngdociRamcasa comndo ol ua U ADT1E, T014 707 49 amM Powsar Afminisiratars & comoco od U
Bxamphs domain com
axampba domaincom)
s : |dectearncasg comoda.od.ua
s beamc asg oomodn odua e Limiled leslgomarn com|
s idamain o
1 r [1-3¢3) Perpage |15 -

The interface also displays the new group assigned for the selected admin(s) under the ‘Group' column.
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8.2 User Groups & Permissions

«  The'User Groups & Permissions' area lets you create email user groups and set group permissions.

« You can create multiple groups, each with different permission levels. When you assign users to a group
they will inherit the permissions of the group.

»  The user interface will vary according to a user's permission level. See 'Manage Permissions for Users' in
'User Account Management' for help with this.

Create user groups

e Click 'Account management' > 'User groups & permissions".

'._ EECURE\E{MML Quarantine.1  Releazereguests. 0 Whislistreguests. 0 BlacHist requesis: [ ; My Account

Cashboard / User groups & permissions

eneli User groups & permissions © Hep
S Domains
o Add
=1 Audit log
Hames Permissions:
@ Power Users (Default) 4 ¥ All user parmissions iE
2 Usars * Incomming Log Search
P HR ' Dutgoing Log Search
" feport Spam

3

User report subscriptions
45 Quzrantine

3 : = Show Massage

Ity prafle o

~| REleASE MESSAgEs

] ory | Delete massages

d & Archive

ustomes management

< Vi
~| Reseng ==
| Reply all

~'| Forward

Two user groups, Power User and Users (Default), are available by default. These two groups cannot be edited or
deleted.

»  Click a group name to view its permissions in the right-hand pane:

Doz hipoard Milser groups & permissores

User groups & permissions & Heip
o a4 f wakz detaut
Haina Poania s
® PowerUsers 4 o8l yser permissions
Lisers {Defaul) Incoming Log Seafch
= (udgoing Lop Searck
=) FrEp i S pe
= Uger repor! subscnplons
= Guarantng

Archive
Craahe mall eoguest
Changs user sellings

= WnilelE i Blacklisl

»  Click the arrow next to a permission to view sub-permissions:
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Permissions:

*

4 %] All user permissions -
*|Incoming Log Search
* | Qutgoing Log Search
* | Report Spam
* | User report subscriptions

b
| %

Quarantine
*| Show Message

m

* | Release messages

*| Delete messages
4 |~ Archive

* | View

£,

*| Resend |
*| Reply all
*| Forward

For users in the 'Power User' group, all permission levels are enabled. The 'Release quarantine messages' option is
not available to users in the regular 'Users' group. This means that if a user is assigned to the 'Power User' group, he
/ she can release quarantined messages from the quarantined mails list without approval from an admin. See
Released Requests in 'Email Management' for more details.

Permission Levels
+ Incoming Log Search - Allows a user to search and view the log of all incoming mails.
+  Outgoing Log Search - Allows a user to search and view the log of all outgoing mails.
» Report Spam - Allows a user to report a mail as spam mail.
»  User report subscriptions - Allows a user to configure periodical quarantine report generation.
e Quarantine

«  Show Message - Allows a user to view quarantined emails in same window or separate window.

» Release messages - Allows a user to release a quarantined mail without approval from the
administrator.

+ Delete messages - Allows a user to delete a quarantined mail without approval from the administrator.
« Archive

«  View - Allows a user to view archived emails in same window or separate window.

« Resend - Allows a user to resend archived emails to himself / herself.

* Reply all - Allows a user to reply to all archive emails

» Forward - Allows a user to forward an archive email composed earlier
«  Create mail request - Allows a user to configure email request for CSEG notifications.

«  Change user settings - Allows a user to configure himself / herself as recipient whitelist.
«  Whitelist / Blacklist

- Manage whitelist senders per user - Allows a user to manage sender whitelist for his / her mail account
»  Manage blacklist sender per user - Allows a user to mange sender blacklist for his / her mail account
Click the following links for more details.

« Adding a new group
+ Editing a group
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« Deleting a group
» Making a group as default
To add a new group
- Toadd a new group and configure permission levels, click the 'Add' button
«  Anew group creating page will be displayed.

Daszhboard / User groups & permissions

User groups & permissions

o= Add
Y

© Powdr Users (Default)

Ha

@ Userd

Hames Permissions:

) Power Users (Default) All user permissions

) Users

Save Cancel

»  Enter the name of the group in the text field under the 'Name' column. Note: To enable the permission levels
in the right side for that group, click the 'Edit'" button on the top.
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Dashboard / User groups & permissions

User groups & permissions Help

T Make default

Names Permissions:
@ Power Users (Default) 4 |E] Al user permissions |
@ Users Incoming Log Search

= Qutgoing Log Search
@ hRr
Report Spam

User report subscriptions
4 ¥ Quarantine
¥ Show Message

m

¥ | Release messages
¥ | Delete messages
o) Archive
View

Resend m
Reply all
Forward

- JE

«  Click the 'Save' button.
The newly created group will be displayed in the interface with the allotted permissions to it.

Now, users of domains belonging to the account can be assigned to this newly created group. See 'Managing
Permissions for Users' in 'User Account Management' on how to add users to predefined groups.

To edit a group
You can edit the name of an existing group and / or change the permission levels.
»  Select the group from the list and click the 'Edit' button.
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Dashboard / User groups & permissions

User groups & permissions Help

T Make default

Hames Permissions:

@ Power Users (Default) 4 [H| All user permissions o
& Users Incoming Log Search

@ Qutgoing Log Search

= [HR

Report Spam
User report subscriptions
4 ¥ Quarantine
¥ Show Message

m

¥ | Release messages
¥ | Delete messages
o) Archive
View

Resend m
Reply all
Forward

- JE

»  Change the permission levels and / or the name of the group.

»  Click the 'Save' button for the changes to take effect.
The users in the group that is edited will be automatically reassigned to the edited group.
To delete a group

«  Select the group from the list and click the 'Delete’ button.
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Dashboard f User groups & permissions

User groups & permissions © Heb

o rdd | & Edit | [T Detete ) {3 Make default

Names Permissions:

© Power Us ermissions

© Users Seleiegronn 1ing Log Search

® HR g Are you sure you want to delete the selected ing Log Search
group? 1t Spam

‘eport subscriptions
intine

o J e

»  Click 'OK"in the confirmation dialog.
The selected group will be deleted from the list.

Note 1: If you delete a group, users assigned to that group will be automatically moved to default group. You have
to reassign the users if required.

Note 2: If you delete a user group created by the administrator and marked as default, then the 'Users' group that
was shipped with the product will be set as default. All the users from the deleted group will be automatically

migrated to the 'Users' group.

To make a group as default

CSEG allows administrators to make an existing group as default group. Newly added users and users belonging to
an existing group whose name was deleted will be automatically moved to this default group.

»  Select a group from the list and click the 'Make default' button.

Cringiicuincs /LISM GO 8 Pl rong

';? Help

User groups & permissions

+ Ad yl’“" a Doalate

Hama Panndsaion

Powar Usar i A1 psar pemissions

Lsers [Defaul)
HR

= Gienesal

A success dialog will be displayed.
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Success

@ Default group successfully changed.

« Click'OK'".
The selected group will be displayed as default group.

Deshbicsard § Lizer groups & parmissions

User groups & permissions

o 2dd @ Edt [ Delete

Hamme Perm
) Power Users

Users

! HR

2 General (Cafaull)

Note: If you delete a user group created by the administrator and marked as default, then the 'Users' group that
was shipped with the product will be set as default. All the users from the deleted group will be automatically
migrated to the 'Users' group.

8.3 Admin Groups & Permissions

«  Click 'Account management' > 'Admin groups & permissions'

< The'Admin Groups & Permissions' area lets you create and set the privileges of admin user groups. Any
users you place in an admin group will inherit the privileges of the group.

«  There are two sets of permissions:

»  Customer permissions are high-level admin privileges which cover all domains on the account. For
example, add domains, configure user permissions, modify email templates, view customer info,
manage admins, generate reports, etc.

- Domain permissions are technical privileges to configure and manage antispam on specific domains.
For example, setup recipients, configure the delivery queue, configure whitelists and blacklists, etc.

» You can create multiple admin groups, each with different permission levels. Admin groups save time by
avoiding the need to set permissions for every new administrator.

»  There are two types of group you can add:

« Add Group - Creates a ‘blank’ group with no permissions set. You add all permissions that you require.

- Add Domain group - Creates a group with sufficient permissions enabled to manage a domain. This is
just a time-saving feature which avoids the need to select permissions from scratch.

»  The ‘Customer Permissions’ tree on the right shows all privileges which are enabled by default
»  You can enable or disable these permissions as required in your custom domain group
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+  Open the ‘All Domain Permissions’ tree to choose the domains over which group members have
control. You can set permissions on a per-domain basis in here.

- Theitems available in the console will vary according to the permissions of the admin. See 'Manage
Permissions for Administrators' for help to add admins to predefined groups.

Create admin groups
»  Click 'Account management' > 'Admin groups & permissions'
The admin groups & permissions interface is displayed.
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Admin groups & permissions

+ #Add graup + Add Camam group
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Permissions:

= All customer permissions
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Hawng Trousie? Support i her fo hels, domesupporidcomods, com or revies e Admin guide

By default, power administrators group is available. Power administrators have all customer and domain permissions
enabled. You cannot edit or delete this default group.

- Tick a group from the right side to view the permission levels assigned for it.

Uazssoard £ Admn groups & pemmssons

Admin groups & permissions © wenr

afs fodgroup | efe Add Domain group

Hames Permissions:

@ Power Adminisiraloes (Default) 4 5] All customer permissions o
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£ Test domain group
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< Reparl mansgement

£ User sess lory view
= Yiew customer info
< Liscale
« Cheange et [imit per domain
=, Ernail template management
< Audlt leg
< Wiew dashiboard

4 =1 A gomain penissions

¥ Ilwacnala mi W

»  Click on the arrow beside a permission to display the tree structure of second level of permissions, if
available.
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For administrators in the 'Power Administrators' group, all permission levels will be enabled. The 'Permission'’ level is
divided into two categories, 'All customer permissions' and 'All domain permissions'.

Customer permissions and domain permissions are two different settings. Customer permissions deals with
configuring general privilege levels for the admin group. Domain permissions relates to what the admin can do in the
domain(s).

«  Customer permissions — Determines general privileges for the administrator. For example the admin can
add domains, configure admin and user permissions and So on.

+  Domain permissions — This pertains to domain level privileges. Determines what domains the admins can
manage, for example, remove the domain, manage incoming and outgoing user for the domain and so on.

»  See the full list of privilege levels below.

» 'Add Domain group' allows you to create groups for domain management with predefined customer
permissions. Though you can create domain management groups using ‘Add group' also, this feature is
useful if you want to create a large number of domain groups.

Permission Levels
«  All customer permissions - View and manage all customer related tasks.

»  Add domain - Add new domain(s)
»  Admin management - View and manage administrators for the account.
«  View - Only view the list of administrators.
+  Unlock - Unlock previously blocked administrators.
« Manage - Manage administrators for the account.
»  User permissions - View and manage 'User Groups & Permissions'
»  View - Only view 'User Groups & Permissions'
» Manage - Manage 'User Groups & Permissions'
+  Admin permissions - View and manage 'Admin Groups & Permissions'
+  View - Only view 'Admin Groups & Permissions'
« Manage - Manage 'Admin Groups & Permissions'
»  Report management - View and manage report subscriptions
»  View - Only view report subscriptions
»  Change - View and manage report subscriptions
+  User session history view - View user sessions history for all domains in the account
+  View customer info - View information about the customer.
« Locale - View and manage message language sent to a user
»  View - Only view messages language
- Change - View and manage messages language
»  Change user limit per domain - Configure the number of users for each domain in the account.
+  Email template management - Edit the email template for user's notification emails.
+ Auditlog - Configure and view log for the permitted domain.
« Log - View and export the log for the permitted domain.
«  View dashboard — Show main customer dashboard.
»  All domain permissions - Assign domain(s) management.

»  Assigned Domain(s) - Manage domains, incoming and outgoing users, emails, audit log and reports.
*  View - Only view the assigned domains.
»  Change - Edit the assigned domain(s)
+  Remove - Remove the assigned domain(s).

«  User Management - View and manage incoming users, outgoing users, whitelist recipients and blacklist
recipients.

» Incoming user - View, manage and unlock incoming users.
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+  View - Only view list of incoming users.
«  Manage - View and manage incoming users.
»  Unlock - Unlock users immediately without waiting for the timeout period to end.
- Change forward settings - Change forward email settings for incoming users
»  Qutgoing user - View, manage, lock/unlock and import from incoming users.
«  View - Only view list of outgoing users.
« Manage - View and manage outgoing users.
«  Outgoing settings - Configure a list of outgoing users.
«  Lock/Unlock - Lock or unlock outgoing users from sending out mails.
» Import from incoming - Import outgoing users from the list of incoming users.
»  Whitelist recipients - View and manage whitelist recipients.
»  View - Only view list of whitelisted recipients.
« Manage - View and manage whitelist recipients.
»  Blacklist recipients - View and manage whitelist recipients.
«  View - Only view list of blacklisted recipients.
- Manage - View and manage blacklist recipients.
»  Users auto-import - Automatically import all new incoming users bases on incoming email flow
«  View - Only view list of users auto-import recipients.
«  Manage - View and manage users auto-import recipients.
+  Domain geolookup restrictions - View and manage CSEG web interface access control policies
»  View - Only view the access control polices
- Manage - View and manage access control policies
»  Domain management - View and manage all domain related tasks.
+  Local recipients - View and manage local recipients.
+  View - Only view list of local recipients.
«  Manage - View and manage local recipients.
« Domain alias - View and manage domain aliases
»  View - Only view the list of domain aliases.
»  Manage - View and manage domain aliases.
«  Email filter settings - View and configure incoming spam detection settings.
«  View - Only view incoming spam detection settings.

«  Change - View and configure "Spam threshold" and "Probable spam threshold" fields.
»  Threshold - Configure changes for "Spam threshold" and "Probable spam threshold" fields in
the Incoming Spam detection settings

«  Domain settings - View and change domain settings.
+  View - Only view the list of domain settings.
«  Change - View and configure domain settings.
«  Email for license notification — View and configure license expiry reminders
»  Domain disk space limitation — View and configure archive storage disk space
»  View - Only view archive storage space
«  Change - View and configure archive storage space
» LDAP - View and configure LDAP settings for importing users.
«  View - Only view LDAP settings and list of imported users.
«  Change - View and configure LDAP settings for importing users.
*  Quarantine - View and manage quarantined mails.
»  View - Only view the list of quarantined mails.
* Delete - Deleted quarantined mails from the list.
* Release - Release quarantined mails to the recipients.
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+  View mail content - Only view quarantined mails from the list.
+  Archive - View and mange copy of incoming mails in archive.

«  View - Only view archived mails.

- Resend - Resend archived mails to recipients.

» Retain - Retains archived mails from being purged automatically.
» Delete - Delete archived mails.

«  View mail content - View mail content of archived mails.
+ Incoming delivery queue - View and mange queued mails.

»  View - Only view queued mails.
»  Retry - Retry to send queued mails to recipients.
«  Alerts - Queue email notification
+ Incoming Log Search - Search incoming mails log.
«  Outgoing Log Search - Search sent mails log.
+  Clear incoming cache - Clear incoming callout cache.
»  Clear outgoing cache - Clear outgoing callout cache.
»  User session history view - View user sessions history for the assigned domain(s).
«  Office 365 Activation settings — View and configure Office 365 activation settings.
»  SPF Control settings — View and manage sender policy framework (SPF) settings
+  View - Only view SPF settings.
«  Manage - View and configure SPF settings.
»  Email Management - View and configure all Email management related settings and tasks.
- Email size - View and configure email size settings.
*  View - Only view email size settings.
+  Change - View and configure email size settings.
»  Blocked extensions - View and manage blocked extensions.
«  View - Only view the list of blocked extensions.
« Change - View and manage blocked extensions.
- Whitelist senders - View and manage sender whitelist.
*  View - Only view sender whitelist.
» Manage - View and manage sender whitelist.
«  Blacklist senders - View and manage sender blacklist.
«  View - Only view sender blacklist.

»  Manage - View and manage sender blacklist.
» Release requests - View and manage requests from users for release of quarantined mails.

«  View - Only view the list of requests from users for release of quarantined mails.
«  Manage - View and manage requests from users for release of quarantined mails.
«  Whitelist requests - View and manage requests from users to whitelist senders.
«  View - Only view the list of requests from users for adding senders to whitelist.
- Manage - View and manage requests from users to whitelist senders.
- Blacklist requests - View and manage requests from users to blacklist senders.
»  View - Only view the list of requests from users for adding senders to blacklist.
« Manage - View and manage requests from users to blacklist senders.
»  Report spam - Upload mails to CSEG for reporting them as spam.
«  Create rule - Create and manage administrators rules.

»  View - Only view administrators rules.
- Manage - View and manage administrators rules.
«  Whitelist sender rule - View and manage rules for adding senders to whitelist

+  View - Only view the whitelist sender rules
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+ Manage - View and manage whitelist sender rules

Blacklist sender rule - View and manage rules for adding senders to blacklist
»  View - Only view the blacklist sender rules

- Manage - View and manage blacklist sender rules

Whitelist senders per user - View and manage whitelisted senders per user.
+  View - Only view list of whitelisted senders per user.

« Manage - View and manage whitelisted senders per user.

Blacklist senders per user - View and manage blacklisted senders per user.
«  View - Only view list of blacklisted senders per user.

- Manage - View and manage blacklisted senders per user.

Domain relay restrictions - View and configure email relay restriction rules
«  View - Only view relay restriction rule

«  Manage - View and manage relay restriction rules

Audit log - Configure and view log for the permitted domain.

«  Configuration - Configure the log settings for the permitted domain.
» Log - View and export the log for the permitted domain.

cCOMODO
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Report management - View and configure settings for periodical domain and quarantine summary

reports for the permitted domain.

«  View - Only view the configured settings for periodical domain and quarantine summary

reports for the permitted domain.

»  Change - View and configure settings for periodical domain and quarantine summary reports

for the permitted domain.

Default permission levels

Add group — No permissions are enabled. You can enable permissions as per your requirement.

Add domain group — Permissions required for domain management are enabled. You have to select the
domain(s) for adding to the domain group. The following customer permissions are enabled by default:

« Al customer permissions

User permissions — View and manage
Report management — View and change
User session history view

Locale — View and change

Email template management

Audit log

Click the following links for more details.

Add a new admin group

Add a new domain group

Edit an admin / domain group

Delete an admin | domain group

Make an admin | domain group as default

Add a new admin group
Click the 'Add group' button
A new admin group creating field appears

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved

289



Creating Trust Online®

Comodo Secure Email Gateway MSPAdTnlnTstréto uide COMODO

/

e /

Dashbonnd / Admin groups & persEsions

Admin groups & permissions

@ o= Add Doman group

Hamps

= Powesi Aiminislrabors (Defawsll)

Haamzs Permissions:
2 Power Jﬂ eirators [ Defaull) All cusiomes peemis
i3 All domain pemi
|

»  Enter the name of the group in the text field under the 'Name' column.

Cashboard / Admin groups & penmissions

Admin groups & permissions Help

+ Add Domain group
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All domain perissions
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»  Select the permissions for the admin group on the right.
+  Click 'Save' button.
The newly created group is added.

Now, administrators belonging to the account can be assigned to this newly created group. See 'Managing
Permissions for Administrators' in 'Administrators' on how to add users to predefined groups.

Add a new domain admin group
+  Click the 'Add domain group' button
«  Anew domain admin group creating field appears
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Admin groups & permissions
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Help

Hames Permissions;
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m Cancel

»  Enter the domain admin group name
«  Permissions:

All customer permissions - This group comes with predefined customer permissions that is adequate

for domain management. Update if required, but not recommended. See default permission levels
explained above.

All domain permissions - Select the domain(s) and domain permissions for the group.
« Click 'Save'

Now, administrators belonging to the account can be assigned to this newly created group. See ‘Managing
Permissions for Administrators' in 'Administrators' on how to add users to predefined groups.

Edit an admin / domain group

You can edit the name of an existing group and / or change the permission levels.
»  Select the group from the list and click the 'Edit' button.
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Change the permission levels and / or the name of the group.
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«  Click the 'Save' button for the changes to take effect.
The admins in the group that is edited will be automatically reassigned to the edited group.

Delete an admin | domain group

»  Select the group from the list and click the 'Delete’ button.
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Dashboard / Admin groups & permissions

Admin groups & permissions

=)= Addgroup ef= AddDomain group & Edit {3 Make default

Hames

© Power Administrators (g

HR Delete group

@ Are you sure you want to delete the selected

group?
KH =3

Permissions:

+  Click 'OK" in the confirmation dialog.
The selected group will be deleted from the list.

to reassign the administrators if required.

will be automatically migrated to the power administrators group.

Note 1: If you delete a group, admins assigned to that group will be automatically moved to default group. You have

Note 2: If you delete an admin group created by the administrator and marked as default, then the power
administrators group that was shipped with the product will be set as default. All the admins from the deleted group

Make an admin / domain group as default

CSEG allows administrators to make an existing group as a default group. Newly added administrators and
administrators belonging to an existing group whose name was deleted will be automatically moved to this default

group.
«  Select a group from the list and click the 'Make default' button.
»  Asuccess dialog will be displayed:
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Daszhboard / Admin groups & permissions

Admin groups & permissions

)= Add group == AddDomain group 7 Edit ﬁ Delete

Names Per
& Power Administrators (Default)
@ HR Success

@ Default group successfully changed.

+ Click'OK'".
The selected group will be displayed as default group.

Note: If you delete an admin group created by the administrator and marked as default, then the 'Power
Administrator' group that was shipped with the product will be set as default. All the admins from the deleted group
will be automatically migrated to the 'Power Administrator' group.
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8.4 My Comodo Account

This feature will be available in the ‘Account management' if you have logged in to CSEG using CAM account
credentials.

Dashboard
€D Domains

& Audit log

|
[3 Account management

Admins

User groups & permissi
Admin groups & permissions
Login to my Comodo account
My profile

Users history

2. customer management

Click the 'Login to my Comodo account' to open https:/laccounts.comodo.com/login page. From here you can:
«  Add more subscriptions for CSEG account
»  Change your password
- Change contact information
Sign up to other Comodo products
...and many more.

For more details on CAM account, visit our online website at https://help.comodo.com/topic-211-1-513-5907--
Introduction-To-Comodo-Accounts-Management.html
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8.5 My Profile

The ‘my profile" interface lets currently logged-in administrator to change his login password and configure other
settings.

You can open 'My profile' interface in two ways:

+  Click the 'Account management' on the left to +  Alternatively, click the user name then ‘My
expand then 'My profile'. Profile’ at the top-right.

& domeasmsptest@yo]
() Dashboard

@ Domains ,b
Logout

& Audit log
IEEI Account management

Admins

User groups & permissions

Admin groups & permissions

Lagin to my Comodo account

My profile

ers history

M. customer management

The my profile interface opens:

Comodo Secure Email Gateway MSP Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 295



Creating Trust Online®

Comodo Secure Email Gateway M§_E_..}-Adrﬁiﬁfigt’r_z;{()’[_,.-éL]ide coM0oDO

/
/

{

Dashboard / My profie

My profile Help

Change settings

Login
CAM email

demeasmsplest@yopmail com
System notifications email(s)

HNumber of minutes before my session expires 120

Spam trap email:

Sites

Note: The interface will vary depending whether you logged in as an admin or account admin. Account admins can
change password from their CAM account.

» Login - The user-name of the currently active user. Administrators can use this to log in to CAM to
purchase additional licenses and renew existing licenses.

«  CAM email: The email address for the account as registered at Comodo Accounts Manager (CAM).

- System notifications email(s) - Enter the email addresses at which the new administrator should
receive CSEG notification emails. It can be the same email address as the login name and / or
alternative email address(es) of up to a maximum of five. The quarantine requests from users, for
blacklisting, whitelisting, or releasing quarantined emails and notifications such as of imports of users,
local recipients and users via LDAP from CSV files are sent to the email addresses specified in this
field. See Email Management for more details.

«  Number of minutes before my session expires - You can set the idle session timeout period in the
box. Enter the period in minutes or increase / decrease the period by clicking the up / down arrow. The
valid entry is between 1 minute and 120 minutes.

+  Spam trap email (Optional) - If you already have a special 'spam-trap' email address then please enter
it here to further improve CSEG message filtering.

+ Sites (Optional) - Enter the URLs of all websites owned by your company in order to further improve
spam filtering.

»  Click 'Save' for your changes to take effect.

8.6 Users History

The 'Users History' area in 'Administrator Account Management' allows admins to view user history for all domains
within a particular date range. From here you can filter users by IP address, last login, domain, username and/or
location. By default, the most recent 15 records will be displayed.

Use of filters to create custom searches is covered in more detail here.
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9 Customer Management

The 'Customer Management' area allows an administrator to:
«  View the details of the account they are logged into
»  Create an account
« Update the product and extend your license term
«  Configure subscriptions for the periodical Domain and Quarantine summary reports for domains

- Customize the 'support information' area in the notification emails that are generated for activities such as
while adding a new user, password regeneration, quarantine request and quarantine report.
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Click the following links for more details:
» End user license agreements
»  View license information
« Manage report subscriptions
* Notification email settings

9.1 End User License and Subscriber Agreements

The 'End User License / Subscription Agreement' interface displays the complete Comodo Secure Email Gateway -
MSP End-User License and Subscriber Agreement.

To view End User License/Subscription Agreement

+  Click 'Customer management' tab from the left hand side navigation to expand it and then click the 'End-
User License/Subscriber Agreement.' tab from the sub menu.

The 'EULA/ Subscription Agreement' interface will be displayed:
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& My Account
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0.2 View License Information

The 'License Management' interface provides administrators with usage information.
View the license management screen:

« Click the License Management from the 'Customer management' drop-down on the left
The example below shows a customer with multiple licenses:
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«  Max. number of users - Total users on all licenses combined.
«  Max. number of domains - Total domains licensed on all licenses combined.

»  The name of the account is displayed in the title bar.

«  CAM login: Login username for Comodo Accounts Manager (CAM) at https:/laccounts.comodo.com.
You can login to CAM to purchase or renew licenses.

«  CAM email: Email address for the account as registered in CAM.

«  Number of users: The total number of active users across all your domains.

«  Max. number of users: Total users you can add (all licenses combined). You cannot exceed this number of
users without purchasing additional licenses.

*  Number of domains: The number of domains enrolled on the account.
« Max. number of domains: The total number of domains you are licensed for across all licenses.
« Disk quota: Total storage space available to archive incoming messages.
» Disk space: How much storage space you are currently using to archive mails.
Subscriptions
The following details are available for each subscription:
« Max. number of users: Total number of users that can be added to the account on the license.
+ Max. number of domains: Total number of domains that can be added on the license.
» License expiration date: The date till which the license is valid.
- Disk quota: Total storage space available on the license.
« Enabled: States whether the subscription is active or not.

The 'Reminder' button allows you to choose an email address to receive license expiry reminders, and to specify the
period of time before expiry that you wish to receive them. Please note this button will be available if you have
logged in to CSEG using CAM account credentials.
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9.3 Manage Report Subscriptions

The 'manage report subscriptions' interface lets you to configure subscriptions to 'Domain’ and 'Quarantine' summary
reports of all enrolled domains. See CSEG Reports - an Overview for more details.

Access ‘manage report subscriptions’ interface

»  Click ‘Customer management’ > ‘Manage report subscriptions’
The manage report interface will open:
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3 GATEWAY i e 2 " o omessT sty
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Raport recipients

Bt p Al i

) Quasanting report

Hour Day of month Dy of weok Sand emph Erabled  Siart daie Acpor kengh Rizpart recipents
W pry =i e very cay (e vory waek oay

Cichoose Cichesss L

P reprt For i heoaas(i) fromn sl nan

- = - (20200312 05:00)

@ Domain stalistcs repon

Pariod Haur Day of moath Dary ol weak Sead empty Enabled  Star date Aegart kength Aeport recipienis
'_?Bm' noir -i_'h.:na:,- :_;i«.e'_-n:m day
[as Clemoss W haae
- Ngal seport foe 24
¥ WMandx . e haur(s) Trom: st
Hourty e : = B M 2000000 L ones e
: 3400)

The 'Report recipients' field at the top is auto-populated with the email addresses of all the administrators available
for the account and enabled for the same, at the time of adding them. The report recipients can be added or
removed from this interface by entering the administrator's email address or deleting them and clicking the 'Save'
button at the bottom.

Note — Reports are not sent to these recipients if you configure recipients for each report type.
The administrator can configure the subscription for two types of reports from this interface:

« Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly, will contain a detailed statistics of the mails that are identified as spam or containing malicious
content and moved to Quarantine of the domain automatically by CSEG. See CSEG Reports - an
Overview for more details.

«  Domain Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly, will contain a detailed statistics of number of users, mails that have been received at and sent from
the domain, number of spams identified and blocked and so on. See CSEG Reports - an Overview for
more details.

Configure the subscription of the reports

» You can expand/collapse a report configuration section by clicking on the respective strip.
«  Send empty - Leave this unchecked if empty reports are not to be sent to recipients.
» Enabled - Select this so reports are generated and sent to report recipients.
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» Report recipients for each report type — Enter the email address of recipients that you want the reports to be
sent. You can enter multiple addresses separated by a comma. Note - If this field is configured, the
recipients that you added in the general report recipients field at the top of the interface will not receive the
reports.

»  Select the frequency at which the reports are to be sent to the administrators.

Quarantine Report

F

£ Quarantine report

Hour Dayof month | Day of week Send empty Enabled  Siar date Report kengih Report ecipients
®eveynowr  @every day @ very weoek day
Cichoose Cichoase Cichoose

~ - -~

Mext report Tor B our(s) Troem (81 fun

] 7 May 12, 2020 17:00
~ = A e (2020-05-12 09:00)

» Hour - The reports are generated and sent to the report recipients every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

- Day of month - The reports are generated and sent to the report recipients every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

- Day of week - The reports are generated and sent to the report recipients every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

» Report length - Displays the period of the report that are generated depending on the options chosen.
Domain Statistics Report

& Domain statistics report

Parnod Hour Day of manth Day of waak Sand smpry Emabled = Start date Faport length Aaport recipients
®yery Biour @I:-.-er:rda:r C‘E\?"f week day
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= & [E] sunaay ot
¥ Mionday ) } Mg repodt Tof 24
Houry - - . | kA My 18, 2020 0000 hour(s) from kast run
| Tuasday [2020-05-11 23:00)

» Period - Enables you to set the period to be covered in the report. The report contain the statistics of all the
domains in the account for the past one hour, one week, one month or one year, as selected from drop-
down from the scheduled report time.

« Hour - The reports are generated and sent to the report recipients every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

- Day of month - The reports are generated and sent to the report recipients every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

- Day of week - The reports are generated and sent to the report recipients every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).
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« Report length - Displays the period of the report that are generated depending on the options chosen.
«  Click 'Save' for your settings to take effect.

«  Click the 'Reset settings to default' to disable both Quarantine and Domain statistics reports. The 'Report
Recipients' fields will not be cleared.

9.4 Notification Email Settings

By default, all the notification mails sent to administrators and users on various events like adding a new user,
password regeneration, quarantine request or periodical report mails like quarantine report will contain the links to
the online help guide and Comodo support in the footer.

The 'Email template settings' area allows you customize the footer for adding their contact and support information.
To customize the notification emails

»  Click the Email template settings' from the Customer management' drop-down on the left
The 'Email template settings' interface will be displayed:

-"SE%EHNL Quranting: 2 Release request Whitelistrequests: 0 BlacHistrequesis: 2 L by dccount

Tashizzerd | Erall fampirs safings
Email template settings € Hen

§. Mol changes balow wil be appled 1o all system nollcation massages semt fo user

Zt‘hrqn dafaut emal foctar

~ -
<lont sbels="Tork-family &l al color 353535 Jonk size 14pe =For halp, ses tha User quids
=5 hiek="hilpz _Whelp. comodo. comilapic-445-1-317- 122 80-nkodediorie-Comodo-Dome-Anbe pam—NSEhim aget="_blank” We="" atde="tonl-laTelp Anal,
ColrRDS4E8d -5 loe T4mmc
=il stste="Tond-famdy Al Color SO0 BB ion-goe. T4Ee = File AN eIE GO pEs. (M pie-485-1-317-1 2200HnF ot oo -G o mode-Coma-Anka pam—
M3F bl Fons
g
~Banp
ipr
=fable wndth="100%" border="0" bordercolor="Felle 020" celigaddng="II" cells=paong="T" bgualor="Felelelr
<Acdie<tr BOFHenCniars"Ta0e0an
=03 Dardol oi="Pelefelr bgolor="Pelelell vabgn="rmd@e" heighl="0F alde="padan{-ien 10m >
<font shie="Tont famivAnat color#¥35 3535 Jont cize: 14pafont welght bold ™

m Fraasl o dutaun

Please note the customization can be done only in html format.
»  Check 'Change default email footer' box if you want to edit details.
+  Edit the details in html format as per your requirement and click 'Save' button.
»  Click the 'Reset to default' button to display Comodo support information in the notification emails.

10 CSEG Reports - An Overview

»  Comodo Secure Email Gateway - MSP can generate five kinds of reports - 'Quarantine report’, '‘Domain
statistics report', 'User import report', ‘Quarantine Release Report' and 'Reported Spam Report'.

» Reports are sent via email to administrators and users as configured at scheduled times
Global Reports and Domain level Reports
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1. Global reports are for all domains covered by the customer account. See 'Manage Report Subscriptions'
under '‘Customer Management' for more details on the account level.

2. Domain level reports are specific to a domain. See 'Manage Report Subscriptions for Selected Domain'
under 'Incoming' section for reports on domain levels.

CSEG creates five kinds of reports:

« Quarantine Report - Statistics about spam or malicious emails that were moved to quarantine by CSEG.
You can receive the report daily, weekly or monthly.

« Domain Statistics Report - Covers all mail activity for the domain. You can receive the report daily, weekly
or monthly.

» Users auto-import report - Statistics about the mail activity of new users added for each domain. User
import reports are generated at the domain level and not the account level.

* Quarantine Release Report - Statistics about malicious or spam messages quarantined on your entire
domain. These reports are generated at the domain level and not the account level.

* Reported Spam Report - Statistics on messages marked as spam by users. The report can be configured
to be received hourly, daily, weekly or monthly by the administrator. These reports are generated at the
domain level and not the account level.

» Reports can be enabled or disabled per administrator in Dashboard > Account Management > Admin >
Add Administrators or Edit Administrators.

While the first two reports, Quarantine Report and Domain Statistics Report, are available for all the domains as well
as for a specific domain, other reports are available for specific domains only.

10.1  Quarantine Report

The quarantine report contains a list of mails that were identified as spam or containing malicious content and were
moved to quarantine automatically by CSEG, with the details on sender, receiver, date and attachments. You can
view the contents of a mail by clicking its subject line from the report.

+  Administrator
« Domain Level - The report generated for an administrator contains the details of the mails moved to
quarantine of the selected domain.

«  Customer Level - The report generated for an administrator contains the details of the mails moved to
quarantine of all the domains belonging to the account.

» User - The report generated for a user contains the details of the mails moved to quarantine of the user.

The report can be subscribed to be received hourly, daily, weekly or monthly for an administrator and daily, weekly or
monthly for a user.

»  Hourly - The reports are generated and sent every hour to the administrators through email.
« Daily -The reports are generated and sent daily to the administrators/user through email.

»  Weekly - The reports are generated and sent to the administrators/user through email on every seventh
day from the start date set in the 'Start date' field. The report contains details of the mails quarantined
during the past seven days. The first report is sent on the start date and contains the statistics for the
remaining days of the week from the day of configuration and subsequently every seven days.

«  Monthly - The reports are generated and sent to the administrators/user through email on every 30th day
from the start date set in the 'Start date’ field. The report contains details of the mails quarantined during the
past 30 days. The first report is sent on the start date and contains the statistics for the remaining days of
the month from the day of configuration and subsequently every 30 days.

An example of a quarantine report is shown below:
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Having Trouble? Support 15 hiers to help. Open a Ticket at bitps: support.oomodo.com or <all 1 838 COMODO |266.6361)

+  Click the 'Subject' of a mail to open the mail in a new CSEG window. You need to login to CSEG to read the
mail in the new window.

10.2 Domain Statistics Report

The domain statistics report provides details on all the mail activities on the domain(s). This includes information
covering the number of users; mails that have been received at and sent from the domain; number of mail identified
as spam/malicious; number of mails blocked and so on. The report can be configured to be received hourly, daily,
weekly, monthly or yearly by the administrators.

« Domain Level - The report contains only the details of domain statistics of the selected domain.

«  Customer Level - The report contains the details of domain statistics of all the domains belonging to the
account.

Note: The domain statistics report is available only to the administrators.

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
» Hourly - Reports are generated and sent every hour to the administrators.
+ Daily - Reports are generated and sent daily to the administrators.

- Weekly - Reports are generated and sent to the administrators on every seventh day from the start date set
in the 'Start date' field. The report contains details of the mail activities for the domains during the past
seven days. The first report is sent on the start date and contains the statistics for the remaining days of the
week from the day of configuration and subsequently every seven days.

«  Monthly - Reports are generated and sent to the administrators on every 30th day from the start date set in
the 'Start date' field. The report contains details of the mail activities for the domains during the past 30
days. The first report is sent on the start date and contains the statistics for the remaining days of the month
from the day of configuration and subsequently every 30 days.

«  Yearly - Reports are generated and sent to the administrators on every 365th day from the start date set in
the 'Start date' field. The report contains details of the mail activities for the domains during the past 12
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months. The first report is sent on the start date and contains the statistics for the remaining months of the
year from the day of configuration and subsequently every 12 months.

An example of a 'Domain Statistics Report' is shown below:

Here is the daily Domain statistics report for docteam.das.comodo.od.ua from Nov 08, 2017
12:00 to Nov 09, 2017 12:00 (GMT +00:00)

Number of users

[=]
=

Spam ratio

Not spam messages
Unsure MEssages

Spam messages blocked
Viruses blocked
Blacklisted messages
Total filtered messages

A B OO O WMo

Total messages

For help, see the Admin guide: hitps:ihelp.comodo.comitopic-445-1-914-12 136-Introduction-to-Comodo-Dome-Antis pam---
MSP htmi

Having Trouble? Support is here to help, Mmm@;m or review the Administrators Guide

10.3  Auto-Imported Users Report

The users auto-import report provides details on all new users belonging to a managed domain, that were
automatically imported to CSEG on receiving an incoming mail addressed to them at the mail server. The auto-
imported users are sent with an invitation email containing login credentials for them to access the CSEG user
interface. For more details on managing auto-import, see Manage User auto-import.

Note: The user auto-import reports are generated only for the domain level and not for the customer account level.
The report is available only to the administrators.

The report contains the following details:

« Imported users count - The total number of users automatically imported into CSEG within the report time
period.

«  Enabled users count - The number of auto imported users that have activated their account by clicking the
link in the invitation mail or logging-in to CSEG using the credentials provided in the mail.

« Invited users count - The number of auto imported users that have been sent the invitation mails but yet to
activate their account.

+  User names list - The list of auto imported users.
An example of a 'Users Auto-Import Report' is shown below:
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Here is the users auto-import report for csgga.comodo.od.ua from Nov
21,2014 09:00 to Nov 21, 2014 10:00

Imported users count 1
Enabled users count 1
Invited users count 0

User names list admin

For help, see the Admin guide: hitp.//help.comodo.com/fopic-157-1-288-3192-introduction-
to-comodo-antispam-gateway. html

Having Trouble? Support is here to help. Open a Ticket at https://support.comodo.com
or call 1.888.COMODO (256.2608)

10.4  Quarantine Release Report

The quarantine release report provides details of mails that were released from quarantine by the administrators as
well as by the users with appropriate privileges. This also includes quarantine release requests accepted by
administrators.

Note: The quarantine release reports are generated only for the domain level and not for the customer account
level. The report is available only to the administrators.

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
* Hourly - The reports are generated and sent every hour to the administrators.
« Daily -The reports are generated and sent daily to the administrators.

«  Weekly - The reports are generated and sent to the administrators through email on every seventh day
from the start date set in the 'Start date' field. The report contains details of the mail activities for the
domains during the past seven days. The first report is sent on the start date and contains the statistics for
the remaining days of the week from the day of configuration and subsequently every seven days.

« Monthly - The reports are generated and sent to the administrators through email on every 30th day from
the start date set in the 'Start date’ field. The report contains details of the mail activities for the domains
during the past 30 days. The first report is sent on the start date and contains the statistics for the remaining
days of the month from the day of configuration and subsequently every 30 days.

« Yearly - The reports are generated and sent to the administrators through email on every 365th day from
the start date set in the 'Start date’ field. The report contains details of the mail activities for the domains
during the past 12 months. The first report is sent on the start date and will contain the statistics for the
remaining months of the year from the day of configuration and subsequently every 12 months.

An example of a quarantine release report is shown below:
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Quarantine release report for csgqad4.comodo.od.ua from Jul 01, 2015 09:00 to Jul 01, 2015 10:00

Dperation

Data Login Role Diatails
description
Wed Jul 01 Release Recipients: userZ@casgged.comodo.od ua, vserd@caggad comodo.od.ua,
0%:18:32 GMT quarantined adminl@csggad.comodo.od.ua | admin | userd0@ceggald.comodo.od.ua; Sender: testitest.com; Date: null;
2015 mesasage Subject: SPAM MAIL
e ke 1 Relrmae Recipients: user2@csgged.comodo.od ua; Sender: user] 2@test. com
09:18:49 GMT guarantined adminl@csggad comodo.od.ua | admin PIEMLS. USErgicsg : = Pt ’
01 ) = Date: null; Subject: test mail from TELNET 16-04-13 16:41

2015 message
Wed Jul 01 Rel=ass

= Recipients: userl@ceggad comodo.od.ua; Sender:
09:42:50 GMT t 1i@es 4 comodo.od T = . .

:C 06 Guaramtin e useri@esgqat.comoda.ad.ua e alravehenko@ceq comodo.od.wa; Date: null, Subject: teat mail 15:47
2015 message =

For help, see the Admin guide: hitp.//help comodo.comitopic-157-1-288-3192-introduction-to-comodo-antispam-gateway . htmil

Having Trouble? Support is here to help, asgsupport@comodo.com or review the Administrators Guide

10.5  Reported Spam Report

The reported spam report provides details of mails that were reported as spam by the administrators as well as by
the users with appropriate privileges. This also includes details of mails uploaded from the 'Report Spam' interface.

Note: The reported spam reports are generated only for the domain level and not for the customer account level.
The report is available only to the administrators.

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
»  Hourly - The reports are generated and sent every hour to the administrators through email.
 Daily -The reports are generated and sent daily to the administrators through email.

- Weekly - The reports are generated and sent to the administrators through email on every seventh day
from the start date set in the 'Start date' field. The report contains details of the mail activities for the
domains during the past seven days. The first report is sent on the start date and contains the statistics for
the remaining days of the week from the day of configuration and subsequently every seven days.

» Monthly - The reports are generated and sent to the administrators through email on every 30th day from
the start date set in the 'Start date’ field. The report contains details of the mail activities for the domains
during the past 30 days. The first report is sent on the start date and contains the statistics for the remaining
days of the month from the day of configuration and subsequently every 30 days.

«  Yearly - The reports are generated and sent to the administrators through email on every 365th day from
the start date set in the 'Start date’ field. The report contains details of the mail activities for the domains
during the past 12 months. The first report is sent on the start date and contains the statistics for the
remaining months of the year from the day of configuration and subsequently every 12 months.

An example of a reported spam report is shown below:
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Reported Spam report for csgqa4.comodo.od.ua from Jul 01, 2015 10:00 to Jul 01, 2015 11:00

Operation . i
Date description Login Role Details
Recipients: user77 @csggad.comodo.od.ua;
Wed Jul 01 Rep'bor‘t Sender: Dagwood Burrl:psted
10-06:38 delivered adminl@csgaad.comodo.od.ua | admin &lr;avantstude@gmail.com&gt;; Date: Wed
PS8 message as ' gqa. oau "™ Jul 01 10:01:10 GMT 2015; Subject: Fwd: Get
GMT 2015
spam instant Online Personal Loan approval and
disbursal in 72 hours
Recipients: user?7 @csgqad.comodo.od.ua;
wed Iul 01 Rep:ort Sender: D-agwood Burr?psted
10:39:03 e user/ 7 @csggad.comodo.od.ua | user &lt;avantistude @gmail.com&gt;; Date: Wed
- message as B, o Jul 01 10:01:10 GMT 2015; Subject: Fwd: Get
GMT 2015 . .
spam instant Online Personal Loan approval and
disbursal in 72 hours
Recipients: user?7 @csggad.comodo.od.ua;
Wed Jul 01 Repc-:rts Sender: dagwood bur'r'!psted
10:41:54 archived 7@ 4 do.od &It;avantistude@gmail.com&gt;; Date: Wed
GI\.;'IT 1;015 Message as a user C58qat.comoco.od.ua | USer 1101 10:40:56 GMT 2015; Subject: Fwd: Zero
Spam Fees, Attractive Interest Rates and Loans upto
251
Reports Recipients: user?7@csggad.comodo.od.ua;
Wed Jul 01 p1 Sender: oxford morris minor
archived

10:52:02 user77@csggad.comodo.od.ua |user  &lt;mmoxford@yahoo.com&gt;; Date: Wed Jul
message as a

GMT 2015 Spam 01 10:47:33 GMT 2015; Subject: Dr. Jones
P wake up now
Renorts Recipients: userl@csggad.comodo.od.ua,
Wed Jul01 P user2 @csggad.comodo.od.ua; Sender: oxford

hi
10:55:26 . user? @csggad.comodo.od.ua | user  morris minor &lt;mmoxford @yahoo.com&gt;;
message as a

GMT 2015 Date: Wed Jul 01 10:52:00 GMT 2015; Subject:
Spam
Fw: Dr. Jones wake up now
o : Recipients: userl@csggad.comodo.od.ua,
¥
Wed Jul 01 a:cic':u:d user2 @csggad.comodo.od.ua; Sender: oxford

10:55:52 Tessage a5 4 user2 @csgqad.comodo.od.ua | user  morris minor &lt;mmoxford@yahoo.com&gt;;
GMT 2015 g Date: Wed Jul 01 10:52:00 GMT 2015; Subject:
Spam
Fw: Dr. Jones wake up now
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Appendix 1 - CSEG Error Codes

The most common error codes for CSEG are given below:

Error Code Description

1 Unknown error

100 Import exception

101 Wrong format

102 Wrong outgoing user format IP password. If 'password' is empty then 'username' must be IP
address.

103 Communication exception

200 User limit exception

300 Spam engine exception

1000 Customer has no domains

1001 Domains mismatch

1002 Alias already exists

1003 User already exists
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Appendix 2 - CSEG Feature List

Number of domains and incoming / outgoing users Depends on the subscription

Number of domain aliases 5

Active Directory / LDAP Synchronization

Create / Modify User Groups

Assign permissions to User Groups

Number of user aliases per user

Incoming / Outgoing email filtering

View all quarantined emails

Release quarantined emails

Whitelist / Blacklist quarantined emails

Configure spam detection settings

Report spam emails

View queued emails in Delivery Queue

Create local recipients

Clear incoming / outgoing email cache

Log search incoming emails

Log search outgoing emails

Create domain aliases

Configure domain settings

Configure email size restrictions

Configure 'Blocked extensions' settings

View users' release requests

View users' whitelist / blacklist requests

Whitelist / Blacklist recipients

Whitelist / Blacklist senders

ANBNENENENENENENENENENENENENENENENENE YA YL NE VRN

View users' login history

Email archive v
Number of email administrator accounts Unlimited
Report management v
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Appendix 3 - Troubleshooting LDAP

This section explains how to resolve some common problems that may arise when configuring LDAP.

For full details on working with LDAP, hhttp://help.comodo.com/topic-445-1-914-12228-Importing-Users-from-
LDAP.html

»  Problem: Unhandled Exception:
Solution: The exception was not classified.

«  Problem: Size limit exceeded, unable to extract more then users from server. Size limit must be
increased on server side or specify more strict query

Solution: Active Directory server has limitation on the number of search entries which may be iterated during
querying. By default, Microsoft Active Directory allows only 1000 search entries. If the server received more than
that, the administrator should override the default LDAP search size limit in the Active Directory, or use more strict

query
»  Problem: Incorrect filter settings: ....

Solution: Filter settings contain incorrect format or AD server doesn't support it.
«  Problem: Incorrect BaseDN settings: ...

Solution: BaseDN value has incorrect format.
»  Problem: Unable to connect with provided host in BaseDN settings: ...

Solution: Provided domain name for BaseDN setting cannot be resolved in AD forest tree. Assure a domain name is
correct.

« Problem: Unable to resolve LDAP referral, host unreachable. Users had found before referral might
be imported. Possible solution is to use Global Catalog server (port 3268/3269 as default) to avoid
resolving referrals.

Solution: CSEG is trying to extract as much as possible information and following referrals to resolve all search
entries in a query. If the URL in the referral is unreachable by CSEG then the iteration will stop. Only partial result will
be provided. That occurs when an administrator uses a private domain and it cannot be accessed with only domain
name (the referral contains the list of URLs of the explicit domain names but the information about servers located in
the private subnet is absent). To avoid the referrals occurrence in search entries use the Global Catalog server for
querying. By default, the port for this server is 3268/3269 and that depends on whether the SSL enabled or not.

«  Problem: Unknown error. Users found before error might be imported. Original exception - ...

Solution: Search entries has been terminated within the replication process. Please contact support to find a
solution.

» Ifyou do not know your BaseDN, here's a step-by-step guide to determining your BaseDN.

Most organizations follow a similar convention for their determined BaseDN when the organization sets up its Active
Directory. For a company with the domain of example.com, the typically BaseDN is cn=Users,dc=example,dc=com
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Appendix 4 - Useful Links
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This page contains links to external webpages which provide detailed explanations of LDAP features.

What Is the Global Catalog?

http:/itechnet.microsoft.com/en-us/librarylcc728188%28v=ws.10%29.aspx

Global Catalog and LDAP Searches

http:/ltechnet.microsoft.com/en-us/library/lcc978012.aspx

LDAP Referrals

http:/ltechnet.microsoft.com/en-usl/librarylcc978014.aspx

Click the following links for more details http:/Ihelp.comodo.com/topic-445-1-914-12228-Importing-Users-from-
LDAP.html
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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