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Technology Assessment Platform - User
Guide

The technology assessment platform (TAP) is an intelligence gathering tool that helps MSPs audit their client's
network infrastructure, and create a forward-looking plan to address their needs.

MSPs will work with their customers to complete a questionnaire of in-depth questions about their customer’s
environment. The questionnaire has hundreds of built-in questions covering all aspects of network setup, security,
and composition. You can also create custom questions if required. Once complete, the platform generates a report
which grades the customer on each aspect of their set-up, and provides an action-plan for you to address gaps in
their coverage.

This tutorial explains how an MSP admin can create a questionnaire and generate reports:
» Login/ The TAP dashboard
»  Customize the questionnaire (optional)
» Create a questionnaire
»  Complete and submit the questionnaire

«  View reports

Login / The TAP dashboard

«  Comodo One - https:/lone.comodo.com/app/msp/login

»  Comodo Dragon - https://platform.comodo.com/app/msp/login
After logging in, click 'Applications' > "Technology Assessment Platform'
This opens the TAP login page at https://tap.itarian.com/

*  Login here with the same UN/PW you use for C1/ Dragon:

-

Login
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The app opens at the dashboard:
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Top Menu
» Dashboard - Shows summary data for your clients, reviews (questionnaires), and reports

* Reports - You can generate a report after you have submitted a review (see next point). The report
summarizes all the answers provided to your questions, gives your customer an overall grade, and contains
advice on how to address issues.

Client progress reports are a comparison between the two most recent reports for a specific customer.
Ideally, the customer will have completed tasks between the two reports.

» Reviews - A ‘review’ is a questionnaire that you have created for a customer. Once all questions in the
review have been answered, you can click ‘Submit' to generate a report. You can also create a create new
questionnaire from here.

«  Setup - Customize your questionnaire. You can accept the default questionnaire, which includes all
available questions, or create a custom questionnaire with only the questions you want.

Tiles
+ Total Clients — The number of customers in your C1 / Dragon account

»  Your Library — The library is your store of questionnaire sections, categories and individual questions.
Choose a customer from the drop-down at upper-left to view the library items for that customer.

» Total Reviews — The number of questionnaires you have created. This includes questionnaires that you
have already submitted to create a report.

« Total Reports — The total number of reports you have generated. You can create a report after completing
all questions in a review (questionnaire) then clicking ‘Submit’.

« Last Reviews — The last five questionnaires you created. This list includes ‘in-progress’ questionnaires, and
questionnaires that you have submitted to generate a report.

- Available Reports — Alist of all reports you have created Click ‘Download Report’ to view the report in .pdf
format.

The default view shows details for all your customers.

Technology Assessment Platform User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 3



Technology AssessmeQ_t__,__E.Ia—tfo*r"ﬁfqgér i

Creating Trust Online®

i

f

»  Click ‘All Clients’ at top-left then select a customer to view their details
«  Click +" at bottom-right to start creating a new questionnaire

Customize the questionnaire (optional)
Click ‘Setup’ > ‘Library’

«  TAP has a set of built-in standard questions that you can use in your survey. You can use the default
questions or create your own, tailored to your customer.

«  The default is for the survey to use all questions in all categories.

» You can create a custom questionnaire by removing or editing sections, categories and questions. You can
also create new sections/categories/questions from scratch.

Click ‘Setup’ > ‘Library’ to open the library screen:

a Dashboasd Reporis - Reviews ' e ulespooular B

Libwary 1 ::'.||:.-{._,:I Standande library =
SERVERS =
WORKSTATIONS N
METWORK -
EMAIL -
WEBSITE w
PHONES 3

INTERMET v

INTERMAL

The survey is divided into three parts:

- Section — Broad, high-level topic under which you will place categories and individual questions. For
example, ‘Website’ is a section under which you might have categories for ‘Security’, ‘Backup’,
‘Management’ etc.

« Category — An area of concern, or topic, under the main section mentioned above. You can have multiple
categories in each section, and each category can house multiple questions.
For example, if the section is ‘Websites’, and the category is ‘Security’, then one of your questions might be
‘Have you installed a trusted SSL certificate on all publicly-facing websites?’

*  Question - An individual question belonging to the category mentioned above. You can add multiple
questions to each category.

Customize your survey
»  Click ‘Setup’ > ‘Library’
«  Click the drop-down at the top-right
»  Select the target customer:
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Standards Iiu'a'o

Standards library

Steam Ship Corp
herculespopular
Saddle and Pedals
Stem Forks

Chennai Tech Services

A plus sign appears at the top-right, indicating you can edit the built-in questionnaire for the customer.

« Create a new section

« Create a new category
» Create a new question
+ Edit a section name

+ Edit a category name

» Update a question

Create a new section

If the default topics do not address the questions you want to ask, then you can create an entirely new section:
»  Click ‘Setup’ > ‘Library’ > select your customer from the drop-down at top-right
«  Click the “+' button:

Steam Ship Corp -

~

Section

Category

Question
_

«  Click ‘Section’
»  Entera new name in the ‘Create Section’ dialog and click Save’
Your new section appears on the library home-screen. You can now add categories and questions to the section.
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Create a new category

A category is an area of interest underneath a broad topic/section. For example, the section ‘Workstations’ may have
sub-sections (categories) for ‘Data Backups’, ‘Encryption’, ‘Patching’ and ‘Security’. Each category can contain
multiple questions.

+  Click ‘Setup’ > ‘Library’ > select your customer from the drop-down at top-right
+  Click the '+ button

«  Click ‘Category’

«  Type a name for your category.

«  Select the section under which the category should be placed:

Create Category

Title

SERVERS - HR Division

Section

SERVERS i

SERVERS

WORKSTATIONS
NETWORK
EMAIL

WEBSITE
PHONES
INTERNET
INTERNAL

Cancel m

«  Click ‘Save’ to apply your changes
Create a new question
«  Click ‘Setup’ > ‘Library’ > select your customer from the drop-down at top-right
«  Click the ‘+' button
+  Click ‘Question”:
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Create Question

Name

Priority

High v
Section

SERVERS v
Category

Data Backups u

Question

Why we are asking?"

Name - The question prefix. The name appears just before the question itself to set the topic of the question.
Example question ‘names’ are shown in bold below:

» Storage - Is the current storage capacity sufficient for future growth?
+ Database size — Are the Exchange databases below the limit set by Microsoft?
»  Hot spare — Does the client have a Hot Spare workstation?
«  Backup encryption — Do workstation backups use 256 bit AES encryption?
Priority — Select the importance of the question.
Section — Choose the section under which the question belongs
Category — Choose the category under which the question belongs

Question — Type the question that you want to ask your customer.
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Why we are asking? - Explain why it is important that the customer addresses this area of concern.

«  Click ‘Save’ to apply your changes

Edit a section name

»  Place the mouse in section row and click the edit button

Library Steam Ship Comp -

SERVERS (@] ~

»  Update the section name as required and click ‘Save’ below:

Edit Section

Title

SERVERS

»  Forexample, you can update the name as ‘Servers — HR department’
«  Click the trash can to remove a section
Edit a category name
«  Click the arrow at the end of a section to expand it
«  Click the edit icon in the category row that you want to update

Edit Category

Name

Data Backups

Section

»  Update the category name and click ‘Save’ below
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»  Click the trash can to remove a category
Update a question
»  Click the arrow at the end of a category to expand it

«  Click the edit icon in the question row that you want to update

Edit Question

Title

Offsite Backups

Priority

High M

Section

Category

Question

Are backups secured offsite?

Why we are asking?

Offsite backups help mitigate many things like disaster, theft, hardware failure, valuable

Name - The question prefix. The name appears just before the question itself to set the topic of the question.
Example question ‘names’ are shown in bold below:

- Storage - Is the current storage capacity sufficient for future growth?

» Database size — Are the Exchange databases below the limit set by Microsoft?

« Hot spare - Does the client have a Hot Spare workstation?

»  Backup encryption — Do workstation backups use 256 bit AES encryption?
Priority — Select the importance of the question.
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Section — Choose the section under which the question belongs

Category — Choose the category under which the question belongs

Question — Type the question that you want to ask your customer.

Why we are asking? - Explain why it is important that the customer addresses this area of concern.

+  Click ‘Save’ to apply your changes

Create a questionnaire

»  Click 'Reviews' > 'Add New Review'

& Dashboard Reports @Setup -

View All Reviews

All Clien

Add New Review

Total Cnients .

6

«  Select your customer and create a name for your questionnaire:

@ Hvicw Details @) Review Standar x
Add review detalls
Al text fields marked :_': should be field
Client*

-
Reesview itk

- Client - Your customers are listed here. Click anywhere in the row and select the customer concerned.
* Review title — Create a name for your questionnaire.
«  Click 'Next'
The standards screen is a list of topics that you can cover in the questionnaire.
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Reyiew Delsil Review Stamdard
@ i Dl ﬂ i &1 f ®

Add standards: herculespopula Bk

STANDARDS

SERVERS .
WORKSTATIONS v
E MNETWORK -
EMAIL o
WEBSITE .
PHONES v
INTERNET v
INTERMAL v

The survey lists the sections, categories and questions that you have prepared for the customer. If none are
prepared then it shows the default questionnaire, which includes all questions.

«  Expand any row to view its sub-categories. Select all items that apply to your customer:
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Add standards: herculespopula Back
STAMDARDS
SERVERS "
Data Backups
HyperVisors
v | Antivines
| Active Directory
Auditing
v | Updates
(v | Battery Backup
Physical Audit
= Warranty
ﬂ WORKETATIONS

» Disable ‘Standards’ to deselect all items.
«  Click 'Create' when you are happy with your selection

Complete and submit questionnaire

The review screen opens automatically after you finish choosing your topics. You can also open this screen from the
top-menu:

«  Click 'Reviews' > 'View All Reviews'
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& Daghboard  Reports - Setup - herculespopular B
View All Reviews
a Add New Review
herculespopular Fabriary Surdey 2020-02-11, 064848 0% C— @
Stem Forks Revision 3 2020-02-07 133229 100%
herculespopular Internet chack 20200207, 125 100%
Stem Forks Rivision 2 20200207, 123938 100%
Stem Forks New Survey 2020-02-07 123730 100%
herculespopular Revised A020-02-07 123002 100%
herculespopular March Survey 2020-02-07,11;14:58 100%
Stem Forks March Review 2020-02-07, 00:01:38 1005  —
Saddle and Pedals Saddle Review 2020-02-06, 12,51:36 T00%  ———
Steam Ship Corp Mew Kanchi Review 2020-02-06, 12:3519 0% — #
123
FTIARAN ﬁ

«  You will next go through the questionnaire, answering the questions from knowledge provided by your
customer or from your existing knowledge of their network.

»  You can save at any time and resume later from where you left-off.

« When you have answered all questions, click ‘Submit Review’ to generate your report/action-plan.
The pencil icon indicates the survey is not complete, or that it is complete but hasn’t been submitted.

Click the pencil icon to get started:
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a Dashboarnd Reportz = Reviews = Setup = Close
[ Ll ]
Progress 0%
+ SERVERS
Dats Backups
Hypervizars 1, Backup Disaster Recovery(BDR) Device

o |5 there a BOR device in place?

ES MO Kot Apglicable

+ WORKSTATIONS
R 2. Test Virtualization
Data Backups

saftware Hasz every server been test virtualized this quarter?

A ctive Directons
ctive Directon ¥FS MO Reat Apglicable

Encryption
Wananty

Batlery Backups

The column on the left shows the components you added to the survey.
«  Select a component on the left to view its questions on the right
«  Consult with your customer on each question and select the appropriate answer. There are four options:

* Yes - The client has implemented measures that satisfy the requirements of the question. No action is
necessary.

* No - Marginal Impact — The client has not implemented the required measures, but the MSP feels
there is little risk to the organization because of this.

*  No - Major Impact — The client has not implemented the required measures, and this represents a
significant risk to the organization. MSPs are encouraged to prioritize these items.

« N/A-The question is not relevant to the customers network.
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1. Backup Disaster Recovery(BDR) Device

Is there a BDR device in place?

YES “ ‘ Mot Applicable

Marginal

Vulnerable

2. Test Virtualization

Save — Saves the questionnaire with your answers so far. Click ‘Review’ > ‘View all Reviews'’ to access and update
the questionnaire in future.

Submit - If you have completed all questions to your satisfaction then click ‘Submit'. This generates a report from the
questionnaire. Click ‘Reports’ > ‘Technology Assessment Report’ to view it.

View reports

After completing your review (questionnaire) and clicking ‘Submit’, TAP prepares a report based on the answers
provided. The report summarizes your answers, identifies action-areas, and provides risk mitigation advice.

You can download the report and pass to your customer for their review.

There are two kinds of report:
« Technology Assessment Report — Download the action-plan for a particular client.
« Client Progress Report - Compares the last two questionnaires.

Technology Assessment Report
«  Click 'Reports' > "Technology Assessment Reports'
+  Select your client from the drop-down menu
«  Click ‘View Reports’
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& Dashboard (Repor:s v] Reviews = Setup -

Technology Assessment Report
REPORT BUILDER i

Nad'

ealect Client ~ Client Progress Report

+  Click the download icon next to the report you want to save:

REFPORT BLILDER
herculespopular = m
Q

herculespopular Internet check 2020-02-07, 12:59:01 &
herculespopular Kanchi Review 2020-02-06, 12:27:09 =
herculespopular Revised 20200207 123102 &
herculespopular March Survey 2020-02-07, 111458 3
herculespopular February Survey 2020-02-11, D6:48:48 A

»  The report opens in PDF format.

«  The overall score for the client is shown on page 1. This is a weighted calculation from the scores for the
individual sections. The lower the score, the higher the risk.
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Technology Assessment Report February Survey
Report Card Summary

Technology Summary Score Total

ilr Positive Impacts [Answer - Yes] 173

Marginal impacts [Answer - No/Marginal]

b Major Risk Impacts [Answer - No/Vulnerable] 1
SERVERS WORKSTATIONS NETWORK EMAIL

|. 53 i 34 il 55 il 18
6 6o 6o o

WERSITE PHONES INTERNET INTERMAIL
e 0 il 3 i 1 il 9
1 ! 3

b o .;n &n .:bn

Prepared by herculespopular 2020-02-10  Page: 1

+  Each section lists the individual questions in the survey, the responses, and the risk associated with the
response. Scroll down the report to view each section:

Technology Assessment Report February Survey
Software
il Positive Impacts [Answer - Yes]
6 0% ¥ Marginal Impacts [Answer - No/Marginal]
'b Major Risk Impacts [Answer - Mo/ Vulnerable) 0
Iinigact s Tt Reason Revormnimendation

Windows T Professional is the recommended

il :::oc -grhp::n;mns nanning cn OS thas ts at least S ———— for busirses
etk class computers
. . Page File size should be 1.5 times the size of the:
e e that paget fili 2ize 861 00 1.5 vimes the pryaical tmman RAM, t nelp over il me
memory?
perfarmarcs:
o 15 the workstations Ant-¥ines and Ant-Mabware up to ANt-¥ires sclution reed 1o be updated very frequermty ~ ) . .
o = : W TIVEATS BFE Deing ITTa aaily Update immediately. Contact us lor help with this.
Is your securtty solution have scheduled to scan Daily scans sre nacsssarny, so we scheduls sfrer hours
i cetrydny? every evening Updlane the schedule 1 scan everyday.
W turn off the default Windows Update process as
part af aur sarvice. Our patches are insmlled afeer
il A all whine liated parchies insmaled? ey are white lated in the Lab. We recommiend thas
all whiteisted securiy panches be insvalied as soon
e posrble.
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Impact — The type of answer provided. This can be:
* Yes - Positive — The client has implemented measures that satisfy the requirements of the question

* No - Marginal Impact — The client has not implemented the required measures, but the MSP feels there is
little risk to the organization because of this.

*  No - Major Impact — The client has not implemented the required measures, and this represents a
significant risk to the organization. MSPs are encouraged to prioritize these items.

Question — The question that was asked of the customer about their network.
Reason — Explains why it is important that the customer addresses this area of concern.

Recommendation — The comments you provided in the questionnaire regarding this question. For example, you
could write your initial thoughts on how to remediate a major issue, or explain why you assigned a ‘Marginal Impact’
verdict on an item.

Client Progress Report

The progress report shows the differences between the two most recent reports for a particular client. This, for
example, helps you to see how many ‘No’ answers have been resolved in the time between the reports.

«  Click 'Reports' > 'Client Progress Reports'

& Dashboard Reviews = Setup = erculespoputar B4
Technology Assezsment Report
CLIENT PROGRESS

Client Prograss Report

» Select Client — Select the target customer.

+  Click 'View Progress'

CLIENT PROGRESS REFORT Zaddle and Pedals =

Client Progress Report Saddle and Pedals
INTERNAL Detailed Interal Reports
Previous Review on 02/06/2020 60.0%  e— Latest Review on 02/06/2020 B0.0%
+ MO Agani - Maedum Pricriny Maginal = ROz dgend - Mpdiam Priceity, Wangina

+ Bietwork Topology - High Priority, Allgred Wik Best Paciics Wisbmcrk Tapoiogy - High Priosity, Maginal
el = = Wi Peiorty, Algrasd Yith Bast Practic

AN Sehuxiula - Madium Priotity, Algned Wit Bast Practce A Schadul - Madiom Priority, Aligeed Witk et Practcs

« Soripl Module Instalar - NsSm Fricriny. Algned Wih Best Pracice = Boriph iboddak: Wgtaber - Mt Pty ARgris] With Bist Practios
1 MOT memsur - Kisdiom Prioety, Manginel WOE sz pu - s Priary, Aigued Wik Ot Pracses

« Rt Machirss - hisndurn Praity, Masgna - Pt Warchorsns - Nsdiums Pricity. Alagved With Bast Prietice

+ Ui b el - bhwed wrm) Prasety, dgreed With Bast Practics - Uz e data? - Masnass Pricifly. Rlngeed #ith Bust Practes

© Ui i ot - W um) Priceeitp, ABgned Wit Biest Praciioe =Lz w0 daie? - Medium Prizey, Aligned Wih Best Procsoe

+ Faswword Massgemert - Medium Preority, Aigred With Best Praciios Pansmoed anagement - Msdium Pricriy. Algned With Dest Praciice

» Last review is shown on the left side and the latest one on the right
»  Scroll down the report to view all sections
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«  Click the download / printer icon to save the last two comparison reports

Example workflow:

»  Click ‘Reports’ > ‘Technology Assessment Report’

+  Select your customer that you want to check
»  Click ‘View Reports’

»  Download and open the latest report
»  Check the items that require attention
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25% 4

Technology Assessment Report

Battery Backup

il Positive Impacts [Answer - Yes] 2

Marginal Impacts [Answer - No/Marginall

January Survey

confirned that it will provide power during an ousnge?

UPS 15 performing as desred.

6‘ Major Risk Impacts [Answer - No/Vulnerable] 5
Egpaint Dosestion Riea0m Romommentdaton
Is thene a UFS with softeare installed and configuned UPE's protect against lighining and power
6b6 o shut doswn server imthe event of & power fadure? Fluchushons. ConEact the vender 1o
ﬁlblb 12 any backun serded connected to o UPS? Arange immediately for o UPS back up
& systern could lose pormer before complese
Does the UPS has 15 minutes of nan time to shut shwitcrwn or apcn filea nol aaved, T mels s e Mo, the UPS has 10 mins run time. Arange for a UPS
° i server(s)? v & complene save of open filea ard a clean shur bock s
dawn when loss of power ooours, the UPS needs at a
l=ast 15 minutes of run tme.
The UPE servios manitcs the UPS. M should be set 1o
66b 15 the UPS propety configured for ssmver shutdown? SIAIT o SYSLEMm bootT In crder to re-esmblsh UPS Cantact vendar and configure.
Comn T
Software will shuidaown the server property. Without it
hbb Lu!:D:.?wurE present 1o canwel the shundosm of the the aerver will simply shut off which might cause dana Cantact vendar and inatall sefreare
[STTE [
666 18 the UPS configured 10 hav aUomarc sequends Sarvers shoukl ?Il[mh' HIET U IN COTect ander Caontact vendor and configure
stant-up of sever(s)? ailter & power lailure..
il &res the Vs confiqured to shutdown unng o power Wk, like their phpsical countsrpans, should be
event? shutdown gracefully should a power event accur.
Tha reperming of baciup hameries can become
Hizs the | of the LIPS o the
iir st oI SEmeEr wnieliatsle aftar time. A manual tes will ensure The

- Create a new review (questionnaire) for the customer, using the same library of questions as last time.

»  Update the answers as required. For example, because your client has completed certain tasks.

»  Save and submit the new questionnaire.

»  Click ‘Reports’ > ‘Client Progress Report’.

»  Select the client and click ‘View Progress'.

«  This generates a comparison of the last two surveys:
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CLIENT PROGRESS REPORT

Client Progress Report

Antivirus

Previous Review on 0211/2020 0.0%
= Anviens - High FrigsTy Kighly Winerhie
=~ Anerus Licenss - High Pnorty. Heghly Valneable

Battery Backup

Pravious Review on 02/11/2020 250% o=

~UFS Bachup - Wledui Fissiiy, Faghly Vol die

= Epckiig o LIPE: - Hgh Priety, Highly Yilserable
LIPS fus Tirmes - karda mEricriy, Mangral

- LUFE Bardoe - Medm Praity, Highly Yulneratde

LIPS Softemre - Mediem Priodly, Highly Yunentie

= PS Sarkip - Mudam Py, Highly Yulserbis

WM gharrlgwn - High Frinsty, Adgred Wi Begi Pagiioe
= Sarver LS tant - High Pricriy. Algreed Vst Bast Practics

Saddle and Pedalz -

Saddle and Pedals

Detailed Servers Reports

Latest Review on 2211/2020 TOOLD%  ——
= Aviin s - High Frigrty. Algred Wish Best Fractios
= Arvtinua Licenas - High Pricerty, Algned ilh Seat Practic

Detailed Servers Reports

Latesst R on 22/11/2020 100.0% S
- U Harhog W By Sbarmd Witk Basl Flaclay

=~ B o LIPS - High Priosity Aligread Wih Best Paastio:

= LUPG Ren Tims - Msdiorn Pricriy Alignsd Weis Deai Practics

- RS Bervice - Medim Praity, Ageed with Ben Practoe

=P S ftware - Medioms Priarity, Abgred With Deai Paciice

~ UG Statap - Medium Prosty, Algeed Bith Berd Pactos

=W ghutrdgen - High Prigrity Algres] Wit Best Fraciice

* Server LS laat - High Priomty. Abgned Woth Seat Frectics

FIARIAN °

«  The older review is shown on the left, the most recent on the right.
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Creating Trust Online®

About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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