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1. Comodo BackUp - Introduction

Comodo BackUp is the powerful and easy to use desktop application that helps home and
business users protect their valuable data against damage or loss.

The application’s streamlined design and task orientated architecture means even novice users can learn how to create,
run and restore their first backup job in a matter of minutes. Other features include full scheduling, password protection, a
backup integrity checker and a range of preset backup jobs that allow you to quickly create copies of important data sets
such as the Windows Registry, mail accounts and user settings.

Comodo BackUp is also seamlessly integrated to Windows Explorer so that you can just select the folders or files you want
to back up, right click on them and quick start the Back Up wizard.

Features and benefits:
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e Quick backup of entire drives or individual files or folders to your local computer, network drive, FTP server or
Comodo’s online server

e Step by step wizards to guide even novice users through the entire backup, restore and scheduling procedures
*  Flexible storage options allow you to specify full, incremental or differential backups

*  Protection of invaluable personal and business data from loss or corruption

e Quick recovery of files with a few clicks of the mouse

e Granular scheduling options to take automatic backups at a time that suits you

e Real-time backups synchronization feature to get your files copied over as soon as you save them

e Built in checker to confirm the integrity of your backup files before committing to a restore

e Backup presets including mail folders, windows registry, messenger archives and master boot records

«  Powerful encryption options to protect your files so that it cannot be accessed by anyone but you

e Online Storage facility to store your backup files in highly secured online storage space, which can be also be
mounted as a virtual drive in your system

¢ Command line and scripting support to automate the online backup and restore operations

Guide Structure
This guide is intended to take the user through the installation, configuration and use of Comodo BackUp.

e Comodo BackUp - Introduction - An overview of the application.
e System Requirements - Minimum required Hardware and Software for the installation

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 4



COMODO

Creating Trust Online®

=

. Installing Comodo BackUp - A brief outline of the installation procedure
. Starting Comodo BackUp - How to start the application
. The Main Interface - Description of Menus and Options in the main interface.
. The Summary Area - Description of the Summary screen
. Backup - Guidance on creating Backups in Simple Mode and Advanced Mode

. Creating a New Backup Job - Detailed help on every stage of creating a Backup of your files and
settings.

. Simple Mode - Guidance on creating quick backups with a few mouse clicks
e Selecting the Backup Source
. Selecting a Destination to Backup
e Schedule The Backup (optional)
. Run The Backup

. Advanced Mode - Guidance on creating backups with granular configuration
. Selecting the Backup Source and Backup Format
. Selecting a Destination to Backup
e Configuring Archive Settings
. Configuring Advanced Backup Settings
e Configuring Email Notification and Miscellaneous settings
e Schedule The Backup (optional)
. Run The Backup

e Using pre-defined backup profiles- A brief help on using the shortcuts for common backup tasks.

e Restore Your Files and Settings - Detailed help on every stage of restoring your files and settings from the
backup files.

e  Selecting the Restore Path

¢ Viewing Restoration Information and Mounting Backup as Virtual Drive
e Selecting the Files to Restore and Restore location

e  Selecting Restore Method

* Finalization

e Restoring Self Extracting Backups

*  Managing Your Backups - Description and guidance on usage of the history details maintained by Comodo
BackUp, editing preconfigured backup schedules and mounting backups as virtual drives

e Viewing Backup History
¢ Mounting Backups as Virtual Drives

e Configuring Your Comodo Online Storage Account - Details on creating and viewing your online account
in Comodo Server

¢ Creating a New Online Storage Account
e Logging-in to Your Account and Managing Folders/Files on Your Online Storage Space
* Managing Your Account
e Troubleshooting Login Problems
e Comodo BackUp Settings - Details on configuration of overall behavior of the application.

e Comodo BackUp Feedback - The feedback feature allows users bi-directional communication with the
Comodo BackUp development community.

* How to leave Feed
e Using Live Help - Guidance on configuration and usage of Live PC Support.

e Using the Command Line Interface and Script Files- Details on Using the Command Line Interface and
Script Files used by backup, restore and scheduling functionality from the Windows command line interface.

e Uninstalling Comodo Backup - A brief outline on uninstalling the application.
e Getting Support - Guidance on how to get technical support for Comodo BackUp.

e Appendix 1 Encryption Algorithms - Details on Encryption Algorithms used by Comodo BackUp for
encrypting and storing your backup files.

*  Appendix 2 Live PC Support - A brief account on Live PC Support

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 5
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e Appendix 3 Creating a Rescue Disk with WinPE / BartPE - Explain how to use Comodo BackUP for
restore operations with bartPE/winPE rescue disks

*  About Comodo.

1.1. System Requirements

To ensure optimal performance of Comodo BackUp, please ensure that your PC complies with the minimum system
requirements:

Supported Operating Systems

Windows 7 (32bit and 64bit)

Windows Vista (Home/Business/Ultimate) (32bit and 64bit)
Windows XP SP2 (Home/Professional) (32bit and 64 bit)
Windows 2003 Server (32bit and 64 bit)

Windows 2008 Server (32bit and 64bit)

Minimum Hardware

Intel Pentium Il Processor or higher
256 MB RAM
23 MB Disk Space

1.2. Installing Comodo BackUp

Before you install Comodo Backup, read the installation instructions carefully and also review the system requirements
listed in this chapter. Quit all other Windows programs before installing Comodo BackUp as other active programs may
interfere with the installation.

After downloading the Comodo BackUp setup file to your local hard drive, double click on Setup.exe to start the installation
wizard.

Step 1 - Choosing the Interface Language
The set up program starts automatically and the Select Setup language dialog is displayed. Comodo BackUp is available in
several languages.

COMODO Installer Language

ﬁ Flease select the language of the installer

|English

e Select the language in which you want Comodo BackUp to be installed from the drop-down menu and click 'OK’.

Step 2 - End User License Agreement
Complete the initialization phase by reading and accepting the End User License Agreement (EULA).

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 6
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COMODO BackUp 3.0

License Agreement

Please review the license terms before installing BackUp 3.0.
ARA

Press Page Down to see the rest of the agreement.

END USER LICENSE AGREEMENT
‘COMODD BackUp

IMPORTANT - READ THESE TERMS CAREFULLY BEFORE DOWMNLOADING COMODOD
BACKUF ™. BY DOWMNLOADING. IMSTALLING OR USING THIS PROGRAM, OR BY
CLICKING OM ° ACCEPT" BELOW, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS
LICENSE AGREEMENT. THAT ¥OU UNDERSTAND IT, AND THAT YOU AGREE TO BE BOUND
BY ITS TERMS. YOU BEAR ALL RISK OF DATA LOSS ASSOCIATED WITH USE OF THIS
FROGRAN. IF YOU DO NOT AGREE TO THE TERMS AMD COMDITIONS OF THIS LICENSE
AGREEMENT, DO MOT DOWNLOAD OR INSTALL THE PROGRANM.

|This End-User License Agreement (the “Agreement) is a legal contract between you, as eitheran | ¥

If you accept the terms of the agreement, click I Agree to continue. You must accept the agreement to
install BackUp 3.0.

e Click 'l Agree’ to continue installation. If you want to cancel the installation, click 'Cancel’.

Step 3 - Select Installation Folder
The next screen allows you to select the folder in your hard drive for installing Comodo BackUp. The default path is
C:\Program Files\Comodo\Comodo BackUp.

COMODO BackUp 3.0
Choose Install Location

E Choose the folder in which to install BackUp 3.0.

Setup will install BackUp 3.0 in the following folder. To install in a different folder, click Browise and
select another folder. Click Install to start the installation.

|'Desh'nati0n Folder

| C:i'\Program Files\COMODO\COMODO Backlp)| Browse...

Space required: 23 MB
Space available: 1.2GB

If you want to install the application in a location other than the default location, click 'Browse’ to choose a different
location.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 7
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¢ Click the 'Back’ button to review / change any of settings you specified before or press ’Install’ to continue with
installation process.

Step 4 - Setup Progress
A setup status dialog box is displayed. You can see a progress bar indicating that the files are being installed.

COMODO BackUp 3.0

Installing

(’\1 Please wait while BackUp 3.0 is being installed.
®
!

Install vdbus

On completion, the ’Installation Complete’ dialog will be displayed.

COMODO BackUp
Installation Complete

('?1 Setup was completed successfully.
10
Oy

Completed

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 8
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Click 'Next’ to continue.

Step 5 - Product Activation
On completion of Installation, the product Activation dialog is displayed. Comodo BackUp is activated at free of cost for

lifetime usage. If you wish to sign up for news about Comodo products then enter your email address in the space
provided and select Sign me up for news about Comodo products.

COMODO BackUp 3.0

Free Activation for COMODO BackUp Installer.

@ Activation

We will activate your free lifetime license for COMODO BackUp by connecting with COMODO license
Servers.

OPTIOMAL: Please provide us with your email address if you want to receive e-mail
communications from COMODO on new products, services and special promotions.

E-mail address (optional)

[ Sign me up for news about COMODO products{optional)

This is optional. Click 'Next'.
Step 6 - Installation Complete

The Installation Complete dialog is displayed indicating the successful completion of installation. For the installation to take
effect, the system has to be restarted.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 9
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COMODO BackUp 3.0

Completing the BadkUp 3.0 Setup

y
Q’;" Your computer must be restarted in order to complete the installation of
BackUp 3.0. Do you want to reboot now?

[v Reboot now

Please save any unsaved data, leave 'Reboot now’ checkbox selected and click 'Finish’. If you want to restart the system at
a later time, uncheck 'Reboot now’ checkbox click 'Finish’.

Note: The installation is finalized only after restarting the computer.

1.3. Starting Comodo BackUp

You can access Comodo BackUp through the Windows Start Menu, through the desktop shortcut or through the system
tray icon.

1. Start Menu

After downloading and installing Comodo BackUp, the setup procedure creates an entry in the 'Programs’ section of
Windows Start Menu. You can start Comodo BackUp by hitting the 'Start’ button and navigating to: Start > All Programs >
Comodo > BackUp > Comodo BackUp.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 10
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L COMOoDO Games
L COMODO BackUp

& COMODO BackUp | Computer

E: Uninstall COMODO BacklUp
. Games Control Panel
. Maintenance
) OpenOffice.org 3.2 Devices and Printers
. Snagltd
| Startup Default Programs
4 Back Help and Support
| Search programs and files P | Mm

= m—
2. Desktop Shortcut
You can also start Comodo BackUp by double-clicking on the desktop shortcut created during installation.

Note: In order to create backups for items like Disk, Partition and registry files that require administrative privileges,
Comodo Backup has to be run under administrative privileges You can use 'Run as...” option to run it with administrative
privileges. For more details refer to Limited Access Privileges.

To run Comodo BackUp under an administrator’s account

e Right click on the Comodo BackUp Desktop icon

e Select the 'Run as..." option

oy  Open
E3d Troubleshoot compatibility

Open file lzcation
'@' Run as administrator
= CBUBackUp
= Online BackUp

¢ Inthe 'Run as’ dialog that appears, select '’Administrator’ from User Name drop-down menu.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 11
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Run As

% Which user account do you want to use to run this program?

) Current user (COMPANY User name)

(%) The following user:

User name: |ﬁ Y| B

Password: | |

[ Ok l [ Cancel ]

. Enter the Administrator Password in the 'Password’ text box and click 'OK’.

Limited Access Privileges

Comodo BackUp can be run by users with limited account privileges but has certain restrictions for what he/she can do
because of limited access. The details of what the user can do and cannot do are given below:

What the user can do
. Backup his/her documents, media, user folder and other files that he/she has access to

e Backup his/her mail clients and IM conversations

e Backup registry keys that he/she has access to

e Backup his/her browser data

e Restore files and directories, email clients and IM conversations that are not used by other applications.

What the user cannot do
e Backup disks and partitions

e Store the backup files in some folders on system drives due to limited access
*  Mount backup as virtual drives

e Restore backup files that need restart

¢ Mount Online Storage space as virtual drive

e Synchronize files.

1.4. The Main Interface

Comodo BackUp s streamlined interface provides fingertip access and control over all functional areas of the software. The
tab structure allows you to quickly initiate a new backup or restore task, specify new schedules and configure overall
settings such as password protection. The left-hand pane contains shortcut buttons for common tasks whilst the progress
bar makes it easy for new users to track their progress through the backup or restoration processes.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 12
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1. The Left Hand Side Navigation Pane
The Left Hand Side Navigation pane four tabs:

e Back-up - Opens the interface for the backup creation and execution wizard
¢ Restore - Opens the interface for the restoration wizard

e Manage - Opens the interface for managing stored backups, managing schedules, viewing history of events, and
accessing backups mounted as virtual drives.

e Online Backup - Opens the interface registering an account with Comodo Online Storage (COS) and for a new
user and signing-in to COS account for existing user.

2. The Tab Structure

The tab structure contains two persistent tabs:

~

. Home Tab - Opens the Summary area at any time;

Live PC Support tab - Launches the Live PC Support client and connects for remote assistance service
offered by Security Experts in Comodo who can access your computer through their Remote Desktop. Refer to
the chapter Using Live Help for more details.

Depending on the operation selected from the Left Hand side navigation pane, the tab structure area displays additional
tabs for accessing different functionality of the selected operation.

3. Main Configuration Area
The main configuration area displays different panes providing the options for creating the backup / restore jobs,

managing schedules, configuring your COS account etc. depending on the operation selected from the Left Hand side
navigation pane.

4. The Title Bar Controls

The title bar contains controls for:
e Settings - Opens the interface for performing miscellaneous configuration settings for Comodo BackUp
e Update - Starts the process of searching for latest updates for Comodo BackUp.

e About - Opens the About dialog of Comodo BackUp. The About dialog contains the version number and the
copyright information.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 13



Creating Trust Online®

Comodo BackUp - User gu_i.d-e"‘""’_ Y, comMoDo

./

Bl

»n— COMODO
¥ Backup

Copyright © 2007-2010 Comodo Security Solutions, Inc.
All Rights Reserved.

Version: 3.0.167031 102

e Help - Opens the online help guide of Comodo BackUp. The Comodo BackUp help guide contains detailed
explanations of the functionality and usage of the application. The Support page near the end of this guide
explains other resources and options that are open to users who require further assistance.

e Feedback - Allow users to post their views, comments and suggestions about Comodo products. Submit support
request posted to forums.comodo.com

ings Update About Help

| Dislike

5. The Version and Update Information
The bottom pane provides a summary of backup information and update information.

e Version Info - Indicates the version of Comodo BackUp currently installed in your system.
e Update Info - Indicates whether the version you have installed is the latest one or it needs to be updated

6. Comodo News Updates
The Comodo News Updates area contains links to view the updated RSS News feeds and Videos from Comodo.

1.5. The Summary Area

The Summary area displays a snapshot summary of the computer backup status, last
backup operation and schedule information, last restore operation and restored items and

Comodo Online Storage (COS) account status.

The summary screen also gives you an option for installing other free desktop products from Comodo, that help in
maintaining your system malware free and safe, cleaning unwanted registry entries, files etc. from your system with a few
mouse clicks, cleaning items which otherwise compromise your confidential information and privacy, improving
performance of your system by tweaking hard-to-reach Windows settings easily, boosting the speed of Internet access etc.

The Summary Area is displayed by default whenever the application is started. It can also be accessed by clicking the

e
Home tab in the Tab Structure area.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 14
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juli's Computer
Your computer is: NOT backed up System Backup

Recommended: We recommend you to make a backup now
Restore

Manage Backup
Last backup: 28 September 2010 19:20 Backup Now
Online Backup Next scheduled backup: NEVER
Restore
Last restore: 27 September 2010 17:35 Restore
Last backed up file: C:\Users\juli\Backups'\backup_logs\bank_statemants\Fav...
Online Backup

Account status: INACTIVE
Account registration date: Unavailable Register Now Sign In

We recommend you to install Comode Proegrams Manager for enhanced Install Ignore
application removal and deanup.

Everything is up to date.

Computer Backup Status

The Computer Backup status area indicates the time at which your computer was backed-up and the recommendations
from Comodo. Clicking the 'Backup Now’ starts the process of generating a backup for your entire system instantly.

Settings Update About Help Feedback
= COMODO
¥~ Backup

New Backup
Backup Step &: Creating Backup

Restore

Manage 0%

Backup i
Online Backup ackup in progress

Backup started 30/9/2010 12:58:2

< |

Shut down after backup is complete.

Everythingis up
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The Backup area displays an at-a-glance summary of the last backup operation and next scheduled backup job. Clicking
the 'Backup Now’ button opens the interface for creating a new backup job. Refer to the section Creating a New Backup
Job for more details.

Restore
The 'Restore’ area displays an at-a-glance summary of the last restore operation and the last backed-up item. Clicking
'Restore Now’ button starts the process of restoring the latest backup file.

Online Backup

The Online Backup area displays an at-a-glance summary of your Comodo Online Storage account status. You can also
Register a new account by clicking the Register Now link and log-in to your account by clicking Sign In link. Refer to the
section Configuring Your Comodo Online Storage Account for more details.

2. Backup

In order to create copies of your data you have to create one or more backup jobs as backup profiles. During the creation
of a backup job you can choose which type of data you wish to backup (source), how to backup (backup settings), where
you want your backed up files to be stored (destination) and when to backup (schedule the job). Refer to Creating a
Backup job for more details.

Apart from creating custom backup profiles, Comodo BackUp is shipped with a set of predefined backup profiles that
allows you to backup your important files and valuable collections stored in standard folders like "My Documents’, "My
Music’, "My Pictures’, " My Videos’ etc. with a single mouse click. Refer to Creating a Backup job for more details.

To access the Backup interface, click on the 'Backup’ tab from the Left Hand Side Navigation pane.

Settings Update About Help Feedback =X

i’

New Backup [+ ]

»—= COMODO
¥~ Backup

Backup Documents Backup

Backup My Documents Folder Location (g L y Backup Now
Restore B

Manage Media Backup

B Backup My Music, My Pictures and My Videos folders Location [+ L ) Backup Now
Online Backup L

Usar Backup
Backup juli folder Location K ;_: Backup Now

Other profiles
s Online Backup

@ Sync data
ﬁ Browser data backup

= Backup mail

&
.% Backup your game saves

@ Be Smarter Online:
@ Be Smarter Online:

@ How To Install Your Com_. { Everything is up to date.

The Backup area contains five tabs for creating a new backup job and to use predefined backup profiles.

*  New Backup - Opens the interface for creating and executing a custom backup job/profile. The created backup
job can be added as a custom profile and made to be listed in the Other profiles area for instant access and
execution.

e Documents Backup - Enables to backup your My Documents folder with a single mouse click.

*  Media Backup - Enables to backup your "My Pictures’, "My Music’ and "My Videos’ folders with a single mouse
click.
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e User Backup - Enables to backup all the files and folders related to the user, like "My Documents’ folder,
Desktop items, user’s system settings, user’s browser settings, user’s application settings etc., with a single
mouse click.

*  Other Profiles - Displays a list of options for instant access of your Comodo Online storage account,
Synchronizing data between a backup source and a stored backup, instant backup of your browser settings,
mails and Game saves. Also this area displays a list of custom profiles created by the user through New Backup
area for instant access and execution in future.

2.1. Creating a New Backup Job

Creating a custom backup job/profile allows you to select or hand pick items to be backed-up, like the entire disk, a
partition, required folders/files, entire registry or custom registry entries, mail accounts, Instant Messenger (IM)
conversations, system state etc. and to select the destination as you wish. Also, you can schedule the backup job to be
executed at set intervals.

To create a custom backup job/profile, click the New Backup tab from the main configuration area:

Settings Update About Help

= COMODO
¥~ Backup

Backup Documents Backup

Backup My Documents Folder Location kg _; Backup Now
Restore B

The New backup interface will open.

s ST o

New Backup [ X ]
Step 1. What to Backup Advanced Mode
——F 2

Backup Source:

@ Disk, Partitions and MBR El“l— (=) Disk 0 (10,00 GE)
*) Files and Directories l_ E%' Track and MEBR
") Registry Files l_ IEB" (100,00 MEB} System Reserved MTFS

") Registry Entries [ ] 155.' A (9.90 GB) NTFS

) User Folder
) Mail Accounts
M Conversations

") System State

Default Settings __," Mext

Creating and executing a backup job can be done in two modes:
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e Simple Mode - Enables to backup your selected item with just a few mouse clicks. Suitable for beginners.
e Advanced Mode - Enables to configure granular backup settings for your backup job.

To switch between Simple Mode and Advanced Mode, click the link Advanced Mode or Simple Mode at the top right
corner.

2.1.1.  Simple Mode

The Simple Mode backup involves just two very simple steps to configure and execute your backup operation, and enables
you to complete the backup operation quickly with just a few mouse clicks.

The two steps are:

e Step 1: Select the source of backup (Choose which kind of data you wish to backup)

e Step 2: Choose the destination of your backup
The progress bar on the top indicates the configuration progress with step numbers. Placing the mouse cursor on a step
displays a tool tip with a brief description of the step.

New Backup [ X ]

Sttinatinn Advanced Mode
ﬂ]‘

Eackup Destination

To return to a previous step to review/redo the configuration made, just click the respective step number. You can also
return to the previous step by clicking the "Back’ button.

| Default Settings :';-: Backup Mow

Clicking Default Settings clears the selections made in the respective step and allows you to reconfigure the options in that
step.

Back Default Settings :"; Backup Mow

On completion of the backup job configuration, you need to finalize the backup operation by executing it instantly or
schedule the job to be executed at a later time or at recurrent intervals.

2.1.1.1. Selecting the Backup Source

The first stage of the process is to choose which item you want to backup. Comodo BackUp allows the user to backup
entire drives; select multiple or individual files and folders to backup; take complete or partial backups of the Windows
registry and backup important system settings. The program also allows the user to make copies of their emails, IM
messages and personal Windows user settings. In some cases, after selecting the type (or 'Source’) of backup you want
from the left panel you need to make a further selection from the right panel.

More details on each of the Backup types can be found by clicking the links below. If you have already decided upon your

backup type and don’t need any more explanation on this area then click here to skip straight to step 2 - Choose the
destination of your backup.

* Disk, Partitions and Master Boot Record (MBR);
e  Files and Folders;

*  Registry Files;

e Registry Entries;
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e User Folder;

*  Mail Accounts;

e Messenger Archive and Settings;
e  System State.

Disk, Partition and Master Boot Record

You can backup the contents of the entire hard disk drive or specific partition in your computer and / or the Master Boot
Record (MBR) of that drive.

Background Note: TrackO is the area located at the start of your hard disk containing the first 63 sectors. It stores the
information regarding the layout of the disk like the partition table. Also TrackO stores the licensing information for
software because it is an area of the disk outside the OS file system and not seen or used by most computer users (and
therefore cannot be easily modified or replicated).

The MBR is the very first sector on TrackO and contains the instructions necessary for a computer to start up. It is also
known as the 'Boot Sector’.

Backing up the TrackO and MBR (preferably to a separate physical drive or removable media) helps to recover a drive
should the original TrackO and MBR become corrupted and the machine un-bootable.

Important Note: In order to create a backup for Disk Partitions and MBR, Comodo BackUp has to be run under
administrative privileges. Refer to the note in the chapter Starting Comodo BackUp for more details.

To backup the whole Disk drive, drive partition(s) and / or the MBR
¢ Select the 'Disk, Partitions and MBR’ radio button.

- T i

New Backup [ %]
Step 1: What to Backup Advanced Mode
———F 2

Backup Source:

i@ Disk, Partitions and MBR E|"|_ (= Disk 0 (10,00 GE)
@) Files and Directories l_ Eg' Trackd and MER
=) Registry Files l_ E%' (100.00 ME} System Reserved NTFS

3] Registry Entries

= User Folder

7 Mail Accounts
M Conversations

7 System State

Default Settings Mext

Lo

The right hand side pane displays the options for selecting the item to be backed up.
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¢ To backup the whole hard disk in your system, select the 'DiskQ’ checkbox. This includes the boot partition and
all the other individual partitions.

*  To backup the TrackO and MBR, select the "TrackO and MBR’ checkbox.

e To select the individual drive partitions, CD / DVD or the USB memory, select the checkbox of the respective
partition drive letter.

e Click 'Next'.
Alternatively, you can also select a desired drive partition to be backed up, from the Windows Explorer window, Right click
on the desired drive and select 'CBU BackUp’

W Favorites — 4 Hard Disk Drives (1)

Bl Desktop Local Disk (C3)

3 Downloads T ——
2.20 GE free of 9.89 Open

Open in new window
& CBU BackUp
Online BackUp

;
izl Recent Places

m

4 Devices with Removab
4 Libraries D Drive (D) -
) Documents r GRMCHPFRER_EN_D &

J’i Music . 0 bytes free of 232G Share with 3

[E] Pictures Restore previous versions

The process moves to Step 2.

Background Note: The backup of the selected disk / partition is performed in sector-by-sector method and the resulting
backup file is an image of the selected drive or partition.

Files and Folders

This option allows you to manually browse your local or network file structure and select specific files or folders for backup.
Selecting only the files and folders you require gives you the flexibility to create precise, custom jobs that encompass files
scattered across multiple locations into a single, consolidated, backup routine. Handpicking files and folders in this
manner may also help to save time and disk space (especially important to users with limited resources or if the
application is to be used in a networked environment on multiple workstations).

To backup only selected folders or files
e Select the 'Files and Directories’ radio button.

The right hand side lower pane displays the disk partitions and folders in a tree structure.
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Step 1: What to Backup
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Backup Type:

Full -

Afull backup contains all the data in the source and it wi

Backup Source:

@) Disk, Partitions and MBR
@ Files and Directories

@] Registry Files

© Registry Entries

@) User Folder

© Mail Accounts

M Conversations

@) System State

Default Settings

g--li @5 e

i- | [ SRecycleBin
r | Documents and Settings
g | [ install
i | [ Perflegs
3 r | Program Files
=% [ ProgramData
: 17 | Application Data
v [ Desktop
| [ Documents
Jol [ Favorites
o [ Microsoft
) [ start Menu
[ sun
’7 | TechSmith
p | Templates
0| [ Recovery

b | [ share

] [ System Volurne Infermaticn
i | [ Users

i | [0 Windows

g | (G work

1 [f autoexecbst
r D cenfig.sys
,_ D pagefile.sys

have roughly the same size as the source.

COMODO

Creating Trust Online®

w
Simple Mode

Backup Format:

@ CBU File

(D80 file
(7 Self Extracting CBU

(o8

Next

*  Navigate to the file(s) or the folder(s) you want to backup and select the checkbox(s) beside the required item(s).

Note: Selecting a folder helps to backup all the sub-folders and the files in it.

e Click 'Next'.

e Alternatively, you can also select a desired file / folder to be backed up, from the Windows Explorer window. Right
click on the desired item and select 'CBU BackUp'.

Search Loca

- | 4]

@(‘:‘lv|£ v Computer » Local Disk (C) »

Organize = # Ypen Include in library = Share with = Mew folder B== ~ [l @
-~
¢ Favorites Mame Date modified Type Size
= W 5
Bl Desktop | | instrt fmamnin Lea nkt— File folder |
& Downloads W Perf Open File folder
%] Recent Places i Pro L0 T T File folder
£ . cha % CBUBackUp File folder
7l Libraries L Use %  Online BackUp File folder
@ Documents W Wi Share with y | Filefolder
o' Music ki wol @ Snaglt y | File folder

The process moves to Step 2.

Registry Files
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The Windows registry is a huge, constantly referenced, archive for collecting and storing configuration settings of Windows
components and installed software and hardware. Whenever you perform a task such as installing or removing a program
or modifying a file on your computer, Windows creates an entry in the Windows Registry to reflect this change. It is difficult
to over-estimate the importance of the registry to Windows users because the entire operating system is so heavily reliant
upon it. One corrupted or deleted registry key could bring your system crashing to a standstill. It is therefore a highly
recommended practice to take regular backups of your registry so that, in the event of catastrophe, you can quickly roll
back your system to its last working state. For the same reason, it is also a good idea to backup your registry before you
install new software or hardware drivers.

Important Note: In order to create a backup for the Registry files, Comodo BackUp has to be run under administrative
privileges. Refer to the note in the chapter Starting Comodo BackUp for more details.

To backup the Windows Registry Files completely
Select the 'Registry Files’ radio button.

New Backup [ X
Step 1. What to Backup Advanced Mode
— 2
Backup Source:
@ Disk, Partitions and MBR ~Jw] 2 v HarddiskVelumel\Boot\ BCD
(@) Files and Directories v BE cWindows\ System32i configh SYSTEM
i@ Registry Files ] D e Windows\ System32 configh SOFTWARE
i® Registry Entries Ja] BB cWindows) System32\ confighDEFAULT
| User Fold v DE e Windows\ System32h configh SECURITY
2} User Folder
_ ) v 2E cWindows) System 32 configh SAM
© Mail Accounts v 28 cWindows) ServiceProfiles\ NetworkServicel b
20 IM Conversations Jae] 5E caWindows\ ServiceProfiles\LocalService ML
@) System State Ja] 58 e Users\juli\ MTUSER.DAT
l7 oo onlsers\jultAppDatat Local\ Microsoft\ Windc
] 1 r
Default Settings )_;_; Mext
w 3.0

By default, all the Registry files are selected. If you want to backup the registry files selectively, uncheck the files
which you do not need to back up.

The process moves to Step 2.

Registry Entries
Individual registry keys and / or "hives’ can be backed up selectively (for example, the registry entries corresponding to
specific Windows components / installed hardware / software / applications etc). You may want to do this because you are
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about to install a new device, driver or piece of software and wish to be able to revert very important areas of the the
registry to their previous state or because you would rather back up very important areas

of the registry instead of a taking complete backup. Because of its somewhat complex nature, this option is suitable for
advanced users. Users who do not have a working knowledge of the Windows registry are advised to backup the entire
registry rather than selecting individual registry items.

Important Note: In order to create a backup for selected Registry entries, Comodo BackUp has to be run under
administrative privileges. Refer to the note in the chapter Starting Comodo BackUp for more details.

To backup the Windows Registry hives selectively
e Select the 'Registry Entries’ radio button.

New Backup [ X
Step 1: What to Backup Advanced Mode
———E 2

Backup Source:

") Disk, Partiticns and MBR @] HKEY CURREMT _USER -
7) Files and Directories -l [ HKEY_LOCAL_MACHINE B
") Registry Files [~ BCD00000000
@ Registry Entries D"l_ HARDWARE
) User Folder E}l_ sAM =
- -1 SECURITY

I Mail Accounts =N SOFTWARE

' IM Conversations IU ATl Technologies

") System State p Classes

IU Clients

l; ComodoGroup

IU Intel

l? JavaSoft

IU Jreldetrics

l; Microsoft

a@-w| [ ODBC -

Default settings Mext

|

The right hand side pane displays the Registry Hives in a tree structure.
*  Navigate to the registry hive(s) you want to backup and select the checkbox beside the required item(s).
e Click 'Next'.
The process moves to Step 2.

User Folder

The Windows system settings configured by the user and all user related files like files in 'My Documents’, "My Pictures’
etc. can be stored as a backup. E.g. On Windows XP or Vista, for a user named 'John Smith’ it creates a backup of the
folder 'C:\Documents and Settings\John Smith’. This means it can backup the user’s desktop, documents, pictures, user
registry settings, etc. This is useful, when you are reinstalling the same version of Windows and you wish to regain the
settings you made in the previous installation in a single step.

This is useful when you want to revert to your old Windows settings, in case you have modified the windows settings.
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To backup the Windows Settings configured by the user,

e Select the 'User Folder’ radio button.

» TS i

New Backup I
Step 1. What to Backup Advanced Mode
— - 2

Backup Source:

) Disk, Partitions and MBR l; Bl Documents and Settings "
@ Files and Directories l_ 7 install
) Registry Files l_ | PerflLogs |
) Registry Entries l_ .| Program Files
@ user Folder l_ | ProgramData
- I— | Recovery
20 Mail Accounts l_ 85 share |
©) 1M Conversations l_ | System Velume Infermation N
@) System State -l [ Users
E]--l_ Al Users
Ej--l_ | Default
l_ | Default User =
-] [ juli
- | [ Public
[ B desktop.ini
] USER_DOCUMEMTS BACKUP.chu =
Default Settings )_1-: Next
' 3.0

The tree structure of your hard disk drive will be displayed in the right hand side pane with the user folder pre-selected. If

you want to add more folders/files, select them by clicking the respective checkboxes.
e Click 'Next'.

The process moves to Step 2.

Mail Accounts

You can backup the emails in the inbox of your mail clients like Mozilla Thunderbird, Eudora, Microsoft Outlook 2003,
Microsoft Outlook 2007, Windows Live Mail, Outlook Express etc. This can also backup settings (such as incoming server,
outgoing server, if the email is downloaded or remains on server, etc). This is helpful to restore your mails and settings
when you reinstall your operating system or configuring your mail settings on a new computer system.

To backup of all the emails in your inbox and the settings configured for your mail clients
e Select the 'Mail Accounts’ radio button.

The right hand side pane displays a list of all the installed mail clients. The supported clients are Mozilla
Thunderbird, Eudora, Microsoft Outlook 2003, Microsoft Outlook 2007, Windows Live Mail and Outlook Express.
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New Backup [ ]
Step 1: What to Backup Advanced Mode
———F 2

Backup Source:

") Disk, Partitions and MBR -{_| [* Mozilla Thunderbird
") Files and Directories L. D Windows Mail
Registry Files
Registry Entries
) User Folder
@ Mail Accounts

I Conwversations

B) System State

Default Settings Mext

o

w 3.0 Everything iz up to date.

e Select the client(s) for which you wish to backup the emails stored (Inbox, Outbox, Unsent Items etc.) and their
configuration settings by selecting the checkbox(s) beside the respective client(s).
¢ Click 'Next'.
The process moves to Step 2.

Instant Messenger Archive and Settings
You can backup the messenger archive like the history of all conversations, conferences, calls etc. of Instant Messenger

(IM) clients like Windows Live Messenger, Skype, Yahoo! Messenger and Pidgin. This can also backup settings that are
stored on the local machine (e.g. Skin used, Privacy settings such as idle time, Connection settings and proxy used, etc).
This is helpful to restore your IM archives, profile settings etc. when you reinstall your operating system or configuring your
IM settings on a new computer system.

To backup messenger archive and their configuration settings
e Select the 'IM Conversations’ radio button.

The right hand side lower pane displays a list of all the installed messenger clients. The supported clients are
Windows Live Messenger, Skype, Yahoo! Messenger and Pidgin.
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New Backup L]

Step 1: What to Backup Advanced Mode
(R — 2

Eackup Type

) {;Iﬂg‘ Windows Live Messenger
'- ! Dizk, Partitions and MBR EIE'E% Skype
(2 Files and Directories i (@ Yahoo! Messenger
! Regiztry Filez
Registry Ertries
) User Folder
) mail Accourts

@ IM Conversations

System State
Default Settings % Hext
w30 build 16 Ewerything is up to date.

e Select the client(s) for which you wish to backup the profiles related data (archives, profile settings etc.) by
selecting the checkbox(s) beside the respective client(s).

e Click 'Next'.
The process moves to Step 2.

System State

This option allows you to perform a System state backup. All the folders and files that are installed with the version of
Windows currently in-use are copied. This includes all the user settings, registry, all user accounts, etc. For example, If
Windows is installed on drive C:\ then this can backup 'C:\WINDOWS’, 'C:\Documents and Settings’, 'C:\Program Files’ and
all files on "C:\" that are necessary for Windows to boot.

This is useful should your system become unusable or refuse to start and allows you to quickly implement your previous
settings. Selecting this option enables all files and folders that were installed with a fresh copy of windows to be backed up.

To perform a System State backup
e Select the 'System State’ radio button.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 26



COMODO

Creating Trust Online®

.-/ g

»

New Backup [ X
Step 1: What to Backup Advanced Mode
— 2

Backup Source:

©) Disk, Partifons and MBR El"li @ [ &
[7) Files and Directories l_ | SRecycleBin 1
@) Registry Files I; | Documents and Settings

w- | [ install :

@) Registry Entries :
' I_ | PerflLegs

User Folder =l [ Program Files
20 Mail Accounts p | Common Files B
@) IM Conversations l_ 1 COMODO
@ Ssystem State l; _| DVD Maker

l; | Internet Explorer

l_ o lava

w1 [ JRE

IF | Microsoft Games

v [ MSBuild

l_ | OpenOffice.crg 3

|7 | Reference Assemblies -
Default Settings ’_1.; MNext

The tree structure of your hard disk drive will be displayed in the right hand side pane with the folders/files necessary for
the computer to reboot, pre-selected. If you want to add more folders/files, select them by clicking the respective
checkboxes.

e Click 'Next'.

The process moves to Step 2.

2.1.1.2. Selecting a Destination to Backup

The second stage of the process is to choose the destination for storing your backup file. All the items you chose in Step 1
are compressed and stored as one file with .cbu extension (e.g. filename.cbu) in the destination you select in this step.
Depending on the requirement you can choose the destinations from:

Comodo Online Storage - Saves your backup file on the Comodo online server.

My Computer - Saves your backup file on your local hard drive, removable drives connected to your computer or
a network drive.

CD/DVD - Writes the backup file onto a compact disk (CD) or digital versatile disk (DVD).
Network Location - Saves your backup file on another computer in the network.

FTP server - Saves your backup file on a FTP server.

Email - Sends the backup file through email to you or to the address specified by you.

After selecting the Destination for backup you want from the left panel, you need to make a further selection from the right
panel.

Comodo Online Storage
If you want to have a online backup of your content, Comodo BackUp allows you to save files on Comodo’s highly secure
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servers and this can be accessed over the Internet from anywhere in the world. With this feature, you can be sure your
backed-up data is not only highly secure, but is always updated. In the event something goes wrong with your hard drive,
or you lose your system in a disaster or to burglary, you can retrieve your precious files instantly.

Note: In order to back up your content to Comodo Online Storage servers, you need to have a Comodo Online Storage
account. To create an online account click the 'Register Now’ button in the Right hand Side pane. Comodo Online
Storage accounts are available in a range of competitively priced packages suitable for businesses and home users alike.
Click here to know the details about Comodo Online Storage accounts. For more detailed information on Comodo Online
Accounts refer to the chapter Comodo Online Storage.

To save your backup in Comodo’s online server
e Select 'Comodo Online Storage’ radio button.

The right pane displays the login page for your Comodo Online Account.

» o

New Backup [ X ]
Step 2: Backup Destination Advanced Mode
F—— e

Backup Destination:

@ CoMODO Online Storage & Welcome !
3 My Computer
) CD/OVD

) Metwork Locaticn

Sign in with your Online Backup Username

Register Mow

) FTP Server
) Emai | JsErname |

| Passworc |

Sign in automatically
|_ Remember my username and password
Sign In
Back Default Settings L] Backup Now
w 3.0

If you are a new user and do not have an account with Comodo Online Storage, click 'Register Now’ link. The signup page
will be displayed in the main configuration area. You need to sign-up for a new account with COS. For more detailed
information on creating a new Comodo Online Accounts refer to the chapter Comodo Online Storage.

If you are an existing user, enter your username and password and Sign-in.

e Selecting Remember my username and password instructs the application to memorize your credentials and
enables auto-fill on successive sign-ins.

e Selecting Sign-in automatically instructs the application to login to your COS account automatically whenever
the application is started.

After login, your online space will be visible/accessible as regular Windows tree structure.

Select the folder to which you want to store the current backup.
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A suggested file name for the current backup with an extension .cbu will be automatically populated in the
Backup Name text box. If you want to alter the name, enter the new name in the text box.

My Computer
If you wish to store the backup file in your local hard disk drive itself, a removable storage device like USB memory or a
network drive, select the radio button beside "My Computer’. You can select even a virtual disk mounted in your system.

To save the backup on your computer
e Select 'My Computer’ radio button.

» EET i

New Backup (X
Step 2: Backup Destination Advanced Mode
—_—_—

Backup Destination:

. cF=Yal -
I COMODO Online Storage SRecycleBin o
@ My Computer |_:_| backup_logs
“) CDfDVD D new_backup_leg_filelog
) Metwork Locaton | | P Documents and Settings E
") FTP Server -l install
§ -+ | PerfLogs
! Emai .
-1 | Program Files A
& | ProgramData
Bl Recovery
-+ | share
----- System Volume Information
= Users
All Users
h Mafanl
Backup Name  Cilpackup_logs\CBU27_full files.cbu
Back Default settings -__,' Backup Now

By default, the destination location will be given as C:\Documents and Settings\Username\Backup\... You can change the
default location by accessing the Settings interface. Refer to Comodo BackUp Settings > Default Backup Location for
more details.

You can select a location of your choice from the disk drives and folders displayed as a tree structure in the right panel.
You can select from:

e Local Drives - The hard drive partitions residing locally in your system.

*  Network Drives - The drive in the file server connected in your network and mapped by your computer. This is a
good practice so that you can restore your original files and settings even if your computer crashes and you have
to reinstall Windows again.

*  Virtual Drives - The disk images mounted in your system using a disk emulator software, to resemble a physical
disk drive partitions. This suits for the backup of your confidential documents as virtual drives are encrypted by
default and require a password set during encryption, while restoring the files.

*  USB Drives - The USB memories or a removable hard disk drive plugged in to an USB port of your system.

e  Navigate to the drive and the folder where you wish to save the backup file.
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* A suggested file name for the current backup with an extension .cbu will be automatically populated in the
Backup Name text box. If you want to alter the name, enter the new name in the text box.

CD/DVD

If you wish to have a permanent copy of the backup, storing it on an optical disk like compact disk (CD) or digital versatile
disk (DVD) will be the best choice. Comodo BackUp has a built-in disk burner feature, which can directly write the
backup file onto your CD/DVD.

To save the backup on a CD/DVD
e Select 'CD/DVD’ radio button.

» T i

New Backup [ %]
Step 2: Backup Destination Advanced Mode
——— —eer —

Backup Destination:

7 CcoOMODO Online Storage

_ From: M -

I My Computer
@ cD/DVD Disk Label:

) Metwork Location

: Burn Speed:

| FTP Server

) Emai Erase Disk

Backup Mame
Back Default Settings -__.' Backup Now

A configuration interface for disk writing task will be displayed in the right hand side pane.

e From - Allows you to select the CD/DVD drive (if you have more than one optical disk
drive) to write the backup file on to the disk.

*  Disk Label - Allows you to set the Disk label for the disk to be written. By default:

e |fablank or a new disk (without a pre-configured label) is inserted, this field is auto-populated with the
date of creating the back-up. If you want to set the label of your choice, you can edit the text in this
field;

e If adisk with a pre-configured label is inserted, this field is auto-populated with the disk label of the
inserted disk.

e Burn Speed - Allows you to specify the speed at which the CD or DVD will be burned.
The exact options listed in the drop-down reflect the speeds that your device is capable
of. Slower speeds take longer but are less prone to write errors. Comodo recommends
you first select the fastest speed available for your device and try stepping down only if
you experience write errors.

*  Erase Disk - Instructs CBU to erase the contents of the disk prior to writing the backup
file onto it (Applies only for Rewritable (RW) disks)

e Eject disk when finished - Instructs CBU to eject the disk on completion of writing
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Network Computer
If you are connected to a network, you can also choose to save your backup on an another computer in your network. This

is a good practice so that you can restore your original files and settings even if your computer crashes and you have to
reinstall Windows again.

To save your backup on another computer on your network
e Select 'Network Location’ radio button.

- =TS o

New Backup [ %]
Step 2: Backup Destination Advanced Mode
e e o
Eaclkup Destination
) &1L 1 ADMINL -
| COMODD Cnline Storsge yapmIng
7 My Computer " Wllserl (iorkgroup)
- LiUserz (workgroup)
- tDOVD ' 1Wsers (whorkgroup)
'@ Metwork Location ! YUserd (wWorkgroup)
") FTP Server ! YillserS {workgroup)
: i
' Email Vildsera (workgroup)
i1 Wilser 7 (wiorkgroup)
Backup Matme I VWser2iold_man_files_full_files, chu
Back Default Settings ?f Backup How
& 3.0 build 19 Ewerything is up to date.

All the computers connected in your network are displayed. (It may take a few seconds to list all the computers. Please
wait)

Select the computer in which you want to save the backup. You will be prompted to enter the user name and
password if the computer you selected is protected by user access control.

e Enter the login User name and password for the computer you selected in the respective fields and click 'OK’.

You can navigate through the folder tree structure of the selected computer.

e Select the destination folder you want to save the backup.

e Asuggested file name for the current backup with an extension .cbu will be automatically populated in the
Backup Name text box. If you want to alter the name, enter the new name in the text box.

FTP Server

If you are having an access to an FTP site, Comodo BackUp allows you to save your backup files in the FTP server. This
provides an additional layer of safety that you can restore your backup even your total network crashes. Also this does not
need a dedicated disk space in your computer or network to save your backup files.
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To save your backup in an FTP server
Select 'FTP Server’ radio button.

"

New Backup [ %]
Step 2: Backup Destination Advanced Mode
———e

Backup Destination:

- I
| COMODO Online Storage Welcome !
) My Computer Sign in with your FTP Username
! C-D_."‘DVD Account: New ... -
) Metwork Location
. Server:
@ FTP Server
) Emai Port:
Username :
Fassword:
l_ Remember my username and password
Sign In
Back Default Settings ] Backup NMow
w 3.0

The right pane displays the login page for your FTP server.

e Ifyou are using an FTP account for the first time, Select 'New’ from the Account: drop-down.
e Type the name of your FTP server in the 'Server’ text box (The prefix ftp:// is optional).

e Enter the port number of the server for connection (default = 21).

e Type your user name for the FTP server in the 'Username’ text box.

e Type your password for accessing the FTP server.

e Click 'Sign In".

Note: The 'Account:” drop-down can display all the FTP accounts you might be using as Backup destinations. New FTP
accounts can be added to this drop-down, by selecting the 'Remember my username and password’ checkbox whenever
you use an FTP account for the first time. When using a previously added FTP account in future, you just need to select
the account from the Account: drop-down, and need not enter the Server name, username and password.
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Sign in with your FTP Username

Account: New ... -
Server: ftp/f192.1658.111. 11

Port: 20

Username : YOUrUSErmame

Password: sernenes

|; Remember my username and password

Sign In

On successful login, the folder tree structure of the server will be displayed.

Browse through the folders and select the location for storing your backup.

A suggested file name for the current backup with an extension .cbu will be automatically populated in the
Backup Name text box. If you want to alter the name, enter the new name in the text box.

Email

Comodo BackUp is capable of creating a backup file and send it through email to the address you specify as an
attachment. This is very much useful if you want to send some files or folders to some one, instantly and relieves you from
the chores of composing a new mail and adding attachments every time you send files to your friend/colleague.

To send your backup file through email
e Select 'Email’ radio button.
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New Backup [ X ]
Step 2- Backup Destination Advanced Mode
——— — e —
Backup Destination:
. Mew ... -
| COMODO Online Storage Account
3] My Computer SMTP:
7) CD/DVD Port:
") Metwork Location Subject:
__' FTP Server From:
@ Email -
o
Username :
Password:
|_ Use 55L Connection Send test message
[ ] remember Me
Backup Mame  CpenOffice_full_files.cbu
Back Default Settings -__" Backup Mow
W 3.0

The right hand side pane displays the email account configuration interface.
e If you are using your email account for the first time, Select 'New’ from the 'Account:” drop-down.

¢ Enter the name of the SMTP server, the address of the outgoing mail server that the notification emails are sent
through, in the 'STMP Server’ text box.

e Enter the port number of the server to be used. (default = 25 for non-SSL connection and 465 for SSL
connection)

¢ Type the subject for the backup email in the 'Subject’ text box. This is to indicate that the email is auto-generated
by Comodo BackUp application (e.g. Comodo BackUp file).

e Enter the address on behalf of whom the backup file should be sent. (e.g. your email address) in the 'From’ text
box. Note: This address should be supported by SMTP server you defined.

e Enter the email address of the person to whom the backup should be sent in the 'To’ text box. If you want the
backup file to be sent to yourself, enter your email address here.

e Type the username of your email account in the "Username’ text box.
e Type your email account password in the "Password’ text box.

e If you want to use the secure SSL connection for the email, select the "Use SSL Connection’ checkbox.

Note: The 'Account:” drop-down can display all the email accounts you might be using for sending Backup files. New
email accounts can be added to this drop-down, by selecting the 'Remember me’ checkbox whenever you use an email
account for the first time. When using a previously added email account in future, you just need to select the account
from the Account: drop-down, and need not enter the other details.
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Account Mew ... -
SMTP: my . outgoing, server.com

Port: 445

Subject: OpenOffice_full_file

Erom: yourname @yourdomain.com

To: user @domain, com

Username : YOUrUsername

Password: m

IF LIse 551 Connection
|_ Remember Me

Send test message

*  To check whether you have made the configurations correctly, click 'Send test message’ button. A success or
failure dialog is displayed. If a failure dialog is displayed, recheck your specifications and try again. On success
message, check your email inbox to see the test message.

The final stage is the execution of the configured backup job. You can:

Schedule the backup to run at recurring time intervals or upon the occurrence of an certain event
(optional);

and/or

Execute the backup job instantly.

2.1.1.3. Schedule the Backup (optional)

The scheduling option in Comodo Backup enables you to run the configured backup job periodically. Once you scheduled,
the backup job will be executed at the set intervals with the chosen run mode without your intervention and will ensure
that the latest version of the source selected in step 1 is backed-up in the destination selected in step 2.

If you need the configured backup job to be run at recurring intervals or upon occurrence of a certain event, click the
alarm clock button at the bottom right corner.

Backup Mame  CilWUsers'Public\Documentsidesktop.ini

Back Default settings | Backup Mow Mext

Schedule Settings interface will open.
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Schedule a backup

Settings
Frequency: Once -
Date: 5/242010 @~
N 33E12PM =
me:
fschedule is missed: Do Mothing -
Run mode: Auteclick Finish after backup -

l: Remember connection information (unsafe)

Back Save Schedule
v 3.0
Schedule Options
The available scheduling options are:
*  Manual
e At Logon
* Once
+  Daily
*  Weekly
¢ Monthly
*  When Idle

To schedule the created backup job
e (Click the drop-down button in the Frequency: drop-down menu to select the period option. The lower two options
vary depending on the selection made in the topmost menu.

Manual
Allows you to execute the backup job at any time you wish.

To schedule the created backup job to be executed manually
1. Select the option 'Manual’ from the Frequency: drop-down menu.

2. Select the run mode of the scheduled backup job. See Selecting Run Mode for Scheduled Backup Job for
more details.

3. Click 'Save Schedule’.

At Logon
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Executes the created backup job every time when the user logs on to the computer.

To schedule the created backup job to be executed at logon
1. Select the option 'At Logon’ from the Frequency: drop-down menu.

2. Select the time delay for the backup job to start from the logon time (in seconds) in the 'Wait before starting task’
text box that appears after selecting 'At Logon'.

Note: The system resources are utilized by the startup services and programs during logon. You have to set enough time
delay for the Comodo BackUp to start so that your system resources are not over loaded during start-up and adequate
resources are available for the application to execute the backup job.

3. Select the 'Run mode’ of the scheduled backup job. See Selecting Run Mode for Scheduled Backup Job for
more details.

4. Click 'Save Schedule’.

Once
Executes the created backup job only once at a scheduled day / time.

To schedule a backup job to run once

1. Select the option 'Once’ from the Frequency: drop-down menu. The drop-down options for selecting the day and
time are displayed below.

2. Click the drop-down button from the day menu and select the day at which the backup job to be executed from
the calendar displayed.

" T i

Schedule a backup

Settings
Frequency: Once -
Date: 9/24/2010 B~
- T34 12PM =
me:
fachedule is missed: Do Mothing -
Run mode: Autoclick Finish after backup -

’7 Remember connection information {unsafe)

Back save Schedule
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3. Select the time at which the backup job is to be executed from the time combo box.

4. Select how the application should react if the schedule fails to execute from the 'If schedule is missed’ drop-
down menu. See Missed Schedule Options for more details.

5. Select the 'Run mode’ of the scheduled backup job. See Selecting Run Mode for Scheduled Backup Job for
more details.

6. Click 'Save Schedule’.

Note: The backup job scheduled to run 'once’ will be deleted after the successful completion of backup.

Daily

Executes the created backup job every day at the set time.

To schedule a backup job to be executed daily

1. Select the option 'Daily’ from the Frequency: drop-down menu. The drop-down option for selecting the time is
displayed below the topmost drop-down menu.

2. Select the time at which the backup job is to be executed from the time combo box.

3. Select how the application should react if the schedule fails to execute from the 'If schedule is missed’ drop-
down menu. See Missed Schedule Options for more details.

4. Select the 'Run mode’ of the scheduled backup job. See Selecting Run Mode for Scheduled Backup Job for
more details.

5. Click 'Save Schedule’.
Weekly

Executes the created backup job on selected day(s) of every week at the set time.

To schedule a backup job to be executed weekly
1. Select the option 'Weekly’ from the Frequency: drop-down menu

The check-boxes for selecting the day(s) of the week (Monday through Sunday) and a combo box for selecting the time
are displayed.

2. Select the day(s) of the week for scheduling the backup job by selecting the checkboxes beside the respective
day(s). You can choose any number of days.

3. Select the time at which the backup job is to be executed from the time combo box.
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Schedule a backup

Settings
Frequency: Weekly -
T
|_ Tuesday
Time: 3% 1ZPM = |$ Wednesday
[ ] Thursday
[w] Friday
[ ] saturday
f schedule is missed: Do Mothing - |_ Sunday
Run mode: Autoclick Finish after backup -
|; Remember connection information (unsafe)
Back Save Schedule

4.  Select how the application should react if the schedule fails to execute from the ’'If schedule is missed’ drop-
down menu. See Missed Schedule Options for more details.

5. Select the 'Run mode’ of the scheduled backup job. See Selecting Run Mode for Scheduled Backup Job for
more details.

6. Click 'Save Schedule’.
Monthly

Executes the created backup job on selected date of every month at the set time.

To schedule a backup job to be executed Monthly
1. Select the option 'Monthly’ from the Frequency: drop-down menu.

A text box for entering the date and a combo box for selecting the time are displayed.
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Schedule a backup

Settings
Frequency: onthly =
Day of month: i |
N 33412 PM =
me:
T schedule is missed: Do Mothing -
Fun mode: Autoclick Finish after backup -

|$ Remember connection information (unsafe)

Back Save Schedule

2. Enter the date at which the backup job has to be executed every month (between 1 and 31. If you have entered
31, the back up is executed only on the months with 31 days e.g. January, March, May.. and is not executed on
the months with 30,29 or 28 days, e.g. February, April, June etc.)

3. Select the time at which the backup job to be executed from the time combo box.

4. Select how the application should react if the schedule fails to execute from the ’'If schedule is missed’ drop-
down menu. See Missed Schedule Options for more details.

5. Select the 'Run mode’ of the scheduled backup job. See Selecting Run Mode for Scheduled Backup Job for
more details.

6. Click 'Save Schedule’.

When Idle
Executes the created backup job whenever the system goes idle with a set delay.

To set the backup job to be executed whenever the system goes idle
1. Select the option "When Idle’ from the Frequency: drop-down menu.

2. Enter time delay (in minutes) for the backup job to start from the instant the system goes idle in the 'When
computer is idle for:” text box.
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Schedule a backup

Settings
Frequency: When ldle =
When computer is idle 10 minutes
Run mode: Autoclick Finish after backup -

|7 Remember connection information (unsafe)

Back Save Schedule

3.  Select the 'Run mode’ of the scheduled backup job. See Selecting Run Mode for Scheduled Backup Job for
more details.

4. Click 'Save Schedule’.

Additional Notes:
e |f you want to run the backup job immediately (apart from the schedule), click 'Backup Now’ button.

*  An additional checkbox 'Remember connection information (unsafe)’ is displayed if you have chosen to save
the backup on a password protected location like a network computer, FTP server or online server in step 2. If
you select this option the connection credentials like the username and password is stored by the application in
encrypted manner. You are not prompted every time to enter the username and password on execution of the

backup job.

Missed Schedule options - You can configure how Comodo BackUp should react if a scheduled backup job does not run
on time (for example, because the machine was powered off). The options available are:

* Do nothing - The missed scheduled backup job is ignored
*  Prompt user - The user is prompted to run the missed backup job the next time that they open the application

fscheduls is missed: Do Mothing -
Run mode: Prompt User

Run it at first chance
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e Run it at first chance - The scheduled backup job is run immediately when the user opens Comodo BackUp for
the next time.

e Select the required option from the drop-down menu.

Selecting the Run Mode of the Scheduled Backup Job - You can configure how the scheduled backup job is to be
executed at the scheduled time from the Run mode drop-down menu. The options available are:

*  Normal - Comodo BackUp is invoked at the scheduled time and the backup process is executed. On
completion of the backup process, you have to click the 'Finish” button. You can even abort the backup process
if you want during the backup progress. The application is not closed until you click the close button from the

Windows controls.
e Autoclick Finish after backup - The backup is run at the scheduled time and the backup process is executed.
You can even abort the backup process if you want, during the backup progress. On successful completion of

the backup process, the 'Finish’ button is effectively clicked automatically so that the application returns with its
main interface. The application is not closed until you click the close button from the Windows controls.

e Close Comodo Backup after schedule runs - On successful completion of the backup job, the application is
closed automatically. You can even abort the backup process if you want, during the backup progress.

e Silent run - Comodo BackUp is run at the background at the scheduled time to execute your backup job.

*  Service run - Comodo BackUp is run as a Windows Service so that the backup job is executed at the
background automatically even if you are not logged in.

Run mode: Autodick Finish after backup W

Mormal

Autodick Finish after backup

Close Comodo Backup after schedule runs
Silent run

Service run

e Select the required option from the drop-down menu.

Note: The options Silent Run and Service Run will not be available if you have chosen the 'Manual’ schedule option.

2.1.1.4. Run the Backup

To execute the configured backup job instantly, just click the Backup Now button at the bottom right corner. The source
files selected in the step 1 are backed-up at the location you specified in step 2. The progress bar indicates the backup
progress. You can Pause, Resume or Abort the backup operation at this stage.
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New Backup &
Step B: Creating Backup

O N —— Pause

Backup in progress. . Hone

Backup started 2062010 16:18:13

02062010 16181 3 Wiiting tems contert...

02.06.2010 1618135 Processing EXimp_documents

02062010 16:18:13 Processing Eimp_documents\backup_files —
02062010 16:18:13 Processing B imp_documents\backup_filesy001409

02062010 16:18:13 Processing E)imp_documents\backup_files\backup

02062010 16:18:13 Processing B imp_documents\backup_files\backup DRIVE_E

02.06.201016:18:13 Processing E)imp_documentsbackup_files\backup'DRIVE_E'Documents
02.06.201016:18:13 Processing Eimp_documentsbackup_files\backup'DRIVE _E'Documents\sampled doc

et R it T N N ot I O T YOS ROV R SSpPR o PP Y ) Ry PR3P Y [ R QS SO age Uy Sy R

m

|_ Shut dowen after backup iz complete.

The lower pane displays the log information and shows the details about the files currently being backed up and error
reports, if any.

Note: In Advanced Mode, the log will be displayed only if the option Log to Screen in Step 4 - Configuring Advanced
Backup Settings is left checked.

e If you want your system to be shutdown on completion of the backup operation, select the checkbox 'Shut down
after backup is complete’. On successful completion, the system will automatically shutdown with a delay of 30
seconds and a countdown timer will be displayed.

-E- COMODO Backup

25 seconds remaining until shutdowen...

Shut Down... Cancel

e To shutdown the system immediately, click 'Shutdown’.
¢ To cancel the shutdown operation, click 'Cancel’.
e |f you want to stop the backup job under progress, click 'Abort” button.

* If you want to temporarily stop the backup operation, click the "Pause’ button. The backup progress is with held.
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New Backup [ %)
Step 6: Creating Backup

99% o S———S—S—S—“<S—“<S—<—<—<—<—<S—<SS—S—— Resume
Backup in progress... Calculating time remaining...

Backup started 2067201016:21:44

02.06.2010 16:21:44 Processing Eimp_documentsiold_man_filesknick txt
02.06.2010 16:21:44 Processing Eimp_documentshald_man_filespaddy_whack b
02.06.201016:21:44 Proceszing Eimp_documentsiTest Files

02.06.2010 16:21:44 Processing Eimp_documents\Test Files\knack txt

02.06.2010 16:21:44 Processing Eimp_documentsiTest Files\paddy _whack tx
020620101621 44 Wiriting indexation...

02.06.2010 16:21: 44 fems backup is complete.

02062010 16:21:45 The backup process has been paused by user. i

m. |

A e A A A L A P e Ps oo o M1l

|_ Shut dowen after backup is complete.

Abort

¢ To restart the backup operation, click 'Resume’ button. The process is restarted.
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Add as custom profile? Yes Mo

New Backup
Step 6: Creating Backup

100% Pause

The backup process has been completed successfully.

24.09.2010 15:14:48 Processing C:\Program Files\Comman Files\SystemiOle DB\sqgloledb.ril

240592010 15:14:48 Processing C:\Program Files\Common Files\SystemiOle DB\sqbcmb. dil
24.09.2010 15:14:48 Processing C:\Program Files\Cemmen Files\Systerm\Ole DB\sgb<mbs. rll
24.09.2010 15:14:48 Procezsing C:\Program Files\Comman Files\Systemvwaab32.dll
240592010 15:14:48 Processing C:\Program Files\Common Files\Systemvwwab3Zres dil
24.09.2010 15:14:48 Writing indexatien...

24.09.2010 15:14:48 fems backup i= complete. L

- 24.09.2010 15:14:43 Backup Process Complete =
4| n 3
Finish
W 3.0

e On completion of the backup operation, a new message is displayed on top of the main configuration area,
prompting you to add the backup job as a custom profile.

Adding the backup job as a custom profile displays the configured job as a custom profile in the list of Other
Profiles in the Backup main interface, enabling easy access to the job and to execute repeatedly with a single mouse click.
If you wish to execute the currently configured job often, so that all the updates done to the source files are reflected in the
backup, you can opt for adding this job as a custom profile. Refer to the chapter Other Profiles for more details.

e The text box in this area allows you to enter a name for the profile. By default, the file name of the
current backup is displayed.

Add as customn profile? i docurmerts Ful Files.cbu ) Yes Mo

Maow Paclkenm

e Enter a name to easily identify the backup job and click 'Yes’ to add the backup job as a custom
profile...

Add as custom profile? Important Documents Yes No

...s0 that the current backup job is added as a custom profile and listed in the 'Other Profiles’ area in the Backup interface
as shown below, on completion of the backup process.
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Other profiles

&> Online Backup Ef: Important_documents E

@ sync data

ﬁ Browser data backup
ﬁ. Backup mail

& Backup your game saves

e To complete the backup process, click 'Finish’.

Other profiles

> Online Backup T.‘: Important_documents [ ﬁ E

@ sync data Backup Now
Edit

ﬁ Browser data backup Fraremme

———

a Backup mail

& Backup your game saves

Clicking the down button you have three options:
¢ Backup Now - Allows you to backup the custom backup profile instantly
e Edit - Allows you to edit the custom backup profile

*  Rename - Allows you to rename the custom backup profile

2.1.2. Advanced Mode

The Advanced Mode backup operation allows granular configuration in selecting the backup source destination and
backup file formats and to configure additional features like Archive Settings, Advanced backup settings, and email
notifications.

Configuring a Backup job in Advanced Mode consists of five simple steps:

Step 1: Select the items for backup (Choose which kind of data you wish to backup) and the backup format.
Step 2: Choose the destination of your backup.

Step 3: Configure Archive Settings.

Step 4: Configure the advanced backup Settings.

Step 5: Configure email notification and tasks to run before and after a backup operation.

The progress bar on the top indicates the configuration progress with step numbers. Placing the mouse cursor on a step
displays a tool tip with a brief description of the step.

New Backup &
Step 4: Backup Options Simple Mode
‘T_]-: 5

To return to a previous step to review/redo the configuration made, just click the respective step number. You can also
return to the previous step by clicking the 'Back’ button.
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| Default 5ettings ;_: Backup Mow

Clicking Default Settings clears the selections made in the respective step and allows you to reconfigure the options in that

step.
Back Default Settings ;; Backup Mow

On completion of the backup job configuration, you need to finalize the backup operation by executing it instantly or
schedule the job to be executed at a later time or at recurrent intervals.

2.1.2.1. Selecting the Backup Source and Backup Format

New Backup I
Step 1: What to Backup Simple Mode
— 2 3 4 5

Backup Type:

Full -

Afull backup contains all the data in the source and it will have roughly the same size as the source.

Backup Source: Backup Format:
@ Disk, Partitions and MBR EI--l_ = Disk 0 (10.00 GE} @ CEU File
@ Files and Directories =] (@ Track0 and MBR @) Clone disk/partition
B
“) Registry Files w0 @ (100,00 MB) System R

o ) ] @ C\ 9.90 GB) NTFS
| Registry Entries

") User Folder
7 Mail Accounts
M Conversaticns

3] System State

4 L 3

Default Settings L Mext

' 3.0

The first stage of the process is to choose the type of backup (full, differential or incremental), which item you want to
backup and the format of the backup file. Comodo BackUp allows the user to backup entire drives; select multiple or

individual files and folders to backup; take complete or partial backups of the Windows registry and backup important
system settings. The program also allows the user to make copies of their emails, IM messages and personal Windows
user settings.

2.1.2.1.1. Selecting the Backup Type

Comodo BackUp allows you to generate different types of backups:
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. Full Backup;
e Differential Backup;

* Incremental Backup.

Important Note: Only full backups are available for Registry Files, Registry Entries, User Folder, Mail Accounts, IM
Conversations and System State.

Full Backup

As the name suggests, a full backup is a complete copy of every source file and folder specified by the user The suggested
file name of a full backup will have a suffix FULL_files in it. e.g. filename_full_files.cbu. Once a full backup has been taken
it will serve as the baseline upon which future incremental and differential backups are based.

Differential Backup

The backup will contain only those files which are modified after the last full backup operation. Because of this, the
entirety of your data set is backed up across only two containers rather than spread across multiple containers as is the
case with incremental backups. This means that restore operations are quicker but, if you take and keep a lot of
differential backups, then you may duplicate data The suggested file name of a differential backup will have a suffix
dif_files in it. e.g. filename_dif_files.cbu. Advantages of differential backup - faster restore operations than incremental
backups because your data is spread across few containers. Disadvantages - Slower backups than incremental backups
because you are saving all data that has changed since the last full backup. Can take up more disk space if you retain
multiple, differential backups.

Tip: Use a combination of full, differential and incremental backups to achieve a good balance. For example, schedule
daily incremental backups, a weekly differential backup and a monthly full backup.

Prerequisite: You must have created at least one full backup of a source item, to have differential backup of the same
source.

Example:
Let us take for example that you are taking a full backup of a folder 'Test Folder’ containing Four files File A, File B, File C

and File D on day 1 and have scheduled to take differential backups of the folder on a daily basis. The following table

explains what would be the contents of successive differential backups, if you modify the files as given in column two.

Files Edited Type of Backup Files contained in the full Files contained in the
taken backup (Test differential backup (Test
Folder_full_files.cbu) Folder_dif_files.cbu)
Day 1 Full File A, File B, File C and File D
Day 2 File A Differential File A, File B, File C and File D File A (modified version)
(original versions)
Day 3 File B Differential File A, File B, File C and File D File A (version modified on Day 2)
(original versions) and File B (version modified on
Day 3)
Day 4 File B and File C | Differential File A, File B, File Cand File D | File A (version modified on Day
(original versions) 2), File B (version modified on Day
4) and File C (version modified on
Day 4)

Also, restoring the files to the latest version is easy, as the files are to be restored from the last full backup location and the
differential backup location.

To perform a differential backup
1. Select Differential from the 'Backup Type’ drop-down menu. Another drop-down menu will be displayed to

select whether you want to create a new backup or choose existing backup as base line.
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Backup Type:
Differential - Make new backup -
.
Adifferential backup will back up onl-ppgee Exi;ﬁ;é I;uackup I:d since the last full backup.

¢ |f you want to manually select the backup source for the differential backup yourself, select 'Make new backup’
and then select the backup source.

e |f you want the application to automatically choose the backup source for which a full backup has been taken
previously, select 'Choose existing backup’. Another drop-down will appear to choose the previous full backup of
the same source as the baseline.

New Backup (X
Step 1: Open Backup Simple Mode
e 2 3 4 5 [

Backup Type:

Differential - Choose existing backup - Frem Comode Online Sterage -

From Comodo Online Storage

Adifferential backup will back up only those files that have been changed s'p o My Computer

Fram FTP

COMODO Online Storage login: From Network

| Username |

| Passwoaord |

[ ] remember Me

Sign in automatically
Sign In

Default Settings ),u; Mext

*  From Comodo online Storage - Enables to select a full backup stored in Comodo Online Storage.

e Enter your username and password for accessing your online storage space and click Sign-in.
e After signing-in, your online space will be visible/accessible as regular Windows tree structure.
¢ Navigate to the folder where you have stored the backup, select the backup file and click 'Open’.

*  From My Computer - Enables to select a full backup stored in your hard disk. On selecting this option, the disk
drives and folders are displayed as a tree structure in the lower panel.

¢  Navigate to the folder where you have stored the backup, select the backup file and click 'Open’.
e From FTP - Enables to select a full backup stored on a FTP server.

*  Type the name of your FTP server in the 'Server’ text box (The prefix ftp:// is optional).

e Enter the port number of the server for connection (default = 21).

e Type your user name for the FTP server in the "Username’ text box.

e Type your password for accessing the FTP server.

*  Click 'Sign In'.

e On successful login, the folder tree structure of the server will be displayed.

¢ Navigate to the folder where you have stored the backup, select the backup file and click 'Open’.
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*  From Network - Enables to select a full backup stored on a computer in your network. On selecting this option,
all the computers connected in your network are displayed. (It may take a few seconds to list all the computers.
Please wait).

e Select the computer in which you have saved your backup. You will be prompted to enter the user name
and password if the computer you selected is protected by user access control.

e Enter the login User name and password for the computer you selected in the respective fields and click
'OK'.
e You can navigate through the folder tree structure of the selected computer.
¢ Navigate to the folder where you have stored the backup, select the backup file and click 'Open’.
On selecting a previous full backup, the corresponding backup source will be automatically selected in the 'Backup
Source’ area and you can directly move to the Step 2 - Selecting the Backup Destination. By clicking 'Next'.

Tip: The full backup and incremental/differential backups for a same source, can be stored in the same destination
backup file in .cbu format

Note for Advanced Users: The differential backup is performed at 64KB block level - meaning the file will be divided
into blocks of 64KB size and the differential backup will store only those 64KB blocks, in which the data is changed and
not the other blocks. For example, if only one byte of data has been changed in a 4GB file, only that 64KB block in
which the data has changed will be backed-up.

Incremental Backup

The backup will contain only those files which are modified after any the last full, differential or incremental backup
operation. The incremental backup consumes can consume less disk space than taking successive scheduled or manual
full or differential backups as only the files which are modified after the last backup of any type, are stored in the backup
location. In contrast to a differential backup, where the whole data set is covered by just two containers, taking regular
incremental backups means that your data can be spread across multiple, smaller containers. The suggested file name of
a incremental backup will have a suffix inc_files in it. e.g. filename_inc_files.cbu. Advantages of incremental backup -
faster than differential backups because you are typically saving less files per operation; can consume less space than
differential as you are saving only the data that has been modified since the last operation. Disadvantages - slower restore
operations that must draw data from several containers.

Incremental Backup supports simple copy format for files and folders. While backing up for the first time, all the selected
files and folders are copied to the destination and during subsequent executions, whether scheduled or custom profile
backup job, only files that are altered are copied to the destination thus saving bandwidth if the backup destination is in
the network, FTP or Comodo Online Storage.

Tip: Use a combination of full, differential and incremental backups to achieve a good balance. For example, schedule
daily incremental backups, a weekly differential backup and a monthly full backup.

Prerequisite: You must have created at least one full backup of a source item, to have an incremental backup of the same
source.

Example:
Let us take for example that you are taking a full backup of a folder 'Test Folder’ containing Four files File A, File B, File C

and File D on day 1 and have scheduled to take incremental backups of the folder on a daily basis. The following table

explains what would be the contents of successive incremental backups, if you modify the files as given in column two.

Day Files Edited Type of Backup Files contained in the full Files contained in the
taken backup (Test incremental backup (Test
Folder_full_files.cbu) Folder_inc_files.cbu)
Day 1 Full File A, File B, File C and File D
Day 2 File A Incremental File A, File B, File C and File D File A (modified version)

(original versions)
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Day 3 File B Incremental File A, File B, File C and File D File B (modified version)
(original versions)

Day 4 File B and File C | Incremental File A, File B, File C and File D | File B (version modified on Day 4)
(original versions) and File C (version modified on
Day 4)

The main difference between the differential backup and incremental backup is that the differential backup duplicates the
files which are modified after the last full backup and not modified after another differential or incremental backup and
stores along with the last modified files, whereas an incremental backup stores only the files modified after the last backup
of any type.

While restoring, the files are to be restored from the last full backup location and all the incremental backup locations to
have all the files restored.

Tip: To have the files which are not modified intact during restoration, Comodo recommends to select 'Append files’
while choosing the restoration method for incremental file in Restoration Step 4 - Selecting Restore Method.

To perform an Incremental Backup

1. Select 'Incremental’ from the 'Backup Type’ drop-down menu. Another drop-down menu will be displayed to
select whether you want to create a new backup or choose existing backup as base line.

Backup Type:

Incremental - Make new backup -
. . DaiCELID .
Anincremental backup will back up ¢ opgnse existing backup bged zince the last hackup.

If you want to manually select the backup source for the incremental backup yourself, select '"Make new backup’
and then select the backup source.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 51



COMODO

Creating Trust Online®

New Backup [ %)
Step 1. Open Backup Simple Mode
1| =8 2 3 4 5 6

Backup Type:

Incremental - Choose existing backup - From Comedo Online Storage -

From Comodo Online Storage

Anincremental backup will back up only those files that have been changedg o, My Computer

From FTP

COMODO Online Storage login: From Network

| Jsername |

| Password |

|_ Remember Me

Sign in automatically
Sign In

Default Settings i Next

If you want the application to automatically choose the backup source for which a full backup has been taken
previously, select 'Choose existing backup’. Another drop-down will appear to choose the previous full backup of
the same source as the baseline.

From Comodo online Storage - Enables to select a full backup stored in Comodo Online Storage.
Enter your username and password for accessing your online storage space and click Sign-in.
After signing-in, your online space will be visible/accessible as regular Windows tree structure.

Navigate to the folder where you have stored the backup, select the backup file and click
‘Open’.

From My Computer - Enables to select a full backup stored in your hard disk. On selecting this option,
the disk drives and folders are displayed as a tree structure in the lower panel.
Navigate to the folder where you have stored the backup, select the backup file and click
‘Open’.
From FTP - Enables to select a full backup stored on a FTP server.

e Type the name of your FTP server in the 'Server’ text box (The prefix ftp:// is optional).
e Enter the port number of the server for connection (default = 21).
e Type your user name for the FTP server in the "Username’ text box.
e Type your password for accessing the FTP server.
e Click 'Sign In’.
On successful login, the folder tree structure of the server will be displayed.

Navigate to the folder where you have stored the backup, select the backup file and click
'‘Open’.
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From Network - Enables to select a full backup stored on a computer in your network. On selecting this option,
all the computers connected in your network are displayed. (It may take a few seconds to list all the computers.
Please wait).

Select the computer in which you have saved your backup. You will be prompted to enter the
user name and password if the computer you selected is protected by user access control.

e Enter the login User name and password for the computer you selected in the respective fields
and click 'OK'.

You can navigate through the folder tree structure of the selected computer.

*  Navigate to the folder where you have stored the backup, select the backup file and click
'‘Open’.

On selecting a previous full backup, the corresponding backup source will be automatically selected in the 'Backup
Source’ area and you can directly move to the Step 2 - Selecting the Backup Destination. By clicking 'Next'.

Tip: The full backup and incremental/differential backups for a same source, can be stored in the same destination
backup file in .cbu format.

Note for Advanced Users: The incremental backup is performed at 64KB block level - meaning the file will be divided
into blocks of 64KB size and the incremental backup will store only those 64KB blocks, in which the data are changed
and the the MD5 checksum values for the other blocks. For example, if only one byte of data has been changed in a
4GB file, the backup file will contain only that 64KB block in which the data has changed and the checksum values of
the other blocks.

2.1.2.1.2. Selecting the Backup Source

The interface for selecting the backup source is same as that in Simple Mode Backup. Please refer to the section Simple
Mode > Selecting the Backup Source for detailed explanations on the options available.

2.1.2.1.3. Selecting the Backup Format

Comodo BackUp can generate the backup files in different formats. The availability of the backup formats differ according
to the backup source that you have selected. The backup sources and the formats available for them are given below:

Backup Source Available Backup Formats

Disk, Partitions and MBR . CBU File

. Clone disk/partition
Files and Directories . CBU File

. Sync copy

. Simple copy

. ZIP file

. ISO file

. Self Extracting CBU
Registry Files . CBU File
Registry Entries . CBU File

. REG File

J Self Extracting CBU
User Folder . CBU File
Mail Accounts J CBU File

. Simple copy
IM Conversations . CBU File
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Backup Source Available Backup Formats
. Simple copy
System State . CBU File

The available backup format types and their descriptions are given below.

Format Description

CBU File Native file format of the Comodo BackUp application. The backup file will be stored in the
selected destination with a .cbu extension. This type of backup can be restored only with the
CBU application.

Clone disk/partition Available only when selecting Disk, Partitions and MBR as the backup source. Cloning is the
process of copying the entire content of one disk/partition to another disk, so that the
destination disk is an exact copy of the source disk. For example, if you are cloning a bootable
disk/partition with a working operating system, the destination disk can be used to boot the
system alone without the need of the source disk. This is very much useful when moving to a
larger capacity disk or to restore to a virgin installation.

Simple Copy Preserves a copy of the file in original format. The backup file is an exact copy of the selected
file / folder in the current state.

Sync copy Preserves a copy of the file in original format and checks the source file for updates at set time
intervals. If the source file is found to be altered, the backup copy is also updated so that any
alteration or update in the source is reflected in the backup and an up-to-date backup is
provided at any given time.

Smart Synchronization helps save bandwidth and time by copying modified data in 64KB
blocks. For example, if there is a change of just 1 byte in a 200 MB file, Comodo BackUp will
copy only a 64 KB block to the destination instead of the entire 200 MB file.

ZIP File Stores the backup as a zip file in the selected destination. The original files can be restored by
simply extracting the zip file using programs like WinZip, WinRar, etc.

ISO File Stores the backup as an ISO image. This is suitable if you wish to store the backup on a CD or
DVD. You can directly write the image on to a CD or a DVD using a third party disk burning
application.

Self Extracting CBU Stores the backup file as a executable file (with the extension .exe). The backup can be

restored by directly double clicking on the file from the Windows Explorer, without the need of
CBU application. For more details on restoring a self extracting backup package, refer to the
section Restoring Self Extracting Backups.

REG File Available only when selecting 'Registry Entries’ as the backup source. The selected Registry
entries are stored in the same format (with the .reg extension).

Select the backup format by clicking on the respective radio button and click Next.

The process moves to Step 2 - Selecting the Backup Destination.
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New Backup [ X ]
Step 1 What to Backup Simple Mode
— 2 3 4 5

Backup Type:

Full -

Afull backup contains all the data in the source and it will have roughly the same size as the source.

Backup Source: Backup Format:

@ Disk, Partitions and MBR B--l_ = Disk 0 (10.00 GB) i@ CBEU File

) Files and Directories l_ 65- Trackd and MBR @) Clane disk/partition
® Reristry Files ] @ (10000 MB} System R

@) Registry Entries
©) uUser Folder

) Mail Accounts
) 1M Conversations

@) system State

4 I I

Default Settings frs Mext

2.1.2.2. Selecting a Destination to Backup

The interface for selecting the backup destination is same as that in Simple Mode Backup. Please refer to the section
Simple Mode > Selecting a Destination to Backup for detailed explanations on the options available.
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Step 2 Backup Destination Simple Mode
3 4 5
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_ - PragramData 3
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] shiare
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B Windows
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i Applompat
- AppPatch
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BackupFiles
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- en-US
- Fants
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H-l Help
w0 IWE
&1-ial nf
B Inztaller
# LESchemas i
Backup hame  CiWWindows'BackuaFlzsProgramData_full_fies.du
Back Default Settings o) Backup Mow Hext
L 3,0

Click Next to move to the Step - 3 Configuring Archive Settings.

If you want to skip the further steps and finalize the backup process, click 'Backup Now’ button. Refer to the
section Finalization for more details.

If you want to skip the further steps and schedule the backup job click the Alarm Clock button. Refer to section
Scheduling the Backup Job for detailed explanations of the options available.

2.1.2.3. Configuring Archive Settings

The next stage is to configure for archiving the backup files, set encryption and password protection for the backup.
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Simple Mode

New Backup
Step 3 Archive Settings

3 | 3| = 4 5
Advanced Settings

Enable macros
Compression level : Low:

Password protection
Encrypsion algorhitm AE! Chck here b add & cescripton
Passwerd
Confirm passwerd ;

Split Backup

Back Default Settings ] Backup Now Next

2.1.2.3.1. Macros

The file names of the backup files can be named in chronological order, by adding suffixes to the file names indicating the
date, time etc. This is useful when setting a single source (disk, file folder, etc) to be backed up periodically by setting
scheduled backups or synchronized backups. You can even add the revision numbers as suffix. The suffix enables you to
identify the backups of different versions of the same file and helps you in case you want to restore an earlier version of the

file.

To set the Macros for naming the files
1. Select the 'Enable Macros’ checkbox.
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Advanced Settings

|; Enzhle macros DATET(_DD_MM_Y™™") -
DATEL[ DD_MM_YYYY)
Images_CBU_full_files.cbu | DATE2{_MM_DD_YYYY) Add Macro Remove Macros

REVISION_MO({_REV_NO)

Compression level : REVISION_MO_MAX{ REV_ND_M
' INCREMENTAL_NO({_INC_NQ)

MOMNTH{_MM)

DAY( OO

HOUR{_HH)
l_ Password protection | MINUTE(_MM)

SECOMD{_SS)

TIME{ HH MM 55}

Encryption algorhitm : m— Click here to add & description -

Fassword :

Confirm password :

2. From the drop-down menu containing the Macros, which are the building blocks for the suffixes to be added to
the file name, select the Macros you want.

3. Click the 'Add Macros’ button. The selected Macro appears as a suffix to the file name in the file name text
box. You can add any number of macros to the file name by adding them one by one in the order you want.

Note: Selecting the option 'REVISION_NO_MAX(_REV_NO_MAX)’ from the drop-down displays the 'Reset Revision
Number at’ field. Select the checkbox if you want to reset the revision number and enter the revision number in the
adjacent field.

e Toremove the macros added, simply click the 'Remove Macros’ button.

2.1.2.3.2. Compression level

Comodo BackUp compresses all the data into one file and stores with the file name having extension .cbu (e.g.
filename.cbu), in the destination you choose in Step 2. You can choose the compression level in this stage of the process.
You can choose from the levels 'None’ through "Maximum’. Higher the compression level, lower the backup disk space
requirement. Select the compression level you want to use from the drop-down menu.

Compression level : Low -

MNone

Medium
|; Password protection  |High
Maximum

Note: For the backup files created without selecting the compression level, e.g., the backup files created through
Simple Mode and the backup files created right after Step 2 - Selecting the Destination for your Backup by skipping
the further steps, the compression level is set as 'Low’ by default.

2.1.2.3.3. Password Protection

Providing a password protection requires the password to be entered while restoring the backup and also encrypts the
backup with an encryption algorithm you choose.

To provide a password protection and encrypting the backup
1. Select the checkbox beside 'Password Protection’

2. Select the Encryption Algorithm you want to use for encrypting the backup from the drop-down menu.
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Encryption algorhitm : AES - Encryption Algorithms:
IDES 3DES - 168-bit/ strong
Passuord: .
Blovfish AES - 128bit / strongest
Confirm password : DES Blowfish - 64-bit block / strong
Serpent .
|_ split Backup Twofish Serpent - 128,192 or 256 bit / very strong
xor Twofish - 128-bit block/ strong

Xor - Variable block size / weak

For more details on the Encryption Algorithms, see Appendix 1 Encryption Algorithms.
3. Type the password (of minimum four characters) in the 'Password’ Text box
4. Retype the password in the 'Confirm password’ text box.

CBU generates a 32 byte key by applying a SHA256 hash algorithm to the password entered by you. If the encryption
algorithm chosen by you requires a key of smaller bit length, the 32 byte key is truncated to the required length. CBU
encrypts the backup file with the chosen algorithm using this key. During the restoration the backup file, CBU receives the
password entered by you, generates a key by applying the same hash algorithm and uses this key to decrypt the backup
file. If a wrong password is entered by someone maliciously, the key required to decrypt the backup could not be
generated and the backup could not be restored, ensuring additional level of safety to the backup of your confidential
information.

2.1.2.3.4. Splitting the Backup File

You can split the backup file into segment sizes of your choice. This is useful when you are taking backups of very large
sizes, in removable media like CD’s, DVD's, ZIP drives, USB drives etc. You can set the maximum files sizes of the
segments to fit to the media you choose. The files can be rejoined while restoring the backup.

To split the Backup
1. Select the checkbox beside 'Split BackUp’

2. Select the size you want from the preset sizes (set corresponding to different types of removable storage media
like Floppy disk, CD, DVD etc. ) from the drop-down combo-box.

|; Split Backup | u

Floppy - 1.44 MB
ZIP - 100 MB

CD - 700 MB

DVD -4.7GB
DVD -3.54GB
Blu-Ray - 23.3GB

3. Alternatively, If you want the backup to be split into custom sizes, enter the maximum size (in MB) for each
segment in the backup in the drop-down combo-box.

|; Split Backup - | NEB

2.1.2.3.5. Description for the Backup

You can provide a description for the backup like the purpose of the backup etc. This description is displayed on the
"History’ panel of Comodo BackUp interface to remind you on the purpose of backup etc.
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Click on the text 'Click here to add a description’ displayed at the right hand side inside the Advanced Settings
pane and type the description text.

|; Password protection

Encryption alzorhitm AES - Click here to add a description -

Password :

Confirm password :

Click 'Next’ to move to the Step - 4 Configuring the advanced backup Settings .

If you want to skip the further steps and finalize the backup process, click 'Backup Now’ button. Refer to the
section Finalization for more details.

If you want to skip the further steps and schedule the backup job click the Alarm Clock button. Refer to section
Scheduling the Backup Job for detailed explanations of the options available.

2.1.2.4, Configuring Advanced Backup Settings

The fourth stage of the process is to configure the advanced settings for the created backup job. You can set file type
filters so that you can only include only files of certain types to the backup and/or exclude files of certain types. Also you
can configure for usage of resources by the application during the backup job execution, logs etc. in this stage.

- T i

New Backup [ %]
Step 4: Backup Options Simple Mode
(R S R 1 R — T R— 5
Activate Filter name Filter type
e ] “tmp Exclusion Add Filter
Q9 " bak Exclusion -
Delete
Edit
1| m [ b
When encountering locked files : Volume Shadow Copy -
Disk (Network) Usage : High = | Processor Usage : |Low -

Create parent folders in destination path
|_ Add hackup to History events

|7 Log ta screen

|— Log to file: Log method: |Append -
Back Default Settings :-_: Backup Mow Mext
W 3.0
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2.1.2.4.1. Filter Settings

Comodo Backup allows you to set filters for including or excluding the files to the backup from the source Files / Folders
selected in step 1. This is useful, when you want to exclude or only include files of selected type or files having a selected
string in their file name in the backup. For example, you may want to exclude all the temporary files in the selected folder
from being backed up, include only the files with a specific string in the file name of a selected set of files or folder into the
backup etc. You can set the exclusion and inclusion filters accordingly in this step.

Important Note: The Filter Settings is active only if you have chosen Files and Folders as your backup source in Step 1.

To set the filters

1. Click 'Add Filter’ button. A new filter is created with a default name.

New Backup X
Step 4: Backup Options Simple Mode
e o et e s e ] 5
Activate Filter name Filter type
(* ] *tmp Exclusiocn - _@
2 *kak TERCIuSion v |
2 | defaultname.tmp *"i'_ Exclusicn = Delete
Edit
1 1 P

2. Rename the filter with wildcard characters suffixed with the file extension if you want certain file types to be
excluded or to be only-included (e.g. * .tmp, *.txt) or rename the filter with the string having wildcard characters
if you want to exclude files include only the files with the selected string in their filenames (e.g. nam*.*).

3. Select whether you want to set the filter as inclusion (only the files having the specified extension or the file name
will be included in the backup from the source and the other files will be omitted) or exclusion (the files having
specified extension or the file name, contained in the source, will be omitted during the backup process) from
drop-down in the 'Filter type’ column.

New Backup &
Step 4: Backup Options Simple Mode
P ——— e T T e, e [ 5
Activate Filter name Filter name
[} *. tmp Imclusion - Add Filter
) *.bak. Imclusion -
[} *.doc Imclusion - Delete
v Exclusion 1
Inclusion L
1| 1 b
When encourtering locked files Walume Shadowe Copy -
Disk (Metwork) Usage High - Processor Usage ©  Mormal -

4.  The filter will be added. Repeat the procedure for adding more number of filters.
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5. Activate the filters by clicking on the green buttons in the 'Activate’ column.

Example 1 - If you have added an exclusion filter with the name "*.tmp’, all the files with the extension .tmp in the set of
files or folders you chose in step 1, are omitted and only the other files in the set of files or folders are included in the
backup. If you added an exclusion filter with the name ?a*.*, all the files / folders having 'a’ as second letter in their file /
folder names are omitted.

Example 2 - If you have added an Inclusion filter with the name "*.doc’, only the files with the extension .doc in the set of
files or folders you chose in step 1, are included in the backup and the other files are omitted. If you added an exclusion
filter with the name ?a*.*, only the files / folders having 'a’ as second letter in their file / folder names is included.

New Backup [ X
Step 4: Backup Options Simple Mode
e o e e e, — e 5
Activate Filker name Filter name
[#] nam*, * Exclusion = Add Filter
[} *.doc Inclusion -
) *,pdf Inclusion - Delete
Edit
1 ] b
Vuhien encountering locked files “olume Shadowe Copy -

In the example shown above, Comodo Backup can include only the files with the extensions .doc and .pdf from the
selected folders into the backup. The .doc or .pdf files having 'nam’ at the start of their file names is not included in the
backup.

To edit a filter, select the filter from list and click "Edit’.

To remove a filter, select the filter from list and click 'Delete Filter’.

2.1.2.4.2. Advanced Options

e When encountering locked files - The drop-down menu allows you to instruct how Comodo BackUp should
react on the situation where one or more files to be backed-up are locked for reasons like they are in use by
other programs or other users.

When encountering locked files :  |Volume Shadow Copy -
sk (Metwork) Usage : Raw Read
Skip files

¢ Volume Shadow Copy - Uses Volume Snapshot Service (VSS) offered by the Windows Operating
System. The service creates read-only copy or snapshot of the volume or the file system where the file
in question is stored, at the specific point of time when the backup was initiated. The file is read from
the read-only copy of the volume for inclusion in the backup.

* Raw Read - The locked files will be read directly from disk in the state they are, when they are
processed for backup. This enables to have latest version of the file in the backup than the volume
shadow copy.

»  Skip files - Ignores the locked files.

e Disk (Network) Usage - You can choose the usage of the disk and network resources for the created backup job
in this stage of the process. The available options are from 'Low’ through 'High'. Higher the disk and network
resources usage level, higher the speed of the backup process. Select the disk usage level you want to use from
the drop-down menu.
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sk (Metwork) Usage : High —
Law
Create parent folders in destinai Below normal
Marmal

Above normal
]

I_ Add backup to History events

5 I

e Processor Usage - You can choose the usage of the processor resources for the created backup job in this stage
of the process. The available options are from 'Low’ through 'High’. Higher the processor usage level, higher the
speed of the backup process. Select the processor usage level you want to use from the drop-down menu.

Processor Usage ; [Normal -

Low

Below normal
Mormal
Above normal
High

e Backup all sectors including free space - This option is visible only when 'Disk, Partitions and MBR’ is selected
as Backup Source in Step 1. Comodo BackUp backs up only the contents in the occupied space of the selected
drive partition. If you want to backup the free space in the drive, select this checkbox. Including the free space in
the backup enables you to recover files that were deleted from the drive upon using advanced, 3 party, file
recovery software.

e Create parent folders in destination path - This option is visible only when Simple Copy or Sync copy is
chosen as Backup Format in Step 1. Selecting this option creates separate folder at the destination when you
are creating simple copy of Sync copy backup for individual files and stores the files in the folders.

e Add Backup to History Events - Instructs the application to add this backup event to History so that the details
of this backup operation is viewable through the '"Manage’ interface.

e Logto screen - The log of events (for example, details on each file or folder being backed up, error reports etc.)
is created and displayed at the final stage of the backup operation in the right pane of the interface, only if this
checkbox is left selected. By default, this option is selected. If you do not want to log the backup events, deselect
this checkbox.

* Log to file - Enables you to save the log of events (for example, details on each file or folder being backed up /
restored, error reports etc.) generated during the backup progress, as a text file for later reference or analysis.

To save the log of events
e Select the 'Log to file’ checkbox.

|; Log to screen

|$ Log to file: Browse... Log method: | Create =

|_ Add restore to History events

A 'Browse..." button will appear enabling you to navigate to the folder/file where you want to save the log.
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"F—" Backup

a Save As @

o
uu | J € Local Disk (C:) » backup_logs - |4'r¢| | Search backup_logs D |
e up Organize « Mew folder = - ,@,
Bl Desktop o Mame Date modified Type
Restore & Downloads i

UF; Mo items match your search.
= Recent Places s

m

Manage
3 Libraries
3 Documents

J‘l Music
| Pictures

B videos

Online Backu

i Computer
&, Local Disk (C:)
¢ CD Drive (D:) GRI

v | 4| 1 s
File name: new_backup_log_file -
Save as type: | *log v]
* Hide Folders Save ] [ Cancel ]

e Click the Browse button and navigate to the folder.

e If you want to store the log as a new file, type the new file name in the File Name text box. If you want to add the
log information to an existing log file, select the file. Click 'Save’.

The new file name will appear in the interface.

|; Log to screen

|; Logto file: new_backup_log_filelog Browse... Log method: Create T

Back Default Settings f L" Backup Mow Mext

e Select 'Create’ from the 'Log method’ drop-down menu, if you are creating the log file for the first time or select
"Append’ if you want to add the log information to the existing file.
¢ Click Next to move to the Step - 5 Configuring Email Notification and Miscellaneous settings .

e If you want to skip the further steps and finalize the backup process, click 'Backup Now’ button. Refer to the
section Finalization for more details.

e If you want to skip the further steps and schedule the backup job click the Alarm Clock button. Refer to section
Scheduling the Backup Job for detailed explanations of the options available.

2.1.2.5. Configuring Email Notification and Miscellaneous settings

The final stage is to configure for email notifications to be sent on successful completion or failure of the backup job and
other miscellaneous settings like run tasks e.g. mounting / unmounting hard disks before / after the backup and even set
your system to shutdown on completion of a backup.
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New Backup (X
Step 5 External Tasks Simple Mode
e e e e — e e —
E-mail Notification: | | on success [ ] onfailure
Account Me [ Run task before backup
p— ait for task to complete
Browse...
Port:
Subiect: - |_ Run task after backup
Erom: ait for task to complete
Browse...
To:
|— Shutdown after backup is complete
Uszername :
Password:
=8 ook onnernen send test message
Back Default Settings :-: Export to script Backup Now

2.1.2.5.1. Email Notifications

Comodo BackUp can send email notifications on execution of each backup job. You can configure CBU to send
notifications to yourself or other people like your team members, to be informed of the backup. You can also configure
whether the email notifications are to be sent only on successful creation of backup, only on failure or both.

To configure email notification
1. Select the check boxes beside 'on success’ and / or 'on failure’ depending on your requirement on when you and
others are to be informed of the backup job.
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E-mail Netification: I; oM SUCCESS |_ cn failure
Account Mew ... -
SMTE: rmy.outgoing. server.com

Port: 463

suhiect: - CBU Motification

From: yourname @yourdomain, com

Tar user @domain. com

Username - Yourusername

Password: meeaen

l: LIse 5351 Connecticn

Send test message
[] remember Me

2. If you are using your email account for the first time, Select 'New’ from the 'Account:” drop-down.

3. Enter the name of the SMTP server, the address of the outgoing mail server that the notification emails are sent
through, in the 'STMP Server’ text box.

4. Enter the port number of the server to be used. (default = 25 for non-SSL connection and 465 for SSL
connection)

5. Type the subject for the backup email in the 'Subject’ text box. This is to indicate that the email is autogenerated
by Comodo BackUp application (e.g. CBU Notification).

6. Enter the address on behalf of whom the notification should be sent. (e.g. your email address) in the 'From’ text
box. Note: This address should be supported by SMTP server you defined.

7. Enter the email address of the person to whom the notification should be sent in the "To’ text box. If you want the
notification file to be sent to yourself, enter your email address here.

8. Type the username of your email account in the "Username’ text box.
9. Type your email account password in the 'Password’ text box.
10. If you want to use the secure SSL connection for the email, select the 'Use SSL Connection’ checkbox.

Note: The 'Account:” drop-down can display all the email accounts you might be using for sending Backup files. New
email accounts can be added to this drop-down, by selecting the 'Remember me’ checkbox whenever you use an email
account for the first time. When using a previously added email account in future, you just need to select the account
from the Account: drop-down, and need not enter the other details.

To check whether you have made the configurations correctly, click 'Send test message’ button. A success or failure dialog
is displayed. If a failure dialog is displayed, recheck your specifications and try again. On success message, check your
email inbox to see the test message.

2.1.2.5.2. Miscellaneous Settings

Run Tasks before and/or after Backup - Comodo Backup allows you to run specific tasks before and / or after every
manual or scheduled backup. For example, you may want to run your virus scanner before backing up to avoid potential
infection of the destination folder. You can even mount an unmounted drive partition before backup to enable storing the
backup file in the partition and unmount the partition on completion of the backup process by running a batch file with a
list of corresponding Windows commands, play music files to indicate start and / or completion of the backup operation
etc.

To run a task before a backup operation
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1. Select the 'Run task before backup’ checkbox and click 'Browse’.

|; Run task hefore backup

|_ Wait for task to complete

W% Open [
"
@u'| ;% Local Disk (T v Users » Public » - | +4 || Search Public 0 |
Organize Mew folder =~ 0 @
- Favorites Mame Date modified Type
- 0 5
Bl Deskiop = J Public Documents 771372009 9:53 PM File folder
4. Downloads 1 , Public Downloads 7/13/2009 941 PM  File folder
| Recent Places . Public Muszic 7/13/2009 9:41 PM File folder
| . Public Pictures 7/13/2009 9:41 PM File folder
= Libraries . Public Recorded TV 7/14/2009 12:48 AM  File folder
@ Documents | Public Videos 7/13/2009 9:41 PM File folder
J‘i Music Documents and Settings_full_files 9/24,/2010 2:59 PM COMODC
[ Pictures 5-1-5-21-3928699709-3879088628-110515...  9/24/2010 5:32 PM COMOD(
B videos
M Camnoter | U] x
File name: -
[ Open Iv] ’ Cancel
|

2. Navigate to the location of the file to be executed and click 'OK’.

3. Select the checkbox 'Wait for task to complete’ if you want CBU to wait until the selected task is to be completed
before executing the backup job. Leaving this box unchecked makes CBU to start the backup operation before
completion of the selected task.

e  Repeat the same procedure for running a task after backup.

2.1.2.5.3. Export to script

Clicking the "Export to script’ button enables you to store the backup job as a script file in any desired location in your
system and to run the saved job from that location when ever needed. This is useful for the backup jobs you want to
execute often, without scheduling.

To store the created backup job as a script file
1. Click "Export to script’ button. A 'Save As’ dialog opens.

2. Browse to the location where you want to store the script file of the created backup job.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 67



COMODO

Creating Trust Online®

=

ﬁ Save As @
DU | W= Local Disk (2 » backup_logs - | +4 | Search backup_logs je |
Organize = Mew folder 4= - @

Mame : Date modified Type
A Libraries

Mo items match your search,

m

@ Documents ‘
J‘i Music

[E] Pictures

B videos

Lo Computer
&, Local Disk ()

¢ CD Drive (D) GRI _ 1y | T} r
File narme: backup_bank_statements -
Save as type: ’*.cl:ls v]

« Hide Folders Save ] ’ Cancel ]

3. Enter the 'File name’ as you want and click 'Save’. The script is stored as a file with .cbs extension.

To run the script from the saved location

1. Navigate to the location where the Backup Job script is saved with the .cbs extension, from Windows Explorer.

[e@]r=]
@Qv| ) %« Local Disk (C:) » Users » Public » Public Documents - |¢f | | Search Public Documents pe |
Organize = Include in library = Share with = Mew folder 1=« [0 @
J Favorites it MName } Date modified Type Size
Bl Desktop = g test 9/27/2010 5:47 PM COMODO CBS file 1KB

& Downloads

.
=l Recent Places

o Libraries
@ Documents
J‘F Music
[E] Pictures
B videos

18 Computer
& .

' 1 itemn

2. Double click the saved file or right click on the file and select the 'Open’ option.
The selected backup job is executed as explained in the section Finalization > Instant Execution.

The final stage is the execution of the configured backup job. You can:
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Schedule the backup to run at recurring time intervals or upon the occurrence of an certain event
(optional);

and/or

Execute the backup job instantly.

2.1.2.6. Schedule the Backup (optional)

You can schedule the configured backup job to be executed at recurring intervals or upon occurrence of a certain event.
The scheduling process in Advanced Mode is similar to that in Simple Mode. Please refer to Simple Mode > Schedule
the Backup (optional) for detailed explanation of the process.

2.1.2.7. Run the Backup

To execute the configured backup job instantly, just click the 'Backup Now’ button at the bottom right corner. The
execution process in Advanced Mode is similar to that in Simple Mode. Please refer to Simple Mode > Run the Backup
for detailed explanation of the process.

2.2. Using Pre-defined Backup Profiles

The Backup area of Comodo BackUp features a set of predefined backup profiles that allows you to backup your
important files and valuable collections stored in standard folders like "My Documents’, "My Music’, 'My Pictures’, " My
Videos’ etc. with a single mouse click.

You can also add backup jobs that you want to run often, as custom profiles to this area. This enables you to run the same
backup job with a few mouse clicks in future.

a

New Backup [+

Documents Backup

Backup My Documents Folder Location K -_ Backup Mow
Media Backup

Backup My Music, My Pictures and My Videos folders Location &g _L Backup Now
User Backup

Backup juli folder Location [w] -_ Backup Mow
Other profiles

i{» Online Backup E"‘: Important_documents W o

@ sync data
ﬁ Browser data backup
=ﬂ Backup mail

& Backup your game saves
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The available predefined backup job profiles are:

Documents Backup;
Media Backup;
User Backup;

Other Profiles.

2.2.1. Documents Backup

The Documents Backup area allows you to backup your 'My Documents’ folder with a single mouse click.
e To backup your My Documents folder instantly, click the 'Backup Now’ button.

e Toschedule backup of My documents folder to run at a later t Schedule the Backup Job Schedule the Backup
Job Schedule the Backup Job Schedule the Backup Jobime or at periodic intervals, click the alarm clock button
and create a schedule. Refer to the section Schedule the Backup Job for more details.

The backup file will be stored in the default location (C:\Documents and settings\Username\Backups) and with the default
file name "My Documents_full_files.cbu’. If you have configured a custom default backup location in Settings > Default
Backup Location, the backup file will be stored in the configured location.

The Location settings in this area also allows you to choose a backup destination and to set the file name for the backup
file of your choice.

e (Click the down arrow # beside 'Location’.

e Click '‘Browse..." beside 'Save As:’ text box and navigate to the folder where you want to store the backup file in
the 'Save As’ dialog.

-

New Backup (v

Documents Backup

Backup My Documents Folder Location g L Backup Now
Save As: Browse...
Media WG Save is £
'\._./“\._..4" | J « Local Disk (C:) » backup_logs - |¢‘_f || Search backup logs Pl
User Bl Organize « Mew folder 4=S - .@.
i Mame Date medified Type
1 Libraries )
Other 3 Documents ‘E i backup_kank_staternents 972772010 217 PM COMODO C
& o J‘n‘ Music B
=] Pictures
@ Sy B8 videos
) Br -
ﬁ M Computer
‘% Ba &L, Local Disk (C3)
% 6o ¥A CD Drive (D:) Virt _ o | = -
File name: JULL_DOCUMENTS_BACKUP -
. Save as type: | *.chu v]
= Hide Folders Save ] ’ Cancel I

e Asuggested file name 'USER NAME DOCUMENTS BACKUP’ will appear in the File Name text box of the 'Save
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As’ dialog. If you want, you can change the file name and click 'Save’.

e Click 'Backup Now’ for instant backup or alarm clock button for scheduling the backup to run at a later time or at
periodic intervals.

The backup file will be saved with .cbs extension.

2.2.2. Media Backup

The Media Backup area allows you to create a full backup of your valuable collections in "My Music’, "My Pictures’ and My
Videos’ folders with a single mouse click.

e To backup your media collection folders instantly, click the 'Backup Now’ button.

To schedule backup of the media collection folders to run at a later time or at periodic intervals, click the alarm clock
button and create a schedule. Refer to the section Schedule the Backup Job for more details.

The backup file will be stored in the default location (C:\Documents and settings\Username\Backups) and with the default
file name "My Pictures_full_files.cbu’. If you have configured a custom default backup location in Settings > Default
Backup Location, the backup file will be stored in the configured location.

The Location settings in this area also allows you to choose a backup destination and to set the file name for the backup
file of your choice.

¢ Click the down arrow # beside 'Location’.

e Click '‘Browse..." beside 'Save As:’ text box and navigate to the folder where you want to store the backup file in
the 'Save As’ dialog.

e Asuggested file name '"USER NAME MEDIA BACKUP’ will appear in the File Name text box of the 'Save As’
dialog. If you want, you can change the file name and click 'Save’.

e Click 'Backup Now’ for instant backup or alarm clock button for scheduling the backup to run at a later time or at
periodic intervals.

The backup file will be saved with .cbs extension.

2.2.3. User Backup

The User Backup area creates a full backup of all the Windows Settings configured by the user and all user related files
like files in "My Documents’, "My Pictures’ etc. E.g. On Windows XP or Vista, for a user named "John Smith’ it creates a
backup of the folder 'C:\Documents and Settings\John Smith’. This means it does backup of the user’s desktop,
documents, pictures, user registry settings, etc.

e To create a full back of the User Settings and files instantly, click the 'Backup Now’ button.

¢ To schedule backup of of the media collection folders to run at a later time or at periodic intervals, click the alarm
clock button and create a schedule. Refer to the section Schedule the Backup Job for more details.

The backup file will be stored in the default location (C:\Documents and settings\Username\Backups) and with the default
file name 'Username_full_files.cbu’. If you have configured a custom default backup location in Settings > Default
Backup Location, the backup file will be stored in the configured location.

The "Location’ settings in this area also allows you to choose a backup destination and to set the file name for the backup
file of your choice .

. Click the down arrow # beside 'Location’.

e Click '‘Browse..." beside 'Save As:” text box and navigate to the folder where you want to store the backup file in
the 'Save As’ dialog.

e Asuggested file name '"USER NAME DOCUMENTS BACKUP’ will appear in the File Name text box of the 'Save
As’ dialog. If you want, you can change the file name and click 'Save’.

¢ Click 'Backup Now’ for instant backup or alarm clock button for scheduling the backup to run at a later time or at
periodic intervals.

The backup file will be saved with .cbs extension.

2.2.4. Other Profiles

The Other Profiles area displays shortcuts for accessing your Comodo Online Storage Account, synchronize data between
source and backup files, predefined backup configuration profiles for Browser data, mails, game saves and custom
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profiles.

2.2.4.1. Online Backup

Clicking the shortcut 'Online Backup’ opens an interface for logging-in to your Comodo Online Storage account.

Other profiles
& Online Backup W Back

Sign in with your Online Backup Username
Register Mow

| Username | l_ Sign in automatically

| Password | |_ Remember my username and password Sign In

This interface is similar to the Online Backup interface appearing on clicking Online Backup tab from the Left Hand Side
Navigation panel. Refer to the section Configuring Your Comodo Online Storage Account for more details.

2.2.4.2. Sync data

The shortcut 'Sync data’ enables to synchronize the data between the source item and its previously created backup file so
that the recent changes made to the source are made to be reflected in the respective backup, without the need to repeat
the entire backup operation. It also enables configuring for automatic synchronization of data at periodic intervals.

Smart Synchronization feature in the application helps save bandwidth and time by copying modified data in 64KB blocks.
For example, if there is a change of just 1 byte in a 200 MB file, Comodo BackUp will copy only a 64 KB block to the
destination instead of the entire 200 MB file.

To synchronize data between a source file and its backup stored in your system

1. Click the shortcut 'Sync data’ from the 'Other profiles’ area.

Other profiles

® Sync data U Back
What to Sync - Browse...

Where to Sync - Browse...

Frequency: 3 Minutes -

Sync Now!

2. Click 'Browse..." beside 'What to sync’ text box and navigate to the source item.
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Other profiles
% Sync data
What to Sync :

Where to Sync :

F

5 '
Freqy Browse for Files or Folders ‘ @

B Desktop

»

> 4 Libraries
> A juli

4 M Computer

m

4 £ Local Disk (C:)

4 | backup_logs
:..; backup_bank_staternents
| new_kackup_log_file
> . install
> .. Perflogs i

4|

m [ *

[ Make Mew Folder ] [ QK

3. Click 'Browse..." beside "Where to sync’ text box and navigate to the backup file

4. Set the interval at which you wish the data to be synchronized between the source and the backup file
Enter the time period in the "Frequency’ text box
Frequency: 5 Minutes -

Hours Sync Now!
Days

Select the units from Minutes, Hours and Days from the drop-down beside the text box.
5. Click 'Sync Now’. The synchronization progress will be displayed.

Other profiles
% Sync data

ﬂ Back
What to Sync : Cibackup_logs), Browse... =-{v| & C\backup_logs\
IU | bank_statemants
Where to Sync: C:\Wsers\juli\Backups), Browse... v ™ backup_bank_statements.chs
L new_backup_log_filelo
Freguency: 5 Minutes - ™1 B new. P-ea- ’
100% Finish

6. Click 'Finish’ on completion. The backup file will be updated to contain the latest data of the source file.
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From this moment, the backup file will be synchronized with the source file at periodic intervals as set in the Frequency
field.

2.2.4.3. Browser data backup

Clicking the shortcut Browser data backup enables to backup your Browser settings such as Home page, Favorites,
Security Settings, stored passwords with a few mouse clicks.

Other profiles
& Browser data backup W Back

Where to Backup : Browse... I; D Mozilla Firefox
tfo] [ Internet Explorer

Backup Now

e The web browsers installed in your system are listed in the right hand side pane. Select the browsers whose data
are to be backed-up.

e Click '‘Browse..." beside 'Where to sync’ text box and navigate to the backup file.

e (Click 'Backup Now'.

2.2.4.4. Backup mail

The shortcut Backup mail allows you to backup the emails in the inbox of your mail clients like Mozilla Thunderbird,
Eudora, Microsoft Outlook 2003, Microsoft Outlook 2007, Windows Live Mail, Outlook Express etc. with a single click. This
will also backup settings (such as incoming server, outgoing server, if the email is downloaded or remains on server, etc).
This is helpful to restore your mails and settings when you reinstall your operating system or configuring your mail settings
on a new computer system.

Other profiles
‘% Backup mail e
Where to Backup - Browse... % [ Mozilla Thunderbird
L D Windows Mail
Backup Now

e The mail clients installed and configured in your system are listed in the right hand side pane. Select the mail
client(s) whose data are to be backed-up.

e Click '‘Browse..." beside "Where to Backup’ text box and navigate to the destination for the backup file

e (Click 'Backup Now'.

2.2.4.5. Backup your game saves

Clicking the shortcut 'Backup your game saves’ enables to backup your half-finished game states so that you can resume
a game from the last game status even if the original game installed in your system is lost and you have reinstalled it in
your system.

To backup your saves
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Click the shortcut Backup your game saves from the 'Other profiles’ area.
Other profiles
b Backup your game saves @ Back
Where to Backup : Browse... B{_ IE% Crysis -

1 Full Backup (H

I_ | Profiles

: l_ | Saved Games
ml AR Crusic Warkead i
Backup Now
Select the game state file from the right hand side pane
Click 'Browse..." beside "Where to Backup’ text box...
Other profiles
& Backup your game saves & Back
Where to Backup : = [« @ Counter Strike -

[v| zer 1 7

Browse For

4. Downloads =
I | & Favorites

@ Links

Bl My Documents

W My Music

=| My Pictures

B My \Videos
I | i Saved Games
I Searches

4| 1 3

m

... and navigate to the destination for the backup file
Click "Backup Now'.

2.2.4.6. Custom Profiles

Comodo BackUp allows you to add the custom backup profiles for the backup jobs that you want to run often. The added
profiles are listed in the Other Profiles area. The added profile acts as a shortcut to initiate the same backup process.

Adding a new profile

On successful completion of a manual backup, a prompt dialog will be displayed, asking whether you wish to add the
completed job as a custom profile.
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Add as custom profile?

] documents Full_files,cbu Yes Mo

New Backup
Step &: Creating Backup

100%

Backup started 1482010 15:2:50 ﬂ

14 .06 2010 150251 Processing Emp_documentzold_man_filezknack tx

14.06.2010 15:02:51 Processing Eimp_document=tald_man_filesknick txt

Enter a name to easily identify the backup job and click "Yes’ to add the backup job as a custom profile...

Add as custom profile?

Important Documents| Yes Mo

New Backup

...50 that a shortcut for the backup job will be created in the 'Other profiles’ area.

Other profiles

> Online Backup ﬁ:* Important_documents E

@ Sync data

ﬁ Browser data backup
i Backup mail

O
,% Backup your game saves

Clicking on the shortcut starts the process of creating a backup for the same source at the same destination.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 76



Creating Trust Online®

Comodo BackUp - User Guide COMODO

=

Other profiles

i{» Online Backup Tf Important_documents [ ﬁ E

@ Sync data Backup Now
Edit

ﬁ Browser data backup Rename

 —

ﬁ Backup mail

& Backup your game saves

Clicking the down button you have three options:
e Backup Now - Allows you to backup the custom backup profile instantly
e Edit - Allows you to edit the custom backup profile

e  Rename - Allows you to rename the custom backup profile.

3. Restoring Your Files and
Settings

Once you have successfully created a backup (.cbu) file you can restore these files at any time and
to any location. The restore wizard quickly guides you through this process and allows you to choose
the specific file from which you want to restore; the mode of restoration; the precise files within from
the .cbu that you wish to copy over and finally the folder or drive that you wish to restore to.

Note: Comodo BackUp can perform a restore operation only from a valid Comodo backup file with the extension .cbu.
You cannot run a restore operation without creating any backups.

Tip: If you have created a self extracting backup by selecting the backup format as 'Self extracting CBU’ in step 1, you
can restore it just by double clicking on the file from Windows Explorer window. For more details, please refer to the
section Restoring Self Extracting Backups.
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Update About Help Feedback =X

= COMODO

2=~ Backup

- . i

Step 1: Restore Path
anou —_——=F

Restore
Backup Source:

Manage

@ COMODO Online Storage & Welcome !
Online Backup ® My G "
- ¥ Lemputer Sign in with your Online Backup Username

) MNetwork Location Register Now

FTP Server

| Usaername

Hasswora

Sign in automatically

I_ Remember my username and password

Sign In

Restore Now

Everything is up to date.

To access the Restore interface, click on the 'Restore’ tab from the Left Hand Side Navigation pane.
Restoring the files from the BackUp consists of four simple steps:

Step 1: Select the restore path

Step 2: View Restoration Information and Mounting Backup as Virtual Drive

Step 3: Select the files to restore and restore location

Step 4: Selecting Restore Method.

The progress bar on the top indicates the restoration configuration progress with step numbers. Placing the mouse cursor
on a step displays a tool tip with a brief description of the step.

Step 3 Restore Selection
T — | — e — 4

Select Items to Restore

To return to a previous step to review/redo the configuration made, just click the respective step number. You can also
return to the previous step by clicking the 'Back’ button.

Restore Now Mext

On completion of the above steps, you need to finalize the restoration operation by executing it instantly.

3.1. Selecting the Restore Path

The first stage of the process is to specify the path where the backup file is located. You can choose to restore from your
local machine, from another computer in your network, or from a FTP server, where you have saved your backup of the
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files you require to restore.
Click on the links below to get more information on each destination type.
e Comodo Online Storage - Restores your backup file located on the Comodo online storage.
e My Computer - Restores your backup file located on your local hard drive.
e Network - Restores your backup file located on another computer in the network.
e FTP Server - Restores your backup file located on a FTP server.

After selecting the restore path from the left hand side panel, you need to make a further selection from the right hand

side panel.

Comodo Online Storage
To restore a backup of your content stored on Comodo Online Storage
1. Select 'Comodo Online Storage’ radio button.

The right hand side pane displays the login page for your Comodo Online Account.

- i

Step 1: Restore Path
— 2 3 4

Backup Source:

@ COMODO Online Storage &» Welcome !

) My Computer Sign in with your Online Backup Username

) Metwork Location Register Now

i€ FTP Server

Sign in automatically

|_ Remember my username and password

Sign In

Restore Now MNext

2. Enter your Username and Password and click 'Sign In’.
Your online storage space will be visible/accessible as regular Windows tree structure.

3. Navigate to and select the .cbu file that you wish to restore.

My Computer

To restore a backup stored in your local hard disk drive, a mapped network drive, a USB memory
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plugged to your computer, a mounted virtual drive or a CD/DVD inserted into the respective drive
1. Select 'My Computer’ radio button.

The disk drives and folders in your computer are displayed as a tree structure in the Right Hand Side panel.

-

Step 1: Restore Path
— 2 3 4

Backup Source:

----- Default User &
) COMODO Online Storage = juli

@ My Computer | AppData
Application Data

1| Backups

) Metwork Locaticn

- |:_:|
) FTP Serv :
erver - backup_logs

m

bank_statemants
D new_backup_log_filelog

Documents_full_files.cbu
install_full files.chu

[l | Contacts

Cookies

Bl Desktop -
] T | 3

Restore Now MNext

' 3.0

2. Navigate to and select the .cbu file that you wish to restore and click 'Next’.
Alternatively

*  Navigate to the backup file through Windows Explorer, right click on the .cbu file and select 'CBU Restore’.
This takes you to Step 2 - Viewing Backup Information and Selecting Backup Method.

RSB ROR C X
@Dvl . v Computer v Local Disk (T} » Users » juli » Backups » - | ‘y| Search Backups £ |
Organize = 6 Open = Share with = Mew folder == » i I@I
& Favorites i Name Date modified Type Size
Bl Desktop . backup_logs 9/27/2010 5:07 PM  File folder
& Downloads Backups_full_files 9/27/2010 2:37 PM COMODDO BackUp... 259,985 KB
15l Recent Places L Documents_full_files 9/24/2010 2:52 PM COMODO BackUp... IKB
| install_full_files 9/22/2010 7:17 PM COMODO BackUp... 253,293 KB
4 Libraries work_full_files Open B
| Documents &2  CBU Restore
o' Music N &£ CBU Mount
= Pictures Open with...
E Videos
Share with 3
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Network Location
To restore a backup stored in another computer on your network

1. Select 'Network Location’ radio button.

- i

Step 1: Restare Path
e————— - 2 3 4
EBackup Source
- VADMINI -
1 COMODO Online Storage ‘:Té VADMINZ
@) hy Computer %- Yilser1 (Workgroup)
_ . B WUser2 (wiorkgroup)
@ Hetwork Location backup._files
) FTP Server “f data
3l old_man_files mis
-l iWUser2 (Workgroup) A
-l ilUser3 (Workgroup) |E |
--«ii'z_'i'l,'l,Llser‘i (M orkgroup) B
--«i?'z_'i'l,'l,LlserS {workgroup)
--«ig""l,'l,LIserE {workgroup)
-2 User 7 (Warkaroup)
Restore How Hext
» 3.0 build 22 Evwerything is up to date.

All the computers connected in your network are displayed in the Right Hand Side pane. (It may take a few seconds to list
all the computers. Please wait).

2. Select the computer in which you have saved the backup. You will be prompted to enter the user name and
password if the computer you selected is protected by user access control.

3. Enter the login User name and password for the computer you selected in the respective fields and click 'OK’.
You can navigate through the folder tree structure of the selected computer.

¢ Navigate to the backup file you wish to restore.

FTP Server
To restore a backup stored in an FTP server
1. Select 'FTP Server’ radio button.

The Right Hand Side pane displays the login page for your FTP server
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Step 1: Restore Path
— 2 3 4

Backup Source:

@) comMoDo online Storage Welcome !

2 My Computer Sign in with your FTP Username
@) Metwork Location

- Account: Mew ... -
@ FTP Server -

Server: ftp/f1 192,168,111, 11

Port: 21

Username: YOUrUSErnams

Password: LLLLL LS

|_ Remember my username and password

Sign In
Restore Now Mext
W 3.0

2. The right pane displays the login page for your FTP server.

3. Type the name of your FTP server in the 'Server’ text box (The prefix ftp:// is optional).
4. Enter the port number of the server for connection (default = 21).

5. Type your user name for the FTP server in the "Username’ text box.

6. Type your password for accessing the FTP server.

7. Click 'Sign In’.

Note: The 'Account:’” drop-down can display all the FTP accounts you might be using as Backup destinations. New FTP
accounts can be added to this drop-down, by selecting the 'Remember my username and password’ checkbox whenever
you use an FTP account for the first time. When using a previously added FTP account in future, you just need to select
the account from the Account: drop-down, and need not enter the Server name, username and password.

On successful login, the folder tree structure of the server will be displayed.
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Step 1: Restore Path
— 2 3 4

Backup Source:

B download
@) comOoDO Online Storage EI_ backups

T My Computer work_full_files.cbu
7] Network Location

@ FTP Server

Restore Now MNext

LY 3.0 Everything is up to date.

8. Navigate to the file you wish to backup.

9. Click 'Next’ to move to Step 2 - Viewing Restoration Information and Mounting Backup as Virtual Drive.

e To skip the further steps and to restore the items to their original location instantly, click 'Restore Now’. The files
will be appended to he original location - meaning only those files having the same file names in the original
location, as those in the backup are replaced from the backup. Files having different file names from those in the
backup, are kept intact.

3.2. Viewing Restoration Information and
Mounting Backup as Virtual Drive

The second stage of the process is to view the details of the backup and verify whether you have chosen the correct
backup and check whether the backup file is valid and consistent. This stage also allows you to mount the selected
backup as a virtual drive in your system.
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Step 2- Restore Info

. T —— 3 4
Backup Source:
— . Date performed: 2010/9/27 14:36:27
Find text ... Find .
| pl Version: 3.0.162230.84
Backup Type: Files and Directories (Full)
D snapshat 0 ® Backup description:
-
Driver letter: H -
|_ Mount backup everytime Windows starts
|_ fMount backup as read-only
Mount
Verify Image
Back Restore Now Mext
L 3.0

The upper right hand side pane gives you a snapshot of details on the backup you are about to restore. This is useful to
check whether you have chosen the right backup file for restoration.

¢ Date Performed - The date and time at which the backup file was created.

e \Version - The version of Comodo Backup application used for creating the backup file.

e Backup Type - The type or source of data you chose in step 1 during creation of the backup job.

. Betl)ckup Description - The description about the backup you entered in step 2, during creation of the backup
job.

The left hand pane allows you to confirm the file and to verify is consistency and the lower right hand side pane allows you
to mount the backup as a virtual drive.

Find Text

To check whether the backup file has the specific file / folder that you wish to restore and to confirm that you are restoring
the correct backup you wanted, you can search the backup file for a keyword / phrase specific to the contained file / folder
you wanted to restore. For example, if you want to restore a backup containing your bank statements, you can search the
backup file for keywords like bank name, month, available balance etc. You can even enter the file name of a content file
of a backup as your search keyword.

To search the backup file for a specific keyword

Enter the keyword in the text box and click the 'Find’ button.
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Step 2 Restore Info
—_—

Backup Source:

|. work x| Find

The contents of the backup file is searched for the input keyword. If the input keyword is found in the backup file, the
message 'Search text found in the backup file’ will be displayed. If the input keyword does not exist in any of the content
files in the backup, then the message 'No match was found’ will be displayed.

Verify Image @:ea:-‘cund in I:ack®

Back Restore Now Mext

Verify Image
The integrity of the back up file that you choose to restore can be checked by clicking the "Verify’ button.

To verify the integrity of the backup file

1. Select the snapshot of the backup from the list of snapshots.

2. Click the "Verify Image’ button.

Step 2: Restore Info
—_——_-—_—

Backup Source:

| Find text . P| | Find

D Snapsheot 0 S

(| Werify Image

All the split segments in the backup file are checked and the progress is indicated on the progress bar.
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Mount backup as read-only

Mount

Cancel 299%; |

Back Restore Now MNext

On completion of verification and if the backup file is found to be intact, the message 'The backup image has been verified
'successfully’ is displayed. If the backup file is found corrupted, then the message 'The backup image is corrupted’ is

displayed.
Verify Image @LH: image has been verified ELIEEE@
Back Restore Now Next

3.2.1. Mounting the Backup as Virtual Disk

Comodo BackUp allows you to mount the backup file as a virtual disk in your system so that the backup is displayed as a
separate drive partition with a new drive letter in Windows Explorer.

The backup file mounted as a virtual disk actually serves as a drive in its own right. You can browse through the Folders
and Files in the disk as you normally browse a physical disk partition and search/edit files in incomparably less time.

You can even mount the backup file stored in your online storage space in Comodo Online Storage as a virtual drive so that
you can browse the online storage space as other drives through Windows Explorer.

Note: Only the backup files created for the sources Disks, Partitions and Files and Folders can be mounted as virtual
disks.

To mount the selected backup as a virtual drive
1. Select a drive letter from the Drive letter drop-down menu

2. Configure the 'Mount’ settings

¢ Mount backup everytime Windows starts - Instructs the application to repeatedly mount the backup
as virtual drive with the selected drive letter, every time windows is started. Select this option if the
backup is scheduled one and going to be updated periodically.

¢ Mount backup as read-only - By default, the backup is mounted as a Read-Only drive, so that you can
view the folders and files but cannot edit the files. If you want to mount the virtual drives enabling
editing the files, uncheck this checkbox. The backup files of the Files and Folders can only be
mounted as a Read-Only virtual drive.

3. Click 'Mount’.

¢ Click 'Next’ to move to Step 3 - Selecting the files to restore and restore location

e To skip the further steps and to restore the items to their original location, click 'Restore Now’. The files will
be appended to he original location - meaning only those files having same file name in the original location,
as those in the backup are replaced from the backup. Files having different file names from those in the
backup, are kept intact.

Note: You can also mount the backup files stored in your system as Virtual Drive from the Manage interface. Refer to
Manage > Mounted Drives for more details.
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3.3. Selecting the Files to Restore and Restore
location

The third stage of the process is to select the files you wish to backup from the backup image (.cbu file) and the
restoration location - the drive / folder in your hard drive where the files are to be copied.

, EEZS i

Step 3: Restore Selection

e T [ E— 4

Select Items to Restore

[+] MName
Sl <ChUsersijulit» Backups
= [ Backups_full files.cbu

I_ D Documents_full_files.cbu

Ll [ install_full_files.chu

----- l; D work_full_files.chu

|; Restore to default location

Restore path: C:\Wsershjulit Browse...

Back Restore Now MNext

The upper pane shows a list of the files that you specified in the backup job. To select the files to be restored, select the
check-boxes beside the respective file names and leave the rest unchecked.

The lower pane allows you to select the folder to which the files are to be restored.

e If you wish to restore the files to their original location, leave the check box 'Restore to default location’ checked.
This restores the files to original locations from where those were backed up. If your backup consists of files or
folder from multiple locations then all files are restored to their respective original locations.

e If you wish to restore the files to a different location from the original location, uncheck 'Restore to default
location” and type the path in the 'Restore path’ text box. You can also click 'Browse’ button and navigate to the
required folder.
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Browse Far Folder

4 3 juli o
4 || Backups —

4 backup_logs

m

4 | hank_statemants

4 . Favorites_full_files
= ContentIES
» 0 Cookies
» W Favorites
» . Histery

5 Contacts ‘.

< | i [ » \

[ IMake Mew Folder ] [ QK ] [ Cancel ]

Restore to default location

Restore path: C\Users\juli\Backups \backup_loos\bank_statemants!,

Restoring Registry and User Settings

You can restore the Registry, User, Mail and Messenger settings and / or system files when you want to rollback part of a
system to a previous configuration. In order for this rollback to work correctly, the backup copy of the registry and / or the
user settings MUST be restored back to their original locations. For this reason, Comodo recommends that users leave
Restore to default location checked. If you wish to export the backed up registry and / or user settings to an alternative
location (for example, troubleshooting or other analysis) then uncheck Restore to default location and select a different
restore destination by clicking the Browse button.

e Click 'Next' to move to Step 4 - Selecting Restore Method

e To skip the further step and to restore the items to their original location, click 'Restore Now’. The files will be
appended to he original location - meaning only those files having the same file names in the original location, as
those in the backup are replaced from the backup. Files having different file names from those in the backup,
are kept intact.

3.4. Selecting Restore Method

The final stage of the process is to specify the restoration mode (whether to replace all the files in the restoration folder
with the restored files or to replace only the files with the same file names as those of the restored files and leave the other
files in the restoration folder undisturbed). This stage also allows to configure the log options.
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Step 4: Restore Options
——— e e e e, e e —

12} Clean restore

@ Append files

|7 Log to screen
|— Log to file: Log method: |Append -

|$ Add restore to History events

Back Export to script Restore Mow

L, 3.0

Restore method

e Clean restore - Selecting this option deletes all the files in the folder you specify as restoration location in step 3
and copies the files from the backup in the folder. For example if you want to restore a backup file to folder
D:\Data, the folder D:\Data is deleted, then recreated with all files and folders in the backup.

Note: If you have selected the entire folder for backup in step 1 while creating the backup job, then all the files are
replaced in the destination folder during the restoring operation as said above. If you have selected only individual files
from a folder for backup, only those files are replaced in the same folder during restoration operation and the other files
in the same folder are not affected.

e Append files - Selecting this option deletes only those files having same file name as those in the backup and
replaces them in the restoration folder. Files having different file names from those in the backup, is kept intact.

Log Options
* Logto screen - The log of events (for example, details on each file or folder being restored, error reports etc.) is
created and displayed at the final stage of the restoration operation in the right pane of the interface, only if this

checkbox is left selected. By default, this option is selected. If you do not want to log the restoration events,
deselect this checkbox.

e Log to file - Enables you to save the log of events (for example, details on each file or folder being restored, error
reports etc.) generated during the restoration progress, as a text file for later reference or analysis.

To save the log of events
e Select the 'Log to file’ checkbox.
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|; Log to screen

|7 Log to file: Browse... Log method: |Create -
Back Default Settings g_é: Backup Mow Mext

A 'Browse...” button will appear enabling you to navigate to the folder/file where you want to save the log.

|; Log to screen

|7 Log to file: Log method: | Create -
p

W5 Save As (! = !

A _—
UU | .« Local Disk (C) » backup_logs - | +4 || Search backup logs 0 |
Organize - Mew folder == - @
it Mame Date modified Type
il Libraries i _ o
= new_backup_log_file 0/24/2010 5:32 PM Text Docy

@ Documents
J'J Music

[ Pictures
B videos

1M Computer
£, Local Disk ()
N# CD Drive (D) Virt o | i r

File name: new_restore_log_file

Save as type: |*.log v]

« Hide Folders save ] ’

e (Click the 'Browse’ button and navigate to the folder.

¢ |f you want to store the log as a new file, type the new file name in the File Name text box. If you want to add the
log information to an existing log file, select the file. Click 'Save'.

The new file name will appear in the interface.

|$ Log to screen

|; Log to file: new_restore_log_filel... | Browse.. Log method: |Create -

|_ Add restore to History events

e Select 'Create’ from the 'Log method’ drop-down menu, if you are creating the log file for the first time or select
"Append’ if you want to add the log information to the existing file.

e Add Restore to History Events - Instructs the application to add this restoration event to History so that the details
of this restoration operation is viewable through the '"Manage’ interface.
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Export to Script
Clicking the "Export to script’ button enables you to store the restore job as a script file in any desired location in your

system and to run the saved job from that location when ever needed. This is useful for the restore job you want to execute
often.

To store the created Restore job as a script file
1. Click "Export to script’ button. A 'Save As’ dialog opens.

ﬁ Save As @

@Qv| % Users » Public » Public Documents - |¢f | | Search Public Documents B |
File name: test -
Save as type: ’*.cl::ls v]
* | Browse Folders Save ] ’ Cancel

2. Browse to the location where you want to store the script file of the created restore job.
3. Enter the 'File name’ as you want and click 'Save’. The script is stored as a file with .cbs extension.

To run the script from the saved location
1. Browse to the location where the Restore Job script is saved with the .cbs extension through the Windows

Explorer.
(== =]
@Qv| .« Local Disk (C:) » Users » Public » Public Documents - | 5 | | Search Public Documents 2 |
Organize « Include in library = Share with - Mew folder ==« [ @
S Favorites Name Date modified Type Size
B Deskiop = o test 9,/27/2010 5:47 PM COMODO CBS file 1KB
4 Downloads

.
=1 Recent Places

9 Libraries
@ Decuments
J? Music
[E=] Pictures
E Videos

18 Computer
& . e e e

, 1 item

2. Double click the saved file or right click on the file and select the 'Open’ option.

The selected Restore job is executed as explained in the section Finalization.

3.5. Finalization

In order to finalize the restoration operation, click the 'Restore Now’ button. The progress bar indicates the restoration
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Step &: Restoring Backup

Restoring ...

88%

Pause

gEL2010 16:30:45

05062010 16:30:46 Processing 'E)bank_statements

05 06 2010 16:30:45 Proceszing 'E:bank_statements\Apr - 2010 oct
05062010 16:30:46 Processing 'E bank_statementz\an - 2009 ot
05 06 2010 16:30:45 Proceszing 'E:'bank_statementsWan - 2010 oct L
05062010 16:30:46 Processing 'E bank_statementz\WJuly - 2009 ock
05.06.2010 16:30:46 Processing 'Ebank_statementsWOct - 2008 oci
05062010 16:30:46 Processing 'Ebank_statementzWOct - 2009 ot
03 .06.2010 16:30:46 Restoring tems properties. .

05062010 163045 kems restore iz complete.

03062010 16:30:46 Finalizing Restore Process

m

P 3.0 build 24 Ewerything is up to date.

The lower pane displays the log information and shows the details about the files currently being restored and error
reports, if any.

Note: The log is displayed only if 'Log to Screen’ is left selected in Step 4. You can also save the log as a text file for
later reference or analysis.

Also you can pause/resume the progress if you wish.
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Step 5 Restoring Backup

100% Pause
Restore Finished

27.09.2010 17:50:13 Processing Chworky3-22-2010 7-02-55 PM.png

7.08.2010 17:50:13 Processing C\work\CB Heme Edition Functional Specifications. odt

ra

7.08.2010 17:50:13 Processing C\workiComodo Backup User Guide Ver3.0_081310.odt

%]

7.08.2010 17:50:14 Restoring items properties. This might take a few minutes depending of number of files and fo

ra

7.05.2010 17:50:14 tems restore is complete.

(o8]

ra

7.09.2010 17:50:14 Finalizing Restore Process

m

27.09.2010 17.50:14 Restore Process Complete

- Restore Finished
1 | 1 3
Finish
e 3.0

To complete the restoration process, click 'Finish’

3.6. Restoring Self Extracting Backups

If you have created self extracting backup packages of your files/folders or registry entries by selecting the backup format
as Self extracting CBU in step 1 while creating the backup jobs, the backup files are stored as executable files (with the
extension .exe). They can be restored without starting the Comodo BackUp application, just double clicking on the file

from the Windows Explorer window.

To restore a self extracting backup package

1. Open the folder containing the backup file in Windows Explorer and double click on the file.
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& My Backup files
File

@Eack - \_/I lﬁ j.ﬂj Search “_ Folders v

Address |23 Fr\My Backup Files

) ald man Files_Full_Files
File and Folder Tasks ¥ Tomodo BackUp Self Extractin...

Edit  View Favorites Tools  Help

C0MO.D,0,

l_j Make a new folder

@ Publish this Folder ko the
‘Wb

k2 Share this Folder

Other Places

The Self Extractor wizard will start.

COMODO
Backup

[« Extract to default location

Cancel

2. Select the restore location:

e If you wish to restore the files to their original location, leave the check box 'Extract to default location’
checked and click 'OK’. This restores the files to original locations from where those were backed up. If
your backup consists of files or folder from multiple locations then all files are restored to their
respective original locations;

e If you wish to restore the files to a different location from the original location, uncheck 'Extract to

default location’, click 'Browse’ and navigate to the required folder and click 'OK’.
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= COMODO
= Backup

Browse

™

Browse For Folder

Extract to default location

Cancel

Location

@' Deskkop
= E} My Documents
Iy Downloads
@ My Music
Eﬂ My Pictures
[0 My Received Files
[ My Virtual Machines
ol ran
E* 5 [y Compuker
+ W My Metwork Places

Tip: You can also create a new sub folder inside the selected folder by clicking the Make New Folder button.

3. Click 'Restore’.

The folders/files will be restored to the selected location and the completion dialog will be displayed.

Tip: If you have restored the files to a different location other than the original location, you can view the files immediately
by clicking the 'Open containing folder” link.

4. Click 'Finish’ to close the wizard.

4. Managing Your Backups

The Manage area in Comodo BackUp allows you to view the history of backup and restore events, scheduled backup jobs
that are due to be executed and to edit and instantly run the scheduled backup jobs. Also, it allows you to mount the
stored backups as virtual drives.

To access the manage interface, simply click the Manage tab from the Left Hand Side Navigation pane.
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Settings Update About Help Feedback

= COMODO
L Backup

=

A Recent Events [T ST DTV

Ak Today September ~ 2010
ackup

Restore

Manage 13 17
Online Backup 19 20 24
26 27 October 1

3 4 8

10 1 15

Details for 27 September 2010:

@ Backups_full_files.cbu successfully backed up.
© juli.contact successfully backed up.
@ Windows Mail_full_mail successfully backed up.

& Favorites_full_files successfully backed up.

Everythingiz up todate.

The Manage Area contains two tabs namely:

*« Recent Events - Displays the history of backup and restore events and scheduled backups which are due to
run. You can switch between:

e Calendar view - Displays a calendar with the restore/backup events indicated on each date
e List view - Displays the events as a list.

*  Mounted Drives - Enables you to view a list of backups mounted as virtual disks in your system and allows you
to mount new virtual disks from the stored backups.

4.1. Viewing Backup History

The Recent Events area in the Manage Interface allows you to view the history of backup and restore events. It is displayed
by default whenever you click the '"Manage’ tab. You can also access the area by clicking the Recent Events tab from the
tab structure of the 'Manage’ interface.

The History of the events can be viewed in calendar view or list view.

4.1.1. Calendar view

The calendar view is displayed by default. You can also switch to calendar view from list view by clicking the Calendar
button in the interface.

All activities - All activities -

The calendar view displays icons indicating the successful backup, restore and scheduled backup events occurred in the
respective dates and a list of events occurred on the selected date in the lower pane.

@ - Indicates the backup events

& - Indicates the restore events
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@ - Indicates the scheduled backup jobs

- Indicates the synchronization events

Today December ~ 2010 = =
Sunday Monday Tussdsy Wadnesdsy Thursday Friday Saturday o
Sep 12 13 14 15 16 17 18
o L1
18 20 21 22 23 24 25 3
[+l
26 27 28 29 30 October1 2
3 4 5 6 7 8 8
10 11 12 13 14 15 16|,

Details for 27 September 2010:

@ Favorites_full_files successfully backed up. %
Q@ Documents_full_files.cbu Restore successfully performed. W -
& Backups successfully backed up. W - |:|
@ Favorites_full_files successfully backed up. W -

*  To switch the selection to the current date in the calendar click the "Today’ button.

To view backup and restore events on a specific date in the current month, click on the specific date in the
calender.

¢ Toview the backup and restore events in the previous months, the month and year from the month and year
drop-down menus at the top.

4.1.2. List View

¢ To switch to list view, click the List button in the interface.

Today September = 2010 ~

Sundsy Mondsy Tussday Wednesasy Thursdsy Frriday Saturdsy

The list view displays the list of events in chronological order.

e Tofilter the entries based on time, select the period from the first drop-down menu.

Al activities e All activitiss - %
All activities
Last week '

Last month
___This vear

e Tofilter the entries based on activities, select the activity from the second drop-down menu.
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All activities -

Backups
Restored Backups

Scheduled Backups
Synchronized Backups & -

& ProgramData_full_files.cbu succez

¢ To delete all the entries and clear the list, click the 'Clear recent activity’ button.

4.1.3. Viewing details of backup/Restore events and editing
scheduled backup jobs

To view the details of a backup/restore event, click the down button # alongside the corresponding entry.

Details for 27 September 2010:

E™ ] (T ey T T e g P p e e Y T Lay e ) N

w - -
@ Backups zuccessfully backed up. g@ |:|
ﬁ -

@ Favorites_full_files successfully backed up.

Backup Type: BackupTypeFu
Backup Path: C\Users'\juli\Backups\backup_logs\bank_statemants\Favorites_full...
Created: 27-09-2010, 15:29:25 -

To delete entry from the list of events, click the 'Delete’ button ﬁ

To edit/reschedule a scheduled backup job, select the down arrow # button alongside scheduled backup entry.

imp_documents_full_files.cbu W

i Documents_full_files.cbu is zcheduled for a backup 45 minutes from now ﬁ -

Type: Fbackup_files'Documents_full_files chu
Path: BackupTypeFull Backup Mow

Created: 10-06-2010,15-14 Eclit

Hext Run: 10-06-2010, 16-00

Last Run: 10-06-2010, 1:5:14:02 —
Last Run Status: 0
Backup ID: 53262995542

m

To run the scheduled backup job instantly, click the Backup Now link.

To modify the time and date that the backup should run, click the Edit link. The schedule interface will open.
Refer to the section Schedule the Backup for more details.

To cancel/remove the backup job click the 'Delete’ button ﬁ.

4.2. Mounting Backups as Virtual Drives

The 'Mounted Drives’ area in the Manage Interface allows you to view the list of virtual drives mounted in your system from
the stored backup files and allows you to mount new virtual drives.

Background Note: The backup file mounted as a virtual disk is displayed as a separate drive partition with a new drive
letter in Windows Explorer and actually serves as a drive in its own right. You can browse through the Folders and Files in
the disk as you normally browse a physical disk partition and search/edit files in incomparably less time.

To access the Mounted drives area, click the Mounted Drives tab from the 'Manage’ interface.
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A Recent Events Mounted Drives
Add existing backup... a
Location Browse... Add

¥ Backups_full_files.chu o =
C:\Users'juli\Backups\Backups_full_files.chu

-

Unmount All

A list of mounted virtual drives is displayed.
To mount a backup as a new virtual drive

e (Click on the 'Add existing backup...” tab and add the backup file into the '"Mounted Drives’ area by clicking the
'‘Browse...” button...
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Add existing backup... a~

Location Add

UU | %« Local Disk (C:) » Users » juli » Backups » v|¢f|| Search Backups ,Dl

Crganize = Mew folder =~ O '@'

F
i Favorites F

Bl Desktop | backup_logs 972772010 6:19 PM File folder
4 Downloads Backups_full_files 972772010 2:37 PM COMODO BackUp...
2 Recent Places Documents_full_files 9/24/2010 2:52 PM COMODO BackUp...
install_full_files 9/22/2010 7:17 PM COMODO BackUp...
4 Libraries work_full_files 9/22/2010 7:14 PM COMODO BackUp...
@ Documents
J‘i Music

[E] Pictures

E Videos

Mame Date modified Type

m

1M Computer
&, Local Disk (C)
WA 1 Mrive (M0 Wik

' 1 F

File name: werk_full_files v

Open ] ’ Cancel

...navigating to the backup file and clicking the 'Add’ button. The backup will be added to the 'Mounted Drives’ area.
e To mount the backup with the next available drive letter, click '"Mount’.
e If you want to configure advanced options for mounting the virtual drive, click the down arrow ® beside the

backup file name.

@ Documents_full_files.chu

C:\Users\juli\Backups\Documents_full_files.chu
select @ snapshot to mount: What to mount:

ﬂi Mount &~

|_ Mount backup everytime Windows starts D Snapshot 0

I; Mount backup as read-only

Drive letter: [H -

Make your selections from:

*  Mount backup everytime Windows starts - Instructs the application to repeatedly mount the backup as virtual
drive with the selected drive letter, every time windows is started. Select this option if the backup is scheduled
one and going to be updated periodically.

e Mount backup as read-only - By default, the backup is mounted as a Read-Only drive, so that you can view the
folders and files but cannot edit the files. If you want to mount the virtual drives enabling editing the files,
uncheck this checkbox.

e Select a snapshot to mount - Creating a full backup and multiple differential and incremental backups for the
same source creates several snapshots for the same backup file (in .cbu format). The 'Select a snapshot to
mount’ box displays a list of all the snapshots of the backup file and allows you to select which backup in the
.cbu file you want to mount as the virtual drive.

e What to mount - If you have chosen to mount the backup of a disk/partition as a virtual drive, the partitions in
the backup are listed in the 'What to mount’ box. You can select which partition you want to mount as the virtual
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drive.
e Select a drive letter from the Drive letter drop-down menu
e (Click 'Mount'.

5. Configuring Your Comodo
Online Storage Account

Comodo Online Storage (COS) is a fast, secure online backup service that provides essential disaster recovery for mission
critical or otherwise important files in the event of damage, deletion or theft. Files and data of all types are stored on
Comodo s highly secure servers and can be accessed over the Internet from anywhere in the world. With efficient features
like scheduled backup, encrypted backup, incremental backup and archiving, you can be sure your backed-up data is not
only highly secure, but always updated. In the event something goes wrong with your hard drive, or you lose your system
in a disaster or to burglary, you can retrieve your precious files instantly by logging into your account and restoring the
backed-up files and data.

You can mount your online storage space as a virtual drive simultaneously on multiple systems and can be used to store
backups, documents, photos, music, videos and any other type of files. You can browse/manage files on the online storage
space with Windows Explorer as you do with your normal drive partition. Any change that you do in the Online Storage
space will be instantly visible in all other computers that are configured to this virtual drive. In addition, this drive is
accessible to any program such as Windows Media Player and you can listen to music from this virtual drive directly as
you can do from your own system. Not only files and directories, but email clients, IM conversations, disk and partitions
(sector-by-sector image) and registry keys also can be stored as backups in the Online Storage space.

The Online Backup area in the Comodo Backup enables you to create and configure your Comodo Online Storage
account.

To access the Online Backup area, click the 'Online Backup’ tab from the Left Hand Side Navigation pane.

Update About Help Feedback =-ax

= COMODO
¥~ Backup

- R—— i

Backup

e Online Backup
)_ Store your backups online using a
Restore secured service and access them

anytime and anywhere.

Welcome !

Online Backu
B Sign in with your Online Backup Username

Register Now

| Usarname

Hasswarc

Sign in automatically

|— Remember my username and password

Sign In

Everything is up to date.

From here, you can:

Create a new online storage account;
Log-in into your account and manage your files on the online storage;
Manage Your Account.
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5.1. Creating a New Online Storage Account

To store your valuable and important files and data in Comodo’s online server, you need to first have an online account.

To create an new online account

&

Online Backup

Store your backups online wsing & secured
service and acces them anytime and

anywhere.

cCOMODO Comodo Online Storage

Creating Trust Online®

COMODO

Creating Trust Online®

Comodo Sign-Up Page

" 500GB at price of $250.00 for 1 month
C 200GE at price of $100.00 for 1 month
€ 100GE at price of $30.00 for 1 moenth
" s06B at price of $25.00 for 1 moenth
1068 at price of £5.00 for 1 month

C 1GB at price of $0.50 for 1 moenth

" 500GB at price of $2 500.00 for 12 months
C 200GE at price of $1,000.00 for 12 months
€ 100GE at price of $300.00 for 12 menths
" 5068 at price of 250.00 for 12 menths
" 1068 at price of $50.00 for 12 months

C 1GB at price of $5.00 for 12 months

¢ Click the 'Register Now’ link in the Comodo Online Account pane. The following page is displayed:

e Select the radio button corresponding to the subscription package you want to use from the list displayed.
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Customer Information (an * indicates required fields)

User Details

Are you an existing Comodo customer? = ves @ No

Lngin>
{4 character min.)

Password
(6 characters min.)

Password Confirmation”

First Name'
Last Name’
Email”

Telephone Number

Contact Information

Company Name

Street Address
Address2

&

City

‘When paying by credit card, the billing information should be exactly as it appears on your credit card statement. For credit card
verification, please ensure that your first and last name are entered as they appear on your card.

Cnuntwk

| United States

State or Province IAlabama

Postal Code’

Billing Information

The =ame as Contact Information I

e Enter the appropriate User Details and Contact Information in the respective sections.
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Payment Options
. [PayPal

o= E R

When paying by credit card, the billing information should be exactly as it appears on your credit card statement. For credit card
verification, please ensure that your first and 1ast name are entered as they appear on your card.

Credit Card Details
Credit Card Number’

Security code’

what is it?
Name exactly as it appears on your
credit card”
Expiration date’ June j _|2010j

e Select the radio button of the payment mode of your preference in the Payment Options section.

e Enter your Credit Card Details in the respective fields.

Terms and Conditions

END USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Online Storage

I | accept the Terms and Conditions

¢ Read the 'End User License and Subscriber Agreement’ and select 'l accept the Terms and Conditions’
checkbox.

*  Click 'SIGN UP’

Your online account is now created. You can now Sign-up with the login name and the password you entered in
the Registration Form.

5.2. Logging-in to Your Account and Managing
Files on Online Storage

Once you have successfully created an online account, you can login to your online storage area, by entering your your
service username and service password.
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L

Welcome

Please enter your login and password
Login: johnsmith
Password: 'TIIII1T]

I Login

Create Mew Account
Forgot Password

|

u?

kv, wizrzion: 3.0

Important Note: This is not the same password as your Comodo account password that you specified during your
account creation. This is a unique, random password that was generated to authenticate you to the COS servers.

Retrieving Your Service Login and Service Password

1. Open the Online Backup interface by clicking the 'Online Backup’ tab from the Left Hand Side Navigation
pane and click the 'Account Settings’ tab.

2. Enter your username and password you specified during your account registration and click "Login’. Your
account page will be displayed.
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Comodo Online Storage

Change Service Pas:
Change plan

Service Login Jzhnsmith

Service Password al2bcd3ef

U7-29 10:28:44

Date From

2011-07-29 10:28:44

Date To
Disk Quota

Limit: -

m

Uszage:

Your service login and service password are displayed at the top-left corner of the page. Note down these login credentials
You need to enter only these login credentials to access your online storage space.

Note: If required, you can change this password to something more memorable by using the 'Change Service Password’
button on the right. Refer to Changing Your Password section of this guide for more details.

To log-in to your account
Click "Online Backup’ from the Left Hand Side Navigation pane.

COMODO

Creating Trust Online®
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N Online Backup [N T&TS T

~P®~_  Online Backup

o
- Store your backups online using a
secured service and access them

anytime and anywhere.

Welcome !

Sign in with your Online Backup Username

Register Now

| username |

EE L L |

I; Sign in automatically

¥
' Remember my username and password

Sign In

e Enter your Username and Password.

e Selecting 'Remember my username and password’ instructs the application to store your username and
password. This saves you from entering your login credentials every time you login.

e Selecting 'Sign in automatically’ instructs the application to login automatically every time the application is
started.

e Click Sign In.

Tip: You can also sign-in to your account by entering your username and password from the Online Storage area in the
Summary screen.

After successful login, your username is displayed in the tab structure area and the disk partitions and folders of your
system are displayed as a tree structure in the left hand side pane and the folders and files in your online storage space
are displayed as a tree structure in the right hand side pane.

The status bars above the panes display the usage state of your local hard disk and your online backup storage space.
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» Online Backup [T RS
Local Hardware Online Backup
13.37 GB free of 1989 GB 1.00 38 free of 1.00 GB Uparade How!
[} >
2 @c ~ = W/
Backup 051010 £ WritualR ook
Config.Msi o DRIVE
Docurnents and Settings L
Giti's Files
Impartant Documents
0ld Man Files
Program Files -
RECYCLER.
System Volume Information
WINDOWS
[™] AUTOEXEC.BAT 3
x| & x| D

l_ Mount a=z local drive

W 30 BETA

You can:

e  Copy folders/files between your local system and the online storage

¢ Synchronize the contents of a folder/file in your system with the copy of the same in the online storage
e  Create new folders on your local system and the online storage

e Delete folders/files in your local system and the online storage

*  Mount your online storage space as a virtual drive in your system

* Rename folders/files in your local system and the online storage

e Upgrade your account for additional storage space.

To copy folders/files between your local system and the online storage

1. First select the destination folder in the destination location (Online Storage or the Local System)

2. Select the folder/file to be copied from the source location (Local System or the Online Storage)

Tip: Use Control/Shift keys to select multiple folders/files at once.

3. Click the right arrow to copy the selected folders/files to the Online Storage or

4. Click the left arrow to copy the selected folders/files to your computer

Tip: Alternatively you can select the folders/files to be copied, drag and drop to the destination folder.

The transfer progress will be indicated in the lower pane and...
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L Online Backup [T 35T T E
Local Hardware Online Backup
13.37 GB freg of 19939 H 1.00 GB free of 1.00 GB Uparade How!
Y >
2 @cy ~ =R
Backup 081010 £ WritualRook
Config.Msi = DRIVE_C
Docurents and Settings L Cld Man Files
Giri's Files
Impartant Documents
Cld Man Files
Program Files =
RECYCLER.
Syskem Yolume Information
WINDOWS
[*) aUTCEXEC.BAT v
B B

Tranzferring Important Documents o Online Storage

85% ’ E— Pause Cancel

12364 KB of 14473 KB st 2.13 KBps

|_ lount a3z local drive

W 30 BETA

...on completion, the details about the files currently being copied and error reports, if any will be displayed in the lower
pane.

WINDOWS
[ AUTCEXEC.BAT

o’
x O x| |0
Uploading C:AOld Man Files completed successfully. A
Uploading C:mportant Documents to Online Storage. ..
Uploading Cmpottant Documents completed successtully. =
w
< | &

|_ haurt sz local drive

To synchronize the contents

1. First select the copy of the folder in the destination location (Online Storage or the Local System)

2. Select the source folder from the source location (Local System or the Online Storage)

-
3. Click the 'Sync’ [#=*! button

The synchronization progress will be indicated and...
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N Online Backup [T 00T T EY aMme nnect

Local Hardware Online Backup
13.35 GB free of 19.89 GH 100 GB free of 1.00 GB Upgrade How!
= @cy 8 > | =
Backup 031010 < WritualRook
Config.Msi — DRIVE_C
Docurnents and Settings = Cld Man Files
Giri's Files Important Documents
Important Docurments
2ld Man Files
Program Files g
RECYCLER
System Yolume InfFormation
W TRDCS
™) AUTOEXEC BAT v
B B

Synchronizing Impeortant Documents to Online Starage

50% e ——————————————————— Cancel

[ Maurt &= local drive

« 30 BETA

on successful completion, the two folders will be having the same content.

[™ bt i b
x| O x| D

Synchronizing Cmportant Documents ...

Synchronized Chmportant Documents successtully and added sync to schedule.

|— Mount as local drive

¢ To create new folders in your local system or online storage space, simply select the parent folder and click 'New
Folder’ or the new folder icon (] .

¢ To delete folders/files in your local system or online storage, simply select the folder/file and click the delete icon

% and click 'Yes' in the confirmation message.
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ﬁ Online Backup Account Settings
Are you sure you want to delete the selected itern ? G Mo

Comodo BackUp - Userlgu.i.d-e“’""’ comMoDO

Local Hardware Online Backup
269 CHfree of 3731 o 1.00 GBfres of 100 =B Uparade How!
LY
s fila= Fa be checked latar - = !

To mount your Online Storage space as a virtual drive

e Select the 'Mount as local drive’ checkbox.

% | x| O

Camodo online Storage Drive mounted successiuly

|; hourt a= local drive

A confirmation message will be displayed in the lower panel. The storage will be mounted with the drive letter next to the
drive letter of your last hard disk partition.
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T
U@v (% » Computer » - ‘¢,| | Search Computer )
Organize = Properties System properties  ® - - O @
Iusi - : . .
@) Music 4 Hard Disk Drives (3)
[ Pictures

Local Disk (C:)

E Yideos =
b 1.23 GB free of 9.89 GB

4 1M Computer
& Local Disk (T
84 D Drive (D% VirtualB
s CBU VirtualDisk (E) CBU VirtualDisk (H:)

o AT === 0 bytes free of 0 bytes
ca CBU VirtualDisk (H:) Ty NTi:S -

CBU VirtualDisk (E:)

m

|
249 ME free of 249 MB

4 € Network 4 Devices with Eemovable Storage (1)

1M AKOTIK <>, CD Drive (D) VirtualBox Guest

8 ALEX-SHUMILOV QA Addtion:

s YN O bytes free of 31.9 MB

1M ARKADI

& AUTOQA

M COMODO-AMDREY T

i CBU VirtualDisk (E:) Space used: | | Total size: 249 MB

f“‘# Local Disk Space free: 249 MB File systerm: NTFS

You can browse and manage folders and files in the online storage through Windows Explorer.

To rename folders/files in your local system or online storage
e Double-click the item that you wish to rename.

¢ Type the new name for the file or folder.

To upgrade your online storage space
. Click the "Upgrade now’ link. You will be taken to the Comodo Online Storage Signup page.

1
s Online Backup Account Settings LSErname Dizconnect ﬁ—lr

Local Hardware Online Backup
369 B free of 37.31 CGH 1.00 =B free of 100 GH Upgrade How!
] files_to_be_checked_later :1 2 [= I

I PR T n Bler Ealdar

Refer to the section Creating a New Online Storage Account for more details on the Sign-up form. Select 'Existing User’
in the user details area.

To logout, simply click the 'Disconnect’ tab at the tab structure area.
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A Online Backup [T = () T LISEITEME

Local Hardware Online Backup

Upgrade How!

5.3.  Managing Your Account

The Account Settings area enables you to view your account details and change your Login username and password at
anytime.

~ Online Backup
COMODO

Creating Trust Online®

Comodo Online Storage | My Account | Help | Contacts

| Logged in successfully

Comodo Online Storage

Change Service Password
Change plan

" - usernanne
Service Login

Service Password e i

2010-06-25 10:56:45

Date From
Date To 2011-06-25 10:56:45
Disk Quota
Limit: Al
U=zage: 0 Bytes
» 3.0 build 29 Everything iz up to date.

To access the Account Settings area, click the ’Account Settings’ tab from the Online Backup interface.

The Accounts Settings contains four tabs:
Comodo Online Storage;
My Account;
Help;

Contacts.
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By default, the Comodo Online Storage area will be opened, which displays your Comodo Online Storage account details
like your validity period and the usage status of your online space. This area also allows you to upgrade your account for
additional space and change your login password.

e Online Backup Account Settings

COMODO

Creating Trust Online®

Comodo Online Storage ] Contacts

|Loggedi1mﬁﬂy

Comodo Online Storage

Change Service Password

Service Login LS Change plan
Service Pazsword EEE L E L LT 2
Date From 2010-06-25 10:56:45
Date To 2011-06-25 10:56:45
Disk Quota
Limit: ZGE
Usage: 0 Bytes
» 3.0build 29 Everything is up to date.

From this area, you can:
¢ Change your service plan;

e Change your password.

5.3.1. Changing Your Service Plan

You can upgrade your account for purchasing additional online storage space on Comodo Online Storage from the
Comodo Online Storage area. To do so:

1. Click 'Online Backup’ from the Left Hand Side Navigation pane.
2. Login to your account by entering your Username and Password.
3. Click "Account Settings’ > 'Comodo Online Storage’

4. Click the 'Change Plan’ link in the right hand side pane.
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Logged in successfuly

Comodo Online Storage

Chagoge Service Password
Service Login SRl Change plan

Service Password B

Date From

You will be taken to the Comodo Online Storage Signup page.

E Online Backup Account Settings

COMODO Comodo Online Storage

Creating Trust Online®

m

Comodo Sign-Up Page

" 50066 at price of $3250.00 for 1 month  S00GE at price of 32 500.00 for 12
" 20066 at price of 3100.00 for 1 month £ 20068 at price of 31,000.00 for 13_2
£ 10066 at price of $50.00 for 1 menth £ 10068 at price of 3500.00 for 12 n
" 5068 at price of 325.00 for 1 month ~ S0GE at price of 3250.00 for 12 mc
1068 at price of $5.00 for 1 month ~ 10GE at price of $50.00 for 12 mor
{166 at price of 30.50 for 1 month % 166 at price of $5.00 for 12 menth

Customer Infermation {(an * indicates required fields)

When paying by credit card, the billing information should be exactly as it appears on your credit card statement. For
verification, please ensure that your first and last name are entered as they appear on your card.

4| 1 | 3

W 3.0 build 29 Everything is up to date.

Refer to the section Creating a New Online Storage Account for more details on the Sign-up form. Select 'Existing User’
in the user details area.

5.3.2.  Changing Your Password
1. Click 'Online Backup’ from the Left Hand Side Navigation pane.
2. Login to your account by entering your Username and Password.

3. Click Account Settings > Comodo Online Storage
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Legged in successfully

Comodo Online Storage

< Change Service Password )
Lzernarne TR

Service Login
Service Password R e
Date From 2010-06-25 10:56:45

The 'Change Password’ screen will appear.

5. Enter your new password in the 'New Password’ text box and click 'Submit’.

Contacts

Change Password

Please enter New Password

Hew Password (10 chars max.) ------------|

Change Service Password
Change plan

e e———
| Submit |

Your password attached to your account will be changed. You can use your new password from the next login onwards.

5.3.3. My Account

The "My Account’ tab displays the full details of your account with Comodo Accounts Manager.
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User Details i

Account Details

Login: jsmith

Email: [smithi@example_.com =
First Name: John

Last Name: Smith

Contact Address: 3
Address: MM, Street Name

City: City Name

Postal Code: 123456

Country: Country Name

Enabled Services:

» Comodo Online Storage

Sign Up to HopSurf
Sign Up to TrustConnect
Sign Up to Affiliate System
Sign Up to Comodo Online Backup
Sign Up to Comodo Internet Security
Sign Up to Endpoint Security Manager
4| 1 3

' 3.0build 29 Everything iz up to date.

This area also allows you to sign-up for other Comodo Products and Services.

5.3.4. Help

Clicking the Help tab takes you to Comodo’s searchable knowledgebase and troubleshooter at
http://support.comodo.com.
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Comodo Suppart Home | Trustfax Support Home

Welcome to the Comodo Support home page. ﬁE
From here, vou'll be able to find support information on all of Comodo's products by searching
through our Knowledgebase and using our Troubleshooters. Email:
If vou are not able to find answers to your questions, please check the active Forum community. Passwaord
If wou would like to submit a ticket, please do so using our online ticket submission system below.
Rememb
Me: =

Register Submit a Ticket
Reqgister a new account to submit Submit a new izzue to a Department.
new Tickets or manage subscriptions.

Knowledgebase
Wiew categorized listing of all
common frequently asked guestions.
m
< |

* Seard
Troubleshooter |:

Take a step-by-step tour to find the :
zolution to all your issues. @

Mews Downloads

Wiew latest company news and View our categorized library of
announcements. downloads for all necessary manuals,
software, etc.

Comodo Forums
Join and read the Comodo Forums. x
1 | ;

w 3.0 build 29 Everything iz up to date.

If you do not find a solution in our knowledgebase or troubleshooter, you can submit a support ticket after registering an
account. Registration is free.

5.3.5. Contacts

Clicking the 'Contacts’ tab takes you to the 'Contact Us’ page.
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Comodo Online Storage | My Account | Help  Contacts

Contact Us:

In North America: + 1.888.266.6361 or + 1.703.581.6381

All other countries: + 44.(0)161.874.7070

Email: sales@comodo.com

Email us at: support@comodo.com or use the telephone number provided when you placed your order.

Validation Department
If wou are reguired to submit corporate documents for validations purposes, please mail to:
Walidation Department
Comodo Security Services
3rd Floor, 26 Office Village
Exchange Quay, Trafford Road
Salford, Manchester
M5 3EQ
UK

4| 1 3

o 3.0 build 29 Everything is up to date.

The 'Contact Us’ page contains telephone numbers and email addresses for contacting Comodo for purchasing Comodo
Products and Services and to get Product Support.

5.4. Troubleshooting Login Problems

Problems logging into your Comodo Online Storage (COS) account via the Comodo Backup 3.0 interface could be
because:

e You are attempting to log into your COS account using your Comodo Accounts Manager (CAM) username and
password. Your password for COS is randomly generated and can be found inside your CAM account. If you
signed-up for your COS account through Comodo Accounts Manager (CAM) at https://accounts.comodo.com/,
then you need to enter the Service Login and Service Password. To find out how, see Where is my COS
Password ?

e You are trying to access Comodo Online Storage using your Comodo Online Backup (COB) username and
password. COS and COB are different account types and you cannot use your COB credentials for COS. We are
currently working on migrating COB accounts over to COS but, in the meantime, please continue to use the COB
client to access COB files (and not the Comodo Backup 3 software).

e If you signed-up for your COS account using the Comodo BackUp 3 software, then you have to use the service
username/password. This is different from the username/password you specified during your account creation.
Refer to Logging-in to Your Account and Managing Files on Online Storage for more details.

e  You have forgotten your COS password. If so, click the Forgot Password link in the GUI. See 'Retrieving a
forgotton password’ for more details.

Where is My COS Password?

If you are have signed-up for your COS account through Comodo Accounts Manager (CAM) at
https://accounts.comodo.com/, then you need to enter the Service Login and Service Password created for COS to
access your online storage space.
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Important Note: This is not the same password as your Comodo Account password that you specified during your
account creation with CAM. This is a unique, random password that was generated during account creation to
authenticate you to the COS servers.

To know the service login username and service password

1. Login to your CAM account at https://accounts.comodo.com/ using your username and password specified
during account creation with CAM.

COMODO

Creating Trust Online®

Help | Contacts SignUp | Login

Welcome

Please enter your login and password

Login: John Smith

Password: LA LAl L] ]

| Login

Create New Account
Forgot Password

2. On successful login, click the Comodo Online Storage tab.

COMODO

Creating Trust Online®

Comodo Online Storage | My Account | Help | Contacts Logout

Comodo Online Storage

jahngrmith Change plan

Service Login

Service Password penerated_passwaord

Date To 2011- -29 10:28:44
Limit: 1GE
Usage 0 Byte

The Service Login and Service Password are displayed at the top left. You need to enter only these to access your online
storage space through Comodo BackUp application.

If required, you can change this password to something more memorable by using the 'Change Service Password’ button
on the right. Refer to Changing Your Password section of this guide for more details.

Retrieving a Forgotten Password
If you have forgotten your password, you need not panic. Comodo BackUp enables you to change your password by
sending an authentication email.

e Click 'Account Settings’ tab in the Online Backup area of Comodo BackUp application...
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L

Welcome

Please enter your login and password

Login:

Password:
l Login :I

- E Nel aeeount

Forgot Password

[
|

“ersion: 2.0

and click 'Forgot Password’ link at the bottom left corner.
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e GO EEGETT I Account Settings
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T

Forgot Password

Enter your login

Enter your login

or

Enter your email

([ Submit |

[
15

P “rsion: 2.0

*  Enter your username and/or your valid email address (registered with your account) in the respective box(es) and
click 'Submit’.
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T

I Email was =ent to vou with a reference for changing vour password.

Welcome

Please enter your login and password

Login:

Password:

|: Login

Create New Account
Forgot Password

|
| W
£

“ersion: 3.0

An email will be sent to the specified email address. Follow the instructions in the email to change your password. You will
be able to login to your account with your new password.

6. Comodo BackUp Settings

The "Settings’ area in Comodo BackUp allows you to configure the miscellaneous settings concerning the overall behavior
of the application.

To access the settings area, simply click the Settings tab from the title bar.

= COoOMODO
¥= Backup

A2y juli's Computer

The 'Settings’ panel will open.
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Settings

Select from the following options those you want to be used.

|_ Password Protect Settings

F Integrate into Windows Explorer Shell {right click menu)

[ ] Default Backup Location

Browse...

Update Settings
F Autematically check for updates
F Autematically update the software

[w] Alert me whenever there is a new BETA version available

Use Default Apply

' 3.0

You can configure for the following in the Settings panel:

*  Password Protection Settings
* Integration to Windows Explorer
e Default Backup Location

¢ Program Update Settings

Password Protection Settings
You can protect the settings you have configured for Comodo BackUp from unauthorized access and modification by
others by providing Password Protection. You will be asked for the password every time you open Comodo BackUp.

To provide a password protection

1. Select the "Password Protect Settings’ checkbox.

Settings

select from the following options those you want to be used.

|$ Password Protect Settings

2. Type the password in the text box below 'Password Protection Settings’.

¢ Todisable the password protection, deselect the 'Password Protection Settings’.

Integration to Windows Explorer
By default, Comodo BackUp application is integrated to Windows Explorer Shell, so that:
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e you can directly start the backup operation of a drive partition, folder or file onto any desired location by right
clicking on the item and selecting 'CBU Backup’ from the context sensitive menu;

e you can directly start the backup operation of a drive partition, folder or file onto Comodo Online Storage by right
clicking on the item and selecting 'Online Backup’ from the context sensitive menu;

e you can directly start the restore operation of a backup file (file with .cbu extension) by right clicking on the item
and selecting '"CBU Restore’ from the context sensitive menu;

e You can directly mount a backup file as a virtual drive in your system by right clicking on the item and selecting
'CBU Mount’ from the context sensitive menu;

If you do not want to have CBU integrated to your Windows Explorer, uncheck the 'Integrate into Windows Explorer Shell
(right click menu)’ check box.

Default Backup Location
Comodo BackUp allows you to define a default location for storing the backup files when using the predefined backup
profiles. The application is shipped with a default location C:\Documents and Settings\Username\Backups\filename.cbu.

To set a default location of your choice

1. Select the 'Default Backup Location” checkbox.

2. Click the Browse... button...

l_ Password Protect Settings

l: Integrate into Windows Explorer Shell (right click menu)

I; Default Backup Location

- e -
Browse For Folder / @
Update Settings
I; Automatically ch
l: Automatically uy B Desktop B
[w] Alert me wheney] > [ Libraries
a B juli 3
4 |, Backups —
4 | backup_logs
Use Default 4 ||| bank_statemants
4 | Favorites_full_files
v . > ) ContentJES
» 1) Cookies
» 1 Favorites i
1 | 1] | »
[Makﬂ Mew Folder ] [ oK H Cancel ]

...and navigate to the location of your choice.

Program Update Settings
e Automatically check for updates at startup - Starts the process of searching for latest updates for Comodo
BackUp from the Comodo servers whenever the application is started and prompts you to download and install
the updates, if available.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 125



COMODO

Creating Trust Online®

.-/ g

-~

e Automatically update the software - Searches for latest updates for Comodo BackUp from the Comodo servers
and starts the update process automatically without waiting for your confirmation.

e Alert me whenever there is a BETA available - Searches for the release of BETA version of Comodo BackUp
and prompts you to download, whenever available.

e Click "Apply’ for your settings to take effect.

e Click 'Use Default’ to clear your selections and rollback the applications to default settings.

/. Comodo BackUp Feedback

Semings Update About Help { Feedback =0 x
—= COMODO
¥— Backup

Ay juli's Computer

The feedback feature allows users bi-directional communication with the Comodo BackUp development community and
can be used to quickly offer feedback, comments and suggestions about the software. The feedback feature is present
throughout the application and allows you to simply register a Like/Dislike comment by clicking the appropriate button and
(optionally) to send us a comment about your impressions of the software. If you do choose to leave a comment then any
replies from the developers will be displayed within in the Comodo BackUp interface itself. Every message reaches our
developers and Comodo makes great efforts to take every comment into consideration and to reply to our users.
Developers and testers will interact directly with you though the application interface and suggestions for new features may
well be implemented in future versions of the product.

Integrating the ability to provide software feedback in such a direct fashion allows our users to raise issues and suggestions
more quickly, improves our ability to resolve problems faster and ultimately allows us to produce a product that truly
reflects the requests of our users.

/.1. How to leave Feedback

To open the feedback interface, simply click the 'Feedback’ menu item at the top right of the Comodo BackUp interface
(see screenshot below).

Click the 'l Like" or 'l Dislike’ buttons to send a quick notice of your approval or disapproval with the application in general.
If you would like to be more specific then please type a comment in the field provided before clicking the 'l Like’ or 'l
Dislike’ button. Your message will be immediately sent to our developers. All feedback and responses, including your own,
can be viewed by clicking the "Feedback’ button as shown below:
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8 fwerwer

20101118 08:42:02

& Another test reponse

2010-11-18 03 38:48

& Testresponse

2010-11-18 0007 .55

& Greatapp. Thx

2010-11-17 14:40:42

& testtt

2010-10-04 13:40:32

8. Using Live Help

Comodo Live PC Support is a remote assistance service offered by Security Experts in Comodo who
can access your computer through their Remote Desktop. Should you need any assistance or
encounter a problem with your system, you can get an immediate solution from our computer
experts by clicking the Live PC Support tab from the Main interface of Comodo BackUp.
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"

juli's Computer

Your computer is: NOT backed up System Backup

Recommended: We recommend you to make a backup now

e Backup

Last backup: I3 September 2010 19:20
MNext scheduled backup: MEVER

e Hestore

Last restore: 27 September 2010 17:35
Last backed up file: C\Users)jul\Backups\backup_logs\bank_statemantshFaw..

@ Online Backup

Account status: INACTIVE

Account registration date: Unavallakle Register Mow Sign In

N
‘We recommend you to install Comede Programs Manager for enhanced Install Ignara
application removal and claanup.

Evarything is up todate

For more details, refer to:

Installing Live PC Support Client;
Launching and Using the Service.

More details on Live PC Support can be found in Appendix 2 Live PC Support.

8.1. Installing Live PC Support Client

Getting the Live PC Support service requires the Live PC Support client installed in your system.

To install the Live PC Support client

e Click the Live PC Support tab from the Main Interface. The application detects whether the client is installed in

your system. If not, a prompt dialog is displayed to check whether you want to download and install the client.
Click "OK’ to continue.

The client is automatically downloaded and installed The shortcut icon appears on your desktop and a

Live PC Support quick launch icon appears in the system tray. The installation is a one time process. Once installed,
clicking the Live PC Support tab or the desktop shortcut icon automatically launches the application enabling you to chat
with a Comodo Computer Support Technician any time.

In order to get the livePCsupport services, you need to sign up for a 30 day free trial account.

To signup for a 30 day free trial

e visit http://www.livepcsupport.com/trial/

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 128


http://www.livepcsupport.com/trial/

COMODO

Creating Trust Online®

Bl Edt  ew Hgbery [fookmaks  Jook  Hel
- {"“ 2 Attty e hvepesappert comitrill Yl D

W Cetting Sated ) Latest Headines

Try it FREE for 30 Days

Try Live PC Support FREE for 30 days and get 60% off our Total
Security & Support, a $99 Value, Get Free Trial

You'll get 30 days of Live Expert Sarvice to halp dagnose, treat and fix computer
performance and security retated Ssues on yaur computer. Get Free Trial

REDEEM FREE OFFER Click Here to get your FREE Activation Code

e Click on Click Here link to get your Free Activation Code and follow the sign up procedures. Your subscription ID
is sent to you by email.

8.2. Launching and Using the Service

iy
i i i
e Click the Live PC Support tab from the Main Interface.

e Double click on the shortcut icon to livePCsupport from the desktop;

¢ Click on the 'livePCsupport’ system tray icon or launch livePCsupport from the Start Menu. Click 'All Programs >
COMODO > LivePCsupport > Comodo LivePCsupport’.

COMODQO livePCsupport

{ E ] Welcome to livePCsupport

| need help with:

= Other

] = Virus Infection

The Live PC Support options dialog will be displayed.
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Select the type of service you need:

e Other - Select if you need assistance in removing registry errors, privacy issues, junk
files, and other Windows/System related problems.

e Virus Infection - Select if you need assistance in removing viruses, malware etc. from
your system.

COMOD O livePCsupport

f E ] Welcome to livePCsupport

To continue, choose one of the following actions:

n Register

Get your Subscriber ID now and let our geeks fix

n Sign in

If you already have a Subscriber ID, just get in contact

n Try Now !

Connect to an operator and test our service for free.

You will be connected to the technician skilled in the specific area. Clicking any of the options will open the registration
screen.

Try Now - The easiest and fast way to get the services is by clicking the "Try Now !" link. Within seconds, a
Comodo Support  Technician will respond in a chat window and ask you to describe the problem.
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Name: Support Technician
Profile:

Support Technician (030210 16:31:59) welcome! How can | help you?
Subscriber (03/02M10 16:32:21):Hil

& Subscriber

Statuiz: Seszion started

Explain the problem in your computer. The technician will access your computer through a remote
desktop and fix the problems. The trial service does not require a subscription.

Register - Clicking the 'Register’ link will take you to the LivePCSupport trial sign-up page.
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COMODO liverCsupport

Create Your Account Account Details Use livePCsupport

livePCsupport Free Trial

MEW livePCsupport FREE TRIALS
Please create your account so our live experts can interact with you and sobee your computer problems.

Ermnail:

Create Usernarme

EV SSL SITE [
AUTHENTIC & BECLRE

Follow the sign up procedures. Your subscription ID will be sent to you by email.
Sign-in - Click this button if you already have a subscription ID. At the login box:

Enter the Subscription ID you received through email...

COMO DO livePCsupport

!‘E\ZI livePCsupport

Flease enteryour Subscriber ID to connectto a PC expert.
“'our ID was emailed to wou upon signing up for lveFCsuppart.

Please enter your Subscriber 1D:

S1BCZ540

*If pou can't find pour Subscriber 1D, pleaze send an email to
livepcsupport@comodo.com

...and click "Next’. Within seconds, a Comodo Support Technician will respond in a chat window and
ask you to describe the problem.
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Name: Support Technician
Profile:

Support Technician (030210 16:31:59) welcome! How can | help you?
Subscriber (03/02M10 16:32:21):Hil

& Subscriber

Statuiz: Seszion started

Explain the problem in your computer. The technician will access your computer through a remote desktop and
fix the problems.
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9. Using the Command Line
Interface and Script Files

Comodo Backup allows users to operate its backup, restore and scheduling functionality from the
Windows command line interface. Command lines (and sequences of command lines) for backup
and restore tasks can also be saved as a script file (.txt format) which can be called to execute the
task from the command line interface.

To access the Windows command line interface

e Click Start > All Programs > Accessories > Command Prompt.
or
e Click Start > Run, type 'cmd’ in the Run interface and click 'OK’.
Click the links below for more details on the tasks executed from the Command Line Interface:
*  Running a Backup Task from the Command Line Interface
¢« Running a Restore Task from the Command Line Interface
¢ Running a Scheduled Backup Job Instantly from the Command Line Interface

¢« Running Backup/Restore Tasks using Script Files

9.1.  Running a Backup Task from the Command
Line Interface

¢ Open the Windows command line interface

e Commands are specified in the format
<installation path>/ <executable>/ <command #1> <command #2>

So the path to the executable is followed by commands for the configuration of the backup task in sequence with
space between each switch command. For example, if Comodo Backup has been installed to the default
directory, the format would be:

C:\Program Files\COMODO\COMODO BackUp\CBU.exe /command#1 /command#2.

Note: The Commands and the arguments are not case sensitive and can be arranged in any order.

Table of backup commands and arguments

Backup Commands and Arguments

Command / Argument Description

/backup_operation Standard backup operation command.

/backup_type <backup type> Specifies the type of backup. Can be full , incremental or differential backup.
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/parent_backup_storage_type
<destination type>

=

Specifies the destination type of the parent backup if any. (Use for incremental and
differential type backups). Parameters same as for /destinationType command.

/parent_backup_path <full
path>

Specifies the full path for the parent backup file if any. (Use for incremental and
differential type backups). Encapsulate in quotes.

/
parent_incremental_snapshot
_no <number>

Specifies the incremental snapshot number from the parent backup (for backup
containing multiple snapshots). This command is optional.

/
parent_backup_connection_p
assword <password> and
/parent_backup_connection_
username <user name>

Specifies for incremental and differential backups that have parent backups on
destinations like Ftp or Comodo Online Storage. Encapsulate the parameters in
quotes.

/type <backup source type>

Specify the backup source type. It can be one of the following:
'disk’ - To backup an entire disk.

"partition’ - To backup a disk partition.

'filesandfolders’ - To backup selected files or folders.

regkeys’ - To backup selected registry keys and values.
‘entirereg’ - To backup the entire registry.

'user’ - To backup Windows system settings configured by the user and all user
related files like files in 'My Documents’, "My Pictures’ etc.

‘'email’ - To backup emails in your inbox and client settings of your email clients like
Mozilla Thunderbird, Eudora, Microsoft Outlook 2003, Microsoft Outlook
2007,Windows Live Mail, Outlook Express etc.

'messenger’ - To backup messenger archive like the history of all conversations,
conferences, calls, etc. of Instant Messenger (IM) clients like Windows Live
Messenger, Skype, Yahoo! Messenger and Pidgin.

'system’ - To perform a system state backup. All the folders and files that are
installed with the version of Windows currently in-use, are copied. This includes all
the user settings, registry, all user accounts, etc. For example, If the Windows is
installed on drive C:\ then this can backup 'C:\WINDOWS’, 'C:\Users’, 'C:\Program
Files” and all files on 'C:\" that are necessary for Windows to boot.

/source <actual source>

Specify the actual source data to be backed up. Depending on the source type
selected the <actual source> can be one of the following:

disk backup - 'diskN" where N is an integer number representing the disk number.
(E.g. /source disk3)

partition(s) backup - A list of the partition(s)’s drive letters separated by commas ', .
(E.g. /source E, F)

files and folders backup - A list of paths of the files or folders separated by 'I" (within
the the quotation marks). (E.g. /source 'C:\folder ID:\123.txt | ... 1 ...")

custom registry keys backup - A list of the keys to be backed up with in the
quotation marks. (E.g. /source 'HKEY_LOCAL_MACHINE\SYSTEM\123 1 ... 1...)) If
one of the path represents a value rather than a key , prefix \V' before the path (E.g.
\VHKEY_LOCAL_MACHINE\Software\value?2’).

entire registry backup - No need for specifying because there can only be one
source.

user settings backup - No need for specifying because there can only be one
source.

email backup - A list of email clients using the predefined macro’s : THUNDERBIRD
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(for Mozilla Thunderbird), EUDORA(for Eudora), WL_MAIL(for Windows Live Mail),
OUTLOOK2003 (for Microsoft Outlook 2003), OUTLOOK2007 (for Microsoft Outlook
2007), OUTEXP (for Outlook Express), W_MAIL(for Windows Mail). (E.g. /source
OUTLOOK2003)

instant messenger backup. A list of instant messengers using the predefined
macro’s : YAHOO_MESS (for Yahoo Messenger), SKYPE (for Skype) , WL_MESS (for
Windows Live Messenger), PIDGIN (for Pidgin). (E.g. /source SKYPE, WL_MESS)

system backup. No need for specifying because there can only be one source.

/backupStepSize <backup Specify this only for disk or partition backup. (Eg. /backupStepSize 65536).(valid
step size> values are: 65536, 131072, 262144, 524288 and 1048576 ). This command is
optional. Default value is 65536;

/backupFreeSpace Specify this only for disk or partition backup, if you want to backup the free space in
the selected disk or partition. Including the free space in the backup enables to
recover even deleted files from the drive upon restoring the backup, using your
preferred file recovery software. This command is optional.

/simpleCopy Specify this for files and folders if you want to preserve the backup copy of the file in
the original file format. This command is optional.

/simpleCopyToZip Specify this if you want the files and folders type backup to be saved in zip format.
Optional. Default vaue is FALSE(cbu format).

/syncSimpleCopy Specify this only for files and folders if you want to preserve the backup copy of the
<updatelnterval> file in the original file format and to update it along with the source. Set the update
interval in minutes so that Comodo BackUp checks the source file for updates at the
set interval and update the copy if any update is found. (E.g. /syncSimpleCopy 5)
This command is optional. If this option is enabled /scheduleTask is not available.

/selfExtracting Specify this if you want the backup to be stored as a self extracting .cbu file.
Available for files and folders and regisry entries type backup. Optional(default
backup type is .cbu format).

/regFile Specify this for only for custom registry backup, if you want to preserve the backup
in .reg format.

/backupRegAttributes Specify this for only for custom registry backup, if you want to the backup security
attributes too. This command is optional.

/exclusionFilter <filters> Specify this only for files and folders if you want to exclude certain file types from
being backed up. Provide a list of file types using wildcard characters separated by
'I" within the quotation marks. (E.g. /exclusionFilter *.bakl*a*!...”). This command is
optional.

/inclusionFilter <filters> Specify this only for files and folders if you want to include only certain file types to
the back up. Provide a list of file types using wildcard characters separated by '’
within the quotation marks. (E.g. /exclusionFilter "*.txtl*a*1..."). This command is
optional.

/compressionlLevel <level>. Specify this to set the compression level for the backup file. The options available
are low, medium, high and maximum. Higher the compression level, lower the disk
space requirement. This command is optional. Default value is no compression.
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(E.g. /compressionLevel medium)

Note - This option is not available for /simpleCopy and /syncSimpleCopy

commands.
/encryptionPassword <actual Specify a password, if you want to encrypt your backup. Include the password
password> within quotation marks. (E.g. /encryptionPassword 'password’). This command is

optional. The file is not encrypted by default.

Note - Providing a password protection requires the password to be entered while
restoring the backup and also encrypts the backup with an encryption algorithm you
choose. This is useful when you are creating a backup job for your confidential
files/folders.

/encryptionAlgorithm Select an algorithm to be used for encrypting your backup. The options available
<encryption algorithm> are AES, Serpent, XOR, Blowfish, DES, 3DES, Twofish. Include the selected
algorithm within quotation marks. (E.g. /encryptionAlgorithm 'Serpent’). If this
command is not specified but /encryptionPassword is specified, then the the
default algorithm is AES.

For more details on the Encryption Algorithms, see Appendix 1 Encryption
Algorithms.

/reCheckPassword If this command is set, the encryption password is asked every time when the
scheduled backup is executed. This is equivalent to un-checking the "Remember
backup password (unsafe)" check box in the Schedule Settings GUI of Step 3
during creation of the backup job in advanced mode.

/split <split size> Specify this command if you want to split the backup into smaller segments. This is
useful when you are taking backups of very large sizes , in removable media like
CD’s, DVD’s, ZIP drives, USB drives etc. You can set the maximum files sizes of the
segments to fit to the media you choose. The files can be rejoined while restoring
the backup. Minimum size is 5 MB. This command is optional. The backup file is
not split by default.

/locked_files_treatment Specifies the handling type of locked files(in use etc.) . Can be vss, rawread or skip.
<treatment> This parameter is optional. Default value is vss.
/description <description> You can provide a description for the backup like the purpose of the backup etc.

This description is displayed on the "History’ panel of Comodo BackUp interface to
remind you on the purpose of backup etc. Include the description within the
quotation marks. (E.g. /description 'this is my first backup’).

/destinationType Specify the type of destination. The options available are:

/destinationType Disk File or /destinationTypel (for storing the backup in your hard
drive locally);

/destinationType Ftp or /destinationType 3 (for storing the backup in a FTP location);
/destinationType Network or /destinationType 7 (for storing the backup in a network

computer).
/destinationPath <backup Specify the destination for the backup file within quotation marks .(E.g.
destination> /destinationPath 'D:\backup\file.cbu’ (local storage), /destinationPath

\userl\upload\backup.cbu’ (network destination), /destinationPath
"ftp:/ftp.funet.fi/pub/standards/folder/backup.cbu’ (ftp server destination))

/remote_username <user Specify the user name for a network or ftp backup destination. Include the user
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name>

name within quotation marks. This command is required only if the remote
computer / ftp server requires a username. (E.g. /remote_username 'userl’)

/remote_password
<password>

Specify the password for a network or ftp backup destination. Use in conjunction
with /remote_username. This command is only required if the remote computer / ftp
server requires a password. (E.g. /remote_password 'password’)

/emailNotification

Set email notification to be sent. The Command is optional. No notification is sent by
default.

Comodo BackUp can send email notifications on execution of each backup job. You
can configure CBU to send notifications to yourself, or create a mailing list of other
people like your team members, to be informed of the backup. You can also
configure whether the email notifications are to be sent only on successful creation
of backup, only on failure or both.

/onSucces Specify to Send email on successful backup operation. Used in conjunction with
/emailNotification.
/onFailure Specify to Send email if the backup operation fails. Used in conjunction with

/emailNotification.

/smtpServer <smtp server>

Specify smtp server for email notification. (E.g. /stmpServer my.outgoing.server.com)

/subject <email subject>

Specify the subject of the email to be sent on success or failure. Used in
conjunction with /emailnotification. (E.g. /subject 'CBU Notification’)

/sender <email address of
sender>

Specify the email address of the sender of the email notification. Used in
conjunction with /emailnatification. (E.g. /sender 'yourname@yourdomain.com’)

/recipient <email address of
recipient>

Specify the email address(es) of the recipient(sO of the email notofocation. Used in
conjunction with /emailnotification. (E.g. /recipient 'userl@domain.com,
user2@somemail.com’)

/emailUsername <user
name>

Specify the user name for email notification. Include within quotation marks. Used
in conjunction with /emailnotification. (E.g. /emailUsername 'yourusername’)

/emailPassword <password>.

Specify the password for email notification. Include the password within quotation
marks. Used in conjunction with /emailnotification. (E.g. /emailPassword "password’)

/runTaskBefore <path>

Set a task to be executed before the execution of the backup job. Specify the path of
the file to be executed within quotation marks.

Note: Comodo Backup allows you to run specific tasks before and/or after every
manual or scheduled backup. For example you may want to run a run your virus
scanner before backing up to avoid potentially infecting the destination folder. You
can even mount an unmounted drive partition before backup to enable storing the
backup file in the partition and unmount the partition on completion of the backup
process by running a batch file with a list of corresponding Windows commands,
play music files to indicate start and/or completion of the backup operation etc.

/runTaskAfter <path>

Set a task to be executed after the execution of the backup job. Specify the path of
the file to be executed within quotation marks.
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/shutdown Specify this option only if you want your system to be shutdown on completion of the
backup job. This command is optional. The computer is not shut down by default.

/scheduleTask Specify a schedule for the backup.

/schedule_mode <mode> Specify the schedule mode. Used in conjunction with /scheduleTask. The schedule
mode can be one of the following:

Once - The backup job is executed once at the set date and time.
Manual - Allows you to execute the backup job at any time you wish.

Atlogon - Executes the created backup job every time when the user logs on to the
computer.

Daily - Executes the created backup job every day at the set time.
Weekly - Executes the created backup job on selected day(s) of every week at the

set time.
Monthly - Executes the created backup job on selected date of every month at the
set time.
Whenldle - Executes the created backup job whenever the system goes idle with a
set delay.

/rememberPassword Specify this command if the password should be remembered (only for network or

ftp type destination) for the scheduled backup. Used in conjunction with
/scheduleTask . This command is optional.

/rememberUser Specify if the user name should be remembered (only for network or ftp type
destination) for the scheduled backup. Used in conjunction with /scheduleTask
and /rememberPassword. This command is optional.

/scheduleSettings <settings> Specify the schedule settings (interval, date, time, day, etc.). Used in conjunction
with /scheduleTask. Depending on the schedule mode the options are:

for 'once’ the format is ' DAY\MONTH\YEAR_HOUR:MINUTE'.

for 'daily’the format is :'HOUR:MINUTE".

for 'weekly’ the format is : 'WEEKDAYIWEEKDAYI...I..._HOUR:MINUTE".
for 'monthly’ the format is: 'DAYOFMONTH_HOUR:MINUTE'.

For "whenldle" the format is :"NUMBEROFSECONDSTOWAITBEFOREIDLE".
/scheduleSettings is optional for whenldle mode. Default value is O.

for the rest there are no settings to be set.

Time format is 24 hours style.

/backupNow Specify if the scheduled backup should also be run at the moment. Use in
conjunction with /scheduleTask. This command is optional. The default behavior is
only to create the schedule and finish.

/handleMissedSchedule <no Specifies in what way a missed scheduled backup should be treated. Options
of option> available are:

NO_ACTION =1 (no action is taken),

RUN_TASK = 2 (the scheduled task is run when the user opens the Comodo
BackUp application for the next time),

NOTIFY = 3 (notifies the user that a scheduled task has been missed).

(E.g. /handleMissedSchedule 1) Use in conjunction with /scheduleTask . This
Command optional. Default value is no_action.
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/guiRunMode Specifies the way the user interface should behave on completion of a scheduled
backup. Options available are:

/guiRunMode Normal or /guiRunMode 1 (for normal run mode),

/guiRunMode AutoClickFinish or /guiRunMode 2 (On successful completion of the
backup process, the 'Finish’ button is effectively be clicked automatically so that the
application returns with its main interface. The application is not closed until you
click the close button from the Windows controls.),

/guiRunMode AutocloseGUI or /guiRunMode 3 (On successful completion of the
backup job, the application is closed automatically)

/guiRunModeSilentRun or /guiRunMode 4 (Comodo BackUp is run at the
background at the scheduled time to execute your backup job),

/guiRunModeServiceModeRun or /guiRunMode 5 (Comodo BackUp is run as a
Windows Service so that the backup job is executed at the background
automatically even if you are not logged in)

/guiRunModeMinimizeToTray or /guiRunMode 6 (On successful completion of the
backup job, the application GUI is minimized to system tray)

Used in conjuction with /scheduleTask. Command is optional. Default value is
/guiRunModeAutoClickFinish.

/secondsToWait <number of Specify number of seconds to wait before a logon type scheduled backup.Use in

seconds> conjuction with /scheduleTask /Atlogon. This command is optional. The default
value is O.

/log <log file path> Specify the log file path if you want the log of the events to be stored in a text file.

Include the log file path within quotation marks. (E.g. /log 'C:\Documents and
Settings\username\My Documents\cbulog.txt’). If no parameter(<log file path>) is
set, the log file is created in the default COMODO Backup folder.

Note - It is recommended to setup a log file when running a backup job from the
command line interface as it enables you to check the success or failure of the
backup job at a later time.

/disc_label Specifies the optical disc label if the user has chosen an optical disc as a backup
destination. This command is optional.

/burn_speed Specifies the burning speed for the optical drive where the user has select to store
the backup. This command is optional.

/eject_disc Specifies if the optical disc should be ejected after the backup is complete. This
command is optional.

/silentRun Specify this command if you want the backup operation to be performed silently.
Otherwise the GUI will open directly at step 6 and the operation will start.

Examples:

To backup the emails and settings of your Outlook 2003 mail client in another computer in your network every Monday at
6:00 pm, you can enter the command line as follows:

"C:\Program Files\COMODO\COMODO BackUp\CBU.exe /backup_operation /type email /source OUTLOOK2003
/destinationType 7 /destinationPath \\user1\myusername\emailbackup.cbu’ /remote_username 'userl’ /remote_password
'password’/scheduleTask /schedule_Mode weekly /scheduleSettings Monday_18:00 /guiRunMode 1’

To backup your files in My Documents folder, excluding the .bak files, in encrypted form and in your F: drive daily at 7:00
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pm, you can enter the command line as follows:

'C:\Program Files\COMODO\COMODO BackUp\CBU.exe /backup_operation /type filesandfolders /source 'C:\Documents
and Settings\username\My Documents’ /destinationtype 1 /exclusionfilter "*.bak" /destinationpath
"f\mydocumentsbackup.cbu" /encryptionPassword "password’ /encryptionalgorithm 'AES’ /scheduleTask /schedule_mode
daily /scheduleSettings 19:00 /guiRunMode 1.

9.2. Runninga Restore Task from the Command
Line Interface

¢ Open the Windows command line interface

e Commands are specified in the format
<installation path>/<executable>/ <command #1> <command #2>

So the path to the executable is followed by commands for the configuration of the restore task in sequence with
space between each switch command. For example, if Comodo Backup has been installed to the default
directory, the format would be:

C:\Program Files\COMODO\COMODO BackUp\CBU.exe /command#1 /command#2

Note: The Commands and the arguments are not case sensitive and can be arranged in any order.

Table of Restore Commands and Arguments

Table of Restore Commands and Arguments

Command / Argument Description

/restore_operation Standard restore operation command.

/destinationType <type> Specify the type of destination. The options available are:

e /destinationType Disk File or /destinationTypel (for restoring a backup from
your local hard drive);

e /destinationType Ftp or /destinationType 3 (for restoring a backup from a FTP
location);

e /destinationType Network or /destinationType 7 (for restoring a backup from a
network computer).

/backupFileDestination Specify the destination path from which the backup file has to be restored, within
<destinationPath> quotation marks .(E.g. /destinationPath 'D:\backup\file.cbu’ (local storage),
/destinationPath "\\user1\upload\backup.cbu’ (network destination), /destinationPath
"ftp://ftp.funet.fi/pub/standards/folder/backup.cbu’ (ftp server destination))

/snapshot_to_restore Specifies the snapshot number to be restored (for multiple shapshot backups). This
<snapshot number> parameter is optional. By default the last snapshot will be restored.
/remote_username Specify the account user name for a network or ftp backup destination. Include the
<username> user name within quotation marks. This command is required only if the remote

computer / ftp server requires a username. (E.g. /remote_username 'userl’)

/remote_password<passw Specify the account password for a network or ftp backup destination. Use in
ord> conjunction with /remote_username. This command is only required if the remote
computer / ftp server requires a password. (E.g. /remote_password 'password’)
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If the backup file is encrypted, specify the encryption password within quotation marks.

/verify

Specify this command if you want to check the integrity of the backup file before
restoration. Can also be used in stand-alone mode without /restore command. When
used in conjunction with /restore_operation, the backup file is first verified; if the
verification is not successful the restore process does not continue. In stand-alone
mode the following commands must be supplied: /destinationType,
/backupFileDestination, /backupFile_password if file is encrypted,
/remote_username and /remote_password if needed. This command is optional.

/cleanRestore

Specifying this command choses the Clean Restore method in which all the files in the
folder you specify as restoration location are deleted and the files from the backup are
copied to the folder. For example if you want to restore a backup file to folder D:\Data,
the folder D:\Data is deleted, then recreated with all files and folders in the backup.

Note: The default method is Append Files, in which only those files having same file
name as those in the backup are deleted and replaced with those in the restoration
folder. Files having different file names from those in the backup, is kept intact.

/selectiveRestore <selected
paths>

Specify which files from the backup to be restored. Can be used for files and folders,
custom registry, email and instant messengers type backups. For files, folders and
registry keys the paths must be included in quotation marks and separated by 'I'. For
files and folders, the full path must be specified for the file/folder selected, as it was
during the backup operation. For email clients and IM’s use the predefined macros
presented in /source command for '/backup_operation’. This Command is optional. By
default a full restore is performed. For partitions the selective restoration is performed
through the /restorelLocation command. While specifying the restore location, specify
only the partitions you want to be restored.

/restorel.ocation <location
path>.

Specify the restore location. For files and folders type backup specify the full path. For
partitions and the format is:’C->YID->X" where C, D are partitions that are to be restored
and Y and X are the partitions where C and D are restored on. For disk backup specify
only the disk where the backup is restored(Ex. 'disk7’). If this command is not specified
a restore is attempted on the default location. For file and folders restore location
include the <location path> within quotation marks.

/setNativeModeRestore

Specifying this command schedules for a native mode restoration if it cannot be
performed in plain Windows (user mode) due to files that are opened etc. The
command is optional.

/diskUsage

Specifies the usage degree of the disk(network) for the backup operation. Options are:
low, below_normal, normal, above_normal and high. This command is optional.
Default value is high.

/processorUsage

Specifies the usage of the processor for the backup operation.
Options are:
low, below_normal, normal, above_normal and high.

This command is optional. Default value is normal.

/log <log file path>

Specify the log file path if you want the log of the events to be stored in a text file.
Include the log file path within quotation marks. (E.g. /log 'C:\Documents and
Settings\username\My Documents\cbulog.txt’). If no parameter(<log file path>) is set,
the log file is created in the default COMODO Backup folder.
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Note: It is recommended to setup a log file when running a restoration job from the
command line interface as it enables you to check the success or failure of the restore
job at a later time.

/silentRun Specify this command if you want the restore operation to be performed silently.
Otherwise the GUI will open directly at step 4 and the operation will start.

Example:

To restore a folder importantbackup.cbu to its original location with clean restore method,
C:\Program Files\COMODO\COMODO BackUp\cbu.exe /restore_operation /destinationtype 1 /backupfiledestinaton

"F:\backups\importantbackup.cbu" /cleanrestore.

9.3. Running a Scheduled Backup Job Instantly
from the Command Line Interface

Scheduled backup jobs can be immediately run from the command line interface by using the /runbackup command
followed by the ID number of the target job.

e Open the Windows command line interface
<installation path>/<executable> /runbackup <backuplD>

Take care to place a space between the command and the ID. For example, if Comodo Backup has been
installed to the default directory, the full command would be:

Example:

C:\Program Files\COMODO\COMODO BackUp\CBU.exe /runbackup 63241739864.

The backup ID for a scheduled backup job can be found from the 'Manage’ > 'Recent Events' interface of Comodo
BacKUp.

To find the Backup ID of a Scheduled Backup job, click the down arrow alongside the corresponding entry in the list of
backup events and scheduled backup jobs displayed in the lower pane. The backup ID will be given in the list of attributes
of the scheduled backup job.

AUuyusat i & 3 L) J =] Fi

Details for 24 July 2010

Type: F'backup_filezbank_statemerts_full_files chu "
Path: BackupTypeFul Backup Now
Created: 21-07-2010, 15:36:54 Edit

Hext Run: 21-07-2010, 20:00:00
Last Run: 21-07-2010, 15:36:54

[+ Backup ID: 53266542613 b

1 m. |
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9.4. Running Backup and Restore Tasks from
Script Files

You can create script files (in .txt format) for the Backup and Restore jobs executed often and call the script file to execute
the task from the command line interface instead of typing the commands repeatedly. Each script file should contain the
command line to execute the specific backup or restore task.

You can also export the configured backup and restore jobs as script files if you want to execute. For more details, refer to
the sections:

e Configuring Email Notification and Miscellaneous Settings > Export to Script for creating a script file for a
backup job;

and

e Selecting Restore Method > Export to Script for creating a script file for a restore job.

To generate a script file manually

e Open a new notepad file by clicking Start > All Programs > Accessories > Notepad.
e Type the command line in the file.
*  Save the file at desired location.

For example, to backup your My Documents folder, generate the script as given below.
3 5]
]| mydocuments_backup - Notepad s =& [

File Edit | Format View Help |

“c:\Program Files"‘CoMODON\COMODO Backup“CBU /backup_operation -
Jtype filesandfolders /source "C:'.Documents and
settings‘username My Documents” /destinationtype 1
Jexclusionfilter "#.bak" /destinationpath
"fowmydocumentsbackup. cbu” JencryptionPassword “password”
Jencryptionalgorithm “ags" /runmode 1"

To execute the task from the command line interface using the script file, type the command as follows:
C:\Program Files\COMODO\COMODO BackUp\CBU.exe /script 'C:\SomeFoldenScriptName.cbs’
e Include the file path within quotes.

Example:
C:\Program Files\COMODO\COMODO BackUp\CBU.exe /script 'D:\backup_script_files\mydocuments_backup.txt’.

The backup/restore task is executed as per the command line in the script file.
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10. Uninstalling Comodo Backup

To uninstall Comodo BackUp:

1. Click Start > Settings > Control Panel

2. Inthe Control Panel, double-click Add/Remove Programs

3. Inthe list of currently installed programs, click Comodo BackUp
4. Click the 'Change/Remove’ button.

Or
1. Click Start > All Programs > Comodo > Comodo BackUp > Uninstall Comodo BackUp.

b COMODO

L COMODO BackUp Computer

¥ COMODO BackUp

E\ Uninstall COMODO BackUp Control Panel
. Games
'\ Maintenance Devices and Printers
| OpenOffice.crg 3.2
|, Snaglt9 Default Programs
4 Back Help and Support

T =

The uninstallation wizard will be started.

SEAFCn Rrnaro s ang filee
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Uninstall BackUp 3.0

BackUp 3.0 will be uninstalled from the following folder. Click Uninstall to start the uninstallation.

Uninstalling from:

f C\Program Files\COMODO Y- OMODO Backldp

Iv Delete =ettings and backup files.

Click "Uninstall’ to continue. The Uninstallation progress will be displayed...

COMODO BackUp 3.0 Uninstall
Uninstalling

@ Please wait while BackUp 3.0 is being uninstalled.

Execute: "CAWindows\system3 2\ regsvr3Z exe” /s fu "C\Program Files\COMODO\COMODO BackUp\5hellEx
e ———

...and on completion, the "Uninstallation Complete’ dialog will be displayed.
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Completing the BadkUp 3.0 Uninstall

Your computer must be restarted in order to complete the uninstallation of
BackUp 3.0. Do you want to reboot now?

[v Rebootnow

Click "Finish’ to finish the process.

The uninstallation takes effect only on restart of your computer.

11. Getting Support

Comodo is committed to provide the best support for its products. If you need technical assistance, we offer the following
convenient support services:

Comodo Forums

Find the answers to your questions online at http://forums.comodo.com

Register at Comodo Forums and join thousands of other users discussing all aspects of our products.

You'll benefit from the expert contributions of developers and fellow users alike and can find answers to any questions you
may have. Join the forums now.

Email Support

If you are unable to find a solution in either the help guide or the forums, then please email support at
support@comodo.com

Note: We do not offer phone support for any of our Free products.

Before reporting problems, please visit our searchable knowledgebase and troubleshooter at http://support.comodo.com
If you do not find a solution in our knowledgebase or troubleshooter, please submit a support ticket at
http://support.comodo.com.
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Encryption Algorithms

Block Size /
Algorithm Encryption level / Brief Description Recommendation
Speed
AES 128 Also known as Rijndael. This cipher is Ideal for both domestic
(Advanced bits/Strongest used for encryption by default. and exportable use.
Encryption
Standard )
Serpent 128, 192 or 128, 192, 256-bit block cipher. Designed
256 / very by Ross Anderson, Eli Biham and Lars Ideal for both domestic
strong / fast Knudsen as a candidate for the Advanced and exportable use.
Encryption Standard.
3DES 168 Applies Data Encryption Standard (DES)
bits/strong/Slow | cipher three consecutive times to the
message to form the message digest. Suitable for domestic use.
Offers protection against meet-in-the-
middle attacks.
XOR Variable block 160 bit key. XOR encryption is a trivially
size /very simple symmetric cipher which is used in Not ded
weak / very fast many applications where security is not a ot recommende
defined requirement
Blowfish 64-bit block / Symmetric block cipher. It is a Feistel
variable key network, iterating a simple encryption Ideal for both domestic
length: 32 bits function 16 times. The block size is 64 and exportable use. Much
to 448 bits, and the key can be any length up to faster than DES and IDEA.
bits/strong/fast | 448 pits. Designed by Bruce Schneier.
Twofish 128-bit block/ Symmetric key block cipher with a block
28-, 192-, or size of 128 bits and key sizes up to 256 A widely used and
256-bit key/ bits. recommended choice for
strong/ very most cases.
fast
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Appendix 2 Live PC Support

Live PC Support offers the quickest, most comprehensive way of getting help with your computer problems. Live PC
Support is carried out by Comodo computer experts establishing a remote desktop connection to your machine and fixing
your computer s problems right in front of your eyes. No longer do you need to make time consuming calls to impatient
help desk support staff. Instead, just sit back and relax while our friendly technicians do the work for you.

Live PC Support includes the following services:

e Virus Diagnosis / Removal - Scanning your PC to check for viruses and spyware. Automatic/manual removal of
the detected viruses.

*  PC Tune Up - Running full scans to evaluate issues affecting your computer’s performance. Fine Tuning key
areas and improving speed and stability.

* Internet Login Protection - Activating your computer’s basic security settings to prevent loss of sensitive data
and identity theft.

e Email Account Set Up - Setting up your Internet-based email account - any provider, any account. Great for new
computers and novice email users.

e Software Installation - Installing your Comodo products and customizing configuration for maximum security
protection and efficiency.

e Printer Set Up and Troubleshooting - Installing or updating software and printer drivers, checking ink levels
and configuring your printer to work on a wireless or wired network.

*  Green PC - Optimizing your power management setting based on how you use your computer. Go green and
save money on your electric bill.

e Computer Troubleshooting - Checking basic hardware conflicts in Windows.

Features:

Our experts are available 24 hours per day to perform the services listed above.
Unlimited incidents on an unlimited number of computers.
30 day Free Trial !!

Enjoy using your problem-free computer once again !!

Please visit http://www.livepcsupport.com for more details.

The service requires the LivePCSupport client installed in your system.

To download and install the LivePCSupport client

e Click the Live PC support tab from the Main interface of Comodo BackUp

This automatically installs and launches the client. Within seconds, a Comodo Support Technician responds in a chat
window and asks you to describe the problem. After you do, our computer expert takes over! LivePCSupport enables our
experts to actually tap into your computer and make the changes necessary to solve your problem, and get your PC
working perfectly.

If you once install the client, you can initiate the chat at any time by clicking the link any time.

For technical product questions please visit: https://support.comodo.com/ (Comodo’s Customer Service management
system requires you to establish a free service account. Your service account provides access to Comodo’s extensive
Knowledgebase, Customer Forums, and Live Chat support and offers the ability to submit support requests into our service
management system).
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Appendix 3 Creating a Rescue Disk
with WinPE / BartPE

Using a Rescue Disk with WinPE (Windows Preinstallation Environment) / BartPE (Bart's Preinstalled Environment) )
allows a user to boot Windows, even if a hardware or software fault has disabled the installed operating systems on the
internal hard drive for instance, to recover files. It can also be used to scan for and remove rootkits, viruses and
spyware (that have infected boot files), or to reset a lost administrator password.

Important Information
e Comodo BackUp should be used only for restore operations with BartPE/ WinPE rescue disks.

e Users should make sure to run Comodo BackUp from a location other than the destination of the restore
operation. In case of system drive or entire hard disk restore, the entire Comodo BackUp installation folder
should be copied to another location before beginning the restore operation.

e Drive letters might differ when booting with a BartPE/ WinPE rescue disk

*  Registry entries backups cannot be restored with BartPE/ WinPE rescue disk

This section explains how to create a rescue disk using either WinPE or Bart PE. Please click on the links below to go to
the section that you require help with:

Technical Differences Between Windows PE and Bart PE - Compares Windows PE and Bart's PE

Windows PE Overview - An overview Windows PE and explains creating Vista, Windows 7 and Windows 2008
server image

Creating a Vista image with Windows PE
Creating Windows 2008 server image with Windows PE
Creating a Windows 7 image with Windows PE

Booting from a Windows PE disk - Guidance on creating a bootable CD-ROM, UFD and launching Comodo BackUP
using Windows PE

Creating a bootable CD-ROM

Creating a bootable UFD

Launching Comodo BackUp using Windows PE

Bart’s PE (Bart’s Preinstalled Environment) - An overview Bart's PE

Features and Benefits - Shows features and benefits using Windows PE and Bart's PE

The technical difference between WindowsPE and Bart’sPE :

e Target - Microsoft sees Windows PE as an installation platform. Bart sees Windows PE as the next generation
rescue platform.

e Start-menu - Bart’s builder gives you a simple, dynamic and powerful start-menu (Nu2Menu, see screenshots).
Microsoft’s builder does not give you a start-menu, it uses a command prompt.

e Build from - Bart’s builder can also build from Windows XP Home Edition or from a preinstalled Windows XP
version (without CD).

e  Plugins - With PE Builder you can easily add applications, ivers or tools using plugins. This makes PE Builder
extremely powerful. The end user can even combine plugins from different software vendors into one CD image.

*  Network support - PE Builder includes its own network support tools (bartpe/penetcfg) to start TCP/IP and
Microsoft Client. The TCP/IP settings like: dynamic/static ip-address, subnet-mask, default gateway, dns-servers
computer-name, workgroup can be changed on-the-fly. You can create pre-defined profiles, that you can select.
Microsoft Windows PE only supports DHCP or fixed settings using winbom.ini. Also there is a plugin (NwDskPe)
created by Erwin Veermans that loads the Netware Client on BartPE (IP/IPX).

e Fileshare - BartPE can start File Sharing support so you can connect to the system through a share.

e« VNC - Because of the File Sharing support you can also run UltraVNC.
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e Dos support - Bart’s builder has a plugin called "dospe".
e License - Microsoft Windows PE is only for Enterprise/OEM customers (see previous), BartPE is for everybody.

e 64-Bit - Bart’s builder does not support Windows 64-bit editions.

Windows PE Overview

Windows Preinstallation Environment (Windows PE, WinPE) is a lightweight version of Windows XP, Windows Server 2003,
Windows Vista, Windows 7, or Windows Server 2008 R2 that is used for the deployment of workstations and servers. It is
intended as a 32-bit or 64-bit replacement for MS-DOS during the installation phase of Windows, and can be booted via
PXE, CD-ROM, USB flash drive or hard disk.

Creating a Vista image with Windows PE

Windows PE is built from Windows Vista components, providing a robust, flexible, and familiar environment. In fact,
Windows PE can run many Windows Vista applications, detect and enable most modern hardware, and communicate
across Internet Protocol (IP) networks. Windows PE typically consumes less than 100 MB of disk space and can run
entirely from Random Access Memory (RAM), enabling you to insert a second CD that contains drivers or software.

Note: In order to launch Comodo BackUp using Vista, you must copy C:\Windows\System32\oledlg.dll to your Comodo
BackUp installation directory (default = C:\Program Files\COMODO\COMODO Backup\)

Step 1: Downloading and Installing WinBuilder
Step 2: Running WinBuilder for the First Time
Step 3: Configure WinBuilder’s Options

Step 4: Creating your VistaPE Build

The processes for creating a WindowsPE boot disk are similar for Windows 7 and Vista. For both operating systems, you
have the choice to use a command or the user interface.

Customized Windows Vista Installations

Enterprises will appreciate Windows PE, however, because IT departments will be able to create scripts and applications to
automate deployment. For example, using the process below, an IT department could configure a Windows Deployment
Services remote deployment infrastructure, create a configuration script, and build a custom Windows PE image to enable
a highly automated deployment process:

1. When a new computer is connected to the network, the built-in Pre-boot eXecution Environment (PXE) client
connects to the Windows Deployment Service server and downloads the customized Windows PE image across
the network.

2. The new computer loads Windows PE into memory and launches the configuration script. The script verifies
that the computer s configuration meets the IT department s hardware requirements.

Note: Windows Deployment Server (Windows DS) is a replacement for Remote Installation Services (RIS).

3. If necessary, the script backs up the user s data to a shared folder on another computer.
4. The script runs the Diskpart tool to partition and format the disk.

5. The script connects to a shared folder containing the Windows Vista Setup files and runs the Windows Vista
Setup program to install the operating system fully unattended.

General functionality:

Possibility to fully or partially loading VistaPE at startup into memory (boot.wim)
Support for a big number of SATA/RAID/SCSI/NIC drivers
Capable to read and write on NTFS/FAT32/FAT/Ext2/Ext3 partitions
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Full networking support

Automatic hardware detection (PnP)

Booting from CD/HDD/UFD/Network

Compatibility with Microsoft Windows Vista

A wide range of programs and shells (Explorer, LiteStep, BS Explorer...)

No limits regarding the maximum number of open processes

Automatic creation shortcuts for programs

Ability to remove VistaPE boot media while VistaPE is running (using boot.wim)

Full multilanguage support

Step 1: Downloading and Installing WinBuilder

Download the latest version of WinBuilder from the link below and save to to a folder on your computer.

< WinBuilder

BUILD BOOTABLE ENVIRONMENTS
5

‘WinBuilder is a free application designed to build and customize boot disks (Live CDs) based on Microsoft Windows (WinPE)

More details - http:/ / en.wikipedia.org/wiki/ WinBuilder

In case vou need help, you're welcome to ask questions or read more about WinBuilder projects on the forum sections below.

Click on the latest version of WinBuilder.
Click the Save button.
Browse to where you want to save the file (Downloads, for example) and then click the Save button.

When the download is complete, click the Open Folder button. If you use a download manager or want to
manually browse to the download location. In that case, click the Close button.

You should see the downloaded WinBuilder ZIP file in the new window. To extract the files and install WinBuilder,
right-click on the WinBuilder ZIP file and select Extract All... from the pop-up menu.

U(?)m] ¥ John Doe ¥ Downloads »

‘ Organize = Views ~ [ 9 Open R& Share

Faucte Dinks Mame Date modified Type

£ SetuplmgBurn_2.4.1.0

= o plmgBurn_2.4.1.0.exe
I Baciisenss 1, WinBuilder074 zip
E Pictures Open

Explore

Extract All...
Open With...

Type in the extraction folder: C:\WinBuilderO74

Note: Do not use any folder that uses User Permissions. This includes any folder on the Desktop, My Documents, etc.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 152


http://www.boot-land.net/forums/index.php?showforum=22

COMODO

Comodo BackUp - User Guide™

=

Using a folder that has User Permissions will result in VistaPE booting to a black desktop and not working properly. A
folder created in the root directory is recommended.

Note: Do not include any spaces in the folder path or name. Examples: C:\WinBuilder, D:\WinBuilder, C:\WB-
Setups\WB074, etc.

Browse to the extraction folder and you can see the executable file WinBuilder.exe now exists in the folder and is ready to
be run.

Tip: If you have a compression program you like to use (WinZip, Stufflt, PkZip, WinRAR, etc.), feel free to use it to extract
the file contents.

Type in the extraction folder: C:\WinBuilderO74

e If you leave the Show extracted files when complete checkbox checked, a new window will open and display the
results after the extraction has finished. Click the Extract button to install WinBuilder.

||

I

) 1 Extract Compressed (Zipped) Folders
& L p PP

Select a Destination and Extract Files

Files will be extracted to this folder

CANWinBuilderl74 Browse...

Show extracted files when complete

e Once viewing the extraction folder, you can see the executable file WinBuilder.exe now exists in the folder and is
ready to be run.

I

'ﬂ pu| . v Computer » Local Disk () » WinBuilder074

T e Mame Date modified Type

2 WinBuilder.exe
Ej Documents -

Browse to the extraction folder and you can see the executable file WinBuilder.exe now exists in the folder and is ready to
be run.

Step 2: Running WinBuilder for the First Time

For XP, just double-click on the WinBuilder program to run it (or right-click on it and select Open from the pop-up menu).

Starting WinBuilder in Vista

When running WinBuilder in Vista, you'll need to run it in Administrator Mode.
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¢ Right-click on the WinBuilder.exe file and select Run as administrator from the pop-up menu.
e If you get a security warning, click the Run button to allow the program to run.
If you don't want to see this warning again for this program, uncheck the Always ask before opening this file checkbox.
e |f Vista’'s UAC is turned on, click Allow to let the program run.
e WinBuilder will start and display the "Welcome" page. Click on the Download tab.
Wait while WinBuilder updates the projects list and displays them in the tree on the left side of the screen.

e Uncheck the VistaPE 12 script as well as all the other project scripts. Below, unchecked Optional, VistaPE v.12
(Beta 2) and Live XP.

[R.ECO!'I'II‘I'IEﬁdEd b
2 El Optional
;=0 ) Reactos
@15 Tools
- [(@) VistaPE v.12 (Beta 2)

&7 2 Tools
- @712 vistaPE-Core
- [ (@) Livexp
|- [ Livexp
&-[7 ) Tools

e Add the VistaPE 11 server so you can download VistaPE 11. Click the Servers tab and then the Add a new web
server button.

i
@) Main | ¢ Servers
|

Available Web Servers

il updates.boot-land.net
W vistape.net/project
W lvexp.boot-land.net

[ nativeex.boot-and.net

[ thuun.boot-and.net/WinBldr/XP-2K3/Projects
[ picoxp.boot-land.net

[ bartpe.boot-land.net/projects

[ mobileos.boot-land.net

[7 unattended.boot-and.net

[ vistape.net/beta

e Type in vistape.net/archive and click the OK button.
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Add a new web server

http://

vistape.netfarchive

| o

J [ cancel |

e The new server will be display in the list on the right and VistaPE 11 will now be a project option in the tree on

the left. Leave the drop-down box set at Recommended.

[Remn'lmended : v]
F_I---I_-@ Optional
. @-[7CD Reactos
. @[5 Tools
=[] (@] VistaPE v. 12 (Beta 2)
- @D Tools
- @[5 vistaPE-Core
= @ Livexp
- @m-[03 Livexp
- @2 Tools
=8 W] vistaPE MultiBoot v. 11
&2 Tools
-V VistaPE

& Servers

) Main

Available Web Servers

 updates.boot-land.net

[ vistape.net/project

¥ livexp.boot-land.net

[ nativeex.boot-and.net

[ thuun.boot-land.net/WinBldr/}
[ picoxp.boot-land.net

[ bartpe.boot-and.net/projects
[ mobileos.boot-land.net

[ unattended.boot-land.net

[ vistape.net/heta
EI-H— e.net/archive

tree.

Note: Do not check or uncheck any of the main VistaPE 11 checkboxes (shown in Figure 2.5). Leave them just as they
are. This will keep them at their default values. If you uncheck one and then recheck it, it will select every script in that

*  Uncheck the following scripts which are not needed for your first build:

OtherOS
App >> CD Record >> Nero/
=- 73D vistaPE
Vo
[+ 12} NightMan's Linux

#-[¥ 2 Parted Magic Linux

----- [T 4 hdat2.script (2.26 Mb)

..... [T 4 reactos.script (601 Bytes)
----- ¥ 4 recc.script (6.51 Mb)

----- [ 4 vivard.script (431,60 Kb)
..... [T winpe.script (359 Bytes)

2V vistaPE

=20

|7 Antivirus

=2 Archivators

=¥ |2 cD Record

- 7| g cdrtfe.script (3.45 Mb)
-~ | s InfraRecorder. script (3.451
L g NeroZ.soript (198,43 Kb)
#-1¥[2) Data Recovery

e If you are using the Windows AIK as the source for your VistaPE build, also uncheck the Addons >> share script

to avoid build errors.
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2-[V5) VistaPE
BFO

----- [T commen.script (190,93 F
----- [T i opl.script (1.92 Kh)

----- ¥ i dll.script (5.04 kb)

----- [T 4 ext3.script (385.88 Kb)
----- [V 4 folder.project (59 Bytes,
----- [T 4 JapaneselMEv.script (22
----- [T 4 KoreanIME.script (157.9
----- ¥ . MMC.script (340.45 Kb)
----- [T 4 Qsoft.script (409.53 Kb)
I | g Ramdisk.script (220.79
|| g share.script (44.94 Kb)
]| g StarfieldScreenSaver.Sc
----- [T 4 UnknownDevices.script |
----- ¥ i wim.seript (315 Bytes)
----- [T g wimmaster seript (44.97
----- ¥ g w_DotNet.script (402.4¢

e Once you have the script selections correct, click the Download button to begin downloading the scripts. This
may take a while depending on your internet connection speed and the size of the scripts you've selected.

e WinBuilder will display the download progress. Wait until the downloading is finished before proceeding.

http: /fvistape .net/projectVistaPE/App/File Tools/a43.script

820.71Kb / 1.09 Mb - 12:00:01 AM [156.0 kb/sec]

— 1L

After the downloading is finished, WinBuilder may restart and you may get another security warning. Select the option to
run the program.

Step 3: Configure WinBuilder’s Options

When WinBuilder is run after the scripts are downloaded, the main screen will be shown.

Notice the locations of the following controls: The Scripts tab, the Play button, the Refresh button, the Script button, and
the Paths button.

e The Scripts tab should be selected by default. If it's not, click on it.
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~ WinBuikder [074] [o &S

=1 sarois | g web | @  powrioad
> & o

Play  Advanced Refresh

o v IEENTEN [ soet (Lrate] o o] = cosesor]

[¥'| 45 Main Configuration

[ Extended Configuration . VistaPE MultiBoot v.11
@[V Buid BE *©
& [¥2) Addons % a — [ Fuly mutboot system, Windows PE 2.0 lie environment, Linux, React0s,
#-[¥I2) shel FreeD0S and more in one project!
#- V2 App
#-[¥'I2 Drivers
41V et . ' Quick start guide
& 71 Fnalze Quick start: Screenshots
@715 Otheros 1. Select "Source Directory” using the Paths™ Tab Full Documentation
#-[ZICD Fnalize VistaPE Source can be:
- i a. Windows Vista DVD VistaPE Home Page
@[ "J VirtualTest b. Vista fies in a Folder Support Farum
®-[C I Debug £. Installed” Windows Automated Installation Kt (WADK)

2. Bdit configuration settings
3. Click on the Play” button to start Building "VistaPE™

e Change several settings.

Select the Main Configuration script by clicking on it in the VistaPE tree on the left. The options for the selected script will
be displayed on the right.

Change the default Screen resolution setting to at least 1024x768 if you know your monitor can handle it (most can). If you
are unsure, leave it at 800x600.

El---l?u:_E':u VistaPE MultiBoot v. 11 VistaPE Main Configuration.
- 4+ Extended Configuration Build model [I‘" RAM (boot.wim) ']
Main shel |PE shell Swapper -
Screen resolution [BUUKEUU - ]

Boot Manager [Grub"lDos {recomended) v]

System Locale [Auto v]

wpeinit run mode [badcgromd T]

e Select the Extended Configuration script. Then check the Mount folder with programs as drive Y: option.

EI...l?'.::'_"

=) VistaPE MultiBoot v, 11 VistaPE Extended Configuration.
¥ 4 Main Configuration

Grub4Dos skin Face i
= i -] £ tended Configuration [ ]

IsoLinux mode [Graph’cs v]

DriversPack | Both (SATA+LAN) v

[| Force place all programs to R.AM (boot. wim)

Mount folder with programs as drive Y:

e Expand the Build section and select the O - PreConfig script.

This is where the path to the Windows AIK (WAIK) is saved. The default installation folder is already entered. If you are not
using the WAIK or you have installed it into its default location (recommended), leave the settings as they are. Otherwise,
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click the 'Open Folder’ button to find the installation folder for the WAIK.

e Expand the Finalize section and check the 7 - Create ISO option.

B0

| = ¥ . Drivers index tool for Vis
[ | # 7 -Create IS0

[T g 8-Burn ISO (Active@ It
[T g Copy to USB-Device

¢ To set the path to the source of the VistaPE build. The source can be a standard Vista DVD or the WAIK.
Click the Paths button. Make sure the VistaPE project is selected and then click the "Open Folder" button.

2 Seript ” | paths @ Logl Code Box

— Paths

"-,_ Please note that these settings only apply to the currently selected project. Read carefully the
instructions inside each project to better understand which source is reguired, %tBaseDir3t is a
variable which represents the same folder from where this program is executed.

[-g Work directories ||7 F‘.ules|

Selected project Source directory (%SourceDir%o)

(i VistaPE MultiBoot v.11 | v \i‘ =)

Source directory & the folder from where your fles will
he romied and used a5 suopark for building pour
oraject.

*  Browse to the location of the source and click the OK button. (if you are using the WAIK as the source, browse to
the WAIK installation folder).

ja - Browse For Folder @ ,a - Browse For Folder @
Select folder.. Select folder..
»w BACKUPS (D) * [ .. MSBuild -
444 DVD Drive (E:) LRMCFRE_EN_DVD = . Reference Assemblies
> |8 boot  Virtual Machine Additions I
s U efi —~ 4 | Windows AIK L4
> . SDUFCES g r g Docs
> 4 support . Recovery
> upgrade m [ Ju Samples
b F Metwork X S ¥
Folder: DVD Drive (E:) LRMCFRE_EN_DVD Folder: Windows AIK
Make MNew Folder | [ 0K ] [ Cancel ] [ Make Mew Folder ] [ Ok ] [ Cancel

e The Source directory will update to the folder you selected.

Source directory (Y%SourceDir%a) Source directory (Y%SourceDir%a)

[E:\ - [C:‘lFrogram Files\Windows AIK -

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 158



Creating Trust Online’

Comodo BackUp - User Guide | ek

=

Step 4: Creating your VistaPE Build

¢ Click the Play button to begin the build process.

>

Flay

e The first time you run the VistaPE script, you will most likely get an error message stating that wimfltr.sys driver is
not installed. Click the OK button to install the driver.

Note: If you see an error about bcdedit.exe not being found, copy bcdedit.exe to the location shown in the error
message. Do a search for bcdedit.exe on your hard drive and your Vista source. You should find it.

Tip: Either of these error messages should only show up the first time you run the VistaPE script.

¢ WinBuilder will open a new tab, the Progress tab, and display the progress of the build. When finished, it will
return to the main screen.

F

- WinBuilder [074]

=] saipts | 24 web | " Progress | @  Dowrload

Processing scripts...

PG
3,‘7 All selected scripts are being processed, please wait unti this
s you can view more detailed inforrmations inside the log tab.

e You can view the build log by clicking on the Log button.
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g Scriptl 127, Paths ” @ Log — CodeBox |

Log window

In this window you'll find messages from the processed files. Logs are the best way of soripts
letting you know if everything is working as supposed. In case you run into problems, others
may help you better if you save the log and post the log. htmi file on the support forums.

- g} Scripts (21) "
i:—| Sections (120) & Main Configuration [ 4
&-[¥ Processed (4792) i File [C:\WinBuilder074\Projects\VistaPE\config.script]....

)
*:-'::' Ignored (513) A Process common settings...
-4/ Info (38) [ IF - File does not exist: [C: \WinBuilderd74\Projects . ..
[V FileCreateBlank - Created a new file: [C:\WinBuilderd., ..
|7 IniAddSection - Created section in file: [C:\WinBuilde. ..
¥ IF - [in ram (boot.wim)] is not equal to: [normal] eval...
|7 IF - [in ram (boot.wim}] is equal to: [in ram (boot. wim})]
[V Iniwrite - Wrote INI key in file: [C:\WinBuilder074\Pr...
[V Iniwrite - Wrote INI key in file: [C:\WinBuildero74\Pr...
[ Inivrite - Wrote INI key in file: [C:\WinBuilderd74'Pr...
[ IF - [grub4dos {recomended)] is equal to: [grub4dos ...
[ Inivvrite - Wrote INI key in file: [C:\WinBuilder074'pr...
Q‘;‘ IF - [grub4dos {recomended)] is not equal to: [stand...
) IF - [orub4dos {recomended)] is not equal to: [auta] ... =~

1) Save as log.html ‘ ‘ | 4 Refresh ‘ ‘ (] View last log

Note: It is not uncommon to have one or more warnings in a build. If there are any errors, you can browse the log and
see what is causing the problem.

e The created VistaPE CD ISO file can be found the ISO sub-folder in the folder in which WinBuilder was installed.
In this example, it is in the C:\WinBuilder074\ISO folder.

&3 /) » Computer » Local Disk (C) » WinBuilderd74 » 150 [ 4|
8y Organize ~ = Views ~
Eavcite Ginks Name Date modified Type Size
|| VistaPE.iso 5/21/2008 2:28 PM IS0 File 134,064 KB

Ei Documents

*  Add Comodo BackUp to the VistaPE image

Before adding Comodo Backup, copy from C:\Windows\System32\ oledlg.dll to the Comodo BackUp install directory.

In order to add Comodo Backup folder to the .iso image you can use one of the .iso software applications which should
allow to add an entire directory to the existing image. Launch the software and open the .iso file. Add Comodo BackUp
directory to 'Programs’ folder contained by the .iso file. In the below image you can view this operation done with Magic
ISO.
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() Magic ISO Maker - C:A\WinBuilderI50\VistaPE-Core.iso E=REENL X
File Tools View  About
N B 0 G088 [B] 1o  35% M. 700M (10 for D)
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After adding Comodo BackUp directory, save the changes to the VistaPe.iso image.

This ISO file can be burned to a CD using any ISO capable burning program . You'll just be burning the VistaPE.iso file to a
CD instead of the WAIK img file to a DVD).

You may to consider using CD-RW media for burning your VistaPE CD. This will allow you to reuse the CD as you go
through the process of finalizing your VistaPE build.

You have completed building a plain VistaPE CD. Make sure the computer is set to boot first from the CD/DVD drive, insert
the VistaPE CD and reboot the computer.

Creating Windows 2008 server image with Windows PE
Windows Server 2008 boot process is almost the same as Windows Vista. If you want to use the install.wim from the
installation media, you can change the following steps a bit according to your requirement.

There are brief steps (note the step 3 will be a little different):
Step 1: Copy the Windows product DVD source files to a network share.
Step 2: Create a master installation.
Step 3: Capture an image of the installation.
e Boot the master computer by using your bootable Windows PE media.
e Atacommand prompt, capture an image of the installation. You can use ImageX command-line utility like this
imagex /compress <type> /capture c:\image_directory d:\imaging\data.wim 'new_image_file’

For more details, please refer to the 'Windows Preinstallation Environment (Windows PE) User’'s Guide’ document included
in Windows AlK.

e Replace the default Install.wim on the network share with your custom image. The image must be called
Install.wim.

Step 4: Create a custom answer file.

Step 5: Deploy the image by using Windows Setup.

Creating a Windows 7 image with Windows PE

The primary tool for customizing Windows PE 2.0 is PEImg, a Windows PE command-line tool. After creating a customized
image, you can deploy the image to a hard disk or create a bootable Windows PE RAM disk on a CD-ROM, a USB flash
drive (UFD) or a hard disk.

A Windows PE RAM disk boots directly into memory and is assigned the drive letter X, which does not correspond to the
media (for example, a UFD or a CD-ROM) from which you booted. Ensure that you have sufficient memory to support the
size of your Windows PE image plus any additional memory requirements, for example, if you plan on running any
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customized applications that need additional working memory.
Step 1: Set up a Windows PE Build Environment

Step 2: Mount the Base Windows PE Image

Step 3: Add Additional Package

Step 4: Add Additional Customizations

Step 5: Add Comodo BackUp

Step 6: Commit Changes to the Image

Step 7: Replace the Default Boot.wim File

System Requirements:

To build a technician computer, you will need:

e An x86- or x64-based computer running Windows XP, Windows Vista, or a Windows Server 2003 operating
system.

*  Windows OPK or Windows AlK.

e ACD or DVD burner to create portable media.

. Image-burning software.

*  .NET Framework 2.0 (provided with the tools during setup).

e Network access, to download the latest updates (if you plan to use the technician computer as a network share).

Default Installation Directories

By default, the Setup creates the following directory structure
C:\Program Files\<version>\Docs\

C:\Program Files\<version>\Recovery\

C:\Program Files\<version>\Samples\

C:\Program Files\<version>\SDKs\

C:\Program Files\<version>\Tools\

Step 1: Set up a Windows PE Build Environment

Create a required directory structure that supports building a Windows PE image.

e On your technician computer, click Start, point to All Programs, point to Windows OPK or Windows AlK, and then
click Windows PE Tools Command Prompt. The menu shortcut opens a Command Prompt window and
automatically sets environment variables to point to all the necessary tools. By default, all tools are installed at
C:\Program Files\version\Tools, where version can be Windows OPK or Windows AlK.

e Atthe command prompt, run the Copype.cmd script. The script requires two arguments: hardware architecture
and destination location. For example,

copype.cmd <architecture> <destination>

where <architecture> can be x86, amd64, or ia64 and <destination> is a path to the local directory. For
example,

copype.cmd x86 c:\winpe_x86
The script creates the following directory structure and copies all the necessary files for that architecture. For example,
\winpe_x86
\winpe_x86\ISO

\winpe_x86\mount
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This command copies all of the X86 files into a folder called c:\WinPE

Step 2: Mount the Base Windows PE Image

Mount the base image to a local directory so that you can add or remove packages.

e Atthe command prompt, mount the base Windows PE image (Winpe.wim) to the \Mount directory by using
ImageX. For example,

imagex /mountrw c:\winpe_x86\winpe.wim 1 c:\winpe_x86\mount

Step 3: Add Additional Package (this step is optional)

Install additional packages:

In order to start Comodo BackUp GUI, you need to install an additional package to your basic WinPE image and this is
winpe-hta.cab. Otherwise, you can just copy oledlg.dll from C:\Windows\System32 to Comodo Backup install directory.

Use the following command line in order to install any packages:

dism /image: %WINPEDIR %\mount /Add-Package /PackagePath:"%Program Files%\Windows
AlK\Tools\PETools\x86\WinPE_FPs\<PackageName>.cab"

For example:

dism /image:c:\winpe_x86\mount /Add-Package /PackagePath:"c:\Program Files\Windows
AlK\Tools\PETools\x86\WinPE_FPs\winpe-hta.cab"

A list of the available packages and their functions

Package Name Description

WInPE-FONTSupport-<region>-Packages | Additional font support for ja-jp, ko-kr, zh-cn, zh-hk, and zh-tw.

WinPE-HTA-Package HTML application support

WinPE-MDAC-Package Microsoft Data Access Component support

WinPE-Scripting-Package Windows Script Host support

WinPE-SRT-Package Windows Recovery Environment component (available only on the Windows
OPK)

WinPE-WMI-Packages Windows Management Instrumentation (WMI) support

WinPE-XML-Package Microsoft XML (MSXML) parser support

e Repeat Step 1 for each package.

Step 4: Add Additional Customizations
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This step is optional but recommended. You can add applications and scripts to your Windows PE image that you might
need while working in Windows PE. The following is a list of common tools to include in your Windows PE image.

¢ ImageX
A command-line tool for capturing and applying images during deployment scenarios. For example, at a
command prompt,

copy "c:\program files\<version>\Tools\x86\imagex.exe" c:\winpe_x86\iso\
Package Manager (Pkgmgr.exe)

A tool for servicing Windows image (.wim) files offline. You must copy the entire \Servicing folder and MSXML6 binaries.
Offline servicing requires ImageX. For example,

xcopy "c:\program files\<version>\Tools\<architecture>\Servicing" c:\winpe_x86\iso\Servicing /s

copy %windir%\system32\msxml6*.dll c:\winpe_x86\iso\Servicing

where <version> can be Windows OPK or Windows AIK and <architecture> can be x86, amd64 or ia64. In both previous
examples, the tools are not loaded into memory during a Windows PE RAM boot. The media must be available to access
the tools.

To load the tools into memory along with Windows PE, copy the source files into the mounted \Windows directory. For
example,

c:\winpe_x86\mount\Windows

Important: Adding files to the \Windows directory will increase the size of your Windows PE RAM image. Ensure that your
computer has sufficient memory to boot Windows PE and to run various applications.

Step 5: Add Comodo BackUp

Copy the Comodo BackUp install directory to C:\winpe_x86\mount.
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Step 6: Commit Changes to the Image

Commit the changes to the original image file (Winpe.wim) by using the ImageX /unmount option with the /commit option.
For example,

imagex /unmount c:\winpe_x86\mount /commit

Step 7: Replace the Default Boot.wim File

Replace the default Boot.wim in the \ISO directory with your new customized image. The image must be called Boot.wim.
For example,

copy c:\winpe_x86\winpe.wim c:\winpe_x86\ISO\sources\boot.wim

You have a customized Windows PE RAM disk image that you can place on bootable media, like a CD-ROM or a UFD.

Booting Windows PE

After creating a custom Windows PE image, you must decide how the image will boot up and where it will run from. The
first method is booting from a removable media into random access memory (RAM) and then running directly from a RAM
disk. The second method is booting and running directly from a CD or the hard disk.

Tip: A USB flash drive consists of a flash memory data storage device integrated with a USB (Universal Serial Bus). USB
flash drives are typically removable and rewritable, and physically much smaller than a floppy disk.

There are methods of starting Windows PE by using a RAM disk. You can create bootable Windows PE RAM disk images
on:
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* CD-ROM.
. A USB flash drive (UFD).

Normally, when you start a computer from a hard disk drive, a CD-ROM, or a Windows DS (PXE) server, Windows keeps
operating system file handles open and dedicated to that instance of Windows. Therefore, you cannot remove the CD that
you used to start the computer and insert another CD. You cannot delete the hard disk partition from which you started the
computer. The Windows DS (PXE) server that is used to start the computer must keep those file handles open, and
Windows PE client computers cannot be detached from the network without causing Windows PE to become unstable.

The size of Windows PE enables the entire Windows PE operating system image to load into random access memory
(RAM) and to start the computer from a RAM disk. The RAM disk boot feature provides a virtual CD file system in memory.

The Windows operating system Setup Loader now supports loading Windows PE from a RAM disk. The RAM disk driver
supports loading an ISO-9660 (CD) image as a RAM disk.

Booting Windows PE from a RAM disk enables you to:

e Swap the CD that is used to start the computer and insert another CD to add drivers, utilities, applications, or a
Windows operating system image.

e  Start the computer from a Windows DS (PXE) server with the ability to disconnect from the network once
Windows PE has loaded. After the initial download of the Windows PE image, there is no longer any dependency
on network resources, such as file handles, which normally must remain loaded until the Windows PE client
computer restarts.

e Delete and repartition the hard disk from which Windows PE has just started.

. Decrease total boot time.

Creating a bootable CD-ROM

e Atthe command prompt, create a .iso file by using oscdimg. For example,
oscdimg -n -bc:\winpe_x86\etfsboot.com c:\winpe_x86\SO c:\winpe_x86\winpe_x86.is0
For IA-64 architecture, replace Etfsboot.com with Efisys.bin.

e Burn the image (Winpe_x86.is0) to a CD-ROM.

Creating a bootable UFD

e Login to your Operation system. Insert your UFD device.

e At a command prompt, use Diskpart to format the device as FAT32 spanning the entire device, setting the
partition to active. For example,

diskpart

select disk 1

clean

create partition primary size=<size of device>
select partition 1

active

format fs=fat32

assign

exit

where the value of disk 1 is equal to UFD.

e On your technician computer, copy all the content in the \ISO directory to your UFD device. You can manually
create the directory structure or use the xcopy command to automatically build and copy the appropriate files
from your technician computer to your UFD device. For example,

xcopy c:\winpe_x86\iso\*.* /s /e /f f:\

where c is the letter of your technician computer hard disk and f is the letter of your UFD device.

Launching Comodo BackUP using Windows PE
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Note: In order to launch Comodo BackUp using Vista, you must copy C:\Windows\System32\oledlg.dll to your Comodo
BackUp installation directory (default = C:\Program Files\COMODO\COMODO Backup\ ).

1. Boot your system using the Windows PE CD/DVD or USB that you have created. Open the command prompt
and switch to the drive upon which you have installed. (for example,

X:\windows\system32> D:

where 'x" is the boot drive and 'D: is the installation drive.

2. Use the CD command to point to the Comodo BackUp installation directory. For example,
D:\CD Program Files\COMODO\Comodo Backup\

3. Open cbu.exe. For example,

D:Program Files\Comodo\Comodo Backup\cbu.exe.

'z Administrator: Xz\Windows\system32\cmd.exe
[“~computername [/CACHE] | [~ALL]1 | ADOMAINL:domainname]]

The zyntax of this command i=s:

MET UIEW
[““computername L[/CACHE] | L[-ALL] ! DOMAINL:domainname]]

The syntax of this command is:

MET UIEW
[“*computername [ CACHE] | [-ALL] { ~DOMAINL:domainname]]

Load vdbusz driver

DruvLoad: Succeszsfully loaded x:“Program Fileszs“Comodo“Comodo BackUp*wdbus.inf.
B isWindowsssystem3d2 >d:

D:~>cd “"Program Files'

D:~Program Files»cd COMODO

D:~Program Files>COMODOXcd *"COMODO Backlp'

D:~Program Files>COMODO~COMODO BackUpXchu

D:“Program Files“COMODO~COMODO BackUyp>

Bart’s PE (Bart’s Preinstalled Environment)

This is a lightweight variant of Microsoft Windows XP or Windows Server 2003 32bit operating systems, similar to a
Windows Preinstallation Environment, which can be run from a Live CD or Live USB drive.

A BartPE system image is created using PE Builder. It requires a legal copy of Windows XP or Windows Server 2003.
Additional applications can be included in the image using plugins. It complete Win32 environment with network support,
a graphical user interface (800x600) and FAT/NTFS/CDFS filesystem support.

Requirements to build

Supported Windows version:
Windows XP Home Edition (slip streamed with Service Pack 1 or higher)
Windows XP Professional (slip streamed with Service Pack 1 or higher)
Windows Server 2003, Web Edition
Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition

PE Builder runs on Windows 2000/XP/2003/BartPE systems

CD/DVD writer to creat a bootable CD/DVD
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To create BartPE CD:

1. Make sure that your system has about 500MB of free disk space.
2. Download the latest PE Builder version (self-installing package) and install it.

3. Start PE Builder (pebuilder.exe). When you start PE Builder for the first time it will ask if you agree with the
license agreement.

4. PE Builder will ask to search for windows installation files. If you don't have your windows XP setup/installation
files on your system you must insert the original Microsoft Windows XP installation/setup CD at this point.
The files you have at c:\windows are not installation files. They are your already installed files.
Click "yes" to start searching. PE Builder will now search all fixed- and CD-Rom drives for Windows installation
files. This will take some time. When more than one valid location is found, a dialog will appear where you can
select which location you want to use.

5.In order to include the install directory of Comodo BackUp you need to specify the path in 'Custom (include
files and folders from this directory)’ field. Make sure you browse for C:\Program Files\COMODO, this way the
content of this folder (the sub-folder Comodo BackUp) will be included in the output.

PEBIderWaspa0a! A=l

| Builder Source  Help

Builder
Source: (path ko ‘Windows installation files)
| ety

Custam: (include files and Falders Fram Ehis directary)

: ".'IF’rul:n‘:IIu FI[H;-ILI_I[ ADDC E]

Output I{C 'l,pel:umlu:lerSllEla'l,EartPE}
| BartPE

Media oukpuk

) Mone
{f} iCreate IS image: I{enter Fllename} n
| ci 'l,pel:uU|Iu:|er31lﬂa'l,pel:uullu:ler is0 E]
'[:1' Burn ko COYDYD AukoErase RW Eject after burn
Bt using: SkarBurn
| Plugins Ll Buld | Exit

By clicking 'Plugins’ in the main-menu, you will reach the list of all the plugins that can be found in the plugin
folder. Some of these folders will be Enabled (they will be included in the created output) and some will be
Disabled (they will not be included in the output). All of the listed plugins are free software programs that, if
Enabled, you will be able to run once you successfully create the bootable CD and actually boot with it. You can
go through the list and set Enable / Disable for all the available plugins to your liking.

Comodo BackUp User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 168



COMODO

Creating Trust Online®

Plugin list:

Enabled | arme | File | il

Yes BartPE Installer vz peinstipeinst.inf

es BARTFE: MNetwork Support bartpeibartpe.inf

Mo Book Fix (Enabling "Press any key to boat from CD") biaatFisibootfix.inf

Yes Check Disk {chkdsk, exe) chkdskichkdsk.inf

Yes Custarize leustorm’custam,inf

Ma Deep Burnet Fres deepburnerdespburner.inf

Mo Disk Commander +1.1 dskemdhdskemd.inf

Mo Dos 16-bit support For 'WinPE dospetDospe.inf

Yes Drive Snapshot snapshotlsnapshat.inf

Mo ERD Commander 2002 erd2002yerd2002.inf

Mo IrfanView irfarvieshirf anview,inf

es Keyboard Lavout {read PluginHelp) kevboardikevboard.inf

Mo McAfee Stinger stingeristinger.inf

Mo Mcafee Yirusscan for Win3z2 mcafeeimeafee.inf

Mo Mero Burning Ram nero burning romipenero.inf

Yes Muzrenu nuzrenulnuzmenu.inf

Yes Mu2Shel zzB\nuzshellinuzshell.inf

Yes PEMETCFG: Automatically start PE Mebwork configurator penetcfglautorun-penetcfg.inf

Yes PEMETCFG: PE Metwork configurator (theTrukh) penetcfgipenetchg.inf

Mo PUTTY putbsyhputty inf

Yes RA&MDisk [Nu2 Productions] ramdiskiramdisk.inf

es Remote Deskiop Client mskscimstsc,inf

Mo RpcSS needs to launch DComLaunch Service first - SPZ only deomlaunchidcomlaunch.inf

‘Yes Serial Mouse sermouselsermouse,inf

Yes Starkup Group aukorun’autorun.inf

Mo Startwind ISCSI Server Stariwind! Stariwind.inf

Mo Symantec Ghost 5.0 ghostshghost.inf

Mo Total Commander vé total commanderitotalcmd.inf

Mo UlkraviC ultravnciultravne.inf =
Close I EnableiDisable | Canfig | Refresh |
Edit | Add | Remove | Help |

6. At the main PE Builder dialog, select the "Burn to CD/DVD" option. When you are using an erasable medium,
make sure that the 'AutoErase RW’ option is enabled. The "burn using" option should be set to 'StarBurn’. Select
your CD writer device from the Device list.

7. Hit the "build" button. PE Builder will now ask you to create a BartPE directory, answer with 'yes’.
8. The license for your Microsoft Windows XP product is shown. Read it and agree to it to continue.
9.PE Builder will now start building BartPE. This will take a few minutes.

You will see a lot of files getting copied and/or decompressed, the ISO image build and the data recorded to your
CD/DVD writer. If the data verify was correct and there where no errors reported you can boot the CD/DVD.

Features and Benefits:

BartPE is not supported by Microsoft. Windows PE is an official Microsoft product.
BartPE has a graphical user interface. Windows PE has a command line interface.

The tools needed to make a BartPE installation are free software. Windows PE is available only to Microsoft OEM
users.

BartPE allows unlimited custom plugins. Windows PE has a limited range of plugins options.

Accessing very large (>2TB) NTFS volumes or accessing volumes that are not seen by the BIOS, like some fibre
channel disks.

Very reliable scanning and cleaning of viruses on NTFS volumes using a 'clean boot'.
Active Directory support.

Have remote control over other machines, using vnc or remote desktop.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet.
Comodo CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content
Authentication (Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In
addition, with over 10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an
extensive suite of endpoint security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish
the Comodo companies as vital players in the Internet’s ongoing development. Comodo, with offices in the US, UK, China,
India, Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000

business customers and millions of consumers, providing the intelligent security, authentication and assurance services
necessary for trust in on-line transactions.

Comodo Security Solutions, Inc. Comodo CA Limited

525 Washington Blvd. Jersey City, 3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
NJ 07310 Salford, Greater Manchester M5 3EQ,

United States United Kingdom.

Tel- +1 888.256.2608 Tel : +44 (0) 161 874 7070

Tel: +1.703.637.9361 Fax : +44 (0) 161 877 1767

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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