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1 Introduction to Comodo Antispam
Gateway

Comodo Antispam Gateway (CASG) is an email filtering solution that blocks spam, email-borne viruses and other unwanted mail
from reaching your inbox. This helps free up company bandwidth and saves you the daily hassle of deleting spam mails.
Logging into your CASG user account will allow you to quickly check/release quarantined mails and search the log files. Users
can also modify their account settings and change their password from within the interface.

Features and benefits include:
«  Complete Antispam protection for incoming mails
»  Complete Antispam protection for outgoing mails
- Easy to use and configure

«  Easily manage quarantined mails

«  Easily manage recipient whitelist
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Support Inceming =]
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f— : L W
8 1 988 COMODO (286.6361) L.:l ¢ =

= B =

Auarantineg HERON Sp&an Lag searct
Qutgaing =]

3

d

Log search
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4 %
My profile Manage regart
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Guide Structure

This guide is intended to take you through the use of Comodo Antispam Gateway and is broken down to the following main
sections. The guide can be navigated using the bookmark links on the left.

«  How to...- Provides explanation on how to use a specific feature.
«  The User Interface - Provides a snapshot of main functional areas of CASG.

»  Logging-in to the User Interface - How to login to the CASG interface.

«  The Dashboard Area - Describes briefly about Quarantine management and Account management.

*  Incoming - Detailed explanation on how to manage quarantined mails and perform log search of incoming emails.
«  Outgoing - Detailed explanation on how to perform log search of outgoing emails.

«  Account Management - Detailed explanation on how to change login password and add or remove the self-user
to recipient whitelist, managing subscription to periodical quarantine summary reports and configuring language
for messages displayed/sent by CASG.

«  CASG Reports - An Overview — An overview of the periodical Quarantine summary reports generated and sent to User
by CASG.
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Quick Link to Online Help Guide

Various interfaces will display a help button @ at the top right side of the interface. Clicking on this help button will take you to
the respective help page of CASG online help guide for more detailed explanation.

2 How to...Tutorials

The 'How To..." section of the guide contains guidance on using CASG effectively. Click on the links below to go the respective
tutorial page for detailed explanation.

«  How to login to CASG

«  How to get a new password

«  How to manage your quarantined mails

«  How to use filter options in the Quarantined emails interface
«  How to check when an expected email is not received

«  How to retrieve an email which had virus attachment

«  How to subscribe for periodical Quarantine Report Summary
«  How to perform a log search of your incoming emails

«  How to add or remove a user from recipient whitelist

«  How to report spam emails

»  How to perform a log search of your outgoing emails

2.1 How to Login to CASG

Since CASG is a web application, you can login into your account using any Internet browser by entering
https://antispamgateway.comodo.com/user/ in the address bar of your browser.

Comodo Antispam Gateway User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 4
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C cCOMODO
Antispam Gateway

L

‘ L Email User Interface

Username

Password

Fargotten wour pasaword

Login to the interface with the Username and Password that were sent to you via email after adding you as an user in the CASG
account.

In order to ensure safety, CASG will lock the user account if the login attempts fail for more than three attempts due to incorrect
Username or Password. The account will remain locked for 30 minutes and will allow you to login after it on entering the correct
Username and Password.

L Email User Interface

Your account is locked and will be unlocked in 30
minutes.

Username

Password

=y

-
OO

For s

Mo

Your passworng

The time period for which the account is to be kept locked after unsuccessful login attempts can be customized by contacting
your Comodo Account Manager.

In case you have forgotten your login password, click the 'Forgot your password' link to generate a new password for accessing
CASG. Click here for more details.

Comodo Antispam Gateway User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 5
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2.2 How to Get a New Password

If you have forgotten your password, you can reset it by clicking the 'Forgot your password' link under the login button or by
requesting your administrator to generate a new password for you. If you know your current password but wish to change it for
any reason then login, click "My Profile’ then 'Change Password'. Click here for more details.

To generate a new password from CASG login interface

Enter https://antispamgateway.comodo.com/user/ in the address bar of any Internet browser.

The login interface of CASG will open.

L Email User Interface

Username

Password

«  Click the 'Forgot your password?" link.

The 'Forgot your password?' interface will open.

f COMODO
Antispam Gateway

-

Forgotten your password ?

To reset your password, type the full username you use to sign in to your account.

Username | : Send password

Having Trouble? Support is here to help. Open a Ticket at support. comodo.com or call 1.888.COMODO (266.6361)

«  Enter your full username including domain address, for example, 'johnsmith@exampledomain.com' in the 'Username’
box and click the 'Send password' button.

A new password will be generated and sent to your email address.

Note : You can use the above option if you are already a CASG user and forgotten your password. If you are a new user,
contact your administrator to add you as a new user and get a password for accessing CASG.

Comodo Antispam Gateway User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 6
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To change the current password

«  Login to the CASG interface.

—1
==
E
«  Click 'My Profile' from the 'Account management' menu bar or the icon in the Account Management
configuration area.
The "My Profile’ interface will open.
My profile [
4 =
Change Change
assword safings
o , el
»  Click 'Change Password icon.
The 'Change Password' dialog will be displayed.
rChange Password ﬁ1
Mew password :
Confirm password ; | |
| Save | | Cancel |

«  Enter the 'New password' and confirm it in the respective boxes and click the 'Save' button.

Password successfully changed dialog will be displayed.

i "

Success Bl

@ Password was successfully saved.

«  Click 'OK".

Now you can access CASG with the new password.

2.3 How to Manage your Quarantined Mails

The 'Quarantine’ area in CASG allows you to view all your quarantined emails. You can also send request s to administrator to
release quarantined emails or add senders to either whitelist or blacklist. From this interface you can delete a selected or all the
spam mails.

Note: The administrator of your email account should have enabled this feature for you. If you are not able to view and access
your quarantined mail list, contact your administrator for enabling and accessing your quarantined emails.
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Tip: You can configure CASG to send Quarantine summary reports periodically to your email. The report will contain a list of
mails identified as spam and were moved to Quarantine automatically by CASG. For more details, refer to How to Subscribe
for Periodical Quarantine Report Summary.

To open the quarantined email interface:

«  Login to the CASG interface.

.
»  Click 'Quarantine' from the 'Incoming' drop-down menu in the menu bar or the ﬂ icon in the 'Incoming'
configuration area.

The quarantined email area of the user will open:

# Dashboard Ireoming = Outgoing = Account management =

Diashboard & Quarantine
Quarantine i

Th Showmessage | T} Show message innew window g Delete g Deleteall G Refresh

3 Regiiest ielease Requiarst blacklst E Reqpest whitelist 4o Cancel nequest

Filters
Sulgect Fram T Date (GMT +3F  Reason Size i/ Action
0il Fose an Incredible 2000 pips Over the Summer! 4 pobg@xsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blackist
<alice@esample.coms 0 ISMIhE@sgdevcomoda.ad 12:55:38 PM Cornbinad requesied
. 015y
Creale a Blood Netwark you can depend upon veronica nobicsgdevcomodo.od.ua Sep 27, 2012 spam i kB Whitelist
=reromMca@enample coms 3 jEmith@cegdevcomodo.ad) 12:55:08 PM Combinad reguestad
(03T
Health Insurance : Family Heasth Insurance for just 4. sobi@csgdevcomodo.odua Sep 27, 2012 spam 6 KB Release
H0mmonth® «alice@erample coms o jemithcegdey comodo od) 12:54.20 P r.nn binad rauesied
(013
Stdl Singla® Mast your Soul Mate hera ] nobi@csgdevcomodo.od.ua Sep 27, 2012 spam 4 KB
<yelonica@eample come milthgpesgdey cormoda.ad) 12:54.11 P Combingd
(L S ]
1] ze Store - Get 15% off on Linitad Edition Stock ifa] i i e 1T 1 . 25 K

The quarantined emails are displayed with eight columns providing information about the subject, the sender, details of the
recipients, the date it was sent , the reason it was quarantined, the size of the email and if there is any attachment. The last
column indicates the action taken by the user for requests to the administrator such as releasing quarantined emails or to add
the sender to blacklilst or whitelist.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Use the filter option to search for particular email. See 'How to use filter options in the Quarantined emails interface' topic for
more details.

Viewing Quarantined Mails

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Show message'
and 'Show message in new window' buttons will be available in the interface.

Comodo Antispam Gateway User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 8



cCOMODO

Creating Trust Online®

The mails added to the Quarantine can be viewed in two ways:
+  Inthe same CASG window
« Inanew CASG window

To view quarantined mails in the same CASG window:

»  Inthe quarantined email area, select the mail that you want to view and click the 'Show Message' button.

or
«  Click on the email link in the subject column that you want to view its details.

# Dashboard Incaming = Outgoing = Account management =

Dashboard s Guaranting

Quarantine i

Th Show message innew window ‘g Delete ‘g Deleteall  § Refresh

3 Raquiest releass E Rsrpi st blisckEst E Riequiest wihitedist Yo Cancel iequest

Filters
Subyect From To Date (GMT +3F  Reason Size ﬂ Action
Qil Frose an Incredible 2000 pips Over tha Summer! 5. nabifcsgdeavcomodoadua Sep 27, 2012 spam 10 KB Blacklist
«alice@esample coms 0 ISmith@esgdevcomoda.ad 125538 P Combinad reguesied
. 15
Creale a Blood Metwark you can depend upon JRronica nob@@csgdevcomodo.odua Sep 27, 2012 spam i KB Whitelist
sreroMca@enample come . jsmith@csgdevcomoda.od 12;55.08 PM Combinad requested
(03N
Health Insurance : Family Heafth Insurance for just .. nobi@csgdevcomodo.odua Sep 27, 2092 spam 6 KB
FaDhmorth® «alice@example.coms o jemithg@csgdey comodo,od) 125420 PM r_n:'|‘: ned
L1 ]
St Single? Mest your Soul Mate hera #ronica mobi@csgdevcomodo.od.ua Sep 27, 2012 spam 4 KB
seeronica@erample.coms mithghesgden cormodo ad 12:54:11 Pl Combingd
(032)
Wy Size Store - Get 5% off on Lenited Edition Stock il (£154] i eq AT, 3 2 15 KE

The selected mail will open.
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E-m il E3

Hormal All headears

S Requestrelease  [B Requestblacklist [ Request whitelist 45 Cancelrequest g Delete

Subject  $ 4901 gift certificate and a free trolley bag
From  Alice <alice@example.com=
To  bobdrcsgdevcomodo,od.ua, jsmithia@csgdev.comodo,od.ua

L i
Date  KMon Oct 01 08:53:34 EEST 2012
(GMT +3)
Size T59KB

Action  Whitelist requested

Plaintext | Himlsource | Original Yiew

Dear User,

This is a Limited Period Privilege Cash Saving Gift Certificate that comes Lo you a3 an |
ACT NOW! Offer Closes on 30th SEP 2012!

Pleaseg Click Here To Use Your Privilege Gift Certificate

Best Wishes,
Himanshu Pandey

Head: Marketing & Sales

< »
Attachments

B powntoad
Name Size
sTBelAalrLenSide JPG 64 KB

By default, the email will open in Normal view and will be displayed in Plain text, where the images, banners and links will be not
be displayed. Clicking the 'Html source' tab displays the email will all the html tags. To view images and links, click the 'Original
View' tab. The user can also request the administrator to release the email or to add the sender to whtelist or blacklist.

Awarning will be displayed before you want to view the selected email in original.

Warning ﬁ

/o Arewou sure you want to view this spam email?
.=_- ":;. This action may harm your personal data. More
info at hitpfenwikipedia.orgheikiniCross-

site_scripting

OK Cancel

»  Click 'OK' to view the email.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the email or to add

Comodo Antispam Gateway User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 10
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the sender to whtelist or blacklist. If there is an attachment, you can download it from this dialog.

< >
Attachments

E Dowinload
Name Size
57BelAlrLeftSide JPG 65 KB

»  Select the attachment and click the download button.
The download dialog will open.

Opening _ = .jpg

Y¥ou have chosen ko open

@ 57BelairLeftside. JPG

which is a: JPEG Image
Fram: https://antispamgateway.comodo. com

Wrhat should Firefox do with this File?

O comunn

()i Save File

[ ] Do this aukomatically For Files like this From now on,

CK, ] [ Cancel

You can open the attachment with an appropriate application or save to a desired location in your computer.

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.
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Mormal All headers

Q, Download message

M Oct 2012 05:53:19-0000 A
H-Yahoo-Newman-Propery : ymail-3

H-Yahoo-Newman-Id : 169588.69133.bm@omp1008.mail.sg3 yshoo.com

Received : (gmail 941 54 invoked by uid G0001); 1 Oct 2012 055315-0000

DEIM-Signature ;vw=1, a=rsa-shaZab; c=relaxedirelaxed, d=yahoo.coin; s=s1024,

=1348070798; bh="nX0mgl38ujOcflTILRCzkh++b5)0Fhr+0+hG4aGriRE=,

h=-YWail-0SG: Recaivad x-hMailerMessage-1D:Date:From: Subject. To MIME-Version:Content-Type;

b=wBLpSwWIKAISWINIG RicIB SwWWNEPP s+ TMIZSXD kNUDrUKT Cd+4@YwwinlGJoLj090Cd20LG 1 TCyi1igBagRE6GXeYCHvUmONIo
vkb G CrxnCZMHwCFBRFNYSTyHQmyiBbi7 c O +v0Gp8ra@HTipPPIGUTu+OdoaTkB UeiT8=
Domainkey-Signature © asrsa-shal; g=dns,; csnofivs; s=51024, d=yahoo.co.in;

h=¥=YMail-0SG Recaivad x-Mailer.Message-1D;. Date. From; Subject. To MIME-Version:Content-Type,
b=\W55D+BJrGYbIVY CFWo2 IBEXEMDOSIEMhgkBrkGDluizai skzKF ywHNuBhM

[kof54 WBEJKshz4kzIngZF DplS CZAACmMBLQEBdgwkDI+uM1J1 Dol 81Y/UcMBO TihpahgwjU+PrPod
MQZj0B9aCeregkd+m1Z3cvhCIC dhwi=,

FMai080  GUBMHS4VMTLIOT MRy 4w T Jw . uDyh EILWPITFRagCRyWagB
EaUquDOc le ndh2BWVEF GLpHOXL_yUrmLe_mlUpOyvmiAs unwz3JPE2R0aY
CGegaOgigPHYDLIDIFMEQRY_4BiaRBITPS024_Rwdony OhHESrSbwvU 2V Qe
MRyBFhorkALIDgWS o Mp 2d MILAR |OMgyve p 30 CCy3Nr_pekBI0al554

mELIOMIF MBwnhYrodHBKbEM 41 Loval bPLDuY kel 3UovAMo1 oC B0 HdH1
gebl_9BeGH3ZhIKTs20y00dIQ DR L. h3GERMNZOWIDEGIMT UolrT 7AGLCY

EMITEUYGRZECT nSuhix RAehFMNy4I4i9chnP sKT nniHK Se Qdvyd) QIH

HkCpNogHwn3zP 3y_ASHI_ _FJ9khb YyEewndDCBxsbwOEsSmivBcsut

AE kKGO 41A_KObK_2MuCw? 8] Tof |04Emkul ClinkHIC Jp 2«Dix EDBES P
JReixPoyaHIw_HS2uSe0UahptnyoRdiBH SxkMNWIZscSW3esAIN j0HGOpEQ
EPHIMkenTI3imOsQsFcllysaphmFi_ S5qhyi QB hzas_05=F ROMLycw Ch

poel 2A2d 0S8 gEvhzF rbMTGUYEPITUZSRchMkwGrmU9s v 2parGCld puTvdgs.

ambaF gYgaF WSYWivr_jun30kkeyEKE 7 YKEHKboDCAGUww QTREZg ZdJTUZbuh

i29eFTrnCRY Nrvd 3h ZHF QGiA G-

Raceived : from [220.227.31.25] by web190502 mail sg3 yahoo.com via HTTF,

Mon, 01 Oct 2012 13:53:18 SGT
H=Mailer ; YahoohailClassic 5.0.8 YahooMailWebSerdices/) 8,121 434 v
Massage-1D ; =1 348070798.39403 YahooMailClassic@wab190502.mail.sg3.yahoo.com=

If you want to download the email, click 'Download message'. The file will be downloaded as .eml file and can be opened in any
email client.

To view a quarantined mail in a new CASG window

» Inthe quarantined email area, select the mail that you want to view and click the 'Show Message in new window'
button or right-click and select to open in a new tab or new window.
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aard Incaming = ount management =

Dashboard s Quarantine

Quarantine ]

Th showmessage § T} Show message innew window ) g Detete ‘g Dedete all | 5% Refresh

a Rquast poleass a5 Feqest whitelist ﬁ Cancel yegquest

Filtars
Subject From To Diate (GMT +3F  Reason Size ﬂ. Action
0il Fose an Incredible 2000 pips Over tha Summer! . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@csgdeveomoda.ad 12:55:38 PM Cornbinad reguesiad
) {15y
Create 3 Blood Metwark you can dapend upon Ve vobi@csgdevecomodo.odua Sep 27, 2012 spam i KB Whitelist
syefonca@enample come=2 smithi@csgdevcomodo.ad. 1 2:55:08 FM Cornbined recuesied
(0373
Health Insurance | Family Heafth Insurance for just 4. nobi@csgdevcomodo.odua Sep 27, 2012 spam b KB Release
240hmanth® ~alicegDesample. coms o pEmithi@csgdey comodo.ads 12:54:20 PM r.nn;; fed renguEsied
wmin
Sl Singla® Meet your Soul Mate here granica nobi@csgdevcomodo.ad.ua Sep 27, 2012 spam 4 KB
SeEfDMca@erample coms mithgbcsgdev comoda.ad.t 12:54.11 Pel Cambined

My Size Store - Get 15% o on Limitad Edition Stack il moda.ad ep 17,2012 spam 25 K

The browser will display a warning pop-up window notification. Click the 'Options"> then select 'Allow pop-ups for..." to allow to
open new message in a new window. Click again the 'Show message in new window'".

ig Firefoa peevesbed this site fram egening a popeop wind o, Dipeiens =

The details of the selected mail will be displayed in a new CASG window
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# Dashboard Incaming = Outgaoing = Account management -

Dazhbpard = Quaraniing < E-mail
E-mail il

Harimal All heaters

& Renmestrelease [ Request blacklist | B Request whitelist 4 Cancel iequiest | g Delate
Suldect 4907 gilt certificate and a free trolley bag
Froon Alice <alice@example.com™>
To  habd@csodevcmmado.odas, jsmith@csploccomodo.odaa
&
Cate  Mon Ot 01 0825334 EEST 2012
{GMT +3)

Size  THOMHB
Action  Wiitelisi redquested
Plaintext | Hbml source | Owiginal Views

Dear User,

Thia i2 & Limited Period Frivilege Cash Javing GLLT Certificate chat cowed Co you a3 an Excluaive benefic for belng & F
ACT NOW! Cffer Cloges om 30th SEP ZD12!

Please Click Here To Use Your Privilege Gifc Certificate

Best Hishes,

Himanshu Pandey
Head: Earketing & Sales

€ ¥
Attachments

B powntoan

Hame Size

ATBelALenSide JPG S KB

To delete a quarantined mail:

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Delete’ and
'Delete all' buttons will be available in the interface.

«  Select the mail that you want to delete and click the 'Delete’ button.
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aard Incaming = ount management =

Dashboard s Quarantine

Quarantine i

T showmessage | [T} Shew message in new wnluwj Delete all | %5 Refresh

3 Rquiist ook E R st belackEst ﬁ Riipest wihitedist ﬁ Cancel yequest

Filters
Subject From To Diate (GMT +38  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summerl . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@csgdevcomeda.ad 12:55:38 PM Corbinad reguesied
) (015
Create 3 Blood Metwark you can dapend upon Ve nobi@csgdeveomodo.odua Sep 27, 2012 spam G kB Whiteli=t
=yeromca@enample come 3 jsmith@csgdevcornodo.ads 12:55:08 FM Cornbined requested
(03T
Health Insurance : Family Heafth Insurance for just 0 pob@esgdevcomodo.odua Sep 27, 2092 spam b KB Release
240fmonth® -alice@esample.com= 0 ismith@osqdev cormeda.adl 12:54.30 FM Cormbined requesied
' (013
5tl Singla? Maet your Soul Mate hera granica mob@esgdevcomnodo.od.ua Sep 27,2012 spam 4 KB
sYEfocaE@erample. coms mithgbesgdev cormodo ad. 12:54:11 Pel Combined
(0.32y
Ky Size Store - Get 15% off on Limited Edition Stock | noda.od ep 27, 2012 29 KE

An alert will be displayed to confirm deletion of the selected email.

Delete emails B3

P Are wou sure you want to delete the selected
ermails?

K | | Cancel

«  Click 'OK" to confirm the deletion.
The selected mail will be deleted and will no longer be in the quarantined mail list.

«  Click the 'Delete All' button to remove all the quarantined emails.
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# Dashboard Incoming = Outgoing = Account management =

Dashboard s Quarantine

Quarantine i

T} Showmessage | B Show message in new window g Delede & Refresh

a Rquiist roleass R st blackEst ﬁ Riipest wihitedist {: Cancel yegquest

Filters
Subject From To Diate (GMT +38  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summerl . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@erample.coms 0 1SMith@csgdevcomeda.ad 12:55:38 PM Corbinad reguesied
) (015
Create 3 Blood Matwark you can dapend upon Varanica nabi@csgdeveomodo.odua Sep 27, 2012 spam i kB Whitelist
=yeromca@enample come jsmith@csgdevcornodo.ads 12;55:08 FM Corbined requested
(0373
Health Insurance : Family Heafth Insurance for just 0 pob@csgdevcomodo.odua Sep 27, 2092 spam 6 KB Release
240fmonth® -alice@erample.com= 0 ismith@osqdew cormeda.adl 12:54.30 FM Cormbined requesied
' (013
58l Singla? Maet your Soul Mate hera granica mob@esgdevcornodo.odua Sep 27,2012 spam 41 KB
SeEfomca@erample coms mithgbcsgdey cormodo ad) 125411 Pl Combined
(0.32)
kv Size Store - Get 15% off on Lmited Edition Stock | noda.od ep 27, 2012 29 KE

An alert will be displayed to confirm the deletion of all quarantined emails.

Delete emails 3
@ Are you sure youwant to delete all emails?

| Ok | |Cance||

»  Click 'OK' to confirm the deletion.

All the quarantined emails of the user will be deleted in CASG.

To request administrator for releasing quarantined mails:

After viewing and ensuring that the selected email is not a spam you can request your email account administrator to release the
email.

Note: Depending on the permission level configured for your email account by your administrator, the button for releasing
quarantined email will be either 'Release’ or 'Request release'. If the interface displays 'Release’ button, you can release the
selected email from the list without approval from your administrator.

«  Select the mail that you want to be released and click the 'Request release' button.
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oard Incoming = O Account management =

Dazhboard & Quaranting
Quarantine i

Th Showmessage [T} Show message innew window (g Delete g Dedete all | 5% Refresh

3 R il E R st belackEst ﬁ Riipest wihitedist ﬁ Cancel yeguest
Filters
Subject From To Diate (GMT +38  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summer! . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@isgdevcomeda.ad 12:55:38 PM Cornbinad reguesied
) {15y
Create 3 Blood Matwark you can dapend upon Jaronica nobi@csgdeveomodo.odua Sep 27, 2012 spam i kB Whiteli=t
syeromca@enample come 3 jsmithi@csgdevcomodd.ad. 12:65:08 PM Cornbinad recuesied
{037y
Health Insurance | Family Heafth Insurance for just ¢ nobi@csgdevcomodo.odua Sep 27, 2012 spam BB Release
240fmonth® -alice@erample.com= 0 ismith@csqdew cormeda.adl 12:54.30 FM Cormbingd requesied
. (IR k]
Sl Singla® Meet your Soul Mate here gronica mobi@csgdevcompdo.ad.ua Sep 27, 2012 spam 4 KB
sYEfomMca@erample. coms mithgpesgdey cormodo ada 125411 Pel Combined
(032
Wy Size Store - Get 15% off on Lmitted Edition Stock il iedn. ol Bq 27, 2012 25 KE

An email notification will be sent to your administrator for your request and you also will also receive the request email. This
request will also be displayed in the 'Action’ column of the users' Quarantined interface. If the administrator accepts the request,
the user will receive the email and if it is rejected, 'Release requested' text in the Action column will no be longer be displayed.

To request administrator for adding senders to blacklist:

To avoid receiving spam emails, you can request the administrator to add the senders of these emails to blacklist.

«  Select the mail that you want its sender to be added to blacklist.

# Dashboard Incoming = Outgoing = Account management =

Daghboard & Quaranting
Quarantine d

=} Showmessage | 7§ Show message in new window g Delete ‘sl Deleteall = %% Refresh

D Request release B Reqoest whitelist g5 Cancel equest

Filters
Sulgect Fram To Date (GMT +3F  Reason Size ﬂ Action
0il Rose an Incredible 2000 pips Over tha Summer! . pobgxsgdevcomodo.odua Sep 27, 2092 spam 10 KB Blackist
<slice@erample.coma -0 Ismithi@csgdevcomoda.ads 12:55:38 P Combinad requesied
. [N 1]
Create a Blood Metwark you can depend upon Varanica sobicsgdevcomodo.odua Sep 27, 2012 spam 6 KB Whitelist
=reroMca@enample coms 3 jEmith@csgdey comodo.adl 12:55:08 PM Combinad reguested
(03T
Health Insurance : Family Heafth Insurance for just 4. pobi@csgdevcomodoodua Sep 27, 2012 spam B KB Release
ZA0RMORIH" ~alice@erample.coma 0 EMIN@csgdevcomodo od| 126430 PH  Cornbined reduEsted
(013
Stil Singla® Mast your Soul Mate hera ] mobi@csgdevcomodo.od.ua Sep 27, 2012 spam 4 KB
Seronica@eample. coms mithgpesgdey cormodo.ads 12:54.11 P Cormbined
(032}
Wy Size Store - Get 15% off on Lsnited Edition Stack il a0 i ep AT 3 ; a5 HE

An email notification will be sent to your administrator for your request and you also will also receive the request email. This
request will also be displayed in the 'Action’ column of the users' Quarantined interface. If the administrator accepts the request,
the sender will be added to blacklist and the user will no longer receive any mail from that sender. If the request is rejected,
‘Blacklist requested' text in the Action column will no be longer be displayed.
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To request administrator for adding senders to whitelist:

If the incoming mails of authenticated senders are quarantined, you can request the administrator to add these senders to
whitelilst.

«  Select the mail that you want its sender to be added to whitelist.

# Dashboard Incoming = Outgoing = Account management =

Dashboard & Quararntine

Quarantine wd

7} Showmessage | TR Show message in new window Delete ‘g Deleteall G Refresh

3 Rl idisasi R st belickbst ﬁ Riippest wihitedist O Cancel nequest

Filters
Subject From Ta Date (GMT +3F  Reason Size il Action
0il Fose an Incredible 2000 pips Over tha Summerl . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@isgdevcomeda.ad 12:55:38 PM Cornbinad reguesied
) {15y
Create 3 Blood Matwark you can dapend upon Jaronica naobi@csgdevcomodo.odua Sep 27,2012 spam i KB Whitelist
syeromca@enample come=3 jsmithi@csgdev.comoda.ad. 12:55:08 FM Cornbinad reguesied
(03T
Health Insurance : Family Health Insurance for just 0 nobi@csgdevcomodo.odua Sep 27, 2012 spam b KB Release
240fmonth® -alice@erample.com= 0 ismith@csqdev cormeda.adi 12:54.30 FM Cormbingd requesied
. (IR k]
Sl Singla® Meet your Soul Mate here gronica mobi@csgdevcomodo.adua Sep 27, 2012 spam 4 KB
Seeromca@erample.coms mithghcggdey cormodo ada 125411 P Combingd
(032y
My Size Shore - Gel 15% off on Lmited Edition Stock pdi o i} eq A7, 3 i 25 K

An email notification will be sent to your administrator for your request and you also will also receive the request email. This
request will also be displayed in the 'Action’ column of the users' Quarantined interface. If the administrator accepts the request,
the sender will be added to whitelist and the mails from them will no longer be quarantined. If the request is rejected, "Whitelist
requested' text in the Action column will no be longer be displayed.

To cancel a request sent to administrator

You can cancel any of the requests, Requested release, Requested blacklist or Requested whitelist, made before the
administrator initiates an action for the requests.
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oard Incoming = O Account management =

Dazhboard & Quaranting
Quarantine i

Th Showmessage | [T} Show message innew window g Detete g Delete all | 5 Refresh

3 Rquiest ideas E Rt blackEst ﬁ Risipiest whitedist

Filters
Subject From To Diate (GMT +3F  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summer! . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@csgdevcomeda.ad 12:55:38 PM Corbinad reguesied
) (015
Create a Blood Meatwark you can dapend upon Jaronica nobiBcsgdeveomoda.odua Sep 27,2012 spam i KB Whitelist
=yeromca@enample come3 jsmith@csgdevcornoda.od.) 125508 FM Cornbined requested
(0373
Health Insurance : Family Heafth Insurance for just 0 pob@csgdevcomodo.odua Sep 27, 2092 spam b KB Release
240fmonth® -alice@erample.com= 0 ismithi@csqdev cormeda.adl 12:54.30 FM Cormbingd requesied
' (013
58l Singla? Maet your Soul Mate hera gronica pob@csgdevcornodo.odua Sep 27, 2012 spam 4 KB
SEfOACaEerample coms mithghcsgdev cormodo.ad. 125411 Pal Combined
032y
by Size Store - Get 15% off on Limited Edition Stock | moda.od ep 27, 2012 25 KE

»  Select the mail that you have sent request to administrator and click the 'Cancel request' button.

The cancel request will be processed and the Action column for the selected email will become blank. The request also will be
removed from the administrator's list.

2.4 How to Use Filter Options in the Quarantined Emails
Interface

You can use the filtering option in the Quarantined mails interface to optimize your search.

«  Click anywhere on the Filters tab to open the filters area of the Quarantine interface.

# Dashboard Incoming = Outgoing = Account management =

Dashbozrd & Quaraniine
Quarantine (]

[T} show message  [T) Show message innew window | (g Delete [ Delete all 5% Refresh
B request release | B RequestMackiist | (B Request whitelist | gy Cancel request

Filters =

dgE  subject ¥ | containg v T appiy tiier

You can refine your search much further by clicking " to add more filters.
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# Dashboard Incoming = Outgoing = Account management =

lashhigan] & Quaranting
Quarantine ¥

) Show message T Show message nnew window | g Delete | g Delete sl | 55 Refresh

5 roguestreiease B Requestbiackiist | B Request whitelist | s Cancel raquest

Filters =]
% Eubject * | | contains - T appty imer

x From - condsing i

b L ¥ | | containg hd

b4 Date * | equals - i

x Size (KE) * | les3 Man |0 fd

Subjoct From To [kter {GMIT +33 | Reason Siza il Action

You can remove a filter by clicking the ﬁ icon beside it.
«  Type the text in the third field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
«  Subject: Displays the result based on the text entered in the text box for the 'Subject' column.
- From: Displays the result based on the text entered in the text box for the 'From' column.
« To: The results are filtered based on the text entered in the text box for the "To' column.
When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

+  Contains: Displays all quarantined mails that contain the words entered in the text box.
«  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box.
Other options available in the first drop-down in the filters area:

- Date: Displays the results according to the selected date in the third box from the calendar.

« Reason: Displays a quarantined mail according to the selected reason (e.g., "Content", “Malicious attachment”,
“Scored 0.5/1.0").

- Size (KB): Displays the results according to size of the mail selected or entered in the third box.
When you select 'Date' option in the first drop-down, the following filters are available:

«  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar.

«  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar.

«  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar.

When you select 'Size (KB)' option in the first drop-down, the following filters are available:

«  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box.
- Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box.

Click anywhere on the Filters tab to close the filters area.

. %% Refresh , ) ,
Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
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‘ close the filters area and then click the 'Refresh' button.

2.5 How to Check when an Expected Email is not
Received

You are expecting an important email, but it is not in your inbox. The CASG filtering engine would have most probably classified
it as spam and quarantined. Search for it in the 'email quarantined' area.

To search for a particular email in the quarantine interface

«  Login to the CASG interface.

.
«  Click 'Quarantine’ from the 'Incoming' drop-down menu in the menu bar or the m icon in the 'Incoming'
configuration area.

All your quarantined emails will be displayed like shown in the example below.

Note: Depending on the permission level configured for your email account by your administrator, the buttons in the interface
may vary. For example, 'Show message', 'Show message in new window', 'Delete’ and 'Delete all' buttons may not be available
in the interface. The 'Request release' button may appear as 'Release' button enabling you to release quarantined mail without
approval from the administrator.

& Dashboard Incaming = Outgoing = Account management =

Dashboard s Guarantine
Quarantine i

Th Showmessage | [Th Show message innew window g Delete g Deleteall 5% Refresh

3 Rdquiest ieleass Reauist bliscklst E Risqpiest whitedist Yo Cancel iequest

Filters
Sulyect From To Date (GMT +3F  Reason Size ﬂ Action
Qil Frose an Incredible 2000 pips Over tha Summer! 4 nabifcsgdevcomodoaodua Sep 27, 2012 spam 10 KB Blacklist
«alice@esample coms 0 ISmith@csgdevcomoda.ad 125538 P Combinad reguesied
. 15
Creale a Blood Metwark you can depend upon Jeronica nobg@csgdevecomodo.odua Sep 27,2012 spam i KB Whitelist
sreromca@esample come . jemith@csgdevcomodo.ods 12;55.08 PM Combinad requesied
(0an
Health Insurance : Family Heafth Insurance for just o). nobi@csgdeveomodo.odua Sep 27, 2092 spam 6 KB Release
FaDhmorth® «alice@example.coms o jemithg@csgdey comodo,od) 125420 PM r_n:'|‘: ned requesied
L1 ]
Stll Single? Meet your Soul Mate hera #ronica pobi@csgdeveomodo.od.ua Sep 27, 2012 spam 4 KB
“eronica@eample coms mithhesgde cormodo ad) 12:54:11 P Cormbingd

ze Store - Gel 15% of on Limited Edifion Stock 1d mdo.ad ep 37, 01 spam 25 K

The quarantined emails are displayed with eight columns providing information about the subject, the sender, details of the
recipients, the date it was sent , the reason it was quarantined, the size of the email and if there is any attachment. The last
column indicates the action taken by the user for requests to the administrator such as releasing quarantined emails or to add
the sender to blacklilst or whitelist.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.
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»  Use the filter option to optimize your search. Click here for more details.

«  Click here to know how to manage your quarantined mails.

Tip: You can configure CASG to send Quarantine summary reports periodically to your email. The report will contain a list of
mails identified as spam and were moved to Quarantine automatically by CASG. For more details, refer to How to Subscribe
for Periodical Quarantine Report Summary.

2.6 How to Retrieve an Email which had Virus Attachment

CASG will quarantine all your incoming emails that it has classified as spam or with virus or with any other suspicious
attachment after the filtering process. You can retrieve your quarantined emails from the 'Quarantine' area in CASG.

To retrieve quarantined mails with attachments

«  Login to the CASG interface.

.
+  Click 'Quarantine' from the 'Incoming' drop-down menu in the menu bar or the ﬂ icon in the 'Incoming’
configuration area.

All your quarantined emails will be displayed like shown in the example below.

# Dashboard Ircoming = Outgoing = Account management =

Dashboard s Guarantine
Quarantine i

Th Showmessage | [Th Show message innew window g Delete g Deleteall 5% Refresh

3 Reguist ialeass R st blackEst E Riqpiest wihitekist 4o Cancel iequest

Filters
Sulect Fram Io Data GMT +3F  Reason Size ﬂ Action
0il Rose an Incredible 2000 pips Over tha Summer! . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist

o pEmithi@csgdevcomodo.ads 12:55:38 PM Cormbined requesied

<glice@esample.coms

[N 1]
Create a Blood Metwark you can depend upon Veronica nobicsgdeavcomodo.od.ua Sep 27, 2012 spam 6 KB Whitelist
=reroMca@esample coms 3 jsmithi@csgdev comodo ods 12:55.08 PM Combénad reguested
(03
Health Insurance : Family Heafth Insurance for just o). nobi@csgdeveomodo.odua Sep 27, 2092 spam 6 KB Release
ZADMPAINT <alice@erample coms 0 [SMIAECSQUEYCOMDN 0l 1254 30PM  Combined reuEstEd
(IR kS
Stdl Singla? Maet your Soul Mate hera ] pob@csgdevcomodo.od.ua Sep 27, 2012 spam 4 KB
“Efonica@erample coms mithgheggde cormoda ad) 125411 P Combingd

7e Blore - Get 15% of on Limited Edition Stock il Talld) i} Bp AT, 3 K, 15 KE

The quarantined emails are displayed with eight columns providing information about the subject, the sender, details of the
recipients, the date it was sent , the reason it was quarantined, the size of the email and if there is any attachment. The last
column indicates the action taken by the user for requests to the administrator such as releasing quarantined emails or to add
the sender to blacklilst or whitelist.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.
»  Use the filter option to optimize your search. Click here for more details.

«  After identifying the email with attachment that you suspect to be virus, select it and click the 'Show Message' button
or click on the email link in the 'Subject' column to view its details. If you want the mail to be opened in a new CASG
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window, click 'Show message in a new window'.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Show message'
and 'Show message in new window' buttons will be available in the interface.

# Dashboard Incaoming = h Account management =

Dashboard s Quaranting

Quarantine ad

Th Showmessage ) [T) Show message innew window [ Detete g Dedete all | 5% Refresh

a Requast rileass E R st blackEst ﬁ Riipest wihitelist {: Cancel yeguest

Filtars
Subgect Fram T Date (GMT +3¢  Reason Size ﬂ Action
Qil Rose an Incredible 2000 pips Over tha Summer! 5. pob@Ecsqdevcomnodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@isgdeveomeda.ad 12:55:38 PM Combinad requested
) (015
Create a Blood Metwaork you can dapend upon Varonica vobi@csgdevcomodo.odua Sep 27, 2012 spam 6 KB Whitelist
=veronica@erample.come . jsmith@csgdevcomoda.ad) 12:55.08 M Cornbined requested
(03T
Health Insurance : Family Heafth Insurance for just o). vobi@xsgdeveomodo.odua Sep 27, 2092 spam 6 KB Release
240fmonth® -glice@erample.coms= £0 ISmithi@csgdevcomeda.ad) 12:54.30 FM l'_n:1‘: ned requesied
[ ]
5tdl Singla? Maet your Soul Mate hera pobi@csgdeveomodo.od.ua Sep 27, 2012 spam 4 KB
Qecdmple.coms mithgheggdev cormodo od,1 12:54:11 Pl ~ o rrihir

My Size Store - Get 15% off on Lnited Edifion Stock il modo.od ep 27, 2012 25 ki

The selected email will open.
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E-m il E3

Hormal All headears

S Requestrelease  [B Requestblacklist [ Request whitelist 45 Cancelrequest g Delete

Subject  $ 4901 gift certificate and a free trolley bag
From  Alice <alice@example.com=
To  bobdrcsgdevcomodo,od.ua, jsmithia@csgdev.comodo,od.ua

L i
Date  KMon Oct 01 08:53:34 EEST 2012
(GMT +3)
Size T59KB

Action  Whitelist requested

Plaintext | Himlsource | Original Yiew

Dear User,

This is a Limited Period Privilege Cash Saving Gift Certificate that comes Lo you a3 an |
ACT NOW! Offer Closes on 30th SEP 2012!

Pleaseg Click Here To Use Your Privilege Gift Certificate

Best Wishes,
Himanshu Pandey

Head: Marketing & Sales

< »
Attachments

B powntoad
Name Size
sTBelAalrLenSide JPG 64 KB

By default, the email will open in Normal view and will be displayed in Plain text, where the images, banners and links will be not
be displayed. Clicking the 'Html source' tab displays the email will all the html tags. To view images and links, click the 'Original
View' tab.

The user has to request the administrator to release the email for retrieving it and also to add the sender to whtelist or blacklist.

A warning will be displayed before you want to view the selected email in original.

Warning B3

/o Arewou sure you want to view this spam email?
,i Thig action may harm your personal data. ore
info at hitpfenwikipedia.orgfwikinCross-

site_scripting

0K Cancel
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«  (Click 'OK' to view the email.

Check the details of the mail. You can choose to either release the email or to add the sender to whtelist or blacklist. If there is
an attachment, you can download it from this dialog.

< >
Attachments

E Downloadd
Name Size
57 BelAlrLeftSide JPG 65 KB

«  Select the attachment and click the download button.

The download dialog will open.

Opening _ = .jpg

Y¥ou have chosen ko open

| 57BelairLeftSide.JPG

which is &t JPEG Image
Fram: https://antispamgateway.comodo. com

Wehat should Firefos do with this file?

O cpenve

(%) Save File

[ ] Do this automatically For Files like this Fram now on.

QK ] [ Cancel

You can open the attachment with an appropriate application or save to a desired location in your computer.

The selected email will be delivered to your inbox only when the administrator has accepted your request for releasing it.

Note : Antivirus application in your computer may prevent an attachment that contains virus from downloading. To download
the attachment, disable the antivirus option in your computer.

2.7 How to Subscribe for Periodical Quarantine Report
Summary

Comodo Antispam Gateway can periodically generate quarantine reports that are sent to the users. The reports will be sent
routinely at the times selected by the user.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Manage report
subscriptions' icon will be available in the Dashboard under 'Account management' configuration area.

The Quarantine Report contains a statistical breakdown of the mails that were identified as spam or containing malicious content
and were moved to Quarantine automatically by CASG, with the details of sender, receiver, date and attachments. Clicking the
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subject line in the list will open the respective mail in a new CASG window. Refer to CASG Reports - An Overview for more
details.

The report can be subscribed to be received daily, weekly or monthly.

To configure subscription of the report

«  Login to the CASG interface
+  Click 'Manage report subscriptions' icon from the Account management configuration area or click 'Manage

report subscriptions' from the Account Management drop-down menu in the menu bar. The 'Manage report
subscriptions' interface will be displayed.

Manage report subscriptions
Quarantine report
Hour Dy of month Dy of weeak Send empty  Enabled  Start date Report length
& Ewary day :‘_:}E-.E'. week day =] Dec 66, 2012 01200 HMext repart for 23 hourfs
£} Chaase () Choose fram last run (2012-12-05
- ) a2 - 01:00
2
: -
b w
_ = < » % 3
Save Resel settings fo defaul

«  If you want to receive the periodical Quarantine summary reports, ensure that the 'Enabled' check box is selected.
»  Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.
«  Select the frequency of the report to be sent to you from the 'Hour', 'Day of month' or 'Day of week' columns.

«  Hour - The reports will be generated and sent at the selected hour of the day or date chosen from 'Day of month'
or 'Day of week' columns.

«  Day of month - The reports will be generated and sent every day or on the specific day every month chosen at
the hour selected from the "Hour' column.

- Day of week - The reports will be generated and sent every day or on the specific day every week chosen at the
hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen.
- Reportlength - Displays the period of the report that will be generated depending on the options chosen.

»  Click 'Save' for your settings to take effect.

»  Click 'Reset settings to default' button to configure default report generation period. The report will be generated every
24 hours starting from 00:00 hours.

2.8 How to Perform a Log Search of your Incoming Emails

The Log Search option in CASG allows you to search for a specific email message such as mails with virus, unsure mails etc. or
all the mails as per your selection in the 'Classification' drop-down.

To perform a log search of your incoming emails

«  Login to the CASG interface.
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Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Log search' icon
will be available in the Dashboard under 'Incoming' configuration area.

.in..L[F

»  Click 'Log search' from the 'Incoming' drop-down menu in the menu bar or the icon in the 'Incoming'
configuration area.

The 'Log search (incoming)' interface of the user will open:

# Dashboard Incoming = Qutgoing = Atcount management =

Dathboard e Lag seasch (ncaming)

Log search {incoming) @

Daterange: | 2013-02-24 PM 123718 [ |- 2093-02.25PM 123718 2 |

Bander
Recipient J;m‘d.ggm .@ESDU!'I.C:ITDIJD.DE ua
senderiP. |
Sender host

Classification

Inciuds resulls from the last minetes: [

- Date range: Select the date range for which you want to search the log file.

«  Sender: Enter the sender email address in this field.

«  Recipient: The currently logged in user name will be displayed in this field.

«  Sender IP: Enter the IP address of the sender.

«  Sender Host: Enter the sender host name.

- Classification: Select the type of email that you want to search from the drop-down options.

 Include results from the last minutes: If selected, CASG will include messages that are currently being migrated from
the filtering server to the logging server in the search results.

The optian Include resufis from the last minutes™ will slow down the search result retrieval ]

Click the 'Search' button.
CASG will search for the entered terms and display the resullts.
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Datetime Host {Exian ikl} Sender hostnans Sended Recipient Classification
2011-10-06 11:41:05 mxsevl spamgatewsay.comc bl B onetelSs onetelecom.o  miss.testi@mall. i Johnsmith Rejectad
AREmJm-D0DEAHFD 011060518 Messape content looked
Niki sparm
2011-10-06 11:08:01 mwsrvl spamgaleway come W B oneleld5 onelelecom.o  migs tesEg@mall iehnsmith Rejeched
1RBIM4-000EVE-BLI 01.106.6518 Exiernal patiern match
2011-10-06 10:53:33 sl spamgatewsy.come bl B onetel35 onetelecom.o  miss bestl@mail.n jahnsmith Accepted
1REIZE- D005Fw-BM 91.196.95.18 Rijectad then rmigased
2011-10-06 10:38,56 rrgev] spamaaliway come B onellS5 onetelecom.o  miss esil@mall [ahngmith Ternporarily rejeched
1 REILs-0004w4- 0 61 166518 Unable to verfy destination
addrass
20111006 10:31:14 sl spamgatesan come Bl B onelel35 onelelecarmn.o  miss esBEmailu johnsmith Ternporarily rajecied
1RBIEN-0004 -2y 91.196.8518 Unable to verfy destinalion
addrass
2011-10-06 09:56:25 rmEsmvl spampatewsy come bl B onetel35 onetelecom.o  miss basi@mailm jehnsmith Termporarily rajacted
1RBKg-0004TE-Bk 91.196.95.18 Unable to verify destinalion
address
2011-10-06 09:31:57 sl spamgatewsy.come bl B oneteld8 onetelecom.o  misstestli@mailn johnsmith Ternporanty rejected
1 REKJ3-0003dm- 9 B1.196.85.18 Unable to verify destination
address
2011-10-06 09:23:37 rramv] spamgateway.come bl B onetel85 onetelecorn.o  misstestd@mall. jahnsmith Rejectad
1 RBkdw-000359-5C B1.106.85.18 Exdernal patiern maich
2011-10-06 085321 rresmvl spamgatewsy come b B onetel35 onelelecorm.o  miss besB@mailn johnsmith Accepled
1REjH-0002rp-Ex 91.196.9518 Relected then raleased
2011-10-06 DB:48:33 mxsrvl spamgatewsay.comc hl B onetelSs onetelecom.o  miss.testd@mall. johnsmith Accepled
1RBjcp-0002mb-Zu 01.106.05.18
2011-10-06 083538 mEsr spamgatewsntcome maill comodogroup.com admin@antizpamgatewsyt jahnsmith Accaphed
1RBIGC-D00ITw-EO 91198212133 Bending server iound on &
DMS whitelist
2011-10-05 13:44:20 meEsnd spamgatewsy.come bl B onefel®S onetelecom.o  miss.tesBd@mailu Jonnsmih Accepted
1RER-D00EBE-81 91.196.95.18
2011-10-05 1314303 rringev] spamgalisay come B onelil35 onetelecom.o  miss esil@mall Johnsmith Accepled
1 RERKS-000698-0C 611668518 Rejectad men raleasad
2011-10-05 13:42:10 sl spamgatewsy.comec maill .comodogroup.com admin@antizpamgatewsy.l  Johnsmith Accepted
1 RERjG- 00055 LI0 81.198.212.133 Bending Sarver found on a
DNS whitelist

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

2.9 How to Add or Remove a User from Recipient Whitelist

All filtering checks in CASG are disabled for whitelisted recipients. You have the option to add or remove yourself from recipient
whitelist.

To add or remove from recipient whitelist

«  Login to the CASG interface.

«  Click 'My Profile' from the 'Account management' menu bar or the
configuration area.

icon in the Account Management

The "My Profile’ interface will open.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Change settings'
icon will be available in the 'My profile’ configuration area.

My profile [

Change

samings
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«  Click 'Change Settings' ﬂ icon in the "My Profile’ configuration area.
The 'Change Settings' dialog will be displayed.

Change Settings
Wihitelist my email - ]

| Save | | Cancel |

»  Select or deselect the 'Whitelist my email' checkbox to add or remove yourself from the Recipient Whitelist.

«  Click "Save' to confirm your changes.

2.10  How to Report Spam Emails

The Report Spam feature allows you to report suspected junk emails that have by-passed existing filters and landed in your
inbox. CASG will analyze reported mails and, if found to be spam, will update its filters to quarantine similar mails in future. You
can upload spam mails locally saved in your system into this area. CASG accepts a range of different mail formats, for

example, .eml and .msg.

To report a spam mail

«  Click 'Report spam' from the 'Incoming' drop-down menu in the menu bar or the @ icon in the 'Incoming'
configuration area.

The Report Spam interface will open.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Report spam’
icon will be available in the 'Incoming' configuration area.

Report spam )

Upload mail format files only (max. size - 9 Mb) :

&, upioad

«  Click the 'Upload' button.

Note: Assure you will upload a correct email format and a size of the file is not greater then 9 MB. Otherwise, the following
warning message will be displayed.

Perhaps the body of the file is damaged or it is not *.eml format or it size graatar than 9Mb (CASG_pwbd) [ %]

The File Upload dialog will open.
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Upload =l
pload mail format files anly
(max. size - 9 Mb)
Q Browse...
Upload Cancel

»  Click Browse...

Choose File to Upload U

Look, in; ILﬂ suspected_mails j @ ? ¥ '

e tangel Beauty Clinic

5 Apply. Get Real Quotes For Top Plans. Go With The Best Offer

£y Europe Lotkery - You won £500,000

2 MY CANADIAN PHARMACY

24 Your Email Id has won 1,000,000,00 GBP in the British Microsoft Inc,

File name: I.ﬁ.ngel Beauty Clinic j Open
Files of twpe: I,-'l'-.ll Files [*.7] j Cancel |
F

Navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you want to report as
spam and click 'Open'. The maximum size of the file that can be uploaded is 9 MB.

The mail will be processed for uploading...

Upload B3 t
Upload mail format files only {J Cancel Angel
(max. size - 9 Mb) Beguty_ Clinic.cev
File size: 0o0f0

Upload Cancel

....and will be added to upload list.
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Upload Ed

Upload mail format files only Cancel Angel
Beauty Clinic.eml

(max. size-9Mb) | Ty MR

Upload Cancel

»  Click 'Upload'. The email will be uploaded and checked.

Re angel Beauty Clinlc ernl; Verfication was successful, %]

«  Click the & putton to close the message.
If the mail that you have uploaded has not passed through CASG filter, the following message will be displayed.

The messagea you have uploaded never passed through our spamdiltar (Re Angel Beauty Chinic.aml) (%]

2.11  How to Perform a Log Search of your Outgoing Emails

The Log Search option in CASG allows you to search for a specific outgoing email message such as mails with virus, probable
mails etc. or all the mails as per your selection in the 'Classification' drop-down.

To perform a log search of your outgoing emails

«  Login to the CASG interface.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Log search' icon
will be available in the Dashboard under 'Outgoing' configuration area.

uf

»  Click 'Log search' from the 'Outgoing' drop-down menu in the menu bar or the icon in the 'Outgoing'
configuration area.

The 'Log Search (Outgoing)' interface of the user will open:

Sander | docteam {@esgdey comado.od uz
User — — esgdecomao o8 s
Recipient |
Sender IF:

Sendar host

Claszification Al -

Includi results fram e kst minges: |7

[ search | | Downioad |

«  Date range: Select the date range for which you want to search the log file.
- Sender: The currently logged in user name will be displayed in this field.

«  User: Enter the username of the outgoing email address for in this field .
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«  Recipient: Enter the email address in this field.

«  Sender IP: Enter the IP address of the sender.

«  Sender Host: Enter the sender host name.

+  Classification: Select the type of email that you want to search from the drop-down options.

 Include results from the last minutes: If selected, CASG will include messages that are currently being migrated from
the filtering server to the logging server in the search results.

The optian “Include resufis from the last minutes™ will slow down the search resul retrieval u

Click the 'Search' button.

CASG will search for the entered terms and display the results.

Date and time Host [Exbm ki) Sencer hos name User Semnder Reciplent Classification
12-09-27 072344 mxsrv dey madlZ comodo.od ua bohb boba '.Egt|£-.-. oMo evgenly logvinenkadiico | Acceped
1 THE R b0 196 9533 Messape conlent

laked Nke non-Spam

2012-00-27 OT 23:20 mxsrl deyv spamgalew: mail2 comodo.od.ua bohb bob@csgdev.come  evpeniylogvinenko@co SRSjecing
1 THER J-ODD0Dy]-54 1.196 95,33 Extarnal pattarn match
2012-00.27 O7:22:58 mxsnvl dey miail2 . comodo.od.ua kah bob@csgdev.come  evpeniylogvinenko@co REjscisd
1 THEC: 1.186.95.33 Extarnal pattarn match
2012-08-27 OF :22:345 mixsrv ] dev spamgaiew: mall2.comodo.od.ua bohb bob@csgdev.como  evpentylogvinenkadoo Acceptad
1 THEG-0000xe-FK 81.196.95.33 Maszaape conlent
loaked like non-spam
20120027 OT 22:27 mxary1 dey spamgalew: mailZ comodo.od.ua bab bob@esgdev.come evgeniy logvinenkadico | Accapiad
1 THBEOS- Tx-LE 1,196 95 33 Mssampe content
laaked like non-spam
2012-09-27 DE:H3:51 WS OEV. Spamgatess mailZ comodo.oo.ua bob beb@esgdev.coma  evgeniylogvinenkodco | Acoapied
1 THTyo-DO0EUF-Cs o1.196.95 33 Rejecied than relessad
H012-00-27 D6:50:28 mxsryl dev spamgalew: mail2 .comodo.od.ua baob bob@csgdev.como  evpeniylogvinenkodico DRejecisd
1 THTVY-0008 0Z-Ar 91.196.95.33 Blacklislad sandar

The 'Download' button allows admin to retrieve from CASG a raw log of messages from the selected domain. The compressed
Exim4 log containing all entries for the selected domain can be downloaded from this interface.

Press the download button, the download dialog will open.

-
Cpening cutgeing.csgdev.comodo.od.ua.logs.zip u

You have chosen to open
E outgoing.csgdev.comodo.od.ua.logs.zip
which is a: 7?2777 ZIP - WinRAR
from: http:/fjenkins.comede.od.ua:9013
What should Firefox do with this file?

WinRAR.ZIP (default) -

) Sawve File

[ Do this automatically for files like this from now on.

[ ok || Cancal

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be saved
in the folder that you have configured for saving download files.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.
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3  The User Interface

The Dashboard area of Comodo Antispam Gateway (CASG) allows users to have overall control of incoming mail and account
management.

The CASG web interface is divided into three areas — Incoming, Outgoing and Account Management. The left side of pane
displays the support details if you face any problem while using CASG. Within these three main areas, are a number of other
functionality, that enables the user to manage quarantined emails and perform log search of incoming emails. The image below
shows the user interface after logging in.

# Dashboard Ircoming = Ouwtgoing = Account management =
Support Inceming =]
= 5 GG SO

f— : L W
8 1 988 COMODO (286.6361) L.:l ¢ =

= B =

Juaranting ARpO Spam Lag search
Qutgaing =]

=

4

Log saarch

Account management =]

3 I s
My progile Manage regar
subscriptions

Main Functional Areas

«  Incoming - In this area, an user can manage his/her quarantined mails and perform log search of incoming mails. See
Incoming for more details.

«  Outgoing - In this area, an user can perform log search of outgoing mails. See Outgoing for more details.

- Account Management - In this interface, an user can change his/her CASG login password and choose to add or
remove in Recipient Whitelist, managing subscription to periodical quarantine summary reports and configuring
language for messages displayed/sent by CASG. See Account Management for more details.

- Support - Clicking the support.comodo.com link at the bottom of interface or on the left side of the interface takes you
to the Comodo support web page, an online knowledge base and support ticketing system. The fastest way to get
further assistance in case you find any problem using CASG.

Note: You can navigate the interface either by using the drop-down menus in the menu bar or the icons in the main
configuration area.

3.1 Logging-in to the User Interface

Since CASG is a web application, you can login into your account using any Internet browser by entering
https://antispamgateway.comodo.com/user/ in the address bar of your browser.
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Antispam Gateway

L

‘ L Email User Interface

Username

Password

Fargotten wour pasaword

Login to the interface with the Username and Password that were sent to you via email after adding you as an user in the CASG
account.

In order to ensure safety, CASG will lock the user account if the login attempts fail for more than three attempts due to incorrect
Username or Password. The account will remain locked for 30 minutes and will allow you to login after it on entering the correct
Username and Password.

L Email User Interface

Your account is locked and will be unlocked in 30
minutes.

Username

Password

=y

-
OO

For s

Mo

r oo
L, £

LI passworng

The time period for which the account is to be kept locked after unsuccessful login attempts can be customized by contacting the
local CASG Administrator.

In case you have forgotten your login password, click the 'Forgot your password' link to generate a new password for accessing
CASG. Click here for more details.
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3.2 The Dashboard Area

The Dashboard area of CASG has three main functional areas and in the left side of the administrative interface is Support
details in case you need help while using the application.

Click on the 'Incoming’, 'Outgoing' and 'Account management' tabs to expand or close the sections in the interface.

Note: Depending on the permission level configured for your email account by your administrator, the icons in the interface
may vary. For example, 'Quarantine icon under 'Incoming' configuration area, 'Log search' icon under 'Outgoing' configuration
area and 'Manage report subscriptions' icon under 'Account management' configuration area may not be available in the
interface.

# Dashboard Ircoming = Outgoing = Account managemert =
Support Incoming [=]
=3 5 £ Qg LI

— 2 L
8 1 988 COMODO (266,6361) el 1 =

L “Q

Aduarantne SEpar Spam Lag search
Outgoing a

3

4

Log search

Account management a

4
Wy progile Manage repart
subscriplions

+ Incoming - In this area, an user can manage his/her quarantined mails and perform log search of incoming mails. See
Incoming for more details.

»  Outgoing - In this area, an user can perform log search of outgoing mails. See Outgoing for more details.

«  Account Management - In this interface, an user can change his/her CASG login password and choose to add or
remove in Recipient Whitelist, managing subscription to periodical quarantine summary reports and configuring
language for messages displayed/sent by CASG. See Account Management for more details.

«  Support - Clicking the support.comodo.com link at the bottom of interface or on the left side of the interface takes you
to the Comodo support web page, an online knowledge base and support ticketing system. The fastest way to get
further assistance in case you find any problem using CASG.

Various interfaces will display a help button @ at the top right side of the interface. Clicking on this help button will take you to
the respective help page of CASG online help guide for more detailed explanation.

Click the following links for more details on the sections:
«  Incoming
«  Outgoing
«  Account Management
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3.2.1 Incoming

In the 'Incoming' area, an user can view, release or delete quarantined emails, perform log search of incoming mails.

Note: Depending on the permission level configured for your email account by your administrator, the icons in the interface
may vary. For example, the Quarantine icon may not be available if this feature is not enabled for you.

Incoming =]
5 ‘._l J -E_
@ % B e
Quarantine Report spam Log search

Click the following links for more details:
+  Quarantine
»  Report Spam
«  Log Search

3.2.1.1 Quarantine

In this area, an user can view all his/her quarantined emails. The user can also send request s to administrator to release
quarantined emails or add senders to either whitelist or blacklist. The user also can delete a selected or all the spam mails from

this interface.

Note: The administrator of your email account should have enabled this feature for you. If you are not able to view and access
your quarantined mail list, contact your administrator for enabling and accessing your quarantined emails.

Tip: You can configure CASG to send Quarantine summary reports periodically to your email. The report will contain a list of
mails identified as spam and were moved to Quarantine automatically by CASG. For more details, refer to CASG Reports - An

Overview for more details.

To open the quarantined email interface:

.

»  Click 'Quarantine' from the 'Incoming' drop-down menu in the menu bar or the m icon in the 'Incoming'
configuration area.

The quarantined email area of the user will open:

Note: Depending on the permission level configured for your email account by your administrator, the buttons in the interface
may vary. For example, 'Show message', 'Show message in new window', 'Delete" and 'Delete all' buttons may not be available
in the interface. The 'Request release' button may appear as 'Release’ button enabling you to release quarantined mail without

approval from the administrator.
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oard Incoming = O Account management =

Dashboard & Quaranting
Quarantine i

Th showmessage | [T} Show message innew window (g Detete g Dedete all | 5% Refresh

3 Rquiist roleass E R st blackist ﬁ Riipest wihitelist ﬁ Cancel yequest

Filters
Subject From To Diate (GMT +3k  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summerl . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@csgdevcomeda.ad 12:55:38 PM Corbinad reguesied
) (015
Create 3 Blood Matwark you can dapend upon Jaronica vabi@csgdeveomodo.odua Sep 27, 2012 spam i kB Whitelist
=veromca@enample come 3 jsmith@csgdevcornodo.ods 1 2;55:08 FM Cornbined requested
03Ty
Health Insurance : Family Heafth Insurance for just o nob@esgdevcomodo.odua Sep 27, 2092 spam b KB Release
240fmonth® -alice@erample.com= 0 ismith@csqdew cormeda.adl 12:54.30 FM Cormbingd requesied
' (013
58l Singla? Maet your Soul Mate hera gronica pob@csgdevcornodo.odua Sep 27, 2012 spam 4 KB
SEDMICEEEAmple cone= mithEBcsgdey cormodo.ad) 12:54.11 Pl Combined
(032
kv Size Store - Get 15% off on Lmited Edition Stock | moda.od ep 27, 2012 29 KE

The quarantined emails are displayed with eight columns providing information about the subject, the sender, details of the
recipients, the date it was sent , the reason it was quarantined, the size of the email and if there is any attachment. The last
column indicates the action taken by the user for requests to the administrator such as releasing quarantined emails or to add
the sender to blacklilst or whitelist.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search quarantined emails

»  Click anywhere on the Filters tab to open the filters area.

# Dashboard Incoming = Outgoing = Account management -

Dashboard & Quaraniing
Quarantine (]

[T} show message  [T) Show message innew window (g Delete [ Delete all 5% Refresh

B request release | B RequestMackiist | (B Request whitelist | gy Cancel request

Filters =

dgE  subject ¥ | containg v T appiy tiier

You can refine your search much further by clicking # to add more filters.
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# Dashboard Incoming = Outgoing = Account management =

lashhigan] & Quaranting
Quarantine ¥

) Show message T Show message nnew window | g Delete | g Delete sl | 55 Refresh

5 roguestreiease B Requestbiackiist | B Request whitelist | s Cancel raquest

Filters =]
% Eubject * | | contains - T appty imer

x From - condsing i

b L ¥ | | containg hd

b4 Date * | equals - i

x Size (KE) * | les3 Man |0 fd

Subjoct From To [kter {GMIT +33 | Reason Siza il Action

You can remove a filter by clicking the ﬁ icon beside it.
«  Type the text in the third field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
«  Subject: Displays the result based on the text entered in the text box for the 'Subject' column.
- From: Displays the result based on the text entered in the text box for the 'From' column.
« To: The results are filtered based on the text entered in the text box for the "To' column.
When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

+  Contains: Displays all quarantined mails that contain the words entered in the text box.
«  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box.
Other options available in the first drop-down in the filters area:

- Date: Displays the results according to the selected date in the third box from the calendar.

« Reason: Displays a quarantined mail according to the selected reason (e.g., "Content", “Malicious attachment”,
“Scored 0.5/1.0").

- Size (KB): Displays the results according to size of the mail selected or entered in the third box.
When you select 'Date' option in the first drop-down, the following filters are available:

«  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar.

«  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar.

«  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar.

When you select 'Size (KB)' option in the first drop-down, the following filters are available:

«  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box.
- Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box.

Click anywhere on the Filters tab to close the filters area.

. %% Refresh , ) ,
Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
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‘ close the filters area and then click the 'Refresh' button.

Viewing Quarantined Mails

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Show message'
and 'Show message in new window' buttons will be available in the interface.

The mails added to the Quarantine can be viewed in two ways:
«  Inthe same CASG window
* |nanew CASG window

To view quarantined mails in the same CASG window:

» Inthe quarantined email area, select the mail that you want to view and click the 'Show Message' button.

or
«  Click on the email link in the subject column that you want to view its details.

& Dashboard Incaming = Outgoing = Account management =

Dashboard s Guaranting

Quarantine i

T} Show message innew window ‘g Delete ‘o Deleteall 5 Refresh

3 Reguiest jeleasi R st blackEst E Reqpest whitekist Yo Cancel nequest

Filters
Sulgect Fram To Date (GMT +3F  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summer! o sab@Exsgdevcomodo.adua Sep 27, 2012 spam 10 KB Blacklist
<slice@erample.coma 0 Ismithi@esgdevcomoda.ads 12:55:38 P Combinad requesied
. [ 1]
Create a Blood Metwark you can depend upon Varanica sobicsgdevcomodo.odua Sep 27, 2012 spam 6 KB Whitelist
SErOMCaEerample cOMe 1. jEmith@csgdeycomod.ad) 125508 FM Combinad reguested
(03N
Health Insurance : Family Heafth Insurance for just 4. pobg@Exsgdevcomodo.odua Sep 27, 2012 spam B KB Release
H0mmonth® «alice@erample coms o jemith@cegdey comodo od) 125420 P r.nn banad rauesied
(013
Stdl Singla? Mast your Soul Mate hera #onica mabi@csgdevcomodo.od.ua Sep 27, 2012 spam 4 KB
syeronica@eample.coms mithgpesgdey comodo.adl 12:5411 PM Combined

My Bize Store - Get 15% off on Lsmited Ediion Stack 1l atdd i eq 1T, 2013 25 KE

The selected mail will open.
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E-m il E3

Hormal All headears

S Requestrelease  [B Requestblacklist [ Request whitelist 45 Cancelrequest g Delete

Subject  $ 4901 gift certificate and a free trolley bag
From  Alice <alice@example.com=
To  bobdrcsgdevcomodo,od.ua, jsmithia@csgdev.comodo,od.ua

L i
Date  KMon Oct 01 08:53:34 EEST 2012
(GMT +3)
Size T59KB

Action  Whitelist requested

Plaintext | Himlsource | Original Yiew

Dear User,

This is a Limited Period Privilege Cash Saving Gift Certificate that comes Lo you a3 an |
ACT NOW! Offer Closes on 30th SEP 2012!

Pleaseg Click Here To Use Your Privilege Gift Certificate

Best Wishes,
Himanshu Pandey

Head: Marketing & Sales

< »
Attachments

B powntoad
Name Size
sTBelAalrLenSide JPG 64 KB

By default, the email will open in Normal view and will be displayed in Plain text, where the images, banners and links will be not
be displayed. Clicking the 'Html source' tab displays the email will all the html tags. To view images and links, click the 'Original
View' tab. The user can also request the administrator to release the email or to add the sender to whtelist or blacklist.

A warning will be displayed before you want to view the selected email in original.

Warning Ea

/o Arewou sure you want to view this spam email?
l,_. 4 This action may harm your personal data. Maore
info at hitpfenwikipedia.orgheikiniCross-

site_scripting

OK Cancel

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the email or to add
the sender to whtelist or blacklist. If there is an attachment, you can download it from this dialog.
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et

< >
Attachments

E Dowinload
Naime Size
57BelAlrLefSide PG 65 KB

»  Select the attachment and click the download button.
The download dialog will open.

Opening _ = .jpg

Y¥au have chosen ko open

@ 57BelairLeftside. JPG

which is ai JPEG Image
From: https://antispamgateway.comodao.com

Wrhat should Firefox do with this File?

O comunn

()i Save File

[ ] Do this automatically For files like this From now on,

K ] [ Cancel

You can open the attachment with an appropriate application or save to a desired location in your computer.

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.
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E-mail E3

Mormal All headers

& Download message

M Oct 2012 05:53:19-0000 A
H-Yahoo-Newman-Propery  ymail-3

¥-Yahoo-Newman-|d | 169588.691 33 bm@omp1008.mail.sg3 yshoo.com

Received : (gmail 941 54 invoked by uid G0001); 1 Oct 2012 055315-0000

DEIM-Signature :vw=1; a=rsa-shaZab; c=relaxedirelazed; d=yahoo.coin; s=s1024;

1=1348070798; bh="nX0magl38ujOcf0TLRCzkh++b5)0Fhr+0+hG4aGriRE=;

h=3-YMail- 0SG Received:<-Mailer:Message-1D: Date:From; Subject To MIME-Version Conteni- Type;

b=wBLpSw/KAISwWINIE RicIB SwWWWMNEPP sdx+ TMIZEXD kNuDrUK1 Cd+4 QY wwinlGJoLj090Cd20LG 1 TCyi1igBgREGXeYCHvUmONIo
vkb G CrxnCZMHwCFBRFNYSTyHQmyiBbi7 c Oy +v0GpBra@HTipPPIGUTu+0doaTkBUeiT8=
Domainkey-Signature © asrsa-shal; g=dns; csnofivs; s=51024; d=yahoo.co.in;

h=¥=YMail-0SG: Recaivad x-Mailer:Message-1D:. Date: From: Subject. To MIME-Version.Content-Type,
b=\W55D+BJrGYbIVY CFWo2 HBEXMEMDgSIEMhgkbrkGDlluizai skzkF ywiuBh

[kof54 WBEJKshzdkzingZF DplSCZAaCmBhQESdgwkDl+uMN1J1 Dol S1YUcMBO TibpahgwjU+PrPod
MeQZjoBg9aceregkd+m1Z3cvhCIC dhwil=,

S Mail-086  GUBHS4AVMTLIOTMRy 4w T Jw uDvhEILWPITFRagCRvWagB
EaUgquDOc e .ndh2BWWEF GLIpHOXL_yUrmLE_miUpOyrmiAsuumz3JPB2R0aV
CEegaOgigPHYDLIDIFMBAPY_4BiaRBITPS024_Rwdony OhHEBr3bv VA
MRyBFPhorkALIDgYYS o Mp zd MILAR |OMogyve p 30 CCy3Nr_pekBZ0al554

mELIOMIF MBwnhYrodHBKbEM 41 Loval bPLDuY kel 3UovAMo1 oC B0 HdH1
Bebl_9BeGH3ZhIKTs20y00dIQ DR E.h3GERMNZDWIDEQIMT UolrT TAGLCY

EMITEUYGEZEC T nSuhMx RAEhFHMy4I49chnP sKT nniHKSe Qdvpyd) QIH

HECpMNogHwo3zP 3y_ASHIx_._fFJ9khbW vEeyndDCBxsbvOEsSSmivB LS ut

AE KK 41A_KObK_2Mutw? 8] 3of (04Emkul ClnkHICIp 22Dkl EDBES 0P
jRetxPovaHIw_HS2uSe0lUahptnYoRdiBH SxkMNWIZscSW3esA3IN j0HGOpEQ
EPH3NkenTIZmOs0sFolysaphmFi_ SSqhyQMxBxhza_05xFROMLyowCh

poél 2Azd 08 gEyhzF rbMTGUYEPITUZSRehMkwGrmU8s v 2parG Cld puTvdgs.

ambaF gy gF WaWivr_jun20kkeyBKE 7 Y KEHKbo DC 4G UwWwATEZgZdJ TUZbu

i29eF TrnCRYNrvd Bh ZHF QG A G-

Received : from [220.227.31.25] by web190502 mail sg3 yahoo.com via HTTF,

Mon, 01 Oct 2012 13:53:18 5GT

H=Mailer ; YahooMailClassic 5.0.8 YahooMailVWebSerices0.8.121.434 v
Masgsage-1D ; =1349070798.39403 YahooMailClassic@wab190502 mail.sg3.yahoo.com=

If you want to download the email, click 'Download message'. The file will be downloaded as .eml file and can be opened in any
email client.

To view a quarantined mail in a new CASG window

« Inthe quarantined email area, select the mail that you want to view and click the 'Show Message in new window'
button or right-click and select to open in a new tab or new window.
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aard Incaming = ount management =

Dashboard & Quarantine

Quarantine ]

Th showmessage § T} Show message innew window ) g Detete ‘g Dedete all | 5% Refresh

3 Rquast poleass a5 Feqest whitelist {: Cancel yegquest

Filtars
Subject From To Diate (GMT +3F  Reason Size ﬂ. Action
0il Fose an Incredible 2000 pips Over tha Summer! . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@csgdeveomoda.ad 12:55:38 PM Cornbinad reguesiad
) {15y
Create 3 Blood Metwark you can dapend upon Jaionics vobi@csgdevecomodo.odua Sep 27, 2012 spam i KB Whitelist
syefonca@enample come=2 smithi@csgdevcomodo.ad. 1 2:55:08 FM Cornbined recuesied
(0373
Health Insurance | Family Heafth Insurance for just 4. nobi@csgdevcomodo.odua Sep 27, 2012 spam b KB Release
240hmanth® ~alicegDesample. coms o pEmithi@csgdey comodo.ads 12:54:20 PM r.nr:j fed renguEsied
(R K]
Sl Singla® Meet your Soul Mate here granica pobi@csgdevcomodo.od.ua Sep 27, 2012 spam 4 KB
SeEfDMca@erample coms mithgbcsgdev comoda.ad.t 12:54.11 Pel Cambined

My Size Stare - Get 15% off on Limitad Edition Stock il .o Ep 27,2012 spam 25 KE

The browser will display a warning pop-up window notification. Click the 'Options"> then select 'Allow pop-ups for..." to allow to

open new message in a new window. Click again the 'Show message in new window'.

i@ Firefies geevested this Site f1am Spening a pap:op wind . Dptiens | =

The details of the selected mail will be displayed in a new CASG window.
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# Dashboard Incaming = Outgaoing = Account management -

Dazhbpard = Quaraniing < E-mail
E-mail il

Harimal All heaters

& Renmestrelease [ Request blacklist | B Request whitelist 4 Cancel iequiest | g Delate
Suldect 4907 gilt certificate and a free trolley bag
Froon Alice <alice@example.com™>
To  habd@csodevcmmado.odas, jsmith@csploccomodo.odaa
&
Cate  Mon Ot 01 0825334 EEST 2012
{GMT +3)

Size  THOMHB
Action  Wiitelisi redquested
Plaintext | Hbml source | Owiginal Views

Dear User,

Thia i2 & Limited Period Frivilege Cash Javing GLLT Certificate chat cowed Co you a3 an Excluaive benefic for belng & F
ACT NOW! Cffer Cloges om 30th SEP ZD12!

Please Click Here To Use Your Privilege Gifc Certificate

Best Hishes,

Himanshu Pandey
Head: Earketing & Sales

€ ¥
Attachments

B powntoan

Hame Size

ATBelALenSide JPG S KB

To delete a quarantined mail:

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Delete’ and
'Delete all' buttons will be available in the interface.

»  Select the mail that you want to delete and click the 'Delete’ button.
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aard Incaming = ount management =

Dashboard s Quarantine

Quarantine i

T showmessage | [T} Shew message in new wnluwj Delete all | %5 Refresh

3 Rquiist ook E R st belackEst ﬁ Riipest wihitedist ﬁ Cancel yequest

Filters
Subject From To Diate (GMT +38  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summerl . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@csgdevcomeda.ad 12:55:38 PM Corbinad reguesied
) (015
Create 3 Blood Metwark you can dapend upon Ve nobi@csgdeveomodo.odua Sep 27, 2012 spam G kB Whiteli=t
=yeromca@enample come 3 jsmith@csgdevcornodo.ads 12:55:08 FM Cornbined requested
(03T
Health Insurance : Family Heafth Insurance for just 0 pob@esgdevcomodo.odua Sep 27, 2092 spam b KB Release
240fmonth® -alice@esample.com= 0 ismith@osqdev cormeda.adl 12:54.30 FM Cormbined requesied
' (013
5tl Singla? Maet your Soul Mate hera granica mob@esgdevcomnodo.od.ua Sep 27,2012 spam 4 KB
sYEfocaE@erample. coms mithgbesgdev cormodo ad. 12:54:11 Pel Combined
(0.32y
Ky Size Store - Get 15% off on Limited Edition Stock | noda.od ep 27, 2012 29 KE

An alert will be displayed to confirm deletion of the selected email.

Delete emails B3

P Are wou sure you want to delete the selected
ermails?

K | | Cancel

«  Click 'OK" to confirm the deletion.
The selected mail will be deleted and will no longer be in the quarantined mail list.

«  Click the 'Delete All' button to remove all the quarantined emails.
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# Dashboard Incoming = Outgoing = Account management =

Dashboard s Quarantine

Quarantine i

T} Showmessage | B Show message in new window g Delede & Refresh

a Rquiist roleass R st blackEst ﬁ Riipest wihitedist {: Cancel yegquest

Filters
Subject From To Diate (GMT +38  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summerl . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@erample.coms 0 1SMith@csgdevcomeda.ad 12:55:38 PM Corbinad reguesied
) (015
Create 3 Blood Matwark you can dapend upon Varanica nabi@csgdeveomodo.odua Sep 27, 2012 spam i kB Whitelist
=yeromca@enample come jsmith@csgdevcornodo.ads 12;55:08 FM Corbined requested
(0373
Health Insurance : Family Heafth Insurance for just 0 pob@csgdevcomodo.odua Sep 27, 2092 spam 6 KB Release
240fmonth® -alice@erample.com= 0 ismith@osqdew cormeda.adl 12:54.30 FM Cormbined requesied
' (013
58l Singla? Maet your Soul Mate hera granica mob@esgdevcornodo.odua Sep 27,2012 spam 41 KB
SeEfomca@erample coms mithgbcsgdey cormodo ad) 125411 Pl Combined
(0.32)
kv Size Store - Get 15% off on Lmited Edition Stock | noda.od ep 27, 2012 29 KE

An alert will be displayed to confirm the deletion of all quarantined emails.

Delete emails 3
@ Are you sure youwant to delete all emails?

| Ok | |Cance||

»  Click 'OK' to confirm the deletion.

All the quarantined emails of the user will be deleted in CASG.

To request administrator for releasing quarantined mails:

After viewing and ensuring that the selected email is not a spam you can request your email account administrator to release the
email.

Note: Depending on the permission level configured for your email account by your administrator, the button for releasing
quarantined email will be either 'Release’ or 'Request release'. If the interface displays 'Release’ button, you can release the
selected email from the list without approval from your administrator.

»  Select the mail that you want to be released and click the 'Request release' button.
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oard Incoming = O Account management =

Dazhboard & Quaranting
Quarantine i

Th Showmessage [T} Show message innew window (g Delete g Dedete all | 5% Refresh

3 R il E R st belackEst ﬁ Riipest wihitedist ﬁ Cancel yeguest
Filters
Subject From To Diate (GMT +38  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summer! . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@isgdevcomeda.ad 12:55:38 PM Cornbinad reguesied
) {15y
Create 3 Blood Matwark you can dapend upon Jaronica nobi@csgdeveomodo.odua Sep 27, 2012 spam i kB Whiteli=t
syeromca@enample come 3 jsmithi@csgdevcomodd.ad. 12:65:08 PM Cornbinad recuesied
{037y
Health Insurance | Family Heafth Insurance for just ¢ nobi@csgdevcomodo.odua Sep 27, 2012 spam BB Release
240fmonth® -alice@erample.com= 0 ismith@csqdew cormeda.adl 12:54.30 FM Cormbingd requesied
. (IR k]
Sl Singla® Meet your Soul Mate here gronica mobi@csgdevcompdo.ad.ua Sep 27, 2012 spam 4 KB
sYEfomMca@erample. coms mithgpesgdey cormodo ada 125411 Pel Combined
(032
Wy Size Store - Get 15% off on Lmitted Edition Stock il iedn. ol Bq 27, 2012 25 KE

An email notification will be sent to your administrator for your request and you also will also receive the request email. This
request will also be displayed in the 'Action’ column of the users' Quarantined interface. If the administrator accepts the request,
the user will receive the email and if it is rejected, 'Release requested' text in the Action column will no be longer be displayed.

To request administrator for adding senders to blacklist:

To avoid receiving spam emails, you can request the administrator to add the senders of these emails to blacklist.

«  Select the mail that you want its sender to be added to blacklist.

# Dashboard Incoming = Outgoing = Account management =

Daghboard & Quaranting
Quarantine d

=} Showmessage | 7§ Show message in new window g Delete ‘sl Deleteall = %% Refresh

D Request release B Reqoest whitelist g5 Cancel equest

Filters
Sulgect Fram To Date (GMT +3F  Reason Size ﬂ Action
0il Rose an Incredible 2000 pips Over tha Summer! . pobgxsgdevcomodo.odua Sep 27, 2092 spam 10 KB Blackist
<slice@erample.coma -0 Ismithi@csgdevcomoda.ads 12:55:38 P Combinad requesied
. [N 1]
Create a Blood Metwark you can depend upon Varanica sobicsgdevcomodo.odua Sep 27, 2012 spam 6 KB Whitelist
=reroMca@enample coms 3 jEmith@csgdey comodo.adl 12:55:08 PM Combinad reguested
(03T
Health Insurance : Family Heafth Insurance for just 4. pobi@csgdevcomodoodua Sep 27, 2012 spam B KB Release
ZA0RMORIH" ~alice@erample.coma 0 EMIN@csgdevcomodo od| 126430 PH  Cornbined reduEsted
(013
Stil Singla® Mast your Soul Mate hera ] mobi@csgdevcomodo.od.ua Sep 27, 2012 spam 4 KB
Seronica@eample. coms mithgpesgdey cormodo.ads 12:54.11 P Cormbined
(032}
Wy Size Store - Get 15% off on Lsnited Edition Stack il a0 i ep AT 3 ; a5 HE

An email notification will be sent to your administrator for your request and you also will also receive the request email. This
request will also be displayed in the 'Action’ column of the users' Quarantined interface. If the administrator accepts the request,
the sender will be added to blacklist and the user will no longer receive any mail from that sender. If the request is rejected,
‘Blacklist requested' text in the Action column will no be longer be displayed.
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To request administrator for adding senders to whitelist:

If the incoming mails of authenticated senders are quarantined, you can request the administrator to add these senders to
whitelilst.

«  Select the mail that you want its sender to be added to whitelist.

# Dashboard Incoming = Outgoing = Account management =

Dashboard & Quararntine

Quarantine wd

7} Showmessage | TR Show message in new window Delete ‘g Deleteall G Refresh

3 Rl idisasi R st belickbst ﬁ Riippest wihitedist O Cancel nequest

Filters
Subject From Ta Date (GMT +3F  Reason Size il Action
0il Fose an Incredible 2000 pips Over tha Summerl . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@isgdevcomeda.ad 12:55:38 PM Cornbinad reguesied
) {15y
Create 3 Blood Matwark you can dapend upon Jaronica naobi@csgdevcomodo.odua Sep 27,2012 spam i KB Whitelist
syeromca@enample come=3 jsmithi@csgdev.comoda.ad. 12:55:08 FM Cornbinad reguesied
(03T
Health Insurance : Family Health Insurance for just 0 nobi@csgdevcomodo.odua Sep 27, 2012 spam b KB Release
240fmonth® -alice@erample.com= 0 ismith@csqdev cormeda.adi 12:54.30 FM Cormbingd requesied
. (IR k]
Sl Singla® Meet your Soul Mate here gronica mobi@csgdevcomodo.adua Sep 27, 2012 spam 4 KB
Seeromca@erample.coms mithghcggdey cormodo ada 125411 P Combingd
(032y
My Size Shore - Gel 15% off on Lmited Edition Stock pdi o i} eq A7, 3 i 25 K

An email notification will be sent to your administrator for your request and you also will also receive the request email. This
request will also be displayed in the 'Action’ column of the users' Quarantined interface. If the administrator accepts the request,
the sender will be added to whitelist and the mails from them will no longer be quarantined. If the request is rejected, "Whitelist
requested' text in the Action column will no be longer be displayed.

To cancel a request sent to administrator

You can cancel any of the requests, Requested release, Requested blacklist or Requested whitelist, made before the
administrator initiates an action for the requests.
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# Dashboard Incoming = Outgoing = Account management =

Dashioard & Cusranting
Quarantine i

Th Showmessage | [T} Show message innew window g Detete g Delete all | 5 Refresh

2D Request iolease Ripiest Wacklist [ Request whitesist

Filters
Subject From To Diate (GMT +3F  Reason Size ﬂ Action
0il Fose an Incredible 2000 pips Over tha Summer! . nabgfcsgdevcomodo.odua Sep 27, 2012 spam 10 KB Blacklist
calice@enample.coms 0 1SMith@csgdevcomeda.ad 12:55:38 PM Corbinad reguesied
) (015
Create a Blood Meatwark you can dapend upon Jaronica nobiBcsgdeveomoda.odua Sep 27,2012 spam i KB Whitelist
=yeromca@enample come3 jsmith@csgdevcornoda.od.) 125508 FM Cornbined requested
(0373
Health Insurance : Family Heafth Insurance for just 0 pob@csgdevcomodo.odua Sep 27, 2092 spam b KB Release
240fmonth® -alice@erample.com= 0 ismithi@csqdev cormeda.adl 12:54.30 FM Cormbingd requesied
' (013
58l Singla? Maet your Soul Mate hera gronica pob@csgdevcornodo.odua Sep 27, 2012 spam 4 KB
SEfOACaEerample coms mithghcsgdev cormodo.ad. 125411 Pal Combined
032y
by Size Store - Get 15% off on Limited Edition Stock | moda.od ep 27, 2012 25 KE

»  Select the mail that you have sent request to administrator and click the 'Cancel request' button.

The cancel request will be processed and the Action column for the selected email will become blank. The request also will be
removed from the administrator's list.

3.2.1.2 Report Spam

The Report Spam feature allows you to report suspected junk emails that have by-passed existing filters and landed in your
inbox. CASG will analyze reported mails and, if found to be spam, will update its filters to quarantine similar mails in future. You
can upload spam mails locally saved in your system into this area. CASG accepts a range of different mail formats, for
example, .eml and .msg.

To report a spam mail

«  Click 'Report spam' from the 'Incoming' drop-down menu in the menu bar or the
configuration area.

icon in the 'Incoming'

The Report Spam interface will open.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Report spam'
icon will be available in the 'Incoming' configuration area.

Report spam )

Upload mail format files only (max. size - 9 Mb) :

& upload
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«  Click the 'Upload' button.

Note: Assure you will upload a correct email format and a size of the file is not greater then 9 MB. Otherwise, the following
warning message will be displayed.

Perhaps the body of the file is damaged or it is nod “eml format or if size graatar than SMb (CASG_pwbd) %]

The File Upload dialog will open.

Upload E

pload mail format files only
(max. size - 9 Mb)

Q Browse...

Upload Cancel

«  Click Browse...
Choose File to Upload =
Look, in; ILﬂ suspected_mails j @ ? ¥ '

e tangel Beauty Clinic

5 Apply. Get Real Quotes For Top Plans. Go With The Best Offer

£y Europe Lotkery - You won £500,000

2 MY CANADIAN PHARMACY

24 Your Email Id has won 1,000,000,00 GBP in the British Microsoft Inc,

File name: I.ﬁ.ngel Beauty Clinic j Open I
Files of twpe: I,-'l'-.ll Files [*.7] j Cancel |
F

... and navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you want to report
as spam and click 'Open’. The maximum size of the file that can be uploaded is 9 MB.

The mail will be processed for uploading...
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=

Upload S

) Cancel Angel
Beauty Clinic.csv
File size: 0of0

Lpload mail format files anly
(max. size - 8 Mb)

Upload Cancel
....and will be added to upload list.
Upload Ed
Upload mail format files only & Cancel Angel

(max. size - 9 Mb) Beauty Clinic.eml

Upload Cancel

«  Click 'Upload'. The email will be uploaded and checked.

Re Angel Beauty Clinlc eml; Verfication was successul, B

«  Click the & putton to close the message.
If the mail that you have uploaded has not passed through CASG filter, the following message will be displayed.

The messagea you have uploaded never passed through our spamdiltar (Re Angel Beauty Chinic.aml) (%]

3.2.1.3 Log Search

The Log Search option in CASG allows you to search for a specific email message such as mails with virus, unsure mails etc. or
all the mails as per your selection in the 'Classification' drop-down.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Log search' icon
will be available in the Dashboard under 'Incoming' configuration area.

To perform a log search of your incoming emails

uf

»  Click 'Log search' from the 'Incoming’ drop-down menu in the menu bar or the icon in the 'Incoming'
configuration area.

The 'Log search (incoming)' interface of the user will open:
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Dathboard e Lag seasch (ncaming)

Log search {incoming) @
Daberange: | 2013-02-24 PK 123718 [ |- 2013-02-25PM 123718 58
Sander : : ]
Fecipient: J;m‘deam } grspdevcomodosdua
Sender IP -

Sender host

Classification

Inciuds resufls from the lastminstes: A

Dml ot

+  Date range: Select the date range for which you want to search the log file.

«  Sender: Enter the sender email address in this field.

»  Recipient: The currently logged in user name will be displayed in this field.

«  Sender IP: Enter the IP address of the sender.

«  Sender Host: Enter the sender host name.

«  Classification: Select the type of email that you want to search from the drop-down options.

 Include results from the last minutes: If selected, CASG will include messages that are currently being migrated from
the filtering server to the logging server in the search results.

The optian Tnciude resuis rom the 1ast minutes™ will Siew down the Seanch result retrieval [
Click the 'Search' button.
CASG will search for the entered terms and display the results.
Datetime Host {Exin i) Sander hostums Sender Racipiemt Classification
2011-10-06 11:41:05 rrsmvl spamgatessay come bl B onetel85 onetelecorm.o  miss testdE@mall Jahnsrmith Rejectzd
AREmJm-D0DEAHFD B 1B65518 Meseape content looked
Nk Sparm
2011-10-06 11:08:01 rrsev] spamgateway come B onetelSs onetelecom.o  miss testi@mall iahnsmith Rejectad
1REIM4-0005VK-BL 411868518 External pattern match
2011-10-06 10:53:33 syl spamgateway.come bl B onetel3% onetelecom.o  miss bestl@mail.n Jahinsrmith Accepted
1RBIZz D005Fw-BM 91.196.95.18 Rejected hen neleased
2011-10-06 10:38:56 rricamv] Spamgalivcy come B oneel85 onelelecorm.o  miss es@@mail jahngmith Ternporarily rejecied
1 REIL=-0004wih- 0 61 1666518 Unable to verdy destination
addrass
2011-10-06 1003114 rriesrv] spamgalevsy come B onelelS5 onelelecarm.o  miss besiEmailn jahnsrmith Termporarnly rajacied
1RBIEN-0004md-dy 61.196.05.18 Unable to verify desiination
addrass
2011-10-06 09:56.25 msrvl spamgateway.come hiBonelelS.onetelecam.o  miss.tesildmail.u jahnsmith Ternporarily rajected
1RBK-000476-BK 21.196.95.18 Linable to verify desination
addrass
01 1-10-06 09:31:57 sl spamgateway.come bl B onetel35 onetelecom.o miss bestl@mail.n jahnsmith Ternporanky rejected
1RBKJ3-0003dM- 9 91.186.95.18 Liniabile o verify destination
address
2011-10-06 09:23:37 rram] spamgateway come bl B onetel85 onetelecorm.o  miss testt@mall jehnzmith Rejectad
1 Rk 000359-5C 01 1868518 Exdernal patiern match
2011-10-06 08:53:21 rresrvl spamgalessy come bl B onetel35 onelelecorm.o  miss besBd@maili jahnsmith Accepled
1RE|h-0002rp-Ex 91.,196.9518 Rejectad Mmen releazed
2011-10-06 O8:48:33 rrsn] spamgaiewsay come bl Boonetel85 onetelecarn.o  miss testt@mall johnsmith Accepled
1RBjcp-0002mb-Zu &1 1868518
2011-10-06 083538 syl spamgalessay come maill comodogroug.com admin@antispamgatewsyt jahnsmith Acceplad
1RBIGC-0D0ITw-E0 91199212133 Bending server found on &
DIMS whitelist
2011-10-05 13:44:20 mEsrvl spamgateway.come  hi BoneteldS.onetelecom.o  miss.testl@mail.ru ishnsmih Accepled
1RERI-D00GEE-31 91.196.95.18
2011-10-05 134303 rricamv] Spamgalissy come B onelel85 onelelecorm.o  miss esi@mall Jahnsrmith Accepliad
1RERES-00069-0C 61 1868518 Rejectad then released
2M1-10-0513:42:10 rresmvl spamgatewsy.come maill . comodogroup.com admin@antispamgatewsyt  johnsmith Accepted
1RERjG-D00G6S L0 91180212133 Sanding server found on &
DINE whitelist
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The 'Download' button allows admin to retrieve from CASG a raw log of messages from the selected domain. The compressed
Exim4 log containing all entries for the selected domain can be downloaded from this interface.

Press the download button, the download dialog will open.

-
Cpening incoming.csgdev.comodo.od.ua.logs.zip M

You have chosen to open

E incoming.csgdev.comodo.od.ua.logs.zip
which is a: 77777 ZIP - WinRAR
from: http://jenkins.comodo.od.ua:9013

What should Firefox do with this file?

WinRARZIP (default) -

i1 Save File

[7] De this automatically for files like this from now on.

| ok || Cancsl

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be saved
in the folder that you have configured for saving download files.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

3.2.2 Outgoing

In the 'Outgoing' area of the Manage Domain section you can search for outgoing email messages.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Log search' icon
will be available in the Dashboard under 'Outgoing' configuration area.

Outgoing =l

Log search

Click the following link for more details:

+ Log search

3.2.2.1 Log search

The Log Search option in CASG allows you to search for a specific outgoing email message.
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Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Log search' icon
will be available in the Dashboard under 'Outgoing' configuration area.

«  Click 'Log search' from the 'Outgoing' drop-down menu in the menu bar or the
configuration area.

icon in the 'Outgoing'

The 'Log Search (Outgoing)' interface of the selected domain will open:

Sander | doctearn i@esgdevcomoda.od.ua

User — — @esgomcemote.sds
Recipient
Sender IF:

Sender host

Classification: | Al -

Include results from the kst mindes: [

[ search | | Downoad |

« Date range: Select the date range for which you want to search the log file.

« Sender: The currently logged in user name will be displayed in this field.

«  User: Enter the username of the outgoing email address for in this field (for example, 'testuser1@example.com’).
+ Recipient: Enter the email address in this field (for example, 'testuser1’).

+ Sender IP: Enter the IP address of the sender.

+ Sender host: Enter the sender host name.

«  Classification: Select the type of email that you want to search from the drop-down options.

+ Include results from the last minutes: If selected, CASG will include messages that are currently being migrated from
the filtering server to the logging server in the search results.

The aptian “Indude resulls from the last minutes™ will slow down the search result retrieval u

Click the 'Search' button. CASG will search for the entered terms and display the results.

Date and time Host [Exim k) Sender hostname User Semder Reciplent Classification

2012-09-27 OF; 2344 P oml 3 comodo od us bab bob -"-_:g:|;._._-_3—13 evgenly logvinenkoaf@ico | Acceped

33 Mezsspe conisnt
lgaioad Nike non-spam
2012-00-27 OT 23:20 mxsry] dev spamgatew: mailZ comodo.od ua bohb bob@cegdev.come  evpeniylogvinenkod@coo SRSjScisd
1 THER.J-0DD0Dy]-54 6.99.33 Extarnal pattarn match

2012-08.27 072258  mxsrvi dev il2.comodoodua  poh bob@eegdev.coma  evpeniylogvinenko@co SRsjscisd
1 THB Qo -DD D 1.196.95.33 Extarmnal patbarn mabch
2012-08-2T OF 2238 mxsry . dev spamgaiew: madlZ.comodo.od.ua bob bobaa -_5:_|:|5.._ Lo evgeniy. logvinenkodco | Accepied
1 THEQC-0000xE-FIK 91.196.95.33 Masanpe conlent
loaked like non-spam
2012-09.27 OF 2227 mxary] day spamgalew mail2 comodo.od ua bahb bob ;"_Eg:lé._._'_c"‘c evpaniy logvinankafico | Accapiad
1 THEOS- 1} 91 69933 Messmpe conent
loaked like non-spam
2012-08-2T7 DE: 5351 msrv ] deyv spamgatews madlZ comodood.ua bohb bob@csgdev.come  evpeniylogvinenke@co | Accephed
1 THT yo-DRIEUF-Cs B1.196.95.33 Rejecied then released
2012-09-27 DB:50:28 mxsr] deyv spamgaless mail2.comodo.od.us bah b : '.Egil&-.—. como  evpeEniy.logvinankofico
1 THTY-00080z-Ar #1.196 9533 Blacklishad sandar

The 'Download' button allows admin to retrieve from CASG a raw log of messages from the selected domain. The compressed
Exim4 log containing all entries for the selected domain can be downloaded from this interface.
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Press the download button, the download dialog will open.

-
Cpening outgoing.csgdev.comodo.cd.ualogs.zip ﬁ

You have chosen to open

@ outgoing.csgdev.comodo.od.ualogs.zip
which is a: 77777 7IP - WinRAR
from: http://jenkins.comodo.od.ua:9013

What should Firefox do with this file?

WinRAR.ZIP (default) -

() Save File

[] Do this automatically for files like this from now on.

oK ][ Eoncel

ey

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be saved
in the folder that you have configured for saving download files.

3.2.3 User Account Management

The "Account Management' configuration area of the dashboard allows the user to change their login password and account
settings of the user, manage the subscription for periodical Quarantine summary report and configure the language in which the
CASG messages are to be displayed/sent according to the location of the user.

Note: Depending on the permission level configured for your email account by your administrator, the 'Manage report
subscriptions' icon may not be available in the interface.

Account management =
] [ ool
Ee g
iy profile Manage report
subscriptions

Click the following links for more details:
«  Managing login password and whitelist/blacklist settings
«  Managing subscription for periodical summary reports

3.2.3.1 Managing Login Password and Whitelist/Blacklist settings

The 'My Profile' interface accessible from the 'Account management' configuration area allows the user to change their login
password and the whitelist/blacklist status.
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To access the My Profile configuration area, click My Profile icon from the Account management configuration area or
click "My Profile' from the Account Management drop-down menu in the menu bar.

The "My Profile’ interface will open.

Note: Depending on the permission level configured for your email account by your administrator, the 'Change settings' icon
may not be available in the interface.

My profile @
B &

Change ~hange

To change the user's password

.

»  Click 'Change password' icon | Iﬂ from the My Profile configuration area. The 'Change Password' dialog will be

displayed.
Change password 3
Mew password : T
Confirm password : .“nnn| ...........

- Enter the 'New password' and re-enter it for confirmation in the respective boxes and click the 'Save' button. The new
password will be saved.

Success B3

@ Password was successfully saved.

OK

«  Click 'OK" to return to 'My Profile’ area.

To add or remove from Recipient Whitelist

R

«  Click 'Change settings' icon ﬂ from the My Profile configuration area. The '‘Change settings' dialog will be
displayed.
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Change settings
Whitelist my email :

Save Cancel

«  Select or deselect the 'Whitelist my email' checkbox to add or remove the user from the Recipient Whitelist

«  Click 'Save' to confirm your changes

3.2.3.2 Managing User's Subscription for Periodical Summary Reports

The 'Manage report subscriptions' interface accessible from the 'Account management' configuration area allows the user to
configure the subscription for the periodical Quarantine summary report. Refer to CASG Reports - an Overview for more details.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Manage report
subscriptions' icon will be available in the Dashboard under 'Account management' configuration area.

To configure report subscription for the user

@

«  Click Manage report subscriptions icon from the Account management configuration area or click 'Manage
report subscriptions' from the Account Management drop-down menu in the menu bar. The 'Manage report
subscriptions' interface will be displayed.

# Dashboard Incoming -~ Outgoing - Account management ~

Dashboard & Manage report subscriptions

Manage report subscriptions @
Quarantine report
Hour Day of month Day of week Send empty = Enabled = Start date (GMT) Report length
@E'v'ery' day @Everfweek day E Apr 30,2013 00:00 Mext repart for 11 hour(s}
OChoose Ochoose from last run (2013-04-29
0 A ~ 3 12:50)
1 i =
2
3
4 w
a v v
Save Reset settings to default

«  If you want to receive the periodical Quarantine summary reports, ensure that the 'Enabled' check box is selected.
»  Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.
«  Select the frequency of the report to be sent to you from the 'Hour', 'Day of month' or 'Day of week' columns.

»  Hour - The reports will be generated and sent at the selected hour of the day or date chosen from 'Day of month'
or 'Day of week' columns.

- Day of month - The reports will be generated and sent every day or on the specific day every month chosen at
the hour selected from the "Hour' column.

- Day of week - The reports will be generated and sent every day or on the specific day every week chosen at the
hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich
Mean Time (GMT)).

»  Report length - Displays the period of the report that will be generated depending on the options chosen.
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»  Click 'Save' for your settings to take effect.

«  Click 'Reset settings to default' button to configure default report generation period. The report will be generated every
24 hours starting from 00:00 hours.

4 CASG Reports - An Overview

Comodo Antispam Gateway can periodically generate quarantine reports that are sent to the users. The reports will be sent
routinely at the times selected by the user.

« By default, reports are enabled for new users. Reports can be enabled or disabled for a user in Dashboard > Account
management > Manage Report Subscriptions.

The Quarantine Report contains a statistical breakdown of the mails that were identified as spam or containing malicious content
and were moved to Quarantine automatically by CASG, with the details on sender, receiver, date and attachments. Clicking the
subject line in the list will open the respective mail in a new CASG window.

The report can be subscribed to be received daily, weekly or monthly at the selected hour.
Daily -The reports will be generated and sent daily to the user through email.

« Weekly - The reports will be generated and sent to the user through email on every seventh day from the start date set
in the 'Start date' field. The report will contain details of the mails quarantined during the past seven days. The first
report will be sent on the start date and will contain the statistics for the remaining days of the week from the day of
configuration and subsequently every seven days.

«  Monthly - The reports will be generated and sent to the user through email on every 30th day from the start date set in
the 'Start date' field. The report will contain details of the mails quarantined during the past 30 days. The first report will
be sent on the start date and will contain the statistics for the remaining days of the month from the day of
configuration and subsequently every 30 days.

An example of a Quarantine summary report is shown below:
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Fle Edt Wew Go Message Took Help

2 Gatmal - | wite = /chat [) addressBook | ) Ta-;'| @ Quick Filter P =
A e fos! W | )
't * B subject * From & Date ]
Release requeast ¢« admin@csg.comodo.od ua «  1041f2012 2:05 PM -~

Quiarankine Report *  admin@csg.comodo.od ua 10j2{201Z 5:35 AM
Mews account registered «  admin@csg.comodo.od, ua *  11j21/7012 4:20PM %
From admin@csg, comodo.od.ua’ ['_4i Raph'] [ gl Furwald] [ E Archive] [ ﬂ'] Jurk] ’ b4 Deiate]
Subfect Quarantine Report 10/2/2012 5:35 AM

To Me Other Actions *
)
c COMODO

Antispam Gateway

N, -~

Here is the daily quarantine report for bob@csgdev.comodo.od.ua

Subject From To Date Size B
Fwi Intervicw Alice bobi@csgdev.comodo .od ua, g’?g?ﬂm 266 |B
Notice jsmith@csgdev.comodo.od La EEST 2012
$ 4901 qift Man Oct 01

certificate anda | Demck bobgcsgdev.comodo od ua, 085334 |759 |8

N e e jsmith@csgdey.comodo.odua EEST 2012

Sign up nowl

AND GET A 40" | Duncan bob@csgdev.comodo.od.ua, gdgqnmojgm 65

SONY LCD TV jsmith@csgdey comodo od.ua EEST 2012

Free

Live Jobs Start -

FPart Time Jobs | Fowler bob@csgdey.comodo.od.ua, B’Egg&gm 4835

From Home - jsmithi@csgdey comodo.od.ua EEST 2012

Earn § 60,000

Having Trouble? Support is here to help. Open a Ticket at support.comodo.com or call v

.il No messages to download Unread: 17 Total 74

«  Clicking on the 'Subject' link will open the respective mail in a new CASG window. You need to login to CASG to read
the mail in the new window.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
STE 100

Clifton, NJ, 07013
United States

Tel: +1.888.256.2608
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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