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1 Introduction to Comodo Antispam
Gateway

Comodo Antispam Gateway (CASG) is an enterprise email filtering solution that blocks spam, email-borne viruses and other
unwanted mail from reaching user in boxes. CASG can be quickly configured for any email system and can be up and running in
no time.

Features and benefits include:
*  Antispam protection for incoming mails
*  Antispam protection for outgoing mails
*  Enhances productivity of employees and servers
* Intuitive web interface facilitates easy use and configuration
»  Easy management of domains email restrictions
e Whitelist / blacklist recipients and senders
*  Archiving incoming mails

coMODO

Antispam Ga

Diomain quota usage Lser guota usage Archive quota usage

L SSOMEr Manaaemes
'!.. Cusiomer management

Diamain ieense expiratior

Ml of s s
=

Guide Structure
This guide is intended to take you through the configuration and use of Comodo Antispam Gateway and is broken down into the
following main sections. The guide can be navigated using the bookmark links on the left.

* Release Notes - Alist of new features that have been appeared in the CASG.
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*  Purchasing License - How to purchase CASG licenses.

*  Adding More Users, Domains Or Time To Your Account - Describes how to obtain domains, add more users to
your account.

» License Information - Describes how to keep track of subscription status and various license related alerts.
*  Getting Started - Describes how to configure your mail server with the CASG service

* Incoming Filtering Configuration
*  Outgoing Filtering Configuration

e The Administrative Interface - Provides a snapshot of main functional areas of CASG.
*  Logging-in to the Administrative Interface - How to login into the CASG interface.

e The Dashboard Area - Describes briefly about Domain management, Account management, Customer
management and Statistics area.

e Domain Management - Detailed explanation on how to add domains, edit domain and manage domains. This
section also deals with adding users to whitelist and blacklist and view log reports.

e Audit Log - Detailed explanation on how to view and export log reports for all the domains in the account.

e Account Management - Detailed explanation on how to add new administrators and change login passwords,
subscription to periodical reports and configure language for messages from CASG.

e Customer Management - Provides information on accounts.

e CASG Reports - An Overview - An Overview of the Domain and Quarantine summary reports periodically generated
and sent to the administrators and users by CASG.

e Appendix 1 - CASG Error Codes

e Appendix 2 - CASG Comparison Table
*  Appendix 3 -Troubleshooting LDAP

e Appendix 4 - Useful Links

1.1 Release Notes

Version History

Version Number List of Changes

Version 2.0 e New user interface

*  Added Domain Audit Log feature, which enable administrators to view the events for selected
domains in customer's account

»  Customers can purchase storage space for archiving incoming mails
*  Added more audit events
*  Added ability to whitelist / blacklist senders for each user

*  Various bug fixes

Version 1.12 *  Added Audit Log feature, which enable administrators to view the events for all the domains in
customer's account

»  Various bug fixes

Version 1.11 «  Added ability to assign group permissions for administrators
*  Added ability to login to CASG service via CAM credentials

*  Administrators can unlock users immediately who were locked out after three unsuccessful
attempts to login

»  Added ability to customize notification emails

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 5
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*  Added ability to configure number of users for each domain belonging to an account

»  Various bug fixes

Version 1.10 *  Added ability to import users from Active Directory server of Domain, through LDAP

»  Added ability to administrators to receive quarantine request emails through alternative email
address(es)

»  Added ability to export configured Recipient Whitelist, Sender Whitelist, Recipient Blacklist
and Sender Blacklist to CSV files

Version 1.9 «  Added ability to assign group permissions to multiple users and filtered users
*  Added a user ability to search for logs of all domain
*  Added 'Reset to default' button for Incoming Spam Detection settings

*  Added 'Include results from the last minutes' parameter to the Incoming & Outgoing Log
search pages

*  Added user login audits, including name of user, IP, logged time and session duration

Version 1.8 *  Added option for administrators to configure idle session timeout period

»  Various bug fixes

Version 1.7 »  Added option to purchase multiple licenses for single domain or multiple domains

*  Added new feature - Groups & Permissions. Allows administrators to create groups and
configure permission levels for each group. Ability for administrators to add users to groups
with preset policies.

»  Users in Power group can release quarantined emails without administrator's approval
»  Added ability for administrators to blacklist senders from Quarantine interface

»  New option for administrators to import users to whitelist / blacklist from csv format files
*  Added ability for administrators to import aliases from csv format files

*  Added new options for report generation - Ability for administrators to receive global reports
for all domains and domain level report for selected domain

*  Login As button removed disabling an administrator to login as another administrator

e Email size restriction - Administrators to contact Comodo if more than 250 MB email size is
required

*  Various bug fixes

Version 1.6 e Added Released Emails, Blacklisted Emails and Whitelisted Emails features in Email
Management

»  Added ability for administrators to release or reject users' request to release quarantined
emails

»  Added ability for administrators to accept or reject users' request to add senders to whitelist or
blacklist

»  Email notifications to administrators and users for requests such as to release quarantined
mails, add senders to whitelist or blacklist

*  Added ability for administrators to prioritize domain routes using drag and drop feature

»  New option for administrators to set number of quarantined mails to be displayed per page
*  New option to stop empty reports from being sent to recipients

*  Right-click options to open links in new tab or new window

»  Various bug fixes

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 6
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Version 1.5 *  Added outgoing (SMTP) user management support
*  Added email aliases support
*  Added the ability for administrators to clear outgoing domain callout cache

*  Added the ability for administrators to search for a specific outgoing email message

Version 1.4 *  Added periodical Domain and Quarantine summary reports feature

*  Added ability for administrators to set language for messages displayed/sent by CASG
according to their location

*  Added automatic locking feature - the CASG account will be locked if the administrator/user
login attempts fail for set number of times due to incorrect entry of username/password

*  Added ability for administrators to view quarantined email message content through a new
CASG window

Version 1.3 »  User interface improvements

*  Embedded links to on-line help

*  Ability to configure the number of days for which logs are available
*  New options for domain settings

»  Various bug fixes

Version 1.2 *  Added licensing options

»  Fixed various bugs

Version 1.1 «  Added ability for administrators to view email message content through the CASG interface
*  Added ability to report spam in multiple formats to Comodo for potential global blacklisting
»  Added ability to quickly switch the domain that is currently being managed

*  Added ability to reset 'Blocked Extensions' list to default values

Version 1.0 *  Added Mail Quarantine feature
*  Added Whitelist / Blacklist pages
*  Added Domain management feature

*  Added Customer management

*  Added Account management

1.2 Purchasing License

In order to get started with CASG, you must first purchase the service then configure the service. You have the option to
purchase multiple licenses for single or more domains. The number of users and domains that are allowed for all the licenses
purchased will be added and displayed in the Customer Info page. Follow the '‘Buy Now' link on the website to purchase
Antispam Gateway. Your Comodo Antispam Gateway account will be created once the signup process is complete - please refer
to the email you receive after signup or activation. You can now login into the account with your username and password.

Note: A free version of CASG with limited features is also available for those who would like to try the application before
purchasing a paid version. Please refer to Appendix 2 - CASG Comparison Table for more details on the features available
for free and paid CASG versions.

You can view the license details in the main interface after activation. See the section 'License Information' for more details.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 7
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1.3 Adding more Users, Domains or Time to your Account

New users, domains and license term extensions as well as multiple licenses can be added to your account by logging into your
CAM account at https://accounts.comodo.com/ . Please read on for a step-by-step guide to this process.

To create CAM account

Visit the Comodo Accounts Manager page at https://faccounts.comodo.com/. The 'Register or Log In' page will be displayed.

COMODO

Creating Trust Online®

Help | Contadls SignUp | Login

Welcome

Please enter your login and password

Login:

Password:

[ Login

“Forgot Password

CAM v.4.8.13323

Click 'Create New Account' link. The Signup page for all the services offered by Comodo will be displayed.

COMODO

Creating Trust Online*

Signlp | Login

SignUp

Sign Up to Comada Network Center Service

Sign Up to A Syreiern Service

Sign U to Antispam Gateway Service

Sign g to LoginPra Service

Slgn Up to Comado System Wilities Service
Sign Up to Stelnspector Service

Sign L to TrustConnect Service

Slgn Up to Comaodo Internet Security Service
Sign Up to Comaodo Omline Storage Service

Sign Up to Endpeint Security Manager Service

Cat v 2. 10583

Click 'Sign Up to Antispam Gateway' link. Select the subscription package you want to use from the list displayed. You have the
option to purchase single domain license or multi-domain license:

»  Single Domain License - One email domain, for example, xyz.com or abc.xyz.com, can be configured along with a
total number of licensed users.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 8
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e Multi-domain License - More than one email domains, for example, xyz.com, abc.xyz.com, abc.org and so on, can
be configured according to the license along with a total number of licensed users for all CASG-managed domains.

Comode Sign-Up Page

@ Comoda Artizpam Gatesway (25 uzers, 1 domaing) & prce of $12.50 for 1 manth

O comado Arfispam Gatewsy (25 users, 1 domaing) ab price of $150.00 for 12 months

O comodo Arfispam Gateway (50 users, 2 domainz) et price of $25.00 for 1 manth

O Comodo Anfispam Gateway (30 ugers, 2 domains) st price of $300.00 for 12 monthe

O Comado Artispam Gateway (100 uzers, 2 domains) at price of $50.00 for 1 month

O Comaoda Artispam Gateway (100 users, 2 domainsg) st price of $600.00 for 12 maonths

O comado Artispam Gatewsy (200 users, 5 domains) st price of $100.00 for 1 month

O comado Artispam Gatewsay (200 users, 5 domainz) at price of §1,200.00 for 12 months
O Comaoda Artispam Gateway (400 users, 10 domains) at price of $200.00 far 1 manth

O Comado Antisparm Gatewsy (400 users, 10 domains) st price of $2,400,00 for 12 manths
O comodo Artispam Gateway (1000 users, 20 domains) at price of $500.00 for 1 month

O comodo Arftispam Gateway (1000 users, 20 domaine) st price of $5,000.00 for 12 morths
O Comadn Antispam Gatewsy Trisl for 120 Days (50 users, 2 domains) - Mo Card Reguired
O comodo Arispam Gateway Free (10 uzers, 1 domaing) - No Card Reguired!

Enter the User Details and Contact Information in the respective sections.
If you already having an account with Comodo, check 'Yes' box. You will only need to enter your Email Address/Login ID ,

Password, and Contact Information.

Note: Fields marked with * are mandatory.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 9
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Customer Information (an * indicates required fields)

When paying by credit card, the billing information should be exacily as it appears on your credit card statement. For credit card
verlfication, please ensure thatyour first and last name are enlered as they appear an your card.

User Deatails
Arg you an existing Comodo custamer? O Wes @ 1]

Lucjn'
14 eharacter min.]

Password
(& characters min.)

Password Confirmation
First Hame
Last Name

Ermail

Telephone Humber

Contact Infermation

Company Harme

Street Address

Address?

City

Country’ United States v
State of Province Alabama w

Postal Code’

Eilling Information

The zame a3 Contact Informstion

Select the payment method and enter the details.

Payment Options

O &

oY Jual—{

When paying by credit card, the billing information should be exactly as it appears on your credit card staternent. For credit card
verification, please ensure thatyour first and last name are entered as they appear on yaur card

Credit Card Details
Credit Card Humber
Security Code” What is it?

Hame exactly as it appears on your o edit
card

Expiration date’ December » . 2012 »

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 10
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Check the box if you want to be informed about Comodo products updated via mail.

Communication Options

[#] ¥es!Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe
with us!

Read the 'End User License and Subscriber Agreement' and accept to it by selecting 'l accept the Terms and Conditions'
checkbox. Click 'Sign Up'.

Terms and Conditions

END-USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway

IMPORTANT - PLEARSE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING,
OR USING COMODO AMTISPAM GATEWAY ("SERVICES"). BY DOWNLOADING, INSTALLIMNG, OR
USING THE SERVICES OR BY CLICKING ON "I ACCEPT" BELOW, YOU ACENOWLEDGE THAT YOU
HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS
TERMS. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO WOT DOWNLOAD OR USE THE
SERVICES OR CLICK ON "I ACCEPT".

This user license agreement is between you ("you"™ or "Subscriber"), as either an

71 | accept the Terms and Conditions
. SIGNUP

Click the Confirm /Cancel button in the Order confirmation dialog.

COMODO

Creating Trust Online*

Slgnllp | Login

Order Confirmation

Please confirm your order:

Comodo Antispam Gatevsy Free Price 50 per 12 monihs

Confirm Cancel

Condw 6216632

The assigned invoice will be displayed.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 11
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Antispam Galewsay | My Atcount | Help | C Logost

Invoice #1286090-11
Comodo Sacurity Solutons, inc
525 Washingion Bhvd mr""' : Ef““h
ﬁ;ﬁ'ﬁ;";‘:ﬁ" 0730 Address Alabama 123456
United Stafes

support.comodo.com

Comodo Antispam Gateway Free from 2012-1205

[ Print]
[ Start using Comodo Antispam Gateway Free|

Cod v 5.2 16682

After purchasing a CASG license, you will automatically become an administrator in CASG. Repeat the process for purchasing
another CASG license. The number of users and domains that are allowed for all the licenses purchased will be added and
displayed in the Customer Info page.

14 License Information

After purchasing/licensing has been completed, we advise you to keep track of your usage limits and the number of days
remaining on your license(s) to avoid service interruptions. You have the option to upgrade or downgrade your license as per
your requirements. You will begin to receive license renewal reminders via email before the expiration of license(s).

You can view your account status in the 'Customer Management' area in the main interface.
e Click 'Customer Info' from the 'Customer management' drop-down menu in the left hand side navigation area.

*  The image below shows an example of Customer Info who has purchased multiple licenses.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 12
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a .Enct)?:f:f:llg o Quaranting: 4 = 3@ reguest Wi remuesta 1 Nackli=g reguests 15_1 aunt

dachboard § Customes info

Customer info © rei

S Mame ; test test

LT 105 CAN lagin . demo_casg_custoner

LR Madnacement CAM armail | demo_caspd c oo, com

MY Cistomer management Totals
Mumbar ofusers 6
TIET S0
. R mlan. number of users 41
Manage rapar s
Mumber of domainsg 3
Em

Max nurmber or domains 41

Diek quata (GEN 003

Disk space 286.0 KB

Subscriptions
Subsciiption &
Max nuimber of users 39
Max number of domains 39
Licenze expiration date  May 02, 2014
Digk quota (GE; 30
Enabled trae

Subscription :

Mz number of users 2
Max number of domains 2

License explration date  May 03, 2014
Disk quota (GE) 0

Enabled tre

End-User License and Subscriber Agreement

2011-8-T-Antispam Gateway
END-USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway

IMPORTARNT - PFLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING, OF LISING COMOT

AMTISPAM GATEWAY CSERVICEST), BY [

In the 'Customer Info' panel you will find the details of subscription(s) for your account, such as number of users, number of
domains and the space available for archiving mails. For multiple licenses, the number of users and domains that are allowed for
all the licenses purchased will be added and displayed in the Totals column.

*  Name: Displays the name of the account.

e CAM Login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
https://accounts.comodo.com. The administrator can use this login username to log in to CAM for purchasing
additional licenses and renewal of existing licenses.

e CAM email: Displays the email address for the account as registered at CAM.
Account Summary
e Number of Users: Displays the number of users for all the domains belonging to the account.

e Max. Number of Users: The maximum number of users that can be added as per all the subscriptions made for the
account, that is, number of users cannot exceed the number given in this field for all domains included.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 13
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e Number of Domains: Displays the number of domains belonging to that account.

e Max. Number of Domains: The maximum number of domains that can be configured as per all the subscriptions
made for the account.

Details on Subscriptions

e Max. Number of Users: The maximum number of users that can be added for the account as per the specific
subscription, that is, number of users cannot exceed the number given in this field for all domains included.

*  Max. Number of Domains: The maximum number of domains that can be configured as per the specific subscription.
* License Expiration Date: Provides details about the expiry date of the license for the specific subscription.
»  Disk quota (GB) - Displays the space available for archiving all incoming messages.
»  Enabled: Displays whether the subscription is active or not.
End-User License and Subscriber Agreement

e End-User License and Subscriber Agreement: Displays the complete End-User License and Subscriber
Agreement.

The 'Customer Info' panel alerts the administrator about license(s) expiration date and if Domain/Users limit is exceeded.

Administrators will start receiving license renewal reminders via email 30 days (default) before your license(s) are due to expire.

Note: The number of days before expiration of license that you start to receive license renewal reminders and the number of
reminders per day that you receive depends on the settings configured in CASG.

An example of license renewal reminder is shown below:

Dear Customer,

Your Comodo Antispam Gateway account is due to expire in 5 days.

Please renew your subscription using your account page or contact support.

Please note that on 03-06-2012 your account will be suspended for 60 days and after that all your data will eliminated.

If you have multiple licenses and if one of them has expired, then the number of domains and users allowed for that license will
be deducted from the total number of allowed domains and users. No error message will be displayed if the usage is still limited
within the total domains and users allowed for the remaining license(s).

An alert will be displayed at the top of the interface on the day when all the license(s) have expired. An example of the message
is shown below.

Your subscription has expired, your account will be purged in 60 days., including all domains and quarantined emails. which will be irretrievable. Until that your

Spam filters are disabled

Note: The period after which all domains and quarantined emails for your account that will purged depends on the settings
configured in CASG.

During the configured period after license expiry, your emails will continue to be delivered to your domain via CASG but without
any spam filtering. During this period, you cannot add new domains and new users. Option to enable quarantine is also disabled
and incoming Spam detection settings screen for every domain in your account will display that Quarantine is disabled. After the
configured period, all domains and quarantined mails in CASG for your account will be purged.

Users of the account can use the service normally during this period. After the configured period, if a user tries to login with
his/her credentials, "Your login or password is incorrect' message will be displayed.

Administrators can upgrade or downgrade his/her account using Comodo Accounts Manager (CAM) at
https://accounts.comodo.com/account/login. You can use the login details provided at the time of purchasing the service.

Note: Any license upgrade or downgrade for your account will not be effected immediately. However, the changes will be
reflected in the interface after a certain period of time depending on the settings configured in CASG.
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After downgrading your existing account or after a license has expired, if the number of domains and / or users is more than
permitted, an upgrade subscription message will be displayed at the top of the CASG interface. Some examples of alert
messages are shown below:

¢ When the domain limit is exceeded:

Your domain limit exceeded by 1. Please lower number of your domains or buy new subscription

You will not be able to add new domains until some of the current domains are removed. CASG filter will continue to function
and you can add new users.
¢ When the user limit is exceeded:

Your user limit exceeded by 2. Please lower number of your users or buy new subscription.

You will not be able to add new users until some of the current users are removed. CASG filter will continue to function and you
can add new domains.

2 Getting Started

Once an account with Comodo for CASG has been created, the next step is configuring your mail server with the CASG service
and setting up incoming and outgoing filtering. Click on the links below for more details.

* Incoming Filtering Configuration
»  Configuring your mail server
*  Configuring MX record

*  Outgoing Filtering Configuration
*  Per-user authentication
e Outgoing Smarthot setup

2.1 Incoming Filtering Configuration

This section explains how you have to configure your mail server and point your domain MX records to CASG service.
»  Configuring your mail server

»  Configuring MX record

2.1.1 Configuring Your Mail Server

Step 1: Disable Sender Policy Framework (SPF) check or add CASG service domain to SPF check whitelist.

The CASG service domains are:

e outbound.antispamgateway.comodo.com

If the above step is not carried out, the following error message may appear while adding a domain.

Dashbosrd f Domains

Domains © e

WARNING: Routes check 15 falled for given domain. ﬁ
Below 15 detailed response from mall serer
SPF checker is unreachable

Rafrach
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Step 2: Add your domain to CASG service.

To add domain:

*  Login to CASG system, go to domain management and add domain.
Domains

Add Delete Edit domain Manage domain

Add domain

Darmain | domainname.cam

Destination routes + domain dest route|

Max. number of users | Unlimited

S N (e

Step 3: Point mail server MX records to CASG service domain. See the next section 'Configuring MX Record' for more details.

2.1.2 Configuring MX Record

The next important step is to update the Mail Exchange (MX) records of your domain to point to the CASG service domain.
Please ensure that you replace your old domain MX records with primary 'mxsrv1.spamgateway.comodo.com' and secondary
'mxsrv2.spamgateway.comodo.com'. If third-party MX servers are being used, then point the records to
'mxsrv{1,2}.spamgateway.comodo.com'.

Background Note: The MX record is responsible for specifying the mail server to relay the incoming and outgoing email
messages of a domain. A domain can have several MX records, each pointing to a mail server, with defined priority order.
When an email is passed to/from your domain, the mail is handled by the first available mail server as per the priority. You can

define new MX records or change the priority of them depending on how you want the mails to/from your domain has to be
processed.

This section explains how to update your MX records so that all mails to/from your domain are passed through the CASG spam
filtering service. Click the following links for detailed explanations based on the DNS software/web hosting service you use.

*  Windows Server 2003/2008

*  BIND (and the “named” daemon)
«  Comodo DNS

e GoDaddy

*  Enom

*  Network Solutions

*  Yahoo! SmallBusiness

* 1and1
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¢ 4D Web Hosting
*  DNS Park

¢ DreamHost

* DynDNS

* IXWeb Hosting
*  No-lP

e Cpanel

2.1.2.1 Updating MX Records in Windows 2003/2008 Server

1. Open Control Panel by clicking Start > Control Panel and click 'Administrative Tools'".

2. Select 'DNS".

3. Open the 'Forward Lookup Zones' folder.

4. To back up the current configuration, right-click the sub-folder for the mail domain you are configuring, select 'export'
from the context sensitive menu and save the configuration in a safe location.

5. Open the zone/domain sub-folder for that mail domain.

6. Delete all the existing MX records in that zone/domain.

7. Enter a new record for primary mail server with a lowest priority number and enter its FQDN value as
mxsrv1.spamgateway.comodo.com and click OK.

8. Enter a new record for secondary mail server with the next lowest priority number and enter its FQDN value as
mxsrv2.spamgateway.comodo.com and click OK.

9. Right-click the zone/domain folder and select 'Properties' from the pop-up menu.
10. Select the 'Start of Authority (SOA)' tab, click the 'Increment' button and click OK.

2.1.2.2 Updating MX Records on a host using BIND (and the 'named' daemon)

1. Make a backup copy of the zone file (or named.conf) that you intend to edit for MX record updates.
Open the Zone file for the mail domain you are configuring (or go to the part of named.conf being used for that zone)

Delete all the existing “MX” lines for that domain.

o

Enter a new “IN MX” record with the lowest preference value and enter the host name as
“mxsrv1.spamgateway.comodo.com” for the primary mail server.

5. Enteranew “IN MX” record with the next lowest preference value and enter the host name as
“mxsrv2.spamgateway.comodo.com” for the secondary mail server.

6. Find the "@ IN SOA” record and increment the serial number (on the second line of the record).
7. Save the file and check it with named-checkconf.

8. Restart the 'named' daemon.

2.1.2.3 Updating MX Records for Comodo DNS

1. Log in to DNS.com administrative console at https://dns.com/login/ by entering your login email address and
password.

2. Select the domain for which you want to update the MX records, from the "Select domain" drop down menu.
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Contact Help

b & My Account
o H NEW: Overage Insurance Plans

Overview Domains Groups Geo Groups Reports

Home Overview

Type keyword sbove to filfer results

sample-domain.com

3. Click the "View / Manage" button beside the row labeled "@ (mail)".

Records Actions
(root) o View | Manage
* (wildeard) 0 View | Manage

0 . View [ Manage '

@ (mail) e View | Manage

The existing MX records will be displayed at the left hand side pane.
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@ (Mail).sample-domain.com

Set records for any region or group of your choice.

Create record

Region: « Select location

Til: 3600

Priority:

Answer:

Save

Global

www.sampledomain.com. TTL:

www_sampledomain.com. TTL:

CI’EEtE new: Select tl_.rrpe

Add

4. Delete the existing records by clicking the thrash can icons.
5. Set the primary mail server. Under 'Create Record'":

e Enter TTL as 3600 (secs)

e Enter"1"in the 'Priority' field to set higher priority for the primary server
*  Enter “mxsrv1.spamgateway.comodo.com” in the 'Answer' field

e Click 'Save'

6. Again click the "View / Manage" button beside the row labeled "@ (mail)" and set the secondary mail server. Under
Create Record":

e Enter TTL as 3600 (secs)
e Enter "2"in the 'Priority' field to set lower priority for the secondary server
*  Enter “mxsrv2.spamgateway.comodo.com” in the 'Answer field.
e Click 'Save'
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

Setup should now be complete and mail filtering effected on all configured domains. If you experience problems, please open a
ticket at support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready. We have
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experienced technicians on hand to help troubleshoot any configuration issues.

2.1.2.4 Updating MX Records for GoDaddy

1. Log in to GoDaddy administrative console at http://www.godaddy.com, by entering your customer number or login
name, entering your password, and clicking the 'Secure Login' button.
2. Click 'My Domains' from the 'Domains' drop-down menu.
Domains ¥ Hosting & Servers ¥ | Site Buslders ¥ | SSL Certiicates v | Business ;;.: :
' Auctions & More
Bid on/Buy Existing Domains
Premum Listings
Appraise Domains
Register or Transfer Domains Backorder Domains
Doman Enhancements
Bulk Register - SAVE! Private Registration
Traas lar Namams in Ma Nadsdke it inds s Damdieabam
3. Select the domain for which you want to update the MX records, from the 'Domain Name' column.

4.  Click "Total DNS Control and MX Records' from the Details page.
Q. 8 @& 8- » A4 B =
| Organias Lecking  Coshin  Upgrode Reeew Forward Confast  Homeservers Focount Change  Cancel Domain

Status: Actve (Refresh Page)
Privacy: Off [Add)

]

¥

Hame Servers: (Last Update 3/1272012)
533 DOMAINCO COM
K534 DOMAMCONTRO

Business Registration:
Domain Ownership Protection:
Locked:

Registered:

Expires On:

Auto Renew:

CashParking:

Off (Agdd)

Off (Add)

Locked (Change)

2H 42008

2142008 [Renew How)
Off (Change)

Disabled (Change
A

Send by Emai

5.

Delete the existing MX records by clicking the X' buttons.

3 max (utail Exchange)
v Priority
-

Host

Q@ g

[ 18

Goes To

. SECUTESArET nel

radslons | securesarer net

| Resst to Default Settings | -.
TIL Actions

[ [x]
[ [x]

1 Howr

1 Howr

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after

your changes have taken effect.

6.

Click 'Add New MX Record'. The interface for adding a new MX record will appear.
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MX (Mall Exchangers)

To create 8 new MX record for your domain; enter the priorty value (0 - 9999 and compisie the
Host Name, "Goes To. IP Address, and TTL Value felds; then chick "Continue ™

Hote: The "Host Name™ should be defined as your domain name (i.e., "domainnamegoeshers.com™)
or "@" (Enterng “@" wil automatically inser your domain name as the host name for the MX
Record). If the WX Record iz for the domain “www domainnamegoeshere com ™ the host name

i i & -

Priority: [}
HostName:  [@

Enter Goes To Address: f;n.yr_dumain_.net..psmt.p.{:.l-:r"m

TIL: | 1 Hour |

To set the primary server:
*  Enter “1” in the 'Priority' field.
e Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter “mxsrv1.spamgateway.comodo.com”.
e Select 1 week' from the TTL drop-down.
e Click OK.

To set the secondary server:
e Click 'Add New MX Record' again. The interface for adding a new MX record will appear.
*  Enter “2” in the 'Priority' field.
*  Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter “mxsrv2.spamgateway.comodo.com”.
e Select 1 week' from the TTL drop-down.
e Click OK.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.5 Updating MX Records for Enom

1. Log in to Enom administrative console at https://www.enom.com/login.aspx by entering your 'Login ID', 'Password'
and clicking 'Login'.

Click the 'Domains' tab and select "My Domain Names'. 'Manage Domains' page will be opened

Choose the domain for which the MX records are to be updated.

Select the + icon under the "Total DNS Control' list in the 'Domain Details' panel. A sub-list will appear.

Click "Total DNS Control And MX Records'. The 'Manage MX Records and DNS Zone File panel' will appear.
Click 'Launch Total DNS Control Manager'. The 'DNS Manager' interface will appear.

N o g e Dd

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after
your changes have taken effect.

8.  Click 'Add New MX Record'. The 'MX (Mail Exchangers) Record Wizard' will appear.

To set the primary server:
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e Enter “1”in the "Priority Value' field.
e Enter"@" in the Enter a Host Name field.
e Inthe 'Enter Goes To Address' field, enter “mxsrv1.spamgateway.comodo.com”.
*  Select'1 week' from the TTL drop-down.
e Click 'Add".
To set the secondary server:

e Enter “2" in the 'Priority Value' field.
e Enter "@" in the Enter a Host Name field.
*  Inthe 'Enter Goes To Address' field, enter “mxsrv2.spamgateway.comodo.com”.
e Select 1 week' from the TTL drop-down.
e Click 'Add".

9. Click 'Continue'. The 'DNS Manager main page' will reappear when you've finished.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.6 Updating MX Records for Network Solutions

1. Log in to Network Solutions administrative console at https://www.networksolutions.com/manage-it/index.jsp by
entering your 'User ID', 'Password', selecting 'Manage All Services' from 'Log-in to' drop-down and clicking 'Login'.

2. Click 'Edit DNS' under 'DNS Settings'. (If this is the first time you are editing the DNS settings, then click 'Custom DNS
Setting'). The 'Edit DNS' interface will appear.

3. Click 'Continue' in the 'DNS Manager-Advanced Tools'. The 'DNS Manager - Advanced Tools' interface will appear.
4.  Click Add/Edit in the 'Mail Servers' panel. The 'Mail Servers' table will be displayed.

5. Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'Mail Servers'
table to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a
later time after your changes have taken effect.

6. Update the 'Mail Servers' table with the information in the following table.

Priority Mail Server

1 mxsrv1.spamgateway.comodo.com
2 mxsrv2.spamgateway.comodo.com
7. Click 'Save'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.7 Updating MX Records for Yahoo! Small Business

1. Log in to Yahoo! Small Business administrative console at https://login.yahoo.com/config/login_verify2 by entering
your 'Yahoo ID', 'Password' and clicking 'Sign In".

Click 'Domain' from he tool bar.
Click 'Manage Advanced DNS Settings'.
Click 'Change MX Records'.

o kLD

Delete the existing MX records.
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Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

Enter the MX record for primary email server as “mxsrv1.spamgateway.comodo.com” in the first open text box.
Set the priority for the primary email server as “1”

Enter the MX record for secondary email server as “mxsrv2.spamgateway.comodo.com” in the second open text box.

© o N o

Set the priority for the secondary email server as “2”
10. Click 'Submit'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.8 Updating MX Records for 1and1

1. Login to 1and1 administrative console at http://www.1and1.com/login by entering your 'Customer ID' (Account
Number or Domain name), 'Password' and clicking 'Login'.

Click "Administration' tab

Click 'Domains'. The 'Domain Overview' page will appear.
Choose the domain for which the MX records are to be updated.
Select 'Edit DNS Settings' from the DNS menu.

Click 'Advanced DNS Settings' and choose 'Other mail server' from the options.

A S o

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

8.  Enter the MX 1/Prio and MX 2/Prio fields with the following information.

MX 1/Prio mxsrv1.spamgateway.comodo.com
MX 2/Prio mxsrv2.spamgateway.comodo.com
9. Click 'OK".

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.9 Updating MX Records for 4D Web Hosting

1. Log in to your 4D Web Hosting administrative console at https://members.4dwebhosting.com/ by entering your
'‘Username’, 'Password' and clicking 'Login'".

2. Click 'Configure'.
3. Click '"MX Records' from the Configuration options.

4. Replace the top two records with the following:

Primary mxsrv1.spamgateway.comodo.com

Secondary mxsrv2.spamgateway.comodo.com
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5. Click 'Update MX Records'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.10 Updating MX Records for DNS Park

1. Log in to DNS Park administrative console at https://www.dnspark.net/signin.php.
Click 'DNS Hosting' from the left hand side navigation.

Choose the domain for which the MX records are to be updated.

Click 'Mail Records (MX)'.

ok~ LN

Under 'MX Resource records',

*  Replace the hostname at 1 priority row with “mxsrv1.spamgateway.comodo.com” and click 'Update'
e Replace the hostname at 2™ priority row with “mxsrv2.spamgateway.comodo.com” and click 'Update'
6. Delete other existing MX records.

Tip: If you do not want to delete these records at this time, you can do it later, after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.11 Updating MX Records for DreamHost

1. Log in to DreamHost administrative control panel at https://panel.dreamhost.com/ by entering your email
address/Web ID and Web panel password.

Click 'Mail' from the left hand side navigation and select 'MX' from the options.
Click 'Edit' beside the domain name for which the MX records are to be updated.

Delete all existing MX records under 'Custom MX Records'.

o B~ N

In the first two text boxes, enter:

e “mxsrv1.spamgateway.comodo.com”
*  “mxsrv2.spamgateway.comodo.com”
6. Click 'Update your custom MX records now!"

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.12 Updating MX Records for DynDNS

1. Log in to DynDNS administrative console at https://account.dyn.com/entrance/ by entering your Username and
password.

Click 'My Services'.
Click 'Custom DNS' beside the domain for which the MX records are to be updated, under 'Zone Level Services'.
Select all the entries under 'Mail eXchanger Records' and click 'Delete MX'.

Click 'Add New MX'.

o o A~ N

Set the primary mail server:

*  Enter “mxsrv1.spamgateway.comodo.com”
e Select '5' for preference to set higher priority for the primary server
e Click 'Modify MX'
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e C(lick 'Return to...
7.  Set the secondary mail server

e Enter “mxsrv2.spamgateway.comodo.com”
e Select 10" for preference to set lower priority for the secondary server
e Click 'Modify MX'
e Click 'Return to...!
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.13 Updating MX Records for IX Web Hosting

1. Login to IX Web Hosting administrative control panel at https://manage.ixwebhosting.com/index.php by entering
your login email address and password.

Click 'Manage' under 'Hosting Account'.

Choose the domain for which the MX records are to be updated.
Disable the existing MX records by clicking the 'On' button.
Click 'Edit' next to 'DNS Configuration'.

I T

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

7. Click 'Add DNS MX Record'.

8.  Enter the primary and secondary mail servers one by one as given in the table below. Click 'Submit' after entering
each record.

Name Data Data (Second box)
Leave Blank 1 mxsrv1.spamgateway.comodo.com
Leave Blank 2 mxsrv2.spamgateway.comodo.com

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.14 Updating MX Records for No-IP

1. Log in to No-IP administrative console at https://lwww.no-ip.com/login/ by entering your login email address and
password.

Click 'Host/Redirects' from the left hand side navigation.

Click 'Modify' beside the domain name for which the MX records are to be updated.
Navigate to 'Mail Options' section at the bottom of the page

Replace the MX record entry at the first field with “mxsrv1.spamgateway.comodo.com”

Replace the MX record entry at the second field with “mxsrv2.spamgateway.comodo.com”

N o g B~ e DN

Delete the other MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.
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21.2.15 Updating MX Records in CPanel

This section explains how to update MX records for your domain if you or your web hosting service provider use CPanel as
webhosting control interface.

1. Login to your administrative console. CPanel will be opened.

2. Click 'MX Entry" icon under 'Mail

Started Tutorials Pazzword Cantact Stule Language
Wizard Info
Mail A
i » i -
- £ TR S ¥, [
sy y o | P |
Ermail Webrnail BoxTrapper Forwarders Auto Default Mailing
Accounts Respondears Lists
i d = i, -
-y bl =5 i*[.__f o
1 9 i'"'.". . k__.-" -_-“--
Uzer Level Account Ernail Irmpo Ernail
Filtering Level Trace Addreszses/ Authenticatic
Filtering Forwarders
Files .
& ~ < < |

The MX Entry Maintenance panel will be opened.
3. Select the domain for which the MX record has to be changed from the Domains area.

4. Ensure that 'Local Mail Exchanger' option is selected under 'Email Routing'. If not, select the option and click the
'Change' button.
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Domain: mydomain.com

Email Routing

O Automatically Detect Configuration (recommended) more »

@ Mail Exchan%ﬂ'ﬁ)

O packup Mail Exchanger more =

O Remote Mail Exchanger more =

Currenl setting is shown in bold.

“vWarning: Setting the wrong option here can break receiving mail on your server. If vou are at all unsure about
which option to select contact your system administrator,

Add MNew Record

5. Delete the entries under 'MX Records' by clicking the 'Delete’ links

Priority: |

Destination:

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

a rydornain.com Edi

Home ® Tradernarks ® Help ® Documentation ®  Contact ®  Logout

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click 'Edit' and set
the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after your changes have
taken effect.

6. Set the primary mail server under 'Add New Record'

e Enter'0"in Priority field
*  Enter “mxsrv1.spamgateway.comodo.com” in the Destination field
e Click 'Add New record'. The new MX Record pointing to CASG service will be added
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which Dptil:l-n to select contact -\,rDLlr system administratar,

Add New Record

Priority: |E| |°

Destination: |mxsr\.f‘l.spamgateway.cu|| (v

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

7. Set the secondary mail server under 'Add New Record'

e Enter'1"in Priority field
*  Enter “mxsrv2.spamgateway.comodo.com” in the Destination field
e Click 'Add New record'. The new MX Record pointing to CASG service will be added

Uestnatian.

Add Mew Record
MX Records
PRIORITY DESTINATION ACTIONS
a mxsrvl . sparmgateway.comodo.com Edit Delete
1 mxsrvZ spamgateway.comodo.com Edit Delete
1n mydomain.com Edit Delete
Home ® Tradermarks ® Help ® Documentation ®  Contact ®  Logout

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.2 Outgoing Filtering Configuration

CASG allows you to configure outgoing filter that is independent of incoming email filtering. You can set up outgoing email filter
for each user or if that is too cumbersome, you can set up the filtering server as a smarthost. Click the the following links for
more details.

¢ Per-user authentication

e Outgoing Smarthost setup

Note: You can use only one of the methods, Per-user authentication or Outgoing Smarthost setup, for outgoing email
filtering.

2.2.1 Per-User Authentication

To set up outgoing filtering for a user, make sure that the user is a valid outgoing user. This can be done in the Outgoing section
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of the Manage Domain interface. You can also configure outgoing user to represent an IP address and anybody from this
configured IP can send mail. To add an outgoing user, click 'Users' and 'Add" in the 'Outgoing users' interface. You can also
import users from CSV file or from Incoming users. See the section Users to know how to configure an outgoing user.

2.2.2 Outgoing Smarthost setup

If you use a dynamic IP or you are unable to get the proper PTR records set up then you might need to consider using a
smarthost. In this case all outgoing messages would be sent to CASG mailserver and the actual recipient would be contacted by
CASG mailserver itself. Please note that for smarthost option, email user authorization should be handled on your side, either by
IP address or by using SMTP AUTH.

A smarthost allows an SMTP server to route email to an intermediate mail server. This can ease mail server management.

This enables you to route messages over a connection that may be more direct or less costly than other routes. The smart host
is similar to the route domain option for remote domains. The difference is that, after a smart host is designated, all outgoing
messages are routed to that server. With a route domain, only messages for the remote domain are routed to a specific server. If
you set up a smart host, you can still designate a different route for a remote domain. The route domain setting overrides the
smart host setting.

You can route all incoming / outgoing messages for remote domains through a smarthost instead of sending them directly to the
domain to reduce e-mail spam from the recipient’s mail server via the default SMTP port.

«  Configuring QMail
»  Configuring PostFix
*  Configuring Sendmail
»  Configuring Exchange 2000/2003
»  Configuring Exchange 2007/2010
*  Configuring Exim
»  Configuring Exim / cPanel

»  Configuring Exim / Directadmin

2.2.2.1 Configuring QMail to use a Smarthost

Routing all mails to a smarthost
The file where SMARTHOST relaying to smarthost settings are kept is named smtproutes and is usually found in
Ivar/gmail/control/. We use the hostname 'mxsrv1.spamgateway.comodo.com' on port 587 as outgoing server:

echo ":mxsrv1.spamgateway.comodo.com:587" > /var/qmail/control/smtproutes

This command will set gmail that all your mails will be routed to mxsrv1.spamgateway.comodo.com:587 (will remove other
existing lines).

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

echo "example.com:mxsrv1.spamgateway.comodo.com:587" >> /var/qmail/control/smtproutes

This will route outgoing email to "example.com” via the smarthost. (rest of the lines will be kept).
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2.2.2.2 Configuring PostFix to use a Smarthost

Routing all mails to a smarthost :

These instructions assume the postfixconfig files live in /etc/postfix/main.cf
In/etc/postfix/main.cfadd the line:
relayhost = mxsrv1.spamgateway.comodo.com:587

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Add a line to letc/postfix/transport:

example.com smtp:mxsrv1.spamgateway.comodo.com:587
generate a postmap file :

postmap hash./etc/postfix/transport

To use the transport file, add or edit a line in /etc/postfix/main.cf:
transport_maps = hash./etc/postfix/transport

Restart Postfix and all mail. The mail for selected domains should go trough the Smarthost.

2.2.2.3 Configuring Sendmail to use a Smarthost

Routing all mails to a smarthost :
Edit/etc/sendmail.cf and add the following line:

DSmxsrv1.spamgateway.comodo.com

Restart Sendmail.
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2.2.2.4 Configuring Exchange 2000/2003 to use a Smarthost

Routing all mails to a smarthost :

* Inthe Exchange System Manager, expand the Administrative Groups container.

*  Expand the desired administrative group, and expand the Routing Groups container.

»  Expand the routing group you need to work with, right-click the Connectors folder, and select New.
e Select SMTP Connector.

e On the General tab, enter a name to identify the connector.

e Select Forward All Mail Through This Connector To The Following Smart Hosts, and enter
mxsrv1.spamgateway.comodo.com.

e Default SMTP Server -> Properties -> Delivery Tab -> Outbound Connections -> TCP Port set to 587.

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Do all steps mentioned above and continue on with the following:

*  Under Local Bridgeheads, click Add, and select the SMTP server that will become the SMTP bridgehead for its routing
group.

e On the Address Space tab, click Add, select SMTP, and click OK.
e In the E-Mail Domain box, add the name of the remote location's e-mail domain (e.g., example.com), and click OK.
*  Click OK three times to exit the SMTP connector configuration.

»  Restart the Microsoft Exchange Routing Engine service and the SMTP service.

2.2.2.5 Configuring Exchange 2007/2010 to use a Smarthost

Routing all mails to a smarthost :
A Send Connector must already have been created and configured correctly on the Hub Transport server.
*  Open Exchange Management Console.
e Click on the "+ next to Organization Configuration.
e Select Hub Transport and select the 'Send Connectors' tab.
*  Right-click on the existing Send Connector, select 'Properties' and go to the Network tab.
*  Select "Route mail through the following smart hosts:" and click 'Add".
*  Enter mxsrv1.spamgateway.comodo.com (you need to use port 587).
If you have more then one Smarthost, repeat the previous two steps.

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.
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Routing all mails to a smarthost with Username Authentication:
A Send Connector must already have been created and configured correctly on the Hub Transport server.
+  Open Exchange Management Console.
¢ Click on the + next to Organization Configuration.
+  Select Hub Transport and select the 'Send Connectors' tab.
+ Right-click on the existing Send Connector, select 'Properties’ and go to the 'Network' tab.
+  Select "Route mail through the following smart hosts:" and click 'Add'".
*  Enter mxsrvi.spamgateway.comodo.com, mxsrv2.spamgateway.comodo.com in the FQDN section.
+  Click 'Change' under the smart-host authentication.
+ Select 'Basic Authentication' and tick the TLS box .
+ Add your newly created username and password.
+  Click 'OK".

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.

2.2.2.6 Configuring Exim to use a Smarthost

Routing all mails to a smarthost :

To configure the mailserver Exim, edit your Exim configuration file (e.g. letc/exim/exim.conf).

Add in the routers section (after begin routers):

spamgateway smarthost router:

driver = manualroute

transport = spamgateway smarthost transport

route list = $domain mxsrvl.spamgateway.comodo.com::587
no_more

Make sure the local mail route is before smarthost, if you don't want local mail to be forwarded. Add in the transports section
(after begin transports):

spamgateway smarthost transport:
driver = smtp
hosts require tls = *

Routing all mails for a specific domain to a smarthost:

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Put the domain in place of the $domain value in the route_list (above). For multiple domains you can use:
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route list = domain.example.com mxsrvl.spamgateway.comodo.com::587 ;
domain.example.org mxsrvl.spamgateway.comodo.com: :587

Restart Exim for the changes to take effect.

2.2.2.6.1 Configuring Exim / cPanel to use a Smarthost
Routing all mails to a smarthost :

Go to the "Exim Configuration Editor" in WHM. Choose "Advanced Editor". Add in the routers section (after begin routers, and
after the democheck: router block):

smarthost dkim:

driver = manualroute

domains = !+local domains

require files = "+/var/cpanel/domain keys/private/${sender address domain}"
transport = remote smtp smart dkim

route list = Sdomain mxsrvl.spamgateway.comodo.com::587

smarthost regular:
driver = manualroute
domains = !+local domains
transport = remote smtp smart regular
route list = Sdomain mxsrvl.spamgateway.comodo.com: :587

Then add in the transports section (after begin transports):

remote smtp smart dkim:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{S$sender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{$sender address domain}

lsearch*{/etc/mailhelo}{$value}{Sprimary hostname}}}

{Sprimary hostname}}

dkim domain = $sender address domain

dkim selector = default

dkim private key = "/var/cpanel/domain keys/private/${dkim domain}"

dkim canon = relaxed

remote smtp smart regular:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{S$sender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{$Ssender address domain}
lsearch*{/etc/mailhelo}{$value}{Sprimary hostname}}}
{Sprimary hostname}}

Save the configuration. All the outgoing mail will be relayed trough the filterserver and accept original and DKIM signed emails.

Routing all mails to a smarthost with SMTP Authentication:
+  Go to the "Exim Configuration Editor" in WHM.
+ Choose "Advanced Editor". do not include "begin authenticators".
«  Otherwise, simply append our 4 lines and leave out our "begin authenticators".
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begin authenticators

spamgateway login:

driver = plaintext

public name = LOGIN

client send = : username@example.com : yourUserPassword

Add a Router in the Router Configuration Box.

send via spamgateway:

driver = manualroute

domains = ! +local domains

transport = spamgateway smtp

route list = "* mxsrvl.spamgateway.comodo.com::587 byname"
host find failed = defer

no _more

Add a Transport to the Transport Configuration Box.

spamgateway smtp:

driver = smtp

hosts = mxsrvl.spamgateway.comodo.com

hosts require auth = mxsrvl.spamgateway.comodo.com
hosts require tls = mxsrvl.spamgateway.comodo.com

Restart Exim.
Extra: Routing all mails for a specific domain to a smarthost with individual outgoing accounts:

To be able to set custom settings/limits for outgoing users, use the information above (Routing with SMTP Authentication) with a
small change. Use this:

client send = : ${extract{user}{$

{lookup{$sender_address_domain}lsearch{/etc/exim_spamgateway}}}}
S{extract{pass}{$

{lookup{$sender address domain}lsearch{/etc/exim spamgateway}}}}

instead of the client_send in the previous example.

To create a file called /etclexim_spamgateway with the following structure, use this :

domainl.com: user=user@domainl.com pass=abc
domain2.com: user=user@domain2.com pass=xyz

Extra: Limiting Outgoing for certain domains

This option can be combined with the individual accounts configuration to restrict outgoing only to specific domains. You can add
the following entry (underneath domains) in the router :

senders = " .*@domainl.com : ".*@domainZ2.com

2.2.2.6.2 Configuring Exim / Directadmin to use a Smarthost

»  Edit your Exim configuration file (e.g. /etc/exim.conf).
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»  Add in the routers section (after begin routers):

spamgateway smarthost router:
driver = manualroute
domains = ! +local domains
ignore target hosts = 127.0.0.0/8

condition = "${perl{check limits}}"

transport = spamgateway smarthost transport

route list = Sdomain mxsrvl.spamgateway.comodo.com: :587
no_more

+  This replaces the existing "lookuphost:" router which should be commented.

« Add in the transports section (after begin transports):

spamgateway smarthost transport:

driver = smtp
hosts require tls = *
Restart Exim.

3 The Administrative Interface

The Administrative Console is the nerve center of Comodo Antispam Gateway (CASG), allowing administrators to add domains,
add administrators and users, manage accounts and more.

1 coMODO

Antispam G

Diomain quota usage Lser guota usage Archive quota usage
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Once logged-in, the administrator can navigate to different areas of the console by clicking the tabs at the left hand side.

Main Functional Areas

»  Dashboard - Allows administrator to view graphical summaries of domain quota usage, user quota usage, archive
quota usage, details of domain and user license expiration. See The Dashboard Area for more details.

*  Domains - Provides a snapshot of domains in CASG for your account and serves as a launchpad for adding,
deleting, editing and managing domains. In this area the administrators can set filters, view quarantined mails, set
email restrictions. The administrator can also view the log record of actions such as accepting whitelist request,
accepting blacklist request and so on. See Domain Management for more details.

*  Audit Log - Allows administrators with appropriate privileges to view a record of actions initiated by users and
administrators for all domains belonging to an account. See Audit Log for more details.

e Account Management - Enables the administrator to add other administrators, delete or edit existing administrators.
Currently logged in administrator also can change his/her password, manage their subscription to periodical domain
and quarantine summary reports in this area. An administrator also can create user and administrator groups and
permissions can be configured for these groups. Users and administrators then can be added to these groups that will
impose a common permission policy for them. The administrators can also view a user history for all domains within a
particular date range. See Account Management for more details.

e Customer Management - Enables the administrator to view the details of the customer such as name, maximum
number of users, maximum number of domains, incoming archive space, license expiration date and whether the
customer is enabled or not. Also the administrator can manage the subscription of periodical domain and quarantine
summary reports for the customer, configure email template settings for the messages sent from CASG. See
Customer Management for more details.

Clicking the support.comodo.com link at the bottom of interface takes you to the Comodo support web page, an online
knowledge base and support ticketing system. The fastest way to get further assistance in case you find any problem using
CASG.

Various interfaces displays a help button at the top right side of the interface. Clicking on this help button will take you to
the respective help page of CASG online help guide for more detailed explanation.

3.1 Logging-in to the Administrative Interface

As CASG is a web application, you can login into your account using any Internet browser by entering
https://antispamgateway.comodo.com/admin/ in the address bar of the browser.

s "-."\

{! COMODO
‘.- Antispam Gateway

L Administrative Interface

Username

|

Password
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*  Login to the interface with your CASG username and password.

In order to ensure safety, CASG will lock the account if the login attempts fail for more than three attempts due to incorrect
Username or Password. To unlock the account the administrator can contact their Comodo Account Manager.

The threshold number of unsuccessful login attempts before locking the account can also be customized by contacting the
Comodo Account Manager.

Note: You can login to the interface using either the credentials created via CAM account or the administrative credentials
created via the CASG interface. If you login using the CAM account credentials, an additional feature 'Login to my Comodo
account' will be available in the Account management area through which you can manage your account such as subscribe for
more licenses.

3.2 The Dashboard Area

The Dashboard displays a snapshot summary of domain, user and archive quota usage as pie charts and domain and user
license expiration as graphs. Administrators can download the pie charts and graphs as image or pdf files by clicking the
download icon at the top right side of each item.
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Domain Quota Usage N
Domain guota

The 'Domain quota usage' pie chart provides the details of
number of used and remaining domains for the account.
Hovering the mouse cursor or clicking over a sector displays a
call-out providing respective details. Clicking on a legend turns
on / off respective metric on the chart.

Remaining quota

37 (90.24%)

37

. Mumber of domains . Remaining gquata

User Quota Usage

The 'User quota usage' pie chart provides the details of
number of used and remaining users for the account. Hovering
the mouse cursor or clicking over a sector displays a call-out
providing respective details. Clicking on a legend turns on / off
respective metric on the chart.

Remaining quata

35 (55.37%)

—

Ly

: Mumber of users . Remaining gquota

Archive Quota Usage

The 'Archive quota usage' pie chart provides the details of
used and remaining archive space for incoming mails for the
account. Hovering the mouse cursor or clicking over a sector
displays a call-out providing respective details. Clicking on a
legend turns on / off respective metric on the chart.

2860 KB

Remaining dizk gquots

30.44 MB (99.09%)

30.44 vB

Dizk space . Remaining dizk quota
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Domain lice on Domain License Expiration

The 'Domain license expiration' graph provides at-a-glance
summary of domains that can be added for the account and
their licenses expiry dates. The number of domains that is
allowed for the account is displayed in X axis and the Y axis
indicates the dates when the licenses for these domains are
set to expire. Hovering the mouse cursor over any part of the
graph displays when the current license is set to expire. It also
displays if any license has expired. The yellow line indicates
the total number of domains added for the account. Out of
quota indicates the date the domains added for the account
exceeds for a license.
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User License Expiration

The 'User license expiration' graph provides at-a-glance
summary of users that can be added for the account and their
license expiry dates. The number of users that is allowed for
the account is displayed in X axis and the Y axis indicates the
dates when the subscriptions for these users are set to expire.
Hovering the mouse cursor over any part of the graph displays
when the current subscription is set to expire. It also displays if
any subscription has expired. The yellow line indicates the
total number of users added for the account. Out of quota
indicates the date the users added for the account exceeds for
a license.

Number of users

Subscriptions 0 Currert users number = 01 Qut of guota

3.2.1 Domain Management

The 'Domains' area of the interface allows administrators to perform domain management tasks such as adding, deleting editing
and managing a domain. Various settings such as email size restrictions and extensions of attached files in emails can be
configured for any listed domain. The interface also allows administrators to view logs of changes such as whitelist a recipient,
blacklist a recipient and so on for all the domains in the account.

Tip: CASG also periodically generates Domains reports containing a summary of all the mail activities for the domain. The
reports are sent to the administrators through email. Administrators can configure for such reports through Dashboard >
Account Management > Admin > Add Administrators or Edit Administrators. Refer to CASG Reports - An Overview for
more detalils.
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Having Trouhle? Suppor s here to help, Cpen a Ticket at suppor.camada.com or call 1. 888 COMOD0 (266.6361)

Click the following the link for more details:

¢ Domains

3.2.1.1 Domains

As the name suggests, the The 'Domains' area of the interface allows administrators to perform domain management tasks such
as adding, deleting editing a domain. Various settings such as email size restrictions and extensions of attached files in emails
can be configured for any listed domain.

»  Click the Domains tab in the left hand side navigation to open the Domains area.
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Having Trouble? Support s here to help, Gpen a Ticket at suppod.camada.com or call 1.888. COMOD0 (266.6361)

The list of domains that are configured will be displayed.
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Sorting the Entries

Clicking the domain column heading switches the sorting of the entries based on the ascending/descending order of the entries.

Using Filter options to search particular domain(s)

Click anywhere on the Filters tab to open the filters area.

Dashboard f Domains

Domains Help
+ Add m Deleta ,@‘ Edit domain 15? Manage domain + ¥ Refrash
€D Fitters
== Domain v  containg w Apply filter
[ Domains Aliases Humber of nsers M. mamber of users
[ esg-arch-ga.comodood.ua 0 Unlirnited
=] docteamcasy.comodo.od.ua 4 Unlimited
["] examplet .domain.com i Jnlimited
[”] example.domain.com 2 Unlimited

1 & [1-444]

You can add more filters by clicking + for narrowing down your search.

Dashboard f Domains

Domains © 1o
o 200 [ Detete | & Editoomain  §L Manage domain |E Refesh |
£ Fitters
== Domain w | |contalns w Apply filter
= Dormain w | |equals w
—Allas w || contalng w
= Domain w | | starts with w
[7] Domains = Alases Humber of users Ma. number of users

example.domain.com Llr ted

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

»  Domain: Will execute a search of domain names according to the text in the text box (column 3) and the condition
selected in column 2.

»  Aliases: Will execute a search of domain alias names according to the text in the text box (column 3) and the
condition selected in column 2.

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:
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*  Equals: Displays the domain or alias name that was entered in full in the text box.
»  Contains: Displays all domain or alias name(s) that contains the words entered in the text box.
*  Not Contains: Displays all domain or alias name(s) that does not contain the words entered in the text box.
«  Starts With: Displays all domain or alias name(s) that starts with the words entered in the text box.
*  Not Equals: Displays all domain or alias name(s), except the one entered in the text box.
»  Ends With: Displays all the domain or alias name(s) that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
Click anywhere on the Filters tab to close the filters area.

|3 Refesn

Click the button to display all the domains.

Note: To display all the domains after using the filters option, you have to first click anywhere on the Filters tab to close the
filters area and then click the 'Refresh’ button.

Click the following links to know how to:
* Add a domain
*  Delete a domain
» Edit a domain

*  Manage a domain

3.2.1.1.1 Adding Domains

From this interface, administrators with appropriate privileges can add domains, configure the number of users for each domain
and the destination routes for respective domains. The number of domains that you can add depends on the plan that you have
subscribed.

To add a domain

e (Click the 'Add' button in the Domains interface

Domains © Help
s
ﬁ Delete J Edit domain Tl,T Manage domain +_* Refrash
o Filters
7] Domains » Aliases Humber of useis Max. imnber of users
=] example.domain.com : Uniimited
| exampled dormain.com 0 Unjimited
| docteamcasg.comodo.od ua 4 Unlimited
csg-arch-ga comodo.od.ua 1] Unlimited
| L [1-444])

The 'Add domain' dialog will open.
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Add domain

Domain
Destination routes -l-

Max. number of users | Unlimited

Check routes m| Cancel |

e Enter a valid domain name in the 'Domain’ field.

< Enter the final mail server destination route in the 'Destination routes' field. This is where the mails will be delivered
from CASG after appropriate filtering of mails. The default port is 25.

»  If you want additional routes to be included for the filtered mails to be delivered in case of failure of the first route, click
+ beside the 'Destination routes' field to add more alternative destination routes.

Add domain

Domain | testdomain.com

lll tmailtestdormain.com
Destination routes
mm | Maill testdomain.com

Max. number ofusers | LUnlimited

Check routes E| Cancel |

»  Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxsrv1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with
Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.exampledomain.com.

»  Enter the maximum numbers of users that can be added for this domain in the 'Max.number of users' field. Leaving
this setting as ‘Unlimited’ will allow you to add up to, but not exceed, the maximum number of users permitted by your
current license. The maximum number of users for a selected domain can also be configured in the 'Domain Settings'
area.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and 999999
in the 'Max. number of users' field, but CASG checks if the total number of users for all domains is within your license limit.

e Click 'Save' to add the configured domains.

Note: When you create a new domain, email addresses 'abuse@addeddomain’ and 'postmaster@addeddomain’ will be added
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‘ by default in Recipient Whitelist. Click here for more details.

3.2.1.1.2 Deleting Domains

If you want to delete a domain for which emails are being routed via CASG, this can be done in this interface.

To delete a domain

e Select the domain(s) that you want to delete from the interface.

Domains © e
+ Add ﬁ Edit domain TlI Manage domain £+ Rafresh
0 Filtars
] Domains Aliases Humber of users Maoe. number of users

| £5g-arch-ga.comado.od ua 1] nlimited
| docteamcasg.comodo.od.ua 4 10
¥ examplel.domain.com 1] Unlimited
| example.domain.com 2 Unlirmited
testdomain com ] Jnlimited
1 M [1-5151

¢ Click the "Delete' button

Tip: You can select multiple domains to delete by pressing and holding the Shift or Ctrl keys.

A notice will be displayed wamning you that the users belonging to the selected domains to be deleted will also be removed.

Delete domains

e MOTICE ;&llusers belonging to selected dormain
will be removed too.
Are ol sure vou want to remaove selected

domains?

¢ Click 'OK' to confirm.

The selected domain(s) will be deleted.

3.2.1.1.3 Editing Domains

You can change the destination routes of a configured domain and check routes for the edited domain. Please note that the
name of the domain cannot be edited.

To edit a domain

»  Select the domain that you want to edit from the interface.
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Domains © Hen
o Add 0 Detete { # Ecit domain [ K1§ Manage domaln £ ¥ Refresh
0 Fillers
| Dronmains » Aliases Hinnber of users KWas, mnamber of users
[ testdomain.com 1] Unlirnited
7] exarmple, domain.com 2 Unlimied
[#] example1 domain.com 0 Unlimited
[7] docteamcasg.comodo.od.ua q 10

1] Jrlirmited

] esg-arch-qa.comodo.od ua

i i [1-515]

«  Click the 'Edit domain" button
The Edit domain dialog will be displayed. Please note that the domain name is not editable.

Edit domain
Ciomain | examplel .domain.com
Destination routes + rnail examplet.domain.com

Max number of users | Unlimited

Check routes m| Cancel |

From here you can add another destination route, change the primary destination route or delete additional destination routes
and reconfigure the maximum number of users for that domain.

¢ Click in the 'Destination route' field to edit it.

e (Click + beside the 'Destination routes' field to add more alternative destination routes.

Edit domain

Diomain | examplel.domain.com

-l- mail.examplel . domain.com
Destination routes

mm | MailZ examplel.domain.caom

Max. number ofusers 10

Check routes m| Cancel |

e (Click ™ to remove alternative destination routes.

»  Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxsrv1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with
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Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.testdomain.com.

e Ifrequired, edit the maximum of number of users that can be added for this domain in the 'Max. number of users' field.
Leaving this setting as ‘Unlimited” will allow you to add up to, but not exceed, the maximum number of users permitted
by your current license.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and 999999
in the 'Max. number of users' field, but CASG checks if the total number of users for all domains is within your license limit.

»  Click 'Save' to confirm the changes.

3.2.1.1.4 Managing Domain

In this area, an administrator can configure various settings for a selected domain. This interface allows the administrator to view
quarantined mails, set email restrictions, add users as recipient whitelist or blacklist, add new users and view log reports for the
domain.

This section is divided into seven main subsections namely, Domain dashboard, Incoming, Outgoing, Email management, Audit
log, Whitelist / Blacklist and Account management. Click on the respective tab to expand or close the subsection in the left
hand side navigation.

To manage a domain

e Select the domain that you want to manage from the interface and click the 'Manage Domain' button.
or

*  Click on the domain name in the '‘Domains' column.
or

*  Right-click on the domain name in the 'Domains' column to open in a new tab or window.

Domains © Hep
o 200 [T Delete | # Edit domai |+ Refresh
0 Filters
[[] Daeimains Alases Number of users M. number of users
" csg-arch-gacomodo.od us 0 Urlimited
¥ docleamcasg.comodo.od.ua -] 10
| examplel_domain.com i 10

| example.domain.com 2 Lnlimited
" testdomain.com i Unlimited

1 i [1-5/5]

In the left hand side navigation, the configuration tabs for the selected domain will open. By default, the Domain dashboard for
the selected domain will be displayed. Click on the tabs in the left side to open the respective interfaces.
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Click on the following links for more details on the subsections:
*  Domain Dashboard
* Incoming
*  Outgoing
¢ Email Management
e Domain Audit Log
*  Whitelist / Blacklist

¢ Account Management

3.21.1.41 Domain Dashboard

CASG provides a dashboard view of a selected domain for quick analysis of important statistics such as number of quarantined
mails, release requests, whitelist requests, blacklist requests, incoming mails archive quota usage and more. Administrators can
download the pie charts and graphs as image or pdf files by clicking the download icon at the top right side of each item. To
open a domain dashboard, click Domains tab on the left hand side and then:

*  Select the domain that you want to view its dashboard and click the 'Manage Domain' button.

or

e (Click on the domain name in the 'Domains' column.

or

*  Right-click on the domain name in the '‘Domains' column to open in a new tab or window.
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Domains © Heio
o 20 [ pelete | @ Editdomai |1:" Refresh |
0 Filters
|:| Domains Aliases Munler of users W, mmber of usei s
"I csg-arch-ga comodo.od.ua o Unlimited
I/ docteamcasg.comodo od ua 5 10
: axamplal .domain.com 1] 10
| example domain com 7 Lrlimited
" testdomain.com a Unlirmited

1 i [1-515])

The dashboard of the selected domain will be displayed.
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Clicking on the buttons at the top of the domain dashboard takes you to the respective interface:

*  Quarantine - Displays the quarantined mails of all users of the selected domain. Refer to the section Quarantine for
more details.

* Release requests — Displays the requests from users of the selected domain for releasing quarantined mails. Refer to
the section Released Requests for more details.

*  Whitelist requests — Displays the requests from users of the selected domain for whitelisting the senders of
quarantined mails. Refer to the section Whitelisted Requests for more details.

»  Blacklist requests — Displays the requests from users of the selected domain for blacklisting the senders of
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quarantined mails. Refer to the section Blacklisted Requests for more details.

The Mails Statistics area provides a graphical as well as pie chart representation of the mails that were blocked, viruses blocked
and more. Hovering the mouse cursor over a sector or graph displays a call-out providing respective details. Clicking on a
legend turns on / off respective metric on the chart and graph.
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The 'Archive quota usage' area provides details of the storage space used for archiving incoming mails. The graph shows the
disk space used per day for the last two weeks. Hovering the mouse cursor over any part of the graph displays the details of the
space used for the respective date. Refer to the section Managing Archived Mails for more details.
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The 'Delivery queue statistics' area provides details of filtered mails that are queued in CASG servers for delivery at a later time.
It also displays the average time of queued mails for the previous day in CASG servers before delivery. Refer to the section
Delivery Queue for more details.
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321142 Incoming

In the 'Incoming' area of the Manage Domain section, you can view quarantined mails, configure incoming Spam detection
settings, set alert heading for spam mail, add local email recipients and more.

) coMODO
! Antispam Gateway

Q] Dashhoard E

@ Dormain dashboard 15

@ Incoming

ntine 10

%

mManage report s

@ Dty

Click the following links for more details:
*  Quarantine
¢ Managing Archived Mails
* Incoming Spam detection settings
*  Report Spam
*  Delivery Queue
*  Destination Routes
¢ Local Recipients
*  Clear Incoming Cache
e Log Search
*  Domain Aliases
*  Domain Settings
* Manage Report Subscriptions for Selected Domain

Quarantine

In this area, an administrator can view the list of all the quarantined emails and their headers, of all the users for the selected
domain. The administrator can also choose to release quarantined emails to the intended recipient after ascertaining that
particular email is not actually a spam. The administrator also can delete a selected or all the spam mails from this interface.
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Tip: CASG also periodically generates Quarantine reports containing a summary of mails identified as spam or malicious that
were moved to quarantine automatically. The reports are sent to the administrators through email. Administrators can configure
for such reports through Dashboard > Account Management > Admin > Add Administrators or Edit Administrators. Refer
to CASG Reports - An Overview for more details.

To open the quarantined email interface:

*  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Quarantine' tab.

f coMODO
W Antispam Gateway

EJ'_}| Incaming
B Guaranting
Archive
am detection settings

Report spam

The quarantined email area of the selected domain will open:

Dashboard ! Domaing § Doman gashiooard - docteamcasy.comodo.od w4 F Guarantne

Quarantine @ et
Eh showmessage I:I Release W PLIE N More aclions v | £+ Refresh |
0 Filters
] Subject Fram To Drate (GMT +0} -~ Reason size i Actions
[l Fw: GetR=. 25 .
assured recharge + demol @docteamcasg como Aprd, 2014 ;:J"J Gl 3 98 B
chance bo win an demo2@docteamcasg comon 4:33.22 AM e I'.- rl:l: ENHERT KB
IPOD bl ;

[ P GetRe. 25 i
assurad recharge + demol @docteamcasg comon Aprd, 2014 u:]I;j ;;hl 398 B 3
chance b win an demo2@docteameasg como 4:33:22 AM _ 3 KB
rulti.rbl spaml.com
IPOD.
[ Pwr: Register and
15 SO0 R demol@doctearncasg comm Aprd, 2014 SEAE 205
Mo Infroducing i i urlbbirn fe i
-!;n'-n_".._u: cleamcoasg camon 4:30-36 AW KB

Pepperrcam - url.ril spamrl.com
India‘s |

Far Ragistar and
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Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search quarantined emails
Click anywhere on the Filters tab to open the filters area.

Dashbosrd ¢ Domaing J Domsin deshboard - docteamcasy comodo od 15 / Guanantine

Quarantine O ven
Show message |'_"| Releass m‘ Delete More aclions W t:l Refrash
a Filters
+ Subject w | containg ~ Apply fiter
[] Subject From To Diate (GMT +0}“  Reason Sire ~ Actions

¥ s oL
1 iR [1-000] Perpage 15 W

You can add more filters by clicking l for narrowing down your search.

Daskhboerd fDoemains § Domain dashboerd - docieamoasy comodo.od us §Guaresrine

Quarantine © rei
Ehy show message |'j Release m Delete D Rafresh
Q Filters
= | subject w| containg v Apply flter
= From w  notcontaing v
- Ta w | containg w
= Date w | equals w ]
== Bme (B) w | less than w (0 c
] Sulject From To [rate (GMT +0} ©  Reason Size *~ § Actions

o tems fo
1 A | [1-040] Perpege 15 W

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

*  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

«  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all quarantined mails that contain the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
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Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size (KB): Will execute a search of mails according to the size selected or entered in third field (column 3) and the
condition selected in column 2.

If 'Date’ is selected, the following conditions are available:

»  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

* Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

e Less than: Displays the quarantined emails with size less than the selected or entered size in the third box

»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box
Click 'Apply Filter' after selecting the filters.

Click anywhere on the Filters tab to close the filters area.

+ ¥ Refresh
Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Quarantined Mails

The details like subject, sender, recipient , date and size of the mails added to the Quarantine can be viewed in two ways:
¢ Inthe same CASG window
* Inanew CASG window

To view details of quarantined mails in the same CASG window:

* Inthe quarantined email area, select the mail that you want to view and click the 'Show Message' button.

or
e Click on the email link in the subject column that you want to view its details.
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The details of the selected email will be displayed.

Mormal | All headers
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To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on

and enable you to check the authenticity of the mail.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved

54



COMODO

Creating Trust Online®

| Mormal | All headers

Receved : from nm34-vmY bulletmail. sg3d.yahoo.com ((106.10.151.248]) 2
by mxsnel dev spamgatewsay comodo.com with esmips (TLS! . DHE-RSA-AES 256-SHA 256)
(Exim 4,82)
(ervelope-fhom S————
id 1WxkCP-0007Go-MNg
for demo2@docteamcaso.comodo. od.ua; Wed, 09 Apr 2014 04:33:23 +0000
Recered ; from [106.10.166 60] by nm34.bullet. mail.=g3 yahoo.corm with NMFWMP; 09 Apr 2014 04:33:22 -0000
Recened  from [106.10.151.253] by tm1 7. bullet.mail 203 yahao.com with NNFMP, 09 Apr 2014 04:33:22 -0000
Recened : from [127.0.0.1] by omp1002. mail sg3.yahoo.com with MKFMP; 09 Apr 2014 04:33:22 -0000
¥-Yahoo-Newman-Froperty . ymail-3
H-Yahoo-Mewman-ld : 694392 494 36 bmi@omp1002.mail.sg3 yahoo.com
Received ; {gmail 64865 invoked by uid 60001); @ Apr 2014 04:33:22 -0000
DEIM-Signature :v=1, a=rsa-sha2f6, (=relaxedirelaked, d=yahoo.co.in, s=51024, =1357018002,
bh=Q0cJOCMPRZBIMIXpreZ30H3DMg+1 7251 s9l uykM =, h=X-vYMail-05G Received X-Rocket-MIMEInfo -
Mailer:References Message-1D:Date.From:Reply-To:Subject To:n-Reply-To:MIME-Version:Content-Type;
b=vzeLiP51kK3U51 8NZ0yUNib QRS+ METL 6P ZBMuxu anbyPFSSDUaMWWE07 IS DIP R 310/ 3dt3CBImOnfzS0gi<00caPYac
PEFABYOQFNRIMDLIGT KgmxD+xGIDZeYdGEM1 i5XrgdesbalfSUdk2envHReZsWRAIIBo3SQpL=
Domainkey-Signature | a=rsa-shal; g=dns; c=nofes;
s=51024, d=yahoo.co.in;
b=k Mall- D8 GiReceived X-Rocket MIME Infa2<-MailerReferences: Message-1D: Date: From:Reply-To Subject Toln-Reply-
TorMIME-Version:Content-Type;
P=ABGAS SEAFgOSIf+tUocKEFF 5227 G3mMFOA4AMT KULMBLYaS 9lwd Ifc )4
NelU6RvMAY 31 3XCYsHY 20 ZarDsYEg0PwPHSc WA ORAB 201 pETWPknedwAS Y1 TirE2 bAlc+wE 1 xynjAcd
JeULZ<rbhMPubQyviwl 4Ave R4 5k=,
A-Mail-05G - oncMMLEYRM EBWba 97 RYWEE_whadSgzeHBIIDhKOD2EY
CIRORXab035KHEZEEvSdI Uil 4R _kiva mimd 9kitad sjahnd by MIFdWEAC Mzko
nPAYTZIG i MIADBIMLIBORZT 1wPe TYF QUGNg4rmkeHKT CsBLSIXL v

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the mail or delete
it. Click the 'Whitelist this sender' tab to add the sender to 'Sender Whitelist' if you desire or 'Blacklist this Sender' to add this
sender to Sender Blacklist. Refer to the section 'Whitelist / Blacklist' for more details.

To view the details of a quarantined mail in a new CASG window
*  Inthe quarantined email area, select the mail that you want to view, right-click on the email link in the subject column
and select to open in a new tab or new window.
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IPOD Inspesct Ebement (20
{ ) Add To Top Sites

Tie Tab ¥

The browser may display a warning pop-up window notification. Click the 'Options'> then select 'Allow pop-ups for..." to allow to
open new message in a new window. Click again 'Show message in new window'.

ig Firefoa peevesbed this site fram egening a popeop wind o, I Diptiens | =
The details of the selected mail will be displayed in a new CASG window.

Dazhicard f Domsins § Domesin dashbcand - doclesincasg Comodo oo, ua Fousranting §E-mail

E-I'I"Ial| & Hep

Hotimal | All headers |
I:l Ralease ‘Whitelis! this Sander @ Blacklist this Sendear ﬁ Drelate
Subject  PwGelRs 25 assured racharge + chance o win an IPOD.

From -
demol @docteamcasg comodo.od.ua, demofiidoctieameasg comoda od.ua

Date (GMT
Vifed Apr 09 04:33.22 GMT Z014

Size 18BKB

ALlions

To release a quarantined mail:

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

e Select the mail that you want to release and click the 'Release’ button.
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[ashboerd § Domens f Domain deshboard - doctesmosnn comodo od us | Gusrantine
Quarantine © Hein
S @ oeee 3 retest
£ Fitters
[] Subject From Ta Date (GMT «0] Reason size i Actions
| Fw. GelRs. 25 N
assured recharge + demol @doctearncasg comod Aprd, 2014 ::::jIJ'E"I- 198 i
chance 1o win an demoli@docteamcasg comod 4:33:22 AW o L]
PR M S D&M COm
1POD v
| Fw.GelRs. 25 i

@

assured recharge +

chanca 10 wWin an

An alert will be displayed to confirm the release of selected email.

Release emails

ermail?

@Are wou sure you want to release the selected

*  Click 'OK" to confirm the release
The email will be released to the addressee and the mail will no longer be in the quarantined list.

To add a sender to whitelist
After ascertaining that emails sent by particular senders are not spam, administrators can choose to add them to 'Sender

Whitelist' from this interface. Once added to whitelist, emails sent by these senders will not be quarantined.
e Select the mail that you want to add the sender to whitelist and then click '‘More actions' > "Whitelist this Sender".

Cashooard §f Pomsins / Domedn deshlboerd - docieamcazg comocdo of us § Guarantine

Quarantine © Heip

Showmessage | [*] Release [ Delete m £ * Rafresh :

ﬁ Fiiters
Biackist this Sender

[[] subject From Date (GMT #0] Reason size: Actions
Delel= &l

4 Fw: GetRs. 25 il

assured racharga + demol@docteameasg.comod Aprd, 2014 '-llhll"' £l 3.98 i 3

chane fowin an demol@docteamcasg.comod 4:33:22 AM

IPOD.

mulbirbl spamil.com

Fve. Register and

fied R, 5000 to Shop

An alert will be displayed to confirm adding the sender to whitelist.
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Whitelist emails

A Breyol sure you want to whitelist sender of the
selected email?

¢ Click 'OK' to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

To add a sender to blacklist
Administrators can choose to add senders to 'Sender Blacklist' from the Quarantine interface also. Once the selected senders

are added to blacklist, all emails from them to the selected domain will be automatically blocked.

»  Select the mail that you want to add the sender to blacklist and then click 'More actions' > 'Blacklist this Sender'.

Dashboard f Domains § Deman dashbasrd - decieamcasg comodo od us F Quararting

Quarantine © Hep

showmessage  [*] Rewase [ Delete w + ¥ Refresh

Wuhitelist this Sender

| € Fmers ©

Subject Fiom Duite (GMT +0) Reasoen size: Actions
Dealetes ol
[¥] Fwr GetRs. 25
assured recharge + demnol @docteamecase.comad Apr g, 2014 ::Irr" " TP
chance {owin an demol@docieamcasg.ocomod 43322 AN :

it rblsparm o
IPOD, ki

| Fwr. Register and
Get Rg, 5000 fo Shop

An alert will be displayed to confirm adding the sender to blacklist.

Blacklist emails

@Are wou sure you want to blacklist sender of the

selected email?

¢ Click 'OK' to confirm to add the sender to blacklist. Refer the section 'Sender Blacklist' for more details.

To delete a quarantined mail:
e Select the mail that you want to delete and click the 'Delete’ button
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Dazhboard f Domairs FDomsain dashbosd - docteamossa comoc od s  Guaranting

Quarantine Hetp
Showmessage 7] Release (I Delete £ % Refresh
£ Fitars
|| Subject Fioim Ta Dale (GMT +0) Reason Size” il Actions
7 Fw: GetRs. 25 B
assuned racharge = defnol @docteamcasg comod Aprd, 2014 -:::l'em- 398 3 $
chance lo win an demaZ@docieamcasg comod 4.33.22 AM ' I[" e RN
IFOD Ul il & car

Fuet: Rigistar and

An alert will be displayed to confirm the deletion. Click 'OK' to delete the selection email.

Delete emails

Emails?

The selected mail will be deleted and will no longer be in the quarantined mail list.

@Are wou sUre you want to delete the selected

e Todelete all the quarantined mails, click 'More actions' > 'Delete all'.

Lazhbosrd JDomains § Domain dashioar - dpcieamcasa comodn od e [/ Guarantine

™%
& Heln

Quarantine
Ehy show message ﬂ Release W Delete B Rafresh
Winitelizt this Sender
€ Fiters
Bdnciist this Sendar
"] Subject From CD Date (GMT *0] Reason Size” | i Actions
Fw: GetRs. 25 spam
assured recharge + demol @docleameasg.comad Apr 3 2014 = 3168
chanee to win an derno@docteameass comag 4 2 AM IU'I?J_J_’F i ] B 3
IFOD 2
Fw; Register and
An alert will be displayed to confirm the deletion. Click 'OK' to delete all quarantined emails.
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Delete emails

@ Areyold sure you want to delete all ernails that
currenthy are filtered?

All the quarantined emails for the selected domain will be deleted .

Managing Archived Mails

CASG is capable of storing a copy of all incoming mails for all domains belonging to an account. A customer can purchase the
archive storage space via Comodo Accounts Manager (CAM). From the archived mails interface, an administrator with
appropriate privileges can view details of the message, report spam, resend email if required, retain messages from being
removed and delete messages. The archived messages can be deleted manually or can be automated to be cleaned
periodically. The settings for auto cleanup can be configured in the Domains Settings interface.

To open the archived email interface:

*  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Archive' tab.

; coOMODO .
M Antispam Gateway

Dashb
() Dashhoard Archi
Diomain dashboard |
@ Eh she
@ Incaming -
‘ € it
Quarantine i
B Archive |—__' Sub
Sparn detection settings [ Fwd: F
Emailzime
Feport spam FERC SET
Delivery quale ] Fwid: Fy
A R Emailsite
Destination routes FERC SET
Local recipients
[ Fwd: Fy
Clearincoming cache novwy try bef
Log search
[ Fwd: Fu
Comain aliases naowe ey b

The archived email area of the selected domain will open:
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[azhbcard / Domans ! Doman dashisoard - docieamcasg.comeda. od us § Archve

Archive @ Hep
B showmessape | M Reportspam & Resend emall ﬁ Deebete m | 2 Refresh .
£ Filkers

| Suhject Fram To Dol (GMT +05°  Sire ] Actions
Fwvd: P Sand LIKLIMITED e Vead Apr 9
EmallzMewsietier In Just Re. 25000, Joha Smitn -Natliena@gmma coms S T DEAD43CMT  23KE @
ZERD SETUP COST pelale g aiialb = 014
[ Fwid: P Sand UNLIMITED S S D Wed Aprog
i v [n] I =000 0nD.C i3 2
EmailzMewsiefier in Jusl B 7 500ma lohn Smith <fiallena@grmai com= % ‘; t koLt 1' . 064043 GMT 23kB
MmO L OCIEIMeISn comood 00, ua :
IERD SETUP COET o = e
Frod, Far W b Tris mplEs T farnn 1 @adaclEameaso comog 4.1 Wed Apr 09
1 0 have fres samples foryon, Lo il el ¢ BdotEameasy comoda 1 DE4QA3GMT 479D §
niowy try befong you b = damoi@docteamcasg comodo od.va i

Vead Apr 09

Fwd: Far Wi hawe frea samples foryou, @doresmeasgcomodo.od.ua

John Smith <fiatliena@grmed com= DEAD0:13 GMT 4. .79 KB
now iy before you busd = e dar i@docteameasg comoda.od.ua 2014 ﬁ
amoli@docteameas moda.od Yed Aprts
1 g2 i an SQo0 i} A g
Feid: P 20's and losing hair? Juhn Smith <Nafllena@grnad tom= LSt : DEI43GMT  BSGKE §
emo aEdOcieamcasn modo.od
d - ' 7014
Viieo Apr 09
T Ja[eIa | i I_ &

Fed: Par 208 and loging hair? Iaha Smilk <fallignagg

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search archived emails

Click anywhere on the Filters tab to open the filters area.

Dazhboard FDomains fDomaein daghbosrd - docteamc sy comodko od ul 1 Aschive

Archive © reip
Shing missage & Repor spam = Resend email E Diphirha D Refrach

& Filers
&= subject w | contains w Apply filter

Subject Fram To [t (GMIT +0)-  Size i Actions

| Fuetd; For: Send UNLIMITED o e \Wed Apr 09

Y=

You can add more filters by clicking + for narrowing down your search.
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/

Dpzhbcard FDomang / Doman dashiboard - doctesancasg.comedo od ua 1§ Archive
Archive © Hein
2 showmessage M Reportzpam 7 Ressnd emall @' Celete £+ Ratresh
2 Fitbers
2= Subject v containg w Rpply filter
== |From w ot containg k"
- T w containg v
= Date w equals w i
- cige (KB) w | |ess than w| 0 3
= aftachments v equals w|[]
= Marked as retained W pquals w [
Subject Fram Ta Dete (GMT +0)° | Size i Rctivis

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all archived mails that contain the words entered in the text box
*  Not Contains: Displays all archived emails that don't contain the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size (KB): Will execute a search of mails according to the size selected or entered in third field (column 3) and the
condition selected in column 2.

e Attachments: Will execute a search of mails according to the checkbox status (column 3) whether enabled or
disabled. If enabled, all archived mails with attachments will be displayed.

*  Marked as retained: Will execute a search of mails according to the checkbox status (column 3) whether enabled or
disabled. If enabled, all archived mails that are marked as retained will be displayed.

If 'Date’ is selected, the following conditions are available:

»  Equals: Displays the archived emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the archived emails with dates less than the selected date in the third box from the calendar

»  Greater than: Displays the archived emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

»  Less than: Displays the archived emails with size less than the selected or entered size in the third box
»  Greater than: Displays the archived emails with size greater than the selected or entered size in the third box

Click 'Apply Filter' after selecting the filters.
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The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

+ ¥ Refresh

Click the button to display all the archived emails.

Note: To display all the archived emails after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

Viewing Details of Archived Mails

The details like subject, sender, recipient , date and size of the mails in the archive can be viewed in two ways:
¢ Inthe same CASG window
* Inanew CASG window

To view details of archived mails in the same CASG window:

* Inthe archived email area, select the mail that you want to view and click the 'Show Message' button.

or
e Click on the email link in the subject column that you want to view its details.
Dashboard § Dameing ¢ Domein dashboard - docteamcasy comons o ua § Brchive
Archive (7 N
,lﬁ Reporl sgam  ® Resend emall ﬁ Delate ¥ Ralresh
£ Fitlers
7] Sulbject Fraim To Dl (GMT +0) Sire i Actins
(¥ Fued: Fw: Send UMLIMITED ey Wed Apr 04 _
Emalls/Newstettar in Just Rs 2,500imo Jonn Smith <Nalliena@amall come= e :__g’:”rh:_"_ i :: 'I He :':" DE4043GMT  23kB H s
ZERO SETUR COST sk o s i = 2014
] Pt Fw: Send UNLIMITED
EmailsiNessiatier in Just R 2 5000ma lohn Smith <fisllienafagrma
TERG SETUR COST

The details of the selected email will be displayed.

‘ Normal | All headers ‘

& Report spam Co' Resend email IEI Fetain message m Delate

Subject  Fwd: Fw: Send UNLIMITED Emailsitewsletter in Just Rs.2,5000mo. ZERQ SETUR COST
From John Smith =fiatliena@amail.com=
To  demol@docteamcasg.comodo.od.ua, demoZ@docteamcasd.comodo.od.ua
[

Drate (GMT

) Wed Apr 09 06:40:43 GMT 2014

Size 2.3 KB

Actions

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on.
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To view the details of archived mails in a new CASG window
* Inthe archived email area, select the mail that you want to view, right-click on the email link in the subject column and

select to open in a new tab or new window.

Cashbosrd F Domans fComan dashboard - doctesme sz oomedo oo us | Archive

Archive O Heip
& snowmeszsage M Repotzpam | & Resend emall ﬁ Dalete m £} Refrash
£ Finters
"] Subject Froan To Date (GMT +0)  Size = Actions
& Pl P Ranl LIb1 IMITEE YWied Agr 00

T apen Link in New Tab g = dermol @docleamcasy comodo od ua, it o 5 ;
Emailgimen, = Srriill =hatianageamail corms = 064043 GWT 131KBR
Cpen Link in Hew Window gt & : damoliBdocteamcasg comodood ua 1 4 ;i d

ZERD SETI
Cipen Link in Hew Privabs Windcow

Wied Agr 0%

Fwedd: F
Bockmark, T ik
EmallaMen Lk n':SL Smith <flafenaipamall.com= 06:40:43 GWT 13KB a \i}
ZERO SET! i 1014
Copry Link Location
= ‘Wed Agr 08
Fatl Fe  Inspect Element (Q) 064D 3 GT a79KE A

ricree Iry Bl 304 o Top Stes ncasa comode od ua 1014
. 114

The browser may display a warning pop-up window notification. Click the 'Options"> then select 'Allow pop-ups for..." to allow to
open new message in a new window. Click again 'Show message in new window'.

) Firefes gegvesbed this site Tram o@ening & pap-op wifd tv.

The details of the selected mail will be displayed in a new CASG window.

Caphnnard § Domang oM dashbo § - focteRncasn COMmooo G sk §ATCRisG FAKCHIvE Sl

£ Hep

Archive mail

Hormal | Al headers |

1'5. Repar spam = Resend email EJ Retain messape ﬁ Delete
Subjert  Fwid: Pec Send UNLIMITED EmallsiMewslefier in Just Rs.2, 500ime. ZERQ SETUR COST

From  Jakn Smith =Natliena@amail com=
To  demol @docleamcasn comodo od ua, dimol@dodiearncasg carmoda, od wi

Ciate (GMT
+0)

Wied Apr 09 06:40:43 GMT 2014

Size 23KH
AClons
To report archived mails as spam

After viewing the details and ensuring that the selected email is a spam you can choose to report it as a spam.

e Select the mail that you want to report as spam and click 'Report spam'.
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Show message = Resend arnail ﬁ Dol
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Subject Fran Tar

|4 Fwd: Fev: Send LINLIMITED
EmailaMewsletter in Just B3 2, 500/ma.
ZERQ SETUP COST

P, P Snd LINLIMITED

gamo @eactaamdasg.comodo o ua,

John Smih <faliena@gmaill corne
- 24 dernol@docieameasn. comodo od ua

An alert will be displayed to confirm selected email as spam.

Report as spam

@ Areyou sure you want to mark the selected

emails as spam?

¢ Click 'OK' to confirm.

Spam reportad successiully

A success message will be displayed and the mail will be moved to Quarantine.

To resend emails from archive

ke [GRIT #)

Vied Apr 04
04043 GMT
204
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€ Heip
£+ Refrash
Size ] Bctions
23k8 Al
i
%]

The archived mails can be sent to the recipients if required. CASG will still retain a copy of mails in the archive even after they

are sent.

e Select the mail that you want to resend and click 'Resend email'.

Dashionn f Dornaing £ Domain dashboed - docteamcnsg comodo o8 Lia FARChiag

Archive € neip
Bhow massage | M Repod spsm B More actans % £ Refrash
€ Fiters
7] Subject From T Date (GMT «0)  Size i Actions
kol BB LAK MITEC demoliE@docieamoas g comodo.od.us i il
Ernailsidewslattar in Just Rs 2, 5000ima. John Smith =flatisns@gmall come= -Imn-r’i::r-rlf:'nca*: -;-m-m m'”; 06:40:430MT 23KE #

ZERD SETUP COST AN P 2014
Fwd: P Wi hiave friee s aemplies for vou, f ficts ] Yead o9
e &y bafare you byl 1
An alert will be displayed to confirm resending emails.
Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 65



COMODO

Creating Trust Online®

Resend email(s)

A= Areyou sure you wantto resend selected
email{s) to recipient mailbog?

¢ Click 'OK' to confirm.

A success message will be displayed.

Suctesslly sent

To delete archived mails

e Select the mail that you want to delete and click the 'Delete’ button

Diaz bbb o fDomadns f Domain dashboand - doctiamcass comocks od s FANChing

Archive © e

Showmeszage | M Reportspam | & Resendemal, | T Celete £} Refresh

£ Filters

Silipect Froan Ta Data (GMT +0)°  Size ~ j Actions

(¥ Fwd: Fw. Send UNLIMITED damol@docteamntasg comodo.od.ua, R for i
EmailaMawsiattar in Just Rs 2 500mo. Jahn Smith <fiatliena@gmall.com= 2 = z e 06:40:43 GMT 13kB B
O8O @00ceame&5g c0Mo0.0d.ua e
101

ZEROQ SETUP COBT

Fwrl: Fow: Wil have free samples for you

An alert will be displayed to confirm deletion.

Delete emails

% Areyou sure you want to delete the selected
armails?

*  Click 'OK" to confirm.
The selected mail will be deleted and will no longer be in archive.

e Todelete all the quarantined mails, click 'More actions' > 'Delete all'.
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An alert will be displayed to confirm the deletion. Click 'OK' to delete all archived emails.

To exclude mails from auto-clean operations

CASG can be configured in the Domain Settings area to automatically purge emails from archive after the configured period. If
administrators wants to retain email(s) from being cleared, then these mails can be marked as 'Retain message'.

e Select the mail(s) that you want to retain and then click 'More actions' > 'Retain Message'.
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Archive © Help
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[ Fwed: P W by frive sampls Tor you, dernolDeocieamnc dsg comodo.od.ua,
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An alert will be displayed to confirm retain selected email(s).
Retain email{s)

as retained?

@ Arewou sure you want to mark selected emailis)

e (Click 'OK'" to confirm.
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A confirmation dialog will be displayed and the retained messages are indicated by the anchor icons under the Actions column.

»  Toremove the retained status for a mail, select the retained message and then click 'More actions' > 'Un-Retain
Message'.
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An alert will be displayed to confirm selected email(s) from retain status.

LInRetain email(s)

e PR YOU SUE wou want to remove "retained” mark
from selected emailis)?

e (Click 'OK'" to confirm.
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A confirmation dialog will be displayed and the anchor icons under the Actions column are no longer displayed indicating their
unretained status.

Incoming Spam detection settings

The settings made in this interface determine what kind of mails should be classified as 'spam', 'probable' and 'safe’. CASG
enforces several rules to mail envelope, header and content as the emails passes through its spam filters. Each of these rules
depicts some typical spam attribute, which has a numeric value on the probability that the attribute suggests spam. A message's
spam score depends on the result of weighted value of all the rules combined together. For example, if you set the spam
threshold as 0.33, all mails that have a score of more than 0.33 will be treated as spam and quarantined. Please note that the
highest spam threshold is 1 for CASG and the higher threshold you set, it is likely that more spam messages may be delivered
to the recipients. Try the settings for a week or so and after analyzing how much spam messages are being delivered to the
recipients without being filtered for the current settings, you have to reconfigure the spam threshold settings accordingly.

To configure incoming spam detection settings

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Spam detection settings' tab.

- coMODO
g Antispam Gateway

Q] Dashboard
@ Darnain dashboard
@ Incoming
Quaranting
Al

Sparm detection settings

Repaort spam

Delivery gueue
Destination routes

Local recipients
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The incoming spam detection settings area of the selected domain will open:

ipzhboard f Dommns £ Domain deshboard - docteamcasg comodo od us f incComing Spum detection sefings
Incoming Spam detection settings © e
Guaranting enabled. [+ Days saved: 30 o
Spam threshold: | 0.9 Spam notation
Probable spam threshold, | 0.9 Probable spam notation: | Pofentially Spam
Guarantne response.  Rejecied w

m Fezetio default

*  Quarantine enabled - Selecting this option will enable the incoming Spam detection settings that will be applied to the
incoming mails and quarantined as per the spam threshold setting. If this option is not enabled, emails that are
detected as 'Spam’ will not be quarantined but delivered to your email server with the messages in subject line that
you have set in Probable Spam notation / Spam Notation. Unsure messages are always sent to the recipient (and
never quarantined) even if this option is enabled. Please see ‘Unsure Notation’ for more details.

e Spam threshold - Enter any value between 0.1 and 1.0. All mails that are having a score value above that is set in
this field will be quarantined automatically as explained in the introduction para of this section. Please note this value
should be always higher than 'Unsure threshold' value.

*  Probable spam threshold - Enter any value between 0.0 and the value entered in Spam threshold field. All mails
that are having a score value above that is set in this field will be identified as unsure mails and will be delivered to
recipients with the messages in subject line that you have set in the Probable Spam notation / Spam Notation.

»  Days saved - Enter the number of days that you want the mails to be quarantined. The maximum number of days that
can be set is 9999. The quarantined mails that are not checked, released or deleted within the stipulated days will be
deleted automatically from the quarantine.

*  Probable spam notation - The prefix that will be prepended to the subject line of all ‘probable’ emails sent to users.
For example, “<Potentially Spam> Cheap deals on Dell computers” — where <Potentially Spam> is the ‘Probable’
notation’.

e Spam notation - The prefix that will be prepended to the subject line of all ‘Spam’ emails sent to users. For example,
“<Spam> Order two Rolex watches and get a free carton of Viagra” — where <Spam> is the ‘Probable’ notation’. Note -
this only applies IF quarantine has been disabled (i.e. If the ‘Quarantine Enabled’ box is not checked).

e Quarantine response - Determines the response that CASG will send to the SMTP server that delivered a message
in the event that the mail is identified as spam.

Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered to
the recipient) regardless of your choice here. These options merely determine what message CASG will send back to
the SMTP mail server.

Options:
*  Rejected - Will inform the SMTP server that the email has been rejected by CASG and placed in quarantine.

e Accepted - The email has passed the CASG spam filters and detected as a spam will be placed in quarantine in
silent mode.

*  Reset to Default - Reset to default all adjusted selected domain settings.

Click the 'Save' button. The incoming spam detection settings for the selected domain will be saved.

Report Spam

The Report Spam feature allows you to report suspected junk emails that have by-passed existing filters and landed in your
inbox. CASG will analyze reported mails and, if found to be spam, will update its filters to quarantine similar mails in future. You
can upload spam mails locally saved in your system into this area. CASG accepts a range of different mail formats, for
example, .eml and .msg.
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To report a spam mail

e Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Report spam' tab.

' cCoOMODO
p® Antispam Gateway

(_—EJ Dashboard
@ Dormain das
@ Incorming

The Report Spam interface will open.
Deshbioard f Domsns FDomain deshbosd - doctesncasg comodo.od s fRepot spem

Report spam © ven

Upload .eml format files only (max. size - 9 Mb)

L Upload

e Click the 'Upload' button

Navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you want to report as
spam and click 'Open'. The maximum size of the file that can be uploaded is 9 MB.
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=i tangel Beauty Clinic

59 Apply, Get Real Quotes For Top Plans. Go With The Best Offer

54 Europe Lotkery - Yoo waon £500,000

ES MY CaNADTAN PHARMACY

54 Your Email Id has won 1,000,000,00 GEP in the British Microsoft Inc,

File name: I.ﬁ.ngel Beauty Clinic j Open I
Files of tpe: I,-‘.‘-.II Files [*.%] j Cancel |
g

Note: Make sure to upload the file in email format only and size should not exceed 9 MB. Otherwise, the following warning
message will be displayed.
Comodo Antispam Gateway

g the requestwas rejected because its size
(10008632 exceeds the configured maximum

(921 6000)

The mail will be processed for uploading...

Ciszhbesard f Domsire FDomain deshboard - doctasncasy comodo.od ua Report spam

Report spam @ ren

Upload .eml format files only {max. size - 9 Mb)

14 Upload
Angel Beauty Clinic.aml:

File size: 349KB

... and success message will be displayed.
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Epam repofad successfully [

»  Click the g button to close the message.

Delivery Queue

In general, emails are delivered to the destination server directly and not stored on the filtering machines. But whenever an
email destination server for an account is temporarily unavailable, all filtered mails are queued in the CASG servers for delivery
at a later time. Emails that are permanently rejected by the destination server with a 5xx error code will not be queued and
rejected by the CASG system. The queued emails can be accessed in the CASG interface and from here they can be manually
force retried for delivery.

The queued messages on CASG severs are automatically retried for delivery for up to a period that is set in 'Maximum days to
retry ' field in domain settings (for example, 4 days).The automatic retry schedule is given below:;

*  During the first two hours, the queued messages are retried for delivery at a fixed time interval of 15 minutes.

»  During the next 14 hours, the queued messages are retried for delivery at a variable time interval starting from 15
minutes and multiplied by 1.5 with each attempted delivery. For example, after the first 15 minutes, the subsequent
attempts will be after 22.5 minutes, 34 minutes and so on.

»  From 16 hours since the delivery failure and up to 4 days, the queued messages are retried for delivery at a fixed time
interval of every 6 hours.

»  After a period of 4 days, all queued messages will be bounced to respective senders. The messages will be frozen if
the bounce cannot be delivered immediately and retried for delivery at a fixed time interval of 3 days for the first 21
days. At the end of this period, delivery of messages will have failed permanently.

To manually force-deliver emails in queue

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Delivery queue' tab.

cCoMDDO
 Antispam Gateway

£
£~ Das ard

'%.‘P' Liomizin dashboard

fir Incoming

Spam detection sethings
RN ooam

m [islvery queus
Deslimanin foules
Local recipient=

Clear sncoming cache

Log search
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The Incoming Delivery Queue area of the selected domain will open:

Caghboard ) Domains / Domain dashboard - docteamcasg comode od ua / incoming delvery queus
Incoming delivery queue © Hew
= Force retry HE ] Reﬁfsn -
e‘ Fitters
Tl Quews id I gueus Sender Recipient Message size Subject Last action Server name
1 J3DA0BZXSN " userldocteamcasg 22277 ::‘:E:rz:um Message quise chal
:i:_‘.-i.i:l BaTTz1v0Z dema | @docteamcas 31043 Fwd Photo for you  message_quewe_char
7] 3g42b6{55200p dermo | @dacteamcas 30144 Phalo for you rassage_next_relry
1 i1 [1-313] Perpage 18 |w
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search queued emails

Click anywhere on the Filters tab to open the filters area.

[ashboard § Domains § Domein deshiboed - docteamcasg comodn od. ua /icoming delvery queue
Incoming delivery queue © e
= Force retry G Refresh
D Fitters
+ Queue id » | | confains w
i Chpiie el i dpEeLE Sended Recipient Messagpe size Sailspect Last actisn Server nalne
i1 Perpage 15 |w

You can add more filters by clicking + for narrowing down your search.
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Dezhbicard § Domeres §Domain deshboard - docieamcasa, comodo,od s § incoming calivary gueue
Incoming delivery queue © Heio
i3 Forea rety £} Refresh |
D Fitters
+ Queus id w | containg v
== Queus name w | equals w
= | sender w | contains w
== Recipient w | contains w
| Message size s less han w0 :
= Subject w | Contains w
= | Lasiaction w || containg »
== | Server name w | containg w

o Ouetie id Iy quieae Senier Faciplent Message size Sulsject Last action Server name

s o

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

*  Queue ID: Will execute a search of Queue ID according to the text entered in the text box (column 3) and the
condition selected in column 2.

*  Queue name: Will execute a search of Queue name according to the text entered in the text box (column 3) and the
condition selected in column 2.

»  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

« Last action: Will execute a search of Last action according to the text entered in the text box (column 3) and the
condition selected in column 2.

»  Server name: Will execute a search of Server name according to the text entered in the text box (column 3) and the
condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

«  Contains: Displays all queued mails that contain the words entered in the text box
e Equals: Displays the queued emails that have the same words as entered in the text box
*  Not Equals: Displays the queued emails that do not have the words entered in the text box
*  Not Contains: Displays all queued emails that don't contain the words entered in the text box
«  Starts With: Displays all queued mails that starts with the words entered in the text box.
*  Ends With: Displays all queued mails that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:

»  Sender: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  Recipient: Will execute a search of users according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  Message size: Will execute a search of mails according to the size selected or entered in third field (column 3) and
the condition selected in column 2.

If 'Sender' and/or 'Recipient' option is selected, the following conditions are available:

*  Contains: Displays all queued mails that contain the words entered in the text box
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*  Not Contains: Displays all queued emails that don't contain the words entered in the text box
If' Message Size' is selected, the following conditions are available:

e Less than: Displays the queued emails with size less than the selected or entered size in the third box
»  Greater than: Displays the queued emails with size greater than the selected or entered size in the third box

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

£ Refresh
Click the button to display all the queued emails.

Note: To display all the queued emails after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

To force retry queued emails

»  To force-deliver a single email manually, select an email from the delivery queue and click the 'Force retry' button.

»  To force-deliver all email messages in the queue, select the checkbox beside '‘Queue id" and click the 'Force retry'
button.

Note: Frozen emails can't be force delivered from CASG interface.

Destination Routes

If there is a temporary problem with the primary email destination server, CASG will try to deliver the filtered mails to the next
destination email server that is configured. If the failure is permanent, for example, unable to resolve hostname, CASG will try to
deliver through the next alternative route.

To add additional destination routes

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Destination routes' tab.

coMODO
Antispam Gateway

(3 Incoming

arantine

Spam detection sett np=

Report Spam
Delvery queus
B Destieation muies

Local recipients
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The 'Destination routes' area of the selected domain will open:

Lashboard f Domars FDodain deshboad - docteanoasa comodood 4 FDestination routes

Destination routes
= Add
| Foarte Port
CEQCOmodo. ol U 25

e (Click the 'Add' button to add another alternative destination route

The 'Destination routes' dialog box will be displayed.

Destination routes

¢ Enter the alternative destination route and click the 'Save' button

The added route will be displayed in the list.

Disshbicard f Damsins FDodEn deshboand - foctesncas i oomod oo, s JDetlination routes

Destination routes

o= 240 | [T Delete
Farte Port
E csR.comodo od.ua Fl}
casg comodo od.ua 25

.'l(r’

i'l
/

& Heip

© rep

*  |f you want additional routes to be included, click + to add more alternative destination routes.

You can also prioritize the routes by dragging and dropping from the list.
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Cisczhiyceard Jf Domeine FDodain deshbyoand - doctesmo sz comodo od s §Deetinalion roules

Destination routes © e
o= 240 | [ Delete
| Route Poit
[l csg.comodo.od.ua 25
]+ casgcomodood.us 25

»  Click the 'Save' button to confirm the changes.

Click here for more details on how to check the routes.

Local Recipients

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When the 'Local Recipients' option is enabled, only existing and valid email accounts in the destination
server will be accepted. When this option is selected, all the recipients have to be added manually, else even valid users for that
account will not receive emails. Comodo recommends that this option should be used in specific cases only and not required in
normal cases.

To add local recipients

*  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Local recipients' tab.

f cCOoOMODO
® Antispam Gateway

2y Incoming
Cruarantine
Archiee
Spam deteclion seflings
Report spam
Drelivery gueuse
e A s
Local recapients

Clear incurrmag cucne

Log search

The Local Recipients configuration area of the selected domain will open:
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Local recipients

Use local recipients: [ m

o 2dd | [ Detete (1 import rom cEv file

Local reciyHent

e Select the 'Use local recipients' check box and click the 'Save' button
e Click the 'Add' button

The 'Add local recipient' dialog box will open.

Add local recipient

i@ docteamcasg.comodo.od.ua

o RN

*  Enter the recipient's in the E-mail field
Add local recipient

E-mail | user i&@ docteamcasg.comodo.od.ug

*  Click the 'Save' button
Repeat the process till you have added all the users.

Cashboard f Doenains f Doman dashbosd - dociesncssa comoud o s | Local reciiants

Local recipients

Use local recipients: [ m

+ Add ﬁ Daleta |'1'| Irmpart from C8Y fila

[[] Local reciplent
et @doclaameasg comodo ol ua

O userz@docteamcas g comodo od ua

1 "

To delete a local recipient

e Select the user that you want to delete and click the 'Delete’ button

COMODO
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€ Help

& Hep
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Diashbyeard £ Domens FDoensin dashboard - docleameasy comodo. od L f Local reciiants

Local recipients
Use local recipients: m
o Ado £ Import from CSY e

71 Local recipient

&2 Help

[¥] usert @docteamcasg.comodo.od ua

[F] userz@docteameasg comoda.od ua

1 H

e (Click 'OK'" to confirm.

Delete local recipient(s)

@Are wou sure you want to delete the selected

recipients?

The selected recipient will be deleted from the list

Tip: You can select multiple recipients to delete by pressing and holding the Shift or Ctrl keys.

To import local recipients from CSV file

You can add many new users at a time by importing from a file. The users should be saved in separate lines as shown below:

user1
user2
user3

*  Click the 'Import from CSV file' to import new users from a CSV file.

Dashibosrd | Domans f Domain dashbeard - docleamcasg comoda od ua f Locsl recipisnts

Local recipients

&) Hep
Use local recipiants: m
.
= nad [0 celete 2 imoortfrom cEv e
|7 Local recipient
[ useri @docieameasg comodo od ua &
usard@@docleameasg comoda od ua R

T

»  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum size of the file
that can be uploaded is 9 MB.
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Upload csvTile.

Each line should contains the username of a local recipient
For example:

testuser
testuser

I lpload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the

upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Diszhbycard £ Domains §Doersbin deshboard - docteameasy comodn od U f Local reciiants

Local recipients

€ Heip
Import is in process. Please wait x|
Use local recipionts: ] m
= Add i Delete ¢3¢ Remave import task
T Local reciyient
[E] usert @docteameasg comode od ua e
[ userz@docteamcasg comodo.od ua &
1 i

On completion of the upload process, the results will be displayed.
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Lashbosrd f Domeins f Doman dashbosnd - doctesncesn conpdp.od 15 fLocsl reciplients

Local recipients

Help
Total lines processed 7 (%]
Imported 6 usen(s) &
Import for domain docteamcasg comodo.od ua has been fnished (%]

Use local racipients E m

o acd  TJ oetete @ Impor rom CEVAle

| Lecal recipient

3|7|"'|'3:I'|ﬁ'|l:"-.|'l'lf asg comodo o ua
black@docleamcasg.comado.od.us
bob@docieameasy comodo.od.ua
duncang@docleameasg.comaodo.od.us
jenmy@docieamtasg comado. oo ua

] jsmithidocteameasg.comodo.od.ua
II"-"':llE_'I'ln'lﬁ amcasg comodo ol Ua

] userd@doctaameasg.comodaod.ua

1 "

The local recipients from .csv file will be uploaded and the administrator who carried out the task will receive a notification about
the import task completion.

Clear Incoming Cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When an email for a certain recipient is permanently rejected by the destination server with a 5xx error
code, the destination address of the recipient is considered invalid and all emails sent to the recipient will be rejected. CASG

filtering servers caches this information locally for up to two hours. CASG interface allows you to clear the callout cache without
waiting for the servers to clear it.

To clear incoming cache

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Clear incoming cache' tab.
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The 'Clear incoming cache' area of the selected domain will open:

Daghipoard FDomans / Domen gashposrd - dociesmeaen coemods ol 15 FClesar INComng cacha

Clear incoming cache © e

Here you can clear the incoming callout cache for domain

*  Click the 'Clear' button
The callout cache for the incoming domain is cleared.

Daghiposrd FDomans / Domain dashbosrd - doctesrmessd comodo.pd s / Clear incoming cache

Clear incoming cache © Heip

Cache was succassfllly clearad. [ x|

Here you can clear the incoming callout cache for domain

e Click the (%] button to close the notification.
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Log Search

The Log Search option in CASG allows you to search for a specific email message.

To search logs for incoming mails

e Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Log search' tab.

cCOMODOD
Antispam Gateway

ﬂ Oiomain dashboard
Iil Incamng
duaranting
R
Spam delection setings

Report spam

Delivery queus

Local recigienis

The 'Log search (incoming)' interface of the selected domain will open:

Disshbosard f Domains FDomain deshboarnd - docteamcasy.comodo.od.us FLog Search (ncoming)

Log search (incoming) © +enn
Date range: | 2014-04-09 AW 09:29:12 [ - 2014-04-10 AW 09:2912 ]
Sendar
Recipient adocteamcasg comodo.od ua
Sander IP

Sender host
Predicate: |AND w

Include results from the last minuas D

«  Date range: Select the date range for which you want to search the log file. The date range for which the log search
can be processed depends on the settings configured in Domain Settings > Log retention period.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 84



COMODO

Creating Trust Online®

]

/

*  Sender: Enter a sender email address in this field.

*  Recipient: Enter the email address in this field (for example, 'testuser1’).
»  Sender IP: Enter the IP address of the sender.

*  Sender Host: Enter the sender host name.

*  Predicate: You have the option to select either 'AND' or 'OR" in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

* Include results from the last minutes: If selected, CASG will include messages that are currently being migrated
from the filtering server to the logging server in the search results.

The oplion *Include results from the last minutes® will slow down the search rasult retrieval %

Click the 'Search' button.

CASG will search for the entered terms and display the results.

Doate and time Hast (Exiim i} Sender hostname Sende Recipiemt Classification
2014-04-10 10-08:33 |-II5.='." dev. sparmgatensanc ] - — Mceptid
WYEUF-0001Ga-Fi 99 7813
: : musnrl devspamgatewaye 157 1 mail Accepted
3014-04-10 10:08:1 - 3 g e ey demai
- WYBUD-000182-0H 94.100.178.251
sl devspamgatewae 09,1 mailn Avcepted
2014-04-1010:07:59 demal
TAYBENE00071 B-B18, 1855 136 80
Accepted
: rrisnel e spamgatewaie mall-igl-1E1.googhe corm
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B dEvEpampatEwEY ¢ Accepted
IADEI0095298 o CoveREMBRRNRKE test
1Y Bea-0004t4-C5 539 28.113

msnn dev spamgatewaic mesn dey spamoateway c - Accepted

Domain Aliases

The Domain aliasing feature in CASG allows the administrator to add multiple domains as aliases for the main domain. After
adding a domain alias, the MX records should be configured to activate the filtering process for this domain alias. Once this is
done, mails sent to users at alias domain will be filtered and delivered to users at main domain. For example, if you add
testdomain.org as an alias domain for the main domain testdomain.com and mail sent to user1@testdomain.org will be filtered
and delivered to user1@testdomain.com. The 'To:" headers in the email will still display the original recipient as
user1@testdomain.org.

To add domain aliases

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Archive' tab.
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The 'Domain Aliases' interface of the selected domain will open:

Deshborrd f Domeins § Domain dashbosrd - doctesmcezg comodo od us J Doman olieses

COMODO

Creating Trust Online®

Domain aliases © e

o acd | @ Celete

[¥] Mlias

e (Click the 'Add' button to add a domain alias for the selected domain
The 'Add domain alias' dialog box will open.
Add domain alias
E | Cancel
¢ Enter the domain alias name in the 'Alias’ field
86
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e (Click the 'Save' button
The domain will be added to the main domain as alias and will be listed in the interface.

Dashbosr f Domeins | Domein deshbosrd - coctesmcrss comodo ool s | Domesin aleses

Domain aliases © e

ofe scd | [ Delete

[] Alias

alias.od.ua

e To delete a domain alias, select the domain alias from the list and click the 'Delete’ button

Cashboard f Doenains § Domain daghbostd - dociepncasn comod od us f Domein alases

Domain aliases © Hein

|¥| Alias

_‘T_ aliaz.od.ua

¢ Click 'OK' to confirm the deletion.

Alias removing

@Are wou sure you want to remove selected

aliages?

The selected domain alias will be deleted from the list.

Domain Settings
An administrator can configure various settings for the selected domain such as primary contact email address, the

administrator's email address and maximum number of bounces allowed before being rejected.

To configure domain settings
*  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Domain settings' tab.
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The 'Domain Settings' interface of the selected domain will open:

Dashboerd | Domains f Domein dazhborrd - doctesmosss comoco od ue § Domain 5:&1'-95

Domain settings © ren
Maximum bounces: | G000 3
Log retention period. | 30 c
Mamurn days to retry | 4 :
Max numberofusers: |10
Enabla archive cleanup,  [J
Archiva ronths to stone :-

Resstto default

*  Maximum bounces: Each recipient of the selected domain will be limited to receive only these many message
bounces set in this field per hour (messages from postmaster addresses or with an empty envelope sender). Please
note that if the number of bounces exceeds the limit set in this field, the messages are not quarantined but are
permanently rejected and will not be received later. You can set this to a low value, if the users at the selected domain
do not send mails to invalid addresses frequently. By default this field is set to 6000.

*  Log retention period: All spam and non spam email connections to a domain are logged in the CASG server. By
default the storage period of this log is 30 days. You can store the log for a longer period by entering the number of
days that you want to store in the field. After the end of set period, the log data will be moved to a separate storage
and cannot be retrieved.

»  Enable logging for invalid recipients: This setting enables or disables the selected domain to log details of incoming
mails addressed to incorrect recipients. This option is disabled by default.
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*  Maximum days to retry: If the destination route has temporary problems, the messages are queued and
automatically retried at fixed intervals for the number of days entered in the field. Even after this period if the emails
cannot be delivered, they are bounced to the sender. By default, this is set to 4 days, the main reason being that the
senders should be aware that his\her messages are not being delivered for 4 days.

e Max. number of users: Enter the maximum of users that can be added for this domain. Leaving this setting as
‘Unlimited’ will allow you to add up to, but not exceed, the maximum number of users permitted by your current
license. This can also be done while creating a domain or in the editing domain interface.

»  Enable archive cleanup: This setting enables or disables the auto-clean up of incoming archived mails in the archive
storage. This option is available for customers that has purchased archive storage from Comodo.

»  Archive months to store: This setting becomes active if the 'Enable archive cleanup' checkbox is selected. Enter the
period for which the archived mails should be stored after which the messages will be purged automatically.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and 999999
in the 'Max. number of users' field, but CASG checks if the total number of users for all domains is within your license limit.

*  Click 'Reset to default' to reset default settings in CASG.
e Click the 'Save' button.

A confirmation dialog indicating the successful configuration of the domain settings will be displayed. Click 'X".

Successfully saved B8

Manage Report Subscriptions for Selected Domain

The Manage report subscriptions interface accessible from the 'Incoming' configuration area of a selected domain allows the
administrator to configure the subscription to the periodical Domain and Quarantine summary reports of that domain only for the
administrators. Refer to CASG Reports - an Overview for more details.

To access Manage report subscriptions interface

e Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Manage report subscriptions' tab.
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The 'Manage report subscriptions' interface will be displayed:
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[Dazhbosrd fDomains / Domein deshboard - doctesmcasy comodo od wa fiManage report subscriptions

Manage report subscriptions © Heip

Report recipients

Quaranting raport

Howm Dvay ol it Dy of wieak Sanil smpty Enabiled]  Stant diste {GMT) Repot lengh
OEvery nour ":E:'E'.fe.".r':lm' EEyery week day
@choose Ochoose Othoose
&0 # A s
1 s e Meat report for 1 day(s) from last
Apr12, 2014 00:00
i o ¥ ~lrks run {201 4-04-11 00:00)

w w »

Comain statistics report

Pariod Hour Dy aff maonth Dy of waek Sand aqnpty Enaleled = Start date (GMT  Raport length
®Every hous ®Every day OEvery week day
Ochoose Ochoose @Echoose
~ i I —y i
Sunday Mewt repart far 3
# monday — Apr 14, 201 4 dany(5) frorm last
e X e O - 00:00 run (201 4-04-10
e
S 2300)
| Wednesday
3 ) [¥] Thursday o

m Rezel selfings o default

The Report recipients field will not be auto-populated as it does in the interface of Customer Management > Managing Report
Subscriptions. Enter the email address of the administrators belonging to that domain in the text field separated by a comma
after each email address.

The recipients will be added and subscriptions successfully saved message will be displayed.

Dashiboard § Damsing | Domain dashiboard - docteamcasn comado od ua fManags repar subscriplions
Manage report subscriptions D Heip
Butcessfully savad B

Report recipients

John@docteamcasg comodo.od ua, bob@docteameasg comaodo.od ua

Clicking the 'Reset settings to default' button will disable both Quarantine and Domain statistics reports. The ‘Report Recipients’
field will not be cleared.

The administrator can configure the subscription for two types of reports from this interface:
*  Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly wil

contain a detailed statistics of the mails that are identified as spam or containing malicious content and moved to
Quarantine of the domain automatically by CASG. Refer to CASG Reports - An Overview for more details.

»  Domain Statistics Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly will contain a detailed statistics of number of users, mails that have been received at and sent from the
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domain, number of spams identified and blocked and so on. Refer to CASG Reports - An Overview for more details.

To configure the subscription of the reports

*  If you want the administrators of the account to receive the periodical reports, select the 'Enabled' checkbox in the row
of the respective report type. If both the reports are required, you can select both the checkboxes.

*  Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.

»  Select the frequency of the report to be sent to the administrators from the options for Quarantine Report and Domain
Statistics Report.

Quarantine Report

Quarantine report

Howm Doy of rmvonith Dawy of waek Seml emply  Enabled  Start date (GMT) Report length
Ceveryhour @y day OEverywaek day
Echoose CChoose @Choose

- ~ =l -

Fl Tuesday

Memt report for 3 daw(s) frorm last
fun (2074-04-11 00:0m

= 7 i s day [ #0114, 2014 0300

] Thursday

& 3 [ Friday

4 2 - I Saturday w

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

«  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

Domain Statistics Report

Domain statistics report
Pariod Hour Dy of rvontty Dy of week Semld empty  Enabled | Start date (GMT)  Report length
@Every hou EEvery day CEvary week day
Othoose Ochoose ®choose
= b Sunday a MN@xt raport for
g Aprid 014 last WF!‘”-':‘\.] from
Waekty - LAk O [+ ".E = s last run
Tuesday - (2014-04-10
_ 23:00)
" Wednesday

Thursday P

»  Period - Enables you to set the period to be covered in the report. The report will contain the statistics of all the
domains in the account for the past one hour, one week, one month or one year, as selected from drop-down from the
scheduled report time.

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

*  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
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month chosen at the hour selected from the 'Hour' column.

«  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

Click 'Save' for your settings to take effect.

3.21.1.4.3 Outgoing

To be able to send outgoing email, first a valid user needs to be added to the filter cluster. This can be done from the web
interface. The following ports are available for the outgoing service:

e SMTP AUTH: Port 25 or 587
e SMTP StartTLS Port 587
e SMTP SSL Port 465
Comodo recommends port 587. The outgoing service listens by default on all IPv4 addresses activated on the server.

Create a separate outgoing user on the filtering cluster for each end-user to relay outgoing email and use an "automatic user
locking" to automatically close the account in case abuse is detected. There are two methods you can make per-user
authentication to work - The first method is to instruct all end-users to authenticate directly to the filter cluster for their outgoing
emails or in the second method, configure your current outgoing SMTP server so that it authenticates each end-user separately
to the filter cluster for all outgoing emails. If you choose the second method, how easily you can configure your SMTP server
depends on the SMTP software.

While using per-user authentication for outgoing mails, ensure to set the limits correctly based on the usage of the end-user and
enable automatic locking.

If you find using the per-user authentication method for outgoing mails too cumbersome to set up, the other alternative is to use
smarthost setup. In this method, you add a single outgoing account either based on IP or username/password in the filtering
server and point all outgoing emails to this server, thus using the filtering cluster as smarthost. Most email servers have
'smarthost setting' feature with which you can easily accomplish the task of configuring outgoing email filtering. Make sure to
disable the 'automatic user locking' setting to prevent the full server account getting locked even if one end-user sends out
spam email. Also ensure to enable 'block spam' so that individual spam messages will be blocked and the administrator
notified.

While using smarthosting setup for outgoing mail filtering, ensure to set the limits correctly per user based on the server.

In the 'Outgoing' area of the Manage Domain section you can set a user account for spam checking, clear outgoing cache,
search for outgoing email messages and outgoing spam checking.
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Click the following links for more details:
e Clear outgoing cache
* Logsearch
* Users

Clear outgoing cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses existing/non-existing email
accounts at the destination mail servers to minimize the number of recipient callouts. When an email for a certain recipient is
permanently rejected by the destination server with a 5xx error code, the destination address of the recipient is considered
invalid and all emails sent to the recipient will be rejected. CASG filtering servers caches this information locally for up to two
hours. CASG interface allows you to clear the callout cache without waiting for the servers to clear it.

To clear outgoing cache

»  Click the 'Outgoing' tab on the left hand side navigation to expand and then click the 'Clear outgoing cache' sub tab.
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The 'Clear outgoing cache' area of the selected domain will be displayed:

Dazhbonrd f Domeins § Domein dashbosrd - doctesncesg comodo od us § Clear oLEEoing cache

Clear outgoing cache © Hep

Here you can clear the outgeing callout cache for domain

e (Click the 'Clear' button.

The callout cache for the outgoing domain is cleared.

Cache wias succassiully claaned B

e Click 'X"to close the 'Cache successfully cleared' dialog box.

Log search

The Log Search option in CASG allows you to search for a specific outgoing email message.

»  Click the 'Outgoing' tab on the left hand side navigation to expand and then click the 'Log search' sub tab.
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The 'Log Search (Outgoing)' interface of the selected domain will be displayed:

Dpshibomry f Domens § Domen deshbosrd - doctesmorsn comodo o wa | Log search (outgoing)

Log search (outgoing) © +eo

Date range; | 2074-03-27 AM 06:15:14 _. 2074-04-11 AM DE:15:14 ;|
Sender;
Usger @docteameasg.comodo.od.ua
Racipiant:
Sender IF:
Sender host.
Fredicate; AND w
Classification: Al w

Include results from the last minutes: O

v L omrs

»  Date range: Select the date range for which you want to search the log file. The date range for which the log search
can be processed depends on the settings configured in Domain Settings > Log retention period.

*  Sender: Enter the sender email address in this field.

»  User: Enter the username of the outgoing email address for in this field (for example, 'testuser1’).
*  Recipient: Enter the email address in this field. (for example, 'testuser1@example.com’).

»  Sender IP: Enter the IP address of the sender.

*  Sender Host: Enter the sender host name.

*  Predicate: You have the option to select either 'AND' or 'OR' in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

»  Classification: Select the type of email that you want to search from the drop-down options.
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* Include results from the last minutes: If selected, CASG will include messages that are currently being migrated
from the filtering server to the logging server in the search results.

The option *Include results from the |33t minutes® will slow down the search result retrieval ﬁ

Click the 'Search' button. CASG will search for the entered terms and display the results.

Dvate and time Host (Eximm idy Semler hostname User Semiler Recipient Classification
_ o mwsd devspamgates } . Acceptad
2014-04-1004:54:25 Y TOE-DO0ZAC-GA 1254711117 john john@docteamcasg oo johng@docteamcasg oo
s dew spamgates ALciphed
2014-04-10 N4:54:2 N ohh@docteameasg oo bob@docteameasg.
HhEHL DE5E2S  TOE-0D0ZNC-GA 1254711417 el D T B R MELce
vl dev spamgates Accepted
rrxsil dev spamgatey P
201 4-04-08 10:27:11 C _J I . jahn johni@docteamcasg oo john@docteamecasg oo
1 pil-00015:-85 1254711117 N .
e s dew spamgates ~ ALcepbed
201 4-04-0910:271 - shh@docteamcasg oo
e 1ipil-00015-85 12547141117 on N R
201 4-04 101146 il devsparngates b e ATTUDRE L SO RN Accepted
’ D WHpTe-000452TG 1254711117 : jennig : ok a
oo msnd dewspamgates mail2.comodo.od.u _ Agcpled
2014-04-08 03545 . = = ’_ & ®  John jEkkOE@EE0a comodo
WHpDW-000EJo- 91196 9533
1 i [1-616] Porpage 15 | w
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Downloading the Report

The 'Download' button allows users to download the log report of sent mails for the filters entered and/or selected.
»  Click the Download button.

The download dialog will be displayed.

F ™
Opening cutgeoing.docteamcasg.comedo.od.ualogs.zip u

You have chosen to open:

g outgoing.docteamcasg.comodo.od.ualogs.zip
which ist WinRAR ZIP archive

from: . & ——

What should Firefox do with this file?

) Openwith |WinRAR.ZIP {default) =

i@ i Save File

[] Do this automatically for files like this from now on.

QK ] ’ Cancel

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be saved
in the folder that you have configured for saving download files. The values in the log report will be separated by commas and
this file can be opened with appropriate application such as Excel or Openoffice Calc for easy analysis.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 97



Creating Trust Online®

Comodo Antispam Gateway - Adr___n_i_n____istrato‘r"Gi]iag__ : COMODO

Users

Outgoing email messages should be checked for spam or malicious content because of the risk such content poses to the
organization’s reputation. Often the outbound email path bypasses the system that scans incoming emails from the internet, and
instead sends the emails directly out to the destination. Filtering the outgoing user's mail also prevent spam from reaching end
user mailboxes.

Configuring User's Email Client for Outgoing Mail Filtering
The email clients of the users added for outgoing email filtering must be configured to point to CASG service.
In the Account Settings interface of the user's email client, enter the following details:

e Smtp server: mxsrv1.spamgateway.comodo.com

e Connection Security: STARTTLS or SSL

e Port: 587

e Username: <username@domainname.com>

To access the 'Outgoing users' interface:

*  Click the 'Outgoing' tab on the left hand side navigation to expand and then click the 'Users' sub tab.

COMOD0D

' Antispam Gateway

lashboard
=3 Domain dashboard

The 'Users' interface of the selected domain will be displayed:

Ceashbacard FDomars | Domain dashbosrd - gocteamcas. comoda of ua FOulgaing users
Qutgoing users @ ren

ofe 200 T Detete # Eon |1 Refresh
a Filters

] Usermame Locked

[ beb@doctearncasy.comodo.ad.ua

I john@docteameasg.comodo od ua
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Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search users
»  Click anywhere on the Filters tab to open the filters area.

[ashboard £ Domans [/ Bomen deshboard - docieameree comodo od um § Oubgoing users

Qutgoing users B x
o 7dd | T Delets & Eoit E Refresh
£ Finers

+ Usemarme w | contains w Agply fier

Usernamea “*  Locked

T cbifdocteamcasg.comoda.od.ua

7 john@docteameasy comoda.od ua

You can add more filters by clicking + for narrowing down your search.

Dashbosrd § omains § Pomain dashiboard - Eoctesncasd. comaca of Ls JOub3oing usars

Qutgoing users @ Hep
TR e A A Bl More actons W [+ Refresh
2 Filtars
== Usemame w | conlaing w Apply filter
= lsemame W | aquals w
7] Username “  Locked

boh@Edocteamcasn comado,od us

You can remove a filter by clicking the icon beside it.

Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

*  Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.
»  Contains: Displays all username(s) that contain the words entered in the text box.
* Not Contains: Displays all username(s) that do not contain the words entered in the text box.
»  Starts With: Displays all usernames(s) that starts with the words entered in the text box.
*  Ends With: Displays all usernames(s) that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.
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Click anywhere on the Filters tab to close the filters area.

G Fefresh

Click the ‘ button to display all the outgoing users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh' button.

To add a new user
+  Click the 'Add' button.

Dashbosrd fDomsins | Doman deshboand - decleameasg comods od.us F Ougaing users
Outgoing users © Heip

DN ] 3 Rovesn |
£ Finers

T Usedne “  Locked
[T bob@docteameasy comodo od.ua

[F] johng@docteamessg.comodo.od.ua

The 'Add outgoing user' dialog will be displayed.

Add outgoing user

Llsername Fassword

Edit outgoing settings
m | Cancel |

+  Enter the username for the new outgoing user that will be first part of the email address. For example, testuser. The
email address of the added user will be testuser@testdomain.com.

+  Enter the password in the Password filed. If the 'Password' field is left blank, then the 'Username’ must be an [P
address, and any connection from that IP will be considered authenticated without needing to use SMTP AUTH (Note:
authorizing IP addresses may be disabled on the system).

+ Click the 'Edit outgoing settings' button to configure outgoing settings for the user. The 'Add outgoing settings' dialog
will expand:
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Add outgoing user

Llsername Cramain Fassword

Edit outgoing settings

®Block outgoing spam
Osutomatic lock

smith

Block outgoing spamfAutomatic lack:

Llzer lock timeout:

Maximum unlocks by timeout:
Enable outgoing limits:

Lirnit per hour:

L AL 4

Limit per minute:
YWalid sender address required:

Maximum number of recipients per day:

lrwalid recipient lirmit:

L[ |€>| (£

Maximum days to retry:

Cuarantine response: | Rejected
m| Cancel |

*  Block outgoing spam/Automatic lock

*  Block outgoing spam — Blocks all outgoing spam mails from the user.

»  Automatic lock — If CASG detects spam or malicious mail from the user, it will automatically lock the user
from sending mails for the period set in the 'User lock timeout' field.

*  User lock timeout — The time in minutes the user will be locked out from sending mails after
CASG detects outgoing spam or malicious mails from the user.

e Maximum unlocks by timeout — The number of times the locked out user will be unlocked for
sending out mails. After reaching the maximum limit, the user will be locked out from sending any
mails till it is unlocked by the administrator.

*  Enable outgoing limits — Allows you to activate / deactivate limits on outgoing mails.
»  Limit per hour - The number of mails that can be sent per hour.
*  Limit per minute - The number of mails that can be sent per minute.
e Valid sender address required — If enabled, outgoing mails must have valid sender address.
*  Maximum number of recipients per day - Maximum number of recipients that a user can send mails per day.
* Invalid recipient limit: - The number of invalid recipients that a user can send mails to.

e Maximum days to retry - Maximum number of days CASG will retry to send queued outgoing mails after which
they are bounced to the user.

*  Quarantine response - Determines the response that CASG will send to the SMTP server that delivered a
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message in the event that the mail is identified as spam.

Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered to the
recipient) regardless of your choice here. These options merely determine what message CASG will send back to the SMTP
mail server.

Options:
*  Rejected - Will inform the SMTP server that the email wasn't delivered to recipient. (By default is ‘Rejected’.)

*  Accepted - The senders will not be notified if the outgoing mails are detected as spam. They will be blocked and
not delivered to recipients.

+ Click the 'Save' button.

Deshbosed § Daimsins § Domsin dashboard - docieamesse comodood us § Oubgoing wsers

Outgoing users @ Hen
pod | T ceete | # it | R g £ Remesh
+ .
£ Fiters
Usernaime Locked

| bobi@docteameasg comodo.od.ua

[F] jonngdocteameasg comodo.od.ua

| smithi@docteameasg.co '@

To delete an existing user

»  Select the user you want to delete from the list and click the 'Delete' button.

Ceazhiycard FDomaEires / Domsin deshbastd - goctasmeasg comaca of U8 JOugaing ussrs

Qutgoing users @ ve
o A ﬁ Eait £2 Refresh
€3 Filters
[ Usermame Locked

| bob@doctearncasgy comodo.od ua
] shr@docieameasy comodo od. ua

4] smilh@docteameasg.comodood.ua

Tip: You can select multiple users to delete by pressing and holding the Shift or Ctrl keys.

Delete users

users?

@ Are ywou sure you want to delete the selected

¢ Click 'OK' to confirm.
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To edit an existing user
You can reset password, modify the outgoing settings configured from the 'Add outgoing user' interface.
*  Select the user that you want to edit from the list and click the 'Edit' button.

Ceaghicend FDomans [ Domein deehiderd - G0CheancRed COMCCTOE LS OUZDING L2ars

Qutgoing users © Heio

o sdd T Delets More aclions £} Refresh
€3 Finers
7] Usermmaimie Locked

| B I'-.i-ﬁnr.'.-'-amr a5g.comodo.od ua

| john@docteameasg comodo od.us

¥] smith@docleameasy comodo.od ua

»  Click the 'Edit outgoing settings' button.
Edit outgoing settings for smithf@docteamcasg.comodo.od.ua

Llzername FPassward

Edit outgoing settings
m | Cancel |

The 'Edit outgoing settings' will be displayed.
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Edit outgoing settings for smith@docteamcasg.comodo.od.ua

Username Damain Faszsword

Edit outgoing settings

®Block outgoing spam

Block outgoing spamfbutomatic lack: Onutomatic lock

User lock timeout:

< (L3

Maximurm unlocks by timeout:
Enable autgoing limits:

Lirnit per hiour; | 30

LX||4»

Lirnit per minute: (10
Yalid sender address required:

Maxirnum number of recipients per day: |10

Irwalid recipient limit, | 44

A EARE IR R

Maximum days to retry; |3

Cuarantine response; | Rejected v

o RN

*  Reset the password and / or make other changes as explained in the 'Add outgoing user' section.
e Click the 'Save' button to confirm your changes.
To manually lock outgoing user

Due to administrative or any other reason if you want to prevent a user from sending out mails, the Lock feature allows you to do

SO.
»  Select the user that you want to lock, click 'More actions' and then click 'Lock'.
Deshboard §Domeins / Domain dashboard - gocteamcasy, comosn, ool ua | OAgong users
QOutgoing users © reno
o add | [ Delete | @ Edit | JELUERTTEUEROY £ ¥ Refrash
£ Fiters
Unlock
Usarnane Lached

impart froem CEY Tie

] bab@dotteameasg camado.od.L
— impart froen Incoming users
I'J"@!:UEIT'BI'I'H'-:I.'-'.: comodo.ad i

[#] amithgdocteameasg comodn od ua

The selected user will be locked from sending mails.
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Caghiiceand FDomsires FOomein dashbosrd - gosieamessg comodo od us § Oubgoing ussars

Outgoing users © Heio
g B oo £ o 2 ruwe
£ Fiers

Usermame Locked
] bob@docteamcasg comodo.od ua

chni@docieamcasg.comodo.od ua

¥ smith@docieamcasg.compdo.od.ua manual

To manually unlock outgoing user
A user who has been locked either manually or automatically (see Edit outgoing settings) can be unlocked from this interface.

e Select the user that you want to unlock, click 'More actions' and then click 'Unlock'.

Daghiceyrg [ Dormasre: § Domedn cashBosrd - dociesemeicon Ccomooln of L [OUGong users

Outgoing users @ e
+us Boven e & roteen |
Lock
£ Fiiters
] Usermame Lockead

Impoet trom C5W fil
] pobiBdocteameasg comado.od.u

Impcet trom Incoming users

] chhigdocteamcasg.camodo.o
¥ smith@docteameasg.comodo.od ua manua

The user will be unlocked and he/she can send mails.
To import outgoing users from CSV file

Administrators can import many users from a file to the outgoing users list at a time. The users should be saved in the format
shown below as an example:

user1,domainname,password
user2,domainname,password

»  To import outgoing users from a CSV file, click 'More actions' > 'Import from CSV file'

Pashbonrd f Domeins § Domein deshboard - doctesmenss oomodo od us § Oubgoing wsers

Outgoing users 2R

AR e R AT B Mo actions v £+ Refesh |

£ Filtars

| Usernaime - Lockid
[0 bob@dacteameasg comodo.od -

Frport from coming users
1

[ johngide

| smith@docteameasg.comodo od ua manual

The Upload dialog will be displayed.
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Upload csvfile.
Each line should contain three columns: username, domain,password

For example:

testusertestdomain testpassword

Ipload

Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open’ button.
The upload progress will be displayed...

Dashivoand S Domains § Domain dashboard - docteamoss

0 comodo -'-'.antl.rIgungu:er:

Outgoing users

& Hep
IMpOris in Procass. Plaase wai [
o Add R ATl vore actions v £} Refresh
£ Finers
7] Usermame Lacked
] bob@doctearncasg comodo.od.us b
1 john@docteamecasg comodo.od uva
[ smith@docteameasg.comodo.od ua rmarual i
...and when completed, the results will be displayed.
Dashooard f Domans fomen dashiooand - dociesmoaso comodo oo u'\JO,rlmngusc"s
Qutgoing users © Hen
Total lines processed 3 %
Imported 3 useris) %
Irpart for domain docteamcasg.comodo od ua has been finished 5
o 20d T Delete | # Eait £ Refresh |
£ Finers
1 Usemame

Locked

L '|'l|3_f'1nf'.9-=ll1'lf asg.comodo od ua
1 _|’|1|1|'_'__!;I'|I'I Teamiasgeomodo.od ua
| king@dotlaameasg comodo.od ua
| princag@docteameasg comoda od ua
] guesni@docieameasg comodo.od.ua

Il smithigdacteamcasg comado.od ua

The administrator who carried out the task will receive a notification about the import task completion.
Import from incoming users
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Administrators can add all incoming users to the outgoing users list by importing. If there is an outgoing user with the same
name, the import of incoming user will be skipped.

»  To import outgoing users from incoming users, click 'More actions' > 'Import from Incoming users'

Dmshbosrd f Domains § Doeman dashboard - docteamcasg comoco od us fO Ayoing wEers

QOutgoing users © e
o add | T Delete | @ Edi £ * Refresh
Lock
£ Fiters
Urleck
T Usernanme Locked
gt from CSV fike
L bob@daoctes) MLasd. comado od A

T johng@dacteamcasg comodo n

smit@docteamcasy.comodo od ua

-
The upload progress will be displayed...
Dashibosrd f Domains § Domain dashbos - Sochsstcess COmoo o us § Oubgoing Lsers
Outgoing users ) Help
IFrE0et |5 in process. Pleass wail E

o aco | T Doete | @ Ean t ! Refresh |
0 Filtars

| Usernames Lached
#
bobi@docteamcasg comado.od ua
I johng@docteamcasg comodo od ua

smithi@docteameasy comodo od Ua

L
...and when completed, the results will be displayed.
Pashbonrd f Domains § Doman dashiboard - doctesmcasg comods od us fOulgoing users
Outgoing users © Hep
Imporied 5 users) a
Total INCOFMInG USers T B
Irnpart for domaln docteatncasy comodo od ua has been finished a8
E TR o TR o actions £* Refrash

£ Fittars

| Usernaims Locked
bobi@docleamcasg comado.od ua

demol@docteamecasg.comodo.od ua

DEMmO L amcasg.comodo.od.ua
Iohna@decteameasg comodo od ua
smithi@docteamcase comodood ua
lestipdocteamtasg.comodood ua
userl @daoctkeameasg comodo.od ua

| user2@dacteamcasg comado,od ua

The administrator who carried out the task will receive a notification about the import task completion.
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3.21.1.44 Email Management

From this interface an administrator can configure the maximum size of each email and select the file types of attachments to be
allowed. An administrator can also choose to release or reject requests from users for releasing quarantined emails, adding

senders to blacklist and whitelist.
coMODDOD
' Antispam Gateway

rz Crashboard

@ Cemain dashiboand
["_1"_\I INEOming

€1y Cutgoing

[Ch Efmail management

Ermatl size restriciion

Blocked axensions

Felea=zad requests

Blackiisted rag

Whieli=ted

£ Audit log

Click the following links for more details:
»  Email size restriction
*  Blocked extensions
¢ Released requests
«  Blacklisted requests
*  Whitelisted requests

Email Size Restriction

In order to avoid your domain storage space getting used up quickly due to large size of emails, CASG allows you to set the
maximum size of each email that are allowed. Administrators have a choice of restricting email size of up to 250 MB. If you
require to set the size of email more than 250 MB, please contact your account manager at Comodo or please open a ticket at
support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready.

To set email size restriction

»  Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Email size restriction'
sub tab.
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cCOoMODO
Antispam Gateway

|2‘I Crashboard

{::'I Diomain dashboard
1 Incoming

+

9 Cutgoing

[ Email management

The 'Email restrictions' interface of the selected domain will be displayed:

Dastiboatd F DOmsins | Domein dashio s - oochasmces:n Conodn id 155 | Emal sipe restriction

Email size restriction © Hew

Ermail size restriction (MEy: 100

<

*  Enter the maximum allowed size (up to 250 MB) of each email that you want to set in the 'Email size restriction' field.

If you enter a value more than 250 MB, an alert will be displayed to contact your account manager at Comodo and the email size
will be automatically set as 250 MB.

Lashbostd f DOMmains: § Domain dachbosd - GOCkssnea:g CHMOID.0d.uG f Bifal 8iz8 resriction

Email size restriction © Her

Incorrect capacity value, Value must be between 1 and 230, IFyou require mare then 250Mb please call us E

Ernail size rasiriction (ME). 250

<

If you want to set the size above 250 MB, please open a ticket at support.comodo.com or call 1.888.COMODO
(2666.6361) and have your account number ready.

»  Click "Save' to confirm your changes.

Note: Incoming and outgoing emails with size more than the value set here will be quarantined.

Blocked Extensions
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CASG has the ability to restrict certain type of files that are attached with emails from being delivered to the recipients. For
example, a file attachment with .exe extension with malicious code has the potential to run automatically while being
downloaded and infect the recipient's computer.

To add file extensions to be blocked

e Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Blocked extensions'
sub tab.
coMOo0
Antispam Gateway

ETR S s
L Lizshboard

£ Domain dashbooard
] Incoming
) Cutgomng
1 Email manzagement

Ernail 5iz

B Hlocksd exenstons

Whiteliztad roquests

= Auditlog

\Whitelist £ Blackilst

The 'Blocked extensions' interface of the selected domain will be displayed:

Ds=zhbosrd § Domains FDomsin deshbosrd - doclesmoa=sn comodo.od us § Blocked esdensions

Blocked extensions © e
o idd | T Delete  *) Resetto gefaul
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The list of default blocked extensions is displayed. You can sort the blocked extensions list alphabetically in ascending or
descending order by clicking the 'Blocked extensions' title bar.

e (Click the 'Add' button to include another blocked extension

The 'Add blocked extension' will be displayed.

Add blocked extension

Domain | docteamcasg.comodo.od.ua

Blocked extensions -l-

e

¢ Enter the extension name to be blocked in the text box

You can add many extensions at a time by clicking the + icon.

Add blocked extension

Domain | docteamoasg.comodo.od.ua

-l- chirm

Blocked extensions
= | 20e

o N

e (Click the 'Save' button
The entered extensions will be added to the list.

¢ To delete an extension, select it from the list and click the 'Delete’ button

Dashibasard § Domains FDomsan dashboard - docteamcasg comada od us FBiocked extensions

Blocked extensions © ren

= add “'J Resetto defaul

] Blocked extension
[#] chm

[ ade

4 4 2 rz [16-17 117

An alert will be displayed to confirm to delete the selected extensions.
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Delete extensions

F— Areyou sure you want to delete the selected
extensions?

The selected blocked extension will be deleted from the list and email attachment with this file extension will be allowed provided
it passes the size restriction filter.

Click the 'Reset to default' button to restore default blocked extensions in CASG.
Released Requests
An administrator can choose to release or reject requests from users for releasing quarantined emails from their accounts. The

release requests from users will be notified to all admins for that account via emails and will also be displayed in the interface.
The users who requested for release of quarantined emails will also receive email notifications.

Note: User who have been assigned as 'Power User' can release quarantined mails without approval from the administrators.
See the section 'Groups & Permissions' and 'Managing Permissions' for more details.

To open the released requests interface

e Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Released requests'
sub tab.

! cCOoOMODO
Antispam Gateway

Y Dashboard
: "_.‘_ Diamain dashboard
MICOming

] Custgoing

] Email management

Ermiall Size ras

Blockerd

The 'Release requests' interface will be displayed:
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Casbboard / Donains FOoman dashboard - docisancasg conodn od us (Released reguesis
Released requests © ren
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Ussl Subgect Foom Ta cC b {GIMT =0} [FPRER Sizn ]
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The list of emails that users requested to release will be displayed. The list contains nine columns providing information about
the requested user, subject, the sender, details of the recipients, details of recipients in CC list, the date they were sent, the
reason they were quarantined and the size of the email. The last column indicates whether there is any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search released requests

Click anywhere on the Filters tab to open the filters area.

Daphbod fDomang § Domisn caghdnns - A0 BTG ag SO Co ul { Al niquiats
Released requests © v
fra
@ Bhowmessage | &F Accepd 3 Repect + > Refesh
0 Filers
+ Suiject w | containg w Agpply fitor
| Uses subject Fioim To [ Dt 4GMT +0 Reasom - | S il

Fiwd: Py Sered UMLIWITED

You can add more filters by clicking + for narrowing down your search.

Dagibonrd ) Domeang § Domsn dasrbonrd - doctaatcags comods od un | Relsaied raguers
Released requests @ reio
@ Show message  «* Accept 3 Reject G Refrash
a Fillzrs
+ e W conaing v Apply files
Eubject
- ' corilaing »
From
Ta I
| Date From Te (o s Dk (GMT =0} Faasen - Size ]
Reason I
Bize (<E) e . _ demol @oortea Apr i, J00 & G:A043 whitelisted
. = EranErerssenernrAlst Re 2. 5000mo.  John Srdth =fatliena@gemall conme 4 2.3 KB ]
demn 2 demad Edoctea A TN

TERD SETUF COST

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Subject:: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
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selected in column 2.

*  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

* Reason: Will execute a search of words in the reason column according to the text entered in the text box (column 3)
and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

*  Contains: Displays all quarantined mails that contain the words entered in the text box
e Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
«  Starts with: Displays all quarantined emails that starts with the words entered in the text box
*  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the condition
selected in column 2.

If 'Date’ is selected, the following conditions are available:

»  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

*  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size" is selected, the following conditions are available:

e Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

E Refresh

Click the button to display all the release requested emails.

Note: To display all the release requested emails after using the filters option, you have to first click anywhere on the Filters tab
to close the filters area and then click the 'Refresh' button.

Viewing Details of Release Requested Mails

The details such as user, subject, sender, recipient , date, reason and size of the mails requested for release can be viewed in
two ways:

¢ Inthe same CASG window

* Inanew CASG window

To view details of release requested mails in the same CASG window:

* Inthe released requests area, select the mail that you want to view and click the 'Show Message' button.
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or
e Click on the email link in the subject column that you want to view its details.
Dbyl ¢ Doimsing § Qodman gaahboard - Seche s s COmods ol us § Relsased raquests
Released requests © Hew
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The details of the selected email will be displayed.

| Normal | All headers

o Accept | M Reject

Subject  Pwd: Fwe Send UNLIMITED Emailsibewsletter in Just Rs. 2 800/mo. ZERQ SETUP COST
From John Smith <fiatliena@amail.com=
To  demol@docteamcasgy.comodo.od.ua, demo2@docteameasg.comodo.od.ua
cC

Date (GMT
+E|:|

Size 23KH
Actions &

Wied Apr 09 06:40:43 GWMT 2014

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject
it. If the mail is accepted, it will be released to the user's inbox. If it is rejected, the email will be no longer in the released emails
list. Please note that emails will continue to remain in the Quarantined list irrespective of the action taken.

To view details of release requested mails in a new CASG window:

e Inthe released requests area, select the mail that you want to view, right-click on the email link in the subject column
and select to open in a new tab or new window.
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The details of the selected mail will be displayed in a new CASG window.
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To accept the release request from users

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

e Select the mail that you want to release and click the 'Accept' button.
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An alert will be displayed to confirm the release of selected email to the requested user.

Accept email

@ Areyou sure you want to accept the selected

email?

Perpags (15 | W
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e (Click 'OK' to confirm the release.

The email will be released to the user and the mail will no longer be in the released mail list. However, it will continue to remain
in the Quarantined list.

To reject the release request from users

After viewing the details of the email and if not satisfied with its authenticity you can choose to reject the request from the user.

e Select the mail that you want to reject and click the 'Reject' button.
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An alert will be displayed to confirm the rejection of selected email.

Reject email

= Areyou sure yvou want to reject the selected
@ ermail?

»  Click 'OK" to confirm the rejection.

The email will not be released to the user and the mail will no longer be in the released mail list. However, it will continue to
remain in the Quarantined list.

Blacklisted Requests

CASG allow users to send requests to their email account administrators to add senders to blacklist. Administrators in addition to
receiving emails for these requests also can view the list of such requests in 'Blacklisted requests' section of the administrator
interface under 'Email management' section. The senders added to balcklist on users' request will be applicable for the
requested users only. Mails from these blacklisted senders to the requested users will be rejected by CASG even though these
blacklisted senders may be in general sender whitelist. Refer to the sections Sender Whitelist and Blacklist Senders Per User
for more details.

To open the blacklisted requests interface

»  Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Blacklisted requests'
sub tab.
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The 'Blacklisted requests' interface will be displayed:

Cscchiooerd J Dsorsiny { Dortin dashbosnd - docsemcssn comos od us /B sty
Blacklisted requests Q Hein
@ Show message " Accepl | 3 Rejecl ::,"‘ Refragh
a Fithars
gel Subjact From To [ Diavte (GRAT +04 Raason Siza 4]
ol Py Sand LMLIMITED (kcriaN et Al 8,201 4 Bk whilelsted
garmgy  EMMallaiMesiatier in Mgt Rs 2500m0. Jobin Smilh <falliena@gmall cor . r' = .| 'I':r' L'I - L "" : 213KB 1]
¥ emodgddocisamc A sEnder
ZERQ JETUF COST 3
Spam
Pt Ged R, 28 assured rechangs + dernol @dociearme Apr9, 2014 4:33:23 ll'-\.l.:-hl 19248 i
damot  chanoe 1o win an POO. dermodgdociearne L1 ebin ?
= muti rhl spamr cor
Fe Fegistar and Gei Rs. 5000 j0 Shop " . Spam
1101 {3 i ApF 9, 7014 4:32:3
Mow! Infroducing Peppariny com - India's i IL_ ?lulea " are, 20 Az yrinitirm 1,04 KB [’i
{armc derno@dociearnt hM
L - url rbl spamricom
SEaIm
P ¥iie have free aamphes oy, now demol {@doctearme Apr T, 2014 Be52 ; :'.ll.'lll 302 kB ﬂ
dernod 1 V10 24T arm ) : ki
B0ty DERIE YO B Y0 UT d00rElRps 1ErMOZE@ANCIRAmE G i vt
SEEIT
Apr 2 2014 228640 Edemal paliemn
1 o B
— L darnol @doctaame i ol A1E KB i

tSanesecuritedunk

1 i1 [1-515) Perpage |16

The list of emails that users requested for adding the senders to blacklist will be displayed. The list contains nine columns
providing information about the requested user, subject, the sender, details of the recipients, details of recipients in CC list, the
date they were sent, the reason they were quarantined and the size of the email. The last column indicates whether there is any
attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.
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Using Filter option to search blacklisted requests

Click anywhere on the Filters tab to open the filters area.
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You can add more filters by clicking + for narrowing down your search.
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You can remove a filter by clicking the ™= icon beside it.
Available filters are:

*  Subject:: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

*  Reason: Will execute a search of words in the reason column according to the text entered in the text box (column 3)
and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

*  Contains: Displays all quarantined mails that contain the words entered in the text box
«  Equals: Displays all quarantined mails that contain only the words entered in the text box
* Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
*  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the condition
selected in column 2.
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If 'Date’ is selected, the following conditions are available:

»  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

‘G Refresh ‘

Click the button to display all the blacklisted requests emails.

Note: To display all the blacklisted requests mails after using the filters option, you have to first click anywhere on the Filters
tab to close the filters area and then click the 'Refresh’ button.

Viewing Details of Blacklisted Requests

The details such as user, subject, sender, recipient, date, reason and size of the mails requested for blacklisting can be viewed
in two ways:

¢ Inthe same CASG window
¢ Inanew CASG window

To view details of blacklisted requests in the same CASG window:

* Inthe blacklisted requests area, select the mail that you want to view and click the 'Show Message' button.

or
e Click on the email link in the subject column that you want to view its details.
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The details of the selected email will be displayed.
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To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for blacklisting the sender. If the request is accepted, the sender will be added to 'Blacklist Senders Per User'. If it is rejected,
the email will be no longer in the blacklisted requests emails list. Please note that emails will continue to remain in the
Quarantined list irrespective of the action taken.

To view details of blacklisted requests in a new CASG window:

* Inthe blacklisted requests area, select the mail that you want to view and click the 'Show message in new window'
button or right-click and select to open in a new tab or new window.
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The details of the selected mail will be displayed in a new CASG window.
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To accept the blacklist request from users

After viewing the details, you can choose to accept the request from user to add the sender to blacklist senders per user list.

*  Select the mail that you want to add the sender to blacklist and click the 'Accept' button.

[eahbosrd ) [onsineg ( Domain dashbosrd « doctesmonns comodo od us § Blsctisied requests

Blacklisted requests © Lo
[ showmessags x Ralerl £} Refresh
0 Fiitars

Usel Sailject Foom Ta cC Dt (GAIT * 0§ Reason Size 1]
2 | Emalahewetr At 2500, oS -Sulragamatcome 511 GRS IO e "
TEROSETUP COST I

Fw: Ged 5. 25 assured rechange +
chanes fowin an IPOD

An alert will be displayed to confirm adding the sender to 'Blacklist Senders Per User'.

Accept email

email?

@ Areyou sure you want to accept the selected

e Click 'OK' to confirm the acceptance.

The sender of the email will be added to 'Blacklist senders per user '. See the section 'Blacklist Senders Per User ' for more
details.

To reject the blacklist request from users

After viewing the details of the email, you can choose to reject the request from the user.

e Select the mail that you want to reject and click the 'Reject’ button.
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An alert will be displayed to confirm the rejection of selected email.

Reject email

ermail?

@ Are you sure you swant to reject the selected

e Click 'OK' to confirm the rejection.

The sender will not be added to blacklist and the selected email will no longer be in the blacklisted emails list.

Whitelisted Requests

CASG allows users to send requests to their email account administrators to add senders to whitelist from their Quarantine
interface. Administrators in addition to receiving emails for these requests also can view the list of such requests in 'Whitelisted
requests' section of the administrator interface under 'Email management' section. The senders added to whiltelist on users'
request will be applicable for the requested users only. Mails from these whitelisted senders to the requested users will be
allowed by CASG even though these whitelisted senders may be in general sender blacklist. Refer to the sections Sender
Blacklist and Whitelist Senders Per User for more details.

To open the whitelisted requests interface

»  Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Whiltelisted requests'
sub tab.
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The list of emails that users requested for adding the senders to whitelist will be displayed. The list contains nine columns
providing information about the requested user, subject, the sender, details of the recipients, details of recipients in the CC list,
the date they were sent, the reason they were quarantined and the size of the email. The last column indicates whether there is
any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search whitelisted requests

Click anywhere on the Filters tab to open the filters area.
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You can add more filters by clicking + for narrowing down your search.

Daahivoard F Domaing / Doneio deshibcord - docieancasg consan oo s MAnlelsied requests
Whitelisted requests @ Honp
'} Ehinwrmessage | oF Atcept | 3 Rejest a Relmsh
© Finers
+ E w | rantains w Apply fiter
t
o= E:'::'_?r conlaing L
To
| Com Fram To CC Dt (GMT +0 Rt Sige 1]
Reasan
Si8 (4 fED
ErrmErarewsenermaust B 2 S00na
ZERO BETUP COST

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

»  Reason: Will execute a search of words in the reason column according to the text entered in the text box (column 3)
and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all quarantined mails that contain the words entered in the text box
e Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
*  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the condition
selected in column 2.

If 'Date’ is selected, the following conditions are available:

«  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
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*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

G Fefresh

Click the ‘ button to display all the whitelisted requests emails.

Note: To display all the whitelisted requests after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Whitelisted Requests
The details such as user, subject, sender, recipient , date, reason and size of the mails requested for whitelisting can be viewed
in two ways:

¢ Inthe same CASG window

¢ Inanew CASG window

To view details of whitelisted requests in the same CASG window:

* Inthe whitelisted requests area, select the mail that you want to view and click the 'Show Message' button.

or
*  Click on the email link in the subject column that you want to view its details.
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The details of the selected email will be displayed.
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To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for whitelisting the sender. If the request is accepted, the sender will be added to 'Whitelist sender per user'. If it is rejected, the
email will be no longer in the whitelisted requests list. Please note that emails will continue to remain in the Quarantined list
irrespective of the action taken.

To view details of whitelisted requests in new CASG window:

*  Inthe whitelisted requests area, select the mail that you want to view and click the 'Show message in new window'
button or right-click and select to open in a new tab or new window.
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The details of the selected mail will be displayed in a new CASG window.
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To accept the whitelist request from users

After viewing the details, you can choose to accept the request from user to add the sender to whitelist senders per user list.
*  Select the mail that you want to add the sender to whitelist and click the 'Accept' button.
Whitelisted requests @ e
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P Gel Rs. 25 assured recharge « demol @docieam Ape B, 2014 4233:23 i 188 KB i
uriblishl 14
demot  chamis bovin an IPOD. demnlgdocieam Am
mullirbl.spanricor
=pam
demnlédncisam Ape 2, 2014 22700 Esternal patiern LiB kD i

a5t spam ema 3
PN Fatch

wEanesaiurteunk

1 i 1-3/31 P pun |15 e

An alert will be displayed to confirm adding the sender to 'Whitelist sender per user'.

Accept emnail

@ Areyou sure you wantto accept the selected
@ ermail?

*  Click 'OK' to confirm the acceptance.

The sender of the email will be added to 'Whitelist sender per user'. See the section 'Whitelist Sender Per User' for more
details.

To reject the whitelist request from users

After viewing the details of the email, you can choose to reject the request from the user.

*  Select the mail that you want to reject and click the 'Reject' button.
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An alert will be displayed to confirm the rejection of user's request.

Reject email

@ Are ol sure wou want to reject the selected

ermail?

e Click 'OK' to confirm the rejection.

The sender will not be added to whitelist and the selected email will no longer be in the whitelisted requests list.

3.21.1.45 Domain Audit Log

CASG keeps a record of actions initiated by users and administrators for a selected domain. The Audit Log area allow
administrators with appropriate privileges to configure and view these log reports. CASG also keeps a consolidated log for all
domains belonging to an account. To know more about consolidated log for all domains, refer to the section Audit Log for more
details. This section explains about audit log for a selected domain.
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Click the following links for more details.

e Audit Log Configuration

e View Domain Log
Audit Log Configuration
CASG keeps a record of all actions initiated by administrators and users. However, some of the actions can be configured not be
recorded such as releasing quarantined items, updating sender whitelist and blacklist senders per user. The screen also allows
administrators to add recipients to whom the notifications will be sent.

To configure audit log

»  Click the 'Audit log' tab on the left hand side navigation to expand and then click the 'Configuration' sub tab.
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The Audit Configuration screen will be displayed:

Dashboard f Domains f Domain dashboard - docleamcasg comodo.od ua f Audd configuration

Audit configuration

Cluarantined item released

[0 Create audit log entry

[ send notification email
Sender whitelist updated

[0 cCreate audit log entry

[] Send notification email

Sender blacklist updated

[] Create audit log entry

[l Send notification email

MNotification recipients
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¢ Quarantined item released

»  Create audit log entry — If enabled, CASG records the release of quarantined mails.

»  Send notification email - If enabled, notification mails for quarantined mails release will be sent to recipients
added in the 'Notification recipient's' box.

e Sender whitelist updated

»  Create audit log entry — If enabled, CASG records any updates to Whitelist senders per user interface

»  Send notification email — If enabled, notification mails for updates to Whitelist senders per user interface will be
sent to recipients added in the 'Notification recipient's' box.

e Sender blacklist updated

*  Create audit log entry - If enabled, CASG records any updates to Blacklist senders per user interface.

»  Send notification email — If enabled, notification mails for updates to Blacklist senders per user interface will be
sent to recipients added in the 'Notification recipient's' box.

*  Notification recipients — Enter the email addresses of the persons to whom the email notifications for the above
mentioned actions will be sent. Please note that any email addresses of the recipient's can be entered here.

View Domain Log
The log screen in CASG allows administrators with appropriate privileges to view the logs of the selected domain.

To view the audit log of the selected domain

*  Click the 'Audit log' tab on the left hand side navigation to expand and then click the 'Log' sub tab.

COMODO
Antispam Gateway

.— ..r'I Diashboard
E.Il_lrl'l A6 3 '_-.| ||_||_|._:I [

rL-_] IMC O 0

1y outgoing

E’| Email management

ﬁ;! ALIERT 105

anfiguration
m Lo

" sAFitalict f B
A= Whibelist £ Blacklist

The Audit log screen will be displayed.
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Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for '‘Operation description' column.

Using Filter options to search particular event(s)

Click anywhere on the Filters tab to open the filters area.

Cnshioard F Domens fComen dashibcand - docteancasg comoddo od us £ Sl log

Audit |'Dg © rep
£% Expeort o G5V by fiter 3 retesh
£ Filters

o Date w | equals w =} Apply fiter

Db (G8AT +3) Fode Logn Uhperafion key Dipes abvon descipiion [refadils

Eemowe sender from e

You can add more filters by clicking + for narrowing down your search.
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You can remove a filter by clicking the ™= icon beside it.
Available filters are:

»  Login: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  Details: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

*  Contains: Displays all log entries that contain the words entered in the text box
e Equals: Displays all log entries that contain only the words entered in the text box
*  Not Equals: Displays all log entries that do not contain only the words entered in the text box
*  Not Contains: Displays all log entries that don't contain the words entered in the text box
«  Starts with: Displays all log entries that starts with the words entered in the text box
*  Ends with: Displays all log entries that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of log entries according to the date selected in the calendar box (column 3) and the
condition selected in column 2.

*  Role: Will execute a search of log entries according to the role selected in the third field (column 3) and the condition
selected in column 2.

*  Operative description: Will execute a search of log entries according to the action selected in the third field (column
3) and the condition selected in column 2.

If 'Date’ is selected, the following conditions are available:
*  Equals: Displays the log entries that have the same date as the selected date in the third box from the calendar
*  Less than: Displays the log entries with dates less than the selected date in the third box from the calendar

»  Greater than: Displays the log entries with dates greater than the selected date in the third box from the calendar
If 'Role’ is selected, the following conditions are available:

e Equals: Displays all log entries that is equal to the role selected in column 3.
*  Not Equals: Displays all log entries that except the role selected in column 3.

If 'Operative description' is selected, the following conditions are available:

*  Equals: Displays all log entries that is equal to the event selected in column 3.
*  Not Equals: Displays all log entries that except the event selected in column 3.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.
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Click the ‘ button to display all the entries.

filters area and then click the 'Refresh’ button.

Note: To display all the log entries after using the filters option, you have to first click anywhere on the Filters tab to close the

The following table provides the details of actions initiated by user/administrator and shown under Operation Key and Operation
Description columns in the log report:

S.No. Operation Key Operation Description
1 DELETE_EMAIL_FROM_QUARANTINE_BY_FILTER Delete quarantined messages by filter
2 DELETE_EMAIL_FROM_QUARANTINE Delete quarantined message
3 RELEASE_EMAIL_FROM_QUARANTINE Release quarantined message
4 WHITELIST_RECIPIENT Whitelist recipient
5 BLACKLIST_RECIPIENT Blacklist recipient
6 UNWHITELIST_RECIPIENT Remove recipient from the whitelist
7 UNBLACKLIST_RECIPIENT Remove recipient from the blacklist
8 WHITELIST_SENDER Whitelist sender
9 BLACKLIST_SENDER Blacklist sender
10 UNWHITELIST_SENDER Remove sender from the whitelist
11 UNBLACKLIST_SENDER Remove sender from the blacklist
12 RESET_TO_DEFAULT_WHITELISTED_SENDERS Reset senders whitelist

13 RESET_TO_DEFAULT_WHITELISTED_RECIPIENTS Reset recipients whitelist

14 RESET_TO_DEFAULT_BLACKLISTED_SENDERS Reset senders blacklist

15 RESET_TO_DEFAULT_BLACKLISTED_RECIPIENTS Reset recipients blacklist

16 WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain
17 WHITELIST_RECIPIENT_DOMAIN Whitelist all recipients of the domain
18 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain
19 BLACKLIST_RECIPIENT_DOMAIN Blacklist all recipients of the domain
20 USER_WHITELIST_REQUEST_PER_USER Request

whitelist sender for user
21 USER_BLACKLIST_REQUEST_PER_USER Request

blacklist sender for user
22 USER_RELEASE_REQUEST Release request
23 USER_CANCEL_WHITELIST_REQUEST_PER_USER Cancel request whitelist sender

for user
24 USER_CANCEL_BLACKLIST_REQUEST_PER_USER Cancel request blacklist sender

for user
25 USER_CANCEL_RELEASE_REQUEST Cancel release request
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26 ACCEPT_WHITELIST_REQUEST_PER_USER Accept
request whitelist sender for user
27 ACCEPT_BLACKLIST_REQUEST_PER_USER Accept
request blacklist sender for user
28 ACCEPT_RELEASE_REQUEST Accept release request
29 REJECT_WHITELIST_REQUEST_PER_USER Reject
request whitelist sender for user
30 REJECT_BLACKLIST_REQUEST_PER_USER Reject
request blacklist sender for user
31 REJECT_RELEASE_REQUEST Reject release request
32 SPAM_DETECTION_SETTINGS Update spam detection settings
33 SPAM_DETECTION_SETTINGS_RESET_TO_DEFAULT  |Reset spam detection settings
34 DELETE_EMAIL_FROM_ARCHIVE_BY_FILTER Delete archived messages by filter
35 DELETE_EMAIL_FROM_ARCHIVE Delete archived message
36 RESEND_EMAIL_FROM_ARCHIVE Resend archived message
37 REPORTS_AS_SPAM Reports archived message as a SPAM
38 QUARANTINE_EMAIL Quarantine message
39 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message
40 MARK_EMAIL_AS_SPAM Mark message as spam
41 ACCEPT_EMAIL Accept message
42 WHITELIST_USER_SENDER Whitelist sender for user
43 BLACKLIST_USER_SENDER Blacklist sender for user
44 UNWHITELIST_USER_SENDER Remove sender from the user whitelist
45 UNBLACKLIST_USER_SENDER Remove sender from the user blacklist

Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. If the entries

exceed this value, exporting cannot be done and a warning will be displayed. Please note that exported file will display the

entries in the same sorted order as in the interface.

To export log report to csv file

Click the 'Export to CSV by filter' button.
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The 'File Download' dialog will be displayed.

Opening CASG-AuditExport-2014-04-13 10_42 52.csv

¥ou have chosen ko open;

Z] CASG-AuditExport-2014-04-13 10_42_52.csv

which is: Tewxt Docurnent
from: http://5.39.28.212:8080

What should Firefox do wikh this File?

) Open with |I"-J|:|I:E|:|au:| (default) ¥

{#)i Save File

[ ] Da this automatically Far Files like this From now on.

O, l [ Cancel

»  Click 'Open' to view the file with an appropriate application or click 'OK' to save the file to your computer.

The values in the log report will be separated by commas and this file can be opened with appropriate application such as Excel
or Openoffic Calc for easy analysis.

3.21.1.4.6  Whitelist / Blacklist

CASG allows the administrator of a domain to configure recipients or senders in whitelist or blacklist. While all filtering settings
are disabled for whitelisted recipients, all mails sent by blacklisted senders are automatically rejected. Administrators can also
choose to whitelist or blacklist a particular set of recipients/senders or a whole domain using wildcard character. Though
whitelisted/blacklisted senders are applicable for all users in general, the senders list in 'Whitelist senders per user' and 'Blacklist
senders per user' takes precedence over the general list. Refer to the sections Whitelist Senders Per User and Blacklist
Senders Per User for more details.

The Administrators can export the whitelists and blacklists to comma separated values CSV files, which can be used in future if
the users are to be re-added to the lists.
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Click the following links for more details.

¢ Recipient Whitelist

*  Sender Whitelist

¢ Recipient Blacklist

«  Sender Blacklist

*  Whitelist Senders Per User

+  Blacklist Senders Per User
Recipient Whitelist
Since all filtering checks for the whitelisted recipients are disabled, CASG recommends to use the option only for certain cases
such as postmaster or abuse@domain.com. The Administrator can:

¢ Add users to recipient whitelist

*  Export the list to CSV file for use in future

¢ Remove users from recipient whitelist

* Reset the list - Delete all whitelisted recipients except the default recipients by clicking the 'Reset to default' button
To configure recipient whitelist

»  Click the "Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Recipient whitelist' sub
tab.
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The 'Recipient whitelist' interface of the selected domain will be displayed:

Dashbosrd f Doimains fDomain deshboard - docteameasg comodo od us f Recipient whaelist

Recipient whitelist © Hen

o 2dd | [ Delete  *) Resettodefault (29 Exportta CSVfile | (2 Importfrom CSV file

[ Recipient
[ abuse@docteamcasg.comodo.od.ua
[ postmaster@docteamcasg.comodo od.ua

1 " [1-2i2] Perpage (15 v

By default, the selected domain will have 'abuse’ and 'postmaster' as whitelisted recipients.

Adding Users to Recipient List

You can add recipients to white list in the following ways:
*  Manually adding the recipients
* Importing from a CSV file

To manually add recipients

¢ Click 'Add' to add a new user to the list
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Dashboard f Domains § Domain dashboard - docteamcasa comodo.od ua f Recipent whielist

Recipient whitelist © Heio
@"ﬁ Delete ) Resetto default | (23 Exportto CSvfile | €33 Importfrom CSV file
[] Recipient

[ abuse@docleamcasg.comodo.od.ua

[ postmaster@docteamcasg.comodo.od.ua

1 " [1-212] Perpage (15 w

The 'Add' dialog box will be displayed:

E-mail | usert i@ doctearmcasg.comodo.od.ua

B3]

»  Enter the recipient's name in the E-mail text field and click the 'Save' button.

To add a particular set of recipients to whitelist, prefix or suffix the wildcard * in the E-mail text field. For example, enter
*.stores for all the recipients in stores department to be whitelisted.

To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
recipients in that domain will be whitelisted.

The recipient's name will be added to the list.

Dashboard fDomains § Domain dashboard - docteamcasg comodo.od ua §f Recipient whitelist

Recipient whitelist

o idd [ Delete | #) Resettodefault | () Exportto CSVfle (2 Importfrom CSV file

[ Recipient

[ abuse@docteamcasg comado od.ua
I postmaster@docteamcasg.comodo.od.ua

1 userl @docteamcasg comodo od ua

1 i1 [12313] Perpage (15  w

To import users to whitelist from CSV file

Administrators can import many users from a file to Recipient whitelist at a time. The users should be saved in the format shown
below as an example:

user1@testdomain
user2@testdomain
user3@testdomain

e Click the 'Import from CSV file' to import users to whitelist from a CSV file
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1 " [1-212] Perpage (15 v

The Upload dialog will be displayed.

Upload csv file.
Each line should cantain the full e-mail

For example:

testuser! @testdomain
testuser?@testdomain

Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open’ button. The
maximum size of the file that can be uploaded is 9 MB.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not

imported task.

Dashboard ! Domains f Domain dashboard - docteamcasg comodo.od.ua f Recipient whitelist

Help

Recipient whitelist

Impoartis in process. Please wait

+ Add m Delete ‘j Resetto default Remaove import task |‘ci~?| Exportto G5V file

[[] Recipient

E abuse@docteamcasy.comodo.od.ua
] postmaster@docteameaso.comodo.od.ua
[ usert @wdocteameasgy.comodo.od.ua

1 Ia| [1-313] Perpage (15 | w
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On completion of the upload process, the results will be displayed.

Dashboard § Domains § Domain dashibosrd - docteamcasd comodo.od ua ! Recipent whitelist

Recipient whitelist @ Heip
Total lines processed 3 X}
Impaorted 2 user(s) %]
Impart for domain docteamcasg comodo od ua has been finished II!
+ Add ﬁ' Delete ﬁ Reset to default fc:j Export to CSY file |.':'_| Impart from CSY file
1 Recipient
7] abuseg@docteamcasy.comodo.od.ua
B hob@docteamcasg comodo od.ua
[ jemm @docteamcasy.comodo.odua
|| postmaster@docieamcasg.comodo.od.ua
[F] user! @docteameasg comodo.od ua

1 " [1-515] Perpage |15 v

The recipient whiteslist from .csv file will be uploaded and the administrator who carried out the task will receive a notification
about the import task completion.

Exporting the Recipient Whitelist to CSV file

The administrator can save the configured recipient whitelist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
»  Click the 'Export to CSV file' button to save the list of whitelisted recipients as a CSV file
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[7] bob@doet s
; You have chosen to open;
[0 jemmygd
E] RecipientWhitelist_docteamcasg.comodo.od.ua.csy
[ postmast which is: Text Document
M user! @d from: antispamgateway.comodo.com
What should Firefoe: do with this file? T
1 : : Perpage |15 w
() Openwith | Mokepad {defauk) ~|
L

[] Do this automaticaly for fles like this from now on.

[ ok ][ cancel

Afile download dialog will be displayed.

»  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Recipient Whitelist

*  Todelete a recipient from the whitelist, select the recipient from the list and click the 'Delete" button

Dazhboard ¢ Domains § Domain dashboard - doctesmeasg comodo od s fRecipient whitelist

Recipient whitelist © eio
o= Add Resetto default (3 Exportto CSVle (3 Importfram CSV file
[F] Recipient

[ abuseg@docteameasg comodood.ua

A hob@docteamcasg.comodood.ua

] jemmy@docteameasg comodo.od ua

& postmastar@docteamcasy.comodo.od. ua

!i userl @UDCEEEMCESQ comado.od. ua

1 M [1-5i5] Per page (15 A

e Click 'OK' to confirm your changes
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Remove recipient(s)

recipient(si?

@ Are you sure you swant to remove the selected

Sender Whitelist

All the filtering checks for whitelisted senders to the recipients of the selected domain are disabled. Comodo strongly
recommends to use this option only when the system wrongly blocks emails from a certain trusted sender. Though whitelisted
senders are applicable for all users in the domain, the senders list in 'Blacklist senders per user' takes precedence over the
general list. Refer to the section Blacklist Senders Per User for more details. The Administrator can:

*  Add users to Sender whitelist

*  Export the list to CSV file for use in future

*  Remove users from Sender whitelist

* Reset the list - Delete all whitelisted senders and make the list empty by clicking the 'Reset to default’ button

To configure sender whitelist

»  Click the "Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Sender whitelist' sub
tab.

COMODD
Antispam Gateway

Q.n Lrashiboard

Domain dashboard
£ Incoming
l| _utgoing

E] Email management

[E Audit oo

B
i

Whigelist £ Blacklist
Recipient whitalist

® - Senderetilahst
Recipient Blacklist

Sander blackist
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The 'Sender whitelist' interface of the selected domain will be displayed:

Daszhioard f Domsins § Domain dashbosrd - docteamcasg.comodo.od us f Sender whitelist

Sender whitelist © e
o= add [ Delete | ) Resettodefaut | 9 Exportto CSVile £ Importfrom CSV file

Sender
&l angel@heaven.com

1 i [1-141] Perpage (16 | w

Adding Users to Sender Whitelist

You can add recipients to white list in the following ways:
*  Manually adding the senders
*  Importing from a CSV file
To manually add recipients
e Click 'Add' to add a new whitelisted sender
The 'Add' dialog box will be displayed:

@

o =N

»  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more whitelisted senders.

*  Toadd a particular set of senders to whitelist, prefix or suffix the wildcard * in the E-mail text field and senders' email
domain name after the @ symbol. For example, enter *.stores.com for all the senders in stores department to be
whitelisted.

*  To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and email domain after the @ symbol
and click the 'Save' button. Now all the senders with the entered domain name will be whitelisted.

The list of whitelisted senders will be displayed.

Dashboatd § Domains £ Domain dashboard - doctesmcasd comodo od us £ Sender whitelist

Sender whitelist © Heio

o 2dd | [ Delete ) Resettodefauit (23 Exportto CSVfile [3 Import fram CEV file

[ Sender
H a igel@E@heaven corn
[ alice@gmail.com

1 " [1-212] Perpage 15 |w
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To import senders to whitelist from CSV file

Administrators can import many senders from a file to Sender whitelist at a time. The senders' address should be saved in the
format shown below as an example:

sender1@domainname1

sender2@domainname?2

sender3@domainname3

e Click the 'Import from CSV file' to import senders to whitelist from a CSV file.

Dashboard f Domans £ Domain dashboard - doctesmoasa comodo od us £ Sender vwhitelist

Sender whitelist © Hei

o= add | [ Delete | *y Resettodefautt (3 Exportto cov filek, £33 Import fram G5V file

[ Sender

T angel@heaven.corn

(] alice@gmail.com
1 " [1-242] Perpage (15 W

»  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum size of the file
that can be uploaded is 9 MB.

Upload csvfile.
Each line should contain the full e-mail

For example:

testuser! @testdomain
testuzser2@estdomain

Llpload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.
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Dashboard f Domeins § Domain deshboard - doctesmcasy comodo.od us f Sender whitelist

Sender whitelist © e
Import is in procass, Please wait B
A,
o= 2dd | [ Delete | % Resetto defautt Remove importtask ) (=4 Exportto CSV file
[] Sender

I =
[} alice@amail.com
[ angel@heaven com

1 " [1-2£2] Per page |15 v

On completion of the upload process, the results will be displayed.

Dazhboard ! Domainz £ Domain dashboard - docteamcaso comodo od us f Sender whitelist

Sender whitelist © Heip
Total lines processed 4 B
Imponed 3 user(s) (X
Import for domain docteameasg.comodo.od.ua has been finished (X

o sdd | [ Delete  * Resettodefault £ Exporito CSVAle [ Import from CSYfile

] Semder

il alice@Eamail.com

] angel@heaven.com
| falcon@hatmail com

] smithg@rediff com

] wilecovtesa Giayahoo.com

1 8 [1-5/5] Perpage (16 |w

The sender whietlist from .csv file will be uploaded and the administrator who carried out the task will receive a notification about
the import task completion.

Exporting the Sender Whitelist to CSV file

The administrator can save the configured sender whitelist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
*  Click the 'Export to CSV file' to save the list of whitelisted senders as a CSV file
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Dashboard f Domaines f Domain dashboard - docteamcasa comodo od us | Sander whitelst

Sender whitelist © e

o= sdd | [ Delete ) Resetto deral €93 Exportto csviile ) (53 Importfrom C8Y file

] Sender

WSO (pening SenderW hiteList_docteanicasg.comodo.od. ua.csv E|

Tl angel@heqd v have chosen to open:
| falconig@ho E_:I senderWhitelist_docteamcasg.comodo.od.ua.csy

which is: Text Document

7 smithired
o from: antispamgateway.comodo.com

El wilsconteB] oot ot Firafon do with Ehis fis?
L O Openwith | Notepad (default) v Perpsge |15 | w
Slpare e s S e

[] Do this gutomatically For Files like this fram now on,

L ok | [ concel |

Afile download dialog will be displayed.
*  Click 'OK' and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Sender Whitelist
e To delete a sender from the whitelist, select the sender from the list and click the 'Delete’ button.

Dashboard f Domairs f Domain dashboard - docteamcass comodo.od ua F Sender whitelist

Sender whitelist © Heip

+ Add ﬁ Dalete Reset to default L"] Export to C5Y file I,':'_I Import from CSV file

| Sender

¥ alice@ygmail com

1 ange @heaven.com

I falcor @hotmail.com

[¥] smithi@rediff carm

] wilecoyteB96@yahoo.carm

1 M [1-5i5] Perpage 15 | w

»  Click 'OK" to confirm your changes.
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Remove sender(s)

e Areyou sure you want to remove the selected
sender(s)?

Recipient Blacklist

CASG will automatically block all emails to blacklisted recipients. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender. The Administrator can:

¢ Add users to recipient blacklist

*  Export the list to CSV file for use in future

*  Remove users from recipient blacklist

* Reset the list - Delete all blacklisted senders and make the list empty by clicking the 'Reset to default’ button
To configure recipient blacklist

»  Click the "Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Recipient blacklist' sub
tab.

coMODO

m Gateway

") Dashboard R:_
) Domain dashboard

) Incoming

() Oubgoing

Email management
) Audit log

= Whitelist £ Blaciist

Recipient whitzlist
Sender whitelist

B Reoipient blackiist
Sender blacklist

¥ihitelist senders per user

Blacklisl senders par user

ITIE[ ACCOUnt Mmanadement

The 'Recipient blacklist' interface of the selected domain will be displayed:
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Dashboard 7 Domains § Domain dashboard - docteamcasd comodo.od us ! Reciment biackist

Recipient blacklist © Hein
o= add [ Delete  ®) Resetiodefault 1) Exportto CSViile | (23 Import from G5V file

[ Recipient
@l userd@docteamcasg.comodo.od.ua

1 H [1-141] Perpage (15 | w

Adding Users to Recipient Blacklist

You can add recipients to the black list in the following ways:
*  Manually adding the recipients
* Importing from a CSV file

To manually add recipients
*  Click 'Add' to add a new user to the list

The 'Add' dialog box will open.

E-rmail | jsmith i@ doctearmcasg.comodo.od.us

- =R

»  Enter the recipient name in the E-mail textbox and click the 'Save' button. Repeat the process to add more recipients
to blacklist.

*  Toadd a particular set of recipients to blacklist, prefix or suffix the wildcard * in the E-mail text field. For example, enter
*.stores for all the recipients in stores department to be blacklisted.

e To add a whole domain to blacklist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
recipients in that domain will be blacklisted.

The list of blacklisted recipients will be displayed.

Dazhboard ! Domains f Domain dashboard - docteamcass comodood us ! Reclplent blackist

Recipient blacklist © Hebp
o sdd | [ Delete  *) Resettodefault () Exportto CSvfile (3 Importfrom CSY file

|| Recipient
El isera@docteamcasg.comodao.od.ua
| jsmith@docteamcasg comodo.od ua

1 i [1-2i2]) Perpage (15 W
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To import users to blacklist from CSV file

Administrators can import many users from a file to Recipient blacklist at a time. The users should be saved in the format shown
below as an example:

user1@testdomain
user2@testdomain
user3@testdomain

e Click the 'Import from CSV file' button to import users to blacklist from a CSV file.

Dashbosard f Domains § Domsin dashboard - doctesmesso comodo.od s f Reciment bisckist

2 Import from CSV file

Recipient blacklist

&) Help

o add [ Delete  *) Resetiodefault £33 Exportio CSVile

[ Recipient
F users@docteamcasg.comodo.odua

i M [1-141] Perpage (15 o

»  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum size of the file
that can be uploaded is 9 MB.

Uploadl csvfile.
Each line should caontain the full e-mail

For example:

testuser! @testdomain
testuserd@testdomain

Lipload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.
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Daszhiboard f Domains § Domain dashboard - docteameasg.comodo.od us fRecipient blacklist

Recipient blacklist © Heip
Imponis in process. Please walt %]
L3
o= 2dd [ Delete | # Resetto default €3¢ Remave importtask ) (9 Exportto CSVfile
[] Recipient
7] bob@docteamcasg comodo.od.ua &
Ll users@docteamcasg.comodo.od.ua "
1 & [1-212] Perpage |15 @ W
On completion of the upload process, the results will be displayed.
Dazhboard ! Domains f Domain dashboard - docteamcasy comodo.od ua fReciplent blacklist
Recipient blacklist @ Hep
Total lines processed 4 (%
Imparted 4 usen(s) &
Import for domain docteamcaso.comodo.od.ua has been finished [
3 o
o sdd | [ Delete  #) Resettodefault £ Exportto CSVfile (23 Importfrom CSV il
| Recipiem
_._I i:-lac~@t--3cteam:asg: carmodo.od.ua
] bob@docteameasg comodo.od.ua
Al duncan@docteamcasg.comodo.od.ua
il jsmith@docteamcasg comodo.od ua
J userd@docteamcasg comodo od ua
1 1 [1-5F5] Perpage (15 W

The recipient blacklist from .csv file will be uploaded and the administrator who carried out the task will receive a notification
about the import task completion.

Exporting the Recipient Blacklist to CSV file

The administrator can save the configured recipient blacklist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
»  Click the 'Export to CSV file' to save the list of blacklisted recipients as a CSV file
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Dazhboard / Domains f Domain dashboard - docteamcasg.comodo.od.us £ Recipient blacklist

Recipient blacklist © He

. Export to CSV file

|’_"; Import fram CSY file

o sdd | [ Delete ) Resetto default

] Recipient

| Opening RecipientBlacklist_docteamcasg.comedo.od.ua... &“|
al You have chosen to open:
& [ RecipientBlackList_docteamcasg.comodo.od.ua.csy
& which is: Text Docurnent
from: antispamgateway.comodo.com

- wWhat should Firefox do with this file?

© openwith | Notepad (default) ' v FocRage 10

o FE S T e R S Sl T e

[] Do this automatically for files like this from now on.

Lok ] [ concet |

Afile download dialog will be displayed.

»  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Recipient Blacklist

*  To delete a recipient from the blacklist, select the recipient from the list and click the 'Delete" button

Dashboard ! Domains § Domein dashboard - docteamcasa comodo od ua / Reclpient blacklist

Recipient blacklist @ Heir
+ Add Reset to default ["_"_] Export to CEVfila rf_] Import from C8Y file
] Recipient

] blac kidocteamcasg comodo.od ua
,_-| bob@docteamcasdy.comodo.od. ua

Il duncan@docteamcasg.comodo.od.ua
[¥] Jsmithi@doctearncasg.comaodo.od.ua
O users@docteameasg comodo.odua

i M [1-5F5] Perpage (15 | w

»  Click 'OK" to confirm your changes. The user will be removed from the blacklist and the mails addressed to the user
will be allowed as per the existing filter settings in CASG.
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Remove recipient(s)

recipignt(s?

@ Are wou sure you swant to remove the selected

Sender Blacklist

CASG will automatically block all emails from blacklisted senders. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender. Though blacklisted senders are applicable
for all users in the domain, the senders list in 'Whitelist senders per user' takes precedence over the general list. Refer to the
sections Whitelist Senders Per User for more details. The administrator can:

¢ Add users to sender blacklist
«  Export the list to CSV file for use in future
¢ Remove users from sender blacklist

* Reset the list - Delete all blacklisted senders and make the list empty by clicking the 'Reset to default' button
To configure sender blacklist

»  Click the 'Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Sender blacklist' sub

tab.
f coMODO
| Antispam Gateway

7 Inearming
) Dutgoing
Emall manage
&) Audit log
Wihitelist § Blacklist
Recipient whitelist
Sender whitelist
Recipient blacklist
B Sender blsckliss
Wihitelist senders per user

Blacklisl senders par user

I_i:l ArCcount management

The 'Sender blacklist' interface of the selected domain will be displayed:
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Dazhiboard ! Domains f Domein dashboard - docteamcasa comodo od ua / Sender blacklist

Sender blacklist © Heio

o sdd | [ Delete ) Resettodefault (33 Exportto CSVfle (3 Importfrom CSY file

] Sender
4 devil@hell.com

1 ik [1-181] Perpage (15 @ w

Adding Users to Senders Blacklist

You can add senders to black list in the following ways:
*  Manually adding the senders
*  Importing from a CSV file
To manually add recipients
e Click 'Add' to add a new blacklisted sender
The 'Add' dialog box will be displayed:

E-mail |hrotus i@ | helievenot.com

*  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more blacklisted senders.

*  Toadd a particular set of senders to blacklist, prefix or suffix the wildcard * in the E-mail text field and senders' email
domain name after the @ symbol. For example, enter *.stores for all the senders in stores department to be
blacklisted.

*  To add a whole domain to blacklist, enter the wildcard * in the E-mail text field and email domain after the @ symbol
and click the 'Save' button. Now all the senders with the domain name entered will be blacklisted.

The list of blacklisted senders will be displayed.

Cazhboard f Domalns § Domain dazhboard - doclesmcasg comodo o us | Sender blacklist

Sender blacklist @ Hepp
o sdd [ Delete ) Resettodefault (2] Exportto CSViile [ Importfrom CEVile

| Sender
[ devilg@hel.com
[ brutusi@helievenot cam

1 i [1-2r2] Perpage (15 |w
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To import senders to blacklist from CSV file

Administrators can import many senders from a file to Sender blacklist at a time. The senders' address should be saved in the
format shown below as an example:

sender1@domainname1

sender2@domainname?2

sender3@domainname3

e Click the 'Import from CSV file' to import senders to blacklist from a CSV file.

Dashboard / Domsins f Domain dashboard - docteamcasn comodo od ua § Sender blacklist

Sender blacklist © e

& Import from CSV fle

o sdd | [ Delste  *) Resettodefault (23 Exportto CSV il

] Sender

T devilg@hell com

T brutus @b elievenot.com

1 i1 [1-2i2] Perpage (15 |w

»  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum size of the file
that can be uploaded is 9 MB.

Upload csv file.
Each line should contain the full e-mail

For example:

testuser! @testdomain
testuserd@estdomain

Lipload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.
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Sender blacklist © Heip
Importis in process. Please wait E3
o agd [ Detete  # Resetto defaunl‘:% Exportto CEVile
] Sender
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[ devil@hell.com @
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On completion of the upload process, the results will be displayed.

Dashboard f Domains /Domain dashbosrd - docleameasy comodo.od.us § Sender blacklist

Sender blacklist © Heio

Total ines processed 7 ﬂ
Impored & user(s) ﬂ
Impor for domain docteameasg.comodo.od.ua has been finished ﬂ

+ Add ﬁ' Deleie "j Reset to default ﬂ'} Exportio CSY file (:] Import from CSY file

[T Sender

] brutusgdbelievenot.com
[ chen@yahoo.com

= devil@hell.com

"] falcong@hotrnail com
= lang@gmail com

] pennyvi@rocketmail.com
1 smith@rediff.com

[ wilecovteB96@yahoo.com

1 " [1-818) Perpage (15 w

The sender blacklist from .csv file will be uploaded and the administrator who carried out the task will receive a notification about
the import task completion.

Exporting the Sender Blacklist to CSV file

The administrator can save the configured sender blacklist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
e Click the 'Export to CSV file' to save the list of blacklisted senders as a CSV file
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Sender blacklist © e

-l- Add m Dalete ‘j Reset to defauly [-_‘_'] Exportto CSV file Impont from CSY file

] Sender

il brutus@believenot com
1 chen@vahoo.com
SEENIEETE Opening SenderBlackl ist_docteamcasg.comodo.od. ua.csv E|

falcon@h  vou have chasen to open:

T lang@ar [Z] senderBlackList_docteamcasg.comodo.od.ua.csy

which is: Tewxt Docurnent
fram: antispamgateway.comodo.com

1 smith@r What should Firefox do with this file?

] wilecoyte
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[] Do this gubomatically For flas like this from now on.

Lo J [ conce |

Afile download dialog will be displayed.

»  (lick 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Sender Blacklist

e To delete a sender from the blacklist, select the sender from the list and click the 'Delete' button.

Dashboard f Domains f Domain dashboard - docteamcasg comodo.od.us § Sender biackiist

Sender blacklist © Heio

o ada | [ Delete ) Resettodefault | £33 Exportto CSVfile | £ Importfrom CSV file

[ sender

B br jtushelievenot com
[¥] chen@vahoo.com

[T devil@hell.com

[¥] falcon@hotrmail.com

[T 1ang@amail.com

[¥] penny@rocketmail. com
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Click 'OK' to confirm your changes. The sender(s) will be removed from the blacklist. The emails from the senders will
be allowed as per the existing filter settings in CASG.

Remove sender(s)

# Are you sure yol swant to remove the selected
senderis)?

Whitelist Senders Per User

CASG allows administrators to add senders to whitelist on per user basis on the users' request and manually. All the filtering
checks for whitelisted senders to the requested / added recipients of the selected domain are disabled. Comodo strongly
recommends to use this option after analyzing the request is genuine and warranted. Though senders added in Sender
Blacklist are applicable for all users in the domain, the senders list in 'Whitelist senders per user' takes precedence over the

general list. That is, the senders' mails added it this interface will not be blocked for the requested / added recipient even if the
senders are in Sender Blacklist of the domain.

To configure sender whitelist per user

Click the "Whitelist / Blacklist ' tab on the left hand side navigation to expand and then click the 'Whitelist senders per
user' sub tab.

coMOoDo

Antispam Gateway

Liomain dashboard
Incoming

3 Cubgoing

%} Audit log

whitelist / Blackist
Recipient whitzlist
Sendar whitelist
Recipient blacklist

Sender hlacklisi
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The 'Whitelist senders per user' interface will be displayed:

Dashboeard fDomaing ! Domain dashboard - docteamcaszg comodo.od us Mhitelist senders per user

Whitelist senders per user O Hen

o add T Delete i3 Refresh |

© Fiters

] Sender Recipient
fiatliena@armail corm demuod
1 I8 | [1-141] Perpage 15 |w
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using the Filter option to search senders and recipients

Click anywhere on the Filters tab to open the filters area.

Dashboard § Domains f Domain dashbosrd - docleamcasg comodo od us ! Whitelist senders per user

Whitelist senders per user & He

|
iE,* Refresh |

o add | [ Detete
) Fitters

o= Sender w | contains W Apply filter

[C] sender Recipient
[] fiatlienag@gmail.com demo
1 " [1-111] Perpage (15 |[w

You can add more filters by clicking + for narrowing down your search.
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o= 2dd  TJ Delete E,'* Refresh |
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+ Saendar v |contains v Apply filter

- w | | contains o
' Sender I
s 4 Recipient Recipient =
I fiatlienag@gmail.com dermnot
. i [1-111] Perpage (15 |

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

»  Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition selected in
column 2.

»  Recipient: Will execute a search of recipients according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:
«  Equals: Displays all senders / recipients that match the text entered in the text box.
*  Not Equals: Displays all senders / recipients except the one entered in the text box.
*  Contains: Displays all senders / recipients that contain the words entered in the text box.
*  Not Contains: Displays all senders / recipients that do not contain the words entered in the text box.
»  Starts With: Displays all senders / recipients that start with the words entered in the text box.
*  Ends With: Displays all the senders / recipients that end with the words entered in the text box.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

. | £ Refresh .
Click the button to display all users.

Note: To display all the Whitelist senders after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

From this interface administrators can:

*  Add senders to whitelist per user

¢ Remove senders from Whitelist senders per user list

Adding Senders to Whiltelist Per User

You can add senders to whitelist in the following ways:
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¢ Manually adding the senders
*  Adding from Whitelist requests from users

To manually add senders to whitelist per user basis

e Click 'Add' to add a new sender to the list
The 'Add sender' dialog box will be displayed:

Add sender

Sender;

Fecipient:

Enter the sender's username in the E-mail textbox and sender's email domain name after the @ symbol in the first
row.

Enter the recipient’s name in the Recipient text box in the second row. Note: The recipient should be a valid user.

»  Click the 'Save' button. Repeat the process to add more whitelisted senders for the user.
The list of whitelisted senders will be displayed.

Dazhiboard f Domains £ Domain dashboard - doctesmcass comoda od.ua /Wvhitelist senders per user

Whitelist senders per user

© Help

o 2dd | [ Delete £} Refresh

€ Fitters

[] Sender Recipient
] fiatliena@gmail com demol
1 devil@hell.com demoz
l brutus@believenot.com demaoi

1 1 [1-3/3]

Perpage (15 W

To add senders to whitelist per user basis from Whitelist requests

You can add senders to whitelist based on the requests of the users. Refer to the section Email Management > Whitelisted
Requests for more details.

Deleting Senders from Whitelist

e To delete a sender from the whitelist, select the sender from the list and click the 'Delete' button.
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|
o= 2dd | £} Refresh

€ Fiters

| Sender Recipient
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1 'R [1-373] Perpage |15 v

¢ Click 'OK' to confirm.

Remove senders

senders?

@ Are ywou sure yau want to remove selected

Blacklist Senders Per User

CASG allows administrators to add senders to blacklist on per user basis on the users' request and manually. Please note that
the messages will not be quarantined and legitimate email sending SMTP servers will send a bounce message to the sender.
Though senders added in Sender Whitelist are applicable for all users in the domain, the senders list in 'Blacklist senders per
user' takes precedence over the general list. That is, the senders' mails added it this interface will be blocked for the requested /
added recipient even if the senders are in Sender Whitelist of the domain.

To configure sender blacklist per user

»  Click the 'Whitelist / Blacklist ' tab on the left hand side navigation to expand and then click the 'Blacklist senders per
user' sub tab.
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The 'Blacklist senders per user' interface will be displayed:

Dashboard f Domains f Domain dashboard - docteamcas comodo od ua §f Blackizt senders per uzer

Blacklist senders per user @ Help

o= 230 [ Delete |E Refresh |

| € Filters

] Sender Recipient
I fiatliena@grmail.com dermnl
1 5| [1-111] Perpage (15 W
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using the Filter option to search senders and recipients

Click anywhere on the Filters tab to open the filters area.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 164



Creating Trust Online®

Comodo Antispam Gateway - Adrn_i_njstrato‘r"Gﬁt]ifd;__' / coOMODO

.'llfr I
i'l

/

Dashboard / Domains f Domain deshboard - doctesmcasg.comodo.od ua fBlacklist senders per user

Blacklist senders per user D Help

|
o g0 | [ Delete |3 Refresh ‘

€D Fitters

o=  sender w | contains v Apply filter

| Sender Recipient
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You can add more filters by clicking + for narrowing down your search.

Dashiboard / Domains f Domain dashboard - docleamcasa comodo od ua ! Blacklist zenders per user

Blacklist senders per user © Hap

Add Delets + ¥ Refresh
s @ | |

& Fiters

&= |sender v containg v Apply filter

- | Cender w containg b
Sender
) 4 Recipient | Recipient
| fiatliena@amall.com demot
1 I [1-111] Perpage 14 b

You can remove a filter by clicking the == icon beside it.
Available filters are:

»  Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition selected in
column 2.

»  Recipient: Will execute a search of recipients according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:
«  Equals: Displays all senders / recipients that match the text entered in the text box.
*  Not Equals: Displays all senders / recipients except the one entered in the text box.
»  Contains: Displays all senders / recipients that contain the words entered in the text box.
*  Not Contains: Displays all senders / recipients that do not contain the words entered in the text box.
»  Starts With: Displays all senders / recipients that start with the words entered in the text box.
»  Ends With: Displays all the senders / recipients that end with the words entered in the text box.

Click 'Apply Filter' after selecting the filters.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 165



COMODO

Creating Trust Online®

The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

| + ¥ Refresh

Click the button to display all users.

Note: To display all the Whitelist senders after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

From this interface administrators can:

¢ Add senders to blacklist per user

*  Remove senders from blacklist senders per user list
Adding Senders to Blacklist Per User

You can add senders to blacklist in the following ways:
¢ Manually adding the senders
*  Adding from Whitelist requests from users

To manually add senders to blacklist per user basis

e (Click 'Add' to add a new sender to the list.

The 'Add sender' dialog box will be displayed:

Add sender

Sender:

Recipient:

»  Enter the sender's username in the E-mail textbox and sender's email domain name after the @ symbol in the first
row.

*  Enter the recipient’s name in the Recipient text box in the second row. Note: The recipient should be a valid user.
e Click the 'Save' button. Repeat the process to add more blacklisted senders for the user.

The list of blacklisted senders will be displayed.
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To add senders to blacklist per user basis from Blacklist requests

You can add senders to blacklist based on the requests of the users. Refer to the section Email Management > Blacklisted
Requests for more details.

Deleting Senders from Blacklist

e To delete a sender from the blacklist, select the sender from the list and click the 'Delete' button.

Dazhboard ! Domains f Domain dashboard - doctesmcasy comodo.od ua fBlackist senders per user

Blacklist senders per user © rep

o Add 0 oelete
€) Fitters

| Sender Recipient

,_I fiatliena@gmail.com demol

(V] devil@hell.com demal
demo2

] brutus@belisvenot.com

1 1 [1-3i3]

¢ Click 'OK' to confirm.

Remove senders

A Are you sure yol want to remove selected
zendaers?

Perpage |15 W
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3.21.1.47  Account Management

In the Account Management interface, an administrator can manage the users for the selected domain. From this interface, you
can reset passwords for users, allow or deny permission for users to access their account, can import CSV file containing the list
of users, import users from your the Active Directory (AD) server of the domain through Lightweight Directory Access Protocol
(LDAP), add and move your aliases. In the Users history interface, an administrator can view users login history. Refer to User
History for more details.

cCOoMODO0O

' Antispam Gateway

f:4 Diomain dashooard

["'J'"'] Incoming

] Email managememnt

€1 Audit log

Y= Whitehst F Blacklist

LOAF armpant conflgurabon
LOAP import confimmation kst

LWAF arnpoaeg igniore list

Click the following links for more details:
+ Users
+ Users history

+ Importing Users from LDAP

3.21.1.471 User Account Management

The 'Users' area of ‘Account Management’ allows administrators with appropriate privileges to manage the users for the selected
domain. This includes adding/importing users, deleting user, editing user accounts, resetting passwords and configuring user
permissions. Admins can also configure email aliases from this interface.

Click the following links for more details:
*  Managing Users
¢ Adding New Users
*  Deleting Users
»  Editing Users
e Unlocking Users
* Importing from CSV file
¢ Managing Permissions
*  Aliases

*  Moving to Aliases
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* Importing Aliases from CSV file
Managing Users

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Users' sub tab.

coMOo0O
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The 'Users' interface of the selected domain will be displayed.

Dashboard f Domaines f Domen dashbosard - docleamcasa.comodood ua f Lisers

Users © Heip

o= 13d | [ Delete | # Edit | (D) Unlock |G Refresh ‘
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1 " [1-474] Perpage |15 A
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for 'Aliases and Group' columns.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 169



COMODO

Creating Trust Online®

Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Dazhiboard f Domains £ Domain dashboard - docteamcass comoda.od.ua [ Lisers
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+
D Fitters
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You can add more filters by clicking + for narrowing down your search.
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You can remove a filter by clicking the ™= icon beside it.

Available filters are:
*  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

e Equals: Displays all usernames that match the text entered in the text box.
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e Not Equals: Displays all users except the one entered in the text box.
*  Contains: Displays all username(s) that contain the words entered in the text box.
*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
»  Starts With: Displays all username(s) that start with the words entered in the text box.
*  Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:
+ Enabled: Sorts the results based on whether a user is enabled or disabled.
When you select this option in the first drop-down, 'equals’ is the only option available in the second drop-down:

»  Equals: Displays the results of enabled users when the checkbox beside it is selected. When the checkbox is not
selected, it displays the list of users who are not enabled.

» Last Login: Sorts the results based on the last login details of users.

When you select this option in the first drop-down, the following filters are available:

«  Equals: Displays the list of users whose last login date is the same as the selected date in the third box from the
calendar.

* Less than: Displays the list of users whose last login date is less than the selected date in the third box from the
calendar.

»  Greater than: Displays the list of users whose last login date is greater than the selected date in the third box
from the calendar.

»  Alias username: Will execute a search of user alias name according to the text in the text box (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

»  Contains: Displays all users with alias name(s) that contain the words entered in the text box.

e Equals: Displays all users with alias names that match the text entered in the text box.

*  Not Equals: Displays all users except those with the alias name entered in the text box.

*  Not Contains: Displays all user alias name(s) that do not contain the words entered in the text box.
«  Starts With: Displays all user alias name(s) that start with the words entered in the text box.

»  Ends With: Displays all the user alias name(s) that end with the words entered in the text box.

»  Alias Domain: Will execute a search of domain alias name according to the text in the text box (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

»  Contains: Displays all users with domain alias name(s) that contain the words entered in the text box.

e Equals: Displays all users with domain alias names that match the text entered in the text box.

*  Not Equals: Displays all users except those with the domain alias name entered in the text box.

*  Not Contains: Displays all user domain alias name(s) that do not contain the words entered in the text box.
«  Starts With: Displays all user domain alias name(s) that start with the words entered in the text box.

*  Ends With: Displays all the user domain alias name(s) that end with the words entered in the text box.

*  Group: Will execute a search of users belonging to the user group selected from the drop-down in the third column
and the condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

e Equals: Displays all users from the group selected from the third drop-down.

*  Not Equals: Displays all the users excluding those belonging to the group selected from the third drop-
down.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.
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Click the ‘ button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

To add a new user

e Click the 'Add' button.

Dashboard f Domains f Domain dashboard - doctesmcasg comodo od ua flUsers

Users © Hein

ﬁ Delete  # Edit @ Uniock BRI % Refresh

€ Filters
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The 'New user' dialog will be displayed:

sername
alice i@ |docteamcasg.comodo.od.us
Enahled L1 winitelist this email Send guarantine reports

e R

»  Enter the username of a new user that will be first part of the email address. For example, 'alice'. The email address of
the added user will be 'alice@domainname.com'.

By default, the user will be enabled. Uncheck the checkbox beside 'Enabled' to deny the new user access to CASG. You can
enable the user in the Edit user interface later on.

You can choose to add the new user to Recipient Whitelist from this interface itself. Select the checkbox beside the "Whitelist
email' to add the user to Recipient Whitelist..

Checking 'Whitelist this email' will disable the 'Send quarantine reports' checkbox.

The administrators can also determine whether the users will get the reports or not. By default, it is enabled.
+ Uncheck 'Send quarantine reports' box to disable this option.
+  Click the 'Save' button.
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Note: If the user is disabled, the user will be automatically added to whitelist. All the emails from/to the user will be allowed
without the filtering checks. Also, if the user has subscribed for periodical Quarantine Reports, the subscription will also be
canceled. If the user is enabled, the user will be removed from the whitelist. If required, the administrator can add the user to
the Recipient Whitelist by selecting the 'Whitelist this email' checkbox.

An email to the added user will be sent automatically containing password to access CASG. The password can be reset in the
edit interface. The added user will be displayed in the list.

Dashboard f Domains fDomain dashbostd - doctesmossg comodo.od ua fUsers

Users © Heip
o add | [ peiete & Ecit @ Unlock £ Refresh |
©) Fitters
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1 i [1-414] Perpage 15 w

Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of users limit
configured for the domain in the Add Domains / Edit Domains / Domain Settings interfaces. When you exceed the limit of
users, the following will be displayed while adding a new user.

Warning

/o ou cannot add more Users as youd have reached
4 ! 5 owolr maximum number of allowed users

fr_— 1\

To delete an existing user

e Select the user you want to delete from the list and click the 'Delete’ button
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e Click 'OK' to confirm your changes.

Delete users

@ Areyou sure you want to delete the selected

Users?y

The user(s) will be removed from the list.

To edit an existing user
You can reset password, allow or deny permission for the users to access their CASG account in the edit interface as well as

enable or disable quarantine report generation for the user.

e Select the user you want to edit from the list and click the 'Edit' button.
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The 'Edit user' dialog box will be displayed.

Edit user demo1@docteamcasg.comodo.od.ua

Llzername

@

Enabled ] wihitelist this email Send quarantine reports

m| Cancel | Regenerate password

*  Enabled - Select the checkbox to allow or deny access to the CASG interface.

*  Whitelist email - Select this checkbox to add the user to Recipient Whitelist.

*  Regenerate password - Click this button to reset the password for the user in case it is forgotten. The new password
will be sent to the user's email automatically. The user has to use this new password to access CASG.

« Disable 'Send quarantine reports' checkbox, if you do not want the user gets quarantine reports. By default it is
enabled.

Checking 'Whitelist this email' will disable the 'Send quarantine reports' checkbox.

Click the 'Save' button to confirm your changes.

Note: If the user is disabled, the user will be automatically added to whitelist. All the emails from/to the user will be allowed
without the filtering checks. Also, if the user has subscribed for periodical Quarantine Reports, the subscription will also be
canceled. If the user is enabled, the user will be removed from the whitelist. If required, the administrator can add the user to
the Recipient Whitelist by selecting the 'Whitelist this email' checkbox.

To unlock users

Users who try to login to CASG with wrong credentials will be automatically locked after three unsuccessful attempts. They will
be able to try again only after 30 minutes from the time of lockout. CASG administrators can unlock these users immediately
without waiting for the timeout period to end, so that the users can try to login again to CASG.

The locked out users will be displayed with a lock icon beside them.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 175



COMODO

Creating Trust Online®

Dashboard / Domains f Domain dashboard - docteamcasa comodo od ua / Lisers

Users © Help
o add I Delete & Edt @& Uniock 1} Refresh
© Fitters

[T] Username Enabled Last login Aliases Grodp

v @ demot Yes Apr 15, 2014 3:49:16 AM Users

demo Yas Apr 3, 2014 5:05:11 AM Users

ames Yes Isers

I tast fas Users
1 i [1-4r4] Perpage |15 W

e Select the locked user from the list and click the 'Unlock’ button.
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o add [ Detete  # Edit wwﬁré actions v 2 Refresh

€ riters

[7] Username Enabled Last login Aliases Group
¥ & demot Yes Apr 15,2014 3:49:16 Ab Users
[ demoz2 Yes Apr 9, 2014 50511 AM Users
] jarmes Yasg lsers
[ test Yes Users
1 " [1-4r4] Perpage |15 W

A confirmation dialog will be displayed.

Unlock users

@ Are you sure you swant to unlock the selected

users?

e (Click 'OK' to unlock the selected locked user.

The user now can try to login again without waiting for the lockout time period to end.

To import users from CSV file

You can add many new users at a time by importing from a file. The users should be saved in 'comma separated value' (CSV)
as shown below:
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username1,domainname,true
username2,domainname,false

»  Toimport new users from a CSV file click More actions > Import from CSV file

Dashboard ! Domains § Domain dashboard - docteamoss comodood us fUsers

Users © rei
o 2da | T peiete | # Edt (D Uniock £} Refresh
Manage permissions
£ Fiters
Aliazes

[ Username Enabled \liases Group
Move to sbases

[ demot Yes Users
1 dermioz e Impart alias from CEY file aErE
[ james Yes Users
[ test fes Users
1 LR [1-474] Per page |15 v

The Upload dialog will be displayed.

Upload csvfile.
Each line should cantain three columns: username damain,is user enahled

ar not

For example:

testuser, testdomain, true

Upload

»  Click the 'Upload' button and navigate to the location where the file is saved and click the '‘Open' button.

The upload progress will be displayed...
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Daszhboard fDomains § Domsin deshiboard - doctesmcass comodo.od ua f Lisers

Users © 1eip

Impor 5 in process. Please wait &

o 2dd 0 Delete  # Edit | (D Unlock £3 Refresh
& Fitters

[T Username Enabled Last login Aliases Group

] demat Yes Apri5, 2014 3:49:16 AM Usars

=] demo2 es Apra, 2014 5:06:11 AM Users

james Yes Users

I test Yes Usars
i " [1-414] Per page |15 w

...and when completed, the results will be displayed.

Dazhboard ! Domains f Domain dashboard - doctesmcasy . comodo.od ua fUsers

Users © Heip
Imponed B usen(s) %]
Impaort for domain docteamcaso comodo.od ua has been finished [

1
o 240 [ Detete & Edit (@ Unlock | £ Refresh ‘
€ Fitters

] Username Enabled Last login Aliases Group
 bah Yes Users
1 damal Yes Apr1s, 2014 34916 AM Lsers
I demo2 Yes Aprg, 2014 5:05:11 AM Ugers
] derrick Ves Users
1 james Yes Users
1 jsmith es Users
7 leyland Mo Users
=1 merriyl Mo Users
1 test Yes Users
7] valva Mo Users
1 i [1-10/10] Perpage (15 @ w

The administrator who carried out the task will receive a notification about the import task completion.
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Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of users limit
configured for the domain in the Add Domains / Edit Domains / Domain Settings interface. CASG will stop importing users
after the number of users allowed for the account is reached and a warning will be displayed.

Dashboard FDomains f Domsin dashboard - doctesmessg comodo od ua fUsers

Users © Heio
Impored 4 user(s) |

ou cannot add more users as you have reached your magmum number of allowed users by license limitation, 4 users were ﬂ
imponed

o add [ Deiete  # Edit | @ Uniock  LECESIEIR i ¥ Refresh

ﬁ Filters

Managing Permissions for users

CASG allow administrators to assign permissions for users that will determine what the users can do and cannot do while
logged into their respective CASG user interface. The administrators can create policies and assign them to users from this
interface. See the section 'User Groups & Permissions' for more details on how to create groups and policies. A new user will
be automatically assigned default permission settings.

To assign permissions for a user
e Select the user(s) that you want assign permissions and click More actions > Manage permissions

Dashboard f Domaires § Domain dashboard - docleamcasg comado.od.ua § Users

Users © 1o
o add [ Delete & Edit & Unlock £ Refresh

Aliazas
| Usermame Enabled Uiases Group
Move to aliases
+| hob Yes Users
Import aBas from C5Y file
7] demot Yes i Users
| demoZ Ves Import from CEY file Jzers
[V] demick Yes Users

& james Yes lsers

Juglits Yes JSErs

The 'User Groups & permissions' interface will be displayed.
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User groups & permissions

o= Add

Hame Permission:

@ Power Users S| Al user permissions
@ Users (Default
© Limited

B HR

Assign to selected users Assign to fitered users | Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default, 'User
(Default) and 'Power User' groups will be available and administrators can add, edit groups and assign permissions to users.
See the section 'Groups & Permissions' for more details.

e Select the group from the list.
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User groups & permissions

o sdd | 2 Eoit | [ Deiete | {3 wake default

Hame Permission:

) Powver Users 4 H Al user permissions

© Users (Defaulfy Incoming Log Search
Cwutgoing Log Search
Report Spam

© Limited
@ HR Ll=ser report subscriptions
Quarantine
*| Showy Message
Y Release messages
" Archive
" Create mail reguest
- Change user settinns
4 ¥ \Whitelistf Blacklist
*Ianage whitelist senders per user
* I Manage hlacklist senders per user

Assign to selected users Assign to fitered users | Cancel |

The permissions set for this group will be displayed on the right side.

»  Click the 'Assign to selected users' button to set permissions for selected user or multiple users.

»  Click 'Assign to filtered users' button to set permissions for selected group to all users or to all users found by filter.

e (Click Ok in the confirmation window.

Assign Group

e This group will he assigned to all selected users.
Areyou sure?

The selected user(s) will be assigned to the group and successfully assigned message will be displayed.
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Dashboard ! Domains f Domain dashboard - docteamcasg comodo od us fLisers

Users © Hep
(%)

Pemmissions successfully assigned to 3 user(s).

o 190 T Delste  # Edit (@ Uniock i} Refresh |
& Fitters

'l' Usarname w  contains 4 Apply filter

| Username Enabled Last login Aliases Group
El bob Yes HR
7] demo Yes Apri15, 2014 3:49:16 AM HR
1 demoz Yes Aprd, 2014 5:05:11 AM Users
1 derrick Yes HR
Ames Yo sers

SErs

The interface also displays the new group assigned for the selected user under the 'Group' column.

Adding the user aliases

CASG allows admins to add a user alias name to organize emails related to different groups or functions into a single email
inbox automatically. The users can protect their real email address.

e Select a user and click 'More actions' > 'Aliases' to add user aliases.

Dazhboard ! Domains f Domain dashboard - doctesmcasg comodo od us fUsers

Users © Hein

3 |
o 43 T Delete  # Edit (D) Uniock |} Refresh

Manage permissions

€ Fitters I
liases Group

| Username Enabled
Move to aliases
¥ boh Yes HR
Import alias from CSY i
] demo ‘s e e = HR
| demoz ‘fiag mport from CSY file Users
7 derrick Yes HR

»  Enter the full email alias address of the user. Note: The alias email address must be of any domain belonging to the
account.
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User Aliases

= Add alias

stores@example.domain.com

e (Click the Save button.

Note: Users cannot add an alias by themselves.

<=

*  Toremove an added alias row click the ™= icon beside it.

e To add multiple aliases click the button.

After adding a user to an alias, admins can extract him/her as a user.
»  Click the 'Aliases' button after selecting the user.

In the 'User Aliases' dialog next to the added alias row, the 'Extract as user' button will be displayed.

User Aliases

o= Add alias

storesi@example.domain.com Extract as user
o [

¢ Click the 'Extract as user' button.

The alias successfully moved message will be displayed.

Success

@ Alias was successiully moved to user

e Click 'OK'

The user extracted from the 'User Aliases' dialog box will be added to list of users in the respective domain added as alias and
will be placed in the default group.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 183



COMODO

Creating Trust Online®

Dashboard f Domains f Domain dashboard !‘-M‘ Users
Users

o= add | [T Detete 2 Eait
0 Filters

‘Eﬁ- Help

S i 3 oo |

[ Username Last login Aliases Group

Lzers

[ usen Ves Users

T user? Yes Users
1 " [1-313) Perpage 15 .v

Note: The number of users that can be added for an account depends on the plan subscribed by you. When you exceed the
limit of users, a warning will be displayed.

Moving user account to aliases
CASG allows admins to move an existing user as an alias for another user for any domain available in your account.

e Select the user that has to be moved as an alias and then click 'More actions' > 'Move to aliases'

Dazhiboard f Domeins £ Domain deshboard - docteamcasg comoda od.us f Lisers

Users © Hep
o 2dd | [ Delete | 2 Edit (@ Uniock  [TEEERIERY £_* Refresh

Manage permissions
€ Fitters

Aliases
| Username Enabled - iliases Group
Qove to alnses 2
¥ baob Yes Users
J A ves Import alias from CEY file HR
O demo?2 Yes Impart fram CSY file Jsers
derrick es HR

*  Type the full email address of the user for whom the alias has to be added. Note: The user and domain should be valid
and belong to your account.

User Aliases

storesi@example domain.com

o R
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e (Click the 'Save' button.

Now, the selected user has become an alias of another user. (This could be for the same domain or another domain belonging

to your account.)
Dashboard fDomains / Domain dashboard - example domain com J Users
Users © Hein
o= add [ Ceete # Edit @D Unlock £} Refresh
£ Fiters
Usermaime Enabled Last login Rliases Group
[ stores Yes bob@Edocleameasg.comodo.od.ua | Users
[ usert Yas Users
[E user2 Yes Users
1 iR [1-3143] Perpage 15 hd

Importing alias from CSV file

You can add many aliases to existing user(s) at a time for the selected domain and / or for other domains available for your
account by importing from a file. The aliases should be saved in '‘comma separated value' (CSV) as shown below:

Example 1

The following example shows how you can add alias for two users for the selected domain.
alias@domain.com username1, username?2

Example 2

The following example shows how you can add alias for users for the selected domain and other domains available for your
account.

alias@domain.com username1, username2, username3@domain2
Please note that for adding many aliases at a time, each alias should be separated by a paragraph line. For example:

alias1@domain.com username1, username?2
alias2@domain.com username1, usemname2, username3@domain2

»  Click 'More actions' > 'Import alias from CSV file' to assign alias for users from a CSV file.
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Users © telp
o add [ Detete  # Edit (@) Unlock 3 Refresh
hMarage permissions
© Filters
Aliazes
_____ Username Enabled Aliases G onp
Move to aliazesz
[ bob Yos Lsars
[ demo1 Yes HR
[ demo2 Yas Imgport from CSY file sers
[E derrick Yes iR
The Upload dialog will be displayed.
Upload csvfile.
Each line should be inthe next format: alias [csy user list],
For example
alias@testdomain user!, user2@domain
YWhen domain name is not mentioned - userwill be added to the current
domain to alias name
YWhen such user does not exists - userwill be created
Ipload
e Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open’ button.
The upload progress will be displayed...
Ceashiboard £ Domains ! Domain dashboard - docteamcasd comodn od.ua fLUizers
Users @ Hen
Importis in process. Please wait x|
o ad0 I peiete & Ecit (@D Unlock £ * Refresh
€ Fiters
Username Enabled |
...and when completed, the results will be displayed.
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Dashbosed / Domains / Domesin dashibosed - docleamessn comono o s f Users

Users © Hep
Total lines processed 1 B8
Impoart for domain docteamcasg.comodo.od.ua has been finished 8
3 users already exist X

o add | [ Detete | & Edit | @ unlock 1% Refresh
© Fitters

Uisemame Enabled Last login Aliases Group

The administrator who carried out the task will receive a notification about the import task completion.

3.21.1.47.2 Viewing User History

The ‘Users History’ area contains a record of user account connections within a particular date range. You can filter users by IP
address, last login, Domain or User name.

Note: This interface will show user connections to the current domain only (the domain that is shown near the top of the
interface). If required, you can view user connections for all domains in the ‘Account Management section’ (click ‘Dashboard’
then in the ‘Account Management’ section, click ‘User’s History’ sub tab).

The remainder of this page explains how to access the history interface and how to use filters to create custom searches.
Accessing the user history interface

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Users history' sub
tab.

Y Dashboard
Damain dashboard
(2) Incoming

] Cutgoing

Email I|'|._-|r|._-||;||-_er|'|-_-'|‘_

Whitelist £ Blacklist

Account management

B L=zers historyg

LDAR irmpor configuration

LDAFR import confirrmabion list

LDAP impor ignore list
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The 'Users history' interface of the selected domain will be displayed.

Dashiboard f Domains fDomain dazhboard - doctesmceasg.comodo od.us § LEars history

Users history © tenp
£ Filters
Username Droamiain P Last login Login duration (minj)
damo?2 docteamcasg.comodo.ody 10,200,200.101 Apr15, 2014 2:56:23 AM Currentty logged in
demal docleamcasg. comodoody 10200 200101 Apr15, 2014 3:49:16 AM =1
demol docteamcasg.comodo.oda 10,200 200101 Aprid, 2014 9:55:38 AW 2
demol docteamcasg.comodo.od.y 10.200.200.101 Apr14, 2014 4:46:19 AM |
dermol docteameasa comodo.od. 100200200101 Aor13, 2014 82606 AWM

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for 'Login duration’ column.

Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Dazhiboard £ Domains ! Domaln dashboand - docteamcasa.comado. oo U fUsers history

Users history © Hen

D Finers

o= |Usermname w | contains v Apply filter

Username + Domain P Last login Login duration {min}

You can add more filters by clicking + for narrowing down your search.
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Dazhboard FDomans fDomain dashboand - docteamcazo.comodo od.us fUsers history

Users history © Hein
€D Fitters
+ Jsemame w | | contains v Apply filter
o AMme w | contains w
Username :
User Domain in I Last login Login duration (min)
IP
demd | ast login :nr-wq:g comodo.od.y 10200200104 Apr 7, 2014 8:45.45 AM =1
ctaameaen comada ad i 10 200 200 104 Anrd N4 50591 AM

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

«  Domain: Will execute a search of domains according to the text in the text box (column 3) and the condition selected
in column 2.

*  IP: Will execute a search of IP addresses according to the number in the text box (column 3) and the condition
selected in column 2.

If any of the above options is selected in the first drop-down, the following conditions are available:

e Equals: Displays all entries that match the text entered in the text box.
*  Not Equals: Displays all entries except the one entered in the text box.
»  Contains: Displays all entries that contain the words entered in the text box.
* Not Contains: Displays all entries that do not contain the words entered in the text box.
»  Starts With: Displays all entries that start with the words entered in the text box.
«  Ends With: Displays all entries that end with the words entered in the text box.

Other options available in the first drop-down in the filters area:

e Last Login: Sorts the results based on the last login details of users.
If 'Last Login' is selected, the following conditions are available:

»  Equals: Displays the users whose last login is same as the selected date in the third box from the calendar

* Less than: Displays the users whose last login dates are less than the selected date in the third box from the
calendar

«  Greater than: Displays the users whose last login dates are greater than the selected date in the third box from
the calendar

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

‘G Refresh ‘

Click the button to display all the users.

‘ Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
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‘ area and then click the 'Refresh' button.

3.21.1.47.3 Importing Users from LDAP

In addition to adding users manually and importing users from CSV file, CASG enables the administrators to import the users
from the Active Directory (AD) server of the domain. You can configure CASG to access your AD server through Lightweight
Directory Access Protocol (LDAP) to import the email users and to periodically synchronize with the AD server for automatic
addition or removal of the users based on the changes made to the AD server.

Click the following links for more details:
*  LDAP Import Configuration
*  LDAP Import Confirmation List
*  LDAP Import Ignore List
*  Troubleshooting LDAP
LDAP Import Configuration

The LDAP Import Configuration interface allows the administrators to configure CASG to import the email users from the
Domains's Active Directory and to set for periodical synchronization. Once Active Directory has been configured, CASG imports
the users into its interface and updates it periodically. For example if a new user is added in the Active Directory, CASG can
automatically add the new user to CASG.

Accessing the LDAP import configuration interface
*  Open the ‘Domains’ interface and select the domain into which you want to import users.
»  Select the domain from the list, click the 'Manage Domain' button to open the 'Domain Management' interface.

e Click ‘Account management' tab > 'LDAP import configuration' sub tab.

Comodo strongly recommends that a separate LDAP/AD account be created for the purposes of the ASG login and that
this user account should be allocated read-only permissions.

The 'LDAP import configuration' interface will be displayed:
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e hibgewre] o Chpryesirys o Ciprresin davshibaar cemmcang comodn 43 1 ILOWAP impost condgurabion
LDAP import configuration s

Connection setings

Host 1P address or name). | 1111111111

L3

Porl: LOAP{390) | LOAPS(EIE) | 380
Use S50 to connect? fes
Lamrdiuery sattings
LOWF login name. | CEEQUSErNE00MAINFaTE. tom
asawnrd | semes [ Remember crederats
Symecheonization intereal; N 3D updates >
Aazali: | DC=docleamcasg DC=comodo, Dl=od DC=ua
Figer | [SfobjeciClass=Usenimail="Edocteamcasg comodo od uak

Wil attnkurte: | mail

Crvemide end sting records

O i CASS to create user acoounits as faund on LDKP server

[ Aliow CASG tn delets user atcounts nod found on LOBP senver

Irfarmatian

Send reports: [ s

Last syracbwonization time (GWT): | April 15, 7014 S:48:09 AW

Motifiealion araa

Te=t conneshion Save and rn snchronization nos Save

Connection Settings

*  Host (IP Address or Name) — Enter the external hostname or external IP address of the AD server. If your
Organization uses the same physical server for AD server and the Mail Exchange server, then enter the host name or
IP address of the mail server.

e Port - Enter the port number of Active Directory Server's LDAP port.

e 389is the default port for non-SSL connection (‘'Use SSL To Connect' box NOT checked)
e 636 is the default port if SSL connection is active ('Use SSL To Connect' box checked)

* Use SSL To Connect? - Select the 'Yes' check box if you wish us to use secure LDAP. In order to use secure LDAP,
you need to install an SSL certificate from a Certification Authority (CA) like Comodo CA in your AD server. Self Signed
certificates are not allowed.

Note: SSL access should have been enabled for AD Server before opting for SSL usage.

Login/Query Settings

*  LDAP login name: - Enter the username of the user account using which CASG server can access the AD server.
Preferably, a new user account can be created for the CASG server in the AD server with a new user name and
password. The User account should have 'read' privileges to the AD server. The username can be of the format
'username’ or 'username@domainname.com'

e Password - Enter the password of the LDAP user account.

*  Remember Credentials - Enable this option if you wish CASG server to remember the username/password of the
user account, in order to automatically login.

Note: If you are configuring for automatic periodic synchronization, CASG will store the username and password by default to
connect to the AD server at the set time interval to update the user base, hence the option 'Remember Credentials' will not be
visible. The option will be visible for you to enable or disable if 'Synchronization Interval' setting is set as 'no auto updates'.
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*  Synchronization interval - If you wish to configure CASG to automatically connect to the AD server and synchronize
the user base, select the time interval for synchronization from the drop-down. Else, select 'No auto updates'.

» BaseDN - Distinguished Name of the user object in Active Directory. By default, the BaseDN field will contain the
Domain Component (DC) values based on the domain name for which LDAP is configured. You can add/change the
values of the strings 'Container Name (CN)', 'Organizational Unit (OU)' and 'domain name' depending on the users to
be imported from the Active Directory.

Example: For adding users from Container 'Users', Organizational unit 'Organization' and domain 'example.com', the
administrator has to enter the following:

CN=Users, OU = Organization, DC=example, DC=com

»  Filter - Enables the Administrator to specify filter parameters users/addresses to be imported from the AD server. Each
filter parameter should be defined within parentheses. Common filter parameters are explained below:

(objectClass=<AD user type>) - Specifies the user accounts to look for from the domain’s Active Directory. (Default
= (objectClass=User))

(mail=*<domain name>) - Instructs CASG to import only the users that have a defined SMTP account within the
domain. By default, the filter is pre-added with the parameter (mail=*@<current domain name>) to import the users
that have email addresses on the current domain.

You can add any number of (mail=) filters if you wish to add several domain names
Example: (mail=*@domainname1.com)(mail=*@domainname2.com)

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter the
parameter as '(mail=")".

To modify a filter parameter to be exclusive rather than inclusive, add an exclamation mark (!) before the opening
parenthesis of any parameter. This will instruct the query to ignore any users which fall into that category. For example,
if one wanted to configure a query to find users with mail enabled at any domain EXCEPT domainname.com, the filter
should include the following: (mail=")!(mail=*@domainname.com).

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter the
parameter as '(mail=")".

Note:

e CASG can only import LDAP users that have email addresses on domains that you have added to CASG in the
Domains interface.

e To successfully import users, you must make sure the domain of their email addresses has been added to CASG
AND that the LDAP Import is configured for each individual domain from the Domain Management Area of the
respective domain.

*  Mail attribute — Enter the LDAP display name of the contact email address attribute of the AD Server. By default, this
attribute name will be 'mail' for AD servers or the distinguished name (DN) or common user login name for the AD
server. On other servers like Novel or OpenLDAP this attribute may be different and server specific.

Override existing records:

*  Allow CASG to create user accounts as found on LDAP server - Select this checkbox if you wish new users added
in the AD server to be automatically added to CASG during synchronization. If you do not select this option, you can
manually import the new users from the LDAP import confirmation page.

e Allow CASG to delete user accounts not found on LDAP server - Select this checkbox if you wish users removed
from AD server, to be automatically removed from CASG during synchronization. If you do not select this option, you
can manually remove users from the LDAP import confirmation page.

Information Settings

e Send Reports - If enabled, CASG will send email notifications to the administrator whenever new users are created or
users are removed either automatically, (if 'Allow to create users?'/'Allow to delete users?' are enabled) or manually
from the LDAP import confirmation page.

»  Last synchronization time (GMT) - Displays the date and time of last manual or scheduled synchronization with AD
server, in GMT.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 192



COMODO

Creating Trust Online®

]

/

*  Notification area - Contains information about errors that occurred during synchronization. In most cases, this will
contain the same information that is provided with the “Test connection” feature. Note - this area is only visible if errors
occur.

»  To check the configuration and connectivity, click Test Connection'. If the connection is established successfully then
the success message will be displayed with the total number of users detected from the AD server.

Cashboard f Domains / Domam dashboard - docteamcasg comede od ua /i DAP Import configurason
LDAP import configuration Help
Conneclion successully established, deteched & 1otal of 2 uSers on yaur Sener E

Connection settings

»  To save your configuration, click 'Save'.

*  To Save your configuration and run a manual synchronization of user base with the AD server instantly, click ‘Save and
run synchronization' now

LDAP Import Confirmation List

The LDAP import confirmation list interface displays the list of:
»  Users created at the AD server and not yet been imported into CASG
»  Users not present on AD server and not yet been removed from CASG

... if "Allow to create users?'/ 'Allow to delete users?' are not enabled in LDAP import configuration interface, along with
the list of users created in CASG. The administrator can import the users created at AD server into CASG manually and remove

existing users from this interface.

Also, the administrator can initiate an on-demand synchronization from this interface.

Accessing the LDAP import confirmation list interface
e Open the 'Domains' interface and select the domain into which you want to import users.
e Select the domain from the list, click the 'Manage Domain' button to open the 'Domain Management' interface.
*  Click ‘Account management' tab > 'LDAP import confirmation list' sub tab.

The 'LDAP import confirmation list' interface will be displayed:

Dashboard / Domains / Domain dashboard - csgga.comodo.od.ua / LDAP import confirmation list

LDAP import confirmation list @ e
11 Run syncnronization now Move to ignore list ‘D Refiesh ‘
e Filters
[F] Username Status
E] alex create
[ derrick create

1 F1 Per page |15 w

The list of users added to and deleted from the AD server with the existing users created at CASG will be displayed. This list
reflects difference between CASG users and AD users, considering LDAP ignore list.

e Users created at the AD server and not present in CASG will be displayed with the status 'Create’

»  Users not present on the AD server but present in CASG will be displayed with the status 'Delete’
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Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Dazhinoard FDomains ! Domain dastiboand - doctesncasa comadd.od us fLDAP import contlrmation list

LDAP import confirmation list @ Hene
1 run synchronization now (& Mave to ignore list £ Refresh
€D Fitters
+ Username w || contains v Apply filter
V] Usernamse Stalus

You can add more filters by clicking + for narrowing down your search.

Dashboard 7 Domaing f Domain dashbosrd - docisamcasg.comado.od us f LDAP impart confirmation list
LDAP import confirmation list © Heir
I.T Run synchranization now  [&] Wove to ignore list 4} Refrash
D Fitters
+ Usemame v | |contains v Apply filter
= | Usemame v | |contains v
Uzername |
I atickic o — Status

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

e Equals: Displays all usernames that match the text entered in the text box.

*  Not Equals: Displays all users except the one entered in the text box.

*  Contains: Displays all username(s) that contain the words entered in the text box.

*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.

»  Starts With: Displays all username(s) that start with the words entered in the text box.

*  Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:

e Status: Sorts the results based on whether a user's status is 'Create’ or 'Delete’ selected from third column and
condition selected from second column.

If 'Status' is selected, the following conditions are available:
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e Equals: Displays the users whose status is as chosen in third column

*  Not Equals: Displays the users whose status is opposite to that chosen in third column
Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

E Refresh ‘

Click the ‘ button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

*  Torun a manual on-demand synchronization, click 'Run synchronization now'

If you have not selected the option Remember credentials in LDAP Import Configuration interface, you will be asked to enter
the username and password for CASG to access the AD server.

Connection credentials

LOAF login name:

Fasswvwiord:

m| Cancel |

»  Enter the LDAP login credentials and click 'OK'.

Dashbasrd f Domsns £ Domsin dashiboard - doclesmessd comoda oo us / LDAP mport conflmation list

LDAP import confirmation list © rein
Synchronization for domain docteamcasg.comodo.od.ua has been started B
¥ Cancel synchronization Move to ignoare list 1':,1 Refresh
&) Fitters

CASG server will connect to your AD server and start detecting the changes in the users in the AD server.
All the users added to the AD server will be displayed as a list.

»  Toimport or delete users selected by applying filter, apply filters as described above and click 'More actions' > 'Apply
import by filter'.

»  Toimport or delete a set of selected users, select the users and click 'More actions' > 'Apply import by selection'.

»  Toimport all users created at the AD server and to delete all the users removed from AD server at once, clear all the
filters and click 'More actions' > 'Apply import by filter'. A confirmation dialog will be displayed.
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Apply import

P Are you sure you want to apply import of all filterec
users?

»  Click OK. The import progress will be displayed.

Dashiboard | Domaing ¢ Deowen dashbeard - docleamcasg comode od wa / LDAP impert confrmation kst
LDAP import confirmation list © Helo
impart i in process Please wail Ei

f&] wmove to ignore list £ Petresh |

£ Filers

On completion, the selected users will be imported or deleted in synchronization with the AD server.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and 999999
in the 'Max. number of users' field in the Add Domains / Edit Domains / Domain Settings interface, but CASG checks if the
total number of users for all domains is within your license limit.

*  To move selected users to Ignore List, select the users and click 'Move to Ignore list'

Move users to ignore list

ignore list?

@ Are you sure you want to move selected users to

... and click OK in the confirmation dialog.

Users moved to ignore list will be skipped from next synchronization with the AD server.

LDAP Import Ignore List

The LDAP import ignore list interface displays a list of users to be skipped from being created or deleted in CASG during
synchronization with the AD server. Users can be moved to ignore list from the LDAP Import Confirmation List interface or
manually added. Once added to the ignore list, the user will be skipped from the AD server from the next synchronization
operation.

Accessing the LDAP import ignore list interface
*  Open the 'Domains' interface and select the domain into which you want to import users.

*  Select the domain from the list, click the 'Manage Domain' button to open the 'Domain Management' interface.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 196



COMODO

Creating Trust Online®

]

/

e Click ‘Account management' tab > 'LDAP import ignore list' sub tab.

The 'LDAP import ignore list' interface will be displayed.

Dashiosrd / Domsing f Domsin deshibosrd - docleamcasy comoda ad.us fLOAP (mport Ignore st

LDAP import ignore list © Heio

o 2dd [ Remove from ignore list £ * Refresh
€ Filters
1 Username
= bob
1 derrick
1 1 Perpage |15 | W

Using the filter option to search users

»  Click anywhere on the Filters tab to open the filters area.

Dashiboard f Domans f Domain dashiboard - docteamcasg comads od.ua fLDAP import ignore list

LDAP import ignore list © Help

+Md m Remove from ighore list E Refrash
£ Filters
&= sermame v || contains v Apply fiter
| contains |
¥ Username e
| notequals b :
not containg o tems found
1 1 starts with Perpage 15 w
| ends with T

Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:
* Equals: Displays all usernames that match the text entered in the text box.
* Not Equals: Displays all users except the one entered in the text box.
*  Contains: Displays all username(s) that contain the words entered in the text box.
*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
»  Starts With: Displays all username(s) that start with the words entered in the text box.
«  Ends With: Displays all the username(s) that end with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

E Refresh
Click the ' button to display all users.
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Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

To add users to ignore list
e Click 'Add". The Add ignored user dialog will be displayed.

Add ignored user

= william

= Oreig

o

»  Enter the user names to be added to the ignore list

lgnored users

e Click the + icon to add more users

*  C(lick Save to add the users.
A'Successfully added' message will be displayed at the top.
To remove the users from the ignore list

e Select the users and click 'Remove from ignore list'. A confirmation dialog will be displayed.

Delete users

pr Areyou sure you want to delete the selected
users?

e Click OK.
The users will be removed from the list and a 'Successfully deleted' message will be displayed at the top.

*  Users removed from the ignore list will be imported to or deleted from CASG based on changes in the AD server,
during the next synchronization if 'Allow to create users?'/'Allow to delete users?' are enabled in LDAP import
configuration interface.

*  Users removed from the ignore list will be listed in the LDAP import confirmation list interface based on changes in the
AD server, during the next synchronization if 'Allow to create users?'/'Allow to delete users?' are not enabled in
LDAP import configuration interface.

322  AuditLog

CASG keeps a record of actions initiated by users and administrators for all domains belonging to an account. The Audit Log
area allow administrators with appropriate privileges to view these log reports. CASG also keeps logs of domains separately for
each domain. For more details on selected domain audit log, refer to the section Domain Audit Log. This section explains
about the consolidated log for all domains available in the account.

To view Audit Log

e Click the Audit Log tab in the Dashboard area.
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' Antispam G:

(7) Dashboard Audit |
=5 Domains E3 Expc
[ Audit og

&f Filter

Dl (GIT +

rl"-! ACcount management

. Customer man; ICEMEnt

The log details for all the domains will be displayed.

Dishiboand | Audt og

Audit log © Help

223 Export to CHY by iter £ Refrash

) Fitiers

Dite (GMT +0 Deomain = Fole Lesin Ot aflon key Operation description Details

REcipiengs Userg sg-sref-08 comosood. 3,
Sender. Elogvinenkn

201 8-04-F 130213 ceg-arch-gacomodo.odua  supsradmin DELETE_EM&L_FF Delete archived message - -
- - b e | i EMEC 0 Mo 30 ooir= | Diabe: Mo Apr
OF 120130 GHT 2014, Subject: 1
M s-0a-1208:381 cEg-arch-gacormodo.od ua admin john@Edocteameas BLACKLIET SEMD Blacklis| serider badguyEesample corm
Recipierts: user@csg-arch-qa comnoa od. ua
. 712015 e Sender Elogvnankn
201 4-04-F 1200159 sp-amh-gacomodo.odua  spalem ACCEPT_aAND_AR Atcegl and aichive messags a ;
=gwgeniglogvinento@eomoda com=, Dabe: Mon Apr
OF VED 30 GHT 20104, Subject 1
Fecipients: demol @aocbeame se g.comodo.odua,
demi IEdocleam: &30, comoso.od ua; Sender Girl
201 4-04-F 025415 doelemne sy combiool. s Syslem ACCERT_AND_ARI Atcegl &nd anchive rmessage Anbazhagan =anbugindharangyaboo. oo Dol
Mo Aar OF 08 51:23 GMT 2014, Subject Pw G000
Dy
2018048 11:11:54 docleamcasg comodo od usa - admin Inhn@docieamcas WHITELIST_SEMD Whiebs! sender fatligna@gmail com
Racipiangs: johndhd octesme asg, comndo o, us;
. - Sender §Wakuman
201 4-04-3 09:20:00 docledn: #&g. comodaod s admin john@doctearmcas DELETE EMAL_FF Delets anchived message

=g hvakum ar dhanabalan@comodo.com=, Dade: Wed
&0 09 072511 GMT I014; Subjatt test

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for '‘Operation description' column.

Using Filter options to search particular event(s)

Click anywhere on the Filters tab to open the filters area.

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 199



COMODO

Creating Trust Online®

]

/

[mstboord J Audk kg

Audit log Helo
£ Expartto CEV by fiker % Ramesh
Q Filters
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You can add more filters by clicking + for narrowing down your search.

Dashboard § Audit log

Audit log

(] Exportta G5V by filter

D Fiters

== | Domain v contains v

== | Date w | | eguals v )
Date

Date Domain Mmain *  Raole Login Oper
Raole
Login

2014/ Operationdescription o oron 0o comodoodua  superadmin DEL
Details

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Domain: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  Login: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  Details: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all log entries that contain the words entered in the text box
*  Equals: Displays all log entries that contain only the words entered in the text box
* Not Equals: Displays all log entries that do not contain only the words entered in the text box
*  Not Contains: Displays all log entries that don't contain the words entered in the text box
»  Starts with: Displays all log entries that starts with the words entered in the text box
e Ends with: Displays all log entries that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of log entries according to the date selected in the calendar box (column 3) and the
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condition selected in column 2.

*  Role: Will execute a search of log entries according to the role selected in the third field (column 3) and the condition
selected in column 2.

»  Operation Description: Will execute a search of log entries according to the action selected in the third field (column
3) and the condition selected in column 2.

If 'Date’ is selected, the following conditions are available:
»  Equals: Displays the entries that have the same date as the selected date in the third box from the calendar
*  Less than: Displays the entries with dates less than the selected date in the third box from the calendar

»  Greater than: Displays the entries with dates greater than the selected date in the third box from the calendar
If 'Role’ is selected, the following conditions are available:

*  Equals: Displays all log entries that is equal to the role selected in column 3.
*  Not Equals: Displays all log entries that except the role selected in column 3.

If 'Operative description’ is selected, the following conditions are available:

»  Equals: Displays all log entries that is equal to the event selected in column 3.
*  Not Equals: Displays all log entries that except the event selected in column 3.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

G Fefresh

Click the ‘ button to display all the entries.

The following table provides the details of actions initiated by user/administrator and shown under Operation Key and Operation
Description columns in the log report:

Operation Key Operation Description
1 DELETE_EMAIL_FROM_QUARANTINE_BY_FILTER Delete quarantined messages by filter
2 DELETE_EMAIL_FROM_QUARANTINE Delete quarantined message
3 RELEASE_EMAIL_FROM_QUARANTINE Release quarantined message
4 WHITELIST_RECIPIENT Whitelist recipient
5 BLACKLIST_RECIPIENT Blacklist recipient
6 UNWHITELIST_RECIPIENT Remove recipient from the whitelist
7 UNBLACKLIST_RECIPIENT Remove recipient from the blacklist
8 WHITELIST_SENDER Whitelist sender
9 BLACKLIST_SENDER Blacklist sender
10 UNWHITELIST_SENDER Remove sender from the whitelist
11 UNBLACKLIST_SENDER Remove sender from the blacklist
12 RESET_TO_DEFAULT_WHITELISTED_SENDERS Reset senders whitelist
13 RESET_TO_DEFAULT_WHITELISTED_RECIPIENTS Reset recipients whitelist
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14 RESET_TO_DEFAULT_BLACKLISTED_SENDERS Reset senders blacklist
15 RESET_TO_DEFAULT_BLACKLISTED_RECIPIENTS Reset recipients blacklist
16 WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain
17 WHITELIST_RECIPIENT_DOMAIN Whitelist all recipients of the domain
18 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain
19 BLACKLIST_RECIPIENT_DOMAIN Blacklist all recipients of the domain
20 USER_WHITELIST_REQUEST_PER_USER Request
whitelist sender for user
21 USER_BLACKLIST_REQUEST_PER_USER Request
blacklist sender for user
22 USER_RELEASE_REQUEST Release request
23 USER_CANCEL_WHITELIST_REQUEST_PER_USER | Cancel request whitelist sender
for user
24 USER_CANCEL_BLACKLIST_REQUEST_PER_USER | Cancel request blacklist sender
for user
25 USER_CANCEL_RELEASE_REQUEST Cancel release request
26 ACCEPT_WHITELIST_REQUEST_PER_USER Accept
request whitelist sender for user
27 ACCEPT_BLACKLIST_REQUEST_PER_USER Accept
request blacklist sender for user
28 ACCEPT_RELEASE_REQUEST Accept release request
29 REJECT_WHITELIST_REQUEST_PER_USER Reject
request whitelist sender for user
30 REJECT_BLACKLIST_REQUEST_PER_USER Reject
request blacklist sender for user
31 REJECT_RELEASE_REQUEST Reject release request
32 SPAM_DETECTION_SETTINGS Update spam detection settings
33 SPAM_DETECTION_SETTINGS_RESET_TO_DEFAULT | Reset spam detection settings
34 DELETE_EMAIL_FROM_ARCHIVE_BY_FILTER Delete archived messages by filter
35 DELETE_EMAIL_FROM_ARCHIVE Delete archived message
36 RESEND_EMAIL_FROM_ARCHIVE Resend archived message
37 REPORTS_AS_SPAM Reports archived message as a SPAM
38 QUARANTINE_EMAIL Quarantine message
39 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message
40 MARK_EMAIL_AS_SPAM Mark message as spam
41 ACCEPT_EMAIL Accept message
42 WHITELIST_USER_SENDER Whitelist sender for user
43 BLACKLIST_USER_SENDER Blacklist sender for user
44 UNWHITELIST_USER_SENDER Remove sender from the user whitelist
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‘ 45 ‘ UNBLACKLIST_USER_SENDER ‘ Remove sender from the user blacklist

Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. If the entries
exceed this value, exporting cannot be done and a warning will be displayed. Please note that exported file will display the
entries in the same sorted order as in the interface.

To export log report to csv file
e Click the 'Export to CSV by filter' button.

Dashboard § Audt log

Audit log

[ Exportto CSY by filter

£ Fitters

Date {GMT +0) Domain “  Role Login

The 'File Download' dialog will be displayed.

Opening CASG-AuditExport-2014-04-15 11_30_31.csw

¥ou have chosen ko open:

Z] CASG-AuditExport-2014-04-15 11_30_31.csv

which is: Text Document
From: http:f5.59.25.212: 5080

What should Firefox do with this File?

() Open with il"-]u:utepad {default) w

()i Save File

[ ] D this automatically For Files like this From now on,

(04 l [ Cancel

»  Click 'Open' to view the file with an appropriate application or click 'OK' to save the file to your computer.

The values in the log report will be separated by commas and this file can be opened with appropriate application such as Excel
or Openoffice Calc for easy analysis.

3.2.3 Administrator Account Management

The Account Management area of CASG allows an administrator with appropriate privileges to add new administrators for the
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same account. This area also allows the administrator to configure permissions for users and administrators, reset passwords
and change the login status from enabled to disabled and vice-versa. If you have logged in using the CAM credentials, this area
will have an additional icon 'Login to my Comodo account' through which you can access your CAM account. If logged in as an
administrator, the "Account Management' area will differ depending on the privileges configured for the administrator. Refer to
the section 'Admin Groups & Permissions' for more details.

1 coMODO
Antispam Gateway

Qﬁ Drashboard

ra Diomains

[®E Auditiog

r!"-] ACCOUNT managemeant
i
User groups & permissions
Admin groups & permissions
Lagin 1o my Comodo accourt
Fety profile

Lizars hislory

.!_.4 Customer management

Click the following links for more details:
*  Managing Administrators
e User Groups & Permissions
*  Admin Groups & Permissions
*  Managing Comodo Account
e My Profile

e Users History

3.2.3.1 Administrators

In this interface, an administrator with appropriate privileges can add new administrators, delete existing administrators, set
permission levels as well as edit the login status and regenerate new password for existing administrators. Refer to the section
'Admin Groups & Permissions' for more details on administrative privileges.

Click the following links for more details:
¢ Managing Administrators
*  Adding New Administrators
e Deleting Administrators
¢ Editing Administrators
*  Managing Permissions for Administrators

Managing Administrators

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Admins' sub tab.
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The 'Admins' configuration interface will be displayed:

[Dacfionrd J Adming

Admins
+ Add ﬁ Delote r@' Edit I& Manage pemissions
) Fiiters

Login Ensatilad Last kg

johnigdocteameasg comodo.odua e

Apr 16, 2004 41350 AW

1 " [1-1111

somodo accown

G oup

Power Adminisiraion
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0 LRS00, U
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exzmpie] domaincom]

Perpage |15 w

The 'Admins' interface displays a list of administrators with their CASG enabled/disabled status, their last login date and time, to
which group they belong and the domains that they can manage. You can sort the entries in ascending or descending order
based on the login, enabled status or last login time by clicking the up/down arrows in the respective column headers.

Using the filter option to search administrators

Click anywhere on the Filters tab to open the filters area.
Admins
o noa [ veiete & Edr @ wanage permissions
O Fiters
+ Login

w | COntEne w

(] Friahlaal

1 st Bovipin

You can add more filters by clicking + for narrowing down your search.

ﬂ Help

i} Rafesh

Taniak
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Dazhbosrd § Admins

Admins
o g [T Deiste 2 Edit | # Manage permissions

€D Fitters

e v | | containg v
Login

[l il Enabled Last login
Last login
Graup

You can remove a filter by clicking the ™= icon beside it.

Following are the options in the first drop-down in the filters area:

»  Login: Will execute a search of admins according to the text in the text box (column 3) and the condition selected in
column 2.

When you select this option in the first drop-down, the following filters are available in the second drop-down:
e Equals: Displays the results based on the administrator name that was entered in full in the text box.
*  Not Equals: Displays all administrator(s), except the one entered in the text box.
»  Contains: Displays all administrator(s) that contains the words entered in the text box.
*  Not Contains: Displays all administrator(s) that does not contain the words entered in the text box.
»  Starts With: Displays all administrator(s) that starts with the words entered in the text box.
*  Ends With: Displays all administrator(s) that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:
*  Enabled: Sorts the results based on administrators' enabled / disabled status.
When you select this option in the first drop-down, 'equals’ is the only option available in the second drop-down:

»  Equals: Displays the results of enabled administrator(s) when the checkbox beside it is selected. When the
checkbox is not selected, it displays the list of administrator(s) who are not enabled.

»  Last Login: Will execute a search of admins according to the date selected in the calendar (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:
e Equals: Displays the list of administrator(s) that has the last logged in on the same date as the selected date in
the third box from the calendar.

* Less than: Displays the list of administrator(s) that has the last logged in on dates less than the selected date in
the third box from the calendar.

»  Greater than: Displays the list of administrator(s) that has the last logged in on dates greater than the selected
date in the third box from the calendar.

»  Group: Will execute a search of admins according to the group selected in last drop-down (column 3) and the
condition selected in column 2.

»  Equals: Displays the results based on the group name that is selected in the drop down list from the third box.
*  Not Equals: Displays all administrator(s), except the one selected in the drop down list from the third box.
Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
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Click anywhere on the Filters tab to close the filters area.

G Fefresh

Click the ‘ button to display all administrators.

Note: To display all the administrators after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

To add a new administrator

¢ Click the Add button.

Deshboard S Admins

Admins
@ Mi~salate f Edit @ Manage parmmissions
O Fitters Mew administrator
o= Group v | equals Login:  smithi@docearncasg comoda od.ua

Syslem notMcalions ematl(s)  Talllena@amail.com

| Login G
2 status: [¥] Enabled i
Subscrbe @malls o global # ves
reparting
=T john@docteameasg comado,od ua Foser Administraion

m c"“";“l

i [1-141]

The 'New administrator' dialog will be displayed.
*  Login - Enter the new administrator's valid email address as login username.

»  System notifications email(s) - Enter the email addresses at which the new administrator should receive CASG
notification emails. It can be the same email address as the login name and / or alternative email address(es) of up to
a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails
and notifications such as of imports of users, local recipients and users via LDAP from CSV files will be sent to the
email addresses specified in this field. Refer to the section Email Management for more details.

»  Status - Enables to change the login status of the new administrator. By default, this box is selected, that is, the new
administrator can access CASG interface.

»  Subscribe emails to global reporting - Selecting this checkbox enables the new administrator to receive the
periodical domain and quarantine summary reports of all domains belonging to the account at the email address
specified as login user name. Refer to CASG Reports - an Overview for more details.

e (Click the 'Save' button.

The administrator will be added to the list and be placed in the default group. The privileges to the administrator can be
configured according to his/her role. Refer to the section 'Managing Permissions for Administrators' for more details. An
email to the added administrator will be sent automatically containing password to access CASG. The password can be reset in
the edit interface. The added administrator will be displayed in the list.
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To delete an administrator
¢ Select the administrator to be removed and click the 'Delete’ button.
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A confirm dialog will be displayed warning you that the selected administrators will be deleted.

Delete administrators

administrators?

@ Are wou sure wou want to delete the selected

e Click 'OK' to confirm the deletion.
The selected administrator(s) will be deleted from the list.
To edit an existing administrator
You can reset the password, change the CASG notification email address(es) and allow or deny permission for the
administrators to access their CASG account in the edit interface.

*  Select the administrator you want to edit from the list and click the 'Edit' button.
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The 'Edit administrator' dialog box will be displayed.

«  System notifications email(s) -Enter the email addresses at which the new administrator should receive CASG
notification emails. It can be the same email address as the login name and / or alternative email address(es) of up to
a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails
and notifications such as of imports of users, local recipients and users via LDAP from CSV files will be sent to the
email addresses specified in this field. Refer to the section Email Management for more details.

Tip: The currently logged-in administrator can configure the Quarantine notification email address through Dashboard >
Account Management > My Profile > Change Settings dialog.

e Status - Enables to change the login status of the administrator.

*  Regenerate password - Click this button to reset the password for the administrator in case it is forgotten. The new
password will be sent to the administrator's email automatically. The administrator has to use this new password to
access CASG.

e Click the 'Save' button to confirm your changes.
Managing Permissions for Administrators
CASG allow administrators with appropriate privileges to assign permissions for other administrators that will determine what
he/she can do and cannot do while logged into their respective CASG admin interface. The administrators can create policies
and assign them to other administrators from this interface. See the section 'Admin Groups & Permissions' for more details on

how to create groups and policies for administrators. A new administrator will be automatically assigned default permission
settings.

To assign permissions for an administrator

»  Select the administrator or multiple administrators that you want assign permissions and click the 'Manage
permissions' button.
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The 'Admin Groups & Permissions' interface will be displayed.

Admin groups & permissions

o= Add

HName

D Power Administratars (Defaulf)
O HR
© Limited

D) General

Assign to selected admins Assign to fitered admins | Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default, 'Power
Administrators (Default) group will be available and administrators can add, edit groups and assign permissions to other
administrators. See the section 'Admin Groups & Permissions' for more details.

e Select the group from the list.

The permissions set for this group will be displayed on the right side.
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»  Click the 'Assign to selected admins' button to set permissions for selected admin(s).
»  Click 'Assign to filtered admins' button to set permissions for administrators found by filter.
e Click 'OK"in the confirmation dialog.

The selected admin(s) will be added to the group and a confirmation message will be displayed.
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The interface also displays the new group assigned for the selected admin(s) under the 'Group' column.
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3.2.3.2 User Groups & Permissions

The User Groups & Permissions interface allows the administrators with appropriate privileges to create email user groups
according to the needs of the organization. Each group can be configured with different permission levels. This simplifies the
process of configuring permission levels for each user meaning new or existing users belonging to all domains for the account
can be simply assigned a group with a preset policy. The user interface will vary according to his/her permission level. See the
section 'Managing Permissions for Users' in 'User Account Management' on how to add users to predefined groups.

To create user groups

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'User groups &
permissions' sub tab.

COMDDOD
' Antispam Gateway

|:2:| Diashboard
Y Domains
[= audi iog

,
] account management

.!_'.'. CUStOMEr management

The 'User Groups & permissions' interface will be displayed.

Dot ) L groups & parmissora
User groups & permissions © vai

o add

LR T
Prever Uiser

U (Desulf)

By default, two user groups, Power User and Users (Default), will be available. These two groups cannot be either edited nor
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deleted. Clicking any one of them will display the permission levels assigned for the group in the right side.

Cimz hinoard Miser Qrowups £ permisssons

User groups & permissions © e
o s {53 Waaia daraul
Hinng Peanpissiaa;

#® FowerLsers A = 8] yser permisEions
Ligere (Defauli Inc:oming Log Search
Dungoing Log Searck
=) Frapiord S peaer

Clicking on the arrow beside a permission will display the tree structure of second level of permissions, if available.

Permission:

>

4 %Al user permissions
“IIncaming Log Search
*| Dutgoing Log Search
| Report Spam
“|ser report subscriptions
4 v Quarantine
| Show Messange
| Felease messanes
4 ¥ Archive
e
¥ Resend
¥ Create mail request
¥ Change user settings
4 = 'yWhitelist f Blacklist

| Marnana whitalict candars narnicar W

For users in the ‘Power User’ group, all permission levels will be enabled. The ‘Release quarantine messages’ option will not be
available to users in the regular ‘Users’ group. This means that if a user is assigned to the 'Power User' group, he / she can
release quarantined messages from the quarantined mails list without approval from the administrator. See the section
Released Requests in 'Email Management' for more details.

Permission Levels
* Incoming Log Search - Allows a user to search and view the log of all incoming mails.
*  Outgoing Log Search - Allows a user to search and view the log of all outgoing mails.
e Report Spam - Allows a user to report a mail as spam mail.
»  User report subscriptions - Allows a user to configure periodical quarantine report generation.
*  Quarantine

*  Show Message - Allows a user to view quarantined emails in same window or separate window.
* Release Message - Allows a user to release a quarantined mail without approval from the administrator.
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¢ Archive

e View - Allows a user to view archived emails in same window or separate window.
*  Resend - Allows a user to resend archived emails to himself / herself.
»  Create mail request - Allows a user to configure email request for CASG notifications.

»  Change user settings - Allows a user to configure himself / herself as recipient whitelist.
e Whitelist / Blacklist

*  Manage whitelist senders per user — Allows a user to manage sender whitelist for his / her mail account
*  Manage blacklist sender per user —Allows a user to mange sender blacklist for his / her mail account

Click the following links for more details.
* Adding a new group
« Editing a group
*  Deleting a group
*  Making a group as default

Adding a New Group
* Toadd a new group and configure permission levels, click the 'Add" button.

Dashboard F User groups & permissions

User groups & permissions

Name

@ Power Users

@ Users (Default

A new group creating page will be displayed.
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»  Enter the name of the group in the text field under the 'Name' column and enable the permission levels in the right side
required for that group.
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¢ Click the 'Save' button.

The newly created group will be displayed in the interface.
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User groups & permissions
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© Power Users
@ Users (Default
© HR

Now, users of domains belonging to the account can be assigned to this newly created group. See the section 'Managing
Permissions for Users' in 'User Account Management' on how to add users to predefined groups.

Editing a Group
You can edit the name of an existing group and / or change the permission levels.

«  To edit an existing group, select the group from the list and click the 'Edit' button.
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*  Change the permission levels and / or the name of the group.
»  Click the 'Save' button for the changes to take effect.

The users in the group that is edited will be automatically reassigned to the edited group.

Deleting a Group

*  To delete a group, select it from the list and click the 'Delete’ button.
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*  Click 'OK"in the confirmation dialog.

Delete group

group’?

@ Are wou sure you want to delete the selected

The selected group will be deleted from the list.

Note 1: If you delete a group, users assigned to that group will be automatically moved to default group. You have to reassign
the users if required.

Note 2: If you delete a user group created by the administrator and marked as default, then the 'Users' group that was shipped
with the product will be set as default. All the users from the deleted group will be automatically migrated to the 'Users' group.

Making a Group as Default

CASG allows administrators to make an existing group as default group. Newly added users and users belonging to an existing
group whose name was deleted will be automatically moved to this default group.

*  To make an existing group as a default group, select it from the list and click the 'Make default' button.
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A success dialog will be displayed.
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Success

@ Default group successiully changed.

e Click 'OK".

The selected group will be displayed as default group.

Dashboard § Lizer groups & permisgions

User groups & permissions

o add @ Edit [ Delete

Hamme Perm
7 Pawer Users

Users

! HR

9 General [Cafaul

Note: If you delete a user group created by the administrator and marked as default, then the 'Users' group that was shipped
with the product will be set as default. All the users from the deleted group will be automatically migrated to the 'Users' group.

3.2.3.3 Admin Groups & Permissions

The Admin Groups & Permissions interface allows the administrators with appropriate privileges to create administrator groups
according to the needs of the organization. Each group can be configured with different permission levels. This simplifies the
process of configuring permission levels for each administrator meaning new or existing administrators belonging to the account
can be simply assigned a group with a preset policy. The admin interface will vary according to his/her permission level. See the
section 'Managing Permissions for Administrators' in 'Administrators' on how to add administrators to predefined groups.

To create admin groups

e Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Admin groups &
permissions' sub tab.
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The 'Admin Groups & Permissions' interface will be displayed.
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By default, Power Administrator group will be available. This default group cannot be either edited nor deleted. Clicking on it will
display the permission levels assigned for the group in the right side.
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Clicking on the arrow beside a permission will display the tree structure of second level of permissions, if available.

Permission:

[

4 %Al customer permissions
1 Add domain

4 ¥ Admin management
ey
“IManage

4 ¥ lser permissions
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I Manage
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4 ¥ Report management
LRV
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For administrators in the ‘Power Administrators’ group, all permission levels will be enabled. The Permission level is divided into
two categories, 'All Customer permissions' and 'All domain permissions'. While the former deals with providing privileges for
managing customer related tasks such as adding domains, configuring email user permissions, report management and so on,
the domain permission level deals with providing access to particular domain(s). This is very useful if you want to restrict
administrators to manage selected domains only.

Permission Levels
e All customer permissions - View and manage all customer related tasks.

e Add domain - Add new domain(s)
*  Admin management - View and manage administrators for the account.
e View - Only view the list of administrators.
*  Manage - Manage administrators for the account.
e User permissions - View and manage 'User Groups & Permissions'
e View - Only view 'User Groups & Permissions'.
e Manage - Manage 'User Groups & Permissions'
e Admin permissions - View and manage 'Admin Groups & Permissions'
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e View - Only view 'Admin Groups & Permissions'
e Manage - Manage 'Admin Groups & Permissions'
e Report management - View and manage report subscriptions
e View - Only view report subscriptions
e Change - View and manage report subscriptions
»  User session history view - View user sessions history for all domains in the account.
*  View customerinfo - View information about the customer.
*  Change user limit per domain - Configure the number of users for each domain in the account.
»  Email template management - Edit the email template for user's notification emails.
e All domain permissions - Assign domain(s) management.

*  Assigned Domain(s) — Manage domains, incoming and outgoing users, emails, audit log and reports.
*  View - Only view the assigned domains.
e Change - Edit the assigned domain(s)
*  Remove — Remove the assigned domain(s).

»  User Management - View and manage incoming users, outgoing users, whitelist recipients and blacklist
recipients.

e Incoming user — View, manage and unlock incoming users.
e View - Only view list of incoming users.
e Manage - View and manage incoming users.
*  Unlock — Unlock users immediately without waiting for the timeout period to end.
*  Qutgoing user — View, manage, lock/unlock and import from incoming users.
e View - Only view list of outgoing users.
e Manage - View and manage outgoing users.
*  Lock/Unlock — Lock or unlock outgoing users from sending out mails.
e Import from incoming — Import outgoing users from the list of incoming users.
*  Whitelist recipients — View and manage whitelist recipients.
*  View - Only view list of whitelisted recipients.
e Manage - View and manage whitelist recipients.
»  Blacklist recipients — View and manage whitelist recipients.
*  View - Only view list of blacklisted recipients.
e Manage - View and manage blacklist recipients.
e Domain management — View and manage all domain related tasks.
e Local recipients — View and manage local recipients.
e View - Only view list of local recipients.
*  Manage - View and manage local recipients.
e Domain alias — View and manage domain aliases
*  View - Only view the list of domain aliases.
*  Manage - View and manage domain aliases.
*  Email filter settings — View and configure incoming spam detection settings.
e View - Only view incoming spam detection settings.
*  Manage - View and configure incoming spam detection settings.
*  LDAP - View and configure LDAP settings for importing users.
e View - Only view LDAP settings and list of imported users.
e Change - View and configure LDAP settings for importing users.
*  Quarantine - View and manage quarantined mails.
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e View - Only view the list of quarantined mails.
e Delete — Deleted quarantined mails from the list.
*  Release - Release quarantined mails to the recipients.
*  Archive - View and mange copy of incoming mails in archive.
*  View - Only view archived mails.
*  Resend - Resend archived mails to recipients.
*  Retain — Retains archived mails from being purged automatically.
e Delete — Delete archived mails.
e Incoming delivery queue — View and mange queued mails.
e View - Only view queued mails.
e Retry - Retry to send queued mails to recipients.
*  Incoming Log Search — Search incoming mails log.
*  Qutgoing Log Search — Search sent mails log.
»  Clear incoming cache — Clear incoming callout cache.
»  Clear outgoing cache — Clear outgoing callout cache.
»  User session history view - View user sessions history for the assigned domain(s).
*  Email Management - View and configure all Email management related settings and tasks.
*  Email size - View and configure email size settings.
*  View - Only view email size settings.
*  Change - View and configure email size settings.
»  Blocked extensions — View and manage blocked extensions.
*  View - Only view the list of blocked extensions.
*  Change - View and manage blocked extensions.
*  Whitelist senders — View and manage sender whitelist.
e View - Only view sender whitelist.
*  Change - View and manage sender whitelist.
»  Blacklist senders — View and manage sender blacklist.
*  View - Only view sender blacklist.
»  Change - View and manage sender blacklist.
*  Release requests — View and manage requests from users for release of quarantined mails.
*  View - Only view the list of requests from users for release of quarantined mails.
e Manage - View and manage requests from users for release of quarantined mails.
*  Whitelist requests — View and manage requests from users to whitelist senders.
e View - Only view the list of requests from users for adding senders to whitelist.
*  Manage - View and manage requests from users to whitelist senders.
»  Blacklist requests — View and manage requests from users to blacklist senders.
e View - Only view the list of requests from users for adding senders to blacklist.
*  Manage - View and manage requests from users to blacklist senders.
*  Report spam — Upload mails to CASG for reporting them as spam.
*  Whitelist senders per user — View and manage whitelisted senders per user.
e View - Only view list of whitelisted senders per user.
e Manage - View and manage whitelisted senders per user.
»  Blacklist senders per user — View and manage blacklisted senders per user.
*  View - Only view list of blacklisted senders per user.
*  Manage - View and manage blacklisted senders per user.
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*  Audit log - Configure and view log for the permitted domain.
*  Configuration — Configure the log settings for the permitted domain.
*  Log- View and export the log for the permitted domain.

COMODO
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*  Report management — View and configure settings for periodical domain and quarantine summary reports

for the permitted domain.

*  View - Only view the configured settings for periodical domain and quarantine summary reports for the

permitted domain.

e Change - View and configure settings for periodical domain and quarantine summary reports for the

permitted domain.

Click the following links for more details.
¢ Adding a new admin group
»  Editing a admin group
¢ Deleting a admin group
*  Making a admin group as default

Adding a New Admin Group
e Toadd a new admin group and configure permission levels, click the 'Add' button.

Ciashboard § Admin groups & permissions

Admin groups & permissions

Name

@ Powveer Administrators fDefaulth

A new admin group creating page will be displayed.

Chicghitca i 1 AT gronps & P

Admin groups & permissions

Haine Paimigsie;

Powar Administrators (Dedau) Fl Al customer pemisssons
@ Add darmair

Agmin managemen

Ll panmISEions

Wiew CUEInmEr Info

Lioeg i

Change uses limil per domair

Email ternpiate managemsent
Ll Al domain pamissions

Ao iramecasg oomodo.od us

lesbodrmidin. oo

m el
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»  Enter the name of the group in the text field under the 'Name' column and enable the permission levels in the right side
required for that group.

...... npoarcl AT FOUDS & pETTISSrs
Admin groups & permissions 7
Hans Peimission:
Power Agministrators: (0eeaum d = ) pustommer perrikesions ~
B Ganeral Al domain
Adrnin management
Lsgr peamissions
Jigrnin pesmn \an

Femor managemant

= |=ar session RSk vies

a4 All domain pe
dioste s cas com s od. us

testdomaincom

Cancel

e Click the 'Save' button.

The newly created group will be displayed in the interface.

Cashboard § Admin groups & permissions

Admin groups & permissions

o= Add

Hame

© Power Administratars (Default

) General

Now, administrators belonging to the account can be assigned to this newly created group. See the section 'Managing
Permissions for Administrators' in 'Administrators' on how to add users to predefined groups.

Editing a Admin Group

You can edit the name of an existing group and / or change the permission levels.

»  To edit an existing group, select the group from the list and click the 'Edit' button.
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Admin groups & permissions © ven
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General &l domeain permissions
% HR

*  Change the permission levels and / or the name of the group.

»  Click the 'Save' button for the changes to take effect.

The admins in the group that is edited will be automatically reassigned to the edited group.
Deleting a Admin Group

*  To delete a group, select it from the list and click the 'Delete' button.

Eashboard ¢ Admin groups & permissions

Admin groups & permissions © telp

o= san | @ Eai {‘:, Maks detaul

Han Peiimiasion
Pormar Administratons (Dafauly < &l customer permissions

T Al domain permissions

® HR

*  Click 'OK"in the confirmation dialog.

Delete group

group?

@ Arewou sure you want to delete the selected

The selected group will be deleted from the list.
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Note 1: If you delete a group, admins assigned to that group will be automatically moved to default group. You have to
reassign the administrators if required.

Note 2: If you delete an admin group created by the administrator and marked as default, then the 'Power Administrator' group
that was shipped with the product will be set as default. All the admins from the deleted group will be automatically migrated to
the 'Power Administrator' group.

Making an Admin Group as Default

CASG CASG allows administrators to make an existing group as a default group. Newly added administrators and
administrators belonging to an existing group whose name was deleted will be automatically moved to this default group.

*  To make an existing group as a default group, select it from the list and click the 'Make default' button.

[sniond J ADmin groups & pemissions

Admin groups & permissions @ ren
o add 2 £an I:‘.:-lel
M Permssion
Porwar Adminiirators [Defaully Al cusfomes permession
Q! Genpral All JomaIn permiss|ons

HR

A success dialog will be displayed.

Success

@ Default group successfully changed.

*  Click 'OK".

The selected group will be displayed as default group.
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Admin groups & permissions

o= Add

Hame

D Powar Adrministratars
) General (Default

@ HR

Note: If you delete an admin group created by the administrator and marked as default, then the 'Power Administrator' group

that was shipped with the product will be set as default. All the admins from the deleted group will be automatically migrated to
the 'Power Administrator' group.

3.2.3.4 My Comodo Account

This feature will be available in the 'Account management' tab if you have logged in to CASG using CAM account credentials.

@ Liashboard
l? Apdit log
Eli' Arcount mana

_'_.'.. Customer managermeant

Clicking the 'Login to my Comodo account' sub tab will take you to https://accounts.comodo.com/login page. From here you
can...

e Add more subscriptions for CASG account
*  Change your password
*  Change contact information

»  Sign up to other Comodo products
...and many more.
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For more details on CAM account, visit our online website at help.comodo.com/topic-211-1-513-5907—Introduction-To-Comodo-
Accounts-Manager.html

3.2.3.5 My Profile

The My Profile interface allows the currently logged-in administrator to change his / her login password to CASG as well as to
change settings for idle session timeout and CASG notification email address.

e Click the 'Account management' tab on the left hand side navigation to expand and then click the "My profile' sub tab.

COMODO
p Antispam Gateway

:’T-:'l Dashiboard r'_
l_d"_:"' Diarnams
!___F;,!_ Audi E|_:|='4

r,1_.-| Account management

Alternatively, the My Profile interface can be accessed by clicking 'My Account' > 'My Profile' at the top right of the interface.

L My Account

The My Profile interface will be displayed.
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My profile @ e
Change password
Hesw passson
Confrm password
=3
Change semings

Login

fratienagdgmad.com
Eystem notifications email(s)

Humber of minutes before my session gapires | 30

Note: The interface will vary depending on the login credential that you have used to access CASG. For administrators who
have logged in using the CAM credentials, the 'Change password' feature will not be available. The password can be changed
after logging in to the CAM account.

Click the following links for more details:
«  Changing Administrator's password

»  Changing settings for idle session timeout and CASG notification emails

3.2.3.5.1 Changing Password of the Administrator

The Change Password allows the currently logged-in administrator to change his/her login password.

To change the password

+  Click the 'Account management' tab on the left hand side navigation to expand and then click the "My profile' sub tab.

The My Profile interface will be displayed. In the 'Change password' section, enter the new password and confirm it in the
respective text fields.

Change passwiord

Mewpassword | | sssses

Confinn passwond . ssesss

¢ Click the 'Save' button.

Success

@ Fassword was successiully saved.
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*  Click 'OK'".
The administrator has to use the new password to login into the CASG interface.

3.2.3.5.2 Change Settings

The 'Change settings' area in the My Profile interface allows the currently logged-in administrator to set his / her idle session
timeout period as well as to change the CASG notifications emails.

To set idle session timeout and change system notifications email address

«  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'My profile' sub tab.
The 'Change settings' section will be displayed in the lower portion of the My Profile interface.

Change settings
Lagin:
el 8 o

Eyglem nolificalions amaillz)

Humber of minubes bafore my session expires |30

L

«  System notifications email(s) — Enter the email addresses at which the new administrator should receive CASG
notification emails. It can be the same email address as the login name and / or alternative email address(es) of up to
a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails
and notifications such as of imports of users, local recipients and users via LDAP from CSV files will be sent to the
email addresses specified in this field. Refer to the section Email Management for more details.

«  Number of minutes before my session expires - You can set the idle session timeout period in the box. Enter the
period in minutes or increase / decrease the period by clicking the up / down arrow. The valid entry is between 1
minute and 120 minutes. Please note this feature will not be available if an administrator is logged into CASG using
CAM credentials.

+  Click Save for your changes to take effect.

3.2.3.6 Users History

The ‘Users History’ area in ‘Administrator Account Management’ allows the administrators to view user history for all domains
within a particular date range. You can filter users by IP address, last login, Domain or User name. By default, the most recent
15 records will be displayed.

Use of filters to create custom searches is covered in more detail here.

3.24 Customer Management

The Customer Management area of CASG allows an administrator to view the details of the account they are logged into. The
administrator configure subscriptions for the periodical Domain and Quarantine summary reports for domains; create an
account; update the product and extend your license term. The administrator can also customize the 'support information' area
in the notification emails that are generated for activities such as while adding a new user, password regeneration, quarantine
request and quarantine report.
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Email termplale seflings

Subscriptions

Click the links for more details:
*  Viewing Customer Information
*  Managing subscriptions for reports

*  Notification Email Settings

3.2.4.1 Viewing Customer Information

CAN emal

Mumber of users

M nurmber of usars

Number of domams

BAacc. numiper of domams

Subscription :

Bquests: 1 Blackitst requectsc lr.ﬁ' Account

& e

1. demo_casqg_customer

demo_casq@comodo com

13
1
5

41
EL!

1822 44 KB

The Customer Info interface provides the administrator with the details like maximum number of users, domains, license term

and so on of the CASG account.

To view the account Information

e Click Customer Management tab from the left hand side navigation to expand it and then click the 'Customer Info' tab

from the sub menu.

The 'Customer Info' interface will be displayed:

The image below shows an example of Customer Info who has purchased multiple licenses.
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duarantine: & Felease requests; 1

Dashiosrd f Customer info

Customer info

Mame : test test
CAM login

CAM email

Number of users

Wihitzdst requesis; 1

Erackan requasts: 1

1 My Account

£ Hein

demo_casg_cusiomer

dema_casg@comodo com

13

Ferimae - —pfl SUbSCripEonG Max. number of users 41

Humber of domains
Email template setings fumber of domains S
Ilad number of domains 41

Disk quota (GB) 30

Disk space 1822 44 KB

Subscriptions

Subscnption :

IAax, number of users 39

Klax number of domains 39

License expiration date May 02, 2014
Digk quota (GB) 30
Enabled true

Subscription -

kax. number of users 2

In the 'Customer Info' panel you will find the details of subscription(s) for your account. For multiple licenses, the number of
users and domains that are allowed for all the licenses purchased will be added and displayed at the bottom most subscription
column.

From the 'Customer Info' panel the administrator can get the the details of subscription(s) for the CASG account. For multiple
licenses, the number of users and domains that are allowed for all the licenses purchased will be added and displayed at the
bottom most subscription column.

Name
*  The name of the account is displayed at the Name title bar

*  CAM Login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
https://accounts.comodo.com. The administrator can use this login username to log in to CAM for purchasing
additional licenses and renewal of existing licenses.

e CAM email: Displays the email address for the account as registered at CAM.
Totals
e Number of Users: Displays the total number of enrolled users belonging to all the domains.

e Max. Number of Users: The total number of users that can be added as per all the subscriptions made for the
account, that is, number of users cannot exceed the number given in this field for all domains included.

*  Number of Domains: Displays the number of domains enrolled for account.

e Max. Number of Domains: The total number of domains that can be added as per all the subscriptions made for the
account.
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»  Disk quota: Displays the total storage space allotted in CASG server for archiving incoming messages as per all the
subscribed packages, in GB.

»  Disk space: Displays the storage space used by the archived mails in the CASG server.
Subscriptions
The following details are displayed for each subscription:

e Max. Number of Users: The maximum number of users that can be added to the account as per the subscription, that
is, number of users cannot exceed the number given in this field for all domains included.

¢ Max. Number of Domains: The maximum number of domains that can be added as per the subscription.
»  License Expiration Date: Displays the date till which the license is valid for the subscription.
»  Disk quota: The maximum storage space allotted for mail archive in the CASG server, as per the subscription.
*  Enabled: Displays whether the subscription is active or not.
End-User License and Subscriber Agreements

»  Displays the complete Comodo Antispam Gateway End-User License and Subscriber Agreement.

3.2.4.2 Manage Report Subscriptions

The Manage report subscriptions interface allows the administrator to configure the subscription to the periodical 'Domain’ and
'Quarantine' summary reports of all the domains for the administrators enrolled for the account. Refer to CASG Reports - an
Overview for more details.

To access Manage report subscriptions interface
e Click Customer Management tab from the left hand side navigation to expand it and then click the 'Manage report
subscriptions' tab from the sub menu.

The 'Manage report subscriptions' interface will be displayed:
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to default

The 'Report recipients' field will be auto-populated with the email addresses of all the administrators available for the account
and enabled for the same, at the time of adding them. The report recipients can be added or removed from this interface by
entering the administrator's email address or deleting them and clicking the 'Save' button at the bottom.

The administrator can configure the subscription for two types of reports from this interface:

*  Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly, will
contain a detailed statistics of the mails that are identified as spam or containing malicious content and moved to
Quarantine of the domain automatically by CASG. Refer to CASG Reports - An Overview for more details.

Domain Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly, will
contain a detailed statistics of number of users, mails that have been received at and sent from the domain, number of
spams identified and blocked and so on. Refer to CASG Reports - An Overview for more details.

To configure the subscription of the reports

*  If you want the administrators to receive the periodical reports, select the 'Enabled' checkbox in the row of the
respective report type. If both the reports are required, you can select both the checkboxes.

Leave the 'Send empty' checkbox unchecked if reports without any statistics need not to be sent to recipients.

»  Select the frequency at which the reports are to be sent to the administrators.
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*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

Domain Statistics Report

Domeain stalistics report

Perimd Hour Dy off mionth Day of week Send empty  Enabled  Start date {(GMT)  Repart length
@Every hour @Every day OEvery week day
Ochoose Ochoose ®Choose
~ bt | Sunday - Hext repart fior 2
¥ Monday ! Apr2i1,zo14 wiesk(3) from last
Wasldy i [7 FI D00 mun (2014-04-02
| Tuzsday 14:24)
| Wednesday
2 o Thursday A

»  Period - Enables you to set the period to be covered in the report. The report will contain the statistics of all the
domains in the account for the past one hour, one week, one month or one year, as selected from drop-down from the
scheduled report time.

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

«  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

»  Click 'Save' for your settings to take effect.

»  Clicking the 'Reset settings to default' button will disable both Quarantine and Domain statistics reports. The ‘Report
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Recipients’ field will not be cleared.

3.2.4.3 Notification Email Settings

By default, all the notification mails sent to administrators and users on various events like adding a new user, password
regeneration, quarantine request or periodical report mails like quarantine report will contain the links to the online help guide
and Comodo support in the footer. The administrator can customize the footer for adding their contact and support information,
from the Email template settings area.

To customize the notification emails

e Click Customer Management tab from the left hand side navigation to expand it and then click the 'Email template
settings' tab from the sub menu.

The 'Email template settings' interface will be displayed:

coMODO
G Quarantine: 6 Release raquesis: 1 Wihitalist requasiz: 1 Blacklist requasts: 1 1 My Account

Antispam Gateway
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Manzoe rennrt 2inhs farpet="_blank" tite="" style="font-famity Arial,color06488d font-size: 14px"=
<forit style="forl-familyAnal color #OEBO; font- size: 1 4= hittg Mhelp cornodo, corntople-1 57-1-204-3398-
— Sl irro Ui on-1o-C omodo-Anfispam-Gatasay himl=fort=
==
=font=
“Jp
=<lable widih="100%" border="0" bardercaior="¢#e0e0el cellpadding="0" callfpacing="0" bocolos="#e0elel">
=br bordercalop="#alafelr=
=td bordercolor="#alalal" bgcolor="#e0elel” valign="middle" haight="83" style="padding-left15m"=
<fonit sxde="font-farmily Anal;color # 353535 font-size 1 4pefont-welght bold; =

Having Trouble? Support 15 here o help, Dpen a Ticket & <a hre="nips Vsupport cormodo, come®

m Rezet o defaul

Please note the customization can be done only in html format.
»  Select the check box 'Change default email footer' if you want to edit the details.
»  Edit the details in html format as per your requirement and click the 'Save' button.

*  Click the 'Reset to default' button to display Comodo support information in the notification emails.

4  CASG Reports - An Overview

Comodo Antispam Gateway can periodically generate quarantine and domain reports that are sent to administrators and users.
CASG generates two types of report — a global report for all domains belonging to the account and anther specific for a domain.
See the section 'Managing Subscriptions for Reports' in 'Customer Management' for more details on customer level global

reports and 'Manage Report Subscriptions for Selected Domain' in 'Incoming' section for reports on domain levels. The
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reports for these types will be similar except the former will contain reports for all domains while the latter will contain reports for
the selected domain. The reports will be sent routinely at the times selected in the language set for the account.

CASG can provide two types of reports:

*  Quarantine Report - A statistical breakdown of mails identified as spam or malicious that were moved to quarantine
by CASG. The report can be configured to be received hourly, daily, weekly or monthly.

«  Domain Statistics Report - A comprehensive report which covers all mail activity for the domain. This includes
information covering the number of users; mails that have been received at and sent from the domain; number of mail
identified spam/malicious; number of mails blocked and so on. The report can be configured to be received hourly,
daily, weekly or monthly by the administrator.

*  Reports can be enabled or disabled per administrator in Dashboard > Account Management > Admin > Add
Administrators or Edit Administrators.

4.1 Quarantine Report

The Quarantine Report contains a list of mails that were identified as spam or containing malicious content and were moved to
Quarantine automatically by CASG, with the details on sender, receiver, date and attachments. Clicking the subject line in the list
will open the respective mail in a new CASG window.

¢ Administrator

*  Domain Level - The Report generated for an administrator will contain the details of the mails moved to
quarantine of the selected domain.

e Customer Level - The Report generated for an administrator will contain the details of the mails moved to
quarantine of all the domains belonging to the account.

e User - The Report generated for a user will contain the details of the mails moved to quarantine of the user.

The report can be subscribed to be received hourly, daily, weekly or monthly for an administrator and daily, weekly or monthly for
a user.

*  Hourly - The reports will be generated and sent every hour to the administrators through email.
»  Daily -The reports will be generated and sent daily to the administrators/user through email.

*  Weekly - The reports will be generated and sent to the administrators/user through email on every seventh day from
the start date set in the 'Start date' field. The report will contain details of the mails quarantined during the past seven
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the week
from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators/user through email on every 30th day from the
start date set in the 'Start date' field. The report will contain details of the mails quarantined during the past 30 days.
The first report will be sent on the start date and will contain the statistics for the remaining days of the month from the
day of configuration and subsequently every 30 days.

An example of a Quarantine report is shown below:
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e Clicking on the 'Subject' link will open the respective mail in a new CASG window. You need to login to CASG to read
the mail in the new window.

4.2 Domain Statistics Report

The Domain Statistics Report provides details on all the mail activities on the domain. This includes information covering the
number of users; mails that have been received at and sent from the domain; number of mail identified spam/malicious; number
of mails blocked and so on. The report can be configured to be received hourly, daily, weekly, monthly or yearly by the
administrator.

*  Domain Level - The Report generated for an administrator will contain only the details of domain statistics of the
selected domain.

e Customer Level - The Report generated for an administrator will contain the details of domain statistics of all the
domains belonging to the account.

Note: The Domain Statistics Report is available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
e Hourly - The reports will be generated and sent every hour to the administrators through email.
e Daily -The reports will be generated and sent daily to the administrators through email.

*  Weekly - The reports will be generated and sent to the administrators through email on every seventh day from the
start date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past
seven days. The first report will be sent on the start date and will contain the statistics for the remaining days of the
week from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators through email on every 30th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 30
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the month

Comodo Antispam Gateway Admin Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 238



COMODO

Creating Trust Online®

from the day of configuration and subsequently every 30 days.

*  Yearly - The reports will be generated and sent to the administrators through email on every 365th day from the start
date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past 12
months. The first report will be sent on the start date and will contain the statistics for the remaining months of the year
from the day of configuration and subsequently every 12 months.

An example of a Domain Statistics Report is shown below:
| {#) comoDo
L_..' Antispam Gateway

Here is the daily Domain statistics report for docteamcasg.comodo.od.ua from Apr 09, 2014 23:00 to Apr 10, 2014 23:00

Mumber of users T

E-mail size imit 262144 KB
Spam ratio 0.0 %
Mot spammessages 21
Mot spam messages size 4656687

nsure messages O

Iinsure mess
Spam mass blocked
Spam messages size

Virusas blocked

Wiruses size

Blacklisted messages
Elacklisted messages size

Total filtered messages

[ T o R e i e e [

Total messages

Having Treuble? Support is here to help, Open a Ticket at hitps: support.comodo.com or ¢all 1 888.COMODO (286.6361)
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Appendix 1 - CSG Error Codes

The most common error codes for CASG are given below:

COMODO

Creating Trust Online®

Error Code Description

1 Unknown error

100 Import exception

101 Wrong format

102 Wrong outgoing user format IP password. If '‘password' is empty then 'username’ must be IP address.
103 Communication exception
200 User limit exception

300 Spam engine exception
1000 Customer has no domains
1001 Domains mismatch

1002 Alias already exists

1003 User already exists
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Appendix 2 - CSG Comparison Table

Features Paid Version Free Version

Number of domains and incoming / outgoing users Depends on the subscription |5 users and 1 domain

Number of domain aliases 5 Nil

Active Directory / LDAP Synchronization %

Create / Modify User Groups «

Assign permissions to User Groups

x

ol NN SN

=

Number of user aliases per user

Incoming / Outgoing email filtering

View all quarantined emails

Release quarantined emails

Whitelist / Blacklist quarantined emails

Configure spam detection settings

Report spam emails

View queued emails in Delivery Queue

LA NENIENEANA YA YA

Force Retry (Force Deliver) selected or all queued emails in
Delivery Queue

Create local recipients

Clear incoming / outgoing email cache

Log search incoming emails

Log search outgoing emails

Create domain aliases

Configure domain settings

Configure email size restrictions

Configure 'Blocked extensions' settings

View users' release requests

View users' whitelist / blacklist requests

Whitelist / Blacklist recipients

Whitelist / Blacklist senders

AN NN NN ENEANAYANANE NN NN NN NEANA YR

View users' login history

| % \|% | ¥ ¥ | % % % % % | %%

Email archive

<

N

Number of email administrator accounts Unlimited
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Appendix 3 - Troubleshooting LDAP

This section explains how to resolve some common problems that may arise when configuring LDAP.

For full details on working with LDAP, http://help.comodo.com/topic-157-1-288-5720-Importing-Users-from-LDAP.html
e Problem: Unhandled Exception:

Solution: The exception was not classified.

e Problem: Size limit exceeded, unable to extract more then users from server. Size limit must be increased on
server side or specify more strict query

Solution: Active Directory server has limitation on the number of search entries which may be iterated during querying. By
default, Microsoft Active Directory allows only 1000 search entries. If the server received more than that, the administrator
should override the default LDAP search size limit in the Active Directory, or use more strict query

e  Problem: Incorrect filter settings: ....
Solution: Filter settings contain incorrect format or AD server doesn't support it.
e Problem: Incorrect BaseDN settings: ...
Solution: BaseDN value has incorrect format.
e Problem: Unable to connect with provided host in BaseDN settings: ...

Solution: Provided domain name for BaseDN setting cannot be resolved in AD forest tree. Assure a domain name is correct.

e Problem: Unable to resolve LDAP referral, host unreachable. Users had found before referral might be
imported. Possible solution is to use Global Catalog server (port 3268/3269 as default) to avoid resolving
referrals.

Solution: CASG is trying to extract as much as possible information and following referrals to resolve all search entries in a
query. If the URL in the referral is unreachable by CASG then the iteration will stop. Only partial result will be provided. That
occurs when an administrator uses a private domain and it cannot be accessed with only domain name (the referral contains the
list of URLs of the explicit domain names but the information about servers located in the private subnet is absent). To avoid the
referrals occurrence in search entries use the Global Catalog server for querying. By default, the port for this server is
3268/3269 and that depends on whether the SSL enabled or not.

*  Problem: Unknown error. Users found before error might be imported. Original exception - ...
Solution: Search entries has been terminated within the replication process. Please contact support to find a solution.
* If you do not know your BaseDN, here’s a step-by-step guide to determining your BaseDN.

Most organizations follow a similar convention for their determined BaseDN when the organization sets up its Active Directory.
For a company with the domain of example.com, the typically BaseDN is en=Users,dc=example,dc=com
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Appendix 4 - Useful Links

/
/

This page contains links to external webpages which provide detailed explanations of LDAP features.

What Is the Global Catalog?

http://technet.microsoft.com/en-us/library/cc728188%28v=ws.10%29.aspx

Global Catalog and LDAP Searches

http://technet.microsoft.com/en-us/library/cc978012.aspx

LDAP Referrals

http://technet.microsoft.com/en-us/library/cc978014.aspx

Click the following links for more details http://help.comodo.com/topic-157-1-288-5720-Importing-Users-from-LDAP.html
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
STE 100

Clifton, NJ, 07013
United States

Tel: +1.888.256.2608
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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