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1 Introduction to Comodo Antispam
Gateway

Comodo Antispam Gateway (CASG) is an enterprise email filtering solution that blocks spam, email-borne viruses
and other unwanted mail from reaching user in boxes. CASG can be quickly configured for any email system and
can be up and running in no time.

Features and benefits include:
+  Antispam protection for incoming mails
« Antispam protection for outgoing mails
«  Enhances productivity of employees and servers
 Intuitive web interface facilitates easy use and configuration
»  Easy management of domains email restrictions

- Whitelist / blacklist recipients and senders

+  Archiving incoming mails
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Guide Structure

This guide is intended to take you through the configuration and use of Comodo Antispam Gateway and is broken
down into the following main sections. The guide can be navigated using the bookmark links on the left.

» Release Notes - Alist of new features that have been appeared in the CASG.
» Purchase License - How to purchase CASG licenses.

Adding More Users, Domains Or Time To Your Account - Describes how to obtain domains, add more
users to your account.

« License Information - Describes how to keep track of subscription status and various license related
alerts.

»  Getting Started - Describes how to configure your mail server with the CASG service

» Incoming Filtering Configuration
«  Outgoing Filtering Configuration

«  The Administrative Interface - Provides a snapshot of main functional areas of CASG.
» Logging-in to the Administrative Interface - How to login into the CASG interface.

» The Dashboard Area - Describes briefly about Domain management, Account management,
Customer management and Statistics area.

+ Domain Management - Detailed explanation on how to add domains, edit domain and manage
domains. This section also deals with adding users to whitelist and blacklist and view log reports.

« Audit Log - Detailed explanation on how to view and export log reports for all the domains in the
account.

» Account Management - Detailed explanation on how to add new administrators and change login
passwords, subscription to periodical reports and configure language for messages from CASG.

- Customer Management - Provides information on accounts.

«  CASG Reports - An Overview - An Overview of the Domain and Quarantine summary reports periodically
generated and sent to the administrators and users by CASG.

«  Appendix 1 - CASG Error Codes

«  Appendix 2 - CASG Comparison Table
*  Appendix 3 -Troubleshooting LDAP

»  Appendix 4 - Useful Links

1.1 Release Notes

Version History

Version Number List of Changes
Version 2.12 Various Bug Fixes
Version 2.11 »  Added Domain control validation feature. Admins have to prove domain ownership.
Version 2.10 «  System log search optimization

+ Added filters on Blacklist / Whitelist / Rules pages

Version 2.9 + Added new blacklisting option by Comodo Real-time Blackhole List (RBL).

Version 2.8 « Added 'Domain Rules' feature to define rules for whitelisting, blacklisting and
forwarding mails and filtering mails based on TLD names of email domains

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 5
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« Added ability for users to view quarantined mails received at their Alias email
addresses

Version 2.6 « Added ability to assign the language for outgoing and received messages
« Added Spam trap email for administrators
+ Added Sites filtering option for administrators

» Added 'Non human' and 'Public email' that allow to more accurately filter spam for this
type of email address.

Version 2.4 + Added ability to create Domain Rules rules for adding senders to whitelist/blacklist

« Added ability for admins and users to add senders to whitelist/balcklist from the
Archive interface

« Added 'Quarantine release' and 'Report spam' reports for administrators
«  Geolocation restriction feature added that allows to create access control policies

« Added ability to forward mails from one user to another user in the same domain

Version 2.2 «  Added 'User auto-import report' for administrators. The report contains information
about all auto-imported users under each domain.

« Added notification for user-auto-import events

« Added ability to specify blacklist/whitelist senders by TLD

» Added ability to import sender whitelists/blacklists per user from CSV file.
«  End users can reply to emails from mail archive

«  End users will be notified when emails are quarantined that were addressed to them.
They can open the quarantined email by clicking the link in the notification email.

Version 2. 1 «  Added more audit events
«  Added Users auto import
« Added Relay restrictions

Version 2.0 «  New user interface

«  Added Domain Audit Log feature, which enable administrators to view the events for
selected domains in customer's account

- Customers can purchase storage space for archiving incoming mails
« Added more audit events
« Added ability to whitelist / blacklist senders for each user

Various bug fixes

Version 1.12 « Added Audit Log feature, which enable administrators to view the events for all the
domains in customer's account

Various bug fixes

Version 1.11 « Added ability to assign group permissions for administrators
« Added ability to login to CASG service via CAM credentials

« Administrators can unlock users immediately who were locked out after three
unsuccessful attempts to login

+ Added ability to customize notification emails

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 6



COMODO

Creating Trust Online®

+ Added ability to configure number of users for each domain belonging to an account
Various bug fixes

Version 1.10 « Added ability to import users from Active Directory server of Domain, through LDAP

« Added ability to administrators to receive quarantine request emails through
alternative email address(es)

« Added ability to export configured Recipient Whitelist, Sender Whitelist, Recipient
Blacklist and Sender Blacklist to CSV files

Version 1.9 « Added ability to assign group permissions to multiple users and filtered users
+ Added a user ability to search for logs of all domain
» Added 'Reset to default' button for Incoming Spam Detection settings

+ Added 'Include results from the last minutes' parameter to the Incoming & Outgoing
Log search pages

« Added user login audits, including name of user, IP, logged time and session duration

Version 1.8 « Added option for administrators to configure idle session timeout period

«  Various bug fixes

Version 1.7 «  Added option to purchase multiple licenses for single domain or multiple domains

« Added new feature - Groups & Permissions. Allows administrators to create groups
and configure permission levels for each group. Ability for administrators to add users
to groups with preset policies.

»  Users in Power group can release quarantined emails without administrator's
approval

» Added ability for administrators to blacklist senders from Quarantine interface

«  New option for administrators to import users to whitelist / blacklist from csv format
files

« Added ability for administrators to import aliases from csv format files

« Added new options for report generation - Ability for administrators to receive global
reports for all domains and domain level report for selected domain

»  Login As button removed disabling an administrator to login as another administrator

«  Email size restriction - Administrators to contact Comodo if more than 250 MB email
size is required

«  Various bug fixes

Version 1.6 « Added Released Emails, Blacklisted Emails and Whitelisted Emails features in Email
Management

« Added ability for administrators to release or reject users' request to release
quarantined emails

« Added ability for administrators to accept or reject users' request to add senders to
whitelist or blacklist

«  Email notifications to administrators and users for requests such as to release
quarantined mails, add senders to whitelist or blacklist

« Added ability for administrators to prioritize domain routes using drag and drop
feature

«  New option for administrators to set number of quarantined mails to be displayed per
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page
«  New option to stop empty reports from being sent to recipients
«  Right-click options to open links in new tab or new window
«  Various bug fixes

Version 1.5 «  Added outgoing (SMTP) user management support

» Added email aliases support

« Added the ability for administrators to clear outgoing domain callout cache

« Added the ability for administrators to search for a specific outgoing email message

Version 1.4 « Added periodical Domain and Quarantine summary reports feature

« Added ability for administrators to set language for messages displayed/sent by
CASG according to their location

»  Added automatic locking feature - the CASG account will be locked if the
administrator/user login attempts fail for set number of times due to incorrect entry of
username/password

+  Added ability for administrators to view quarantined email message content through
a new CASG window

Version 1.3 «  User interface improvements

«  Embedded links to on-line help

+  Ability to configure the number of days for which logs are available
«  New options for domain settings

«  Various bug fixes

Version 1.2 » Added licensing options
«  Fixed various bugs

Version 1.1 « Added ability for administrators to view email message content through the CASG
interface

« Added ability to report spam in multiple formats to Comodo for potential global
blacklisting

» Added ability to quickly switch the domain that is currently being managed
+ Added ability to reset 'Blocked Extensions' list to default values

Version 1.0 +  Added Mail Quarantine feature

« Added Whitelist / Blacklist pages

»  Added Domain management feature
» Added Customer management

»  Added Account management

1.2 Purchase License

« Inorder to use CASG, you must first purchase a license for the service.
*  You have the option to purchase multiple licenses for single or multiple domains.
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To purchase a new license

Click the 'Buy Now' link on the website or directly visit
https://accounts.comodo.com/spamgateway/management/signup

cCOMODO Comodo Antispam Gateway

Creating Trust Online®

WLicenseSelection > @ . @

Comodo Sign-Up Page

Please, select currency that will be used for purchase (note that not all products can be available in currencies other than US Dollar)

US Dollar |~

@ Antispam Gateway O DOME Antispam
@ Monthly O Quarterhy O Semiannually OAnnualry O Biannually OTrienniaI O Cuadrennial O Quinguennial O Other

ASG_trial_AUTO (0 domains, GB archive space, 0 users) at 320.00 for 1 month {1 days trial) w
-Without additional domains- [
-Without additional users- ~ |
-Without additional archive space- |

Please select your region: EU |~

Important note for existing customers:

Please choose EU if you already have one or multiple domains that are being filtered by the ASG ELU servers and you are accessing the ASG
Admin console using the following link https:/fantispamagateway.comodo.com/admin/login.zul

Please choose US if you already have one or multiple domains that are being filtered by the ASG S servers and you are accessing the ASG
Admin console using the following link:https:/fus.antispamoateway.comodo.comiadmin/login.zul

«  Select 'Antispam Gateway' product and subscription term

«  Select the subscription package you want from the list. You have the option to purchase a single domain
license or multi-domain license:
«  Single Domain License - One email domain. For example, xyz.com or abc.xyz.com, can be
configured along with a total number of licensed users.

+  Multi-Domain License - More than one email domain. For example, you can configure xyz.com,
abc.xyz.com, abc.org along with a total number of licensed users across all your domains.

«  Select the number of additional domains/users to be covered and archive space requirements
«  Select your region

«  Enter your contact details and billing address details under 'Customer Information'

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 9
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Customer Information (an * indicates required fields)

User Details
Are you an existing Comedo customer? - Yes Mo

Email’

Password’
(8 characters min.)

Password Confirmation’

First Name’
Last Name'

Telephone Number

Contact Information

Company Name

Company Website

Street Address’

Address2

City”

Country” United States v
State or Province -Unknown- r

Postal Code”™

Billing Email (non required)

Billing Information

The same as Contact Information [+

» Ifyou already have a Comodo account, select 'Existing Comodo User' and enter your username
and password

« Ifyou don't have a Comodo account, select '"New Comodo User' and enter your details to create a
new account

»  Complete the payment details section

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 10
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y | PevPal]

EEFER

'~ Purchase Order

When paying by credit card, the billing informafion should be exactly as it appears on your credit card statement. For credit card verification, please

ensure that your first and last name are entered as they appear on your card.

Credit Card Details

Credit Card Number’

Security Code’ What is it?
Name exactly as it appears on your credit card’

Expiration date November v - 2017 ~

Verification code’ oy

I'm not a robot

Charge Details

Amount to charge from Credit Card: Sr

Total Charge: $7.00

»  Select the checkbox under Communication Options if you want to subscribe for newsletters from Comodo. |

Communication Options

Yes! Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe with

us!

Terms and Conditions

END-USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway

IMPORTANT — PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLCADING, INSTALLING,
CR USING CCMCDC ANTISFAM GATEWAY ("SERVICES"™). BY DOWNLOADING, INSTALLING, OR
USING THE SERVICES OR BY CLICEING CN "I ACCEPT" BELCW, YOU ACKNOWLEDGE THAT ¥CU
HALVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS
TERMS5. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO NOT DOWNLOAD OR USE THE
SERVICES CR CLICE ON "I ACCEFT".

Thi=s user license agreement is between you ("you" or "Subscriber™), as either an

FemAderd AranT s mm o samd mmme s e s T T I ] e DT S e T M i A T

1 | accept the Terms and Conditions

CONTINUE

- Read the 'End User License/Subscriber Agreement' and tick the checkbox to agree

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved
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»  Click 'Continue'. After your order has been successfully processed, you will see the following order
confirmation screen:

L -
w Signup Information > @ Confirmation > @)

Order Confirmation

Please confirm your order: (via bluesnap_api)

Product | Product terms | Full price

Comodo Antispam Gateway Monthhy $25.00
[ Total Amount: | §25.00 |

\

Place Order [ Cancel )

e Click 'Place Order'

Contacts

w Signhup Information > 5 W Confirmation > @ Order Summary

Order #719861-12

Logout

Comode Security Solutions, Inc.
1255 Broad Street

Cliften, NJ 07013

United States
support.comodo.com

Thank you for your purchase. Your order is complete and the confirmation will be sent to your email shorihy.

Subscription Details
Product Name License Key
Comodo Antispam Gateway Monthly S haisa %0 400000 0 S B
INVOICE NUMBER 719861-110 SUBSCRIPTION ID 3c717eb6df
Order Details
ORDER. NUMBER 719861-12
ORDER DATE Movember 15, 2017
ORDER TOTAL $25.00
SUBSCRIPTION EXPIRES ON December 15, 2017
Payment Details:

Credit/Debit card ending ir

How to get started: We will send you an email explaining how to downlead and install your Comedo Software. ou wil be asked to enter your License Key during the
installation process.

You can access your Comodo Account via httpsiiaccounts.comodo.comiaccount/login. This login provides you with the ability to modify you password, add
subscriptions for other products, change biling and coentact information, and review the ongoing status of your service.

[Print]

[ Start using Comodo Antispam Gateway]

»  Your account will be created and your licenses are now active. You will also receive a confirmation email

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 12
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with your order details.
*  You can login to your CASG account through the URL contained in the confirmation mail.

»  You can view your license details in the main interface after activation. See 'License Information' for more
information.

1.3 Add more Users, Domains or Time to your Account

« Visit https:/laccounts.comodo.com/spamgateway/management/signup

» Please read on for a step-by-step guide to this process.

COMODO Comodo Antispam Gateway

Creating Trust Online®

WLicenseSelection > @ ) @

Comodo Sign-Up Page

Please, select currency that will be used for purchase (note that not all products can be available in currencies other than US Dallar)

US Dollar v

@ Antispam Gateway O DOME Antispam
@ Monthhy O Quarterhy O Semiannually OAnnuaIly O Biannually O Triennial O Quadrennial O Quinguennial O Other
|:| ASG_trial AUTO (0 domains, GB archive space, 0 users) at $20.00 for 1 menth (1 days trialy

Comedo Antispam Gateway — 3 Domaing (3 domains, GB archive space) at £30.00 for 1 month e

Comodo Antispam Gateway - 5 seats { GB archive space, 5 users) at $5.00 for 1 month ~

Comeodo Antispam Gateway - 5GB Archive (5 GB archive space) at 30.50 for 1 month w

Please select your region: EU |~

Important note for existing customers:

Please choose EU if you already have one or multiple domains that are being filtered by the ASG EU servers and you are accessing the ASG
Admin console using the following link:https:llantispamgateway.comodo.comiadminilogin.zul

Please choose US if you already have one or multiple domains that are being filtered by the ASG LIS servers and you are accessing the ASG
Admin console using the following link:https:/fus.antispamagateway.comodo.com/admin/login.zul

«  Select 'Antispam Gateway' product and subscription term

- To add additional domains, users and/or archive space, choose your requirements from the respective
drop-downs without selecting a base package.

»  Select the region in which you want to use the license (choose the region closest to your company
network). If you choose EU, your service will use our EU servers. If you choose US, your service will use
our US servers.

Enter your contact details and billing address details under 'Customer Information'

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 13
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et =

Customer Information (an * indicates required fields)

User Details
Are you an existing Comedo customer? - Yes Mo

Email’

Password’
(8 characters min.)

Password Confirmation’

First Name’
Last Name'

Telephone Number

Contact Information

Company Name

Company Website

Street Address’

Address2

City”

Country” United States v
State or Province -Unknown- r

Postal Code”™

Billing Email (non required)

Billing Information

The same as Contact Information [+

«  Select 'Existing Comodo User' and enter your username and password

Note: Fields marked with * are mandatory.

«  Select your payment method and complete the required payment fields:
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Payment Options

y | PevPal]

EEFER

'~ Purchase Order

When paying by credit card, the billing informafion should be exactly as it appears on your credit card statement. For credit card verification, please
ensure that your first and last name are entered as they appear on your card.

Credit Card Details

Credit Card Number’

Security Code’ What is it?
Name exactly as it appears on your credit card’

Expiration date November v - 2017 ~

Verification code’ oy

I'm not a robot

Charge Details

Amount to charge from Credit Card: Sr

Total Charge: $7.00

« If you want to be kept informed about Comodo products and updates, select the ‘Communication Options'
checkbox:

Communication Options

Yes! Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe with
us!

Terms and Conditions

END-USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway

IMPORTANT — PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLCADING, INSTALLING,
CR USING CCMCDC ANTISFAM GATEWAY ("SERVICES"™). BY DOWNLOADING, INSTALLING, OR
USING THE SERVICES OR BY CLICEING CN "I ACCEPT" BELCW, YOU ACKNOWLEDGE THAT ¥CU
HALVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS
TERMS5. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO NOT DOWNLOAD OR USE THE
SERVICES CR CLICE ON "I ACCEFT".

Thi=s user license agreement is between you ("you" or "Subscriber™), as either an

FemAderd AranT s mm o samd mmme s e s T T I ] e DT S e T M i A T

1 | accept the Terms and Conditions

CONTINUE
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» Read the 'End User License/Subscriber Agreement' and tick the checkbox to agree

»  Click 'Continue'. After your order has been successfully processed, you will see the following order
confirmation screen:

Contacts SignUp
w Signup Information > @ Confirmation > @9)

Order Confirmation

Please confirm your order: (via bluesnap_api)

Product Product terms Full price
Comode Antizpam Gateway — 3 Domains Monthhy £30.004
Comodo Antizpam Gateway - S5GB Archive |I'.1unthly $0.50(
Total Amount: $30.50|

Place Order [ Cancel |

+  Review your order details and click the 'Place Order' button to confirm your order.

Your order summary will be displayed.
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Logout

w Signup Information > § w Confirmation > zw . Order Summary

Order #719861-13

Comodo Security Solutions, Inc.
1255 Broad Street

Cliftan, NJ 07013

United States
support.comodo.com

Thank you for your purchase. Your order is complete and the confirmation wil be sent to your email shorthy.

Subscription Details
Product Name License Key
Comodo Antispam Gateway — 3 Domains .. A SO 0 AR TR T e R e
INWVOICE NUMBER 719861-1M1 SUBSCRIFTION ID Baeabe2620
Order Details
ORDER NUMBER 719861-13
ORDER DATE Movember 15, 2017
ORDER TOTAL $30.00
SUBSCRIPTION EXPIRES OM December 15, 2017
Subscription Details
Product Name License Key
Comodo Antispam Gateway - 5GB Archive. .. 99695964-38e6-4aa9-b3d7-6aae04757091
INVOICE NUMBER 719861-112 SUBSCRIPTION ID c83Tcceede
Order Details
ORDER NUMBER 719861-14
ORDER DATE Movember 15, 2017
ORDER TOTAL 50.50
SUBSCRIFTION EXPIRES ON December 15, 2017
Payment Details:

Credit/Debit card ending ir

How to get started: We will send you an email explaining how to download and install your Comode Software. You will be asked to enter your License Key during the
inztallation process.

You can access your Comodo Account via hitps:ilaccounts.comodo.comi/account/login. This login provides you with the ability to modify you password, add
subscriptions for other products, change biling and contact information, and review the cngeing status of your service.

[Print)

[ Start using Comodo Antispam Gateway — 3 Domains |

CAM v.18.0.5701

»  Your account will be created and your licenses are now active. You will also receive a confirmation email
with your order details.

*  You can login to CASG account through the URL contained in the confirmation mail.

+ You can view your license details in the main interface after activation. See 'License Information' for more
information.
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Note for existing ASG customers:

You already have one or more domains that are being filtered by the ASG EU servers

»  You access the ASG admin console using the following link:
https://antispamgateway.comodo.com/admin/login.zul .

You already have one or more domains that are being filtered by the ASG US servers

*  You access the ASG admin console using the following link:
https://us.antispamgateway.comodo.com/admin/login.zul.

14 License Information

After purchasing your license, we advise you to keep track of your usage limits and the number of days remaining on
your license(s) to avoid service interruptions. You have the option to upgrade or downgrade your license as per your
requirements. You will begin to receive license renewal reminders via email before the expiration of license(s).

You can view your account status in the 'Customer Management' area in the main interface.
+ Log in to Comodo Antispam Gateway
»  Click 'License Management' from the 'Customer management' drop-down menu on the left
«  The image below shows an example of a customer who has purchased multiple licenses:

coMoDO e S e F———
Antispam Gateway il it 2 requBsts Blacklat raquesls ir.'l-,. Azl

Lastbosrd f Licansa Wenapsment
License Management 0 Hen
Name : ak_customer] ak_customer]

CAM legin | ak_ceslommer ]

CAM smail : ol 1ma

Totals

Mumber of users - 2

Mazx. mamber of users 55
Mumber of domans 4
Maz. rarnber of demaioe T
Disk guecrla (58] 0. 004

Liak space 45.32 KB

Subscriptions

Max, mumbar of usars Max, number of domains  Licansa axpiration dage Desk quaita (58] Enabied

50 2 Age 18,2007 o [
Mar 23,

3 k] o 3 ]

1 1 A 79,2007 1 b

1 1 A 79,2007 ] true

From the 'License Management' panel the administrator can get the the details of subscription(s) for the CASG
account. For multiple licenses, the number of users and domains that are allowed for all the licenses purchased will
be added and displayed at the bottom most subscription column.

Name
«  The name of the account is displayed at the title bar

«  CAM Login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
https://accounts.comodo.com. The administrator can use this login username to log in to CAM for
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purchasing additional licenses and renewal of existing licenses.
«  CAM email: Displays the email address for the account as registered at CAM.
Totals
«  Number of users: The total number of enrolled users belonging to all the domains.

«  Max. number of users: The total number of users that can be added as per all the subscriptions made for
the account, that is, number of users cannot exceed the number given in this field for all domains included.

*  Number of domains: The number of domains enrolled for account.

»  Max. number of domains: The total number of domains that can be added as per all the subscriptions
made for the account.

« Disk quota: Displays the total storage space allotted in CASG server for archiving incoming messages as
per all the subscribed packages, in GB.

« Disk space: Displays the storage space used by the archived mails in the CASG server.
Subscriptions
The following details are displayed for each subscription:

*  Max. number of users: The maximum number of users that can be added to the account as per the
subscription, that is, number of users cannot exceed the number given in this field for all domains included.

*  Max. number of domains: The maximum number of domains that can be added as per the subscription.
» License expiration date: Displays the date till which the license is valid for the subscription.

+ Disk quota: The maximum storage space allotted for mail archive in the CASG server, as per the
subscription.

» Enabled: Displays whether the subscription is active or not.

The 'Reminder' button allows you to choose an email address to receive license expiry reminders, and to specify the
period of time before expiry that you wish to receive them. Please note this button will be available if you have
logged in to CASG using CAM account credentials.

Administrators will start receiving license renewal reminders via email 30 days (default) before your license(s) are
due to expire.

Note: The number of days before expiration of license that you start to receive license renewal reminders and the
number of reminders per day that you receive depends on the settings configured in CASG.

An example of license renewal reminder is shown below:

Dear Customer,

Your Comodo Antispam Gateway account is due to expire in 5 days.

Please renew your subscription using your account page or contact support.

Please note that on 03-06-2012 your account will be suspended for 60 days and after that all your data will eliminated.

If you have multiple licenses and if one of them has expired, then the number of domains and users allowed for that
license will be deducted from the total number of allowed domains and users. No error message will be displayed if
the usage is still limited within the total domains and users allowed for the remaining license(s).

An alert will be displayed at the top of the interface on the day when all the license(s) have expired. An example of
the message is shown below.

Your subscription has expired, your account will be purged in 50 days, including all domains and quarantined emails, which will be irretrievable. Uintil that your

Spam filters are disabled
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Your subscription has expired, your account will be purged in 60 days, including all domains and quarantined emails, which will be irretrievable. Uintil that your
Spam filters are disabled

«  There is a grace period of 60 days after license expiry to allow customers time to renew.
«  During this time, your emails will continue to be delivered to your domain through CASG but without any
spam filtering. You also cannot add new domains or users and cannot enable quarantine.
«  Otherwise, you can login in and view/use the service normally.
«  After the grace period expires, all domains and quarantined mails in your account will be purged and you
will not be able to log into the account.
Administrators can upgrade or downgrade his/her account using Comodo Accounts Manager (CAM) at
https:/laccounts.comodo.com/account/login. You can use the login details provided at the time of purchasing the
service.

Note: Any license upgrade or downgrade for your account will not be effected immediately. However, the changes
will be reflected in the interface after a certain period of time depending on the settings configured in CASG.

After downgrading your existing account or after a license has expired, if the number of domains and / or users is
more than permitted, an upgrade subscription message will be displayed at the top of the CASG interface. Some
examples of alert messages are shown below:

«  \When the domain limit is exceeded:

Your domain limit exceeded by 1. Please lower number of your domains or buy new subscription.

You will not be able to add new domains until some of the current domains are removed. CASG filter will continue to
function and you can add new users.
«  When the user limit is exceeded:

Your user limit exceeded by 2. Please lower number of your users or buy new subscription.

You will not be able to add new users until some of the current users are removed. CASG filter will continue to
function and you can add new domains.

2 Getting Started

After creating your account, the next step is configuring your mail server to work with the CASG service.

There are two service servers, one in the US and other in the EU. You should use the server best suited to your
location and your requirements. The CASG service URLs are:

European Union
*  mxpool1.spamgateway.comodo.com
¢ mxpool2.spamgateway.comodo.com
United States
*  mxpool1.us.spamgateway.comodo.com
The following sections explain how to configure CASG for your environment:
+ Incoming Filtering Configuration
+  Configuring your mail server
«  Configuring MX record
« Outgoing Filtering Configuration
»  Per-user authentication
«  Outgoing Smarthot setup
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2.1 Incoming Filtering Configuration

This section explains how you have to configure your mail server and point your domain MX records to CASG
service.

«  Configuring your mail server

»  Configuring MX record

2.1.1 Configure Your Mail Server

Step 1: Disable Sender Policy Framework (SPF) checks, or add CASG service domains to the SPF whitelist.

« Ifyou don't do one of the above, you may get an error message when you add a domain:

Dashboard § Doméins

Domains © e

WARNING: Routes check is falled for given domain. (%]
Below i detalled response from mall server
SPF checker is unreachable

Step 2: Add your domain to the CASG service.
To add a domain:
«  Login to CASG system, go to domain management and add domain.

| Domains

| Domain |domainname.com Y3 MU

|| Destination route \mail. domainname.com

Timezone : | (GMT) Coordinated L.Ir; v

Domain user limit |Unlimited

Check route | Cancel I|

Step 3: Point mail server MX records to CASG service domain. See the next section 'Configuring MX Record' for
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more details.

2.1.2 Configure MX Record

- The next step is to update the Mail Exchange (MX) records of your domain to point to the CASG service
domain.

»  Please ensure that you replace your old domain MX records with CASG service domains according to
your preferred region.

Background Note: The MX record is responsible for specifying the mail server to relay the incoming and outgoing
email messages of a domain. A domain can have several MX records, each pointing to a mail server, with defined
priority order. When an email is passed to/from your domain, the mail is handled by the first available mail server as
per the priority. You can define new MX records or change the priority of them depending on how you want the
mails to/from your domain has to be processed.

This section explains how to update your MX records so that all mails to/from your domain are passed through the
CASG spam filtering service. Click the following links for detailed explanations based on the DNS software/web
hosting service you use.

+  Windows Server 2003/2008

» BIND (and the "named" daemon)
+ Comodo DNS

+ GoDaddy

+  Enom

*  Network Solutions

* Yahoo! SmallBusiness

+ 1and1

» 4D Web Hosting
» DNS Park

» DreamHost

- DynDNS

+ IXWeb Hosting
* No-IP

«  Cpanel

2.1.2.1 Update MX Records in Windows 2003/2008 Server

1. Open Control Panel by clicking Start > Control Panel and click 'Administrative Tools".

2. Select 'DNS".

3. Open the 'Forward Lookup Zones' folder.

4. To back up the current configuration, right-click the sub-folder for the mail domain you are configuring,
select 'export' from the context sensitive menu and save the configuration in a safe location.

5. Open the zone/domain sub-folder for that mail domain.

6. Delete all the existing MX records in that zone/domain.

7. Create a new record for your primary mail server. Enter the FQDN of your preferred CASG service
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domain. CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

Assign a priority of 1 as this is your primary service.

Click OK to save your record.

8. Create a new record for your secondary mail server. Enter the FQDN of your preferred CASG service
domain. CASG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.

Assign a priority of 2 as this is your secondary service.
Click OK to save your record.

9. Right-click the zone/domain folder and select 'Properties' from the pop-up menu.
10. Select the "Start of Authority (SOA)' tab, click the 'Increment' button and click 'oK'".

2.1.2.2 Update MX Records on a host using BIND (and the 'named' daemon)

1. Make a backup copy of the zone file (or named.conf) that you intend to edit for MX record updates.

2. Open the Zone file for the mail domain you are configuring (or go to the part of named.conf being used for
that zone)

3. Delete all the existing "MX" lines for that domain.

4. Enteranew "IN MX" record with the lowest preference value and enter the FQDN of your preferred CASG
service domain.

CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

Assign a priority of 1 as this is your primary service.
5. Enter anew "IN MX" record with the next lowest preference value and enter the FQDN of your preferred
CASG service domain.
CASG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

Assign a priority of 2 as this is your secondary service.

6. Find the "@ IN SOA" record and increment the serial number (on the second line of the record).
7. Save the file and check it with named-checkconf.

8. Restart the 'named' daemon.
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2.1.2.3 Update MX Records for Comodo DNS

1. Log in to DNS.com administrative console at https://dns.com/login/ by entering your login email address
and password.

2. Select the domain for which you want to update the MX records, from the "Select domain" drop down menu.

e T G U e Contact Help
Ao ]

NEW: Overage Insurance Plans D

le-domain com
Settings Billing

Overview Domains Groups Geo Groups Reports

Home Overview

|| | * Add domain

Type keyword above to filfer

results

sample-domain.com

3. Click the "View / Manage" button beside the row labeled "@ (mail)".

Records

Actions
(root) o View | Manage
* (wildeard) o View | Manage

(0] View | Manage

9 View | Manage

@ (mail)

The existing MX records will be displayed at the left hand side pane.
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Resource records

@ (Mail). sample-domain.com

Set records for any region or group of your choice.

Create record

Region: < Select location

Tt 3600

Priority: 0

Answer:

Save

Global

www_sampledomain.com. TTL:

www_sampledomain.com. TTL:
Create new: Select type

Add

4. Delete the existing records by clicking the thrash can icons.
5. Set the primary mail server. Under 'Create Record'";
e Enter TTL as 3600 (secs)
»  Enter "1"in the 'Priority' field to set higher priority for the primary server
+  Enter the FQDN of your preferred CASG service domain in the 'Answer' field
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com
Click 'Save'

6. Again click the "View / Manage" button beside the row labeled "@ (mail)" and set the secondary mail server.
Under Create Record":

e Enter TTL as 3600 (secs)
e Enter"2"in the 'Priority’ field to set lower priority for the secondary server
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«  Enter the FQDN of your preferred CASG service domain in the 'Answer field
CASG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.
e Click 'Save'
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

Setup should now be complete and mail filtering effected on all configured domains. If you experience problems,
please open a ticket at support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number
ready. We have experienced technicians on hand to help troubleshoot any configuration issues.

2.1.2.4 Update MX Records for GoDaddy

1. Log in to GoDaddy administrative console at http://www.godaddy.com, by entering your customer number
or login name, entering your password, and clicking the 'Secure Login' button.

2. Click 'My Domains' from the 'Domains' drop-down menu.

Domains ¥ Hosting & Servers ¥ | Site Builders v | S5L Certificates v | Business ¥

Bl onvBuy Existing Domains
Premium Listings
Appraise Domains

Regizter or Transfer Domains Backorder Domains

Regisier Domains
Bulk Regigter - SAVE!

Trams far Mamame in Sa Madde

3. Select the domain for which you want to update the MX records, from the 'Domain Name' column.

4. Click "Total DNS Control and MX

Domain Enhancements
Private Registration

Fricinaes Dassirabion

Records' from the Details page.

-
{/Poggniae; - Lecking.. Cashin
Status:

Privacy:

Business Registrafion:
Domain Ownership Protection:
Locked:

Registered:

Expires On:

Auto Renew:

CashParking:

- %

sl

2 @

- » &

Active (Refresh Page)
Off (aady

Off (Add)

Off (addh

Locked [Change
21472008

2142008 [Renew How)
Off (Change)

Disabled (Change
Slfus)

Send by Emai

Hame Servers: (Last Update 3/1272012)
533

MAINCO COM

5. Delete the existing MX records by clicking the X' buttons.

2 M {Mail Exchange) [ Reset ts Defanlt Settings | -.
W  Prionity Host Goes To TIL Actions
[ o ] SRR SECUrBSEryer nel 1 Haur E
[~ @ enadelora securesarver net 1 Hour [x]
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Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the
'Edit' button beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these
records at a later time after your changes have taken effect.

6. Click 'Add New MX Record'.The interface for adding a new MX record will appear.

MX (Mall Exchangers)

To create a new MX record for your domain; enter the priorty value (0 - 9999) and compiste the
Host Name, "Goes To. IP Address, and TTL Value felds, then chick “Continue. ™

Eal

Note: The "Host Name™ should be defined as your domain name (i.e., "domainnamegoeshers. com”™)
or “@" (Entering "@" wil automatically inserl your domain name as the host name for the MX
Record). if the MX Record iz for the domain “www domainnamegoeshere com.” the host name

i i i -

Priority: [}
Host Name:  [@

Enter Goes To Address: f.fn.yr_dumain_.net..psmt.p.{:.l-:r"m

TIL | 4 Hour |

To set the primary server:
«  Enter "1"in the 'Priority' field.
- Enter"@" in the Host Name field.
« Inthe 'Enter Goes To Address' field, enter the FQDN of your preferred CASG service domain.
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

«  Select 1 week' from the TTL drop-down.
« Click 'OK'".
To set the secondary server:

«  Click 'Add New MX Record' again. The interface for adding a new MX record will appear.

»  Enter "2"in the 'Priority’ field.

« Enter"@" in the Host Name field.

« Inthe 'Enter Goes To Address' field, enter the FQDN of your preferred CASG service domain.
CASG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

»  Select "1 week' from the TTL drop-down.

« Click 'OK".

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.5 Update MX Records for Enom

1. Log in to Enom administrative console at https://www.enom.com/login.aspx by entering your 'Login ID,
'Password' and clicking 'Login'.

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 27


https://www.enom.com/login.aspx

COMODO

Creating Trust Online®

Click the 'Domains' tab and select "My Domain Names'. 'Manage Domains' page will be opened
Choose the domain for which the MX records are to be updated.
Select the + icon under the "Total DNS Control' list in the 'Domain Details' panel. A sub-list will appear.

Click 'Total DNS Control And MX Records'. The 'Manage MX Records and DNS Zone File panel' will
appear.

6. Click 'Launch Total DNS Control Manager'. The 'DNS Manager' interface will appear.

o ke ™

7. Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the
'Edit' button beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these
records at a later time after your changes have taken effect.

8. Click 'Add New MX Record'. The 'MX (Mail Exchangers) Record Wizard' will appear.

To set the primary server:

«  Enter"1"in the 'Priority Value' field.
«  Enter"@" in the Enter a Host Name field.
+ Inthe 'Enter Goes To Address' field, enter the FQDN of your preferred CASG service domain.

CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

«  Select 1 week' from the TTL drop-down.
«  Click 'Add".
To set the secondary server:

»  Enter "2" in the "Priority Value' field.

« Enter"@" in the Enter a Host Name field.

« Inthe 'Enter Goes To Address' field, enter the FQDN of your preferred CASG service domain.
CASG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

«  Select "1 week' from the TTL drop-down.

«  Click 'Add".

9. Click 'Continue'. The 'DNS Manager main page' will reappear when you've finished.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.6 Update MX Records for Network Solutions

1. Log in to Network Solutions administrative console at https://www.networksolutions.com/manage-
it/index.jsp by entering your 'User ID', 'Password', selecting 'Manage All Services' from 'Log-in to' drop-
down and clicking 'Login".

2. Click 'Edit DNS' under 'DNS Settings'. (If this is the first time you are editing the DNS settings, then click
‘Custom DNS Setting'). The 'Edit DNS' interface will appear.

3. Click 'Continue' in the 'DNS Manager-Advanced Tools'. The 'DNS Manager - Advanced Tools' interface will
appear.
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4. Click Add/Edit in the 'Mail Servers' panel. The 'Mail Servers' table will be displayed.

5. Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the
'Mail Servers' table to set the priority with higher numbers like 10, 20 and so on for the existing records. You can
delete these records at a later time after your changes have taken effect.

6. Update the 'Mail Servers' table with the information in the following table.

Priority Mail Server

1 Enter the FQDN of your preferred CASG service domain.
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

2 Enter the FQDN of your preferred CASG service domain.

CASG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.

7. Click 'Save'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.7 Update MX Records for Yahoo! Small Business

1. Log in to Yahoo! Small Business administrative console at https://login.yahoo.com/config/login_verify2
by entering your 'Yahoo ID', 'Password' and clicking 'Sign In'.

Click 'Domain’ from he tool bar.
Click 'Manage Advanced DNS Settings'.
Click 'Change MX Records'".

Delete the existing MX records.

o &~ D

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the
'MX Records to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete
these records at a later time after your changes have taken effect.

6. Enter the MX record for primary email server with the FQDN of your preferred CASG service domain in
the first open text box.

CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

7. Set the priority for the primary email server as "1"

8. Enter the MX record for secondary email server with the FQDN of your preferred CASG service domain in
the second open text box.

CASG secondary service domains are:
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EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.

9. Set the priority for the secondary email server as "2"
10. Click 'Submit'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.8 Update MX Records for 1and1

1. Log in to 1and1 administrative console at http://www.1and1.com/login by entering your 'Customer ID'
(Account Number or Domain name), 'Password' and clicking 'Login'.

Click '‘Administration’ tab

Click 'Domains'. The 'Domain Overview' page will appear.
Choose the domain for which the MX records are to be updated.
Select 'Edit DNS Settings' from the DNS menu.

Click '‘Advanced DNS Settings' and choose 'Other mail server' from the options.

N e a k~ wDd

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the
'MX Records to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete
these records at a later time after your changes have taken effect.

8. Enter the MX 1/Prio and MX 2/Prio fields with the following information.

MX 1/Prio Enter the FQDN of your preferred CASG service domain.
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

MX 2/Prio Enter the FQDN of your preferred CASG service domain.
CASG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.

9. Click 'OK".

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.9 Update MX Records for 4D Web Hosting

1. Log in to your 4D Web Hosting administrative console at https://members.4dwebhosting.com/ by
entering your 'Username’, 'Password" and clicking ‘Login'.

2. Click 'Configure'.
3. Click 'MX Records' from the Configuration options.

4. Replace the top two records with the following:
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Primary Enter the FQDN of your preferred CASG service domain.
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

Secondary | Enter the FQDN of your preferred CASG service domain.

CASG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.

5. Click 'Update MX Records'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.10 Update MX Records for DNS Park

1. Log in to DNS Park administrative console at https://www.dnspark.net/signin.php.
Click 'DNS Hosting' from the left hand side navigation.

Choose the domain for which the MX records are to be updated.

Click 'Mail Records (MX)'.

Under 'MX Resource records',

o ke N

»  Replace the hostname at 1st priority row with the FQDN of your preferred CASG service domain
and click 'Update'

CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

+  Replace the hostname at 2" priority row with the FQDN of your preferred CASG service domain
and click 'Update’

CASG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

6. Delete other existing MX records.

Tip: If you do not want to delete these records at this time, you can do it later, after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.11 Update MX Records for DreamHost

1. Log in to DreamHost administrative control panel at https://panel.dreamhost.com/ by entering your email
address/Web ID and Web panel password.

2. Click 'Mail' from the left hand side navigation and select 'MX' from the options.

3. Click 'Edit' beside the domain name for which the MX records are to be updated.
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4. Delete all existing MX records under 'Custom MX Records'.
5. In the first text box, enter the FQDN of your preferred CASG service domain
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

6. Inthe second text box, enter the FQDN of your preferred CASG service domain

CASG secondary service domains are:

EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it blank.
7. Click 'Update your custom MX records now!'

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.12 Update MX Records for DynDNS

1. Log in to DynDNS administrative console at https://account.dyn.com/entrance/ by entering your
Username and password.

2. Click 'My Services'.

3. Click 'Custom DNS' beside the domain for which the MX records are to be updated, under 'Zone Level
Services'.

4. Select all the entries under 'Mail eXchanger Records' and click 'Delete MX'.
5. Click 'Add New MX'.
6. Set the primary mail server:
« Enter the FQDN of your preferred CASG service domain
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

+  Select '5' for preference to set higher priority for the primary server
+  Click 'Modify MX'
«  Click 'Return to...
7. Set the secondary mail server
«  Enter the FQDN of your preferred CASG service domain
CASG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.
»  Select 10" for preference to set lower priority for the secondary server
+  Click 'Modify MX'
«  Click 'Return to...
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.13 Update MX Records for IX Web Hosting

1. Login to IX Web Hosting administrative control panel at https://manage.ixwebhosting.com/index.php by
entering your login email address and password.
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Click 'Manage' under 'Hosting Account'.

Choose the domain for which the MX records are to be updated.

2
3
4. Disable the existing MX records by clicking the 'On' button.
5. Click 'Edit' next to 'DNS Configuration'.

6

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the
'MX Records to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete
these records at a later time after your changes have taken effect.

7. Click 'Add DNS MX Record".

8. Enter the primary and secondary mail servers one by one as given in the table below. Click 'Submit' after
entering each record.

Name Data Data (Second box)

Leave Blank 1 Enter the FQDN of your preferred CASG service domain.
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

Leave Blank 2 Enter the FQDN of your preferred CASG service domain.
CASG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com

Please note there is no secondary service domain for the US based service. Leave it
blank.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.14 Update MX Records for No-IP

1. Log in to No-IP administrative console at https://www.no-ip.com/login/ by entering your login email
address and password.

Click 'Host/Redirects' from the left hand side navigation.
Click 'Modify' beside the domain name for which the MX records are to be updated.

Navigate to 'Mail Options' section at the bottom of the page

o B~ DD

Replace the MX record entry at the first field with the FQDN of your preferred CASG service domain
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com

6. Replace the MX record entry at the second field with the FQDN of your preferred CASG service domain
CASG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

7. Delete the other MX records.
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Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the

'MX Records to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete
these records at a later time after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.15 Update MX Records in CPanel

This section explains how to update MX records for your domain if you or your web hosting service provider use
CPanel as webhosting control interface.

1. Login to your administrative console. CPanel will be opened.
2. Click 'MX Entry" icon under 'Mail'
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User Level Account Ernail Irmport Ern ail
Filtering Level Trace Addrezsesz/ Authenticatic
Filtering Forwarders
Files a
: ~ = < |

The MX Entry Maintenance panel will be opened.
3. Select the domain for which the MX record has to be changed from the Domains area.

4. Ensure that 'Local Mail Exchanger' option is selected under 'Email Routing'. If not, select the option and
click the 'Change' button.
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Daormain: mydormain.com

Email Routing

O putomatically Detect Configuration (recommended) more »

@ Mail Exn:hangerm)

O Backup Mail Exchanger more =

O Remote Mail Exchanger more =

Currenl sefting is shown in bold.

L Warning: Setting the wrong option here can break receiving mail on your server. If you are at all unsure about
which option to select contact yvour system adrninistrator,

Add MNew Record

5. Delete the entries under 'MX Records' by clicking the 'Delete’ links

Priority: |

Destination:

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

0 rydornain.corm Edi

Horme ™ Trademarks ™ Help ® Documentation ™ Contact ® Logout

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click 'Edit'
and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after

your changes have taken effect.

6. Set the primary mail server under 'Add New Record'
«  Enter'0"in Priority field
«  Enter the FQDN of your preferred CASG service domain in the Destination field
CASG primary service domains are:

EU: mxpool1.spamgateway.comodo.com
US: mxpool1.us.spamgateway.comodo.com
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»  Click 'Add New record'. The new MX Record pointing to CASG service will be added
which Dptil:l-n to select contact -\,rDLlr system administratar,

Add New Record

Priority: |E| |°

Destination: |mxsr\.f‘l.spamgateway.cu|| (v

Add Mew Record |

PRIORITY DESTINATION ACTIONS

MX Records

7. Set the secondary mail server under '‘Add New Record'
«  Enter'1"in Priority field
»  Enter the FQDN of your preferred CASG service domain in the Destination field
CASG secondary service domains are:
EU: mxpool2.spamgateway.comodo.com
Please note there is no secondary service domain for the US based service. Leave it blank.

«  Click 'Add New record'. The new MX Record pointing to CASG service will be added

Lestnation.

Add Mew Record

MX Records
PRIORITY DESTINATION ACTIONS
] mxsrvl spamgateway.comodo.com Edit Delete
1 mxsryvZ.spamgateway.comodo.com Edit Delete
10 rydamain.com Edit Delete

Horme ™ Trademarks ™ Help ® Documentation ™ Contact ® Logout

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.2 Outgoing Filtering Configuration

CASG allows you to configure outgoing filter that is independent of incoming email filtering. You can set up outgoing
email filter for each user or if that is too cumbersome, you can set up the filtering server as a smarthost. Click the

following links for more details.
»  Per-user authentication
«  Outgoing Smarthost setup
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Note: You can use only one of the methods, Per-user authentication or Outgoing Smarthost setup, for outgoing
email filtering.

2.2.1 Per-User Authentication

To set up outgoing filtering for a user, make sure that the user is a valid outgoing user. This can be done in the
Outgoing section of the Manage Domain interface. You can also configure outgoing user to represent an IP
address and anybody from this configured IP can send mail. To add an outgoing user, click 'Users' and 'Add' in the
'Outgoing users' interface. You can also import users from CSV file or from Incoming users. See the section Users to
know how to configure an outgoing user.

2.2.2 Outgoing Smarthost setup

If you use a dynamic IP or you are unable to get the proper PTR records set up then you might need to consider
using a smarthost. In this case all outgoing messages would be sent to CASG mailserver and the actual recipient
would be contacted by CASG mailserver itself. Please note that for smarthost option, email user authorization should
be handled on your side, either by IP address or by using SMTP AUTH.

A smarthost allows an SMTP server to route email to an intermediate mail server. This can ease mail server
management.

This enables you to route messages over a connection that may be more direct or less costly than other routes. The
smart host is similar to the route domain option for remote domains. The difference is that, after a smart host is
designated, all outgoing messages are routed to that server. With a route domain, only messages for the remote
domain are routed to a specific server. If you set up a smart host, you can still designate a different route for a
remote domain. The route domain setting overrides the smart host setting.

You can route all incoming / outgoing messages for remote domains through a smarthost instead of sending them
directly to the domain to reduce e-mail spam from the recipient's mail server via the default SMTP port.

There are two service servers, one in the US and other in the EU. You should provide the hostname of the ASG
server that you are using as your preferred CASG service domain. The CASG service URLs are:
European Union

¢ mxpool1.spamgateway.comodo.com

«  mxpool2.spamgateway.comodo.com
United States

*  mxpool1.us.spamgateway.comodo.com
The following sections explain how to configure outgoing smarthost:

« Configure QMail to use a Smarthost

»  Configure PostFix to use a Smarthost

+ Configure Sendmail to use a Smarthost

»  Configure Exchange 2000/2003 to use a Smarthost

«  Configure Exchange 2007/2010 to use a Smarthost

»  Configure Exchange 2013/2016 to use a Smarthost

»  Configure Exim / cPanel to use a Smarthost

«  Configure Exim / cPanel to use a Smarthost
»  Configure Exim / Directadmin to use a Smarthost
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2.2.2.1 Configure QMail to use a Smarthost

Routing all mails to a smarthost

The file where SMARTHOST relaying to smarthost settings are kept is named smtproutes and is usually found in
Ivar/gmail/control/. We use the hostname 'mxpool1.spamgateway.comodo.com' (EU based server) and
mxpool1.us.spamgateway.comodo.com (US based server) on port 587 as outgoing server:

European Union

echo: mxpool1.spamgateway.comodo.com:587" > /var/qgmail/control/smtproutes

United States
echo: mxpool1.us.spamgateway.comodo.com:587" > /var/qmail/control/smtproutes

This command will set gmail that all your mails will be routed to mxpool1.spamgateway.comodo.com:587 or
mxpool1.us.spamgateway.comodo.com:587 according to your preferred routing (will remove other existing lines).

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most
deployments. A configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure
you need to use this setup, please explore the other available options for routing mail.

European Union

echo "example.com: mxpool1.spamgateway.comodo.com:587" >> /var/qmail/control/smiproutes
United States

echo "example.com: mxpool1.us.spamgateway.comodo.com:587" >> /var/qmail/control/smtproutes

This will route outgoing email to "example.com" via the smarthost. (rest of the lines will be kept).

2.2.2.2 Configure PostFix to use a Smarthost

You should provide the hostname of the ASG server that you are using as your preferred CASG service domain.
Routing all mails to a smarthost :

These instructions assume the postfix config files live in /etc/postfix/main.cf

In/etc/postfix/main.cf add the line:

European Union
relayhost = mxpool1.spamgateway.comodo.com:587

United States
relayhost = mxpool1.us.spamgateway.comodo.com:587

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most
deployments. A configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure
you need to use this setup, please explore the other available options for routing mail.
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Add a line to letc/postfix/transport:

European Union
example.com smtp: mxpool1.spamgateway.comodo.com:587

United States
example.com smtp: mxpool1.us.spamgateway.comodo.com:587

generate a postmap file :

postmap hash./etc/postfix/transport

To use the transport file, add or edit a line in /etc/postfix/main.cf:
transport_maps = hash:/etc/postfix/transport

Restart Postfix and all mail. The mail for selected domains should go trough the Smarthost.

2.2.2.3 Configure Sendmail to use a Smarthost

You should provide the hostname of the ASG server that you are using as your preferred CASG service domain.
Routing all mails to a smarthost :

Edit/etc/sendmail.cf and add the following line:

European Union
DSmxpool1.spamgateway.comodo.com

United States
Dsmxpool1.us.spamgateway.comodo.com

Restart Sendmail.

2.2.2.4 Configure Exchange 2000/2003 to use a Smarthost

You should provide the hostname of the ASG server that you are using as your preferred CASG service domain.
Routing all mails to a smarthost :

» Inthe Exchange System Manager, expand the Administrative Groups container.

«  Expand the desired administrative group, and expand the Routing Groups container.

»  Expand the routing group you need to work with, right-click the Connectors folder, and select New.

«  Select SMTP Connector.

«  Onthe General tab, enter a name to identify the connector.

+  Select Forward All Mail Through This Connector To The Following Smart Hosts, and enter
mxpool1.spamgateway.comodo.com (for EU based ASG server) or
mxpool1.us.spamgateway.comodo.com (for US based ASG server)

«  Default SMTP Server -> Properties -> Delivery Tab -> Outbound Connections -> TCP Port set to 587.
Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most
deployments. A configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure
you need to use this setup, please explore the other available options for routing mail.
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Do all steps mentioned above and continue on with the following:

«  Under Local Bridgeheads, click Add, and select the SMTP server that will become the SMTP bridgehead for
its routing group.

»  Onthe Address Space tab, click Add, select SMTP, and click OK.

 In the E-Mail Domain box, add the name of the remote location's e-mail domain (e.g., example.com), and
click OK.

+  Click OK three times to exit the SMTP connector configuration.
» Restart the Microsoft Exchange Routing Engine service and the SMTP service.

2.2.2.5 Configure Exchange 2007/2010 to use a Smarthost
You should provide the hostname of the ASG server that you are using as your preferred CASG service domain.
Routing all mails to a smarthost :
A Send Connector must already have been created and configured correctly on the Hub Transport server.
»  Open Exchange Management Console.
+  Click on the '+' next to Organization Configuration.
«  Select Hub Transport and select the 'Send Connectors' tab.
+ Right-click on the existing Send Connector, select 'Properties' and go to the Network tab.
+  Select "Route mail through the following smart hosts:" and click 'Add'".

«  Enter mxpool1.spamgateway.comodo.com (for EU based ASG server) or
mxpool1.us.spamgateway.comodo.com (for US based ASG server) - you need to use port 587 for both.

If you have more then one Smarthost, repeat the previous two steps.

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart
any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell
Console:

Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.
Routing all mails to a smart host with Username-Password or IP based Authentication:
A Send Connector must already have been created and configured correctly on the Hub Transport server.
«  Open Exchange Management Console.
+  Click on the + next to Organization Configuration.
»  Select Hub Transport and select the 'Send Connectors' tab.
+ Right-click on the existing Send Connector, select 'Properties' and go to the 'Network' tab.
»  Select "Route mail through the following smart hosts:" and click 'Add'.

« Inthe FQDN section enter mxpool1.spamgateway.comodo.com, mxpool2.spamgateway.comodo.com
(for EU based ASG server) or mxpool1.us.spamgateway.comodo.com (for US based ASG server)

»  Click 'Change' under the smart-host authentication.
»  For Basic Authentication
«  Select 'Basic Authentication' and tick the 'Basic Authentication over TLS' box.

» Add your username and password that was previously created in CASG Outgoing Users
configuration page.

+  Click 'OK'
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»  For IP based Authentication
«  Select 'None'
« Click 'OK'
«  Then add outbound IP of your Exchange Server in CASG Outgoing Users configuration page

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart
any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell
Console:

Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587
Restart the transport service.

2.2.2.6 Configure Exchange 2013/2016 to use a Smarthost

You should provide the hostname of the DAS server that you are using as your preferred CASG service domain.
Routing all mails to a smarthost :
A'send connector' must already have been created and configured correctly on the hub transport server.

»  Open 'Exchange Admin Center' (EAC).

«  Select 'Mail flow' on the left then click 'Send Connectors'.

»  Select the existing send connector to view its properties.

»  Click 'Delivery'

«  Select "Route mail through the following smart hosts:" under 'Specify how to send mail with this connector’
and click the '+' button to add the smart host name.

»  Enter mxpool1.spamgateway.comodo.com (for EU based CASG server) or
mxpool1.us.spamgateway.comodo.com (for US based CASG server) in the 'add smart host' dialog.

If you have more then one smarthost, repeat the previous three steps.

» Ifyou need to route all mails to the smart host with Username-Password or IP based Authentication,
continue with the following settings:
»  For Basic Authentication
»  Select 'Basic Authentication' under Smart host authentication
«  Tick the ‘Offer basic authentication only after starting TLS’ box

« Add your username and password that was previously created in CASG Outgoing Users
configuration page

«  Click 'Save'
»  For IP based Authentication

«  Select 'None'

o (Click 'Save'

«  Then add outbound IP of your Exchange Server in CASG Outgoing Users configuration page
«  Under 'Address Space', click the '+' button in the 'Add Domain' window

»  Select 'SMTP' for Type'

« Enter™inthe Fully Qualified Domain Name (FQDN) field

»  Click 'Save'
«  Under 'Source Server', click '+'in the 'Select a server' window.

»  Select a mailbox server that will be used to send email to the internet via the 'Client Access' server
Click 'Finish’
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The changes you've made will take effect straight away without requiring a reboot or restarting any services.

2.2.2.7 Configure Exim to use a Smarthost
You should provide the hostname of the ASG server that you are using as your preferred CASG service domain.

Routing all mails to a smarthost :

To configure the mailserver Exim, edit your Exim configuration file (e.g. letc/lexim/exim.conf).

Add in the routers section (after begin routers):

spamgateway smarthost router:

driver = manualroute

transport = spamgateway smarthost transport

route list = Sdomain mxpooll.spamgateway.comodo.com::587 (for EU based ASG
server) or S$domain mxpooll.us. spamgateway.comodo.com: :587 (for US based ASG
server)

no_more

Make sure the local mail route is before smarthost, if you don't want local mail to be forwarded. Add in the transports
section (after begin transports):

spamgateway smarthost transport:
driver = smtp
hosts require tls = *

Routing all mails for a specific domain to a smarthost:

Note: The information below relates to a very specific customer requirement and is not recommended for most
deployments. A configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure
you need to use this setup, please explore the other available options for routing mail.

Put the domain in place of the $domain value in the route_list (above). For multiple domains you can use:

route list = domain.example.com mxpooll.spamgateway.comodo.com::587 ;
domain.example.org mxpooll.spamgateway.comodo.com: :587 (for EU based ASG
server)

or

route list = domain.example.com mxpooll.us.spamgateway.comodo.com::587 ;
domain.example.org mxpooll.us.spamgateway.comodo.com: :587 (for US based ASG
server)

Restart Exim for the changes to take effect.

2.2.2.7.1 Configure Exim / cPanel to use a Smarthost
Routing all mails to a smarthost :

Go to the "Exim Configuration Editor" in WHM. Choose "Advanced Editor". Add in the routers section (after begin
routers, and after the democheck: router block):

smarthost dkim:
driver = manualroute

domains = !+local domains

require files = "+/var/cpanel/domain keys/private/${sender address domain}"
transport = remote smtp smart dkim

route list = Sdomain mxpooll.spamgateway.comodo.com::587 (for EU based ASG

server) or S$domain mxpooll.us. spamgateway.comodo.com: :587 (for US based ASG
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smarthost regular:

driver = manualroute

domains = !+local domains

transport = remote smtp smart regular

route list = Sdomain mxpooll.spamgateway.comodo.com::587 (for EU based ASG
server) or S$domain mxpooll.us. spamgateway.comodo.com: :587 (for US based ASG
server)

Then add in the transports section (after begin transports):

remote smtp smart dkim:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{S$sender address domain}

lsearch*{/etc/mailips} {Svalue}{}}}{}}

helo data = ${if exists {/etc/mailhelo}{${lookup{Ssender address domain}
lsearch*{/etc/mailhelo}{$value}{Sprimary hostname}}}{Sprimary hostname}}
dkim domain = $sender address_domain
dkim selector = default
dkim private key = "/var/cpanel/domain keys/private/${dkim domain}"
dkim canon = relaxed

remote smtp smart regular:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{Ssender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{S$Ssender address domain}
lsearch*{/etc/mailhelo}{$Svalue}{Sprimary hostname}}}{Sprimary hostname}}

Save the configuration. All the outgoing mail will be relayed trough the filterserver and accept original and DKIM
signed emails.

Routing all mails to a smarthost with SMTP Authentication:

+ Go to the "Exim Configuration Editor" in WHM.
+ Choose "Advanced Editor". do not include "begin authenticators".
+ Otherwise, simply append our 4 lines and leave out our "begin authenticators".

begin authenticators
spamgateway login:
driver = plaintext

public name = LOGIN
client send = : username@example.com : yourUserPassword

Add a Router in the Router Configuration Box.

send via spamgateway:

driver = manualroute

domains = ! +local domains

transport = spamgateway smtp

route list = "* mxpooll.spamgateway.comodo.com::587 byname" (for EU based
ASG server)or "* mxpooll.us.spamgateway.comodo.com: :587 byname" (for US based
server)
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et =

host find failed = defer
no more

Add a Transport to the Transport Configuration Box.

(for EU based ASG server)
spamgateway smtp:
driver = smtp
hosts = mxpooll.spamgateway.comodo.com
hosts require auth = mxpooll.spamgateway.comodo.com
hosts require tls = mxpooll.spamgateway.comodo.com

(for US based server)
spamgateway smtp:
driver = smtp
hosts = mxpooll.us.spamgateway.comodo.com
hosts require auth = mxpooll.us.spamgateway.comodo.com
hosts require tls = mxpooll.us.spamgateway.comodo.com

Restart Exim.

Extra: Routing all mails for a specific domain to a smarthost with individual outgoing accounts:

To be able to set custom settings/limits for outgoing users, use the information above (Routing with SMTP
Authentication) with a small change. Use this:

client send = : S${extract{user}{$

{lookup{$sender address domain}lsearch{/etc/exim spamgateway}}}}
S{extract{pass}{$

{lookup{$sender address domain}lsearch{/etc/exim spamgateway}}}}

instead of the client_send in the previous example.

To create a file called /etc/exim_spamgateway with the following structure, use this :
domainl.com: user=user@domainl.com pass=abc
domain2.com: user=user@domain2.com pass=xyz

Extra: Limiting Outgoing for certain domains

This option can be combined with the individual accounts configuration to restrict outgoing only to specific domains.
You can add the following entry (underneath domains) in the router :

senders = "~.*@domainl.com : ".*@domain?2.com

2.2.2.7.2 Configure Exim / Directadmin to use a Smarthost

«  Edit your Exim configuration file (e.g. /etc/exim.conf).
« Add in the routers section (after begin routers):

spamgateway smarthost router:
driver = manualroute
domains = ! +local domains
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ignore target hosts = 127.0.0.0/8
condition = "${perl{check limits}}"

transport = spamgateway smarthost transport

route list = Sdomain mxpooll.spamgateway.comodo.com::587 (for EU based ASG
server) or $domain mxpooll.us.spamgateway.comodo.com: :587 (for US based ASG
server)

no_more

« This replaces the existing "lookuphost:" router which should be commented.

«Add in the transports section (after begin transports):

spamgateway smarthost transport:

driver = smtp
hosts require tls = *
Restart Exim.

3  The Admin Console

The admin console is the nerve center of Comodo Antispam Gateway (CASG), allowing you to add domains, add
administrators and users, manage accounts and more.

1 comMODO
4 h Quarantine: 0 Re requests: 0 Whitelist requests: 0 Blacklist requests: 0 My Accol
a Antispam Gateway et 5 : z e & ; My Account

Domain quota usage User quota usage Archive quota usage
ok ot

2.1 MB li'
1 ||I;

Dashboard

@ Domains

[E Audit log

" Account management

ustomer management

4
2 2045.89 MB
. Number of domains : Number of users Disk space
. Remaining quota . Remaining quota . Remaining disk quota

User license expiration

Domain license expiration

Number of domains
Number of users

Subscriptions Subscriptions
O Current domains number O Current users number

= 0w 1 Qut of quota = 0w 1 Qut of quota

Once logged-in, the administrator can navigate to different areas of the console by clicking the tabs at the left hand
side.
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Main Functional Areas

« Dashboard - View graphical summaries of domain quota usage, user quota usage, archive quota usage,
details of domain and user license expiration. See The Dashboard Area for more details.

- Domains - Configure your CASG protected domains. The area allows you to add, remove, edit and
manage domains. Admins can set filters, view quarantined mails, set email restrictions, view logs, accept
blacklist requests and more. See Domain Management for more details.

« Audit Log - View records of actions initiated by users and administrators for all domains belonging to an
account. See Audit Log for more details.

« Account Management -

» Add edit or delete administrators
«  Change admin password
»  Manage subscriptions to domain and quarantine summary reports.
«  Create user and administrator groups / Configure user and group permissions
»  View user history for your domains within a particular date range.
«  See Account Management for more details.
»  Customer Management -

»  Activate or deactivate customers

« View and manage customer details such as name, maximum number of users, maximum number
of domains, incoming archive space and license expiration date

« Manage subscriptions to domain and quarantine summary reports for a customer
«  Configure email template settings for messages sent from CASG
»  See Customer Management for more details.

Click the support.comodo.com link at the bottom of interface to visit the Comodo support portal - an online
knowledge base and support ticketing system. This is the fastest way to get assistance with any CASG issues you
my encounter.

Various areas of the application display a help button at top-right. Click this button to open the dedicated help
guide page for the area.

3.1 Login to the Admin Console

You can login into your CASG account using any internet browser. The login URL depends on the CASG service
domain that you subscribed for:

» EU CASG Service domain - https://antispamgateway.comodo.com/admin/
»  US CASG Service domain - https://us.antispamgateway.comodo.com/admin/login.zul

Note - In Q1 2019, Comodo will migrate the existing CASG service to a new, improved platform. We will implement
the migration in stages and will inform you when we are moving your account. The transition should be seamless
from a customer point of view, but If you are not able to login at the domain above, then try the following URL:

« EU CASG Service domain - https://antispamgateway2.comodo.com/admin
«  US CASG Service domain - Currently being readied and will be updated soon.
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"E‘{ COMODO
«.~ Antispam Gateway

-

A Administrative Interface

Username

|

Password

«  Login to the interface with your CASG username and password.

In order to ensure safety, CASG will lock the account if the login attempts fail for more than three attempts due to
incorrect Username or Password. To unlock the account the administrator can contact their Comodo Account
Manager.

The threshold number of unsuccessful login attempts before locking the account can also be customized by
contacting the Comodo Account Manager.

Note: You can login to the interface using either the credentials created via CAM account or the administrative
credentials created via the CASG interface. If you login using the CAM account credentials, an additional feature
'Login to my Comodo account' will be available in the Account management area through which you can manage
your account such as subscribe for more licenses.

3.2 The Dashboard Area

The dashboard contains important statistics and charts about your Antispam Gateway deployment. You can export
any chart as a pdf by clicking the download icon in the top right corner of each panel.
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Domain Quota Usage

The number of domains used and the number remaining
on your current license.

Each domain that you set up for spam filtering will take
one domain from the pool remaining on your license.

+ Place your mouse cursor over any chart sector
to view more details. Remaining quota
+  Click an item in the legend to add or remove it 37 (30.24%)
from the chart.

. Mumber of domains . Remaining gquota
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User Quota Usage

Number of users protected by spam filtering and the
number remaining on your current license.

Each user that you protect with spam filtering will take
one user from the pool remaining on your license.

+  Place your mouse cursor over any chart sector

remaliCES to view more details.
35 (88.37%) +  Click an item in the legend to add or remove it
—

» from the chart.

:' Mumber of uzers . Remaining quota

Archive Quota Usage

The quantity of mail archive space already used and the
amount remaining on your current license.

Archive guota

286.0KB

+  Place your mouse cursor over any chart sector
to view more details.

+  Click an item in the legend to add or remove it
from the chart.

Remaining disk quata

30.44 ME (92.09%)

30.44 MB

Disk space ’ Remaining disk quata

Domain License Expiration

50

Quantity of domains and domain license expiry dates.

[

Y axis - Domain count

40
X axis - Timeline

Green bars - Total number of domains allowed by all
unexpired licenses.

Yellow line - Actual number of domains active on your
account.

30

20

Number of domains

Out-of-quota - Shown if the actual number of domains
is greater than the total allowed by your licenses.

Red line - Date when a license is due to expire.

Subscriptions O Current domains number = Om 1 Ot of quota

Place your mouse cursor over any bar to see when the
license is set to expire.
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User License Expiration

Quantity of users and license expiry dates.
Y axis - User count
X axis - Timeline

Green bars - Total number of users allowed by all
unexpired licenses.

Yellow line - Actual number of users active on your
account.

Number of users

Out-of-quota - Shown if the actual number of users is
greater than the total allowed by your licenses.

Red line - Date when a license is due to expire.

Subscriptions 0 Current users numker = 0= 0 Qut of guota

Place your mouse cursor over any bar to see when the
license is set to expire.

3.2.1 Domain Management

«  The 'Domains' area allows admins to configure your domains for spam protection. You can add, delete edit,
validate and manage domains.

« You can configure policy settings such as email size restrictions and permitted file-extensions for
attachments.

»  You can also view logs of all configuration changes.

Tip: CASG can generate reports which summarize all mail activity on a domain. See CASG Reports - An
Overview for more details.

comMOD0
Antispam Gateway

Dashboed f Domains.

L) Das Domains @ e
Domams. i [ 1
- | Bt 2 domain ahdate domain | §y] Manage domain | e
@ | Ao Distate Edtd Validate o R d i % Refiesh
[E Audt log
|a Fitters |
ns| ArCount management
p [7] Demains Alases Humbar of users Max. numbar of users  Actreated
aar Cuslomer mangemen
[ ] 1] Unbmited false
] c=pgal.comodo od ua 2 Unlbmeted true
[ 1] Unlmited false
I gaf.stage. casg.info a Unlmeted true
(LI I (AN O ] [1-4r4] Perpage |15 |w

The following section provides more information on Domains.

3.2.1.1 Domains

As the name suggests, the 'Domains' area lets administrators to perform domain management tasks such as adding,
deleting, editing and validating a domain. Various settings such as email size restrictions and extensions of attached
files in emails can be configured for any listed domain.

»  Click 'Domains' on the left to open the 'Domains’ area.
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Use the following links for more help:
+ Add adomain
» Delete a domain
+ Edit a domain
+ Validating a domain
* Manage a domain
Sort the Entries
»  Click the 'Domain' column header to sorting of the entries based on the ascending/descending order of the
entries.

Use the 'Filter' options to search particular domain(s)

«  Click anywhere on the 'Filters' stripe to open the filters area:

Dashboard / Domains
Domains © Hew

o Add I Delete 2 Editdomain | 357 Validate domain = {1] Manage domain | 4 % Refresh

o Domain w | contains w Apply filter

[l Domains Aliases Humber of users Max. number of users Activated

Unlimited false

To add more filters, click 'l'
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Dashboard / Domaina
Domains € Help
o add | [ Detete  #? Editdomain 7 Validate domain | §4 Manage domain +_* Refresh |
i@ Filters j
= [Domain v | contains v Apply filter

- Artivated w | equals v [

| Alias v | naot contains v

== |Domain v | stars with v

Domains Aliases Humber of users Max. number of users Activated

To remove a filter, click == .
Available filters are:

«  Domain: Will execute a search of domain names according to the text in the 3rd field and the condition
selected in column 2.

«  Activated: Will execute a search of activated/not activated domains. Use the conditions in column 2 and
the checkbox to determine whether you want to search for activated or not activated domains.

«  Aliases: Will execute a search of domain name aliases according to the text in the 3rd field and the
condition selected in column 2.

When you select any one of the above options in the first drop-down, the following filters are available in the second
drop-down:

« Equals: Displays the domain or alias name that was entered in full in the text box.

« Contains: Displays all domain or alias name(s) that contains the words entered in the text box.

« Not Contains: Displays all domain or alias name(s) that does not contain the words entered in the text
box.

«  Starts With: Displays all domain or alias name(s) that starts with the words entered in the text box.

« Not Equals: Displays all domain or alias name(s), except the one entered in the text box.

- Ends With: Displays all the domain or alias name(s) that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.

Click anywhere on the Filters tab to close the filters area.

i ¥ Refresh ‘

Click the button to display all the domains.

Note: To display all the domains after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh' button.

3.2.1.1.1 Add Domains

Admins with appropriate privileges can add domains, configure the number of users per domain, and define a
domain's destination route. The number of domains that you can add depends on your subscription plan.

Add a domain

«  Click the 'Domains' menu item on the left
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«  Click the 'Add' button

Dasghboard / Domains

Domains Help
Delete ﬁ' Edit domain i Validate domain f!T Manage domain 4 ¥ Refresh

& Fitters

[T Domains Aliases Humber of users Max. number of users  Activated

[ 0 Unlimited false

[ czggat.comodo.odua 2 Unlimited true

0 Unlimited false

1 " [1-3713] Perpage |15 w

The 'Add domain' dialog will open.

Add domain

Domain |testdomain.com

Destination route |mail testdomain.com

Timezone : [(GMT) Coordinated Universal Time

Domain user limit | Unlimited

Check route m| Cancel |

»  Domain - Enter a valid domain name

« Destination route - Enter the final mail server address. This is the address to which CASG will forward mail
after antispam filtering.

»  Timezone - Set the zone for this domain. CASG will use this time-zone for events which concern that
domain. Specifically, the quarantine list, archive list, log search, reports and report subscriptions.

«  Domain user limit — Set the max. number of users that can be added to this domain. 'Unlimited' lets you
add, but not exceed, the number of users permitted by your current license. Max. users for a domain can
also be configured in the '‘Domain Settings' area.

»  Check Route — Wil retrieve routing information from the domain's DNS. If the result contains CASG
service domain details (mxpool1.spamgateway.comodo.com - EU, or
mxpool1.us.spamgateway.comodo.com — US), then it means your DNS MX record was already updated to
work with CASG. You must enter your real MX record as the destination route. For example
mail.exampledomain.com.
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Routes check ermmors.

Relay : mail testdomain.com:25
Error code : 500
Error message : SMTP host unreachable

Are you sure you want to proceed with domain save ?

i i

«  Click 'Proceed' to save a domain.

Note: The number of users that you can add for all the domains belonging to your account depends on your
subscription plan. For example, if the subscription plan for your account allows you to add 1000 users and you
have three domains, then you can add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3.
You can set any value between 0 and 999999 in the 'Max. number of users' field, but CASG checks if the total
number of users for all domains is within your license limit.

»  Click 'Save' to add the configured domains.

Note: When you create a new domain, email addresses ‘abuse@addeddomain' and 'postmaster@addeddomain’
will be added by default in Recipient Whitelist. Click here for more details.

The following success message will be displayed, along with a reminder to validate the domain within 24 hours:

Reguest for domain TESTDOMAIN . COM successfully created. You have to validate your domain within 24 hours_ Please follow instructions sentto %]
postmasten@testdomain.com

If you have already configured the domain's MX record for CASG before adding the domain to the CASG interface,
then only the success message will be displayed. See 'Configuring MX Record' for details about configuring MX
records and 'Validating Domains' for details about domain validation.
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3.2.1.1.2 Delete Domains
«  C(Click the 'Domains' menu item on the left
«  Select the domain(s) that you want to delete

Dazhboard / Domains

Domains © Henp
+ Add ﬁ Delete f Edit domain | = Validate domain i!'[ Kanage domain !E Refresh
I €) Fitters
[] Domains Aliases Number of users Max. number of users Activated
0 Unlimited false
T csggal.comodo.od.ua 2 Unlimited true
Il o Unlimited false
o} test [ Unlimited false
1 1 [1-414] Perpage |15 L

«  C(lick the "Delete' button

Tip: You can select multiple domains to delete by pressing and holding the Shift or Ctrl keys.

A notice will be displayed warning you that the users belonging to the selected domains to be deleted will also be
removed.

Delete domains

@ MOTICE : Allusers belonging to selected dormain
will be removed too.
Arewou sure vou want to remove selected

daomains?

+  Click 'OK" to confirm.
The selected domain(s) will be deleted.

3.2.1.1.3 Edit Domains

You can change the destination route of domain and check its route. Please note that the name of the domain
cannot be edited.

Edit a domain

+  Click the 'Domains' menu item on the left
+  Select the domain that you want to modify
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e Click the 'Edit domain' button

Edit domain

Domain |testdomain.com

Destination route |mail.testdomain.com

Timezone : |(GMT) Coordinated Univers) s

Domain user limit | Unlimited

Check route m| Cancel |

You can edit the destination route, timezone and max. users for the domain. You cannot change the domain name.

« Destination route - The final mail server address. This is the address to which CASG will forward mail after
antispam filtering.

» Timezone - The zone for this domain. CASG will use this time-zone for events which concern that domain.
Specifically, the quarantine list, archive list, log search, reports and report subscriptions.

«  Domain user limit — The max. number of users that can be added to this domain. 'Unlimited' lets you add,
but not exceed, the number of users permitted by your current license. Max. users for a domain can also be
configured in the 'Domain Settings' area.

»  Check Route — Will retrieve routing information from the domain's DNS. If the result contains CASG
service domain details (mxpool1.spamgateway.comodo.com - EU, or
mxpool1.us.spamgateway.comodo.com — US), then it means your DNS MX record was already updated to
work with CASG. You must enter your real MX record as the destination route. For example
mail.exampledomain.com.

Note: The total of users that you can add across all your domains depends on your license. You can set any value
between 0 and 999999 in the 'Max. number of users' field, but CASG checks if the total number of users for all
domains is within your license limit.

«  Click 'Save' to confirm the changes.
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3.2.1.1.4 Validate Domains

CASG requires all domains be validated in order to demonstrate your ownership of the domains. This can be done in
two ways:

«  The first method is to configure the MX record for the domain to the CASG service before adding the
domain in the CASG interface. When you add this domain it will be automatically validated since only a
person in control of the domain is able to modify MX records. See 'Configuring MX Record' for details
about configuring MX record to CASG.

»  The second method is to add the domain to CASG first then validate ownership by providing an
authentication code sent to postmaster@your_domain.com

The following tutorial explains the second method. Please note that domains which have not been validated will be
grayed out and marked as 'False' in the 'Activated' column.

To validate a domain
»  Click the 'Domains' menu item on the left
»  Select the domain that you want to validate.
«  Click the 'Validate domain' button

Dashbaard f Domains

Domains © Heip

ofs add | [ Detete  # Edit domain (= validate domain ) {4 Manage domain +_? Refresh

) Fiters

| Domains

Aliases Humber of users Max. number of users Activated

| 0 Unlimited false
| ceggat.copefdo.odua 2 Unlimited true
0 Unlimited falze
0 Unlimited falze
1 1 [1-4/4] Perpage |15 | w

The 'Validate domain' dialog will open:

Validate domain

Please enter validation code:

Mo code? Resend email

m Cancel |

A mail containing the validation code will have been sent to postmaster@your-domain.com immediately after adding
a domain. Click 'Resend email' to send this mail again.

«  Enter the code the field and click 'OK'
CASG will verify the code and, if successful, the domain will be activated:
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W4 Help
+ Add Delete ﬁ Edit domain | ¥ Validate domain T..!i Manage domain E} Refrash :
&3 Fiters
[} Domains Mumber of users Max. number of users | Activated
= Unlimited false
[l cspgat.comodo.od.ua Unlimited true
Fl Unlimited false
II: qgaf.stage.casg.info Unlimited true I
1 Iz [1-474] Perpage (15 | w

Non-validated domains should be validated within 24 hours or they will be automatically removed from the interface.

Note: Domain control validation (DCV) is only required for new domains added after the release of CASG version
2.10. Any domains added prior to v. 2.10 do not require DCV. Later releases may enforce DCV on all domains in
stages.

3.2.1.1.5 Manage a Domain

- Administrators can configure various settings for a selected domain: view quarantined mails, set email
restrictions, add users as recipient whitelist or blacklist, add new users and view log reports for the domain.

«  This section is divided into seven main subsections. Namely, Domain dashboard, Incoming, Outgoing,
Email management, Audit log, Domain Rules and Account management. Click on the respective tabs to
expand or close the subsection in the left.

To manage a domain
«  Click the 'Domains' menu on the left
«  Select the domain that you want to manage, then click the 'Manage Domain' button
«  Alternatively, click on the domain name in the '‘Domains' column
OR

+ Right-click on the domain name in the 'Domains' column to open in a new tab or window

Dazhboard f DorsEing

Domains @ Heip
o 200 | [ Delete | #* Editdomain | i3 Validate domai i} Ratrash
€3 Fitters
~| Domains Aliases Humber of users Max. number of users | Activaied
| democasg.comodo.od.ua 2 Unlimited true
| decteamcasg.comodo.od ua 3 Undimited true
1 M [1-2r2] Perpage 15 W

+  The configuration tabs for the selected domain will open on the left.
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» By default, the 'Domain dashboard' for the selected domain will be displayed.
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Click on the following links for more details on the subsections:
» Domain Dashboard
* Incoming
+  Outgoing
+ Email Management
« Domain Audit Log
+ Domain Rules
*  Account Management

3.21.1.51 Domain Dashboard

»  CASG domain dashboards provide a fast heads-up on mail activity on your protected domains. Statistics
include the number of quarantined mails, release requests, whitelist requests, blacklist requests, incoming
mails archive quota usage and more.

* You can export the dashboards to image or pdf file by clicking the download icon at the top-right of each
item.

To open a domain dashboard
»  Click the 'Domains' menu on the left
»  Select the domain that you want to manage
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»  Click the 'Manage Domain' button
«  Alternatively, click on the domain name in the 'Domains' column
OR

+ Right-click on the domain name in the 'Domains' column to open in a new tab or window

Dazhboard £ DomaEing

Domains € Hep
o aad | [ Delete | # Edit domain | ¥ Validate domainl| {1 Manage domain £ * Refresn
€3 Fiers
7| Domains Aliases Humber of users Max. number of users  Activated
| demaocasg.comodo.od.ua 2 Unlimited true
| docteamcasg.comodo.od.ua 3 Undimited true
1 ] [1-212] Perpage 15 @ w

The dashboard of the selected domain will be displayed.
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The buttons along the top of the dashboard allow you to view and take action on important items:

« Quarantine - Quarantined mails of all users of the selected domain. Refer to the section Quarantine for
more details.

» Release requests - Requests from users on the selected domain to release quarantined mails. See
Released Requests for more details.
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- Whitelist requests - Requests from users on the selected domain to whitelist the senders of quarantined
mails. See Whitelisted Requests for more details.

« Blacklist requests - Requests from users on the selected domain to blacklist the senders of quarantined
mails. See Blacklisted Requests for more details.

The 'Mails Statistics' area provides a graphical as well as pie chart representation of the mails that were blocked,
viruses blocked and more.

«  Place your mouse cursor over a graph to view more details.
«  Click on a legend item to add or remove it from a graph.
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The 'Archive quota usage' area shows how much storage space has been used to archive incoming mails. The
graph shows the disk space used per day for the last two weeks.

»  Place your mouse cursor over a graph to view the space used on a specific date. See Managing Archived
Mails for more details.
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«  The 'Delivery queue statistics' area provides details of filtered mails that are queued in CASG servers for
delivery at a later time.

 ltalso displays the average time of queued mails for the previous day in CASG servers before delivery. See
Delivery Queue for more details.
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3.21.1.5.2 Incoming

The 'Incoming' area lets you view quarantined mails, configure spam detection settings, set spam alert headings,
add local email recipients, and more.
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@ Dashboard

@3 Domain dashboard

@ Incoming
Quarantine
Archive
Spam detection setiings
Report spam
Delivery queue
Local recipients
Clear incoming cache

Log search

Domain aliases

Domain settings

Manage report subscriptions
Relay restrictions

Geolocation resirictions

(13 Outgoing

Click the following links for more details:
« Quarantine
» Managing Archived Mails
» Incoming Spam detection settings
»  Report Spam
« Delivery Queue
» Local Recipients
+  Clear Incoming Cache
+ Log Search
+ Domain Aliases
« Domain Settings
» Manage Report Subscriptions for Selected Domain
* Relay Restrictions
»  Geolocation Restrictions
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« View all quarantined emails and their headers for all users on the selected domain.
« Release quarantined emails to the intended recipient if you decide that a particular email is not spam.

»  Delete selected or all spam mails

Tip: CASG also periodically generates 'Quarantine reports' containing a summary of mails identified as spam or
malicious that were moved to quarantine automatically.

» Reports are sent to the administrators through email.

Administrators can configure for such reports through Dashboard > Account Management > Admin > Add
Administrators or Edit Administrators. See CASG Reports - An Overview for more details.

To open the quarantined email interface:

+  Click 'Quarantine' on the 'Incoming' drop-down menu on the left

' coMODO
g Antispam Gateway

{ /) Dashboard )
% Damain das
L
—!'-— Incarming
Archive
Spam detection seftings Br
A55l
Feport spam chal
IPOL
a5
The quarantined email area will open:
Dashboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Quarantine
Quarantine @ He
Show message [:] Release m Delete D Refresh
| o Filters |
[[] Subject From To Recipient Date (GMT+ Reason Size | fi Actions
spam
; . Oct 28,2014 External pattern 168
[7] Spam email 1 admin <demo@csg.comodo.od.ua> demol@docteamcasg.com demol@docteamcasg.com 121:46PM  match bytes
(Sanesecurity.Junk.:
spam
; . Oct 28, 2014 External pattern 168
] Spam email 2  admin <demo@csg.comodo.od.ua> demo2@docteamcasg.com demo2@docteamcasg.com 12119PM  match s
(Sanesecurity.Junk.:
1 {74 [1-2i2] Perpage 15 -

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 64



COMODO

Creating Trust Online®

Sort the Entries
+  Click any column heading to sort entries in ascending/descending order.

Use the 'Filter' option to search quarantined emails

«  Click anywhere on the 'Filters' stripe to open the filters area.

Dashboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Quarantine

Quarantine Help
Show message [j Release m Delete ‘D Refresh ‘
Q Filters
+ Subject w | |contains - Apply filter
[F] Subject From To Recipient Date (GMT+ Reason Size ﬁ] Actions

spam

e Click + to add more filters.

Dashboard / Domaina ¢ Domain dashbeard - dectpamcang comodo.od ua / Quarantne
Quarantine Help
& showmessage | [*] Release T Detee BCLLE L INg £ % Refresh
ﬁ Filters
+ Subject w  containg w Apply filter
== |From w | contains Lo
- To w | contains w
== Date w equals w J
= |Size (KB) w  lzssthan w0 :
== Reazon w | contains -
== Recipient w | contains ~

e Click = to remove the filters.
Available filters are:

«  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the
condition selected in column 2.

«  From: Will execute a search of senders according to the text entered in the text box (column 3) and the
condition selected in column 2.

«  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition
selected in column 2.

« Reason: Will execute a search of quarantined mails according to the text entered in the text box (column 3)
and the condition selected in column 2.

- Recipient: Will execute a search of recipients according to the text entered in the text box (column 3) and
the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

« Contains: Displays all quarantined mails that contain the words entered in the text box
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» Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of mail received dates according to the date selected in the calendar box
(column 3) and the condition selected in column 2.

«  Size (KB): Will execute a search of mails according to the size selected or entered in third field (column 3)
and the condition selected in column 2.

If 'Date' is selected, the following conditions are available:
» Equals: Displays the quarantined emails that have the same date as the selected date in the third box
from the calendar

« Less than: Displays the quarantined emails with dates less than the selected date in the third box from
the calendar

«  Greater than: Displays the quarantined emails with dates greater than the selected date in the third
box from the calendar

If 'Size' is selected, the following conditions are available:

» Less than: Displays the quarantined emails with size less than the selected or entered size in the third
box

«  Greater than: Displays the quarantined emails with size greater than the selected or entered size in
the third box

«  Click 'Apply Filter' after selecting the filters.

+  Click anywhere on the Filters tab to close the filters area.

£ ¥ Refresh

«  Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the
Filters tab to close the filters area and then click the 'Refresh’ button.

Viewi Details of Quarantined Mails

The details like subject, sender, recipient , date and size of the mails added to the Quarantine can be viewed in two
ways:

* In the same CASG window
* Inanew CASG window
To view details of quarantined mails in the same CASG window
+  Select the mail that you want to view in the quarantined email area
»  Click the 'Show Message' button
« OR
»  Click on the email link in the subject column that you want to view its details

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 66



Comodo Antispam Gateway____.-....-Admi'ﬁi'éfrgta Guide comooo

Creating Trust Online®

m { Domaing / Doman dn;hhgﬂlg - democasg comodo od ua / Quarantine / E-mail
E-mail © Hei

Hormal Al headers

(] Release Whitelist this Sender Blacklistthis Sender ﬁ Delete

Subject  Fw: FLAT 20% OFF on Revital Multi-Vitamins. Limited Period Offer. Hurry
From admin <demo@csq.comodo.od.ua>

bobi@docteamcasg.comodo.od.us, bob@democasg.comodo.od.us, john@docteamcasg.comodo.od.ua,
john@democasg.comodo.od.ua, dyanoratd81@gmail.com, robin@democasg.comodo.od.ua, avantistude@gmail.com
cc
Date (GMT
+00-00)

To

2016-04-20 11:02:07

Size 13.31KB

Actions

Plain text J Htmil source ] Criginal View

4

On Sunday, 10 April 2016 11:25 AM, Hetmeds Healthcare <support@youmnt.com> wWrote:

If you're having trouble viewing this email, please click here.@media screen and (min-width:320p|

The details of the selected email will be displayed.

»  Click 'All headers' to view the email headers which contain the tracking information of the mail detailing the
path it has crossed before reaching the recipient. The headers give full details of the sender, route,
recipient, sent date, mail type and so on and enable you to check the authenticity of the mail.
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Dashboard / Domains / Domain dashboard - democasg comaedo.od.ua / Quarantine J E-mad

E‘ma” £) Help

Mormal | All headers

1+) Download message

robin@democasg.comodo.od.ua; Wed, 20 Apr 2016 07:05:04 -0400

DKIM-Zignature :v=1; a=rsa-sha25§; c=relaxedirelaxed; dzpahﬂu.on.in; s=52048; i=1461150294,
ph=mBYiUnmiloDSB+inv¥jow31Us Ggy2ori2wA3cWwil++M=, h=Date:From: Reply-To:Todn-Reply-
To:References:Subject:From:Subject;

b=0C+0iJBkPalX¥HFRbgzlUhaa7GJLt90gBEIdWITAL Cniw) 58 AlwHbICE AxGuRoWohe 5XuzjX03AboG7 Swyvlx1JBWIsfpWewzF9Fb
W1in87nbhePBENIaZinvWVaR2PZxMSLadVpL)sqK4ATQIHWPSrT]BL30lgobBpgi+kVclabHDIBEsY n0cdgrjgCxyCNsxemwyBhCS
BogEDhARIMsTIDEINZD 9wt

ALe3tviwBvT BI7vDhDvHnipROxShdaryGeUMWZimGIUDIDSVhg2E TyLtnU bHDgDHNXEN 8N IHKAC T mT+dmFioJ6jgF hRwWWXnLSi
TUMPgBTSg82vinA==

Received : from [127.0.0.1] by nm45 bullet mail. ggq1.yahoo.com with NNFMP; 20 Apr 2016 11.04:54 -0000

Received : from [216.39.60.180] by nm45.bullet. mail.gg1.yahoo.com with NNFMP; 20 Apr 2016 11:02:08 -0000

Received : from [106.10.166.60] by tm16. bullet. mail.gg1.yahoo.com with NNFMP; 20 Apr 2016 11:02:08 -0000

Received : from [106.10.151.187] by tm17_bullet mail.s g3 yahoo.com with MMNFMP; 20 Apr 2016 11:02:08 -0000

Received : from [127.0.0.1] by omp1013.mail.sg3.yahoo.com with NNFMP, 20 Apr 2016 11:02.08 0000
X-Yahoo-Newman-Property . ymail-4

X-Yahoo-Newman-Ild : 24222 19397 bm@omp1013.mail.sg3.yahoo.com

X-YMail-08G - w7_SIPgVM1IIDAHZZ CHETy1VOZjAlz6) pujGbb|33FpC4eqwTRTyoQMKIAS4yC

qDZKKIAPYISmUIB0KbE4U2 CRXTTNR a5pv4 HizgidqQ4dcE quarTRUKE1s2uKoNarS8rDN

goq1y8jgckniG odVOAOIF25S51sb6_flow_PWjdt NaFyl25)FwiEQtiMX8 GYFGPYAluzDSs5L ka3
FUGNIQCKfozyTcEGgVa3BOM3ITixAUyxl jeaSxSCOUGgE1WeEZIZRIzm ThEU4cGBAGBMCYUXEJg9

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the
mail or delete it.

+  Click 'Whitelist this sender' to add the sender to Sender Whitelist
+  Click 'Blacklist this Sender' to add this sender to Sender Blacklist.
To view the details of a quarantined mail in a new CASG window
+  Select the mail that you want to view in the quarantined email area
»  Right-click on the email link in the subject column and select to open in a new tab or new window.
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Dashboard / Domains / Domain dashboard - docteamcasg. comodo.od.ua / Quaranting

Quarantine @ re
‘ Show message | [4] Release | [ Delete ‘ £} Refresh
| o Filters |
[[] Subject From To Recipient Date (GMT+ Reason Size ﬂ Actions
spam
i : Oct 28, 2014 External pattern 168
Spam email 1 adrnln. =de; csg.comodo.od.ua= demol@docteamcasg.com demol@docteamcasg.com 121:46PM  match i
Open Link in New Tab (Sanesecurity.Junk.:
Open Link in New Window
Oy Link in New Private Wind “pem
pen Link in Mew Private Window Oct 28, 2014 External pattern 168
[[] Spam o demo2@docteamcasg.com demo2@docteamcasg.com | P
Bookmark This Link 1:21:19PM  match bytes
Save Link As (Sanesecurity.Junk..

Copy Link Location Per page |15 v |

Search Google for "Spam email 1"

Inspect Element (Q)

The browser may display a warning pop-up window notification. Click the 'Options'> then select 'Allow pop-ups for..."
to allow to open new message in a new window. Click again 'Show message in new window'.

(i Fitefes geevested this Site 112 pening a papop wind i, Dptiens | =

Dashboard / Domains / Domain dashboard - democasg comodo. od. ua / Quarantine / E-mail

E'mall © Hep

Hormal All headers

|j Release Whitelist this Sender Blacklist thiz Sender ﬁ Delete

Subject Spam email 1
From  admin <demo@csq.comodo.od.ua>

To  demol@docteamcasg.com

cC
Date (GMT
+00:00) 2016-04-20 11:02:07
Size 1331KB
Actions

Plain text Himl source Qriginal View

On Sunday, 10 April 2016 11:25 BIM, Netmeds Healthcare <support@yournt.com> wWrote:

If you're having trouble viewing this email, please click here.@media screen and (min—-width:320p

= 1800 103 0304

The details of the selected mail will be displayed in a new CASG window.
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To release a quarantined mail:

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the
recipient.
«  Select the mail that you want to release and click the 'Release’ button.

Dazhboard / Domains / Domain dashboard - docteamcasg. comodo.od.ua / Quarantine

Quarantine © Hei
Show message ({3 Retesse Y eee 3 Refesn
| o Filters |
[F] Subject From To Recipient Date (GMT «0 Reason Sizer Actions
spam
admin Oct 28,2014  Extemal pattern 168

V| 5 i1
pam emai demol@docteamcasg.comod demol@docteamcasg. 1:21-46 PM

<demo@csg.comodo.od.ua= match bytes
(Sanesecurity.Junk.20
spam
. admin Oct28, 2014 Extemal pattern 168
Spam email 2
[F1 sp: <demo@csg.comodo.od.uas demo2@docteamcasg.comod demo2@docteamcasg. 19119 PM match bytes
(Sanesecurity.Junk.20
1 11 [1-2/2] Perpage |15 w

An alert will confirm the release of the selected email.

Release emails

ermail?

@Are wou sure you want to release the selected

«  Click 'OK" to confirm the release
The email will be released to the addressee and the mail will no longer be in the quarantined list.
To add a sender to whitelist
After ascertaining that emails sent by particular senders are not spam, administrators can choose to add them to
'Sender Whitelist' from this interface. Once added to whitelist, emails sent by these senders will not be quarantined.
«  Select the mail that you want to add the sender to whitelist
«  Click 'More actions' > 'Whitelist this Sender".
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Dazhboard / Domains / Domain dashboard - docteamcasa.comodo.od.ua / Quarantine

Quarantine © Heio

Show message [j Release m Delete 8 Refresh ‘
© s D |

Blacklist this Sender

[[] Subject From Recipient Date (GMT +0 Reason Size ﬂ Actions
Delete all
spam
; admin Oct28, 2014 External pattern 168
Spam email 1 demo1@docteamcasg.comod demol@docteamcasg.
@ sp <demo@csg.comodo.od.ua> @ g @ 9 1:21:46PM match bytes
(Sanesecurity.Junk.20
spam
) admin Oct28, 2014 External pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.
0 sp <demo@csg.comodo.od.ua= @ g @ 9 12119pPM match bytes
(Sanesecurity.Junk.20
1 i [1-2i2] Perpage |15 w

An alert will be displayed.

Whitelist emails

@Are you sure you want to whitelist sender of the

selected email?

«  Click 'OK' to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

To add a sender to blacklist

Administrators can choose to add senders to 'Sender Blacklist' from the Quarantine interface also. Once the
selected senders are added to blacklist, all emails from them to the selected domain will be automatically blocked.

»  Select the mail that you want to add the sender to blacklist
»  Click 'More actions' > 'Blacklist this Sender'.

Dashbeard / Demaing / Demain dashboard - docteameasg.comede.od.ua / Quarantine

Quarantine Help
Show message [j Releaze m Delete 8 Refresh

Whitelist this Sender

o Filters
[[] Subject From .ﬁ Recipient Date (GMT <0 Reason Sizes  fil Actions

Delete all
spam
. admin Oct28,2014  Extemnal pattern 168
Spam email 1 TS TS demo@docteamecasg.comod demol@docteamcasg 191-46 PM match bytes
(Sanesecurity.Junk.20
spam
admin Oct28, 2014 External pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.
O sp <demo@csg.comodo.od.ua= @ g @ 9 12119pPM match bytes
(Sanesecurity.Junk.20
1 IR [1-2i2] Perpage |15 w

A confirmation will be displayed:
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Blacklist emails

% Are you sure you want to blacklist sender of the
zelected email?

«  Click 'OK' to confirm to add the sender to blacklist. Refer the section 'Sender Blacklist' for more details.

To delete a quarantined mail:
«  Select the mail that you want to delete and click the 'Delete’ button

Dashboard / Domains / Domain dashboard - docteamcasg. comedo.od.ua / Quarantine

Quarantine © e
Show message [j Releas 8 Refresh ‘
| o Filters |
] Subject From To Recipient Date (GMT +0 Reason Sizet | fi Actions
spam

admin Oct 28,2014  External pattern 168

Spam email 1 demol@docteamcasg.comod demol@docteamcasg. 1-01-46 PM
- - v

<demo@csg.comodo.od.ua= match bytes
(Sanesecurity.Junk.20
spam
] admin Oct 28,2014  External pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.
0O sp <demo@csg.comodo.od.ua=> @ g @ 9 12119 P0 match bytes
(Sanesecurity.Junk.20
1 1 [1-2i2] Perpage |15 v

A confirmation request will be displayed:

Delete emails

.«@" Areyou sure you want to delete the selected

emails?

The selected mail will be deleted and will no longer be in the quarantined mail list.

» To delete all the quarantined mails, click 'More actions' > 'Delete all'.
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Daghboard / Domaing / Domain dashboard - docteamcasg comodo.od.ua / Quarantine

Quarantine @ e
showmessage | ] Release | [[J Delete £} Refresh ‘
Whitelist this Sender
| o Filters |
; Blacklist this Sender
[[] Subject From Recipient Date (GMT <0 Reason Size | i Actions
spam
) admin Oct 28,2014 External pattern 168
Spam email 1 demol@docteamcasg.comod demol@docteamcasg.
EE <demo(@csg.comodo.od.ua> o e @ 9 121.46PM match bytes
(Sanesecurity.Junk.20
spam
) admin Oct 28,2014 External pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.
O sp <demo@csg.comodo.od.ua> @ g @ 9 12119PM match bytes
(Sanesecurity.Junk.20
1 i [1-212] Perpage |15 w

An alert will be displayed to confirm the deletion.

Delete emails

@Are wou sUre you want to delete all emails that

currently are filtered?

«  Click 'OK" to delete all quarantined emails. All the quarantined emails for the selected domain will be
deleted .

Managing Archived Mails
CASG is capable of storing a copy of all incoming mails for all domains belonging to an account. A customer can
purchase the archive storage space via Comodo Accounts Manager (CAM).

From the archived mails interface, an administrator with appropriate privileges can view details of the message,
report spam, resend emails if required, retain messages from being removed, add the sender to Domain Rules and
delete messages. The archived messages can be deleted manually or can be automated to be cleaned periodically.
The settings for auto cleanup can be configured in the Domains Settings interface.

To open the archived email interface:

»  Click the 'Archive' from the 'Incoming' drop-down on the left.
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f cCOMODO o
R Antispam Gateway T
Dashb
/) Dashboard Archi
Domain dashioard & sne
@ IMCorming =
i € riltc
anting i
[ sub
O] Fwd: F
Emailsit/e
ZER(D SET
[ Fwd: Fy
EmailsiT-/e
tion routes FERC SET
acal recip
al FeCIf D Fard: Py
incaming cache now try bet
[C] P F
nowe try b
The archived email area of the selected domain will open:
Dashieard ! Demying / Domow gaghboard - pioged cormgdo od ua / drchy
Archive © e
Show message | & Reportspam Whitslist this Sender (5] Blackistthis Sender | 3 Resendemai | [ Delete Shirw Schiee ~ | {* Rafash
£ Fien
Sulyect From T Fecpient Dale [T +0) Sice 1] Actions
Mon Jun 15 L
PR edmingicegge comodo od ua userh Foagqnd comode.od ue pserEceggad. comado od us 150427 GMT ;L-:_‘ (]
Herw BEOoUNL e gistsred 1 & z e Hicangad v P ._ _I - _ 1 '1
Sort the Entries
»  Click any column header to sort of the items in the ascending/descending order of the entries in that
column.
Page Filter

The page filter on the top-right has three options:
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|| 2 reresr
Show archive

Show reported as spam
1 Show archive and reported as spam

Date (GMT +0) Size ﬂ Actio

«  Show archive: Lists only the archived mails

»  Show reported as spam: Lists mails that are reported as spam

» Show archive and reported as spam: Lists both archived mails and mails that are reported as spam
Select the option from the drop-down before using the filter option described below.

Use the 'Filter' option to search archived emails
«  Click anywhere on the Filters strpe to open the filters area.

P L ) 03wl / Archive

Archive © Hex
[T show massage M Reporspam @ \Whitalist This Sander BlacHistthis Sender | % Resend emal ﬁ Dielea Show archive and mepar » || 4 % Refesh
& Fiien
o | Subject w |comang w Aoy fiter

Subject From Ta Recipient Daie (GMT +01 - Sue- [ Actions
«  Click ] to add more filters.
Archm

Archive © Hee
(=) Sheow measags | M Reponsgen  [B] Widskst Pis Sendsr Biscklistinig Sender (2 Fesend amail ﬁ' Dglate Shore archive aned réger w || £+ Fefresh |
@ Fiters
- From w | | nof containg
=T w | COmlEnd
- DaRe v pouas
-, " -

Sipe (=B} W | A En i

= Atachments

= Markad as retasinad

Subject

w

a5

equals

Tr Recipent

«  Click == beside a filter to remove it.

Available filters are:

- Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the
condition selected in column 2.

«  From: Will execute a search of senders according to the text entered in the text box (column 3) and the
condition selected in column 2.
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«  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

« Contains: Displays all archived mails that contain the words entered in the text box
» Not Contains: Displays all archived emails that don't contain the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of mail received dates according to the date selected in the calendar box
(column 3) and the condition selected in column 2.

«  Size (KB): Will execute a search of mails according to the size selected or entered in third field (column 3)
and the condition selected in column 2.

- Attachments: Will execute a search of mails according to the checkbox status (column 3) whether enabled
or disabled. If enabled, all archived mails with attachments will be displayed.

- Marked as retained: Will execute a search of mails according to the checkbox status (column 3) whether
enabled or disabled. If enabled, all archived mails that are marked as retained will be displayed.

If 'Date’ is selected, the following conditions are available:
« Equals: Displays the archived emails that have the same date as the selected date in the third box
from the calendar

- Less than: Displays the archived emails with dates less than the selected date in the third box from
the calendar

- Greater than: Displays the archived emails with dates greater than the selected date in the third box
from the calendar

If 'Size' is selected, the following conditions are available:

» Less than: Displays the archived emails with size less than the selected or entered size in the third
box

»  Greater than: Displays the archived emails with size greater than the selected or entered size in the
third box

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

| + } Refresh
Click the button to display all the archived emails.

Note: To display all the archived emails after using the filters option, you have to first click anywhere on the Filters
tab to close the filters area and then click the 'Refresh’ button.

View Details of Archived Mails

The details like subject, sender, recipient , date and size of the mails in the archive can be viewed in two ways:
¢ Inthe same CASG window
* Inanew CASG window

To view details of archived mails in the same CASG window

»  Select the mail that you want to view in the 'Archive' area
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«  Click the 'Show Message' button
OR

»  Click on the email link in the subject column that you want to view its details.

Dethitcord / [arving Jf [orue fesntoerd . democysq comeds of g f Arokive
Archive & Haip
w £ Regotspam  [B] wWhitetistus Sender (5] Blackisitns Sender | & Resengemail | [ Deiew Show atchive w || 3 Ratresh
£} Fitiers

Sublect Feom To Recipenl e (GAAT =000 Siee - Aitions

Chiananting Fepar far . L - ety " 2016-08-21 78 -
bob@de c.comodo.ofua cang-adminalageBcaag in rabEdmrocan od um oamen = 1]

Ouaranting Repart for SRR EE LR EALCI o SHEREHHAR 2015-04-21 2816 o
john@tmacasg HEEILEL casgedminsugeBearginfo joknEdemneang comede nd un DeDC00 E [}

- —rru— T
= Sl e L A DT DT M, Ol T g CHTVOERE, 4] i . ," Lo o 1]
Senns 152548 KB
aranimiuda@grmsil com

P b 2 & S A £ i t 206-08-1k 2038 o

A5 M TAEARTIET cang-sminmingaZonnyg info jr=n@democang comode od us jrEn@democang comode od us Gaphot i 1]

Ciuigranting Ragan for - P . T I 2016-04-Di izvE B
john@damacasg . cang-aciminsingeBcag inft jobn@democasg comods.od us jeEn@democang comads.od us R 28 B

Quaranting Feéport for el il bl i Vo o e e e T [ e e T 000 RATMA A

The details of the selected email will be displayed.

«  Click 'All headers' to view the email headers which contain the tracking information of the mail detailing the
path it has crossed before reaching the recipient. The headers give full details of the sender, route,
recipient, sent date, mail type and so on and enable you to check the authenticity of the mail.

To view the details of archived mails in a new CASG window
«  Select the mail that you want to view in the 'Archive' area
»  Right-click on the email link in the subject column and select to open in a new tab or new window.

Sstbear f [rrams ¢ o semnboard - deswcasg comadn o w § Archae

Archive © ven
&) Sowmeazage | M Repotspam  [B] Wniteissiihis Sender @ BEackisl his Sender | T Fepend sl ﬂ Desis S Sl w || £} Reftash
) Fiten
T fmbjecy Frosmi Ta At Dt (GMT +00500 Siaa ] AR
o, Wﬂ“" EL S rasg-admirrsfagefiossy info bob@demoasy comodo.od ua bobfidemocasg comado od ua 2:5:5‘.‘:;21 :-:.I“ /]
Oipan Link m M
Eommmned (SRR | b PSR gt 0N AW g

Dashboard / Domaing / Domain dashboard - democasg.comodo.od.ua / Archive / Archive mail

Archive mail

Hormal | All headers
& Report spam Whitelist this Sender Blacklist this Sender C.' Resend email 5 Retain message m Delete

Subject Quarf.; ntine Report for bob@democasg.comodo.ed.ua
From casg-admin-stage@casg.info
To  bob@democasg.comedo.od.ua
CC

Date (GMT

+00:00) 2016-04-21 04:00:00

Size 2B.15KB

Actions

Plain text | Html source | Criginal View

Megsage
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The browser may display a warning pop-up window notification. Click the 'Options> then select 'Allow pop-ups for..."
to allow to open new message in a new window. Click again 'Show message in new window'.

g Firefen prevented this site Trem opesing a popeop window. Diptiens =

The details of the selected mail will be displayed in a new CASG window.

Daghboard / Domaing / Domain dashboard - democasg.comodo.ed.ua f Archive / Archive mail

Archive mail

Hormal | All headers

& Report spam Whitelist this Sender Blacklist this Sender & Resend email E| Retain message m Delete

Subject Quara-nline Report for bob@democasg.comodo.od.ua
From  casg-admin-stage@casg.info
To  bob@democasg.comedo.od.ua
cC

Date (GMT

2016-04-21 04:00:00
+00:00)

Size 28.15KB

Actions

Plain text | Html source | Original View

Message

To report archived mails as spam

After viewing the details and ensuring that the selected email is a spam you can choose to report it as a spam.

»  Select the mail that you want to report as spam and click 'Report spam'.

Doasberaret /' oot ¢ [HO0E R 300t - Laesdd CORS (o b | AdERE
Archive @ rein
Eh show "nesaa;l? Whitekst his Sender Blackist this Sender | %' Resend emai ﬁ Dalete Shaw archive and repod w ||+ Rebesh
£ Fihers
Sulyect From Tas Racipiant Date (OMT =33 Size- B Actions
sWon Jun 15 i
Haw accound registanad adrmin@cagga comada od ue useri@cagqad somede od us merfBicagged comodo od ua 130137 GNT :__ 1]
2015
Hon Jun 15 2051
141 Maw accounl regiatend admin{fcagqa.comodo.sd.un user 3 Boagqed comada.od us wserlpcagaed comodo od ua. 125253 GHT i
2018

Few user an Jun 15

An alert will be displayed to confirm selected email as spam.
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Report as spam

G Areyou sure you want to mark the selected
@ emails as spam?

«  Click 'OK" to confirm.
Spam reportad successtully ﬂ

A success message will be displayed and the icon #* indicating the email is reported as spam will be shown under
the 'Actions' column. The mail will be forwarded to the spam email address displayed in the Incoming Spam
Detection Settings interface for analysis by experts. Refer to the explanation under Incoming Spam Detection
Settings for more details.

To add a sender to whitelist

Administrators can choose to add the email senders to 'Sender Whitelist' from this interface. Once added to whitelist,
emails sent by these senders will not be quarantined.

«  Select the mail that you want to add the sender to whitelist and then click "Whitelist this Sender'

i/ Archae

Archive € vein

Eh showmessage H,:ccrts.p:m Blackistthis Sender 3 Resend amail ﬁ Dslate Show anchive w | £} Rekesh
£ Fiher
| Saibgact From Ta Recipient Darte {GMT +0] e H Actions
| M usar Mo 15 1061
UB eI a0 d b suctesghdly sdmin@osggs comodocd us pner 7 T @ongged comodo odlus ser T Tipcegasd.oomodo od us 1250000 T o B
impofed 1% -
Mon Jun 15 2051
" Neaw BECOUR PegialEie] sdmin@osgge comodood.us wserdZiBoaggsd comodo od ua wserdlipcegged. comodo.od. us 1250:00 GMT 3 "
2018

18| harm 15-06-15 1580

An alert will be displayed to confirm adding the sender to whitelist.

Whitelist emails

@Are you sure you want to whitelist sender of the

selected email?

«  Click 'OK' to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

To add a sender to blacklist

Administrators can choose to add the email senders to 'Sender Blacklist' from this interface. Once the selected
senders are added to blacklist, all emails from them to the selected domain will be automatically blocked.

+  Select the mail that you want to add the sender to blacklist and then click 'Blacklist this Sender'
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25m ! Archive
Archive 0 v
E) Show message | A Repodspan \writekst this Eende;’ Resend email | [ Deiste Srecew anchive w | 3} Refesh
£ Fitern
Subject From To Recipienl Dt {EMT o4 Sips i Aclions
I Mowuser [ -
e BEeE 004 coMOdn S Ua SCEsSIll sdringagan romeds nd us ser 7T gergaed comado. od un serllgcsgqad somodondus 1ZSO00GHT 0 B
irgimad aih e :
Mo 15 2051
| M soount e gishansd umerd Fifnggad.comaedo.od us umerddifcaggad comaedo.od. un IZS000GMT L i}
Faral
| ==t ham 15-DE-18 1540 24l 4 L] serdl g 1] 24 2H2EE i

& Are you sure you want to blacklist sender of the

¥ selected email?

«  Click 'OK' to confirm to add the sender to blacklist. Refer the section 'Sender Blacklist' for more details.

To resend emails from archive

The archived mails can be sent to the recipients if required. CASG will still retain a copy of mails in the archive even
after they are sent.

«  Select the mail that you want to resend and click 'Resend email'.

------ ! firchive
Archive O e
B Showmeasage /A Reporspam  [B] Weitsksthis Sender | (5] Bractiinthis Sencer @ peime S archive v || 3 Revesn
£ Fien
Subject From To Recipienl DCiste AT ol | Sipe i Aclions
I Mowuser [ -
e BEes 004 cOmMOdn S Ua SUCEsSIll sdringagan romeds nd us ser 7T geagaed comado. od un serllgosgqed comodondus 1ZSO00GHT 0 B
Irapiad Faih e :
Mo 15 2051
| M sooun e gishansd umerd Fifnggad.comaedo.od us umerddifcaggad comaedo.od. un IZS000GMT L i}
Faral
| ==t ham 15-DE-18 1540

ety 2 Bz coimisedo od Ll ey 2B LoiTesedo. o Ul 12 49:00 GMT 2p2EBE |

An alert will be displayed to confirm resending emails.
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Resend email(s)

email{s) to recipient mailbog?

@ Areyou sure ol swant to resend selected

«  Click 'OK' to confirm.

A success message will be displayed.

Sutcrssiilly sen! %]
To delete archived mails
«  Select the mail that you want to delete and click the 'Delete’ button
Archi‘llre a Hsip
[Th Show message Ay Reportspam @ Whitalisd this Sender | [§] Blackistthis Sender | ' Rasend Pl|'|=|| Show archive w || & ¥ Rabsah
£ Fites
| Subpect From Ta Racipist Data [GMT +00°  Size- Actions
ns::;.@ur.sﬁ:r@u cempdo od ua succkEslAly sdminBoegge comodo od us use 7T Ecagqad com od un s 7T Boaggad comoda od ua EI:”“'.F: I’I-I' h- 1]
Fponed 2015
Mon Jun 15
(4] Potww aczount regetered sdmin@osgga.comodo.od us usesd2 Bosgqod comedo.od.ua usesd? Besgqad comedo.od.ua 1250 GHT 2.51 1]
2015
An alert will be displayed to confirm deletion.
Delete emails
A Areyou sure you want to delete the selected
emails?
«  Click 'OK' to confirm.
The selected mail will be deleted and will no longer be in archive.
» To delete all the archived mails, click 'More actions' > 'Delete all'.
QaabEoard / Demars / Domees daadboard - Giosed comedo od ug | Archive
Archive
Shorw archive w

@) snowmessage M Reponspam | 8] whiteisimis Senger (2] Blachistis Senoer | & Resend emall | [T Daree m

£ Fihers
fstan mesage

| Subpeci From To Dwrie [GMT #00°  Size
Un-Fletan meisige
Mo Juik 15

| Mew used
15 SRS COME S0 LR SUCRSSAANY sdmin@engna comod . T B Rl o
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CASG can be configured in the Domain Settings area to automatically purge emails from archive after the
configured period. If administrators wants to retain email(s) from being cleared, then these mails can be marked as

'Retain message'.

«  Select the mail(s) that you want to retain and then click 'More actions' > 'Retain Message'.

Lshbyerd / Domeing # Domgen 0shioard - 050084 COMOTn 30

Archive

Eh Show message © M Reporispam Whitlist this Sender  [B] Blacklistthis Sander 7 Resendemal | ] Delete m

€ Fiters

St From
o | Hiew user
U2 @ CE00a4 COMKID o Us SUCEISSMIl  sdmini@csgas comods oc us
impofed

| N GO TS ared sdmin@cegge comaoda od us

To

ner T @cagged comudo. od.un

umard? Boagned comede od un

An alert will be displayed to confirm retain selected email(s).

Retain email{s)

Deieie 5

e e

Un-Asime marisge

userT7 Eenged comadn od ua

umnd 2 Fengqet comada od us

@ Arewou sure you want to mark selected emailis)

as retained?

e (Click 'OK' to confirm.

T g 2icil 4 0dd ComOSn O gl | Archive

Archive

Syocesehaly ptained

By showmessage | A Reporspamn  [B] Writekstihis Sender | (5] Esacrintmis Sencer | ¢ Resend email | [ Deiete

& Foen

Subject From
[#] Norw user
uatAGeepgad comod0 00 Ug BMCERSIIY scmin@cagga comads od us
Impamad

F M BEOoUNL T8 Gishensd sdrriniToagaa. comsdo od us

To

\merTT@cagaad comeceda od us

userd 2iBcagaad comodo.od us

Recpienl

wmer T Eosggad comado od us

userd2ifcsgqad comado.od us

Show archive Wil g b Res

Dabe [GMT +0)°  Size - f

Mon Jun 13 1351 .
125000 GMT
2015 i
Man Jun 15
2051
125000 GMT B il
25
Mon Jun 15
B il
7
Shecew archivs w || £} Reesh
Cste (GMT o0 Sice - Actions
Mon Jun 15 .
wpsooocer 8 g &
KB
2015
Mo Jun 15

1250000 GMT 3 1] I
2018 |

A confirmation dialog will be displayed and the retained messages are indicated by the anchor icons under the

Actions column.

«  Toremove the retained status for a mail, select the retained message and then click 'More actions' > 'Un-

Retain Message'.
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Dassboard / oere ) [ Arehive
Archive
[Eh snowmessage M Repomspam | (8] whesiistini Senger  [B] Blackistinis Sender | 5 Resend amal B oetsn m
Deieie
£ Fihes
Retnn nessaps
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An alert will be displayed to confirm selected email(s) from retain status.

LInRetain email(s)

frarm selected emailis)?

@Are wou sure yol want to rermove "retained” mark

«  (Click 'OK" to confirm.

1 Ul | Archiee
Archive
Swiigssfully unralaingd

[Eh Showmessage - Ay Repon spam Whiledisl this Sender Brackisl i Sencer 3 Ressnd email T Detee

€ Fikens
Saiject Firoen To Recipmnl
| Haw user
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|+| Maw accound regisiend sdmin@csgqs comado.nd us umerd ipcsgoed cominda odlus uwserdZ@ongaed comodo od s
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[2
Show archive w | {3 Reheah
Date [GHT «0)° She (] Actions
Man Jun 15 e
0 5 53
L2-E0 00 GUT KB i ..L.
2015
Mon Jun 1%
"
125000 GUT z" il 8
2015
]
& Heaip
Show N w || £} Refresh

Dave (GMT =0~ Size - § Adtions
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12°5000 GHT :l" [}
2015 :
HWan Jun 15
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wsonoor 0 g
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A confirmation dialog will be displayed and the anchor icons under the Actions column are no longer displayed

indicating their unretained status.

Incoming Spam detection settings

The 'Incoming Spam Detection Settings' interface allows administrators to configure how mails are to be classified as

'spam’, 'probable’ and 'safe’.

»  CASG enforces several rules on mail envelope, header and content as each message passes through its

spam filters.

«  Each rule addresses a specific spam attribute and will assign a score to each mail based on the degree to

which the mail exhibits that attribute.

+ Amessage's total spam score depends on the weighted value of all rules combined.

For example, if you set the spam threshold to 0.33, any mail that has a score higher than 0.33 will be treated as
spam and quarantined. The higher the threshold, the more likely that some spam messages may get delivered. The
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maximum possible threshold is 1. We advise you to test settings for a week to arrive at the best setting for your
company.

To configure incoming spam detection settings

+  Click 'Incoming' on the left and choose 'Spam detection Settings'

b coMODO

Antispam Gateway

Log:

Domain sliases

The incoming spam detection settings for the selected domain will open:

mtboovs f forane fComan damatoad | cngsal comedn o 1 eomig S2am Setschon esttege

Incoming Spam detection settings 9 i

Motily uaey ebuat new guatantios menege. || Suspruus allschment retmun. | FUspickus alachmen]

Comeda ABL: | Cuaranticd messaga % | Fsjct emuils contna credn card nusher [

« Quarantine enabled - Selecting this option will move incoming mails identified as spam as per the
‘Spam threshold setting' to Quarantine. If disabled, emails that are identified as 'Spam' will not be
quarantined but will be delivered with the subject line as set in the Probable Spam notation /
Spam Notation fields. Messages identified as 'probable spam' based on the 'Probable spam
threshold setting' are always sent to the recipient (and never quarantined) even if this option is
enabled.

» Days saved - Enter the number of days that you want mails to be retained in quarantine. The

maximum number of days that can be set is 9999. Quarantined mails that are not checked,
released or deleted within the stipulated days will be automatically deleted from quarantine.
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«  Spam threshold - Enter any value between 0.1 and 1.0. All mails that are having a score value
above that value will be identified as spam and quarantined automatically as explained above.
Please note this value should be always higher than 'Probable spam threshold' value.

»  Spam notation - The prefix that will be appended to the subject line of all 'Spam' emails sent to
users. For example, "<Spam> Order two Rolex watches and get a free carton of Viagra" - where
<Spam> is the text entered in the 'Spam notation' field. Note - this only applies IF quarantine has
been disabled (i.e. If the 'Quarantine Enabled' box is not checked).

+  Probable spam threshold - Enter any value between 0.0 and the value entered in Spam
threshold field. All mails that are having a score value above that is set in this field will be
identified as unsure mails and will be delivered to recipients with the subject line as set in the
Probable Spam notation / Spam Notation field.

«  Probable spam notation - The prefix that will be appended to the subject line of all 'probable
spam' emails sent to users. For example, "<Potentially Spam> Cheap deals on Dell computers" -
where <Potentially Spam> is the text enterd in the 'Probable spam notation’ field.

* Quarantine response - Choose the response to be sent by CASG to the SMTP server that
delivered a message in the event that a mail is identified as spam.

» Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined
(and not delivered to the recipient) regardless of your choice here. These options merely
determine what message CASG will send back to the SMTP mail server. The available options
are:

* Rejected - Will inform the SMTP server that the email has been rejected by CASG and placed
in quarantine.

»  Accepted - The email has passed the CASG spam filters and detected as a spam will be
placed in quarantine in silent mode.

- Spam email - Displays the email address to which the mails reported as spam from the 'Report
Spam' interface and the 'Archive’ interface will be forwarded. By default, mails reported as spam
by the administrators will be forwarded to spam@antispamgateway.comodo.com for analysis by
experts at Comodo. Once a reported mail is confirmed as spam, Comodo will update its mail filters
to quarantine similar mails in future. Refer to the explanations under Managing Archived Mails
and Report Spam for more details on forwarding the suspicious mails for analysis.

» Notify user about new quarantine message - Select this option if you wish CASG to send a
notification email to the intended recipient, if a spam email addressed to the recipient is
intercepted by CASG and moved to Quarantine. The notification email will contain a link to the
email and a link for the user to login to the CASG User interface.

»  The recipient will be able to click the link to directly read the email, without logging-in to
CASG. The lifetime of the link is one day. If the user has not clicked the link within a day, the
link will expire.

« Ifthe user needs to respond to or delete the quarantined email, the user can click the next link
to login to CASG, view their quarantined mails and carry out their desired actions

« Suspicious attachment notation - The prefix that will be appended to the subject line of all mails
identified with suspicious attachments like malware and macros and forwarded to the recipient or
to a different email address, a configured in the Domain Rules. Refer to the explanation under
Rules in the section Domain Rules for more details. For example, "[Suspicious attachment] Your
lucky draw" - where [Suspicious attachment] is the text entered in the 'Suspicious attachment
notation' field.

« Comodo RBL - Comodo's Real-time Blackhole List (RBL) is a blacklist of locations which are
known to send spam. This list is continuously updated by Comodo.
« Quarantine message - If the IP address of the message sender is in the RBL, then the
incoming email will be quarantined.
* Reject message - If the IP address of the message sender is in the RBL, then the incoming
email will be rejected.

» Disabled - CASG filters will not check Comodo RBL.
» Reject emails contains credit card number - If enabled, emails that contain credit card numbers

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 85


mailto:spam@antispamgateway.comodo.com

Comodo Antispam Gatew____;a‘_y____.-....-Ameﬁi'é_f_r_éEJ Guide comono

Creating Trust Online®

- {

will be rejected. Credit card numbers have a certain structure that CASG filters can recognize, so
emails containing random numbers will not be rejected.

»  Click 'Save' for your settings to take effect.
« Torestore the settings to default, click 'Reset to Default'.

Report Spam

The 'Report Spam' feature allows you to upload and submit suspected junk emails that have got through our spam
filters. Comodo will analyze reported mails and, if we confirm them as spam, will update our filters to quarantine
similar mails in future. CASG accepts a range of different mail formats including .eml and .msg.

Users can also report spam by sending it to spam@antispamgateway.comodo.com. Add the spam email as an
attachment in .eml or .msg format.
To report a spam mail

«  Click 'Incoming' on the left then select 'Report spam'.

g cCOMODO
g Antispam Gateway

Dashboard
@ Darnain dashboard

5 Incorming

Quarantine

Delivery quele

Destination routes

The 'Report Spam' interface will open:

Dashboard / Domaing / Domain dashboand - docicameasg comedo od ya / Report spam

Report spam @ e

Upload .eml or .msg format files only (max. size - 9 Mb)

»  Click the 'Upload' button
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Navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you want to
report as spam and click 'Open’. The maximum size of the file that can be uploaded is 9 MB.

Choose File to Upload e S

2 e N5 s e

5 apply, Get Real Quotes For Top Plans, Go With The Best Offer

5y Europe Latkery - You waon £3500,000

E5 MY CANADIAN PHARMACY

£ our Email Id has won 1,000,000.00 GEP in the British Microsoft Inc,

File name: I.ﬁ.ngel Beauty Clinic j Open

Files of type: f &1 Files %) | Cancel |
g

Note: Make sure to upload the file in email format only and size should not exceed 9 MB. Otherwise, the following
warning message will be displayed.

Comodo Antispam Gateway

g the requestwas rejected hecause its size
(10005632) excerds the configured maximuom

(216000}

The mail will be processed for uploading...

Crscshbdcard f Dameine T Domsin dashbeand - docteameasi comodood s JReport spam

Report spam @ Hen

Upload .eml or .msg format files only (max. size - 9 Mb)

13 Upload
Angel Beauty Chinic.emd:

File size: 349KB

... and success message will be displayed.
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Spam reported successfully %]

»  Click the g button to close the message.

Delivery Queue

CASG delivers incoming emails which pass its filters directly to the destination server(s). Whenever a destination is
unavailable, all filtered mails are queued on the CASG servers for delivery at a later time.

»  Emails that are permanently rejected by the destination server with a 5xx error code will not be queued and
are rejected by the CASG system.

Queued messages are automatically retried for delivery for a period of time that is set in 'Maximum days to retry" in
domain settings (for example, 4 days).The automatic retry schedule is given below:

During the first two hours, queued messages are retried for delivery at a fixed interval of 15 minutes.

«  During the next 14 hours, queued messages are retried for delivery at a variable time interval starting from
15 minutes and multiplied by 1.5 with each attempted delivery. For example, after the first 15 minutes, the
subsequent attempts will be after 22.5 minutes, 34 minutes and so on.

«  From 16 hours to 4 days after the delivery failure, queued messages are retried for delivery at a fixed
interval of every 6 hours.

- After 4 days, all queued messages will be bounced to the respective senders. The messages will be frozen
if the bounce cannot be delivered immediately and retried for delivery at a fixed time interval of 3 days for
the first 21 days. At the end of this period, delivery of messages will have failed permanently.

The delivery queue area lets you view queued mails, configure queue alerts and analyze delivery diagnostics.

Manage the delivery queue

gueue' in the left-hand menu:

coMDDO -
® Antispam Gateway .

+  Click 'Incoming' > 'Delivery

{7 Dashboard Inc
gPl Lhomain dashboard
rir Incoming

Cuarantine

Archbne o

ctection settings

Clear sncoming cahe

Log search

The 'Incoming Delivery Queue' interface of the selected domain will open:
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Dashbsard / Domains / Domaln dsstbosrd - docleamcass comode id ua / Incaming dslvery Jusue
Incoming delivery queue © Hoio
Shie headers Delvery Sagnostic | Sy Aens + % Refresh
©) Finers
Chieud In quews  Sender Recipient Message e Subect Lasl achon Server name Delay reasons
£9 I hew account i
== . 52m admin@antispamg: john@docteamcast 21577 . message_queue_ch mial prod casg
|Rwrd2SWT I ZLF egisiered
} [elEl) o
S2m admingantispamg demolBdocieamc 21585 ot message_queue ch mial prod casg 91.196.95.19(91.19
IjPwi 7 gHizZHAMS - ) 3 neis - ’ registered que prod Casg 519
) Cionre
Ty

bob@doctesmcasg

Hew - urit
. 3 Mmingantispamg bobgdocteamcesg 11568 meaasge_qusue_ch miad prod cang 91,196 55 19091 .19
[Pver YOG 2184 egislened
Connect
refused
demo | Boocteamci
COMNeCT 1o
Hew accournt ;
- . 52m adming@antispamg demo | @docteamc: 71586 message_queue_ch mial prod casg 91.196. 95 19(91.19
3 Fwer YOIY 1 2Hinly regreieved
Connecton

Sort the Entries
»  Click any column heading to sort entries in ascending/descending order.

Use the 'Filter' option to search queued emails
«  Click anywhere on the 'Filters' stripe to open the filters area.

Dashboard / Domains / Domain dashboard - doctesam.das. comedo.od.ua / Incoming delivery queue

Incoming delivery queue Help

Show headers Delivery diagnostic Alerts £ ¥ Refresh

D Fitters

o= | Queue id w | |contains v Apply filtter

[J] Queweid In queue Sender Recipient Message slia  Subject Last action Server name  Delay reasons

«  To add more filters, click +
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Dashboard / Domaing / Domain dashboard - docteam das comodo.od us f Incnmng UE|IUE‘T}' queue
Incoming delivery queue Help
) Show headers | B Delivery diagnostic | [E)) Aleris £ 1 Refresh
& Fiters
= Queue name w Ccontains o
== Sender w contains w
== Message size w lessthan w0 :
=== Recipient v  contains v
= Server name w contains LY
[# Queueid  Inqueue Sender Recipient Message siie  Subject Last action Server pame  Delay reasons
Mo items found
1 " Perpage 15 | w

You can remove a filter by clicking the == icon beside it.
Available filters are:

«  Queue ID: Will execute a search of Queue ID according to the text entered in the text box (column 3) and
the condition selected in column 2.

«  Queue name: Will execute a search of Queue name according to the text entered in the text box (column
3) and the condition selected in column 2.

» Recipient - Will indicate the email address of the recipient that is in the delivery request.
» Message size - Will execute the message size settings according to the number selected in the 'Filters'.

«  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the
condition selected in column 2.

« Last action: Will execute a search of Last action according to the text entered in the text box (column 3)
and the condition selected in column 2.

< Server name: Will execute a search of Server name according to the text entered in the text box (column
3) and the condition selected in column 2.

» Delay reason - Will indicate the reason an email is queued and cannot be delivered immediately.
When you select any one of the above options in the first drop-down, the following conditions are available:

- Contains: Displays all queued mails that contain the words entered in the text box
« Equals: Displays the queued emails that have the same words as entered in the text box
* Not Equals: Displays the queued emails that do not have the words entered in the text box
» Not Contains: Displays all queued emails that don't contain the words entered in the text box
- Starts With: Displays all queued mails that starts with the words entered in the text box.
«  Ends With: Displays all queued mails that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:

- Sender: Will execute a search of senders according to the text entered in the text box (column 3) and the
condition selected in column 2.

» Recipient: Will execute a search of users according to the text entered in the text box (column 3) and the
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condition selected in column 2.

» Message size: Will execute a search of mails according to the size selected or entered in third field
(column 3) and the condition selected in column 2.

If '‘Sender' and/or 'Recipient' option is selected, the following conditions are available:

«  Contains: Displays all queued mails that contain the words entered in the text box
+ Not Contains: Displays all queued emails that don't contain the words entered in the text box
If " Message Size' is selected, the following conditions are available:
» Less than: Displays the queued emails with size less than the selected or entered size in the third box

«  Greater than: Displays the queued emails with size greater than the selected or entered size in the
third box

»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

«  Click anywhere on the Filters tab to close the filters area.

£} Refresh
«  Click the button to display all the queued emails.

Note: To display all queued emails, first click anywhere on the 'Filters' stripe to close the filters area then click
'Refresh’.

View headers queued emails

«  Select an email from the delivery queue and click the 'Show headers' button.

DQ message headers

Received: from mxsnv2.spamgateway.comodo.com (unknown [10.200.1.248])

by mta3.prod.casg (Posthix) with ESMTP id 3]Rwrd24WTz12LFG

for =john@docteamcasg.comodo.od.ua=; Tue, 28 Oct 2014 14:53:05 +0000 (UTC)
Received: from outbound.antispamgateway.comodo.com ([178.33.199.67]
helo=antispamgateway comodo.com)

by mxsnv2 spamgateway comado.com with esmitps (TLS1 DHE-RSA-AES256-5HA256)

(Exim 4.84)

(envelope-from =admin@antis pamgateway.comodo.coms=)

id 1Xj538t-0000n1-Kk

for john@docteamcasg.comodo.od.ua; Tue, 28 Oct 2014 14:53:04 +0000
Received: from uid.prod.casg (unknown [10.200.1.248])

by relay2.prod.casg (Postfix) with ESMTP id 3jRwrcd7Cwz120In

for <john@docteamcasg.comodo.od.ua=; Tue, 28 Oct 2014 14:53:04 +0000 (GMT)
Date: Tue, 28 Oct 2014 14:53:04 +0000 (GMT)
From: admin@antispamagateway.comodo.com

To: john@docteamcasg.comodo.od.ua

Message-ID: =61067506.21561.1414507984634. JavaMail root@ui3.prod.casg=
Subject: Mew account registered

MIME-Version: 1.0

View Diagnostics
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Delivery diagnostics allow mail server admins to inspect the reasons why a mail did not send correctly. These
diagnostics are also useful when working with Comodo support on an issue.

«  Select an email from the delivery queue then click the ‘Delivery Diagnostic’ button:

Mail delivery diagnostics

MTA server availability

[Relay : csg.comodo_od.ua:20]

Error code : 500

Error message : SMTP host unreachable
No entries on your request

Log search (by queue ID)
[Host:10.200.1.121] *
2014-10-28T15:38:37.045459+00:00 mta2 post_rest: [Tue Oct 28 15:38:37 2014] [debug] GET I
"flog/3jRWIY6XRGZ12Ls6".

m

[Host:10.200.1.122]

2014-10-28T14:53:01.920681+00:00 mta3 postfix.mta/smtpd[18514]: 3jRwrYEXRGz12Ls6:
client=unknown[10.200.1.248]

2014-10-28T14:53:01.921649+00:00 mta3 postfix.mta/cleanup[13104]: 3jRwrY6XRGz12Ls6: message-
id=<891193322.21552.1414507981151.JavaMail.root@ui3.prod.casg>
2014-10-28T14:53:01.921661+00:00 mta3 postfix.mta/cleanup[13104]: 3jRwrY6XRGz12Ls6:
subject=New account registered

2014-10-28T14:53:02.149219+00:00 mta3 postfix.mta/qgmgr{26853]: 3jRwryEXRGz12Ls6:
from==admin@antispamgateway.comodo.coms=, size=21566, nrcpt=1 (queue active)

201 4-10-28T 14302 537TRE2+00N0 mtad nostie/relav/smtnl281901° 3iBwrYAXAG? 121 56

Configure Delivery Queue Alerts

The 'Alerts' feature lets you configure notification emails to be sent if there is a delivery delay. You will need to allow
the alerting server to send you these alerts, so please add mxsrv10.antispamgateway.comodo.com [178.255.87.30]
to your firewall/transport rules if necessary.

{E% Domain dashboard

& showheaders [Eh Delivery diagnostid Alerts

(3) Incoming
Filters
Quarantine 0
Archive [¥# Queue id In queue Sender Recipient

Spam detection setings
Report spam

m Delivery queus
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Delivery Queue alerts

S'E"I'IEI an E"I'I'IEI” EIlE"I't tao | enferemar! sadfresses sepergted by comma Foar moane fhan
if queue contains more than |1 iterns

if emnails remain in the gueue for more than |5 | hour(s)

Send email alert to: Enter one or more email addresses as alert recipients.

alert frequency |5 | minutels)

You can specify 2 possible criteria that will trigger notifications:

» If queue contains more than 'n' items: CASG will send a notification mail if the number of queued mails
reaches or exceeds the number specified in this field

«  If email remains in the queue for more than n hour(s): CASG will send a notification mail when the
oldest mail in the queue exceeds the age you specify (max age = 72 hours).

If you select both criteria, you will receive separate notifications for each trigger. If you uncheck both boxes,
notifications will be canceled.

Alert frequency determines how often you will receive delivery delay notifications. Possible values are between 5-
360 minutes.

Local Recipients

CASG can perform cached recipient call-outs to check whether recipient email addresses actually exist at the
destination mail servers.

»  You can configure CASG to accept mails to valid email accounts in the destination server by enabling the
'Local Recipients' feature.

Important Note: If 'Local Recipients' feature is enabled, all recipients have to be added manually to the 'Local
Recipients' interface. Otherwise, even valid users for that domain will not receive emails. Comodo recommends
that this option should be used in specific cases only and is not required in normal circumstances.

To add local recipients

»  Click 'Incoming’ on the left then select 'Local recipients'.
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f COMDODO
® Antispam Gateway

TR~
{7} Dashboaro
DCimain da:

[i,! InComing
Guaranting
Archive
Spam deteclion sellings
Repor spam
Crelivany gueue
P il T
Local recipients
ClEar INCUrrimag caume

Log search

The 'Local Recipients' configuration area for the selected domain will open:

Dashboard f Domains / Domain dashboard - docteamcasg. comodo.od.ua f Local recipients

Local recipients © Her

Use local recipients: Save

o rdd | [ Detete @ importfrom CSViile

[[] Local recipient
Mo items found

1 I [1-0/0] Perpage |15 L

»  Select the 'Use local recipients' check box and click the 'Save' button
»  Click the 'Add' button
The 'Add local recipient' dialog box will open.

Add local recipient

i@ docteamcasg.comodo.od.ua

o =N
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»  Enter the recipient's in the E-mail field

Add local recipient

E-mail | user i@ docteamcasg.comodo.od.ua

e RN

«  Click the 'Save' button
Repeat the process till you have added all users.

Dashboard f Domaing f Domain dashboard - decteamcasg. comode.od.ua / Local recipients

Local recipients

Use local recipients:

o Add | [ Delete % Importfrom CSV file

[ Local recipient

[[] user1 @docteamcasg.comodo.od.ua

=l user2@docteamcasg.comodo.od.ua

1 i

To delete a local recipient

Select the user that you want to delete and click the 'Delete’ button

Dashboard f Domains / Domain dashboard - docteamcasg. comodo.od.ua / Local recipients

Local recipients

Use local recipients:

of= add ([T Delete) ¢ Importfrom SV ile

[[] Local recipient

userl @docteamcasg.comodo.od.ua

[C] user?@docteamcasg comodo.od.ua

1 i1

»  Click 'OK' to confirm.

COMODO

Creating Trust Online®

Help

Perpage |15 w

Help

Perpage |15 w
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Delete local recipient(s)

e me yoU sUre you want to delete the selected
@recipients?

The selected recipient will be deleted from the list

Tip: You can select multiple recipients to delete by pressing and holding the Shift or Ctrl keys.

To import local recipients from a CSV file

You can add many new users at a time by importing from a file. The users should be saved in separate lines as
shown below:

user1
user2
user3
«  Click the 'Import from CSV file' to import new users from a CSV file.

Daszhboard f Domains f Demain dashboard - docteamcazg.comedo.od.ua f Local recipients

Local recipients Help

Use local recipients: m

#3 Import from CSV file

userl @docteamcasg.comodo.od.ua

o Add | I Delete

[[] Local recipient

[[] user2@docteamcasg.comodo.od.ua

1 i Perpage |15 w

«  Click 'Upload', navigate to the location where the file is saved and click the 'Open' button. The maximum
size of the file that can be uploaded is 9 MB.
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Upload csvfile.

Each line should contains the username of a local recipient
For example:

testuser
testuser

Llpload

The upload will be placed in the import tasks queue and the progress of the upload will be displayed.

If you want to remove the upload from the queue, click the 'Remove import task' button.
The 'Remove import task' deletes only the remaining part of an in-progress task.

Diazhbesard f Domains FDomain deshbeard - docteameasy comodo. od us J Local recipiants

Local recipients

%} Halp
Import iz in process. Please wait B
Usze local recipients [£] m
bolbes
1 Local recipient
|.-.-]II-'FI‘@'I'rr=am-'a=~;:r-mnﬂ-nﬂ ua &
] userz@docteamcasg comodo.od.ua o
1 i

Parpage |15 e

On completion of the upload process, the results will be displayed.
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Cashboard f Domaine ! Domsain dashbosind - doctesncesn compon.od s f Local reciplents

Local recipients

Help
Total lines processed 7 |
Imported 6 usens) &
ot foF domain doctearmcasg. comodood ua has been nishad E

. A
Uze local recipients: m

o agd T cetete | (3 Impon from CEV file

| Local recipiernt

alani@docteamcasg, comodo.od ua
blacki@docleamcasg.comodo.od.us
bob@docteamecasy comodo.od ua

] duncang@docleamecasg.comado.od.ua
JenmyE@docteameasg.comodo.od.ua

] ismilhi@docleameasg.comodo.od ua
userl @docteamcasg comodo od Us

] userdi@docteameasy.comoda.od.us

1 " Perpage |15 w

The local recipients from .csv file will be uploaded and the administrator who carried out the task will receive a
notification about the import task completion.

Clear Incoming Cache

< When an email for a certain recipient is permanently rejected by the destination server with a 5xx error
code, the destination address of the recipient is considered invalid and all emails sent to the recipient will be
rejected.

»  CASG filtering servers caches this information locally for up to two hours. The CASG interface allows you to
clear the call-out cache without waiting for the servers to clear it.

To clear incoming cache

+  Click 'Incoming' on the left then select 'Clear incoming cache'.
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' COMODDD
Antispam Gateway

i Dom shhoard
|i| INcarmang
Guaranting
AMTE
Spam detechon settings
Reoor [T
Delivery queus
an mues
Local recipients
B learincaming cache

LOg =edicii

The 'Clear incoming cache' interface will open:

Dashgoard fDoimans [ Poman caghiosrd - doctene s comodt.od s FCleer incoming cacha

Clear incoming cache © Hen

Here you can clear the incoming callout cache for domain

«  Click the 'Clear' button
The callout cache for the incoming domain is cleared.

Dashiostd FOomans  Domain dashbosrd - docte s comodnad 145 fClear ncoming cache

Clear incoming cache © Hep

Cache was successiully clearad. E

Here you can clear the incoming callout cache for domain

e Click the (%] button to close the notification.
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Log Search

Log searches allow you to look for specific mails for a domain. You can refine your search by various parameters like
sender, recipient and more.

To search logs for incoming mails
+  Click 'Incoming' on the left then select 'Log search'.

coMOoDO0

Antispam Gateway

Quaranting
Archive
Spam delection sellings

Report spam

Dalivary queus

The 'Log search (incoming)' interface for the selected domain will open:
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Dashboard f Domaing / Domain dashboard - docteamcasg. comoedo.od.ua / Log search (incoming)

Log search (incoming) Help

Date range: |2014-10-26 AM 10:49:15 u -1 2014-10-27 AM 10:49:15 [_]

Message ID:
Sender.

Recipient: @docteamcasg.comodo.od.ua
Sender IP.
Sender host:

Predicate: |AND v

Include results from the last minutes: [T

Search

- Date range: Select the date range for which you want to search the log file. The date range for which the
log search can be processed depends on the settings configured in Domain Settings > Log retention
period.

«  Message ID - Enter a unique message identifier (optional )

« Sender: Enter a sender email address in this field.

» Recipient: Enter the email address in this field (for example, 'testuser?’).
«  Sender IP: Enter the IP address of the sender.

« Sender Host: Enter the sender host name.

«  Predicate: You have the option to select either '"AND' or 'OR" in the drop-down. When you choose 'AND'
option, all the entered search terms will be searched together and when you choose 'OR' option, the
application will search any of the search items entered.

 Include results from the last minutes: If selected, CASG will include messages that are currently being
migrated from the filtering server to the logging server in the search results.

The aplion “Include resuls from the last minules” will slow down the search resull retriesal (%

«  Click the 'Search' button.
CASG will search for the entered terms and display the results.
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Date and time

2014-10-28 13:37:05

2014-10-28 13:37:05

2014-10-28 13:26:33

2014-10-28 13:36:33

2014-10-28 13:34.32

2014-10-28 13:34:32

2014-10-28 13:26:19

Domain Aliases

Host (Exim id)

mxsrv1.spamgateway.con
1Xj6xK-0008ET-B2

mxsrv1.spamgateway.con
1Xj6xK-0008ET-B2

mxsrv1.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv1.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv2.spamgateway.con
1Xj6up-00070G-Jb

mxsrv2.spamgateway.con
1Xj6up-00070G-Jb

mxsrv1.spamgateway.con
1Xj6ms-0008Pk-CK

Sender hostname

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrvl.spamgateway.con
178.33.199.65

mxsrvl.spamgateway.con
178.33.199.65

mxsrv2.spamgateway.con
178.33.199.66

Sender

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

Recipient

demo

demo2

demo

demo2

demao

demo2

demo2

Subject

,DQ demo 2

,0Q demo 2

,Re: DO demo

,Re: DO demo

,0Q demo

,0Q demo

Archive email 2

Classification

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Rejected
Rejected by relay
restriction for this
recipient
Rejected
Rejected by relay
restriction for this
recipient

Accepted

CASG lets you add multiple domains as aliases for a specific domain. Mails sent to the alias will be filtered and
delivered to users at the target domain.

For example, if you add testdomain.org as an alias domain for testdomain.com, then mail sent to
user1@testdomain.org will be filtered and delivered to user1@testdomain.com. The 'To:" headers in the email will still
display the original recipient as user1@testdomain.org.

Note: Your MX records should be configured appropriately for the alias after adding domain aliases to CASG.

To add domain aliases

«  Click 'Incoming' > 'Domain aliases' in the left-hand menu
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coMOoOD0O

Antispam Gateway

) Dashboard
) Domain dashboard
Incoming
Quearanfine
Archive
Spam detection setings
Report &pan

Dedvery queus

Local recipients

Clear pncdming cache

The 'Domain Aliases' interface will open:

+  Click the 'Add" button to add a domain alias. The 'Add domain alias' dialog box will open
Enter the domain alias name in the 'Alias' field

Bashboerd f Domaeins / [omain dashbosrd - doctesmcesg comodo od un f Domain clisses

Domain aliases
o acd | T Delets

© Hew

(4] Alias

Add domain alias

Click the 'Save' button. The domain will be added to the main domain as alias and will be listed in the
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interface.

Dmshborrd f Domsins | Domein dashbosrd - coctesmores comodo o 1w | Domein ainses

Domain aliases © Hei
o acd | [ Delets

| Alias

alias.od.ua

To delete a domain alias
«  Select the domain alias from the list
«  Click 'Delete'
+  Click 'OK' to confirm the deletion.

Cashbosrd JDoemains § Domain gashDosid - JoCiepncacn comoiED of g J Domein alssas

Domain aliases © e

|¥] Alias

#] alia= odua

Alias remowving

@Are wou sure you want to remove selected

aliases?

The selected domain alias will be deleted from the list.

Domain Settings

The 'Domain Settings' interface let you configure settings such as log retention period, maximum number of users
and more for the selected domain.

To configure domain settings

+  Click 'Incoming' > 'Domain settings' in the left-hand menu
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4 coMODOD

Antispam Gateway

pCal recipients

Clear incomidng cacha

The 'Domain Settings' interface of the selected domain will open:

Dashboard / Domaing / Domain daghboard - docteamcasg. comode.od ua / Domain settings

Domain settings © Hep
' |
Maximum bounces: |6000 el
) ) |
Log retention period: |30 v
] 7|
Maximum days to retry: |4 e
Change locale for system messages: |English | v

Max. number of users: éUnIimited

Enable archive cleanup:
Retain Archived items for: |5 c |Months | v:
Enable user auto-login: [
] _— ~
Days before cookie expiration: =

Email for license notifications: §bob@docteamcasg.comodo.od.ua

Timezone : | (GMT) Coordinated Universal Time v

Reset to default
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»  Maximum bounces: Enter the maximum number of message bounces that each recipient in the selected
domain can receive per hour (messages from postmaster addresses or with an empty envelope sender).
Please note that if the number of bounces exceeds the limit set in this field, the messages are not
quarantined but are permanently rejected and will not be received later. You can set this to a low value if
users at the selected domain do not send mails to invalid addresses frequently. By default this field is set to
6000.

» Log retention period: All spam and non-spam email connections to a domain are logged in the CASG
server. By default the storage period of this log is 30 days. You can store the log for a longer period by
entering the number of days that you want to store in the field. After the end of set period, the log data will
be moved to a separate storage and cannot be retrieved.

+ Maximum days to retry: If the destination route has temporary problems, the messages are queued and
automatically retried at fixed intervals for the number of days entered in the field. Even after this period if
the emails cannot be delivered, they are bounced to the sender. By default, this is set to 4 days, the main
reason being that the senders should be aware that his\her messages are not being delivered for 4 days.

« Change locale for system messages: Choose the language used for messages sent to domain
administrators.

«  Max. number of users: Enter the maximum of users that can be added for this domain. Leaving this
setting as 'Unlimited" will allow you to add up to, but not exceed, the maximum number of users permitted
by your current license. This can also be done while creating a domain or in the editing domain interface.

« Enable archive cleanup: Allows you to enable or disable the auto-clean up of archived incoming mails in
the archive storage. This option is available for customers that has purchased archive storage from
Comodo.

» Retain Archived items for: Allows you to set the period in months or days, for which the archived mails
should be retained in the archive storage, if you have enabled archive clean-up. The messages that are
older than the period set in this field will be purged automatically.

- Enable user auto-login: If enabled, end-users can login into their CASG account without entering their
credentials. On first login, the users will be asked to confirm their auto login. The users can also change the
settings on their 'My Profile' page. The users' credentials will be stored in the browser' as auto-login cookie
and will be valid for the number of days that is entered in the next field 'Days before cookie expiration'.

« Days before cookie expiration: Enter the validity period in days of the auto-login cookie for end-users.
This is only relevant if you have enabled user-auto-login. Upon expiry of the cookie, users need to provide
login credentials to access their CASG account. The validity period starts after each successful user login.

- Email for license notification: Enter the email address for receiving license notifications for this domain.
You can enter different email addresses for different domains for receiving notifications with respect to
CASG license. If the field is left blank, then license notifications will be sent to admins' registered email
address in Comodo Accounts Manager (CAM).

- Timezone - Allows you to choose the zone for the domain, depending on the location from which it is
hosted. CASG will use the selected time-zone for events which concern that domain, especially for
maintaining the quarantine list, archive list, log search, reports and report subscriptions.

Note: The number of users that you can add for all the domains belonging to your account depends on your
subscription plan. For example, if the subscription plan for your account allows you to add 1000 users and you
have three domains, then you can add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3.
You can set any value between 0 and 999999 in the 'Max. number of users' field, but CASG checks if the total
number of users for all domains is within your license limit.

+  Click 'Reset to default' to reset default settings in CASG.
«  Click the 'Save' button.
A confirmation dialog indicating the successful configuration of the domain settings will be displayed. Click 'X'.

Successfully saved B
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Manage Report Subscriptions for Selected Domain

Allows you to configure subscriptions to domain, user import, and quarantine reports generated for a domain. You
can also specify which administrators of the domain should receive the reports.

See CASG Reports - an Overview for more details on the reports.

To access Manage report subscriptions interface

«  Click 'Incoming' on the left then choose 'Manage report subscriptions'.

= CcoM0DOD
Antispam Gateway

|f_.::| Dashboard
AT
B Domain dashboard

rb Incoming

The 'Manage report subscriptions' interface will open:
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Dashbeard ¢/ Domans £ Domain dashboard - cagoad comedo od. ua f Manage repart subscnplicns

Manage report subscriptions Help

Report recipients

&) Domain statistics report
Pernod Hour Day of month Day of week Send empty | Enabled | Start date (GMT) | Report length

¥ Every hour 2'Every day Every week day

Choose Choose Choose

© Quarantine report
© Quarantine release report
O Reported Spam report

£ Users auto-import report

Riesel seflings to default

* Report recipients - Enter the email addresses of the domain administrators to whom the reports should be
sent. You can enter multiple addresses separated by a comma.

Note: The 'Report recipients' field will not be auto-populated as it does in the interface of Customer Management
> Managing Report Subscriptions

Dashboard / Domains J/ Domain dashboard - csggad comodo od ua f I.l'ur.ugl report subscripbons

Manage report subscriptions Help

Report recipients

user?7@csggad comode od.ua userl@csggad comoda odua

« The interface lets you configure the delivery schedule for each type of report.
«  Click on the respective strip to expand the configuration pane for a report type.
You can configure subscriptions for five types of reports from this interface:

« Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly will contain a detailed statistics of the mails that are identified as spam or containing malicious
content and moved to Quarantine of the domain automatically by CASG. Refer to CASG Reports - An
Overview for more details.
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- Domain Statistics Report - The periodical report which can be configured to be received hourly, daily,
weekly or monthly will contain a detailed statistics of number of users, mails that have been received at and
sent from the domain, number of spams identified and blocked and so on. Refer to CASG Reports - An
Overview for more details.

« Users auto-import report - The periodical report which can be configured to be received hourly, daily,
weekly or monthly will contain details of new users that were auto-imported based on incoming mails
received for them at the mail server. For more details on configuring CASG for auto-importing new users,
refer to the section Managing User Auto-import. Fore more details on the reports, refer to the section
CASG Reports - An Overview .

» Quarantine Release Report - The periodical report which can be configured to be received hourly, daily,
weekly or monthly will contain a detailed statistics of the quarantined mails that are released by the
administrator to the recipient. Refer to CASG Reports - An Overview for more details.

» Reported Spam Report - The periodical report which can be configured to be received hourly, daily, weekly
or monthly will contain a detailed statistics of the mails that are reported as spam by administrators and
users. Refer to CASG Reports - An Overview for more details.

To configure the subscription of the reports

« If you want the administrators of the account to receive the periodical reports, select the 'Enabled' checkbox
in the row of the respective report type. If both the reports are required, you can select both the
checkboxes.

» Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.
- Select the frequency of the report to be sent to the administrators from the options for:

« Quarantine Report;

« Domain Statistics Report;

« User Auto-Import Report;

* Quarantine Release Report; and
* Reported Spam Report.

Quarantine Report

& Quarartine report
Hour Day of month Day of week Sendempty | Enabled  Startdats (GNIT) Report leAgth

Every hour WEyvery day Ewvery week day
B Choose Choose = Choose
# - W Monday &

Tuesday Mext report fior 3 dey{s) from last
Jun 29,2015 03:00 i
Mednesds ’ : run (2015-06-25 17:00)
7 2 Thursday

¥ Friday

»  Hour - The reports will be generated and sent to the administrators every hour or at the selected
hour(s) of the day or date chosen from 'Day of month' or 'Day of week' columns.

- Day of month - The reports will be generated and sent to the administrators every day or on the
specific day every month chosen at the hour selected from the 'Hour' column.

« Day of week - The reports will be generated and sent to the administrators every day or on the
specific day every week chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as
per Greenwich Mean Time (GMT)).

» Report length - Displays the period of the report that will be generated depending on the options
chosen.
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Domain Statistics Report

& Domain statistics report

Period Hour Day of month Day of week Send empty Emabled Start date (GMT)  Report length
W Every howr WEvery day Every wesk day
Choose Choose ¥ Choose
- i Sunday =

Next report for last
] monday . — Jun 29,2005 week(s) from last
Wesaki L - = o _
i _— - 00.00 run (20150622
uesda
17:00)

»  Period - Enables you to set the period to be covered in the report. The report will contain the
statistics of all the domains in the account for the past one hour, one week, one month or one year,
as selected from drop-down from the scheduled report time.

»  Hour - The reports will be generated and sent to the administrators every hour or at the selected
hour(s) of the day or date chosen from 'Day of month' or 'Day of week' columns.

- Day of month - The reports will be generated and sent to the administrators every day or on the
specific day every month chosen at the hour selected from the 'Hour' column.

- Day of week - The reports will be generated and sent to the administrators every day or on the
specific day every week chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as
per Greenwich Mean Time (GMT)).

* Report length - Displays the period of the report that will be generated depending on the options
chosen.

User Auto-Import Report

2 Users auto-import report

Hour Day of month Day of waek Send empty | Enabled  Start date (GMT) Report length
Every hour Every day Ewvery week day
¥ Choose ¥ Choose ¥ Choose
- 1 i Tugsday
Wednesday P Mext report for 224 day(s) from
! ; F Feb 05, 2016 05
I ) S Lo last run (2015-06-25 17-00)
7 5 3 Thursday |
[#] Frigay |
- ¥ s | Saturday -

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected
hour(s) of the day or date chosen from 'Day of month' or 'Day of week' columns.

» Day of month - The reports will be generated and sent to the administrators every day or on the
specific day every month chosen at the hour selected from the "Hour' column.

« Day of week - The reports will be generated and sent to the administrators every day or on the
specific day every week chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as
per Greenwich Mean Time (GMT)).

» Report length - Displays the period of the report that will be generated depending on the options
chosen.
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Quarantine Release Report

& Quarantine release report

Hour Day of month Day of week Send emply ~ Enabled  Start date (GMT) Report length
Every hour @ Every day Every week day
¥ Choose Choose B Choose
b e ¥l Sunday £
[ PR Mext r for 95 davis) fir
+ 1 . Monday - 7 Jun 26,2015 01:00 ext report for 95 day(s) from

last run (2075403-25 00-00})

wesady
wednesda

Thursday %

»  Hour - The reports will be generated and sent to the administrators every hour or at the selected
hour(s) of the day or date chosen from 'Day of month' or 'Day of week' columns.

» Day of month - The reports will be generated and sent to the administrators every day or on the
specific day every month chosen at the hour selected from the 'Hour' column.

« Day of week - The reports will be generated and sent to the administrators every day or on the
specific day every week chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as
per Greenwich Mean Time (GMT)).

* Report length - Displays the period of the report that will be generated depending on the options

chosen.
Reported Spam Report
& Reported Spam report
Hour Day of month Day of week Send empty Enabled = Start date (GMT) Report length
Every hour ¥ Every day Every week day
@ Choose Choose ® Choose
0 - G ¥ Sunday
1 Monda i | F AE B E 0 MNext report for 95 day(s) from
~ = ‘ Jun 28,2015 02:00 It run (2015-03-25 00:00)
v 2 Tuasdal
I 3 nes
" i it Thursday o

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected
hour(s) of the day or date chosen from 'Day of month' or 'Day of week' columns.

« Day of month - The reports will be generated and sent to the administrators every day or on the
specific day every month chosen at the hour selected from the 'Hour' column.

- Day of week - The reports will be generated and sent to the administrators every day or on the
specific day every week chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as
per Greenwich Mean Time (GMT)).

* Report length - Displays the period of the report that will be generated depending on the options
chosen.

+  Click "Save' for your settings to take effect.

»  Click the 'Reset settings to default' button to disable all the reports. The 'Report Recipients' field will not be
cleared.

Relay Restrictions
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« The 'Relay restrictions' interface lets you specify message transfer agents (MTA), mail servers, or other mail
relays from which incoming mail should be accepted or rejected.

- For example, a business that has regional offices can configure their regional systems to accept only
incoming emails from email servers at the home office.

« Administrators can define organization names from which mails should be accepted or rejected. CASG
parses the mail headers of each incoming mail to ensure the existence of an MTA IP address or FQDN of
the organization before accepting the mail. If you don't know the name of an organization, you can search
for it using the 'Lookup' feature. Enter the IP address of the sender domain.

To add a relay restriction rule
+  Click 'Incoming' from the left then select 'Relay Restrictions'.

ol COMODO
Antispam Gateway

The 'Relay restrictions' interface for the domain will open:

Dashboard / Domaing / Domain dashboard - demo.das. comode.od.ua / Relay restrictions

Relay restrictions
o rdd | [ Delete  #2 Edit

Restrict email acceptance to the following relay servers

Organization name Policy

@ Google Inc. Accept
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»  Select the 'Restrict email acceptance to the following relay servers' check box
«  Click the 'Add' button. The 'Add/Edit restriction' dialog will appear:

Add restriction

Organization name :

|
Policy @ Accept CReject

Lookup IP for organization name :

Bl o

+  Enter the organization name in the 'Organization name' text box

«  If you are not sure about the organization name, obtain the IP address of the mail server from any
incoming mail from the organization and enter it in the 'Lookup IP for organization name' field.
Click 'Lookup' to perform the search.

»  CASG will perform a lookup from WHOIS.com website and auto-populate the Organization name
field.

»  Choose the acceptance policy for emails from the organization's mail server:

»  Accept - All mails from the selected organizations will be accepted. Those from other organizations will
be blocked.

»  Reject - All mails from the selected organizations will be blocked. Those from other organizations will
be accepted.

«  Click 'Save' for the rule to take effect.

Relay restrictions now enabled. ﬁ

»  Repeat the process till you have added all the organizations.
The administrator need to add a rule for each organization from which the mails are to be accepted or rejected.

lllustrations:

1. For example, if you want to accept mails only from two domains, namely gooddomain1.com and
gooddomain2.com and reject mails from all the other mail servers, create two rules, one for gooddomain1.com and

other for gooddomain2.com.
* Rule 1 - Accept gooddomain1.com and block all other domains
* Rule 2 - Accept gooddomain2.com and block all other domains

Only the incoming mails from gooddomain1.com and gooddomain2.com will be accepted. Those from all the other
domains will be rejected.

2. For example, if you want to block mails only from two domains, namely baddomain1.com and baddomain2.com
and allow mails from all the other mail servers, create two rules, one for baddomain1.com and other for
baddomain2.com.

* Rule 1 - Reject baddomain1.com and allow all other domains
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* Rule 2 - Reject baddomain2.com and allow all other domains

Only the incoming mails from baddomain1.com and baddomain2.com will be blocked. Those from all the other
domains will be accepted.

You can create any number of 'Allow' and 'Reject' rules. The 'Accept 'rules have more priority and reject rules will
be skipped in case of any rule conflict.

The incoming mails from blacklisted domains in the global or domain blacklist will be rejected even if they are
accepted by the relay restrictions rules. The priority order of rules checked on allowing an email is as follows:

1. Global blacklist
2. Domain whitelist/blacklist
3. Relay restriction rules

4. Per user whitelist/blacklist

Note: The 'Relay restrictions' is disabled for TRIAL customers.

Edit Relay Restriction Rules

You can change the organization name or acceptance policy of any rule at any time.
To edit a rule
«  Choose the rule to be edited and and click the 'Edit' button.

Dashboard / Demaing / Domain dashboard - docteamcasg. comedo.od.ua / Relay restrictions

fhe following relay servers

Policy
Accept
Accept

Accept

Add/Edit restriction

Crganization name :
Rediff com India Limited
Policy @ Accept ©Reject

Lockup IP for organization name :
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The Add/Edit restriction dialog will appear.

«  Edit the fields and policy options as required. For more details refer to the explanation under To add a
Relay Restriction Rule.

»  Click 'Save' for your changes to take effect.

Removing Relay Restriction Rules

You can remove unwanted rules at anytime from CASG.
To remove a Relay Restriction rule
«  Choose the rule you want to remove and click the 'Delete" button

Dashboard / Domains f Domain dashboard - docteamcasg comode.od.ua / Relay restrictions

Delete restrictions

= Are you sure you want to delete the selected
@ restrictions?

+  Click 'OK" in the confirmation dialog.
Geolocation Restrictions
»  You can set rules that allow or block access to the CASG console based on the country from which the
connection attempt was made.
To create a geolocation policy
«  Click 'Incoming' on the left then click 'Geolocation restrictions":
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Report spam
Dedivery queus

Destination routes

B Gaplocabon resinciions

1y Qutgoing

The 'Geolocation restrictions' interface for the domain will open:

Dashboard / Domains /- Domain dashboard - cegoad comods od ua / Geolocation resirictions

Geolocation restrictions
o add | [ Deiete #* Edit

] Enable geclocation restrictions

Country name Country code Podicy
United States us Accept
" Angola AD Fepect

COMODO

Creating Trust Online®

« Enable geolocation restrictions - Activate location based access restrictions. If enabled, administrators

need to add restriction rules.
From the interface, you can:
» Add a geolocation restriction policy
» Edit a geolocation restriction policy
» Delete a geolocation restriction policy
To add a new geolocation restriction policy
«  Click the 'Add' button
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Cashbosard f Domaing f Domain daghboard - cegged comods od ua / Geolocation restrictions

Geolocation restrictions

@ﬁ Delete & Edit

¥ Enable geclocation restrictions

Country name Country code Policy

The 'Add country restriction' dialog will appear.

Add country restriction

Choose country

Policy @ Accept O Reject

B3|

«  Select the country from the 'Choose country' drop-down

#Add country restriction

Choose country

Alghanistan

Aland Islands
Albania

Algeria

American 3amoa
Andorra

Angola

Anguilla
ANGMYMaus Prosxy
Antarclica

Antigua and Barbuda
Argentina

Armignia

Aruba

AsiaPacific Region
Alatraha

Austnia

Azerbaijan

Brnhaman

TS B

»  Choose the geolocation restriction policy for accessing the CASG web interface

= Accept - Admins and users from these countries are allowed to access the domain management
interface

»  Reject - Admins and users from these countries are not allowed to access the domain
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management interface

Add country restriction

Choose country

Policy () Accept @ Reject

B o

«  Click 'Save' to create the policy
»  Repeat the process to add more rules

To edit a geolocation restriction policy
A geolocation restriction policy cannot be edited for a country. But you can change the country for the policy.

«  Select the rule for which you want to change the country and click the 'Edit' button

Dashboard / Domaing / Domain dashbosrd - csngsd comodo od.ua / Geolocation restrictions

Geolocation restrictions

Country code Paolicy

Us Accept
AD Rrj'.-r.l
Reject

hanistan AF

«  Select a different country from the drop-down

Add country restriction

Choose country

Afghanistan|

Policy ) Accept @ Reject

- [

«  Click the 'Save' button for the changes to take effect

To delete a geolocation restriction policy
«  Select the policy that you want to remove from the list and click the 'Delete’ button
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[ashboard / Domoans / Deman doshboard - csggnd comode od ug / Geolecation restrictions

Geolocation restrictions

ﬁ Delete ﬁ' Edit
peatian restrictions
Country code Policy
us Acoopt
AD Reject
Al Reject

»  Click 'OK' to confirm the removal of the selected geolocation restriction rule from the list

Delete restrictions

@ Are you sure you want to delete the selected

restrictions?

The rule will be removed from the list.

3.21.1.5.3 Outgoing

To send outgoing email, you need to add a valid user to the filter cluster. This can be done from the web interface.
The following ports are available for the outgoing service:

+  SMTP AUTH: Port 25 or 587
«  SMTP StartTLS Port 587
«  SMTP SSL Port 465

Comodo recommends port 587. The outgoing service listens by default on all IPv4 addresses activated on the
server.

« Create a separate outgoing user on the filtering cluster for each end-user to relay outgoing email. Use
automatic user locking to close the account if abuse is detected.

»  There are two methods you can for per-user authentication:

« The firstis to instruct all end-users to authenticate directly to the filter cluster for their outgoing emails.
«  The second is to configure your SMTP server to authenticate each user separately to the filter cluster
for all outgoing mail.
When using per-user authentication for outgoing mail, ensure you set usage limits correctly and enable automatic
locking.
« Ifyou find per-user authentication too cumbersome, you can use smarthost setup as an alternative.

« You add a single outgoing account to the filtering server and point all outgoing emails to this server, thus
using the filter cluster as smarthost.

«  Most email servers have a 'smarthost setting' feature which lets you easily accomplish the task of
configuring outgoing email filtering.

» Make sure to disable automatic user locking setting to prevent the full server account getting locked
because a single user sent out spam. Also enable block spam so that individual spam messages will be
stopped and the administrator notified.
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While using smarthosting setup for outgoing mail filtering, ensure to set the limits correctly per user based on the
server.

In the 'Outgoing’ area of the Manage Domain section you can set a user account for spam checking, clear outgoing
cache, search for outgoing email messages and outgoing spam checking.

' coMODO
"ap® Antispam Gateway

Dashboard
Domain dashboard
Incoming

Outgoing
B Clear outgoing cache

Log search

Email management

Audit log
Domain Rules

Account management

Click the following links for more details:
»  Clear outgoing cache
+ Log search
+ Users

Clear outgoing cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses existing/non-
existing email accounts at the destination mail servers to minimize the number of recipient callouts. When an email
for a certain recipient is permanently rejected by the destination server with a 5xx error code, the destination address
of the recipient is considered invalid and all emails sent to the recipient will be rejected. CASG filtering servers
caches this information locally for up to two hours. CASG interface allows you to clear the callout cache without
waiting for the servers to clear it.

To clear outgoing cache

Click the 'Clear outgoing cache' from the 'Outgoing’ drop-down on the left
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Dashboard
@ Domain dashboard
@I Incoming
@ Qutonino
B Clear cutgoing cache
LA e

Users

. EI Email management

The 'Clear outgoing cache' interface will be displayed:

Dazhbosrd f Domains § Domein dashbosrd - doctemncasy comodood us f Clesr outpoing cache

Clear outgoing cache

Here you can clear the outgoing callout cache for domain

«  Click the 'Clear" button.
The callout cache for the outgoing domain is cleared.

Cache wid succassiully cleansd
«  Click X" to close the 'Cache successfully cleared' dialog box.
Log search

The 'Log Search' option allows you to search for a specific outgoing email message.
«  Click the Log search form the 'Outgoing' drop-down on the left

COMODO
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/) Dashboard
Domain dashboard
Incoming
Outgoing

oo sutgning cache

®m | ogsearch

» The 'Log Search (Outgoing)" interface will be displayed:

Dashboard f Domains / Domain dashboard - docteamcaszg. comoedo.od.ua f Log search (outgoing)

Log search (outgoing) @ Hen

Date range: | 2014-10-26 AM 11:35:40 m -1 2014-10-27 AM 11:38:40 |-

Message D
Sender.
User. @docteamcasg.comodo.od.ua
Recipient:
Sender IP
Sender host:
Predicate: |AND v

Classification: |All w

Include results from the last minutes: [

- Date range: Select the date range for which you want to search the log file. The date range for which the
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log search can be processed depends on the settings configured in Domain Settings > Log retention
period.

» Message ID - Enter a unique message identifier (optional )

« Sender: Enter the sender email address in this field.

« User: Enter the username of the outgoing email address for in this field (for example, testuser1').
» Recipient: Enter the email address in this field. (for example, 'testuser1@example.com’).

« Sender IP: Enter the IP address of the sender.

» Sender Host: Enter the sender host name.

»  Predicate: There are two available options to select from the the drop-down: 'AND' or 'OR'

< If'AND'is selected - All the entered search terms will be searched together
« If'OR'is selected - The application will search any of the search items entered.
« Classification: Select the type of email that you want to search from the drop-down options.

* Include results from the last minutes: If selected, CASG will include messages that are currently being
migrated from the filtering server to the logging server in the search results.

The DplIDI'l *Include results from the 13st minutes® will slow down the seanch result retrieval ﬁ
Click the 'Search' button. CASG will search for the entered terms and display the results.
Date and time Host (Exim id) Sender hostname Sender Recipient Subject Classification
mxsrv1.spamgateway.cor mxsrv2.spamgateway.corn Accepted
2014-10-28 13:37:05 . ' ) ' demo@csg.comodo.od.u demol ,0Q demo 2 Message content looked
1Xj6xK-D008ET-B2 178.33.199.66 @cs0 . 49
like non-spam
mxsrv1.spamgateway.con mxsrv2.spamgateway.con Accepted
2014-10-28 13:37:05 o ’ ) ’ demo@csg.comodo.odu dema2 ,0Q demo 2 M tent looked
1Xj6XICOD0BETB2 178.33.199.66 @< viessage content looke
like non-spam
mxsrvl.spamgateway.cor mxsrv2.spamgateway.corn Accepted
2014-10-28 13:36:33 ’ ’ ) ’ demo@csg.comodo.od.u demol ,Re: DQ demo
1Xj6wo-0007pb-Ag 178.33.199.66 @csg r?'lessage CEIIEEETE
like non-spam
mxsrv1.spamgateway.con mxsrv2.spamgateway.con Accepted
2014-10-28 13:36:33 o ' ) ' demo@csg.comodo.odu demo2 [Re:DQdemo | Message content looked
1Xj6wo-0007pb-Ag 178.33.199.66 @cs0 vessag
like non-spam
Rejected
2014-1028 133432 TSTV2.Spamgateway.con mXSIV1.Spamgateway.cor o e o0 comodo.odu demod \DQ demo R
1Xj6up-00070G-Jb 178.33.199.65 restriction for this
recipient
Rejected
20141028 12:34:32  MSTV2.Spamgateway.con MXSIV1. Spamgateway.cor . oe0q 0 comodo.odu demo2 .DQ demo ey
1Xj6up-00070G-Jb 178.33.199.65 restriction for this
recipient
Accepted
2014-10-28 13:25:1g  TSTV1-SPamgateway.cor mXSIV2 SpAMGAIEWaY.CON o o0 0c comodo.odu demo? Arenive emait2 [

1Xj6ms-0008Pk-CK

Sorting the Entries

178.33.199.66

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the
entries as per the information displayed in the respective column.

Downloading the Report

»  Click the 'Download' button to download the log report of sent mails for the filters entered and/or selected.

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved

123



COMODO

Creating Trust Online®

- ™
Opening cutgeing.docteamcasg.comodo.od.ualogs.zip M

You have chosen to open:

g outgoing.docteamcasg.comodo.od.ua.logs.zip
which is: WinRAR ZIP archive

from: . & o

What should Firefox do with this file?

) Openwith | WinRAR.ZIP (default) -

i@ i Save File

[] Do this automatically for files like this from now on.

(0] l ’ Cancel

You can choose to open the file by using the browse option or save the file in your system. The compressed log file
will be saved in the folder that you have configured for saving download files. The values in the log report will be
separated by commas. This file can be opened with Excel or Openoffice Calc for easy analysis.

Users

The content of outgoing emails should be checked because sending out spam / malware can damage your corporate
reputation. Often the outbound email path bypasses the system that scans incoming emails from the internet, and
instead sends the emails directly out to the destination. Filtering the outgoing user's mail also prevent spam from
reaching end user mailboxes.

Configuring User's Email Client for Outgoing Mail Filtering
The email clients of the users added for outgoing email filtering must be configured to point to CASG service.
In the Account Settings interface of the user's email client, enter the following details:

«  Smtp server: mxpool1.spamgateway.comodo.com (for EU based service) or
mxpool1.us.spamgateway.comodo.com (for US based service) according to your preferred CASG service

domain.
«  Connection Security: STARTTLS or SSL
e Port: 587

» Username: <username@domainname.com>
To access the 'Outgoing users' interface:

«  Click the Users' from the 'Outgoing' drop-down on the left
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Domain dashboard
Incoming
Outgoing
(Clear outgoing cache
g search

B lsers

Email management

The 'Users' interface of the selected domain will be displayed:

Ceashiycard FDomairs | Damain dashbosrd - goctasmcasy Camods of s JOulgaing ussars

Qutgoing users © v
ST TR A v actions v | |3 Ramesh
£ Fitters
[] Username Locked

] bob@docteamcasy.comodo.od ua

] john@docteameasg.comodo. od.ua

Sorting the Entries

«  Click any column heading switches the sorting of the entries based on the ascending/descending order of
the entries as per the information displayed in the respective column.

Using Filter option to search users

«  Click anywhere on the Filters tab to open the filters area.
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Dashioard f Domans [ Domain dashboord - docteamonsn comodo od we § Shbgoing Lsers

Qutgoing users © +ep
o fdd | T Delete ¢ Edit .t? Refresh
£ Finers
& Usemame w | containg ~
7] Usermame “*  Locked

pob@docieamcasg.comodo od.us

| johni@docteamcasg.comada ol ua

You can add more filters by clicking 'l' for narrowing down your search.

Castibnatd § DOomains § Domain dashiboard - EoCtesncas comacd o LS J Outgoing usars

QOutgoing users © Heip
ofe 4o | T oelete | @ Edn E Refrash
a Fillars
+ Llzamame w | conlaing w
= Lzername | aquals -

7] Usernams *  Locked

bob@docteameasg comado od ua

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

» Username: Will execute a search of usernames according to the text in the text box (column 3) and the
condition selected in column 2.

If 'Username' is selected, the following conditions are available:
» Equals: Displays all usernames that match the text entered in the text box.
» Not Equals: Displays all users except the one entered in the text box.
«  Contains: Displays all username(s) that contain the words entered in the text box.
« Not Contains: Displays all username(s) that do not contain the words entered in the text box.
- Starts With: Displays all usernames(s) that starts with the words entered in the text box.
« Ends With: Displays all usernames(s) that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

a Refresh ‘

Click the ‘ button to display all the outgoing users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to
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‘ close the filters area and then click the 'Refresh' button.

To add a new user
+ Click the 'Add' button.

Dashbesrd Domains ! Domsn deashbeand - decleameas cofodo od.us FOugaing users

Outgoing users © e
i T = o actions v | £3 Rebest I
£ Finers
T Ussinaing “  Locked

[T bob@docteameasy. comodo.od.ua

11 john@docteamcasg.comado od us

The 'Add outgoing user' dialog will be displayed.
Add outgoing user

Llsername Cramain Fassword

Edit outgoing settings
m | Cancel |

»  Enter the username for the new outgoing user that will be first part of the email address. For example,
testuser. The email address of the added user will be testuser@testdomain.com.

«  Enter the password in the Password filed. If the 'Password' field is left blank, then the 'Username' must be
an IP address, and any connection from that IP will be considered authenticated without needing to use
SMTP AUTH (Note: authorizing IP addresses may be disabled on the system).

«  Click the 'Edit outgoing settings' button to configure outgoing settings for the user. The 'Add outgoing
settings' dialog will expand:
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Add outgoing user

Username Domain Passward

Edit outgoing settings

Automatic lock: L)

User lock timeout:

Maximum unlocks by timeout:
Enable ocutgoing limits:

Limit per menth:
Limit per week:
Limit per day: | 1000000

Limit per hour: |100000

M
W
F
W
b
W
F
W
M
.

Limit per minute:  [12000000
Walid sender address required: |+

Maximum number of recipients per day: |10

Invalid recipient limit: |44

€3 4% 4>

Maximum days to retry:

Quarantine response: |Rejected

- [

«  Automatic lock - CASG will prevent a user from sending mail if it detects they have sent out spam or
malware. You can set the length of this ban in the 'User lock timeout' field.

« User lock timeout - Time in minutes that a user is banned from sending mail if CASG detects
their account has sent spam. See 'Automatic lock' above.

«  Maximum unlocks by timeout - The number of times the locked out user will be unlocked for sending
out mails. After reaching the maximum limit, the user will be locked out from sending any mails till it is
unlocked by the administrator.

« Enable outgoing limits - Activate / deactivate limits on outgoing mails.
«  Limit per month - The number of mails that can be sent per month
Limit per week - The number of mails that can be sent per week
Limit per day - The number of mails that can be sent per day
«  Limit per hour - The number of mails that can be sent per hour.
«  Limit per minute - The number of mails that can be sent per minute.
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- Valid sender address required - If enabled, outgoing mails must have valid sender address.

«  Maximum number of recipients per day - Maximum number of recipients that a user can send mails
per day.
« Invalid recipient limit: - The number of invalid recipients that a user can send mails to.

«  Maximum days to retry - Maximum number of days CASG will retry to send queued outgoing mails
after which they are bounced to the user.

* Quarantine response - Determines the response that CASG will send to the SMTP server that
delivered a message in the event that the mail is identified as spam.

Note: If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered
to the recipient) regardless of your choice here. These options merely determine what message CASG will send
back to the SMTP mail server.

Options:

» Rejected - Will inform the SMTP server that the email wasn't delivered to recipient. (By default is
'Rejected'.)

» Accepted - The senders will not be notified if the outgoing mails are detected as spam. They will be
blocked and not delivered to recipients.

+ Click the 'Save' button.

Dissshbsred # Dasing | DOMAI o5 shiosrs - doclesmess om0 s £ Oubgeing wsers
Outgoing users © Hen
& add | [ pelete | & Edit £ Refresh
£ Fiters
Usernaims Locked

| bobi@docteameasg comodo.od.ua

=] johneddocteamcasg.comodo.od ua

| srmift |:|:":'.DE'.*.-EI'I'IEiE; camodo.od.ug

To delete an existing user
«  Select the user you want to delete from the list and click the 'Delete’ button.

Cazhieard JDomsine FDomsin deshbosnd - doctesmcasg comoco od us JOulgaing usears
Outgoing users © ven
o 2dd ,f Edit i} Rafesh
€3 Finers
[] Wi i Locked
| bob@docteameasy comodo,od ua

| lphn@doctearmcasy comoda od.ua

7 s ih@doctsameasg comodo od.us

Tip: You can select multiple users to delete by pressing and holding the Shift or Ctrl keys.
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/@ Areyou sure you want to delete the selected

users?

«  Click 'OK' to confirm.

To edit an existing user
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You can reset password, modify the outgoing settings configured from the 'Add outgoing user' interface.

»  Select the user that you want to edit from the list and click the 'Edit' button.

Deaghipoard f Domains §Domein deshiboend - doctesencrsg Comode.od s / Oudgoing wears

Qutgoing users

F AW tore actions

[ Usermame Locked

o 2o T Delet
€3 Finers

| pob@doctearne#sg.comono.od ua
] jo hiri@docteameasy comodo od ua

V] smith@docleameasg comodo.od ua

«  Click the 'Edit outgoing settings' button.
Edit outgoing settings for smithf@docteamcasg.comodo.od.ua

Llzername Fassward

Edit outgoing settings
m | Cancel |

The 'Edit outgoing settings' will be displayed.
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Add outgoing user

Username Domain Password

Edit outgoing settings

Block outgoing spam:

Automatic lock:
User lock timeout:
Maximum unlocks by timeout:
Enable outgoing limits:

Limit per hour.

L IRE

Limit per minute:
Valid sender address required:

Maximum number of recipients per day: |10

Invalid recipient limit: |44

(€2 (<>

Maximum days to retry |3

Quarantine response: |Rejected

B3]

» Reset the password and / or make other changes as explained in the 'Add outgoing user' section.
»  Click the 'Save' button to confirm your changes.
To manually lock outgoing user

Due to administrative or any other reason if you want to prevent a user from sending out mails, the Lock feature
allows you to do so.

«  Select the user that you want to lock, click 'More actions' drop-down > ‘Lock’

Dashboard §Domsins § Domain dastibonrd - gocteamoas, Comosn, ool 1 | RGO uEers

Outgoing users @ +en

o add | [ Celete | @ Edit

More achons W 1,'__," Refresh

£ Finers
Unlock
Usarnane Lackad
iingort froem CSW fie
| habggdoctaameasg comado.od.L

= impart froe Incoming ussrs
=|'.'I"@::Utt-.'=.-l'l'll'd.='.: comodo.ad i . 2

[¥] smith@docteameasg.comodo.od ua

The selected user will be locked from sending mails with status ‘Manual'.

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 131



COMODO

Creating Trust Online®

Cashicand FDomsine F Domsin dsstibosrd - gocleamessg comodo o us / Oubgoing usars

Outgoing users © ren
Add Delete | 4" Edit LIS £ Refresh
d raa p
€ Finers
Usermanme Locked
] bob@doctearncasg comodo.od.ua

ohni@docieamcasg.comodo.od ua

! smithidocieamcasg.comodo.od.ua manual

To manually unlock outgoing user

A user who has been locked either manually or automatically (see Edit outgoing settings) can be unlocked from
this interface.

»  Select the user that you want to unlock, click 'More actions' > 'Unlock'.

Cashicand [ Domaine ¢ Domain dashboard - dociesmc eea comodp od ua [ Oulgoing Lsers

Outgoing users O s
o= Add T Detete | & Edit £ % Refresh [
Lock
a Fliters
] Usermame Lackead

Impoet from OS5 il
[ bob@docteameasg comode.od.L

Impcet from incoming users

chni@docieamcasg.comodo.o
A smith@docieamcasg.comodo.od ua manua

The user will be unlocked and he can send mails.
To import outgoing users from CSV file

Administrators can import many users from a file to the outgoing users list at a time. The users should be saved in
the format shown below as an example:

user1,domainname,password

user2,domainname,password

- To import outgoing users from a CSV file, click 'More actions' > 'Import from CSV file'

Pashbonrd f Domsing § Domein dashbosr - doctesmenss comodo od us 5 Oubgoing weers

Outgoing users D Heip
o= Add ﬁ Delete | 4 Edil D Refresh
Lock
£ Filtars
Unicck

| Usernaime Locked
[ bob@docteameasg comodo.od L

sai i Frport from coming users
johnixdocleamcoasg.comodo.od.l

| emithi@docteameasg.comodo od ua manual

The Upload dialog will be displayed.
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Upload

Upload csv file.

Each line should contain three columns: username,domain,password

For example:

testusertestdomain testpassword

Upload

Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button.
The upload progress will be displayed...

Dashiboard fDomeing # Domain dashbosrd - docieamcns

o comedo od us / Culgaing users

Outgoing users

& Help
Impaortis in process Please wal E
o= Add T R ATl hore actions v £ Refresh
£ Finers
7] Usermame Lacked
] bob@docteameasg comade.od.ua i
7 john@docteameasg comodo.od ua
B sm ithi@docleameasy.comodo.od ua rmanual A
...and when completed, the results will be displayed.
[Dashboard 5 Domans fDoman dashooard - docteameasn comono od ua | Outpoing users
Qutgoing users © Hen
Total lines processed 3 %
Imported 3 useris) %
Impart for domain docteameasg comodo od.ua has been fimshed 5
o 20d T Delete | # Eait £ Refresh |
£ Finers
[T Usermame

Locked

L '|'l|3_f'1nf'.9-=ll1'lf asg.comodo od ua
1 _|’|1|1|'_'__!;I'|I'I Teamiasgeomodo.od ua
| king@dotlaameasg comodo.od ua
| princag@docteameasg comoda od ua
] guesni@docieameasg comodo.od.ua

Il smithigdacteamcasg comado.od ua

The administrator who carried out the task will receive a notification about the import task completion.
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Administrators can add all incoming users to the outgoing users list by importing. If there is an outgoing user with the

same name, the import of incoming user will be skipped.

» To import outgoing users from incoming users, click 'More actions' > 'Import from Incoming users'

Dmshbosrd f Domains § Doman dashboard - docteamcasg comoca od us fO rgoing users

Qutgoing users
o add | T Delete | @ Edi
a Firs Lock

T Usernamse Locked
ot Trom C5Y Tie

7 bob@docteameasg. comado,od
T johng@dacteamcasg comodo n

smithv@docteamcaso comodo od ua

Undeak

The upload progress will be displayed...

Cashbosd f Domains | Domain dashbos - doctesmossg comoco od us § Oubgoing users
Outgoing users

IFrpaet |5 in process. Plaass wail

o sge | T Delete | # Eon

0 Fitters

| Usernams Lachked
bobi@docteameasg comodo.od ua
1 johng@docteameasg comodo od ua

smithi@docteamcasy comodo od Ua

...and when completed, the results will be displayed.

Pashbonrd f Domains § Doman dashiboard - doctesmcasg comods od us fOulgoing users

Outgoing users
Imporied 5 users)
Tatal Incomimg users 7

Impat for dormaln docleamcasd comoda od ua has been Anished

+ A a Delate _@' [ More actions W

£ Fittars

| Usernaims Locked
bobi@docleamcasg comado.od ua
demoi@docteamcasg.comoedo.od ua
Tl demol@docteamcasg comoedo.od.ua
Iohri@decteamcasg comodo.od ua
smithi@docteamcase comodood ua
lestipdocteamtasg.comodood ua
userl @daoctkeameasg comodo.od ua

| user2@dacteamcasg comado,od ua

€& Hep

E Refresh

&) Halp
£

£ * Refesh |

£} Help
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The administrator who carried out the task will receive a notification about the import task completion.

3.21.1.54 Email Management

«  Comodo Antispam Gateway allows you to configure the maximum size of each email and choose which file
types are acceptable as attachments.

*  You can also choose to release or reject requests from users. Users can request that you release
quarantined emails or add senders to the blacklist/whitelist.

' coMODO
g Antispam Gateway

Dashboard
@ Domain dashboard
) Incoming

Y outgoing

5 Email management

B Email size restriction
Blocked extensions
Released requests
Blacklisted requests

Whitelisted requests

@ Audit log

Click the following links for more details:
+  Email size restriction
» Blocked extensions
* Released requests
+ Blacklisted requests
«  Whitelisted requests
Email Size Restriction

«  CASG lets you set the maximum size of each email to preserve bandwidth and storage space.
+  Administrators can set the maximum email size anywhere up to 250 MB.

« If you require a size above 250 MB, please contact your account manager at Comodo. Alternatively, open a
ticket at support.comodo.com or call 1.888.COMODO (2666.6361). Please have your account number
ready.
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To set email size restriction
«  Click 'Email management' on the left and then click 'Email size restriction'

' cCOMODO
g® Antispam Gateway

Dashboard

Domain dashboard

Incoming

Qutgoing

Email management

B Email size restriction
Blocked extensions
Released reguests
Blacklisted reguests

Whitelisted requests

Audit log

»  The 'Email restrictions' interface of the domain selected will open:

Dastiboatd F DOmsins | Domein dashio s - oochasmces:n Conodn id 155 | Emal sipe restriction

Email size restriction © Hew

Ermail size restriction (MEy: 100

<

«  Enter the maximum allowed size (up to 250 MB) of an email. Incoming and outgoing emails larger than the
value set here will be rejected.

« If you enter a value more than 250 MB, an alert will be displayed to contact your account manager at
Comodo. The email size will be automatically set to 250 MB.
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Eashbosrd f Domains |/ b D:BE] COMOCD § Brreal 2ize resstriction
Email size restriction © Heip
Incorrect na:].il‘.li‘r' value, Valug must be between 1 and 250 II"h':IJ FEQuUIre morg then ZS0Mb pIEFIFEF! call us E

Efriail size rasiriction (ME). 250

<

+  Click 'Save' to confirm your changes.

Blocked Extensions
»  CASG allows you to automatically block email attachments with specific file extensions.

«  For example, an attachment with .exe extension may contain malicious code which could infect a recipient's
computer. Click here to see the complete list of extensions that you can block.

To add file extensions to be blocked

«  Click 'Email management' on the left then click 'Blocked extensions'

' cOMODO
' Antispam Gateway

Dashboard
Domain dashboard
Incoming

Outgoing

Email management
Email size restriction

B Blocked extensions

Blacklisted requests

Whitelisted requests

Audit fog

Domain Rules

Account management

The 'Blocked extensions' interface of the domain will open:
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.-’/’

Cashbosrd J Domans FDomsin dashbosrd - docleamcasg comodo od ua § Blocked exdensions

Blocked extensions © +eip
o= soc | [ Delete  * Resetto defaul

| Blocked extension
[ bat
[ ttm
E cmd
[ com
B cpi

dil

Alist of default blocked extensions is displayed. You can sort the blocked extensions list alphabetically in ascending
or descending order by clicking the 'Blocked extensions' title bar.

»  Click the 'Add' button to include another blocked extension:

Add blocked extension

Domain | docteamcasd.comodo.od.ua

Blocked extensions -l-

o R

»  Enter the extension name to be blocked in the text box

You can add many extensions at a time by clicking the + icon.
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Add blocked extension

Domain | docteamcasg.comodo.od.ua

lll chim

Blocked extensions
- | 300

o R

«  Click the 'Save' button
The entered extensions will be added to the list.

« To delete an extension, select it from the list and click 'Delete’ on the top left

Cashbosrd f Domains FDomain dashboard - docteamcasg comoda od ua FBiocked exbensions
Blocked extensions © ven
o aod ([T Delste ) *y Resetto deraut

7 Blocked extension %
[#] thm

[ ade

4 4|z iz [16-17 117 )

An alert will be displayed to confirm to delete the selected extensions.

Delete extensions

_@‘ Areyou sure you want to delete the selectad

extensions?

The selected blocked extension will be deleted from the list and email attachment with this file extension will be
allowed provided it passes the size restriction filter.

»  C(Click 'Reset to default' to restore default blocked extensions in CASG.
List of blocked Extensions
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ade csh lib msh psci vbe
adp dll Ink msh1 psc2 vbs

air exe mad msh1xml pst vbscript
app gadget maf msh2xml reg vsm

as hip mag mshxml rgs vsmacros
asf hta mam msi scf VSS

asp html maq msp scr vst

asx htr mar mst script VSW
bas iim mas nexe sct vxd

bat inf mat nws sh widget
bin ins mau ocX shb wmd
btm inx mav ops shs wmf
cab isp maw otm swf wms
cer isu mda paf sys wmz
chm its mdb pcd tmp WS

cil jar mde pif u3dp WwSC
cmd job mdt prf udf wsf
com is mdw prg upx wsh

cpl jse mdz ps1 url xap

crt ksh msc psixml vb xml

Released Requests

Users can request that you release their quarantined emails to them. You can choose to accept or reject

these requests.

The release requests will be displayed in the interface and sent to admins whose email addresses were

added to the notification email field
Users who requested the release will also receive notifications.

Note: Users who have been designated as 'power users' can release quarantined mails without admin approval.

See the section 'Groups & Permissions' and 'Managing Permissions' for more details.

To open the released requests interface

Click 'Email management' on the left then click 'Released requests'
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coMODO
g Antispam Gateway

Dashboard

@ Domain dashboard
@) Incoming

Ty Outgoing

(5 Email management

Email size restriction

Bldiniioiew 1syuess

Whitelisted requests

@ Audit log

The 'Release requests' interface will open:

Tazbbosidl ¢/ Domeing FOoren dasnboard - dociesncisg.conodn ods IRekeased raquests

Feleased requests e
@ Show message  «F Accepl | M Rejeci E Reafresh
£ Finers

User Subpact Fooitw Ta cC Dt (GMIT +0) [RER Siza i
Fied: Fav: Sand LMLMITED P— \or G, 2014 6:80:43 whitglizted
3 Edocte L 0146 -

domol Emallsisewsiomern in Just Rs 250000, Johm Smih «fathe nagamailcoemne- A o : i 23KB i
; ZERD SETUP COST UL S i ;

Fw: Gat B, 25 assured recharge + demal Edocteame Apr8, 3014 £3337 i |E']'c:.| A i

damil  chancs bowin an IPOD dema JEdacisame A i ez .

mul.rolspamrcor

[1-2121 Par page |15 [

All current requests will be shown. Each row shows information about the requested user, subject, the sender, details
of the recipients, details of recipients in CC list, the date they were sent and more.

View Details of Release Requested Mails
The details such as user, subject, sender, recipient , date, reason and size of the mails requested for release can be
viewed in two ways:

* In the same CASG window

* Inanew CASG window

To view details of release requested mails in the same CASG window:
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«  Click 'Email Management' then 'Released requests'

+  Select the mail that you want to view and click the 'Show Message' button.
OR

+  Click the email link in the subject column to view its details.

Coeughaecenscl ¥ DMDeTeanes F Dmain qevahiboarel - dChe serie s COmad 00 L | Relsased requests
Released requests & hew
o Arcepl 3 Reject i ¥ Rafash
0 Finers
Usei Subject From To [ o o Dabe (GWT +0) Reasoly = Se il

. Fuil: For. Sersd UNLIKITED e Agr 3, 2014 BAD43 whiteksted

EmailzNewsleter n Jusi Re.2500m0.  Johin Smeh <Sadiena@omal com- Z3FB i
desmod demod@doctaamc A sender
g ZERQ SETU COST v
Fwr Gat RS 76 assuned rechargs + iemint g octeame Aor 9, 1014 4:33°22 ‘.|.-.1:" il 208 KE 5
rlolEhl- 298 KB
dema] chance towin an IPOD lemnZigdoctaam: AM o o
millirhl spamel £oo
i n [1-2i2) Perpage (16 | w

The details of the selected email will be displayed.

| Normal | All headers

o Accept | M Reject

Subject  Fwed: Fwe Send LIMLIMITED Emails/Mewsletter in Just Rs 2, 8000mao. FERQ SETUP COST
Frorm  John Smith =fiatliena@amail.com=
To  demol@docteamecasgy.comodo.od.ua, demo2@docteameasg.comodo.od.ua
cC

Date (GMT

+0) Wied Apr 09 06:40:43 GMT 2014

Size 2.3 KB
Actions 3

+  To view email headers, which contain the tracking information of the mail details about the path it has
crossed before reaching the recipient, click 'All headers' tab.

The headers give full details of the sender, route, recipient, sent date, mail type and so on and enable you to check
the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the
mail or reject it. If the mail is accepted, it will be released to the user's inbox. If it is rejected, the email will no longer
be in the released emails list. Please note that emails will continue to remain in the 'Quarantined' list irrespective of
the action taken.

To view details of release requested mails in a new CASG window:
+  Click 'Release request' and select the mail that you want to view

»  Right-click on the email link in the subject column and select 'Open link in New Tab' or 'Open Link in New
Window' to open in a new tab or new window.
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ashboard f Doirans | Domain dasinboard - docieamossg Comods oo us / Rleased nequests
Released requests © Hep
[E) showmessage & fccemt 3¢ Reject £} Refresh
£ Filers
Ussn Sailject Frim To o Dk (GMT =0 Raasl - Size B
1] ; A i B S demo ghdocieam: Aprd, J004 B:40:43 whitelisted ety
EERD SETUP G 2
Opan Link in s sncow
Fw: GoiFe, 354 Lopentnun e prhatawindn ] L, jemnl Edocteam Apr, 2004 4:33:33 I‘:' ; Sl i
demol  chance iowin ar  Bookmark This ik anEyahon tor jamnlndociaanmy AW .- ‘: '_I'II ; ki
S Link A TR E e
i " Copry Link Lecgtion i s
Brepect Elerink {015
The details of the selected mail will be displayed in a new CASG window.
Tmshboangl §omans J Qomein dagiboand - §oo] eamEan0 CONOR O L § Basased reguechs /E-mal
:__ Help

E-mail

| Harnsal All headers
W Actapl | M Relec
cubjec!  Pwd: Fac Send LINLIMITED EmailsMNewsleter m Jest Rs 2 S00ima. FERO SETUP COST

Fromn  John Srabh fatienad@amail com=

demoti@d orieancasE comos0 0. us, demad 20 A &2 0. comd 0. 0d ua

P SN e Apr 00 0G4D:43 GMT 2014
-
dre 13KH
adtions 3

To accept the release request from users

Atfter viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the
recipient.

»  Select the mail that you want to release and click the 'Accept' button.

ey 1 Do dpsnbon d - S0CHAnOREH COToo0 od L | Fitkindnd reque sty

Released requests @ el

@ Eha’.—'mt:-’.ngnx Rajec 1‘:"‘ Refnesh

-B Filters
Usel Subjact Fraam To (oo Dhate (GIMT =0k Raason - SiTe 1]
Pt P Send UMLIMITED
L d 1 B ociea Apr§, 074 64043 whieksied
semoy | EMllaMNewsieler in Just s 25000, John S «hatiena @amail com 1::: ,—',d:_l:_:: 1; LANLES S ‘.-1-.1.- 23KB i
H o ¥ IR S L H dar
ZER(QSETUP COET e
SR
Fw: Get R's. 28 agsured rechange + demoi @docheame Apr @ 2004 8:3222 o b I_m etk i
m 3 B KB
demol  chamce fo win anIPOD demoddocteanc i e s e 3
il rol spamrl e

Perpags (15 | W

An alert will be displayed to confirm the release of selected email to the requested user.
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Accept email

% AR YOU SUe you want to accept the selected
armail?

«  Click 'OK" to confirm the release.

The email will be released to the user and the mail will no longer be in the released mail list. The mail will be
removed from the quarantine area and it will be archived if archive space is available for the domain.

To reject the release request from users

After viewing the details of the email and if not satisfied with its authenticity you can choose to reject the request
from the user.

»  Select the mail that you want to reject and click the 'Reject' button.

s iabacatir il f Dopiraianig: J [t i bbeoding - ociearmoig g Lo o Ul  Rsisacd regues

Released requests @ Hep

@ Ehow message ﬁ:cnp’. 1"_,|' Refresh
£ Finers
Usai Subject Fom To £ D (AT +0) Hexsom - Sire ﬂ
Foell: P Band UMLIMITED = e
perni S W ar 4 34043 whiteliste

r:,]_r,i Emasewslatiar in JusiFs.2,500ima. b Smifh =Nallianadggmall come “:-”1:;' ”:: ks ::' heTRERR S '_'m'_ e 13kE i
i demo? @eocbenms; # senie

ZERQ BETUP COST T

P el R 75 agsuired rechange » g @OOHEaIE: Aot 701843331 AR i 3
demol  chance L wen an IPOD g iEoearme: Al o 5

5 miuHi rbl spamel cor

1 " 14:252|

An alert will be displayed to confirm the rejection of selected email.

Reject email

@ Areyou sure youl swant to reject the selected

email?

«  Click 'OK" to confirm the rejection.

The email will not be released to the user and the mail will no longer be in the released mail list. However, it will
continue to remain in the Quarantined list.

Use filters to search release requests
»  Click anywhere on the 'Filters' tab to open the filters area.
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Released requests © Hew
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You can add more filters by clicking + for narrowing down your search.

obrd J Domisng £ Domsin deshboacd - docisamcaiy Comed od un | Relsaied rbguils

Released requests @ 1k
@ Show migssage s« Accepl 3 Reject G Refrash
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+ [ W Eolaing W Apaly filles
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Frofm
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i Date From Tar o Diabe (GIWT +0} Fanson - Size 4]
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Eoe (KB FED o Ao B IO BB ehialabad

. e e sl Re 25000, Johin Srdth =falliera@grmall oo ¥ : > 21 KB ]
demn : demas @doctean ] sander
TERD SETUF COST

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

«  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the
condition selected in column 2.

«  From: Will execute a search of senders according to the text entered in the text box (column 3) and the
condition selected in column 2.

« To: Will execute a search of users according to the text entered in the text box (column 3) and the condition
selected in column 2.

» Reason: Will execute a search of words in the reason column according to the text entered in the text box
(column 3) and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

« Contains: Displays all quarantined mails that contain the words entered in the text box
» Equals: Displays all quarantined mails that contain only the words entered in the text box
» Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
« Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
«  Starts with: Displays all quarantined emails that starts with the words entered in the text box
»  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

« Date: Will execute a search of mail received dates according to the date selected in the calendar box
(column 3) and the condition selected in column 2.

«  Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and
the condition selected in column 2.
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If 'Date’ is selected, the following conditions are available:
« Equals: Displays the quarantined emails that have the same date as the selected date in the third box
from the calendar

» Less than: Displays the quarantined emails with dates less than the selected date in the third box from
the calendar

«  Greater than: Displays the quarantined emails with dates greater than the selected date in the third
box from the calendar

If 'Size' is selected, the following conditions are available:
» Less than: Displays the quarantined emails with size less than the selected or entered size in the third
box

«  Greater than: Displays the quarantined emails with size greater than the selected or entered size in
the third box

»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

+  Click anywhere on the 'Filters' tab to close the filters area.
‘ D Refresh ‘
«  Click to display all the release requested emails.

Note: To display all release request emails after using the filters option, you have to first click anywhere on the
'Filters' tab to close the filters area, then click the 'Refresh' button.

Blacklisted Requests

« The 'Quarantine' interface lets users view emails intended for them but moved to quarantine.
» Theinterface also lets users request that senders of quarantined mails are added to the blacklist.

»  The blacklist request will be sent to you via email and also added to the Email Management > Blacklist
Requests interface. You can approve or reject the requests.

«  Senders added to the blacklist after a request will only be blacklisted for the requester.

»  Subsequent mails from the sender to the user in question will be rejected. This applies even if the sender is
in the general sender whitelist.

«  See Sender Whitelist and Blacklist Senders Per User for more details.
To view blacklisted requests

+  Click 'Email management' on the left then select 'Blacklisted requests'

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 146



Comodo Antispam Gatewqy____.-....-Admi'ﬁ'i'éfraEJ Guide

COMODO

Creating Trust Online®

' cCOMODO
g Antispam Gateway

Dashboard

@D Domain dashboard
) Incoming

1y Outgoing

3 Email management

Whitelisted requests

=6)_Auditlog

The 'Blacklisted requests' interface will open:
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Perpage 15 W

The interface shows all blacklist requests from users. The list has columns which show requesting user, subject,
sender, recipients, CC list, date sent, the reason they were quarantined and the size of the email. The last column

shows whether there is any attachment with the mail.

Viewing Details of Blacklisted Requests

The details such as user, subject, sender, recipient , date, reason and size of the mails requested for blacklisting can
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be viewed in two ways:
* In the same CASG window
* Inanew CASG window

To view details of blacklisted requests in the same CASG window:

Select the mail that you want to view and click the 'Show Message' button.
OR

Click on the email link in the subject column that you want to view its details.

Dashooard / Domains / Deman dashboard - democasg comedo od us / Blacklisted requests

Blacklisted requests

) Help
Show message) | «* Accept 3¢ Reject

+ ¥ Refresh
0 Filters
[#] U Subject From To cC Date (GMT + Reason Size 7]
Fw: FLAT 20% OFF on R
7 Revital Mulii-Vitamins.  Junk JLbf“,U” = 2016-04-20 J 1331k8 B
= ooDf@oemoc LOmDine =
bob  Limited Peried Offer. <junkemail@yahoo.co.in> = 11:02:07 f
Hurry john@docte: (0.15)

1 I [1-171] Perpage (15 | w

The details of the selected email will be displayed.
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Dashboard / Domains / Domain dashbeard - democasg. comodo.od ua / Blackisted requests / E-mai

E'ma“ Help

Normal | All headers
" Accept | ¥ Reject

Subject  Fw: FLAT 20% OFF on Revital Multi-Vitamins. Limited Period Offer. Hurry
From  Junk <junkemail@yahoo.co.in>

bob@docteameasg comodo.od.ua, bob@democasg.comodo.od. ua, john@docteamcasg.comodo.od.ua,

L john@democasg.comodo.od.ua, dyanoratd81@gmail.com, robin@democasg.comodo.od ua, avantistude@gmail.com
CC
:‘“:_: :Br 2016-04-20 11:02:07
Size 13.31KB
Actions

1
Plain text Himl source Original View
On Sunday, 10 April 2016 11:25 AM, Hetmeds Healthcare <supportlyoumnt.com> wrote:

If you're having trouble viewing this email, please click here.fmedia screen and (min-width:320p

= 1800 10 (304

«  To view email headers, which contain the tracking information of the mail details about the path it has
crossed before reaching the recipient, click 'All headers' tab.

The headers give full details of the sender, route, recipient, sent date, mail type and so on and enable you to check
the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the
mail or reject it. If the mail is accepted, it will be released to the user's inbox. If it is rejected, the email will no longer
be in the released emails list. Please note that emails will continue to remain in the Quarantined list irrespective of
the action taken.

To view details of blacklisted requests in a new CASG window:
«  Click 'Release request' and select the mail that you want to view

»  Right-click on the email link in the subject column and select 'Open link in New Tab' or 'Open Link in New
Window' to open in a new tab or new window.
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Dashboard / Domaing / Domain dashboard - democasg.comodo.cd.ua / Blacklisted requests

Blacklisted requests Help
Show message |« Accept | M Reject G Refresh
o Filters
Subject From To CcC Date (GWT Reason Size ]

Fw: FLAT 20% OFF on

Revital Multi-Vitamins. Angel bob@docte 2016-04-21 -P=M
Combined 1331KB fj
bob  Limited Period Open Link in New Tab 11:02:07 '
P - (0.15)
Hurry Open Link in Mew Window
1 i Open Link in New Private Window Per page |15 o

Bookmark This Link

Save Link As...

Copy Link Location

Search Google for "Fw: FLAT 20% OF..."

Inspect Elernent (Q)

The details of the selected mail will be displayed in a new CASG window.
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Hormal
& Accept

Help

All headers
¥ Reject

Fw: FLAT 20% OFF on Revital Multi-Vitamins. Limited Period Offer. Hurry

Junk <junkemail@yahoo.co.in>

bob@docteameasg comodo.od.ua, bob@democasg.comodo.od. ua, john@docteamcasg.comodo.od.ua,
john@democasg.comodo.od.ua, dyanoratd81@gmail.com, robin@democasg.comodo.od ua, avantistude@gmail.com

Date (GMT
+00:00

Size

2016-04-20 11:02:07
1331 KB

Actions

Plain text : Himl source I Original View

On Sunday, 10

April 2016 11:25 AM, Netmeds Healthcare <support@youmnt.com> wrote:

If you're having trouble viewing this email, please click here.fmedia screen and (min-width:320p

= 1800 10 (304

To accept the blacklist request from users

After viewing the details, you can choose to accept the request from user to add the sender to blacklist senders per
user list.

»  Select the mail that you want to add the sender to blacklist and click the 'Accept' button.

Dashbeard / Domaing / Demain dashboard - demecasg. comodo.od.ua / Blacklisted requests
Blacklisted requests Help
Show message o Reject G Refresh
o Filters
Subject From To cC Date (GFAT Reason* Size ]
Fw: FLAT 20% OFF on bob@docte -
Revital Multi-Vitamins. Angel @ 2016-04-21 P )
- ) ) bob@deme Combined 1231KB [
bob  Limited Period Offer.  <angel@heaven.co.in= 11:02:07
joehn@doct (0.15)
Hurry
1 i1 [1-1f1] Per page |15 w
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An alert will be displayed to confirm adding the sender to 'Blacklist Senders Per User'.

Accept email

% AR YOU SUe you want to accept the selected
armail?

»  Click 'OK' to confirm the acceptance.

The sender of the email will be added to 'Blacklist senders per user. See the section 'Blacklist Senders Per User'
for more details.

To reject the blacklist request from users

After viewing the details of the email, you can choose to reject the request from the user.

«  Select the mail that you want to reject and click the 'Reject' button.

Dashbeard / Domains / Domain dashboard - demecasg.comede.od.ua / Blacklisted requests

Blacklisted requests Help

Show message | s Accept #_ Refresh

o Filters

Subject From To CcC Date (GWMT Reason Size il

Fw: FLAT 20% OFF on

bob@docte sparm
Revital Multi-Vitamins. Angel @ 2016-04-21 -7 )
. ) ) bob@dem: Combined 13.21KB [
bob Limited Period Offer.  <angel@heaven.co.in= 11:02:.07
john@doct (0.15)
Hurry
1 i1 [1-1/1] Perpage |15 w

An alert will be displayed to confirm the rejection of selected email.

Reject email

@ Are you sure you want to reject the selected

email?

«  Click 'OK' to confirm the rejection.
The sender will not be added to blacklist and the selected email will no longer be in the blacklisted emails list.

Use Filter option to search blacklisted requests

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 152



COMODO

Creating Trust Online®

»  Click anywhere on the 'Filters' stripe to open the filters area.

dociesmensn comody od s fBiackksted requesis

Blacklisted requests © Help

[Eh snowmessage | o Sccept M Reject E Refiesh
5 Finers
& | Subsect w | conlaing - Apply fiter
User Saibjact Frasmm To o Dt (AT +0 Riasi SiTH 1]
Fwed: P S LINLIMITED

To add more filters, click +

Dacshiooord f Domains ¢ Doman dashioerd - dockeancasy comado od we MBiackisied reguesis

Blacklisted requests Halp
B show message o Accept | 3 Reject . Refush
® Fiters
+ w  rconains L Agply flter

Bubjsct
1 :L“'" Frem To i Date (GMT +0) - Reason Size ]
Ceate TED
- o o . damo] Gdociaam Apr 3, 1014 G404 whiseksied
— Fegson usl RE 2 500fma.  Jahin St Al eraEomal oom; . o I — 13KR ﬂ

Size (KH)

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

«  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the
condition selected in column 2.

«  From: Will execute a search of senders according to the text entered in the text box (column 3) and the
condition selected in column 2.

+  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition
selected in column 2.

« Reason: Will execute a search of words in the reason column according to the text entered in the text box
(column 3) and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

«  Contains: Displays all quarantined mails that contain the words entered in the text box
» Equals: Displays all quarantined mails that contain only the words entered in the text box
» Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
* Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
«  Starts with: Displays all quarantined emails that starts with the words entered in the text box
»  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

« Date: Will execute a search of mail received dates according to the date selected in the calendar box
(column 3) and the condition selected in column 2.

«  Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and
the condition selected in column 2.

If 'Date' is selected, the following conditions are available:
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» Equals: Displays the quarantined emails that have the same date as the selected date in the third box
from the calendar

» Less than: Displays the quarantined emails with dates less than the selected date in the third box from
the calendar

«  Greater than: Displays the quarantined emails with dates greater than the selected date in the third
box from the calendar

If 'Size' is selected, the following conditions are available:

» Less than: Displays the quarantined emails with size less than the selected or entered size in the third
box

»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in
the third box

»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
+  Click anywhere on the 'Filters' tab to close the filters area.

a Refresh ‘

»  Click the ‘ button to display all the blacklisted requests emails.

Note: To display all blacklist requests first click anywhere on the 'Filters' stripe to close the filters area then click
'Refresh'.

Whitelisted Requests

« The 'Quarantine' interface lets users view emails intended for them but moved to quarantine.

« Theinterface also lets users request that senders are added to the whitelist - usually because they think the
mail is from a legitimate sender.

«  The whitelist request will be sent to you via email and also added to the Email Management > Whitelisted
Requests interface. You can approve or reject the requests.

»  Senders added to the white-list after a request will only be white-listed for the requester.
»  Subsequent mails from the sender to the user in question will be allowed without antispam checks.
« See Sender Whitelist and Whitelist Senders Per User for more details.

To open the whitelisted requests interface

+  Click 'Email management' on the left then select "Whitelisted requests'.
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The interface shows all white-list requests from users. The list has columns which show requesting user, subject,
sender, recipients, CC list, date sent, the reason they were quarantined and the size of the email. The last column

shows whether there is any attachment with the mail.

Viewing Details of Whitelisted Requests
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The details such as user, subject, sender, recipient, date, reason and size of the mails requested for whitelisting can
be viewed in two ways:

* In the same CASG window
* Inanew CASG window
To view details of whitelisted requests in the same CASG window:
+  Select the mail that you want to view and click the 'Show Message' button.
OR
»  Click on the email link in the subject column that you want to view its details.

Dashboard / Domaing / Domain dashboard - democass. comedo.od. ua / Whitelisted requests

Whitelisted requests Help
Zl) Show message e Accept 3¢ Reject D Refresh
o Filters
[[] U Subject From To CC Date (GMT+ Reason Size @

bob@democ 5

] Fw: GetHealth Insurance  Angel e 2018-0420 o0 o i

bob  InJustRs. 13/day* <angel@heaven co.in= ! B 11:01:07 R '
robin@demo (0.15)
1 I1 [1-141] Per page |15 w

The details of the selected email will be displayed.
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Dashbeard / Demaing / Domain daghboard - demecasg.comede.ed.ua / Whitelisted reguests / E-mail

E'ma" Help

Hormal All headers
& Accept | 3 Reject

Subject  Fw: Get Health Insurance In Just Re. 13/day*

From  Angel <angel@heaven.co.in=

bob@democasg.comode.od.ua, john@democasg.comedo.od.ua, robin@demecasg.comodeo.od.ua,

To
avantistude@gmail.com, sumeetdemestic@gmail.com, john@docteameasg.comodo.cd.ua

CcC

Date (GMT
+00:00)

Size 1896 KB

2016-04-2011:01:07

Actions

Plain text Html source Qriginal View

»

On Wednesday, 20 Bpril 2016 10:53 IM, Online Health Plan <support@indiadz.com> wrote:

If you're having trouble viewing this email, please click here.#yiv3il39774641 .yiv3139774641text_boi| o
| |
| The Best Hospitals are Now Affordable |
| Get
Health Insurance
In Just B
Bs. 13/day* Get Health Insurance In Just Rs. 13/day* |
[
[
[
| Get
Cashless Claim
Hospital Bills are directly

+  To view email headers, which contain the tracking information of the mail details about the path it has
crossed before reaching the recipient, click 'All headers' tab.

The headers give full details of the sender, route, recipient, sent date, mail type and so on and enable you to check
the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the
mail or reject it. If the request is accepted, the sender will be added to 'Whitelist sender per user'. If it is rejected,
the email will be no longer in the whitelisted requests list. Please note that emails will continue to remain in the

Quarantined list irrespective of the action taken.
To view details of whitelisted requests in new CASG window:

+ In the whitelisted requests area, select the mail that you want to view and click the 'Show message in new
window' button or right-click and select to open in a new tab or new window.
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Dashbeard / Demaing / Domain dashbeard - demeocasg.comode.od.ua / Whitelisted requests

Whitelisted requests Help
Show message | & Accept | 3 Reject D Refresh
0 Filters
[] U Subject From To cC Date (GMT+ Reason Size 7]

bob@democ 5
[l Fw: GelHealthInsurance  Anael enEaeme 2016-04-20 P2 i
L jehn@democ o Combined 18.96 KB Al
bob  In Just Open Link in New Tab ) 11:01:07 e
robin@demao (0.15)

Open Link in New Window
1 Open Link in Mew Private Window Per page (15 v

Bookmark This Link

Save Link As...

Copy Link Location

Search Google for "Fw: Get Health ..."

Inspect Element (Q)

The details of the selected mail will be displayed in a new CASG window.

Dashboard / Demaing / Domain dashbeard - democasg.comede.ed.ua / Whitelisted reguests / E-mail

E'ma" Help

Hormal All headers
& Accept | M Reject

Subject  Fw: Get Health Insurance In Just Rs. 13/day®

From  Angel <angel@heaven.co.in=

bob@democasg.comado.od.ua, jehn@democasg.comodo.od.ua, robin@democasg.comodo.od.ua,

T
c gvantistude@gmail.com, sumeetdomestic@gmail.com, jehn@docteameasg.comodo.cd.ua
cC
Date [GMT
2016-04-20 11:01:07
+00:00)

Size 1896 KB

Actions

Plain text Html source QOriginal View

»

On Wednesday, 20 Lpril 2016 10:53 LM, Online Health Plan <support@indiadz.com> wrote:

If you're having trouble viewing this email, please click here.#yivil3i9774e41 .yiv313977464ltext boiy-o
| |
| The Best Hospitals are Now Affordable |
| Get
Health Insurance
In Just
R3. 13/day* Get Health Insurance In Just Rs. 13/day* |
[
[
|

|

| Get

Cashless Claim

Hospital Bills are directly
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To accept the whitelist request from users

After viewing the details, you can choose to accept the request from user to add the sender to whitelist senders per
user list.

«  Select the mail that you want to add the sender to whitelist and click the 'Accept' button.

Dashboard / Domans / Domain dashboard - democasq comodo. od.ua / Whiteksted requests

Whitelisted requests € Heip

Show message x Reject £ ¥ Refresh

€) Filters

¥ L Subject From To CcC Date (GMT + Reason Sire A
[¥]  Fw: GetHealth Insurance Angel i 2016-04-20 o
| A nge : 016-04-24
shn@demo: Combined 1896KE [
bob  InJustRs. 13/d cangel@heaven.co.i o 11:01:07
0 n Just Rs. 13/day* angel@heaven.co.in» cobinmdea ©.15)
1 I [1-1r11] Perpage |15 w

An alert will be displayed to confirm adding the sender to 'Whitelist sender per user'.

Accept emnail

@ Areywou sure yvou want to accept the selected

email?

«  Click 'OK' to confirm the acceptance.

The sender of the email will be added to 'Whitelist sender per user'. See the section 'Whitelist Sender Per User'
for more details.

To reject the whitelist request from users

After viewing the details of the email, you can choose to reject the request from the user.

«  Select the mail that you want to reject and click the 'Reject' button.
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Dashboard / Domaing / Domain dashboard - democasg. comedo.od.ua f Whitelisted requests

Whitelisted requests Help

Show message | « Accept i * Refresh
o Filters

[ 1 Subject From To CcC Date (GMT Reason Size il
Fw: Get Health bob@d
giri anbazhagan _D Gdemc 2016-04-2( spam.
bo Insurance In Just Rs. bugiridh avah jehn@dem 110107 Combined 18.96KB fj
=anbugiri aran{dyana . .
13/day* d Y obin@der (0.15)
1 i1 [1-141] Per page |15 w

An alert will be displayed to confirm the rejection of user's request.

Reject email

email?

@ Areyou sure yol swant to rejectthe selected

+  Click 'OK' to confirm the rejection.
The sender will not be added to whitelist and the selected email will no longer be in the whitelisted requests list.

Use Filter option to search whitelist requests

»  Click anywhere on the 'Filters' stripe to open the filters area.

Deionard F D i Do dicEgord - dortiaiiiy comi oo ul I Winbekelied resues
Whitelisted requests O Hew
@ Showmassage & Accept | 3 Raject D Refrazh
D Faters
Usal Sulsject Fooin Ta [ Dt (AT 404 Reasoi Size i

Frnd Fye: Sand LINLIMITED
EmatisMessiatiar in Just Bs 2 S00/mo

To add more filters, click +
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You can remove a filter by clicking the ™= icon beside it.
Available filters are:

«  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the
condition selected in column 2.

«  From: Will execute a search of senders according to the text entered in the text box (column 3) and the
condition selected in column 2.

«  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition
selected in column 2.

« Reason: Will execute a search of words in the reason column according to the text entered in the text box
(column 3) and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

«  Contains: Displays all quarantined mails that contain the words entered in the text box
» Equals: Displays all quarantined mails that contain only the words entered in the text box
» Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
* Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
«  Starts with: Displays all quarantined emails that starts with the words entered in the text box
»  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

« Date: Will execute a search of mail received dates according to the date selected in the calendar box
(column 3) and the condition selected in column 2.

»  Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and
the condition selected in column 2.

If 'Date’ is selected, the following conditions are available:

« Equals: Displays the quarantined emails that have the same date as the selected date in the third box
from the calendar

« Less than: Displays the quarantined emails with dates less than the selected date in the third box from
the calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third
box from the calendar

If 'Size' is selected, the following conditions are available:

« Less than: Displays the quarantined emails with size less than the selected or entered size in the third
box

«  Greater than: Displays the quarantined emails with size greater than the selected or entered size in
the third box

«  Click 'Apply Filter' after selecting the filters.
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The application will search the respective column(s) according to the filter(s) set and display the result.

+  Click anywhere on the 'Filters' tab to close the filters area.

] ‘ £} Refresh . o )
«  Click the button to display all the whitelisted requests emails.

Note: To display all whitelist requests first click anywhere on the 'Filters' stripe to close the filters area then click
'Refresh'.

3.21.1.55 Domain Audit Log
CASG keeps a record of actions initiated by users and administrators for a selected domain.
The 'Audit Log' area allows administrators to:
»  Configure and view these log reports.
+  Keeps a consolidated log for all domains belonging to an account.
- To know more about consolidated log for all domains, see Audit Log for more details. This section explains
about audit log for a selected domain.

) comMmobo
; . Quarantine: 0 Re requests: 0 Whitelistrequests: 0 Blacklist requests: 0 by Acco
a Antispam Gateway e - ; 5 & q & My Account

Dashboard / Domains / Domain dashboard - democasg.comodo.od.ua / Audit configuration

Dashboard Audit configuration © ve

3 Domain dashboard

Quarantined item released

) Incoming

Create audit log entry

1y ouigoing
[[] Send notification email

= Email management
Whitelist rules updated
[ Audit log

m  Configuration

Create audit log entry

[F] Send notification email
Log
Blacklist rules updated

Domain Rules

S Account management Createiaudiiogiesky

] Send notification email

Notification recipients

Having Trouble? Support is here to help, asasupport@comodo.com or review the Admin guide

Click the following links for more details.
» Audit Log Configuration

»  View Domain Log
Audit Log Configuration

CASG keeps a record of all actions initiated by administrators and users. However, some of the actions can be
configured not be recorded such as releasing quarantined items, updating sender whitelist and blacklist senders per
user. The screen also allows administrators to add recipients to whom the notifications will be sent.
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To configure audit log

«  Click the Configuration' from the 'Audit log' drop-down on the left
The 'Audit Configuration' area will open:

Ouarantine: 0 Release requests: 0 Whitelistrequesls: 0 Blackist requasts: ( th'm:-:.]um

Caghpcard / Domains f Domad dashboard - demo. das comodo pd ua / AudE configuration

Audit configuration @ Hein

Quarantined item released

[# Create auait log entry

[l Send nofification emsai
Whitelist rules updated

[# Create audit log entry
] Send notification emai

Blacklist rules updated

[¥#] Create audit log entry

-‘ A
3 Account management

] Send nofification emai

Notification recipients

«  Quarantined item released

- Create audit log entry - If enabled, CASG records the release of quarantined mails.

»  Send notification email - If enabled, notification mails for quarantined mails release will be sent to
recipients added in the 'Notification recipient's' box.

«  Whitelist rules updated

+  Create audit log entry - If enabled, CASG records any updates to Whitelist senders per user interface

- Send notification email - If enabled, notification mails for updates to Whitelist senders per user
interface will be sent to recipients added in the 'Notification recipient's' box.

»  Blacklist rules updated

«  Create audit log entry - If enabled, CASG records any updates to Blacklist senders per user
interface.

«  Send notification email - If enabled, notification mails for updates to Blacklist senders per user
interface will be sent to recipients added in the 'Notification recipient's' box.

» Notification recipients - Enter the email addresses of the persons to whom the email natifications for the
above mentioned actions will be sent. Please note that any email addresses of the recipient's can be
entered here.

View Domain Log

The log screen allows admins with appropriate privileges to view the logs of the selected domain.

To view the audit log of the selected domain
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Dashboard

Domain dashboard

Incoming

Outgoing

Email mana

Audit log
Confiouration

m |og

Domain Rul

Account management

The Audit log screen will be displayed.
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Sort the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the
entries as per the information displayed in the respective column. The sorting option is not available for '‘Operation
description' column.

Use 'Filter' options to search particular event(s)

»  Click anywhere on the 'Filters' stripe to open the filters area.

Cashbosrd JDomans FOoman dashbosrd - docteancacg comndo od us 1Sl iog

Audit log £ Help
%) Expartin CSv by ier £+ Refresh
£ Fiters
+ o S — .
Db (8T +3) Fude Login Operadion key Dipe abvon descrplion Dol

To add more filters, click +

x: e { Al g

. = . it board - docisarhenis comods o

Pﬂ'\udlt |Dg &3 Hap

E] Espait lo CEV by lier "'_" Refrash
& Fiters
+ w  pouals - Apply filler
Drate
ke Fila Ha Logm Opar ation kay Oipar ation descripbion Dietails

Login
Operation gescription
Details

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

« Login: Will execute a search of log entries according to the text entered in the text box (column 3) and the
condition selected in column 2.

- Details: Will execute a search of log entries according to the text entered in the text box (column 3) and the
condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

« Contains: Displays all log entries that contain the words entered in the text box
» Equals: Displays all log entries that contain only the words entered in the text box
» Not Equals: Displays all log entries that do not contain only the words entered in the text box
» Not Contains: Displays all log entries that don't contain the words entered in the text box
Starts with: Displays all log entries that starts with the words entered in the text box
»  Ends with: Displays all log entries that ends with the words entered in the text box

Other options available in the first drop-down in the filters area:

« Date: Will execute a search of log entries according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 165



COMODO

Creating Trust Online®

» Role: Will execute a search of log entries according to the role selected in the third field (column 3) and the
condition selected in column 2.

- Operative description: Will execute a search of log entries according to the action selected in the third
field (column 3) and the condition selected in column 2.

If 'Date' is selected, the following conditions are available:

« Equals: Displays the log entries that have the same date as the selected date in the third box from the
calendar

« Less than: Displays the log entries with dates less than the selected date in the third box from the
calendar

«  Greater than: Displays the log entries with dates greater than the selected date in the third box from
the calendar

If 'Role' is selected, the following conditions are available:

« Equals: Displays all log entries that is equal to the role selected in column 3.
« Not Equals: Displays all log entries that except the role selected in column 3.

If 'Operative description' is selected, the following conditions are available:

» Equals: Displays all log entries that is equal to the event selected in column 3.
» Not Equals: Displays all log entries that except the event selected in column 3.

«  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
»  Click anywhere on the Filters tab to close the filters area.

. E Refresh . .
+  Click the ' button to display all the entries.

Note: To display all the log entries after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh' button.

The following table provides the details of actions initiated by user/administrator and shown under Operation Key
and Operation Description columns in the log report:

Operation Key Operation Description
1 gELETE_EMAIL_FROM_QUARANTINE_BY_FILTE Delete quarantined messages by filter
2 DELETE_EMAIL_FROM_QUARANTINE Delete quarantined message
3 RELEASE_EMAIL_FROM_QUARANTINE Release quarantined message
4 WHITELIST_RECIPIENT Whitelist recipient
5 BLACKLIST_RECIPIENT Blacklist recipient
UNWHITELIST_RECIPIENT Remove recipient from the whitelist
7 UNBLACKLIST_RECIPIENT Remove recipient from the blacklist
8 WHITELIST_SENDER Whitelist sender
9 BLACKLIST_SENDER Blacklist sender
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10 UNWHITELIST_SENDER Remove sender from the whitelist
1 UNBLACKLIST_SENDER Remove sender from the blacklist
12 RESET_TO_DEFAULT_WHITELISTED_SENDERS |Reset senders whitelist
13 RESET_TO_DEFAULT_WHITELISTED_RECIPIEN |Reset recipients whitelist
TS
14 RESET_TO_DEFAULT_BLACKLISTED_SENDERS |Reset senders blacklist
15 RESET_TO_DEFAULT_BLACKLISTED_RECIPIEN |Reset recipients blacklist
TS
16 WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain
17 WHITELIST_RECIPIENT_DOMAIN Whitelist all recipients of the domain
18 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain
19 BLACKLIST_RECIPIENT_DOMAIN Blacklist all recipients of the domain
20 USER_WHITELIST_REQUEST_PER_USER Request
whitelist sender for user
21 USER_BLACKLIST_REQUEST_PER_USER Request
blacklist sender for user
22 USER_RELEASE_REQUEST Release request
23 USER_CANCEL_WHITELIST_REQUEST_PER_US | Cancel request whitelist sender
ER for user
24 USER_CANCEL_BLACKLIST_REQUEST_PER_US | Cancel request blacklist sender
ER for user
25 USER_CANCEL_RELEASE_REQUEST Cancel release request
26 ACCEPT_WHITELIST_REQUEST_PER_USER Accept
request whitelist sender for user
27 ACCEPT_BLACKLIST_REQUEST_PER_USER Accept
request blacklist sender for user
28 ACCEPT_RELEASE_REQUEST Accept release request
29 REJECT_WHITELIST_REQUEST_PER_USER Reject
request whitelist sender for user
30 REJECT_BLACKLIST_REQUEST_PER_USER Reject
request blacklist sender for user
31 REJECT_RELEASE_REQUEST Reject release request
32 SPAM_DETECTION_SETTINGS Update spam detection settings
33 SPAM_DETECTION_SETTINGS_RESET_TO_DEF | Reset spam detection settings
AULT
34 DELETE_EMAIL_FROM_ARCHIVE_BY_FILTER Delete archived messages by filter
35 DELETE_EMAIL_FROM_ARCHIVE Delete archived message
36 RESEND_EMAIL_FROM_ARCHIVE Resend archived message
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37 REPORTS_AS_SPAM Reports archived message as a SPAM

38 QUARANTINE_EMAIL Quarantine message

39 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message

40 MARK_EMAIL_AS_SPAM Mark message as spam

41 ACCEPT_EMAIL Accept message

42 WHITELIST_USER_SENDER Whitelist sender for user

43 BLACKLIST_USER_SENDER Blacklist sender for user

44 UNWHITELIST_USER_SENDER Remove sender from the user whitelist

45 UNBLACKLIST_USER_SENDER Remove sender from the user blacklist

46 SUARANTINE_REPORT_SUBSCRIPTION_UPDAT Quarantine report subscription update

47 QUARANTINE_REPORT_SUBSCRIPTION_RESET | Quarantine report subscription reset to default
_TO_DEFAULT

48 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION | Domain report subscription update
_UPDATE

49 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION | Domain report subscription reset to default
_RESET_TO_DEFAULT

50 DOMAIN_ADD Add domain

51 DOMAIN_DELETE Remove domain

52 ADMIN_ADD Add admin

53 ADMIN_EDIT Edit admin settings

54 ADMIN_DELETE Remove admin

55 ADMIN_UNLOCK Unlock admin

56 ADMIN_REGENERATE_PASSWORD Regenerate password for admin

57 ADMIN_PASSWORD_UPDATE Update password for admin

58 SYSTEM_NOTIFICATIONS_TEMPLATE_CHANGE | System notifications template change

59 ADMIN_PERMISSIONS_GROUP_ADD Add admin permission group

60 ADMIN_PERMISSIONS_GROUP_DELETE Remove admin permission group

61 ADMIN_PERMISSIONS_GROUP_UPDATE Update admin permission group

62 GEMIN_PERMISSIONS_CHANGE_DEFAULT_GRO Change default admin permission group

63 ADMIN_PERMISSIONS_ASSIGN_GROUP Assign admin permission group by selection

64 REPORT_SPAM_BY_FILE Report delivered message as spam

65 DOMAIN_DESTINATION_ROUTES_UPDATE Update destination routes
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66 DOMAIN_LOCAL_RECIPIENTS_ADD Add local recipient

67 DOMAIN_LOCAL_RECIPIENTS_DELETE Remove local recipient

68 DOMAIN_LOCAL_RECIPIENTS_STATE_CHANGE | Local recipients state change

69 DOMAIN_ALIASES_ADD Add domain alias

70 DOMAIN_ALIASES_DELETE Remove domain alias

71 DOMAIN_SETTINGS_UPDATE Update domain settings

72 DOMAIN_SETTINGS_RESET_TO_DEFAULT Reset domain settings to default

73 DOMAIN_RELAY_RESTRICTIONS_ADD Add relay restriction

74 DOMAIN_RELAY_RESTRICTIONS_UPDATE Update relay restriction

75 DOMAIN_RELAY_RESTRICTIONS_DELETE Remove relay restriction

76 g(E)MAIN_RELAY_RESTRICTIONS_STATE_CHAN Relay restriction state change

77 DOMAIN_OUTGOING_USER_ADD Add outgoing user

78 EOMAIN_OUTGOING_USER_SETTINGS_UPDAT Edit outgoing user

79 DOMAIN_OUTGOING_USER_DELETE Remove outgoing user

80 DOMAIN_OUTGOING_USER_LOCK Lock outgoing user

81 DOMAIN_OUTGOING_USER_UNLOCK Unlock outgoing user

82 _ll?I(E)MAIN_OUTGOING_USER_PASSWORD_UPDA Update password for outgoing user

83 DOMAIN_EMAIL_SIZE_RESTRICTION_CHANGE | Email size restriction change

84 DOMAIN_BLOCKED_EXTENSIONS_UPDATE Update blocked extensions

85 DOMAIN_BLOCKED_EXTENSIONS_RESET_TO_ |Reset blocked extensions to default
DEFAULT

86 DOMAIN_AUDIT_CONFIGURATION_CHANGE Audit configuration change

87 DOMAIN_LDAP_CONFIGURATION_CHANGE LDAP configuration change

88 DOMAIN_INCOMING_USER_ADD Add incoming user

89 DOMAIN_INCOMING_USER_EDIT Edit incoming user

90 DOMAIN_INCOMING_USER_DELETE Remove incoming user

91 DOMAIN_INCOMING_USER_UNLOCK Unlock incoming user

92 DOMAIN_INCOMING_USER_REGENERATE_PAS | Regenerate password for incoming user
SWORD

93 EOMAIN_INCOMING_USER_PASSWORD_UPDAT Update password for incoming user

94 DOMAIN_INCOMING_USER_ALIASES_UPDATE | Update incoming user aliases
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95 DOMAIN_INCOMING_USER_MOVE_USER_TO_A |Move user to alias

LIAS
96 DOMAIN_INCOMING_USER_MOVE_ALIAS_TO_U | Move alias to incoming user
SER
97 USER_PERMISSIONS_GROUP_ADD Add user permission group
98 USER_PERMISSIONS_GROUP_DELETE Remove user permission group
99 USER_PERMISSIONS_GROUP_UPDATE Update user permission group
100  |USER_PERMISSIONS_CHANGE_DEFAULT_GRO |Change default user permission group
upP
101 USER_PERMISSIONS_ASSIGN_GROUP Assign user permission group by selection
Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. If the
entries exceed this value, exporting cannot be done and a warning will be displayed. Please note that exported file
will display the entries in the same sorted order as in the interface.

To export log report to csv file
+  Click the 'Export to CSV by filter' button.

Dashboard F Domains f Domain dashboard - docteamcasy.comodo .o

Audit log

@{pnrﬂu coy w@

) Fitters

Date (GMT +0) Role Login

2014-04-13 09:16:42 admin johiniEd

The 'File Download' dialog will be displayed.
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P '
Opening CASG-AuditExport-2014-10-27 11_58 (7.csv ||

You have chosen to open:
__ CASG-AuditExport-2014-10-27 11_58 07.csv

which ist Text Document
from: http://5.39.28.212:8080

What should Firefox do with this file?

() Dpenwith |Motepad (default) -

@ : Save File

[] Do this automatically for files like this from now on.

[ oK ]| Cam:el|

»  Click 'Open' to view the file with an appropriate application

«  Click 'OK" to save the file to your computer.
The values in the log report will be separated by commas and this file can be opened with Excel or Openoffice Calc
for easy analysis.

3.21.1.5.6 Domain Rules
»  Create granular filtering rules for each domain in order to blacklist, whitelist or forward mails.

» Rules can be based on sender, recipient, source/destination server, subject line, suspicious attachments
and more.

[ Auditlog

% Domain Rules

Create rule

TLD &gTLD Rules
Recipient whitelist

3ender whitelist

Recipient blacklist

Sender blacklist

Whitelist senders per user
Blacklist senders per user

¥
3 Account management

Note: Under default conditions, CASG will filter all incoming mails to all domains that have been enabled in the
'Domains' area.
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The following table offers more details on each rule type:

Rule Type Description Notes

Domain Rules ('Create Rule...") | Create granular rules to blacklist, Criteria include sender, sender mail server,
whitelist or forward mail based on | recipient, relay server, subject line and

one or more criteria. suspicious attachment.
TLD & gTLD Rules Allow or block mails based on top | Mail from all TLDs is allowed by default. This
level domain. interface allows you to block selected TLDs.
Recipient Whitelist Always allow mail sent to these For example, CASG will allow/block mails
recipients. to/from specific_user@example.com, but will
filter as normal email to/from
Sender Whitelist Always allow mail received from any_other_users@example.com

these senders.

Recipient Blacklist Always block mail sent to these You can bulk import email addresses from
recipients. .csv or add manually.
Sender Blacklist Always block mail received from

these senders.

Whitelist senders per user Always allow mail from specific For example, CASG will allow/block mails
email addresses to specific users. | from specific_sender@example.com to
specific_recipient@your_domain.com, but
Blacklist senders per user Always block mail from specific will continue to filter mail from

email addresses to specific users. | specific_sender@example.com to
everybody_else@your_domain.com

You can bulk import email addresses from
.csv or add manually.

General Advice

+ Ifyou are troubleshooting issues with a particular email address, please check all interfaces listed under
'Domain Rules'.

+  Rule priorities can be summarized as follows:
Email Size Restriction

Domain Whitelist rules

Sender/Recipient Whitelist

Domain Blacklist rules

Sender/Recipient Blacklist

TLD & gTLD blacklist rule

Per user White list

A S < R
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8. Peruser Black list
9. Email Blocked Extensions
CASG will stop applying rules on first match (if any).

'Email Size Restrictions' have a higher priority than domain rules. CASG will still block mails that exceed
'Email Size Restriction' regardless of any rules.

'Email Blocked Extensions' have a lower priority than domains rules. CASG will not stop mails
containing a blocked extension if there is a whitelist rule which green-lights the message.

Whitelist domains rules take precedence over blacklist domain rules.

Whitelist/blacklist rules in the domain rules section take precedence over 'per user' whitelist/blacklist rules.

Click the following links for more details.
* Rules

TLD and gTLD Rules

Recipient Whitelist

Sender Whitelist

Recipient Blacklist

» Sender Blacklist

Whitelist Senders Per User

» Blacklist Senders Per User

Rules

Administrators can create rules to filter inbound mails based on sender, recipient, source and relay/MTA server,
subject line, attachments and so on. There are three types of filtering rules:

«  Blacklist rule - Blocks inbound mails based on one or more filter criteria. Criteria include sender, recipient,
mail servers/relays and specific subject line.

- Whitelist rule - Allows mails to pass through, without security checks, based on one or more filter criteria.
Criteria include sender, recipient, mail servers/relays and specific subject line.

«  Forward rule - Forwards mails based on one or more filter criteria, to a set email address. Criteria include
sender, recipient, mail servers/relays and specific subject line.

For example, you can create rules to block all mails from a specific mail server, allow all mails from a specific sender
to a specific recipient, forward all mails containing a specific text string in the subject line and so on.

To open the Create Rule interface
« In the left-hand menu, click 'Domain Rules' > 'Create Rule'

»  The 'Create Rule" interface will open:
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Dashboard / Domains / Domain dashboard - docteamcasg.comedo.od.ua / Create rule

Create rule Help
o add 2 Edit  [[ Delete £} Refresh
@ Filters
[] Rule type Sender Recipient Received from Received by Subject Forward to Suspicious attachment

[F] BLACKLIST mmoxford@yahoo.cor *

[E] WHITELIST gabriel@fairyland.com * mail fairyland.com * Saviour is born
[E] BLACKLIST brutus@betrayal.com ceaser " " | am your slave
[E] WHITELIST avanistude@gmail.cor * iz *
[E] FORWARD @ " - . admin@analys
1 i [1-5/5] Per page |15 v

The 'Create Rules' interface shows all current mail filtering rules and their parameters.

Mail Filtering Rules - Column Descriptions

Column Header Description
Rule Type Indicates whether the rule is for Blacklisting, whitelisting or forwarding.
Sender The sender whose mails are intercepted by the rule.
Recipient The recipient at the domain, whose mails are intercepted by the rule.
Received From All mails sent from the external mail server indicated in this field will be intercepted by
the rule.
Received by All mails which are relayed by the servers which were indicated in this field will be
intercepted by the rule.
Subject Mails containing subject line indicated in this field will be intercepted by the rule.
Forward to Indicates the email address to which the mails satisfying the conditions are forwarded.
(Applies only to Forward Rules.)
Suspicious attachment Indicates whether the rule should apply only to mails containing suspicious
attachments
Sort the Entries

»  Click any column header to sort rules in the ascending/descending order of the entries in that column. Does
not apply to the 'Suspicious attachment' column header.

Use Filters to search rules
«  Click anywhere on the 'Filters' stripe to open the filters area.
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o Add | # Edit | I Delete |E Refresh |

Filters
+ Rule type w | equals w | |[BLACKLIST v Apply filter

Rule type Coander Recipient Received from Reraived hy Subiect Forward to

«  Select the field from the first drop-down, choose the condition from the second drop-down and enter the
search criteria in the third field.

e Click + to add more filters.

o Filters

+ Sender w | contains w | gabriel Apply filter
== |Subject w | contains W | saviour

== Rule type w | equals w | BLACKLIST w

«  Click ™ beside filter to remove it.
Available filters are:
* Rule Type - Filters rules based on type selected from the right drop-down and the condition
selected in middle drop-down.

»  Sender - Filters rules based on sender's email address entered in part or full, in the right text field
and condition chosen from the middle drop-down

» Recipient - Filters rules based on recipient's user name entered in part or full, in the right text field
and condition chosen from the middle drop-down.

» Received from - Filters rules based on hostname or |P address of external mail server entered in
part or full, in the right text field and condition chosen from the middle drop-down.

» Received by - Filters rules based on hostname or IP address of internal mail server entered in
part or full, in the right text field and condition chosen from the middle drop-down.

- Subject - Filters rules based on subject line entered in part or full, in the right text field and
condition chosen from the middle drop-down.

« Forward to - Filters rules based on forward email address entered in part or full, in the right text
field and condition chosen from the middle drop-down.

»  Suspicious attachment rule - Filters rules created for suspicious attachment based on condition
chosen from the middle drop-down and option from the checkbox at the right.

«  Click 'Apply Filter' after selecting the filters and selecting the conditions to view the filtered results.
» To close the 'Filters' area, click anywhere on the 'Filters' stripe.

& ¥ Refresh
« Toremove the filters and to view all the rules, choose the 'Filters' area then click button

Create a new mail filter rule
»  (Click the 'Add" button.
»  This will open the 'Add blacklist rule' dialog:
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Dashboard / Domains / Demain dashboard - docteamcasg.comodo.od.ua / Create rule

Create rule

2 Edit [ Delete

Add filter rule

[ Suspicious attachment rule

Rule type BLACKLIST v
Sender: @
Recipient: @

Received from:
Received by:

Subject:

Save ‘ Cancel ‘

»  Suspicious attachment rule
By default, all mails containing suspicious attachments will be quarantined by CASG.

- A'Suspicious attachment rule' lets you define specific actions if a malicious attachment is
found in a mail.

«  For example, you may want mails with a suspicious attachment from a specific sender,
addressed to a particular recipient to be forwarded to a certain email address.

« Note. Enabling 'Suspicious attachment rule' means the rule only applies to mails which meet
your conditions AND contain a suspicious attachment. It will not intercept mails which meet
the conditions but do not contain a suspicious attachment.

* Rule type - Select the rule type. The available options are:

«  BLACKLIST - All mails with fields satisfying the parameters entered in the options below, will
be blocked.

«  WHITELIST - All mails with fields satisfying the parameters entered in the options below, will
be passed without security checks.

+ FORWARD - All mails with fields satisfying the parameters entered in the options below, will
be forwarded to the email address entered in the 'Forward email’ field.

«  Sender - Enter the email address of the sender, mails sent by whom are to be intercepted by the
rule. You can use wildcard characters (*, ?) to enter username/domain name in part, so that all
mails containing sender address with partial text entered in this field will be intercepted. For
example, entering *@hell.com' intercepts mails from all users from the domain name 'hell.com’,
entering 'evilspirit@®*, processes all mails with sender name "evilspirit' from any domain and
entering *@* intercepts all the mails with parameters entered in the fields below.

» Recipient - Enter the username part of the email address of the recipient, mails sent to whom are
to be intercepted by the rule. The domain name part will be auto-populated with the domain name
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from which the rule is created. You can use wildcard characters (¥, ?) to enter username in part, so
that all mails containing "To' address with partial text entered in this field will be intercepted.

« Received from - Enter the hostname or IP address of the external mail server, mails sent from
which, are to be intercepted by the rule. You can use wildcard characters (*, ?) to enter server
name in part. For example, entering 'mailxxx™ will intercept all mails that contain "mailxxx" in part
in the 'Received From' field of the mail header. To specify all sender mail servers, enter just the
wildcard character.

» Received by - Enter the primary relay of the sending server or the MTA, mails sent through which,
are to be intercepted by the rule. You can use wildcard characters (*, ?) to enter server name in
part. For example, entering 'mailyyy™ will intercept all mails that contain "mailyyy" in part in the
'Received By' field of the mail header. To specify all mail servers, enter just the wildcard character.

»  Subject - Enter keywords that you want the rule to search for in the subject lines of emails. The
rule will apply if any of these words are found. Please note the search sub-string may match
values in the middle of the word. Leading and trailing spaces will be trimmed.

«  Forward email - This field is available only for 'FORWARD' rule. Enter the email address to which
the emails containing values in the email header as configured in the fields above are to be
forwarded.

»  Click 'Save' to add the rule to the list of rules.

S ] Sl L | WA Hcip

Successfully saved E

To edit a rule

«  Select the rule to be edited and click the 'Edit' button from the top.
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et =

[] Rfite type | Sender Recipient Received from Received by Subject Forward to
[E] FLACKLUIST | mmoxford@yat * " *
Red i
HITELIST | michel@heaver * " * EEE
arriving
[F] WHITELIST ] gabriel@fairyla * mail fairv]gedes Saviour i born

Edit filter rule
[ Suspicious attachment rule
Rule type WHITELIST
Sender: michal @ heaven.com
Recipient: @
Received from:

Received by:

Subject: Redeemeris arriving

Save ‘ Cancel ‘

The 'Edit filter rule' dialog will appear for the rule. This dialog is similar to the 'Add rule' dialog. For descriptions of the
options in this dialog, please see the explanation above.

«  Edit the values in the fields as required and click 'Save'.
To remove a rule

»  Select the rule you want to remove and click the 'Delete' button.
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Daszhbeard / Demains / Domain dashboard - docteamcasqg.comodo.od.ua / Create rule

Create rule

)u/ Sender Recipient Received froim Received by~  Subject Forward to

[C] Ry type
LACKLIST mmoxford@ypl * * o

Remove rules

@ Are you sure you want to remove selected rule?

A confirmation dialog will appear.

«  Click 'OK' to remove the rule.
TLD and gTLD Rules

«  CASG allows administrators to restrict mails based on the top level domain name (TLD) of the external mail
server.
« By default CASG accepts mails from servers with all TLD names.
«  Administrators can choose to allow mails only from selected TLDs and block mails from others.
«  Administrators can also add custom TLDs and configure to accept or block mails from them.
To open the TLD and gTLD Rules interface

+  Click 'Domain Rules' > 'TLD & gTLD Rules' in the left-hand menu.
«  The TLD configuration interface will open:
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Accepted domains
o= Add
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Mlsa ¥lkan Flu [Flvecas Bl ACKIRIDAY. ENTERPREES FlLINK [#sexy FwTr
JIHosT
MIHosTING
MHaus
#House
#lHow
1 i Perpage |15 w

»  The 'Accepted domains' interface categorizes TLDs according to location and gTLDs by alphabetical
grouping. These categories are shown in the column headers and are known as 'Rule Groups'.

» All TLDs are enabled (accepted) by default.

*  You can disable TLDs/gTLDs from which you do not want to accept mail.
The interface also allows you to:

« Add new custom TLDs

»  Configure TLD based mail filtering
To add a new custom TLD

»  Click 'Add' from the Accepted domains interface
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Dashbeard / Demaing / Domain daghboard - docteamcasg.comodo.od.ua / Accepted domains

Accepted domains

Australasia/Par Asia EuropefAtle Africa/Midd Americas/C [ gTLD AC gTLD D-H

Add filter rule

Rule group

Domain suffix:

Save | Cancel |

The 'Add filter rule dialog' will appear.
«  Choose the category from the 'Rule group' drop-down
»  Enter the TLD name, without the "." prefix, in the 'Domain suffix' text field
«  Click 'Save' to add the TLD to the list

«  To allow the emails from mail servers with the new TLD, leave it selected
»  To block the emails from the mail servers with the new TLD, de-select it.
To configure TLD based mail filter

«  Deselect TLDs from which you want to block mail. Enable TLDs from which you want to accept mail.
Recipient Whitelist

Since all filtering for whitelisted recipients is disabled, we recommend you use this option only in special
circumstances. For example - abuse@domain.com and postmaster@domain.com

The recipient whitelist interface lets you:
« Add users to recipient whitelist
»  Export the list to CSV file for use in future
«  Remove users from recipient whitelist

» Reset the list - Delete all whitelisted recipients except the default recipients by clicking the 'Reset to
default' button

To configure recipient whitelist

«  Click 'Domain Rules' > 'Recipient whitelist' in the left-hand menu.
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The 'Recipient whitelist' interface of the selected domain will be displayed:

Dashboard F Domains § Domain deshboard - docteamcasg comodo.od ua f Recipent whielist

Recipient whitelist © Hei
. *
o= 2dd | [ Delete  *) Resettodefault (23 Exportta CSVfile | (2 Importfrom CSVfile
[ Recipient
[ abuse@docteamcasg.comodo.od.ua
i postmaster@docteamcasy.comodo.od.ua

1 " [1-212] Perpage (15 w

By default, the selected domain will have 'abuse’ and 'postmaster’ as whitelisted recipients.
Adding Users to Recipient List

You can add recipients to the whitelist in the following ways:
» Manually add the recipients

» Import reciepients from a CSV file
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To manually add recipients

»  Click 'Domain Rules' > 'Recipient whitelist' in the left-hand menu.
«  Click 'Add' to add a new user to the list

Dashboard f Domains f Domain dashbosrd - docteamcaso comodo . od us f Recipient whielist

Recipient whitelist © Heio
@'ﬁﬁ Delete  *) Resetto defaull | () Exportto CSvfile | €3 Importfrom CSV file
[] Recipient

[ abuseg@docteamc asg.comoado.od ua
[} postmaster@docteamcasg.comodo.od.ua

1 i1 [1-2i2] Perpage (15 | w

The 'Add' dialog will open:

E-rmail usert i@ doctearncasg.comodo.od.ua

e =R

- Enter the recipient's name in the 'E-mail' text field and click the 'Save' button.

« Toadd a particular set of recipients to the whitelist, prefix or suffix the wildcard * in the E-mail text field. For
example, enter *.stores for all the recipients in stores department to be whitelisted.

« To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and click the 'Save' button.
Now all the recipients in that domain will be whitelisted.

The recipient's name will be added to the list.

Dashboard fDomains § Domain dashboard - docteameasg comodo .od ua f Recipient whitelist

Recipient whitelist © Hebp
o add [ Delete | #) Resettodefault | (2 Exportto CSVfle (1 Importfrom CSY file

[ Recipient

[ abuse@docteamcasg comado.od.ua
& postmasten@docteamcasg.comodo.od.ua
I user @docteamcasg.comodo.od.ua

1 M [1-343] Perpage |15 @ w

To import users to whitelist from CSV file

Administrators can import many users to the recipient whitelist from a .csv file Users should be specified in the
following format:
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user1@testdomain
user2@testdomain
user3@testdomain

»  Click the 'Import from CSV file' to import users to whitelist from a CSV file

Dashboard f Domains f Domain dashboard - docteamcasa comodo.od ua f Recipent whielist

Recipient whitelist © e
o add | [ Delete  *y Resettodefault | (3 Exportto Cavme
[] Recipient

[ abuse@docteamcasg.comodo.od.ua
[ postmaster@docteamcasy.comodo.od.ua

1 " [1-242] Perpage (15 v

The 'Upload' dialog will appear.

Upload csv file.
Each line should contain the full e-mail

For example:

testuser! @testdomain
testuser2@testdomain

Lipload

«  Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button. The
maximum size of the file that can be uploaded is 9 MB.

The upload will be placed in import tasks queue and the progress of the upload will be displayed.
To remove the upload from the queue

«  Click the 'Remove import task' button. If the task is in progress, 'Remove import task' deletes only the
remaining part of the task.
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Recipient whitelist Help

Impoartis in process. Please wait

+ Add m Delete ‘j Resetto default Remaove import task |‘ci~?| Exportto G5V file

[[] Recipient

E abuse@docteamcasy.comodo.od.ua
] postmaster@docteameaso.comodo.od.ua
[ usert @wdocteameasgy.comodo.od.ua

1 Ia| [1-313] Perpage (15 | w

On completion of the upload process, the results will be displayed.

Dashboard f Domains § Domain dashbosrd - docieamcasg comodo.od ua f Recipent whiteli=t

Recipient whitelist ) Help
Total lines processed 3 e
Imported 2 user(s) e
Import for domain docteamcasg.comodo.od.ua has been finished %]
o add | [ Deiete ) Resettodefautt 29 Exportto CSViile | £33 Importfrom CSY file
[ Recipient
=] abuse@docteamceasg.comodo.od.ua
E bhob@docteamcasg comodo.od ua
[ jemrm @dacteamecasd. comodo.od.ua
[ postmaster@docteameasg.comodo.od.ua
T userl@docteamcasg comodo. odua

1 " [1-515] Perpage 15 |w

The recipient whiteslist from .csv file will be uploaded and the administrator who carried out the task will receive a
notification about the import task completion.

Export the Recipient Whitelist to CSV file

You can save the configured recipient whitelist by exporting it as a CSV file. If required in future, administrators can
import users from the csv file (for example, for a new account or after a reset).

To export the list
+  Click the 'Export to CSV file' button to save the list of whitelisted recipients as a CSV file
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Help

Recipient whitelist

(] Exportto CSVfile Y Importfrom CSV file

o rdd | [[] Delete = ¥y Resetto default

-

Opening RecipientWhitEList_docteamcasg.comodc.od.%sv . )

¥ou have chosen to open: /

__ RecipientWhitelist_docteamcasg.comodo.od.ua.csw

which is: Text Document
from: http://5.39.28.212:3080

What should Firefox do with this file?
Perpage |15 w

) Openwith | Notepad (default) -

i@ Save File

[7] Do this autornatically for files like this from now on.

o | [ |

A file download dialog will be displayed.
+  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to
your download folder.

Delete Users from the Recipient Whitelist

»  Select the recipient from the list and click the 'Delete’ button

Pashboard ¢ Domains f Domain dashboard - docleamcasg comodo od us fRecipient whitelist

Recipient whitelist © Heip
o Add Resetto default | £33 Exportto CSVAle (3 Importfram CSY file
[ Recipient

[ abuse@docteameasg comodo.od.ua

] bhob@docteamcasg.comodoad.ua

|} jemmy@docteamcasg.comodo.od.ua

] postmaster@docteamecasg.comodo.od.ua
!i LISEH@UDCEEEH"IC&SQ carmodo.od.ua

1 M [1-5i5] Per page (15 w

»  Click 'OK' to confirm your changes
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recipient{s)?

@ Are you sure you swant to remove the selected

Sender Whitelist

+ Allfiltering is disabled on mail sent by white-listed senders to recipients at the selected domain.

«  The only exception is that mail from a white-listed sender which contains a suspicious attachment will still
be blocked UNLESS the 'Suspicious attachment rule' is enabled. This may seem counter-intuitive on first
reading.

«  The following table shows how the 'Suspicious Attachment' option affects a sender white-list rule:

Suspicious Attachment option ~ Suspicious file detected? White-listing applied?

Rule Type 1 Enabled Yes Yes
No Yes

Rule Type 2 Disabled Yes No
No Yes

« Use Type 1 if you want all mails from a sender to be whitelisted and received, including those that contain
suspicious attachments.

»  Use Type 2 if you want to white-list all mails from a sender except those that contain suspicious
attachments.

See the Rules section if you need more details.

Comodo strongly recommends white-listing a sender only when the system wrongly blocks emails from a trusted
sender. White-listing a sender over-rules 'Blacklist senders per user'. Refer to Blacklist Senders Per User for more
details.

« Add users to Sender whitelist
»  Export the list to CSV file for use in future
» Remove users from Sender whitelist

* Reset the list - Delete all whitelisted senders and make the list empty by clicking the 'Reset to default'
button

To configure sender whitelist

«  Click 'Domain Rules' > 'Sender Whitelist' in the left-hand menu.
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The 'Sender whitelist' interface of the selected domain will be displayed:

Dashboard / Domains f Domain dashboard - doceamcasg comodo.od ua § Sender whitelist

Sender whitelist © Henn
o 4dd [ Delete | #) Resettodefault | 3 Exportto CSVfle £33 Importirom CSV file

[[] Sender
1 angel@heaven.com

1 I8 [1-111] Perpage |15 @ w

Adding Users to Sender Whitelist

You can add recipients to the white list in two ways:

* Manually add senders
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» Import senders from a CSV file
To manually add senders

+  Click 'Add' to open the add whitelisted sender dialog:

@

o =N

»  Enter the sender name in the 'E-mail' textbox and sender's email domain name after the @ symbol and
click the 'Save' button. Repeat the process to add more whitelisted senders.

- To add a particular set of senders to whitelist, prefix or suffix the wildcard character * in the 'E-mail' text field
and senders' email domain name after the @ symbol. For example, enter *stores.com for all the senders in
stores department to be whitelisted.

 To add a specific username from any mail domain to the whitelist, enter the username in the mail text field
and the wildcard character * after the @ symbol. For example, enter john@* for whitelisting the username
john" with any email domain name.

« Toadd a set of users or specific username from any email domain with a specific top level domain (TLD)
name like .com, .org, enter the wildcard character * or username in the Email text field and enter * followed
by the TLD after the @ symbol. For example, *@*.com' will whitelist all the senders from all the email
domains ending with '.com'.

« To add a whole domain to whitelist, enter the wildcard character * in the E-mail text field and email domain
after the @ symbol and click the 'Save' button. Now all the senders with the entered domain name will be
whitelisted.

The list of whitelisted senders will be displayed.

Daszhboard f Domains f Domain dashboard - doctesmcasa comodo od us f Serder whitelist

Sender whitelist © e

o add | [ Delete  *) Resettodefautt (#) Exportto CSVfile [ Import fram GV file

[ Sender
[ ar igel@heaven.con
[ alice@gmail.com

1 " [1-2142] Perpage 15 v

To import senders to whitelist from CSV file

Administrators can import multiple senders from a .csv file. The senders' addresses should be saved in the following
format:

sender1@domainname
sender2@domainname2

sender3@domainname3
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«  Click the 'Import from CSV file' to import senders to whitelist from a CSV file.

Dashboard f Domains £ Domain dashboard - doctesmcas comodo od ua F Sender whitelist

Sender whitelist © Hers
o add [ Delete = ) Resettodefault (3 Exportto csvﬂi
[ Sender

[ angel@heaven.corm
(] alice@gmail.com

1 " [1-242] Perpage 15 |w

«  Click 'Upload', navigate to the location where the file is saved and click the 'Open' button. The maximum
size of the file that can be uploaded is 9 MB.

Upload csvTile.
Each line should contain the full e-mail

For example:

testuser! @testdomain
testuser2@estdomain

I lpload

«  Click 'Upload', navigate to the location where the file is saved and click the 'Open' button. The maximum
size of the file that can be uploaded is 9 MB.

The upload will be placed in import tasks queue and the progress of the upload will be displayed.
To remove the upload from the queue

+  Click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.
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Sender whitelist @ Helo
Import is in process, Please wait ﬁ
o Add | [ Delete | ) Resetto default [:] Exportto CSV file
[l Sender

I =
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On completion of the upload process, the results will be displayed.

Dazhiboard f Domains £ Domain dashboard - docteamcaso comoda.od.us § Sender whitelist

Sender whitelist © Heip
Total lines processed 4 B
Imponted 3 user(s) (x]
Importfor domain docteamcasg.comodo.od.ua has been finished EI

+ Add m Delete "'j Resei to default ﬂ Exporifo CSV file I':] Import from CSY file

] Semder

Ll alice@@amail.com

Ul angel@heaven.cam
| falcon@hotmail.com

] smithg@rediff com

] wilecoytesa B@yahoo.com

1 i [1-515] Perpage 15 W

The sender whietlist from .csv file will be uploaded and the administrator who carried out the task will receive a
notification about the import task completion.

Export the Sender Whitelist to CSV file

To export the list
«  Click 'Export to CSV file' to save the list of whitelisted senders as a CSV file
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Sender whitelist Help

& Import from CSV file

o add | [ Delete = %y Resetto default (" () Exportto CSViile

-

Cpening Se nderWhiteIJst_dq-cteamcasg.com-:ndo.c'd.uafﬁ =

You have chosen to open: {

| SenderWhitelist_docteamcasg.comodo.od.ua.csw

which is: Text Document
from: http://5.39.28.212:8080

What should Firefox do with this file?

() Open with | Notepad (default) -

@ SaveFile
Perpage |15 w
1 [] Do this automatically for files like this from now on. L

o | [ ]

A file download dialog will be displayed.

+  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to
your download folder.

Delete Users from the Sender Whitelist

» To delete a sender from the whitelist, select the sender from the list and click the 'Delete’ button.

Dashboard / Domains [/ Domain dashboard - doctesmcasy comodo.od ua F Sender whitelist

Sender whitelist © e
+. 4
+ Add ﬁ Dalete Resetto default [+ Exportto CSY file | Ex] Import from CSY file
| Sender

] alice@gmail.com
1 ange @heaven.com
I falcor @hotmail.com

Y] emith@redimcom

1 wilecoyteB9E@yahon. com

1 " [1-5i5] Perpage (15 |w

+  Click 'OK' to confirm your changes.
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Recipient Blacklist

»  CASG will automatically block all emails to blacklisted recipients.

»  Blocked messages will not be quarantined and legitimate SMTP mail servers will send a bounce message
to the sender.

Administrators can:
« Add users to the recipient blacklist
»  Export the list to CSV file for use in future
» Remove users from recipient blacklist

» Reset the list - Remove all recipients from the blacklist by clicking the 'Reset to default' button
To configure recipient blacklist

+  Click the 'Recipient blacklist' from the 'Domain Rules' drop-down on the left
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The 'Recipient blacklist' interface of the selected domain will be displayed:

Daszhboard f Domains § Domsin dashboard - doctesmossd comodo.od.us f Recipient biackiist

Recipient blacklist © el
o= add I Delete  *) Resettodefaut 3 Exportto CSVfile | (2 Import from G5V flle

[7] Recipiem
= users@docteamcasg.comodo.od.ua

1 H [1-141] Perpage |15 | w

Adding Users to Recipient Blacklist
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You can add recipients to the black list in the following ways:
* Manually addi the recipients to Recipients Blacklist
» Import receipients from a CSV file

To manually add recipients
+  Click 'Add' to add a new user to the list

The 'Add' dialog box will open.

E-rmail | jsmith i@ docteamcasg.comodo.od.ua

e R

«  Enter the recipient name in the 'E-mail' textbox and click the 'Save' button. Repeat the process to add more
recipients to blacklist.

» Toadd a particular set of recipients to blacklist, prefix or suffix the wildcard * in the 'E-mail' text field. For
example, enter *.stores for all the recipients in stores department to be blacklisted.

« To add a whole domain to blacklist, enter the wildcard * in the 'E-mail' text field and click the 'Save' button.
Now all the recipients in that domain will be blacklisted.

Dashboard / Domains f Domain dashboard - docteamcasy comodo.od.ua ! Recipient béacklist

Recipient blacklist © Hei
o sdd | [ Delete  #) Resettodefault (2) Exportto CSVMle () Import from CSVfile

| Recipient
—l jsers@docteamcasy.comodo od,ua
T jsmith@docteameasg comodo.od ua

1 i [1-212] Perpage (15 @ w

The list of blacklisted recipients will be displayed.

To import users to blacklist from CSV file

Administrators can import multiple users to the recipient blacklist from a .csv file. Users should be specified in the
.csv in the format shown below:

user1@testdomain

user2@testdomain

user3@testdomain

«  Click the 'Import from CSV file' button to import users to blacklist from a CSV file.
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E_'&] Import from CSY file

Recipient blacklist

&) Hep
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[ Recipient
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«  Click 'Upload', navigate to the location where the file is saved and click the 'Open' button. The maximum
size of the file that can be uploaded is 9 MB.

Uploadl csvfile.
Each line should caontain the full e-mail

For example:

testuser! @testdomain
testuserd@testdomain

Lipload

The upload will be placed in import tasks queue and the progress of the upload will be displayed.
To remove the upload from the queue

»  Click the 'Remove import task' button. 'Remove import task' deletes only the remaining part of an 'in-
progress' task.

Daszhiboard f Domains § Domain dashboard - docteameasg.comodo.od us fRecipient blacklist

Recipient blacklist © Heip
Impor is in process. Please wall %]
o add [ Delete | #) Resetto default & Exportto CSVfile
[7] Recipient
7 bob@doctearncasg. comodo.od.ua #
Il userS@docteamcasg.comodo.od.ua

W

1 i [1-212] Perpage (15 W

On completion of the upload process, the results will be displayed.
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Recipient blacklist © Hei
Total lines processed 4 &
Imported 4 usen(s) ﬂ
Import for domain docteamcasg.comodo.od.ua has been finished [

o sdd | [ Delete  *) Resettodefault €4 Exportto CSVfile () Import from CEVflle

| Recipiem

_._I 51'|GIE‘-@L'--IIEIE'=3m1iaS§ comodo.od.ua
] bob@docteameasa.comodo.od.ua
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The recipient blacklist from .csv file will be uploaded and the administrator who carried out the task will receive a
notification about the import task completion.

Export the Recipient Blacklist to CSV file
Administrators can save the recipient blacklist by exporting it as a CSV file. If required in future, the administrator can
import the users from the csv file, for example for a new account or after a reset.

To export the list
»  Click the 'Export to CSV file' to save the list of blacklisted recipients as a CSV file
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Help

Recipient blacklist

of= Add ] Delete %) Resettodefault ({9 Exportto CSVfile ) (2 Importfrom CSV file

[[] Recipient

-
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You have chosen to open:
| RecipientBlackList_docteamcasg.comodo.od.ua.csv

which is: Text Document

from: http://5.39.28.212:3080

What should Firefox do with this file? Perpage |15 A

() Openwith | Motepad (default) -

@) i Save File

[] Do this automatically for files like this from now on,

| ok || Concel |

A file download dialog will be displayed.
»  Click 'OK' and navigate to the location in your computer and save the file or the file will be downloaded to
your download folder.

Delete Users from the Recipient Blacklist

»  Select the recipient from the list and click the 'Delete’ button

Dashiboard / Domains f Domein daeshboard - docleamcasa comodo.od ua f Reclpient biacklist

Recipient blacklist © Heip

4 sddl_ Delete J*y Resettodefault (2] Exportto CSvle (5 Importfrom CSV file

| Recipient

] blackidocteamcasg comodo.od.ua
,_-| bob@docteamcasg.comodo.od. ua

El duncan@docteamcasg.comodo.od.ua
Y] jsmithi@docteamcaso.comodo.od.ua
O users@docteameasg comodo.odua

i M [1-5F5] Perpage (15 | w

Click 'OK" to confirm your changes. The user will be removed from the blacklist and the mails addressed to
the user will be allowed as per the existing filter settings in CASG.
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Remowve recipient(s)

# Are you sure yol swant to remove the selected
recipient(s)?

Sender Blacklist

»  CASG will automatically block all emails from blacklisted senders.

»  Blocked messages will not be quarantined and most mail servers will send a bounce message to the
sender.

The sender blacklist interface allows admins to:
» Add users to sender blacklist
»  Export the list to CSV file for use in future
« Remove users from sender blacklist
* Reset the list - Remove all senders from the blacklist by clicking the 'Reset to default' button

To configure sender blacklist

»  Click the 'Sender blacklist' from the 'Domain Rules' drop-down on the left

coMODO
g Antispam Gateway

Qj Dashboard

@ Domain dashboard
@ Incoming

@ QOutgoing

E Email management
[E Audit log

;é Domain Rules

Create rule

TLD &gTLD Rules

st senders per user

enders per user

2]
|| Account management
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The 'Sender blacklist' interface of the selected domain will be displayed:

Dazhboard ! Domains f Domen dashboard - docteamcasa comodo od ua / Sender blacklist

Sender blacklist © sk
o sdd | [ Delete ) Resettodefault (3] Exportto CSVfile [ Importfrom CSY file

] Semlel
El deviléohell.com

1 " [1-1F1] Perpage |15 v

Adding Users to Senders Blacklist

You can add senders to the blacklist in two ways:

* Manually add the senders

* Import senders from a CSV file
To manually add senders

+  Click 'Add' to add a new blacklisted sender
The 'Add' dialog box will be displayed:

E-mail | brutus i@ | believenot.com

o =N

»  Enter the sender name in the 'E-mail' textbox and sender's email domain name after the @ symbol and
click the 'Save' button. Repeat the process to add more blacklisted senders.

» To add a particular set of senders to blacklist, prefix or suffix the wildcard character * in the 'E-mail' text field
and senders' email domain name after the @ symbol. For example, enter *stores.com for all the senders in
stores department to be blacklisted.

- To add a specific username from any mail domain to the blacklist, enter the username in the 'E-mail' text
field and the wildcard character * after the @ symbol. For example, enter john@* for blacklisting the
username 'john' with any email domain name.

« Toadd a set of users or specific username from any email domain with a specific top level domain (TLD)
name like .com, .org, enter the wildcard character * or username in the 'E-mail' text field and enter *
followed by the TLD after the @ symbol. For example, *@*.com' will whitelist all the senders from all the
email domains ending with '.com’.

« To add a whole domain to whitelist, enter the wildcard character * in the 'E-mail' text field and email domain
after the @ symbol and click the 'Save' button. Now all the senders with the entered domain name will be
whitelisted.

« Toadd a particular set of senders to blacklist, prefix or suffix the wildcard * in the 'E-mail' text field and
senders' email domain name after the @ symbol. For example, enter *.stores for all the senders in stores
department to be blacklisted.

« To add a whole domain to blacklist, enter the wildcard * in the 'E-mail' text field and email domain after the
@ symbol and click the 'Save' button. Now all the senders with the domain name entered will be blacklisted.
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The list of blacklisted senders will be displayed.

Cazhibaard f Domaing § Domain dazhboard - doctesmossg comodo .o us | Sender blacklist

Sender blacklist @ Hei
o sdd [0 Delete ) Resettodefault () Exportto CSVfile (23 Importfrom CSYfile

U Sender
[ devil@hel.com
[ brutusi@believenotcom

1 i [1-272] Perpage 15 | w

To import senders to blacklist from CSV file

Administrators can import multiple users to the sender blacklist from a .csv file. Users should be specified in the .csv
in the format shown below:

sender1@domainname1

sender2@domainname2

sender3@domainname3

»  Click the 'Import from CSV file' to import senders to blacklist from a CSV file.

Dashibosrd ! Domeins f Domain dashboard - docteamcasg comodao od.ua f Sender blacklist

Sender blacklist © e

&) Import from CSV fle

o= sdd | [ Delste  *) Resettodefault (23 Exportto CSV il

] Semder

T devilg@hell com

T brutus@believenot.com

1 i [1-2i2]) Perpage 15 @ w

«  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum
size of the file that can be uploaded is 9 MB.

Upload csv file.
Each line should cantain the full e-mail

For example:

testuser! @testdomain
testuser?i@testdomain

Lipload
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The upload will be placed in import tasks queue and the progress of the upload will be displayed.
To remove the upload from the queue

+  Click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Dashboeard fDomains / Domain dashboard - docteamcasg comodo.od ua §f Sender blacklist

Sender blacklist © Heip
Importis in process. Please wait 3
j *
& ade T pelete ) Resetto defaunl‘;gﬂ Exportto SV file
] Sender
1 brutus@helievenot.com 2
[ devil@hell.com e
1 I8 | [1-242] Perpage 15 |w

On completion of the upload process, the results will be displayed.

Dashboard f Domains / Domain dashboard - docdleamcasg comodo od.ua § Sender blacklist

Sender blacklist © Heio

Total ines processed 7 ﬂ
Impored & user(s) ﬂ
Import for domain docteameasg.comodo.od.ua has been finished (]

o= 2dd [ Detete  *) Resetiodefauit €43 Exportio CSVAle | (3 Importfrom CSV file

[T Sender

] brutusgbelievenot.com
I chen@yahoo.com

[ devil@hell.com

] falcong@hotmail.corm
= lang@gmail.com

= pennyi@rocketmail.com
1 smith@rediff.oom

B wilecoyteB96@yahoo.com

1 " [1-8r8] Perpage 15 v

The sender blacklist from .csv file will be uploaded and the administrator who carried out the task will receive a
notification about the import task completion.

Export the Sender Blacklist to CSV file
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The administrator can save the configured sender blacklist by exporting it as a CSV file. If required in future, the
administrator can import the users from the csv file, for example for a new account or after a reset.

To export the list
«  Click the 'Export to CSV file' to save the list of blacklisted senders as a CSV file

Dashboard f Domains / Domain dashbeard - docteamcasg.comode.od.ua / Sender blacklist

Sender blacklist

ﬁ Delete
JUa.csw

4.

‘) Resetto default ) Import from CSVY file

o= Add

[7] Sender

r
Opening SenderBlacklist_docteamcasg.comed

You have chosen to open:

| SenderBlacklist_docteamcasg.comodo.od.ua.csw

which is: Text Docurmnent
from: http://5.39.28.212:3080

What should Firefox do with this file?

7) Openwith | Notepad (default) -

@) Save File

[7] Do this automatically for files like this from now on.

| oK

| | Concel |

A file download dialog will be displayed.

Help

Perpage |15 W

«  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to

your download folder.

Delete Users from the Sender Blacklist

»  Select the sender from the list and click the 'Delete’ button.
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Dashboard f Domains f Domain deshboard - docteamcasg comado.od ua § Sender ackiist

Sender blacklist © Heic
o 2dd | [ Delete ) Resettodefault | (39 Exportta CSVfile £ Importfrom CSV file

[[] Sender

[ brutusi@believenot com
[¥] chen@yahoo. corn

[T devil@hell com

[¥1 falcong@hotmail com
[ lang@gmail.com

[¥] penry@rocketmail com
[ smithi@rediff.com

[ wilecoytes 96vahoo.com

1 " [1-6/8] Perpage (15 |w

«  Click 'OK' to confirm your changes. The sender(s) will be removed from the blacklist. The emails from the
senders will be allowed as per the existing filter settings in CASG.

Remove sender(s)

@ Are you sure you want to remove the selected

sender(s)?

The sender(s) will be removed from the blacklist. The emails from the senders will be allowed as per the existing
filter settings in CASG.

Whitelist Senders Per User
«  Admins can permit certain senders for specific recipients - even if those senders are blacklisted
elsewhereffor other users.

»  Senders can be manually whitelisted for a specific recipient, or can be imported from .csv. They can also be
added after a user request.

« Allfiltering is disabled for whitelisted senders to specific recipients

«  Comodo strongly recommends you only use this option after analyzing the request is genuine and
warranted.

To configure sender whitelist per user

»  Click 'Domain Rules' > 'Whitelist senders per user' in the left-hand menu.
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cCOMODO
g Antispam Gateway

(2 Dashboard

&) Domain dashboard

&) Incoming

@ Cutgoing

(3 Email management

(& Auditlog

Domain Rules
Create rule
TLD &gTLD Rules
Recipient whitelist
Sender whitelist
Recipient blacklist
Sender blacklist

Whitelist senders per user

Blacklist senders peruser

L ]
£ Account management

The 'Whitelist senders per user' interface will be displayed:

Dashbosrd ¢ Domains / Domain dashboard - docteamne asg comodo od ua / Vibidels! senders per user

Whitelist senders per user © Hep
ofs add | [ Detste () imporifrom cavile | () Exportto CSV file Ena_n;sn
e Filters
|:| Sender Reciphent
: demol{icsg comado.od uas bob
1 K § Perpage |15 :v
Sort the Entries

+  Click any column header to sort entries in ascending/descending order of the entries in the column.
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Use Filters to search senders and recipients

»  Click anywhere on the 'Filters' tab to open the filters area.

Dashboard f Domans § Dormnain dashboard - doclesme 28q comoda od ua / \Whielisl senders per usef

Whitelist senders per user

£ Help
wf Add 7 pelete ¢ importfom CSVile | @3 Exportio CSV file | £_* Refrash
& Firters
o= |Sender ~ containg v Apply fitter
T Sender Recipient
|_ !I.—rllf:f‘?:_c:_!( omodo od wa bab
1 Perpage (15 |
To narrow your search, add more filters by clicking +
Chas hbvaard ; Domaing § Domain dashbsard - docleame 350 ¢ omodo. od va | VWhilsis! senders per usaf
Whitelist senders per user Help
o add | [[ Delete | 25 mportromcSvile | g Exportio CSV e #_* Refresh
&% Fittera
+ Sender ~ | confains w Apply fitter
= Send v containg v
Sender d
_ { Racipient Recipient
demo2cag.comado.od.ua bob

1 i Perpage |15 W

To remove a filter, click the ™= icon beside it.

Available filters are:

« Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition
selected in column 2.

» Recipient: Will execute a search of recipients according to the text in the text box (column 3) and the
condition selected in column 2.

The following conditions are available:

- Equals: Displays all senders / recipients that match the text entered in the text box.

» Not Equals: Displays all senders / recipients except the one entered in the text box.

« Contains: Displays all senders / recipients that contain the words entered in the text box.

* Not Contains: Displays all senders / recipients that do not contain the words entered in the text box.
- Starts With: Displays all senders / recipients that start with the words entered in the text box.

«  Ends With: Displays all the senders / recipients that end with the words entered in the text box.
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Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

+  Click anywhere on the 'Filters' stripe to close the filters area.

|2 refesh

Click the button to display all users.

Note: To display all the Whitelist senders after using the filters option, you have to first click anywhere on the Filters
tab to close the filters area and then click the ‘Refresh’ button.

From this interface administrators can:

« Add senders to whitelist per user

»  Export the list to CSV file for use in future

« Remove senders from Whitelist senders per user list
Add Senders to Whiltelist Per User

You can add senders to whitelist per user in the following ways:
* Manually add senders
« Import senders from a CSV file

« Add from 'Whitelist requests' from a user
Manually add senders
Administrators can manually specify the whitelisted sender and corresponding recipient as follows:

«  Click 'Add' to add a new sender to the list. The 'Add sender' dialog box will be displayed:

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 207



Guide comobo

Creating Trust Online’

Dazhbeard / Domaing f Domain dashbeard - decteamcasg comode.od.ua / Whitelist senders per user

Whitelist senders per user

o= Add ) [ Delete ) mportiom csvile %) Exportto CSViile |42 Re

] Serder Recipient
[[] demok@esg comado.od ua john

i1 [1-171]

Add sender

Sender:  |angel @ |heaven.com

Recipient: |bob

«  Enter the sender's username in the E-mail textbox and sender's email domain name after the @ symbol in
the first row.

»  Enter the recipient's name in the Recipient text box in the second row. Note: The recipient should be a valid
user.

»  Click 'Save'. Repeat the process to add more whitelisted senders for the user.

The list of whitelisted senders will be displayed.

Dashboard / Domaing / Domain dashboard - docteamcasg. comodo.od ua / Whitelist senders per user

Whitelist senders per user © Heip

+_* Refresh

of= #dd [} Delete | (23 Importfrom CSViile (3 Exportio CSV file

£ Fitters

[] Sender Recipient
il demo2@csg.comodo.od.ua john
bob

[[] angel@heaven.com

1 " [1-212] Per page |15 w

Import senders from a CSV file

Administrators can import a multiple senders at a time from a comma separated values (CSV) file to Sender whitelist
per user. The list of whitelisted senders and respective recipients can be created using notepad or a speadsheet
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application like MS Excel or OpenOffice Calc and saved in .csv format. Each line in the .csv file should contain the
sender's email address and the username of the recipient or sender's email address and the recipient's email
address, separated by a comma. An example is shown below:

sender1@anydomain.com, recipient1
sender2@anydomain.com, recipient2@domain.com
sender3@somedomain.com, recipient3

To import senders to whitelist from CSV file

»  Click the 'Import from CSV file' from the 'Whitelist senders per user' interface. The 'Upload' dialog will
appear.

Dashboard / Domaing / Domain dazhboard - docteamcasg comodo.od.ua / Whitelist senders per user

Whitelist senders per user

o= add [ Detete ( (%3 mportfrom cSVile ) (f) Exportto CSVfile £ Re
@ Filters

Condar

Upload

Upload csv file.
Each line should contain two columns: senderusername

For example:

sender@anydomain.com, recipient

sender@anydomain.com, recipient@domain.com

Upload

«  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum
size of the file that can be uploaded is 9 MB.

The upload will be placed in import tasks queue and the progress of the upload will be displayed.
To remove the upload from the queue

»  Click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.
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Dashboard / Damains f Domain dashboard - decleamcasd comado.od ua f YWhitelisl sendets pef user

Whitelist senders per user © Hep

Import is in process. Please wait

of Add Delete 3¢ Cancel import from CSV file )4 Export to CSV file {3 Refresh

£ riners
™ Sender Recipient
[Z] demo2@csg.comoda.od.ua bob

1 Iz [1-171] Per page 15 v

On completion of the upload process, the results will be displayed.

Dashboard / Domaing / Domain dashboard - docteamcasg comodo.od ua / Whitelist senders per user

Whitelist senders per user D Heip
Total lines processed 2 (X!
Imported 2 senders as whitelisted E
Import for domain docteamcasg.comodo.od.ua has been finished &

+ ». | '

-l- Add Delete | =3 Importfrom CSVfile [ Exportto CSV file |17 Refresh
£} Fiters
[[] Sender Recipient
[] peter@pearlygates.com john
[ demo2@csg comedo.od.ua john
[F] slice@heaven. com bob

1 " [1-373] Per page |15 w

The sender whitelist per user from .csv file will be uploaded and the administrator who carried out the task will
receive a notification about the import task completion.

Add from 'Whitelist requests from users

The administrator can add senders to whitelist based on the requests of the users. See Email Management >
Whitelisted Requests for more details.

Export the Whitelist senders per user list to CSV file

The administrator can save the whitelist senders per user list by exporting it as a CSV file. If required in future, the
administrator can import the users from the csv file, for example for a new account or after a reset.

To export the list
«  Click the 'Export to CSV file' button to save the list of whitelisted senders per user as a CSV file
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Dashboard f Domains / Domain dashboard - docteamcasg comoda od.ua f Whitelist senders per user

Whitelist senders per user

(23 Export to CSV file

o Add [T Delete (%) Import from CSV f

é Opening SenderPerlserWhitelist_docteamcasg.comodo.od.ua.csv et

You have chosen to open:

J SenderPerUserWhitelist_docteamcasg.comodo.od.ua.csv Cipient

which is: Text Document
from: https://5.39.28.212:8080

What should Firefox do with this file?

O0O0im

) Open with | Notepad (default) w

(@) Save File

[] De this automatically for files like this from now on.

QK Cancel

A file download dialog will be displayed.

+  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to
your download folder.

Delete Senders from Whitelist

« To delete a sender from the whitelist, select the sender from the list and click the 'Delete’ button.
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Dashbeard f Domaing / Domain dashboard - docteamcasg comodo.ed.ua / Whitelist senders per user

Whitelist senders per user

= rdd [ Detete )2 import from csvile (3 Exportto CSViile

@ Filters

[] Sender Recipient
eter@pearlygdtes.com john
[ peter@pearlyg joh
avantistude

=

elf@empire.cor
[[] demo2@csg.cdmodo.od.ua jehn

[F] angel@heavenfom bob

Remove senders

senders?

+  Click 'OK" in the confirmation dialog.

@ Are you sure you want to remove selected
I

Blacklist Senders Per User

«  CASG allows admins to prevent certain senders from sending mail to specific users.

+  This feature is useful in scenarios where you want to allow mails from a particular sender to all users in the
domain but want to block the sender for a particular recipient in the domain.

«  Senders can be added manually, imported from .csv and from a user request.

To configure sender blacklist per user
»  Click 'Domain Rules' > 'Blacklist senders per user' in the left-hand menu:
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coMODO
' Antispam Gateway

(7) Dashboard

@) Domain dashboard
@) Incoming

1y Outgoing

(& Email management
[ Audit log

94 Domain Rules

TLD &gTLD Rules
Recipient whitelist

Sender whitelist

Recipient blacklist

Sender blacklist

Whitelist senders per user

® Blacklist senders peruser

L ]
[t5) Account management

The 'Blacklist senders per user' interface will be displayed:

Dashboard / Demains f Domain dashboard - docleamcasg comodo od ua / Blacklist senders per user

Blacklist senders per user @ Hop
o Add [ Delete @) import from CSV file (%) Export to CSV file {3 Refresh
&3 Fiters
] Sender Recipient
] demot@csg.comodo.od.ua john
1 " Perpage 15 w |

Use 'Filters' option to search senders and recipients
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»  Click anywhere on the 'Filters' stripe to open the filters area.

Dashpoard ¢ Domains / Domain dashboard - docteamcasg comodo od ua f Blacklist senders per user

Blacklist senders per user @ Hep

|
o Add [ Delete @) import from CSVile () Export to CSV file | £ 1 Refresh |

@ Filters
+ Sender | (contalns w Apply filter
7] Sender Recipient
[F] demot@csg.comodo.od.ua jehn
1 i Per page 15 w

To dd more filters, click +

Dashboard / Domains f Domain dashboard - doceamcasg comodo od ua § Blacklist senders per user

Blacklist senders per user © Heip
ofe Add | [ Delete (23 Import from CSV file | (3 Export to CSV file i % Refresh
€3 Filters
o [Sends v | contains v Apply fitter

Sender |
| L_EE_X:_I_D{EN E!}_"] J Recipient
[} demol@csg.comodo.od ua jehn
1 " Perpage (15 |[we

You can remove a filter by clicking the == icon beside it.

Available filters are:

«  Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition
selected in column 2.

» Recipient: Will execute a search of recipients according to the text in the text box (column 3) and the

condition selected in column 2.

The following conditions are available:
« Equals: Displays all senders / recipients that match the text entered in the text box.
« Not Equals: Displays all senders / recipients except the one entered in the text box.
« Contains: Displays all senders / recipients that contain the words entered in the text box.
+ Not Contains: Displays all senders / recipients that do not contain the words entered in the text box.
- Starts With: Displays all senders / recipients that start with the words entered in the text box.
- Ends With: Displays all the senders / recipients that end with the words entered in the text box.
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»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
»  Click anywhere on the Filters tab to close the filters area.

£} Refresh
»  Click the button to display all users.

Note: To display all the Blacklist senders after using the filters option, you have to first click anywhere on the Filters
tab to close the filters area and then click the ‘Refresh’ button.

From this interface you can:

» Add senders to blacklist per user
»  Export the list to CSV file for use in future
» Remove senders from blacklist senders per user list

Adding Senders to Blacklist Per User

You can add senders to blacklist in three ways:
+ Manually add senders
« Import senders from a CSV file
« Add senders from 'Blacklist requests from users

Manually add the senders

The administrator can manually specify the senders to be whitelisted for specific recipients, one-by-one to be added.
To manually add senders to blacklist per user basis
«  Click 'Add' to add a new sender to the list. The 'Add sender' dialog box will be displayed:

Dashboard / Domains ¢ Domain dashboard - docteamcasg.comodo.od.ua / Blacklist senders per user

Blacklist senders per user
@ M Delete (%) Import from CSV file = (%) Export to CSV file

£ FileN

[[] Sender Recipient

Add sender

Sender: | devil @ |hell.com

Recipient: |hob| @
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»  Enter the sender's username in the E-mail textbox and sender's email domain name after the @ symbol in
the first row.

»  Enter the recipient's name in the Recipient text box in the second row. Note: The recipient should be a valid
user.

» Click 'Save'. Repeat the process to add more blacklisted senders for the user.
The list of blacklisted senders will be displayed.

Dashbgard / Domaing / Domain daghboard - focleameasa comado od ua / Blacklist senders per user

Blacklist senders per user © Hep
e add | T Delete | (33 impont from SV file | (53 Export 1o CSV file {7} Refresh
€3 riters

Sender Recipient
- devik@hell.com bob
"] demol@csg.comodo.od.ua johin
1 M 1-212] Perpage (15 -

Importing senders from a CSV file

Administrators can import a multiple senders at a time from a comma separated values (CSV) file to Sender blacklist
per user. The list of blacklisted senders and respective recipients can be created using notepad or a speadsheet
application like MS Excel or OpenOffice Calc and saved in .csv format. Each line in the .csv file should contain the
sender's email address and the username of the recipient or sender's email address and the recipient's email
address, separated by a comma. An example is shown below:

sender1@anydomain.com, recipient1
sender2@anydomain.com, recipient2@domain.com
sender3@somedomain.com, recipient3

To import senders to Blacklist from CSV file

Click the 'Import from CSV file' from the 'Blacklist senders per user' interface. The 'Upload' dialog will
appear.

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 216



Comodo Antispam Gateway - Administrator Guide comono

.-’/’

Dashboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Blacklist senders per user

Blacklist senders per user

o add | [T Delete@;in}tfmm CSViile Y9 Export to CSV file

Upload csv file.
Each line should contain two columns: senderusername

For example:

sender@anydomain.com, recipient

sender(@anydomain.com, recipient@domain.com

Upload

Click 'Upload', navigate to the location where the .csv file is saved and click the 'Open'’ button. The
maximum size of the file that can be uploaded is 9 MB.

The upload will be placed in import tasks queue and the progress of the upload will be displayed.

To remove the upload from the queue
Click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not

imported task.
ashboard / Domaing £ Demaln dachbeand - doteamcasy comodo,ocd ua / BlackEst sandars per usar
Blacklist senders per user © e
Import ks In process. Plaase walt a
(3 Rebest

e 2t | [ Delete 3¢ Cancel impert from CSV e (%) Export 1o CSV file

£ Fiters
| Sender Recipient
bk

john

Pei page 15 w

On completion of the upload process, the results will be displayed.
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Dashboard / Domains / Domain dashboard - docteamcasg.comoedo.od. ua / Blacklist senders per user

Blacklist senders per user © Heio
Total lines processed 3 ﬁ
Imported 3 senders as blacklisted &8
Import for domain docteamcasg.comodo.od.ua has been finished (%]
o Add [ Delete ) Impon from CSV iile (23 Export to CSV file ¥ Refresh |
@ Filters
[[] Sender Recipient
[[] judas@betrayal com john
[[] devil@hell.com bob
[[] demol@csg.comedo.od.ua jehn
[[] brutus@treason.com jehn
[[] bluto@ironcastle com bob

1 f1 [1-515] Perpage |15 W

The sender blacklist per user from .csv file will be uploaded and the administrator who carried out the task will
receive a notification about the import task completion.

Add senders from 'Blacklist requests from users

Administrators can add senders to blacklist based on the requests of the users. See Email Management >
Blacklisted Requests for more details.

Export the Blacklist senders per user list to CSV file

Administrators can save the blacklist senders per user list by exporting it as a CSV file. If required in future, the
administrator can import the users from the csv file, for example for a new account or after a reset.

To export the list
«  Click the 'Export to CSV file' button to save the list of blacklisted senders per user as a CSV file.
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Dashboard / Customers f Customer dashboard - Doc Team f Domains / Domain dashboard - docteamcas

Blacklist senders per user

ofe ada  [[f Delete | ¢y importfrom CSV file

@ Filters

¥1 Exportto CSV file

[F] | Opening SenderPerUserBlackList_docteamcasg.comodo.od.ua.csv X fipient

[0 4 You have chosen to apen:

[ 4 ] SenderPerUserBlacklist_docteamcasg.comodo.od.ua.csv

which is: Text Document
from: https://5.39.28.212:8080

What should Firefox do with this file?

(®): Open with, | Notepad (default) x

(") SaveFile

(] Do this gutomatically for files like this from now on.

A file download dialog will be displayed.

+  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to
your download folder.

Delete Senders from Blacklist

»  Select the sender from the list and click the 'Delete’ button.
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Dashboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Blacklist senders per use

Blacklist senders per user

of= Add @3 Import from CSV file (9 Export to CSV file

| @ Filters

[] Sender Recipient
#| devil@hell.com bob

¥l devil@

[ of |

Remove senders

senders?

@ Are you sure you want to remove selected
{

»  Click 'OK"in the confirmation dialog.

3.21.1.5.7  Account Management

The 'Account Management' interface allows you to manage users for a selected domain. Admins can reset
passwords for users, allow or deny access to user accounts, import users from .csv file and import users from Active
Directory (AD) servers.

Administrators can also view users' login history. See User History for more details.
Click the following links for more details:

+ Users

« User auto-import

« Users history

* Importing Users from LDAP

3.21.1.5.71  User Account Management

The 'Users' area allows admins with appropriate privileges to manage users for a selected domain. This includes
adding/importing users, deleting users, editing user accounts, resetting passwords and configuring user permissions.
Admins can also configure email aliases from this interface.
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' coMODO
' Antispam Gateway

Dashboard
Domain dashboard
Incoming
Cutgoing
Email management
Audit log
= Domain Rules
Account management
B sers
Users auto-import
Users history
LDAP import configuration
LDAP import confirmation list

LDAP import ignore list

Click the following links for more details:
» Managing Users
* Adding New Users
» Deleting Users
» Editing Users
* Unlocking Users
* Importing from CSV file
* Managing Permissions
+ Aliases
» Moving to Aliases
« Importing Aliases from CSV file
» Forwarding mails to another user
+  Other actions

Manage Users
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»  Click 'Account management' on the left then click 'Users":

' COMODO
' Antispam Gateway

Dashboard

@ Domain dashboard

A Incoming
Outgoing

() Email management

[ Auditlog

Domain Rules

r-':, Account management
B Users
Users auto-import
Users history
LDAP import configuration
LDAP import confirmation list

LDAP import ignore list

The 'Users' interface of the selected domain will be displayed.

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 222



uide comobDo

Creating Trust Online®

— =

Dashboard / Domainsg / Domain dashhosrd - docleameasg comodo od.ua [ Usars
Users € Heip

o= add | [ Detete  # Eat (@ Unlock 3 Refresh |

&) Filters

] Usemame Enabled Last login Aliases Group Forward to

¥ bob Yes 2015-06-26 08:-24:00 Power Users

[F] john Yes 201506-29 11:32:54 Llzers

] alice Yes Users

1 " [1-2i2) Perpage 16 |w

Sort Entries

«  Click any column header to sort items in ascending/descending order of the entries in that column.
The sorting option is not available for 'Aliases' and 'Group' columns.

Use filters to search for users

«  Click anywhere on the 'Filters' stripe to open the filters area.

Cashboard / Domains /- Domain dashboard - docisdmcasq. comats. od us / Ueaars

Users &) Hep
o ada | [ Detete 2 £ @ uniock [ |3 Refresh
&2 Fiters

+ Usemame v contains bd Apply filter

To add more filters, click +

Dashboard f Domaing f Domain dashboard - docheamcasg comodo od ua F Users
Users © Heip
ofe tad | [ Detete | # Edt | @ Unlock [REEEEETIEEH |D Refresn |
€ Filters
+ Usemame w | | comtaing w Apply filter
= e v | |equals v O
Usernamea }
y Enabled led Last login Aliasos Group Forward 1o
Last login |
184 alias usamame 201506-20 08:-24:00 Power Users
-_I id Alias domain Ussrs
Forward to
a8 GIUI.ID USErs

To remove a filter, click ™= icon beside it.
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Available filters are:

« Username: Will execute a search of usernames according to the text in the text box (column 3) and the
condition selected in column 2.

If 'Username' is selected, the following conditions are available:

« Equals: Displays all usernames that match the text entered in the text box.

« Not Equals: Displays all users except the one entered in the text box.

- Contains: Displays all username(s) that contain the words entered in the text box.

» Not Contains: Displays all username(s) that do not contain the words entered in the text box.

«  Starts With: Displays all username(s) that start with the words entered in the text box.

» Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:

+ Enabled: Sorts the results based on whether a user is enabled or disabled.
When you select this option in the first drop-down, 'equals' is the only option available in the second drop-down:

« Equals: Displays the results of enabled users when the checkbox beside it is selected. When the
checkbox is not selected, it displays the list of users who are not enabled.

« Last Login: Sorts the results based on the last login details of users.
When you select this option in the first drop-down, the following filters are available:
» Equals: Displays the list of users whose last login date is the same as the selected date in the third
box from the calendar.

« Less than: Displays the list of users whose last login date is less than the selected date in the third
box from the calendar.

«  Greater than: Displays the list of users whose last login date is greater than the selected date in the
third box from the calendar.

« Alias username: Will execute a search of user alias name according to the text in the text box (column 3)
and the condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

» Contains: Displays all users with alias name(s) that contain the words entered in the text box.
» Equals: Displays all users with alias names that match the text entered in the text box.
» Not Equals: Displays all users except those with the alias name entered in the text box.

» Not Contains: Displays all user alias name(s) that do not contain the words entered in the text
box.

- Starts With: Displays all user alias name(s) that start with the words entered in the text box.
«  Ends With: Displays all the user alias name(s) that end with the words entered in the text box.

« Alias Domain: Will execute a search of domain alias name according to the text in the text box (column 3)
and the condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

» Contains: Displays all users with domain alias name(s) that contain the words entered in the text
box.

» Equals: Displays all users with domain alias names that match the text entered in the text box.

» Not Equals: Displays all users except those with the domain alias name entered in the text box.

« Not Contains: Displays all user domain alias name(s) that do not contain the words entered in the
text box.

«  Starts With: Displays all user domain alias name(s) that start with the words entered in the text
box.

« Ends With: Displays all the user domain alias name(s) that end with the words entered in the text
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box.

» Forward to: Will execute a search of forwarded to user names according to the text in the text box (column
3) and the condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

» Equals: Displays all usernames that match the text entered in the text box.

» Not Equals: Displays all users except the one entered in the text box.

« Contains: Displays all username(s) that contain the words entered in the text box.

« Not Contains: Displays all username(s) that do not contain the words entered in the text box.
- Starts With: Displays all username(s) that start with the words entered in the text box.

«  Ends With: Displays all the username(s) that end with the words entered in the text box.

«  Group: Will execute a search of users belonging to the user group selected from the drop-down in the third
column and the condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

» Equals: Displays all users from the group selected from the third drop-down.

» Not Equals: Displays all the users excluding those belonging to the group selected from the third
drop-down.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
»  Click anywhere on the 'Filters' tab to close the filters area.

‘G Fefresh ‘

Click the button to display all users.

Note: Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

To add a new user

«  Click the 'Add' button.

Ceshbogrd / Domaing / Domain daghboard - docieamcasg comodo. od ua / Usera

Users © ren
E Detete | # Eat (@) Unioc: (g £ Refresh
£} Filters
| Username Enabiled Last login Aliases Group Forward 1o

The 'New user' dialog will be displayed:
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HNew user

sername
| (@ docteamcasg.comodo.od.ua

MlEnabled

[Clwhitelist this email
Vlsend quarantine reports
[WIsend invitation

[EINon human

[CIPublic email

Save | Cancel |

Enter the username of a new user that will be first part of the email address. For example, if you type ‘alice’,
the email address of the user will be 'alice@domainname.com'.

By default, the user will be enabled.

Clear the 'Enabled' box to deny the new user access to CASG. You can enable the user in the Edit user interface
later on.

You can choose to add the new user to Recipient Whitelist from this interface itself.
«  Select the checkbox beside the 'Whitelist email' to add the user to Recipient Whitelist.

The administrators can also determine whether the users will get the reports or not. By default, it is enabled.
»  Deselect the 'Send quarantine reports' box to disable this option.

«  Select the 'Send invitation' box to send an invitation mail to the email recipient address entered in the
'Username' text box.

»  Select 'Non human' if the address is a no-reply or common mailing list such as 'sales@..."

+  Select 'Public email' if the address is published somewhere, for example on a customer facing website.
Enabling this box will allow CASG to more accurately filter spam for this type of email address.

»  Click the 'Save' button.

Note: If the user is disabled and subscribed for periodical Quarantine Reports, the subscription will also be
canceled.

An email to the added user will be sent automatically containing password to access CASG. The password can be
reset in the edit interface. The added user will be displayed in the list.
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Dashboard / Domeins ¢ Domain dashboard - docteamcasg comodo od.ua / Users

Users €) Heto
of 4dd | T Delete | @ Edi &) Unlock £ Refresh
€3 Fitens
7] Username Enabled Lasi lodgin Aliases Group Forward bo
alice Yes Usars
| bob Yes 201506-29 08-24:00 Power Users john@docteamecasg.como
jehn Yes 2015-06-29 11:32:54 Users
1 | [1=3713] Ferpage |15 -

Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of
users limit configured for the domain in the Add Domains / Edit Domains / Domain Settings interfaces. When
you exceed the limit of users, the following will be displayed while adding a new user.

Warning

/o ou cannot add more Users as you have reached
! ! 5 your maximurm number of allowed Users

To delete an existing user
«  Select the user you want to delete from the list and click the 'Delete' button

Dashboard / Domains / Demain dashboard - docteamcasg comodo od up f Users
Users © Hen
I oelete

/e @ o Ty

o A0
3 Fiters

Enabled Last login Aliases Group Forward to
Yes Users
g 2015-06-29 0B:24.00 Power Users jehnBdoctesmeasg como
Yes 2015-06-2¢ 54 Users
Yes Users
1 1 [1-373] Perpage (15 |w

+  Click 'OK" to confirm your changes.
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users?

The user(s) will be removed from the list.
To edit an existing user

Guide comobo

Creating Trust Online®

You can select to allow or deny permission for the users to access their CASG account in the edit interface as well

as enable or disable quarantine report generation for the user.
»  Select the user you want to edit from the list and click the 'Edit' button.

Dashbonrd / Domains / Domain deshboard - dectesmcasg, comody od un £ Users

Users

Last login Aliases Group
Users
2015-06-29 0B:24:00 Power Users
20150629 11:32.54 Lisars
Usars

1 " [1-373]

The 'Edit user' dialog box will appear.

Edit user henry@docteamcasg.comodo.od.ua

llzername

@

Enabled Whitelist thiz email Send quarantine reports

Save | Cancel

« Enabled - Allows the user to access the CASG interface.
»  Whitelist email - Adds the user to the Recipient Whitelist.

Forward to

johnEdocteameasg como

Perpage 15 |w

« Disable 'Send quarantine reports' checkbox, if you do not want the user to get quarantine reports. By

default it is enabled.
»  Click the 'Save' button to confirm your changes.

disabled.

Note: Any active subscriptions or scheduled reports for the user will be automatically canceled if access to CASG is

To unlock users
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Users who try to login to CASG with wrong credentials will be automatically locked after three unsuccessful attempts.
They will be able to try again only after 30 minutes from the time of lockout. CASG administrators can unlock these
users immediately without waiting for the timeout period to end, so that the users can try to login again to CASG.

The locked out users will be displayed with a lock icon beside them.

Dashboard / Domains / Domein daghboard - docteamcasg comode od ua f Users
Users € Hebp

o 2ad | [ Delete 2 Ean @ [ More actions v | 3 Refresh
£ Fiters

Last login Aliases Group Forward to
Uisers
2015-06-30 10:17:29 Power Users
henry Mo Users
john Yes 2015-06-30 10:27-45 Uzers
1 & [1-474] Perpage 15 |w

«  Select the locked user from the list and click the '‘Unlock’ button.
A confirmation dialog will be displayed.

Unlock users

Users?

«  Click 'OK" to unlock the selected locked user.

@ Are wou sure wou want to unlock the selected

The user now can try to login again without waiting for the lockout time period to end.

To import users from CSV file

You can add many new users at a time by importing from a file. The users should be saved in '‘comma separated
value' (CSV) as shown below:

username1,domainname,true

username2,domainname,false

»  Toimport new users from a CSV file click 'More actions' > 'Import from CSV file'
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[ashboard / Domens / Domain gashboard - docteamcasg comode od up /- Users

Users © Heip
o add [ Delste  # Eat (T Unlock ' 3 Remesh
Enabie
§3 Fiers
Enabie by fiker
Username Enabled Aliases Group Forward 1o
Send invilation
alice Yes nErg
i Ne Regenerale password P
henry Mo Manage parmssions Users
john Yes Users
Alases
1 i [1-4i4] Perpage |15 w

Wove to alases
Farward to

Impor akas from CSW e

Import from C5 fle

The 'Upload' dialog will be displayed.

Upload csvfile.
Each line should contain three columns: username, domain,is user enahled
ar not

For example:

testuser, testdamain, true

Ipload

«  Click the 'Upload' button and navigate to the location where the file is saved and click the '‘Open’ button.
The upload progress will be displayed...

Dashboard J/ Domams / Domain dashboand - docleamcasg comodo. od ua f Users
Users © Hewp
Impaod is in process. Please wait ﬁ

ol Add 3 pelete _4“‘1 Edit |_—'__'1'_'n=a-:f =G Refresh

...and when completed, the results will be displayed.
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Dashboard / Doamaing / Doman daghboeard - decteamessy comade od.ua / Users
Users Help
Imporad 1 user(s) [ x|
1 users already exist x|
o 400 | [ Delete | @ Eot (@) Unlock m i * Refresh
ﬁ Filters
Username Enabiled Last login Aliases Group Forward 1o
lice Yes Users
[F] bob Yes 201506-30 10:17:29 Power Lisers
£ Mo Use
chi Yes 2071 5-06-30 10:27:45 Usars
mith Mo o
1 i [1 5] Perpage 15  |w

The administrator who carried out the task will receive a notification about the import task completion.

Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of
users limit configured for the domain in the Add Domains / Edit Domains / Domain Settings interface. CASG will
stop importing users after the number of users allowed for the account is reached and a warning will be displayed.

Dashboard / Domaing ¢ Domain dashboard - doecleamcasg comodo od ua [ Users

Users @ Hep
Imported 1 user(s) a
You cannot add more users as you have reached your mazimum number of allowed users by license limitation, 1 users were imported [ x|
o Add [ Delete & Edit (@ Unlock 3 Refresh

Fiters

Managing Permissions for users

CASG allows you to assign permissions to users that will determine what they can and cannot do in CASG.
Administrators can create policies and assign them to users from this interface. See 'User Groups & Permissions
for more details on how to create groups and policies. A new user will be automatically assigned default permission

settings.

To assign permissions for a user

»  Select the user(s) and click 'More actions' > 'Manage permissions'
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Daghbeard / Domains f Domain dashbicand - docteamcasg comode od.ua f Uséers
Users € Hep
|
o 4dd | [ Delete | ¢ Edit Unlock +_* Refresh |
Enabie
€ Fiters
Enabie by fiber
] uUsername Enabled Alases Group Forward to
Send invitation
[F alice Yes Users
ezoey Regenerate passwond
1 bob Yes v Ly Fovar s
|_-j'_ henry Yes C::) Users
[ jahn Yes Users
" Alages
1 " [1-414] Perpage |15 w

Move to alages
Foreard to
nport akas from CSY file

Iengar Tram CSW Ha

The 'User Groups & permissions' interface will appear.

User groups & permissions

o= Add

Hame Permission:

& Power Users B All user permissions

@ Users (Default)
® HR

Assign to selected users Assign to filtered users | Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default,
'User (Default) and 'Power User' groups will be available and administrators can add, edit groups and assign
permissions to users. See the section 'Groups & Permissions' for more details.

«  Select the group from the list.
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User groups & permissions
o sdd | & Edit | [T Delete | {2 Make default

Hame Permission;

) Power Users 4 |8 All user permissicns

@ Users (Default) ¥ Incoming Log Search

@ HR o Outgoing Log Search

*| Report Spam

~User report subscriptions
Quarantine

~| Archive

*| Create mail request

¥ Change user settings

* | Whitelist / Blacklist

Assign to selected users Assign to filtered users | Cancel

The permissions set for this group will be displayed on the right.

»  Click the 'Assign to selected users' button to set permissions for selected user or multiple users.

«  Click 'Assign to filtered users' button to set permissions for selected group to all users or to all users found
by filter.

«  (Click 'OK" in the confirmation window.

Assign Group

pm This group will be assigned to all selected users.
Are wou sure?

The selected user(s) will be assigned to the group and successfully assigned message will be displayed.
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Cazshpoard f Domans / Domein deshboand - doclesmcasg comodp od ug / Lisars

Users © Heio
Permissions successfully assigned to 2 user(s) g
AR T R A R Rl More actions v | £ Refresh
9 Filters

Username Enabled Last login Aliases Group Forward Lo
alice Yes Lsers
bob Yes 2015-06-30 10:17:29 Power Llzers

[E] henry Yes HR

[ john Yes 2015-06-30 10-2745 HA
i It [1-474] Per page 15 w

The interface also displays the new group assigned for the selected user under the 'Group' column.
Adding the user aliases

CASG allows admins to add a user alias name to organize emails related to different groups or functions into a
single email inbox automatically. The users can protect their real email address.

«  Select a user and click 'More actions' > 'Aliases' to add user aliases.

Dashboard / Domains / Domain dashboard - docteamcasg comodo od us / Users
Users & e

o e | [ Deete | & Eat | Unlocx i3 Refresh
Enalsle

&) Filters
Enabie by filer

I Username Enabled Aliases Group Forward to
Sand invitation

2] alice Yea lgers

Reganarate password

=] bob Yes ¥ Power Users

¥ henry Yes Manage permssions HR

[ john Yes O HR

1 a [1-4i4] Perpage (15 |[w

Move fo aliases
Forward o
Impart alias from CEW file

Impart froem CSW e

»  Enter the full email alias address of the user. Note: The alias email address must be of any domain
belonging to the account.
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User Aliases

o= Add alias

- stores@democasg.comodo.od.ua

Save | Cancel |

«  Click the Save button.

Note: Users cannot add an alias by themselves.

+

» To remove an added alias row click the ™= icon beside it.

»  To add multiple aliases click the button.

After adding a user to an alias, admins can extract him/her as a user.
«  Click the 'Aliases' button after selecting the user.
In the 'User Aliases' dialog next to the added alias row, the 'Extract as user' button will be displayed.

User Aliases

=)= Add alias

== stores(@democasg.comodo.od.ua Extract as user

Save | Cancel |

«  Click the 'Extract as user' button.
The confirmation dialog will be displayed.

Success

@ Aliag was successiully moved to uger

+  Click 'OK'

The user extracted from the 'User Aliases' dialog box will be added to list of users in the respective domain added as
alias and will be placed in the default group.
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Cashboard F Comadns ¢ Domain ¢ashboardiy

Users © e
AR T A A ARl More sctions v | |3 Retresn |
§3 Fikers

Username Enabled Lasl login Aliases Growp Forward 1o
(=1 Ulzsrs
1 " [1-111) Perpage (15 |w

Note: The number of users that can be added for an account depends on the plan subscribed by you. When you
exceed the limit of users, a warning will be displayed.

Moving user account to aliases
CASG allows admins to move an existing user as an alias for another user for any domain available in your account.

«  Select the user then click 'More actions' > 'Move to aliases'

Dnshboard / Dempins / Comin deshbpard - docteamcasg comodo od ua / Users
Users © Hein
ofe a0 | [ Detete & Eoit | (@ Unlock [ £ Refresn |
! -
Emabile
€ Fitters
Enabie by fiter
7] Usemame Enabled Alizsas Group Forward to
Send invipbon
1] alice Yes U=zers
™ bah fes HEDCTICAUE pOES X Power Llsers
henry L= Manage permssions HR
johin Ye= HR
Abases
1 i1 [1-414) @ Perpage (15 |w
Foreard ba

impodi alias from CSY fle

mpor from CSW file

«  Type the full email address of the user for whom the alias has to be added. Note: The user and domain
should be valid and belong to your account.

User Aliases

stores@democasg.comodo.od.ua

Save | Cancel |
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«  C(lick the 'Save' button.

Now, the selected user has become an alias of another user. (This could be for the same domain or another domain
belonging to your account.)

Cashboard / Domains / Domain dashboard - democasg comada od ua / Users

Users © Hei
o 2od [ Detete @ Edit | (@) Uniock [EEEEEEE IR | £ Refresh
a Filters
T Username Enabled Last login Aliases Group Forward to
I [ stores Yes alice@docteamcasg.come Users I
1 & [1-111] Perpage 15 | w

Importing alias from CSV file

You can add many aliases to existing user(s) at a time for the selected domain and / or for other domains available
for your account by importing from a file. The aliases should be saved in 'comma separated value' (CSV) as shown
below:

Example 1

The following example shows how you can add alias for two users for the selected domain.

alias@domain.com username1, username?2

Example 2

The following example shows how you can add alias for users for the selected domain and other domains available
for your account.

alias@domain.com username1, username2, username3@domain2

Please note that for adding many aliases at a time, each alias should be separated by a paragraph line. For
example:

alias1@domain.com username1, username?2
alias2@domain.com username1, username2, username3@domain2
To assign alias for users from a CSV file

Click 'More actions' > 'Import alias from CSV file'
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Dashboard f Domains / Demain daghbeard - docleamcasy comods. od ua f Users
Users € Heip

of 200 [ Detete | & Bt [T Unlock [+ Refresh |
Enable

&) Fihters
Enable by filer

Username Enabled Miases Group Forward 1o

Send nvitation

i bab Yes Poweer Users

" Re rabe d

L | henry Yag kel HR

| john Yes Manage permissons HR

1 i1 [1-3i3] Aliases Perpage 15 L

Moves b0 alissss

Forward i

e

Impart from CSW file

The 'Upload' dialog will be displayed.

Upload csvfile.
Each line should be inthe next format: alias [csy user list],

For example
alias@testdomain user!, user2@domain
YWhen domain name is not mentioned - userwill be added to the current

domain to alias name
Wihen such user does not exists - userwill be created

pload

»  Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button.

The upload progress will be displayed...

Dashbeard ¢ Demeins / Dompin dashbeard - docieamcasg compdo od ug f Users

Users © Heio
Impaortis in process. Please wail X
o sda [0 Deiete @ ot @ Uniock LR R + _* Refresh
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...and when completed, the results will be displayed.

Dashboard / [lomans / Joman deshbeard - docieamcaso comoda. od. 1 f Users

Users © Heip
Total lines processed 1 (%]
Import for domain docteamcasg.comodoed.ua has been finished 5|
1 users alraary axist X
of 2dd i Delete | # Edit | [T Unlock m | £ Retesh |
€9 Fitess
7] Username Enabiled Last i Alases Group Forwand to

The administrator who carried out the task will receive a notification about the import task completion.

Forwarding mails to another user

CASG allows administrators to add a forwarding address for a user. This is useful when a user is on vacation or
unavailable for sometime but the mails addressed to him should be attended immediately. Please note the forwarded
user should also be in the same domain.

«  Select the user whose mails have to be forwarded to another user and then click ‘More actions' > 'Forward
to'

Dashbeard f Domaing f Doman dashboard - docteamcasg comodo. od.ua / Users

USEFS &) Help
e ada | [ Detete | 2 Eat 3 Unlock £} Refresh |
Enable
O fites
Enabie by fiber
| Usermame Enablad Aliases Group Forward to
Send invRation
Euf bab Vs Fower Users
i Regenerate passvwond
7] henry Yes il B HR
[ jokn Yes Manage permssions HR
1 11-313] Alages Perpege |15 |w

Move to alases

Pl

Import alas fram CSW file

Inpanl fram CSY fe

The 'Forward settings...' dialog will be displayed:
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Forward settings for bob@docteamcasg.comodo.od.ua

Enable forwarding: ]

@
Forward all user messages to:
docteamcasg.comodo.od.ua

| Cancel |

»  Select the 'Enable forwarding' check box

«  Enter the user name of the recipient to whom the mails have to be forwarded in the 'Forward all user
messages to' field

«  Click the 'Save' button
The forwarded user will be added and a success message will be displayed.

Dashboard / Domains # Domain dashiicarnd - dockeamcasg comedo od ua f Users

Users © Help
Successfully saved ]
o= 400 | [ Delete | @ Eat | Unlock |E Refresh |

B Filters
| Username Enabled Last login Aliases Group Forward to
[ bab Yes 201506-30 10:17:29 Power Users henry@docteameasg. com
[* henry Yes HE
[E] john Yes 201506-30 10:27:45 HR

1 [1-343] Perpage (13 | w

The incoming mails of the selected user will be automatically forwarded to the added user in the domain. When the
selected user logs in to his/her CASG account, an alert will be displayed at the top of the interface.

Pleass nate that all incoming messages are sutomatically forwarded 1o henryiddocteamcang.comodo.od.ua

Quarantine

«  To remove the forwarded mail address for a user, select the user, click 'More actions' > 'Forward to'

The 'Forward settings...' dialog will be displayed:
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Forward settings for bob@docteamcasg.comodo.od.ua

Enable forwarding:

henry @
Forward all user messages to:
docteamncasg.comodo.od.ua

| Cancel |

» Deselect the 'Enable forwarding' check box
»  Delete the username in the 'Forward all user messages to' field
«  Click the 'Save' button
The forwarded user will be removed and a success message will be displayed.

Other Actions
- Toallow user to access to CASG interface, click the 'More actions' > 'Enable’. A confirmation dialog will be
displayed.

« If you want to allow access to user selected by applying filter, apply filters and click 'More actions' > 'Enable
by filter'. A confirmation dialog will be displayed.

»  Click the 'More actions' and select the 'Regenerate password'. The password will be reset for the user in
case it is forgotten. The new password will be sent to the user's email automatically. The user has to use
this new password to access CASG. A confirmation dialog will be displayed.

« To send invitation to new created users, select users and click 'More actions' > 'Send invitation'. A
confirmation dialog will be displayed.

3.21.1.5.7.2  Manage User auto-import

CASG can automatically import users belonging to a managed domain after receiving the first mail addressed to the
user.
«  Each new user will be imported in around 30 minutes and sent an invitation mail containing an activation
link and credentials for their CASG user account.

»  New users can activate their CASG account by clicking the link in the invitation mail or by logging-in to
CASG with the credentials provided in mail.

«  Administrators have the option to receive a notification whenever a new user is auto-imported into CASG

»  The 'User auto-import' interface allows administrators to enable and configure the auto-import feature.
To access the User Auto-Import interface

»  Open the 'Domains' interface and select the domain you wish to configure

»  Click the 'Manage Domain' button to open the 'Domain Management' interface.

»  Select 'Account management' on the left then choose 'Users auto-import'
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g Antispam Gateway

" /) Dashboard
Domain dashboard
Incoming
Quigoing
Email management
Audit log
= Domain Rules

Account management

ute-impaort
Users imswry
LOAP impaort configuration
LDAP import confirmation list

LDAR import ignore list

The 'Users auto-import' interface will open:

Cashboard f Domaing f Demain dashbeard - docteamcazg. comedo.od.ua / Users auto-import

Users auto-import

[C] Enable auto-import
Automatically enable imported users
Send invitation to imported users

Motify administrators about imported users

Motification recipients:

» Enable auto-import - Select this option to activate the feature.

« Automatically enable imported users - Allows all auto-imported users to access their CASG
user account.
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- Send invitation to imported users - Sends invitation mails to newly imported users. The mail will
contain the activation link and their login credentials.

» Notify administrators about imported users - Select this option if admins should be notified
whenever a new user is auto-imported. You can specify administrators (including self) to whom the
notification mails are to be sent in the 'Notification recipients' box. The notification contains the
imported user name and the domain name.

» Notification recipients - Enter the email addresses of admins to whom notification emails should
be sent. You can enter multiple address, separated by commas.

Dashboard / Demaing / Domain daghbeard - docteamcasg.comode. od.ua f Users auto-import

Users auto-import

Enable auto-import
Automatically enable imported users

Send invitation to imported users

EEEE

Notify administrators about imported users

- o demol@docteamcasg.comodo.od.ua
MNotification recipients:

»  Click 'Save' button for your settings to take effect.

Successiully saved ﬁ

3.21.1.5.7.3  View User History

The 'Users History' area contains a log of user activities on CASG. You can filter users by IP address, last login,
domain, username and/or location.

Note: This interface will only show user connections to the current domain (the domain that is shown near the top
of the interface). If required, you can view user connections for all domains in the ‘Account Management section’
(click 'Dashboard' then, in the 'Account Management' section, click 'User's History' sub tab).

The remainder of this page explains how to access the history interface and how to use filters to create custom
searches.

To view user history
»  Open the 'Domains' interface and select a domain
«  Click the 'Manage Domain' button to open the 'Domain Management' interface.
»  Click 'Account management' on the left then 'Users history'.
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coMODO
g# Antispam Gateway

Dashboard

Domain dashboard

Incoming

Outgoing

Email management

Audit log

Domain Rules

Account management
Uzers
Isere autn-import

B Users history
Lier gt cONfiguration
LDAR import confirmation list

LDAP import ignore list

The 'Users history' interface of the selected domain will open:

Deshiboard f Dermamns [ Doman dashboasd - doctepmcasg comodo od ua [ Users hésbory

Users history © Hew
&) Fiiters

Usarname Domain 13 Location Last kngin Login duraticn {min}
Dok dodeamcasg comodo odu 1251711121 India 201M5-06-29 06 24:00 Currently logged in
bob docteamcasg comodo odu 1251711121 India 2015-06-29 082203 £
Jahn docteamcasg comado odu 1251711121 India 2015-06-26 073641 25

go.odu 1251711121 ndia 2015-06-26 05:57.04 1
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et =

Dashboarg f [omains ;- Domsn dashboand - goctepmcasg comoss od ud f Users hisbory
Users history © Hew
0 Fikters
Usarname Domain Ir Location Last kogin Login duraticn {min}
Bob Oocteamcasg comado ody 125 17,11,121 Inaia 2015-06-29 082400 Currently logged in
falal] docteamcasg comodoodu 1251711121 India 2015-06-29 08:22:03
jahn docteamcasg comodo odu 125 17.11 121 India 2015-D6-26 07-36:41 25
...... E-[F-9E D557 04
Sort the Entries

+  Click any column header to sort items in ascending/descending order of the entries in that column.
The sorting option is not available for 'Login Duration' column.

Use filters to search for users

«  Click anywhere on the 'Filters' stripe to open the filters area.

Dashbcard f Domains / Domain dashiboard - docieamcasg comodo od ua / Users history
.
Users history Help
9 Filters
Username Domain P Location Last login Login duration {min}

You can add more filters by clicking + for narrowing down your search.

Dashbcard f Domains f Doman dashboard - decleamcasg comoda od ua f Users history

Users history Help
& Filters
+ Usemame w | contains - Apphy filter
- w | comlaing w
Usarmama }
User Dol hain 1] Location Last login Login duration (min)
L |
bob | Location Eamcasg.comedoodu 1251711121 India 2015-06-29 08:24:00 Currently logged in

Last logim b g fu 1251741121 Indiz 9 (k8:22-03 =1

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

« Username: Will execute a search of usernames based on the search criteria entered in the third text box
and the selected condition.

»  Domain: Will execute a search of domains based on the search criteria entered in the third text box and the
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selected condition.

« |P: Will execute a search of IP Addresses based on the search criteria entered in the third text box and the
selected condition.

»  Location: Will execute a search of locations based on the search criteria entered in the third text box and
the selected condition.

If any of the above options is selected in the first drop-down, the following conditions are available:

» Equals: Displays all entries that match the text entered in the text box.
» Not Equals: Displays all entries except the one entered in the text box.
« Contains: Displays all entries that contain the words entered in the text box.
» Not Contains: Displays all entries that do not contain the words entered in the text box.
- Starts With: Displays all entries that start with the words entered in the text box.
»  Ends With: Displays all entries that end with the words entered in the text box.

Other options available in the first drop-down in the filters area:

» Last Login: Sorts the results based on the last login details of users.

If ‘Last Login' is selected, the following conditions are available:

» Equals: Displays the users whose last login is same as the selected date in the third box from the
calendar

« Less than: Displays the users whose last login dates are less than the selected date in the third box
from the calendar

«  Greater than: Displays the users whose last login dates are greater than the selected date in the third
box from the calendar
Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the 'Filters' tab to close the filters area.

G Refresh ‘

Click the ‘ button to display all the users.

Note: Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

3.21.1.5.74 Import Users from LDAP

In addition to adding users manually and importing users from CSV, you can import the users from domain's Active
Directory (AD) server.

»  CASG can be configured to import email users from your AD server using the Lightweight Directory Access
Protocol (LDAP).

»  CASG periodically synchronizes with the AD server to automatically add or removal users based on
changes made to the AD server.

Click the following links for more details:
»  LDAP Import Configuration
» LDAP Import Confirmation List
*  LDAP Import Ignore List
* Troubleshooting LDAP
LDAP Import Configuration
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The LDAP Import Configuration interface allows you to to configure CASG to import users from the domain's Active
Directory server.

Comodo strongly recommends that a separate LDAP/AD account be created for the purpose of the CASG
login and that this user account should be allocated read-only permissions.

To configure LDAP import
«  Open the 'Domains' interface and select the domain into which you want to import users.
+  Click the 'Manage Domain' button to open the 'Domain Management' interface.
«  Click 'Account management' on the left and select 'LDAP import configuration'.

' cCOMODO
' Antispam Gateway

( /) Dashboard
Domain dashboard
Incoming
Outgoing

Email management

Audit log

= Domain Rules

Account management
sers
Users auto-import
Users history
LOAP import configuration
LOAP import confirmation list

LDAP import ignore list

The 'LDAP import configuration' interface will open:
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Dashboard / Domains / Domain dashbeard - docteamcasg.comode.od.ua / LDAP import configuration

LDAP import configuration Help

Connection settings

Host (IP address or name): |[11.111.111.11

<>

Port: LDAP{389) | LDAPS(636) |389

Use SSL to connect?: Yes
Login/Query settings

LDAP login name: |casguser@domain.com

Password: |eeess Remember credentials
Synchronization interval: |no auto updates v
BaseDN: |DC=docteamcasg,DC=comodo,DC=0d,DC=ua

Filter | (&(objectClass=User)(mail=*@docteamcasg.comodo.od.ua))

Mail attribute: |mail

Override existing records

[C] Allow CASG to create user accounts as found on LDAP server

[Tl Allow CASG to delete user accounts not found on LDAP server
Information

Send reports: [ ves

Last synchronization time (GMT):

Test connection Save and run synchronization now

Connection Settings

» Host (IP Address or Name) - Enter the hostname or external IP address of the AD server. If your
organization uses the same physical server AD and the Mail Exchange server, then enter the host name or
IP address of the mail server.

« Port - Enter the port number of the Active Directory server's LDAP port.
+ 389 is the default port for non-SSL connections (‘Use SSL To Connect?' box NOT checked)

» 636 is the default port if SSL connection is active ('Use SSL To Connect?' box checked)

» Use SSL To Connect? - Select the 'Yes' check box if you wish us to use secure LDAP. To use secure
LDAP, you need to install an SSL certificate from a trusted Certification Authority (CA) on your AD server.
Self-signed certificates are not allowed.

Note: SSL access should have been enabled for the AD Server before enabling the SSL option.

Login/Query Settings

« LDAP login name - Account username which CASG should use to login to the AD server. Preferably, a new
user account should be created especially for the CASG server. The user account should have 'read'
privileges to the AD server. The username can be of the format 'username' or
'username@domainname.com'’

» Password - Enter the password of the LDAP user account above.

«  Remember Credentials - Enable this option if you wish CASG server to store the username/password of
the user account in order to automatically login.
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Note: If you enable automatic synchronization, the 'Remember Credentials' option will not be visible because
CASG will store the username and password by default. This will allow CASG to connect to the AD server at the set
time interval to update the user base. The option will become visible if 'Synchronization Interval' setting is set as 'no
auto updates'.

«  Synchronization interval - If you wish to configure CASG to automatically connect to the AD server and
synchronize the user base, select the time interval for synchronization from the drop-down. Else, select 'No
auto updates'.

- BaseDN - Distinguished Name of the user object in Active Directory. By default, the BaseDN field will
contain the Domain Component (DC) values based on the domain name for which LDAP is configured. You
can add/change the values of the strings ‘Container Name (CN)', 'Organizational Unit (OU)" and ‘domain
name' depending on the users to be imported from the Active Directory.

Example: For adding users from Container 'Users', Organizational unit 'Organization' and domain
‘example.com', the administrator has to enter the following:

CN=Users, OU = Organization, DC=example, DC=com

Filter - Enables the Administrator to specify filter parameters users/addresses to be imported from the AD
server. Each filter parameter should be defined within parentheses. Common filter parameters are
explained below:

(objectClass=<AD user type>) - Specifies the user accounts to look for from the domain's Active Directory.
(Default = (objectClass=User))

(mail=*<domain name>) - Instructs CASG to import only the users that have a defined SMTP account
within the domain. By default, the filter is pre-added with the parameter (mail=*@<current domain name>)
to import the users that have email addresses on the current domain.

You can add any number of (mail=) filters if you wish to add several domain names
Example: (mail=*@domainname1.com)(mail=*@domainname2.com)

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter
the parameter as '(mail=")".

To modify a filter parameter to be exclusive rather than inclusive, add an exclamation mark (!) before the
opening parenthesis of any parameter. This will instruct the query to ignore any users which fall into that
category. For example, if one wanted to configure a query to find users with mail enabled at any domain
EXCEPT domainname.com, the filter should include the following: (mail=")!
(mail=*@domainname.com).

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter
the parameter as '(mail=*)".

Note:

«  CASG can only import LDAP users that have email addresses on domains that you have added to CASG
in the Domains interface.

»  To successfully import users, you must make sure the domain of their email addresses has been added to
CASG AND that the LDAP Import is configured for each individual domain from the Domain Management
Area of the respective domain.

« Mail attribute - Enter the LDAP display name of the contact email address attribute of the AD Server. By
default, this attribute name will be 'mail' for AD servers or the distinguished name (DN) or common user
login name for the AD server. On other servers like Novel or OpenLDAP this attribute may be different and
server specific.

Override existing records:
« Allow CASG to create user accounts as found on LDAP server - Select this checkbox if you wish new
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users added in the AD server to be automatically added to CASG during synchronization. If you do not
select this option, you can manually import the new users from the LDAP import confirmation page.

» Allow CASG to delete user accounts not found on LDAP server - Select this checkbox if you wish users
removed from AD server, to be automatically removed from CASG during synchronization. If you do not
select this option, you can manually remove users from the LDAP import confirmation page.

Information Settings

«  Send Reports - If enabled, CASG will send email notifications to the administrator whenever new users are
created or users are removed either automatically, (if 'Allow to create users?'/'Allow to delete users?" are
enabled) or manually from the LDAP import confirmation page.

+ Last synchronization time (GMT) - Displays the date and time of last manual or scheduled
synchronization with AD server, in GMT.

» Notification area - Contains information about errors that occurred during synchronization. In most cases,
this will contain the same information that is provided with the "Test connection" feature. Note - this area is
only visible if errors occur.

«  To check the configuration and connectivity, click 'Test Connection'. If the connection is established
successfully then the success message will be displayed with the total number of users detected from the

AD server.
Dashboard f Domains / Domain dasbboard - docheamcasg comado. od ua /L DAP import configurasion
LDAP import configuration Help
Conneclion Suctesslly astablished, deteched alotal ol 2 users on yaur Sener E

Connection settings

»  Click 'Save' to store your configuration.

«  Click "Save and run synchronization now' to store your configuration and synchronize the CASG user base
with the AD server.

LDAP Import Confirmation List

The LDAP import confirmation list interface displays the list of:
»  Users created at the AD server and not yet been imported into CASG
»  Users not present on AD server and not yet been removed from CASG

... if "Allow to create users?' / 'Allow to delete users?' are not enabled in LDAP import configuration interface,
along with the list of users created in CASG. The administrator can import the users created at AD server into CASG
manually and remove existing users from this interface.

+  Administrators can also initiate an on-demand synchronization from this interface.
To view LDAP import confirmation list

»  Open the 'Domains' interface and select a domain

«  Click the 'Manage Domain' button to open the 'Domain Management' interface.

«  Click 'Account management' on the left then select 'LDAP import confirmation list'.
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LOAP import confirmation list

LDAP import ignore list

The 'LDAP import confirmation list' interface will open:

Dashboard / Domains / Domain dashboard - csgga.comodo.od.ua / LDAP import confirmation list

LDAP import confirmation list @ Heip
1f-l;\un-syncl'.|ro-nization n;w Move to ignore list ‘B Refresh
| 0 Filters |
[F] Username Staws
[ alex create
[ derrick create

1 F1 Per page .15 'v:

The screen shows users added to and removed from the AD server with existing users created on CASG. This list
reflects the difference between CASG users and AD users, considering the LDAP ignore list.

»  Users present in AD which are not present in CASG will have the status 'Create’
»  Users not present in AD but present in CASG will have the status 'Delete’

Sort the Entries
«  Click any column header to sort items in ascending/descending order of the entries in that column.
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The sorting option is not available for 'Login Duration' column.

Use filters to search for users
»  Click anywhere on the 'Filters' stripe to open the filters area.

Dazhinoard FDomains ! Domain dastiboand - doctesncasa comadd.od us fLDAP import contlrmation list

LDAP import confirmation list @ Hene
1 run synchronization now (& Mave to ignore list £ Refresh
€D Fitters
+ Username w || contains v Apply filter
V] Usernamse Stalus

You can add more filters by clicking + for narrowing down your search.

Dashboard 7 Domaing f Domain dashboard - docisamcasg.comado.od us / LDAP impart confirmation list
LDAP import confirmation list © Heir
I.T Run synchronization now @ Wove to ignore list E Refresh
) Fitters
+ Usamame w | |contains v Apply filter
- |Usemame w | containg L
Username |
FIR! Aallis — Status

You can remove a filter by clicking the ™= icon beside it.

Available filters are:
« Username: Will execute a search of usernames according to the text in the third text box and the selected
condition.
If 'Username' is selected, the following conditions are available:
» Equals: Displays all usernames that match the text entered in the text box.
» Not Equals: Displays all users except the one entered in the text box.
« Contains: Displays all username(s) that contain the words entered in the text box.
« Not Contains: Displays all username(s) that do not contain the words entered in the text box.
«  Starts With: Displays all username(s) that start with the words entered in the text box.
« Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:

«  Status: Sorts the results based on whether a user's status is 'Create’ or 'Delete’ selected from third column
and condition selected from second column.
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If 'Status' is selected, the following conditions are available:

« Equals: Displays the users whose status is as chosen in third column
* Not Equals: Displays the users whose status is opposite to that chosen in third column
Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
«  Click anywhere on the 'Filters' tab to close the filters area.

B Fefresh ‘

Click the ‘ button to display all users.

Note: Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh' button to remove filters.

+  To run a manual on-demand synchronization, click 'Run synchronization now'

If you have not selected the option Remember credentials in LDAP Import Configuration interface, you will be
asked to enter the username and password for CASG to access the AD server.

Connection credentials

LOAR login name:

Fassward:

m| Cancel |

Enter the LDAP login credentials and click 'OK'".

Dzshbosrd fDomans fDomain dashboard - doclesmessy comodo 0d.us / LOVE import contirmation list

LDAP import confirmation list © reio
Synchronization for domain docteamcasg.comodo.od.ua has been started
2 Cancel synchronization @ Move to ignore list 1':" Refrash
£ Fitters

CASG server will connect to your AD server and start detecting the changes in the users in the AD server.
All the users added to the AD server will be displayed as a list.

- Toimport or delete users selected by applying filter, apply filters as described above and click 'More
actions' > 'Apply import by filter'.

- Toimport or delete a set of selected users, select the users and click 'More actions' > 'Apply import by
selection'.

« Toimport all users created at the AD server and to delete all the users removed from AD server at once,
clear all the filters and click 'More actions' > 'Apply import by filter'. A confirmation dialog will be displayed.
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Apply import

e Are you sure you want to apply import of all filtered
Users?

« Click 'OK'. The import progress will be displayed.

Dashooard / Domaing / Doraen dashboard - doctesmcasg comed o.0d ua f LDAP import contirmation st
LDAP import confirmation list © Hap
impart is in process Please wail B
Mave to lgnare list E Pafresh I
) Fiters

On completion, the selected users will be imported or deleted in synchronization with the AD server.

Note: The number of users that you can add for all the domains belonging to your account depends on your
subscription plan. For example, if the subscription plan for your account allows you to add 1000 users and you
have three domains, then you can add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3.
You can set any value between 0 and 999999 in the 'Max. number of users' field in the Add Domains / Edit
Domains / Domain Settings interface, but CASG checks if the total number of users for all domains is within your
license limit.

« To move selected users to Ignore List, select the users and click 'Move to Ignore list'

Move users to ignore list

ignore list?

@ Are you sure you want to move selected users to

....and click 'OK" in the confirmation dialog.
Users moved to ignore list will be skipped from next synchronization with the AD server.

LDAP Import Ignore List

The LDAP import ignore list interface displays a list of users to be skipped from being created or deleted in CASG
during synchronization with the AD server. Users can be moved to ignore list from the LDAP Import Confirmation List
interface or manually added. Once added to the ignore list, the user will be skipped from the AD server from the next
synchronization operation.

To view LDAP import ignore list
»  Open the 'Domains' interface and select the domain
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«  Click the 'Manage Domain' button to open the 'Domain Management' interface.
+  Click 'Account management' tab > 'LDAP import ignore list' sub tab.

' COMODO
g Antispam Gateway

Dashboard

@) Domain dashboard
@l Incoming

i Qutgoing

EI Email management
[ Audit log

o,
Domain Rules

¥
[:3 Account management

Users auto-import

Users history

LDAP import configuration
LDAP import confirmation list

B | DAP importignore list

The 'LDAP import ignore list' interface will be displayed.

LDAP import ignore list © Hew
o add T Remove from ignore list £ * Refresh
©) Fitters
71 Username
B bob
[ derrick

1 1 Perpage |16 @ w
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Sort the Entries
»  Click the 'Username' column header to sort items in ascending/descending order of the usernames

Use filters to search for users

«  Click anywhere on the 'Filters' stripe to open the filters area.

Dashiboard f Domains § Domain dashiboand - docteamcasy comodo.od.us f LDAP import ignore st
LDAP import ignore list © Help
+ Add ﬁ Remaove from ighore list E Refresh
€D Filters
&= |Jsemame w || contains v Apply filter
| contains I
¥ Username equals
| notequals E :
not containg VO lers oLt
1 R starts with Perpage 15 w
| ends with '

Available filters are:

» Username: Will execute a search of usernames according to the text in the text box (column 3) and the
condition selected in column 2.

The following conditions are available:
« Equals: Displays all usernames that match the text entered in the text box.
» Not Equals: Displays all users except the one entered in the text box.
- Contains: Displays all username(s) that contain the words entered in the text box.
» Not Contains: Displays all username(s) that do not contain the words entered in the text box.
«  Starts With: Displays all username(s) that start with the words entered in the text box.
« Ends With: Displays all the username(s) that end with the words entered in the text box.
»  Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.
»  Click anywhere on the 'Filters' tab to close the filters area.

G Refresh ‘

«  Click the ‘ button to display all users.

Note: Click anywhere on the 'Filters' tab to close the filters area. Click the 'Refresh’ button to remove filters.

To add users to ignore list
«  Click 'Add". The Add ignored user dialog will be displayed.
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Add ignored user

lgnored users
= el

e

»  Enter the user names to be added to the ignore list

«  Click the + icon to add more users
«  Click Save to add the users.
A 'Successfully added' message will be displayed at the top.

To remove the users from the ignore list
»  Select the users and click 'Remove from ignore list'. A confirmation dialog will be displayed.

Delete users

@ Areyou sure you want to delete the selected
nsaers?

«  Click 'OK.
The users will be removed from the list and a 'Successfully deleted' message will be displayed at the top.

»  Users removed from the ignore list will be imported to or deleted from CASG based on changes in the AD
server, during the next synchronization if 'Allow to create users?'/'Allow to delete users?' are enabled in
LDAP import configuration interface.

«  Users removed from the ignore list will be listed in the LDAP import confirmation list interface based on
changes in the AD server, during the next synchronization if 'Allow to create users?'/'Allow to delete
users?' are not enabled in LDAP import configuration interface.

3.2.2 Audit Log

CASG keeps a record of actions initiated by users and administrators for all domains belonging to an account.

The 'Audit log' area allows administrators with appropriate privileges to view these log reports. CASG also keeps
logs of domains separately for each domain. For more details on selected domain audit log, see Domain Audit Log.
This section explains about the consolidated log for all domains available in the account.

To view Audit log
»  Click the 'Audit log' in the 'Dashboard' area

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 257



Creating Trust Online®

Comodo Antispam Gateway - coMoDO

cCOMDDOD
' Antispam Gate

Cacchl
f_-’j Crashboarnd AUdlt |
nﬁ:—fal DmaEins E: Expc
[i-_ﬂ ALt g

& Filter
rf-'_! Arcount management

Daite (GMT #
..'.'-- Cuslomer managemeant B

7014

The log details for all the domains will be displayed.

Dashboard / Audt log

Audit log © Hen

) Exportto CSV by filter £+ Refresh

‘. o Filters ‘

Date (GMT +0) Domain Role Login Operation key = Operation description Details

Recipients:
. john@docteamcasg.comodo.od.ua; Sender:
Accept and archive . X
2014-10-28 16:30:52 docteamcasg.comodo.oc system ACCEPT_AND_, message admin@antispamgateway.comodo.com,
8 Date: Tue Oct 28 14:53:04 GMT 2014; Subject:
Mew account registered

Recipients:
) john@docteamcasg.comodo.od.ua; Sender:
Accept and archive . .
2014-10-28 16:30:51 docteamcasg.comodo.oc system ACCEPT_AND_, message admin@antispamgateway.comodo.com,
g Date: Tue Oct 28 14:53:04 GMT 2014; Subject:
Mew account registered

Recipients:
demol@docteamcasg.comodo.od.ua,
Accept and archive demo2@docteamcasg.comodo.od.ua;
message Sender: admin <demo@csg.comodo.od.ua=;
Date: Tue Oct 28 13:37:58 GMT 2014; Subject:
Re: DQ demo

2014-10-28 16:30:29 docteamcasg.comodo.oc system ACCEPT_AND_,

Recipients:
demol@docteamcasg.comodo.od.ua,
Accept and archive demo2@docteamcasg.comodo.od.ua;
message Sender: admin <demo@csg.comodo.od.ua=;
Date: Tue Oct 28 13:38:30 GMT 2014; Subject:
DG demo 2

2014-10-28 16:28:51 docteamcasg.comodo.oc system ACCEPT_AND_,

Sort the Entries
»  Click any column header to switch the sorting of the entries based on the ascending/descending order of
the entries in the respective column. The sorting option is not available for 'Operation description' column.

Use 'Filter' options to search particular event(s)

»  Click anywhere on the 'Filters' stripe to open the filters area.
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Audit log Help
£ Expartto CEV by fiser £ Rafresh
a Filtars
o Doman w conlaing w Apply fier
Dates GIT +0) Dainain *  Robe L Opelation key Ot atlion dlescription Devails

»  Click + to add more filters.

Dashboard [ Audit log

Audit log

[ Exportto CSY by filter

€D Filters

== | Domain v contains v

== | Date ~ || equals v e
Date

Date Damain Mmain “  Role Login Oper
Raole
Login

2014| Operationdescriplion o oron 08 comodoodua  superadmin DEL
Details

o Click ™= beside a filter to remove it.
Available filters are:

«  Domain: Will execute a search of log entries according to the text entered in the text box (column 3) and
the condition selected in column 2.

» Login: Will execute a search of log entries according to the text entered in the text box (column 3) and the
condition selected in column 2.

« Details: Will execute a search of log entries according to the text entered in the text box (column 3) and the
condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:
« Contains: Displays all log entries that contain the words entered in the text box
» Equals: Displays all log entries that contain only the words entered in the text box
* Not Equals: Displays all log entries that do not contain only the words entered in the text box
» Not Contains: Displays all log entries that don't contain the words entered in the text box
- Starts with: Displays all log entries that starts with the words entered in the text box
»  Ends with: Displays all log entries that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:
- Date: Will execute a search of log entries according to the date selected in the calendar box (column 3) and
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the condition selected in column 2.

* Role: Will execute a search of log entries according to the role selected in the third field (column 3) and the
condition selected in column 2.

«  Operation Description: Will execute a search of log entries according to the action selected in the third
field (column 3) and the condition selected in column 2.

If 'Date’ is selected, the following conditions are available:

« Equals: Displays the entries that have the same date as the selected date in the third box from the

calendar

» Less than: Displays the entries with dates less than the selected date in the third box from the
calendar

«  Greater than: Displays the entries with dates greater than the selected date in the third box from the
calendar

If 'Role' is selected, the following conditions are available:

« Equals: Displays all log entries that is equal to the role selected in column 3.
» Not Equals: Displays all log entries that except the role selected in column 3.

If '‘Operative description' is selected, the following conditions are available:

« Equals: Displays all log entries that is equal to the event selected in column 3.
« Not Equals: Displays all log entries that except the event selected in column 3.

«  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
«  Click anywhere on the Filters tab to close the filters area.

a Refresh ‘

»  Click the ‘ button to display all the entries.

The following table provides the details of actions initiated by user/administrator and shown under Operation Key
and Operation Description columns in the log report:

Operation Key Operation Description
1 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message
2 ACCEPT_BLACKLIST_REQUEST Accept blacklist request

3 ACCEPT_BLACKLIST_REQUEST_PER_USER Accept request blacklist sender for user

4 ACCEPT_EMAIL Accept message
5 ACCEPT_RELEASE_REQUEST Accept release request
6 ACCEPT_WHITELIST_REQUEST Accept whitelist request

7 ACCEPT_WHITELIST_REQUEST_PER_USER Accept request whitelist sender for user

8 ADD_GEOLOOKUP_RESTRICTION Add geolookup restriction
9 ADMIN_ADD Add admin

10 ADMIN_DELETE Remove admin

" ADMIN_EDIT Edit admin settings
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12 ADMIN_PASSWORD_UPDATE Update password for admin

13 ADMIN_PERMISSIONS_ASSIGN_GROUP Assign admin permission group by selection

14 GEMIN_PERMISSIONS_CHANGE_DEFAULT_GRO Change default admin permission group

15 ADMIN_PERMISSIONS_GROUP_ADD Add admin permission group

16 ADMIN_PERMISSIONS_GROUP_DELETE Remove admin permission group

17 ADMIN_PERMISSIONS_GROUP_UPDATE Update admin permission group

18 ADMIN_REGENERATE_PASSWORD Regenerate password for admin

19 ADMIN_UNLOCK Unlock admin

20 ADMIN_VIEW_MESSAGE_CONTENT Admin view message content

21 ARCHIVE_MESSAGE Archive message

22 BLACKLIST_DOMAIN_RULE Blacklist domain rule

23 BLACKLIST_RECIPIENT Blacklist recipient

24 BLACKLIST_RECIPIENT_DOMAIN Blacklist all recipients of the domain

25 BLACKLIST_REQUEST Blacklist request

26 BLACKLIST_SENDER Blacklist sender

27 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain

28 BLACKLIST_USER_SENDER Blacklist sender for user

29 CANCEL_BLACKLIST_REQUEST Cancel blacklist request

30 CANCEL_WHITELIST_REQUEST Cancel whitelist request

31 CHANGE_FORWARD_SETTINGS_FOR_INCOMIN |Change forward settings for incoming user
G_USER

32 DELETE_EMAIL_FROM_ARCHIVE Delete archived message

33 DELETE_EMAIL_FROM_ARCHIVE_BY_FILTER |Delete archived messages by filter

34 DELETE_EMAIL_FROM_QUARANTINE Delete quarantined message

35 DELETE_EMAIL_FROM_QUARANTINE_BY_FILTE |Delete quarantined messages by filter
R

36 DOMAIN_ADD Add domain

37 DOMAIN_ALIASES_ADD Add domain alias

38 DOMAIN_ALIASES_DELETE Remove domain alias

39 DOMAIN_AUDIT_CONFIGURATION_CHANGE Audit configuration change

40 DOMAIN_BLOCKED_EXTENSIONS_RESET TO_ |Reset blocked extensions to default
DEFAULT

41 DOMAIN_BLOCKED_EXTENSIONS_UPDATE Update blocked extensions

42 DOMAIN_DELETE Remove domain
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43 DOMAIN_DESTINATION_ROUTES_UPDATE Update destination routes
44 DOMAIN_EMAIL_SIZE_RESTRICTION_CHANGE | Email size restriction change
45 DOMAIN_INCOMING_USER_ADD Add incoming user
46 DOMAIN_INCOMING_USER_ALIASES_UPDATE | Update incoming user aliases
47 DOMAIN_INCOMING_USER_DELETE Remove incoming user
48 DOMAIN_INCOMING_USER_EDIT Edit incoming user
49 DOMAIN_INCOMING_USER_MOVE_ALIAS_TO_U | Move alias to incoming user
SER
50 DOMAIN_INCOMING_USER_MOVE_USER_TO_A |Move user to alias
LIAS
51 EOMAIN_INCOMING_USER_PASSWORD_UPDAT Update password for incoming user
52 DOMAIN_INCOMING_USER_REGENERATE_PAS | Regenerate password for incoming user
SWORD
53 DOMAIN_INCOMING_USER_UNLOCK Unlock incoming user
54 DOMAIN_LDAP_CONFIGURATION_CHANGE LDAP configuration change
55 DOMAIN_LOCAL_RECIPIENTS_ADD Add local recipient
56 DOMAIN_LOCAL_RECIPIENTS_DELETE Remove local recipient
57 DOMAIN_LOCAL_RECIPIENTS_STATE_CHANGE | Local recipients state change
58 DOMAIN_OUTGOING_USER_ADD Add outgoing user
59 DOMAIN_OUTGOING_USER_DELETE Remove outgoing user
60 DOMAIN_OUTGOING_USER_LOCK Lock outgoing user
61 _I?I(:_)MAIN_OUTGOING_USER_PASSWORD_UPDA Update password for outgoing user
62 EOMAIN_OUTGOING_USER_SETTINGS_UPDAT Edit outgoing user
63 DOMAIN_OUTGOING_USER_UNLOCK Unlock outgoing user
64 DOMAIN_RELAY_RESTRICTIONS_ADD Add relay restriction
65 DOMAIN_RELAY_RESTRICTIONS_DELETE Remove relay restriction
66 g(gMAIN_RELAY_RESTRICTIONS_STATE_CHAN Relay restriction state change
67 DOMAIN_RELAY_RESTRICTIONS_UPDATE Update relay restriction
68 DOMAIN_REQUEST_CREATED Domain request created
69 DOMAIN_SETTINGS_RESET_TO_DEFAULT Reset domain settings to default
70 DOMAIN_SETTINGS_UPDATE Update domain settings
71 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION | Domain report subscription reset to default

_RESET_TO_DEFAULT
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72 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION | Domain report subscription update
_UPDATE

73 DOMAIN_VALIDATED_BY_CODE Domain validated by code

74 DOMAIN_VALIDATED_BY_MX Domain validated by MX

75 DOMAIN_VALIDATED_CODE_REGENERATED Domain validation code regenerated

76 EMAIL_QUARANTINE_ALERT Email quarantine alert

77 ENABLE_GEOLOOKUP_RESTRICTIONS Enable geolookup restrictions

78 ENABLE_USER Enable user

79 FORWARD_BY_RULE_EMAIL Forward by rule email

80 FORWARD_DOMAIN_RULE Forward domain rule

81 FORWARD_EMAIL_LOOP_EXCEPTION Forward email loop exception

82 FORWARD_TO Forward to

83 FORWARDED_BY_RULE_EMAIL_IS_LOOPED Forwarded by rule email is looped

84 IMPORT_INCOMING_USER Import incoming user

85 LICENCE IS RETORED Licence is restored

86 LICENCE_IS_EXPIRED Licence is expired

87 MARK_EMAIL_AS_SPAM Mark message as spam

88 MIGRATE_DOMAIN Migrate domain

89 NON_HUMAN_EMAIL_TYPE Non human email type

90 PUBLIC_EMAIL_TYPE Public email type

91 QUARANTINE_EMAIL Quarantine message

92 QUARANTINE_RELEASE_REPORT_SUBSCRIPTI | Quarantine release report subscription reset to
ON_RESET_TO_DEFAULT default

93 QUARANTINE_RELEASE_REPORT_SUBSCRIPTI |Quarantine release report subscription update
ON_UPATE

94 QUARANTINE_REPORT_SUBSCRIPTION_RESET | Quarantine report subscription reset to default
_TO_DEFAULT

95 SUARANTINE_REPORT_SUBSCRIPTION_UPDAT Quarantine report subscription update

96 REJECT_BLACKLIST_REQUEST Reject blacklist request

97 REJECT_BLACKLIST_REQUEST_PER_USER Reject request blacklist sender for user

98 REJECT_RELEASE_REQUEST Reject release request

99 REJECT_RELEASE_REQUEST Reject release request

100 |REJECT_WHITELIST_REQUEST Reject whitelist request

101

REJECT_WHITELIST_REQUEST_PER_USER

Reject request whitelist sender for user
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102 | RELEASE_EMAIL_FROM_QUARANTINE Release quarantined message

103 | REMOVE_BLACKLIST_DOMAIN_RULE Remove blacklist domain rule

104 | REMOVE_DOMAIN_BY_VALIDATION_TIMEOUT |Remove domain by validation timeout

105 | REMOVE_FORWARD_DOMAIN_RULE Remove forward domain rule

106 |REMOVE_GEOLOOKUP_RESTRICTION Remove geolookup restriction

107 | REMOVE_WHITELIST_DOMAIN_RULE Remove whitelist domain rule

108 | REPLY_ON_ARCHIVED_MESSAGE Reply on archived message

109 |REPORT_SPAM_BY_FILE Report delivered message as spam

110 REPORTED_SPAM_REPORT_SUBSCRIPTION_R | Reported Spam report subscription reset to default
ESET_TO_DEFAULT

11 REPORTED_SPAM_REPORT_SUBSCRIPTION_U |Reported Spam report subscription update
PDATE

112 REPORTS_AS_SPAM Reports archived message as a SPAM

13 RESEND_EMAIL_FROM_ARCHIVE Resend archived message

114 RESET_SPAM_DETECTION_SETTINGS_TO_DEF |Reset spam detection settings to default
AULT

115 RESET_SYSTEM_NOTIFICATIONS_TEMPLATE_T | Reset system notifications template to default
O_DEFAULT

116 _I?SESET_TO_DEFAULT_BLACKLISTED_RECIPIEN Reset recipients blacklist

117 |RESET_TO_DEFAULT_BLACKLISTED_SENDERS |Reset senders blacklist

118 _I?SESET_TO_DEFAULT_WHITELISTED_RECIPIEN Reset recipients whitelist

119 |RESET_TO_DEFAULT_WHITELISTED_SENDERS |Reset senders whitelist

120 | SEND_INVITATION_TO_USER Send invitation to user

121 SPAM_DETECTION_SETTINGS Update spam detection settings

122 | SPAM_DETECTION_SETTINGS_RESET_TO_DEF |Reset spam detection settings
AULT

123 | SYSTEM_NOTIFICATIONS_TEMPLATE_CHANGE | System notifications template change

124 | TLD_DOMAIN_RULE TLD domain rule

125 UNBLACKLIST_RECIPIENT Remove recipient from the blacklist

126 | UNBLACKLIST_SENDER Remove sender from the blacklist

127 | UNBLACKLIST_USER_SENDER Remove sender from the user blacklist

128  |UNWHITELIST_RECIPIENT Remove recipient from the whitelist

129 | UNWHITELIST_SENDER Remove sender from the whitelist

130  |UNWHITELIST_USER_SENDER Remove sender from the user whitelist

131

UPDATE_BLACKLIST_DOMAIN_RULE

Update blacklist domain rule
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132 | UPDATE_FORWARD_DOMAIN_RULE Update forward domain rule

133 |UPDATE_USERS_AUTO_IMPORT_SETTINGS Update users auto-import settings

134 | UPDATE_WHITELIST_DOMAIN_RULE Update whitelist domain rule

135 |USER_BLACKLIST_REQUEST_PER_USER Request blacklist sender for user

136 LEJFS{ER_CANCEL_BLACKLIST_REQUEST_PER_US Cancel request blacklist sender for user

137 |USER_CANCEL_RELEASE_REQUEST Cancel release request

138 ggER_CANCEL_WHITELIST_REQUEST_PER_US Cancel request whitelist sender for user

139  |USER_PERMISSIONS_ASSIGN_GROUP Assign user permission group by selection

140 BEER_PERMISSIONS_CHANGE_DEFAULT_GRO Change default user permission group

141 USER_PERMISSIONS_GROUP_ADD Add user permission group

142 USER_PERMISSIONS_GROUP_DELETE Remove user permission group

143 |USER_PERMISSIONS_GROUP_UPDATE Update user permission group

144  |USER_RELEASE_REQUEST Release request

145 |USER_WHITELIST_REQUEST_PER_USER Request whitelist sender for user

146  |USERS_AUTO- Users auto-import report subscription reset to
IMPORT_REPORT_SUBSCRIPTION_RESET_TO_ | default
DEFAULT

147  |USERS_AUTO- Users auto-import report subscription update
IMPORT_REPORT_SUBSCRIPTION_UPDATE

148 | WHITELIST_DOMAIN_RULE Whitelist domain rule

149 |WHITELIST_RECIPIENT Whitelist recipient

150 | WHITELIST_RECIPIENT_DOMAIN Whitelist all recipients of the domain

151 | WHITELIST_REQUEST Whitelist request

152 | WHITELIST_SENDER Whitelist sender

153 | WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain

154 | WHITELIST_USER_SENDER Whitelist sender for user

Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. If the
entries exceed this value, exporting cannot be done and a warning will be displayed. Please note that exported file
will display the entries in the same sorted order as in the interface.

To export log report to csv file

Click the 'Export to CSV by filter' button.

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved

265




e

Comodo Antispam Gatewgy____=,..AdTﬁi'ﬁifs"ffgtfér

Guide comobDO

Creating Trust Online®

= /

Dashboard § Audt log

Audit log

[ Exportto CSY by filter

€ Fiters

Date {GMT +0) Domain “  Role Login

The 'File Download' dialog will be displayed.

( N
Opening CASG-AuditExport-2014-10-27 12 33_31.csv [

You have chosen to open:
|| CASG-AuditExport-2014-10-27 12 33 3l.csv

which is: Text Docurment
from: http://5.39.28.212:8080

What should Firefox do with this file?

() Openwith | Motepad (default) -

@ Save File

[] Do this autematically for files like this from now on.

[ QK ]| Cancel |

L A

«  Choose 'Open with' or 'Save File' to view / save the file with an appropriate application to your computer
¢ Click 'OK'

The values in the log report will be separated by commas and this file can be opened with Excel or Openoffice Calc
for easy analysis.

3.2.3 Administrator Account Management

«  The 'Account Management' area lets an admin with appropriate privileges to add new administrators for the
same account.

«  This area also allows the administrator to configure permissions for users and administrators, reset
passwords and change the login status from enabled to disabled and vice-versa.

«  Admins who have logged in using the CAM credentials will have an additional icon 'Login to my Comodo
account' through which you can access your CAM account.

« Iflogged in as an administrator, the 'Account Management' area will differ depending on the privileges
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configured for the administrator. See 'Admin Groups & Permissions' for more details.

4 coMODOD
Antispam Gateway

Qﬁ Drashbnard
r& LImains
F::_ AL oo

9 Account = (e=Te e

Admin groups & permissions

Lagin 1o my Comodo accaunt

(P -
Lizars hislory

» Custormers management

Click the following links for more details:

Managing Administrators
User Groups & Permissions
Admin Groups & Permissions
Managing Comodo Account
My Profile

Users History

3.2.3.1 Administrators

The 'Admins' interface allows administrators with appropriate privileges to add new administrators, delete existing
administrators, set permission levels as well as edit the login status and regenerate new password for existing
administrators. See 'Admin Groups & Permissions' for more details on administrative privileges.

Click the following links for more details:

Managing Administrators
Adding New Administrators
Deleting Administrators
Editing Administrators

Managing Permissions for Administrators

Manage Administrators

Click 'Account management' on the left and choose 'Admins'.
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£ AL fog
[':‘] ACCOUNT MENAgement
W Sdons

User groups & permissions
Sdmmin Qroups & permissions
Login io my Comodo accownt
Iy prafila

Uzers historny

.!.'- Cistarmies [TiAnE g Ement

The 'Admins' interface displays a list of administrators with their CASG enabled/disabled status, their last login date
and time, to which group they belong and the domains that they can manage.

Dot J A

Admins @ hen
+ Add ﬁ Delnte f Edil .& Manage permissions D Redrash
0 Fiiters

Lovgin Enahlad Last kagin Gl o Taagat
[doctesmeasg comodn. od. e,
1B siG0main.com, csg-anh-
Iohrdgdoctesmeasgcomodo.odua e Apr 16, 2004 41 358 AW Poswer Adrminiiraiong QA s amadn.nd. =,
axampie d0main. com,
exgmplad dormaircom)
1 (4] [1-1111]

Perpoge |15 | w

Click the up/down arrows in the respective column headers to sort the entries in ascending or descending
order based on the login, enabled status or last login time

Use the 'Filter' option to search administrators
«  Click anywhere on the 'Filters' to open the filters area.

Dmshicarn 1 Admins

Admins @ rep
o add | [0 Detete | #* Edt @ Manage permissions i ¥ Rafesh
& Finerz
+ Login v | contsirs v m

| asipiny Fnabledd 1 ast login e Target

»  Click + to add more filters.
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Dashboard f Admins
Admins
+ Add W Delete f Edit y Manage permissions

€ Filters
ke v | [containg v

Login

Enahled Enabled Last login
Last login

Group

e Click ™= beside a filter to remove it.

Following are the options in the first drop-down in the filters area:

»  Login: Will execute a search of admins according to the text in the text box (column 3) and the condition
selected in column 2.

When you select this option in the first drop-down, the following filters are available in the second drop-down:
« Equals: Displays the results based on the administrator name that was entered in full in the text box.
* Not Equals: Displays all administrator(s), except the one entered in the text box.
»  Contains: Displays all administrator(s) that contains the words entered in the text box.
* Not Contains: Displays all administrator(s) that does not contain the words entered in the text box.
«  Starts With: Displays all administrator(s) that starts with the words entered in the text box.
«  Ends With: Displays all administrator(s) that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:
« Enabled: Sorts the results based on administrators' enabled / disabled status.
When you select this option in the first drop-down, 'equals' is the only option available in the second drop-down:

» Equals: Displays the results of enabled administrator(s) when the checkbox beside it is selected.
When the checkbox is not selected, it displays the list of administrator(s) who are not enabled.
« Last Login: Will execute a search of admins according to the date selected in the calendar (column 3) and
the condition selected in column 2.
When you select this option in the first drop-down, the following filters are available:
« Equals: Displays the list of administrator(s) that has the last logged in on the same date as the
selected date in the third box from the calendar.

+ Less than: Displays the list of administrator(s) that has the last logged in on dates less than the
selected date in the third box from the calendar.

«  Greater than: Displays the list of administrator(s) that has the last logged in on dates greater than the
selected date in the third box from the calendar.

«  Group: Will execute a search of admins according to the group selected in last drop-down (column 3) and
the condition selected in column 2.
» Equals: Displays the results based on the group name that is selected in the drop down list from the
third box.
» Not Equals: Displays all administrator(s), except the one selected in the drop down list from the third
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box.
«  Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.

+  Click anywhere on the Filters tab to close the filters area.

. £ Refresh . o
e Clickthe - I button to display all administrators.

Note: To display all the administrators after using the filters option, you have to first click anywhere on the Filters
tab to close the filters area and then click the 'Refresh' button.

To add a new administrator

«  (lick the Add button.

Dashboard S Adming
Admins
@ M =~Ssalae f Edit @ Manage parmissions
© Fiters New administrslos
+ Group v equals Login:  smilhé@dociearncasg comoda od.ua
Sstern nobfcations email(s): | Rallena@armall.cam
Lagin LE]
o gtatus: [ Enabled s
Subscribe emalls 10 global
51 &l 1nJJrM_“E‘5
reparting
[ John@docieameasg comodo.od ua Foer Adminisirator

i [1-141]

The 'New administrator' dialog will be displayed.
» Login - Enter the new administrator's valid email address as login username.

«  System notifications email(s) - Enter the email addresses at which the new administrator should receive
CASG notification emails. It can be the same email address as the login name and / or alternative email
address(es) of up to a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or
releasing quarantined emails and notifications such as of imports of users, local recipients and users via
LDAP from CSV files will be sent to the email addresses specified in this field. Refer to the section Email
Management for more details.

- Status - Enables to change the login status of the new administrator. By default, this box is selected, that is,
the new administrator can access CASG interface.

«  Subscribe emails to global reporting - Selecting this checkbox enables the new administrator to receive
the periodical domain and quarantine summary reports of all domains belonging to the account at the email
address specified as login user name. Refer to CASG Reports - an Overview for more details.

«  C(lick the 'Save' button.

The administrator will be added to the list and be placed in the default group. The privileges to the administrator can
be configured according to his/her role. Refer to the section 'Managing Permissions for Administrators' for more
details. An email to the added administrator will be sent automatically containing password to access CASG. The
password can be reset in the edit interface. The added administrator will be displayed in the list.
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ioceamcasg comado od ua,
Sesldomain com, c5g-arch
a e Aor1E, 7014 54333 AM Power Adminisirators 18, comodood ua,

1 jpnn@docieamsasg comadn, o
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sramplal domain com|

jocieamcasg comado.odua,

Sesldomaincom, csg-archr
mith@docleamcasg comodo od ua e Power Admmistrators ga.comado.od ua,
example.dosmain com,

i i [1-2r2] Perpage |15 |

To delete an administrator
«  Select the administrator to be removed and click 'Delete’.

Do J Ademine:

Admins

o add .& Edil | 4% Wanaps pemiiszaong ¥ Relmsh
£ Fiters

Login Enabbsi) Lagt lngin sty Taige

S| besEcasg comods od ua frue HR Hoceameasy. combde. od ual
Mocleameasg comodood ua,
sldomaincam, Seg-arch

8. comodood ua,

Bl e donkain £on,
emarmpled_domain comj

lohrgdocieamcasg comodo od us  Fue Apr i, 2014 63050 AW Poer Adminisiratons

Hockeamiasg comode od ua,

ARETOM MR COmM, S55-arh
Fower Adminigtraions ja comndood ua,

BRI P18 B0 S0,

smamplat domain com|

¥ smiffh@anrteameasg comodn ndus Fus

1 i [1-513) Ferpage 145 |w

A confirmation dialog will be displayed warning you that the selected administrators will be deleted.

Delete administrators

@ Are you sure you swant to delete the selected

administrators?

«  Click 'OK' to confirm the deletion.
The selected administrator(s) will be deleted from the list.
To edit an existing administrator
You can reset the password, change the CASG notification email address(es) and allow or deny permission for the
administrators to access their CASG account in the edit interface.
«  Select the administrator you want to edit from the list and click the 'Edit' button.
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o aid | [ celste (&2 & Manage permissions
{} Filters
] Logi Edit administrator bobcasg.comodo.od.ua Group
[¥] bob@casg.comodo od.ua Login: HR
Syslam nolfications email(s): | taliena@gmail.com
[[1 john@docteameas . comodo,od.ud it B i Power Adminisirat
alus. Enadlad
m Regenerate password Camcel
[F smithi@docteamcasg comado od ua frue Power Adrministrat
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The 'Edit administrator' dialog box will be displayed.

«  System notifications email(s) -Enter the email addresses at which the new administrator should receive
CASG notification emails. It can be the same email address as the login name and / or alternative email
address(es) of up to a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or
releasing quarantined emails and notifications such as of imports of users, local recipients and users via
LDAP from CSV files will be sent to the email addresses specified in this field. Refer to the section Email
Management for more details.

Tip: The currently logged-in administrator can configure the Quarantine notification email address through
Dashboard > Account Management > My Profile > Change Settings dialog.

«  Status - Enables to change the login status of the administrator.

« Regenerate password - Click this button to reset the password for the administrator in case it is forgotten.
The new password will be sent to the administrator's email automatically. The administrator has to use this
new password to access CASG.

»  Click the 'Save' button to confirm your changes.
Managing Permissions for Administrators

CASG allow administrators with appropriate privileges to assign permissions for other administrators that will
determine what he/she can do and cannot do while logged into their respective CASG admin interface. The
administrators can create policies and assign them to other administrators from this interface. See the section
'Admin Groups & Permissions' for more details on how to create groups and policies for administrators. A new
administrator will be automatically assigned default permission settings.

To assign permissions for an administrator

«  Select the administrator or multiple administrators that you want assign permissions and click the 'Manage
permissions' button.
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The 'Admin Groups & Permissions' interface will appear.

Admin groups & permissions

o= Add

Name

D Power Administratars (Drefaulf)
O HR
© Limited

D General

Assign to selected admins Assign to fitered admins | Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default,
'Power Administrators (Default) group will be available and administrators can add, edit groups and assign
permissions to other administrators. See the section 'Admin Groups & Permissions' for more details.

»  Select the group from the list.

The permissions set for this group will be displayed on the right side.
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Admin groups & permissions

o= Add

Hame Permission:

Power Administrators (Default) 4 %] All customer permissions

~| Add domain
Admin management
User permissions
Admin permissions
Report management
User session history view
View customer info

~ Locale
~| View
~| Change

*| Change user limit per domain

~| Email template management
~| Audit log

Assign to selected admins Assign to filtered admins | Cancel |

«  The permissions set for this group will be displayed on the right side.

«  Click the 'Assign to selected admins' button to set permissions for selected admin(s).
«  Click 'Assign to filtered admins' button to set permissions for administrators found by filter.
+  Click 'OK" in the confirmation dialog.

The selected admin(s) will be added to the group and a confirmation message will be displayed.

Dot J Akrira

Admins @ rew
Fermiz=ions sutcessiull assigned to I sdmirds) B
+ Add ﬁ Delote ﬁ Edil f Manage permessions G Refrash
0 Fillers

Lavigitn kbl 1L aest login i s Tanget
; [doetasmcasy cormmda ol us
bobggcasg comoda ad.us bue Leniles
E T shdomsin com]
[doclnameasy comoda od us
festdomain com, cag-anh
lnhn@doclaamcasgcomodoad.us s Anr 18, 7014 701 40 aM Powear Adminisiratars & comoda ol ua
Axample domain com

examphe 1 domain com]

T |doclearncasg comoda .ol ua
BMmEIOCeRme a5 Comodn nEua e Lirnitad

i i [1-3¢3) Ferpoge 16

The interface also displays the new group assigned for the selected admin(s) under the 'Group' column.

3.2.3.2 User Groups & Permissions

»  The 'User Groups & Permissions' interface allows admins with appropriate privileges to create email user
groups and to set group permissions.
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»  You can create multiple groups, each with different permission levels. When you assign users to a group
they will inherit the permissions of the group.

»  The user interface will vary according to a user's permission level. See 'Managing Permissions for Users'
under 'User Account Management' for help with this.

To create user groups

«  Click the 'User groups & permissions' from the 'Account management' drop-down menu on the left

cCOoMODO0

' Antispam Gateway

&) pomains
[ Auditlog

EI ACCOUNT Manacement

.!_..'. CUstomes managament

The 'User Groups & permissions' interface will be displayed.

Dagfboard J Liser groups & penmmissoros

User groups & permissions @ wel

e Add

By default, two user groups, Power User and Users (Default), will be available. These two groups cannot be either
edited nor deleted.

+  Click any one of them will display the permission levels assigned for the group in the right side.
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Dz bty £Liser groups & permissions

User groups & permissions © e
+ A {“ Wiake deTault
Haire Poaniis s

® Power Lisers Fl All yser parmissions

Uisers {Detaull Incomng Log Searh

«  Click the arrow beside a permission will display the tree structure of second level of permissions, if
available.

Permission;

L3

4 ¥ All user permissions |
¥| Incoming Log Search
| Qutgoing Log Search
*| Report Spam
*| User report subscriptions
4 ¥ Quarantine
*| Show Message
*| Release messages

m

*| Delete messages
4 ¥ Archive

| iew

*| Resend

| Create mail request
*| Change user settings

For users in the 'Power User' group, all permission levels will be enabled. The 'Release quarantine messages' option
will not be available to users in the regular 'Users' group. This means that if a user is assigned to the 'Power User'
group, he / she can release quarantined messages from the quarantined mails list without approval from the
administrator. See the section Released Requests in 'Email Management' for more details.

Permission Levels
» Incoming Log Search - Allows a user to search and view the log of all incoming mails.
+ Outgoing Log Search - Allows a user to search and view the log of all outgoing mails.
»  Report Spam - Allows a user to report a mail as spam mail.
»  User report subscriptions - Allows a user to configure periodical quarantine report generation.
« Quarantine

» Show Message - Allows a user to view quarantined emails in same window or separate window.

» Release messages - Allows a user to release a quarantined mail without approval from the
administrator.
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- Delete messages - Allows a user to delete a quarantined mail without approval from the administrator.
» Archive

»  View - Allows a user to view archived emails in same window or separate window.
» Resend - Allows a user to resend archived emails to himself / herself.
* Reply all - Allows a user to reply to all archive emails
«  Forward - Allows a user to forward an archive email composed earlier
«  Create mail request - Allows a user to configure email request for CASG notifications.

» Change user settings - Allows a user to configure himself / herself as recipient whitelist.
«  Whitelist / Blacklist

+ Manage whitelist senders per user - Allows a user to manage sender whitelist for his / her mail
account

* Manage blacklist sender per user - Allows a user to mange sender blacklist for his / her mail account

Click the following links for more details.
« Adding a new group
» Editing a group
» Deleting a group
« Making a group as default

Adding a New Group
« Toadd a new group and configure permission levels, click the 'Add' button.

Daszhboard § User groups & permissions

User groups & permissions

Name

@ Power Users

@ Users (Default

A new group creating page will be displayed.
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Dashboard / User groups & permissions

User groups & permissions Help
Name Permission:
© Power Users 4 [ All user permissions |
© Users (Default) Incoming Log Search
@ Outgoing Log Search
- Report Spam

User report subscriptions
4 | !Quarantine

m

Show Message

Release messages

Delete messages
4 | Archive

View

Resend

Create mail request
Change user settings

- T

+  Enter the name of the group in the text field under the 'Name' column. Note: To enable the permission levels
in the right side for that group, click the 'Edit' button on the top.

Dashboard / User groups & permissions

User groups & permissions Help
Name Permission:
© Power Users 4 |5 All user permissions il
© Users (Default) “JIncoming Log Search

& *| Qutgoing Log Search
@ Hr
*| Report Spam
| User report subscriptions
4 |H/Quarantine

m

Show Message
| Release messages
| Delete messages
4 ] Archive
| View
| Resend

*| Create mail request
Change user settings

BN o
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«  Click the 'Save' button.
The newly created group will be displayed in the interface.

Diashboard § User groups & permissions

User groups & permissions

o= add

Name

© Power Users
@ Users (Default
© HR

Now, users of domains belonging to the account can be assigned to this newly created group. See the section
'‘Managing Permissions for Users' in 'User Account Management' on how to add users to predefined groups.

Edit a group

You can edit the name of an existing group and / or change the permission levels.

«  Select the group from the list and click the 'Edit' button.

Dashboard / User groups & permissions

User groups & permissions Help
Hame Permission:
© Power Users 4 [E] Al user permissions ‘o
@ Users (Default) Incoming Log Search
@ Outgoing Log Search
@ HR

Report Spam
User report subscriptions
4 B guarantine

m

Show Message

Release messages

Delete messages
4 ¥ Archive

View
Resend
*| Create mail request
Change user settings

- T
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«  Change the permission levels and / or the name of the group.
»  Click the 'Save' button for the changes to take effect.
The users in the group that is edited will be automatically reassigned to the edited group.

Delete a Group

«  Select a group from the list and click 'Delete’".

[ocfonrd filser groups & permision

User groups & permissions

o pin 4 Ean Makn tetaul

Hanii Peimission:
Pmssar Lisars Blluger permrissions
Users {Dedaul)

W Limited

+  Click 'OK"in the confirmation dialog.

Delete group

@ Are wou sure you want to delete the selected

group?

The selected group will be deleted from the list.

COMODO
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& rep

to reassign the users if required.

migrated to the 'Users' group.

Note 1: If you delete a group, users assigned to that group will be automatically moved to default group. You have

Note 2: If you delete a user group created by the administrator and marked as default, then the 'Users' group that
was shipped with the product will be set as default. All the users from the deleted group will be automatically
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Make a Group as Default

CASG allows administrators to make an existing group as default group. Newly added users and users belonging to
an existing group whose name was deleted will be automatically moved to this default group.

«  Select a group from the list and click ‘Make default'.

Crargheincms s 1 Lisat Qrougr: & peressions

User groups & permissions @ Hew

o i | 4 Edit| T ooiew

Hama Penméssion
Power User i A1 e pemlssions
Lsers [Defaull)
HR

2 Dpneval

A success dialog will be displayed.

Success

@ Default group successiully changed.

«  Click 'OK.
The selected group will be displayed as default group.

Dashboard f Liser groups & parmissions

User groups & permissions

o add @ Edit [ Delete

Hamme Perm
) Power Users

L) Users

0 HR

@ General ([Cefaull

Note: If you delete a user group created by the administrator and marked as default, then the 'Users' group that
was shipped with the product will be set as default. All the users from the deleted group will be automatically
migrated to the 'Users' group.
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3.2.3.3 Admin Groups & Permissions

»  The 'Admin Groups & Permissions' interface allows admins with appropriate privileges to create
administrator groups.

«  Each group can be configured with different permission levels. This simplifies the process of configuring
permission levels for each administrator. New or existing administrators belonging to the account can be
simply assigned to a group with a preset policy.

«  The admin interface will vary according to his/her permission level. See 'Managing Permissions for
Administrators' in 'Administrators' for how to add administrators to predefined groups.

To create admin groups

+  Click the 'Admin Groups & Permissions' from the 'Account management' drop-down menu on the left

- cCoOMDDOD
I Antispam Gateway

The 'Admin Groups & Permissions' interface will appear:

Dasfboard JAdmin grouga: & permiETons

Admin groups & permissions @ wen
o a0

Hane

Foresar agminisramrs ([Dafault

By default, Power Administrator group will be available. This default group cannot be either edited nor deleted.

«  Tick a group from the right side to view the permission levels assigned for it.
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Cashboard / Admin groups & permissions

Admin groups & permissions Help

o= Add

Hames Permissions:;

»

@ Power Administrators {DEfal.lﬂ} 4 ¥ All customer permissions
@ HR | Add domain
4 %] Admin management
) General )
¥ View
*|Unlock
* | Manage
4 |¥|User permissions

m

* | View
* | Manage

4 |~ Admin permissions e
¥ View
* | Manage
* | Report management
¥ | User session history view

»  Click on the arrow beside a permission to display the tree structure of second level of permissions, if
available.

For administrators in the 'Power Administrators' group, all permission levels will be enabled. The 'Permission’ level is
divided into two categories, 'All customer permissions' and 'All domain permissions'.

«  The customer permissions deals with providing privileges for adding domains, configuring email user
permissions, report management and so on

»  The domain permission level deals with providing access to particular domain(s). This is very useful if you
want to restrict administrators to manage selected domains only.

Permission Levels
«  All customer permissions - View and manage all customer related tasks.

« Add domain - Add new domain(s)
«  Admin management - View and manage administrators for the account.
+  View - Only view the list of administrators.
»  Unlock - Unlock previously blocked administrators.
» Manage - Manage administrators for the account.
«  User permissions - View and manage 'User Groups & Permissions'
+  View - Only view 'User Groups & Permissions'.
» Manage - Manage 'User Groups & Permissions'
*  Admin permissions - View and manage 'Admin Groups & Permissions'
»  View - Only view 'Admin Groups & Permissions'
+ Manage - Manage 'Admin Groups & Permissions'
»  Report management - View and manage report subscriptions
«  View - Only view report subscriptions
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» Change - View and manage report subscriptions
»  User session history view - View user sessions history for all domains in the account.
«  View customer info - View information about the customer.
« Locale - View and manage message locale set for a user

»  View - Only view message locale

« Change - View and manage the messages locale
»  Change user limit per domain - Configure the number of users for each domain in the account.
+  Email template management - Edit the email template for user's notification emails.
«  Audit log - Configure and view log for the permitted domain.

* Log - View and export the log for the permitted domain.
«  All domain permissions - Assign domain(s) management.

+  Assigned Domain(s) - Manage domains, incoming and outgoing users, emails, audit log and reports.
»  View - Only view the assigned domains.
«  Change - Edit the assigned domain(s)
»  Remove - Remove the assigned domain(s).

«  User Management - View and manage incoming users, outgoing users, whitelist recipients and blacklist
recipients.

« Incoming user - View, manage and unlock incoming users.
»  View - Only view list of incoming users.
«  Manage - View and manage incoming users.
»  Unlock - Unlock users immediately without waiting for the timeout period to end.
«  Change forward settings - Change forward email settings for incoming users.
»  Outgoing user - View, manage, lock/unlock and import from incoming users.
«  View - Only view list of outgoing users.
»  Manage - View and manage outgoing users.
«  Outgoing settings - Configure a list of outgoing users.
»  Lock/Unlock - Lock or unlock outgoing users from sending out mails.
«  Import from incoming - Import outgoing users from the list of incoming users.
»  Whitelist recipients - View and manage whitelist recipients.
«  View - Only view list of whitelisted recipients.
»  Manage - View and manage whitelist recipients.
«  Blacklist recipients - View and manage whitelist recipients.
»  View - Only view list of blacklisted recipients.
«  Manage - View and manage blacklist recipients.
»  Users auto-import - Automatically import all new incoming users bases on incoming email flow
«  View - Only view list of users auto-import recipients.
*  Manage - View and manage users auto-import recipients.
«  Domain geolookup restrictions - View and manage CASG web interface access control policies
»  View - Only view the access control polices
» Manage - View and manage access control policies
»  Domain management - View and manage all domain related tasks.
+  Local recipients - View and manage local recipients.
»  View - Only view list of local recipients.
» Manage - View and manage local recipients.
»  Domain alias - View and manage domain aliases
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»  View - Only view the list of domain aliases.
» Manage - View and manage domain aliases.

»  Email filter settings - View and configure incoming spam detection settings.
+  View - Only view incoming spam detection settings.

»  Threshold - Configure changes for "Spam threshold" and "Probable spam threshold" fields in
the Incoming Spam detection settings

»  Change - View and configure "Spam threshold" and "Probable spam threshold" fields.
+  Domain settings - View and change domain settings.
»  View - Only view the list of domain settings.
»  Change - View and configure domain settings.
» LDAP - View and configure LDAP settings for importing users.
+  View - Only view LDAP settings and list of imported users.
» Change - View and configure LDAP settings for importing users.
+  Quarantine - View and manage quarantined mails.
«  View - Only view the list of quarantined mails.
» Delete - Deleted quarantined mails from the list.
* Release - Release quarantined mails to the recipients.
»  View mail content - View the content of the quarantined mails.
«  Archive - View and mange copy of incoming mails in archive.
»  View - Only view archived mails.
* Resend - Resend archived mails to recipients.
+ Retain - Retains archived mails from being purged automatically.
» Delete - Delete archived mails.
«  View mail content - View mail content of archived mails.
* Incoming delivery queue - View and mange queued mails.
+  View - Only view queued mails.
*  Retry - Retry to send queued mails to recipients.
+  Alerts - Queue emails notification
» Incoming Log Search - Search incoming mails log.
«  Outgoing Log Search - Search sent mails log.
»  Clear incoming cache - Clear incoming callout cache.
«  Clear outgoing cache - Clear outgoing callout cache.
»  User session history view - View user sessions history for the assigned domain(s).
+  Email Management - View and configure all Email management related settings and tasks.
»  Email size - View and configure email size settings.
+  View - Only view email size settings.
« Change - View and configure email size settings.
»  Blocked extensions - View and manage blocked extensions.
«  View - Only view the list of blocked extensions.
«  Change - View and manage blocked extensions.
»  Whitelist senders - View and manage sender whitelist.
+  View - Only view sender whitelist.
»  Manage - View and manage sender whitelist.
«  Blacklist senders - View and manage sender blacklist.
»  View - Only view sender blacklist.
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»  Manage - View and manage sender blacklist.
» Release requests - View and manage requests from users for release of quarantined mails.
»  View - Only view the list of requests from users for release of quarantined mails.
« Manage - View and manage requests from users for release of quarantined mails.
«  Whitelist requests - View and manage requests from users to whitelist senders.
«  View - Only view the list of requests from users for adding senders to whitelist.
» Manage - View and manage requests from users to whitelist senders.
«  Blacklist requests - View and manage requests from users to blacklist senders.
»  View - Only view the list of requests from users for adding senders to blacklist.
» Manage - View and manage requests from users to blacklist senders.
»  Report spam - Upload mails to CASG for reporting them as spam.
«  Create rule - Create and manage administrators rules.
»  View - Only view administrators rules.
« Manage - View and manage administrators rules.
«  Whitelist sender rule - View and manage rules for adding senders to whitelist
+  View - Only view the whitelist sender rules
»  Manage - View and manage whitelist sender rules

«  Blacklist sender rule - View and manage rules for adding senders to blacklist
»  View - Only view the blacklist sender rules
» Manage - View and manage blacklist sender rules

»  Whitelist senders per user - View and manage whitelisted senders per user.

+  View - Only view list of whitelisted senders per user.
»  Manage - View and manage whitelisted senders per user.
»  Blacklist senders per user - View and manage blacklisted senders per user.
«  View - Only view list of blacklisted senders per user.
» Manage - View and manage blacklisted senders per user.

»  Domain relay restrictions - View and configure email relay restriction rules
«  View - Only view relay restriction rule

»  Manage - View and manage relay restriction rules

« Audit log - Configure and view log for the permitted domain.
«  Configuration - Configure the log settings for the permitted domain.
* Log - View and export the log for the permitted domain.

»  Report management - View and configure settings for periodical domain and quarantine summary
reports for the permitted domain.

»  View - Only view the configured settings for periodical domain and quarantine summary
reports for the permitted domain.

»  Change - View and configure settings for periodical domain and quarantine summary reports
for the permitted domain.

Click the following links for more details.

+ Adding a new admin group

+ Editing a admin group

» Deleting a admin group

« Making a admin group as default
Adding a New Admin Group
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« Toadd a new admin group and configure permission levels, click the 'Add" button.

Dazhboard FAdmin groups & permissions

Admin groups & permissions

Name

@ Povear Administrators fDefaulth

A new admin group creating page will be displayed.

Dashbeard f Admin groups & permissions

Admin groups & permissions Help

% Make default

Hame Permission:

© Power Administrators (Default) 4 [ All customer permissions

@ Add domain

Admin management
User permissions
Admin permissions
Report management
User session history view
View customer info
Locale
Change user limit per domain
Email template management
Audit log

4 || All domain permissions
docteamcasg.comodo.od.ua

.- ==

»  Enter the name of the group in the text field under the 'Name' column. Note: To enable the permission levels
in the right side, click the 'Edit' for that group.
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Dashboard / Admin groups & permissions

Admin groups & permissions Help

o Add | # Edit T Delete {3 Wake default

Hame Permission:

© Power Administrators (Default) 4 |« All customer permissions
. = i

@ General Add domain

| Admin management
“| User permissions
| Admin permissions
*| Report management
| User session history view
| View customer info
*| Locale
| Change user limit per domain
| Email template management
| Audit log
4 All domain permissions
- docteamcasg.comodo.od.ua

+  Click the 'Save' button.
The newly created group will be displayed in the interface.

Cashboard § Admin groups & permissions

Admin groups & permissions

o= Add

Hame

© Power Administratars (Default

) General

Now, administrators belonging to the account can be assigned to this newly created group. See the section
'Managing Permissions for Administrators' in 'Administrators' on how to add users to predefined groups.

Edit an Admin Group

You can edit the name of an existing group and / or change the permission levels.
«  Select the group from the list and click the 'Edit' button.

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 288



Guide comobo

Creating Trust Online®

.-’/’

Db d J A Grougs: § germieoi
Admin groups & permissions © Heip

I maks dafault

Haisa Parimtesion
Fower n fors |[ aul] ma [y n
General i) DA i
a
HR
m :arl-t

«  Change the permission levels and / or the name of the group.
»  Click the 'Save' button for the changes to take effect.
The admins in the group that is edited will be automatically reassigned to the edited group.

Delete an Admin Group

« To delete a group, select it from the list and click the 'Delete’ button.

Admin groups & permissions © el

o= son | @ Eai {‘:, Maks detsul

Hains Pepimiasin
Pormar Adminisiratons (Dafauly < Bl cusiomer permisEions

Ty ]l domalin permissions

® HR

+  Click 'OK" in the confirmation dialog.

Delete group

oroup?

The selected group will be deleted from the list.

@ Areyou sdre you want to delete the selected
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Note 1: If you delete a group, admins assigned to that group will be automatically moved to default group. You have

to reassign the administrators if required.
Note 2: If you delete an admin group created by the administrator and marked as default, then the 'Power
Administrator' group that was shipped with the product will be set as default. All the admins from the deleted group

will be automatically migrated to the 'Power Administrator' group.

Make an Admin Group as Default

CASG allows administrators to make an existing group as a default group. Newly added administrators and
administrators belonging to an existing group whose name was deleted will be automatically moved to this default

group.
«  Select a group from the list and click 'Make default'.
Deahiogrd J Admin grougs 8 permizsions

Admin groups & permissions

i L e 0 I:‘c-uel

Hanee

?1' Help

Pernmssion

Pirsveet Administralors (Defaully

@ Genpral

HR

A success dialog will be displayed.

Success

@ Default group successfully changed.

«  Click 'OK..
The selected group will be displayed as default group.
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Cashboard § &dmin groups & permissions

Admin groups & permissions

o= A

Name
@ Power Administrators

) General (Default

B HR

Note: If you delete an admin group created by the administrator and marked as default, then the 'Power

Administrator' group that was shipped with the product will be set as default. All the admins from the deleted group
will be automatically migrated to the 'Power Administrator' group.

3.2.3.4 My Comodo Account

This feature will be available in the '‘Account management' if you have logged in to CASG using CAM account
credentials.

@ Dashboard
'q" Diomains
@ Aunitiog

Lagin bo riy Comoda accound

_'_:.. Customer marnagement

«  Click the 'Login to my Comodo account' to open https://accounts.comodo.com/login page. From here
you can:

»  Add more subscriptions for CASG account
»  Change your password
«  Change contact information
Sign up to other Comodo products
...and many more.
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For more details on CAM account, visit our online website at help.comodo.com/topic-211-1-513-5907—Introduction-
To-Comodo-Accounts-Manager.html.

3.2.3.5 My Profile

The 'My Profile’ interface lets currently logged-in administrator to change his login password to CASG as well as to
change settings for idle session timeout and CASG notification email address.

You can open 'My profile interface in two ways:

«  Click the 'Account management' on the left to «  Alternatively, click 'My Account' > 'My Profile’ at
expand then 'My profile'. the top-right.

cCoMODO
G’ Antispam Gateway 1 & My Account

:' /'] Dashboard

E]_"| Account maragerment

2T groups & permissions
Sdrain grouns & permissions

W By prodile

The 'My Profile' interface will open:

Antisparn Gateway > i 4 ¥ : ! _l_ My Acoount

[msrcosed f My profie
&) Dashboarnd My prI'ﬁlE @ Help
Change settings

Lagin:
CAM #miail

docteamiuiversioncusiomengoomado. com
Systern notifications emails)

<

Mignbar of minutes bafore my session sxpres 30

Spam irap email

Sites:

Note: The interface will vary depending on the login credential that you have used to access CASG. The password
can be changed after logging in to the CAM account.
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To set idle session timeout and change system notifications email address
«  Click the "My profile' from the 'Account management' drop-down menu on the left

I;-ﬂ shboard / My profile

My profile Help

Change settings

Login:
CAM email:

domeasmsptest@yopmail.com
System natifications email(s):

<>

Mumber of minutes before my session expires (30
Interface language : |English w

Spam trap email:

Sites:

» Login - The user-name of the currently active user. Administrators can use this to log in to CAM to
purchase additional licenses and renew existing licenses.

«  CAM email -The email address for the account as registered at Comodo Accounts Manager (CAM).

«  System notifications email(s) - Enter the email addresses at which the new administrator should
receive CASG notification emails. It can be the same email address as the login name and / or
alternative email address(es) of up to a maximum of five. The quarantine requests from users, for
blacklisting, whitelisting, or releasing quarantined emails and notifications such as of imports of users,
local recipients and users via LDAP from CSV files will be sent to the email addresses specified in this
field. See Email Management for more details.

«  Number of minutes before my session expires - You can set the idle session timeout period in the
box. Enter the period in minutes or increase / decrease the period by clicking the up / down arrow. The
valid entry is between 1 minute and 120 minutes. Please note this feature will not be available if an
administrator is logged into CASG using CAM credentials.

«  Spam trap email (Optional) - If you already have a special 'spam-trap' email address then please enter
it here to further improve CASG message filtering.

« Sites (Optional) - Enter the URLs of all websites owned by your company in order to further improve
spam filtering.
«  Click 'Save' for your changes to take effect.

3.2.3.6 Users History

The 'Users History' area in 'Administrator Account Management' allows admins to view user history for all domains
within a particular date range. From here you can filter users by IP address, last login, domain, username and/or
location. By default, the most recent 15 records will be displayed.
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Use of filters to create custom searches is covered in more detail here.

3.24 Customer Management
The 'Customer Management' area allows an administrator to:
«  View the details of the account they are logged into
«  Create an account
«  Update the product and extend your license term
«  Configure subscriptions for the periodical Domain and Quarantine summary reports for domains

«  Customize the 'support information' area in the notification emails that are generated for activities such as
while adding a new user, password regeneration, quarantine request and quarantine report.

[Qe=hoosed f End User LicensaiGubscrption Lgresment

End User License/Subscription Agreement @ Hew

End User License/Subscription Agreement

Comodo AntiSpam Gateway 2
THIS AGREEMENT CONTRINS & BINDING ARBITRATION CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY BEFORE
ACCEPTING ITE TERME AND CONDITIOMN&.

IKFQRTANT - PLEASE READ THESE TERME CAREFULLY BEFORE DOWHNLOADING INSTALLIMNG, OR USING COMDDC ANTISPAM GATEWAY
CSERMCED"). BY DOWNLOADING, IMSTALLING, OR USING THE 2ERVICES OR BY CLICKING 0N | ACCEFT BELOYW, YOU ACKHOWLEDGE THAT YU
HAE READ THIZ AGREEMENT, THAT YOU UNDERSTAND 0T, AND THAT YOU AGREE TO TS TERMS. IF YOU DO MOT AGREE TO THE TERMS HEREIN, DD
HOT DOWNLOAD OR LISE THE SERVICES OR CLICK 0N 1 ACCEPT.

This user license agreement is belween vou Cyou™ or “Sub=mbery, as eilher an indhvicual of as a business enlity, - Comodo Secuity Solutions, Inc, a
Delaware company, wiin ofices at 1258 Broad Sreet, Clifton, MJ 07013, Uniled Stales, f you are located i i Amencas, or Comode Yazaim AS. Tureey, a
Turkish camgpany wath ofces at Halicl Yanlim Ev Zemin Kal OO Tule3w0dic Temakem Gankaya Ankam Turkay B you ang lecshead oulside of tha Amancas
neramaner Comalo), N schangs for your use of e Sensces. you agran as follows

1.License

& Combde granks you a iovaly-kee limibed ron-exduses non-ransherable and revatable boense o use the Comode AfbSpam
ses incduding any decumentation and aping the Seraces You shall nolrescl, lease, sell modily
envalve works of the Seraces. All nghés not expressly granied herein are resersed 1o Comodo

1.1. Grand of
Caleway |

erain are only valid i

Click the following links for more details:
« End user license agreements
» Viewing customer information
» Manage subscriptions for reports
« Configure language for messages from CASG

* Notification email settings

3.2.4.1 End User License and Subscriber Agreements

The 'End User License / Subscription Agreement' interface displays the complete Comodo Antispam Gateway End-
User License and Subscriber Agreement.

To view End User License/Subscription Agreement

«  Click 'Customer management' tab from the left hand side navigation to expand it and then click the 'End-
User License/Subscriber Agreement.' tab from the sub menu.

The 'EULA/ Subscription Agreement' interface will be displayed:

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 294



COMODO

Creating Trust Online®

Dashaboard f End User Lk BACTplion A

End User License/Subscription Agreement © 1o

End User License/Subscription Agreement

Comodo AntiSpam Gateway 2
THIS AGREEMENT CONTAINS A BINDING AREBITRATION CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY
BEFORE ACCEPTING ITS TERMS AND CONDITIONS.

IMFORTANT - FLEASE READ THESE TERME CAREFULLY BEFORE DOWHNLOADING, INSTALLING, OR USING COMDDO ANTISPAM GATEWAY
[CSERWCEST). BY DOWHNLOADING, INSTALLING, OR LISING THE SERVICES DR BY CLICKING ON 7 ACCEPT BELOW, YOLI ACKNOWLEDGE
THAT YO HAE READ THES AGREEMENT, THAT YOLU UNDERSTAND IT, AND THAT Y'OL AGREE TO TS TERMS. IF YOU DO MOT AGREE TO
THE TERMS HERERN, D0 HOT DOWHNLOAD OR USE THE SERVICES OR CLICK ON 1 ACCEPFT™.

Thiis uses license agreement is bebween you (Tyou™ o “Subscriber”), as either an individual or a5 a business enlity - Comodo Security Solulons,
Inc., a Dedaware company, with oflices al 1255 Broad Sweel, Cliflon, KU 07013, United Stales, if you are locabed in the Amenicas, of Comeds
Yazilim A5, Turkey, a Turkish company, with ofices gt Halicl Yazilim Ev Zemin Kat DDTU Teknokent Gankaya Ankara Turiey f vou are located
oulside of e Americas (hereinafier " Comoda™). in exchangs for your use of e Serdces, you agres as follows

1.Licensa

1 l| :I’gl‘ll of Licanse. Comaoda ;ranls you 3 royalty-ines, |II'I1I|"‘U non-gEciusie. non-fransferable. and revocadle license touse the Comoda
Enlakan and fles seoampa [ 2% =11 "L i shall nod
g ofthe Sepdces. & okt a

3.2.4.2 View License Information
The 'License Management' interface provides administrators with usage information.

To view the license management screen:

« Click the License Management from the 'Customer management' drop-down on the left
The example below shows a customer with multiple licenses:

coMoDO

oruar @ Relazserequests: D WhibeSsirequests: ) Blackist requasts: 0 LM'I' e
Lastgoard f License Wanapemest

License Management © e

Name : ak_customer] ak_customer]

CAM login | alk_esstosner ]

CAM email s ol ma

Totals

Mumber of users | 2

Max. mumber of users 55

Mumber of domams 4

Mz, el demars T

ik guacia (G8) 0,004

Diak space 46,32 KB

Subscriptions

Max, mumbar ot usars Max, number of demains Licansa axpirabon data Disk quata (58 Erabied

=0 2 Mg TR, 200 T o [
Mar 73,

3 3 P 3 tree

1 1 gt T, 2007 1 b

1 1 g 79,2001 o e
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»  The 'License Management' panel displays details of subscription(s) for your account. For multiple licenses,
the number of users and domains that are allowed for all the licenses purchased will be added and
displayed at the bottom most subscription column.

«  From the 'License Management' panel the you can get the the details of subscription(s) for the CASG
account. For multiple licenses, the number of users and domains that are allowed for all the licenses
purchased will be added and displayed at the bottom most subscription column.

Name
«  The name of the account is displayed in the title bar.

«  CAM login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
https://accounts.comodo.com. The administrator can use this login username to log in to CAM for
purchasing additional licenses and renewal of existing licenses.

»  CAM email: Displays the email address for the account as registered at CAM.

»  Number of users: Displays the total number of enrolled users belonging to all the domains.

»  Max. number of users: The total number of users that can be added as per all the subscriptions made for
the account, that is, number of users cannot exceed the number given in this field for all domains included.

»  Number of domains: Displays the number of domains enrolled for account.

«  Max. number of domains: The total number of domains that can be added as per all the subscriptions
made for the account.

- Disk quota: Displays the total storage space allotted in CASG server for archiving incoming messages as
per all the subscribed packages, in GB.

- Disk space: Displays the storage space used by the archived mails in the CASG server.
Subscriptions
The following details are displayed for each subscription:

»  Max. number of users: The maximum number of users that can be added to the account as per the
subscription, that is, number of users cannot exceed the number given in this field for all domains included.

«  Max. Number of domains: The maximum number of domains that can be added as per the subscription.
- License expiration date: Displays the date till which the license is valid for the subscription.

« Disk quota: The maximum storage space allotted for mail archive in the CASG server, as per the
subscription.

»  Enabled: Displays whether the subscription is active or not.

The 'Reminder' button allows you to choose an email address to receive license expiry reminders, and to specify the
period of time before expiry that you wish to receive them. Please note this button will be available if you have
logged in to CASG using CAM account credentials.

3.2.4.3 Manage Report Subscriptions

The 'Manage report subscriptions' interface lets you to configure subscriptions to 'Domain’ and 'Quarantine' summary
reports of all enrolled domains. See CASG Reports - an Overview for more details.

To access Manage report subscriptions interface

«  Click Manage report subscriptions from the 'Customer management' drop-down on the left
The 'Manage report subscriptions' interface will open:
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Manage report subscriptions Halp

Report reciplents

doceambulbersioncusbamenBoomsdo. com
© Quarantine repon

Hour Day of month Day of week Send emph Enabled Start daie Report kength

Posrin] Hiur Day of ol Dy o ek Sed omply  Esabled  S1an ase Respa® bisivglh

%' Evary hour & Epery day Every week day
Choose Choose SChose
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The 'Report recipients' field will be auto-populated with the email addresses of all the administrators available for the
account and enabled for the same, at the time of adding them. The report recipients can be added or removed from
this interface by entering the administrator's email address or deleting them and clicking the 'Save' button at the
bottom.

The administrator can configure the subscription for two types of reports from this interface:
« Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly, will contain a detailed statistics of the mails that are identified as spam or containing malicious

content and moved to Quarantine of the domain automatically by CASG. See CASG Reports - An
Overview for more details.

«  Domain Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly, will contain a detailed statistics of number of users, mails that have been received at and sent from
the domain, number of spams identified and blocked and so on. See CASG Reports - An Overview for
more details.

To configure the subscription of the reports

*  You can expand/collapse a report configuration section by clicking on the respective strip.

+ If you want the administrators to receive the periodical reports, select the 'Enabled' checkbox in the row of
the respective report type. If both the reports are required, you can select both the checkboxes.

« Leave the 'Send empty' checkbox unchecked if reports without any statistics need not to be sent to
recipients.

«  Select the frequency at which the reports are to be sent to the administrators.

Quarantine Report
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»  Hour - The reports will be generated and sent to the administrators every hour or at the selected
hour(s) of the day or date chosen from 'Day of month' or 'Day of week' columns.

» Day of month - The reports will be generated and sent to the administrators every day or on the
specific day every month chosen at the hour selected from the 'Hour' column.

» Day of week - The reports will be generated and sent to the administrators every day or on the specific
day every week chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

* Report length - Displays the period of the report that will be generated depending on the options
chosen.

Domain Statistics Report

2 Domain statistics report

Period Hour Day of month Day of week Send empty ~ Enabled Start date Report length
':E':'EVEI'}’ hour ':E:':'E\fer}r day JEvery week day
(C)Choose @iChoose @IChoose
= li [ Sunday i Next report for
| 4 week(s) from
Nov 23, 2015
Weekly v ZLTE 3 [ U[?':IU ' last run
O Tuesday ’ (2015-03-24

] Wednesday 16:37)

[ Thursday L

Reset settings to default

»  Period - Enables you to set the period to be covered in the report. The report will contain the statistics
of all the domains in the account for the past one hour, one week, one month or one year, as selected
from drop-down from the scheduled report time.

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected
hour(s) of the day or date chosen from 'Day of month' or 'Day of week' columns.

« Day of month - The reports will be generated and sent to the administrators every day or on the
specific day every month chosen at the hour selected from the 'Hour' column.

- Day of week - The reports will be generated and sent to the administrators every day or on the specific
day every week chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

» Report length - Displays the period of the report that will be generated depending on the options
chosen.
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»  Click 'Save' for your settings to take effect.

«  Click the 'Reset settings to default' to disable both Quarantine and Domain statistics reports. The 'Report
Recipients' field will not be cleared.

3.2.4.4 Configure Language for Messages from CASG

The 'System messages locale' allows the administrator to configure the language of messages displayed and sent to
the administrators of the domains by CASG, according to the location of the administrators.

To configure for the language of messages
«  Click 'System messages locale' from the '‘Customer management' drop-down menu on the left

The 'System messages locale' interface will be displayed:

coMoDO

Antispam Gateway

A § Siyaler neasapas ocak

System messages locale Help

Change locale for syatem measnges  EMQIEh w

«  Select the language in which CASG should display and send its messages from the 'Change locale for
system messages' drop-down. The messages will be displayed/sent in the selected language to the
administrators of the domain managed by the currently logged in administrator.

«  Click "Save' for your settings to take effect.

Success

@ Locale for system messages saved successfully

«  The locale successfully set message will be displayed.

3.2.4.5 Notification Email Settings

By default, all the notification mails sent to administrators and users on various events like adding a new user,
password regeneration, quarantine request or periodical report mails like quarantine report will contain the links to
the online help guide and Comodo support in the footer.

The 'Email template settings' area allows you customize the footer for adding their contact and support information.
To customize the notification emails
«  Click the Email template settings' from the Customer management' drop-down on the left

The 'Email template settings' interface will be displayed:
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g COMODO e . T . 0
G Antispam Gateway Quarantine: 0 R 0 telis =1} 0 L My Account

Dashboard / Email template settings.

(2 Dashboard Email template settings Help
@ Domains

[ Audit log

A Note: changes below will be applied to all system notification messages sent to user

. e hange default email footer
Account management

=p=

=font style="font-family.Arial;color#353535 font-size:14px;"=For help, see the User guide:

| »

13 Customer management

End User Lit S iption =a href="http:help.comodo.comitopic-157-1-294-3398-Introduction-to-Comodo-Antispam-Gateway.html” target="_blank” title="" style="font-
Agreement family:Arial;color#06488d font-size:14px; ™=
License =font style="font-family:Arial;color#08488 d;font-size: 14px;"=hitp:ihelp.comodo.comitopic-157-1-294-3398-Infroduction-to-Comodo- =
Antispam-Gateway.html=font=
<la=
=ffont=

<lp>
=table width="100%" border="0" bordercolor="#e0e0e0" cellpadding="0" cellspacing="0" bgcolor="#elelel">
<tr bordercolor="#e0e0e0">
=<td bordercolor="#e0e0e0” bgcolor="#e0e0e0" valign="middle" height="53" style="padding-left 15px;"=
<font style="Tont-family-Arial:color#353535 font-size: 14pxfont-weight bold;™
Having Trouble? Supportis here to help, <a href="mailto:asgsupport@comodo.com™=asgsupport@comodo.com=/a= o review the <a ~

| Resetio default

® Email template setings

Please note the customization can be done only in html format.
»  Check 'Change default email footer' box if you want to edit details.
«  Edit the details in html format as per your requirement and click 'Save' button.

«  Click the 'Reset to default' button to display Comodo support information in the notification emails.

4  CASG Reports - An Overview

Comodo Antispam Gateway can generate five kinds of reports - 'Quarantine report', 'Domain statistics report', 'User
import report', 'Quarantine Release Report' and 'Reported Spam Report'.

»  Reports are sent via email to administrators and users as configured

Global Reports and Domain level Reports
1. Global reports are for all domains covered by the customer account. See 'Manage Subscriptions for
Reports' under 'Customer Management' for more details on the account level.
2. Domain level reports are specific to a domain. See 'Manage Report Subscriptions for Selected Domain'
under 'Incoming' section for reports on domain levels.
Reports will be delivered at the scheduled times in the language set for the account.

CASG creates five kinds of reports:

» Quarantine Report - A statistical breakdown of mails identified as spam or malicious that were moved to
quarantine by CASG. The report can be configured to be received hourly, daily, weekly or monthly.

- Domain Statistics Report - A comprehensive report which covers all mail activity for the domain. This
includes information covering the number of users; mails that have been received at and sent from the
domain; number of mail identified spam/malicious; number of mails blocked and so on. The report can be
configured to be received hourly, daily, weekly or monthly by the administrator.

» Users auto-import report - The periodical report containing details of new users that were auto-imported
into CASG for each domain, based on incoming mails received for them at the mail server. The report can
be configured to be received hourly, daily, weekly or monthly by the administrator. The user auto-import
reports are generated only for the domain level and not for the customer account level.

« Quarantine Release Report - The periodical report containing details of mails that were released from the
quarantine list by both administrators and users with appropriate privileges. The report can be configured to

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 300



COMODO

Creating Trust Online®

be received hourly, daily, weekly or monthly by the administrator. The quarantine release reports are
generated only for the domain level and not for the customer account level.

» Reported Spam Report - A detailed report of mails that were reported as spam by administrators as well
as users with appropriate privileges. The report also includes details of mails that were uploaded as spam
to CASG. The report can be configured to be received hourly, daily, weekly or monthly by the administrator.
The reported spam reports are generated only for the domain level and not for the customer account level.

» Reports can be enabled or disabled per administrator in Dashboard > Account Management > Admin >
Add Administrators or Edit Administrators.

While the first two reports, Quarantine Report and Domain Statistics Report, are available for all the domains as well
as for a specific domain, other reports are available for specific domains only.

4.1 Quarantine Report

The Quarantine Report contains a list of mails that were identified as spam or containing malicious content and were
moved to Quarantine automatically by CASG, with the details on sender, receiver, date and attachments. You can
view the contents of a mail by clicking its subject line from the report.

e Administrator

»  Domain Level - The Report generated for an administrator will contain the details of the mails moved
to quarantine of the selected domain.

»  Customer Level - The Report generated for an administrator will contain the details of the mails
moved to quarantine of all the domains belonging to the account.

« User - The Report generated for a user will contain the details of the mails moved to quarantine of the user.

The report can be subscribed to be received hourly, daily, weekly or monthly for an administrator and daily, weekly or
monthly for a user.

* Hourly - The reports will be generated and sent every hour to the administrators through email.
« Daily -The reports will be generated and sent daily to the administrators/user through email.

«  Weekly - The reports will be generated and sent to the administrators/user through email on every seventh
day from the start date set in the 'Start date' field. The report will contain details of the mails quarantined
during the past seven days. The first report will be sent on the start date and will contain the statistics for
the remaining days of the week from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators/user through email on every 30th
day from the start date set in the 'Start date' field. The report will contain details of the mails quarantined
during the past 30 days. The first report will be sent on the start date and will contain the statistics for the
remaining days of the month from the day of configuration and subsequently every 30 days.

An example of a '‘Quarantine report' is shown below:
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rﬂ COMODO
- Antispam Gateway
Here ks the quarantine report for docteamcasg.comaodo.od.ua from Apr 02, 2014 14:25 to Apr 11, 2014 00:00
cC
o ) :
F T
HLbmct Ll b dacteameasg.comodo.od.ua Exia Lo
anly}
Wid Apri2
t2st spam smail 1 Jahn Srnith <Sathenag@ornal coms demo i octeamcasg comoo od ua 14 240 ST I‘_’.-_C i
2014 .
Wied Aprd2 L
tast spam emeil 2 Jahn Senith <Satbarai@omal coms demaZidocteamcasg comodo.od ua 142700 GMT ¥ =.-. 1]
2014 -
Mon Apr 07 .
Frw Wa hers frae samplkas foryou noe try i dema ligdectaamcasg comoda od ua, 53] ot 02
betfare you buy ) your doorstegs dekn Smih <Nedlena@gmail cam= Serro 2D octeam e asg comad. od ua gﬁ:; NGMT " |0
Mon Apr 07 B
Evy W hepe frae samplkas foryou noe e i demo idoctaamcasg comado od.ua, e 302
brieire: yous bury ) yoar daorstegs John Srith <NeMenaglgmall com:= e 2T ccteac asg comoda od ua D,E{': NGMT| Lz (B
- Wisd Apr 09
. T aT— _ & . . oI e arncasg comoda od ua, p oy ow 2310
Evy FOLLOWY THE IMSTRUCTICN'S John Smith <hadienafgmall comy damoIqldocteamcasg comodo.od.ua ggli"l"l'l\.m KB L]
. Wed Aprig
T S— N demoddocteancasg comodo od ua, s e | 2310
Euw FOLLOW THE INSTRUCTION'S 1| | Jorn Smith <fiamena@amailcoms | oo e v Py 1M i |8
Fw Ragrster and Get Bs. SO0 to Shap . ~ Wed Bprig
Fowd Infroducing Peppsiry coemn - India’s | John Smith <Satbera@omeil com= 2331@152353 EE,]TE$ ;]1 ";' 04,37 36 GMT ;;‘5 1
Largast Home and Furnitura Onbne Siore | demo2d = ! 2014 -
Fuw Regrster and Get B 5000 bo Shog p . Wed Apria 05
Dowd Introducing Peppsariry coen - Indie's | Jahn Sriith <Satbena@ornal coms "E?]@::IE:EE::IC%‘ F?Tf:zz: :::: :n’ 0432 36 GMT :.I‘-.J L
Largast Home and Furniturs Cnkng Sore | o A amCasg co ! 2014 -
B S oo ) Wed Aprog
Ew Gel Bs 25 assured rechargs + N . demalfidocteamcasg comodo od ua, 237 car | 388 (o
e ———— Jobn Smith =fasienaqDgmail com domo 2o g comodo.od 1 9-31.'!5 pric o= L]
i . . =r " Wied Aprida -
Fiw_Claim gour exclusive rewarnds wath he R demo liDdocteamcasg comodo od ua, . - D55 =
Ty Cym—— 3 Jobn Sirith =fiafenafgmail coms dema et e asg comada od ua szmil Q0 Gt KB i
) Wied Apridg
s R P dema Tifdocteancasy comoda od ua, e v |23
2 500img Jahn Smith <hathenadomeall coms dema A eteame asg comaca od.ua ;‘IE:‘D 43 G o i

Having Trouble? SUPPoTT (s here to help. Open a Ticket at htps: SUPpPOrt.oomodo.com or ¢all 1.888.COMODO (266.6361)

«  Click the 'Subject' of a mail to open the mail in a new CASG window. You need to login to CASG to read the
mail in the new window.

4.2 Domain Statistics Report

The Domain Statistics Report provides details on all the mail activities on the domain. This includes information
covering the number of users; mails that have been received at and sent from the domain; number of mail identified
spam/malicious; number of mails blocked and so on. The report can be configured to be received hourly, daily,
weekly, monthly or yearly by the administrator.

«  Domain Level - The report will contain only the details of domain statistics of the selected domain.

»  Customer Level - The report will contain the details of domain statistics of all the domains belonging to
the account.

Note: The Domain Statistics Report is available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
»  Hourly - Reports will be generated and sent every hour to the administrators through email.
 Daily - Reports will be generated and sent daily to the administrators through email.

«  Weekly - Reports will be generated and sent to the administrators through email on every seventh day from
the start date set in the 'Start date' field. The report will contain details of the mail activities for the domains
during the past seven days. The first report will be sent on the start date and will contain the statistics for
the remaining days of the week from the day of configuration and subsequently every seven days.

»  Monthly - Reports will be generated and sent to the administrators through email on every 30th day from
the start date set in the 'Start date' field. The report will contain details of the mail activities for the domains
during the past 30 days. The first report will be sent on the start date and will contain the statistics for the
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remaining days of the month from the day of configuration and subsequently every 30 days.

« Yearly - Reports will be generated and sent to the administrators through email on every 365th day from
the start date set in the 'Start date’ field. The report will contain details of the mail activities for the domains
during the past 12 months. The first report will be sent on the start date and will contain the statistics for the
remaining months of the year from the day of configuration and subsequently every 12 months.

An example of a Domain Statistics Report is shown below:
E“ccumonu ______________________________________________________________________________________________________________________________________________________________________________________________
i Antispam Gateway

Here is the daily Domain statistics report for docteamcasg.comodo.od.ua from Apr 09, 2014 23:00 to Apr 10, 2014 23:00

Mumber of users 7
E-mail size imit 262144 KB
Spam ratio 0.0 %
Mot spam messages 21
Mot spam messages size  4650GET
nsure messages 0
Iinsure messages
Spam messagas blocked
Spam messages size

5i7@

Virusas blocked

Wiruses s

Blacklisted messageas
Elacklisted messages size
Total filtered messages

Tatal messages

[ I L e e L |

Having Trouble? SUppart is hers to help. Open a Ticket at hitps:support.comade.com o ¢all 1 888.COMODO {288,6361)

4.3 Auto-Imported Users Report

The Users Auto-Import Report provides details on all the new users belonging to a managed domain, that were
automatically imported to CASG on receiving an incoming mail addressed to them at the mail server. The auto-
imported users are sent with an invitation email containing login credentials for them to access the CASG user
interface. For more details on managing auto-import, refer to the section Managing User auto-import.

Note: The user auto-import reports are generated only for the domain level and not for the customer account level.
The Report is available only to the administrators .

The report contains the following details:
» Imported users count - The total number of users automatically imported into CASG for report time period.

«  Enabled users count - The number of auto imported users that have activated their account by clicking the
link in the invitation mail or logging-in to CASG using the credentials provided in the mail.

+ Invited users count - The number of auto imported users that have been sent the invitation mails but yet to
activate their account.

»  User names list - The list of auto imported users.
An example of a 'Users Auto-Import Report' is shown below:
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Here is the users auto-import report for csgqa.comodo.od.ua from Nov
21,2014 09:00 to Nov 21, 2014 10:00

Imported users count 1
Enabled users count 1
Invited users count 0

User names list admin

For help, see the Admin guide: http://help comodo comitopic-157-1-266-3192-introduction-
to-comodo-antispam-gateway. hitmi

Having Trouble? Support is here to help. Open a Ticket at https://support.comodo.com
or call 1.888.COMODO (256.2608)

4.4 Quarantine Release Report

The 'Quarantine Release Report' provides details of mails that were released from quarantine by the administrators
as well as by the users with appropriate privileges. This also includes quarantine release requests accepted by
administrators.

Note: The quarantine release reports are generated only for the domain level and not for the customer account
level. The report is available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
»  Hourly - Reports will be generated and sent every hour to the administrators through email.
 Daily - Reports will be generated and sent daily to the administrators through email.

«  Weekly - Reports will be generated and sent to the administrators through email on every seventh day from
the start date set in the 'Start date' field. The report will contain details of the mail activities for the domains
during the past seven days. The first report will be sent on the start date and will contain the statistics for
the remaining days of the week from the day of configuration and subsequently every seven days.

«  Monthly - Reports will be generated and sent to the administrators through email on every 30th day from
the start date set in the 'Start date' field. The report will contain details of the mail activities for the domains
during the past 30 days. The first report will be sent on the start date and will contain the statistics for the
remaining days of the month from the day of configuration and subsequently every 30 days.

» Yearly - Reports will be generated and sent to the administrators through email on every 365th day from
the start date set in the 'Start date' field. The report will contain details of the mail activities for the domains
during the past 12 months. The first report will be sent on the start date and will contain the statistics for the
remaining months of the year from the day of configuration and subsequently every 12 months.

An example of a 'Quarantine Release Report' is shown below:

Comodo Antispam Gateway Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 304



COMODO

Creating Trust Online®

E“' COMODO
e~ Antispam Gateway

Quarantine release report for csgga4.comodo.od.ua from Jul 01, 2015 09:00 to Jul 01, 2015 10:00

Date Ope ..t = Login Role  Details

Wed Jul 1 Release Recipients: userZ@csggad comodo.od ua, userd@csggad comodo.od.ua,
0%:18:32 GMT quarantined adminl@icaggad.comodo.od wa | admin | userdl@ceggal.comodo.od ua; Sender: testftest com; Date: null;

2015 message Subject: SPAM MAIL

e Ao :;" e Recipients: user2@csggad comodo.od.us; Sender: user 2@test com
09:18:49 GMT quarantined adminl@eceggad.comodo.od.ua | admin —— STl ; . 418 1641 '
2015 message . Date: null; Subject: test mail from TELNET 16-04-15 16:41

Wed Jul 01 Releass
09:42:50 GMT quarantined userl@csggad comodo.od ua ST
2015 message

Recipienta: userl@ceggad comodo.od ua; Sender:
alravchenko@ceg comodo_od ua; Date: null, Subject: test mail 15:47

For help, see the Admin guide: http.//help comodo.com/topic-157-1-288-3 192-introduction-to-comodo-antispam-gateway . html

Having Trouble? Support is here to help, asgsuppont@comodo.com or review the Administrators Guide

4.5 Reported Spam Report

The 'Reported Spam Report' provides details of mails that were reported as spam by the administrators as well as by
the users with appropriate privileges. This also includes details of mails uploaded from the 'Report Spam' interface.

Note: The reported spam reports are generated only for the domain level and not for the customer account level.
The report is available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
»  Hourly - Reports will be generated and sent every hour to the administrators through email.
»  Daily - Reports will be generated and sent daily to the administrators through email.

«  Weekly - Reports will be generated and sent to the administrators through email on every seventh day from
the start date set in the 'Start date' field. The report will contain details of the mail activities for the domains
during the past seven days. The first report will be sent on the start date and will contain the statistics for
the remaining days of the week from the day of configuration and subsequently every seven days.

«  Monthly - Reports will be generated and sent to the administrators through email on every 30th day from
the start date set in the 'Start date' field. The report will contain details of the mail activities for the domains
during the past 30 days. The first report will be sent on the start date and will contain the statistics for the
remaining days of the month from the day of configuration and subsequently every 30 days.

» Yearly - Reports will be generated and sent to the administrators through email on every 365th day from
the start date set in the 'Start date' field. The report will contain details of the mail activities for the domains
during the past 12 months. The first report will be sent on the start date and will contain the statistics for the
remaining months of the year from the day of configuration and subsequently every 12 months.

An example of a 'Reported Spam Report' is shown below:
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Reported Spam report for csgga4.comodo.od.ua from Jul 01, 2015 10:00 to Jul 01, 2015 11:00

0 ti
Date d::c:pt?:n Login Role Details
Recipients: user77 @csggad.comodo.od.ua;
Wed Jul 01 Re;?un Sender: Dagwood BUIT:IDSTEd
10-06:38 deliverad admin1@csgaad.comodo.od.ua | admin &lt;avantistude @gmail.com&gt;; Date: Wed
OIS message as gqat. od. Jul 01 10:01:10 GMT 2015; Subject: Fwd: Get
GMT 2015
spam instant Online Personal Loan approval and
disbursal in 72 hours
Recipients: user77@csgqad.comodo.od.ua;
Wed Jul 01 Rer_:-orl Sender: Dfagwood Bumlpsted
10-39:03 delivered user77@csgaad.comodo.od.ua | user &It;avantistude@gmail.com&gt;; Date: Wed
- message as Bgad. o8 Jul 01 10:01:10 GMT 2015; Subject: Fwd: Get
GMT 2015 ) )
spam instant Online Personal Loan approval and
disbursal in 72 hours
Recipients: user77 @csggad.comodo.od.ua;
Wed Jul 01 Repcfnns Sender: dagwood hurr'!psted
10:41:54 archived 7@ 4.comodo.od ; &lt;avantistude@gmail.com&gt;; Date: Wed
GP«I'IT _‘;015 message as a use sgqat.comocdo.od.ua | use Jul 01 10:40:56 GMT 2015; Subject: Fwd: Zero
Spam Fees, Attractive Interest Rates and Loans upto
251
Report Recipients: user77 @csgqad.comodo.od.ua;
Wed Julg1 | oPOmS Sender: oxford morris minor
archived

10:52:02 user?7@csggad.comodo.od.ua | user  &lt;mmoxford@yahoo.com&gt;; Date: Wed Jul
message as a

GMT 2015 Spam 01 10:47:33 GMT 2015; Subject: Dr. Jones
P wake up now
S Recipients: userl@csgga4.comodo.od.ua,
Wed Jul 01 P user2 @csggad.comodo.od.ua; Sender: oxford

hi
10:55:26 archived user2@csggad.comodo.od.ua | user  morris minor &lt;mmoxford@yahoo.com&gt;;
message as a

GMT 2015 Date: Wed Jul 01 10:52:00 GMT 2015; Subject:
Spam
Fw: Dr. Jones wake up now
Report Recipients: userl@csggad.comodo.od.ua,
Wed Jul 01 ;;:_:v:d user? @csggad.comodo.od.wa; Sender: oxford

10:55:52 essage A< 4 user2 @csggad.comodo.od.ua | user  morris minor &lt;mmoxford@yahoo.com8gt;;
GMT 2015 & Date: Wed Jul 01 10:52:00 GMT 2015; Subject:
Spam
Fw: Dr. Jones wake up now
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Appendix 1 - CASG Error Codes

The most common error codes for CASG are given below:

Error Code Description

1 Unknown error

100 Import exception

101 Wrong format

102 Wrong outgoing user format IP password. If ‘password' is empty then ‘username' must be IP
address.

103 Communication exception

200 User limit exception

300 Spam engine exception

1000 Customer has no domains

1001 Domains mismatch

1002 Alias already exists

1003 User already exists
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Appendix 2 - CASG Comparison Table
Features Paid Version Free Version
Number of domains and incoming / outgoing users Depends on the 5 users and 1 domain
subscription

Number of domain aliases 5 Nil
Active Directory / LDAP Synchronization v x
Create / Modify User Groups v X
Assign permissions to User Groups v %
Number of user aliases per user 5 Nil
Incoming / Outgoing email filtering v v
View all quarantined emails v v
Release quarantined emails v v
Whitelist / Blacklist quarantined emails v v
Configure spam detection settings Ve v
Report spam emails v v
View queued emails in Delivery Queue v v
Create local recipients v %
Clear incoming / outgoing email cache v X
Log search incoming emails v v
Log search outgoing emails v X
Create domain aliases v X
Configure domain settings v x
Configure email size restrictions v %
Configure 'Blocked extensions' settings v X
View users' release requests v X
View users' whitelist / blacklist requests v X
Whitelist / Blacklist recipients v X
Whitelist / Blacklist senders v v
View users' login history v x
Email archive v x
Number of email administrator accounts Unlimited 1
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‘ Report management ‘ v ‘ x
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Appendix 3 - Troubleshooting LDAP

This section explains how to resolve some common problems that may arise when configuring LDAP.

For full details on working with LDAP, http://help.comodo.com/topic-157-1-288-5720-Importing-Users-from-
LDAP.html

*  Problem: Unhandled Exception:
Solution: The exception was not classified.

«  Problem: Size limit exceeded, unable to extract more then users from server. Size limit must be
increased on server side or specify more strict query

Solution: Active Directory server has limitation on the number of search entries which may be iterated during
querying. By default, Microsoft Active Directory allows only 1000 search entries. If the server received more than
that, the administrator should override the default LDAP search size limit in the Active Directory, or use more strict

query
» Problem: Incorrect filter settings: ....
Solution: Filter settings contain incorrect format or AD server doesn't support it.
+  Problem: Incorrect BaseDN settings: ...
Solution: BaseDN value has incorrect format.
»  Problem: Unable to connect with provided host in BaseDN settings: ...

Solution: Provided domain name for BaseDN setting cannot be resolved in AD forest tree. Assure a domain name is
correct.

»  Problem: Unable to resolve LDAP referral, host unreachable. Users had found before referral might
be imported. Possible solution is to use Global Catalog server (port 3268/3269 as default) to avoid
resolving referrals.

Solution: CASG is trying to extract as much as possible information and following referrals to resolve all search
entries in a query. If the URL in the referral is unreachable by CASG then the iteration will stop. Only partial result will
be provided. That occurs when an administrator uses a private domain and it cannot be accessed with only domain
name (the referral contains the list of URLs of the explicit domain names but the information about servers located in
the private subnet is absent). To avoid the referrals occurrence in search entries use the Global Catalog server for
querying. By default, the port for this server is 3268/3269 and that depends on whether the SSL enabled or not.

+  Problem: Unknown error. Users found before error might be imported. Original exception - ...

Solution: Search entries has been terminated within the replication process. Please contact support to find a
solution.

« If you do not know your BaseDN, here's a step-by-step guide to determining your BaseDN.

Most organizations follow a similar convention for their determined BaseDN when the organization sets up its Active
Directory. For a company with the domain of example.com, the typically BaseDN is cn=Users,dc=example,dc=com
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Appendix 4 - Useful Links
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/

This page contains links to external webpages which provide detailed explanations of LDAP features.

What Is the Global Catalog?

http://technet.microsoft.com/en-us/library/cc728188%28v=ws.10%29.aspx

Global Catalog and LDAP Searches

http://technet.microsoft.com/en-us/library/cc978012.aspx

LDAP Referrals

http://technet.microsoft.com/en-us/library/cc978014.aspx

Click the following links for more details http://help.comodo.com/topic-157-1-288-5720-Importing-Users-from-
LDAP.html
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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