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1 Introduction to Comodo Antispam
Gateway

Comodo Antispam Gateway (CASG) is an email filtering solution that blocks spam, email-borne viruses and other
unwanted mail from reaching your inbox. It helps protects you from phishing and malware emails, and saves you the
daily hassle of deleting spam. You can log into your CASG user account to quickly check/release quarantined mails
and search log files. You can also modify your account settings and change your password from this interface.

Features and benefits include:
«  Complete Antispam protection for incoming mails
«  Complete Antispam protection for outgoing mails
»  Easy to use and configure
+  Easy to manage quarantine
«  Easy to manage recipient whitelist
- Easy to manage sender blacklist

coMoODO e
G Antispam Gateway cusrsnine & My Account

£ Incoming Log search (mcomlng) -

Quarantine
B Date range: |2015-11-18 14:55:17 [] - 2015-11-19 14:55:16 =]
Message ID:

Sender:

Recipient: |demouser @democasg.comodo.od.ua
1 outgoing
Sender IP:
"
[ Account management
Sender host:
Include results from the last minutes: [

Having Trouble? Support is here to help, asgqsupport@comodo.com or review the User guide

Guide Structure

This guide is intended to take you through the use of Comodo Antispam Gateway and is broken down to the
following main sections.

«  How to...- Explanations on how to use specific features.
«  The CASG User Console - A snapshot of the main functional areas of CASG.

+ Logging-in to the User Interface - How to login to the CASG interface.

«  The User Interface - Describes briefly about Quarantine management and Account management.
+ Incoming - How to manage quarantined mails and perform log searches of incoming emails.
«  Outgoing - How to to perform log searches of outgoing emails.

«  Account Management - How to change your password, update the recipient whitelist, manage
subscriptions to quarantine reports and configure notification language.

«  CASG Reports - Overview of quarantine reports generated and sent by CASG.
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«  Appendix - CASG Comparison Table
Quick Link to Online Help Guide

Various interfaces will display a help button at the top-right of the interface. Click the help button to visit the
help page for the interface you have open.

Access to various interfaces in the application depends on the permission levels set for you by your administrator.
Contact your administrator if you need to access to features that have been blocked to you.

2 How to...Tutorials

The 'How To..." section of the guide contains guidance on using CASG effectively. Click the links below to view the
section you need help with:

« How to login to CASG

« How to get a new password

+  How to manage your quarantined mails

+ How to use filter options in the Quarantined emails interface
«  How to check when an expected email is not received
+  How to retrieve an email which had virus attachment
« How to restore deleted mails

«  How to reply to archive mails

+  How to subscribe for Quarantine Reports

+  How to configure language for messages from CASG
«  How to perform a log search of your incoming emails
+  How to add or remove a user from recipient whitelist
+  How to report spam emails

«  How to perform a log search of your outgoing emails
«  How to manage whitelisted senders

« How to manage blacklisted senders

2.1 How to Login to CASG

You can login into your account using any internet browser. Your admin should let you know which to use.
- EU users - https://antispamgateway.comodo.com/user/
»  USAusers - https:/lus.antispamgateway.comodo.com/user/

Note — In Q1 2019, Comodo will migrate the existing CASG service to a new, improved platform. We will implement
the migration in stages and will inform you when we are moving your account. The transition should be seamless
from a customer point of view, but If you are not able to login at the domain above, then try the following URL:

«  EU users - https://antispamgateway2.comodo.com/user/

«  USAusers - Currently being readied and will be updated soon.
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A
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A Email User Interface

Username

|

Password

Forgotten your password?

Login to your account with the username and password that were sent to you via email after your CASG

account was created.
For safety reasons, CASG will lock the account for 30 minutes after three failed login attempts. Please contact your

administrator if you want to unlock the account immediately.

"E‘{ cCoOMODO
! Antispam Gateway

S

-

L Email User Interface

Your accountis locked and will be unlocked in 30
minutes.

Username
I

Password

Forgotten your password?

The length of time that accounts are locked for can be customized by contacting your Comodo account

Manager.
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«  If you have forgotten your login password, click 'Forgotten your password?' to generate a new password.
Click here for more details.

After first login, you might be able to login on subsequent occasions without providing your credentials if so
configured your administrator. A message will be shown after logging-in for the first time if this feature is enabled:
Stay signed in

=% Doyou wantto stay signed in? You can change
@this setting later in your profile.

«  Click 'Yes' to enable the feature.

You can change these settings anytime in "My Profile' > 'Change settings'. The 'Stay signed in' check-box will only be
available if your administrator has enabled the option for the domain. See 'Managing My Profile' for more details.

2.2 How to Get a New Password

If you have forgotten your password, you can reset it using one of the following methods:
Click the 'Forgotten your password?' link under the login button
+  Request your administrator to generate a new password for you.

If you just want to change your password for other reasons then login, click 'My Profile' then 'Change Password'.
Click here for more details.

Note. Only users that have successfully logged in at least once can reset their password using the 'Forgotten your
password?" link. If you are a new user, contact your administrator to add you as a new user to get a password.

To generate a new password from CASG login interface

Enter https://antispamgateway.comodo.com/user/ or https://us.antispamgateway.comodo.com/user/ as
appropriate in the address bar of any internet browser.

The login screen will be displayed:

L Email User Interface

Username

| |

Password

Forgotten your password?

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 6
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+  Click the 'Forgotten your password?' link to reset your password:

o

Hhkkkk

Forgotten your password?

To reset your password, type the full usemame you use to
sign in to your account.

Send password

«  Enter your full username, including domain address. For example, johnsmith@exampledomain.com'.
Click the 'Send password' button.

A new password will be generated and sent to your email address.

To change the current password
+  Login to the CASG interface.

+  Click 'Account management' on the left then select 'My profile'.

' cCOMODO
' Antispam Gateway

@ Incoming

(1Y outgoing

1 ]
[t3 Account management

® My profile
Manage report subscriptions

System me:

Alternatively, click the 'My Account' at top-right then click "My Profile'.
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{ My profile

Logout

The "My profile’ interface will open:

My profile Help

Change password

New password :

Confirm password :

Change settings

Whitelist my email : []
Enable quarantine alert |Use domain settings | »

Non human: [
Public email: [

+ Inthe 'Change password' section, enter and confirm your new password then click 'Save'.
You will see a confirmation as follows:

Success

@ FPassword was successfully saved.

+  Click 'OK".

You can now access the antispam interface with your new password.

2.3 How to Manage your Quarantined Mails

All spam, phishing and suspicious emails sent to your mailbox are quarantined by Comodo Antispam. The
quarantine interface allows you manage those mails. You can read and even download attachments from them if you
are sure they are safe.

You can access quarantined mails in two ways:

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 8
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»  From the Notification email
«  From the CASG User Interface
Quarantine Notification Email

All spam or mails containing malicious content or attachments, will be moved to quarantine. You will receive a
notification mail when one of your emails is quarantined. The notification email will have a link to the CASG user
console to view the quarantined email.

ici cCoOMODO
Antispam Gateway

Mo

New quarantined message for userd@csggad.comodo.od.ua

Sender. usergqad.stage.casg.info
Date: Mon Apr 18 12:23:35 GMT 2016
Subject: test spam emall

For help, see the User guide: hitp /Melp comodo comAopic-157-1-294-3308Inlroduction-10-Comado-Antis pam-Gateway. him|

Having Trouble? Support is here to help, asgsupportfiicomodo.com or review the Users Guide

+  Clicking the link in the Subject field in the body of the email, takes you to the login page of CASG user
console.

If your administrator has enabled auto-login for your domain, the notification email will also contain links to request
release, whitelist/blacklist the sender or delete the mail from quarantine.

rc COMODO
Antispam Gateway

W

New quarantined message for user4@csgqgad4.comodo.od.ua

Sender user@gad.stage.casg.info

Date: Mon Apr 18 12:30:18 GMT 2016

Subject: test spam email

Actions: Request release Request blacklist Request whitelist Delele

For help, see the User guide: hitp./'help comodo comfiopic-157-1-294-3308-Introduction-to-Comodo-Antispam-Gateway_html

Having Trouble? Support is here to help, asgsupponi@mcomodo.com or review the Users Guide

CASG Quarantine Interface

The 'Quarantine' interface in CASG allows you to view all your quarantined emails. The interface also allows you to:
«  Request your administrator to release quarantined emails
+  Add senders to either whitelist or blacklist.

«  Delete selected or all spam mails.

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 9
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Note: The administrator of your email account should have enabled this feature for you. If you are not able to view
and access your quarantined mail list, please contact your administrator.

Tip: You can configure CASG to send quarantine reports to your email. The report will contain a list of mails
identified as spam and moved to quarantine. For more details, see How to Subscribe for Periodical Quarantine
Report Summary.

To open the quarantined interface

Login to CASG.
«  Click 'Incoming' on the left and choose 'Quarantine’.

coMODO
' Antispam Gateway

&) Incoming
® (luarantine
Archive
Report spam
Log search
Manage whitelist senders
Manage blacklist senders

1y outgoing

¥
[t5) Account management

==

- Alternatively, click the 'Quarantine’ button at the top.

' COMODOD
Antispam Gateway

) Incoming
'l_.L

Manage repc

1 Outgoing

Quarantine repot

"
(3 Account management

Ity profile

The 'Quarantine’ interface will open.

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 10
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Quarantine Help
Show message ﬁ Delete E Delete all Showmessagesfor all aliases B Refresh
@ Filters
[] Subject From To Recipient Date (GRMT Reason Size @ Action
[] Fw: Become -

a certified cloud Stealing Talent ) ) 2016-02-2 F ) 20.89

) ) robin@democasg.com robin@democasg.com Combined i
computing <teacher@stealingtalent.com= 09:04:25 (0.15) KB
professional )
[T Fw: Make

Fouuoum?y Bullock Travels 2016-02-2 spam- 14.42
more exciting TR bob@democasg.como bob@democasg.coma TER Combined i i
with 0 first year ol Ll D many
fee and rewards
DFw ey Swindlers 2016-02-2 o 591
Investment with c ) bob@democasg.como bob@democasg.comao _ Combined ]

) <campaign@mswindlers.org= 07:35:47 T KB
lasting returns (0.14)
Fw: Get upto <pam
90% Brok t Sell _02-
off on Loeshe = bob@democasg.como bob@democasg.coma 2015022 Combined G1KEB 0
household =offers@brokenpotsellers.co.u 07.35.03 (0.19)
items. '
1 i1 [1-474] Per page |15 v

Quarantine - Column Descriptions

Column Header Description

Subject The subject line of the quarantined mail.

From The name and email address of the sender.

To The name/email addresses of all persons to whom the mail was addressed. The list
contains all the intended recipients belonging to different email domains, added to the
To and CC fields of the email.

Recipient Your name/email addresses.

Date The date and time at which the mail was received

Reason The reason for which the mail was quarantined.

Size The size of the email in KB.

Attachment Indicates whether the mail has attachments or not.

Action The action taken by the user. For example, to request the mail is released from
quarantine or to add the sender to the blacklist or whitelist.

«  Show messages for all aliases - By default, only the list of emails received at your primary email address
will be displayed. If you want to view the mails that were received at your alias email addresses, select the
'Show messages for all aliases' checkbox.

From this interface you can:
« View quarantined mails

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved "
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+ Request administrator to release quarantined mails

« Request administrator to add sender to blacklist

« Request administrator to add sender to whitelist
Sort the Entries

+  Click any column header to sort mails in ascending or descending order according to the column label.

Use the filter option to search for particular email. See 'How to use filter options in the Quarantined emails
interface' topic for more details.

View Quarantined Mails

The mails added to the Quarantine can be viewed in two ways:
+  In the same CASG window
« Inanew CASG window

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the
'Show message' button will be available in the interface.

To view quarantined mails in the same CASG window:

«  Select the mail that you want to view and click the 'Show Message' button.
OR

«  Click on the email link in the subject column that you want to view its details.

Quarantine ) Help
| Show message ﬁ Delete E Delete all ' ¥ Show messages for all aliases ‘1:"‘ Refresh ‘
@ Filters

[ Subject From To Recipient Date (GWM Reason Size~  fi Action

Fw:

Become a ) spam

Stealing Talents 2016-02-2 20.89
i bin@d ! bin@d ] Combined
cemﬁeq cloud <teacher@stealingtalents.com robin@democasg.cor robin@democasg.cor 09:04.95 ombine KB ]
computing (0.15)

professional

[7] Fw: Make

yaur journey

The selected mail will open:

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 12
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CQuarantine / E-mail

E-mail @ Hep

Normal | All headers

|:| Requestrelease Request blacklist Requestwhitelist | 3 Cancel request ﬁ Delete

Subject Fw: Becol;ne a certified cloud comp-uting professional
From  Stealing Talents <teacher@stealingtalents.com:
To  robin@demoecasg.comede.od.ua
cC

Date (GMT
+00:00)

Size 20.89KB

2016-02-29 09:04:25

Actions

Plain text | Html source | QOriginal View

On Sunday, 21 Februarv 2016 6:03 PM, Cloud Computing <support@golfmy.com> wrote:

If you're having trouble viewing this email, please click here.#yiv3085815760 body {margin:0;padding:
|
|

Certificate Course in |

Cloud Computing with M5 Rzure |

Improve your career graph with cloud computing |
ENROLL NOW |

By default, the email will open in plain text, so images, banners and links will be not be displayed.
+  Click 'Html source' to view the source code of the mail.
+  Click the 'Original View' tab. to view the mail with images and links

Warning

oy Are you sure you want to view this spam email?
! b This action may harm your personal data. More
info at hittp:ifen.wikipedia.org/wiki/Cross-

site_scripting

A warning will be displayed before you want to view the selected email in original.
+  Click 'OK" to view the email.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the
email or to add the sender to whtelist or blacklist.

If there is an attachment, you can download it from this dialog.

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 13
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Size
@ Sleep Away.mp3 6.31 MB
«  Select the attachment and click 'Download'.
- N
Opening Sleep Awaymp3 — ﬁ

You have chosen to open:
|| Sleep Away.mp3

which it MP32 Format Socund
from: http://5.39.28.212:8080

What should Firefox do with this file?

) Dpenwith | Windows Media Player (default) -

i@ i Save File

[] Do this autematically for files like this from now on.

oK ][ Cancel

You can open the attachment with an appropriate application or save to a desired location in your computer.

+  Click 'All headers' to view the email headers, which contain information about the route taken by the mail
before it reached your mailbox. The headers give full details of the sender, route, recipient, sent date, mail
type and so on and enable you to check the authenticity of the mail.

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 14
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Mormal All headers

1#] Download message

Received : from mail-0a0-165 google.com ([209.85.219.65]) -
by mxsnv1.dev.spamgateway.comodo.com with esmips (TLSv1:RC4-SHA128)
(Exim 4.82)
(envelope-from <fiatliena@gmail.com=})
id 1WcAR-000029-K5; Mon, 21 Apr 2014 09:38:22 +0000
Received . by mail-0a0-f65.google.com with SMTP id m1s04810660ag.0
for =multiple recipients=; Mon, 21 Apr 2014 02:38:07 -0700 (PDT)
DKIM-Signature : v=1, a=rsa-sha256; c=relaxedirelaxed;
d=gmail.com; 5=20120113,
h=mime-version:in-reply-toreferences: date:message-idsubjectirom:io
content-type,
bh=P+WwAQTKYGcEuHHM 3gINIRH gtz W0 ds 6iovDAREDI=;
=WbZoEdJIuKcBTUNVUHZGowSLD4VxLISeEEiwUy2R5cV+cIL4JPwhpTiV+WIAwgJt
OMqCYKytBD+P1DCrasSuNple0Suev+ci+60rWIEBMCIE+EYUTW2oKTGS0l934kJ0P0 L2
mEEJNuF0ZYiTiccsa0wsiZsPEQ80g+Qj0AEr+T Qb8 JKTbbBdzGwiO0M 3gKkrokiogF
Z6S+ixGgkl0Q4dPIbpvi7 85SNEZF JRGWEV|Bolr7ib0gC116GNEBIEZIEMIAGeULLgThd
46TMZo 1nSIRpJabEYPRLZYKYKE4WE92113PwlooRwNSLchrPY dvdob2Pjgzhol L QOFYT
Chig==
MIME-\ersion - 1.0
X-Received : by 10.60.62. 173 with SMTP id z18mr5409380er.61.139307 3086387, Mon,
21 Apr 2014 02:38:06 -0700 (PCT)
Received : by 10.182.225 1 with HTTP; Mon, 21 Apr 2014 02:38:06 -0700 (PDT)
In-Reply-To : <CAFuKkbdjnW_OH_EDnUJITSTBorPXuk+zig-BeciB45GEWgzhZA@mail. gmail.com=
References | <53180e1678225_d3832b33815960ba@ip-10-166-131-16.mail=>
=CAFUKkb4jnW_OH_6DnUJATSTEorPXuk+zig-BedfB45GEWgzhZA@mail.gmail. com=
Date : Mon, 21 Apr 2014 15:08:06 +0530
Message-ID : <CAFuKkbSSomTKQp+FOtgYmRS8u 1LUUOEnKNE1cYghTEHGMpa@mail. gmall.com=

m

+  To download the email as a HTML file, click 'Download' message.
To view a quarantined mail in a new window

- Right-click on the subject line of the mail you want to view and choose to open in a new tab or new window
from the context sensitive menu.

[ Subject From To Recipient Date (GM Reason
Fw: Make
Your journey cham
more exciting  Stealing Talents 2016-02
) mocasg.con bob@democasg.com Combinet

with 0 fir Open Link in New Tab 08:43:01 1515)
R Open Link in New Window
rewards i : .

Open Link in Mew Private Window
=

Fw:

SRS Bookmark This Link

Save Link As...

Copy Link Location

Search Google for "Fw: Make your j..."

Inspect Elernent ()

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 15
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Your browser may display a warning pop-up window notification. Click 'Options"> then select 'Allow pop-ups for..." to
allow the message to open in a new window. Click 'Show message in new window' again.

- Firefen geevesbed this site Tram ogening & popsop wind o, Diptiens | =

The details of the selected mail will be displayed in a new CASG window.

Request administrator for releasing quarantined mails

After viewing and ensuring that the selected email is not a spam you can request your email account administrator to
release the email.

Note: Depending on the permission level configured for your email account by your administrator, the button for
releasing quarantined email will be either 'Release’ or 'Request release' in the 'More actions' drop-down button. If
the interface displays 'Release’ button, you can release the selected email from the list without approval from your
administrator.

+  Select the mail that you want to be released and click 'More actions' > 'Request Release'

Quarantine

Show message m Delete Delete all More actions W [CIshow messages for all alia

&) Filters @

Request blacklist

[] Subject From To Date (GM Reason
Request whitelist

Fw: Make
Your journey Cancel request

L : spam
more exciting  Stealing Talents 301 6-02-: i

) ) bob@democasg.con bob@democasg.com Combined

with O firstyear <teacher@stealingtalents.com:= 08:43:01 ©.15)
fee and =
rewards

e

An email notification will be sent to your administrator for your request and you will also receive the request email.
This request will also be displayed in the 'Action’ column of the users' Quarantined interface. If the administrator
accepts the request, the user will receive the email and if it is rejected, 'Release’ icon in the Action column will no be
longer be displayed.

+  Click 'More actions' then 'Cancel request' to cancel the request.
Request administrator to add senders to blacklist

To avoid receiving spam emails, you can request the administrator to add the senders of these emails to blacklist.

Note: Depending on the permission level configured for your email account by your administrator, the button for
adding senders to blacklist will be 'Blacklist this Sender' or 'Request blacklist' in the 'More actions' drop-down
button. If the interface displays 'Blacklist this Sender' button, you can add the sender to blacklist without approval
from your administrator.

+  Select the mail whose sender you want to add to the blacklist and click '‘More actions' > 'Request Blacklist'
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Quarantine
Show message m Delete Delete all [C] Show messages for all alia

Reguest release

% Filters
[[] Subject* From To Date (GM Reason

Request whitelist

Fw: Make
Your journey Cancel request

8|
iti Stealing Talent 2=t
m-nre Sxeiing e e E.‘ bob@democasg.con bob@democasg.cormr cuiene Combined
with 0 first year <teacher@stealingtalents.com: 08:42:01 0 15)

fee and
rewards

7 Pw:

A notification will be sent to your administrator for your request and you also will also receive the request email. This
request will also be displayed in the 'Action’ column of the users' Quarantined interface.

If your administrator accepts the request, the sender will be added to blacklist and you will no longer receive
any mail from that sender.

+ Ifthe request is rejected, the 'Blacklist this Sender' icon in the 'Action’ column will no be longer be
displayed.

- Senders added to blacklist will be displayed in the 'Manage blacklist senders' interface. See Managing
Blacklisted Senders for more details.

«  To cancel the request before the administrator accept the request, choose the mail > click 'More actions'
then 'Cancel request'.

Request administrator to add senders to whitelist:

If mail from a sender that you trust gets quarantined, you can request your administrator to add the sender to the
whitelist.

Note: Depending on permissions set by your administrator, the link in the '‘More Actions' drop-down will either be
'Whitelist this Sender' or 'Request whitelist'. If the interface displays 'Whitelist this Sender' button, you can add the
sender to whitelist without approval from your administrator.

+  Select the mail that you want its sender to be added to whitelist and click 'More actions' > 'Request
Whitelist'
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Quarantine
Show message m Delete Delete all [C] Show messages for all alia

Reguest release
@ Filters
Reguest blacklist

] Subject* From To o Date (GM Reason
Fw: Make *ﬁ'

Your journey Cancel request i
more exciting  Stealing Talents 2016-02 o

) ) bob@democasg.con bob@democasg.com Combined
with O first year <teacher@stealingtalents.com:= 08:43:01 (015)
fee and ~
rewards

Your request will be sent to your administrator. You also will also receive the request email.
This request will also be displayed in the 'Action' column of the users' 'Quarantined' interface.

+  If the administrator accepts the request, the sender will be added to whitelist and the mails from them will
no longer be quarantined.

« Ifthe request is rejected, 'Whitelist this Sender' icon in the Action column will no be longer be displayed.
«  Click 'More actions' then 'Cancel request' to cancel the request.

2.4 How to Use Filter Options in the Quarantined Emails
Interface

You can use the filtering option in the 'Quarantine' interface to optimize your search.

+  Click anywhere on the 'Filters' stripe to open (or close) the filters area.

Quarantine Help
Show message m Delete ﬁ Delete all [ Show messages for all aliases ‘8 Refresh ‘
@ Filters
+ Subject w | |contains v Apply filter
[[] Subject From To Recipient Date (GAMT Reason size* Action

Available filters are:

+  Subject: Filter mails based on text found in the subject line. Type the text you wish to search for in the field
on the right. Select a condition from middle drop-down.

+  From: Filter mails based on the sender's name/email address. Type the name or email address you wish to
search for in the field on the right. Select a condition from middle drop-down.

+  To: Filter mails based on the name or email address of the person(s) to which the mail was sent. Type the
name or email address you wish to search for in the field on the right. Select a condition from middle drop-
down.

+ Date: Filter mails based on the date entered in the right field using the calendar drop-down and the
condition selected from middle drop-down.
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«  Size (KB): Filter mails based on the size of the message. Enter the size in KB in the field on the right.
Select a condition from middle drop-down.

- Reason: Filter mails based on the reason for which the mail was quarantined. Enter a reason in the right
field. Select a condition from the middle drop-down.

+ Recipient: Filters mails based on name or email address of the user in the same email domain to which the
mail was sent. Enter the text you wish to search in the right field and select a condition from middle drop-
down.

When you select any of the above options in the first drop-down, the following conditions are available:
«  Contains: Displays all archived mails that contain the words entered in the text box
«  Not Contains: Displays all archived emails that don't contain the words entered in the text box
« Equals: (Date) Displays archived emails that have the date specified on the right.

+ Less than: (Date) Displays archived mails which arrived before the date specified in the calendar
on the right.

«  Greater than: (Date) Displays archived mails which arrived after the date specified in the calendar
on the right.

« Less than: (Size) Displays archived mails smaller than the sized specified in the third box.
«  Greater than: (Size) Displays archived mails larger than the sized specified in the third box.

+  Click 'Apply Filter' to show mails meeting the criteria you selected.

To narrow your search results, click +

Quarantine

Show message ﬁ Delete E Delete all More actions W [¥] Show message

@ Filters

o= Onntains v
\IHI‘

Subject

4 From

To

Date

Size (KB)
Reason
Recipient

To Recipient Date (GRT Re

+  Clicking = to remove a filter.
«  Toremove all filters and return to the complete list, click anywhere on the filters to close the filters area then

| £ * Refresh |

click the button

2.5 How to Check when an Expected Email is not
Received

You are expecting an important email, but it is not in your inbox. The CASG filtering engine would have most
probably classified it as spam and quarantined. Search for it in the 'email quarantined' area.

To search for a particular email in the quarantine interface
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+ Login to the CASG interface.
«  Click 'Incoming' on the left then choose 'Quarantine’

cCOMODO
' Antispam Gateway

Eﬁ Incoming
® Cluarantine
Archive
Report spam
Log search
Manage whitelist senders
Manage blacklist senders

r-_T-J Qutgoing

L ]
[t5 Account management

- Alternatively, click the 'Quarantine’ button at the top.

(&) Incoming

Manage repc

(1Y Outgoing

¥ I: ] r "1
[T account management Quarantine repo

Ity profile

All'your quarantined emails will be displayed as a list with their details.

COMODO
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Quarantine Help
Show message ﬁ Delete E Delete all Showmessagesfor all aliases B Refresh
@ Filters
[] Subject From To Recipient Date (GRMT Reason Size @ Action
[] Fw: Become -

a certified cloud Stealing Talent ) ) 2016-02-2 - ) 2089
) ) robin@democasg.com robin@democasg.com Combined i
computing <teacher@stealingtalent.com= 09:04:25 (0.15) KB
12
professional )
[T] Fw: Make
yourjoumey Bullock Travels 2016-02-2 gt 1442

more exciting i : bob@democasg.como bob@democasg.coma Combined i
<marketing@yaktouring.org= De:43:01 i KB
with 0 first year ey Ll (0.15)

fee and rewards

EFw:  Money Swindlers 2016-02-2 P 5.91
Investment with c ) bob@democasg.como bob@democasg.comao _ Combined ]
) <campaign@mswindlers.org= 07:35:47 T KB

lasting returns (0.14)
Fw: Get upto -
90% Brok t Sell _02-

aff on Lo = bob@democasg.como bob@democasg.coma 2015022 Combined G1KEB 0
household =offers@brokenpotsellers.co.u 07:35:.03 (0.19)
items. :

1 i1 [1-474] Per page |15 v

Quarantine - Column Descriptions

Column Header Description

Subject The subject line of the quarantined mail.

From The name and email address of the sender.

To The name/email addresses of all persons to whom the mail was addressed. The list
contains all the intended recipients belonging to different email domains, added to the
To and CC fields of the email.

Recipient Your name/email addresses.

Date The date and time at which the mail was received

Reason The reason for which the mail was quarantined.

Size The size of the email in KB.

Attachment Indicates whether the mail has attachments or not.

Action The action taken by the user. For example, to request the mail is released from
quarantine or to add the sender to the blacklist or whitelist.

«  Show messages for all aliases - By default, only the list of emails received at your primary email address
will be displayed. If you want to view the mails that were received at your alias email addresses, select the
'Show messages for all aliases' checkbox.

Sort the Entries

+  Click any column header to sort mails in ascending or descending order according to the column label.
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«  Use the filter option to optimize your search. Click here for more details.
+  Click here to know how to manage your quarantined mails.

Tip: You can configure CASG to send Quarantine summary reports periodically to your email. The report will
contain a list of mails identified as spam and were moved to Quarantine automatically by CASG. For more details,
refer to How to Subscribe for Periodical Quarantine Report Summary.

2.6 How to Retrieve an Email which had Virus Attachment

«  CASG moves all your incoming emails identified as spam or containing virus or with any other suspicious
attachment to quarantine, after the filtering process.

+ You will receive a notification whenever a mail addressed to you is quarantined.
+  You can retrieve your quarantined emails from the 'Quarantine’ area in CASG.
To retrieve quarantined mails with attachments

+ Login to the CASG interface.

+  Click 'Incoming' on the left and choose 'Quarantine'

coOMODO
' Antispam Gateway

Eﬂ Incoming

® Cluarantine
Archive
Report spam
Log search
Manage whitelist senders
Manage blacklist senders

Qutgoing

Account management

«  Alternatively, click the 'Quarantine' button at the top.

' COMODDOD
Antispam Gateway

) Incoming
ili

Manage repc

] Ouwtgoing

Quarantine repot

¥
[T account management
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All your quarantined emails will be displayed like shown in the example below.

Quarantine Help
Show message m Delete E Delete all Showmessagesforallaliases D Refresh
@ Filters
[[] Subject From To Recipient Date (GWMT Reason Size~ | [ Action
[] Fw: Become

) . . spam
a cerified cloud Stealing Talent _ _ 2016-02-2 _ 20.89
) ) robin@democasg.com robin@democasg.com Combined fl
computing <teacher@stealingtalent.com= 09:04:25 (0.15) KB
professional )
[C] Fw: Make

yourjoumsy g o0k Travels 2016-022 o 1442
more exciting ikehnoy kDl g o bob@democasg.como bob@democasg.comao 084301 Combined KB i
with 0 first year e A i (0.15)
fee and rewards
[ Fw. . Money Swindlers 2016-02-2 spam- 5.91
Investment with - ) bob@democasg.como bob@democasg.coma ~ Combined 71

) <campaign@mswindlers.org> 07:35:47 T KB

lasting returns (0.14)
Fw: Get upto

90% off on Brokenpot Sellers 2016-02-2 e

bob@democasg.como bob@democasg.coma Combined 61KB 0
household <offers@brokenpotsellers.co.ul 07:35:03 (0.19)
items. :
1 i1 [1-474] Per page |15 G

Quarantine - Column Descriptions

Column Header Description

Subject The subject line of the quarantined mail.

From The name and email address of the sender.

To The name/email addresses of all persons to whom the mail was addressed. The list
contains all the intended recipients belonging to different email domains, added to the
To and CC fields of the email.

Recipient Your name/email addresses.

Date The date and time at which the mail was received

Reason The reason for which the mail was quarantined.

Size The size of the email in KB.

Attachment Indicates whether the mail has attachments or not.

Action The action taken by the user. For example, to request the mail is released from
quarantine or to add the sender to the blacklist or whitelist.

- Show messages for all aliases - By default, only the list of emails received at your primary email address
will be displayed. If you want to view the mails that were received at your alias email addresses, select the
'Show messages for all aliases' checkbox.
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Sort the Entries

+  Click any column header to sort mails in ascending or descending order according to the column label.
«  Use the filter option to optimize your search. Click here for more details.
Read the Email

+  After identifying the email with attachment that you suspect to be virus, select it and click the 'Show
Message' button or click on the email link in the 'Subject' column to view its details. If you want the mail to
be opened in a new CASG window or tab, right-click on the email link in the 'Subject' column and select
from the context sensitive menu options.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the
'Show message' button will be available in the interface.

Quarantine ) Help
m Delete Delete all ' Showmessagesforallaliases D Refresh ‘

] Show message

@ Filters

[ Subject From To Recipient Date (GWM Reason Size~  fi Action
Fw:

Eerf;m:il g Stealing Takents . . 2016-02-2 Zpamb, ; 2089 o

certme .CUU <teaCher@stealingta|er|t5_com ro II"I@ EMocasg.cor ro II"I@ EMOCasg.cor 09:04:25 omoine KB g]

computing (0.15)

professional

[T] Fw: Make

your journey

The selected email will open.
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Quaranting f E-mail

E-mail © e

Normal | All headers

|':| Requestrelease Request blacklist Requestwhitelist = 3 Cancel request ﬁ Delete

Subject Pw: Bec:or-'ne a certified cloud com[;uting professional
From  Stealing Talents <teacher@stealingtalents.com:=
To  robin@democasg.comodo.od.ua
cC

Date (GMT
+00:00)

Size 20.89KB

2016-02-29 09:04:25

Actions

Plain text | Html source | Original View

On Sunday, 21 February 2016 &:03 PM, Cloud Computing <supportf@golfmy.com> wrote:

If you're having trouble wiewing this email, please click here.#viw3085815760 body [margin:0;padding:
|
|

Certificate Course in |

Cloud Computing with M5 Azure |

Improwve your career graph with cloud computing |
ENEOLL HOW |

By default, the email will open in Normal view and will be displayed in Plain text, where the images, banners and
links will be not be displayed. Click 'Html source' to view the source code of the mail. To view images and links, click
the 'Original View' tab. A warning will be displayed before you want to view the selected email in original.

Warning

Y Are you sure you want to view this spam email?
! % This action may harm your personal data. More
info at http:ifen.wikipedia.orgfwiki/Cross-

site_scripting

«  Click 'OK'" to view the email.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the
email or to add the sender to whtelist or blacklist.

Note: Depending on the permission level configured for your email account by your administrator, the buttons in the
'E-mail' may vary. The 'Request release', 'Request blacklist' and '‘Request whitelist' buttons may appear as
'Release’, 'Blacklist this sender' and 'Whitelist this sender' buttons respectively enabling you to perform the desired
action without approval from the administrator.
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Size

@ Sleep Away.mp3 6.31 MB

«  Select the attachment and click the download button.
The download dialog will open.

F B
Opening Sleep Awaymp3 ﬁ

You have chosen to open:
|| Sleep Away.mp3

which it MP32 Format Socund
from: http://5.39.28.212:8080

What should Firefox do with this file?

) Dpenwith | Windows Media Player (default) -

i@ i Save File

[] Do this autematically for files like this from now on.

Ok ] ’ Cancel

You can open the attachment with an appropriate application or save to a desired location in your computer.

The selected email will be delivered to your inbox only when the administrator has accepted your request for
releasing it.

Note: Antivirus application in your computer may prevent an attachment that contains virus from downloading. To
download the attachment, disable the antivirus option in your computer.

2.7 How to Restore Deleted Mails

CASG is capable of maintaining a copy of your emails in the archive.

«  The period for which mails are retained in the archive depends on the retention period configured by your
administrator.

«  The 'Archive' interface allows you to view the list of emails received at your email address.
You can view stored messages, reply to mails, report spam, and resend mail to yourself from this interface.
To retrieve a deleted mail

+  Login to the CASG interface.

+  Click 'Incoming' on the left then choose 'Archive'
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cOMODO
' Antispam Gateway

) Incoming

Cuarantine
m Archive

Report spam

Manage whitelis
Manage bla
r—l-] Qutgoing

il
9 Account management

The 'Archive' interface will open with the list of your stored mails.

Archive © Hen
Show message /M Reportspam ‘& Resend email ‘ Show archive hd HD Refresh
@ Filters
[] Subject From To Date (GMT=( Siz¢ fj Action

dyanora t 2016-03-02 614
v bob@d ! do.od.
Just One Step Away <dyanorat481@gmail.com> ob@democasg.comodo.od.ua e KB i
isteri xford morris mi -03- !
[C] 10 Benefits ofreglsterm_g on oxftoerd morris minor BBt micich o cumicdo.ou i 2016-03-02 269.3 @
Customer Portal & Life Assist App  <mmoxford@yahoco.com= 06:45:47 KB
[T] M1 20800 mAh PowerBank @ oxford merris minor 2016-03-02 3B8.48
. bob@democasg.comodo.odua nl
980rs. (LIMITED STOCK) <mmoxford@yahoo.com= 06:36:17 KB
: Fw: [nidoki d db ted -03- j
[T Fwd: Fw: [nidokidos] ULTIMATE agwood bumpsted bt o vrmodki ot i 2016-03-02  140.0 A
EXOTIC PLAYGROUND; DUBAI <avantistude@gmail.com=> 06:35:13 KB
O] Fwd: Fw: [nidokidos] Download  sumeet domestic 2016-03-02 1656
) _ ) bob@democasg.comodo.od.ua nl
Bollywood Movie Of The Day <sumeetdomestic@gmail.com= 06:34:07 KB
[7] Fwd: How Can You Further sumeet domestic 5016-03-02 2361
K . N ) bob@democasg.comodo.od.ua i 7]
Secure Your Clients? zsumeetdomestic@gmail.com: - 06:26:09 KB

+  Locate the mail you wish to restore and click 'Resend Mail'. This will send the mail to your mailbox only, and
not to any other recipients in the 'To", 'CC" and 'BCC' fields.
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Archive @ Hepp
| Show message | /N Reportspam (& Resend email | [ Show archive "" £ Refresh ‘
‘ e Filters: ‘

[] Subject From To Date (GMT+{ Size fj Action

Mew to the stock market? Take  sumeet domestic 2016-03-02 6.66

) i . bob@democasg.comodo.od.ua 1]
your FirstStep <sumeetdomestic@gmail.com= 07:56:11 KB
d:.an:"af L 2016-03-02 6.14

Just One Step Away

A confirmation dialog will appear.

Resend email(s)

s Are you sure you want to resend selected
email(s) to recipient mailbox?

+  Click 'OK" to receive the mail(s) at your mail box

You can search for specific mails by clicking the 'Filters' bar. You can search by subject line, sender, date received or
file size.

If you would like to know more about the mail archive area, see Mail Archive.

2.8 How to Reply to Archive Mails

CASG allows you to reply to archived mails. This is useful if you have accidentally deleted a mail from your mail box
but wish to send a reply to the sender. You can choose to send the reply only to the sender or to all for which the
email was addressed.

To send a reply to a mail from archive
+  Login to the CASG interface.
+  Click 'Incoming' on the left then choose 'Archive'
The 'Archive' interface will open with the list of your emails.
+  Select the mail from the Archive interface
You can use sorting and search options to search for specific mails.
«  Click 'More actions' and choose the option

+  Reply - The reply mail will be sent only to the sender email address

+  Reply all - The reply mail will be sent to all email addresses in the 'To' and 'CC' fields of the
selected mail
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Archive

Show message /M Reportspam = & Resend email More action: W | | Show archive

Dent
Rephy

E @ Filters

Rephy all
[] Subject From To Dat
) o bob@democasg.comodo.od.ua -
[] Don't Miss Qut On the MSP oxford morris minor ) ) 2
) ) dyancratd81@gmail.com )
Webinar Series <mmoxford@yahoo.com= 1

avantistude@gmail.com

Mew to the stock market? Take  sumest domestic

=

bob@democasg.comodo.od.ua

your Firststep <gumeetdomestic@gmail com:=
dyanora t
Just One Step Away

The Reply/Reply all interface will open.

Reply all
D Reply

Te: Sumeet Domestic <sumeetdomestic@gmail.coms=, bob@democasg.comodo.cd.ua

Subject: RE: New to the stock market? Take your FirstStep

Reply text
Thanks for your advice. | am interested in opening an online trade account. Please guide me,

-Bob|

Original message

THE FIRSTSTEP TO ONLINE
TRADING 101!

TradeHelp now brings you a window of opportunity to maximize your wealth creation possibilities.

So get started with a boost of confidence as we carefully walk you through:

Entry Level Basics
Expert Research

Pmlimn CAMA

«  Enter your reply message in the 'Reply text' field and click Reply from the top left

The message will be sent to the selected email addresses.

Successfully sent ﬁ
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2.9 How to Subscribe for Quarantine Reports

Comodo Antispam Gateway can periodically generate quarantine reports. These reports will contains the details of
emails addressed to your but moved to quarantine.

+ You can subscribe for these reports to be periodically sent to your email from the 'Manage report
subscriptions' interface.

Note: The report subscription feature will be available for you only if the administrator has enabled this feature. If

enabled, the 'Manage report subscriptions' sub tab will be available on the left under the 'Account management'
tab.

The Quarantine Report contains a statistical breakdown of the mails that were identified as spam or containing
malicious content and were moved to Quarantine automatically by CASG, with the details of sender, receiver, date
and attachments. Clicking the subject line in the list will open the respective mail in a new CASG window. Refer to
CASG Reports for more details.

The report can be subscribed to be received daily, weekly or monthly.
To configure subscription of the report
+ Login to CASG

+  Click "Account management' on the left then select 'Manage report subscriptions'.

cCOMODO
' Antispam Gateway

@ Incoming

|’—-£| Outgoing

L
[ Account management
My profile
® [Manage report subscriptions

System me 5 locale

The 'Manage report subscriptions' interface will open:

Manage report subscriptions © Hew

‘_ @ Quarantine report ‘

Hour Day of month Day of week Send empty Enabled Start date Report length
'E;E'Every hour '?'Every day ':?:'Every week day
@ Choose ©Choose D Choose

o — 1 - Sunda -

&l [ . 4 I Next report for 14 hour(s) from last

1 £ onaa EXT repol or lour{s) from last run
v MNov 20, 2015 04:00
; S B ol (2015-11-1913:37)

E 2 3 uesda

| 3 . Vednes

4 - 5 - Thursda .

Reset settings to default
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+ If you want to receive the periodical Quarantine summary reports, ensure that the 'Enabled' check box is
selected.

»  Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.

- Select the frequency of the report to be sent to you from the 'Hour', 'Day of month' or 'Day of week'
columns.

«  Hour - The reports will be generated and sent at the selected hour of the day or date chosen from 'Day
of month' or 'Day of week' columns.

+  Day of month - The reports will be generated and sent every day or on the specific day every month
chosen at the hour selected from the "Hour' column.

- Day of week - The reports will be generated and sent every day or on the specific day every week
chosen at the hour selected from the "Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen.

+  Report length - Displays the period of the report that will be generated depending on the options
chosen.

«  Click 'Save' for your settings to take effect.

+  Click 'Reset settings to default' button to configure default report generation period. The report will be
generated every 24 hours starting from last report generated time or from 00:00 hours.

2.10  How to Configure Language for Messages from CASG

You can configure the language in which the messages from the CASG are to be displayed and sent to you from the
'System messages locale' interface.

To configure the language for messages

+  Click 'Account Management' on the left then select 'System messages locale'

Eo o fale e Quarantine: 0
{ Antispam Gateway S

2 comi
@ Incoming System messages locale Help
1y outgoing

Change locale for system messages |English v

i\l
=] Account management

My profile

Manage report subscriptions

B System messages locale

+  Select the language in which the messages are to be displayed/sent from the drop-down.
«  Click "Save' for your settings to take effect.

2.11  How to Perform a Log Search of your Incoming Emails

The 'Log search' area lets you search for specific email messages. You can modify your search according to multiple
criteria, including date range, sender, recipient and IP address.

Note: The administrator of your email account should have enabled this feature for you. If enabled, the 'Log search'’
will be available on the left under the 'Incoming'.

To perform a log search of your incoming emails
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+ Login to the CASG interface.
«  Click 'Incoming' on the left then click the 'Log search'.

: COMODO
g’ Antispam Gateway

@ Incoming
Qarantine
Archive
Report spam
Log search
Manage whitelist senders
Manage blacklist senders

(1Y outgoing

| |
[£5 Account management

The 'Log search (incoming)' interface will open:

Log search (incoming) Help

Date range: | 2015-11-18 14:47:22 L] -12015-11-19 14:47:21 u
Message ID:

Sender:

Recipient: |demouser @democasg.comodo.od.ua
Sender IP:

Sender host:

Include results from the last minutes: [

Search

- Date range: The date range for which you want to search the log file.

«  Message ID: A unique message identifier (optional ).

+  Sender: The sender email address in this field.

«  Recipient: The currently logged in user name will be displayed in this field.
«  Sender IP: The IP address of the sender.

+  Sender Host: The sender host name.

+ Include results from the last minutes: If selected, CASG will include messages that are currently being
migrated from the filtering server to the logging server in the search results.

The optian “Incude resulls from the last minutes™ will skew down the search result retrieval E
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+  Click the 'Search' button.
CASG will search for the entered terms and display the results.

Date and time* Host (Exim idj* = Sender hostnan Sender Recipient Subject Classification
Rejected
2014-10-29 mxsrv3.spamgat mxsrv3.spamgat admin@csg.cor john demo spam Extl:ﬁ:ial attemn
14:53:43 1XjUd0-0006Y6\ 178.33.199.69 ' email 1 P
match
Rejected
mxsrv2.spamgat .
2014-10-29
e 1XjUUt- mxsrv2.spamgat demo@csg.com john Spam email 1 Rejected h]r .
14:45:07 178.33.199.66 relay restriction
0001RZ-B8 : e
for this recipient
Rejected
mxsrv1.spamgat =
2014-10-29
1XjUUX- MXSrv2.spamgat demo@csg.com john Spam email 2 Rejected h'_'l" .
14:44:59 . 178.33.199.66 relay restriction
0006MY-Bj : .
for this recipient
1 In [1-373] Perpage |15 w
Sort Entries

+  Click any column heading switches the sorting of the entries based on the ascending/descending order

2.12  How to Add or Remove a User from Recipient Whitelist

All filtering checks in CASG are disabled for whitelisted recipients. You have the option to add or remove yourself
from the recipient whitelist.

Note: The administrator of your email account should have enabled this feature for you. The 'Change settings'
section will only be available in the 'My profile’ interface if the feature is enabled.

To add or remove yourself from recipient whitelist
+  Login to CASG.
+  Click 'Account management' on the left then select "My profile'.

' coMODO
' Antispam Gateway

@ Incoming

1y outgoing

L ]
[:3 Account management
B [y profile
Manage report subscriptions

System messages locale

Alternatively, click the "My Account' link at the top right side and then click 'My Profile'.

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 33



Creating Trust Online®

Comodo Antispam Gat_eyy,ay—-—-—-—-*U"s"'é’_r_ﬂé_@jde coMoDo

.-’/

{ My profile

Logout

The "My Profile' interface will be displayed.

My profile Help

Change password

Mew password :

Confirm password :

Change settings

Whitelist my email : ]
Enable quarantine alert |Use domain settings | w

Non human: [[]
Public email: [

+ Inthe 'Change settings' section, select or deselect the "Whitelist my email' checkbox to add or remove
yourself from the recipient whitelist.

+  Click 'Save' to confirm your changes.

2.13  How to Report Spam Emails

You can upload and submit suspected junk emails that have got through our spam filters. Comodo will analyze
reported mails and, if we confirm them as spam, will update our filters to quarantine similar mails in future.

CASG allows you to report spam emails in two ways:
«  Submit mails from your mail archive
«  Manually upload emails in .eml and .msg.files

Users can also report spam by sending it to spam@antispamgateway.comodo.com. Add the spam email as an
attachment in .eml or .msg format.

To submit mails from your mail archive
+  Login to CASG.

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 34


mailto:spam@antispamgateway.comodo.com

COMODO

Creating Trust Online®

+  Click 'Incoming' on the left and then choose 'Archive'

The 'Archive' interface will open with the list of your emails.
+  Select the mail from the Archive interface

You can use sorting and search options to search for specific mails.
+  Click the 'Report Spam' button from the top

Archive @ Help
@] Show messang' Resend email Show archive v HD Refresh
:ﬁ Filters {
[[] Subject From To Date (GMT={ Siz¢ fj Actior

bob@democasg.comodo.od.ua

[] Don't Miss Out On the MSP oxford morris minor i 2016-03-02 30.49
] ) dyanorat481@gmail.com il
Webinar Series zmmoxford@yahoo.com: T i 10:57:50 KB
avantistude@gmail.com
[C] New to the stock market? Take  sumeet domestic 2016-03-02 6.66
: : : bob@democasg.comodo.od.ua il
your FirstStep <sumeetdomestic@gmail com:= 07561 KB
dyanora t 2016-03-02 614
’ bob@d . do.od.
[T] Just One Step Away e T ob@democasg.comodo.od.ua 054707 KB 7]
[T] 10 Benefits of registering on oxford morris minor 2016-03-02 269.3¢
] ; bob@democasg.comodo.od.ua ﬁl
Customer Portal & Life AssistApp  <mmoxford@yahoo.com:= 06:45:47 KB
o wford is mi (3
M1 20800 mAh PowerBank @ oxford morris minor o T e 2016-03-02 3849 i
980rs. (LIMITED STOCK) <mmoxford@yahoo.com:> 063617 KB
7 : idoki d db d = :
Fwd: Fw: [nidokidos] ULTIMATE ﬁgwo? umpste : bob@democasg.comodo.od.ua 2016-03-02 1400 i
EXOTIC PLAYGROUND; DUBAI =avantistude@gmail.com= 063513 KB

Fud: Fw: [nidokidos] Download
A confirmation dialog will be displayed.
Report as spam

emails as spam?

+  Click 'OK' to upload the mails for analysis

@ Are you sure you want to mark the selected

To manually upload an email
+  Login to CASG.
+  Click 'Incoming' on the left then select 'Report spam'.

Note: The administrator of your email account should have enabled this feature for you. If enabled, the 'Report
spam'’ sub tab will be available on the left under the 'Incoming' tab.
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Report spam © Heip

Upload .eml format files only (max. size - 9 Mb)

b1 Upload

«  The 'Report Spam' interface will open.
+  Click the 'Upload' button.

«  Navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you
want to report as spam and click 'Open’. The maximum size of the file that can be uploaded is 9 MB.

Note: The files should be email format (with .eml extension) and its size should not exceed 9 MB. The following
error message will be displayed if any of the above is not complied with.

Perhaps the body of the file is damaged o i Is nat * emi farmat or it size greater than OMD (outgoing_users.csv) [x]

Choose File to Upload e 7] ]
Look in: I I suspected_mails j a ?’ — *
~ - o ;
59 Apply, Get Real Quotes For Top Plans. Go With The Best Offer
54 Europe Lotkery - Yoo waon £500,000

EZ MY CANADTAN PHARMACY
54 Your Email Id has won 1,000,000,00 GEP in the British Microsoft Inc,

File name: I.ﬁ.ngel Beauty Clinic j Open

Cancel

It

Filez af type: I.-i‘-.ll Files [*.7]

+  The mail will be processed for uploading and success message will be displayed after the process is
completed.
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Spam reported successfully |

Upload .eml format files only (max. size - 9 Mb)

1&) Upload

2.14  How to Perform a Log Search of your Outgoing Emails

The 'Log search' area lets you search sent emails based on filters such as date range, recipient email address,
sender IP and classification.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Log
search' will be available in the under the 'Outgoing'.

To perform a log search of your outgoing emails
+  Login to the CASG interface.
+  Click the 'Outgoing' on the left then click the 'Log search'.

coMODOD
pr Antispam Gat

(2] Incoming L
O
e}y Outgoing

B [ ogs=arch

.'_—:j Account management

The 'Log search (Outgoing)' interface will open:
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Log search (outgoing) Help

Date range: |2015-11-18 15:02:34 L] -1 2015-11-19 15:02:33 L]

Message ID:

Sender: |demouser {@democasg.comodo_od.ua

User: [@democasg.comodo_od.ua
Recipient:
Sender IP:
Sender host:

Classification: |All v

Include results from the last minutes: ]

oo

+  Date range: The date range for which you want to search for the sent mails.
« Message ID: Enter a unique message identifier (optional )
«  Sender: The currently logged in user name will be displayed in this field.

«  User: The username of the outgoing email address that was used for your outgoing mails. Please note that
even though many users may be configured with the same username for their outgoing mails, only the
mails sent by you will be displayed for the search.

+  Recipient: The email address of the recipient (for example, 'testuser1@domain.in') that you want to search
for sent mails.

«  Sender IP: The IP address of the sender.
«  Sender host: The sender host name.
+ Classification: The type of email that you want to search from the drop-down options.

+ Include results from the last minutes: If selected, CASG will include messages that are currently being
migrated from the filtering server to the logging server in the search results.

The optian “Indude resuis from the last minutes™ will kvw down the search reswl retrieval u

+  Click the 'Search' button.
CASG will search for the sent mails based on the filters entered and / or selected and display the results.

Date and tiriie Host (Eximid) Sender hosin, User Sender Recipient Subject Classification

mxsrv3.spamg

2014-10-29 i outgoin Accepted
ado1s  XUYS ;113"'3;:;;”230' john john@doctean demo2@docte 353323 :
0 E . ] X O|ecCl £
0005Ws-OH :
mxsrv2.spamg : .
2014-10-29 § mail2.comodo. . : outgoing Accepted
1XJUYF- john john@doctean demol@docte ;
14:48:43 91.196.95.33 subject
0002Do-AU '
1 i1 [1-272] Perpage |15 W

+  Click the 'Download' button to download the log report of sent mails for the filters entered and/or selected.
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The download dialog will be displayed.

F ™
Opening cutgeoing.docteamcasg.comedo.od.ualogs.zip ﬁ

You have chosen to open:

g outgoing.docteamcasg.comodo.od.ualogs.zip
which ist WinRAR ZIP archive

from: . & ——

What should Firefox do with this file?

7 Openwith |[WinRARZIP (default) -

@ i Save File

[] Do this autematically for files like this from now on.

(8] l ’ Cancel

You can open the file by using the browse option or save the file in your system. The compressed log file will be
saved in the folder that you have configured for saving download files. The values in the log report will be separated
by commas and this file can be opened with application such as Excel or Openoffice Calc.

2.15  How to Manage Whitelisted Senders

CASG lets you define a list of trusted senders known as a 'whitelist'.

+  Mail from whitelisted senders will always reach your mailbox and will not be blocked by the antispam
engine.

«  Comodo strongly recommends you use this option only after ascertaining the authenticity of the senders.
You can add senders to the whitelist in two ways:
+  From the Quarantine interface

+  Request the administrator of your account to whitelist senders
OR

+ Add sender yourself to whitelist without approval from the administrator depending on the permissions
configured. See Quarantine section.

«  From the Manage whitelist senders interface

«  Manually add or delete senders to whitelist, depending on the permissions assigned to you by the
administrator.

This section explains viewing the list of Whitelisted senders and adding/removing senders to the list.

To manage whitelist senders

«  Click 'Incoming' on the left and choose 'Manage whitelist senders'
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Archive
Report spam
Pac o
Manage whitelist senders
Mandye wacraiot seders

An N utgoing

1
5 Account management

The 'Manage whitelist senders' interface will be displayed with a list of senders whitelisted for your mail account.

Manage whitelist senders © weie
st B pow 5 Bincime
£ Finess

Sandr

goodbopiiheaven com
1 natienaggmail.oom

[v-2:2] Parpige (18 | w

From this interface you can:
- Add senders to whitelist manually
+  Remove senders from whitelist

Note: The 'Add' and 'Delete’ buttons will be available only if the administrator of your account has enabled this for
you. If this is not enabled, you can just view the whitelisted senders in this interface.

Sort Entries
+  Click the 'Sender' header to sort the entries in ascending or descending order of senders' names.

Use Filters to search senders
+  Click anywhere on the 'Filters' stripe to open (or close) the filters area.
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Manage whitelist senders @ v
ot Ko 33 Ramesn |
& Fatars

Sender -

«  Sender: Filter senders based on their name/email address. Type the name or email address you wish to
search for in the field on the right. Select a condition from middle drop-down.

The following conditions are available:

«  Equals: Displays all senders with name/email address that match the text entered in the text box.
+  Not Equals: Displays all senders with name/email address except the one entered in the text box.

«  Contains: Displays all senders with name/email address that contain the text string entered in the
text box.

+  Not Contains: Displays all senders with name/email address that do not contain the text string
entered in the text box.

«  Starts With: Displays all senders with name/email address that start with the text string entered in
the text box.

«  Ends With: Displays all the senders with name/email address that end with the text string entered
in the text box.

+  Click 'Apply Filter' to show the senders meeting the criteria you selected.
«  Click anywhere on the 'Filters' to close the filters area.
- Toremove all filters and return to the complete list, click anywhere on the filters tab to close the filters area

£3 Refresh

then click the button.

To add senders to whitelist manually

+  Click the 'Add' button at the top.

Manage whitelist senders Help
& Fillers
+ o

Sandar

The 'Add sender' dialog will open:

Add sender

- Enter the sender's username in the 'Sender’ text box and sender's email domain name in the text box after
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the @ symbol.

«  Click the 'Save' button. Repeat the process to add more senders to whitelist.

To remove senders from whitelist

+  Select the sender(s) from the list and click the 'Delete' button.

Manage whitelist senders 2
3 am 3 Relresn
£ Fine

sander

¥ goodopg@haaven com

Ratfienaggmail com

Parpage 15 |w

+  Click 'OK" in the confirmation dialog.

Remove senders

@Are you sure you want to remove selected

senders?

2.16  How to Manage Blacklisted Senders

CASG allows you to blacklist senders who frequently send unsolicited emails to you.
«  The sender will be blocked only for you and not for other users in the domain.
+  Messages from blacklisted senders will not be quarantined.
+  The sending SMTP server will send a 'bounce' message to the sender.

You can add senders to the blacklist in three ways:

- From the Quarantine interface - By requesting your administrator to blacklist senders of selected
quarantined emails. For more details see the Quarantine section.

«  From the 'Archive' interface - By requesting your administrator to blacklist the senders of selected mails.
For more details see the Mail Archive section.

+  From the 'Manage blacklist senders' interface - You can manually add or delete senders to blacklist,
depending on the permissions assigned to you by the administrator.

To manage blacklist senders

+  Click 'Incoming' on the left then choose 'Manage blacklist senders'
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Quarantine
Archive
Report spam
Log search
Manage whitelist senders

® [Manage blacklist senders

1y outgoing

Account management

The 'Manage blacklist senders' interface will be displayed with a list of senders blacklisted for your mail account.

Manage blacklist senders :
& wan | T ostste o
0 Filtars
[T Sender

dewil @hell.oom
1 bruiusi@backsiahbarorg
1 A [1-312] — v

From this interface users can:

- Add senders to blacklist manually
« Remove senders from blacklist

Note: The 'Add' and 'Delete’ buttons will be available only if the administrator of your account has enabled this for
you. If this is not enabled, you can just view the blacklisted senders in this interface.

Sort the Entries

«  Click on the 'Sender' column header to sort the entries in ascending or descending order of sender names.
+  You can use the filter options to search for specific sender from this interface.

To add senders to blacklist manually

+  Click the 'Add' button at the top.
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Manage blacklist senders @ e
ﬁ Delele £ Ratesh
€ Fiters

Samdar

The 'Add sender' dialog will be displayed.

Add sender

- Enter the sender's username in the first text box and sender's email domain name in the text box after the
@ symbol.

«  Click the 'Save' button. Repeat the process to add more senders to blacklist.

To remove senders from blacklist

«  Select the sender(s) from the list and click the 'Delete’ button.

Manage blacklist senders © Heio
- o oe) 2 o
a Filters

[ Sender

¥ liangnekeven ol oom
Judas@betrayal ned

¥ devil@hedl com

I brutus@backstabbarorg

1 [ fr-4i%] Perpage 15 | w

+  Click 'OK"in the confirmation dialog for your changes to take effect.

Remove senders

@Are you sure you want to remove selected

senders?
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3 The CASG User Console

The user console of Comodo Antispam Gateway (CASG) allows you to manage your incoming mails and account
settings.

«  The CASG web interface is divided into three main areas - Incoming, Outgoing and Account Management.
These can be accessed in the menu on the left.

+  Each area has several sub-sections. The exact number of features available to you depends on the
permissions set by your administrator.

The image below shows the user interface after logging in.

fa coMoDoO Quar: e 1r‘1”A“_um
o Antispam Gateway _— = yob@democasg.comodo.od.ua v My Account

) Incoming .
2 e Quarantine © Hep
m Quarantine A i
; Show message ﬁ Delete Delete all ¥ show messages for all aliases | D Refresh
Archive e
Report spam @ Filters
7] Subject From To Recipient Date (GMT Reason Size [l | Action
[T] Fwr: Make
YOUrJoUMeY 5 lock Travels _ _ 2016022 7o 14.4:
1 SAETS maore exciting T Ty e T bob@democasg.como bob@democasg.como TTETT Combined - Al
(£ Outgoing with 0 first year = - ’ (0.15)
v fee and rewards
Account management
[ Fw: spam
Investment with Meney S.Wmdlers . bob@democasg.como bob@demecasg.como 2016-02-2 Combined 5 Al
<campaign@mswindler.orgs 07:35.47 KB
lasting returns (0.14)
Fw: Get upto sparm
Brok: it Sell -02-:
20% off on S = . bob@democasg.como bob@democasg.como e Combined &1 a
househald <bag@brokenpotsellers.co.in= 07:35:03 (0.19) KB
items. '
4 " [1-3/3] Per page |15 v

Main Functional Areas

+ Incoming - In this area, a user can manage his/her quarantined mails, perform log search of incoming
mails, report spam, manage whitelist and blacklist senders. See the Incoming section for more details.

«  Outgoing - In this area, a user can perform log search of outgoing mails. See the Outgoing section for
more details.

«  Account Management - In this interface, a user can change his/her CASG login password and choose to
add or remove in Recipient Whitelist and managing subscription to periodical quarantine summary reports.
See the Account Management section for more details.

3.1 Logging-in to the User Interface

You can login into your account using any internet browser. Your admin should let you know which to use.
+  EU users - https://antispamgateway.comodo.com/user/
+  USAusers - https:/lus.antispamgateway.comodo.com/user/

Note — In Q1 2019, Comodo will migrate the existing CASG service to a new, improved platform. We will implement
the migration in stages and will inform you when we are moving your account. The transition should be seamless
from a customer point of view, but If you are not able to login at the domain above, then try the following URL:

+  EU users - https:/lantispamgateway2.comodo.com/user/
«  USAusers - Currently being readied and will be updated soon.
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cr cCOMODO
/ Antispam Gateway

A Email User Interface

Username

|

Password

Forgotten your password 7

Login to your account with the username and password that were sent to you via email after your CASG
account was created.

For safety reasons, CASG will lock the account for 30 minutes after three failed login attempts. Please contact your
administrator if you want to unlock the account immediately.

{C' comobo
.~ Antispam Gateway

M

L Email User Interface

Your accountis locked and will be unlocked in 30
minutes.

Username
I

Password

Forgotten your password?

The length of time that accounts are locked for can be customized by contacting your Comodo account
Manager.

If you have forgotten your login password, click 'Forgotten your password?' to generate a new password.
Click here for more details.

After first login, you might be able to login on subsequent occasions without providing your credentials if so
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configured your administrator. A message will be shown after logging-in for the first time if this feature is enabled:

Stay signed in

this setting later in your profile.

@ Do you want to stay signed in? You can change

«  Click 'Yes' to enable the feature.

You can change these settings anytime in "My Profile' > 'Change settings'. The 'Stay signed in' check-box will only be
available if your administrator has enabled the option for the domain. See 'Managing My Profile' for more details.

Once you have successfully logged-in, the CASG dashboard for your email account will be displayed.

) ‘ C()_MDDO Quarantine: 2 bob@democasg.comodo.od.ua v 1 My Account
7 2 Antlspam Gateway i e s it aaie .
@] Incoming 4 i
: Quarantine © e
Show message m Delete ﬁ Delete all ¥ show messages for all aliases ‘ D Refresh
| @ Filters
[F] Subject From To Recipient Date (GMT Reason Sike ﬁ Action
[T Fw: Make
YOur journey spam
Bullock Travels 2016-02-2 14.4:
mare excitin bob@democasg.come bob@democasg.como Combined
LI’] Qutgoing ey — yegar <marketing@yalktransport.com= = g = 2 08:43:01 (0.15) KB a
. fee and rewards
L=] Account management
Cew Money Swindlers 2016022 P2 5.91
Investment with i X bob@democasg.como bob@democasg.como Combined Al
<campaign@mswindlerorgs 07:3547 KB
lasting returns (0.14)
Fw: Get upto
90% off on Brokenpot Sellers 2016-022 P 6.1
bob@democasg.como bob@democasg.como Combined . al
household <bag@brokenpotsellers co.in= 07:35:03 (0.19) KB
items. '
1 " [1-3/3] Perpage (15 |w

If you have aliases, you can choose any of your primary and alias email accounts from the drop-down at the top
right. The CASG dashboard for the chosen account will be displayed.

emocasg.comodo.od.ua ¥ L My Account

robin@democasg.comodo.od.ua

bob Emocasg.como do.od.ua

Depending on the settings configured by the administrator, you can access your CASG account without providing
your credentials each time after logging-in the first time. An alert will be displayed when you are logging-in for the
first time in a browser after the auto-login feature is enabled by the administrator.
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Stay signed in

@ Do you wantto stay signed in? You can change
@this setting later in your profile.

Clicking 'Yes' will enable the 'Stay signed in' check box in the 'My Profile' interface. You can change the settings
anytime in the 'Change settings' section from the 'My Profile' interface. The 'Stay signed in' check box will be
available only if the administrator has enabled this option for the domain. Refer to the section ‘Managing Profile
Settings' for more details.

Please note that this auto-login feature will work in the same browser that you used to access CASG and opted for
this feature. If you use another browser, you have to login again. The auto-login feature will be valid for a certain
period only depending on the number of days configured by the administrator. If the period expires, then you have to
login again.

3.2 The User Interface

+  The user interface has three main functional areas - 'Incoming’, '‘Outgoing' and 'Account management'.
+  You can access these areas using the links on the left. Each area has several sub-sections.

Note: Access to various interfaces depends on the permission levels set for you by your administrator. For
example, 'Quarantine', 'Report spam’, 'Log search' and '‘Manage report subscriptions' may not be available to you.
Please contact your administrator should you require access to them.

] 1 C()_MDDO Quarantine: 2 bob@democasg.comodo.od.ua »~ & Ry
g Antispam Gateway PHROEETIOES S R AIRCT 00 !
) Incoming .
o Quarantine © i
ranting ———
Showmessage | [ Delete  [E Deleteall [¥] Show messages for all aliases |D Refresh
Report spam @ Filters
S et A A
[[] Subject From To Recipient Date {GIT Reason Size fij Action
[Z] Fw: Make
ORI, o 2016022 P2 144
15 . mare exciting o bob@democasg.como bob@democasg.como Combined Al
L} Outgoing with 0 first year <marketing@yaktransport.com= 08:43:01 (©.15) KB
v. fee and rewards
13 Account management
[ Fw: spam
Investment with Menzy S.wmdlers . bob@democasg.como bob@democasg.como il Combined T Al
<campaign@mswindler.org> 07:35.47 KB
lasting returns (0.14)
Fw: Get upto sz
80% off on e X bob@democasg.como bob@democasg.como bl Combined b1 al
househaold <bag(@brokenpotsellers.co.in> 07:35:03 (0.19) KB
items '
1 " [1-3/3} Perpage |16 |w

+ Incoming - Manage quarantined mail, perform log searches of incoming mails, report spam, manage
whitelisted and blacklisted senders. See the Incoming section for more details.

«  Outgoing - Run log searches of outgoing mails. See the Outgoing section for more details.

«  Account Management — Change password, update the recipient whitelist and manage subscriptions to
quarantine reports. See Account Management for more details.
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«  Support - The support.comodo.com link at the bottom of interface opens the Comodo support portal, an
online knowledge base and support ticketing system. This is the fastest way to get help with any issues you
encounter.

Various interfaces will display a help button 9 at the top-right of the interface. Click this button to view help on the
interface you have open at the time.
Click the following links for more details on each of the sections:

+ Incoming

+  Outgoing

+  Account Management

3.2.1 Incoming

The 'Incoming' area lets you view/release quarantined emails, perform log searches of incoming mails and add
senders to the whitelist or blacklist.

Note: Access to various interfaces depends on the permission levels set for you by your administrator. For
example, the 'Quarantine’ screen may not be available if this feature is not enabled for you.

cCOMODO
' Antispam Gateway

) Incoming

B Quarantine
Archive
Feport spam
Log search
Manage whitelist senders

Manage blacklist senders

1y Outgoing

L]
. [23] Account management

Click the following links for more details on each area in the 'incoming' section:
+  Quarantine
« Archive
+  Report Spam
+ Log Search
+  Manage Whitelist Senders
« Manage Blacklist Senders
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3.2.1.1 Quarantine
«  CASG scans all messages received by your mail server to identify spam and malicious email.

+ Ifenabled by your administrator or by yourself, CASG will send you notifications whenever a mail sent to
you or your aliases is quarantined.

«  The notification mail will contain a link to view the email. The link will expire after 24 hours. See 'Managing
Profile Settings' for more details about enabling/disabling quarantine mail alerts.

fcz cCoOMODO
.~ Antispam Gateway

New quarantined message for user4@csqgad.comodo.od.ua

Sender. usergqad.stage.casg.info
Date: Mon Apr 18 12:23:35 GMT 2016
Subject: test spam emall

For help, see the User guide: hitp /Melp comodo comAopic-157-1-294-3308Inlroduction-10-Comado-Antis pam-Gateway. him|

Having Trouble? Support is here to help, asgsupportiiicomodo.com or review the Users Guide

«  The notification mail contains links to request the mail is released from quarantine, to whitelist/blacklist the
sender or to delete the mail from quarantine.

+  If you want to release the mail from quarantine or blacklist/whitelist the sender, you need to login to the
CASG user interface and open the quarantine interface.

+  The 'Quarantine' interface shows mails addressed to you but quarantined by CASG. You can view the mails
and even download attachments from them if you are sure they are safe. You may also send requests to
your administrator to release quarantined emails or add senders to the whitelist or blacklist.

Note: Please contact your administrator if you are not able to view and access your quarantined mails.

Tip: You can configure CASG to send quarantine reports periodically to your email. The report will contain a list of
mails identified as spam which were moved to quarantine by CASG. For more details, see CASG Reports for more
details.

To open the quarantined interface
+  Click 'Incoming' on the left then select 'Quarantine'
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[_f_*j Incoming
® Cluarantine
Archive
Report spam
Log search

Manage whiteli:

(1) outgoing

Account management

«  Alternatively, click the 'Quarantine’ button at the top.

 COMDDD
Antispam Ga

() Incoming

Manage repc

L‘I Outgoing

Quarantine repot

9 Account management

hty prafile

The quarantined area will open:

COMODO

Creating Trust Online®
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Quarantine Help
Show message ﬁ Delete E Delete all Showmessagesfor all aliases B Refresh
@ Filters
[] Subject From To Recipient Date (GRMT Reason Size @ Action
[] Fw: Become -

a certified cloud Stealing Talent o o 2016-02-2 i ) 20.89
) ) robin@democasg.com robin@democasg.com Combined i
computing <teacher@stealingtalent.com= 09:04:25 (0.15) KB
12
professional )
[T] Fw: Make
yourjoumey Bullock Travels 2016-02-2 gt 1442

more exciting i : bob@democasg.como bob@democasg.coma Combined i
<marketing@yaktouring.org= De:43:01 i KB
with 0 first year ey Ll (0.15)

fee and rewards

EFw:  Money Swindlers 2016-02-2 P 5.91
Investment with c ) bob@democasg.como bob@democasg.comao _ Combined ]
) <campaign@mswindlers.org= 07:35:47 T KB

lasting returns (0.14)
Fw: Get upto -
90% Brok t Sell _02-

aff on Lo = bob@democasg.como bob@democasg.coma 2015022 Combined G1KEB 0
household =offers@brokenpotsellers.co.u 07:35:.03 (0.19)
items. :

1 i1 [1-474] Per page |15 v

Note: Depending on the permission level configured for your email account by your administrator, the buttons in the
interface may vary. For example, ‘Show message' button may not be available in the interface. The 'Request
release’ button may appear as 'Release’ button in the 'More actions' drop-down button enabling you to release
quarantined mail without approval from the administrator.

Quarantine - Column Descriptions

Column Header Description

Subject The subject line of the quarantined mail.

From The name and email address of the sender.

To The name/email addresses of all persons to whom the mail was addressed. The list
contains all the intended recipients belonging to different email domains, added to the
To and CC fields of the email.

Recipient Your name/email addresses.

Date The date and time at which the mail was received

Reason The reason for which the mail was quarantined.

Size The size of the email in KB.

Attachment Indicates whether the mail has attachments or not.

Action The action taken by the user. For example, to request the mail is released from
quarantine or to add the sender to the blacklist or whitelist.

«  Show messages for all aliases - By default, only the list of emails received at your primary email address
will be displayed. If you want to view the mails that were received at your alias email addresses, select the
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'Show messages for all aliases' checkbox.

Note: The option 'Show messages for all aliases' will not be available if you have have switched to any of your alias
accounts.

From this interface you can:
« View quarantined mails
+ Delete quarantined mails
+ Request administrator to release quarantined mails
+  Request administrator to add senders to blacklist
« Request administrator to add senders to whitelist

Sort Entries
+  Click any column header to sort mails in ascending or descending order
Use Filters to search quarantined emails

+  Click anywhere on the 'Filters' stripe to open (or close) the filters area.

Quarantine Help
@] Show message m Delete Delete all [¥] show messages for all aliases ‘C”' Refresh ‘
@ Filters
+ Subject w | containg v
[F] Subject From To Recipient Date (GWMT Reason Size* | fi Action

Available filters are:

+  Subject: Filter mails based on text found in the subject line. Type the text you wish to search for in the field
on the right. Select a condition from middle drop-down.

+  From: Filter mails based on the sender's name/email address. Type the name or email address you wish to
search for in the field on the right. Select a condition from middle drop-down.

+ To: Filter mails based on the name or email address of the person(s) to which the mail was sent. Type the
name or email address you wish to search for in the field on the right. Select a condition from middle drop-
down.

+ Date: Filter mails based on the date entered in the right field using the calendar drop-down and the
condition selected from middle drop-down.

- Size (KB): Filter mails based on the size of the message. Enter the size in KB in the field on the right.
Select a condition from middle drop-down.

+ Reason; Filter mails based on the reason for which the mail was quarantined. Enter a reason in the right
field. Select a condition from the middle drop-down.

+ Recipient: Filters mails based on name or email address of the user(s) in the same email domain to which
the mail was sent. Enter the text you wish to search in the right field and select a condition from middle
drop-down.

When you select any of the above options in the first drop-down, the following conditions are available:

+  Contains: Displays all archived mails that contain the words entered in the text box
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+  Not Contains: Displays all archived emails that don't contain the words entered in the text box
« Equals: (Date) Displays archived emails that have the date specified on the right.

+ Less than: (Date) Displays archived mails which arrived before the date specified in the calendar
on the right.

«  Greater than: (Date) Displays archived mails which arrived after the date specified in the calendar
on the right.

+ Less than: (Size) Displays archived mails smaller than the sized specified in the third box.
«  Greater than: (Size) Displays archived mails larger than the sized specified in the third box.

«  Click 'Apply Filter' to show mails meeting the criteria you selected.

To narrow your search results, click +

Quarantine
Show message m Delete Delete all Shuwmessags

@ Filters

o= (:)nntains v
\lui'

Subject

{ From

To

Date

Size (KB)
Reason
Recipient

To Recipient Date (GRT Re

+ Toremove afilter, click == icon.
To remove all filters and return to the complete list, click anywhere on the filters to close the filters area then

| ¥ Refres

click the " button.

View Quarantined Mails

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the
'Show message' button will be available in the interface.

The mails added to the quarantine can be viewed in two ways:
+ In the same CASG window
+ Inanew CASG window

To view quarantined mails in the same CASG window

+  Select the mail that you want to view and click the 'Show Message' button.
OR
«  Click on the email link in the subject column that you want to view its details.
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Quarantine © Hep

] Show message Delete E Delete all More actions v [¥] show messages for all aliases D Refresh

[ e ——
‘ @ Filters

Subject From To Recipient Date (Gi Reason Size fl Action
Fw:

Ber:.;m: Ell . Stealing Talents bindd Ay 2016-02-2 zparnb. g 20.89

certifie .cou e e robin@democasg.cor robin@democasg.cor 09.04:25 ombine KB ]

computing (0.15)

professional

[T] Fw: Make

YOUr journey

The selected mail will open:

Quarantine / E-mail

E-mail @ Hen

Normal | All headers

|':| Requestrelease Request blacklist Requestwhitelist | 3 Cancel request W Delete

Subject  Fw: Bec:orl'ne a certified cloud com[I:;uting professional
From  Stealing Talents <teacher@stealingtalents.com:=
To  robin@democasg.comodo.cd.ua
CC

Date (GMT
+00:00)

Size 20.89KB

2016-02-29 09:04:25

Actions

Plain text | Html source | QOriginal View
On Sunday, 21 February 2016 6:03 FM, Cloud Computing <support@golfmy.com> wrote:

If you're having trouble viewing this email, please click here.#yiv3085815760 body {margin:0;padding:
|
|

Certificate Course in |

Cloud Computing with MS RAzure |

Improve your career graph with cloud computing |
ENROLL NOW |

By default, the email will open in Normal view and will be displayed in Plain text, where the images, banners and
links will be not be displayed.

+  Click 'Html source' to view the source code of the mail.
+  Click the 'Original View' tab to view images and links. A warning message will be displayed as follows:
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Warning

/7 Are you sure you want to view this spam email?
5;:" ! % This action may harm your personal data. More
info at hitp:ifen.wikipedia.orgiwiki/Cross-

site_scripting

K =3

«  Click 'OK' to view the email.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the
email or to add the sender to whtelist or blacklist.

If there is an attachment, you can download it from this dialog.

Size

@ Sleep Awaymp3 6.31 MB

«  Select the attachment and click 'Download":
The download dialog will open.

-
Opening Sleep Away.mp3

You have chosen to open:
|| Sleep Away.mp3

which it MP32 Format Socund
from: http://5.39.28.212:8080

What should Firefox do with this file?

) Dpenwith | Windows Media Player (default) -

i@ i Save File

[] Do this autematically for files like this from now on.

oK ][ Cancel

You can open the attachment with an appropriate application or save to a desired location in your computer.

«  Click 'All headers' to view the email headers, which contain information about the route taken by the mail
before it reached your mailbox. The headers give full details of the sender, route, recipient, sent date, mail
type and so on and enable you to check the authenticity of the mail.
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Mormal All headers

1#] Download message

Received : from mail-0a0-f65.google.com ([209.85.219.65]) -
by mxsnv1.dev.spamgateway.comodo.com with esmips (TLSv1:RC4-SHA128)
(Exim 4.82)
(envelope-from <fiatliena@gmail.com=})
id 1WcAR-0000Z29-K5; Mon, 21 Apr 2014 09:38:22 +0000
Received . by mail-0a0-f65.google.com with SMTP id m1s04810660ag.0
for =multiple recipients=; Mon, 21 Apr 2014 02:38:07 -0700 (PDT)
DKIM-Signature : v=1, a=rsa-sha256; c=relaxedirelaxed;
d=gmail.com; 5=20120113,
h=mime-version:in-reply-toreferences: date:message-idsubjectirom:io
content-type,
bh=P+WwAQTKYGcEuHHM 3gINIRH gtz W0 ds 6iovDAREDI=;
b=WbZoEdJIuKcBTUNVUMHZGowSLD4VxLSe EEiwUy2REcV+CIL4JPwhpTIV+WXAWGIN ]
OMqCYKytBD+P1DCrasSuNple 0Suzv+ci+6OrWIEBMCIE+EYuTw2gKT GS501934kJAPM 3
mEEJNuF0ZYiTiccsa0wsiZsPEQ80g+Qj0AEr+T Qb8 JKTbbBdzGwiO0M 3gKkrokiogF
Z6S+ixGgkl0Q4dPIbpvi7 85SNEZF JRGWEV|Bolr7ib0gC116GNEBIEZIEMIAGeULLgThd
46TMZo 1nSIRpJabEYPRLZYKYKE4WE92113PwlooRwNSLchrPY dvdob2Pjgzhol L QOFYT
Chig==
MIME-Version = 1.0
X-Received : by 10.60.62. 173 with SMTP id z18mr5409380er.61.139307 3086387, Mon,
21 Apr 2014 02:38:06 -0700 (PDT)
Received : by 10.182.225 1 with HTTP; Mon, 21 Apr 2014 02:38:06 -0700 (PDT)
In-Reply-To : <CAFuKkb4jnW_0OH_BDnLJ9TSTBorPXuk+zig-BeciB45GEWgzhZA@mail gmail com=
References : <53190e1678225_d3832h33815960ba@ip-10-166-191-16.mail=>
=CAFUKkb4jnW_OH_6DnUJATSTEorPXuk+zig-BedfB45GEWgzhZA@mail.gmail. com=
Date : Mon, 21 Apr 2014 15:08:06 +0530
Message-ID : <CAFuKkbSSomTKQp+FOtgYmRS8u 1LUUOEnKNE1cYghTEHGMpa@mail. gmall.com=

+  To download the email as a HTML file, click 'Download' message.
To view a quarantined mail in a new window

«  Right-click on the subject line of the mail you want to view and choose to open in a new tab or new window
from the context sensitive menu.
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.-’/’-

[ Subject From To Recipient Date (GM Reason
Fw: Make
your journey -
more exciting  Stealing Talents 2016-02
) mocasg.con bob@democasg.comr Combinet
with O fir Open Link in New Tab peaat (0.15)
e COpen Link in Mew Window
rewards i : .
Open Link in Mew Private Window
T Fw:
SRS Bookmark This Link ez
Save Link As..,
Copy Link Location
Search Google for "Fw: Make your |..."
Inspect Element (3]

Your browser may display a warning pop-up window notification. Click 'Options"> then select 'Allow pop-ups for..." to
allow the message to open in @ new window. Click 'Show message in new window' again.

- Firefen geevesbed this site Tram ogening & popsop wind o, W =
The details of the selected mail will be displayed in a new window or tab as chosen.
To delete a quarantined mail
+  Select the mail that you want to delete and click the 'Delete’ button
Quarantine ) Help

| Show message m Delete ﬁ Delete all Showmessagesforallaliaaes. 1:"' Refresh ‘
@ Filters

[7] Subject From To Recipient Date (G Reason Size fl Action
Fw:

Be;;m:al o Stealing Talents . . 2016-02-2 Zpamb, ; 2089 o

certifie ICGL.I e robin@democasg.cor robin@democasg.cor 09.04:25 ombine KB 0

computing (0.15)

professional

[T] Fw: Make

Yaur journey

An alert will be displayed to confirm the deletion. Click 'OK' to delete the selection email.

Delete emails

emails?

K =3

The selected mail will be deleted and will no longer be in the quarantined mail list.

@ Are you sure you want to delete the selected
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«  To delete all the quarantined mails click the 'Delete All' button.

Quarantine © Her
| Show message W Delefe E Delete all More actions W ¥ Show messages for all aliases D Refresh
‘& Filters |

[[] Subject From To Recipient Date (G| Reason Size f Action

Fw:

Ele;:.;m:al d Stealing Talents e A 2016-02-2 zpan;_ q 20.89

certifie lcou D e e e ot robin{@democasg.cor robin@democasg.cor 09:04:25 ombine KB ﬂ

computing (0.15)

professional

[T] Pw: Make

yaur journey

An alert will be displayed to confirm the deletion.

Delete emails

== Are you sure you want to delete all emails that
@ currently are filtered?

K =3

+  Click 'OK' to delete all quarantined emails.

All the quarantined emails for the selected domain will be deleted.

To request administrator for releasing quarantined mails

After viewing and ensuring that the selected email is not a spam you can request your email account administrator to
release the email.

Note: Depending on the permission level configured for your email account by your administrator, the button for
releasing quarantined email will be either 'Release’ or 'Request release' in the 'More actions' drop-down button. If
the interface displays 'Release’ button, you can release the selected email from the list without approval from your

administrator.

+  Select the mail that you want to release and click 'More actions' > 'Request Release'
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Quarantine
Show message m Delete Delete all More actions W [C] Show messages for all alia

Cog 2

Request blacklist

% Filters

[] Subject From To Date (GM Reason
Request whitelist

Fw: Make
Your journey Cancel request

- : spam
more exciting  Stealing Talents 301 6-02-: i

) ) bob@democasg.con bob@democasg.com Combined

with O first year <teacher@stealingtalents.com:= 08:43:01 ©.15)
fee and =
rewards

e

An email notification will be sent to your administrator for your request and you will also receive the request email.
This request will also be displayed in the 'Action’ column of the users' Quarantined interface. If the administrator
accepts the request, the user will receive the email and if it is rejected, 'Release" icon in the 'Action' column will no be
longer be displayed.

+  Click 'More actions' then 'Cancel request' to cancel the request before the administrator accept the request

To request a sender is added to the blacklist

To avoid receiving spam emails, you can request the administrator to add the senders of these emails to blacklist.

Note: Depending on the permission level configured for your email account by your administrator, the button for
adding senders to blacklist will be 'Blacklist this Sender' or 'Request blacklist' in the 'More actions' drop-down
button. If the interface displays 'Blacklist this Sender' button, you can add the sender to blacklist without approval
from your administrator.

+  Select the mail whose sender you want to add to the blacklist and click '‘More actions' > 'Request Blacklist'

Quarantine
Show message ﬁ Delete ﬁ Delete all [CIshow messages for all alia

Request release

[] Subject From To Date (GM Reason

Request whitelist
Fw: Make
your journey Cancel request
m.nre exciting StealingTalentEr bob@democasg.con bob@democasg.com A Combined
with 0 firstyear <teacher@stealingtalents.com= 0g:43:0 (0.15)
fee and i

rewards

spam

] Fw:

A notification will be sent to your administrator for your request and you also will also receive the request email. This
request will also be displayed in the 'Action’ column of the users' Quarantined interface.

+  Ifthe administrator accepts the request, the sender will be added to blacklist and the user will no longer
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receive any mail from that sender.
« Ifthe request is rejected, 'Blacklist this Sender" icon in the Action column will no be longer be displayed.

«  Senders added to blacklist will be displayed in the 'Manage blacklist senders' interface. See Managing
Blacklisted Senders for more details.

To request a sender is added to the whitelist

If mail from a sender that you trust gets quarantined, you can request your administrator to add the sender to the
whitelist.

Note: Depending on permissions set by your administrator, the link in the 'More Actions' drop-down will either be
"Whitelist this Sender' or 'Request whitelist'. If the interface displays 'Whitelist this Sender' button, you can add the
sender to whitelist without approval from your administrator.

+  Select the mail that you want its sender to be added to whitelist and click 'More actions' > 'Request

Whitelist'
Quarantine
Show message ﬁ Delete ﬁ Delete all [CI show messages for all alia

Request release
% Filters
Request blacklist

[] Subject* From To o Date (GM Reason
Fw: Make 'h

Your journey Cancel request =
more exciting  Stealing Talents 201 6-02-: P :

) i bob@democasg.con bob@democasg.com Combined
with O first year <teacher@stealingtalents.com:= 08:43:01 0.15)
fee and ~
rewards

An email notification will be sent to your administrator with your request. You also will also receive the request email.
This request will also be displayed in the 'Action’ column of the users' ‘Quarantined’ interface.

+ Ifthe administrator accepts the request, the sender will be added to whitelist and the mails from them will
no longer be quarantined.

« Ifthe request is rejected, "Whitelist this Sender" icon in the Action column will no be longer be displayed.

Senders added to whitelist will be displayed in the 'Manage whitelist senders' interface. See Managing Whitelisted
Senders for more details.

«  Click 'More actions' then 'Cancel request' to cancel the request.

3.2.1.2 Mail Archive

CASG is capable of maintaining a copy of your emails in the archive.

«  The period for which mails are retained in the archive depends on the retention period configured by your
administrator.

«  The 'Archive' interface allows you to view the list of emails received at your email address.
+  You can view stored messages, reply to mails, report spam, and resend mail to yourself from this interface.
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To open the mail archive interface

+  Click 'Incoming’ on the left then choose 'Archive'

coMODO
' Antispam Gateway

3 Incoming
Quarantine
m Archive

Report spam

Manage white

Manage bla

(1Y outgoing

il
[£3 Account management

The 'Archive' interface will open with the list of your archived emails.

Archive © Hen
Show message /N Reportspam ‘& Resend email ‘ Show archive s HD Refresh
@ Filters
[[] Subject From To Date (GMT={ Size fj Action

dyanora t 2016-03-02 614
b bob@d ! do.od.
Just One Step Away <dyanorat481@gmail.coms ob@democasg.comodo.od.ua e KB i
S i SE 03 !
[C] 10 Benefits ofreglsterm_g on oxtord morris minor oo Bl ciclesdp cbimuco oo i 2016-03-02 269.3 @
Customer Portal & Life Assist App  =mmoxford@yahoo.coms 06:45.47 KB
[C] M1 20800 mAh PowerBank @  oxford merris minar 2016-03-02 3849
. bob@democasg.comodo.od.ua fl
930rs. (LIMITED STOCK) <mmoxford@yahoo.com= 06:36:17 KB
- Fw: [nidoki d d bumpsted -03- i
[T] Fwd: Fw: [nidokidos] ULTIMATE agwood bumpsted ey oo v 2016-03-02  140.0 il
EXOTIC PLAYGROUND; DUBAI <avantistude@gmail.com=> 06:35:13 KB
[C] Fwd: Fw: [nidokidos] Download  sumeet domestic 2016-03-02 1656
. . . bob@democasg.comodo.od.ua ﬂ]
Bollywood Movie Of The Day <sumeetdomestic@gmail.com:> 06:34:.07 KB
[7] Fwd: How Can You Further sumest domestic 2016-03-02 2361
) _ N , bob@democasg.comodo.od.ua ) il
Secure Your Clients? zsumeetdomestic@gmail.com:= - 06:26:00 KB

From this interface, you can:
«  View archived mails
+ Resend selected mail to yourself
+  Report spam mails
+  Reply to a mail
+  Forwarding archived emails
« Add senders to blacklist
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« Add senders to whitelist
Sort the Entries

+  Click any column header to sort mails in ascending or descending order of entries in that column.

Page Filter

The page filter on the top right allows you to filter the mails depending on their spam reported status:

‘ Show archive ( b G Refresh ‘
j—

Show agchive
Show ré_ored as spam
Show archive and reported as spam

+  Show archive: Displays all non-spam archived mails
«  Show reported as spam: Displays archived mails that were reported as spam
«  Show archive and reported as spam: Displays both spam and non-spam archived mails

+ You can search for specific mails by using filters. See Use 'Filters' to search archived emails for more
details.

View Archived Mails
The 'Archive' interface allows you to view the content of stored emails along with details such as subject, sender,
recipient(s), date and size. The mails can be viewed in two ways:

+ In the same CASG window

+ Inanew CASG window
To view details of archived mails in the same CASG window

«  Select the mail from the 'Archive' interface and click the 'Show Message' button.

OR
+  Click on the email link in the subject column that you want to view its details.

Archive © Hep
Show message MM\ Reportspam & Resend email | Show archive hd HB Refresh
a Filters
[7] Subject From To Date (GMT+( Size f Actiol
New to the stock market? Take sumeet domestic 2016-03-02 ©G.66

i . . bob@democasg.comodo.od.ua ﬁ]
your FirstStep <sumeetdomestic@gmail.com> 07561 KB

dy t 03
D bob@democasg.comodo.od.ua 201'{5 382 E;4
06:47:07 ]

[T Just One Step Away )

<dyancratdZ1@gmail.com=

10 Benefits of registering on

The selected mail will open.
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Archive / Archive mail

Archive mail © Hei

Normal All headers

/A Reportspam | & Resendemail i Reply | = Replyall

Subject Mew t.o the stock market? Take your FirstStep
From  sumeet domestic <sumeetdomestic@gmail.com:
To  bob@democasg.comodo.od.ua
cC

Date (GMT
+00:00)

Size 6.66 KB

2016-03-02 07:56:11

Actions

Plain text | Hitml source | COriginal View

&

THE FIRSTSTEF T0 ONLINE TRADING 101!

TradeHelp now brings you a window of opportunity to maximize your wealth
creation possibilities.

S50 get started with a boost of confidence as we carefully walk you through:

- Entry Level Basics
- Expert Research

- Online FRAQs

- Step-by-Step Guide
- Dedicated Support

Take your FirstStep to trading online!

GET STARTED
<http://tzu.talizma.us/talzt//MailStatus2?id=9187znid=13996scid=2323ubid=2439577edomainur=tzu.talizma.us/talzt/s

By default, the email will open in Normal view and will be displayed in Plain text, where the images, banners and
links will be not be displayed. Click 'Html source' to view the source code of the mail. To view images and links, click
the 'Original View' tab.

+  If the mail has attachments, you will be able to download them by selecting them and clicking the
'Download' button.

1#)] Download

Size

@ Sleep Awaymp3 6.31 MB
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Opening Sleep Away.mp3

You have chosen to open:
|41 Sleep Away.mp3

which is: MP3 Format Sound
from: http://5.39.28.212:8080

What should Firefox do with this file?

70 Openwith | Windows Media Player (default) -

i@ i Save File

[ Do this automatically for files like this from now on.

Ok l ’ Cancel

You can open the attachment with an appropriate application or save to a desired location in your computer.

+  To view the email headers, which contain information about the route taken by the mail before it reached
your mailbox, click 'All headers' tab.

«  The headers give full details of the sender, route, recipient, sent date, mail type and so on and enable you
to check the authenticity of the mail.

Archive / Archive mail

Archive mail

Help

Normal All headers |

|+) Download message

»

Received : from mail-wm0-f66.google.com ([74.125.82.66]) 5
by mxsrv1.dev.spamgateway.comaodo.com with esmtps (TLSv1.2:RC4-SHA:128)
(Exim 4.85)

(envelope-from <sumeetdomestic@gmail.com=)
id 1ab1dk-0004MNm-9H
for bob@democasg.comodo.od.ua; Wed, 02 Mar 2016 02:56:22 -0500

Received : by mail-wmO-f66.google.com with SMTP id 1s08169616wmg.2
for =bob@democasg.comodo.od.ua=; Tue, 01 Mar 2016 23:56:12 -0800 (PST)

DKIM-Signature : v=1; a=rsa-sha256; c=relaxedirelaxed;
d=gmail.com; s=20120113;
h=mime-version:date:message-id:subjectfrom:to;
bh=CedwopMpLRIC1RKIWXh2YIDY1crrEV2ZFYEROUIaCWE k=, o
b=ZXKYxHNLJPASUZIToqVnie3 1 2rAds/UAPTQXAUfCYuAV4AGIZ4ArHC e GEsilz2sMe
Bo1qQ+dPzVbtR+pplJunCoUGHBMA3t50gn2anA0yuYBDmMUsQoLAB2QTYNTemausgh
W14pQtg965c/UtHj4YBU DkgXgzVwlizr3orzKMYtbcSUjyDhkGSNC/PhaMSdMu9n1dh
gaVWNQx2PPzcoce SRAVIJERISICs8zkozXBUTIUEMOheHIPH]Z2+Prf3GEDRzbZAM
U4B0s 3f0pJIWEWZrS4/Rm2pT7aviubwemedTontNLE8ImPIbxGmsLZ4hmNaLa/gMF Syw

ocbg==

m

+  To download the email as a HTML file, click 'Download" message.
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To view archived mail in a new window

+  Right-click on the subject line of the mail you want to view and choose to open in a new tab or new window
from the context sensitive menu.

Archive

Show message & Report spam ‘-';' Resend email m

% Filters

[] Subject From

[ Mew to the stock
your FirstStep

Open Link in Mew Tab

Open Link in New Window

L diEEE Open Link in Mew Private Window

Bookmark This Link
Save Link As...
Copy Link Location

Search Google for "Mew to the stoc...”

Inspect Elerment (Q)

Your browser may display a warning pop-up window notification. Click 'Options"> then select 'Allow pop-ups for...' to
allow the message to open in a new window. Click 'Show message in new window' again.

9 Firefes gegvesbed this site Tram o@ening & pap-op wid tr. . Dpeinis |

Resend mails from Archive to your inbox

The 'Archive' interface allows you to re-send selected mails to yourself so that you can access them from your mail
client. This is useful if you want to recover mails that you have deleted.

To resend a mail
+  Select a mail(s) from and click the 'Resend' email button:

Archive Help
Show message & Report spam = Resend email Show archive ot ”G Refresh
@ Filters
[[] Subject From To Date (GMT+{ Size fj Actiol
New to the stock market? Take  sumeet domnestic 2016-03-02 6.66

) i . bob@democasg.comodo.od.ua 1]
your FirstStep <sumeetdomestic@gmail.com= 07:56:11 KB
dvanora t 2016-02-02 614

Just One Step Away

A confirmation dialog will appear.
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Resend email(s)

@ ATe you sure you want to resend selected
email(s) to recipient mailbox?

+  Click 'OK' to receive the mail(s) at your mail box

CASG will only resend the mail to your mailbox, and not to any other recipients in the To', 'CC' and 'BCC' fields of
the emails.

Report spam from the archived mails

You can submit mails that you suspect are spam to Comodo for analysis. We will analyze reported mails and, if we
confirm them as spam, will update our filters to quarantine similar mails in future.

To report spam emails

+  Select the mail(s) to be submitted as spam, from the 'Archive' interface and click the 'Report Spam' button
from the top

Archive @ Hen
Show messagf;' Resend email Shaow archive v HQ Refresh
9 Filters {
[] Subject From To Date (GMT+{ Sizé [  Actior

bob@democasg.comodo.od.ua

[] Don't Miss Out On the MSP oxford morris minor : 2016-03-02 3049
) ) dyancrat481@gmail.com fil
Webinar Series <mmoxford@yahoo.com:> ) i 10:57:50 KB
avantistude@gmail.com
[C] New to the stock market? Take  sumeet domestic 2016-03-02 6.66
: : ] bob@democasg.comodo.od.ua ﬁl
your FirstStep <sumeetdomestic@gmail.com= 07561 KB
dyanora t 2016-03-02 614
’ bob@d . do.od.
[T] Just One Step Away e T e e ob@democasg.comodo.od.ua 064707 KB 1]
[T] 10 Benefits of registering on oxford morris minor 2016-03-02 269.3¢
] ; bob@democasg.comodo.od.ua ﬁl
Customer Portal & Life AssistApp  <mmoxford@yahoo.com:= 06:45:47 KB
Ml 20800 mAh PowerBank @ oxford morris miner 2016-03-02 38.49
bob@democasg.comodo.od.ua fi
980rs. (LIMITED STOCK) <mmoxford@yahoo.com:> 063617 KB
o idaoki dagwood b :
Fwd: Fw: [nidokidos] ULTIMATE ag : umw P e 2016-03-02 1400 j
EXOTIC PLAYGROUND; DUBAI =avantistude@gmail.com= 06:35:13 KB

Fud: Fw: [nidokidos] Download

A confirmation dialog will be displayed.

Report as spam

@ Are you sure you want to mark the selected

emails as spam?

+  Click 'OK' to upload the mails for analysis
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Reply to Mails from Archive

The Archive interface allows you to send replies to archived mails. This is useful if you have accidentally deleted a
mail from your mail box but wish to send a reply to the sender. You can also choose to send the reply only to the
sender or to all for which the email was addressed.

To send a reply to a mail from archive
+  Select the mail from the Archive interface
+  Click 'More actions' and choose the reply option

+  Reply - The reply mail will be sent only to the sender email address

+  Reply all - The reply mail will be sent to all email addresses in the "To" and 'CC' fields of the
selected mail

CQuarantine: 0

Archive
| Show message & Report spam t':." Resend email

‘ a Filters

Whitelist this Sender

Blacklist this Sender

[[] Subject From
Reply
[C] RE: Mew to the stock market? Take your @ stdomestic@gmail.c
; bob@democasg.com
FirstStep Reply al democasg.comad
democasg.comod:

Dont Miss Cut On the MSP Webinar oxford morris minor | Forward ratds] @ggm o

i xford@yahoo.cu.ii- =
e Bl b avantistude@gmail com

el paarknt? Take vnllr

The Reply/Reply all interface will open.
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Reply all

[Y] Reply

Te: Oxford Morris Minor <mmoxford@yahoo.come, "bob@democasg.comodo.od.ua’ <bob@democasg.comodo.od.uaz,
‘dyanoratd81@gmail com’ <dyanoratdd1@gmail.com=

CC: "avantistude@gmail. com” <avantistude@gmail.com=>

Subject: RE: Don't Miss Out On the MSP Webinar Series

Reply text

Thanks,
-Bob

Original message

On Thursday, 18 February 2016 10:46 PM, Comodo <noreply@comodooffers.com wrote:

Comodo Logo February 2016

- Enter your reply message in the 'Reply text' field and click Reply from the top left
The message will be sent to the selected email addresses.

Successfully sent

Forward archived emails

You can forward mails from your archive to different mail addresses. This is useful if you want to share an email with
other people or to send the mail to your alternative email address.

To forward a mail from archive

«  Select the mail from the Archive interface
«  Click 'More actions' and choose 'Forward'
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Cluarantine: 0

Archive
Show message & Report spam = Resend email

Whitelist this Sender
|® Filters

Blacklist this Sender

[] Subject From
Reply
RE: Mew to the stock market? Take your stdomestic@gmail.c
i bob@democasg.com
FirstStep Reply all democasg.comodo.

| e do.c
[] Dont Miss Qut On the MSP Webinar oxford morris minor FDFWQE'; G

ratd81@gmail.com
Series <mmoxford@yahoo.come c9

avantistude@gmail.com

[T] Mew to the stock market? Take your sumeet domestic

The 'Forward' interface will open.

|j Forward

Forward to:

mmoxford@yahoo.com|

Subject: FW: RE: New to the stock market? Take your FirstStep

Forward text

Just for your information
-Bob

Original message

THE FIRSTSTEP TO ONLINE
TRADING 101!

TradeHelp now brings you a window of opportunity to maximize your wealth creation possibilities.

| »

m

So get started with a boost of confidence as we carefully walk you through:
Entry Level Basics
Expert Research

- Enter your forward message in the 'Forward text' field, enter the email address to which the mail has to be
forwarded and click 'Forward' from the top left

The message will be sent to the entered email addresses.
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- f

Successfully sent ﬁ

Add senders to blacklist

To stop receiving emails from a specific senders whose mails are available in the archive, you can request the
administrator to add those senders to blacklist.

Note: Depending on the permission level configured for your email account by your administrator, the button for
adding senders to blacklist will be 'Blacklist this Sender' or 'Request blacklist' in the 'More actions' drop-down
button. If the interface displays 'Blacklist this Sender' button, you can add the sender to blacklist without approval
from your administrator.

+  Select the mail that you want its sender to be added to blacklist and and click 'More actions' > 'Request
Blacklist' or 'Blacklist this sender".

Quarantine: 0

Archive
Show message | /N Reportspam @ & Resend email

Whitelist this Sender
@ Filters

Blacklist this Sender

[[] Subject From
Reply
[ quarantine Repaort for , :
casg-admin-stage@ci democasg.comodo

bob@democasg.comodo.od.ua Reply all

; ki ic@gmail .c
|;| RE: Mew to the stock market? Take your bob@democasg.com Forward stdomestic@gmai
FirstStep democasg.comodo

bob@d casg.comodo
[ Dont Miss Out On the MSP Webinar oxford morris minor B Emn_ == CI,“
dyanoratd81@gmail.com

Series <mmoxford@yahoo.com= i )
’ avantistude@gmail com
[C] Mew to the stock market? Take your sumeet domestic
; i ! bob@democasg.comodo
FirstStep <sumeetdomestic@gmail.com:=
Just One Step Away dyanora t <dyanoratd81@gmail.com= bob@democasg.comodo

[] 10 Benefits of registering on Customer  oxford morris minor

Brrtal B | ifo Accict ARm

Upon request to the administrator, an email notification will be sent to your administrator and you also will also
receive a copy. This request will also be displayed in the 'Action’ column of the 'Archive' interface. If the administrator
accepts the request, the sender will be added to blacklist and you will no longer receive any mail from that sender. If
the request is rejected, the 'Blacklist this Sender" icon in the 'Action’ column will no be longer be displayed.

« If you want to cancel the request before the administrator accepting the request, choose the mail, click
'More actions' and choose 'Cancel request'.

If the administrator has provided the permission to blacklist a sender without approval, a confirmation dialog will be
displayed on clicking 'Blacklist this Sender".
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Blacklist emails

selected email?

K 3

@ Are you sure you want to blacklist sender of the

«  Click 'OK' for confirmation

Senders added to blacklist will be displayed in the Manage blacklist senders interface. Refer to the section
Managing Blacklisted Senders for more details.

Add senders to whitelist

You can add authenticated senders to whitelist from the Archive interface, so that the mails from those senders will
not be subjected to security checks.

Note: Depending on the permission level configured for your email account by your administrator, the button for
adding senders to whitelist will be "Whitelist this Sender' or 'Request whitelist' in the 'More actions' drop-down
button. If the interface displays 'Whitelist this Sender' button, you can add the sender to whitelist without approval
from your administrator.

+  Select the mail that you want its sender to be added to whitelist and click 'More actions' > 'Request
Whitelist' or 'Whitelist Sender'.

Quarantine: 0

Archive

@ Show message & Report spam f:." Resend email

Jhitelist this Sender

@ Filters @
Blacklist this Sender

[[] Subject From
Reply
[ quarantine Report for _ .
casg-admin-stage@ci democasg.comodc
bob@democasg.comodo.od.ua Reply all
z | ic@gmail
|:| RE: Mew to the stock market? Take your bob@democasg.com Forward stdomestic@gmai
Firststep demuocasg.comodao
bob@democasg.comodo
Don't Miss Qut On the MSP Webinar oxford morris minor @ g )
) dyanoratd81@gmail com
Series <mmoxford@yahoo.com= ) )
avantistude@gmail.com
[7] Mew to the stock market? Take your sumeet domestic )
i . . ) bob@democasg.comoc
FIrStEtep canmestdamesticmamail o s = =

Upon request to the administrator, an email notification will be sent to your administrator and you also will also
receive a copy. This request will also be displayed in the 'Action’ column of the ' Archive' interface. If the
administrator accepts the request, the sender will be added to whitelist and the mails from them will bypass security
checks. If the request is rejected, the 'Whitelist this Sender' icon in the Action column will no be longer be displayed.

«  Senders added to whitelist will be displayed in the 'Manage whitelist senders' interface. Refer to the
section Managing Whitelisted Senders for more details.
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«  If you want to cancel the request before the administrator accepting the request, choose the mail, click
More actions and choose 'Cancel request'.

If the administrator has provided the permission to whitelist a sender without approval, a confirmation dialog will be
displayed on clicking 'Whitelist this Sender'.

Whitelist emails

S Are you sure you want to whitelist sender of the
selected email?

«  Click 'OK' for confirmation.

Using Filters to search archived emails

+  Click anywhere on the 'Filters' stripe to open (or close) the filters area.

Archive Help
Show message | /A Reportspam | & Resend email ‘ Show archive ~ ||B Refresh ‘
ﬁ Filters
'l' Subject w  |contains v Apply filter
[] Subject From To Date (GMT=( Size fi Actiol

Available filters are:
+  Subject: Filter mail based on text found in the subject line. Type the text you wish to search for in
the field on the right. Select a condition from middle drop-down.

«  From: Filter mail based on the sender's name/email address. Type the name or email address you
wish to search for in the field on the right. Select a condition from middle drop-down.

+  To: Filter mail based on the name or email address of the person to which the mail was sent. Type
the name or email address you wish to search for in the field on the right. Select a condition from
middle drop-down.

- Date: Filter mail based on the date entered in the right field using the calendar drop-down and the
condition selected from middle drop-down.

- Size (KB): Filter mail based on the size of the message. Enter the size in KB in the field on the
right. Select a condition from middle drop-down.

- Attachments: If selected, will filter mails according to whether they contain an attachment
When you select any of the above options in the first drop-down, the following conditions are available:

«  Contains: Displays all archived mails that contain the words entered in the text box
+  Not Contains: Displays all archived emails that don't contain the words entered in the text box
+  Equals: (Date) Displays archived emails that have the date specified on the right.

+ Less than: (Date) Displays archived mails which arrived before the date specified in the calendar
on the right.

«  Greater than: (Date) Displays archived mails which arrived after the date specified in the calendar
on the right.
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+ Less than: (Size) Displays archived mails smaller than the sized specified in the third box.
«  Greater than: (Size) Displays archived mails larger than the sized specified in the third box.
+  Click 'Apply Filter' to show mails meeting the criteria you selected.

+ To narrow down your search, click +

Archive Help
Show message /N Reportspam | & Resend email ‘ Show archive v ”G Refresh |
@ Filters
ll' Subject w | |contains v Apply filter
== |From w | | contains v
= To w | contains v
== Date v | lequals v
== | Siza (KB) v | |less than v |0 2
== Afttachments w | equals v [

[[7] Subject From To Date (GMT( Size ﬁ] Actiol

+  Click ™= to remove a filter.
«  Toremove all filters and return to the complete list, click anywhere on the filters to close the filters area then

| £ * Refresh |

click the button.

3.2.1.3 Report Spam

The 'Report Spam' feature allows you to upload and submit suspected junk emails that have got through our spam
filters. Comodo will analyze reported mails and, if we confirm them as spam, will update our filters to quarantine
similar mails in future. CASG accepts a range of different mail formats including .eml and .msg.

Users can also report spam by sending it to spam@antispamgateway.comodo.com. Add the spam email as an
attachment in .eml or .msg format.

Note: The administrator of your email account should have enabled this feature for you. If enabled, the 'Report
spam' sub-tab will be available on the left under the 'Incoming’ tab.

To report a spam mail

+  Click 'Incoming' on the left then choose 'Report spam'
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coOMODO
"' Antispam Gateway

@ Incoming
Cluarantine
Archive
Feport spam
Log search
Manage whitelist senders
Manage blacklist senders

1y outgoing

¥
[15 Account management

The 'Report Spam' interface will open.
«  Click the 'Upload' button.

+  Navigate to the location where the suspected email(s) is/are stored on your system. Select the mail that you
want to report as spam and click 'Open’. The maximum size of the file that can be uploaded is 9 MB.

Report spam © e

Upload .eml format files only (max. size - 9 Mb)

k) Upload

Note: The files should be email format (with .eml extension) and its size should not exceed 9 MB. The following
error message will be displayed if any of the above is not complied with.

Perhaps the body of the fie is damaged of i I nat * &mi farmat or it 5ize greater than SMD (JUtgoing_users.csv) x|
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f=tangel Beauby Clinic

5 Apply. Get Real Quotes For Top Plans, Go With The Best Offer

) Europe Latkery - You waon £300,000

E MY CANADTAN PHARMACY

£ our Email Id has won 1,000,000.00 GEP in the British Microsoft Inc,

File name: I.ﬁ.ngel Beauty Clinic j Open I
Files of type: f &1 Files %) | Cancel |
E

The mail will be processed for uploading and success message will be displayed after the process is completed.

Report spam & Heip

Spam reported successfully |

Upload .eml format files only (max. size - 9 Mb)

3] Upload

3.2.1.4 Log Search

The 'Log search' area lets you search for specific email messages. You can modify your search according to multiple
criteria, including date range, sender, recipient and IP address.

Note: The administrator of your email account should have enabled this feature for you. If enabled, the 'Log search’
will be available on the left under 'Incoming'.

To view a log search of your incoming emails

+  Click 'Incoming’ on the left then click 'Log search'.
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"' Antispam Gateway

@ Incoming
Quarantine
Archive
Report spam
Log search
Manage whitelist senders
Manage blacklist senders

1y outgoing

| |
[£5 Account management

The 'Log search (incoming)' interface will open:

Log search (incoming) Help

Date range: | 2015-11-18 14:47:22 L] -12015-11-19 14:47:21 u
Message ID:
Sender:

Recipient: |demouser {@democasg.comodo.od.ua
Sender IP:

Sender host:

Include results from the last minutes: [

Search

- Date range: The date range for which you want to search the log file.

«  Message ID: A unique message identifier (optional ).

+  Sender: The sender email address in this field.

«  Recipient: The currently logged in user name will be displayed in this field.
«  Sender IP: The IP address of the sender.

+  Sender Host: The sender host name.

+ Include results from the last minutes: If selected, CASG will include messages that are currently being
migrated from the filtering server to the logging server in the search results.

The optian “Include resulls from the last minutes™will skew down the search result retrieval E

+  Click the 'Search' button.
CASG will search for the entered terms and display the results.

Comodo Antispam Gateway - User Guide | © 2019 Comodo Security Solutions Inc. | Al rights reserved 7



Comodo Antispam Gateway—-—-—-—-*U"s"'éﬁrxé_@. LR

Creating Trust Online’

.-’/’-

Date and time" Host(Eximidj" Sender hostnan Sender Recipient Subject Classification
Rejected
2014-10-29 mxsrv3.spamgat mxsrv3.spamgat : : demo spam
) admin@csg.com john ) Ext | patt
14:53:43 1XjUd0-0006V6-\ 178.33.199.69 @csg.com | email 1 ematpatiem
match
mxsrv2. spamgat Rejected
2014-10-29 ' j
- 1XjUUT- MXSIV2.SpAMGat . o @csa.com john Spam email 1 | Helected by
14:45:07 178.33.199.66 relay restriction
0001RZ-B8 - s
for this recipient
mixsrv1.spamgat Rejected
2014-10-29 ) j
1XjUUX- mxsrv2.spamgat demo@csg.com john Spam email 2 Rejected h]r .
14:44:59 . 178.33.199.66 relay restriction
0006NV-Bj : .
for this recipient
1 11 [1-3/3] Perpage |15 W
Sort Entries

«  Click any column heading switches the sorting of the entries based on the ascending/descending order

3.2.1.5 Manage Whitelist Senders

CASG allows you to define a whitelist of senders on a per user basis.
- Allfiltering checks are disabled for whitelisted senders.
«  Comodo recommends you use this option only if you are certain that the sender is trustworthy.

«  You can add senders to the whitelist from both the 'Quarantine' and 'Manage Whitelisted Senders'
interfaces.

« Ineither case, you can only add senders if you have the correct permissions to do so. If you do not have
the permissions, please contact your administrator to add senders to the whitelist.

This section explains how to whitelist senders using the 'Manage Whitelisted Senders' interface.
To manage whitelist senders
+  Click 'Incoming' on the left and choose 'Manage whitelist senders'
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@ Incoming
Cluarantine
Archive
Report spam
Pac o
Manage whitelist senders
Mandye wacraiot seders

An N utgoing

1
5 Account management

The 'Manage whitelist senders' interface will be displayed with a list of senders whitelisted for your mail account.

Manage whitelist senders © uerp
trh s Bt 5 ingtoesd
£ Fitess

P—

goodBoyfheaven com
1 Aatliena@gmail com

[r=2d2l Perpage (15 | w

From this interface you can:
« Add senders to whitelist manually

« Remove senders from whitelist

Note: The 'Add' and 'Delete’ buttons will be available only if the administrator of your account has enabled this for
you. If this is not enabled, you can just view the whitelisted senders in this interface.

Sort Entries
+  Click the 'Sender' header to sort the entries in ascending or descending order of sender name.
Use Filters to search senders

+  Click anywhere on the 'Filters' stripe to open (or close) the filters area.
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Manage whitelist senders @ v
ot Ko 33 Ramesn |
& Fatars

Sender -

«  Sender: Filter senders based on their name/email address. Type the name or email address you wish to
search for in the field on the right. Select a condition from middle drop-down.

The following conditions are available:

«  Equals: Displays all senders with name/email address that match the text entered in the text box.
« Not Equals: Displays all senders with name/email address except the one entered in the text box.

«  Contains: Displays all senders with name/email address that contain the text string entered in the
text box.

« Not Contains: Displays all senders with name/email address that do not contain the text string
entered in the text box.

«  Starts With: Displays all senders with name/email address that start with the text string entered in
the text box.

«  Ends With: Displays all the senders with name/email address that end with the text string entered
in the text box.

+  Click 'Apply Filter' to show the senders meeting the criteria you selected.
«  Click anywhere on the 'Filters' bar to close the filters area.
«  Toremove all filters and return to the complete list, click anywhere on the filters tab to close the filters area

£3 Refresh

then click the button.

To add senders to whitelist manually

+  Click the 'Add' button at the top.

Manage whitelist senders Help
E i e
& Fters
+ s s

Sandar

The 'Add sender' dialog will open:

Add sender

- Enter the sender's username in the 'Sender’ text box and sender's email domain name in the text box after
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the @ symbol.
«  Click the 'Save' button. Repeat the process to add more senders to whitelist.

To remove senders from whitelist

+  Select the sender(s) from the list and click the 'Delete' button.

Manage whitelist senders 2
3 am 3 Relresn
£ Fine

sander i

¥ goodopg@haaven com

Ratfienaggmail com

|n-did] Par page 15 -

+  Click 'OK" in the confirmation dialog.

Remove senders

senders?

@Are you sure you want to remove selected

3.2.1.6 Manage Blacklist Senders

CASG allows you to blacklist senders who frequently send you unsolicited emails
«  The sender will be blocked only for you and not for other users in the domain.

«  The messages from blacklisted senders will not be quarantined.
+  Legitimate email sending SMTP servers will send a bounce message to the sender.
You can add senders to blacklist in three ways:

+  From the 'Quarantine’ interface - You can send requests to your administrator to blacklist senders by
selecting the mails sent by then but added to the quarantine. For more details see the Quarantine section.

- From the 'Archive' interface - You can send requests to your administrator to blacklist senders by selecting
mails sent by them, from the 'Archive' interface. For more details see the Mail Archive section.

- From the 'Manage whitelist senders' interface - You can manually add or or remove senders to blacklist if
your administrator has granted you sufficient permissions.

- The reminder of this section contains more details on the items above.
To manage blacklisted senders

«  Click 'Incoming' on the left then select 'Manage blacklist senders'
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Quarantine

Archive

Report spam

Log search

Manage whitelist senders

® [Manage blacklist senders

1y outgoing

Account management

The 'Manage blacklist senders' interface will be displayed with a list of senders blacklisted for your mail account.

Manage blacklist senders -
+ hadd ﬁ Dalata D o-
£ Fitars
] Sander

daviig@hail.com
O brutusi@backsiabberong
! o [1-2121

Per page 15 w

From this interface users can:

+ Add senders to blacklist manually

+  Remove senders from blacklist

Note: The 'Add' and 'Delete’ buttons will be available only if the administrator of your account has enabled this for
you. If this is not enabled, you can just view the blacklisted senders in this interface.

Sort the Entries

«  Click on the 'Sender' column header to sort the entries in ascending or descending order of sender names.
Use the Filter option to search senders

+  Click anywhere on the 'Filters' tab to open (or close) the filters area.
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Manage blacklist senders O rep
& 221 [ peiere 3 Refresn |
& Finers
+ Sender W  conlang E3

Sender

+  Sender: Filter senders based on their name/email address. Type the name or email address you wish to
search for in the field on the right. Select a condition from middle drop-down.

The following conditions are available:

«  Equals: Displays all senders with name/email address that match the text entered in the text box.
+ Not Equals: Displays all senders with name/email address except the one entered in the text box.

- Contains: Displays all senders with name/email address that contain the text string entered in the
text box.

+  Not Contains: Displays all senders with name/email address that do not contain the text string
entered in the text box.

+  Starts With: Displays all senders with name/email address that start with the text string entered in
the text box.

«  Ends With: Displays all the senders with name/email address that end with the text string entered
in the text box.

«  Click 'Apply Filter' to show the senders meeting the criteria you selected.
«  Click anywhere on the 'Filters' tab to close the filters area.
«  Toremove all filters and return to the complete list, close the filters area by clicking anywhere on the filters

D Refresh

tab then click the button.

To add senders to blacklist manually

«  Click the 'Add' button at the top.

Manage blacklist senders © o
ﬁ Delele i} Rahesh
€ Fiters

Sandar

The 'Add sender' dialog will be displayed.

Add sender

Sender:
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- Enter the sender's username in the first text box and sender's email domain name in the text box after the
@ symbol.

+  Click the 'Save' button. Repeat the process to add more senders to blacklist.

To remove senders from blacklist

+  Select the sender(s) from the list and click the 'Delete’ button.

Manage blacklist senders @ Heio
o+ 1 va) A ot
a Filters

[ Sender

7| liangoekesenoloom
! Judas@betrayal ned
7| gedil@hedl.com

] brutusigbacksiabbarorg

1 i fr-4i4] Parpage (16 | w

+  Click 'OK" in the confirmation dialog.

Remove senders

@Are you sure you want to remove selected

senders?

3.2.2 Outgoing

«  The 'Log search' feature lets you to search for sent email messages, such as mails with virus, spam mails
or as per the filter criteria selected in the 'Classification' drop-down.

«  From here you can also run a search based on other filters such as date range, recipient, sender IP and
host.

Note: The administrator of your email account should have enabled this feature for you. If enabled, the 'Log search'
will be available in the left hand side navigation area under the 'Outgoing' tab.

' coOMODO
g Antispam Gateway

&) Incoming \

(13 Outgoing

Log search

1 ]
X5 Account management
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The 'Log search' allows you to search for sent email messages based on filters such as date range, recipient email

address, sender IP and classification.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the 'Log

search' will be available in the left hand side navigation area under the 'Outgoing' tab.

To perform a log search of your outgoing emails

+  Click the 'Outgoing' on the left then 'Log search'’

cCoOMODO
p* Antispam G

A
2 InComing

- Lo
|l| Ousbgoing

B | ogs=sarch

3 Account management

The 'Log search (Outgoing)' interface will open:

Log search (outgoing) © Help
Date range: | 2015-11-18 15:02:34 [=] - 2015-11-19 15:02:33 &)
Message ID:
Sender: demouser [@demeocasg.comedo_od.ua
User: [@democasg.comodo.od.ua
Recipient:
Sender IP:
Sender host:
Classification: |All v
Include results from the last minutes: ]
+  Date range: The date range for which you want to search for the sent mails.
+  Message ID: Enter a unique message identifier (optional )
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«  Sender: The currently logged in user name will be displayed in this field.

«  User: The username of the outgoing email address that was used for your outgoing mails. Note, that even
though many users may be configured with the same username for their outgoing mails, only the mails sent
by you will be displayed for the search.

« Recipient: The email address of the recipient (for example, 'testuser1@domain.in’) that you want to search
for sent mails.

«  Sender IP: The IP address of the sender.
«  Sender host: The sender host name.
+ Classification: Select the type of email that you want to search from the drop-down options.

+ Include results from the last minutes: If selected, CASG will include messages that are currently being
migrated from the filtering server to the logging server in the search results.

The optian “Indude resuis from the last minutes™ will kew down the search resut retrieval u

+  Click the 'Search' button.
CASG will search for the sent mails based on the filters entered and / or selected and display the results.

Date and tiriie Host (Eximid) Sender hosin, User Sender Recipient Subject Classification
Mxsrv3.spamg . :
2014-10-29 outgoin Accepted
?4,4915‘ 1XUYS- ;115"'3;:3?220' john john@doctean demo2@docte _ ;-;..;tgﬁ :
49 196.95. bject 2
0005Ws-0H J
mxsnv2.spamg )
2014-10-29 ) mail2.comodo. ; outgoing Accepted
1XJUYF- john john@doctean demo@docte )
14:48:43 91.196.95.33 subject
0002Do-AU .
1 I1 [1-212] Perpage |15 w

+  Click the 'Download' button to download the log report of sent mails for the filters entered and/or selected.

The download dialog will be displayed.

F B
Opening cutgeoing.docteamcasg.comodeo.od.valogs.zip ﬁ

You have chosen to open:

@ outgoing.docteamcasg.comodo.od.ualogs.zip
which i WinRAR ZIP archive
from: & & -

What should Firefox do with this file?

7 Openwith |[WinRARZIP (default) -

i@ i Save File

[] Do this autematically for files like this from now on.

(0] 4 l ’ Cancel

You can choose to open the file by using the browse option or save the file in your system. The compressed log file
will be saved in the folder that you have configured for saving download files. The values in the log report will be
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separated by commas and this file can be opened with application such as Excel or Openoffice Calc for easy
analysis.

Sort Entries

+  Click any column heading switches the sorting of the entries based on the ascending/descending order

3.2.3 User Account Management

The 'Account Management' area allows users to change their login password, whitelist settings, enable/disable
quarantine alerts and manage subscriptions to quarantine summary reports.

Note: You can access the 'Change settings' and 'Manage report subscriptions' screens only if these are enabled for
your email account by your administrator. If enabled, they will be available under the 'Account management' on the
left.

comoDo
Quarantine: 0 My A t
G Antispam Gateway HAIEIENE & y Accoun

@"— Incoming

@ Outgoing

My profile © e

Change password
5 Account management S

m My profile New password

Confirm password :

Save

Change settings

Whitelist my email |}
Enable quarantine alert |Use domain settings || v

Non human: [[]
Public email: [T

Click the following links for more details on each area:
«  Managing profile settings
+  Managing User's Subscription for Periodical Summary Reports
+  Configure Language for Messages from CASG

3.2.3.1 Manage Profile Settings
The 'My Profile" interface allows a user to change his password and the whitelist status of their email.
«  Allfiltering checks in CASG are disabled for whitelisted recipients.
+  You can configure quarantine alerts and auto-login settings from this interface.
You can access to 'My profile' in two ways:
+  Click the 'Account management' on the left then the 'My profile'.
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[:3 Account management

B [y profile
Manage report subscriptions

System messages locale

Alternatively, click the "My Account' link at the top right then click 'My Profile’.

{ My profile

Logout

The "My profile' interface will occur:

My profile © Hein

Change password

Mew password :

Confirm password :

Change settings

Whitelist my email : &
Enable quarantine alert |Use domain settings | v

Non human: [
Public email: [

Note: The 'Change settings' section will be available in the 'My profile interface only if the feature is enabled for you
by your administrator.
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The interface allows you to:
«  Change your current password
+  Add or remove from recipient whitelist
« Enable or disable quarantine alerts

+  Configure non human or public email

To change the user's password

+ Inthe 'Change password' section, enter the new password and confirm it in the respective boxes then click
the 'Save' button.

Password successfully changed dialog will be displayed.

Success

@ Password was successfully saved.

+  Click 'OK.
Now you can access CASG using the new password.
To add or remove from Recipient Whitelist

+ Inthe 'Change settings' section

«  Select or deselect the 'Whitelist my email' checkbox to add or remove yourself from the recipient
whitelist.

+  If checkbox is enabled, mail sent to your email address will not be filtered by Comodo Antispam
Gateway.

A confirmation dialog will open:

Success

@ Settings successfully saved

+  Click 'OK".

To enable/disable quarantine alerts

Depending on the settings done here, you will receive a notification email whenever an email addressed to you is
identified as spam and moved to quarantine.

The default setting will be as configured by the administrator for the domain.

«  Click the 'Enable quarantine alert' drop-down”
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Enable quarantine alert ||Js& domain settings | w

Non human: | Enable
Disable

Use domain seftings (Disable)

Public email:

«  Enable - Notifications will be sent to you whenever your incoming mail is quarantined
- Disable - No notifications will be sent whenever your incoming mail is quarantined

«  Use domain settings - Depends on the selection by the administrator. If enabled, you will receive
email alerts whenever your incoming emails are quarantined. If disabled, you will not receive
notifications for your quarantined emails.

+  Click the 'Save' button to apply your changes.

To configure non human / public email

The 'Non human' or 'Public email' features determine whether the users will allow more accurately filter spam for this
type of email address. By default, it is disabled.

MNon human: ||
Public email: []

«  Check 'Non human' if the address is a no-reply or common mailing list such as 'sales@..."

«  Check 'Public email' if the address is published somewhere, for example on a customer facing website.
«  Click the 'Save' button to apply your changes.

3.2.3.2 Manage User's Subscription for Periodical Summary Reports

The 'Manage report subscriptions' interface allows a user to configure subscription for periodical Quarantine
summary reports. See CASG Reports for more details.

Note: The administrator of your email account should have enabled this feature for you. If this is enabled, the
'Manage report subscriptions' will be available on the left under the '‘Account management'.

To configure report subscription for a user

+  Click the 'Account management' on the left then click the 'Manage report subscriptions'.
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The 'Manage report subscriptions' interface will open:

Manage report subscriptions © Hew

‘_ @ Quarantine report ‘

Hour Day of month Day of week Send empty Enabled Start date Report length
'E;E'Every hour '?'Every day ':?:'Every week day
@ Choose ©Choose ©Choose

o — 1 - Sunda -

&l [ . 4 I Next report for 14 hour(s) from last

1 £ onaa EXT repol or lour{s) from last run
v MNov 20, 2015 04:00
; S B ol (2015-11-1913:37)

E 2 3 uesda

[ 3 4 Vednesda

4 - 5 - Thursda .

Reset settings to default

+  Select 'Enabled' check-box if you want to receive the periodical Quarantine summary reports.
« Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.

- Select the frequency of the report to be sent to you from the 'Hour', 'Day of month' or 'Day of week'
columns.

«  Hour - The reports will be generated and sent at the selected hour of the day or date chosen from 'Day
of month' or 'Day of week' columns.

«  Day of month - The reports will be generated and sent every day or on the specific day every month
chosen at the hour selected from the 'Hour' column.

- Day of week - The reports will be generated and sent every day or on the specific day every week
chosen at the hour selected from the 'Hour' column.

- Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

+  Report length - Displays the period of the report that will be generated depending on the options
chosen.

+  Click 'Save' for your settings to take effect.

+  Click 'Reset settings to default' button to configure default report generation period. The report will be
generated every 24 hours starting from last report generated time or from 00:00 hours.
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3.2.3.3 Configure Language for Messages from CASG
The system messages interface lets you configure the language of notifications that CASG sends to you.
To configure the language

«  Click 'Account Management' on the left then select 'System messages locale'

comMoODO
f : Cuarantine: 0 My Ac t
3 Antispam Gateway S L My Accoun

b comi
@ Incoming System messages locale Help
1y outgoing

v Change locale for system messages |English v
[E3 Account management

My profile

Manage report subscriptions

m System messages locale

+  Select the language in which the messages are to be displayed/sent from the drop-down.
+  Click 'Save' for your settings to take effect.

Success

@ Locale for system messages saved successfully

4  CASG Reports

Comodo Antispam Gateway allows you to subscribe to quarantine reports. You can choose to receive reports on a
daily, weekly or monthly basis.

Each report contains statistics on mails that were sent to you, but instead moved to quarantine. The report also
shows the sender, recipient, date and attachments of each mail. Click the subject line to open the mail in a new
window.

By default, reports are disabled for new users. Reports can be enabled or disabled for a user in Account
management > Manage Report Subscriptions.

The Quarantine Report contains a statistical breakdown of the mails that were identified as spam or containing
malicious content and were moved to Quarantine automatically by CASG, with the details on sender, receiver, date
and attachments. Clicking the subject line in the list will open the respective mail in a new CASG window.

The report can be subscribed to be received daily, weekly or monthly at the selected hour.
- Daily -The report will be generated and emailed to you daily.

+  Weekly - The report will be generated and emailed to you every seventh day from the date set in the 'Start
date' field. The report will contain details of the mails quarantined during the past seven days.

«  Monthly - The report will be generated and emailed to you every 30th day from the start date set in the
‘Start date' field. The report will contain details of the mails quarantined during the past 30 days.
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An example of a '‘Quarantine summary report' is shown below:

rﬂ Quarantine Report for demol@docteamcasg.comodo.od.ua - Mozilla Thunderbird EL@W
File Edit View Go Message JTools Help
X GetMail ~ #wite WcChat B AddressBook | B Tag~ =
From admin@csgga.comodo.od.ual 4 Reply 4 Reply Al ~ | = Forward
“ubject Quarantine Report for demol@docteamcasg.comodo.od.ua 4/22/2014 9:30 AM |
To demol @docteamcasg.comodo.od.ua Other Actions ~ !

j @ COMODO

- Antispam Gateway

#l  Here is the quarantine report for demo1@docteamcasg.comodo.od.ua from Apr 21, 2014 04:00 to
Apr 22, 2014 04:00

Subject | From [ To Date size |l
Furd: Toke John Smith demol@docteamcasg.comodo.od.ua, et 6.41
i Charge ol Your <fiatliena@gmail.com> demo2@docteamcasg.comodo.od.ua 03:38:06 GMT ME B i
Allergies 2014
For help, see the User guide: hiip:#help como

Hawving Trouble? Support is here to help. Open a Ticket at hitps://support.comodo.com or call 1.688.COMODO (266.6361)

«  Clicking on the 'Subject' link will open the respective mail in a new CASG window. You need to login to
CASG to read the mail in the new window.
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Appendix - CAS Comparison Table

There are two versions of CASG, a paid version will all features and a free version with limited features. The table
given below provides the details of features available for both the versions.

Features Paid Version Free Version
Number of domains and incoming / outgoing users Depends on the 5 users and 1 domain
subscription
Number of domain aliases 5 Nil
Active Directory / LDAP Synchronization v X
Create / Modify User Groups v x
Assign permissions to User Groups v X
Number of user aliases per user 5 Nil
Incoming / Outgoing email filtering v v
View all quarantined emails v v
Release quarantined emails v v
Whitelist / Blacklist quarantined emails v v
Configure spam detection settings v v
Report spam emails v v
View queued emails in Delivery Queue v v
Create local recipients v %
Clear incoming / outgoing email cache v X
Log search incoming emails v v
Log search outgoing emails v %
Create domain aliases v X
Configure domain settings v £%
Configure email size restrictions v x
Configure 'Blocked extensions' settings v £%S
View users' release requests v X
View users' whitelist / blacklist requests Ve £%
Whitelist / Blacklist recipients v x
Whitelist / Blacklist senders v v
View users' login history v x
Email archive X X
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Number of email administrator accounts Unlimited 1

Report management v x
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About Comodo ecurity Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013
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