COMODO

Creating Trust Online®

Overview and Tutorial

Comodo Certificate Auto-installer is an easy-to-use utility which simplifies the often complex process of obtaining and
installing an SSL certificate on IIS/Apache web-servers. The utility allows you to:

« Create a certificate signing request and automatically submit it to Comodo
«  Use one of three methods to complete Domain Control Validation

+ Automatically install the certificate on your website

Bind the certificate to an 1IS domain (if this has not been done already)

«  Purchase new certificates using in-app ordering

«  Renew or replace certificates that are close to expiry

«  Obtain a free, 90-day, Comodo certificate

COMO D 0 Certificate Installer
E File EJ Certificate @ Request Filter
Orders

Order # ~  Order date Expires Domain name Certificate status Awailable Actions Apply

630551 2016-06-09 20 7-06-09 companydamainname.corm issued Autoinztal certificate -
630339 2016-06-08 companywebsite.corm awaiting payment Complete payment -

611076 2015-09-11 companywebsitel.com processing Domain Control Yalidation - Apply

Autoinzstall certficate | Y] Apply

Save certificate
Renew Certificate

Installation Check

Detected sites on local serve
Site & Binding Information Certificate Available Actions Apply
mydomain.com 443 E=admini@email.com, Ch=mydomain.com, O=mMy Company LLC, L=Dallas C=US Expires: 38 Generate C5R - Apply
payments test.com 443 E=adming@email com, Ch=payment test.com, O=My Company LLC, L=Dallas C=US Expires: 3/ Generate CSR - Apply
example com E=admini@@email com, Ch=example.com, O=hy Company LLC, L=Dallas,C=US Expires: 2510  Generate CSR - Apply =
- Apply
Prerequisites:
Apache

«  Your sites are hosted an Apache web server on Linux (CentOS, Fedora, Ubuntu or Debian)

+  You install the utility on a Windows 7/8/10 or Windows Server 2008-2012 R2 machine. Ensure .NET
framework 4.0 is enabled on the Windows machine.

«  Once installed, you can remotely login to your web server from the utility.

«  The user that logs in should have SSH access with sudo privileges. If the SSH user does not have sudo
privileges, then all keys and certificates will be placed in the home directory.

1)

+ You are running either Microsoft IIS 7.x or 8.x (Server 2008 - 2012R2). IIS 6.x (Server 2003) and below is not
supported

+  You must run this utility on the web-server on which you wish to install the certificate
«  Your host has .NET framework version 3.5.1 or above
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This document contains the following sections:
« Download, install and run the utility

» Connect to an Apache Server
« The main interface / actions and statuses
+  Tutorial
» Step 1- Generate and submit a CSR
» Step 2 - Complete Domain Control Validation (DCV)
« Step3
« Install and bind a certificate - IS
» Install and bind a certificate - Apache
+ Renew a certificate
» Buyacertificate
«  Complete your order
+ Generate a CSR
+ Get afree certificate

»  Order a certificate by redeeming a Comodo voucher

Download, install and run the utility

The certificate auto-installer can be downloaded from:

-

—
i

f /Ir’

[

http:/ldownload.comodo.com/ss|_autoinstaller/ComodoSSL CertificatelnstallerSetup.exe

COMODO

Creating Trust Online®

«  Apache - Install the utility on a Windows 7/8/10 or Server 2008/2012 R2 machine. You will remotely connect
to your web server from within the utility. The next section offers advice on connecting.

« IS - Install the utility directly on the web server on which you want to install your certificates.

g
& setup - Comodo SSL Certificate Installer

(=] s

computer.

continuing.

Welcome to the Comodo SSL
Certificate Installer Setup Wizard

This will install Comodo SSL Certificate Installer 1.0 on your
It is recommended that you close all other applications before

Click Mext to continue, or Cancel to exit Setup.

[ Mext > J [ Cancel
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Click 'Next' to continue.

-
E Setup - Comodo S5L Certificate Installer . 0 0 e |l

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

COMODO CERTIFICATE SUBSCRIBER. AGREEMEMT

el »

IMPORTANT - PLEASE READ THIS CERTIFICATE SUBSCRIBER. AGREEMENT
CAREFULLY BEFORE APPLYING FOR., ACCEFTING, OR. USING A COMODO N
CERTIFICATE. BY USING, APPLYING FOR, OR ACCEPTING A COMODO
CERTIFICATE OR. BY CLICKING ON T AGREE”, YOU ACKMOWLEDGE THAT YOU
HAVE READ THIS AGREEMENT, THAT YOL UNDERSTAND IT, AND THAT YOU t
AGREE TO ITS TERMS. IF YOU DO NOT ACCEFT THIS AGREEMENT, DO NOT
APPLY FOR, ACCEPT, OR USE A COMODO CERTIFICATE AND DO MOT CLICK T
AGREE",

(@) I accept the agreement

(7)1 do not accept the agreement

[ < Back ][ Next = l[ Cancel ]

After agreeing to the user license, you will be asked to choose where to install the utility and to confirm start menu
options before continuing to the setup review screen:

r ™
[EJ setup - Comodo S5L Certificate Installer =L
Ready to Install
Setup is now ready to begin installing Comodo S5L Certificate Installer on your
computer.

Click Install to continue with the installation, or dick Back if you want to review ar
change any settings.

Destination location: -
C:\Program Files (x88)\Comodo S5L Certificate Installer

Start Menu folder:
Comodo 55L Certificate Installer

Additional tasks:
Additional icons:
Create a desktop icon
Create a Quick Launch icon

< Back " Install ][ Cancel

Click ‘Install’ to continue to begin installation.

+ IS users, the utility requires .NET Framework versions 3.5.1 or above. To enable this on IIS, select Start >

All Programs > Administrative Tools> Server Manager > Features > Add Features and select your .NET
framework.

Once installation is complete, start Comodo Auto-Installer from the start menu, the quick-launch icon or by double
clicking the desktop shortcut. This will open the launch menu:
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COMODQO certificate Installer - Free Wiility

Comodo Auto-lnstaller makes it eagy to obtain and install an 550 certificate on 115 web-zervers

Comodo Customers

o Once logged in you can wview your existing orders and
Login access the auto-inztaller's full functionality,

Mon-Comodo Custormers

Obtain a free certificate which iz fully truzted by all
ertificate major internet browsers,

D Allowws pou to purchase a new Comodo 550
Buy Certificate Certificate. 'ou can then use the utility to
automatically install the certificate.

Wwill detect all existing certificates on vour server

Renew with Comado atd allows pou ba reness them with Cormoda.

Step-by-ztep wizard that helps pou create a standard

Generate CSA certificate signing request for an 5501 certificate

Comodo Customers - Please choose one of the following options:

* Login - Log in with your Comodo account user-name and password and a certificate order number to
view the status of your orders, generate a CSR and install / buy / renew certificates:

COMODOD -certificate Installer - Login

sername |

Pazsword |

Order # |

Login

»  Login with voucher — (Comodo partners only). Allows you to redeem a Comodo voucher for a pre-paid
SSL certificate. After clicking this button you will be asked to enter your voucher and verification codes
before moving onto the certificate ordering

Non-customers — Please choose one of the following options:

«  Get Free Certificate - Starts a wizard that helps you order a free Comodo SSL certificate. Free
certificates are valid for 90 days and are limited to one per domain. Once your order has been created it
will appear in the 'Orders' section of the utility. See Sign up for your Free Trial Certificate for more
details.
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»  Generate CSR - Starts a wizard that will help you create an industry standard certificate signing

request. You can then use the CSR to apply for a certificate at any time. See Generate a CSR for more
details.

»  Buy Certificate — Starts a wizard that allows you to select and purchase a Comodo certificate. Once

your order has been created it will appear in the 'Orders' section of the utility. See Buying a Certificate
for more details.

*  Renew with Comodo — The utility will scan your web-server and display a list of all installed certificates
(including self-signed). Non-Comodo certificates are highlighted in red. Click 'Renew' to apply for a
Comodo certificate for the same domain. See Renewing a Certificate for more details

Connect to an Apache Server

After installation, Apache users should login to their Comodo account at the utility start screen, then connect to the
Linux server that hosts their Apache web server.

Once connected you will be able to generate a CSR, automatically install your certificate and access the full
functionality of the utility.

To get started, go to 'File' and select ‘Connect to another computer (Linux)'.

COMODO certificate Installer
m Certificate @ Request Filter

Connect to another computeriLinu

amain name

Disconnect from another computer
nmpanywehsital.com

At the host login box, enter the address and port number of your host, and the credentials of a user that has SSH
access with sudo privileges. If the SSH user does not have sudo privileges, then all keys and certificates will be
placed in the home directory.

CDMD D D Certificate Installer ®

SErver |

Login | auto

Connect

»  Click 'Connect'. Once connected, all web sites detected on your server will be listed in the lower pane (under
the red line):

Comodo Auto-installer Customer Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 5



cCOMODO

Creating Trust Online®

.-'/’--

CDMDEG Certilicate Installer
EI File m Certificate m RSt m Filter

Deder # +* Drder date Enpies [ omain names Cetificate status Awalable Action: Lpply

630581 20160609  2017-06-08  corparsdomainhame com igsued Auloinstal certficabs Aol |

530333 2016-05-08 cormpanmysebsite com awalling payment Cormplste paymert - Apply

611076 2015-09-11 comparywehsite] com processing Dioerasin Cortral Validation . dpply |
- Apply

steched sites an server 1010077 110

Sike & Binding Irfoemation Cetificate Bvailable Achiona Bophy
[ty |

Reshionbrue, con. s _delaud_a43 More Germale C5R - Apply

teshizoninu com. us “d44 Hore Gereale CSR = | Apply ]

From this point onward you can use the utility to order, install and manage all certificates on your Apache web server.
«  See The Main Interface | Actions and Statuses for a basic understanding of the utility
+  See the tutorial for a step-by-step guide to completing your order and installing your certificate
«  See Completing Domain Control Validation (DCV) if you need help with DCV
+  See Install and bind a certificate for an overview of the certificate installation process

The Main Interface | Actions and Statuses

After logging into your Comodo account, the upper pane of the utility will display a list of all certificates associated
with your account. The lower pane displays a list of all sites and certificates detected on your server.

+  Apache users should next click 'File' > 'Connect to another computer’, then enter the address and login
credentials of their host. Click here if you need help with this.

+ 1IS users do not need to connect because the utility is already installed on the host. All detected certificates
and sites will automatically be shown in the lower pane.
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All your Comodo ‘Status’ tells you
certificate orders where your certificate The actions you can
appear in the upper is in the ordering and take depend on the
pane installation processes certificate status

COMODO cenficsienstalier
.hl: -t'fr'!rhule .ﬂqquut .hngr

Cioier # = Deder dale [ Diomair rames Certifiabe shahs Avallabile Actions:

EM0551 2016-06-09 20M7-06-09  companmdomainnamis com wauad fuporatal ceitibcate
201 6-06-00 companywebsite com awailing payment Complste payment

2150911 companywebsite] com processing Dromain Conirol Y alidation

Aulcenal carheale w

SavEe cembc e
Fenew Catficate
bnit allabon Check

Distected shes onlocal patver
Comtic ahe Avalablis Sctiony

E=samirdBemai com, (h=miyoomen com, Osky Comperry LLC, L=Dmilss C=US Bxpres 18 Ganessle CSHA

peymerits feet oo Y E=admingeameal com, CH=paryment best com, Oeily Company LLC, L=Dsllas C=L5 Exgires: 3/ Denessbe C5H

muampie Com Esadmingemal com, CNesxampie com, Oskly Company LLC, LeDalles CoUS Expres 2910 Geneate CSA

The lower pane Lists .Illﬂl"lg certificates i
e ey which are installed and Allows you to view and
1 sites discovered bound to discovered sites. el s
on your server 'Red’ certificates are non- certificates
Comodo

The tutorial will take you from the 'most incomplete’ status of 'Awaiting Request' through to a final status of '‘Bound'.
Before that, however, it is worth first explaining the 'Certificate Statuses' and 'Available Actions' you will see in the

interface:
Certificate Status Available Actions
Waiting for CSR Generate Request

A certificate order has been created but a corresponding CSR
has not been imported to the auto-installer nor submitted to
Comodo CA. You must submit a CSR for your domain to start
the certificate application and issuance processes.

Processing Domain Control Validation
Replace CSR

CSR has been submitted and received. Comodo CA is now
processing the order and validating the application. Note — you
must next complete Domain Control Validation (DCV) before
your certificate can be issued.

Note - If your status is 'Processing’ but you have completed
the CSR and domain validation (DCV) processes, it is usually
because Comodo are still completing organization validation.
Please check the interface regularly to see if your certificate
has been issued. Please allow up to 1 week for EV certs and 2
days for OV certs.
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Issued Auto-install certificate
Complete request (IIS only)
Certificate has been issued by Comodo CA and is Save Certificate

awaiting further actions. Certificate status will change to | Renew Certificate
'Issued' if your CSR has been accepted AND the DCV

: Installation Check
check is successful.

Installed Auto-install certificate
Bind to site (IIS only)
Apache - Certificate has been successfully installed. Save Certificate

IIS - Certificate has been installed but has not been bound. Renew Certificate
Installation Check

Bound (IIS Only) Auto-install certificate
Save Certificate
Certificate has been installed and assigned to the domain in IS | Renew Certificate
'Bound' certificates should also appear in the 'Detected Sites'

area. Installation Check

Awaiting Payment Complete Payment

Your order has been placed with Comodo, but payment has
not yet been received. Please complete payment for order
processing to continue.

Available Actions
Generate Request

+  Starts a wizard that will help you create and submit a CSR using IIS / Apache for the domain listed in the
‘Domain Name’ column

Replace CSR
«  This option is available only while the certificate has a status of 'Processing’ (after 'CSR' has been submitted but before

the certificate has been issued). Use this option to replace your CSR if, for example, there were errors with the original
CSR.

Domain Control Validation

- Starts the Domain Control Validation (DCV) wizard. It is mandatory to complete DCV before Comodo can
issue your certificate. You can choose any of the following methods to complete the process:

«  Email - You must respond to a challenge-response email sent to an email address at your domain
» HTTP/S CSR Hash - Comodo systems check for the presence of a .txt file uploaded to your domain

*  CNAME CSR Hash - You add a DNS CNAME record containing the SHA-1 and MD5 hashes of your
CSR

« None of the above - Select this only if you have arranged an alternative method of completing DCV with
Comodo

Auto-install Certificate

1) Installs the certificate to the domain listed in the ‘Domain Name' column (Apache and IIS)
2) Creates a site in IS for the domain listed in the ‘Domain Name’ column if one doesn’t already exist (IS only)
3) Binds the certificate to the domain in IIS (IIS Only)
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Note — For IIS, if the certificate has status 'Installed' then 'Auto-install’ will only perform 2) and/or 3) as required

Complete Request (lIS only)
» |Installs the certificate to the domain listed in the 'Domain Name' column
»  Does not hind it to the domain in IIS nor create the site in IIS if it doesn't exist
Bind to Site (IIS only)
»  Creates a site in IIS for the domain listed in the ‘Domain Name’ column (if one doesn’t already exist)
»  Binds the certificate to the domain in IS
Renew Certificate

«  Opens the auto-installer's '‘Renew Certificate’ wizard

Installation Check

- Verifies whether your certificate is correctly installed on the domain named in the certificate. You can use this
option to test new certificate installations, and the installation status of existing/discovered certificates.

Complete Payment

«  Opens the Comodo order forms where you can enter payment details. Payment must be received before
further processing can take place on your order.

«  Allows you to save a zip file containing your certificate to a location of your choice

These diagrams illustrate the relationship between statuses and available actions for IIS and Apache servers:

Comodo Auto-installer Customer Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 9




cCOMODO

Creating Trust Online®

Apache Flow

115 Flow
- Complete . Complete
Awaiting Payment ERGEe Awaiting Payment ' pRTES

-

Waiting for CSR  —— I Genarate Ragquast

-

v

Waiting for CSR —— Generate Request

-

Damain Contral ]
Pracessi — , Damain Contral
E Validation Processing » Validation
l > Auto-install "
certificate
Issued tssuad Auto-install
certificate
p Comiplete Regquest
¢ Installed
Installad I Bind to site
Baund .

For clarification, the 'Auto-install certificate" option is always available after issuance so you can, for example, re-use
the utility to install the same certificate on a different host. The 'Renew Certificate’ option will appear when certificates
with a status of 'lssued’, 'Installed’ and 'Bound' are approaching expiry.

The top menu contains some additional functionality:

COMODGO certificate Installer

EF“E mli:ir:r'tifin:atr: @F!.qu.lr:-st mFiItr:r

Orders

File:
»  Allows you to close the application or refresh the list of orders shown in the upper pane.

»  'Connect to another computer (Linux)' / 'Disconnect from another computer' (Apache users only) — Allows
you to connect to a Linux host running CentOS, Fedora, Ubuntu or Debian. You will need to enter the
address of the host and the username/password of a user who has SSH access with sudo privileges.

Certificate:
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- List of of Installed Certificates — Comodo Certificate Installer scans your server and presents every installed
certificate. This list differs from the certificates shown in the 'Detected Sites' area, which only shows
certificates that have been both installed and bound.

»  'Autoinstall’, 'Complete Request', 'Bind to site’, 'Save to file', and ‘Renew ' - once a certificate is selected in the
main pane, these items fulfill the same functionality as described in the 'Available Actions' section.

«  'Buy Certificate' will allow you to start the purchase process for a new Comodo certificate. This is covered in
Buying a Certificate

Request: Contains two items related to to CSR generation:

« 'Create for current order' — Allows you to generate a CSR for a selected order then submit it to Comodo or
save it. This is similar to the 'Generate Request' action but gives you the flexibility to create a CSR for an
order at any time in its life-cycle.

e 'Create new' - Allows you to generate and save a CSR for a certificate, independent of a Comodo order. This is useful if
you just want to generate a CSR to use in other applications.

Filter: Allows you to filter which certificates are displayed by status. Current filters are 'Awaiting Payment', 'Issued' and
'Processing'

Help: Displays software version information and allows you to view the online user guide.
Tutorial
Step 1 - Generate and submit a Certificate Signing Request (CSR)

Step 1 deals with orders that have the status 'Waiting for CSR'". If your order has a status of 'Processing’, then skip to
step 2. If your order has a status of 'lssued’, then skip to step 3. If your order has a status of 'Awaiting Payment' then
please select '‘Complete Payment' to continue (click here if you'd like some more information on this).

» Locate an order with a 'Certificate Status' of 'Waiting for CSR', select 'Generate request' and click 'Apply'

COMODO cenificate Installer x
E File E] Certificate Request E Filker Help
Ordes # w DOrdes date E=pires Domain name Cerlificate status  Available Actions Apoly

[ Generate iequest j Apply

«  The'Generate CSR' form will open:
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COMODQ certificate Installer - Generate CSR X
E File Erviranment: Local sepser

® Generate

Commaon name: ||:Dmpanywel:usite.cnm
[ multidomain

Dromains list:

Organization: |.-’-'-.I Development | Organizational unit: |

Citylocality: | Dallag | State/province: |

Countrpdregion: | Lnited States [ U5 ] A

E-mail:

Generate

M ake private key exportable

Cancel

« Ifyou already have a CSR you wish to use, simply select the 'Paste' radio button and paste it into the text
area in the lower half of the dialog. Click 'Send' to submit the CSR to Comodo CA.

« If you do not already have a CSR, you need to complete all fields. Most are self-explanatory, but for those
with little experience of certificates:

Common Name = Fully Qualified Domain Name (for example, www.domain.com). This should be auto-
populated.

Multi-domain = Check this box if you purchased a multi-domain certificate. You should enter all domains
covered by the certificate in the 'Domains List' box

Domain list = Enter all domains covered by the certificate. Each domain should be on a separate line.
Organization = Your company Name (for example, 'My Company LLC")

Organization Unit = Department (this can be the same as 'Organization' if your company doesn't require
this field)

E-mail = Your contact email address
»  The 'File' menu has the following options:
» 'Save CSRto file' - Save your CSR in .txt format
» 'Save as template' - Save the CSR, and all data/settings in this dialog to a template file for re-use later.
- 'Load template' — Load a previously saved template

» 'Make Private Key Exportable' IS Only. This checkbox is only relevant to IIS users. If the private key is
exportable then it will possible to export your certificate to another web-server. This is useful, for example, if
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you want to secure a load-balancing web-server or because you have switched to another hosting provider.
We recommend you leave this box enabled unless you have specific reasons for making the private key
non-exportable.

For Apache users. Your key is 'exportable’ by default - your newly created CSR and key will be placed in
/home/username/Comodo_Al/sitename/key/*.*

COMODO certificate Installer - Generate CSR *
@ File Enwvironment: Local server

® Generate

Cammon name: |cnm|:uanywel::site.u:u:um

[ multidomain

Domainz list:

Organization; |.-'1".I Development | Organizational urit; |

Citylacality: | D allad | State/province: |

Country/region: | United States [ US | v

E-mail: companyemail@gmail.com

Make private key exportable

BEGIM ME'w CERTIFICATE REGLEST
MIIDZCCA CADAmaD ELMARGATIEERM OV MRC24) B gl VEAgMAKFMMO 4wDAYDVOOH
DALk TE #bA T E st CalGas1 UEAwwjazzybd D E 2M D vl |E abd (v uc2F zeG rphiGiba1 w25 Bu
b2QudWE =Dk B gMYEACMEBTE sk TE »MIIElANE gk ghkiGSwIBALEFAADCAC SAMIIE
Cgk CAQEApsAuG 4BLS=F dhe) g0 plE Biv'r' AW EHIE A« Th?PgnG cOrr3aD AU Skl k.
Qi Tzl DWW RizT 8deqT kIEDAIpgl wiPGE310H42LET kAN BU Carlk k=Tl iakwi
AGG Tzt ok S +ul v CYuR 4 mefbwk anB 7 skkmndw B bPEERWD Tr=Fosbllg
4zt4 2= dMeSAQuhmataxN 0Dt K ok B b= oxk GieL L +hD gl gZ2MJ ) ndS keoHif0a0
WiddE GubJ FPR T wlBtHS BAgiuk QB i262f0230 PAB kZ 9wt Lp 0 0G Sul ak.eClmr
eftPEal ++3zr4k L PSF 7O ofuSYRIDADAR ol IBK 24 aE gorB gEEAY | 3D QD MBI wihaf

Click 'Generate' to automatically create a CSR from the details you entered. Click the 'Send" button to submit the CSR
to Comodo. A confirmation window regarding your successful request will appear:

COMODO cCertificate Installer

Request successfully uploaded

The certificate status will change to ‘Processing’ and ‘Available Actions’ for this certificate will now contain two options
—‘Replace CSR’ and ‘Domain Control Validation’.

Comodo will check the CSR details and conduct any required validation checks on your company. Organization
Validated certificates (like Instant SSL) and Extended Validation certificates require manual validation, so it might be a
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day or two before the certificate is issued. Comodo staff will contact you should they need any more information.
While this is in progress, you should complete Domain Control Validation (DCV).

Step 2 - Complete Domain Control Validation (DCV)

Before Comodo can issue your certificate, you must demonstrate ownership of the domain by completing DCV.
Comodo offers various methods for you to achieve this. To begin, first select 'Domain Control Validation' from the
'Available Actions' drop-down and click 'Apply":

COMODQO certificate Installer

File Certificate Request Filter
R q

Orders

Cider # w  [Order date Expires Dramain name Certificate status Available Actions Apply

W | Apply

This will open the DCV configuration interface:

— Methiod of Domain Control Walidation

¥ Email Addresses Registered Email Addiesses [from WHOIS)

|»

o )
Alternative methods of DOV Level 3 Email Addresses

" Nane of the abave & admin@companywebsite.com

" administrator@companywebsite.com
" hostmaster@companywebsite.com
{~ postmaster@companywebsite.com
" webmaster@companywebsite.com

Level 4 Email Addresses -

Subrmit

In the 'Method' box on the left, choose *one* of the following options:

+ Validation by email address - You confirm domain ownership by responding to a mail sent to an email
address registered for this domain. You are presented with a choice of email addresses drawn from the WHOIS
database that are registered to the domain, along with some 'typically used' addresses (such as
webmaster@domain.com). After choosing one, you must click the validation link in the mail to confirm your
control of the domain. Alternatively, the email also contains a unique code which you can copy and paste into
the auto-installer interface.

OR

+ Validation by alternative methods of DCV — There are currently 3 alternative methods you can pick from.
The first two involve uploading a .txt file containing hashes of your CSR to your web server. The third
involves adding the hash of your CSR as a DNS CNAME for you domain. In all cases, Comodo will run an
automated test to ensure that you have completed the task.

OR

+ None of the above — Choose this if you have already arranged an alternative way of completing DCV with
Comodo. If you choose this option, please remember to click 'Submit' to register this choice with Comodo
issuance systems and to cancel any DCV method you may have selected previously.

Validation by email address

After selecting 'Email Addresses' as the DCV method, the interface will present a list of WHOIS registered and
commonly used addresses.
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Domain | Statuz

companywebsite.com Mo Damain Contral Validation method selected

r— Method of Domain Control ¥ alidation
& Email Addresses

7 Altemative methods of DCY

© None of the above

Reagistered Email Addresses [from WHOIS]

Level 3 Email Addresses

admin@companywebsite.com
administrator@companywebsite.com
hostmaster@companywebsite.com
postmaster@companywe bsite.com
webmaster@companywebsite.com

e ReRaNO]

Level 4 Email Addresses

|»

-

~ Please enter a validation code that was received via email:

Please select an address at which you can receive mail and click 'Submit'. Comodo will send a mail to this address

which contains a validation link and a unique validation code. You can confirm domain control by clicking the link and
following the instructions on the page that this link opens. Alternatively, you can copy the validation code and paste it
into the field at the bottom of the interface (see screenshot below):

COMODO certificate Installer - Domain Control Validation

Domain | Statuz

companywebsite.com Verification email sent to admin@companywebsite.com

— tethod of Domain Contral W alidation
& Email Addieszes

" alternative methods of DCY

= Mone of the above

Registered Email Addrezses [from WHOIS]

Level 3 Email Addresses

admin@companywebsite.com
administrator@companywebsite.com
hostmaster@companywebsite.com
postmaster@companywebsite.com
webmaster@companywebsite.com

Level 4 Email Addresses

-

— Pleaze enter a validation code that was received via email:

I5g354SWEGBS1

Click 'Send' to submit the code for verification:
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COMODO certificate Installer

Yerfization Code has been uploaded successfully

Validation by alternative methods of DCV
HTTP(S) CSR Hash

Both the HTTP and HTTPS CSR options involve Comodo's automated systems checking for the presence of a simple
text file in the root directory of your domain. The file will contain the MD5 and SHAL hashes of your CSR and should
be publicly accessible at the following location:
http:/fyourdomain.com/<Value of MD5 hash of CSR>.txt
To complete DCV using this method:
1. Select the HTTP or HTTPS CSR Hash radio button
2. Click 'Submit' to register this choice with Comodo
3. Click 'Create File'. This button will:
i.  Generate the required DCV file
ii. Ask you to provide the location of your root directory
iii. ~Place the file in your root directory
iv. Automatically run the DCV check

‘Check file" will just run the DCV check (‘iv' in the list above). This is useful if, for example, you want to create and
upload the file manually. If you want to handle this process manually then there are more instructions at:
https:lIsupport.comodo.coml/index.php?/Default/Knowledgebase/Article/View/791/16/

In short, you need to create a .txt file according to the following specifications:

File name http:/lyourdomain.com/[Upper case value of MD5 hash of CSR].txt
Content [Value of SHA1 hash of CSR]
comodoca.com

You can copy the MD5 and SHA1 hashes from the interface above. You then need to save it to the root directory of
your web server.

Once DCV is passed, the certificate status will change to 'Issued' if you have already successfully submitted a CSR.
Note 1: DCV will fail if any redirection is in place.

Note 2: yourdomain.com in the example above means the Fully Qualified Domain Name (FQDN) contained in the
certificate. If you are ordering a MDC or UCC, each FQDN in the certificate MUST have the txt file in placed in its root

folder.
Examples:
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yourdomain.com/<Value of MD5 hash of CSR>.txt
subdomainl.yourdomain.com/<Value of MD5 hash of CSR>.txt

yourdomain2.com/<Value of MD5 hash of CSR>.txt

CNAME CSR Hash

The MD5 and SHA1 hash values of the CSR you submitted to Comodo are provided to you in the interface. To
complete DCV using this method, you must add a DNS CNAME to your domain which use these hashes.

The CNAME record should be added as follows:

<Value of MD5 hash of CSR>.yourdomain.com. CNAME <value of SHA1 hash of CSR>.comodoca.com.
Example - 123456789ABCDEF.yourdomain.com. CNAME ABCDEF123456789.comodoca.com.
Make sure to include the trailing periods as the check will fail without them.

The procedure for adding a CNAME record varies depending on your registrar or web host. If you are not experienced
in modifying DNS records, then please request the assistance of your domain registrar or web host before making this
change.

Once the CNAME change has been implemented, click 'Submit' to run the DCV check. The certificate status will
change to 'Issued' if the DCV check is successful AND you have successfully submitted a CSR.

Step 3
Install and bind a certificate - IS

If your certificate has a status of 'lssued', there are two installation options available to you - 'Auto-install Certificate'
and 'Complete Request'.

- 'Auto-Install' will install and bind your certificate in IIS and lead to a certificate status of '‘Bound'

« 'Complete Request' will install the certificate but will not bind it. This option leads to a certificate status of
'Installed".

+ If you choose the 'Complete Request' action, you will be presented with the option to 'Bind to Site'
afterwards.

e The 'Auto-Install' action is present at all times for 'lssued' certificates so you can re-install on different hosts as per your
requirements.

*  For a more complete explanation of these options, see The Main Interface [ Actions and Statuses
To automatically install and bind a certificate:

- Inthe main interface, select 'Autoinstall certificate' from 'Available Actions' and click 'Apply'. Choose the site
you wish to install to from the 'Site' list box and click ‘Continue’. Doing so will instruct the auto-installer to
install and bind the certificate to the website and host specified by you.
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COMODOD cerificate Installer - Automatic Installation

ovvertZxog . com e
testizonlinux.com.ua
164gaertExcy. Ccom.ua
testdocumentation.com.ua

Host name |1 Gadopwyertzxcg.com.ua

Port 443 IP address | All unassigned

Continue

COMODO certificate Installer

Certificate bound sucessfully.

COMODO

Creating Trust Online®
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Comodo Certificate Autg.e.iﬁst’éil'i"é?,  comono

; e f

/
« Ifthe website doesn't exist on the server, you be offered the opportunity to create one:

COMODQO Certificate Installer - Attention

Mo host detected for zite
164gwertzxcg.com_ua.
Please select it from the list or create it.

Create Seled Cancel

+  Click 'Select' to go back and choose a different site. Click 'Create’ to open the 'Add Website' interface:

COMODO cerificate Installer - Add Website

Site name: Application pool:

|1 Bdquertzrcg.com.ua

Phuzical Path:

IP &ddress: Port:

I.fi".ll unazsigned j |443

[T Create http binding
IP Address: Fort:

I.-“-‘-.II unaszigned j IBD

Huozt name:

|‘I Bdqwertzrcg. com.ua

Ewxample: wiany contozo, com or marketing, contogo,com

Cancel

«  Type your website domain in the 'Site Name' text box.

«  Application Pool (advanced users). If you have a particular application pool on your web server to
which this site should belong, then click 'Select' and choose it from the list. Otherwise, leave this at the
default 'DefaultAppPool.

«  Content Directory. Type the path or browse to the directory on your web-server that contains your
website content.

«  HTTPS (binding). By default, the IP address value for the web site is 'All Unassigned' (in DNS). This
means the server will respond to requests for any IP address on the port and host name that you specify
for this site except IP addresses that have been assigned to another site. IP Address and port must be
different for different web sites hosted on the same web server. This setting can be left at ‘All
unassigned' / 443 unless you know you have specific binding requirements.
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«  HTTP (binding). Allows you to create a HTTP binding for the site. Please also complete the 'Host name'
field if you enable this option.

«  Click 'OK" to save your settings then click ‘Continue' on the 'Automatic Installation' screen. You will see a
confirmation message if your certificate was installed correctly.

COMODO cCertificate Installer

Certificate bound suceszsfully,

Install and bind a certificate - Apache

If your certificate has a status of 'lssued' then the next action you should choose is 'Auto-Install Certificate'.
+ 'Auto-Install' will install and bind your certificate in Apache and lead to a certificate status of 'Installed’

+  The 'Auto-Install action will remain available even after installation so you can re-install on different hosts as
required.

After selecting a certificate, choose 'Auto-install certificate’ and click 'Apply'. The utility will copy the certificate and key
to the path in the Apache configuration.

CD MD D‘ U Certificate Installer

| | Crtififcate file placed to
Jetedzzl/certz Avourdomainname. comodo, od. ua. crt
Crtififcate chain file placed to
detedszlfcerts Avourdomainname . comodo. od. ua-bundle. crt

Restart Apache web server to complete the installation.
Renew a certificate

There are three ways you can renew a certificate:
+  Torenew one of your Comodo certificate orders, use the 'Renew Certificate’ option in the 'Available Actions'

drop-down.
COMODOQ certificate Installer =
[ElFi= [§] certificate  [#] request  [] Filter Halp
Order # w  Oider date Expires [romamn name Certificate status  Avalable Actions Hpply
| Renew Ceriificate j Apply
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The option above will appear when a Comodo certificate with a status of 'issued’, 'installed' or 'bound'
approaches its expiry date.

+  Torenew discovered certificates that are bound to 'Detected Sites', select the 'Renew with Comodo' option:

Site Binding Information Certificate Ayvailable Actions Apply
- Apply
payments.test.com * 4431 E=admini@email.com, Ch=payments tes... ' Generate CSA = | Apply

You can also use the option above to buy a new certificate for a domain that does not have one.

+ Alternatively, you can renew a certificate by using the 'List of installed certificates' feature to find ALL
installed certificates on your web server (the 'Detected Sites' area only shows certificates that are installed
AND bound to a domain)

CDMODD Ceriificate nsialler - List of instslled cerficstes

Detected Canficates Ja valdTo  Subisc View Fienaw
;
o 19 e SNTESANE  ZHWHNT o S S ol om0 i Viaws Ranew |~
[P . ASAOSINS  AMHTIE e R .
TG UV s e R el 14510 . it s, P17V (BT R dadm View Renes
E/A0/I000  S/EVI000 e Lo MR n e S ol daseitss | View || Renew |
[prTre—— L R R T L I N S —————
B ikt ol M1 B/E2NE 2 e Al el e shiah e e el i 1R g E
B B e ZIFASANG  ZIBZINT 0 PO | BB b o ot S0 OV 11| B 01 ' [view || Renew |
P e YRS W06 e Dl View Fenew
T e S I I
[—— 426 IEOT L T T —T——— T P ——— View Ranew
e SR I EONE  SEUI0I6 e S il [ wiew || Renew |
[ - TAOME  TAIME e T SS— . [view |[ Renew |
A e WYNE  VAVINT 3 ket b oo e ommatl 4o 1 S Tt i say | e View Rionaw
. . WITRMIS  WZII0N6 S -~ (st botiss . [ View || Rensw | ..
— T e T

The 'Filter' check box at bottom-right allows you narrow results by:
«  Domain Name

Validity (Valid from/to)

»  Subject

- Existing Comodo customers can access this list by logging in then choosing 'List of installed certificates'
from the 'Certificates' menu.

- Non-customers can access the same interface from the start-up dialog:

Mon-Comodo Custamers

Obtain a free certificate which iz fully truzted by all
major internet broweers,

e Allowes you to purchase a new Comodo S5L
Buy Certificate Cerificate. r'ou can then uze the utility to
automatically inztall the certificate.

Wwill detect all existing certificates on pour zerver
and allowvs pou to renew them with Comodo.

Step-by-step wizard that helps you create a standard
certificate signing request for an 551 certificate

w1.1.1.0
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After choosing a certificate to renew using any of these methods, you will move onto the next step,
Completing Your Order.

Buy a certificate

There are three possible ways you can buy a certificate:

1) Existing customers should log into the utility and select 'Buy Certificate’ from the 'Certificates’ menu:

COMODD certificate Installer

E Request Filter

List of Installed Certificates

Order # Autainstall omain name
B0525RY C_DmF'l'Et% request o zxowentzsdxog
B04330 Bind te 5_'tE etz .com.uE
k04200 Save to file ywenzsdxog.com
F!pnp-w
601600 Buy Certificate al;mnu.saspwm.c
EO10049 2015-03-04 multilamain
k01007 2015-03-04 multilamain
R NNA 2ME-N3-n4 M E-Nk-24 ranltidmmain

2) Non-Comodo customers can select '‘Buy Certificate’ from the start-up dialog:

[Mon-Comodo Customers

Obtain a free certificate which iz fully trusted by all
ertificate major internet browsers.

Allowz wou to purchasze a new Comoda 550
Certificate. vou can then uze the utility to
automatically install the certificate.

Buy Certificate
—

Wil detect all exizting certificates on your gerver

Rienew with Comado and allowy you ta reresy them with Cormoda,

e Step-by-step wizard that helps you create a standard
Generate C5H certificate signing request far an 551 certificate

wi1.1.1.0

3) Logged-in customers can also buy a certificate for a 'Detected Site' that does not have one by selecting the
'Renew with Comodo' option:

Site Binding Infarmation Certificate Available Actions Apply
- Apply
payments_test.com *4431: E=admin@email.com, CN=payments.tes.. ' Generate CSR - | Apply

After choosing a certificate to purchase using any of these methods, you will move onto the next step, Completing
Your Order.
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Complete your order

After you have chosen a certificate to purchase or renew, the next step is to complete the 'Create New Order' form:

COMODO certificate Installer - Create new order

Choose a certificate type Domain details

Comman name |companydomainname.con’l

® Showal O Domainaldation (O Extended Validation
‘what's this?

Domains list:

Praduct |EDMDDD S5L Centificate
Explain by Choices

Term |‘I year $ 110,004,

DCY Method ™ |HTTP C5R Hash
‘wihat's this?
Create file for DCY check Wwihat's this?
Generate CSR
Connect Mow Mot Connected L Make private key exportable

Curmency: |USD w

Femote Host Connection Status [Apache Only)

Summary
COMODO 55L Certificate for Tatallexcluding taxes] :$110.00

« Choose certificate type

Product: Choose between Extended Validation or Domain Validated certificate categories then choose a
certificate type from the drop-down box.

Place your mouse over the 'What's This?" and 'Explain My Choices' links if you need help to decide.

Price and currency: Displays the price of your current selection and allows you to change payment
currency.

«  Domain details

Common Name = Fully Qualified Domain Name (for example, www.domain.com). This should be auto-
populated if you are renewing a certificate.

DCV Method: Select a method for completing Domain Control Validation. Place your mouse over 'What's
This?' to see an explanation of each option. DCV options are also explained here.

+  Create file for DCV check: Automatically generates the .txt file required for Domain Control Validation
and places it in the root directory of your web-server. This option becomes available if the utility detects all
domains in your CSR are set up on your web server, and it can determine the root directory path of each. Click
here if you need more information about DCV checks.

Note: 'HTTP CSR HASH' + 'Create File for DCV Check' are the recommended options. The form will default to
these options if we detect it is possible to complete validation this way on your server. To 'unlock’ the drop-down
and reveal the other DCV options, please un-check the 'Create File for DCV Check' box.

« Generate CSR: If enabled, the utility will automatically generate and send a certificate signing request
with this application (recommended).

»  Deselect check 'Make private key exportable' box if you do no want to export a certificate with its
private key

* Remote Host Connection Status (Apache only)
- Indicates whether or not you are connected to an Apache server. The 'Connect Now' button opens the
host login box.
«  Click 'Next'.
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The next step is the account and contact details screen. Fields marked * are mandatory.

COMODGO certificate Installer - Create new order

Enter Your Account Details Enter Your Company Details

Lagin Name * |testuser?2ﬂ@gmail.com | Orgarization Mame |FIOwer&E0

Login name should be min. 5 shasasters fong. Street Addiess " [Cpmpanyaddiess

Password = | ********* | Country : |United Statez (U5 ]

Fasswvords should be min. & charasrers fong and coniain . = [agp72
at feast one yppercase fetter, one fowercase feiter and Postal / Zip code |
one number

[T |Cityname

Confirm Password = | “““““““““ State / Province  * |A|abama [AL]

PO Box (Dptional] ~ [11111

Enter Your Contact Details Company Telephane * |123-458-?89

First Mame * | Peter

Last Mame * |J0hn30n

Ermail Address * | testuger? 20i@gmail.camn

Telephane * [123-456-789

Job Title |FIOwer&Eo

Save ta file Fiead fram file

»  New customers - Please create a Comodo user-name and password and complete all fields.
Afterwards, you will be able to log in to the auto-installer to install, bind and manage your certificates.

Existing/logged in customers — In many cases we will be able to draw all the company and contact
details we need from our records, so you may not see this screen at all. In certain cases, however, we
may need you to submit additional information. For example, an EV certificate application requires
additional information that you might not have previously submitted. Please complete any mandatory
fields that are required.

»  Click 'Save to file' to save the information you have entered so far in a .txt file (default= C:\Program
Files (x86)\Comodo SSL Certificate Installer\user_data.txt).

+ Click 'Read from file to auto-populate these fields from a saved file.
«  Click 'Next' when all fields are complete.

After agreeing to the subscriber agreement, you will have a chance to review your order before submitting:

COMODGO certificate Installer - Create new order

Summary

Your Order User info

Product: COMODO 55L Certificate Lagin Mame: testuser?20@@gmail. com
Tem: 1 year: $ 110,004, .
Primary D'omair: domaniwebsitenarne. cam First Mame: Peter
Tatal Domains: 1 Last Mame: Johnson
DOV Method: HTTP CSR Hash Email Address: customeraddressi@gmail com
oucher: Mot uzed Telephone: 123-456-739
Job Title: FlowerCo

Total [excluding taxes]: $110.00 Organization Mame: Customer owner
Street Address: Comanyaddress
Postal / Zip code: 29072
Country: United States [ US ]

City: Citynare
Company Telephone: 123-456-789
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»  Click 'Place Order' to continue.

You will then be asked whether you would like to complete payment now or later:

COMODOQO certificate Installer

7 Renewal Order Successfully Placed.
Would you like to complete payment now?

. proceed o payment Mo, | will pay later

» Ifyou select 'No', then your CSR will be submitted to Comodo and your new order will appear in the auto-

installer interface with a status of ‘Awaiting Payment'. You can continue certificate processing by selecting
‘Complete Payment'.

- Ifyou select 'Yes', you will be directed to the Comodo order forms:

Logout

i el orne:
e Payment . Auto Installer
— Al Developrmert

Account Options

FSNnp
Secure Payment Page ——
Your Order Humber: 1433111 L DL

Total Amourit: 417790

Having problems paying?

Required 1eid= = dizplayed In RED. 0, please covaetonr saks deparme ot who willbe abk

Card Detail=s

a2 e tyon wilth wou T pament
Card Humber: | Emall:
sﬂ:sﬂmﬁoﬂomﬁ
Card Code (3 or 4 digits): I Tlsphons:

Expiry Date: I - I ,.'I - I +1 /558 266 5361

+1. 7051 2361
Cardholder's Mame: I.ﬂ\.ut-:- Installer

Cardholder 8ddress and Cortact Details

Comparry Mame: I.ﬂ-.l Crenvelopment

Pddress 1: IStreet

City & Town: IDdessa

State S Prowince £ Cournty h."a

Zip / Posteode: l1zz2123

Couritry I Ukraine ;I
Phone: [122456723

Email: l—ﬂ+—-«+ﬂ-—l =+ o8

Cancel & Start Again | hdzke Payment |

B CopyTi KNS, All TighE resemed. Uzlng WAN ) Tharsdayd vy Z3, TS
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Fill out the required card payment details and click ‘Make Payment'. Once payment is complete, your new certificate
will appear in the auto-installer interface as a new order with one of the following statuses:

» Processing -This status indicates that domain control validation (DCV) is not yet complete.

- Ifyou selected 'email' as the DCV method during ordering, then please check your email account for a
verification mail. Click here for more details on email DCV

+ Ifyou selected HTTP CSR, HTTPS CSR or DNS CNAME as the DCV method, then please click here
for further guidance.

« Issued - If you have successfully completed domain control validation then Comodo will issue your
certificate and you should next choose choose either ‘Auto-Install' or ‘Complete Request' as explained in
Installing and Binding Your Certificate.

Generate a CSR

There are three methods you can use to generate a CSR with Comodo Auto-Installer:

1. You can have a CSR automatically generated during order creation by enabling the '‘Generate CSR' box
when renewing a certificate or buying a certificate:

Domain details

Comman narme |

Dromainz list;

DCW Methad * [HTTP CSR Hash W

Tl ) *i ]
[#] Create file for DCY check What's thiz?
[+] Generate CSR

L [« Make private key exportable

2. To generate a CSR for one of your existing certificate orders:

(i) Select an order then choose 'Generate Request' and click 'Apply":

Cerficate statuz  Available Actions Apply

Generate reguest 3 Apply J

OR

(i) Select an order then choose 'Create For Current Order' from the 'Request’ menu:

COMODQO Certificate Installer

ElFile  [g] Certificate Request [{52 L

Orders Create for current order

Order # w  [Order date Create new Certificate B
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Both methods will start a wizard that will help you create and submit a CSR for the domain listed in the ‘Domain Name'’
column. Click here to find out more.

3. You can also generate a standalone a CSR for later use by either:
(i) Clicking 'Generate CSR' at the start-up dialog:

Maon-Comodo Custormers

Ohbtain a free certificate which iz fully trugted by all
majar internet browsers,

Allowz pau ta purchaze a new Comoda 550
Certifizate. “'ou can then use the utility to
automatically install the certificate.

Will detect all existing certificates on your server
and allows pou to renew them with Comodo.

Step-by-step wizard that helps vou create a standard
certificate signing request for an S50 certificate

v 1.1.1.0

OR
[ L) [
[=] Request
Create for current order
Order # »  [rder date Create new Certificate

(i) Select 'Create New' from the 'Request’ menu:

This will open the 'Sites List' window which shows all domains that the utility discovered on your server:

C O M O D O certificate Installer - Sites List

Autoingtaller detected that following sites exizt on thig [15 zerver:

Site E:Pocr':-ggtion Certificate Generate C5R

Default Web Site Mone Generate C5R
payments . test.com 4431 E=admin@email.com, CN=payments tes... Generate CSR
example.com 4432 E=admin@email.com, ChN=example.com... Generate CSR
wwww.website_com None Generate C5R

Generate C5A for domain not from the List

«  Select a domain and click 'Generate CSR' to open the 'Generate CSR' form. Click here if you need
help completing the fields on the CSR form.

«  Alternatively, click '‘Generate CSR for a domain not on the list' to create a request for domain that is
not listed.
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Get a free certificate

Non-Comodo customers looking to test certificate functionality and compatibility before committing to a purchase can obtain a

free Comodo certificate which is valid for 90 days. Free certificates are trusted by all major browsers and mobile devices and are
limited to one per account. Click 'Get Free Certificate' to start the ordering process:

MHon-Comodo Custormers

Ohbtain a free certificate which iz fully trugted by all

et Free Cerlificate major internet browsers,

Allows pou to purchaze a new Comodo 550
Certifizate. “'ou can then use the utility to
automatically install the certificate.

Buy Certificate

Will detect all existing certificates on pour server

Renew with Comado and allow pou to renew them with Comode.

Step-by-step wizard that helps pou create a standard

Generate CSA certificate signing request for an 550 certificate

w1.1.1.0

After this, your next step is to complete the "Create New Order' form", as described in Completing Your Order.
After submitting your order, it will appear in the 'Certificate Installer' main interface with a status of ‘Processing’
»  See The Main Interface | Actions and Statuses for a basic understanding of the utility
*  See Completing Domain Control Validation (DCV) if you need help with DCV

See Install and bind a certificate for an overview of the certificate installation process

Redeeming a voucher

Available for selected Comodo partners only. Voucher holders can claim their pre-paid SSL certificate by clicking the 'Redeem
Voucher' button from the launch menu.

1. Enter your voucher and verification codes in the appropriate fields then click the ‘Login’ button:

COMODQO certificate Installer - Login

Naucher

Code

Login

2. After your codes have been validated, the next step is to finalize your order. The 'Choose a certificate Type'
area on the left will be grayed out because this is a pre-paid certificate. However, you will need to enter your
domain name and any alternative names. If possible, we advise you leave the 'Create file for DCV',
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'Generate CSR' and 'Make Private Key Exportable' options enabled. If you would like more help with this
step, see Completing Your Order.

COMODDO cerificate installer - Create new order

Choose a certificate type Domain details

Coomimae mame |:arpan_l,ndnmai'|narr= com

@ Show Al (' DomainYalidation O Extended Valdation
) ) Docmanres bt

Froduct © | COMODO S50 Ceribicate

Team 1 pear: § 1100000

: DOV Method * [HTTF L5 Hash
Cumercy. | JSD w

(] Cieste e for DV chack
= v Ganerste C5R
Connect Haw — W] Make prvate kay sxportable

Flemote Host Cornection Stahus [Apache Only)

=UIMImAry

nesd Voucher wi s used
PahbWADE a3 el oufel 3%

Click 'Next' to submit your order. Note — Your order will not be affected if you back out and close the window at this stage. You
can return and complete this step at any time.

3. After successfully submitting your order it will appear in the 'Certificate Installer' main interface with a status of
‘Processing’.

COMODOQO certificate Installer -

EFHE mnij:r- ficate Eﬁ.equr:-st FiItr:r Help
Orders .

Order #

w Order date Expires Domain name Certificate status Awailable Actions

ez on local server

Site Binding Information Certificate Available Actions Apply

W “ Apply

»  See The Main Interface | Actions and Statuses for a basic understanding of the interface

»  See the tutorial for a step-by-step guide to completing your order and installing your certificate
e See Completing Domain Control Validation (DCV) if you need help with DCV

»  See Install and bind a certificate for an overview of the certificate installation process
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About Comodo

Comodo Certificate Authority is one of the world's largest providers of SSL certificates by volume having issued over
91 million certificates and serving over 200,000 customers across 150 countries. The company provides a full suite of
certificate products spanning all validation levels for website certificates, certificates for code-signing and email-
signing, and the Comodo Certificate Manager (CCM) platform. Comodo CA has its US headquarters in New Jersey
and international offices in the United Kingdom, Ukraine and India.

Comodo CA Limited

3rd floor, Office Village Exchange Quay

Trafford Road, Manchester, M5 3EQ

United Kingdom

Tel : +44 (0) 161 874 7070

Fax : +44 (0) 161 877 1767
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