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Comodo EDR - Quick Start

This tutorial explains how to setup Comodo Endpoint Detection and Response (EDR). The guide will take you
through the following processes:

- Step1-Login to EDR

»  Step 2 - Add Endpoints to EDR

+ Step 3 - Manage EDR Policies

»  Step 4 - View Events Details on Endpoints
« Step 5-View Alerts

+  Step 6 - Analyze Events

« Step 7 - Investigate Events on Computers
- Step 8 - Analyze Files by their Hash Values

« Step9- View Process Timeline of Events

Step 1 - Login to EDR
There are two ways to access the EDR interface:
Login at EDR portal
«  Goto https:/ledr.cwatch.comodo.com/login and click 'Login' at top-right:

CWatch

O EDR

Welcome to EDR

°
A

Forgot Password?

Don't have an account? Sign Up

=+ iR\ st arty mrhan i

+  Enter your credentials and click 'Sign in'. Click 'Forgot Password' if you can't remember your password.

+ EDR opens at the dashboard after you login.
Comodo One MSP Customers:
+  Login to your account at https://one.comodo.com
«  Click 'Applications' > 'cWatch EDR' to open the application in new tab:
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Step 2 - Add Endpoints to EDR
You need to install the EDR agent on all endpoints that you wish to monitor. There are two ways to do this:

1. Individual Endpoints.
+  Click 'Download Agent' at the bottom-left of the EDR interface

+ Install the agent on every target machine
+  Click here to view a tutorial on this process

2. Group Policy Management (GPO). See the GPO guide at https://help.comodo.com/topic-444-1-910-
11939-Introduction-to-Agent-Deployment-via-GPO.html for help with this.

3. Script execution via Endpoint Manager. Use an Endpoint Manager script to deploy the agent. You can
download the script from:
https://scripts.comodo.com/frontend/web/topic/enroll-comodo-edr-agent
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You need to create a custom procedure in Endpoint Manager to run the script:

+  Login at https://one.comodo.com

+  Click 'Applications' > 'Endpoint Manager'

«  Click 'Configuration Templates' > 'Procedures'
«  Click 'Create' > 'Create Script Procedure'

«  The script you downloaded earlier goes in the 'View Procedure' tab. Please remember you need to
modify this script to suit your use case.

See 'Create a custom procedure' for help to create a custom script.

Add endpoints individually
+  Login to your EDR account from each endpoint and download the agent from there.

«  Click 'Download Agent' in the left menu.

Comodo EDR - Quick Start Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 4


https://help.comodo.com/topic-399-1-786-10976-Create-a-Custom-Procedure.html

Comodo EDR - Qu i_ck Start Guide coMono

o

; i] = | Application Tools Downloads - O X
Home Share View Manage ﬂ
i v P * » ThisPC » Downloads w | Search Downloads 2
it Mame Date modified Type
i Quick access
E Comodo_EDR_Agent_Installer_1.1.258.3_Bk3uAu5kQ 520/2N8 1247 PM  Application
B Desktop w :
a ComodoRemoteControl 5 148 PM Application
¥ Downloads  # i Firefox Installer (1) 5/30/2018 253 PM  Application
Shared Space # By Firefox Installer 529/2018 210 PM  Application
=| Documen itsm_ _installer 5/22/2018 5:20 PN Windows Installe
= D ts & E1bYIR4) [l 22/2018 5:20 PM d I I
= Pictures - &Eﬂ itsm_zZ TWuemT _installer 5/23/2M811:08 AM  Windows Installer
J" Music @ revosetup 52272018 1244 PM Application
ﬂ Videos Wy wordweb® 5/29/2018 1:08 PM Application
¢@& OneDrive
Bl This PC Wk 2
Sitems  1itern selected 5.38 MB == =]

«  Open the setup file to start the installer

ﬂ COMODO cWatch EDR Agent Setup = >

Customize Installation

Install COMODO cWatch EDR Agent to:
| Browse |
Send me COMODO news, offers and discounts to the following e-mail address:
Send anonymous program usage (e.q. arashes, errors, dicks, etc.) statatics to
COMODO in order to improve the product's quality.
| 1
Back I Mext I | Cancel |

The default installation location is C:\Program Files (x86)\COMODO\cWatchEDRAgent\. Click 'Browse..." to
choose a different installation location.

«  Click 'Next' to continue the installation
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ﬁ COMODO cWatch EDR Agent Setup — pod

Installing COMODO cWatch EDR Agent

Please wait while the Setup Wizard installs COMODO c\Watch EDR. Agent.

Status:

You must restart the endpoint to complete the installation:

ﬁ COMODO cWatch EDR Agent Setup —

Completed the COMODO cWatch EDR Agent

Setup Wizard

COMODO cWatch EDR. Agent is installed successfully.

Please NOTE. COMODO cWatch EDR Agent
require the system RESTART to take full effect.

Close

+  Click 'Close'
+  Restart the endpoint to finalize the installation.

That's it. The endpoint now is enrolled to EDR and can be found in the 'Endpoints' area:
«  Login to EDR as described earlier

«  Click 'Endpoints' in the left-menu. This area lists all endpoints you have added to EDR:

Comodo EDR - Quick Start Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 6



cCOMODO

Creating Trust Online®

= ruths b Wdzzima, s eameds eam B Lagost

Ensdpaint Sesmh Fesull

& Fnspoint Versien cal P iddmas Crampansr hame IpeIIting Sysam e O Linan Cannacson SEaus Miacton Last Lipdate THTes «

ARMILEE

AKMD0E Wirglows 15 07 Luber 84 bt platiorm

& - . - — -

Step 3 - Manage EDR Policies
+  An EDR policy determines which events will generate an alert for you.
«  There are 7 event categories. You can define specific rules within each category.
« Comodo EDR ships with a default security policy that is applied to all enrolled endpoints.
« You can also create custom policies according to your requirements.
+  Only one policy can be active at a time. You cannot delete the active policy.

Note. EDR policies do not determine which events are monitored and logged, they determine which events you
receive alerts for. cWatch automatically logs all events and submits suspicious files to Valkyrie for analysis,
regardless of EDR policy. This means cWatch will always catch zero-day malware, even if you prefer to disable some
alerts in a policy.

You can search raw logs in the 'Investigation' screen.
+  Click 'Policy Management' on the left to manage EDR security policies:

CWatch
EDR = Ipgrade Hoe Welcome, edro | @yopmail.com & Logout

.-| v List

COMODO Recommend Poley is by detaull your actke pelicy. You may change or modity i amytime
There 13 exactly one active policy at any given time.

Evant store scaleis 0-10

Events with score 0-5 are Low Risk Evemis.

Ewants with seonas 510 ana High Risk Evarrts
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«  The screen shows general information about policies and lists the default '‘Comodo Recommended Security
Policy'.
« Acheck-mark beside a policy indicates it is currently active.
Create and Activate a Policy

+  Click 'Create Policy"

CWatch _
EDP = Upgrade Mow  Weleome, edre @yopmail com [ Logout

Policy List

COMODO Recommend Policy |= by defeutt your active policy. You may change or modify it anytime.
There is exactly one active policy &t any given time.

Event score scale is O-1D.

Events with score 0-5 are Low Risk Events.

Ewvents with scores 6-10 are High Risk Events.

U etection I " Comodo Recormmaended Security Policy
& Endpoints
Q Investigation

» Ewent Search
» Computer Search

» Hash Search

s . 208 © EDR by Comoda
Download Agem

«  Create a name for the policy and press enter:

| I% I +" Comodo Recommended Security Policy

Chennai Site Fol ICY Cance!
U
« Now, click on the policy name to view and edit its current details:
U Chennal Site Policy Edit Pelicy

«  The new policy is automatically assigned a set of default rules.

+  You can add new rules, edit or delete rules as required.
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The policy interface has two tabs - '‘Company Rules' and 'Endpoint Rules'.

«  Company Rules - Create rules by event category. Company rules are applied to all protected endpoints.
See 'Company Rules' for more information.

«  Endpoint Rules - Create additional conditions for each event category and apply to specific endpoints. See
'Endpoint Rules' for more details.

Company Rules
There are seven event categories in the company rules section.

Each category has conditions or rules that can be implemented in your policy. You can create new conditions and
edit or delete a condition from an category.

The built-in event categories are:
«  Process Events - Rules to alert you when processes are invoked by an application
« Registry Events - Rules to alert you about changes to the Windows registry on your endpoints.
+  File Events - Rules to alert you about modifications to system files.

«  Download Events - Rules to alert you when files are downloaded via browsers, emails, shared folders or
external drives.

«  Upload Events - Rules to alert you when files are transferred to shared folders or external drives.

« Defense+ Events - Rules to alert you when processes attempt to access critical operating system functions
or launch attacks.

«  Network Events - Rules to alert you about any service listening to ports and network connections on your
endpoints.

To create a new condition
+  Click 'Add New' at the top of an event category:

The 'Add Condition' dialog will open:
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Event Type

- Choose Event Type ~ v

— Choose Event Type —
| Delete Registry Hey
| Delate Registry Value

et Registry Valus -

- 'Event Type' - choose the type of incident that you want EDR to detect. The event types available depend
on the event category chosen.

 Inthe example above, the category is 'Registry Events', so the available event types are 'Delete Registry
Key', 'Delete Registry Value' and 'Set Registry Value'.

+  After choosing a type, you must next construct your condition. You do this by choosing the specific criteria
which should be monitored. Again, the criteria vary by event category and event type.

+ In the example above we will chose 'Registry Events' > 'Set Registry Value'. The available criteria for 'Set
Registry Value' let you specify which key names, values or paths should be monitored.

Event Type
Set Registry Value ¥
Event Name
Score|
m | & Add rule € Add group

«  Event Name - Create a label for your condition. This label will be shown as 'Alert Name' in the 'Alerts'
interface.

«  Score - Rate the event according to how seriously you judge the incident. Scores range from 0 to 10.
« Scores 0to 5 - Low risk events
«  Scores 6 to 10 - High risk events
The next step is configure the parameters and conditions for the rule.
+  Click the arrow below 'AND/OR'

Comodo EDR - Quick Start Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 10



COMODO

Creating Trust Online®

Event Type

Set Registry Value v

Event Mame

Madify User Account Control

Score 0

Lo ol

Process Path
Process Verdict
Registry Value Name
Registry Value Data
Regisiry Key Path

The parameters depend on the selected category and event type.

«  Choose the parameter you wish to monitor
+ Inthe second box select the condition. The conditions list varies for different parameters.

+ Inthe third box, enter or select the value. You have to enter the value or select depending on the

parameter.
Event Type
Set Registry Value v

Event Mame

IModify User Account Control

Score Q
m:l & Add rule € Add group
Registry Key Path d eqgual L HEEY_LOCAL_MACHIME

+  Click 'Delete' to remove the rule
+  Click 'Save' if the rule satisfies your requirement
+  To add multiple rules, click 'Add rule'

+  Define parameters and condition as explained above.
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Event Type

Set Registry Value v

Evant Mame

Modify User Account Control

Score| 9
aND. 07
Registry Key Path v equal v HKEY_LOCAL MACHINE
Regictry Valua Mame v equal v EnableLUA
Registry value Data v aqual ¥ 0

«  Use 'AND' or 'OR' operators for the rule per your requirement
You can add multiple rules and define their relationship with 'AND’, 'OR'" operators.
«  To add a group, click 'Add group'

+  Define parameters and conditions as explained above.

Evant Type

Set Registry Value

Event Mame

Installation of Drivers

Score 9

* addrule © Add group
Registry Key Path v matches ¥ | HEEY_LOCAL_MACHINE

m + Addrule © Add group ¥ Delete

Registry Value Data v equa LARN]

Registry Value Data v equs v [[2 ® polete

ave dlnce
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+  Use 'AND' or 'OR' operators for groups (and within a group for rules) per your requirements.
+  Click 'Save' when done.
+ An alert will be created if the rule condition(s) are met

« Toeditarule, click the pencil icon beside it and update as required. The process is same as explained
above.

Endpoint Rules
«  Click 'Policy Management' on the left then the 'Endpoint Rules' tab

+  Select the endpoint from the drop-down

pgrade Mow Wlcome, Demo Fremium = Log out

Comodo Recommended Security Policy  Rlaeiis]
i _—
Comgany Fules  Endpaint Rules m . ;m:]:-u
5
Chaase Endpaint
‘ DESKETOR-HISS0BN - Administrator
=y u J __ aps
=
Bdrwing - yincens
Create Process

+  All the event rules under 'Company Rules' will be applicable for the endpoint and shown as ‘Company
Policy', which cannot be edited or removed from here.

qg’ Process Events Add New

Create Process

« Add new rules under event categories that will be applicable for the selected endpoint only

+  Click 'Add New' link and follow the same process as explained under '‘Company Rules'
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+  The added rule can be edited or removed from the event category.

« Toeditarule, click the pencil icon beside it and update as required. The process is same as explained
above.

See 'Manage EDR Policies' for more help with this.

Step 4 - View Events Details on Endpoints
The 'Detection’ screen shows detailed information about malicious events on your endpoints.

«  Click 'Detection’ on the left to open the 'Detection’ interface

CWatch -
QFDR = grade Mow  Weloome, Dema Premium ¥ Logon
Detect
&

B2 2016-05-03- 2018-06-01  ~ H

Delection Search Results | 3 47 4544 4745442 |

& Compuier Hame Lisar Sha Cownd  Firs? Evend - Last Evant Valkyria Repari
0 o=tectior DESKTOP-FUBUVOL  userd  770RGFRCACSTRATARES CORCEAIF JARTERI0ASY ]
— 2 DESKTOP-FEUVDL serd  BZEIEFLENTIS0ENEONIZYAABALF FRUET OF 1 DD2ED :
b
3 ANMOZE] usar?  IT0N9FECAQETFATBEEN] COECETZF| JARIEE00ASY 1 MIS0524 223568 20180524 223558 B0 Rapart
Seaf 5 edrwn7az ussr  ZTDOY 235:08 22 :
* "

Detection Search Results - Table of Column Descriptions

Column Header Description

Comodo EDR - Quick Start Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 14


https://help.comodo.com/topic-444-1-905-12701-Manage-EDR-Policies.html

Comodo EDR - Qu i’ck,,Start’Gt]idef,.- i GOMODO

Computer Name The name of the endpoint. Click the computer name to view its full details. See 'Computer
Search' for details.

User The user who is logged in to the endpoint.

Sha 1 Hash value of the detected malware. Click the hash value to view its full details. See 'Hash
Search' for details.

Count Number of times the malicious event was detected on the endpoint.

First Event Date and time the event was first detected on the endpoint.

Last Event Date and time the event was most recently detected on the endpoint.

Valkyrie Report Unknown and suspicious files are analyzed by Comodo's Valkyrie, an advanced file analysis

and file verdict system. Click 'See Report' to view the file analysis. See
https://help.comodo.com/topic-397-1-773-9563-Introduction-to-Comodo-Valkyrie.html
for more information about Valkyrie.

«  The 'Search' box above the table lets you filter the list:

«  Type full or partial search terms in the search box and press enter.
Matching results will be automatically displayed
«  Clear the search terms and click 'Search' again to reset the list.

+  Click any column header to sort items in ascending/descending/alphabetical order.

+  Use the time-range drop-down to show event information for a specific date or date range.

See 'Viewing Event Details on Endpoints' topic if you need more help with this.

Step 5 - View Alerts

Alerts are created when an event on your network matches a rule in your EDR policy. See 'Manage EDR Policies' if
you want to learn about policies and rules.

«  Click 'Alerts' on the left to open the interface:
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Column Header

Alerts - Table of Column Descriptions

Description

Score The rating you specified for the event when creating the rule. You can apply a score between
0 and 10 based on the severity you place on the event. See 'Manage EDR Policies' for
more information.

Alert Name The label you gave to the condition when creating the rule. Alerts are generated when rule
conditions are triggered. See 'Manage EDR Policies' for more information.

Alert Time The date and time the warning was created.

Process Name

Path of the application that caused the event.

Device

The name of the endpoint from which the event was logged.

Policy

The name of the security policy that created the alert.

User Verdict

The status assigned to the alert by the admin who dealt with the issue. Options include:
- False Positive - Admin does not consider the incident a security threat

- True Positive - Admin confirms the incident occurred. The 'Score' attached to the
incident should determine the response required.

« Add comments.

Note - The comments will not appear in the list of user verdicts

Alert Status

Progress of the alert. Statuses include:
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+  New - Work has not yet started on the alert
+ Inprogress - An admin is attending to the alert

« Resolved - An admin has submitted a verdict for the alert

Filter options
You can search for particular alerts using the following filters:
+  Alert Name - Search by alert label.
«  Alert Time - Search by when the alert was generated.
+  Process Name - Search by process name
+  Devices - Select the device on which the event occurred
«  Policy - Filter by policy that triggered the alert
«  User Verdict - Filter by status awarded to the alert by an admin.
«  Alert Status - Filter by any of the 3 progress levels - 'New', 'In progress' or 'Resolved'.
«  Enter/ select the filter and click 'Apply'

«  Click 'Clear' to remove the search filters

You can configure multiple filters to search for a particular alert. For example, you can search for an event by its alert
name, policy and the endpoint.

«  Click the play icon beside the 'New" alert status to submit the verdict.

“ Alert is in progreas!

User Verdict Alert Status
v Policy M/A In Progress )
ty Policy True Positive Resclved ¥ D
ty Policy H/A Mew 9
ty Policy M/A In Progress (]
/A Mew o

The alert status will change to 'In progress'

+  Click the progress icon to submit the verdict
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Change Status for Run Untrusted Executabl

Alert Time: 2018-11-1313:27:56 Policy: Comodo Recommended Security Policy Computer Mame: DESKTOP-TTPOSPR Process Path:

CAWINDOWS\Explorer EXE

Changing the status of an alert to resolved requires user verdict. Do you think this alert is a

Trua Positive False Positive

«  Click 'Submit' to resolve the alert

+  Click the reopen icon if you want to change the verdict.

Upgrade Now

Dievice Paolicy User Werdiot Alert Status
DESKTOP-TTPO9PR Comodo Recommended Security Policy HSA n Progresa Q0
Resolved S 9 I
dow L]
.
| New L]
New D
MSA Haw o
Are you sure? o
This alert will be opened again. Reopening an alert will N/A New >
delete its user verdict
Yes, reopen it! Cancel

«  Click 'Yes, reopen it!' to change the verdict
+  Click 'Cancel' to keep the verdict unchanged

View Event Details

«  Click 'Show Details' in the 'Score' column:

Comodo EDR - Quick Start Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 18
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Alert List
Score Alert Name Alert Time
] Run Untrusted Executable 2018-11-14
a m Write to Systemn Directory 2018-11-14
Show Details Write to Systern Directory 2018-11-1418
(o] Run Untrusted Executable 2018-11-13
L] Write to Executable 2018111313
a Run Untrusted Executable 2018-11-1213

This open the information screen for that event;

The top part of the screen shows details such as the alert name and the application that generated the event:

pRt4jHhH.exe - Suspicious Syslerm Process Creation

Alert Time: 20180523 21:3134 Palicy: Comado Aecommendad Sac ¥ity Palicy Compuler Namie: DESKTOR-7JLVDL !_1:n:~r.1‘_in; Syslem: Windowes 10 or Laber &4 0 platfonm

Last Seen; 2008-05-24 XX 2859 Sha: 3705 he el 6774 TE00E 1ok be N 160 HIB00ASS Path: CllsersiuseriDown keds\pRtdjHNH, e Verdict: Maiware User naime: weers

+  Alert and application name is shown at the top
+  Alert Time - Date and time of the alert

+  Policy - Name of the security policy. Click the name of the policy to open the policy management screen.
See 'Manage EDR Policies' for more information.

«  Computer Name - Name of the endpoint from which the event was logged. Clicking the endpoint will open
the '‘Computer Search' screen with the endpoint preselected. See 'Computer Search' for more details.

+  Operating System - Details of the endpoint's OS from which the event was logged.
+ Last Seen - The last date and time the endpoint communicated with EDR.

« Sha 1 - The hash value of the file. Clicking the hash value will open the 'Hash Search' screen with the file
preselected. See 'Hash Search' for more information.

- Path - The full process path of the event that was logged. Clicking the process path will open the 'Event
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Search' screen with the event query auto-filled in the search field. See 'Event Search' for more details.
«  Verdict - Valkyrie results after the analysis.

+  User name - The logged in user name of the endpoint. Clicking the name will open the 'Event Search'
screen with the event query auto-filled in the search field. See 'Event Search' for more details.

+  User Verdict - The admin's conclusion on the nature of alert. The options given to declare the results are
"True Positive' and False Positive'.

Events
Details of the event are shown in the main pane:

Events Lisd Wiew  Tree Wiew

« List View

- Show-Click " icon to view the event timeline. See 'Process Timeline' for more details.
- Adaptive Event Name - Label given to the event when creating the security rule.

«  Event Type - The category of event

«  Score - The event severity. This was specified when the rule was created.

«  Click anywhere in the row to view all event fields for that event type. The number of event fields shown
depends on the event type.:

Events Lot Varw  Trom Vs

«  Tree View
+  Click Tree View' link at top-right of 'Events' section

U N 111

WrenTie | kg e e e T T | v v 1]

The screen shows the full process path of the event. Clicking any process label will open the 'Event Search' screen
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with the event query auto-filled in the search field. See 'Event Search' for more details.

«  Zoom in or out using your mouse. Right-click and move the chart left or right. Click 'Reset Zoom' to
return to default view.

Process Timeline of the Event

Shows the various activities happening in an event for each file type

Timeline View

« Clickthe = 'Show in Process Timeline' icon of the event

meline me e m
13 Noeermher 2010
wa kg pos
i
)
Esplorar EXE (14) L] - -
s nap [ -
The 'Process Timeline' screen will open
The screen shows the time at which each event occurred. See 'Process Timeline' for more details.
Tree View
«  Click the 'Show in Process Timeline' icon of the event
«  Click 'Tree View'
Process Timeline
Tirmeline Trew YWiew
- Ponnt Zoom |

I e st

P Unarased Buscatabis () {20

o

e e g s
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Sremee fezzmm 12 [0F S e S

CETTPRTRENT SR

W 1z Damcuzabis (3] ST T R

Sihen Yope e lain o
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The screen shows the tree view of the event occurrences. See 'Process Timeline' for more details.
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File Trajectory

The bottom section of the screen displays the movement of the file, that is from where it was downloaded, copied to
which endpoint and so on.

File Trajectory
23 May 2008 065502 P £3 May ZOBOS
ar P aris mm mas L= {1311 (281} [ 21 [0
: i i h : / A / h
DESKTOR-7SUVDU (4 @
wlrmin? 3 (4) B = =
ARRIIET (1) o i}
& Browser Dawnion @ Capy From Share E1 Capy Ta Shared F n @ cop E
@ Ta USA = File

«  Zoom in or out using your mouse. Right-click and move the chart left or right. Click ‘Reset Zoom' to
return to default view.

+  Details of the icons is shown below the graph.
«  Click an icon to view the trajectory details.

Browser Download x
3 d
h  Event Time o Ligge
2018-05-23 18:55:02 is -In fedee

i Process Hash
ef45d0ca07d2087b2edb3dd76067e1b1 6bdbc1c8
Process Path

AProgram Files\Mozilla Firefoxvfirefox.exe

Path

ChyusersiuseryDownloads\pRiajHhH. exe

URL 173
hitps://bit ly/2HOHZJR i

edrwin732 | % =

ANMOZET (3) A

® Browser Download B Copy
Copy To USE Disk B write File

'
i
%,

+  Click 'X" to close the dialog.
+  Click 'Process Creation' button to view time of process creation, event detected and alert generated.
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File Trajeciory
22 May D018 060652 FM 23 May 2018 114020 FM
43 P it Py % m P o ew 100 P el
BESKTOR-18UVDU (2] & -
eedrwin? 2 {10] & @ »
M 1 ::] [ ]

+  Click an icon color code to view trajectory details.

Modify Firewall Settings !

Alert Time
2018-05-23T14:21:33.0947
07 P 30 09 PM
l Process Path 1

: B m 3
ChUsers\user2\Downloads\pRt4jHhH.exe B -
; g Show detail & -
{ \J 3 .......
y From Shared Folder B Copy To Shared Folder EA Email Download (LI
Nrile File
Alert Detection

+  'Show detail' link will be available for Alert dialog. Clicking the link will open the event details screen for
which the alert was generated.

«  Click 'X" to close the dialog.

Step 6 - Analyze Events
«  The 'Event Search' interface lets you find specific events using built-in queries.
+  cWatch ships with some useful sample queries, and you can construct your own queries.
+  You have to create conditions for a search and configure the results table accordingly.
+  You can also use the search results to construct another query.

- Click 'Investigation' on the left then 'Event Search' to open the interface:
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przm_pack = ©:\ET Esploras FEE 5
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Search Results
F L ProsessPah 00000 | EsemTae
40 [ ] K [=] Expion a a
[ 3]
8 Swbect Fiabds
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By default, no custom queries are defined, allowing you search for all events that occurred during the last 3
days.

Use the 'Query Fields' and 'Operator’ links on the upper-left to build a custom event query.

The first query field you add will automatically have the '=' operator appended to it (you can change this if
required). You will need to enter the criteria after the operator.

Any subsequent fields you add will automatically be prefixed with the ‘AND' operator.
All queries that you save will be listed under 'My Queries'

'Sample Queries' are pre-defined, example queries. These can be used as standalones, or adapted to
produce a more complex search.

'Select Fields' on the right lets you configure the columns of the results table.

You can change the date range using the link 2nd from the right.

The interface allows you to:

Run a general event search

Configure and run a custom query search
Use sample queries

View query results

Configure results table column headers for a query

Run General Event Search

A general search returns all events recorded from all enrolled endpoints.

To run a general event search:

Make sure the 'Search Box' field is blank.

Use the time-range drop-down to pick a specific date or date range.
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+  Click 'Custom range' to choose specific dates:
«  Click 'Apply', then 'Search'
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The results for the selected period will be displayed. See 'View Query Results' for more information.
Configure and Run a Custom Query Search
You can search for particular events by building custom queries.

+  Click 'Query Fields' then select an event type to begin constructing a custom event query:
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CVENL oealcn

Enter your query here...

QueryFields Operators Sample Queries My Queries

Adaptive Event Name adaptive_svent_name
Command Line child_prcs_cmd_line
Destination IP ntw_dst_ip

Destination Port ntw_dst_port

Device Name prcs_device_name

Downloaded File Hash brws_file_hash
Downloaded File Path brws_file_path
Elevation Type child_prcs_elevation_type
Event Group event_group 5 Use
Event Identifier id

strat
Event Time event_time -

+2 2018-05-30 DESKTOP- Administr

«  Alternatively, click in the search box and use short cut keys 'Ctrl + space’. Select an event field from the list.

+  Repeat the process to add more event fields for the query. The 'AND' operator will be automatically added
to any subsequent fields you add.

+  Click 'Operators' link and select the operator from the drop-down. You can also enter the operator manually.

vent name = Write to E

m
I

lds Operatgrs Sample Queries My Que:

) Red EQUALS =

oo

NOT_EQUAL =

ce Nal
GREATER =

TOP-
_ GREATER_EQUAL ==

TOP- SMALLER -

10261 oMALLER_EQUAL <=

CONTAINS ~
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- Enter the relevant details of the event fields.

The following example shows a search for 'Adaptive Event Name' = 'Run Untrusted Executable’ AND 'Device Name'
='DESKTOP-7J8UVDU":

Fvent Search  saveQuery Clear Field

adaptive_event_name = Run Untrusted Executable AND prcs_device_name = DESKTOP-7J8UVDL

«  Next, select the time period for the custom query and click 'Search'

The search results for the custom query will be displayed:

i1 ) Save Guery  Char Elgld
AMD pres_device_name = [ w
I i O [ [ Q Search
Search Resulis
Cawice Mame Process Liser Name Process Path Event Type
DESKTL L 2] [:] R HIH [1] [2]

Il Salect Fislda

Please note the results for the query will also display details for other fields also. See 'View Query Results' for more
information.

You can also build custom queries using the search results. See the topic 'Event Search' for more information.
Use Sample Queries

EDR ships with built-in sample queries that are often used. This also serves as examples for you to create more
complex queries.

+  Click 'Sample Queries' link below the search box
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Event Search

Enter your query here...

Query Flelds Operators Sanﬁ.fe Queries My Queries

List Process Events Shows all process events
Search Results [ tim

List Network Events Shows all network events

Device Name ) ) Name
List Reqgistry Events Shows all registry events

edrwin732 . .
List File Events Shows all file events
List Defense Events Shows all defense plus evenis

List Browser Events Shows all browser events

The sample query will be automatically updated in the 'Search Box'.

Event Search  save Query ClearField

event_group = REGISTRY

luery Fields Operafors Sample Queries My Queries

«  Select the time-period and click 'Search’
Events matching the sample query will be displayed. See 'View Query Results' for more information.
View Query Results

EDR stores the generated events on the cloud and these can be fetched anytime from anywhere using an internet
browser. You can use these events for data analysis and take remedial actions on endpoints. The query results will
be displayed depending on the type of query search.

A summary of the search results is shown on separate tiles at the top. Results for each event are displayed below.
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- The number beside each event detail indicates the total number of events recorded for that item.

- Clicking an event detail under an event field will display only the results pertaining to those items.
Event List

The lower section below the tiles displays the results for each event.

éa Show Event Timw « Device Mama MHame Process Path Process Hash Event Typs Mame

+ -' 201 8-05-30 DESKTOP- Admiresiralon Comode_ED

DH_Agenil_ [49601 c4 I 2224167 2515647 a20ed220bda 2358 Wrile File Wirile to Execulshle

EDR_Agent. 149031 cd3 2224067251 56d780 daZ3esd Wirite File ‘Write o Executable

[LETE) TE kv

+  Clicking an event row will display all the event fields for that event type. The number of event fields
displayed depends on the event type.

«  Clicking an event detail beside an event field will display only the results pertaining to those items.

+  Clicking the " icon in the 'Show' column for an event will display its timeline.
Configure Results Table Column Headers for a Query

You can configure the results table to show columns which are important to your custom query. You can also view all
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the event fields pertaining to your search by clicking the '+' sign beside a query result.

«  Click 'Select Fields' on the right to configure the result table columns:

All Fields Selected Fields a
& Adaptive Event MName 1. Event Time @
|l 5e Fields
= Command Line 2. Device Name
Adaptive
= Destination IF 3. Process User Mame = S
[& MName

= Destination Port 4. Process Path

™ Device Name 5. Process Hash

=2 Downloaded File Hasl 6. Event Type

= aded Flle Pa 7. Adaptive Event Name
=l Eleval P

B E up

oo

A check-mark is shown next to currently enabled fields. A 'field' in this sense is a column in the results table.

«  Click the checkbox beside an individual field to enable or disable it.

« Todisplay all fields, click -~ at the top

« To hide all fields, click — at the top.

Al enabled fields are shown on the right, with field # 1 being the first column on the left. Click and drag a
particular field to re-position it in the table.

«  Click 'Ok" when done.

Your selected fields will be shown as columns in the query search results. The same fields will also be shown for the
results summary tiles above the 'Event List' results table. The results summary will not display the 'Event Time' field
since this available beside 'Search Results' by default.
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The number of event fields displayed in the detailed results depends on the event type.
See 'Event Search' topic if you need more help with this.

Step 7 - Investigate Events on Computers

The 'Computer Search' screen shows events recorded on all endpoints added to EDR. Details include event trends,
network connection events, malware detection events and so on.

+  Click 'Investigation' on the left then 'Computer Search' to open the interface
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By default, the screen will be empty with the search range set for the past 3 days.
- Click inside the search field above the data tiles, then:
+  Select an endpoint from the list from the list to view data about the device.
+  You can search for specific endpoints if required

+  Use the time-range drop-down to show event info for specific dates (applies to Network Connections, Admin
Privilege Usage, Malware Detections and Event Trend tiles).

«  Click 'Apply".

Information about the selected endpoint is shown directly below the search box:

DESKTORTJALVDL

Logiged Om Uger Ersdpoint Veralon: 2121 Canne etion St " At Seen | | Last Reboaol | ] Operating Syetem : Wndows 1

The six tiles in the main section contain data about events on the endpoint:
+ Local and External IP Changes - Changes to the endpoint's local IP and external IP.

+  Event Trend - Number of events on the endpoint for the selected time-period. You can zoom the timeline
by clicking and dragging on the graph. Place your mouse cursor on a point in the line to see events for a
specific day.

+  Unique Users Logged on - Most recent login times of every user that has logged onto the endpoint.
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«  Admin Privilege Usage - Events that required admin privileges.
+  Network Connections - Network connection events for the selected time-period.

«  Malware Detections - Threat detection events on the endpoint. Click a hash signature to view full details in
the 'Hash Search' interface.

See 'Computer Search' topic if you need more help with this.

Step 8 - Analyze Files by Hash Values

« Ahash search lets you locate files by their MD5 or SHA-1 hash value. Visibility, execution trend, file history
and execution summary are listed for each file.

+  Unlike the 'Event' and 'Computer' interfaces, you cannot simply search for a hash. You must either

« (i) Copy and paste a hash value from the dashboard, detection or event search interfaces, or

« (i) Click a hash-value link in the dashboard or 'Computer Search' screens. This will auto-populate the
search interface.

- Click 'Investigation' on the left then 'Hash Search' to open the interface.

Weloame, Demo Prembem @ Logout

By default, the screen will be blank

+  Enter the hash value of the file you wish to analyze. Hash values of malware and safe files can be copied
from various interfaces such as:

+  'Dashboard' > 'Malware & Suspicious Activity' tile > under 'Most Found Malware' and 'Last Found
Malware'

+  'Detection’ > in the 'Sha1' column
+ 'Investigation' > 'Event Search' > in the 'Process Hash' column
+  Click a hash value on any of the screens above to automatically populate the search box here.

«  Use the time-range drop-down to show event information for a specific date range (applies to 'Execution
Summary', 'Download Summary', ‘Creation Summary' and 'Execution Trend' tiles)

Results are shown below the search box:
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Hash Search

B2330Me41 3900089502553 Ba4 7T bEETHF | D0I0:

Fibe Mames (lasl 3 days): File Type: Yerdecl: Maware Entry Poind: edrain732 First Seen On: 20134523 192627, edrwin 732 Lasl Seen On: 2015 0524 22287568, DESKTOP

Seen On: 3 devices Detection Time: 2018-04-17 214303

File Trajectory P—

The results screen shows the following details about the file:

+  File Trajectory - The movement of the file - where it was downloaded from, where it was copied to, and so
on.

«  Execution Summary - Devices on which the file was executed. Details include the file path and the
number of times it was executed.

«  Download Summary - Which endpoints the file was downloaded to (‘Entry Point'), the URL it was
downloaded from, and the number of times it was downloaded.

+  Creation Summary - Endpoints on which the file created processes, and the file location.

«  Execution Trend - The number of times the file was executed during the selected period. Zoom into
specific hours by dragging any point on the graph.

See 'Hash Search' if you need more help with this.

Step 9 - View Process Timeline of Events

The 'Process Timeline' shows all processes spawned by an event.
You can view the timeline in two ways:

Event Search

«  Goto 'Investigation' > 'Event Search', select a time-period and click 'Search'.

«  Click the timeline icon - in the 'Event List' section.

«  Alternatively, enter an event ID manually to view its timeline.

«  Go to 'Alerts' then click 'Show Alerts' in a row.

«  Click the timeline icon - in the 'Event List' section.

The timeline of the selected event will be shown:

lre  Tres ==
a0 May 2018 30 Mey 2010
e e e i o e [T ks i re3e e ks
kg iew
F krrrl;c.' i L] L
Comodn_EDR_Agent Mot i1 258 5 BRBsue -l..- ¥ -
L L] p L2 ineplas @
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You can view the details in timeline or tree view.
Timeline View

The timeline view is the default view:

Timeine  Tree View it 2o |

T3 by 2018 DEETET P 33 by 3018 0T &5 P

= L] il Lo ane (AT s . ar (8] anm LB

«  The time-line shows processes generated by the event over time.
+  Results are shown for processes generated 30 minutes before and after the event.
+  Forexample, if an event started at 11.00 AM, results are shown from 10.30 AM to 11.30 AM
- The timeline of the event is shown at the top with date and time preselected.
«  Executables opened by the event are shown by the down arrow on the left.
«  The number beside a process name shows the quantity of events created by the process.
«  Click on a process to view process name, time-stamp, hash, path and verdict:

Timeline Tree View

23 Mz

Name : explorer.exe x

=7

PID : 7088 '

N

wininit.exe

Domain : edrwin732

User : user

Timestamp : 2018-05-23 19:01.03

SHA : f7152a8cb963cefdfaebd35a3565c3540b22
3a26

Path : C:\Windows\explorer.exe

Verdict : Safe

Q

+  Details about the event (created by the process) are shown in the box below the process path.
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« The event types are color coded and displayed above the event details box.

E(2) i [Event details box | | Color codes for event types
b (3) - \
L]
@ Process @ Network @ Registry 8 File Defensephes @ Browser
\ }
File Path sersi\Administratoriapplate’Local\ Temp) 7 2pSE Event Type Process PID
File Mash 1T 74846S1 16T e | 6431 Anka 101 dcbadtach Adsptive Event Name Process User|
Logiped On Lser A r Proceas Par
Device Mame DESKTOP-HI9S08M Process Uger
Evvent Timse 201B-05-30 17.05:24 Process Has
Ewent Group Fl Process Crexy
L] 3

+  Event details show all event fields for that event type. The number of event fields displayed depends on the
event type.

Tree View
«  Click the 'Tree View' tab.

«  The view shows process activity as a sequence of parent/child events:

Timak Triee Wiew

ST TAa T TRl aaR e £t |T)
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+  Use mouse to zoom in and zoom out. Click 'Reset Zoom' to default view.
«  The number beside a process name indicates the number of events generated by the process.

«  Click a process name to view full details about it in the 'Event Search' screen.
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About Comodo Secunty Solut|ons

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyber-attacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or Linkedin.

1255 Broad Street
Clifton, NJ 07013
United States

Tel : +1.877.712.1309
Tel : +1.888.551.1531

https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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