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1 Introduction to Comodo EDR

Comodo Endpoint Detection and Response (EDR) is a powerful event analysis tool that provides real-time
monitoring and detection of malicious events on Windows endpoints. EDR allows you to visualize threats in a
detailed timeline while instantaneous alerts keep you informed if an attack occurs.

EDR's cloud-based admin console can be accessed anytime using an internet browser.
+  You can enroll for a free EDR account at https://edr.cwatch.comodo.com
+  You can login to the EDR admin console at https://edr.cwatch.comodo.com/login

+  You can also access EDR through your Comodo One/ Comodo Dragon / ITarian account. Login then click
'Applications' > 'cWatch EDR'.

+  You must install the EDR agent on all endpoints you wish to monitor. After logging-in, click 'Download Agent'

to get started.
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Features

+  Continuous threat monitoring of managed endpoints
«  Advanced search capabilities for file hashes and detection
+ Real-time visibility into what's happening in your environment
+  Policy customization
« Unrivaled process timeline visualization
+  Retrospective analysis of events
+  Centralized cloud hosted architecture
+  Human analysis of unknown file and event types
«  Compatible with other endpoint security tools
+  Multi tenancy Support
Guide Structure

This guide is intended to take you through the configuration and use of EDR and is broken down into the following
main sections. The guide can also be navigated using the bookmarks on the left.

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 3


https://edr.cwatch.comodo.com/login
https://edr.cwatch.comodo.com/

« Introduction

«  Purchase Licenses
+  Login to the Administrative Console
+  The Admin Console

+  The Dashboard

«  MSP Dashboard

«  Add Endpoints to EDR

«  View Enrolled Endpoints

« Manage EDR Policies

«  View Event Details on Endpoints
« Alerts

+ Investigation

+ Event Search
«  Computer Search
+ Hash Search
+  Process Timeline
+  Appendix 1 - Default Comodo Security Policy Details

« Appendix 2 - Agent Firewall Ports, IPs and Domains

1.1 Purchase Licenses

There are two ways you can sign up for cWatch EDR.
- From cWatch EDR website as stand-alone application
+  From your Comodo One / Comodo Dragon / ITarian portal as an integrated application
Stand-alone application
It only takes a few steps to subscribe to the EDR service:
+ Visit https:/ledr.cwatch.comodo.com/
+  Select your plan and click 'Protect your Endpoints Now'
The purchase page will be displayed:

cCOMODO

Creating Trust Online®
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Shopping Cart Account Details Complete Order
@ cWatch EDR FREE 1 year
| 5 0.00
cWatch
cWatch EDR FREE 1 year -]

TOTAL : $000

ENTER CUSTCMER DETAILS

Register a new Comodo account with your e-mail address.
) Existing Comodo User g ! SRS AT :

E-mail address * :

(@) New Comodo User

Password " :

[] ! have read and agree to the End User license/Service Agreement [ Continue »

Terms & Conditions | Conditions of Use | Privacy Notice

+  Select a subscription plan. A free,1 year is also available. You have to provide your credit card details for a
paid subscription.

+  Subscribing for EDR without Comodo Account
+  Subscribing for EDR with Comodo Account
If you do not have a Comodo account:
+  Select 'New Comodo User'
«  Enter your email address and password in the respective fields
+  Provide credit card details if you select a paid subscription
«  Click 'End User license / Service Agreement' link, read the EULA fully and select the check-box
+  Click 'Continue'

Your order will be processed and a confirmation message will be displayed:

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 5
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COMODO : Creating Trust Online” 0 ana 2E

Shopping Cart Account Details Complete Order

(‘\xf Congratulations! Your Order is complete.

Thank you for your purchase. The order confirmation has already been sent to your email.

cWatch EDR FREE 1 year
LICENSE KEY

ORDER NUMBER 362501771 SUBSCRIPTION 1D J0facHaf7a

» cWatch EDR FREE 1 year

Getting Started

How do | login to my account?

Login

You can download your agent software by following the "Download Agent” link in EDR web application
of

Your system administrator can set up the agent software using GPO

ar

You can deploy cWatch EDR using COMODO ITSM wia scrpt execution

Retum to Website

You will also receive a confirmation message to your email address. A new Comodo account (CAM) will be created
for you at https://accounts.comodo.com/. You can subscribe to various Comodo products using this account. See
'‘Comodo Accounts Manager' help guide for more details about how to manage your account.

If you have a Comodo account:

Select 'Existing Comodo User'

Enter your '‘Comodo Accounts Manager' (CAM) username and password in the respective fields
Provide credit card details if you chose a paid subscription

Click 'End User license / Service Agreement' link, read the EULA fully and select the check-box
Click 'Continue'

Your order will be processed and a confirmation message will be displayed and a notification sent to your registered

email

also. Comodo EDR will be added to your subscribed products list. See 'Comodo Accounts Manager' help

guide for more details about how to manage your account.

Comodo One / Comodo Dragon / ITarian customers

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 6
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To subscribe for EDR via Comodo One / Comodo Dragon / ITarian portal
+  Login to your Comodo One / Comodo Dragon / ITarian account

«  The purchase process is same for Comodo One / Comodo Dragon and ITarian. Comodo One portal is
shown below as an example.

«  Click 'Store" in the top-menu

+  Click 'Buy' or 'Free' on the EDR tile.
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+  You will be taken to the respective subscription page.

«  Complete the purchase process. See https://help.comodo.com/topic-457-1-981-14357-Add-cWatch-
EDR.html for more details.

1.2 Login to the Admin Console

There are two methods to login to EDR:

+ Stand-alone EDR customers

+ Comodo One / Comodo Dragon / ITarian portal customers
Stand-alone EDR portal

+  Customers that subscribed for stand-alone EDR application should login at
http:/ledr.cwatch.comodo.com/
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CWatch

O EDR

Welcome to EDR

SIGM IN

Forgot Password?

Don't have an account? Sign Up

- Enter your credentials and click 'Sign in". If you have forgotten your password, click 'Forgot Password' to
reset it.

After successful verification, the 'EDR Dashboard' page will be displayed:
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Comodo One / Comodo Dragon / ITarian customers:

+  Login to your Comodo One / Comodo Dragon / ITarian account
+  Click 'Applications' > 'cWatch EDR' to open the EDR interface

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 8
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2  The Admin Console

«  The EDR admin console allows you to enroll endpoints, create polices, view and analyze events and more.

+  You need to install the EDR agent on all endpoints you wish to manage. Click 'Download Agent' to get
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The buttons at the top of the interface allow you to:
Expand / collapse the left-hand menu.
Upgrade Now Allows you to purchase a higher subscription plan. The available plans are:
«  Free for 1 year - 3 days data retention/history
«  Premium - 30 days data retention/history
+  Platinum - 90 days data retention/history
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@ Log out Log out of the EDR admin console.

The menu on the left contains links to the main areas of the console:

+ Dashboard - A top level overview of events on your managed endpoints. The dashboard shows the number
of online, offline and disconnected devices, a summary of detected malware and the most attacked/ most
recently attacked endpoints. See 'The Dashboard' for more details.

«  Alerts - Alist of warnings generated by a policy breach. Alert details include name of the event, time of the
breach and more. See 'Alerts' for more details.

+  Policy Management - EDR ships with default policy that will monitor and generate alerts for numerous
attack types and activities. You can also configure custom policies according to your requirements. See
Manage EDR Policies for more details.

«  Endpoints - Alist of Windows devices enrolled to EDR. Each row shows various details about the endpoint,
including computer name, operating system, connection status and more. See 'Viewing Enrolled
Endpoints’ for more details.

«  Detection - Displays more detailed information about the malware found on your endpoints. See 'Viewing
Event Details on Endpoints' for more details.

+ Investigation - Allows you to search for, identify and analyze events by event type, by computer or by hash
value. See 'Investigation' for more details.

+  Download Agent - Download the endpoint agent. You need to install this agent on your target Windows
machines in order for EDR to monitor them. See 'Adding Endpoints to EDR' for more details.

3  The Dashboard

The dashboard is an at-a-glance summary of the security and connection status of enrolled endpoints. Each
dashboard tile shows vital information about detected malware and allows you to drill-down further on areas of
interest. Statistics include most the attacked endpoint, the quantity of malware found, the number of enrolled devices
and so on.

«  Click 'Dashboard' on the left to view the EDR dashboard

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 10
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+  Stand-alone and Comodo One / Comodo Dragon / ITarian enterprise customers — You can view endpoint
statistics of your company.

« Comodo One / Comodo Dragon / ITarian MSP customers - You can view endpoint statistics of all
companies managed by you. See MSP Dashboard to to learn more.

Dashboard Tiles

+  Malware & Suspicious Activity

+  Most Alerting Process - Name of the application process that generated most alerts. Click the
process name to open the 'Alerts' interface which shows more details. See 'Alerts' for more
information.

+  Most Alerted Endpoint - The name of the device for which the most number of alerts were generated.
Click the name of the endpoint to open the 'Alerts' interface which shows more details. See 'Alerts' for
more information.

+  Most Found Malware - The hash value of the most prevalent malware on all your managed endpoints.
Click the hash value to view malware details, including the endpoints that triggered the events, the date
and time of the event and so on. See 'Hash Search' for more details.

+  Total number of Alerts - The total number of alerts generated for all enrolled endpoints. Click the alert
number to open the 'Alerts' interface. See 'Alerts' for more information.

«  Most Alerted User - The device user for whom the most alerts were generated.

« Last Found Malware - The hash value of the malware that was detected most recently. Click the hash
value to view malware details, including the endpoints that triggered the events, the date and time of
the event and so on. See 'Hash Search' for more details.

+  Endpoint Overview
- Total Devices - The total number of endpoints you have added to EDR
«  Online Devices - The number of devices that are currently active.
+  Offline Devices - The number of endpoints that are currently shut down and not connected to EDR.

«  Disconnected Devices - Enrolled devices that are logged off. Disconnected devices includes
endpoints that were not shut down properly or crashed.

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. "
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+  Click 'Show Details' to open the 'Endpoints' interface to view information about the endpoint. See 'View
Enrolled Endpoints' for more details.

+  Endpoint Health Status

«  Safe - The number of endpoints where no malicious activities were detected.
+  Detections - The number of devices on which malicious and suspicious activities were detected.

+  Needs Agent Update - The number of endpoints which are using an outdated version of the EDR
agent. EDR supports auto-update. Whenever an endpoint with outdated agent version goes online, it
gets the latest update.

- Attack Vectors - The channel via which malicious activities originated on the endpoints.

4  MSP Dashboard

Comodo One / Comodo Dragon and [Tarian MSP customers can view endpoint statistics of all companies managed
by them.

+  Login to your Comodo One / Comodo Dragon / ITarian account
+  Click 'Applications' > 'cWatch EDR'

«  Click 'Store' if you haven't yet activated EDR. You can install the free version from the 'CWatch EDR'
tile.

«  Click '"MSP Dashboard' on the left of the EDR interface to view statistics for all companies on your account.

Top 10 Endpoints with Most Alerts - List of endpoints which caused the most alerts to be generated (all time).

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 12
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Endpoint Name Company Name Number Of Alert
EBDEV-PC Shimee b America 8603
SRVSBS himeco b h America 23505
SAF-X1-ED Trademar 165
TMI-PURCH-TRE Tradema 9237
T-THI RE Tra 1 672
ENGINEERING3 himco North America 835
PBOO Tra ar 821
ELEC -RD adema 6244
ADMASSISTANT-P( vimeo b America 14
ACCTZ-HPZZ200 Trademark 3198

Top 10 Users with Most Alerts - List of users who caused the most alerts to be generated (all time).

Top 10 Users with Most Alerts
Username Company Mame Number Of Alert
Webde Shimco Morth America 186035
edabrowsk Trademark 1457
= hirr rth Ame 1
Dwerrie Trademar 0187
F Shirr r
zhe Trademar 2498
| f a y522
ryand Trademar 5244
Svat r | Mar Amarics 014
Administrator Trademar 36

Total Number of Alerts (Last 90 Days) - Amount of alerts generated by all users and all endpoints in the

previous 90 days. Alerts are broken down by company responsible:

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 13
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Total Number Of Alerts: 4650 (Last 90 Days)

Top 10 Processes with Most Alerts -The 10 processes and applications that triggered the most alerts (all time).

Top 10 Processes with Most Alerts

Process Name Company Name Number Of Alerts
Explorer EXE Trademark 33575
RarServicesUpdater exe Trademark 18386
taskeng.exe Shimco North America 16468
Explorer.EXE Trademark 14889
explorerexe Trademark 11308
CpmService.exe Trademark 10373
chrome.exe Trademark 9136
RarServicesUpdater.exe Shimco North America 8339
WmiPrvSE.exe Shimco North America 8031
CpmService. exe Shimco North America 6B68

«  SHA1 = hash of the malware.

Most Found Malware - The most prevalent malware on your protected endpoints (all time).

+  Hash prevalence = how many instances of the hash were found on endpoints which belong to the company

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.
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shown in the middle column.

Most Found Malware

SHA1 Company Name Hash Prevalance
S2F061767353CCE851DE17... Trademark 2
D3BA20466FCO1CC29A6C Trademark

Total Number of Malware Detections:(Last 90 Days) - Quantity of malware found on your protected

endpoints in the previous 90 days. Malware is broken down by company affected:

Total Number Of Malware Detections: 16 (Last 90 Days)

imdieSerne Networka: 6.3 %

Shimco Morth America: 1BBX

Attack Vectors -

Shows the methods by which threats were launched on your companies. Each bar shows the % of each type in
relation to all threats.

Y axis - Company affected by the threat
X axis - Percentage of total threats

Legend - Method used to deliver the threat. Examples include 'Email', 'Browser' and 'Shared Folder'.

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 15
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5 Add Endpoints to EDR

You need to install the EDR agent on all endpoints that you wish to monitor. There are two ways to do this:
1. Individual Endpoints.

+  Click 'Download Agent' at the bottom left of the interface
+ Install the agent on every target machine
«  Click here to view a tutorial on this process

2. Use Group Policy Management (GPO). See https://help.comodo.com/topic-444-1-910-11939-
Introduction-to-Agent-Deployment-via-GPO.html for help with this

3. Use script execution via Endpoint Manager. You can also deploy the .msi agent by executing scripts via
procedures in Endpoint Manager. The script can be accessed from the link below:
https://scripts.comodo.com/frontend/web/topic/enroll-comodo-edr-agent

iT.'nl.leﬁ B wrpucanons - %G wasscouent - B mrorms W stors (R Toous

L -]
Endpoint Manager

Proceduras

My Proceduwes

Predefined Frocedures

= SURATION TEMPLATER CoE epen EoedaE  Eaparl 1 - [ . w  Eapan T

Frofins

PROCEDURE MAME TYPE ETATUE CONTENT TYPE CREATED BY CREATED OH LAST MODFIED BY UPDATED Ob
Az

irieriad the CESHA Pradplrex  Apprmesl 5o 108

Masimrs

APPLICATION STOSE
AFPLICATIONS
SECURITY SUB-STSTEMS.

EETTINGS

« Torun the script, create a custom procedure. Login to your Comodo One / Comodo Dragon / ITarian
account

+  Click 'Applications' > 'Endpoint Manager'
+  Click 'Configuration Templates' > 'Procedures'
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«  To create script to install .msi package on multiple endpoints, see 'Create a custom Procedure' in the
'Endpoint Manager — Administrator Guide' guide for help.

Add endpoints individually
«  Login to your EDR account from each of these endpoints and download the agent from there.
«  Click 'Download Agent' in the left menu.

; i] = | Application Tools Downloads - O X
Home Share View Manage ﬂ
= v 4 * » ThisPC » Downloads w | Search Downloads 2
i Mame Date medified Type
# Quick access
E Comodo EDR_Agent_Installer_1.1.258.3_Bk3uAu5kQ 5/20/20N8 1247 PM  Application
B Desktop » —
a ComodoRemoteControl 5/23/2018 1:48PM Application
¥ Downloads  # & Firefox Installer (1) 5/30/2018 253 PM  Application
Firefox [nstaller 329/2018 210 PM Application
Shared Space # & PP
=| Documents # i3 itsm_E1bYIRA)_installer 5/22/20185:20 PM  Windows Installes
= Pictures - &Eﬂ itsm_zZ TWuemT _installer 5/23/2M811:08 AM  Windows Installer
‘%, Music @ revosetup 522720181244 PM Application
ﬂ Videos Wy wordweb® 52972018 1:08 PM Application
¢ OneDrive
& This PC ol >
Aitems  1item selected 5.38 MB == =]

«  Open the setup file to start the installer

ﬁ COMODO cWatch EDR Agent Setup = >

Customize Installation

Install COMODO cWatch EDR. Agent to:

C:\Program Files (x85)\COMODO ! Browse... |

Send me COMODO news, offers and discounts to the following e-mail address:

Send anonymous program usage (e.q. arashes, errors, dicks, etc.) statatics to
COMODO in order to improve the product's quality.

Back Mext : Cancel |

The default installation location is C:\Program Files (x86)\COMODO\cWatchEDRAgent\. Click 'Browse..." to

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 17
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choose a different installation location.
«  Click 'Next' to continue the installation

ﬁ COMODO cWatch EDR Agent Setup = *

Installing COMODO cWatch EDR Agent

Please wait while the Setup Wizard installs COMODO cWatch EDR. Agent,

Status:

You must restart the endpoint to complete the installation:

ﬁ COMODO cWatch EDR Agent Setup =

Completed the COMODOD cWatch EDR Agent

Setup Wizard

COMODO cWatch EDR Agent is installed successfully,

Please NOTE. COMODO cWatch EDR Agent
require the system RESTART to take full effect.

Close

+  Click 'Close'
+  Restart the endpoint to finalize the installation.
That's it. The endpoint now is enrolled to EDR and can be monitored.

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 18
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6 View Enrolled Endpoints

- Click 'Endpoints' on the left to view and manage all endpoints you have added to EDR
+  Details include the endpoint name, connection status, IP address, operating system, alerts and more.

Endpaint Search Fesull

Fndpeint Verson cal I dddrea Crampanis: hisma wparating Sywiam g O Linar Rannacson S Wracton I st Lipsd i Tirras

Endpoints - Table of Column Descriptions

Column Header Description

Endpoint Version The version number of the EDR agent.

Local IP Address The internal IP address of the endpoint

Computer Name The endpoint label. Click this name to view events on the endpoint. See 'Computer Search'
for more information.

Operating System | The endpoint's OS

Logged On User The user currently using the machine

Connection Status | Whether or not the endpoint is connected to EDR

Detection Whether or not there have been malicious events on the endpoint.
«  Avyellow bar indicates a malware event.

Click 'Suspend Alarm' to remove the alert. You may want to do this if the event has been
dealt with and no longer poses a concern.

Last Update Time | The most recent update sent from the endpoint agent to the EDR console.

«  Use the search box above the table to find specific items. You can filter by agent version, local IP, active
user, computer name and connection status

+  Clear the data to view the full list again.

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 19
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7/ Manage EDR Policies

« An EDR policy determines which events will generate an alert for you.

«  There are 7 event categories. You can define specific rules within each category.

«  Comodo EDR ships with a default security policy that is applied to all enrolled endpoints.
« You can also create custom policies according to your requirements.

«  Only one policy can be active at a time. You cannot delete the active policy.

Note. EDR policies do not determine which events are logged, they determine which events you receive alerts for.
cWatch automatically logs all events and submits suspicious files to Valkyrie for analysis, regardless of EDR policy.
This means cWatch will always catch zero-day malware, even if you prefer to disable some alerts in a policy.

You can search raw logs in the 'Investigation' screen.

+  Click 'Policy Management' on the left to manage EDR security policies:

CwWatch
EDR = Ipgrade Hoe Welcome, edro | @yopmail.com & Logout

Balicy L izt

COMDDO Rocammand Policy is by default your scthe policy. You may change or mody tamtima
There 13 exactly one active policy at any given time.

Evant store scaleis 0-10

Ewents with score 0-6 are Low Riss Everrs.

Evants with seoras &0 ara High Risk Evants

o Coriado Becomrmerded Sucunty Melicy

e Ercpzint +

«  The screen shows general information about policies and lists the default '‘Comodo Recommended Security
Policy'.
« Acheck-mark beside a policy indicates it is currently active.
From this interface you can:

+  Create a new policy
+  View and edit the default Comodo security policy
+ Activate a policy

+  Delete a policy

Create a new policy
+  Click 'Policy Management' on the left
«  Click 'Create Policy"
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CWatch

EDR =

Policy List

Upgrade Mow Welcome, edre @yopmail com % Logouwt

COMODO Recommend Policy |s by defeult your active policy. You may change or modify it anytime.
There is exactly one active policy &t any given time.

Event score scale s 0-10.

Events with score 0-5 are Low Risk Events.

Ewvents with scores 6-10 are High Risk Events.

U AECHOnN I " Comodo Recommaended Security Policy
(= Endpaints
Q Investigation

» Ewent Search

» Computer Search

» Hash Search

Z07B @ EDR by Comodo

& Download Agert

«  Create a name for the policy and press enter:

| I% I +" Comodo Recommended Security Policy

Chennai Site Folicy Cane

« Now, click on the policy name to view and edit its current details:

Chennal Site Policy Edit Policy

«  The new policy is automatically assigned a set of default rules.
+  You can add new rules, edit or delete rules as required.
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i scisiry Everts
- F Regetry Ev

Create Process Sarl Registry Value

umpicicun Sy Proceas Crewdbon & Diashis User Aocoent Costrol § —

Diasbi Task Mansger

Q duspichous Powershel Flag i =

The policy interface has two tabs - '‘Company Rules' and 'Endpoint Rules'.

«  Company Rules - Create rules by event category. Company rules are applied to all protected endpoints.
See 'Company Rules' for more information.

«  Endpoint Rules - Create additional conditions for each event category and apply to specific endpoints. See
'Endpoint Rules' for more details.

Company Rules
There are seven event categories in the company rules section.

Each category has conditions or rules that can be implemented in your policy. You can create new conditions and
edit or delete a condition from an category.

The built-in event categories are:
+  Process Events - Rules to alert you when processes are invoked by an application
«  Registry Events - Rules to alert you about changes to the Windows registry on your endpoints.
+  File Events - Rules to alert you about modifications to system files.

- Download Events - Rules to alert you when files are downloaded via browsers, emails, shared folders or
external drives.

« Upload Events - Rules to alert you when files are transferred to shared folders or external drives.

- Defense+ Events - Rules to alert you when processes attempt to access critical operating system functions
or launch attacks.

- Network Events - Rules to alert you about any service listening to ports and network connections on your
endpoints.

To create a new condition
+  Click 'Add New' lat the top of an event category:
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P
LR~

The 'Add Condition' dialog will open:

Event Type

- Choose Event Type - v

— Choose Event Type —
| Delete Regisiry Key
| Delete Registry Value

o et Registry Valus

-+ 'Event Type' - choose the type of incident that you want EDR to detect. The event types available depend
on the event category chosen.

+ Inthe example above, the category is 'Registry Events', so the available event types are 'Delete Registry
Key', 'Delete Registry Value' and 'Set Registry Value'.

«  After choosing a type, you must next construct your condition. You do this by choosing the specific criteria
which should be monitored. Again, the criteria vary by event category and event type.

+  Inthe example above we will chose 'Registry Events' > 'Set Registry Value'. The available criteria for 'Set
Registry Value' let you specify which key names, values or paths should be monitored.

Event Type
Set Registry value

Evant Mame

Score| ()

=X
-

«  Event Name - Create a label for your condition. This label will be shown as 'Alert Name' in the 'Alerts'
interface.

+  Score - Rate the event according to how seriously you judge the incident. Scores range from 0 to 10.
+  Scores 010 5 - Low risk events
«  Scores 6 to 10 - High risk events
The next step is configure the parameters and conditions for the rule.
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«  Click the arrow below 'AND/OR'

Event Type

Set Registry value v

Event Mame

Modify User Account Control

Score| 9

(o o

Process Path
Process Verdict
Registry Value Mame
Registry Value Data
Registry Key Path

The parameters depend on the selected category and event type.

+  Choose the parameter you wish to monitor
« Inthe second box select the condition. The conditions list varies for different parameters.
+ Inthe third box, enter or select the value. You have to enter the value or select depending on the

parameter.
Event Type
Set Registry Value v

Event Mame

Modify User Account Control

Score 9
m:l o Add rule © Add group
Registry Key Path v equal v HEEY_LOCAL_MACHINE

+  Click 'Delete' to remove the rule

+  Click 'Save' if the rule satisfies your requirement

«  To add multiple rules, click 'Add rule'

+  Define parameters and condition as explained above.

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 24



Comodo EDR - Admin Guide coMooo

Event Type

Set Registry Value v

Evant Mame

Modify User Account Control

Score| 9
aND. 07
Registry Key Path v equal v HKEY_LOCAL MACHINE
Regictry Valua Mame v equal v EnableLUA
Registry value Data v aqual ¥ 0

« Use 'AND' or 'OR' operators for the rule per your requirement

You can add multiple rules and define their relationship with 'AND’, 'OR' operators.
« Toadd a group, click 'Add group'
+  Define parameters and conditions as explained above.

Evant Type

-

Set Registry Value

Evant Mame

Installation of Drivers

Score 9
AND 'OR + Addrule © Add group
Registry Key Path v matches by HEEY_LOCAL_MACHINE
Registry Value Name ¥ equal v ||Type R

m + Addrule © Add group X Delete
Registry Value Data r equa ¥ "

Registry Valuz Data ¥ equa v |2 X pelete

+  Use 'AND' or 'OR' operators for groups (and within a group for rules) per your requirements.
+  Click "Save' when done.
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+  An alert will be created if the rule condition(s) are met

- Toedit arule, click the pencil icon beside it and update as required. The process is same as explained
above.

- Toremove a rule, click the delete icon beside it.

Are you sure?

Yes, delete itl

«  Click 'Yes, delete it!' to confirm removal.

Endpoint Rules
+  Click 'Policy Management' on the left then the 'Endpoint Rules' tab

a EWatch — W Welcame: Denso F . % Lo
FDR = Upgrage MNaoe eicome, Lema Fremium D Lo o

oo Recommended Security Policy e

b :’:unu.sllyP.ll .-m: : :;m
& e ] ] I

Choose Endpoint

+  Select the endpoint from the drop-down
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E = H Viclcome, Demo Fremium = Log out
Comodo Recommended Security Policy IR
Company Rules  Endpaint Rules E-E? . ':m_
5
Chiame Endpaint
‘ DESKETOP-HISS0EN - Administrator .
- Chioge Endpaint -
A n
= DES! DI - ap=
i DE: N - Administratar
eVl il
Create Process
=

+  All the event rules under 'Company Rules' will be applicable for the endpoint and shown as 'Company
Policy', which cannot be edited or removed from here.

%’ Process Events Add New

Create Process

« Add new rules under event categories that will be applicable for the selected endpoint only
+  Click 'Add New' link and follow the same process as explained under 'Company Rules'
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Defenseplus Events Add New

Set Windows Hook 8 () (=)

+  The added rule can be edited or removed from the event category.

- Toeditarule, click the pencil icon beside it and update as required. The process is same as explained
above.

- Toremove a rule, click the delete icon beside it.

Are you sure?

Yes, delete itl

«  Click 'Yes, delete it!' to confirm removal.

View and edit the default Comodo security policy

« Comodo EDR ships with a default security policy that is automatically applied to enrolled endpoints.
«  Click 'Policy Management' on the left, then '‘Comodo Recommended Security Policy'

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 28



cCOMODO

Creating Trust Online®

CWatch —
D EDR ] Upgrade Mow Welcome, Demo Premium % Logout
Policy List
@& d
COMODO Recommend Palicy is by default your sctive pelicy. You may change or modity it anylime.
b Thers is exactly cre active policy at any ghven time.
- Evertt scone scale s 0010
Evenls with score 0-8 are Low Risk Events.
B o \anagEmEn Events with &cores 610 ane High Risk Events.
s il il s
U oeteci " Comodo Recommended Security Policy Edit Policy
- -
S Test Techwriting
Q i ¥

The policy interface is similar to the 'Create a new policy' interface. See 'Company Rules' and 'Endpoint Rules'
under 'Create a new policy' section.

Activate a policy
+  You can add as many security policies as required but any one only can be active at a time.
«  The active policy has a green check mark next to it.
+  Click 'Policy Management' on the left then the security policy that you want to active.

CWatch —_
EDE' = Upgrade Mo Wiedcome, Deme Fremium = Log out

Palicy List

COMODD Recommend Policy is by default your active palicy. You may change or medify it armyfime.
There is exactly one active policy at sy ghen time

Evert scove scala 1s 210

Ewerils with =oore 0-5 are Low Risk Everils.

Events with scares 610 are High Risk Events

» B

[

Dataction | w Comoso Recommended Securty Policy

Test Techwriting £dit Palicy

o =

+  Click 'Activate' at the top
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Company Rules  Endpoint Rules

LX2 Process Events

Test Techwritinueme

Click "Yes, activate' to confirm

You are about to make this
policy your active policy. Are
you sure?

The policy will be activated and its rules will be applied to the enrolled endpoints.
Delete a policy
You cannot delete an active policy

Click 'Policy Management' on the left then the security policy that you want to delete
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Upgrade Mow Welcome, Demao Premium # Logout
Policy List

COMODO Recommend Policy s by default your actere palcy. You may change or moddy & anytme

.. . There is exscily one active policy at amy given fime.
- Ewent score seala s 0-10

Evenis with score -5 are Low Resk Events.
= REEEREEEE, Ewenilg wills scores 610 are High Resk Evenla.
U | W a e urity Pol

Test Techwriting Edit Policy
Q +

+  Click 'Delete' at the top

o CWatch —
Test Techwriting Kl
Dashboard

Company Rules  Endpoint Rules

1o

Process Evenis

«  Click 'Yes, delete it!" to confirm
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You are about to delete this
policy permanently. Are you
sure?

Yes, delete itl

A confirmation dialog will be shown:

Deleted!

Policy has been deleted successfully

Click 'OK' to close the dialog.
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8 View Even Details on Endpoints

The 'Detection’ screen provides an 'at-a-glance' summary of malicious events on your endpoints. The table shows
detailed information about each malware incident.

+  Click 'Detection’ on the left to open the 'Detection’ interface

CWatch -
— L pgravche: Mow ‘Welomme, Dema Premium M Logout
EDR

B8 2018-05-03- 2018-06-00  ~ H

Deleclion Search Resulls | 3 A7 A5 4 4745442 ]

* Computer Mama Lisar tha Count  First Event Last Evant Valkyria Rapart

0 oeteciion DESKTOP-7UBUVDU  userd  77009FBCACSTFATARRR1CORCARIF AAEIEE0085S “""
= 2 DESKTOR-FEUNVDL sard  EZIREFLEL1ZS0EDBISIZS BT THEET BF 10D2EE
—_—
3 ANMOZE] user?  3700OFECADSTFATEESN1COBCETIF] JARTER00ESY 1 ME05242222358  ANsoezamiazse TSR
Q  mestigatior 1 ANIZET s FAEATOEDN0 5925 AR PUNET BF 10020 i 504 L4 2 m
5 edrwin7az user  ZTO99FECAQGTFATEESS1COECESZF] JAEIEB00EYS 1 0150924 22 2E:08 _m
i o

Detection Search Results - Table of Column Descriptions

Column Header Description

Computer Name The name of the endpoint. Click the computer name to view its full details. See 'Computer
Search' for details.

User The user who is logged in to the endpoint.

Sha 1 Hash value of the detected malware. Click the hash value to view its full details. See 'Hash
Search' for details.

Count Number of times the malicious event was detected on the endpoint.

First Event Date and time the event was first detected on the endpoint.

Last Event Date and time the event was most recently detected on the endpoint.

Valkyrie Report Unknown and suspicious files are analyzed by Comodo's Valkyrie, an advanced file analysis

and file verdict system. Click 'See Report' to view full details of the file analysis. See
https://help.comodo.com/topic-397-1-773-9563-Introduction-to-Comodo-Valkyrie.html
for more information about Valkyrie.

Search and Sorting options
«  Search option - The 'Search' boxes above the table allow you to filter the list.

+  Type full or partial search terms in the search box and press enter.
+  Matching results will be automatically displayed
«  Clear the search terms and click 'Search' again to reset the list.
+  Sorting option - Click any column header to sort items in ascending/descending/alphabetical order.

Use the time-range drop-down to show event information for a specific date or date range.
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EEDIE-DE-GE-{E'ZDIB-OB-D' b n

= 2018-05-02 16:47:45 & 2018-06-01 16:47:45 Last 15 Minutes
o |4 |~. r|[PM v ® 4 v | 47 v | PM v Last 30 Minutes
Last 60 Minutes

< May 2018 Jun 2018 o

Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Last 12 Hours

29 30 1 llal 3 4 5 27 28 29 30 31 III' 2 Llast]Day
8 9

6 7 10 11 12 < = & - i - Last 3 Days
12 14 15 16 17 18 19 36 33 32 33 34 35 36  Last7 Day:
20 21 22 23 24 25 26 37 18 19 20 2% 22 23 | ..1epare
27 28 29 30 N 1 2 24 25 26 27 28 20 30

2 4 &5 & £ 8 49 + 2 2 4 & & 7

Last 1 Year

& -

«+  Click 'Custom range' to choose specific dates:
+  Click 'Apply". The results for the selected period will be displayed.
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9 Alerts

Alerts are generated when an event on your network matches a rule in your EDR policy. See '‘Manage EDR
Policies' if you want to learn about policies and rules.

+  Click 'Alerts' on the left to open the interface

HIETTS

Ci) Alert List

4 Soore Alert Mame
Ai u

Podcion Davica SLatus Soon

= Gt Dewicem— w = Selmct Sratiam — | W

Column Header

Alerts - Table of Column Descriptions

Description

Score The rating you specified for the event when creating the rule. You can apply a score between
0 and 10 based on the severity you place on the event. See 'Manage EDR Policies' for
more information.

Alert Name The label you gave to the condition when creating the rule. Alerts are generated when rule
conditions are triggered. See 'Manage EDR Policies' for more information.

Alert Time The date and time the warning was created.

Process Name

Path of the application that caused the event.

Device The name of the endpoint from which the event was logged.
Policy The name of the security policy that created the alert.
User Verdict The status assigned to the alert by the admin who dealt with the issue. Options include:

«  False Positive - Admin does not consider the incident a security threat

- True Positive - Admin confirms the incident occurred. The 'Score' attached to the
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incident should determine the response required.
+  Add comments.
Note - The comments will not appear in the list of user verdicts

Alert Status Progress of the alert. Statuses include:

«  New - Work has not yet started on the alert

« In progress - An admin is attending to the alert

+  Resolved - An admin has submitted a verdict for the alert

Filter options
You can search for particular alerts using the following filters:

«  Alert Name - Search by alert label.

+  Alert Time - Search by when the alert was generated.

+  Process Name - Search by process name

+  Devices - Select the device on which the event occurred

«  Policy - Filter by policy that triggered the alert

«  User Verdict - Filter by status awarded to the alert by an admin.

+  Alert Status - Filter by any of the 3 progress levels - 'New', 'In progress' or 'Resolved'.
«  Enter/ select the filter and click 'Apply'
+  Click 'Clear" to remove the search filters

You can configure multiple filters to search for a particular alert. For example, you can search for an event by its alert
name, policy and the endpoint.

+  Click the play icon beside the 'New' alert status to submit the verdict.

User Verdict Alert Status
ty Policy MiA In Progress
ty Policy True Positive Resolved
ty Policy MIA Mew
ty Policy MfA In Progressa
M/A Mew Q

The alert status will change to 'In progress'

+  Click the progress icon to submit the verdict
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Change Status for Run Untrusted Executabl

Alert Time: 2018-11-1313:27:56 Paolicy: Comodo Recommended Security Policy Computer Mame: DESKTOP-TTPOSPR Process Path:

CoAWINDOWS\Explores EXE

Changing the status of an alert to resolved requires user verdict. Do you think this alert is a

Trua Positive False Positive

«  Click 'Submit' to resolve the alert

+  Click the reopen icon if you want to change the verdict.

Ungrade Now

m Claar

Device Policy User Werdict Alert Status
DESKTOP-TTPO9PR Comodo Recommended Security Poliay MNSA n Progresa 0
Resolved @90 I
How L]
.
| Hew "]
New L]
n dow ]
Are you sure? = o
This alert will be opened again. Reopening an alert will A o
delete its user verdict
Yes, reopen it! Cancel

«  Click 'Yes, reopen it!' to change the verdict
+  Click 'Cancel' to keep the verdict unchanged
View Event Details

«  Click 'Show Details' in the 'Score' column:
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Alert List
Score Alert Name Alert Time
] Run Untrusted Executable 2018-11-14
a m Write to Systemn Directory 2018-11-14
Show Details Write to Systern Directory 2018-11-1418
(o] Run Untrusted Executable 2018-11-13
L] Write to Executable 2018111313
a Run Untrusted Executable 2018-11-1213

This open the information screen for that event:

The top part of the screen shows details such as the alert name and the application that generated the event:

pRtdjHhH.exe - Suspicious System Process Creation
Alert Time: 2018-05-23 21:3134 Palicy: Comada Recammanded Sacurily Policy Compuler Mame: DESKTOR-7JELVDL Operating System: Windowe 10 or Laber 54 bt plarfonm
Shal: 27095MbeaD 671478005 1cabcba 2 Ja0 2000085 Path: CilsersiuseriDownkeds\pRIdHH. e Werdich: Maiwere LISEr NNTIE: WEsrs

Last Seem; 2015

« Alert and application name is shown at the top
+  Alert Time - Date and time of the alert

+  Policy - Name of the security policy. Click the name of the policy to open the policy management screen.
See 'Manage EDR Policies' for more information.

«  Computer Name - Name of the endpoint from which the event was logged. Clicking the endpoint will open
the 'Computer Search' screen with the endpoint preselected. See 'Computer Search' for more details.

+  Operating System - Details of the endpoint's OS from which the event was logged.
«  Last Seen - The last date and time the endpoint communicated with EDR.

« Sha1 - The hash value of the file. Clicking the hash value will open the 'Hash Search' screen with the file
preselected. See 'Hash Search' for more information.

- Path - The full process path of the event that was logged. Clicking the process path will open the 'Event
Search' screen with the event query auto-filled in the search field. See 'Event Search' for more details.

+  Verdict - Valkyrie results after the analysis.
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«  User name - The logged in user name of the endpoint. Clicking the name will open the 'Event Search'
screen with the event query auto-filled in the search field. See 'Event Search' for more details.

+  User Verdict - The admin's conclusion on the nature of alert. The options given to declare the results are
"True Positive' and False Positive'.

Events
Details of the event are shown in the main pane:

Evernts Lisi Wiew  Tree View

« List View

- Show-Click " icon to view the event timeline. See 'Process Timeline' for more details.
- Adaptive Event Name - Label given to the event when creating the security rule.

- Event Type - The category of event

«  Score - The event severity. This was specified when the rule was created.

+  Click anywhere in the row to view all event fields for that event type. The number of event fields shown
depends on the event type.:

« Tree View
«  Click 'Tree View' link at top-right of 'Events' section

----- e g AT B g s e By 7w

ES— 1 [ [ o nrm

WP | T T

The screen shows the full process path of the event. Clicking any process label will open the 'Event Search' screen
with the event query auto-filled in the search field. See 'Event Search' for more details.

«  Zoom in or out using your mouse. Right-click and move the chart left or right. Click ‘Reset Zoom' to
return to default view.
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Process Timeline of the Event

Shows the various activities happening in an event for each file type
Timeline View

. Clickthe = 'Show in Process Timeline' icon of the event

13 Morvermbes 3010

Enplorer EXE (14) L] - -

FleSh [\ gt App Dt Romey =g MBcrooa* UAr_

Vi LBetdsdreclimbrrs ot bl th M

The 'Process Timeline' screen will open
The screen shows the time at which each event occurred. See 'Process Timeline for more details.
Tree View

+  Click the 'Show in Process Timeline' icon of the event

+  Click Tree View'

| Process Timeline

Timeline  Tree Yiew

B TP
P Unarared Buscatabis () {20 {.- e Mg L S

Lo e g g

=T
Srmmtn Pezzem (11 ) L} D ayrmm i
o YT S—
wirse pen_uen {0 ummrr am 2] {5} Exziorer e 14 {1} bk
12 2 {
Wi iz mcuiatie 11 S e e el e
LOilhery ege e et
Al b e e L
e e 14)
St e AsaTEa s
Wiite 10 bnfeciibie e 1) 2 e Tt

The screen shows the tree view of the event occurrences. See 'Process Timeline' for more details.

File Trajectory

The bottom section of the screen displays the movement of the file, that is from where it was downloaded, copied to
which endpoint and so on.
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File Trajectory
23 May 2008 055502 P T3 May 2008
a7 Rl aris W T4 AW [ %41 (181 bicAs [
H f i i I i i i i
DEBKTOR-78UVDU (4) a
edrmin?az 4y B =] @
AHRGIET (1) h] i
0 oo @ o F hare B C T ared F n @ cop 5
iy Ta USAT &

«  Zoom in or out using your mouse. Right-click and move the chart left or right. Click ‘Reset Zoom' to
return to default view.

«  Details of the icons is shown below the graph.
«  Click an icon to view the trajectory details.

Browser Download x
1
i |
b Event Time Fima LOgas I
2018-05-23 18:55:02 g=-in 7 '
e |
i Process Hash i |
efd5d0ca07d2087b2edb3dd76967e1b1 6bdac1cB |
Process Path |
CAProgram Files\Mozilla Firefox\firefox.exe
Path

ChUsers\user\Downloads\pRiajHhH exe
URL 73
https://bit.ly/2HIHZJR

edrwin732 | % =
|

ANMDZET (3) &
E" Browser Download B Copy ‘

Bl |

@ copy To USB Disk B write File :

r |

r I

|

«  Click X" to close the dialog.
«  Click 'Process Creation' button to view time of process creation, event detected and alert generated.
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Flle Trajectony m
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+  Click an icon color code to view trajectory details.

Modify Firewall Settings x
Alert Time
2018-05-23T14:21:33.0947
0T P 30 09 P
- Process Path -
o \ - ; & 1
ChUsers\user2\Downloads\pRt4jHhH.exe _
gy Show detail & .
B P ‘p.,] = 7
{ \J 3 .....
y From Shared Folder B Copy To Shared Folder EA Email Download 1)
rite File
Alert | petection

+  'Show detail' link will be available for Alert dialog. Clicking the link will open the event details screen for
which the alert was generated.

+  Click 'X" to close the dialog.

10 Investigation

The 'Investigation' section allows you to identify analyze events by event type, computer or hash value. For example,
you can query events generated by a certain browser on specific devices.
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CWiatch

L UR = pgrade How Welcome, Dema Premium = Log aut
Computer Search
DEEKTOR-HIRS0EM L
Logged On User: Endpodrd Versbon: 11 250 Connection Stadus ast Seen Last Reboot 1B i

Operating Sysbem - ' aler 4 I plaifoem

Local and External IF Changes Unique Users Logged on

Local P Local IP ¥ Usemame

& Extemal IP Liseal IP 1 2 3 T

Event Search - Search for events according to specific parameters. Parameters include event ID, device
name, logged on user and so on. You can use operators to concatenate parameters and build granular

queries. See 'Event Search' for details.

Computer Search - Search for events that were recorded on a specific endpoint. The search results
include items such as network connections, malware detections, event trends and so on. See '‘Computer

Search' for details.

Hash Search - Search for events based on the hash value of the file. The search results include file name
and type, point of entry, execution trend, file history and more. See 'Hash Search’ for details.

Process Timeline - View a timeline of processes initiated by events. See 'Process Timeline' for details.

Event Search

The 'Event Search' interface lets you find specific events using built-in queries.

cWatch ships with some useful sample queries, and you can construct your own queries.

You have to create conditions for a search and configure the results table accordingly.
You can also use the search results to construct another query.
Click 'Investigation' on the left then 'Event Search' to open the interface:

= [ Welrome, edofoomodo Con -] % Log o
Event S2archl - Sew Qeey  Olssr fuid
#; 0.
pros_pack = C:\EIHIONT| Explares EXE i
L R Dipwer Gykly  Chwgiory S Ovimioy M Duimiey S 0TA- 118 ASIPR6 - 2O B m
Search Results
v - F frose By Fath o Tyt
40 a e = a Q
= 0
Qa «
8 Swbect Fiwkds
3 2 tdhow Eeard - Dwercs Hama  Procwss User Hame  Procwss Path Precews Hash Evart Tpps  Aduplivs Evert Mams
N ) 1 o DHEVIAB00ZZATAS  AMMOME ko CAWIHEOWS Explor EXE  40Hu 2058045 Wiits Fle Wit 1o otk S
#2 o~ DREITAS0GIZI614E  ANMOHN kotry CAWHDOWS Explosi EXE  ASR2BBEELSaclt Wirit b nlectilbs Fi
& g
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+ By default, no custom queries are defined, allowing you search for all events that occurred during the last 3
days.

+  Use the 'Query Fields' and 'Operator' links on the upper-left to build a custom event query.

«  Thefirst query field you add will automatically have the '=" operator appended to it (you can change this if
required). You will need to enter the criteria after the operator.

«  Any subsequent fields you add to the query will automatically be prefixed with the 'AND' operator.
« Al queries that you save will be listed under 'My Queries'

«  'Sample Queries' are pre-defined, example queries. These can be used as standalones, or adapted to
produce a more complex search.

+  'Select Fields' on the right lets you configure the columns of the results table.
+  You can change the date range using the link 2nd from the right.

Event Search Interface - Table of controls

Il select Fields Allows you to configure the 'Results' table for the query results displayed at the
lower pane.
B4 Last 3 Days " Allows you choose the time period for which events are fetched. Periods range

from 15 minutes to 1 month. You can also specify a custom period.

m Allows you to run a search operation based on the configured / general query.

Query Fields Allows you to add query fields for a custom query
Operators Allows you to add conditions for a custom query.
Sample Queries Built-in sample event queries that are most often used.
Clear Field Allows you to remove queries entered in the search field
Save Query Allows you to save a custom query
My Queries Saved custom queries will be listed here.

The interface allows you to:
+ Run a general event search
«  Configure and run a custom query search
« Use sample queries
«  View query results
+  Configure results table column headers for a query

Run a general event search

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 44



cCOMODO

Creating Trust Online®

A general search returns all events recorded from all enrolled endpoints.
To run a general event search:
+  Make sure the 'Search Box' field is blank.
+  Use the time-range drop-down to pick a specific date or date range.

W
g -
ﬁ 2018-06-03 11:35:47 E 2018-06-06 11:35:47 ast 15 Minutes
© 11 *|-425 = ||AM * ® vi:]35 T|AM ~ Last 30 Minules
=t /0 Minutes
May 2018 Jun 2018 e
s Sy, Mo Tu We Th Fr Sa Su Me Tu We Th Fr Sa Last 12 Hours
23 3 2 3 4 5 27 28 29 30 31 1 2 ast 1 Da
78 9 10 11 12 ﬂ 4 5 n 7 8 Last 3 Days
3 14 15 16 17 18 19 WO 12 12 M4 15 16
ast 7 Days
20 21 22 23 24 25 26 23
) Last 15 Day
27 28 29 30 31 24 25 26 27 28 285 3§
= - o 4 = - Last 30 Da
Click 'Custom range' to choose specific dates
Click 'Apply', then 'Search'
E
Qoery PRk OMVINVE ATV QR MY Openies ¥ Q Search
Search Results
Carvice Mams Procaus Usar Nums Process Path weril Type
1178 L 711 [2] [5:7)
e - ) @ @ ¢
@ o o Q
e [ 4]
o Q o
M Satess] Firbds
Adapiree
M Procees Lt Ewenl Faeml
¥ Show Ewent Time. MName Mame Frocess Path Pmocess Hash Ty Heme
41 OES%TOP sl =y do_EDEL_AgenLinslalber_11 250 4
- £S5 = _RIH .1
; 3

The results for the selected period will be displayed. See 'View Query Results' for more information.
Configure and run a custom query search
You can search for particular events by building custom queries. Custom queries can be configured in two ways:

«  Configure a custom event query manually
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+  Using the search results
To configure a custom event query

+  Click 'Query Fields' below the search box and select an event from the list.

CVENt oealcrl

Enter your query here...

Queryfields Operafors Sample Queries My Queries

Adaptive Event Name adaptive_event_name
Command Line child_prcs_cmd_line
Destination IP ntw_dst_ip

Destination Port ntw_dst_port

Device Name prcs_device_name

Downloaded File Hash brws_file_hash
Downloaded File Path brws_file_path
Elevation Type child_prcs_elevation_type
Event Group event_group 5 Use
Event Identifier id

strat
Event Time event_time -

+ 2 2018-05-30 DESKTOP- Administre

«  Alternatively, click in the search box and use short cut keys 'Ctrl + space’. Select an event field from the list.

+  Repeat the process to add more event fields for the query. The 'AND' operator will be automatically added
to any subsequent fields you add.

+  Click 'Operators' link and select the operator from the drop-down. You can also enter the operator manually.
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VENLT nName = wWrite ©T0 - -

ik}

lds  Operafprs Sample Queries My Ques
EQUALS =

1 Ret
NOT_EQUAL '=

ce Nal
GREATER -

TOP-
GREATER_EQUAL >-
732

TOP- SMALLER -

10261 SMALLER_EQUAL <=

CONTAINS ~

- Enter the relevant details of the event fields.

The following example shows a search for 'Adaptive Event Name' = 'Run Untrusted Executable' AND 'Device Name'
= 'DESKTOP-7J8UVDU":

Fvent Search  saveuery Clear Field

adaptive _event_name = Run Untrusted Executable AND prcs_device name = DESKTOP-7J8UVDL

«  Next, select the time period for the custom query and click 'Search'

The search results for the custom query will be displayed:

Event Search  swequery  Chiar Bl
i AMD pros_device_name = [ w
Coeates  Sael Ooutie A Guikes | Lowt 13 uy 0 Sparch
Search Resulls
Cwice Mame Frocess Liser Name Process Path Event Type
pesxre 2. 0 . [ R @ oo e
Il Salect Finlda
Y
w E : Ml H ¥ F Ty 1 Nar
* TOF d -] 1 . 280008! il
Lt
* TOrF
I

Please note the results for the query will also display details for other fields also. See 'View Query Results' for more
information.

+  Click 'Save Query' for future use. The saved query will be listed under 'My Queries'.
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To configure a custom query using the search results

In addition to manually providing the event field details for creating a custom query, you can also query for a
particular event from the search results.

The following example shows the general search results for a selected time-period.

Search Box

Search Results

Dewice Name

rent Process User Name Current Proceis Patl

aaaaai

Ewent List

Currant
Current Prooess User

Show Ewent Time - Dewice Hame MName Current Process Path Current Process Image Hash Verdict Event Type
1 : TinERE

Summary Results section

The results summary section at the top shows results for all endpoints and events. You can select particular fields to
build a custom query from the results.

Search Bax

Search Results

Dewice Mams Cureen Frooess User Mame Current Process Pach Exsen Type
FE T SN

il
86600
sl
o

The result columns depend on the selected event fields. For example if you want to search for run untrusted
executable events for an endpoint:

First, click the endpoint under 'Device Name'. The query will be automatically entered in the 'Search Box'
and EDR will provide all results for the endpoint.

Click 'Run Untrusted Executable' under 'Adaptive Event Name'. The query will be automatically updated in
the 'Search Box' and the results for the untrusted executable events on the endpoint will be displayed:
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Event Search  save Query Clew Fiak

I-:-\ device_name = [ T ! ] C T J 15 TE f I o

il .
i i m

T
Quaevy Maddy  Oparatars  JAMpls Querkis My Quaries

Search Results

Dienice Hame

Adapiive Eveniiame

| Select Fiekds

Event List section

The details shown in the summary results depend on the selected event fields. You can, of course, also choose
fields from the 'Event List' section.

+  Click the number beside a event list row from which you want to build a custom query

E Show Event Time - Dovice Hame  Process User Mame  Process Path Process Hash Adaptiee Event Mame
edrwin?s2 uzer chrome.exe B7a5E7154537e5d233 522614404 f035067ed0d wnload
edrwing 32 ugef firefon exe  &M4500CA0TAI9ETDIedn3dTER672 101 60dEC CE  Browser Download —

Browser Downboad Download Executable

el45d30ca0TdMEThedb3dd T 867e1 b1 Shdic1cl

edrwin? 32 Mirefo exe

«  Click the event field(s) details that you want to use to build a custom query.

¥ Show Event Time « Device Name Process User Name Process Path  Process Hash Ewant Typa Adaptive Event Name

+1 =drwin 732 ESer chrome exe 87386 FI54537e 842235 fc 2 264 00afb3 506 Tedid  Browser Download
*32 edrwinTiz user firefox exe  efd5d0c4DTEZOETh2edb3dd 7696721 b1 6bO6CTCE  Browser Download —

edrwin73z  user fircfowene  cf45d0cA0vd298 b2edb3dd Fe98 /c1b1 thdtc1cl  Browser Downlond  Download Exccut

Adapties Evenit Haims rirws 3 Exein bl F
Liovgged On Lker il
Devics Mame e

Cvem Time

Lyvern Group

The query fields will be automatically updated in the ‘Search Box'.
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load AND pres_hazh = =74 48742 Zed d felbltbdécl "

Coery Fiokls  Jooraiors  Samele Queres My Quenes & Lasd 20 Pays -

+  Select the time-period and click 'Search’
Events matching the custom query will be displayed. See 'View Query Results' for more information.
Run Sample Queries

EDR ships with built-in sample queries that are often used for data analysis by administrators. This also serves as
examples for administrators to create more complex queries.

Event Search

Enter your query here...

Query Flelds Operators Sanﬁ.fe Queries My Queries

List Process Events Shows all process events
Search Results [ tim

List Network Events Shows all network events

Device Name ) ) Name
List Registry Events Shows all registry events

edrwin732 . .
List File Events Shows all file events
List Defense Events Shows all defense plus evenis

List Browser Events Shows all browser events

The sample query will be automatically updated in the 'Search Box'.

Event Search  save Query clear Field

event_group = REGISTRY

Query Fields Operators Sample Queries My Queries

+  Select the time-period and click 'Search'
Events matching the sample query will be displayed. See 'View Query Results' for more information.
View Query Results

EDR stores the generated events on the cloud and these can be fetched anytime from anywhere using an internet
browser. Administrators can use these events for data analysis and take remedial actions on endpoints.

The query results will be displayed depending on the type of query search. See 'Configure results table column
headers for a query', 'Run a general event search', 'Configure and run a custom query search' and 'Use
sample queries' for more details.
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- The number beside each event detail indicates the total number of events recorded for that item.

- Clicking an event detail under an event field will display only the results pertaining to those items. This is
similar to creating a custom query.

Event List

The lower section below the tiles displays the results for each event.

Event List
Current Curr
Event Time Device Process User Current Process Prot¢
= Show - Mame Mame Fath Current Process Image Hash Vert
+1 » 2017-06-30  DESKTOP- Administrator C:\WProgram Files C1938e8c702979c336e0c573407952c9676b45a6  Safe
14:58:32.851 HIS50BN (xBe)\\GoogleWChro..

2017-06-30 DESKTOP- Administrator C:\\Program Files c1939eBc702979c336e0c57340 7952096760 45a0

14:58:31.850 HI950BN (xBBMGoogle\WChro...

Base Event Type Meoteork Conmection Custaomer Identifi_d375:2bE-dbT0-473F Logged On User  Administrator

Current Pracess C..2017-05-28 10:41:58 002 Dewice Mams Desunatien IP

Current Process |0 3300 Endpoint |dentifiery Sourge IP 10.108.51.118
Current Process |...c1333e8cT02579c335e0c5 73407952 . Endpoint Internal..0 E2843
‘rogram Fi
Current Pracess P.C0WProg HEPGoOge O Event Group d R
- _ omeYAppli
Current Process U_DESKTO Event Time - 3 F ﬁ
’ £ AAr N StraToe Es -, I ok C - C "CESE
Current Process U_Administrazo Event Type lex Add To Query SUCCESS
Current Fracess V. Sale idantifier v

+  Clicking an event row will display all the event fields for that event type. The number of event fields
displayed depends on the event type.
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+  Clicking an event detail beside an event field will display only the results pertaining to those items. This is
similar to creating a custom query.

+  Clicking the " icon in the 'Show' column for an event wil display its timeline. See 'Process Timeline' for
more details.
Configure results table column headers for a query

You can configure the results table to show columns which are important to your custom query. You can also view all
the event fields pertaining to your search by clicking the '+' sign beside a query result.

«  Click 'Select Fields' on the right to configure the result table columns:

All Fields Selected Fields Q
& Adaptive Event Name 1. Event Time @
Il se Fields
= Command Line 2. Device Name
Adaptive
= Destination 1P 3. Process User Name 0 Fuert
c Name
= Destination Port 4. Process Path
& Device Name 5. Process Hash
H Downloaded File Has! 6. Event Type
E aded File Pa 7. Adaptive Event Name

2o

A check-mark is shown next to currently enabled fields. A 'field' in this sense is a column in the results table.
+  Click the checkbox beside an individual field to enable or disable it.

« Todisplay all fields, click — at the top

« To hide all fields, click — at the top.

Al enabled fields are shown on the right, with field # 1 being the first column on the left. Click and drag a
particular field to re-position it in the table.

«  Click 'Ok" when done.

Comodo EDR - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 52



cCOMODO

Creating Trust Online®

Your selected fields will be shown as columns in the query search results. The same fields will also be shown for the
results summary tiles above the 'Event List' results table. The results summary will not display the 'Event Time' field
since this available beside 'Search Results' by default.

eocb
00000
e6000
c00060

Davice PrncuEs Lisar vani  Ewent

ravudminstmlon Downlosds\Comodo_LDE_Agen instaled_1 .1 230.3_DJuruSkd eee  f45di0 caa222aln rzi sad Papicd 2 2o0bd o e

Exeoutabie]

The number of event fields displayed in the detailed results depends on the event type.

10.2  Computer Search

The 'Computer Search' screen shows events recorded on all endpoints added to EDR. Details include event trends,
network connection events, malware detection events and so on.

+  Click 'Investigation' on the left then 'Computer Search' to open the interface
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+ By default, the screen will be blank with search time range pre-selected for the last 3 days.

+  Please note the search field will be auto-populated and results displayed for the endpoint that is clicked
from the dashboard.

Search and Sorting options

«  Search option - The 'Search' box above the table allows you to filter the list.

«  Click anywhere on the row and select from the device list

OR
+  Click anywhere on the row and enter full or partial endpoint name in the search box and select from the
suggestion

Use the time-range drop-down to show event information for a specific date or date range (applies to Network
Connections, Admin Privilege Usage, Malware Detections and Event Trend tiles).
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Cancel

+  Click 'Custom range' to choose specific dates.
+  Click 'Apply". The results for the selected period will be displayed.
Information about the selected endpoint is shown below the search box:

Logiged Om Liger: oo Ersdpoint Meraion: 212580 Cannection Sates: Cnre Last Seen i 2me a4 058 Last Reboot 15-05-24 855 Operating Syatem : Windows 10 or Later

+  Logged On User - Endpoint username at the time of event logging

+  Endpoint Version - Software version of the EDR agent

+  Connection Status - Indicates whether the endpoint is connected to EDR. The statuses are:
+  Online - Indicates the endpoint is normally sending message to the EDR server

«  Offline - Indicates that the agent sent last message to the server along with the information that it
would of offline

- Disconnected - Indicates the agent was not able to send the message that it would go offline.
«  Last Seen - Indicates the latest date and time the EDR agent on the endpoint updated EDR
+  Last Reboot - Date and time the endpoint was rebooted last
+  Operating System - The details of endpoint's OS.
The six tiles below the endpoint info provide the details of events recorded for the selected endpoint.
+ Local and External IP Changes
« Event Trend
«  Unique Users Logged on
+  Admin Privilege Usage
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«  Network Connections
« Malware Detections

Local and External IP Changes

This tile lists any changes in the endpoint's local IP and external IP.

Local and External IP Changes

# External IP Local IP 1 Local IP 2 Local IP 3 Time
1 182742322 10.0.2.15 0.0.0.0 0.0.0.0 2018-05-2912:32:16
2 932.41.147.167 10.108.51.211 0.0.0.0 0.0.0.0 2017-06-23 12:46:20

Total Co 2

mt- 2 Page 10f1

- External IP - The current external IP through which the endpoint connects to other external networks.
+ Local IP 1 -The current local IP of the endpoint.

+ Local IP 2 and 3 - Details of the previous local IPs (for example, the endpoint is moved from one network to
another and allotted different IPs)

+  Time - The date and time of last recorded change.

Event Trend

This tile displays the number of events that were recorded from the endpoint for the selected time-period.
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Event Trend ( Click and drag in the plot area to zoom in ) & | 3t 15 Days v
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+  Select the time-period for which the event trend should be shown. The period ranges from last 15 minutes
to 30 days.

«  The X-axis displays the selected date range and Y-axis provides the number of events.
+  Placing the mouse cursor on a particular point on the graph displays the number of events.

Event Trend ( Click and drag in the plot area to zoom in £ Last 15 Days o

300

Tuesday, May 29, 15:30

200 @ Event Count: 143
A
i

100 |
|-
koA

0 | LoV |||
24 May 26. May 28. May 30. May 1. Jun 3. Jun 5. Jun

+  To view the number of events for a particular of time, click on the graph and drag to zoom. You can view the
number of recorded events by hourly basis. Zoom in again if required.
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Event Trend ( Click and drag in the plot area to zoom in . -
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30. May 12:00 31. May 12:00 1. Jun 12:00 2. Jun 12:00

Place your mouse cursor on a point in the line to see events for a specific day.
«  Click 'Reset Zoom' to view the original graph.

Unique Users Logged on

Displays the most recent login times of every user that has logged onto the endpoint.

Unique Users Logged on
= Username Last Seen

SYSTEM 2017-06-23 14:20:19

2 Administrator 2017-07-03 16:04:49

Total Count: 2, Page 1 of 1

Username - The name of the user that is currently logged in and last communicated time to EDR. SYSTEM
indicates the date and time the endpoint was first connected to EDR.

Last Seen - Date and time the endpoint communicated to EDR.

Admin Privilege Usage

Displays details of events that required admin privileges.
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Admin Privilege Usage & | ast 15 Days v
# Username File Name Count
1 user3 C:\Windows\System32\WindowsPowerShell\v1.0\powershell .exe 3
2 user3 CAUsers\user3\Downloads\pRt4jHhH.exe 1

«  Select the time-period for which the data should be shown. The period ranges from last 15 minutes to 30
days. You can configure custom range also.

+ Username - The name of the user that used the admin level privileges on the endpoint.
«  File Name - The name of the application that was used.

«  Count - The number of times the event was recorded. Clicking the number will display the event details in
the 'Event Search' interface.

Network Connections

Displays the details of network connection events for the selected time-period.

Network Connections &% Last 15 Days v
= Local IP Destination IP Destination Port Count

1 10.0.2.15 46.144.122.248 1433 1

2 10.0.2.15 43.249.131.101 443 1

3 10.0.2.15 121.54.162.115 443 1

4 10.0.2.15 121.54.162.116 443 1
Total Coun Page 1 of

+  Select the time-period for which the data should be shown. The period ranges from last 15 minutes to 30
days. You can configure custom range also.

+  Local IP - The internal IP address of the endpoint.
«  Destination IP - The destination IP details to which the connection was established.
«  Destination Port - The destination port to which the connection was established.

«  Count - The number of time the connection to the destination IP and port was established from the
endpoint. Clicking the number will provide the event details in the 'Event Search' interface.

«  View more records by clicking 'Next', 'Last', 'First', 'Previous' or any number.
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Malware Detections

Displays the malware detected events on the endpoint for the selected period.

Malware Detections B Last 30 Days v

# File Name File Path Sha256
suspicious.exe CA\Users\user3\Downloads\suspicious.exe B8233bf6e61390edB959255a8a477bBe76f1C
2 p:{TJJH?‘"l.tIE CAUsers\user3\Downloads\ DF!!HJH‘]H exe 27d99fbcal67i478bb91cdbch92f13a828b0

1 .3

Total Count - 2, Page 1 of 1

+  Select the time-period for which the data should be shown. The period ranges from last 15 minutes to 30
days. You can configure custom range also.

+  File Name - The name of the file that was detected as malware by EDR.
«  File Path - The location of the malware file.

+  Sha256 - The hash signature of the malware file. Clicking a hash signature will provide the full details in the
'Hash Search' interface.

+  View more records by clicking 'Next', 'Last', 'First', 'Previous' or any number.

10.3  Hash Search

+  Ahash search allows you to locate files by their MD5 or SHA-1 hash value. Visibility, execution trend, file
history and execution summary are listed for each file.

+  Unlike the 'Event' and 'Computer' interfaces, you cannot simply search for a hash. You must either (i) copy
and paste a hash value from the dashboard, detection or event search interfaces (i) click a hash-value link
in various screens such as the dashboard or '‘Computer Search' screens. The latter will auto-populate the
search interface.

+  Click 'Investigation' on the left then 'Hash Search' to open the interface.
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+ By default, the screen will be blank

- Enter the hash value of the file you wish to analyze. Hash values of malware and safe files can be copied
from various interfaces such as:

+  'Dashboard' > 'Malware & Suspicious Activity' tile > under 'Most Found Malware' and 'Last Found
Malware'

+  'Detection' > in the 'Sha1' column
+ 'Investigation' > 'Event Search' > in the 'Process Hash' column
+  Click a hash value on any of the screens above to automatically populate the search box here.
+  Use the time-range drop-down to show event information for a specific date or date-range (applies to

'Execution Summary', 'Download Summary', 'Creation Summary' and 'Execution Trend' tiles)
Results are shown below the search box:

Hash Search

B2330Mee01 3500dG9592 550084 7T bEE TOF | D0 s n

File Names (lasl 3 days): File Type: Werdicl: Makare Eniry Poind: ednain732 Firsl Seen On: 20130523 19°26-27 . edrwin 732 Las Sesen On: 20150524 227858, DESKTOP

Seen On: 3 dovices Detection Time: 20180417 2

File Trajectory | Baaat oo |

+  File Name - Hash value's file name
«  File Type - The nature of file. For example, an executable.
«  Verdict - Displays the file's trust rating after EDR analysis.

«  Entry Point - The name of the device on which the file was first detected. Click the device name to open
the 'Computer Search' screen with the device name auto-populated in the search box.

+  First Seen On - The date and time of the event was first logged and the name of the device on which it
was detected. Click the device name to open the 'Computer Search' screen with the device name
auto-populated in the search box.

+ Last Seen On - The date and time of the last event logged for the same file and the name of the device
on which it was detected. Click the device name to open the 'Computer Search' screen with the device
name auto-populated in the search box.

«  Seen On - The number of devices on which the file was found.

«  Detection Time - The date and time the trust verdict was awarded to the file. This may be some time in
the past if Valkyrie has already encountered the file and has a database entry for it.

The results screen provides the following details about the file:
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+  Execution Summary
«  Download Summary
+  Creation Summary

- Execution Trend

File Trajectory
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The first tile below the hash file info screen displays the movement of the file, that is from where it was downloaded,

copied to which endpoint and so on.

File Trajectory
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«  Zoom in or out using your mouse. Right-click and move the chart left or right. Click 'Reset Zoom' to

return to default view.
+  Details of the icons is shown below the graph.
«  Click an icon to view the trajectory details.

.\)

Browser Download x
3
il Event Time hpa
2018-05-23 18:55:02 J=in
i Process Hash
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Process Path
CAProgram Files\Mozilla Firefox\firefox.exe
Path
ChUsersiusersDownloads\pRidjHhH. exe
URL
https://bit.ly/2HIHZ IR
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AMMOZET (3)
(® Browser Download B Copy
(&) copy To USB Disk B write File
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+  Click 'X" to close the dialog.
- Click 'Process Creation" button to view time of process creation, event detected and alert generated.
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+  Click an icon color code to view trajectory details.

Modify Firewall Settings ]

Alert Time

2018-05-23T14:21:33.094Z

b7 PM 30 09 PM
- Process Path F -
= 3
CAUsers\user2\Downloads\pRl4jHhH.exe B .
y Show detail & "
@ ® ( ‘E“"ﬁ 9 (il
.......
opy From Shared Folder B Copy To Shared Folder &3 Email Download [
Wrile File
Alert Detection

«  'Show detail' link will be available for Alert dialog. Clicking the link will open the event details screen for
which the alert was generated.

+  Click 'X" to close the dialog.

Execution Summary

A summary of the devices on which the file was executed. Details include the file path and the number of times it
was executed.
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Execution Summary #8 Last 30 Days v
Executed On Execution Path Execution Count
DESKTOP-7JBUVDU CAUsers\user3\Downloads\suspicious.exe

edrwin732 C\Users\user\Downloads\suspicious.exe

ANMOZ261 CAUsers\user2\Downloads\suspicious.exe

Total Count: 3, Page 1 of 1

«  Select the time-period for which the event trend should be shown. The period ranges from last 15
minutes to 30 days.

«  View more records by clicking 'Next', 'Last', 'First', 'Previous' or any number.

- Executed On - The device on which the file was run.

- Execution Path - The location of the file on the device. Clicking the path link will open the 'Event
Search' screen with the query pre-populated.

«  Execution Count - The number of times the event has occurred.

Download Summary

Shows the details on which endpoint the file was downloaded (aka 'Entry Point'), the URL from where it was
downloaded and the number of times it was downloaded.

Download Summary

B3 Last 30 Days v
Downloaded On Downloaded From Downloaded Count
edrwin732 https://bit. ly/2HIHZJR
Total Count : 1, Page 1 of 1

+  Select the time-period for which the download summary should be shown. The period ranges from last
15 minutes to 30 days.

«  View more records by clicking 'Next', 'Last', 'First', 'Previous' or any number.

«  Downloaded On - The device on which the file was first downloaded
- Downloaded From - The location from which the file was downloaded
«  Downloaded Count - The number of times the file was downloaded

Creation Summary

Details of endpoints on which the file has created processes and the location of file from where it was run.
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Creation Summary &2 Last 30 Days v
Created On Location Process
DESKTOP C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\pRt4] pRt4jHhH.exe
7JsuvDuU HhH.exe
DESKTOP- C\Users\user3\AppData\Microsoft\Windows\Start Menu\Programs\Start pRt4jHhH.exe
7JsuvDU up\pRi4jHhH.exe
edrwin732 CAwindows\system32\pRt4jHhH .exe pRt4jHhH.exe
DESKTOP- CAUsers\user3\Downloads\pRt4jHhH.exe explorer.exe
7J8UVDU
ANMO261 CAUsers\user2\Downloads\pRt4jHhH.exe explorer.exe
Total Count : 6, Page 1 of 2

1 2 Next Last

+  Select the time-period for which the creation summary should be shown. The period ranges from last
15 minutes to 30 days.

«  View more records by clicking 'Next', 'Last', 'First', 'Previous' or any number.

+  Created On - The device on which the file was run
«  Location - The path of the file from where it was run
«  Process - The name of the application that was run

Execution Trend

The number of times the file ran during the selected time-period.

Execution Trend £2 Last 30 Days v
3
2
1
0 1
14 May 21. May 2B. May 4. Jun

«  Select the time-period for which the creation summary should be shown. The period ranges from last 15
minutes to 30 days.

«  X-axis displays the selected date range and Y-axis provides the number of file execution counts.
+  Place you mouse cursor on a particular point on the graph to see the number of executions.
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Execution Trend & Last 30 Days v
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+  You can zoom in by dragging any point on the graph. This lets you, for example, more clearly see the hours
of the day when the file ran.

Execution Trend 88 Last 30 Days v

2 ‘t{

1

3

Wednesday, May 23, 20030
#® Execution Count: 2

0 ¥ by - . " - - . . - . . - . .
20:00 24 May 04:00 08:00 12:00

+  Place your mouse cursor on a point in the line to see the number of counts.
+  Click 'Reset Zoom' to view the original graph.

10.4  Process Timeline

The 'Process Timeline' shows all processes spawned by an event.
You can view the timeline in two ways:
Event Search
+  Auto-populate the event ID from the 'Event Search' results interface. Go to 'Investigation' > 'Event Search’,

select the time-period and click 'Search'. Under the 'Event List' section, click the process timeline icon -
beside an event in the 'Show column.
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+  Alternatively, you can provide the event ID manually in the field to view its timeline.
Alerts

+  Go to 'Alerts' then click 'Show Alerts' in an Alert row. Under 'Events' section, click the process timeline icon
- beside an event in the 'Show column.

The timeline of the selected event will be displayed.

lre  Tres ==

a0 May 2018 30 Mey 2010

e e e i o e [T ks i re3e e ks
kg iew
i

F krrrl;c.' i L] L
modo_BDE_Age b BiGauk ::-l..-- -
L L] p L2 ineplas @

You can view the details in timeline or tree view.
Timeline View

By default, the timeline view of the event will be displayed:

Process Timeline

3 My J01E DELTET P 39 ey 201E 07 £X50 P

. L] = um e (AT s L3F- ] arz (8] anw LL ]

i e
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«  The search time here indicates the processes that the event generated. The results are displayed for
processes generated 30 minutes preceding and after the event. For example, for an event that started at
11.00.00, the results will displayed for processes generated by the event from 10.30.00 to 11.30.00.

+  The timeline of the event is shown at the top with date and time preselected.

« The processes path initiated by the event is indicated by the down arrow.

«  The number beside a process name indicates the number of events generated by the process.
«  Click on a process to view process name, time-stamp, hash, path and verdict.
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Timeline Tree View

Name : explorer.exe
PID : 7088
Domain : edrwin732

. g

User : user

Timestamp : 2018-05-23 19:01.03

SHA : f7152aBcb963cefdfa6bd35a3565c3549b22
3826

Path : C\Windows\explorer.exe

Verdict : Safe

Q

«  The event (created by the process) details are shown in the box below the process path.
«  The event types are color coded and displayed above the event details box.

E2) [Event details box | | Color codes for event types
. R R
@ Process @ Network @ Registry 8 File Defensephes @ Browser
‘ T e Cil -
File Path sersiy Administrators ppliets L ocsl Templ 72pSf Evenit Trpe e e Frocess FID
File Hash FIbET 7480651 716 7o 1 HE6471 InBal 0] deb 44530k Adsptive Event Name Process User|
Logged On User Proceas Fart
Device Mame Proc User
Ewern Time Proc
Ewent Group Fl Process Crey
i 3

+  Event details displays all event fields for that event type. The number of event fields displayed depends on
the event type.

Tree View

You can view the process hierarchy in tree view. In the 'Process Timeline' screen, click 'Tree View' tab.
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+  You can view the processes and event types with respective colors.
«  Use mouse to zoom in and zoom out. Click 'Reset Zoom' to default view
«  The number beside a process name indicates the number of events generated by the process.

«  Clicking on a process name will open the 'Event Search' screen with the event search box populated with
the selected process parameters.
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Appendix 1 - Default Comodo Secunty
Policy Details

An EDR policy determines which events will generate an alert for you. Comodo EDR ships with a default security
policy containing seven event categories. The table below contains details of the default rules in each event
category.

The built-in event categories are:
«  Process Events - Rules to generate alerts if an application causes an event
+ Registry Events - Rules to alert you about changes to the Windows registry on your endpoints.
«  File Events - Rules that detect modifications to any system files and folders
- Download Events - Rules to create alerts when applications are downloaded via browsers.
+ Upload Events - Rules to alert you about file uploads to shared folders or external drives.
- Defense+ Events - No default rules are set for this event category.
+  Network Events - No default rules are set for this event category.

Process Events

Event Category - Process Events

Event Type - Create Process

Event Name Score Description
Suspicious System | 6 Process verdict is not safe AND file path matches %systemroot%!\*
Process Creation
Remote 5 File path matches *\wsmprovhost.exe
Powershell
Execution
Suspicious 5 Command line matches any of the following:

Powershell Flag *nowershell*-NoP*

*powershell*-Win*
*powershell*-w*

p

owershell*-Exec
* hell*-Exec*
*powershell*-ex*
*powershell*-ep*
*powershell*-command*
*powershell*-NoL*
*powershell*-InputFormat*
*powershell*-Enc*
*powershell*-Nonlinteractive*
*powershell*-nonl*
*powershell*-file*

Stop Service 5 Command line matches %systemroot%\system32\net*stop*

Run Untrusted 4 Verdict is not safe
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Executable

Suspicious 3 Process path does not match *\explorer.exe AND path matches *\powershell.exe
Process Hierarchy OR patch matches *\cmd.exe

Start Service 2 Command line matches %systemroot%\system32\net*start*

Registry Events

Event Category - Registry Events

Event Type - Set Registyry Value

Event Name

Score

Description

Disable User 9 Registry key path is equal to

Account Control HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\S
ystem
AND registry value name is equal to EnableLUAQ
AND registry value data is equal to 0.

Disable Task 9 Registry key path is equal to

Manager HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policie
s\System
AND registry value name is equal to Disable TaskMgr
AND registry value data is equal to 1

Installation of 8 Registry key path matches

Drivers HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\* AND registry
value name is equal to Type
AND
Registry value data is equal to 1
OR registry value data is equal to 2

Add Service to 7 Registry key path matches

svchost HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\* AND registry
value name is equal to ImagePath AND registry value data matches *svchost.exe*
OR
Registry key path matches
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\*\Parameters
AND registry value name is equal to ServiceDIl AND registry matches *.dll

Add Active 7 Registry key path matches HKEY_LOCAL_MACHINE\Software\Microsoft\Active

Setup Value In Setup\installed Components\*

Registry

Modify 7 Registry key path is equal to

Powershell HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\PowerShell\1\Shelllds\Microsoft.

Execution Policy PowerShell AND registry value name is equal to ExecutionPolicy

Modify Firewall 6 Registry key path matches

Settings HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess\P
arameters\FirewallPolicy\StandardProfile*

Disable Registry 6 Registry key path is equal to

Editing Tool HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policie

s\System AND registry value name is equal to DisableRegistryTools AND registry
value data is equal to 1.
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Modify Registry key path is equal to

Applnit_DLLs in HKEY_LOCAL_MACHINE\Software\Microsoft\Windows

Registry NT\CurrentVersion\Windows AND registry value name is equal to Applnit_DLLs
Add Service Registry key path matches

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\* AND registry
value name is equal to ImagePath AND registry value data matches *.exe* AND
registry value data doesn't match *svchost.exe®

Layered Service
Provider
installation

Registry key path matches
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WinSock2\Param
eters\Protocol_Catalog9\Catalog_Entries*

Add Autorun In
Registry

Registry key path matches any of the following:
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System\Scripts\St
artup*
HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\System\Scripts\Lo
gon*
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Sy
stem*

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOn
ceEx*

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOn
ce*
HKEY_CURRENT_USER\Software\Microsoft\WindowsNT\CurrentVersion\Window
S*
HKEY_CURRENT_USER\Software\Microsoft\WindowsNT\CurrentVersion\Window
s\Run*

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policie
s\Explorer\Run*

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Ex
plorer\Run*

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\System\Scripts\Lo
goff*

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System\Scripts\S
hutdown*

OR

Registry key path equals any of the following:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

Booting Time
Execution

Registry key path is equal to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager
AND registry value name is equal to BootExecute

Disable Auto
Update

Registry key path is equal to
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpd
ate\AU AND registry value name is equal to NoAutoUpdate AND registry value
datais equal to 1

OR
Registry key path is equal to
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HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate
AND registry value name is equal to DisableWindowsUpdateAccess AND registry
value data is equal to 1

OR

Registry key path is equal to
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Wi
ndowsUpdate AND registry value name is equal to DisableWindowsUpdateAccess
AND registry value data is equal to 1

Disable Service 5 Registry key path matches
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\* AND registry
value name is equal to Start AND registry value data is equal to 4

Create Explorer 5 Registry key path matches any of the following:
Entry HKEY_LOCAL_MACHINE\SOFTWARE\Classes\PROTOCOLS\Filter*
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\PROTOCOLS\Handler*

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Internet
Explorer\Desktop\Components*

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Active Setup\Installed
Components*

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellS
erviceObjectDelayLoad*

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellS
erviceObjectDelayLoad*

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\ExplorenS
hellExecuteHooks*

HKEY_CURRENT_USER\Software\Classes\*\Shell[Ex\ContextMenuHandlers*
HKEY_LOCAL_MACHINE\Software\Classes\*\ShellEx\ContextMenuHandlers*

HKEY_CURRENT_USER\Software\Classes\AllFileSystemObjects\ShellEx\Context
MenuHandlers*

HKEY_LOCAL_MACHINE\Software\Classes\AllFileSystemObjects\ShellEx\Contex
tMenuHandlers*

HKEY_CURRENT_USER\Software\Classes\Directory\ShellEx\ContextMenuHand|
ers*

HKEY_LOCAL_MACHINE\Software\Classes\Directory\ShellEx\ContextMenuHand|
ers*

HKEY_CURRENT_USER\Software\Classes\Directory\Shellex\DragDropHandlers*
HKEY_LOCAL_MACHINE\Software\Classes\Directory\Shellex\DragDropHandlers*

HKEY_CURRENT_USER\Software\Classes\Directory\Shellex\PropertySheetHandl
ers*

HKEY_LOCAL_MACHINE\Software\Classes\Directory\Shellex\PropertySheetHand
lers*

HKEY_CURRENT_USER\Software\Classes\Directory\Shellex\CopyHookHandlers*
HKEY_LOCAL_MACHINE\Software\Classes\Directory\Shellex\CopyHookHandlers

HKEY_CURRENT_USER\Software\Classes\Folder\Shellex\ColumnHandlers*
HKEY _LOCAL_MACHINE\Software\Classes\Folder\Shellex\ColumnHandlers*
HKEY_CURRENT_USER\Software\Classes\Folder\ShellEx\ContextMenuHandlers
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HKEY_LOCAL_MACHINE\Software\Classes\Folder\ShellEx\ContextMenuHandler
S*
HKEY_CURRENT_USER\Software\Classes\Directory\Background\ShellEx\Contex
tMenuHandlers*

HKEY_LOCAL_MACHINE\Software\Classes\Directory\Background\ShellEx\Conte
xtMenuHandlers*

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Exploren\S
helllconOverlayldentifiers*

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Exploren\S
helllconOverlayldentifiers*
HKEY_CURRENT_USER\Software\Microsoft\Ctf\LangBarAddin*
HKEY_LOCAL_MACHINE\Software\Microsoft\Ctf\LangBarAddin*
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Shell
Extensions\Approved*
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Shell
Extensions\Approved*

OR

Registry key path is equal to

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion\Explor
enSharedTaskScheduler

Disable 5 Registry key path is equal to

Windows HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion\Policie

Application s\Explorer\DisallowRun

Disable 5 Registry key path is equal to

Command HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\System AND

Prompt registry value name is equal to DisableCMD AND registry value data is equal to 2

Disable Show 4 Registry key path is equal to

Hidden Files HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\A
dvanced AND registry value data is equal to 2
AND
Registry value name is equal to Hidden OR registry value name is equal to
ShowSuperHidden

Share Folder 4 Registry key path is equal to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Lanmanserver\S
hares

Addition of DNS 3 Registry key path matches

Server HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
\Interfaces\* AND registry value name is equal to NameServer

Modify Hosts 3 Registry key path is equal

File Registry HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

AND registry value name equal to DataBasePath
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File Events
Event Category - File Events
Event Type - Write File

Event Name Score Description

Add Scheduled 6 File path matches %systemroot%\System32\Tasks* OR %systemroot%\Tasks*
Task

Write Fake System |6 File path matches *svchQst.exe OR *svhost.exe
File

Write to System |5 File path matches %systemroot%*
Directory

Add Startup File or |5 File path matches any of the following:
Folder %appdata%\Microsoft\Windows\Start Menu\Programs\Startup\*
%programdata%\Microsoft\Windows\Start Menu\Programs\Startup\*
%systemroot%\system\iosubsys\*

%systemroot%\system\vmm32\*

%systemroot%\Tasks\*

OR

File path equals any of the following:

%systemdrive%\autoexec.bat

%systemdrive%\config.sys

%systemroot%\winstart.bat

%systemroot%\win.ini

%systemroot%\system.ini

%systemroot%\dosstart.bat

Modify Host File |4 File path is equal to %systemroot%\system32\drivers\etc\hosts

Write to 4 File type is equal to PORTABLE_EXECUTABLE
Executable AND

Process path doesn't match *\explorer.exe

Write to Infectible | 4 Process path doesn't match *\explorer.exe
File AND

File path matches any of the following:
*Ink

* wsf
*hta
*.mhtml
* html
*.doc
*.docm

*

Xls
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Modify Group File path matches %systemroot%\system32\grouppolicy\* OR %systemroot
Policy Settings %\Sysvol\sysvol\*\Policies\*

[N

Write to Program File path matches %programfiles%\*

Files Directory

Download Events
Event Category - Download Events

Event Type - Browser Download

Event Name Score Description

Download 3 File path matches any of the following:
Infectible File *Ink

*.wsf
*hta
*.mhtml
*.html
*.doc
*.docm
*Xls
*Xlsm
*.ppt
*.pptm
*.chm
*.vbs
*Js
*bat
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File type is equal to PORTABLE_EXECUTABLE
Executable

Download 2

Upload Events
Event Category - Upload Events
Event Type - File Copy to Shared Folder

Event Name Score Description

Write Executable 5 File type is equal to PORTABLE_EXECUTABLE
to Shared Folder

Write Infectible to 5 File path matches any of the following:
Shared Folder *Ink

*.wsf
*hta
*.mhtml
*.html
*.doc
*.docm
*Xls
*Xlsm
*.ppt
*.pptm
*.chm
*.vbs
*Js
*bat

Defense+ Events

No default rules for this event category.

Network Events

No default rules for this event category.
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Appendix 2 - Agent Firewall Ports, IPs and

Domains

We can capture DNS queries from network packets with Wireshark, and extract domain information.

Domain IPs and Ports Purpose Miscellaneous
Valkyrie.comodo.com 52.60.56.170:443, |Valkyrie query | Valkyrie server
52.60.198.77:443 | and upload domain hardcoded
010.fis.security.comodo.com 109.66.201.16:4448 |FLS query |- server domain
o ' ' T hardcoded
Hardcoded in the
Register and code, Wireshark

licensing.security.comodo.com

178.255.87.18:443

security logs.

capture traces during
installation phase.

Acquire Valkyrie

Hardcoded in the
code, Wireshark

cmc.comodo.com 178.255.85.135:443 | encrypted key .
f capture traces during
rom server . ,
installation phase.
Wireshark capture
oscp.comodoca.com 184.50.87.41:443 |Encrypted |traces during
, communications |installation phase. Not
ocsp.comodoca.com.edgesuite.net | 184.50.87.75:443 (optional) defined in the solution

code.

wifibam2s5.execute-api.us-west-
2.amazonaws.com

13.33.231.28:443,
13.33.231.89:443,
13.33.231.27:443,
13.33.231.45:443
(variable)

Policy, settings
and heartbeat

EDR production
server domain
hardcoded in solution

6ynhsugqeg.execute-api.us-west-
2.amazonaws.com

13.33.231.65:443,
13.33.231.105:443,
13.33.231.109:443,
13.33.231.39:443
(variable)

Policy, settings
and heartbeat

EDR development
server domain from
edragentsettings.conf

h7tsgu3aej.execute-api.us-west-
2.amazonaws.com

13.33.231.80:443,
13.33.231.90:443,
13.33.231.52:443,
13.33.231.25:443

Policy, settings
and heartbeat

EDR staging server
domain from
edragentsettings.conf

(variable)

SDK encapsulate the
firehose.us-west- 52.119.165.138:443 | Upload event gomam |rr11fo(rjmat|<_)n.
2.amazonaws.com 52.119.162.196:443 |logs to AWS . xtract t. © domain

' ' Y IRe T information from
52.119.162.43:443 Wireshark monitor.
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52.119.169.95:443

52.119.168.237:443
(variable)

The EDR agent uses port 443 to communicate over HTTPS with all servers exceptthe Comodo FLS server, which
uses port 4448,

There are only three server communications during installation - licensing.security.comodo.com, cmc.comodo.com,
oscp.comodoca.com (ocsp.comodoca.com.edgesuite.net). The oscp.comodoca.com server domain is optional.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street
Clifton, NJ 07013
United States

Tel : +1.877.712.1309
Tel : +1.888.551.1531

https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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