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1.Introduction to Comodo Internet Security

Overview

Comodo Internet Security 2012 offers 360° protection against internal and external threats by combining a
powerful Antivirus protection, an enterprise class packet filtering firewall, and an advanced host intrusion
prevention system called Defense+.

CIS is available in Premium (free), Pro and Complete editions. While the core CIS software is identical for all three versions, the
Pro and Complete packages each offer a range of additional services. The Pro version includes Comodo GeekBuddy (Comodo
support experts available 24/7 to fix any problem with your computer) and the Virus Free Guarantee (if your computer becomes
damaged as a result of malware and Comodo support services cannot return it to a working condition then we'll pay the costs of
getting it repaired. Please see the End User License Agreement for full details). CIS Complete includes Comodo GeekBuddy,
Virus Free Guarantee, TrustConnect (secure Internet proxy service that ensures 128 bit encrypted connectivity from any public
wireless hotspot) and a Comodo Online Backup account (10GB of online storage space).

When used individually, each of the Antivirus, Firewall and Defense+ components deliver superior protection against their
specific threat challenge. When used together as a full suite they provide a complete 'prevention, detection and cure' security
system for your computer.

COMO DO nternet Security Fremiurm

I E Summary lg\ Antivirus ﬁ Firewall + Defense+ o  More

Antivirus Stateful Q)

: The wirus database has been updated on being updated right now...

The virus signature database is r
MOT up-ta-date, - 'ﬁ* 0 threat(s) detected zo Far
Update Mow
@ Sican Mow

Defense+ Safe Mode Q

Defense+ has blocked 0 intrusion(s) so Far

%u] 0 unrecoghized file(s] obzerved / will be treated az Partially Limnited

n 0 application(z) currently running in the Sandbox

Firewall Safe Mods G

Firewwall has blocked 0 intrusion(s) so Far 100.0%  cmdagentexe

% Talktos Ql " 1 outbound connection(s)
A Certified

. / Technic .'y 0 inbound connection(s)
. echnician

| | CHAT NOW | @) stom Al Tesic

Comodo Internet Security Features:
«  Antivirus - The proactive antivirus system that automatically detects and eliminates viruses, Worms and Trojan
horses.

«  Firewall - The Firewall that constantly defends your system from inbound and outbound Internet attacks with a
highly effective packet filtering firewall.

- Defense+ - Arules based intrusion prevention system that protects your critical operating system files from
malicious processes, internal attacks and blocks unknown malware before it ever gets a chance to install.

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 5
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Defense+ now features automated sandboxing of unknown applications. The sandbox ensures untrusted (but
harmless) applications are allowed freedom to operate whilst untrusted (and genuinely malicious) applications are
prevented from accessing or infecting your computer.

«  Comodo Dragon - Fast and versatile Internet Browser based on Chromium, infused with Comodo's unparalleled
level of Security.

«  GeekBuddy (Pro and Complete versions only ) - 24 x 7 online support service in which Comodo experts remotely
access your computer when you need it, for;

e Virus & Malware Removal

« Internet and Online Identity Security

«  Printer or Email Account Setup

»  Software Activation

»  General PC Troubleshooting

»  Computer Power Setting Optimization

«  Comodo Software Installation and Set up
»  Comodo Account Questions

«  Users can immediately start Geekbuddy by clicking the 'Chat Now' button el

«  Secure Wireless Internet Connectivity (Complete version only) - TrustConnect makes surfing the web safe from
any public Wi-Fi location (10 GB per month)

»  Comodo Guarantee (Pro and Complete versions only) - If your computer becomes damaged as a result of
malware and Comodo support services cannot return it to a working condition then well pay the costs of getting it
repaired. Please see the End User License Agreement for full details.

Online BackUp (Complete version only) - Back-up your important data to Comodo's highly secure servers. Data is
encrypted and can accessed only by the user from any Internet connected computer in the world (10GB storage
space).

Comodo Internet Security can be used 'out of the box' - so even the most inexperienced users need not have to deal with
complex configuration issues after installation.

Comodo Internet Security alerts you whenever potential malware attempts to attack or gain access to your system. The alerts
are displayed as pop-ups at the right hand corner of your screen and allow you to allow or block the unrecognized activities,
processes and connection attempts of running applications (CIS now even protects against 'drive-by-download' buffer overflow
attacks.)

Guide Structure
This introduction is intended to provide an overview of the basics of Comodo Internet Security and should be of interest to all
users.
«  Introduction
«  Special Features
o System Requirements
* Installation
CIS Premium - Installation
«  CIS Pro - Installation and Activation
- CIS Complete - Installation and Activation
- Starting Comodo Internet Security
«  General Navigation
»  Understanding Alerts
The next four sections of the guide cover every aspect of the configuration of Comodo Internet Security. The final two sections
contain configuration and technical help for the GeekBuddy and TrustConnect.
+  Antivirus Task Center

« RunaScan
«  Update a Virus Database
«  Quarantined ltems

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 6


http://www.comodo.com/about/comodo-agreements.php

cCOMODO

Creating Trust Online®

+  Viewing Antivirus Events
«  Submit Files to Comodo for Analysis
«  Scheduled Scans
«  Scan Profiles
«  Scanner Settings
*  Real Time Scanning
«  Manual Scanning
+  Scheduled Scanning
«  Exclusions
+  Firewall Task Center

»  Overview of Task Interface
«  View Firewall Events
«  Define a New Trusted Application
«  Define a New Blocked Application
«  Network Security Policy
«  General Navigation
«  Application Rules
«  Global Rules
«  Predefined Policies
«  Network Zones
«  Blocked Zones
»  Port Sets
»  View Active Connections
»  Stealth Ports Wizard
Firewall Behavior Settings
«  General Settings
«  Alert Settings
«  Advanced Settings
«  Defense+ Task Center

«  Overview of Task Interface
»  The Sandbox - An Introduction
- View Defense+ Events
«  Trusted Files
«  Unrecognized Files
«  Unrecognized Files
»  Submitted Files
«  Computer Security Policy
»  Defense+ Rules
»  Predefined Policies
«  Always Sandbox
- Blocked Files
»  Protected Files and Folders
«  Protected Registry Keys
»  Protected COM Interfaces
- Trusted Software Vendors
»  View Active Process List
«  RunaProgram in the Sandbox
»  Defenset Settings

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 7



«  General Settings

»  Execution Control Settings
«  Sandbox Settings

«  Monitoring Settings

*  More... Options

Preferences

- General Settings

»  Parental Control Settings
«  Appearance

»  Log Settings

«  Connection Settings
»  Update Settings
Manage My Configuration
Diagnostics

Check For Updates
Manage This Endpoint
Browse Support Forums
Help

About

- Comodo GeekBuddy

Overview of Services

Launching the Client and Using the Service
Accepting Remote Desktop Requests
Registration

Activation of Service

Uninstalling Comodo GeekBuddy

e TrustConnect

TrustConnect Overview

Windows Configuration

Mac OS X Configuration

Linux / OpenVPN Configuration

Apple iPhone / iPod Touch Configuration
TrustConnect FAQ

»  Comodo Dragon
»  Appendix 1 CIS 'How fo..." Tutorials

Setup security levels easily

Setup the Firewall for maximum security and usability
Block Internet Access while allowing local network (LAN) Access
Setup Defense+ for maximum security and usability
Password protect your CIS settings

Reset a Forgotten Password (Advanced)

Run an instant Antivirus scan on selected items

Create an Antivirus scanning schedule

Run an untrusted program inside sandbox

Restore incorrectly quarantined item(s)

Submit quarantined items to Comodo for analysis
Enable file sharing applications like BitTorrent and Emule

COMODO

Creating Trust Online®
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- Block any downloads of a specific file type
- Selectively disable Defense+ and Sandboxing for specific files
«  Switch between complete CIS suite and individual components (just AV or FW)
- Switch Off Automatic Antivirus And Software Updates
«  Temporarily suppress alerts when playing games
«  Appendix 2 Comodo Secure DNS Service

- Comodo Secure DNS Overview

»  Router Manually Enabling or Disabling Comodo Secure DNS Service

«  Windows XP Manually Enabling or Disabling Comodo Secure DNS Service

«  Windows Vista Manually Enabling or Disabling Comodo Secure DNS Service
«  Appendix 3 CIS Versions

1.1.Special Features

Defense+ Host Intrusion Prevention System
Virtually Bulletproof protection against root-kits, inter-process memory injections, key-loggers and more;

- Authenticates the integrity of every program before allowing it to load into your computer's memory;
«  Performs Cloud Based Behavior Analysis for immediate identification of Malware;

»  Alerts you every time an unknown or untrusted applications attempts to run or install;

- Blocks Viruses, Trojans and Spy-ware before they can ever get onto your system;

«  Prevents unauthorized modification of critical operating system files and registry entries;

* Includes new Sandbox feature to completely isolate untrusted files from the rest of your computer

Advanced Network Firewall Engine

The Firewall component of Comodo Internet Security offers the highest levels of perimeter security against inbound and
outbound threats - meaning you get the strongest possible protection against hackers, malware and identity thieves. Now we've
improved it again by adding new features like,

- Stealth Mode to make your PC completely invisible to opportunistic port scans;

«  Wizard based auto-detection of trusted zones;

«  Predefined Firewall policies allow you to quickly implement security rules;

»  Diagnostics to analyze your system for potential conflicts with the firewall and much more.
Comprehensive Antivirus Protection

»  Detects and eliminates viruses from desktops, laptops and network workstations;

»  Performs Cloud based Antivirus Scanning;

- Employs heuristic techniques to identify previously unknown viruses and Trojans;

»  Scans even Windows Registry and System Files for possible spyware infection and cleans them;

»  Constantly protects with real-time, On-Access scanning;

«  Comodo AV shows the percentage of the completed scanning;

»  Rootkit scanner detects and identifies hidden malicious files and registry keys stored by rootkits;

+  Highly configurable On-Demand scanner allows you to run instant checks on any file, folder or drive;

«  Comodo AV realtime scanning performance in Stateful mode;

»  Seamless integration into the Windows operating system allows scanning specific objects 'on the fly';

Daily, automatic updates of virus definitions;

- Isolates suspicious files in quarantine preventing further infection;

e Builtin scheduler allows you to run scans at a time that suits you;,

- Simple to use - install it and forget it - Comodo AV protects you in the background.

Intuitive Graphical User Interface
«  Summary screen gives an at-a-glance snapshot of your security settings;
«  Easy and quick navigation between each module of the firewall, Antivirus and Defense+;

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 9
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- Simple point and click configuration - no steep learning curves;

»  New completely redesigned security rules interface - you can quickly set granular access rights and privileges on
a global or per application. The firewall also contains preset policies and wizards that help simplify the rule setting
process.

Comodo GeekBuddy (Pro, Complete versions only and Premium version)

CIS Pro and Complete customers receive Comodo GeekBuddy - Live expert remote support for virtually all personal computer
issues. Pro and Complete users benefit from the convenience of having a computer security expert on tap 24/7 to help them fix
problems right in front of their eyes.

The services include:

«  Virus & Malware Removal

« Internet and Online Identity Security

«  Printer or Email Account Setup

«  Software Activation

«  General PC Troubleshooting

«  Computer Power Setting Optimization

«  Comodo Software Installation and Set up
« Comodo Account Questions.

Please visit http://www.geekbuddy.com/ for full product details.

Note: To use the GeekBuddy service on a continuous basis, you have to purchase the product at http://www.geekbuddy.com/,
register and activate your account.

Comodo TrustConnect
Included with a Complete subscription, Comodo TrustConnect is a fast, secure Internet proxy service that makes surfing the web
safe -

« At Coffee shops, Hotels and Airports;

«  Atany other public Wi-Fi location;

«  Atyour home location;

«  For Enterprises with remote workers and road-warriors that need secure access to internal networks.

Comodo Dragon
Fast and versatile Internet Browser based on Chromium, infused with Comodo's unparalleled level of Security.

»  Improved Privacy over Chromium

- Easy SSL Certificate Identification

»  Fast Website Access

»  Greater Stability and Less Memory Bloat

« Incognito Mode Stops Cookies, Improves Privacy

«  Very easy to switch from your Browser to the Dragon

Comodo Internet Security - Extended Features
Highly Configurable Security Rules Interface

Comodo Internet Security offers more control over security settings than ever before. Users can quickly set granular Internet
access rights and privileges on a global or per application basis using the flexible and easy to understand GUI. Comodo Internet
Security now supports seamless integration with COMODO Endpoint Security Manager(ESM). Any CIS endpoint can be
instantly turned into a centrally managed endpoint from the clients. This version also sees the introduction of preset security
policies which allow you to deploy a sophisticated hierarchy of firewall rules with a couple of mouse clicks.

Application Behavior Analysis

Comodo Internet Security features an advanced protocol driver level protection - essential for the defense of your PC against

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 10
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Trojans that run their own protocol drivers.

Cloud Based Behavior Analysis

Comodo Internet Security features a cloud based analysis of unrecognized files, in which any file that is not recognized and not
in Comodo's white-list will be sent to Comodo Instant Malware Analysis (CIMA) server for behavior analysis. Each file is
executed in a virtual environment on Comodo servers and tested to determine whether it contains any malicious code. The
results will be sent back to your computer in around 15 minutes.

Event logging

Comodo Internet Security features a vastly improved log management module - allowing users to export records of Antivirus,
Firewall and Defense+ activities according to several user-defined filters. Beginners and advanced users alike are greatly
benefited from this essential troubleshooting feature.

Memory Firewall Integration

Comodo Internet Security includes the buffer-overflow protection of Comodo Memory Firewall. On the attempt of a buffer
overflow attack, CIS raises a pop-up alert. This provides protection against data theft, computer crashes and system damage,
which are possible consequences of a buffer overflow attack.

"Training Mode' and 'Clean PC' Mode

These modes enable the firewall and host intrusion prevention systems to automatically create 'allow' rules for new components
of applications you have decided to trust, so you won't receive pointless alerts for those programs you trust. The firewall learns
how they work and only warn you when it detects truly suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)

The Firewall includes an extensive white-list of safe executables called the 'Comodo Safe-List Database'. This database checks
the integrity of every executable and the Firewall alerts you of potentially damaging applications before they are installed. This
level of protection is new because traditionally firewalls only detect harmful applications from a blacklist of known malware -
often-missing new forms of malware as might be launched in day zero attacks.

The Firewall is continually updated and currently over 1,000,000 applications are in Comodo Safe list, representing virtually one
of the largest safe lists within the security industry.

Self Protection against Critical Process Termination

Viruses and Trojans often try to disable your computer's security applications so that they can operate without detection. CIS
protects its own registry entries, system files and processes so malware can never shut it down or sabotage the installation.

Sandboxing as a security feature

Comodo Internet Security's new sandbox is an isolated operating environment for unknown and untrusted applications. Running
an application in the sandbox means that it cannot make permanent changes to other processes, programs or data on your 'real’
system. Comodo have integrated sandboxing technology directly into the security architecture of CIS to complement and
strengthen the Firewall, Defense+ and Antivirus modules.

Submit Suspicious Files to Comodo

Are you the first victim of a brand new type of spyware? Users can help combat zero-hour threats by using the built in submit
feature to send files to Comodo for analysis. Comodo then analyzes the files for any potential threats and update our database
for all users.

1.2.System Requirements

To ensure optimal performance of Comodo Internet Security, please ensure that your PC complies with the minimum system
requirements as stated below:

» Windows 7 (Both 32-bit and 64-bit versions), Windows Vista (Both 32-bit and 64-bit versions) or Windows XP
(Both 32-bit and 64-bit versions)

« Internet Explorer Version 5.1 or above

« 128 MB available RAM

« 210 MB hard disk space for both 32-bit and 64-bit versions
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1.3.Installation

Before you install Comodo Internet Security, read the installation instructions carefully and also review the system requirements.
Additional services and features such as activation of your LivePCSupport account and/or Comodo Guarantee are carried out
after the base installation has been completed.

Please note - the CIS software itself is identical for all customers regardless of the package type. All versions (including free)
include all security features, technologies and updates. The difference between the package types lies in the availability of
additional services such as LivePCSupport, TrustConnect, Online Storage and the Comodo Guarantee. Activation of additional
services is carried out after the base installation has been completed.

Note - Before beginning installation, please ensure you have uninstalled any other antivirus and firewall products that are on
your computer. More specifically, remove any other products of the same fype as those Comodo products you plan to install. For
example, if you plan to install only the firewall then you do not need to remove 3rd party antivirus solutions and vice-versa. If
you are installing full CIS (both FW and AV) then you need to remove both types of product if they are present on your system.
Failure to remove products of the same type could cause conflicts that mean CIS will not function correctly. Users should consult
their vendor’s documentation for precise uninstallation guidelines, however the following rough steps will help most Windows
users:

Click the Start button to open the Windows Start menu
«  Select Control Panel > Programs and Features (Win 7, Vista); Control Panel > Add or Remove Programs (XP)
»  Select your current antivirus or firewall program(s) from the list
»  Click Remove/Uninstall button
»  Repeat process until all required programs have been removed
Click the links below for detailed explanations:

«  CIS Premium - Installation
«  CIS Pro - Installation
»  CIS Complete - Installation

1.3.1. CIS Premium - Installation

Note - Before beginning installation, please ensure you have uninstalled any other antivirus and firewall products that are on
your computer. More specifically, remove any other products of the same fype as those Comodo products you plan to install. For
example, if you plan to install only the firewall then you do not need to remove 3rd party antivirus solutions and vice-versa. If
you are installing full CIS (both FW and AV) then you need to remove both types of product if they are present on your system.
Failure to remove products of the same type could cause conflicts that mean CIS will not function correctly. Users should consult
their vendor’s documentation for precise uninstallation guidelines, however the following rough steps will help most Windows
users:

«  Click the Start button to open the Windows Start menu

«  Select Control Panel > Programs and Features (Win 7, Vista); Control Panel > Add or Remove Programs (XP)
»  Select your current antivirus or firewall program(s) from the list

»  Click Remove/Uninstall button

«  Repeat process until all required programs have been removed

In order to install Comodo Internet Security - Premium, you need to download the setup file from
http://www.comodo.com/home/download/download.php?prod=cis.

«  Choose whether you want the 32 or 64 bit version of CIS then click 'download'

«  If you are unsure which version you need, select the 32/64-bit Windows Installer. This executable contains BOTH 32
and 64 bit installers. The setup routine will automatically detect which version of Windows you have and install the
appropriate version. Please note, the Universal Windows Installer is a much larger download than the individual 32 or
64 bit setup files.

After downloading the required Comodo Internet Security setup file to your local hard drive, double click on it E to start the
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installation wizard. Please note, Comodo TrustConnect (secure wireless connectivity service) will be installed along with CIS .
With TrustConnect installed, you are automatically warned whenever CIS detects that you have joined an unsecured/publc
wireless network and offered the opportunity to activate/login to your account.

Step 1 - Choosing the Interface Language

The installation wizard starts automatically and the 'Select the language' dialog is displayed. Comodo Internet Security is
available in several languages.

COMODO  Installer

Select the language w

English (United Stakes) - By COMODO -

»  Select the language in which you want Comodo Internet Security to be installed from the drop-down menu and
click 'OK'.
Step 2 - Installation Configuration

The installation configuration screen will be displayed.

COMODO  Internet Security Prermiurm Ins

COMODO Internet Security Premium

with
Geekbuddy and Dragon

Enter your email address (optional)

[] Change my DMZ servers to COMODO SecureDNS servers YWWhat = this?

['want to enable "Cloud Based Behavior Analysis" of unrecognized programs by
submitting them to COMODD with respect to the Privacy Policy.

By clicking "Agree and Install" buttan, you agree to the User License Agreement.

I
Agree and Install » |

Customize Installer

»  Please review and/or modify the settings in the dialog. Once you are satisfied with your settings, click ‘Agree and
Install’ to begin installation.

« If you click ‘Customize Installer’ then you can choose advanced options . These include which CIS components you
wish to install, the ability to choose CIS installation path and other advanced CIS configuration settings.

Receive Comodo News and Notifications

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 13



Creating Trust Online®

Comodo Intemet Security 2012 :.....Use"r"GGif&fef J COMODO

.-/

Comodo Internet Security Premium is activated free of cost for lifetime usage. If you wish to sign up for news about
Comodo products then enter your email address in the space provided. This is optional.

DNS Settings

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests
exclusively through Comodo's proprietary Directory Services Platform. Comodo's worldwide network of redundant
DNS servers provide fast and secure Internet browsing experience without any hardware or software installation.

In addition, Comodo's Secure DNS ensures safety against attacks in the form of malware, spyware, phishing etc., by
blocking access to malware-hosting sites, by any program running in your system.

In this step of installation of Comodo Internet Security, the DNS settings of your computer can be changed
automatically to direct to our DNS servers. You can disable the service at anytime and revert to your previous settings.

For more details on Comodo Secure DNS Service and to know how to enable or disable the service, refer to Appendix
2 Comodo Secure DNS Service.

To enable Comodo Secure DNS, select ‘Change my DNS Servers to COMODO SecureDNS Servers. Click the 'What
is this' link to know more about Comodo Secure DNS servers.

Cloud Based Behavior Analysis

Any file that is identified as unrecognized is sent to the Comodo Instant Malware Analysis (CIMA) server for behavior
analysis. Each file is executed in a virtual environment on Comodo servers and tested to determine whether it contains
any malicious code. The results will be sent back to your computer in around 15 minutes. Comodo recommends users
leave this setting enabled. Read the privacy policy by clicking the 'Privacy Policy' link.

End User License Agreement

Read the complete User License Agreement by clicking the 'User License Agreement' link before proceeding with the
installation.

COMODO Internet Security Premium Installer

Please read the user license agreement:

END USER LICENSE AND SUBSCRIBER AGREEMENT
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE

mj »

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE
DOWHLOADIMG, INSTALLING, OR USING COMODO'S ANTHIRUS, FIREWALL OR
IMTERMET SECURITY SOFTWARE AMND REMOTE PERSOMAL COMPLUTER
SUPPORT SERWICES (THE "PRODUCTS") THE PRODUCTS MEAMS ALL OF THE
ELECTROMIC FILES PROYIDED EITHER BY DOWWNLOAD OR ON PHYSICAL MEDIA
(CD-ROM, DD OR OTHER MEDIA THAT IS PROWIDED WITH THIS LICEMSE
AGREEMENT. BY DOWMLOADING, INSTALLING, OR USING THE PRODUCTS, OR
BY CLICKING ON "l ACCEPT" BELOWY, YOU ACKNOWLEDGE THAT YOLI HAVE
READ THIZ AGREEMEMT, THAT YOU UNDERSTAMD T, AMD THAT ¥OU AGREE TO
BE BOUND BY ITS TERMS. IF ¥OU DO NOT AGREE TO THE TERMS HEREIN, DO
MOT DOWNLOAD OR LISE THE SOFTWARE, SUBSCRIBE TO OR LSE THE
SERVICES, OR CLICK OM "l ACCEPT"

This end user license and subscriber agreement is between you ["you" or "Subscriber”),
as either an individual or as a business entity, and either:

a. if you are not located in China, Cormodo Security Solutions, Inc., which has
its principal place of business at 525 Washington Blvd. | Suite 1400, Jersey
City, MNew Jersey 07310, ar

L. Foaman mvm lmmmdmd e Tl s Dndiie s (T mcends O nfhimes Dmnmlmn e moed ™

-

After reading the agreement, click the 'Back'’ button to return to the installation configuration screen.

Once back at the main installer screen, if you wish to configure advanced options, click ‘Customize Installer’ . Otherwise, click
‘Agree and Install’ to begin installation .
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Customizing Installation

Clicking the 'Customize Installer' link opens an advanced options interface that enables you to choose which elements you
would like to install, configure security popup alerts and choose the installation path. In order to obtain maximum protection,
Comodo recommends that you uninstall any third party personal Firewall and Antivirus in your system and select all the
components to get the full benefit of the product.

Select Components to Install (Click to go back to Step 2)

Click the 'Installation Options' tab to select the components to be installed.

COMODO  Internet Security Premium Installer

Installation Options Configuration Options Files Locations

[#]5 Install COMODO Antivirus
[#]'zd Install COMODO Firewall
8 nstall COMODO GeekBuddy
[“/@ mnstall COMODO Dragon

COMODO Antivirus
COMODO Antivirus:

Detects, blocks and eliminates wiruses from desktops and networks
Constantly protects with real-time On Access scanning

Draily, automatic updates of wirus definitions

Built-in proactive defense against viruses/trojans

100% Free

Product size: 309 MB Total download size: B2.4 MB

+ Install COMODO Firewall - Selecting this option installs Comodo Firewall and Defense+ components. De-select this
option, if you already have third party Firewall protection activated in your computer system. Installing Comodo
Firewall is a mandatory requirement if you are a Pro or Complete customer.

+  Install COMODO Antivirus - Selecting this option installs Comodo Antivirus and Defense+ components. De-select this
option, if you already have a third party virus protection activated in your computer system. Installing Comodo Antivirus
is @ mandatory requirement if you are a Pro or Complete customer.

- Install COMODO GeekBuddy - Selecting this option installs a version of GeekBuddy, a 24 x 7 Remote assistance
support service in which Comodo experts remotely access your computer when you need it for getting help with
computer related problems. Refer to the section Comodo GeekBuddy for more details.

« Install COMODO Dragon - Selecting this option installs Comodo Dragon, a fast and versatile Internet browser based
on Chromium technology and infused with Comodo's unparalleled level of security. Refer to the section Comodo
Dragon for more details.

Configuration Options

Click the ‘Configuration Options’ tab to configure Defense+ and pop-up alert options.
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Installation Options Configuration Cptions Files Lacations

] | [ Enable Defense+ (Recommended)
E’qti This option enables the Defense+, the proactive defense component of
wl COMODO products. The Defense+ must not be disabled unless you have
to disable it for valid reasons such as incompatibility problems.

The security configuration configures firewall, defense+, sandbox and
antivirug in such a way that popup alerts are automatically answered as
much as possible.

Q M Do MOT show alerts that request security decisions as much as possible

«  Defenset - The Defense+ component of Comodo Internet Security is a host intrusion prevention system that
constantly monitors the activities of all executable files on your PC. With Defense+ activated, the user is warned
EVERY time an unknown application executable (.exe, .dll, .sys, .bat etc) attempts to run. The only executables that
are allowed to run are the ones you give permission to. Comodo recommends this option be enabled.

«  Security Popup alerts - When this option is selected, CIS is configured to automatically deal with most issues in a
secure manner without raising a popup alert - thus minimizing user intervention. Most users should leave this option at
the default state of enabled. Advanced users wishing to gain greater insight into CIS actions and/or to have more
control over security decisions may wish to disable this option.

Choosing Installation Location

Click the 'Files Locations' tab to choose the installation path.
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Installation Options Configuration Options Files Locations

=Y

Ii‘u Choose the installation path:

CHProgram Files\COMODOYCOMODO Intemet Security]

This screen allows you to select the folder in your hard drive for installing Comodo Internet Security. The default path is
C:\Program Files\COMODO\COMODO Internet Security. If you want to install the application in a location other than the default
location, click 'Browse' to choose a different location.

After customizing your installation, click the '‘Back' button to return to the installation configuration screen.
Click the 'Agree and Install' button to proceed with the installation.
Step 3 - Installation Progress (Click to go back to Step 2)

The installation progress will be displayed...
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COMODO Intern

Installing COMODO Internet Security ...

...and on completion, the restart dialog will be displayed.
Step 4 - Restarting Your System

In order for the installation to take effect, your computer needs to be restarted.

COMODO Internet Security Premium Installer

‘fou musk restart your swskem For the configuration
changes to kake effect, Click “es' to restark now ar ‘Mo’ if
wou plan to manually restart later,

Please save any unsaved data and click 'Yes' to restart the system. If you want to restart the system at a later time, click 'No'.

Note: The installation will take effect only on the next restart of the computer.

Step 5 - After Restarting Your System

After restarting, a ‘thankyou’ screen will appear. This contains a summary of the components you chose to install as well as
some friendly advice.
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COMODO Internet Security Premium

Enligg

@

COMODO Internet Security Premium

Thank pou for inztaling COMODO Intermet Security Premium. Choosing Comada far your PC securnity is a responzibility we take
wery serioLsly.

Mo iz the time o stark familianizing yourself with pour certified GeekBuddy technicians. They can assist you with ANY izsue
related wour PC, naot just izsues related to viruses and malware.

o
Antivirus a GeekBuddy

All antivirus programs block known threats, but what about unknovn Ewer experienced problems with your computer that wou can't fis?
threats?

our subscription includes GeekBuddy. “ou will have certified
Our award winning Antiviruz zoftware include: 5andboxing to technicians wha are always available via chat and phone to assist you
prevent all unknown prograrms fram rusning until they have been with AN computer izsue you have.
soanned and approved.

M Co not zhow thiz window again

This screen will appear every time you start your system. If you do not want the screen to be displayed on every start up, select
the check box 'Do not show this window again' before closing the window.

If your computer is connected to a home or work network, then you are prompted to configure it at the 'New Network Detected!'
dialog. At the top of the dialog, the connectivity mode will be displayed, whether wired or wireless.

C MNew Metwork Detected: Wired 192.168.123.129/24

The Firewall has detected that wour computer has joined a new netwaork and needs ko
know howa Eo treat the new netwaork according to wour location,

Please select vour location:

I am at HOME

Choose if ¥ou are at home and have just connected your computer bo a local network

&

I am at WORK

Choose if vou are at work place and have just connected your computer to a local
nietwork

He

I am at PUBLIC PLACE

)

Choose this option if wou are at public place such as a coffee shop, hokel or school ekc,

[C] Do not dekect new networks again
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»  Select your location from the three options above

«  Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up their
own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports Wizard')

CIS checks if the new network is an unencrypted WIFI network or not and if it is, the following warning will be displayed:

C Mew Network Detected: Wireless 192.168.71.183/27

Warning!

Your computer has joined an unsecured wireless networlk!

In an unsecured wireless network, your communication is visible to everyone in the same
network

Secure communication with TrustConnect

(o
i: Tl Choose if you want to use TrustConnect to encrypt all the communication
| < pageen you and the Internet.

([{ Continue Unsecured

,:F') Choose if you do not wish to use TrustConnect to encrypt your traffic between
you and the Internet

[] Do not show me this alert again

Select your choice from the two options above. If you select, 'Secure communication with TrustConnect', you will be presented
with the opportunity to login into your existing account or create a new account:

C COMODO Internet Security x

Activate TrustConnect

The requested action requires activation.

If you do not have TrustConnect account, click "Get a TrustConnect Account” button or
call 1-866-272-9804

If you already have an account, enter your credentials below and click "Activate Mow™
button.

Usernames;
|

Password:

Refer to the section TrustConnect Overview for more details.
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If you do not want to encrypt your traffic between you and the Internet using TrustConnect, select the second option, 'Continue
Unsecured.

The virus database will be updated automatically for the first time after installation.

€ V¥irus Database Update [12%) X

Please wait while the virus database is being updated.
This might kake a Few minukes. ..

Downloading: BASE_EMD_USER_w10995,cav [158.0 ME[/9Z,3 ME]

|Iﬂlﬂlﬂlﬂlﬂlﬂlﬂ

@ hat do these settings da?

The antivirus scanning will commence automatically after the virus database has been updated.

€ Scanning: My Computer [91%)

Scanning: My Computer {91 %)

Skakus: CDocuments and SettingstAdministrakart, | \dragonsetup.exe

@ Objects Scanned: 31994 Start Time: 12/21/2011 1:27:41 PM
ﬁ. Threats Found: 152 Duration: 00:11:06

[ show on top

ﬂ What do these settings do? m Pause | | . Stap Scan

If you do not want the scan to continue at this time, click the ‘Stop Scan’ button.

After the scanning is complete, a warning screen will be displayed if any threats are detected.
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COMODOD
Warning!
209 Infections Found

Wie recommend wou wark with @ GeekBuddy Certified Microsoft Expert to make sure wour
computer is completely cleaned and optimized. Let a GeekBuddy assist you now.

Mo, I will kry to clean it myself

To speak to a GeekBuddy, call 1-866-272-9804

[C] Do miot ask me this question again

«  Click 'Yes, | want an expert to clean it' if you would like to engage a GeekBuddy support operative to remotely clean
the infections for you. Geekbuddy is an ‘always on’ chat based support service that gives you real time access to a
human support technician, 24/7. Apart from thoroughly cleaning your computer of viruses and other threats, our
technicians can also perform a wide range of other services should as PC optimization and software/hardware
troubleshooting. All you need to do is ask them through the dedicate IM chat window and they will be immediately
available to provide fast help and advice on any PC problem.

This ‘warning’ is only to promote the advantages of having a such a dedicated operative on hand to personally help out with
issues such as these. Any users alarmed by this message should be reassured that the CIS antivirus engine is perfectly capable
of removing any detected threats.

« If you choose,"No...” when threats are detected then please immediately proceed to the CIS interface where you will
be able to clean all infections.

1.3.2. CIS Pro - Installation and Activation

Note — Before beginning installation, please ensure you have uninstalled any other antivirus and/or firewall products that are on
your computer. Failure to do so could cause conflicts that mean CIS will not function correctly and could invalidate any warranty
and/or virus-free guarantees that came with your purchase. Users should consult their vendor’s documentation for precise
uninstallation guidelines, however the following rough steps will help most Windows users:

«  Click the Start button to open the Windows Start menu

»  Select Control Panel > Programs and Features (Win 7, Vista) or Control Panel > Add or Remove Programs (XP)
«  Select your current antivirus or firewall program(s) from the list

«  Click Remove/Uninstall button

«  Repeat process until all required programs have been removed

Comodo Internet Security 2012 Pro can be downloaded from hitp://www.comodo.com/home/download/download.php?prod=cis-
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pro after signing up for subscription and includes, Comodo Dragon, GeekBuddy and the Comodo Guarantee.
»  Choose whether you want the 32 or 64 bit version of CIS then click 'download'

« If you are unsure which version you need, select the 32/64-bit Windows Installer. This executable contains BOTH 32
and 64 bit installers. The setup routine will automatically detect which version of Windows you have and install the
appropriate version. Please note, the Universal Windows Installer is a much larger download than the individual 32 or
64 bit setup files.

After downloading the required Comodo Internet Security setup file to your local hard drive, double click on it E to start the
installation wizard. Please note, Comodo TrustConnect (secure wireless connectivity service) will be installed along with CIS
Pro. With TrustConnect installed, you are automatically warned whenever CIS Pro detects that you have joined an
unsecured/publc wireless network and offered the opportunity to login to your account.

Step 1 - Choosing the Interface Language

The installation wizard starts automatically and the 'Select the language' dialog is displayed. Comodo Internet Security is
available in several languages.

COMODO  Installer

Select the language w

Enalish (United Skates) - By COMODO -

»  Select the language in which you want Comodo Internet Security to be installed from the drop-down menu and
click 'OK'.

Step 2 - Validating Your License and Installation Configuration

The next step is entering the License key and configuring the installation. You should have received your License key through
email.
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COMODO Internet Security Pro 2012

with
Geekbuddy and Dragon @

Enter your license key {optional)

| 1 1 X

] Change my DNS servers to COMODD SecureDNS servers What 1= this?

| want to enable "Cloud Based Behavior Analysis” of unrecognized programs by
submitting them to COMODO with respect to the Privacy Folicy.

By clicking "Agree and Install”* button, you agree to the Llzer License Agreement.

Agree and Install »

iCustomize lnstaller

Tip: If you don't have the subscription key handy at the time of installation, you can activate your subscription and guarantee at
a later time from the main interface of CIS. For more details refer to Activating your CIS Pro and CIS Complete Services after
Installation'.

»  Please review and/or modify the settings in the dialog. Once you are satisfied with your settings, click ‘Agree and
Install’ to begin installation.

» Ifyou click ‘Customize Installer’ then you can choose advanced options . These include which CIS components you
wish to install, the ability to choose CIS installation path and other advanced CIS configuration settings.

DNS Settings

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests
exclusively through Comodo's proprietary Directory Services Platform. Comodo's worldwide network of redundant
DNS servers provide fast and secure Internet browsing experience without any hardware or software installation.

In addition, Comodo's Secure DNS ensures safety against attacks in the form of malware, spyware, phishing etc., by
blocking access to malware-hosting sites, by any program running in your system.

In this step of installation of Comodo Internet Security, the DNS settings of your computer can be changed
automatically to direct to our DNS servers. You can disable the service at anytime and revert to your previous settings.

For more details on Comodo Secure DNS Service and to know how to enable or disable the service, refer to Appendix
2 Comodo Secure DNS Service.

To enable Comodo Secure DNS, select ‘Change my DNS Servers to COMODO SecureDNS Servers. Click the 'What
is this' link to know more about Comodo Secure DNS servers.

Cloud Based Behavior Analysis

Any file that is identified as unrecognized is sent to the Comodo Instant Malware Analysis (CIMA) server for behavior
analysis. Each file is executed in a virtual environment on Comodo servers and tested to determine whether it contains

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 24



—

Comodo Intemet Security 2012 - User Guide /~  comono

Creating Trust Online®

o

S /

any malicious code. The results will be sent back to your computer in around 15 minutes. Comodo recommends users
leave this setting enabled. Read the privacy policy by clicking the 'Privacy Policy' link.

End User License Agreement

Read the complete User License Agreement by clicking the 'User License Agreement' link before proceeding with the
installation.

COMODO Internet Security Pro 2012 Installer

Flease read the user license agreement:

END USER LICENSE AND SUBSCRIBER. AGREEMENT
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE

mj »

IMPORTAMT - PLEASE READ THESE TERM= CAREFULLY BEFORE
DOWYWNLOADING, INSTALLING, OF USING COMODO's AMTHIEUS, FIREWWALL OR
INTERMET SECURITY SOFTYWARE AMD REMOTE PERZONAL COMPLTER
SUPPORT SERVICES (THE "FRODUCTS™ THE FRODUCTS MEANS ALL OF THE
ELECTREONIC FILES FROVIDED EITHER BY DOWWNLOAD OR O PRYSICAL MEDIA,
(CO-ROM, OWD OF OTHER MEDIA THAT IS PROYIDED WITH THIS LICENSE
AGREEMENT. BY DOWWMNLOADING, INSTALLING, OF USING THE PRODUCTS, OR
B CLICKIMG ON " ACCEPT" BELOWY, YOU ACKMOWYLEDGE THAT YOLU HAVE
READ THIS AGREEMENMT, THAT ¥OU UNDERSTAND IT, AMD THAT ¥YOU AGREE TO
BE BOUMD BY TS TEEMS. IF ¥OLU DO NOT AGREEE TO THE TERMS HEREIM, DO
NOT DOWWNLOAD OR USE THE SOFTYWARE, SUBSCRIBE TO OF USE THE
SERVICES, OR CLICK ON "l ACCEPT".

This end user license and subscriber agreement is between you ("you" or "Subscriber”,
as either an individual or as a business entity, and either;

a. if you are not located in China, Comodo Security Solutions, Inc., which has
its principal place of business at 525 WWashington Bhd., Suite 1400, Jersey
City, Mew Jersey 07310, ar

L R B I e S P L= - T T I T P e + 0

w

After reading the agreement, click the 'Back' button to return to the installation configuration screen.

Once back at the main installer screen, if you wish to configure advanced options, click ‘Customize Installer’. Otherwise, click
‘Agree and Install’ to begin installation .

Customizing Installation

Clicking the 'Customize Installer' link opens an advanced options interface that enables you to choose which elements you
would like to install, configure security popup alerts and choose the installation path. In order to obtain maximum protection,
Comodo recommends that you uninstall any third party personal Firewall and Antivirus in your system and select all the
components to get the maximum benefit from Comodo Internet Security Pro 2012.

Select the Components to Install (Click to go back to Step 2)

Click the 'Installation Options' tab to select the components to be installed.
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Installation Options Configuration Options Files Locations

Inskall COMODD Inkernet Secority Pro 2012
Install COMODO GeekBuddy

[“]& Install COMODO Dragon

COMODO Internet Security -
&n unbeatable combination of:

COMODO Antivirus

+  Detects, blocks and eliminates viruses from desktops and netwarks
+ Constantly protects with real-time On Access scanning
+  Daily, automatic updates of virus definitions

COMODO Firewall

+  Award winning Firewall
+ Automatically makes PCs invisible to attackers

- Cilbmvm +hm bR A bm HFrmmm v mmmm b e

Product size: 30.9 MEB Total download size: B2.4 MB

w

«  Install COMODO Internet Security Pro 2012 - Selecting this option installs Comodo Antivirus, Comodo Firewall and
Defense+ components. Installing CIS Pro 2012 is a mandatory requirement if you are a Pro or Complete customer.

- Install COMODO GeekBuddy - Selecting this option a version of GeekBuddy, a 24 x 7 Remote assistance support
service in which Comodo experts remotely access your computer when you need it for getting help with computer
related problems. Refer to the section Comodo GeekBuddy for more details.

+ Install COMODO Dragon - Selecting this option installs Comodo Dragon, a fast and versatile Internet browser based
on Chromium technology and infused with Comodo's unparalleled level of security. Refer to the section Comodo
Dragon for more details.

Configuration Options

Click the ‘Configuration Options’ tab to configure Defense+ and pop-up alert options.
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7 ¥ Enable Defense+ (Recommended)

(. This option enables the Defense+, the proactive defense component of

”w COMODO products. The Defense+ must not be disabled unless you have
to disable it for valid reasons such as incompatibility problems.

The security configuration configures firewall, defense+, sandbox and
antivirus in such a way that popup alerts are automatically answered as
much as possible.

Q [ Do MOT show alerts that request security decisions as much as possible
1

|r_-.Eia|:k

«  Defenset - The Defense+ component of Comodo Internet Security is a host intrusion prevention system that
constantly monitors the activities of all executable files on your PC. With Defense+ activated, the user is warned
EVERY time an unknown application executable (.exe, .dll, .sys, .bat etc) attempts to run. The only executables that
are allowed to run are the ones you give permission to. Comodo recommends this option be enabled.

- Security Popup alerts - When this option is selected, CIS is configured to automatically deal with most issues in a
secure manner without raising a popup alert - thus minimizing user intervention. Most users should leave this option at
the default state of enabled. Advanced users wishing to gain greater insight into CIS actions and/or to have more
control over security decisions may wish to disable this option.

Choose the Installation Location

Click the 'Files Locations' tab to choose the installation path.
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T

ﬂ‘u Choose the installation path:

C\Program Files\COMODOLWCOMODO Internet Security),

This screen allows you to select the folder in your hard drive for installing Comodo Internet Security. The default path is
C:\Program Files\COMODO\COMODO Internet Security. If you want to install the application in a location other than the default
location, click 'Browse' to choose a different location.

After customizing your installation, click the '‘Back' button to return to the installation configuration screen.
Enter the License key that you received through email.

Copy and save your licence key in a safe place, as you will need it for installation in other machines (your license entitiles you
for installing the product and obtaining the services on upto three machines).

Click the 'Agree and Install' button to proceed with the installation.
Step 3 - Installation Progress (Click to go back to Step 2)

Your License key will be validated and the installation progress will be displayed...
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Installing COMODOQ Internet Security...

...and on completion, the restart dialog will be displayed.
Step 4 - Restarting Your System

In order for the installation to take effect, your computer needs to be restarted.

COMODO Internet Security Pro 2012 Installer

‘fou musk restart your swskem For the configuration
changes to kake effect, Click es' to restark now ar ‘Mo’ if
wou plan ko manoally reskart laker,

Please save any unsaved data and click 'Yes' to restart the system. If you want to restart the system at a later time, click 'No'.

Note: The installation will take effect only on the next restart of the computer.

Step 5 - After Restarting Your System

After restarting, a ‘thankyou’ screen will appear. This contains a summary of the components you chose to install as well as
some friendly advice. You can also purchase license key from this screen if you have not done so already.
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COMODO Internet Security Pro 2012

Gﬁ COMODO Internet Security Pro 2012

Thark pou for installing COMODO Internet Secwity Pro 2001 2. Choosing Comado for wour PC secunty i a respongibilty we take
vy senously.

Mo 15 the time to start Bamilianzing yoursell with vour certibed GeekBuddy technicians. They can assist you with ANY izzue
related your PC, not st issues refated fo viuzes and malware.

o
g Antivirus a GeekBuddy

All antivieus programs block, known threats, but what about unknown Ever experienced problems with vour computer fhat you can't fs?
threats ?

“f'our subscription include: GeekBuddy. You will have certified
O sward wanning Anbivinug softwaie nchude: Sandboxing to technicians who are shways available via chat and phone to aseist you
prevent all unknown programs from iunrmg until they have been with AN computer izsue you have.
scanned and approved

M Do riot shaow thes window agam

This screen will appear every time you start your system. If you do not want the screen to be displayed on every start up, select
the check box 'Do not show this window again' before closing the window.

If your computer is connected to a home or work network, then you are prompted to configure it at the '‘New Network Detected!'
dialog. At the top of the dialog, the connectivity mode will be displayed, whether wired or wireless.
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C Mew Metwaork Detected: Wired 192.168.147.128/24

|

Please seleck vour location:

The Firewall has detected that yvour computer has joined a new network, and needs ko
know how ko treat the new network according ko your location.

I am at HOME

Choose if wou are ak home and hawve just connected wour computer to a local nebwork

<

I am at WORK

Choaose if wou are ak wark place and hawve just connected your campuker ko a lacal
netvaork,

He

I am at PUBLIC PLACE

Choose this option if vou are at public place such as a coffee shop, hotel or school etc,

A

[[] Do not detect new networks again

«  Select your location from the three options above

»  Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up their
own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports Wizard')

CIS checks if the new network is an unencrypted WIFI network or not and if it is, the following warning will be displayed:

C Mew MNetwork Detected: Wireless 192.168.71.183/27

Warning!

Your computer has joined an unsecured wireless network!

In an unsecured wireless network, your communication is visible to everyone in the same
network

Secure communication with TrustConnect

(%
l: Tl Choose if you want to use TrustConnect to encrypt all the communication
| < potween you and the Internet.

Continue Unsecured

0%
,T |) Choose if you do not wish to use TrustConnect to encrypt your traffic between
you and the Internet

[] Do not show me this alert again

Select your choice from the two options above. If you select, 'Secure communication with TrustConnect', you will be presented
with the opportunity to login into your existing account or create a new account:
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Activate TrustConnect

The requested action requires activation.

If you do not have TrustConnect account, click "Get a TrustConnect Account” button or
call 1-866-272-9804

fIi i Get a TrustConnect Account
kB
J ﬂ Choose if you do MOT have a TrustConnect account.

If you already have an account, enter your credentials below and click "Activate Mow"™
button.

Username:
|

Password:

Refer to the section TrustConnect Overview for more details.

If you do not want to encrypt your traffic between you and the Internet using TrustConnect, select the second option, '‘Continue
Unsecured'.

The virus database will be updated automatically for the first time after installation.

€ VYirus Database Update [17%) X

M Please wait whils the virus database is being updated,

This might take a Few minutes. ..

Downloading: BASE_EMD_USER 11043, cav [28.5 ME[93.1 ME]

|Iﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂ

@ LChat with a Certiied T echician

The antivirus scanning will commence automatically after the virus database has been updated.
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€ Scanning: My Computer (97%)

Scanning: My Computer {97%)
Skakus: C:Documents and Settings)AdminiskratoriLocal 5., \MSI19.tmp

@ CObjects Scanned: 38986 Start Time: 12/22/2011 4:15:16 PM
ﬁk Threats Found: 383 Duration: 0o 16:35

[ show on top

[l] Pausze | | . Skop Scan

g Chat with 2 Certified Technician

If you do not want the scan to continue at this time, click the ‘Stop Scan’ button.

After the scanning is complete, click the 'Results' button to view the scan results.

Important Note: In order to get your Guarantee coverage, you need to activate your guarantee after successful installation of
the application suite and activation of the license.
»  For full explanation on activation of license after installation of the product, refer to Activating Your License.

- Forfull explanation on activation of your guarantee, refer to Activating Your Guarantee Coverage.

1.3.3. CIS Complete - Installation and Activation

Note - Before beginning installation, please ensure you have uninstalled any other antivirus and/or firewall products that are on
your computer. Failure to do so could cause conflicts that mean CIS will not function correctly and could invalidate any warranty
and/or virus-free guarantees that came with your purchase. Users should consult their vendor’s documentation for precise
uninstallation guidelines, however the following rough steps will help most Windows users:

«  Click the Start button to open the Windows Start menu

»  Select Control Panel > Programs and Features (Win 7, Vista) or Control Panel > Add or Remove Programs (XP)
«  Select your current antivirus or firewall program(s) from the list

«  Click Remove/Uninstall button

«  Repeat process until all required programs have been removed

Comodo Internet Security 2012 Complete is distributed on DVD and includes Comodo GeekBuddy, Online BackUp,
TrustConnect, Comodo Dragon and the Comodo Guarantee.

After inserting the DVD, the setup program will start automatically.

Tip: If the setup program does not start automatically, click Start > My Computer and double click on the your DVD drive in the
Windows Explorer window.

The Language selection dialog will be displayed.
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COMODO Installer

Select the language

Endglish (United Skakes) - By COMODD b

Comodo Internet Security is available in several languages.

«  Select the language in which you wish the wizard should continue and Comodo Internet Security Complete is to
be installed, from the drop-down menu and click 'OK'.

The following window is displayed.

COMODO Internet Security Complete 2012 Installer

Install Inkernet Security Complete 2012

Activate Online Backup and TrustConnect

Install 2rline Backup

Install TrustConneck

Exit

Install Internet Security Complete 2012 - If you have not yet installed CIS then you should first select 'Install Comodo Internet
Security Complete 2012".

«  Click here for more details on installing Comodo Intemet Security 2012 Complete

Activate Online Backup and TrustConnect - Begins the activation processes for your online storage space account,
TrustConnect account and for your Comodo Guarantee. Please locate your License Key before starting (this is either printed on
the DVD itself or printed on an insert included in the box packaging). After entering a valid license key, you will be taken to a
Comodo web-form to start the account registration process.

«  Click here for full details on services activation

Install Online Backup - Begins the Comodo BackUp installation procedure. Once installed, you will be able to schedule regular
backups to local and network drives. You also get 10GB of secure online backup space (access this by entering your Comodo
account username and password in the Comodo BackUp interface).

«  Click here for more details on installing Comdo Backup
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«  Click here if you wish to view the Comodo BackUp User Guide

Install TrustConnect - Begins the Comodo TrustConnect setup procedure. TrustConnect usage can be managed by logging into
your account at https://accounts.comodo.com.

«  Click here to read more about TrustConnect

«  Click here for more details on Installing Comodo TrustConnect.

1.3.3.1. Installing Comodo Internet Security 2012 Complete

Click 'Install Internet Security Complete 2012' from the main Comodo Internet Security 2012 Complete Installer screen. The
installation wizard for CIS 2012 , GeekBuddy and Dragon will start immediately.

Step 1 — Validating your License and Installation Configuration

The initial phase of installation requires validating your license and configuring the installation of CIS Complete.

The License key is printed on the DVD itself or printed on an insert included in the box packaging.

COMODO Internet Se

COMODO Internet Security Complete 2012

with
Geekbuddy and Dragon @

Enter your license key (optional)

W Change my DNZ servers to COMODO SecureDMNS servers What is this?

| want to enable "Cloud Based Behavior Analysis" of unrecognized programs by
submitting therm to COMODO with respect to the Privacy Folicy.

By clicking "Agree and Install" button, you agree to the User License Agreement.

Agree and Install »

Customize Installer

Enter the license key fully.
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COMODO Internet Security Complete 2012

with
Geekbuddy and Dragon @

Enter your license key (optional)

1 Change my DNS servers to COMODD SecureDNS servers What = this?

| want to enable "Cloud Based Behavior Analysis" of unrecognized programs by
submitting them to COMODO with respect to the Privacy Folicy.

By clicking "Agree and Install” button, you agree to the Lser License Agreement.

Agree and Install »

Customize Installer

Your License key will be validated immediately. On successful validation of the entered key, a green check mark will be
displayed.

Tip: You can skip this step if you don't have the subscription key handy or you are not connected to Internet at the time of
installation. In order to continue the installation without entering the key, proceed with configuring the installation as explained
below and clicking 'Agree ans Install'. You can activate your subscription and guarantee at a later time from the main interface
of CIS. For more details refer to Activating your CIS Pro and CIS Complete Services after Installation'.

DNS Settings

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests exclusively
through Comodo's proprietary Directory Services Platform. Comodo's worldwide network of redundant DNS servers provide fast
and secure Internet browsing experience without any hardware or software installation.

In addition, Comodo's Secure DNS ensures safety against attacks in the form of malware, spyware, phishing etc., by blocking
access to malware-hosting sites, by any program running in your system.

For more details on Comodo Secure DNS Service and to know how to enable or disable the service, refer to Appendix 2
Comodo Secure DNS Service.

In this step of installation of CIS Complete, the DNS settings of your computer can be changed automatically to direct to our
DNS servers. You can disable the service at anytime and revert to your previous settings.

To enable Comodo Secure DNS, select ‘Change my DNS Servers to COMODO SecureDNS Servers. Click the 'What is this' link
to know more about Comodo Secure DNS servers.

Cloud Based Behavior Analysis

Any file that is identified as unrecognized is sent to the Comodo Instant Malware Analysis (CIMA) server for behavior analysis.
Each file is executed in a virtual environment on Comodo servers and tested to determine whether it contains any malicious
code. The results will be sent back to your computer in around 15 minutes. Comodo recommends users leave this setting
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enabled. Read the privacy policy by clicking the 'Privacy Policy' link.
End User License Agreement

Read the complete User License Agreement by clicking the 'User License Agreement' link before proceeding with the
installation.

COMODO Internet Security Complete 2012 Installer

Flease read the user license agreement:

END USER LICENSE AND SUBSCRIBER. AGREEMENT
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE

m »

IMPORTAMT - PLEASE READ THESE TERMSES CAREFULLY BEFORE
DOWYMLOADING , INSTALLING, OR USING COMODO'S ANTHIRUS, FIREWALL OR
INTERMET SECURITY SOFTWARE AMD REMOTE PERSOMAL COMPUTER
SUPPORT SERVICES (THE "PRODUCTS" THE PRODUCTS MEANS ALL OF THE
ELECTRONIC FILES PROMVIDED EITHER BY DOWWNLOAD OR ON PRYSICAL MEDIA
(CO-ROM, DVD OR OTHER MEDIA THAT 15 PROVIDED WITH THIS LICENSE
AGREEMENT. BY DOWWNLOADING, INSTALLING, OR USING THE PRODUCTS, OR
BY CLICKING ON "l ACCEPT" BELOWY, Y OU ACKNOWLEDGE THAT ¥ OU HAWE
READ THIS AGREEMENT, THAT ¥OU UNDERSTAND IT, AMD THAT YO AGREE TO
BE BOUMD BY ITS TERMS. IF ¥OU DO NOT AGREE TO THE TERMS HEREIM, DO
MOT DOWWNLOAD OR USE THE SOFTWARE, SUBSCRIBE TO OR USE THE
SERVICES, OR CLICK OM " ACCEPT".

This end user license and subscriber agreement is between you ("you" or "Subscriber™,
as either an individual or as a business entity, and either;

a. if you are not located in China, Comodo Security Solutions, Inc., which has
its principal place of business at 525 Washington Blvd. | Suite 1400, Jersey
City, Mew Jersey 07310, or

L Waiimin mvm lmnmmd il n Ml Dl M mdn O rfhiimes Dlma e o 4+ .

-

After reading the agreement, click the 'Back' button to return to the installation configuration screen.
Customizing Installation

Click the 'Customize Installer' link to select the components to be installed, enable security popup alerts to be minimized and
choose installation path.

Selecting Components to Install

Click the 'Installation Options' tab to select the components to be installed.
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Install COMODD Internet Security Complete 2012
Install COMODC GeekBuddy
[#]@& Install COMODO Dragon

COMODO Internet Security -
an unbeatable combination of;

COMODO Antivirus

+ Detects, blocks and eliminates viruses from desktops and netwarks
+ Constantly protects with real-time On Access scanning
+  Daily, automatic updates of virus definitions

COMODO Firewall

«  Award winning Firewall
+  Automatically males PCs invisible to attackers

Cilbmvr +hm b PR~ b Frmmm vcmir e e b

w

Product size: 30.9 MB Total download size: 624 WB

+ Install COMODO Internet Security Complete 2011 - Selecting this option installs full internet security suite consisting of
Comodo Antivirus, Comodo Firewall and Defense+ components.

+ Install COMODO GeekBuddy - Selecting this option installs a version of GeekBuddy, a 24 x 7 Remote assistance
support service in which Comodo experts remotely access your computer when you need it for getting help with
computer related problems. Refer to the section Comodo GeekBuddy for more details.

+ Install COMODO Dragon - Selecting this option installs Comodo Dragon, a fast and versatile Internet browser based
on Chromium technology and infused with Comodo's unparalleled level of security. Refer to the section Comodo
Dragon for more details.

Configuration Options

Click the ‘Configuration Options'’ tab to configure Defense+ and pop-up alert options.
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1 ¥ Enable Defense+ (Recommended)

b ™ This option enables the Defense+, the proactive defense component of

Hw COMODO praducts. The Defense+ must nat be disabled unless you have
to disable it for valid reasons such as incompatibility prablems.

The security configuration configures firewall, defense+, sandbox and
antivirus in such a way that popup alerts are automatically answered as
much as possible.

Q M Do MOT show alerts that request security decisions as much as possible
I -

«  Defenset - The Defense+ component of Comodo Internet Security is a host intrusion prevention system that
constantly monitors the activities of all executable files on your PC. With Defense+ activated, the user is warned
EVERY time an unknown application executable (.exe, .dll, .sys, .bat etc) attempts to run. The only executables that
are allowed to run are the ones you give permission to. Comodo recommends this option be enabled.

«  Security Popup alerts - When this option is selected, CIS is configured to automatically deal with most issues in a
secure manner without raising a popup alert - thus minimizing user intervention. Most users should leave this option at
the default state of enabled. Advanced users wishing to gain greater insight into CIS actions and/or to have more
control over security decisions may wish to disable this option.

Choosing Installation Location

Click the 'Files Locations' tab to choose the installation path.
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Ty

H}‘ Choose the installation path:

C\Program Files\COMODOCOMODO Internet Securiby!

This interface allows you to set the installation folder for Comodo Internet Security. The default path is C:\Program
Files\COMODO\COMODO Internet Security. If you want to install the application in a location other than the default location,
click 'Browse' to choose a different location.

After customizing your installation, click the '‘Back'’ button to return to the installation configuration screen.
Click the 'Agree and Install' button to proceed with the installation.
Step 2 - Installation progress

The next step is installation of the product and activation of the license. The progress will be displayed...
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Installing COMODOQ Internet Security...

...and on completion, the restart dialog will be displayed.
Step 3 - Restarting Your System

In order for the installation to take effect, your computer needs to be restarted.

COMODO Internet Security Complete 2012 Installer X

‘fou musk restart your swskem For the configuration
changes to kake effect, Click “es' to restark now ar ‘Mo’ if
wou plan to manually restart later,

Please save any unsaved data and click 'Yes' to restart the system. If you want to restart the system at a later time, click 'No'.

Note: The installation will take effect only on the next restart of the computer.

Step 4 - After Restarting Your System

After restarting, a ‘thankyou’ screen will appear. This contains a summary of the components you chose to install as well as
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some friendly advice.

COMODO Internet Security Complete 2012

Gm COMODO Internet Security Complete 2012

Thank you tor installing COMODO Intemet Secunty Complete 2012, Choosing Comaodo for your PC security 15 & rezponzibdity
wee bake very senously.
1
o M is the lire to stat Larlisnizng voursel with your certfied GeekBuddy techrecians. They can assist you with ANY ssue
related your PC, not just msues related 1o vinuses and malwaie.

o
@ Antivirus Q GeekBuddy

All artivius programs block knowen threats, but wihat shout unkown Ever exparienced problems wath your computer that you can't fix?
thrests?

Your subscaption includez Geek Buddy. *r'ou will have certfied
O award winring Antivirus software includes Sandboxing to technicianzs who are ahways avalable via chat and phone to assist you
prevent all unknown programs from manning urdl they have besn wath AN computer izsue pou have.
scanned and approved

M Do not show thes window again

This screen will appear every time you start your system. If you do not want the screen to be displayed on every start up, select
the check box 'Do not show this window again' before closing the window.

If your computer is connected to a home or work network, then you are prompted to configure it at the 'New Network Detected!'
dialog. At the top of the dialog, the connectivity mode will be displayed, whether wired or wireless.
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C Mew Metwaork Detected: Wired 192.168.147.129/24

L

Please seleck vour location:

The Firewall has detected that yvour computer has joined a new network, and needs ko
know how ko treat the new network according ko your location.

I am at HOME

Choose if wou are ak home and hawve just connected wour computer to a local nebwork

<

I am at WORK

Choose if wou are ak work place and have just connected your computer ko a local
nekwork,

He

I am at PUBLIC PLACE

Choose this option if wou are at public place such as a coffee shop, hotel or school ete,

)

[C] Do not detect new netwaorks again

«  Select your location from the three options above

«  Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up their
own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports Wizard').

CIS checks if the new network is an unencrypted WIFI network or not and if it is, the following warning will be displayed:

c Mew Network Detected: Wireless 192.168.71.183/27

Warning!

Your computer has joined an unsecured wireless network!

In an unsecured wireless network, your communication is visible to everyone in the same
network

Secure communication with TrustConnect

(9%
i: Tl Choose if you want to use TrustConnect to encrypt all the communication
! < potween you and the Internet.

([{ Continue Unsecured

,TI) Choose if you do not wish to use TrustConnect to encrypt your traffic between
you and the Internet

] De not show me this alert again

Select your choice from the two options above. If you select, 'Secure communication with TrustConnect', you will be presented
with the opportunity to login into your existing account or create a new account:
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Activate TrustConnect

The requested action requires activation.

If you do not have TrustConnect account, click "Get a TrustConnect Account” button or
call 1-866-272-9804

fIi i Get a TrustConnect Account
kB
J ﬂ Choose if you do MOT have a TrustConnect account.

If you already have an account, enter your credentials below and click "Activate Mow"™
button.

Username:
|

Password:

Refer to the section TrustConnect Overview for more details.

If you do not want to encrypt your traffic between you and the Internet using TrustConnect, select the second option, 'Continue
Unsecured'.

The virus database will be updated automatically for the first time after installation.

C Yirus Database Lipdate [38%) *

1 Please wait while the virus database is being updated,
This might take a few minukes, .,

Cownloading: BASE_EMD_USER_w11043.cav [78.7 MBM3.1 ME]

|Iﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂ

@ Chat viith a Certified T echrician

The antivirus scanning will commence automatically after the virus database has been updated.
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Scanning: My Computer {41%)

Skakus: C:Swskem Yolume Information)_restore{SEAS, . 1A0001869, rbE

@ Objecks Scanned: 31507 Start Time: 12/23/2011 12:26:34 PM
.ﬁ. Threats Found: sz Duration: omiz:zz

[ show on top

@ Chat with 5 Certified Technician 1l SRS | | W Stop Scan

If you do not want the scan to continue at this time, click the ‘Stop Scan’ button.

After the scanning is complete, click the 'Results' button to view the scan results.

1.3.3.2. Activating Online Backup, TrustConnect and Guarantee

In order to utilize your 10GB online storage space and TrustConnect services, you need to activate the services. Keep the
license key handy, before starting this process.

Reinsert the DVD and click 'Activate Online Backup and TrustConnect' from the main Comodo Internet Security
2012 Complete Installer screen after selecting the language. You will be prompted to enter the your license key.

COMODO Activate Your Services

0 Flease enker your license key in order bo conkinue

License Key ({1 do not have alicense kew)

) 1 : X

I l [ Cancel

Enter the license key provided to you with the CIS product. The license key will be validated.
COMODO Activate Your Services

Please wait while vour license key is being checked. ..

O, ] [ Cancel

After the License key is verified, the Comodo Sign-Up Page will be displayed.
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COMUDD Comodo Internet Security

ating Trust lina*

Comedo Sign-Up Page

Licenze Eey r'rpll?‘-']’:-( E'T-Ltl‘a—'lﬁ:-ﬁﬂq I'ﬁ':

Customer Information (50 ° inficates required neids)

User Details

e o s isting Comode custorer 7 (e (B

Login [T

4 chara bae i)

Password A LEEL LR L]
(8 charac ters min, )

Passmord Canfirmation LLLLL L L L L]

Firul Kame -\rh-l

Lask Name "E\-I'ITﬂ'I

Eanail ErrihiTenarmpks COmm
Telephoane Namber fﬁmaj‘u

Contact Information

Company MHame ABC Company

Street Address XYZRoad

Addrean?

City Cily

Prw—— Lirited States o
State or Provincs Alabama b
Pastal Code 123456

Communic ation Optiont

Terms and Conditions

EMD USER LICENSE AND IUBRSCRIBER AGREERENT
Comods Internst Security
IBFORTANT - PLEASE READ THESE TERES CAREFULLY BEFORE DOWNLOADING, INFTALLING,
OR OSING CONO0-S SICUTRITY SOFTWARE OR USING COBODO™S SECTRITTY 3UITE
SERVICES [(“PRODDCTS"). BY BOWNLOADING, INSTALLING, OR USING THE PRODUOCTS, OR BY
CLICEING OM =1 ACCEFPT™ BELON, YOU ACFNOWLEDGE THAT TOU HAVE READ THIS
AGEEERENT, THAT YOU TNDERSTAND IT, ANP THAT YOU AGREE TO BE BOUND BY ITZ TERRS,
IF TOU DO MOT AGREE TO THE TERNS HEREIN, DO NOT DONNLOAD OR USE THE SOFTWARE, -
€ »
B | accept the Terms and Condibions
SIGN UP
Towma & Coowidit o scda Secun ity Golfoana, e o prvecy poley et 1
B i) ey Sk P

Cldadl w38 1 17714
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Fill up the required field details and click 'Sign Up' button after selecting the 'l accept the Terms and Conditions' checkbox. The
page for Activation Confirmation is displayed. Click the 'Confirm' button to activate the service.

COMODO

Creating Trust Online®

Login

Activation Confirmation

Please confirm your 1 year activation

Comodo Internet Security Complete 2011

| Confirm )| Cancel |

Cahd v 8112714

Clicking the 'Confirm' button displays the Activation Confirmation page. The page displays the Activation Confirmation number,
your details that you entered while registering, the services you have ordered for, links for downloading the software, your
license key and other login details. You will also receive an email regarding the activation of services.

CO MO D 0 Wielcome: John Smith

Creating Trust Online®

Contacts

Logout
Click here to chat with & Comodo Security Expert

Activation Confirmation #840329-I1

Comoado Security Solutions, Inc. John Semith
525 Wazhington Blvd. ARC Company
Jersey City, MJ 07310 ¥ Z Road
United States City 123456
support.comaodo.com Urited States

Comodo Internet Security Complete Activation on 10-04-2011

Thank you for activating Comodo Internet Security Complete, now featuring ivePCsupport. Your confirmation number is #540329-11 . You are novy registered for

Comodo Yirus-Free Guarentee, Personal Internet & Identity Coverage, TrustConnect, and Comodo Cnline Backup. You will receive an email confirmation with
your account details. Please make sure you save a copy for your records.

Your Activation Includes:

Comodo Internet Security Software
liveP Czupport

Comodo's Protection Plan (Subject to registration. In the cortinertal U.S. only it provides two parts*):
1. 5200 Wirus-Free Guarantes.

You can now login to your account at hitps://accounts.comodo.com, with the login details you specified during sign-up.
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Logout

Subscriptions -\, Search & Create New

Product name License key Remediations Expired At Status
Comodo Internet Security Complete 2011 S8e45c2V-bbfa-48fc-8041-Belaadi07aca 0 remediations  2012-10-04 WAL D Renew WUew
1 Found

CAbl v 38112714

«  For using TrustConnect services, you need the Service login and Service Password generated for you. For more
details, refer to the chapter TrustConnect Overview.

«  For using Online Storage Services, you can use the same login and password you specified during Signing-up for
Comodo Account. See Start Using Online Storage Space for more details.

1.3.3.3. Installing Comodo Backup

In order to store your valuable files to Comodo online storage space for safe-keeping, you need Comodo Backup application
installed in your system.

To install Comodo Backup
»  Reinsert the DVD and click 'Install Online Backup' from the main Comodo Internet Security 2012 Complete

Installer screen after selecting the language. The installation wizard of Comodo Backup will start immediately.
Step 1 - Choosing the Interface Language
The Select Setup language dialog is displayed. Comodo BackUp is available in several languages.

COMODO Installer Language

E Please select the language of the installer

|Engli5h

Cancel

Step 2 - End User License Agreement

Complete the initialization phase by reading and accepting the End User License Agreement (EULA).
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COMODO BackUp 3.0

License Agreement

Please review the license terms before installing BackUp 3.0.
A

Press Page Down to see the rest of the agreement.

~ END USER LICENSE AGREEMENT
Comodo BackUp

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ THE
AGREEMENT CAREFULLY BEFORE ACCEPTING ITS TERMS AND CONDITIONS.

IMPORTANT - PLEAZE READ THESE TERMS CAREFULLY BEFORE APPLYING FOR,
ACCEPTING, OR USING COMODO BACKUP. BY USING, APPLYING FOR, OR ACCEPTING

THE SERWICES OR BY CLICKIMG ON "l ACCEPT" BELOWY, Y OU ACKNOWLEDGE THAT YOU
HAWVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT ¥OU AGREE TO BE
BOUND BY ITS TERMS. IF ¥YOU DO NOT AGREE TO THE TERME AND COMDITIONS OF THIS
AGREEMENT, DO NOT APPLY FOR, ACCEPT, OR USE COMODO BACKUP -

If you accept the terms of the agreement, click I Agree to continue. You must accept the agreement to
install BackUp 3.0,

»  Click 'l Agree' to continue installation. If you want to cancel the installation, click 'Cancel'.

Step 3 - Select Installation Folder
The next screen allows you to select the folder in your hard drive for installing Comodo BackUp. The default path is C:IProgram

Files|ComodolComodo BackUp.

COMODO BackUp 3.0

Choose Install Location

E Choose the folder in which to install BackUp 3.0.

Setup will install BackUp 3.0 in the following folder. To install in a different folder, click Browse and
select another folder. Click Install o start the installation,

Destination Folder

| C:\Program FilesCOMODOYZOMODD Backlp!,

Space required: 23.4MB
Space available: 11729 MB

If you want to install the application in a location other than the default location, click 'Browse' to choose a different location.

«  Click the 'Back' button to review / change any of settings you specified before or press 'Install' to continue with
installation process.
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Step 4 - Setup Progress
A setup status dialog box is displayed. You can see a progress bar indicating that the files are being installed.

COMODO BackUp 3.0

Installing
F‘\1 Please wait while BackUp 3.0 is being installed.
@
Oy

Installing vdbus ... this might take a few minutes
L

Step 5 - Product Activation

On completion of Installation, the product Activation dialog is displayed. Comodo BackUp is activated at free of cost for lifetime

usage. If you wish to sign up for news about Comodo products then enter your email address in the space provided and select
Sign me up for news about Comodo products.

COMODO BackUp 3.0

Free Activation for COMODO BackUp Installer.

@ Activation

Wie will activate your free lifetime license for COMODO BackUp by connecting with COMODO license
SErvers,

CPTIOMAL: Please provide us with your email address if you want to receive e-mail
communications from COMODO on new products, services and special promotions.

E-mail address {optional)

I Sign me up for news about COMODO products({optional)

This is optional. Click 'Next'.
Step 6 - Installation Complete
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The Installation Completion dialog is displayed indicating the successful completion of installation. For the installation to take
effect, the system has to be restarted.

COMODO BackUp 3.0

Completing the BackUp 3.0 Setup

Your computer must be restarted in order to complete the installation of
BackUp 3.0. Do you want to reboot now?

v Rebaat now

Please save any unsaved data, leave 'Reboot now' checkbox selected and click 'Finish'. If you want to restart the system at a
later time, uncheck '‘Reboot now' checkbox click 'Finish'.

Note: The installation will take effect only after restarting the computer.

Start Using Your Online Storage Space
After successful installation of Comodo Backup, start the application and click Online Storage from Left Hand Side Navigation of
its main interface.
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= COMODO
¥ Backup

»

test's Computer

Your computeris: NOT hacks

Recommended: We recomin

6 Backup

Last backup: 21 July 20101216
Hext scheduled backup: MNEWVE

e Restore

Last restore: 25 May 2010 1527

The Online Backup interface will open.

- Online Backup [T 2T EY

~m._ Online Backup

-+ N
4 Store your backups online using & secured
zervice and access them anvytime and

anywhere,

Welcome !

Sign in weith your COnline Backup Username

Register How

‘ LIsername |

‘ Fassword |

Sign in automatically

|— Remember my username and password

Sign In

«  Signin using the login and password that you specifed in the User Details area of the Comodo Sign-Up page .
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After successful login, your username is displayed at the top of the interface. Your local disks, files and folders are displayed in
the left hand pane while your online storage files/folder are displayed in the right hand side pane. You can drag and drop files
and folders between the two windows.

Comodo BackUp can also be used to create scheduled backups to your online space and offers a wide range of backup types -
including synchronized, differential and incremental backup.

ey Online Backup [T £ T John Smith Disconnect

Local Hardware Online Backup
L
3B free of GB 10,00 B free of 10,00 GB Upgrade How:
1Y >
@ c @ W/
@ o <
-
=

Full details on using Comodo BackUp can be found in the Comodo BackUp user-guide available at
http://help.comodo.com/product-9-Comodo-Backup.html

1.3.3.4. Installing Comodo TrustConnect

TrustConnect makes surfiing secure from public Wi-Fi locations such as Internet cafes and airports. To install and activate the
application, please follow these instructions:

»  Click 'Install TrustConnect' from the main Comodo Internet Security 2012 Complete Installer screen. The
installation wizard of Comodo TrustConnect will start immediately.

Step 1 - Welcome Screen
The welcome screen of the wizard will be displayed.
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COMODO TrustConnect

Welcome to the Comodo TrustConnect Setup
Wizard

The ingtaller will gquide you through the steps required to install Comodo TrustConnect on pour
computer,

WARMIMG: This computer program iz protected by coperight law and international treaties.
IInauthorized duplication or distribution of this program, or ang portion af it may result in severe civi
aor criminal penalties, and will be prozecuted to the masimunm exstent pozsible under the law.

Cancel l [ « Back ] [ Mext =

Click 'Next' to continue.

Step 2 - Subscriber License Agreement
Complete the initialization phase by reading and accepting the License Agreement.

COMODO TrustConnect

License Agreement

Pleaze take a mament to read the licenze agreement now. If vau accept the terms below, click "l
Agree", then "Mest". Othenwize click '"Cancel”.

COMODO TRUSTCONNECT SUBSCRIBER AGREEMENT

mi »

IMPORTANT—PLEASE READ THESE TERMS CAREFLUILLY BEFORE
APPLYING FOR, ACCEPTING, OR USING COMODD TEUSTCONMECT.

BY USING, APPLYING FOR, OR ACCEFTING THE COMODO
TRUSTCOMMECT SERVICES OR BY CLICKING OM " ACCEFT" BELOWY,
YOUTHE "SUBSCRIBER" ACKMNOWYLEDGE THAT YOLI HAVE READ

THIS AGREEMENT, THAT ¥YOU UNDERSTAMD T, AMD THAT ¥OLI

AGREE TO AND ACCEPT THE TERM= AS PESENTED HEREIM. IF YOL
DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS k-

()1 Do Mot Agree @) | &gree

Cancel l [ < Back l [ Mext »
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»  Select 'l Agree' to continue the installation.
- Ifyou want to cancel the installation at this stage, select 'l Do Not Agree'.
Click 'Next' to continue.

Step 3 - Additional Options

The next stage allows you to select for creation of TrustConnect Desktop icon and TrustConnect quick launch icon, for starting
the client from the system tray.

COMODO TrustConnect

Additional options

Additional icans

[[] Create Deskiop lcon

[[] Create Quick Launch lcon

Cancel l [ < Back l [ Mewxt »

Make your selections and click 'Next' to continue.

Step 4 - Select Installation Folder

The next screen allows you to select the folder in your hard drive for installing Comodo TrustConnect. The default path is
C:IProgram Files|ComodolTrustConnect.
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COMODO Tn

Select Installation Folder

The installer will install Comoda TrustConnect o the following folder.

Ta inztall in this folder, click "Mext". Ta install bo a different folder, enter it below or click "Browse'".

Eolder:
C:AProgram FilessComodoh T rustConnect’, [ Browsze. . l

[ Disk Cost... ]

Cancel ] [ < Back ] [ Mext

If you want to install the client in a location other than the default location, click '‘Browse' to choose a different location.

«  Click 'Next' to continue.

Step 5 - Installation Progress
After completing the configuration options to your satisfaction the setup wizard will ask for confirmation before commencing the
installation procedure.
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COMODO Tn

Confirm Installation

The installer iz ready ta install Comodo TrustConnect on pour compuber.

Chick "Mext' ta start the installation.

Cancel l [ < Back l [ M ext

«  Click the 'Back' button to review and/or modify any of settings you have previously specified. To confirm your choices
and begin the installation of Comodo Internet Security, click 'Next'.

The installation progress will be displayed.

COMODO TrustConnect

Installing Comodo TrustConnect

Comodo TrustConnect iz being installed.

Pleaze wait...
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« Ifany Hardware Installation dialog appears, click ‘Continue Anyway

On completion, the Installation Complete dialog will be displayed.

COMODO  TrustConnect

Installation Complete

Comado TrustConnect has been successfully installed.

Chek "Cloze" to ext,

[ Reqister Comaoda TrustConnect

« If you have already registered for TrustConnect service through Activate Online Backup and TrustConnect,
uncheck the checkbox Register Comodo Trust Connect and click 'Close’. The Installation will be completed.

« If you haven't registered for TrustConnect service through Activate Online Backup and TrustConnect, keep the
checkbox Register Comodo Trust Connect checked and click 'Close’. The Registration dialog will be displayed.
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Comodo TrustConnect

TrustConnect Configuration Wizard
Enter wour license key

Enter ¥our License Key (1 donot have a license kewl

| Mext = | Cancel

«  Enter your License Key and click 'Next'.

Your key will be validated and activated.

% Comodo TrustConnect

TrustConnect Configuration Wizard
Activation Successull

o The License entitles you to:

':? 10 GE monthly data kransfer
) |
SR
L1 4
Your TrustConneck account credentials are as Follows:
Username: o W R, S
Password: o Tl P

TrustConnect has already been configured and is ready to be used on this computer,

Please keep your account details where wou can easily retrieve, To use TrustConnect in another
computer, you will need these credentials,

< Back | Finish | Cancel
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Store the account details in a safe place. You can use TrustConnect in another computer with the same credentials.

«  Click 'Finish' to complete the installation.

'‘Comodo TrustConnect' is now successfully installed in your system.

§™ Comodo TrustConnect - User Authentication

Uzemarme: IIS"""th

Ixxxxxxmmx

Paszward:

¥ Femember

| k. | | Cancel

Full details on using Comodo TrustConnect can be found in the TrustConnect section of this guide.

1.3.4. Activating CIS Pro/Complete Services after Installation

CIS Pro and CIS Complete enable activation of the license and guarantee coverage even after installation. Ths is useful in
cases where you skipped the process of validating your license during the installation process. Click the links below for detailed
explanations:

«  Activating Your License;
+  Activating Your Guarantee Coverage;
«  Renewal of Your License.

1.3.4.1. Activating Your License

- Start the Comodo Internet Security application as explained in the section Starting Comodo Internet Security.

Step 1: To activate your License, click 'Activate Now' beside 'License' from the bottom left corner of the main interface.
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The License Activation Wizard will start.

coMODO

Let's activate your license...

Enter your license key to continue receiving PC protection and access to GeekBuddy,

Don't have a license key? Get one now!

Licernse Key;
BEDDC?EE LiC94 410E BEDZ E31CE5A0BSAD

Before you enter your license key, please make sure you are connected to the
Internet and press "Activate" button to initiate the license verification process,

Activate

*  You should have received your License key through email. Enter the license key and click 'Activate'. The wizard
starts validating your key.

Tip: If you haven't subscribed for Comodo Internet Security - Pro so far, click the 'Get one now!" link. You will be taken to the
Comodo website enabling you to purchase the license.
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COMODO

Activating your license, please wait...

Please wait while your license key is being validated. ..

On successful validation, your subscription will be activated and a confirmation screen will be displayed.

cCOMODOD

Successl!

We have successfully activated yvour license and upgraded your product,

Your license is valid for 365 days.

Click 'Ok’ to exit the wizard.
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Tip: You can also enter your activation key by clicking the link 'Enter a license key' in the About dialog, accessible by clicking
More > About from the main interface. Refer to About for more details.

1.3.4.2. Activating Your Guarantee Coverage

The Comodo Guarantee is available to customers of CIS Pro and CIS Complete versions. Before enabling guarantee coverage,
customers should first have activated their licence. Full details on activating the license for CIS Pro can be found in CIS Pro -
Installation and Activation and CIS Complete - Installation and Activation and in Activating Your License.

»  Please note that if you wish to use and activate the Comodo guarantee then you must have installed Comodo
Internet Security (both Antivirus and Firewall components) and Comodo GeekBuddy. You must also have run and
passed a Comodo Antivirus scan using the latest signature database. Please see the End User License
Agreement (EULA) for full details.

Limits: The guarantee is limited to the lesser of:
«  The actual cost of the computer;

+  Anaggregate total of $500 for all claims paid under a single license key, and

»  The actual cost of a Comodo specified and authorized third party provider to repair the computer to an
operating condition (‘Guarantee Limit').

«  The guarantee is limited to repairing the computer over the Internet to an operational state and excludes all
claims for lost or expected profits, lost or corrupted data, lost or deleted work, or lost or damaged personal files.
Comodo does not guarantee against the loss of any file or information. The guarantee is void if you breached this
agreement, failed to follow the procedures described in this Section 3 of the EULA or failed to pay any fees
applicable to your use of the Software.

»  Full Terms and Conditions on the Comodo Guarantee Coverage can be read in Section 3 of CIS EULA (Step 2 of
the Installation process for CIS Pro and Step 1 for CIS Complete).

Important Note: Before activating the guarantee, it is essential to run a full computer AV scan with the latest version of the
Comodo Virus database in order to ensure that your system is eligible for the Guarantee coverage. Make sure that the virus
database of your CIS installation has been updated to the latest one. The update status is indicated next to 'Last Update' in the
'Virus Defense' box of the CIS main interface and with a green tick mark and the text 'All Systems are active and running' in the
lower left corner of the main interface. If your virus database is not up-to-date, click the link next to 'Last Update' in the 'Virus
Defense' box to update to the latest version. Then run a full computer scan from the Antivirus Tasks interface of the CIS. For
more details on running an Antivirus Scan Click here.

Step 1: To activate your guarantee coverage, click 'Not Activated' beside 'Guarantee:' from the bottom left corner of the main
interface.
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If you have not yet run a full virus scan with the latest signature database (as mentioned above), you will be asked to do so. A
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full system scan to remove all known viruses is a mandatory requirement if your computer is to be eligible for guarantee
coverage. If this step has already been performed (and your system is clean), then the process moves to step 2.

COMODO Internet Security Pro 2012

": You need to perform a full computer wirus scanning before activating your coverage,
L

Wiould wou like to do it now?

Yes l [ Mo

Click 'Yes' to start the scanning. The application checks for AV database updates and if available, updates the virus database in
your system...

€ VYirus Database Update {25%) b

,:’ Please wait while the virus database is being updated.
This might take a Few minutes. ..

Downloading: BASE_EMD_USER_w10322.cav [43.1 MES3. 2 ME]

202 00 ) L 00 (2 R

@ Chat with & Cettfied Techrician

... and then starts scanning your complete system.

C Scanning: My Computer (96%)

Scanning: ™My Computer {96%)

Skakus; C:\Documents and Settings\administratoriloca, .\ TYMonitor,inf

@ CObjects Scanned: 34977

Start Time: 10/4/2011 11:02:33 &M
,@\ Threats Found: 326

Duration: 00:17:25

[ show on top

|
b hat with a Certified Technician Ll SIS | | M Stop Scan

This may take some time depending upon the size of your hard disks. Wait ill the scanning is completed. On completion of
scanning, the 'scanning completed' window is displayed.
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€ Scanning: My Computer - Completed

Scanning: My Computer
Skakus: Scan Completed

@ Objecks Scanned: 40000 Start Time: 10/4/2011 11:02:33 &M
ﬂ\ Threats Found: 383 Duration: 0mz4i11

[ show on top

@ Chat with 5 Certified Technician Results

»  Click 'Results' to view the Scan Results window. If malicious executables are discovered on your system, the
scan results window displays the number of objects scanned and the number of threats (Viruses, Malware and so

on).
c COMODO Antivirus - Scan Results = 0O X
I allz  Threat Mame Risk -
=] Wirus.Win32.5ality.Gen@1eqgjsj High o | £

- [E CAWINDOWSInstaller|{C40390C0-2050-437 2-8620- 1 20F0BGCF283  uninstal, ..
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- [E] C\System Yolume Information)_restore{SBAA0CCH-5554-4265-9440-014F47 .,
- [E] C\System Yolume Information)_restore{SBAA0CCH-5554-4265-9440-014F47 .,
=] CH\Zystem Yolume Information_restore{SBARDCCY-5554-42685-9440-014F47 ..,
—  [2] C\System Yolume Information)_restore{SBEAADCC4-5584-4265-9440-014FA7 .,
- [2] C\System Yolume Information)_restore{SBEAADCC4-5584-4265-9440-014FA7 .,
—  [2] C\System Yolume Information)_restore{SBEAADCC4-5584-4265-9440-014FA7 .,
- [2] C\System Yolume Information)_restore{SBEAADCC4-5584-4265-9440-014FA7 .,
—  [2] C\System Yolume Information)_restore{SBEAADCC4-5584-4265-9440-014FA7 .,
- [2] C\System Yolume Information)_restore{SBEAADCC4-5584-4265-9440-014FA7 .,
— 5 ©h\3ystem Volume Information)_restore{SBAAOCCY-5584-42B5-9440-014FA7 . 3
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The detected threats are to be removed in order to activate your guarantee.

«  Click 'Clean' to remove the threats from your computer.
«  If No threats are found, click the 'Close' button to return to the main CIS interface.

Step 2; The next stage is to run the Guarantee Activation Wizard again.

«  Click 'Not Activated' beside 'Guarantee:' again. The Guarantee Activation Wizard will start.
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Guarantee Activation Wizard
Eligibility check

In order to continue with the guarantee activation, the wizard must first check if this
is an eligble cormputer,

A eligible computer would typically have:

P COMODO Internet Security Pro 2012 installed
b COMODO Geekbuddy instaled
b had a full computer virus scan with the latest virus signature database

& Chat with a Certified Technician

«  Click Next to continue. The wizard will check whether your computer meets the prerequisites for guarantee
coverage. The prerequisites are:

«  Comodo Internet Security 2012 (Pro or Complete) is fully installed (both Firewall and Antivirus)
«  Comodo GeekBuddy is installed
«  That your computer has undergone and passed a full virus scan using the latest signature database

If any of the items listed above are not detected then the next stage of the wizard will implement them (for example, it will install
any missing components and start a full virus scan). If all components are present then the process moves to step 3.

Step 3: Registering Your Guarantee

Fill up the registration form with the login details and password of your Comodo Accounts Manager (CAM)
account.
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.
8 Guarantee Activation Wizard
H _ ) Registration

Marme: | 1000 Address: | addresst

Last name: | sk ity City

Ernall | jemith@esample.com COUNtrY! | nited States of America (US) |+

Sate:  Florids (FL)

Create a new COMODO Account

Logdin: | 30kn Passwird: | gppssssss

Canfirm

IZIEISS'-.-'-.-'IIIFd' LI L L LYY L] ]

s |

@ Chat with a Certified Technician

Field Description

Name Enter your first name

Last Name Enter your last name

Email Enter your email address

Address Enter your address

City Enter your city name

Country Select your country from the drop-down box
State Select your state from the drop-down box

Create a new COMODO Account

Enter the login (your email address) and password you submitted while signing up for CIS Pro/Complete 2012

If you have not signed up for an account, enter your username and password to create a new Comodo account with
Comodo Accounts Manager (CAM)

«  Click Next
Your guarantee coverage will be registered...
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Registration

Pleaze wait while your guarantees is being activated. ..

@ Chat with a Certified Technician

... and on completion, a final confirmation screen indicating successful activation of the Guarantee will be displayed.

COMODO

Guarantee Activation Wizard

Success!

You have successfully activated your guarantee.

& Chat with a Certified Technician
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Guarantee Activation Wizard
Success!

¥ou have successfully activated your guarantee.

Firish

@ Chat with a Certified Technician

«  Click 'Finish' to complete the activation wizard.
Successfully activating your Guarantee will change the information displayed in the botom left of the main interface.
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1.3.4.3. Renewal of Your License

In order to enjoy continuous services from Comodo after the license period of your CIS Pro/Complete has expired, you need to
renew your License.

To renew your license, click 'Activate Now' beside 'License:' from the bottom left corner of the main interface.
The Product Activation Wizard will start.
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ﬁ Let's activate your license...

Erter your license key to continue receiving PC protection and access to GeskBuddy,

Don't have a license key? Get one now!

License Key;

Eefore you enter your license key, please make sure you are connected to the
Internet and press "Activate” button to initiate the license verification process,

Activate

«  Click the 'Get one now!" link. You will be taken to https://secure.comodo.com/home/purchase.php?
afl=Comodo&rs=7&pid=9&cid=RkJEMUZENjMzQUM4RDIDNDE4MzBDQjc1NDIENUIzRKY &lid=& .

«  Select your CIS Package.

«  Select 'returning user' in the 'Sign-up Information' area, enter your login and password and complete the payment
procedures.

«  The License key will be sent to you by email. Activate your License using the new key to enjoy the continued services.

1.4.Starting Comodo Internet Security

After installation, Comodo Internet Security automatically starts whenever you start Windows. In order to configure and view
settings within Comodo Internet Security, you need to access the management interface.

There are 3 different ways to access the management interface of Comodo Internet Security:
«  Windows Start Menu
«  Windows Desktop
- System Tray Icon

Start Menu

You can also access Comodo Internet Security via the Windows Start Menu.
«  Click Start and select All Programs > Comodo > COMODO Intemet Security > COMODO Intemet Security.
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. Accessories
| Comodo
. COMODO GeekBuddy
. COMODO Internet Security
ﬁ! Add and Remove components
@ COMODO Internet Security Beta
. Unite
. Eltima 5oftware -

4 Back

| |559m’? programs and files Do |

Windows Desktop

«  Just double click the shield icon in the desktop to start Comodo Internet Security.

9

[FTEMTECs o

CIS Tray Icon

«  Just double click the shield icon to start the main interface.

By right-clicking on the tray icon, you can access short cuts to selected settings such as Antivirus Security Level, Firewall
security Level, Defense+ Security Level, Sandbox Security Level, Configuration including Game Mode option.

Antivirus Security Level - Click here for more details on Antivirus Security Level setting
Firewall Security Level - Click here for more details on Firewall security Level setting
Defense+ Security Level - Click here for more details on Defense+ Security Level setting
Sandbox Security Level - Click here for more details on Sandbox Security Level

Configuration - Click here for more details on Configuration settings

Game Mode - Switches CIS 2012 to Game Mode to enable you to play your games without any interruptions from various alerts
in your computer. The operations that can interfere with users' gaming experience are either suppressed or postponed.

In game mode:

«  Defense+/Firewall alerts are suppressed as if they are in training mode;

« AV database updates and scheduled scans are postponed until the gaming is over;

< Automatic isolation of unknown applications and real-time virus detection are still functional.
Deactivate Game Mode to resume alerts and scheduled scans.
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Firewall Safe Made Q)
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A Certified
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By default, the management interface displays the 'Summary' area information. You can access this area at any time by
selecting the 'Summary' tab as shown in General Navigation.

The specific layout of the summary screen that you see is dependent on the type of installation you chose. Click the links below
to view an outline of the summary screen that applies to your installation:

- COMODO Internet Security with both Antivirus and Firewall
- COMODO Firewall only or
«  COMODO Antivirus only

1.5.1. Comodo Internet Security - Summary

Summary screen shows the following

1. System Status

The upper left hand side of the interface displays highly visible messages regarding the overall security of your
system. If everything is OK then you should see a green shield with a checkmark. If there is something that requires
your attention then the shield will turn yellow and the reason will be stated underneath. Reasons can include outdated
virus databases or because you have not yet run a full antivirus scan. Such warning notifications are accompanied by
a button that allows you to quickly address the issue.

2. Antivirus
The Antivirus summary box contains:

i. The Status of Realtime Virus Scanning

The status of the virus scanning setting is displayed as a link ( Statefulin this example). On clicking this link,
the Real-Time Scanning level drop-down box opens to allow you to quickly select the desired level. For more
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details on Virus Scanner Settings, refer Scanner Settings.

ii. When the Virus Database was Last Updated
The day and time at which the virus database was last updated is displayed as a link. On clicking the link,
the update of the virus database is started and the current date and time are displayed on completion of the
process.

jii. Number of Detected Threats
The number of threats detected so far from the start of the current session of Comodo Antivirus is displayed
here as a link. On clicking the link, Antivirus Events panel is opened. For more details on viewing Antivirus
events, refer Antivirus Events.

iv. Scan Now
The 'Scan Now' link in this box allows you to Run a Scan, when clicked.

3. Defense+

The Defense+ summary box contains:

i.  Number of Blocked Suspicious Attempts
The number of suspicious attempts blocked by Defense+ from the start of the current session is displayed as
alink . On clicking this link, View Defense+ events is opened. For more details on viewing Defense+ events,
refer View Defense+ events.

i. Your Current Defense+ Security Level

Your current Defense+ security level (or Defense+ setting) is displayed as a link (Safe Mode in this
example). On clicking this link, the Defense+ Security level settings drop-down box opens to allow you to
quickly customize the Defense+ security level by selecting it from the drop-down box. For a more details on
Defense+ settings, refer Defense+ Settings.

iii. Number of Unrecognized Files

A numerical summary of all the unrecognized files that are running on your computer is displayed here as a
link and how the files are to be treated as set in Execution Control Settings. On clicking the numerical link,
Unrecognized Files pop-up is displayed with details of each process/application.

You can see in-depth details of all running processes by clicking View Active Processes in Defense+ center.

iv. Number of Applications Running in the Sandbox
The number of files that are currently running in the sandbox is displayed here. For more details on this refer
to the sections Always Sandbox and Run a Program in the Sandbox.
4.  Firewall

The Firewall summary box contains:

i.  Number of Blocked Intrusion Attempts

The total number of intrusion attempts blocked by firewall since start of current session of Comodo Internet
Security is displayed here as a link. On clicking the link, Firewall Events panel is opened. For more details on
viewing Firewall events, refer View Firewall Events.

ii. Current Firewall Security Level

Your current Firewall Security Level (or 'Firewall Behavior Setting') is displayed as a link (Safe Mode in this
example). On clicking this link, the Firewall Behavior Security level drop-down box opens to allow you to
quickly customize the firewall security by selecting it to preset security levels. For more details on Firewall
settings, refer Firewall Behavior Settings.

iii. Inbound/Outbound Connections

A numerical summary of currently active inbound and outbound connections to and from your computer is
displayed here. The numbers are displayed as links. On clicking any number, Active Connections panel is
opened. For more details on viewing active connections, refer View Active Connections.

iv. Traffic

The Traffic area in the Summary screen of Comodo Firewall displays a bar graph showing the applications
that are currently connected to the Internet and are sending or receiving data. The summary also displays

the % of total traffic each application is responsible for and the file name of the executable. Clicking on any
application name opens View Active Connections interface.

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 73



Comodo Intemet Security 2012 - User Guide comono

Creating Trust Online

-

v. Stop All Traffic/Restore All Traffic

This link allows you to toggle network activity between on and off. Specifically, clicking Stop All Traffic
instantly blocks all incoming and outgoing network connections, placing the firewall in the 'Block All Mode' of
Firewall Behavior Settings. Similarly, clicking Restore All Traffic re-implements your previous Firewalll
Security Level.

5. Live Support

The bottom left corner of the interface has a live support area that enables the user to get support/ assistance from
competent and friendly computer experts at Comodo, when a necessity occurs. Clicking the 'CHAT NOW' button
launches the GeekBuddy to start a chat session for getting personal computer support service provided by skilled
technicians at Comodo. Refer to Comodo GeekBuddy for more details.

1.5.2. Comodo Antivirus - Summary

COMODO Antwvirus

r'_’l.-1 E Summary &\ Antivirus + Defense + o More

: / Antivirus Statefill G
~
|| The virus database has been updated on being updated right mowe.,.
The virus signature database is
MOT up-to-date, A 0 theeat(s) detected 3o Far
Lipdake Moy
@ Sican Mow
Defense+ Safe Mode G
___] Deferme+ has blocked 0 intrusionds) so Far
?w % 0 unrecognized fle(s) observed / will be treated a3 Partially Lirnked
tt 0 application(s) currertly running in the Sandbox
ﬁ_ Talk to a
4 Centified
! Technician
CHAT NOW |

Summary screen shows the following
1. System Status

The upper left hand side of the interface displays highly visible messages regarding the overall security of your
system. If everything is OK then you should see a green shield with a checkmark. If there is something that requires
your attention then the shield will turn yellow and the reason will be stated underneath. Reasons can include outdated
virus databases or because you have not yet run a full antivirus scan. Such warning notifications are accompanied by
a button that allows you to quickly address the issue.

2. Antivirus

The Antivirus summary area contains:

i. The Status of Realtime Virus Scanning
The status of the virus scanning setting is displayed as a link ( Stafefu/in this example). On clicking this link,
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the Real-Time Scanning level drop-down box opens to allow you to quickly select the desired level. For more
details on Virus Scanner Settings, refer to Scanner Settings.

ii. When the Virus Database was Last Updated
The day and time at which the virus database was last updated is displayed as a link. On clicking the link,
the update of the virus database is started and the current date and time are displayed on completion of the
process.

iii. Number of Detected Threats
The number of threats detected so far from the start of the current session of Comodo Antivirus is displayed
here as a link. On clicking the link, Antivirus Events panel is opened. For more details on viewing Antivirus
events, refer Antivirus Events.

iv. Scan Now
The 'Scan Now' link in this box allows you to Run a Scan, when clicked.

3. Defense+

The Defense+ summary box contains:

i.  Number of Blocked Suspicious Attempts
The number of suspicious attempts blocked by Defense+ from the start of the current session is displayed as
alink . On clicking this link, View Defense+ events is opened. For more details on viewing Defense+ events,
refer View Defense+ events.

i. Your Current Defense+ Security Level
Your current Defense+ security level (or Defense+ setting) is displayed as a link (Safe Mode in this
example). On clicking this link, the Defense+ Security level settings drop-down box opens to allow you to
quickly customize the Defense+ security level by selecting it from the drop-down box. For a more details on
Defense+ settings, refer Defense+ Settings.

iii. Number of Unrecognized Files

A numerical summary of all the unrecognized files that are running on your computer is displayed here as a
link and how the files are to be treated as set in Execution Control Settings. On clicking the numerical link,
Unrecognized Files pop-up is displayed with details of each process/application.

You can see in-depth details of all running processes by clicking View Active Processes in Defense+ center.

iv. Number of Applications Running in the Sandbox

The number of files that are running currently in the sandbox is displayed here. For more details on this refer
Always Sandbox and Run a Program in the Sandbox.

4. Live Support

The bottom left corner of the interface has a live support area that enables the user to get support/ assistance from
competent and friendly computer experts at Comodo, when a necessity occurs. Clicking the '"CHAT NOW' button
launches the GeekBuddy to start a chat session for getting personal computer support service provided by skilled
technicians at Comodo. Refer to Comodo GeekBuddy for more details.
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Summary screen shows the following
1. System Status

The upper left hand side of the interface displays highly visible messages regarding the overall security of your
system. If everything is OK then you should see a green shield with a checkmark. If there is something that requires
your attention then the shield will turn yellow and the reason will be stated underneath (for example, if the firewall is
currently disabled). Such warning notifications are accompanied by a button that allows you to quickly address the
issue.

2. Firewall

The Firewall summary box contains:

i. Number of Blocked Intrusion Attempts
The total number of intrusion attempts blocked by firewall since start of current session of Comodo Internet
Security is displayed here as a link. On clicking the link, Firewall Events panel is opened. For more details on
viewing Firewall events, refer View Firewall Events.

ii. Current Firewall Security Level
Your current Firewall Security Level (or 'Firewall Behavior Setting') is displayed as a link ( Safe Mode in this
example). On clicking this link, the Firewall Behavior Security level drop-down box opens to allow you to
quickly customize the firewall security by selecting it to preset security levels. For more details on Firewall
settings, refer Firewall Behavior Settings.

jii. Inbound/Outbound Connections

A numerical summary of currently active inbound and outbound connections to and from your computer is
displayed here. The numbers are displayed as links. On clicking any number, Active Connections panel is
opened. For more details on viewing active connections, refer View Active Connections.

iv. Traffic
The Traffic area in the Summary screen of Comodo Firewall displays a bar graph showing the applications
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that are currently connected to the Internet and are sending or receiving data. The summary also displays
the % of total traffic each application is responsible for and the file name of the executable. Clicking on any
application name opens View Active Connections interface.

v. Stop All Traffic/Restore All Traffic

This link allows you to toggle network activity between on and off. Specifically, clicking Stop All Traffic
instantly blocks all incoming and outgoing network connections, placing the firewall in the 'Block All Mode' of
Firewall Behavior Settings. Similarly, clicking Restore All Traffic re-implements your previous Firewalll
Security Level.

3. Defense+

The Defense+ summary box contains:

i.  Number of Blocked Suspicious Attempts

The number of suspicious attempts blocked by Defense+ from the start of the current session is displayed as
alink . On clicking this link, View Defense+ events is opened. For more details on viewing Defense+ events,
refer View Defense+ events.

i. Your Current Defense+ Security Level

Your current Defense+ security level (or Defense+ setting) is displayed as a link (Safe Mode in this
example). On clicking this link, the Defense+ Security level settings drop-down box opens to allow you to
quickly customize the Defense+ security level by selecting it from the drop-down box. For a more details on
Defense+ settings, refer Defense+ Settings.

iii. Number of Unrecognized Files
A numerical summary of all the unrecognized files that are running on your computer is displayed here as a
link and how the files are to be treated as set in Execution Control Settings. On clicking the numerical link,
Unrecognized Files pop-up is displayed with details of each process/application.

You can see in-depth details of all running processes by clicking View Active Processes in Defense+ center.

iv. Number of Applications Running in the Sandbox
The number of files that are currently running in the sandbox is displayed here. For more details on this refer
Always Sandbox and Run a Program in the Sandbox.
4.  Live Support

The bottom left corner of the interface has a live support area that enables the user to get support/ assistance from
competent and friendly computer experts at Comodo, when a necessity occurs. Clicking the 'CHAT NOW' button
launches the GeekBuddy to start a chat session for getting personal computer support service provided by skilled
technicians at Comodo. Refer to Comodo GeekBuddy for more details.

1.6.Comodo Internet Security - Navigation

After installation, Comodo Internet Security automatically protects any computer on which it is installed. You do not have to start
the program to be protected.

See Starting Comodo Internet Security if you are unsure of how to access the main interface.

Persistent Navigation
Comodo Internet Security is divided into five main areas indicated by the tabs with respective icons at the top right hand side of

the main interface screen.

«  Summary
+  Antivirus
«  Firewall

«  Defense+
*  More

Each of these areas contains several sub-sections that provide total control over configuration of the security Suite. These icons
are ever-present and can be accessed at all times.
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«  Summary - Contains at-a-glance details of important settings, activity and other information. The summary screen
differs for different types of installation, namely:

«  Comodo Intemnet Security
«  Comodo Antivirus
«  Comodo Firewall
See the Overview of summary screens section for more details on this area.

Antivirus - Clicking this icon opens Antivirus Tasks configuration screen.

«  Firewall - Clicking this icon opens Firewall Tasks configuration screen. Advanced users are advised to first visit
the Network Security Policy area for an introduction to firewall policies and rule creation.

- Defense+ - Clicking this icon opens Defense+ Tasks configuration screen. Advanced users are advised to first
visit the Computer Security Policy area for an introduction to Defense+ policies, rule creation and Sandboxing
features.

»  More - Clicking this icon opens More options screen which contains several options relating to overall
configuration of Comodo Internet Security.

1.7.Understanding Alerts

After first installing Comodo Internet Security, it is likely to see a number of pop-up alerts. This is perfectly normal and indicates
that the security suite is learning the behavior of your applications and establishing which programs need privileges such as
Internet access and file access rights. Each alert provides information and options that enable you to make an informed decision
on whether you want to allow or block a request or activity. Alerts also allow you to instruct Comodo Internet Security on how it
should behave in future when it encounters activities of the same type.

Buifer Overflow Protection Feature - Buffer overflow attack occurs when a malicious program or script deliberately sends more
data to its memory buffer than the buffer can handle. Defense+ provides alerts on attempt of most types of buffer overflow
attacks and provides protection against data theft, computer crashes and system damage. For more details, please refer
Defense+ Settings > Execution Control Settings > Detect Shell Code Injections.

Alerts Overview
Comodo Internet Security alerts come in four main varieties, namely:

+  Antivirus Alerts

«  Firewall Alerts

«  Defense+ Alerts (including Elevated Privilege Alerts)
- Sandbox Alerts

Broadly speaking, Antivirus alerts inform you when a virus or malware is executed into your system, Firewall alerts inform you
about network connection attempts and Defense+ alerts tell you about the behavior of application on your system. In all the
three cases, the alert can contain very important security warnings or may simply occur because you are running an application
for the first time. Your reaction should depend on the information that is presented at the alert.

An example alert is shown below.
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Can be Firewall,
Defense+ or Antivirus

Color indicates severity
of the Alert

Both firewall and
Defense+ alerts are
color coded to the risk
level

P
]

CPILSuite. exe

The information area
contains advice to user
on how to react to the
alert.

Security Considerations

| Cﬁite.exe could not be recognized and it is about to
actess the physical memory directly. Accessing the physical

mermary is not a common operation for everyday

applications. It is occasionally used by swstem profiling software,

Howewer most of the time, this is exploited by malware, The
consequence of a malicious code obtaining direct pheysical memory

Select these choices
as required. These
options are explained
below

access can be a complete system takeover by this malicious code.

Severity Level

[[] Create a "windows" system restore poink Mare Cptions 4_
—*Dmit the files to COMODO For analysis
[C] Remember my answer
= =~
@) How should T answer? lg Allow \&} Block
N\
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Description of activity or connection
attempt

High visibility icons quickly inform you
which applications and techniques are
involved in an alert. Clicking the name
of the executables here opens a
window containing more information
about the application in question

Clicking More Options expands the
lower panel and displays more options
to react to the alert

Click these buttons to allow or
block the request

The upper strip of both Defense+ and Firewall alerts are color coded according to risk level. This provides a fast, at-a-glance,
indicator of the severity of the alert. However, it cannot be stressed enough that you should still read the 'Security
Considerations' section in order to reach an informed decision on allowing or blocking the activity.

Note: Antivirus alerts are not ranked in this way. They always appear with a red upper strip.
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«  Yellow Alerts - Low Severity - In most cases, you can safely approve these connection request or activity. The
'Remember my answer for this application’ option is automatically pre-selected for safe requests

«  Orange Alerts - Medium Severity - Carefully read the 'Security Considerations section before making a decision.
These alerts could be the result of a harmless process or activity by a trusted program or an indication of an
attack by malware. If you know the application to be safe, then it is usually okay to allow the request. If you do not
recognize the application performing the activity or connection request then you should block it.

«  RedAlerts - High Severity - These alerts indicate highly suspicious behavior that is consistent with the activity of

a Trojan horse, virus or other malware program. Carefully read the information provided when deciding whether
to allow it to proceed.

Information on the Alert

Security Considerations: The Security Considerations area contains a description of the nature of the alert. It tells you the name
of the software/executable that caused the alert; the action that it is attempting to perform and how that action could potentially
affect your system. You can also find helpful advice about how you should respond.

COMODO Firewall Alert

Teamiiewer .exe is trying to connect to the

¥

Application:  TeamWiewer . exe

a Femoke: 127.0.0.1 - TCP

Pork: 1216

Security Considerations

Teamviewer . exe is a safe application. You can safely allow this

request,
[ Remermber my answer More Opkions | »
~ —
& Chat with a Technician g Allow @ Block

«  Remember my answer - Select this option if you want Firewall to implement the same decision for identical
requests in future - meaning you are not prompted if same type of activity or connection attempt arises in future.
The response you made this time is applied automatically to the all the similar activities or connection attempts.

More Options
Clicking the More Options in the Firewall alert expands the lower panel and displays more options for reacting to the alert.
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(@) Allow this request Fewer Opkions |~
() Black this request
(70 Treat this application as Installer or Updater -

[[] Create a "windows" system restore poink
[C] subrnit the Files to COMODD For analysis

[ Remermber ry answer

- :
& Chat with a Technician ¥ K @ Cancel

The first three options enable you to select your reaction to the activity or connection attempt requested.

«  Allow this request - Allows the requested activity or connection attempt
- Block this request - Denies the requested activity or connection attempt.

- Treat this application as - Enables you to select a predefined security policy to be deployed on to the application
in question. Select this option and select a predefined policy depending on the trustworthiness and type of the
application.

Wb Browser

Web Browser

Email Client

Ftp Client

Trusted Application
Blocked Application
Cukgaing Only

Refer to Predefined Firewall Policies and Predefined Computer Security Policies for more details.

- Submit the files to COMODO for analysis - Select this option if you suspect that that the application that has
raised this alert as a malware. Comodo Internet Security sends the application to Comodo automatically,
irrespective of your Allow or Block response. Comodo analyzes the application and includes it in the safe list or
black list accordingly.

- Create a "Windows" system restore point - Selecting this option instructs your Windows Operating System to
create a restore point. This enables you to safely rollback your system to the previous system state if you
encounter problems because of allowing or blocking this request.

«  If you have Comodo Time Machine (CTM) installed then CIS creates a Time Machine restore point.

« If you do not have Comodo Time Machine installed, then CIS creates a regular Windows System Restore
point.

Note: This option is only available if Windows System Restore is enabled in your system. You can check whether system
restore is enabled by visiting the Windows control panel:

«  Click here if you are using Windows 7
«  Click here if you are using Windows Vista
«  Click here if you are using Windows XP

Windows 7

To ensure that Windows system restore is enabled
1. Click Start > Control Panel > System > System Protection

2. Make sure that the Protection status of the hard disk drive partition(s) is set to 'On' under 'Protection Settings'.
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System Properties
" Computer Namel Hardwarel Advanced  System Frotection | Hemu:utel

L) Usze spstem pratection to undo unwanted systemn changes and
'::5____7 restore previous versions of filez. 3'hat 1z system protechon’s

System Festore

Y'ou can undo system changes by reverting

/ ] System Restore..
wour compuker to a previous restore paint.

Pratection Settingz

Nable Drives
< @k (C:] [System]

Pratection
On

Windows Vista

To ensure that Windows system restore is enabled
1. Click Start > Control Panel > System > System Protection

2. Make sure that the checkbox(es) beside the hard disk drive partition(s) under 'Automatic restore points > Create

restore points automatically on the selected disks" are selected.

System Properties |
. Computer Namel Hardwarel Advanced  Swstem Protection | Hemu:utel

£ 'ou can use restore points to undo unwanted system changes. How
| much digk zpace iz required?

You can alzo uze restare points to restore presvious versions of files,
called shadow copies. How do | use previous versions?

Syetem Bestore helps you restare your computer's

: : debih e Systern Restore. .
zpztem files bo an earlier point in time.

— Automatic restare points
Create reztore pointz automatically on the selected disks:

Anrailabloe
iy Local Digk [C:] [System)

| b ozt recent restore point |
141842010 3:40:19 Ak
Mane
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Windows XP
To ensure that Windows system restore is enabled
1. Click Start > Control Panel > System > System Restore tab

2. Make sure that the checkbox Turn off System Restore on all drives' is NOT selected.

System Properties

| General || ComputerMName | Hardware || Advanced |
System Hestore Automatic Updates [ Remote |
i System Restore can track and reverse hammful changes to your
computer.
Q:Eum off System Festore on all dives 9
Drive settings

To change the status of Syr_:tem Restore arthe maximum amaournt of disk

If Comodo Time Machine (CTM) is installed in your system, the restore point is created by it irrespective of whether the Windows
Restore Point is enabled in your system or not.

Background Note: Comodo Time Machine is a powerful system rollback utility that allows you to quickly restore your computer
to an earlier point in time. The software is free of charge and allows you to quickly recover your computer to its last working
state in the event of malware attacks or system crashes. Find out more and download the application from
http://www.comodo.com/home/data-storage-encryption/data-recovery.php.

Now that we've outlined the basic construction of an alert, lets look at how you should react to them:

Answering an Antivirus Alert

Comodo Internet Security generates an Antivirus alert whenever a virus or malware tries to be copied or executed without your
knowledge and displays the alert at the bottom right hand side of your computer screen. These alerts are a valuable source of
real-time information that helps the user to immediately identify which particular files are infected or are causing problems and
the choices for actions to be taken.

The alert contains the name of the virus detected and the location of the file or application infected by it.

COMODO Anftivirus Alert

IoLIS

Mame: ApplicUrwnbi@# Lwkansy Zosiom

Location: Z:\Program Files\application Unwanted\Executab, . .,
Mare information: Inavailable

@ How should | angwer? | f Clean || = Ignore  k

You can take one of the following steps to answer the Antivirus alert.

- Disinfect the file if there exists a disinfection routine for the detected file or move the file or application to
Quarantined Items for later analysis.

- Ignore the alert only if you trust the application or the source of application by clicking 'Ignore'.
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To disinfect the file or application

»  Click the 'Clean' button.

COMODO Antivirus Alert

: item has
Mame: ApplicUrwnbi@# Lwkansy Zosiom
Location: Z:\Program Files\application Unwanted\Executab, . .,
Mare information: IInavailable
@ How should | angwer? | f Clean Ignore  #

Comodo Internet Security will disinfect and clean the file or application. If the threat detected is new one and the disinfection
routine does not exist, then CIS will move the file/application to Quarantined Items for later analysis. You can submit the
file/application to Comodo for analysis from the Quarantine. Refer to Quarantined Items for more details.

To ignore the alert if you trust the file/application

«  Click 'lgnore'. Selecting Ignore provides you with four options.

COMODO Antivirus Alert

A maliciols tem has been detected!

Mame: ApplicUrsanbi@a 1 wkansy Zcsixom
Location: Z:\Program Files\Application Unwanted\Executab. ...
More information: Inavailable
i@ How should | answer? [ v Clean H = Ignote  k Once
Add ko Trusted Files

Report this bo COMODO a5 a False Alert

Add to Exclusions

«  Once. If you click 'Once', the virus is ignored only at that time only. If the same application invokes again, an
Antivirus alert is displayed.

«  Add to Trusted Files. If you click 'Add to Trusted Files', the virus is moved to Trusted Files area. The alert is not
generated if the same application invokes again.

»  Report this to COMODO as a False Alert. If you are sure that the file is safe, select 'Report this to COMODO as a
False Alert'. The Antivirus sends the file to Comodo for analysis. If the file is trustworthy, it is added to the
Comodo safe list.

«  Add to Exclusions. If you click 'Add to Exclusions', the virus is moved to Exclusions list. The alert is not generated
if the same application invokes again.
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Answering Firewall Alerts
Comodo Internet Security generates a Firewall alert on network connection attempts. The followings steps will help you answer
a Firewall alert: :

1. Carefully read the 'Security Considerations' section. The Firewall can recognize thousands of safe applications. (For
example, Internet Explorer and Outlook are safe applications). If the application is known to be safe - it is written
directly in the security considerations section along with advice that it is safe to proceed. Similarly, if the application is

unknown and cannot be recognized you are informed of this.

If it is one of your everyday applications that you want to grant Internet access to then you should select Allow This
Request (it may be the case that the application has not yet been added to the safe application database yet).

If you don't recognize the application then we recommend you select Block This Request, but do not select the
Remember My Answer option.

In all cases, clicking on the name of the application opens a properties window that can help you determine whether or
not to proceed:

TeamViewer Properties

General | Version | Compatibility | Digital Signatures | Summary
E éTeam‘Jiewer
Tepe of file:  Application B
Dezcrption:  Teambfiewer Port: 1216
Location: C:\Program FileshT eamieweryersions Security Considerations
Size: 5.03 MB [5.273.016 bytes] Teamviewer.exe is a safe application, You can safely allow this
Size ondisk:  5.03 MB (5,279,744 bytes) request.
Created: Tuesday, July 0B, 2010, 8:36:20 PM
odified: Tuesday, July 08, 2010, 8:36:20 PM
Accerzed: Today, August 09, 2010, 5:13:38 PM
HER e [ Remember My answer More COptions |
Altibutes: [l Readonly [ Hidden @ Chat with  Technician | 'a;‘ Allows I | @i‘ Block
OF. ] [ Cancel ]
2. Ifyou are sure that it is one of your everyday application, try to use the Treat This Application As option as much as

possible. This deploys a predefined firewall policy on the target application. For example, you may choose to apply the
policy Web Browser to the known and trusted applications 'Internet Explorer’, 'Firefox' and 'Opera’. Each predefined
policy has been specifically designed by Comodo to optimize the security level of a certain type of application.

(20 Allow this request Fewer Options | &

() Black this request

(@) Treat this application as

[[] Create a "windows" system restore
[C] Submit the files to COMODO For ana

[ Remember my answer

& Chat with 5 Technician

Installer or Updater

Installer or Updater
Trusted Application
Windows Syskem Application
Isolated Application

Lirnited Application
@ Cancel

J K
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If you do not see the Treat this Application As option, you should click More Options. Remember to check the box
Remember My Answer.

3. Ifthe Firewall alert reports a behavior, consistent with that of a malware in the security considerations section, then
you should block the request AND click Remember My Answer to make the setting permanent.

Answering Defense+ Alerts
Comodo Internet Security generates a Defense+ Alert based on behavior of applications running in your system. Following are

the steps to be followed to answer a Defense+ alert:

1. As with Firewall Alerts, carefully read the 'Security Considerations' section. Comodo Internet Security can recognize
thousands of safe applications. If the application is known to be safe - it is written directly in the security considerations
section along with advice that it is safe to proceed. Similarly, if the application is unknown and cannot be recognized
you are informed of this.

If it is one of your everyday applications that you want to grant execution rights to then you should select Allow This
Request.

If you don't recognize the application then we recommend you select Block This Request but do not select Remember
My Answer check box.

2. Avoid using the Installer or Updater policy if you are not installing an application. This is because treating an
application as an 'Installer or Updater' grants maximum possible privileges onto to an application - something that is
not required by most 'already installed' applications. If you select 'Installer or Updater', you may consider using it
temporarily with Remember My Answer left unchecked.

3. Pay special attention to Device Driver Installation and Physical Memory Access alerts. Again, not many legitimate
applications would cause such an alert and this is usually a good indicator of malware/rootkit like behavior. Unless you
know for a fact that the application performing the activity is legitimate, then Comodo recommends blocking these
requests.

L5

|
. £
. exe

dt.exe

Security Considerations

driver.sys

(@) allow this request

A device driver is a very special executable file that -
has very high privileges compared to a normal executable,

In general, applications load drivers in order to have access ko
power and privileges that drivers have access to because they | =
run at kernel level in wour operating system. Malware dao exploit
drivers and a driver exploited could disarm your security, IF wou
are confident that clt.exe is not a malware, you can
allows this request,

Fewer Options | &

() Block this request

Treat this application as

Installer or Updater

Security Considerations

clt.exe could not be recognized and it is about to access the
physical memory directly. Accessing the physical memary is
not a common operation for everyday applications. It is
accasionally used by system profiling software, Howewver most of
the time, this is exploited by mabware. The consequence of a
malicious code obtaining direct physical memory access can be a
complete syskem takeower by this malicious code.

(@) allow this request Fewer Options

) Block this request

Treal Fhiz annlicatinn 22 Tk

FY

4. Protected Registry Key Alerts usually occur when you install a new application. If you haven't been installing a new

program and do not recognize the application requesting the access , then a 'Protected Registry Key Alert' should be a
cause for concern.
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clk.exe

Security Consider ations

clt.exe could not be recognized and it is about to modify
the protected registry key
HKUS"5-1-5-21-2052111302-602609370-1801674531-10
054 5oftware' Microsoft' Internet

Explorer',Desktop’, Componentsh 0. You must make sure
clt.exe is a safe application before allowing this request.

(@) pllow this request Fewer Opkions | &
() Block this request
Treat this application as Installer or Updater v

5. Run with elevated Privileges. CIS will display this kind of alert when the installer of an unknown application requires
administrator, or elevated, privileges to run. An installer that is allowed to run with elevated privileges is permitted to
make changes to important areas of your computer such as the registry.

« If you have good reason to trust the publisher of the software then you can click the 'Allow" button. This will grant
the elevated privilege request and allow the installer to run.

« Ifyou are unsure of the safety of the software, then Comodo recommends that you run it in the sandbox by
clicking the 'Sandbox' button.

- Ifthis alert is unexpected then you should abort the installation by clicking the 'Block' button (for example, you
have not proactively started to install an application and the executable does not belong to an updater program
that you recognize)

»  Ifyou select 'Always trust the publisher of this file' then CIS will treat all files from this installer as safe and no
future alerts will be generated when you run executables by this publisher.

» Inall cases, please remember to select 'Submit this file to Comodo for analysis' so that our researchers can
establish whether the application is safe or not. If it is found to be safe, we shall add it to the global safelist
(whitelist). If it is found to be malicious we will add it to our global list of malware signatures (blacklist). Comodo
will then distribute the updated lists to all users of CIS.

You will see this type of alert if:

»  The sandbox is enabled
and

« 'Automatically detect and run installers outside the sandbox' is enabled. These settings can be modified in
Defense+ Tasks > Defense+ Settings > Sandbox Settings.
There are two versions of this alert - one for unknown installers that are not digitally signed and the second for unknown
installers that are digitally signed but the publisher of the software has nof yetbeen white-listed (they are not yet a Trusted
Software Vendor').
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Security Considerations

Unidentified Publisher

The publisher of setup.exe has NOT digitally signed their
application, Hence the origin of this application should not be
trusted. Cigital Signing helps with werifying the authenticity of
applications. IF you are unsure, we strongly recommend you
press the Sandbox button.

Alvaays krusk the publisher of this file
[Z] Submit the file to COMODO For analysis

[[] Create a "windows" system restore point

(4 Alow || (S Block

s
@ Chat with 5 Techician| (43 Sandbox
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change screen o green.exe

&

Security Considerations

BSOD Presventers

Although BSOD Preventers has digitallp signed their application,
they are not vet whitelisted by uz. IF you trust BSOD Preventers
and are installing or updating their application, you can
press the allow button.

Always trusk the publisher of this File
[Z] Submit the file to COMODO For analysis

[[] Create a "windows" system restore point

(0 Alow || (S Block

g
& Chat with a Technician r'..) Sandba:

Unknown and not digitally signed

Unknown and digitally signed but publisher
not yet whitelisted
(not yet a Trusted Software Vendor)

«  Unknown and unsigned installers should be either sandboxed or blocked.
»  Unknown but signed installers can be allowed to run if you trust the publisher, or may be sandboxed if you would

like to evaluate the behavior of the application.

« In both instances, select 'Submit the file to Comodo for analysis' so that we can effectively categorize the file and

add it to to our global white-list or blacklist.
Also see:

»  'Answering a Sandbox Alert' to see how CIS handles unknown applications that are not detected as being an

installer or updater program.

»  'Unknown Files: The Sand-boxing and Scanning Processes' - to understand the decision making process behind

why CIS chooses to sandbox certain applications.
«  'Trusted Software Vendors' - for an explanation of digitally signed files and ‘Trusted Software Vendors'.

6. Protected File Alerts usually occur when you try to download or copy files or when you update an already installed
application.

Were you installing new software or trying to download an application from the Internet? If you are downloading a file
from the 'net, try to use Allow without Remembering option to cut down on the creation of unnecessary rules within the
firewall.

If an application is trying to create an executable file in the Windows directory (or any of its subdirectories) then pay
special attention. The Windows directory is a favorite target of malware applications. If you are not installing any new
applications or updating Windows then make sure you recognize the application in question. If you don't, then select
Block This Request without selecting Remember My Answer option.

If an application is trying to create a new file with a random file name e.g. "hughbasd.dll" then it is probably a virus and
you should block it permanently by selecting Treat As Isolated Application (fourth down in the graphic below).
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Gllaw this request
() Black this request

(@) Treat this application as Installer or Updater -

. . Installer or Updater
[[] Create a "Windaws" system restare |Trysted Application

(7] Submit the files ko COMODO For ang s pplication

[[] Remember my answer

i Chat with a Technician '-,; Ok &) Cancel

7. ABuffer overflow Alert is generated when an application tries to send more data to its memory buffer than that the
buffer can handle. This may be a possible hacking attempt.

COMODO Defense+ Alert

@ Application;  Tu.exe
e

al

This is kypical of a buffer overflow attack. COMODO Defense+ has already isolaked
Tu.exe from the rest of the swstem and will keep it isolated unless wou skip this alert.
Howewver, it is still strongly recommended to terminate this application and
contact its vendor for a fix.

[T] Skip this application in the Future U Terminate u Skip

If you click Terminate, the application is denied access to execute.

If you click Skip, the application is excluded from monitoring for the moment and is allowed access. But on the next
attempt of attack the alert is generated again.

If you select 'Skip this application in the future', and click Skip, the application is excluded from monitoring permanently
and allowed access all the times. Do this only of the application is from a trusted vendor.

8. Ifa Defense+ alert reports a malware behavior in the security considerations area then you should Block the request
permanently by selecting Remember My Answer option. As this is probably a virus, you should also submit the
application in question, to Comodo for analysis.

9. Unrecognized applications are not always bad. Your best loved applications may very well be safe but not yet included in the
Comodo certified application database. If the security considerations section says “If xxx is one of your everyday applications, you
can allow this request’, you may allow the request permanently if you are sure it is not a virus. You may report it to Comodo for
further analysis and inclusion in the certified application database.

10. If Defense+ is in Clean PC Mode, you probably are seeing the alerts for any new applications introduced to the system - but not for
the ones you have already installed. You may review the 'Unrecognized Files' section for your newly installed applications and
remove them from the list for them to be considered as clean.

11. Avoid using Trusted Application or Windows System Application policies for you email clients, web browsers, IM or P2P
applications. These applications do not need such powerful access rights.

Answering a Sandbox Alert
By default, CIS will display an alert whenever it runs an unknown application in the sandbox:
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COMODD Internet Security Alert

Application Isclated

. pcflank.exe is an unrecognized file and has been
sandboxed as Partially Limited

[] Hide these alerts Don'k isolate it again

The alert will show the name of the executable that has been isolated in the sandbox. The application will be automatically
added to Unrecognized Files list.

«  Clicking the name of the application will open the Unrecognized Files interface, that displays a list of the
unrecognized files including the currently sandboxed application.

«  Clicking Don't isolate it again removes the application from the Unrecognized Files list and adds it to the Trusted
Files list, enabling the application to run outside the sandbox. Choose this option if you are absolutely sure that
the executable is safe.

Users are also reminded that they should submit such unknown applications to Comodo via the 'Unrecognized Files' interface.
This will allow Comodo to analyze the executable and, if it is found to be safe, to add it to the global safe list. This will ensure
that unknown but ultimately safe applications are quickly white-listed for all users.

Also see:

« 'Run with elevated Privileges' alerts.

« 'Unknown Files: The Sand-boxing and Scanning Processes' - to understand the decision making process behind
why CIS chooses to sandbox certain applications.

2.Antivirus Tasks - Introduction

The Antivirus Task Center allows you to quickly and easily configure all aspects of the Antivirus component
of Comodo Internet Security (hereafter known simply as '‘Comodo Antivirus').

Comodo Antivirus leverages multiple technologies, including Real-time/On-Access Scanning, On Demand Scanning and a fully
featured Scan Scheduler to immediately start cleaning or quarantining suspicious files from your hard drives, shared disks,
emails, downloads and system memory. The application also allows users to create custom scan profiles which can be re-used
across all scan types and features full event logging, quarantine and file submission facilities.

Comodo Antivirus detects and removes threats that are present on your machine and forms an additional layer of security on top
of the threat prevention offered by the Firewall and Defense+ components. The heuristics scanning capability of the application
identifies previously unknown viruses and Trojans.

Real-Time/On Access scanning feature scans each and every file accessed and the system memory continuously when the
computer is in use at the background. If any threat or intrusion is found, the antivirus blocks it and displays an alert immediately.
The alert enables you to get the help through GeekBuddy for removing the threat or to remove it by yourself. Refer to the section
The Results for more details.

In order to maintain maximum security levels, Comodo advises you to run regular Antivirus scans.

On-Demand scanning is also seamlessly integrated into the Windows operating system. Users can scan specific objects 'on the
fly' by simply right-clicking on a file, folder or drive and selecting Scan with Comodo AntiVirus from the context sensitive menu.

/ﬂ« Antivirus
The Antivirus tasks center can be accessed at all times by clicking on the Antivirus tab from the navigation
panel.
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Run a Scan El Submit Files
This section allows you to scan your hard Did your Antivirus report suspidous files? You
drive for mahware, viruses and spyware. can submit as many files as you wish to |
You need to restart your COMODG for analysis by using this section. |
computer for some
changes to take effect. i
= ’ Update Virus Database _,l Scheduled Scans
Eicit, | J This section allows you to check for the latest @ This section allows you to modify the
: = virus database and download the updates if scheduled virus scanning settings in order to
any. have your PC periodically scanned. |
S Quarantined Items + Scan Profies
1l Use this section to see and manzge the ! Use this section to add/remove new scanning
threats quarantined by the virus scanner. profiles which are used by the virus scanner

to determine the objects to be scanned.

i l View Antivirus Events 3 Scanner Settings
=:f This section allows you to view a record of @ This section allows you to change the
the svents, alerts and actions taken by the advanced settings that affects how the virus
virus scanner. scanner works.

Talk to a
Certified
i Z Technician

| CHATNOW |

The Antivirus main configuration area provides easy access to all the features. Click the links below to see detailed explanations
of each area in this section.

»  RunaScan

«  Update Virus Database
«  Quarantined Items

»  View Antivirus Events

«  Submit Files

«  Scheduled Scans

»  Scan Profiles

Scanner Settings

2.1.Run a Scan

When you want to check a disk or folder for possible infection from viruses and malware, you can launch an On-Demand Scan
using the Run a Scan option. This executes an instant virus scan on the selected item. You can also check a wide range of
removable storage devices such as CD's, DVD's, external hard-drives, USB connected drives, digital cameras - even your iPod!!

You have two options available when you choose to run an On-Demand Scan:
1. Scan a preselected area; or
2. Define a custom scan of the areas you choose, by creating a Scan Profile.

Apart from running an On-Demand scan from Run a Scan interface, you can also scan specific objects using
Context Sensitive Scan.

Scanning Preselected Areas

Comodo Antivirus has two pre-defined scan profiles to run On-Demand Scan on preselected areas on your system. These
predefined profiles cannot be edited or removed. They are:
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i. My Computer (Defauff) - When this Profile is selected, Comodo Antivirus scans every local drive, folder and file on
your system.

ii. Smart Scan - When this profile is selected, Comodo Antivirus runs a quick scan on the critical areas in your
system which are highly prone to infection from viruses, rootkits and other malware. The areas scanned include
system memory, autorun entries, hidden services, boot sectors and other critical areas like crucial registry keys in
Windows registry, system files and system configuration. These areas are highly responsible for the stability of
your computer and keeping them clean and sanitized is essential to keep your computer healthy and running.

Custom Scan
You can run the virus scan on selected disks or folders by setting the scan profiles beforehand. For more details on Scan
profiles, refer to Antivirus Tasks > Scan Profiles. You can also Create a Scan Profile from the Run a Scan option.

Comodo Antivirus also scans the archive files such as .ZIP, .RAR, and so on, on running an on-demand scanning.

To start an On-Demand scanning
1. Click 'Run a Scan'in the main Antivirus Tasks interface.

Tip: You can also start an on-demand scan by clicking 'Scan Now' link in the Antivirus area of the CIS summary screen.

The 'Run a Scan' panel appears.

€ Run a Scan o x

Flease select an item to launch & scan:
Profile Marne

My Computer

Smark Scan

@ 'what do these seftings do? Create Mew Scan l [ Scan l [ Close

From the 'Run a Scan' panel you can

»  Run a scan one of the items listed in the panel
- Add a new item to scan by creating a new scan profile
Save the Scan results as text file
- Disinfect any infected files, folders or applications
- Exclude an application you consider as safe from the threat list
To scan your system for viruses and malware
1. Click 'Run a Scan' in the Antivirus screen.
2. Select a Scan Profile name and click 'Scan'.

Comodo Antivirus checks for AV database updates and if available, updates the virus database in your system.
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€ Virus Database Update (28%) x

Please wait while the virus database is being updated.
This might take a few minukes, .,

Cownloading: BASE_EMD_UUSER_w10233.cav [47.8 MB/32.6 ME]

|Iﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂlﬂ

& w'hat do these settings da?

Note: Comodo Antivirus updates its Virus Database only if the option Automaticallu update the virus database before scanning

is selected in the Scanner Settings > Antivirus Behavior Settings > Manual Scanning tab. If you do not want the application
everytime you run a scan, you can disable this option.

Then Comodo Antivirus starts to scan the items, based on the scan profile you have selected.

€ Scanning: Smart Scan [6%)

Scanning: Smarkt Scan (6%}
Skakus: C W IRDOWS systema2ibasesey dll

@ Chbjecks Scanned: 7391 Start Time: 12/22/2011 12:24:14 PM
.ﬁn Threats Found; 1] Duration:  00:00:13

[ show on top

g rhat do these sefttings do? i oL | | B Stop Scan

You can Pause/Resume the scan as you wish during the scan. If you want to terminate the scanning, click 'Stop Scan'.
The Results

On completion of scanning, if any threats are found, an alert screen will be displayed. The alert will display the number of
threats/infections discovered by the scanning and provide you the options for cleaning.
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Wie recommend wou wark with @ GeekBuddy Certified Microsoft Expert to make sure wour
computer is completely cleaned and optimized. Let a GeekBuddy assist you now.

Mo, I will kry to clean it myself

To speak to a GeekBuddy, call 1-866-272-9804

[C] Do miot ask me this question again

« If you wish to have a skilled professional from Comodo to access your system and perform an efficient disinfection,
click "Yes, | want an expert to clean it'. If you are a first-time user, you will be taken to Comodo GeekBuddy webpage
to sign-up for a GeekBuddy subscription. If you have already signed-up for GeekBuddy services, the GeekBuddy chat

session will start and a skilled technician will offer to clean your system.

For more details on GeekBuddy, refer to the section Comodo GeekBuddy.

- If you wish to clean the infections yourself, select 'No, | will try to clean it myself'. The scan results screen will be

displayed.
€ COMODO Antivirus - Scan Results - 0 X
¥ al?  Threat Name Risk. -
M [#] C\Documents and Settings| administratoriDeskiopitestmyposecurity All_testsiSDTrest... High D i
M =] C:\Documents and Settings) Administrator\Desktophtestmypcsecurityi All_tests. zip High | —
=] ¥irTool.Win32.SDTPatch.~A@93990687 High e —
L [£] SDTrestore-0,2,zip|SDTrestore . exe
=] Application.Win32.LeakTest.~DSFW@9462027 Low
L [E] Osfwbypass. zip| 05fwbypassfosfubypass-demo. exe
-] Application.Win32.LeakTest.~TS@149925 Low
L [E] Trojansimulator.zip| Trojansimulator,exe
=] Application.Win32 LeakTest.~555@9463250 Lo
L [E] ss5.zip|ss5. 2%
=] Application.Win32.LeakTest.~TS2@91644 Lowy
L [E] TrojanSimulatar,2ip| TSSery . exe
=] Application.Win32.LeakTest.~RT@9474573 Low
L [£] regtest. zip|regsrvgs. exe
H=] ApplicUnwnt Win32.Leaktest.CopyCat@1 87034 Lo
L [] copycat.zip| CopyCatfcopycat. exe
H=] Application.Win32 LeakTest.~Coat@9445235 Lo E,
Save Resuls [ v Clean l [ =0 Igrore »
)

The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits, Malware and so
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Tip: You can sort the scan results by alphabetical order by clicking the 'Threat Name' column header. Similarly you can sort the
scan results based on the risk level by clicking the 'Risk' column header. To select all the entries for actions such as moving
them to quarantine or disinfect, select the check box beside the Threat name'.

To save the Scan Results as a Text File
1. Click 'Save Results' and enter the location in the 'Save As' dialog box.

Sawve in: |M_I,I Documetts V| @ ? - *
@My Music

@My Pictures
by Recent @Mv YWideos
Diocurnents

i

Dezktop

=

ky Documents

r
K

by Computer

File name: | cis_scan_resulty A | [ Save ]
g Save az type: | Teut Files[" txt] v | [ Cancel ]
dy M etworl,

To disinfect an application detected with a threat
1. Select the application from the results.

Tip: You can select multiple items at once by pressing and holding the Shift or Ctrl key while selecting the items. To select all
the items at once, select the 'All?' checkbox at the top left of the interface.
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2. Click 'Clean'.
€ COMODO Antivirus - Scan Results
¥ all?  Threat Name Risk -
1= [+ C:\Documents and Setkings)AdministratoriDesktophtestmypcsecurityl All_tests\S0Trest... High o | 5
I~} (=] C\Documents and Settings)AdministratoriDesktopltestmypcsecurityiall_tests.zip High o —
=] ¥irTool.Win32.SDTPatch.~A®@93990687 High o
L [£] SDTrestore-0.2,zip|SDTrestore.exe
=1 Application.Win32 LeakTest.~0SFW@9462027 Lo
L [E] Osfwbypass. zip| OSfwbypass,/osfwbypass-demo. exe
=] Application.Win32.LeakTest.~TS@149925 Low
L [E] TrojanSimulakar,zip| TrojanSimulator e
| =] Application.Win32.LeakTest.~555@9463250 Loy
L [E] sss.zip|sss.exe
=] Application.Win32 LeakTest.~TS52@91644 Lo
L [E] TrojanSimulator.zip| TS5ery . exe
H=] Application.Win32.LeakTest.~RT@9474573 Low
L [E] regtest.zip|regsrvas. exe
H=] ApplicUnwnt.Win32.Leaktest.CopyCat@187034 Loy
L [E] copycat.zip| CopyCatfcopycat. exe
=] Application.Win32 LeakTest.~Coat@9445235

If a disinfection routine is available for the selected intection(s), Comodo Antivirus will disinfect the application and retain the
application safe. If the disinfection routine is anot available, Comodo Antivirus will move the infections to Quarantine for later
analysis and restoring/removal of the files. For more details on quarantine feature, refer to Quarantined Items.

A confirmation dialog will be displayed for disinfecting or moving the threat to quarantine.

COMODO Internet Security Premium X

‘*-?‘::) Are wou sure you wank o quarantine the selected ikems?

[ Yes ] [ Mo

3. Click 'Yes'.

To ignore an application / file you consider as safe from the threat list

1. Select the application from the results.

Tip: You can select multiple items at once by pressing and holding the Shift or Ctrl key while selecting the items. To select all
the items at once, select the 'All?' checkbox at the top left of the interface.

2. Click 'lgnore'.
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Risk, =
urityAll_tesksiSDTrest, .. High =
ypcsecurityiall_tests. zip High o
High o
[ Lo
N0, EXE
Laws
Lo
Lo
L

L] Lo

Laws N

Save Results f Clzan = Ignore Bk Once
Add ko Trusted Files

Report this to COMODO as a False Alert

Add ko Exclusions

Selecting Ignore provides you with four options.
» Once - If you click 'Once', the virus is ignored only at that time only. If the same application invokes again, an
Antivirus alert is displayed.

«  Add to Trusted Files - If you click 'Add to Trusted Files', the virus is moved to Trusted Files area. The alert is not
generated if the same application invokes again.

»  Report this to COMODO as a False Alert - If you are sure that the file is safe, select 'Report this to COMODO as
a False Alert'. The Antivirus sends the file to Comodo for analysis. If the file is trustworthy, it is added to the
Comodo safelist.

»  Add to Exclusions - If you click 'Add to Exclusions', the virus is moved to Exclusions list. The alert is not
generated if the same application invokes again.

Creating a Scan profile

Scan Profiles are the user-defined profiles containing specific areas on your system that you wish to scan and can be re-used
for all future scans.

To create a new scan profile

1. Click 'Create New Scan' in the 'Run a Scan' interface.
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€ Run aScan

Please select an ikem to launch & scan:
Prafile: Mamme
My Computer

Smark Scan

———————
T
@ Y/hat do these settings do? <[ Create Mew Scan l [) Scan ] [ Close:
 ————

. Z

The 'Scan Profile' configuration appears.

€ Scan Profile

Mame:

List of items to be scanned:
Path

There are no items to show.

@ What do these settings do?

2. Type a name for the scan profile to be created in the 'Name' box.

3. Click 'Add".

A configuration screen appears, prompting you to select the locations to be scanned when the newly created scan profile is
selected.

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 98



cCOMODO

Creating Trust Online®

-yl Comp ﬂ C:\Program Files\,
X%

e.Bin |/
Config.Msi )
configuration 3
L CVPN
., Documents
2. Documents and Settings
OptionalComponents
. PerfLogs
oy
Frogrambiaia
Recovery
System Volume Informal
. Users
L Windows
. Program Files (x86) q

(] " | )

& What do these settings do? Apply l [ Cancel

4.  Select the locations from the left column, drag and drop to the right column or select the locations and click right arrow
to move selected folders to right column.

5. Click "Apply.

6. Repeat the process to create more Scan Profiles.

Note: You can also create new Scan Profiles by accessing Scan Profiles in the Antivirus Screen.

Context Sensitive Scan

You can right click any item i.e. a drive, folder or a file in Windows Explorer and select 'Scan with COMODO Antivirus' from the
context sensitive menu to perform a virus scan selectively on the item. This is useful when you suspect a particular item might
contain virus due to newly downloaded or copied folder/file.
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File  Edit “iew, Favorites  Tools  Help

TQ i |
@Back Rt @ x @ épSearch ﬁ:‘“ Folders '

Other Places

Open
My Docurnents Explore
IE Shared Yideo Search...
a My Compuker Queue-It-Up
% 1y Metwork Places Add to Playlist...
Play with Media Plawer
Refresh Thumbnail
an. . —
€ Scan with COMODO Antivirus >
Lo ——-"'_-:‘
Cuk
Copy

Create Shorbout
Delete
Rename

Properties

2.2.Update Virus Database

In order to guarantee the relevance of your antivirus software, it is imperative that your virus databases are updated as regularly
as possible.

Our antivirus database is maintained and updated around the clock by a team of dedicated technicians, providing you with the
solutions to the latest virus outbreaks. Updates can be downloaded to your system manually or automatically from Comodo's
update servers.

To manually check for the latest virus Database and then download the updates
1. Click on the 'Update Virus Database' from the main Antivirus Tasks interface.

Note: You must be connected to Internet to download the updates.

A dialog box appears, showing you the progress of update process.
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€ Virus Database Update (28%) x

Please wait while the virus database is being updated.
This might take a few minukes, .,

Cownloading: BASE_EMD_UUSER_w10233.cav [47.8 MB/32.6 ME]

|18 i i

i w'hat do these settings da?

On completion, your virus database is made up to date.

i‘:? The wvirus signature database is up-to-date.

@ What do these settings do?

When infected or possibly infected files are found, if the antivirus database has been not updated for a critically long time, or
your computer has not been scanned for a long time, the main window of Comodo Antivirus recommends a course of action and
gives a supporting explanation. We have customized our application to achieve optimal performance based on the extensive
expertise of Comodo in the antivirus protection business.

Automatic Updates

Comodo AntiVirus checks for latest virus database updates from Comodo website and downloads the updates automatically.
You can configure Comodo Antivirus to download updates automatically in the Scanner Settings for Real Time Scanning (On-
Access Scanning) and Scheduled Scanning. Refer to Real Time Scanning Settings and Scheduled Scanning Settings.

2.3.Quarantined ltems

The quarantine facility removes and isolates suspicious files into a safe location before analyzing them for possible infection.
Any files transferred in this fashion are encrypted- meaning they cannot be run or executed. This isolation prevents infected files
from affecting the rest of your PC. If a file cannot be disinfected, then it provides a reliable safe-house until the virus database is
updated- neutralizing the impact of any new virus.

For adding executables to Quarantined items, refer to Antivirus Tasks > Run a Scan. You can also:

- Manually add applications, executables or other files, that you do not trust, as a Quarantined item
«  Delete a selected quarantined item from the system

»  Restore a quarantined item

+  Delete all quarantined items

«  Submit selected quarantined items to Comodo for analysis

To view the list of Quarantined ltems
«  (Click 'Quarantined Items' from the main Antivirus Tasks interface.
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€ Quarantined Items =]
Item Location Date/Time
Userltem ™ C:\CvPMYbrblack149%6gmai... 01 Aug 11 15:36
e
Userltem ™ D:\Work'cesm_supporting_... 01 Aug 11 15:34
@ What do these settings do? T l [ Close
4

Column Descriptions
»  Item - Indicates which application or process propagated the event;

«  Location - Indicates the location where the application or the file is stored;
«  Date/Time - Indicates date and time, when the item is moved to quarantine.

Manually adding files as Quarantined Items
If you have a file, folder or drive that you suspect may contain a virus and not been detected by the scanner, then you have the
option to isolate that item in quarantine.

To manually add a Quarantined Item
«  Click Add and select the file from Open dialog box.

To delete a quarantined item from the system
«  Select the item and Click 'Delete’".

This deletes the file from the system permanently.

To restore a quarantined item to its original location
«  Select the item and click 'Restore'.

If the restored item does not contain a malware, it operates as usual. But if it contains a malware, it is detected as a threat
immediately, if the Real Time Scanning is enabled or during the next scan.

To remove all the quarantined items permanently
«  Click 'Clear'.

This deletes all the quarantined items from the system permanently.

To submit selected quarantined items to Comodo for analysis
«  Select the item from the list and click 'Submit'.

Note: Quarantined files are stored using a special format and do not constitute any danger to your computer.

2.4.\iew Antivirus Events

Comodo Antivirus documents the results of all actions performed by it in extensive but easy to understand reports. A detailed
scan report contains statistics of all scanned objects, settings used for each task and the history of actions performed on each
individual file. Reports are also generated during real-time protection, and after updating the antivirus database and application
modules.

By default, CIS stores the log file in Support DataBase (SDB) format as cislogs.sdb file which is located in C:\Documents and
Settings\All Users\Application Data\Comodo\Firewall Pro. Logs stored in this file can be extracted by using a suitable
application. Logs can also be exported to html by clicking ‘More.. > File > Export'.

To view a log of Antivirus Events
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Click 'View Antivirus Events' from the main Antivirus Tasks interface.

€ Antivirus Events

Location Malware Name Action Status Date

:[= €:\CVPNYbrblack 149 %gmail.com_...  UserItem Quarantine Success 8/1/20113:3... |

%) C:'\Program Files\Windows Photo Vi... Userltem Quarantine Failure 8/1/2011 3:3...

[ D: \Work\cesm_supporting_docs'R... Userltem Quarantine SuCcess 812011 3:3...
@ What do these settings do? Refrash l [ T ] [ i

Column Descriptions

Location - Indicates the location where the application detected with a threat is stored.

Malware Name - Name of the malware event that has been detected.

Action - Indicates action taken against the malware through Antivirus.

Status - Gives the status of the action taken. It can be either 'Success' or 'Fail'.
Date - Indicates the date of the event.

COMODO

Creating Trust Online®

Click 'More' to load the full, Comodo Internet Security Log Viewer module. Alternatively, this module can be opened by double-
clicking the 'cfplogvw' exe file that is stored in the installation path of the CIS application. Usually the path is C:\Program
Files\COMODO\COMODO Internet Security.

This window contains a full history of logged events in two categories: Logs per Module and Other Logs.

It also allows you to build custom log files based on specific filters and to export log files for archiving or troubleshooting

purposes.
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i Fle Wew
i ESToday [=Current Week =5 Current Month 5 Entire Period

SR < v o

&8 L_-:q:nerf'hm‘e Date Location Mahwars Name Action Stats -
&%) Antivirus Events J1/3018 3134:38PM [ D:1Nork cesm_supporbng docs Pleleaseloles CMM.D... Lserltem Quarantine  Swccess
% ;;m?:‘::m 8/1/2011 3:36:10 PM [t Cs\Program FlesWindows Fhoto Viewer\PhotoBase.dll  Userltem Quaranting  Failure

=& u‘ﬁﬂmgs /12011 3:36:35PM [P CHACWPHrbrblack 145%0gmail. com_pub.pem Userltem Quarantine  Sucress
0 Herts Displayed
B Tasks Launched
OO Configurabon Changes
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Saptesber, 2011
MTWTFGSS3
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121314 15 16 17 1B
1902122232425
HA7W/AHW

Records: 3 <

The Log Viewer Module is divided into three sections. The top panel displays a set of handy, predefined time Filters. The left
panel displays the types of Logs. The right hand side panel displays the actual events that were logged for the time period you
selected in the top panel and the type of log selected in the left panel (or the events that correspond to the filtering criteria you
selected).

The Logs per Module option contains the logged events of Firewall, Defense+ and Antivirus modules and Other Logs options
contains logged events of the following:

«  Alerts Displayed: Displays the list of various alerts that were displayed to the user, the response given by the user
to those alerts and other related details of the alert.

- Tasks Launched: Displays the various Antivirus tasks such as updates and scans that have taken place. This
area will contain a log of all on demand and scheduled AV scans and the result of that scan.

- Configuration Changes: Displays a log of all configuration changes made by the user in the CIS application.
Filtering Log Files
Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria.
Preset Time Filters:

Clicking on any of the preset filters in the top panel alters the display in the right hand panel in the following ways:

»  Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

+  Current Month - Displays all logged events during the month that holds the current date.

Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Antivirus Events for "Today' are displayed.
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I Fle Wew
i FSirocay = Current Week = Current Month 5 Entire Period
[EEEE © Anvvicus events =
E' ¥ Logs perMadde Date Location Matare Nams Action Statis -
s GTI/01E 33438 PM [ D Alork s, sLpporing, docs Fleleaselotes CHI.D .. Losritem Quarantine  Swccess
/2011 :360PM [ CoiProgram FlesWindows Fhoto Viewer\PhotoBase.dl  Userltem Quarantine  Failre
/12018 3:35:39 PM [T CACYPNbrblack 199%0amail.com_pub.oem Useritem Quarantine  Suoess
I Date Filter
i1
T W FS§S5
1/2 34567
B % 1011121314
PR LR R R S |
121325 10 1T 28
¥wn
Septesber, 2011
MTWTFS33
12534
56 78 91011
12131415 16 17 1B
1922122232425
HI7W/AIH -
L) n |3
Records: 3 4
Note: The type of events logged by the Antivirus, Firewall and Defense+ modules of Comodo Internet Security differ from each
other. This means that the information and the columns displayed in the right hand side panel change depending on which type
of log you have selected in the top and left hand side panel. For more details on the data shown in the columns, see View
Firewall Events or View Defense+ Events.

User Defined Filters:

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to specific filters.
The type of filters available for Firewall logs differ to those available for Defense+ logs. The table below provides a summary of
available filters and their meanings:

Available Filters - Logs per Module

Antivirus Filter Firewall Filters Defense+ Filters

Action - Displays events according Action - Displays events according to | Application - Displays only the events
to the response (or action taken) by the response (or action taken) by the propagated by a specific application
the Antivirus firewall

Location - Displays only the events Application - Displays only the events | Flags - Displays events according to the
logged from a specific location propagated by a specific application response (or action taken) by Defense+

Malware Name - Displays only the Destination IP - Displays only the
events logged corresponding to a events with a specific target IP
specific malware address

Target - Displays only the events that
involved a specified target application

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 105



Comodo Internet Security 2012 - User Guide COMODO

Creating Trust Online®

-

f.

Available Filters - Logs per Module

Status - Displays the events Destination Port - Displays only the

according to the status after the events with a specific taraet port
action taken. It can be either P getp

'Success' or 'Fail' number

Direction - Indicates if the event was
an Inbound or Outbound connection

Protocol - Displays only the events
that involved a specific protocol

Source IP address - Displays only
the events that originated from a
specific IP address

Source Port - Displays only the
events that originated from a specific
port number

Creating Custom Filters
Custom Filters can be created through the Advanced Filter Interface. You can open the Advanced Filter interface either by using
the View option in the menu bar or using the context sensitive menu.

«  Click View > Advanced Filter to open the 'Advanced Filter' configuration area.
Or
«  Right click on any event and select 'Advanced Filter' option to open the corresponding configuration area.

The 'Advanced Filter' configuration area is displayed in the top half of the interface whilst the lower half displays the Events,
Alerts, Tasks or Configuration Changes that the user has selected from the upper left pane. If you wish to view and filter event
logs for other modules then simply click log name in the tree on the upper left hand pane.

The Advanced Log filter displays different fields and options depending on the log type chosen from the left hand pane
(Antivirus, Defense+, Firewall).

This section will deal with Advanced Event Filters related to 'Antivirus Events' and will also cover the custom filtering that can be
applied to the 'Other Logs' (namely 'Alerts Displayed', Tasks' Launched' and 'Configuration Changes'). The Firewall and
Defense+ Advanced Event Filters are dealt with in their respective sections.

Antivirus Events - Advanced Filters

To configure Advanced Filters for Antivirus events
1. Select 'View > Advanced Filter'

2. Select 'Antivirus Events' under 'Logs Per Module'

You have 4 categories of filter that you can add. Each of these categories can be further refined by either selecting or
deselecting specific filter parameters or by the user typing a filter string in the field provided.

3. Click the 'Add" button when you have chosen the category upon which you wish to filter.
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Following are the options available in the 'Add' drop-down:

i.  Action: Selecting the 'Action’ option displays a drop down field and a set of specific filter parameters that can be
selected or deselected.

Advanced Filter

Action Equal v |C] Quarantine [ Ionore [ Ask [ Bloek Remove
] Remave ] Detect [ Restore

) Select 'Equal' or 'Not Equal' option from the drop down. 'Not Equal' will invert your selected choice.

) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:
»  Quarantine: Displays events where the user chose to quarantine a file

»  Remove: Displays events where the user chose to delete an item

o Q

« Ignore: Displays events where the user chose to ignore an item
»  Detect: Displays events for detection of a malware
- Ask: Displays events when user was asked by alert concerning some Defense+, Firewall or Antivirus event
- Restore: Displays events of the applications that were quarantined and restored.
The filtered entries are shown directly underneath.

For example, if you checked the 'Quarantine' box then selected 'Not Equal’, you would see only those Events where
the Quarantine Action was not selected at the virus notification alert.

ii. Location: Selecting the 'Location' option displays a drop-down field and text entry field.

Location Remaove
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a) Select 'Contains' or 'Does Not Contain' option from the drop-down field.

b) Enter the text or word that needs to be filtered.
The filtered entries are shown directly underneath.
For example, if you select 'Contains' option from the drop-down field and enter the word 'unclassifiedMalware' in the
text field, then all events containing the word 'unclassifiedMalware' in the Location field will be displayed directly

underneath. If you select 'Does Not Contain' option from the drop-down field and enter the word 'System' in the text
field, then all events that do not have the word 'System’ will be displayed directly underneath.

iii. Malware Name: Selecting the 'Malware' option displays a dropdown field and text entry field.

Advanced Filter

Malware Name

a) Select 'Contains' or 'Does Not Contain' option from the drop-down field.
b) Enter the text or word that needs to be filtered.
The filtered entries are shown directly underneath.

Refer to the example given for 'Location' option for better understanding.

iv. Status: Selecting the 'Status' option displays a drop-down field and a set of specific filter parameters that can be
selected or deselected.

Status Equal v| |[¥]iSuccess Remave
= [T Failure

a) Select'Equal' or 'Not Equal' option from the dropdown field. 'Not Equal' will invert your selected choice.
b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:

«  Success: Displays Events that successfully executed (for example, the
database was successfully updated)

- Failure: Displays Events that failed to execute (for example, the database
failure to update correctly)

The filtered entries are shown directly underneath.

Refer to the example given for 'Action’ option for better understanding.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, the option to select the next
filter type automatically appears. You can also remove a filter type by clicking the 'Remove' option at the end of every filter
option.

Other Logs - Advanced Filters
The Advanced Filter function for Alerts Displayed, Tasks Launched and Configuration Changes are the same in Antivirus
interface, Firewall interface and Defense+ Interface.

To configure Advanced Filters for Alerts Displayed
1. Select 'View > Advanced Filter'.

2. Under 'Other Logs', select 'Alerts Displayed'.

This will open the Advanced Filter pane to the upper right. From here, you can chose the category of filter from a drop
down box. Each of these categories can be further refined by either selecting or deselecting specific filter parameters
or by the user typing a filter string in the field provided.

3. Click 'Add" when you have chosen the category upon which you wish to filter.
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The following table lists the various filter categories and parameters for 'Alerts Displayed'.

Available Filters - Other Logs - Alerts Displayed

Filter Option Description

Type Displays the type of alert. It can be a Firewall, Defense+ or Antivirus alert
Description Displays the name of the event

Advice Suggests an advice that can be executed by the user for that event
Answered Displays the date and time on which the alert was answered

Flags Filters the events based on the flags set for them.

Answer Displays the answer that was given by you for the alert

Treat As Displays the type of policy, if any, for the corresponding event type

To configure Advanced Filters for Tasks Launched
1. Select 'View > Advanced Filter'.

2. Under 'Other Logs', select 'Tasks Launched'.

This will open the Advanced Filter pane to the upper right. From here, you can chose the category of filter from a drop
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down box. Each of these categories can be further refined by either selecting or deselecting specific filter parameters
or by the user typing a filter string in the field provided.

3. Click 'Add" when you have chosen the category upon which you wish to filter.

€ COMODD Internet Security Premium - Log Viewer

PoFle Wiew
! B Today [ Curent Week [B] CurentMonth 5] Entire

5l EE Logs per Module
X antivirus Events
#2] Frewal Events
3] Defienise + Events
= ] other Logs

plaved 52 Tasks Launched X

0 derts Displayed PR A T oot RRRTRERERR (g § SRR PSR e
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B/42011 3:10:44 P Ulograde B/1f2011 3:11:56 PM COMODC Internet S2c... COMCDO Inte
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Records: 5 2

The following table lists the various filter categories and parameters for 'Tasks Launched'.

Available Filters - Other Logs - Tasks Launched

Filter Option Description
Type Displays the type of task. It can be an antivirus update or scan type.
Parameter Displays the name of the scan profile. This column is populated only if 'Av Scan' option is

displayed in 'Type' column.

Completed Displays the date and time at which the task was executed.

Code Displays a code value if the task was not performed successfully and for task updates it shows a
standard value: 0x00000001 if base is up to date

To configure Advanced Filters for ‘Configuration Changes'
1. Select 'View' > 'Advanced Filter'

2. Under 'Other Logs', select 'Configuration Changes'

This will open the Advanced Filter pane to the upper right. From here, you can chose the category of filter from a drop
down box. Each of these categories can be further refined by either selecting or deselecting specific filter parameters
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or by the user typing a filter string in the field provided.

3. Click 'Add" when you have chosen the category upon which you wish to filter.

c COMODO Internet Security Premium - Log Viewer
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The following table lists the various filter categories and parameters for 'Configuration Changes'.

Available Filters - Other Logs - Configuration Changes

Filter Option Description
Action Displays events according to the response (or action taken) by Defense+
Modifier Displays events sorted based on whether the configuration was changed by the User, Antivirus

alert, Firewall alert or Defense+ alert. It could also be a Buffer Overflow alert, Auto learn or
Execution alert.

Object Displays the object for which the configuration change took place.
Name Displays the name of the configuration entry, if it can be determined
Date Filter

The Date Filter can be seen in the lower left hand pane. Using the Date Filter you can easily see the events on a particular date
or on a date range.
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To view the events on a particular date
1. Click the right arrow or the left arrow to select the required month and year.

L | July, 2011 3

2. Now, click the required date. The events on that particular date is displayed.
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Date Filter
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To view the events on a date range
1. Click the right arrow or the left arrow to select the required month and year.
2. Select the start date from which you wish to view the events. Hold the shift key and click the end date till which you
wish to view the events. The events for that particular date range is displayed.

Date Filter R =

L | July, 2011 [ 3
MTWTFS 5
1 2 3
4 5 6 78 910
1112 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31

August, 2011
M TWTFS S
112 3 4506 7
8 9 10111213 14
15 16 17 18 19 20 21
2223242526 27 28
29 30 31

To close the Date Filter
«  Click the X" symbol in Date Filter.

Or

«  Click 'View" in the menu bar and click the 'Date Filter' option. This is a toggle command and you can repeat this
step to make the Date Filter appear.
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Date Filter
Advanced Filter
Toolbar

Status Bar

NRRNER

Refresh F5

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. After making your choice and setting the filters. the log
displayed can be directly exported as HTML file. There are two ways to export log files in the Log Viewer interface - using the
context sensitive menu and via the 'File" menu option.

i. File Menu
1. Select the event for which the log report is to be taken.

2. Click 'Export' from the File menu.

3. Select the location where the log report has to be saved, provide a file name and click 'Save'.

ii. Context Sensitive Menu

1. Right click in the log display window to export the currently displayed log file to HTML.

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export' from the context
sensitive menu. Again, you are asked to provide a file name and save location for the file.

2.5.Submit Files to Comodo for Analysis

Files which are not in the Comodo safe list and are also unknown to the user can be submitted directly to Comodo for analysis
and possible addition to the safe list. Files can also be submitted by clicking 'Submit' button in the Unrecognized Files interface.

You can submit the files which you suspect to be a malware or the files which you consider as safe but identified as malware by

Comodo Antivirus (False Positives). The files are analyzed by experts in Comodo and added to white list or black list
accordingly.

To submit files to Comodo
1. Click on the 'Submit Files' link from the main Antivirus Tasks interface. The Browser dialog opens.
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2. Select the items (files or folders) you wish to submit to Comodo for analysis from the right hand pane and move them
to left hand pane by clicking the right arrow one by one. (If you want to revert a file, select the file from the left hand
pane and click the left arrow)

3. Click 'Submit As' and select :

»  'False-Positive' for files you consider to be safe or
«  'Suspicious' for files you suspect to be malware from the submit options.

Submit As # False-Positive

Suspicious

Progress bars indicate the progress of the files submission to Comodo.

€ Submitting... x

ﬂ Flease wait while the files are being submitted. ..

File: D:\photoimages.jpag
Operation: Performing online lookup. ..

Cwerall progress:

P

When a file is first submitted, Comodo's online file look-up service will check whether the file is already queued for analysis by
our technicians. The results screen displays these results:
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€ Submit Results X

The submit has been completed. Please review the list below for the results.

File Path Result
E-Eic:‘nPrngram Files\Test\Biography by Wiliam Someset Maughm.odt i Successfully subm..
-Eic:‘lPrngram Files\Test\Biography by Wiliam Someset Maughm.odt i Already submitted

Close
A

«  'Successfully submitted' - The file's signature was not found in the list of files that are waiting to be tested and
was therefore uploaded from your machine to our research labs.

- 'Already submitted' - The file has already been submitted to our labs by another CIS user and was not uploaded
from your machine at this time.

Comodo will analyze all submitted files. If they are found to be trustworthy, they will be added to the Comodo safe list (i.e. white-
listed). Conversely, if they are found to be malicious then they will be added to the database of virus signatures (i.e. black-listed).

2.6.Scheduled Scans

Comodo Antivirus features a highly customizable scheduler that lets you timetable scans according to your preferences.
Comodo Antivirus automatically starts scanning the entire system or the disks or folders contained in the profile selected for that
scan.

You can add an unlimited number of scheduled scans to run at a time that suits your preference. A scheduled scan may contain
any profile of your choice.

You can choose to run scans at a certain time on a daily, weekly, monthly or custom interval basis. You can also choose which
specific files, folders or drives are included in that scan.

Perhaps you wish to check your entire system first thing in the morning; maybe you prefer the middle of the night!! Comodo
Antivirus gives you the power to choose, allowing you to get on with more important matters with complete peace of mind.

»  To view the Scheduled Scans interface, click on the 'Scheduled Scans' link in the Antivirus Tasks interface.
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Comodo Antivirus is shipped with two default schedules '"Weekly Virus Scanning #1' and "Weekly Virus Scanning #2' to scan
your computer on every Sunday at 12:00 am and every Wednesday at 12:00 am respectively. You can edit these schedules by

selecting it and clicking the 'Edit' button.
From the 'Scheduled Scans' panel, you can

«  Seta new scheduled scan
»  Edit a pre-scheduled scan and
«  Cancel a pre-scheduled scan

The detection settings for the Scheduled Scans can be configured under the Scheduled Scanning tab of the Scanner Seftings

interface.

To add a new scan schedule

1. Click 'Add' from 'Scheduled Scans' interface. The 'Scan Schedule' panel will open.
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2. Type a name for the newly scheduled scan in the '"Name' box.

3. Select a scanning profile from the list of preset scanning profiles by clicking at the drop-down arrow, in the 'Profile’ box.
(For more details on creating a custom Scan Profile that can be selected in a scheduled scan, see Antivirus Tasks >
Scan Profiles.

4.  Select the days of the week you wish to schedule the scanning from 'Days of the Week' check boxes.
5. Set the starting time for the scan in the selected days in the 'Start time' drop-down boxes.
6.  Click 'Apply'.

Repeat the process to schedule more scans with different scan profiles.

To edit a Scheduled Scan

1. Select the schedule from the list.

Click 'Edit' in the 'Scheduled Scans' setting panel.
Edit the necessary fields in the 'Scan Schedule' panel.
Click 'Apply".

o~

To cancel a pre-scheduled scan
1. Select the Scan Schedule you wish to cancel in the 'Scheduled Scans' settings panel.

2. Click 'Remove'.

2.7.Scan Profiles

Creating a Scan Profile allows you to instruct Comodo Antivirus scan selected areas, folders or selected drives of your system.
You will be asked to select a profile whenever you click the 'Scan Now' link on the Summary Screen.

You can create custom scan profiles, to define selected disks or folders to be scanned and the created scan profile can be re-
used for any desired scan event i.e. Run a Scan (On-Demand Scanning) and Scheduled Scans. You can create as many
number of custom scan profiles as you wish according to the usage of your system. A Scan Profile allows you to scan only a
selected area of your storage, saving time and resources.
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«  New scan profiles can be created by clicking the 'Create New Scan' button in the 'Run a Scan' panel or by
clicking the 'Add button' in the 'Scan Profiles' area.

«  New scan profiles can then be referenced when creating a new 'Scheduled Scan' and as the target of an on-
demand scan in the 'Run a scan' area.

Just to clarify, AntiVirus scan profiles are purely concerned with the location of a scan, not the parameters of the scan. All scan
profiles use the parameters as determined in the specific 'Scanner Settings' tab of that type of scan.

To access the Scan Profiles interface

«  (Click 'Scan Profiles' from the main Antivirus Tasks interface.

€ Scan Profiles

Profile Mame

My Computer

Smart Scan

IHE .

Remoyve

@ what do these settings do? [ Apply ] [ Cancel l

o

Comodo Antivirus contains two default Scan Profiles 'My Computer' and 'Smart Scan'. These profiles are predefined and cannot
be edited or removed.

i. My Computer (Defauff) - On selecting this, the Antivirus scans all drives on your machine.

i. Smart Scan - On selecting this, the Antivirus runs a quick scan on the critical areas in your system which are
highly prone to infection from viruses, rootkits and other malware. The areas scanned include system memory,
autorun entries, hidden services, boot sectors and other critical areas like crucial registry keys in Windows registry,
system files and system configuration. These areas are highly responsible for the stability of your computer and
keeping them clean and sanitized is essential to keep your computer healthy and running.

You can select any one of these Scan Profiles if you want to scan the respective areas.

To create a new scan profile from Scan Profiles option

1. Click 'Scan Profiles' from the main Antivirus Tasks interface.
2. Click 'Add". The 'Scan Profile' dialog appears.

3. Type a name for the scan profile to be created in the 'Name' box and click 'Add'.
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A configuration screen appears, prompting you to select the locations to be scanned when the newly created scan profile is
selected. The left column displays all possible items (drives, folders and files) on your system for which scanning is available.

4. Browse to the folder location in the left column and select the folder.

5. Drag and drop all the files, folders and/or drives you require, into the right hand panel or select the files or folders and
move them to left-hand pane by clicking the right arrow one by one. (If you want to revert a file, select the file from the
left hand pane and click the left arrow).

C Please drag and drop your selection in the Selected items section x
~Exisking kems ~Selected items
= @ Desktop 3 CiDocumnents and Setkingst AdminiskratoriMy O
I 122111
= My Documents
My Music
A //
et | ) Downloaded Yideo:
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- Deskkop =
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o Tu
:ﬂ My Computer
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Comodo Dragon

COMODD GeekBuddy

a COMODO Internet Security
E] expart.cfgx q hd] 1] _r_]
© what do these seftings do? [ apply ] [ Cancel l
6.  Click 'Apply'.

7. Repeat the process to create more Scan Profiles.
8. Click 'Apply" in the Scan Profile interface for the created profiles to take effect.

You can see that the Scan Profile you have created, appearing as a target profile in the 'Run a Scan' panel...
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«  Toedita Scan Profile, select the profile and click 'Edit'.
«  Todelete a Scan Profile, select the profile and click 'Remove'.

2.8.Scanner Settings

The Settings configuration panel allows you to customize various options related to Real Time Scanning (On-Access Scanning),
Manual Scanning, Scheduled Scanning and Exclusions (a list containing the files you considered safe and ignored the alert
during a virus scan).

«  The settings made for each type of the scan applies to all future scans of that type.

« Allitems listed and all items added to the 'Exclusions’ list is excluded from all future scans of all types.

To open Virus Scanner Settings panel
«  Click on 'Scanner Settings' link in the Antivirus Tasks interface.
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C Antivirus Behavior Settings x

Real Time Scanning | Manual Scanning | Scheduled Scanning | Exclusions

Real-Time Scanning

O ACcess - Real-time scanner is enabled
- Ewerything is scanned on-access
- Stateful file inspection increases the real-time scanning speed

Skakeful

Disabled
Dekeckion
[[] scan memory on skart
[ Do nat show antivirs alerts Block Threats -
[+ Automatically update virus database

[+ Show natification messages

Heuristics Scanning Level Law hd
Do not scan Files larger than (ME) 40
keep an alert on the screen For (seconds) 120
Do niok scan scripk Files larger than (ME) 4
i what do these settings da? (0] 4 l [ Cancel

The options that can be configured using the settings panel are

»  Real Time Scanning - To set the parameters for on-access scanning;

«  Manual Scanning - To set the parameters for manual Scanning (Run a Scan);

«  Scheduled Scanning - To set the parameters for scheduled scanning;

+  Exclusions - To see the list of ignored threats and to set the parameters for Exclusions.

2.8.1. Real Time Scanning

The Real time Scanning (aka 'On-Access Scanning') is always ON and checks files in real time when they are created, opened
or copied. (as soon as you interact with a file, Comodo Antivirus checks it). This instant detection of viruses assures you, the
user, that your system is perpetually monitored for malware and enjoys the highest level of protection.

The Real Time Scanner also scans the system memory on start. If you launch a program or file which creates destructive
anomalies, then the scanner blocks it and alerts you immediately - giving you real time protection against threats.

You also have options to automatically remove the threats found during scanning and to update virus database before scanning.
It is highly recommended that you enable the Real Time Scanner to ensure your system remains continually free of infection.

The Real Time Scanning setting allows you to switch the On Access scanning between Disabled, Stateful and On Access and
allows you to specify detection settings and other parameters that are deployed during on-access scans.

To set the Real Time Scanning level
»  Click on the 'Real Time Scanning' tab in the 'Scanner Settings' panel.
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C Antivirus Behavior Settings x

Real Time Scanning | Manual Scanning | Scheduled Scanning | Exclusions

Real-Time Scanning

O ACcess - Real-time scanner is enabled
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Disabled
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Heuristics Scanning Level Law hd
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Do niok scan scripk Files larger than (ME) 4
i what do these settings da? (0] 4 l [ Cancel

Drag the real time Scanning slider to the required level. The choices available are Disabled (not recommended),
Stateful (default) and On Access. The setting you choose here are also displayed in the Summary screen.

«  OnAccess - Provides the highest level of On Access Scanning and protection. Any file opened is scanned
before it is run and the threats are detected before they get a chance to be executed.

- Stateful (Default) - Not only is Comodo Internet Security one of the most thorough and effective AV solutions
available, it is also very fast. CIS employs a feature called Stateful File Inspection for real time virus
scanning to minimize the effects of on-access scanning on the system performance. Selecting the 'Stateful'
option means CIS scans only files that have not been scanned since the last virus update - greatly improving
the speed, relevancy and effectiveness of the scanning.

- Disabled - The Real time scanning is disabled. Antivirus does not perform any scanning and the threats
cannot be detected before they impart any harm to the system.

Detection Settings

«  Scan memory on start - When this check box is selected, the Antivirus scans the system memory during system
start-up (Default = Disabled).

- Do not show antivirus alerts - This option allows you to configure whether or not to show antivirus alerts when
malware is encountered. Choosing 'Do not show antivirus alerts' will minimize disturbances but at some loss of
user awareness. If you choose not to show alerts then you have a choice of default responses that CIS should
automatically take - either '‘Block Threats' or '‘Quarantine Threats'. (Default = Enabled and ‘Block Threats’)

Note: Comodo Antivirus will handle the threats/infections based on the option selected from the drop-down, if the user selects
'No, I will try to clean myself' in the alert screen that is displayed whenever a threat/infection is discovered by real-time/on
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- Automatically update virus database - When this check box is selected, Comodo Internet Security checks for
latest virus database updates from Comodo website and downloads the updates automatically, on system start-
up and subsequently at regular intervals (Defaulf = Enabled).

- Show notification messages - Alerts are the pop-up notifications that appear in the lower right hand of the screen
whenever the on-access scanner discovers a virus on your system. These alerts are a valuable source of real-
time information that helps the user to immediately identify which particular files are infected or are causing
problems. Disabling alerts does not affect the scanning process itself and Comodo Antivirus still continues to
identify and deals with threats in the background. For more details on Antivirus alerts, click here (Defaulf =
Enabled).

+  Heuristics Scanning Level - Comodo AntiVirus employs various heuristic techniques to identify previously
unknown viruses and Trojans. 'Heuristics' describes the method of analyzing the code of a file to ascertain
whether it contains code typical of a virus. If it is found to do so then the application deletes the file or
recommends it for quarantine. Heuristics is about detecting virus-like behavior or attributes rather than looking for
a precise virus signature that matches a signature on the virus blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the engine to 'predict' the
existence of new viruses - even if it is not contained in the current virus database.

The drop-down menu allows you to select the level of Heuristic scanning from the four levels:

«  Off - Selecting this option disables heuristic scanning. This means that virus scans only uses the 'traditional
virus signature database to determine whether a file is malicious or not.

*  Low (Defaulf) - 'Lowest' sensitivity to detecting unknown threats but will also generate the fewest false
positives. This setting combines an extremely high level of security and protection with a low rate of false
positives. Comodo recommends this setting for most users.

«  Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a corresponding
rise in the possibility of false positives.

»  High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more false
positives too.

Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during on-access scanning. Files larger than the size specified here, are not scanned. (Defaulf = 40 MB)

»  Keep an alert on the screen for - This box allows you to set the time period (in seconds) for which the alert
message should stay on the screen (Default = 120 seconds).

Do not scan script files larger than - This box allows you to set a maximum size (in MB) for the script files to be
scanned during on-access scanning. Files larger than the size specified here, are not scanned. (Defaulf =4 MB) .

Click 'OK' for the settings to take effect.

2.8.2. Manual Scanning

The Manual Scanning setting allows you to set the properties and parameters for Run a Scan (On Demand Scan).
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Detection
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[[] Enable doud scanning

[C] Enable rootkit scanning

Heuristics Scanning Lewvel Low -]

Do not scan files larger than (MB) an

& VWhat do these settings do? [ oK l [ Cancel

«  Scan memory on start - When this check box is selected, the Antivirus scans the system memory while starting a
manual scan i.e. Run a Scan option (Default = Disabled).

»  Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and .RAR files.
You are alerted to the presence of viruses in compressed files before you even open them. These include RAR,
WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives (Defaulf = Enabled) .

«  Automatically update virus database before scanning - Instructs Comodo Internet Security to check for latest
virus database updates from Comodo website and download the updates automatically before starting an on-
demand scanning (Defaulf = Enabled) .

«  Enable cloud scanning - Instructs Comodo Internet Security to perform cloud based antivirus scanning. Selecting
this option enables CIS to detect the very latest viruses more accurately because the local scan is augmented
with a real-time look-up of Comodo's online signature database. With Cloud Scanning enabled your system is
capable of detecting zero-day malware even if your local anitvirus database is out-dated. (Defaulf = Disabled).

- Submit unknown files for analysis - Files which are identified as 'unknown’ i.e. the files are neither in the
safe-list or black list, from the cloud based scanning to Comodo for analysis. The files will be analyzed by
experts at Comodo and added to the white list or black list accordingly. This will help maintaining the white
list and black list more up-to-date and benefit all the users of CIS. (Default = Disabled)

«  Enable rootkit scanning - Instructs Comodo Internet Security to scan the file system and Windows registry for
(malicious) files or registry values that have been hidden by rootkits. If any such Rootkits are found, they are
listed in the scan results - enabling you to remove them from your system (Defaulf = Disabled).

Background Note:

Arootkit is a type of malware that is designed to conceal the fact that the user's system has been compromised. Once
installed, they camouflage themselves as (for example) standard operating system files, security tools and APIs used for
diagnosis, scanning, and monitoring. Rootkits then store hidden malicious files into the Window's file system and/or store
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hidden registry values into the Window's Registry. These malicious files and registry values can be used by hackers to steal
user passwords, credit card information, computing resources, or conduct other unauthorized activities.

Rootkits are usually not detectable by normal virus scanners as they camouflage themselves as system files. However,
Comodo AntiVirus features a dedicated Rootkit detection scanner that identifies rootkits and, if any, the hidden files and the
registry keys stored by them. Any discovered rootkits, hidden malicious files or registry values are listed along with the Antivirus
Scan results at the end of each manual scan.

Heuristics Scanning Level - Comodo Internet Security employs various heuristic techniques to identify previously
unknown viruses and Trojans. 'Heuristics' describes the method of analyzing the code of a file to ascertain whether it
contains code typical of a virus. If it is found to do so then the application deletes the file or recommend it for
quarantine. Heuristics is about detecting virus-like behavior or attributes rather than looking for a precise virus
signature that matches a signature on the virus blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the engine to 'predict' the
existence of new viruses - even if it is not contained in the current virus database.

The drop-down menu allows you to select the level of Heuristic scanning from the four levels:
«  Off - Selecting this option disables heuristic scanning. This means that virus scans only uses the 'traditional' virus
signature database to determine whether a file is malicious or not.

«  Low (Defaulf) - 'Lowest' sensitivity to detecting unknown threats but will also generate the fewest false positives.
This setting combines an extremely high level of security and protection with a low rate of false positives.
Comodo recommends this setting for most users.

«  Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a corresponding rise in
the possibility of false positives.

« High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more false positives
too.

Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be scanned
during manual scanning. Files larger than the size specified here, are not scanned (Default = 40 MB).

Click 'OK' for the settings to take effect .

2.8.3. Scheduled Scanning

The Scheduled Scanning setting panel allows you to customize the scheduler that lets you timetable scans according to your
preferences.

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 126



COMODO

Creating Trust Online®

€ Antivirus Behavior Settings

Real Time Scanning | Manual Scanning | Scheduled Scanning | Exdusions
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1
i VWhat do these settings do? K, ] [ Cancel

You can choose to run scheduled scans at a certain time on a daily, weekly, monthly or custom interval basis. You can also
choose which specific files, folders or drives are included in that scan by choosing the scan profiles.

The detection settings are as follows:

-« Scan memory on start - When this check box is selected, the Antivirus scans the system memory during the start
of any scheduled scan (Default = Enabled).

+  Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and .RAR files
during any scheduled scan. You are alerted to the presence of viruses in compressed files before you even open
them. These include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives (Defaulf = Enabled).

«  Automatically quarantine threats found during scanning - When this check box is selected, the Antivirus moves
the file detected to be containing the malware, to Quarantined Items. From the quarantined items the files can be
restored or deleted at your will (Defaul = Disabled).

- Automatically update virus database before scanning - When this check box is selected, Comodo Internet
Security checks for latest virus database updates from Comodo website and downloads the updates
automatically, before the start of every scheduled scan (Defaulf = Enabled).

«  Show scanning progress - When this check box is selected, a progress bar is displayed on start of a scheduled
scan. Clear this box if you do not want to see the progress bar (Defaulf = Enabled).

«  Enable cloud scanning - Instructs Comodo Internet Security to perform cloud based antivirus scanning. Selecting
this option enables CIS to detect the very latest viruses more accurately because the local scan is augmented
with a real-time look-up of Comodo's online signature database. With Cloud Scanning enabled your system is
capable of detecting zero-day malware even if your local anitvirus database is out-dated. (Defaulf = Disabled).

«  Submit unknown files for analysis - Files which are identified as 'unknown’ i.e. the files are neither in the
safe-list or black list, from the cloud based scanning to Comodo for analysis. The files will be analyzed by
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experts at Comodo and added to the white list or black list accordingly. This will help maintaining the white
list and black list more up-to-date and benefit all the users of CIS. (Default = Disabled)

«  Enable rootkit scanning - Instructs Comodo Internet Security to scan the file system and Windows registry for
(malicious) files or registry values that have been hidden by rootkits. If any such Rootkits are found, they are
listed in the scan results - enabling you to remove them from your system (Defaulf = Disabled).

Background Note:

Arootkit is a type of malware that is designed to conceal the fact that the user's system has been compromised. Once
installed, they camouflage themselves as (for example) standard operating system files, security tools and APIs used for
diagnosis, scanning, and monitoring. Rootkits then store hidden malicious files into the Window's file system and/or store
hidden registry values into the Window's Registry. These malicious files and registry values can be used by hackers to steal
user passwords, credit card information, computing resources, or conduct other unauthorized activities.

Rootkits are usually not detectable by normal virus scanners as they camouflage themselves as system files. However,
Comodo AntiVirus features a dedicated Rootkit detection scanner that identifies rootkits and, if any, the hidden files and the
registry keys stored by them. Any discovered rootkits, hidden malicious files or registry values are listed along with the Antivirus
Scan results at the end of each manual scan.

»  Heuristics Scanning Level - Comodo Internet Security employs various heuristic techniques to identify previously
unknown viruses and Trojans. 'Heuristics' describes the method of analyzing the code of a file to ascertain
whether it contains code typical of a virus. If it is found to do so then the application deletes the file or
recommends it for quarantine. Heuristics is about detecting virus-like behavior or attributes rather than looking for
a precise virus signature that matches a signature on the virus blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the engine to 'predict' the
existence of new viruses - even if it is not contained in the current virus database.

The drop-down menu allows you to select the level of Heuristic scanning from the four levels:

«  Off - Selecting this option disables heuristic scanning. This means that virus scans only uses the 'traditional' virus
signature database to determine whether a file is malicious or not.

»  Low (Defaulf) - 'Lowest' sensitivity to detecting unknown threats but will also generate the fewest false positives.
This setting combines an extremely high level of security and protection with a low rate of false positives.
Comodo recommends this setting for most users.

*  Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a corresponding rise in
the possibility of false positives.

»  High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more false positives
too.

« Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during scheduled scanning. Files larger than the size specified here, are not scanned (Defaulf = 40 MB).

Click 'OK' for the settings to take effect.

2.8.4. Exclusions

The Exclusions tab in the Scanner Settings panel displays a list of applications/files for which you have selected Ignore in the
Scan Results window of Run a Scan option or added to the Exclusions from an antivirus alert.
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Real Time Scanning | Manual Scanning | Scheduled Scanning | Excusions
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Remowve

&) What do these seftings do? QK l [ Cancel

All items listed and all items added to the 'Exclusions' list is excluded from all future scans of all types.
Also, you can manually define trusted files or applications to be excluded from a scan .

To define a file/application as trusted and to be excluded from scanning
1. Click 'Add'".

You now have 2 methods available to choose the application that you want to trust - 'Browse Files...' and 'Browse
Running Processes'.

«  Browse Files... - This option is the easiest for most users and simply allows you to browse the files which you
want to exclude from a virus scan.

< Browse Running Processes - As the name suggests, this option allows you to choose the target application from
a list of processes that are currently running on your PC.

When you have chosen the application using one of the methods above, the application name appears along with its location.
2. Click 'OK' for the settings to take effect.

3.Firewall Tasks - Introduction

The Firewall component of Comodo Internet Security (hereafter known simply as Comodo Firewall) offers the highest
levels of security against inbound and outbound threats, stealths your computer's ports against hackers and blocks
malicious software from transmitting your confidential data over the Internet. Comodo Firewall makes it easy for you
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to specify exactly which applications are allowed to connect to the Internet and immediately warns you when there is
suspicious activity.

N Firewall
It can be accessed at all times by clicking on the Firewall tab from the Navigation panel.

COMODO Internet Security Premium

r"*-} B summary A Antivirus R Frewal e Defenses & more

e e . 2
! A l View Firewal Events By View Active Connections
"_CJII This section allows you to view a record of =& View which applications are currently
the events and alerts trigoered by possible connecting to the Internet along with the 1P,
You haven't performed a attacks on your computer. Port, Protocol and Traffic level of the
full scam yet! connection.
) fN\aDﬂ It “ctw;u i - -
|t s Define a New Trusted Application g" Stealth Ports Wizard
q This shortout represents & convenient way to : This wizard allows you to create a set of
reate an automatic Allow rule for global firewal rules, which will affect your
applications that you trust. computer's visibility from other computers.
g Define a New Blocked Application y Firewall Behavior Settings
6 This shortout represents a convenient way to y \ Access and configure various firewall options |
reate an automatic Deny rule for such as sacurity level, alert frequency level
applications that you do not frust. and more.

Metwork Security Policy
- You may use this section to ceate modify
i packet filtering rules in order to exploit the
full power of the firewall.

The Firewall main configuration area provides easy access to all the features and allows you to create rules for applications and
network connections through a series of shortcuts and wizards. Click on the links below to see detailed explanations of each
area in this section.

«  View Firewall Events

«  Define a New Trusted Application

«  Define a New Blocked Application

»  Network Security Policy

+  View Active Connections

+  Stealth Port Wizard

- Firewall Behavior Settings

3.1.View Firewall Events

Comodo Internet Security records a history of all actions taken by the firewall. These can be viewed by clicking 'View Firewall
Events' from the ' Firewall Tasks' area. Firewall 'Events' are generated and recorded for various reasons - including whenever an
application or process makes a connection attempt that contravenes a rule in your Network Security Policy or whenever there is
a change in Firewall settings.

By default, CIS stores the log file in Support DataBase (SDB) format as cislogs.sdb file which is located in C:\Documents and
Settings\All Users\Application Data\Comodo\Firewall Pro. Logs stored in this file can be extracted by using a suitable
application. Logs can also be exported to html by clicking ‘More.. > File > Export'.
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To view Firewall events
»  Click 'View Firewall Events' in the common tasks of 'Firewall tasks' interface.

€ Firewall Events

Application Action Prao... | Source IP Sourc... |Destination IP Destinati... |Date
E System Azked TP 192.168.75.109 53407 - 192168, 75.115 5357 8f1f2011 7...
i) What do these seftings do? HoEn ] [ Marcis ] [ Close
el

Column Descriptions
1. Application - Indicates which application or process propagated the event. If the application has no icon, the default
system icon for executable files are used;

2. Action - Indicates how the firewall has reacted to the connection attempt.

3. Protocol - Represents the Protocol application attempted to use to create the connection. This is usually TCP/IP or
UDP - which are the most heavily used networking protocols.

4. Source IP - States the IP address of the host that made the connection attempt. This is usually the IP address of your
computer for outbound connections.

5. Source Port - States the port number on the host at the source IP which was used to make this connection attempt.

6. Destination IP - States the IP address of the host to which the connection attempt was made. This is usually the IP
address of your computer for inbound connections.

7. Destination Port - States the port number on the host at the destination IP to which the connection attempt was made.
8. Date/Time - Contains precise details of the date and time of the connection attempt.

»  Click 'Refresh’ to reload and update the displayed list, to include all events generated since the time you first
accessed the 'Firewall Events' area.

»  Click 'More' to load the full, Comodo Internet Security Log Viewer module. See below for more details on this
module.

Log Viewer Module

Click 'More' to load the full, Comodo Internet Security Log Viewer module. Alternatively, this module can be opened by double-
clicking the 'cfplogvw' exe file that is stored in the installation path of the CIS application. Usually the path is C:\Program
Files\COMODO\COMODO Internet Security.

This window contains a full history of logged events in two categories: Logs per Module and Other Logs.

It also allows you to build custom log files based on specific filters and to export log files for archiving or troubleshooting
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€ COMODO Internet Security Premium - Log Viewer

PFile view
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Ready Records: 11 2

The Log Viewer Module is divided into three sections. The top panel displays a set of handy, predefined time Filters. The left
panel the types of Logs. The right hand side panel displays the actual events that were logged for the time period you selected
in the top panel and the type of log selected in the left panel (or the events that correspond to the filtering criteria you selected).

The Logs per Module option contains the logged events of Firewall, Defense+ and Antivirus modules and Other Logs options
contains logged events of the following:

- Alerts Displayed: Displays the list of various alerts that were displayed to the user, the response given by the user
to those alerts and other related details of the alert.

»  Tasks Launched: Displays the various Antivirus tasks such as updates and scans that have taken place. This
area will contain a log of all on demand and scheduled AV scans and the result of that scan.

- Configuration Changes: Displays a log of all configuration changes made by the user in the CIS application.
Filtering Log Files
Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria.
Preset Time Filters:
Clicking on any of the preset filters in the top panel alters the display in the right hand panel in the following ways:

- Today - Displays all logged events for today.
«  Current Week - Displays all logged events during the current week. (The current week is calculated from the
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Sunday to Saturday that holds the current date.)
«  Current Month - Displays all logged events during the month that holds the current date.

- Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have cleared
the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Firewall Events for "Today' are displayed.

€ COMODO Internet Security Premium - Log Viewer

iRl View
E Current Week g&:rrent Month EEnme Periad
¥ FrewallEvents X

= [E] Logs per Module Date Apphcation Action Direction  Protocol | Sourct =
&% Antivirus Events 7/16/2010 IZi0AAB PM [ iSystem  Asked In  UDP  192.166.200.23 138 19Z.16¢
FAIGIZ010 12:06:55 PNy [ System  Bocked  In UDe 192.168.20023 138 192.16¢
v=| Detense /1612010 12:06:55 P FiSystem  Asked  In UDP | 192.168.201.27 137 192. 161
= [2] Other Logs . 7/16/2010 12:06:57 FM [=iSystem  Blocked In uce 192.168.201.27 137 192. 16(
o Plerts Displayed .?.l'lﬁ.fzﬂlﬂ 12:16:57 PM Svsbem Asked In upe 192.168.200.23 135 192. 16t
E l:k:gbﬁgaghmges ?Iié;zum 12:119:10PM [ System  Blocked In UDP  192.168.200.23 138 192. 16t
7/16/2010 12:15:10FM  [PiSystem  Asked  In UDF  192.168.200.242 137 192,160
7/16/2010 12:1%:12PM  [P1System  Blocked In UDP  192.168.200.292 137 192,181
7/16/2010 12:29:12 PM [ System Asked  In UDF 19216820023 135 152.16¢
[\7/16/2010 12:31:01 P P15ystem  Asked  In UDP 19216820127 137 192,160
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Note: The type of events logged by the Antivirus, Firewall and Defense+ modules of Comodo Internet Security differ from each
other. This means that the information and the columns displayed in the right hand side panel change depending on which type
of log you have selected in the top and left hand side panel. For more details on the data shown in the columns, see View
Antivirus Events or View Defense+ Events.

User Defined Filters:

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to specific filters.
The type of filters available for Firewall logs differ to those available for Defense+ logs. The table below provides a summary of
available filters and their meanings:

Available Filters - Logs per Module

Antivirus Filter Firewall Filters Defenset Filters

Action - Displays events according Action - Displays events according to | Application - Displays only the events
to the response (or action taken) by | the response (or action taken) by the propagated by a specific application
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Available Filters - Logs per Module

the Antivirus firewall

Location - Displays only the events Application - Displays only the events | Flags - Displays events according to the

logged from a specific location propagated by a specific application response (or action taken) by Defense+
Malware Name - Displays only the Destination IP - Displays only the Target - Displays only the events that
events logged corresponding to a events with a specific target IP involved a specified target application
specific malware address

Status - Displays the events
according to the status after the
action taken. It can be either
'Success' or 'Fail'

Destination Port - Displays only the
events with a specific target port
number

Direction - Indicates if the event was
an Inbound or Outbound connection

Protocol - Displays only the events
that involved a specific protocol

Source IP - Displays only the events
that originated from a specific IP
address

Source Port - Displays only the
events that originated from a specific
port number

Creating Custom Filters
Custom Filters can be created through the Advanced Filter Interface. You can open the Advanced Filter interface either by using
the View option in the menu bar or using the context sensitive menu.

»  Click View > Advanced Filter to open the 'Advanced Filter' configuration area.
Or
- Right click on any event and select 'Advanced Filter' option to open the corresponding configuration area.

The 'Advanced Filter' configuration area is displayed in the top half of the interface whilst the lower half displays the Events,
Alerts, Tasks or Configuration Changes that the user has selected from the upper left pane. If you wish to view and filter event
logs for other modules then simply click log name in the tree on the upper left hand pane.

The Advanced Log filter displays different fields and options depending on the log type chosen from the left hand pane
(Antivirus, Defense+, Firewall).

This section will deal with Advanced Event Filters related to 'Firewall Events' and will also cover the custom filtering that can be
applied to the 'Other Logs' (namely 'Alerts Displayed', 'Tasks' Launched' and 'Configuration Changes'). The Antivirus and
Defense+ Advanced Event Filters are dealt with in their respective sections.

Firewall Events - Advanced Filters

To configure Advanced Filters for Firewall events
1. Select 'View > Advanced Filter'
2. Select Firewall Events' under 'Logs Per Module'

You have 8 categories of filter that you can add. Each of these categories can be further refined by either selecting or
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deselecting specific filter parameters or by the user typing a filter string in the field provided.

3. Click the 'Add" button when you have chosen the category upon which you wish to filter.

¢ COMODO Internet Security Premium - Log Viewer

i oFile  view
{ B Today P Current Week [2 Current Month ™1 Entire Period
B e

E Logs per Module - -
&%) Antivirus Events Action | AHd
; 2| Firewall Events Action
-] Defense+ Events ]gpnﬁaim - ;[
[l Eshnaton
H-|=| Other Loas B
. ) mD!a-str!atlun Part Application Action Direction = |
@ alerts Displayed |Direction i
[ Tasks Launched Protocol There are no items to show.
i y Sowrce IP
@9 Configuration Changes \|Source Port
| Date Filter 7 x

4 July, 2011 »
MTWTTESS
e s o
4 56 74891
111213 1415 16 17
131920 2122 23 24
2326 27282930 31

August, 2011
MTWTFGS S
1l2 3 4586 7
8 9 1011121314
15 16 17 18 19 20 21
2233242526 27 28
293031 1 2 & 4

k|

n 1] | _.

Ready Records: 0 4

Following are the options available in the 'Add' drop-down:

i. Action: Selecting the 'Action’ option displays a drop-down box and a set of specific filter parameters that can be
selected or deselected.

Action Equal j Blocked || Asked Remove
] allowed [7] suppressed i

a) Select'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.
b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:
- Blocked: Displays list of events that were blocked
»  Allowed: Displays list of events that were allowed
«  Asked: Displays list of events that were asked to the user
«  Suppressed: Displays list of events that were suppressed by the user
The filtered entries are shown directly underneath.
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ii. Application: Selecting the 'Application’ option displays a drop-down box and text entry field.

‘ Application Containg HES Remove

a) Select 'Contains' or 'Does Not Contain' option from the drop-down box.
b) Enter the text or word that needs to be filtered.
The filtered entries are shown directly underneath.

iii. Destination IP: Selecting the 'Destination IP" option displays two drop-down boxes and a text entry field.

Destination IP Equal - 192 . 163 . 200 . 4 IPv4 |+ | Remove

a) Select 'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.
b) Select 'IPv4' or 'IPv6' from the drop-down box.
c) Enter the destination system's IP address that needs to be filtered.

The filtered entries are shown directly underneath.

iv. Destination Port: Selecting the 'Destination Port' option displays a drop-down box and text entry field.

Destination Port Less than - 150 Remove

a) Select any one of the following option the drop-down box.
«  Equal
«  Greater than
«  Greater than or Equal

« Lessthan
e Lessthan or Equal
«  Not Equal

b) Now enter the destination port number in the text entry field.
The filtered entries are shown directly underneath.
v. Direction: Selecting the 'Direction’ option displays a drop-down box and a set of specific filter parameters that can
be selected or deselected.

Direction Equal - In Remave

] cut

a) Select'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.
b) Now select the check box of the specific filter parameters to refine your search. The parameter available are:
< In: Displays a list of events that were directed into the system
«  Out: Displays a list of events that were directed out of the system
The filtered entries are shown directly underneath.

vi. Protocol; Selecting the 'Protocol option displays a drop-down box and a set of specific filter parameters that can be
selected or deselected.

Protocal Equal - [[£] TCP [C] 1cMp [C] 1GMP (] PUP Remave

] uoe [l [ car [[] oP

a) Select'Equal’ or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.
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b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:

- TCP
- UDP
« ICMP
+ IPV4
« IGMP
«  GGP
- PUP
- IDP

« IPV6
« ICMPV6
- ND

The filtered entries are shown directly underneath.

vii. Source IP: Selecting the 'Source IP' option displays two drop-down boxes and a set specific filter parameters that
can be selected or deselected.

Source IP Equal - 192 ., 18 , 200 , 44 IPv4 |+ || Remaove

a) Select'Equal' or 'Not Equal' option from the drop-down box. '‘Not Equal' will invert your selected choice.

b) Select 'IPv4' or 'IPv6' from the drop-down box.
c) Enter the source system's IP address that needs to be filtered.

The filtered entries are shown directly underneath.

viii. Source Port: Selecting the 'Status' option displays a drop-down box and a set specific filter parameters that can be
selected or deselected.

Source Port Greater than - 128| Remove

a) Select any one of the following option the drop-down box.
«  Equal
«  Greater than
«  Greater than or Equal

« Lessthan
«  Less than or Equal
«  Not Equal

b) Now enter the source port number in the text entry field.
The filtered entries are shown directly underneath.

Note: More than one filters can be added in the 'Advanced Filter' pane. After adding one filter type, the option to select the next
filter type automatically appears. You can also remove a filter type by clicking the 'Remove' option at the end of every filter
option.

Other Logs - Advanced Filters

Refer to Antivirus Tasks > View Antivirus Events > Log Viewer > Creating Custom Filters > Other Logs - Advanced Filters for the
process of Creating Custom Filters for Alerts Displayed, Task Launched and Configuration Changes.

Date Filter
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Click here to know more about Date Filter functionality.

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. There are two ways to export log files in the Log Viewer
interface - using the context sensitive menu and via the 'File' menu option. After making your choice, you are asked to specify a
name for the exported HTML file and the location you wish to save it to.

i. File Menu
1. Select the event for which the log report is to be taken.

2. Click 'Export' from the File menu.

3. Select the location where the log report has to be saved, provide a file name and click 'Save'.

ii. Context Sensitive Menu
1. Right click in the log display window to export the currently displayed log file to HTML.

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export' from the context
sensitive menu. You will be asked to provide a file name and save location for the file.

3.2.Define a New Trusted Application

Comodo Firewall allows you to prepare a list of trusted applications and configure their access rights to networks and the
Internet. This shortcut represents a convenient way to create an automatic 'Allow Requests' rule for an individual application -
meaning that inbound and outbound connections are automatically permitted.

Advanced users can reconfigure the parameters of this rule in the section 'Network Security Policy'.

To begin defining a new trusted application
1. Click on 'Define a New Trusted Application' link in Firewall Tasks .

2. Adialog box appears prompting you to select the application you want to trust.

€ Define a New Trusted Application X

Program path/Group name:
i VWhat do these settings do? Apply ] [ Cancel ]

3. Click the 'Select' button.

Select  » File Groups »

Running Processes, ..

F— l [ — Browse...

—y I

4. You now have 3 methods available to choose the application that you want to trust - 'File Groups'; 'Running Processes'
and 'Browse...".

«  File Groups - Choosing this option allows you to choose your application from a category of pre-set files or
folders. For example, selecting 'Executables’ would enable you to create an allow rule for any file that attempts to
connect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available
include 'Windows System Applications' , 'Windows Updater Applications', 'Start Up Folders' and so on - each of
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which provide a fast and convenient way to batch select important files and folders.

«  Running Processes - as the name suggests, this option allows you to choose the target application from a list of
processes that are currently running on your PC.

«  Browse... - this option is the easiest for most users and simply allows you to browse to the location of the
application which you want to trust.

When you have chosen the application using one of the methods above, the application name appears along with its
location:

5. Click 'Apply' to confirm your choice.

€ Define a New Trusted Application

Program path/Group name:

g What do these settings do? [ Apply ] [ Cancel l

3.3.Define a New Blocked Application

Comodo Firewall allows you to prepare a list of blocked applications that you do not want to access the Internet. This shortcut
represents a convenient way to create such an automatic 'block and log' rule - meaning that inbound and outbound connections
are automatically blocked to this application. Any connection attempts by the application is also logged in the View Firewall
Events interface.

Advanced users can view and edit the parameters of this new rule in 'Network Security Policy'. (for example, you later realize
that a program really ought to be allowed some level of Internet access)

To begin defining a new blocked application
1. Click the 'Define a New Blocked Application' link in Firewall Tasks.

2. Adialog box appears prompting you to select the application that you want to be blocked.

c Define a New Blocked Application

Program path/Group name:

@ What do these settings do? Apply l [ Cancel l

3. Click the 'Select' button:

| Select  # File Groups »

Running Processes, ..

Browse. ..

soply | canc

Y I

4. You now have 3 methods available to choose the application that you want to block - 'File Groups'; 'Running
Processes' and 'Browse...".
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«  File Groups - Choosing this option allows you to choose your application from a category of pre-set files or
folders. For example, selecting 'Executables' would enable you to create a block rule for any file that attempts to
connect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available
include 'Windows System Applications' , 'Windows Updater Applications', 'Start Up Folders' and so on - each of
which provide a fast and convenient way to batch select important files and folders.

«  Running Processes - as the name suggests, this option allows you to choose the target application from a list of
processes that are currently running on your PC.

«  Browse... - this option is the easiest for most users and simply allows you to browse to the location of the
application which you want to block.

5. When you have chosen the application using one of the methods above, the application name appears along with its
location:

€ Define a New Blocked Application X
Program path/Group name:

i What do these settings do? Apply ] [ Cancel l

6. Click 'Apply" to confirm your choice. The new block and log rule for the application takes effect immediately. When this
application seeks Internet access, Comodo Internet Security automatically denies it and records an entry in the View
Firewall Events interface.

3.4.Network Security Policy

The Network Security Policy interface is the nerve center of Comodo Firewall and allows advanced users to configure and
deploy traffic filtering rules and policies on an application specific and global basis.

Both application rules and global rules are consulted when the firewall is determining whether or not to allow or block a
connection attempt.

«  For Outgoing connection attempts, the application rules are consulted first and then the global rules.
«  For Incoming connection attempts, the global rules are consulted first and then application specific rules.

The Network Security Policy interface also allows users to define the Network Zones for specifying access privileges on them
and Port Sets, which are predefined groupings of one or more ports of the system that can be deployed across multiple traffic
filtering rules.

The interface is divided into six main sections - Application Rules, Global Rules, Predefined Polices, Network Zones, Blocked
Zones and Port Sets.

The Application Rules tab allows users to view, manage and define the network and Internet access rights of applications on
your system.

The Global Rules tab allows users view, manage and define overall network policy that applies to your computer and is
independent of application rules.

The Predefined Policies tab allows users to view and manage a set of one or more individual network control rules that have
been saved and can be re-used and deployed on multiple applications.

The Network Zones tab allows the users to define the network zones for applying access privileges for them.
The Blocked Zones tab allows the user the configure settings to allow only the desired and trusted networks.

The Port Sets tab allows the users to define groups of ports for deploying application specific and global rules.
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f.

€ Network Security Policy

Application Rules | Global Rules | Predefined Policies | Metwork Zones | Blocked Zones | Port Sets

Application name Treat as
=) ] System Custom
L @Allow TCP In From IP In [192, 168,75, 109 f 255,255,255.0] To MAC ...

= CDM%;JD Internet Security Outgoing Only e

(%] ' Mave Up
|=] Windows Updater Applications Custom
L (%) Allow TP Out From MAC Any To MAC Any Where Protocol Is Any Move Down
|=] Windows System Applications Custom
L @Allow IP Out From MAC Any To MAC Any Where Protocol Is Any

& What do these seftings do? oK

| Cancel

£

- See General Navigation for a summary of the navigational options available from the Application Rules and
Global Rules tabs of Network Security Policy interface.

- See the section 'Application Rules' for help to configure application rules and policies.

«  See the section 'Global Rules' for help to configure global rules and to understand the interaction between global
and application rules.

»  See the section Predefined Policies for help to configure predefined firewall policies.
«  See the section Network Zones for information and help on defining the network zones.

«  See the section Blocked Zones for information and help of configuring the networks to be blocked from accessing
your computer.

«  See the section Port Sets for information and help on defining port groups.

3.4.1. General Navigation

«  Add... - On the Application Rules tab this button allows the user to Add a new Application to the list then create
it's policy. On the Global Rules tab it enables you to add and configure a new global rule using the Network
Control Rule interface.

«  Edit... - Allows the user to modify the selected rule or application policy. See Overview of Policies and Rules,
Creating and Modifying Network Policy and Understanding Network Control Rules

«  Remove... - Deletes the currently highlighted policy or rule

« Move Up - Raises the currently selected rule or policy up one row in the priority list. Users can also re-prioritize
policies or re-assign individual rules to another application's policy by dragging and dropping.

»  Move Down - Lowers the currently selected rule or policy down one row in the priority list. Users can also re-
prioritize policies or re-assign individual rules to another application's policy by dragging and dropping.

«  Purge - Runs a system check to verify that all the applications for which policies are listed are actually installed
on the host machine at the path specified. If not, the policy is removed, or 'purged', from the list.

Users can re-order the priority of policies by simply dragging and dropping the rule in question. Alternatively, select the rule you
wish to re-prioritize and click either the 'Move Up' or 'Move Down' button.

3.4.2. Application Rules

- See Overview of Policies and Rules for an explanation of rule and policy structure and how these are represented
in the main Application Rules interface
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- See Application Network Access Control interface for an introduction to the rule setting interface
«  See Creating and Modifying Network Policies to learn how to create and edit network policies

«  See Understanding Network Control Rules for an overview of the meaning, construction and importance of
individual rules

«  See Adding and Editing a Network Control Rule for an explanation of individual rule configuration
Overview of Policies and Rules

Whenever an application makes a request for Internet or network access, Comodo Firewall allows or denies this request based
upon the Firewall Policy that has been specified for that application. Firewall Policies are, in turn, made up from one or more
individual network access rules. Each individual network access rule contains instructions that determine whether the application
should be allowed or blocked; which protocols it is allowed to use; which ports it is allowed to use and so forth.

© Network Security Policy

Applcation Rules | Global Fules | Predefined Polcies | Metwork Zones | Blocked Zones | Poct Sels

Apalication name

(=11 Sysbem
The ApICAtoNs name is @Hﬂw LOP T From TP [n [192.068.200.242 | 255,255,255,00 To Ma...
listed directly above the &) clave LDP Tn Fram IP [n [192.168.201.27 | 255.255.255.0] To MAC ...
policy that applies Lo it | =] COMCDO Inkenet Seowriy
?Mwwm“mm = IraCQriinng &t LFunoarg
application determines its | |/ | =/Windows Updzer Appization: . .
Imwmn AcCess rights, | L (5 Flive BOF Or UDP Cuk Fram FAC Any To MAC Any Whers Seurce Fo... [Hemeof the |

=1 Cehrogran Ples|Cpersiinesa, e [ Wit teaveer | s predefined
Each policy 15 derhed from O Pl Fetiee b Lovpact fuh poliey
at keast one bt usually a |- G Adaie Dubgmng HT 10 Requanze '
combination of indiidually b @ TP fie I
configurable rules [ @ A Db FTP-PASY el
Sk e
© Vingldo thess setirge do? oK Cancel

If you wish to modify the firewall policy for an application:

«  Double click on the application name to begin 'Creating or Modifying Network Policy
«  Select the application name, right-click and choose 'Edit' to begin 'Creating or Modifying Network Policy'
«  Select the application name and click the 'Edit..." button on the right to begin 'Creating or Modifying Network
Policy'
If you wish to modify an individual rule within the policy:

«  Double click on the specific rule to begin 'Adding and Editing a Network Control Rule'

«  Select the specific rule right-click then choose 'Edit' to begin 'Adding and Editing a Network Control Rule'

«  Select the specific rule and click the 'Edit..." button on the right to begin 'Adding and Editing a Network Control

Rule'

Users can also re-prioritize policies or re-assign individual rules to another application's policy by dragging and dropping.
Although each policy can be defined from the ground up by individually configuring its constituent rules, this practice would be
time consuming if it had to be performed for every single program on your system. For this reason, Comodo Firewall contains a
selection of predefined policies according to broad application category. For example, you may choose to apply the policy 'Web
Browser' to the applications like 'Internet Explorer', 'Firefox' and 'Opera’. Each predefined policy has been specifically designed

by Comodo Firewall to optimize the security level of a certain type of application. Users can, of course, modify these predefined
policies to suit their environment and requirements. For more details, see Predefined Policies.

Application Network Access Control interface

Network control rules can be added/modified/removed and re-ordered through the Application Network Access Control interface.
Any rules created using Adding and Editing a Network Control Rule is displayed in this list.
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Application Path:
C:WUsers\useriappDataiLocal\Google\Chrome \Application\chrome. exe
~Metwork Access Rules -
() Use a Predefined Policy i
(@) Use a Custom Policy Copy From  »

@AIIDW Access to Loopback Zone

() Allow Qutgoing HTTP Requests
@.ﬁ.lluw Outgoing FTP Requests

() Allow Outgaing FTP-PASV Requests
(%) Allow Dutgoing DNS Requests
@Elnck and Log All Unmatching Requests

| Add.. | | Edt. | | Remove | | MoveUp | | MoveDonn |

. -

g What do these seftings do? [  Apply ] [ ~ Cancel ]

Comodo Firewall applies rules on a per packet basis and applies the first rule that matches that packet type to be filtered (see
Understanding Network Control Rules for more information). If there are a number of rules in the list relating to a packet type
then one nearer the top of the list is applied.

Users can re-order the priority of rules by simply dragging and dropping the rule in question. Alternatively, select the rule you
wish to re-prioritize and click either the 'Move Up' or 'Move Down' button. To begin creating network policies, first read 'Overview
of Policies and Rules' then 'Creating and Modifying Network Policies'

Creating and Modifying Network Policies

To begin defining an application's network policy, you need take two basic steps.
1. Select the application that you wish the policy to apply to.
2. Configure the rules for this application's policy.

1. Select the application that you wish the policy to apply to

If you wish to define a policy for a new application (i.e. one that is not already listed) then click the 'Add..." button in the main
application rules interface. This brings up the 'Application Network Access Control' interface shown below:
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€ Application Network Access Control X

Application Path:
[C)Use a Predefined Policy i
(@) Use a Custom Policy Copy From
There are no items to show.
[ Add... ] [ Edit... ] [ Remove ] [ Mave Up ] [ Move Down ]
&) What do these settings do? [ Apply ] [ Cancel ]

Because this is a new application, the 'Application Path' field is blank. (If you are modifying an existing policy, then this interface
shows the individual rules for that application's policy).

«  Click 'Select' button.

Select  # File Groups r

Running Processes...

Browse...

You now have 3 methods available to choose the application for which you wish to create a policy - File Groups; Running
Processes and Browse...

i.  File Groups - choosing this option allows you to create firewall policy for a category of pre-set files or folders.
For example, selecting 'Executables' would enable you to create a firewall policy for any file that attempts to
connect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories
available include 'Windows System Applications' , 'Windows Updater Applications', 'Start Up Folders' etc -
each of which provide a fast and convenient way to apply a generic policy to important files and folders. To
view the file types and folders that are affected by choosing one of these options, you need to visit the
Defense+ area of Comodo Internet Security by navigating to: Defense+ > Protected Files and Folders>
Groups...

More details on Files and File Groupings is available in this help guide in the Protected Files and Folders and Blocked
Files sections.

ii.  Running Processes - as the name suggests, this option allows you to create and deploy firewall policy for
any process that is currently running on your PC.
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Application PD | -]
[ Windows Operating System ]
[=] [ System 4
L [a7smss.exe 252 gl
[m7 carss.exe 343
[m- carsz.exe 408
(=] [ wininit. exe 4185
=] [m71 services.exe 512
= swchost,exe 632
m=
| 5] CLPSLS.exe 692
= swchost,exe 728
m=]
= cmdagent.exe 20
m=]
- [m7svchost.exe 872
=] (11 svchost.exe 512
L [@7audiodg.exe 5352
L =] [ swchost.exe 9585
L [m7dwm.exe 1858 4
D @ N eurhnet ava ann i |
& What do these settings do? Select ] [ Cancel

You can choose an individual process (shown above) or the parent process of a set of running processes. Click
‘Select' to confirm your choice.

Note: A more detailed and powerful 'View Active Process List' is available in the Defense+ Tasks.

iii. Browse... - this option is the easiest for most users and simply allows you to browse to the location of the
application for which you want to deploy the firewall policy. In the example below, we have decided to create
a firewall policy for the Opera web browser.
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Mame ifi Type

I Favorites
B Desktop W 12.0.742122 7/28/2011 10:46 AM  File folder
48 Downloads . Dictionaries 5/24/2011 611 PM  File folder
L Recent Places | € chrome.exe 7/9/2011 7:51 AM Application
S || First Run 5/24/2011 611 PM  File
- Libraries
|| master_preferences 5/24/2011 6:10 PM File
1% Computer [ wow_helper.exe 7/9/2011 7:51 AM Application
L Local Disk ()

a Local Disk (D:)

'?F Network

| el i | 3

File name: chrome.exe v [AFiles ) -

[ open | [ cancet |

Having selected the individual application, running process or file group, the next stage is to Configure the rules for this
application's policy.

(2) Configure the rules for this application's policy

There are two broad options available for creating a policy that applies to an application - Use a Predefined Policy or Use a
Custom Policy.

«  Use a Predefined Policy - Selecting this option allows the user to quickly deploy a existing policy on to the target
application. Choose the policy you wish to use from the drop-down menu. In the example below, we have chosen
"Web Browser' because we are creating a policy for the 'Opera’ browser. The name of the predefined policy you
choose is displayed in the Treat As column for that application in the interface (Defaulf = Disabled).

Note: Predefined Policies, once chosen, cannot be modified directly from this interface - they can only be modified and defined
using the Predefined Policies interface. If you require the ability to add or modify rules for an application then you are
effectively creating a new, custom policy and should choose the more flexible Use Custom Policy option instead.
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€ Application Network Access Control

Application Path:
Select »
~Metwork Access Rules y
(@) Use a Predefined Policy Blocked Application f
Blocked Application
() Use a Custom Policy Email Client
Ftp Client 1
Th{Qutgoing Only
Trusted Application
Web Browser
[ Add... ] [ Edit ] [ Remowve ] [ Mowve Lip ] [ Maowe Dawn ]
& What do these settings do? [ Apply } [ Cancel ]

»  Use a Custom Policy - designed for more experienced users, the Custom Policy option enables full control over
the configuration of firewall policy and the parameters of each rule within that policy (Default = Enabled).

c Application Network Access Control

(T use & Predefined Policy

®) Use a Custom Policy | copy Predefined Security Palices  » oo B
Setectog ‘Lise Cuslom Fule Set’ then = i
“Cogry Froen Prodofinod Secir ity Policies’ 7 Allow Access to Loopback Zone Anather Apphcation L4 Email Client
will - ::':::E " ,,'“{'m _ﬂﬁ.llnw Outgoing HTTP Requests I Fip Clent
policy. In the exarnple Show, Te _@Nlnw Outgoing FTP Requests Trusted
"’;"‘""‘ froen e Web Browser” i~ @7 Allow Outgaing FTP-PASY Requests Hocked o
policy are now acorssiti, 2 Applea

£ Allow Dutgaing DNS Requests )
Using ibds a8 2 starting point, @Ehdc and Log All Urmatching Requests | Outgaing Crly
enperionced Lsors can s, ro-order, - -

nodify andd remove rules to suil the
particular targel agplication.

@ What do these seitings do7 Apply | | Cancel

You can create an entirely new policy or use a predefined policy as a starting point by:

«  Clicking the 'Add..." button to add individual network control rules. See 'Adding and Editing a Network Control
Rule' for an overview of the process.

»  Use the 'Copy From' button to populate the list with the network control rules of a Predefined Firewall Policy.
«  Use the 'Copy From' button to populate the list with the network control rules of another application's policy.
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General Tips:

»  If you wish to create a reusable policy for deployment on multiple applications, we advise you add a new
Predefined Firewall Policy (or modify one of the existing ones to suit your needs) - then come back to this
section and use the 'Use Predefined Policy' option to roll it out.

» If you want to build a bespoke policy for maybe one or two specific applications, then we advise you choose the
'Use a Custom Policy' option and create your policy either from scratch by adding individual rules (click the
'Add..." button) or by using one of the built-in policies as a starting point.

Understanding Network Control Rules

At their core, each network control rule can be thought of as a simple IF THEN trigger - a set of conditions (or attributes)
pertaining to a packet of data from a particular application and an action it that is enforced if those conditions are met.

As a packet filtering firewall, Comodo Firewall analyzes the attributes of every single packet of data that attempts to enter or
leave your computer. Attributes of a packet include the application that is sending or receiving the packet, the protocol it is using,
the direction in which it is traveling, the source and destination IP addresses and the ports it is attempting to traverse. The
firewall then tries to find a network control rule that matches all the conditional attributes of this packet in order to determine
whether or not it should be allowed to proceed. If there is no corresponding network control rule, then the connection is
automatically blocked until a rule is created.

e pac
of data meets
these conditions...

(@) Use a Custam Policy ¢ Copy From  # | ‘ ‘

I@ AllowdTCP Or UDP Out From IP Any To IP Any 'Where Source Port Is Any And Destinat... |

| ...then the firewall will take this action |

The actual conditions (attributes) you see* on a particular Network Control Rule are determined by the protocol chosen in
Adding and Editing a Network Control Rule

If you chose 'TCP", 'UDP" or 'TCP and 'UDP', then the rule has the form: Action | Protocol | Direction |Source Address |
Destination Address | Source Port | Destination Port

If you chose 'ICMP', then the rule has the form: Action | Protocol | Direction |Source Address | Destination Address | ICMP
Details

If you chose 'IP', then the rule has the form: Action | Protocol | Direction [Source Address | Destination Address | IP Details

Action: The action the firewall takes when the conditions of the rule are met. The rule shows 'Allow', 'Block' or 'Ask'.**

Protocol: States the protocol that the target application must be attempting to use when sending or receiving packets of
data. The rule shows 'TCP', 'UDP', TCP or UDP', 'ICMP" or 'IP'

Direction: States the direction of traffic that the data packet must be attempting to negotiate. The rule shows ‘In’, 'Out'
or 'In/Out'

Source Address: States the source address of the connection attempt. The rule shows 'From' followed by one of the
following: IP, IP range , IP Mask , Network Zone , Host Name or Mac Address

Destination Address: States the address of the connection attempt. The rule shows "To' followed by one of the
following: IP, IP range , IP Mask , Network Zone , Host Name or Mac Address

Source Port: States the port(s) that the application must be attempting to send packets of data through. Shows 'Where
Source Port Is' followed by one of the following: 'Any’, 'Port #, 'Port Range' or 'Port Set'

Destination Port; States the port(s) on the remote entity that the application must be attempting to send to. Shows
'Where Source Port Is' followed by one of the following: 'Any’, 'Port #, 'Port Range' or 'Port Set

ICMP Details: States the ICMP message that must be detected to trigger the action. See Adding and Editing a Network
Control Rule for details of available messages that can be displayed.

IP Details: States the type of IP protocol that must be detected to trigger the action: See Adding and Editing a Network
Control Rule to see the list of available IP protocols that can be displayed here.
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f.

Once a rule is applied, Comodo Firewall monitors all network traffic relating to the chosen application and take the specified
action if the conditions are met. Users should also see the section 'Global Rules' to understand the interaction between
Application Rules and Global Rules.

*If you chose to add a descriptive name when creating the rule then this name is displayed here rather than it's full parameters.
See the next section, Adding and Editing a Network Control Rule ;, for more details.

** If you selected "Log as a firewall event if this rule is fired' then the action is postfixed with Log". (e.g. Block & Log)

Adding and Editing a Network Control Rule

The Network Control Rule Interface is used to configure the actions and conditions of an individual network control rule. If you
are not an experienced firewall user or are unsure about the settings in this area, we advise you first gain some background
knowledge by reading the sections 'Understanding Network Control Rules', 'Overview of Rules and Policies' and 'Creating and
Modifying Network Policies'

¢ Network Control Rule X

~ GENEra

Action: | Allow =/ [lLog as a firewall event if this rule is fired
Protocol: | TCP or UDP &
Direction: | In/Out =

Description: | allow Access to Loopback Zone

Source Address | Destination Address | Source Port | Destination Port

Type: | any Address x|

Any Address

Host Mame

IPv4 Address Range
IPv4 Single Address
IPv4 Subnet Mask
IPv6 Single Address
IPvS Subnet Mask
MAC Address

@ What do these s|Network Zone Apply l [ Cancel L

il

General Settings
Action: Define the action the firewall takes when the conditions of the rule are met. Options available via the drop down menu
are 'Allow' (Default), 'Block’ or 'Ask'.

Protocol: Allows the user to specify which protocol the data packet should be using. Options available via the drop down menu
are 'TCP', 'UDP', 'TCP or UDP' (Defaulf), ICMP" or 'IP" .

Note: Your choice here alters the choices available to you in the tab structure on the lower half of the interface.

Direction: Allows the user to define which direction the packets should be traveling. Options available via the drop down menu
are 'In', 'Out' or 'In/Out' (Default).

Log as a firewall event if this rule is fired: Checking this option creates an entry in the firewall event log viewer whenever this
rule is called into operation. (i.e. when ALL conditions have been met) (Defaulf = Disabled).

Description: Allows you to type a friendly name for the rule. Some users find it more intuitive to name a rule by it's intended
purpose. ( 'Allow Outgoing HTTP requests'). If you create a friendly name, then this is displayed to represent instead of the full
actions/conditions in the main Application Rules interface and the Application Network Access Control interface.

Protocol

i. TCP','UPD' or TCP or UDP'

If you select 'TCP', 'UPD' or "TCP or UDP' as the Protocol for your network, then you have to define the source and
destination IP addresses and ports receiving and sending the information.
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Type: | any Address -

Any Address

Host Mame

IPv4 Address Range
IPv4 Single Address
IPv4 Subnet Mask
IPv6 Single Address
IPw& Subnet Mask
MALC Address

i What do these s{Network Zone Apply ] [ P

Source Address and Destination Address:

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu defaults to
an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.

2. You can choose a hamed host by selecting a Host Name which denotes your IP address.

3. You can choose an IPv4 Range by selecting IPv4 Address Range - for example the range in your private
network and entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose a Single IPv4 address by selecting IPv4 Single Address and entering the IP address in the
IP address text box, e.g., 192.168.200.113.

5. You can choose IPv4 Mask by selecting IPv4 Subnet Mask. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enter the IP address and Mask of the network.

6. You can choose a Single IPv6 address by selecting IPv6 Single Address and entering the IP address in the
IP address text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

7. You can choose IPv6 Mask by selecting IPv6 Subnet Mask. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enter the IP address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and entering the address in the address text
box.

9. You can choose an entire network zone by selecting Zone .This menu defaults to Local Area Network. But
you can also define your own zone by first creating a Zone through the ‘Network Zones' area.

«  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable. For example, if you are
creating an Allow rule and you check the Exclude box in the Source IP tab and enter values for the IP range,
then that IP range is excluded. You have to create a separate Allow rule for the range of IP addresses that
you DO want to use.

Source Port and Destination Port:

Enter the source and destination Port in the text box.
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Type: | any - |

A Port Range

A Setof Ports
A Single Port

Any

&) What do these settings do? Apnly ] [ G

Fa

1. You can choose any port number by selecting Any - set by default , 0- 65535.

2. You can choose a Single Port number by selecting Single Port and selecting the single port numbers from
the list.

3. You can choose a Port Range by selecting Port Range and selecting the port numbers from the From and To
list.

4. You can choose a predefined Port Set by choosing A Set of Ports. If you wish to create a port set then please
see the section 'Port Sets".

i. ICMP

When you select ICMP as the protocol in General Settings, you are shown a list of ICMP message types in the 'ICMP
Details' tab alongside the Destination Address tabs. The last two tabs are configured identically to the explanation
above. You cannot see the source and destination port tabs.

«  ICMP Details

ICMP (Internet Control Message Protocol) packets contain error and control information which is used to announce
network errors, network congestion, timeouts, and to assist in troubleshooting. It is used mainly for performing traces
and pings. Pinging is frequently used to perform a quick test before attempting to initiate communications. If you are
using or have used a peer-to-peer file-sharing program, you might find yourself being pinged a lot. So you can create
rules to allow / block specific types of ping requests. With Comodo Firewall you can create rules to allow/ deny
inbound ICMP packets that provide you with information and minimize security risk.

I Source Address | Destination Address | ICMP Details

Message: | Any -

Custom

Any

ICMP Echo Request

ICMP Echo Reply

ICMP Met Unreachable
ICMP Host Unreachable
ICMP Protocol Unreachable
ICMP Part Unreachable
ICMP Time Exceeded

ICMP Source Quench

@ What do these s ICMP Fragmentation MNeeded rs ] [

e

1. Type in the source/ destination IP address. Source IP is the IP address from which the traffic originated and
destination IP is the IP address of the computer that is receiving packets of information.

2. Specify ICMP Message , Types and Codes. An ICMP message includes a Message that specifies the type,
that is, the format of the ICMP message.
When you select a particular ICMP message , the menu defaults to set its code and type as well. If you
select the ICMP message type 'Custom'’ then you are asked to specify the code and type.

iii. 1P
When you select IP as the protocol in General Settings, you are shown a list of IP message type in the 'IP Details' tab
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alongside the Source Address and Destination Address tabs. The last two tabs are configured identically to the
explanation above. You cannot see the source and destination port tabs.

Source Address | Destination Address | IF Details

IP Protocol: | any - |

Custom
Any
TCP
LIDP
ICMP
IGMP
Raw IP
PUP
GGP
GRE

VWhat do these s{RSVF
ou ICMPVS apply | | cancel

«  IP Details
Select the types of IP protocol that you wish to allow, from the ones that are listed.

3.4.3. Global Rules

Unlike Application rules, which are applied to and triggered by traffic relating to a specific application, Global Rules are applied to
all traffic traveling in and out of your computer.

€ Network Security Policy

Application Rules | Global Rules | predefined Polices | Metwork Zones | Blocked Zones | Port Sets

u
Rules Add...
R ——

éeﬁlock ICMP QOut From MAC Any To MAC Any Where ICMP Message Is PROTOCOL UNREACHABLE
eElock ICMP In From MAC Any To MAC Any Where ICMP Message Is 17.0

gBlodc ICMP In From MAC Any To MAC Any Where ICMP Message Is 15.0

BEIock ICMP In From MAC Any To MAC Any Where ICMP Message Is 13.0 —
eBlodc ICMP In From MAC Any To MAC Any Where ICMP Message Is ECHO REQUEST Move Up

& VWhat do these settings do? [ O, l [ Cancel

Comodo Firewall analyzes every packet of data in and out of your PC using combination of Application and Global Rules.

«  For Outgoing connection attempts, the application rules are consulted first and then the global rules second.
«  For Incoming connection attempts, the global rules are consulted first and then the application rules second.
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Outgoing traffic My Computer
Traffic that is ‘
travelling from
your computer to comodo Firewall
the outside is Application Rules Incoming Traffic
filtered by the Traffic that is
application rules travelling from the
first and then by Comodo Firewall outside into your
the global rules Global Rules computer is filtered
b the global rules
' Other Computers/ firstand then by the
Internet wehsites etc application rules

Therefore, outgoing traffic has to 'pass' both the application rule then any global rules before it is allowed out of your system.
Similarly, incoming traffic has to 'pass' any global rules first then application specific rules that may apply to the packet.

Global Rules are mainly, but not exclusively, used to filter incoming traffic for protocols other than TCP or UDP.

The configuration of Global Rules is identical to that for application rules. To add a global rule, click the 'Add..." button on the
right. To edit an existing global rule, right click and select 'edit'.
«  See Application Network Access Control interface for an introduction to the rule setting interface.

- See Understanding Network Control Rules for an overview of the meaning, construction and importance of individual
rules.

- See Adding and Editing a Network Control Rule for an explanation of individual rule configuration.

3.4.4. Predefined Policies

As the name suggests, a predefined firewall policy is a set of one or more individual network control rules that have been saved
and can be re-used and deployed on multiple applications.

Note: This section is for advanced and experienced users. If you are a novice user or are new to Comodo Firewall, we advise
you first read the explanations for Network Security Policies, if you have not already done so.

Although each application's firewall policy could be defined from the ground up by individually configuring its constituent rules,
this practice may prove time consuming if it had to be performed for every single program on your system. For this reason,
Comodo Firewall contains a selection of predefined policies according to broad application category. For example, you may
choose to apply the policy "Web Browser' to the applications 'Internet Explorer', 'Firefox' and 'Opera’. Each predefined policy has
been specifically designed by Comodo to optimize the security level of a certain type of application. Users can, of course, modify
these predefined policies to suit their environment and requirements. (for example, you may wish to keep the "Web Browsers'
name but wish to redefine the parameters of it rules).

To access the Predefined Policies interface
1. Click 'Predefined Policies' tab from Firewall Tasks > Network Security Policy interface.
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€ Network Security Policy

Application Rules | Global Rules | Predefined Policies | Metwork Zones | Blocked Zones | Port Sets

Policy Name

‘Web Browser

Email Client

Ftp Client

Trusted Application
Blocked Application
Qutgoing Cnly

@ What do these settings do? QK ] [  Cancel

To view or edit an existing predefined policy
«  Double click on the Policy Name in the list

»  Select the Policy Name in the list, right-click and choose 'Edit'
»  Select the Policy Name and click the 'Edit..." button on the right
«  Details of the process from this point on can be found here.

To add a new predefined policy
»  Click the 'Add..." button. This launches the policy creation dialog shown below.

C Application Network Access Control

Predefined Policy Name

~Metwork Access Rules

lise & Predefned Pal =
LISE a rredenned F

m
i

(@) Use a Custom Policy

There are no items to show,

i What do these settings do? [ Apply ] [ - Cancel l
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- Asthis is a new predefined policy, you need to name it in the text field at the top. It is advised that you choose a
name that accurately describes the category/type of application you wish to define policy for. Next you should add
and configure the individual rules for this policy. See 'Adding and Editing a Network Control Rule' for more advice
on this.

Once created, this policy can be quickly called as a 'Predefined Policy' when creating or modifying a network policy.

—

Copy From # Predefined Security Polices  » Web Browser

Another Application 3 Email Client

‘here are no items tg

Ftp Client

Trusted Application
Blocked Application
Cutgoing Only

3.4.5. Network Zones

Comodo Firewall allows you to define 'Network Zones' and to specify the access privileges of these zones. A 'Network Zone' can
consist of an individual machine (including a single home computer connected to Internet) or a network of thousands of
machines to which access can be granted or denied.

Background Note: A computer network is a connection between computers through a cable or some type of wireless
connection. It enables users to share information and devices between computers and other users within the network.
Obviously, there are certain computer networks where you need to grant access to, including your home or work network.
Conversely, there may be other networks where you want to restrict communication with - or even block entirely.

To access the Network Zones interface
»  Click 'Network Zones' tab from Firewall Tasks > Network Security Policy interface.

€ HNetwork Security Policy

Application Rules | Global Rules | Predefined Policies | Metwork Zones | Blocked Zones | Port Sets

Metwork Zone

i =] Loopback Zone
L 1pin[127.0.0.1/255.0.0.0]
=] Local Area Metwork #1
L 1P 1n [192.168.56.1 f 255.255.255.0]
(=] Local Area Metwork %2
L 1p 1n [5.0.66.248 / 255.0.0.0]
[=] Local Area Metwork %3
L 1p1n[192.158.75.115 / 255.255.255.0]

@ What do these seftings do? ok | [LCancel |

Note 1: Adding a zone to this area does not, in itself, define any permission levels or access rights to the zone. This area
allows to define the zones so you can quickly assign such permissions in other areas of the firewall.

Note 2: A network zone can be designated as 'Trusted' and allowed access by using the 'Stealth Ports Wizard' (An example
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would be your home computer or network).

Note 3: A network zone can be designated as 'Blocked' and denied access by using the 'Blocked Zones' interface. (An example
would be a known spyware site).

Note 4: An application can be assigned specific access rights to and from a network zone when defining an Application Rule.
Similarly, a custom Global Rule can be assigned to a network zone to all activity from a zone.

Note 5: By default, Comodo Firewall automatically detects any new networks (LAN, Wireless etc). This can be disabled in the
More > Preferences area of the application.

To add a New Network Zone
1. Define a name for the zone.

2. Select the addresses to be included in this zone.

To define a name for the zone
1. Click 'Add..." button and select 'A New Network Zone...".

add » & Mew Metbwork, Zone, |,

. ........................ ANEW Address”.

'

A dialog box will appear, prompting you to specify a name for the new zone.

2. Choose a name that accurately describes the network you are creating.

€ Type name of Network Zone X

&) How should | answer? Apply H Cancel l

3. Click 'Apply" to confirm your zone name.

This adds the name of your new zone to the Network Zones list.
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=

C Metwork Security Policy

Application Rules | Global Rules | Predefined Policies | Metwork Zones | Blocked Zones | Port Sets

MNetwork Zone Add E
|=ILoopback Zone

L 1rin[127.0.0.1/255.0.0.0]
|=] Local Area Metwork #1

L 1p1n [192.158.56. 1 / 255.255.255.0]
|=] Local Area Metwaork #2

L 1r1n[5.0.66.248 / 255.0.0.0]
|=] Local Area Metwork #3

L 1p 1n [192.158.75. 115 ] 255.255.255.0]

& What do these seftings do? . oK. ] [ Cam:d

—

To select the addresses to be included in this zone
1. Select the network name, right click on the name of the new zone and select 'Add..." from the menu.

The 'Add a New Address' dialog allows you to select an address from the Type drop-down box shown below (Defaulf =
Any Address). The Exclude check box will be enabled only if any other choice is selected from the drop-down box.

€ Add a Mew Address x

Type: | any Address -

Any Address

Host Name

IPv4 Address Range
IPv4 Single Address
IPv4 Subnet Mask
IPv& Single Address
IPv6 Subnet Mask
MAC Address

@ What do these seftings do? Apply ] [ Cancel

2. Click 'Apply" to confirm your choice.

3. Click 'OK"in the 'Network Zones' interface.
The new zone now appears in the main list along with the addresses you assigned to it.
Once created, a network zone can be:

»  Quickly called as 'Zone' when creating or modifying a network policy
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Liescription: | Allow Ouktgoing DNS Requests
L A

Source Address | Destination Address | Source Port | Destination Port

[ Exclude {i.e. MOT the choice belaw)

Tvpe! | Mebwork Zone z
Zone: w |
Loopback Zone
Local Area Metwoark, #1
< [Home ™

y what do these settings do? ol P

«  Quickly called and designated as a trusted zone from the 'Network Zones' interface
+  Quickly called and designated as a blocked zone from the 'Blocked Zones' interface
To edit the name of an existing Network Zone
1. Select the name of the zone in the list (e.g. Home).
2. Select 'Edit..." to bring up the naming dialog.
To add more addresses to an existing Network Zone
«  Right click on the zone name and click 'Add..." or,

«  Select the zone name and click the 'Add..." button on the right and select 'A New Address...' from the drop-down
menu.

To modify or change the existing address in a zone
»  Right click on the address (not the zone name) and select 'Edit..." or

»  Select the actual address (not the zone name) and click the 'Edit..." button on the right.

3.4.6. Blocked Zones

A computer network enables users to share information and devices between computers and other users within the network.
Obviously, there are certain computer networks that you need to 'trust' and grant access to - for example your home or work

network. Unfortunately, there may be other, untrustworthy networks that you want to restrict communication with - or even block
entirely.

Note: We advise new or inexperienced users to first read 'Network Zones', 'Stealth Ports Wizard' and 'Network Security Policy'
before blocking zones using this interface.

The 'Blocked Network Zones' area allows you to:

- Deny access to a specific network by selecting a pre-existing network zone and designating it as blocked
«  Deny access to a specific network by manually defining a new blocked zone

To access the Blocked Zones interface
»  Click 'Blocked Zones' tab from Firewall Tasks > Network Security Policy interface.
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€ Network Security Policy

Application Rules | Global Rules | Predefined Polices | Network Zones | Blocked Zones | port Sets

m]
Blocked Metwork Zone

There are no items to shaw.

& What do these settings do? oK ] [ Cancel

Note 1: You must create a zone before you can block it. There are two ways to do this;
1. Using 'Network Zones' to name and specify the network you want to block.

2. Directly from this interface using 'New blocked address..."

Note 2: You cannot reconfigure pre-existing network zones from this interface. (e.g., to add or modify IP addresses). You need
to use 'Network Zones' if you want to change the settings of existing zones.

To deny access to a specific network by selecting a pre-existing network zone and designating it as blocked
1. Click the 'Add" button at the top right and select 'Network Zones' then the particular zone you wish to block.

€ Hetwork Security Policy

Application Rues Gubdmie:;hedehedpnldes Metwork Zones  Biocked Zones | Port Sets
Blodked Matwark Zone Add Hetwark Zanes 3 Loopback Zone
There are no items to show. = A New Bloded Address... Local Area Mebaork £1
- Local Area Metwork =2
........................ LOI'..! hea r*t“'u-k B]
9 iWhat da {hese setings do 7 | {5 4 | Cancel |
- ! n = L

The selected zone appears in the main interface.
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€ HNetwork Security Policy

| Application Rules | Global Rules | Predefined Polides | Metwork Zones | Blocked Zones | Port Sets

Blocked Network Zone T |
Name of the — e
Blocked Zone - =) Loopback Zone

IP address{es) that = .
are associabed with Remave |
theblockedzone | %/ | | EE

You must visit
‘Network Zones'
if you wish to
maodify these
sottings

@ Vi do these seftings do? -

2. Click "Apply" to confirm your choice. Al traffic intended for and originating from computer or devices in this zone are
now blocked.

To deny access to a specific network by manually defining a new blocked zone
1. Click the 'Add' button at the top right and select 'A New Blocked Address' (Default = Any Address). The Exclude check
box will be enabled only if any other choice is selected from the drop-down box. This launches the following dialog
where you can select the IP address(es), IP Subnet Masks, Host Name or MAC address that you wish to block from
the Type drop-down box.

€ Add a Mew Address X

-

Type! | any Address

Any Address

Host Mame

IPv4 Address Range
IPv4 Single Address
IPv4 Subnet Mask
IPv6 Single Address
IPvE Subnet Mask
MAC Address

g

@ What do these settings do? Apply

2. Enter the IP address that you wish to block.
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€ Add a New Address X

[[1Exdude {j.e. MOT the choice below)

TyPe:  1Pv4 Single Address =l

I 192 | 168 . 200 . 197

@ What do these settings do? [ Apply

After clicking 'Apply' to confirm your choice, the address(es) you blocked appears in the main interface. You can
modify these addresses at any time by selecting the entry and clicking 'Edit'.

€ MNetwork Security Policy

Application Rules | Global Rules | Predefined Policies | Network Zones | Blocked Zones | port Sets

Blocked Metwork Zone
|=] Loopback Zone

P e ——
(_ 1P 192, 168.200.192 __)

ok | | cancel

£

& What do these settings do?

Click 'OK' to confirm your choice. Al traffic intended for and originating from computer or devices in this zone are now
blocked.

Special Note: Creating a blocked network zone implements a 'block all' global rule for the zone in question. However, unlike
when you create a 'Trusted Zone', this rule is not displayed or editable from the global rules tab of the Network Security Policy

interface. This is because you are likely to be trusting only a few zones, there is the potential that you may have to block many.
The constant addition of such block rules would make the interface unmanageable for most users.

3.

3.4.7. Port Sets

Port Sets are handy, predefined groupings of one or more ports that can be re-used and deployed across multiple Application
Rules and Global Rules.

To access the 'Port Sets' interface
1. Click 'Port Sets' tab from Firewall Tasks > Network Security Policy interface.

161
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€ Network Security Policy

Application Rules | Global Rules | Predefined Policies | Metwork Zones | Blocked Zones | Port Sets

Port Set

| [=IHTTP Parts

I &80

- 443

- 8080

(=1 POP3/SMTP Ports

- 110

- 25

- 143

- 993

- 995

- 465

L 587

|=] Privileged Ports
L n[o- 1023

& What do these settings do? [ oK ] [ _ Cancel

The name of the port set is shown above the actual port numbers that belong to that set. The default port sets shipped
with Comodo Internet Security:

- HTTP Ports: 80 and 443. These are the default ports for http traffic. Your Internet browser uses this ports to
connect to the Internet and other networks.

- POP3/SMTP Ports: 110, 25, 143, 995, 465. These are the ports that are typically used by mail clients like Outlook
Express and WinMail for communication using the POP3, SMTP and IMAP protocols.

Privileged Ports: 0-1024. This set can be deployed if you wish to create a rule that allows or blocks access to the
privileged port range of 0-1024. Privileged ports are so called because it is usually desirable to prevent users
from running services on these ports. Network admins usually reserve or prohibit the use of these ports.

To add a new port set
1. Define a name for the set.

2. Select the port numbers you want to belong to this named set.

To define a name for the set
1. Click the 'Add' button on the right hand side and select ‘A New Port Set..." from the drop-down menu.

Port Sets \

Add 3
A Mew Port...
Edit... -
| nanove |

2. Type a name for the port set. In the example below, we have chosen to name our port set A test port set.

A Mew Port Set...
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€ Type name of Port Set X
[ Test Port set ]

& How should | angwer? Apply H Cancel l

3. Click 'Apply". The new port set appears in the main port set list:

€ Network Security Policy

Application Rules | Global Rules | Predefined Polides | Network Zones | Blocked Zones | Port Sets

Port Set -] Add ¢
| 343

L 8080

(=] POP3/SMTP Ports
~ 110

- 25

- 143

~ 993

- 995

- 4G5

L 587
|=IPrivileged Ports

g What do these seftings do? [DK . J [Cancei ]

4.  Select the port numbers you want to belong to this named set by right clicking on the name of the new port set and
select 'Add..." from the menu.

P U= aiian Ak,
Edit... 0 -
Remaove :
@ What do these settings do? oK l [ Cancel |,

This opens the port selection dialog.
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C Add a Mew Port x

-~ -

[[] Exdude {j.e. NOT the selection below)
() Any
i =]
(@) A single port 0 =
port range -
(O A port
@ YWhat do these settings do? Apply ] [ Cancel

5. Select the ports by selecting:

»  Any, to choose all ports;
»  Asingle port and defining the port in the combo box beside;
«  Aport range and typing the start and end port numbers in the respective combo boxes.
6.  Click 'Apply".
7. Click 'OK"in the Port Sets interface
If you wish to add more ports to this set then repeat the process from the fourth step.
To edit the name of an existing port set
»  Select the name of the set in the list (e.g. HTTP Ports) and click 'Edit..." to bring up the naming dialog.

To add port numbers to an existing port set
« Right click on the set name and click 'Add..." or select the port set name, right click the 'Add..." button and select 'A
new port' from the drop-down menu.

To modify or change the existing port numbers in a port set
»  Right click on the port number you wish to change and select 'Edit..." OR select the actual port number (not the
port set name), right click on it and Select 'Edit...".

When defining or modifying a network control rule, any port sets listed in this interface, including any new ones you create are
available for selection and deployment in the Source Port and Destination Port tabs on selecting A set of Ports.

Source Address | Deskination Address | Source Pork | Destination Paork

[[] Exclude {i.e. NOT the choice below

TYPE! | 4 Set of Parts zl
Ports: v |
HTTP Parks
POP3/SMTP Ports

{ Test E-:urt sek }

& What do these sefttings do?

3.5.View Active Connections

The Active Connections interface contains an at-a-glance summary of all currently active connections on a per-application basis.
You can view all the applications that are connected; all the individual connections that each application is responsible for; the
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direction of the traffic; the source IP and port and the destination IP and port. You can also see the total amount of traffic that has
passed in and out of your system over each connection.

This list is updated in real time whenever an application creates a new connection or drops an existing connection. The View
Active Connections is an extremely useful aid when testing firewall configuration; troubleshooting new firewall policies and rules;
monitoring the connection activity of individual applications and your system as a whole and for terminating any unwanted
connections.

To Access View active connections
1. Click on View Active Connections link in Firewall Tasks.

c Active Connections - 0O X
Protocol Source Destination Bytes In | Bytes Out
2] ) firefox. exe [1668]
— TCPOUT 192,168,75,115:51284 74,125,230,164:80 66 B 1L5KB {...
— TCPOUT 152,168.75.115:51285 66,102,13.101:80 66 B 5.6 KB
- TCPOUT 192.168.75,115:512387 91,199,212, 147:80 407B {2... 668
— TCPOUT 192,168,75,115:51288 91,199.212,147:80 84,1KB ... 5.8KB {...
— TCPOUT 152,168.75.115:512389 91,199,212, 147:80 102.9K... 8.3KB{..
— TCPOUT 192,168.75.115:51290 091,199,212, 14780 66 B 66 B
— TCPOUT 192,168,75,115:51291 91,199.212,147:80 66 B 66 B
— TCPOUT 192,168.75,115:51292 91,199,212, 147:80 66 B 66 B
— TCPOUT 192,168.75,115:51293 091,199,212, 14780 66 B 66 B
L TCPOUT 192,168,75,115:512949 91,199.212,147:80 107.5K,... 668
[=)] [ System [4]
L tcp Listening on: 139 0E 0B
& What do these settings do?
S

Column Description

»  Protocol - Shows the application that is making the connection, the protocol it is using and the direction of the
traffic . Each application may have more than one connection at any time.

«  Source (IP : Port) - The source IP Address and source port that the application is connecting through. If the
application is waiting for communication and the port is open, it is described as 'Listening'.

+  Destination (IP : Port) - The destination IP Address and destination port address that the application is connecting
to. This is blank if the 'Source' column is 'Listening'.

«  Bytes In - Represents the total bytes of incoming data since this connection was first allowed
- Bytes Out - Represents the total bytes of outgoing data since this connection was first allowed

Context Sensitive Menu

1. Right click on items in the list to see the context sensitive menu.
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Protocol Source Destination Bytes In | Bytes Out -‘
= @C:\ngram Files {x86)\Mozilla Firefox\firefox.exe [1668]
- TCPOUT 192.168.75.115:51288 91.199.212.147:80 84.1KB ... 5.8KB {...
- TCPOUT 192,168.75,.115:5 v Show Full Path 102.9K... B.SKB{...E
- TCPOUT 192.168.75.115:5 b6 B 66 B
| TCPOUT  192.168.75.115:5 Terminate Connection 107.5K... 66B
- TCPOUT 192,1568.75.115:51293 91.199.212.147:80 133.1K... 66B =1
- TCPOUT 192.168.75.115:51299 91.199.212.147:80 B6 B 66 B
- TCPOUT 192,168.75,115:51297 91,199,212, 147:80 12.2KE ... 66B
- TCPOUT 192.168.75.115:51300 91.199.212.147:80 13.5KB ... 66 B
I TCPOUT 192,168.75,115:51301 91,199,212, 14780 184.5K... 8.0KB {...
- TCPOUT 192,1568.75.115:51302 91.199.212.147:80 [=1-1] 66 B
- TCPOUT 192.168.75.115:51303 91.199.212.149:80 B6 B 66 B
[=I ] System [4]
L Tcep Listening on: 139 0B 0B
(2[5 C:\windows\System32\svchost.exe [1496]
L UDP OUT 192,168.75.115:63772 239,255.255.250: 1900 1.4KB {... 332B . |
& What do these seftings do?

2. If you wish to view the full path of the application, right click on the application name and select 'Show Full Path'.

3. If you wish to terminate a connection belonging to an application, right click on the specific connection and click
"Terminate Connection'.

3.6. Stealth Ports Wizard

Port Stealthing is a security feature whereby ports on an Internet connected PC are hidden from sight, evoking no response to
opportunistic port scans.

General Note: Your computer sends and receives data to other computers and to the Internet through an interface called a
'port'. There are over 65,000 numbered ports on every computer - with certain ports being traditionally reserved for certain
services. For example, your machine almost definitely connects to Internet using port 80 and port 443. Your e-mail application
connects to your mail server through port 25. A 'port scanning' attack consists of sending a message to each of your computer
ports, one at a time. This information gathering technique is used by hackers to find out which ports are open and which ports
are being used by services on your machine. With this knowledge, a hacker can determine which attacks are likely to work if
used against your machine.

Stealthing a port effectively makes it invisible to a port scan. This differs from simply 'closing' a port as NO response is given to
any connection attempts (‘closed' ports respond with a 'closed’ reply- revealing to the hacker that there is actually a PC in
existence.) This provides an extremely high level of security to your PC. If a hacker or automated scanner cannot 'see' your
computers ports then they presumes it is offline and move on to other targets. You can still be able to connect to Internet and
transfer information as usual but remain invisible to outside threats. Comodo Firewall provides the user with flexible stealthing
options:

1. Click on 'Stealth Ports Wizard' in Firewall Tasks.
2. You have three options to choose from:

»  Define a new trusted network
«  Alert me to incoming connections
«  Block all incoming connections
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c Stealth Ports ®

m Define a new trusted network and make my ports stealth for everyone else

If you select this option, your computer will be invisble to everyone except those networks
you specify as trusted on the next step.

ﬁ Alert me to incoming connections and make my ports stealth on a per-case basis

Create a set of global rules, your permission will be asked every time there is an incoming
connection request. This is useful for Peer to Peer networking and remote desktop
connections to your machine when port visibility is required.

% Block all incoming connections and make my ports stealth for everyone

Selecting this option means your computer's ports will be invisible to all networks and the
Firewall will block all incoming connections. The average user wil find this option the most
convenient and secure.

& What do these settings do?

Click the option you would like more details on:

- Define a new trusted network and make my ports stealth for everyone else
«  Alert me to incoming connections and make my ports stealth on a per-case basis
+  Blockall incoming connections and make my ports stealth for everyone

Define a New Trusted Network and Make my Ports Stealth for Everyone Else

By selecting this option your machine's ports is stealthed (invisible) to everyone EXCEPT those networks that you specify as
trusted.

To begin the wizard
1. Click 'Define a New Trusted Network and make my ports stealth for everyone else' link.

A dialog box appears, asking you to choose the new trusted zone:

€ Stealth Ports X

Define a new trusted network and make my ports stealth for everyone else
‘i: Your computer will be invisible to everyone except networks specified as trusted on this

step.
(@ 1 would like to trust one of Netwark Zones
Zone Mame | Loopback Zone '
(21 would like to define and trust a new network zone
Skarting IP

Ending IP or  Subnet Mask

i What do these seftings do?

2. If you have already configured a network zone then leave the upper option selected, choose your desired network
from the 'Zone Name' drop-down box and click 'OK'.

If you have not yet defined a zone you wish to trust, you can do so in 'Network Zones' area in Network Security Policy interface
of the firewall or manually define and trust a new zone from this dialog box.

To manually define and frust a new zone from this dialog box
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1. Select 'l would like to define and trust a new network zone'.

€ Stealth Ports x

qj Define a new trusted network and make my ports stealth for everyone else

Your computer will be invisible to everyone except netwaorks specified as trusted on this
step.

()1 would like to trust one of Network Zones

Zone Mame -

(@) I would like to define and trust a new network zone
Starting IP 192 168 . 200 . O

Ending IP 192 , 168 . 200 . 250]  or Subnet Mask

& What do these settings do? QK

2. Enter the IP range for the zone for which you want your computer to be visible - starting from the Start IP to the End IP
(or specify a Subnet Mask)

3. Click 'OK' to create the new Zone rule.

COMODO Intemnet Security Premium S

:I Your firewall has been configured accordingly.

|

If you wish to add more than one zone, simply repeat this procedure.

Using the 'Define a new trusted network and make my ports stealth for everyone else' option creates a new trusted zone by
adding the following rules in the 'Global Rules' interface:

@.ﬁ.lluw all Cukgoing Requests IF The Target Is IP In[192.165,200.0 ) 192,168, 200,250]
@.ﬁ.lluw all Incoming Requests IF The Sender Is IP In[192.168.200.0 } 192, 168,200,250]

The specific parameters of the descriptive rule name above are:
Allow | IP | Out | From Any IP Address | To <ZONE> | Where Protocol is ANY
Allow | IP | In | From <ZONE> | To Any IP Address | Where Protocol is ANY

If you would like more information on the meaning and construction of rules, please click here.

Alert me to incoming connections and make my ports stealth on a per-case basis

You see a firewall alert every time there is a request for an incoming connection. The alert asks your permission on whether or
not you wish the connection to proceed. This can be useful for applications such as Peer to Peer networking and Remote
desktop applications that require port visibility in order to connect to your machine. Specifically, this option adds the following
rule in the 'Global Rules' interface:
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Block | ICMP | In | From Any IP Address | To Any IP Address | Where Message is ECHO REQUEST

If you would like more information on the meaning and construction of rules, please click here.

Block all incoming connections and make my ports stealth for everyone

Selecting this option means your computer's ports are invisible to all networks, irrespective of whether you trust them or not. The
average home user (using a single computer that is not part of a home LAN) finds this option the more convenient and secure.
You are not alerted when the incoming connection is blocked, but the rule adds an entry in the firewall event log file. Specifically,
this option adds the following rule in the 'Global Rules' interface:

Block And Log | IP | In | From Any IP Address | To Any IP Address | Where Protocol is Any

If you would like more information on the meaning and construction of rules, please click here.

3.7.Firewall Behavior Settings

Firewall Behavior Settings allows you to quickly configure the security of your computer and the frequency of alerts that are
generated. This dialog box can be accessed in the 'Firewall Tasks' and, more immediately, by clicking on security level setting
that is displayed (e.g. Safe Mode) in the Summary Screen (shown below).

Firewall Safe Mode @)
Firewall has blocked 0 intrusion{s) so far 4363 dragon.exe [ ————
& 87 froee  C—
Y. 11 outbound connection(s) 08%  System

04%  thunderbirdexe |
.', 0 inbound connection(s)

@ Stop All Traffic

These settings can be done using the tabs listed below.

»  General Settings tab
»  Alert Settings tab
»  Advaced Settings tab

3.7.1. General Settings

Comodo Firewall allows you to customize firewall security by using the Firewall Security Level slider to change preset security
levels.

The choices available are:

«  Block All
»  Custom Policy
- Safe Mode (Defaull)
«  Training
«  Disabled
The setting you choose here is also displayed on the summary screen.
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€ Firewall Behavior Settings *

eneral Settings | Alert Settings | Advanced

Firewall Security Level

Block 4l - Metwaork, security policy is applied
- Cwkgaoinng kraffic initiaked by safe applications is learned
- Traffic initiaked by unknown applications is alerted ko

Cuskom Policy the user

Safe Mode
Training Mode

Disabled

keep an alert on the screen for (seconds): | 120

[[] Create rules for safe applications

[] Enable IPwé Filkering

[ sutomatically detect new private networks

[+ Show Trustconneck alerts For unsecured wireless nebworks

[ Showe Trustconmeck alerts For public netwarks

[ Do not show popup alerts Allow Requests -

[ shawe traffic anirmation in the tray

i what do these settings da? 04 l [ Cancel

«  Block All Mode: The firewall blocks all traffic in and out of your computer regardless of any user-defined configuration
and rules. The firewall does not attempt to learn the behavior of any applications and does not automatically create
traffic rules for any applications. Choosing this option effectively prevents your computer from accessing any networks,
including the Internet.

»  Custom Policy Mode: The firewall applies ONLY the custom security configurations and network traffic policies
specified by the user. New users may want to think of this as the 'Do Not Learn' setting because the firewall does not
attempt to learn the behavior of any applications. Nor does it automatically create network traffic rules for those
applications. You will receive alerts every time there is a connection attempt by an application - even for applications
on the Comodo Safe list (unless, of course, you have specified rules and policies that instruct the firewall to trust the
application's connection attempt).

If any application tries to make a connection to the outside, the firewall audits all the loaded components and checks
each against the list of components already allowed or blocked. If a component is found to be blocked, the entire
application is denied Internet access and an alert is generated. This setting is advised for experienced firewall users
that wish to maximize the visibility and control over traffic in and out of their computer.

- Safe Mode (Default}. While filtering network traffic, the firewall automatically creates rules that allow all traffic for the
components of applications certified as 'Safe' by Comodo, if the checkbox Create rules for safe applications is
selected. For non-certified new applications, you will receive an alert whenever that application attempts to access the
network. Should you choose, you can grant that application Internet access by choosing 'Treat this application as a
Trusted Application' at the alert. This deploys the predefined firewall policy ‘Trusted Application' onto the application.

'Safe Mode' is the recommended setting for most users - combining the highest levels of security with an easy-to-
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manage number of connection alerts.

Training Mode : The firewall monitors network traffic and create automatic allow rules for all new applications until the
security level is adjusted. You will not receive any alerts in ‘Training Mode' mode. If you choose the 'Training Mode'
setting, we advise that you are 100% sure that all applications installed on your computer are assigned the correct
network access rights.

Tip: Use this setting temporarily while playing an online game for the first time. This suppresses all alerts while the firewall
learns the components of the game that need Internet access and automatically create "allow' rules for them. You can switch
back to your previous mode later.

« Disabled: Disables the firewall and makes it inactive. All incoming and outgoing connections are allowed irrespective of
the restrictions set by the user. Comodo strongly advise against this setting unless you are sure that you are not
currently connected to any local or wireless networks.

Check boxes -
Keep an alert on screen for maximum (n) seconds

Determines how long the Firewall shows an alert for without any user intervention. By default, the timeout is set at 120 seconds.
You may adjust this setting to your own preference.

Create rules for safe applications

Comodo Firewall trusts the applications if:

»  The application/file is included in the Trusted Files list under Defense+ Tasks;
»  The application is from a vendor included in the Trusted Software Vendors list under Defense+ Tasks;
»  The application is included in the extensive and constantly updated Comodo safelist.

By default, CIS does not automatically create 'allow' rules for safe applications. This helps saving the resource usage, simplifies
the rules interface by reducing the number of 'Allowed' rules in it, reduces the number of pop-up alerts and is beneficial to
beginners who find difficulties in setting up the rules.

Enabling this checkbox instructs CIS to begin learning the behavior of safe applications so that it can automatically generate the
‘Allow' rules. These rules are listed in the Network Security Policy > Application Rules interface. The Advanced users can
edit/modify the rules as they wish (Defaulf = Disabled).

Background Note: Prior to version 4.x , CIS would automatically add an allow rule for 'safe’ files to the rules interface. This
allowed advanced users to have granular control over rules but could also lead to a cluttered rules interface. The constant
addition of these "allow' rules and the corresponding requirement to learn the behavior of applications that are already
considered 'safe" also took a toll on system resources. In version 4.x and above, 'allow' rules for applications considered 'safe’
are not automatically created - simplifying the rules interface and cutting resource overhead with no loss in security. Advanced
users can re-enable this setting if they require the ability to edit rules for safe applications (or, informally, if they preferred the
way rules were created in CIS version 3.x).

Automatically detect new private networks — Instructs Comodo Firewall to keep monitoring whether your computer is connected
to any new wired or wireless network. The firewall will display an alert as shown below on detecting a network, e.g. when you
connect to a wired home or office local area network, a Wi-Fi network at an airport , cafeteria and so on.
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C Mew Network Detected: Wireless 192.111.11.111/27

L

Please select your location:

-

(] Choose if you are at home and have just connected your computer to a local
network

The Firewall has detected that your computer has joined a new network and needs
to know how to treat the new network accerding to your location,

{-

Iam at WORK

Choose if you are at work place and have just connected your computer to a
lzcal netweork

He

Iam at PUBLIC PLACE

)

Choose this option if you are at public place such as a coffee shop, hotel or
school etc.

[C] Do not detect new networks again

You can select the type of new network you are connected to, so that the firewall configuration is optimized for the type of
connection. Comodo recommends users to leave this option at its default, enabled setting (Default = Enabled).

Show Trustconnect alerts for unsecured wireless networks - If you are connecting to Internet through a new wireless network,
e.g. a Wi-Fi connection at a restaurant, the network needs to be encrypted and secure. Performing your Internet routed activities
through an unsecure wireless network proves the risk of exposing your communication and revealing your confidential
information to potential hackers.

On detection of your Internet connection through a new wireless network, Comodo Firewall checks whether the network is
encrypted and secure. If the network is unsecure, the firewall will display an alert as shown below, if this option is enabled.
(Default = Enabled).

c Mew Network Detected: Wireless 111.111.71.113/27

Warning!

Your computer has joined an unsecured wireless network!

In an unsecured wireless network, your communication is visible to everyone in the same
network

Secure communication with TrustConnect

(028
j Tl Choose if you want to use TrustConnect to encrypt all the communication
s E between you and the Internet.

([{ Continue Unsecured

_,TI) Choose if you do not wish to use TrustConnect to encrypt your traffic between
you and the Internet

] De not show me this alert again
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The alert enables you to secure your connection by using TrustConnect - secure Internet proxy service that creates an
encrypted connection session. For more details, refer to TrustConnect Overview.

Show Trustconnect alerts for public networks - If you are connecting to Internet through a new wired or wireless network at a
public place like an airport or a coffee shop, irrespective of whether the network is wired or wireless, you are exposed to a
danger of other people in the same network gaining access to your computer and hack or steal your confidential information. In
order to safeguard your connection session against such attempts, Comodo recommends to encrypt your connection using
TrustConnect - a secure Internet proxy service.

Comodo Firewall will display an alert as shown below if you are connecting to Internet through a new network in a public place
and select 'l am at PUBLIC PLACE' in the 'New Network Detected' dialog, if this option is enabled. (Default = Enabled).

C Mew Metwork Detected: Wired 192.168.147.128/24 b

( Attention!
!‘“_ Your communication will be visible to other people.

Because vou are using a public internet spot, your communication such as email, chat, web
browsing etc. may be risible to other people using the same spot.

Secure communication with TrustConneck

(3
.T" TI Choose if wou want to use TrustConnect ko encrypt all the communication between wou
= B and the Internet.

Continue Unsecured

()
,T |) Choose if wou da not wish to use TrustConnect ko encrypt wour braffic bebween yvou
and the Internet

[C] Do not show me this alert again

The alert enables you to secure your connection by using TrustConnect. For more details, refer to TrustConnect Overview.

Enable IPv6 filtering - Enabling this options means CIS will filter IPv6 network traffic in addition to IPv4 traffic. (Defaulf =
Disabled).

Background Note: IPv6 stands for Internet Protocol Version 6 and is intended to replace Internet Protocol Version 4 (IPv4). The
move is primarily driven by the anticipated exhaustion of available IP addresses. IPv4 was developed in 1981 and is still the
most widely deployed version - accounting for almost all of today's Internet traffic. However, because IPv4 uses 32 bits for IP
addresses, there is a physical upper limit of around 4.3 billion possible IP addresses - a figure widely viewed as inadequate to
cope with the further expansion of the Internet. In simple terms, the number of devices requiring IP addresses is in danger of
exceeding the number of IP addresses that are available. This hard limit has already led to the development of 'work-around'
solutions such as Network Address Translation (NAT), which enable multiple hosts on private networks to access the Internet
using a single IP address.

IPv6 on the other hand, uses 128 bits per address (delivering 3.4x10% unique addresses) and is viewed as the only realistic,
long term solution to IP address exhaustion. IPv6 also implements numerous enhancements that are not present in IPv4 -
including greater security, improved support for mobile devices and more efficient routing of data packets.

Do not show popup alerts - This option allows you to configure whether or not to show firewall alerts when malware is
encountered. Choosing 'Do not show popup alerts' will minimize disturbances but at some loss of user awareness. If you choose
not to show alerts then you have a choice of default responses that CIS should automatically take — either 'Block Requests' or
Allow Requests. (Defaulf = Enabled)

Show traffic animation in the tray - By default, the Comodo Internet Security's 'Shield' tray icon displays a small animation
whenever traffic moves to or from your computer.

a
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If the traffic is outbound, you can see green arrows moving upwards on the right hand side of the shield. Similarly, for inbound
traffic you can see red arrows moving down the left hand side. This provides a very useful indicator of the real-time movement of
data in and out of your computer. Clear this check box If you would rather not see this animation (Defaulf = Enabled).

3.7.2. Alert Settings

Users can configure the amount of alerts that Comodo Firewall generates, using the slider on this tab. Raising or lowering the
slider changes the amount of alerts accordingly. It should be noted that this does not affect your security, which is determined by
the rules you have configured (for example, in 'Network Security Policy"). For the majority of users, the default setting of 'Low'" is
the perfect level - ensuring you are kept informed of connection attempts and suspicious behaviors whilst not overwhelming you
with alert messages.

The Alert Frequency settings refer only to connection attempts by applications or from IP addresses that you have not (yet)
decided to trust. For example, you could specify a very high alert frequency level, but not receive any alerts at all if you have
chosen to trust the application that is making the connection attempt.

C Firewall Behavior Settings x

General Settings | Alert Settings | Advanced
Alert Frequency Level

Very High - Shows alerts for incoming and outgeing requests
- Shows alerts for either TCP or UDP protocols

High
Medium
Laow

Very Low

[ This computer is an internet connection gateway (j.e. an ICS Server)
[ Enable alerts for TCP requests

[#] Enable alerts for UDP requests

[#] Enable alerts for ICMP requests

[ Enable alerts for loopback requests

i What do these settings do? Ok l [ Cancel ]

«  Very High: The firewall shows separate alerts for outgoing and incoming connection requests for both TCP and UDP
protocols on specific ports and for specific IP addresses, for an application. This setting provides the highest degree of
visibility to inbound and outbound connection attempts but leads to a proliferation of firewall alerts. For example, using
a browser to connect to your Internet home-page may generate as many as 5 separate alerts for an outgoing TCP
connection alone.

High: The firewall shows separate alerts for outgoing and incoming connection requests for both TCP and UDP
protocols on specific ports for an application.

«  Medium: The firewall shows alerts for outgoing and incoming connection requests for both TCP and UDP protocols for
an application.

«  Low (Defaulf). The firewall shows alerts for outgoing and incoming connection requests for an application. This is the
setting recommended by Comodo and is suitable for the majority of users.

«  Very Low: The firewall shows only one alert for an application.
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Check boxes

This computer is an internet connection gateway (i.e. an ICS server) - An Internet Connection Sharing Server (ICS) is a
computer that shares its connection to the Internet with other computers that are connected to it by LAN. i.e. the other
computers access the Internet through this computer (Defaulf = Enabled).

Designating a computer as an ICS server can be useful in some corporate and home environments that have more than one
computer but which have only one connection to the Internet. For example, you might have 2 computers in your home but only
one connection. Setting one as an ICS server allows both of them to access the Internet.

«  Leave this box unchecked if no other computers connect to your computer via Local Area Network to share your
connection. This is the situation for the vast majority of home and business users.

«  Check this option if this computer has been configured as an Internet Connection Sharing server through which
other computers connect to the Internet.

Note: If your computer is indeed an ICS server but you leave this box unchecked then you are likely to see an increase in
Firewall alerts. Selecting this checkbox does not decrease the security but tells the firewall to handle ICS requests too. So it
just activates some additional functionality and helps reduce the number of alerts.

Q: 'l have more than one computer in my home and both connect to the Internet. Should | check this box?"

A: In most cases no. Having more than one computer in your home, both of which connect to the 'net via a router or wireless
connection, is not the same as 'sharing' a connection in the sense that we mean here. Only check this box if you know that you
have designated this computer as an ICS server.

Enable alerts for TCP requests / Enable alerts for UDP requests / Enable alerts for ICMP requests/ Enable alerts for loopback
requests - In conjunction with the slider, these checkboxes allow you to fine-tune the number of alerts you see according to
protocol (Default = Enabled).

3.7.3. Advanced Settings

Comodo Firewall features advanced detection settings to help protect your computer against common types of denial of service
(DoS) attack. When launching a denial of service or 'flood' attack, an attacker bombards a target machine with so many
connection requests that your computer is unable to accept legitimate connections, effectively shutting down your web, email,
FTP or VPN server.
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 Firewall Behavior Settings x

General Settings | Alert Settings | Advanced

[C] Protect the ARP Cache

[C] Block Fragmented IP datagrams

Block all outgoingfincoming fragmented IP packets (& personal computer rarely needs
to send or receive fragmented IP packets but some network enabled devices e.q.
printers may require fragmented traffic,)

[C] Do protocal analysis

Analyze all incomingfoutgoing packets to verify that they have
correct parameters according to the spedific protocol's standards
and stop them if found suspiciaus

[C] Monitor NDIS protocols other than TCP/IP

Manitor packets originated from other protocols which use their own drivers to create
TCP/IP packets e.g. Wincap (Enabling this option may affect system performance.
Chanaging this option requires a system restart)

& What do these settings do? oK ] [ Cancel

- Protect the ARP Cache - Checking this option makes Comodo Firewall to start performing stateful inspection of ARP
(Address Resolution Protocol) connections. This blocks spoof ARP requests and protects your computer from ARP
cache poisoning attacks (Default = Disabled).

The ARP Cache (or ARP Table) is a record of IP addresses stored on your computer that is used to map IP addresses
to MAC addresses. Stateful inspection involves the analysis of data within the lowest levels of the protocol stack and
comparing the current session to previous ones in order to detect suspicious activity.

Background: Every device on a network has two addresses: a MAC (Media Access Control) address and an IP (Internet
Protocol) address. The MAC address is the address of the physical network interface card inside the device, and never
changes for the life of the device (in other words, the network card inside your PC has a hard coded MAC address that it keeps
even if you install it in a different machine.) On the other hand, the IP address can change if the machine moves to another
part of the network or the network uses DHCP to assign dynamic IP addresses. In order to correctly route a packet of data
from a host to the destination network card it is essential to maintain a record of the correlation between a device's IP address
and it's MAC address. The Address Resolution Protocol performs this function by matching an IP address to its appropriate
MAC address (and vice versa). The ARP cache is a record of all the IP and MAC addresses that your computer has matched
together.

Hackers can potentially alter a computer's ARP cache of matching IP/MAC address pairs to launch a variety of attacks
including, Denial of Service attacks, Man in the Middle attacks and MAC address flooding and ARP request spoofing. It
should be noted, that a successful ARP attack is almost always dependent on the hacker having physical access to
your network or direct control of a machine on your network - therefore this setting is of more relevance to network
administrators than home users.

»  Block Gratuitous ARP frames - A gratuitous ARP frame is an ARP Reply that is broadcast to all machines in a
network and is not in response to any ARP Request. When an ARP Reply is broadcast, all hosts are required to
update their local ARP caches, whether or not the ARP Reply was in response to an ARP Request they had
issued. Gratuitous ARP frames are important as they update your machine's ARP cache whenever there is a
change to another machine on the network (for example, if a network card is replaced in a machine on the
network, then a gratuitous ARP frame informs your machine of this change and requests to update your ARP
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cache so that data can be correctly routed). Enabling this setting helps to block such requests - protecting the
ARP cache from potentially malicious updates (Default = Disabled).

«  Block Fragmented IP datagrams - When a connection is opened between two computers, they must agree on a
Maximum Transmission Unit (MTU). IP Datagram fragmentation occurs when data passes through a router with an
MTU less than the MTU you are using i.e when a datagram is larger than the MTU of the network over which it must
be sent, it is divided into smaller ‘fragments' which are each sent separately. Fragmented IP packets can create
threats similar to a DOS attack. Moreover, these fragmentations can double the amount of time it takes to send a
single packet and slow down your download time (Default = Disabled).

Comodo Firewall is set by default to block fragmented IP datagrams i.e the option Block Fragmented IP datagrams is
checked by default.

Do protocol Analysis - Protocol Analysis is key to the detection of fake packets used in denial of service attacks.
Checking this option means Comodo Firewall checks every packet conforms to that protocols standards. If not, then
the packets are blocked (Default = Disabled).

»  Monitor NDIS protocols other than TCP/IP - This forces Comodo Firewall to capture the packets belonging to any
other protocol driver than TCP/IP. Trojans can potentially use their own protocol driver to send/receive packets. This
option is useful to catch such attempts. This option is disabled by default: because it can reduce system performance
and may be incompatible with some protocol drivers (Defaulf = Disabled).

4 Defense+ Tasks - Introduction

The Defense+ component of Comodo Internet Security (hereafter known simply as Defense+) is a host
intrusion prevention system that constantly monitors the activities of all executable files on your PC. With
Defense+ activated, the user is warned EVERY time an unknown application executable (.exe, .dll, .sys,
.bat etc) attempts to run. The only executables that are allowed to run are the ones you give permission to.

Defense+ also protects against data theft, computer crashes and system damage by preventing most types of buffer overflow
attacks. This type of attack occurs when a malicious program or script deliberately sends more data to its memory buffer than
that the buffer can handle. It is at this point that a successful attack can create a back door to the system through which a hacker
can gain access. The goal of most attacks is to install malware onto the compromised PC whereby the hacker can reformat the
hard drive, steal sensitive user information, or even install programs that transform the machine into a Zombie PC. For more
details refer Execution Control Settings.

Defense+ boasts a highly configurable security rules interface and prevents possible attacks from root-kits, inter-process
memory injections, key-loggers and more. It blocks Viruses, Trojans and Spyware before they can ever get installed on your
system and prevents unauthorized modification of critical operating system files and registry entries.

The Sandbox functionality of Defense+ allows you to run suspicious and unknown executables in an isolated environment to
safeguard your system from the adverse effects of those executables. This is useful for software testers and users interested in
testing out the new software available over Internet.

+ Defense+

The Defense+ Tasks area can be accessed at all times by clicking on the Defense+ tab from the navigation
panel.
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View Active Process List

This section displays summary nformation of
all the processes currently running on your
computer.

full scan yet!
_[ Do it now l Trusted Flles 7 Run a Program in the Sandbox
l 4 In this section you can addfremove files This item allows you to run an arbitrary
toffrom your kocal safe executable files program inside the Sandbox.
database,
Unrecognized Files y Defense+ Settings
) ‘You may use thes section to view the \‘"' Tou may use this section to madify various
unrecognized files cbserved so far. These settings which make Defense+ operate
fles are automatically sandboxed untl they according to specific deferse requirements
are expliatly marked as trusted. of the computer.
“‘ Computer Security Policy
L ] You may use this section to configure various
"7 rules and configuration options of the
Defense+.
Talk to a
& Certified

The Defense+ main configuration area provides easy access to all the features and allows you to create rules for applications
and sandbox through a series of shortcuts and wizards. Click on the links below to see detailed explanations of each area in this
section.

«  View Defense+ Events

«  Trusted Files

«  Unrecognized Files

«  Computer Security Policy

«  View Active Process List

«  RunaProgram in the Sandbox
- Defenset Settings

4.1.The Sandbox - An Introduction

Comodo Internet Security's new sandbox is an isolated operating environment for unknown and untrusted applications. Running
an application in the sandbox means that it cannot make permanent changes to other processes, programs or data on your 'real’
system. Comodo have integrated sandboxing technology directly into the security architecture of Comodo Internet Security to
complement and strengthen the Firewall, Defense+ and Antivirus modules.

The smart application control mechanism performs security inspections whenever you start an application and automatically
sandboxes any unknown application so that they can NOT do any harm to your system.

Applications in the sandbox are executed under a carefully selected set of privileges and write to a virtual file system and
registry instead of the real system. This delivers the smoothest user experience possible by allowing unknown applications to
run and operate as they normally would while denying them the potential to cause lasting damage.

After an unknown application has been placed in the sandbox, CIS also automatically queues it for submission to Comodo Cloud
Scanners for automatic behavior analysis. Firstly, the files undergo another antivirus scan on our servers. If the scan discovers
the file to be malicious, then it is designated as malware, the result is sent back to the local installation of CIS and the local
black-list is updated. If the scan does not detect that the file is malicious then its behavior will be monitored by running it in a
virtual environment within Comodo's Instant Malware Analysis (CIMA) servers and all its activities are recorded. If these
behaviors are found to be malicious then the signature of the executable is automatically added to the antivirus black list. If no
malicious behavior is recorded then the file is placed into 'Unrecognized Files' (for execution within the sandbox) and will be
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submitted to our technicians for further checks. The cloud scanning processes take around 15 minutes to complete and report
their results back to CIS.

By uniquely deploying 'sandboxing as security', CIS 2012 offers improved security, fewer pop-ups and greater ease of use than
ever before.

Refer to the following sections for more details on sandbox:

«  The Sand-boxing and Scanning Processes
- Always Sandbox

*  RunaProgram in the Sandbox

«  Sandbox Settings

4.1.1. Unknown Files: The Sand-boxing and Scanning Processes

«  When an executable is first run it passes through the following CIS security inspections:
*  Antivirus scan
«  Defense+ Heuristic check
- Buffer Overflow check

- Ifthe processes above determine that the file is malware then the user is alerted and the file is quarantined or
deleted

»  An application can become recognized as 'safe' by CIS (and therefore not sandboxed or scanned in the cloud) in
the following ways:

«  Because it is on the local Comodo White List of known safe applications
«  Because the user has added the application to the local 'Trusted Files'

« By the user granting the installer elevated privileges (CIS detects if an executable requires administrative
privileges. If it does, it asks the user. If they choose to trust, CIS regards the installer and all files generated
by the installer as safe)

- Additionally, a file is not sandboxed or sent for analysis in the cloud if it is defined as an Installer or Updater
in HIPS policy (See Computer Security Policy for more details)

+  Cloud Scanning Part 1

Files and processes that pass the security inspections above but are not yet recognized as 'safe' (white-
listed) are 'Unrecognized' files. In order to try to establish whether a file is safe or not, CIS will first consult
Comodo's File Look-Up Server (FLS) to check the very latest signature databases:

«  Adigital hash of the unrecognized process or file is created.

«  These hashes are uploaded to the FLS to check whether the signature of the file is present on the
latest databases. This database contains the latest, global black list of the signatures of all known
malware and a white list of the signatures of the 'safe’ files.

«  First, our servers check these hashes against the latest available black-list
« Ifthe hash is discovered on this blacklist then it is malware
«  Theresultis sent back to the local installation of CIS
- Ifthe hash is not on the latest black-list, it's signature is checked against the latest white-list
« Ifthe hash is discovered on this white-list then it is trusted
«  Theresultis sent back to local installation of CIS
«  The local white-list is updated
»  The FLS checks detailed above are near instantaneous.

«  Sandbox and Cloud Scanning Part 2

If the hash is not on the latest black-list or white-list then it remains as 'unrecognized'. CIS simultaneously
takes two distinct but complementary actions -
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(1) It will run the unrecognized file in the local Sandbox so that it cannot access important operating system
files or damage your computer, and

(2) It will leverage Comodo's Cloud Scanning technology to determine whether the file behaves in a
malicious fashion.

«  Unrecognized files and applications will be isolated and locally sandboxed. CIS will alert the user that it is
going to run the application in the sandbox.

COMODO Intemet Securty Alet

Application Isclate:

557 LvAgent exe is an unrecognized file and has been
| sandboxed as Partially Limited

[[] Hide these alerts Don't isolate it again

«  Automatically sandboxed applications are run with 'Partially Limited' restrictions. More detail: Sandboxed
applications are allowed fo run under a specific set of conditions or privileges. In CIS, these are known as
Restriction Levels' There are four levels - Partially Limited, Limited, Restricted and Untrusted (‘Partially
Limited' is the default level for applications that are automatically placed in the sandbox). In part, sandbox
restriction levels are implemented by enforcing or relaxing the native access rights that Windows can grant
to an application. For example, the 'Limited’ setting applies some of the supported operating system
restrictions and grants it access rights similar to if the application was run under a non-admin user account.
These restriction levels are fortified with certain Defense + restrictions that apply to all sanadboxed
applications (for example, they cannot key log or screen grab, set windows hooks, access protected COM
interfaces or access non-sandboxed applications in memory. If the user enables virtualization, then
sandboxed apps. can't modify registry keys or modify existing profected files either).

«  Automatically sandboxed applications cannot be viewed or modified in the interface. Applications that were
automatically sandboxed can only be removed if they become recognized as 'safe' by CIS (see conditions
above).

»  Unrecognized files are simultaneously uploaded to Comodo's Instant Malware Analysis servers for further
checks:

- Firstly, the files undergo another antivirus scan on our servers.

- If the scan discovers the file to be malicious (for example, heuristics discover it is a brand new variant)
then it is designated as malware. This result is sent back to the local installation of CIS and the local
and global black-list is updated.

- If the scan does not detect that the file is malicious then it passes onto the the next stage of inspection -
behavior monitoring.

«  The behavior analysis system is a cloud based service that is used to help determine whether a file
exhibits malicious behavior. Once submitted to the system, the unknown executable will be
automatically run in a virtual environment and all actions that it takes will be monitored. For example,
processes spawned, files and registry key modifications, host state changes and network activity will be
recorded.

» Ifthese behaviors are found to be malicious then the signature of the executable is automatically
added to the antivirus black list.

- If no malicious behavior is recorded then the file is placed into 'Unrecognized Files' and will be
submitted to our technicians for further checks. Note: Behavior Analysis can identify malicious files and
add to the global black list, but it cannot declare that a file is 'safe’. The status of 'safe' can only be
given to a file after more in-depth checks by our technicians.

« Ineither case, the result is reported back to your CIS installation in approximately 15 minutes. If the
executable was not found to be malicious then it will be run in the sandbox. It will simultaneously be
added to the 'Unrecognized Files' list and uploaded to our technicians for analysis. If is discovered to be
a threat then CIS will show an AV alert to the user. From this alert the user can opt to quarantine, clean
(delete) or disinfect the malicious file. This new threat will be automatically added to the global black list
database and therefore benefit all CIS users.
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Sandbox - Other notes

»  Applications can be placed in the sandbox automatically by CIS or by the Always Sandbox feature. Users also
have the option to run an application in the sandbox on a 'one-off' basis.

- Ifasafe orinstaller application is executed by an application running inside the sandbox, the installer also runs in
the sandbox no matter what

- Ifauser defines an application for sandboxing, this causes any applications (safe or installer) to also be executed
inside the sandbox.

« Inaddition to the Sandbox restriction level set for an application, Defense + also implements the following
restrictions. A sandboxed application cannot:

«  Access non-sandboxed applications in memory

«  Access protected COM interfaces

»  Key log or screen capture

»  Set windows hooks

- Modify protected registry keys (if virtualization is enabled)

«  Modify EXISTING protected file (if virtualization is enabled).

4.2.\View Defense+ Events

Comodo Internet Security records a history of all actions taken by Defense+. These can be viewed by clicking 'View Defense+
Events' from the 'Defense+ Tasks' area. Defense+ 'Events' are generated and recorded for various reasons. Examples include
changes in Defense+ settings, when an application or process attempts to access restricted areas or when an action occurs that
contravenes your Computer Security Policy.

By default, CIS stores the log file in Support DataBase (SDB) format as cislogs.sdb file which is located in C:\Documents and
Settings\All Users\Application Data\Comodo\Firewall Pro. Logs stored in this file can be extracted by using a suitable
application. Logs can also be exported to html by clicking ‘More.. > File > Export'.

To view a log of Defense+ Events
«  Click 'View Defense+ Events' from the Defense+ Tasks interface.

€ Defense+ Events - .0 -x
Application Flags Target Date
_&I C:\WsersiuseriMusic\desktop.ini  Scanned Online and ... B/1/2011 422:3...
ﬁ C:\Program Files (x86)VABBYY Li... Scanned Online and ... 812011 2:50:1...
{a C:\Program Files (x86)\ABBYY Li... Scanned Online and ... 8/1/2011 2:30:2...
7 C:\Program Files (x86)\ABBYY Li... Scanned Online and ... 8/1/2011 2:30:2...

@ What do these settings do? Refresh ] [ bl ] [ Close
A

Column Descriptions

- Application - Indicates which application or process propagated the event. If the application has no icon, the
default system icon for executable files are used.
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«  Flags - Indicates flags set for the kinds of actions against the event triggered by the file.
«  Target - Represents the location of the target file.
- Date/Time - Contains precise details of the date and time of the access attempt.

«  Click Refresh to reload and update the displayed list, to include all events generated since the time you first
accessed the 'Defense+ Events' area.

«  Click 'More ..." to load the full, Comodo Internet Security Log Viewer module. See below for more details on
this module.

Log Viewer Module

Click 'More' to load the full, Comodo Internet Security Log Viewer module. Alternatively, this module can be opened by double-
clicking the 'cfplogvw' exe file that is stored in the installation path of the CIS application. Usually the path is C:\Program
Files\COMODO\COMODO Internet Security.

This window contains a full history of logged events of Firewall, Defense+ and Antivirus modules. It also allows you to build
custom log files based on specific filters and to export log file for archiving or troubleshooting purposes.

c  COMODO Internet Security Premium - Log Viewer

i File  Wiew
i B Today B2 current week B2 Current Month [ Entire Period
@ Detenses Events
E-E5 Logs DE:.rfﬂoduIe Date Appication = RO e
&) Antivirus Events 9/28/2011 1:15:258M || Cr\Program Files (x85)\ABBYY Ling.... Scanned Crine and Found ...
% ﬁre“‘"hl i‘f:fem 9/28/2011 3:34:28PM ) C:\Program Files Gra6)IComodo\Dr .. DNS/RPC Client Access
= D D-Hw Logs 9/28/2011 3:36:27FPM @) C:\Program Files (x86)}Comodo'Dr ... DNS/RPC Client Access
@ slerts Displayed 9/28/2011 3:36:28PM @) C:\Program Files (x86)\Comodo\Dr ... DNS/RPC Client Access
[53 Tasks Launched 9/28/2011 3:38:28PM @) C:\Program Files (x85)\Comodo\Dr ... DNS/RPC Client Access
08 Configuration Changes 9/28/2011 3:40:28 PM ac:‘Prowam Files (x26)\Comado\Dr ... DNS/RPC Chent Access
9/28{2011 3:42:28PM g C:\Program Files (x86)'Comodo'Dr ... DNS/RPC Chent Access
GQ/28/2011 J:44:28 PM @C:‘ngram Files {x25)\Comodo\Dr ... DNSRPC Client Access
9/28/2011 3:46:29PM @ C:\Program Files (x86)\Comodo'Dr ... DNSRPC Client Access
19/28/2011 3:48:30 PM & C:\Program Files (86)YComado\Dr ... DNS/RPC Client Arcess
| Date Filter Ll 9/28{2011 3:50:28PM @) C:\Program Files (x85)\Comodo'\Dr... DNS/RPC Client Access
4 Geptember, 2011 B
MTWTTFSES
123 4
56 7891011
1213141516 17 18
19 20 21 22 23 24 25
26 272829 30
Ready Records: 11«

The Log Viewer Module is divided into two sections. The left hand panel displays a set of handy, pre-defined time Filters for
Firewall, Defense+ and Antivirus event log files. The right hand panel displays the actual events that were logged for the time
period you selected in the left hand panel (or the events that correspond to the filtering criteria you selected).

Filtering Log Files

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria.

Preset Time Filters:
Clicking on any of the preset filters in the top panel alters the display in the right hand panel in the following ways:

«  Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).
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The example below shows an example display when the Defense+ Logs for 'Today' are displayed.

c COMODO Internet Security Premium - Log Viewer

ioFile  View
i ¥ Today S current Week B2 CurrentMenth [ Entire Period
Qi Defense+ Events X
(=1 ES] Logs per Module Date Application Flags Target
E "”“"':5_5““5 9/28/2011 1:15:25PM [ C: Program Fles (x85)\ABBYY Ling... Scanned Orline and Found ...
E) Dircwel Evens 5/28/20113:34:28PM @) C:\Program Fles (x36)\Comodo'Dr .. DNS/RPC Chent Access
9/28/2011 3:36:27PM g C:\Program Files (xB86)Comoda'Dr... DNS/RPC Client Access
9/28/2011 3:36:28PM ) C:\Program Files {x85)\Comoda'Dr ... DNS/RPC Client Access
9/28/2011 3:38:28PM @ C:\Program Files (x88)\Comodo'Dr ... DNS/RPC Client Access
9/2B8/2011 3:40:28 PFM @c:‘Program Files (x86)\Comodo\Dx ... DNS/RPC Clent Access
9/2B/2011 3:42:28PM  {g)/C:\Program Files (x86)YComodo'Dr ... DNS/RPC Client Access
928/2011 3:44:28 BM @,C:‘ngram Fles (xBa)\ComodoDr... DNS/RPC Chent Access
9/28/2011 3:45:29PM @) C:\Program Files (x86)\ComodaDr ... DNS/RPC Clent Access
19/26/2011 3:48:30PM & C:WProgram Files (x86)\Comodo\Dx ... DNS/RPC Client Access
Diate Fitter Ll 9/28/20113:50:28PM @@ C:\Program Files (x85)\Comoda'Dr... DNS/RPC Client Access
12 13 14115 16 17 18
19 20 22324125
2% 2 30
4.1 nr ] |
Ready Records: 11

Note: The type of events logged by the Antivirus, Firewall and Defense+ modules of Comodo Internet Security differ from each
other. This means that the information and the columns displayed in the right hand side panel change depending on which type
of log you have selected in the top and left hand side panel. For more details on the data shown in the columns, see View
Antivirus Events or View Firewall Events.

User Defined Filters:

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to specific filters.
The type of filters available for Firewall logs differ to those available for Defense+ logs. The table below provides a summary of
available filters and their meanings:

Available Filters - Logs per Module

Defense+ Filters

Antivirus Filter Firewall Filters

Application - Displays only the events
propagated by a specific application

Action - Displays events according to
the response (or action taken) by the
firewall

Action - Displays events according
to the response (or action taken) by
the Antivirus

Flags - Displays events according to the
response (or action taken) by Defense+

Application - Displays only the events
propagated by a specific application

Location - Displays only the events
logged from a specific location

Destination IP - Displays only the
events with a specific target [P
address

Malware Name - Displays only the
events logged corresponding to a
specific malware

Target - Displays only the events that
involved a specified target application

Destination Port - Displays only the
events with a specific target port

Status - Displays the events
according to the status after the

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 183



Comodo Internet Security 2012 - User Guide COMODO

Creating Trust Online®

-

f.

Available Filters - Logs per Module

action taken. It can be either

X number
'Success' or 'Fail'

Direction - Indicates if the event was
an Inbound or Outbound connection

Protocal - Displays only the events
that involved a specific protocol

Source IP address - Displays only
the events that originated from a
specific IP address

Source Port - Displays only the
events that originated from a specific
port number

Creating Custom Filters
Custom Filters can be created through the Advanced Filter Interface. You can open the Advanced Filter interface either by using
the View option in the menu bar or using the context sensitive menu.
»  Click View > Advanced Filter to open the 'Advanced Filter' configuration area.
Or
- Right click on any event and select 'Advanced Filter' option to open the corresponding configuration area.

The 'Advanced Filter' configuration area is displayed in the top half of the interface whilst the lower half displays the Events,
Alerts, Tasks or Configuration Changes that the user has selected from the upper left pane. If you wish to view and filter event
logs for other modules then simply click log name in the tree on the upper left hand pane.

The Advanced Log filter displays different fields and options depending on the log type chosen from the left hand pane
(Antivirus, Defense+, Firewall).

This section will deal with Advanced Event Filters related to 'Defense+ Events' and will also cover the custom filtering that can
be applied to the 'Other Logs' (namely 'Alerts Displayed', 'Tasks' Launched' and 'Configuration Changes').

Defense+ Events - Advanced Filters

To configure Advanced Filters for Defense+ events
1. Select 'View > Advanced Filter'

2. Select 'Defense+ Events' under 'Logs Per Module'

You have 3 categories of filter that you can add. Each of these categories can be further refined by either selecting or
deselecting specific filter parameters or by the user typing a filter string in the field provided.

3. Click the 'Add' link when you have chosen the category upon which you wish to filter.
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c COMODO Internet Security Premium - | og Viewer

I File \View
I PTeday B current Week B2 currentMonth [ Entire Period
;
= Logs per Module ——
€] Antivirus Events | Application d
| Firewal Events Roplicabon
& Defense+ Events :!:r?:se . /
=8 g:j:ro‘:snmve 5 Dattm_______— Application Flags Target -
[53) Taske Launched 9/26/2011 1:15:25PM  [F] C+\Program Files (x85)\ABBYY Ling... Stanned Online and Found ...
0% Configuration Changes 9/28/2011 3:34:28PM @) C:\Program Files (x86)\Comodo\Dr ... DNS/RPC Clent Access
9/28/2011 3:36:27FM i) C:\Program Files (x86)\Comodo\Dr ... DNS/RPC Chent Access
9/28/2011 3:35:28 PM @i C:\Program Files (x85)Comodo'Dr... DNS/RPC Client Access
9/28/2011 3:35:28 PM @C:‘ngram Files (x86)Comoda'Dr ... DNSRPC Clent Access
| |9/28/2011 3:40:28PM  {g) C:\Program Files (x86)\Comodo'Dr ... DNS/RPC Chent Access
Date Filter DR | 9/28/2011 3:42:28PM (@) C:\Program Files (x85)Comodo'Dr ... DNS/RPC Client Access
9/28/2011 3:44:28 PM @) C:\Program Files (x85)Comodo\Dr ... DNS/RPC Client Access
9/28/2011 3:46:29PM @) C:\Program Files (x36)\Comodo\Dr ... DNS/RPC Clent Access
4 September, 2011 F 9/28/2011 3:48:30 FM & C:\Program Files (x86)\Comodo'Dr ... DNS/RPC Client Access
MTWTES S 9/28/2011 3:50:28 PM i@y C:\Program Files (x86)\Comodo'Dr ... DNS/RPC Client Access
11234
5678 9101
1213141516 1718
19202122232425
26 272829 30
Ready Records: 11 4

Following are the options available in the 'Add" drop down menu:

i.  Application: Selecting the 'Application’ option displays a drop-down field and text entry field.

Application Does Mot Contain | | Win Remove

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word that needs to be filtered.
The filtered entries are shown directly underneath.
ii. Flags: Selecting the 'Flags' option displays a drop down menu and a set of specific filter parameters that can be
selected or deselected.

«| [] sandboxed As
[ | Scanned Online and Found Safe

[ Scanned Online a1 Remove

Flags
[] Access Memary

c) Select'Equal’ or 'Not Equal' option from the drop down menu. 'Not Equal’ will invert your selected choice.

d) Now select the check-boxes of the specific filter parameters to refine your search. The parameter available
are:

«  Sandboxed As

«  Scanned Online and Found Safe
«  Scanned Online and Found Malicious
«  Access Memory

«  Create Process

«  Terminate Process

«  Modify Key

«  Modify File

«  Direct Memory Access

«  Direct Disk Access

«  Direct Keyboard Access
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«  Direct Monitor Access

«  Load Driver

- Send Message

« Install Hook

«  Access COM Interface

«  Execute Image

«  DNS/RPC Client Access
«  Change Defense+ Mode
«  Shellcode Injection

«  Block File
«  Suspicious
e Hook

«  Alert Suppressed
The filtered entries are shown directly underneath.

iii. Target: Selecting the "Target' option displays a drop-down menu and text entry field.

Target Contains +| | Application Remaove

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word that needs to be filtered.
The filtered entries are shown directly underneath.

Note: More than one filters can be added in the 'Advanced Filter' pane. After adding one filter type, the option to select the next
filter type automatically appears. You can also remove a filter type by clicking the 'Remove' option at the end of every filter
option.

Other Logs - Advanced Filters
Refer to Antivirus Tasks Overview > View Antivirus Events > Log Viewer > Creating Custom Filters > Other Logs - Advanced
Filters for the process of Creating Custom Filters for Alerts Displayed, Task Launched and Configuration Changes.

Date Filter
Click here to know more about Date Filter functionality.

Exporting Log Files to HTML
Exporting log files is useful for archiving and troubleshooting purposes. There are two ways to export log files in the Log Viewer
interface - using the context sensitive menu and via the 'File' menu option. After making your choice, you are asked to specify a
name for the exported HTML file and the location you wish to save it to.
i. File Menu
1. Click 'File' Menu.

2. Move cursor to 'Export'
3. Click on anyone of 'Firewall Logs', 'Defense+ Logs', 'Antivirus Logs' and 'All', as required.
+  Firewall Logs - Exports the Firewall log that is currently being displayed in the right hand side

panel.

- Defenset Logs - Exports the Defense+ log that is currently being displayed in the right hand side
panel .

+  Antivirus Logs - Exports Antivirus log that is currently being displayed in the right hand side panel.
e All- Exports ALL logs for ALL TIME for Firewall, Defense+ and Antivirus logs as a single HTML file.
4. Select the location where the log has to be stored in the 'Save Firewall Log as' window and click 'Save'.
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i. Context Sensitive Menu
1. Right click in the log display window to export the currently displayed log file to HTML.

You can export a custom view that you created using the available Filters by right clicking and selecting
'Export' from the context sensitive menu. Again, you are asked to provide a filename and save location for
the file.

4.3.Trusted Files

Defense+ allows you to define a personal safe list of files to complement the default Comodo safe list.

Files added to the Trusted Files area are automatically given Defense+ trusted status. If an executable is unknown to the
Defense+ safe list then, ordinarily, it and all its active components generate Defense+ alerts when they run. Of course, you could
choose the Treat this as a Trusted Application' option at the alert but it is often more convenient to classify entire directories of
files as 'Trusted Files'".

By adding executables to this list (including sub folders containing many components) you can reduce the amount of alerts that
Defense+ generates whilst maintaining a higher level of Defense+ security. This is particularly useful for developers that are
creating new applications that, by their nature, are as yet unknown to the Comodo safe list. Files can be transferred info this
module by clicking the 'Move to' button in the 'Unrecognized Files' area.

€ Trusted Files X
I Al ? | File Path Company *
i O c:windows\system32\smss. exe Microsaft Corparation __
[0 [m7cwindows\system32\csrss. exe Microsoft Corporation q
[0 [mec\windows'\system32\wininit.exe Microsoft Corporation
[} ﬂ c\windows'system32\winlogon. exe Microsoft Corporation
0 [m7e\windows'\system32\services. exe Microsoft Corporation
7 [mc\windows\system32Ysass.exe Microsoft Corporation
0 [mewindows\system32Ysm.exe Microsoft Corporation
[0 [m7cprogram files\comodocomodo geekbuddy'dpsls. exe COMODO
[0 [Jcprogram files\comodoiunitelezvpnsve. exe COMODO
[0 [B7c\program files (x86)\teamviewer wersion5\teamviewer_servi... Team\Viewer GmbH
7 [m7cwindows\system32\taskhost. exe Microsoft Corporation
[0 [E)cwindows'\system32\dwm.exe Microsoft Corporation
O = c:Ywindows\explorer.exe Microsoft Corporation
[0 [m7cwindows\system32\wbemwmiprvse.exe Microsoft Corporation
(o] q%g.-'c:\program files (x86) Wwindows live\messengerimsnmsar.exe Microsoft Corporation 9
— e il e Bl bisiimdmisin midabkaelidabkae e Ml b O P bl |
& What do these settings do?

Adding files to Trusted Files list

Defense+ allows you to add files and executables to the list of Trusted Files so that those files will be given Trusted status. For
the files added manually, it generates a hash or a digest of the file using a pre-defined algorithm and saves in its database. On
access to any file, its digest is created instantly and compared against the list of stored hashes to decide on whether the file has
"Trusted' status. By this way, even if the file name is changed later, it will retain its Trusted status as the hash remains same.
However you can also add files by their file names, but if you happen to change the file name later, it looses its 'Trusted' status.

To add new file(s) to Trusted Files list
«  Click 'Add' from 'Trusted Files' interface
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flicrosoft Carporation Erowse RUnRing Processes
[Microsaft Corporakion [ Hokeds |
Microsoft Corporation | =
= Remove
icrosoft Corporation
rakion Purge

»  Browse Files - Opens a drag and drop dialog that enables you to select the files/folders from the left and
side pane and move them to the right hand side pane by clicking the right arrow.

C Please drag and drop your selection in the Selected items section x

~Existing items ~Selected items

=5 Program Files q ZHProgram FilesyCuckoolcuckoornp, exe

{7y Common Files /
) COMoDo
i spplication: /

H
@ Tl

Messenger

- microsoft Fronkpage
{3 Movie Maker

1) M3

IC5) M3N Gaming Zone

I3 MetMeeting j
-

T2 Minline Sarvicas

[ " I L

~Opkions

Ise file names instead of file hashes

[[] Include Files from subfolders too (et recommended)

© hat do these seftings da’? Apply ] [ Cancel

 Include files from subfolders too - Select this option if you want all the files included in the subfolders to
be added to Trusted files list in case you are selecting a folder from the left hand side pane.

»  Use file names instead of file hashes - On selecting this option, the selected files will be stored in the
database with the file names instead of file hashes. Use this option only for the files which should not
be trusted if their file names are changed.

»  Click 'Apply" for adding the files in the left hand side pane to the Trusted Files' list.

«  Browse Running Processes - Opens Choose a process dialog which allows you to select a currently running
process. On selecting a process, the parent application, which invoked the process will be added to Trusted
Files' list.
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Applicakian PID *
P [TwWindows Operating System 1]
=] B Swskem 4
3 [Fsmss.exe 595
[csrss.exe B4
- ﬂ winlogon, exe 672 i
H=| ] services.exe 716 3
=] CLPaLS exe 565
L Elcirs.exe 1554
H =] [ svchost. exe Q00
L [unsecapp.exe 1256
—  [Fsvchost.exe 976
- [Flemdagent.exe 1065
H=] [ swchost. exe 1104
L & woauck.exe 2104
— [Fsvchost. exe 124a
—  [Fsvchost.exe 1365
ol cranlew ava 1did b
@ what do these settings da? Select ] [ Cancel

»  Select the process and click 'Select'. The parent application will be added to the Trusted Files' list.

To move an included entry to Unrecognized Files or Blocked Files

The 'Move to..." option allows you to transfer the selected files out of the Trusted Files' area into either the Unrecognized Files or

Blocked Files areas of Defense+:
Move to » Unrecognized Files
Blocked Files
Remove

To remove an included entry from the Trusted Files list
»  Select the entry and click 'Remove' button. The file is only removed from the list and not deleted from your
system.

To remove invalid entries (programs / files that are not present or uninstalled from your computer) automatically
»  Select the entry and click 'Purge' button.

4.4 Unrecognized Files

Once installed, Defense+ watches all file system activity on your computer. Every new executable file introduced to the
computer, is first scanned against the Comodo certified safe files database. If they are not safe, they are added to the
'Unrecognized Files' for users to review and possibly submit to Comodo. Apart from new executables, any executables that are
modified are also moved to the 'Unrecognized Files' area.
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'Unrecognized Files' is specifically important while Defense+ is in 'Clean PC Mode'. In Clean PC Mode, the files in
'Unrecognized Files' are NOT considered clean. For more information, please check 'Clean PC Mode' on the Defense+ settings

page.
The 'Unrecognized Files' Area allows the user to:
«  Assess the pending files to determine whether or not they are to be trusted. If they are trustworthy, they can be

moved to "Trusted Files' using the 'Move to' button. Similarly, files that are suspicious can be moved to the
'Blocked Files' area.

»  Use the 'Lookup...' feature to see if the master Comodo safe list contains more information.

»  Send the file to Comodo for analysis by clicking the 'Submit' button which automatically begins the file submission
process.

»  Manually add files to the pending list for look-ups or submitting to Comodo.

«  Use the 'Purge' feature to scan the list for files that no longer exist on your system and remove them from the
'Unrecognized Files' list.

»  Delete a selected file from the system by clicking 'Delete File' button

To access Unrecognized Files interface Files
«  Navigate to: Defense+ Tasks > Unrecognized Files.

€ Unrecognized Files

Unrecognized Files | 5 bmitted Files

[ all? |File Path Company Created | Submitted
[0 B clusers\useridocumentsidefault.rdp 8/2/20...
a % c:\users'user\desktop'flash movie player.ink af2f20... Move Bk

ete File

ERERE:

&) What do these settings do? / Read the Privacy Statement
i

7

This area contains two tabs:

«  Unrecognized files - Displays a list of files identified as suspicious by Defense+ and the files added to this area
manually.

«  Submitted Files - Displays a list of files that were submitted to Comodo for analysis.

4.4.1. Unrecognized Files

The Unrecognized Files tab displays the list files that are identified as suspicious by Defense+. Also you can manually add
suspicious and unclassified files to this area for later submission to Comodo for analysis.
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€ Unrecognized Files o
Unrecognized Files | submitted Files
[ all? |File Path Company Created |Submitted
(|| & . c\psersiuser\documents'default.rdp 8/2f20...
[} @ c\usersuseridesktop\flash movie player.Ink 8f2f20...
Delete File
& What do these seftings do? / Read the Privacy Statement /

The 'Lookup..." button allows you to check for information on the files by consulting the master Comodo safe list, Select the
file(s) you want to check and click the 'Lookup..." button. This contacts Comodo servers to conduct a search of Comodo's master
safe list database to check if any information is available about the file in question. If no information is available, you are
presented with the option to submit them to Comodo for analysis:
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€ Unrecognized Files

Unrecognized Files | sybmitted Files
[ All? |File Path Company Created |Submitted IL Add k|
3 B c:ipsersuser\documentsdefault.rdp g/2/20... |—\
[ @ o \users'user \desktop\fiash movie player.Ink g/2/20... t_@ve_t‘i ..... ’ il

© Performing online lookup...

? Please wait while the files are being chedked anline. ..

d:\&recyde.bin\s-1-5-21-221747257-109846. .. \&r 7gsdcd. pdf
(T
| IL Abort |

"

What sort of information is being sent f received 7 l

The online lookup has been completed. Please review the list below for the results,

File Path Result
d = di\Srecycle binls-1-5-21-221747257- 1098465536-27505856 14- 1000161 20p. .. s Unknown

There are unknown files in your list Would you like to submit them to
L] COMODO for analysis?

[C] Remember my answer

After sending the file to Comodo, our technicians determine whether or not it represents a threat to your security. If it is found to
be trustworthy, it is added to the Comodo safe list. You can also directly submit the files to Comodo from this area.

To manually submit the files to Comodo
«  Select the file from the list and click 'Submit'...
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€ Unrecognized Files o x

Unrecognized Files | Sybmitted Files

[ all? |File Path Compary Created | Submitted
J l,_-_:_c:hJsersMJser\documents‘\default.rdp af2/20...
[} %c:hsershser\,deskb:p\,ﬂash maovie player.Ink &/2/20... 8/2f201...
[} -l__'|=\d:‘I,EI'EEy'dE.bil‘l\s—1—5—21—221?4?25?—10984655... af220.,. 8/2f201...
[} gd:\,ﬂ'ecyde.bin\,s—1—5—21—221?4?25?—10984655. " af2420...
[} -Llfd:‘l,ﬁrecyde.bin\p—l—5—21—221?4?25?—10984655. - af2/20...

C Submitting... ¥ -

g Flease wait while the files are being submitted...

File: di\srecyde. bin\s-1-5-21-221747257-1098465536-27505. .. \5r luaye.odt
Operation: Uploading...

|IHIHI!IIHI!IIHI!IHI!IHIHI!IIHI!IIHI!IHIHI!IIHI!IIHI!IHI!IHIHI!IIHI!IIHI!IHI!IHIHI!IIHI!IIHI!IHIHI!IIHI!IIHI!IHI!IHIHI!IIHI!IIHI!
Cwverall progress:

|
0 | o |

) “
o

€ Submit Results

The submit has been completed. Please review the list below for the results,

File Path Result
EEd:‘l,srecl_.rde.I::in\§—1—5—21—221?4?25?—1098465536-2?5[] 585614-100048r ... (4 Successfully subm..

wrr—)

¢l

You will see a progress of file submission and on completion, the submission results will be displayed. You can see the file under
Submitted files tab.

You can manually add files to the 'Unrecognized Files' list by clicking the 'Add.." button and either browsing to their location on
your hard drive or selecting a running process:
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1 Add k Browse Files...

: Browse Running Processes
Moveto » |

' Remove |

The 'Move to..." option allows you to transfer the files out of the 'My Pending Files' area and into either the Trusted Files or
Blocked Files areas of Defense+:

Move to M Trusted Files
Blocked Files
Femove , I

—

Files can also be transferred /nto this module by clicking the 'Move to..." button in the "Trusted Files' area.

4.4.2. Submitted Files

The Submitted files tab in the Unrecognized Files area displays a list of files submitted to Comodo for analysis, both from the
Defense+ Tasks > Unrecognized Files area and Antivirus tasks > Submit Files area.

€ Unrecognized Files

Unrecognized Files | Submitted Files

Path Date

iC:\Program FilesiTest Virus\Biography by Wiliam Someset Maughm.odt 2/1/2011 4:24:56 FM
D:\photo\images.jpa 8/1/2011 4:27:30 PM
o \usersluser\desktop\fiash movie player.Ink 3/2/2011 321:20 PM
di\grecyde.bin's-1-5-21-221747257-1098465536-2750 5856 14-1000"ér luaye. odt 822011 3:22:17 FM
o \usersuser\documentstdefault.rdp 222011 3:32:40 FM

& What do these settings do? / Read the Privacy Statement /

4.5.Computer Security Policy

The Computer Security Policy area allows the user to view manage and edit the Defense+ security policies that apply to
applications, Predefined Security Policies, define protected Files and Folders, Registry Keys, COM interfaces, files to be always
sandboxed or blocked, define a list of Trusted Software Vendors and so forth.
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The default security policy in Defense+ is configured to provide maximum security universally for any usage environment by
experts at Comodo. Hence the default configuration can be retained as such without any changes. The application enables
advanced users, who understand the risks of modifying the configuration, to change the settings as they need.

«  To access the Computer Security Policy area, click Defense+ Tasks > Computer Security Policy.

An alert dialog will be displayed, indicating the risks involved in modifying the default policy.

COMODO Internet Security Premium X

9 The changes you make in this section are going ko affect the security of your computer,
\t() Only advanced users who are Familiar with Defense+ internals should ey ko modify the default policy.
Do o skill wank ko continue?

If you are an advanced user and wish to continue, click 'Yes'. The '‘Computer Security Policy' interface will be displayed.

¢ Computer Security Policy o x
Protected Files and Folders _Proteg::l_:e_d Registry Keys | Protected CoMm Inter_fa::es_ Tms_tec! Snﬁw_a_rg Vendur_s :
Defense+ Rules : Predefined Polides Always Sandbox i Blocked Files
Application name Treat as |
{ =] Windows System Applications Windows System Appli... |
=
CE|
=]
=]
=]
(=]
=]
=]
CE|
m] | &
& What do these settings do? oK ] [ el
A

The Computer Security Policy area contains the following tabs:

»  Defense+ Rules

»  Predefined Policies

- Always Sandbox

«  Blocked Files

»  Protected Files and Folders
»  Protected Registry Keys

«  Protected COM Interfaces
»  Trusted Sofiware Vendors

4.5.1. Defense+ Rules

The Defense+ Rules tab lists the different groups of applications installed in your system and the security policies applied to
them. You can change the policy applied to selected applications and also create custom policies to be applied to selected
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c© Computer Security Policy

Protected Fies and Folders | | Protecied RegsiryKeys | Protected COM Interfaces | Trusted Software Vendors
Deferse + Rules Predefred Poioes | Abeays Sardbex
Hame of This is a PREDEFINED POLICY
the Aopicauen name Treat o which can be applied to a
Flle Group h\"'-...‘ (2] Windows System Applications Windows System Appl. .. FILE GROUP or 1o an
= Individual apphication
Applications =] windows Lipdater Applcatons Instaler or Updater
Hated bemeath "
the Flle Group i
name Inherit fed i
the POLICY of [ Pur
thall group e e L. ge__ -
hese applications CUSTOM POLICIES can
do ot belong |_| becreated by the user
1o a FILE GROUP [2] COMODD Tnbemnet Security Cictompolcy =" | | [and deployed to individual
fard ;’5:2:"‘:":“""’ B Seninde %o eplorer e Trizted Apphcation applications
CUSIEm of (=1 Al Applcatons Custom pobcy
precefined security) (]
POLICY
ﬁ What do thees seliings da? oK Cancel
Bl

The first column, Application Name, displays a list of the applications on your system for which a security policy has been
deployed. If the application belongs to a file group, then all member applications assume the security policy of the file group. The

second column, Treat as, column displays the name of the security policy assigned to the application or group of applications in
column one.

General Navigation:
«  Add... - Allows the user to Add a new Application to the list then create it's policy. See the section 'Creating or
Modifying a Defense+ Security Policy'.

- Edit... - Allows the user to modify the Defense+ security policy of the selected application. See the section
'Creating or Modifying a Defense+ Security Policy'.

«  Remove - Deletes the current policy.

Note: You cannot remove individual applications from a file group using this interface - you must use the 'File Groups' interface
to do this.

«  Purge - Runs a system check to verify that all the applications for which policies are listed are actually installed
on the host machine at the path specified. If not, the policy is removed, or 'purged', from the list.

Users can re-order the priority of policies by simply dragging and dropping the application name or file group name in question.
To alter the priority of applications that belong to a file group, you must use the 'File Groups' interface.

Creating or Modifying a Defense+ Security Policy

To begin defining a application's Defense+ policy

(1) Select the application or file group that you wish the policy to apply to.
(2) Configure the security policy for this application.

(1) Select the application or file group that you wish the policy to apply to

If you wish to define a policy for a new application (i.e. one that is not already listed), click the "Add..." button in the main
Defense+ Rules interface.

This brings up the 'Application System Activity' Control interface shown below.
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C Application System Activity Control

Application Path

(") Use a Predefined Policy -

(@) Use a Custom Policy Customize
@ VWhat do these settings do? Apply ] [ Cancel l

Because you are defining the Defense+ security settings for a new application, you can notice that the 'Application Path' box is
blank. (If you were editing an existing policy instead, then this interface would show that policy's name and path.)

Click 'Select' to begin.

Select  » File Groups r

Running Processes. ..

bd Browse...

You now have 3 methods available to choose the application for which you wish to create a policy - File Groups; Running
Processes and Browse.

1. File Groups - choosing this option allows you to create a Defense+ security policy for a category of pre-set files or
folders. For example, selecting 'Executables' would enable you to create a Defense+ policy for all files with the
extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available include 'Windows System Applications'
, 'Windows Updater Applications', 'Start Up Folders' etc - each of which provide a fast and convenient way to apply a
generic policy to important files and folders.

To view the file types and folders that are affected by choosing one of these options, you need to visit the 'File Groups'
interface.

The ' File Groups interface can be accessed by the following method:
- Navigate to Defense+ > Computer Security Policy > Protected Files and Folders then click the 'Groups..." button.

2. Running Processes - as the name suggests, this option allows you to create and deploy a Defense+ policy for any
process that is currently running on your PC.
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Application PID El
™ Windows Operating System 0 '
=] [ System 4
L [@7smss.exe 252 =
[m7 cares.exe 348
[m71 carss.exe 408
[=] [ wininit., exe 416
=] [ services.exe 512
- [m7svchost.exe 632
I [B7]CLPSLS.exe 592
- [m7svchost.exe 728
L [m]cmdagent.exe 820
- [87]svchost.exe 872
—  [m7svchost.exe 912
H=] [mT svchost.exe 956
L a7 dwm.exe 1856
H= svchost.exe 280 =
= =]
[T A b |
@ What do these settings do? Select ] [  Cancel

You can choose an individual process (shown above) or the parent process of a set of running processes. Click
‘Select' to confirm your choice.

3. Browse... - this option is the easiest for most users and simply allows you to browse to the location of the application
for which you want to deploy the Defense+ security policy.

: i I
[@ Select the application { ; i B N e w
e, SR R FRes, . s : ; o
U | |, &« Google » Chrome » Application » - | 3 I Z| Search Application §e |
Organize « Mew folder 4=+ [l @l
< Favorites Mame Date modified Type
Bl Desktop W 120742122 7/28/2011 10:46 AM  File folder
8 Downloads . Dictionaries 5/24/2011 611 PM  File folder
= Recent Places T e 7/9/2011 751 AM  Application
- First R 5/24/2011 6:11 PM Fil
. Libraries L Hist Run o e
| master_preferences 5/24/2011 6:10 PM File b
18 Computer CE wiow_helper.exe 7/9/2011 7:51 AM Application
&, Local Disk (Cz)
¢ Local Disk (D:)
G“! Metwork
4 i | F
File name: - [l Files ) -
I Open I [ Cancel I
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In the example below, we have decided to create a security policy for the Opera web browser.

Having selected the individual application, running process or file group, the next stage is to Configure the rules for this
application's policy.
(2) Configure the security policy for this application
There are two broad options available for selecting a policy that applies to an application - Use a Pre-defined Policy or Use a
Custom Policy.

1. Use a Predefined Policy - Selecting this option allows the user to quickly deploy a existing security policy on to the
target application. Choose the policy you wish to use from the drop down menu. In the example below, we have
chosen 'Limited Application’. The name of the predefined policy you choose is displayed in the Treat As' column for
that application in the Computer Security Policy interface (Default = Disabled).

€ Application System Activity Control X

-

Application Path

|
| Select |
(@) Use a Predefined Policy Installer or Updater -
Installer or Updater
(C)Use a Custom Policy Trusted Application
i Windows System Application
Isolated Application
Limited Application

&) What do these settings do?

Note on 'Installer or Updater' Policy : Applying the Predefined Policy 'Installer or Updater' for an application defines it as a
trusted installer and all the files created by the application will also be considered as as trusted files. Some of the applications
may have hidden codes that may potentially impair the security of your computer if allowed to create files of its own. Comodo
advises you to use this Predefined Policy - 'Installer or Updater' with caution. On applying this policy to any of the application,
an alert dialog will be displayed, describing the risks involved.

COMODO Internet Security Premium b__<|

Furthermore, all the files created by this application will also be treated as trusted inskallers,
If not used with caution, this ackion can disable the entire security af wour computer including ankivirus,

Do o still want to continue?

'j ‘fou are about ko define a trusted installer that can change everything in your compuker!
L

Yes l [ {[a] ] [ Cancel

General Note: Predefined Policies, once chosen, cannot be modified directly from this interface - they can only be modified
and defined using the 'Predefined Policies' interface. If you require the ability to add or modify settings for an specific
application then you are effectively creating a new, custom policy and should choose the more flexible Use Custom Policy

option instead.

2. Use a Custom Policy- designed for more experienced users, the '‘Custom Policy' option enables full control over the
configuration specific security policy and the parameters of each rule within that policy. The Custom Policy has two
main configuration areas - Access Rights and Protection Settings (Defaulf = Enabled).

In simplistic terms 'Access Rights' determine what the application can do to other processes and objects whereas
‘Protection Settings' determine what the application can have done fo itby other processes.

i. Access Rights - The Process Access Rights interface allows you to determine what activities the applications in
your custom policy are allowed to execute. These activities are called 'Access Names'.
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€ Customize Policy X

Access Rights | Protection Settings

Access Mame Ask Blodk Allaw Exdusions
‘= Run an executable =] ] Modify (040)

H Interprocess Memaory Accesses =4 =] ] Maodify (040)

@ Windows/WinEvent Hooks =] () o Madify (040)

@ Processes' Termination 1=} ] O Madify (040}

% Device Drivers' Installation W ] ] Modify (040)

=] Window Messages = () o Madify (040)

gyProtected COM Interfaces ¥ ] I Modify (040}

«¥yProtected Registry Keys ¥ (m} (] Modify (042)

[i,Protected Files/Folders =4 ] - Modify (040)

{5} DNS Client Service 7 ] ]

W8 Physical Memary =] (] (i}

I Computer Monitor ¥ ] O

Disk %) (] =]

B Keyboard 1= (] O

@ What do these settings do? [ OK ] [ Cancel l
P

Click here to view a list of definitions of the Action Names listed above and the implications of choosing to Ask, Allow or
Block for each setting.

Exceptions to your choice of 'Ask’, 'Allow' or 'Block' can be specified for the policy by clicking the 'Modify' link on the
right.:

Select the 'Allowed Applications' or 'Blocked Applications' tab depending on the type of exception you wish to create.

C Interprocess Memory Accesses X

Allowed Applications | Blocked Applications

Allowed Applications

"""" ﬁc:‘n,leers‘n.Puinc‘n,Deskb:p‘n,COMDDD GeekBuddy.Ink

Remove

& What do these seftings do? CK ] [ [‘.a"lcel ]

Clicking 'Add" allows you to choose which applications or file groups you wish this exception to apply to. (click here for
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an explanation of available options).

In the example above, the default action for 'Run as an executable' is 'AsK. This means Defense+ generates an alert
asking your permission if 'Opera.exe’ tried to run another program. Clicking 'Modify' then adding 'oemig50.exe' to the
‘Allowed Applications' tab creates an exception to this rule. Opera.exe is now allowed to run 'oemig50 .exe' but an alert
is generated if it tries to run any other application.

i. Protection Settings - Protection Settings determine how protected the application or file group in your policy is
against activities by other processes. These protections are called 'Protection Types'.

€ Customize Policy x

Access Rights | Protection Settings
Protection Type Active Inactive Exceptions
m Interprocess Memory Accesses (| W Modify (0}
@l Windows\WinEvent Hooks O ] Modify (0}
[@Processes’ Termination (] =] Modify (0}
[ Window Messages (] ¥ Modify (0}
& What do these settings do? CK ] [ Cancel
A

Select 'Yes' to enable monitoring and protect the application or file group against the process listed in the 'Protection Type'
column. Select 'No' to disable such protection.

Click here to view a list of definitions of the 'Protection Types' listed above and the implications of activating each setting.
Exceptions to your choice of 'Yes' or 'No' can be specified in the application's policy by clicking the 'Modify..." button on the right.

3. Click 'Apply" to confirm your setting.

4.5.2. Predefined Policies

As the name suggests, a predefined computer security policy is a set of access rights and protection settings that has been
saved and can be re-used and deployed on multiple applications. Each policy is comprised of a number of 'Rules’ and each of
these 'Rules' is defined by a set of conditions/settings/parameters. 'Predefined Policies' is a set of policies that concermn an
application's access rights to memory, other programs, the registry etc.

Note: This section is for advanced and experienced users. If you are a novice user to Comodo Internet Security, we advise you
first read the Computer Security Policy section in this help guide if you have not already done so.

Although each application's security policy could be defined from the ground up by individually configuring its constituent rules,
this practice may prove time consuming if it had to be performed for every single program on your system. For this reason,
Comodo Internet Security contains a selection of predefined policies according to broad application categories. Each predefined
policy has been specifically designed by Comodo to optimize the security level of a certain type of application. Users can, of
course, modify these predefined policies to suit their environment and requirements.

To configure this category
»  Navigate to: Defense+ Tasks > Computer Security Policy > Predefined Policies. There are four default security
policies listed under the Policy Name column.
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€ Computer Security Policy

Protected Files and Folders Protected Registry Keys Protected COM Interfaces Trusted Software Vendors
Defense+ Rules Predefined Policies Always Sandbox Blodked Files
{Trusted Application
- N Edit .

Windows System Application
Isolated Application - —
Limited Application

&) What do these settings do? QK ] [ Cancel

To view or edit an existing predefined policy
1. Double click on the Policy Name in the list or

2. Select the Policy Name in the list, right-click and choose 'Edit' or
3. Select the Policy Name and click the 'Edit..." button on the right.

From here, you can modify a policy's name and, if desired, make changes to its 'Access Rights' and 'Protection Settings'. Any
changes you make here are automatically rolled out to all applications currently under that policy.

To create a new predefined policy
»  Click the 'Add..." button, type a name for the policy, click 'Customize' link and then follow the same configuration

procedure as outlined for creating a custom, application specific policy. Click here to view.

€ Enter Predefined Security Policy

Security Palicy for music converter

Customize

& How should | answer? Apply ] [ Cancel

«  Click the 'Apply" button.
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¢ Computer Security Policy

Protected Files and Folders Protected Registry Keys Protected COM Interfaces Trusted Software Vendors
Defense+ Rules Predefined Polices Always Sandbox Blocked Files

Trusted Application
Windows System Application
Isolated Application -
Limited Application

Security Policy for music converter

@ What do these seftings do? oK ] [ Cancel ]

¢l

Once created, your policy is available for deployment onto specific application or file groups via the Computer Security
Policy section of Defense+.

4.5.3. Always Sandbox

The 'Always Sandbox' area lists those applications which the user has decided should be executed in the sandbox on a
permanent or long term basis. This may include applications that the user suspects are not safe or has other concerns about (for
example, you could test beta software by running it in the sandbox). These applications will appear as normal programs in your
system but will be run in the sandbox under a restricted set of privileges. They will not be allowed to access files on your real
system, alter operating system settings or alter the registry entries corresponding to other applications

To open the 'Always Sandbox' interface, Click Defense+ > Computer Security policy > Always Sandbox.

€ Computer Security Policy

Protected Files and Folders Protected Reaistry Keys Protected COM Interfaces Trusted Software Vendors
Defense+ Rules Predefined Policies Always Sandbox Blocked Files

Program Mame Restriction Level

2" Ci\Weers\user\ApplatalLocal\Google \Chrome \Wpplication\chrome.exe  Partially Limited

& What do these settings do*?

2

| Cancel
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To (permanently) add programs into the sandbox
1. Click 'Add..." from the 'Always Sandbox' interface. This will open the 'Add a Program to Sandbox' dialog.

2. Click 'Select' and browse to the file or currently running process that you wish to sandbox.

€ Add a Program to the Sandbox

Frogram Path:

Select  » Browse Files...

Browse Funning Processes

Restriction Settings Advanced Settings

Restriction Level

Untrusted -~ The Sandbox does not apply most of the security restrictions supported
by the operating system

Restricted - The sandboxed process runs with default security restrictions applied by
the operating system
- The virtualization, as wel as restrictions on process memory and process

Limited execution time are applied

[ Partially Limited

@ Vit do these seftings do?

oK || . cancel

3. Click 'Open'. In the example below, we are adding opera.exe.

[@ Select the application - I g
! E ’ . = Google » Chrome » Application » - | 4 I Search Anofication 2 |
¥
Organize « Mew folder == ~ [ Iﬁl
< Favorites Marne Date modified Type
B Desktop 120742122 7/28/2011 10:46 AM  File folder
& Downloads | Dictionaries 5/24/2011 611 PM  File folder
=l Recent Places | & chrome.exe 7/9/2011 7:51 AM Application
— . || First Run 5/24/2011 6:11 PM File
= Libraries
|| master_preferences 5/24/2011 6:10 PM File
1% Computer [ wow_helper.exe 7/9/2011 7:51 AM Application
&, Local Disk ()
—w Local Disk (D:)
G'j Network
| dq 1 | 3
File name: chrome.exe -~ | Al Files () - |
| [ Open ] ’ Cancel l

4. Choose 'Restriction Settings'

i. Untrusted - The application is not allowed to access any of the Operating system resources. The application is not
allowed to execute more than 10 processes at a time and is run with very limited access rights. The restrictions on
usage of system memory, operation with virtual file system and registry and execution time defined in Advanced
Settings are imposed.
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Note: Some of the applications that require user interaction may not work properly under this setting.

ii. Restricted - The application is allowed to access very few Operating system resources. The application is not
allowed to execute more than 10 processes at a time and is run with very limited access rights. The restrictions on
usage of system memory, operation with virtual file system and registry and execution time defined in Advanced
Settings are imposed.

Note: Some of the applications like computer games may not work properly under this setting.

iii. Limited - Only selected Operating System resources can be accessed by the application. The application is not
allowed to execute more than 10 processes at a time and is run with out Administrator account privileges. The
restrictions on usage of system memory, operation with virtual file system and registry and execution time defined
in Advanced Settings are imposed.

iv. Partially Limited (Default) - The application is allowed to access all the Operating system files and resources like
clipboard. Modification of protected files/registry keys is not allowed. Privileged operations like loading drivers or
debugging other applications are also not allowed. The restrictions on usage of system memory, operation with
virtual file system and registry and execution time defined in Advanced Settings are imposed.

5. Choose 'Advanced Settings'

|

€ Add a Program to the Sandbox

Program Path:

Restriction Settings = Advanced Settings

[C] Limnit maximum memeory consurmption to (MB)
[C] Limit program execution time to {seconds)
[ Enable file system virtualization

[ Enable registry virtualization

@ What do these settings do? Ok, ] [ Cancel

The Advanced Settings tab to configure the restrictions on system resource usage and access to other files. Available
options are:

i.  Limit maximum memory consumption - You can define how much of the system memory can be allocated for the
application on execution by selecting this checkbox and entering the memory (in MB) in the combo box beside it
(Default = Disabled).

ii. Limit the program execution time - You can define how long the program can be allowed to run by selecting this
checkbox and entering the time (in seconds) in the combo box beside it (Default = Disabled).

iii. Enable file system virtualization -The sandboxed applications are not permitted to modify the files in your 'real’ file
system. Enabling file system virtualization instructs the Sandbox to create a virtual file system in your system. The
application added to the sandbox writes any data only into the created virtual file system, instead of affecting and
potentially causing damage to your real file system. If you disable this option, the application may not function
correctly because it is not be to create the entries that it needs too (Defaulf = Enabled).

Note for advanced users: The virtual file system is created inside the Sandbox working folder (e.g. c:\sandbox\<application
name>) to execute the application within this file system.

The virtual file system is not created even on enabling this setting here, if file system virtualization is disabled in Sandbox
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iv. Enable registry virtualization - The sandboxed applications are not permitted to access and modify the entries in
your 'real' Window's Registry hives. Enabling registry virtualization instructs the Sandbox to create a virtual registry
hive in your system. The application added to the Sandbox writes any entries pertaining to it only into the created
registry hive, instead of affecting and potentially causing damage to your real registry hives. If you disable this
option, the application may not function correctly because it is not able to create the entries that it needs too
(Defaulf = Enabled).

Note for advanced users: The virtual registry hive is created as HKEY_LOCAL_MACHINE\SYSTEM\Sandbox\ ... for the
sandboxed applications to write their registry values.

The virtual registry hive is not created even on enabling this setting here, if registry virtualization is disabled in Sandbox
Settings.

6. Click 'OK' for your settings to take effect.

From this point onwards the application will be run in the sandbox. If you wish to remove it at a later date, simply highlight it in
the list and click 'Remove'. If you wanted to run an application in the sandbox on a 'one off' basis instead, then please use 'Run a
Program in the Sandbox' instead.

- To edit the restriction settings for an application included in the sandbox, select the application and click 'Edit'.

- Toremove an application from the sandbox, select the application and select 'Remove'. Next time you execute
this application it will run outside of the sandbox (presuming it is not then detected as malicious or automatically
sandboxed as per the sandboxing process)

«  Toremove invalid entries (programsffiles that are not present or uninstalled from your computer) automatically,
click 'Purge'.

4.5.4. Blocked Files

Defense+ allows you to lock-down files and folders by completely denying all access rights to them from other processes or
users - effectively cutting it off from the rest of your system. If the file you block is an executable, then neither you nor anything
else is able to run that program. Unlike files that are placed in 'Protected Files and Folders', users cannot selectively allow any
process access to a blocked file.

To access Blocked Files interface

«  Navigate to: Defense+ Tasks > Computer Security Policy > Blocked Files.
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¢ Computer Security Policy

Protected Files and Folders Protected Registry Keys Protected COM Interfaces Trusted Software Vendors
Defense+ Rules Predefined Polides Always Sandbox Blocked Files

File name
[ C:\Program Files\Test Wirus®

@ What do these settings do? ok ] [ Cancel
&)
To manually add an individual file, file group or process
1. Click the 'Add" button. Click here for a description of the choices available when selecting a file.
© Computer Security Policy
Protected Fles and Folders | Protectsd Registry eys | Protected COM Interfaces | Trusted Softwars Vendors
Defirze+ Aues Predafined Poldes Ahways Sardaax Blocked Files
Fibz nams ‘ hdd L File Groups L Exemculables
[ Ce\Program Fles\Test Virus™ e Rurwiireg Processss. ., Al Aophcations

p— Important Sles/Folders

| Remave vindows Updater Appiications

I Fie ‘Windows System Appications

‘ Deele i ramperary Fies

(P COMODD Flesiolders
COMODD Trvternel Saaurily
Shertup Foiders
vindows Management
3rd Party Praboool Drivers
Vindaws Sockels Interface

i) Whatl do thess seifings do? i ok | [ Cancel J

Alternatively, files can be transferred info the 'Blocked Files' module using the "Move to' button in the 'Unrecognized Files' and
"Trusted Files' areas.

To edit the file path of an included entry
1. Select the entry and click 'Edit' button. The 'Edit' dialog opens for changing the file path.

C Edit File Path X

[ D:\Work\all_tests™| ]

& How should | answer? [ Apply l [ Cancel l
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2. Alter the file path as required and click 'Apply'.

To remove an included entry from Blocked Files
»  Select the entry and click 'Remove' button. The file is only removed from the list and not deleted from your
system.

To permanently delete the individual file; file group or executable from your system
»  Select the entry and click 'Delete File' button.

To remove invalid entries (programs / files that are not present or uninstalled from your computer) automatically,
»  Click 'Purge' button.

«  Click 'OK" to implement your settings.

4.5.5. Protected Files and Folders

Protected Files and Folders setting allows you to protect specific files and folders against unauthorized modification especially
by malicious programs such as virus, Trojans and spyware. It is also useful for safeguarding very valuable files (spreadsheets,
databases, documents) by denying anyone and any program the ability to modify the file - avoiding the possibility of accidental
or deliberate sabotage. If a file is 'Protected' it can still be accessed and read by users, but not altered. A good example of a file
that ought to be protected is the your 'hosts' file. (c:\windows\system32\drivers\etc\hosts). Placing this in the 'Protected Files and
Folders' area would allow web browsers to access and read from the file as per normal. However, should any process attempt to
modify it then Comodo Internet Security blocks this attempt and produce a 'Protected File Access' pop-up alert.

To access Protected Files, navigate to: Defense+ Tasks > Computer Security Policy > Protected Files and Folders.

€ Computer Security Policy

Defense+ Rules Predefined Policies Always Sandbox Blocked Files
Protected Files and Folders Protected Registry Keys Protected COM Interfaces Trusted Software Vendors

Protected Files E|
)

{ =] Startup Folders
il

g =
[=] Important Files/Folders |

=
=
=
=
i
=
=

[=] COMODO Files/Folders

1| - |

@ What do these settings do? k. ] [ Cancel

To manually add an individual file, file group or process
1. Click the 'Add' button. Click here for a description of the choices available when selecting a file.
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Blocked Files
Trusted Software Vendors
* Add ¥ File Groups * Executables
: - Running Processes. .. All Applications
=l Erowse. .. Important Files Folders

Windows Updater Applications
Windows System Applications
Temporary Files

COMODO Files/Folders
COMODO Internet Security
Startup Folders

i

Windows Management
3rd Party Protocol Drivers
Windows Sockets Interface

Exceptions

Users can choose to selectively allow another application (or file group) to modify a protected file by affording the appropriate
Access Right in 'Computer Security Policy' . A simplistic example would be the imaginary file 'Accounts.ods'. You would want the
Open Office Calc program to be able to modify this file as you are working on it, but you would not want it to be accessed by a
potential malicious program. You would first add the spreadsheet to the 'Protected Files and Folders' area by clicking the 'Add'
button then 'Browse..." to 'Accounts.ods'. Once added to 'Protected Files', you would go into 'Computer Security Policy' and
create an exception for 'scalc' so that it alone could modify 'Accounts.ods'.

. First add Acconts.odt to Protected Files and Folders

€ Computer Security Policy s

Defense+ Rules Predefined Policies Always Sandbox Blocked Files
Protected Files and Folders Protected Registry Keys Protected COM Interfaces Trusted Software Vendors

Protected Files [«
=] Windows Management

|=] 3rd Party Protocol Drivers

i
Q

i
i
i
s
s
s

=) Windows Sockets Interface

|
|

= C:\Usersuser\Documents\My Received Files\Accounts. odt

& VWhat do these ssttings do?

i

«  Then go to Defense+Rules tab and add it to the list of applications and click 'Edit'
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€ Computer Security Policy

Protected Files and Folders | : Protected Registry Keys Pro_tected COM Interfaces Trustv._ad Software Vendors
Defense + Rules Predefined Policies Always Sandbox | Blocked Files

Application name Treat as e |

ol o

=] COMODO Internet Security Custom policy
E|
= Bowindir Ye\explorer . exe Trusted Application E ,
[=] All Applications Custom policy :
C ==
.-;'.E.:':‘IJI_'JsérsﬁJser‘anmmentsz Received Files\Accounts.odt Cugtom policy
@ What do these seftings da? oK ] [ g ,
¢l

»  Click the 'Customize' link.

c Application System Activity Control

Application Path

() Use a Predefined Policy -
(@) Use a Custom Policy |: Customize }
&) What do these settings do? Apply l [ Cancel l

- Under the 'Access Right' tab, click the link Modify beside the entry Protected Files/Folders.

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 210



Comodo Intemet Security 2012 - User Guide comoDo

Creating Trust Online®

o

€ Customize Policy x

Access Rights Protection Settings |

Access Name Ak Block Allowy Exdusions

{7=rRun an executable W O Madify (040)
[l Interprocess Memory Accesses M (] [ Madify (040)
@l Windows/\WinEvent Hooks M (] (] Modify (040)
C@Processes' Termination W a O Madify (040)
I Device Drivers' Installation =) a [} Madify (040)
[5] Window Messages ¥ (m} (m} Modify (0%0)
sgyProtected COM Interfaces =] (] (] Modify (040
«gyProtected Registry Kevs v = | Madify (040)

S Erotected Files Folders [~ ] ] Modify (04—
{5} DS Client Service % & ]
M Physical Memory ¥ ] O
I Computer Monitor =] (| 3
Disk 7] (9] ]
&= Keyboard M ] O

& What do thess settings do? 0K ] Cancel
A

«  Under the 'Allowed Files/Folders' tab click 'Add' then 'Browse...". Add Accounts.odt and exceptions to the 'Ask' or
'Block' rule in the "Access Rights'.

€ Protected Files/Folders

Alowed Files/Folders ) Blocked FlesFolders
Allowed Fles/Faolders ) Add L3 File Groups k
= Cr\UsersuseriDocuments ived Files\acoounts. odt i
N@__ | : " Running Processes

- Browse...

e ————
© What do these s=ttings da? [ OK l _Canedd

)

Another example of where protected files should be given selective access is the Windows system directory at
'c:\windows\system32'". Files in this folder should be off-limits to modification by anything except certain, Trusted, applications
like Windows Updater Applications. In this case, you would add the directory c:\windows\system32\* to the 'Protected Files and
Folders' area (* = all files in this directory). Next go to 'Computer Security Policy', locate the file group 'Windows Updater
Applications' in the list and follow the same process outlined above to create an exception for that group of executables.

The 'Groups..." button allows the user to access the 'File Groups' interface.
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C File Groups

File Groups * |
| =] Executables
- 1 *exe

[m]
Add 3
=
L =l [:ve
pwe

- *.sys
- %o
= F9=*.bat
— C1*.pif
%o
— ol
- 9 *.com
L ™ *.cnd
[=] All Applications
L ==
(=] Important FilesFolders

&) What do these settings do? Apply ] [ Cancel

P

File groups are handy, predefined groupings of one or more file types. Creating a file group allows you to quickly deploy a
Computer Security Policy across multiple file types and applications.

This interface allows you to
«  Create a new File Group by clicking the 'Add" button.
- Edit the names of an Existing File Group or File by right-clicking and selecting the 'Edit' button.

« Add afile to an existing file group by selecting the File Group name from the list then clicking Add > Select From
>

«  Re-assign files to another file group by dragging and dropping.

Note: This area is for the creation and modification of file groups only. You are not able to modify the security policy of any
applications or files from here. To do that, you should use the Computer Security Policy interface or the Predefined Policies
Interface.

4.5.6. Protected Registry Keys

Comodo Internet Security automatically protects system critical registry keys against modification. Irreversible damage can be
caused to your system if important registry keys are corrupted or modified in any way. It is essential that your registry keys are
protected against attack.
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In order to access Protected Registry Keys interface, navigate to: Defense+ Tasks > Computer Security Policy > Protected
Registry Keys.

€ Computer Security Policy

Defense+ Rules Predefined Policies Always Sandbox Blocked Files
Protected Files and Folders Protected Registry Keys Protected COM Interfaces Trusted Software Vendors
Protected Registry Keys
{ [=] Automatic Startup
& What do thess ssttings do? [ ok l [  Cancel L
4

You can import additional registry keys that you wish to protect by clicking the 'Add' button:
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Registry Entries. ..
Edit

Ve

Automatic Startup
COMODO Keys
Internet Explorer Keys
Important Keys
Tempoarary Keys
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The 'Registry Groups' option allows you to batch select and import predefined groups of important registry keys. Comodo
Internet Security provides a default selection of 'Automatic Startup' (keys), 'Comodo Keys', 'Internet Explorer Keys' and

'Important Keys'.

The 'Registry Entries..." option opens the Windows registry editor within the Comodo Internet Security interface and allow you to

select individual keys.

You can add items manually by browsing the registry tree in the right hand pane. Drag & drop specific registry keys into the
‘Selected Items' pane. To add item manually enter its name in the field and press the '+' button.

C Please drag and drop your selection in the Selected items’ section

HKEY_CLASSES_ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

EH-E-E-E-EH

i
B)E)

" "

@ What do these seftings do?

The 'Groups..." button allows the user to access the 'Registry Groups' interface.
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€ Registry Groups

-

{ (=) Automatic Startup i=]
I *\Software\Microsoft\Rpc® !
- *\Software\Microsoftinetsh\

- *Software\Microsoft\SideShow\Gadgets|*

I *\Software\Microsoft\SystemCertificates|™

- *\Software\Microsoft\Windows\CurrentVersionRun®

- *Software\Microsoft\Windows\CurrentVersion'Load

I *\SoftwareMicrosoft\Windows\CurrentVersion\BITSV*

- *\Software\Microsoft\Windows\CurrentVersion'\DriverSearching Plugin\®

- *SoftwareMicrosoftiWindows NT\CurrentVersion\Windows™

I *\Software'Microsoft\Windows NT\CurrentVersion\AEDebug\Debugger

- *\Software\Microsoft\Windows MNT\CurrentVersion{Terminal Server\Install\*
- *\SoftwareMicrosoftiWindows NT\CurrentVersion\WowW booth®

- *\SoftwareMicrosoft\Windows NT\CurrentVersion \WOW \MNonWindowsApp\*

Remove

m]
Registry Groups *

"

& What do these settings do? Apply ] [

Registry groups are handy, predefined groupings of important registry keys.
This interface allows you to:

«  Create a new registry key Group by clicking the 'Add" button.

«  Add keys to your new group by selecting the Registry Group name from the list then clicking 'Add > Select From
> Registry Key...

«  Add keys to a pre-existing group by selecting its name from the list then clicking 'Add > Select From > Registry
Key...

«  Edit the names of existing registry key Group or individual key by right-clicking and selecting the 'Edit'.

»  Re-assign registry keys to another group by dragging and dropping.

4 .5.7. Protected COM Interfaces

Component Object Model (COM) is Microsoft's object-oriented programming model that defines how objects interact within a
single application or between applications - specifying how components work together and inter-operate. COM is used as the
basis for Active X and OLE - two favorite targets of hackers and malicious programs to launch attacks on your computer. It is a
critical part of any security system to restrict processes from accessing the Component Object Model - in other words, to protect
the COM interfaces.

Comodo Internet Security automatically protects COM interfaces against against modification, corruption and manipulation by
malicious processes. The predefined COM Interface groups can be accessed by clicking the 'Groups..." button.

In order to access 'Protected COM Components' Interface, navigate to: Defense+ Tasks > Computer Security Policy > Protected
COM Interfaces.
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€ Computer Security Policy

Defense+ Rules Predefined Policies Always Sandbox Blocked Files
Protected Files and Folders Protected Registry Keys Protected COM Interfaces Trusted Software Vendors

Protected COM Interfaces , '.:
{ [=] Internet Explorer fWindows Shell

|=] Windows Management

|=] Pseudo COM Interfaces - Privileges

&) What do these settings do? oK

| Cancel

You can import additional COM interfaces that you wish to protect by clicking the 'Add" button.
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Blocked Files
ited Software Vendors
Add COM Groups r Internet Explorer/Windows Shell
COM Components. . Windows Management

Miscellaneous Classes

Pseudo COM Interfaces - Privileges

Pseudo COM Interfaces - Important Ports

1T

The 'COM Groups' option allows you to batch select and import predefined COM interfaces.

The 'COM Components...." option allows you to add individual COM components. You can add items manually by browsing the
components in the right hand pane. Drag & drop specific components into the 'Selected Items' pane. To add manually add a
component' enter its name in the field and press the +'button.

C Please drag and drop your selection in the 'Selected items' section

RO MEW ITE g

«~Existing items g -

AccClientDocMar, AccClientDocMar. 1
AccDictionary, AccDictionary
AccDictionary. AccDictionary. 1
AccessControlEntry

AccessControllist

AccServerDocMar. AccServerDocMagr
AccServerDocMar, AccServerDocMgr. 1
AcroAccess, AcrobatAccess
Acrofccess, Acrobathccess, 1
AcroBroker.Broker

AcroBroker.Broker. 1

AcroExch, acrobatsecuritysettings P..r]

L = 2 =.:—r.-\|-\=.+r.=.i-| witueattinae 1

[S53 N | N— al <5

AccClientDocMar, AccClientDocMar T}

F-E-E-E-E-E-E-E

[
5 B

@ What do these settings do? Apply ] [ _ Cancel

To access 'COM Interface Groups'
«  Click on the 'Groups' button.
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€ COM Interface Groups

COM Groups * |

.

{ =] Internet Explorer Windows Shell

|- Shell.Explorer,

- T -

InternetExplorer. Application. o
- Outlock. Application, | = CELIRE
L Microsoft. XMLHTTP |

|=] Windows Management

- {4991D34B-80A1-4291-83B6-3328 36689097}
- {SCE34C0D-0DCo-4C1F-897C-DAAIBRTCEETC)
- {8BC3FOSE-DE6E-11D0-A075-00C04FBR3E20}
- WINMGMT™

- WindowsInstaller.*

L IMSIServer

|=] Mizcellaneous Classes
|— {B69003B3-C55E-9B48-836C-BC5946FC3B28}

@

What do these settings do? Apply ] [ : Cancel _

COM groups are handy, predefined groupings of COM interfaces.

This interface allows you to:

Create a new COM Group by clicking the 'Add' button.

Add components to your new group by selecting the group name from the list then clicking 'Add > Select From >
COM components...'

Add keys to a pre-existing COM group by selecting its name from the list then clicking 'Add > Select From > COM
components...'

Edit the names of existing COM Group or individual component by right-clicking and selecting 'Edit'.
Re-assign COM components to another group by dragging and dropping.

4.5.8. Trusted Software Vendors

In Comodo

Internet Security, there are two basic methods in which an application can be treated as safe. Either it has to be part

of the 'Safe List' (of executables/software that is known to be safe) OR that application has to be signed by one of the vendors in
the Trusted Software Vendor List'.

From this point:

IF the vendor is on the Trusted Software Vendor List AND the user has enabled 'Trust Applications that are
digitally signed by Trusted Software Vendors' THEN the application will be trusted and allowed to run.

IF the vendor is not on the Trusted Software Vendor List OR the user has not enabled 'Trust Applications that are
digitally signed by Trusted Software Vendors' THEN the application will be sandboxed. If the application in
question is an installer then CIS will generate an elevated privilege alert.

Software publishers may be interested to know that they can have their signatures added, free of charge, to the 'master’ Trusted
Software Vendor List that ships to all users with CIS. Details about this can be found at the foot of this page.

The 'Trusted Software Vendors' area can be opened by navigating to Defense+ Tasks > Computer Security Policy > Trusted
Software Vendors.
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€ Computer Security Policy

Defense+ Rules Predefined Policies Always Sandbox Blocked Files

Protected Files and Folders Protected Registry Keys Protected COM Interfaces Trusted Software Vendors
Wendors (Signer Name in the Code Signing Certificate] Defined By ‘

{ Intel(R) Software Development Products COMODO El

01 Communigue Laboratory Inc. COMODO

0823706 B.C. LTD COMODO

OInfinito s.r.l. COMODO

1 & 1Internet Ltd COMODO

1mal 1Software GmbH COMODO

1und 1 Internet AG COMODO

10in& Inc. COMODO

11com¥ design & media GmbH COMODO

1234 MicroTechnologies Inc. COMODO

128 Consulting COMODO

12Ghosts AG COMODO

12Ghosts Inc. COMODO B

15 Million Elephants, L3C COMODO -

& What do thess settings do? ok l [ - Cancel
4

Click here to read background information on digitally signing software

Click here to learn how to Add / Define a user-trusted vendor

Software Vendors - click here to find out about getting your software added to the list

Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to verify:

i. Content Source: The software they are downloading and are about to install really comes from the publisher that
signed it

i. Content Integrity: That the software they are downloading and are about to install has not be modified or corrupted
since it was signed.
In short, users benefit if software is digitally signed because they know who published the software and that the code hasn't
been tampered with - that are are downloading and installing the genuine software.

The 'Vendors' that digitally sign the software to attest to it's probity are the software publishers. These are the company names
you see listed in the first column in the graphic above.

However, companies can't just 'sign' their own software and expect it to be trusted. This is why each code signing certificate is
counter-signed by an organization called a Trusted Certificate Authority'. '‘Comodo CA Limited' and 'Verisign' are two examples
of a Trusted CA's and are authorized to counter-sign 3rd party software. This counter-signature is critical to the trust process and
a Trusted CA only counter-signs a vendor's certificate after it has conducted detailed checks that the vendor is a legitimate
company.

If a file is signed by a Trusted Software Vendor and the user has enabled "Trust Applications that are digitally signed by Trusted
Software Vendors' then it will be automatically trusted by Comodo Internet Security (if you would like to read more about code
signing certificates, see http://www.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in question. For
example, the main program executable for Comodo Internet Security is called 'cfp.exe’ and has been digitally signed.

- Browse to the (default) installation directory of Comodo Internet Security.

«  Right click on the file cfp.exe.

«  Select 'Properties' from the menu.

«  Click the tab 'Digital Signatures (if there is no such tab then the software has not been signed).
This displays the name of the CA that signed the software as shown below:
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cfp Properties

| General || Wersion || Compatibiliy | Digital Signatures | Securty || Summal_l,l|

Signature list

MHame of signer: E -mail address: Timezstamp

Comodo Security ... Mot available Monday, December 0.

Detailz

Click the 'Details’ button to view digital signature information. Click 'View Certificate’ to inspect the actual code signing certificate.
(see below).

Digital Signature Details |E|ZJ Certificate

General | Advanced | General [ Detais | Cartication Path |
% Digital Signature Infornation
== This digital signature is OF,

Eﬁ] Certificate Information

Signer information This certificate is intended for the following purpose{s):
+Ensures softwars came From software publisher

Matme: |Cnmndo Security Solutions, Inc. *Prakecks softyeare From aleration after publication
E-mail: Mot aveilable
Signing bime; |r'10ndav, Decenber 06, 2010 6:57:56 4M

e * Refer to the certification authonty’s statement For details,

(| view ceticate = EE

e ————— sued to:  Comodo Security Solions, Inc.

Countersgnatures

Issued by: UTN-USERFirst-Ciject
Name of signer: E-mail address: Timeskamp

COMOD Time 5., kot available Monday, December ...
Valid from 4/7/2009 to 4/7{2012

Detals

[install certificate. .| [ 1ssuer Statemers | |

=

It should be noted that the example above is a special case in that Comodo, as creator of 'cfp.exe’, is both the signer of the
software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the vast majority of cases, the
signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are different. See this example for more details.

Adding and Defining a User-Trusted Vendor
A software vendor can be added to the local 'Trusted Software Vendors' list in two ways:

« By reading the vendor's signature from an executable file on your local drive
« By reading the vendor's signature from an running process

Blodked Files
Trusted Software Vendors

* Add  » Read from a signed executable. ..

Read from a running process...
Remove m|
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Click the add button on the right hand side and select 'Read from a signed executable...". Browse to the location of the
executable your local drive. In the example below, we are adding the executable 'YahooMessenger.exe'.

Select the application

Look in: | ) Meszenger

v| oo

[ &) kdu_v3zR.dl
ﬁ 4] ibexpat. di
by Recent login
Documents = modules
= @] nspra. di
[ @] PhotoShare, dil
Desklop Pluginkey_pub.pem
=Rl

ér] rmc_audio.dll
| %] rmc_video. di

$

@] valertcentert,dll
ﬁ\] Y PFoundation, dil
&) vepsaL.di

(&) yHTTR.dI

ﬁ\] ¥Irmage. dil

2] vIniDom. di
| %] log.di

ﬁg vrmdm_audio., dil
é] wmndm_video. dll

ﬁ_}] wpagerps.dil
ﬁx_&] ¥PIuginRegistry . dil

A i di

é&] wicupl. dll

ﬁ&] ey dll

sh ]l dl
by D i :
ymoemEn Hi=ss 5] ymsdk.di
S UnwIsE %] ymsglite. d
gl! @] yacscom,dll Fmsar_tray
: @] wacsui,dil @] YPagerChecker ., dil
ky Computer
(_ ik | l
‘g File name: |Yahu:u:|h-1 EzEEnger b | . Open
My Metwork  Files of type: |8l Files %] v/ | cancel |

After clicking 'Open’, Comodo Internet Security checks that the .exe file is signed by the vendor and counter-signed by a Trusted
CA. If so, the vendor (software signer) is added to the Trusted Vendor list (TVL):

Digital Signature Details

General | Advanced |
=5, Digital Signature Infermation
This chighal sigratire 5 O,
Sagner information
Hearne: [rshoal tne
Eemal; [rast avitalie \
Sringtme:  [landay, Decerber 05, 2010 67RgE5 44
Yiew Cartic
Courksrsanakuy es
amne af signer: E-mad address: Teoamp
WeriSign Time Sk, Nek avalable Monday, Decomber ... |

€ Computer Security Policy

Dhfernisy 4+ Buirl | B Pl A Snkay | Bischint Pl |

| Proteied Fles wd Poldors | Protecied Regitbry kevs | Protected GO leberiacns | Trosied Ssftwire uinders

Verdors (Sones Hame i the Code Sigring Certfcte) Dafined By T e

FarnsiE] Softvane Desopment Fraducin CoMoOT 15 B

3 Cormuragut Liber ey I COMO L

083376 B.C. D COMIDD

finfnt wrl, Lot

b 1 Dekeevas el LD

Lmal 1 Sofeane GRbH fueeis]

Lend i Indemes 4G e

A tee. [

Laoom T deagn b meds Gmbe COMEOD

LM HcreTaPrakges Inc. CoMEDD

18 Cormuiting coMEOD

Lihous as om0

i COMEDT

ey e |

[T ——

Q@ it e st e [oono ] [ocane al

In the example above, Comodo Internet Security was able to verify and trust the vendor signature on YahooMessenger.exe
because it had been counter-signed by the trusted CA 'Verisign'. The software signer 'Yahoo! Inc." is now a Trusted Software
Vendor and is added to the list. All future software that is signed by the vendor "Yahoo! Inc.' is automatically added to the
Comodo Trusted Vendor list UNLESS you change this setting in Defense+ Seftings > General Settings.

Comodo Internet Security also allows you to add a trusted vendor by selecting from processes that are currently running on your
PC. To do this, click the 'Add..." button and select 'Read from a running process..."
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Application PID E
i [CIwindows Operating System ]
[=] [ System 4
L [a7smss.exe 252 =
(B carss.exe 343
(B carss.exe 403
[=] [m=1 wininit. exe 416
=] [m71 services.exe 512
L =] [m7] svchost.exe 632
L [&7dihost.exe 6645
| [®ICLPSLS.exe 692
- [m7svchost.exe 723
- [m7]cmdagent.exe 820
- [m7svchost.exe 872
L =] [m7] svchost.exe 512
L &7 audiodg.exe 6320
L =] [m7] svchost.exe 856 _
[ = dwm ave 1868 ke |
i What do these seftings do? Select ] [ Cancel

Select the signed executable that you want to trust and click the 'Select' button. Comodo Internet Security performs the same
certificate check as described above.

If Comodo Internet Security cannot verify that the software certificate is signed by a Trusted CA then it does not add the software
vendor to the list of ‘Trusted Vendors'. In this case, you can see the following error message.

COMODO Intemet Security Premium " S

:] The file does not seem to be a valid signed executable,

—== ]

Note: The 'Trusted Software Vendors' list displays two types of software vendors:

»  User defined trusted software vendors - As the name suggests, these are added by the user via one of the two
methods outlined earlier. These vendors can be removed by the user by selecting and clicking the 'Remove'
button.

»  Comodo defined trusted software vendors - These are the vendors that Comodo, in it's capacity as a Trusted
CA, has independently validated as legitimate companies. If the user needs to remove any of these vendors
from the list, it can be done by selecting the vendor, clicking 'Remove’ and restarting the system. Please note
that the removal will take effect only on restarting the system.

The Trusted Vendor Program for Software Developers

Software vendors can have their software added to the default Trusted Vendor List that is shipped with Comodo Internet
Security. This service is free of cost and is also open to vendors that have used code signing certificates from any Certificate
Authority. Upon adding the software to the Trusted Vendor list, CIS automatically trusts the software and does not generate any
warnings or alerts on installation or use of the software.
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The vendors have to apply for inclusion in the Trusted Vendors list through the sign-up form at
http:/fintemetsecurity.comodo.com/trustedvendor/signup.php and make sure that the software can be downloaded by our
technicians. Our technicians check whether:

- The software is signed with a valid code signing certificate from a trusted CA;
«  The software does not contain any threats that harm a user's PC;
before adding it to the default Trusted Vendor list of the next release of CIS.

More details are available at http://intemetsecurity.comodo.com/trustedvendor/overview.php.

4.6.View Active Process List

The Active Process List interface displays all currently active processes that are running on your PC and the parent application
of those processes. By tracing an application's parent process, Defense+ can detect whether a non-trusted application is
attempting to spawn an already trusted application and thus deny access rights for that trusted application. This system provides
the very highest protection against Trojans, malware and rootkits that try to use trusted software to launch an attack.

To view Active Process list
1. Navigate to Defense+ > Active Process List.

Column Descriptions

+  Application - Displays the names of the applications which are currently running on your PC.
«  PID - Process Identification Number.

«  Company - Displays the name of the software developer

«  User Name - The name of the user that started the process

- Sandbox Level - Displays the level of sandbox setting selected for the program

«  Verdict - Displays whether the application is trusted or not.

C Active Process List - 0 X
Application PID |Company User Mame Sandbox Level | Verdict ‘
™ Windows Operating 5... 0 MNT AUTHORI...
=1 ] System 4 MT AUTHORL... Disabled Trusted 3
L [m77 smss.exe 252 Microsoft Corporation MT AUTHORL... Disabled Trusted 1
(57 csrss.exe 348 Microsoft Corporation MT AUTHORL... Disabled Trusted
[57carss.exe 408 Microsoft Corporation MT AUTHORI... Disabled Trusted
(=] [ wininit. exe 416 Microsoft Corporation MT AUTHORI... Disabled Trusted
L] 07 services.exe 512 Microsoft Corporation MT AUTHORI... Disabled Trusted
=] [ svchost.exe 632 Microsoft Corporation MT AUTHORI... Disabled Trusted
L [=7dlhost.exe 6... Microsoft Corporation user-PCluser  Disabled Trusted
I [27]CLPSLS.exe 692 COMODO MT ALUTHORI... Disabled Trusted
I [87)svchost.exe 728 Microsoft Corporation MT AUTHORI... Disabled Trusted
I [a7)cmdagent.exe 820 COMODO MT AUTHORL... Disabled Trusted
I [87svchost.exe 872 Microsoft Corporation MT AUTHORL... Disabled Trusted
=] 87 svchost. exe 912 Microsoft Corporation MT AUTHORI... Disabled Trusted
L [*audiodg.... &... Microsoft Corporation MT AUTHORI... Disabled Trusted 4
T = T b e MEE  Bdirromadt S aemse— Hoeem KT AL FTLIMAT Fiimm bl = T ambm o
&) What do these seitings do? /

Right click on any process to:

- Show full path: Displays the location on your location of the the executable in addition to it's name.
- Show Sandboxed Only: Displays the details of the sandboxed programs only.
- Terminate: Shuts down the currently selected process.

- Terminate & Block; Shuts down the currently selected process and places the executable into the Blocked Files
section of Defense+.
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+  Add to Trusted Files: The selected program is added to Trusted Files list.

«  Online Lookup: The selected program is compared with the Comodo database of programs and results declared
whether it is safe or not.

«  Submit: The selected application will be sent to Comodo for analysis.

4.7.Run a Program in the Sandbox

Comodo Internet Security allows you to run programs inside the Sandbox on a 'one-off' basis. This is helpful to test the behavior
of new executables that you have downloaded or for applications that you are not sure that you trust. Adding a program in this
way means that it will run in the Sandbox this time only. On subsequent executions it will not run in the sandbox (presuming it
passes the sandboxing process). If you wish to run an application in the sandbox on a long-term/permanent basis then use the
Always Sandbox interface.

To run an application in the Sandbox
1. Click the 'Run a Program in the Sandbox' link in the Defense+ interface. The following dialog will open:

€ Run a Program in the Sandbox X

Program path (e.g. notepad.exe):

|

& What do these ssttings do? Cancel ] [ Run Az ]

2. Click 'Select' to choose the program to be executed in the sandbox.

3 . y
[@ Select the application i ; i o A w
U : | . % Google » Chrome » Application » - ‘i'fo Search Aoolication Pl
Organize - New folder = B @
< Favorites Mame Date modified Type
B Desktop W 120742122 7/28/2011 10:46 AM  File folder
8 Downloads . Dictionaries 5/24/2011 611 PM  File folder
= Recent Places @ dwomeece 7/9/2011 751 AM  Application
— . || First Run 5/24/2011 611 PM  File
= Libraries
|| master_preferences 5/24/2011 6:10 PM File bl
18 Computer [ wow_helper.exe 7/9/2011 7:51 AM Application
&, Local Disk (C)
 Local Disk (D:)
GA! Metwork
1 i | r
File name: = |AllFiles () - |
I Open I [ Cancel ]

3. Browse to the application and click 'Open'. In the example above, opera.exe is chosen.

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 224



Comodo Internet Security 2012 - User Guide COMODO

Creating Trust Online®

-

f.

€ Run a Program in the Sandbox

Program path (e.g. notepad.exe);
Ci\sers\user\AppDataLocal\Google \Chrome Yapplica

&) What do these settings do? Cancel l [ Rur Az Untrusted
Restricted

Lirnited

Partially Limited

4. Click 'Run As' and select the restriction level you want to apply to the program from the menu.

»  Untrusted - The application is not allowed to access any of the Operating system resources. The application is not
allowed to execute more than 10 processes at a time and is run with very limited access rights.

Note: Some of the applications that require user interaction may not work properly under this setting.

- Restricted - The application is allowed to access very few operating system resources. The application is not allowed
to execute more than 10 processes at a time and is run with very limited access rights.

Note: Some of the applications like computer games may not work properly under this setting.

- Limited - Only selected operating system resources can be accessed by the application. The application is not allowed
to execute more than 10 processes at a time and is run with out Administrator account privileges.

- Partially Limited - The application is allowed to access all the Operating system files and resources like clipboard.
Modification of protected files/registry keys is not allowed. Privileged operations like loading drivers or debugging other
applications are also not allowed.

The program is executed within the sandbox with the access restriction level that you selected. It will run in the Sandbox on this
occasion only.

4.8.Defense+ Settings

The Defense+ component of Comodo Internet Security is a host intrusion prevention system that constantly monitors the
activities of all executable files on your PC. With Defense+ activated, the user is warned EVERY time an unknown application
executable (.exe, .dll, .sys, .bat etc) attempts to run. The only executables that are allowed to run are the ones you give
permission to. An application can be given such permission to run in a variety of ways including; manually granting them
execution rights in Computer Security Policy; by deciding to treat the executable as trusted at a Defense+ alert or simply
because the application is on the Comodo safe list. Defense+ also automatically protects system-critical files and folders such
as registry entries to prevent unauthorized modification. Such protection adds another layer of defense to Comodo Internet
Security by preventing malware from ever running and by preventing any processes from making changes to vital system files.

Note for beginners: This page often refers to 'executables' (or 'executable files'). An 'executable’ is a file that can instruct your
computer to perform a task or function. Every program, application and device you run on your computer requires an
executable file of some kind to start it. The most recognizable type of executable file is the ".exe' file. (e.g., when you start
Microsoft Word, the executable file 'winword.exe' instructs your computer to start and run the Word application). Other types of
executable files include those with extensions .cpl .dll, .drv, .inf, .ocx, .pf, .scr, .sys.

Unfortunately, not all executables can be trusted. Some executables, broadly categorized as malware, can instruct your
computer to delete valuable data; steal your identity; corrupt system files; give control of your PC to a hacker and much more.
You may also have heard these referred to as Trojans, scripts and worms. Worse still, these programs are explicitly designed
to run without you knowing about them. Defense+ is designed to make sure you DO know about them by blocking all unknown
executables and alerting you whenever they try to run.
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The Defense+ Settings area allows you to quickly configure the security level and behavior of Defense+ during operation. This
settings area can be accessed in the 'Defenset' interface and, more immediately, by clicking on security level setting that is
displayed (e.g., Safe Mode) in the Summary Screen (shown below).

Defense+ Safe Mode @

— Defense+ has blocked 1 intrusion(s) so far

u@ 4 unrecognized filels) observed / will be treated as  Partially Limited

=

application(s) curerthy running in the Sandbox

These settings can be done using the tabs listed below.

»  General Settings tab

- Execution Control Settings tab
- Sandbox Settings tab

»  Monitoring Settings tab

4.8.1. General Settings

Slider Options

Comodo Internet Security allows you to customize the behavior of Defense+ by adjusting a Security Level slider to switch
between preset security levels.

The choices available are: Paranoid Mode, Safe Mode, Clean PC Mode, Training Mode and Disabled. The setting you choose
here are also to be displayed on the CIS summary screen.

C Defense+ Settings x

General Settings | Execution Control Settings | Sandbox Settings | Monitoring Settings

Defense+ Security Level

Paranoid Mode - Computer security policy is applied

- Every action of safe executable files is learned

[ > safeMode - Every action of unknown executable files is alerted to
the user

Clean PC Mode

Training Mode

Disabled

Keep an alert on the screen for (seconds): | 120

[C] Block &ll unknown requests if the application is dosed

[] Enable adaptive mode under low system resources

[[] Deactivate the Defense+ permanently {Requires a system restart)

[C] Create rules for safe applications

[C] Do not show popup alerts -

[[] Enable enhanced protection mode (Requires a system restart)

@ What do these settings do? [ OK ] [ Cancel
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Paranoid Mode: This is the highest security level setting and means that Defense+ monitors and controls all
executable files apart from those that you have deemed safe. Comodo Internet Security does not attempt to learn the
behavior of any applications - even those applications on the Comodo safe list and only uses your configuration
settings to filter critical system activity. Similarly, the Comodo Internet Security does automatically create 'Allow’ rules
for any executables - although you still have the option to treat an application as 'Trusted' at the Defense+ alert.
Choosing this option generates the most amount of Defense+ alerts and is recommended for advanced users that
require complete awareness of activity on their system.

- Safe Mode (Defaulf). While monitoring critical system activity, Defense+ automatically learns the activity of
executables and applications certified as 'Safe' by Comodo. It also automatically creates 'Allow' rules these activities, if
the checkbox 'Create rules for safe applications' is selected. For non-certified, unknown, applications, you will receive
an alert whenever that application attempts to run. Should you choose, you can add that new application to the safe
list by choosing 'Treat this application as a Trusted Application' at the alert. This instructs the Defense+ not to generate
an alert the next time it runs. If your machine is not new or known to be free of malware and other threats as in 'Clean
PC Mode' then 'Safe Mode' is recommended setting for most users - combining the highest levels of security with an
easy-to-manage number of Defense+ alerts.

«  Clean PC Mode: From the time you set the slider to 'Clean PC Mode', Defense+ learns the activities of the
applications currently installed on the computer while all new executables introduced to the system are monitored and
controlled. This patent-pending mode of operation is the recommended option on a new computer or one that the user
knows to be clean of malware and other threats. From this point onwards Defense+ alerts the user whenever a new,
unrecognized application is being installed. In this mode, the files in "My Pending Files' are excluded from being
considered as clean and are monitored and controlled.

Training Mode: Defense+ monitors and learn the activity of any and all executables and create automatic 'Allow’ rules
until the security level is adjusted. You do not receive any Defense+ alerts in Training Mode'. If you choose the
"Training Mode' setting, we advise that you are 100% sure that all applications and executables installed on your
computer are safe to run.

Tip: This mode can be used as the 'Gaming Mode'. It is handy to use this setting temporarily when you are running an
(unknown but trusted) application or Games for the first time. This suppresses all Defense+ alerts while Comodo Internet
Security learns the components of the application that need to run on your machine and automatically create 'Allow’ rules for
them. Afterward, you can switch back to "Train with Safe Mode' mode).

- Disabled: Disables Defense+ protection. All executables and applications are allowed to run irrespective of your
configuration settings. Comodo strongly advise against this setting unless you are confident that you have an
alternative intrusion defense system installed on your computer.

Checkbox Options

«  Keep an alert on screen for maximum (n) seconds - Determines how long Comodo Internet Security shows a
Defense+ alert without any user intervention. By default, the timeout is set at 120 seconds. You may adjust this setting
to your own preference (Default = 120 seconds).

- Block all unknown requests if the application is closed - Selecting this option blocks all unknown execution requests if
Comodo Internet Security is not running/has been shut down. This is option is very strict indeed and in most cases
should only be enabled on seriously infested or compromised machines while the user is working to resolve these
issues. If you know your machine is already ‘clean’ and are looking just to enable the highest CIS security settings
then it is OK to leave this box unchecked. (Defaulf = Disabled).

- Enable adaptive mode under low system resources - Very rarely (and only in a heavily loaded system), low memory
conditions might cause certain CIS functions to fail. With this option enabled, CIS will attempt to locate and utilize
memory using adaptive techniques so that it can complete its pending tasks. However, the cost of enabling this option
may be reduced performance in even lightly loaded systems (Default = Disabled).

- Deactivate the Defense+ permanently (Requires a system restart) - Shuts down the Defense+ Host Intrusion element
of Comodo Internet Security PERMANENTLY. The firewall and antivirus are not affected and continues to protect your
computer even if you deactivate Defense+. Comodo does not recommend users close Defense+ unless they are sure
they have alternative Intrusion Prevention Systems installed (Defaulf = Disabled).

- Create rules for safe applications - Automatically creates rules for safe applications in Computer Security Policy
(Defaulf = Disabled).

Note: Defense+ trusts the applications if:
«  The applicationffile is included in the Trusted Files list
«  The application is from a vendor included in the Trusted Software Vendors list
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«  The application is included in the extensive and constantly updated Comodo safelist.

By default, CIS does not automatically create 'allow' rules for safe applications. This helps saving the resource usage, simplifies
the rules interface by reducing the number of 'Allowed’ rules in it, reduces the number of pop-up alerts and is beneficial to
beginners who find difficulties in setting up the rules.

Enabling this checkbox instructs CIS to begin learning the behavior of safe applications so that it can automatically generate the
'Allow' rules. These rules are listed in the Computer Security Policy interface. The Advanced users can edit / modify the rules as
they wish.

Background Note: Prior to version 4.x , CIS would automatically add an allow rule for 'safe’ files to the rules interface. This
allowed advanced users to have granular control over rules but could also lead to a cluttered rules interface. The constant
addition of these 'allow' rules and the corresponding requirement to learn the behavior of applications that are already
considered 'safe' also took a toll on system resources. In version 4.x and above, 'allow' rules for applications considered 'safe’
are not automatically created - simplifying the rules interface and cutting resource overhead with no loss in security. Advanced
users can re-enable this setting if they require the ability to edit rules for safe applications (or, informally, if they preferred the
way rules were created in CIS version 3.x).

Do not show popup alerts - This option allows you to configure whether or not to show defense alerts when malware is
encountered. Choosing 'Do not show popup alerts ' will minimize disturbances but at some loss of user awareness. If
you choose not to show alerts then you have a choice of default responses that CIS should automatically take — either
'Block Requests' or Allow Requests. (Default = Disabled)

- Enable enhanced protection mode (Requires a system restart) - On 64 bit systems, enabling this mode will activate
additional host intrusion prevention techniques in Defense+ to countermeasure extremely sophisticated malware that
tries to bypass regular countermeasures. Because of limitations in Windows 7 x64, some HIPS functions in previous
versions of CIS could theoretically be bypassed by malware. Enhanced Protection Mode implements several patent-
pending ways to improve HIPS in Defense+. (Default = Disabled)

4.8.2. Execution Control Settings

Image Execution Control is an integral part of the Defense+ engine. If your Defense+ Security Level is set to ‘Training Mode' or
'Clean PC Mode', then it is responsible for authenticating every executable image that is loaded into the memory.

Comodo Internet Security calculates the hash of an executable at the point it attempts to load into memory. It then compares this
hash with the list of known / recognized applications that are on the Comodo safe list. If the hash matches the one on record for
the executable, then the application is safe. If no matching hash is found on the safelist, then the executable is 'unrecognized'
and you receive an alert.

This area allows you to quickly determine how proactive the monitor should be and which types of files it should check.

Background note: In this context, an 'image' means an 'Executable Image'. An executable image is a variation on file
compression, such as ZIP or RAR files. For example, most program installers are contained in executable images.

Image Execution Control Level Slider

The control slider in the Settings interface allows you to switch the Image Execution settings between Enabled and Disabled
states. The Image Execution Control is disabled irrespective of the settings in this slider, if Defense+ is permanently deactivated
in the General Settings from the Defense+ Settings interface.

- Enabled (Defaulf) - This setting instructs Defense+ to intercept all the files before they are loaded into memory
and also Intercepts prefetching/caching attempts for the executable files.

«  Disabled - No execution control is applied to the executable files.
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C Defense+ Settings 5

General Settings | Execution Control Settings | Sandbox Settings | Monitoring Settings

Execution Control Level

Enabled - Intercepts executable files before being loaded into the memory
Disabled
[ Treat unrecognized files as | Partially Limited |

[ Do heuristic command-ine analysis for certain applications

[ Perform doud based behavior analysis of unrecognized files

[ Automatically scan unrecognized files in the doud

[#] Detect shellcode injections {j.e. Buffer overflow protection)

1
&) What do these settings do? Ok J Cancel I

Check Boxes
Treat unrecognized files as - This has five options and the unrecognized files will be run as per the option selected.

[ Treat unrecognized files as | Partially Limited &
Partially Limited

Lirnited

[ Do hewristic cormmand-line anallRestricked 5
Untrusted
Blocked

«  Partially Limited (Defauft) - The application is allowed to access all the Operating system files and resources like
clipboard. Modification of protected files/registry keys is not allowed. Privileged operations like loading drivers or
debugging other applications are also not allowed.

- Limited - Only selected operating system resources can be accessed by the application. The application is not
allowed to execute more than 10 processes at a time and is run with out Administrator account privileges.

»  Restricted - The application is allowed to access very few operating system resources. The application is not
allowed to execute more than 10 processes at a time and is run with very limited access rights.

Note: Some of the applications like computer games may not work properly under this setting.

»  Untrusted - The application is not allowed to access any of the Operating system resources. The application is
not allowed to execute more than 10 processes at a time and is run with very limited access rights.

Note: Some of the applications that require user interaction may not work properly under this setting.
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«  Blocked - The application is not allowed to run at all.

Do heuristic command-line analysis for certain applications - Selecting this option instructs Comodo Internet Security to perform
heuristic analysis of programs that are capable of executing code such as visual basic scripts and java applications. Example
programs that are affected by enabling this option are wscript.exe, cmd.exe, java.exe and javaw.exe. For example, the program
wscipt.exe can be made to execute visual basic scripts (.vbs file extension) via a command similar to ‘wscipt.exe
c:\tests\test.vbs'. If this option is selected, CIS detects c:\tests\test.vbs from the command-line and applies all security checks
based on this file. If test.vbs attempts to connect to the internet, for example, the alert will state 'test.vbs' is attempting to connect
to the internet (Default = Enabled).

COMODO Firewall Alert

application:  kesk.whs

% Remoke: 91.199.212.176 - TCP

Part: httpia0)

Security Considerations

|zakrest, vbs could not be recognized and it is about to connect
the Internet, If it is one of your everyday applications, wou can
allaw this request,

[C] Remermber my answer More Options | »

= =
9 How should T answer? g Allow @ Block.

If this option is disabled, the alert would only state 'wscript.exe' is trying to connect to the Internet'.

Background note: 'Heuristics' describes the method of analyzing a file to ascertain whether it contains codes typical of a virus.
Heuristics is about detecting virus-like behavior or attributes rather than looking for a precise virus signature that matches a
signature on the virus blacklist. This helps to identify previously unknown (new) viruses.

Perform cloud based behavior analysis of unrecognized files - When checked, any file that is marked as unrecognized and is
sent to the Comodo Instant Malware Analysis (CIMA) server for behavior analysis. Each file is executed in a virtual environment
on Comodo servers and tested to determine whether it contains any malicious code. The results will be sent back to your
computer in around 15 minutes. Comodo recommends users leave this setting enabled (Defaulf = Enabled).

More details. The behavior analysis system is a cloud based service that is used to help determine whether an unknown file is
safe or malicious. Once submitted to the system, the unknown executable will be automatically run in a virtual environment and
all activities, host state changes and network activity will be recorded. The list of behaviors recorded during this analysis can
include information about processes spawned, files and registry keys modified, network activity, and other changes. If these
behaviors are found to be malicious then the signature of the executable is automatically added to the antivirus black list. If no
malicious behavior is recorded then the file is placed into 'Unrecognized Files' (for execution within the sandbox) and will be
submitted to our technicians for further checks. The behavior analysis system takes around 15 minutes to report its results back
to CIS. If the executable is deemed a threat then it will be automatically quarantined or deleted. This threat report is also used to
update the global black list databases and therefore benefit all CIS users.

Automatically scan unrecognized files in the cloud - Selecting this option will automatically submit unrecognized files to our File
Lookup Server to check whether or not they are on the master Comodo white list or black-list (White list = files that are known to
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be safe. Black list = files that are known to be malware) and the files are rated accordingly. The important features of the cloud
based scanning are:

«  Cloud based Whitelisting: Safe files and trusted vendors and trusted publishers can be easily identified;

»  Cloud based Anti virus: Malicious files can be detected even if the users do not have an up-to-date local antivirus
database or a local antivirus database at all;

»  Cloud Based Behavior Analysis: Zero-day malware can be instantly detected by Comodo's cloud based behavior
analysis system, CIMA.

The cloud scanning, complemented by automatic sandboxing and application isolation technologies, is very extremely fast and
powerful in preventing PC infection even without a traditional antivirus signature database while keeping the user interaction at
minimal levels.

Comodo recommends users leave this setting enabled (Defaulf = Enabled).
Detect shellcode injections (i.e. Buffer overflow protection) - Enabling this setting turns-on the Buffer over flow protection.

A buffer overflow is an anomalous condition where a process/executable attempts to store data beyond the boundaries of a
fixed-length buffer. The result is that the extra data overwrites adjacent memory locations. The overwritten data may include
other buffers, variables and program flow data and may cause a process to crash or produce incorrect results. They can be
triggered by inputs specifically designed to execute malicious code or to make the program operate in an unintended way. As
such, buffer overflows cause many software vulnerabilities and form the basis of many exploits.

Turning-on buffer overflow protection instructs the Comodo Internet Security to raise pop-up alerts in every event of a possible
buffer overflow attack. You can allow or deny the requested activity raised by the process under execution depending on the
reliability of the software and its vendor. Click here for more details on the alerts.

Comodo recommends that this setting to be maintained selected always (Defaulf = Enabled).

To exclude some of the file types from being monitored under Detect Shellcode injections.
1. Click on the 'Exclusions' button.

eokeoes RN e croups r Exerutabies
Rurning Processes. .. Al Apphications

. Brevs, Erpartant FiesFolders

T Windows Undater Appheations
Windows System Applcations
Tempearary Files
COMOD0 Files Folders
COMODO Inbamet Seeurity
Startup Folders
Windows Management
3rd Party Frotocol Drivers
Windews Sackets Interface

There are na items to shaw.

& Yihat do these selfings do? . Apgly . Carcel |
P

2. Click 'Add' to include file groups or processes to the Exclusions list. Click here for an outline of the options available
when adding file types.

3. Click 'Remove' to remove selected entries from the exclusions list

4.  Click 'Purge’ to remove invalid entries (programs that are not present or uninstalled from your computer) automatically.

Note: These settings are recommended for advanced users only.

5. Click 'Apply' to implement your settings.

4.8.3. Sandbox Settings

The Sandbox Settings area allows you to configure the security level and the overall behavior of the sandbox. To access the
Sandbox Settings interface, click 'Defense + Settings' then select the 'Sandbox Settings' tab. If you would like some background
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information on the sandbox before changing these settings then please see section 4.1 - The Sandbox -An Introduction.

C Defense+ Settings x

General Settings | Execution Control Settings | Sandbox Settings | Monitoring Settings

Sandbox Security Level

Enabled - The Sandbox is enabled and applies the prescribed
security restrictions to the running processes
- If Defense + is deactivated permanently, this option wil
have no effect

Disabled
[ Enable file system virtualization
[ Enable registry virtualization
[ Automatically detect installersfupdaters and run them outside the Sandbox
[ Automatically trust files from trusted installers

[ Show notifications for automatically sandboxed processes

&) What do these settings do? Ok ] [ Cancel

Sandbox Security Level Slider

The Security Level slider in the Settings interface allows you to switch the Sandbox between Enabled and Disabled states. The
programs included in the Sandbox is executed with the set restrictions only if the Sandbox is in Enabled state. If disabled, the
programs is run normally without any restrictions. The Sandbox is disabled irrespective of the settings in this slider, if Defense+
is permanently deactivated in the General Settings from the Defense+ Settings interface.

Check Boxes

Enable file system virtualization - The sandboxed applications are not permitted to modify the files in your 'real' file system.
Enabling file system virtualization instructs the Sandbox to create a virtual file system in your system. The sandboxed
applications write any data only into the created virtual file system, instead of affecting and potentially causing damage to your
real file system. If you disable this option, the sandboxed applications may not function correctly because they are not able to
create the entries that they need too (Defaulf = Enabled).

Note for advanced users: The virtual file system is created inside the Sandbox working folder (e.g. c:\sandbox\) to execute the
applications within this file system.

If you disable this option here, the virtual file system is not created even if you have enabled file system virtualization for
individual applications within the Sandbox.

Enable registry virtualization -The sandboxed applications are not permitted to access and modify the entries in your 'real
Window's Registry hives. Enabling registry virtualization instructs the Sandbox to create a virtual registry hive in your system.
The sandboxed applications write any entries pertaining to them only into the created registry hive, instead of affecting and
potentially causing damage to your real registry hives. If you disable this option, the sandboxed applications may not function
correctly because they are not able to create the entries that they need too (Defaulf = Enabled).

Note for advanced users: The virtual registry hive is created as HKEY_LOCAL_MACHINE\SYSTEM\Sandbox\ ... for the
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sandboxed applications to write their registry values. If you disable this option here, the virtual registry hive is not created even
if you have enabled registry virtualization for individual applications within the Sandbox.

The table below explains the precedence of the file system virtualization and registry virtualization settings made through this
interface and those through Computer Security Policy > Always Sandbox > Add > Always Sandbox > Advanced Settings.

Sandbox Seftings Always Saggttatci):g: Advanced Is the settinga:r;ﬁgﬁg ;%r the specific
Yes Yes Yes
Yes No No
No Yes No
No No No

Automatically detect the installers / updaters and run them outside the Sandbox - On execution of an Installer or an Updater, the
application is run outside the Sandbox. Select this option only if you are going to run installers / updaters from trusted vendors
(Default = Enabled).

Automatically trust the files from the trusted installers - Files that are generated by trusted installers are also trusted. This means
that they will not be sandboxed (Default = Enabled).

Show nofifications for automatically sandboxed processes - By default, CIS will display an alert whenever it runs an unknown
application in the sandbox. Use this control to enable or disable these alerts (Defaulf = Enabled).

Click 'OK' for your settings to take effect.

COMODO Intemet Security Alert

Application Isolated

575 LvAgent exe is an unrecognized file and has been
| sandboxed as Parialhy Limited

[[] Hide these alerts Don't isolate it again

Additional information:

»  See 'Sandbox Alerts' for a explanation of the options available at a Sandbox alert

»  See 'Unknown Files: The Sand-boxing and Scanning Processes' to understand the decision making process
behind why CIS chooses to sandbox certain applications.

4.8.4. Monitoring Settings

The 'Monitoring Settings' tab allows you configure which activities, entities and objects should monitored by Defense+.

Note: The settings you choose here are universally applied.

- If you disable monitoring of an activity, entity or object using this interface it completely switches off monitoring of
that activity on a global basis - effectively creating a universal 'Allow' rule for that activity . This 'Allow' setting
over-rules any policy specific 'Block' or 'Ask’ setting for that activity that you may have selected using the 'Access
Rights' and 'Protection Settings' interface.
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~Activities To Monitor

[ Interprocess Memary Accesses
[ Windows MiinEvent Hooks

[ Device Driver Installations

[ Processes' Termination
[ Window Messages

[ DMS/RPC Client Service

e

r Against Modifications "

[ Protected COM Interfaces [+ Protected Registry Keys ] Protected Files/Folders

~Objects To Monitor Against Direct Access g

[+ Physical Memory [+ Computer Monitor [+ Disks [ Keyboard

&) What do these settings do? QK

Activities To Monitor:

«  Interprocess Memory Access - Malware programs use memory space modification to inject malicious code for
numerous types of attacks, including recording your keyboard strokes; modifying the behavior of the invaded
application; stealing confidential data by sending confidential information from one process to another process etc.
One of the most serious aspects of memory-space breaches is the ability of the offending malware to take the identity
of the invaded process, or 'impersonate' the application under attack. This makes life harder for traditional virus
scanning software and intrusion-detection systems. Leave this box checked and Defense+ alerts you when an
application attempts to modify the memory space allocated to another application (Default = Enabled) .

«  Windows/WinEvent Hooks - In the Microsoft Windows® operating system, a hook is a mechanism by which a function
can intercept events (messages, mouse actions, keystrokes) before they reach an application. The function can act on
events and, in some cases, modify or discard them. Originally developed to allow legitimate software developers to
develop more powerful and useful applications, hooks have also been exploited by hackers to create more powerful
malware. Examples include malware that can record every stroke on your keyboard; record your mouse movements;
monitor and modify all messages on your computer; take over control of your mouse and keyboard to remotely
administer your computer. Leaving this box checked means that you are warned every time a hook is executed by an
untrusted application (Defaulf = Enabled).

- Device Driver Installations - Device drivers are small programs that allow applications and/or operating systems to
interact with a hardware device on your computer. Hardware devices include your disk drives, graphics card, wireless
and LAN network cards, CPU, mouse, USB devices, monitor, DVD player etc.. Even the installation of a perfectly well-
intentioned device driver can lead to system instability if it conflicts with other drivers on your system. The installation
of a malicious driver could, obviously, cause irreparable damage to your computer or even pass control of that device
to a hacker. Leaving this box checked means Defense+ alerts you every time a device driver is installed on your
machine by an untrusted application (Defaulf = Enabled).

*  Processes' Terminations - A process is a running instance of a program. (for example, the Comodo Internet Security
process is called 'cfp.exe’. Press 'Ctrl+Alt+Delete’ and click on 'Processes' to see the full list that are running on your
system). Terminating a process, obviously, terminates the program. Viruses and Trojan horses often try to shut down
the processes of any security software you have been running in order to bypass it. With this setting enabled,
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Defense+ monitors and alerts you to all attempts by an untrusted application to close down another application
(Default = Enabled).

«  Windows Messages - This setting means Comodo Internet Security monitors and detects if one application attempts to
send special Windows Messages to modify the behavior of another application (e.g. by using the WM_PASTE
command) (Defaulf = Enabled).

- DNS Client Service - This setting alerts you if an application attempts to access the 'Windows DNS service' - possibly
in order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed Denial of Service attack
whereby an malicious entity sends several thousand spoofed requests to a DNS server. The requests are spoofed in
that they appear to come from the target or 'victim' server but in fact come from different sources - often a network of
'zombie' pc's which are sending out these requests without the owners knowledge. The DNS servers are tricked into
sending all their replies to the victim server - overwhelming it with requests and causing it to crash. Leaving this setting
enabled prevents malware from using the DNS Client Service to launch such an attack (Defaulf = Enabled).

Background Note: DNS stands for Domain Name System. It is the part of the Internet infrastructure that translates a familiar
domain name, such as 'example.com' to an IP address like 123.456.789.04. This is essential because the Internet routes
messages to their destinations on the basis of this destination IP address, not the domain name. Whenever you type a domain
name, your Internet browser contacts a DNS server and makes a 'DNS Query". In simplistic terms, this query is 'What is the IP
address of example.com?'. Once the IP address has been located, the DNS server replies to your computer, telling it to
connect to the IP in question.

Objects To Monitor Against Modifications:

- Protected COM Interfaces enables monitoring of COM interfaces you specified here (Defaulf = Enabled).

- Protected Registry Keys enables monitoring of Registry keys you specified here (Defaulf = Enabled).

- Protected Files/Folders enables monitoring of files and folders you specified here (Default = Enabled).
Objects To Monitor Against Direct Access:

Determines whether or not Comodo Internet Security should monitor access to system critical objects on your computer.. Using
direct access methods, malicious applications can obtain data from a storage devices, modify or infect other executable
software, record keystrokes and more. Comodo advises the average user to leave these settings enabled:

«  Physical Memory: Monitors your computer's memory for direct access by an applications and processes. Malicious
programs attempt to access physical memory to run a wide range of exploits - the most famous being the 'Buffer
Overflow' exploit. Buffer overruns occur when an interface designed to store a certain amount of data at a specific
address in memory allows a malicious process to supply too much data to that address. This overwrites its internal
structures and can be used by malware to force the system to execute its code (Defaulf = Enabled).

»  Computer Monitor: Comodo Internet Security raises an alert every time a process tries to directly access your
computer monitor. Although legitimate applications sometimes require this access, there is also an emerging category
of spyware-programs that use such access to monitor users' activities. (for example, to take screen shots of your
current desktop; to record your browsing activities etc) (Default = Enabled).

Disks: Monitors your local disk drives for direct access by running processes. This helps guard against malicious
software that need this access to, for example, obtain data stored on the drives, destroy files on a hard disk, format the
drive or corrupt the file system by writing junk data (Default = Enabled).

«  Keyboard: Monitors your keyboard for access attempts. Malicious software, known as 'key loggers', can record every
stroke you make on your keyboard and can be used to steal your passwords, credit card numbers and other personal
data. With this setting checked, Comodo Internet Security alerts you every time an application attempts to establish
direct access to your keyboard (Defaulf = Enabled).

5.More Options-Introduction

The More Options interface contains several areas relating to overall configuration as well as handy utilities and
shortcuts to help enhance and improve your experience with Comodo Internet Security.

& More

It can be accessed at all times by clicking on the 'More' link from the navigation panel.
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Click the links below to see detailed explanations of each area in this section.
»  Preferences: Allows the user to configure general Comodo Internet Security settings (password protection,
update options, language, theme and so on.)

«  Manage My Configurations: Allows the user to manage, import and export their Comodo Internet Security
configuration profile.

«  Diagnostics: Helps to identify any problems with your installation.

«  Check For Updates: Launches the Comodo Internet Security updater.

«  Manage This Endpoint: Connect Comodo Internet Security to Comodo Endpoint Security Manager
- Browse Support Forums: Links to Comodo User Forums.

»  Help: Launches the online help guide.

«  About: Displays version and copy-right information about the product.

5.1.Preferences

The Preferences menu in More section allows you to configure various options related to the operation of Comodo Internet
Security.

To open Preferences dialog box
«  Click 'Preferences' in 'More' screen.
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aeneral | Parental Control | Appearance | Logging | Conneckion | Update

[ sutomatically check For pragranm updates
[[] showe balloon messages

[ Enable Comodo Message Center

g what do these seftings da? (8] 4 l [ Zancel

]

It has the following tabs to make your settings:
«  General
«  Parental Control
«  Appearance

«  Logging
«  Connection
+  Update

5.1.1. General Settings

The 'General Settings' tab allows you to configure the general behavior of Comodo Internet Security.

General | parental Control | Appearance | Logging | Connection | Update

[ sutomatically check For program updates
[[] show balloon messages

[+ Enable Comoda Message Center

g what do these seftings da®? (8] 4 ] [ Cancel

I

- Automatically check for the program updates - This option determines whether or not Comodo Internet Security should
automatically contact Comodo servers for updates. With this option selected, Comodo Internet Security automatically
checks for updates every 24 hours AND every time you start your computer. If updates are found, they are
automatically downloaded and installed. We recommend that users leave this setting enabled to maintain the highest
levels of protection. Users who choose to disable automatic updates can download them manually by clicking 'Check
for Updates' in the 'More..." section (Default = Enabled).

- Show balloon messages - These are the notifications that appear in the bottom right hand corner of your screen - just
above the tray icons. Usually these messages like 'Comodo Firewall is learning ' or ' Defense+ is learning ' and are
generated when these modules are leamning the activity of previously unknown components of frusted applications.
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Clear this check box if you do not want to see these messages (Default = Disabled).

«  Enable Comodo Message Center - Comodo Internet Security displays Comodo Message Center window periodically if
this option is selected.

COMCD W

W0 ForJms

MNeed help? Have feedback?
fou can join COMODD Forums now and get unlimited
suppork From Ehe community,

Learn Mare

«  The Comodo Message Center window contains information about Security Alerts and News related to Comodo
Internet Security and latest critical security updates. Clicking the 'Learn More' link takes you to the Comodo Forums
website at http://forums.comodo.com. Registration is free and you'll benefit from the expert contributions of developers
and fellow users alike (Defaulf = Enabled).

5.1.2. Parental Control Settings

The 'Parental Control' tab allows you to configure password protection for Comodo Internet Security.

€ Preferences %

General = Parental Contral | Appearance | Logging | Connection | Update

[C] Enable password protection for the settings [ Chanage Password; .. ]

& What do these settings do? OK ] [ Cancel

- Enable password protection for settings - Selecting this option activates password protection for all important
configuration sections and wizards within the interface. If you choose this option, you must first specify and confirm a
password by clicking the 'Change Password... ' button. You are asked for this password every time you try to access
important configuration areas (for example, all sections in the Antivirus Tasks, Firewall Tasks and Defense+ Tasks
areas require this password before allowing you to view or modify their settings).
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€ Change Password X

- !

Enter the password

Re-type the password

ooty || Concel

This setting is of particular value to parents, network administrators and administrators of shared computers to prevent
other users from modifying critical settings and exposing the machine to threats (Default = Disabled).

- Suppress Antivirus alerts when password protection is enabled - If selected, no Antivirus Alerts are displayed when
password protection is enabled. Parents and network admins may want to enable this setting if they do not want users
to be made aware when an Antivirus alert has been triggered. For example, a virus program may be attempting to
copy itself and infect user's computer without permission or knowledge of the user. Usually, the Antivirus would
generate an alert and ask the user how to proceed. If that user is a child or an inexperienced user then they may
unwittingly click 'allow" just to 'get rid' of the alert and/or gain access to the website in question - thus exposing the
machine to attack. Selecting this option blocks the activity of the virus but does not generate an alert (Defaulf =
Disabled).

- Suppress Firewall alerts when password protection is enabled - If selected, no Firewall Alerts are displayed when
password protection is enabled. Parents and network admins may want to enable this setting if they do not want users
to be made aware when a Firewall alert has been triggered. For example, a trojan horse program may be attempting
to download itself or transmit private information to a third party. Usually, the firewall would generate an alert and ask
the user how to proceed. If that user is a child or an inexperienced user then they may unwittingly click "allow" just to
'get rid' of the alert and/or gain access to the website in question - thus exposing the machine to attack. Selecting this
option blocks the connection but does not generate an alert (Default = Disabled).

- Suppress Defense+ alerts when password protection is enabled - If selected, no Defense+ Alerts are displayed when
password protection is enabled. Parents and network admins may want to enable this setting if they do not want users
to be made aware when a Defense+ alert has been triggered. For example, a malware program may be attempting to
modify, terminate or delete a critical registry key in order to launch an attack on your machine. Usually, the Defense+
intrusion detection system would generate an alert and ask the user how to proceed. If that user is a child or an
inexperienced user then they may unwittingly click "allow' just to 'get rid' of the alert - thus exposing the machine to
attack. Selecting this option blocks the activity of the suspected malware but does not generate an alert (Defaulf =
Disabled).

9.1.3. Appearance

The Appearance tab allows you to choose the interface language and customize the look and feel of Comodo Internet Security
according to your preferences. Use the drop-down menu to switch between installed themes.

c Preferences X

General | Parental Control | Appearance | Lpgging | Connection | Update
Language: |Default - English {United States) =
Theme: | COMODO Default Normal oA
@ What do these settings do? [ CK l [ Cancel
A
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Language Settings

Comodo Internet Security is available in multiple languages. You can switch between installed languages by selecting from the
'Language’ drop-down menu (Default = English (United Stafes)).

€ Preferences X

General | Parental Control | Appearance | |pgging = Connection | Update

Language: | Default - English (United States) f

Default - English {United States)
Theme:  |au =l - By Community

Portugués (Brasil) - By Community
Brwnrapckm - By Community
ST (iE1¥) - By COMODO
Cestina (Czech) - By Community
Mederlands - By Community

Eesti keel - By Community
Frangais - By Community

Deutsch - By Community

Magyar - By Community

Italiano - By Communi

@ What do these sdpgjgy; - gy Eummunityw ok ] [ Cancel
Portuguese (Portugal) - By Community A
Pycoria - By COMODO
Slovak - By Community
Espafiol - By Cormmunity
Svenska - By Community
Turkce - By COMODO
YipaiHcbka — By Community

Themes

The "Themes' drop-down allows you to choose the colors and appearance of the GUI as you prefer (Defaulf = Comodo Default

Normal).

General | Parental Control | APPEarance | Logging | Connection | Update

Language: |Default - English (United States) - |
Theme: |COMODO Default Mormal - |
Windows Theme

COMODO Bladk Mormal
COMODO Blue Marmal
COMODO Default Mormal
COMODO Metal Normal

i@ What do these settings do? Ok ] [ Cancel

A

In order for your language and/or theme choices to take effect, you must restart the Comodo Internet Security application.
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i " B
COMODO Internet Security Premium - i h}fﬁl

@C% You need to restart the application for the changes to take effect.
WY Would you like to do it now?

e w

[

«  Click Yes to restart the application.
You can also do this at a later time by either:

»  Restarting your computer (recommended) ; or

«  Closing the application by right clicking on the shield tray icon and selecting 'Exit 'and then restarting it by
navigating through Start > Programs > COMODO > Comodo Internet Security or by double-clicking the desktop
icon. The application is in your choice of language the next time you restart the application.

5.1.4. Log Settings

By default, Comodo Internet Security maintains detailed logs of all Antivirus, Firewall and Defense+ events and stores the log file
in Support DataBase (SDB) format as cislogs.sdb file. It is located in C:\Documents and Settings\All Users\Application
Data\Comodo\Firewall Pro. Logs stored in this file can be extracted by using a suitable application. Logs can also be exported to
html by clicking 'More.. > File > Export' in the Antivirus Events, Firewall Events and Defense+ Events interfaces.

These logs can be viewed by clicking 'View Events' in the 'tasks' area of each component:

«  'View Antivirus Events' from the Antivirus Tasks interface;
- 'View Firewall Events' from the Firewall Tasks interface;
«  'View Defense+ Events' from the Defense+ Tasks interface.

The 'Logging' tab of the 'Preferences’ interface allows you to configure how CIS should behave once this log file reaches a
certain size and also allows you to disable the logging of specific types of event.

€ Preferences X

General | Parental Control | Appearance | Loggingd | Connection | Update

If the log file's size exceeds (MB) | 20| [[] Disable Antivirus logging

Disable Fi Il loggi
(@) Delete it and create a new file [ Disable Firewal logging

Disable Defense + loggi
(CIMoveitto  the specified folder [ Disable Defense + logging

&) What do these settings do? oK ] [ Cancel

I

If the log file's size exceeds (MB): Enables you to configure for deleting or moving the log file if it reaches a specified size in MB.
You can decide on whether to maintain log files of larger sizes or to discard them depending on your future reference needs and
the storage capacity of your hard drive.

«  Specify the maximum limit for the log file size (in MB) in the text box beside 'If the log file's size exceeds (MB)'
(Default = 20MB).

If you want to discard the log file if it reaches the maximum size, select 'Delete it and create a new file'. Once the log file reaches
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the maximum size, it will be automatically deleted from your system and a new log file will be created with the log of events
occurring from that instant (Default = Enabled).

If you want to save the log file even if it reaches the maximum size, select 'Move it to' and select a destination folder for the log
file (Defaulf = Disabled).

€ Preferences *

General | Parental Control | Appearance | L0Qging | Connection | Update

If the log file's size exceeds (MB) | 20 [C] Disable Antivirus logging

() Delete it and create a new file R

the gpeciﬁed folder [[] Disable Defense + logging

Browse for Folder M 1

Pick a Directory

N\

4 & Local Disk (C:) -
> ly S$Recyde.Bin

1A
i@ What do these sefill| | Config.Msi _‘

i |, configuration ‘E

| |, Documents |
I}y Documents and Settings

| OptionalComponents
| Perflogs
. 4 | Program Files

i
I» .y Common Files o

| ok || cancl

The selected folder path will appear beside 'Move it to'.

€ Preferences X

General | Parental Control | Appearance | Logding | Connection | Update

If the log file's size exceeds (MB) | 20 [C] Disable Antivirus logging

[C)Delete it and create a new file [ Disable Firewall logging

@Moveitto  C:\Documents [C] Disable Defense+ logging

i What do these settings do? K ] [ Cancel

Once the log file reaches the maximum size, it will be automatically moved to the selected folder and a new log file will be
created with the log of events occurring from that instant.

Check Boxes:
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The check boxes allow you to disable logging of events according to your preferences.
«  Disable Antivirus logging - Instructs Comodo Internet Security to not to log Antivirus events (Default = Disabled).
- Disable Firewall logging - Instructs Comodo Internet Security to not to log Firewall events (Default = Disabled).

- Disable Defense+ logging - Instructs Comodo Internet Security to not to log Defense+ events (Defaulf =
Disabled).

5.1.5. Connection Settings

The Connection tab allows you to configure how Comodo Internet Security should connect to Comodo servers for receiving
program updates etc. If you are using a Proxy server in your network and if you want CIS to use the Proxy Server, the Proxy
settings can be configured through this settings interface.

€ Preferences X

General | Parental Control | Appearance | Logging  Connection | Update
[[] Use http proxy Import proxy settings from IE
SErver: Part:
Login: Password:
@ What do these seftings do? oK ] [ Cancel ]
A

»  Select 'Use http proxy' if you want Comodo Internet Security to use the Proxy Server. Enter the proxy server IP
address or name in the 'Server' text box and enter the port number in the 'Port' text box (Defaulf = Disabled).

«  If your Proxy Server needs authentication, Select 'Proxy server requires authorization'. Type your Login ID in the
'Login' text box and enter the password in the 'Password' text box (Defaulf = Disabled).

«  If you want Comodo Internet Security to acquire the proxy settings from your Internet Explorer, just click ‘Import
proxy settings from IE' link (Default = Disabled).

5.1.6. Update Settings

The Update tab allows you enable/disable the CIS program updates and to select the host from which the updates are to be
downloaded. By default, the URL of the Comodo Server is entered as an available host.

€ Preferences ¥

General | Parental Control | Appearance | Logging | Connection | Update
[+ Enable |Host
M http: {{download. comodo. comf
& What do these settings do? oK ] [ Cancel !
P
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«  If you want to download the updates always from the Comodo servers, you can leave the setting as it is (Default
= Enabled).

« If you are connected to a local network and the CIS program updates are available at an HTTP Server or at any
of the other computers in your network running Comodo Offline Updater, you can add the computers as hosts in
this area.

Note: Comodo Offline Updater allows users to configure a local HTTP server to download and provision updates to networked
machines. Advanced users can download the utility from hitp:/enterprise.comodo.com/security-solutions/endpoint-
security/endpoint-security-manager/free-trial.php

« Toadd a host click 'Add" and enter the url or IP address of the host in the next row that appears.
»  Repeat the process for adding multiple hosts.
«  Select the host by using the Move Up and Move Down buttons.

«  CIS will automatically check the host specified here and download the updates from the host even when you
are offline.

«  Click 'OK" for your settings to take effect.

Note: CIS program updates can also be checked manually. Click More Options > Check For Updates if you wish to update
manually. Click here to view the help page on manual updates.

5.2.Manage My Configurations

Comodo Internet Security allows you to maintain, save and export multiple configurations of your security settings. This is
especially useful if you are a network administrator looking to roll out a standard security configuration across multiple
computers. If you are upgrading your system and there is a need to uninstall and re-install Comodo Internet Security, you can
export your configuration settings to a safe place before uninstallation. After re-installation, you can import the configuration
settings to take effect in your newly installed Comodo Internet Security. This feature is also a great time saver for anyone with
more than one computer because it allows you to quickly implement your security settings on other computers that you own
without having to manually re-configure them.

- Comodo Preset Configurations

Importing/Exporting and Managing Personal Configurations

5.2.1. Comodo Preset Configurations

By default Comodo Internet Security has three preset configurations available. Based on the installation option you have
selected during setup, one of these choices is set as ACTIVE CONFIGURATION by default. You are able to switch between
configurations at any time by right-clicking on the CIS tray icon.

Click the links below to find out more details on each configuration:
- COMODO - Internet Security

- COMODO - Proactive Security
- COMODO - Firewall Security

Important Note: Any changes you have made to the Comodo Internet Security settings since installation are recorded in this,
active profile.

The detailed descriptions of the default security levels provided by the three preset choices are given below:

COMODO - Internet Security - This configuration is activated by default, when both Antivirus and Firewall components are
installed, i.e. the complete installation. Firewall is always set to Safe mode. But according to the malware scanning results
performed during the setup process, if no malware is found, Defense+ is set to Clean PC mode. Otherwise, the default is Safe
mode. In this mode,

«  Image Execution Control is disabled.
»  Computer Monitor/Disk/Keyboard/DNS Client access/Window Messages are NOT monitored.
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»  Only commonly infected files/folders are protected against infection.

» Only commonly exploited COM interfaces are protected.

- Defense+ is tuned to prevent infection of the system.
If you wish to switch to Internet Security option, you can select the option using My Configurations interface.
COMODO - Proactive Security - This configuration turns CIS into the ultimate protection machine. All possible protections are
activated and all critical COM interfaces and files are protected. During the setup, if only Comodo Firewall installation option is
selected, the next screen allows users to select this configuration as default CIS configuration. If selected, Firewall is always set

to Safe mode. But according to the malware scanning results performed during the setup process, if no malware is found,
Defense+ is set to Clean PC mode. Otherwise, the default is Safe mode.

If you wish to switch to Proactive Security option, you can select the option using My Configurations interface.

COMODO - Firewall Security - This configuration is activated when the user chooses to install Firewall only and selects optimum
protection settings for Defense+ . Firewall is always set to Safe mode. But according to the malware scanning results performed
during the setup process, if no malware is found, Defense+ is set to Clean PC mode. Otherwise, the default is Safe mode.

- Image Execution Control checks only applications that are not started manually by the user.
«  Computer Monitor/Disk/Keyboard is NOT monitored.

«  Only commonly infected files/folders are protected against infection.

»  Only commonly exploited COM interfaces are protected.

- Defense+ is tuned to prevent infection of the system and detect Internet access request leaks even ifit is
infected.

If you wish to switch to Firewall Security option, you can select the option using My Configurations interface.

5.2.2. Importing/Exporting and Managing Personal Configurations

To access Configurations interface
1. Navigate to 'More > Manage My Configurations'.

c Configurations - 00X
My Configurations Active Activate
i{COMODO - Internet Security Active

COMODO - Proactive Security

|
COMODO - Firewall Security - s

) What do these seftings do? /

If this is the first time you have accessed this interface you can see the three preset choices:

«  COMODO - Internet Security
«  COMODO - Proactive Security
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- COMODO - Firewall Security
The currently active configuration is indicated as 'Active’ in this interface.

2. Click the area on which you would like more information:

«  Export my configuration fo a file
- Import a saved configuration from a file
- Select a different active configuration setting
«  Delete a inactive configuration profile
Export my configuration to a file

To export your currently active configuration
1. Click the 'Export' button .

2. Type a file name for the profile (e.g., 'My CIS Profile’) and save to the location of your choice.

-
() veson > O )

G Select 2 pat.h to E:(IJD.I"t the configuration

Organize » Mew folder ool § @ i
[ Favorites - Libraries 2 user
B Desktop 1M Computer €l Network
4§ Downloads .. OpenOffice.org 3.2 (en-US) Installati... | | My CIS Profile.cfgx

i".:_l Recent Places
- Libraries
]-;l Computer

&, Local Disk (C2)
a Local Disk (D:)

i
| € Network
File name: My CIS Profile.cfg:d - |y
Save as type: | CIS xml configuration file (*.cfgx) v]
. Hide Folders | Save | [ Cancel l

A confirmation dialog appears for the successful export of the configuration.

COMODO Internet Security Premium eS|

:I The configuration has been exported successfully.

Import a saved configuration from a file

Importing a configuration profile allows you to store any profile within Comodo Internet Security. Any profiles you import do not
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become active until you select them for use.

To import a profile
1. Click the 'Import' button.

2. Browse to the location of the saved profile and click 'Open'.

[3 Select a configuration file to import M
S PR ——— e ;
| ||I: : hi |- Desktop  » - L‘f | | Search Deskfon L |
Organize Mew folder = o= [ @
I Favorites = Libraries
B Desktop A user
& Downloads 18 Computer
£ Recent Places G“F Metwark
3 . OpenOffice.org 3.2 (en-US) Installati..,
by e | My CIS Profile.cfgx |
“,1 Computer

&, Local Disk (C:)
w Local Disk (D:)

?j Metwork

File name: My CIS Profile.cfgx - [ICIS caonfiguration files (*.cfgx, v]

I Open I [ Cancel ]

e = = — SR = = = = =

3. Inthe 'Import As' dialog that appears, assign a name for the profile you wish to import and click 'OK'.

Enter a name for this configuration:

by CIS Profile

ok || cancel

A confirmation dialog appears indicating the successful import of the profile.
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Once imported, the configuration profile is available for deployment by selecting it.

¢ Configurations o x

My Configurations Active
{COMODO - Internet Security Active

COMODO - Proactive Security
COMODO - Firewall Security

Iy CIS Profile

& What do these seftings do? Close
F

Select and Implement a different configuration profile
The Activate option allows you to quickly switch between configuration profiles.

To select a different configuration
1. Click on the profile you want to select and activate.

2. Click the 'Activate' button.

A confirmation dialog appears.

COMODO Internet Security Premium S|

|0] The configuration has been activated successfully.
k- -
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The selected configuration is activated.

€ Configurations

My Configurations Active

a
{COMODO - Internet Security
COMODO - Proactive Security [ :LE' LA

COMODO - Firewall Security
Iy 15 Profile Active

& What do these settings do? Close

¢l

Delete an inactive configuration profile

You can remove any unwanted configuration profiles using the 'Remove' button. You cannot delete the profile that Comodo
Internet Security is currently using - only the inactive ones. For example if the COMODO - Internet Security is the active profile,
you can only delete the inactive profiles, 'COMODO - Proactive Security, 'My_CIS_Configuration and so on.

To remove an unwanted profile
1. Select the profile and click 'Remove' button. A confirmation dialog appears.

|2 = Rl
COMODO Internet Security Premium e S

| Are you sure to delete the selected configuration permanently?

Yes I [ Mo

2. Click 'Yes'if you are sure to delete. The selected profile is removed from the list and a confirmation dialog appears.

e l
COMODO Internet Security Premium [

: Configuration successfully removed!
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5.3.Diagnostics

Comodo Internet Security has it's own integrity checker. This checker scans your system to make sure that the application is
installed correctly. It checks your computer's:

»  File System - To check that all of Comodo's system files are present and have been correctly installed.
»  Registry - To check that all of Comodo's registry keys are present and in the correctly installed.
»  Checks for the presence of software that is known to have compatibility issues with Comodo Internet Security.

Please wait while COMODO Internet Security is verifying the
- integrity of the installation.

[

Chedking the reqistry...

The results of the scan are shown in the following pop-up window. If your installation does not have any errors the
following dialog is displayed.

COMODO Internet Security Premium | &

oK

If the diagnostics utility has found some errors in the installation, the following dialog is displayed.

COMODO Internet Security Premium | ]

#*%  The diagnostics utility has found seme problems with your installaticn.

Y Would you like to fix them?

Yes Mo

Click 'Yes'. The diagnostics utility automatically fixes the problems and prompts you to restart the computer.

|- i Tm— | B
COMODO Interet Security Premium | e |

r The diagnastics utility has fixed all the problerns, E
You may need to restart your PC,

OK

%‘. = E
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Restart your computer for the changes to take effect.

5.4. Check for Updates

CIS updates can be checked for and downloaded manually by clicking the ‘Check for updates’ link in "More' options.

C COMODO Internet Security Premium - Updater

Flease dick "Start’ to initiate updating process.

The Updater will access the Internet using Internet Explorer’s
connection settings.

To check for availability of updates
«  Click 'Start'.

€ COMODO Internet Security Premium - Updater

Checking for updates...

pove | _conal |1
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On completion of checking, the panel shows the availability of updates.

c COMODO Internet Security Premium - Updater

updating process.

|Updates are available. Please dick Mext’ to proceed with

View Update Details

et cans_|

Help

cCOMODO
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The 'Update Details' link will lead you to the web page that provides release notes for the latest version of the application.

»  Click 'Next' to start the process.

To initiate the update process
«  Click the 'Start' button in the panel.

Note: If you want to download and install the updates later, click the ‘Cancel' button.

€ COMODO Internet Security Premium - Updater

IUpdates being prepared for installation...

Pause ] Cancel

I

Help
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»  The update progress will be displayed.

€ COMODO Internet Security Premium - Updater

Ipdating is in progress... 10%:

UL LI

ase | cos || reb

«  On completion of checking, the panel shows the availability of updates.

C SCOMDDO Internet Security: Premium Beta - Updater

Iipdates have been installed. The computer needs to be
restarted for the updates to take effect. Uncheck Restart
System’ checkbox to restart later. Do you want to re-start now?

| Copying cavscan.swedish.Jang Fm]
| cavscan.swedish Jang copied successfully.
| Copying cfp.swedish.lang

i cfp.swedish.Jang copied successfully.

{ Copying cfp.ukrainian.Jang

| cfp.ukrainizn Jang copied successfully.

| Executing cfpconfg.exe file

| cfpconfg.exe executed successfully.

i Updates have been installed.

{ The computer needs to be restarted for the updates to |
| take effect. Uncheck ‘Restart System’ checkbox to restart —
later, El
| 'Js

W Restart System Save log

[ Finish H Caricel ]m

»  You are then asked to restart the system. Click 'Finish'.
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5.5.Manage This Endpoint

The ‘Manage this endpoint’ features allows administrators to connect Comodo Internet Security to Comodo Endpoint Security
Manager (CESM) so that the endpoint (computer) can be remotely managed. CESM allows businesses to centrally manage CIS
protected computers and provides a single interface for installation, updates and virus response across an entire network. It has
an easy to use dashboard that provide fingertip access to common tasks and a wealth of statistics and reports that deliver a
comprehensive snapshot of a network’s security levels. Using CESM to manage nodes protected with CIS will help
administrators to greatly improve overall security, simplify administration, increase awareness levels, reduce virus response
times and could save thousands of man-hours per year.

This wizard will install the CESM agent and allow admins to specify the IP/Port of the CESM server.

« Ifyou are interested in CESM for your business, please click here.
«  To enable central administration of this computer and connect to CESM, please continue reading:
For centrally managed and administered

«  Click the 'More' button at the top of the navigation. Click 'Manage This Endpoint'
COMO DO nternet Security Premium Beta

AR Antivirus

E Summary

.................

Preferences anage This Endpoint

This section lets you configure general
settings like password protection, update
options, language, theme etc

This link is going to let you configure this
client to work with a COMODO Endpoint

All systems are active and Security Manager server 50 that it can be

running. managed centrally.
=S Manage My Configurations Browse Support Forums
€ ESM Agent Deployment swiers to your
0 forums. Qur
bst and we would
Specify ESM Server to manage vour CIS product
ESM Server: . |
nore about your
ESM Server Pork: 80 an use this section
Don't have ESM Server 7 Downipad from COMODO
sion information
by.
¥ihe m? Install
Talk to a © Yihatis ESM 7 Ins Cancel

- Enter the hostname / IP address of the server in which the CESM service is installed in the ESM Server field. See
configuration tool for more details.

»  Change the port number from 80 to 57193 in the ESM Server Port field. (57193 is the default unless changed
using the configuration tool.)

«  Click 'Install' to begin installation of the agent.
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€ ESM Agent Deployment x

Specify ESM Server to manage your CIS product

ESM Server:

ESM Server Port:

Status: Downloading Agent...

@ Whatis ESM ? [ instel | [Canesu)

«  Once complete, you will be presented with a confirmation message in the 'Status' area. Click 'Close' to exit the

wizard.
c ‘ESM Agent Deployment x

Specify ESM Server to manage vour CI5 product

ESM Server:

ESM Server Port:

Skatus: Agent was successfully delpoved

Wwihat iz ESK 7 Install Close
@ [ | )

The endpoint should now be successfully connected to CESM service. Connection details can be viewed at the bottom left of the
interface:

at at
Secunty to make sure it = up-to-dat

Managed Clent:

Server 132.168.11.111:9901 )

5.6.Browse Support Forums

The fastest way to get further assistance on Comodo Internet Security is by posting your questions on Comodo Forums, a
message board exclusively created for our users to discuss anything related to our products.

«  Click the Browse Support Forums link to be taken straight to the website at http://forums.comodo.com.
Registration is free and you'll benefit from the expert contributions of developers and fellow users alike.
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COMODO Inlamel Securily Premium

=S

E Summary ,ﬁ. Antivirus ﬁ Firewall o Defense+

o f 2 Preferences Manage This Endpoint
This section lefs you configure general This lenk &5 going to let you configure this 1
Semtings ke password protection, update client to work with a COMODO Endpaint
You haven't performed a aptions, language, thame eic. Security Manager server 5o that it can be
fu mansged centrally.
]
]
f@ Manage My Configurations ﬁ] Browse Support Forums |
This sectian allows you to Maed Help? Find the answers to your
impad/export/delete pour Intemet questions in COMODO farums. Our

SEEUH‘W mrrflquratlon settings. dmloqtr; r!iular : EO’!'Q and we would
lowre to hiear fram you.- !
R G .. = r + -

= | o AA DN Core S, £ e =0 = aHFAARCKUA 24 ur [ * n'
| P . |
by = e i ey,

{ COMODO
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R = ;' e ‘E ERATCH E Toan ﬂ e r:-. d

WELCOME T THE ¢

-+ i =
Welzamz, Ceest. Mease agn of regisler. | 527372 Mk
Dig yew miss yeur sckivstion eme |7 | 5E67E Tepi
Augask 01, 2013, L2007 AV | L15G3G
....................... | bend Mhatiboes: 5 rasaanS
ForauEr - Lﬁih |

I ASA waks AR RS, FROIRSEY &5T GRLAAR lanflE

Fri, 20 Jul 2021 08:00:00 EST

Cuonmedu Hagimeed Fmalisl for IT Soflware Timeralicn a 2011 Guldh: Bridue..
m‘. 13 Jul 2001 G000 EST

COMOD0 te Ewhibit at HostingCon in 3an Diego

RGNS NEWE .

Online Knowledge Base
We also have an online knowledge base and support ticketing system at http://support.comodo.com. Registration is free.

5.7.Help

Clicking the Help link in the More section opens the online help guide hosted at http:/help.comodo.com/. Each area has its own
dedicated page containing detailed descriptions of the application's functionality.
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FE=S= Comodo Internet Security Version 5.4 English

-
Introduction To Comodo Internet Security

- Introduction To Comodo Internet

bt Introduction to Comodo Internet Security

“Special Features

: Overview
“System Requirements
Comodo Internet Security 2011 offers 2602 protection against internal and external threats by combining a
powerful Antivirus protection, an enterprise class packet filtering firewall, and an advanced host intrusion
“Starting Comodo Internet prevention system called Defense+.

Security

EInstallation

CIS is available in Premium (free), Pro and Complete editions. At While the core CIS software is identical for all
H-comodo Internet Security - three versions, the Pro and Complete packages each offer a range of additional services. The Pro version
Overview OF Summary Sc.reens includes C_omodo GeekBuddy ((_Zomodo support experts available 24/7 to fix any problem with your computer)

! and the Virus Free Guarantees (if your computer becomes damaged as a result of malware and Comodo support
Comodo Internet Security - services cannot return it to a working condition then we'll pay the costs of getting it repaired. See terms and
' conditions for full details. Available to USA residents only). CIS Complete includes Comodo GeekBuddy, Virus

LeROE ey Free Guarantee, TrustConnect (secure Internet proxy service that ensures 128 bit encrypted connectivity from
“Understanding Alerts any public wireless hotspot) and a Comodo Online Backup account (10GE of online storage space)
HAntivirus Tasks-Introduction MNew features in CIS 2011 include Cloud based antivirus scanning and behavior analysis, user-friendly
- : application white-listing, new spyware and rootkit scanners, improved malware cleaning, an all new 'game
Firewall Tasks-Introduction mode', full support for IPv6, improved Defense+ application compatibility and a completely re-designed
H-Defense+ Tasks - Introduction L e
B'Mara Nntinnc_Tnteadictinn When used individuallv. each of the Antivirus. Firewall and Defense+ combonents deliver superior protection

You can also print or download the help guide in the .pdf format from the webpage.

5.8.About

Click the 'About' option in the 'More" Screen to view the 'About' information dialog.

€ About COMODO Internet Security Premium Beta X

COMODO

Internet Security Premium

Product Version: 5.8.209769.2105

Virus Signature Database Version: 10282

Patents Pending

Copyright © 2005-2012 COMODO™, All rights reserved.

Upgrade to CI5 Pro Full Mow Enter a license key

The 'About' dialog displays the copyright information and the information on the version numbers of Comodo Internet Security
and the Virus Signature Database installed on your computer If you have installed the Pro or Complete versions, the unique
serial number of your installation is also displayed. The serial number is used to identify your installation and is necessary for
support purposes.

Clicking the 'Upgrade to CIS Pro Full Now' takes you to the Comodo website for the purchase of CIS Pro version, if you have
already installed Premium version.

Clicking the 'Enter a license key' link opens a license Activation dialog to activate your subscriptions for CIS Pro or Complete
version.
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ﬁ Let's activate your license...

Enter your license key to continue receiving PC protection and access to GeekBuddy.

Don't have a license key? Get one now!

License Key:

1]

When you are done entering the license key, please make sure you are connected to
the Internet and press "Activate” button to initiate the license verification process.

Refer to Activating Your License for more details.

6.Comodo GeekBuddy

Comodo GeekBuddy is a personal computer support service provided by competent and friendly computer
experts at Comodo who can establish a remote connection to your PC and fix your computer problems
right in front of your eyes. No longer do you need to make time consuming calls to impatient help desk
support staff. Instead, just sit back and relax while our friendly technicians do the work for you. Visit
http:/www.geekbuddy.com/ for more details.

One of new CIS advantages is that now you can immediately launch a chat with a qualified computer support technician by

Talk to a
Certified
Technician

clicking this button at the lower left of the interface.

GeekBuddy is included with CIS Pro and Complete versions and is available with CIS Premium. The GeekBuddy section of this
guide is broken down into the following sections:

«  Overview of the Services

«  Launching the Client and Using the Service

«  Accepting Remote Desktop Requests

*  Registration

+  Activation of Service

+  Uninstalling Comodo GeekBuddy
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6.1.Overview of Services

Comodo GeekBuddy includes the following services:
+  Virus & Malware Removal - Our technicians remotely clear any detected viruses or malware that is found on your
PC.

- Internet and Online Identity Security - Optimization of your computer's security settings to prevent loss of
sensitive data and identity theft.

- Printer or Email Account Setup - Installation or updating of printer software and/or drivers, checking ink levels and
configuring your printer to work on a wireless or wired network. We set up your Internet-based email account -
any provider, any account. Great for new computers and novice email users.

«  Software Activation - Installation, configuration, and activation of third party software in your system.

«  General PC Troubleshooting - Detailed system check to identify and eliminate basic hardware and software
conflicts in your Windows PC.

«  Computer Power Sefting Optimization - Optimization of your power management settings based on how you use
your computer. Your Geek will help you go green and save money on your electric bill.

- Comodo Software Installation and Set up - Installation and support of software supplied by Comodo.
- Comodo Account Questions - Clarification of any doubts regarding your account in Comodo.

6.2.Launching the Client and Using the Service

The GeekBuddy client required for the services is installed in your system automatically along with CIS Pro and Complete. For
CIS Premium, it is installed automatically if you have selected the option Install Comodo GeekBuddy in Step 3 during installation

You can start the client and start a live chat session with a GeekBuddy expert using any one of the following methods:

gl

«  Double click the GeekBuddy desktop icon

hl
A

c B
& Q W
Customize...

«  Click the GeekBuddy system tray icon

—
EMN E |l|r I:J:J

«  Launch a chat with a qualified computer support technician by clicking the button.

«  Launch the GeekBuddy client directly from the Windows Start Menu - Click Start > All Programs > Comodo >
Comodo GeekBuddy > Comodo GeekBuddy.

«  You can also start the client by clicking the CHAT NOW button at the bottom left corner of the CIS interface at any
time.
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The GeekBuddy welcome dialog will be displayed:
COMODO GeekBuddy

[‘E\j Welcome to GeekBuddy

To continue, choose one of the following actions -

= Register
Get your License Key now, and let our geeks fix your
computer problems.

= Activate your service.
If you already have a License Key, just get in contact.

= Proceed to chat now.

Connect to an operator for assistance with your computer.

Speak to a licenzed technician 1-866-272-9804

Register - Click the 'Register' link from the Registration screen. You will be taken to the GeekBuddy sign up page. After you
complete the sign up steps, your license key will be sent to you by email. Once you have registered, you have to activate your
services. Click here for more details.

Activate your service - Start the GeekBuddy client and click "Activate your service' from the welcome screen. Click here for more
details.

Proceed to chat now - The easiest and fastest way to start chatting with an expert technician is by clicking the 'Proceed to chat
now' link. Within seconds, a Comodo support technician will respond in a chat window and ask you to describe the problem.

Note for CIS Premium users: To use the GeekBuddy service on a continuous basis, you have to purchase the product at
http://www.geekbuddy.com/, register and activate your account.

- Start chatting! Use the chat window to explain any problems you are having with your computer, or to request any
of the GeekBuddy services. For your first chat, why not ask the technician to configure Comodo Internet Security
(CIS), run a full antivirus check, then optimize your computer for security and performance.
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COMO DO GeekBuddy

& Operator Chat Show Log b

=" Hame: John Smith

K Profile: Technical Support
4 L

John (07/2810 17:02:00)% Hi, | am John from Comodo. How may | help
wou today? And following our session, ifyou found the service helpful
you can subscribe by visiting wanane geekbuddy. comiexpert

& Clent

Status: Sezsion started

«  The technician may request for a remote desktop access of your computer. You need to accept the remote
desktop access request to enable the technician to solve your problems.

«  Occasionally, you will see friendly messages from GeekBuddy which offer to perform useful services such as
improving the performance of your computer:

FE_r' x

Hi. | am your GeekBuddy! Today | want to help you
improve the speed of your computer hard disk drive.
Would you like my assistance at this time?

Learn mare

[ Don't show again Yes Mo

Clicking 'Yes' to these messages will connect you straight to a GeekBuddy operative as if you had clicked 'Proceed to chat now'.
Comodo proactively offer these reminders to ensure our customers get the maximum value out of the services we offer.

6.3. Accepting Remote Desktop Requests

In order to solve certain problems, the support technician may need to connect to your computer via remote desktop connection.
This will allow them to directly perform the required services while you watch. Remote desktop control can only go ahead if you
grant permission for this to happen. Our technicians will always request your permission via the chat window as shown below:
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Comodo Internet Security 2012

COMOD O GeekBuddy
&, QOperator Chat Show Log b
Hame: John Smith
4 . L Profile: Technical Support i
John (0772810 17:02:00) In order to proceed, Lwill have to rermotely
connect to your computer. Please grant access
to the remote connection, so that | will take the
necessary steps to solve your problem.
@ Accept Deny YWhat is this?
& Cient
Status: connected

Click the 'Accept' link to enable the technician to connect to your computer. The technician will take control over
your computer through remote desktop connection and start fixing your problems or performing the service that
you requested. The technician may also ask your permission to make other changes to your machine. Such
changes might include installing programs, creating system restore points or deleting unnecessary or malicious
files.

COMO DO GeekBuddy R
&, Operator Chat Show Log »
HName: John Smith
Profile: Technical Support
" Accept Deny What is this?
John (07/28M0 17:02:20) | will now create a System Restore point, in
case you need to restore your system settings
to those before our intervention. s that O with
you? =
& Cient
Statusg: connected Stop Remote 9

Comodo Internet Security 2012 User Guide | ©

2012 Comodo Security Solutions Inc. | All rights reserved

262



Creating Trust Online’

Comodo Internet Security 2012 - User Guide coMoDo

o

On completion of his/her work, the technician will disconnect from your computer, inform you that the requested tasks have been
completed and ask whether you would like help with anything else.

COMOD O GeekBuddy
& Operator Chat Show Log B
_ =
== Hame: Jokhn Smith

! Profile: Technical Support
‘ : View more

John (07/28/10 17:13:07) Thank you for your time! Please do not hesitate
to come back in future if you need assistance
or any other infarmation related to our security
products and services,

& Clert

Status: connected

Congratulations, you just finished your first GeekBuddy support session. We hope you enjoy using your trouble-free computer.

6.4.Registration

To become a paid subscriber of the Comodo GeekBuddy services, you need to register your account with Comodo using our
online registration form.

To register your account
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COMOD O GeekBuddy

[‘E\] Welcome to GeekBuddy

To continue, choose one of the following actions:

Register
Geftyour License Key now, and let our geeks fix your
computer problems.

n Activate your service.
If you already have a License Key, just get in conftact.

= Proceed to chat now.
Connect to an operator for assistance with your computer.

Speak to a icenzed technician 1-866-272-9804

«  Click the 'Register' link and you will be taken to the purchase order form. Fill in the details as required in the order
form and follow the process.

Your account with GeekBuddy will be created and your License Key in the order confirmation will be sent to you to the email
address provided in the purchase order form. You need to enter this License Key when you access the service for the first time.

Registration is a one time process for a single machine.

The Comodo GeekBuddy license entitles you to usage of the service on up to three machines. You need to enter the license key
when you are installing the client and registering the account from a different machine. So keep the License Key in a safe place.

6.5.Activation of Service

To start using the Comodo GeekBuddy service, start the client using any of the methods explained above. Click on any of the
service options and the activation screen will open.

To activate your service
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COMOD O GeekBuddy

!‘Sj Welcome to GeekBuddy

To continue, choose one of the following actions:

n Register
Get your License Key now, and let our geeks fix your
compute =il

Activate your service.

Myesalieady have 3 Liceass Key, just get in contact.

n Proceed to chat now.

Connect to an operator for assistance with your computer.

Speak to a licensed technician 1-866-27 2-9804

Click the 'Activate your service' link and enter the same license key that you used for activating CIS Pro/Complete
or the license key that you received via email after registering and click 'Next'.

COMODO GeekBuddy

°9  GeekBuddy

Flease enteryour License Key to connect to a FC expert.
Y'our License Keyis included in wour order confirmation.

Please enter your Licenze Key:

acca7380-50eh-4860-8a1 2-0bF4h24F 2456

*If pou can't find pour Licenze Fey, please zend an email bo;
geekbuddysupport@comodao. com

Speak to a licensed technician 1-866-272-9804

Net || Cancel

You account will be verified and activated. The verification and activation is a one time process. You need not enter the License

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 265



Comodo Intemet Security 2012 - User Guide comono

Creating Trust Online®

-

Key again.

Following activation, you will be connected to the GeekBuddy service...

Pleaze wait - your support request iz being processzed.
¢ & GeekBuddy operatar will be in contact sharkl,
Connecting to server...

...and within seconds, a Comodo Support Technician will respond in a chat window and ask you to describe the problem.

COMOD O GeekBuddy = EE
& Operator Chat Show Log
_ =

— Hame: Jahn Smith

Profile: Technical Support

John (07/2810 17:00:32) Hi, | am John Smith from GeekBuddy. How may
[ help you today?

& Clert

Status: connected

- Start chatting! Use the chat window to explain any problems you are having with your computer, or to request any
of the GeekBuddy services.

6.6. Uninstalling Comodo GeekBuddy

To uninstall Comodo GeekBuddy:

«  Click Start > Control Panel

* Inthe Control Panel, double-click Add/Remove Programs

« Inthe list of currently installed programs, click Comodo GeekBuddy
«  Click the 'Change/Remove' button.
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Or
»  Click Start > All Programs > Comodo > Comodo BackUp > Uninstall Comodo GeekBuddy

|/ Comodo
L COMODO Antivirus
L. COMODO GeekBuddy
B cOMODO GeekBuddy
! Uninstall COMODO GeekBuddy |
. Unite
. Eltima 5oftware -

1 Back

| Search programs and files je |

COMO DO GeekBuddy 3.1.170563.30 Uninstall

Uninstalling

Please wait whils GeekBuddy 3.1.170563.30 is being uninstalled.

Delete file; C:\Program FileshZOMODOLTOMODO GeekBuddy\CustomMessageBox, dil

powared by COMODOD | |

Cancel Close |

Upon completion, the 'Uninstallation Complete' dialog will be displayed.
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COMO DO GeekBuddy 3.1.170563.30 Uninstall

Uninstallation Complete

Uninstall was completed successfully,

Campleted

ittt S e | < Back ] | Cancel ] { Close }

Click 'Close' to finish the process.

7. TrustConnect Overview

Comodo TrustConnect is a secure Internet proxy service that creates an encrypted session when users are
accessing the Internet over public wireless connections. Since these wireless sessions can be relatively
easily intercepted, they present a significant data vulnerability gap for businesses and consumers alike.
Whenever Comodo Internet Security detects unsecured wireless connections it will present you with the
opportunity to use your TrustConnect account for the connection.

C Mew MNetwork Detected: Wireless 111.111.71.113/27

Warning!
Your computer has joined an unsecured wireless network!

In an unsecured wireless network, your communication is visible to everyone in the same
network

Secure communication with TrustConnect

(9%
! }ﬂ Choose if you want to use TrustConnect to encrypt all the communication
‘-‘-E between you and the Internet.

Continue Unsecured

@
F |) Choose if you do not wish to use TrustConnect to encrypt your traffic between
you and the Internet

[] Do not show me this alert again
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TrustConnect is designed to eliminate these types of data hijacks by preventing criminals from attacking or scanning your
system from the local network that you are using to connect to the Internet. It also encrypts all of your traffic destined for the
Internet (including Web site addresses, instant messaging conversations, personal information, plain text usernames and
passwords and other important information). After connecting to the service, the TrustConnect software indicates that traffic is
being encrypted as it leaves your system. Data thieves and hackers cannot 'sniff' or intercept your data - they can't even
determine where your information is coming from because, as you are connecting to the Internet through a SSL secured VPN
connection to the TrustConnect servers, your requests appear to come from our IP address. Ordinarily, cyber criminals could
easily intercept these broadcasts.

Setting up Comodo TrustConnect is easy, as it works on most operating systems (Windows, Mac OS X) as well as with most
firewall applications. Typical setup takes less than three minutes. TrustConnect clients are available for Windows, Mac OS, Linux
and iPhone mobile devices and can be downloaded by logging into your account at https://accounts.comodo.com/account/login.
Your Comodo Internet Security Complete confirmation email contains confirmation of your the username that you set up during
initial sign up and a subscription ID for the service. Once logged in, click the TrustConnect tab to add subscriptions, change
billing and contact information, and review the ongoing status of your service. Your Comodo Internet Security Complete
TrustConnect account has a 10 GB/month data transfer limit.

Comodo Intemet Security - Complete customers also receive the $99 value 'Live, Expert Computer Support' Comodo
GeekBuddy. Please visit http://www.geekbuddy.com for full product details.

TrustConnect System Requirements
*  Windows Vista
*  Windows XP
+ MacOSX
«  Linux (containing kernel 2.4 or later)
»  FreeBSD, OpenBSD

Setting up TrustConnect
«  Microsoft Windows
« MACOSX
«  Linux

«  iPhone/iPod Touch

7.1.Microsoft Windows - Configuration and Connection

This section deals with the configuration and connection of TrustConnect and presumes you already have the software installed.
If you have not yet installed the software then:

«  Please run the CIS Complete installer and select 'Install TrustConnect' at the options menu

«  Alternatively, the TrustConnect client can be downloaded separately from http://www.comodo.com/trustconnect or
from the 'TrustConnect' area of your Comodo account at http://accounts.comodo.com/login

« Installation of TrustConnect is dealt with in Section 1.3.3.4 Installing TrustConnect of this guide.

Establish a connection to TrustConnect
Once installation is complete, TrustConnect can be launched in one of the following ways:

«  Via the Windows 'Start' menu. Click 'Start > Programs > Comodo > Trust Connect > Trust Connect'

_}}‘

« By double clicking the TrustConnect Tray Icon: h
- Byright clicking on the TrustConnect Tray icon and selecting 'Connect':
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Connect

View Log

Advanced options

About

| Exit H

By default, your TrustConnect client automatically selects the best TrustConnect access server from the servers distributed all
over the world depending on your location, distance between you and the servers and their load. You can change the server you
want to connect to, through Advanced Options explained at the foot of this page.

After starting TrustConnect you should enter your TrustConnect Service Login and Service Password at the client login box.

Note: This is not the same password as your Comodo Account password. It is a unique, random password that was generated
during account creation to authenticate you to the TrustConnect servers. If required, you can change this password to
something more memorable by using the 'Change Service Password' button on the right.

cCOMODO

Creating Trust Online®

Comodo Internet Security | TrustConnect | by Account Contacts

Comodo TrustConnect

Service Login jsrmith

laB2cdesFG

ervice Password

Licenze key &{-957d-a2207a4c75b2

Date from 2010-08-16 06:40:09

First Time Lizer

Date to 2011-08-16 06:40:08

Traffic §7A Comodo TrustConnect - User Authentication
Limit: LD

Available: 10 GB

| zemame: Iismith
Today
Mo data found Password:

[~ Remember

’ Ok l l Cancel

Click 'OK" to confirm and connect. After successful authentication of your user-name and password, the tray icon turns green to
indicate that you are successfully connected to TrustConnect:
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Attempting fo connect fo Successfully connected to
Not Connectfed to TrustConnect TrustConnect TrustConnect

Advanced Options

Comodo TrustConnect allows you to select the TrustConnect access server you want to connect to, through its advanced

options. You can set TrustConnect to automatically select the best server, set a default server or choose to select the server
manually every time.

To access the Advanced options panel, right click on the TrustConnect Tray icon and select 'Advanced Options'.

Connect

View Log

Advanced options
About

| Exit H

The panel displays your current location with the IP address.

™ Advanced options €3]

Your location: US, Houston, 1P 6993174106

& Butomatically select best server

| want to connect ta server in;

|US, Atlanta [distance: 1123km. loading: 12%) |

i Let me chooze each time | connect

You can configure the server selection from the options :

«  Automatically select the best server;
« |want to connect to server in;
«  Letme choose each time | connect.
Select the option and click the Select button for your settings to take effect.

Automatically select the best server - Instructs TrustConnect to select the best access server with optimal load and distance to

connect to. Your TrustConnect client automatically finds a server nearest to your location and with optimal connection load. This
is the default option and is recommended for all users.

| want to connect to server in: Allows you to choose a server and to set it as default, so that every time you start TrustConnect
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service, you are connected to the selected server irrespective of your location. The drop-down box displays a list of
TrustConnect access servers located at different places, all over the world. Each server is indicated with its location (country,
state), distance from your current location and the load of the server in percentage.

™ Advanced options

Your lacation: WS, Houston, 1P 6393174106

7 Automatically select best server

% | want to connect bo server in;

115, Atlanta [distance: 1123km. loading: 12%) ﬂ

115, Atlanta [distance: 1125km. loading: 1:
115, Houston [digtance: Okm. loading: 4%)

«  Select the server which you want to set as default and click the 'Select' button.

Note: It is always recommended to choose a server nearest to your location for quicker access.

A connection to the selected server is established every time you establish a connection to TrustConnect. You can change this
setting anytime you want, by accessing the Advanced Options in TrustConnect.

Let me choose each time | connect - Allows you to select a different server each time you establishing a connection with
TrustConnect.

Every time you start TrustConnect service, you are prompted to select the server which you wish to connect. On establishing a
connection to TrustConnect, a 'Select access server' dialog appears.

§™ Select access server

Your location: US . Houston, [P 6993174106

115, Atlanta [distance: 1123km. loading: 12%)

115, Atlanta [distance: 1125km. laading: 12%]
115, Houston [digtance: Okm. loading: 4%)

The drop-down box displays a list of TrustConnect access servers located at different places, all over the world. Each server is
indicated with its location (country, state), distance from your current location and the load of the server in percentage.

«  Select the server to which you want to connect and click the 'Select' button. A connection with the selected
access server is established.

Note: It is always recommended to choose a server nearest to your location for quicker access.

7.2.Mac OS X - Configuration and Connection

Install and configure TrustConnect OpenVPN client
1. Download the TrustConnect OpenVPN client for Mac OS X 10.4 (or above) from the Tunnelblick project site -
http://code.google.com/p/tunnelblick. The client can be download from the 'Featured downloads' section on the right
hand side of the homepage.
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Alternatively, it can be downloaded directly by clicking the following link:
http://tunnelblick.googlecode.com/files/Tunnelblick_3.0026.dmg

2. Install the client. Double click the .dmg file you downloaded in the step above to start the installation process. Once
setup is complete, a 'Tunnelblick' icon should appear on your desktop. More details about the Tunnelblick application
and its usage is available at the project website located at http://code.google.com/p/tunnelblick.

3. Download the correct client configuration file for your TrustConnect package:

«  TrustConnect subscribers OR 7 day trialists, download:
https://accounts.comodo.com/download/trustconnect/client.conf

«  Users of TrustConnect FREE service should download:
http://download.comodo.com/trustconnect/free_client.conf

4. Rename the file you just downloaded from either 'client.conf' or 'free_client.conf' to 'openvpn.conf
5. Download the TrustConnect CA certificate.

6. Copy the renamed configuration file and the root CA certificate into the following directory:
~/Library/Application/Support/Tunnelblick/Configurations

7. Start Tunnelblick.app and choose Connect ‘openvpn'.

8.  Enter your TrustConnect login and password.

7.3.Linux / Open VPN - Configuration and Connection

The following options are available for Linux users:

»  Download and Install the OpenVPN Client
«  Download and Install the RedHat Client
«  Download and Install the Ubuntu Client

Download and Install the TrustConnect OpenVPN Client
To connect to the TrustConnect service you must first download and install the TrustConnect OpenVPN client software.

1. Download the TrustConnect OpenVPN client for Linux. Click here to download the client directly.
2. Using the RPM package

If you are using a Linux distribution which supports RPM packages (SuSE, Fedora, Redhat, etc.), it's best to install
using this mechanism. You can build your own binary RPM file:

rpmbuild -tb openvpn-[version].tar.gz
Once you have the RPM file, you can install it with:
rpm -ivh openvpn-[details].rpm

Installing OpenVPN from a binary RPM package has these dependencies:
openssl, 1zo, pam. LZO library can be downloaded here.

3. Without the RPM package

If you are using Debian, Gentoo, or a non RPM based Linux distribution, use your distribution specific packaging
mechanism such as 'apt-get' on Debian or 'emerge’ on Gentoo. It is also possible to install OpenVPN on Linux using
the universal ./configure method.

First expand the .tar.gz file:
tar -xfz openvpn-[version].tar.gz
Then cd to the top level directory and type:

Jconfigure
make
make install

For more details, visit the official OpenVPN 2.0 'How To' page
Configuring TrustConnect OpenVPN Client
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1. Download the correct client configuration file for your TrustConnect package:

»  TrustConnect subscribers OR 7 day trialists, download:

https://accounts.comodo.com/download/trustconnect/client.conf
«  Users of TrustConnect FREE service should download:

http://download.comodo.com/trustconnect/free_client.conf
2. Download the TrustConnect CA certificate.

3. Copy root CA certificate and configuration file into OpenVPN configuration directory, for example into /etc/openvpn/.
4. Start TrustConnect OpenVPN client program:

openvpn--openvpn config /etc/openvpn/client.conf

5. Enter your TrustConnect login and password.

Download and Install the TrustConnect RedHat Client

To install TrustConnect client for RedHat (Fedora, RHEL) system
1. Download RPM package here:

https:/faccounts.comodo.com/download/trustconnect/tcclient-1.0-1.noarch.rpm
2. Start console, login as root and execute command:

# rpm -Uhv PATH/TO/RPM/tcclient-1.0-1.noarch.rpm
Client was tested on the RedHat Fedora 8, 9, 10

Note: The TrustConnect RedHat Client is not available for users of the free service. Users of the free service should download
and install the OpenVPN client as detailed earlier in this document.

Download and Install the TrustConnect Ubuntu Client

To install TrustConnect client for Ubuntu system
1. Download DEB package here:

hitps://accounts.comodo.com/download/trustconnect/tcclient_1.0-1_all.deb

2. Start console, login as root and execute command:

# dpkg -i PATH/TO/DEB/tcclient_1.0-1_all.deb
Client was tested on the Ubuntu 8.0, 8.1

Usage:

Run trustconnect client: "Applications Menu" -> "Internet" -> "TrustConnect Client"

Note: The TrustConnect Ubuntu Client is not available for users of the free service. Users of the free service should download
and install the OpenVPN client as detailed earlier in this document.

7.4.Apple iPhone / iPod Touch - Configuration and Connection

Open VPN account information page. Go to Setting > General > Network > VPN > Settings.
1. Select PPTP and enter TrustConnect VPN account information:
« Inthe 'Server field, please use one of the following addresses:
« us1.vpn.comodo.com (commercial subscription)

«  us2.vpn.comodo.com (commercial subscription)
«  us3.vpn.comodo.com (free subscription users only)
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2. Enter your TrustConnect account and password.

iPod = 12:43 =

| L2TP PPTP

Server usi.vpn.comodo.com

Account user
RSA SecurlD |' OFF

Password ----

Encryption Level Auto >
Send all traffic m|
Proxy

3. Click the 'Save' button and go back to VPN main page (Setting > General > Network > VPN).
4. Start Trust Connect VPN connection. Switch 'VPN' to 'ON'.
iPod = 12:26 =3 iPod = 12:28 =_

veN g | VPN m:l |

Status Connecting... » | —= | Status Connected: 0:24 > |
Cancel VPN Connection ' Settings >
| Settings > |

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 275



Comodo Intemet Security 2012 - User Guide comoDo

Creating Trust Online®

= /

7.5. TrustConnect FAQ

Common Questions
How do | set up TrustConnect and Log on to the TrustConnect Server?

My User Name and Password don't work - why not?

What Operating Systems does TrustConnect support?

What clients should | use to connect to the TrustConnect Server?

All our Internet (HTTP & HTTPS) connections are via a proxy server. How do | connect using TrustConnect in this situation?
Why do | need a Secure Connection like Comodo TrustConnect?

What is a Sniffer?

What types of TrustConnect Accounts are available?

What Subscription Plans are available for the full service?

Can | buy additional traffic when | need it?

What is the difference between the free service and the paid license service?

How do | switch to a full account and remove these limitations?

Do I have to use a wireless connection to use Comodo TrustConnect?

| have a Wi-Fi at home with WEP turned on. Am | safe?

Is the TrustConnect license for only one computer, or can | install it on others in my home network?
What is the typical connection speed through TrustConnect?

What happens at the end of the TrustConnect Trial?

How do | cancel my account?

What security measures does TrustConnect use?

Can TrustConnect work on a PC behind a NAT-enabled router?

Windows Configuration
What is the "TAP-Win32 Adapter" that appears in my "Network Connections"?

I'm sure ['ve done everything correctly but | still cannot connect to the server.

| can connect to the server, but cannot get access to any site. IPCONFIG /ALL shows IP 0.0.0.0 for the TAP adapter. What's
wrong?

Do I need my Firewall up while connecting to the WEB via TrustConnect?
What port numbers are used by TrustConnect?

Windows Vista Configuration

| cannot connect to the server. Log file contains the entry "All TAP-Win32 adapters on this system are currently in use." But |
cannot find any adapters in my "Network Connections". What is the problem?

All adapters are located in correct place, but I still cannot connect to the server.
iPhone/iPod Client Configuration

The server did not respond when | try to connect.

What are the TrustConnect server addresses?

What port numbers are used by TrustConnect for iPod clients?

Common Questions

How do | set up TrustConnect and Log on to the TrustConnect Server?

1. Firstly, log into your Comodo Account at https://accounts.comodo.com with the user name and password that you
created during the TrustConnect or CIS Complete enroliment process.

2. Click the "TrustConnect' tab on the top navigation bar.
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3. Download, install and configure the appropriate TrustConnect client software for your operating system. All necessary
software and instructions are available on the right hand side of the 'TrustConnect' area of your account. Alternatively,
please use the following links:

Windows
View TrustConnect Windows Client Configuration Guide
Download the Windows TrustConnect Client
MAC 0S X
View TrustConnect MAC OS X Client Configuration Guide
Linux / OpenVPN
View TrustConnect Linux Client Configuration Guide
iPhone / iPod Touch
View TrustConnect iPod Client Configuration Guide
4. Once installed, start up the Trust Connect Client.
The following example shows how to connect using the Windows client:
Click Start > Programs > Comodo > Trust Connect > Trust Connect

Or, if TrustConnect is already running, right click on the tray icon and select 'Connect":

Connect

View Log

Advanced options

About
| Exit H

5. Atthe login box you should enter your TrustConnect Service Login and Service Password.

Note: This is not the same password as your Comodo Account password. It is a unique, random password that was generated
during account creation to authenticate you to the TrustConnect servers. If required, you can change this password to
something more memorable by using the 'Change Service Password' button on the right.
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Comoda Interne

Comodo TrustConnect

Service Login

jsrmith
1aBZcdeeFG

ervice Password

License key &f-957d-a2207a4c75bz2

Date from 2010-058-16 06:40:09

Date to 2011-08-16 06:40:09 First Time User

§A Comodo TrustConnect - User Authentication

Limit: 10 Ge
Available: i0Ge
Usemname: |ismith
Today
Mo data found Pagsword:

[~ Remember

’ Ok l l Cancel

6. The TrustConnect tray icon turns green upon successful connection:

Attempting to connect fo Successfully connected fo

Not Connected to TrustConnect TrustConnect TrustConnect

My User Name and Password don't work - why not?
Make sure that you are entering the TrustConnect Service login details and NOT your Comodo Account Manager login details.

As a TrustConnect customer (or CIS Complete customer which includes TrustConnect service) you have two sets of login
details:

Your Comodo Account Login Details. This user name and password enables you to log into your account at
https://accounts.comodo.com to view and configure account details. You created this on the sign - up form when you enrolled for
TrustConnect or CIS Complete.

Your TrustConnect Service Login Details. This user-name and password is used to connect to the TrustConnect server and
should be entered at the client login box.

To view your TrustConnect Service Login details:

»  Login at https:/faccounts.comodo.com with your Comodo Account Login Details
+  Click the "TrustConnect' button on the top navigation

»  Your service login and password are listed. You can change this password at any time by clicking the 'Change
Service Password' button.

What operating systems does TrustConnect support?
TrustConnect is successfully tested on Windows 2000, Windows XP, Windows Vista, Linux and Mac Os X. It supports mobile
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devices like iPod/iPhone as well.
What clients should | use to connect to the TrustConnect server?

To start using TrustConnect you must first download and install the appropriate TrustConnect client software for your operating
system. Client software for supported operating systems is available for download in the TrustConnect area of your account.
Alternatively, use the following links:

Windows
View TrustConnect Windows Client Configuration Guide
Download the Windows TrustConnect Client
MAC OS X
View TrustConnect MAC OS X Client Configuration Guide
Linux / OpenVPN
View TrustConnect Linux Client Configuration Guide
iPhone / iPod Touch
View TrustConnect iPod Client Configuration Guide
All our Internet (HTTP & HTTPS) connections are via a proxy server. How do | connect using TrustConnect in this situation?
If you use the Windows client, you should:

i. Change the TrustConnect target (command) line:
«  Right click on 'TrustConnect' icon;
»  Select 'Properties' -> 'Shortcut’;
« Add the following text --allow_proxy 1 into the Target' field, so it looks like this:
"C:\Program Files\Comodo\TrustConnect\bin\TrustConnect.exe" --allow_proxy 1

Target: stConnecthbinh TrustConnect. exe’ -allow_prowy 1

ii. Start TrustConnect client
iii. Set your proxy settings:
» Right click on 'TrustConnect' tray icon and select 'Proxy Settings";
«  Select 'Manual Configuration' and enter your proxy settings, for example:
HTTP proxy, Address: 192.168.0.1, Port: 3128
iv. Connect to TrustConnect.

If you use the Linux/Unix or MAC OS X client, you need only add the http-proxy directive to the client configuration file. For
example: http-proxy 192.168.0.1 3128.

If you use iPhonefiPod client:

»  Set your proxy settings on the VPN settings: 'Setting' -> ' General' -> 'Network' -> 'VPN' -> 'Settings' -> 'Proxy’
Why do I need a Secure Connection like Comodo TrustConnect?

If you are logging onto the Internet using Wi-Fi public hotspots, then all of your information is in a readable, plain text format that
cyber criminals can sniff. In addition, many hotels have sniffable wired networks. When you're traveling, all of your information
can be seen, including confidential company and personal information.

What is a Sniffer?

Typically, a computer only receives traffic aimed at its TCP/IP address. Sniffer software allows a computer to record traffic
headed to (and from) every computer on the local network.

What are types of TrustConnect accounts are available?
There are 3 main 'types' of TrustConnect Account

»  FULL - Subscription based. Users get access to all features of the TrustConnect service.
»  TRIAL - Unlimited 7 day trial which includes all the functionality that is available in the paid service.
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«  FREE - 'Free for life' service that includes certain service restrictions. For more details, see 'What's the Difference
between the Free Service and the Paid License Service?'.

What Subscription Plans are Available for the full service?
The following plans are available for the TrustConnect service:
TrustConnect Packages

Daily Pass - $3.99 /24 hours Unlimited Service

$8.99 Monthly Unlimited

$19.95 Annual - 10 GB traffic

$29.95 Annual 50 GB traffic

$49.95 Annual 100 GB traffic

$99.95 Annual Unlimited

TrustConnect Corporate Packages

$25.00 Monthly Corporate 500 GB traffic, 5 users
$200.00 Annual Corporate 500 GB traffic, 5 users

Can | buy Additional traffic when | need it?
Yes. additional traffic limit can be added to your account at anytime.

«  Login to your Comodo account at https://accounts.comodo.com with your user-name and password
«  Click the "TrustConnect' tab on the top navigation bar (or select TrustConnect' from the 'Service' menu button
»  Click 'Buy extra traffic' on the right hand side then sign up for the plan that fits your requirements

What's the Difference between the Free Service and the Paid License Service?

The free service is:

«  Limited to 10 GB of traffic per month

»  Location services are not available to free users (i.e. users are not able to select which server they connect to in
'Advanced Options')

»  Free service features small banner adverts
- Free service does not allow certain protocols to be used. These include FTP, SMTP, NNTP and NTP

Note: POP3 and IMAP protocols ARE allowed, so you can check online mail accounts like Gmail or Yahoo mail. Instant
Messengers such as MSN and ICQ can also be used.

«  The proprietary TrustConnect client for RedHat and Ubuntu Linux distributions is not available for free users.
Users are, of course, free to use the OpenVPN client to configure the service.

How do | switch to a full account and remove these limitations?

If you've already signed up for a free account and want to upgrade to the full service:
»  Login to your Comodo account at hitps://accounts.comodo.com with your user-name and password
»  Click the "TrustConnect' tab on the top navigation bar (or select TrustConnect' from the 'Service' menu button
«  Click 'Change Plan' then sign up for a subscription plan that fits your requirements

Do I have to use a wireless connection to use Comodo TrustConnect?

Not at all. Some networks, even if they are physically hard-wired and not wireless, do not have secure connections. You can use
Comodo TrustConnect even from a wired connection if you need to encrypt your session or hide your destination. If you'd like
another layer of protection, Comodo TrustConnect can provide it.

| have a Wi-Fi at home with WEP turned on. Am | safe?

No. Cyber criminals can break WEP encryption with easy-to-acquire tools that are available on the Internet. Computers without
firewalls are even more vulnerable to attack. Comodo TrustConnect helps make your connection secure even on your home-
based Wi-Fi connection.

Is the TrustConnect license for only one computer, or can | install it on others in my home network?
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You may install TrustConnect client software on any amount of PCs you wish, but you are allowed to connect to TrustConnect
service with one of them at a time. For example, you may install TrustConnect on work PC and on your own laptop and connect
to TrustConnect from work computer or from laptop, but not simultaneously.

The license agreement can be read here: https://accounts.comodo.com/trustconnect/management/eula

What is the typical connection speed through TrustConnect?

All TrustConnect connections are made over 128 bit SSL encrypted connections so typical speeds are between 1.5 - 3.0 Mbps.
What happens at the end of the TrustConnect Trial?

Once your 7 day trial period is over you are automatically switched over to the full monthly or annual plan that you enrolled for.
How do | cancel my account?

If you would like to cancel your TrustConnect account at any time, please send your request to
trustconnectcancel@comodo.com Please remember to include your account user-name (login), email address and order
number and a brief reason for cancellation.

What security measures does TrustConnect use?

All connections to TrustConnect are over 128-bit SSL encryption. Additionally, a private VPN session key is re-created every
hour.

Can TrustConnect work on a PC behind a NAT-enabled router?

Yes. If your computer is connected to the Internet through a NAT-enabled router, you shouldn't have any problems connecting to
the TrustConnect service.

Microsoft Windows Questions
What is the "TAP-Win32 Adapter" that appears in my "Network Connections™?

The "TAP-Win32 Adapter" is virtual network card that is created by the TrustConnect client during installation. This adapter is
required in order to establish a secure tunnel to the TrustConnect Server.

I'm sure I've done everything correctly but | still cannot connect to the server.

Make sure that you have been correctly entering your Service Login/Password. If it is incorrect you should visit
https:/faccounts.comodo.com/trustconnect/management and check your Service Login.

I can connect to the server, but cannot get access to any site. IPCONFIG /ALL shows IP 0.0.0.0 for the TAP adapter. What is
wrong?

The DHCP Client service MUST be enabled.

To enable this service, you need to:

1. Right click on the Windows "My Computer" icon.

2. Select "Manage" from the context sensitive menu to open the Windows '‘Computer Management' utility.

3. Select 'Services and Applications' then 'Services'.

4. Double-click 'DHCP Client' from the list of services that are listed in the right hand pane. This opens the DHCP Client
Properties dialog.

5. Make sure 'Start Up Type'is set to 'Automatic’.

6. Click 'OK' to confirm and save your changes.
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Do I need my Firewall up while connecting to the WEB via TrustConnect?

Yes. TrustConnect ensures secure wireless connectivity to the Internet but does not secure all your computers ports (it is not
designed for this purpose). You still need an effective firewall to protect your ports when surfing the 'net. Comodo recommends
users install Comodo Internet Security which contains an award winning packet filtering personal firewall and is completely free
for home and business users.

What port numbers are used by TrustConnect?

TrustConnect uses only port 443.

Microsoft Windows Vista Questions
| cannot connect to the server. The log file contains the entry "All TAP-Win32 adapters on this system are currently in use.” - but
| cannot find any adapters in my "Network Connections”. What is the problem?

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 282



Comodo Intemet Security 2012 - User Guide comono

Creating Trust Online®

-

Always install and run TrustConnect under Administrator access rights.

All adapters are located in correct place, but I still cannot connect to the server.
You need to check the box against "Run this program as an administrator":

»  Right click on TrustConnect icon;
»  Select 'Properties' --> 'Compatibility".
OR run the application under the Windows Vista "Run As Admin" option.

iPhone/iPod Client Questions
The server did not respond when [ try to connect.

Check your network settings and access to Internet.

What are the TrustConnect Server Addresses?

You may use the following addresses when configuring the iPod / iPhone client;
- us1.vpn.comodo.com (commercial subscription)
- us2.vpn.comodo.com (commercial subscription)
- us3.vpn.comodo.com (free subscription)

What port numbers are used by TrustConnect for iPod clients?

TrustConnect for iPod clients uses 1723 port (PPTP service).

8.Comodo Dragon

Comodo Dragon is a fast and versatile Internet Browser based on Chromium and infused with Comodo's
unparalleled level of security.

To help make your Internet browsing experience even safer, Comodo Dragon is installed in your computer as a part of Comodo
Internet Security 2012. Comodo Dragon gives you the complete compliment of features offered by Chromium with superior
security and privacy.

- Comodo Dragon Features
«  Starting Comodo Dragon
»  Comodo Dragon Help
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Features:

«  Improved Privacy over Chromium

«  Easy SSL Certificate Identification

»  Fast Website Access

»  Greater Stability and Less Memory Bloat

» Incognito Mode Stops Cookies, Improves Privacy

«  Very easy to switch from your Browser to the Dragon

Comodo Dragon Security:

»  Has privacy enhancements that surpass those in Chromium's technology
«  Has Domain Validation technology that identifies and segregates superior SSL certificates from inferior ones
- Stops cookies and other Web spies

»  Prevents all Browser download tracking to ensure your privacy

Starting Comodo Dragon

Comodo Dragon is installed in your computer along with Comodo Internet Security 2012. You can start the browser in two ways:
From the Start menu:

«  Click Start> All Programs > Comodo > Dragon > Comodo Dragon:
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. — [@ COMODC Internet Security k
ﬁ| Log OFf | (0] | Turn OFF Compute

BH Dragon 4 |

&) windows Media Player
3 Windows Messenger

From the Destop Icon;

«  Double Click on the Comodo Dragon Desktop icon created during the installation:

a0 |:| [u]
Dragon

Comodo Dragon Help

Comodo Dragon's intuitive multi-tabbed interface enables easy and fast access to sophisticated features of the browser. Please
refer to the Comodo Dragon online help guide at hitp://help.comodo.com/topic-120-1-279-2524-Comodo-Dragon-—
Introduction.html for more details on using the browser.
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Appendix 1 CIS How to... Tutorials

The 'How To..." section of the guide contains guidance on key tasks of Comodo Internet Security. Use the links below to go to
each tutorial's page.

How to...:

«  Setup security levels easily - Guidance on changing the current security levels of Antivirus, Firewall and Defense+.
- Setup the Firewall for maximum security and usability - A brief outline of the setting up a secure connection to Internet

+  Block Internet Access while allowing local network (LAN) Access - guidance on configuring the Firewall to allow only
Intranet or LAN connection and to block Internet connection

«  Setup Defense+ for maximum security and usability - A brief outline of how to set Host intrusion Protection for the
optimum balance between security and usability

»  Password protect your CIS settings - Explains how to protect your CIS settings
«  Reset a Forgotten Password (Advanced) - Explains how to create a new password for CIS

«  Run aninstant Antivirus scan on selected items - Guidance on initiating a manual scan on selected folders/files to
check for viruses and other malware.

- Create an Antivirus scanning schedule - Guidance on time-table scheduling of antivirus scans to be run on selected
items at selected intervals

*  Runan untrusted program inside sandbox - Guidance on executing a program that you do not trust to be safe, inside
sandbox to protect any harmful effects of the program upon your system.

»  Restore incorrectly quarantined item(s) - Help to restore files and executables that were moved to quarantine by
mistake

«  Submit quarantined items to Comodo for analysis - Advice on how to send suspicious files/executables to Comodo for
analysis

Enable file sharing applications like BitTorrent and Emule - Explains how to configure Comodo Firewall for file sharing
through popular software

Block any downloads of a specific file type - Explains how to configure Defense+ to block downloads of files of a
specific type

- Selectively disable Defense+ and Sandboxing for specific files - Explains how to exclude specific files or file types
from the sandboxing process

«  Switch between complete CIS suite and individual components (just AV or FW) - Explains how to uninstall or install
Firewall or Antivirus components after installation.

- Switch Off Automatic Antivirus And Software Updates - Explains how to stop automatic software and virus updates

«  Temporarily suppress alerts when playing games - Helps you to switch off CIS pop-up alerts to avoid interruptions
while playing games

Setting up Security Levels Easily

Comodo Internet Security allows users to quickly view or change the current Antivirus, Firewall or Defense+ security level by
right clicking on the system tray icon .
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Customize...

Antivirus Security Level 3
Firewall Security Level 2

Defense+ Security Level  »

Sandbox Security Level 3
Game Mode
Configuration 3
Open...

—
Exit

LC - I
&=

Customize... [

Antivirus

To set the Real time Scanning level for Antivirus
1. Right click on the system tray icon

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 287



COMODO

Creating Trust Online®

2. Move the mouse cursor over Antivirus Security Level

On Access Antivirus Security Level 3
Stateful Defense+ Security Level  »

Disabled Sandbox Security Level 3
Game Mode
Configuration 3
Open...

—

Exit

==
i

Customize...

The preset Antivirus Security levels are displayed. The options available are:
«  OnAccess;
«  Stateful; and
» Disabled.

The currently active configuration is displayed with a checkmark next to it. For more details on these settings refer to Scanner
Settings > Realtime Scanning.

3. Click on the required security level. The Antivirus will be set to the selected security level.
You can find the set security level also at the CIS Summary screen.

Firewall

To set the Firewall Security Level
1. Right click on the system tray icon

2. Move the mouse cursor over Firewall Security Level

The preset Firewall Security levels are listed. The currently set Firewall Security Level is indicated by a check mark beside it. For
more details on the preset Firewall Security Levels refer to Firewall Behavior Settings.
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Antivirus Security Level 3
Blodk All Firewall Security Level 3
Custom Policy Defense+ Security Level  »
Safe Mode Sandbox Security Level »
Training Mode Game Mode
Disabled Configuration 3
e Open...
Exit
C——

Customize... [

3. Click on the required Firewall Security level.

You can find the set Firewall Security Level also at the CIS Summary screen.

Defense+

To set the Defense+ Security Level
1. Right click on the system tray icon

2. Move the mouse cursor over Defense+ Security Level

Antivirus Security Level 3
Firewall Security Level »
Paranoid Mode Defense+ Security Level 3
Safe Mode Sandbox Security Level 3
Clean PC Mode Game Made
Training Mode Configuration b
Disabled Open...
|"_
Exit
———=
I
Customize...

The preset Defense+ Security levels are displayed as a list. The currently set Defense+ Security level is indicated by a check
mark beside it. For more details on the preset Defense+ Security Levels refer to Defense+ Settings.

3. Click on the required Defense+ Security level.
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Setting up the Firewall For Maximum Security and Usability

This page outlines the functions of Comodo's Firewall and helps you to set up a secure connection to the Internet.

Stealth Ports Settings

Port Stealthing is a security feature whereby ports on an Internet connected PC are hidden from sight, sending no response to

opportunistic port scans.
1. Click the 'Firewall' button along the top navigation

2. Click 'Stealth Ports Wizard' in Firewall Tasks menu

3. Select "Block All Incoming connections and make my ports stealth for everyone" to make computer's ports are invisible

to all networks

COMODO Internet Security Premium

. ‘-1 E SUMmnary % Antivirus

Thiz seckion slows you bo view s record of the
eweris and alerts triggered by possible Mtacks
All syskems are active and o your computar,

running.

'1 Wiewr Firewral Events

Dafine a New Tusted Applcation

Thiz shortoul represents 5 convenient way ko
creshe an automatic Allaw rule For spplications

c Stealth Ports

nﬂ Define a nes trusted metwork and make my ports stealth for everyone ake
-

'S I you select Bhes ophion, your computer will be invisble bo everyone exoept those retvgefs you specify as
" trusked on the rext step,

Alert me to incoming connections and make my ports stealth on a pef-case basis
ﬁ 4 lobal nubes, vour parmissaan wil be asked every tive thepsis an Rcoming connection
Peer bo Peer nebworking and remote deskboggennecions o vour maching when

Biock ak incoming connectons and make my ports steafth for evervone
Selecting bz aption means your compubers ports wil be rvisible bo 8l nebviorks and the afewal il bloc

DN connections. Thea ge user will find this option the most ogg i SEture,

Viewr Active Connectons

s which spplicalions are currently

privecting to the Tnterrst dong with the 1P,
P Pratocc and Traffic lewal of the
cordgktion.

Stealth Ports Wizard

ey ot Fasle 5 et of global
Firawal pruies, which will affect wour compater's
wigibiity from ot computers,

Firerwall Behavior Sattings

Eccess and configure warious firewal options
such s ssourity lawel, slerk frequency level and
mare,

4. Click 'OK'.
Click here for more details on Stealth Port Wizard
Network Zones Settings

The Network Zones option allows you to configure the protection level for network connection to a Router/home network. (This is

usually done automatically for you).

To view the configurations
1. Click the 'Firewall' button along the top navigation

2. Click 'Network Security Policy" in Firewall Tasks menu

3. Click 'Network Zones' tab
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Wiesw Firewall Events

E,._'; Thiz zection allows you o view a recg
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u. Wiew Active Connections

d of the ? View which applications are currartly
attacks conrecting to the Intermet slong with the 1P,

All systems are ackive and o your cormpuber, Part, Protocel snd Trafie level of the
running. connechan.

Define a Mew Trusted Sbplication E' y  Steath Ports Wizard

q This shortout reprasenis 3 gonenient way ko .ﬂ‘ This wizard dllows yow to creaste a set of glabal
create an aubomatic Allowgule For applications fireswall rules, which will affect your computer's
that you brust wisiilty from other computers,

j Define a New Blficked Application f Firewal Behavior Settings

@ This shortcut reppfizents a correnient way to 7 Access and configure warious firewall aptiors
create an suboplitic Deny rule for spplications i wuch az gecuriby level, slert frequancy level snd
that you do nflnust, more.

& Metwiork Security Pol

| YoUTrye B bo creste frmodify
— packet flterirg Myges In order to exploit the Al
power of the Fireudyll,

€ Metwork Security Policy

Application Rules  Global Rules | Predefined Policlthked Zones  Port Seks

Metwork Zone Add 3
C IF In [127.0.0.1 § 255.0,0.0]

e [=lLocal Area Network 31

L' rm [192.168.147.126 | 255.255.255.0)

Check the Loopback zone and Local Area Network #1. In most cases, the loopback zone IP address should be
127.0.01/255.0.0.0

In most cases, the IP address of the auto detected Network zone should be 792.168.1.100/255.255.255.0 .
4. Check these addressees and click 'OK'.

Click here for more details on Network Zones settings

Firewall Behavior Settings
The Firewall Behavior Settings option allows you to configure the protection level for your Internet connection and the frequency
of alerts generated.

To open Firewall Behavior Settings panel:
1. Click the 'Firewall' button along the top navigation

2. Click 'Firewall Behavior Settings' in Firewall Tasks menu

General Settings
1. Click on 'General Settings' tab to move the Firewall Security Level slider

2. Choose Safe mode

Safe Mode: While filtering network traffic, the firewall will automatically create rules that allow all traffic for the components of
applications certified as 'Safe' by Comodo. For non-certified new applications, you will receive an alert whenever that application
attempts to access the network. Should you choose, you can grant that application Internet access by choosing 'Treat this
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application as a Trusted Application at the alert. This will deploy the predefined firewall policy 'Trusted Application' onto the
application.

A antivirus

E Surmmary

- O X

Wiew Active Connechions

Wiewe which spplications are currently
connecting to the Inberret alorg with the 1P,
Port, Protocol and Traffic level of the

A Wiew Firewal Events

This seclicn dlows you ko wiew a recard af the
events and alerts triggered by poszible attacks

t Settings | Advanced

Firewall Security Level

Slock Al = Nebwark security policy is applied |
- Cubgoing traffic initiated by safe applcations is learmed {
-1 |
Custom Polcy therif;:rlnltlated oy unkrowen spplcations |5 alerted to - P p— :
"___,_——"—- * such s seeurily level, alert requeney level s |

Safe Maods et
|
Trairing Mode i

Disabled

Keep an dert on the screen For (seconds): | 120

[7] Create rules for safe applications
[ Enabie IPvé filkering
% De not show popup alerts Allow Requests .

B wihat do these setlings do? Qk | Cancel

3. Click 'OK' for the changes to take effect.

Alert Settings

1. Click the 'Alert Settings' tab in the same window.
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View Active Connections

Wiaw which applications are currenthy
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Stedth Ports Wizgard

Thiz wizlgd allowes you o creste a zet of global
firewsall
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wihech wall sffect your computer’s

Alert Frequency Level cther computers,

Yery Hgh - Shows alerts for incoming and oubgoing requests . .
- Shows alerts for ekther TCP or LDP protoces 8 Firewall Behavior Settings
High - F e PSS Arewall options
é..-—""'.—‘ * awch s security level, slert frequency level and
Medium rrare:
Wery Low

[w This computer is an intermet connection gateway (i.e. an ICS Server)
.
[# Erable slerts For TCP requests

~

[ Enable slerts For UDF requests
[w Enable alerts For IOMP requests

[ Enable slerts For loopback requests

"

@ what do these settinge do¥ [al'8 Cancel

2. Move the Alert Frequency Level slider to Low and select all the check boxes except 'This computer is an internet

connection gateway'. Only enable this box if your system is configured as an ICS server (your computer is connected
to Internet and shares its single Internet connection with other computers connected to it by LAN).

At the 'Low' setting, the firewall shows alerts for outgoing and incoming connection requests for an application. This is the
setting recommended by Comodo and is suitable for the majority of users.

Enabling This computer is an Internet connection gateway’ (i.e. an ICS server) allows other computers access to the Internet
through this computer.

Click here for more details on Firewall Behavior settings

Advanced Settings

Advanced Settings option allows you to configure the protection level against common types of denial of service (DoS) attack.

To open Advanced Settings panel:

1. Click the 'Advanced Settings' tab in the same window.
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E Summary -‘QA Antivirus

Wiews Firewrall Evenits g Yiew Active Connections
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€ Firewall Behavior Settings

General Settings | Alert Setbingd, Advanced E‘ Stalth Ports Wizard
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[+ Protect the ARP Cache wisibilty Mg other compubers,
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=
- ! Firewall Behavior Settings
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© puch az sacurity lavel, alert fraquency lavel and
Block all outgoingfincoming Fragmented IP packets (A personal computer rarely needs —
to send or receive fragmented IP packets but some network enabled devices e.q.

prinkers may require Fragmented traffic.)
[ Do pratocol anakysis

Analyze all incoming/outgoing packets to verify that they have
correct parameters according to the specific protocol's standards
and stop them if Found suspicious

[ Monitar NDIS probocols other than TCR[TP
Manitor packets originated From other protocols which use their own drivers to create

TCR{IF packets &.g. Wincap (Enabling this option may affect system performance,
Changing this option requires a system restart)

what do these seting: do? [0 4 Cancel |
7]

When launching a denial of service or 'flood' attack, an attacker bombards a target machine with so many connection requests
that your computer is unable to accept legitimate connections, effectively shutting down your web, email, FTP or VPN server.

2. Select both the check boxes Protect the ARP Cache and Block Gratuitous ARP Frames
3. The option Block fragmented IP Datagrams is selected by default

- Block fragmented IP Datagrams - When a connection is opened between two computers, they must agree
on a Maximum Transmission Unit (MTU). IP Datagram fragmentation occurs when data passes through a
router with an MTU less than the MTU you are using i.e when a datagram is larger than the MTU of the
network over which it must be sent, it is divided into smaller fragments' which are each sent separately.
Fragmented IP packets can create threats similar to a DOS attack. Moreover, these fragmentations can
double the amount of time it takes to send a single packet and slow down your download time.

4. Select the Do Protocol Analysis checkbox to detect fake packets used in denial of service attacks

5. Select the Monitor NDIS protocols other than TCP/IP checkbox to capture the packets belonging to any other protocol
driver than TCP/IP

6.  Click 'OK".
Click here for more details on Advanced Seftings
Setting-up Network Security Policy

The Network Security Policy option allows you to configure and deploy traffic filtering rules and policies on an application specific
and global basis.

To open Network Security Policy configuration panel:
1. Click the 'Firewall' button along the top navigation
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2. Click 'Network Security Policy" in Firewall Tasks menu

Application Rules
1. Click the 'Application Rules' tab in ‘Network Security Policy' interface.

2. Click 'Add...'Edit..." rules for specific applications manually or 'Remove' them.

COMOD O nternet Security Pramium

z@- Antivirus

E Summary
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=1Windows System Apphcations Custom
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3. Click 'OK' for the change to take effect.

Click here for more details on Network Security Policy

Global Rules

The Global rules can be changed manually although the defaults are usually enough. (Earlier we chose to block all incoming
connections and stealthed ports to everyone).

1. Click on 'Global rules' in 'Network Security Policy'.

2. Click 'Add..."Edit..." rules for specific applications manually or 'Remove' them
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3. Click 'OK' for the change to take effect.

Click here for more details on Network Security Policy

Predefined Policies

To view Predefined Firewall Policies:

1. Click the 'Predefined Policies' tab in the same window.

2. Click 'Edit' to view the restrictions placed by a particular policy
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Policy Name
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You need not make your own predefined policies, the defaults are usually enough.

Click here for more details on Predefined Firewall Policies

Application Rules | Global Ruled, Predefined Polices ) petwork Zones | Blocked Zones

Part Sets
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Wiew Active Connections
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Blocking Internet Access while Allowing Local Area Network

(LAN) Access

You can configure Comodo Firewall to block Internet access while allowing free connections to an internal network (Intranet or

LAN).

Example scenarios:

In your network at home, you want your child's computer to connect to other computers at home but disable Internet

access to them for safety reasons

In your corporate network, you want your employee's computers to connect to your local network machines but disable
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To selectively block connection to Internet whilst allow connection to internal network you need to create a Global Rule under
Network Security Policy and password protect your configuration to prevent others from altering it.

To create a Global Rule

1. Click 'Firewall' from the top navigation pane and click ‘Network Security Policy' from the Firewall Tasks interface

2. Inthe Network Security policy interface, click Global Rules tab...
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such sz securiby lewel, slert frequency level and
e,

e
% a Block ICMP Out From MAC Any To MAC Any ‘Where ICMP Massage Is PROTOCOL UNREACHABLE |
€3 Biock ICHMP In From MAC Any To MAC Any Where ICHP Message Is 17.0 B
[ 4 ﬂﬁhck ICMP In From MAC 8y To MAC Any Where [CHP Message Is 15.0 B
< €23 Block ICMP In Fram MAC Any To MAC Any Where ICMP Message Is 13.0
. QEM:HCMF In From MAC Any Ta MAC Any Where ICHMP Message 1s ECHO REQUEST Mo Lip
Movve Cowin

... and click 'Add'". The 'Network Control Rule" interface will open for creating a new rule.

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 298



COMODO

Creating Trust Online®

€ MNetwork Control Rule x

~Eenetral -
Ackion: | Block " [[1Log as a Firewall event if this rule is Fired
Protocol: | Ip -
Direction: | Cut -
Description: | To black Inkernet while allowing LAN

Source Address | Destination Address | IP Details
[[] Exclude {i.e, MOT the choice below)

Type! | 1Pvd Single Address G

IF: 192 . 168 . 111 ., 111

@ what do these settings do?

Apply ] [ Zancel

3. Choose the following options from the drop-down menus:

«  Action: Block;

«  Protocol: IP;

«  Direction: Out.

4. Enter a description for the new rule in the Description text box.

5. Click the 'Source Address' tab, choose 'IPv4 Single Address' or 'IPv6 Single address' as per your network and enter
the IP address of the computer in the IP text box.

6. Click the 'Destination Address' tab, choose 'Network Zone' from the Type drop-down and choose your local area
network from the 'Zone' drop-down.

Source Address | Destination Address | Ip Details
[[1 Exclude {i.e, WOT the choice below)

TyPe! | netwark Zone -

Zone; -

Loopback, Zone
Local Area Mebwork, #1

g what do these seftings da?

apply ] [ Cancel

7. Click the 'IP Details' tab and choose 'Any' from the 'IP Protocol' drop-down.
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Source Address | Destination Address | IP Details

IP Prokocal:

g what do these seftings da?

Apply ] [ Cancel

el

8.  Click 'Apply". The created policy will be listed in Network Security Policy > Global Rules.

9. Select the rule and click 'Move Up' repeatedly until the rule moves to the first position or drag the rule to the first
position.

€ Network Security Policy

application Rules | Global Rules | predefined Policies | Metwark Zones | Blocked Zones | Port Sets

Rules Add...
oBh:u:k ICMP ok From MAC Any To MAC Any Where ICMP Message Is PROTOCOL UMREACHABLE —
oBh:u:k ICMP In From MAC Any To MAC Any Where ICMP Message Is 17.0

oBh:u:k ICMP In From MAC Any To MAC Any Where ICMP Message Is 15.0 —
@BI::u:k ICMP In From MAC Any To MAC Any Where ICMP Message Is 13.0 E—
oBh:u:k ICMP In From Mac sny To MaC doiibere TEMP Message s FCHO REQIUEST Move Lip

QID block Internet while allowing LARN _D
Mowe Down

Edit. ..

10ieE |

i what do these zettings do? i

[ Zancel

10. Click 'OK' for your configuration to take effect.

Your Firewall is now configured to allow access to internal network but to block Internet access. Now you need to password
protect this configuration to prevent others from changing it.

To password protect your configuration
Click More from the top navigation pane and click 'Preferences'.

2. Click 'Parental Control' tab from the 'Preferences’ interface.
3. Select the check box 'Enable password protection for the settings'.
4.  Click the 'Change Password' button.
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m Manage This Endpoint
etz vou configure gereral settings L This Imk is going o let vou configure this cliert
ord profection, update optians, to work with & COMODO Endpoeint Sacurity
an be managad

€ Preferences

Parental Contro

|+ Enable password protection for the ssttings %

[ Suppress Antivirus alerts F password protection s enabled

Appearance | Logging | Connection | Update w3

fer = b wour questions
dewvelopers regulerly
b Fiear From you,

[ ] Suppress Firewal slerts if password protection is enshled

[ | Suppress Defense+ alests if password protection is enabled g sbout your
h wse this section to

n information of

@ what do these setings do? Ok | Cancel

5:} Talk to a

A Certified
,' Technician
CHAT NOW

5. Enter a password of your choice in the Enter the password text box and re-enter the same in the Re-type the
password text box.

€ Change Password X

Enter the password LI
Re-tvpe the passwaord TIIIIIL
Apply ] [ Zancel

6.  Click 'Apply".

The configuration is now password protected. From the next attempt to change any configuration changes to CIS, you will be
prompted to enter the password to proceed.

C Password Required x

Erter the password | pessssss

apply l [ Cancel
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Setting up Defense+ for Maximum Security and Usability

This page explains on configuring the Host Intrusion Prevention System (HIPS) component of CIS to provide maximum security
from the malicious programs that try to execute from within your system and to protect your system from data theft, computer
crashes and system damage by preventing most types of buffer overflow attacks, prevent possible attacks from root-kits, inter-
process memory injections, key-loggers and more.

To configure Defense+
1. Click 'Defense+' from the top navigation and click 'Defense+ Settings' from Defense+ Tasks interface. The Defense+

Settings interface will open.

COMODO Internet Security Fremium

)

* Firewall

E Surnmary

ﬁ Antivirus

View Defense+ Events Wiew Active Prgless List
:-.—?jll‘ This sechion sbows you to view a record of the ﬁ] Thiz section displafs summary information of &
o awants, alerts and achions taken by Defanse+, ' the processes cugfently running on your
You haven't performed a full computar.
scan yet!
Do i noey ; Trusted Files i Run a Proggem in the Sandbox
d i In thiz zeclion you can add fremove filez Thiz #em sllofes you to run sn sbitrary
tayfram your koeal 2afe executsble flaz proge am ingle the Sandbox
databate.

Deferse+ Settings
You may ue this section to view the B v =80 ko modify various

unrecognized files obsegueas®Tar, These files = settings which make Dreferme + oper ste
are autom st sratowed until they are according to specific deferse requirements of
@ Prharked as trusted, the computer,

I"I Unrecognized Files

€ Defense+ Settings

eneral Settings ) Execution Control Settings Sandbox Settings Manitoring Settings

Defense+ Security Level

el (zels - Computer security policy is applied

| - Every action of safe executable Files is learned

[ > safeMode - Every action of unknown executable files is alerted to
the user

Clean PC Mode

Training Maode

Disabled

Keep an alert on the screen for (seconds); | 120

[T Block all unknown requests if the application is closed

[C] Enable adaptive mode under low swstem resources

[[] Deactivate the Defense+ permanently (Requires a system reskart)

[[] Create rules For safe applications

[C] Do ok show popup alerts -

[] Enable enhanced protection mode (Requires a syskemn restart)

i@ what do these settings do? 0K ] [ Cancel

2. Click the 'General Settings' tab and make the following settings:

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 302



Comodo Internet Security 2012 - User Guide Sort ks

o

«  Move the Defense+ security Level slider to Safe Mode; Refer to Defense+ Settings > General Settings for
more details on the Security Levels.

C Defense+ Settings x

meneral Settings 3 Execution Control Settings | Sandbox Settings | Monitoring Settings

Defense+ Security Level

Paranoid Made - Computer security policy is applied

- Every action of safe executable Files is learned
- Every action of unknown executable files is alerted to
the user
Clean PC Mode

Training Mode

Disabled

keep an alert on the screen for (seconds): | 120

[] Black all unknown requests if the application i@

[] Enable adaptive mode under low system resources

[[] Deactivate the Defense+ permanently (Requires a system restart)

[[] Create rules For safe applications

[[] 0o niot show popup alerts -
@Ie enhanced prokection mode (Requires a syskem re@
@ what do these settings da? [ i l [ Cancel

»  Optional — Enable 'Block all unknown requests if the application is closed'. Selecting this option blocks all
unknown execution requests if Comodo Internet Security is not running/has been shut down. This is option is
very strict indeed and in most cases should only be enabled on seriously infested or compromised machines
while the user is working to resolve these issues. If you know your machine is already ‘clean’ and are looking
just to enable the highest CIS security settings then it is OK to leave this box unchecked.

«  Ifyou are using a 64-bit system, in order to maximize the security, it is important to select 'Enable enhanced
protection mode (Requires a system restart)' — Enabling this mode will activate additional host intrusion
prevention techniques in Defense+ to countermeasure extremely sophisticated malware that tries to bypass
regular countermeasures.

Because of limitations in Windows 7 x64, some HIPS functions in previous versions of CIS could
theoretically be bypassed by malware. Enhanced Protection Mode implements several patent-pending ways
to improve HIPS in Defense+

»  Make sure that the check box 'Deactivate the Defense+ permanently' is not selected.
3. Click the Execution Control Settings tab and make the following settings:

«  Move the Execution Control Level slider to Enabled. Refer to Defense+ Settings > Execution Control
Settings for more details.
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€ Defense+ Settings x
General Settingfy Execution Control Settings _Jandbox Settings |~ Monitoring Settings

Execution Control Level

Enabled - Intercepks execukable files before being loaded inko the memory

Disabled

[ Treat unrecognized Files as | Parkially Limited i
[ Do hewristic cormmand-line analysis For certain applications
[ Perform cloud based behavior analysis of unrecognized Files

[ sutomatically scan unrecognized Files in the doud

[ Detect shellcode injections (i.e, Buffer overflow protection)

% .

What do these settings do? (04 Cancel
@ | | | l

«  Make sure that the check box Treat unrecognized files as is selected and choose 'Partially Limited' from the
drop-down menu.

«  Make sure that all the check boxes:
Do heuristic command-line analysis for certain applications;
»  Perform cloud based behavior analysis of unrecognized files;
»  Automatically scan unrecognized files in the cloud; and
«  Detect shellcode injections (i.e. Buffer overflow protection).
... are selected.

Refer to Defense+ Settings > Execution Control Settings for more details.

4. Click the 'Monitoring Settings' tab and make sure that all the check boxes are selected.
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€ Defense+ Settings x
izeneral Settings | Execution Control Settings | Sandbox Settingg | Monitoring Settings

~Ackivities To Monitar
[#] Interprocess Memary &ccesses [ Processes' Termination
[+ windows \WinEvent Hooks [ window Messages
[ Device Driver Installations [ DMS/RPC Client Service

Objecks To Monitor Against Modifications

[ Protected COM Interfaces [ Prokected Reqistry Keys [ Protected Files/Folders

Objecks Ta Maonitor Against Direck Access

[ Physical Mernory [ Computer Monitor [ Disks [+ Kevboard

i@ what do these settings da? Ik l [ Cancel

5. Click OK for your settings to take effect.

How to Password Protect Your CIS Settings

This page explains how to password protect access to the CIS interface. Implementing the steps explained on this page means
another user will not be able to access the CIS interface to modify or over-ride the security settings you have implemented.

Click here for more details on parental control.
To enable password protection
1. Click the 'More' button along the top navigation

2. Click 'Preferences' in 'More' menu

3. Click on 'Parental Control' tab
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COMODO Internet Security Premium

r — :\E&x'
s i .
5 ) 8 ‘s 5 m Manage This Endpaoint
| B s you configure general ' This link is going to let you canfigure this
| settings like pyssword protection, update client to work with a COM3DO Endpoint
| You haf':TI“T PE"f:t’:“'Ed = options. languige. theme etc. Security Manager server so that it can be
| scan yet!
[ e |
i 1
: [[] Enable password protection for te settings hange Password:
1l
Suppress Antivirus alerts if password protection is enabled |
|
Suppress Defense+ alerts if password protection is enabled -I
, @ What do these settings do? oK ] L_ Cancel
[ ﬁ Talk to a |
© Certified
Technician

4.  Select 'Enable password protection for the settings' checkbox to activate password protection
5. Click 'Change Password'

6. Inthe 'Change Password' dialog, type a password and retype the password in the respective text boxes

€ Preferences ®

General | Parental Control | Appearance | Logging | Connection | Update |
@ﬁble password protection for the settings {];{j;ange Password... ] |
[[1 Suppress Antivirus alerts if password protection is enabled
C Change Password
Enter the password rerRRRRRY
Re-type the password IITTITTITIT]
d oK ] [ Cancel
A
|y | ol
7. Click "Apply".

Enabling password protection will secure all of your important CIS settings and configurations. After setting a password, users
will be asked for this password every time they try to access important configuration areas (e.g., in all the sections of the
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Antivirus Tasks, Firewall Tasks and Defense+ Tasks areas).

Suppressing alerts whilst under password protection
When you select the 'Enable password protection for the settings' checkbox the following options are enabled.

»  Suppress Antivirus alerts when password protection is enabled
«  Suppress Defense+ alerts when password protection is enabled
«  Suppress Firewall alerts when password protection is enabled

Selecting these options will suppress all Antivirus, Defense+ and Firewall alerts as well as automatically blocking the requested
action. This is useful because it avoids the situation wherein an inexperienced user clicking 'Allow" simply to dismiss an alert
(and inadvertently allowing a malicious action to proceed).

COMODO Internet Security Premium

e

Manage This Endpoint

W lets you configure general This link is going to let you canfigure this |
e password protection, update clhent to work with a COMSDO Endpoint

. settings |
You haven't performed a options, lgnguage, theme stc Security Manager server 5o that it can be
full scan yet! managed centrally.
- !
Do it now !
C Preferences
General L Parental Control } Appearance | Logging | Connection | Update |
N !
|
@nable password protection for the settings [ Change Password. .. ]. I
Suppress Antivirus alerts if password protection is enabled
[+ Suppress Firewall alerts if password protection is enabled )
[%] Suppress Defense+ alerts if password protection is enable
Q! Talk to a & What do these seftings do? L oK | [ F——— |
c"h‘.ﬁd e e— .......__......;4
Technician |

8.  Select the component/s that you want to suppress the alerts and click 'OK'

If you choose to suppress alerts, you must remember to de-suppress them next time you log on. If you don't, then CIS wiill
continue to silently block certain actions without notification.

Important Notes:

»  Due to the fact that this configuration suppresses and blocks all alerts, certain software updates may be unable to run
in this mode, unless the vendor of the application/updater is in COMODO's 'Trusted Software Vendors' list located in
the Defense+ tab of CIS. A good idea is to create a preset configuration (called "Updater Configuration" for example),
and configure it to allow all of your updaters to install smoothly. This way, when switching to this configuration, you can
perform maintenance on your PC, and afterward, switch it back to the parental configuration (which suppresses all
alerts) so no one else can make changes. This method would prove very useful for tasks such as Microsoft Windows
service pack updates, to ensure a proper installation is performed. Refer to 'Manage My Configurations' to know more
about preset configurations.

« ltis also recommended to set CIS to Proactive Security before configuring CIS with this tutorial. With Proactive
Security, everything is protected on your PC by CIS. This is a stronger, more aggressive configuration than the default
CIS configuration, so your PC will be better protected, but users will not notice the difference because we will be
configuring CIS for ZERO alerts anyway.

«  Tomake sure CIS is set to Proactive Security, navigate to More > Manage my Configurations > Select COMODO -
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Proactive Security and click 'Activate'.

« ltis also recommended to have the firewall in CIS set to Safe Mode with this configuration. With the firewall in Safe
Mode, it will automatically allow and create rules for internet traffic related to applications that are certified as 'Safe' by
Comodo. A non-certified, new application would normally generate an alert when attempting to access the network, but
with this configuration, the firewall alerts are suppressed, so the attempt will automatically be blocked, preventing the
establishment of any malicious or unwanted connections to your PC.

How to Reset Forgotten Password (Advanced)

This page explains how to remove password protection/reset password just in case you forgot the password you had set for
COMODO Internet Security.

Note: It is not possible to 'retrieve' a forgotten password - you can only reset it. To do this involves modification of the Windows
registry and is only recommended for experienced users.

To disable password protection in CIS
1. Click Start > Run, from the Windows Start menu.

Programs (1)
|ﬁ regedit.exe

-
- See more results

|regedit X | | @' Shut down | » |

2. Type 'regedit'in the text box and click 'OK'
3. Navigate to HKEY_LOCAL_MACHINE\SYSTEM\Software\Comodo\FirewallPro\Configurations\

Under the Configurations folder you will see sub-folders named 0,1,2,... depending on the number of preset configurations in
CIS. These folders contain registry keys for the settings of the preset configurations in the order of the configurations displayed
in More > Manage My Configurations interface. For example, the folder O contains the keys for COMODO - Internet Security, the
folder 1 contains the keys for COMODO - Proactive Security and so on.
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o Regty e | ©
File Edit View Favortes Help
{4, SOFTWARE = || Marne Type Diata
£ ?.In Technologies ) (Default) REG_SZ (value not set)
johe clf‘;’:‘ 8) Active REG_DWORD 00000000 (1)
| - 2| BaseNer REG_DWORD 00002580 (9611)
H - ComedaGroup N .
i U Inted f‘_"__]nmlll'-‘ath REG_SZ CAProgram Files (€
-1 Markin Prikryl E&\L“tFu!IScan REG_OWORD Dl cc055c4Beafld {1}
[ bl Microsoft .—_-'-\N.um REG_DWORD 00000003 (3)
.| MozilaPlugins B Signature REG_OQWORD Ol ee51 deBeblel50 [
i bl ODBC
| . Oracle " .
H . c Configurations =T
H 1 Policies
-} RegustersdApplications R
- )i Sonic
bl WowBd32Node M Configuratins fetive || Acnate
y COMODO - Intemet Security Active E .
4- |, SYSTEM I
| ControlSetniL COMODO - Praactive Seeurily | Remave |
| ControlSetd)2 COMODD - Frewall Security | Impeet... |
. CurrentControlSet
| MountedDevices | Export...
-J: ENG
-y Select
[ ] Setup
4- | Software
&, COMODO
-y Camn
.. CLPS
4 | Firewall Pre
atf ) Confy
ko™
k1K
K2 \
. Data \ /
) What din fhes =
. Optigns @ oz 53
| . PendingOperations vl T Rl »
Computer, HKEY_LOCAL MACHINENSYSTEM\Software COMODO\Firewall ProtConfigurations

4.  Select the folder corresponding to the configuration for which you wish to reset the password and navigate to Settings,
for example, navigate to HKEY_LOCAL_MACHINE\SYSTEM\Software\Comodo\FirewallPro\Configurations\0\Settings
to reset password in COMODO - Internet Security configuration.
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. X N b BackdiplogfolderPath REG_SZ
[, £ Tachnolcgies #E CmeEnabled REG_DWORD 0000001 (1]
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Lo MhezilaPlgine REG_BIRLaRY N0 05 260 00 00 0 00 0 ) (D 0 00 00 0 (K0 000,
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k “ﬂfﬁlmﬂ-‘w‘k"‘ﬂ“ ) ShombcempatbletackEallocn REG_DWWORD 0200001 (1]
i Senic 1 Showhisimize REG_DAERD RO (1]
ki WewsdaNode 14 5uppressav REG_DWORD D02000 (1)
‘ % o Supprenlip REG_DWWCAD 000300 (0]
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| MeuntedDaices
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|, Setup
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4 | COMOnS
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5. Right-click 'PasswordEnabled' key and select 'Modify'
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Q Registry Editor =]
[ File Edit View Favorites Help -
b~} HKEY_CURRENT_USER || Mame Type Data
4l HKEY_LOCAL_MACHINE .'}[‘:'[De'fauh:l REG_SZ {value not set)
[ bl :ZWRD‘JW””A“:? 4] AnimateTray REG_DWORD 000000001 (1)
b ot 4 AutoDetectZone REG_DWORD 000000001 (1)
{ ' SECURITY i) AutoUpdate REG_DWORD 000000001 (1)
. SOETWARE ab| BackUpLogFolderPath REG_SZ
{ .} ATITechnologies | CmcEnabled REG_DWORD 0:00000001 (1)
b1 Classes | DoWebLookup REG_DWORD 0x00000001 (1)
b1 Clients 4] EnforceBootSecurity REG_DWORD 000000001 (1)
b1, ComodaGroup 4] HidelntroScreen REG_DWORD 000000000 (0) ||
by Intel 7 MaxLogSize REG_D'WORD 000000014 (200
[+~ L Martin Prikryl = B MessageFlags REG_DWORD 000000049 (73)
b~ Microsoft - REG_DWORD 0:00000001 (1)
b~ 1) MezillaPlugins REG_BIMARY 0000 00 00 00 00 01
b - Ju ODBC REG_DWORD 000000001 (1)
I+ -l Oracle REG_DWORD 0:00000000 (0)
b-iu Policies o 3 ShowG  Renane REG_DWORD 000000001 (1)
[ RegisteredApplication | | 24 showincompatibleStackBalloon REG_DWORD 0000001 (1)
|1 Senic 4 ShowMinimize REG_DWORD 00000001 (1)
i k-l Wow643ZNode %8 SuppressaV REG_DWORD 0x00000000 (0]
s S“Emt a0 ) SuppressDp REG_DWORD 000000000 (0)
[+~ Ju Control oady
. F R W D00
>k ControlSetd0? || ve) SuppressFw EG_DWORD 00000 (D)
- 1y CurrentControlSet
. MountedDevices
| RNG
-4 Select
b=l Setup
4. | Software
| 4 coMODO
- Cam
»-Ji CLPS
R R Firewall Bre
= o | b 4 L] 3
Coemputer\HKEY_LOCAL_MACHINE\SYSTENM\ Software\ COMODO\Firewall Pro\Configurations\0\Settings
6. Inthe 'Edit DWORD Value dialog box, change the 'Value data' from 1to 0
i B
Edit DWORD (32-bit) Value . X
Value name: I
Password Enabled
Value data: Base
1 @ Hexadecimal
(7 Decimal
| ok || Cancel
- -

7. Click'OK'

8. Right-click 'PasswordHash' and select 'Delete’
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9. Restart the system for the changes to take effect

Now you should be able to access all settings, uninstall CIS and set a new password.

‘ Note: If CIS doesn't allow regedit to change those registry items, try to boot in safe mode and repeat the above steps.

Running an Instant Antivirus Scan on Selected Iltems

You can run an instant antivirus scan on any selected area like disks, folders files etc. You can also check a wide range of
removable storage devices such as CDs, DVDs, external hard-drives, USB connected drives, digital cameras - even your iPod
and mobile phones too!! This is useful when you suspect a particular item might contain virus due to newly downloaded or
copied folderffile.

Click here for more details on running on-demand scans.

To scan a selected item:
1. Right-click on the selected item that you want to run a scan

2. Select 'Scan with COMODO Antivirus' from the context sensitive menu
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The scanning process will commence...

¢ COMODO Internet Security Premium - Scanning

Scanning: Dx
Status: D:\dictionaries\Dictionaries\ BiologyRUEn.lsd

@ Objects Scanned: 41 Start Time: 9/20/2011 2:45:23 PM
ﬂ- Threats Found: 0 Duration:  00:00:04

™ Show on top

& What do these settings do? m l l u

...and on completion of scanning, the scan finished dialog be displayed with the number of threats found.
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Scanning: D
Status: Scan Finished

@ Objects Scanned: 28379 Start Time: 9/29/2011 2:45:23 PM
—@- Threats Found: 105 Duration: 00:05:38

[ Show on top

& What do these settings do?

Click here for more details to take action on the infected item(s).

Creating an Antivirus Scanning Schedule

Comodo Internet Security allows you to schedule Antivirus scans on your entire system or on specific areas according to your
preferences.

To create an antivirus scanning schedule

1. Click the 'Antivirus' button along the top navigation.
Click 'Scheduled Scans' in the Antivirus menu.

Click the 'Add" button to begin creating your schedule.

N

Type a name for your schedule in the text box.
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COMODO Internet Security Premium Beta

e Defense+ s More

‘r 1 Submit Files
] Did your Anthrus report suspiclous files?

You can submit as many files as you wish
to COMODO for analysis by using this
section.

,  Run a 5can
This section allows you to scan your han

You haven't performed a drive for malware, viruses and spyware.

full scan yet!
Do it now l
| g%, Update Virus Database % cheduled Scans

!;5 This section allows you to check for the
latest virus database and download the
updates if any.

amows you to modify the
puled virus scanning settings in

€ Scheduled Scans

Scan Schedile: 0 o e 0 I :
an Schedule i

Schedule Mame
Weekly Yirus Scanning Name:

My weekly scan

Profile: Remove

_ My Computer =

Days of the week;
[+ Monday
[ Tuesday
i [#] Wednesday
[ Thursday
[ Friday
[ saturday
[ sunday

Start time:

i L% + |00 | |AM 5|

& VWhat do these seftings do? Apply ] [ Cancel ] @‘;

5. Select a scanning profile from the Profile drop-down menu. (Selecting a scanning profile will define the areas in your
computer to be scanned during this schedule. For more details on Scanning profiles, refer to Antivirus Tasks > Scan
Profiles).

6. Select the day(s) (Monday to Sunday) when you want the scan(s) to be run.
7. Select the time of the day when the scheduled scan is to be started.
8.  Click 'Apply".

Your new scan schedule will be listed in the 'Scheduled Scans' interface. You can modify or remove it at any time by clicking the
'Edit..." or Remove button.
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€ Scheduled Scans

Schedule Name

We Ccanning
(My weekly scan Y
ﬁ""‘-—-—_—-—-"’"’

@ What do these settings do? Apply l [ Cancel

Repeat the process to add new scan schedules.
For more details on the Scheduled Scans, refer Antivirus Tasks > Scheduled Scans.

Running an Untrusted Program Inside Sandbox

Comodo Internet Security allows you to run programs inside the Sandbox on a 'one-off' basis. This is helpful to test the behavior
of new executables that you have downloaded or for applications that you are not sure that you trust.

To run a program inside the sandbox
1. Browse to the installation folder of the .exe file through Windows Explorer.
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2. Right-click on the file and select Run in COMODO Sandbox from the context sensitive menu.

The program will be started, but will be run inside the Sandbox, with the privilege levels as dictated by settings made through
Defense+ Settings > Sandbox Settings.

Restoring Incorrectly Quarantined Iltem(s)

If you have incorrectly quarantined item(s) or you feel an item has been incorrectly quarantined by the application (a false
positive) then you can restore it/them using the following procedure:

1. Click the 'Antivirus' button from the top navigation and click 'Quarantined Items' in the 'Antivirus Tasks interface

2. Select the items you wish to restore from the 'Quarantined Items'. For selecting multiple items, press and hold down
the Ctrl key.

3. Click 'Restore' to begin restoring the item(s)
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e  Defense+ oo More

Run a Scan

This section allows you to scan your hard

jva f i A
You havent performed a drive for malware, viruses and spyware

full scan yet!
Do it now l
A Update Virus Database

This section allows you to check for the
latest virus database and download the
updates if any,

Juarantined Item

Use this secon to see and manage the
threats quardntined by the virus scanner.

€ Quarantined Items

Submit Files

Did your Antivirus report suspicious files?
You can submit as many files as you wish
to COMODO for analysis by using this
section.

Scheduled Scans

This section allows you to modify the
scheduled virus scanning settings in
arder ta have your PC periodically
scanned.

Scan Profiles

Use this section to add/remove new
scanning profiles which are used by the
virus scanfer to determine the objects ta
e drinsil

Item Location Date/Time

[T Ci\Jserstuser\appDatalloc... 03 Aug 11 13:56

o
i;UserItem
Userltem

[ D \Work\Projects{Team Visi... 03 Aug 11 13:56

& What do these settings do?

" Refresh i

All the selected files will be restored to their original locations immediately.
4. Click 'Close' button to exit.

Click here for more details on the Quarantined Items.

Submitting Quarantined Items to Comodo for Analysis

ltems which have been quarantined as a result of an On Access, On Demand or Scheduled Scans, can be sent to Comodo for
Analysis. After the analysis, if the submitted item is found to be a False Positive, it will be added to Comodo Safe List.
Conversely, if it is found to be a malware, it will be added to the anti-malware Black list. This helps Comodo to enhance its virus
signature database and helps millions of other CIS users to benefit out of it. Click here for more details on Quarantined ltems.

To submit Quarantined items
1. Click the 'Antivirus' button from the top navigation and click 'Quarantined Items' in the 'Antivirus Tasks interface

2. Select the items you wish to submit for analysis from the 'Quarantined Items' interface. For selecting multiple items,
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press and hold down the Ctrl key.
3. Click 'Submit'

COMOD O Internet Security Premium Beta

rﬁ’: @ s ), B Frowsl o dciewe: & e

TN = =t LU R
RUN & Scan | i " | Submit Files
This section allows you to scan your hard i Did your Antivirus report suspicous flss? You

drive for malware, viruses and spyware. can submit as many fles as you wish to

You need to restart your COMODO for analysis by using this section.

computer for some
changes to take effect.

gebnee et ’ Update Virus Database !-q Scheduled Scans
- I
Fixlt | J This section allows you to check for the latest L & This section allows you to modify the
S = virus database and download the updates if scheduled virus scanning settings in order to
any. hawe your PC periodically scanned

Quarantned Items

' Scan Profies
Use TREsecom 10 see and manage the & Use this section to add fremove new scanning
threats q..larantned by the virus scanner. profiles whch are usgd by the virus scanner

€ Quarantined ltems

Ttem |Location | i Md- ..
] D :

Restore

Clear

@ Whst do thess seffings do? | Refresh | ._ Close

The submission progress will be indicated.

C Submitting. .. x

ﬂ Flease wait while the files are being submitted. ..

File: D:\photoimages.jpag
Cperation: Performing online lookup. ..

Cwerall progress:

A

On completion, the submission results will be displayed, indicating whether the file is successfully submitted or already
submitted by other users and is pending for analysis.

Comodo Internet Security 2012 User Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 318



Comodo Internet Security 2012 - User Guide coMono

-

€ Submit Results X

The submit has been completed. Please review the list below for the results,

File Path Result
E-EIC:\.Pngram Files\{Test\Biography by Wiliam Someset Maughm.odt i Successfully subm..
o4 Already submitted

-Eic:‘l.Prograrn Files\{Test\Biography by Wiliam Someset Maughm.odt

Enabling File Sharing Applications like BitTorrent and Emule

This page explains how to configure Comodo Firewall for file sharing applications like Shareaza/Emule and BitTorrent/UTorrent.
To allow these file sharing applications, you must:

«  Disable 'Do Protocol analysis' (disable, by default)
«  Create a 'Predefined Firewall Policy' for Shareaza/Emule

- Create a 'Predefined Firewall Policy' for BitTorrent/Utorrent'.

To Create a 'Predefined Firewall Policy' for Shareaza/Emule
1. Click 'Firewall' from the top navigation pane and click 'Network Security Policy' from the Firewall Tasks interface

2. Inthe Network Security policy interface, click 'Predefined Policies' tab...
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View Active Connections

View which applications are currently
connedting to the Internet along with the
IP, Port, Protacal and Traffic level of the
connection.

Stealth Ports Wizard

This wizard allows you to créate a set of
global firewall rules, which will affect
your computer’s visibility from other
computers.

Firewall Behavior Settings

Access and configure vanous firewall
options such as security level, alert
frequency level and mare,

Policy Mame

Application Rules | Global Rules { Predefined Policies ) Network Zones | Blocked Zones | Port Sets

iWeb Browser

Email Client

Fip Client

Trusted Application
Blocked Application
Qutgoing Only

.. and click 'Add'". The 'Application Network Access Control' interface will open for creating a new set of rules.
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C Application Network Access Control ®

Predefined Policy Mame

For allowing Shareaza/Emule

(@) Use a Custom Policy Copy From  »

There are no items to show,

[ Add... ] [ Edit... ] [ Remove ] [I'*'Iouel..lp ] [I'*'loueDown]

L

& What do these settings do? [ Apply ] [ Cancel ]

3. Enter a descriptive name for the new policy to be created in the 'Description’ text box (for example: For allowing
Shareaza/Emule).

4. Now you need to create six rules for the newly created security policy. To do so, click 'Add'". The 'Network Control Rule'
interface will appear. For creating each rule, select the check box and choose the drop-down options under each tab
as given below. After creating each rule, click Apply for the rule to be added and click 'Add' to create the next rule.

€ Metwork Control Rule x

Genera
~aEnera

-

Action: | Allow - []Log as a firewall event if this rule is fired
Protocol: | TCP -
Directon: |In -

Description: | Rule For incoming TEP conneckions

Source Address | Destination Address | Source Port | Destination Port

Type! | Any Address -

i What do these settings do?

oo || cana
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Rule 1

«  Action : Allow

»  Protocol : TCP

«  Direction: In

«  Description : Rule for incoming TCP connections

»  Source Address : Any Address

«  Destination Address : Any Address

«  Source port : APort Range : (Start Port = 1025 / End Port = 65535)

«  Destination port : A Single Port : (Port : Your TCP port of Shareaza/Emule)
Rule 2

«  Action : Allow

«  Protocol : UDP

«  Direction: In

Description : Rule for incoming UDP connections

»  Source Address : Any Address

«  Destination Address : Any Address

«  Source port : APort Range : (Start Port = 1025 / End Port = 65535)

»  Destination port : A Single Port : (Port : Your UDP port of Shareaza/Emule)
Rule 3

«  Action : Allow

«  Protocol : TCP or UDP

+  Direction : Out

»  Description : Rule for outgoing TCP and UDP connections

»  Source Address : Any Address

«  Destination Address : Any Address

«  Source port : Aport range : (start port = 1025 / end port = 65535)

«  Destination port : A port range : (start port = 1025 / end port = 65535)
Rule 4

«  Action : Allow

+  Protocol : ICMP

«  Direction : Out

«  Description : Ping the server (edk network)

»  Source Address : Any Address

»  Destination Address : Any Address

»  ICMP Details : Message : ICMP Echo Request
Rule 5

»  Action : Ask (Also select the check box 'Log as a firewall event if this rule is fired')

«  Protocol : TCP

«  Direction : Out

«  Description : Rule for HTTP requests

»  Source Address : Any Address

«  Destination Address : Any Address

«  Source port : Aport range : (start port = 1025 / end port = 65535)

«  Destination port : Type : Single Port; (Port : 80)
Rule 6

«  Action : Block (Also select the check box 'Log as a firewall event if this rule is fired')
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«  Protocol : IP
Direction : In/Out
«  Description : Block and Log All Unmatching Requests
»  Source Address : Any Address
«  Destination Address : Any Address
« P Details : IP Protocol : Any
5. Click 'Apply" in the 'Application Network Access Control' interface.

The new policy will be created and added as a Predefined Security Policy. Start Shareaza or Emule. When Comodo raises a
pop-up alert, choose 'Treat this application as', select the descriptive name you gave for this rule (e.g. For allowing
Shareaza/Emule) from the options and select 'Remember my answer'.

To create a 'Predefined Firewall Policy' for BitTorrent/Utorrent'
1. Click 'Firewall' from the top navigation pane and click 'Network Security Policy' from the Firewall Tasks interface

2. Inthe Network Security policy interface, click 'Predefined Policies' tab and click 'Add'. The 'Application Network Access
Control" interface will open for creating a new set of rules.

3. Enter a descriptive name for the new policy to be created in the 'Description’ text box (for example: For allowing
BitTorrent/Utorrent).

4. Now you need to create five rules for the newly created security policy. To do so, click 'Add". The 'Network Control Rule'
interface will appear. For creating each rule, select the check box and choose the drop-down options under each tab
as given below. After creating each rule, click Apply for the rule to be added and click 'Add' to create the next rule.

Rule 1

«  Action : Allow

«  Protocol : TCP or UDP

«  Direction: In

«  Description : Rule for incoming TCP and UDP connections

»  Source Address : Any Address

«  Destination Address : Any Address

«  Source port : APort Range : (Start port = 1025 / End port = 65535)

+  Destination port : A Single Port (Port: The port of BitTorrent/Utorrent)
Rule 2

«  Action : Allow

»  Protocol : TCP

+  Direction : Out

»  Description : Rule for outgoing TCP connections

»  Source Address : Any Address

«  Destination Address : Any Address

«  Source port : APort Range : (Start port = 1025 / End port = 65535)

«  Destination port : A Port Range : (Start port = 1025 / End port = 65535)
Rule 3

«  Action : Allow

«  Protocol : UDP

+  Direction : Out

»  Description : Rule for outgoing UDP connections

»  Source Address : Any Address

«  Destination Address : Any Address

«  Source port : A Single Port: Port: the port of utorrent
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»  Destination port : A Port Range : (Start port = 1025 / End port = 65535)

Rule 4
«  Action : Ask (Also select the check box 'Log as a firewall event if this rule is fired')
«  Protocol : TCP
«  Direction : Out
«  Description : Rule for HTTP requests
»  Source Address : Any Address
«  Destination Address : Any Address
«  Source port : APort Range : (Start port = 1025 / End port = 65535)
«  Destination port ; A Single Port (Port = 80)
Rule 5

«  Action : Block (Also select the check box 'Log as a firewall event if this rule is fired')
«  Protocol : IP

Direction : In/Out

«  Description : Block and Log All Unmatching Requests

»  Source Address : Any Address

«  Destination Address : Any Address

« P Details : IP Protocol : Any

5. Click 'Apply" in the 'Application Network Access Control' interface.

The new policy will be created and added as a Predefined Security Policy. Start BitTorrent or Utorrent. When Comodo raises a
pop-up alert, choose 'Treat this application as', select the descriptive name you gave for this rule (e.g. For allowing
BitTorrent/Utorrent) from the options and select 'Remember my answer'.

Blocking Any Downloads of a Specific File Type

Comodo Internet Security can be configured to block downloads of specific types of file.
Example scenarios:

Some malicious websites try to push downloads of malware in .exe file format. .exe files are programs which can
execute commands on your computer. If the .exe is malicious in intent then these commands could include the
installation of key logging programs, initiation of buffer overflow attacks or code to turn your PC into a zombie. For this
reason, you may wish to block all downloads of files with a .exe file extension.

You want to avoid downloading media files like audio files (e.g. files with extensions .wma, .mp3, .wav, .midi), video
files (e.g. files with extensions .wmv, .avi, .mpeg, .swf ) or image files (e.g. files with extensions .bmp. .jpg, .png) for
your disk space restrictions.

To selectively block downloading of specific file type, you need to configure Defense+ component of CIS to block the specific file
type from the default download folder of your browser.

1. Click Defense+ from the top navigation and click 'Computer Security Policy' from the Defense+ Tasks interface.

2. Click Blocked Files tab of the Computer Security Policy Interface.
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Active Process List

is section displays summary information
of all the processes currently running on
your compuber,

« E

[l Run a Program in the Sandbox

g This item allows you to run an atbitrany
program inside the Sandbox.

Defense+ Settings

£ You may use this section to madify variows
settings which make Defenses operate
according to specific defense
requirements of the eompuber.

c Computer Security Policy

Protected Fies and Folders | Protected Regisiry Keys Protected COM Interfaces | Trusted Software Vendors

_ DefensetRues | PredefedPoides | AwaysSandoox

Fie name | Add ¥ File Groups »

There are no items to show. | ey Runming Processes, ..
e Browse, ..
I
| Remove |
| Delete File |
[
@ What do these seffings do? o Cancl
e

3. Click Add > Browse.

4. Browse to the default download folder of that particular file type of your Internet Browser in the LHS pane and move it

to RHS pane.

»  For example, the default download locations for some file types in Internet Explorer are given below:

- Executable files - C:\Documents and Settings\user name\Local Settings\Temporary Internet Files\
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~Existing items ~Selected items -
7 Cookies q Ci\Users\user\Documents™
i Desktop iC: \Users\user\Documents\gegl-0.0*
5. Downloads :‘ '
i Favorites N //"
@ Links '
@) Local Settings
@ My Documents /
= =L| Clocm

@) My Music

[ZE| My Pictures

|, My Received Files j
w

L=l M Vidane
4 m k-
"

@ What do these settings do? Apply ] [ Cancel

»  Document files - C:\Documents and Settings\user name\My Documents\
» Image files - C:\Documents and Settings\user name\My Documents\My Pictures\
»  Music files - C:\Documents and Settings\user name\My Documents\My Music\
«  Video files - C:\Documents and Settings\user name\My Documents\My Videos\
5. Right click on the folder in the RHS pane and click 'Edit' from the context sensitive menu...

C Please drag and drop your selection in the "Selected items’ section

~Exizting items ~selected iteme
k Install F:] D:\Work\All_te-s-tass=
1. my music Remove
Ju photo E Edit...
L. program ]
[ share
System Volume Informai
1. VirtBox_Images
=0 Work
B L All_tests
. AWFT
AWFT.zip
BITStester.zip
Coat.zip =
T e
& What do these seftings do? Apply H Cancel

... and add the \*.file_extension” (e.g. \*.exe, \*.jpg) at the end of the folder path.
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he "Selected items’ section

i0to'45436 5ce3b2 160388 2646de033ba5 5d0.jpg
1

i
B

6.  Click 'Apply". The new entry with the path and file name * file_extension will be added in the Blocked Files interface.

7. Click 'OK' in the 'Computer Security Policy' interface.

The download of the specific file type to the specified folder through the browser will be blocked. If you have more than one
browser, repeat the same for the other browsers too.

Note: Blocking files in this way will only block the downloads of the specific file types in the specified folders. If you change the
download destination while downloading a file through your web browser, the download will be allowed.

Tip: To unblock the download, Open the 'Computer Security Policy' > 'Blocked Files' interface, select the entry and click
'‘Remove'.

Disabling Defense+ and Sandboxing For Specific Files
Selectively

CIS will automatically run unknown executables in the sandbox and queue them for submission to Comodo Cloud scanners for
behavior analysis. Users do, however, have the option to exclude specific files or file types from this sandboxing process. This is
particularly useful for developers that are creating new applications which, by their nature, are as yet unknown to the Comodo

safe list.

To disable the sandboxing selectively
1. Click 'Defense+' button from the top navigation and click 'Defense+ Settings' from the in Defense+ Tasks interface.

2. Click 'Execution Control Settings' tab in the 'Defense+ Settings' interface.
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r g Summary fﬂ\ Antivirus ﬁ. Firewall

e AT A A I ACH MY

'__1 View Defense+ Events @ i i
i—h This section allows you to view a record of This section displays summary information

You haven't performed a E‘l:f::::l's alerts and actions taken by of all the prcesses curmently running on

your cempuler.

I@ Run a Profaram in the Sandbox

This item allgwes you to run an arbitrany

General Settngs | Executon Conirol S=ttngs ) Sandbox Settngs | Morstorng Settngs

Execution Control Level

T
»  Enabled - Intercepts exdputable files before being loaded into the mamory /i.‘
% You may usETHIE section to modify various
settings which make Defense« operate
according to spedific defense
requirements of the computer.

Disabled

¥ Treat unrecognized flesas  Partially Limited -
! Do hewristic command4ne analyss for certain applications
W Perform doud based behavior analysis of unrecognized fles

¥ Automatically scan unrecognized files in the doud

¥ Detect shelcode injections (j.e. Buffer overflow protection)

@ What do these seftings do?

3. Click on 'Exclusions' button.

4. Click Add > 'Browse..." in the 'Exclusions' interface.
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o

Exdusions Add L4 File Groups 3
Th i . Running Processes...
ere are no items to show R = g
Browse..,
Purge
@ What dothese settrgs do? _ Apply l Cancel
A

5. Browse to the executable for which you wish to disable sandboxing in the LHS pane and move it to RHS pane.

C Please drag and drop your selection in the "Selected items’ section

~Existing items - ~Selected items

System Volume Inﬁarmaip:-} :\Work\ﬁll_tesm\ﬁwmwmic@i
VirtBox_Images |

i
L Wark B r
- L All_tests

B4 AWFT — |

e @

: readme. %~
|| Release

AWFT.zip
BITStester.zip
Coat.zip
copycat.zip —
T =i b

[0--E-F

™

@ What do these settings do? Apply ] [ Cancel

6. Click 'Apply". The file will be added to the 'Exclusions' list.
7. Click OK in the 'Defense+ Settings' interface.
The selected application will not be sandboxed on its execution.
Altematively...
1. Add the files to the list of Defense+ Trusted Files

2. Digitally sign your files with a code signing certificate from a trusted CA then manually add your organization to the
Trusted Software Vendors list

3. Switch off Sandboxing entirely by moving the Sandbox Security Level slider to 'Disabled'. Not recommended.
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Switching Between Complete CIS Suite and Individual
Components (just AV or FW)

Comodo Internet Security provides the flexibility of installation as a complete security suite or as individual components. You can
choose the installation type during the installation itself. Even after the installation, you can switch the installation type without
the requirement of uninstallation of the software, retaining your configuration settings. You might have installed the CIS as
complete suite initially but may want to retain the AV part or FW part and uninstall the other or vice versa. The inbuilt uninstaller
of CIS enables to switch your installation type at any point of time.

To switch the installation type
1. Click Start > All Programs > COMODO > COMODO Internet Security > Add and Remove Components

. ABBYY Lingvo 12
. Accessories
. Comodo
., COMODO GeekBuddy
. COMODO Internet Security
ﬁ'_:j; Add and Rermove components |
@ COMODO Internet Security Beta
. Unite
. Eltima Software -

1 Back

| |Search programs and files 0o |

The Configuration Wizard will start.

% COMODO Internet Security Premium Beta Setup E=nReE X

Welcome to the COMODO Internet
Security Premium  Beta Setup Wizard

The Setup Wizard allows you to change the way COMODO
Internet Security Premium  Beta features are installed on
your computer or to remove it from your computer, Click
Mext to continue or Cancel to exit the Setup Wizard.

Badk [ MNext ] [ Cancel

2. Click 'Next'. The configuration selection screen will appear.
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2 COMODO Internet Security Premium Beta Setup e e

Change, repair, or remove installation

Select the operation you wish to perform.

Lets you change the way features are installed,

Repair

COMODO Internet Security Premium  Beta cannot be repaired.

Remave

Removes COMODO Internet Security Premium  Beta from your computer.

3. Select 'Change' button to change the installed features and click 'Next.' The Product Selection screen will appear.

COMODO  Internet Security Premium Beta Setup

Product selection

COMODO Internet Security Premium  Beta comes with a collection of vital security solutions
for your PC. Please select products you wish to install or unselect products you wish to
uninztall in order to continue.

[#] Install COMODO Firewall (Recommended)

Select this option to install COMQDO Firewall on your computer. If you have another
firewall software installed, you may need to uninstall it before continuing.

[+] Install COMODO Antivirus (Recommended)

Select this option to install COMODO Antivirus on your computer. If you have another
antivirus software installed, you need to uninstall it before continuing.

Back |

|| Cancel

Select the installation type.
«  If you want the complete installation, select both Install COMODO Antivirus and Install COMODO Firewall.

- If you want only the Antivirus part and not the Firewall part, select only the Install COMODO Antivirus and
uncheck Install COMODO Firewall.

- If you want only the Firewall part and not the Antivirus part, select only the Install COMODO Firewall and
uncheck Install COMODO Antivirus.

Click here for more details on the installation of individual components.

«  Click 'Next'. Wait till the CIS is configured and is ready for the change.
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4] COMODO Internet Security Premium Beta Setup E=NEEE x|}
Ready to change COMODO Internet Security Premium

Beta

Click Change to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Back ][ Change ] [ Cancel

4.  Click 'Change' in the next screen. The change progress will be indicated...

i B
1 COMODO Internet Security Premium Beta Setup E=naeE X

Changing COMODO Internet Security Premium Beta ra

Flease wait while the Setup Wizard changes COMODO Intermet Security Premium  Beta.

Status:

... and on completion, Click the Finish button to exit the wizard.
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Completed the COMODO Internet Security Premium

Beta Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

In order for the configuration change to take effect, your computer needs to be restarted.

-
ﬁ! COMODO Internet Security Premium Beta Setup _—"

@l ‘fou must restart your system for the configuration
changes made to COMODO Internet Security Premium
Beta to take effect. Click Yes to restart now or Mo if you
plan to manually restart later.

Please save any unsaved data and click 'Yes' to restart the system. If you want to restart the system at a later time, click 'No'.

‘ Note: The change will take effect only on the next restart of the computer.

Switch Off Automatic Antivirus and Software Updates

By default, Comodo Internet Security will automatically check for software and Antivirus database updates. However, some
users like to have control over what gets downloaded and when it gets downloaded. For example, network administrators may
not wish to automatically download because it will take up to much bandwidth during the day. Similarly, users that have
particularly heavy traffic loads may not want automatic updates because they conflict with their other download/upload activity.

CIS provides full control over virus and software updates. Click the appropriate link below to find out more:
- Switch off automatic software updates

- Switch off automatic virus updates

To switch off automatic software updates:

1. Click the 'More' button from the top navigation and click 'Preferences’ link from the 'More' Tasks interface.
2. Click 'General' tab from the 'Preferences' interface.

3. Deselect the check box 'Automatically check for program updates'
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-&F Manage This Endpoint

an lets you configure general This link is going to let you configure this
Ettings like password protection, update dient to work with a COMODO Endpoint

You haven't performed a | options, language, theme etc. Security Manager server so that it can be

full scan yet! managed centrally.
Do it now ] € Preferences
'P‘arerlhl Control 'I'.ﬂlppeararte I|.Lugging | Connection ILH:date 1 L
@t‘mﬂr check for umg’a@) e
[ Show balioon messages
[ Enable Comodo Message Center
[+ Show traffic animation in the tray bur
i
¥ Automatically detect new private networks e
,  ftion
@ Whsi do these seiings do? oK { | Cangel I
1 ,
M Taktoa
Technician

-m ;

4. Click 'OK'.

To switch off automatic Antivirus database updates
Automatic virus updates can be completely switched off, or can be switched off for individual scans. Click the link appropriate to
your requirements:

- Switch off automatic virus updates
- Switch off updates prior to a Manual Scan
- Switch off updates prior to a Scheduled scan

To Switch off automatic virus database updates
1. Click the 'Antivirus' button from the top navigation and click 'Scanner Settings' from the Antivirus Tasks interface.

2. Click the 'Real Time Scanning' tab from the 'Scanner Settings' interface

3. Deselect the checkbox 'Automatically update virus database'.
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bime scanning speed

Real-Time Scanning
On Access - Real-time scanner is enabled
- Everything is scanned on-access
- Stateful file inspection increases the r
L>  Statefd
Disabled
[Z] Scan memary an start
[ Do not show antivicus slerts _Elm:k Threats
[+ Show notification messages
Heuristics Scanning Level tow
Do ot scan fles larger than (ME) :‘W
Keep an alert on the sareen for (seconds) 120
© What do these settings do?
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4. Click 'OK'.

Submit Files

Crid your Antivirus report suspicous files?
You can submit as many files as you wish
to COMODO for amalysis by using this
section,

Scheduled 5cans

This section allows you to modify the
scheduled virus scanning settings in
arder to have your PC periodically
scanned,

Scan Profiles

Use this section Lo add/remove new
scanning profiles which are used by the
iTus scanner to determing the abjects to
scanned.

Eamer Setinge)

This sectian alows you to change the
advanced settings that affects how the
virus scanner works,

The check and download of automatic Antivirus database updates executed during every system start-up and at regular intervals

will be stopped.

To switch off virus database updates prior to a Manual Scan

1. Click the 'Antivirus' button from the top navigation and click 'Scanner Settings' from the Antivirus Tasks interface.

2. Click the 'Manual Scanning' tab from the 'Scanner Settings' interface

3. Deselect the checkbox 'Automatically update the virus database before scanning'.
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h Firewall de  Defenser Eﬁ More

77 Submit Files
q Did your Antivirus report suspicious files?

You cam submit as many files as you wish
to COMODO for amalysis by using this
section.

i Scheduled Scans
: This section allows you to modily the

seheduled virus secanning settings in
order Lo have your PC periodically
scanned.

Scan Profiles

Use this section to add/remave new
scanning profiles which are used by the
rus scanner to determine the objects to
2 scanned.

(Gcanner Settings

This seckion allows you to change the
advanced settings that affects how the
virus scanner works,

ﬂ What do these seitings do? (w4

4. Click 'OK'.

The check and download of automatic Antivirus database updates executed before every on-demand or manual scanning will be

stopped.

To switch off virus database updates prior to a Scheduled Scan
1. Click the 'Antivirus' button from the top navigation and click 'Scanner Settings' from the Antivirus Tasks interface.

2. Click the " Scheduled Scanning' tab from the 'Scanner Settings' interface

3. Deselect the checkbox 'Automatically update the virus database before scanning'.
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e Defense+ o More

Submit Files

Cid your Antivirus report suspicious files?
You can submit as many files as you wish
to COMODO for analysis by using this
section.

1 Scheduled Scans
This section allows you to modify the

schaduled virug scanning settings in
order to have your PC periodically
scanned.

[Real Time Scanning | Manual Scanning |5

Debecton
¥ Scan memory on start
o Scan archive files (e.g. *zin, *.rar)

| Automatically quarantine threats found during scanning

@lv update virus database be@

Scan Profiles

se this section to add/remave new
nning profiles which are used by the

| Show scanning progress vilys scanner to determine the objects to
"] Enable dowd scanning

S ﬁ This section allows you to change the
7] Enable raetit scanning ;?z:l;i::::‘:h‘:og:kt;ul affects how the
Heuristics Scanning Level Lo ]

Do not scan files larger than (MB) 40

@ What do these selfings do? oK oo Cancel |

4. Click 'OK".

The check and download of automatic Antivirus database updates executed before commencement of every scheduled
scanning will be stopped.

Suppressing CIS Alerts Temporarily while Playing Games

Because of continuous monitoring of all your system activities in granular level for implementing Default-Deny Protection,
Comodo Internet Security generates pop-up alerts whenever it identifies any event appearing to be a malicious activity or
execution of programs that require privileges like Internet access and file access rights. Each alert provides information and
options that enable you to make an informed decision on whether you want to allow or block a request or activity. Alerts also to
allow you to instruct Comodo Internet Security on how it should behave in future when it encounters activities of the same type.

But at times when you are involved in activities like playing computer games, where you do not want to be interfered with such
alerts, you can temporarily stop them from being displayed. require undisturbed environment. During this time, the operations
that can interfere with users' gaming experience are either suppressed or postponed.

To temporarily stop pop-up alerts
1. Right click on the CIS System Tray icon
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Antivirus Security Level 3
Defense+ Security Level  »

Sandbox Security Level 3
Game Mode
Configuration 3

Open...
Exit

C
5 2 @
=

Customize...

2. Select 'Game Mode' from the options.

The alerts are now suppressed. To resume alerts and scheduled scans, just de-activate Game Mode from the right click options.
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Appendix 2 Comodo Secure DNS Service

Introduction

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests exclusively
through Comodo's proprietary Directory Services Platform. Most of the networks use recursive DNS services that are provided
by their ISP or that reside on their own set of small DNS servers but it becomes essential to have a secure and broadly
distributed DNS service to have a faster and safe DNS resolution.

Background Note: Every device on the Internet is uniquely identified by a 32-bit number (IPv4) or a 128-bit number (Ipv6).
While this is perfectly satisfactory for computers, humans are far more comfortable remembering names rather than a string of
numbers. The Domain Name System (DNS) provides the translation between those names and numbers. Virtually every piece
of software, device, and service on the Internet utilizes DNS to communicate with one another. DNS also makes this
information available across the entire span of the Internet, allowing users to find information remotely.

Comodo Secure DNS is a broadly distributed Recursive DNS service that gives you full control to determine how your clients
interact with the Internet. It requires no hardware or software and provides reliable, faster, smarter and safer Internet experience.

»  Reliable - Comodo Secure DNS Directory Services Platform currently spans across five continents around the world.
This allows us to offer you the most reliable fully redundant DNS service anywhere. Each node has multiple servers,
and is connected by several Tier 1 carriers to the Internet.

«  Faster - Our strategically placed nodes are located at the most optimal intersections of the Internet. Unlike most DNS
providers, Comodo Secure DNS Directory Services Platform uses Anycast routing technology - which means that no
matter where you are located in the world, your DNS requests are answered by the closest available Comodo Secure
DNS set of servers. Combine this with our huge cache and we can get the answers you seek faster and more reliably
than anyone else. Furthermore, our "name cache invalidation" solution signals the Comodo Secure DNS recursive
servers anytime one of our authoritative customers or partners updates a DNS record, fundamentally eliminating the
concept of a TTL.

»  Smarter - Comodo's highly structured search and guide pages get you where you want to be, when you inadvertently
attempt to go to a site that doesn't exist.

- Safer - As a leading provider of computer security solutions, Comodo is keenly aware of the dangers that plague the
Internet today. Secure DNS helps users keep safe online with its malware domain filtering feature. Secure DNS
references a real-time block list (RBL) of harmful websites (i.e. phishing sites, malware sites, spyware sites, excessive
advertising sites, etc.) and will warn you whenever you attempt to access a site containing potentially threatening
content. Additionally, our 'name cache invalidation' solution signals the Comodo Secure DNS recursive servers
whenever a DNS record is updated - fundamentally eliminating the concept of a TTL. Directing your requests through
highly secure servers can also reduce your exposure to the DNS Cache Poisoning attacks that may affect everybody
else using your ISP.

To start Comodo Secure DNS service the DNS settings of your computer has to be modified to point to our server's IP
addresses. Comodo Internet Security automatically modifies the DNS settings of your system during its installation to get the
services. You can also modify the DNS settings of your system manually, if you haven't selected the option during installation.
You can also revert to the previous settings if you want, at anytime.

Click the following links to get the instructions for manually modifying the DNS settings on your router or on your computer.

*  Router
+  Windows XP
«  Windows Vista

Router - Manually Enabling or Disabling Comodo Secure DNS
Service

You can manually enable or disable Comodo Secure DNS service in your Router by modifying the DNS settings accessible
through DNS Server settings of your router. Comodo recommends making the change on your router so that with one change,
all the computers on your network can benefit from Comodo Secure DNS.

To enable the Comodo Secure DNS service, modify the DNS server IP address settings to Comodo Secure DNS server IP
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addresses. The IP address are:
Primary DNS : 8.26.56.26
Secondary DNS : 8.20.247.20

To stop Comodo Secure DNS service
»  Modify the DNS server IP address to your previous settings.

To modify the DNS settings
1. Login to your router. To log in and configure your router, you can open it up in your web browser. If you don't know the
IP address for your router, don't worry, it is typically one of the following:

http://192.168.0.1
http://192.168.1.1
http://192.168.10.1

If you have forgotten your router's username and/or password, the most common username is "admin" and the
password is either blank, "admin”, or "password". If none of those work, you can often reset the password to the
manufacturer default by pressing a button on the router itself, or in some cases access without a password if you try to
access your router quickly after you've cycled the power to it.

2. Find the DNS Server Settings. Look for "DNS" next to a field which allows two or three sets of numbers (these fields
may be empty).

DNS AND ADVANCED SETTINGS

Use these DNS Servers: [
Primary DNS Server :

Secondary DNS Server :

Advanced ==

3. Select the check box Use these DNS Servers, type the Comodo Secure DNS Server settings as your DNS server
settings and click 'Save'/'Apply'.

Primary DNS server address for Comodo Secure DNS is: 8.26.56.26
Secondary DNS server address for Comodo Secure DNS is: 8.20.247.20

When you are done, the above example would look like this.

DNS AND ADVANCED SETTINGS

Use these DNS Servers :
Primary DMNS Server: 8 26 56 26

Secondary DNS Server: 8 20247 .20

Advanced ==

You can disable Comodo Secure DNS by:

- Deselecting the check box 'Use these DNS servers' address automatically'. This means that you use the DNS server
provided by your ISP. This is the option that most home users should choose if they wish to disable the service.

or

+  Entering different preferred and alternate DNS server IP addresses.
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Windows XP - Manually Enabling or Disabling Comodo Secure
DNS Service

You can manually enable or disable Comodo Secure DNS service in your Windows XP computer by modifying the DNS settings
accessible through Control Panel > Network Connections.

To enable the Comodo Secure DNS service, modify the DNS server IP address settings to Comodo Secure DNS server IP
addresses. The IP address are:

Preferred DNS : 8.26.56.26
Alternate DNS : 8.20.247.20

To stop Comodo Secure DNS service
»  Modify the DNS server IP address to your previous seftings.

To modify the DNS settings
1. Select the 'Control Panel' from the Start Menu.

. Internek ‘_) My Documents
! Mozilla FireFax

|__| My Recent Documents »

_L}_ Microsoft Office Outlook

[I'=3
2003 _f;( My Pictures

5_ Microsoft Office B )

| Communicator 2005 </ My Music

= .

& Microsoft Update ﬁ! My Computer

g My Metwork Places
m Adobe Photoshop C53 B

ﬂ-—- Contral Panel

Microsoft Office Excel 2003 Set Program Access and
Defaults

é Inkernet Explorer *__, e ’
- _:.f'." Printers and Faxes
Micrasoft Office \Ward 2003 2 B
9) Help and Support

all Programs D I;J Search
@] s @] Lizwg FF |§| Shut Dann

‘4 start ve@oe
2. Click 'Network Connections' from the Control Panel options.
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Java Plug-in Kevboard Mail Mo Metwork,

Connections

G L @ 2 \
Power Options  Prinkers and  Regional and  Scanners and  Scheduled Security
Faxes Language ... Zameras Tasks Center

3. Right click on your connection from the Network Connections window and click 'Properties'.

Edit  Wiews  Faworites  Tools  Advanced  Help

ack - __J IE !:‘] Search I[-— Folders v

i?: Metwork Connections

#| Dial-up

;Q—‘!' MetPM Enployves Access :?—’5 Me
o | Disconnecked, Firewalled g ‘ Dis
|_:

L FS Rletwarks YRR Adapker L o

|

| Create a new
connection
Zhange Windows
Firewall settings

Disable this netwark,
device

| LAN or High-Speed Internet

Repair this connection w A Wil
| Rename this connection i ) ;\Jnot
= Disatle L

Wiew skatus of this
connection

Change setkings aof this
connection

Status
Repair

EBridge Connections

Create Shorkeut
1er Places

© Contral Panel Renarme

| My Metwark Places

| My Documents

My Camputer

4.  Select 'Internet Protocol (TCP/IP)" and click 'Properties'.
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-4 AN - Local Area Connection Properties

General | Authertication | Advanced |

Connect using:

E& IntellR] PROA 000 PL Metwark Conn

Thiz cannection uzes the following iterms:

E_,l File and Printer Sharing for Microsoft Metwarks
g (oS Packet Scheduler
Internet Protocol [TCPAAR]

»
Inztall... ninztall Properties

Dezcription

Tranzmizzion Control Protocaol/Internet Protocal Fheme
wide area network, protocol that provides communication
acrogs diverse interconnected netwarks.

Show ican in notification area when connected
Matify me when thiz connection hag limited or no connectiaty

] J [ Cancel

5. Click the radio button Use the following DNS server addresses and type in Comodo Secure DNS addresses in the
Preferred DNS server and Alternate DNS server fields.

Please note down your current DNS settings before switching to Comodo Secure DNS, in case you want to return to
your old settings for any reason.

Preferred DNS server address for Comodo Secure DNS is: 8.26.56.26
Alternate DNS server address for Comodo Secure DNS is: 8.20.247.20
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Internet Protocol (TCP/IP) Properties

General | Alternate I:l:unfiguraticnn|

Y'ou can get IP gettings azsigned automatically if your netwaork, supparts
thiz capability. Othemwize, vou need to ask your nebwork, administrator for
the appropriate |IP settings.

(%) Obtain an IF address automatically
{7y Uze the follawing IP address:

|F address:

Subnet maszk:

D efault gateway:

DS server address automatically

(%) Use the follawing DNS server addresses:
Prefermed DMS zerver: | g .26.596. 26

Alternate DS server | g 20,247 .20

You can disable Comodo Secure DNS by:

«  Selecting 'Obtain DNS server address automatically'. This means that you use the DNS server provided by your ISP.
This is the option that most home users should choose if they wish to disable the service.

or

+  Entering different preferred and alternate DNS server IP addresses.
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Internet Protocol (TCP/IP) Properties

General | Altemate Corfiguration |

You can get IP settings assigned automatically if your network suppaorts
this capability. Cthernwise, you need to ask your network administrator for
the appropriate [P settings.

{%) Obtain an IP address automatically
(") Use the following IP address:

1P address:

Subnet mask:

FEreferrad O

Alternate DMS zemver

oK || Ccancel |

Windows Vista - Manually Enabling or Disabling Comodo
Secure DNS Service

You can manually enable or disable Comodo Secure DNS service in your Windows Vista computer by modifying the DNS
settings accessible through Control Panel > Network and Internet settings.

To enable the Comodo Secure DNS service, modify the DNS server IP address settings to Comodo Secure DNS server [P
addresses. The IP address are:

Preferred DNS : 8.26.56.26
Alternate DNS : 8.20.247.20

To stop Comodo Secure DNS service
«  Modify the DNS server IP address to your previous seftings.

To modify the DNS settings
1. Click the 'Start', then select 'Control Panel'.
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2. Click on 'View network status and tasks'.

System and Maintenance User Accounts ar

.

Get started with Windows Safety

Back up your computer @ Set up parental cor
@ Add or remove use

Security

Check for updates

Appearance and
Personalization

Change desktop back
Change the color schi
Adjust sereen resoluti

Check this computer's security status

@ Allow a pregram through Windows
Firewall

B \iew network status and tasks
Set up file sharing Clock, Language,
Change keyboards or
methods

Hardware and Sound

. Play CDs or other media automatically

‘”'n..! Network and Internet
-

r o

Change display langu

Printer
G Ease of Access
ouse _
Let Windows suggest
Optimize visual displa
k. > Programs
' Uninstall a2 program s :
: Change startup programs Additional Optio

3. Click on 'View Status'.
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Network and Sharing Center

View full map

-y

Metwork Internet
(This computer)
ij Metwork (Private netwaork) Customize
Access Local and Internet
Connection Local Area Connection View status

3% Sharing and Discovery

Metwork discovery @ On @
File sharing @ On
Public folder sharing o Off
Printer sharing @ On
Password protected sharing @ Off @
Media sharing @ Off @

4.  Click the 'Properties' button.
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o =1
4 Local &rea Connection Status
General
Connection
IPv4 Conneckivity: Inkernet
IPvE Conneckivity: Limited
Media Stake: Enabled
Durakion: 12:45:29
Speed: 1.0 Ghps

Ackivity

h.l |
Sent —— %g! ——  Received

16,319,228 | 7,925,588

[@Prupertigs ” @Disable ” Diagnose ]

Close

5. Vista may ask for your permission to make changes. If so, click the 'Continue' button.

o &

ser Account Contral

@ Windows needs your permission to continue

If you started this action, continue,

1‘. Metwork Connections
=3 Microsoft Windows

.j:\}-:j Details Continue ]f Cancel i

User Account Control helps stop unauthorized changes to your computer,

6. Select 'Internet Protocol Version 4 (TCP/IPv4)', then click the 'Properties' button.
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4 Local &rea Connection Properties

M etworking |

Connect using:

l_:." MY DA nForce Metworking Controller

Thiz cannection uges the following iterms:

DE Client for Microzoft Metworksz
81 005 Packet Scheduler

.@. File and Printer Sharing for Microsoft Network,
i |nternet Protocol Yersion B [TCPAIPE]
8 | nternet Protocol Yersion 4 [TCPA(P4]
<da Link-Laver Topology Discovery Mapper A0LG
wia Link-Laver Topology Discovery Respe

[ Install... ] [ rinztall

Dezcnption

Froperties

Alloves vour computer to access resources
network.

[ Ok ] [ Cancel

7. Click the radio button 'Use the following DNS server addresses' and type in Comodo Secure DNS addresses in the
Preferred DNS server and Alternate DNS server fields.

Please note down your current DNS settings before switching to Comodo Secure DNS, in case you want to return to
your old settings for any reason.

Preferred DNS server address for Comodo Secure DNS is: 8.26.56.26
Alternate DNS server address for Comodo Secure DNS is: 8.20.247.20
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ieneral | Alkernate Configuration |

¥ou can get IP settings assigned automatically if wour network supports
this capahility, Otherwise, vou need ko ask yaur nebwark, adriniskrakor
for the appropriate IP settings,

i@ Obtain an IP address automatically

(71 Use the following IF address:

IF address:

net rmask:

ault gakeway:

btain DMNS server address automati

@ Use the following DS server &

Preferred DMS server: _E L2686 .26

alkernate DMS server: " 820,247 20

You can disable Comodo Secure DNS by:

»  Selecting 'Obtain DNS server address automatically'. This means that you use the DNS server provided by your ISP.
This is the option that most home users should choose if they wish to disable the service.

or

- Entering different preferred and alternate DNS server IP addresses.
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General | Alternate Configuration |

You can get IP settings assigned automatically if vour network supports
this capahility, Otherwise, you need to ask vour netwaork administrator
for the appropriate IP settings,

i@ Dbtain an IP address automatically:
{7 Use the following IP address:

IF address:

i@ Cbtain DM5 server address automatically

{1 Use the following DNS server addresses:

Preferred DG server;

Alkernate DS sarver!

| Ok ] [ Cancel ]
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Protection Plan
Virus Free

Online Guarantee Ui
Antivirus ~ Firewall GeekBuddy TrustConnect Removal
Storage (VFG)/ Service
[dentity
Protection (IDP)

CIS Premium
Version 5.x 4 4 x x x x x Free
CIS Pro 2012 $49.99/year or

v v v x x Y v $4.95/month
CIS Complete v v $69.99/year or
2012 v v v v v Iy
CIS Plus 2012 $39.99 or

v v v x x x v $3.95/month
CIS Plus 2012 - v
International v v v x % % $19.99/year
Edition (10GB)
CAV Free v x % X X X X Free
CAV Advanced Free for one
2012 - 30 Day v % x| x x % % onth
Trial
Comodo Firewall % v % g% X x X Free

* Most CIS products also have discounts for multi-year purchases
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc. Comodo CA Limited

525 Washington Blvd. Jersey City, 3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
NJ 07310 Salford, Greater Manchester M5 3EQ,

United States United Kingdom.

Tel : +44 (0) 161 874 7070
Fax : +44 (0) 161 877 1767

Tel: +1.888.256.2608
Tel: +1.703.637.9361
Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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