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Comodo Network Center - Introduction

Comodo Network Center (CNC) is a web-based application designed to simplify and automate daily administrative
tasks for network admins. Using CNC's friendly web based interface, administrators can:

*  Remotely install / re-install operating systems

*  Remotely schedule backup and OS installations

*  Remotely initiate parallel and /or consecutive OS installations
*  Remotely recover non system data

*  Remotely initiate and manage backups of endpoint machines
*  Remotely take snapshots of disks, partitions, folders and files

*  Remotely restore a backup to any endpoint

Tight integration with Microsoft Active Directory and Domain Controller means existing network environments and users can
easily be imported and managed (CNC also supports dhcped for Linux/Unix systems). Apart from a dedicated ISO Distribution
manager, the application further simplifies installation tasks with its “Templates’ feature. Once set, a template can be re-used to
install operating systems on multiple computers using exactly the same installation conditions. Templates can also be created for
any backup or restore task.

CNC has two distinct modes of operation, ‘Online Mode’ and ‘Offline Mode’. Each of these modes is specifically targeted to
accomplish specific tasks. ‘Offline Mode' is used for OS installation, system rescue and cold backups and requires the target
machine to run a special "pre-boot" operating system. In order to use offline mode, CNC acts as a Preboot Execution
Environment (PXE) server that provides the operating system to your endpoints. '‘Online Mode' is used for snapshot and restore
operations — requiring the installation of an agent on the target machine.

Guide Structure

This guide is intended to take you through the installation, configuration and use of Comodo Network Center
»  Section 1,Comodo Network Center Introduction - An Overview of the application

¢ Hardware and Software Requirements
* Installing Comodo Network Center
* Installing Comodo Network Center Agent
e Starting Comodo Network Center
*  Logging-in to the Administrative Console
*  The Main Interface
»  Section 2, Dashboard Navigation Pane -Explains configuration and overall application behavior.

*  Operating System Installation

«  Distribution kits (ISO images) management
«  Backup/Restore

e Scheduling

*  Configuration

»  Section 3, Creating Your Comodo Network Center Account Through Comodo Accounts Manager Interface -
Step-by-step guide on how to create, login, and manage Comodo Network Center account

e Section 4, Microsoft Active Directory Integration — Describes integration CNC server and Microsoft Active Directory

e Section 5, Comodo Network Center Settings - Detailed view on every stage of security, software configuration,
network and user settings

»  Section 6, Comodo Network Center Profile — Viewing customer and service information
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e Section 7, Using Comodo Network Center Help, Provides the ability to add or remove computers by hand and
discover computers in the network

»  Section, 8 How To... Tutorials, Contains guidance on how to use various features of the application effectively
*  How To Add A New User
* How To add A Role To A New User
*  How To Log In With New User Account
e How To Edit/Delete Already Backed Up Images
¢ How To Edit A Scheduled Backup
*  How To Configure The Network Using External DHCP
*  How To Edit/Delete Assigned Account User
*  How To Create Partitions
e How To Delete A Target Computer
*  How To Cleanup The Installation Processes
¢ How To Delete An Installation Template
*  How To Deploy A Template To Target Computer
*  How To Schedule An Operating System Installation Template
*  How To Edit/Delete Distribution Kits
*  How To Restore Selected Files/Folders
e How To Install Operating System On Multiple Hosts
e Section 9, Uninstalling Comodo network Center - A brief outline on uninstalling the application.
*  Appendix 1 -Terms Definitions

e About Comodo, Contains company and contact information.

Software Components and System Requirements

Hardware and Software Requirements

To ensure optimal performance of Comodo Network Center, please ensure that your central service computer complies with the
minimum system requirements.

Supported Operating Systems

e Windows NT 5.x - Windows XP (32 bit), Windows Server 2003 SP2 (32 bit) (NOT Available for Beta 1)

e Windows NT 6.x - Windows Vista (32 and 64 bit), Windows 7 (32 and 64 bit), Windows Server 2008 (32 and 64 bit)
Windows Server 2008 R2 (32 and 64 bit)

Minimum Hardware Requirements
* 15GHzCPU

* 2GBRAM
e 1Gb + 8GB (WAIK)+5GB (distribution kits) free Disk Space. Summary - 14Gb or more

Recommended Hardware
e 2.5 GHz CPU or more

e 4GB RAM or more
e 1Gb + 8GB(WAIK), 5GB (distribution kits) free Disk Space or more. Summary - 14Gb or more
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e Dedicated HDD for distribution kits

Installing Comodo Network Center

Before you install Comodo Network Center read the installation instructions carefully and review the system requirements. Also
note that the installer requires administrative privileges.

Comodo Network Center is available for 32 bit and 64 bit versions of Windows XP (not for Beta 1), Vista, Windows 7 and
Windows Servers 2003 and 2008: networkcenter.comodo.com

When you sign up for a trial or commercial license, the appropriate download link will be mailed to you.

After downloading the Comodo Network Center file to your local hard drive, double click on the SetupCNC executable to start
the installation wizard.

Step 1 - Welcome Screen

The setup program will start automatically and the Welcome screen of the installation wizard will be displayed.

@ Sﬂup—{:n ........................... T —— e e -
Ly
Welcome to the Comodo Network
Comodo
Center Setup Wizard
Network
This will install Comodo Metwork Center version 0.1 beta,
Center build:4256 on your computer.
It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Next> | | Cancel

Click 'Next' to continue.
Step 2 - Preliminaries and License Agreement

To complete the initialization phase you must read and accept the License Agreement.

Comodo Network Center User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 6
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'@ Setup - Comodo Metwork Center [:‘%,

License Agreement

Flease read the following impertant information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

COMODO Metwork Center
ELILA
2011

@ I accept the agreement

(711 do not accept the agreement

[ < Back “ Mext = |[ Cancel l

After you have read the End-User License Agreement, check the 'l accept the agreement' checkbox and click 'Next' to continue
installation. If you decline, you cannot continue with the installation.

Step 3 - Choosing Installation Location

The next screen allows you to select the folder in your hard drive for installing Comodo Network Center. The default installation
location is c:\cnc.

@ Setup - Comodo Metwork Center

Select Destination Location
Where should Comodo Network Center be installed?

l t;? Setup will install Comoda Metwork Center into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

m Browse...

At least 628, 3 MB of free disk space is required.

< Back ]l Mext = I[ Cancel

If you want to install the application in a location other than the default, click 'Browse' to choose a different location and click
'Next'.
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r@ Setup - Comodo Network Center EI' = l@

Select Destination Location
Where E{:ould Comodo MNetwork Center be installed?
Ty

i Setup will install Comodo Network Center into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

c:lenc | Browse... I

Browse For Folder

Select a folder in the list below, then dick OK.

o\onc
4 & Local Disk (C2)
At least 623 g

i Ju Perflogs
.y Program Files
> . ProgramData el
[ 1y Users
[y Windows

[ ﬁi CD Drive (D:) VirtualBox Guest Additions

Make New Folder oK i l Cancel

Click 'Next' to continue.

Step 4 - Choosing Data Directory Installation Location

The next screen allows you to select the folder for storing the Comodo Network Center data such as distribution kits, backups
and images. The default location is c:\cnc\ smb.

@ Setup - Comodo Metwork Center : =] @

Comodo Network Center Data Directory

Please select a location for Comodo Network Center data. (We recommend the
default.)

m Browse...

o

[ <Back ][ Ned> ][ cancel |

If you want to change the storage location for CNC data, click Browse and navigate to the desired location.

Click 'Next' to continue.
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‘ Note: If the computer is not part of a Windows domain, Comodo Network Center OS Data Base will be used as default.

Step 5 - Choosing Start Menu Folder

Next, choose the default start menu folder for the application shortcuts. The default menu folder is comodo\Comodo Network
Center.

(& Setup - Comodo Network Center

Select Start Menu Folder
Where should Setup place the program's shortouts?

i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

COMODO\Comodo Network Canter Browse...

[]Don't create a Start Menu folder

[ < Back ]i Mext = i[ Cancel ]

*  |f you want to place the shortcuts in a different location, click 'Browse' and navigate to the desired location
* If you do not want to have shortcuts created in the Start menu, select the checkbox 'Don't create a Start Menu folder".

Click 'Next' to continue.
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o

@ Setup - Comodo Network Center

Select Start Menu Folder
Where should Setup place the program's shortcuts?

= i Setup will create the program's T?::rtcuts in the following Start Menu folder.
3
To continue, dick Next. If you would like to select a different folder, didk Browse.

COMODO\Comodo Network Center
Browse For Folder

Select a folder in the list below, then dick OK.

COMODO\Comodo Metwork Center

. Programs
[» . Accessories
[[or o
. Administrative Tools

| . COMODO| |
| Games Cancel
., Maintenance
. Oracle VM VirtualBox Guest Additions
|, Tablet PC

OK I l Cancel

Step 6 — Choosing Additional Tasks

This stage enables you to select whether or not you wish to have a desktop shortcut created for the application.

(g} Setup - Comodo Network Center =l

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while instaling Comodo
Metwork Center, then didk Next.

Additional icons: D:‘?
Create a desktop icon

[ < Back ][ Next = J[ Cancel ]

*  If you want the desktop shortcut created, leave the checkbox 'Create Desktop' icon selected
Click 'Next' to continue.

Step 7 — Confirmation dialog

A confirmation dialog box will be displayed, summarizing the installation options selected. This is the last configuration stage of
of the Comodo Network Center setup wizard.
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@ Setup - Comodo Metwork Center

Ready to Install @

Setup is now ready to beqin installing Comodo Netwark Center on yaur
computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
c:\enc

Start Menu folder:
COMODOVComoda Metwork Center

Additional tasks:
Additional icons:
Create a desktop icon

Data dir location:
c\onclsmb

<Back || Instal | | Cancel

Click 'Back' to review and/or modify any of the settings you have previously specified. To confirm your choices and begin the
installation Comodo Network Center, click 'Install'.

Step 8 - Setup Progress

The installation will begin and a setup status dialog will be displayed.

@ Setup - Comodo Metwork Center

Installing
Please wait while Setup installs Comodo MNetwork Center on your computer.

Extracting files. ..
c:\enc\tHtpwinpe_amd&4.iso

Cancel

Step 9 - Finalizing the installation

On completion of the setup, the Finish dialog will appear.
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Completing the Comodo Network
Comodo Center Setup Wizard
Network o
Setup has finished installing Comedo Network Center on your
ter. Th icati b ched by selecting th
Center ;Zlﬁtd:mnse. application may Jaunched by selecting the

Click Finish to exit Setup.

Launch Comodo Metwork Center

Click 'Finish' to complete installation and exit the wizard.

Installing Comodo Network Center Agent

Comodo Network Center Agent is an application that runs on client computers to allow control by the CNC service. The agent is
capable of executing commands on the local computer, such as running a backups, system reboots, etc., as received from the
central CNC computer.

To install Comodo Network Center Agent, go to the folder on your hard drive where Comodo Network Center has been installed.
By default, the installation directory is C:\cnc. From the redist sub-folder, copy the "setupagent.exe” file to removable media or a
network drive accessible to your client machines.

* Installing CNC Agent to already installed OS

Installing CNC Agent To Already Installed Operating System

Copy setupagent.exe to a temporary folder on your client computer and right click the file. Select 'Run as administrator' from the
Windows context menu.
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" T T T T T d
'\H/ C Local Disk (C:) ed
Organize = Open New folder Sl A
' Favorites MName Date modified Type Size
B Desktop @ setup—=—t— - Lasad ¢ X1 Anplication 24893 KB
& Downloads Open
%1 Recent Places '  Run as administrator [:;,
Troubleshoot compatibility
- Libraries Restore previous versions
= Documents Send1o ;
o' Music
= Pictures Cut
B videos Copy
Create shortcut
‘M Computer Delete
Rename
€ Network
Properties

setupagent Date modified: 10/24/2011 1235 AM Date created: 10/25/2011 1:57 PM
Application Size: 243 MB

When the installation begins a status box will be displayed as components are extracted.

'% 609%% Extracting @

€

Cancel

-

Then, a command line window will open displaying the CNC Agent and Comodo Backup installation process.

B C\Windows\systern32\cmd.exe EI@

C:~Program Files“COMODO“cnc*cd agent

C:“Program Files“\COMODO~cnc™agent>sc config "UIBDetect” start= disahled
[SC]1 ChangeServiceConfig SUCCESS

C=“Program Files“COMODO“cncxagent>copy starterd?.dll C:~UWindows“system32-
1 file<s?> copied.

C:“Program Files“\COMODO“cnc™agent>service.exe —install —auto —interactive
Traceback (most recent call last):
File "bhoot_service.py”,. line 158. in <module’>

File "win3Zserwviceutil.pyc',. line 178, in InstallService
pywintypes .error: (1873, ’CreateService’, 'The specified service already exists.
i)

C:“Program Files“\COMODO~cnchagent>CB.exe ~8 /D=C:\Program Files~COMODO~COMODO Ba
c kUp™

*  Restart the client system after the window closes to start the CNC agent service.

The Comodo Backup desktop shortcut appears.
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COMODO
Backlp

Note:If the Comodo Network Center Agent and Comodo Backup are installed properly, the client computer can now be
controlled from the CNC console. If not, the computer's BIOS needs to be set to "Enable PXE Boot" or "Boot from LAN" to
load the offline WinPE operating system instead.

Starting Comodo Network Center

You can start Comodo Network Center through
*  The Windows Start Menu;
*  The system tray icon; or
¢ The desktop shortcut.

Start Menu

After downloading and installing the Comodo Network Center application, the setup process creates an entry in the 'Programs'
section of the Windows Start Menu. You can start the application by hitting the 'Start' button and navigating to: Start > All
Programs > Comodo > Network Center > Comodo Network Center

L COMODO
. Comodo Network Center

Comodo Metwork Center

% Uninstall Comodo Metwork Center
, Games
Maintenance
Oracle VM VirtualBox Guest Additions
J Startup

4  Back

| |555'r':h programs and files 2 |

Tray Icon

Alternatively, double clicking on the system tray icon will also start Comodo Network Center server.

@
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Desktop Shortcut

You can also start Comodo Network Center by double-clicking on the desktop shortcut created during installation:

tﬁ

[aunch CHC

Clicking the 'Launch CNC' Desktop icon starts CNC server and all background processes.
To run Comodo Network Center under an administrator's account

*  Right click on the 'Launch CNC' Desktop icon

e Select the 'Run as administrator' option

Once the CNC Control Panel opens you can use it to configure or stop and start the CncTftpd32 and CncTomcat services.

r

(@ CNC Control [==]

CncTftpd32 : Running
CncTomcat : Running Stop

[ Configure services ] ’ Exit ]

To configure the services click the [ Configure services ] button.

The Windows Services panel will be displayed. From here you can change the startup and recovery policy for each service.

£k Services '1__.3__5___@!_._‘_3;_]
File = Action View Help
e 4 ey NE R 7 Bl
7 Services (Local) R
Name Description Status Startup Type Log On As o
) 1 Windows Event Log Thisservice.. Started  Automatic Local Service
Statt theendce L5 Windows Firewall  Windows Fi.. Started  Automatic Local Service
i Windows Fort Ca... Optimizes p... Stated  Manual Local Service
Description: i Windows Image A... Provides im... Manual Laocal Service
;h"‘ ::"":{E’;::g:é B“h::“;;m i Windows Installer  Adds, modi... Manual Local System
roadban e _ .
card/embedded module adapters .._/_;‘-'u":ndows Man_ﬂge... Pt.owdes ac. Started  Automatic Lacal Sy:lem.
and connections by auto-configuring L Windows Media C... Windows M... Manual Metwork Service
the netwarks. It is strongly 5 Windows Media C... Starts and st.., Maruial Metwark Service
lEEDI‘ﬂmE!’Id E: th;tﬂ“s SEIVIEE ?e L5 Windows Media P... Shares Win...  Started Manual Metwork Service
'::pn:::;ll:lzrgn:jrh;\i :ﬁ;::::menu ‘L& Windows Module...  Enables inst... Manual Local System
25 Windows Presenta... Optimizes p... Manual Local Service
% Windows Remote .. Windows R... Manual Metwork Service
3 Windows Search Provides co...  Started Automatic ... Local System
25 Windows Time Maintains d... Manual Local Service
L5 Windows Update  Enablesthe.. Stated  Automatic.. Local System
4 WinHTTP Web Pr...  WinHTTP Q... Marual Lacal Service
5 Wired AutoCenfig  The Wired ... Marual Lecal System
5 WLAN AuteConfig  The WLANS... Manual Local System
L4 WhI Performance...  Provides pe... Manual Local System |2
4 Workstation Creates and... Started  Automatic Metwork Service |
5 WWAN AutoConfig This service ... Marual Local Service [
' Edtended AStandand f
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Logging-in to the Administrative Console

The next stage after installing and starting Comodo Network Center is logging-in with predefined user account. To log in to
CNC, click the 'Login to CNC' Desktop shortcut .

The login dialog will be displayed.

coMODO

Creating Trust Online*

Login | |

Type your Login and Password to enter to CNC main interface.

Note: The default Login and Password for entering to the system is cnc. To learn how to get an administrative login and
password click here.

The start up configuration wizard window will open. Click the links to see detailed explanations of Network configuration.

CNC - Registry License Key & Endpoints

A Comodo Network Center license allows a for a maximum number of endpoints that can be actively managed at the same time.
More specifically, you may simultaneously schedule activities for up to the licensed number of endpoints. This means that the
number of network nodes can be greater than your endpoint license number. As long as you only run or schedule deployments,
backups, and restores for a subset of those nodes, you can keep within your limit. If, for example, you have a 5 endpoint
license, you could backup 5 nodes today, 5 tomorrow, and 5 the next - but you would have to update the backup schedule every
day to avoid the license limit. If you had a 15 endpoint license, you could have scheduled backups for all 15 nodes at once.
Buying a license matching your actual number of nodes will simplify administration but CNC makes it possible to manage
additional nodes when necessary.

In order to review or change your current endpoint limits or extend your license period, you can use the Comodo Account Server.
For more details, please click here.
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The Main Interface

Comodo Network Center's streamlined interface provides fingertip access and control over all functional areas of the software.

The tab structure allows you to quickly initiate key tasks like OS installation, system backup, partition/directory/folder restoration,
scheduling, and configuring settings for security, network, and user management. The links on the left hand side allow you to
quickly open the main modules.

i e A

[T COMOD O

Crawieg Troar Ondw

{{ Tab Structure) [{p Dintribution kits =1 5 u : .
T -»\ l_-_*- Inskall | {_ Nackup : (Emag | Restors
Insiall O | Raciosp patitions o Rastare paditions o
— E:g | '% Aractosien/filan | diraztadar/filae
G eackur i mustors | &
1 Badhos immpa S — R ——
ke = diguratrn B I = ain
Ft hand side B becos T v | | Distrbtion ks Coenfiguration
e — == Marrags kat of | . Manege lut of Area
Mavigation Pane W Bscoun tarplates 1= | comeetes Eod o dewinibution Kk
= E - sl |1 — i
52 Restom q
i”i-! Rastore templates
M Configuration
i
¥ AN i
[Peacesses Lifobiculana] & cer T Danas | O i
fs f
[Process 19 | Tnitiating Tima | Stast Time Finigh Twmt  Opesation Hast Status Mograss |
e ok T3, 20LL Ock 2% 2011 This is 'CHC Cuatnibution kit' 192.348.155.13  Frocess suscesded, R 1 00 {
2:19:15 BRA 2:20:16 PM | precess. |
|
S A

—
anﬂrmationa! Pane_-i}-

e e ——————

The Left-Hand Dashboard Navigation Pane provides easy access to the three main modules: Install, Backup/Restore,
Configuration.

The Main Configuration Area displays the information and controls and will change dynamically depending on the options
selected from the left hand side pane. By default, this area will display the main option screens.

The Title Bar Controls contains controls for:
e Settings - Opens the interface for performing miscellaneous configuration options.
*  Profile - Opens the interface for viewing and editing profile and license information.
*  Help - Opens the Comodo Network Center tip dialog.
*  Log out - Allows you to Log out the CNC Console.

Tab Structure - Provides access to the open CNC windows.

The Information Panel — Information Panel displays all active processes running on target hosts to help determine optimum
execution 'times'. Information Panel consists of two tabs:

Processes - Provides the process information like Process Id, Initiation Time, Start an Finish Time of the process, name of
Operation, Host IP address, the Status of the process and Progress.

I_F;o_c:u: | Motifications | B ciear | [Th Datails {0 (%]
1 &
Prn:e::.s td Initisting Tima Start Time Finich Tima Operation Host Eimtur Progracs
20 Mav 1, 2011 .Tl'is- iz 'CNC Badiup' process., 192.168,155.2 i Process is under [ 3 % i
Y2756 AM «configuration, |

Notifications - Displays notifications on license term, license type, and number of available endpoints.
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o /

| Processes | motilications [3) | B Caletn
1 [A
Kotification Id | Croated tma Mersage
s 2 MOy 2, 2011 1229:42 PM Subscripion DCESCOA2 for license key 2d7a7213-4553-991 &-28ab-3basc7 28 ddBe with 10 end-points will be expired in 9 days
Flda 2 Moy 3, 2011 1:04:00 PM Subgcripteon DCESCORZ for hoense ey 247a7213-4550-491 -80 8- 140 260000 with 10 ard-points will be axpired in & days
a1 Mgy 3, 2011 12:508:32 P Subscripbon DCESCCRT for license key 2072721 3-4553-991e-50a0-10459c7 26 0d8c with 10 end-points will be expired in @ days

Dashboard Navigation Pane

Comodo Network Center allows administrators to operate all of its backup, restore, install and scheduling functions from the
Dashboard Navigation Pane interface.

The OS Installation module provides a flexible mechanism for installing a Windows NT6.x (such as Windows Vista, Windows 7,
Windows Server 2008) OS on individual hosts. This module installs the OS on new computers without any previously installed
OS or computers in which the OS is corrupted - without requiring a CNC agent.

The Backup module lets you create templates and execute backups of files, folders, disks/partitions, and the MBR of a network
computer.

The Restoration module allows you to recover files, folders, disks/partitions or the MBR to a target computer.

The Configuration module provides a way to configure user accounts, assign roles and permissions, and change user
passwords.

For more details, please refer to the sections:
e Operating System Installation
*  Backup/Restore
*  Configurations

e Scheduling

Operating System Installation

The installation process is initiated by uploading distribution kits (ISO images) to CNC. You can easily create templates that
allow an operating system to be installed on multiple targets. Scheduled installations can also be used to re-install an OS after-
hours in order to avoid work disruption.

Click the links below to see detailed explanations on the options accessed from the Install section's tabs:
«  Distribution Kits (ISO Images) Management
¢ Installation Wizard

* Install Operating Systems On Computers Using CNC Templates

Distribution Kits (ISO Images) Management

Deploying an OS to target machine requires some installation configuration. First, you need to add an ISO image:

*  Select 'Install' section from the Dashboard pane > 'Distribution Kits' sub-section and select ISO image > click the
% Add button

e 'Add Distribution kit' dialog will open
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Distribution kit name

Distribution kit description: '
(optional) |

| upload | | cancel |

* Inthe opened window, type the Distribution kit name and Distribution kit description in the text boxes and click the
'Upload' button.

Since uploading a distribution kit uses Java Applets a Java Runtime Environment must be installed. If you do not have Java
installed, the follow screen prompting you to download plug-in will be displayed.

Java 1.5 or higher plugin is required. Download the |latest version here.

»  Click here link to jump to the web site to download and install the Java plug-in

Java plug-ins can be downloaded at http://www.oracle.com/technetwork/java/index-jsp-141438.html#download

Note: Depending on your operating system and browser, follow these recommendations for the correct JRE needed for
loading Distribution Kits (visit this web page)

e Forall windows x86 and x64:
If using x86 browsers (Firefox, Google Chrome, IExplorer_x86) you should download "JRE for Windows x86"

e |fusing an x64 browser (IExplorer_x64) you should download "JRE for Windows x64"

After installing the Java plugin, you can continue running the Java-based uploader.

*  Warning - If a Security dialog appears, click 'Run'.
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Warning - Security

The application's digital signature cannot be verified.
Do you want to run the application?

Name: wihk jupload2. JUploadApplet
Publisher: UMNKMOWN

From: hity: //10. 75. 3. 28080

[] Abways trust content fromthis publishes.

your personal information at riske Run this application only if you More Information...

U This application will run with unrestricted access which may put
trust the publisher.

e Aprogress dialog will be displayed

The Upload Distribution kit window allows you to specify where the ISO is located

| wove Selected
Mame | [ Modified T
| t 0% |
2 Upload | i % STOP
! | 0% ]
e e o —
00076 13:43:33915  wjhkjupload2 JUploadApplet [DEBUG] Mime types list loaded Ok (fconffmimetypes.properties)
00077 13:43:33.915  wihkjupload2 JUploadApplet  [DEBUG] End of Defaull)UploadContext.init(}
00078 13:43:33.920 thread applet-wihk jupload2. JUploadApplet-3  [INFO] JUploadAppletis now initialized.
00079 13:43:33.959  thread appletwinkjupload2 JUploadApplel3  [INFO] JuUploadAppletis now stared,
Upload applet 5.0.1 [build 2335] - Feb 12, 2011

Click the 'Browse..." button at the left side of the Upload Distribution kit field at the top of the interface.
»  Select the image location and click '‘Open".
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Look In: | Documents |V E
] Desktop =
[ gegl-g 3 Computer
[CIMyRd = | ocal Disk (C3) L
1 Snagl ] Users
[ def+a ] user -
] Documents
Fﬁﬁﬁmﬁﬁﬁﬂ‘%ﬁ?< B
i &= DVDICD-RW Drive (E:) Bl

File Name: | |

=

Files of Type: ‘AII Files

e e [T L
———

*  Remove all - Deletes all ISO images
*  Remove Selected — Deletes selected ISO images

e Click the button to start the loading process

*  Atthe bottom of the dialog you can observe an image upload process .

£ Browse .. I l ¥ Remave Al | ek Remove Selected |

_. _Mame | _S'EE_._._|___ _ _ Directory ‘ ___ MWodified
gpiso 584.96 MiB|D:cnd 30 2012-02-11 12:00 AM

| 0% i
£ vploas | . | % sTOP

| { | 0% |
CACREL N P e - i T L L) LW P LY Fe L PP L IR Lt Y e ooy TR OV s o
00086 135116.708  wihijupload2 JUploadapplel  [DEBUG] [JUploadFileView] Directory changed —
00087 13:61:20. 244  wjhkjupload2 JUploadApplet  [DEBUG]) [JU ploadFileView] Direciory changed
00088 13:52:28.667 wjhkjupload2. MploadApplet [DEBUG] [HUploadFileView] Directory changed :i:
noogs 13:52:28.683  wihkjupload2 JUploadApplet  [DEBUG] Crealion of the DefaultFileData for DAncS0wpisofroot DY) |+

Upload applet 5.0.1 [build 2335] - Feb 12, 2011

e Click 'STOP' button to abort the file load process

»  After the uploaded process is complete, a dialog box will display the parsing progress
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Please wait while a distribution kit is being parsed

Distribution kit name Windows_XP
Distribution kit description:
(optional)

E;S hist included in Distnbution Windows XP Pro

e Click 'Ok’
e The Distribution kit interface with the added ISO will appear

@;] Comodo Network Center ' S cOMODO,

Creating Trust Onlne*

el - Distribution kits *
_, add | f B | [ Delete

[ i

Namg Dasciption Arch | Q5
5 e w 85 Windews XP Bre
TiTermenrss Fenterprag :sas mnuws 7 EMERDMSE

| Processes | motifieations (3). | B Clear | TH pamite i3 [+
| [n e
Process Id Enitiating Fime Start Tima Finish Tims ‘Oparation Hast Status Prograss
4 Mo 3, 2011 Moy 3. 2011 This & "CNC Distabaton kit prgcass, 1007532 Pripess sucoeeded, 100 %
- T:05:33 BM 205038 i ]
NO\-’J mm B 3, 7011 This ks "CHC Distribubon kit’ precess,  10.75.3.2 Process succeeded. wmﬂ i
1:55:37 P

M_mwmw

Click here to read How to Edit/Delete distribution kits.
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Installation Wizard

Comodo Network Center installation wizard provides strep-by-step guidance to install an operating system. Through these
configuration steps an administrator can customize what sort of distribution kit will be installed, assign operating system location,
configure time zone, set computer's name, enter a password, split account name and role, review license agreement, and select
existing or new partitions.

The installation process can be started in two ways:

*  Select 'Install' section from Dashboard Navigation pane > click 'Install' sub-section
OR

e Select 'Install' shortcut at the desktop

e 'Install' tab will open.

Select the target machine to be added

| comono |

Crvating Truat Smiine®

2 cerah | 10
F-a i
1P fuddress Hame State | Host ervirenment. Description
M 10.75.3.44 Host is up and running. | LABNCWH
7 M 10,75.3,60 HiErst i3 up and running.  LBENCWN
1075361 HESE 15 U and funnng.  UANCWS
¢ M 10.753.71 Host s up and running.  LBBENOWA
& B 175372 Host is up and running. | LABHOWA
1753020 Hostis up and running.  UNKNOWN
5 M 10,752,130 Host g up and running. UBKNCWHN
& M 10.75.3.133 Hursk is up and running. UANKNCWHN
= B 10.75.3.155 ; ' : Agant is avilable. WIN_FE New hiost decovered through agark ping.
3 M 10753159 Hostis up and running.  UABNCWA
M 1075380 Host iz up and running.  UAKNOWA
= I 10.75.2.252 Host g up and runaing.  UNKNOWH
=
| Processes _Sﬂ@m@& B cieor | 2 Details | i 7o O
_i n"
Process 1d Initianng Time Stadt Time: Finish Tima CRaration Haet | Statis | Prograss
M a Hugsa 2%1 ;‘%“Ealﬂidl Thig t2 CHC Cistribution kU process,  10.75.3.2 Process sucteaded, EREGRRRDRg 100 %
i Mo 3, 2011 Moy 3, 2011 Thig t= CHC Distribution kit progass,  10.75.3.2 Procass pucteaded,
1:55:30 PM 1:55:37 DM

» |PAddress - Displays the list of available computers in the network.
e Name - Reflects computer's name

e State — Displays all available states: Host is up and running, Agent is available, Agent is available but busy, Agent
is unreachable

e Host environment — Displays the type of installed OS: Unknown, WinPE, Windows
»  Description - Displays detailed information about computer

«  Clickthe [IIGTNNEEN button to trigger installation process

The installation process includes seven steps:
e Step 1 DK selection
«  Step 2 OS selection
»  Step 3 Configuration
»  Step 4 Accounts
e Step 5EULA
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«  Step 6 Partition manager

»  Step 7 Install summary

DK selection
Select the Operating System you want to install on the target machine

i ﬁill 1. DK selection | 2. 05 selection i 3. Config £, 4- Accounts
Mame Description : Arch | OS5
xp x86 Windows XP Pro

-
D Lxp
%¥86 Windows 7 ENTERPRISE

) 7} 7enterprise

Fenterprise
Windows XP Professional SP3 | x86 Windows XP Pro
|

5 T Windows XP
|

Click 'Next' to continue wizard or 'Prev' to return to a previous step.

0S selection
Check an Operating System (there is only one in our example)

& 6l )

{ | 1.DK selection (&) 2. 0S selection © ' 3. Config 7\ 4. Accounts & 5. EULA
Mame Arch | Family Locale Dascription
‘@ B Windows 7 ENTERPRISE xB6  WinNT6.1  [EN] Windows 7 ENTERPRISE

[ Cancel l I < Prev ] [ Next >

Click 'Next' to continue the wizard or 'Prev' to return to a previous step.

Configuration

*  Type installation configuration information

24
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{ I L1, DK selection 27 2. 05 selection @ 3. Config &3 4 Accounts 2 5. EULA i b
| { :
I
Language to install English =
Username | ¥our Name
L [lworiemﬁﬂm
l Serial number | RO =IO = YOO - O OO X, L

|
Computer Name

Re-type default administrator password

|
Default administrator password |
|
|

TimeZone {UTC) Dublin, Edinbure ™ |

Cancel I E < Prev l I Next =

e Username - Type the user's name
*  Organization — Type the name of the organization
»  Serial number — Enter the Windows license key.

Note: Windows 7 Enterprise does not require serial number.

e Computer name — Type computer Network name

»  Default administrator password - Type a password for the local Windows "Administrator" account
*  Re-type default administrator password - Re-type the password

e TimeZone - Select the time zone from the drop-down menu

e Click 'Next' to continue wizard or 'Prev' to return to a previous step.

Tip: All Installation configuration data is stored in the installation template.

Accounts

The next stage allows you to customize an account name and account role

{ /1. DK selection * 2. 05 selection = 3. Config ,_q_}. 4. Accounts @ 5.EULA & 6 b

(% Add | & Edit | T Delete

Account name | Account role

Cancel ; [ < Prav 3' Mext >

¢ To add a new user's account name, click the 'Add' button
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/
/

Account name

Accountpassword. 0 o oo o

Re-type account password

Role ADMINISTRATORS

save | | cancel

e Fillin the 'Account name' and 'Account password' text boxes.

*  Re-type the password and then select a Role for the new user. Note: We are strongly recommend adding at least one
user with an administrators role.

Role [ADMINISTRATORS =

USERS
FOWER_USERS
ADMINISTRATORS

»  Click 'Save' for the settings to take effect.

e The name and account role will appear in the Account dialog.

‘. 1. DK selection ¥, 2. 05 selection i 3.Config [} 4. Accounts ®s.Eua P g}

(8 Add | [ Edit | [ Delete |
Account name i Account role
Robert ADMINISTRATORS

[ Cancel | | < Prev l | Next =

e Click 'Next' to continue the wizard or 'Prev' to return to a previous step.
EULA

*  Read the complete User License Agreement by clicking the 'User License Agreement' tip box.
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{ /1 1. DK selection [#, 2. 0S selection 3. Config £, 4. Accounts a 5. EULA *w*‘ 6| }

e
MICROSOFT SOFTWARE LICENSE TERMS

WINDOWS 7 ENTERPRISE

Your use of this software is subject to the terms and conditions of your volume license agreement. You may not use this
software if you are not a volume license customer or if you have not acquired a license for the software under your volume

license agreement.
EULAID:Win7_RM.0_E_VL_en-us

[} 1 accept the license terms

e Click 'Next' to continue wizard or 'Prev' to return to a previous step.

Partition manager

e Aprogress indicator will show the connection being made with the target computer

{ %, 2. 0S selection ‘5 3. Config £, 4. Accounts i@ 5. EULA 5 6. Partition manager b
Boot |Format
|
Please wait for communicating with agenton: 10.75.3.155
M
r’“\

HDD Number ' ' info:

Sector size

Cancel ] ’ < Prev

e The list of partitions on the target machine will be displayed

»  Capacity - Displays full technical information about the selected disk
e Undo - Erases the last change done - reverting it to an older state

e Redo - Moves to the last change done

»  Create partition — Allows you to create a partition

»  Edit — Allows you to edit account and/or user role

*  Delete — Allows you to remove account

*  You can also format the partition or disk information by selecting it.

Tip: During the installation process the target computer must be rebooted with the WinPE OS. It can be done in two ways, if
the target computer already has a CNC agent installed and running — rebooting happens automatically, otherwise you must
reboot the computer manually.

The installation process will indicate the need to reboot with the following dialog window:
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{ ) 2. 2. 08 selection 50 3 Config £, 4. Accounts @ 5. EULA @ 6. Partition manager b
s g [ SR v T o 4
e Relnshi B Credie Pa 8 i ]

Darttion Elia cuatam Size Aottt poins SHa Hont ormat

Please turn on or reboot Host manually: testPC 10.75.3.155

LS
el

—-Jl\'.

HDD Number® " info:

| - cancel | | < Prev ]

Once the target computer is rebooted, the Partition manager dialog displays all partitions on that system. From here you can
create, delete, or format partitions.

b 3. Config & 4. Accounts & 5. EULA 5 6. Partition manager

¥ pelete Partition |

Partition 1 NTFS 34.25Gb  E:N\ Windows

Unallocated space 1024 Kb
Partition 2 (System) NTFS 38.55Gb i\ Windows o e |=
Unallocated space 5.21 Gb '

Partition 3 NTFS 5.56Gb  F:\ L8

HDD Number ' ° info:
Capacity Sector size

l Refresh | [ Cancel J l = Prev ] l Next >

Format option helps to install selected partition in two ways:

e Checking the 'Format' box will remove Windows (and all other) folders that remain on the disk from a previous OS
installation.

*  Leaving it unchecked creates a new Windows folder and saves the previous one as “Windows.old”
»  Click 'Next' to continue the wizard or 'Prev' to return to a previous step.

»  The 'Refresh’ button on the top of the interface reloads information executed by Diskpart
*  The 'Refresh' button on the bottom of the interface reloads the User Interface (UI)

Install summary

The last step allows you to get information about the target computer and to start the installation process immediately - or create
a scheduled installation.

To make your save your settings in each stage future use, click the 'Save as template' button.
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i 3 Config &, 4. Accounts i 5. EULA

“~=’, 6. Partition manager _ I:* 7. Install summary |
You are going to install:

Hosts

10.75.3.155
05 Windows 7 ENTERPRISE
Actions :
@ i Start now!
) 5 Schedule...

I Save as template J

Cangcel ] I < Prev ] I Finish l

= ]

Select the 'Start now!" radio button and click 'Finish' to continue the installation process or 'Prev' to return to previous
step

e The'Install: Progress' dialog will appear

'é:ft ; &

Progress
Preparing to install Windows k 10 %

Preparing to install Windows.

Screenshot

You can view an installation process via remote desktop
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Prograss
Completing Windows e 41 %
installation W _______________
Completing Windows installation.

Screenshot

o The installation process on host testPC with IP 10.75.3.155 has successfully completed.

You can enter to the host using Remote Desktop.

»  After successful installation the target computer's Host Environment type will change from "WinPE" to "WINDOWS".
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3 Imstall =

i
BE =
1P sddress Fame State Host emironment Desoiption
& Bl 1075344 Host is up and runnng.  URKHOWN
o BTAL R Host is up and running.  URKNOWN
= M 10.75.2.61 Host is ug and running.  UBRKHDWA
» W 10.75.3.71 HOEE i3 up and runnmng.  URSHDAWHN
W 1075372 Host is up and running.  URBCHOWY
o Bl 10,753,120 Host is Uup and running. | LBBCHOWN
o B 10,793,030 Hoet is up and running. | UBBCNDWN
= M 10,752,132 Miet id up and funning.  USKNOWS
o B 10.75.3.155 testRs Agent is available. (ﬁrmows D New nost desoaversd thiough 306rE ping.
+ B 10753150 Hosst i up and nunning. | UBKHOWS
& Bl 10753180 Host is up and running.  USBCNOWN
o M 10.733.253 Hest i up and running.  UMKNGWN
- -
[ Processes | Mothcabions 3 | & Cleor | T3 oot | 0 Q-
1 vz G E
Process 1d Enitiating Time Stat Time: Finizh Tiena Cperation HaEg Statis Prograss
=M a Hew 3, 2011 How 3, 2011 M 3, 2011 Thig is CHC OF instalation process, 10,752,155 Brycess sunceeded, e
F03: 14 PM 303514 PM 3:175:32 PM i
oMy New 3, 2041 v 3, 2011 This is THC Q5 instalation process, 10,753,155 Process succesded, 100 % E
3:00:34 PM 3:03:14 PM ]
s New 3, 2041 Now 3, 2041 Now 3, 2011 This 1 CHC Q5 instalation process.  10.75.3.155 Procass Ptarmupesd. 00
2:57:24 FM 2:57:24 PM 3:00:21 PM
st Fceiuridd LARRPES B TRl = 1= o VTR s PP AEEsariended TS

*  The Information Panel on the bottom indicates the installation progress as a percentage.

Processes | -h'ol:ﬁl::mns 3 : ﬂ Clear j Detals | KD Ly
. 8@
Procass Id Inkisting Time Start Tama Fruzh Time paration Heat Shatus Frogress
oEe Moy 3, 2011 Mo 3, 2011 This is 'CHC 05 instalation’ pro<ess.  10.75.3.155 Process is running. — .SS% i
3:03:14 FM 3:03:14 PR

Installing Operating Systems On Computers Using CNC Templates

CNC's template system allows administrators to automate the often repeated exercise of installing operating systems on
networked computers. Once set, a template can be re-used to install an OS on multiple computers using the exact same
installation conditions.

A Comodo Network Center template determines the type of operating system, user's name, administrator's password, partition
location and license agreement. This operating system Installation template is then used to repeat the installation process more
than once.

Installing an operating system requires CNC distribution kits (ISO) to specify what kind of operation system will be used.
Installation operating system supported
e Windows NT 5.x (Windows XP (32 bit), Windows Server 2003 SP2 (32 bit))

e Windows NT 6.x (Windows Vista (32 and 64 bit), Windows 7 (32 and 64 bit), Windows Server 2008 (32 and 64 bit),
Windows Server 2008 R2 (32 and 64 bit)).

Note: Installation templates do not include information normally specified in the “Config” step since that is unique to each
target computer. However, any settings common to most computers will be saved in the template.

Creating the installation template requires you to follow the installation wizard's steps to determine all configuration settings.
«  Step 1 DK selection
e Step 2 OS selection
»  Step 3 Configuration
«  Step 4 Accounts
e Step 5EULA

»  Step 6 Partition manager
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/

e Step 7 Install summary

Templates can be created at the end of any installation process by clicking the ‘Save As Template’ button. This will save all

configuration options that you specified up to this point into a re-usable template. This includes operating system, partition on
which to install, and which users to create.

To create template for installation process

Select 'Install' sub-section and click 'Run Install' green button

The installation process appears on the bottom of Information Panel

!Pﬂxam! | mntifications (g} B Chuar | ) outaib | 40 [+ ]
b 1 EN T
Frocess 1d Iritiating Time Eran Time Finish Time ‘Dperabon Hiost Status Progress
B 40 :n;-’-i{nhs';‘: This & "ChC O3 installatioey process. 10.75.3.155 Frocess is under configuration. 1 1%

The operating system installation process includes seven steps:

At the last 'Install summary' step click 'Save as Templates' button on the bottom of the Installation summary window

|3, Config ""J 4. Accounts {# 5. EULA “'5:': 6. Partition manager =] 7. Install summary

You are going to install:

Hosts 10.75.3.155
os Windows 7 ENTERPRISE
|
4
Actions :
‘@ i start now!
o 7" Schedule...

E Save as template l

Cancel l [ < Prev ] [ Finish

e The Add installation template dialog will open

*  Type a template name and description

fdd installation template

Template name

usertemplate

optional usage
Description

r—  E—

¢ Click the 'Save' button

*  The confirmation dialog will appear
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@ Template was saved successfully.

e Click 'OK'.

»  Click 'Finish' to start the installation process.

Prograss
Completing Windows ————|
installation el |65 %

Completing Windows installation.

Screenshot

1

»  On completion of the task, a message indicating successful completion of the install process will be displayed.

The installatian process on hiost testPC with IP 10.75.3.155 has successfully completed.
You can enter to the host using Remote Desktop.

e Click 'Ok’

Backup/Restore

Comodo Network Center is a centralized management system allowing you to backup and restore files folders, partitions, master
boot records, and whole drives for computers in the network.

During the creation of a backup/restore tasks you can choose which type of source you wish to backup/restore, where you want
your backed up /restored files, partitions to be stored (destination) and when to backup /store (schedule the task). Network
Center provides customization and management of What and When options using a web interface. Comodo Network Center, in
addition running custom backup/restore tasks, also allows you to create templates that can be used to repeat those tasks.
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Click the links below to see detailed explanations on each option in Backup/Restore:

*  Backup wizard
*  Backup templates
*  Backup images
*  Restore wizard

¢ Restore templates

Backup Wizard

Note: Ensure that the CNC agent is installed and running on all target endpoints. If you need assistance downloading or
installing this agent, please see.

»  Select 'Configuration' > 'Computers' from the left hand Navigation pane

OR
»  Click '‘Computers' shortcut at the Configuration area

e The 'Computers' tab interface will open

i coMODO
Cenating Trunt Oetirar

"y ComodoNetwork Center

- B % Computers -

5 Rateah | B o cdk  TH Dalske | S Discoverall | B Clanup

Address Hast oount f MAC Addres: Name Stabe Fassword | Host environment | Cesonphion

TiE 192160155024 3hoss - - -
152.164, 155, (R 0a:00127:00/00:00 HoSt i U BN nning., UMY
152.168.455.2 | 08:00/27:55:dL a8 AQere is avalable. UMERONAN New hest discovered through agent ping.

| Processes | Wetifications | & cuar | ) Deasie | (0 (-]

[ i i
Frocess Id Crebiating Tame ‘Start Time: Finish Time operzkon Hest | Status | Frogress
el B Qet 25, 2012 Oet IE, 2023 This is 'ChC Distribution kit grossss. 192.168.155.15 Precess susceaded, i 00 S
2:1%:18 BH 2:30:18 BH et

The menu bar structure enables you to easily add host, delete or edit host, discover all available hosts from the network, and
clear all invalid or completed processes.

The 'Computers' tab of Comodo Network Center is divided into the following areas.

% computers - [N
>

Refrash | gy &' Edit ﬁ Delete | 'ﬁl Discover all | ﬂ Cleanup |
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o /

f" Refresh Refreshes the computers list in the subnet
P Add host Allows you to add available Host computers
._é Edit— Allows you to edit computer properties - IP address, MAC Address
ﬁ Delete Delete target computers from the subnet
';l' Discover all Implements a search of any available computers in subnet
E Cleanup Clears all tasks on the selected target machine

The 'Computers' tab interface divides into six columns:

e Address - Displays all IP addresses discovered in the subnet
e Host count/MAC Address — Displays unique MAC host Address
*  Name - Displays each computer's name

»  State - Reflects the status of each host machine: Agent is available, Host is unreachable, Host is up and running,
Agent is available, but busy

»  Password - Indicates if a host administrator password has been specified.
*  Host environment - There are three possible environments: Unknown, Windows, WinPE
»  Descriptions — Reflects notifications

e Checkbox an available agent.

Note:

e The CNC agent must be installed on target endpoints before any backup can commence

—-. Unable to run {or continue) backup:
Backup can't be run without agent.
See logs for additional info.

e CNC also requires an administrator’s password for each target machine before it can begin the backup operation.
Click ‘Edit' to configure host settings, specify the required passwords and click ‘OK’
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Backup Images

Creating a custom backup task allows you to select items to be backed-up, like the folders/files, an entire disk, a partition,
registry entries — plus the destination where you wish to save the backup. You can also schedule the backup job to be executed
at set intervals.

Backups created by Comodo Network Center protects your valuable data against damage or loss. Backups can be made to
Comodo's highly secure Online Storage facility for additional off-site protection against loss or corruption.

You can back up:

«  Backing up disk, partition and/or MBR

»  Backing up folders or files

To backup the whole Disk drive, drive partition(s) and / or the MBR

»  Select Backup/Restore from the Dashboard navigation Panel
e Click the 'Backup' tab

»  Select checkbox 'Agent is available' state to make it active

- Click IOGT Backup | button

e The Backup wizard will display. It has six stages:

Stage 1 Backup source type
Stage 2 Backup source
Stage 3 Destination type
Stage 4 Destination settings
Stage 5 Destination path
Stage 6 Backup summary

Stage 1 Backup source type

The Backup Wizard screen gives you the ability to choose what components will be backed up: Disk, Partitions, and MBR or
Files and Directories.

e Select the 'Disk, Partitions and MBR' radio button.

Eg 1. Backup source type ﬁ’\ 2. Backup source bigq 3 Destination type ot 4. Destination setting: }

Select backup source type
@ Disk, Partitions and MBR

) Files and Directories

»  Toreturn to a previous step to review/redo the configuration made, just click the 'Prev' button.

e Click 'Next'.

Stage 2 Backup source
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*  The progress of connecting to the CNC Agent will be displayed

{ . 1. Backup source type @ 2. Backup source :g 3. Destination type ... 4. Destination setting )

FHE 5Y5TE o] Tl OuUNL point. - L3De

Please wait for communicating with agent on : 192.168.155.2

M
e

L

I Cancel J I < Prey I

*  The CNC server will connect to the CNC Agent and all information about the target computer's disks, partitions, and
MBR will be displayed.

{ { W] 1. Backup source type ﬂ 2. Backup source '—fﬂ 3. Destination type It 4. Destination setting b
Pa.ltition EFiIe system Size éMount point  Label Boot -
El MER
F Partition 1 NTFS 100 Mb DYy System +
] Partition 2 (System) NTFS 9.9 Gb iy Windows
E Unallocated space 1024 Kb =
W © HDD 1 30 Gl
il MBR
B Partition 1 NTFS 100 Mb F:\ System
E Partition 2 NTFS 16 Gb E:\ Windows +
| Bartition 3 NTFS 13.9 Gb Gy Windows
i [ Unallocated space 1024 Kb =
Cancel ] [ < Prev ] | Next>

*  Toreturn to a previous step to review/redo the configuration made, just click the 'Prev' button.

*  Select the disk partition to be backed up and click 'Next'

Stage 3 Destination type
»  The third stage of the process is to choose the destination for storing your backup Disk, Partitions, or MBR

*  Network Center — All backed up data will be stored at the backup folder located in the CNC data directory. CNC
data directory was set during CNC server installation.

e Comodo Online Storage — Saves backup data on the Comodo Online Storage service.

*  Local Computer — Saves backup data on the target computer's local hard drive, removable drives connected to
the computer or a network drive.

e FTP Server - Saves backup data on an FTP server.
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{ [» 1. Backup source type |z 2. Backup source % 3. Destination type L. 4. Destination setting

Select destination type for backup file
@ Network Center on 127.0.0.1

| cancel | [ <prev | [ newt>

»  Toreturn to a previous step to review/redo the configuration made, just click the 'Prev' button.

e Select the one above and click 'Next'

To backup only selected folders or files

e Select the 'Files and Directories' radio button.

| Select backup source ty|

{ & 1. Backup source type D 2. Backup source i:\a 3. Destination type lezy, 4. Destination |

Select backup source type
Dislk, Partiticns and MER
@ Files and Directories

e Click 'Next'
»  Toreturn to a previous step to review/redo the configuration, just click the 'Prev' button.

*  Progress of connecting to CNC Agent will be displayed
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{ - 1. Backup source type I:% 2. Backup source E_E 3. Destination type L\, 4. Destination setting b

Fi vetam >, $
HE 5Y5LE | Pl

Please wait for communicating with agent on : 192.168.155.2

. Ly

I Cancel J I < Prev I

e CNC server will connect to CNC agent and let you navigate to the file(s) or the folder(s) you want backed up and
select the checkbox(s) beside the required item(s).

W L. Backup source lype ﬁ 2. Backup source &g 3. Destination type o 4. Dustindlwn,‘

e

Select files and directories to backup

Dir

Be 5

Ea Dt

[ = [ D:/$RECYCLE.BIN

[ ]| D:/$RECYCLE.BIN/S-1-5-21-2158845125-3145526052-1590707754-500
¥ = | DufSystem Volume Information

[} D:/System Volume Information/tracking.log

Be &E:

Bea 5F:

e & G:

Cancel ] [ = Prev l I Next =

e Select your destination type

| 'Select backup destination typ
{

P 1. Backup source type = 2. Backup source % 3. Destination type re 4. Destination| )

Select destination type for backup file
‘@ Network Center on 127.0.0.1

Cancel | | < Prev ][ Next =
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e Click 'Next'

Stage 4 Destination settings
skip to stage 6

Stage 5 Destination path
skip to stage 6

Stage 6 Backup summary
The Backup summary stage allows you review selections made in the previous stages prior to starting or scheduling the backup.

| { testination type Li 4. Destination settings ' 5. Destination path {i &- Backup summary |

You are going to run backup process

Selected Host: 192.158.155.2 *

Media to backup: C:/chulog

D:/System Volume
Information/tracking.log

D:/System Volume Information

Backup Image Store: Network Center on 127.0.0.1 :
Backup Name: backup_%backup_date®: -
Actions :
@ g Start now!
[ schedule...
] Save as template l | Calculate size ] Cancel ] [ < Prev l i Finish

From here you can see whether all settings are correct.

Note: The backed up files will be saved with a .cbu extension in the default location or your selected location.

»  Toreturn to a previous step to review/redo the configuration, just click the 'Prev' button.
»  Click 'Finish' for the settings to take effect.
e 'Calculate size' button allows you to see the size of the backup image file.
»  Click 'Next".
Actions

The 'Actions' option allows you to run backup process instantly or lets you set up a scheduled backup according to your
preferences.

You can also save your backup selections by clicking the 'Save as template' button. To learn how to create a backup template,
click here.

¢ Check box 'Start now!" button

«  Backup progress will be indicated
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Please wait

"} R

*  On completion of the task, a message indicating successful completion of the backup process will be displayed

o The Backup process on host test? with [P 192 168.155.2 has successfully completed.

by

e Click 'Finish'
*  You can view the progress of any backup task on the Information Panel located at the bottom of the interface

-;m | Motifications & ciear | [T patails {0 (%]
i vt
Frocess [d Initiating Time Start Time Finish Time Jperation Host Smtus Frogress
B 20 Maw 1, 2011 This is 'CNC Backup' process. 192.168,155,2 =rua_es; is_und!r l 3 %o =
2750 AM configuration, |

From here you can Edit, Delete and Run Restore processes.

»  Click here to read more How to Edit/Delete Already Backed up Images

*  Click here to know How to run Restore Images

Backup Templates

Templates can be created at the end of any installation process by clicking the ‘Save As Template’ button. This will save all
configuration options that you have specified up to this point into a re-usable template. This includes operating system, partition
on which to install, and which users to create.
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Creating the a backup template requires you to follow the backup wizard's steps to determine all configuration settings.
e Select the Backup/Restore from the Dashboard navigation Paned
e Click 'Backup' tab
e The Backup wizard window will open. It consists of six stages:
»  Stage 1 Backup source type
«  Stage 2 Backup source
«  Stage 3 Destination type
»  Stage 4 Destination settings
»  Stage 5 Destination path
«  Stage 6 Backup summary

At the last 'Backup summary' stage, click the 'Save as template' button

{ }_;:j 3. Destination type lr_. 4. Destination settings :'_j;g 5. Destination path i,* 6. Backup summary J
=

You are going to run backup process

Selected Host: 192.168.155.2
Media to backup: HDD O/Partition 1
Backup Image Store: MNetwork Center on 127.0.0.1
Backup Mame: backup_%backup_dates
Actions :
| @ i Start now!
| 01 f] Schedule...
| [ Save as template ‘ [ Cancel J [ < Brev I I Finish

e The 'Add backup template' window will open, enter a Template name and Description (optional)

Template name |bau:|-cuptemplate |

incoming

Description

[ save | [ conce

e Click the 'Save ' button

*  Aconfirmation dialog will display.
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@ Template was saved successfully.

|

»  Once you have created the template you can leave the backup wizard by clicking the 'Cancel' button

OR
»  To actually start (or schedule) the backup process, click the 'Finish' button

To read more on How to create scheduled backups on a target machine, click here.

Restore Wizard

Once you have successfully created a backup (.cbu) file you can restore the contents of this file at any time and to any location.
The restore wizard quickly guides you through this process and allows you to choose the destination where you want to restore.

»  To access the Restore interface, click on the 'Backup/Restore' section from the Left Hand Side Dashboard pane,
select 'Restore' sub-section

OR

*  Click on the 'Backup/Restore' section from the Left Hand Side Dashboard pane and select 'Backup images' sub-
section

e Check the box next to a computer that has a state of “Agent is Available”.

Note: Ensure that the CNC agent is installed and running on all target endpoints. If you need assistance downloading or
installing this agent, please see.

*  Click the 'Run Restore' button
Restore process consists of four simple steps:

»  Backup destination type

*  Select backup image

*  Restore location

*  Restore summary

Stage 1 Backup destination type
This allows you to specify where the backup file is located. Choices are:

*  Network center — The backup file is located on the Network Center's own drive

*  Local computer — The backup file is located on the target computer's internal hard drive, removable drive, or
mapped network drive.

*  Network Location — The backup file is located on another computer in the network.
e FTP Server - The backup file is located on an FTP server.
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[ % 1. Backup destination type '—:E] 2. Select backup image

&

{i§ 3- Restore location i 4- Restore ¢

Select destination type for backup file
@ Network Center on 127.0.0.1

m

»  Toreturn to a previous step to review/redo the configuration made, just click the 'Prev' button.
»  Click 'Next' to move to the follow stage of restoring process
Stage 2 Select backup image

e Select the backup file you want to use and click 'Next'

‘s 1. Backup destination type ) % 2. Si‘f.fléi_'.t backup image {1 3- Restore location ih 4 Resturei b

il

Name | Host Type Source
@ backup_20111031_025646834 192.168.155.2  Partitions and  HDD 0/Partition 2
i S e ; ~ MBR R i : :

l Cancel | [ < Prev | | Next =

»  Toreturn to a previous step to review/redo the configuration, just click the 'Prev' button.
e Click 'Next.
*  Progress of connecting with the CNC Agent will be displayed.
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el
|
Select locations for partitions’ restore

_::;n 1. Backyp destination type 'E] 2. Select backup image ;L‘. 3. Restore location ity 4. Restore b

Backup par

Please wait for communicating with agent on : 192,168.155.2

L
i

o-“.;-.

E Cancel ] [ < Prev,

Stage 3 Restore location

The third stage of the process is to select data you wish to restore from the backup image (.cbu) file and then choose where you
want it restored - the drive / folder in the target computer's hard drive.

*  The right hand side pane displays the options for selecting the item to be backed up.

Tip: Ensure that partitions do not store to the target computer's system partition and that the restore location is large enough
to hold the data being restored.

*  To select the individual drive partitions, select the respective partition drive letter.

1. Backup destination type ‘—E 2. Select backup image :* 3. Restore location iy - Restore| b

Select locations for partitions’ restore
[#] Backup partition Restore location

{J| HDD O/Partition 2(G:\, 5.81 Gb} HDD O/Partition 2(G:\, 5.51 Gb) x|

" |HDD 0/Partition 1({D:, 4.19 Gb)
|HDD 0/Partition 2(G:\. 5.81 Gb)
|HDD 1/Partition 1{C:Y, 9.92 Gb)
|HDD 1/Partition 2(E:\, 16.32 Gb)
|HDD 1/Partition 3(F:\, 3.76 Gh)

Cancel ] [ < Prev ] i MNext>

*  Toreturn to a previous step to review/redo the configuration made, just click the 'Prev' button.

e (Click 'Next'

Stage 4 Restore summary

The Restore summary stage allows you review selections made in the previous stages prior to starting or scheduling the
Restore. You can view the host IP address, new partition location, backup name, and location of the backup image.
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i ickup destination type i:ﬁ 2. Select backup image ilj 3- Restore location Edi 4. Restore summary H

You are going to run restore process

Selected Host: 192.168.155.2
Media to restore: HODD D/Partition 2 -> HDD 1/Partition 2
Image: backup_20111031_025646834
Restore Image Store: Network Center on 127.0.0.1
Actions :
‘© i Start now!
7 [ Schedule...
Save as Cancel < Prev Finish
[ template ] [ ] [ __]

Note: The backup image files were saved with a .cbu extension in the original backup location.

»  Toreturn to a previous step to review/redo the configuration, just click the 'Prev' button.

e Click 'Finish' for the settings to take effect.

Actions

The 'Actions' options allow you to run a restore process immediately or set up a scheduled restore according to your
preferences.

You can also save all your restore settings by clicking the 'Save as template’ button. To learn how to create a restore template,
click here

»  Click 'Start now!" to run the restore process

*  The Restore progress will be shown

Plaase wait

*  On completion of the task, a message indicating successful completion will be displayed
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o The Restore process on host test? with IP 192.168.155.2 has successfully completed.

-

e Click 'Ok'. To complete the process.

*  You can view the progress of any restore task on the Information Panel located at the bottom of the interface

| Processes | Wotifications & cear | D patails {0 o
1 i
Process [d Initeatng Time Start Time Finish Time: Dperation Host Exmtus Progress
& 20 Moy 1, 2011 Thiz is 'CNC Backup' process. 152.168.155.2 Process is under | 3 % ‘
F:2T50 AM configuration, |
Restore Templates

Templates can be created at the end of any installation process by clicking the ‘Save As Template’ button. This will save all
configuration options that you have specified up to this point into a re-usable template.

Restore template consists of four simple steps:
«  Backup destination type
*  Select backup image
*  Restore location
e Restore summary

*  Atthe last 'Restore summary' configuration wizard step, click 'Save as template' button

{ sstination type {'\-J 2. Select backup image ) 3. Restore location 1y 4. Restore summary }

You are going to run restore process

Selected Host: 10.75.3.155

Media to restore: D:/ARMAZFree_sstup.exe

D:/bck.log

Image: backup_20111103_ 045600432

Restore Image Store: Metwork Center on 10.75.3.2
Actions :
@ 3 Start now!
[ Schedule...

( Save as J' | Cancel | <Prev ] { Firish J

template |
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»  After you create a restore template you can click the 'Finish' button and launch the restoration or create a scheduled
restore.

e Add restore template window will open, type your Template name and Description (optional) and click 'Save' button

*  Aconfirmation dialog appears for the successful export of the configuration.

@ Template was saved successfully.

|

Or
»  Create a restore template without launching the restoration process, by clicking the 'Cancel’ button.

e Aconfirmation dialog will be displayed

Note: The application can restore the files\folders that are saved in .cbu format only

@ Template was saved successfully.

|

»  Click 'Finish' to launch the restoration process. You can see a progress bar indicating that the files are being restored.

Flease wait

e On completion of the restoration, a confirmation for the successful restore will appear.
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o Restoring...

To read more on How to create scheduled restore process, click here.

Configuration

Configuration area from the Dashboard Navigation pane allows you to customize operating systems, select the type and
architecture of distribution kits, configure the DHCP server, add, modify or remove computers in the system, and create, delete,
edit, assign new roles, user permissions, and passwords.

e Sy ey CDM}EE&

g¢ Comodo Network Center

Dashboard [S-HETOlS

Hawigatian "?W'W’"’.‘”"ﬁ;‘i}‘ﬁg?ﬂiﬁ f

(_a ey Backup | Rustore

| Backup partitions or Rastora partitions ar|

—_— | directories/files directarias/files
M Backup / Restare |
& contomation T

% s b configuration @M Camputers { rf“- J Diskribation kits

—"E Manage list of | Bl Manage list of

. | . dintributi i

&‘1 Computears \ "_:-mmpuh:m | .;:.-__dllhbulmn kits

& Usars ‘

'Té Scheduling
_______ SE8 = L -

Processes | Notifications | B clasr | Th Dawails | D o

| {1 ¥ H i
Process Id | Tmitiating Tima | Start Time | Fimish Tirme Dparation Hest | Status
(5] Bt Ot 25, 2011 Sek 25, 2011 Thiz is 'CNC Distribubion kit' 152, 1608.155.15 Process succeaded,
2:19:15 PM 2:20:16 PM process.,

The Configuration area is divided into:
*  Network Configuration
e Computers
*  Users

*  Scheduling
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Startup Configuration Wizard
Comodo Network Center allows you to make network settings appropriate for your sub-net.

To start up the configuration wizard, please read Network Configuration section.

Note: You do not need to select another subnet to activate configuration subnet settings. Otherwise, all information about the
previous one would be lost.

Network Configuration

Here you can configure CNC to work in a selected subnet, adjust the embedded DHCP server or use an external one.

e Login to CNC server to configure CNC

Note: By default the predefined Login and Password to enter the system is “cnc”. We strongly recommended you configure a
new Login and Password for your safety. To learn how to get an administrative Login and Password click here.

cCOMODO

Creating Trust Online®

"l Comodo Network Center

Login | |

Password | |

© Comodo Group, Inc. 2011, All rights resemved

»  The Configuration Interface will open. Comodo Network Center Configuration includes four easy steps:
«  Step1 - Select Interface
e  Step2 - Select DHCP
»  Step3 - DHCP Config
e Step4 - Setup Summary

Step 1 - Select Interface
The first stage is supposed to detect and allow you to select CNC interfaces.
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; T 2. Select DHCP ‘5 3. DHCP Config 4 4- Setup Summary
Please select interface:
D eth3 192.168.155.0/24

e e

»  Click 'Next' to continue the configuration process or 'Prev' button to return to a previous step

To configure the network using CNC DHCP

Step 2 - Select DHCP
e Select the type of DHCP server

Gelect DHCP

(P

% 1.Select interface  [5} 2. Select DHCP 4 3. DHCP Config AJj 4 Setup Summary
Please select DHCP:
External DHCP

@  CNCDHCP

Cancel ] I < Prev ] [ Next >

There are two types of DHCP server:

»  External DHCP - Select this option if a DHCP server is already in use on the IP subnet
e CNC DHCP - Select this option if there is no DHCP server available on the IP subnet

»  Click 'Next' to continue the configuration process or 'Prev' button to return to a previous step

Step 3 - DHCP Config

The DHCP Configuration interface will open. Network Center's configuration interface includes customizable (Start Pool, End
Pool and assign IP Address ONLY from this range) and options automatically detected by CNC (DNS, Default Gateway).
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(™ 1. Select Interface -'-_j'_;: 2. Select DHCP ;;S' 3. DHCP Config i 4. Setup Summary
DHCP Config
Start Pool : (LRI k]
End Pool : 192.168.155.254
DNS : 192.168.75.1, 192.168.70.1
Default Gateway : 192.168.155.1

»  Click 'Next' to continue the configuration process or 'Prev' button to return to a previous step.

Step 4 - Setup Summary
This step allows you to check whether all previous settings were configured correctly.

| ®= 1, Select Interface 2. Select DHCP

, 4 3. DHCP Config

-!'S

Setup Summary

Network Interface: 192.168.155.0/24

DHCP Server: 192.168.155.13

Start Pool: 192.168.155.1

End Pool: 192.168.155.254

DNS: 192.168.75.1, 192.168.70.1
Default Gateway: 192.168.155.1

TFTP Server: 19;[}159.155.15

Boot Fila Name: pxelinux.0

([ cancet ] [ <prev | [ rinish ]

»  Click 'Finish' to complete the configuration process or 'Prev' button to return to a previous step.

*  On successful completion the confirmation message will be displayed.
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o Configuration was saved successfully!

*  Click 'Ok' to close the dialog.

e Select 'Computers', select a host and click the 'Discover all' button.

L. Attention!

All information about existing subnets
and hostz will be removed before the
discovering process is started.

Are you sure?

[*r’es][ Nu]

After the Network configuration has been completed CNC can fully interact with computers in the configured subnet.

Computers

Computer Management is a set of administrative tools, which can be used to do both auto-discovering and manual operations
such as addition, modification and removal of the computers in the system. It can also be used to manage these computers
within the local network. The object representations allow you to group related network objects together in the system.

e Click the 'Computers' shortcut
Or
»  Select the 'Configuration' section > 'Computers' sub-section

e The 'Computers' interface will open.
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3 Comodo Network Center
] 2 Computers ©

&2

| B aad hest | [ Edi % Discover ahl | &
=
Address Host count [ MAC Addres: Name State Password ;mﬂtmirmmzrtiﬂlcsl:"intiun
¥l 15218155024 3 hosts = =
152, 068,155.1 (R Ga:00:37:00:00:00 Host is up and runrng. P N
162, 168,158.2 08:00:27:5%:dLam testZ Agent is available, [ el HWew host discovered through agant pang.
& caar | [ Detaits 5 (=}
.'. .
Pracess 1d nitiating Time Start Time Finish Timea Oparatian | Host | Status Frogress
o 28 Mow 1, 2011 Mov 1, 2011 This is "CHC OF installation’ process,| 152, 162.155.2 Process mterrupted. mmn % &
4:21:%1 FM 4133018 PH
= s Hewv 1, 2011 Mev 1, 2011 Mev 1, 2011 This is 'CHC Restore’ process, 1%2,168,155.2 Process sucoseded. 10 k|
3:08:56 FM 3:03:56 BM 3:05:58 PM |
g, 7 Now [, 2011 Mov 1, 201 This is 'CHC REStore’ process. 152.168.155.3 Process susteaced. m B 100 %%
H 2:44:34 M 3:03:56 P
s Bimee 8 W94 [T B L Thir ir "R Ao’ meseare G RS 1EE T - e L Y i

e Select a network interface and click the 'Edit' button

e The 'Edit subnet' window will open and you can make all changes except for 'Next server address', 'Start pool ip' and
'End pool ip' addresses.

Edit subnet:
Metwork address:
Network mask:
Router address:

Mext server address:

Start pool ip:
End pool ip:

DNS addresses:

lta2.188.155.0

|24

192.168.155.1
192.168.155.15
192.168,158.130
192.168.155.254

194.168.70.1

3

i Ok l | Cancel

oo o

To learn how to set the Next server address, Start pool ip and End pool ip address, please click here.

The CNC server allows you to discover and add computers in the network using an active directory connection. This can be
done if you want to install an operating system on a new computer without an existing operating system on it.

The Discover all button does a search of computers in the network and will find computers that are missing from the current IP

Address list.
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*  To automatically add existing computers to the CNC network, click the f‘ Discover all button

e Awarmning dialog will appear

L. Attention!

All information about existing subnets
and hostz will be removed before the
discovering process is started.

Are you sure?

[*r’es][ Nu]

Add host manually - Add hosts to the computers list that were not automatically discovered
e Click 'Add host' button

7 Comodo Network Center

CE § % computers -

% rafrash | B add host | [ Edie | %% oiseovar at | 5
ba
,l.‘-ﬂd'!H L -nust l:m.‘nl:.n' HI‘AC Mdresl:ﬂame Sm : r Passwu;'d .Hasterwimnmzr\tiﬁesl:rintinﬁ
i 192188155024 3 hosts | o s 1= |
152,268.155.1 [R OocB0:27:00:00:00 Host is up and runmng. LI'PE'MU';‘N
&) 152,068.155.2 080027 55:dlinn testd Agent iz available. UMW Hew hast discovered through agent ping.

i Ec.har ,'_'l Dabaila. £ ﬁ)
v
Process 1d | Initiating Time | Start Time | Finish Time Operatian | Hast | Status Frogress
o Now 1, 2611 Nov 1, 2011 This is 'CNE 05 installation’ process, 152, 168.155.2 Process interrupted. o - (o
2:21:21 FM 4133118 PM
s Mow 1, 2011 Now 1, 2011 N 1, 2011 This is 'CNC Restore’ proceds, 1%2.168.155.2 Process sucoseded. 10 % L
3:03:56 PM 3:03:56 PM J:0%: 56 PM
X 27 How [, 2011 MNov 1, 2018 This is "CHC Restore’ process. 153.165.155.2 Process succeeded. R 100 %
= 2:44:34 PM 30556 PM e
i a1 314 LT e b R Thir ir 'MH™ Asclonn” rescare 1&% 1AA 188 Drrcmrr o e dodad I A AL b

*  The right pane will display a page for entering the host computer's login information.

Comodo Network Center User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 55



Comodo Network Center -—Us rGum]e coMoDo

Creating Trust Online®

Add host:

Host namie: |

Host 1P: ([

Host MAC address: [ree

Host netwark: | 192.168.155.0/24

Hest OS administrator password: | ...........

Re-type host OS administrator password | |

Host description:

[ oK l I Cancel

e Type the Host name in the 'Hostname' text box.
e Type the Host IP address n the 'HostIP' text box.
e Type the MAC address for the Host computer

*  Type the password for accessing the Host computer as the Administrator

+ Type a description
+  Click 'OK'.

+  Another computer is added with Host environment as 'Unknown' — which means that CNC knows nothing about this
computer, and the state is “Host is unreachable”.

i Comodo Network Center R— s patls | paln | Lo

Gy 3 & Computers ~
et B

S Bt FF palete | S Disowerall | 5 Cleanup
BB | Gd ;
Address Host count / HAC Addres: Name Stabe Password Host ervironment Cescripbion
B 175,343 Lot R LR Host is up and running. | LN O
1 10,75.3.44 07681380 Host is up and runnng. UMENOWN
1 10.75.3.60 90:e6:bae316:97 HEsSE i o 8 Fuiifneiyg. UNEMOWN
1 10.75.3.61 W0:mfhaeSi 1 4a Hait is e and runmng. LS KNMOWR
] 1n.75.3.71 B9 LesBeidzfsH Hast is wp and running, LN EMOWR
B 10.75.3.02 00 1msBed:f0:2d Hait is o and runfmg. UNKMOWN
= 1m.75.3.120 20 B2 2 Hast is wp and runnng, | INENOWR
| 10.75.3.130 D0121r0013F1b3tet Host is up and runnng. LINENOWN
1 10.75.3.133 00:13: 7763088 HOSE iS5 o S Fufifasyg. UM ENOWN
1 10.75.9.188 00180 Nz 72 baspr Agert o avalabie. WINDEWS Miew hast discowared through agant ging.
1 I0,75,2,156 00 Lo Baada B Hast is unreachable. LM RHOWH Mew host discoversd thraugh agent ping,
5] LD75.3,155 D026 2T Host 5 g and runnng. UMEROWR
5] 001 ThodT Hacticup acd cunpng. | LNKNOWH

1L 122Ez22 et Host is unreachabie,

a 10.75.3.195 EER PR L FRTTE w Few host discovered through agent ping.

Processes | Notcstons (iL) B Sear ) cetuts | {3 [
1 bl
Process 1 Initiating Time Stat Time Finish Tire: Operation Host Stabus Frogress
B s Hav 4, 2011 hacne &, 2011 Mz 4, TOLL Thi i "CHIC Backug” prosas. 10.TE 2155 Proceis suzoeaded. 0o -
13:58:00 FN 12:58:-03 PW 13:52:16 PH i
o Moy 4, 2011 R 4 3011 Ko 4, 001 Thiz is "CHC Backup” process. 10.75.3.13% Frocese suscendad. e 199 % L
L1:56:00 &M 11556300 M 1158321 M
L_E:] Fow &, 2011 N 4, 2001 Wow 4, ZOLL This is ‘CHC Backup’ process, 10.75.2.155 Pracess suzceaded, 0
10156100 AM 10156105 AM 10152123 AM
ol R E Mru & DN Weas d Y W d Y Thiz k& CME Fesliin” pensast WY TS R ATE Provace cimraadsd SRR nn o

Users

Comodo Network Center provides an easy way to manage CNC users. From here administrator can create, delete, edit, assign
new roles, assign user permissions, and set login passwords.

Comodo Network Center contains three types of user options.
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e User
¢ Roles

¢ Permissions

Users
Comodo Network Center's (CNC) 'Users' tab allows you to remove, add, edit users.
The 'Users' sub-area consists of three sorts of users:

e CNC System User

e CNC Users

e Guest Users

CNC System User Management

The CNC system user manages system processes. To view assigned roles and permissions the system user expands the
“cnc_system” object.

*  The Roles and Permissions sub-areas will be displayed.

[ oo e TR

#% Refresh | & Collapse | & i Y =
5 [ Users & A AR ;
T E e
[ Roles
= | | Permissions
Read settings (PERMISSION_UMS_SETTINGS_READ)
Edit settings (PERMISSION_UMS_SETTINGS_EDIT)
Read users (PERMISSION_UMS_USERS_READ)
Read schedulings (PERMISSION_UMS_SCHEDULING_READ)
Schedule install (PERMISSION_CNC_INSTALL_SCHEDULE)
Schedule backup (PERMISSION _CNC_BACKUP_SCHEDULE)
Schedule restore (PERMISSION_CNC_RESTORE_SCHEDULE)
Edit host or subnet (PERMISSION_CNC_COMPUTERS_EDIT)

Roles — Contain a list of permissions needed for a particular type of user. By default the CNC system user does not have the
CNC Admin role.

Permissions — Contains the list of permissions assigned to a particular user. By default the system user can read all settings,
schedule installs, backups, and restores, and edit host or subnet items.

To assign a new role
»  Select a user, then click 'Grant' button
e The “Grant role to user” dialog will open

*  Select the new role you want to assign
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Grant role to user:

Role: IENGAdmIn ]
| ENC Admin i
CNC Installer

CNC Backuper

CNC Restorer

CNC Distribution Kits Manager
CHNC Install Templates Manager
CHNC Backup Images Manager
CNC Schaduler

CNC Configurator

CNC Backup Templates Manager
CNC Restore Templates Manager

looko] [ cancel

»  Click 'Ok' for the settings to take effect.
e Anew role will appear beneath the 'Roles' folder
CNC User Management

Expand the CNC Users object. The Roles and Permissions folders will be displayed.

[ 2 o -

o Refresh | El Collapse | [ Add | [ Edit | T Delete | [of Grant | [ E
B [ o S R e
= _cnc system
| >
B [ Roles
CNC Admin (ROLE_CNC_ADMIN)
| Permissions

The CNC User has been assigned the CNC Admin role. That provides full access to CNC system management.
CNC Guest User Management
Expand the CNC Guest Users object. The Roles and Permissions sub-areas will be displayed.

B oo T

% Refresh | O Collapse | [ add | g edic | §§ Delst aff Gre B

El | Users
L]
as CNC_system

= | Roles
CNC User (ROLE_CNC_USER)
| Permissions

Note: The CNC Guest user does not have any Permissions by default.

Roles

Comodo Network Center service allows you to view all roles that are assigned to a user and to view existing permissions and
assign new ones.
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Dashboard

g Refresh | B Collapse | o & - o =

= | Users
-

- cnc_system

& ene

h CNC Admin (ROLE_CNC_ADMIN, cncAdmins)

Ij CNC User (ROLE_CNC_USER, cncUsers)

@ CNC Installer (ROLE_CMNC_INSTALLER, cncInstallers)

@ CNC Backuper (ROLE_CNC_BACKUPER, cncBackupers)

@ CNC Restorer (ROLE_CNC_RESTORER, cncRestorers)

@ CNC Distribution Kits Manager (ROLE_CNC_DK_MANAGER, cncDkManagers)

@ CNC Install Templates Manager (ROLE_CNC_INSTALL_TEMPLATES_MANAGER, cnclnstallTemplatesManagers)

@ CNC Backup Images Manager (ROLE_CNC_BACKUP_IMAGES_MANAGER, cncBackupImagesManagers)

@ CNC Scheduler (ROLE_CNC_SCHEDULER, cncSchedulers)

@ CNC Configurator (ROLE_CNC_CONFIGURATOR, cncConfigurators)

@ CNC Backup Templates Manager (ROLE_CNC_BACKUP_TEMPLATES_MANAGER, cncBackupTemplatesManagers)

@ CNC Restore Templates Manager (ROLE_CNC_RESTORE_TEMPLATES_MANAGER, cncRestoreTemplatesManagers)
| Permissions

Permissions

Permissions are assigned to an administrator or user in order to perform specific actions.

=] Full access (PERMISSION_ALL)

| Users

= [ ]Roles

@ CNC Admin (ROLE_CNC_ADMIN)

HTTP connect (PERMISSION_HTTP_COMNECT)
Read settings (PERMISSION_UMS_SETTINGS_REALD)
Edit settings (PERMISSION_UMS_SETTINGS_EDIT)
Read users (PERMISSION_IUMS_USERS_READ)
Add user (PERMISSION_UMS_USERS_ADD)
Edit user (PERMISSION_UMS_USERS_EDIT)
Delete user (PERMISSION_UMS_USERS_DELETE)
View processes (PERMISSION_UMS_PROCESSES_READ)
Read process details (PERMISSION_UMS_PROCESSES _DETAILS)
Clear processes list (PERMISSION_UMS_PROCESSES_CLEAR)
Pause process (PERMISSION_UMS_PROCESSES _PAUSE)
Interrupt process (PERMISSION_UMS_PROCESSES_INTERRUPT)
Read schedulings (PERMISSION_UMS_SCHEDULING_REALD)
Delete scheduling (PERMISSION_UMS_SCHEDULING_DELETE)
Read distribution kits (PERMISSION_CNC_DK_READ)

2 3 3 = 3 3 2 i = R 3 & R 3|

For example, HTTP connect - allows the user to login in to the CNC server, Run install - lets them launch the installation
process, View processes - view Informational Panel.

Scheduling

CNC's scheduling module allows administrators to create precise timetables for backup, restore and OS installation tasks.
e Scheduled OS installation on target hosts from template or image file

»  Backup and restore of data on target hosts

*  Apply schedules to tasks that you have created previously
Refer to the sections for more details:

*  Manage Scheduling Operations

*  Result of Scheduled Operations
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Manage Scheduling Operations

The scheduling option in Comodo Network Center enables you to schedule previously configured tasks to run at a set time or
interval of time. Once scheduled, the task will be executed at the set intervals without your intervention.

Note: Ensure that the CNC agent is installed and running on all target endpoints. If you need assistance downloading or
installing this agent, please see.

Scheduled backup tasks can be implemented in two ways:
e Select 'Backup' from Configuration pane and click the appropriate shortcut
OR
e Select from 'Backup/Restore' section from Dashboard Navigation pane and click ‘Backup' tab

*  Check the box of a target computer

] Como: S—

i 1:f Il [
1P Address | Mamme | State | Host envirarmnant| Deseription
W 192.163,155.1 HOEt 5 4p #nd running.  UNKNOWN
B 3192,168,155.2 testz bgert s availabls,  WINDOWS Mew host discowered through sgent ping.
T i - ; = 3
| Processes | Motifications B Clear |0} petails 0 o ]
.l ¥4
Process Id Inkisting Time Start Time | Finizh Time | peretion : Hast | Status | Frogress. |
e Ot 51, 2011 Ot 31, 2011 Qct 31, 2011 This is "CHC Restore’ process, 152.1465.155.2 Process susceeded. 100 s
4111522 PM #111:23 PM A:11:24 PM
el BT Oct 31, 2001 Qct 31, 2011 This is "CNC Restore’ process. 192.165.155.2 Process succeeded. B 100 %
£:10:38 FM PEYEET b
o s Oct 31, Z0L1 Oct 31, 2011 Oct 31, 2011 This is "CHC Backup” process, 152.168.155.2 Process failed. s
- 100108 FM 1:00:08 M 1:00:12 PH

«  Click the [T Backup | button

The back up process consists of six stages. To read more on how to run backup process, please click here.

At the bottom of the backup configuration screen the Actions section allows you to manage the launch process by selecting to

start now ‘a or use a scheduled backup.

»  Select checkbox 'Schedule...’; the 'Add task' dialog will open
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Action name: |Ba[:}up 'Files and Directories’ on host '192.168.155.2", |

Work: file backup schedule

Description:
Start time: 2011/11/04 11:37 AM[PY
Repeat: Run once -

[ Ok l [ Cancel
The available scheduling options are:
e Action name - Contains the name of the scheduled process
»  Description - Contains the description of the process
o Starttime
e Repeat
Start time
e Click the drop-down button on the Start time line: select a time from the drop-down menu.
Start time: |2011/11/04 11:37 AM|fil
Repeat: q Mow 2011 3

Sun Mon Tue Wed Thu Fri Sat
30 31 1 2 3 4 5
g T 8 ) 10 11 12
13 14 185 186 117 18 19
20 21 22 23 24 25 28
27 2B 2@ 30 1 2 3

11:37 AM [£]

Repeat

Click the drop-down button on the Repeat line: select the repeat period from the drop-down menu repeating.

Repeat: Run once E]

Hourly

Draily

Weekly

Manthly

Annualy

Minutely (for dev purpose only)

*  Run once - Executes the backup job only once at a scheduled day / time.
e Hourly - Executes the backup job every hour at the set time
*  Daily - Executes the backup job every day at the set time.
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*  Monthly - Executes the backup job on the selected day of every month at the set time.
*  Annually - Executes the backup job on the selected date of every year at the set time

e Click 'Ok’

*  Aconfirmation dialog appears after configuring the scheduled backup.

@ Action is scheduled successfully!

|

*  You can view the progress of any scheduled task on the Information Panel located at the bottom of the interface

-

Processes | Wotfications | & claar | T} Dutaila (0 o
R
Fracess 1d Inaiating Time Start T Finish Tuns Dperation Hest | Status Prograss
s Mo 1, 2011 Mow 1, 20011 This is '"CNC Backup' process. 192.168.155.2 Frocess is scheduled. i 100 %% E
2123116 PR 3:35:24 PH

e Select 'Backup Images' sub-section to view/edit a new backup image.

To schedule a restore from a backup image

*  Select 'Backup Images' section

»  Select the backed up image and click the |ILAMEUNSEEWER 'Run Restore' button

The restore process contains three steps:
»  Stage 1 Select host
»  Stage 2 Restore Location

»  Stage 3 Restore summary

Stage 1 Select host

In this step you can select the target computer.

FERAT A
% 1. Select host jj 2- Restore location ; 3. Restore summary
| 1P Address Name ' State Host environment | Description
| ® 192.168.155.1 Host is up and running.  UNKNOWN
@ 4192.168.155.2  test2 Agent is available. WINDOWS Mew host discovered through
agent ping.

sl <o} aatshces

*  Click 'Next' to continue the process or 'Prev' button to return to a previous step

»  The progress of connecting with the CNC Agent will be displayed.
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iy 1. Select hast i 3. Restore summary

l

[ Select locations for partitions’ restore

Restors locatian

Please wait for communicating with agent on : 192.168.155.2

i,
o)

[k

M

1
Cancel | | = Prev

Stage 2 Restore Location

The second stage of the process is to specify the path where the backup image is located.

i_g’. 1. Select host _“i}§ 2. Restore location {fj 3. Restore summary

| Select locations for partitions’' restore

L]
| [¥| Backup partition Restore location

qHOD 1/Partition 1(C:\, 9.92 Gb
|HDD 0/Partition 1(D:', 4.19 Gb)
HDD 0/Partition 2(G:\, 5.81 Gb)
HOD 1/Partition 1(C:Y, 9.92 Gb)
HOD 1/Partition 2(E B
HOD 1/Partition 3(F .76 Gb)

[/ HDD 0/Partition 2(G:\, 5.81 Gb)

D
——

L

N
2

|_ cancel J | =Prev J l Maxt > |

e Click 'Next' or 'Prev' button to return to a previous step

Stage 3 Restore summary
The summary information about all settings will be displayed at this final step
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# 1. Select host jj 2- Restore location il 3. Restore summary

&
_ You are going to run restore process

Selected Host: 102.168,.155.2

Madia to restore: HDD 0/Partition 2 -> HDD 0/Partition 2

Image: backuptest_schadule

Restore Image Store: Network Center on 127.0.0.1
Actions :

" i start now!

o Schedule...

I Save as template J l Cancel I l < Prav l | Finish

e Select the radio button Schedule from the 'Actions' options and click 'Finish'

o The Restore process on host test2 with IP 192.168.155.2 has successfully completed.

.*'
|
|
[

e Click 'OK'.

Result of Scheduled Operations

The Scheduling interface give you access to information about each scheduled tasks - including its name, description, start time,
repeat period, and status.

Click 'Configurations' section and select 'Scheduling' to see the results of scheduling an operation

*  The Scheduling interface will open
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T scheduling *

! 2% Refresh
Mamie Description Stark brme Trigger description Ackive
E Backup 'Files and KWow 1, 2001 2:16:22 PM Run once at '11/1/11 2:16 B brue
Dwrectories’ on host
'192.168,155.2",
_\ [ Backup 'Partitions and Mov 1, 2011 2:21:50 PM Run once at '11/1/11 2:21 B0 brug

MER' on host '192,168.155,2",

Processes Motifications & Clear | T} petails | G
i iz G

Procass Id | Indtiating Tima Start Time Fimesh Tima Operation Host Status Prograss

@ 4 28 Mov 1, 2011 Mov 1, 2011 Now 1, 2011 This is ‘CHC Restore' process, 192,168 155.2 Process succesded.
3:03:56 PM 3:03:56 PM 3:03:58 PM

Comodo Network Center Schedule area also allows you to delete scheduled tasks.

Click here to read How to delete a scheduled task .

‘ Note: The scheduling feature is available only for hosts where an Agent is installed and running. ‘

Creating Your Comodo Network Center
Account Through Comodo Accounts
Manager Interface

The Comodo Account Manager Center sign-up page is hosted at https://accounts.comodo.com/. You can also access the
page by clicking Comodo Account Server link. When you receive a new licence from the Comodo Accounts Manager, you can
apply it to CNC at the Licenses tab of the Profile interface by clicking the 'Add license' button.
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[ Ok ] [ Cancel

Clicking the link will open the Comodo Account Management web interface.
e Creating new CNC account
*  Logging-In to CNC through web interface

*  Reset your forgotten password

To create a CAM account

Visit the Comodo Accounts Manager page at https://accounts.comodo.com/. The 'Register or Log In' page will be displayed.

COMODO

Creating Trust Online*

Help | Contacts

Welcome

Plegse enter your login and password

Login:
Password:
__Login_)

Create New Account
Forgot Password

e Click the 'register' link.
The 'Sign Up' page for all the services offered by Comodo will be displayed.

CAM ».23.8.12881
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SignUp 4

Sign Up to Affiliate System Service

Sygn Up to UserTrust Service

Sign Up to Comodo Web Application Firewall Service
Sign Up to Comodo EasyVPN Service

Sign Up to Sitelnzpector Service

Sign Up to TrustConnect Service

Sign Up to Comodo Internet Security Service

Sign Up to Comaodo Online Storage Service

Sign Up to Endpoint Security Manager Service

Sign Up to Comodo System-Cleaner Service

>ign Up to Comodo Hetwork Center Service

Sign Up to Antispam Gatéway Service

CAM v.3.9.12851

e Click 'Sign Up to Comodo Network Center Service' link.
The Comodo Network Center Sign-Up Page will be displayed.
e Select the subscription package you want to use from the list displayed.
»  Enter the User Details and Contact Information in the respective sections.

*  Ifyou already having an account with Comodo, check the 'Yes' box. You will only need to enter your Email
Address/Login ID, Password, and Contact Information.

Note: Fields marked with * are mandatory.
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Customer Information (an * indicates required fields)

When paying by credit card, the billing information should be exactly as it appears on your credit card statement. For credit card
verification, please ensure that your first and last name are entered as they appear on your card

User Details
Are you an existing Comado customar? ' Yes ® No

Login”

{4 character min.)

Password’
(8 characters min.)

Password Confirmation
First Name”

Last Name'

Email

Telephone Number

Contact Information

Company Name

Street Address’

Address2

City'

Country’ United States =]
State or Province Alabama E
Postal Code”

»  Ckeck the Communications option box if you want to be informed about Comodo product updates via mail.

Communication Options

M Yes! Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe with
us!

* Read the 'End User License and Subscriber Agreement' and accept to it by selecting 'l accept the Terms and
Conditions' checkbox. Click 'Sign Up'.

Terms and Cenditions

¥ | accept the Terms and Conditions
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Your order will be processed and a confirmation email will be sent from Comodo. You can use your email address as your user
name along with the password you specified (during the ordering process) to login to Comodo Account Manager.

Accessing you Comodo Network Center subscription through the CAM Web Interface

COMODO
Creating Trust Online*

SignUp | Login

Help | Contacts

Welcome

Please enter your login and password

Login:

Password:

Create New Account
Forgot Password

CAM «23.8.12981

e Click 'Login". The login form will appear.
«  Enter your Login name (your email address) and password in the respective fields and click 'Login'.

e Your CAM home page will then be displayed.

COMODO

Creating Trust Online®

| nter | My y elp | ¢ Logout

Subscriptions 4, Search Create New

Product name License key Is;"hg"‘ﬁmi{'" EndPaoints i::pimd Status
Efe‘:”'k Center Regular Licence | e 46 1561-4bd3-a0f4-9737 841204 TOELBGEA 15 2011-10-12 EXPIRED  Renew View
Network Center Reqgular Licence | 20 /a7 213-4553-491e-88ab- DCESCO92 10 2011-11-12  VALID Renew  Viow

b4 7260080
2 Found

CAM v,4,0.13073

e The 'Comodo Network Center' tab will display your Comodo Network Center account details - like your validity period
and the number of managed endpoints allowed. This area also allows you to upgrade your license key.

e The "My Account' tab displays the full details of your account with Comodo Accounts Manager. This area also allows
you to change your login password.

e The 'Help' tab takes you to Comodo's searchable knowledge base and troubleshooter at
https:/Isupport.comodo.com/. If you do not find a solution in our Knowledgebase or Troubleshooter, you can submit
a support ticket after registering an account. Registration is free.

«  The 'Contacts' tab takes you to the 'Contact Us' page. The 'Contact Us' page contains telephone numbers and email
addresses for contacting Comodo, purchasing Comodo Products and Services, and getting Product Support.

Reset Forgotten Password
In case if you forget your password you can click the 'Forgot Password' link. The Forgot Password web interface will open.

Comodo Network Center User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 69


https://support.comodo.com/

Comodo Network Center - User Guide COMOnO

o /

»  Enter your login or email and click 'Submit'

COMODO

Creating Trust Online®

SignUp | Login

Help | Contacts

Forgot Password

Enter your login

Enter your login
- or
T

Enter your email

_ Submit__)

CANM »3.9.12951

»  Aconfirmation email with a link to re-activate your account will be sent to the email address you specified during the
registration process.

*  Once activated, you can log-in into your account by entering your email address in the 'Login’ text box, entering your
password, and then clicking 'Login'.

Microsoft Active Directory Integration

Active Directory serves as a central location for network administration and security in Microsoft Windows-based networks. It
provides authenticating and authorization for all users and computers within a network of Windows domains, assigns and
enforces security policies for all computers in the network, and enables software installation and updates on network computers.

Comodo Network Center server is integrated with Microsoft Active Directory through a streamlined, logical process. During
Active Directory (AD) integration, CNC creates predefined groups with specific permissions bound to users, predefined names, a
list of structured catalogs, and the home directory of the CNC server (jre, redist, share, smb, ftp, tmp, tomcat).

AD integration is implemented after 'Choosing Data Directory Installation Location' step of the CNC server installation
wizard. For more details of installation CNC server, click here.
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ooa /

% Setup - Comodo Network Center

Select CHC Auth method
AD or CHC authDB

You computer is member of CMCDomain

% CNC internal AuthDB
™ Domain : CNC Auth

< Back I Mext = I Cancel

*  You can select whether to start a 'regular' installation process selecting 'Domain: CNC Auth' radio button or 'CNC
internal AuthDB' radio button.

*  When you select 'Domain: CNC Auth' installation, a domain administrator password will be required. This is needed to
add predefined CNC roles, users and groups to AD.

& Setup - Comodo Network Center o ] S|

Domain Administrator Account Information

Please enter your CMC Domain Administrator Account Information

Username:
|Administrab3r

Fassword:

< Back I Mext = I Cancel

Tip: Authorizing a new user is done through AD. Therefore an administrator must add CNC server users in active directory by
hand.

Note: The default predefined guest user Login is cnc_guest, password: 02PoS09. The default cnc user Login is cnc,
password:195dS22.

To get a new user AD login and password use Active Directory. To manage Active Directory, use Microsoft Management
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Console. CNC server configurations are disable after Microsoft Active Directory integration.

. ‘& The User Management is unavailable since Microsoft Active Directory is using instead for
that purpose. [

Once a new user has been created using Active Directory, the administrator has to uncheck the 'User must change password at
next logon' box.
21x

Remote Desktop Services Profile | Personal Vitual Deskiop | COM=
| Dialin I Environment I Sessions I Remoate control
General | Address  Account | Profile | Telephones | Organization | Member OF

User logon name:

Cnc I @cnc.comodo.com j
User logon name (pre-Windows 2000):
ICNC\ Icnc

Logon Hours... Log On To... |

[~ Unlock account

Account options:

ﬁﬂsg must change password at next Iogoﬂ_:) ﬂ
[ User cannot change password

[~ Password never expires

[ Store password using reversible encryption LI

r Account expires
* Newver
¢ End of: Thursday , December 15, 2011 j

ok | cancel sppy | v |

The next stage is Choosing Start Menu Folder, it also allows you to select how a start menu folder will be called. At the end of
installation process, all users, password, and roles will be added automatically.

Comodo Network Center Settings

The 'Settings' area in Comodo Network Center allows you to configure miscellaneous settings controlling the overall behavior of
the application.

Comodo Network Center

Dashboard

Mavigation
-"g Trskall

=
|El Backup [ Restore

Badmn- | zra |
4 [n:hﬂl o5 H-u:kup partitions ar . Restors partitions or
dnmmnmmu - directosias/ filas

|_5"

_r:—| Backup images

To access the settings area, simply click the Settings tab from the title bar.
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Settings properties
Name Value
+ Commaon settings

'+l Security settings

#l CNC configuration

@+ User management settings

(¥l Metwork: settings

Cancel

Comodo Network Center system settings are divided into two sections: Name and Value. You can configure your settings for the
following from the System Settings dialog:

e Common — Contains the settings which are common for entire Platform
e Security — Obtains the Application's security domain

=l Security settings

P Active security realm |umsUserManagementSecurityRealrn |

*  Active security realm — Views information about Active Directory or embedded Database usage.

*  CNC Configurations — Allows you to view the common CNC properties

= CHNC configuration

Images folder |c:\cnc\smb\image5\ |
Backups folder |c:\cnc\5mb\backu ps |
Tempaorary folder |1::'\1:r1|:"ltrr| ph |
TFTP config folder |c:‘\cnc‘\tFtp\pxe|ir1ux.ch\ |
DHCP config path |c:‘\cnc‘\bin‘atl‘tpd32.ini |
DHCP restart script |1:|'|'||:| /C restartdhcpd.cmd |
Agent ping timeout [z0000 |

e User Management — Allows you to view the user management sub-system's configuration properties.

[~ User management settings

Allow multi-user mode |'FE|5E

e Allow multi-user mode — Allows more then one user to use the CNC server.

*  Network — Displays current CNC server network settings.
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|= Network: settings
Subnet 1P [132.168.155.0
Subnet mask |24
DHCP server type ||:m:
DHCP server IP [192.168.155.15
Start paol IP |192.168.155.1
End pool 1P [132.188.155.254

Comodo Network Center Profile

Click the 'Profile’ option in the title bar to view the 'Profile’ information.

Ssitings | Profile  Help | Loegout

Creating

&% comodo Network Center

Dashboard

Mavigation

-

Backup | | Restore
- Backup partitions ar | || 4 Rastore partitions ar|
== directories/files | 2 directaries/files

Install

& tnstall i

I Install OS5
- |
w Backup / Restora b

B packup images

S

The Profile interface is divided into two sections:
e Customers info
¢ Licenses

The Customer Info tab includes such information as your name, email and organization.

J Customer info Licenses

Name Comodo
Email cnc@comodo.od.ua
Organization Comodo Group

 coMoi

The licenses information contains license key data: expiration date and endpoints allowed. A user or administrator can obtain a
license by clicking 'Add license' button. In the opening login screen, click the Comodo Account Server link to obtain the license

key.
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Customer info I Licenses

Licensea kay Expiration date | Endpoints

2d7a7Z13-4353-491e- Dec 25, 2011 2:04:31 PM | 2
28ab-2b49c726dd8c

Total available end-points: 2 Currently used endpoints: 0 Free endpoints: 2

Add license

Using Comodo Network Center Help

The 'Help' area provides you general assistance or help if you encounter a problem with your system. You can get quick help by
clicking the Help link from the title bar of Comodo Network Center.

Dashboard
Havigation

.ri Tratall | Jm———, Insta | Backup

] N ST :
|
I %, tnstall 58 1 - Backup parttions or [ || , Restore partiions or|
o | dirsttorias/files (23 directari=s/files |
Backup /[ Restore | i |
i Ry x e s e
TR

m Backup imagas

B 5. =]

% Backup (Goag Computers SNEER pestore tl:mplates_!
p— EE.T Manage lint of Ll Manage fist af i Menmge tempates |
B Backup templates =t :j computers |t v distribubion its =l for restora.

Clicking the Help link the help shortcut will open.

= ;.  Drag items from

i  left menu and drop
them on this
desktop.

Direct and keeping the mouse pointer over an interesting shortcut you will get the context help.

How To... Tutorials

The 'How To..." section of the guide contains instructions on using Comodo Network Center effectively. Click on the links below
to go the respective tutorial page for help with the respective feature.

*  How To Add A New User

* HowTo add A Role To A New User

*  How To Log In With New User Account

*  How To Edit/Delete Already Backed Up Images

*  How To Edit A Scheduled Backup

*  How To Configure The Network Using External DHCP
*  How To Edit/Delete Assigned Account User
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*  How To Create Partitions

e How To Delete A Target Computer

*  How To Cleanup The Installation Processes

¢ How To Delete An Installation Template

*  How To Deploy A Template To Target Computer

*  How To Schedule An Operating System Installation Template
*  How To Edit/Delete Distribution Kits

*  How To Restore Selected Files/Folders

*  How To Install Operating System On Multiple Hosts

How To Add A New User

To create a new user
*  Log into the admin interface, select the 'Configuration' tab
*  Click the 'Users' tab. The list of Users, Roles and Permissions will be displayed.
«  Click the 'Users' folder and click the 'Add' (& button.
e The 'Add user' dialog will open.

Add user:
Security info
Login: |

Mew password: |

Is active! O
General info

First Name:

Last Name:

|
Middle Name: I
|
|

E-mail:

*  Type your Security information: Login, Password, and General information: First Name, Middle Name, Last Name and
E-mail.

¢ Select the checkbox 'ls active' and click 'Ok'.

e Anew user will appear.
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5 e o ‘“illl

oo ENTRRRR |

‘ﬂ- Refresh | Bl Collapse | & & £l =

= [ Users

=y

.-«" cnc_system
o CNEC

® cnc_guest

B | | Roles

@ CMC User (ROLE_CNC_USER)
| Permissions
|| Roles
|| Permissions

HH[

[+

|

+  Clickthe %% 'Refresh' button.

There are no Roles and Permissions by default, to see how to add a role to a new user, click here.

How To Add A Role To A New User

To assign a role to a new user

By default a new user does not have any Roles assigned; you can add one by doing the following:
*  Log into the admin interface, select the 'Configuration' tab
*  Click the 'Users' tab. The list of Users, Roles and Permissions will be displayed.

»  Toassign arole to a new user, select the 'Roles' folder and click the  |4# Grant button

e The 'Grant role to user' window will open.

iy

Grant role to user:

Role: NG Admin. e T
| ENCEAd RN i
CNC Installer
CNC Backuper

CNC Restorer

CNC Distribution Kits Manager
CHNC Install Templates Manager
CNC Backup Images Manager
CNC Scheduler

CNC Configurator

CNC Backup Templates Manager
CNC Restors Templates Manager

[Lok | [ cancel

*  Select a role from the drop-down window you will .

Note: You can assign as many roles to a new user as you wish.

Clickthe %% 'Refresh' button.
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How To Log In To Comodo Network Center With New User
Account

To log-in to the CNC with new user account
e Log into the admin interface, select the 'Configuration' tab
*  Click the 'Users' tab. The list of Users, Roles and Permissions will be displayed.
«  Create a new user.
*  Click 'Log out' to quit from the CNC main interface.

»  Enter your new user account Login and Password.

COMODO

Creating Trust Online®

@[] Comodo Network Center

Login ‘ TestUser |

Password ‘... |

JoR  Eeeoone

@ Comodo Group, Inc. 2011, All rights reserved.

e Click 'Enter to CNC' button to open the main CNC interface.

How To Edit /Delete Already Backed Up Images

*  To edit already backed up images, run backup.
»  Click 'Backup images' tab under the 'Backup /Restore’ section from Dashboard Navigation pane.

*  The backed up files/folders and/or disks/partitions will be displayed.
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- /

gy imonrs e G A e e

Name. Dau:_- SRS ..;.S{UI—.aDé T»,-i;..e i :"ﬁrp;_-” et i Sgurte. n iln Hust s .:. Desmpm
@ bacdkup_20111031_015446574 ﬁ 31, 2011 1:54:46 l;fze;uau.gc Center on  Partitions and MBR  HDD O/Partition 2 192.168.155.2
2 0.0.1 5 L : -+ i 2

| Processes | Wotifications | & Clear | [0 oetmils | i) couse | @ it
L RN AR R o e e o S e S e e O A T D O
Pracess Id | Initiaking Time | Start Time | Finish Time | Cperation | Hast | Seabus Progress

© @ 13  Oct31,2011 Oct31,20011 | Oct31,2011 | Thisis 'CNC Backup' process. | 192.168.155.2 Process succeaded. [ 100 %

1:54:46 PM 1:54:45 PM 1:54:50 PM

*  Select a backup image and click the 'Edit' button

*  Assign a Name and/or Description for the Backup image

| backuptest_image|

Backup name D\

Description

Save J [ Cancel

»  Click 'Save' for the settings to take effect.

To remove back up images
Log into the admin interface, select the 'Backup / Restore' tab from the Dashboard Navigation panel

»  Click the 'Backup images' tab. The list of backed up images will be displayed.

»  Select a backup image and click the 'Delete’ button
»  Aconfirmation dialog appears for deleting all information about the back up image.

@ All history refered to this backup image
will be deleted.
Are you sure to delete?

[ OK ]I Cancel |

*  Click 'Ok’ for the settings to take effect.

Comodo Network Center User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 79



COMODO

Creating Trust Online®

How To Delete A Scheduled Backup

Comodo Network Center provides the ability to delete scheduled backups

To delete a scheduled backup
*  Log into the admin interface, select 'Configuration' tab from the Dashboard Navigation panel
e Select 'Scheduling' sub-section
e The 'Schedule' interface will open

e Select a scheduled task you want to delete.
+  Click the ﬁ Delete button

»  Aconfirmation dialog appears.

@ Are you sure to delete?

C=Jine )

Click 'Yes' for the settings to take effect.

How To Configure The Network Using External DHCP

To Configure the Network Using External DHCP
e Login to the CNC server and select 'Configuration’ tab from the Dashboard Navigation panel

»  Select 'Network configuration' tab. The 'Select DHCP' dialog will open

COMODO

Creating Trust Online®

“i Comodo Network Center

Login | |

Password | |

© Comodo Group, Inc. 2011, All rights reserved

Note: The default predefined Login and Password to enter the system is cnc. We are strongly recommended you create a new
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‘ Login and Password for your safety. To learn how to make a new administrative Login and Password click here.

Comodo Network Center configuration is done in four steps:
e Step 1 - Select Interface

e Step2- Select DHCP
+  Step 3- DHCP Config
o Step4- Setup Summary

Step 1 - Select Interface

The first stage allows you to select a CNC network interface.

(% 1 select Interface T, 2. Select DHCP ‘i’ 3. DHCP Config

W 4. Setup Summary
Please select interface:

0 eth3 192.168.155.0/24

Eemal | <o ) [atomod

Click 'Next' to continue the configuration process or 'Prev' button to return to a previous step

Step 2 - Select DHCP

*  Select the type of DHCP server

e 1. Select Interface E{ 2. SP_"FG! DHCP %, 3. DHCP Config

Please select DHCP:

iy 4. Setup Summary

] External DHCP
& CNC DHCP

Cancel ] [ < Prev ] [ Next =
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Step 3 - DHCP Config

The DHCP Configuration interface will open. Comodo Network Center offers the following configuration options: Microsoft DHCP
server or ISCDHCP server

T

T

|®5 1. Select Interface

b

iEadalas sty

5 2. Selact DHCP ch 3. DHCP Config s 4. Setup Summary

Other DHCP Configuration Recomendation

»

For Microsoft DHCP server:

= Run the DHCP snap-in

= Go to your active scope => scope options => right click in it and select 'Configure options’

m Achtivate option '066 Bootserver hostname' and option ‘067 Bootfile Mame”.

= Put for hostname the IP-address of your TFTP server alitogether. For bootfilename fpxelinux.0’

m

For ISC-DHCPD server: For our example we'll usae the following configuration:

option domain-name-servers 62.31.64.30, 62.31.112.39;
default-lease-time 86400;

max-lease-time 604800;

authoritative;

[ cancel J [ <Prev | i Next> ]

User have to register options 066 and 067 to allow an External DHCP server to interact with the CNC server and to successfully
complete operating system installation using CNC.

* In the Microsoft DHCP snap-in under "Scope Options", Check '066 Boot Server Host Name' and type your CNC
server's IP address in the 'String value' textbox.

21

General | Advanced |

Available Cptions

|D&ac:'iption:|

D&& Boot Server Host Mame
067 Bootfile Mame
[ D&S Mabile IP Home Agents

1 |

[ 089 Simple Mail Transport Protocel (SMTF) Servers

TFTP boot s
Bootfile Narm
Mabile 1P he—1

UstofSI'tEi;I
4

™ Data entry
String value:

192.168.155.10

o]

Cancel Apply

*  Then select '067 Bootfile Name' option, type “/pxelinux.0” in the 'String value' textbox
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= e JIII

‘ Scope Options

General | Advanced I

Awvailable Options | Description ;I
[ 086 Boot Server Host Name TFTP boot s
067 Bootfile Mame Bootfile Ma

[] 062 Mobile IP Home Agents Mabile IP he—i
[ 085 Simple Mail Transport Protocol (SMTP) Servers List of SMTH -
» |

al |

A Data entry
String value:
pocelinue. 0

oK I Cancel Apply

e Click 'OK' for the settings to take effect.

»  Click 'Next' to continue the configuration process or 'Prev' button to return to a previous step.
Step 4 - Setup Summary
This step allows you to check whether all previous settings were configured correctly.

Pif\ 1. Select Interface 2. Select DHCP A 3. DHCP Config —-ill 4. Setup Summary

Setup Summary

Network Interface: 192.168.155.0/24

DHCP Server: External DHCP

DNS: 192.168.75.1, 192.158.70.1
Default Gateway: 192.168.155.1

TFTP Server: 192.168.155.15

Boot File Name: pxelinux.0

[ Cancel ] l < Prev l l Finish

»  Click 'Finish' to complete the configuration process or 'Prev' button to return to a previous step.

*  On successful completion a confirmation message will be displayed.
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o Configuration was saved successfully!

e Click 'Ok' to close the dialog.

How To Edit/Delete Assigned Account User

For more information about how to create a user account, click here.
To edit an existing user on a target machine

*  Login to the CNC server and select the 'Install' tab from the Dashboard Navigation panel

or
e Select an appropriate shortcut from the desktop

»  Select a target endpoint you wish to edit and go to stage 4 of the installation process.

»  Click the 'Edit' button and change the account name and/or password, or assign a new role to a user.

Account name |ju:|-hr15 |
Account password | Ty |
Re-type account password | TLITYITIL] |
Role | ADMINISTRATORS bt

Save ] [ Cancel

»  Click 'Save' for the setting to takes effect.
To delete an existing user from a target machine

e Select the user you wish to remove

»  Click the 'Delete’ button

»  Click the 'Add" button to continue using the configuration wizard or 'Cancel' to abandon it.
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How to Create Partitions

To create partition, please pass through all installation steps up to Step 6.

Create partition on HDD #0. New partition:

left bound: 1040Mb

Size: size:6562Mb right bound: 3422Mb
b

Type: Primary partition %

Mount pDIE'It: |__ " __'_

Label:

File system type: B i)

Bootable: ]

e Then select partition with unallocated space
e Then click the g Create Partition button

»  Define the partition size scrolling the left and right size boundaries

e Type - Select whether it will be a primary or extended partition.

*  Mount point - Select a drive letter for the partition

e Label - Enter a text name for the disk

*  File system type - Select NT5.x or NT6.x family to determine the NTFS version

»  Check the 'Bootable' if you wish to install an operating system on this partition.
*  Click 'Ok’ for the settings to take effect.

Note: You cannot create a template or schedule an installation process on a partition you have just created.

How To Delete A Target Computer

*  Login to the admin interface and click the 'Computers' tab under the 'Configuration' section (from the Dashboard
Navigation panel)

or

e Click 'Computers' shortcut in the desktop to open the tab
e Select the computer you want to delete

e Click the 'Delete' button

*  The confirmation dialog will appear

@ Are you sure to delete?

[ ves ][ No |

»  Click 'Yes' to confirm your choice.

To find and automatically add all computers in the subnet click 'Discover all' button. You will noticed that even an already
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deleted computer will be found.

How To Cleanup The Installation Processes

The Cleanup E Cleanup button located at the top of '‘Computers' tab and allows you to clear all incorrectly completed
installation processes.

To cleanup an installation process

Login to the admin interface and click the 'Computers' tab under the 'Configuration' section (from the Dashboard
Navigation panel)

or
Click the 'Computers' shortcut in the desktop to open the tab

Select a computer with state: Agent is available

Click the 'Cleanup' button

The 'Perform cleanup?' dialog will appear and offer to reboot the target computer.

The next step is to select whether the reboot process will be run from the OS installed on the Local Drive or by using
WinPE32 / WinPEG4

[ reboot
@ Local Drive
) WinPE 32/WinPE 64

[ Perform cleanup _E [ Mo ]

Select Local Drive if the target machine has an operating system installed on it, otherwise, select the radio button
'WinPE32/64'

Click the 'Perform cleanup' button to launch reboot.

Note: The cleanup process can only work when its state is ' Agent is available' and not when 'Host is up and running' and
'Agent is unreachable'.

How To Delete An Installation Template

To delete installation template

Login to the admin interface and click the 'Install templates' tab under the 'Install' section (from the Dashboard
Navigation panel)

Select a template you want to remove
Click 'Delete' button

The confirmation dialog will appear
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@ Are you sure to delete?

[ oK ][Cancel]

»  Click 'Ok’ for the settings to take effect.

How To Deploy A Template To A Target Computer

Deploying an operating system (ISO) allows you to use a set of previously configured settings, but does not require you to use
all of them.

Log into the admin interface and click 'Install templates' tab under 'Install' section from Dashboard Navigation panel

To launch a template created for an OS installation, select the one you want to deploy.

Eaiﬁado Nenvo}é Cen re -

: @ Tnstall templates *
T Rafpah | T Daless

Mame Description Craated o5

= usememplate bEtnal usage Mov & 2011 5i09:29 PM Windoiwes 7 ENTERPRISE

- . -
! Processes | Mobficabions (8) | & clanr | 10 cataiis | 6 R Inin
Il | EE
Process [d Lsitiating Tima Srare Tiene Finish Time Cperataen Hast Status Pregriss
o a2 Kow d; 2011 Now 4, 2011 This is. ‘CHC ©5 instalation’ process, 10753155 Pracass is running. == 147 %
5: 38457 PH 5126158 R
o o4 ow 4, 2011 Mo &, 2011 Mo &, 2011 This i5 "CHE BaCKi process. 10.75.3.455 Process socoeedsd .
&:5E:00 PW 4:55:00 P 4:585:14 P [
a1 Il Kz 4, 31 Meve 4, 232 This is 'CHE OF ieaalalion” precess. 10,753,255 Proosis wasseeded E:m £
S50 H:24:57 P
“ I 20 Wi d T M & WA1S [ F L Thie i "TRC Belin meneaos e Brsans o anas T T

e Click 'Run Install' button

Select a host computer where you want to install the Operating System.

Comodo Network Center User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 87



Comodo Network Center — Ué'éfféﬂ,i-d'e COMODO

Creating Trust Online®

% I.._S!'El:‘t host 2 Install summary

[7] IP Address Name State Haost environmenl| Description

(| E 10.75.3.1 I | Host is up and running. = UNKNOWN . L

(] 'l?. 10.75.3.6 Host is up and running.  UNKNOWN iL

[ 8 10.75.3.7 Host is up and running.  UNKNOWN 15

i~| ¥ 10.75.3.10 Host is up and running. UNKNOWN L

] ™ 10.75.3.20 Host is up and running.  UNEKNOWN

1 10.75.3.21 Host is up and running.  UNKNOWN

[ & 10.75.3.22 Host is up and running.  UNKNOWN

o il o e e P YRS SRR SoREL] B S e i
ERERERR 1" [1-15/28]

e Click 'Next' to continue the process

ks 1. Select host Ciln 2 Install summary

You are going to install:

Hosts 10.75.3.155

os Windows 7 ENTERPRISE
Actions :

@ g Start now!

" [# schedule...

[ cancel | | <prev | [ Finish

e The Install summary interface will open. Check the radio button 'Start now!", then click 'Finish'

*  You can view the progress of the installation task on the Information Panel located at the bottom of the interface

Processes | Mobficabons (6] | B Clasr | () Datwie () Q9
.1 |
Proowa id IFitiating Tk Start Time FAniih Time Oparaten Hail S b Proghidi
B a7 Ko 4, 2011 Mo 4, 2011 This is ‘GG 05 nstallation’ process. 10.75.3.135 Prooess i physicaly staried, h 1% 3
BIO7:58 FH 6207155 M

To read How to schedule template installation process, click here.

We strongly recommend using each installation template only on groups of computers with the same hardware configuration.

How To Schedule an Operating System Installation Template

Scheduling a CNC template installation follows the same steps as manually deploying a template. Bypass the step-by-step
instructions: you just need to specify a target host with the state 'Agent is available'.
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i R Select host = 2. Install summary
You are going to install:

Hosts 10.75.3.155

0s Windows 7 ENTERPRISE

Actions :
' iy Start now!
@ [ Schedule...

= e [ ' Finich..]

Select Actions: Schedule. The 'Add task' dialog will be displayed.

Action name: [Instsil ‘Windows 7 ENTERPRISE' on host 10.75.3.155". |
|
|
I

Description:

Start time: f2011/11/23 11.:44 aMf)

i ] Monthly -

[ ok | [ cancel ]

e Select a Start Time and Repeat period and then Click 'Ok'.

*  Aconfirmation dialog appears indicating successful scheduling of the operating system installation.

@ Action is scheduled successfully!

e Select 'Scheduling' tab from 'Configuration' section to view completed list of scheduled operations.
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% scheduling *

[— : Dascription : : | Start tima ; Triggar dascription g Activie
* %] Badp Filkes and tast o 3, 2011 4:56:41 PM Runi avery hour beginig fram true
iretones’ on Rost ILALL 435 FM
'40.75.3.155"
0 5 Tnekal ‘Windows 7 Biow 140, 2011 3:32:42 AM Fun erige at 11710001 3:32 AN true
EMTERPRISE' on host
"10.75,3.155",
O T Backup Farttions and Meov B, 2011 12:27:58 P Fun every manth beginig from true
MER an hest '10.75.%.155" 118011 12:27 PM
&) ] Tnekall Windows 7 A n b Moy 23, 2011 114423 4M  Run gueny month beginig from - trus
EMTERPRISE an hask dinsi o S S LT 1144 AN | =
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How To Edit/Delete Distribution Kits

If you do not want to use a specific distribution kit (ISO image), your can remove it from the list.

To delete the unexploited image
*  Log into the admin interface and click 'Distribution’ tab under 'Install' section from Dashboard Navigation panel
»  Select the distribution kit and click the 'Delete’ button

*  Aconfirmation dialog will appear

@ Are you sure to delete?

[ oK ]E Cancel |

e (Click 'Ok’ to remove it from distribution list.
To edit a Distribution kit
»  Click the 'Edit' button. The "Edit Distribution kit' dialog will open

*  From here you can update the distribution name.

How To Restore Selected Files/Folders

Once you have successfully created a backup image you can restore its contents at any time, to any location. The restore
wizard lets you choose the original backup destination from which to restore, the actual backup image, and the location to
restore the backed up data.

»  To access the Restore interface, click on the 'Backup/Restore' section from the Left Hand Side Dashboard pane,
select the 'Restore' tab

OR

Comodo Network Center User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 90



Comodo Network Center - User Guide COMOnO

o /

»  Click on the 'Backup/Restore' section from the Left Hand Side Dashboard pane and select the 'Backup images' sub-
section

»  Check the box for a target computer where the state is 'Agent is available'

Note: Ensure that the CNC agent is installed and running on all target computers/endpoints. If you need help downloading or
installing this agent, please see.

*  Click 'Run Restore' button
Restore process consists of four simple steps:
«  Backup destination type
*  Select backup image
*  Restore location

e  Restore summary

Restore location
At the 'Restore location' stage

e Select files and directories to restore.

{ s 1. Backup destination type ;,'m 2. Select backup image =" 3. Restore location g 3 ﬂ }

Select files and directories to restore
[¥] File or folder

| [v] Di/ARMA2Free_setup.exe

 [¥] Di/bek.log

¥l Restore to default location

E Cancel f < Prev ] [ MNext =

The lower pane allows you to select the folder to which the files are to be restored.

+  If you wish to restore the files to their original location, leave the check box 'Restore to default location' checked. This
restores the files to their original locations. If your backup consists of files or folder from multiple locations then all files
are restored to their respective original locations.

« If you wish to restore the files to a different location from the original location, uncheck 'Restore to default location' and
type the path in the 'Restore path' text box. You can also click the 'Browse' button and navigate to the required folder.

+ The progress of connecting to the CNC Agent will be displayed.
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Select folder

Please wait for communicating with agent on : 10.75.3.155

. \l!,-

%

e Select the destination folder and click 'Ok’

select folder
Crir

¥ .. D:/Boot
= . D:/COMODO
# . DY COMODO/ enc
ol D:/COMODQ/ COMODO Backllp
DHCoMoDO/ComadeTr-2.5 7 0
. D:/COMODO/ComodoTF-2.5/bin
, D:/COMODO/ComodaTF-2.5/conf
. D:fCoMODOfComodaTF-2.5/Databases
. D:/COMODO/ComodaTF-2.5/etc
_, D:/COMODO/ ComedoTF-2.5/jre
D:/COMODCY ComodaTF-2.5/lib
. D:fCOMODO/ComodoTF-2.5/logs
= D:/COMODO/ComodaTF-2.5/temp >

R e

L]

i

G I, SN S ST S ST S

[Ok|1(:anceli

*  The 'Restore location' path box will be automatically filled in. Click 'Next'.

{ | |d., 1. Backup destination type .EI 2. Select backup image gy 3- Restore location

Select files and directories to restore

[¥] File or folder
D:i/ARMAZFres_setup.exe : S
7] D/bekilog

] Restore to default location
. |D:/COMODO/ComodoTF-2.5 Browse

e e B

From the Restore summary step you can start the process now, schedule the process, or save as template to use for future
restoration.
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{ sstination type £ 2 Select backup image A 3. Restore location i 4. Restore summary )

You are going to run restore process

Selected Host: 10.75.3.155
Media to restore: D:/ARMAZFree_setup.exe
D:/bck.log

Image: backup_ 20111103 045600432

Restore Image Store: Network Center on 10.75.3.2
Actions :

@ i Start now!

[F schedule...

= 2 ey : p : :
1 Save as | Cancel |..< Prev ] [ Fimish |
| template |

How To Install Operating Systems On Multiple Hosts

Operating system installation on multiple hosts follows the same steps as installation on one computer. At the last 'Install
summary' step click 'Save as Templates' button on the bottom of the Installation summary window.

e Select the 'Installation templates' tab and choose the template you created
»  Click the 'Run Install' button. The 'Select host to install' dialog will open.

»  Select multiple hosts as installation targets

% 1. Select host i 2- Install summary
IP Address | Name State i Host environment| Description
| | |
[1192.168.155.1 Host is up and running. UNKNOWN
IE 192.168.155.12 Host is unreachable. UNKMNOWN
IEE 192.168.155.123 win2008 Agent is available. WINDOWS New host discovered through

agent ping.

|

*  You can select start now to run the installation process immediately or to schedule it for later.
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L_Lg.. 1. Select host 5 |2 Install summary
| You are going to install:

192.168.155.1
Hosts 192.168.155.12
192.168.155.123

0s Windows Server 2008 R2 SERVERWEBCORE
Actions :
© g Start now!
© Schedule...
[ Cancel ] [ < Prev l [ Finish

e Click 'Finish'. The Installation process starts for multiple hosts instantly.

Uninstalling Comodo Network Center

e Click Start > Settings > Control Panel
e In the Control Panel, double-click Add/Remove Programs
* Inthe list of currently installed programs, click Comodo Network Center

e (Click the 'Remove' button.

Or
e Click Start > All Programs > COMODO > Comodo Network Center > Uninstall Comodo Network Center
<& XP5 Viewer
L 1-Zip
. Accessories =
L COoMOoDo

.. COMODO BackUp
1 Comodo MNetwork Center
Comodo Metwork Center
@ Uninstall Cornodo Network Cent
.. Far Manager 2 -

H 1 Back

| |555r::'.1 programs and files B |

o After preparing your computer, the Comodo Network Center uninstallation wizard will start.
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e Click 'Uninstall' to continue. The uninstallation progress will be displayed.

Comedo Network Center Uninstall |83 |
Uninstall Status
Please wait while Comodo Metwaork Center is removed from your computer, .

Uninstalling Comodo Network Center...

Cancel

e (Click 'Ok’ to exit the wizard.

Comodo Metwork Center Uninstall @

4 1 Comode Metwork Center was successfully removed from your
' computer,
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Appendix 1 - Terms Definitions

WinPE

Windows Preinstallation Environment (Windows PE, WinPE) is a lightweight version of Windows XP, Windows Server 2003,
Windows Vista, Windows 7, or Windows Server 2008 R2 that is used for the deployment of workstations and servers. It is
intended as a 32-bit or 64-bit replacement for MS-DOS during the installation phase of Windows, and can be booted via PXE,
CD-ROM, USB flash drive or hard disk.

To obtain full information about benefits, supported drivers and scenarios, click here.

Distribution Kit

You should ensure there is enough capacity to upload Windows Operating Systems to Comodo Network Center (CNC)
database. There are two activities associated with distribution kits:

*  Uploading Windows Installation Disk image to CNC Data Directory
*  CNC analyzes a previously uploaded Windows Installation Disk image

As a result, you receive information about uploaded disk image at 'Distribution kits' tab, which also includes information about
the operation systems placed there.

Network Center Agent

CNC Agent is an application which is designed to run on a client computer so that it can communicate with the CNC service. It is
able to execute commands on the local computer, including Windows Setup, Comodo Backup, system reboot, request hard
drive info, etc.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
STE 100

Clifton, NJ 07013
United States

Tel: +1.877.712.1309
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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