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1.Introduction to Comodo Rescue Disk

Comodo Rescue Disk (CRD) is a bootable disk image that allows users to run virus scans in a pre-boot environment (before
Windows loads). CRD runs Comodo Cleaning Essentials on a lightweight distribution of the Linux operating system. Itis a
powerful virus, spyware, rootkit scanner and cleaner which works in both GUI and text mode. The tool can provide a more
comprehensive and thorough scan than regular malware cleaning applications because it cleans your system before Windows is
loaded. CRD is intended to be used when malware embeds itself so deeply into your system that regular AV software cannot
remove it. The rescue disk is also very effective at removing infections that are preventing Windows from booting in the first
place. Apart from the virus scanner, CRD also provides tools to explore files in your hard drive, take screenshot and browse web
pages.

COMODOD e b

Claarirg Exsentialy options  Tools + Help T

Start Scan

Start & scan bo ursanh and remeve viruses, rootkits, hidden files and malicious
FaghIry kays hiddan dsap Within yaur systam

g =

Smart Scan Full Scan Custom Scan

Main Features:

*  Smart Scan — Quick scan on the critical areas in your system
e Full Scan - Scans all areas in your system including partitions and system memory

e Custom Scan - Scans only the selected files and folders

Guide Structure

This guide is intended to take you through the step-by-step process of organization, configuration and use of Comodo Rescue
Disk application.

e Section 1 - Introduction to Comodo Rescue Disk, is a high level overview of the solution and serves as an
introduction to the main themes and concepts that are discussed in more detail later in the guide.

*  Downloading Comodo Rescue Disk - A brief outline of the download procedure.
»  Starting Comodo Rescue Disk - How to boot your system using CRD.
*  CCE Interface - Description of menus and options in the main interface.
e Section 2, Scanning your System, explains the various methods of scanning your computer.

e Smart Scan - Explains how to run a scan on critical areas of your system.

*  Full Scan - Explains how to run a full scan of your system.

e Custom Scan - Explains how to scan on selected items.

e Comparison of Scan Types — Provides details on scanners used and the scan sequences followed for different
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types of scans in CCE.
»  Section 3, Configuring Comodo Cleaning Essentials - Explains how to configure the overall behavior of the CCE.

e Section 4, The Tools Menu — Explains how to use the tools in CCE.

e Managing Quarantined Items - How to manage and restore quarantined files.
e Importing Antivirus Database — How to import virus database from local storage or from network computer.
»  Checking for Software Updates - How to manually check for program updates.

1.1.Downloading Comodo Rescue Disk

Comodo Rescue Disk is an ISO image file and can be downloaded from the following path:
http://download.comodo.com/crd/download/setups/comodo_rescue_disk_1.1.232326.14.iso

After downloading the image file, burn it to a CD or DVD so that it becomes a bootable disk. CRD bootable disk can be used for
both 32 and 64 bit systems.

1.2.Starting Comodo Rescue Disk

Since CRD is bootable disk image, you need to change the boot order in your system. Click on the following links for more
details:

*  Changing boot order

* Booting to and starting Comodo Rescue Disk

1.2.1. Changing boot order

To boot your computer to CRD, you need to make sure the BIOS is set to boot from the correct drive (either CD/DVD or USB
depending on where you placed the ISO). In most cases, this will require you to manually prioritize the CD/DVD/USB as the boot
drive ahead of your usual C: drive. To make this change, you first have to access your computer’s BIOS configuration utility.
While the specifics vary from computer to computer, the following steps should be of use to most users:

*  Place the CD/DVD in your drive or insert the USB key as appropriate

»  Shut down your computer. Note - do a full shut down. A soft restart will not clear memory and the BIOS setup might
not appear.

«  Turn your computer back on and be ready to react quickly. During system start up, you will see a message similar to
one of the following:

*  Press <key> to enter setup
Or

*  Press <key> to open bios configuration utility
Or

*  Press <key> to change boot order

Itis usually one of the F1 — F12 keys or the DEL key (F2 and DEL are popular). Quickly press whichever key you are requested
to press. If you miss it this time, simply try again by shutting down then starting your computer.

*  Having hit the correct key, the bios configuration utility will start. Look for an entry that states ‘Boot Order’, ‘Change
Boot Order’, ‘Change Boot Sequence’ or similar. Select it and press enter.

e Use the arrow keys to select the CD/DVD drive or USB port that you wish to boot from. If you are shown a sequential
boot order, make sure CD/DVD/USB (as applicable) is first on the list.

»  Save and exit. Your machine should automatically reboot to the CRD drive, allowing you to use the program.

Note - if these instructions do not help then please consult your system manufacturer’s website (or call their support) for more
details on how to change boot order.
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1.2.2. Booting to and starting Comodo Rescue Disk

Having successfully booted your computer to the required drive, Comodo Rescue disk will open at the following screen:

COMODO Resuce Disk(l1.1.232326.14)

Enter the Text Mode

Automatic boot in 8 seconds...

You have a choice of using either Graphic mode or Text mode. By default, the Graphic mode will be selected and if you want to
use the Text mode, press the down-arrow in your keyboard and press the Enter button. If you do not select Text mode within 10
seconds, your system will automatically enter the Graphic mode.

Next, the End User License and Subscriber Agreement screen will be displayed.

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved 5
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END USER LICEMSE AMD SUBSCRIBER AGREEMENT
COMODO CLEAMING ESSENTIALS

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING, OR USING COMODO'S CLEANING ESSENTIALS
{"PRODLICTS® ).

BY DOWMNLOADING, INSTALLING, OR LSING THE PRODWCTS, OR BY CLICKING QN "1 ACCEPT" BELOW, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMEMNT, THAT YOLI UMDERSTAMD IT, AND THAT YOLI AGREE TO BE BOUND BY ITS TERMS. IF YOLUI DO NOT AGREE TO THE TERMS HEREIM, DO MOT
DOWNLOAD OR LUSE THE SOFTWARE. SUBSCRIBE TO OR. USE THE SERVICES, OR CLUICK ON "I ACCEFT".

This end user license and subscriber agreament is between you ("you® or *Subscriber?), as either an individual or as a business
antity, and aither;

a, f you are not located in China, Comaede Secunty Solutions, Inc., which has its principal place of business at 525 Washington
Bhed ., Suite 1400, Jersey City, Neéw |ersey 07210, or

b. if you are located in China, Beijing Comodo Software Development Co. Ltd., which has its principal place of business at 401
Tower ., Fenglan International Plaza, 32 Beidapie Xizhimen, Haidian District, Beijing. China.

i exchange for your use of the Products, you agres as follows:

1. Licensa

1.1, Grant of License. Comade grants you a limited, non-exclusive, non-transferable, and revecable license to download. install,
back-up, and use the Software and Senvices (collectively, the "Products") you have paid for, including any decumentation and files
accompanying the Products. You shall not resell, lease, sell, modify, reverse engineer, decomnpile, or create derivative works of the
Softwara, All ights not expressly granted herein are reserved te Comedo,

1.2, Restrictions. The licenses granted herain are only valid if:

(il the Products are NOT modified in any manner;

{i} the Products are only installed and wsed in accordance with your netwerk security policies,

i) you posses the necessary authority and power to install and use the Products,

{ivl you promptly pay all license fees when due, and

{v] this agreement 15 accepted without modification and has not been breached,

1.3, Rl‘;gl:ﬂrallnn when reglalurlnq Praducts, you rUEL prm.udl'- accurate mfarmation and must upd:ale the rg'glulr:gllcn infarmation
if it changes. Comodo may limit your ability te use the Products if vou fail to complete a required registration process, You rmay
alse be required to select a username and password. Maintaining the cenfidentiality of this password and username is your
responsibility. ¥You must notify Comode immediately of any unauthorized use of your account.

1.4, Lmited License, The licenses granted herein are only for the number of computers for which yeu paid for the Products. You
can secure addtional computers by obtairing a separata license for aach computer, which might require an addtional fee, You rmust
have a license for each computer that accesses or use the Products prior to installing or using the Products.

1.5, Updates. Comodo is not obligated te provide updates to the Products. I an update is provided and the update is not
accompanied by an additienal agreement, this agreement applies te your use and installation of the update. Some Products update
automnatically without notice

1 A_Thal Fuslisshan and Rata I thie ssraamant nadtaine bnoa thal bhata ar sushistian varsinn tha licancae arantad harain -

Accept Reject

*  Read the agreement and click 'Accept'.

The CRD desktop will be displayed and Comodo Cleaning Essentials (CCE) starts automatically...

coMODO0

Chaan L]

Initializing

Losding engire and collacting syetem nfermation..

EREEREEEERERRE]

...and is ready for the scan process.
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COMODO S b

Claaning Exsentish Options  Toels « Help -

Start Scan

hidden files and malicious

Smart Scan Full Scan Custom Scan

1,1.232336.14

(™ comooD Cleanng Esse...

Start the scan process of your choice or click the 'Exit' button to scan your system at a later time. The CRD desktop will be
displayed.

CRD uses Linux OS and you have the following options in the desktop:
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Applications

A XTerm Terminal

& PCMan File Manager

%! Configure Metweorking

& Midori Web Browser

B preferences

& Comodo Cleaning Essentials
@ Screenshot

@ Logout

e Xterm Terminal - Used for entering commands

*  PCMan File Manager - Used for navigating to your files and drives

*  Configure Networking - Opens Netbox Manager for advanced network configuration
*  Midori Web Browser - Used for browsing the internet if connection is available

*  Comodo Cleaning Essentials - Opens the CCE interface for scanning your system
»  Screenshot - Takes a picture of the current process in the screen

*  Logout - Provides a choice to Logout X session, Shutdown computer or Reboot system

1.3.Starting Comodo Cleaning Essentials
After you have booted your system with CRD, you can start CCE in the Applications menu or by double-clicking the CCE icon
in the CRD desktop.

* In the Applications menu, click on Comodo Cleaning Essentials.

P

Applications

A XTerm Terminal

£ PCMan File Manager
“! Configure Metwerking
@& Midori Web Browser

B pref
Comode Cleaning Essentials

@ ScreenenoT

@ Logout

Or

* Inthe CRD desktop, double-click on the CCE icon ﬂ
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The CCE interface will open.

1.4.CCE Interface

Comodo Cleaning Essentials' streamlined interface provides fingertip access and control over all functional areas of the
software.

COMODO .
Cleaning Essentials Options Tools -Lloﬂl:irli?sf

Start Scan

Start & scan to unearth and remove viruses, rootkits, hidden files and malicious
registry keys hidden deep within your system.

Scan
Configuration
area

Smart Scan Full Scan Custom Scan

Version
Information

The main interface CCE has the following areas:
*  Scan Configuration Area;
«  Title Bar Controls;
*  Version Information.
Scan Configuration Area
The Scan Configuration Area allows you to start scanning your system for potential malware.

*  Smart Scan - Run scan on memory, hidden services, critical areas like critical registry keys, system files, system
configuration and boot sectors for possible infection by malware, viruses and spyware.

e Full Scan - Run a full scan on your system for malware, viruses and spyware.
*  Custom Scan - Run a scan on areas that you wish for malwares, viruses and spywares in your system.
Title Bar Controls

The top right corner of the CCE interface contains the links 'Options', Tools' and 'Help' that allow you to configure the application
and launch the online help guide.

*  Options - Allows you to configure various settings in the application.
*  Tools - Allows you to manage Quarantined items, import virus database, browse log files and check for updates.
e Help - Launches the online help guide

Version Information

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved 9
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At the bottom of the main interface, the version information of CCE is displayed.

2.5canning Your System

Comodo Cleaning Essentials allows you to perform a quick scan of critical areas in your computer, full system scan or a custom
scan as per your requirements. The Quick Scan a.k.a Smart Scan, checks the critical areas like Windows Registry, system Files,
system memory, autorun entries, hidden services, and boot sectors for possible infection.

Customized scanning is very useful if you want to scan only a particular file/folder/drive or if you have installed a program and
suspect it may be infected. You can also scan an individual folder or a file you just downloaded from Internet or copied into your
system instantly by dragging and dropping it over the CCE interface.

Refer to the following sections for more details on:
e Smart Scan
e Full Scan

e Custom Scan

2.1.Smart Scan

Smart Scan in Comodo Cleaning Essentials allows you to run a quick scan on the critical areas in your system which are highly
prone to infection from viruses, rootkits and other malware. Smart scan feature scans and cleans the system memory, autorun
entries, hidden services, boot sectors and other critical areas like crucial registry keys in Windows registry, system files and
system configuration. These areas are responsible for the stability of your computer and keeping them clean and sanitized is
essential to keep you healthy and running.

Scanning the critical areas of your system can be executed instantly. Hidden services are executed by malicious attempts like a
spyware through key logger, rootkits, buffer overflow or Denial of Service (DoS) attacks. These attacks will be running silently in
the computer and enable hackers to steal your identity and confidential information like your credit card details.

On completion of scanning, you can:
*  Clean the detected threats or move them to Quarantine and later remove them;
*  Exclude an application you consider as safe from the threat list;
*  Report the threat as a False Positive to Comodo.

To start a Smart scan

1. Click the 'Smart Scan' from the CCE main interface.

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved 10
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cOMODO

Cleaning Essentials

Start Scan

Start a scan to unearth and remeove viruses, rootkits, hidden files and malicious
registry keys hidden deep within your system.

Smart Scan Full Scan Custom Scan

The application will check whether any updates are available for the virus database before commencing the scan. If available, it
will first update the local virus database.

COMODO

Cleaning Essentials

Updating virus signature database...

Keep virus signature database up to date so that COMODO Cleaning Essentials can
detect and remove |latest viruses and rootkits.

Downloading: BASE_END _USER v12661.cavz [45.67 MB/119.78 MB]

It is advised that you always let the application to update the database as scanning with your virus database up-to-date detects

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved "
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even the zero-hour threats. However, if you do not want the database update at this moment, you can skip this step by clicking
'Skip".

The application will start scanning the critical areas of your system and the progress will be displayed.

COMODO

Cleaning Essentials

Scanning Files

Imnt/Ciwindows/system32/drivers/chidf2k. sys

C’) Objects Scanned: 170 G} Start Time: Frijun 22 15:36:39 2012

4 Threat(s) Found: 1 2 Duration: 00:01:51

During the course of scanning, if you want to see details on the threats detected so far, click Threats Found link. A results
window with the threats identified thus far will be displayed.

On completion of scanning, The 'Scan Finished' dialog will be displayed.

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved 12
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Finished.

@ Objects Scanned: 511 @ Start Time: Frijun 22 15:36:39 2012

4 Threat(s) Found: 4 2 Duration: 00:04:51

2. Click 'Next' to view the results.

cCOMODO

Cleaning Essentials

Result

Threat Name Operation =

E}--Threats
: Iél--CIaudScanner.Trojan.Gen@l
%----Imntf(:fdacuments and settings/admior/tssen.exe

: - (C)HKEY_LOCAL MACHINE\Scftware\Mi
E- Abnormal System Settings

- % (C) Disabled UAC

« (C) Modified Hosts

- & (C) Disabled Home Page

*  If malicious executables or abnormal system settings are discovered on your system, the 'Results' window displays the
list of those items (Viruses, Malware and so on).

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved 13
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Tip: You can sort the scan results by alphabetical order by clicking the 'Threat Name' column header. Similarly you can sort the
scan results based on the risk level by clicking the 'Risk' column header.

The 'Results' window allows you to quarantine and later remove, ignore the threat if it is a safe file or to submit it as a false
positive to Comodo if you are sure about the authenticity of the file. The default operation is 'Clean’, that means CCE will clean
the threat if a disinfection routine is available for it, else, will move it to quarantine. For abnormal system settings, you have the
option to either repair the setting or ignore.

COMODO

Cleaning Essentials Tools + Help =

Result

Threat Name Operation =

I'%}--Threats
: Ié}--ClnudScanner.Trojan.Gen@l
%----fmntf(lfdacuments and settings/admiorftssen.exe [~
(CIHKEY LOCAL MACHINE S oftware\Mi

E-Abnormal System Settings
- % (C) Disabled UAC
w) (C) Modified Hosts
... 43 (C) Disabled Home Page

*  Toclean a threat, click on the entry under the Operations column and select 'Clean'. The file will be disinfected or
moved to quarantine upon applying the operation. You can later remove the file from your system from the
'Quarantined ltems' interface. Refer to Managing Quarantined Items for more details.

» Toignore a threat if you consider the file is safe, click on the entry under the Operations column and select 'lgnore'.

»  Toreport threat as a false-positive result, click on the entry under the Operations column and select 'Report'. The file
will be sent to Comodo. Experts in Comodo will analyze the file and add it to whitelist, if found safe.

«  Torepair or ignore an abnormal system settings, click on the entry under the Operations column and select the
required action.

*  To apply a common operation to all the entries in the list, click on the Operations column header and select the
required action.

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved 14
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cCOMODO

Cleaning Essentials Tools * Help *=

Result

Threat Name Risk / | Operation = |
T Clean/Repair
& CloudScanner Trojan.Gen@l Ignore
- Jmnt/C/documents and settings/admior/tsserv.exe gnore Report

; - (C)HKEY_LOCAL_MACHINE\Software\Mi
El- Abrormal System Settings

% (C) Disabled UAC Repair

: 1 (C) Modified Hosts Repair

- @@ (C) Disabled Home Page Repair

1.1.232326.14

3. Click 'Apply" to apply the selected operations to the threats. The selected operations will be applied and the results will
be displayed.

If you have opted to use the text mode, scroll to 'Smart Scan' by using the down or up arrow and click the 'Enter' button.

COMODOD Rescue Disk
1.1.232326. 14

1 Hetwork Setup

2 Options

3. View Logs

4 Quarantine Items

5 Import UVirus Database

7. Full 3can

8. CustoMm Scan

9. About COMODO Rescue Disk
18. Restart Computer

11. Shutdown Computer

The application will check whether any updates are available for the virus database before commencing the scan. If available, it
will first update the local virus database.
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COMODO Rescue Disk
1.1.232326. 14

Skip Update

Skip

Downloading: BASE_END_USER_w12785.cav.z [18.42 MB-128.17 MBI

I— 11. 8%

It is advised that you always let the application to update the database as scanning with your virus database up-to-date detects
even the zero-hour threats. However, if you do not want the database update at this moment, you can skip this step by clicking
'Enter' button.

The application will start scanning the critical areas of your system and the progress will be displayed.

COMODDD Rescue Disk
1.1.232326. 14

Scanning /rmt/CAuindoms/system3Z/wnauserv.dll ok

B 9.8%

For each and every malware detected by CCE, a 'Choose Action to Virus Detected' screen will be displayed.
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COMODD Re
1.1.

Choose Action to Virus Detected

Hame : Clou nner. Trojan. Gen@1, ..
File: #mnt uments and settings~s... hkcu_run—-target.exe.

Ignore ALl Report All Clean Ignore Report

stmt/CA/docume. . . “hkcu_run-target detected wirus: C1...

A B.8%

The 'Results' screen allows you to quarantine and later remove, ignore the threat if it is a safe file or to submit it as a false
positive to Comodo if you are sure about the authenticity of the file. The default operation is 'Clean All', that means CCE will
clean the threat if a disinfection routine is available for it, else, will move it to quarantine. For abnormal system settings, you have
the option to either repair the setting or ignore.

» Toclean a threat, select 'Clean’ using the left or right arrows and press the 'Enter' key. The file will be disinfected or
moved to quarantine upon applying the operation. You can later remove the file from your system from the
'Quarantined Items' interface. Refer to Managing Quarantined Items for more details.

» Toignore a threat if you consider the file is safe, select 'lgnore’ using the left or right arrows and press the 'Enter’
button.

» Toreport threat as a false-positive result, select 'Report' using the left or right arrows and press the 'Enter' key. The file
will be sent to Comodo. Experts in Comodo will analyze the file and add it to whitelist, if found safe.

2.2. Full Scan

It is essential to run a full scan of your system periodically to detect any malware or viruses. During a full scan, CCE scans all
areas including all partitions of hard disk drive, system memory of your computer to identify threats from viruses, malware,
spyware and so on.

Arootkit is a type of malware that is designed to conceal the fact that the user's system has been compromised. Once installed,
they camouflage themselves as, for example, standard operating system files, security tools and APIs used for diagnosis,
scanning, and monitoring. Rootkits are usually not detectable by normal virus scanners because of this camouflage. However,
CCE features a dedicated scanner that is capable of identifying rootkits and, if any, the hidden files and the registry keys stored
by them.

On completion of scanning, you can:
e Clean the detected threats or move them to Quarantine and later remove them;

»  Exclude an application you consider as safe from the threat list;
*  Report the threat as a False Positive to Comodo.

To start a Full scan

1. Click 'Full Scan' from the CCE interface.

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved 17
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COMODO

Cleaning Essentials

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious
registry keys hidden deep within your system.

Full Scan Custom Scan

The application will check whether any updates are available for the virus database before commencing the scan. If available, it
will first update the local virus database.

COMODO

Cleaning Essentials

Updating virus signature database...

keep virus signature database up to date so that COMODO Cleaning Essentials can
detect and remove latest viruses and rootkits,

Downloading: BASE END USER w12705.cavz [23.62 MB/120.17 MB]

1.1.232326.14

Itis advised that you always let the application to update the database as scanning with your virus database up-to-date detects
even the zero-hour threats. How ever, if you do not want the database update at this moment, you can skip this step by clicking

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved 18
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'Skip'.

The application will start scanning your system and the progress will be displayed.

cCOMODO

Cleaning Essentials

Scanning Files

imnt/C/documents and settingsfjehn smith/local settingsftemp/sony/sony pc
companion/plugins/{cd7587¢5-4c01-4a60-b237-c2a36belc08c}/graphics/small.png

@ Objects Scanned: 32039 @ Start Time: Frijun 28 14:11:19 2012

4 Threat(s) Found: 7 2 Duration: 00:04:58

During the course of scanning, if you want to see details on the threats detected so far, click Threat(s) Found' link. A results
window with the threats identified thus far will be displayed.

The Results

On completion of scanning, the 'Finished' dialog will be displayed.
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COMODO

Cleaning Essentials

Finished.

fmnt/Ciwindows/driver cache/i386/sp3.cab|atinrwo. sys

() Objects Scanned: 487389 (O start Time:  Frijun 29 14:11:19 2012

¢ Threat(s) Found: 90 2 Duration: 00:59:10

2. Click 'Next' to view the results.

COMODO

Cleaning Essentials Tools + Help =

Results

Threat Name Operation =

E-Threats

=% CloudScanner. Trojan. Gen@l
- imnt/Cidocuments i/sptispt. exe
—Imnt/C/documents Jawft/awft/setup. exe
- imnt/Cidocuments Japtd/fapt. exe
~ imntfCidocuments Jepil_suite/cpil2.dll
~ mntfCidocuments Jsdtrestore-0.2/sdtrestore. exe
~mntfCidocuments yspycar_tests/hkeu_runonceex exe
- imntfCidocuments spycar_testsfie-homepagelock. exe
~ imntfCidocuments Jepil_suite/cpil3.dll
-~ mntfCidocuments Jcopycat/copycat/copycat. exe

1.1.232326.14
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*  If malicious executables are discovered on the scanned areas, the 'Results' window displays the list of those items
(Viruses, Malware and so on).

Tip: You can sort the scan results by alphabetical order by clicking the 'Threat Name' column header. Similarly you can sort the
scan results based on the risk level by clicking the 'Risk' column header.

The 'Results' window allows you to quarantine and later remove, ignore the threat if it is a safe file or to submit it as a false
positive to Comodo if you are sure about the authenticity of the file. The default operation is 'Clean’, that means CCE will clean
the threat if a disinfection routine is available for it, else, will move it to quarantine.

COMODO

Cleaning Essentials Tools + Help =

Results

Threat Name Operation =

E-Threats

=% CloudScanner. Trojan. Geni@l
- Jmnt/C/documents i/spt/spt.exe lignore ~]
- imntfCidocuments Jawft/fawft/setup. exe

Clean

~imnt{C/documents Japtd/apt. exe Report
~imnt/Cidocuments Jepil_suitefcpil2.dll Clean
- imntfCfdocuments Jsdtrestore-0,2/sdtrestore, exe Clean

~fmnt/Cfdocuments yspycar_tests/hkcu_runonceex exe Clean
~imnt/Cidocuments Jspycar_testsfie-homepagelock.exe Clean
~ jmnt/C/documents icpil_suite/cpil3.dll Clean
~imnt/C/documents Jecopycat/copycat/copycat. exe Clean

1.1.232326.14

« Toclean a threat, click on the entry under the Operations column and select 'Clean’. The file will be disinfected or
moved to quarantine upon applying the operation. You can later remove the file from your system from the
'Quarantined Items' interface. Refer to Managing Quarantined Items for more details.

« Toignore a threat if you consider the file is safe, click on the entry under the Operations column and select 'lgnore'.

»  Toreport threat as a false-positive result, click on the entry under the Operations column and select 'Report'. The file
will be sent to Comodo. Experts in Comodo will analyze the file and add it to whitelist, if found safe.

*  To apply a common operation to all the entries in the list, click on the Operations column header and select the
required action.
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cCOMODO

Cleaning Essentials

Results

Threat Name Operation - [al
Clean/Repair

E-Threats
= CloudScanner. Trojan. Gen@l

lgnore

~fmnt/C/documents fsptfspt.exe G0

~Imnt/Cidocuments Jawft/awft/setup. exe
~fmnt/Cidocuments Japtd/apt. exe

~fmnt/Cldocuments Jepil_suitefopil2. dil

- fmnt/C/documents /sdtrestore-0.2/sdtrestore. exe
~fmnt/Cidocuments Jspycar_tests/hkou_runonceex exe
~fmnt/Cidocuments /spycar_testsfie-homepagelock.exe
~fmnt/Cldocuments Jepil_suitefcpil3.dil

- fmnt/C/documents fcopycat/copycat/copycat. exe

3. Click 'Apply" to apply the selected operations to the threats. The selected operations will be applied and the results will
be displayed.

COMODO

Cleaning Essentials Toels v Help «

Operation =

/spt. exe
t/awft/setup. exa
4fapt exe
_suitefcpil2. dil

restore-0,2/sdtrestore, exe

car_tests/hkcu_runonceex.exe

car_testsfie-homepagelock.exe
_suitefcpil3.dll
pycat/copycat/copycat. exe

Kl

4. Click 'Exit".
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If you have opted to use the text mode, scroll to 'Full Scan' by using the down or up arrow and click the 'Enter' button.

COMODD Rescue Disk
1.1.232326.14

Hetwork Setup
Options
UView Logs
Quarantine Items
Import Virus Database
. Smart Scan
8. Custom Scan
9. About COMODO Rescue Disk
18. Restart Computer
11. Shutdown Computer

The application will check whether any updates are available for the virus database before commencing the scan. If available, it
will first update the local virus database.

COMODO Rescue Disk
1.1.232326. 14

Skip Update

Skip

It is advised that you always let the application to update the database as scanning with your virus database up-to-date detects
even the zero-hour threats. However, if you do not want the database update at this moment, you can skip this step by clicking
'Enter' button.

The application will start scanning the selected areas of your system and the progress will be displayed. Press 'Ctrl+C' buttons
to abort the scan.
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COMODO Rescue Disk
1.1.232326. 14

Press ctrl+c to stop =scan.

Scanning <rmit-Crdocuments and settings~-adm...~ readme.txt ok

B 25. 0%

For each and every malware detected by CCE, a 'Choose Action to Virus Detected' screen will be displayed.

COMODO Rescue Disk
1.1.232326.14

Choose Action to Virus Detected

Hame: CloudScanner.Trojan.Gen@l. ..
File: /mmtsCr/documents and set... hkcu_runonceex-target.exe.

Clean All Ignore All Report All Clean Ignore Report

srmt~sCs... hkcu_runonceex-target.exe detected wvirus: Cl...

B 25. 0%

The 'Results' screen allows you to quarantine and later remove, ignore the threat if it is a safe file or to submit it as a false
positive to Comodo if you are sure about the authenticity of the file. The default operation is 'Clean All', that means CCE will
clean the threat if a disinfection routine is available for it, else, will move it to quarantine. For abnormal system settings, you have
the option to either repair the setting or ignore.

To clean a threat, select 'Clean’ using the left or right arrows and press the 'Enter' key. The file will be disinfected or
moved to quarantine upon applying the operation. You can later remove the file from your system from the
'Quarantined Items' interface. Refer to Managing Quarantined Items for more details.

To ignore a threat if you consider the file is safe, select 'lgnore' using the left or right arrows and press the 'Enter'
button.

To report threat as a false-positive result, select 'Report' using the left or right arrows and press the 'Enter key. The file
will be sent to Comodo. Experts in Comodo will analyze the file and add it to whitelist, if found safe.
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2.3.Custom Scan

The custom scan feature allows you to check for viruses in any particular file/folder or drive. You may have just downloaded
some files from Internet and not sure whether it is free from malware or not. The custom scan feature in CCE allows you to
select a file or folder to check for malware or viruses. The custom scan feature is a useful and flexible complement to
periodically running a 'regular' full scan of your system.

Custom Scan is relatively agile scan method. You can choose what would you want to scan, and where would you want to scan.
On completion of scanning, you can:
»  Clean the detected threats or move them to Quarantine and later remove them;
*  Exclude an application you consider as safe from the threat list;
*  Report the threat as a False Positive to Comodo.
Comodo Cleaning Essentials allows you to:
«  Start a Custom Scan on selected folder(s)/file(s) with configuration of scan options
* Instantly scan a file or folder
Starting a Custom Scan

1. Click the 'Custom Scan' from the CCE main interface.

COMODO

Cleaning Essentials Options  Tools *+ Help =

Start Scan

Start & scan to unearth and remove viruses, rootkits, hidden files and malicious
registry keys hidden deep within your system.

Smart Scan Full Scan Custom Scan

The Custom Scan Setting dialog window will be displayed.
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COMODO

Cleaning Essentials

@ Custom Scan Option

[T Don't scan for viruses
™ Critical areas and boot sector = @ My Computer
- ] C{Microsoft Windows XFP)

Add File. .. Add Folder... Remowve

You can select which options you prefer for the custom scan and also choose which specific files, folders or drives are to be
included in the scan in the Scan Target area.

2. Choose the Scan Options

»  Critical areas and Boot Sector - When selected, CCE scans the Program Files folder and WINDOWS
folder of the Operating System of your computer and the Boot Sector of your hard disk drive during the start
of any custom scan.

»  Don't scan for viruses - When selected, CCE will not check for viruses in the target areas as specified by
the above options. This option is only for scanning the above said areas and not on any target areas in your
hard disk drive. Hence, the target selection area will become inactive and grayed out.

3. Choose the scan target area(s). By default, all the drives in your system will be selected for custom scan.
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COMODO

Cleaning Essentials

@ Custom Scan Option

[T Don't scan for viruses
¥ :Critical areas and boot sector! = My Computer
- ] C(Microsoft Windows XF)

Add File. .. Add Folder... Remowve

1.1.232326.14

To add file(s)

»  Click"Add Files".

*  Browse to the required file and click 'Open’

Look in: IEfmntICIdocuments and s...ederal bank statementsj Q90 ﬁ. @ E]

E Computer
= root

File name: |feb_12_bank_statement.odt
Files of type: |All Files (#) | cancel |
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The selected file will be added to the custom Scan Target area.

COMODO

Cleaning Essentials

@ Custom Scan Option

[T Don't scan for viruses

¥ Critical areas and boot sector - My Computer

w [ CiMicrosoft Windows XP)
~[]E

Iél--Custom

dmnt/C/documents and settingsfadmi...

Add File. .. Add Folder...

1.1.232326.14

*  You can add more files and folders for a simultaneous custom scan. Repeat the process to add more files.
To add Folder(s):

e Click 'Add Folders'.

»  Browse to the required folder and click 'choose'.

Find Directory

Look in: |Efmntf€fdocuments and ...y documents/downloads j QD0 A ’E =]
2 compurer B g
— B eicarcom2
B root | all_tests.zip

| cesmswvc.cer

| cgb_setup.exe

| eicarcom

| eicarcom?2.zip

| https  www.ircte.co.in cgi-bin bv 0, pdf

| opera_1200_int_setup. exe
Directony |down|oaded files
Files of type: |Directories j Cancel |

|
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The selected folder will be added to the custom Scan Target area.

COMODO

Cleaning Essentials

@ Custom Scan Option

[T Don't scan for viruses

¥ Critical areas and boot sector =[] My Computer

=[] CiMicrosoft Windows XP)

. LOE

B Custom
- Jmnt/C/documents and settings/admi...
= fmnt/C/documents and settingsfadmi...

Add File... { Add Folder... | Remove

You can add more files and folders for a simultaneous custom scan. Repeat the process to add more files.

4.  Click 'Scan' to run the custom scan. The selected file(s)/Folder(s) will be scanned with the scan options and the
progress will be displayed.

Comodo Rescue Disk User Guide | © 2012 Comodo Security Solutions Inc. | Al rights reserved 29



Creating Trust Online®

Comodo Rescue Disk - User Guide—  / coMoDo

COMODO

Cleaning Essentials

Scanning Files

fmnt/C/documents and settings/administrator/my documents/downloads/downloaded
files/sdtrestore-0.2/sdtrestore.cpp

@ Objects Scanned: 118 @ Start Time: Mon Jun 25 15:57:43 2012

¢ Threat(s) Found: 13 2 Duration: 00:00:04

During the course of scanning, if you want to see details on the threats detected so far, click Threat(s) Found' link. A results
window with the threats identified thus far will be displayed.

The Results

On completion of scanning, the 'Finished' dialog will be displayed.
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COMODO

Cleaning Essentials

Finished.

fmnt/C/documents and settings/administrator/my documents/downloads/downloaded
filesfosfwbypassfosfwbypass/osfwbypass-demo. exe

@ Objects Scanned: 286 @ Start Time: Mon Jun 25 15:57:43 2012

4 Threat(s) Found: 45 2 Duration: 00:00:16

5. Click 'Next' to view the results.

cCOMODO

Cleaning Essentials Tools » Help =

Results

Threat Name Operation =

E-Threats

=% CloudScanner Trojan. Gen@l
~fmnt/Cidocuments Jsptispt.exe
-~ fmntfCidocuments Jawft/fawft/setup. exe
~fmnt/Cidocuments Japtd/apt. exe
~ fmntfCidocuments Jopil_suitefcpil2.dll
~ imntfCidocuments Jsdtrestore-0.2/sdtrestore. exe
~fmnt/C/documents Jspycar_tests/hkcu runonceex exe
~fmnt/Cidocuments yspycar_testsfie-homepagelock.exe

~ fmntfCidocuments Jepil_suite/cpil3.dll
~fmnt/Cidocuments Jcopycat/copycat/copycat. exe
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*  If malicious executables are discovered on the scanned areas, the 'Results' window displays the list of those items
(Viruses, Malware and so on).

Tip: You can sort the scan results by alphabetical order by clicking the "'Threat Name' column header. Similarly you can sort the
scan results based on the risk level by clicking the 'Risk' column header.

The 'Results' window allows you to quarantine and later remove, ignore the threat if it is a safe file or to submit it as a false
positive to Comodo if you are sure about the authenticity of the file. The default operation is 'Clean’, that means CCE will clean
the threat if a disinfection routine is available for it, else, will move it to quarantine.

COMODO

Cleaning Essentials Tools + Help =

Results

Threat Name Operation =

E-Threats

=% CloudScanner. Trojan. Geni@l
- Jmnt/C/documents i/spt/spt.exe lignore ~]
- imntfCidocuments Jawft/fawft/setup. exe

Clean

~imnt{C/documents Japtd/apt. exe Report
~imnt/Cidocuments Jepil_suitefcpil2.dll Clean
- imntfCfdocuments Jsdtrestore-0,2/sdtrestore, exe Clean

~fmnt/Cfdocuments yspycar_tests/hkcu_runonceex exe Clean
~imnt/Cidocuments Jspycar_testsfie-homepagelock.exe Clean
~ jmnt/C/documents icpil_suite/cpil3.dll Clean
~imnt/C/documents Jecopycat/copycat/copycat. exe Clean

1.1.232326.14

« Toclean a threat, click on the entry under the Operations column and select 'Clean'. The file will be disinfected or
moved to quarantine upon applying the operation. You can later remove the file from your system from the
'Quarantined ltems' interface. Refer to Managing Quarantined Items for more details.

» Toignore a threat if you consider the file is safe, click on the entry under the Operations column and select 'Ignore’.

»  Toreport threat as a false-positive result, click on the entry under the Operations column and select 'Report'. The file
will be sent to Comodo. Experts in Comodo will analyze the file and add it to whitelist, if found safe.

*  To apply a common operation to all the entries in the list, click on the Operations column header and select the
required action.
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coOMODO

Cleaning Essentials

Results

Threat Name Operation - [l |
EHThreats Clean/Repair
lgnore
Report

Iél--CluudScanner.Trujan.Gen@l

~fmnt/C/documents fsptfspt.exe

~Imnt/Cidocuments Jawft/awft/setup. exe
~fmnt/Cidocuments Japtd/apt. exe

~fmnt/Cldocuments Jepil_suitefopil2. dil

- fmnt/C/documents /sdtrestore-0.2/sdtrestore. exe
~fmnt/Cidocuments Jspycar_tests/hkou_runonceex exe

~fmnt/Cidocuments /spycar_testsfie-homepagelock.exe
~fmnt/Cldocuments Jepil_suitefcpil3.dil

- fmnt/C/documents fcopycat/copycat/copycat. exe

1.1.232326.14

6. Click 'Apply" to apply the selected operations to the threats. The selected operations will be applied and the results will
be displayed.

COMODO

Cleaning Essentials Toels v Help «

Operation =

/spt, exe
t/awft/setup. exa

4fapt axs

_suitefcpil2. dll
restore-0.2/sdtrestore.exe
car_tests/hkcu_runonceex.exe

car_testsfie-homepagelock.exe
_suitefcpil3.dll
pycat/copycat/copycat. exe

7. Click 'Exit'.
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You can scan a folder or file you just downloaded from Internet / copied in to your system of items in a removable storage device

like a pen drive by dragging and dropping it on to the CCE interface.

To instantly scan an item

»  Drag the item from its parent folder and drop it on to the CCE Interface

downloads - 0OX
Ale Edit Go Bookmark Wiew Tool Help
&+ @ v - 4 O ’.} ||rr'nnl,rc,rd|:>cuments and settings/administraterfmy docurr ™

Warnin [¢] You are In SUper user mo de

™ =

downloaded files sicarcomz all_tests.zip

b root

B Desktop

= cD-ROM Drive
] 10.7 GB Velume
[ 42.9 GB Velume

B /media
-t

registry keys hidde deep within your system,

Ol

g9 visible tems (0 hidden), Free space

Smart Scan Full Scan Cus

The folder/file will be scanned immediately.
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cCOMODO

Cleaning Essentials

Scanning Files

fmnt/C/documents and settings/administrator/my documents/downloads/downloaded
filesfspycar_tests/hklm_runonce.exe

() Objects Scanned: 66 (U start Time: Mon Jun 25 16:57:17 2012

4 Threat(s) Found: 2 2 Duration: 00:00:02

1.1.232326.14

If any threats are found, the results will be displayed. Refer to The Results section for more details.

If you have opted to use the text mode, scroll to 'Custom Scan' by using the down or up arrow and click the 'Enter' button.

COMODOD Rescue Disk
1.1.232326. 14

Hetwork Setup

Options

UView Logs

Quarantine Items
Import UVirus Database

SMart Scan

o [ i B = TR L ]

Full 3can

9. About COMODD Rescue Disk
18. Restart Computer
11. Shutdown Computer

In the Custom Scan interface, you have the option to select the files or folders. Use the Tab button to navigate and 'Space' bar to
select the options. For 'Select Disk Partitions' use the 'Up' or 'Down' arrows and select the drive.

Note: Unlike in Graphic mode, the Text mode for Custom scan allows only to select partitions and not individual files or folders.
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*  Navigate to 'Ok" and press the 'Enter' button.

COMODD Rescue Disk
1.1.232326. 14

[#]Critical areas and boot sector [ 1Don’t =scan for viruses

Select Disk Partitions
[ IC(HMicrosoft Hindows XP)

=13

The application will check whether any updates are available for the virus database before commencing the scan. If available, it
will first update the local virus database.

COMODOD Rescue Disk
1.1.232326. 14

[ ICritical areas and boot sector [ 1Don’'t scan for viruses

I
Disk Partitions

3kip Update |icrosoft Windows XP)

Skip

Downloading: BASE_END_USER_wi12785.cav.z [36.41 MB-128.17 MBI

B 17.8%

It is advised that you always let the application to update the database as scanning with your virus database up-to-date detects
even the zero-hour threats. However, if you do not want the database update at this moment, you can skip this step by clicking
‘Enter’ button.

The application will start scanning the selected areas of your system and the progress will be displayed. Press 'Ctrl+C' buttons
to abort the scan.
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COMODO Rescue Disk
1.1.232326. 14

Press ctrl+c to stop scan.

Scanning ok

I ¢ . 0

For each and every malware detected by CCE, a 'Choose Action to Virus Detected' screen will be displayed.

COMODOD Rescue Disk
1.1.232326.14

Choose Action to WVirus Detected

Hame: CloudScanner.Trojan.Gen@l. ..
File: /mntsCrdocuments and set...- hkcu_runonceex-target.exe.

Clean All Ignore All Report All Clean Ignore Report

“rmtsCs. .. hkcu_runonceex—-target.exe detected wvirus: Cl...

S 25. 0

The 'Results' screen allows you to quarantine and later remove, ignore the threat if it is a safe file or to submit it as a false
positive to Comodo if you are sure about the authenticity of the file. The default operation is 'Clean All', that means CCE will
clean the threat if a disinfection routine is available for it, else, will move it to quarantine. For abnormal system settings, you have
the option to either repair the setting or ignore.

To clean a threat, select 'Clean’ using the left or right arrows and press the 'Enter' key. The file will be disinfected or
moved to quarantine upon applying the operation. You can later remove the file from your system from the
'Quarantined Items' interface. Refer to Managing Quarantined Items for more details.

To ignore a threat if you consider the file is safe, select 'lgnore' using the left or right arrows and press the 'Enter'
button.

To report threat as a false-positive result, select 'Report' using the left or right arrows and press the 'Enter' key. The file
will be sent to Comodo. Experts in Comodo will analyze the file and add it to whitelist, if found safe.
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2.4.Comparison of Scan Types

Scanners

The following table gives the descriptions of scanners used in Comodo Cleaning Essentials:

Scanner Description

Basic Local Antivirus Scanner

FLS File Lookup System. The FLS attempts to establish the trustworthiness of a file by running three
sequential scans. First, a file is checked against the local Trusted Vendors List (TVL). If the file is not
present on the TVL then it passes onto Cloud Vendor Verification (CVV). If the CVV test yields no results it
passes onto Comodo’s cloud based AV scanner.

CAMAS Upload untrusted executables to COMODO Automated Malware Analysis System (CAMAS) for inspection
(available if enabled in Options)

Critical areas Scan critical registry keys, system files and system configuration

MBR Scan boot sector (Available if enabled in Options)

Scan Types

The following table gives the sequence of scanners employed while scanning various areas for different scan types. The symbol
‘> “indicates a sequential process. For example, ‘Basic > FLS’ means that the item is first checked using the Basic (local) AV
scanner. Only if the file is not identified as malware by the Basic scan will the item pass onto the next type of scan — ‘FLS'.

Scan Options Smart Scan Full Scan Custom Scan

(Scanners are the same as Full Scan)

Critical areas>MBR
Scope: entire areas Scope: entire areas
Basic>FLS Basic>FLS

Scope: autorun files

Critical areas and Critical areas>MBR

boot sector

Optional. Scope: entire areas

Virus Optional. Scope: Customizable

Scope: files in all drives

3.Configuring Comodo Cleaning
Essentials

CCE can be configured according to user preferences by clicking the 'Options' from the title bar. You can manage various
functions such as scanning suspicious MBR entries, scanning archive files and more.

To access the Options interface, click 'Options' from the title bar controls.
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COMODO

Cleaning Essentials

Options

Start g
registn

—MER Scanner

™ :Scan for suspicious MBR meodifications:

—WIrUS Scannar

¥ Scan archive files (e.q. *.zip, *.rar)

Heuristics Scanning Leve| Low

Do not scan files larger than |4f.]l

—Settings

Log Level IThreats vI

MBR Options

»  Scan for suspicious MBR modifications - When selected, CCE will automatically scan MBR (master boot record)
for unknown or suspicious changes made to it.

Virus Scanner Settings

¢ Scan archive files - When this check box is selected, CCE scans archive files such as .ZIP and .RAR files. These
include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives.

e Heuristics Scanning/Level - CCE employs various heuristic techniques to identify previously unknown viruses and
Trojan horses. 'Heuristics' describes the method of analyzing the code of a file to ascertain whether it contains code
typical of a virus. If it is found to do so then the application recommends it for quarantine. Heuristics is about detecting
virus-like behavior or attributes rather than looking for a precise virus signature that matches a signature on the virus
blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the scan engine to 'predict' the
existence of new viruses - even if it is not contained in the current virus database.

The drop-down menu allows you to select the level of Heuristic scanning from the four levels:

»  Off - Selecting this option disables heuristic scanning. This means that virus scans only uses the 'traditional’
virus signature database to determine whether a file is malicious or not.

*  Low - 'Lowest' sensitivity to detecting unknown threats but will also generate the fewest false positives. This
setting combines an extremely high level of security and protection with a low rate of false positives.
Comodo recommends this setting for most users.

*  Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a corresponding
rise in the possibility of false positives.

»  High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more false
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positives too.

* Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during manual scanning. Files larger than the size specified here, are not scanned. Default = 40 MB

Miscellaneous Settings

*  Log level - This drop down box allows you to select options for CCE event logs. The options are:

» Disable - If you select this option, CCE will not create any log files.

»  Threats - If this option is selected, CCE will generate log reports containing files that it has detected as
threats.

e All- If this option is selected, CCE will generate log reports for all files that it have been scanned and will
record all events. The log file will contain system information, cleanup results, details about the file path,
whether it is malicious, the action taken and whether the action has been implemented.

Logs are saved in the folder <folder containing CCE Linux files>\Logs.

cce linux - 00X

File Edit Go Bookmark Wiew Tool Help

4 @ v 4 O ’j} [fmntfc,fcce_linux ] h

Warning: You are in super user mode

h root ==

£ Desktop
CD-ROM Drive

E= E=
[.] 10.7 GB volume - -

coredump quarantine

L] 42.9 GB velume scanners screenshot updateddatabas
e.txt

B /media

B /mint

(=

& visible items (0 hidden), Free space: 30.4 GBE (Total: 42.9 GB )

To view the logs:
*  Double-click or right click and open the Logs folder. The folder will contain logs stored as time stamped text files.

Or
e Click Tools > Browse Logs...
*  Click 'OK' for the settings to take effect.

If you have opted to use the text mode, scroll to 'Options' by using the down or up arrow and click the 'Enter' button.
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COMODO Rescue Disk
1.1.232326. 14

Hetwork Setup

UView Logs

Quarantine Itemns

Import Virus Database
Smart Scan

Full Scan

Custom Scan

About COMODD Rescue Disk
18. Restart Computer

11. Shutdown Computer

2] =

[ W s = T

The 'Options' screen will be displayed.

COMDODD Rescue Disk
1.1.232326. 14

Options
@l5can for suspicious MBR modifications]
[#]15can archive files(e.qgq. =.zip, =.rar)
Heuristics Scamming Level Low
Do not scan files larger than 48

Log Level Threats

Cancel

You can configure the CCE settings in the Options interface.

Use the 'Tab' button to navigate and the 'Space' bar to select the options.
For 'Heuristics Scanning Level' settings, use the 'Up' or 'Down’ arrows to select the scanning level.

For setting the file size for scanning, navigate to 'Do not scan files larger than * MB' and enter the value.

*  For selecting what events should be logged, navigate to 'Log Level' and 'Up' or 'Down' arrows to select the log level.

*  Navigate to 'OK" and press the 'Enter' button for the settings to take effect.

The details of the settings are given at the beginning of the section.
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4. The Tools Menu

The "Tools' menu enables you to manage quarantined items and view logs. It also allows you to configure for importing virus
database updates from a local storage or from other computer or a server in your network.

The tools menu can be accessed by clicking ‘Tools' from the title bar.

COMODO

Cleaning Essentials

Quarantined tems...
Import Wirus Database

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and rr
registry keys hidden deep within your system. Check for Updates...

Browse Logs...

Smart Scan Full Scan Custom Scan

The "Tools' menu has the following options:
e Managing Quarantined Items - Enables to manage the items moved to quarantine by various scans.
* Importing Antivirus Database - Enables you to import virus database from your local storage or a network location.
*  Browse Logs - Enables you to view the log of events recorded by the application.

»  Check for Updates - Enables you to check whether updated version of the application is available.

4.1.Managing Quarantined ltems

The quarantine facility removes and isolates suspicious files into a safe location before analyzing them for possible infection.
Any files transferred in this fashion are encrypted - meaning they cannot be run or executed. This isolation prevents infected files
from affecting the rest of your PC. If a file cannot be disinfected, then it provides a reliable safe-house until the virus database is
updated- neutralizing the impact of any new virus.

Al the files cleaned using CCE are moved into Quarantine. You can later analyze these files and take the following measures:
» |If the file could not be identified by you as safe, you can remove it from your system;
» Ifthefile is safe and came from a trustworthy source, you can restore it to the original location.

To access the 'Quarantined Items' interface, Click ‘Tools' > 'Quarantined Items'.
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Location 7 ltem Date/Time -
Imnt/C/documents ... | CloudScannerTrojan.G... |6/25/12 4:40 PM
/mnt/C/documents ... | CloudScannerTrojan.G... |6/25/12 4:40 PM Delete
imnt/C/idacumeants ... |CloudScanner Trojan.G... |6/25/12 4:40 PM Restare
Imnt/C/documents ... |CloudScannerTrojan.G... |6/25/12 4,40 PM Clear Al
fmnt/Cidocuments ... |CloudScanner Trojan.G... |6/22/12 4:31 PM -
imnt/C/documents ... |CloudScannerTrojan.G... |6/25/12 4:40 PM
Imnt/C/documents ... |CloudScannerTrojan.G... |6/25/12 4,40 PM
fmnt/Cidocuments ... [CloudScanner Trojan.G... |6/25/12 4:40 PM
Imnt/C/documents ... |CloudScannerTrojan.G... |6/25/12 4:40 PM
fmnt/Cidocuments ... [CloudScanner Trojan.G... |6/25/12 4:40 PM <

Close

Column Descriptions
e ltem - Indicates which application or process propagated the event;
e Location - Indicates the location where the application or the file is stored;
»  DatelTime - Indicates date and time, when the item is moved to quarantine.

From this interface you can:

*  Delete a selected quarantined item from the system
¢ Restore a quarantined item
e Delete all quarantined items

To delete a quarantined item from the system

e Select the item and Click 'Delete’.

This deletes the file from your system permanently.

To restore a quarantined item to its original location

¢ Select the item and click 'Restore'.

If the restored item does not contain a malware, it operates as usual. But if it contains a malware, it will be detected as a threat ,
during the next scan and moved to quarantine if you perform 'Clean’ operation.

To remove all the quarantined items permanently

¢ Click 'Clear All'.

This deletes all the quarantined items from your system permanently.

Note: Quarantined files are stored using a special format and do not constitute any danger to your computer.
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If you have opted to use the text mode, scroll to '‘Quarantine ltems' by using the down or up arrow and click the 'Enter' button.

COMODOD Rescue Disk
1.1.232326. 14

1. Hetwork Setup

2. DOptions

3. View Logs

5. Import Virus Database

6. Smart Scan

7. Full Scan

8. Custom Scan

9. About COMODO Rescue Dizk
1. Restart Computer

11. Shutdown Computer

The Quarantine Items screen will be displayed.

COMODO Rescue Disk
1.1.232326. 14

Quarantine Items
bl 1t /C/documents and settings/adm |
]l “rntsCrdocument and settings~-adm
] #rmt/C/documents and settings-adm
] “rmtsCrdocuments and settings/adm
] “rmtsCrdocuments and settingssadm

[
[
[
[
[

Delete Restore Clear All Close

e Use the 'Up' or 'Down' arrows and 'Space' bar to select an quarantined item
*  Use the 'Tab' button to navigate and select the options.

To delete a quarantined item from the system

e Select the item and navigate to 'Delete" and press the 'Enter' button.
This deletes the file from your system permanently.

To restore a quarantined item to its original location

»  Select the item and navigate to 'Restore' and press the 'Enter' button.

If the restored item does not contain a malware, it operates as usual. But if it contains a malware, it will be detected as a threat ,
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during the next scan and moved to quarantine if you perform 'Clean’ operation.

To remove all the quarantined items permanently

*  Navigate to 'Clear All'and press the 'Enter' button.

This deletes all the quarantined items from your system permanently.

4.2.Importing Antivirus Database

CCE is configured to check Comodo servers to see whether a virus database update is available for download whenever a scan
is performed. As an alternative to downloading from Comodo servers, you can import the virus database updates from local
storage or from any of the other computers in your network that uses the same database. This can help accelerate update
deployment and reduce the bandwidth consumption.

Example Scenarios:

*  Ifyou also have Comodo Internet Security (CIS) installed and it is configured to regularly receive database updates
then you can configure CCE to collect it's updates from your CIS folder. To do this, you just need to point CCE to the
CIS folder that contains the (updated) bases.cav file. See instructions below.

»  Similarly, if you are connected to a local network, you can import the updated database from any network folder that
contains the latest bases.cav (for example, from another computer that has a (fully updated) CCE or CIS installed)).

To import virus database

e Click Tools > Import Virus Database.

COMODO

Cleaning Essentials

( Import Virus Database )
e —

EBrowse Logs...

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and msz
registry keys hidden deep within your system. Check for Updates...

Smart Scan Full Scan Custom Scan

The Linux Open dialog will be displayed.
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Look in: IEImntICIpmgram filesfco...ernet security/scanners j Q9O Q ﬁ. @ E]

E Computer
= root

| common,cav
| dosmz.cav

| dunpack.cav
| extra.cav

| fileid. cav

| gunpack.cav
| heurcav

| mem.cav

| pe.cav

| pe32.cav

| script.cawv

| scrtemu. cav
| smart.cav

1 unarch.cav
| unpack.cav
| white, cav

File name: |bases.cav Qpen

Files of type: |CA‘~.-" Database (*.cav) j Cancel

»  Navigate to the folder containing the virus database file like bases.cav and select the file

Tip: If you are importing the database from your CIS installation, the bases.cav will be available in the folder <installation
drive>:\Program Files\COMODO\COMODO Internet Security\scanners.

e Click 'Open'.
The database file will be immediately imported to CCE.

If you have opted to use the text mode, scroll to 'Quarantine Items' by using the down or up arrow and click the 'Enter' button.
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COMODO Rescue Disk
1.1.232326. 14

HNetwork Setup

Options

Vienw Logs

Quarantine Items

Smart Scan

Full Scan

CustomM Scan

About COMODO Rescue Disk
18. Restart Computer

11. Shutdown Computer

] R L

wo~am

The 'Import Virus Database' screen will be displayed.

COMODD Rescue Disk
1.1.232326. 14

Import Virus Database
iFile: /rmt/Cr/cce_linuxsscanners

*  Use the 'Up' or 'Down' arrow keys to select the item.

*  Press the 'Enter' button twice on "../' to navigate to program folders.
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COMODD Rescue Disk
1.1.232326.14

Import Virus Database
File: /rmtsCr/program files

program files~s

quarant ine~
recycler~

»  Press the 'Enter' button and navigate to .cav files, for example, Comodo Internet Security/scanners/bases.cav.

COMODOD Rescue Disk
1.1.232326.14

ImMport Virus Database
et securitysscanmers-bazes.cav

¢ Press the 'Enter' button.

The selected virus database upload progress will be displayed...
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COMODO Rescue Disk
1.1.232326. 14

Import Virus Database
1File: et securitysscanners-bases.

...and on completion, the successfully completed screen will be displayed.

COMODD Rescue Disk
1.1.232326.14

Import Virus Database
iFile: et security- scanners~bases.cav

¢ Press the 'Enter' button to return to main menu.

4.3.Checking for Software Updates

You can check if the CRD bootable disk that you are using is the latest version or if an updated version of CRD is available.

To check for the software updates

e Click 'Tools' > 'Check for Updates'
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coOMODO

Cleaning Essentials

Quarantined ltems. .,
Import Virus Database

Start Scan

Start 3 scan to unearth and remove viruses, rootkits, hidden files and m:
registry keys hidden deep within your system.

Smart Scan Full Scan Custom Scan

CRD will check for any updated version and if the ISO image is the latest, the following screen will be displayed.

COMODO Cleaning Essentials

Check for Updates

This version is up-to-date,

The updater checks for updates using system's
connection settings.

If a new version of CRD is available, 'New version is available' screen will be displayed.
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COMODO cleaning Essentials

Check for Updates

Mew version is available,

Click "Download" to download new version.

Download

*  Click the 'Download' button to save the latest version of CRD in your system.

e Choose the location where you want to save the ISO file.

Look in: |Efmnt QO O @ @ (=]
E Computer g g
P root B E
Directory || Choose
Files of type: |Direct0ries j Cancel

i

The download progress will be displayed...
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COMODO

Cleaning Essentials

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious
registry keys hidden deep within your system,

COMODO Cleaning Essentials

downloading comodeo_rescue disk 1.1.232326.15.is0.

Smart Scan Full Scan Custom Scan

1.1.232326.14

... and saved in the chosen location. Burn this new version of CRD ISO file to CD, DVD or USB for future use.

5.Help and About Detalls

The Help menu at the top right corner of the CCE main interface enables you to access the online help guide and view the About
dialog of the application.
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cOMODO

Cleaning Essentials

Start Scan

Start a scan to unearth and remaove viruses, rootkits, hidden files and malicious
registry keys hidden deep within your system.

Smart Scan Full Scan Custom Scan

Click the links below for more information:
e Help
¢ About

5.1.Help

Clicking the 'Help" option from the 'Help' menu opens the online help guide hosted at http://help.comodo.com/. Each area has its
own dedicated page containing detailed descriptions of the application's functionality.
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| ¢ | © help.comedo.com;topic-113-1-405-4 182-Infroduction-t miodo-Rescue-Disk i *n\!.
A e R R e e S e e e G TR RO
) 3 i Comado Reseue Dish Erglish ]
) Comodo Cleaning Essentials AT e o o :
A L d
L
Intraduction Ta Comodoe Resous Disk
= Introduction Te Comodo Rescue = =
i Introduction to Comodo Rescue Disk
Dowrdoad ng Comodo Rescus
Crick Comodo Rescus Disk (CRD) sCans in a pre-boot
il ¥ before Windows J sight distribution of the
Starting Comodo Rascue Dish 0 system E th works in both GUI
A B " 2 Thie tor T thorough scan than regular mabwang cleanng
starting Comado Claaning applications because it deans your system before Windows is loaded. CRD is intended to be used when

Essentials malware embeds itself so deeply into your system that regular & sofbware cannot remove it The rescue disk s

] al=o v affactive at removing infackions that are preventing Windows from bootng in the frst place. Apart
CCE Interface frorm them wirus yewner, CRD also provides boglz ko explore flas n your hard dive, take scrasnshol and brow e
web pages.

HScanning Your System

Configuring Comodo Cleaning
Essentials

= The Tools Menu
#F Help And About Details

About Comodo

You can also print or download the help guide in .pdf format from the webpage.

5.2.About

Clicking 'About' from the 'Help" menu opens the the 'About' dialog of Comodo Cleaning Essentials.

About COMODO Cleaning Essentials

cCOMODO

Cleaning Essentials

Product Version: 1.1.232326.14
Virus Signature Database Version: 12761

Fatents Pending
Copyright (c) 2004-2012 COMODO.
All rights reserved.

The 'About' dialog displays version of Comodo Cleaning Essentials, version of virus database that is in your computer and the
copyright information.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc. Comodo CA Limited

525 Washington Blvd. Jersey City, 3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
NJ 07310 Salford, Greater Manchester M5 3EQ,

United States United Kingdom.

Tel : +44 (0) 161 874 7070
Fax : +44 (0) 161 877 1767

Tel: +1.888.256.2608
Tel: +1.877.712.1309
Fax: +1.201.963.9003

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com/
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