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1. Comodo Server Security Server — Quick
Start Guide

This tutorial explains how to use S® to manage the purchase and lifecycle of SSL certificates on 1IS and Apache web-
servers.

Prerequisites and setup

»  You have placed at least one order for a Comodo certificate (recently or in the past)
+  Your websites are running on Apache web server on Linux (CentOS, Fedora, Ubuntu or Debian)
+  You should install the certificate controller software on any Windows or Linux machine on your network

»  Once the controller/agent is installed, you can use the S? portal to add servers, view orders and
manage/install certificates

Please use the following links to go straight to the step that you need help with:
Step 1-Log into S*

Step 2 - Add your Servers

Step 3 - Generate and submit a CSR

Step 4 - Complete domain control validation

Step 5 - Install your certificate

Step 6 - S° to manage your certificates
Step 1- Log into S3

« Login to your S® account at https:/Is3.comodo.com by entering your Comodo account username and
password followed by one of your product order numbers

+ If you see a message stating your login credentials have expired, click the link to update them
 Ifyou are logging into S? for the first time, read and accept the 'End User License Agreement’

New users

« Ifyou do not have a Comodo account, click 'Don't have account? Create New'. You will be taken to the
account creation page

«  Complete the enroliment form and agree to the EULA and subscriber agreements
«  You will see a confirmation message once your account is created

+ Important — Please make a note of the order number shown in the confirmation screen. You will need it to
login on future occasions.

+  Click 'OK" to automatically login to S°.
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Step 2 - Add your Servers

In order to establish communications between S? and your servers, you need to install the S2 agent on a Linux or
Windows machine on your network.

To add agents:
«  Click the 'Manage Servers' button then the 'Add New Agent/Server' button

« Inthe 'Agent Download' screen, type a name to identify the agent

«  Download the 'Linux' or 'Windows' agent suitable for the machine on which you are going to install the agent

Mansaqge Agonls and Semnvers
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Mo add your server ta this Bsd, do the following

= Register new agent:
1. i you have 53 agent already nstalled in your network - go to step 2. Otherwise - downioad an agent by clicking on “Add new agent”.
2. Run this agent on any comesponding maching in your netwark. During first run, the agent wil generate verification code. See more detaied instructions here
3, Afer gefling this verification code - come back to "Wanage Servers” page and chick on correspending "Verify agent bulton and inger verificalion code
« Register a sarver with agent, see detaled instructions:
o for windows agent
o

Close

Note: The 'Windows Utility' is not an S2 agent. It is a standalone application called ‘Comodo Certificate Auto-Installer’
which is designed to be directly installed on an IIS server.

+  Click 'OK" to register the agent in the 'Manage Agents' interface.

Next, you need to install and activate the agent. Use the following links to find out more:
 Installing the agent on a Windows machine
+ Installing the agent on a Linux machine

« Managing agents and servers

Install the agent on a Windows machine

Note: Please ensure you have admin privileges to run the application.
«  Extract the contents of the zip file to the Windows machine you wish to use to control your servers

«  Open 'ComodoS3Agent.exe' to start the installation process.
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«  To synchronize the agent with S3;

< Copy the unique code from the 'Initial Agent verification' dialog
+ Login to the S® web interface and click the ‘"Manage Servers' button
»  Locate the agent you have just installed and click the 'Verify agent' button

+ Paste the verification code into the 'Agent Key' text box then click the 'Start Verification' button:

Agent Venfication

Agent Key: Enter the verification code here

1. Start the agent if You havent done =0 already to get the verification code.
2. Copy and paste the code into the field above.
3. Click the "Start Verification” button.

Start Verification

»  Next, go back to the agent verification dialog on your Windows machine and click 'Finish Verification',
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COMODO Initial Agent verification

1. Copy the code below.

2. Go to the 53 interface, click 'Manage Servers'
then "Werify Agent'.

2. Paste the code then click the 'Start Verification'

Regiztration completel

PJmmvBdu

»  Click 'Close'. The S3 Agent dialog will open

»  Select 'Set ssh keys' from the 'File' menu or choose 'Please set SSH keys'

COMODO s3Agent

File | Server  Please set 55H keys [1.2.0.26159

| Coetsshkeys > |

Exait

You can configure the SSH key pair in three ways:

«  Generate keys on Comodo server — Automatically generate the SSH key pair on Comodo's servers
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»  Generate keys on my own Linux PC — Generate keys by entering Linux credentials (server address,
login, password and port)

- Provide generated keys (private and public) - Select your SSH keys from file saved on your local
computer

- Toadd servers to S3, open the 'S3 Agent' dialog and select an available server from the 'Server' tab:
« You can add server in three ways:
i. Add local IIS. This option is active if IS web server is running on the server

i. Add local Tomcat. This option is active if "CATALINA_HOME" windows environment variable is
defined in your Windows server configuration. Tomcat service is registered and running

iii. Add Remote Linux server. This option is active if SSH keys are generated
COMODO -53aAgent - x

1.2.0.26159

Add local IS

Add local Tomcat

Add remote Linux server

« 'Add Remote Linux server' opens the 'Add Linux server' dialog to provide SSH Key-Based
Authentication on a Linux server (server address, login, password and port). This allows the agent to
connect to the server for authentication

«  Manage 'Add local [IS" will add the server to the S® agent list:
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COMODO s3Agent

1.2.0.26159

Server Status
Iucal SErver Awvailable

Install the agent on Linux machine

« Launch Linux agent: ./autoinstaller and follow the verification instructions
+ Goto the S®interface, click 'Manage Servers' then the 'Verify Agent' button

- The 'Agent Verification' dialog will open. Copy and paste the code into the 'Verification Code' box and click
‘Start Verification'

«  Next, go back to the agent console and press 'y’

»  Your request will be sent to authenticate the agent and S2. After that, you will see the successful verification
message
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Agent Verification

Agent Key: Enter the verification code here

1. Start the agent if You haven't done so already to get the verification code.
2. Copy and paste the code into the field above.
3. Click the 'Start Verification' button. |

€ Agent Windows agent’ Authentication successful. Your agent IP is: 10.100.76.101

«  After the file is verified, you can add servers by entering the following line at the command line interface:
Jautoinstaller -m add -ip 192.168.10.10 -u auto
...replacing '192.168.10.10" with the IP or hostname of your server.

...replacing 'auto" with admin login.
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auto@ubuntu:=fﬂgentfdeh:1645 .fautoinstaller -m add -ip 192.168.14.1& -u auto
Parsing autoinstaller config file(./autoinstaller.config) and command line
add:192. 163. 18. 18 auto

592.168.14. l8auto
he authenticity of host '192.168.18.1&(192.168.16. 16" can't be established.
ECDSA key fingerprint is 6e:a8:89:49:db:3a:d2:6T:8f:78:bb:93:70:9e:bb:38.
re you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 1%2.168.1&.1&" (ECDSA) to the list of known hosts.
@92.168.19.1¢'s password:
Mow tiy wwyyinyg into the machine, with "ssh 'auto@192.168.1&@_ 16", and check in:

~/.ssh/authorized keys

to make sure we haven't added extra keys that you weren't expecting.

G92.168. 14, 1@auto

retcode: @
auto@ubuntu:~/Agent/deb_x64%

Note: Your agent must be activated before adding the server

»  Repeat the process to add more servers

Managing agents and servers

Upon successful connection, your servers will appear in the S interface area. Each agent is shown separately with its
IP addresses listed underneath:
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Server Security Server

Account Balance

EY $8,109.40

ADD FUNDS

Servers
WinAgent.21

10.100.77.21
10.100.77 .25

default

MANAGE SERVERS

Alerts
No more alerts found

MORE ALERTS

Server statuses:
Agreen icon indicates the server is actively connected to S3
A gray icon indicates the server is not connected. This could be because the agent is not launched

Ared agent name indicates an un-synchronized or outdated agent
Ared key next to green/red server indicates the SSH keys are not present. Launch the agent as administrator

and set your SSH key pair as explained above

To update an agent,
Exit the agent then go back to S interface and click ‘"Manage Servers'

Select the agent then click 'Edit’
Download, save and unpack the new agent into the current directory

Run the agent. Agent status will change to 'Active’ once successfully connected.

Note: You will be automatically notified when updates are available for the Windows agent.

From the 'Manage Agents and Servers' dialog displays:
Agents which are shown in the top half of the window allows you to view, edit the agent name and re
10
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download it if required
»  All servers added via those agents are listed at the bottom

» Both agent and server must be active (green icon) for S to carry out actions such as installing certificates.

Step 3 - Generate and Submit a CSR

The next step is to generate a certificate signing request.

«  Choose an order with a 'Certificate Status' of 'Waiting for CSR', select 'Generate request' and click 'Apply'.

Generate Request (2]

Generation Options (%) Generate CSR () Paste CSR

Domain Details

Commaon name: firstflowers.com Domain list:
Multidomain
Qrganization: Unpod Organizatienal unit:  Unpod
Country/Region: United States of America [¥] state/Province: Montana
City/Locality: Mantana E-mail: flowerspurchase@agmail.com

[T} Make private key exportable

Generate CSH on server: 10.100.77.113 =

Generation Result

Summary

«  This will open the 'Generate Request' form:
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Generation Options:

« Ifyou already have a CSR you wish to use, select the 'Paste CSR' radio button. Paste your CSR into the
"Your CSR' text area. Click 'Validate & parse' to test the CSR is correct then click 'Send' to submit the CSR to

Comodo CA.
Generate Request (7]
Generation Options () Generate CSR |® Paste csh
Your CSR
BJpEd3zHI/pozY¥z1Xox9Whder T2BeX YW IETVrEvhuk1E1yNExxhsNaikLi2RrHD o

XfrnbgS5iEy0/T76teliyblwI2TbglzSy4ivaUiZZ7gMzdy0j JErDed zwLIOM1gFOWV
brQ2FIspFENR/ 1GuXnTOSwTRIQJIZh] PGhegqmG/EJLWw] ¥seS5gqlglnT2 /FVIkUD=S
gDVZ2ISH+gI 9] rHgpXeWlagMBARGgggERMBoGCi=GROOBg ) cHAgMxDEYENi4xLijc2
MDEuMija+BgkghkiGOwiBCQ4xMTAVHEOGRIUADgOWEEQIETDi 42uxgrInTt3ED3EZE
TESwIHDAOBgNVHQEBAFEEEAMCES AwSwWY JEWYBBAGCHXUUMT 4wPATEEwOLWF4 LY dp |
bil0ZXNO0cGHMFGlheCl3aW4tdEVzdHEjXG1lhe Gl tDEBFDE2 1vZG9THOFRZW S 0 LnV4
ZTBnEgorBgEEAY I 3DQICHMVgwWwVgIEARSCOAEOAaQBEjAHIARWEZAGEBAZgBOACALTWED
AHTALWEBuUAGCATARDAHTAeQRwAHALWENAHTAYORwAGgRaQBEjACAATARYAGEAdgED
AR ZOBEYAWEAMAOGCSgESIE3DQEEEQUARATRAQCAI XTVCe8dQkS9I0ag2WrBMISa
Z+gsxMEOf{VWwIDH4RiUQp6+98cacyNBBGX I/ oilgcheGR/ XAtM+Qr9gnz5DYKJIKo
a0 NuNnmxvKDadGUmdgZ0facz / XXRPZ2ZAgRONDynm+4£1XW2 JTE1xT0b+RIRKcQ3IbOwW
MMVEZ9Z2 rmkjiLFDStyx3¥Fgk9VTk40fredVge2 twS00 zWeWRUiMSmmmzb S TWk4ME
r¥HH4=sgledeijvIpB04YAl yvwSIHIPE1gBCDLESTHAfccbUSiV3vLHIPenz8kh5FA
RrvvwEZwapOXHzTLSaGvyocaqntSaghldladc2 fa¥Yd4DuKEsvoEPEupl0jv/E+0J

m

Domain Details

Common name: firstflowers.com Organization: Unpod
Comain list: Crganizational unit:  Unpod
Country/Region: United State of America
State/Province: nia
Citw/Locality: Montana
E-mail flowerspurchase@gmail.com
Summary

| send Jf vaiidate & parse Jif dlear Jif cancel

+ Ifyou do not already have a CSR, you need to complete all fields. Note: This requires software agent to be
installed and run). Most are self-explanatory, but for those with little experience of certificates:

Domain Details

«  Common Name: Fully Qualified Domain Name (for example, www.domain.com). This should be auto-
populated.

+  Domain list: Enter all domains covered by the certificate. Each domain should be on a separate line. (Active if

Comodo Server Security Server — Quick Start Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 12
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'Multidomain' is checked)

»  Multidomain: Check this box if you purchased a multi-domain certificate. You should enter all domains
covered by the certificate in the 'Domains List' box. Each domain must be specified in a separate line

«  Organization: Your company Name (for example, "My Company LLC")

«  Organization Unit: Department (this can be the same as 'Organization' if your company doesn't require this
field)

«  Country/Region: The two-level country code for your country

- State/Province: The name of the state or Province in which your organization is located
City/Locality: The name of the city in which your organization is located

+  E-mail: Your contact email address

«  'Make Private Key Exportable' (For Windows only). If the private key is exportable then it will possible to
export your certificate to another web-server. This is useful, for example, if you want to secure a load-
balancing web-server or because you have switched to another hosting provider. We recommend you leave
this box enabled unless you have specific reasons for making the private key non-exportable.

»  Generate CSR on server: Choose the server on which the CSR should be generated. This should be the
server which hosts the domain that you are getting the certificate for.

After the CSR form is complete:

»  Click 'Generate' to automatically create a CSR from the details you entered:

Comodo Server Security Server — Quick Start Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 13
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Generaie Request (2]

Generation Options (8) Generate CSR () Paste CSR

Domain Details

Common name: firstflowers.com Domain list:
Multidomain
Organization: Unpod Organizational unit:  Unpod
Country/Region: United States of America E] State/Province: Montana
City/Locality: Montana E-mail: flowerspurchase@gmail.com

[] Make private key exportable

Generate CSH on server: 10.100.77.113 =

Generation Result

MIID&EzCCRACHMCAQAWgZgxRKjRAoBgkghkiGOwiIBCREWGIBhdnVsLnZvbG9raGazQGHy
bWSkbySvECS1YTEZMBoGRIUEAWWRZml vo3RmbE3 ZJzLnNvbTECMAWGAIUECWWE
VW5wEb2QxDjAMBgNVEAoMBVVucGIkMRAWDgYDVROHDAANEZ 50 ¥WShMRAWDgYDVRQRT
DRANEZ S0YWShMOswC QY DVORGEWwIVUzCCASIWwDRY JHoZ ThweHAQEBEQRDggEPADCC
AQoCggEBAKR416r3+RD1gAZs,/ wUKRUBOWSEGZ1Ddmi 0d3EadchIxLOVIad4XfUcHE
NhPEdgVESoigEl0diC01jva+r9kPQ4S5cdJOCAZTDIplSW2Urb2FMABiBQZWz2zVPo
smttYDPZDTZUaBeVAVIhvEXBaGHLOEDqiGgzHiEBal4jeBCDIuGZHYBegbQDEDPE
LWQITdQdZ2mfrgtmd50z TEe+THnY yEXqUyaViofPYLN/ OwGzfTUZ ysx3ikZHIWUv1h

m

LmEuch7iQWPcLI4GVn/ /wZibm7efV2ZuD4BThn94JsLhvQod+Z8Gvge 3VEWNmQ3IxT -
Summary
(4 ] our CSR and keys have been placed on server 10.100.77.113 to the Certificate Enrollment Reguests Storage

save CSR to file [ send |

» Click 'Save CSR to file' to save your CSR in .txt format on your local machine
+  Click the 'Send' button to submit the CSR to Comodo.

A confirmation message will appear:

Info message

o C5R sent successfully.
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«  The certificate status will change to ‘Processing’ and ‘Actions’ for this certificate will now contain three options
- “Replace CSR”, “Domain control validation” and “Request Invoice”.

Step 4 - Complete Domain Control Validation (DCV)

« Locate the certificate on which you wish to complete DCV in the 'Orders' pane of the home screen
«  Select 'Domain control validation' from the 'Actions' drop-down and click ‘Apply’

This will open the DCV configuration screen:

Domain Conirol Validation

Domains List
Domain Status
unpod.com No Domain Control Validation method selected.
Method of Domain Control Validation Registered Email Addresses (from WHOIS)

Level 2 Email Addreszes
(E) Email Addresses

O admin@unpod.com
O administrater@unpod.com

() Atternative method of DCV

() Mone of the above
O hostmasteri@unpod.com

(:) postmasteri@unpod.com
(:) webmaster@unpod.com

Pleaze enter a validation code that was received via email:

Send

« Inthe 'DCV Method' box on the left, choose *one* of the following options:

« Validation by email address — You confirm domain ownership by responding to a mail sent to an email
address registered for this domain. You are presented with a choice of email addresses drawn from the
WHOIS database that are registered to the domain, along with some 'typically used' addresses (such as
webmaster@domain.com). After choosing one, you must click the validation link in the mail to confirm
your control of the domain. Alternatively, the email also contains a unique code which you can copy and
paste into the auto-installer interface.

« OR

+ Validation by alternative methods of DCV — There are currently 3 alternative methods you can pick
from. The first two involve uploading a .txt file containing hashes of your CSR to your web server. The

Comodo Server Security Server — Quick Start Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 15
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third involves adding the hash of your CSR as a DNS CNAME for your domain. In all cases, Comodo will
run an automated test to ensure that you have completed the task.

+ OR

«  None of the above — Choose this if you have already arranged an alternative way of completing DCV
with Comodo. If you choose this option, please remember to click 'Submit' to register this choice with
Comodo issuance systems and to cancel any DCV method you may have selected previously.

Validation by email address

After selecting 'Email Addresses' as the DCV method, the interface will present a list of WHOIS registered and
commonly used addresses.

Domain Control Validation 9

Domains List

Damain Status
firstflowers.com No Domain Control Validation method selected.
Method of Domain Control Validation Registered Email Addresses (from WHOIS)

(:) fi1120049244@ whoizprivacyservices.doemains

Email Add
G) mal resses Oﬂ112Dﬂ~49243@whnisprh.rﬂc'_.fsenrices.dumﬂins

() Aternative method of DCW

Level Z Email Addresses
D Wone of the above

P.E) admin@firstflowers.com

(:) administrator@firstflowers.com
(:) hostmaster@ firstflowers.com
O postmaster@firstflowers.com

O webmaster@firstflowers.com

Please enter a validation code that was received via email:

Send

| submit Jjj Close |

«  Select an address at which you can receive mail and click 'Submit'. You will receive and email with a
validation link and a unique validation code

+  Click the link to follow the instruction on the web page
+  Alternatively, copy the validation code and paste it into the field at the bottom of the interface
«  Click 'Send' to submit the code for verification.

Validation by alternative methods of DCV

HTTP(S) CSR Hash

The HTTP(S) CSR options involve Comodo's automated systems checking for the presence of a simple text file in the
root directory of your domain. The file will contain the MD5 and SHA-256 hashes of your CSR. You can use the S3

Comodo Server Security Server — Quick Start Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 16
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DCV interface to automate the file creation, file upload and file checking processes:

Domain Control Validation

Domains List

Domain Siatus
unpod.com No Demain Control Walidation method selected.

(7) HTTP CSR Hash
|®) HTTPS CSR Hash

O Email Addresses (O CNAME CSR Hash
(%) Aternative method of DCV

Method of Domain Control Validation

MDS:.  3B410C326180BFEACSECEZBBFOTBEICOS
(:) None of the above

SHA1: ACF5485B75502D0FEN3A15A247DDA 1 3AIAESE168

Domain Control Validation file 3B410C325180BFEACSECEZBBFOTB3C05.Bxt for domain unpod.com
will be created on server 1010077113
on vour desktop at the follewing felder: Comodo_Alunpod.comidov/

| Create file 8 submit Jf create file Jif submit J§f Close

To complete DCV using this method:
1. Select the HTTP or HTTPS CSR Hash radio button
2. Click 'Submit' to register this choice with Comodo
3. Click 'Create File and Submit'. This button will:
ii. Generate the required DCV file
iii. Place the file in the appropriate directory
iv. Automatically run the DCV check

If you want to handle this process manually then there are more instructions at:
https:/Isupport.comodo.coml/index.php?/Default/KnowledgebaselArticle/View/791/10/

In short, you need to create a .txt file according to the following specifications:

Format Location:
http[s]://<Authorization Domain Name>/.well-known/pki-validation/<MD5 hash>.txt

Ixt file name:
<md5 hash>.text

xt file contents:

Comodo Server Security Server — Quick Start Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 17
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SHA-256 hash
comodoca.com
Unique value

Note — The 'Unique value' is optional and can be omitted if not supplied.

Example http[s]://lexample.com/.well-known/pki-validation/C7FBC2039E400C8EF74129EC7DB1842C.txt
Text file contents

€9c863405fe7675a3988h97664eabhaf442019e4e52fa335f406f7c5f26¢f14f
comodoca.com
10af9db9tu

You can copy the MD5 and SHA-256 hashes from the interface above. You then need to save it to the root directory of
your web server.
Once DCV is passed, the certificate status will change to 'Issued' if you have already successfully submitted a CSR.

Note 1: DCV will fail if any redirection is in place.

Note 2: Authorization Domain Name in the example above means the Fully Qualified Domain Name (FQDN)
contained in the certificate. If you are ordering a MDC or UCC, each FQDN in the certificate MUST have the .txt file in
placed in its root folder.

Examples:
<Authorization Domain Name>/.well-known/pki-validation/<MD5 hash>.txt
subdomainl.<Authorization Domain Name>/.well-known/pki-validation/<MD5 hash>.txt
<Authorization Domain Name 2>/.well-known/pki-validation/<MD5 hash>.txt

CNAME CSR Hash

The MD5 and SHA-256 hash values of your CSR are provided in the interface. To complete DCV using this method,
you must add a DNS CNAME to your domain which use these hashes.

The CNAME record should be added as follows:
‘ ' <MD5 hash>.Authorization Domain Name CNAME <SHA-256 hash>.[<uniqueValue>.]Jcomodoca.com
Example :
A CSR is generated with the CN=www.example.com
The CSR is hashed using both the MD5 and SHA-256 hashing algorithms.
MD5: c7fbc2039e400c8ef74129ec7db1842c
SHA-256: c9c863405fe7675a3988b97664eabbaf442019e4e52fa335f406f7c5f26cf14f

To perform DNS CNAME based DCV, the following DNS CNAME record may be created before
submitting the order:

_c7fbc2039e400c8ef74129ec7db1842c.example.com CNAME
c9c863405fe7675a3988b97664eabbaf.442019e4e52fa335f406f7c5f26cf14f.comodoca.com

«  The procedure for adding a CNAME record varies depending on your registrar or web host. If you are not
experienced in modifying DNS records, then please request the assistance of your domain registrar or web
host before making this change.
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«  Once the CNAME change has been implemented, click 'Submit' to run the DCV check. The certificate status
will change to 'Issued' if the DCV check is successful AND you have successfully submitted a CSR.

Important note: Because of hex (base-16) encoded SHA-256 length, it should be split into two labels, each 32
characters long.

DNS record example 1 of use hex (base-16) encoding and splitting the SHA-256 hash into two labels:
_c7fbc2039e400c8ef74129ec7db1842c.example.com

CNAMEC9c863405fe7675a3988b97664eabbaf.442019e4e52fa335f406f7c5f26cfl4f.comodoca.co
m

DNS record example 2 of use hex (base-16) encoding and splitting the SHA-256 hash into two labels and including a
uniqueValue:

_c7fbc2039e400c8ef74129ec7db1842c.example.com.

CNAMECc9c863405fe7675a3988b97664eabbaf.442019e4e52fa335f406f7c5f26cf14f.10af9db9tu.co
modoca.com

Make sure to include the trailing periods as the check will fail without them.

10af9db9tu is the optional uniqueValue you can omit in case you are not supply it.

Step 5 - Install your Certificate

Note: The 'Autoinstall' action will remain available even after installation so you can re-install on different hosts as

required.
Automatic Installation (7]
Domain: firstdomen.com E]
Server: 10.100.67.117 (=
Sites
Site Binding Path Permission
firstdomen.com *443 lust/SSLffirstdomen.comfirstdomen. com.crt '

»  Select a certificate with a status of 'Issued'
«  Choose 'Autoinstall' from the 'Actions' drop-down and click 'Apply'

«  This will open the installation configuration screen:
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«  Select the domain on which the certificate should be installed from the 'Domain’ drop-down
»  Select the target server from the 'Server' drop-down and click ‘Continue’
- Aconfirmation message will be displayed when your certificate has been successfully installed

»  Click 'OK' to close the dialog

Step 6 - Use S3 to Manage your Certificates

Comodo S*allows you to manage the lifecycle of your certificates, run scans to discover certificates on your network,
check whether a certificate is correctly installed and more.

Order large S
Click 'Manage , , )
volumes of web . Status' tells you The actions you
Servers' to All your Comodo
server and SMIME download the rtificat where your can take
e it e Drdgfs 'a'ﬂﬂe:r . certificate is in the depend on the Chat with
deposit additional set up new o gf e ordering and certificate Comodo
funds <ervers pperp installation status support
pProcesses
@ Servedsecuriy Server @ syfManagement @ Hackercuaraigl - pelsean @ Hep a4 l
Accouni Baifhoe agement / 851 Certificat I CHATMOW
i H.lﬂl’*
i =
AL Pl —
Servers Bewta [ Dpmar rame b Cederdume A
v . — D Pyt Crder Dale Cupired Drmaes Same Hatun Acbony Ay
Pokied il Dot el T et nale (o Vennrsy for 3 G recn Apsty
T & WnigeiH 1
- e & W BERe Py TR Compipte DarPmant ‘#F
& wnerrE | e T Funds. (300 b Awbee] payTnt Compiein pirmes Apphy
e T Wiice - b Vil e S ] Apaty |
Alsres o - e ViR for C2R e S TR APty |
[ia e siariy. found res— T n -
i Hor ARTS
S —
Sawing B3 [ Azes Do i Faprep &
LR L fme Basaiang b firmaran Corifuate Last pdane  Acmoee Appiy
fral®eenal sangwin comods o un 10100 77 20 80 teutbeeal Nose AT Suy Cotiticatn | Aeply |
o1 ] " 44 hzre By Cpmdpng | Apply |
- e r By Cmcain I Aaphy
HEL T i Fuy Coctdesin = el |
wosfrn Lewt1 23 nangrwin comeds cdlua 10100 77 20 43 nE1 0 N feSead 177 mangri comodis o, ST = Ainbams | AL |CeUE e Bevw wisComede (3| [Lappie ]
- T T n >
Important ] ] .
notifications, e.g Click to switch between The lower pane shows all These actions allow
¥ b o - -
certificate expiry, are S5L Management, web-sites and certificates you to replace and
shown on the |éﬂ Certificate Discovery, S5L discovered and bookmarked on renew discovered
tools, the Dashboard and your servers. Certificates issued certificates
the EPKI Manager by CAs other than Comodo are
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«  Your orders - All certificate orders associated with your account are listed in the top pane. Each certificate
has a status and a corresponding set of actions which can be implemented on it. See
https:/Ihelp.comodo.comitopic-437-1-843-10840-The-Main-Interface---Actions-and-Statuses.html for
more details.

- Sites and Discovered Certificates - All websites and certificates detected and imported from your servers
are shown in the lower pane.
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« The Certificate Discovery Tool - To scan for certificates outside your network, click the 'SSL Management'
link then select 'SSL Certificate Discovery'. Internal search requires you to install and run the software agent.
See https:/lhelp.comodo.comltopic-437-1-843-11189-SSL-Certificate-Discovery-Tool.html for more
details.

« Generating a CSR - If your certificate order has a status of 'Waiting for CSR' then select 'Generate Request'
and click the 'Apply" button. See https:/lhelp.comodo.com/topic-437-1-843-10849-Generate-a-CSR.html
to find out more.

» Renewing a certificate — Use one of the following methods to renew a certificate:
- Torenew one of your Comodo certificate orders, use the 'Renew Certificate’ option in the 'Actions' drop-
down’

«  Torenew a discovered certificate, locate the certificate in the 'Sites' list and select the 'Renew with
Comodo' action from the drop-down. Alternatively, click the 'Certificates' button, locate the certificate in
question and click the 'Renew" button:

+  See https:/ihelp.comodo.com/topic-437-1-843-10846-Renewing-a-Certificate.html for more details.

« Buying a certificate — To buy certificate(s) for any domain detected on your servers, locate the certificate in
the 'Sites' list and select '‘Buy Certificate’ action from the drop-down. See https:/Ihelp.comodo.com/topic-
437-1-843-10847-Buying-a-Certificate.html to find out more.

« Completing Payment — If your certificate has a status of 'Awaiting payment' then click ‘Complete payment'
from the drop-down. See https://help.comodo.coml/topic-437-1-843-10848-Completing-your-Order.html
for more details.

« The SSL Analyzer - To find out if your certificate is installed correctly, or to diagnose web server problems,
click the 'SSL Management' link then select 'SSL Tools".

«  Select 'Basic SSL Check' for basic certificate information
«  Select 'Advanced SSL Check' for in-depth analysis about web-server configuration
«  See https:/Ihelp.comodo.com/topic-437-1-843-11190-SSL-Tools.html to find out more.

«  Chat with Support — To get a sales assistance or tech support, click the 'Chat Now!" link at the right top of
the interface

« The SSL Dashboard — Click 'SSL Management' then 'Dashboards' to view a graphical overview of your
certificate orders and certificates imported from your network. See https://help.comodo.com/topic-437-1-
843-11340-S*-Dashboards.html for more details.

- EPKI Manager - Allows Comodo EPKI users to view their balance, view their certificate buy prices and
deposit additional funds. See https:/lhelp.comodo.com/topic-437-1-843-11490-EPKI-Manager.html for
more details.

«  Alert Settings — Configure how many days before expiry you wish to be notified about a certificate. You can
receive alerts in the web interface and via email.

«  Support — To view or download the online user guide, click 'Help' link then select 'Help'. See
https:/Ihelp.comodo.com/topic-437-1-843-11191-About-S3*-and-Support-Details.html for more details.
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About Comodo

Comodo Certificate Authority is one of the world’s largest providers of SSL certificates by volume having issued over
91 million certificates and serving over 200,000 customers across 150 countries. The company provides a full suite of
certificate products spanning all validation levels for website certificates, certificates for code-signing and email-
signing, and the Comodo Certificate Manager (CCM) platform. Comodo CA has its US headquarters in New Jersey
and international offices in the United Kingdom, Ukraine and India.

Comodo CA Limited

3'%loor, Office Village Exchange Quay
Trafford Road, Manchester, M5 3EQ
United Kingdom

Tel : +44 (0) 161 874 7070

Fax: +44 (0) 161 877 1767
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