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Endpoint Manager - Bulk Enroliment via
Active Directory

This tutorial briefly explains how you can install the EM communication client on multiple Windows endpoints using
Active Directory and group policy (GPO) and enroll them for management.

Software Requirements
«  AD Server - Windows Server 2008 or higher
«  Endpoints - Windows 7 or higher

Please note the method described below for creating a group policy (GPO) and deploying them is for Windows
Server 2008 Standard. The steps may vary slightly for other Window server versions.

Step 1 - Configure the offline EM package

The Endpoint Manager communication client package is unique for each company and user. All endpoints that have
a client installed upon them will be listed under the logged in user name or as configured in the 'User field on the
form below.

To configure the offline package
+  Login to Endpoint Manager
+  Click 'Devices' > 'Bulk Installation Package'

«  Select the 'Bulk Installation Package' tab

Endpoint L ELET = BulkInstallation Package | License Options :_ﬂ} @ A Logout (hereulespopular22@gmail.com)
DASHBOARD
Bulk Installation Package Remote Control by ITarian
L]
e ————
Device List
User *
I Bulk Installation Package
herculespopular22@gmail.com
USERS
CONFIGURATION TEMPLATES
Customer *
NETWORK MANAGEMENT
frontfork
APPLICATION STORE
Device group
APPLICATIONS Default Group - frontfork

SECURITY SUB-SYSTEMS .
Package Options

SETTINGS
Choose operating system

Windows x64 v

Choose clients
Communication Client

[[] Comodo Client - Security

Additional options

The interface for configuring and downloading the bulk installation package opens on the right.
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Bulk Installation Package Remote Control by ITarian

User *

herculespopular2@gmail.com

Customer *

frontfork

Device group

Default Group - frontfork

Package Options

Choose operaling system

Windows x64 w

Choose clients

Communication Client

Confirmation message

o

Download Installer

By downloading these files you automatically agree with «End
User License Agreement. s

Proxy settings

Proxy hast *

F‘rl.'!-'l!',' port*

Download MST File
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Bulk Installation Package - Form Parameters

Parameter Description

User Devices that are enrolled by installing the communication client through AD Group
Policy are assigned to the currently logged-in administrator by default. If you want the
devices to be assigned to a different user, specify the user.

«  Start typing the name of a user and choose from the suggestions that appear.

Customer Choose the company to which the endpoints should be assigned.

«  This field only applies to C1 MSP and ITarian MSP customers. It does not
apply to C1 Enterprise, ITarian Enterprise or EM stand-alone customers.

Device Group The device group to which the enrolled devices should be added (optional).
Any group profiles will also be applied to the devices you add.

Package Options Operating system - Choose the OS of the target endpoints.
Clients:
«  Communication Client (CC) - Mandatory. This client enrolls the endpoint.

«  Comodo Client Security (CCS) - Optional. This client installs security
software such as antivirus, firewall and auto-containment.

To create an installation package in MSI/MST file format for bulk enroliment through AD
Group Policy, leave only the ‘Communication Client' selected and '‘Comodo Client
Security' unselected. You can remotely install CCS at a later time on required endpoints
from the EM.

The rest of the configuration options related to CCS will not be enabled, if 'Security' is
not selected under 'Choose clients'.

Restart Control Options | CCS only. Endpoints need to be restarted to complete CCS installation. You have the
following restart options:

«  Force the reboot in... - Restart the endpoint a certain length of time after
installation. Select the delay period from the drop-down. A warning message
will be shown to the user prior to the restart.

«  Suppress reboot - Endpoint is not auto-restarted. The installation will be
finalized when the user next restarts the endpoint.

«  Warn about reboot and let users postpone it - Shows a message to the
user which tells them that the endpoint needs to be restarted. The user can
choose when the restart happens.

Optional. Type a custom message in the 'Reboot Message' field.

Ul Options Configure which messages are shown to the user regarding the installation.

- Show error messages if installation failed - Notifies the user if the
installation is not successful.

- Show a confirmation message upon completion of installation - Notifies
the user if the installation is successful. Type your message in the box
provided.

Proxy Settings Proxy settings allows you to specify a proxy server through which Comodo Client
Security (CCS) and the communication client (CC) on the endpoints should connect to
EM management portal and Comodo servers. If you choose not to set these, then CCS
and CC will connect directly as per the network settings.

+  Enter the IP address/hostname of the proxy server and port in the respective
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fields.

«  Enter the user-name and password of an administrative account on the proxy
server in the Proxy Login and Proxy Password fields

Note: If proxy is used then it is mandatory to configure the same proxy settings in client
proxy settings in the profile(s) applied to the enrolled devices.

+  If you do not wish to use a proxy server for CCS and CC then click 'Download Installer' after configuring
user, company, group and client options.

« If you wish to use a proxy then additionally complete the 'Proxy settings' section and click 'Download MST
File'

Please note .mst file can be added to the GPO only after it has been configured as explained in the steps given
below.

Step 2 - Download the EM client package
The next step is to download the EM communication client package for Windows devices.

+ Read the EULA in full by clicking the 'End User License Agreement' link.

+  Click 'Download Installer' to download the client package setup file for direct installation via Group Policy
Object (GPO),

The client package is downloaded in .msi format. You can save the file on the AD server from where you want to
enroll the endpoints, and create a software installation policy for deployment to network endpoints. After the client is
installed, it establishes communications with EM to begin importing the device.

»  To download the installation file to include a proxy server for CC and CCS communication to EM and
Comodo servers, click 'Download MST File'

EM will create a .mst transform file containing the proxy server installation commands. As above, you can save the
file on the AD server from where you want to enroll the endpoints, and add to the GPO created for .msi file. After the
client is installed, it establishes communications with EM via the configured proxy servers to begin importing the
device.

After downloading the client package, save it on the AD server from where you want to enroll the endpoints.
Step 3 - Create a shared network folder and configure permission level
Now that you have downloaded the .msi setup file, the next step is to create a shared folder in the network.
«  Create a new folder in your desired location
+  Name the folder appropriately. For example 'EM_agent'
«  Select the folder, right-click and select 'Share' or from the menu toolbar
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@év E, = Local Disk (C:) = ¥ @J ISearch l@

File Edit View Tools Help

Organize * 13 Wiews - @Explnre (7]

Eavorite Links Mame = v| Drate modified |v| Tvpe |v| Size |~r
. 38281a90d4c91269,..  &/9/2015 2:33 PM File Folder
E' Documents | 6769007 dF96F4bFSd, ., 20302016 4:46 &M File Folder
E Pictures . e95d74dd340af1f0b,,. &/92015 2:39PM  File Folder
E} Music . inetpub 692015 1:22 PM  File Folder
Mare 3 Er-.-1_ager'|t T Eila Eoldar
. Ips-temp Explore
Folders w ¢ Perflogs L
. Program
= E.)ESHI!D_ = . Program Filg
& SS;T;:IStramr - Temp B add ko archive...
Ii - Users B Add ko "EM_agent.rar"
(& Computer | Windows .
o - B Compress and email...
(il Local Disk (C:) L BOOTSECT B Compress to "EM_agert.rar" and email B kB
, 3e281590d4ct | j5)c4_agent lle... 31,781 KB
| B7E007dFoEF . insta Send To Y i 38 KB
;89547 4dd340: cut
) inetpub Copy
) EM_agent =
b Ips-temp Create Shorkbouk
, Perflogs Delete
, Program Files Renams
) Program Files 1 Properties
; Term
P T | o

+  Click 'Advanced Sharing...", then select the 'Share this folder' check box
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u EM_agent Properhies

Advanced Sharing

v Share this folder

"General Sharing | Securit_ul Previo

— Metwark File and Faolder Sharing

EM_agent —Setkings
} Not Shared share name:
Metwork, Path: I Er_agent
Mot Shared
add | Remaoyve |

Share... |

arng

Lirnit: the numnber of simultaneous users to: I 15???;3:

— Advanced Comments:

Set custgf permizsions, create mulk
advangéd sharing options.

o
( ¢ Advanced Sharing... !
Permissions | Caching |

Ik I Cancel | apply

Cloze Canzel Epply

- Click 'Permissions'. By default, 'Everyone' will be selected. Since all endpoints need to have at least read
access to this shared folder, make sure the permission is configured for 'Everyone'
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n Permizsions for EM_agent

Share Permizsions I

Group or user names:;
2l WETYONE

Add... | Rermowve |

Permizsions for Everyone Al Deny
Full Cortral a O
Change O O
Fead O

L earn about access contral and permigsions

] I Cancel Spply |

«  Ensure the 'Permission Level' is set to 'Read' and click 'OK'.

Advanced Sharing |

[V share this folder

— Setkings
Share name;

I Ebkd_agent

Add | Remowve |

Lirnit the nurnber of simultaneous users bo: I 15;-;-;-;3:

Comments:

Petmissions I Caching |

K | Zancel | Apply

+  Click 'Apply', then 'OK" in the 'Advanced Sharing' dialog.
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ﬂ. EM_agent Properties

General Sharing I Seu:urit_ul Previous Yersions I Eustnmizel

— Metwork File and Folder Sharing

EM_agent
* Shared

M etwark. Path;
WiafIN-CU 20805304 EM_agent

Share...

— Advanced Sharing

Set custom permizgions, create multiple shares, and set ather
advanced sharing options.

| '@.ﬁ.dvanced Sharing... I

Cloze Cancel Apply

+  Note down the location of this shared folder and click the 'Close' button

Follow the similar steps to create a shared file location for .mst file, if required.

Step 4 - Create a Group Policy and Assign the package

The next step is to create a group policy that will install the client package onto the endpoints.
+  Click 'Start' > 'Administrative Tools' > 'Group Policy Management'

+  Right-click on the domain name and select the 'Create a GPO in this domain and Link it here..." option
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. Group Policy Management —
E
Z File  Action  Wiew Window  Help | ST
ol Al ol R 18|
_E!E i}_ﬂifiﬁfinffﬁment Group Policy Management
= (£} Domains Cantents
7 -
[ Sites Create a GPO in this domain, and Link it here. .. e

Y Group Link an Existing GPO, ..
o
+ Groug  Block Inheritance

Group Policy Modeling Wizard, .
Mew Organizational Unit

Search...

“hange Domain Conkroller. ..

Remave

Active Directory Users and Computers., ..

Mews \Window From Here

Refresh

Properties

Help

Create a GPO in this domain and link. it ko this container |

« .Enter a name for the group policy in the ‘New GPO' dialog
New GPD

M arne:

IEh“l_aguﬁer1l:_-:||E!|:|||:uj,I

Source Starter GPO:

I [none] j
k. I Cancel |

+  Click 'OK'
The newly added group policy will be listed.
+  Right-click on the policy and click the 'Edit' option

Endpoint Manager - Bulk Enroliment via AD Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 10



Creating Trust Online®

Endpoint Manager - Bulk Enroliment viaAD ~ comono
ol i /i

s

/"'/ ’Irlll
E; Group Policy Management !EI E
3L File  Action  Wiew Window  Help | - |8] =]

€= 57X o HE
j_é Group Policy Management
= _i\_ Forest: test.com

EM_agent_deploy

= [ Domains Cope | Detallsl Settmgsl Delegatu:unl
= 3 test.com Links
i Default Domain Py Dizplay links in this location:
EEJ' EM_agent_gaolos Itest.cu:um j
2 | Damain Cor m naing, and Oz are linked to thiz GPO:
= f Enforced
5 Group Palic) S [ Enforced | Link Enatled | Path
= WML Filters| v Link Enabled
! Mo ez test. com
[ Starter a7 Save Repart...
A Sites _
" L 3 3
sEd Group Policy Modeli et i | —I
: 1
<, Graup Policy Result e YWindow From Here
Delete ] Iy apply ta the follow d computers:
Rename can only apply to the following groups, users, and computers:
Refresh I
a1z
Help
|
4| | _,,I Add... Remove I Froperties I

|0pen the GPO editor | |

The 'Group Policy Management Editor' will be displayed.
«  Expand 'Computer Configuration' > 'Policies' > 'Software Settings'

E' Group Policy Management Editor M=l 3
File  Action Wiew Help

&2 E o= HE

[ EM_agent_deploy [N - CU208]) | Mame
i Computer Configuration ] o
B 5] Palicies There are no items bo show in Ehis view,
F || Software Settings
Software inskallatic
il Andows setkbings
| Adriniskrative Templat
| Preferences
= 4%, User Configuration
| Policies
| Preferences

| Version | Deplovment state | Source

mjp

« | 214l | [

+ Right-click on 'Software installation' and select 'New' > 'Package’
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E Group Policy Management Editor
File  Ackion Miew Help

&= HmE o= HE

(=] EM_agent_deplay fwIM - CU20<8] | Mame | Yersian | Deplovment state | Source
E & Computer Configuration ] o
= [ Policies Thete are no ikems to show in this view,
= [ Software Settings

Software install

| Windows Settings
“| adrinistrative Termg  Miew 3
| Preferences -
= 4, User Configuration fede
| Paolicies REEVES"'_
~| Preferences Expart List...
Properties
Help
KN I I3 | KN | I
|.|5.|:||:|s a package, | |

+ Inthe 'Open' dialog, enter the path of the shared folder that was noted before, select the file and click the
'Open'’ button

e.,\_ jo |4 v WIN-CUZ0XBIDYSD - EM_agent - ||g_]| [search 2

Organize + == Wiews ¥ Mew Folder (7]

Mame = |v| Dake modified |v| Tvpe |v| Size

em_SkxzFvQ7_inst,..  11)23/2018 2:40,,. Windows Installe. .. 40,476 k
A7EA007dFREF4RFEC] . ., h

B Deskiop
1M Cormputer

E; Dacuments
E

Favarite Links

|| Pictures

@ Music

|4 Recently Changed
Searches
Public

5

Faolders ol [ |_,|

File name: || j IWindDws Inztaller packages [j

Open I Cancel |

v

«  Select the file and click 'Open'
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+ Inthe 'Deploy Software' dialog, select 'Assigned'

Note: If you want to add the MST file also to the GPO, then select 'Advanced' and move to 'Deploy Software'
instruction in Step 6. If you want to add the .mst file later then see the instructions from Step 6.

Deploy Software

Select deployment method:

= Published
% Azzigned
i~ advanced

Select thiz option to Azzign the application without modifications.

k. I Cancel

+  Click 'OK'

Step 5 - Run a GPO update

In order to install the EM client package, you need to run a GPO update in the command prompt.
+  Open the command prompt, type “gpupdate” and press enter.

[&+| Administrator: C:\ Windows', system32' cmd.exe

Microsoft Windows [Uerszion 6.8.68H02]
Copyright <(c) 2086 Microsoft Corporation. All rights reserved.

C:sUserssAdministrator>gpupdate

The group policy update will run and a confirmation message displayed:
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[c+] Administrator: C:\ Windows' system32' cmd.exe

Microzoft Windows [Uersion 6.0.68682]
Copyright <c)> 2806 Microsoft Corporation. All rights reserved.

C:xUsers~Administrator>gpupdate
Updating Policw...

User Policy update has completed successfully.

Computer Policy update has completed successfully.

CiwUsepssAdministrator’_

After the group policy has been successfully updated, the endpoints must be restarted for the EM communication
client to be installed.

That's it. You have now successfully enrolled Windows endpoints via AD using the GPO method. You can see the
endpoints listed in the 'Devices List' screen.

Note: You may get an error message if you try to manually install the EM communication client on an endpoint
where the GPO was deployed and then removed. Visit the Microsoft support site at
https://support.microsoft.com/en-us/mats/program_install_and_uninstall and run the tool on the endpoint.

The device group policy that was selected in the enrollment form will be applied to the enrolled devices
automatically.

If you have configured proxy settings and downloaded the .mst file then go to Step 6 to add the MST file to the newly
created GPO.

Step 6 - Add MST file to the GPO

If you want to include the MST file to the GPO, then download the file after providing the details in the proxy settings
fields in the form.

+  After downloading the file, save it on the AD server and create a shared folder as explained in Step 3.
+ Ifyou are adding both MSI and MST files at one go, then select 'Advanced' at the end of Step 4.

« If you are adding the file later on, then open Group Policy Management, right click on the policy, then click
'Edit!
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E: Group Policy Management M=] E3
3L File  Action  Wiew Window  Help | - |8] =]
@ | 75X o | H 5
j_ﬁ Group Policy Management EM_ﬂgEnt_dEplDy
= _i\_ Farest: test.cam S ope | - - :
= [ Domains p Detallsl Settmgsl Delegatu:unl
= 3 test.com Links
EEI Defaulk Domain P Dizplay links in this location: Itest.cu:um j
EAfEr_agent_daolo
2 | Damain Cor m naing, and Oz are linked to thiz GPO:
= - Enforced
5 Group Polici [ Ertarced [ Link Enabled [ Path
= WML Filters| v Link Enabled
¥ Mo Yes teszt.com
[ Starter a7 Save Repart...
@ Sites i
" L 3 3
sEd Group Policy Modeli et | —I
> Mew Window From Here 1

4 Group Policy Result

Delete
0 can only apply to the following groups, users, and computers;

FIEREE I appily g grovp p

Refresh I
BIg

Help

|
4 | I _,,I Add. Remowve I Properties I

|0pen the GPO editor | |

The 'Group Policy Management Editor' will open.

B Group Policy Management Editor o[x]
File Action W¥iew Help

& |mE s HE

" EM_agent_deploy [WIN - CU20x
[ ¢ Computer Configurakion
= | Policies Name I
El | Software Sektings

A A Compuber Configuration
e e

=, %, Usar Configuration
® WindnwsSelm‘ J

FI ~ Administrati Paste

o Prel‘u-.cnr:esl Refrash

@& User Corfiguration  —
| Policies Properties

| Preferences -

B EM_agent_deploy [WIN-CU20X8IDY3D.TEST.COM] Policy

Sedect an item bo view its descripkion.

3]

i
'-f.‘

B =

Help

1] | | Extended A Standard /

Adds 2 package, '

«  Expand 'Computer Configuration' and right-click on 'Software Installation'
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«  Click 'New', then 'Package'

H open

‘.

T |‘ - WIN-CUZOXSIDYSD + EM_agent - (& |5Ec.,rc|., (2

Organize ~ = Wiews ~ | Mew Folder (7]

Farvarite Links b3

6re9007df9af4bfedl. ..
Deskiop

..
'R

Camputer

| Dacurments

i R

Pictures

Music

Recently Changed
Searches

| Public

BES

Folders ol [ |_,|

File narne: Iem_SkszvQ?_installer j IWindDws Installer packages [j

Open I Cancel |

&

+  Click 'Open'
The 'Deploy Software' dialog will open.

Deploy Software | x|

Select deployment method:

" Published
™ Assigned

Select thiz option to configure the Publizhed or Assigned options,
and to apply modifications ko a package.

k. I Cancel

+  Select 'Advanced' and click 'OK'. If you select any other option, then you won't be able to add the MST file.
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- f“
Communication Client Properties ﬂ E |

General | Deplu:u_l,lmentl Upgradesl Eateguriesl Mndificatinnsl Seu:urit_ul

— Product information

Yerzion: .24

Publizher:

Language: Englizh [United States]
Platfarmn: 86

— Support information

Contact;

Phone:

URL:

] I Cancel |

- Click 'Modifications' tab
Communication Client Properties B |
.Generall Deplu:u_l,lmentl Upgradesl Categories  Modifications | Securit_ul

bodifications or transforms allow you to customize the package and are
applied ta the package in the arder shawn in the fallowing list:

Modifications:

fave @ |

e Do

Eemove |

Important! Do not prezs 0K, until all ransforms are added and ordered

comectly. Faor mare infarmation, right-click on the Modifications list box, and
then click *What's this?

k. Caricel
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+  Click 'Add" and enter the location of the shared MST file in the open dialog.

=== -

Qh\_ 5~ | L Y\WIN-CUZO%EIDYID! EM_mst_agent =] &3 |5=arch 2
Organize + = Wiews ¥ . Mew Folder 7]

Favorite Links Mame = |v| Date modified |v| Tvpe |v| Size

Mo ikems match your search,
6re9007df9af4bfedl. ..
BE Desklop
18 Computer

E:; Dacuments

E‘. Pictures

Music

=
|4 Recently Changed
B

Searches
Public
Folders ol [ | _,I
File name: I j IWindDws Inztaller transform pj
Open I Cancel |
o
+  Click 'Open'
The file name will be displayed in the dialog.
E Open
LT (=
Q;\_)@ |‘ = EM_msk_agent - lﬂ_il ISearch @
Organize * 5= Wiews ¥ Mew Folder (7]

Favarite Links

A7EA007dFOEFREC]., .,
B Deskiop
1M Computer

E; Documents

E Pictures
@' Music

|4 Recently Changed

4 searches

Public

Faolders ~ 4] |_,|

File narne: Iem_agent_Fd?dceF?DSEul:ub104410?1l?j IWindnws Installer transform pj

Open I Cancel |

4
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+  Click 'Open' again.
The MST file will be added to GPO.

Communication Client Properties B |

.Generall Deplu:u_l,lmentl Upgradesl Categories  Modifications | Securit_ul

bodifications or transforms allow you to customize the package and are
applied ta the package in the arder shawn in the fallowing list:

Modifications:

S| -CL 203 D mzt_agenthem agent fd3r

fave @

i

e Do

|
; Bemove |

Important! Do not prezs 0K, until all ransforms are added and ordered
comectly. Faor mare infarmation, right-click on the Modifications list box, and
then click *What's this?

k. Caricel

+  Click 'OK' to complete the setup.
+  Open the command prompt, type gpupdate and press enter to update the GPO.
That's it, you have successfully added MST file to the GPO.

After first successful connection, the device group profile(s) will be applied and the client proxy settings will take
over. Make sure the profile(s) (via device, device group, user and/or user group profiles) applied to the enrolled
devices contain the same proxy settings in the client proxy settings component.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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