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1 Introduction to Dome Cloud Firewall

Comodo Dome Cloud Firewall is an enterprise class unified firewall solution for networks and provides a secure VPN
service. Dome Cloud Firewall module is an integrated application in Comodo One and can be placed as gateway of
Dome premium services such as Dome Data Protection.

Key Features

«  Stateful Packet Inspection Firewall

- Source, Destination, IP, Service, Port and Schedule Based Rule Management
« VPN Firewall

«  Virtual IP, DNAT,SNAT and ICAP Support

« IPSec, L2TP, SSLVPN Support

+  Client-to-site and Site-to-Site VPN Tunnels

+  Logs and Monitoring

«  Add-on Module for Dome Premium

Guide Structure
This guide is intended to take you through the configuration and use of Comodo Dome Cloud Firewall.
+ Introduction to Dome Cloud Firewall
+ Logging-in to the Dome Cloud Firewall Module
+  Getting Started
+  The Main Interface
+  The Dashboard
+  Viewing and Modifying System Status and General Configuration
- Configuring GUI Settings
« Viewing and Updating Firmware Version
+ Viewing Dome Cloud Firewall Status

«  System Status
+  Network Status
+  System Usage Summaries
+  Network Traffic
+  Network Connections
«  SSLVPN Connections
+  Network Configuration

+  Configuring ICAP Services
« Managing Firewall Configuration

«  Firewall Objects
« Managing Firewall Address Objects
+ Managing Firewall Object Groups
+  Managing Firewall Schedules

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 4
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Active Directory Integration
Source Network Address Translation
Configuring Virtual IP for Destination Network Address Translation
Configuring System Access
Configuring Firewall Policy Rules
Managing Firewall Policy Rules
Managing VPN Firewall Rules
Configuring HTTPS Proxy Services
Configuring Virtual Private Network Settings
SSL VPN Server
Configuring General SSL VPN Server Settings
Managing SSL VPN Client Accounts
Configuring Advanced SSL VPN Server Settings
Configuring LDAP Server Settings
SSLVPN Client
IPsec Configuration
L2TP Server Configuration
IPsec / L2TP Users Configuration
Viewing Logs
Realtime Logs
Configuring Log Settings

1.1 Logging-in to the Dome Cloud Firewall Module

To access the Dome Cloud Firewall module, login to C1 with your user name and password at
https:/lone.comodo.com/app/login.

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 5
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COMODO ONE

Email or Login

Password

Forgot password?

[ 4 |
. Apple Store

[] Remember Me

" GOOGLE PLAY

| don't have an account > Sign Up

The C1 dashboard will be displayed.

DASHEOARD APPLICATIONS MAMAGEMENT STORE TODLS (s K10}

COMODO0 ONE
I

:’ Quaick Actions - '_G ik Start

S Custo mizes
Duick Actions Help Actions

To open the Dome Cloud Firewall module

Click 'Applications' at the top then click 'Dome Clud Firewall

Alternatively, click 'All Licensed Applications' under 'Applications', then click '‘Open Module' in the '‘Dome
Clud Firewall' tile.
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COMODO ONE DASHBUAHMANAG EMENT STORE TOOLS
Comodo One Portal Dashboardi=aglE g0

Dome Shield

C-Dome Firawall

Quick Actions C-Dome Data Protection Help A

IT and Security Manager

= Patch Management =

Download Bulk
Enrcliment Package

RIMM New Ticket

Jevice Manageme

Note: You should have configured the Dome Cloud Firewall URL details in the Settings tab under 'Management' >
'Applications'. Information about this will be shown at the end of product sign up process. The service URL will be
mailed to your email address when ready.

By default, the Dome Cloud Firewall '‘Dashboard' screen will be displayed.
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1.2 Getting Started

The first step is to configure your network clients to work with the Dome Cloud Firewall service. There are two ways
to connect to Dome Cloud Firewall:

«  Client to Site VPN
- Site to Site VPN
Client to Site VPN

In this method, all users/clients must be configured individually in order to route traffic via Dome Cloud Firewall. The
advantage in this method is the clients will always be routed via Dome Cloud Firewall irrespective of their location.

To configure a client to connect to Dome Cloud Firewall
+  Click 'VPN'on the left then 'SSLVPN Server'

p——

COMODO DOME I
F I R E W A4 L L ﬂ U

Sereer Conbgurabion Aorounis. havanoed LOAF

Global Seitngs

SHLVR marve araied =

Bridps .|

WP a el 5T A2

Ly i ere

Connection Status and Controd

Addigrd

ser "

Real IF REITH Consecied sinte Uptime Artions

In the Server Configuration screen, configure the following:

«  SSLVPN server enabled - Select the checkbox to enable the SSLVPN server
+  Bridged - Select the checkbox if you wish to run the server in bridged mode.

+  Bridge to - Choose the local network zone to which the server is to be bridged. This option will
appear only if you chose to run the server in bridged mode in the previous option.

+ Dynamic IP pool start address and Dynamic IP pool end address - Enter the first and last address
of the IP address pool from which the IP addresses are to be dynamically assigned to the clients
that are connecting to the server. All the traffic from these IP addresses will pass through the VPN
firewall, if enabled.

«  Click 'Save and Restart'. The SSL VPN server service will be restarted for your settings to take effect.

«  To download the server certificate for deployment to the clients, click 'Download CA certificate'. The
certificate can also be downloaded from the ‘Accounts' interface.

Next, click the 'Accounts’ tab:

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 8
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Account Condguration
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To add a new user account

«  Click the 'Add account' button. The 'Add new user' pane for adding a new domain will open.
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Account information

Specify the username and password for the user account. These credentials are to be entered to the SSL VPN client
for authenticating itself to the server.

+  Username - Enter a username for the account
«  Password - Enter a password for the account
+  Verify password - Re-enter the password for confirmation

Client routing
Configure the routing traffic for the client
- Direct all client traffic through the VPN server - Select this option for all the incoming and outgoing
traffic pertaining to the client to pass through the VPN server

+  Push only global options to this client - Instructs the server to push only the network routes, name
servers and domains specified under the Global Push Options under the 'Advanced' settings tab.

+  Networks behind client - Enter the network subnet address of the VPN gateway server for the
client to connect to VPN.

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 9
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+  Push only these networks - If you wish to push the routes of only selected networks to the client,
then enter the network/subnet addresses of the networks. If you wish to push the routes of
networks of all the other clients, leave this field blank.

Custom push configuration

+  Static ip addresses - If you wish to assign static IP addresses for the clients using this account,
enter the IP addresses in CIDR format. To avoid IP address clashes, it is recommended to specify
the static IP addresses outside the Dynamic IP address pool specified under the 'Server
Configuration' tab.

+  Push these nameservers - If you wish the clients to use specific name servers for DNS resolution,
select the 'Enable’ checkbox and enter the IP addresses of the name servers in the text box.

+  Push domain - If you wish to specify a specific search domain for the clients using this account, to
identify the servers and network resources in the VPN network, select the 'Enable' checkbox and
enter the domain name in the text box.

«+  Click 'Save'. The account will be added to the list of accounts. The account will be activated enabling the
clients to connect to the server only after the next restart of the SSL VPN server.

+  Click 'Restart SSL VPN server' to instantly restart the server.

Download the server certificate and the SSL VPN client configuration file from the 'Accounts' interface. The server
certificate type for authentication can be configured under 'Advanced' tab > Authentication Settings.

«  Click the 'Download CA certificate' link to download the server certificate.

+  Click the 'Download Client Configuration' link to download the SSL VPN client configuration file in .ovpn
format.

Next, transfer the certificate and the configuration file to the client. In order to connect for the client to connect to
Dome Cloud Firewall, download and install openvpn client. You can download the client from
https:/lopenvpn.net/index.php/open-source/downloads.html

+  After installing the OpenVPN GUI client, you need to paste the downloaded CA certificate and configuration
file into the OPVN config file. The configuration file will be available in Program Files > OpenVPN > config.

[ [+ = | config = O X

Home Share Wiew 0

- v « Local Disk (C:) » Program Files > OpenVPN » config v | Search conf... @

e

CCS_Configurati ™ Name Date modified Type Size
comfig () client §/9/20171:50PM  OpenVPN Config ...

etc ] README 6/6/2017 349 PM  Text Document

Share _.| utm-comodo 6/9/2017 1:46 PM PEM File

@& OneDrive

[ This PC
B Desktop
@ Documents
‘ Downloads
J’l Music
| Pictures
m Videos
N Local Disk(C:) v < >

3 items =

«  Open the configuration file and make sure the parameters are as shown below:

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 10
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| client - Notepad — O x
File Edit Format View Help

client

dev tap

proto tcp

remote 52.41.147.167 1194
resolv-retry infinite
nebind

persist-key
persist-tun

ca utm-comodo.pem
auth-user-pass
comp-1zo

verb 3

+ Inthe third line, the protocol beside 'proto’ depends on the protocol defined in '‘Advanced' section.

+ Inthe fourth line, the IP beside 'remote' should be the IP of your DCF account and the port as configured in
'Advanced' section. For example, if the Firewall URL is 52.41.147.187, then add '52.41.147.187" in the
place of 'remote_ip'.

«  To connect the client to DCF, right-click the OpenVPN GUI icon in the task bar then 'Connect’.

Connect
Disconnect

Show Status

View Log

Edit Config

Clear S5aved Passwords

Import file...
Settings...

The connection process will start and the user authentication should be provided.

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. "
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@ OpenVPN Connection (client = O e
Cumert State: Connecting

Wed Jun 14 13:37:37 2017 OpenVPN 2.4 2 x86_64-whd-mingw32 [SSL (OpenSSL)] [LA0] [LZ4] [PKICS11] [AE
‘Wed Jun 14 13:37:37 2017 Windows version 6.2 (Windows 8 or greater) G4bit

Wed Jun 14 13:37:37 2017 library versions: OpenS5L 1.0. 3 26 Jan 2017, LZ0 210

Wed Jun 14 13:37:37 2017 MANAGEMENT: TCF Socket listening on [AF_INET]127.0.0.1:25340

Wed Jun 14 13:37.37 2017 N - . b
Wed Jun 14 13-37-17 2017 M OpenVPM - User Authentication (client) 7 0.0.1:-25340
Wed Jun 14 13:37:37 2017 M
Wed Jun 14 13:37:37 2017 M |samame: | |
Wed Jun 14 13:37:38 2017 M
Wed Jun 14 13:37:38 2017 M !

Wed Jun 14 13-37:38 2017 M | o=ord: | |

[ ] 5ave password

QK Cancel

Disconnect Reconnect Hide

- Enter the credentials in the 'Username' and 'Password' fields and click 'OK'.

- That's it, the client will be connected to Dome Cloud Firewall and can be viewed in SSLVPN Server >
Server Configuration tab under '‘Connection Status and Control' pane.

See 'SSL VPN Server' and 'Configuring Clients to Connect to Dome Cloud Firewall' for more details.
Site to Site VPN

In this method, a network is configured to connect to Dome Cloud Firewall. Once done, all the clients behind the
network will be routed via Dome Cloud Firewall but one disadvantage here is any client (roaming device) leaving the
office network will not be routed via Dome Cloud Firewall. These roaming agents if required to connect to internet via
Dome Cloud Firewall then they have to be routed via the office network.

You can use a router that supports VPN or a local firewall to create a virtual private network between that and Dome
CF.

To configure a network to connect to Dome Cloud Firewall
Enable VPN tunnel at Dome Cloud Firewall
«  Click 'VPN' on the left then 'IPSec'

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 12
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Save

Connechon Stahes and Conbrod

MarsE Subjeen Aetions

In the 'Global Settings' area:
«  Enabled - Select the checkbox to enable the IPsec VPN service
+  Zone - Choose the network zone to allow networks to access Dome CF through the IPsec VPN

+  Dynamic IP pool network address/cidr - Specify the IP addresses for dynamic assignment to the
clients in CIDR notation

- Click "Save' for your settings to take effect
In the 'Certificate Authorities' area:

- Click 'Generate root/host certificate' to generate a new certificate or upload an existing certificate. The
certificate is used for authentication purpose between Dome CF and your router/firewall at your premises.
You can also use a pre-shared key for authentication if you do not want certificate authentication option.
The pre-shared key option is available in the 'Connection Configuration' screen.

In the 'Connection Status and Control' area:
«  Click 'Add' to create a new tunnel

+  Select 'Net-to-Net Virtual Private Network' in the next screen 'Connection Type'

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 13
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Connection Status and Control

Mame Type Comman name Remark Status Actions

Connection Type

Connection Type:
{_ Hoel-lo-Kel Virtusl Private Retwork (roadwarrion]

HE[—Il‘l-W‘-”r‘D..-& Privata Network

{7y LETR Host-so-Net WVirtual Private Nebsark (rondwarnor using LITF)

+  Click 'Add'

The 'Connection Configuration' interface will be displayed:

Connection Configuration

Hame: |c|'erna Fetwork Enabied.

Local Remaote

Irderface: lm Remzés host'R :l
Lecal subnat |1‘3!.'I.bH. Lof24 : Remate subnet |

Optons:

Extznded Authesdicaton (Xauthk O

Deac peer detaction action lm ?
Remark # |

[ Eci advanced setings

Authentication

(1) Use & pre-shared key.

Upioad a cerdicats raquest

T fie s=lect=d

«  Name - Enter a name to identify the connection tunnel
+  Enabled - Select this checkbox for the tunnel to be enabled upon creation.

Local
+ Interface - Choose the internet interface for this connection.
+  Local Subnet — Edit the local subnet if necessary
+ Local ID - Enter an identification string for the local network.
Remote

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 14
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- Remote host/IP - Enter the IP address or hostname of the external host or network that is to be
connected to Dome CF.

«  Remote subnet - Specify the sub network of the external network that can connect through the
tunnel.

«  Remote ID - Enter an identification string for the local network.
Authentication

«  Select the authentication method. For example here we are using the pre-shared key.
+  Click 'Save' to complete the tunnel setup in Dome CF.

Enable VPN tunnel at your site

In order for the connection to be established between your network and Dome CF, the same IPSec VPN
configuration has to be done at the network router, firewall or gateway.

The settings in the device may vary but the main configuration should be the same at both ends. Important settings
to be configured is given below:

+  Select IPSec under VPN

+  Provide the public or hostname of the Dome Cloud Firewall in the 'Remote host / IP field'

Edit the local subnet field, if necessary

+ Inthe 'Remote Subnet' field, enter the parameters of 'Local Subnet' that you provided in Dome CF

+  Configure the authentication method that you selected in Dome CF. If you have chosen pre-shared key,
provide the same key here.

«  Click 'Save' to complete the tunnel setup in your network router, firewall or gateway.

Next, test the VPN connectivity between your network and Dome Cloud Firewall. If you need more help with this,
please write to c1-support@comodo.com

See 'IPsec Configuration' section for more details.

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 15
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2 The Main Interface

The Dome Cloud Firewall dashboard provides administrators with visibility and control over all services and settings.
The dashboard contains 'must know' statistics about network traffic, service status and uplinks, and serves as a
launchpad from which administrators can access other settings in the interface.
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Dome CF application menus are on the the left of the interface. Click on a menu to expand/collapse and access its

sub-menus. Click the arrow at top m to expand / collapse the side menu bar. The following table is a quick
overview of the modules:
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COMODO DOME «  System - View dashboard, CF version details
F I E

W oA L L and configure interface language settings.
——

R
ﬂ COMODO DOME . Status - View Dome CF status data such as
W FITREWALL system status, network status, SSL VPN
= connections and more.

«  Network — View .the number of interfaces
System ; configured for your account.

«  Services - Configure ICAP services.

+  Firewall - Configure firewall and apply rules for
letmork : controlling inbound and outbound traffic to/from
the network.

Services
«  Proxy - Configure proxy servers for services
Fened i like HTTP/HTTPS proxy services.

+ VPN - Configure SSLVPN server, SSLVPN
client, IPsec-based VPN tunnels and L2TP
VPN connections.

Prosy

Logs « Logs - View logs for system events and
firewall. You can also configure syslog servers
for remote logging.

The user-friendly graphical interface of the administrative console provides easy access to the information and
configuration screens of all Dome CF features with the LHS Navigation design.
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«  The Left Navigation Menu - The left hand navigation displays Dome Cloud Firewall modules as tabs.
Clicking on a module opens sub-tabs to open different configuration screens of the selected module.

«  The Main Configuration Area - The main configuration area displays information pertinent to the tab
selected on the left.

- The Title Bar Controls - The title bar contains controls for:

+  Logout - The administrator can logout of the Firewall administrator console

+  Help - Opens the online help page of Dome Cloud Firewall corresponding to the currently open
configuration screen.

«  Version and Copyright Information - Version number and copyright information of the application is
displayed at the bottom left of the interface.

3 The Dashboard

The dashboard provides a at-a-glance summary of the current running status, health and usage of the CF.

The dashboard is displayed by default whenever you login to the administrative interface. To access the dashboard
from a different configuration screen, select 'System' > 'Dashboard' from the left-hand navigation.
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The dashboard displays the front panel of the device model and tiles which provide details on current hardware
resource use, system information, currently running services, network information and uplink status.

+  The device model panel indicates the connection status of the uplink, DMZ, LAN and WiFi network zone
interface devices.

+  Each tile can be expanded or collapsed by clicking the down arrow at the top left of it.

« The tiles can be positioned as per the desired lay out by just dragging and dropping them to the desired
position.

«  The plugins which control these panes can be configured by clicking the 'Show Settings' link at the top left

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 18



C1 - Dome Cloud Firewall=Admin Guide ~<como20

f

of the interface. For more details on configuring the tiles, refer to the section Configuring the Dashboard
Hardware Information
The Hardware information tile shows the hardware resource usage statistics of Dome Cloud Firewall.

«  CPU x: The usage of the CPU resources. In a multi-processor server, the load on each CPU is indicated
separately, with the suffix 'x' denoting the CPU number.

+  Memory - The usage of the system memory.

+  Main disk - Usage of the root partition of the main disk for your account. The disk usage should not exceed
95%.

+  Boot disk - Usage of the boot partition of the hard disk for your account. The disk usage should not exceed
95%.

«  Temp - Usage of disk space in /tmp partition, allotted for temporary files for your account. The Temp space
usage should not exceed 95%.

«  Log - Usage of disk space allotted for log files for your account. The log space usage should not exceed
95%. The log files are available at /var/logs. If the log space usage exceeds the threshold, the administrator
can move the log files to a different storage device and free the disk space.

«  Cache - Usage of disk space for cache memory allotted for your account.
«  Tmp - Usage of disk space by .tmp files created in Dome Cloud Firewall.
System Information

The System Information tile shows the host name and the network domain to which the Dome CF is connected in its
title bar. The tile displays the general information about the appliance connected.

+  Appliance - Indicates the DCF type
+  Device ID - The identification number of DCF
+  Version - The version number of the DCF hosted for your account.
«  Contract - Indicates whether the DCF license is valid. Clicking the circled arrow refreshes the information.
+  Contract Valid Until - Expiry date of the license
+  Uptime - Indicates the period for which DCF is up since the last reboot
Services

The Services tile shows the On/Off status and statistics of the services like Intrusion Detection, mail filters currently
loaded to the appliance.

+  Clicking on the Live Log in the title bar opens the Realtime logs screen.

+  Clicking on the service name expands the pane below it showing the detailed statistics.
The services displayed are:

Attacks Logged - Shows the number of attacks logged by the UTM

«  SMTP Proxy - Shows the statics of mails in queue, total mails received, clean mails and infected mails that
were rejected

« HTTP/HTTPS Proxy - Shows the statics of cache hits and misses
Network Interfaces

The network interfaces tile shows statistics of the network interface devices configured for your CF account and
realtime updated graphical charts of incoming and outgoing traffic through these devices.

The table in the upper half of the tile displays realtime statics of each network device.

Network Interfaces - Column Descriptions
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Column Header Description

Device The name of the network interface device. The font color in which the name is displayed
indicates the network zone to which the device belongs:

Red - External network like WAN, for Internet connection
Green - Local network to which workstations are connected, like LAN

Type The connection type of the device

Link Link status of the device

Status Running status of the device

In/Out Incoming/Outgoing traffic through the device

The lower half of the tile displays realtime graphical charts of the incoming and outgoing traffic through the devices
selected from the list in the upper half. The administrator can select the devices to monitor the traffic through them by
selecting the checkboxes beside the device names and deselect the others in the upper half. The lines are displayed
in colors depending on the network zone to which the device belongs and the legend is shown at the top right of
each graph.

Uplinks

The Uplinks area displays a table of uplinks configured for your account through which the CF connects to internet.
The table shows the connection status and running status of each uplink and allows the administrator to enable or
disable them.

Uplinks - Column Descriptions

Column Header Description
Name The name of the uplinks configured by Comodo for your CF account.
|P Address IP Address of the uplink
Status Running status of the uplink. The status column can have one of the following values:

«  Stopped or Inactive - The uplink is not connected.

«  Connecting - The uplink is connecting to DCF, but connection is not yet
complete.

»  Connected or UP - The connection has been established and operational.
+  Disconnecting - The uplink is closing the connection
+  Failure - The connection could not be completed

+  Failure, reconnecting - The connection could not be completed, but DCF is
attempting to reconnect again.

« Deadlink - The uplink is connected, but the defined hosts could not be
reached. The uplink is not operational.

Uptime The period for which the uplink is Up since the last reboot

Active Indicates whether the uplink is active. The administrator can switch the uplink between
enabled and disabled states by selecting/deselecting this checkbox

Managed Indicates whether the uplink is managed by DCF or manually managed. The
administrator can switch the management states by selecting or deselecting the

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 20



C1 - Dome Cloud Firewall=Admin Guide ~<como20

f

checkbox. In Managed mode, the uplink will be continuously monitored and reconnected
whenever there is a loss in connection. During testing or maintenance, the uplink can be
switched to manual mode.

«  Clicking the circled arrow refreshes the information.

Configuring the Dashboard

Dome CF uses dashboard plug-ins to fetch the statistical information from different components of the CF and
displays them as tiles in the dashboard. The plug-ins gather the updated information periodically at specified
intervals. The administrator can configure the interval at which the statistical information from each component is
fetched and enable/disable the plug-ins, and hence the corresponding tile, from the Dashboard settings pane.

To open the Dashboard Settings pane
«  Click 'Show Settings' link at the top left of the 'Dashboard'.

Hids s=7ings

Hamie Descriptior Interval Enahlzd
Syrstem Infomsaiion Flugin Shews informaiion about the: firewall 5yabem 1 minuie L
Hardware Information Plugin Shesvs @ main hardware information of e Arewal Sseconds ¥ L
SV IEINTDITRANGN PRGN S T mAtnPhagn 10 seconds v -
Habwork Infermalie Phagin Shewey informaton about e nabwork of tha Srawal 10 geconds ¥ o
Upknk Infeomaton Pugia Shows informaton aboul the upnks of e fWewal Seeconds v o,

A table with a list of plug-ins used, their descriptions and the current configuration will be displayed.

Dashboard Settings - Column Descriptions

Column Header Description

Name The name of the plugin

Description A short description of the plug-in. Indicates the component of DCF for which the plug-in
fetches the information.

Interval Enables the administrator to set the time interval at which the plug-in should refresh the
information and show in the corresponding tile, be selecting the interval from the drop-
down.

Enabled The checkboxes enable the administrator to enable or disable the plug-in. Only the tiles

corresponding to enabled plug-ins are displayed in the dashboard. If a tile needs to be
hidden, the corresponding plug-in can be simply disabled.

«  Set the refresh intervals and enabled/disabled states of the plug-ins as desired
- Click "Save' for your changes to take effect

«  To close the settings pane, click 'Hide Settings' link at the top left.

4 Viewing and Modifying System
Status and General Configuration

From the system interface, administrators can:
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+  Select the interface language and modify the information which is shown in the interface
+  View the current DCF version and update to a newer version if available

«  Create backups of DCF state including configuration settings, logs and database dumps
+  View DCF dashboard

Show settings
) utm-comodo lecaldomain 3 Network Interfaces
Appliance Commundy Device Type nk
Device Id NODEVICEIDFOLUND ncoming traf in Kb's (max. § mlerdaces
Wersion 110 _xBE B4
Y St Cantract Valid Contract g
1 Status
L Contract Valid Until  Thu Jan 16 11:20:20 +H000 2014
Uptime 2d 20h 38m
Metwork
Services Hardware Information
Firewall CPu o8 Qubgoing traffic in Kb/ (max G ik
h
CPil 2 i
Memary 1 29 ME

Promy

Main disk
Boot disk % 120k

The 'System' module contains the following screens for viewing and managing the general configuration of the UTM.
The screens can be accessed by clicking the following options from the sub-menu under 'System'.

+ Dashboard - Displays an at-a-glance statistical summary of the current running status, health and usage
status of DCF. See section 'The Dashboard' for more details.

+  GUI Settings - Enables the administrator to select the interface language to be displayed in the
administrative console. See section 'Configuring the GUI settings' for more details.

«  Firmware - Enables the administrator to view the version number of DCF and update the firmware, if
updates are available. See section 'Viewing and Updating DCF Version' for more details.

«  Backup - Enables the administrator to create a backup of the current state of DCF and to schedule
periodical backups. In case of any abnormality or untoward incidents, the backups can be imported and
applied to the device for restoring the device. See section 'Creating and Scheduling Backup of DCF
State' for more details.

4.1 Configuring GUI Settings

The 'GUI Settings' interface allows you to select the interface language and modify the information which is shown in
the interface.

To open the interface, click 'System' > 'GUI settings' from the left hand side navigation.
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+  Choose the language in which you wish the graphical user interface of the administrative console is to be
displayed from the 'Select your language' drop-down.

+  Display hostname in window title - The hostname of DCF is displayed in the title bar of the browser window
in which the administrative console is opened. De-select this option if you do not want the host name to be
displayed.

+  Click 'Save' changes for your configuration to take effect.

4.2 Viewing and Updating DCF Version

The 'Firmware' screen displays the DCF version number and its update status. Also, if an new version is available,
the administrator can initiate the update process.

To open the 'Firmware' interface, click 'System' > 'Firmware' from the left hand side navigation.

COMODO DOME (7 ¥0)

F I R E W A L L

Setlings

Wersion COMODD DaemeFW 110
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«  Version - Shows the version number of the Comodo Dome CF Firmware for your account.

+  Status - Indicates whether your firmware is up-to-date. If it indicates 'System must be updated', you can
initiate the update process by clicking the Update Firmware button. The firmware will be automatically
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downloaded and installed.

4.3 Creating and Scheduling Backup of DCF State

Comodo Dome Cloud Firewall allows administrators to create backups of DCF state including the configuration
settings, logs and database dumps at various time points. You can restore to a backup if you want to roll-back the
DCF state to a previous state. You can also restore the appliance to the factory default settings should this be
required.

Backups can be manually created at any time or scheduled for creation at set intervals. The backups can be
encrypted, stored locally, on a USB stick or can be emailed for storage in a remote location.

To open the 'Backup' interface, click 'System' > 'Backup' from the left hand side navigation.

L7 N0
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O Crusin new Backug
Creation dabe Content Remark Actions
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1 Error wendng backup G Created patomadc aly wih 2 Schedule
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D Exparf archive ﬂ Uelrie arciree m Restos archus

Encrypt Backup Archives with a GPG Pubiic Key
Fireaall

Encrypl backun achives:
(% Proxy
Vi) G PG prushe: liny Chioss Fle Mo Se chisan

mpor Backup Archive
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Remark

The 'Backup' interface displays a list of backups created so far under '‘Backup sets' and allows the administrator to
export the backups to desired location for archiving, remove backups and restore a selected backup to rollback the
DCF to the respective time point.

Backup Sets - Column Descriptions

Column Header Description
Creation date Date and time at which the backup was created
Content Displays the components of the DCF state, contained in the backup, its history and
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errors, if any, occurred during backup creation. The legend is given below:
Charact |Expansion | Description
er
A Archive Contains archived log files
C Chronologic | The backup was created automatically by the schedule
al
D Database | Contains database dumps
dumps
E Encrypted | The backup was encrypted
L Log files Contains log files
S Settings Contains configurations and settings
U USB The backup is stored in the USB drive
! Error The backup operation failed
Remark A short description entered by the administrator during backup creation
Actions Displays control buttons for exporting, deleting and restoring the backups
- Exports the backup so that the backup can be saved in the local storage of the
computer from which the administrative console is accessed
- Deletes the backup
-Restores the backup and rollbacks DCF state to the respective time point.

The following sections explain in detail on backup tasks:
+  Manually creating a backup
«  Scheduling backup operations
- Encrypting backup archives
+  Exporting a backup
+ Importing a backup from an archive
+ Rolling back DCF to a previous time point

+ Resetting DCF to factory defaults

4.3.1 Manually Creating a Backup

An administrator can create backup of DCF at any desired time, for example, before making a critical configuration
change to roll back DCF state, just in case the new configuration creates any glitches. The backup can be configured
for inclusion of the components and can be stored either locally in DCF or in a USB drive.

To create a backup
«  Open the 'Backup' interface by clicking 'System' > 'Backup' from the left hand side navigation
+  Inthe '‘Backup' section, click the 'Create new backup' link above the list of backups

The 'Create new Backup' pane will open.
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«  Choose the components to be included in the backup:

«  Current configuration - Includes the current configuration of DCF in the backup. Deselect the
checkbox if you do not want the current configuration to be backed up.

+ Include database dumps - Adds the CF database content and logs to the backup. Deselect the
checkbox if you do not want these components to be included.

+  Enter a short description or remark for the backup in the text box. This description will appear in the
‘Remark'’ column in the list of backup archives.

The backup will be created and added to the list of backups. If encryption is enabled, the backup file will be
encrypted and saved. See section 'Encrypting Backup Archives' for more details.

4.3.2 Scheduling Backup Operations

An administrator can configure scheduled backup operations to automatically create backups at selected periodical
intervals. The backups can be configured to be stored locally or to be emailed to a specified email address for
storing the backup archive at a remote location.

To create a backup schedule
«  Open the 'Backup' interface by clicking 'System' > 'Backup' from the left hand side navigation
+  Click the 'Scheduled backups' tab
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Scheduled automatic backups
«  Configure the scheduled backup job under the 'Scheduled Automatic Backups' section

- Enabled - Select this check box to activate the backup schedule

+  Current Configuration - Select this option if you want the configuration at the time of creating the
backup to be included in the backup

+ Include database dumps - Adds the CF database content and logs to the backup. Deselect the
checkbox if you do not want these components to be included.

«  Keep # of archives - Select the number of previous scheduled backup archives that the CF should
retain, from the drop-down. The backup archives older than these will be deleted, whenever a new
backup is created.

Schedule for automatic Backups - Select the time interval for creating the automated backups:
 Hourly - The backups will be created at every first minute of an hour
«  Daily - The back up will be created at 01:25 am everyday
+  Weekly - The back up will be created at 02:47 am on Sunday everyweek
«  Monthly - The back up will be created at 03:52 am on first day of every month
«  Click Save for your configuration to take effect.

Send backups via email

«  Configure the email options if you wish the backup archives to be sent to a specified email address. The
backup archives will be sent as email attachments. The log file archives will be excluded from the backup
archives.

«  Enabled - Select this check box to receive backup archives through emails
+  Email address of recipient - Email address to which the backup archives are to be sent

- Email address of sender - Email account from which the emails are to be sent. This can be same
as the recipient email

«  Address of smarthost to be used - The IP address of the SMTP server to send the emails
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«  Click Save for your configuration to take effect.

+  To test the email backup operation, click 'Send a backup now'. A backup of the current DCF state will be
created and sent to the specified email address.

4.3.3 Encrypting Backup Archives

Comodo Dome CF can encrypt and store the backup archives created on both manual backup operation and
scheduled backups using a GNU Privacy Guard (GPG) public key. An administrator can choose to encrypt the
backup archives containing sensitive configurations like passwords.

Note: Before configuration for backup encryption, ensure that the GPG public certificate is available in the local
storage of the computer from which the administrative console is accessed.

To configure for encrypting backups
+  Open the Backup interface by clicking 'System' > 'Backup' from the left hand side navigation.

« Inthe '‘Backup' section, configure the encryption options under 'Encrypt backup archives with a GPG public
key'.

Encrypt Backup Archives with a GPG Public Key

Encrypt backup archives: o

Import GPG public key: Cheoae Fie | Ho fie chosen

+  Encrypt backup archives - Select this option to encrypt the backup archives

«  Import GPG public key - Click '‘Browse' and navigate to the location where the public key is stored
in the local computer and clock 'Open' in the 'Choose file to upload' dialog.

- Click "Save' to upload the public key and save the configuration.

43.4 Exporting a Backup

Backup archives stored on DCF or connected drives can be exported as required. See 'Importing a Backup' and.
'Rolling Back DCF State to a Previous Time Point' for details about importing and restoring to backups.

To export a backup archive
+  Click 'System' > '‘Backup' on the left hand menu.

+ Alist of available archives will be displayed. Any backups stored on connected USB drives will also be

shown.

Backup Sets
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«  Select the backup file you wish to export.

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 28



—

C1 - Dome Cloud Firewall=Admin Guide ~<como20

f

+  Click the Export button 1]

+  The file will be downloaded to the default download location or a 'File Download' dialog will be displayed
depending on the browser and/or settings for downloading files.

Opening backup-20170605122453-utm-comodo.localdomain-settings-d...

You have chosen to cpen:
E --20170605122453-utm-comodo.Jocaldomain-settings-db.tar.gz

which is: WinRAR archive (63.6 ME)
from: https://52.41.147.167:10443

What should Firefox do with this file?

WinRAR archiver (default) b

(") SaveFile

[ ] Do this automatically for files like this from now on.

] Cancel

+  Click 'Save File'. The file will be saved to default download location.
+  The backup archive will be saved as a time-stamped archive in .tar.gz format.

«  The default file name will use the format: 'backup-<time stamp>-utm-<hostname of the appliance>-
<component1 in backup>-<component 2 in backup>.tar.gz'.

4.3.5 Importing a Backup Archive from a Local Computer

Exported backup archives can be imported to the console to roll back the DCF state to a previous time point. Refer
to Exporting a backup for help to export a backup.

To import a backup archive
+  Login to the Comodo Dome CF administrative interface from the computer on which the backup is stored
«  Click 'System' > 'Backup' on the left hand menu

« In the 'Backup' screen scroll down to the 'Import Backup Archive' section.

Import Backup Archive

Fi= Choose Fie | Hao fl= chos=n

Remark:

+  Click 'Choose File' then browse to and open the required archive. Backup archives are stored in tar.gz
format

«  Enter a short description or remark for the imported backup in the 'Remark’ text box. This description will
appear in the 'Remark' column in the list of backup archives.
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+  Click 'Import' to save the backup archive on DCF.

After importing, the archive will be added to the '‘Backup Sets' list. Admins can use the file to restore the firewall to a
previous state. Refer to 'Rolling Back DCF State to a Previous Time Point' for more details on this.

4.3.6 Rolling Back DCF Sate to a Previous Time Point

Backup archives allow administrators to roll-back the DCF state to a previous point in time. DCF will restart after the
restore operation is complete.

To restore a from a backup
+  Click 'System' > '‘Backup' from the left hand menu

« Alist of available archives will be displayed.

+  Select the archive from which you wish to restore then click the 'Restore’ button: ®

@ Creste new Backup

Creation date Comtent Remuark Artions
_{Tue, 06 Jun 2017 08:32.38 5D Fii_beckup_DGO21F =8
_{Tue}, 06 Jun 2017 080848 50 FW_backup_00E1T m@
_iHon), 55 Jum 2017 1224:53 £11] Fid_backun_DE0S1T 1] x |

Legemi: & Selings I Dstabase domgs

+  Click 'OK' at the confirmation dialog:

Do you really want to restore the backup archive backup-20170608090945-utm-comode localdomain-settings-db targz? All existing data wall
be overwritten and then DOME FIREWALL wall reboot!

The firewall will restart to apply the backup configuration. The firewall's existing configuration, log files and database
dumps will be overwritten with those of the backup.

4.3.7 Resetting DCF State to Factory Defaults

Resetting the DCF state to its initial state will clear all existing configurations, passwords, database dumps and logs.
Administrators will need to reconfigure login credentials, network connections and so on.

Note: As a fail-safe measure, Dome CF creates a backup of the current state before resetting to factory defaults.

To reset Dome CF
«  Click 'System' > 'Backup' from the left hand side navigation.

In the 'Backup' section, click the 'Factory defaults' button under 'Reset configuration to factory defaults and
reboot'. A confirmation dialog will appear.

+  Click 'OK" in the dialog. Dome CF will be reset and restarted with the default factory settings.
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5 Viewing Dome Cloud Firewall Status

The 'Status' module displays statistics about various Dome Cloud Firewall components, including system status,
network status, network connections, realtime network traffic and SSL VPN connections.

e I
£QMODQ BOME 00

Servicas | Memory | Disk Usage | Uplime and Users | Loaded Modubes | Kemel Versizn

Services

CROH s KIIMNIHG
Cowalch Analam STORPED
Crwcaleh Cas STOPPED
DHCF server STOPPED
DIKES praxy Senver RUMNING
Intrussen FreEcenton Sysmsm STOPPLD
Leggng server RUNNIHG
NTE sarver HIMNIHG
SELNPH waraRi HUNNIHG
Secute Shel serve FeliMMIHG
UIRL fler STOPPED
WP [IPs2c| STOPPED

WS scanrer STOPPCD
Wk provy STOPPLD

Fireaall
RINNIHC:

Wek: parver

Proxy

The 'Status' module contains the following items:

- System Status - Statistics about the current running state of the firewall, including services loaded,
memory usage, disk usage and so on. See 'System Status' for more details.

- Network Status - Statistics about active interfaces. See 'Network Status' for more details.

«  System Graphs - Real-time resource usage data, including CPU, physical memory, disk space and more.
See 'System Usage Summaries' for more details.

«  Traffic Graphs - Shows real-time traffic data over different network zones (LAN, internet etc). See
‘Network Traffic' for more details.

«  Connections - Shows connections to, from and through Dome CF. Includes connection source, destination,
protocol and status. See 'Network Connections' for more details.

«  SSL VPN Connections - Shows users that have connected through SSL VPN and currently running VPN
services. See 'SSL VPN Connections' for more details.

5.1 System Status

The 'System Status' screen shows information about running services.
To open the 'System Status' interface, click 'Status' on the left then 'System Status":
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Senvices

CRAGH server ALINHING
Cwaich fralser STOPPLD
Cwaich Cae SIOFFLD
CHTE perver STOPPED
DMS proey ymrver HLINHING
nliusien PrEvanton Symiem STOPPED
Logging ke HUNHING
e T BLNHING
SSLVPN sariei FLURHING
Sizumn Shel wdivis RUNHING
AL Ened STOPFED
VPN | IPsi STOPPED
Vs scanfer STOPFED
ety proe ESTOPFED
ity S Erver RLURHING

«  Services - Services which are currently loaded and their running status
«  Memory - System memory usage
- Disk Usage - Hard disk usage

+  Uptime and Users — Shows how long Dome CF has been running since the last restart, and which users
are currently logged-on to the system.

+ Loaded Modules - Shows kernel modules currently loaded into memory
«  Kernel Version - Shows current kernel version number

Administrators can navigate between sections by using the links at the top of the screen:

@Mcmmy | Disk Usage | Uptime and Users | Loaded Modules | Mr@

Services

The 'Services' pane shows a list of services that are currently loaded to Dome CF and whether they are running or
stopped. A service may be stopped if the corresponding daemon or script is not enabled.
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Services
CRON server RUNNING
Cwatch Analyser STOPPED
Cwalch Ces STOPPED
DHCP server ETOPPED
DS proxy server RUNNING
Imtrusion Prevendion System STOPPED
Logging server RUNNING
NTF server HUNNING
SELVPH server RUNNING
Sacure Shell server RUNNING
LURL fiker ETOPPED
VPN (IPsec) STOPPED
Viris scanner STOPPED
Web prosy STOPPED
Web garver RUNNING
Memory

The memory pane shows the usage status of the physical memory in DCF server.

Iemaory

Size Used Free Percenlage
shared 19780
RAM 3021056 436535 3484520 [ %
bulfers 19358
-+ buffers/cache 281158 3639900 (¥ ™%
cached 136012
Swap 0 o o

Memory Usage - Row Descriptions

Description

RAM Shows the total RAM size, used memory size, free available memory size in KB and a
bar indicating in the memory usage in percentage. It can be close to 100% if Dome CF
is running for long time since the Linux kernel uses all available RAM as disk cache to
speed up /O operations.

=/- buffers/cache Shows the size of memory actually used by currently running processes. The memory
used by processes should not exceed 80% of the total memory, otherwise, the active
processes will be swapped to disk, which will reduce the performance of the system. If
the memory usage exceeds the threshold for long periods of time RAM should be
added to maintain the system performances.

Swap Shows the memory dedicated for swapping services/processes and its usage status.
The average swap usage will be below 20%, if not all the services are used all the
time.

Disk usage

The 'Disk Usage' pane shows the hard disk drives/ partitions mounted on Dome Cloud Firewall, their mount point
and the space of each disk partition similar to the output of Linux Disk Free (df) command.
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Disk Usage

Dievice Mounted on Size Used Free Percentage

igevinedaz J S3E 268G 4BG § | 6%
idevizwdal oot 126M  ZBM D40 ] 22%
mpss fdesiahm 216 0O MG [ ] 0%
impis omp 53TM 28k 537M § | 1%
] hiarfiog 2500 4.5M 264 i | %
impés farfcache  53TM T SATMOE_ ] 1%
impfs Marfimg S3TM 0 537TM™ | | 0%
impfs twarfiblcollecid G8M  18M  S2M B ] 23%
tmpés tearfrun A Mk A E ] W

Disk Usage - Column Descriptions

Column Description

Device The disk device or partition for various Dome CF modules. Examples:
+  The main disk (/dev/sda1).

«  The boot disk (/dev/sda1 /boot)

+  The data disk (/dev/mapper/local-var).
«  The temporary file system (/tmp)

+  The log partition (/var/log).

Mounted on The mount point of the partition.

Size The total size of the partition.

Used Used space in the disk

Free Free Space in the disk

Percentage The usage of the disk space in percentage The used space in partitions that store the

data and the logs grow over time. It is recommended to ensure that their usage does not
exceed 95% to maintain the efficiency of the system.

Uptime and users

The 'Uptime and Users' pane indicate the period for which DCF is continuously running from the last boot time and
the list of users that are currently logged-in.

Uptime and Users

13;38:32 wp 3:12, 1 user, load average: €.87, @.87, .82
USER Y FROM LOGINE TDLE JCPU  PCPU WHAT
root ptssa 91.196.95. 19 18: 29 1:88m @.8@: 2.88z -bash

The first line displays the following items in order:
+  Current time
«  The period for which the Dome CF is up and running from the last boot time
«  The number of users currently logged into the system

«  The average load on the system for the past 1, 5 and 15 minutes.
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Following the first line, a table displays the details of the currently logged-in users.

Users - Column Descriptions

Column Description
USER The username/type.
TTY The name of the terminal from which the user is connected.
FROM The remote host name from which the user is connected.
LOGIN@ The date and time at which the user logged-in to the system, for the current session.
IDLE The period for which the user is idle.
JCPU The time spent by the processes initiated by the terminal through which the used has

connected to the system, excluding the past background jobs. However, it includes the
background jobs that are currently running.

PCPU The time spent by the currently running processes, initiated by the actions listed under
'What' column.
WHAT Shows what the user is doing.

Loaded modules

The 'Loaded Modules' pane displays the Kernel modules that are currently loaded to the system.

Loaded Modules

ol Size Used by
nl_connirack_netink 17040 ©
a1_hashimi 9685 16
ipt_REDIRECT 1840 &
#1_comment 1024 32
H_CONNMARE 1507 14
ai_conmmark 147 15
ipt_REJECT 351 1
#1_phyadey 1741 20
ebt_mark_m 1206 1

il MARK 1057 &

Loaded Modules - Column Descriptions

Column Description
Module The name of the module
Size Size of the module
Used by Number of times the module is used and the parent modules that referred this module
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Kernel version

The 'Kernel Version' pane displays the version number of the kernel currently used.

Kernel Viersion

2.6.32.504.816. ¥86_B4

5.2 Network Status

The Network Status screen displays real-time logs containing status information about components like connected
Network Interfaces, Network Interface Controllers (NICs), routing table entries and address Resolution Protocol
(ARP).

To open the 'Network Status' interface, click 'Status' on the left then 'Network Status':

p——y

- -, I
coMODQ BoME 00

niertaces | HIC Siatus | Reubeg Table Envies | ARFP Tabk: Eslries
nieraoes

L ZLAN : ¢BROADCAST,MULTICA:

ST P LOWES ey miu 1580 gdisc noqueue stabe uhonose
Link/ether 2a:a 11

is brd FroPfcfroffipnfT
19%.164.1, 155 zcope plobal bré

(LOWER_UP: Bty 1500 §316¢ Sofukss &Lali URKNDWY
B2 Hid

alen 1208

3 Mereark

Serdices P wtu 15849 gqeusc pfife_fast stete UAKNGHN glem 199
iFF
1 Rlobal tase
Fireaall £ Inetd febaoetldi b7 fefoedss, ke
walid 1¥t forever preferred_

s} Froxy

The screen displays the following information panes one below the other:
+ Interfaces
+ NIC Status
» Routing Table Entries
+  ARP Entries

Administrators can navigate to the required pane by clicking the shortcut links at the top of the screen.

nieifaces | NIC S1alus | Rouling Tabke Endries | ARP Table Enlries
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Interfaces

The 'Interfaces' pane displays a list of all network interfaces connected to Dome CF along with their associated MAC
address, IP address, and additional communication parameters. Example connected interfaces can include Ethernet
interfaces, bridges or virtual devices. The interfaces that are active are indicated by colors, corresponding to the
network zones that serve:

«  Red - External network zone like WAN connected to Internet
«  Yellow - DMZ zone
+  Green - Internal network like Local Area Network (LAN)

«  Blue - Wi-Fi zone

Interfaces

1 :LAN : <BAOADCAST ,MULTICAST,UP,LOWER UF> MU 1598 §4i<{ Aoqueus STATS LRKMOWE
lipkfether @a:a9:B2:32131113 brd FFoffiffiffiffiff
inet 192.168.1.57/24 brd 1%2.168.1.255 scope global bré
2 :brl: ¢BROADCAST,MULTICAST,UP, LOWER_UP> miu 1580 gdisc noqueue state UNEHOWN
Link/ether 76:91:55:6b:30:00 brd FFffoffffffiff
3 :hri: <BROADCAST,MULT SUP,LOWER_UP> miu 1580 qdisc noqueus stabte UNENOWN
linkfether daz4a:S5e:e6:8d: 9 brd FF-FF-FF FF FF FF
4 :PORT1 : «BROADCAST,MULTICAST,PROMISC,UP,LONER_UF>» mtu 1588 gdisc pfifo_fest state uP glen 1B@e
link athar Ba:89:B2:321:31:18 Brd FFfF-ffoffiFfiFf
5 !PORT2: <EROADCAST MULTICAST UP,LOWER_ULP> mtu 1589 gdicc pfife fast state uP glen 13@@
linkfether @a:3d:bd:fFi5d:%e brd Ff:ff:ffiffiffiff
inet 172.31.3.111/28 brd 172.31.15,255 scope global PORTZ
1lp: <LOOPBACK,UP,LOWER_UP> Iy 65536 gdisc nogueus state UMEMOWN
linklocpback 88:60:00:00:03:88 brd 62:08:00:08: 6060
inet 137.8.2.1/8 brd 127.255.1255.255 scope host lo
inets ::1/128 scope host
valid_1ft forever preferred_lft forever
7 IWPNL: <BAODADCAST ,MULTICAST,PADMISC,UP, LOWER_UF: mTu 1588 qdicc pfifo_fasit STate UNKNOWN glan 1ea
linkfether e2:2d:b?:fai43:33 brd FFofFeffiffiffiff
inet 192.168.2.1/24 brd 192,168.2.255 scope global tapd
inets fedd::ed2d:b7f4:fefa:4339/64 scope link
valid_1ft forever preferred_Lft forever

L

NIC Status

The 'NIC status' pane displays Network Interface Controllers (NICs) connected to Dome CF along with their current
configuration and capabilities.

MNIC Status

1) PORTL: vif - @p:a3:82:32:31:1a [Link Ox]
advertised link modes:
Supperted Link moded:

2} PORT2: vif - ea:3a:bd:ffisd:oe [Liﬂk W]
Advertised link modes:
Supported Link modes:

Routing Table Entries

The 'Routing Table Entries' pane displays a list of routes configured for the network interfaces. Each line shows the
traffic route within the corresponding network zones for the interface shown in the last column.

Routing Table Entries

kernel IF routing table

Destinatlon Gatenay GEnmask Flags Hetric ref use Iface
192.168.2.9 @.8.8.8 255,255,255.8 u -] & ] WPNL
1%2.166.1.8 @.8.8.8 255.255,255.8 u ] @ -] LAN
171.31.8.8 8.8.8.8 255.255,248.8 u 8 @ B PORTZ

8.a.8.2 172.31.8.1 a.a.8.8 UG a B -] PORTZ
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Routing Tables Entries - Column Descriptions

Column Description
Destination The destination network or the host.
Gateway The gateway address. ("' if none is set).
Genmask The network mask of the destination network. The possible values are:

«  255.255.255.255 for a host destination.
« 0.0.0.0 for the default route.

Flags Displays the flags indicating the status. The possible values are:
+ U -The route is up and operational.

+ H -The route is to a specific host (not to a network).
+ G- The route uses an external gateway

« R - The route was installed by a dynamic routing protocol running in the
system, using the reinstate option

« D -Throute was dynamically installed by daemon or redirect

+ M- Modified by routing daemon or redirect

- A-Theroute is a cached one, and has an associated entry in the ARP table
+  C -The route was from a Kernel routing cache

+ L-The route is a local route

« B -The destination of the route is a broadcast address

- |- The route has a loopback interface
« 1 -The route will be rejected
Metric Indicates the distance to the target (in hops).
Ref Indicates the references made to this route.
Use The number of lookups made for this route.
Iface The network interface to which the packets are to be sent.

ARP Entries

The 'Address Resolution Protocol' (ARP) table shows a list of the physical (MAC) addresses which are associated
with [P addresses in the local network.

ARP Table Entries

address Hutyoe Huaddress Flags_mask IfBce
192.168.1,185  (inCosplets) LAN
17z2.3L.8.1 ether daislicliqarnsiad C PORT2
192.168.2.2 ether o H R ) C WP
172.31.8.2 ether @a:48:61:42:95:6d C FORTZ
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ARP Entries - Column Descriptions

Column Description
Address The IP address of the host destination network or the host or other hardware device
HWtype The type of the hardware device
HWaddress The MAC address of the hardware device
Flags_Mask Displays the flags indicating the status of the device. The possible values are:
+  C-Complete
+ P - Published
« M- Permanent
Iface The interface to which the packets are to be sent.

5.3

System Usage Summaries

The 'System Graphs' screen shows resource usage for the past 24 hours. This includes CPU, system memory, swap

memory and disk drive use.

To open the interface, click 'Status' on the left then 'System Graphs":

p——

COMODO DOME

CPLU Graph

The statistics wers last updated st Wed Jun 7 08:15:08 2047

CPU Usage per Day

Tew §2:06

Tue 1886

MaxLeue
1.12%
B.34%

99, 69%

AvErAQE
@.31%
8.18%

53, 60%

W User CPU usage
W Systen CPU usage
B Idl= CPU usage

a9, 558

The statéstics were last updated a1 Wed Jun 7 08235108 2047

Clicking any graph will show more information about that component. Click the following links for details on each:

CPU Graph
Memory Graph

Swap Graph
Disk Graph
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CPU Graph

The 'CPU Graph' displays the load on the DFS server CPU over the past 24 hours. Processes are indicated with
different colors.

«  Green - Idle, CPU was not used by any of the processes
+  Blue - User initiated processes, run with default priority
+  Red - System processes

CPU Graph

The statistics were last updated at: Wed Jun T 08:35:08 2047

CPU Usage per Day

1ea *
8@ -
g -
448
284
. Tue 12:08 Tue 18: 60 Wed B0: 08
Maxinun Average Current
W User CPU usage 1.12% B.31% B.35%
B systen CPU usage 0.34% D.16% p.09%
B Idle CPU usage 59.65% 59.60% 95.55%

The table below the graph shows the maximum, average and current load of the CPU for the past day from various
processes. Clicking the graph opens a new page with detailed CPU usage history graphs for the past day, week,
month and year.

Memory Graph

The 'Memory Graph' shows memory usage over the past 24 hours. The different types of memory are indicated with
different colors.

+  Blue - Memory used by running processes

«  Red - Memory shared by concurrently running processes

+  Pink - Buffered memory space used for temporarily storing data received from or sent to external devices
+  Yellow - Cached memory, used for storing recent data used by running processes

+  Green - Free, unallocated memory

Memaory Graph
The statistics were last updated at: Wed Jun 7 08:50:08 2017
Memory usage per Day
lea
0]
B0
40
20
B Tue 12:08 Tue 18:00 Wed 08: B0 Wed 0G: 0B
Maximun Average Current
B Used memory T.449 7.214 T.38%
B Shared memory 0.80% 9.00% Bb.OE%
B Butfered memory 0.63% 0.55% B.63%
O Cached memory 4 B0% 3.93% 4 _68%
H Free memory B9.73% 83.31% a7.39%

The table below the graph shows statistics of maximum, average and current usage of system memory for the past
day. Clicking the graph opens a new page with detailed memory usage history graphs for the past day, week, month
and year.
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Swap Graph

The 'Swap Graph' shows the usage of the swap area in the hard disk, used for storing data from inactive processes,
from the system memory. Different types of swap spaces are indicated with different colors.

«  Blue - Used swap space

«  Green - Free swap space

Swap Graph

The statistics were last updated at: Wed Jun 7 08:50:08 2047

Swap usage per Day

100 %
80
=)
40
20

a

Tue 12:80 Tue 18:00 Wed B0:00 Wed O6: 0D
Maximum Average Current
B Used swap -nan% -nanf -man®

M Free swap -nan% -nan% -nan®

The table below the graph shows statistics of maximum, average and current usage of swap space for the past day.
Clicking the graph opens a new page with detailed usage history graphs for the past day, week, month and year.

Disk Graph

The 'Disk Graph' shows disk access levels over the past two days.

Disk Graph
The statistics were last updated at: Wed Jun 7 08:50:08 2017

Disk access per Day

6

4

2

a
Tue 12:00 Tue 18:E0 Wed 0F: B3 Wed 0F: £
Hae i mum Average Current
B Sectors read per second 4 a a
B sectors written per second 4 1 2

«  Green - Percentage of sectors accessed for writing into the disk
+  Blue - Percentage of sectors accessed for reading from the disk

The table below the graph shows maximum access, average access and current usage of the disk space over he
past two days. Clicking the graph opens a new page with detailed access history graphs for the past day, week,
month and year.

54 Network Traffic

The 'Network Traffic Graphs' screen shows the amount of data passing through different network zones (LAN and
internet zone). The number of graphs shown on this page depends on the number of network zones configured in
Dome CF.

To open the 'Traffic Graphs' interface, click 'Status' on the left then 'Traffic Graphs'":
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Click any graph to view traffic for the previous day, week, month and year. See the following links for more details:

+ LAN Graph
«  Uplink Graphs
LAN Graph

The 'LAN Graph' shows traffic passing through the Local Area Network (LAN). Incoming and outgoing traffic are
indicated with different colors.

«  Green - Incoming traffic
+  Blue - Outgoing traffic
LAM Graph
The stafistics were last updated at: Wed Jun 7 0%:40:08 2017

Traffic on LAN (Graph per Day)

b 59 %
o
t 40
0l
- ao
-] ]
= 20 I
- il
= 10 |
e}
S S N 1| 1Y FIRE
Tue 12:80 Tue 15:00 Wed G0: 08 wed OE: B3
Maximum Average Current
B Incoming traffic 1.359 Bps 128, 746 mBps 291.177 mBps
W Outgoing traffic 43.589 Bps 1,271 s 6.838 Bps

The table below the graph shows maximum, average and current data traffic through the local network for the past
day. Click the graph to view detailed traffic statistics for the past day, week, month and year.

Uplink Graphs

The 'Uplink Graph' shows traffic through external network zones, like WANS, which are connected to the internet.

Note: Separate graphs will be shown for each uplink configured for your account.

Incoming and outgoing traffic are indicated with different colors.
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+  Green - Incoming traffic

+  Blue - Outgoing traffic

INTERMNET Graph of Uplink main
The statistics were last updated at: Wed Jun 7 08:10:08 2017

Traffic on INTERMET (main) (Graph per Day]
200 k

100 k

o 4 \Hx_n_.n..

Bytes per second

Tue 12:08 Tue 18: B3 Wed 08: 80 Wed B6:00

Maximum Average Current

B Incoming traffic 78,442 kBps 1.456 kBps BL2.208 Bps
B outgeing traffic 142,346 kBps 2.438 kBps 1.341 kBps

The table below the graph shows maximum, average and current traffic through the zone for the past day. Click the
graph to view detailed traffic for the past day, week, month and year.

55 Network Connections

The 'Connections' interface displays current network connections to, from and through Dome CF. Each connection is
shown with its source, destination, protocol and status. The cell colors in the table indicate the type of connection:

+  Green - LAN connections

+  Red - Internet connections

+  Orange - DMZ connections

«  Blue - Wireless connections

+  Black - Firewall connections, including daemons and services such as SSH or web access
«  Purple - VPN or IPsec connections

To open the 'IP Tables Connection Tracking' interface, click 'Status' on the left then 'Connections":
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IP Table Connections - Column Descriptions

Description
Source IP IP from which the connection originated.
Source Port Port number from which the connection originated.
Destination IP IP address of the device to which packets are being sent.
Destination Port Port number used to connect to the device at the destination IP.
Protocol Type of connection. Typically either TCP or UDP.
Status Indicates the current status of the connection (only for TCP). The status will be either
Established, Close, Time_Wait, Close_Wait and Syn_Recv.
Expires Indicates the time the connection remained in the same status.

+  Clicking an IP address will provide 'WHOIS' data

+  Clicking a port number will lead to 'Internet Storm Center' webpage providing details of the port activity
such as which services used that port including any exploits and the number of attacks received.

5.6 SSLVPN Connections

The 'SSLVPN Connections' interface lists SSL VPN users that are connected to Dome CF. See 'Configuring Virtual
Private Network Settings' for more details.

Administrators view connection details and can terminate user connections from this interface.

To open the interface, click 'Status' on the left then 'SSL VPN Connections”:
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Open VPN Server Connection status and control table - Column Descriptions

Column Description
User The user name of the account with which the client has logged-in to the server.
Assigned IP The IP address dynamically assigned to the client from Dome CF.
Real IP The original externally facing IP address of the client.
RX/TX Displays data transmitted and received by Dome CF to / from the client during the
current session.
Connected since The date and time that the connection was established.
Uptime The length of time the current session has been active.
Actions Displays control buttons for terminating the session.

U - Terminates the connection.

6 Network Configuration

The 'Network Configuration' screen shows settings configured by Comodo to connect your networks/clients to LAN
and/or internet zones.

To open the 'Interface Configuration’ screen, click 'Network' on the left then 'Interfaces":
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The 'Interface Configuration' table shows interface devices configured by Comodo with their status and other details.

Interface Configuration Table - Column Descriptions

Column Header Description

Interface Name Name of the CF port. The font color indicates the type of network zone to which the port
is connected.

Red - External networks, like WAN, for internet connection
Green - Local Area Network to which workstations are connected

Status Link status of the interface device. The status can be one of the following:
Green Tick - Link is active

Red Cross - The link is not active

Question Mark - No information about the link from the device driver

Zone Type The network zone type of the interface. The network zone can be one of the following:
« Internet
+ LAN
P LAN - The network IP address range.
Internet — The IP address configured by Comodo to connect to external network .
Netmask The netmask of the IP
MAC Address The Media Access Control (MAC) address details.
Actions Displays control buttons for editing and deleting the port entries.

- - Opens connection settings and allows you to edit the parameters of the interface.
See 'Updating Network Interfaces' for more details.
B - Disconnects the interface and clears the port.

(V) Indicates whether the port is enabled or disabled. The checkbox also allows the
administrator to switch the port between enabled and disabled states.

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 46



CcCOMODO

Creating Trust Online®

Updating Network Interfaces

The interfaces configured by Comodo can be updated for both LAN and Internet interfaces such as IP address /
Netmask, primary DNS and secondary DNS. The following sections provide detailed explanations on updating the
network zone interfaces:

«  Updating WAN network zone to connect to the internet
+ Updating LAN network zone
Updating WAN network zone to connect to the internet
The external network interface is configured by Comodo and you can update the DNS and advanced settings only.
To update the external network zone
+  Click on the edit icon “< in the row of the port to which the interface device for connecting to external
network/internet.

The pane for configuring the network interface device will open.

Metwork Confguration

Interface Configuration

INTERKET: Unkrusted, inferned conneciion (VAN )
LAN: Trested, mternal netwnrk

Mefwork segmend for servers accessible from nberned

WIFL: Mebwork segmant for wirsless clonts

ZONE* INTERHET ¥

Typs* Ethernat Statc v

Device " PORT 2

IF address * 172313111 Hetmask = 2025523552400 ¥

Audd additional addregeses (one IPMeimaek or IPICIDR per ina)

Diefaull gateway * 172.31.0.1

Primary DHS * m23ne Sogondary ONS

# Uplink is enabled #| Start uplink on boot ¥ Upiink is managed

Backup Profic HCHE *

[+l Advanced settings

e -
m oF Cance This Field is reguired.
Interface Name Status Fone Type P Metmask MALC Address
PORT 1 o LAN 192.168.1.57 255.255.255.0 Dacadsnid.303a
PORT 2 v INTERMET - main 17231311 255.255.240.0 Da 30 bd 115460
Legend: PortEde B PortCiean o Enabled Disabled

« Zone - This is pre-configured as 'INTERNET' and cannot be changed.
« Type - This is pre-configured as 'Ethernet Static' and cannot be changed.

Device Settings
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+  Device - The port to which the interface device is connected. The port is pre-selected and cannot
be edited.

« IP Address — This is configured by Comodo and cannot be edited.

+  Netmask - This is configured by Comodo and cannot be edited.

« Add additional addresses — Not applicable.

+  Default gateway - This is configured by Comodo and cannot be edited.

+  DNS Settings - Enter the IP addresses/hostnames of the primary and secondary DNS servers to
be used in the respective fields.

Uplink Settings

+  Uplink is Enabled - The uplink will be activated by default. Deselect this checkbox if you don't want
to enable the uplink device at this time. You can enable the uplink at a later time in two ways:

«  Select the checkbox in the 'Actions' column of the 'Interface Configuration' interface.
«  Select the 'Active’ checkbox beside the uplink in the Uplinks box from the Dashboard.

«  Start uplink on boot - The uplink will start automatically on every restart of DCF. Deselect this
checkbox if you want to manually start the uplink only when required.

+  Uplink is managed - The uplink will be managed by DCF and its details will be displayed in the
Dashboard. Deselect this option if you do not want the uplink details to be displayed in the
Dashboard. You can switch the uplink to managed state at any time by selecting the ‘Managed'
checkbox beside the uplink in the Dashboard.

+  Backup Profile - Select this checkbox if you want to specify an alternative uplink connection to be
activated in the event this uplink fails and choose the alternative uplink device from the drop-down.

+ Additional Link check hosts - The uplink reconnects automatically after a time period set by your
ISP, in the event of a connection failure. If you want DCF to check whether the uplink has
connected successfully, you can try to ping known hosts in an external network. Enabling this
option will reveal a text field where you should enter a list of one or more perpetually reachable [P
addresses or hostnames. One of the hosts could be your ISP's DNS server or gateway.

Advanced Settings:

The Advanced Settings pane allows you to specify the MAC address and the Maximum
Transmission Unit (MTU) of the data packets for the interface device. These settings are optional.
If you need to specify custom values for these fields, click on the '+' sign beside 'Advanced
Settings' to expand the 'Advanced Settings' pane.

«  Use custom MAC address - DCF has the capability to automatically detect the MAC address of
the device connected to the port specified and populates the same in the MAC address column. If
you need to specify a different MAC address to override and replace the default MAC address of
the external interface, select the ' Use custom MAC address' checkbox and enter the MAC
address in the text box that appears below the checkbox.

«  Reconnection timeout - Specify the maximum time period (in seconds) that the uplink should
attempt to reconnect in the event of a connection failure. The reconnection timeout period depends
on the ISP configuration. If you are unsure, leave this field blank.

+  MTU - Enter the Maximum Transmission Unit (MTU) of the data packets that can be sent over the
network.

«  Click 'Save'.

A confirmation dialog will be displayed.
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Do you want to update this PORT?

Ok ] ’ Cancel

+  Click OK.
DCF will restart for your settings to take effect.

«  Network configuration activities like date, time, type of event, subject id, component name and the
event outcome are logged.

Tip: You can edit the network configuration e.g. for changing selected parameters like hostname or the network
range of a zone, at any time depending on changes in your network. Click Network > Interface, click the 'Edit icon'

© in the 'Internet’ row of the table, make the changes and save the changes.

Updating LAN network zone
The setup for internal networks involves configuring network parameters and preferences for the LAN zone.

To configure the internal network zone

«  Click on the edit icon = in the row of the port to which the interface device for connecting to the LAN
zone is plugged-in.

interface Configuraon

IMTERMET: Untrusted. internet connection {WaN
LAN: Trusted, nfernal network

HNebwork segment for servers accessiole from indernet

WiFI Ketwork segment for wireless chenls

ZONE * LAN v

Device * PORT 1

IP addreas 192.168.1.57 Netmask * 24 - 2552552560 v

Add additional addresses {one IPHetmask or IFCIDR per Ens)

Hoslnams: * ulrm-comoda Domainname: * e il cemiain
s ” *
ﬁ o e This Field i required
Interface Mame Sratus Zone Type 1= Hetmask MAC Address

«  Zone - Displays 'LAN' by default. This cannot be edited.

«  Device - The port to which the interface device is connected. The port is pre-selected and cannot
be edited.

+ IP Address - Enter your network IP address range
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«  Netmask — The netmask of the IP

+ Add additional addresses - If additional IP address(es)/netmask(s) are to be added to the interface,
select the 'Add additional addresses' checkbox and enter the additional IP address(es)/netmask(s)
of different subnets one by one.

+  Hostname and Domainname - Enter the host name of your network server and the domain name
of your network in the respective text fields

«  Click 'Save'.

A confirmation dialog will be displayed.

Do you want to update this PORT?

[ OK ] ’ Cancel

+  Click OK.
DCF will restart for your settings to take effect.

+  Network configuration activities like date, time, type of event, subject id, component name and the
event outcome are logged.

Tip: You can edit the network configuration e.g. for changing selected parameters like hosthame or the network
range of a zone, at any time depending on changes in your network. Click Network > Interface, click the 'Edit icon'

© in the 'LAN' row of the table, make the changes and save the changes.

7 Configuring ICAP Services

The Internet Content Adaptation Protocol (ICAP) allows services to adapt, filter and translate content over the
internet. For example, you can prevent data exfiltration from your network by entering the IP and ICAP port of a
server running MyDLP data loss prevention software.

To open the 'ICAP Services' screen, click 'Services' on the left then 'ICAP!

senvice 1P Adiless FORT Mamier servas Fath messane Ty DPRRON e aomons

o 1188122 1344 epred Fagunsl v (% |

Leuenit: [ Endsied ik bo daibie Omabied czick b nabie ST = [

To add ICAP service:
«  Click 'Add a service' at the top
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«  Service - Enter the service name, for example : 'MyDLP'

+ IP Address - Enter IP address of the node on which the service is installed

+  Port Number — Enter the ICAP service port number.

«  Service Path - Enter the path where the service is located

+  Message Type - Choose the message type of the data packet from the drop down.
+  Check the options 'Should Bypass on Error' as per your requirement.

+ Ifyou need to have the service enabled, leave the 'Enable’ option checked. Please note that this option
is enabled by default.

«  Click the 'Add Service' button at the bottom.

8 Managing Firewall Configuration

Dome Cloud Firewall provides enterprises with a highly configurable packet filtering firewall which offers the highest
levels of security against inbound and outbound threats.

Dome CF allows you to create rules for managing the following types of traffic:

«  NAT - (Network address translation) Traffic from external sources directed to a host in the network (Virtual
IP) with port forwarding

+  Incoming traffic - Traffic from external network zones to specified hosts in the internal network zone
+  Outgoing traffic - Traffic from hosts to the external network zone

+ Inter-zone traffic - Traffic between network zones connected to Dome CF

« VPN traffic - Traffic generated by VPN users

«  System Access - Access to Dome CF
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Each traffic type requires a specific type of rule in order to allow or block traffic of that type.

Clicking the 'Firewall' tab on the left opens a sub-menu which allows you to create and manage rules.
COMODO DOME
F I R E W A L L

s

Firewall Addresses

System
) Add an address

Status Mame Address

Metwork

Senvices

Firewall

Objects

The following sections provide detailed descriptions on rule construction for each firewall module:
+  Firewall Objects
+  Source Network Address Translation
+  Configuring Virtual IP for Destination Network Address Translation
«  Configuring System Access

+  Configuring Firewall Policy Rules and VPN Traffic Rules

8.1 Firewall Objects

A firewall address object can be defined as a network IP address, a range of IP addresses, a sub-net of a host or a
set of hosts and can be used to quickly reference these defined addresses/host in any firewall rules you create.
Once defined, the object can be edited at any time to change the referenced host(s) and the change will be
propagated to all firewall rules which include that object. This relieves administrators of the burden of editing each
individual firewall rule.

A firewall object group can be defined with a group of firewall address objects, that enables the administrator to
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configure firewall rules for several objects at once, by just referencing the firewall group while configuring the rule.

The 'Firewall Objects' interface enables the administrator to create and manage firewall address objects and firewall
object groups for use in configuring the firewall rules in Comodo Dome Cloud Firewall. Also the administrator can
create a time schedule for the periods at which the Firewall needs to be active and configure integration with AD
server for importing the users from the Active Directory.

To open the 'Firewall Objects' interface, click 'Firewall' on the left then 'Objects'

—
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The interface contains four tabs:

+  Firewall Addresses - Allows the administrator to create and manage 'Firewall Address Objects'. See
section 'Managing Firewall Address Objects' for more details.

«  Firewall Groups - Allows the administrator to create and manage 'Firewall Object Groups'. See section
'Managing Firewall Object Groups' for more details.

+  Schedule - Allows the administrator to create schedule objects that cover set the time periods for which the
firewall should be active. See section 'Managing Firewall Schedules' for more details.

« Active Directory - Allows the administrator to integrate company's Active Directory (AD) server for
importing users, adding them to firewall objects and using them in firewall rules created for the users. See
section 'Active Directory Integration' for more details.

8.1.1 Managing Firewall Address Objects

'Firewall Address Objects' can be created to reference a specific host or a group of hosts in the internal network
infrastructure. Instead of continually entering the IP address/IP address range/Subnet while creating firewall rules for
a host computer or group, the administrator can just refer to the object name. If firewall rules are to be configured for
a collection of objects, objects groups can be formed and can be referred to in the rule.

Firewall address objects can be edited at anytime. Any changes will be effected in all rules which include the object.
To create / manage firewall address objects
+  Click 'Firewall' on the left hand side navigation then 'Objects'

«  Open the 'Firewall Addresses' interface by clicking the 'Firewall Addresses' tab.
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The 'Firewall Addresses' interface displays a list of firewall address objects added to DCF and allows the
administrator to create new objects.

Firewall Address Objects Table - Column Descriptions

Column Description
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Name The name of the firewall address object.

Address The IP address(s) of the host computer(s) contained in the object.

Type The reference type of the hosts in the object. It can be IP address, IP address range or
Subnet.

Comment A short description of the object.

Actions Displays control buttons for managing the object.

- Opens the 'Edit' interface and enables to edit the parameters of the object. The
Edit interface is similar to 'Add Object' interface. See section 'Creating a Firewall
Address Object ' for more details.

B3 - Removes the object.

Note: The object which is currently referenced in a firewall rule or in a group cannot be
removed. To remove a group, the group is to be first removed from the firewall rule or
group in which it is included.

Creating a Firewall Address Object
The firewall address object can be created in two ways:

+  From the 'Add an Address' pane by defining a name for the object and the, IP address, IP range or subnet
of the host(s) to be included in the object. Refer to the section below for more details.

«  Importing users from Active Directory. See section 'Adding User to Firewall Objects' under the section
‘Active Directory Integration'.

To create a new object
+  Click 'Firewall' > 'Objects' from the left hand side navigation and click the 'Firewall Addresses' tab.
+  Click 'Add an address' at the top left

Firewall Addresses Firewail Groups Schedule Actve Direciony
Mame ¥ Address Type Comment Actione
D_idmin 127001 ot Gtive Dirsclory Admn [x ]
= ' ' Manager System |
Firewall Addresses Fire'wall Groups Schedule Astive Direciory
Hama: *
Comment
Type: * Subnel 1P Address 1P Fange FQON
n - * This Freld & iequired.
Legend: Ldg u Femos

+  Enter the parameters for the new object as shown below:
+  Name - Specify a name for the object (15 characters max) representing the host(s) included in the
object.
«  Comment - Enter a short description of the object.

«  Type - Select the type by which the hosts are to be referred in the object. The available options
are:
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«  Subnet - Select this if a sub network of computers is to be covered by the object and enter the
sub network address

« |IP address - Select this if a single host is to be covered by the object and enter the IP address
of the host

« IPrange - Select this if more than one host is to be covered by the object and enter the IP
address range of the hosts

«  FQDN - Select this if a fully qualified domain name is to be covered by the object and enter
the same.

«  Click 'Add". The new object will be added to the list.

The object will be available for selection for specifying source or destination while creating a firewall rule, by starting
to type the first few letters of the object name.

Policy Firewall Rule Editor
Incoming Interface INTERNET a
ﬂ INTERMET
Source Address @ -
ma Q
Dutgoing Interface
HR_Manager
Marketing_dept
e
Schedule A :'l

8.1.2 Managing Firewall Object Groups

Firewall object group can be created with a collection of firewall address objects, if the collection is required to be
referenced as source and/or destination in the firewall rules configured in DCF.

The object groups can be edited at anytime to change the member objects included in it, and the change will be
effected in all the firewall rules involving the object group, allowing collective management of different firewall rules at
once.

To create / manage firewall address object groups
+  Click 'Firewall' on the left hand side navigation then 'Objects'

+  Open the 'Firewall Groups' interface by clicking the 'Firewall Groups' tab.
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The 'Firewall Groups' interface displays a list of firewall address object groups added to DCF and allows the
administrator to create and manage object groups.

Firewall Groups Table - Column Descriptions

Column Description
Name The name of the firewall address object group.
Address The member objects of the group.
Comment A short description of the object group.
Actions Displays control buttons for managing the object group.

- Opens the 'Edit' interface and enables to edit the parameters of the object group.
The Edit interface is similar to 'Add Group' interface. See 'Creating a Firewall Address
Object Group' for more details.

B3 - Removes the object group.

Note: The object group which is currently referenced in a firewall rule cannot be
removed. To remove a group, the group is to be first removed from the firewall rules in
which it is included as source/destination.

Creating a Firewall Address Object Group
The firewall object group can be created in two ways:

«  From the 'Add a Group' pane by defining a name for the group and the member objects to be included in
the group. Refer to the section below for more details.

+  Importing users from Active Directory. See section 'Adding User Groups as Firewall Object Groups'
under the section 'Active Directory Integration'.

To create a new object group
«  Open the 'Firewall Groups' interface by clicking the 'Firewall Groups' tab under 'Firewall' > 'Objects'
+  Click the 'Add a group' at the top left
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+  Enter the parameters for the new group as shown below:

«  Name - Specify a name for the group (15 characters max).
«  Comment - Enter a short description of the group.

- Addresses - Enter the names of the objects separated by comma, for inclusion in the group.
Typing the first few letters of the name of an object will show the matching objects as a drop-down
to select from.

Firewall Addresses Firewall Groups Schedule Aclive Direciory
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[LF] Q .
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+  Click 'Add". The new object will be added to the list.

The group will be available for selection for specifying source or destination while creating a firewall rule, by starting
to type the first few letters of the group name.
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8.1.3 Managing Firewall Schedules

The 'Schedule' tab in 'Firewall' > 'Objects' allows you to specify the days and times when a firewall rule should be
active. For example, it could be that a more restrictive firewall rule is applied on weekends and non-working hours
than the one during working hours (when greater flexibility may be required).

Once a schedule object has been created in this interface, it can be applied it to a particular rule when creating or
editing a rule in the 'Firewall' section. If the schedule of a rule needs to be changed, it is sufficient to edit the
schedule object in this interface. The change will be propagated to all the rules to which the schedule object is
applied.

DCF ships with a default and recommended schedule of 'Always' to keep the firewall activated at all times.
Administrators may edit and create new schedules using the controls in the 'Actions' column.

To access the Schedule interface
«  Click 'Firewall' > 'Objects' from the left hand side navigation
«  Click the 'Schedule' tab
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The 'Schedule' interface displays a list of existing schedule objects. Each schedule displays the days and times
when the firewall will be active.

Schedules Table - Column Descriptions

Column Description
Name Name of the schedule.
Days The days of the week at which the rule is activated.
Start Time The time at which the rule is started on the days listed in the 'Days' column.
Stop Time The time at which the rule is disabled on the days listed in the 'Days' column.
Actions Displays controls for managing the schedule.

- Opens the 'Edit' interface and enables to edit the days and start and stop times of
the rule. The Edit interface is similar to 'Add a Schedule' interface. See 'Creating a new
Schedule' for more details.

ﬂ - Removes the schedule.

Creating a new schedule

Anew firewall schedule can be created from the 'Add a Schedule' pane by specifying the days and start/stop times
for the rule.

To create a new schedule
«  Open the 'Schedule' interface by clicking the 'Schedule' tab under 'Firewall' > 'Objects'
«  Click 'Add a Schedule' at top left
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+  Enter the parameters for the new schedule as shown below:

«  Name - Specify a name for the schedule.
+  Days - Select the days of the week at which the firewall should be active.

«  Start Time and Stop Time - Enter a time at which the firewall should be started and stopped at
the selected days in 24 Hrs time format.

«  Click 'Add' for the new schedule to be created.

The schedule will be available for selection while creating and editing individual firewall rules from the 'Policy
Firewall' interface.

Policy Firewall Rule Editor
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8.14 Active Directory Integration

Integrating Dome Cloud Firewall with your Active Directory (AD) server allows you to implement identity-based
security on your network. Once a directory has been imported, DCF will map usernames to IP addresses, allowing
you to apply firewall policies to individuals or groups.

DCF uses LDAP (Lightweight Directory Access Protocol) to import network users from the AD server, track login
activity and regulate user traffic to and from the IP addresses.

AD server integration involves four steps:
«  Step 1- Install the Dome Cloud Firewall AD Agent onto the AD Server
+  Step 2 - Add Socket Exception for the AD Agent in the server
- Step 3 - Configure the AD Agent
+  Step 4 - Configure the AD Agent connection and LDAP server connection to Dome Cloud Firewall
Step 1- Install the Dome Cloud Firewall AD Agent onto the AD Server
You first need to install an agent on your AD server to facilitate communications:
1. Download the agent setup file:
+  Login to your DCF account
+  Click 'Firewall' on the left then 'Objects' > 'Active Directory'.
+  Click the 'Download Active Directory Agent' link at the top right

+  Copy the setup files to your AD server
2. Double-click the setup file to start the installation wizard.

—i0id

Welcome to the Korugan Active Directory
Agent Setup Wizard

The Setup Wizard will install Karugan Active Directory Agent
on your computer, Click Mext to continue or Cancel to exit
the Setup Wizard.

Back I Mext I Cancel

3. Follow the wizard to complete the installation. By default, the agent will be installed at C:\Program Files (32
bit system) or C:\Program Files (x86) (64-bit system).
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i'._% Korugan Active Directory Agent Setup = |I:I|£|

Completed the Korugan Active Directory
Agent Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back I Finish I Zancel

Step 2 - Add Socket Exception on the server for the AD Agent

The next step is to configure a socket exception for the agent in Windows Firewall on your server. This will allow the
agent to communicate with DCF.

1. Open the Windows Server Control Panel

2. Click the 'Windows Firewall' icon to open the firewall configuration panel. Please note, the following
instructions may vary slightly depending on your server version.

3. Click 'Allow a program or feature":

o R : S =
@gc | = Controf Pard = Al Conlrol Pl Trsms = Wincows Fremal » [ [Search conmralFans o
1
Ipan e W
Corel Fane Help pratect yoair compister wilh Windows Rrevwall
Wom 8 progream or feabure ‘Windowes Freveal can belp prevent hadiers or malioous softsem= fom ganing sccess o your compuber through e
throagh Windowes Siressal Iritermet or @ netwon.

Moy doas & firevesll Mado protect ey corpater?

‘_.- Change relfcation seling:
'u’ T Windewss Frasial on or off ‘What sre nebrors looetons?
|.:" Reatare cofdidts l ﬂ Donsain netwarks Conmected ﬂ
W tehvenced settngs Metsorks at a workplace Hhat are attadhed 10 2 domain
Troubleshoot ry reteork
Windows Freval stase: cr
[recoming conmections: Biock al connections 1o programs that ars not on ™z kstof
Aoy programs
Ak doman nebvaorks BE  ubm.oomeda.com
Hotfcaon sbads; Do mok reetfy me= when Windows Frewvel blodis 2 n=w
procram
I g Home or work {private] nebaorks Hal Conmecled ﬂ
See also
Action, Cariter . i Public networks Wil Conmected = |

Hetmork arg Sharrg Canier
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4. On the next screen, click 'Allow another program' to add the agent to the list of exceptions.

™ Allowed Programs : I ]

e =
@v |9 + All Control Panel Items = Windows Firewall ~ Allowed Programs - m I Search Control Panel @1

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, dick Change settings.

What are the risks of allowing & program to communicate? 8 Chiange settings |

Allowed programs and features:

MName | Diomain | Home f\Work (Private) | Public | -~
Active Directory Domain Services

Active Directory Web Services
ActiveADUsersService

[OeranchCache - Content Retrieval (Uses HTTP)
[BranchCache - Hosted Cache Client (Uses HTTPS)
[JBranchCache - Hosted Cache Server (Uses HTTPS)
[eranchCache - Peer Discovery (Uses WSO

Client for NFS

[]COM+ Metwork Access

[0 coM+ Remote Administration

Core Networking

DFS Management

DFS Replication

[ Dictrib stad T stimm Camedins b

-

TEEROOMOOOOREE
TEEROOROOOOR KK
TEEROOMOOO00OREE

Details... REmove |

Allow another program... |

OK | Cancel |

5. Click 'Browse' in the resulting 'Add a Program' dialog. Navigate to the agent's install folder, select
'ActiveADUsersService.vshost' and click 'Open’.
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Allow programs to communicate thronoh Windows Firewall

To add, change, or [RelERgai iG] x|
What are the risks ¢ Select the program you want to add, or dick Browse to find one thatisnot  [-N1ande settings |
listed, and then didk OK.

Allowed programs

—— Programs:

Teme e e th te) | Public |«

Active Direch = Geogle Chrome
;_élnternet Explorer

Active Direct
@Internet Explorer (64-hit)

ActiveADUse -

[JBranchCache @Miu’nsuf‘t Visual C# 2010 Express

[]BranchCache T s0L server Installation Center (54-hit) —
CleranchCache ¥# Uninstal

eranchCache &WinSCP
Client for NF
O] COM+ Netwe
O] CoM+ Remo:
Core MNetwaorl
DFS Manager
DF5 Replicati
et I

Path: IC:‘lProgram Files (nﬁG]‘l.Guogle‘l.Chrumeup[ﬂic| Browse... I

-

TREEOONOOOORMEE

What are the risks of unblocking a program?
You can choose which network location types to add this program to. J m

Metwork location types... Add | Cancel | R I

6. Click 'Add" in the 'Add a program' dialog then 'OK'" in the 'Allow programs to communicate...' screen.

Step 3 - Configure the AD Agent
Next, the agent needs to be configured to connect to Dome Cloud Firewall.

1. Browse to the agent installation folder (C:\Program Files on 32-bit system and or C:\Program Files (x86))
and open 'ActiveADUsersService.exe'.

R
— Korugan Connection — Tasks
™ Require Authentication Passward: I Show Logon Users |

Listening Port: ITI]'M

Select Domains |

Set Group Filters |
— Time Intervals |

Set Ignore User List

Event Query Interval (seconds): |3|}
Dead Entry Timeout Inteval hours): ID Sync Agent Configuration |
Save & Close | | Apply I Bring Defaults | Help |
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2. Configure the parameters as shown below:
Connection Parameters

+ Require Authentication - If you require password authentication for DCF to connect to the server,
enable 'Require Authentication' and specify the password.

+ Listening Port - The agent communicates with DCF through port 7004 by default. If you want to
change the port, enter the port number in the text field.

Time Intervals
«  Every Query Interval - Enter the time interval (in seconds) at which the agent should poll DCF for

updates. It is recommended to set the interval according to the size of the directory. Directories
with larger numbers of users should be checked more frequently.

+  Dead Entry Interval — Dome Cloud Firewall will delete a username-IP map entry if a user has not
logged-in for a certain period of time. For example, if the 'Dead Entry Interval'is set as 720 hours,
then the username-IP map entry for the user will be deleted if the user does not login for 30 days.

Tasks
«  Show Logon Users — Shows currently logged-in users and their IP addresses

«  Select Domains - By default, the agent tracks login events for all domains which have been
added to the AD server. Click the 'Select Domains' button to enable or disable tracking on specific
domains.

+  Set Group Filters - By default, the agent tracks login events for all AD user groups. Click the 'Set
Group Filters' button to enable or disable tracking on specific domains.

- Set Ignore List - By default, the agent tracks login events for all AD users. Click the 'Set Ignore
Users' button to specify users who should not be tracked.

«  Sync Agent Configuration - Enables you to export the current configuration of the agent.
+  Click 'Apply' to save your configuration

+  Click 'Save and Close' to close the application window. The agent process will continue to run in the
background.

The agent is now configured to connect to DCF. The next step is to configure DCF to receive the connection.
Step 4 - Configure DCF

The next step is to configure DCF to communicate with the agent and the AD server.

+ Inorder to allow access to DCF, Firewall Rules are to be created under Firewall > System Access interface,
specifying the IP address/port and the service details. Refer to the following section Allowing Access to
DCF for more details on creating the system access rules. A detailed description of System Access rules
can be found in the section Configuring System Access.

+  You need to enter the IP address and port details of the server in the firewall console so it can receive the
username/IP address map tables and updates from the agent. See Configuring the Active Directory
Connection for more details.

Allow Access to DCF
'System Access' rules can be added to DCF as follows:
To add the rule for the server to access DCF
+  Click 'Firewall' > 'System Access' to open the 'System Access' interface

+  Click 'Add a new system access rule' link from the top left.
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Current rules

O Log packets Save

© Add a new system access rule

# From Source Service Policy Remark Actions
10.100.49.0/24 <ANY > o (v n

1 ANY

Add a system access rule

Inceming Interface ANY -
B anv

Source Address &
Service/Port *

Service: & } Protocol: Destination port (one per ling): ®

LDAP - [ TER ~ 389
Policy

Action: ALLOW ~ Remark ® Position: Last -
Enabled D Log all accepted packets

* This Field is required.

TS or Cancel

«  Enter the following settings:
Incoming Interface - Select 'Any' from the drop-down
Source Address - Need not select any firewall object
Service/Port - Select LDAP service traffic received at port 389

+  Service - Choose 'LDAP' from the drop-down
+  Protocol - By default TCP will be chosen

«  Destination port - The default port number of 389 will be auto-populated. Enter a new port number
if the LDAP port of your server is different.

Policy - Choose "Allow".
General Settings
«  Remark (optional) - Enter a short description for the rule. The description will appear in the Remark
column of the rules interface.

+  Position - Set the priority of the rule with respect to other rules in the list. Rules in iptables are
processed in the order they appear on the list.

«  Enabled - If selected, the rule will be activated immediately after saving.

+ Log all accepted packets - All packets allowed by the rule will be logged. See 'Viewing Logs' for
more details on configuring storage of logs and viewing the logs.

+  Click 'Add Rule'
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To add the rule for the agent to access DCF
«  Open the 'System Access' interface by clicking Firewall > System Access from the left hand side navigation
+  Click 'Add a new system access rule' link from the top left.
+  Enter the parameters for the new rule as shown below:
Incoming Interface - Select 'Any' from the drop-down
Source Address - Need not select any firewall object
Service/Port - Select the TCP traffic received at port 389
+  Service - Choose 'User Defined' from the drop-down
«  Protocol - Choose TCP from the drop-down
+  Destination port - Enter the agent port as configured in the server in Step 3. (Default = 7004).
Policy - Choose 'Allow".
General Settings

«  Remark (optional) - Enter a short description for the rule. The description will appear in the Remark
column of the rules interface.

+  Position - Set the priority of the rule with respect to other rules in the list. Rules in iptables are
processed in the order they appear on the list.

+  Enabled - If selected, the rule will be activated immediately after saving.

+ Log all accepted packets - All packets allowed by the rule will be logged. See 'Viewing Logs' for
more details on configuring storage of logs and viewing the logs.

+  Click 'Add Rule'.
The rules will be added to the System Access interface.
+  Place new two rules to uppermost levels by clicking arrow buttons - / # and Click 'Apply' to apply new

order.

Apply
Service Paolicy Remark Actions
<ANY> W a
TCP/389 n ﬂ
TCP/T004 a

Configuring the Active Directory Connection

The Active Directory interface in the administrative console allows you to configure the appliance for the connection.

To access the Active Directory interface

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 68



cCOMODO

Creating Trust Online®

C1 - Dome Cloud Firewall-=Admir

/

+  Click 'Firewall' > 'Objects' from the left hand side pane

+  Click the 'Active Directory' tab

Firewall Addresses

Firewall Groups Schedule

Active Directory

Active Directory Agent Connection

Agent Connection: @ Enabled ) Dizabled

IP Mumber = 10.100.100.110

Port * 7004

Password: EREBEBES * This field is required

LDAP Server Connection

LDAP Server IP *: 10.100.100.110
Port * 385
Common Name N

ldentifier *:

Domain Name *

Username *:

Password =

dithersnetworc.net
ad_admin

*This field i= reguired

LDAP Table

+  Enter the parameters for the agent and the AD server as shown below:

Active Directory Agent Connection

Agent Connection - Choose 'Enabled' to enable the connection from the agent

IP Number - Enter the IP address of the server on which the agent is installed

Port - Enter the agent connection port as configured in the server in Step 3. (Default = 7004).
Password - Enter the password if it is set on agent in Step 3

- Click 'Update' to save and activate the agent connection.

LDAP Server Connection

LDAP Server IP - Enter the IP address of the AD server. The IP address is generally same with the
agent's address.
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«  Port - Enter the LDAP service port of the server. By default, the LDAP port is 389. If you have
configured a different port, enter the new port number.

«  Common Name Identifier - Enter the Common Name Identifier of Active Directory. (Default = CN).

«  Domain Name - Enter the Domain Name to select which domain is going to monitored on LDAP
Table displayed at the bottom of the page.

«  Username and Password - Enter the Username and Password of a user account that has the
'Read' access the AD server. "Write' access is not required.

+  Click 'Update' to save and activate the AD server connection.
The selected domain(s) will be displayed in the 'LDAP Table" at the bottom of the interface.
Clicking the Domain name expands the tree structure of the active directory.

LDAP Table

COMpanyname.corm
CN=Users
CN=Administrator  Add User
CN=Allowed RODC Password Replication Group  Add Group
CN=Cert Publishers  Add Group
CN=Denied RODC Password Replication Group  Add Group
CN=DnsAdmins  Add Group
CN=DnsUpdateProxy  Add Group
CN=Domain Admins  Add Group
CN=Domain Computers  Add Group

You can add the users to firewall objects and user groups to firewall object groups from the tree LDAP table.
Adding User to Firewall Objects

+  Click the Domain name to expand the tree structure of the active directory.

+  Locate the user by expanding the parents.

«  Click 'Add User' to add the user to Firewall Objects.

Firewall Addresses Firewall Groups Active Directory

€ 2dd an address

Name Address
AD_Administrator 10.100.49.152
AD_test 10.100.49.218
AD_Guest

Legend: Edt [E) Remove

Adding User Groups to Firewall Objects
+  Click the Domain name to expand the tree structure of the active directory.

+  Locate the user group by expanding the parents.
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Firewall Addresses Firewall Groups m Active Directory

© Add a group
Name Addresses Comment
CN_Schema_Admins_CN_Users AD_Administrator CN=Schema Admins,CM=Users, DC=companyname,DC=com
CMN_Domain_Admins_CN_Users AD_Administrator CMN=Domain Admins, CN=Users DC=companynams DC=com
CN_Administrators_CMN_Builtin AD_Administrator CN=Administrators, CN=Builtin, DC=companyname,DC=com
CMN_Group_Policy_Creator_Owners_CN_Users  AD_Administrator CMN=Group Policy Creator Owners, CN=Users DC=companynams DC=com
CN_Enterprise_Admins_CN_Users AD_Administrator CN=Enterprise Admins,CN=Users DC=companyname, DC=com
Legend: Edit [ Remove

8.2 Source Network Address Translation

+ By default, Dome Cloud Firewall provides the IP address of the primary uplink device as the source address
of all outbound traffic.

+ If outgoing traffic from an internal host must contain the host's IP address, then administrators should
configure a Source NAT (SNAT) rule. This is useful If a host is running a web or mail service and the
outgoing packets should contain the external IP address of the server.

Tip: Dome Cloud Firewall also allows you to create Destination NAT (DNAT) rules for incoming traffic. DNAT rules
redirect service-specific traffic from a port on a host or interface to another host/port combination. See Configuring
Virtual IP for Destination Network Address Translation for more details.

SNAT rules can be created and managed from the 'SNAT" interface.
- To open the SNAT interface, click 'Firewall' > 'SNAT" on the left-hand menu

——

£0MopQ Bone 00

Curraml Rules

) Edd & new soares HET reks

®  Source Dsesmation Sereice WAT B Remars Count Acton
1 HE_Manager Ul mpn A= ek TF BT HAT far casiguing trafic fram HA manager 0 Packsls i 00 ol - ]
Legard. [#*] Enabied (cheh to du skl Cimabled (chet |o snabis) e [ Rarove

Show System Rulas >

The interface displays all current SNAT rules in effect and allows you to create new rules.

SNAT Table - Column Descriptions

Description
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# ID number of the rule. Translation is applied based on the first matching rule in the list,
regardless of other matching rules that follow.

Source The Firewall Object containing the IP address, IP address range or subnet of the host(s)
from which the traffic originates

Destination The interface (proxy) device to which traffic is sent before being sent to the external
network.

Service The service that uses the traffic, indicated as the protocol and the port used

NAT to The stated IP of the host. This address will be featured in the headers of outgoing
packets.

Remark A short description of the rule

Count Indicates the number of packets and size of data intercepted by the rule.

Actions Displays control buttons for managing the rule.

- Enable or disable the rule.

- Edit rule parameters. The 'Edit' interface is similar to the 'Add Rule' interface. See
'Creating an SNAT rule' for more details.

ﬂ - Removes the rule.

+  Click the button next to 'Show system rules' to view a list of SNAT rules auto generated by DCF. These
rules cannot be modified or removed.

Current Rules

Q) Add a new source NAT ke

& Source Drestination Service HAT to Remark Count Actions

1 Chents_Chennal Upink mam AN 1rzaam NAT for puigeing fraffc from Chennai clens 0 Packets /0B | u
2 HR_Manager Upink mamn A= 1T2.3.3m NAT for outgeing fraffic from HR manager 0 Packel /0B | u
Legend: |+ Enabl=d (cick io dmable) Disabled (click to enable) Edi n Remove

Show System Rule:

Rules automatically configured by the system

£ Spurce Dieslination Sarvice HAT 1o Remark Count Actiong
1 ANY Uiplnk ANY <ANY= At standard uplink SHAT 0 Packeis (OB
Legend. || Enabled (cBek 10 6 abla) Dig aivbed [ChCk b0 emabie) Edit n Remove

Creating an SNAT rule

The source rule can be created by defining the source of the outgoing traffic, destination, service and the IP address
to be masqueraded.

To create a new SNAT rule
«  Click 'Firewall' > 'SNAT' on the left menu
«  Click 'Add a new Source NAT Rule'
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7 Source Destination Sarvice HAT 1o Remark Count Actione
Chents a ANy 172 5.3 811 MET for oudgong iraffic from Chennai cheris 0 Packets (0B u
Source MAT Rule Editor
Seleci networkAPs
Source Type® | MetwoekiP v a
Seleci nierfaces
Diestination Type " | Zone/'PHIpInk 7 a
SarvicePor
Sarvice * Profocod * Cesbination por (onse per ing)
=AHY= ¥ | =ANY> b
NAT
MAT ¥ | Tosource address | Auto
# Epatied Femark Posiion * | Frst ¥
" i * This Feld is required.
Legend. [+ Enabled (chick to disable) Dis abled (chck 1o enabie) i EJ Remove
Show Syatem Rules s

+  Enter the parameters for the new rule as shown below:

Source - Specify whether the origin of the traffic to be intercepted by this rule is a network address or an SSL VPN
user.

1. Network address/IP address - Choose the Firewall Object containing the IP address, IP Address Range or
the subnet of the host(s) from the 'Select network/IPs' drop-down.

If a firewall object covering the IP address/IP Address range or the subnet to be specified has not been
created under the Firewall Objects interface previously, you an create a new object from this interface too.

To create a new firewall object

+  Click the drop-down arrow and click 'Create" at the bottom of the list. A new pane for creating a
new object will appear.
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Source NAT rule editor
Select network/IPs
Source Type *  MNetworl/IP - = E
qQ,
Destination  Twvpe ®*  Metwar/|P - I:l Sales
[] =alon_spa

Mame: * Marketing

Comment: omps in Marketing Department

Type: * Subnet ) IP Address ) IPRange @

IF Range: * 152168111111 - 116

| Add

close

«  Name - Specify a name for the object (15 characters max) representing the host(s) included in the
object.

- Comment - Enter a short description of the object.

«  Type - Select the type by which the hosts are to be referred in the object. The available options
are:

«  Subnet - Select this if a sub network of computers is to be covered by the object and enter the
sub network address

+ |P address - Select this if a single host is to be covered by the object and enter the IP address
of the host

« IPrange - Select this if more than one host is to be covered by the object and enter the IP
address range of the hosts

+  Click 'Add".
The new object will be added and will be available for selection from the Select network/IPs drop-down.
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Source NAT rule editor

Select network/IPs

Source Type *  Metword/ 1P - r ﬁ

Destination Type* Metwor/IP o [T Sales
71 Salag

The new object will also be added to the list of objects under Firewall Objects and will be available for
selection for creating other firewall rules too.

2. SSLVPN User - Choose the SSL VPN user from the 'Select SSLVPN users' drop-down.

Destination - Specify the whether the destination of the traffic is network zone/uplink device/VPN, network
address/IP address or the SSL VPN user.

1. Zone/VPN/Uplink - Choose the interface device, the VPN or the physical port to which the interface is
connected, from the 'Select interfaces' drop-down.

2. Network address/IP address - Choose the Firewall Object containing the IP address, IP Address Range or
the subnet of the host(s) from the 'Select network/IPs' drop-down.

If a firewall object covering the IP address/IP Address range or the subnet to be specified has not been
created under the Firewall Objects interface previously, you an create a new object from this interface too.
Refer to the explanation above for more details.

3. SSLVPN User - Choose the SSL VPN user from the 'Select SSLVPN users' drop-down.

Service/Protocol/Port - Select the type or the service hosted by the source, the protocol and the port used by the
service.

+  Service - Choose the type of service from the drop-down
«  Protocol - Choose the protocol used by the service

+  Destination port - Specify the destination port(s) of the service one by one, in the 'Destination Port' text box.

Tip: DCF is loaded with predefined combinations of service/protocol/port, like HTTP/TCP/80,
<ALL>/TCP+UDP/0:65535, or <ANY>, which is a shortcut for all services, protocols, and ports. If you want to
specify custom protocol/port combination, then select 'User Defined' from the service. You can also specify
additional destination ports for standard combinations, for the services that run on ports different from the standard
ones.

NAT - The NAT option allows you to choose whether or not to apply the NAT. On applying NAT, the IP address/Port
contained in the headers of the data packets will be changed to the IP address selected from the drop-down at the
right. Choose the NAT option from the drop-down at the left. The options available are:

1. NAT - The NAT will be applied. Choose the source IP address to be contained in the headers of the data
packets from the drop-down at the right.

The drop-down at the right displays the network zones, network interface devices and the IP addresses
from which the outgoing traffic is allowed.

- Ensure that the outgoing traffic is allowed from the host. Open the Policy Firewall interface by
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clicking Firewall > Firewall. Add a rule to allow outgoing traffic from the host. Refer to the section
Configuring Firewall Policy Rules for more details.

+ If you want a static IP address assigned to the server to be shown in the outgoing traffic, then add
the IP address as an additional address for the uplink device through which the traffic will be
routed to external network.

+  Open Uplink Editor interface by clicking Network > Interfaces > Uplink Editor tab

+  Click the Edit icon == in the row of the uplink device

- Ensure that the 'Add additional addresses' checkbox is selected, enter the IP
address/netmask into the textbox and click 'Update Uplink'.

+  Selecting 'Auto’ or Zone <network zone> - IP: Auto' chooses the IP address of the respective
outgoing interface

2. No NAT - The Network Address Translation will not be applied

3. Map Network - All IPs from the source subnet will be statically mapped to another network of the same size.
Specify the subnet to which the IPs are to be mapped in the textbox at the right.

General Settings - Configure the General Settings to enable/disable, enter a short description and select a position
for the rule in the list.

«  Enabled - Leave this checkbox selected if you want the rule to be activated upon creation.

+  Remark - Enter a short description for the rule. The description will appear in the Remark column
of the respective Rules interface

+  Position - Set the priority for the rule in the list of rules in the respective rules interface. The rules in
the iptables are processed in the order they appear on the list.

+  Click 'Create Rule'. A confirmation dialog will appear.

SNAT rule management activities are logged — including date, time, type of event, subject id, component name and
event outcome.

8.3 Configuring Virtual IP for Destination Network Address
Translation

DCF allows you to redirect service-specific traffic from a port on a host or interface to another host/port combination.
Virtual IP rules can be used to limit access from untrusted external networks to the hosts in the network
infrastructure.

Examples:

1. Virtual IP rules can be used to publish services on a private host through a public IP address. For example, If a
service is hosted on a server within the LAN, it can be made accessible at the IP address/port combination of an
uplink device connected to the appliance.

2. DCF blocks SSH connection requests from untrusted external IP addresses to any host within the DMZ zone by
default. If required, rules can be created to allow SSH access to a specific host in the DMZ.

Virtual IP rules can also be created for:

+ Load distribution - Distribute traffic directed to a single host to a range of IP addresses to avoid
bottlenecks and overloading a single IP.

+  Network Mapping - Translate incoming traffic to a different sub-network. The network translation statically
maps the addresses of a whole network onto addresses of another network.

Virtual IP rules can be created and managed from the 'Virtual IP" interface.

« To open the interface, click 'Firewall' > 'Virtual IP" on the left
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The 'Virtual IP" interface displays a list of the Virtual IP rules and allows the administrator to create new rules.

DNAT Table - Column Descriptions

Column Description
Name Name to identify the rule.
Comment A short description of the rule.
Interface The interface through which the traffic is received .
External IP The external IP address to which traffic is sent.
Mapped IP The IP address/IP range of the destination host/device to which traffic is redirected.
Protocol The protocol used by the service.

External Service Port The port or port range on the host(s)/device(s) to which the traffic is directed.

Map to Port The port or port range on the destination host to which traffic is redirected.

Actions Displays control buttons for managing the rule.

- Opens the 'Edit' interface and enables to edit the parameters of the rule. The Edit
interface is similar to Add Rule interface. See Creating a Virtual IP rule for more
details.

ﬂ - Removes the rule.

Creating a Virtual IP rule

Virtual IP rules can be created from the 'Add a Virtual IP' pane.

To create a DNAT rule
«  Open the 'Virtual IP" interface by clicking the 'Firewall' > 'Virtual IP' from the left hand side navigation.
+  Click the 'Add a Virtual IP" link at the top left

The 'Add a Virtual IP' pane will open.
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+  Enter the parameters for the new rule as shown below:
Name - Enter a name to identify the rule.
Comment - Enter a short description of the rule.

External IP Address/Range - Specify the External IP address(es) to which the connection request is received. You
can enter a single IP address or a range.

+ Ifthe traffic is directed to a single IP address, enter the address in both the fields.

- Ifthe traffic is directed to a range of IP addresses, enter the start and end addresses in the
respective fields.

Mapped IP Address/Range - Specify the IP address(es) of the destination to which the traffic has to be redirected.
You can enter a single IP address or a range.

+ Ifthe traffic is to be redirected to a single IP address, enter the address in both the fields.

« Ifthe traffic is to be redirected to a range of IP addresses, enter the start and end addresses in the
respective fields.

Protocol - Choose the protocol used by the service
External Service Port - Specify the port/port range to which the traffic is directed.

+ Ifthe traffic is directed to a single port, enter the port number in both the fields.

« If the traffic is directed to a port range, enter the start and end port numbers in the respective
fields.

Map to Port - Specify the port/port range to which the traffic is to be redirected.
«  Ifthe traffic is to be redirected to a single port, enter the port number in both the fields.

+ Ifthe traffic is to be redirected to a port range, enter the start and end port numbers in the
respective fields.

+  Click 'Add' to save the rule. The rule will take effect immediately.

Virtual IP rule management activities are logged. Items logged include date, time, type of event, subject id,
component name and event outcome.

8.4 Configuring System Access

The system access firewall rules manage the access to DCF from the hosts in various internal network zones and
external networks.

DCF is pre-configured with firewall rules that allow the hosts in different network zones to access it for selected
services like: DNS (through port 53); administrative interface (through port 10443); and DHCP service (through port
67) hosted by it. These rules are required for the hosts and clients to receive the essential services and for correct
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functioning of DCF. Whenever a new service is enabled in the appliance, rules are auto-created to provide the
service to hosts in the required network zones. The administrator can view the rules but cannot edit or remove the
rules. See 'Show rules of system services' for more details on how to view the rules.

The administrator can create and manage new rules to provide/block access to DCF from the internal hosts for
specific services and to allow/block access from external networks or specific external IP addresses.

The system access firewall rules can be viewed and managed from the 'System access' interface.

To open the 'System Access' interface, click 'Firewall' > 'System Access' from the left hand side navigation.
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The interface displays a list of system access firewall rules and enables the administrator to create new rules.

System Access Firewall Rules Table - Column Descriptions

Column Description

# ID number of the rule. A packet is allowed or denied based on the first matching rule in
the list, regardless of other matching rules that follow, hence the order of the rules play
an important role in packet filtering.

From The interface of DCF at which the traffic is received.

Source The firewall object/object group containing the IP addresses or subnet address of the
internal or external host(s) from which the traffic originates.

Service The service that uses the traffic, indicated as the protocol and the port used.

Policy Indicates the allow/block policy of the rule.

Remark A short description of the rule.

Count Indicates the number of packets and size of data intercepted by the rule.

Actions Displays control buttons for managing the rule.

- The checkbox allows the administrator to switch the rule between enabled and
disabled states.

- Opens the 'Edit' interface and enables to edit the parameters of the rule. The Edit
interface is similar to Add Rule interface. See 'Creating System Access Firewall rules'
for more details.

EI - Removes the rule.
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«  Clicking the right arrow button beside "Show rules of system services' displays the list of pre-
configured/auto-created firewall rules for system access. These rules cannot be modified or removed.
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From this interface, the administrator can:
»  Create new system access firewall rules

Creating System Access Firewall rules
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The system access firewall rules can be created from the 'Add a system access rule' pane by defining the source,
the interface of the appliance at which the traffic is received and the service.

To create a new rule

«  Open the 'System access configuration' interface by clicking 'Firewall' > 'System Access' from the left hand

side navigation.

+  Click the 'Add a New System Access Rule' link at the top left. The 'Add a System Access Rule' pane will

open.
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+  Enter the parameters for the new rule as shown below:

Incoming Interface - Select the interface device(s) or ports to which the interface device(s) are connected from the
drop-down, at which the traffic is received

Source Address - Specify the source of the traffic for which the rule is to be applied. The source can be an internal
or external network or a specific IP address, added as a Firewall object.

«  Choose the Firewall Object(s) or Object Group(s) containing the IP address, IP Address Range or the
subnet of the host(s) from the drop-down.

If a firewall object covering the IP address/IP Address range or the subnet to be specified has not been
created under the Firewall Objects interface previously, you an create a new object from this interface too.

Note: For security and operational efficiency, specify individual or narrow ranges of IP addresses/subnets
rather than large subnets. For example, 10.100.150.150/32 or 10.100.150.0/24 instead of 10.100.150.0/8.

To create a new firewall object

+  Click the drop-down arrow and click 'Create" at the bottom of the list. A new pane for creating a
new object will appear.

Add a system access rule

Incoming Interface | INTERNET a
E) wrERNET
Source Address -
Service/Port * Q,
Service: ] sales je per lin
[[] Salon_spa

Mame: * James
Comment: James from extemal
Type: * Subnet ) IP Address @  |PRange O

IP Address: * 19216211111

Add

close

«  Name - Specify a name for the object (15 characters max) representing the host(s) included in the
object.

- Comment - Enter a short description of the object.

«  Type - Select the type by which the hosts are to be referred in the object. The available options
are:
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«  Subnet - Select this if a sub network of computers is to be covered by the object and enter the
sub network address

« |IP address - Select this if a single host is to be covered by the object and enter the IP address
of the host

« IPrange - Select this if more than one host is to be covered by the object and enter the IP
address range of the hosts

+  Click 'Add".
The new object will be added and will be available for selection from the drop-down.

Add a sy=stem access rule

Incoming Interface | ANY “
B anv
Source Address T
Service/Port * qQ,
Service: 1e per line
Sales
<ANY O

Create

The new object will also be added to the list of objects under Firewall Objects and will be available for
selection for creating other firewall rules too. System access rule activities are logged, including date, time,
type of event, subject id, component name and event outcome.

Service/Port - Select the type or the service hosted by the source, the protocol and the port used by the service.

+  Service - Choose the type of service from the drop-down
+  Protocol - Choose the protocol used by the service

+  Destination port - Specify the destination port(s) of the service one by one, in the 'Destination Port'
text box.

Tip: DCF is loaded with predefined combinations of service/protocol/port, like HTTP/TCP/80,
<ALL>/TCP+UDP/0:65535, or <ANY>, which is a shortcut for all services, protocols, and ports. If you want to
specify custom protocol/port combination, then select 'User Defined' from the service. You can also specify

additional destination ports for standard combinations, for the services that run on ports different from the standard
ones.

Policy - Specify whether the packets matching the rule should be allowed or denied from the Policy drop-down. The
options available are:

+  Allow - The data packets will be allowed without filtering
+  Drop - The packets will be dropped
«  Reject - The packets will be rejected, and error packets will be sent in response

General Settings - Configure the General Settings to enable/disable the rule, enable/disable logging of packets
filtered by the rule, enter a short description and select a position for the rule in the list.

«  Remark - Enter a short description for the rule. The description will appear in the Remark column of the
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respective Rules interface (Optional)

+  Position - Set the priority for the rule in the list of rules in the respective rules interface. The rules in the
iptables are processed in the order they appear on the list.

+  Enabled - Leave this checkbox selected if you want the rule to be activated upon creation.

+ Log all accepted packets - Select this checkbox if you want the packets allowed by the rule are to be
logged. Refer to the section Viewing Logs for more details on configuring storage of logs and viewing the
logs.

« Click 'Add Rule'.

The new rule will be added and displayed in the screen.

8.5 Configuring Firewall Policy Rules

DCF applies a firewall 'Policy' to manage the data traffic flowing in and out of and within your network. The policy is
constructed from a series of firewall rules that are created and imposed for different types of data traffic. The rules
can also be individually scheduled to be active only on specified time periods.

+  Incoming traffic - Traffic from external network zones to specified hosts in the internal network zone

+  Outgoing traffic - Traffic from hosts to the external network zone

+ Inter-zone traffic - Traffic between network zones connected to DCF

VPN traffic - Traffic generated by VPN users
The Firewall Rules interface allows the administrator to enable/disable the policy firewall and to create and manage
the firewall rules with granular configuration.

To open the 'Firewall Rules' interface, click 'Firewall' > 'Policy' from the left hand side navigation.
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The interface contains two tabs:
«  Firewall Policy - Allows the administrator to create and manage firewall policy rules for incoming, outgoing
and inter-zone traffic. See 'Managing Firewall Policy Rules' for more details.

« VPN Policy - Allows the administrator to create and manage firewall rules for regulating traffic from/to VPN
users.. See 'Managing VPN Firewall Rules' for more details.

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 83



—

C1 - Dome Cloud Firewall=Admin Guide ~<como20

f

8.5.1 Managing Firewall Policy Rules

The Firewall Policy interface allows the administrator to enable/disable the firewall policy and to create and manage
the firewall rules for outgoing, incoming and inter-zone traffic.

To open the 'Firewall Policy' interface, click 'Firewall' > 'Policy' from the left hand side navigation and select the
'Firewall Policy' tab.
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The interface displays two panes:

«  Current Rules - The upper 'Current Rules' pane displays a list of rules in action and allows the
administrator to add new rules and edit existing rules. See 'Managing Firewall Rules' for more details on
viewing and managing the rules.

+  Policy Firewall Settings - The lower ' Policy Firewall Settings' pane displays the current enabled/status of
the policy firewall, allows the administrator to change the status and to configure the policy firewall log. See
'Configuring the Policy Firewall Settings' for more details.

Managing Firewall Rules

The 'Current Rules' pane displays a list of rules in action with their configuration parameters and allows the
administrator to manage them and to create new rules.

Policy Firewall Rules Table - Column Descriptions

Description
General Settings # Serial number of the rule.

From The interface device or the network zone from which the traffic
originates.

To The interface device or the network zone to which the traffic is
directed.

Source The Firewall Object or Object Group containing the IP address, IP
Address Range or the subnet of the host(s) from which the traffic
originates.
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Destination The Firewall Object or Object Group containing the IP address, IP
Address Range or the subnet of the host(s) to which the traffic is
directed.

Schedule The schedule object that covers the time period for which the rule is
active.

Service The service that uses the traffic, indicated as the protocol and the
port used

Policy Indicates the allow/block policy of the rule.

Remark A short description of the rule.

Count Indicates the number of packets and size of data intercepted by the
rule.

Rule ID Identity number of the rule as per the order of creation in DCF. The

traffic is allowed or denied based on the first matching rule in the
ascending order of the ID numbers, regardless of order of the rules
as displayed in the table.

Actions Displays control buttons for managing the rule.

- The checkbox allows the administrator to switch the rule
between enabled and disabled states.

- Opens the 'Edit' interface and enables to edit the parameters of
the rule. The 'Edit' interface is similar to 'Policy Firewall Rule Editor'
interface from which the new rules are created. See 'Creating Policy
Firewall rules' for more details.

B - Removes the rule.

- Clicking the right arrow button beside 'Show system rules' displays a list of firewall rules auto generated by
DCF. These rules cannot be modified or removed.

Show System m..u—@
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Creating Policy Firewall rules

A firewall rule for the firewall policy can be created from the 'Policy Firewall Rule Editor' pane by defining the source ,
destination, the service used by the traffic, selecting security profiles and the action to be taken on the traffic.

To create a new firewall rule

«  Open the 'Firewall Policy' interface by clicking 'Firewall' > 'Policy' from the left hand side navigation and
selecting 'Firewall Policy' tab.

+  Click the 'Add a new firewall rule' link at the top left. The 'Policy Firewall Rule Editor' will open.
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The 'Policy Firewall Rule Editor' interface is divided into three areas for specifying the different components of the

rule:
« Address Settings - Choose the source and destination of the traffic and set a schedule for the rule to
and Schedule be active.
+  Service/Port - Specify the service pertaining to the traffic to be intercepted by the rule.
+  Policy Settings - Configure to allow or block the traffic intercepted by the rule.

Address Settings and Schedule

+ Incoming Interface - Choose the interface device or the physical port at which the traffic is received, from
the drop-down.

+  Source Address - Choose the firewall object or the object group that covers the IP address, IP address
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range or the subnet, at which the traffic to be intercepted by the rule, is received.

If a firewall object covering the IP address/IP Address range or the subnet to be specified has not been
created under the 'Firewall Objects' interface previously, you an create a new object from this interface too.

To create a new firewall object

+  Click the drop-down arrow and click 'Create" at the bottom of the list. A new pane for creating a
new object will appear.

Policy Firewall Rule Editor

Incoming Interface INTERNET a
Bl INTERMET
Source Address b
I Q
Outgoing Interface
Sales_Manager
Sales
Schedule 4 !?
Carviras!Prort
Mame: * HR_Staff
Comment: Computers used by HR staff
Type: * Subnet IP Address IP Range '*® FQOM
IP Range: * 192.168.111.31 - 135
Add

Close

«  Name - Specify a name for the object (15 characters max) representing the host(s) included in the
object.

«  Comment - Enter a short description of the object.

«  Type - Select the type by which the hosts are to be referred in the object. The available options
are:

«  Subnet - Select this if a sub network of computers is to be covered by the object and enter the
sub network address

« |IP address - Select this if a single host is to be covered by the object and enter the IP address
of the host

« IPrange - Select this if more than one host is to be covered by the object and enter the IP
address range of the hosts

- FQDN - Select this if a fully qualified domain name is to be covered by the object and enter
the same.

+  Click 'Add".
The new object will be added and will be available for selection from the Select network/IPs drop-down.
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The new object will also be added to the list of objects under 'Firewall Objects' and will be available for
selection for creating other firewall rules too.

+  Outgoing Interface - Choose the interface device or the physical port to which the traffic is directed, from
the drop-down.

+ Destination Address - Choose the 'Firewall Object' or 'Object Group' containing the IP address, IP
Address Range or the subnet of the host(s) to which the traffic is directed, from the drop-down.

If a firewall object covering the IP address/IP Address range or the subnet to be specified has not been
created under the 'Firewall Objects' interface previously, you an create a new object from this interface too.
Refer to the explanation above for more details.

+  Schedule - The Schedule Objects added to the Firewall Objects > Schedule interface will be available in
the drop-down. Choose the schedule object(s) that cover the time period(s) for which the rule needs to be
active from the drop-down.

If the schedule object covering the required time period P to be specified has not been created under the
Firewall Objects > Schedule previously and hence not available in the drop-down, you can create a new
object from this interface too.

To create a new schedule object

+  Click the drop-down arrow and click 'Create’ at the bottom of the list. A new pane for creating a
new object will appear.
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+  Name - Specify a name for the schedule.
+  Days - Select the days of the week at which the firewall should be active.

- Start Time and Stop Time - Enter a time at which the firewall should be started and stopped
at the selected days in 24 Hrs time format.

«  Click 'Add' for the new schedule to be created.

The new schedule object will also be available for selection in the drop-down and also will be added to the
list of schedule objects under Firewall Objects > Schedule interface. The new object will be available for

selection for creating other firewall rules too.

Service/Port
Service/Port - Select the type or the service hosted by the source, the protocol and the port used by the service.

+  Service - Choose the type of service from the drop-down
+  Protocol - Choose the protocol used by the service
- Destination port - Specify the destination port(s) of the service one by one, in the 'Destination Port'
text box.
Tip: DCF is configured with predefined combinations of service/protocol/port, like HTTP/TCP/80,
<ALL>/TCP+UDP/0:65535, or <ANY>, which is a shortcut for all services, protocols, and ports. If you want to

specify custom protocol/port combination, then select 'User Defined' from the service. You can also specify
additional destination ports for standard combinations, for the services that run on ports different from the standard

ones.

Policy Settings
+  Action - Specify whether the packets matching the rule should be allowed or denied from the Policy drop-
down. The options available are:
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+  Allow - The data packets will be allowed without filtering
+  Deny - The packets will be dropped
«  Reject - The packets will be rejected, and error packets will be sent in response

«  Remark - Enter a short description for the rule. The description will appear in the Remark column of the
Rules table.

+  Position - Set the priority for the rule in the list of rules in the respective rules interface. The rules in the
iptables are processed in the order they appear on the list.

«  Enabled - Leave this checkbox selected if you want the rule to be activated upon creation.

« Log all accepted packets - Select this checkbox if you want the packets allowed by the rule are to be
logged. Refer to the section Viewing Logs for more details on viewing the logs.
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«  Click 'Create Rule'. A confirmation dialog will appear.
Configuring the Policy Firewall Settings

The lower 'Policy Firewall Settings' pane allows the administrator to enable/disable the Policy firewall rules and to opt
for logging the packets that pass the rule and analysis of HTTPS sites.

Policy Firewall Settings
Enabile Policy Firewall s

Li) B20fpted polcy oonmeclisng
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+  Use the 'Enable policy firewall' toggle switch to switch the state of the VPN firewall.

«  Select the 'Log accepted policy connections' check box to log the packets that has passed the Firewall
Policy. See section 'Viewing Logs' for more details on viewing the logs.

«  Select the 'Intercept SSL Traffic' check box in order for analysis of HTTPS sites. Please note the SSL
certificate of DCF should be installed on endpoints for this feature to work.

+  Click "Save' for your settings to take effect .

Policy firewall rule activities are logged, including date, time, type of event, subject id, component name and event
outcome.

8.5.2 Managing VPN Firewall Rules

VPN firewall rules allow you to set traffic limits for users and hosts who are connected through SSL VPN and [Psec
tunnels.

+  See SSL VPN Server and SSL VPN Client if you need help to configure VPN connections and SSL VPN
accounts.

«  See IPsec Configuration if you need help to configure secure IPsec tunnel connections between external
networks/sites and internal networks,
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«  The VPN firewall is disabled by default, allowing both incoming and outgoing traffic between hosts without
filtering. Traffic from hosts is not subject to filtering by the outgoing traffic firewall or the Inter-Zone traffic
firewall rules.

«  The VPN firewall can be enabled in the 'VPN policy' interface. You can also create and manage VPN traffic
rules from this interface.

+  Click 'Firewall' > 'Policy' > 'VPN Policy' to open the settings interface:
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By default, the VPN firewall is disabled.
«  Use the 'Enable VPN firewall' switch to turn the firewall on or off.

Enabling the rule will reveal the VPN firewall rules interface:

VPP

Current Rules

O Add a new VPN firewall rule

Ganeral Settings

& From Ta Saunse Destination Schedule Sefvice Palicy Remark Count Actions
1 IpsEC INTERNET Ay iy <A 0 Packels (08 [
SSLVPN Sarver e a
Legend | Enabied [chok to dnatle) | Disabied {zick o enabie] ear B3 remove
Show System Rules e
WPN Firewall Settings

Enabile VPN firewall  s=—(on)

Log accepted VPN connechons
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«  Current Rules - Displays a list of existing rules and allows you to add/edit rules. See Managing VPN
Traffic Rules for more details.

« VPN Firewall Settings - Displays the current status of the VPN firewall and allows you to change
configure the firewall logging. See Configuring the VPN Firewall Settings for more details.

Managing VPN Traffic Rules

The 'Current Rules' pane displays a list of existing rules. You can add, edit and manage rules from this interface.

VPN Firewall Rules Table - Column Descriptions

Column Description

General Settings # Serial number of the rule.

From The interface device, the VPN tunnel or the network zone from which
the traffic originates.

To The interface device, the VPN tunnel or the network zone to which
the traffic is directed.

Source The Firewall Object or Object Group containing the IP address, IP
Address Range, the subnet of the host(s) or VPN user(s) from which
the traffic originates.

Destination The Firewall Object or Object Group containing the IP address, IP
Address Range, the subnet of the host(s) or the VPN user(s) to
which the traffic is directed.

Schedule The schedule object that covers the time period for which the rule is
active.

Service The service that uses the traffic, indicated as the protocol and the
port used.

Policy Indicates the allow/block policy of the rule.

Remark A short description of the rule.

Actions Displays rule controls:

- Enabled or disable the rule

- Edit the rule. The edit interface is similar to the 'Add Rule'
interface. See Creating Firewall rules for VPN Traffic for more
details.

B - Removes the rule.

- Clicking the right arrow button beside 'Show system rules' displays a list of firewall rules auto generated by
DCF. These rules cannot be modified or removed.

Creating Firewall rules for VPN Traffic

The firewall rules for VPN traffic can be created from the 'VPN firewall rule editor' pane by defining the source,
destination, the service used by the traffic, selecting security profiles and the action to be taken on the traffic.

To create a new firewall rule

«  Open the 'VPN Policy' interface by clicking 'Firewall' > 'Policy' from the left hand side navigation and
selecting the 'VPN Policy' tab.

+  Click the 'Add a new VPN firewall rule' link at the top left. The 'VPN firewall rule editor' will open.
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The 'VPN Firewall Rule Editor' interface is divided into three areas for specifying the different components of the rule:

« Address Settings - Choose the source and destination of the traffic and set a schedule for the rule to
and Schedule be active.

+  Service/Port - Specify the service pertaining to the traffic to be intercepted by the rule.

+  Policy Settings - Configure to allow or block the traffic intercepted by the rule.

Address Settings and Schedule

+ Incoming Interface - Choose the interface device, VPN tunnel or the physical port at which the traffic is
received, from the drop-down.

«  Source Address - Choose the firewall object or the object group that covers the IP address, IP address
range, the subnet or the VPN user(s), at which the traffic to be intercepted by the rule, is received.

If a firewall object covering the IP address/IP Address range or the subnet to be specified has not been
created under the Firewall Objects interface previously, you can create a new object from this interface too.

To create a new firewall object

+  Click the drop-down arrow and click 'Create" at the bottom of the list. A new pane for creating a
new object will appear.

L ATy
Source Address ¥
_ | Q
Outgoing Interface
7] ANY
[T HR_Staff
Destination Address [7] AD_Admin
[7] sales_Manager
Schedule [C] HR_manager
[7] sales_dept
[T] marketing_dept
[T] James_external
[C] John_e=ternal
[[] sales_marketing
Hams: * joe_from_home
Comment; Joe_WPM_User
Type: * Subnet () P Address @ IP Range )
IP Address: = 10.11.11.11
Add

Close
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«  Name - Specify a name for the object (15 characters max) representing the host(s) included in the
object.

«  Comment - Enter a short description of the object.

«  Type - Select the type by which the hosts are to be referred in the object. The available options
are:

«  Subnet - Select this if a sub network of computers is to be covered by the object and enter the
sub network address

« |IP address - Select this if a single host is to be covered by the object and enter the IP address
of the host

« IPrange - Select this if more than one host is to be covered by the object and enter the IP
address range of the hosts
+  Click '‘Add".
The new object will be added and will be available for selection from the Select network/IPs drop-down.

The new object will also be added to the list of objects under Firewall Objects and will be available for
selection for creating other firewall rules too.

«  Outgoing Interface - Choose the interface device or the physical port to which the traffic is directed, from
the drop-down.

+  Destination Address - Choose the Firewall Object or Object Group containing the IP address, IP Address
Range or the subnet of the host(s) to which the traffic is directed, from the drop-down.

If a firewall object covering the IP address/IP Address range or the subnet to be specified has not been
created under the Firewall Objects interface previously, you an create a new object from this interface too.
Refer to the explanation above for more details.

+  Schedule - The Schedule Objects added to the Firewall Objects > Schedule interface will be available in
the drop-down. Choose the schedule object(s) that cover the time period(s) for which the rule needs to be
active from the drop-down.

If the schedule object covering the required time period P to be specified has not been created under the
Firewall Objects > Schedule previously and hence not available in the drop-down, you can create a new
object from this interface too.

To create a new schedule object

+  Click the drop-down arrow and click 'Create" at the bottom of the list. A new pane for creating a
new object will appear.
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+  Name - Specify a name for the schedule.
+  Days - Select the days of the week at which the firewall should be active.

- Start Time and Stop Time - Enter a time at which the firewall should be started and stopped
at the selected days in 24 Hrs time format.

«  Click 'Add' for the new schedule to be created.

The new schedule object will also be available for selection in the drop-down and also will be added to the
list of schedule objects under Firewall Objects > Schedule interface. The new object will be available for

selection for creating other firewall rules too.

Service/Port
Service/Port - Select the type or the service hosted by the source, the protocol and the port used by the service.

+  Service - Choose the type of service from the drop-down
+  Protocol - Choose the protocol used by the service
- Destination port - Specify the destination port(s) of the service one by one, in the 'Destination Port'
text box.
Tip: DCF has predefined combinations of service/protocol/port, like HTTP/TCP/80, <ALL>/TCP+UDP/0:65535, or
<ANY>, which is a shortcut for all services, protocols, and ports. If you want to specify custom protocol/port

combination, then select 'User Defined' from the service. You can also specify additional destination ports for
standard combinations, for the services that run on ports different from the standard ones.

Policy Settings
«  Action - Specify whether the packets matching the rule should be allowed or denied from the Policy drop-
down. The options available are:
+  Allow - The data packets will be allowed without filtering
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«  Deny - The packets will be dropped
+  Reject - The packets will be rejected, and error packets will be sent in response

«  Remark - Enter a short description for the rule. The description will appear in the Remark column of the
Rules table.

+  Position - Set the priority for the rule in the list of rules in the respective rules interface. The rules in the
iptables are processed in the order they appear on the list.

« Enabled - Leave this checkbox selected if you want the rule to be activated upon creation.

+ Log all accepted packets - Select this checkbox if you want the packets allowed by the rule are to be
logged. See section 'Viewing Logs' for more details on viewing the logs.

Policy *
Action ALLOW -~  Remark Position *=  First -
Enabled O Log all accepted packets

* This Field is reguired.

or Cancel

+  Click 'Create Rule'. A confirmation dialog will appear.

Configuring the VPN Firewall Settings

The lower 'VPN Firewall Settings' pane allows the administrator to enable/disable the VPN firewall rule and to opt for
logging the packets that pass the rule.

VPN Firewall Settings
Enable VPN firewall

D Log accepted VPN connections

==

+  Use the 'Enable VPN firewall' toggle switch to switch the state of the VPN firewall.

+  Select the 'Log accepted VPN connections' checkbox to log the packets that has passed the VPN Policy.
See section 'Viewing Logs' for more details on viewing the logs.

+  Click 'Save' for your settings to take effect .

9 Configuring HTTPS Proxy Services

«  Dome Cloud Firewall can provide a HTTPS Proxy service. The service receives requests for encrypted
webpages from internal hosts, retrieves and caches the requested resources, applies any access control
policies and forwards them to the requesting hosts.
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+  The Dome Cloud Firewall intermediate SSL certificate needs to be installed on endpoints in order to
analyze SSL traffic and to authenticate themselves to the HTTPS proxy.

+  Click 'Proxy' > 'HTTPS' on the left to configure the HTTPS proxy:
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The interface allows you to enable the proxy service and upload the intermediate certificate.

Note: It is mandatory to install an intermediate certificate on client computers if you wish to use the HTTPS Proxy
service. See Certificate Settings for more details.

«  Accept every certificate - This option appears only if the HTTPS proxy service is enabled. If left
unselected, DCF will only accept valid SSL certificates from remote servers. If enabled, the proxy
will accept all certificates from remote servers, including outdated certificates.

«  Click 'Save'. A confirmation dialog will appear.
- Click 'Apply' for your settings to take effect.
Certificate Settings
The intermediate certificate can be deployed to the HTTPS proxy service in two ways:
» Using an existing certificate
+  Creating a new certificate
In either case, the certificate needs be deployed to those endpoints in your network which will use the HTTPS proxy.
Using an existing certificate
If you already have an intermediate certificate you wish to use, you can upload and install it on client computers.

To upload an existing certificate

Prerequisite: Ensure the intermediate certificate is stored locally on the computer from which you are accessing
the DCF admin console.

+  Click the 'Choose File' button under the 'Upload proxy certificate' option, navigate to the location where the
certificate is stored and click '‘Open'.

+  Click 'Upload'
The certificate will be uploaded to DCF and deployed.
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Creating a New Certificate

DCF is capable of creating a new self signed intermediate certificate with one year validity. Any existing certificates
will be replaced by the new certificate. The certificate will then need to be installed on endpoints that need to
authenticate themselves to the HTTPS proxy service.

To create a certificate
+  Click the 'Create a new certificate’ button. A confirmation dialog will be displayed.

-
Message from webpage ﬁ

e

Create a new certificate?
R 4

QK Cancel

+  Click 'OK'
+  Click the 'Download' link so you can export the certificate to network endpoints.

10 Configuring Virtual Private Network
Settings

The VPN section allows administrators to configure network and client settings in order to connect to Dome Cloud

Firewall. Other settings that can be configured include user accounts, LDAP integration and more.

«  SSLVPN Server — Allows you to configure client to site VPN connection to DCF. It also allows another DCF
account and/or another VPN server configured as clients to connect in a gateway to gateway (Gw2Gw)
setup.

«  SSLVPN Client - DCF can act as a OpenVPN client to connect to other DCF accounts configured as
SSLVPN server through Gw2Gw setup.

+  IPsec - Allows you to configure and connect network and clients to DCF.

o L2TP Server - DCF can act as a L2TP server, to connect remote L2TP clients to connect to local network
Zones.

Clicking the 'VPN' tab on the left opens a menu which allows you to configure VPN services:

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 99



e

C1 - Dome Cloud Firewall=Admin Guide ~<como20

f

Sarsar Cordguraion

Giobal Sekngs

S5LVPH server enabied: Ll

Bwridged:

WPH swbaat FE2IGRE 0T

=== Drenns e

Connection Status and Condne

User Assigred 1P Real IP RX/'TE Connectsd since Uptime Actond
Sl 9268 23 B2 T742%DD 128 B 413 WE Fie dis & 11 2542 2017 3d 23 A u

The following sections provide more information about configuring the services:
+  SSLVPN Server
«  SSLVPN Client
+ IPsec Configuration
+  L2TP Server Configuration
+ IPsec/L2TP Users Configuration

10.1  SSL VPN Server

The 'SSL VPN Server' interface allows you to enable/disable the service, configure connection settings, manage
user accounts and integrate an LDAP server.

«  Dome Cloud Firewall can be configured as an SSL VPN server to allow remote clients to connect to
network zones.

+  This method is called 'Client-to-site VPN' and can be used to connect individual clients in your network to
DCF.

«  Once configured, the server allows you to download the authentication certificate and client configuration
file for deployment onto remote SSL VPN clients.

The SSL VPN server also accepts connection requests from another DCF account configured as an SSL VPN client
as a gateway to gateway (Gw2Gw) connection. This allows remote networks to connect to other network zones.

To open the 'SSL VPN' interface, click 'VPN' > 'SSLVPN Server ' on the left hand menu:
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The interface contains four tabs:

- Server Configuration - Enable/disable the SSL VPN server and configure general settings like dynamic IP
address pool for assignment of IP addresses to the clients and so on. The interface also displays a list of
active client connections and allows you to download the authentication certificate for distribution to clients.
See 'Configuring General SSL VPN Server Settings' for more details.

« Accounts - Add and manage user accounts for clients to connect to the server. See 'Managing SSL VPN
Client Accounts' for more details.

«  Advanced - Configure advanced settings like port, protocol, global push options and authentication
certificate settings. See '‘Configuring Advanced SSL VPN Server Settings' for more details.

«  LDAP - Configure LDAP server settings for user authentication. See 'Configuring LDAP Server Settings'
for more details.

The last chapter in this section describes how to configure the individual clients in order to connect to DCF. See
'Configuring Clients to Connect to DCF' for more details.

10.1.1 Configuring General SSL VPN Server Settings

This sections allows you to:
- Enable/disable the SSL VPN server

«  Configure general settings like the local network zone to which the connection should be bridged and
settings for dynamically assigning IP addresses to clients connecting to the server.

«  Download the server certificate and client configuration file for deployment to clients for authentication and
connection to DCF. See 'Configuring Clients to Connect to DCF' for more details about how to establish
connection between individual clients and Dome Cloud Firewall.

To configure general settings for SSL VPN Server
+  Click 'VPN'>'SSLVPN Server' on the left hand menu

«  Click the 'Server Configuration' tab:
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«  SSLVPN server enabled - Enable or disable the SSL VPN server

+  Bridged - Enable or disable server bridge mode.

+  Bridge to - Choose the local network zone to which the server should be bridged. This option will
only appear if bridge mode is enabled.

+  Dynamic IP pool start/end addresses - Enter the first and last addresses of the pool from which [P
addresses are dynamically assigned to clients connecting to the server. All traffic from these

addresses will pass through the VPN firewalll, if enabled. See 'Managing VPN Firewall Rules' for
more details.

+  Click 'Save and Restart' to apply your changes.
+  Click 'Download CA certificate' to download the server certificate for export to the clients. The certificate can

also be downloaded from the 'Accounts' interface. For more details on 'Server Certificate' settings, refer to
'Configuring Advanced SSL VPN Server Settings' > 'Authentication Settings'.

The lower pane of the interface displays a list of active SSL VPN connections to the server with their connection
statistics. The list also allows the administrator to terminate unwanted VPN connections.

SSL VPN Server Connection status and control table - Column Descriptions

Column Description
User The name of the user who logged-in.
Assigned IP The !P address dynamically assigned to the client from the server during the current
session.
Real IP The actual, externally facing, IP address of the client .
RX/TX Amount of data sent and received during the current session.
Connected since The date and time that the session began.
Uptime The length of time that the connection has been active.
Actions Controls for terminating the session.

See 'Configuring Clients to Connect to DCF' for more details about how to connect individual clients to DCF.
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10.1.2 Managing SSL VPN Client Accounts

The 'Accounts' interface allows you to add and manage user accounts for external clients to connect to the VPN
server. Please note that user details should be configured before their endpoints are configured to connect to DCF.
See 'Configuring Clients to Connect to DCF' for more details on how to connect individual clients to DCF.

To manage user accounts
+  Click 'VPN'>'SSLVPN Server' from the left hand side navigation
+  Click the 'Accounts' tab.
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Alist of existing user accounts will be displayed.

SSL VPN Server Account Configuration table - Column Descriptions

Column Description
Username The user name of the account with which the client can log-in to the server.
Remote nets The network subnet address of the VPN gateway server for the client to connect to VPN.
Push nets The network(s) whose routes are pushed to the client, once it is connected.
Static IP If a static IP address is assigned to the remote client, the IP address will be displayed.
Actions Displays controls for enabling, editing and deleting the account.

- Enable or disable the account.

- Edit/configure the account. Editing/configuring an account is similar to adding an
account. See adding a new user account for more details.

B3 - Removes the entry.

To add a new user account

«  Click the 'Add account' button. The 'Add new user' pane will open:
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Admins should specify the username and password for the account. These credentials will need to be entered in the
SSL VPN client to authenticate to the server.

+  Username - Enter a username for the account
«  Password - Enter a password for the account
«  Verify password - Re-enter the password for confirmation
Client routing
Configure traffic routing to the client.
+  Direct all client traffic through the VPN server - Select this option if you want all incoming and
outgoing client traffic to pass through the VPN server

«  Push only global options to this client - The server will only provide network routes, name servers
and domains which have been added to 'Global Push Options' in 'Advanced Settings'. See
'Configuring Advanced SSL VPN Server Settings' for more details.

+  Push only these networks - Allows you to push specific network routes to the client. Leave this
blank if you wish to push all available routes.
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Custom push configuration

+  Static IP addresses - If you wish to assign static IP addresses for clients using this account, enter
the IP addresses in CIDR format. To avoid IP address clashes, we advise you specify static IP
addresses outside the dynamic IP address pool specified in the Server Configuration tab.

+  Push these nameservers - If you want clients to use specific name servers for DNS resolution,
enter the IP addresses of the name servers in the text field.

+  Push domain - If you want clients on this account to use a specific search domain then enter it
here. The search domain is used to identify servers and resources in the VPN network.

«  Click 'Save'. The SSL VPN server must be restarted for the account to become active.
Click 'Restart SSL VPN server' to instantly restart the server.

You can download the server certificate and the SSL VPN client configuration file from the 'Accounts' interface. Both
items should be installed on your remote workstations to enable the connection. The server certificate type for
authentication can be configured under ‘Advanced'tab > Authentication Settings.

«  Click the 'Download CA certificate' link to download the server certificate.

+  Click the 'Download Client Configuration' link to download the SSL VPN client configuration file in .ovpn
format.

During the configuration of the client to connect to DCF, the username and password specified for the account
should be provided. By default, only one client is allowed to connect to the server per account. Select 'Allow multiple

connections from one account' to enable several clients at different locations to share a single account (under the
'Advanced' tab).

See 'Configuring Clients to Connect to DCF' for more details about how to connect individual clients to DCF.

10.1.3 Configuring Advanced SSL VPN Server Settings

The 'Advanced' interface allows you to configure the connection port and protocol for the VPN server, global push
options and authentication settings.

To configure the advanced settings for the SSL VPN server
«  Click 'VPN'>'SSLVPN Server' from the left hand side navigation
«  Click the 'Advanced' tab.
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The 'Advanced' interface contains three areas:
«  Advanced Settings
+  Global Push Options
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+  Port - Specify the port for listening to the VPN client requests. (Default = 1194). The administrator
can also create port forwarding rules under Firewall > SNAT, to allow multiple ports to listen to the
requests and forward them to the default port.

+  Protocol - Choose the protocol to be used for VPN connections. (Default = UDP)

+  Block DHCP responses coming from tunnel - Select this option, if you wish to block the DHCP
responses from the network at the other side of the VPN tunnel that conflict with the local DHCP
server.

«  Don't block traffic between clients - By default, the VPN server does not allow the data traffic
between the VPN clients connected to it. If you wish to allow the data transfer among the VPN
clients, select this check box.

+  Allow multiple connections from one account - By default, for a single user account, only one client
can connect to the VPN server. If you wish to allow several clients at different locations to connect
to the server using the same account, select this option. However, if several clients are using a
single account, the 'VPN firewall rules 'will not be applied.

»  Click 'Save and restart'. The VPN server will be restarted for your configuration changes to take effect.
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+  Push these networks - If you wish the routes to specific networks are to be pushed to all the clients
that connect to the VPN server. Select the 'Enable’ checkbox and enter the network
addresses/subnet masks in the text field.

+  Push these nameservers - If you wish the clients to use specific name servers for DNS resolution,
select the 'Enable’ checkbox and enter the IP addresses of the name servers in the text box.

+  Push domain - If you wish to specify a specific search domain for all the clients, to identify the
servers and network resources in the VPN network, select the 'Enable’ checkbox and enter the
domain name in the text box.

+  Click 'Save and restart'. The VPN server will be restarted for your configuration changes to take effect.

Authentication Settings
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The SSL VPN server allows three types of authentication for the clients to authenticate themselves to the server.
+  Pre-Shared Key (PSK) (Default)
«  X.509 certificate
«  X.509 certificate and PSK (two factor)

PSK (username/password)

The PSK authentication type requires the CA public certificate to be installed onto the clients and entering username
and password of the account created for the client under 'Accounts' tab, for the client to authenticate itself to the
server.

On selecting the PSK type, the administrator can download the public certificate generated by the VPN server for
deployment onto the clients. The interface also allows the administrator to export the certificate for deployment onto
other SSL VPN server configured as fall back server and import the certificate from primary SSL VPN server, if this
DCF is configured as fallback server.

«  To select the PSK authentication type, select the PSK radio button.

Authentication Settings

Authentication Type
! P2g |username/passwond
X509 certficale

H.509 certicate & PSK (bve facior)

Certificate Management

Download C& Carlificala Usze this Tie a3 CA cenficate for chents.
Export CA a8 PRCS#12 g Use this 88 o IMport on SSLVPH IAI0AcK Servers

Imnport server certificabs from primany SSLVPH servel of external Carliic alion Althority (CA)

PHICEE12 File. Choose File | Mo fle choegen

Challeng= Password

Host Cerlificale C=Ti0=afwlCH=127 0.0.1
Ca Cerlific ale. CaTO=efwiCH=efu CA
Sgve and Restarl

Certificate Management

«  To download the public certificate in .cer format for deployment on to the clients, click 'Download CA
certificate’ and save the certificate.

«  To export the certificate as a PKCS#12 certificate in .p12 format, click 'Export CA as PKCS#12 file' and
save the file. This file can be transferred and imported on to other SSL VPN appliance configured as
fallback server.

Importing the certificate

If the SSL VPN server is configured as fallback server for a different primary SSL VPN server, the administrator
needs to import the public certificate generated by/issued for the primary server.

Prerequisite - The certificate needs to be exported as a PKCS#12 certificate from the server or to be downloaded
from the CA that has issued the certificate and stored locally in the computer from which the DCF administrative
console is accessed.

To import the certificate

+  Click 'Choose File' beside the PKCS#12 file text box and navigate to the location of the certificate stored in
the local computer or the network and click 'Open'.

+  Enter the challenge password to access the certificate in the 'Challenge password' text box.
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+  Click 'Save and restart'.
The certificate will be imported and the VPN server will be restarted for your configuration to take effect.
X.509 certificate

DCF allows the deployment of server certificate and client certificates obtained from an external CA. The X.509
authentication type requires the administrator to obtain:

« A Server certificate with the fields C = IT, O = ecf and CN = 127.0.01 from an external CA for
uploading to the SSL VPN server.

- AClient certificate for each client with the Common Name field = The 'username' of the client
account configured under the 'Accounts' tab, for installation at the SSL VPN client.

+ To select the X.509 authentication type, select the X.509 radio button.

Authentication Settings

Authentication Type
FSE [ussmame/passwond)
B X509 certncate

509 certificale & P3E (hwo facior)

Certificate Management

Impost server cerificate from exlemal Cerific ation Authority (CA)

PEC5212 File Choose Fie  No file chosen

Challzngs Fasswiord [

Hoat Certifcale: C=Ti =o' CN=127.0.0.1

A Cerirhe ot C=ITi =aha T =ty T4
Save and Restart

Certificate Revocatiomn

Import revecabon bst (CRL) 2= PEM fie I_Chnnue Fie Mo fie chosen Import revocaiion kst
Last mport: Ho impost
il il Ho import

Certificate Management

Prerequisite - The certificate needs to be downloaded as a X.509 certificate from from the CA that has issued the
certificate and stored locally in the computer from which the DCF administrative console is accessed.

- To import the server certificate obtained from an external CA click 'Choose File', navigate to the location on
your computer where the certificate is stored in X.509 format and click 'Open’, enter the password entered
for storing the private key of the certificate in the challenge password field and click 'Save and restart'. The
certificate will be installed automatically and the VPN Server will restart for the installation to take effect.

»  Certificate Revocation - The administrator can specify a certificate revocation list to confirm that the
imported certificate is valid.

X.509 certificate and PSK (two factor)

The X.509 and PSK authentication type requires both the server and client certificates obtained from an external CA
to be installed on the server and on the clients respectively and entering the username and password of the account
created for the clients under 'Accounts' tab, for the client to authenticate itself to the server.

Refer to the explanations under PSK (Username/Password) and X.509 certificate above.

10.1.4 Configuring LDAP Server Settings

There are two ways you can configure Dome Cloud Firewall to authenticate users:
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+  Add users in the DCF admin console itself — Click 'VPN' > 'SSLVPN Server' on the left hand menu and then
open the 'Accounts' screen. See 'Managing SSL VPN Client Accounts' for more details.

+  Configure an external LDAP server for user authentication.
The following tutorial explains how to configure an external LDAP server for user authentication.
To configure LDAP server for user authentication

+  Click 'VPN'>'SSLVPN Server' on the left menu

+  Click the 'LDAP' tab.

LDAP Setlings

LD sarver enabied: =

LOWAP i | = idapurE2 16818

LR Band g e cr=ddminisirabon cosUsers, do=lab,de=horugan, dc=com

LOWP band password:

IL0AP pser base dn: #a cnalisars doalab,deslorugan,doscom

LOAR wser aearch M e (BiobeciCabegary=person obieAChas-yasr iabMAcouniame="(ujs])
Sawe LDAF Sethngs

«  LDAP server enabled — Enable or disable user authentication via LDAP
«  LDAP uri - The URI of your LDAP server.
+  LDAP bind dn - Bind DN of the LDAP server
+  LDAP bind password — Password associated with the bind DN
«  LDAP user base dn - User base DN of the LDAP server
+  LDAP user search filter — Filter by user or group
«  Click "Save LDAP Settings' for your changes to take effect.

10.1.5 Configuring Clients to Connect to Dome Cloud Firewall

This section explains how to establish a 'Client-to-site VPN' connection to DCF after configuring an SSL VPN server'.
Help to configure an SSL VPN server is covered in 'Configuring General SSL VPN Server Settings'. Help to add
users is covered in 'Managing SSL VPN Client Accounts' and 'Configuring LDAP Server Settings'.

To configure a client to connect to Dome Cloud Firewall
+  Click 'VPN' on the left then 'SSLVPN Server'
+  Click the 'Accounts' tab:
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= IEErs

Accounl Confliguration

Username Remoie nets Fush mets Static g Actions

Fioawer dysree - u

=mih dynaime « B

Hestat S5UVPH Server Dicwmioad CA certificats Drowminad Chent Condgurabion
Logend: o] Enabhed (et o Ssatie) | Diabkid (B 8 el B B memeve

Users added via DCF will be displayed.
«  Click the 'Download CA certificate' link to download the server certificate.

+  Click the 'Download Client Configuration' link to download the SSL VPN client configuration file in .ovpn
format.

+  Download and install OpenVPN GUI client on computers that you want to connect to DCF. You can
download the OpenVPN GUI client from https://openvpn.net/index.php/open-source/downloads.html

+  After installing the OpenVPN GUI client on the endpoint, you need to paste the downloaded CA certificate
and configuration file into the OPVN config file. The configuration file will be available in Program Files >
OpenVPN > config

[ [ 5 | config - O x

Home Share View ﬂ

P v A « Local Disk(C:) * Program Files » OpenWPN : config v | Search conf... 2@

#

CCS_Configurati ™ Mame Date modified Type Size

config () client §/9/20171:50PM  OpenVPN Config ...
etc || README 6/6/20173:49PM  Text Document
.y Share | uim-comedo 6/9/2017 1:46 PM PEM File

& OneDrive

EH This PC
B Desktop
@ Documents
‘ Downloads
J'l Music
| Pictures
E Videos
s Local Disk (C:) + < b

3 items =

«  Open the configuration file and make sure the parameters are as shown below:
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| client - Notepad — O >
File Edit Format View Help

client

dev tap

proto tcp

remote 52.41.147.167 1194
resolv-retry infinite
nobind

persist-key
persist-tun

ca utm-comodo.pem
auth-user-pass
comp-lzo

verb 3

+ Inthe third line, the protocol beside 'proto’ depends on the protocol defined in ‘Advanced' section.

+ Inthe fourth line, the IP beside 'remote' should be the IP of your DCF account and the port as configured in
'Advanced' section. For example, if the Firewall URL is 52.41.147.187, then add '52.41.147.187" in the
place of 'remote_ip'.

+  To connect the client to DCF, right-click the OpenVPN GUI icon in the task bar then '‘Connect'

Connect
Disconnect

Show Status

View Log
Edit Cenfig

Clear Saved Passwords

Import file...

Settings...

The connection process will start. You will need to provide user authentication credentials:
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@Z:E“.:.::“E::':“ client e O

Cumert State: Connecting

‘Wed Jun 14 13:37:37 2017 Windows version 6.2 (Windows 8 or greater) G4bit

Wed Jun 14 13:37:37 2017 library versions: OpenS5L 1.0. 3 26 Jan 2017, LZ0 210

Wed Jun 14 13:37:37 2017 MANAGEMENT: TCF Socket listening on [AF_INET]127.0.0.1:25340
Egg jﬂz :II: ::ii;i; %:II; m OpenVPM - User Authentication (client) %{H}'I 54
Wed Jun 14 13:37:37 2017 M
Wed Jun 14 13:37:37 2017 M |samame: | |
Wed Jun 14 13:37:38 2017 M
Wed Jun 14 13:37:38 2017 M

Wed Jun 14 133738 2017 M | owerd: | |
[ ] 5ave password
QK Cancel
<
Disconnect Reconnect Hide

Wed Jun 14 13:37:37 20017 OpenVPMN 2.4.2 x86_64-whd-mingw32 [S5L (OpenS5L)] [LZ0] [L24] [PKCS11] [AE

«  Complete the 'Username' and 'Password' fields and click 'OK'.

+  After successful authentication, the client will be connected to DCF and a message will be displayed:

client is now connected.

; e 1:44 PM
® .= G20

The connection status of the user can also be viewed in the DCF admin console under 'Status' > 'SSLVPN
Connections' and under 'VPN' > 'SSLVPN Server'.

Connection Status and Control

User Asaigned IP Real IP RX/TX Connected snce Uptime Actons

Smih B8 LY WITAIIR 031 KB ELT KB Wad Jun 14 11.13:53 2007 41m g

See 'IPsec Configuration' for details about connecting networks to DCF.
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10.2  SSLVPN Client

The firewall can be configured to create secure tunnels to other SSL VPN servers and/or other DCF accounts to
serve as a gateway for the local network infrastructure. Each tunnel is constructed as a client to connect to different
servers through Gw2Gw setup.

The 'SSLVPN Client' interface displays a list of VPN client connections and allows admins to create new tunnels.
To open the 'SSLVPN Client' interface, click 'VPN'>'SSLVPN Client (Gw2Gw)' on the left menu:

e I
€oMopQ BoME 0o

Stan Cannsction name ontlane Remark Actians
cwed Sheuccounll Firwaal sccound 2 - ]

| Aadn an [l imper Prelic Fam VPN Asteas Seiver |

Lagard: [& Erabled jcich i Snskis Comntins (chek 1z arnbia) [ et [ Rumcas

SSL VPN Clients table - Column Descriptions

Column Description

Status Indicates the connection status of the tunnel. The possible values are:
«  Established - The connection to the external VPN server is enabled and live

«  Connecting - The connection is being established

«  Closed - The connection is terminated

Connection name The name given to the connection for identification.

Options Additional connection options, if any, specified during creation of the tunnel.
Remark A short description of the tunnel.

Actions Displays control buttons for enabling, editing and deleting the tunnel.

- The checkbox allows the administrator to switch the connection between enabled
and disabled states.

- Enables to edit the tunnel configuration. The pane for editing a tunnel is similar to
the pane for adding a new tunnel . See 'Creating a new tunnel configuration' for more
details.

B3 - Removes the tunnel configuration.

New tunnel configurations, and hence connections to different OpenVPN servers, can be configured in two ways:

»  Creating a new tunnel configuration
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+ Importing the configuration from the SSL VPN server
Creating a New Tunnel Configuration

Atunnel to connect to an external SSL VPN server can be added by simply specifying its hosthame, uploading its
server certificate and entering its access credentials. The configuration interface also allows the administrator to
specify advanced tunnel configuration parameters like fallback servers, device/connection types and so on.

Prerequisite - The server certificate of the external SSL VPN server needs to be exported as a PKCS#12
certificate and stored locally in the computer from which the DCF administrative console is accessed.

To add a new tunnel configuration
+  Click 'Add tunnel configuration'. The 'Add VPN tunnel' interface will open.

Add VPN tunnel

Conmaciion nans:

Conmect o 7

Upload certficate; 7 | Cheose Fie | Mo fie chosen

PECEF1E challenge password: ® 7

Username; # 7
Pagsword ®

Remark: ®

Advanced tunnel configiration =

m # This fiekd may be blank

+  Connection name - Enter a name to identify the tunnel

+  Connect to - Enter the host name or IP address of the external SSL VPN server in the following
format:

<hostname (in FQDN format)>:port:protocol or <IP address>:port:protocol
If the default port 1194 is to be used, you need not specify the port

Specify the protocol in lowercase letters. If the default protocol UDP is used, you need not specify
the protocol

+  Upload certificate - The server certificate of the external VPN server needs to be imported into the
client.

- If the external VPN server uses PSK type authentication, then the server's host certificate
needs to be uploaded to the client

« Ifthe external server uses client certificate type authentication, then the client certificate for
your user account, obtained from the external CA needs to be uploaded

+  Click 'Choose File' beside the 'Upload Certificate' and navigate to the location of the certificate
stored in the local computer or the network and click ‘Open'.

«  PKCS#12 challenge password - Enter the challenge password to access the certificate in the
'Challenge password' text box.

« Username/Password - If the external VPN server requires the username and password of your
user account to be entered to connect to it, enter the username and password.
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«  Remark - Enter a short description for the tunnel.

- If you wish to configure advanced configuration parameters for the tunnel, click the ">>' button beside the
'Advanced tunnel configuration'. Else click 'Save'. The SSL VPN client will be restarted and a new
connection will be established to the server specified.

Advanced Tunnel Configuration

Clicking the ">>" button will open the opens Advanced Tunnel Configuration pane.

Advanced tunnel configuratio

ﬁ Thia field may be blank.

Advanced tunnel co I'Iflg uraton

Connection configuration

Fallback VP servers: 7

Device type: T&P v
Connection typs: Routed *
NAT: 7

Block DHCP responses comang from funnel:

Use LZ0 compression: 7 7
Prodocol: 7 UpP v

- Fallback VPN Servers - If any fallback servers are setup for the primary VPN server, specify the
fallback servers in the same format used for the primary server.

«  Device type - Choose the type of the virtual-network kernel device used by the server. The choice
available are TUN and TAP.

+  Connection type - Choose the connection type if TAP network device is used. The options
available are 'Routed' and 'Bridged".

+  NAT - If the connection type is 'Routed’, choose whether are not Network Address Translation
(NAT) is to be applied. If applied, the host computers connected through this gateway client will be
hidden behind the firewall's VPN IP address. This configuration will prevent incoming connections
requests to the hosts.

+  Bridge to - If the connection type is 'Bridged', choose the internal network zone to which the
connection is to be bridged.

+  Block DHCP responses coming from tunnel - Select this option, if you wish to block the DHCP
responses from the network at the other side of the VPN tunnel that conflict with the local DHCP
server.

«  Use LZO compression - Select this option, if wish to apply lossless and high speed Lempel-Ziv-
Oberhumer (LZO) data compression to the traffic passing through the tunnel. The LZO
compression reduces the load on the tunnel.

- Protocol - Choose the protocol used by the external EasyVPN server. The default protocol is UDP.
If the UTM Appliance can access the Internet only through an upstream HTTP proxy then choose
TCP and ensure that the external server also uses TCP protocol. Enter the HTTP Proxy
parameters on choosing TCP.
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Block DHCP responses coming from funms

Use L20 compression 7

o

HTTP proxy configuratien 7
HTTP prosty: 7

Praxy useimams:
Prouy password:

Forge proxy wser-agent 7

«  HTTP proxy - specify the HTTP Proxy server in the same format used for the primary server.
- Proxy username / Proxy password - Enter the username/password to access the proxy server

«  Forge proxy user-agent - Enter the user agent string to be used by the UTM appliance to identify
itself as a browser to the proxy server, This is optional, and useful if the proxy accepts connections
only for some type of browsers.

+  Click 'Save'.
The new advanced parameters for the tunnel configuration will be saved.
Importing the Configuration from the SSL VPN Server

If the client configuration profile is available from the external VPN server for automatic configuration of the client,
then the simplest way of creating a new tunnel is by directly importing the configuration from the server. Upon
successful import of the configuration profile from the server, a new tunnel will be automatically created for
connection to the external server.

To import the configuration profile

+  Click 'Import profile from SSLVPN Access Server' from the SSLVPN Client interface. The 'Import VPN
tunnel from SSLVPN Access Server' pane will open.
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sl /

Status Connection name Options Remari

closed dfwaccouni2 Firewal accownl 2 u

| 4o wormet consguration (8 import Prosée from SSEVPH Access Server

Legend: |+*| Enabled (chck fo dmablz) Dhisafild (click bo enable) Edit u Remove

v

Import VPN tunnel from SSLVPN ACcess Server

Connection name. ?
Access Server URL: 7
Lsarmamse: 7

Password 7

Werify SEL carlificale: 7 5

Remark:

«  Connection name - Enter a name to identify the tunnel.

- Access Server URL - Enter the URL of the external SSLVPN server with the Remote Procedure
Call (RPC) configuration

«  Username / Password - Enter the username and password of your user account at the server.

+  Verify SSL certificate - If the server runs on SSL encrypted channel, select this option. The client
will check for the valid SSL certificate at the server in order to establish the connection. If the
server is implemented with a self-signed certificate, do not select this option.

+  Remark- Enter a short description for the tunnel.

«  Click 'Import Profile' after entering the details. The client will connect to the server and import the client
configuration file. A new tunnel will be configured with the imported configuration profile.

10.3  IPSec Configuration

This area allows administrators to configure IPsec tunnels between different networks and sites. Dome Cloud
Firewall supports the following types of connection:

+ Host to Net VPN - Allows remote mobile devices, desktops and laptops to securely connect to internal
networks

«  Netto Net VPN - Allows network to network IPsec VPN connections (also know as Site-to-Site VPN)

«  L2TP Host to Net VPN - Enables external clients using L2TP clients to connect to internal networks through
an IPsec VPN

To open the 'IPSec' interface, click 'VPN' > 'IPSec' on the left menu:
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W oA L L

Global Saltings

Ernabat
Zone LAN *

Crpnaamic [P Prscd Mebeors Sddrass T 182150 1. 128728 Ntz Trafic to this IF pool has %0 be Sened using the VPN frewall
I*] Debug opeons

Save

Connection Status and Contral
M Type Common name Aemark Srarss Actions

Cerifficate Authorkies

Hame Lubject ALTEONS
Foool G e Mol el

Host cerficane: HNot preseni

LA name Choows Fie | Mo fie chosen

Riesefing he VPN configu dlion will ienmove T roal CA, T hol cortfieale s 20 e i B s coimelnm

Administrators can use the interface to create, enable, configure and monitor IPsec connections, and to configure
authentication preferences. Authentication between IPsec connected interfaces can be implemented via certificate-
based authentication or by pre-shared key.

The interface contains three areas:
+  Global Settings
+  Connection status and control
- Certificate authorities

Global Settings

The 'Global Settings' area allows administrators to enable or disable the IPsec VPN service, to configure which
internal network zones can be accessed over IPsec and to specify the dynamic IP address pool that should be used
when assigning addresses to external clients. The 'Debug Options' area allows administrators to choose how much
information is included in IPsec events in debugging logs.
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Global Settings

Enabded L
Zone LAN ¥
Ciynamic IP Pool Mebaark AddressiCidr 192 168 1. 138726 Mede: Trafic to this 1P pool has 1o be fitzred using the VPN Trewall

1=l Debug options

Show the struchere of input measages

Shay the sirechure of oulpul messages

Shivs iriledaction with kernel IPest suppor (FLIPS)
Show inled action with DNS

- Enabled - Select the checkbox to enable the IPsec VPN service

«  Zone - Choose the internal network zone to allow external clients and networks to access through
the IPsec VPN

+  Dynamic IP pool network address/cidr - Specify the IP addresses for dynamic assignment to the
external clients in CIDR notation

«  Debug options - Allows the administrator to configure the level of detail recorded for IPsec events
in the debug log file in the event of connection failures. The log file is located at /var/log/messages
in the internal storage of the appliance. Click the '+' button to view the list of available options

- Click "Save' for your settings to take effect
Connection Status and Control

The 'Connection Status and Control' area displays a list of IPsec tunnels that have been added, their connection
status and controls for enabling, disabling and editing them.

Connection Status and Control
Hame Type Commoen nams Remark Status Actions
Smith Host (P5K) Road Warrior connechion CLOSED @ v [ |
Legend: :ﬂ] Restart o Shaow certificale m Diowmload cerificabs
| Enalied (click 1o disable) | | Disabled (chok to enabik) Edt B remove

IPsec Connection Status and Control table - Column Descriptions

Column Description
Name The name for identifying the connection.
Type Indicates the type of the tunnel and the authentication type used. The IPsec service

supports two types of authentication:

«  Pre-Shared key (PSK) - Requires username/password to be entered at the
client device

- Certificate - Requires the client certificate to be installed on the client and
entering username and password. The client certificate can be generated from
DCF and deployed in the client device.

Common Name If certificate type authentication is used, the Common Name fields included in the
certificate is displayed here.
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Remark A short description of the tunnel.

Status Indicates the connection status of the tunnel. The possible values are:
«  Established - The connection to the external client is enabled and live

«  Connecting - The connection is being established

«  Closed - The connection is terminated

Actions Displays control buttons for managing the tunnel.
E - Allows administrators to re-establish closed connections.

@ - Available only for connections with certificate type authentication. Click this icon to
view the client certificate.

3 - Allows the administrator to download the client certificate for deployment on to the
client machine.

- Allows the administrator to switch the connection between enabled and disabled
states.

- Enables to edit the tunnel configuration. The pane for editing a tunnel is similar to
the pane for adding a new tunnel . See adding a new IPsec tunnel configuration for
more details.

B3 - Removes the tunnel configuration.

Certificate Authorities

The 'Certificate authorities' area allows the administrator to manage the Root certificate / Host certificate or the
server certificate for authentication of remote clients connecting through the IPsec tunnel.

The external client/network can authenticate itself by using a client certificate:
+  That was generated by DCF and sent to the client ;
+  Generated by DCF by signing the certificate request received from the client; or
+  Obtained from an external CA.

Initially, no certificate will be available with DCF. If a new tunnel configuration is created with certificate type
authentication, the administrator should first generate self-signed root and host certificates or upload a server
certificate obtained from an external CA for deployment on to DCF. This certificate will be used to generate a new
client certificate for the client or to sign the certificate request received from the client.

Certificate Authorities

Hame Subject Actions
Rool Certiic ale: Mol present

Hoat cartificate: Mot present

CA name Choose File  No fie chosen - Upload CA Cerfficate

The following sections explain on:

+  Generating new self-signed Root/Host certificates

»  Uploading server certificate obtained from an external CA
To generate new self-signed certificates

«  Click 'Generate root/host certificates' . The 'Generate root/host certificates' pane will open. The pane allows
the administrator to create a new certificate or upload a previously generated certificated stored locally in
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PKCS12 format.

Generate root'host certificates

Qrganization nama: JCD Inc.

DiME FIREVWALL hostname: ip- 172-31- 3111 ug-west-2.compule intermal
Wour emal address. Adrmin@jeine_com

Your depariment: ® Sysiems

City- ® LA

Hate or province: * takernia

Country: United Stales v

Subject sk nanes ®
[subjectiiMame==mail* URI* DS * RID:*)

* Tha field may be blank.
WARNING: Generating the root and host certficaxies may take a long time. i can fake up to several minutes on older hardware Please be patiend

Upload PHCS12 file

Upioad PRES12 fie Choose Fie | Mo fil chosen

PRLCS1Z ke password; @

* Thi fiekl may be blank.

+  Organization name - Enter the name of your organization. This will appear in the 'Organization’
field of your certificate

- Dome Firewall hostname - Enter the IP address or host name of DCF.
+  Your email address - Enter your email address, to be included in the certificate

« Your department - Enter your department. This will appear in the ‘Organizational Unit' (OU) field of
the certificate

+  City - Enter your city

+  State or province - Enter your state or province

«  Country - Choose your country from the drop-down

+  Subject alt name - Enter the alternative host names of DCF, if any.
+  Click 'Generate root/host certificate'

Alternatively, if the administrator has any of the previously generated certificates stored in PKCS12 format, then the
certificate can be uploaded to the appliance, instead of creating new certificates.

To upload an existing certificate

+  Click the 'Choose File' button beside 'Upload PKCS12 file' and navigate to the location in the local storage
or the network where the certificate was exported and stored'

«  Enter the password entered while exporting the certificate
+  Upload PKCS12 certificate.

The certificates will be created and listed under 'Certificate authorities'

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 121



C1 - Dome Cloud Firewall=Admin Guide ~<como20

Sl /

Cerlificale Authorities

Hama Subject Actions
Roed Cenlicale C=U5 S=Caifornia L=L& 0=JCD Inc. OU=5ysiems CN=JCD Inc. CA E=admin@icinc com [:] m
Hoat certmicate C=US S=Calfornia O=JO0 Inc, OU=Systems CH=p-172-31-3- 111 us-west-2 compuse. mermal i M |

Legend: o Show certificate n Dowmdnad certificate

Ca narme [ Choose Fie | Mo fie chosen m

At a time only one certificate can be stored which serves for a single connection. If a new tunnel need to be
configured, the existing certificate and the connection using the existing certificate can be removed by resetting the
certificate store. The administrator can view the certificates by clicking the @ button or download the certificate by

clicking the B3 button. The downloaded certificates can then be exported to PKCS12 format for importing into DCF
in future.

To upload server certificate obtained from external CA
«  Enter the CA name for identification in the CA name text field.

«  Click the 'Choose File' button beside the text field and navigate to the location in the local storage or the
network where the certificate is stored and click 'Open'.

+  Click 'Upload CA certificate’.
The certificate will be imported into DCF.

Adding a New Tunnel Configuration
Three types of IPsec VPN Tunnels can be created in Comodo Dome Cloud Firewall:

+  Host to Net VPN - Enables mobiles, desktops and portable computers (a.k.a Road Warriors) to connect to
the internal networks

«  Netto Net VPN - For connection from external IPsec VPN servers enabling network to network VPN
connection (also called as Site-to-Site VPN)

« L2TP Host to Net VPN - Enabling external clients using L2TP clients to connect to the internal networks
through IPsec VPN

Note: In order to allow L2TP Hosts to connect to the VPN, the L2TP server must be enabled and configured in
DCF. See 'L2TP server Configuration' for more details. By default only one connection is allowed at a time for
L2TP/IPsec connection. To enable more number to users to connect simultaneously, the L2TP/IPsec user accounts
are to be added to the server. See 'IPsec / L2TP Users Configuration' for more details.

To create a new tunnel

«  Click 'Add' from the 'Connection Status and Control area in the 'IPsec 'interface.
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Status Actions

cLosen (W) [ a

Connection Type
Connection Type:
# Hoat-do-blet Vidual Prvate Nebwark (roadwarrior)
Het-to-MHet Virtual Private Network

LITF Hezt-to- Mat Virtual Private Metwork (roadwanmon uging L2TP)

The Connection type interface will open.

«  Choose the connection type and click 'Add". The interface for specifying the connection configuration
parameters and the authentication parameters will open. The interface is similar for all the three types of
connection, except for an additional parameter 'Remote subnet', if you are creating Net to Net connection

type. The interface contains two areas:

Connection Configuration

Connection configuration

Mame: Arctic Office Enabled:

Local Remote
Interface: Uplink main Remote host/P:
Local subnet: 152.168.0.0/24 Remote subnet:
Local ID: ® local_network Remote ID: ®
Options:

Extended Authentication (Xauth):

Dead peer detection action: Restat + 7

Remark ® VPN connection to Arctic Office|

D Edit advanced settings

Authentication

+  Name - Enter a name to identify the connection tunnel

10.100.11.11
152.168.111.01/32

arctic_network

«  Enabled - Select this checkbox if you wish the tunnel to be enabled upon creation. Do not select
this, if you just want to create the connection this time and enable it at a later time.

Local

+ Interface - Choose the uplink interface device connected to DCF, through which the external client
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should connect to the local network infrastructure

«  Local Subnet - This field is auto populated with the local sub network of LAN. If you want to specify
a different subnet, enter the address in CIDR format.

+ Local ID - Enter an identification string for the local network.

Remote
+  Remote host/IP - Enter the IP address or hostname of the external host or network
«  Remote subnet - The option is available only if you are creating ‘Net to Net' connection type.
Specify the sub network of the external network that can connect through the tunnel
«  Remote ID - Enter an identification string for the local network.
Options

- Extended Authentication (Xauth) - Select this option if you wish to enable extended certificate
based authentication for the remote client. You must install the client certificate on to the external
client, if you select this option.

- Dead peer detection action - Choose the action to be taken by DCF if the peer disconnects. The
options available are:

+  Clear - Disconnect the connection
+  Hold - Wait for the peer to reconnect
+  Restart - Restart the peer
+  Remark - Enter a short description for the connection

+  Edit advanced settings - Select this option if you wish to edit advanced configuration parameters of
the tunnel. The advanced parameters can be edited only after saving the tunnel configuration.
Refer to the section explaining editing advanced parameters of IPsec tunnel configuration for
more details

Authentication
The 'Authentication Settings' area allows the administrator to select the authentication type. If certificate

authentication type is chosen, the administrator can configure for generating the client certificate from this area. The
certificate will be available for download from the Connection status and control area.
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Authentication

Use a pre-shared key:

Upload a cerbficate request
Choose Fie  No e chosen
Upload a certficale )

Upload PECS12 file PRCS2 fle password

Paar is ientfied by efher IPY4_ADDR, FOQDN, USER_FQDM or DER_ASN1_DN strng in remede ID Hiekd

. Generate a certficate
User's full name o sysiem hesiname

User's emai address; # adminiZjcinc com

Users deparimant Syratems

Organizatisn name: ® JCD Ine.

City: ® LA

Staie or province: ® Cakfornia

Coowniry Unied Siales L

Subpect ait name |subkectatilame=emait ™ URL" NS RID:" ) ®
PECS12 e password:

PECS12 fie password { Confirmalion

# This field may be blank

+  Select the authentication type from the options available in this interface:

+  Use a pre-shared key - Select this option if you wish to apply PSK type authentication for the
remote client and enter the password to be used for authentication by the remote client.

Warning: It is recommended to not to choose PSK type authentication type for 'Host to Net' connection type.

The following options are for client certificate type authentication and will be available only if Root and Host
certificates are generated or a server certificate obtained from CA has been uploaded for the IPsec server in DCF.
Refer to the section Certificate Authority for more details.

+  Upload a certificate request - If the IPsec tunnel implementation in the remote host does not have
its own CA, a certificate request, which is a partial X.509 certificate can be generated at the host.
The certificate request can be transferred to the computer from which the administrative console is
accessed and uploaded to DCF. Dome Cloud Firewall will sign the request using its root certificate.
The signed client certificate will be available from the Connection status and control area, which
can then be transferred to the remote host and deployed. To upload a client certificate request,
select this option and click the 'Choose File' button. Navigate to the location where the request file
is stored and click 'Open.’

+  Upload a certificate - If the remote host already has a client certificate in X.509 format, the
certificate can be transferred to the computer from which the administrative console is accessed
and uploaded to DCF. To upload the certificate, select this option and click the 'Choose File'
button. Navigate to the location where the certificate file is stored and click 'Open.’

+  Upload PKCS12 file PKCS12 file password - If the client certificate is exported to PKCS format
from the remote host, the .p12 file can be transferred to the computer from which the
administrative console is accessed and uploaded to DCF. To upload the certificate, select this
option and click the 'Choose File' button. Navigate to the location where the certificate file is stored
and click 'Open.’

+  Peer is identified by either IPV4_ADDR, FQDN, USER_FQDN or DER_ASN1_DN string in remote
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ID field - Select this option if you wish the remote host is to be authenticated based on its IP
Address, domain name, or by other unique information of the IPsec tunnel entered in the Remote
ID field of the Connection Configuration area.

«  Generate Certificate - Select this option if you wish to generate a new client certificate for the
remote host signed by the Root certificate of IPsec server in DCF. Enter the parameters for the
certificate in the fields below. Upon generation, the client certificate will be available for download
from the Connection status and control area. The certificate can be transferred to the remote
host and deployed for authenticating itself to the server.

+  User's full name or system hostname - Enter the username or the hostname of the remote
host. This name will be included in the CN field of the certificate.

+  User's email address - Enter the email address of the user of the host.

«  User's department - Enter the department to which the en-user belongs.

+  Organization name - Enter the name of the organization to which the end-user belongs.
- City, State or province, Country - Enter the address details of the end-user

+  Subject alt name - Enter the alternative host names, if any, for the remote host.

«  PKCS12 file password - Enter the password for storing the certificate file in .p12 format and
re-enter it for confirmation in the next field. This password needs to be entered while importing
the certificate at the remote host.

«  Click 'Save'.

If you have chosen to edit advanced settings while creating the connection, the 'Advanced Connection
Parameters' interface will open after clicking 'Save'. Else, the connection will be added to the Connection status
and control area. The certificates generated can be downloaded and imported onto the remote host. The remote
host will now be able to connect to the sub network of the internal network specified under Connection Configuration,
by configuring the IPsec VPN connection at the host.

Editing Advanced Configuration Parameters of IPsec Tunnel Configuration

Warning: The Advanced connection parameters are automatically selected for optimal performance. It is
recommended to leave these settings to default, unless you are an expert and understand the risk of altering
encryption parameters.
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Advanced connection parameters

Internet Key Exchange protocol configuration

{:Zé 'rt * ‘:'IIE}AE DH group 16 (4096 bits) =

) 5 it) : : DH group 15 (3072 bits) —

IKE encryption IDES IKE integrity IKE group type DH aroun 14 (2042 bits (M
i DH group 5 (1536 bits)

IKE lifetime 1 hours

Encapsulating security payload configuration

AES (256 bit) = SHA1
) 5 it) i i
ESP encryption g[E}EéQB bit) ESP integrity MD5

ESP key life 8 hours

Additional options

Perfect Forward Secrecy (PFS)

D Negotiate payload compression

Internet Key Exchange (IKE) Protocol Configuration

|IKE Encryption - Select the encryption method(s) to be supported by IKE.

« IKE Integrity - Select the encryption algorithms to be used for checking the integrity of IKE data
packets

«  IKE group type - Select the group type of IKE packets
+ IKE lifetime - Specify how long the IKE packets are to be valid
Encapsulating security payload configuration

«  ESP Encryption - Select the encryption method(s) to be supported for encapsulation.

- ESP Integrity - Select the encryption algorithms to be used for checking the integrity of
encapsulated data packets

- ESP key life - Specify how long the encapsulated data packets are to be valid
Additional options
«  Perfect Forward Secrecy (PFS) - Select this option to enable perfect forward secrecy, so that the
keys exchanged during long-term connection sessions are protected from being compromised.

«  Negotiate payload compression - Select this option If you wish to allow compression of payload in
data packets.

«  Click 'Save' for your configuration to take effect.

The connection will be added to the Connection status and control area. The certificates generated can be
downloaded and imported onto the remote host. The remote host will now be able to connect to the sub network of
the internal network specified under Connection Configuration, by configuring the IPsec VPN connection at the host.

10.4  L2TP Server Configuration

Comodo Dome Cloud Firewall allows clients using Layer 2 Tunneling Protocol (L2TP) to connect via IPsec VPN
tunnel. The L2TP service needs to be enabled and configured in order to support L2TP clients.

«  Toopen the 'L2TP" interface, click 'VPN' > 'L2TP' on the left menu:
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COMODO DOME
F I R E W A L L

Sattings

LITF Server Enabied: -

Lone Lal v

[rynarrse 18 pool wdanl addrssy TEDIBE 1 1T Mofe: Trafic iz B IP pool bas o be Miered weng e WPH firewal
Dynamiz IF pod sad J0dress; 152, 16E.1.150

4] Debug oplese

- Enabled - Select the checkbox to enable the L2TP service

«  Zone - Choose the internal network zone to allow external clients and networks to access through
the IPsec VPN using L2TP

+  Dynamic IP pool start address/end address - Specify the IP address range for dynamic assignment
to the external clients that connect through L2TP

+  Debug options - Configure the level of detail recorded about L2TP events in the event of
connection failures. The log file is located at /var/log/messages in the internal storage of the
appliance. Click the '+ button to view the list of available options.

Sellings
L2TP Server Enabied: +
Zong LAN w
Crymamiz IP pocd start address; 192 16A.1,129 Hole: Traflic lo this IP pood has o be fkered using the VPR frewall
Drymamic IP pood end address; 192 168.1,190
Debug options

¥ Log AP debugging infoamalion

# Log network debugging information
Log state dabugging infonmation
Log unnel debugging nformation
Enable pq)pdebug_g'ng

«+  Click 'Save and restart'. The VPN server needs to be restarted for your configuration to take effect.

Multiple L2TP users can connect through the IPsec tunnel. See 'IPsec / L2TP Users Configuration' for details on
creating users.

10.5 IPSec/L2TP Users Configuration

The 'IPsec / L2TP Users' area allows you to add and manage user accounts for end users that connect to the IPsec
VPN tunnel.
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. Click 'VPN'> 'IPSec / L2TP Users' to open the 'IPSec / L2TP Users' interface:

DOME |
i s 00

User Conhguraton

Hame Femark Amgthentication Actions

JoBney Laer TR W ﬂ
Cpeen Uzer Faeckaum | a8
Liegemd: |w*| Erabded (chek o dialske) Disabbeed (eeh b @naliie ] Edl Piestaraie

Alist of existing user accounts will be displayed. The following details are available for each user:

IPsec / L2TP User Configuration table - Column Descriptions

Column Description
Name The name of the user.
Remark A short description of the account.
Authentication The authentication method used to identify the user to the VPN service.
Actions Controls for managing the account.

- Enable or disable the account's ability to connect via VPN.

- Edit the user account. The editing interface is similar to to the add new account
interface. See adding a new user account for more details.

EI - Removes the user account.

To add a new user account

+  Click 'Add account'. The 'Add new user' pane will open.
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User Configuration

Mame Remark Authentcafion Actions

Jominiy Ui L2TP # a
Clusen Uiser 1Psec-Xauth [+ |
Lepend: | Enabied (choh 1o osanie) || Disabied (CIGK 16 enabie) gm B remove

v

Add mew user

User Information
Usarnama: *

Pasaword: ™

erify password. ©
Remark

Authentication Methods
iFaec [Xauth)
iPsec (EAP

uTE
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User Information

«  Username - Enter the name of the user

« Password - Enter the password for the user to connect to the VPN and re-enter the password for
confirmation in the 'Verify password' field

+  Remark- A short description of the user account
Authentication Methods

«  Select the type(s) of authentication used by the user by selecting the respective checkboxe(s).

«  Click 'Save' The user will be added to the list. But for the user account to take effect, the IPsec / L2TP
server needs to be re-started.

+  Click 'Restart IPsec / L2TP server ' in the 'User Configuration' screen to enable the user.
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11 Viewing Logs

The 'Logs' module displays events that are currently taking place across all modules, allowing administrators to
effectively troubleshoot any problems and to stay informed in real time. Logs can be filtered according to date,
keyword or module.

e
COMODO DOME (7 %0)

R E W A L L

Frewall o+ Ehoa s log anly

SEPY L

b
WWenserier Shoe fils log aniy
Show this iog anly
h

Systen L

Salect s

Show seiecied wgs

The following sections provide more information on the logs area:
+ Realtime Logs - Viewing realtime logs of selected features.

«  Configuring Log Settings - Configure log settings such as view options, remote syslog server, life cycle of
log summaries and so on.

111 Realtime Logs

Comodo Dome Cloud Firewall can keep realtime logs of events from selected modules. The 'Live Logs' interface
displays a list of modules and their current events. Events pertaining to selected modules are displayed in a scrolling
window which is updated in real time. The window also allows you to filter logs to view events matching specific
criteria.

« Click 'Logs' > 'Live' to open the 'Live Logs' interface:

p——

COMODO DOME o0

F I AR E W A L L

Live Log Viewer

Firewal rd Show this o] only
Webseries Shoe s log only
SELVPN + Show s iog only

System - Show Tais log oy

Salerct sl

Show seiecied logs
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Realtime logs of the following modules are available:

«  Firewall - Log of connection attempts that were allowed or blocked by the Firewall. Click the '+ button to
view details such as IP / Port / MAC address of the source and destination, the connection protocol and
more.

+  SSLVPN - Displays events relevant to SSL VPN connections.

«  System - Displays events concerning changes in DCF system settings and network configuration.
To view the live logs

+  Click 'Logs' > 'Live" on the left-hand menu

+  Select the module(s) whose events you want to view.

+  Click 'Show selected logs'

Tip: You can add or remove modules in the live log viewer too. ‘

The 'Live Log Viewer" will open in a new browser window.

Settings
Pl How
Addisonal fitar: =
Slharas ire
P capuk: Fauks Haw Aubseral:
Live logs Decrease height Increase height

o B 0514 132 elfwatcounl2[ B33):
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017-05- 14 BS54 openypn] 12288]r TOPW_SERVER Ink remote 162.74.235,220 4244
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+  Click the '+ button at the right end of a log entry to view its details.

The 'Settings' pane of the live log viewer contains the filtering options and controls. The 'Live Logs' pane displays the
list of the current events relevant to the selected modules in forward or reverse chronological order and is
continuously updated realtime.

Settings
The Settings area contains the options and controls for the following:
Selecting Modules for viewing Logs

- Filtering the Log Entries

C1 - Dome Cloud Firewall - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 132



5
f

C1 - Dome Cloud Firewall=Admin Guide ~<como20

.-’/

« Pausing and Resuming the log updates
- Autoscrolling the Live Log Viewer
Selecting Modules for viewing Logs

The modules for which the live loges are displayed, are listed at the top right of the settings pane. Each module
name is highlighted by a color that indicate the log type. The log entries in the 'Live Logs' pane are highlighted with
the respective color of the log type.

To add or remove modules to view the logs

+  Click the 'Show More' link at the top right. A list of available modules will be displayed.

=2 oW Autoscrol: L

Settings

/
Bpe—s

| '@Hcl:uﬂl:r:

+  Select the modules for which you wish to view the live logs and deselect the modules for which you do not
wish to view the live logs

The realtime log entries corresponding only to the selected modules are displayed in the lower pane.
Filtering the Log Entries
The log entries displayed at the lower pane can be filtered by entering the filter criteria keywords.
To filter the log entries

«  Enter the keyword for primary filter in the 'Filter' text field

«  Enter the keyword for filtering the results from the primary filter, in the ‘Additional filter' text field
The realtime log entries will be filtered and displayed based on the entered filter criteria.
Pausing and Resuming the log updates

By default, the 'Live Logs' viewer is dynamically updated with the current events that are pertinent to the selected
modules. The administrator can temporarily stop the updates, for deeper analysis of certain events.

«  To pause the updates click the 'Pause now' button.
«  To resume updating, click '‘Continue' button.
Autoscrolling the Live Log Viewer

The dynamically updated live logs viewer automatically scrolls upwards to show the chronologically added latest
entries at the bottom of the list. If the autoscrolling is not enabled, the administrator can use the scroll bar at the right
to move the list upwards to see the latest entries.

- To enable autoscrolling, select the 'Autoscroll' checkbox
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Note: The 'Autoscroll' will be available only if the live logs viewer is configured to sort the entries in chronological
order, that is the latest entries added to the bottom of the list. If the live log viewer is configured to sort the entries in
reverse chronological order by selecting the option 'Sort in reverse chronological order' from the Settings interface,
the "Autoscroll' option will not be available. See 'Configuring Log Settings' for more details on configuring the log
viewer.

Changing height of the Log Viewer

The 'Live Logs' area displays the list of events pertaining to the selected modules and services. Each entry contains
the log type, the precise date and time of the event and the message describing the event. The administrator can
increase or decrease the height of the live log viewer.

« To view more number of log entries at once, click 'Increase height' repeatedly. The height is increased by
two entries for a single click.

« To view less number of log entries, click 'Decrease height'. The height is decreased by two entries for a
single click.

11.2  Configuring Log Settings

The 'Log Settings' interface allows administrators to customize the log viewers of various modules.
«  Toopen the 'Log Settings' interface, click 'Logs' > 'Settings' on the left menu:

Mumbar of ines o degly 15 Sort 1 ewveres chronslopcal arar

Firewall Lagging

Log packets wik BAD consheliafion of TCF dags: L4 Log HEW conrections without 57H flag o+

Log acceplesd s4Agoing conractione: L4 Log refyead packeis: -

The interface contains two areas:
+ Log Viewing Options
- Firewall Logging

Log Viewing Options

The 'Log Viewing Options' area allows the administrator to customize the log viewer screens of different DCF
modules/services.

«  Number of lines to display - Specify the number of log entries to be displayed in a single page in the log
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viewer.

«  Sortin reverse chronological order - The log entries are normally displayed in chronological order, that is
the latest entries added to the bottom of the page On selecting this option, the entries will be sorted in
reverse chronological order, that is the latest entries will be added to the top of each page.

Firewall Logging

The 'Firewall Logging' area allows the administrator to specify connection event types to be included in the 'Firewall
Logs', in addition to the usually logged events.

«  Select the event types from the options in this area:
+  Log packets with BAD constellation of TCP flags - Instructs Firewall to include packets with all
flags set, in the log.

+  Log NEW connections without SYN flag - Instructs Firewall to include all the new connections
without the synchronization flag, in the log.

+  Log accepted outgoing connections - Instructs the Firewall to include even the outgoing
connections that pass the Firewall from the internal network zones, in the log.

+  Log refused packets - Instructs the Firewall to include even the details of the packets that were
refused from the external sources, in the log.

+  Click 'Save' for your configuration to take effect.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or Linkedin.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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