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1.Prerequisites

1.1.Server Requirement

e Windows Server 2003 or Windows Server 2008
*  Exchange Server 2003 or Exchange Server 2007
»  Certificate Manager Server running under JRE 1.6 or JDK 1.6

1.2.Client Requirement

e Windows XP SP2/SP3 or Windows Vista SP1
e Qutlook 2003 or Outlook 2007

1.3.Modifications on Customer Side

»  Active Directory changes:

e Add one domain account (that will be used by CCM) and map 2 SPNSs to the account

*  Modify Default Group Policy or create new Group Policy to deploy auto enrollment script and install special
additional software

*  Network changes:

*  When CCM is deployed outside customer's network: map port 88 and 389 of Active Directory on gateway server
that will allow CCM to connect Active Directory

e Add a host mapping in local DNS for domain users to access CCM by domain name
*  Following are IP addresses of cert-manager.comodo.com from where access to ports must be allowed.
91.199.212.128/26

87.127.204.128/26
216.126.215.128/26

2.Kerberos Configuration

2.1.Prepare Windows Server

*  Create a new user for Certificate Manager
Create a new domain account “ccm” or any name you like for Certificate Manager on Windows Server.

Open up Active Directory Users and Computers snap-in, right click on Users object on the left panel and select New-
>User from menu. See figure 2.1.

Fill in the necessary properties in User Object Editor. See figure 2.2.
IMPORTANT: Do not use the same name as any existing computer name in Active Directory!

Right click on the created user ‘ccm' in Active Directory Users and Computers snap-in and click on Properties to open
up Properties dialog. Check user's logon name, for now CCM's user logon name should be 'ccm'. See figure 2.3.
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Figure 2.1 Open User Object Editor dialog

Mew Dbject - User

Createin:  test.com/Users
2

[ritials: I

Firzt name: Iaduser
Last name: I
Full name: Iaduser

Izer logon name:

Iaduser I (Shest.com j
Ilzer logon name [prewindows 2000]:
ITEST'a Iaduser
¢ Back | Mext » Cancel

Figure 2.2 Create a new account in Users Object Editor
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oduserproperies K|

tember OF | Dial-in I E nviranment I Seszionz
Femote contral | Terminal Services Profile | COk+ | M Attributes
General I Address Account | Prafile | T elephones | Organizatian

Ilzer logon name:

Iaduser I (@test. com j
Izer logon name [pre-indows 20007
|TESTS |aduser

Logon Hours. . LogOn To... |

[ Unlock account

Account optionz;

[~ User must change pazsword at next logon ﬂ
[~ Uzer cannot change passward

¥ Paszsword never expires

[ Store password using reversible enciyption ;I
—Account expires

% Mever

" End of: Friday . September 18, 2009 j

k. | Cancel Apply | Help |

Figure 2.3 ccm Properties dialog

*  DNS Configuration
Add CCM server into the Forward Lookup Zone.
Open DNS MMC, right click on your DNS in Forward Lookup Zones, select New Host. See figure 2.4.

Fill in Name and IP address in IP Host editor. See figure 2.5.
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NS Manager

File Action “iew Help

L ERE EEEN E=EIEEE

é DM Mame |
= 5 COMODOTEST | _msds
= [ Forward Lookup Zones T sites
__,_! _msdes, comoadaching, o T kep
= IJnIUI“d'L Ipdate Server Data File
__i :sites Reload . .
] tep Mew Hosk (A or ARAA)...
§ udp Hewlias (CHAME). . )
| DomainDns  Mew Mail Exchanger (Mx)... )
| ForestDnsg  Mew Domain... 3

| Reverse Lookup 20 Mew Delegation. ..
| Conditional Forwar|  Other Mew Records, .,
Global Logs

all Tasks L

Vi L

Delete
Refresh
Expork List...

Properties

Figure 2.4 Create a new host

Help

Mame (uses parent dormain name if blank):

I ccm

Fully qualified damain name (FODR):

I ccm.comodoching, com.

IP address:
| 172.10.10.17|

[T Create associated pointer (PTR) record

[ allow any authenticated user to update DNS recards with the
SAME OWNEE NamE

Add Host I Zancel

Figure 2.5 New Host Editor dialog

To ensure that your client can run auto enrollment script successfully, please set the Domain Controller's IP address (If DNS
service is installed on the same server) as the Preferred DNS Server on the client computer. See figure 2.6.
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Internet Protocol (TCPfIP) Properties @@

General

You can get IP settings azsigned automatically if wour network, supparts
thiz capability. Othenawize, you need to azk pour nebwork, adminiztrator for
the appropriate [P zettings.

(") Obtain an P address autamatically
()il ze the following IF address:

IP address: 172 .10 10 133
Subnet mazk: 2hh 285 285 240
Default gatewar: 172 .10 .10 142

{(®) Usze the following DS zerver addreszes;
Erefered DMS zerver: 172 .10 10 . 38

Alternate DMS server:

[ 1]8 H Cancel ]

Figure 2.6 Setup Preferred DNS Server

If everything is OK, run “ping ccm” command from the client computer to validate. See figure 2.7.

C:slUzers~zhoujian>ping ccm

Pinging ccm.comodocn.com [172.18.18.18]1 with 32 huytes of data:
Reply from 172.18.18.18: bytes=32 time=5msz TTL=63

Reply from 172.18.18.18: bytes=32 time=11lms TTL=63

Reply from 172.18.168.18: bytes=32 time=2msz TTL=64

Reply from 172.18.168.18: bytes=32 time=2msz TTL=64

Ping statistics for 172.10.18.18:

Packetz: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 2Zms, Maximum = 1ims,. Average = Sms

Figure 2.7 Ping ccm server

*  Create keytab file and add new Service Principal Name

In Windows Server 2003, ktpass command is not installed by default. You should install Windows Support Tools on the
Domain Controller to get ktpass command.

Use ktpass command to create the user keytab file for the ccm server.

ktpass -princ HTTP/[CCM_DOMAIN_NAME]@[REALM_NAME] -mapuser [DOMAIN_USERNAME] -crypto DES-CBC-
MD5 -ptype KRB5_NT_PRINCIPAL -mapop set +desonly -pass [PASSWORD] -out ccm.keytab

CCM_DOMAIN_NAME: host name in the DNS Forward Lookup Zone.
REALM_NAME: Windows Domain name.
DOMAIN_USERNAME: user name created for Certificate Manager server in chapter 2.1.

Comodo Certificate Manager Windows Auto Enroliment Setup Guide | © 2014 Comodo CA Limited | All rights reserved 7
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PASSWORD: password of the user created for Certificate Manager server in chapter 2.1.
For example:

ktpass -princ HTTP/ccm@TEST.COM -mapuser aduser -crypto DES-CBC-MD5-ptype KRB5_NT_PRINCIPAL -mapop
set +desonly -pass password -out ccm.keytab

Use setspn command to set Service Principal Name for the user ‘aduser'

setspn -a HTTP/[FQDN] [DOMAIN ACCOUNT]

FQDN: Full Qualified Domain Name of CCM server in the DNS Forward Lookup Zone.
For example:

setspn -a HTTP/ccm.test.com aduser

Run 'setspn - aduser' to check the Service Principal Names for user aduser.

. Addministrator: C\Windows' system32 cmd.exe

zepr aduser —ptype KRBS_NT_PRINCIPAL —mapop set +desonly —pass fuhl23t'E@EH —out cm.
keytah

Targeting domain controller: serverl.test.com

Uszing legacy password setting method

Successfully mapped HITPAccm to aduser.

Key created.

OQutput keytah to cm._keytah:

Heytah verzion: BxL5B2

keyzize 44 HTITP/comPTEST.COM ptype 1 C(KRBS_NT_PRINMCIPALY> vno 8 etype Bx3 (DES-CB
C—HMD5 > keylength 8 <(Bxecal8Peabldf732f>

Account aduser has been set for DES-only encryption.

C:sUsepssAdministrator>ktpass —princ HITP/cemBTEST .COM —crypto DES-CBC-MDS —mapui

CzswUsepssAdministrator*setspn —a HITPAccm.test.com aduser

Registering ServicePrincipalMames for CH=aduser, CM=Uszers . DC=test, DC=com
HTTP/ccm.test .com

Ipdated obhject

CsUsers“Administratorrsetspn —L aduser

Registered ServicePrincipalMames for CH=aduser,CH=Users.DC=test.DC=com:
HTTP/ccm.test.com
HTTP. ccm

CsUsers“Administrator’>

Figure 2.8 Create SPNs for CCM server

*  Use keytah.bat to create keytab file automatically
Before running keytab.bat make sure you have ktpass command installed on server.

Open up Command Prompt window, navigate to the directory where keytab.bat resides in, run keytab.bat and following
the questions as shown in Figure 2.9.

Comodo Certificate Manager Windows Auto Enroliment Setup Guide | © 2014 Comodo CA Limited | All rights reserved 8
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domain name of certificate manager server? (Default: ccocm?
the Windows Domain name? test.com
the domain user name? aduser

password of the domain user name? Fuwhl23tE#

output keytah file path and name? ahbc.keytah

Targeting domain controller: serverl.test.com

Using legacy password setting method

Successfully mapped HTTP/ccm to aduser.

Key created.

Output keytabh to abc.keytah:

Keytabh version: Bx562

keysize 44 HTTP-ccmBTEST.COM ptype 1 CKRBS_NT_FPRIHNCIPAL> vno 7 etype Bx3 (DES-CB
C—MD5>» keylength 8 (BxecalB8Feabldf732f>

Account aduszer has been set for DES—only encryption.

Registering ServicePrincipalHames for CH=aduser.CH=Users.DC=test.DC=com
HTTP-ccm.test.com
Updated obhject

Registered ServicePrincipalHames for CH=aduser.CH=lUsers.DC=test.DC=com:
HTTP-/ccm.test.com
HTTP-ccm

Figure 2.9 Create keytab automatically
Copy the generated keytab file to the CCM server.
(for example : /home/daniel/ccm.keytab in Linux System)

After ktpass executes successfully, aduser's properties will change to HTTP/ccm. See figure 2.10.

Comodo Certificate Manager Windows Auto Enroliment Setup Guide | © 2014 Comodo CA Limited | All rights reserved 9
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oduserproperies K|

tember OF | Dial-in I E nviranment I Seszionz
Femote contral | Terminal Services Profile | COk+ | M Attributes
General I Address Account | Prafile | T elephones | Organizatian

Ilzer logon name:

IHTTF'.-"I:I:m I (@test.com j
Izer logon name [pre-indows 20007
|TESTS |aduser

Logon Hours. . LogOn To... |

[ Unlock account

Account optionz;

[~ User must change pazsword at next logon ﬂ
[~ Uzer cannot change passward

¥ Paszsword never expires
[ Store password using reversible enciyption ;I

—Account expires
% Mever
" End of: Friday . September 18, 2009 j

k. | Cancel | Smply | Help |

Figure 2.10 ccm's Properties dialog

2.2.Create/Modify login.conf in Certificate Manager

Access CCM SuperAdmin page, open Settings/Autoenrollment Tab.
Click “Add"/ “Edit” button to add/edit KDC configuration to login.conf.

After making changes to properties here, click the “Save” button to apply. The login.conf file in CCM/conf will be
created/updated. See figures 2.11 and 2.12.

COMODO | certificate Manager

Creating Trust Online™

Admin Customer Sefings Notification Tracking

SSL Types EULA Global Access Control Config Properties S5L Roots White-labeled domain KUIEKU Autoenrollment Accou
Domain Name Keytab File Name Service Principal Name Cc
de.com Ihomellscikeytab/fif keytab HTTP/certmgr.de.com@DE.COM |:
ny.com /home/lscikeytab/abc keytab HTTP/ccm.ny.com@MNY.COM |:

Figure 2.11 Autoenrollment view
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Edit Autoenrollment Domain

Domain Mame:* de.com

Keytab File Mame:* fhome/lsc/keytab/fff keytab

Service Principal Name* HTTP/certmagr.de.com@DE.COM

| ©OK || Cancel |

Figure 2.12 Add/Edit Autoenrollment properties

Domain Name : Windows Server's Domain name.

Keytab File Name : Keytab file location and name.

Service Principal Name : principal should be the one defined in the above ktpass command.

IMPORTANT: If CCM will be deployed under Windows system, please change the file path form to Windows form.

e.g. "C:/kerberos/ccm.keytab”

2.3.Configure Active Directory Properties in CCM Server

Certificate Manager server will use the user ‘ccm’ (that created above) to access Active Directory.

You can add/create Active Directory properties in Customer page under Settings/AD Server tab. See figures 2.13 and
2.14.

COMODO | Certificate Manager

Creating Trust Online™

Certificates Management Settings Report Admin Management Logout
Organizations Domains Maotifications Encryption Access Control SSL Types Certificate Discovery AD Server E-n
Domain AD Server Port  Use SSL Organization/Department Setup By Comodo Ci
de.com (Default) 172.0.2.189 0 O System Yes |:
test.com 172.0.0.123 0 O Mo i
[ add |[ Refresh | [ importfrom C5V | 15 rowslpage 1-2outof2| == |[
Figure 2.13 AD Server view

You can import your AD servers from CSV. Also you can click the 'Verify' button to verify if the AD server can be
connected successfully or not.

Upon clicking 'Edit' button, you can enter all the properties in the pop up window:

Comodo Certificate Manager Windows Auto Enrollment Setup Guide | © 2014 Comodo CA Limited | All rights reserved 11
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AD Server Properties

Domain:® de.com

AD Server Address* 172.0.2.189

AD Server Port™ 0

Set as Default:

Users Base DN:* CN=Users,DC=de,DC=com
Login User DM CN=ccm,CN=Users,DC=de,D

Login Password:™* 111111771}

Use S5L; I

| OK || Cancel |

Figure 2.14 Setup AD server properties
Domain: the domain name use for auto enroliment
AD Server Address: Active Directory Server's IP address or DNS name
AD Server Port: Active Directory Server's LDAP port, default port 389 for non-SSL port and 636 for SSL port)
Set as Default: Mark current AD Server as Customer's default
Users Base DN: Distinguish Name of the user object in Active Directory
e.g. CN=Users, DC=comodo, DC=com
Login User DN: Distinguish Name of the user you just created in Active Directory
e.g. CN=ccm, CN=Users, DC=comodo, DC=com
Login Password: password of the user you've just created in AD for ccm server
Use SSL: check it if you want to use SSL to access Active Directory
(You have to enable SSL access for Active Directory first)

IMPORTANT: You must mark at least one AD Server as default. If CCM can't find ADServer that bind to your
organization during auto enrollment, CCM will use the default one.

To bind AD Server to organization:

Access CCM Customer page, open Settings Tab and then Organizations Tab, press Edit button. See figure 2.15.

Comodo Certificate Manager Windows Auto Enrollment Setup Guide | © 2014 Comodo CA Limited | All rights reserved 12



COMODO

Creating Trust Online®

Organization Mame:™* System

Organization Unit:

Address1:* Street 1, 2
Address2: Street 2, 2
Address3: Street 3, 3
City:* SkyCity
State/Province:* AL

Postal Code™ 10001
Country:™ us

Active Directory Server: | 172.0.2.189 / CN=Users,DC=de,DC=... & | [0rgid]

Mone
ACL 172.0.0.123 / CN=New York,DC=liu...
172.0.2.189 / CN=Users,DC=de,DC=...

| ©OK || cancel |

Figure 2.15 Bind AD Server

2.4.Synchronize Time between CCM Server and Domain
Controller

If CCM server manages one Windows domain, just need CCM server to synchronize time with Domain Controller; If CCM server
manages multiple domains we need all Domain Controllers and CCM server to synchronize time with one global NTP server.

2.5.Restart Comodo Certificate Manager

If everything is OK, Windows domain user can visit the auto enrollment service now.
IMPORTANT: Access from the outside to the Windows domain will get an error message:

“This request requires HTTP authentication ().”

3.Deploy Script on Windows Server

3.1.VBScript Properties Configuration

Edit autoenroll.conf in vbscript package:

requestpath : Certificate Manager auto enrollment service URL

issusername : issuser name in certificate which will be issued by Comodo CA
days(optional) : days left before certificate's expiration date

e.g. If the value is 20 and expiration date is 6/30/2008, then on 6/10/2008 vhscript will

enroll new certificate and revoke the old one.

Comodo Certificate Manager Windows Auto Enrollment Setup Guide | © 2014 Comodo CA Limited | All rights reserved 13
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domainname: Windows Domain Name
customeruri : Customer's uri in CCM

orgid(optional): Organization id in CCM

3.2.0pen Group Policy Editor

¢ In Windows Server 2003 EE

Open Active Directory Users and Computers Snap-In. See figure 3.1.

"'5’ Active Directory Users and Computers

@ File  Action Miew Window  Help

e | EE B XER @

@ Active Directory Users and Computer Program Dat

-] Saved Queries "
: Er I anne
= D B Egljgate Contral...

D o nd, .,

@ Dic Conneckt ta Domain, . .
D Fr  Sonnect to Domain Contraller. .
&[] Lo Réise Domain Functional Lewvel...
D Mi ‘Dperations Masters. ..

%__r:-l [ew
+-[_iPr
Sl A Tasks b
|:| Py ask
“o[ A Us pesw Windaw From Here

Refresh

g
Help

Figure 3.1 Open properties dialog of domain
Right click on the domain name->Properties

Properties dialog will pop up. See figure 3.2.

COMODO
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/

testserver.com Properties

General | Managed B_I,II I:Il:uiectl Seu:urit_l,ll Group F'u:uliu:_l,ll

@ testzerver. com

Damain name [pre-twindows 2000]; ITESTSEH‘JEH

Deszcriptiorn;
Il

Domain functional level:
Windows 2000 mixed

Forest functional level:
Windows 2000

] I Cancel Apply

Figure 3.2 Domain properties

Select Group Policy tab then Choose Default Domain Policy and Click Edit See figure 3.3.

IMPORTANT: If modification of Default Domain Policy is not acceptable, you can create new Group Policy Object for
this.

Group Policy Object Editor will pop up. See figure 3.4.
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testserver.com Properties ﬂ |

Generall kanaged E!_I,II I:Il:niec:tl Securty  Group Policy |

To improve Group Policy management, upgrade to the Group Paolicy
b anagement Conzole [GPMLC].

i
Current Group Palicy Object Links for testzemer
S

Group Policy Object Links | Mo Overnde | Dizabled |
Default Cromain Palicy

Group Policy Dbjects higher in the list have the highest priority.
Thiz izt abtained from; test? testzerver. com

New | agd. | Up |
Options. .. | Delete... | [t |

™ Block Palicy inheritance

] | Cancel | Spply |

Figure 3.3 Open Default Domain Policy

'jiti Group Policy Object Editor

Eile  Action  Mjew Help

===

Default Dormain Palicy [k
Computer Configuration
[#-(_] Software Settings
[:l Windows Setkings

: [:l Adrministrative Templates
El@ Iser Configurakion

[:l Software Settings
[:l Windows Setkings
[:l Adrministrative Templates

E Default Domain Policy [testcomo-T71acfc.comodocn.com] Policy

Select an itern ko view its descripkion. Marne I
C-:umputer Configuration

@ Iser Configuration

1] | 2N Extended A Standard /

Figure 3.4 Group Policy Object Editor

¢ In Windows Server 2008

Open Group Policy Management, navigate to Forest->Domains->your domain->Group Policy Objects, right click on
Default Domain Policy and click Edit. See figure 3.5.
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f.

E: Group Policy Management

5k File  Action  Wiew Window  Help

& | 2maod|Xe | HE
_%g Group Palicy Management
= ‘S g?;_ﬂ?;lﬂdmhma'mm Scope I Detailsl Settingsl [
= 35_:_1 comodoching, com Links
i Defaulk Domain Policy
= 2] Domain Controllers
i/ Default Domain Controllers | - The fallowing sites. domains.
2 | Microsaft Exchange Security 3
= [t Group Policy Objects
_Ej Defaulk Domain Controllers
Defaulk Domain Palics
% WMI Filters M—
5] Starter GPOs R Status y—
E _— _ i Back Up. .. !
sii aroup Policy Modeling GPO can
) aroup Palicy Resulks Restore Fr-:urn B o, =
= Import Setkings. ..

Save Report... Uszers

Detault Domain Policy

Dizplay linkz in this location:

Location =
';"ﬂ cormodoching, com

View L4
Mew Window From Here

Copy J E—

Delete
Rename he fal
Refresh ool
n Help
|O|:uen the GPO editor
Figure 3.5 Group Policy Management
H Group Policy Management Editor M=l E3

File  Action Yiew Help

e 2| | NERERN 7 s

JEIl C=F aul: Domain Policy [CO
[= sl Computer Configuration
| Palicies
| Preferences
= 4%, User Configuration
| Palicies
| Preferences

1] | i % Extended A Standard /
| | |

Figure 3.6 Group Policy Management Editor in Windows Server 2008

CLoT B Default Domain Policy [COMODOTEST.comodochina.com] Policy
Marne I
i Cormputer Configuration

’ﬁ_‘_} ser Configuration

Select an item bo view its descripkion,

3.3.Edit Logon Script Properties

Open logon script properties, click User Configuration->Windows Settings->Scripts->Logon

In Windows Server 2008 click User Configuration->Policies->Windows Settings->Scripts->Logon
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f.

Eile Action Wew Help
&= | HmlEBE @2

j:j Default Domain Policy [kestz testse
- Al Computer Configuration
=-Z3 SqFtware Sett.lngs Logon
B[ Windows Settings

- B0 Administrative Templates Display Properties
EQ User Corfiguration

D Software Settings

EID Windows Settings

: Remote Installation Ser
s (ogoniLogor)]
o Security Settings

[_7] Folder Redirection
-@ Internet Explorer Mainl
-7 Administrative Templates

Descripkion:
Conkains user logon scripks,

< | 1% Extended £ Standard Vi

Figure 3.7 Open Logon Properties
Logon Properties dialog will pop up. See figure 3.8.

Logon Properties

Scriptz |

Logon Scnptz for Default Domain Policy

M ame | Parameters |

Up

(o

Edit...

Il

Bemowve

To view the soript files stored in this Group Policy Object, press
thie button below.

S Files, ﬁg

Figure 3.8 Logon Properties

k. Cancel Apply
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In figure 3.8 click Show Files will open the default script directory, see figure 3.9.
Copy all script files into this directory.

Script File List;

autoenroll.conf

certadmin.dll

certcli.dll

certreq.exe

certutil.exe

ExchangeEnroll.vbs

IMPORTANT: Both autoenroll.conf and ExchangeEnroll.vbs should be updated to Windows Server when there is new
version.

[ C: WINDOWS',SYSYOL' sysvolitestserver.com' Policies', {31B2F340-016D-11D2-945F-00C04FB984F 9} USER ' Sc

File Edit ‘“iew Fawvorites  Tools  Help | .""_l’

Qeack - ) - ¥ | ) Szarch [~ Folders | & @ X g | =

Address I[El CAWINDOWS Sy VoL svsvolitestserver, com|Policies| {31 B2F 340-0160- 1 1 D2-945F-00C04FBI84F 91 USER | ScriptsiLogon j [Ea] | Links *

Mame = | Size | Type | [iake Modified | Aktribukes |
|® Fautoenval conf KB CONF File 5/30/2008 14:45 A
certadm. di 87KE Application Extension  1/19/2008 00:00 A
certcl.dl ZZ20KE  Application Extension  1/19/2008 00:00 i
%certreq.exe 132KE  Application 1/19/2008 00:00 [
%certutil.exe £33KE  Application 1/19/2008 00:00 [
ExchageEnroII.vbs 12ZKE  VEScript Script File 5/30/2008 16:25 A

Figure 3.9 Logon script directory
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Logon Properties

Scripts |

Logon Scriptz for Default Domain Policy

Add a Script EH

Script M ame;

IE:-:::hageE il whs

Script Parameters:

! I

k. Cancel

T o wiew the zcnpt filez ztored in thiz Group Policy Object, press
the button below.

Show Files...

OF, Cancel Apply

Figure 3.10 Add a Script to Logon process
Add ExchangeEnroll.vbs script to Logon Scripts for Default Domain Policy. See Figure 3.10.

3.4.Distribute capicom.dll

«  Create a Distribution Point
To publish or assign a computer program, you must create a distribution point on the publishing server:

*  Log on to the server computer as an administrator.

»  Create a shared network folder in which to place the Microsoft Software Installer (MSI) package that you want to
distribute.(For example : ¢:\dist\ copy capicom.msi to this directory)

e Set permissions on the share to allow access to the distribution package.
e Assign a Package

*  Click the Group Policy tab, select the group policy object that you want, and then click Edit. See figure 3.11.
e Under Computer Configuration, expand Software Settings.
*  Right-click Software installation, point to New, and then click Package.

* Inthe Open dialog box, type the full Universal Naming Convention (UNC) path to the shared folder that contains
the MSI package that you want. See figure 3.12.

e.g. \ltest2\dist\capicom.msi
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'iii Group Policy Object Editor
File  Action Miew Help

«» OER 2o

::_‘j' Default Domain Policy [test?.testse B Software Settings
-EA Computer Configuration

Software Settings . L L
: ST "—"3 . Select an item to view its description, Mame

- Software installation [JSoftware installation
(] Windows Settings

[ Administrative Templates
A\ User Configuration

D Software Sethings
[:I Windows Sektings
-7 Administrative Templates

1] _’I Extended /4 Standard /

Figure 3.11 Open Software Installation

IMPORTANT: Do not browse to the location. Ensure that you use the UNC path to the shared folder. See figure 3.12.

Lock in: I.__F)' dist or test2 | QX 2 [E-
@capimm.msi

by Documents

=

ty Computer

File namme:  CADICONY. j Open

Files of twpe: I"-.-k-"inu:lu:uws Imstaller packages [* ma) - I Cancel |
E

Figure 3.12 Select capicom.msi
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*  Click Open and Click Assigned, and then click OK. The package is listed in the right pane of the Group Policy

window. See figure 3.13.
oup Po Obije dito _|Of =

File  Action Yiew Help

= | BEFEE 2@E

j:j Default Domain Policy [test2 testse
E| @ Computer Configuration

(L] software Settings
-l Software installation
(L] Windows Settings
i [Z Administrative Templates
Eﬁ User Configuration
[#-[] Software Settings [}5
(L1 Windows Settings
-1 Administrative Templates

Figure 3.13 capicom.msi is added to Group Policy

»  Close the Group Policy snap-in, click OK, and then quit the Active Directory Users and Computers snap-in. When the
client computer starts, the managed software package is automatically installed to default install path C:\Program
Files\Comodo\Capicominstaller\

3.5.Set Trusted Sites Policy

Open Group Policy Object Editor, go to Computer Configuration->Administrative Templates->Windows Components->Internet
Explorer->Internet Control Panel->Security Page

(In Windows Server 2008 navigate to Computer Configuration->Policies->Administrative Templates->Windows Components-
>Internet Explorer->Internet Control Panel->Security Page)

'ifii Group Policy Object Editor =] E3
File  Action Miew Help
= = | =B
_':?j Default Domain Policy [testcomo-71adfc.comod - | @8 Security Page
E@ Computer Configuration
=0 So.ftware Sett.lngs Site to Zone Assignment List Setting -
[:I Windows Settings o | CInternet Zane
ED Adrinistrative Templates Display Properties | CLocked-Down Internet Zone
=1 Windows Components [Cntranet Zone
[:l MebMeetin Requirements:
; g D
EID Tnternet Explorer at least Inkernet Explorer w6.0 in Locked-Down Intranet Zone
= (3 ntermet Contral Parel Windaws %P Service Pack 2 or [ ATrusted Sites Zone
T = Windows Server 2003 Service Pack 1 _ ’
153 Security Pags DLocke.d Dc-w!w Trusted Sites Zone
..... T Tt Tone Description: Olrestricted Sites Zone
..... (23 Locked-Down Inter This p-:li-:vl_s?:ttifng_tallc-t\lljs Eﬂ:u ko X gLocked-Dc-wn Restricted Sites Zone
_____ manage & lisk of sites that you wan Lacal Machine Fone
(3 Intranet Zone to associate with a particular security = (ClLocked | i
""" % Locked-Dovwn Intral zone. These zone numbers have Locked-Davwn Lacal Machine Zone
----- Trusted Sites Zone associated security settings that Site =
----- ([ Locked-Down Trust | apply to all of the sites in the zone, @ Intranet Sites: Include all Tocal (intrane sites not listed
""" [ Restricted Sites Zar Internet Explarer has 4 security ﬁ Intranet Sikes: Include all sites that bypass the proxy se
""" [ Locked-Dovin Restr zones, numbered 1-4, and these are @ Intranet Sikes: Include all network paths (UMCs)
----- 8 Lacal Maching Zone used by this policy setting tho ﬁ‘ Internet Zone Template
..... Locked-Diowwn Local associate sites bo zones. They are:
[ Advanced Page (1) Intranet zone, (2) Trusted Sites @ Intranet ;one Template
) Security Feat zone, (3} Internet zone, and (4) 5 Trusted Sites Zone Template
- ey Features Restricted Sites zone. Security 4 Restricted Sites Zone Template
----- (23 Application Compatibility settings can be set for each of these @ Local Machine Zane Template
----- (L Event Viewer zones through other policy settings, ﬁ )
_____ (] Internet Information Services and their !:IeFault settings are: Locked-Down Local Machine Zone Template —
_____ {3 Security Center Trusted Sites zone (Low kemplate), ﬁ Locked-Down Internet Zone Template
(] Task Schedul Inkranet zone (Medum-Low @ Locked-Down Intranet Zone Template
..... Task Scheduler template), Internet zone (Medium I Arkad-Miamn Trickad Sikae Tama Tarnnlaba hal
-] Terminal Services - EemEIate), Iand\R?sEricted ?ites Ec-ne -| ﬁ‘ - | »
o _I A Y e
1] | 4 Extended A Standard /

Figure 3.14 Open Site to Zone Assignment List

On the right panel, double click on Site to Zone Assignment List to open properties dialog. See figure 3.15.
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/

/

/

Site to Zone Assignment List Properties ﬂ |

Setting | E:-:plainl

@ Site bo Zone Azzignment List

" Mot Configured
¥ Enabled
(—
" Disabled

Enter the zone azsignments here, |

Supported on:  at least Internet Explorer «6.0 in Windows %P Service ...

Brewious Setting | et Setting |

] I Cancel | Apply |

Figure 3.15 Site to Zone Assignment List Properties

On properties dialog check Enabled and press Show... button to open Show Contents dialog. See figure 3.16.

Show Contents

Enter the zone aszignments here. Ok,

YWalue Mame | Y alue |

Cancel

il

i
o
=
(=]
=
{11

Figure 3.16 Add new zone assignment
Click Add.. to add new site to zone. See figure 3.17.
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Add Ttem i x|
Enterthe name of the item to be added: | oK I
https://certmagr.de.com: 8443 |
I ps:/ cetmgr.de.com P

Enter the value nftheitgm to be added:

{1

Figure 3.17 Add item

Enter Certificate Manager Server's URL in name field and put value 2 in value field, or value 1 for Windows Server 2008. Then
press OK.

Add the same item in User Configuration->Administrative Templates->Windows Components->Internet Explorer->Internet
Control Panel->Security Page

(In Windows Server 2008 navigate to User Configuration->Policies->Administrative Templates->Windows Components->Internet
Explorer->Internet Control Panel->Security Page)

3.6.Deploy Trusted Root Certificates

Import Comodo CA's root certificate and CCM server's certificate to Group Policy.

Open Group Policy Object Editor, go to Computer Configuration->Windows Settings->Windows Security Settings->Public Key
Policies->Trusted Root Certificate Authorities

(In Windows Server 2008 navigate to Computer Configuration->Policies->Windows Settings->Windows Security Settings-
>Public Key Policies->Trusted Root Certificate Authorities)

NEEI e

Default Domain Policy [kestcomo-71acfe, comodocn. com] Polic + | | Issued Ta #
@ Compuker Canfiguration

[+ Software Settings

=27 Windows Settings
Scripks (Skartup)Shutdown

There are nao i

=58 Security Settings
-2l Account Policies
&1 28] Local Policies
Event Log
-8 Restricted Groups
-8 System Services
&8 Registry
-8 File System
B Wireless Metwark (IEEE 802,11) Palicies
[=1-|27 Public kev Palicies
[ Encrypting File System
I:l Automatic Certificate Request Settings
E& FTrusted Rook Certification Autharities

(] Enterprise Trust [ mport.. |

Soft Restrickion Polici
-2 5ol wan.a sl ru: ion I:III:I.ES . Al Tasks N
EEI--*@ IP Security Paolicies on Active Direckary (o
[ T e T N ARSI S ST WP P PN TP I Yicw b J
a certificate to a store Refresh

Figure 3.18 Navigate to Trusted Root Certificate Authorities
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Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate krusk
lists, and certificate revocation lisks From wour disk to a
cerkificate store.

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains infarmation
used to prokect data or to establish secure network,
connections, & certificake skore is the swstem area where
cerkificates are kept,

To continue, click Mext,
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Figure 3.19 Certificate Import Wizard

Certificate Import Wizard

File to Import

Specify the File wou want ko impark,

File name:

CDocuments and Settings)adminiskrator Desktophliginafen, cer

Mote: More than one certificate can be stored in a single file in the following Formats:
Per=onal Information Exchange- PECS #12 ( PFX, .P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (L P7E)

Microsaft Serialized Cerkificate Stare [L55T)

<« Back Hexk = Zancel

Cancel |

Figure 3.20 Select certificate file to import
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Certificate Import Wizard

Certificate Store

Cettificate stares are system areas where certificakes are kept,

Windows can automatically select a cerkificate stare, or you can specify a location For

™ automatically seleck the certificate store based on the kvpe of certificate

% Place all certificates in the Following store:

Certificate store:

Trusted Rook Certification Authorities Browse, ., |

< Back. I Mexk = I Cancel

Figure 3.21 Select certificate store

Certificate Import Yizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settﬁs:

tificate Sk d b 1§ Trusted Root Certific,
Conkent Certificate
File Mame ChDocuments and e

1| | |

< Back I Finish I Cancel |

Figure 3.22 Completing the Certificate Import Wizard
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After importing 2 certificates, you should see the 2 certificates in Group Policy. See figure 3.23.

B Group Policy Management Editor

File  Action Miew Help

YR EEIEEN =

ol Registry ;I Issued To = | 1ssusd B | Expiral
_2 File System Elaan Certificate Services Ads Certificate Services 1120
o Wired Network (IEEE 802.3) Policies Hleem ccm 6)29)2

| Windaws Firewall with Advanced Security
j Metwork List Manager Policies

;jﬂ Wireless Metwaork (IEEE 502.11) Policies

= || Public Key Palicies
| Encrypting File Systern
| Aukomatic Certificate Request Settings
Bl Trusted Root Certification Authorities
| Enterprise Trusk
| Intermediate Certification Authoritiss
| Trusted Publishers
| Unkrusted Certificates
| Trusted People

| Software Restrickion Policies _ILI
1| | r 1] | i

|Trustec| Rook Certification Authorities skore contains 2 certificates, |

Figure 3.23 Imported 2 certificates in Group Policy

3.7.Create User Accounts on Active Directory with Email Box

userl userl@yourcompany.com
user2 user2@yourcompany.com
e In Exchange Server 2003

Open Active Directory Users and Computers snap-in, you will get a new step after installing Exchange Server 2003, as
shown in figure 3.24, here you can click 'Next' to set the mailbox.

Mew Object - User | x| |

g Create i testtest comdl sers

¥ Cieate an Exchange maibox

Aliaz:
Iuser4
Server:
[testtest/First Admiristrative Group/COMODOTEST |
bailbox Skore:
| First Storage Group/Mailbox Stare ([COMODOTEST) |
< Back Hent » Cancel
Figure 3.24 setup Mailbox

*  In Exchange Server 2007

Open Exchange Management Console > Recipient Configuration > Mailbox, right click on Mailbox and click New Mailbox..., as
shown in figure 3.25.
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Em:hange Management Console M=l
File  Action Wiew Help
e | *m
£3| Microsaft Exchange Mailbox - comodochina.com Actions
Jace| Cganization Configuration ;
= = - Mailbox -
j Server Configuration })Create il
% Recipient Confi Li % Modify the Maxi. ..
= ‘5 éml g qHration Display MName - | Alias | Recipient Type Details 5 b
Nailbo )
% Ditrib Modify the Maximum Mumber of Recipients to Display... iskrator User Mailbox @ Find...
; 3] Mail & Find... IFan User Mailbox é Mews Mailbos, .
& e -
&2 Tookbox M = Export List,..
Expork List. .. View N
View b @ Refresh
Refresh Help
Help
1] | i
|Starts the new mailbox wizard, | |

Figure 3.25 Open New Mailbox Window

In New Mailbox window, select User Mailbox, as shown in figure 3.26, here you can click 'Next' to set the mailbox.
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/

/

/

]
Bl ‘[l New Mailbox
3 Intraduction Introduction
] User Type Thiz wizard will guide wou through the steps for creating a new mailbox, rezource mailboy,

| linked mailbax and mail-enabling an existing user.

| Chooze maibox type.

8 [ veletion % Uszer Mailbox
R ST

Thiz mailbox is owned by a user to zend and receive meszages. T his mailbox cannot be
uzed for rezource zcheduling,

" Room Maibax

The room mailbo is for room zcheduling and i not owned by a uzer. The uzer account
associated with resource mailbox will be dizabled.

" Equipment bailbox

The equipment mailboy iz for equipment zcheduling and i not owned by & uzer. The
uger account aggociated with the rezource mailbox will be dizabled.
" Linked Mailbox

Linked mailbox iz the name for a mailbox that iz accezzed by a securnty principal [uzer] in
a zeparate, tusted forest,

Help | < Back | P ext &! Cancel

Figure 3.26 Setup New Mailbox

4.Client Configuration

4.1.Join Windows Server Domain

On the client machine from computer's properties dialog click Change button to change the computer's domain.

4.2.Logon as Domain User

After joining to Windows Domain Windows will ask you to restart computer.
Restart the client PC and logon domain as domain user.

IMPORTANT: after joining to Windows Domain, you have to restart computer to make sure that all Group Policies for
computer work properly.
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5.Check Certificate

5.1.Check User Certificate

|IE->Tools->Internet Options->Content->Certificates->Personal

Intended purpose:; I::.ﬁ.ll:b j

Personal |Other People I Inkermediate Certificakion Autharities I Trusked Rook Certificatior 4 I ’I

Issued

Import. .. Export... Remowve Advanced. .,

Certificate inkended purposes

File Recovery

Figure 5.1 Check personal certificate

- Active Directory Users and Computers

File  Ackion | Wiew Help
@ $| ¥ AddfRemove Calumns. .. ¥ ol 4

El p—meseessesee
| Active Dire Large Icons I

| Saved Small Icons
54 comodg List

L

o=

L

| Buil w Dekail Sroup ..

| Con

=7 pon  Users, Contacts, Groups, and Computers as conkainers |

z gl v Adwanced Features ELPLL

:; Los|  Filker Options. .. |

= Mic : jrn:uup

2 Pro Cuskornize. .. Graup ...

:; System 52 DnsUpdateProsy Security Group ...
= [lj2are ﬂ:!,Du:umain admins Securiby Group ...

: Micrasoft Exchange Syster %Dumain Computers Security Group ...

Figure 5.2 Check Advanced Features
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6.Multiple Customer Configuration

6.1.Configure Kerberos

Do kerberos configuration for a new customer following instructions of chapter 2. And copy the generated keytab file to
certificate manager server. Then

Modify login.conf:
de.com {
com.sun.security.auth.module.Krb5LoginModule required
storeKey=true
useKeyTab=true
refreshKrb5Config=true
isinitiator=false
keyTab="/home/Isc/keytab/fff.keytab"
principal="HTTP/certmgr.de.com@DE.COM";
e
ny.com {
com.sun.security.auth.module.Krb5LoginModule required
storeKey=true
useKeyTab=true
refreshKrb5Config=true
isInitiator=false
keyTab="/home/Isc/keytab/abc.keytab”
principal="HTTP/ccm.ny.com@NY.COM”;
3
to set the login configuration for a new customer. The parameters to be changed are same as those in section 2.2.

Please don't forget to add Active Directory Properties for a new customer.

6.2. Deploy VBScript

Deploy script for a new customer following chapter 3.

6.3.Restart CCM server

{.Known Issues

7.1.Don't Use CCM Server Machine as Client

If use ccm server as a client, |E can't get proper service principal name from Domain Controller.
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7.2.Capicom Installation Fails

If Group Policy fails to install capicom automatically, please install it manually. To make this, launch capicom.msi installation
package on a domain client PC where capicom was not installed. Contact COMODO if such situation occurs.

7.3.Cannot Set Password While Creating the User Keytab File

In Windows Server 2008, when using ktpass command to create the user keytab file as the part I in section 2.1, if the password
is not set as expected, please refer to http://support.microsoft.com/kb/960830 and download and install the hotfix.

8.Troubleshooting

8.1.1. Errors in Script Log

In Windows XP you can locate the script log in \Documents and Settings\
[ACCOUNT_NAME]\Local Settings\Temp\autoenroll.log

In Windows Vista you can locate the script log in \Users\
[ACCOUNT_NAME]\AppData\Local\Temp\autoenroll.log

Error 1: “No customer URI supplied..”

- potential reason : “customeruri” was not provided in autoenroll.conf.

Error 2: “Customer invalid..”

- potential reason : The provided “customeruri” is invalid.

Error 3: “Customer disabled..”

- potential reason : The customer has been disabled.

Error 4: “No matched domain..”

- potential reason : The domain from user's email is invalid.

Error 5: “Domain unauthorized..”

- potential reason : The domain is unauthorized for this customer.

Error 6: “Supplied orgid invalid..”

- potential reason : The provided “orgid” is invalid. (not a number)

Error 7: “No organization found..”

- potential reason : Can't find match organization in certificate manager or the id is invalid
Error 8: “No matched organization..”

- potential reason : The found organization is not managed by the customer or has been
deleted or does not match with domain from the user's email.

Error 9: “Failed to find the AD Server..”

- potential reason : The organization or the customer didn't bind with any Active Directory
Server in certificate manager.

Error 10: “Windows domain mismatch..”

- potential reason: The domain from bound Active Directory Server in certificate manager doesn't match the one from windows
server.

Error 11: “No suitable organization..”

- potential reason : There is no proper organization bind to the Active Directory Server.
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Error 12: “No matched ADServer..”
- potential reason ; Can't find matched Active Directory Server in certificate manager.
Error 13: “Failed to get adserver or attributes..”

- potential reason ; certificate manager can't connect with Active Directory. Check the Active Directory properties defined in
certificate manager.

Error 14: “Failed to sync person..”
- potential reason : certificate manager internal error.
Error 15: “Invalid CSR..”

- potential reason : autoenrollment script generate invalid CSR, make sure you use the latest autoenroll.conf and
ExchangeEnroll.vbs.

Error 16: “No valid Email in AD..”

- potential reason 1: User with this email does not exist or has been deleted.

- potential reason 2: The request may be sent by an impostor.

Error 17: “No valid User Name in AD..”

- potential reason 1: User does not exist or has been deleted.

- potential reason 2: The request may be sent by an impostor.

Error 18: “Email in AD mismatch..”

- potential reason 1: email from autoenroll request does not match with email on AD server.
- potential reason 2: The request may be sent by an impostor.

Error 19: “User Name in AD mismatch..”

- potential reason 1: CN from autoenroll request does not match with user's CN on AD server.
- potential reason 2: The request may be sent by an impostor.

Error 20: “Person mismatch..”

- potential reason : User is not from the customer specified by “customeruri”.

Error 21: “Invalid status supplied..”

- potential reason 1: The autoenroliment script maybe out-of-date.

- potential reason 2: The request may be sent by an impostor.

Error 22: “Unknown person for processStatus..”

- potential reason 1: The user in certificate manager may already be deleted.

- potential reason 2: The request may be sent by an impostor.

Error 23: “Failed to process status..”

- potential reason 1: certificate manager internal error.

- potential reason 2: The request may be sent by an impostor.

Error 24: “Invalid serial number supplied..”

- potential reason 1: The serial number sent by autoenrollment script is invalid. Update script.
- potential reason 2: There are more than 1 valid certificates from the same issuer in user's MY store.
- potential reason 3: The certificate matched the serial number may not be in valid state.
Error 25: “Failed to get cert..”

- potential reason 1: The CA server is down.

- potential reason 2: certificate manager internal error.

Error 26: “No email supplied..”

- potential reason 1: can't get email from autoenroll request, script maybe out-of-date..
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- potential reason 2: The request may be sent by an impostor.

Error 27: “Invalid remote user..”

- potential reason 1: can't get user credential from autoenroll request, script maybe out-of-date.
- potential reason 2: The request may be sent by an impostor.

Error 28: “No synchronized person ..”

- potential reason : certificate internal error.

Error 29: “No request supplied..”

- potential reason 1: can't get CSR from autoenroll request, script maybe out-of-date..
- potential reason 2: The request may be sent by an impostor.

Error 30: “Failed to enroll certificate..”

- potential reason : certificate manager internal error.

Error 31: “Open local certificate store error.”

- potential reason : Capicom.dll may not be distributed successfully.

Error 32: “User has no email address in AD.”

- potential reason : User has no exchange mailbox or no mail address is set in user's account.
Error 33: “Create certificate request error.”

- potential reason : script may not be configured correctly on Group Policy.

Error 34: “Certificate response timeout.”

- potential reason : certificate manager didn't issued certificate in 2 minutes.

Error 35: “Connect to certificate manager error.”

- potential reason : certificate manager can not be reached at this time.

Error 36: “Certificate manager internal error.”

- potential reason : certificate manager internal error.

Error 37: “Authentication error.”

- potential reason : certificate manager does not authorized the autoenroll request. Check kerberos configuration.
Error 38: “Request certificate error.”

- potential reason : certificate manager internal error.

Error 39: “Install certificate error.”

- potential reason : script may not be configured correctly on Group Policy.

Error 40: “Wait sync response timeout.”

- potential reason : certificate manager didn't response in 40 seconds.

Error 41: “Not yet install the CCM security certificate.”

- potential reason 1: certificate manager SSL certificate is not properly installed.

- potential reason 2: certificate manager SSL certificate is not in Group Policy 's trusted store.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo CA Limited Comodo Security Solutions, Inc.

3rd Floor, 26 Office Village, Exchange Quay, Trafford Road, 1255 Broad Street
Salford, Greater Manchester M5 3EQ, .
Clifton,
United Kingdom. NJ 07013
Tel : +44 (0) 161 874 7070 United States
Fax : +44 (0) 161 877 1767 Tel: +1.877.712.1309

Email: EnterpriseSolutions@Comodo.com Tel: +1.888.256.2608

For additional information on Comodo - visit http://www.comodo.com.
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