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1 Introduction to Comodo Internet
Security

Overview

Comodo Internet Security 2011 offers 360° protection against internal and
external threats by combining a powerful Antivirus protection, an enterprise class
packet filtering firewall, and an advanced host intrusion prevention system called
Defense+.

CIS is available in Premium (free), Pro and Complete editions. Whilst the core CIS software is identical for all three
versions, the Pro and Complete packages each offer a range of additional services. These include services such
us LivePCSupport (Comodo support experts available 24/7 to fix any problem with your computer); TrustConnect
(secure Internet proxy service that ensures 128 bit encrypted connectivity from any public wireless hotspot); Online
Backup (10GB of online storage space) and the Comodo Guarantee (if your computer becomes damaged as a
result of malware and Comodo support services cannot return it to a working condition then we'll pay the costs of
getting it repaired. See terms and conditions for full details. Available to USA residents only). The free, Premium
version offers a 60 day free trial of Comodo GeekBuddy.

New features in CIS 2011 include Cloud based antivirus scanning and behavior analysis, user-friendly application
white-listing, new spyware and rootkit scanners, improved malware cleaning, an all new 'game mode', full support
for IPv6, improved Defense+ application compatibility and a completely re-designed interface.

When used individually, each of the Antivirus, Firewall and Defense+ components deliver superior protection
against their specific threat challenge. When used together as a full suite they provide a complete 'prevention,
detection and cure' security system for your computer.
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Comodo Internet Security Features:

« Antivirus - The proactive antivirus system that automatically detects and eliminates viruses, Worms and
Trojan horses.

« Firewall - The Firewall that constantly defends your system from inbound and outbound Internet attacks
with a highly effective packet filtering firewall.

- Defense+ - A rules based intrusion prevention system that protects your critical operating system files from
malicious processes, internal attacks and blocks unknown malware before it ever gets a chance to install.
Defense+ now features automated sandboxing of unknown applications. The sandbox ensures untrusted
(but harmless) applications are allowed freedom to operate whilst untrusted (and genuinely malicious)
applications are prevented from accessing or infecting your computer.

« Live PC Support (Pro and Complete versions only) - a 24 x 7 online support service in which Comodo
experts remotely access your computer when you need it, for:

Virus Diagnosis/ Removal;
PC Tune-up;

Internet Login Protection;
Email Account Setup;

8

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.



cCOMODO

Creating Trust Online www.comodo.com

Software Installation;

Printer Setup/ Troubleshooting;

Optimizing your computer's power settings;
Computer Troubleshooting.

+ Secure Wireless Internet Connectivity (Premium, Pro and Complete versions) - TrustConnect makes
surfing the web safe from any public Wi-Fi location (10 GB per month)

« Comodo Guarantee (Pro and Complete versions only) - If your computer becomes damaged as a result
of malware and Comodo support services cannot return it to a working condition then we’ll pay the costs of
getting it repaired. See terms and conditions for full details. Available to USA residents only.

+ Online BackUp (Complete version only) - Back-up your important data to Comodo's highly secure
servers. Data is encrypted and can accessed only by the user from any Internet connected computer in the
world (10GB storage space).

Comodo Internet Security can be used ‘out of the box’ - so even the most inexperienced users need not have to
deal with complex configuration issues after installation.

Comodo Internet Security alerts you whenever potential malware attempts to attack or gain access to your system.
The alerts are displayed as pop-ups at the right hand corner of your screen and allow you to allow or block the
unrecognized activities, processes and connection attempts of running applications (CIS now even protects against
'drive-by-download' buffer overflow attacks.)

Guide Structure

This introduction is intended to provide an overview of the basics of Comodo Internet Security and should be of
interest to all users.

» Introduction

e Special Features

+ System Requirements

« |nstallation

e CIS Premium - Installation

+ CIS Pro - Installation and Activation

« CIS Complete - Installation and Activation

« Starting Comodo Internet Security

«  General Navigation

« Understanding Alerts

The next four sections of the guide cover every aspect of the configuration of Comodo Internet Security. The final
two sections contain configuration and technical help for the Live PC Support and TrustConnect.

« Antivirus Task Center

« RunaScan
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« Update a Virus Database
+ Quarantined ltems
« Viewing Antivirus Events

«  Submit Files to Comodo for Analysis

« Scheduled Scans
« Scan Profiles

« Scanner Settings

« Real Time Scanning

« Manual Scanning

+  Scheduled Scanning

Exclusions
« Firewall Task Center

« Overview of Task Interface

« View Firewall Events

« Define a New Trusted Application

« Define a New Blocked Application
«  Network Security Policy

«  General Navigation

« Application Rules
+ Global Rules

+  Predefined Policies
+  Network Zones

+  Blocked Zones

« Port Sets

« View Active Connections

« Stealth Ports Wizard

« Firewall Behavior Settings

« General Settings

« Alert Settings
+ Advanced Settings

+ Defense+ Task Center

« Overview of Task Interface

« The Sandbox - An Introduction
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« View Defense+ Events

» Trusted Files

« Unrecognized Files

» Unrecognized Files

«  Submitted Files

«  Computer Security Policy

« Defense+ Rules

« Predefined Policies

- Always Sandbox
» Blocked Files

+ Protected Files and Folders

» Protected Registry Keys
Protected COM Interfaces

«  Trusted Software Vendors

« View Active Process List

« Run a Program in the Sandbox

« Defense+ Settings
« General Settings
«  Execution Control Settings
+  Sandbox Settings
+  Monitoring Settings
*  More... Options
» Preferences

+ General Settings

« Parental Control Settings

« Appearance
+ Log Settings

«  Connection Settings

- Update Settings
+ Manage My Configuration

« Diagnostics
« Check For Updates

+ Browse Support Forums
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 Help
« About

« Live PC Support

« Live PC Support

«  Overview of the Services

« Launching the Client and Requesting the Service
« Uninstalling Live PC Support Client

«  TrustConnect

«  TrustConnect Overview

»  Windows Configuration

+ Mac OS X Configuration

« Linux/ OpenVPN Configuration

« Apple iPhone / iPod Touch Configuration

» TrustConnect FAQ

- Appendix 1 Comodo Secure DNS Service
« Comodo Secure DNS Overview

« Router Manually Enabling or Disabling Comodo Secure DNS Service

«  Windows XP Manually Enabling or Disabling Comodo Secure DNS Service

«  Windows Vista Manually Enabling or Disabling Comodo Secure DNS Service

1.1 Special Features

Defense+ Host Intrusion Prevention System

- Virtually Bulletproof protection against root-kits, inter-process memory injections, key-loggers and more;
» Authenticates the integrity of every program before allowing it to load into your computer's memory;

- Performs Cloud Based Behavior Analysis for immediate identification of Malware;

« Alerts you every time an unknown or untrusted applications attempts to run or install;

- Blocks Viruses, Trojans and Spy-ware before they can ever get onto your system;

» Prevents unauthorized modification of critical operating system files and registry entries;

» Includes new Sandbox feature to completely isolate untrusted files from the rest of your computer

Advanced Network Firewall Engine

The Firewall component of Comodo Internet Security offers the highest levels of perimeter security against inbound
and outbound threats - meaning you get the strongest possible protection against hackers, malware and identity
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thieves. Now we've improved it again by adding new features like,

Stealth Mode to make your PC completely invisible to opportunistic port scans;
Wizard based auto-detection of trusted zones;
Predefined Firewall policies allow you to quickly implement security rules;

Diagnostics to analyze your system for potential conflicts with the firewall and much more.

Comprehensive Antivirus Protection

Detects and eliminates viruses from desktops, laptops and network workstations;

Performs Cloud based Antivirus Scanning;

Employs heuristic techniques to identify previously unknown viruses and Trojans;

Scans even Windows Registry and System Files for possible spyware infection and cleans them;
Constantly protects with real-time, On-Access scanning;

Rootkit scanner detects and identifies hidden malicious files and registry keys stored by rootkits;
Highly configurable On-Demand scanner allows you to run instant checks on any file, folder or drive;
Seamless integration into the Windows operating system allows scanning specific objects ‘on the fly’;
Daily, automatic updates of virus definitions;

Isolates suspicious files in quarantine preventing further infection;

Built in scheduler allows you to run scans at a time that suits you;

Simple to use - install it and forget it - Comodo AV protects you in the background.

Intuitive Graphical User Interface

Summary screen gives an at-a-glance snapshot of your security settings;
Easy and quick navigation between each module of the firewall, Antivirus and Defense+;
Simple point and click configuration - no steep learning curves;

New completely redesigned security rules interface - you can quickly set granular access rights and
privileges on a global or per application. The firewall also contains preset policies and wizards that help
simplify the rule setting process.

Comodo GeekBuddy 60 day Free Trial (Premium version only)

Comodo Internet Security Premium (Free version) users can get the 60 day trial Comodo GeekBuddy service - —
Live expert remote support for virtually all of your personal computer issues. Comodo computer experts establish a
remote desktop connection to your machine and fix your computer’s problems right in front of your eyes. The
services include:

Virus & Malware Removal
Internet and Online Identity Security

Printer or Email Account Setup
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«  Software Activation

»  General PC Troubleshooting

«  Computer Power Setting Optimization

+ Comodo Software Installation and Set up

+  Comodo Account Questions

Note: The trial service is for a period of sixty days only. To use the GeekBuddy service on a continuous basis, you
have to purchase the product at http://www.geekbuddy.com/ , register and activate your account.

Live PC Support (Pro and Complete versions only)

Comodo Internet Security, Pro and Complete customers receive LivePCSupport - the easiest and most
comprehensive way of getting your computer problems fixed. The support services are delivered by a Comodo
security expert accessing your computer through a remote desktop. The services include:

« Virus Diagnosis/ Removal

« PC Tune-up

 Internet Login Protection

« Email Account Setup

« Software Installation

« Printer Setup/ Troubleshooting
+ Green PC

« Computer Troubleshooting

Please visit http://livepcsupport.com for full product details. Please visit htip://personalfirewall.comodo.com to sign
up for CIS Pro package.

Comodo TrustConnect (Pro and Complete versions only)

Included with a Pro or Complete subscription, Comodo TrustConnect is a fast, secure Internet proxy service that
makes surfing the web safe -

- At Coffee shops, Hotels and Airports;
» At any other public Wi-Fi location;
» At your home location;

- For Enterprises with remote workers and road-warriors that need secure access to internal networks

Comodo Internet Security - Extended Features

Highly Configurable Security Rules Interface

Comodo Internet Security offers more control over security settings than ever before. Users can quickly set
granular Internet access rights and privileges on a global or per application basis using the flexible and easy to
understand GUI. This version also sees the introduction of preset security policies which allow you to deploy a
sophisticated hierarchy of firewall rules with a couple of mouse clicks.
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Application Behavior Analysis

Comodo Internet Security features an advanced protocol driver level protection - essential for the defense of your
PC against Trojans that run their own protocol drivers.

Cloud Based Behavior Analysis

Comodo Internet Security features a cloud based analysis of unrecognized files, in which any file that is not

recognized and not in Comodo's white-list will be sent to Comodo Instant Malware Analysis (CIMA) server for
behavior analysis. Each file is executed in a virtual environment on Comodo servers and tested to determine
whether it contains any malicious code. The results will be sent back to your computer in around 15 minutes.

Event logging

Comodo Internet Security features a vastly improved log management module - allowing users to export records of
Antivirus, Firewall and Defense+ activities according to several user-defined filters. Beginners and advanced users
alike are greatly benefited from this essential troubleshooting feature.

Memory Firewall Integration

Comodo Internet Security includes the buffer-overflow protection of Comodo Memory Firewall. On the attempt of a
buffer overflow attack, CIS raises a pop-up alert. This provides protection against data theft, computer crashes and
system damage, which are possible consequences of a buffer overflow attack.

'Training Mode' and 'Clean PC' Mode

These modes enable the firewall and host intrusion prevention systems to automatically create 'allow' rules for new
components of applications you have decided to trust, so you won't receive pointless alerts for those programs you
trust. The firewall learns how they work and only warn you when it detects truly suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)

The Firewall includes an extensive white-list of safe executables called the 'Comodo Safe-List Database'. This
database checks the integrity of every executable and the Firewall alerts you of potentially damaging applications
before they are installed. This level of protection is new because traditionally firewalls only detect harmful
applications from a blacklist of known malware - often-missing new forms of malware as might be launched in day
zero attacks.

The Firewall is continually updated and currently over 1,000,000 applications are in Comodo Safe list, representing
virtually one of the largest safe lists within the security industry.

Self Protection against Critical Process Termination

Viruses and Trojans often try to disable your computer's security applications so that they can operate without
detection. CIS protects its own registry entries, system files and processes so malware can never shut it down or
sabotage the installation.

Sandboxing as a security feature

Comodo Internet Security's new sandbox is an isolated operating environment for unknown and untrusted
applications. Running an application in the sandbox means that it cannot make permanent changes to other
processes, programs or data on your 'real' system. Comodo have integrated sandboxing technology directly into
the security architecture of CIS to complement and strengthen the Firewall, Defense+ and Antivirus modules.

Submit Suspicious Files to Comodo

Are you the first victim of a brand new type of spyware? Users can help combat zero-hour threats by using the built
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in submit feature to send files to Comodo for analysis. Comodo then analyzes the files for any potential threats and
update our database for all users.

1.2 System Requirements

To ensure optimal performance of Comodo Internet Security, please ensure that your PC complies with the
minimum system requirements as stated below:

+ Windows 7 (Both 32-bit and 64-bit versions), Windows Vista (Both 32-bit and 64-bit versions) or Windows
XP (Both 32-bit and 64-bit versions)

» Internet Explorer Version 5.1 or above
« 128 MB available RAM
- 210 MB hard disk space for both 32-bit and 64-bit versions

1.3 Installation

Before you install Comodo Internet Security, read the installation instructions carefully and also review the system
requirements. Additional services and features such as activation of your LivePCSupport account and/or Comodo
Guarantee are carried out after the base installation has been completed.

Please note - the CIS software itself is identical for all customers regardless of the package type. All versions
(including free) include all security features, technologies and updates. The difference between the package types
lies in the availability of additional services such as LivePCSupport, TrustConnect, Online Storage and the Comodo
Guarantee. Activation of additional services is carried out after the base installation has been completed.

Click the links below for detailed explanations:

 CIS Premium - Installation

» CIS Pro - Installation

+ CIS Complete - Installation

1.3.1 CIS Premium - Installation

To install, download the Comodo Internet Security setup files to your local hard drive. (setup.exe can be
downloaded from http://www.personalfirewall.comodo.com)

After downloading the Comodo Internet Security setup file to your local hard drive, double click on
cispremium_installer.exe G to start the installation wizard.
STEP 1 - Choosing the Interface Language

The installation wizard starts automatically and the 'Select the language' dialog is displayed. Comodo Internet
Security is available in several languages.
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COMODO Installer

Select the language

English {United States) - By COMODO -

(0] 4 Cancel

» Select the language in which you want Comodo Internet Security to be installed from the drop-down menu
and click 'OK".

STEP 2 - End User License Agreement

The End-User License Agreement dialog box will be displayed.

COMODO Internet Security Premium Installer

End User License Agreement

Flease review the end user license agreement

END USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Internet Security Premium with 60 Day Free GeekBuddy Trial

mj »

IMPORTANT - PLEASE READ THESE TERMSE CAREFULLY BEFORE
DOWWMLOADING, INSTALLING, OR USING COMODO'S SECURITY
SOFTWARE OR USING COMODO's SECURITY SUITE SERYICES
(PRODUCTSY. BY DOWNLOADING, INSTALLIMG, OR USING THE
PREODUCTS, OF BY CLICKING OM "l ACCEPT" BELOWY, ¥ OL
ACKNOWLEDGE THAT YOLU HAVE READ THIS AGREEMENT, THAT YOL
LINDERSTAMD T, AND THAT ¥OL AGREE TO BE BOUMD BY ITS
TERMS. IF ¥OL DO NOT AGREEE TO THE TERMS HEREIM, DO MOT
DOWWMLOAD OR LISE THE SOFTWARE, SUBSCRIBE TO OR LISE THE
SERYICES, OR CLICK ON "l ACCEPT".

Prink < Back I accept Cancel

To continue with the installation, you must read and then accept the End User License Agreement (EULA). Click 'l
accept' to continue the installation. If you want to cancel the installation at this stage, click 'Cancel'.

STEP 3 - Select the Components to Install
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COMODO Internet Security Premium Installer

Select the products you would like to install

Click on each product ko see the details

Available products: Product details;

] Install COMODO Ankivirus COMODO Antivirus -
[#] =i Install COMODO Firewal

VI nstall COMODO GeekBuddy COMODO Antivirus:

+ Detects, blocks and
eliminates viruses from
desktops and netwarks

+ Constantly protects with real-
time Qn Access scanning

+  Daily, automatic updates of
wirus definitions -

[

- 'l

Download to: | CHDocuments and Settingshall Users)application DatalComodo Downloader
Product size: 125 MEB Ayvailable space: 16.5 GE

= Back S /27 e w— Cancel

The next step is to choose which elements you would like to install. In order to obtain maximum protection,
Comodo recommends that you uninstall any third party personal Firewall and Antivirus in your system and select
both the Comodo Antivirus and Comodo Firewall options (installation of both is mandatory for Pro and Complete
customers). CIS Pro and Complete customers will also need to install Comodo TrustConnect to take advantage of
the service (this is optional for users of the free product).

 Install COMODO Firewall - Selecting this option installs Comodo Firewall and Defense+ components. De-
select this option, if you already have third party Firewall protection activated in your computer system.
Installing Comodo Firewall is a mandatory requirement if you are a Premium, Pro or Complete customer. If
you choose to install the firewall BUT NOT the antivirus then you will be asked to configure the firewall
security settings in Step 6.

- Install COMODO Antivirus - Selecting this option installs Comodo Antivirus and Defense+ components.
De-select this option, if you already have a third party virus protection activated in your computer system.
Installing Comodo Antivirus is a mandatory requirement if you are a Premium, Pro or Complete customer.

 Install COMODO GeekBuddy - Selecting this option installs 60 day free trial version of GeekBuddy, a 24
x 7 Remote assistance support service in which Comodo experts remotely access your computer when
you need it for getting help with computer related problems. Refer to the section Comodo GeekBuddy for
more details.

STEP 4 - Extracting and Installing the Packages

The setup will extract the files required for installing the selected components...
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COMODO Internet Security Premiurm Installer

Extracting the packages

The installe acting the packa

COMODO Installer is extracking the products wou selecked, Please wait unkil the extraction
process completes.

Did wou know that COMODO affers & warieky of other FREE security producks?
You can check the Full list of Free products here:
bkt f v, cornodo., comnyproductksffree-producks . php

[[] Do nok install the packages after extracking

~Extraction progress

Extracking COMODO Inkernet Security. .. 10,0 ME of 26,1 ME
[---------------------- ]
Cverall extraction progress 17.3 ME of 33.5 ME
(RENNRANRRRNRRRNRRARRRARRRRRRE ]

< Back Mext = Cancel

... and will start installing.

COMODO Internet Security Premium Installer

Installing the packages

« COMODT GeekBuddy...
COMODO Internet Security BETA...

| [TIT )

« Back Mexk = Cancel
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STEP 5 - Select Installation Folder

The next screen allows you to select the folder in your hard drive for installing Comodo Internet Security. The
default path is C:\Program Files\Comodo\Comodo Internet Security.

COMODO Internet Security Premium Setup

Destination Folder
Click Mext to install to the default folder or did: Change to choose another.

Install COMODO Internet Security Premium to;

|C:'|,F'ru:ugram Files\COMO DO COMODD Internet Security!,

Change...

Back. Mexk Cancel

To install the application in the default location, click 'Next'. If you want to install the application in a location other
than the default location, click 'Change’ to choose a different location.

STEP 6 - Firewall Configuration

If you chose not to install the antivirus and GeekBuddy components then you are provided with the opportunity to
set the security level of the Firewall. If you have chosen to install both antivirus and firewall and GeekBuddy
components, the wizard skips this step and goes to step 7.
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COMODO Internet Security Premiurm Setup

Firewall security level selection

COMODO Inkernet Security Premium has many powerful Features which affect the number
of popup alerts you may see when it is installed,

I Firewall Only

This option is For people who only need enterprise strength network, Firewall,

(@) Firewall with Optimum Proactive Defense

This option provides optimal netwark, security by adding protection against the methods
commonky used by malware in order to byvpass firewall software,

) Firewall with Maximum Proactive Defense

This option provides maximum security including leak protection and defense against
malware threats,

Back. Mext Cancel

The options available are;

Firewall only - This option is only recommended for experienced firewall users that have alternative Host
Intrusion Prevention software installed on their systems. Selecting this option will install ONLY the packet filtering
network firewall and not Defense+ (Defense+ is essential for blocking malicious software like worms and Trojans
from making outgoing connection attempts). This isn't to say this option is an unwise choice (the network firewall is
one of the strongest available - offering highly effective and configurable inbound and outbound protection) but it is
important to realize that, on it's own, it does not offer the host intrusion protection as afforded by Defense+.

Firewall with Optimum Proactive Defense - Selecting this option will install the packet filtering Comodo Firewall
with Defense+. Defense+ is installed with optimum protection settings. This also sets the default configuration for
security settings to optimum level. Click here for more details on default protection level.

Firewall with Maximum Proactive Defense - This is the most complete option and offers the greatest level of
security. Selecting this will install Comodo Firewall with Defense+. Defense+ settings are set to the highest
protection levels. This also sets the default configuration for security settings to maximum level. Click here for more
details on default protection level.

Select the option of your choice and click 'Next'.

STEP 7 - Configuring your DNS Settings

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests
exclusively through Comodo's proprietary Directory Services Platform. Comodo's worldwide network of redundant
DNS servers provide fast and secure Internet browsing experience without any hardware or software installation.

In addition, Comodo's Secure DNS ensures safety against attacks in the form of malware, spyware, phishing etc.,
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by blocking access to malware-hosting sites, by any program running in your system.

In this step of installation of Comodo Internet Security, the DNS settings of your computer can be changed
automatically to direct to our DNS servers. You can disable the service at anytime and revert to your previous
settings.

For more details on Comodo Secure DNS Service and to know how to enable or disable the service, refer to
Appendix 1 Comodo Secure DNS Service.

COMODO Internet Security Premium Setup

COMODO SecureDNS Configuration

Comodo SecurelDis - Another free service inkended to provide wou with a safer, smarker
and Faster inkernet:

® "Malicious™ web sites are automatically detected and blocked.
m Highly secure infrastructure reduces yvour exposure to DNS Cache Poisoning attacks,

B YWehsites lnad Faster because your domain name reguests are resolved by our worldwide
network, of Fully redundant DNS servers.

(1T would like to use COMODO SecureDNS Servers.

four computer's primarysecondary DNS settings will be changed to 156,154,70,22,
156,154.71.22,

If you are in a corporate network or using ¥PN connections, then contact your
administrator before enabling this option to avoid potential connectivity
issues,

(@ I do not want to use COMODD SecureDNS Servers.

Back. Mk Cancel

To enable the Comodo Secure DNS Service, select | Would like to use Comodo Secure DNS Servers and click
'Next'.
STEP 8 - Installation Progress

After completing the configuration options to your satisfaction the setup wizard will ask for confirmation before
commencing the installation procedure.
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COMODO Internet Security Premium Setup

Ready to install COMODO Internet Security Premium

Click. Install to begin the installation, Click Back to review or change any of wour
installation settings, Click Cancel ko exit the wizard,

Back. Install Cancel

Click the 'Back’ button to review and/or modify any of settings you have previously specified. To confirm your
choices and begin the installation of Comodo Internet Security, click 'Install'.

The installation progress will be indicated...

COMODO Internet Security Premiurm Setup

Installing COMODO Internet Security Premium

Please wait while the Setup Wizard installs COMODO Internet Security Premium,

Skakus: Copying new files

CCCrrrrrern )

EE Mk Cancel
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... and on completion, the finish dialogue will be displayed.

COMODO Internet Security Premium Setup

Completed the COMODO Internet Security Premium
Setup Wizard

Click the Finish buttan ko exit the Setup Wizard,

Your FREE lifetime license has been activated on Comodo License cenker.

Back | Finish Cancel

Click 'Finish' .
STEP 9 - Setup Completion and Restarting Your System

On successful setup completion, a confirmation dialog will be displayed.
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COMODO Internet Security Premiurm Installer

Done

re completed

COMODD GeekBuddy. .. ok
COMODO Inkernet Security, ., ok

The installation has been succesfully completed, Press 'Finish' butkon to exit the installer,

= Back | Mext = Finish

Click Finish. In order for the installation to take effect, your computer needs to be restarted.

COMODO Internet Security Premium Installer

You must reskart wour system Far the configuration
= changes to kake effect, Click “Yes' to reskart now or ‘Mo if
\:!) wou plan to manually restart later,

Yes Mo

Please save any unsaved data and click 'Yes' to restart the system. If you want to restart the system at a later time,
click 'No'.

Note: The installation will take effect only on the next restart of the computer.

STEP 10 - After Restarting Your System

After restarting, if your computer is connected to a home or work network, then you are prompted to configure it at
the 'New Private Network Detected!" dialog:
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C COMODO Internet Security Premium X

The Firewwall has detected a new private network that wour PC is about to join,
You may either close this window ar Fallaw the steps shown in the screen,

Step 1 - Give a name to this network [e.g. Home Hetwork or Office Metwork]

Local Area Mekwork #1

Step 2 - Decide if you want to trust the other PCs in thiz network

[C1 T would like ko be Fully accessible to the other PCs in this netwark,

Select only to enable file/folder [printer andfor Internet connection sharing (e.q. for
vour home or affice netwaorks)

[[] Do ok automatically detect nesw nebworks

(0] 4 Close

Step 1: Even home users with a single computer have to configure a home network in order to connect to Internet.
(this is usually displayed in the Step 1 text field as you network card). Most users should accept this name.

Step 2: If you wish your computer to accept connections from other PC's in this network (e.g. a work or home
network) or for printer sharing, then check the option 'l would like to be fully accessible to the other PCs in this
network'. This then becomes a trusted network. Users that only have a single home computer connecting to the
Internet should avoid this setting.

Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up
their own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports Wizard')

You must click 'OK' to confirm your choice. If you click on 'Close' button, all the network connections are blocked.

1.3.2 CIS Pro- Installation and Activation

Comodo Internet Security 2011 Pro can be downloaded from
http://personalfirewall.comodo.com/internetsecuritypro/ after signing up for subscription and includes
LivePCSupport, TrustConnect and the Comodo Guarantee.

After downloading the Comodo Internet Security setup file to your local hard drive, double click on

cispro_installer.exe E to start the installation.

The Language selection dialog will be displayed.
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COMODO Installer

Select the language

English {United States) - By COMODO -

(0] 4 Cancel

Comodo Internet Security is available in several languages.

» Select the language in which you want Comodo Internet Security to be installed from the drop-down menu
and click 'OK".

The following window is displayed.

COMODO Internet Security 2011 Pro Installer

Install Internet Security 2011 Pro

Activate TrustConnect

Inskall TruskConnect

Install Dragon Web Browser

Exit

Install Comodo Internet Security 2011 Pro - If you have not yet installed CIS then you should first select 'Install
Comodo Internet Security 2011 Pro'.

o  Click here for more details on installing Comodo Internet Security 2011 Pro

Activate TrustConnect - Begins the activation processes for your TrustConnect account and for your Comodo
Guarantee. Please locate your License Key before starting. You should have received your License Key through
email. After entering a valid license key, you will be taken to a Comodo web-form to start the account registration
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process.

»  Click here for full details on services activation

Install TrustConnect - Begins the Comodo TrustConnect setup procedure. TrustConnect usage can be managed
by logging into your account at https://accounts.comodo.com.

»  Click here to read more about TrustConnect

»  Click here for more details on Installing Comodo TrustConnect.

Install Dragon Web Browser - Begins the installation of Dragon web browser. Comodo Dragon is a highly
secure, user friendly web browser that makes surfing the web safer, easier and more enjoyable.

» Click here for more details on installing Dragon Browser

1.3.2.1 Installing Comodo Internet Security 2011 Pro and Live PC Support

Click 'Install COMODO Internet Security 2011 Pro' from the main Comodo Internet Security 2011 Pro Installer
screen. The installation wizard for installing CIS 2011 and Live PC Support will start immediately.

STEP 1 - End User License Agreement

The End-User License Agreement dialog box will be displayed.

COMODO Internet Security 2011 Pro Installer

End User License Agreement

END USER. LICENSE AND SUBSCRIBER. AGREEMENT
Comodo Internet Security

i »

IMPORTAMNT - PLEASE READ THESE TERMS CAREFULLY BEFORE
DOWVUMLOADIMNG, INSTALLING, OR LISING COMODO'S SECURITY SOFTWARE
OFR USING COMODO'S SECURITY SUITE SERVICES "PRODUCTS". BY
DOWVIMLOADIMNG, INSTALLING, OR LISING THE PRODUCTS, OR BY CLICKING
OM"TACCEPT" BELOW, YO ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT Y¥OLI AGREE TO BE
BOUMND BY ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO
MOT DOYWMLOAD OR USE THE SOFTWARE, SUBSCRIBE TO OR LISE THE
SERVICES, OR CLICK OM"l ACCEPT"

This end user license and subscriber agreement is between you (oo aor
"Suhscriber, as either an individual or as a business entity, and either: -

Print: < Back I accept Cancel

To continue with the installation, you must read and then accept the End User License Agreement (EULA). Click 'l
accept' to continue the installation. If you want to cancel the installation at this stage, click 'Cancel'.
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STEP 2 - Validating Your License

The next step is entering the License key. You should have received your License key through email.

COMODO Internet Security 2011 Pro Installer

COMODO Internet Security 2011 Pro

The license key activation requires an active Internet connection, Please make sure you are
connected ko the Inkernet before wou atkempt ko ackivate vouor license,

If wou are nok connecked to the Inkernet right now, wou might enter vour license key later.

Enker wour License key (1 do not have alicense key)

_ ©

@ The license key is valid,

& Get Live Support

< Back Mext = Cancel

Enter the key fully and click 'Next'.

Tip: You can skip this step if you don't have the subscription key handy at the time of installation. In order to
continue the installation without entering the key, press 'Next'. You can activate your subscription and guarantee

at a later time from the main interface of CIS. For more details refer to Activating your CIS Pro and CIS Complete
Services after Installation'.

Your License key will be validated.
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COMODO Internet Security 2011 Pro Installer
COMODO Internet Security 2011 Pro

Activating

Please wait while wour license key is being validated. ..

G Gef Live Suppork < Back Mexk = Zancel

On successful validation of your license key, you need to register your account with Comodo Accounts Manager.

COMODO Internet Security 2011 Pro Installer

COMODO Internet Security 2011 Pro

Regiskrakion

Lask name:
amith

MName:
John
Ciky:

Ciky Marne

Address:
Streek name, Area

Counkry: State: Email:

Urited States of Smeric, | | Alabamna (A1) w | | Ismith@example. com

Create a new COMODO Account

Login:
jsmith
Passward; Confirm password;
(111121 -------||
= Back Mext = Skip

& Get Live Support

Fill up the registration form with the necessary details. The login and password entered in this form can be used to

login into your account with Comodo Account Manager at anytime.
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Click 'Next'.

Your registration will be activated.

COMODO Internet Security 2011 Pro Installer

COMODO Internet Security 2011 Pro

Ackivating

Please wait while vour registration is being activated. ..

[ L 11 11]]

G ek Live Suppork < Back Plexk = Cancel

On successful activation, you will see a final confirmation screen that summarizes your license entitlements:

COMODO Internet Security 2011 Prao Installer

COMODO Internet Security 2011 Pro

Ackivation successtul

This License entitles you to:
p Installation onup to 3 PC's

p 2417 365 Day Live Support
b Virus-Free Guarantes (Once Registration is Completed)

License is walid for; 364 days

License key:
beabdé 7 2-dd95-406 3-8508-5fd8930af90f Copy Frint:

Please keep yvour license key in a safe place in the event that you need ko reinstall vour
COMODO praduck,

"

You can also retrieve wour license key From your COMODO Accounk anline,

..................................

i GetLive Support < Back. i Mext> i Cancel
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Copy and save your licence key in a safe place, as you will need it for installation in other machines (your license
entitiles you for installing the product and obtaining the services on upto three machines).

Click 'Next' to continue.

Important note: You need to activate your guarantee after completion of installation of CIS. Refer to Activating.
Your Guarantee Coverage for more details.

STEP 3 - Installation Progress

The packages will be extracted...

COMODO Internet Se

Extracting the packages
The installer i

Please wait while the required components are extracted and installed. ..

~Extraction progress

Extracting COMODO Internet Security. .. 16.0 MB of 23.7 ME
[-------------------------------------- ]

Cwerall extraction progress 24.5 MB of 32.2 MB
(RERNERRRRNRRRANARRRANARRRRARRRANARRRANARREE ]

Q‘\ Get Live Suppork < Back Mext = Cancel

... and installed. The installation progress will be indicated.
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COMODO Internet Security 2011 Pro Installer

Installing the packages

Please wait while we install COMODO Internet Security 2011 Pra...,
This might take sewveral minutes. .,

| [TIT )

Q Gek Live Suppork < Back Mexk = Cancel

On completion of installation you will be prompted to restart your computer, for the installation to take effect.

COMODO Internet Security 2011 Pro Installer

Wou musk restart your swskem For the configuration
i changes to kake effect, Click Yes' to restart now or ‘Mo if
\) woll plan to manoally reskart laker,

Yes Mo

Please save any unsaved data and click "Yes' to restart the system. If you want to restart the system at a later time,
click 'No'.

Note: The installation will take effect only on the next restart of the computer.

STEP 4 - After Restarting Your System

After restarting, if your computer is connected to a home or work network, then you are prompted to configure it at
the 'New Private Network Detected!" dialog:
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C COMODO Internet Security 2011 Pro X

The Firewwall has detected a new private network that wour PC is about to join,
You may either close this window ar Fallaw the steps shown in the screen,

Step 1 - Give a name to this network [e.g. Home Hetwork or Office Metwork]

Local Area Mekwork #1

Step 2 - Decide if you want to trust the other PCs in thiz network

[C1 T wiould like ko be Fully accessible to the other PCs in this netwark,

Select only to enable file/folder [printer andfor Internet connection sharing (e.q. for
vour home or affice netwaorks)

[[] Do ok automatically detect nesw nebworks

(0] 4 Close

Step 1: Even home users with a single computer have to configure a home network in order to connect to Internet.
(this is usually displayed in the Step 1 text field as you network card). Most users should accept this name.

Step 2: If you wish your computer to accept connections from other PC's in this network (e.g. a work or home
network) or for printer sharing, then check the option 'l would like to be fully accessible to the other PCs in this
network'. This then becomes a trusted network. Users that only have a single home computer connecting to the
Internet should avoid this setting.

Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up
their own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports Wizard")

You must click 'OK' to confirm your choice. If you click on 'Close' button, all the network connections are blocked.

1.3.2.2 Activating TrustConnect and Guarantee

In order to utilize TrustConnect services and to get the guarantee coverage, you need to activate the services.
Keep the license key handy, before starting this process.

«  Click 'Activate TrustConnect' from the main Comodo Internet Security 2011 Pro Installer screen. You will
be prompted to enter the your license key in the provided space.
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COMODO Activate Your S

0 Please enter vour license key in order ko continue

License Key (I do not have alicense kel

I Cancel

Enter the license key sent to you by email. The license key will be validated.

COMODO Activate Your Services

Please wait while wour license kev is being checked. ..

Ik Cancel

After the License key is verified, the Comodo Accounts Manager page is displayed.

COMODO

Creating Trust Online®

| Contacts

IYour account has been activated. Thank you.

SignUp

Welcome

Flease enter your login and pa

Login:

Password:
 —
| Login |

Create New Account
Forgot Password

Enter your login ID and password for Comodo Accounts Manager (the credentials you defined when activating your_
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license in Step 2, during installation). Your account summary will be displayed.

Co M 0 D 0 Wiglcome: John Smith

Creating Trust Online*

| Comodo Internet Security
Subscriptions -4 Search @ Create New

Product name License key Remediations Expired At

Comodo Internet Security Pro hEabhdE72-dd9a-4063-85h8-5Td5930af99f # remediations 2011-08-16 ALID \iew

1 Found

Click on the 'TrustConnect' tab. Your TrustConnect account details will be displayed.

Co M o D 0 ‘Wiglcome: John Smith

Creating Trust Online*

Logout

Camodo Internet Security | iy lp | Contacts

Comodo TrustConnect

Service Login jsmith

laBZcdeeFG

Change Service Password

ervice Password Change plan

b2e35-937d-47ef-957d-a2207 a4 c75hb2

License key e
Date from 2010-05-16 06:40:09
Date to 2011-03-16 06:40:09 First Time User Instructions
html £ padf
Traffic Windowes Instructions
Limit: 10 GB html § paf
Available: 10 GB Linuz Instructions
html § paf
Today Mac 25 X Instructions
Mo ditar found Il 7 plf
iPod Instructions
This month htmnl § i
Mo chata found TrustConnect F.A&.G.
' Ivtml § pkf
This year Download TrustConnect for
Windows™

Mo data found.

In orcler traffic chatts to be displayved correctly, please install Adobe Flazh Player verzion 9 or
higher.

- Note down the Service Login and Service Password shown in this page. These are the service credentials
you need to use for getting the TrustConnect Sevices. For more details, refer to the chapter TrustConnect
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Overview.

1.3.3 CIS Complete — Installation and Activation

Comodo Internet Security 2011 Complete is distributed on DVD and includes LivePCSupport, Online BackUp,
TrustConnect and the Comodo Guarantee.

After inserting the DVD, the setup program will start automatically.

Tip: If the setup program does not start automatically, click Start > My Computer and double click on the your
DVD drive in the Windows Explorer window.

The Language selection dialog will be displayed.

COMODO Installer

Select the language

English {United States) - By COMODO -

(0] 4 Cancel

Comodo Internet Security is available in several languages.

» Select the language in which you want Comodo Internet Security to be installed from the drop-down menu
and click 'OK".

The following window is displayed.
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COMODO Internet Security 2011 Complete Installer

Install Internet Security 2011 Complete

Ackivate Online Backup and TrustConneck

Install Cnline Backup

Install TrustConnect

Install Dragon Web Browser

Exxit

Install Comodo Internet Security 2011 Complete - If you have not yet installed CIS then you should first select
'Install Comodo Internet Security 2011 Complete'.

«  Click here for more details on installing Comodo Internet Security 2011 Complete

Activate Online Backup and TrustConnect - Begins the activation processes for your online storage space
account, TrustConnect account and for your Comodo Guarantee. Please locate your License Key before starting
(this is either printed on the DVD itself or printed on an insert included in the box packaging). After entering a valid
license key, you will be taken to a Comodo web-form to start the account registration process.

«  Click here for full details on services activation

Install Online Backup - Begins the Comodo BackUp installation procedure. Once installed, you will be able to
schedule regular backups to local and network drives. You also get 10GB of secure online backup space (access
this by entering your Comodo account username and password in the Comodo BackUp interface).

»  Click here for more details on installing Comdo Backup

e Click here if you wish to download the Comodo BackUp User Guide

Install TrustConnect - Begins the Comodo TrustConnect setup procedure. TrustConnect usage can be managed
by logging into your account at https://accounts.comodo.com.

»  Click here to read more about TrustConnect

»  Click here for more details on Installing Comodo TrustConnect.

Install Dragon Web Browser - Begins the installation of Dragon web browser. Comodo Dragon is a highly
secure, user friendly web browser that makes surfing the web safer, easier and more enjoyable.
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«  Click here for more details on installing Dragon Browser

1.3.3.1 Installing Comodo Internet Security 2011 Complete and Live PC Support

Click 'Install COMODO Internet Security 2011' from the main Comodo Internet Security 2011 Complete Installer
screen. The installation wizard for installing CIS 2011 and Live PC Support will start immediately.

STEP 1 - End User License Agreement

The End-User License Agreement dialog box will be displayed.

COMODO Internet Security 2011 Complete Installer

End User License Agreement

Please review the end user license agreement

END USER. LICENSE AND SUBSCRIBER. AGREEMENT
Comodo Internet Security

mj =

IMPORTAMT - PLEASE READ THESE TERMS CAREFLULLY BEFORE
DOWVMLOADING, INSTALLIMG, OR LISING COMODO'S SECURITY SOFTWARE
OFR USING COMODO'S SECURITY SUITE SERVICES "PRODUCTS". BY
DOWVIMLOADIMNG, INSTALLING, OR LISING THE PRODUCTS, OR BY CLICKING
OM"TACCEPT" BELOW, YO ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMEMNT, THAT YO UMDERSTAND IT, AMD THAT ¥ OLI AGREE TO BE
BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO
NOT DOWMNLOAD OR LISE THE SOFTWARE, SUBSCRIBE TO OR USE THE
SERVICES, OR CLICK OMN "l ACCEPT".

This end user license and subscriber agreement is between you (ywou® ar
"Subscriber, as either an individual or as a business entity, and either: *

Print < Back I accept Cancel

To continue with the installation, you must read and then accept the End User License Agreement (EULA). Click 'l
accept' to continue the installation. If you want to cancel the installation at this stage, click 'Cancel.

STEP 2 - Validating Your License Key

The next step is entering the License key. The License key is printed on the DVD itself or printed on an insert
included in the box packaging.
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COMODO Internet Security 2011 Complete Installer

COMODO Internet Security 2011 Complete

The license key activation requires an active Internet connection, Please make sure you are
connected to the Internet before wou attempt to activate your license,

If wou are nok connected ko the Inkernet Fight now, wou might enter vour license key laker.

Enter your License key (1 do not have alicense kev)

T o

@ The license key is valid,

d Gek Live Suppork < Back Mexk = Cancel

Tip: You can skip this step if you don't have the subscription key handy at the time of installation. In order to
continue the installation without entering the key, press 'Next'. You can activate your subscription and guarantee

at a later time from the main interface of CIS. For more details refer to Activating your CIS Pro and CIS Complete
Services after Installation’.

Enter the key fully and click 'Next'. Your License key will be validated.
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COMODO Internet Security 2011 Complete Installer

COMODO Internet Security 2011 Complete

Activating

Please wait while wour license key is being validated. ..

Q Gef Live Suppork < Back Mexk = Zancel

After your license key has been validated, a final confirmation screen will be displayed, that summarizes your
license entitlements:

COMODO Internet Security 2011 Complete Installer

COMODO Internet Security 2011 Complete

Ackivation successhul

This License entitles you to:
b Installation onup ko 3 PC's

b 247 365 Day Live Support
b irus-Free Guarankee {Once Registration is Completed)

License is walid fors 360 days

License key:
bdflBead-fa7e-4be 7-b555-Caaschd 244 78 Copy Prink

Please keep vour license key in a safe place in the event that wou need to reinskall your
COMODO produck,

"

You can also retrieve your license key From wvour COMODO Account online.

& Get Live Support < Back, Cancel
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Click 'Next' to continue.
STEP 3 - Installation Progress
The packages will be extracted...

COMODO Internet Security 2011 Complete Installer

Extracting the packages

The installer i

Please wait while the required components are extracted and installed. ..

~Extraction progress
Extracting COMODO Internet Security. ..

.00 MB of 23.7 MB

(RARNNARRNRRRNER

Cwerall extraction progress 14.5 ME of 32.2 ME

(NANARARRRRENNNARRRRRRRRNNE

'Ei' Gek Live Suppork < Back Mexk = | Cancel

... and installed. The installation progress will be indicated.
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COMODO Internet Security 2011 Complete Installer

Installing the packages

Please wait while we install COMODO Internet Security 2011 Complete. .,
This might take sewveral minutes. .,

| [TIT )

Q Gek Live Suppork < Back Mexk = Cancel

On completion of installation you will be prompted to restart your computer, for the installation to take effect.

COMODO Internet Security 2011 Complete Installer X

Wou musk restart your swskem For the configuration
i changes to kake effect, Click Yes' to restart now or ‘Mo if
\) woll plan to manoally reskart laker,

Yes Mo

Please save any unsaved data and click "Yes' to restart the system. If you want to restart the system at a later time,
click 'No'.

Note: The installation will take effect only on the next restart of the computer.

STEP 4 - After Restarting Your System

After restarting, if your computer is connected to a home or work network, then you are prompted to configure it at
the 'New Private Network Detected!" dialog:
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C COMODO Internet Security 2011 Complete X

The Firewwall has detected a new private network that wour PC is about to join,
You may either close this window ar Fallaw the steps shown in the screen,

Step 1 - Give a name to this network [e.g. Home Hetwork or Office Metwork]

Local Area Mekwork #1

Step 2 - Decide if you want to trust the other PCs in thiz network

[C1 T would like ko be Fully accessible o the other PCs in this netwark,

Select only to enable file/folder [printer andfor Internet connection sharing (e.q. for
vour home or affice netwaorks)

[[] Do ok automatically detect nesw nebworks

(0] 4 Close

Step 1: Even home users with a single computer have to configure a home network in order to connect to Internet.
(this is usually displayed in the Step 1 text field as you network card). Most users should accept this name.

Step 2: If you wish your computer to accept connections from other PC's in this network (e.g. a work or home
network) or for printer sharing, then check the option 'l would like to be fully accessible to the other PCs in this
network'. This then becomes a trusted network. Users that only have a single home computer connecting to the
Internet should avoid this setting.

Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually set-up
their own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports Wizard")

You must click 'OK' to confirm your choice. If you click on 'Close' button, all the network connections are blocked.

1.3.3.2 Activating Online Backup, TrustConnect and Guarantee

In order to utilize your 10GB online storage space and TrustConnect services, you need to activate the services.
Keep the license key handy, before starting this process.

- Reinsert the DVD and click 'Activate Online Backup and TrustConnect' from the main Comodo Internet
Security 2011 Complete Installer screen. You will be prompted to enter the your license key in the provided
space.
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COMODO Activate Your Services
0 Please enter vour license key in order ko continue

License Key (I do not have alicense kel

(a4 | Cancel

www.comodo.com

COMODO Activate Your Services

Please wait while wour license kev is being checked. ..

- Enter the license key provided to you with the CIS product. The license key will be validated.

Ik Cancel

After the License key is verified, the Comodo Sign-Up Page is displayed.
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cCOMODO Comodo Internet Security

Creating Trust Online®

Comodo Sign-Up Page

License Key " b abds 7 2-dd9a-406 3-8508-

Customer Information (an * indicates required fields)

User Details
Are wou an exizting Comodo customer? O “es @ Mo
Login* jSI’T'Iith

(4 character min.)

Password” S808888

(6 characters min.)

Password Confirmation” 48880888

First Mame John

Last Name" Smith

Email” jsmithi@example com
Telephone Number 1800224561

Contact Information

Company Name Company name

street Address” Street name

Addressz Ares

city” City name

Country* | United States hd
State or Province | e York ~

Postal Code” 10001

Communication Options

Yes! Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe
wiith us!

Terms and Conditions

-~
SUB3SCRIEBER AGREEMENT =
Comodo livePCsupport
THIZ AGREEMENT COMTAINS A BINDIMNG AREITRATICHN CLATUSIE. FPLEAZE READ THE AGREEMENT
CAREFULLY BEFORE ACCEPTING IT. IMFORTAMNT—FLEASE READ THIZ AGREEMENT CAREFULLY
EEFORE SUEBSCRIEBING TO OR USING COMODOTS LIVERPCSUPPORT SERVICES (“SIERVICES™) .
EY SUBSCRIBING TC OR UIING THE SIERVICES OR BY CLICEING ON I ACCEFTY EBELOW,
YOU ACKNOWLEDGE THAT
1) ¥OU HAVE REALD THIS AGREEMENT,
Z2) ¥YOU UNDERSTANMND IT, -
< I >

O laccept the Terms and Conditions

Terms & Conditions Comodo Security Solutions, Inc.'s privacy policy Contact Us
EZomodo Security Solutions, Inc.

Swn Information
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Enter the required field details and click 'Sign Up' button after selecting the 'l accept the Terms and Conditions'
checkbox. The Order Confirmation page is displayed. Click the 'Confirm' button to activate the service.

COMODO

Creating Trust Online®

| Contacts Signlp

Order Confirmation

Please confirm your order:

Comodo Internet Security Complete by activation code:

I N Y
| Confirm || Cancel |

Clicking the 'Confirm' button displays the invoice generated for you. The invoice displays your details that you
entered while registering, the services you have ordered for, links for downloading the software, your license key
and other login details.

You can now login to your account at https://accounts.comodo.com, with the login details you specified during sign-
up.
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CO M o D 0 ‘Welcome: John Smith

Creating Trust Online*

Comodo Internet

Logout

Comodo TrustConnect

Service Login jsmith

laBzZcdeeFG

Change Service Password

ervice Password Change plan

b3e35-937d-47ef-957d-a2207 247502

License key c

Date from 2010-058-16 06:40:09

Date to 2011-08-16 0&:40:09 First Time Lser Instructions
html § paf

Traffic Windowes Instructions

Limit: 10 B html | patf

Available: 10 GB Linuz Instructions
html § palf

Today Mac 05 X Instructions
htmnl § i

Mo data found.
iPod Instructions
This month htmnl § i

TrustConnect F.&.G.
html £ palf

Mo data found.

This year Download TrustConnect for

Windows™
Mo data found.

In orcer traffic charts to be displaved correctly, please install Adobe Flash Player version 9 or
higgher .

«  For using TrustConnect services, you need the Service login and Service Password generated for you. For
more details, refer to the chapter TrustConnect Overview.

«  Click the TrustConnect tab from your accounts page and note down the Service Login and Service
Password shown in this page.

- For using Online Storage Services, you can use the same login and password you specified during
Signing-up for Comodo Account. See Start Using Online Storage Space for more details.

1.3.3.3 Installing Comodo Backup

In order to store your valuable files to Comodo online storage space for safe-keeping, you need Comodo Backup
application installed in your system.

To install Comodo Backup

» Reinsert the DVD and click 'Install Online Backup' from the main Comodo Internet Security 2011 Complete
Installer screen. The installation wizard of Comodo Backup will start immediately.
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Step 1 - Choosing the Interface Language

The Select Setup language dialog is displayed. Comodo Online BackUp is available in several languages.

COMODO Installer Language

E Please select the language of the installer

|Eru;||i5h

Step 2 - End User License Agreement

Complete the initialization phase by reading and accepting the End User License Agreement (EULA).

COMODO BackUp 3.0
License Agreement

@ Please review the license terms before installing BackUp 3.0.
P

Press Page Down 1o see the rest of the agreement.

.END USER LICEMSE AGREEMENT
COMODO BackUp

IMPORTANMT - READ THESE TERMS CAREFULLY BEFORE DOWYNLOADING COMODO
BACKURP ™. BY DOWNLOADIMNG, INSTALLING OR USING THIS PROGEAM, OR BY
CLCKING  ONM " ACCEPT" BELOWY, YOLU ACKNOWLEDGE THAT YOU HAVE READ THIS
LICENSE AGREEMENT, THAT YOU LINDERSTANMD T, AND THAT ¥OU AGREE TO BE BOUND
BY ITS TERMSZ. YOU BEAR ALL RISK OF DATA LOSS ASSOCIATED WITH USE OF THIS
PROGRAM. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT, DO NOT DOWWHNLOAD OR INSTALL THE PROGRAM.

[This End-User License Agreement (the "Agreement] is a legal contract between you, as eitheran (v

If you accept the terms of the agreement, click I Agree to continue. You must accept the agreement o
install Backlp 3.0,

Cancel

- Click 'l Agree' to continue installation. If you want to cancel the installation, click 'Cancel'.
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Step 3 - Select Installation Folder

The next screen allows you to select the folder in your hard drive for installing Comodo BackUp. The default path is
C:\Program Files\Comodo\Comodo BackUp.

COMODO BackUp 3.0

Choose Install Location

E Choose the folder in which to install BackUp 3.0.

Setup will install BacklUp 3.0 in the following folder. To install in a different folder, click
Browse and select another folder, Click Install to start the installation,

Destinakion Falder

| C:hProgram Files\COMODCYCOMODO Backlph|

Space required: 22, 1MB
Space available: 11.6GE

If you want to install the application in a location other than the default location, click 'Browse' to choose a different

location.

» Click the 'Back’ button to review / change any of settings you specified before or press 'Install' to continue

with installation process.

Step 4 - Setup Progress

A setup status dialog box is displayed. You can see a progress bar indicating that the files are being installed.
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COMODO BackUp 3.0

Installing

(\1 Please wait while BackUp 3.0 is being installed.
(=)
i !

Install vdbus

On completion, the 'Installation Complete' dialog will be displayed.
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COMODO BackUp 3.0

Installation Complete

Setup was completed successfully.

Completed

Click 'Next' to continue.

Step 5 - Product Activation

On completion of Installation, the product Activation dialog is displayed. Comodo BackUp is activated at free of cost
for lifetime usage. If you wish to sign up for news about Comodo products then enter your email address in the
space provided and select Sign me up for news about Comodo products.
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COMODO BackUp 3.0

Free Activation for COMODDOD BackUp Installer.

@ Activation

Wi will activate vour free lifetime license for COMODD BacklUp by connecting with COMODO license
SEMVErs,

OPTIOMAL: Please pravide us with yvour email address  if you want to receive e-mail
communications from COMODC on new products, services and special promotions,

E-mail address {optional)

| ' Sign me up far news about COMODO products{optional)

This is optional. Click 'Next'.

Step 6 - Installation Complete

The Installation Complete dialog is displayed indicating the successful completion of installation. For the installation
to take effect, the system has to be restarted.
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COMODO BackUp 3.0

Completing the BackUp 3.0 Setup Wizard

A2

Q/,x Installation Complete

[+ Reboot now

Please save any unsaved data, leave 'Reboot now' checkbox selected and click 'Close’. If you want to restart the
system at a later time, uncheck 'Reboot now' checkbox click 'Close'.

Note: The installation will take effect only after restarting the computer.

Start Using Your Online Storage Space

After successful installation of Comodo Backup, start the application and click Online Storage from Left Hand Side
Navigation of its main interface.
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COMODO

»

test's Computer

Your computer is: NOT hacks

Recommenied: We recomn

0 Backup

Last backup: 21 July 20101216
Cnline 4 Hext scheduled backup: NEYE

Restore
Last restore: 25 May 20101527

The Online Backup interface will open.
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- Online Backup YT &S TR E

<. Online Backup

oy
Stare wour backups online using & secured
zervice and access them anytime and

anywwhere,

Welcome !

Sign in with wour Online Backup Uzername

Register How

| lsername |

| Fassword |

Sign in automatically

|_ Remember my username and passward

Sign In

- Enter your Login ID and pasword with Comodo Account Manager in the Username and Password fields
respectively and click Sign In.

After successful login, your username is displayed in the tab structure area and the disk partitions and folders of
your system are displayed as a tree structure in the left hand side pane and the folders and files in your online
storage space are displayed as a tree structure in the right hand side pane. You can drag and drop files and folders
between the two windows.
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o LNEY:E AT Account Settings

Online Backup

Local Hardware
R ———————_—_——_—_—_—_—_—_—_—_—_—_—_—_—_——.

———.
12 44 GB free of 2095 GB 1.00 B free of 1.00 GB Upgrade How!
- >
@6, ="
@ o, <
[
E:
[+ @j | 2

For more details on using your online storage space, refer to Comodo Backup Userguide available at

http://backup.comodo.com/comodo_backup_user_manual.pdf

1.3.3.4 Installing Comodo TrustConnect
TrustConnect makes surfiing secure from public Wi-Fi locations such as internet cafes and airports. To install and

activate the application, please follow these instructions:

«  Click 'Install TrustConnect' from the main Comodo Internet Security 2011 Pro/Complete Installer screen.

The installation wizard of Comodo TrustConnect will start immediately.

Step 1 - Welcome Screen

The welcome screen of the wizard will be displayed.
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i’-.% Comodo TrustConnect

Welcome to the Comodo TrustConnect Setup
Wizard

The ingtaller will quide vou through the steps required to install Comoda TrustConnect an your
compuker.

WARMIMG: Thiz computer pragram iz pratected by copyright law and international treaties.
IInauthorized duplication or distribution of this program, or any partion af i, may result in severe civil
ar criminal penalties, and will be prosecuted to the maximum extent pozsible under the law,

Click 'Next' to continue.

Step 2 — Subscriber License Agreement

Complete the initialization phase by reading and accepting the License Agreement.
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|§* Comodo TrustConnect

License Agreement

Pleasze take a moment to read the license agreement now. |f you accept the terms below, click "l
Agree'’, then "Mext". Othenuize click "Cancel".

COMODO TRUSTCONMECT SUBSCRIBER AGREEMENT M

IMPORTANT—PLEASE READ THESE TERMS CAREFLUILLY BEFORE
APPLYING FOR, ACCEPTING, OR USING COMODD TEUSTCOMMECT.
B USING, APPLYING FOR, OR ACCEFTING THE COMODO
TRUSTCOMMECT SERVICES OF BY CLICKING OM " ACCEFT" BELOWY,
YOUTHE "SUBSCRIBER" ACKMNOWYLEDGE THAT YOLI HAVE READ
THIZ AGREEMENT, THAT ¥YOU UNDERSTAMD T, AMD THAT ¥OLI
AGHEE TO AND ACCEPT THE TERM= AS PESENTED HEREIM. IF YOL

Do WOT AGREE TO THE TERMS AMD COMDITIONS OF THIS bt
(31 Do Mot Agree (%) | Agree
[ Cancel ] [ < Back ] I MHext »

- Select | Agree to continue the installation.

- If you want to cancel the installation at this stage, select | Do Not Agree.

Click 'Next' to continue.

Step 3 - Additional Options

The next stage allows you to select for creation of TrustConnect Desktop icon and TrustConnect quick launch icon,
for starting the client from the system tray.
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i'-.% Comodo TrustConnect

Additional options

Additional icons

[] Create Desktop lcon

[] Create Quick Launch loon

Cancel ] [ < Back ] I MHext »

Make your selections and click 'Next' to continue.

Step 4 - Select Installation Folder

The next screen allows you to select the folder in your hard drive for installing Comodo TrustConnect. The default
path is C:\Program Files\Comodo\TrustConnect.
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i’-.% Comodo TrustConnect

Select Installation Folder

The ingtaller will inztall Comodo T rustConnect ba the following folder.

Toinztall in thiz folder, click "Mext'. Toinztall bo a different folder, enter it below or click "Browse"',

Enlder:
C:AProgram Files\Comodoh T rustConnect!, [ Browse... ]

[ Diisk Cost...

If you want to install the client in a location other than the default location, click 'Browse' to choose a different

location.

Click 'Next' to continue.

Step 5 - Installation Progress

After completing the configuration options to your satisfaction the setup wizard will ask for confirmation before
commencing the installation procedure.
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i'-.% Comodo TrustConnect

Confirm Installation

The ingtaller iz ready to install Comado TrustConnect on vour computer.

Click "Mext" to start the inztallation.

Click the 'Back' button to review and/or modify any of settings you have previously specified. To confirm your
choices and begin the installation of Comodo Internet Security, click 'Next'.

The installation progress will be displayed...
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i’-.% Comodo TrustConnect

Installing Comodo TrustConnect

Comodo TrustConnect iz being installed.

Pleaze wait...

Cancel < Back Hext :

...and on completion, the Installation Complete dialog will be displayed.

i’-.% Comodo TrustConnect

Installation Complete

Comodo TrustConnect has been successfully installed.

Click "Cloze" to exit.

Register Comoda TrustConnect

Cloze
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- If you have already registered for TrustConnect sevice through Acivate Online Backup and TrustConnect,
uncheck the checkbox Register Comodo Trust Connect and click Close. The Installation will be completed.

- If you haven't registered for TrustConnect sevice through Acivate Online Backup and TrustConnect, keep
the checkbox Register Comodo Trust Connect checked and click Close. The Registration dialog will be

displayed.

% Comodo TrustConnect

TrustConnect Configuration Wizard
Erter wour license key

Enter ¥our License Key (I donok have a license kewl

| Mext = | Cancel

Enter your License Key and click Next.

Your key will be validated and a registration confirmation dialog will be diaplayed.
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Comodo TrustConnect

TrustConnect Configuration Wizard
Activation Successhull

The License entitles you to:

10 GE manthly data transter

Your TrustConnect account credentials are as Folloves:
Username: jsmith

Password: passwiord

TrustConnect has already been configured and is ready ko be used on this computer,

Please keep wour account details where wou can easily retrieve. To use TrustConnect in another
computer, wou will need these credentials,

< Back Cancel

'‘Comodo TrustConnect' is now successfully installed in your system.

Click Finish to exit the wizard and start using TrustConnect.

™ Comodo TrustConnect - User Authentication

Uszemame:; |jsmith

HERRERRHHH

Paszward:

[w Remember

| k. | | Cancel

Full details on using Comodo TrustConnect can be found in the TrustConnect section of this guide.
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1.3.3.5 Installing Comodo Dragon Browser

Comodo Dragon is a highly secure, user friendly web browser that makes surfing the web safer, easier and more
enjoyable.

To install Comodo Dragon

«  Click 'Install Dragon Web Browser' from the main Comodo Internet Security 2011 Pro/Complete Installer
screen. The installation wizard of Comodo Dragon will start immediately.

Step 1 — Welcome Screen

The welcome screen of the wizard will be displayed.

cCOMODO

Comodo Dragon Wizard | "I‘

Cornodo Dragon Wizard

The setup wizard will quide vou through the steps required to install Comodo Dragaon on your syskem,

Flease click Mext to continue the setup,

Mest = | | Cancel

Click 'Next' to continue.

Step 2 - License Agreement

Complete the initialization phase by reading and accepting the License Agreement.
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COMODO

Comodo Dragon License Agreement

Please read the folowing license agreernent carefully

COMODD DRAGOMN TERMS OF LSE -
The Comodo Dragon browser developed by Comodo Security Solukions, Inc, is based on the Chromium software code T2
developed by Google and is licensed under the B3D license as shown in Appendix &, The use of Comodo’s services in
conneckion with the safbware is per this agreement.

IMPORTAMT- PLEASE READ THESE TERMS CAREFULLY BEFORE USIMG THE COMODC DRAGON SERVICES
(COLLECTIMELY, THE "SERMICES™). BY INSTALLING COMODOD DRAGOMN AMD USIMG THE RELATED SERYICES OR BY
CLICKIMG O “T ACCEPT™ BELCYW, YOU SCKNOWLEDGE THAT ¥OU HAVE READ THIS AGREEMENT, THAT ¥oU
UMDERSTAMD IT, AMD THAT YOU AGREE TO BE BOUMD BY ITS TERMS, IF ¥OU Do MOT AGREE TO THE TERMS OF
THIS AGREEMEMT, DO MOT USE SERVICES AMD DO MOT CLICK OM T ACCEPT®,

These kerms of use are a legal contract bebween wou, as either an individual or as a business entity, and Comodo ll

[¥] Install COMODO Dragon Internet Browser. I agree to the above terms

< Back l [ Mext » l [ Cancel

Select the checkbox 'Install Comodo Dragon Internet Browser'. | agree to the above terms and click 'Next'.
Step 3 - Select Installation Folder

The next screen allows you to select the folder in your hard drive for installing Comodo Dragon. The default path is
C:\Program Files\Comodo\Dragon.
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cCOMODO

Comodo Dragon Destination Folder

Click Mext to Install to the default folder or click Browse to choose another

Install Comodo Dragon to:

C:\Program Files' Cormodol Dragon)) Browse. .

< Back | | et » | | Cancel

If you want to install the client in a location other than the default location, click 'Browse' to choose a different
location.

Click 'Next' to continue.

Step 4 - Import Settings

The next step allows you select the browsing data from your default browser. You can choose to import to your
browsing History, stored Favorites, Cookies, saved passwords, favorite search engines. This stage also allows to
select Dragon as your default browser.
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COMODO

Comodo Dragon Import Settings

Please select components to import from defaclt browser:

[+ History

[ Favarites
Cookiss

[l Passwords

¥ Search Engines

¥ Make Comado Dragon my default browser

< Back | | et » | | Cancel

Make your selections and click 'Next'.

Step 5 - Installation Progress

The wizard starts installing Dragon. The installation progress will be indicated.
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COMODO

Comodo Dragon is being installed... e ' R

Please wait while Comodo Dragon configures your computer

Installing settings

[ et l | Cancel

Step 6 - Product Activation

On completion of Installation, the product Activation dialog is displayed. Comodo Dragon is activated at free of cost
for lifetime usage. If you wish to sign up for news about Comodo products then select 'Sign me up for news about
Comodo products' and enter your email address in the space provided.
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COMODO

Comodo Dragon License Activation

Cormodo Dragon comes with a lifetime free license,

After installation Dragon Internet Brovweser will also activate your FREE lifetime license. Dragon Internet
Broveser will do this by communicating with COMODO server and sending this server a uniquely generated id,

[[] Sign me up for ness about COMODO products, (Cptional)

Ernail ID

M et » | | Cancel

This is optional. Click 'Next'.

Step 7 - Installation Complete

The Installation Complete dialog is displayed indicating the successful completion of installation.
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cCOMODO

Comodo Dragon Installation result : 2 ﬁ

Installation cormpleted successfully.

Click Finish to close the wizard.

[¥] Run Comodo Dragon

If you want to run Comodo Dragon Browser immediately, keep the check box 'Run Comodo Dragon' checked, else
uncheck it and click 'Finish' to exit the wizard.

1.3.4 Activating CIS Pro/Complete Services after Installation

CIS Pro and CIS Complete enable activation of the subscription and guarantee coverage even after installation.
Ths is useful in cases where you skipped the process of validating your license during the installation process.
Click the links below for detailed explanations:

« Activating your Subscription;

- Activating your guarantee coverage;

+ Renewal of your Subscription.

1.3.4.1 Activating Your Subscription

- Start the Comodo Internet Security application as explained in the section Starting Comodo Internet
Security.

On the bottom left corner of the main interface, you will see the 'Settings' area.

»  Click the link Activate Now link beside Subscription:
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The Product Activation Wizard will start.

COMODO Internet Security 2

Product Activation Wizard

Choose an option

Please select one of the options below and press Mext' butkon

(@1 have a valid license ke and T would like to use it

If wou have already obtained a walid license key, please choose this opkion, Inthe next
screen you will be prompted to enter it in order ko continue with the product ackivation,

(711 do not have a license key aor my license key is expired
& new window will be opened, allowing vou to purchase a new subscription or renew wour
existing subscription,

J ek Live Suppork < Back Mext = Cancel

- Select 'l have a valid license key and | would use it for activation your new installation’ and click 'Next'.
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COMODO Internet Security 2011 Complete Installer

Product Activation Wizard

connected to the Internet before wou attempt to activate your license,

The license key activation requires an active Internet connection, Please make sure you are

Enter your License key (1 do not have alicense kev)

@ The license key entered so Far is not walid,

i GetLive Support < Back Mext =

Cancel

www.comodo.com

Enter your license key and click 'Next'. The wizard starts validating your license.

COMODO Internet Security 2011 Complete Installer

Product Activation Wizard

Ackivaking

Please wait while vour license key is being validated. ..

[ L 11 11]]

& Get Live Support < Back Mext =

Cancel

summary of your license entitlements:
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COMODO Internet Security 2011 Complete Installer

Product Activation Wizard

Ackivation successtul

This License entitles you to:
p Installation onup to 3 PC's

p 2417 365 Day Live Support
b Virus-Free Guaranktes (Once Registration is Completed)

License is walid for; 364 days

License key:
beabdé 7 2-dd95-406 3-8508-5fd8930af90f Copy Brint:

Please keep yvour license key in a safe place in the event that you need ko reinstall vour
COMODO praduck,

You can also retrieve wour license key From your COMODO Accounk anline,

i GetLive Support < Back. Mext =

Copy and save your licence key in a safe place, as you will need it for installation in other machines (your license
entitiles you for installing the product and obtaining the services on upto three machines).

Click 'Finish' to exit the wizard.

1.3.4.2 Activating Your Guarantee Coverage

The Comodo Guarantee is available to customers of CIS Pro and CIS Complete versions. Before enabling
guarantee coverage, customers should first have activated their subscription. Full details on activating a
subscription for CIS Pro can be found in CIS Pro - Installation and Activation and CIS Complete - Installation and
Activation.

« Please note that if you wish to use and activate the Comodo guarantee then you must have installed
Comodo Internet Security (both Antivirus and Firewall components) and Comodo LivePCSupport. You must

also have run and passed a Comodo Antivirus scan using the latest signature database. The guarantee is
only available if you are a resident of the United States.

Limits: The guarantee is limited to the lesser of:

« The actual cost of the computer;

+  An aggregate total of $500 for all claims paid under a single license key, and

« The actual cost of a Comodo specified and authorized third party provider to repair the computer to an
operating condition (“Guarantee Limit”).

» The guarantee is limited to repairing the computer over the Internet to an operational state and excludes all
claims for lost or expected profits, lost or corrupted data, lost or deleted work, or lost or damaged personal
files. Comodo does not guarantee against the loss of any file or information. The guarantee is void if you
breached this agreement, failed to follow the procedures described in this Section 3 of the End User
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License Agreement (EULA) or failed to pay any fees applicable to your use of the Software.

»  Full Terms and Conditions on the Comodo Guarantee Coverage can be read in Section 3 of CIS EULA
(Step 1 of the Installation process of CIS Pro or CIS Complete).

Important Note: Before activating the guarantee, it is essential to run a full computer AV scan with the latest
version of the Comodo Virus database in order to ensure that your system is eligible for the Guarantee coverage.
Make sure that the virus database of your CIS installation has been updated to the latest one. The update status
is indicated next to 'Last Update’ in the 'Virus Defence' box of the CIS main interface and with a green tick mark
and the text 'All Systems are active and running' in the lower left corner of the main interface. If your virus
database is not up-to-date, click the link next to 'Last Update' in the 'Virus Defence' box to update to the latest
version. Then run a full computer scan from the Antivirus Tasks interface of the CIS. For more details on running

an Antivirus Scan Click here.

Step 1: To activate your guarantee coverage, click 'Not Activated' beside 'Guarantee:' from the Settings area at the
bottom left corner of the main interface.

C OO0y

If you have not yet run a full virus scan with the latest signature database (as mentioned above), you will be asked
to do so. A full system scan to remove all known viruses is a mandatory requirement if your computer is to be
eligible for guarantee coverage. If this step has already been performed (and your system is clean), then the
process moves to step 2.

COMODO Internet Security 2011 X

' You need ko perform a full computer virus scanning before ackivating your coverage,
. Would wou like to do it now?

Yes ] [ Mo
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Click "Yes' to start the scanning.

€ Scanning: My Computer

Scanning: My Computer
Skakus: C W IRDOWS System 32 alg, exe

®' Objects Scanned: 66 Start Time:  §/16/2010 11;22:06 AM
a Threats Found: 1] Duration: 00:00:05

[+ Show on kop

& Get Live Support 'L_; Pause [ Ij Stop Scan

On completion of scanning, the 'scanning completed’ window is displayed.

€ Scanning: My Computer - Completed

Scanning: My Computer
Skakus: Scan Completed
®' Objects Scanned: 462645 Start Time:  §/16/2010 11:22:06 AM
a Threats Found: 5 Duration: 01:04:30
[ Show on kop
& Get Live Support [ Results

« Click 'Results' to view the Scan Results window. If malicious executables are discovered on your system,
the scan results window displays the number of objects scanned and the number of threats (Viruses,
Malware and so on).
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C COMODO Antivirus - Scan Results

Threat Mame Risk.
=]Heur.Corrupt.PE@-1 Mediurm _—
—  [&] CiDocuments and Settingsisystems 123 Local Settings) Temporary Inkernet Filesic,..

L[] CiDocuments and Settingsisystems1231Local Settings' Temporary Internet FilesiC,..
=]Heur.Packed.MultiPacked@-1 Medium I
—  [£] Di\Backup of Update Machinestatich, SkaticRulesTeskSamplesiircbob 0665085551 1c. ..

—  [5] DiBackop of Update MachineiskaticlStaticRulesTeskSamplesircbotl038facbdas2es. .

L[5 D\Backup of Update Machinestatich,staticRulasTeskSamples|QOpassi0843545F40F..

EE TEohE

& Gt Live Support Save Resulks Clean |- Ignore
4

» Click Clean to remove the threats from your computer.

« If No threats are found, click the 'Close' button to return to the main CIS interface.

€ Scanning: My Computer - Completed

Scanning: MMy Computer
Skatus; Scan Completed
®' Cbjecks Scanned: 463269 Start Time:  3/16)2010 1:01:35 PM
a Threats Found: 0 Duration: 01:08:58
[ show on kop
& Get Live Support ' Close

Step 2: The next stage is to run the Guarantee Activation Wizard again.

+ Click 'Not Activated' beside 'Guarantee:' from the Settings area at the bottom left corner of the main
interface.
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COMODO Internet Security 2011 Pro Installer

Guarantee Activation Wizard
Eligibility check

In order ko conkinue with the quarantes ackivation, the wizard must First check iF this is an
eligible computer.
an eligible computer would Bypically have:

b COMODO Inkernet Security 2011 Prao installed

b COMODD livePCsupport installed
b had a Full computer virus scanning with the latest wirus signature database

Please press 'Mext' butkon to continue.

i GetLive Support < Back.

»  Click Next to continue. The wizard will check whether your computer meets the prerequisites for guarantee
coverage. The prerequisites are:

« Comodo Internet Security 2011 (Pro or Complete) is fully installed (both Firewall and Antivirus)
« Comodo LivePCSupport is installed
« That your computer has undergone and passed a full virus scan using the latest signature database

If any of the items listed above are not detected then the next stage of the wizard will implement them (for example,
it will install any missing components and start a full virus scan). If all components are present then the process
moves to step 3.
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COMODO Internet Security 2011 Pro Installer

Guarantee Activation Wizard

Upgrade required

In order ko activate wour guarantes coverage, the wizard needs to download and install some
software components,

The wizard is now going ko download and install the Following required component(s):

p COMODO livePCsupport

Please make sure vou are connected ko the Inkernet and press Mext' button bo continue,

¥ GetLive Support < Back

Click 'Next' to continue. The wizard will start downloading and installing the components automatically.

Step 3: Registering Your Guarantee

Your guarantee coverage will be registered...

COMODO Internet Security 2011 Complete Installer

Guarantee Activation Wizard
Re

Flease wait while vour guarantee is being ackivaked. ..

& et Live Support < Back Mexk = Firish
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... and on completion, a final confirmation screen indicating successful activation of the Guarantee will be
displayed.

COMODO Internet Security 2011 Complete Installer

Guarantee Activation Wizard

You have successfully activated your guarantee.

& Get Live Support < Back, Mewxt = Firish

»  Click 'Finish' to complete the activation wizard..

Successfully activating your Guarantee will change the information displayed in the 'Settings' area:

FE’IJ Get Live Support

1.3.4.3 Renewal of Your Subscription

Your CIS Pro or CIS Complete subscription is valid for one year only. In order to enjoy continuous services from
Comodo, you need to renew your subscription.

To renew your subscription click 'Activate Now' beside 'Subscription:' from the Settings area at the bottom left
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corner of the main interface.

The Product Activation Wizard will start.

COMODO Internet Security 2011 Complete Installer

Product Activation Wizard

Choose an option

Please select one of the options below and press Mext' butkon

(@1 have a valid license ke and T would like to use it

If wou have already obtained a walid license key, please choose this opkion, Inthe next
screen you will be prompted to enter it in order ko continue with the product ackivation,

(711 do not have a license key aor my license key is expired
& new window will be opened, allowing vou to purchase a new subscription or renew wour
existing subscription,

.& ek Live Suppork < Back Mext = Cancel

« Select 'l do not have a license key or my license key is expired' and click 'Next'.
You will be taken to https://accounts.comodo.com/cfp/management/signup.
«  Select your CIS Package.

» Select 'Yes' to the question Are you an existing Comodo customer? in Customer information area, enter
your login and password and complete the payment procedures.

The Subscription key will be sent to you by email. Activate your subscription using the new key to enjoy the
continued services.

1.4 Starting Comodo Internet Security

After installation, Comodo Internet Security automatically starts whenever you start Windows. In order to configure
and view settings within Comodo Internet Security, you need to access the management interface.

There are 3 different ways to access the management interface of Comodo Internet Security:

«  Windows Start Menu

«  Windows Desktop

 System Tray Icon

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.



https://accounts.comodo.com/cfp/management/signup

cCOMODO

Creating Trust Online www.comodo.com

Start Menu

You can also access Comodo Internet Security via the Windows Start Menu.

« Click Start and select All Programs > Comodo > COMODO Internet Security > COMODO Internet
Security.

e e I & windows Media Flayer
G COMODO Irternet Sff ‘& Windows Messenger
|
| S Windows Movie Maker
M@ COMODO GeelBuddy

by B ﬁg’ Add and Remaowe components

C C DD Internet Sacuriky

Windows Desktop

« Just double click the shield icon in the desktop to start Comodo Internet Security.

CIS Tray Icon

« Just double click the shield icon to start the main interface.

By right-clicking on the tray icon, you can access short cuts to selected settings such as Antivirus Security Level,
Firewall security Level, Defense+ Security Level, Sandbox Security Level, Configuration including Game Mode
option.

Antivirus Security Level — Click here for more details on Antivirus Security Level setting
Firewall Security Level — Click here for more details on Firewall security Level setting
Defense+ Security Level — Click here for more details on Defense+ Security Level setting
Sandbox Security Level — Click here for more details on Sandbox Security Level
Configuration — Click here for more details on Configuration settings

Game Mode — Switches CIS 2011 to Game Mode to enable you to play your games without any interruptions from
various alerts in your computer. The operations that can interfere with users’ gaming experience are either
suppressed or postponed.

In game mode:
- Defense+/Firewall alerts are suppressed as if they are in training mode;

» AV database updates and scheduled scans are postponed until the gaming is over;
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- Automatic isolation of unknown applications and real-time virus detection are still functional.

Deactivate Game Mode to resume alerts and scheduled scans.

1.5 Overview of Summary Screens

By default, the management interface displays the 'Summary' area information. You can access this area at any
time by selecting the 'Summary' tab as shown in General Navigation.

The specific layout of the summary screen that you see is dependent on the type of installation you chose. Click
the links below to view an outline of the summary screen that applies to your installation:

« COMODO Internet Security with both Antivirus and Firewall
« COMODO Firewall only or
« COMODO Antivirus only

1.5.1 Comodo Internet Security — Summary

cCOMODO

Internet Security PREMIUM

Antivirus @ Stateful

The wviruz database has been updated on Mewer Updated

‘a 0 threat(z] detected zo far

Update Mow @ Scan Now

Defense+ @ 5afe Mode
Defenze+ haz blocked 1 intrusion(z] so far

[t

unrecoghized filefz] obzerved / will be treated az Partially Limited

[r—

application(z] curently winning in the sandbox

Firewall @ safe Mode Traffic
'-} Firewall has blocked 0 inbrusion(s) so Far mONSResponder.exe s 531
syrhosk, gxe - 11.7
i‘ outbound connection(s] Syskem %] 5.2%

4
4

L4

=

inbound connection(z] :
@l Stop All Traffic
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1.

Summary screen shows the following

System Status

On the left-hand side of the main interface the status of the system will be displayed and recommendations
on actions you need to perform.

Antivirus
The Antivirus summary box contains:

i. The Status of Realtime Virus Scanning

The status of the virus scanning setting is displayed as a link (Stateful in this example). On clicking
this link, the Virus Scanner Settings panel is opened allowing you to quickly set the level of Real
Time Scanning, by moving the status slider. For more details on Virus Scanner Settings, refer

Scanner Settings.

ii. When the Virus Database was Last Updated
The day and time at which the virus database was last updated is displayed as a link. On clicking
the link, the update of the virus database is started and the current date and time are displayed on
completion of the process.

iii. Number of Detected Threats
The number of threats detected so far from the start of the current session of Comodo Antivirus is
displayed here as a link. On clicking the link, Antivirus Events panel is opened. For more details on
viewing Antivirus events, refer Antivirus Events.

iv. Scan Now

The 'Scan Now' link in this box allows you to Run a Scan, when clicked.
Defense+
The Defense+ summary box contains:

i. Number of Blocked Suspicious Attempts

The number of suspicious attempts blocked by Defense+ from the start of the current session is
displayed as a link . On clicking this link, View Defense+ events is opened. For more details on
viewing Defense+ events, refer View Defense+ events.

ii. Your Current Defense+ Security Level

Your current Defense+ security level (or Defense+ setting) is displayed as a link (Safe Mode in this
example). On clicking this link, the Defense+ settings panel is opened to allow you to quickly
customize the Defense+ security level by moving the Defense+ security level slider to preset
security levels. For a more details on Defense+ settings, refer Defense+ Settings.

iii. Number of Unrecognized Files

A numerical summary of all the unrecognized files that are running on your computer is displayed
here as a link and how the files are to be treated as set in Execution Control Settings. On clicking
the numerical link, Unrecognized Files pop-up is displayed with details of each
process/application.

You can see in-depth details of all running processes by clicking View Active Processes in
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Defense+ center.

iv. Number of Applications Running in the Sandbox

The number of files that are currently running in the sandbox is displayed here. For more details on
this refer to the sections Always Sandbox and Run a Program in the Sandbox.

4. Firewall
The Firewall summary box contains:

i. Number of Blocked Intrusion Attempts

The total number of intrusion attempts blocked by firewall since start of current session of Comodo
Internet Security is displayed here as a link. On clicking the link, Firewall Events panel is opened.
For more details on viewing Firewall events, refer View Firewall Events.

ii. Current Firewall Security Level

Your current Firewall Security Level (or 'Firewall Behavior Setting') is displayed as a link (Safe
Mode in this example). On clicking this link, the Firewall Behavior Settings panel is opened allowing
you to quickly customize the firewall security by moving the Firewall Security Level slider to preset
security levels. For more details on Firewall settings, refer Firewall Behavior Settings.

iii. Inbound/Outbound Connections

A numerical summary of currently active inbound and outbound connections to and from your
computer is displayed here. The numbers are displayed as links. On clicking any number, Active
Connections panel is opened. For more details on viewing active connections, refer View Active
Connections.

iv. Traffic

The Traffic area in the Summary screen of Comodo Firewall displays a bar graph showing the
applications that are currently connected to the Internet and are sending or receiving data. The
summary also displays the % of total traffic each application is responsible for and the filename of
the executable. Clicking on any application name opens View Active Connections interface.

v. Stop All Traffic/Restore All Traffic

This link allows you to toggle network activity between on and off. Specifically, clicking Stop All
Traffic instantly blocks all incoming and outgoing network connections, placing the firewall in the
'Block All Mode' of Firewall Behavior Settings. Similarly, clicking Restore All Traffic re-implements
your previous Firewall Security Level.

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

1.5.2 Comodo Antivirus — Summary

COMODO

Antivirus

B Summary & Antivirus "+ Defense+

Antivirus @ Stateful

The winuz database has been updated on Mewer Updated

C a 0 threat(z] detected o far
up-to-date.

U[:Idate [l @ Scan Mow

Defense+ @ Safe Mode
Defensze+ haz blocked 3 intrugion(z) zo far

I~

unrecognized file[s] observed £ will be treated as Partially Limited

[

application(z] currently running in the sandbox

Summary screen shows the following
1. System Status

On the left-hand side of the main interface the status of the system will be displayed and recommendations
on actions you need to perform.

2. Antivirus

The Antivirus summary area contains:

i. The Status of Realtime Virus Scanning

The status of the virus scanning setting is displayed as a link (Stateful in this example). On clicking
this link, the Virus Scanner Settings panel is opened allowing you to quickly set the level of Real
Time Scanning, by moving the status slider. For more details on Virus Scanner Settings, refer to
Scanner Settings.

ii. When the Virus Database was Last Updated
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The day and time at which the virus database was last updated is displayed as a link. On clicking
the link, the update of the virus database is started and the current date and time are displayed on
completion of the process.

iii. Number of Detected Threats

The number of threats detected so far from the start of the current session of Comodo Antivirus is
displayed here as a link. On clicking the link, Antivirus Events panel is opened. For more details on
viewing Antivirus events, refer Antivirus Events.

iv. Scan Now

The 'Scan Now' link in this box allows you to Run a Scan, when clicked.

3. Defense+
The Defense+ summary box contains:

i. Number of Blocked Suspicious Attempts

The number of suspicious attempts blocked by Defense+ from the start of the current session is
displayed as a link . On clicking this link, View Defense+ events is opened. For more details on
viewing Defense+ events, refer View Defense+ events.

ii. Your Current Defense+ Security Level

Your current Defense+ security level (or Defense+ setting) is displayed as a link (Safe Mode in this
example). On clicking this link, the Defense+ settings panel is opened to allow you to quickly
customize the Defense+ security level by moving the Defense+ security level slider to preset
security levels. For a more details on Defense+ settings, refer Defense+ Settings.

iii. Number of Unrecognized Files

A numerical summary of all the unrecognized files that are running on your computer is displayed
here as a link and how the files are to be treated as set in Execution Control Settings. On clicking
the numerical link, Unrecognized Files pop-up is displayed with details of each
process/application.

You can see in-depth details of all running processes by clicking View Active Processes in
Defense+ center.

iv. Number of Applications Running in the Sandbox

The number of files that are running currently in the sandbox is displayed here. For more details on
this refer Always Sandbox and Run a Program in the Sandbox.
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1.5.3 Comodo Firewall — Summary

COMODO

- =_IEESummmy | "%, Firewall "+ Defense+
Firewall ;

Summary

Firewall @ 5afe Mode Traffic
‘} Firewall has blocked 0 intrusion(s] o far Safari.exe [ 4
mOhSResponder.exe — 295%
f 8 outhound connection(s) swchost.exe [t 15.0%
Syskem 26%

'v 0 inbound connection(s)

Defense+ @ Safe Mode
Defense+ haz blocked 0 intrusion(s] zo Far

Q\,."" Stop All Traffic

=

unrecognized filefz] observed

=

application[z] currently running in the sandbox

Summary screen shows the following
1. System Status
On the left-hand side of the main interface the status of the system will be displayed.
2. Firewall
The Firewall summary box contains:

i. Number of Blocked Intrusion Attempts

The total number of intrusion attempts blocked by firewall since start of current session of Comodo
Internet Security is displayed here as a link. On clicking the link, Firewall Events panel is opened.
For more details on viewing Firewall events, refer View Firewall Events.

ii. Current Firewall Security Level

Your current Firewall Security Level (or 'Firewall Behavior Setting') is displayed as a link (Safe
Mode in this example). On clicking this link, the Firewall Behavior Settings panel is opened allowing
you to quickly customize the firewall security by moving the Firewall Security Level slider to preset
security levels. For more details on Firewall settings, refer Firewall Behavior Settings.
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iii. Inbound/Outbound Connections

A numerical summary of currently active inbound and outbound connections to and from your
computer is displayed here. The numbers are displayed as links. On clicking any number, Active
Connections panel is opened. For more details on viewing active connections, refer View Active
Connections.

iv. Traffic

The Traffic area in the Summary screen of Comodo Firewall displays a bar graph showing the
applications that are currently connected to the Internet and are sending or receiving data. The
summary also displays the % of total traffic each application is responsible for and the filename of
the executable. Clicking on any application name opens View Active Connections interface.

v. Stop All Traffic/Restore All Traffic

This link allows you to toggle network activity between on and off. Specifically, clicking Stop All
Traffic instantly blocks all incoming and outgoing network connections, placing the firewall in the
'‘Block All Mode' of Firewall Behavior Settings. Similarly, clicking Restore All Traffic re-implements
your previous Firewall Security Level.

3. Defense+
The Defense+ summary box contains:

i. Number of Blocked Suspicious Attempts

The number of suspicious attempts blocked by Defense+ from the start of the current session is
displayed as a link . On clicking this link, View Defense+ events is opened. For more details on
viewing Defense+ events, refer View Defense+ events.

i. Your Current Defense+ Security Level

Your current Defense+ security level (or Defense+ setting) is displayed as a link (Safe Mode in this
example). On clicking this link, the Defense+ settings panel is opened to allow you to quickly
customize the Defense+ security level by moving the Defense+ security level slider to preset
security levels. For a more details on Defense+ settings, refer Defense+ Settings.

iii. Number of Unrecognized Files

A numerical summary of all the unrecognized files that are running on your computer is displayed
here as a link and how the files are to be treated as set in Execution Control Settings. On clicking
the numerical link, Unrecognized Files pop-up is displayed with details of each
process/application.

You can see in-depth details of all running processes by clicking View Active Processes in
Defense+ center.

iv. Number of Applications Running in the Sandbox

The number of files that are currently running in the sandbox is displayed here. For more details on
this refer Always Sandbox and Run a Program in the Sandbox.
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1.6 Comodo Internet Security — Navigation

After installation, Comodo Internet Security automatically protects any computer on which it is installed. You do not
have to start the program to be protected.

See Starting Comodo Internet Security if you are unsure of how to access the main interface.

Persistent Navigation

Comodo Internet Security is divided into five main areas indicated by the tabs with respective icons at the top right
hand side of the main interface screen.

¢ Summary
* Antivirus
« Firewall

+ Defense+
+  More.

Each of these areas contains several sub-sections that provide total control over configuration of the security Suite.
These icons are ever-present and can be accessed at all times.

[

\= Summary ﬂ‘ Antivirus |, Firewall '+ Defense+ &, More

« Summary - Contains at-a-glance details of important settings, activity and other information. The summary
screen differs for different types of installation, namely:

« Comodo Internet Security
Comodo Antivirus
« Comodo Firewall

See the Overview of summary screens section for more details on this area.

« Antivirus - Clicking this icon opens Antivirus Tasks configuration screen.

- Firewall - Clicking this icon opens Firewall Tasks configuration screen. Advanced users are advised to first
visit the Network Security Policy area for an introduction to firewall policies and rule creation.

- Defense+ - Clicking this icon opens Defense+ Tasks configuration screen. Advanced users are advised to
first visit the Computer Security Policy area for an introduction to Defense+ policies, rule creation and
Sandboxing features.

« More - Clicking this icon opens More... options screen which contains several options relating to overall
configuration of Comodo Internet Security.
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1.7 Understanding Alerts

After first installing Comodo Internet Security, it is likely to see a number of pop-up alerts. This is perfectly normal
and indicates that the security suite is learning the behavior of your applications and establishing which programs
need privileges such as Internet access and file access rights. Each alert provides information and options that
enable you to make an informed decision on whether you want to allow or block a request or activity. Alerts also to
allow you to instruct Comodo Internet Security on how it should behave in future when it encounters activities of the
same type.

Buffer Overflow Protection Feature - Buffer overflow attack occurs when a malicious program or script
deliberately sends more data to its memory buffer than the buffer can handle. Defense+ provides alerts on attempt
of most types of buffer overflow attacks and provides protection against data theft, computer crashes and system
damage. For more details, please refer Defense+ Settings > Execution Control Settings > Detect Shell Code

Injections.

Alerts Overview

Comodo Internet Security alerts come in four main varieties, namely:
*  Antivirus Alerts
» Firewall Alerts
- Defense+ Alerts (including Elevated Privilege Alerts)
+ Sandbox Alerts

Broadly speaking, Antivirus alerts inform you when a virus or malware is executed into your system, Firewall alerts
inform you about network connection attempts and Defense+ alerts tell you about the behavior of application on
your system. In all the three cases, the alert can contain very important security warnings or may simply occur
because you are running an application for the first time. Your reaction should depend on the information that is
presented at the alert.

An example alert is shown below.
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Type of Alert

Can be Firewall,
Defense+ or Antivirus

Color indicates_ COMODO Deferise+ Alert
severity of the Alert

Description of activity or

Both firewall and connection attempt

Defense+ alerts are

color coded to the .
@ h_ High visibility icons quickly inform

risk level T T S S
CPILSuite. exe you which applications and
techniques are involved in an alert.
. . Security Considerations icki
The information area Clicking the name of the
contains advice to CPIL5uite, 2xe could not be recognized and it is about ko executables here opens a window
ccess the physical memory directly. Accessing the pheysical taini inf ti bout
user on how to react memary is nok a common operation for everyday containing more information abou
applications. It is occasionally used by system profiling software, f : : f
to the alert. However most of the time, this is exploited by malware, The the appllcatlon in questlon

ronsequence of a malicious code obtaining direck physical memory:
access can be a complete system takeover by this malicious code,

Select these choices

as required. These Create a "Windows" system restare point More Options <| Clicking More Options expands the
options are [C] Submit the Files ko COMODO Far analysis lower panel and dlSpIayS more
explained below [l Remember my answer options to react to the alert
i S
& How should T answer? L Allow A@ Block.
]

Click these buttons to allow or
block the request

Severity Level

The upper strip of both Defense+ and Firewall alerts are color coded according to risk level. This provides a fast,
at-a-glance, indicator of the severity of the alert. However, it cannot be stressed enough that you should still read
the 'Security Considerations' section in order to reach an informed decision on allowing or blocking the activity.

Note: Antivirus alerts are not ranked in this way. They always appear with a red upper strip.

« Yellow Alerts - Low Severity - In most cases, you can safely approve these connection request or activity.
The 'Remember my answer for this application’ option is automatically pre-selected for safe requests

« Orange Alerts - Medium Severity - Carefully read the ‘Security Considerations section before making a
decision. These alerts could be the result of a harmless process or activity by a trusted program or an
indication of an attack by malware. If you know the application to be safe, then it is usually okay to allow
the request. If you do not recognize the application performing the activity or connection request then you
should block it.

- Red Alerts - High Severity - These alerts indicate highly suspicious behavior that is consistent with the
activity of a Trojan horse, virus or other malware program. Carefully read the information provided when
deciding whether to allow it to proceed.
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Information on the Alert

Security Considerations: The Security Considerations area contains a description of the nature of the alert. It tells
you the name of the software/executable that caused the alert; the action that it is attempting to perform and how
that action could potentially affect your system. You can also find helpful advice about how you should respond.

COMODO Firewall Alert

Teamyiewer.exe is trying to connect

o 1 11

Application:  TeamWiewer . exe

G Femoke: 127.0.0.1 - TCP

Pork: Q993

Security Considerations

Teamviewer . exe is a safe application. You can safely allow this

request,
[C] remember my answer More Opkions | »
= —
i@ How should T answer? g Allow @ Black

+ Remember my answer - Select this option if you want Firewall to implement the same decision for
identical requests in future - meaning you are not prompted if same type of activity or connection attempt
arises in future. The response you made this time is applied automatically to the all the similar activities or

connection attempts.

More Options

Clicking the More Options in the Firewall alert expands the lower panel and displays more options for reacting to
the alert.
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(@) Allow this request Fewer Options |~
() Black this request
() Treak this application as Installer or Updater -

[] Create a "wWindows" system restore point
[C] submit the Files ko COMODO For analysis

[ Remember iy answer

9 How should T answer? 'J ok @ Cancel

The first three options enable you to select your reaction to the activity or connection attempt requested.

Allow this request - Allows the requested activity or connection attempt
Block this request - Denies the requested activity or connection attempt.

Treat this application as - Enables you to select a predefined security policy to be deployed on to the
application in question. Select this option and select a predefined policy depending on the trustworthiness
and type of the application.

Weh Browser

Web Browser

Ermail Client

Ftp Clignk

Trusted Application
Blocked Application
oukgoing Cnly

Refer to Predefined Firewall Policies and Predefined Computer Security Policies for more details.

Submit the files to COMODO for analysis - Select this option if you suspect that that the application that
has raised this alert as a malware. Comodo Internet Security sends the application to Comodo
automatically, irrespective of your Allow or Block response. Comodo analyzes the application and includes
it in the safe list or black list accordingly.

Create a "Windows" system restore point - Selecting this option instructs your Windows Operating
System to create a restore point. This enables you to safely rollback your system to the previous system
state if you encounter problems because of allowing or blocking this request.

+ If you have Comodo Time Machine (CTM) installed then CIS creates a Time Machine restore point.

» If you do not have Comodo Time Machine installed, then CIS creates a regular Windows System
Restore point.

Note: This option is only available if Windows System Restore is enabled in your system. You can check

whether system restore is enabled by visiting the Windows control panel:

»  Click here if you are using Windows 7

»  Click here if you are using Windows Vista
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«  Click here if you are using Windows XP

Windows 7
To ensure that Windows system restore is enabled

1. Click Start > Control Panel > System > System Protection

2. Make sure that the Protection status of the hard disk drive partition(s) is set to 'On' under 'Protection
Settings'.

System Properties E

" Computer Namel Hardwarel #dvanced  System Protection | Hemntel

- Use system probection to undo urwanted spstem changes and
}_’ restore previous versions of files. 3¢hat 1z zustem protechion’

System Restore

Y'ou can undo system changes by reverting

; i System Restore..
wour compuker o a previous restore paint,

Frotection Settings

fable Drives
< &imisk (C:] [System]

Pratection

[y

Windows Vista
To ensure that Windows system restore is enabled
1. Click Start > Control Panel > System > System Protection

2. Make sure that the checkbox(es) beside the hard disk drive partition(s) under 'Automatic restore points >
Create restore points automatically on the selected disks" are selected.
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System Propetties

 Computer Namel Hardwarel fdvanced  Swestem Protection | Hemu:utel

e foucan use restore points bo undo urwanted system changes. How
E'EJ,?--, much dizk zpace iz reguired?

Y'ou can alzo use restore points to restore previous verzions of files,
called shadow copies. How do | use previous versions?

Syetem Bestore helps you restare your computer's

: : debih e Systern Restore. .
zpztem files bo an earlier point in time.

— Automatic restare points
Create reztore pointz automatically on the selected disks:

| b ozt recent restore point |
141842010 3:40:19 Ak
Mane

Windows XP
To ensure that Windows system restore is enabled
1. Click Start > Control Panel > System > System Restore tab

2. Make sure that the checkbox Turn off System Restore on all drives' is NOT selected.

System Properties

| General | Computer Name || Hardware || Advanced |
System Restore Automatic Updates [ Remote |
: System Restore can track and reverse harmful changes to your
computer.
Q:Eum off System Festore on all dives 3
Drive settings

To change the status of S}ff_:tem Restore orthe maximum amourt of disk

If Comodo Time Machine (CTM) is installed in your system, the restore point is created by it irrespective of whether
the Windows Restore Point is enabled in your system or not.

Background Note: Comodo Time Machine is a powerful system rollback utility that allows you to quickly restore
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your computer to an earlier point in time. The software is free of charge and allows you to quickly recover your
computer to its last working state in the event of malware attacks or system crashes. Find out more and download
the application from http://www.comodo.com/home/data-storage-encryption/data-recovery.php.

Now that we've outlined the basic construction of an alert, lets look at how you should react to them:

Answering an Antivirus Alert

Comodo Internet Security generates an Antivirus alert whenever a virus or malware tries to be copied or executed
without your knowledge and displays the alert at the bottom right hand side of your computer screen. These alerts
are a valuable source of real-time information that helps the user to immediately identify which particular files are
infected or are causing problems and the choices for actions to be taken.

The alert contains the name of the virus detected and the location of the file or application infected by it.

COMODO Antivirus Alert

A malicious item has been

detected!
Marme: Teststring.Eicar@sz 18661
Location: i\Program Filesheicar,com
Mare information: nawailable
i How should T answer? uj Clean - u Ignote  #

You can take one of the following steps to answer the Antivirus alert.

» Move the file or application to Quarantined Items for later analysis, if you feel that the virus appears to be
suspicious.

- Disinfect the file if there exists a disinfection routine for the detected file.

» Delete the file or application from your system if you do not trust the application.

« Ignore the alert only if you trust the application or the source of application by clicking 'Ignore'.
To move the file or application to Quarantine

»  Click the drop-down arrow beside the 'Clean' button and select 'Quarantine’ from the 'Clean' options.
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COMODO antivir

A malicious item has been

detected!
Marme: Teststring.Eicar@sz 18661
Locakion: C:\Program Filesheicar.com

Mare information: IInavailable

i How should T answer? g Clean - u Ignare |

Disinfect

Quarankine

To disinfect the file/application

+  Click the drop-down arrow beside the 'Clean' button and select 'Disinfect' from the 'Clean' options.

COMODO Antivi Jert

A malicious item has been

detected!
Marme: Teststring.Eicar@sz 18661
Locakion: C:\Program Filesheicar.com

Mare information: IInavailable

i How should T answer? g Clean - u Ignare |

Disinfeck

Quarankine

To permanently delete the file or application

«  Click the 'Clean' button

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online™

www.comodo.com

COMODO Antivirus Alert

A malicious item has been

detected!
Marme: Teststring.Eicar@sz 18661
Locakion: C:\Documents and SettingsitestDeskiopheicar. com

Mare information: IInavailable

i How should T answer? - u Ignore  #

To ignore the alert if you trust the file/application

« Click 'Ignore'. Selecting Ignore provides you with four options.

COMODO Anfivirus Alert

A malicious item has been

detected!
Mame: Teskstring, Eicar@sz 1 5661
Location: C:\Program Fileseicar . com

Mare information: IUnavailable

& How should T answer? u Clean - u Igniore b Once
Add to Trusted Files

Repart this ko COMODO as a False Alert

&dd ko Exclusions

» Once. If you click 'Once’, the virus is ignored only at that time only. If the same application invokes
again, an Antivirus alert is displayed.

- Add to Trusted Files. If you click 'Add to Trusted Files', the virus is moved to Trusted Files area. The
alert is not generated if the same application invokes again.

- Report this to COMODO as a False Alert. If you are sure that the file is safe, select 'Report this to
COMODO as a False Alert'. The Antivirus sends the file to Comodo for analysis. If the file is
trustworthy, it is added to the Comodo safelist.

- Add to Exclusions. If you click 'Add to Exclusions', the virus is moved to Exclusions list. The alert is
not generated if the same application invokes again.
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Answering Firewall Alerts

you answer a Firewall alert: :

database yet).
select the Remember My Answer option.

whether or not to proceed:

TeamViewer Properties @

General |Versi0n || Compatibility || Digital Signatures || Summal_l.Jl

E %Team\-"iewer I
Type of file:  Application

Deszcription:, Teaniewer

Location: C:\Program FileshTeamyiewerhersions

Size: 5,03 MB [5.279,016 bptes)

Size ondisk:  5.03 MB [5,273,744 bytes)

Created: Tueszday, July 06, 2010, 8:36:20 PM

todified: Tuesday, July 06, 2010, 8:36:20 PM

Accesred: Today, August 09, 20010, 51338 PM

Attribubes: [JRead-only [ Hidden

Comodo Internet Security generates a Firewall alert on network connection attempts. The followings steps will help

1. Carefully read the 'Security Considerations' section. The Firewall can recognize thousands of safe
applications. (For example, Internet Explorer and Outlook are safe applications). If the application is known
to be safe - it is written directly in the security considerations section along with advice that it is safe to
proceed. Similarly, if the application is unknown and cannot be recognized you are informed of this.

If it is one of your everyday applications that you want to grant Internet access to then you should select
Allow This Request (it may be the case that the application has not yet been added to the safe application

If you don't recognize the application then we recommend you select Block This Request, but do not

In all cases, clicking on the name of the application opens a properties window that can help you determine

R

Ok ][ Cancel ]

s
127.0,0.1 - TP
Pork: 9995

E Remate:

Security Considerations

TearmViewer exe is a safe application. You can safely allow this
request,

(@) Allow this request
() Block this request

Fewwer Options | &

() Treat this application as Web Browser =
[ Remember my answer

| 2 | | R
9 How should T answer? fi 0K | | &y Cancel

2. If you are sure that it is one of your everyday application, try to use the Treat This Application As option
as much as possible. This deploys a predefined firewall policy on the target application. For example, you
may choose to apply the policy Web Browser to the known and trusted applications 'Internet Explorer',
'FireFox' and 'Opera’. Each predefined policy has been specifically designed by Comodo to optimize the
security level of a certain type of application.
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1.

() Allow this request Fewer Options |~
() Black this request
(@) Treat this application as Installer or Updater -

. . Installer or Updater
[l Create a "wWindows" system restare | Trsked Application

] Submit the files bo COMODO For anal *¥indows System Application

Isolated Application
] remermber rvy answer Limited Application

— .
& How should T answer? W Ok @; Cancel

If you do not see the Treat this Application As option, you should click More Options. Remember to
check the box Remember My Answer.

If the Firewall alert reports a behavior, consistent with that of a malware in the security considerations
section, then you should block the request AND click Remember My Answer to make the setting
permanent.

Answering Defense+ Alerts

Comodo Internet Security generates a Defense+ Alert based on behavior of applications running in your system.
Following are the steps to be followed to answer a Defense+ alert:

As with Firewall Alerts, carefully read the 'Security Considerations' section. Comodo Internet Security can
recognize thousands of safe applications. If the application is known to be safe - it is written directly in the
security considerations section along with advice that it is safe to proceed. Similarly, if the application is
unknown and cannot be recognized you are informed of this.

If it is one of your everyday applications that you want to grant execution rights to then you should select
Allow This Request.

If you don't recognize the application then we recommend you select Block This Request but do not
select Remember My Answer check box.

Avoid using the Installer or Updater policy if you are not installing an application. This is because treating
an application as an 'Installer or Updater' grants maximum possible privileges onto to an application -
something that is not required by most 'already installed' applications. If you select 'Installer or Updater’,
you may consider using it temporarily with Remember My Answer left unchecked.

Pay special attention to Device Driver Installation and Physical Memory Access alerts. Again, not many
legitimate applications would cause such an alert and this is usually a good indicator of malware/rootkit like
behavior. Unless you know for a fact that the application performing the activity is legitimate, then Comodo
recommends blocking these requests.
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. k. exe
cl.exe driver.sys
Security Considerations Security Considerations
A device driver is a very special executable file that - clt.exe could not be recognized and it is about to access the
has wery high privileges compared ko a normal executable, physical memory directly. accessing the physical memary is
In general, applications load drivers in order to have access to not a common operation for everyday applications. It is
power and privileges that drivers have access bo because they | = occasionally used by swskem profiling software, However most of
run at kernel level in your operating system, Malware do exploit the time, this is exploited by malware, The consequence of a
drivers and a driver exploited could disarm wour security, IF you malicious code abtaining direct physical memory access can be a
are confident that clt.exe is not a malware, vou can complete swstem takeover by this malicious code.

allow this reauest,

(@) allows this request Fewer Options | & (@) allow this request Fewer Options | &
() Block this request ") Block this request
Treat this application as Installer or Updater . Treat this application as Installer or Updater

4. Protected Registry Key Alerts usually occur when you install a new application. If you haven't been
installing a new program and do not recognize the application requesting the access , then a 'Protected
Registry Key Alert' should be a cause for concern.
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COMODO Defense+ alert

Security Considerations

clt.exe could not be recognized and it is about to modify
the protected registry key
HKUS'"5-1-5-21-2052111302-602609370-1801674531-10
05 Software'Microsofth Internet

Explorer'Desktop' Componentsh 0. You must make sure
clk.exe is a safe application before allowing this request,

(@) allow this request Fewer Oplions |~
() Black this request
Treat this application as Installer or Updater "

5. Run with elevated Privileges. CIS will display this kind of alert when the installer of an unknown
application requires administrator, or elevated, privileges to run. An installer that is allowed to run with
elevated privileges is permitted to make changes to important areas of your computer such as the registry.

- If you have good reason to trust the publisher of the software then you can click the 'Allow' button.
This will grant the elevated privilege request and allow the installer to run.

- If you are unsure of the safety of the software, then Comodo recommends that you run it in the
sandbox by clicking the 'Sandbox’ button.

- If this alert is unexpected then you should abort the installation by clicking the 'Block' button (for
example, you have not proactively started to install an application and the executable does not
belong to an updater program that you recognize)

- If you select 'Always trust the publisher of this file' then CIS will treat all files from this installer as
safe and no future alerts will be generated when you run executables by this publisher.

« In all cases, please remember to select 'Submit this file to Comodo for analysis' so that our
researchers can establish whether the application is safe or not. If it is found to be safe, we shall
add it to the global safelist (whitelist). If it is found to be malicious we will add it to our global list of
malware signatures (blacklist). Comodo will then distribute the updated lists to all users of CIS.

You will see this type of alert if:
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» The sandbox is enabled
and

« 'Automatically detect and run installers outside the sandbox' is enabled. These settings can be modified in
Defense+ Tasks > Defense+ Settings > Sandbox Settings.

There are two versions of this alert - one for unknown installers that are not digitally signed and the second for
unknown installers that are digitally signed but the publisher of the software has not yet been white-listed (they are
not yet a 'Trusted Software Vendor").

setup, exe % change screen to green.exe
% <= BS0OD Preventers

Unidentified Publisher

Security Considerations
e Security Considerations

The publisher of setup.exe has MOT digitally signed their

application. Hence the origin of this application should not be
trusted. Digital Signing helps with verifying the authenticity of
applications. If you are unsure, we strongly recommend you

Although BSOD Preventers haz digitally signed their application,
they are not yet whitelisted by us. IF wou trust BSOD Preventers
and are installing or updating their apphication, you can

press the Sandbox button. press the allow button.

Always trust the publisher of this File
[Z] Subrit the file to COMODO For analysis

[] Create a "wWindows" swstem restore poink

Blways trusk the publisher of this File
[C] subrmit the file to COMODO For analysis

[] Create a "wWindows" system restore poink

R 2 ) T i o
i@ How should T answer? {5 Sandbox | (g Allow I} Elock i@ How should T answer? {5 Sandbax || (g Allaw I} Elock

Unknown and not digitally signed Unknown and digitally signed but publisher

not yet whitelisted
(not yet a Trusted Software VYendor')

+ Unknown and unsigned installers should be either sandboxed or blocked.

+ Unknown but signed installers can be allowed to run if you trust the publisher, or may be sandboxed if you
would like to evaluate the behavior of the application.

- In both instances, select 'Submit the file to Comodo for analysis' so that we can effectively categorize the
file and add it to to our global white-list or blacklist.

Also see:

« 'Answering a Sandbox Alert' to see how CIS handles unknown applications that are not detected as being
an installer or updater program.

» 'Unknown Files: The Sand-boxing and Scanning Processes' - to understand the decision making process
behind why CIS chooses to sandbox certain applications.
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- 'Trusted Software Vendors' - for an explanation of digitally signed files and 'Trusted Software Vendors'.

6. Protected File Alerts usually occur when you try to download or copy files or when you update an already
installed application.

Were you installing new software or trying to download an application from the Internet? If you are
downloading a file from the 'net, try to use Allow without Remembering option to cut down on the
creation of unnecessary rules within the firewall.

If an application is trying to create an executable file in the Windows directory (or any of its subdirectories)
then pay special attention. The Windows directory is a favorite target of malware applications. If you are not
installing any new applications or updating Windows then make sure you recognize the application in
question. If you don't, then select Block This Request without selecting Remember My Answer option.

If an application is trying to create a new file with a random filename e.g. "hughbasd.dll" then it is probably
a virus and you should block it permanently by selecting Treat As Isolated Application (fourth down in the
graphic below).

Allow Ehis request
() Black this request

(@) Treat this application as Installer or Updater -

. . Installer or Updater
[l Create a "windows" system restore [Teusked Application

[ Submit the files ko COMODO Far ar; s Application

[C] Remember my answer

& How should T answer? '-‘; Ok v Cancel

7. A Buffer overflow Alert is generated when an application tries to send more data to its memory buffer than
that the buffer can handle. This may be a possible hacking attempt.

COMODO Defense+ alert

@ Application:  Tu.exe
s

al

This iz kypical of a buffer overflow attack. COMODD Defense+ has already isolaked
Tu.exe from the rest of the system and will keep it isolated unless vou skip this alert,
Howewver, it is still strongly recommended bto terminate this application and
contact its vendor for a fix.

[C] Skip this application in the Fukure U Terminate u skip
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If you click Terminate, the application is denied access to execute.

If you click Skip, the application is excluded from monitoring for the moment and is allowed access. But on
the next attempt of attack the alert is generated again.

If you select 'Skip this application in the future', and click Skip, the application is excluded from monitoring
permanently and allowed access all the times. Do this only of the application is from a trusted vendor.

8. If a Defense+ alert reports a malware behavior in the security considerations area then you should Block
the request permanently by selecting Remember My Answer option. As this is probably a virus, you
should also submit the application in question, to Comodo for analysis.

9. Unrecognized applications are not always bad. Your best loved applications may very well be safe but not
yet included in the Comodo certified application database. If the security considerations section says “If xxx
is one of your everyday applications, you can allow this request”, you may allow the request permanently if
you are sure it is not a virus. You may report it to Comodo for further analysis and inclusion in the certified
application database.

10. If Defense+ is in Clean PC Mode, you probably are seeing the alerts for any new applications introduced to
the system - but not for the ones you have already installed. You may review the 'Unrecognized Files'
section for your newly installed applications and remove them from the list for them to be considered as
clean.

11. Avoid using Trusted Application or Windows System Application policies for you email clients, web
browsers, IM or P2P applications. These applications do not need such powerful access rights.

Answering a Sandbox Alert

By default, CIS will display an alert whenever it runs an unknown application in the sandbox:

COMODD Internet Security Alert

u Anplication Isclated

. pcflank.exe is an unrecognized file and has been
sandboxed as Partially Limited

[] Hide these alerts Don'k isolate it again

The alert will show the name of the executable that has been isolated in the sandbox. The application will be
automatically added to Unrecognized Files list.

- Clicking the name of the application will open the Unrecognized Files interface, that displays a list of the
unrecognized files including the currently sandboxed application.

« Clicking Don't isolate it again removes the application from the Unrecognized Files list and adds it to the
Trusted Files list, enabling the application to run outside the sandbox. Choose this option if you are
absolutely sure that the executable is safe.

Users are also reminded that they should submit such unknown applications to Comodo via the 'Unrecognized
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Files' interface. This will allow Comodo to analyze the executable and, if it is found to be safe, to add it to the global
safe list. This will ensure that unknown but ultimately safe applications are quickly white-listed for all users.

Also see:

« 'Run with elevated Privileges' alerts.

» 'Unknown Files: The Sand-boxing and Scanning Processes' - to understand the decision making process
behind why CIS chooses to sandbox certain applications.

2 Antivirus Tasks - Introduction

The Antivirus Task Center allows you to quickly and easily configure all
aspects of the Antivirus component of Comodo Internet Security (hereafter known
simply as ‘Comodo Antivirus’.)

Comodo Antivirus leverages multiple technologies, including Real-time/On-Access Scanning, On Demand
Scanning and a fully featured Scan Scheduler to immediately start cleaning or quarantining suspicious files from
your hard drives, shared disks, emails, downloads and system memory. The application also allows users to create
custom scan profiles which can be re-used across all scan types and features full event logging, quarantine and file
submission facilities.

Comodo Antivirus detects and removes threats that are present on your machine and forms an additional layer of
security on top of the threat prevention offered by the Firewall and Defense+ components. The heuristics scanning
capability of the application identifies previously unknown viruses and Trojans.

In order to maintain maximum security levels, Comodo advises you to run regular Antivirus scans.

On-Demand scanning is also seamlessly integrated into the Windows operating system. Users can scan specific
objects ‘on the fly’ by simply right-clicking on a file, folder or drive and selecting Scan with Comodo AntiVirus’
from the context sensitive menu.

| Antivirus

The Antivirus tasks center can be accessed at all times by clicking on the Antivirus tab from

the navigation panel.
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cCOMODO

Intermet Security PREMIUM

't performed a
SCar

« Runa Scan

=] Summary r'ﬁ‘ Antivirus

Run a Scan

Thiz zection allows you to scan your hard drive
for malware, viruses and spyware,

Update Virus Database

This section allows wou to check for the latest
wirus databasze and download the updates if
aty.

Quarantined Items

Usze thiz section to see and manage the threats
quarantined by the virus scanner,

Yiew Antivirus Events

This section allows you to view a record of the
events, alertz and actions taken by the vinus
FCanner.

r ﬁ' Firewall

www.comodo.com

B Defenses

Submit Files

Did pour Antiviruz report suspicious fles? You
can submit az many files as you wish to
COMODO for analyzis by using this section,

Scheduled Scans

This zection allows you to modify the scheduled
wiruz scanning settings in order to have your PC
perodically scanned.

Scan Profiles

|1z this zection to add/remove new canning
prafiles which are uzed by the viruz scanner ta
determine the objects to be zcanned.

Scanner Settings

Thiz section allows you to change the
advanced settings that affects how the wirus
sCanner works,

The Antivirus main configuration area provides easy access to all the features. Click the links below to see detailed
explanations of each area in this section.

« Update Virus Database
*  Quarantined ltems

« View Antivirus Events

«  Submit Files
» Scheduled Scans
e Scan Profiles

»  Scanner Settings

2.1 Run a Scan

When you want to check a disk or folder for possible infection from viruses and malware, you can launch an On-
Demand Scan using the Run a Scan option. This executes an instant virus scan on the selected item. You can
also check a wide range of removable storage devices such as CD's, DVD's, external hard-drives, USB connected
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drives, digital cameras - even your iPod!!
You have two options available when you choose to run an On-Demand Scan:

1. Scan a preselected area; or

2. Define a custom scan of the areas you choose, by creating a Scan Profile.

« Apart from running an On-Demand scan from Run a Scan interface, you can also scan specific objects
using Context Sensitive Scan.

Scanning Preselected Areas

Comodo Antivirus has two pre-defined scan profiles to run On-Demand Scan on preselected areas on your system.
They are:

i. My Computer - When this Profile is selected, Comodo Antivirus scans every local drive, folder and file on
your system.

ii. Critical Areas - When this profile is selected, Comodo Antivirus scans the Program Files Folder and
WINDOWS Folder of the Operating System of your computer.

iii. Spyware Scan - Among the many types of malware, spyware is a unique malware, which when it gets
installed in your computer without your knowledge while browsing the Internet or installed secretly, gathers
small bits of data from your system without affecting its performance in any way. It is mainly used to collect
vital information from your computer such as passwords by detecting keystrokes and various other
personal information with a potential to seriously compromise your important data.

Spyware Scan feature in Comodo Antivirus scans your Windows registry and system files to check whether
your computer is infected with such malware and alerts you. This scanning feature improves the detection
and successful cleaning rate of already infected systems.

Custom Scan

You can run the virus scan on selected disks or folders by setting the scan profiles beforehand. For more details on
Scan profiles, refer to Antivirus Tasks > Scan Profiles. You can also Create a Scan Profile from the Run a Scan

option.

Comodo Antivirus also scans the archive files such as .ZIP, .RAR, and so on, on running an on-demand scanning.

To start an On-Demand scanning

1. Click 'Run a Scan' in the main Antivirus Task Manager Screen.

The 'Run a Scan' panel appears.
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C Run a Scan

- "

Please select an item ko launch a scan;
Prafile Mame

My Compuker
Critical Areas

Spyware Scan

" -

& what do these settings do? Create Mew Scan Scan Close

From the 'Run a Scan' panel you can

» Run a scan one of the items listed in the panel

+ Add a new item to scan by creating a new scan profile

« Save the Scan results as text file

« Move any threats identified by the scan into quarantine

« Disinfect the selected file/application if an exclusive disinfection routine is available
+ Delete any infected files, folders or applications
« Exclude an application you consider as safe from the threat list

To scan your system for viruses and malware
1. Click 'Run a Scan' in the Antivirus screen.
2. Select a Scan Profile name and click 'Scan'.

Comodo Antivirus checks for AV database updates and if available, updates the virus database in your
system.
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C Virus Database Update [40%)

) Please wait while the virus database is being updated.
- This might take a few minukes., .,

Downloading: BASE_EMD_|JSER_w&577.cav [100 MES112 ME]

L2012 [ E0E2 2101 L0020 12 1) 1012 1200 L0001 1 2

i what do these settings do?

Then Comodo Antivirus starts to scan the items, based on the scan profile you have selected.

€ Scanning: My Computer

Scanning: My Computer
Skakus: CWIRDOWS! svstem3 2 quard 32, d

ﬂ Cbjecks Scanned: 75 Start Time: 12/g8/2010 2:53:05 PM
a Threats Found: 2 Duration: 00:00;43

[ Show on kop

g Wwhat do these settings do? : L; Pause : ﬁ, Stop Scan

On completion of scanning, the 'scanning completed' window is displayed.

€ Scanning: My Computer - Completed

Scanning: My Computer

Skakus: Scan Completed
cl Cbjecks Scanned: 264877 Start Time: 12/g8/2010 2:53:05 PM
’i Threats Found: 59 Duration: 00:22:20

[ show on kop

“"\ What do these settings do? Resulks
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3. Click 'Results' to view the Scan Results window. If malicious executables are discovered on your system,
the scan results window displays the number of objects scanned and the number of threats (Viruses,
Rootkits, Malware and so on).

C COMODO Antivirus - Scan Results

il
=
=

Threat Mame Risk -
=] Rootkit.HiddenkKey@0 High o |
2= HKEY_LOCAL_MACHIME, SvstemControlSet003 Services\ $svsfaries

22 HEEY_LOCAL_MACHIME) ysterm\Control3et001) Services | $sysbaries
2o HEEY_LOCAL_MACHIME)SysternlControlSet003) Services | $systaties
=] Rootkit.HiddenFolder@O High e
L = cWINDOYY S\ syvskem 3z sy affilesystem
=] Backdoor.Win32.PcClient.~R@25705117 High o

[£] ctiprogram filestinkernet explorericonnection wizardizgsgkgss.dil

[E] c:program filestinkernet explarericonnection wizard\zgsgkgss. dil
=] Troj¥Ware. Win32.Rootkit. XCP.a@5202921 High o
L [E] CiiDocuments and SettingstsdministratoriDeskiopirootkit test samplesirkreglr. ..
| Teststring.Eicar@116421710 High o —
L [5] CiDocuments and SettingstAdministraboriDeskiopivirus_samplesieicarcom? . zip
=] Rootkit.HiddenFile@D High o -
[5] ct\Program Files\Internet ExploretConnection 'Wizardizgsgkgss.log
[5] ct\Program FilestInternet Explorer Connection Wizardizgsghkgss.dll
[E] c:\Program Files\Internet ExploreriConnection Wizard\zgsgkgss.dry L

e [(miraxl [m (@ (=&l (71 (==

What do these settings do? Save Resulks Clean |- Ignore

Tip: You can sort the scan results by alphabetical order by clicking the "Threat Name' column header. Similarly
you can sort the scan results based on the risk level by clicking the 'Risk' column header. To select all the entries
for actions such as moving them to quarantine or disinfect, select the check box beside the 'Threat name'.

To save the Scan Results as a Text File

1. Click 'Save' and enter the location in the 'Save As' dialog box.
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Save in: |@' Dezkiop V‘ @ y i (-

= Br\’lv Documents
| ﬂ My Computer
My Recent ﬂh’lv Metwork Places

Documents |25 Antivirus

— s
¥ ICcIs
Desktop Dcpm

[3Make Installer
N [Cvirus

.J [ virus softweare

My Documents

43

by Computer

File: harme: | hod | I Save ]
@ Save az lype: | Text Files[* kxt) v | l Cancel ]
by N-etwnrk

To move selected executables detected with threats to Quarantined Items

1. Select the application from the results, click the drop-down button beside 'Clean’ and select 'Quarantine’.
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C COMODO Antivirus - Scan Results

[ allz  Threat MName Risk 3
: =] Rootkit.Hiddenkey@0 High —
M . HEEY_LOCAL_MACHIME! SyskernlControlSet003 Services| fsystaries 3
=4 22 HEEY_LOCAL_MACHIME) ysterm\Control3et001) Services | $sysbaries
1=} 2o HEEY_LOCAL_MACHIME)SysternlControlSet003) Services | $systaties
=] Rootkit.HiddenFolder@O High e
1=} L = cWINDOYY S\ syvskem 32 sy agfilesystem
=] Backdoor.Win32.PcClient.~R@25705117 High o
M [E] ctiprogram filestinkernet explorericonnection wizardizgsgkgss.dil
M [Z] c:\program filestinkernet explarericonnection wizard\zgsgkgss. dil
=] TrojWare Win32.Rootkit. XCP.a@5202921 High o
=4 L [E] C\Documents and Settings) Administrator Deskbopirootkit test samplesirkreglr, ..
—| Teststring.Eicar@116421710 High e
M L [E] C\Documents and SettingstsdministratoriDeskioplvirus_samplesieicarcom? . zip
=] Rootkit.HiddenFile@D High o -
M [£] ct\Program FilestInternet Explorer Connection \Wizardizgsgkgss.log
=4 [E] ci\Program FilesiInternet Explorer\Connection Wizardizgsgkgss.di
M [E] ct\Program Files\Internet Exploret\Connection Wizard\zgsgkgss. dry L
& What do these settings do? Save Resulks Clean |- Ignore  »
Disinfeck Z
Cuarantine

2. Click 'Yes' in the confirmation dialog box.

COMODO Internet Security Premium

\-!"? Are wou sure you wank o quarantine the selected ikems?

[ Yes ] [ Mo

The selected application is moved to the Quarantined items. For more details on quarantined applications, refer to
Antivirus Tasks > Quarantined Iltems.

To disinfect the file / application detected with a threat

1. Select the application from the results, click the drop-down button beside the 'Clean’ button and select
'Disinfect'.
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C COMODO Antivirus - Scan Results

[ all?  Threat Mame Feisk. 5
=] Rootkit.HiddenKey@0 High |
) . HEEY_LOCAL_MACHIME! SyskernlControlSet003 Services| fsystaties 1
a ': . HEEY_LOCAL_MACHIME! SysternlControl3etd01 Services| fsystaties
M L 22 HEEY_LOCAL_MACHIME) SysternlControl3et003) Services | $systaries i
=] Rootkit.HiddenFolder@0 High o
) L = cAWINDOYW S\ syskem 3z sy affilesystem
=] Backdoor. Win32.PcClient.~R@25705117 High o
O [£] ctiprogram filestinkernet explorericonnection wizardizgsgkgss.dil
O [E] c:program filestinkernet explarericonnection wizard\zgsgkgss. dil
=] Troj¥Ware. Win32.Rootkit. XCP.a@5202921 High o
M L [E] CiiDocuments and SettingstsdministratoriDeskiopirootkit test samplesirkreglr. ..
=| Teststring.Eicar@116421710 High o —
O L [5] CiDocuments and SettingstAdministraboriDeskiopivirus_samplesieicarcom? . zip
=] Rootkit.HiddenFile@D High o -
O [5] ct\Program Files\Internet ExploretConnection 'Wizardizgsgkgss.log
O [5] ct\Program FilestInternet Explorer Connection Wizardizgsghkgss.dll
O [E] c:\Program Files\Internet ExploreriConnection Wizard\zgsgkgss.dry 3
& ‘What do these settings do? Save Resulks Clean |- Igmore  »
Disinfeck Z
Quarantine

2. Click 'Yes' in the confirmation dialog box.

COMODO Internet Security Premium X

,:tp Are you sure vou want ko delete the selected itemis) From wour computer?

Yes ] [ Mo ]

The antivirus disinfects the file if there exists a disinfection routine defined for the file and the file is recovered to its
pre-viral state. If no any disinfection routine is available, the file is deleted permanently from your system.

To delete an application detected with a threat

1. Select the application from the results, click the 'Clean’ button.
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C COMODO Antivirus - Scan Results

[0 oallz  Threat Mame Risk 3
=] Rootkit.HiddenkKey@0 High o
': . HEEY_LOCAL_MACHIME! SysternlControlSet003 Services| fsystaries

i HEEY_LOCAL_MACHIME) SystemiControlSet00l Services\$systaries

L 2o HEEY_LOCAL_MACHIME)SysternlControlSet003) Services | $systaties :
=] Rootkit.HiddenFolder@O High =
L = cWINDOYY S\ syvskem 3z sy affilesystem
=] Backdoor.Win32.PcClient.~R@25705117 High o

O
O
M
()
a [E] ctiprogram filestinkernet explorericonnection wizardizgsgkgss.dil
O [E] c:\program filestinkernet explarericonnection wizard\zgsgkgss. dil
=] TrojWare Win32.Rootkit. XCP.a@5202921 High o
1=} L [E] C\Documents and Settings) Administrator Deskbopirootkit test samplesirkreglr. ..
—| Teststring.Eicar@116421710 High o
a L [E] Ci\Documents and SettingstsdministratoriDeskioplvirus_samplesieicarcom? . zip
=] Rootkit.HiddenFile@o High o
O [5] ct\Program FilestInternet Explorer Connection \Wizardizgsgkgss.log
O [E] c\Program FilesiInternet ExplorerConnection Wizardizgsgkgss.di
O [£] ct\Program Files\Internet Exploret\Connection Wizard\zgsgkgss. dry E
7]

What do these settings do? Save Resulks v Ignore
A

2. Click 'Yes' in the confirmation dialog box.

COMODO Internet Security Premium X

\_?() Are you sure vou want ko delete the selected itemis) From wour computer?

es ] [ Mo ]

To ignore an application / file you consider as safe from the threat list

»  Click the 'Ignore' button
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€ COMODO Antivirus - Scan Results

I all?  Threat Name Risk =
[=] Rootkit.HiddenKey@Q High o i
E 2 HKEY_LOCAL_MACHIME!System| ContralSet003 Ser vice s fsystaties

= HEEY_LOCAL_MACHIMESystem! ContralSet001 Services\feystaries

O
]
M = HEEY_LOCAL_MACHIME|System! ContralSet003 Services\ fsystaries

=] Rootkit.HiddenFolder@n High o i
O L 7= CVWINDOW S, system32 $svs$hilesystem

=] Backdoor.Win32.PcClient.~Ri@25705117 High o —
a [Z] ei\program filesiinkernet explorericonnection wizardizgsgkgss.dll
7] [E] ci\program filesiinternet explorericonnection wizardizgsgkoss.dll

(=] TrojWare.Win32.Rootkit.XCP.a@5202921 High o —
M L [E] C:hDocuments and SettingsiAdministrakorDeskkopirootkit best samplestrkregir...

|=] Teststring.Eicar@1 16421710 High o —
7] L [E] C:iDocuments and SettingsiAdministratoriDeskbopivirus_samples)eicarcom?, zip

|=] Rootkit.HiddenFile@O High o —
] [E] c:\Program FilesiInternet ExploreriConnection Wizardizgsgkgss.log
] [E] c:\Program FilesiInternet ExploreriConnection Wizardizgsgkass. di
r] [E] c:\Program FilesiInternet Explorer|Connection Wizardizgsgkgss, drv B
7]

‘What do these settings do? Save Resulks Clean |+ Crce

Add to Trusted Files

Repart this to COMODO as a False Alart

Add to Exclusions

Selecting Ignore provides you with four options.

« Once - If you click 'Once', the virus is ignored only at that time only. If the same application invokes
again, an Antivirus alert is displayed.

« Add to Trusted Files - If you click 'Add to Trusted Files', the virus is moved to Trusted Files area. The
alert is not generated if the same application invokes again.

+ Report this to COMODO as a False Alert - If you are sure that the file is safe, select 'Report this to
COMODO as a False Alert'. The Antivirus sends the file to Comodo for analysis. If the file is
trustworthy, it is added to the Comodo safelist.

- Add to Exclusions - If you click 'Add to Exclusions', the virus is moved to Exclusions list. The alert is
not generated if the same application invokes again.

Creating a Scan profile

Scan Profiles are the user-defined profiles containing specific areas on your system that you wish to scan and can
be re-used for all future scans.

To create a new scan profile

1. Click 'Create New Scan' in the 'Run a Scan' interface.
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C Run a Scan

-

Please select an item ko launch a scan;
Prafile Mame

My Compuker
Critical Areas

Spyware Scan

"

& what do these setfings do? Create Mew Scan Scan Close ,
il

A 'Scan Profile' configuration appears.
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C Scan Profile

Marne:
List af items ko be scanned:
Path
There are noitems ko show,
add. .. Remove
i What do these settings do? Apply ancel
il

2. Type a name for the scan profile to be created in the 'Name' box.

3. Click 'Add'".

A configuration screen appears, prompting you to select the locations to be scanned when the newly created scan
profile is selected.
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€ Please drag and drop your selection in the Selected items section e

~Exisking ikems - ~Selected items

& Control Panel - Ct\Program Filesh
) My Documents /
[[3) Shared Documents /
[=)-g# Local Disk (2]
I Documents and Setting
T LD Program Flles =
RECYCLER
Swstem Yolume Informat —
) WINDOWS 3
ALTOEXEC
© book
CONFI
= fileimage
= 1o
[l MSDOS
™| NTDETECT
= nkldr -
4 1] F 4 1] 2

i@ What do these settings do? apply Cancel

4. Select the locations from the left column, drag and drop to the right column or select the locations and click
right arrow to move selected folders to right column.

5. Click 'Apply".

6. Repeat the process to create more Scan Profiles.

Note: You can also create new Scan Profiles by accessing Scan Profiles in the Antivirus Screen.

Context Sensitive Scan

You can right click any item i.e. a drive, folder or a file in Windows Explorer and select 'Scan with COMODO
Antivirus' from the context sensitive menu to perform a virus scan selectively on the item. This is useful when you
suspect a particular item might contain virus due to newly downloaded or copied folder/file.
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File Edit Wiew Favarites Tools  Help

s

\_;,u Back J LE fj Search l{ Folders | v

address | i My Computer v| e
Files Stored on Thls Computer

System Tasks

g P
Yigw system information ! W chared Documents | administrator's Documents
@ Add or remove programs : Open
G’ Zhange a setting Explore

Hard Dii  Search...

Shating and Security. .
Other Places

C 5can wik Z Antivirus

\d Iy Mebwork, Places
@ My Dacuments
I3 Shared Documents Devices  Create Shorkout

G~ Conkral Panel

5 Properties
K% 3% Floppy (4:) ': g é D Drrive (D)
Details

Shared Documents
File: Folder

Date Modified: Friday, July 16,
2010, 1:50 PM

Send To 4

2.2 Update Virus Database

In order to guarantee the relevance of your antivirus software, it is imperative that your virus databases are
updated as regularly as possible.

Our anti-virus database is maintained and updated around the clock by a team of dedicated technicians, providing
you with the solutions to the latest virus outbreaks. Updates can be downloaded to your system manually or
automatically from Comodo's update servers.

To manually check for the latest virus Database and then download the updates

1. Click on the 'Update Virus Database' from the main Antivirus Task Manager Screen.

Note: You must be connected to Internet to download the updates.

A dialog box appears, showing you the progress of update process.
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C Virus Database Update [40%)

,;" Please wait while the virus database is being updated.
This might take a few minukes., .,

Downloading: BASE_EMD_|JSER_w&577.cav [100 MES112 ME]

L2012 [ E0E2 2101 L0020 12 1) 1012 1200 L0001 1 2

i what do these settings do?

On completion, your virus database is made up to date.

IV The virus signature dakabase is up-to-date,

«

J Wwhat do these settings dov Close

When infected or possibly infected files are found, if the anti-virus database has been not updated for a critically
long time, or your computer has not been scanned for a long time, the main window of Comodo Antivirus
recommends a course of action and gives a supporting explanation. We have customized our application to
achieve optimal performance based on the extensive expertise of Comodo in the anti-virus protection business.

Automatic Updates

Comodo AntiVirus checks for latest virus database updates from Comodo website and downloads the updates
automatically. You can configure Comodo Antivirus to download updates automatically in the Scanner Settings for

Real Time Scanning (On-Access Scanning) and Scheduled Scanning. Refer to Real Time Scanning Settings and
Scheduled Scanning Settings.

2.3 Quarantined ltems

The quarantine facility removes and isolates suspicious files into a safe location before analyzing them for possible
infection. Any files transferred in this fashion are encrypted- meaning they cannot be run or executed. This isolation
prevents infected files from affecting the rest of your PC. If a file cannot be disinfected, then it provides a reliable
safe-house until the virus database is updated- neutralizing the impact of any new virus.

For adding executables to Quarantined items, refer to Antivirus Tasks > Run a Scan. You can also:

« Manually add applications, executables or other files, that you do not trust, as a Quarantined item

« Delete a selected quarantined item from the system
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» Restore a quarantined item

« Delete all quarantined items
+ Submit selected quarantined items to Comodo for analysis
To view the list of Quarantined Items

» Click 'Quarantined Items' from the main Antivirus Task Manager Screen.

€ Quarantined ltems o x
Ikem Location Dake) Time add...
Teskstring, Eican@s2 15661 [ CDocuments and Setting,,, 20 Jul 10 15:10 H I

[relet
Teststring. Eicar@52 18661 = C:\Documents and Setting... 20 Jul 10 15:10 EELE
Teststring. Eican@az 15661 9 \Dacurments and Setting... 20 Jul 10 15:10 Restore
|dserltem 9 CDocuments and Setting... 20 ul 10 15:06
UnclassifiedMalware@5657995 [ C:\Documents and Setting... 20 Jul 10 15:10 Clear
UnclassifiedMalware@1 05773, ] C\Documents and Setting... 20 ul 10 15:10 I
@ what do these settings do? Refresh Close

Column Descriptions
« Item - Indicates which application or process propagated the event;
» Location - Indicates the location where the application or the file is stored;

- Date/Time - Indicates date and time, when the item is moved to quarantine.

Manually adding files as Quarantined Items

If you have a file, folder or drive that you suspect may contain a virus and not been detected by the scanner, then
you have the option to isolate that item in quarantine.

To manually add a Quarantined Item
+ Click Add and select the file from Open dialog box.
To delete a quarantined item from the system

« Select the item and Click 'Delete’.
This deletes the file from the system permanently.

To restore a quarantined item to its original location

» Select the item and click 'Restore’.
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If the restored item does not contain a malware, it operates as usual. But if it contains a malware, it is detected as a
threat immediately, if the Real Time Scanning is enabled or during the next scan.

To remove all the quarantined items permanently

+ Click 'Clear".

This deletes all the quarantined items from the system permanently.

To submit selected quarantined items to Comodo for analysis

« Select the item from the list and click 'Submit'.

Note: Quarantined files are stored using a special format and do not constitute any danger to your computer.

2.4 View Antivirus Events

Comodo Antivirus documents the results of all actions performed by it in extensive but easy to understand reports.
A detailed scan report contains statistics of all scanned objects, settings used for each task and the history of
actions performed on each individual file. Reports are also generated during real-time protection, and after
updating the anti-virus database and application modules.

To view a log of Antivirus Events

+  Click 'View Antivirus Events' from the main Antivirus Task Manager Screen.
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C Antivirus Events

Location Malware Mame Action Status Date <

[ c:\program Files\internet explarer... Backdoor \Win32.PoC. .. Ignore Success 1zfgfz0101... =

[ ci\program files\inkernet explorer,., Backdoor,\Win32.PcC. .. Ignore SuCCess 1z2fa/z010 1. .,

[ oW IND WS\ system32t $sys$hil. .. Rootkit HiddenFolde... Ignore Success 12fg/z0101..,

[ HKEY _LOCAL_MACHIME | Swskem',. .. Rootkit,Hiddenkew@D Ignore Success 1zfafz0101...

I HEEY _LOCAL_MACHIME \Swskem, ., Footkit Hiddenkey@0  Ignore SuCCess 1z2fg/z0101., .,

I HEEY _LOCAL_MACHIME \Swskem), .. Roaotkit Hiddenkey@0 Ignore Success 12fg/z0101.,..

9 o VW INDOW S system32$sys$hil, .. Rootkit, HiddenFolde,,. Detect SUCCess 1z2i8/20101..,

[ c:\Program Files\Internet Explare, ., Rootkit HiddenFile@0  Detect SuCCess 12fg/z0101..,

[ c:\Program Files\Internet Explore... Rootkit, HiddenFile@0  Detect Success 12faf20101...

[ c:\Program Files\Internet Explare, ., Rootkit HiddenFile@0  Detect SuCCess 1z2fg/z0101., .,

I HEEY _LOCAL_MACHIME \Swskem!, .. Roaokkit Hiddenkey@0 Deteck Success 12fg/z0101.,..

HKEY _LOCaL_MMACHIME Swstem', .. Rootkit,Hiddenkey@0 Detect SUCCess 1z2i8/20101..,

I HEEY _LOCAL_MACHIME \Swskem), ., Rootkit Hiddenkey@0 Deteck SuCCess 12fg/z0101..,

[ c:\program Files\internet explarer... Backdoor \Win3z2,PoZ. .. Detect Success 12faf20101...

[ ci\program filesiinkernet explorer,., Backdoor,Win32.PcC. .. Deteck SuCCess 1z2fa/z010 1. ., 3
& What do these settings do? Refrash Mare. . “lose

4

Column Descriptions
« Location - Indicates the location where the application detected with a threat is stored.
+ Malware Name - Name of the malware event that has been detected.
« Action - Indicates action taken against the malware through Antivirus.
« Status - Gives the status of the action taken. It can be either 'Success' or 'Fail".

« Date - Indicates the date of the event.

Click 'More' to load the full, Comodo Internet Security Log Viewer module.
This window contains a full history of logged events in two categories: Logs per Module and Other Logs.

It also allows you to build custom log files based on specific filters and to export log files for archiving or
troubleshooting purposes.
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C COMODO Internet Security Premium - Log Viewer

POFile  View
Tu:u:lay Current Week % Current Month Entire Period
I % Antivirus Events X
= Logs per_ r'-’_h:ndule Date Location Malware M. “
E :::::;E::n::nts 1218/2010 11:06:43 AM c:iprogram Filesiinkernet explorericonnection wizardizg. .. Backdoor. ' A
% Defenset Everts 12/8/2010 11:06:44 &M [ c:\program Files\inkernet explorericonnection wizard\zg, .. Backdoor s —
&2 other Logs 12/8/2010 11:07:10 &M [=IHKEY_LOCAL MACHINE|SystemiCantralSet003\Service. .. Raotkit.Hid
@) slerts Displaved 12/8/2010 11:07:13 AWM [CIHKEY_LOCAL_MACHIMEY SystemiConkrolSet0014Service, .. Rootkit,Hid
Tasks Launched 12/8/2010 11:07:16 &M [IHKEY_LOCAL MACHIME|SystermControlSet003)Service, ., Roatkit.Hid
£ Configuration Changes 12)8/201011:07:21 AM [T c:\Program Files\Internet Explorer\Connection Wizard),... Rootkit,Hid
12)8/2010 11:07:22 AM [T c:\Program FilesiInternet ExploreriConnection Wizard),... Rootkit,Hid
1208/2010 11:07:23 AM [ c:\Program FilesiInternet Explorer\Connection Wizard,... Rookkit,Hid
1208/2010 11:07:30 &AM [T CVWINDOW S syskem 32 fsys$filesystem R.ookkit Hid
I Date Filker 1208/2010 11:08:39 AM  [TIHKEY _LOCAL_MACHIME! Svstem) ControlSet003Service, .. Rookkit,Hid
121812010 11:08:39 AN [CIHKEY_LOCAL_MACHIMEYSystemtControl3et0011Service, .. Rootkit,Hid
12/8/2010 11:08:39 &M [JHKEY_LOCAL MACHIME|SystermControlSet003,Service, ., Roatkit.Hid
4 December, 2010 12/8/2010 11:02:39 &M [ c:\WINDOWSsystem32| dsystfilesystem Rootkit.Hid
M1 T ; 2 j g 12)8/2010 11:058:39 AM [T c:iprogram Filesiinkernet explorerlconnection wizardizg. .. Backdoor.\
& 789 1011 12 1208/2010 11:08:39 AM [ c:iprogram Filesiinkernet explorericonnection wizardizg... Backdoor.b
1314 1516 17 18 19 12)8/2010 11:058:32 AM [T c:\Program Files\Internet Explorer\Connection Wizard),... Rookkit,Hid
2021 22 23 24 25 26 12/8/2010 11:08:392 AM [T c:\Program Files\Internet Explorer\Connection Wizard),... Rootkit,Hid
i GA e REeh 12/8/2010 11:058:39 AM [T c:\Program FilesiInternet Explorer\Conneckion Wizard), .. Rookkit,Hid
12)8/2010 111029 AM [ C:h\Documents and SettingsiAdministratoriLocal Setting. .. Teskstring, «
i [l r
Ready Records: 131 2

Logs options contains logged events of the following:

The Log Viewer Module is divided into three sections. The top panel displays a set of handy, predefined time
Filters. The left panel the types of Logs. The right hand side panel displays the actual events that were logged for
the time period you selected in the top panel and the type of log selected in the left panel (or the events that
correspond to the filtering criteria you selected).

The Logs per Module option contains the logged events of Firewall, Defense+ and Antivirus modules and Other

Alerts Displayed: Displays the list of various alerts that were displayed to the user, the response given by
the user to those alerts and other related details of the alert.

Tasks Launched: Displays the various Antivirus tasks such as updates and scans that have taken place.
This area will contain a log of all on demand and scheduled AV scans and the result of that scan.

Configuration Changes: Displays a log of all configuration changes made by the user in the CIS

application.

Filtering Log Files

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria.
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Preset Time Filters:
Clicking on any of the preset filters in the top panel alters the display in the right hand panel in the following ways:

+ Today - Displays all logged events for today.

« Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

« Current Month - Displays all logged events during the month that holds the current date.

- Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Antivirus Events for "Today' are displayed.

0ODO Internet Security Premium - Log Viewer

! Fle View
.:-.n. Today '!'- Current Week E Current Monkh I'E'h Entire Period
I “ Antivirus Events X
= [ Logs per Module Diate Location Malware M.~
12/8/2010 11:06:43 AM 1 c:\program Files\nternet explorer|connection wizard|zg. .. Backdoor.w _
E: 15}3,!‘2010 11:06:44 AM [ ci\program Filesiinkernet e:plu:urer'l,u:mctu:un wizardizq... Backdoor. ¥
12/8/2010 11:07:10 AM [ HKEY_LOCAL_MACHINE|System ControlSetDn3|Service, .. Rootkit. Hid
12/8/2010 11:07:13 AM  [™] HKEY _LOCAL MACHINE\System\ ControlSet001\Service. .. Rootkt, Hid
12{8/2010 11:07:16 AWM []HKEY_LOCAL_MACHINE|System)ContralSet003\Service. .. Roatkit,Hid
12082010 11:07:21 aM [ ci\Program FilesiInkernet ExploreriyConnection Wizard)... Rootkit,Hid
12/8/2010 11:07:22 &AM [ c:\Program Files\Inkernet ExploreriConnection Wizard\,... Rootkit,Hid
1Z2f8f2010 11:07:23 &M [ c:\Program FilesiInkernet ExploreryConnection Wizard,... Rootkit,Hid
12/8/2010 11:07:30 AM [ c/\WINDOWS\systam 32 §sysffilesystem Rookkit, Hid
| Date Filter 12/8/2010 11:08:39 AM [~ HKEY_LOCAL_MACHINE\System'ContralSet003\Service. .. Roatkit,Hid
12/8{2010 11:08:39 &AM [=] HKEY_LOCAL_MACHINE|System', ControlSet001iService. .. Rootkit. Hid
12/8/2010 11:08:39 AM [ HKEY _LOCAL_MACHINE! Systerm! ControlSet003)Service, .. Roatkit, Hid
1Z2f8/2010 11:08:39 AM [ c\WINDOW S\ system 32 $sysfilesystem Footkit, Hid
1282010 11:08:32 &M [ ci\program filesiinternet explorericonnection wizard\zg... Backdoor.
T EIRE 12/8/2010 11:08:39 AM [ ci\program Filesiintarnst explorariconnaction wizardlzg, .. Backdoor.
13 14 617 18 19 1Z2f8/2010 11:08:39 &M [ c:\Program Files\Inkernet ExploreryConnection Wizard... Rootkit,Hid
2021 22 23 24 25 26 12/8{2010 11:08:39 &M [~ c:\Program FilesiInternet ExploreriConnection Wizard,.. Rookkit,Hid
€7 2829 30 31 12082010 11:08:39 &AM ™ ci\Program Files\Inkernet ExplorerConnaction Wizard),.. FRootkit,Hid
1Z2f82010 11:10:29 aM [ C\Documents and SettingsiAdministratorLocal Setting... Teststring. «
1 1} ¥
Ready Records; 131 ¢

Note: The type of events logged by the Antivirus, Firewall and Defense+ modules of Comodo Internet Security
differ from each other. This means that the information and the columns displayed in the right hand side panel
change depending on which type of log you have selected in the top and left hand side panel. For more details on
the data shown in the columns, see View Firewall Events or View Defense+ Events.

User Defined Filters:
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Antivirus Filter

Action - Displays events
according to the response (or
action taken) by the Antivirus

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to
specific filters. The type of filters available for Firewall logs differ to those available for Defense+ logs. The table
below provides a summary of available filters and their meanings:

Available Filters — Logs per Module

Firewall Filters

Action - Displays events
according to the response (or
action taken) by the firewall

Defense+ Filters

Application - Displays only the
events propagated by a specific
application

Location - Displays only the
events logged from a specific
location

Application - Displays only the
events propagated by a specific
application

Flags - Displays events according to
the response (or action taken) by
Defense+

Malware Name - Displays only
the events logged corresponding
to a specific malware

Destination IP - Displays only
the events with a specific target
IP address

Target - Displays only the events that
involved a specified target application

Status - Displays the events
according to the status after the
action taken. It can be either
'Success' or 'Fail’'

Destination Port - Displays only
the events with a specific target
port number

Direction - Indicates if the event
was an Inbound or Outbound
connection

Protocol - Displays only the
events that involved a specific
protocol

Source IP address - Displays
only the events that originated
from a specific IP address

Source Port - Displays only the
events that originated from a
specific port number

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.
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Creating Custom Filters

Custom Filters can be created through the Advanced Filter Interface. You can open the Advanced Filter interface
either by using the View option in the menu bar or using the context sensitive menu.

« Click View > Advanced Filter to open the ‘Advanced Filter’ configuration area.
Or
« Right click on any event and select 'Advanced Filter' option to open the corresponding configuration area.

The ‘Advanced Filter’ configuration area is displayed in the top half of the interface whilst the lower half displays the
Events, Alerts, Tasks or Configuration Changes that the user has selected from the upper left pane. If you wish to
view and filter event logs for other modules then simply click log name in the tree on the upper left hand pane.

The Advanced Log filter displays different fields and options depending on the log type chosen from the left hand
pane (Antivirus, Defense+, Firewall).

This section will deal with Advanced Event Filters related to ‘Antivirus Events’ and will also cover the custom
filtering that can be applied to the ‘Other Logs’ (namely ‘Alerts Displayed’, ‘Tasks’ Launched’ and ‘Configuration
Changes’). The Firewall and Defense+ Advanced Event Filters are dealt with in their respective sections.

Antivirus Events — Advanced Filters

To configure Advanced Filters for Antivirus events
1. Select ‘View > Advanced Filter’
2. Select ‘Antivirus Events’ under ‘Logs Per Module’

You have 4 categories of filter that you can add. Each of these categories can be further refined by either selecting
or deselecting specific filter parameters or by the user typing a filter string in the field provided.

3. Click the ‘Add’ button when you have chosen the category upon which you wish to filter.
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DO Internet Security Premium - Log Viewer

! Fle View

= Z2 Logs per Module
&] Antivirus Events
#& Frewall Events
=| Defense+ Events

X ag Firewall Events % Defense+ Events

= Ej Other Logs " Mal N -
) Aerts Displayed ocation ware
Tasks Launched Ma ] ™ ethprogram filesiinkernet explorericonnection wizardizg. .. Backdoor.y =
©% Configuration Changes 12f8/2 R [ cihprogram Filesiinternet explorericonnection wizardizg. .. Backdoor.

12/8/2010 11:07:10 AM  [™ HKEY_LOCAL_MACHINE\System| ContralSet00z\ Service. .. Rookkit,Hid
12/8{2010 11:07:13 AM [ HKEY _LOCAL_MACHINE|System' ControlSet001iService. .. Roatkit. Hid
12/8/2010 11:07:16 AM [~ HKEY_LOCAL_MACHINE|SystemiCantrolSet003\Service, .. Roatkit,Hid
Date Eilkar TR | 12/8/2010 11:07:21 AM [ c:\Program Files\Inkernet ExploreriConnection Wizard,.. Rootkit,Hid
1Z2f8f2010 11:07:22 &AM [ c:\Program FilesiInkernet ExploreryConnection Wizard,... Rootkit,Hid
12/8/2010 11:07:23 aAM [ c:\Program Files\Inkernet ExploreriConnection Wizard\,.. Rootkit,Hid

4 December, 2010 # 12/8/2010 11:07:30 &M ™ c\WINDOW S\ system 32 $sysfilesystem Rootkit,Hid
MTWTFSS 12/8/2010 11:08:39 AM [~ HKEY_LOCAL_MACHINE|System, ControlSet003 Service. .. Rootkit. Hid
. ; g 15; 141 152 12/8/2010 11:08:39 AM [~ HKEY_LOCAL_MACHINE!\System|ControlSet001\Service... Roatkit,Hid
13 14 15 16 17 18 19 12/8/2010 11:08:39 &M [ HKEY_LOCAL_MACHINE)System|CantrolSet003\Service. .. Roatkit, Hid
2021 2223242526 12/8/2010 11:08:39 &M [ o \WINDOW S\ system 32 $systfilesystem Frootkit, Hid
27 28 29 30 31 12/8/2010 11:08:39 AM [ c:\program Filesiinternet explorericonnection wizard\zqg... Backdoor.

12f8/2010 11:08:39 &AM [ c:\program filesiinternet explorericonnection wizardizg... Backdoor.

w

1 LI L

Records; 131 ¢

Following are the options available in the 'Add' dropdown:

i. Action: Selecting the 'Action' option displays a dropdown field and a set of specific filter parameters that
can be selected or deselected.

Advanced Filker

Action

= | |[] quarantine [_] Ignore [] ask Femove
|:| Remove |:| Detect |:| Restore -

a) Select 'Equal’ or 'Not Equal' option from the dropdown. ‘Not Equal’ will invert your selected choice.

b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter
available are:

» Quarantine: Displays events where the user chose to quarantine a file

+ Remove: Displays events where the user chose to delete an item

» Ignore: Displays events where the user chose to ignore an item

« Detect: Displays events for detection of a malware

- Ask: Displays events when user was asked by alert concerning some Defense+, Firewall or
Antivirus event

- Restore: Displays events of the applications that were quarantined and restored.
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The filtered entries are shown directly underneath.

For example, if you checked the ‘Quarantine’ box then selected ‘Not Equal’, you would see only those
Events where the Quarantine Action was not selected at the virus notification alert.

i. Location: Selecting the 'Location’ option displays a drop-down field and text entry field.

Advanced Filker

Location unclassifiedMalware Remove

a) Select 'Contains' or 'Does Not Contain' option from the dropdown field.
b) Enter the text or word that needs to be filtered.

The filtered entries are shown directly underneath.

For example, if you select 'Contains' option from the dropdown field and enter the word
'unclassifiedMalware’ in the text field, then all events containing the word 'unclassifiedMalware' in the
Location field will be displayed directly underneath. If you select 'Does Not Contain' option from the drop-
down field and enter the word 'System' in the text field, then all events that do not have the word 'System'
will be displayed directly underneath.

iii. Malware Name: Selecting the 'Malware' option displays a dropdown field and text entry field.

Advanced Filker

Malware Marme R Remove

a) Select 'Contains' or 'Does Not Contain' option from the drop-down field.
b) Enter the text or word that needs to be filtered.

The filtered entries are shown directly underneath.

Refer to the example given for 'Location’ option for better understanding.

iv. Status: Selecting the 'Status’ option displays a drop-down field and a set of specific filter parameters
that can be selected or deselected.

Advanced Filker

Skakus Equal - SUCCESS Remowve
[] Failure -

a) Select 'Equal’ or 'Not Equal' option from the dropdown field. ‘Not Equal’ will invert your selected
choice.
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b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter
available are:
» Success: Displays Events that successfully executed (for example, the

database was successfully updated)
- Failure: Displays Events that failed to execute (for example, the database

failure to update correctly)
The filtered entries are shown directly underneath.

Refer to the example given for 'Action’ option for better understanding.

Note: More than one filters can be added in the ‘Advanced Filter’ pane. After adding one filter type, the option to
select the next filter type automatically appears. You can also remove a filter type by clicking the 'Remove' option

at the end of every filter option.

Other Logs — Advanced Filters

The Advanced Filter function for Alerts Displayed, Tasks Launched and Configuration Changes are the same in
Antivirus interface, Firewall interface and Defense+ Interface.

To configure Advanced Filters for Alerts Displayed
1. Select ‘View > Advanced Filter’.

2. Under ‘Other Logs’, select ‘Alerts Displayed’.

This will open the Advanced Filter pane to the upper right. From here, you can chose the category of filter
from a drop down box. Each of these categories can be further refined by either selecting or deselecting

specific filter parameters or by the user typing a filter string in the field provided.

3. Click ‘Add’ when you have chosen the category upon which you wish to filter.
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P Fle  Wiew

| Logs per Module

= D Other Logs

Drate Filber

27 28 29 30 31

§ S Today == Current Week =) Current

‘_:E_ Ankivirus Events
ﬂ-l-_ Firewall Events
{!1-_ Deferse+ Events

) alerts Displayed
B3 1asks Launched
©% Configuration Changes

4 December, 2010
MTWTFS S
12345
& 7 8 9101112
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C COMODO Internet Security Premium - Log Yiewer

sLeriod

B X g advanced Filter
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Arisimer
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| Deseription

Flags

$Treat As Fireiy

g z Artivirus Alert
12/8/2010 11:11:04 AM  Antivirus Alert
12/8/2010 11:11:08 AM  Antivirus Alert
12/8/2010 11:11:15 AM  Antivirus Alert
12/8/2010 11:16:33 &AM  Antivirus Alert
12/8/2010 11:16:50 AM  Antivinus Alert
12/8/2010 11117102 M Antivirus Alert
12/8/2010 11:17:15 AM  Antivirus Alert
12812010 11:17:21 &M Antivirus Alert
12812010 11:17:23 AM  Antivinus Alert
12/8/2010 11:17:30 AM  Antivinus Alert
12/8/2010 11:07:32 &M Antivinus Slert

i m

Descripbion

<Run Text="System" /> ist...
<Run Text="System" > is k...
<Run Text="System"( > ist...

Testskring.Eican@1 16421710
Taststring.Eican@116421710
Teststring.Eican@ 116421710
Teststring.Eican®] 16421710

Application, Win32 LeakTest. ..
Application. Win32 LeakTest. ..
Application, Win3z LeakTest, ..
Application Win32 LeakTest. ..
Application, Win32 LeakTest. ..
Application. Win32 LeakTest. ..
Application, Win32 LeakTest. ..
Application Win3z LeakTest. ..

www.comodo.com

Advice Anzswe *
<Run Text="Sysbem"/ > is a.,. 12/8)2
<Run Text="System" = 5 a... 12/8)2
<Hun Text="System" > s a... 12/8/2
CA\Documents and Settings... 12082
CADocumerts and Settings... 12082 = I
CA\Documents and Sebtings... 12/8)2
CADocuments and Settings... 12/8/2
C:\Documerks and Settings.., 12/8/2
C\Documerts and Settings... 12/8)2
CADocuments and Settings... 12/82
CADocuments and Settings... 12/8/2
CA\Documerts and Settings,.. 1282
C\Documerts and Settings... 12/8)2
CADocuments and Settings... 12/8)2
CADocumerts and Settings... 120802
F
Records: 24

Available Filters — Other Logs — Alerts Displayed

The following table lists the various filter categories and parameters for ‘Alerts Displayed'.

Filter Option Description
Type Displays the type of alert. It can be a Firewall, Defense+ or Antivirus alert
Description Displays the name of the event
Advice Suggests an advice that can be executed by the user for that event
Answered Displays the date and time on which the alert was answered
Flags Filters the events based on the flags set for them.
Answer Displays the answer that was given by you for the alert
Treat As Displays the type of policy, if any, for the corresponding event type
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To configure Advanced Filters for Tasks Launched
1. Select ‘View > Advanced Filter’.
2. Under ‘Other Logs’, select ‘Tasks Launched’.

This will open the Advanced Filter pane to the upper right. From here, you can chose the category of filter
from a drop down box. Each of these categories can be further refined by either selecting or deselecting
specific filter parameters or by the user typing a filter string in the field provided.

3. Click ‘Add’ when you have chosen the category upon which you wish to filter.

C COMODD Internet Security Premium - Log Viewer

PFle View

E PR Today B Current week ) Current Mnd
= [E] Logs per Module
&5 antivins Events
5 Firewal Everits
@5 Deferse+ Events
= [£] other Logs

Code

Completed
Parameber

'“ Alerts Displayed 0 N AHS ...F‘*MH. R L O ..C':'de R __Infcul -
[ vasks Launched GJE/2010 10:50:13 At Ay Update 1282010 10:50:26 AWM 0xE0004005 Ol dat.
00 Corfiguration Changes 1218 #v Update 1252010 11:06:34 &AM 0ld dat.
12[8f2010 11:06:34 AM Ay Scan Spyware Scan 12[8f2010 11:07:34 AM Scanne
12f8/2010 11:36:57 &M Ay Update 1282010 11:37:01 &M 0x00000001 Ol dat.
12f8/2010 12:07:11 PM Ay Update 12/8/2010 12:07:48 FM 0200000001  Old dat.
Dt Filter CRETd 12/5/2010 1:0%:17 PM Ay Update 12f8f2010 1:02:21 PV 0x00000001  Old da.
1282010 1:39:31 PM  Av Update 1252010 1:39:48PM  Ox00000001  Old dat,
1282010 2:09:59 PM  Av Update 12/8{2010 2 I0:03FM Ox00000001  Old dat.
4  December, 2010 P 1282010 2:40: 13 PM Ay Update 1282010 2:40:40 FM 0200000001 Old dat.
MTWTFSS 12/8/2010 2:52:55 PM A Update 12[8/2010 2:53:05 PM  0x00000001  Old dat,
. 5 I; E 1?;1 141 152 12/8/2010 25305 PM  Av Scan My Computer 1Z[3/2010 3115:25 PV Scannen
13 14 15 16 17 18 19 1282010 3:25:01 PM  Av Update 12{5{2010 3:25:06 M 0x00000001  Old dat,
2021 22 23 24 25 26 1282010 315516 M Av Update 12/8/2010 3155 18PV 0x00000001  Old dat.
Zrmz 12/8/2000 4:26:55 PM A Update 12[8/2010 4:26:55 P4 0200000001 Old dat,
1252010 4:57:05 PM A Update 12/8{2010 4:57:07 PM 0x00000001  Old daty

" 1] ,

Records: 15

The following table lists the various filter categories and parameters for ‘Tasks Launched’.

Available Filters — Other Logs — Tasks Launched

Filter Option Description
Type Displays the type of task. It can be an antivirus update or scan type.
Parameter Displays the name of the scan profile. This column is populated only if 'Av Scan' option

is displayed in 'Type' column.
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Available Filters — Other Logs — Tasks Launched
Completed Displays the date and time at which the task was executed.
Code Displays a code value if the task was not performed successfully and for task updates it

shows a standard value: 0x00000001 if base is up to date

To configure Advanced Filters for ‘Configuration Changes’
1. Select 'View' > 'Advanced Filter’
2. Under ‘Other Logs’, select ‘Configuration Changes’

This will open the Advanced Filter pane to the upper right. From here, you can chose the category of filter
from a drop down box. Each of these categories can be further refined by either selecting or deselecting
specific filter parameters or by the user typing a filter string in the field provided.

3. Click ‘Add’ when you have chosen the category upon which you wish to filter.

C COMODD Internet Security Premium - Log Viewer

! Fle  Wiew

P Today 2= Current Week 5] Current |:I

= [E| Logs per Module

€5 antivinus Events Action v £dd
&E Firewall Events Slele TR R R e
_ & Defense+ Events mﬁ"’r Taskk Launched ©2 Configuration Changes X
= gh::rfww dObject " Modifier  Object Nare -
F Tasks Launched Z000 11:01:35 &M _#ject Added Firewal.,. Firewall Application Policy System
o2 Configuration Changes 12 11:17: Option Changed User finkivirus: Mode

12/8/2010 11:19:54 AM  Option Changed  User Ankivirus: Mode
12[8/2010 12:07:01 PM  Object Changed  Firewal... Firewall Application Policy Syskem
12082010 12:07:05 PM  Object Changed  Firewal... Firewall Application Policy System

12/8/2010 12:07:05 PM  Object Changed  Firewal... Firewall Application Policy System

4  December, 2010 #
MTWTFSS

123465
6 78 9101112
1314151617 1819
2021 22 23 24 25 26

27 28 29 30 31

= §
T
2
9

Records: 6 2

The following table lists the various filter categories and parameters for ‘Configuration Changes’.
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Available Filters — Other Logs — Configuration Changes

Filter Option Description
Action Displays events according to the response (or action taken) by Defense+
Modifier Displays events sorted based on whether the configuration was changed by the User,

Antivirus alert, Firewall alert or Defense+ alert. It could also be a Buffer Overflow alert,
Auto learn or Execution alert.

Object Displays the object for which the configuration change took place.

Name Displays the name of the configuration entry, if it can be determined

Date Filter

The Date Filter can be seen in the lower left hand pane. Using the Date Filter you can easily see the events on a
particular date or on a date range.

C COMODD Internet Security Premium - Log Viewer

PFle View
P Today B Current week B Current Morth [ Entee Perlod

&% Antivirus Events X §=|Frrewal Events | 02 Defense+ Evernts

= 395 per Module Drate Location Malbvaare Mame 5
£ Antivirus Events E e i :
AT Firewal Events HZME2010 11:06:43 AM c:\program Ffileslinbernet explorericonnection wizard\2q... Backdoar Win32 PoCient, ~
3 Frewal Evante | S e e T e e =
€% Deferce+ Events 1252010 11:06:44 AM [T c:\program filesiinternet explorericonnection wizard\zg. .. Backdoor, Win32, PoCient, ~

=[] Other Logs 12/8{2010 11:07:10 AM [ HKEY_LOCAL_MACHIME|System|ControlSet003| Service, ., Rootkit, Hiddenkey @0
@) alerts Displayed 12{8{2010 11:07:13 &M [JHKEY_LOCAL_MACHINE|Systemi ControlSet001Service, ., Rootkit, Hiddenkey@0
;:] Tasks Launched 12)8{2010 11:07:16 AM [ HKEY_LOCAL_MACHINE|System| ControlSetD0E Service, .. Rootkit, Hiddenkey@0
O2 Configuration Changes 12f5/2010 11:07:21 AM [T c:\Program Files) Internet ExplorerConnection Wizard)... Rootkit, HiddenFile@o

12[82010 11:07:22 4M [ c:\Program Files\Internet ExploreriConnection Wizard)... Rootkit, HiddenFiledo0
12082010 11:07:23 AM [ c:\Program Files\Internet Explorer\Connection Wizard\,.,. Rootkit, HiddenFile@0
12082010 11:07:30 AM [ c:\WINDOWS|system32\$sysihlesystem Riootkit, HiddenFolden@0
Diste Filker EI 1252010 11:05:39 AM  [TIHKEY_LOCAL_MACHINE)System|ControlSet003\Service, ., Rootkit, Hiddenkey @0
12082010 11:08:39 &M IHKEY _LOCAL_MACHINE System) Control3et001\Service, .. Rootkit, Hiddenkey@d
12f8{2010 11:08:39 AM [ HKEY_LOCAL_MACHIME|System|ControlSet003|Service, ., Roobkit, Hiddenkey @0

4 December, 2010 P 1282010 11:09:33 AM [ cAWINDOWS|system2 fsystflesystem Rootkit, HiddenFolder@o

] Il':'II ; ; f : 12082010 11:08:39 AM [T c:\program fileslinternet explorericonnection wizard\zg. .. Backdoor Win32 PcCient, ~

& 7 8 0101112 12[8/2010 11:08:59 AM [T cs\program fileslinkernet explorericonmection wizard\2g. .. Backdoor ' Win32 Polient, ~

1314 1516 17 18 19 12082010 11:08:39 AM [ c:\Program Files\Internet ExploreryConnection Wizard\,... Rootkit, HiddenFiled@o

202l 222324 25 26 12f82010 11:08:39 & [ c:\Program Files\Internet Explorer!Connection Wizard\,... Rootkit, HiddenFile@D

sram s A 12082010 11:08:39 AM [T c:\Program Files\Internet Explorer\Connection Wizard\,... Rootkit,HiddenFile@0
1208f2010 11:10:29 AM [ CH\Documents and Settings\AdministratoriLocal Setting. .. Teststring. Ecan@] 1642171 «
1 i b

Ready Records: 131 2

To view the events on a particular date

1. Click the right arrow or the left arrow to select the required month and year.

137

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

4 December, 2010 Pk

2. Now, click the required date. The events on that particular date is displayed.

Drate Filker

4  December, 2010 W
M TWTF 3 5

T T
& ol 1011 12
13 14 16 17 15 19

20 21 22 23 24 25 26
27 282930 31

To view the events on a date range
1. Click the right arrow or the left arrow to select the required month and year.

2. Select the start date from which you wish to view the events. Hold the shift key and click the end date till
which you wish to view the events. The events for that particular date range is displayed.

4  December, 2010 P
M TWTFS S
1 23 45
& 78 9101112
1314 15 16 17 18 19
2021 222329 25 26
2728 29 30 31

To close the Date Filter
»  Click the X' symbol in Date Filter.
Or

- Click 'View' in the menu bar and click the 'Date Filter' option. This is a toggle command and you can repeat
this step to make the Date Filter appear.
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Advanced Filker

Toolbar

Skatus Bar
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Refresh FS

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. After making your choice and setting the
filters. the log displayed can be directly exported as HTML file. There are two ways to export log files in the Log
Viewer interface - using the context sensitive menu and via the 'File' menu option.

i. File Menu

1. Select the event for which the log report is to be taken.
2. Click 'Export' from the File menu.

3. Select the location where the log report has to be saved, provide a file name and click 'Save'.

ii. Context Sensitive Menu

1. Right click in the log display window to export the currently displayed log file to HTML.

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export’
from the context sensitive menu. Again, you are asked to provide a file name and save location for the file.

2.5 Submit Files to Comodo for Analysis

Files which are not in the Comodo safe list and are also unknown to the user can be submitted directly to Comodo
for analysis and possible addition to the safe list. Files can also be submitted by clicking 'Submit’ button in the

Unrecognized Files interface.

You can submit the files which you suspect to be a malware or the files which you consider as safe but identified as
malware by Comodo Antivirus (False Positives). The files are analyzed by experts in Comodo and added to white
list or black list accordingly.

To submit files to Comodo

1. Click on the 'Submit Files' link from the main Antivirus Task Manager screen. The Browser dialog opens.
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€ Please drag and drop your selection in the Selected items section X

~Existing ikems - ~Selected items -

L3

[ Apple Software Upd Z:\Program Files) Test*
[ Akelier web Z:\Prograrm Files\Atelier Web*

[ Bomjour

[ Common Files

) ComMoDo B
5 ComPlus Application:
[ Internet Explorer -
() Messenger
[ Micrasoft -
[ micrasoft frontpage
[ Movie Maker

[ M3

[ MSM Gaming Zone

[== hlakhdaskinn
4 11} 3

R = = A = = R - = T R = T R T R

. - " -

~Cptions )

[T Include files From subfalders too

. -

& What do these sethings do? Submit As * Cancel

2. Select the items (files or folders) you wish to submit to Comodo for analysis from the right hand pane and
move them to left hand pane by clicking the right arrow one by one. (If you want to revert a file, select the
file from the left hand pane and click the left arrow)

3. Click 'Submit As' and select :

« 'False-Positive' for files you consider to be safe or
- 'Suspicious' for files you suspect to be malware from the submit options.

Submit as # False-Positive

Suspicious

Progress bars indicate the progress of the files submission to Comodo.
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Submitting...

F

¥
w; Please wait while the files are being submitted. ..

File: Z:\Program Files\akelier Web'\AWFT\Release. bxt
Cperation; Perfarming online lookup, ..

Cwerall progress:

2] 2] 2 B 8 1 0 0 . ) ) ) )

Hide

When a file is first submitted, Comodo's online file look-up service will check whether the file is already queued for
analysis by our technicians. The results screen displays these results:

€ Submit Results - X

The online lookup has been completed, Please review the lisk below For the resulks,

File Path Result

~"|'C:Pragram Files) Test Test exe i Already submitted
@ C:\Program Files\Atelier Web\aWFT awft, chm fu SuccessFully sub. ..
|'_%j CProgram Filestakelier Webi aWFTiLicense kxt i Already submitted
Ej C:\Program Fileshatelier Web\aWFTIREADME THT i Already submitted
Ej C:\Program FileshAtelier Web\aWFT\Release. bxt o Already submitted
A CHiProgram FilestAtelier weblAWFT unins000, dat i Successfully sub. .
Ii%(::'l,F'rn:ngrem'l Filestatelier Webia\WFTuRins000, exe i Already submitted

Close

»  'Successfully submitted' - The file's signature was not found in the list of files that are waiting to be tested
and was therefore uploaded from your machine to our research labs.

- 'Already submitted' - The file has already been submitted to our labs by another CIS user and was not
uploaded from your machine at this time.

Comodo will analyze all submitted files. If they are found to be trustworthy, they will be added to the Comodo safe
list (i.e. white-listed). Conversely, if they are found to be malicious then they will be added to the database of virus
signatures (i.e. black-listed).
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2.6 Scheduled Scans

Comodo Antivirus features a highly customizable scheduler that lets you timetable scans according to your
preferences. Comodo Antivirus automatically starts scanning the entire system or the disks or folders contained in
the profile selected for that scan.

You can add an unlimited number of scheduled scans to run at a time that suits your preference. A scheduled scan
may contain any profile of your choice.

You can choose to run scans at a certain time on a daily, weekly, monthly or custom interval basis. You can also
choose which specific files, folders or drives are included in that scan.

Perhaps you wish to check your entire system first thing in the morning; maybe you prefer the middle of the night!!
Comodo Antivirus gives you the power to choose, allowing you to get on with more important matters with complete
peace of mind.

From the 'Scheduled Scans' panel, you can

+ Set a new scheduled scan

« Edit a pre-scheduled scan and

« Cancel a pre-scheduled scan

The detection settings for the Scheduled Scans can be configured under the Scheduled Scanning tab of the
Scanner Settings interface.

To set a Scheduled Scan

1. Click on the Scheduled Scans link in the main Antivirus Task Manager screen.
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www.comodo.com

C Scheduled S5cans

achedule Mame add. ..
Weekly Yirus Scannin
¥ - Edit, ..
Remove
i What do these settings do? Apphy Cancel
il

A default schedule 'Weekly Virus Scanning' is displayed. This schedule is set so that your computer is scanned on
every Sunday at 12:00am. You can edit this schedule by selecting it and clicking the 'Edit' button.

2. Click 'Add'. The 'Scan Schedule' panel opens.
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1.
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€ Scan S5chedule x

o g

Mame:

Personal Files

Profile:

My Compuker -

Days of the weelk;
[ Mandary

[C] Tuesday

[ Wednesday
[C] Thursday

[C] Friday

[C] sakurdasy

[C] sundary

Skart Lirme:

7 | 100 - & b

Apply Cancel

Type a name for the newly scheduled scan in the 'Name' box.

Select a scanning profile from the list of preset scanning profiles by clicking at the drop-down arrow, in the
'Profile’ box. (For more details on creating a custom Scan Profile that can be selected in a scheduled scan,
see Antivirus Tasks > Scan Profiles)

Select the days of the week you wish to schedule the scanning from 'Days of the Week' check boxes.
Set the starting time for the scan in the selected days in the 'Start time' drop-down boxes.

Click 'Apply".

Repeat the process to schedule other scans with other predefined scan profiles.

To edit a Scheduled Scan

Select the schedule from the list.
Click 'Edit' in the 'Scheduled Scans' setting panel.
Edit the necessary fields in the 'Scan Schedule' panel.

Click 'Apply'.

To cancel a pre-scheduled scan

Select the Scan Schedule you wish to cancel in the 'Scheduled Scans' settings panel.

144

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

2. Click 'Remove'.

2.7 Scan Profiles

Creating a Scan Profile allows you to instruct Comodo Antivirus scan selected areas, folders or selected drives of
your system.

You can create custom scan profiles, to define selected disks or folders to be scanned and the created scan profile
can be re-used for any desired scan event i.e. Run a Scan (On-Demand Scanning) and Scheduled Scans. You can
create as many number of custom scan profiles as you wish according to the usage of your system. A Scan Profile
allows you to scan only a selected area of your storage, saving time and resources.

« New scan profiles can be created by clicking the ‘Create New Scan’ button in the ‘Run a Scan’ panel or by
clicking the ‘Add button’ in the ‘Scan Profiles’ area.

« New scan profiles can then be referenced when creating a new ‘Scheduled Scan’ and as the target of an
on-demand scan in the ‘Run a scan’ area.

Just to clarify, AntiVirus scan profiles are purely concerned with the location of a scan, not the parameters of the
scan. All scan profiles use the parameters as determined in the specific ‘Scanner Settings’ tab of that type of scan.

To access the Scan Profiles interface

« Click 'Scan Profiles' from the main Antivirus Tasks Manager Screen.

€ Scan Profiles o x
Profile Mame Add...
My Compuber ] :
Critical Areas =2
Spyware Scan Remove
Q what do these settings do? apply Cancel
A

Comodo Antivirus contains three default Scan Profiles 'My Computer', 'Critical Areas' and Spyware Scan. These
three profiles are predefined and cannot be edited or removed.

- My Computer — On selecting this, the Antivirus scans all drives on your machine

» Critical Areas — On selecting this, the Antivirus scans "Windows", "Program Files", and "Document and
Settings" folders.
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- Spyware Scan — Among the many types of malware, spyware is a unique malware, which when it gets
installed in your computer without your knowledge while browsing the Internet or installed secretly, gathers
small bits of data from your system without affecting its performance in any way. It is mainly used to collect
vital information from your computer such as passwords by detecting keystrokes and various other
personal information with a potential to seriously compromise your important data.

Spyware Scan feature in Comodo Antivirus scans your Windows registry and system files to check whether
your computer is infected with such malware and alerts you. This scanning feature improves the detection
and successful cleaning rate of already infected systems.

You can select any one of these Scan Profiles if you want to scan the respective areas.
To create a new scan profile from Scan Profiles option

1. Click 'Scan Profiles' from the main Antivirus Tasks Manager Screen.

2. Click 'Add'. The 'Scan Profile' dialog appears.

3. Type a name for the scan profile to be created in the 'Name' box and click 'Add'.

€ Scan Profile o x

-

Marme:

-_,-—-_ )
< Test Scan
T —

are no ikems ko shaw,

tﬁ' ‘What do these settings day Apply Cancel

"

P

A configuration screen appears, prompting you to select the locations to be scanned when the newly created scan
profile is selected. The left column displays all possible items (drives, folders and files) on your system for which
scanning is available.

4. Browse to the folder location in the left column and select the folder.

5. Drag and drop all the files, folders and/or drives you require, into the right hand panel or select the files or
folders and move them to left-hand pane by clicking the right arrow one by one. (If you want to revert a file,
select the file from the left hand pane and click the left arrow)
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€ Please drag and drop your selection in the Selected items section &

~Exisking items ~Selected items .
= @ Desktop - € C\Documents and SEttingslndministratnr@

oy ccs

I CIs

) CPm

) Log Files —
[ Make Installer
) My Documents

() Test virus 2

[ virus

[ wirus software

:‘ My Computer

2 Recycls Ein

| Atelier Weh Firewall Tester

n cis_context_sensitive_scan
cis_run_a_scan_disinfect
Cis_run_a_scan_guarantine -
4 I F 4 I F

& What do these settings do? apply Cancel

6. Click 'Apply".
7. Repeat the process to create more Scan Profiles.
8. Click 'Apply' in the Scan Profile interface for the created profiles to take effect.
You can see that the Scan Profile you have created, appearing as a target profile in the 'Run a Scan' panel.....

Please select an item to launch a scan:

Profile Marme
My Campuker
Critical Areas

Spvwate Scan

c esk Scan )

‘j wWhat do these settings da? Create Mew Scan Scan Close

..... it is also available for selection during a scheduled scan in the drop-down.
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€ Scheduled Scans
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Profile: Remave
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My Computer
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== G

[ wednesday
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[ Sundary

Skart time:

1 = | : |00 - AM -
'j wWhat do these sethings do? Apply Cancel

I

Apply Cancel

- To edit a Scan Profile, select the profile and click 'Edit'.

» To delete a Scan Profile, select the profile and click 'Remove'.

2.8 Scanner Settings

The Settings configuration panel allows you to customize various options related to Real Time Scanning (On-
Access Scanning), Manual Scanning, Scheduled Scanning and Exclusions (a list containing the files you
considered safe and ignored the alert during a virus scan).

- The settings made for each type of the scan applies to all future scans of that type.

« Allitems listed and all items added to the ‘Exclusions’ list is excluded from all future scans of all types.
To open Virus Scanner Settings panel

»  Click on 'Scanner Settings' link in the main Antivirus Tasks Management Screen.
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C Antivirus Behavior Settings X

Real Time Scanning | Manual Scanning | Scheduled Scanning | Exclusions

Real-Time Scanning

2N Access - Real-time scanner is enabled
- Everything is scanned on-access
- Stateful file inspection increases the real-time scanning speed

Skateful

Disabled
Detection
[] Scan memary on skark
[C] Aukamatically quarantine threats found during scanning
[+ sutomatically update viros database

[+ shioww alerts notification messages

Heuriskics Scanning Lewel Loy ”
Do nat scan files larger than (ME) 20
keep an alert on the screen for (seconds) 120
Q What do these settings do? K, Cancel

The options that can be configured using the settings panel are

+ Real Time Scanning - To set the parameters for on-access scanning;

» Manual Scanning - To set the parameters for manual Scanning (Run a Scan);
» Scheduled Scanning - To set the parameters for scheduled scanning;

« Exclusions - To see the list of ignored threats and to set the parameters for Exclusions.

2.8.1 Real Time Scanning

The Real time Scanning (aka 'On-Access Scanning') is always ON and checks files in real time when they are
created, opened or copied. (as soon as you interact with a file, Comodo Antivirus checks it). This instant detection
of viruses assures you, the user, that your system is perpetually monitored for malware and enjoys the highest level
of protection.

The Real Time Scanner also scans the system memory on start. If you launch a program or file which creates
destructive anomalies, then the scanner blocks it and alerts you immediately - giving you real time protection
against threats.
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You also have options to automatically remove the threats found during scanning and to update virus database
before scanning. It is highly recommended that you enable the Real Time Scanner to ensure your system remains
continually free of infection.

The Real Time Scanning setting allows you to switch the On Access scanning between Disabled, Stateful and On
Access and allows you to specify detection settings and other parameters that are deployed during on-access
scans.

To set the Real Time Scanning level

»  Click on the 'Real Time Scanning' tab in the 'Scanner Settings' panel.

- Drag the real time Scanning slider to the required level. The choices available are Disabled (not
recommended), Stateful (default) and On Access. The setting you choose here are also displayed in the
Summary screen.

C Antivirus Behavior Settings X

Real Time Scanning | Manual Scanning | Scheduled Scanning | Exclusions

Real-Time Scanning

On Access - Real-time scanner is enabled
- Everything is scanned on-access
- Stateful file inspection increases the real-time scanning speed

Skakeful

Disabled
Detection
[[] scan memory on skark
[C] &utamatically quarantine threats Found during scanning
[+ sutomatically update virus database

[+ shiow alerts notification messages

Heuristics Scanning Level Lowss b
Do nok scan files larger than (ME) 20
keep an alert aon the screen Faor (seconds) 120
Q What do these settings do? K Cancel

+ On Access - Provides the highest level of On Access Scanning and protection. Any file opened is scanned
before it is run and the threats are detected before they get a chance to be executed.

- Stateful - Not only is Comodo Internet Security one of the most thorough and effective AV solutions

150

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

available, it is also very fast. CIS employs a feature called Stateful File Inspection (tm) for real time virus
scanning to minimize the effects of on-access scanning on the system performance. Selecting the ‘Stateful’
option means CIS scans only files that have not been scanned since the last virus update - greatly
improving the speed, relevancy and effectiveness of the scanning.

- Disabled - The Real time scanning is disabled. Antivirus does not perform any scanning and the threats
cannot be detected before they impart any harm to the system.

Detection Settings

« Scan memory on start - When this check box is selected, the Antivirus scans the system memory during
system start-up.

+ Automatically quarantine threats found during scanning - When this check box is selected, the
Antivirus moves the file detected to be containing the malware, to Quarantined ltems. From the
quarantined items the files can be restored or deleted at your will.

- Automatically update virus database - When this check box is selected, Comodo Internet Security
checks for latest virus database updates from Comodo website and downloads the updates automatically,
on system start-up and subsequently at regular intervals.

- Show alerts/notification messages — Alerts are the pop-up notifications that appear in the lower right
hand of the screen whenever the on-access scanner discovers a virus on your system. These alerts are a
valuable source of real-time information that helps the user to immediately identify which particular files are
infected or are causing problems. Disabling alerts does not affect the scanning process itself and Comodo
Antivirus still continues to identify and deals with threats in the background. For more details on Antivirus
alerts, click here.

» Heuristics Scanning/Level - Comodo AntiVirus employs various heuristic techniques to identify previously
unknown viruses and Trojans. ‘Heuristics’ describes the method of analyzing the code of a file to ascertain
whether it contains code typical of a virus. If it is found to do so then the application deletes the file or
recommends it for quarantine. Heuristics is about detecting virus-like behavior or attributes rather than
looking for a precise virus signature that matches a signature on the virus blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the engine to
‘predict’ the existence of new viruses - even if it is not contained in the current virus database.

The drop-down menu allows you to select the level of Heuristic scanning from the four levels:
- Off — Selecting this option disables heuristic scanning. This means that virus scans only uses the
‘traditional’ virus signature database to determine whether a file is malicious or not.
- Low - Lower sensitivity to detecting unknown threats but the possibility of false positives is less.

« Medium - Detects unknown threats with medium sensitivity but the possibility of false positives is
also medium.

« High - Higher sensitivity to detecting unknown threats but this also raises the possibility of more
false positives too.

+ Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files
to be scanned during on-access scanning. Files larger than the size specified here are not scanned
automatically. To scan those files, you can go for Run a Scan option.

- Keep an alert on the screen for - This box allows you to set the time period (in seconds) for which the
alert message should stay on the screen.
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« Click 'OK' for the settings to take effect.

2.8.2 Manual Scanning

The Manual Scanning setting allows you to set the properties and parameters for Run a Scan (On Demand Scan).

C Antivirus Behavior Settings x

Real Time Scanning | Manual Scanning | Scheduled Scanning | Excusions
Dekeckion

[+ Scan memary on skark

[ Scan archive files {e.g. *zip, *.rar)
[+ Aukomatically update the virus database before scanning
[[] Enable cloud scanning

[ Enable rootkit scanning

Heuriskics Scanning Level Lo =

Do nok scan Files larger than (ME) 20

Q YWhat do these settings do? Ik Cancel

+ Scan memory on start - When this check box is selected, the Antivirus scans the system memory while
starting a manual scan i.e. Run a Scan option.

« Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and
.RAR files. You are alerted to the presence of viruses in compressed files before you even open them.
These include RAR, WIinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives.

« Automatically update virus database before scanning - Instructs Comodo Internet Security to check for
latest virus database updates from Comodo website and download the updates automatically before
starting an on-demand scanning.

- Enable Cloud Scanning - Instructs Comodo Internet Security to perform cloud based antivirus scanning.
Selecting this option quickens scanning and enables to detect the very latest malware, viruses and rootkits
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more accurately, as the scanning is performed with real-time connection to Comodo's online database.
The cloud scanning enables detection of zero-day malware even if you do not have an up-to-date local
antivirus database or a local antivirus database at all.

- Enable rootkit scanning - Instructs Comodo Internet Security to scan the file system and Windows
registry for (malicious) files or registry values that have been hidden by rootkits. If any such Rootkits are
found, they are listed in the scan results - enabling you to remove them from your system.

Background Note:

A rootkit is a type of malware that is designed to conceal the fact that the user’s system has been
compromised. Once installed, they camouflage themselves as (for example) standard operating
system files, security tools and APIs used for diagnosis, scanning, and monitoring. Rootkits then
store hidden malicious files into the Window's file system and/or store hidden registry values into
the Windows's Registry. These malicious files and registry values can be used by hackers to steal
user passwords, credit card information, computing resources, or conduct other unauthorized
activities.

Rootkits are usually not detectable by normal virus scanners as they camouflage themselves as
system files. However, Comodo AntiVirus features a dedicated Rootkit detection scanner that
identifies rootkits and, if any, the hidden files and the registry keys stored by them. Any discovered
rootkits, hidden malicious files or registry values are listed along with the Antivirus Scan results at
the end of each manual scan.

« Heuristics Scanning/Level - Comodo Internet Security employs various heuristic techniques to identify
previously unknown viruses and Trojans. ‘Heuristics’ describes the method of analyzing the code of a file to
ascertain whether it contains code typical of a virus. If it is found to do so then the application deletes the
file or recommend it for quarantine. Heuristics is about detecting virus-like behavior or attributes rather than
looking for a precise virus signature that matches a signature on the virus blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the engine to
‘predict’ the existence of new viruses - even if it is not contained in the current virus database.

The drop-down menu allows you to select the level of Heuristic scanning from the four levels:

«  Off — Selecting this option disables heuristic scanning. This means that virus scans only uses the
‘traditional’ virus signature database to determine whether a file is malicious or not.

» Low - Lower sensitivity to detecting unknown threats but the possibility of false positives is less.

* Medium - Detects unknown threats with medium sensitivity but the possibility of false positives is also
medium.

- High - Higher sensitivity to detecting unknown threats but this also raises the possibility of more false
positives too.

« Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual
files to be scanned during manual scanning. Files larger than the size specified here, are not scanned.

« Click 'OK' for the settings to take effect

2.8.3 Scheduled Scanning

The Scheduled Scanning setting panel allows you to customize the scheduler that lets you timetable scans
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according to your preferences.

C Antivirus Behavior Settings x

Real Time Scanning | Manual Scanning | Scheduled Scanning | Exclusions
Detection
[+ Scan memary on skark
[ Scan archive files (2., *zip, *.rar)
[C] &utamatically quarantine threats Found during scanning
[+ sutomatically update virus database before scanning
[ show scamming progress
[] Enable cloud scanning
[+ Enable rootkit scanning
Heuristics Scanning Lewvel CIFF -

Lo nok scan files larger than (ME) 20

Q What do these settings do? Ik Cancel

You can choose to run scheduled scans at a certain time on a daily, weekly, monthly or custom interval basis. You
can also choose which specific files, folders or drives are included in that scan by choosing the scan profiles.

The detection settings are as follows:

« Scan memory on start - When this check box is selected, the Antivirus scans the system memory during
the start of any scheduled scan.

- Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and
.RAR files during any scheduled scan. You are alerted to the presence of viruses in compressed files
before you even open them. These include RAR, WIinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives.

- Automatically quarantine threats found during scanning - When this check box is selected, the
Antivirus moves the file detected to be containing the malware, to Quarantined ltems. From the
quarantined items the files can be restored or deleted at your will.

+ Automatically update virus database before scanning - When this check box is selected, Comodo
Internet Security checks for latest virus database updates from Comodo website and downloads the
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updates automatically, before the start of every scheduled scan.

- Show Scanning progress - When this check box is selected, a progress bar is displayed on start of a
scheduled scan. Clear this box if you do not want to see the progress bar.

- Enable Cloud Scanning - Instructs Comodo Internet Security to perform cloud based antivirus scanning.
Selecting this option quickens scanning and enables to detect the very latest malware, viruses and rootkits
more accurately, as the scanning is performed with real-time connection to Comodo's online database.
The cloud scanning enables detection of zero-day malware even if you do not have an up-to-date local
antivirus database or a local antivirus database at all.

- Enable rootkit scanning - Instructs Comodo Internet Security to scan the file system and Windows
registry for (malicious) files or registry values that have been hidden by rootkits. If any such Rootkits are
found, they are listed in the scan results - enabling you to remove them from your system.

Background Note:

A rootkit is a type of malware that is designed to conceal the fact that the user’s system has been
compromised. Once installed, they camouflage themselves as (for example) standard operating
system files, security tools and APIs used for diagnosis, scanning, and monitoring. Rootkits then
store hidden malicious files into the Window's file system and/or store hidden registry values into
the Windows's Registry. These malicious files and registry values can be used by hackers to steal
user passwords, credit card information, computing resources, or conduct other unauthorized
activities.

Rootkits are usually not detectable by normal virus scanners as they camouflage themselves as
system files. However, Comodo AntiVirus features a dedicated Rootkit detection scanner that
identifies rootkits and, if any, the hidden files and the registry keys stored by them. Any discovered
rootkits, hidden malicious files or registry values are listed along with the Antivirus Scan results at
the end of each scheduled scan.

« Heuristics Scanning/Level - Comodo Internet Security employs various heuristic techniques to identify
previously unknown viruses and Trojans. ‘Heuristics’ describes the method of analyzing the code of a file to
ascertain whether it contains code typical of a virus. If it is found to do so then the application deletes the
file or recommends it for quarantine. Heuristics is about detecting virus-like behavior or attributes rather
than looking for a precise virus signature that matches a signature on the virus blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the engine to
‘predict’ the existence of new viruses - even if it is not contained in the current virus database.

The drop-down menu allows you to select the level of Heuristic scanning from the four levels:

- Off - Selecting this option disables heuristic scanning. This means that virus scans only uses the
‘traditional’ virus signature database to determine whether a file is malicious or not.

+ Low - Lower sensitivity to detecting unknown threats but the possibility of false positives is less.

» Medium - Detects unknown threats with medium sensitivity but the possibility of false positives is also
medium.

« High - Higher sensitivity to detecting unknown threats but this also raises the possibility of more false
positives too.

» Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files
to be scanned during scheduled scanning. Files larger than the size specified here are not scanned during
a scheduled scan.
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« Click 'OK' for the settings to take effect.

2.8.4 Exclusions

The Exclusions tab in the Scanner Settings panel displays a list of applications/files for which you have selected
Ignore in the Scan Results window of Run a Scan option or added to the Exclusions from an antivirus alert.

C Antivirus Behavior Settings x

Feal Time Scanning | Manual Scanning | Scheduled Scanning | Exclusions

Exclusions &dd k
[ \Recwcle*
9 CHProgram FilesiCOMODOYWCOMODD Internet Securityl™
EC:'I,F'ngram Files! Test) Test, exe
ﬂ W TS, syskem3 2 winlogon. exe

Rermove

Q What do these settings da? Ik Cancel

All items listed and all items added to the ‘Exclusions’ list is excluded from all future scans of all types.
Also, you can manually define trusted files or applications to be excluded from a scan .
To define a file/application as trusted and to be excluded from scanning

1. Click 'Add".

You now have 2 methods available to choose the application that you want to trust — 'Browse Files...' and
'‘Browse Running Processes'.

- Browse Files... - This option is the easiest for most users and simply allows you to browse the files
which you want to exclude from a virus scan.
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- Browse Running Processes - As the name suggests, this option allows you to choose the target
application from a list of processes that are currently running on your PC.
When you have chosen the application using one of the methods above, the application name appears along with
its location.

2. Click 'OK' for the settings to take effect.

3 Firewall Tasks- Introduction

The Firewall component of Comodo Internet Security (hereafter known
simply as Comodo Firewall) offers the highest levels of security against inbound
and outbound threats, stealths your computer's ports against hackers and blocks
malicious software from transmitting your confidential data over the Internet.
Comodo Firewall makes it easy for you to specify exactly which applications are
allowed to connect to the Internet and immediately warns you when there is
suspicious activity.

r J'J Firewall

It can be accessed at all times by clicking on the Firewall link from the Navigation panel.
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COMODO

Internet Security PREMIUM B, Summary ® Antivirus # Firewall % Defense+ &%

-

i 1 View Firewall Events % View Active Connections

| Thiz zection allows you to view a recard of the Wiew which applications are currentiy
events and alerts tiggered by poszsible attacks conkecting to the Intermet along with the P,

: ar your compker. Port, Prqtucul and Traffic level of the
and rLnning. connechion,

Q Define a Hew Trusted Application & Stealth Ports Wizard
Thiz shartcut represents a convenient way ta Thiz wizard allows pau ta create a set af glabal
create an automatic Allow rule for applications firewall rules, which will affect your computer's
that pou brust, wigibility from other computers.
Define a Hew Blocked Application @ Firewall Behavior Settings

& Thiz shortcut repregents & convenient way o Accezz and configure various firewall optiohs
create an automatic Deny rule for applications zuch az gecurity level, alert frequency level and
that pou do nob trust, more.

W— Metwork Security Policy
H% You may uze this section to create/madify
packet filtering rules in order to explait the full
power af the firewall

The Firewall main configuration area provides easy access to all the features and allows you to create rules for
applications and network connections through a series of shortcuts and wizards. Click on the links below to see
detailed explanations of each area in this section.

» View Firewall Events

« Define a New Trusted Application

« Define a New Blocked Application

»  Network Security Policy

» View Active Connections

«  Stealth Port Wizard

« Firewall Behavior Settings

3.1 View Firewall Events

The 'View Firewall Events' area contains logs of actions taken by the firewall. A 'Firewall Event' is recorded
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Policy.

1.

whenever an application or process makes a connection attempt that contravenes a rule your Network Security

To view Firewall events

Click 'View Firewall Events' in the common tasks of Firewall task center.

C Firewall Events o x

Application Ackion Protocol Source [P Source Pork | Destination IP Destination Port | Date

[ System Asked TCP 192,168,200.57 1435 192,165,200,151 445 7ii6/2010... ]

[ System Asked P 192,168,201.27 137 192,168,200,151 137 Fllefz010...

[ System Asked LDP 192,168,200.23 135 192,165.200,151 135 Fiigf2010...

[ System Blocked  UDP 192,168,200.242 137 192,168,200,151 137 Fllefz010...

[ System Asked LDP 192,168,200.242 137 192,165.200,151 137 Fiigf2010...

[ System Blocked  UDP 192.168.200.23 138 192,165.200,151 138 Flefz010...

[ System Asked LDP 192,168,200.23 135 192,165.200,151 135 Fiigf2010...

[ System Blocked  UDP 192.168.201.27 137 192,168.200,151 137 Flefz010...

[ System Asked (Wl 192.168,201.27 137 192,165.200,151 137 Flief2010...

[ System Blocked  UDP 192.168.200.23 138 192,165.200,151 138 Flefz010...

[ System Asked (Wl 192,168,200.23 135 192,165.200,151 138 Flief2010...
i@ what do these settings do? Refresh More. .. Close

P

Column Descriptions

Application - Indicates which application or process propagated the event. If the application has no icon,
the default system icon for executable files are used;

Action - Indicates how the firewall has reacted to the connection attempt.

Protocol - Represents the Protocol application attempted to use to create the connection. This is usually
TCP/IP or UDP - which are the most heavily used networking protocols.

Source IP - States the IP address of the host that made the connection attempt. This is usually the IP
address of your computer for outbound connections.

Source Port - States the port number on the host at the source IP which was used to make this connection
attempt.

Destination IP - States the IP address of the host to which the connection attempt was made. This is
usually the IP address of your computer for inbound connections.

Destination Port - States the port number on the host at the destination IP to which the connection
attempt was made.

Date/Time - Contains precise details of the date and time of the connection attempt.
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- Click 'Refresh' to reload and update the displayed list, to include all events generated since the time you
first accessed the 'Firewall Events' area.

« Click 'More ..." to load the full, Comodo Internet Security Log Viewer module. See below for more details on
this module.
Log Viewer Module

This window contains a full history of logged events in two categories: Logs per Module and Other Logs.

It also allows you to build custom log files based on specific filters and to export log files for archiving or
troubleshooting purposes.

C COMODO Internet Security Premium - Log Viewer - 0O X
! File View
{ S Today Current Week | Current Manth Entite Period
|EEE R o Firewall Events x
= Logs per Module Date application  Action  Direction Protocol | Source IP Sourc,..  Deskina <
% Antivirus Events :
FHEI2010 12:04:48 PM System Asked In LD 192,1658,200.23 138 192,168
¥ Firewall Events i
72010 12:06:55 PM [T System Blocked In LD 192,168,200.23 138 192,168
% Defense+ Events
=] D Other Logs TIE/Z010 12:06:55 PM [ System Asked In LDP 192.165,201.27 137 192,168
© ~lerts Displayed 7/16/2010 12:06:57 PM  [S1System  Blocked  In UDP  192.168.201.27 137 192 16¢
Tasks Launched 7H6/2010 12:16:57 PM [ System  Asked  In LD 192.165.200,23 138 192,16
€0 Configuration Changes FIEIZ010 1Z2: 1M 10PM [ System Blocked In LoP 192,165,200.23 138 192,168
FIE/2010 12:1M10PM [ System Asked In LD 192,1658,200.242 137 192,168
FHEEZI012:11%12 PM [T System Blocked In LD 192,168.200.242 137 192,168
TIEIZ010 12:2;12 PM [ System Asked In LoeP 192,165,200.23 138 192,168
I Diate Filker 72010 12:30:01 PM [ System Asked In LD 192.1658,201.27 137 192,168
FHEEZOIID 12:5%24 PM [T System Asked In TCP 192,168,200.57 1435 192,168
4 July, 2010 4
MTWTF 3 5
1 2 3 4
56 7 8 921011
121314 1516 17 15
1920212223 24 25
20272829300
4 L} ;
Ready Records: 11 2

The Log Viewer Module is divided into three sections. The top panel displays a set of handy, predefined time
Filters. The left panel the types of Logs. The right hand side panel displays the actual events that were logged for
the time period you selected in the top panel and the type of log selected in the left panel (or the events that
correspond to the filtering criteria you selected).

The Logs per Module option contains the logged events of Firewall, Defense+ and Antivirus modules and Other
Logs options contains logged events of the following:

- Alerts Displayed: Displays the list of various alerts that were displayed to the user, the response given by
the user to those alerts and other related details of the alert.

« Tasks Launched: Displays the various Antivirus tasks such as updates and scans that have taken place.
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This area will contain a log of all on demand and scheduled AV scans and the result of that scan.

- Configuration Changes: Displays a log of all configuration changes made by the user in the CIS
application.

Filtering Log Files

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria.
Preset Time Filters:

Clicking on any of the preset filters in the top panel alters the display in the right hand panel in the following ways:

- Today - Displays all logged events for today.

« Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

- Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Defense+ Logs for "Today' are displayed.

€ COMODO Internet Security Premium - Log ¥iewer - 0O X
PoFile  View
1@ 5] Current Week [E5] Current Month Entire Period
I Logs o x ﬂFirewall Events X
= ':'QSF'_ Madule Datke Application Action Direction Pratocal | Source TP Soure... Deskina =
= Antiuiis Events FI1EIZ010 12:04:48 PM [ System  Aeked  In UbE 16z 166.200.25 138 {52, 168
{g Firewall Event :
FI16J2010 12:06:55 PM_ [T System Blocked In LD 192,1658,200.23 138 192,168
w=| Defense+ Events
=] D Other Logs 762010 12:06:55 PM | [ System Asked In LD 192.168,201.27 137 192,168
© Alerts Displayed 7/16/2010 12:06:57 PM | ] System  Elocked  In UDP  192.168.201.27 137 192. 16
Tasks Launched FIEJ2010 12:16:57 PM | [ System Asked In LD 192,1658,200.23 138 192,168
£8 Configuration Changes FHEEZII0 1211910 PM | [ System Blocked In LDP 192.168.200.23 138 192,168
FIEIZ010 12: 1M 10 PM | [ System Asked In LoeP 192,1658,200.242 137 192,168
FIEJ2010 12:1:12 PM | [ System Blocked In LD 192,1658,200.242 137 192,168
FHEEZOI0 12:29:12 PM | [ System Asked In LD 192,168,200.23 138 192,168
I Date Filker FIE/2010 12:31:01 PM | [ System Asked In LoeP 192,1658,201.27 137 192,168
FIEJ2010 12:5%24 PM | [ System Asked In TP 192,1658,200.57 1435 192,168
4 July, 2010 4
M TWTF 3/5
1 2 B 4
56 7 5 971011
12 13 14 15067 15
192021222524 25
26 27 28 29 30 31
] 1l p
Ready Records: 11 ¢
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Note: The type of events logged by the Antivirus, Firewall and Defense+ modules of Comodo Internet Security
differ from each other. This means that the information and the columns displayed in the right hand side panel
change depending on which type of log you have selected in the top and left hand side panel. For more details on
the data shown in the columns, see View Antivirus Events or View Defense+ Events.

User Defined Filters:

Antivirus Filter

Action - Displays events
according to the response (or
action taken) by the Antivirus

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to
specific filters. The type of filters available for Firewall logs differ to those available for Defense+ logs. The table
below provides a summary of available filters and their meanings:

Available Filters — Logs per Module

Firewall Filters

Action - Displays events
according to the response (or
action taken) by the firewall

Defense+ Filters

Application - Displays only the
events propagated by a specific
application

Location - Displays only the
events logged from a specific
location

Application - Displays only the
events propagated by a specific
application

Flags - Displays events according to

the response (or action taken) by
Defense+

Malware Name - Displays only
the events logged corresponding
to a specific malware

Destination IP - Displays only
the events with a specific target
IP address

Target - Displays only the events that
involved a specified target application

Status - Displays the events
according to the status after the
action taken. It can be either
'Success' or 'Fail’'

Destination Port - Displays only
the events with a specific target
port number

Direction - Indicates if the event
was an Inbound or Outbound
connection

Protocol - Displays only the
events that involved a specific
protocol

Source IP - Displays only the
events that originated from a
specific IP address
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Available Filters — Logs per Module

Source Port - Displays only the
events that originated from a
specific port number

Creating Custom Filters

Custom Filters can be created through the Advanced Filter Interface. You can open the Advanced Filter interface
either by using the View option in the menu bar or using the context sensitive menu.

»  Click View > Advanced Filter to open the ‘Advanced Filter’ configuration area.
Or
» Right click on any event and select 'Advanced Filter' option to open the corresponding configuration area.

The ‘Advanced Filter’ configuration area is displayed in the top half of the interface whilst the lower half displays the
Events, Alerts, Tasks or Configuration Changes that the user has selected from the upper left pane. If you wish to
view and filter event logs for other modules then simply click log name in the tree on the upper left hand pane.

The Advanced Log filter displays different fields and options depending on the log type chosen from the left hand
pane (Antivirus, Defense+, Firewall).

This section will deal with Advanced Event Filters related to ‘Antivirus Events’ and will also cover the custom
filtering that can be applied to the ‘Other Logs’ (namely ‘Alerts Displayed’, ‘Tasks’ Launched’ and ‘Configuration
Changes’). The Firewall and Defense+ Advanced Event Filters are dealt with in their respective sections.

Firewall Events — Advanced Filters

To configure Advanced Filters for Firewall events
1. Select ‘View > Advanced Filter’
2. Select ‘Firewall Events’ under ‘Logs Per Module’

You have 8 categories of filter that you can add. Each of these categories can be further refined by either
selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided.

3. Click the ‘Add’ button when you have chosen the category upon which you wish to filter.
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0 Internet Security Premium - Log Viewer

P File  wiew

Today Current Week E Current Month [ Entire Period

=2 Logs per Module

&%) Antivirus Events Action - | Add
#H] Firewall Events Ackion
@ Defense+ Events Sggliicnitti?olr'u - =

= El Other Logs ) g Destination Port Application Ackion Direction Protocol  Source IP Sourc,,,  Desting <
o Alerts Displayed | Direction
Taske Launched Aprotacl System  Asked  In DR 192.165.200.23 138 192,16
©% Corfiquration Changes 7150urce IP Clystem Blacked In DR 1592,165.200.23 138 192,18

Source Pork

TTorzoro rooma P [CEysten Asked In LDP 192.165.201.27 137 192,168
TI6/Z010 12:06:57 FM [o15ystem  Blocked  1In LIDP 192,168,201,27 137 192, 16¢
7M6/2010 12:16:57 PM []Systemn Asked  In LIDP 192,168,200,23 138 192,166
Date,:“ter 7M16/201012:19:10 PM [ System  Blocked  In LIDP 192,168,200,23 138 192,166
7ME/201012:19:10 PM [ System  Asked  1In LIDP 192, 168,200,242 137 192,166
7IE/201012:19:12 PM [ System  Blocked  In LIDP 192, 168,200,242 137 192,166
4 July, z010 3 762010 12:29:12 PM [ System  Asked  In LIDP 192,168,200,23 138 192,166
MTWwWTFSS 7116/201012:31:01 PM [ Swstem  Asked I s 192.166,201.27 137 192,16
123 4 7/16/2010 12:59:24 PM [ Svstem  Asked  In TCP 192.168.200.57 1435  192.16f
56 7 8 91011
12 13 14 1516 17 1&
192021 22/23 24 25
2627 20 29 30 31
4 1] )
Ready Records: 11 2

Following are the options available in the 'Add' drop-down:

i. Action: Selecting the 'Action’ option displays a drop-down box and a set of specific filter parameters
that can be selected or deselected.

Action Equal - Elocked [] Asked Remaowe
[ allowed [] suppressed L,

a) Select 'Equal’ or 'Not Equal' option from the drop-down box. ‘Not Equal’ will invert your selected
choice.

b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter
available are:

» Blocked: Displays list of events that were blocked

« Allowed: Displays list of events that were allowed

« Asked: Displays list of events that were asked to the user

»  Suppressed: Displays list of events that were suppressed by the user
The filtered entries are shown directly underneath.

ii. Application: Selecting the 'Application’ option displays a drop-down box and text entry field.

-
w || | Windows Rernowve

Application
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a) Select 'Contains' or 'Does Not Contain' option from the drop-down box.
b) Enter the text or word that needs to be filtered.

The filtered entries are shown directly underneath.

iii. Destination IP: Selecting the 'Destination IP' option displays two drop-down boxes and a text entry

field.
-
Destination IP Equal -7 192 . 163 , 200 . 46 TP « | Remove
Destination IF v | Add 3

a) Select 'Equal’ or 'Not Equal' option from the drop-down box. ‘Not Equal’ will invert your selected
choice.

b) Select'IPv4' or'IPv6' from the drop-down box.
c) Enter the destination system's IP address that needs to be filtered.

The filtered entries are shown directly underneath.

iv. Destination Port: Selecting the 'Destination Port' option displays a drop-down box and text entry field.

F

Deskination Port {ess than e 150 Remove

a) Select any one of the following option the drop-down box.
« Equal
- Greater than
«  Greater than or Equal
+ Lessthan
« Less than or Equal
*  Not Equal
b) Now enter the destination port number in the text entry field.

The filtered entries are shown directly underneath.

v. Direction: Selecting the 'Direction’ option displays a drop-down box and a set of specific filter
parameters that can be selected or deselected.

Direction Equal - In Remove

[] out L,

a) Select 'Equal' or 'Not Equal’ option from the drop-down box. ‘Not Equal’ will invert your selected
choice.

b) Now select the check box of the specific filter parameters to refine your search. The parameter
available are:

» In: Displays a list of events that were directed into the system
» Out: Displays a list of events that were directed out of the system
The filtered entries are shown directly underneath.
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vi. Protocol: Selecting the 'Protocol option displays a drop-down box and a set of specific filter parameters
that can be selected or deselected.

Protocol Equal «| | crp [ 1amp ] U [ remove | =«
IPY4 [] Gar [] e
4

1} k

a) Select 'Equal’ or 'Not Equal' option from the drop-down box. ‘Not Equal’ will invert your selected
choice.

b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter

available are:
- TCP
- UDP
- ICMP
- IPV4
- IGMP
- GGP
- PUP
- IDP
- IPV6
- ICMPV6
« ND

The filtered entries are shown directly underneath.

vii. Source IP: Selecting the 'Source IP' option displays two drop-down boxes and a set specific filter

parameters that can be selected or deselected.

Source IP Equal - 192, 168 , =200 | 45

Source IP - || Add

a) Select 'Equal’ or 'Not Equal' option from the drop-down box. ‘Not Equal’ will invert your selected
choice.

b) Select'IPv4' or'IPv6' from the drop-down box.

c) Enter the source system's IP address that needs to be filtered.

The filtered entries are shown directly underneath.

viii.Source Port: Selecting the 'Status' option displays a drop-down box and a set specific filter parameters
that can be selected or deselected.

Source Port 128 Rermove

a) Select any one of the following option the drop-down box.
« Equal
+  Greater than
«  Greater than or Equal
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+ Lessthan
» Less than or Equal
*  Not Equal
b) Now enter the source port number in the text entry field.

The filtered entries are shown directly underneath.

Note: More than one filters can be added in the ‘Advanced Filter’ pane. After adding one filter type, the option to
select the next filter type automatically appears. You can also remove a filter type by clicking the 'Remove' option
at the end of every filter option.

Other Logs — Advanced Filters

Refer to Antivirus Tasks > View Antivirus Events > Log Viewer > Creating Custom Filters > Other Logs — Advanced
Filters for the process of Creating Custom Filters for Alerts Displayed, Task Launched and Configuration Changes.

Date Filter

Click here to know more about Date Filter functionality.

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. There are two ways to export log files in the
Log Viewer interface - using the context sensitive menu and via the 'File' menu option. After making your choice,
you are asked to specify a name for the exported HTML file and the location you wish to save it to.

i. File Menu

1. Select the event for which the log report is to be taken.
2. Click 'Export' from the File menu.

3. Select the location where the log report has to be saved, provide a file name and click 'Save'.

ii. Context Sensitive Menu

1. Right click in the log display window to export the currently displayed log file to HTML.

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export’
from the context sensitive menu. You will be asked to provide a file name and save location for the file.

3.2 Define a New Trusted Application

Comodo Firewall allows you to prepare a list of trusted applications and configure their access rights to networks
and the Internet. This shortcut represents a convenient way to create an automatic 'Allow Requests' rule for an
individual application - meaning that inbound and outbound connections are automatically permitted.

Advanced users can reconfigure the parameters of this rule in the section 'Network Security Policy'.

To begin defining a new trusted application
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1. Click on 'Define a New Trusted Application’ link in Firewall Tasks .

2. Adialog box appears prompting you to select the application you want to trust.

€ Define a New Trusted Application X

Program path)Group name:
Select K
Q What do these settings do? Apply Cancel
3. Click the 'Select' button.
Select  » File Groups »

Funning Processes...

Erowse, .,

Apply Zancel

4. You now have 3 methods available to choose the application that you want to trust - 'File Groups'; 'Running
Processes' and 'Browse...".

» File Groups - Choosing this option allows you to choose your application from a category of pre-set
files or folders. For example, selecting 'Executables’ would enable you to create an allow rule for any
file that attempts to connect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl .
Other such categories available include 'Windows System Applications' , 'Windows Updater
Applications' , 'Start Up Folders' and so on - each of which provide a fast and convenient way to batch
select important files and folders.

- Running Processes - as the name suggests, this option allows you to choose the target application
from a list of processes that are currently running on your PC.

+ Browse... - this option is the easiest for most users and simply allows you to browse to the location of
the application which you want to trust.

When you have chosen the application using one of the methods above, the application name appears

along with its location:

5. Click 'Apply' to confirm your choice.
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C Define a Mew Trusted Application

Program path/Group name:

Select  »

& “what do these settings do? Apply Cancel

3.3 Define a New Blocked Application

Comodo Firewall allows you to prepare a list of blocked applications that you do not want to access the Internet.
This shortcut represents a convenient way to create such an automatic 'block and log' rule - meaning that inbound
and outbound connections are automatically blocked to this application. Any connection attempts by the application
is also logged in the View Firewall Events interface.

Advanced users can view and edit the parameters of this new rule in 'Network Security Policy'. (for example, you
later realize that a program really ought to be allowed some level of Internet access)

To begin defining a new blocked application
1. Click the 'Define a New Blocked Application' link in Firewall Tasks.

2. Adialog box appears prompting you to select the application that you want to be blocked.

|

C Define a Mew Blocked Application

Praogram pathjGroup name:
Select  #
& "What do these settings do? Apply Cancel
3. Click the 'Select' button:
Select  » File Groups 4

Running Processes, ..

Browse, ..

Apply Cancel

4. You now have 3 methods available to choose the application that you want to block - 'File Groups';
'Running Processes' and 'Browse...".
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« File Groups - Choosing this option allows you to choose your application from a category of pre-set
files or folders. For example, selecting 'Executables’ would enable you to create a block rule for any file
that attempts to connect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other
such categories available include 'Windows System Applications' , 'Windows Updater Applications' ,
'Start Up Folders' and so on - each of which provide a fast and convenient way to batch select
important files and folders.

* Running Processes - as the name suggests, this option allows you to choose the target application
from a list of processes that are currently running on your PC.

- Browse... - this option is the easiest for most users and simply allows you to browse to the location of
the application which you want to block.

5. When you have chosen the application using one of the methods above, the application name appears
along with its location:

€ Define a New Blocked Application X

Pragram pathjGroup name:

Select  #

& "What do these settings do? Apply Cancel

6. Click 'Apply' to confirm your choice. The new block and log rule for the application takes effect immediately.
When this application seeks Internet access, Comodo Internet Security automatically denies it and records
an entry in the View Firewall Events interface.

3.4 Network Security Policy

The Network Security Policy interface is the nerve center of Comodo Firewall and allows advanced users to
configure and deploy traffic filtering rules and policies on an application specific and global basis.

Both application rules and global rules are consulted when the firewall is determining whether or not to allow or
block a connection attempt.

» For Outgoing connection attempts, the application rules are consulted first and then the global rules.
»  For Incoming connection attempts, the global rules are consulted first and then application specific rules.

The Network Security Policy interface also allows users to define the Network Zones for specifying access
privileges on them and Port Sets, which are predefined groupings of one or more ports of the system that can be
deployed across multiple traffic filtering rules.

The interface is divided into six main sections - Application Rules, Global Rules, Predefined Polices, Network
Zones, Blocked Zones and Port Sets.

The Application Rules tab allows users to view, manage and define the network and Internet access rights of
applications on your system.

The Global Rules tab allows users view, manage and define overall network policy that applies to your computer
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and is independent of application rules.

The Predefined Policies tab allows users to view and manage a set of one or more individual network control
rules that have been saved and can be re-used and deployed on multiple applications.

The Network Zones tab allows the users to define the network zones for applying access privileges for them.
The Blocked Zones tab allows the user the configure settings to allow only the desired and trusted networks.

The Port Sets tab allows the users to define groups of ports for deploying application specific and global rules.

€ Network Security Policy o x
Application Rules | Global Rules | Predefined Policies | Metwork Zones || Blocked Zones || Port Sets

Application name Treak as add...

=] [ Swstem Custom
- a.ﬂllow Swstem To Send Requests IF The Target Is IP In [192.192,192.192 | 192,192,192, 255] Ed...
- a.ﬂllow Swstem To Receive Requests IF The Sender Is TP In [192.192.192,192 | 192,192.192.... sy
- @.ﬂllow Syskemn To Send Requests IF The Target Is IP In [192.168,192.251 [ 192,168, 192,255]
- @.ﬂllow Syskem To Receive Requests IF The Sender Is 1P In[192.168.192,251 § 192.163.192,.., Move Up
- @F\IIDW Syskem To Send Requests IF The Target Is IP In [192,168.200,0 § 192,163,200,250]
- () Allovs System To Receive Requests IF The Sender Is 1P In [192.163.200.0 § 192,168.200.250] Moree: Down
- @F\"DW TCP In From IP In[192.168.200.57 [ 255.255.255.0] To MAC Any Where Source Part 1., —
- @.ﬂllow UDP In From IP In [192,168,201.27 | 255.255,255,0] To MAC Any Where Source Port ..,
L @.ﬂllow UDP In From IP In [192,168,200.23 | 255,255,255,0] To MAC Any Where Source Port ..,

=] COMODD Internet Security Cubgoing Cnly

V)

= Windﬁs Updater Applications Custom
L @.ﬂllow TCP Qr UDP Quk Fram MAaC Any To MAC Ary Where Source Pork Is Any Aand Destinatio. ..

=l ﬁC:IPragram Files\BonjourimDNSResponder  exe Custom
L @F\IIDW IP Qut From MAC Any To MAC Any Where Prokocol Is Any

& What do these settings do? ok cancel
£

« See General Navigation for a summary of the navigational options available from the Application Rules and
Global Rules tabs of Network Security Policy interface.

« See the section 'Application Rules' for help to configure application rules and policies.

« See the section 'Global Rules' for help to configure global rules and to understand the interaction between
global and application rules.

+ See the section Predefined Policies for help to configure predefined firewall policies.

«  See the section Network Zones for information and help on defining the network zones.

+ See the section Blocked Zones for information and help of configuring the networks to be blocked from
accessing your computer.

« See the section Port Sets for information and help on defining port groups.
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3.4.1 General Navigation

+ Add... - On the Application Rules tab this button allows the user to Add a new Application to the list then
create it's policy. On the Global Rules tab it enables you to add and configure a new global rule using the
Network Control Rule interface

« Edit... - Allows the user to modify the selected rule or application policy. See Overview of Policies and
Rules, Creating and Modifying Network Policy and Understanding Network Control Rules

 Remove... - Deletes the currently highlighted policy or rule

» Move Up - Raises the currently selected rule or policy up one row in the priority list. Users can also re-
prioritize policies or re-assign individual rules to another application's policy by dragging and dropping.

» Move Down - Lowers the currently selected rule or policy down one row in the priority list. Users can also
re-prioritize policies or re-assign individual rules to another application's policy by dragging and dropping.

- Purge - Runs a system check to verify that all the applications for which policies are listed are actually
installed on the host machine at the path specified. If not, the policy is removed, or 'purged’, from the list.

Users can re-order the priority of policies by simply dragging and dropping the rule in question. Alternatively, select
the rule you wish to re-prioritize and click either the 'Move Up' or 'Move Down' button.

3.4.2 Application Rules

« See Overview of Policies and Rules for an explanation of rule and policy structure and how these are
represented in the main Application Rules interface

- See Application Network Access Control interface for an introduction to the rule setting interface

« See Creating and Modifying Network Policies to learn how to create and edit network policies

- See Understanding Network Control Rules for an overview of the meaning, construction and importance of
individual rules

« See Adding and Editing a Network Control Rule for an explanation of individual rule configuration
Overview of Policies and Rules

Whenever an application makes a request for Internet or network access, Comodo Firewall allows or denies this
request based upon the Firewall Policy that has been specified for that application. Firewall Policies are, in turn,
made up from one or more individual network access rules. Each individual network access rule contains
instructions that determine whether the application should be allowed or blocked; which protocols it is allowed to
use; which ports it is allowed to use and so forth.
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€ Network Security Policy

Application Rules | Global Rules | Predsfined Policies | Metwark Zones | Blacked Zanes || Port Sets |
The Application’s name is Application name Treat as
listed directly above the =) [ System Custom
policy that applies to it () Alow UDF In From [P In [192,168.200,242 | 255.255.255.0] To MA..,
= = @F\"Dw UDP In From IP In[192.168,201.27 | 255,255.255.0] To MAC ...
Wl Ll \\ |=] COMODO Internet Securit: Trusted Applicati
application determines its v A Rk
network access rights.
(=] Windows Updater Applications Cuskom
L @.ﬁ.llow TCP O UDP Out From MaC any To MAC Any Where Source Pa.., Hame of the
=) @ C:\Program FilesiOperalOpera, exe ———} pre-defined
Each policy is derived from (V] policy
at least one but usually a [V]
combination of individualhy @
configurable rules @
V]
&

If you wish to modify the firewall policy for an application:

- Double click on the application name to begin 'Creating or Modifying Network Policy’

- Select the application name, right-click and choose 'Edit' to begin 'Creating or Modifying Network Policy'

«  Select the application name and click the 'Edit..." button on the right to begin 'Creating or Modifying
Network Policy'

If you wish to modify an individual rule within the policy:

« Double click on the specific rule to begin 'Adding and Editing a Network Control Rule'

« Select the specific rule right-click then choose 'Edit' to begin 'Adding and Editing a Network Control Rule

«  Select the specific rule and click the 'Edit..." button on the right to begin 'Adding and Editing a Network
Control Rule'

Users can also re-prioritize policies or re-assign individual rules to another application's policy by dragging and
dropping.

Although each policy can be defined from the ground up by individually configuring its constituent rules, this
practice would be time consuming if it had to be performed for every single program on your system. For this
reason, Comodo Firewall contains a selection of predefined policies according to broad application category. For
example, you may choose to apply the policy 'Web Browser' to the applications like 'Internet Explorer', 'FireFox'
and 'Opera’. Each predefined policy has been specifically designed by Comodo Firewall to optimize the security
level of a certain type of application. Users can, of course, modify these predefined policies to suit their
environment and requirements. For more details, see Predefined Policies.

Application Network Access Control interface

Network control rules can be added/modified/removed and re-ordered through the Application Network Access
Control interface. Any rules created using Adding and Editing a Network Control Rule is displayed in this list.
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€ Application Network Access Control x

Application Path;

~Mebwork dccess Rules -

() Use a Predefined Palicy -

(@) Use a Cuskam Policy Copy From P

@.ﬁ.lluw Arcess ko Loopback Zone
@.ﬁ.lluw Cukgoing HTTP Requests
@.ﬁ.lluw Cukgoing FTP Regquesks
@.ﬁ.lluw Cuukgoing FTP-P&SY Requesks
@.ﬁ.lluw Cukgoing DMS Requests
@Blnck and Log All Unmatching Requesks

Add... Edit... Remove Mowve Up Mowe Dovn

. -

o 'what do these settings do? Apply Cancel

Comodo Firewall applies rules on a per packet basis and applies the first rule that matches that packet type to be
filtered (see Understanding Network Control Rules for more information). If there are a number of rules in the list
relating to a packet type then one nearer the top of the list is applied.

Users can re-order the priority of rules by simply dragging and dropping the rule in question. Alternatively, select
the rule you wish to re-prioritize and click either the 'Move Up' or 'Move Down' button. To begin creating network
policies, first read 'Overview of Policies and Rules' then 'Creating and Modifying Network Policies'

Creating and Modifying Network Policies
To begin defining an application's network policy, you need take two basic steps.
1. Select the application that you wish the policy to apply to.

2. Configure the rules for this application's policy.

1. Select the application that you wish the policy to apply to

If you wish to define a policy for a new application (i.e. one that is not already listed) then click the 'Add..." button in
the main application rules interface. This brings up the 'Application Network Access Control' interface shown below:
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€ Application Network Access Control X

.

Application Path;
Seleck  »

~Mebwork Access Rules -

() se a Predefined Policy -

(@) Use & Custom Policy Copy Fram  k

There are nao items ko show,
Add... Edit... Remove Mowve Up Mowe Down

@ What do these sethings do? Apply Zancel

this interface shows the individual rules for tha

Click 'Select' button.

Select

t application's policy).

r File Groups

Running Processes...

Running Processes and Browse...

Browse, .,

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.

Because this is a new application, the 'Application Path' field is blank. (If you are modifying an existing policy, then

You now have 3 methods available to choose the application for which you wish to create a policy - File Groups;

i. File Groups - choosing this option allows you to create firewall policy for a category of pre-set files
or folders. For example, selecting 'Executables' would enable you to create a firewall policy for any
file that attempts to connect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl .
Other such categories available include 'Windows System Applications' , 'Windows Updater
Applications', 'Start Up Folders' etc - each of which provide a fast and convenient way to apply a
generic policy to important files and folders. To view the file types and folders that are affected by
choosing one of these options, you need to visit the Defense+ area of Comodo Internet Security by
navigating to: Defense+ > Protected Files and Folders> Groups...
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More details on Files and File Groupings is available in this help guide in the Protected Files and Folders
and Blocked Files sections.

ii. Running Processes - as the name suggests, this option allows you to create and deploy firewall
policy for any process that is currently running on your PC.

Application FID »
[ Windows Operating Syskem 1]
[=] [ 5ystem 4
LﬂEsmss.exe 616
tj [estss.exe B4
- ﬂ winlagon, exe AE5 3
H=] [ services exe 752 =
— [ vmacthip.exe a04
- []svchost.exe 023
— []svchost.exe 103z
- []cmdagent.exe 1124
L =] [ svchost. exe 1164
L [Fwscntfy.exe 508
- []svchost.exe 1328
— []svchost.exe 1516
- []spoclsy.exe 1636
- [TImDMSResponder.exe 300
==l DM aruira ava A7 4
& What do these settings do? Select Cancel

You can choose an individual process (shown above) or the parent process of a set of running processes.
Click 'Select' to confirm your choice.

Note: A more detailed and powerful 'View Active Process List' is available in the Defense+ Tasks.

iii. Browse... - this option is the easiest for most users and simply allows you to browse to the location
of the application for which you want to deploy the firewall policy. In the example below, we have
decided to create a firewall policy for the Opera web browser.
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Select the application

Look in: | [ Opera v| 3 £ -
T [Ciclasses }Dperadefﬁ
A Ea [ydefaults %] olniansi,di
My Recent [Z)program _}plugin-ignnre
Documents |75 skin search
= [hstyles B'Spellcheck
E: c3nform. wxml L“‘mﬂ spellcheck. dil
Diesktop chartables Bxmlentities
bdialog
- english.Ing
____} ~drastforward
My Bt h_tmI4D_ent|t|es.dtl:|
License
E’J [mgrode
& ﬂ@pera
; %) Opera.di
by Computer
g File name: | V| [ Open ]
My Metwork  Files of type: &l Files [ v| | Cancel |

Having selected the individual application, running process or file group, the next stage is to Configure the rules for
this application's policy.
(2) Configure the rules for this application's policy

There are two broad options available for creating a policy that applies to an application - Use a Predefined Policy
or Use a Custom Policy.

« Use a Predefined Policy - Selecting this option allows the user to quickly deploy a existing policy on to the
target application. Choose the policy you wish to use from the drop-down menu. In the example below, we
have chosen 'Web Browser' because we are creating a policy for the 'Opera’ browser. The name of the
predefined policy you choose is displayed in the Treat As column for that application in the _interface.

Note: Predefined Policies, once chosen, cannot be modified directly from this interface - they can only be
modified and defined using the Predefined Policies interface. If you require the ability to add or modify rules for an
application then you are effectively creating a new, custom policy and should choose the more flexible Use_
Custom Policy option instead.
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C Application Network Access Control X

Application Path;

~Metwork Access Rules -
(@) Use a Predefined Policy Elocked Application -
Blocked Application
Z1Use & Cuskom Policy Email Client
Ftp Client

Thyoutgaing Cnl
Trusted application
Wieh Browser

add, .. Edit... Femove Mowe Up MMowe Down

. 4

& what do these settings do? Apply Zancel

+ Use a Custom Policy - designed for more experienced users, the Custom Policy option enables full
control over the configuration of firewall policy and the parameters of each rule within that policy.

€ Application Network Access Control

Application Path:

~Metwork Access Rules

Selecting ‘Use Custom Rule Set’ then (D) Use a Predefined Palicy -
‘Copy From Predefined Security Policies’
! Py ) ity " @) Use & Custam Policy Copy From ¥ Predefined Security Policies Web Browser
will populate the rules window with the —
constituent rules of the predefined () Allow Access bo Loopback Zone Anather Application 4 Email Client
policy. In the example shown, the () Allaw Oukgoing HTTP Requests Frp Clignk
individual rules from the WYeb Browser® i | ) Allow Cukgaing FTP Requests Trusted &pplication
policy are now accessible. @.nllow Cubgoing FTR-PASY Requests Blocked Application
@AIIUW Cukgoing DNS Reguests \
- - . - Cukgoing O
Using this as a starting point, @Block and Log All Unmatching Requesks i ! golng v _
experienced users can add, re-order,
modify and remove rules to suit the
particular target application.
Add... Edit... Remove Move Lp Iove Down
& hat do these settings do? Apply Cancel

You can create an entirely new policy or use a predefined policy as a starting point by:
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« Clicking the 'Add..." button to add individual network control rules. See 'Adding and Editing a Network
Control Rule' for an overview of the process.

» Use the 'Copy From' button to populate the list with the network control rules of a Predefined Firewall
Policy.

- Use the 'Copy From' button to populate the list with the network control rules of another application's policy.

General Tips:

« If you wish to create a reusable policy for deployment on multiple applications, we advise you add a new
Predefined Firewall Policy (or modify one of the existing ones to suit your needs) - then come back to this
section and use the 'Use Predefined Policy' option to roll it out.

- If you want to build a bespoke policy for maybe one or two specific applications, then we advise you
choose the 'Use a Custom Policy' option and create your policy either from scratch by adding individual
rules (click the 'Add..." button) or by using one of the built-in policies as a starting point.

Understanding Network Control Rules

At their core, each network control rule can be thought of as a simple IF THEN trigger - a set of conditions (or
attributes) pertaining to a packet of data from a particular application and an action it that is enforced if those
conditions are met.

As a packet filtering firewall, Comodo Firewall analyses the attributes of every single packet of data that attempts to
enter or leave your computer. Attributes of a packet include the application that is sending or receiving the packet,
the protocol it is using, the direction in which it is traveling, the source and destination IP addresses and the ports it
is attempting to traverse. The firewall then tries to find a network control rule that matches all the conditional
attributes of this packet in order to determine whether or not it should be allowed to proceed. If there is no
corresponding network control rule, then the connection is automatically blocked until a rule is created.

the pacKet
of data meets

(@) Use a Custom Policy ¢ | Copy From » |

these conditions...

I@ AII:::IAITCF‘ Or UDP Cut From IP Any To IP Any Where Source Port Is Any And Destinat. I

I%l -.then the firewall will take this action |

The actual conditions (attributes) you see* on a particular Network Control Rule are determined by the protocol
chosen in Adding and Editing a Network Control Rule

If you chose 'TCP', 'UDP' or 'TCP and 'UDP", then the rule has the form: Action | Protocol | Direction |Source
Address | Destination Address | Source Port | Destination Port

If you chose 'ICMP', then the rule has the form: Action | Protocol | Direction |Source Address | Destination
Address | ICMP Details

If you chose 'IP’, then the rule has the form: Action | Protocol | Direction |[Source Address | Destination
Address | IP Details

Action: The action the firewall takes when the conditions of the rule are met. The rule shows 'Allow’, 'Block'’
or 'Ask'.**
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Protocol: States the protocol that the target application must be attempting to use when sending or
receiving packets of data. The rule shows 'TCP', 'UDP’, 'TCP or UDP', 'ICMP’ or 'IP’

Direction: States the direction of traffic that the data packet must be attempting to negotiate. The rule
shows ‘In’, 'Out’ or 'In/Out’

Source Address: States the source address of the connection attempt. The rule shows 'From' followed by
one of the following: IP , IP range , IP Mask , Network Zone , Host Name or Mac Address

Destination Address: States the address of the connection attempt. The rule shows 'To' followed by one of
the following: IP , IP range , IP Mask , Network Zone , Host Name or Mac Address

Source Port: States the port(s) that the application must be attempting to send packets of data through.
Shows 'Where Source Port Is' followed by one of the following: 'Any’, 'Port #, 'Port Range' or 'Port Set'

Destination Port: States the port(s) on the remote entity that the application must be attempting to send to.
Shows 'Where Source Port Is' followed by one of the following: 'Any', 'Port #, 'Port Range' or 'Port Set

ICMP Details: States the ICMP message that must be detected to trigger the action. See Adding and Editing

a Network Control Rule for details of available messages that can be displayed.

IP Details: States the type of IP protocol that must be detected to trigger the action: See Adding and Editing
a Network Control Rule to see the list of available IP protocols that can be displayed here.

Once a rule is applied, Comodo Firewall monitors all network traffic relating to the chosen application and take the
specified action if the conditions are met. Users should also see the section 'Global Rules' to understand the
interaction between Application Rules and Global Rules.

* If you chose to add a descriptive name when creating the rule then this name is displayed here rather than it's full
parameters. See the next section, 'Adding and Editing a Network Control Rule', for more details.

** If you selected ‘Log as a firewall event if this rule is fired' then the action is postfixed with "& Log". (e.g. Block &
Log)

Adding and Editing a Network Control Rule

The Network Control Rule Interface is used to configure the actions and conditions of an individual network

control rule. If you are not an experienced firewall user or are unsure about the settings in this area, we advise you
first gain some background knowledge by reading the sections 'Understanding Network Control Rules', 'Overview

of Rules and Policies' and 'Creating and Modifying Network Policies'
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C Network Control Rule x

General

Ackion: | allow " [[1Log as a firewall event i this role is Fired
Protocol: | TCP or UDP -
Direction: | InfCuk -

Cescription: | allow Access to Loopback Zone

Source Address | Destination Address | Source Port | Destination Part
Exchude (i.e, MOT the chioice below)

Type: | any address -

Ay Address

Hask Mame

IPv4 Address Range
IPv4 Single Address
IP+4 Subnet Mask,
IPv6 Single Address
IPv& Subnet Mask,
MAC Address

i what do these slyerwark Zone apply Cancel

General Settings
Action: Define the action the firewall takes when the conditions of the rule are met. Options available via the drop

down menu are 'Allow’, 'Block’ or 'Ask'.

Protocol: Allows the user to specify which protocol the data packet should be using. Options available via the drop
down menu are 'TCP', 'UDP', 'TCP or UDP', 'ICMP' or 'IP'

Note: Your choice here alters the choices available to you in the tab structure on the lower half of the interface.

Direction: Allows the user to define which direction the packets should be traveling. Options available via the drop
down menu are 'In’, 'Out’ or 'In/Out'

Log as a firewall event if this rule is fired: Checking this option creates an entry in the firewall event log viewer
whenever this rule is called into operation. (i.e. when ALL conditions have been met).

Description: Allows you to type a friendly name for the rule. Some users find it more intuitive to name a rule by it's
intended purpose. ( 'Allow Outgoing HTTP requests'). If you create a friendly name, then this is displayed to

represent instead of the full actions/conditions in the main Application Rules interface and the Application Network
Access Control interface.

Protocol

i. TCP','UPD'or'TCP or UDP'

If you select "'TCP', 'UPD' or "'TCP or UDP' as the Protocol for your network, then you have to define the
source and destination IP addresses and ports receiving and sending the information.
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Source Address | Destination Address | Source Port | Destination Part

Exchude (i.e, MOT the chioice below)

Type! | any address -

Ay Address

Hask Mame

IPv4 Address Range
IPv4 Single Address
IP+4 Subnet Mask,
IPv6 Single Address
IPv& Subnet Mask,
MAC Address

w what do these slyerwark Zone apply Cancel

Source Address and Destination Address:

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu
defaults to an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.

2. You can choose a named host by selecting a Host Name which denotes your IP address.

3. You can choose an IPv4 Range by selecting IPv4 Address Range - for example the range in your private
network and entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose a Single IPv4 address by selecting IPv4 Single Address and entering the IP address in the
IP address text box, e.g., 192.168.200.113.

5. You can choose IPv4 Mask by selecting IPv4 Subnet Mask. IP networks can be divided into smaller
networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network. Enter the IP address and Mask of the network.

6. You can choose a Single IPv6 address by selecting IPv6 Single Address and entering the IP address in the
IP address text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

7. You can choose IPv6 Mask by selecting IPv6 Subnet Mask. IP networks can be divided into smaller
networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network. Enter the IP address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and entering the address in the address text
box.

9. You can choose an entire network zone by selecting Zone .This menu defaults to Local Area
Network. But you can also define your own zone by first creating a Zone through the 'Network
Zones' area.

- Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable. For example,
if you are creating an Allow rule and you check the Exclude box in the Source IP tab and enter
values for the IP range, then that IP range is excluded. You have to create a separate Allow rule for
the range of IP addresses that you DO want to use.

Source Port and Destination Port:

Enter the source and destination Port in the text box.
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Source Address | Destination Address | Source Port | Destination Pork

Exclude (i.e, MOT the chaice below)

Tvpe: Ay -

4 Park Range
& Set of Parks
A Single Paort
Ay

& what do these settings do?

Apply Cancel

1. You can choose any port number by selecting Any - set by default , 0- 65535.

2. You can choose a Single Port number by selecting Single Port and selecting the single port
numbers from the list.

3. You can choose a Port Range by selecting Port Range and selecting the port numbers from the
From and To list.

4. You can choose a predefined Port Set by choosing A Set of Ports. If you wish to create a port set
then please see the section 'Port Sets'.
i. ICMP

When you select ICMP as the protocol in General Settings, you are shown a list of ICMP message types in
the 'ICMP Details' tab alongside the Destination Address tabs. The last two tabs are configured identically
to the explanation above. You cannot see the source and destination port tabs.

iii. ICMP Details

ICMP (Internet Control Message Protocol) packets contain error and control information which is used to
announce network errors, network congestion, timeouts, and to assist in troubleshooting. It is used mainly
for performing traces and pings. Pinging is frequently used to perform a quick test before attempting to
initiate communications. If you are using or have used a peer-to-peer file-sharing program, you might find
yourself being pinged a lot. So you can create rules to allow / block specific types of ping requests. With
Comodo Firewall you can create rules to allow/ deny inbound ICMP packets that provide you with
information and minimize security risk.
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Source Address | Destination Address | ICMP Dekails

Message: | any -

Custom

Ay

ICMP Echo Request

ICMP Echio Reply

ICMP Met Unreachable
ICMP Host Unreachable
ICMP Praokacal Unreachable
ICMP Port Unreachable
IZMP Time Exceeded

TCMP Source Quench

9 what do these S{ICMP Fragmentation Meeded Bpply Cancel

-
— e —

1. Type in the source/ destination IP address. Source IP is the IP address from which the traffic
originated and destination IP is the IP address of the computer that is receiving packets of
information.

2. Specify ICMP Message , Types and Codes. An ICMP message includes a Message that specifies
the type, that is, the format of the ICMP message.
When you select a particular ICMP message , the menu defaults to set its code and type as well. If
you select the ICMP message type 'Custom’ then you are asked to specify the code and type.

IP

When you select IP as the protocol in General Settings, you are shown a list of IP message type in the 'IP
Details' tab alongside the Source Address and Destination Address tabs. The last two tabs are configured
identically to the explanation above. You cannot see the source and destination port tabs.

Source Address | Destination Address | IP Details

IP Pratacol: | any -

Zuskom
Ay
TCP
Uop
ICMP
IGMP
Raw IP
PUP
GGP
GRE
o What do these s\psyp Apply Cancel
ICMPvE i

iv. IP Details

Select the types of IP protocol that you wish to allow, from the ones that are listed.
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3.4.3 Global Rules

Unlike Application rules, which are applied to and triggered by traffic relating to a specific application, Global Rules
are applied to all traffic traveling in and out of your computer.

€ Network Security Policy o x

Application Rules | Global Rules | Predefined Policies || Metwark Zones | Blocked Zones | Port Sets |

Rules Add. ..
@.ﬁ.llow Al Outgoing Requests IF The Target Is IP In [192.168.200.0 / 192.168,200,250]

@Allow all Incoming Requests If The Sender Is IP In [192.168,200.0 [ 192, 168,200,250]
eBlock TCMP Ot From MAC Any To MAC Any Where ICMP Message Is PROTOCOL UNREATHAELE
eBlock TCMP In From MAC any To MAC Any Where ICMP Message Is 17.0

eBlock ICMP In From MAC any To MAC Any Where ICMP Message Is 15.0 Move Lp
QBlock ICMP In From MAC &ny To MAC any Where ICMP Message Is 13.0

€73 Block ICMP In From MAC dny To MAC Any Where ICMP Massage Is ECHO REQUEST Move: Down
@.ﬂ.llow TCP Or UDP In/Out From MAC Any Ta IP Ay Where Source Pork Is Any And Destination Port, ..

@.ﬂ.llow IP InfOut From MAC Any To IP Any Where Protocal Is Any

@.ﬂ.llow TCP Or UDP InfOut From MAC Any Ta MAC Any Where Source Port Is Any And Destination P ..

Edit. ..

Remove

& What do these settings do? oK Cancel

Comodo Firewall analyzes every packet of data in and out of your PC using combination of Application and Global
Rules.

- For Outgoing connection attempts, the application rules are consulted first and then the global rules
second.

» For Incoming connection attempts, the global rules are consulted first and then the application rules
second.
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Owutgoing traffic My Computer
Traffic that is ‘
travelling from
your computer to Comodo Firewall
the outside is Application Rules Incoming Traffic
ﬁlter_ed l_wthﬂ Traffic that is
application rules travelling from the
first and then by Comodo Firewall outside into your
the global rules Global Rules computer is filttered
b the global rules
Y Other Computers/ firstand then by the
Internet websites ete application rules

Therefore, outgoing traffic has to 'pass' both the application rule then any global rules before it is allowed out of
your system. Similarly, incoming traffic has to 'pass' any global rules first then application specific rules that may
apply to the packet.

Global Rules are mainly, but not exclusively, used to filter incoming traffic for protocols other than TCP or UDP.

The configuration of Global Rules is identical to that for application rules. To add a global rule, click the 'Add...'
button on the right. To edit an existing global rule, right click and select 'edit'.

See Application Network Access Control interface for an introduction to the rule setting interface.

See Understanding Network Control Rules for an overview of the meaning, construction and importance of
individual rules.

See Adding and Editing a Network Control Rule for an explanation of individual rule configuration.

3.4.4 Predefined Policies

As the name suggests, a predefined firewall policy is a set of one or more individual network control rules that have
been saved and can be re-used and deployed on multiple applications.

Note: This section is for advanced and experienced users. If you are a novice user or are new to Comodo
Firewall, we advise you first read the explanations for Network Security Policies, if you have not already done so.

Although each application's firewall policy could be defined from the ground up by individually configuring its
constituent rules, this practice may prove time consuming if it had to be performed for every single program on your
system. For this reason, Comodo Firewall contains a selection of predefined policies according to broad application
category. For example, you may choose to apply the policy 'Web Browser' to the applications 'Internet Explorer’,
'FireFox' and 'Opera’. Each predefined policy has been specifically designed by Comodo to optimize the security
level of a certain type of application. Users can, of course, modify these predefined policies to suit their
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environment and requirements. (for example, you may wish to keep the "Web Browers' name but wish to redefine
the parameters of it rules)

To access the Predefined Policies interface

1. Click 'Predefined Policies' tab from Firewall Tasks > Network Security Policy interface.

€ Network Security Policy

| Application Rules | Global Rules | Predefined Policies | Metwork Zones | Blocked Zones || Port Sets |

Palicy Marme add...

Web Browser

Email Client;

Ftp Client Remayve
Trusted Application

Blacked Application

Qukgaing Only

Edit. ..

& 'What do these settings do? QK Cancel

To view or edit an existing predefined policy

+  Double click on the Policy Name in the list

«  Select the Policy Name in the list, right-click and choose 'Edit'

« Select the Policy Name and click the 'Edit..." button on the right
Details of the process from this point on can be found here.

To add a new predefined policy

- Click the 'Add..." button. This launches the policy creation dialog shown below.
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C Application Metwork Access Control X

Predefined Policy Mame

~Mebwork Access Rules -

Ilse a Predefined Policy -

(@) Use a Cusharn Policy Copy From  #

There are nao items ko show,

Add... Edit. .. Remove Mowve Up Move Down

. -

& What do these settings do? Apply Cancel

- As this is a new predefined policy, you need to name it in the text field at the top. It is advised that you
choose a name that accurately describes the category/type of application you wish to define policy for.
Next you should add and configure the individual rules for this policy. See 'Adding and Editing a Network
Control Rule' for more advice on this.

Once created, this policy can be quickly called as a 'Predefined Policy' when creating or modifying a
network policy.

-

Copy From  # Predefined Security Policies  » YWeh Browser

Another Application r Email Client

ere are no ikems g

Ftp Clignk

Trusted Application
Blacked Application
Cuakgoing Cnly

N
3.4.5 Network Zones

Comodo Firewall allows you to define 'Network Zones' and to specify the access privileges of these zones. A
'Network Zone' can consist of an individual machine (including a single home computer connected to Internet) or a
network of thousands of machines to which access can be granted or denied.
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Background Note: A computer network is a connection between computers through a cable or some type of
wireless connection. It enables users to share information and devices between computers and other users within
the network. Obviously, there are certain computer networks where you need to grant access to, including your
home or work network. Conversely, there may be other networks where you want to restrict communication with -

or even block entirely.

To access the Network Zones interface

»  Click 'Network Zones' tab from Firewall Tasks > Network Security Policy interface.

€ Network Security Policy o

| Application Rules | Global Rules | Predefined Policies | Metwork Zones | Blocked Zones | Port Sets |

Metwork Zone Add 3
=lLoopback Zone ‘
L 1pIn[127.0.0.1 / 255.0.0.0]
=l Local Area Netwoark #1
L PIn[192.168.200.129 ] 255.255.254.0]

Edit. ..

Remove

& 'What do these settings do? K Cancel

Note 1: Adding a zone to this area does not, in itself, define any permission levels or access rights to the zone.
This area allows to define the zones so you can quickly assign such permissions in other areas of the firewall.

Note 2: A network zone can be designated as 'Trusted' and allowed access by using the 'Stealth Ports Wizard'
(An example would be your home computer or network)

Note 3: A network zone can be designated as 'Blocked' and denied access by using the 'Blocked Zones'
interface. (An example would be a known spyware site)

Note 4: An application can be assigned specific access rights to and from a network zone when defining an
Application Rule. Similarly, a custom Global Rule can be assigned to a network zone to all activity from a zone.
Note 5: By default, Comodo Firewall automatically detects any new networks (LAN, Wireless etc). This can be
disabled in the More > Preferences area of the application.

To add a New Network Zone

1. Define a name for the zone.
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2. Select the addresses to be included in this zone.

To define a name for the zone

1. Click 'Add..." button and select 'A New Network Zone...".

add » & Mew Metbwork, Zone, .,

'

& Mew Address, .,

Edit...

A dialog box will appear, prompting you to specify a name for the new zone.

2. Choose a name that accurately describes the network you are creating.

€ Type name of Network Zone =

Hu:ume|

o what do these settings do? Apply Cancel

3. Click 'Apply' to confirm your zone name.
This adds the name of your new zone to the Network Zones list.

C Network Security Policy

| Application Rules | Global Rules | Predefined Policies | Metwork Zones | Blocked Zones | Port Sets |

Metwork Zone
|=] Loopback Zone
L 1P In[127.0.0.1  255.0.0.0] Edit...
[=]Local Area Metwark #1 e
L 1P In[192.168.200.129 ] 255.255.254.0]

#dd 4

& What do these settings do?
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To select the addresses to be included in this zone
1. Select the network name, right click on the name of the new zone and select 'Add..."' from the menu.

The 'Add a New Address' dialog allows you to select an address from the Type drop-down box shown

C Add a Mew Address x

-

below.

-

Exclude (e, MOT the chaice below)

Type! | ary Address *

Ary Address

Hosk MName

IPv4 Address Range
IPv4 Single Address
IPw4 Subnet Mask,
IPva Single Address
IPvE Subnet Mask,
MaC Address
Mebwork Zone

J What do these seftings do? apply Cancel

2. Click 'Apply' to confirm your choice.
3. Click 'OK' in the 'Network Zones' interface.
The new zone now appears in the main list along with the addresses you assigned to it.

Once created, a network zone can be:

»  Quickly called as 'Zone' when creating or modifying a network policy

Lescripbion: - allow Qubgoing DMNS Requests

Source Address | Destination Address | Source Port | Destination Port

[[] Exclude {i.e. NOT the choice belaw)

Type! | Metwork Zone -
Zone! -
Loopback Zone
Local Area Mebwork #1
< [Home ™
J what do these settings do? anply Cancel

*  Quickly called and designated as a trusted zone from the 'Network Zones' interface
* Quickly called and designated as a blocked zone from the 'Blocked Zones' interface

To edit the name of an existing Network Zone

191

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

1. Select the name of the zone in the list (e.g. home).
2. Select 'Edit..." to bring up the naming dialog.
To add more addresses to an existing Network Zone

« Right click on the zone name and click 'Add..." or,

+ Select the zone name and click the 'Add..." button on the right and select 'A New Address...' from the drop-
down menu.

To modify or change the existing address in a zone

» Right click on the address (not the zone name) and select 'Edit..." or

« Select the actual address (not the zone name) and click the 'Edit..." button on the right.

3.4.6 Blocked Zones

A computer network enables users to share information and devices between computers and other users within the
network. Obviously, there are certain computer networks that you need to 'trust' and grant access to - for example
your home or work network. Unfortunately, there may be other, untrustworthy networks that you want to restrict
communication with - or even block entirely.

Note: We advise new or inexperienced users to first read 'Network Zones', 'Stealth Ports Wizard' and 'Network
Security Policy' before blocking zones using this interface.

The 'My Blocked Network Zones' area allows you to:

- Deny access to a specific network by selecting a pre-existing network zone and designating it as blocked
+ Deny access to a specific network by manually defining a new blocked zone

To access the Blocked Zones interface

»  Click 'Blocked Zones' tab from Firewall Tasks > Network Security Policy interface.
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€ Network Security Policy

| Application Rules | Global Rules | Predefined Palicies || Metwork Zones | Blocked Zones | Port Sets |
Blocked Metwork, Zone Add 3
There are no items to show, -
Edit. ..
Remaove
& 'What do these settings do? ok Cancel
A
)

Note 1: You must create a zone before you can block it. There are two ways to do this;

1. Using 'Network Zones' to name and specify the network you want to block.
2. Directly from this interface using 'New blocked address...'

Note 2: You cannot reconfigure pre-existing network zones from this interface. (e.g., to add or modify IP
addresses). You need to use 'My Network Zones' if you want to change the settings of existing zones.

To deny access to a specific network by selecting a pre-existing network zone and designating it
as blocked

1. Click the 'Add' button at the top right and select 'Network Zones' then the particular zone you wish to block.

N Add » Metwork Zones b Loopback Zone
e A Mew Blocked Address... Local Area Mebwaork #1
Horme
Remove Dirky Rotken Spyware Mongers

The selected zone appears in the main interface.
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€ Network Security Policy

| Application Rules || Global Rules || Predefined Policies || Metwork Zones | Blocked Zones | Port Sets |

Name of the EBlocked MNebwork Zone add 3
Blocked Zone Dirty Rotten Spyware Mongers

Edit...
IP address{es) that

Remave

are associated with
the blocked zone

You must visit
‘Network Zones'
if you wish to
modify these
settings

2. Click 'Apply' to confirm your choice. All traffic intended for and originating from computer or devices in this

zone are now blocked.
To deny access to a specific network by manually defining a new blocked zone

1. Click the 'Add' button at the top right and select 'A New Blocked Address' . This launches the following
dialog where you can select the IP address(es), IP Subnet Masks, Host Name or MAC address that you
wish to block from the Type drop-down box.

C Add a New Address x

-

-

Exclude (i.e, MOT the choice below)

Typel | gy Address -

Any Address

Hosk Mame

IPv4 Address Range
IPyv4 Single Address
IPw4 Subnet Mask,
IPvé Single Address
IPvE Subnet Mask,
mMaC Address
Mebwork Zone

& What do these seftings dov apply Zancel

2. Enter the IP address that you wish to block.
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C Add a Mew Address x

[[] Exclude {i.e. NOT the chaice below)

TyPe! | IPv4 Single Address -

IP: 192, 168 . 200 , 192

G What do these settings da? Apply Cancel

After clicking 'Apply' to confirm your choice, the address(es) you blocked appears in the main interface. You
can modify these addresses at any time by selecting the entry and clicking 'Edit'".

€ Network Security Policy X

Application Rules | Global Rules | Predefined Policies | Metwork Zones | Blocked Zones | port Sets

Blocked Metwork Zone add »
CP 192.168.200.192)
Edit...
Remowve

& hat do these settings do?

K Cancel

3. Click 'OK' to confirm your choice. All traffic intended for and originating from computer or devices in this
zone are now blocked.

Special Note: Creating a blocked network zone implements a 'block all' global rule for the zone in question.
However, unlike when you create a "Trusted Zone', this rule is not displayed or editable from the global rules tab of
the Network Security Policy interface. This is because you are likely to be trusting only a few zones, there is the
potential that you may have to block many. The constant addition of such block rules would make the interface
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unmanageable for most users.

3.4.7 Port Sets

Port Sets are handy, predefined groupings of one or more ports that can be re-used and deployed across multiple
Application Rules and Global Rules.

To access the 'Port Sets' interface

1. Click 'My Port Sets' tab from Firewall Tasks > Network Security Policy interface.

C Network Security Policy o x

| Appiication Rules | Glabal Rules | Predefined Palicies | Metwark Zones | Blocked Zones | Port Sets |

Pork Set Add 3

=IHTTP Ports

- &0

- 443

- 8030

=] POP3/SMTP Ports

- 110

- 25

- 143

- 993

- 995

- 465

- 557

=] Privileged Paorts
L mo- 1023]

Edit. ..

Remove

& ‘What do these settings do? QK Cancel

The name of the port set is shown above the actual port numbers that belong to that set. The default port
sets shipped with Comodo Internet Security:

« HTTP Ports: 80 and 443. These are the default ports for http traffic. Your Internet browser uses this
ports to connect to the Internet and other networks.

- POP3/SMTP Ports: 110, 25, 143, 995, 465. These are the ports that are typically used by mail clients
like Outlook Express and WinMail for communication using the POP3, SMTP and IMAP protocols.

» Privileged Ports: 0-1024. This set can be deployed if you wish to create a rule that allows or blocks
access to the privileged port range of 0-1024. Privileged ports are so called because it is usually
desirable to prevent users from running services on these ports. Network admins usually reserve or
prohibit the use of these ports.

To add a new port set

1. Define a name for the set.

2. Select the port numbers you want to belong to this named set.
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To define a name for the set

1. Click the 'Add' button on the right hand side and select 'A New Port Set..." from the drop-down menu.

]
Add »
Edit. ..

& Mew Pork Sek...
& Mew Port,,.

Remove ‘ ‘

2. Type a name for the port set. In the example below, we have chosen to name our port set A test port set.

€ Type name of Port Set X

[ Tesk paort set|

|

o what do these settings do?

Apply Cancel

3. Click 'Apply'. The new port set appears in the main port set list:
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C Network Security Policy

| Application Rules || Global Rules || Predefined Palicies || MNebwark Zones || Blocked Zones | Pork Sets |

Port Set add r
[=]HTTP Ports

- &0

L 443

L 3030

[S] POP3/SMTF Parts
= 110

- 25

- 143

- 993

- 995

- 465

L 557

[=] Privileged Parts
L - 1023]
[=] Test port set

Edit. ..

Remove

& What do these settings do? oK Cancel

4. Select the port numbers you want to belong to this named set by right clicking on the name of the new port
set and select 'Add..." from the menu.

Frivieged Forts

L 1n[o-1023]
[=] Test port set

Add... i
Edit...

Remove

This opens the port selection dialog.
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C Add a Mew Port X

i~ -

[[] Exclude fi.e. MOT the selection below)
() Ay

: =]
@) & single port ] =

() & port range 5

. -

& What do these settings do? apply Cancel

5. Select the ports by selecting:

+ Any, to choose all ports;

- Asingle port and defining the port in the combo box beside;

- A port range and typing the start and end port numbers in the respective combo boxes.
6. Click 'Apply'.

7. Click 'OK' in the My Port Sets interface
If you wish to add more ports to this set then repeat the process from the fourth step.
To edit the name of an existing port set

- Select the name of the set in the list (e.g. HTTP Ports) and click 'Edit..." to bring up the naming dialog.
To add port numbers to an existing port set

« Right click on the set name and click 'Add..." or select the port set name, right click the 'Add..." button and
select 'A new port' from the drop-down menu.

To modify or change the existing port numbers in a port set

» Right click on the port number you wish to change and select 'Edit..." OR select the actual port number (not
the port set name), right click on it and Select 'Edit...".

When defining or modifying a network control rule, any port sets listed in this interface, including any new ones you
create are available for selection and deployment in the Source Port and Destination Port tabs on selecting A set
of Ports.
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iR -

| Source Address | Destination Address | Source Part | Destination Port

[[] Exclude {i.e, MOT the choice below)

O Any Parts: -

) A Single Port HTTF Ports
POP3/SMTF Parts

() A Port Range
(@) & Set of Ports ¢ [Testporbsst )

3.5 View Active Connections

The Active Connections interface contains an at-a-glance summary of all currently active connections on a per-
application basis. You can view all the applications that are connected; all the individual connections that each
application is responsible for; the direction of the traffic; the source IP and port and the destination IP and port. You
can also see the total amount of traffic that has passed in and out of your system over each connection.

This list is updated in real time whenever an application creates a new connection or drops an existing connection.
The View Active Connections is an extremely useful aid when testing firewall configuration; troubleshooting new
firewall policies and rules; monitoring the connection activity of individual applications and your system as a whole
and for terminating any unwanted connections.

To Access View active connections

1. Click on View Active Connections link in Firewall Tasks.

200

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

C Active Connections

Protocal Source Destination Bwtes In | Bybes Cut
=] B Swstem [4]
|: TP Listening: 445 OB oe

TCP Listening: 139 OE 0E

[=) ] cmdagent.exe [1120]
TCP oUT 192,165.200,151:1056 91.199,212,171:80 BZB{st B62ZB
TCP oUT 192,165,200, 151:1057 149,5,128.69:80 62 B 422 B 6.,

i@ what do these settings do? Close
P

Column Description

- Protocol - Shows the application that is making the connection, the protocol it is using and the direction of
the traffic . Each application may have more than one connection at any time.

« Source (IP : Port) - The source IP Address and source port that the application is connecting through. If
the application is waiting for communication and the port is open, it is described as ‘Listening’.

- Destination (IP : Port) - The destination IP Address and destination port address that the application is
connecting to. This is blank if the 'Source' column is 'Listening'.

- Bytes In - Represents the total bytes of incoming data since this connection was first allowed
- Bytes Out - Represents the total bytes of outgoing data since this connection was first allowed
Context Sensitive Menu

1. Right click on items in the list to see the context sensitive menu.
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C Active Connections

Protacol Source Destination Bytes In | Bybes Ouk
=] [ System [4]
|— TP LiskenjpardA= OB OB
Crce i (S 0B 0E
Terminate Conneckion
a What do these settings do? Close
K

2. If you wish to view the full path of the application, right click on the application name and select 'Show Full
Path'.

3. If you wish to terminate a connection belonging to an application, right click on the specific connection and
click 'Terminate Connection'.

3.6 Stealth Ports Wizard

Port Stealthing is a security feature whereby ports on an Internet connected PC are hidden from sight, evoking no
response to opportunistic port scans.

General Note: Your computer sends and receives data to other computers and to the Internet through an
interface called a 'port’. There are over 65,000 numbered ports on every computer - with certain ports being
traditionally reserved for certain services. For example, your machine almost definitely connects to Internet using
port 80 and port 443. Your e-mail application connects to your mail server through port 25. A 'port scanning' attack
consists of sending a message to each of your computer ports, one at a time. This information gathering
technique is used by hackers to find out which ports are open and which ports are being used by services on your
machine. With this knowledge, a hacker can determine which attacks are likely to work if used against your
machine.

Stealthing a port effectively makes it invisible to a port scan. This differs from simply ‘closing’ a port as NO
response is given to any connection attempts (‘closed’ ports respond with a ‘closed’ reply- revealing to the hacker
that there is actually a PC in existence.) This provides an extremely high level of security to your PC. If a hacker or
automated scanner cannot 'see' your computers ports then they presumes it is offline and move on to other targets.
You can still be able to connect to Internet and transfer information as usual but remain invisible to outside threats.
Comodo Firewall provides the user with flexible stealthing options:
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1. Click on 'Stealth Ports Wizard' in Firewall Tasks.
2. You have three options to choose from:

- Define a new trusted network
«  Alert me to incoming connections
» Block all incoming connections

C Stealth Ports X

l) Define a new trusted network and make my ports stealth for everyone else

IF wou select this option, vour computer will be invisible to evervone except those nebworks you specify
as trusted on the nesxt skep,

b Alert me to incoming connections and make my ports stealth on a per-case basis

Create a set of global rules, wour permission will be asked every time there is an incoming conneckion
request, This is useful Far Peer ko Peer nebwarking and remote deskkop connections ta your machine
when port visibility is required.

F& Block all incoming connections and make my ports stealth for everyone

Selecting this option means vour computer's ports will be invisible to all networks and the Firewall will
black all incoming connections, The average user will find this option the mosk convenient and secure,

& what do these settings do?

Click the option you would like more details on:

+ Define a new trusted network and make my ports stealth for everyone else
+ Alert me to incoming connections and make my ports stealth on a per-case basis

« Block all incoming connections and make my ports stealth for everyone

Define a New Trusted Network and Make my Ports Stealth for Everyone Else

By selecting this option your machine's ports is stealthed (invisible) to everyone EXCEPT those networks that you
specify as trusted.

To begin the wizard
1. Click 'Define a New Trusted Network and make my ports stealth for everyone else' link.

A dialog box appears, asking you to choose the new trusted zone:
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C Stealth Ports x

. Define a new trusted network and make my ports stealth for everyone else

’- Your computer will be invisible to evervone except networks specified as trusted on this step,

(@ T would like to trust one of Metwork Zones

Zane Marme | Local Area Metbwork # |+

(21 weould like to define and trust a new netwark zone

& "What do these settings do? (o4

2. If you have already configured a network zone then leave the upper option selected, choose your desired
network from the 'Zone Name' drop-down box and click 'OK".

If you have not yet defined a zone you wish to trust, you can do so in 'Network Zones' area in Network Security
Policy interface of the firewall or manually define and trust a new zone from this dialog box.

To manually define and trust a new zone from this dialog box

1. Select 'l would like to define and trust a new network zone'.

C Stealth Ports x

. Define a new trusted network and make my ports stealth for everyone else
!- Your computer will be invisible to evervone except networks specified as trusted on this skep,

(211 would like to brust one of Network Zones

(@) I would like to define and trust a new netwark zone
Skarting IP 192 .18 . 200 , 0O

Ending IP 192 168 , 200 . 250 | or Subnek Mask

& Wwhat do these seftings do? Ok
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2. Enter the IP range for the zone for which you want your computer to be visible - starting from the Start IP to
the End IP (or specify a Subnet Mask)

3. Click 'OK' to create the new Zone rule.

COMODO Internet Security Premium E'

1 } Your firewall has been configured accordingly.

If you wish to add more than one zone, simply repeat this procedure.

Using the 'Define a new trusted network and make my ports stealth for everyone else' option creates a new trusted
zone by adding the following rules in the 'Global Rules' interface:

ﬁr_j.ﬁ.lluw all Sukgoing Requests IF The Target Is IP In [192,165,200.0 ) 192,168, 200,250]
@.ﬁ.lluw all Incaming Requests IF The Sender Is IP In [192,165,200.0 f 192,168, 200,250]

The specific parameters of the descriptive rule name above are:

Allow | IP | Out | From Any IP Address | To <ZONE> | Where Protocol is ANY

Allow | IP | In | From <ZONE> | To Any IP Address | Where Protocol is ANY

If you would like more information on the meaning and construction of rules, please click here.

Alert me to incoming connections and make my ports stealth on a per-case basis

You see a firewall alert every time there is a request for an incoming connection. The alert asks your permission on
whether or not you wish the connection to proceed. This can be useful for applications such as Peer to Peer
networking and Remote desktop applications that require port visibility in order to connect to your machine.
Specifically, this option adds the following rule in the 'Global Rules' interface:

Block | ICMP | In | From Any IP Address | To Any IP Address | Where Message is ECHO REQUEST

If you would like more information on the meaning and construction of rules, please click here.

Block all incoming connections and make my ports stealth for everyone

Selecting this option means your computer's ports are invisible to all networks, irrespective of whether you trust
them or not. The average home user (using a single computer that is not part of a home LAN) finds this option the
more convenient and secure. You are not alerted when the incoming connection is blocked, but the rule adds an
entry in the firewall event log file. Specifically, this option adds the following rule in the 'Global Rules' interface:

Block And Log | IP | In | From Any IP Address | To Any IP Address | Where Protocol is Any
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If you would like more information on the meaning and construction of rules, please click here.

3.7 Firewall Behavior Settings

Firewall Behavior Settings allows you to quickly configure the security of your computer and the frequency of alerts
that are generated. This dialog box can be accessed in the 'Firewall Tasks' and, more immediately, by clicking on
security level setting that is displayed (e.g. Safe Mode) in the Summary Screen (shown below).

Firewall @ 5afe Mode
; Firewall has blocked O intrusion(s) so far

‘ 0 inbound connection(s]

=

outbound connection(z]

=

@ Stop All Traffic

These settings can be done using the tabs listed below.

« General Settings tab

+ Alert Settings tab
+ Advaced Settings tab

3.7.1 General Settings

Comodo Firewall allows you to customize firewall security by using the Firewall Security Level slider to change
preset security levels.

The choices available are:
«  Block All
»  Custom Policy
- Safe Mode (This is default mode)
« Training
« Disabled

The setting you choose here is also displayed on the summary screen.
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€ Firewall Behavior Settings X

aeneral Settings | plert Settings | Advanced

Firewall Security Level

Black 4l - Metwork security policy is applied
- Qukgaing kraffic initiaked by safe applications is learned
- Traffic initiated by unknown applications is alerted to

Cuskaom Policy the user

Safe Mode

Training Mode

Disabled

Keep an alert on the screen For (seconds): | 120

[[] Create rules for safe applications

.& wehat do these setkings do? (04 Cancel

« Block All Mode: The firewall blocks all traffic in and out of your computer regardless of any user-defined
configuration and rules. The firewall does not attempt to learn the behavior of any applications and does
not automatically create traffic rules for any applications. Choosing this option effectively prevents your
computer from accessing any networks, including the Internet.

« Custom Policy Mode: The firewall applies ONLY the custom security configurations and network ftraffic
policies specified by the user. New users may want to think of this as the 'Do Not Learn’ setting because
the firewall does not attempt to learn the behavior of any applications. Nor does it automatically create
network traffic rules for those applications. You will receive alerts every time there is a connection attempt
by an application - even for applications on the Comodo Safe list (unless, of course, you have specified
rules and policies that instruct the firewall to trust the application's connection attempt).

If any application tries to make a connection to the outside, the firewall audits all the loaded components
and checks each against the list of components already allowed or blocked. If a component is found to be
blocked, the entire application is denied Internet access and an alert is generated. This setting is advised
for experienced firewall users that wish to maximize the visibility and control over traffic in and out of their
computer.

- Safe Mode: While filtering network traffic, the firewall automatically creates rules that allow all traffic for the
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components of applications certified as 'Safe' by Comodo, if the checkbox Create rules for safe
applications is selected. . For non-certified new applications, you will receive an alert whenever that
application attempts to access the network. Should you choose, you can grant that application Internet
access by choosing "Treat this application as a Trusted Application' at the alert. This deploys the predefined
firewall policy 'Trusted Application' onto the application.

'‘Safe Mode' is the recommended setting for most users - combining the highest levels of security with an
easy-to-manage number of connection alerts.

« Training Mode : The firewall monitors network traffic and create automatic allow rules for all new
applications until the security level is adjusted. You will not receive any alerts in "Training Mode' mode. If
you choose the 'Training Mode' setting, we advise that you are 100% sure that all applications installed on
your computer are assigned the correct network access rights.

Tip: Use this setting temporarily while playing an online game for the first time. This suppresses all alerts while the
firewall learns the components of the game that need Internet access and automatically create 'allow' rules for
them. You can switch back to your previous mode later.

- Disabled: Disables the firewall and makes it inactive. All incoming and outgoing connections are allowed
irrespective of the restrictions set by the user. Comodo strongly advise against this setting unless you are
sure that you are not currently connected to any local or wireless networks.

Keep an alert on screen for maximum (n) seconds
Determines how long the Firewall shows an alert for without any user intervention. By default, the timeout is set at
120 seconds. You may adjust this setting to your own preference.

Create rules for safe applications
Comodo Firewall trusts the applications if:
« The application/file is included in the Trusted Files list under Defense+ Tasks;

«  The application is from a vendor included in the Trusted Software Vendors list under Defense+ Tasks;

- The application is included in the extensive and constantly updated Comodo safelist.

By default, CIS does not automatically create ‘allow’ rules for safe applications. This helps saving the resource
usage, simplifies the rules interface by reducing the number of 'Allowed' rules in it, reduces the number of pop-up
alerts and is beneficial to beginners who find difficulties in setting up the rules.

Enabling this checkbox instructs CIS to begin learning the behavior of safe applications so that it can automatically
generate the 'Allow' rules. These rules are listed in the Network Security Policy > Application Rules interface. The
Advanced users can edit/modify the rules as they wish.

Background Note: Prior to version 4.x, CIS would automatically add an allow rule for ‘safe’ files to the rules
interface. This allowed advanced users to have granular control over rules but could also lead to a cluttered rules
interface. The constant addition of these ‘allow’ rules and the corresponding requirement to learn the behavior of
applications that are already considered ‘safe’ also took a toll on system resources. In version 4.x, ‘allow’ rules for
applications considered ‘safe’ are not automatically created — simplifying the rules interface and cutting resource
overhead with no loss in security. Advanced users can re-enable this setting if they require the ability to edit rules
for safe applications (or, informally, if they preferred the way rules were created in CIS version 3.x).
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3.7.2 Alert Settings

Users can configure the amount of alerts that Comodo Firewall generates, using the slider on this tab. Raising or
lowering the slider changes the amount of alerts accordingly. It should be noted that this does not affect your
security, which is determined by the rules you have configured (for example, in 'Network Security Policy'). For the
majority of users, the default setting of 'Low' is the perfect level - ensuring you are kept informed of connection
attempts and suspicious behaviors whilst not overwhelming you with alert messages.

The Alert Frequency settings refer only to connection attempts by applications or from IP addresses that you have
not (yet) decided to trust. For example, you could specify a very high alert frequency level, but not receive any
alerts at all if you have chosen to trust the application that is making the connection attempt.

€ Firewall Behavior Settings =

General Settings | Alert Settings | Advanced

Alert Frequency Level

Wery High - Shows alerts Far incoming and oukgoing requests
- Shows alerts Far either TCP ar UDP prokocols

High

Medium

Lty

Very Low

[ This computer is an internet connection gateway (i.e, an ICS Server)

[+ Enable alerts For TCP requests
[ Enable alerts For UDP requests
[+ Enable alerts For ICMP requests

[ Enable alerts For loopback requests

¢ what do these settings do?

Ik Cancel

- Very High: The firewall shows separate alerts for outgoing and incoming connection requests for both TCP
and UDP protocols on specific ports and for specific IP addresses, for an application. This setting provides
the highest degree of visibility to inbound and outbound connection attempts but leads to a proliferation of
firewall alerts. For example, using a browser to connect to your Internet home-page may generate as many
as 5 separate alerts for an outgoing TCP connection alone.

« High: The firewall shows separate alerts for outgoing and incoming connection requests for both TCP and
UDP protocols on specific ports for an application.

» Medium: The firewall shows alerts for outgoing and incoming connection requests for both TCP and UDP
protocols for an application.

- Low: The firewall shows alerts for outgoing and incoming connection requests for an application. This is
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the setting recommended by Comodo and is suitable for the majority of users.

« Very Low: The firewall shows only one alert for an application.

Check boxes

This computer is an Internet connection gateway (i.e. an ICS server) — An Internet Connection Sharing Server
(ICS) is a computer that shares its connection to the Internet with other computers that are connected to it by LAN.
i.e. the other computers access the Internet through this computer.

Designating a computer as an ICS server can be useful in some corporate and home environments that have more
than one computer but which have only one connection to the Internet. For example, you might have 2 computers
in your home but only one connection. Setting one as an ICS server allows both of them to access the Internet.

- Leave this box unchecked if no other computers connect to your computer via Local Area Network to share
your connection. This is the situation for the vast majority of home and business users.

« Check this option if this computer has been configured as an Internet Connection Sharing server through
which other computers connect to the Internet.

Note: If your computer is indeed an ICS server but you leave this box unchecked then you are likely to see an
increase in Firewall alerts. Selecting this checkbox does not decrease the security but tells the firewall to handle
ICS requests too. So it just activates some additional functionality and helps reduce the number of alerts.

Q: “| have more than one computer in my home and both connect to the Internet. Should I check this box?’

A: In most cases no. Having more than one computer in your home, both of which connect to the ‘net via a router
or wireless connection, is not the same as ‘sharing’ a connection in the sense that we mean here. Only check this
box if you know that you have designated this computer as an ICS server.

Enable alerts for TCP requests / Enable alerts for UDP requests / Enable alerts for ICMP requests/ Enable
Alerts for loopback requests - In conjunction with the slider, these checkboxes allow you to fine-tune the number
of alerts you see according to protocol.

3.7.3 Advanced Settings

Comodo Firewall features advanced detection settings to help protect your computer against common types of
denial of service (DoS) attack. When launching a denial of service or 'flood' attack, an attacker bombards a target
machine with so many connection requests that your computer is unable to accept legitimate connections,
effectively shutting down your web, email, FTP or VPN server.
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€ Firewall Behavior Settings =

General Settings || Alert Settings| Adwanced |

[] Protect the ARP Cache
Block, Gratuitous ARP Frames

[ Black Fragmented IP datagrans

Block all outgoingfincoming Fragmented IP packets (A personal computer barely needs
ko send or receive fragmented IP packets, These types of packets are commaonly
handled by roukers, This option musk not be disabled unless necessary)

[] Do protocal analysis

Analyze all incomingfoutgoing packets to verify that they have
correct parameters according to the specific protocol's standards
and stop them if Found suspicious

[] Monikar WDIS protacals ather than TEP)TP

Maonitor packets originated from other protocals which use their own drivers to create
TCP/TP packets e.q. Wincap (Enabling this option may affect swskem performance.
Zhanging this option requires a syskem reskark)

¢ what do these settings do?

O Cancel

« Protect the ARP Cache - Checking this option makes Comodo Firewall to start performing stateful
inspection of ARP (Address Resolution Protocol) connections. This blocks spoof ARP requests and
protects your computer from ARP cache poisoning attacks.

The ARP Cache (or ARP Table) is a record of IP addresses stored on your computer that is used to map IP
addresses to MAC addresses. Stateful inspection involves the analysis of data within the lowest levels of
the protocol stack and comparing the current session to previous ones in order to detect suspicious activity.

Background - Every device on a network has two addresses: a MAC (Media Access Control) address and
an IP (Internet Protocol) address. The MAC address is the address of the physical network interface card
inside the device, and never changes for the life of the device (in other words, the network card inside your
PC has a hard coded MAC address that it keeps even if you install it in a different machine.) On the other
hand, the IP address can change if the machine moves to another part of the network or the network uses
DHCP to assign dynamic IP addresses. In order to correctly route a packet of data from a host to the
destination network card it is essential to maintain a record of the correlation between a device's IP
address and it's MAC address. The Address Resolution Protocol performs this function by matching an IP
address to its appropriate MAC address (and vice versa). The ARP cache is a record of all the IP and MAC
addresses that your computer has matched together.

Hackers can potentially alter a computer's ARP cache of matching IP/MAC address pairs to launch a
variety of attacks including, Denial of Service attacks, Man in the Middle attacks and MAC address flooding
and ARP request spoofing. It should be noted, that a successful ARP attack is almost always dependent on
the hacker having physical access to your network or direct control of a machine on your network -
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therefore this setting is of more relevance to network administrators than home users.

- Block gratuitous ARP frames - A gratuitous ARP frame is an ARP Reply that is broadcast to all machines
in a network and is not in response to any ARP Request. When an ARP Reply is broadcast, all hosts are
required to update their local ARP caches, whether or not the ARP Reply was in response to an ARP
Request they had issued. Gratuitous ARP frames are important as they update your machine's ARP cache
whenever there is a change to another machine on the network (for example, if a network card is replaced
in a machine on the network, then a gratuitous ARP frame informs your machine of this change and
requests to update your ARP cache so that data can be correctly routed). Enabling this setting helps to
block such requests - protecting the ARP cache from potentially malicious updates.

+ Block fragmented IP Datagrams - When a connection is opened between two computers, they must
agree on a Maximum Transmission Unit (MTU). IP Datagram fragmentation occurs when data passes
through a router with an MTU less than the MTU you are using i.e when a datagram is larger than the MTU
of the network over which it must be sent, it is divided into smaller ‘fragments' which are each sent
separately. Fragmented IP packets can create threats similar to a DOS attack. Moreover, these
fragmentations can double the amount of time it takes to send a single packet and slow down your
download time.

Comodo Firewall is set by default to block fragmented IP datagrams i.e the option Block Fragmented IP
datagrams is checked by default.

- Do Protocol Analysis - Protocol Analysis is key to the detection of fake packets used in denial of service
attacks. Checking this option means Comodo Firewall checks every packet conforms to that protocols
standards. If not, then the packets are blocked.

«  Monitor NDIS protocols other than TCP/IP - This forces Comodo Firewall to capture the packets
belonging to any other protocol driver than TCP/IP. Trojans can potentially use their own protocol driver to
send/receive packets. This option is useful to catch such attempts. This option is disabled by default:
because it can reduce system performance and may be incompatible with some protocol drivers.

4 Defense+ Tasks- Introduction

The Defense+ component of Comodo Internet Security (hereafter known
simply as Defense+) is a host intrusion prevention system that constantly
monitors the activities of all executable files on your PC. With Defense+ activated,
the user is warned EVERY time an unknown application executable (.exe, .dll, .sys,
.bat etc) attempts to run. The only executables that are allowed to run are the ones
you give permission to.

Defense+ also protects against data theft, computer crashes and system damage by preventing most types of
buffer overflow attacks. This type of attack occurs when a malicious program or script deliberately sends more data
to its memory buffer than that the buffer can handle. It is at this point that a successful attack can create a back
door to the system through which a hacker can gain access. The goal of most attacks is to install malware onto the

compromised PC whereby the hacker can reformat the hard drive, steal sensitive user information, or even install
programs that transform the machine into a Zombie PC. For more details refer Execution Control Settings.
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Defense+ boasts a highly configurable security rules interface and prevents possible attacks from root-kits, inter-
process memory injections, key-loggers and more. It blocks Viruses, Trojans and Spyware before they can ever get
installed on your system and prevents unauthorized modification of critical operating system files and registry
entries.

The Sandbox functionality of Defense+ allows you to run suspicious and unknown executables in an isolated
environment to safeguard your system from the adverse effects of those executables. This is useful for software
testers and users interested in testing out the new software available over Internet.

'+ Defense+

The Defense+ Tasks area can be accessed at all times by clicking on the Defense+ tab from

the navigation panel.

cCOMODO

P . - =
Internet Security PREMIUM B, Summary & Antivirus #, Firewall + Defense+

Yiew Defenze+ Events . Yiew Active Process List

This section allows you to view a record of the Thiz section displays summary information of all
events, alertz and actions taken by Defenze+. the processes currently unning on your
computer.

Trusted Files :ﬂ-; Run a Program in the 5andbox

It this zection you can add/remove files todfrom This item allows o to run an arbitrary progranm
wour lozal zafe executable files database. ingide the 5andbos.

Unrecognized Files ﬁ Defenze+ Settings

You may uze thiz sechion to view the Yau may uze thiz section to madify vanous
unrecognized files observed zo far. These files zettings which make Defenze+ operate

are automatically zandboxed until they are according to specific defense requirements of
explicitly marked az trusted, the computer.

Computer Security Policy

Tou may uge this section to configure various
rules and configuration options of the Defense+.

The Defense+ main configuration area provides easy access to all the features and allows you to create rules for
applications and sandbox through a series of shortcuts and wizards. Click on the links below to see detailed
explanations of each area in this section.

« View Defense+ Events

»  Trusted Files

»  Unrecognized Files
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«  Computer Security Policy

« View Active Process List

» Run a Program in the Sandbox

+ Defense+ Settings

4.1 The Sandbox - An Introduction

Comodo Internet Security's new sandbox is an isolated operating environment for unknown and untrusted
applications. Running an application in the sandbox means that it cannot make permanent changes to other
processes, programs or data on your 'real' system. Comodo have integrated sandboxing technology directly into
the security architecture of Comodo Internet Security to complement and strengthen the Firewall, Defense+ and
Antivirus modules.

The smart application control mechanism performs security inspections whenever you start an application and
automatically sandboxes any unknown application so that they can NOT do any harm to your system.

Applications in the sandbox are executed under a carefully selected set of privileges and write to a virtual file
system and registry instead of the real system, with improved compatibility with many Windows products . This
delivers the smoothest user experience possible by allowing unknown applications to run and operate as they
normally would while denying them the potential to cause lasting damage.

After an unknown application has been placed in the sandbox, CIS also automatically queues it for submission to
Comodo Cloud Scanners for automatic behavior analysis. Firstly, the files undergo another anti-virus scan on our
servers. If the scan discovers the file to be malicious, then it is designated as malware, the result is sent back to the
local installation of CIS and the local black-list is updated. If the scan does not detect that the file is malicious then
its behavior will be monitored by running it in a virtual environment within Comodo's Instant Malware Analysis
(CIMA) servers and all its activities are recorded. If these behaviors are found to be malicious then the signature of
the executable is automatically added to the antivirus black list. If no malicious behavior is recorded then the file is
placed into 'Unrecognized Files' (for execution within the sandbox) and will be submitted to our technicians for
further checks. The cloud scanning processes take around 15 minutes to complete and report their results back to
CIs.

By uniquely deploying 'sandboxing as security', CIS 2011 offers improved security, fewer pop-ups and greater ease
of use than ever before.

Refer to the following sections for more details on sandbox:

» The Sand-boxing and Scanning Processes

« Always Sandbox

« Run a Program in the Sandbox

« Sandbox Settings
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4.1.1 Unknown Files: The Sand-boxing and Scanning Processes

When an executable is first run it passes through the following CIS security inspections:

* Antivirus scan
«  Defense+ Heuristic check
»  Buffer Overflow check

If the processes above determine that the file is malware then the user is alerted and the file is quarantined
or deleted

An application can become recognized as 'safe' by CIS (and therefore not sandboxed or scanned in the
cloud) in the following ways:

- Because it is on the local Comodo White List of known safe applications

» Because the user has added the application to the local 'Trusted Files'

- By the user granting the installer elevated privileges (CIS detects if an executable requires
administrative privileges. If it does, it asks the user. If they choose to trust, CIS regards the installer and
all files generated by the installer as safe)

« Additionally, a file is not sandboxed or sent for analysis in the cloud if it is defined as an Installer or
Updater in HIPS policy (See Computer Security Policy for more details)

« Cloud Scanning Part 1
Files and processes that pass the security inspections above but are not yet recognized as 'safe'
(white-listed) are 'Unrecognized' files. In order to try to establish whether a file is safe or not, CIS will
first consult Comodo's File Look-Up Server (FLS) to check the very latest signature databases:

- A digital hash of the unrecognized process or file is created.

« These hashes are uploaded to the FLS to check whether the signature of the file is present
on the latest databases. This database contains the latest, global black list of the signatures of all
known malware and a white list of the signatures of the 'safe’ files.

«  First, our servers check these hashes against the latest available black-list
« Ifthe hash is discovered on this blacklist then it is malware
« The result is sent back to the local installation of CiS
- If the hash is not on the latest black-list, it's signature is checked against the latest white-list
« If the hash is discovered on this white-list then it is trusted
« The result is sent back to local installation of CiS
« The local white-list is updated
« The FLS checks detailed above are near instantaneous.

+ Sandbox and Cloud Scanning Part 2
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If the hash is not on the latest black-list or white-list then it remains as 'unrecognized'. CIS
simultaneously takes two distinct but complementary actions -

(1) 1t will run the unrecognized file in the local Sandbox so that it cannot access important operating
system files or damage your computer, and

(2) It will leverage Comodo's Cloud Scanning technology to determine whether the file behaves in a
malicious fashion.

« Unrecognized files and applications will be isolated and locally sandboxed. CIS will alert the user
that it is going to run the application in the sandbox.

COMODO Internet Security Alert o

" ST E—

a unknown.exe is an unrecognized file and has been
T sandboxed as Partially Limited

[C] Hide these alerts Don't isolate it again

« Automatically sandboxed applications are run with 'Partially Limited' restrictions. More detail:
Sandboxed applications are allowed to run under a specific set of conditions or privileges. In CIS,
these are known as 'Restriction Levels'. There are four levels — Partially Limited, Limited,
Restricted and Untrusted ('Partially Limited' is the default level for applications that are
automatically placed in the sandbox). In part, sandbox restriction levels are implemented by
enforcing or relaxing the native access rights that Windows can grant to an application. For
example, the ‘Limited' setting applies some of the supported operating system restrictions and
grants it access rights similar to if the application was run under a non-admin user account. These
restriction levels are fortified with certain Defense + restrictions that apply to all sandboxed
applications (for example, they cannot key log or screen grab, set windows hooks, access
protected COM interfaces or access non-sandboxed applications in memory. If the user enables
virtualization, then sandboxed apps. can't modify registry keys or modify existing protected files
either).

- Automatically sandboxed applications cannot be viewed or modified in the interface. Applications
that were automatically sandboxed can only be removed if they become recognized as 'safe' by
CIS (see conditions above).

« Unrecognized files are simultaneously uploaded to Comodo's Instant Malware Analysis servers for
further checks:

- Firstly, the files undergo another anti-virus scan on our servers.

- If the scan discovers the file to be malicious (for example, heuristics discover it is a brand
new variant) then it is designated as malware. This result is sent back to the local
installation of CIS and the local and global black-list is updated.

« If the scan does not detect that the file is malicious then it passes onto the the next stage
of inspection — behavior monitoring.
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The behavior analysis system is a cloud based service that is used to help determine
whether a file exhibits malicious behavior. Once submitted to the system, the unknown
executable will be automatically run in a virtual environment and all actions that it takes will
be monitored. For example, processes spawned, files and registry key modifications, host
state changes and network activity will be recorded.

If these behaviors are found to be malicious then the signature of the executable is
automatically added to the antivirus black list.

If no malicious behavior is recorded then the file is placed into 'Unrecognized Files' and will
be submitted to our technicians for further checks. Note: Behavior Analysis can identify
malicious files and add to the global black list, but it cannot declare that a file is 'safe'. The
status of 'safe' can only be given to a file after more in-depth checks by our technicians.

In either case, the result is reported back to your CIS installation in approximately 15
minutes. If the executable was not found to be malicious then it will be run in the sandbox.
It will simultaneously be added to the 'Unrecognized Files' list and uploaded to our
technicians for analysis. If is discovered to be a threat then CIS will show an AV alert to the
user. From this alert the user can opt to quarantine, clean (delete) or disinfect the malicious
file. This new threat will be automatically added to the global black list database and
therefore benefit all CIS users.

Sandbox - Other notes

- Applications can be placed in the sandbox automatically by CIS or by the Always Sandbox feature. Users
also have the option to run an application in the sandbox on a 'one-off' basis.

- If a safe or installer application is executed by an application running inside the sandbox, the installer also
runs in the sandbox no matter what

- If a user defines an application for sandboxing, this causes any applications (safe or installer) to also be
executed inside the sandbox.

» In addition to the Sandbox restriction level set for an application, Defense + also implements the following
restrictions. A sandboxed application cannot:

» Access non-sandboxed applications in memory

» Access protected COM interfaces

« Key log or screen capture

»  Set windows hooks

« Modify protected registry keys (if virtualization is enabled)

«  Modify EXISTING protected file (if virtualization is enabled).

4.2 View Defense+ Events

The 'View Defense+ Events' area contains logs of all actions taken by the Defense+. A 'Defense+ Event' is
triggered whenever an application makes an attempt to access memory, other programs, the registry etc. that
contravenes your Computer Security Policy.
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C Defense+ Events

Applicatian Flags Target Drate -
=‘._ cdocurnents and settingsiad,.. Scanned Online and. 12/9)2010 2:0...§
-ﬂC:'l,Du:u:uments and Settingsite,., Create Process C:'I,Dncuments and Setkingsites,, 12/9/2010 1;5..,
-ﬁC:'l,Du:u:uments and Settingsite,., Create Process C:'I,Dncuments and Settingsi\tes.. 1209/2010 1:5... | =
-{'C:'I,Dcucuments and Settingsite... Create Process C:'I,D-:ucuments and Settingsites.. 12/9/20101:4...
C:'l,Du:u:uments and Settingsite,., Scanned Online and ... 1292010 1:4...
M- CrDocuments and Settingsite.,. Modify Key HELMSYSTEMConkrolSet001Cank, . 1209/2010 1:3...
- C:\Documents and Settingsite... Scanned Online and ... 12/9/2010 1:3..,
<% CHDocuments and Settingsite... Scanned Online and ... 1292010 1:2...
% C:iDocuments and Settingsite... Scanned Online and ... 12)9/2010 1:2...
EC:'I,WINDOWS'I,systemSZI,dFrgn. .. Madify File \Device\Yolurme{4ff35d1d-a¢b3-11.., 12092010 1:1...
EC:'l,WINDOWS'I,systemSE'I,dFrgn. .. Madify Filz \Device\Yolurme{4ff38d1d-a4b3-11.., 12092010 1:1...
EC:'I,WINDOWS'I,systemSE'I,dFrgn. .. Modify File \Device\Wolume{4ff38d1d-a4b3-11... 12/9/2010 1:0...
EC:'I,WINDOWS'I,systemSE'I,dFrgn. .. Madify File \Device\Yolurme{4ff35d1d-a¢b3-11,,, 12/9/2010 1:0...
EC:'I,WINDCIWS'I,systemSE'I,dFrgn... Modify File \Cevice\Volume{4ff38d1d-a4b3-11... 12/9/201012:...
,_j CHWINDOWSsystem 32 rundll,.. Access COM Interface EC:'I,WINDOWS'I,systemSZ'I,svchD. B =T u N D I e
T, —_— e —re R [T P LAl m a4 md e d e e N T

& what do these settings do? Refrach foiis “loce ),

4

Column Descriptions

- Application - Indicates which application or process propagated the event. If the application has no icon,
the default system icon for executable files are used.

» Flags - Indicates flags set for the kinds of actions against the event triggered by the file.
- Target - Represents the location of the target file.
- Date/Time - Contains precise details of the date and time of the access attempt.

- Click Refresh to reload and update the displayed list, to include all events generated since the
time you first accessed the 'Defense+ Events' area.

« Click '"More ..." to load the full, Comodo Internet Security Log Viewer module. See below for more
details on this module.

Log Viewer Module

This window contains a full history of logged events of Firewall, Defense+ and Antivirus modules. It also allows you
to build custom log files based on specific filters and to export log file for archiving or troubleshooting purposes.
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€ COMODO Internet Security Premium - Log Viewer

! File  View
R Today B Current Week [ Current Month FE Entire Period

o x [raree——
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#E Firewall Everts
@ Defense+ Events
=] other Logs
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Date
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Create Process
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12fa/2010 12:28:26 PM [ CIWINDOWSsystem32\dfrgn... Modify File \Devicel\volume{4ff3ad1c

4 December, 2010 b 12/9/2010 12:35:47 PM [~ C:\WINDOWS|system3zidfran. .. Madify File \Device\Wolumed4fF3ad1c
mT \.;\-' ; ; i : 12/a/2010 12:39:03 PM [F] C W INDOWSsystem32\dfrgn... Madify File \Devicel\volume{4ff3ad1c
& 7 8lalin11 12 120912010 12:44;15 PM I_jC:'I,WINDOWS'I,systemSZ'I,rundII... Access COM Interface EC:'I,WINDOWS'I,svsten
13 14 15 16 17 15 19 1219/2010 12:49:26 PM EC:\,WINDOWS'l,systemSZ'l,dFrgn... Modify File \Device\Yolume{4FF35d1c
2021 22 23 24 23 26 1249/2010 12:56:37 PM [ CAWINDOWS\system3zidfran. .. Modify File "DevicelVolume{4FF3ad1c
272823303 129/2010 1:01:54 PM EC:'I,WINDOWS'I,systemSZ'I,dFrgn... Modify File \DevicelYolume{4FF35d1c

Records: 32

P

The Log Viewer Module is divided into two sections. The left hand panel displays a set of handy, pre-defined time
Filters for Firewall, Defense+ and Antivirus event log files. The right hand panel displays the actual events that

were logged for the time period you selected in the left hand panel (or the events that correspond to the filtering

criteria you selected).

Filtering Log Files

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria.

Preset Time Filters:

Clicking on any of the preset filters in the top panel alters the display in the right hand panel in the following

ways:

- Today - Displays all logged events for today.
- Current Week - Displays all logged events during the current week. (The current week is
calculated from the Sunday to Saturday that holds the current date.)
« Current Month - Displays all logged events during the month that holds the current date.
- Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you
have cleared the log history since installation, this option shows all logs created since that

clearance).

The example below shows an example display when the Defense+ Logs for 'Today' are displayed.
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C COMODD Internet Security Premium - Log Viewer
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Note: The type of events logged by the Antivirus, Firewall and Defense+ modules of Comodo Internet Security
differ from each other. This means that the information and the columns displayed in the right hand side panel
change depending on which type of log you have selected in the top and left hand side panel. For more details on

the data shown in the columns, see View Anti-virus Events or View Firewall Events.

User Defined Filters:

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to
specific filters. The type of filters available for Firewall logs differ to those available for Defense+ logs. The table
below provides a summary of available filters and their meanings:

Antivirus Filter

Available Filters — Logs per Module

Firewall Filters

Defense+ Filters

Action - Displays events
according to the response (or
action taken) by the Antivirus

Action - Displays events
according to the response (or
action taken) by the firewall

Application - Displays only the
events propagated by a specific

application
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Available Filters — Logs per Module

Location - Displays only the
events logged from a specific
location

Application - Displays only the
events propagated by a specific
application

Flags - Displays events according to
the response (or action taken) by
Defense+

Malware Name - Displays only
the events logged corresponding
to a specific malware

Destination IP - Displays only
the events with a specific target
IP address

Target - Displays only the events that
involved a specified target application

Status - Displays the events
according to the status after the
action taken. It can be either
'Success' or 'Fail’

Destination Port - Displays only
the events with a specific target
port number

Direction - Indicates if the event
was an Inbound or Outbound
connection

Protocol - Displays only the
events that involved a specific
protocol

Source IP address - Displays
only the events that originated
from a specific IP address

Source Port - Displays only the
events that originated from a
specific port number

Creating Custom Filters

Custom Filters can be created through the Advanced Filter Interface. You can open the Advanced Filter interface
either by using the View option in the menu bar or using the context sensitive menu.

» Click View > Advanced Filter to open the ‘Advanced Filter’ configuration area.

Or

« Right click on any event and select 'Advanced Filter' option to open the corresponding configuration area.

The ‘Advanced Filter’ configuration area is displayed in the top half of the interface whilst the lower half displays the
Events, Alerts, Tasks or Configuration Changes that the user has selected from the upper left pane. If you wish to
view and filter event logs for other modules then simply click log name in the tree on the upper left hand pane.

The Advanced Log filter displays different fields and options depending on the log type chosen from the left hand
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Advanced Filker
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To configure Advanced Filters for Defense+ events

2. Select ‘Defense+ Events’ under ‘Logs Per Module’

4

Application

www.comodo.com

This section will deal with Advanced Event Filters related to ‘Antivirus Events’ and will also cover the custom
filtering that can be applied to the ‘Other Logs’ (namely ‘Alerts Displayed’, ‘Tasks’ Launched’ and ‘Configuration

3. Click the ‘Add’ link when you have chosen the category upon which you wish to filter.

Flags

1292010 11:22:23 AM
12/9/2010 11:40:23 AM
1292010 11:48:42 AM
12/9/2010 11:54:03 AM
1292010 11:59:17 AM
12/9/2010 12:04:29 PM
12/9/2010 12:09:42 PM
129/2010 12:13:00 PM
12/9/2010 12:18:12 PM
12/9/2010 12:23: 23 PM
12/9/2010 12:28:19 PM
12/9/2010 12:28:28 PM

4

ﬁv‘;_ c:\documents and settingst adminis. . .
Hv"._ cridocuments and settingst adminis. . .
ﬁv‘;_ c:\documents and settingst adminis. ..
ﬁ‘;_ ciidocuments and settings! adminis. . .
ﬁv‘;_ c:\documents and settingst adminis. ..
ﬁv‘;_ ciidocuments and settingst adminis. ..
ﬁv‘;_ c:\documents and settingst adminis. ..
ﬁv‘;_ c:\documents and settingst adminis. ..
ﬁv‘;_ c:\documents and settingst adminis. ..
ﬁv‘;_ c:\documents and settingst adminis. ..
[ < \Documents and SettingstAdmini...
ﬁv‘;_ c:\documents and settingst adminis. ..

Scanned Online and Found |
Scanned Online and Found |
Scanned Online and Found |
Scanned Online and Found |
Scanned Online and Found |
Scanned Online and Found |
Scanned Online and Found |
Scanned Online and Found |
Scanned Online and Found |
Scanned Online and Found |
Scanned Online and Found |

scanned Online and Found |

Records: 32

You have 3 categories of filter that you can add. Each of these categories can be further refined by either
selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided.

A

Following are the options available in the 'Add' drop down menu:

i. Application: Selecting the 'Application’ option displays a drop-down field and text entry field.
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Application Does Mok o+ | | Win Remove

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word that needs to be filtered.
The filtered entries are shown directly underneath.

ii. Flags: Selecting the 'Flags' option displays a drop down menu and a set of specific filter parameters
that can be selected or deselected.

Flags Equal 1 | [ sandboxed as Remave
[] scanned online and Found Safe
4 I 4

c) Select 'Equal’ or 'Not Equal’ option from the drop down menu. ‘Not Equal’ will invert your selected
choice.

d) Now select the check-boxes of the specific filter parameters to refine your search. The parameter
available are:

+ Sandboxed As

« Scanned Online and Found Safe
« Scanned Online and Found Malicious
* Access Memory

» Create Process

« Terminate Process

+  Modify Key

+  Modify File

+  Direct Memory Access

« Direct Disk Access

« Direct Keyboard Access

«  Direct Monitor Access

* Load Driver

« Send Message

» Install Hook

» Access COM Interface

« Execute Image

- DNS/RPC Client Access

« Change Defense+ Mode

«  Shellcode Injection

» Block File
«  Suspicious
+  Hook

«  Alert Suppressed
The filtered entries are shown directly underneath.

iii. Target: Selecting the "Target' option displays a drop-down menu and text entry field.
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Target Conkains - application Remove

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word that needs to be filtered.

The filtered entries are shown directly underneath.

Note: More than one filters can be added in the ‘Advanced Filter’ pane. After adding one filter type, the option to
select the next filter type automatically appears. You can also remove a filter type by clicking the 'Remove' option
at the end of every filter option.

Other Logs — Advanced Filters

Refer to Antivirus Tasks Overview > View Antivirus Events > L og Viewer > Creating Custom Filters > Other Logs —
Advanced Filters for the process of Creating Custom Filters for Alerts Displayed, Task Launched and Configuration
Changes.

Date Filter

Click here to know more about Date Filter functionality.

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. There are two ways to export log files in the
Log Viewer interface - using the context sensitive menu and via the 'File' menu option. After making your choice,
you are asked to specify a name for the exported HTML file and the location you wish to save it to.

i. File Menu
1. Click 'File' Menu.

2. Move cursor to 'Export’
3. Click on anyone of 'Firewall Logs', 'Defense+ Logs', 'Antivirus Logs' and 'All', as required.

« Firewall Logs - Exports the Firewall log that is currently being displayed in the right hand
side panel.

- Defense+ Logs - Exports the Defense+ log that is currently being displayed in the right
hand side panel .

« Antivirus Logs - Exports Antivirus log that is currently being displayed in the right hand

side panel.
» All - Exports ALL logs for ALL TIME for Firewall, Defense+ and Antivirus logs as a single
HTML file.
4. Select the location where the log has to be stored in the 'Save Firewall Log as' window and click

'Save'.
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i. Context Sensitive Menu
1. Right click in the log display window to export the currently displayed log file to HTML.
You can export a custom view that you created using the available Filters by right clicking and

selecting 'Export’ from the context sensitive menu. Again, you are asked to provide a filename and
save location for the file.

4.3 Trusted Files

Defense+ allows you to define a personal safe list of files to complement the default Comodo safe list.

Files added to the Trusted Files area are automatically given Defense+ trusted status. If an executable is unknown
to the Defense+ safe list then, ordinarily, it and all its active components generate Defense+ alerts when they run.
Of course, you could choose the 'Treat this as a Trusted Application’ option at the alert but it is often more
convenient to classify entire directories of files as 'Trusted Files'.

By adding executables to this list (including sub folders containing many components) you can reduce the amount
of alerts that Defense+ generates whilst maintaining a higher level of Defense+ security. This is particularly useful
for developers that are creating new applications that, by their nature, are as yet unknown to the Comodo safe list.
Files can be transferred into this module by clicking the 'Move to' button in the 'Unrecognized Files' area.

C Trusted Files o X

[ all? File Path Company add 3

“= ciprogram files\openoffice.org 3programisoffice.exe Cpendffice.org

c:\program filestopenaffice.org Sprogramisoffice, bin CpenOffice.org Mowsto el

a c:Yprogram files\openoffice. org 3Yprogramiguickstart, exe e
L"ﬂ cwindowsh syskem 32 configlsystemprafilellocal settingsitempl... DMSoft Technologies

I_’.g chwindowsh system32 configlsystemprafilellocal settingsitempl... DMSoft Technologies Purge
[ o windowshsystem32 confighsystemprofiletlocal settingsitempl...

[ cviwindowsi syskem32 configh sy skemprofilellocal settingsitempl, ..

[ criwindowsi sysbem32 configh sy skemprofilellocal settingsitempl. ..

Lj‘ﬂ i hwindowstsvstem32Y configisystemprofilellocal settingsitemp). ..

Ogaoooooom

L{ﬂ c\program filesicomodolcomodo geekbuddy componentsicorel, .

i what do these settings do? Close

Click the 'Add' button to manually imports files or processes into this area:
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&dd r Browse Files. ..
Erowse Running Processes
Moveto #
Remove
Purge

The 'Move to..." option allows you to transfer the selected files out of the "Trusted Files' area into either the
Unrecognized Files or Blocked Files areas of Defense+:

add 3 W‘

Move ko b Unrecognized Files

Blacked Files

Rermove

Purge ‘ |

To remove an included entry from the Trusted Files list

« Select the entry and click 'Remove' button. The file is only removed from the list and not deleted from your
system.

To remove invalid entries (programs / files that are not present or uninstalled from your
computer) automatically

» Select the entry and click 'Purge’ button.

4.4 Unrecognized Files

Once installed, Defense+ watches all file system activity on your computer. Every new executable file introduced to
the computer, is first scanned against the Comodo certified safe files database. If they are not safe, they are added
to the 'Unrecognized Files' for users to review and possibly submit to Comodo. Apart from new executables, any
executables that are modified are also moved to the ' Unrecognized Files' area.

“Unrecognized Files” is specifically important while Defense+ is in 'Clean PC Mode'. In Clean PC Mode, the files in "
Unrecognized Files' are NOT considered clean. For more information, please check 'Clean PC Mode' on the

Defense+ settings page.

The 'Unrecognized Files' Area allows the user to:

+ Assess the pending files to determine whether or not they are to be trusted. If they are trustworthy, they
can be moved to Trusted Files' using the 'Move to' button. Similarly, files that are suspicious can be moved
to the 'Blocked Files' area.
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+ Use the 'Lookup...' feature to see if the master Comodo safe list contains more information.

» Send the file to Comodo for analysis by clicking the 'Submit' button which automatically begins the file
submission process.

» Manually add files to the pending list for look-ups or submitting to Comodo.

» Use the 'Purge’ feature to scan the list for files that no longer exist on your system and remove them from
the 'Unrecognized Files' list.

+ Delete a selected file from the system by clicking 'Delete File' button

To access Unrecognized Files interface Files

« Navigate to: Defense+ Tasks > Unrecognized Files.

€ Unrecognized Files ®

Unrecognized Files | submitted Files
= Al 7 File Path Conpany Created  Submited Add ¥
= w CiDocurenks and Setbingsijulya\DeskiophOpe. .,
[ %] CHRECYCLERIS-1-5-21-343618396-17700273. . Hovels .t
| G CiDocuments and Settngsiall UsersiDeskiopl, .. i
Lockup...
Subrnit...
Deleke File
Purge
@ ‘hat do these setbings do? | Read the Privacy Skakemert Close
.......................... %

This area contains two tabs:

- Unrecognized files — Displays a list of files identified as suspicious by Defense+ and the files added to this
area manually.

- Submitted Files - Displays a list of files that were submitted to Comodo for analysis.

4.4.1 Unrecognized Files

The Unrecognized Files tab displays the list files that are identified as suspicious by Defence+. Also you can
manually add suspicious and unclassified files to this area for later submission to Comodo for analysis.
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ized Files
Unrecognized Files | Submitted Files
= &7 |File Path Cormpany Created | Submitted Add ¥
¥ & CiiDocuments and Settings!julyalDeskioplOpe..,
[ ) CHRECYCLER|S-1-5-21-343618396-1 7700273, . Hovets. b
O G CiDocuments and Setbngsiall LsersiDeskiopl. .. g
Lockup...
Sidbrmik...
Delake File
Purge
d What do Ehese setlings do? | Read the Privacy Skakemert Close
.......................... £

The 'Lookup..." button allows you to check for information on the files by consulting the master Comodo safe list,
Select the file(s) you want to check and click the 'Lookup..." button. This contacts Comodo servers to conduct a
search of Comodo's master safe list database to check if any information is available about the file in question. If
no information is available, you are presented with the option to submit them to Comodo for analysis:
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€ Unrecognized Files x

Unrecognized Files | Submiteed Files

[+ AE? File Path Comparry Creabed  Submitted add LB
[T [W)ciirecycleris-1-5-21-343818398- 1770027372+ .. 1z219/2... 12/9)20.., :
[0 (@ ci\documents and settings)all usersidesktopico. .. 12/9)2... [P S
[ [W)cirecycleris-1-5-21-343618358-1770027372- .. 12j9f2... 12f9(20. [ o
BT R N eeyeiatie-1-5-21 34381 8308177 0027 372- .. 2. Tizfeien. ] |

€ Performing online lookup...

1 Please wait while the files are being checked online. ..

ciirecyderts-1-5-21-343818395-1770027372-18,, \dc10.png
il ol | bt
what sort of information is being sent J received 7 -

C Online Lookup Results

Wh
@ s The online lookup has been campleted, Please review the lisk below For the resulks,

File Path Resulk
v CRECYCLER)S-1-5-21-343816398- 177002737 2-1301674531 - 1003 Dcs. L Y LIrknossn

There are unknaown Files inwour lisk Wauld you like ko submit themn ko
'. COMODO For analysist

[] Remember my answer = Mo

After sending the file to Comodo, our technicians determine whether or not it represents a threat to your security. If
it is found to be trustworthy, it is added to the Comodo safe list. You can also directly submit the files to Comodo
from this area.

To manually submit the files to Comodo

Select the file from the list and click 'Submit'...
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€ Unrecognized Files X

Untecagnized Files | Submitked Files

[+] All? |File Path Company Created | Submitted add 3
[0 [w]cirecycler|s-1-5-21-343818398-1770027372- . 1z09)z... 1zjajz0,..
3
O G c:documents and settingshall users\desklophco... 1292, A
[0 []ciirecycer|s-1-5-21-343618398-1770027372-... 1z09)2,., 12/9j20,,, ———
W% Cirecycleris-1-5-71-343518395-1 77002757 2- . . 12fafz... 129/20...;
Lookup...
€ Submitting... X @ |
i | N ' ) ) o
ﬁg Please wait while the files are being submitked, .. Delete File
File: ciirecycleris-1-5-21-343818393-1 77002737 2-1801674531 -, . .\dcS. png Purge
Cperation; Petrfarming online lookup. ..

Crverall progress:
L8 2 2 R R 0
Hide

6"""""—-' cacmcn T e @ Close

C Submit Results

The submit has been completed, Please review the lisk below For the resulks,

File Path Result
cﬂ ciirecyclerls-1-5-21-343518395-1770027372-1801674531-10030dc5.png - (g Already submitted

You will see a progress of file submission and on completion, the submission results will be displayed. You can see
the file under Submitted files tab.

You can manually add files to the 'Unrecognized Files' list by clicking the 'Add.." button and either browsing to their
location on your hard drive or selecting a running process:

add 4 Browse Files. .

Browse Running Processes

r '

Move o B
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The 'Move to..." option allows you to transfer the files out of the 'My Pending Files' area and into either the Trusted
Files or Blocked Files areas of Defense+:

Add b
i
Move ko » Trusted Files
Blocked Files
Remove

r I

Files can also be transferred into this module by clicking the 'Move to..." button in the 'Trusted Files' area.

4.4.2 Submitted Files

The Submitted files tab in the Unrecognized Files area displays a list of files submitted to Comodo for analysis,
both from the Defense+ Tasks > Unrecognized Files area and Antivirus tasks > Submit Files area.

€ Unrecognized Files

Untecogrized Files | Submitted Files
Path Dake
CARECYCLERYS-1-5-21-3438158398- 1770027 372-1801 674535 1- 1003 DcS . pnig 1Z2/9/2010 10:10:54 &M
CRECYCLERYS-1-5-21-343818398-1 77002737 2-1801674531- 1003 Dot . prg 12/9/2010 10:15:03 aM
CRECYCLERYS-1-5-21-343818398-1 77002737 2-1801674531-10030c10. png 12/9/2010 10:15:07 aM

E} What do these settings do? f Read the Privacy Statement Close

A
.

4.5 Computer Security Policy

The Computer Security Policy area allows the user to view manage and edit the Defense+ security policies that
apply to applications, Predefined Security Policies, define protected Files and Folders, Registry Keys, COM
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interfaces, files to be always sandboxed or blocked, define a list of Trusted Software Vendors etc.

To access the Computer Security Policy area, click Defense+ Tasks > Computer Security Policy.

€ Computer Security Policy x

Praotected Files and Folders Protected Registry Kewvs Protected COM Inkerfaces Trusted Software Yendaors
Defense+ Rules Fredefined Palicies always Sandbosx Elocked Files
Application name Treak as - Add...
{ (=] Windows System Applications Windows System Appl... |
Edit...
|
g = Remave
E Purge
E‘:‘f.:.windir“f.:.'l,s':.fstem32'|,servin:es.exe Cuskar policy
CJ Sowindir¥e\explorer.exe Windows Syskem Appl...
[=1'Windrime | Indaker Annlicakinne Trctaller ar | Indatker s
i 'what do these settings do? oK Cancel
i

The Computer Security Policy area contains the following tabs:
« Defense+ Rules

»  Predefined Policies

« Always Sandbox
« Blocked Files

» Protected Files and Folders

+ Protected Registry Keys
 Protected COM Interfaces

«  Trusted Software Vendors

4.5.1 Defense+ Rules

The Defense+ Rules tab lists the different groups of applications installed in your system and the security policies
applied to them. You can change the policy applied to selected applications and also create custom policies to be
applied to selected applications.
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€ Computer Security Policy

Name of Protected Files and Folders Protected Registry Keys Protected COM Interfaces Trusted Software Yendors
Defense+ Rules Predefined Policies Always Sandbox Blacked Files .
the K| This is a PREDEFINED POLICY
File Group \& Application name Treat as = Add... which can be app"ed toa
Applications =1 |iﬂ ‘windows Systemn Applications I IW\ndows System Appl.. | " F“_E-GRQUP o-r to -an
listed beneath g individual application
the File Group = e
name inherit il Purge
the POLICY of @
that group B
[These applications] g
. dopﬂibégggp ] CUSTOM POLICIES can
- Q be created by the user
land are |nd|\[|dua"y Iy [ smindir i systemaz|services. exe Custom palicy < dd Y B -
. S T : and deployed to individual
ass'gned a é owindie s\ explorer exe windows System Appl... licati
custom or (=1 Whdindrss |indaber dnnlicatione Trctaller ow | Indaber k" applications
predet;rgeﬂéeYcurity @ hat do these seltings do? - ol |

The first column, Application Name, displays a list of the applications on your system for which a security policy
has been deployed. If the application belongs to a file group, then all member applications assume the security
policy of the file group. The second column, Treat as, column displays the name of the security policy assigned to
the application or group of applications in column one.

General Navigation:

« Add... - Allows the user to Add a new Application to the list then create it's policy. See the section 'Creating
or Modifying a Defense+ Security Policy'.

- Edit... - Allows the user to modify the Defense+ security policy of the selected application. See the section
'Creating or Modifying a Defense+ Security Policy'.

+ Remove - Deletes the current policy.

Note: You cannot remove individual applications from a file group using this interface - you must use the 'My File
Groups' interface to do this.

« Purge - Runs a system check to verify that all the applications for which policies are listed are actually
installed on the host machine at the path specified. If not, the policy is removed, or 'purged’, from the list.

Users can re-order the priority of policies by simply dragging and dropping the application name or file group name
in question. To alter the priority of applications that belong to a file group, you must use the 'My File Groups'
interface.

Creating or Modifying a Defense+ Security Policy
To begin defining a application's Defense+ policy

1) Select the application or file group that you wish the policy to apply to.

(2) Configure the security policy for this application.
(1) Select the application or file group that you wish the policy to apply to

233

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

If you wish to define a policy for a new application (i.e. one that is not already listed), click the 'Add..." button in the
main Defense+ Rules interface.

This brings up the 'Application System Activity' Control interface shown below.

C Application System Activity Control X

Application Path
Select  #
() Use a Predefined Policy -
(@) Use a Custam Policy Customize
& what do these settings do? Apply Cancel

Because you are defining the Defense+ security settings for a new application, you can notice that the 'Application

Path' box is blank. (If you were editing an existing policy instead, then this interface would show that policy's name
and path.)

Click 'Select' to begin.

]

Select ¥ File @roups k

Funning Processes, ..

- Erowse, ..,

You now have 3 methods available to choose the application for which you wish to create a policy - File Groups;
Running Processes and Browse.

1. File Groups - choosing this option allows you to create a Defense+ security policy for a category of pre-set
files or folders. For example, selecting 'Executables’ would enable you to create a Defense+ policy for all
files with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available include
'Windows System Applications' , 'Windows Updater Applications' , 'Start Up Folders' etc - each of which
provide a fast and convenient way to apply a generic policy to important files and folders.

To view the file types and folders that are affected by choosing one of these options, you need to visit the
'My File Groups' interface.

The 'My File Groups interface can be accessed either of the following methods:

» Navigate to Defense+ > Computer Security Policy > Protected Files and Folders then click the 'Groups...'
button.

2. Running Processes - as the name suggests, this option allows you to create and deploy a Defense+
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policy for any process that is currently running on your PC.

Applicakian PID *
[ windows Operating Syskem 1]
=[] smss.exe 416
tj [Fcsrss.exe 656
=| g winlogon, exe &30
H=l [Fservices.exe 724
—  [F]vmacthlp.exe 896 =
- [Fsvchost.exe 920
— [Fsvchost.exe 928
- [Jcmdagent.exe 1030
—  [Fsvchost.exe 1120
— [Fsvchost.exe 1312
- [svchost.exe 1420
—  [Fsponlsy.exe 1676
—  [FmDMSResponder exe 1984
— [ VMwareService exe 205
L [Fala.exe o04
Sl are ava T 4
& Wwhat do these settings do? Select Zancel

You can choose an individual process (shown above) or the parent process of a set of running processes.
Click 'Select' to confirm your choice.

3. Browse... - this option is the easiest for most users and simply allows you to browse to the location of the
application for which you want to deploy the Defense+ security policy.

Select the application

Lanok in; |L§Dpera V| @ ? » '

E (Eprogran:
i ﬂ' Qpera

My Recent G’J Opera.di

Documents | | }uperadefﬁ

7= [l "_;] oUnignsi, di
| spellcheck. di

E

Dezktop

In the example below, we have decided to create a security policy for the Opera web browser.
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Having selected the individual application, running process or file group, the next stage is to Configure the
rules for this application's policy.

(2) Configure the security policy for this application

There are two broad options available for selecting a policy that applies to an application - Use a Pre-defined Policy

or Use a Custom Policy.

1. Use a Predefined Policy - Selecting this option allows the user to quickly deploy a existing security policy
on to the target application. Choose the policy you wish to use from the drop down menu. In the example
below, we have chosen 'Limited Application’. The name of the predefined policy you choose is displayed in
the "Treat As' column for that application in the Computer Security Policy interface.

C Application System Activity Control x

Application Path
Select  »
(@) Use a Predefined Policy Installer or Updater -
Installer or Updater
(1 se a Cuskarm Palicy Trusted Application
i Windows Syskem Applicakion [
Isolated Application
& Wwhat do these settings do? SiiEee .ﬁ.pphcalil?_lr;”? T

Note: Predefined Policies, once chosen, cannot be modified directly from this interface - they can only be
modified and defined using the 'Predefined Policies' interface. If you require the ability to add or modify settings
for an specific application then you are effectively creating a new, custom policy and should choose the more

flexible Use Custom Policy option instead.
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2. Use a Custom Policy- designed for more experienced users, the 'Custom Policy' option enables full
control over the configuration specific security policy and the parameters of each rule within that policy. The
Custom Policy has two main configuration areas - Access Rights and Protection Settings.

In simplistic terms 'Access Rights' determine what the application can do to other processes and objects
whereas 'Protection Settings' determine what the application can have done fto it by other processes.

i. Access Rights - The Process Access Rights interface allows you to determine what activities the
applications in your custom policy are allowed to execute. These activities are called 'Access Names'.

€ Customize Policy x

Access Rights | Protection Settings

Arcess Mame Ask Block, Allowy Exclusions
{3=~Run an executable M O Mlodify (0400

ﬂ Interprocess Memary ACcesses O 1= O Maodify (0400

i@ Windows/\WinEvent Hooks ] ] ] MadiFy (0400
C@Processes’ Termination a 1= a Felodify (0400

% Device Drivers' Installation M (] c Maodify (0400

3] wWindow Messages M O O Mlodify (0400

P Protected COM Interfaces o (] 1=} Maodify (0400
.ﬁPrDtected Reqistiy Kevs O (] 1=} Madify (0400
[‘gPrDtected Files/Faolders M O a Felodify (0400

(3} DS Client Service =] O ]

W Pheysical Mermorsy O () M

[ Compuker Monitor O O =4

Disk;, a (] M

= Kevboard O O M

¥y What do these settings do? (4 Cancel
A

Click here to view a list of definitions of the Action Names listed above and the implications of choosing to
Ask, Allow or Block for each setting.

Exceptions to your choice of 'Ask’, 'Allow' or 'Block' can be specified for the policy by clicking the 'Modify'
link on the right.:

Select the 'Allowed Applications' or 'Blocked Applications' tab depending on the type of exception you wish
to create.
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C Run an executable X

Allowed Applications | Blocked Applications
Allowed Applications add 3
E’Z,C:'I,Prugram Files\Qutlook Expressioemigsd. exe
Remove
ti' What do these settings do? (0] 4 Cancel
A

Clicking 'Add' allows you to choose which applications or file groups you wish this exception to apply to.
(click here for an explanation of available options)

In the example above, the default action for 'Run as an executable' is 'Ask'. This means Defense+
generates an alert asking your permission if 'Opera.exe' tried to run another program. Clicking 'Modify' then
adding 'oemig50.exe’ to the 'Allowed Applications' tab creates an exception to this rule. Opera.exe is now
allowed to run 'oemig50 .exe' but an alert is generated if it tries to run any other application.

ii. Protection Settings - Protection Settings determine how protected the application or file group in your
policy is against activities by other processes. These protections are called 'Protection Types'.

238

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

€ Customize Policy x

frcess Rights | Prokection Settings
Prokection Tvpe Ackive Inactive Excepkions
H Interprocess Memary ACcesses O W Modify (073
@ Windows'WinEvent Hooks ] ¥ Madify (0}
@ Processes’ Termination O W Maodify (073
3] wWindow Messages O [~ Madify (070
& What do these settings do? 04 Cancel
A

Select "Yes' to enable monitoring and protect the application or file group against the process listed in the
'Protection Type' column. Select 'No' to disable such protection.

Click here to view a list of definitions of the 'Protection Types' listed above and the implications of activating each
setting.

Exceptions to your choice of "Yes' or 'No' can be specified in the application's policy by clicking the 'Modify..." button
on the right.

3. Click 'Apply' to confirm your setting.

4.5.2 Predefined Policies

As the name suggests, a predefined computer security policy is a set of access rights and protection settings that
has been saved and can be re-used and deployed on multiple applications. Each policy is comprised of a number
of 'Rules' and each of these 'Rules' is defined by a set of conditions/settings/parameters. 'Predefined Policies' is a
set of policies that concern an application's access rights to memory, other programs, the registry etc.

Note: This section is for advanced and experienced users. If you are a novice user to Comodo Internet Security,
we advise you first read the Computer Security Policy section in this help guide if you have not already done so.

Although each application's security policy could be defined from the ground up by individually configuring its
constituent rules, this practice may prove time consuming if it had to be performed for every single program on your
system. For this reason, Comodo Internet Security contains a selection of predefined policies according to broad
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application categories. Each predefined policy has been specifically designed by Comodo to optimize the security
level of a certain type of application. Users can, of course, modify these predefined policies to suit their
environment and requirements.

To configure this category

- Navigate to: Defense+ Tasks > Computer Security Policy > Predefined Policies. There are four default
security policies listed under the Policy Name column.

C Computer Security Policy

Protected Files and Folders Prokected Reqistry Kews Protected COM Interfaces Trusted Software Yendors
Cefernse+ Rules Predefined Policies Blways Sandbox Blocked Files

Palicy Name add...

Trusted Application

Windows System Applicakion Edt...

Isolated Application —

Limited Application

Security Policy For music converter

i what do these settings do? o cancel
¥

To view or edit an existing predefined policy
1. Double click on the Policy Name in the list or
2. Select the Policy Name in the list, right-click and choose 'Edit' or
3. Select the Policy Name and click the 'Edit..." button on the right.

From here, you can modify a policy's name and, if desired, make changes to its 'Access Rights' and 'Protection
Settings'. Any changes you make here are automatically rolled out to all applications currently under that policy.

To create a new predefined policy

- Click the 'Add..." button, type a name for the policy, click 'Customize' link and then follow the same
configuration procedure as outlined for creating a custom, application specific policy. Click here to view.
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C Enter Predefined Security Policy X

Security Policy For music converker|

Customize

d What do these settings do? Apply Cancel

Once created, your policy is available for deployment onto specific application or file groups via the
Computer Security Policy section of Defense+.

4.5.3 Always Sandbox

The 'Always Sandbox' area lists those applications which the user has decided should be executed in the sandbox
on a permanent or long term basis. This may include applications that the user suspects are not safe or has other
concerns about (for example, you could test beta software by running it in the sandbox). These applications will
appear as normal programs in your system but will be run in the sandbox under a restricted set of privileges. They
will not be allowed to access files on your real system, alter operating system settings or alter the registry entries
corresponding to other applications

To open the 'Always Sandbox' interface, Click Defense+ > Computer Security policy > Always Sandbox.
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C Computer Security Policy X
Pratected Files and Falders Protected Registry Kewvs Pratected COM Interfaces Trusted Saftware Yendars
Cefernse+ Rules Predefined Policies Always Sandbox Elocked Files

Program MName Restriction Level add. ..
CDocuments and Settingsiall UsersiDocumentsi My PicturesiSamp... Partially Limited
Edit. ..
Remave
Purge
¢ what do these settings do? oK Cancel
o

To (permanently) add programs into the sandbox
1. Click 'Add..."' from the 'Always Sandbox' interface. This will open the 'Add a Program to Sandbox' dialog.

2. Click 'Select' and browse to the file or currently running process that you wish to sandbox.

€ Add a Program to the Sandbox

Program Path;

Sel Brovese Files, .,

Browse Running Processes

Restriction Settings | advanced Setkings

Restriction Level

IIntrusted - The Sandbox does nok apply most of the security restrictions supported
by the operating system
- The sandboxed process runs with defaulk security restrictions applied by

Restricted the operating syskem
- The wirtualization, as well as restrictions on process memory and process
Limited execution time are applied

Partially Limited

& Wwhat do these settings do?

Ik, Cancel
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3. Click 'Open'. In the example below, we are adding opera.exe.

Select the application

Look if: |!,f} Opera v| e I
Ty [iclasses }Dperadefﬁ
L%b [ defaults %] oUniansi,di
by Recent [Z)program }plugin-ignnre
Documents [skin Hsearch
= st':.fles b spelicheck
L c3nfarm, wxml %] spellcheck.di
Desktop charkables }xmlentities
“Adialog

, endlish.Ing
J _'}FastFDrward

s htrl40_entities., ded

License
IE’] [mgrode
'%! 43 Opera
= %] opera.di
by Computer
g File name: | Opera hd | [ Open ]
MyMNetwork  Files of type: | &l Files [%7) v| | Cancel |

4. Choose 'Restriction Settings'

i. Untrusted - The application is not allowed to access any of the Operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with very limited
access rights. The restrictions on usage of system memory, operation with virtual file system and
registry and execution time defined in Advanced Settings are imposed.

Note: Some of the applications that require user interaction may not work properly under this setting.

ii. Restricted - The application is allowed to access very few Operating system resources. The application
is not allowed to execute more than 10 processes at a time and is run with very limited access rights.
The restrictions on usage of system memory, operation with virtual file system and registry and
execution time defined in Advanced Settings are imposed.

Note: Some of the applications like computer games may not work properly under this setting.

iii. Limited - Only selected Operating System resources can be accessed by the application. The
application is not allowed to execute more than 10 processes at a time and is run with out Administrator
account privileges. The restrictions on usage of system memory, operation with virtual file system and
registry and execution time defined in Advanced Settings are imposed.

iv. Partially Limited - The application is allowed to access all the Operating system files and resources
like clipboard. Modification of protected files/registry keys is not allowed. Privileged operations like
loading drivers or debugging other applications are also not allowed. The restrictions on usage of
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system memory, operation with virtual file system and registry and execution time defined in Advanced
Settings are imposed.
5. Choose 'Advanced Settings'

The Advanced Settings tab to configure the restrictions on system resource usage and access to other
files. Available options are:

i. Limit maximum memory consumption - You can define how much of the system memory can be
allocated for the application on execution by selecting this checkbox and entering the memory (in MB)
in the combo box beside it.

ii. Limit the program execution time - You can define how long the program can be allowed to run by
selecting this checkbox and entering the time (in seconds) in the combo box beside it.

iii. Enable file system virtualization -The sandboxed applications are not permitted to modify the files in
your 'real' file system. Enabling file system virtualization instructs the Sandbox to create a virtual file
system in your system. The application added to the sandbox writes any data only into the created
virtual file system, instead of affecting and potentially causing damage to your real file system. If you
disable this option, the application may not function correctly because it is not be to create the entries

that it needs too.

Note for advanced users: The virtual file system is created inside the Sandbox working folder (e.g.
c:\sandbox\<application name>) to execute the application within this file system.

The virtual file system is not created even on enabling this setting here, if file system virtualization is disabled in
Sandbox Settings.

iv. Enable registry virtualization - The sandboxed applications are not permitted to access and modify
the entries in your 'real' Window's Registry hives. Enabling registry virtualization instructs the Sandbox
to create a virtual registry hive in your system. The application added to the Sandbox writes any entries
pertaining to it only into the created registry hive, instead of affecting and potentially causing damage to
your real registry hives. If you disable this option, the application may not function correctly because it is
not able to create the entries that it needs too.

Note for advanced users: The virtual registry hive is created as
HKEY_LOCAL_MACHINE\SYSTEM\Sandbox\ ... for the sandboxed applications to write their registry values.

The virtual registry hive is not created even on enabling this setting here, if registry virtualization is disabled in
Sandbox Settings.

6. Click 'OK' for your settings to take effect.

From this point onwards the application will be run in the sandbox. If you wish to remove it at a later date, simply
highlight it in the list and click 'Remove’". If you wanted to run an application in the sandbox on a 'one off' basis
instead, then please use 'Run a Program in the Sandbox' instead.

- To edit the restriction settings for an application included in the sandbox, select the application and click
'Edit".

- To remove an application from the sandbox, select the application and select 'Remove'. Next time you
execute this application it will run outside of the sandbox (presuming it is not then detected as malicious or
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automatically sandboxed as per the sandboxing process)

- Toremove invalid entries (programs/files that are not present or uninstalled from your computer)
automatically, click 'Purge’.

4.5.4 Blocked Files

Defense+ allows you to lock-down files and folders by completely denying all access rights to them from other
processes or users - effectively cutting it off from the rest of your system. If the file you block is an executable, then
neither you nor anything else is able to run that program. Unlike files that are placed in 'Protected Files and
Folders', users cannot selectively allow any process access to a blocked file.

To access Blocked Files interface

- Navigate to: Defense+ Tasks > Computer Security Policy > Blocked Files.

€ Computer Security Policy X

Protected Files and Folders Protected Registry Kewvs Protected COM Interfaces Trusked Sofftware Yendaors

Defense+ Rules Predefined Palicies Always Sandbox Elocked Files

File nane add 3

c:iprogram Files\openaoffice, arg 3Yprogramiquickstart, exe
i" ciidacurments and setkingsijulivaldeskioplopenaffice.org 3.2 (en-us) installation files\readme. .. Edt...
Rernove
Delete File

Purge

& what do these settings do? oK Cancel

'

|
To manually add an individual file, file group or process

1. Click the 'Add' button. Click here for a description of the choices available when selecting a file.

245

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

sofbware Wendors

Blocked Files
Add  F File Groups ’ Executables
S Running Processes, .. all spplications
Browse. .. Imnportant Files/Folders
Remove Windows Updater &pplications
Delete File Windows System spplications
Temporary Files
Purge COMODO Files{Folders
COMODO Internek Security
Startup Folders
Windows Management
3rd Party Protocol Drivers

Alternatively, files can be transferred into the My blocked Files module using the 'Move to' button in the
'Unrecognized Files' and 'Trusted Files' areas.

To edit the file path of an included entry

1. Select the entry and click 'Edit' button. The 'Edit' dialog opens for changing the file path.

C Edit File Path X

[ c:iprogram Files\openoffice, org 3Yprogramiquickstart, exe ]

i 'what do these settings do? Apply Cancel

2. Alter the file path as required and click 'Apply'.
To remove an included entry from Blocked Files

« Select the entry and click 'Remove' button. The file is only removed from the list and not deleted from your
system.

To permanently delete the individual file; file group or executable from your system
«  Select the entry and click 'Delete File' button.

To remove invalid entries (programs / files that are not present or uninstalled from your
computer) automatically,

»  Click 'Purge' button.

» Click 'OK' to implement your settings.
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4.5.5 Protected Files and Folders

Protected Files and Folders setting allows you to protect specific files and folders against unauthorized modification
especially by malicious programs such as virus, Trojans and spyware. It is also useful for safeguarding very
valuable files (spreadsheets, databases, documents) by denying anyone and any program the ability to modify the
file - avoiding the possibility of accidental or deliberate sabotage. If a file is 'Protected' it can still be accessed and
read by users, but not altered. A good example of a file that ought to be protected is the your 'hosts' file.
(c:\windows\system32\drivers\etc\hosts). Placing this in the 'My Protected Files and Folders' area would allow web
browsers to access and read from the file as per normal. However, should any process attempt to modify it then
Comodo Internet Security blocks this attempt and produce a 'Protected File Access' pop-up alert.

To access My Protected Files, navigate to: Defense+ Tasks > Computer Security Policy > Protected Files and

Folders.
C Computer Security Policy X
Defense+ Rules Predefined Paolicies Ahways Sandbox Blacked Files
Protected Files and Folders Prokected Registry Keys Protected COM Interfaces Trusted Sofbware Yendors

Prokected Files - add »

=] Startup Folders
(i 3 Edit...
B Remowe

=] Imparkant Files/Folders
i Purge
i
= Graups. ..
i
i

=] COMODD Files Folders
i
H -

& "hat do these settings do? ok Cancel
i
To manually add an individual file, file group or process
1. Click the 'Add' button. Click here for a description of the choices available when selecting a file.
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Elocked Files |
| Saftware Yendars |

v Add » File Groups » Executables
Edit... Running Processes. .. all applications
Erowse... Irnportant Files/Folders
| Remoye Windows pdater Applications
i Purge Windows Syskem Applications
Temparary Files
Groups. . COMODO Files/Folders

COMODO Internet Security
Startup Folders

Windows Management

3rd Party Protocol Drivers

Exceptions

Users can choose to selectively allow another application (or file group) to modify a protected file by affording the
appropriate Access Right in 'Computer Security Policy' . A simplistic example would be the imaginary file
'‘Accounts.ods’. You would want the Open Office Calc program to be able to modify this file as you are working on it,
but you would not want it to be accessed by a potential malicious program. You would first add the spreadsheet to
the 'Protected Files and Folders' area by clicking the 'Add' button then 'Browse..." to 'Accounts.ods'. Once added to
'My Protected Files', you would go into 'Computer Security Policy' and create an exception for 'scalc’ so that it
alone could modify 'Accounts.ods'.
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The 'Groups..." button allows the user to access the 'File Groups' interface.
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Another example of where protected files should be given selective access is the Windows system directory at
'c:\windows\system32'. Files in this folder should be off-limits to modification by anything except certain, Trusted,
applications like Windows Updater Applications. In this case, you would add the directory c:\windows\system32\* to
the 'Protected Files and Folders' area (* = all files in this directory). Next go to 'Computer Security Policy', locate the
file group 'Windows Updater Applications' in the list and follow the same process outlined above to create an
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C File Groups

File Groups - add *
=] Executables :
- C1*exe
A i s
. i
- C9*.ocx Purge
- 9*.bat
— C3%.pif
S i -1
= [1*.cpl
- C9*.com
L [*.cmd
=] All Bpplications

L =g+
=] Important Files/Folders -

Edit...

Rernove

Q What do these settings do? Apply Cancel

A

File groups are handy, predefined groupings of one or more file types. Creating a file group allows you to quickly
deploy a Computer Security Policy across multiple file types and applications.

This interface allows you to
» Create a new File Group by clicking the 'Add' button.
- Edit the names of an Existing File Group or File by right-clicking and selecting the 'Edit' button.

- Add afile to an existing file group by selecting the File Group name from the list then clicking Add > Select
From >....'

+ Re-assign files to another file group by dragging and dropping.

Note: This area is for the creation and modification of file groups only. You are not able to modify the security
policy of any applications or files from here. To do that, you should use the Computer Security Policy interface or
the Predefined Policies Interface.

4.5.6 Protected Registry Keys

Comodo Internet Security automatically protects system critical registry keys against modification. Irreversible
damage can be caused to your system if important registry keys are corrupted or modified in any way . It is
essential that your registry keys are protected against attack.

In order to access Protected Registry Keys interface, navigate to: Defense+ Tasks > Computer Security Policy >
Protected Registry Keys.
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C Computer Security Policy X

Defense+ Rules Predefined Policies Alwaws Sandbox Blocked Files
Prokected Files and Folders Protected Registry Kewvs Protected COM Interfaces Trusted Software Yendors

Protected Registry Keys < Add »
=] Automatic Skartup =
Edit. ..
Remove
Groups. ..

¢ hat do these settings do?

(0]4 Cancel

You can import additional registry keys that you wish to protect by clicking the 'Add' button:

Blacked Files
sted Software Vendors

- fdd b Registry Groups 3 Automatic Skarkup

= — Reqgistry Entries. .. COMODO Keys
5 iEvas

Internet Explorer Keys

Remove Impottant Keys

GEroups...

The 'Registry Groups' option allows you to batch select and import predefined groups of important registry keys.
Comodo Internet Security provides a default selection of 'Automatic Startup' (keys), '‘Comodo Keys', 'Internet
Explorer Keys' and 'Important Keys'.

The 'Registry Entries...." option opens the Windows registry editor within the Comodo Internet Security interface
and allow you to select individual keys.

You can add items manually by browsing the registry tree in the right hand pane. Drag & drop specific registry keys
into the 'Selected Items' pane. To add item manually enter its name in the field and press the '+’ button.
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€ Please drag and drop your selection in the "Selected items’ section X

Add new ikem

| +

Existing items Selected items

HKEY_CLASSES_ROOT
HKEY _CURRENT _USER
HKEY_LOCAL_MACHIME
HKEY_USERS

HKEY _CURRENT _CONFIG

3 = R R R

G What do these setkings do? Apply Cancel

The 'Groups..." button allows the user to access the 'My Registry Groups' interface.

€ Registry Groups o x

Reqgistry Groups = add *
=] Aukomatic Startup
—  *5oftwareMicrosoftWindows\ CurrentYersion\ Run®

Edit...

- SofbwarelMicrosoft\WindowsCurrentversioniLoad

—  *aoftwareiMicrosoftiWindows MTYCurrentyersion) Windows*

—  HSOFTWAREWowa432Mode Microsaft Windows MTICurrentyersioniWindows®
- SofowarelMicrosoft\Windows WTYCurrentversiontaEDebug!Debugger

—  *SoftwareMicrosoftWindows MTYCurrentyersion) Terminal Servert Inskall*

¥ SofbwarelMicrosoftWindows NTYCurrentyersionw' O booth*

- *aoftwareiMicrosofEWindows MTYCurrentYersion) WowWi Nonwindowsapph*

—  *aoftwareiMicrosoftiWindows MTYCurrentersion) Wiowlstandard

- #SofbwarelMicrosoftWindows NTYCurrentversion IniFileMapping!*

Rernove

—  *aoftwareiMicrosoftiWwindows MTYCurrenthersion)Winlogon*
M SOFTWAREMicrosaft wWindows! Currentyersiont ShellServiceObjectDelayLoad)*

- ZoftwarelMicrosoft\Windows\CurrentversiontShell Extensions\approved|* L,

Q What do these settings do? Apply Cancel

A
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Registry groups are handy, predefined groupings of important registry keys.
This interface allows you to:
» Create a new registry key Group by clicking the 'Add' button.

« Add keys to your new group by selecting the Registry Group name from the list then clicking 'Add > Select
From > Registry Key...'

+ Add keys to a pre-existing group by selecting its name from the list then clicking 'Add > Select From >
Registry Key...'

- Edit the names of existing registry key Group or individual key by right-clicking and selecting the 'Edit'.

+ Re-assign registry keys to another group by dragging and dropping.

4.5.7 Protected COM Interfaces

Component Object Model (COM) is Microsoft's object-oriented programming model that defines how objects
interact within a single application or between applications - specifying how components work together and inter-
operate. COM is used as the basis for Active X and OLE - two favorite targets of hackers and malicious programs
to launch attacks on your computer. It is a critical part of any security system to restrict processes from accessing
the Component Object Model - in other words, to protect the COM interfaces.

Comodo Internet Security automatically protects COM interfaces against against modification, corruption and
manipulation by malicious processes. The predefined COM Interface groups can be accessed by clicking the
'Groups..." button.

In order to access 'Protected COM Components' Interface, navigate to: Defense+ Tasks > Computer Security
Policy > Protected COM Interfaces.
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C Computer Security Policy X

Defense+ Rules Predefined Palicies Always Sandbo Blacked Files
Prokected Files and Faolders Protected Registry Keys Protected COM Interfaces Trusted Software Yendors
Prokected COM Interfaces - add 3

=l Internet Explorer iindows Shell
Edit...
= Remove
Groups...

=1Windows Management
(=] Pseudo COM Inkerfaces - Privieges

-

¢ what do these settings do? ok Cancel
'

You can import additional COM interfaces that you wish to protect by clicking the 'Add' button.

Hlocked Files
Frware Vendors
]
Add ¥ COM Groups J Internet Explorer windows Shell
= COM Components. . YWindows Management
Miscellaneous Classes
Remove Pseudo COM Interfaces - Privileges
T Pseudo COM Inkerfaces - Important Porks

The 'COM Groups' option allows you to batch select and import predefined COM interfaces.

The 'COM Components...." option allows you to add individual COM components. You can add items manually by
browsing the components in the right hand pane. Drag & drop specific components into the 'Selected ltems' pane.
To add manually add a component' enter its name in the field and press the '+’ button.
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C Please drag and drop your selection in the "Selected items’ section

o~ Bdd new ikem -

. 4

~Exisking items - ~Selected ikems -

AccClientDocigr, AccClientDockgr -
AccClientDocigr, AccClientDockgr, 1
acchickionary, AccDickionary
acchickionary  Acchickionary. 1
ArccessControlEntey
BccessControlLisk -3
accServerDochgr, AccSeryerDocMar
accServerDochMgr, AccServerDocMar. 1 %
ActionBwr. AckionBwr. 1
ActarBwvr, AckarBwr. 1
adbanner.adbanner. 1
A0S

ADCDE, Command

ACCOR Cararaand S

I 2

B-E-B-B-E-E-E-B-E-E-E

~ BB

" - . -

Q What do these settings do? Apply Cancel

To access 'COM Interface Groups'

«  Click on the 'Groups' button.

C COM Interface Groups o x

- -

ZOM Groups < Add 3

=] Internet Explorerwindows Shell
I Shell.Explorer.*

Edit...

- T
InkernetExplorer, Application, G

—  Cutlook, Application, *

L Microsoft, XMLHTTP

=] Windows Managemenkt

I {4991034B-30A1-4291-83B6-3328306B9097)
- {SCEI4C0D-0DC9-4C1F-597C-DAALEBTSCEERC)
— windowsInstaller,*

L IMSIServer

=] Miscellaneous Classes

I {BEO003E3-CS5E-4B48-336C-BCS946FCIBZE}
- {F935DC22-1CFO0-1100-A0DBI-00C04FDSSA0B)
— {0002E012-0000-0000-C000-000000000046} -

" -

G what do these settings do? apply Cancel
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COM groups are handy, predefined groupings of COM interfaces.
This interface allows you to:
« Create a new COM Group by clicking the 'Add' button.

« Add components to your new group by selecting the group name from the list then clicking 'Add > Select
From > COM components...'

- Add keys to a pre-existing COM group by selecting its name from the list then clicking 'Add > Select From
> COM components...'

- Edit the names of existing COM Group or individual component by right-clicking and selecting 'Edit'.

+ Re-assign COM components to another group by dragging and dropping.

4.5.8 Trusted Software Vendors

In Comodo Internet Security, there are two basic methods in which an application can be treated as safe. Either it
has to be part of the ‘Safe List’ (of executables/software that is known to be safe) OR that application has to be
signed by one of the vendors in the 'Trusted Software Vendor List'.

From this point:

- |IF the vendor is on the Trusted Software Vendor List AND the user has enabled 'Trust Applications that are
digitally signed by Trusted Software Vendors' THEN the application will be trusted and allowed to run.

- |IF the vendor is not on the Trusted Software Vendor List OR the user has not enabled 'Trust Applications
that are digitally signed by Trusted Software Vendors' THEN the application will be sandboxed. If the
application in question is an installer then CIS will generate an elevated privilege alert.

Software publishers may be interested to know that they can have their signatures added, free of charge, to the
‘master’ Trusted Software Vendor List that ships to all users with CIS. Details about this can be found at the foot of
this page.

The 'Trusted Software Vendors' area can be opened by navigating to Defense+ Tasks > Computer Security Policy
> Trusted Software Vendors.
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C Computer Security Policy X

Defense+ Rules Predefined Policies Always Sandbox Blocked Files
Prokected Files and Folders Protected Registry Keys Protected COM Interfaces Trusked Software Vendors
Yendors (Signer Mame in the Code Signing Certificate) Defined By - add 2
0823706 B.C, LTD COMODo £
Onfinita s.r |, COMODO SIS
1 mal 1 Software GmbH COMODD
1 und 1 Internet AG COMODO
10inG Inc. COMoDo
11com? desian & media GmbH COMoD0
1234 MicroTechnologies Inc, COMCDD
128 Consulking COMOD0
12Ghosks AG COMODO
12Ghosts Inc. COMODD
15 Million Elephants, L3C COMoD0
1C Company COMODO
1media COMoDo
2 PLAM | TMTTFD COMON0 b
i what do these settings do? o =ancel ),
5

Click here to read background information on digitally signing software

Click here to learn how to Add / Define a user-trusted vendor

Software Vendors — click here to find out about getting your software added to the list

Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to
verify:

i. Content Source: The software they are downloading and are about to install really comes from the
publisher that signed it.

i. Content Integrity: That the software they are downloading and are about to install has not be
modified or corrupted since it was signed.

In short, users benéefit if software is digitally signed because they know who published the software and that the
code hasn't been tampered with - that are are downloading and installing the genuine software.

The 'Vendors' that digitally sign the software to attest to it's probity are the software publishers. These are the
company names you see listed in the first column in the graphic above.

However, companies can't just 'sign’ their own software and expect it to be trusted. This is why each code signing
certificate is counter-signed by an organization called a 'Trusted Certificate Authority'. '‘Comodo CA Limited' and
‘Verisign' are two examples of a Trusted CA's and are authorized to counter-sign 3rd party software. This counter-
signature is critical to the trust process and a Trusted CA only counter-signs a vendor's certificate after it has
conducted detailed checks that the vendor is a legitimate company.
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If a file is signed by a Trusted Software Vendor and the user has enabled 'Trust Applications that are digitally
signed by Trusted Software Vendors' then it will be automatically trusted by Comodo Internet Security (if you would
like to read more about code signing certificates, see http://www.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in
question. For example, the main program executable for Comodo Internet Security is called 'cfp.exe' and has been
digitally signed.

« Browse to the (default) installation directory of Comodo Internet Security.

» Right click on the file cfp.exe.

»  Select 'Properties' from the menu.

- Click the tab 'Digital Signatures (if there is no such tab then the software has not been signed).

This displays the name of the CA that signed the software as shown below:

cfp Properties

| General | Wersion | Compatibiity | Digital Signatures | Summary |

Signature list

M ame of signer: E-mail address: Timestamp

Comoda Security .. Mat available Thursday, July 29, 20,

Dretailz

Click the 'Details' button to view digital signature information. Click 'View Certificate' to inspect the actual code
signing certificate. (see below)
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Certificate

Digital Signature Details

General | Dtails | Certification Path |

Generdl | Advanced |

|» Digital Signature Information
PR . . B
This digital signature is OK. —' Certificate Information

This certificate is intended For the following purpose(s):

Sigrer information ’
+Ensures sofbware came from software publisher
*Protects software From alteration after publication

Marmie: |Com0do Security Solutions, Inc,
E-mail: |Nc-t available
Signing kime: |ThursdayJ July 29, 2010 11:43:03 PM
* Refer to the certification authority's stakement For dekails,

>

\y/

( Wiew Certificate

Issued bo:  Comodo Security Solukions, Ine,

Counkersignatures
Issued by: Comodo Class 3 Code Signing 2009-2 CA
Marie of sigrer: E-mail address: Timestamp
COMODO Time 5., Mok available Thursday, July 29, =...

¥alid from 3/2/2010 to 3/3/2011

[Install Certificate...] [Issuer Statemant l

It should be noted that the example above is a special case in that Comodo, as creator of 'cfp.exe’, is both the
signer of the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the
vast majority of cases, the signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are
different. See this example for more details.

Adding and Defining a User-Trusted Vendor
A software vendor can be added to the local 'Trusted Software Vendors' list in two ways:
« By reading the vendor's signature from an executable file on your local drive

- By reading the vendor's signature from an running process

Blocked Files |

woftware Yendors

Add r Read From a signed executable. .,

Read From a running process, .,

Rermove

Click the add button on the right hand side and select 'Read from a signed executable...'. Browse to the location of
the executable your local drive. In the example below, we are adding the executable "YahooMessenger.exe'.
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Look jr: | I Messzenger V| @ ? i v
(& e _v3zr.di = fahooMessenger: | ypagerps.di
ﬁ L“l‘ﬂ libexpat. d L“lﬂ walerbcentert., dil L‘l‘ﬂ WPluginFegistry . dll
ty Fecent [ogin L“}] ¥ PFoundation. dll L‘}] s, dll
Documents | modules Lf'-ﬂ YCPSSL.dI L"ﬂ wiweupl.dl

— L“}‘r_:] nspr.dll L“}] YHTTP.AI L‘}] wieyiar, di

| £ % Phatoshare.di % ¥Image.di
Dieskiop Pluginkey_pub.pem L“}] ¥IniCom, dll

ARGl A ylng.di
; LJ:"’.] rrmc_audio.dll LJ:"’.] wrndm_audio, dil
J rmc_video.dll 3 wndm_video, dll
=] sh ) vl dil
My Documents =sh ) ymsdl.
S3onwse ) ymsglite. dl
QZ! L“lﬂ wacscom. dil E\"msgr_tra':.-'
= %) yacsui.di %) vragerChecker. di
by Computer
s [
Q File name: |YahDDMessenger b | I Open ]
My Metwork  Files of type: |l Files [ v| | Cancel |

After clicking 'Open’', Comodo Internet Security checks that the .exe file is signed by the vendor and counter-signed
by a Trusted CA. If so, the vendor (software signer) is added to the Trusted Vendor list (TVL):

€ Computer Security Policy L

Digital Signature Details

 —— Computer Security Policy | Predefined Polices Abways Sandooe Blocked Files
General | Advanced | Protacted Files andFolders | ProtectedRegstry Keys | Protected COMInterfaces | Trusted Saftware Yendors
=1, Digital Signature Information vendars (Signer Name inthe Code Signing Certificate) Defined By 3 add  »
This digital signature is CK, Farka Software COMO00
rcead Software Inc, COMOD0 Banovs
vanCare Saftware COMODO
Signes infarmation e Softrare Qo000
¥fire COMODO
Mame: |\f'ahc|c|! Inc, b Corporation COMODO
Zebra Technolagies COMODO
E-rnail: |Not available ashampao Gmb & Co, KG COMODD
Fios Softeare GmbH COMOD0
Signing time: [Tuesday, June 01, 2010 10:47MFM GotPDN LLC o000
#Eye Digital Security COMODD
|_view Certicsm,_| = :
UEBEEER tspring Sakatians, Inc. COMOD0
iy bechnolagies, LLC COMODO
Countersignatures ™ » Ve b it
COMOD0 e
Mame of sigrer: E-mail address: Timestamp LISER i
YeriSign Time St... Mot available Tuesday, June 01, 2... —
Ok Cancal
=t il
In the example above, Comodo Internet Security was able to verify and trust the vendor signature on
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YahooMessenger.exe because it had been counter-signed by the trusted CA 'Verisign'. The software signer "Yahoo!
Inc' is now a Trusted Software Vendor and is added to the list. All future software that is signed by the vendor
"Yahoo! Inc' is automatically added to the Comodo Trusted Vendor list UNLESS you change this setting in
Defense+ Settings > General Settings.

Comodo Internet Security also allows you to add a trusted vendor by selecting from processes that are currently
running on your PC. To do this, click the 'Add..." button and select 'Read from a running process..."

Application PID -
—  [Flemdagent.exe 109z
- [Fsvchost.exe 1132
- [svchost.exe 1308
—  [Fsvchost.exe 1400
—  [Fspoolsy.exe 1492
- []mDnMSResponder . exe 1756
- '-.-'MwareService.exe 1828
— [Fala.exe g9z
L [Fvahooalservice. exe 2800
L [Flsass.exe 736
= :i explarer  exe 1064 =
() MwareTray exe 192
'-.-'Mwarel.lser.exe 204
(@ cfp.exe 753
-ﬁmsmsgs.exe 8a0
L ) Opera.exe 4076
-
&y 'hat do these settings do? Select Cancel

Select the signed executable that you want to trust and click the 'Select' button. Comodo Internet Security performs
the same certificate check as described above.

If Comodo Internet Security cannot verify that the software certificate is signed by a Trusted CA then it does not
add the software vendor to the list of 'My Trusted Vendors' . In this case, you can see the following error message.

COMODQ Internet Security Premium b_(l

1 } The file does nok seem to be a valid signed execukable,

Note: The 'My Trusted Software Vendors' list displays two types of software vendors:

» User defined trusted software vendors - As the name suggests, these are added by the user via one of
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the two methods outlined earlier. These vendors can be removed by the user by selecting and clicking the
'Remove' button.

- Comodo defined trusted software vendors - These are the vendors that Comodo, in it's capacity as a
Trusted CA, has independently validated as a legitimate company. Comodo certified vendors are hard
coded into CIS and cannot be removed by the user.

The Trusted Vendor Program for Software Developers

Software vendors can have their software added to the default Trusted Vendor List that is shipped with Comodo
Internet Security. This service is free of cost and is also open to vendors that have used code signing certificates
from any Certificate Authority. Upon adding the software to the Trusted Vendor list, CIS automatically trusts the
software and does not generate any warnings or alerts on installation or use of the software.

The vendors have to apply for inclusion in the Trusted Vendors list through the sign-up form at
http://internetsecurity.comodo.com/trustedvendor/signup.php and make sure that the software can be downloaded
by our technicians. Our technicians check whether:

« The software is signed with a valid code signing certificate from a trusted CA;
« The software does not contain any threats that harm a user's PC;

before adding it to the default Trusted Vendor list of the next release of CIS.

More details are available at http://internetsecurity.comodo.com/trustedvendor/overview.php.

4.6 View Active Process List

The Active Process List interface displays all currently active processes that are running on your PC and the
parent application of those processes. By tracing an application's parent process, Defense+ can detect whether a
non-trusted application is attempting to spawn an already trusted application and thus deny access rights for that
trusted application. This system provides the very highest protection against Trojans, malware and rootkits that try
to use trusted software to launch an attack.

To view Active Process list
1. Navigate to Defense+ > Active Process List.
Column Descriptions
- Application - Displays the names of the applications which are currently running on your PC.
« PID - Process Identification Number.
« Company - Displays the name of the software developer
« User Name - The name of the user that started the process
- Sandbox Level — Displays the level of sandox setting selected for the program

» Verdict — Displays whether the application is trusted or not.
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C Active Process List

Application PIC | Comparry ser Mame Sandbox Level | Werdict -
- ﬁc:'l,F'r... 1... COMODO MT AUTHORI,,. Disabled Trusked
—;IEC:'I."-"'-"--- 1... Microsoft Corporation MT AIJTHORI. .. Disabled Trusted

L EC 1... Microsoft Corporation MT AUTHORI,,. Disabled Trusked
- EC:'I,W... 1... Microsaft Corporation MT AUTHORI, .. Disabled Trusked
- EC:'I,'-.-'-.-'... 1... Microsoft Corporation MT AIUTHORI. .. Disabled Trusted
- ﬁc:xw... 1... Microsaft Corporation MT AUTHORI,,. Disabled Trusked
- EC:'I,F'r... 1... Apple Inc, MT AUTHORI, .. Disabled Trusted[Inst, ..

- C:'I,F‘r... 180 Whware, Inc, MT AIUTHORIL .. Disabled Trusted
L ﬁc:xw... 268 Microsaft Corporation MT AUTHORI,,. Disabled Trusked
L EC:'I,'-.-'-.-'IND... 728 Microsoft Corporation MT AIJTHORI. .. Disabled Trusted

=l .j CWIRDOW S explar,.. 1., Microsoft Corporation ADMIN-CD9,,, Disabled Trusked £
C:'I,F‘rn:ngram Filest... 1... YMware, Inc, ADMIMN-CD9,,, Disabled Trusted
C:'I,F‘n:ngram Filesh... 1... WMware, Inc. ADMIM-CD9,,, Disabled Trusted
| GC:'I,F‘r::ugram Filest... 1... COMODO ADMIN-CD9,,, Disabled Trusked
L l,i;';lll:::'l,F'ru:n;wam F... 940 Opera Software ADMIM-CD9... Unkrusted Trusted

-

& What do these settings do? Close
P

Right click on any process to:
- Show full path: Displays the location on your location of the the executable in addition to it's name.
+ Show Sandboxed Only: Displays the details of the sandboxed programs only.
« Terminate: Shuts down the currently selected process.

- Terminate & Block: Shuts down the currently selected process and places the executable into the
Blocked Files section of Defense+.

+ Add to Trusted Files: The selected program is added to Trusted Files list.

« Online Lookup: The selected program is compared with the Comodo database of programs and results
declared whether it is safe or not.

- Submit: The selected application will be sent to Comodo for analysis.

4.7 Run a Program in the Sandbox

Comodo Internet Security allows you to run programs inside the Sandbox on a 'one-off' basis. This is helpful to test
the behavior of new executables that you have downloaded or for applications that you are not sure that you trust.
Adding a program in this way means that it will run in the Sandbox this time only. On subsequent executions it will
not run in the sandbox (presuming it passes the sandboxing process). If you wish to run an application in the
sandbox on a long-term/permanent basis then use the Always Sandbox interface.
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To run an application in the Sandbox

1. Click the 'Run a Program in the Sandbox' link in the Defense+ interface. The following dialog will open:

€ Run aProgram in the Sandbox x

Program path (&.q. notepad. exe):

Select. ..

& what do these settings do? Cancel RUNAs b

2. Click 'Select' to choose the program to be executed in the sandbox.

Select the application

Laak in; | I~ Opera V| O F 2 B
Ty Ihclasses 3DperadeFE~
\_\b I defaulks | %] oUniansi,di
My Recent @prngram r'}plugin-ignu:ure
Documents | |[C5)skin ~Bsearch
= st';.fles ~Hspelicheck
| L8 c3nfarri. el | %] spelicheck. di
Desktop chartables b umlentities
“dislog

i english.lng
J _}Fastfurward

i htrml40_entities. dtd

License
|'§J Ingrode
'g! 4D Opera
e %] Opera.di
ty Computer
g File name: |I:I|:|era hd | [ Open ]
MyMNetwork | Filesof type: | AlFiles [27) v| [ Cancel |

3. Browse to the application and click 'Open’. In the example above, opera.exe is chosen.

C Run a Program in the Sandbox

Program path (e.g. notepad, exel:

C:\Program Filest OperalOpera, exe Select. ..

& Wwhat do these seftings do?

Cancel Runm sk nkrusked

Restricked
Lirnited
Partially Limited
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4. Click 'Run As' and select the restriction level you want to apply to the program from the menu.

+ Untrusted - The application is not allowed to access any of the Operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with very limited access
rights.

Note: Some of the applications that require user interaction may not work properly under this setting.

» Restricted - The application is allowed to access very few operating system resources. The application is
not allowed to execute more than 10 processes at a time and is run with very limited access rights.

Note: Some of the applications like computer games may not work properly under this setting.

- Limited - Only selected operating system resources can be accessed by the application. The application is
not allowed to execute more than 10 processes at a time and is run with out Administrator account
privileges.

- Partially Limited - The application is allowed to access all the Operating system files and resources like
clipboard. Modification of protected files/registry keys is not allowed. Privileged operations like loading
drivers or debugging other applications are also not allowed.

The program is executed within the sandbox with the access restriction level that you selected. It will run in the
Sandbox on this occasion only.

4.8 Defense+ Settings

The Defense+ component of Comodo Internet Security is a host intrusion prevention system that constantly
monitors the activities of all executable files on your PC. With Defense+ activated, the user is warned EVERY time
an unknown application executable (.exe, .dl11, .sys, .bat etc) attempts to run. The only executables
that are allowed to run are the ones you give permission to. An application can be given such permission to run in a
variety of ways including; manually granting them execution rights in Computer Security Policy; by deciding to treat
the executable as trusted at a Defense+ alert or simply because the application is on the Comodo safe list.
Defense+ also automatically protects system-critical files and folders such as registry entries to prevent
unauthorized modification. Such protection adds another layer of defense to Comodo Internet Security by
preventing malware from ever running and by preventing any processes from making changes to vital system files.

Note for beginners: This page often refers to 'executables' (or 'executable files'). An 'executable' is a file that can
instruct your computer to perform a task or function. Every program, application and device you run on your
computer requires an executable file of some kind to start it. The most recognizable type of executable file is the
"exe' file. (e.g., when you start Microsoft Word, the executable file 'winword.exe' instructs your computer to start
and run the Word application). Other types of executable files include those with extensions .cpl .dll, .drv, .inf,
.ocx, .pf, .scr, .sys.

Unfortunately, not all executables can be trusted. Some executables, broadly categorized as malware, can
instruct your computer to delete valuable data; steal your identity; corrupt system files; give control of your PC to a
hacker and much more. You may also have heard these referred to as Trojans, scripts and worms. Worse still,
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these programs are explicitly designed to run without you knowing about them. Defense+ is designed to make
sure you DO know about them by blocking all unknown executables and alerting you whenever they try to run.

The Defense+ Settings area allows you to quickly configure the security level and behavior of Defense+ during
operation. This settings area can be accessed in the 'Defense+' interface and, more immediately, by clicking on
security level setting that is displayed (e.g. Safe Mode) in the Summary Screen (shown below).

Defensze+ & safe Mode
Defense+ haz blocked 41 intruzion(z] 20 far

|

unrecoghnized file(z] obzerved ¢ will be treated az Partially Limited

(L

application|z] currently running in the Sandbox

These settings can be done using the tabs listed below.

+  General Settings tab

«  Execution Control Settings tab
« Sandbox Settings tab

+  Monitoring Settings tab

4.8.1 General Settings

Slider Options

Comodo Internet Security allows you to customize the behavior of Defense+ by adjusting a Security Level slider to
switch between preset security levels.

The choices available are: Paranoid Mode, Safe Mode, Clean PC Mode, Training Mode and Disabled. The
setting you choose here are also to be displayed on the CIS summary screen.
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C Defense+ Settings x

General Settings | Execution Control Settings | Sandbox Settings | Monitoring Settings

Defense+ Security Level

Paranoid Mode . o .
- Computer security palicy is applied

- Every action of safe executable files is learned
Safe Mode - Ewery action of unknown executable files is alerted to
the user
Clean PC Mode

Training Mode

Disabled
Keep an alert on the screen For (seconds): | 120

[C] Black all unknown requests iF service isn't running
[[] Deactivate the Defense+ permanently (Requires a system restart)

[[] Create rules for safe applications

t;' YWhat do these settings do? Ik Cancel

- Paranoid Mode: This is the highest security level setting and means that Defense+ monitors and controls
all executable files apart from those that you have deemed safe. Comodo Internet Security does not
attempt to learn the behavior of any applications - even those applications on the Comodo safe list and
only uses your configuration settings to filter critical system activity. Similarly, the Comodo Internet Security
does automatically create 'Allow' rules for any executables - although you still have the option to treat an
application as 'Trusted' at the Defense+ alert. Choosing this option generates the most amount of
Defense+ alerts and is recommended for advanced users that require complete awareness of activity on
their system.

- Safe Mode: While monitoring critical system activity, Defense+ automatically learns the activity of
executables and applications certified as 'Safe' by Comodo. It also automatically creates 'Allow' rules these
activities, if the checkbox 'Create rules for safe applications' is selected. For non-certified, unknown,
applications, you will receive an alert whenever that application attempts to run. Should you choose, you
can add that new application to the safe list by choosing "Treat this application as a Trusted Application' at
the alert. This instructs the Defense+ not to generate an alert the next time it runs. If your machine is not
new or known to be free of malware and other threats as in 'Clean PC Mode' then 'Safe Mode' is
recommended setting for most users - combining the highest levels of security with an easy-to-manage
number of Defense+ alerts.
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« Clean PC Mode: From the time you set the slider to 'Clean PC Mode', Defense+ learns the activities of the
applications currently installed on the computer while all new executables introduced to the system are
monitored and controlled. This patent-pending mode of operation is the recommended option on a new
computer or one that the user knows to be clean of malware and other threats. From this point onwards
Defense+ alerts the user whenever a new, unrecognized application is being installed. In this mode, the
files in 'My Pending Files' are excluded from being considered as clean and are monitored and controlled.

- Training Mode: Defense+ monitors and learn the activity of any and all executables and create automatic
'Allow' rules until the security level is adjusted. You do not receive any Defense+ alerts in "Training Mode'. If
you choose the 'Training Mode' setting, we advise that you are 100% sure that all applications and
executables installed on your computer are safe to run.

Tip: This mode can be used as the “Gaming Mode”. It is handy to use this setting temporarily when you are
running an (unknown but trusted) application or Games for the first time. This suppresses all Defense+ alerts
while Comodo Internet Security learns the components of the application that need to run on your machine and
automatically create 'Allow’ rules for them. Afterwards, you can switch back to 'Train with Safe Mode' mode).

- Disabled: Disables Defense+ protection. All executables and applications are allowed to run irrespective of
your configuration settings. Comodo strongly advise against this setting unless you are confident that you
have an alternative intrusion defense system installed on your computer.

Checkbox Options

- Keep an alert on screen for maximum (n) seconds - Determines how long Comodo Internet Security
shows a Defense+ alert without any user intervention. By default, the timeout is set at 120 seconds. You
may adjust this setting to your own preference.

- Block all unknown requests if the application is closed - Checking this box blocks all unknown
requests (those not included in your Computer Security Policy) if Comodo Internet Security is not
running/has been shut down.

- Deactivate Defense+ permanently (Requires a system restart) - Shuts down the Defense+ Host
Intrusion element of Comodo Internet Security PERMANENTLY. The firewall and antivirus are not affected
and continues to protect your computer even if you deactivate Defense+. Comodo does not recommend
users close Defense+ unless they are sure they have alternative Intrusion Prevention Systems installed.

- Create rules for safe applications - Automatically creates rules for safe applications in Computer Security
Policy.

Note: Defense+ trusts the applications if:

«  The application/file is included in the Trusted Files list

« The application is from a vendor included in the Trusted Software Vendors list.

- The application is included in the extensive and constantly updated Comodo safelist.

By default, CIS does not automatically create ‘allow’ rules for safe applications. This helps saving the resource
usage, simplifies the rules interface by reducing the number of 'Allowed' rules in it, reduces the number of pop-up
alerts and is beneficial to beginners who find difficulties in setting up the rules.

Enabling this checkbox instructs CIS to begin learning the behavior of safe applications so that it can automatically
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generate the 'Allow' rules. These rules are listed in the Computer Security Policy interface. The Advanced users
can edit / modify the rules as they wish.

Background Note: Prior to version 4.x , CIS would automatically add an allow rule for ‘safe’ files to the rules
interface. This allowed advanced users to have granular control over rules but could also lead to a cluttered rules
interface. The constant addition of these ‘allow’ rules and the corresponding requirement to learn the behavior of
applications that are already considered ‘safe’ also took a toll on system resources. In version 4.x, ‘allow’ rules for
applications considered ‘safe’ are not automatically created — simplifying the rules interface and cutting resource
overhead with no loss in security. Advanced users can re-enable this setting if they require the ability to edit rules
for safe applications (or, informally, if they preferred the way rules were created in CIS version 3.x)

4.8.2 Execution Control Settings

Image Execution Control is an integral part of the Defense+ engine. If your Defense+ Security Level is set to
Training Mode' or 'Clean PC Mode', then it is responsible for authenticating every executable image that is loaded
into the memory.

Comodo Internet Security calculates the hash of an executable at the point it attempts to load into memory. It then
compares this hash with the list of known / recognized applications that are on the Comodo safe list. If the hash
matches the one on record for the executable, then the application is safe. If no matching hash is found on the
safelist, then the executable is 'unrecognized' and you receive an alert.

This area allows you to quickly determine how proactive the monitor should be and which types of files it should
check.

Background note: In this context, an 'image' means an 'Executable Image'. An executable image is a variation
on file compression, such as ZIP or RAR files. For example, most program installers are contained in executable

images.

Image Execution Control Level Slider

The control slider in the Settings interface allows you to switch the Image Execution settings between Enabled and
Disabled states. The Image Execution Control is disabled irrespective of the settings in this slider, if Defense+ is
permanently deactivated in the General Settings from the Defense+ Settings interface.

- Enabled - This setting instructs Defense+ to intercept the all the files before they are loaded into memory
and also Intercepts prefetching/caching attempts for the executable files.

- Disabled - No execution control is applied to the executable files.
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€ Defense+ Settings x

izeneral Settings | Execution Control Settings | Sandbox Settings | Manitoring Settings |

Image Execution Control Level

Enabled - Intercepks the executable files before being loaded into the
FAEMOLY
Disabled
[ Treat unrecognized Files as | Parkially Limited -

[ Do hewristic cormmand-line analysis For certain applications

[ Perform cloud based behavior analysis of unrecognized Files

[ sutomatically scan unrecognized Files in the doud

[ Detect shellcode injections (.2, Buffer overflow protection) Exclusions

i )
& What do these settings dao ok Cancel

Check Boxes

Treat unrecognized files as — This has five options and the unrecognized files will be run as per the option
selected.

[ Treat unrecognized files as | Partially Limited -
Partially Limited

Lirnited

[+ Do hewristic command-line anallRestricted s
Untrusked
EBlocked

- Partially Limited - The application is allowed to access all the Operating system files and resources like
clipboard. Modification of protected files/registry keys is not allowed. Privileged operations like loading
drivers or debugging other applications are also not allowed.

- Limited - Only selected operating system resources can be accessed by the application. The application is
not allowed to execute more than 10 processes at a time and is run with out Administrator account
privileges.

- Restricted - The application is allowed to access very few operating system resources. The application is
not allowed to execute more than 10 processes at a time and is run with very limited access rights.
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Note: Some of the applications like computer games may not work properly under this setting.

- Untrusted - The application is not allowed to access any of the Operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with very limited access
rights.

Note: Some of the applications that require user interaction may not work properly under this setting.

« Blocked — The application is not allowed to run at all.

Do heuristic command-line analysis for certain applications - Selecting this option instructs Comodo Internet
Security to perform heuristic analysis of programs that are capable of executing code such as visual basic scripts
and java applications. Example programs that are affected by enabling this option are wscript.exe, cmd.exe,
java.exe and javaw.exe. For example, the program wscipt.exe can be made to execute visual basic scripts (.vbs file
extension) via a command similar to “wscipt.exe c:\tests\test.vbs”. If this option is selected, CIS detects
c:\tests\test.vbs from the command-line and applies all security checks based on this file. If test.vbs attempts to
connect to the internet, for example, the alert will state ‘test.vbs’ is attempting to connect to the internet.

COMODO Firewall Alert

Application:  test.wvbs

% Remoke: 91.199.212.176 - TCP

Port: httpia0)

Security Considerations

|zakrest, vbs could not be recognized and it is about to connect
the Inkernet, I it is one of vour everyday applications, wou can
allovw this request,

[] remember my answer Maore Options | »
'\ )
i@ How should T answer? W Allow \&) Black

If this option is disabled, the alert would only state “wscript.exe’ is trying to connect to the Internet’.

Background note: ‘Heuristics’ describes the method of analyzing a file to ascertain whether it contains codes
typical of a virus. Heuristics is about detecting virus-like behavior or attributes rather than looking for a precise
virus signature that matches a signature on the virus blacklist. This helps to identify previously unknown (new)
viruses.
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Perform cloud based behavior analysis of unrecognized files — When checked, any file that is marked as
unrecognized and is sent to the Comodo Instant Malware Analysis (CIMA) server for behavior analysis. Each file is
executed in a virtual environment on Comodo servers and tested to determine whether it contains any malicious
code. The results will be sent back to your computer in around 15 minutes. Comodo recommends users leave this
setting enabled.

More details. The behavior analysis system is a cloud based service that is used to help determine whether an
unknown file is safe or malicious. Once submitted to the system, the unknown executable will be automatically run
in a virtual environment and all activities, host state changes and network activity will be recorded. The list of
behaviors recorded during this analysis can include information about processes spawned, files and registry keys
modified, network activity, and other changes. If these behaviors are found to be malicious then the signature of the
executable is automatically added to the antivirus black list. If no malicious behavior is recorded then the file is
placed into 'Unrecognized Files' (for execution within the sandbox) and will be submitted to our technicians for
further checks. The behavior analysis system takes around 15 minutes to report its results back to CIS. If the
executable is deemed a threat then it will be automatically quarantined or deleted. This threat report is also used to
update the global black list databases and therefore benefit all CIS users.

Automatically scan unrecognized files in the cloud — Selecting this option will automatically submit
unrecognized files to our File Lookup Server to check whether or not they are on the master Comodo white list or
black-list (White list = files that are known to be safe. Black list = files that are known to be malware) and the files
are rated accordingly. The important features of the cloud based scanning are:

« Cloud based Whitelisting: Safe files and trusted vendors and trusted publishers can be easily identified;

- Cloud based Anti virus: Malicious files can be detected even if the users do not have an up-to-date local
antivirus database or a local antivirus database at all;

« Cloud Based Behaviour Analysis: Zero-day malware can be instantly detected by Comodo’s cloud based
behavior analysis system, CIMA.

The cloud scanning, complemented by automatic sandboxing and application isolation technologies, is very
extremely fast and powerful in preventing PC infection even without a traditional antivirus signature database while
keeping the user interaction at minimal levels.

Comodo recommends users leave this setting enabled.

Detect Shellcode injections (i.e. Buffer overflow protection) - Enabling this setting turns-on the Buffer over flow
protection.

A buffer overflow is an anomalous condition where a process/executable attempts to store data beyond the
boundaries of a fixed-length buffer. The result is that the extra data overwrites adjacent memory locations. The
overwritten data may include other buffers, variables and program flow data and may cause a process to crash or
produce incorrect results. They can be triggered by inputs specifically designed to execute malicious code or to
make the program operate in an unintended way. As such, buffer overflows cause many software vulnerabilities
and form the basis of many exploits.

Turning-on buffer overflow protection instructs the Comodo Internet Security to raise pop-up alerts in every event of
a possible buffer overflow attack. You can allow or deny the requested activity raised by the process under
execution depending on the reliability of the software and its vendor. Click here for more details on the alerts.

Comodo recommends that this setting to be maintained selected always.

272

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.



cCOMODO

Creating Trust Online www.comodo.com

To exclude some of the file types from being monitored under Detect Shellcode injections.

1. Click on the 'Exclusions' button.

_

Exclusions Add L4 File Groups 4 Executables
There are no items ko show, Rurining Processes. .. Al Applications
Remaove
Browse... Important Files/Folders
Purge ‘Wwindows Updater Applications

‘Windows System Applications
Temporary Files

COMODO Files{Folders
COMODD Inkernet Security
Startup Folders

windows Management

3rd Party Protocol Drivers

a what do these settings do? Apply Cancel
A

2. Click 'Add' to include file groups or processes to the Exclusions list. Click here for an outline of the options
available when adding file types.

3. Click 'Remove' to remove selected entries from the exclusions list

4. Click 'Purge' to remove invalid entries (programs that are not present or uninstalled from your computer)
automatically.

Note: These settings are recommended for advanced users only.

5. Click 'Apply' to implement your settings.

4.8.3 Sandbox Settings

The Sandbox Settings area allows you to configure the security level and the overall behavior of the sandbox. To
access the Sandbox Settings interface, click ‘Defense + Settings’ then select the ‘Sandbox Settings’ tab. If you
would like some background information on the sandbox before changing these settings then please see section
4.1 - The Sandbox -An Introduction.
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C Defense+ Settings X

| izeneral Settings || Execution Contral Settings | Sandbox Settings | Manitaring Settings|

sandbox Security Level

Erabled - The Sandbax is enabled and applies the prescribed
security restrictions bo the running processes
- If Defense+ is deactivated permanently, this option will
have no effect

Disabled
[ Enable File system virtualizakion
[#] Enable registry virtualization
[#] sutomatically detect installzrsfupdaters and run thern outside the Sandbox
[ sutomatically trust files Fram trusted installers

[#] show notifications For automatically sandboxed processes

& Wwhat do these settings do?

Ik Cancel

Sandbox Security Level Slider

The Security Level slider in the Settings interface allows you to switch the Sandbox between Enabled and
Disabled states. The programs included in the Sandbox is executed with the set restrictions only if the Sandbox is
in Enabled state. If disabled, the programs is run normally without any restrictions. The Sandbox is disabled
irrespective of the settings in this slider, if Defense+ is permanently deactivated in the General Settings from the
Defense+ Settings interface.

Check Boxes

Enable file system virtualization - The sandboxed applications are not permitted to modify the files in your 'real’
file system. Enabling file system virtualization instructs the Sandbox to create a virtual file system in your system.
The sandboxed applications write any data only into the created virtual file system, instead of affecting and
potentially causing damage to your real file system. If you disable this option, the sandboxed applications may not
function correctly because they are not able to create the entries that they need too.

Note for advanced users: The virtual file system is created inside the Sandbox working folder (e.g. c:\sandbox\)
to execute the applications within this file system.

If you disable this option here, the virtual file system is not created even if you have enabled file system
virtualization for individual applications within the Sandbox.

274

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

Enable registry virtualization -The sandboxed applications are not permitted to access and modify the entries in
your 'real' Window's Registry hives. Enabling registry virtualization instructs the Sandbox to create a virtual registry
hive in your system. The sandboxed applications write any entries pertaining to them only into the created registry
hive, instead of affecting and potentially causing damage to your real registry hives. If you disable this option, the
sandboxed applications may not function correctly because they are not able to create the entries that they need
too.

Note for advanced users: The virtual registry hive is created as

HKEY_LOCAL_MACHINE\SYSTEM\Sandbox\ ... for the sandboxed applications to write their registry values. If
you disable this option here, the virtual registry hive is not created even if you have enabled registry virtualization
for individual applications within the Sandbox.

The table below explains the precedence of the file system virtualization and registry virtualization settings made
through this interface and those through Computer Security Policy > Always Sandbox > Add > Always Sandbox >

Advanced Settings.

. Always Sandbox > Advanced Is the setting enabled for the
Sandbox Settings . ien .
Settings specific application?
Yes Yes Yes
Yes No No
No Yes No
No No No

Automatically detect the installers / updaters and run them outside the Sandbox - On execution of an
Installer or an Updater, the application is run outside the Sandbox. Select this option only if you are going to run
installers / updaters from trusted vendors.

Automatically trust the files from the trusted installers - Files that are generated by trusted installers are also
trusted. This means that they will not be sandboxed.

Show notifications for automatically sandboxed processes - By default, CIS will display an alert whenever it
runs an unknown application in the sandbox. Use this control to enable or disable these alerts.

Click 'OK" for your settings to take effect.

COMODD Internet Security Alert

u Application Isclated

m|  Copycak.exe is an unrecognized file and has been
sandboxed as Partially Limited

[C] Hide these alerts Don'k isolate it again
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Additional information:
- See 'Sandbox Alerts' for a explanation of the options available at a Sandbox alert

» See 'Unknown Files: The Sand-boxing and Scanning Processes' to understand the decision making
process behind why CIS chooses to sandbox certain applications.

4.8.4 Monitoring Settings

The 'Monitoring Settings' tab allows you configure which activities, entities and objects should monitored by
Defense+.

Note: The settings you choose here are universally applied.

« If you disable monitoring of an activity, entity or object using this interface it completely switches off
monitoring of that activity on a global basis - effectively creating a universal 'Allow’ rule for that activity .
This 'Allow' setting over-rules any policy specific 'Block’ or 'Ask’ setting for that activity that you may have
selected using the 'Access Rights' and 'Protection Settings' interface.

C Defense+ Settings X

| zeneral Settings | Execution Cantrol Settings | Sandbox Settings | Manitaring Settings

~dckivities Ta Monitar -
[ Interprocess Memary Accesses [ Processes' Termination
[ wWindowes'WinEvent Hooks [ Window Messages
[ Device Driver Installations [ DMNS/RPC Client Service

~Ohjects To Monitor Against Modifications -
[ Protected COM Interfaces [ Protected Registry Kews [ Protected Files/Folders

~Objecks To Monitor Against Direck Access -

[ Pheysical Memory [ Camputer Monitar [+ Disks [ Kewvboard

& what do these settings do?

Ik Cancel

Activities To Monitor:

» Interprocess Memory Access - Malware programs use memory space modification to inject malicious
code for numerous types of attacks, including recording your keyboard strokes; modifying the behavior of
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the invaded application; stealing confidential data by sending confidential information from one process to
another process etc. One of the most serious aspects of memory-space breaches is the ability of the
offending malware to take the identity of the invaded process, or 'impersonate' the application under attack.
This makes life harder for traditional virus scanning software and intrusion-detection systems. Leave this
box checked and Defense+ alerts you when an application attempts to modify the memory space allocated
to another application.

*  Windows/WinEvent Hooks - In the Microsoft Windows® operating system, a hook is a mechanism by
which a function can intercept events (messages, mouse actions, keystrokes) before they reach an
application. The function can act on events and, in some cases, modify or discard them. Originally
developed to allow legitimate software developers to develop more powerful and useful applications, hooks
have also been exploited by hackers to create more powerful malware. Examples include malware that can
record every stroke on your keyboard; record your mouse movements; monitor and modify all messages
on your computer; take over control of your mouse and keyboard to remotely administer your computer.
Leaving this box checked means that you are warned every time a hook is executed by an untrusted
application.

» Device Driver Installations - Device drivers are small programs that allow applications and/or operating
systems to interact with a hardware device on your computer. Hardware devices include your disk drives,
graphics card, wireless and LAN network cards, CPU, mouse, USB devices, monitor, DVD player efc..
Even the installation of a perfectly well-intentioned device driver can lead to system instability if it conflicts
with other drivers on your system. The installation of a malicious driver could, obviously, cause irreparable
damage to your computer or even pass control of that device to a hacker. Leaving this box checked means
Defense+ alerts you every time a device driver is installed on your machine by an untrusted application.

» Processes' Terminations - A process is a running instance of a program. (for example, the Comodo
Internet Security process is called 'cfp.exe'. Press 'Ctrl+Alt+Delete’ and click on 'Processes' to see the full
list that are running on your system). Terminating a process, obviously, terminates the program. Viruses
and Trojan horses often try to shut down the processes of any security software you have been running in
order to bypass it. With this setting enabled, Defense+ monitors and alerts you to all attempts by an
untrusted application to close down another application.

+  Windows Messages - This setting means Comodo Internet Security monitors and detects if one
application attempts to send special Windows Messages to modify the behavior of another application (e.g.
by using the WM_PASTE command).

- DNS Client Service - This setting alerts you if an application attempts to access the 'Windows DNS
service' - possibly in order to launch a DNS recursion attack. A DNS recursion attack is a type of
Distributed Denial of Service attack whereby an malicious entity sends several thousand spoofed requests
to a DNS server. The requests are spoofed in that they appear to come from the target or 'victim' server but
in fact come from different sources - often a network of 'zombie' pc's which are sending out these requests
without the owners knowledge. The DNS servers are tricked into sending all their replies to the victim
server - overwhelming it with requests and causing it to crash. Leaving this setting enabled prevents
malware from using the DNS Client Service to launch such an attack.

Background Note: DNS stands for Domain Name System. It is the part of the Internet infrastructure that
translates a familiar domain name, such as 'example.com' to an IP address like 123.456.789.04. This is essential
because the Internet routes messages to their destinations on the basis of this destination IP address, not the
domain name. Whenever you type a domain name, your Internet browser contacts a DNS server and makes a
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'DNS Query'. In simplistic terms, this query is 'What is the IP address of example.com?'. Once the IP address has
been located, the DNS server replies to your computer, telling it to connect to the IP in question.

Objects To Monitor Against Modifications:
+ Protected COM Interfaces enables monitoring of COM interfaces you specified here.
- Protected Registry Keys enables monitoring of Registry keys you specified here.
» Protected Files/Folders enables monitoring of files and folders you specified here.
Objects To Monitor Against Direct Access:

Determines whether or not Comodo Internet Security should monitor access to system critical objects on your
computer.. Using direct access methods, malicious applications can obtain data from a storage devices, modify or
infect other executable software, record keystrokes and more. Comodo advises the average user to leave these
settings enabled:

- Physical Memory: Monitors your computer's memory for direct access by an applications and processes.
Malicious programs attempt to access physical memory to run a wide range of exploits - the most famous
being the 'Buffer Overflow' exploit. Buffer overruns occur when an interface designed to store a certain
amount of data at a specific address in memory allows a malicious process to supply too much data to that
address., This overwrites its internal structures and can be used by malware to force the system to execute
its code.

- Computer Monitor: Comodo Internet Security raises an alert every time a process tries to directly access
your computer monitor. Although legitimate applications sometimes require this access, there is also an
emerging category of spyware-programs that use such access to monitor users' activities. (for example, to
take screen shots of your current desktop; to record your browsing activities etc)

- Disks: Monitors your local disk drives for direct access by running processes. This helps guard against
malicious software that need this access to, for example, obtain data stored on the drives, destroy files on
a hard disk, format the drive or corrupt the file system by writing junk data.

- Keyboard: Monitors your keyboard for access attempts. Malicious software, known as 'key loggers', can
record every stroke you make on your keyboard and can be used to steal your passwords, credit card
numbers and other personal data. With this setting checked, Comodo Internet Security alerts you every
time an application attempts to establish direct access to your keyboard.

5 More Options-Introduction

The More Options interface contains several areas relating to overall
configuration as well as handy utilities and shortcuts to help enhance and
improve your experience with Comodo Internet Security.
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It can be accessed at all times by clicking on the 'More'

cCOMODO

B o5
infomet Security PREMIUM B, Summary & Antivirus

Preferences

Thiz section lets you configure general settings
like pazsword protection, update options,
language, theme etc.

Manage My Configurations

Thiz zection allows pou to import/expart /delete
yaur Internet Secunty configuration sethings.

Diagnostics

Did wour Internet Security report an eror? This
tool may help you identify the problem.

Check for Updates

Check. for the latest updates for your Intemnet
Security to make sure it iz up-to-date.

r ﬁ Firewall

link from the navigation panel.

B Defense: 'S

Browse Support Forums

Meed Help? Find the answers to pour questions
in COMODO farums. Our developers regularly
pozt and we would love ta hear from pou,

Help

Do wou want ko learn more about your Internet
Secunty? ¥ou can uge thiz section to view the
help file.

About

Yiew copyright and wersion information of pour
|nternet Security,

Click the links below to see detailed explanations of each area in this section.

- Preferences: Allows the user to configure general Comodo Internet Security settings (password protection,
update options, language, theme and so on.)

« Manage My Configurations: Allows the user to manage, import and export their Comodo Internet Security
configuration profile.

- Diagnostics: Helps to identify any problems with your installation.

»  Check For Updates: Launches the Comodo Internet Security updater.
« Browse Support Forums: Links to Comodo User Forums.

« Help: Launches the online help guide.

- About: Displays version and copy-right information about the product.
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5.1 Preferences

The Preferences menu in More section allows you to configure various options related to the operation of Comodo
Internet Security.

To open Preferences dialog box

« Click 'Preferences' in 'More' screen.

General | Parental Control | Appearance | Logging | Connection | Update

[+ Automatically check For program updates
[C] show balloon messages

[ Enable Comodo Message Center

[ shiowe braffic anirmation in the tray

[+ sutomatically detect new private networks

o what do these settings do? QK Cancel

]

It has the following tabs to make your settings:

+ General
« Parental Control

«  Appearance
« Loggin

+  Connection
+ Update
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5.1.1 General Settings

General | parental Control | Appearance | Logging | Connection | Update

[+ Aukamatically check For program updates
[C] show balloon messages

[+ Enable Comoda Message Center

[ shiowe Eraffic anirmation in the tray

[+ sutomatically detect new private networks

t;‘ What do these settings dao? (0] 4 Cancel

A

- Automatically Check for the program updates - This option determines whether or not Comodo Internet
Security should automatically contact Comodo servers for updates. With this option selected, Comodo
Internet Security automatically checks for updates every 24 hours AND every time you start your computer.
If updates are found, they are automatically downloaded and installed. We recommend that users leave
this setting enabled to maintain the highest levels of protection. Users who choose to disable automatic
updates can download them manually by clicking 'Check for Updates' in the 'More..." section.

- Show the balloon messages - These are the notifications that appear in the bottom right hand corner of
your screen - just above the tray icons. Usually these messages like ' Comodo Firewall is learning ' or
'Defense+ is learning ' and are generated when these modules are learning the activity of previously
unknown components of trusted applications. Clear this check box if you do not want to see these
messages.

- Show the traffic animation in tray - By default, the Comodo Internet Security's 'Shield' tray icon displays
a small animation whenever traffic moves to or from your computer.

B

If the traffic is outbound, you can see green arrows moving upwards on the right hand side of the shield.
Similarly, for inbound traffic you can see red arrows moving down the left hand side. This provides a very
useful indicator of the real-time movement of data in and out of your computer. Clear this check box If you
would rather not see this animation.

- Automatically Detect New Private Networks - Selecting this check box means that the firewall
automatically detects any new networks that the computer is connected to. Comodo recommends users to
leave this option at its default, enabled setting.

- Enable Comodo Message Center - Comodo Internet Security displays Comodo Message Center window
periodically if this option is selected.
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Meed help? Have feedback?
You can join COMODD Forums now and get unlimited
support From the community,

Learn Maore

The Comodo Message Center window contains information about Security Alerts and News related to
Comodo Internet Security and latest critical security updates. Clicking the 'Learn More' link takes you to the
Comodo Forums website at http://forums.comodo.com. Registration is free and you'll benefit from the
expert contributions of developers and fellow users alike.

5.1.2 Parental Control Settings

The 'Parental Control' tab allows you to configure password protection for Comodo Internet Security.

General | Parental Control | Appearance | Logging | Connection | Update

[ Enable password protection For the settings hange Passwoard. ..
[[] suppress Ankivirus alerts if password protection is enabled
[C] Suppress Firewall alerts iF password protection is enabled

[] Suppress Defense+ alerts if password protection is enabled

.& What do these settings do? (8] 4 Cancel

I

- Enable password protection for settings - Selecting this option activates password protection for all
important configuration sections and wizards within the interface. If you choose this option, you must first
specify and confirm a password by clicking the 'Change Password... ' button. You are asked for this
password every time you try to access important configuration areas (for example, all sections in the
Antivirus Tasks, Firewall Tasks and Defense+ Tasks areas require this password before allowing you to
view or modify their settings)
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C Change Password x

Enter the passward

Re-type the pazsword

Apply Cancel

This setting is of particular value to parents, network administrators and administrators of shared
computers to prevent other users from modifying critical settings and exposing the machine to threats.

- Suppress Antivirus alerts when password protection is enabled - If selected, no Antivirus Alerts are
displayed when password protection is enabled. Parents and network admins may want to enable this
setting if they do not want users to be made aware when an Antivirus alert has been triggered. For
example, a virus program may be attempting to copy itself and infect user's computer without permission or
knowledge of the user. Usually, the Antivirus would generate an alert and ask the user how to proceed. If
that user is a child or an inexperienced user then they may unwittingly click 'allow' just to 'get rid' of the
alert and/or gain access to the website in question - thus exposing the machine to attack. Selecting this
option blocks the activity of the virus but does not generate an alert.

» Suppress Firewall alerts when password protection is enabled - If selected, no Firewall Alerts are
displayed when password protection is enabled. Parents and network admins may want to enable this
setting if they do not want users to be made aware when a Firewall alert has been triggered. For example,
a trojan horse program may be attempting to download itself or transmit private information to a third party.
Usually, the firewall would generate an alert and ask the user how to proceed. If that user is a child or an
inexperienced user then they may unwittingly click 'allow’ just to 'get rid' of the alert and/or gain access to
the website in question - thus exposing the machine to attack. Selecting this option blocks the connection
but does not generate an alert.

- Suppress Defense+ alerts when password protection is enabled - If selected, no Defense+ Alerts are
displayed when password protection is enabled. Parents and network admins may want to enable this
setting if they do not want users to be made aware when a Defense+ alert has been triggered. For
example, a malware program may be attempting to modify, terminate or delete a critical registry key in
order to launch an attack on your machine. Usually, the Defense+ intrusion detection system would
generate an alert and ask the user how to proceed. If that user is a child or an inexperienced user then
they may unwittingly click 'allow' just to 'get rid' of the alert - thus exposing the machine to attack. Selecting
this option blocks the activity of the suspected malware but does not generate an alert.

5.1.3 Appearance

The Appearance tab allows you to choose the interface language and customize the look and feel of Comodo
Internet Security according to your preferences. Use the drop-down menu to switch between installed themes.
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General | Parental Conkrol | APPEEraNce | [ogging | Connection | Update
Language: | Defadlt - English (United States) -
Theme: | Windows Theme ¥
t;‘ What do these settings do? 0] 4 Cancel
A

Language Settings

Comodo Internet Security is available in multiple languages. You can switch between installed languages by
selecting from the 'Language' drop-down menu.

iereral | Parental Conkrol | APPEarance | Logging | Connection | Update

Language: | Defadlk - English (Uniked Skates) O

Defaulk - English {nited States) ]
Theme: |Portugués (Brasil) - By Community

Brnrapcenr - By Community

OO0{00) - By COMODO

Cesting (Czech) - By Community

Mederlands - By Community

Eesti keel - By Community

Frangais - By Community

Deutsch - By Commmunitsy

Magyar - By Communiky

Ttaliano - By Community

Palski - By Communitsy

'j what do these 54 Paortuguese (Portugal) - By Commuonity ke Canicel

PyCokmi - By COMODO

Slavak - By Communiky

Esparfiol - By Community

Swenska - By Community

Tiirkge - By COMODO

Themes

The 'Themes' drop-down allows you to choose the colors and appearance of the GUI as you prefer.
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General | Parental Conkrol | APPEEraNce | [ogging | Connection | Update

Language: | Defadlt - English (United States) -

Theme: | Windows Theme L

Windows Theme
COMOD0 Black, Marmmal
COMODD Elue Marmal
COMODD Default Marmal
COMODD Grey Marmal
MDD Mekal Mormal

t;‘ What do these settings dao? (9] 4 Cancel

A

In order for your language and/or theme choices to take effect, you must restart the Comodo Internet Security

application.

COMODO Internet Security Premium 4

,:.E) You need to restart the application for the changes ko take effect, Would vou like to do it now?

- Click Yes to restart the application.
You can also do this at a later time by either:

» Restarting your computer (recommended) ; or

- Closing the application by right clicking on the shield tray icon and selecting 'Exit "and then restarting it by
navigating through Start > Programs > COMODO > Comodo Internet Security or by double-clicking the
desktop icon. The application is in your choice of language the next time you restart the application.

5.1.4 Log Settings

Comodo Internet Security maintains a log of all the Antivirus, Firewall and Defense+ events which can be

accessible by clicking...

« 'View Antivirus Events' from the Antivirus Tasks interface;

« 'View Firewall Events' from the Firewall Tasks interface;

« 'View Defense+ Events' from the Defense+ Tasks interface.

...respectively. The Logging tab in the More... > Preferences interface allows you to configure the log file settings
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for Comodo Internet Security.

izereral | Parental Control | &ppearance | Lo99ingd | Connection = Update

If the log file's size exceeds (MBY | 20 [[] Disable &ntivirus logaging
Cisable Fi Il lagai
(@) Delete it and create a new file [ Disable Firewall logging

Disable Def + loggi
CIMoveitto  the specified Folder R

tﬁ' What do these settings do? (8] 4 Cancel

If the log file's size exceeds (MB): Enables you to configure for deleting or moving the log file if it reaches a
specified size in MB. You can decide on whether to maintain log files of larger sizes or to discard them depending
on your future reference needs and the storage capacity of your hard drive.

»  Specify the maximum limit for the log file size (in MB) in the text box beside 'If the log file's size exceeds
(MB)'.

If you want to discard the log file if it reaches the maximum size, select 'Delete it and create a new file'. Once the
log file reaches the maximum size, it will be automatically deleted from your system and a new log file will be
created with the log of events occurring from that instant.

If you want to save the log file even if it reaches the maximum size, select 'Move it to' and select a destination
folder for the log file.
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General | Parental Conkral | Appearance | Loggind | Connection | Update

If the log file's size exceeds (MB) | 20 [[] Disable &ntivirus logging

Disable Fi Il hogai
() Delete it and create a new file LIz Slis e e
Disable Def -+ |ogai
@) Move it to Y the specified Folder Bl Disable Defense+ logging

Browse for Folder

Pick a Direckary

www.comodo.com

= @ Deskkop
& what do these settings do? G My Documents
= My Computer
@ 3% Floppy (a0
age Local Disk (1)
L D Drive (D)
Control Panel
[ Shared Documents
[ Administrator's Documents
‘-':g My Mebwork Places
2l Recycle Bin

i L =

#07= Fia beck Files

T~

(04 l [ Cancel

The selected folder path will appear beside 'Move it to'.

izerneral | Parental Control | Appearance | Lo99ingd | Connection = Update

If the log file's size exceeds (MBY | 20 [[] Disable &ntiviros logging

Disable Fi Il oggi
() Delete it and create a new file LIeEe i G e e

@Moveitto  CACIS_Log Files LIELLLD e

& What do these settings do? (a8

Cancel
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Once the log file reaches the maximum size, it will be automatically moved to the selected folder and a new log file
will be created with the log of events occurring from that instant.

Check Boxes:

The check boxes allow you to disable logging of events according to your preferences.
- Disable Antivirus logging — Instructs Comodo Internet Security to not to log Antivirus events.
- Disable Firewall logging — Instructs Comodo Internet Security to not to log Firewall events.

- Disable Defense+ logging — Instructs Comodo Internet Security to not to log Defense+ events.

5.1.5 Connection Settings

The Connection tab allows you to configure how Comodo Internet Security should connect to Comodo servers for
receiving program updates etc. If you are using a Proxy server in your network and if you want CIS to use the
Proxy Server, the Proxy settings can be configured through this settings interface.

ieneral | Parental Conkral | Appearance | Logging | Sonneckion | Update

[ Use http prosey Import prosey setkings Frorm IE
SEfver: Part: a

[C] Prozy server requires authorization

o what do these settings do? K Cancel

]

« Select 'Use http proxy' if you want Comodo Internet Security to use the Proxy Server. Enter the proxy
server IP address or name in the 'Server' text box and enter the port number in the 'Port' text box.

«  If your Proxy Server needs authentication, Select 'Proxy server requires authorization'. Type your Login
ID in the 'Login' text box and enter the password in the 'Password' text box.
- If you want Comodo Internet Security to acquire the proxy settings from your Internet Explorer, just click
'Import proxy settings from IE' link.

5.1.6 Update Settings

The Update tab allows you enable/disable the AV databade updates and to select the host from which the updates
are to be downloaded. By default, the URL of the Comodo Server is entered as an available host.
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General | Parental Control | Appearance | Logging | Connection | Update
[¥ Enable |Host fdd
M http: ffdownload., comodo, com)f

Remawe

Mowe Up
[Miave Duaan
t;‘ What do these settings do? Ik Zancel

A

« If you want to download the updates always from the Comodo servers, you can leave the setting as it is.

- If you are connected to a local network and the CIS program updates are available at an HTTP Server or at
any of the other computers in your network running Comodo Offline Updater, you can add the computers
as hosts in this area.

Note:: Comodo Offline Updater allows users to configure a local HTTP server to download and provision updates
to networked machines. Advanced users can download the utility from htip://enterprise.comodo.com/security-
solutions/endpoint-security/endpoint-security-manager/free-trial.php

- To add a host click 'Add' and enter the url or IP address of the host in the next row that appears.
« Repeat the process for adding multiple hosts.
« Select the host by using the Move Up and Move Down buttons.

CIS will automatically check the host specified here and download the updates from the host even
when you are offline.

«  Click 'OK' for your settings to take effect.

5.2 Manage My Configurations

Comodo Internet Security allows you to maintain, save and export multiple configurations of your security settings.
This is especially useful if you are a network administrator looking to roll out a standard security configuration
across multiple computers. If you are upgrading your system and there is a need to un-install and re-install
Comodo Internet Security, you can export your configuration settings to a safe place before un-installation. After re-
installation, you can import the configuration settings to take effect in your newly installed Comodo Internet
Security. This feature is also a great time saver for anyone with more than one computer because it allows you to
quickly implement your security settings on other computers that you own without having to manually re-configure
them.
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«  Comodo Preset Configurations

« Importing/Exporting and Managing Personal Configurations

5.2.1 Comodo Preset Configurations

By default Comodo Internet Security has three preset configurations available. Based on the installation option you
have selected during setup, one of these choices is set as ACTIVE CONFIGURATION by default. You are able to
switch between configurations at any time by right-clicking on the CIS tray icon.

Click the links below to find out more details on each configuration:

« COMODO - Internet Security
« COMODO - Proactive Security
e  COMODO - Firewall Security

Important Note: Any changes you have made to the Comodo Internet Security settings since installation are
recorded in this, active profile.

The detailed descriptions of the default security levels provided by the three preset choices are given below:

COMODO - Internet Security - This configuration is activated by default, when both Antivirus and Firewall
components are installed, i.e. the complete installation. Firewall is always set to Safe mode. But according to the
malware scanning results performed during the setup process, if no malware is found, Defense+ is set to Clean PC
mode. Otherwise, the default is Safe mode. In this mode,

« Image Execution Control is disabled.
«  Computer Monitor/Disk/Keyboard/DNS Client access/Window Messages are NOT monitored.
+  Only commonly infected files/folders are protected against infection.
«  Only commonly exploited COM interfaces are protected.
- Defense+ is tuned to prevent infection of the system.
If you wish to switch to Internet Security option, you can select the option using My Configurations interface.

COMODO - Proactive Security - This configuration turns CIS into the ultimate protection machine. All possible
protections are activated and all critical COM interfaces and files are protected. During the setup, if only Comodo
Firewall installation option is selected, the next screen allows users to select this configuration as default CIS
configuration. If selected, Firewall is always set to Safe mode. But according to the malware scanning results
performed during the setup process, if no malware is found, Defense+ is set to Clean PC mode. Otherwise, the
default is Safe mode.

If you wish to switch to Proactive Security option, you can select the option using My Configurations interface.

COMODO - Firewall Security - This configuration is activated when the user chooses to install Firewall only and
selects optimum protection settings for Defense+ . Firewall is always set to Safe mode. But according to the
malware scanning results performed during the setup process, if no malware is found, Defense+ is set to Clean PC
mode. Otherwise, the default is Safe mode.

290

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.




cCOMODO

Creating Trust Online www.comodo.com

- Image Execution Control checks only applications that are not started manually by the user.
«  Computer Monitor/Disk/Keyboard is NOT monitored.

- Only commonly infected files/folders are protected against infection.

«  Only commonly exploited COM interfaces are protected.

- Defense+ is tuned to prevent infection of the system and detect Internet access request leaks even if it is
infected.

If you wish to switch to Firewall Security option, you can select the option using My Configurations interface.

5.2.2 Importing/Exporting and Managing Personal Configurations
To access Configurations interface

1. Navigate to 'More > Manage My Configurations'.

€ Configurations o x
My Configurations Active Activake
COMODO - Internet Security ackive
COMODO - Proackive Security HEluielis
COMODD - Firewall Security

Irnport...

Export...

é What do these settings do? Close
A

If this is the first time you have accessed this interface you can see the three preset choices:

« COMODQO - Internet Security
»  COMODO - Proactive Security

« COMODO - Firewall Security
The currently active configuration is indicated as 'Active’ in this interface.

2. Click the area on which you would like more information:

« Export my configuration to a file
« |Import a saved configuration from a file
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« Select a different active configuration setting
« Delete a inactive configuration profile

Export my configuration to a file
To export your currently active configuration
1. Click the 'Export' button .

2. Type a file name for the profile (e.g. 'My CIS Profile’) and save to the location of your choice.

Select a path to export the configuration

Save i | (Z} Desktop vl [ I s
M':.f Dacurnents @'-.-'irus sofbware
d My Computer
My Recent ‘QM';.H Metwaork, Places
Dacuments e
i Lo
ICcIs
C)C1s 4.1
IC)CPM
- |)Log Files
-—J [=hMake Inskaller
My Documents DTest '-.-'!rus
|E|Test Virus 2
B'-.-'irus
e
ky Computer
File name: |h-1_|,| CI5 Profile b | [ Save l
Q Save as ype: | CIS =ml configuration file [*.cfg:) w | [ Cancel ]
by M etwiork,

A confirmation dialog appears for the successful export of the configuration.

COMODO Internet Security Premium |E|

- | J The configuration has been exported successfully,

Import a saved configuration from a file

Importing a configuration profile allows you to store any profile within Comodo Internet Security. Any profiles you
import do not become active until you select them for use.
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To import a profile
1. Click the 'Import' button.

2. Browse to the location of the saved profile and click 'Open'.

Select a configuration file to import

Loak irn: |@' Dezktop £ ? * "

M':.f Documnents
) 'j My Cormputer
My Recent ‘HM';.* Metwork Places
Documents B
B ==
E ICcIs
Desktop 15 4.1
ICICPM
. |iLog Files
"'_7 |=hMake Inskaller
@Test Virus
BTest Virus 2
[h'u'irus
I virus software
= My <15 Profile, cfgx

by Diocuments

S

by Computer

———

' File name: |h-1_|,| CI5 Profile b | [ Open l

by Metwark Filez af type: | CIS configuration files [*.cfgs, *.cfg) W | [ Catizel ]

3. Inthe 'Import As' dialog that appears, assign a name for the profile you wish to import and click 'OK'.

Enter a name For thiz configuration:

by CI5 Prafile

k. Cancel

A confirmation dialog appears indicating the successful import of the profile.

COMODO Internet Security Premium |E|

. | ) The configuration has been imparted successfully,
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Once imported, the configuration profile is available for deployment by selecting it.

C Configurations

www.comodo.com

-

& "What do these settings do?

My Configurations Ackive Activake
COMODD - Inkernet Security ackive
COMODO - Proactive Security ISl
COMODD - Firewall Security

Import...
My CI5 Prafile

Export...

Close

Select and Implement a different configuration profile

The Activate option allows you to quickly switch between configuration profiles.
To select a different configuration

1. Click on the profile you want to select and activate.

2. Click the 'Activate’ button.

A confirmation dialog appears.

COMODO Internet Security Premium

- | J The configuration has been activated successfully,

The selected configuration is activated.
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C Configurations

My Configurations Ackive Activate
COMODD - Inkernet Security
COMODO - Proactive Security HEIILE
COMODO - Firewall Security

Irnport. ..
My CI5 Prafile Ackive

Export...

t;‘ What do these settings do? Close
A

Delete an inactive configuration profile

You can remove any unwanted configuration profiles using the 'Remove' button. You cannot delete the profile that
Comodo Internet Security is currently using - only the inactive ones. For example if the COMODO - Internet
Security is the active profile, you can only delete the inactive profiles, 'COMODO - Proactive Security,
'My_CIS_Configuration and so on.

To remove an unwanted profile

1. Select the profile and click 'Remove’ button. A confirmation dialog appears.

COMODO Internet Security Premium X

.\_?/ Are wou sure to delete the selected configuration permanently?

2. Click 'Yes' if you are sure to delete. The selected profile is removed from the list and a confirmation dialog
appears.
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COMODO Internet Security Premium

1 } Configuration successfully removed!

5.3 Diagnostics

Comodo Internet Security has it's own integrity checker. This checker scans your system to make sure that the
application is installed correctly. It checks your computer's:

» File System - To check that all of Comodo's system files are present and have been correctly installed.
- Registry - To check that all of Comodo's registry keys are present and in the correctly installed.

» Checks for the presence of software that is known to have compatibility issues with Comodo Internet

Security.

Flease wait while COMODO Internet Security is verifying the
inteqgrity of the inskallation,

1) 0 A A Abork

Checking For incompatible products, ..

The results of the scan are shown in the following pop-up window. If your installation does not have any
errors the following dialog is displayed.

COMODO Internet Security Premium r>_<|

L]
- | J The diagnostics utility did not find any problems with your installation,

If the diagnostics utility has found some errors in the installation, the following dialog is displayed.

COMODO Internet Security Premium

P | The diagnostics utility has Found some problems with your installation,
“-t() WWould vou like ko Fix them?

Yes Mo |
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Click 'Yes'. The diagnostics utility automatically fixes the problems and prompts you to restart the computer.

COMODO Internet Security Premium Beta E'

i The diagnostics utility has fixed all the problems.
Yau may need ko reskart your PC,

Restart your computer for the changes to take effect.

5.4 Check for Updates

Updates on Comodo Internet Security can be downloaded and installed at any time by clicking the 'Check for
Updates' link in '"More' Options interface.

€ COMODO Internet Security Premium - Updater - X

Please click. 'Start’ bukkon ko inikiake the update process,

Updater uses Internet Explorer's Internet connection sektings
ko deliver wour updates,

Skart Cancel Help

To check for availability of updates

«  Click 'Start'.
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Checking updates. ..

C COMODO Internet Security Premium - Updater - x

Pause Cancel Help

update process,

Ilpdates are available, Please click '™ext' button to start the

On completion of checking, the panel shows the availability of updates.

€ COMODO Internet Security Premium - Updater - X

Update Details

Mext Cancel Help

application.

The 'Update Details' link will lead you to the web page that provides release notes for the latest version of the
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To initiate the update process

«  Click the 'Start' button in the panel.

Note: If you want to download and install the updates later, click the 'Cancel’ button.

After the installation process is completed, Click 'OK'. You are then asked to restart the system.

.

Click 'Yes' to reboot the system now or 'No' to reboot at a later time.

5.5 Browse Support Forums

The fastest way to get further assistance on Comodo Internet Security is by posting your questions on Comodo
Forums, a message board exclusively created for our users to discuss anything related to our products.

Click the Browse Support Forums link to be taken straight to the website at http://forums.comodo.com
Registration is free and you'll benefit from the expert contributions of developers and fellow users alike.

-

r'|' Defense+ &  More

rE Summary 'ﬁ‘ Antivirus J’i Firewall

@ Preferences ?] Browse Support Forums

Thiz section lets vou configure general settings Meed Help? Find the answers to pour questions
ke pazzword protection, update options, in COMODO forurns. Ouwr developers reqularly
language, theme etc. post and we would love to hear from you,

Creating Trust Online™

F R e e

| usen miRa | B~ TATE g

Waloome, Goest Please login of register, || 413713 Poss

Augusk B4, 2000, 05:47:17 AM AS9ST Topic:

f || 1m3928 Members
Forgvar = [LW" || Latect Member: naidthred: t I;
Login with ursrnsms, pacescrd snd sercion langth l 1atian af aur

el =

The, 22 Juil P01 0 GeR:00=00 EST
Comasin Ranks @ 1 Provider al High Assisance Certilstes
Mo, 19 3l 2000 08:00:00 EST

Comado Targels Weli Hosting Companies with Mew Securily Solistians sl HostingCon in Aistin

L=

advanced search | Tag Clowd

1 Phaasea Join our Fomums

Online Knowledge Base

We also have an online knowledge base and support ticketing system at http://support.comodo.com. Registration is
free.
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5.6 Help

Clicking the Help link in the More section opens the online help guide hosted at http:/help.comodo.com/. Each
area has its own dedicated page containing detailed descriptions of the application's functionality.

= Comodo Internet Security, Antivirus protection, Firewall Software | Internet Security Help - Windows Internet...

—

@.\?} - |E, http:i/help.comodo. comytopic-72-1-155-1074-Introductior V|: E | :“‘t_: X | l'f' Live Search

File  Edit Wiew Favorites  Tools  Help

Il . | 1 e ] ¥
.0 Favorites | @& Comodo Internet Security, Antivirus protection, Firew. ., | ﬁ - B [ pmn - Page - 3afety ~ Tools - @"

OMODO HELP

Search help
[Creating Trust Online™

Fin the desited product help

SEESS Comodo Internet Security yersn 5,0 Sy
! —
| 7| Introduction To Comodo Internet Security

E‘ Introduction To Comodo Internet

R Introduction to Comodo Internet Sect

Special Features

System Reqguirements Overview

- Installation Comodo Internet Security 2011 offers 360° protection against internal and e
rful Antivirus p { an enterprise class packet filtering firewall, ar

93]
-
fu
P
J

ing Comodo Internet

You can also print or download the help guide in pdf format from the webpage.

5.7 About

Click the 'About’ option in the 'More' Screen to view the 'About’ information dialog.
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C About COMODO Internet Security Premium X

cOMODO

Internet Security PREMIUM

Serial #: Free

Product Yersion: 5.0.156866.1059

Wirus Signature Database Yersion: 1

Patents Pending

Copyright () 2004-2010 COMODO, all rights are reserved,

You can view information about the Version Number of Comodo Internet Security that is installed on your computer
and the unique serial number of your installation. The serial number is used to identify your installation and is
necessary for support purposes.

6 Comodo GeekBuddy

Comodo GeekBuddy is a personal computer support service provided by
Comodo computer experts who establish a remote desktop connection to your
machine and fix your computer’s problems right in front of your eyes. No longer
do you need to make time consuming calls to impatient help desk support staff.
Instead, just sit back and relax while our friendly technicians do the work for you.

Visit http://www.geekbuddy.com/ for more details.

Comodo Internet Security Premium includes 60 day trial version of Comodo GeekBuddy. The users can get the
services for free for the first 60 days and have to register for further usage.

«  OQverview of the Services

» Launching the Client and Using the Service

»  Accepting Remote Desktop Requests
* Registration

« Activation of Service

» Uninstalling Comodo GeekBudd

6.1 Overview of Services

Comodo GeekBuddy includes the following services:

» Virus & Malware Removal - Our technicians remotely clear any detected viruses or malware that is found
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on your PC.

- Internet and Online Identity Security — Optimization of your computer's security settings to prevent loss
of sensitive data and identity theft.

«  Printer or Email Account Setup - Installation or updating of printer software and/or drivers, checking ink
levels and configuring your printer to work on a wireless or wired network. We set up your Internet-based
email account - any provider, any account. Great for new computers and novice email users.

« Software Activation — Installation, configuration, and activation of third party software in your system.

+ General PC Troubleshooting — Detailed system check to identify and eliminate basic hardware and
software conflicts in your Windows PC.

«  Computer Power Setting Optimization - Optimization of your power management settings based on
how you use your computer. Your Geek will help you go green and save money on your electric bill.

- Comodo Software Installation and Set up — Installation and support of software supplied by Comodo.

« Comodo Account Questions — Clarification of any doubts regarding your account in Comodo.

6.2 Launching the Client and Using the Service

The GeekBuddy client required for the services is installed in your system along with CIS Premium if you have
selected the option Install Comodo GeekBuddy in Step 3 during installation. You can start the client and start a live
chat session with a GeekBuddy expert using any one of the following methods:

« Double click the GeekBuddy desktop icon

P
« Click the GeekBuddy system tray icon @&7# ® 12:13PM

» Launch the GeekBuddy client directly from the Windows Start Menu — Click Start > All Programs > Comodo
> Comodo GeekBuddy > Comodo GeekBuddy.

The service support option dialog will open.
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COMO DO GeekBuddy

!‘E\’j Welcome to GeekBuddy

| need help with:

n Virus Infection -

Other

Internet and online identity security

Printer or email account set up

Software activation

Other PC troubleshooting

Select the type of service you need:

« Virus Infection - Select if you need assistance in removing viruses, malware etc. from your system.

- Other - Select if you need assistance with a PC issue that does not fall into any of the other service
categories offered, or if you are not sure.

« Internet and online identity security — Select if you require assistance optimizing your computer's basic
security settings to prevent loss of sensitive data and identity theft.

+ Printer or email account set up — Select if you need assistance installing or updating printer software
and/or drivers, checking ink levels, and/or configuring your printer to work on a wireless or wired network.
Our technician will also provide assistance setting up your internet-based email account with any provider
and any account.

- Software activation - Select if you require assistance installing or activating any third-party software in
your system.

- Other PC troubleshooting — Select if you need assistance resolving any other problems in your computer.

- Computer power setting optimization — Select if you require assistance configuring the power
management settings in your computer to save money on your electric bill.

- Comodo software installation and setup — Select if you need assistance installing and/or setting up any
software products supplied by Comodo.

« Comodo account questions — Select if you have any doubts about your account in Comodo or queries
about opening an account in Comodo.
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You will be connected to a technician trained to provide the precise support you have requested. . Clicking any of
the options will open the registration screen.

COMODO GeekBuddy

[‘E\j Welcome to GeekBuddy

To continue, choose one of the following actions:

n Register
Get your License Key now, and let our geeks fix your
computer problems

= Activate your service,
If you already bave a License Eey, just get in contact,

n Proceed to chat now.
Connect to an operator for assistance with your computer,

Proceed to chat now — The easiest and fastest way to start chatting with an expert technician is by clicking the
'Proceed to chat now' link. Within seconds, a Comodo support technician will respond in a chat window and ask
you to describe the problem. The trial service users can go for this option to get the services.

Note: The trial service is for a period of sixty days only. To use the GeekBuddy service on a continuous basis, you
have to purchase the product at http://www.geekbuddy.com/ , register and activate your account.

« Start chatting! Use the chat window to explain any problems you are having with your computer, or to
request any of the GeekBuddy services. For your first chat, why not ask the technician to configure
Comodo Internet Security (CIS), run a full antivirus check, then optimize your computer for security and
performance.

The technician may request for a remote desktop access of your computer. You need to accept the remote desktop
access request to enable the technician to solve your problems.
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6.3 Accepting Remote Desktop Requests

In order to solve certain problems, the support technician may need to connect to your computer via remote
desktop connection. This will allow them to directly perform the required services while you watch. Remote desktop
control can only go ahead if you grant permission for this to happen. Our technicians will always request your
permission via the chat window as shown below:

COMO DO GeekBuddy o
& Operator Chat Show Log
=

= Hame: John Smith

! Profile: Technical Suppart
. View more

John (07/28/10 17:02:00): In arder to proceed, | will have to remotely
connect to your computer. Please grant access
to the remote connection, so that [ will take the
necessary steps to solve your problem.

@ Accept Deny What is this?

- <]
& Clent

Status: connected

« Click the 'Accept' link to enable the technician to connect to your computer. The technician will take control
over your computer through remote desktop connection and start fixing your problems or performing the
service that you requested. The technician may also ask your permission to make other changes to your
machine. Such changes might include installing programs, creating system restore points or deleting
unnecessary or malicious files.
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COMO DO GeekBuddy ] R
£ Operator Chat Show Log b
[ |

Hame: John Smith

Profile: Technical Suppart

" Accept Deny What is this?

John (07/28M10 17:02:20): | will now create a System Restore point, in
case you need to restore your system settings
to those before our intervention. s that OR with
you? =l

m

3
[*]
im

& Clent

Statuz: conhected Stop Remote a

On completion of his/her work, the technician will disconnect from your computer, inform you that the requested
tasks have been completed and ask whether you would like help with anything else.
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& Operator Chat

& Client

Status:

COMOD O GeekBuddy

Show Log B

Hame: John Smith

Profile: Technical Suppart

John (0772810 17:13:07); Thank you for your timel Please do not hesitate

to come back in future if you need assistance
or any ather infarmation related to aur security
products and services.

connected

free computer.

using our online registration form.

To register your account

6.4 Registration

To become a paid subscriber of the Comodo GeekBuddy services, you need to register your account with Comodo

Comodo Internet Security 2011 User Guide | © 2010 Comodo Security Solutions Inc. | All rights reserved.
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Congratulations, you just finished your first GeekBuddy support session. We hope you enjoy using your trouble-
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COMO DO GeekBuddy

!‘E\’j Welcome to GeekBuddy

To continug, choose ong of the following actions:

Fegister
Get your License Key n
compLter proble

, and let our geeks fix your

n Activate your service,
If you already have a License Key, just get in contact,

n Proceed to chat now.
Connect to an operator for assistance with your computer,

»  Click the 'Register' link and you will be taken to the purchase order form. Fill in the details as required in
the order form and follow the process.

Your account with GeekBuddy will be created and your License Key in the order confirmation will be sent to you to
the email address provided in the purchase order form. You need to enter this License Key when you access the
service for the first time.

Registration is a one time process for a single machine.

The Comodo GeekBuddy license entitles you to usage of the service on up to three machines. You need to enter
the license key when you are installing the client and registering the account from a different machine. So keep the
License Key in a safe place.

6.5 Activation of Service

To start using the Comodo GeekBuddy service, start the client using any of the methods explained above. Click on
any of the service options and the activation screen will open.
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COMODO GeekBuddy

!‘E\j Welcome to GeekBuddy

To continug, choose one of the following actions:

n Fegister

Get your License Key now, and let our geeks fix your

Activate your service,
If you already have a License Key, just gepdn contact,

Proceed to chat now.
Connect to an operator for assistance with your computer,

For first time usage, you need to enter the License Key that you received via email. Enter your License Key and
click 'Next'.
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COMODO GeekBuddy

r°0  GeekBuddy

Flease enteryour License Key to connect to a FC expert.
Your License Key is included inwour order confirmation.

Pleasze enter your License Key:

A1BCZ34D

*If pou can't find your Licenze Key, please send an email to:
geekbuddysupport@comodo.com

e

You account will be verified and activated. The verification and activation is a one time process. You need not enter
the License Key again.

Following activation, you will be connected to the GeekBuddy service...

COMOD O GeekBuddy

Pleaze wait - your support request iz being proceszed.
¢ A GeekBuddy operator will be in contact shortly.

Connecting to server...

...and within seconds, a Comodo Support Technician will respond in a chat window and ask you to describe the
problem.
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COMODO GeekBuddy
& Operator Chat Show Log b
= Hame: Jahn Smith
4 K Profile: Technical Suppart

John (07/28M10 17:00:32): Hi, | am John Smith from GeekBuddy. How may
| help you today?

& Clent

Status: connected

» Start chatting! Use the chat window to explain any problems you are having with your computer, or to
request any of the GeekBuddy services.

6.6 Uninstalling Comodo GeekBuddy

To uninstall Comodo GeekBuddy:

« Click Start > Settings > Control Panel
* In the Control Panel, double-click Add/Remove Programs
* Inthe list of currently installed programs, click Comodo GeekBuddy

+  Click the 'Change/Remove' button.

Or
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«  Click Start > All Programs > Comodo > Comodo BackUp > Uninstall Comodo GeekBuddy

@ Yahoo! Messenger

) awET

@ Teamyiewsr 5

all Programs B G« ) 3 @ COMODO Backlp

@ o COMODO GeekBuddy
SCONNECT

itgy Uninsta

The un-installation wizard will start and the un-installation progress will be displayed...

COMOD O GeekBuddy 3.1.170563.30 Uninstall

Uninstalling

Please wait while GeekBuddy 3.1.170563.30 is being uninstalled.

Delete file: C:YProgram Files\COMODOVWOMODD GeekBuddy, CustomMessageBox, dil

powered by COMODDO | R | | Close |

b o

Upon completion, the 'Uninstallation Complete' dialog will be displayed.
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COMO D O GeekBuddy 3.1.170563.30 Uninstall

Uninstallation Complete

Uninstall was completed successfully,

Caompleted

powered by COMODO I |

< Back Cancel ] [ Close ]

Click 'Close' to finish the process.

7 Live PC Support

Comodo Internet Security Pro and Complete customers receive Live PC
Support - the quickest, most comprehensive way of getting help with your
computer problems. Simply clicking the 'Live Support' button will open a chat
window with a Comodo security expert where you can ask questions or request
that a service be performed on your computer. Services include items such as
virus removal and PC troubleshooting and are executed by our expert accessing
your computer through a remote desktop connection. Those wishing to test the
service should take advantage of the 30 day free trial.

Please visit http://www.livepcsupport.com for full product details. Please visit http:/personalfirewall.comodo.com to

sign up for Comodo Internet Security - Pro.

«  Overview of Services

« Launching the Client and Requesting the Services

»  Uninstalling the LivePCSupport Client
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7.1 Overview of the Services

Live PC Support is carried out by Comodo security experts establishing a remote desktop connection to your
machine and fixing your computer’s problems right in front of your eyes. No longer do you need to make time
consuming calls to impatient help desk support staff. Instead, just sit back and relax while our friendly technicians
do the work for you.

- Our experts are available 24 hours per day to perform any service or answer any support question

+ Unlimited incidents on up to 3 home or work PC's. Each Comodo Internet Security Pro or Complete
license allows you to call upon the Live PC Support services listed below as many times as you need them.

« Initiate an Online Chat session anytime. If you request it, our technicians will use the chat window to
remotely connect to your machine and solve your problem.

- Enjoy using your problem-free computer once again !!

Comodo Internet Security Pro and Complete subscribers receive LivePCSupport:

« Virus Diagnosis / Removal - Your PC is thoroughly checked for viruses and spyware. If any are
discovered then they are expertly removed and your computer restored to it's pre-viral state.

- PC Tune Up - Expert evaluation of issues affecting your computer's performance. Fine Tuning key areas
and improving speed and stability.

- Internet Login Protection - Activating your computer's basic security settings to prevent loss of sensitive
data and identity theft.

+ Email Account Set Up - Setting up your Internet-based email account - any provider, any account. Great
for new computers and novice email users.

- Software Installation - Installing your Comodo products and customizing configuration for maximum
security protection and efficiency.

« Printer Set Up and Troubleshooting - Installing or updating software and printer drivers, checking ink
levels and configuring your printer to work on a wireless or wired network.

« Green PC - Optimizing your power management setting based on how you use your computer. Go green
and save money on your electric bill.

« Computer Troubleshooting - Checking basic hardware conflicts in Windows.

Note 1: In all cases, you must have your subscription ID ready. Your subscription ID can be found in your Comodo
Internet Security Pro order confirmation email and for the CIS Complete version, the subscription ID is printed on
the DVD itself or printed on an insert included in the box packaging.

Note 2: The services listed above describe only the LivePCSupport component of Pro and Complete package.
Click here to see full Pro and Complete package details.
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7.2 Launching the Client and Requesting the
Service

The Live PC Support service requires the Live PC Support client installed in your system. The client is installed
automatically while installing CIS Pro or CIS Complete. You can start the client and start a live chat session with a
Live PC Support expert using any one of the following methods:

[ ]

- Double click the LivePCSupport desktop icon Lk or

« Click the LivePCSupport system tray icon ﬂ

» Launch the LivePCSupport client directly from the Windows Start Menu — Click All Programs > COMODO >
LivePCSupport > Comodo LivePCSupport.

The LivePCSupport login options dialog will be displayed:

COMODO livePCsupport

l, E ] Welcome to livePCsupport

| need help with:

= Virus Infection

n Other

Select the type of service you need:

« Virus Infection - Select if you need assistance in removing viruses, malware etc. from your system.

« Other - Select if you need assistance in removing registry errors, privacy issues, junk files, and other
Windows/System related problems.

You will be connected to the technician skilled in the specific area. Clicking any of the options will open the

registration screen.
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COMODQO livePCsupport

I, E ] Welcome to livePCsupport

To continue, choose one of the following actions:

Register

Get your Subscriber ID nowe and et our geeks fix
Signin

If wou aready bave a Subscriber ID, just get in contact

Try Mow |

Connect to an operator and test our service for free,

Select 'Sign in'...

COM O D O IwvePCsuppaort

[‘E\] livePCsupport

Flease enterwour Subscriber IDto connectto & FC expert.
“'our D was emailed towou upon signing up for liveFCsupport,

Please enter your Subszcriber 1D:

bdf0gead-f57e-4b67-b555-0aa9cbd244 76

*If wou can't find vour Subscriber 1D, pleaze zend an email to
livepcsupport@comodo.com

...and enter your Subscriber ID in the 'Subscriber ID:' text box and click 'Next'.
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Within seconds, a Comodo Support Technician responds in a chat window and ask you to describe the problem.

COMO D O IvePCsupport

&, Operator Chat Show Log b |

Name: Support Technician
Profile:

Support Technician (030210 16:31:59) welcome! How can | help you?
Subscriber (03/02M10 16:32:21):Hil

& Subscriber

Statuz: Seszion started

Type your question in the text box and press Enter key.

The qualified Comodo security technician will help you with any questions you may have. If necessary, they may
access your computer through a remote desktop connection to implement the changes and fixes necessary to
solve your problem and get your PC working perfectly.

7.3 Uninstalling Live PC Support Client

To Uninstall Live PC Support Client
Click All Programs > COMODO > LivePCSupport > Uninstall.
Or

1. Open the Control Panel.
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2. Double click 'Add/Remove Programs'.
3. Select 'Comodo LivePCSupport'.
4. Click 'Remove'.

The uninstall confirmation dialog appears.

COMODO livePCsupport Uninstall X

\ ? ,\‘ Are you sure you wank bo completely remowve COMODOD livePCsupport and all of its components?

Y¥es ] | Mo |

5. Click 'Yes'. The uninstall progress is indicated. You must restart your system for the uninstallation to take
effect.

COMODO livePCsupport Uninstall X

i ] Ta camplete the uninstallation of COMODO livePCsuppart, your compuker musk be restarked.

WWould wou like ko restart now?

tes | [ Mo

6. Click '"Yes' for completing the uninstallation process and restarting your system.

You can email any questions to: cisquestions@comodo.com

For technical product questions please visit: https://support.comodo.com/ (Comodo’s Customer Service
management system requires you to establish a free service account. Your service account provides access to
Comodo’s extensive Knowledge base, Customer Forums, and Live Chat support and offers the ability to submit
support requests into our service management system.)

8 TrustConnect Overview

Comodo TrustConnect is a secure Internet proxy service that creates an
encrypted session when users are accessing the Internet over public wireless
connections. Since these wireless sessions can be relatively easily intercepted,
they present a significant data vulnerability gap for businesses and consumers
alike.

TrustConnect is designed to eliminate these types of data hijacks by preventing criminals from attacking or
scanning your system from the local network that you are using to connect to the Internet. It also encrypts all of
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your traffic destined for the Internet (including Web site addresses, instant messaging conversations, personal
information, plain text usernames and passwords and other important information). After connecting to the service,
the TrustConnect software indicates that traffic is being encrypted as it leaves your system. Data thieves and
hackers cannot 'sniff' or intercept your data - they can't even determine where your information is coming from
because, as you are connecting to the Internet through a SSL secured VPN connection to the TrustConnect
servers, your requests appear to come from our IP address. Ordinarily, cyber criminals could easily intercept these
broadcasts.

Setting up Comodo TrustConnect is easy, as it works on most operating systems (Windows, Mac OS X) as well as
with most firewall applications. Typical setup takes less than three minutes. TrustConnect clients are available for
Windows, Mac OS, Linux and iPhone mobile devices and can be downloaded by logging into your account at
https://accounts.comodo.com/account/login . Your Comodo Internet Security Suite Pro/Complete confirmation email
contains confirmation of your the username that you set up during intial sign up and a subscription ID for the
service. Once logged in, click the TrustConnect tab to add subscriptions, change billing and contact information,
and review the ongoing status of your service. Your Comodo Internet Security Suite Pro/Complete TrustConnect
account has a 10 GB/month data transfer limit.

Comodo Internet Security Pro/Complete customers also receive the $99 value ‘Total Security and Support’
LivePCSupport package. Please visit http://www.livepcsupport.com for full product details. Please visit
http://personalfirewall.comodo.com to sign up for Comodo Internet Security Pro.

TrustConnect System Requirements

+  Windows Vista

+  Windows XP

« MacOS X

« Linux (containing kernel 2.4 or later)

« FreeBSD, OpenBSD

Setting up TrustConnect

»  Microsoft Windows

« MACOSX

 Linux

» iPhone /iPod Touch

8.1 Microsoft Windows — Configuration and
Connection

This section deals with the configuration and connection of Trustconnect and presumes you already have the
software installed. If you have not yet installed the software then:

» Please run the CIS Pro or CIS Complete installer and select ‘Install TrustConnect’ at the options menu
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- Alternatively, the TrustConnnect client can be downloaded seperately from

http://www.comodo.com/trustconnect or from the ‘“TrustConnect’ area of your Comodo account at
http://accounts.comodo.com/login

- Installation of TrustConnect is dealt with in Section 1.3.3.4 Installing TrustConnect of this guide.

Establish a connection to TrustConnect

Once installation is complete, TrustConnect can be launched in one of the following ways:

Via the Windows 'Start' menu. Click 'Start > Programs > Comodo > Trust Connect > Trust Connect’

4

« By double clicking the TrustConnect Tray Icon: h

« By right clicking on the TrustConnect Tray icon and selecting 'Connect".

Connect

View Log

Advanced options

About

| Exit H

By default, your TrustConnect client automatically selects the best TrustConnect access server from the servers
distributed all over the world depending on your location, distance between you and the servers and their load. You
can change the server you want to connect to, through Advanced Options explained at the foot of this page.

After starting TrustConnect you should enter your TrustConnect Service Login and Service Password at the client
login box.

Note: This is not the same password as your Comodo Account password. It is a unique, random password that
was generated during account creation to authenticate you to the TrustConnect servers. If required, you can
change this password to something more memorable by using the 'Change Service Password' button on the right.
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COMODO

Creating Trust Online®

Comodo Internet Security

Contacts

Comodo TrustConnect

Service Login

Jsrnith

ervice Password 1aBZodeeFG

License key -957d-a2207 8407502
Date from 2010-08-16 06:40:09
Date to 2011-08-16 06:40:09 First Time izt

Traffie §A Comodo TrustConnect - User Authentication

Limit: 10 GB
Available: 10 GEB

I semarne: Ii&mith
Today
Mo data found Pazsword: Ixxxxxxxx

[~ Remember

] l l Cancel

Click 'OK' to confirm and connect. After successful authentication of your user-name and password, the tray icon
turns green to indicate that you are successfully connected to TrustConnect:

Not Connected to Attempting to connect to Successfully connected to
TrustConnect TrustConnect TrustConnect

Advanced Options

Comodo TrustConnect allows you to select the TrustConnect access server you want to connect to, through its
advanced options. You can set TrustConnect to automatically select the best server, set a default server or choose
to select the server manually every time.

To access the Advanced options panel, right click on the TrustConnect Tray icon and select 'Advanced Options'.
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Connect

View Log

Advanced options
About

| Exit H

The panel displays your current location with the IP address.

™ Advanced options

Your location: WS, Houston, 1P 6393174106

& Butomatically select best server

| want to connect bo server in;

ILIS,.-'-‘-.tIanta [distance: 1123km. lnading: 12%)]

i Let me choosze each time | connect

You can configure the server selection from the options :

- Automatically select the best server;

| want to connect to server in;

+ Let me choose each time | connect.

Select the option and click the Select button for your settings to take effect.

Automatically select the best server - Instructs TrustConnect to select the best access server with optimal load
and distance to connect to. Your TrustConnect client automatically finds a server nearest to your location and with
optimal connection load. This is the default option and is recommended for all users.

I want to connect to server in: Allows you to choose a server and to set it as default, so that every time you start
TrustConnect service, you are connected to the selected server irrespective of your location. The drop-down box
displays a list of TrustConnect access servers located at different places, all over the world. Each server is

indicated with its location (country, state), distance from your current location and the load of the server in
percentage.
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™ advanced options

Your location: WS, Houston, 1F: 6393174106

" Automatically select best server

% | want bo connect bo server in;

115, Atlanta [distance: 1123km. loading: 12%)
|15, Atlanta [diztance: 11253km. loading: 12%]
115, Houston [distance: Okm. loading: 47%)

» Select the server which you want to set as default and click the 'Select' button.

Note: It is always recommended to choose a server nearest to your location for quicker access.

A connection to the selected server is established every time you establish a connection to TrustConnect. You can
change this setting anytime you want, by accessing the Advanced Options in TrustConnect.

Let me choose each time | connect - Allows you to select a different server each time you establishing a
connection with TrustConnect.

Every time you start TrustConnect service, you are prompted to select the server which you wish to connect. On
establishing a connection to TrustConnect, a 'Select access server' dialog appears.

g™ Select access server

Your location: US . Houston, [P 63593174106

115, Atlanta [distance: 1123km. loading: 12%]
115, Atlanta [diztance: 1125km. loading: 12%]
115, Houston [diztance: Okm. loading: 4%)

The drop-down box displays a list of TrustConnect access servers located at different places, all over the world.

Each server is indicated with its location (country, state), distance from your current location and the load of the
server in percentage.

- Select the server to which you want to connect and click the 'Select' button. A connection with the selected
access server is established.

Note: It is always recommended to choose a server nearest to your location for quicker access.
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8.2 Mac OS X — Configuration and Connection

Install and configure TrustConnect OpenVPN client

Download the TrustConnect OpenVPN client for Mac OS X 10.4 (or above) from the Tunnelblick project
site - http://code.google.com/p/tunnelblick. The client can be download from the 'Featured downloads'
section on the right hand side of the homepage.

Alternatively, it can be downloaded directly by clicking the following link:
http://tunnelblick.googlecode.com/files/Tunnelblick_3.0b26.dmg

Install the client. Double click the .dmg file you downloaded in the step above to start the installation
process. Once setup is complete, a "Tunnelblick’ icon should appear on your desktop. More details about
the Tunnelblick application and its usage is available at the project website located at
http://code.google.com/p/tunnelblick .

Download the correct client configuration file for your TrustConnect package:

»  TrustConnect subscribers OR 7 day trialists, download:
https://accounts.comodo.com/download/trustconnect/client.conf

« Users of TrustConnect FREE service should download:
http://download.comodo.com/trustconnect/free_client.conf

Rename the file you just downloaded from either 'client.conf' or 'free_client.conf' to 'openvpn.conf'
Download the TrustConnect CA certificate.

Copy the renamed configuration file and the root CA certificate into the following directory:
~/Library/Application/Support/Tunnelblick/Configurations

Start Tunnelblick.app and choose Connect 'openvpn'.

Enter your TrustConnect login and password.

8.3 Linux/ Open VPN - Configuration and
Connection

The following options are available for Linux users:

Download and Install the OpenVPN Client

Download and Install the RedHat Client

Download and Install the Ubuntu Client

Download and Install the TrustConnect OpenVPN Client

To connect to the TrustConnect service you must first download and install the TrustConnect OpenVPN client
software.
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2.

1.

Download the TrustConnect OpenVPN client for Linux. Click here to download the client directly.
Using the RPM package

If you are using a Linux distribution which supports RPM packages (SuSE, Fedora, Redhat, etc.), it's best
to install using this mechanism. You can build your own binary RPM file:

rpmbuild -tb openvpn-[version].tar.gz
Once you have the RPM file, you can install it with:
rpm -ivh openvpn-[details].rpm

Installing OpenVPN from a binary RPM package has these dependencies:
openssl, Izo, pam. LZO library can be downloaded here.

Without the RPM package

If you are using Debian, Gentoo, or a non RPM based Linux distribution, use your distribution specific
packaging mechanism such as 'apt-get' on Debian or 'emerge' on Gentoo. It is also possible to install
OpenVPN on Linux using the universal . /configure method.

First expand the . tar.gz file:
tar -xfz openvpn-[version].tar.gz
Then cd to the top level directory and type:

./configure
make
make install

For more details, visit the official OpenVPN 2.0 'How To' page

Configuring TrustConnect OpenVPN Client

Download the correct client configuration file for your TrustConnect package:

»  TrustConnect subscribers OR 7 day trialists, download:
https://accounts.comodo.com/download/trustconnect/client.conf

« Users of TrustConnect FREE service should download:
http://download.comodo.com/trustconnect/free_client.conf

Download the TrustConnect CA certificate.

Copy root CA certificate and configuration file into OpenVPN configuration directory, for example into
/etc/openvpn/.

Start TrustConnect OpenVPN client program:
openvpn--openvpn config /etc/openvpn/client.conf

Enter your TrustConnect login and password.

Download and Install the TrustConnect RedHat Client

To install TrustConnect client for RedHat (Fedora, RHEL) system
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1. Download RPM package here:

https://accounts.comodo.com/download/trustconnect/tcclient-1.0-1.noarch.rpm

2. Start console, login as root and execute command:
# rpm -Uhv PATH/TO/RPM/tcclient-1.0-1.noarch.rpm

Client was tested on the RedHat Fedora 8, 9, 10

Note: The TrustConnect RedHat Client is not available for users of the free service. Users of the free service
should download and install the OpenVPN client as detailed earlier in this document.

Download and Install the TrustConnect Ubuntu Client

To install TrustConnect client for Ubuntu system

1. Download DEB package here:

https://accounts.comodo.com/download/trustconnect/tcclient 1.0-1_all.deb

2. Start console, login as root and execute command:
# dpkg -i PATH/TO/DEB/tcclient_1.0-1_all.deb
Client was tested on the Ubuntu 8.0, 8.1

Usage:
Run trustconnect client: "Aplications Menu" -> "Internet" -> "TrustConnect Client"

Note: The TrustConnect Ubuntu Client is not available for users of the free service. Users of the free service
should download and install the OpenVPN client as detailed earlier in this document.

8.4 Apple iPhone / iPod Touch — Configuration
and Connection

Open VPN account information page. Go to Setting > General > Network > VPN > Settings.
1. Select PPTP and enter TrustConnect VPN account information:
« Inthe 'Server field, please use one of the following addresses:

« us1.vpn.comodo.com (commercial subscription)

« us2.vpn.comodo.com (commercial subscription)

« us3.vpn.comodo.com (free subscription users only)
2. Enter your TrustConnect account and password.
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iPod = 12:43 =Y

e

Server usi.vpn.comodo.com

Account user

RSA SecurlD I' OFF

Password +++-

Encryption Level Auto >
Send all traffic _on
Proxy

3. Click the 'Save' button and go back to VPN main page (Setting > General > Network > VPN).

4. Start Trust Connect VPN connection. Switch 'VPN' to 'ON'.
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iPod = 3 12:26 =1 iPod =

12:28 =

Metwork Metwork

VPN 2% | VPN

~ Status Connecting... > | —#= | Status
Cancel VPN Connection Settings
: Settings >

8.5 TrustConnect FAQ

Common Questions

How do | set up TrustConnect and Log on to the TrustConnect Server?

My User Name and Password don't work — why not?

What Operating Systems does TrustConnect support?

What clients should | use to connect to the TrustConnect Server?

Lo ]

Connected: 0:24 »

All our Internet (HTTP & HTTPS) connections are via a proxy server. How do | connect using TrustConnect in this

situation?

Why do | need a Secure Connection like Comodo TrustConnect?
What is a Sniffer?

What types of TrustConnect Accounts are available?

What Subscription Plans are available for the full service?

Can | buy additional traffic when | need it?
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What is the difference between the free service and the paid license service?

How do | switch to a full account and remove these limitations?

Do | have to use a wireless connection to use Comodo TrustConnect?

| have a Wi-Fi at home with WEP turned on. Am | safe?

Is the TrustConnect license for only one computer, or can | install it on others in my home network?

What is the typical connection speed through TrustConnect?
What happens at the end of the TrustConnect Trial?

How do | cancel my account?

What security measures does TrustConnect use?

Can TrustConnect work on a PC behind a NAT-enabled router?

Windows Configuration

What is the "TAP-Win32 Adapter" that appears in my "Network Connections"?

I'm sure I've done everything correctly but | still cannot connect to the server.

| can connect to the server, but cannot get access to any site. IPCONFIG /ALL shows IP 0.0.0.0 for the TAP
adapter. What's wrong?

Do | need my Firewall up while connecting to the WEB via TrustConnect?

What port numbers are used by TrustConnect?

Windows Vista Configuration

| cannot connect to the server. Log file contains the entry "All TAP-Win32 adapters on this system are currently in
use." But | cannot find any adapters in my "Network Connections". What is the problem?

All adapters are located in correct place, but | still cannot connect to the server.

iPhone/iPod Client Configuration

The server did not respond when | try to connect.

What are the TrustConnect server addresses?

What port numbers are used by TrustConnect for iPod clients?

Common Questions

How do | set up TrustConnect and Log on to the TrustConnect Server?

1. Firstly, log into your Comodo Account at https://accounts.comodo.com with the user name and password
that you created during the TrustConnect or CIS Pro/Complete enroliment process.

2. Click the "TrustConnect' tab on the top navigation bar.
3. Download, install and configure the appropriate TrustConnect client software for your operating system. All

necessary software and instructions are available on the right hand side of the 'TrustConnect' area of your
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account. Alternatively, please use the following links:
Windows
Download TrustConnect Windows Client Configuration Guide (pdf

Download the Windows TrustConnect Client

MAC OS X
Download TrustConnect MAC OS X Client Configuration Guide (pdf
Linux / OpenVPN

Download TrustConnect Linux Client Configuration Guide (pdf)

iPhone / iPod Touch

Download TrustConnect IPOD Client Configuration Guide (pdf)

4. Once installed, start up the Trust Connect Client.
The following example shows how to connect using the Windows client:
Click Start > Programs > Comodo > Trust Connect > Trust Connect

Or, if TrustConnect is already running, right click on the tray icon and select 'Connect'":

Connect

View Log

Advanced options

About

| Exit H

5. Atthe login box you should enter your TrustConnect Service Login and Service Password.

Note: This is not the same password as your Comodo Account password. It is a unique, random password that
was generated during account creation to authenticate you to the TrustConnect servers. If required, you can
change this password to something more memorable by using the 'Change Service Password' button on the right.
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Creating Trust Online®

Contacts

Comodo Internet Security

Comodo TrustConnect

Service Login

Jsrnith

ervice Password 1aBZodeeFG

-057d-a2207a4c75b2

License key
Date from 2010-08-16 06:40:09
Date to 2011-08-16 06:40:09 First Time Lzet

Traffie §A Comodo TrustConnect - User Authentication

Limit: 10 GB
Available: 10 GEB

I semarne: Ii&mith
Today
Mo data found Pazsword: Ixxxxxxxx

[~ Remember

] l l Cancel

6. The TrustConnect tray icon turns green upon successful connection:

Not Connected to Attempting to connect to Successfully connected to
TrustConnect TrustConnect TrustConnect

My User Name and Password don't work — why not?

Make sure that you are entering the TrustConnect Service login details and NOT your Comodo Account Manager
login details.

As a TrustConnect customer (or CIS Pro/Complete customer which includes TrustConnect service) you have two
sets of login details:

Your Comodo Account Login Details. This user name and password enables you to log into your
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account at https://accounts.comodo.com to view and configure account details. You created this on the sign
— up form when you enrolled for TrustConnect or CIS Pro/Complete.

Your TrustConnect Service Login Details. This user-name and password is used to connect to the TrustConnect
server and should be entered at the client login box.

To view your TrustConnect Service Login details:

« Login at https://accounts.comodo.com with your Comodo Account Login Details

« Click the "TrustConnect' button on the top navigation

« Your service login and password are listed. You can change this password at any time by clicking the
'‘Change Service Password' button.

What operating systems does TrustConnect support?

TrustConnect is successfully tested on Windows 2000, Windows XP, Windows Vista, Linux and Mac Os X. It
supports mobile devices like iPod/iPhone as well.

What clients should | use to connect to the TrustConnect server?

To start using TrustConnect you must first download and install the appropriate TrustConnect client software for
your operating system. Client software for supported operating systems is available for download in the
TrustConnect area of your account. Alternatively, use the following links:

Windows
Download TrustConnect Windows Client Configuration Guide (pdf

Download the Windows TrustConnect Client

MAC OS X

Download TrustConnect MAC OS X Client Configuration Guide (pdf)

Linux / OpenVPN
Download TrustConnect Linux Client Configuration Guide (pdf
iPhone / iPod Touch

Download TrustConnect IPOD Client Configuration Guide(pdf)

All our Internet (HTTP & HTTPS) connections are via a proxy server. How do | connect using TrustConnect
in this situation?

If you use the Windows client, you should:
i. Change the TrustConnect target (command) line:
- Right click on TrustConnect' icon;

« Select 'Properties' -> 'Shortcut’;
« Add the following text --allow_proxy 1 into the 'Target' field, so it looks like this:

"C:\Program Files\Comodo\TrustConnect\bin\TrustConnect.exe" --allow_proxy 1
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Target: stConnecthbin' TrustConnect. exg” --allow_prody 1

ii. Start TrustConnect client
ii. Set your proxy settings:
- Right click on "TrustConnect' tray icon and select 'Proxy Settings';

- Select 'Manual Configuration' and enter your proxy settings, for example:
HTTP proxy, Address: 192.168.0.1, Port: 3128

iv. Connect to TrustConnect.
If you use the Linux/Unix or MAC OS X client, you need only add the http-proxy directive to the client
configuration file. For example: http-proxy 192.168.0.1 3128.
If you use iPhone/iPod client:
- Set your proxy settings on the VPN settings: 'Setting' -> ' General' -> 'Network' -> 'VPN' ->
'Settings' -> 'Proxy’

Why do | need a Secure Connection like Comodo TrustConnect?

If you are logging onto the Internet using Wi-Fi public hotspots, then all of your information is in a readable, plain
text format that cyber criminals can sniff. In addition, many hotels have sniffable wired networks. When you're
traveling, all of your information can be seen, including confidential company and personal information.

What is a Sniffer?

Typically, a computer only receives traffic aimed at its TCP/IP address. Sniffer software allows a computer to record
traffic headed to (and from) every computer on the local network.

What are types of TrustConnect accounts are available?

There are 3 main 'types' of TrustConnect Account
« FULL - Subscription based. Users get access to all features of the TrustConnect service.

« TRIAL - Unlimited 7 day trial which includes all the functionality that is available in the paid service.

«  FREE - 'Free for life' service that includes certain service restrictions. For more details, see 'What's the
Difference between the Free Service and the Paid License Service?".

What Subscription Plans are Available for the full service?

The following plans are available for the TrustConnect service:
+ Daily Pass - $3.99 for 24 hours access

+ Monthly Plan - $6.99 per month, 1 user account, unlimited traffic
« Annual Plan - $49.99 per year, 1 user account, unlimited traffic
The following business packages are also available:
+ Corporate Monthly - $25.00 per month, 5 user accounts, 500 GB total traffic
+ Corporate Annual - $200.00 per year, 5 user accounts, 500 GB total traffic
Can | buy Additional traffic when | need it?

Yes. additional traffic limit can be added to your account at anytime.
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« Login to your Comodo account at https://accounts.comodo.com with your user-name and password

« Click the "TrustConnect' tab on the top navigation bar (or select "TrustConnect' from the 'Service' menu
button

« Click 'Buy extra traffic' on the right hand side then sign up for the plan that fits your requirements
What’s the Difference between the Free Service and the Paid License Service?

The free service is:

« Limited to 10 GB of traffic per month

« Location services are not available to free users (i.e. users are not able to select which server they connect
to in ‘Advanced Options’)

« Free service features small banner adverts

- Free service does not allow certain protocols to be used. These include FTP, SMTP, NNTP and NTP

Note: POP3 and IMAP protocols ARE allowed, so you can check online mail accounts like Gmail or Yahoo mail.
Instant Messengers such as MSN and ICQ can also be used.

« The proprietary TrustConnect client for RedHat and Ubuntu Linux distributions is not available for free
users. Users are, of course, free to use the OpenVPN client to configure the service.

How do | switch to a full account and remove these limitations?

If you've already signed up for a free account and want to upgrade to the full service:
» Login to your Comodo account at https://accounts.comodo.com with your user-name and password

« Click the TrustConnect' tab on the top navigation bar (or select "TrustConnect' from the 'Service' menu
button

« Click 'Change Plan' then sign up for a subscription plan that fits your requirements
Do | have to use a wireless connection to use Comodo TrustConnect?

Not at all. Some networks, even if they are physically hard-wired and not wireless, do not have secure connections.
You can use Comodo TrustConnect even from a wired connection if you need to encrypt your session or hide your
destination. If you'd like another layer of protection, Comodo TrustConnect can provide it.

| have a Wi-Fi at home with WEP turned on. Am | safe?

No. Cyber criminals can break WEP encryption with easy-to-acquire tools that are available on the Internet.
Computers without firewalls are even more vulnerable to attack. Comodo TrustConnect helps make your
connection secure even on your home-based Wi-Fi connection.

Is the TrustConnect license for only one computer, or can | install it on others in my home network?

You may install TrustConnect client software on any amount of PCs you wish, but you are allowed to connect to
TrustConnect service with one of them at a time. For example, you may install TrustConnect on work PC and on
your own laptop and connect to TrustConnect from work computer or from laptop, but not simultaneously.

The license agreement can be read here: https://accounts.comodo.com/trustconnect/management/eula

What is the typical connection speed through TrustConnect?

All TrustConnect connections are made over 128 bit SSL encrypted connections so typical speeds are between 1.5
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— 3.0 Mbps.
What happens at the end of the TrustConnect Trial?

Once your 7 day frial period is over you are automatically switched over to the full monthly or annual plan that you
enrolled for.

How do | cancel my account?

If you would like to cancel your TrustConnect account at any time, please send your request to
trustconnectcancel@comodo.com Please remember to include your account user-name (login), email address and
order number and a brief reason for cancellation.

What security measures does TrustConnect use?

All connections to TrustConnect are over 128-bit SSL encryption. Additionally, a private VPN session key is re-
created every hour.

Can TrustConnect work on a PC behind a NAT-enabled router?

Yes. If your computer is connected to the Internet through a NAT-enabled router, you shouldn't have any problems
connecting to the TrustConnect service.

Microsoft Windows Questions

What is the "TAP-Win32 Adapter" that appears in my "Network Connections"?

The "TAP-Win32 Adapter" is virtual network card that is created by the TrustConnect client during installation. This
adapter is required in order to establish a secure tunnel to the TrustConnect Server.

I'm sure I've done everything correctly but | still cannot connect to the server.

Make sure that you have been correctly entering your Service Login/Password. If it is incorrect you should visit
https://accounts.comodo.com/trustconnect/management and check your Service Login.

I can connect to the server, but cannot get access to any site. IPCONFIG /ALL shows IP 0.0.0.0 for the TAP
adapter. What is wrong?

The DHCP Client service MUST be enabled.

To enable this service, you need to:

Right click on the Windows "My Computer" icon.

Select "Manage" from the context sensitive menu to open the Windows ‘Computer Management’ utility.
Select ‘Services and Applications’ then ‘Services’.

Double-click ‘DHCP Client’ from the list of services that are listed in the right hand pane. This opens the
DHCP Client Properties dialog.

Make sure ‘Start Up Type’ is set to ‘Automatic’.

Click “OK” to confirm and save your changes.

N~

o o
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Do | need my Firewall up while connecting to the WEB via TrustConnect?

Yes. TrustConnect ensures secure wireless connectivity to the Internet but does not secure all your computers
ports (it is not designed for this purpose). You still need an effective firewall to protect your ports when surfing the
‘net. Comodo recommends users install Comodo Internet Security which contains an award winning packet filtering
personal firewall and is completely free for home and business users.

What port numbers are used by TrustConnect?

TrustConnect uses only port 443.

Microsoft Windows Vista Questions

I cannot connect to the server. The log file contains the entry "All TAP-Win32 adapters on this system are
currently in use." - but | cannot find any adapters in my "Network Connections". What is the problem?

Always install and run TrustConnect under Administrator access rights.

All adapters are located in correct place, but | still cannot connect to the server.
You need to check the box against "Run this program as an administrator":

» Right click on TrustConnect icon;
« Select 'Properties' --> 'Compatibility'.

OR run the application under the Windows Vista "Run As Admin" option.

iPhonel/iPod Client Questions

The server did not respond when | try to connect.
Check your network settings and access to Internet.
What are the TrustConnect Server Addresses?

You may use the following addresses when configuring the IPod / IPhone client:
- us1.vpn.comodo.com (commercial subscription)

- us2.vpn.comodo.com (commercial subscription)
- us3.vpn.comodo.com (free subscription)
What port numbers are used by TrustConnect for iPod clients?

TrustConnect for IPOD clients uses 1723 port (PPTP service).
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Appendix 1 Comodo Secure DNS
Service

Introduction

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your DNS requests
exclusively through Comodo's proprietary Directory Services Platform. Most of the networks use recursive DNS
services that are provided by their ISP or that reside on their own set of small DNS servers but it becomes
essential to have a secure and broadly distributed DNS service to have a faster and safe DNS resolution.

Background Note: Every device on the Internet is uniquely identified by a 32-bit number (IPv4) or a 128-bit
number (Ipv6). While this is perfectly satisfactory for computers, humans are far more comfortable remembering
names rather than a string of numbers. The Domain Name System (DNS) provides the translation between those
names and numbers. Virtually every piece of software, device, and service on the Internet utilizes DNS to
communicate with one another. DNS also makes this information available across the entire span of the Internet,
allowing users to find information remotely.

Comodo Secure DNS is a broadly distributed Recursive DNS service that gives you full control to determine how
your clients interact with the Internet. It requires no hardware or software and provides reliable, faster, smarter and
safer Internet experience.

- Reliable — Comodo Secure DNS Directory Services Platform currently spans across five continents around
the world. This allows us to offer you the most reliable fully redundant DNS service anywhere. Each node
has multiple servers, and is connected by several Tier 1 carriers to the Internet.

- Faster — Our strategically placed nodes are located at the most optimal intersections of the Internet. Unlike
most DNS providers, Comodo Secure DNS Directory Services Platform uses Anycast routing technology —
which means that no matter where you are located in the world, your DNS requests are answered by the
closest available Comodo Secure DNS set of servers. Combine this with our huge cache and we can get
the answers you seek faster and more reliably than anyone else. Furthemore, our "name cache
invalidation" solution signals the Comodo Secure DNS recursive servers anytime one of our authoritative
customers or partners updates a DNS record, fundamentally eliminating the concept of a TTL.

- Smarter — Comodo's highly structured search and guide pages get you where you want to be, when you
inadvertently attempt to go to a site that doesn’t exist.

- Safer — As a leading provider of computer security solutions, Comodo is keenly aware of the dangers that
plague the Internet today. Secure DNS helps users keep safe online with its malware domain filtering
feature. Secure DNS references a real-time block list (RBL) of harmful websites (i.e. phishing sites,
malware sites, spyware sites, excessive advertising sites, etc.) and will warn you whenever you attempt to
access a site containing potentially threatening content. Additionally, our 'name cache invalidation' solution
signals the Comodo Secure DNS recursive servers whenever a DNS record is updated - fundamentally
eliminating the concept of a TTL. Directing your requests through highly secure servers can also reduce
your exposure to the DNS Cache Poisoning attacks that may affect everybody else using your ISP.

To start Comodo Secure DNS service the DNS settings of your computer has to be modified to point to our server's
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IP addresses. Comodo Internet Security automatically modifies the DNS settings of your system during its
installation to get the services. You can also modify the DNS settings of your system manually, if you haven't
selected the option during installation. You can also revert to the previous settings if you want, at anytime.

Click the following links to get the instructions for manually modifying the DNS settings on your router or on your
computer.

 Router
«  Windows XP

«  Windows Vista

Router — Manually Enabling or Disabling
Comodo Secure DNS Service

You can manually enable or disable Comodo Secure DNS service in your Router by modifying the DNS settings
accessible through DNS Server settings of your router. Comodo recommends making the change on your router so
that with one change, all the computers on your network can benefit from Comodo Secure DNS.

To enable the Comodo Secure DNS service, modify the DNS server IP address settings to Comodo Secure DNS
server |IP addresses. The IP address are:

Primary DNS : 156.154.70.22
Secondary DNS : 156.154.71.22

Important Note: If you have chosen to install CIS in a language other than English then the DNS Server
addresses to be entered are:

Primary DNS : 156.154.70.25

Secondary DNS : 156.154.71.25

To stop Comodo Secure DNS service

«  Modify the DNS server |IP address to your previous settings.

To modify the DNS settings

1. Login to your router. To log in and configure your router, you can open it up in your web browser. If you
don't know the IP address for your router, don't worry, it is typically one of the following:

http://192.168.0.1
http://192.168.1.1
http://192.168.10.1

If you have forgotten your router's username and/or password, the most common username is "admin" and
the password is either blank, "admin”, or "password". If none of those work, you can often reset the
password to the manufacturer default by pressing a button on the router itself, or in some cases access
without a password if you try to access your router quickly after you've cycled the power to it.
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2. Find the DNS Server Settings. Look for "DNS" next to a field which allows two or three sets of numbers
(these fields may be empty).

DMNS AND ADVAMNCED SETTINGS

Use these DNS Servers: ||
Primary DNS Server :

Secondary DNS Server :

Advanced ==

3. Select the check box Use these DNS Servers, type the Comodo Secure DNS Server settings as your DNS
server settings and click 'Save'/'Apply'.

Primary DNS server address for Comodo Secure DNS is: 156.154.70.22
Secondary DNS server address for Comodo Secure DNS is: 156.154.71.22

Important Note: If you have chosen to install CIS in a language other than English then the DNS Server
addresses to be entered are:
Primary DNS Server : 156.154.70.25

Secondary DNS Server : 156.154.71.25

When you are done, the above example would look like this.

DMNS AND ADVAMNCED SETTINGS

Use these DNS Servers :
Primary DNS Server: 1561547022

Secondary DNS Server: (156.154.71.22

Advanced ==

You can disable Comodo Secure DNS by:

- Deselecting the check box 'Use these DNS servers' address automatically'. This means that you use the
DNS server provided by your ISP. This is the option that most home users should choose if they wish to
disable the service.

or

- Entering different preferred and alternate DNS server IP addresses.
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Windows XP — Manually Enabling or Disabling
Comodo Secure DNS Service

You can manually enable or disable Comodo Secure DNS service in your Windows XP computer by modifying the
DNS settings accessible through Control Panel > Network Connections.

To enable the Comodo Secure DNS service, modify the DNS server IP address settings to Comodo Secure DNS
server IP addresses. The IP address are:

Preferred DNS : 156.154.70.22
Alternate DNS : 156.154.71.22

Important Note: If you have chosen to install CIS in a language other than English then the DNS Server
addresses to be entered are:

Preferred DNS : 156.154.70.25
Alternate DNS : 156.154.71.25

To stop Comodo Secure DNS service

« Modify the DNS server IP address to your previous settings.
To modify the DNS settings

1. Select the 'Control Panel' from the Start Menu.
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2. Click 'Network Connections' from the Control Panel options.
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3. Right click on your connection from the Network Connections window and click 'Properties’.
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4. Select 'Internet Protocol (TCP/IP)' and click 'Properties'.
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r
-4 AN - Local Area Connection Properties

General | suthentication | Advanced |

Connect using:

ES IntellR] PROA000 PL Metwork Conn E Corfigure. .. ]

Thiz connection uzes the following items;

Q File: and Frinter Sharing for Microsoft Mebworks
Q (o5 Packet Scheduler
| nternet Protocal [TCFAIR]

Inztall... Lninztall
Deszcription

Tranzmizzion Control Protocal/nternet Protocal " Fhetoe
wide area nebwork, protocaol that provides communication
acrogs diverse interconnected netwarks.

Show icon in notification area when connected
Matify me when this connection haz limited or no connectivity

5. Click the radio button Use the following DNS server addresses and type in Comodo Secure DNS
addresses in the Preferred DNS server and Alternate DNS server fields.

return to your old settings for any reason.
Preferred DNS server address for Comodo Secure DNS is: 156.154.70.22
Alternate DNS server address for Comodo Secure DNS is: 156.154.71.22

Please note down your current DNS settings before switching to Comodo Secure DNS, in case you want to

Important Note: If you have chosen to install CIS in a language other than English then the DNS Server
addresses to be entered are:

Preferred DNS : 156.154.70.25
Alternate DNS : 156.154.71.25
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r

Internet Protocol (TCP/IP) Properties

General | Alternate I:n:nnfiguratin:nn|

Y'ou can get IP settings azsigned automatically if your netwaork, supparts
thiz capability. Othenwize, pou need to azk pour nebwork. adminiztrator for
the appropriate [P settings.

{#) Obtain an P address autamatically
(3 Uze the follawing |P address:

1P addrezs:

Subnet razk:

Diefault gatewar:

DMS server address autaratically

{#) Uze the following DMS server addreszes;
Prefered DMS semver | 186 .1594 .70 .22

Alternate DMS servern | 186.154 .71 . 22

You can disable Comodo Secure DNS by:

- Selecting 'Obtain DNS server address automatically'. This means that you use the DNS server provided by
your ISP. This is the option that most home users should choose if they wish to disable the service.

or

- Entering different preferred and alternate DNS server IP addresses.
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¥

Internet Protocol (TCP/IP) Properties

General | Altemate Corfiguration |

You can get IP settings assigned automatically if your network supports
this capability. Ctherwise, you need to ask your network administrator for
the appropriate [P settings.

(%) Obtain an IP address automaticaly
{3 Use the following IP address:

IP addresz:

Subnet magk:

Alternate DMS zemver

oK || Cancel |

Windows Vista — Manually Enabling or Disabling
Comodo Secure DNS Service

You can manually enable or disable Comodo Secure DNS service in your Windows Vista computer by modifying
the DNS settings accessible through Control Panel > Network and Internet settings.

To enable the Comodo Secure DNS service, modify the DNS server IP address settings to Comodo Secure DNS
server |IP addresses. The IP address are:

Preferred DNS : 156.154.70.22
Alternate DNS : 156.154.71.22

Important Note: If you have chosen to install CIS in a language other than English then the DNS Server
addresses to be entered are:
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Preferred DNS : 156.154.70.25
Alternate DNS : 156.154.71.25

To stop Comodo Secure DNS service

«  Modify the DNS server |P_address to your previous settings.

To modify the DNS settings

1. Click the 'Start', then select 'Control Panel'.

' Windows Live Photo Gallery Metwark

Caonnect Ta

[ :f&'; Windows Fax and Scan

Control Panel

@H Windowes Media Player
Default Prograrms
0“ Windows DVD Maker | e

- Help and Support
[ @ Adobe Photoshop Elernents 6.0 |

Wfindo

»  All Programs

|St:m‘ Search f—
2

Y | o w0 [N M

2. Click on 'View network status and tasks'.
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System and Maintenance a User Accounts ar

Get started with Windows SEfety

Back up your computer @ Set up parental cor
@ Add or remove use

Security

Check for updates

! : Appearance and
Check this computer's security status %

@ Allow a pregram through Windows Personalization
Eiretralh Change desktop back

Change the color schi
Adjust sereen rescluti

&_ MNetwork and Internet
B \iew network status and tasks
T, Set up file sharing Clock, Language,
¢ Change keyboards or
w methods
r
Hardware and Sound R i la ann
Play CDs or other media autornatically
Printer
M Ease of Access
ouse _
Let Windows suggest

Optimize visual displa

Programs

Uninstall " iti i
ninstall 2 program 7 Additional Optio

Change startup programs ﬁ_'

3. Click on 'View Status'.
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Network and Sharing Center

View full map

L

Metwork Internet
(This computer)
_&‘ Metwork (Private netwark) Customize
Access Local and Internet
Connection Local Area Connection View status

% Sharing and Discovery

Metwork discovery @ On @
File sharing @ On
Public folder sharing @ Off
Printer sharing @ On
Password protected sharing @ Off ®
Media sharing o Off @

4. Click the 'Properties' button.
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5
@ Local &rea Connection Status

General

Connection
IPva Connectivity:
IPvE Connechivity:
Media State:
Curation:

Speed:

Ackivity

Internet
Limited
Enabled
12:45:29
1.0 Ghps

16,319,228

h'l |
Sent — &E ——  Received

G

| 7,075,585

[@F‘rnpertin_&s H @Disable H Diagnose ]

Close

5. Vista may ask for your permission to make changes. If so, click the 'Continue' button.

7

ser Account Contral

If you started this action, continue,

j‘. Metwork Connections
=) Microsoft Windows

() Details

@ Windows needs your permission to continue

User Account Control helps stop unauthorized changes to your computer.

-

Continue l[ Cancel i

6. Select 'Internet Protocol Version 4 (TCP/IPv4)', then click the 'Properties' button.
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U Local Area Connection Properties

Metwaorking |

Connect using:

I_TI" MDA nForce Metwaorking Controller

Thiz connection uzes the following items:

UE Client for Microzoft Metworks
QQDS Packet 5cheduler

.@ File: and Frinker Sharing for Microsoft Metwark,
wia |pternet Protocol Wersion B [TCPAAPwE]
Y |hternet Protocol Version 4 [TCRAAPwd]
wda Link-Laver Taopolagy Discovery Mapper 1A0LD
i Link-Layer Topology Discovery Respg

Inztall... ] [ I ninstall Properties

Dreszcription

Allows pour computer bo access resoUrces |«
network.

k. ] [ Cancel

7. Click the radio button 'Use the following DNS server addresses' and type in Comodo Secure DNS
addresses in the Preferred DNS server and Alternate DNS server fields.

Please note down your current DNS settings before switching to Comodo Secure DNS, in case you want to
return to your old settings for any reason.

Preferred DNS server address for Comodo Secure DNS is: 156.154.70.22
Alternate DNS server address for Comodo Secure DNS is: 156.154.71.22

Important Note: If you have chosen to install CIS in a language other than English then the DNS Server
addresses to be entered are:

Preferred DNS : 156.154.70.25
Alternate DNS : 156.154.71.25
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e

Trternet Protocol Version 4-Ii'I'CF"ﬂlju4]|'Prnper'1:ies

General | alkernate Configuration |

Yau can gek IP settings assigned automatically iF wour nebwork supparts
this capability, Otherwise, wou need ko ask yaur netwaork, administrator
for the appropriate IP settings.,

@ Cbtain an IP address aukomatically

(71 Use the following IP address:

IP address:

net mask;

ault gateway:

btain DS server address automati

(@) Use the following DMS server 2

156,154 .70.22

Preferred DMS server;

Alkernake DMS server; "1 a6 . 154 .71 .22

You can disable Comodo Secure DNS by:

»  Selecting 'Obtain DNS server address automatically'. This means that you use the DNS server provided by
your ISP. This is the option that most home users should choose if they wish to disable the service.

or

«  Entering different preferred and alternate DNS server IP addresses.
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General | Alternate Configuration |

B2~

You can get IP settings assigned automatically if vour network supparts
this capability, Qtherwise, you need to ask your network administrator

for the appropriate IP settings.

i@ Dbtain an IP address automaticallyi
{7 Use the following IP address:

IF address:

i@ Obtain DMS server address automatically

i Use the following DNS server addresses:

Preferred DS server:

Alkernate DNS sarver)

8.4

][ Cancel ]
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the
Internet. Comodo CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity
and Content Authentication (Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI
compliance solutions. In addition, with over 10,000,000 installations of its threat prevention products, Comodo
Security Solutions maintains an extensive suite of endpoint security software and services for businesses and
consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime
distinguish the Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in
the US, UK, China, India, Romania and the Ukraine, secures and authenticates the online transactions and
communications for over 200,000 business customers and millions of consumers, providing the intelligent security,
authentication and assurance services necessary for trust in on-line transactions.

Comodo Security Solutions, Inc. Comodo CA Limited

525 Washington Blvd. 3rd floor, Office Village Exchange Quay
Jersey City, NJ 07310 Trafford Road, Salford, Manchester M5 3EQ
United States United Kingdom

Tel : +1.888.266.6361 Tel : +44 (0) 161 874 7070

Fax : +44 (0) 161 877 1767

Email: Sales@comodo.com

For additional information on Comodo - visit http://www.comodo.com
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