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How To Set Up TrustConnect On Windows

TrustConnect is designed to eliminate many types of data hijacks by preventing criminals from attacking or scanning your
system from the local network that you are using to connect to the Internet. It also encrypts all of your traffic destined for the
Internet (including Web site addresses, instant messaging conversations, personal information, plain text usernames and
passwords and other important information).

The following sections provide step-by-step guidance on how to:
*  Download and Install the TrustConnect Windows Client
«  Establish a connection to TrustConnect
e TrustConnect System Configuration

Download and Install the TrustConnect Windows Client
To connect to the TrustConnect service you must first download and install the TrustConnect Windows client software:

*  Firstly, log into your Comodo Account at https://accounts.comodo.com/ with the user name and password that you
created during the TrustConnect or CIS Pro enrollment process.

»  Click the TrustConnect' tab on the top navigation bar.

»  Click 'Download TrustConnect for Windows":
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Logout

ILDgged in success

Comodo TrustConnect

Change Service Password

Service Login Your_Lzer_Mame

Service Password Your_Passward First Time Users — Click Here

Date from 2009-01-05 20:11:12 (view in .pdf format)
Windows Instructions

Date to 010-01-05 20:11:12 (view in .pdf format}

Linux Instructions
(view in .pdf format)

Limit: Unlirnite Mac 05 X Instructions
(view in .pdf format)

Today : .
|P_o{| Il_lstru{rtlons
Ma data found. (view in .pdf format)
TrustConnect F.A.C.
This month (view in .pdf format}
- =t Download TrustConnect for
i Windows™
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g

Alternatively, the TrustConnect Windows client can be downloaded direct from the following URL:

https:/laccounts.comodo.com/download/trustconnect/ComodoTrustConnectClient.exe

After downloading the TrustConnect Windows setup file to your local hard drive, double click on ComodoTrustConnect.msi to
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start the installation wizard.

Step1: Click 'Run’

Simply click 'Run' at the file download dialog to launch the installer.

File Download - Security Warning @
Do you want to run or save this file?

@ Mame: ComodoTrustConnecClient.exe
Type: Application, 1.06MB
From: us4.download.comodo.com

Fun ][ Save ]l Cancel i

patentialy ham your computer.  you do not trust the source, do not

| al While files from the Intemet can be useful, this file type can
b &
= run or save this software. What 's the rsk?

Step 2: Welcome dialog

Simply click 'Next'.

. ——
Comodo TrustConnect

Welcome to the Comodo TrustConnect Setup
Wizard

The inztaller will guide vou through the stepz required toinztall Corrodo TrustConnect on pour
compubcr,

VARMIMNG: Thiz cormputer progranm iz protected by coperight law and internatonal treatiss,
Unauthonized duplication or digtribution of thiz program, or any portian of it, may result in severe civil
o criminal penaltiiez, and will be piozecuted bo the masinum estent pozzible under the law.

Cancel < Back Mext >

Step 3: End User License Agreement

The End-User License Agreement dialog box will be displayed.
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ﬁ Comodo Tn.lst_Connect

License Agreement

Pleaze take a moment to read the icenze agreement now. [ you accept the terms below, click "l
A, hen "Newl™, Othiereize click "Canoel',

COMODO TRUSTCONNECT SUBSCRIBER AGREEMENT -

MPORTANT—PLEASE READ THESE TERMS CAREFULLY BEFORE B
APPLYING FOR, ACCEFTING, OR USING COMO20 TRUSTCONNECT.

[l 3Y USING, APPLYING FOR. OR ACCEFTING |HE COMUDO
TRUSTCOMNNECT SERVICES OR BY CLICKING ON *| ACCEPT BELOW.
YOU (THE “SUBSCRIBER") ACKNOWLEDGE THAT YOU HAVZ READ

THIS AGRCCMENT, THAT YOU UNDCRSTAND IT. AND T1 AT YOU

AGREE TO AND ACCEPT THE TERNS AS PESENTED HEREIM. IF YOU

J0 NOT AGREE TO THE TERMS AND CONDITIONS OF THIS bt
11 Do Mot Agree @ Aaores
[ Canrel l [ < Rark l [ Mest > l

To continue with the installation, you must read and then accept the End User License Agreement (EULA). Click 'l accept' to
continue the installation. If you want to cancel the installation at this stage, click 'Cancel'.

Step 4: Select the additional options to install

huj'.l Curmude TIUhL;(-:UIIHI'_'Ll | =)

Additional options

Addiional icons

[7] Create Desktop lzon

Cancel ] l < Back ] [ Hest » J

Step 5: Select Installation Folder

The next screen allows you to select the folder in your hard drive for installing Comodo TrustConnect. The default path is
C:\Program Files\Comodo\TrustConnect.
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Select Installation Folder

The installer will install Comodo TrustConnect to the following falder.

Tainstall in thiz Folder, click "Mest”. To inztall to a different folder, enter it below or click "Browss".

Falder:

C:\Program Files\ComodohT rustConnect Browse. .

To install the application in the default location, click 'Next'. If you want to install the application in a location other than the
default location, click 'Change' to choose a different location.

Step 6: Confirm Installation window

After completing the additional options to your satisfaction the setup wizard will ask for confirmation before commencing the
installation procedure.

‘_@ Comoni e =HUCT0 X

Confirm Installation

The installer is ready to install Comade TrustConnect on pour computer.

Click "M ext'" o start the installation.

[ Cancel ] [ < Back ] [ MHemt » ]

Step 7: Installation Progress

The installation progress will be indicated...
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Installing Comodo TrustConnect

Comado TrustConnect is being installed.

Flzase wait...

< Bacle Meut »

... and on completion, the finish dialogue will be displayed.

ﬁ Comodo Tn.lstonnecl

Installation Complete

Comodao TrustConnect has been successfully installed.

Click "Close" o exit.

[¥] Register Comada TrustConnect

Click 'Close'.
Step 8: License key window

Enter your serial number if you have one, otherwise click the link 'l Do Not Have a License Key' and go on site and buy one.
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TrustConnect Configuration Wizard
Enter your licenzc koy

=nter Your License Key  {l do not have alicense key

I
i < Back Next » Cancel | |

»  Enter your License Key and click 'Next'.

Your key will be validated and a registration confirmation dialog will be displayed.
Comodo TrustConnect' is now successfully installed in your system. Click Finish to exit the wizard and start using TrustConnect.

§™ Comodo TrustConnect - User Authentication

Jzermanme: | usernameTnustConnect

EERER PRI

Pazzword:

[v Femember

Establish a connection to TrustConnect

Once installation is complete, TrustConnect can be launched in one of the following ways:
Via the Windows 'Start' menu.

Click 'Start > Programs > Comodo > Trust Connect > Trust Connect'

By double clicking the 'TrustConnect' Tray Icon:

By right clicking on the TrustConnect Tray icon and selecting 'Connect':
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Connect

Disconnect

View Log

Event Viewer
Advanced options
Language 3

About
Exat

By default, your TrustConnect client will automatically select the best TrustConnect access server from the servers distributed all
over the world depending on your location, distance between you and the servers and their load. You can change the server you
want to connect to, through Advanced Options explained below. Also TrustConnect is available in multiple languages. You can
change the interface language through the Language option, explained at the foot of the page.

After starting TrustConnect you should enter your TrustConnect Service Login and Service Password at the client login box.

Note: this is not the same password as your Comodo Account password. It is a unique, random password that was generated
during account creation to authenticate you to the TrustConnect servers. If required, you can change this password to
something more memorable by using the 'Change Service Password' button on the right.

C-O-M-0-D-O

Creating Trust Online™

TrustConnect | | Hop Surf | My Account | Help | Contacts

I Logged in succeszully

Comodo TrustConnect

Service Login Vour_User_Mame Change Service Password

Service Password Yodr_Passward First Time Users — Click Here
26161 o (view in .pdf format})

Datc from 2009-01-05 20:11:12

Windows Instructions
Date to 2010-01-05% 20:11:12 (view in .pdf format)

Linux Instructions
(view in .pdf format)

Limit: lirnited - Mac 05 X Instructions
Today TrustConnect - Llcer Authentication
L
Mo data found. |lzermame: IYDur_LI zer_Mame
-
This month F'EISSWDrd: Ixxxxxxxxxxxxxx
=In =0ut
10 [~ Remember
]
] I Cancel
2
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Click 'OK' to confirm and connect. After successful authentication of your user-name and password, the tray icon will turn green
to indicate that you are successfully connected to TrustConnect:

Mot Attempting Successiully
Connected  to connect connected

TrustConnect System Configuration

Advanced Options

Comodo TrustConnect allows you to select the TrustConnect access server you want to connect to, through its advanced
options. You can set TrustConnect to automatically select the best server, set a default server or choose to select the server
manually every time.

To access the Advanced options panel, right click on the TrustConnect Tray icon and select 'Advanced Options'.

Connect

Disconnect

View Log

Event Viewer
Advanced options

Language 3

About
Exit

The panel displays your current location with the IP address.

™ Advanced options

Your location: U5, Houston, [P; 6993174106

i+ iAykomatically select best served

" | want to connect to server in:

U5, Atlanta [distance: 1123km. loading: 12%) ﬂ

" Let me chooze each time | connect

You can configure the server selection from the options:
*  Automatically select the best server
* | want to connect to server in

¢ Let me choose each time | connect.
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Select the option and click the 'Select' button for your settings to take effect.

Automatically select the best server

Instructs TrustConnect to select the best access server with optimal load and distance to connect to. Your TrustConnect client
will automatically find a server nearest to your location and with optimal connection load. This is the default option and is
recommended for all users.

| want to connect to server in

Allows you to choose a server and to set it as default, so that every time you start TrustConnect service, you will be connected to
the selected server irrespective of your location. The drop-down box displays a list of TrustConnect access servers located at
different places, all over the world. Each server is indicated with its location (country, state), distance from your current location
and the load of the server in percentage.

@ Advanced optlons

Your lacation: 5, Houston, |P 63.93.174.106

{7 Autamnatrally =lent Fest seover

{# | want ko connect bo server ki

J%, Adanta [distarec: 1123km. bading: 127% ﬂ

o] LS. Atanta [distance: 11:23km. aading 123%)
115, Hougton [distance: Okm. loading: £%]

Select the server which you want to set as default and click the 'Select' button.

Note: It is always recommended to choose a server nearest to your location for quicker access.

A connection to the selected server will be established every time you connect to TrustConnect . You can change this setting at
anytime you want, by accessing the Advanced Options in TrustConnect.

Let me choose each time | connect

Allows you to select a different server each time you are establishing a connection with TrustConnect. Every time you start
TrustConnect service, you will be prompted to select the server which you wish to connect. On establishing a connection to
TrustConnect, a 'Select access server' dialog will appear.

g™ Select access server

Your location: US . Houzton, [P 63.93.174.106

1S, Atlanta [distance: 11 23km. loading: 12%] j

115, Atlanta [distance: 1123km. loading: 12%]

115, Houston [digtance: Dkm. loading: 4%]

The drop-down box displays a list of TrustConnect access servers located at different places, all over the world. Each server is
indicated with its location (country, state), distance from your current location and the load of the server in percentage.

Select the server to which you want to connect and click the 'Select' button. A connection with the selected access server will be
established.
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Note: It is always recommended to choose a server nearest to your location for quicker access.

Language Options

TrustConnect is available in multiple languages. You can change the interface language of the TrustConnect client at any time
by right clicking on the system tray icon. To change the interface language:

*  Right click on the system tray icon.

Connect

Disconnect

View Log

Event Viewer

Advanced options

& English . Language J
Palish About
i Russian Exit

»  Point the cursor to 'Language’ and the select the language you want from the list of languages listed beside.

Comodo TrustConnect Windows Client Configuration Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 1"



Comodo TrustConnect - Windows CIien__t____,_(}_onﬁgur‘éfi'éhﬁéai;j__.e COMODO

Creating Trust Online®

.-’/’--

About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
Clifton, NJ 07013
United States

Tel: +1.877.712.1309
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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