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1 Introduction to Comodo Antispam
Gateway

Comodo Antispam Gateway (CASG) is an enterprise email filtering solution that blocks spam, email-borne viruses and other
unwanted mail from reaching user in boxes. CASG can be quickly configured for any email system and can be up and running in
no time.

Features and benefits include:
e Antispam protection for incoming mails
*  Antispam protection for outgoing mails
*  Enhances productivity of employees and servers
* Intuitive web interface facilitates easy use and configuration
»  Easy management of domains email restrictions

e Whitelist / blacklist recipients and senders

i{-c COMUDO & johnsmith@example.com | | § Logowt
- Antispam Gateway
Jump to domain Gand
& Dashboard Domains Accounl management  Customer management
Statistics Domain management =]
Domaing 4
Mz member of domains & E
Users 3
Max: member of users & Domains
Licanse expiration dale Aug 9, 2012
4:34:58 PM
Account management =]
ﬁ [FU———
dib -2
Adrmins Iy profile
Customer management =]

Guide Structure
This guide is intended to take you through the configuration and use of Comodo Antispam Gateway and is broken down into the
following main sections. The guide can be navigated using the bookmark links on the left.

* Release Notes — Alist of new features that have been appeared in the CASG.
e Purchasing License - How to purchase CASG licenses.

*  Adding More Users, Domains Or Time To Your Account - Describes how to obtain domains, add more users to
your account.

* License Information - Describes how to keep track of subscription status and various license related alerts.
*  Getting Started - Describes how to configure your mail server with the CASG service

* Incoming Filtering Configuration

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 4
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*  Outgoing Filtering Configuration
e The Administrative Interface - Provides a snapshot of main functional areas of CASG.
*  Logging-in to the Administrative Interface - How to login into the CASG interface.

e The Dashboard Area - Describes briefly about Domain management, Account management, Customer
management and Statistics area.

*  Domains - Detailed explanation on how to add domains, edit domain and manage domains. This section also
deals with adding users to whitelist and blacklist.

*  Account Management - Detailed explanation on how to add new administrators and change login passwords,
subscription to periodical reports and configure language for messages from CASG.

e Customer Management - Provides information on accounts.

e CASG Reports - An Overview - An Overview of the Domain and Quarantine summary reports periodically generated
and sent to the administrators and users by CASG.

1.1 Release Notes

Version History

Version Number List of Changes

Version 1.6 e Added Released Emails, Blacklisted Emails and Whitelisted Emails features in Email
Management

»  Added ability for administrators to release or reject users' request to release quarantined
emails

»  Added ability for administrators to accept or reject users' request to add senders to whitelist or
blacklist

»  Email notifications to administrators and users for requests such as to release quarantined
mails, add senders to whitelist or blacklist

*  Added ability for administrators to prioritize domain routes using drag and drop feature

*  New option for administrators to set number of quarantined mails to be displayed per page
*  New option to stop empty reports from being sent to recipients

»  Right-click options to open links in new tab or new window

»  Various bug fixes

Version 1.5 *  Added outgoing (SMTP) user management support
*  Added email aliases support
*  Added the ability for administrators to clear outgoing domain callout cache

*  Added the ability for administrators to search for a specific outgoing email message

Version 1.4 *  Added periodical Domain and Quarantine summary reports feature

*  Added ability for administrators to set language for messages displayed/sent by CASG
according to their location

*  Added automatic locking feature - the CASG account will be locked if the administrator/user
login attempts fail for set number of times due to incorrect entry of username/password

*  Added ability for administrators to view quarantined email message content through a new
CASG window

Version 1.3 *  Userinterface improvements
*  Embedded links to on-line help

*  Ability to configure the number of days for which logs are available
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*  New options for domain settings

»  Various bug fixes

Version 1.2 *  Added licensing options

»  Fixed various bugs

Version 1.1 »  Added ability for administrators to view email message content through the CASG interface
*  Added ability to report spam in multiple formats to Comodo for potential global blacklisting
*  Added ability to quickly switch the domain that is currently being managed

*  Added ability to reset 'Blocked Extensions' list to default values

Version 1.0 *  Added Mail Quarantine feature

*  Added Whitelist / Blacklist pages

*  Added Domain management feature
*  Added Customer management

*  Added Account management

1.2 Purchasing License

In order to get started with CASG, you must first purchase the service then configure the service. Follow the 'Buy Now' link on
the website to purchase Antispam Gateway. Your Comodo Antispam Gateway account will be created once the signup process
is complete - please refer to the email you receive after signup or activation. You can now login into the account with your
username and password.

You can view the license details in the main interface after activation. See the section 'License Information' for more details.

1.3 Adding more Users, Domains or Time to your Account

New users, domains and license term extensions can added to your account by logging into your CAM account at
https:/laccounts.comodo.com/ . Please read on for a step-by-step guide to this process.

To create CAM account

Visit the Comodo Accounts Manager page at https://accounts.comodo.com/. The 'Register or Log In' page will be displayed.

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 6
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nUp | Lagin

Welcome

Please enter your login and password

Login:

Password:

§ _l,,nlgln_ :I

"Forgot Password

CAM v.4.8.13333

Click 'Create New Account' link. The Signup page for all the services offered by Comodo will be displayed.

COMODO

Creating Trust Online®

SignUp | Login

SignUp

Sign Up to Affiliate System Service

Sign Up to Comado Web Application Firewall Service
Sign Up to Sitelnspector Service

Sign Up to Comaodo Online Storage Service

Sign Up to Antizpam Gateway Service

Sign Up to Comodo System Utilities Service

Sign Up to Comaodo Internet Security Service

Sign Up to Endpoint Security Manager Service

Sign Up to LoginPro Service

Sign Up to Comaodo Network Center Service

Sign Up to TrustConnect Service

CAM v.4.805355

Click 'Sign Up to Antispam Gateway' link. Select the subscription package you want to use from the list displayed.

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 7
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Comoedo Sign-Up Page

@ ASG_FREE_AUTO (S users, 55 domains) - No Card Required!

@ ASG_FREE_3_REMEW_AUTO (2 users, & domainz) - No Card Requirsd!
ASG_FREE_Unkm_RENEW_AUTO (1000 users, 1000 domains) - No Card Required

) ASG_FDED_AUTO (5 users, 10 domains) $3.50 per 5 days

@ ASG_recurrent_AUTO (1000 uzers, 1000 demainz) at price of $12.34 for 1 month
ASG_recurrent_AUTO {1000 users, 1000 domains) at price of $13.9% for 12 months

2) ASG_recurrent_AUTO (1000 users, 1000 demains) at price of $16.88 for 24 months

€ ASG_frial_AUTO (2 users, 2 domainz) al price of 520.00 for 1 month
{Mote: Your card will not be charged for 1 days)

© comada Antispam Gateway Beta Trial 11000120 days (100 users, 1 domains) - No Card Required!
) ASG foced for resslers for 12 days (4 users, 4 domains) 54,12 per 12 days
_) asg.qa. foced1m (5 users, 5 domains) $11.00 per 1 months
asg.sub.ga.recurrent (10 users, 10 domains) at price of 510.05 for 1 month
7 ssg.3ub.qarecurrent (10 users, 10 domaing) at price of $10.20 for 3 months
() a=g.sub.qa.recurrent (10 users, 10 domaing) at price of §10.98 for 12 months
© ase expensive (10000 users, 10000 domains) at price of 3480.00 for 12 months

antispam wih discount without setup_fee (23 users, 23 domains) at dscounted price of $10.00* for 1 month
* Discounted price is vald for the first 1 month of service. After 1 month the preduct will rengw at the full price of 320.00

(2 ASG with free period - 2 (3333 users, 3333 domains) at price of $15.00" for 3 months + 1 month free!
* After 4 months of service the product wil renew at price of $16.00 per 3 months

D ASG-trial-3a (20000 users, 20000 demans) at price of 350.00 for 12 months
{Mote: Your card will not be charged for 3 days)

) ASG recurrent + acutrack (110 users, 10 domaing) at price of $10.00 for 1 month
7 ASG recurrent + acutrack (110 ugers, 10 domains) at price of $50.00 for 12 months

okoss_SG dechne_scheduled (10 users, 15 domaing) at price of $25,000.00 for 12 months
{Note: Your card will not be charged for 1 days)

) ASE with disc_hash (5 users, 23 domaing) at price of $50.00 for 12 manths
) ASG with disc_hash (5 users, 23 domains) at price of $150.00 for 38 months
asg_sub_ciz_30 (10 users_ 10 domains) at price of $10.00 for 1 month

ASG with al subs (2 users, 2 domains) at price of $2.00 for 1 month

) ASG with all subs (2 users, 2 domains) at price of $24.00 for 12 months
) ASG with 16000 usars (16000 users, 10 domains) at price of $10.00 for 1 month

) ASG with 16000 users (16000 users, 10 domains) at price of §30.00 for 12 months
() ASG_OUTGOMG (100 users, 10 domains) - No Card Requirad!

Enter the User Details and Contact Information in the respective sections.

If you already having an account with Comodo, check 'Yes' box. You will only need to enter your Email Address/Login ID ,

Password, and Contact Information.

Note: Fields marked with * are mandatory.

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 8
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Customer Information (an * indicates required fields)

When paying by credit card, the billing information should be exactly as it appears on vour credit card statement For credit card
verificalion, please ensure that your first and last name are entered as they appear on your card.

User Details
Are you an existing Comodo customer? ) Yes & No
Login

(4 character min.)

Password
(8 characters mim.)

Password Confirmation”
First Name
Last Name

Email

Telephone Number

Contact Information

Company Name

Street Address’

Addressz

City

Country’ United States [
State or Province Alabama |‘u|
Postal Code

Check the box if you want to be informed about Comodo products updated via mail.

Communication Options

[#] ¥es!Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe
with us!

Read the 'End User License and Subscriber Agreement' and accept to it by selecting 'l accept the Terms and Conditions'
checkbox. Click 'Sign Up'.

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 9
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Terms and Conditions

END-USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway =

IMPORTANT - PLERSE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING,
OR USING COMODO ANTISPAM GATEWAY ("SERVICES"). BY DOWHLOADING, INSTALLING, OR
USING THE SERVICES OR BY CLICKING ON "I ACCEPT" BELOW, YOU ACENOWLEDGE THAT YOU
HAVE READ THIS AGREEMENT, THAT YOU UMNDERSTAND IT, AND THAT YOU AGREE TO ITS
TERMS. IF ¥OU DO WOT AGREE TC THE TEEM3 HEREIN, DO NOT DOWNLOAD OB USE THE
SERVICES OR CLICE ON "I ACCEPT".

This user license agreement is becween you ("you™ or "Subscriber®), as either an >

Tl laccept the Terms and Conditions

| SIGNUP

Click the Confirm /Cancel button in the Order confirmation dialog.

COMODO

Creating Trust Online*

Help | Contacls SignUp | Login

Order Confirmation

Please confirm your order:
ASG FREE_AUTO Price $0 per 36 months

| Confirm | Cancel |

CAM v.4.5.15358

The assigned invoice will be displayed.

CO M 0 D 0 ‘WWelcome: testiuser testiuser

Creating Trust Online*

Anftispam Gateway | My ount | Help

Invoice #469513-11

Comode Security Solulions, Inc.

525 VWashington Biv. el gt

Jersey City, NJ 07310 :?;arﬂ“gsg%a
Unked States Ukraing

support.comodo.com

ASG_FREE_AUTO from 2012-07-11

[Print)

| Start using ASG_FREE_AUTO]
CAM v 4815385

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 10
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After purchasing a CASG license, you will automatically become an administrator in CASG.

14 License Information

After purchasing/licensing has been completed, we advise you to keep track of your usage limits and the number of days
remaining on your license to avoid service interruptions. You have the option to upgrade or downgrade your license as per your
requirements. You will begin to receive license renewal reminders via email before the expiration of license.

You can view your account status in the 'Customer Management' area in the main interface.

Customer management =
Customerinfo  Manage report

subscriptions

e Click 'Customer Info' from the 'Customer management' drop-down menu from the menu bar or the icon in the
'Customer management' configuration area.
Customer info el

Hame : Doc Team

Subscription :
Max numaer of users ]

fae numbar of domains 5

License eapiration date Bug 08, 2012
Enabled frue

End-User License and Subscriber Agreement

2011-8-T-Antispam Gateway
EMD-USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway

IMPORTANT - FLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING, OR USIMG COMODO ANTISPAM GATEWAY ("SERVICES™L BY
DOWHLOADIMG, INSTALLING, OR USING THE SERVICES OR BY CLICKING OM 71 ACCEPT™ BELOW, YOUN ACKMOWLEDGE THAT YOU HEVE READ THIS AGREEMEMT, THAT
YOLU UNDERSTAND IT, AND THAT YOL! AGREE TO ITS TERMS, IF YOU 00 NOT AGREE TO THE TERMS HEREIMN, DO NOT DOAWNLDAD OR USE THE SERVICES OR CLICK
OM 1 ACCEPT".

This user icense agreement is betwaen you (Crou” or "Subsciber?), as elther an indeidual ar a5 a business enbdy, and Comoda Security Solutions, Inc (Comada”), which has
its principal place of business 2t 525 Washinglon Bhed., Suite 1400, Jersey City, Mew Jarsey 07310 In exchange for your use of the Sarvices, you agree as follows:

1. License
1.1. Grant of License. Comodo granis you & royalby-free. limited, non-exclusive. non-fransferanle, and revocable license 1o use the Comadao Anbspam Gateway (the “Serices”)
for parsanal purposes, induding any documantation and files accompanying the Serdces. You shall not rasall, lease, sell, madify raverse engineer, decampila, ar craate
derivative works of the Services, Al rights nod exgressly granied herein are reserved 1o Camoda,
1.2. Restrictions. The licenses granted harein are anly valid il

(I} the Sendces are NOT madified in any manner;

(ii} tha Sarvces are only installed and used in accordance with your network secunty palicies,

(i} you posses the necessary avihonty and power 1o inglall and use e Services, and

(iv) this agreement is accapted without modification and has not been breached.

1.3, Account. Your account shall be protected by 3 usemame and passward which are confidential information. You are fully responsible for any aclivities that occur through your
account. You must nobdy Comodo immediately if you suspect any unauthorized use of your account.

1.4. Updates. Comada ie not obligated to grovide updates 1o the Sendces. ITan update is providad and the update 2 nt acoompanied by an additional agreement, this

In the 'Customer Info' panel you will find the details of your account.
*  Name: Displays the name of the account.

*  Max. Number of Users: The maximum number of users that can be added for the account, that is, number of users
cannot exceed the number given in this field for all domains included. This depends on the subscription plan.

e Max. Number of Domains: The maximum number of domains that can be configured for the account. This depends
on the subscription plan.

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 11
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* License Expiration Date: Provides details about the expiry date of the license for using CASG.
»  Enabled: Displays whether the account is active or not.

e End-User License and Subscriber Agreement: Displays the complete End-User License and Subscriber
Agreement.

The 'Customer Info' panel alerts the administrator about license expiration date and if Domain/Users limit is exceeded.

Administrators will start receiving license renewal reminders via email 30 days (default) before your license is due to expire.

Note: The number of days before expiration of license that you start to receive license renewal reminders and the number of
reminders per day that you receive depends on the settings configured in CASG.

An example of license renewal reminder is shown below:

Dear Customer,

Your Comodo Antispam Gateway account is due to expire in 5 days.
Please renew your subscription using your account page or contact support.

Please note that on 03-08-2012 your account will be suspended for 60 days and after that all your data will eliminated.

An alert will be displayed at the top of the interface on the day the license has expired. An example of the message is shown
below.

Your subscription has expired, your account will be purged in 60 days, including all domains and quarantined emails, which will be irretrievable. Until that your Spam

filters are disabled.

Note: The period after which all domains and quarantined emails for your account that will purged depends on the settings
configured in CASG.

During the configured period after license expiry, your emails will continue to be delivered to your domain via CASG but without
any spam filtering. During this period, you cannot add new domains and new users. Option to enable quarantine is also disabled
and incoming Spam detection settings screen for every domain in your account will display that Quarantine is disabled. After the
configured period, all domains and quarantined mails in CASG for your account will be purged.

Users of the account can use the service normally during this period. After the configured period, if an user tries to login with
his/her credentials, 'Your login or password is incorrect' message will be displayed.

Administrators can upgrade or downgrade his/her account using Comodo Accounts Manager (CAM) at
https:/laccounts.comodo.com/account/login. You can use the login details provided at the time of purchasing the service.

Note: Any license upgrade or downgrade for your account will not be effected immediately. However, the changes will be
reflected in the interface after a certain period of time depending on the settings configured in CASG.

After downgrading your existing account, if the number of domains and / or users is more than permitted, an upgrade
subscription message will be displayed at the top of the CASG interface. Some examples of alert messages are shown below:

¢ When the domain limit is exceeded:

Your domain limit exceeded by 1. Flease lower number of your domains or buy new subscription. Filtering service will be turned off in 60 days.

¢ When the user limit is exceeded:

Your user limit exceeded by 1. Please lower number of your users or buy new subscription. Filtering service will be turned off in 60 days.

¢ When both domain and user limit are exceeded:

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 12
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The 'Add Domain' and / or 'Add Users' features will be disabled. Users of the account can use the service normally during this
period.

Note: The period after which filtering services will be disabled depends on the settings configured in CASG.

If you do not act on the alert within the period mentioned, filtering services will be disabled and an alert message will be
displayed at the top of the interface. New filtered messages will be absent in quarantined messages list for users. Some
examples of alert messages are shown below:

¢ When the domain limit is exceeded:

Your domain limit exceaded by 1. Please lower number of your domains or buy new subscription. Until that all filtering services will be disabled.

¢ When the user limit is exceeded:

Your user limit exceeded by 1. Please lower number of your users or buy new subscription. Until that all filtering services will be disabled.

¢ When both domain and user limit are exceeded:

Your domain limit exceeded by 1 and user limit exceeded by 1. Please lower number of your domains and users or buy new subscription. Until that all filtering

services will be disabled.

2 Getting Started

Once an account with Comodo for CASG has been created, the next step is configuring your mail server with the CASG service
and setting up incoming and outgoing filtering. Click on the links below for more details.

* Incoming Filtering Configuration
«  Configuring your mail server
»  Configuring MX record

*  Outgoing Filtering Configuration
*  Per-user authentication
e Outgoing Smarthot setup

2.1 Incoming Filtering Configuration

This section explains how you have to configure your mail server and point your domain MX records to CASG service.
«  Configuring your mail server

»  Configuring MX record

211 Configuring Your Mail Server
Step 1: Disable Sender Policy Framework (SPF) check or add CASG service domains to SPF check whitelist.
The CASG service domains are:
e mxsrvl.spamgateway.comodo.com
e mxsrv2.spamgateway.comodo.com

If the above step is not carried out, the following error message may appear while adding a domain.

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 13
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Domains (7]

WARNIMNG: SPF chieck is failed Tor given host, B8
Disable Sender Palicy Framewark (SPF) check or add CASG sendce domain to SPF check whitelist

Belaw iz defailed response from mail erdar

Rowte mxsvr1.spamgateway.com check falled: host unreachable

Step 2: Add your domain to CASG service.
To add domain:

*  Login to CASG system, go to domain management and add domain.

Add domain Bl
Jomains Comain dormain name
g || Destination rovtes &8 |domain dast route |as 2
Chick roules Save Cancel

Step 3: Point mail server MX records to CASG service domain. See the next section 'Configuring MX Record' for more details.

2.1.2 Configuring MX Record

The next important step is to update the Mail Exchange (MX) records of your domain to point to the CASG service domain.
Please ensure that you replace your old domain MX records with primary ‘'mxsrv1.spamgateway.comodo.com' and secondary
'mxsrv2.spamgateway.comodo.com'.

Background Note: The MX record is responsible for specifying the mail server to relay the incoming and outgoing email
messages of a domain. A domain can have several MX records, each pointing to a mail server, with defined priority order.
When an email is passed to/from your domain, the mail is handled by the first available mail server as per the priority. You can
define new MX records or change the priority of them depending on how you want the mails to/from your domain has to be
processed.

This section explains how to update your MX records so that all mails to/from your domain are passed through the CASG spam
filtering service. Click the following links for detailed explanations based on the DNS software/web hosting service you use.

*  Windows Server 2003/2008

*  BIND (and the “named” daemon)
«  Comodo DNS

e GoDaddy

*  Enom

*  Network Solutions

¢ Yahoo! SmallBusiness

¢« 1and1
* 4D Web Hosting
¢ DNS Park

¢ DreamHost
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* DynDNS

* IXWeb Hosting
*  No-lP

e Cpanel

2.1.2.1 Updating MX Records in Windows 2003/2008 Server

1. Open Control Panel by clicking Start > Control Panel and click 'Administrative Tools".

2. Select 'DNS".

3. Open the 'Forward Lookup Zones' folder.

4. To back up the current configuration, right-click the sub-folder for the mail domain you are configuring, select 'export'
from the context sensitive menu and save the configuration in a safe location.

5. Open the zone/domain sub-folder for that mail domain.

6. Delete all the existing MX records in that zone/domain.

7. Enter a new record for primary mail server with a lowest priority number and enter its FQDN value as
mxsrv1.spamgateway.comodo.com and click OK.

8. Enter a new record for secondary mail server with the next lowest priority number and enter its FQDN value as
mxsrv2.spamgateway.comodo.com and click OK.

9. Right-click the zone/domain folder and select 'Properties' from the pop-up menu.
10. Select the 'Start of Authority (SOA)' tab, click the 'Increment' button and click OK.

2.1.2.2 Updating MX Records on a host using BIND (and the 'named' daemon)

1. Make a backup copy of the zone file (or named.conf) that you intend to edit for MX record updates.
Open the Zone file for the mail domain you are configuring (or go to the part of named.conf being used for that zone)

Delete all the existing “MX” lines for that domain.

L

Enter a new “IN MX” record with the lowest preference value and enter the host name as
“mxsrv1.spamgateway.comodo.com” for the primary mail server.

5. Enteranew “IN MX” record with the next lowest preference value and enter the host name as
“mxsrv2.spamgateway.comodo.com” for the secondary mail server.

6. Find the "@ IN SOA” record and increment the serial number (on the second line of the record).
7. Save the file and check it with named-checkconf.

8. Restart the 'named' daemon.

2.1.2.3 Updating MX Records for Comodo DNS

1. Log in to DNS.com administrative console at https://dns.com/login/ by entering your login email address and
password.

2. Select the domain for which you want to update the MX records, from the "Select domain” drop down menu.
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Contact Help

Aot

b & My Account
o H NEW: Overage Insurance Plans

Overview Domains Groups Geo Groups Reports

Home Overview

Type keyword sbove to filfer results

sample-domain.com

3. Click the "View / Manage" button beside the row labeled "@ (mail)".

Records Actions

(root) o View | Manage

* (wildcard) o View | Manage

©® | viewimanage

@ (mail) 9 View | Manage

The existing MX records will be displayed at the left hand side pane.
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@ (Mail).sample-domain.com

Set records for any region or group of your choice.

Create record

Region: « Select location

Til: 3600

Priority:

Answer:

Save

Global

www.sampledomain.com. TTL:

www_sampledomain.com. TTL:

CI’EEtE new: Select tl_.rrpe

Add

4. Delete the existing records by clicking the thrash can icons.
5. Set the primary mail server. Under 'Create Record'":

e Enter TTL as 3600 (secs)

e Enter"1"in the 'Priority' field to set higher priority for the primary server
*  Enter “mxsrv1.spamgateway.comodo.com” in the 'Answer" field

e Click 'Save'

6. Again click the "View / Manage" button beside the row labeled "@ (mail)" and set the secondary mail server. Under
Create Record":

e Enter TTL as 3600 (secs)
e Enter "2"in the 'Priority' field to set lower priority for the secondary server
*  Enter “mxsrv2.spamgateway.comodo.com” in the 'Answer field.
e Click 'Save'
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

Setup should now be complete and mail filtering effected on all configured domains. If you experience problems, please open a
ticket at support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready. We have
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experienced technicians on hand to help troubleshoot any configuration issues.

2.1.2.4 Updating MX Records for GoDaddy

1. Log in to GoDaddy administrative console at http://www.godaddy.com, by entering your customer number or login
name, entering your password, and clicking the 'Secure Login' button.
2. Click 'My Domains' from the 'Domains' drop-down menu.
Domains ¥ Hosting & Servers ¥ | Site Buslders ¥ | SSL Certiicates v | Business ;;.: :
' Auctions & More
Bid on/Buy Existing Domains
Premum Listings
Appraise Domains
Register or Transfer Domains Backorder Domains
Doman Enhancements
Bulk Register - SAVE! Private Registration
Traas lar Namams in Ma Nadsdke it inds s Damdieabam
3. Select the domain for which you want to update the MX records, from the 'Domain Name' column.

4.  Click "Total DNS Control and MX Records' from the Details page.
o 8 @& 8- » A4 B =
| Organias Lecking  Coshin  Upgrode Reeew Forward Confast  Homeservers Focount Change  Cancel Domain

Status: Actve (Refresh Page)
Privacy: Off [Add)

]

¥

Hame Servers: (Last Update 3/1272012)
533 DOMAINCO COM
K534 DOMAMNCONTRO

Business Registration:
Domain Ownership Protection:
Locked:

Registered:

Expires On:

Auto Renew:

CashParking:

Off (Add)

Off (Add}

Locked (Change)

2H 42008

2142008 [Renew How)
Off (Change)

Disabled (Change
A

Send by Emai

5.

Delete the existing MX records by clicking the X' buttons.

5 max {utail Exchange)
v Priority
-

Host

Q@ g

[ 18

Goes To

. SECUTESArET nel

radslons | securesarer net

| Resst to Default Settings | -.
TIL Actions

[ [x]
[ [x]

1 Howr

1 Howr

your changes have taken effect.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after

6.

Click 'Add New MX Record'. The interface for adding a new MX record will appear.
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MX (Mail Exchangers)

To create 8 new MX record for your domain; enter the priorty value (0 - 9999 and compisie the
Host Name, "Goes To. IP Address, and TTL Value felds, then chick "Continue ™

Hote: The "Host Name™ should be defined as your domain name (i.e., "domainnamegoeshers.com™)
or "@" (Enterng “@" wil automatically inser your domain name as the host name for the MX
Record). If the WX Record iz for the domain “www domainnamegoeshere com ™ the host name

i i & -

Priority: [}
HostName:  [@

Enter Goes To Address: f;n.yr_dumain_.net..psmt.p.{:.l-:r"m

TIL: | 1 Hour |

To set the primary server:
*  Enter “1”in the 'Priority' field.
e Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter “mxsrv1.spamgateway.comodo.com”.
e Select 1 week' from the TTL drop-down.
e Click OK.

To set the secondary server:
e Click 'Add New MX Record' again. The interface for adding a new MX record will appear.
*  Enter “2” in the 'Priority' field.
*  Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter “mxsrv2.spamgateway.comodo.com”.
e Select 1 week' from the TTL drop-down.
e Click OK.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.5 Updating MX Records for Enom

1. Log in to Enom administrative console at https://www.enom.com/login.aspx by entering your 'Login ID', 'Password'
and clicking 'Login'.

Click the 'Domains' tab and select "My Domain Names'. 'Manage Domains' page will be opened

Choose the domain for which the MX records are to be updated.

Select the + icon under the "Total DNS Control' list in the 'Domain Details' panel. A sub-list will appear.

Click "Total DNS Control And MX Records'. The 'Manage MX Records and DNS Zone File panel' will appear.
Click 'Launch Total DNS Control Manager'. The 'DNS Manager' interface will appear.

N o g e Dd

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after
your changes have taken effect.

8.  Click 'Add New MX Record'. The 'MX (Mail Exchangers) Record Wizard' will appear.

To set the primary server:
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e Enter “1”in the "Priority Value' field.
e Enter"@" in the Enter a Host Name field.
e Inthe 'Enter Goes To Address' field, enter “mxsrv1.spamgateway.comodo.com”.
»  Select'1 week' from the TTL drop-down.
e Click 'Add".
To set the secondary server:

e Enter “2" in the 'Priority Value' field.
e Enter"@" in the Enter a Host Name field.
* Inthe 'Enter Goes To Address' field, enter “mxsrv2.spamgateway.comodo.com”.
e Select 1 week' from the TTL drop-down.
e Click 'Add".

9. Click 'Continue'. The 'DNS Manager main page' will reappear when you've finished.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.6 Updating MX Records for Network Solutions

1. Log in to Network Solutions administrative console at https://www.networksolutions.com/manage-it/index.jsp by
entering your 'User ID', 'Password', selecting 'Manage All Services' from 'Log-in to' drop-down and clicking 'Login'.

2. Click 'Edit DNS' under 'DNS Settings'. (If this is the first time you are editing the DNS settings, then click 'Custom DNS
Setting'). The 'Edit DNS' interface will appear.

3. Click 'Continue' in the 'DNS Manager-Advanced Tools'. The 'DNS Manager - Advanced Tools' interface will appear.
4.  Click Add/Edit in the 'Mail Servers' panel. The 'Mail Servers' table will be displayed.

5. Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'Mail Servers'
table to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a
later time after your changes have taken effect.

6. Update the 'Mail Servers' table with the information in the following table.

Priority Mail Server

1 mxsrv1.spamgateway.comodo.com
2 mxsrv2.spamgateway.comodo.com
7. Click 'Save'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.7 Updating MX Records for Yahoo! Small Business

1. Log in to Yahoo! Small Business administrative console at https://login.yahoo.com/config/login_verify2 by entering
your 'Yahoo ID', 'Password' and clicking 'Sign In".

Click 'Domain' from he tool bar.
Click 'Manage Advanced DNS Settings'.
Click 'Change MX Records'.

o kLD

Delete the existing MX records.
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Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

Enter the MX record for primary email server as “mxsrv1.spamgateway.comodo.com” in the first open text box.
Set the priority for the primary email server as “1”

Enter the MX record for secondary email server as “mxsrv2.spamgateway.comodo.com” in the second open text box.

© o N o

Set the priority for the secondary email server as “2”
10. Click 'Submit'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.8 Updating MX Records for 1and1

1. Loginto 1and1 administrative console at http://www.1and1.com/login by entering your 'Customer ID' (Account
Number or Domain name), 'Password' and clicking 'Login'.

Click "Administration' tab

Click 'Domains'. The 'Domain Overview' page will appear.
Choose the domain for which the MX records are to be updated.
Select 'Edit DNS Settings' from the DNS menu.

Click 'Advanced DNS Settings' and choose 'Other mail server' from the options.

A S o

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

8.  Enter the MX 1/Prio and MX 2/Prio fields with the following information.

MX 1/Prio mxsrv1.spamgateway.comodo.com
MX 2/Prio mxsrv2.spamgateway.comodo.com
9. Click 'OK".

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.9 Updating MX Records for 4D Web Hosting

1. Log in to your 4D Web Hosting administrative console at https://members.4dwebhosting.com/ by entering your
'‘Username’, 'Password' and clicking 'Login'".

2. Click 'Configure'.
3. Click '"MX Records' from the Configuration options.

4. Replace the top two records with the following:

Primary mxsrv1.spamgateway.comodo.com

Secondary mxsrv2.spamgateway.comodo.com
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5. Click 'Update MX Records'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.10 Updating MX Records for DNS Park

1. Log in to DNS Park administrative console at https://www.dnspark.net/signin.php.
Click 'DNS Hosting' from the left hand side navigation.

Choose the domain for which the MX records are to be updated.

Click 'Mail Records (MX)'.

IS

Under 'MX Resource records',

*  Replace the hostname at 1% priority row with “mxsrv1.spamgateway.comodo.com” and click 'Update’
> Replace the hostname at 2™ priority row with “mxsrv2.spamgateway.comodo.com” and click 'Update'
6. Delete other existing MX records.

Tip: If you do not want to delete these records at this time, you can do it later, after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.11 Updating MX Records for DreamHost

1. Log in to DreamHost administrative control panel at https://panel.dreamhost.com/ by entering your email
address/Web ID and Web panel password.

Click 'Mail' from the left hand side navigation and select 'MX' from the options.
Click 'Edit' beside the domain name for which the MX records are to be updated.

Delete all existing MX records under 'Custom MX Records'.

o B~ w0 DN

In the first two text boxes, enter:

e “mxsrv1.spamgateway.comodo.com”
*  “mxsrv2.spamgateway.comodo.com”
6. Click 'Update your custom MX records now!"

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.12 Updating MX Records for DynDNS

1. Log in to DynDNS administrative console at https://account.dyn.com/entrance/ by entering your Username and
password.

Click 'My Services'.
Click 'Custom DNS' beside the domain for which the MX records are to be updated, under 'Zone Level Services'.
Select all the entries under 'Mail eXchanger Records' and click 'Delete MX'.

Click 'Add New MX'.

2 e

Set the primary mail server:

e Enter “mxsrv1.spamgateway.comodo.com”
e Select '5' for preference to set higher priority for the primary server

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 22


https://account.dyn.com/entrance/
https://panel.dreamhost.com/
https://www.dnspark.net/signin.php

Creating Trust Online®

Comodo Antispam Gateway - Ad rr_!j_[)j_strator’GTﬁfd;__ coMoDO

.'ll{r’II
i'l

/

e Click 'Modify MX'
e (Click 'Return to..."
7.  Set the secondary mail server

*  Enter “mxsrv2.spamgateway.comodo.com’
e Select 10" for preference to set lower priority for the secondary server
e Click 'Modify MX'
e Click 'Return to..."
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

21.2.13 Updating MX Records for X Web Hosting

1. Login to IX Web Hosting administrative control panel at https://manage.ixwebhosting.com/index.php by entering
your login email address and password.

Click 'Manage' under 'Hosting Account'.

Choose the domain for which the MX records are to be updated.
Disable the existing MX records by clicking the 'On' button.
Click 'Edit' next to 'DNS Configuration'.

o o A~ w N

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

7. Click 'Add DNS MX Record'.

8.  Enter the primary and secondary mail servers one by one as given in the table below. Click 'Submit' after entering
each record.

Name Data Data (Second box)
Leave Blank 1 mxsrv1.spamgateway.comodo.com
Leave Blank 2 mxsrv2.spamgateway.comodo.com

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.14 Updating MX Records for No-IP

1. Log in to No-IP administrative console at https://lwww.no-ip.com/login/ by entering your login email address and
password.

Click 'Host/Redirects' from the left hand side navigation.

Click 'Modify' beside the domain name for which the MX records are to be updated.
Navigate to 'Mail Options' section at the bottom of the page

Replace the MX record entry at the first field with “mxsrv1.spamgateway.comodo.com”

Replace the MX record entry at the second field with “mxsrv2.spamgateway.comodo.com”

N o o e N

Delete the other MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.
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The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.15 Updating MX Records in CPanel

This section explains how to update MX records for your domain if you or your web hosting service provider use CPanel as
webhosting control interface.

1. Login to your administrative console. CPanel will be opened.
2. Click '"MX Entry" icon under 'Mail

Started Tutorials Password Cantact Style Language
Wizard Info
Mail A
i g i 1
- £ TR S ¥, [
sy y o | P |
Ermail Webrmail BoxTrapper Forwarders Auto Cefault Mailing
Accounts Respondars Lizts
L W, = [ .
P. W - I i{_; —
Uzer Level Account Ermail Irmpo Erm ail
Filtering Level Trace Addresses/ Authenticatic
Filtering Forwarders
Files s

The MX Entry Maintenance panel will be opened.
3. Select the domain for which the MX record has to be changed from the Domains area.

4. Ensure that 'Local Mail Exchanger' option is selected under 'Email Routing'. If not, select the option and click the
'Change' button.
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Domain: mydomain.com

Email Routing

O Automatically Detect Configuration (recommended) more »

@ Mail Exchan%ﬂ'ﬁ)

O packup Mail Exchanger more =

O Remote Mail Exchanger more =

Currenl setting is shown in bold.

“vWarning: Setting the wrong option here can break receiving mail on your server. If vou are at all unsure about
which option to select contact your system administrator,

Add MNew Record

5. Delete the entries under 'MX Records' by clicking the 'Delete’ links

Priority: |

Destination:

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

a rydornain.com Edi

Home ® Tradernarks ® Help ® Documentation ®  Contact ®  Logout

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click 'Edit' and set
the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after your changes have
taken effect.

6. Set the primary mail server under 'Add New Record'

e Enter'0"in Priority field
*  Enter “mxsrv1.spamgateway.comodo.com” in the Destination field
e Click 'Add New record'. The new MX Record pointing to CASG service will be added
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which Dptil:l-n to select contact -\,rDLlr system administratar,

Add New Record

Priority: |E| |°

Destination: |mxsr\.f‘l.spamgateway.cu|| (v

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

7. Set the secondary mail server under 'Add New Record'

e Enter'1"in Priority field
*  Enter “mxsrv2.spamgateway.comodo.com” in the Destination field
e Click 'Add New record'. The new MX Record pointing to CASG service will be added

Uestnatian.

Add Mew Record
MX Records
PRIORITY DESTINATION ACTIONS
a mxsrvl . sparmgateway.comodo.com Edit Delete
1 mxsrvZ spamgateway.comodo.com Edit Delete
1n mydomain.com Edit Delete
Home ® Tradermarks ® Help ® Documentation ®  Contact ®  Logout

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.2 Outgoing Filtering Configuration

CASG allows you to configure outgoing filter that is independent of incoming email filtering. You can set up outgoing email filter
for each user or if that is too cumbersome, you can set up the filtering server as a smarthost. Click the the following links for
more details.

¢ Per-user authentication

e Outgoing Smarthost setup

2.2.1 Per-User Authentication

To set up outgoing filtering for a user, make sure that the user is a valid outgoing user. This can be done in the Outgoing section
of the Manage Domain interface. You can also configure outgoing user to represent an IP address and anybody from this
configured IP can send mail. To add an outgoing user, click 'Users’ and 'Add'" in the 'Outgoing users' interface. You can also
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import users from CSV file or from Incoming users. See the section Users to know how to configure an outgoing user.

2.2.2 Outgoing Smarthost setup

If you use a dynamic IP or you are unable to get the proper PTR records set up then you might need to consider using a
smarthost. Because when you use a smarthost the server that contact the actual recipient is your ISP mailserver.

A smarthost allows an SMTP server to route email to an intermediate mail server. This can ease mail server management.

This enables you to route messages over a connection that may be more direct or less costly than other routes. The smart host
is similar to the route domain option for remote domains. The difference is that, after a smart host is designated, all outgoing
messages are routed to that server. With a route domain, only messages for the remote domain are routed to a specific server.
If you set up a smart host, you can still designate a different route for a remote domain. The route domain setting overrides the
smart host setting.

You can route all incoming / outgoing messages for remote domains through a smarthost instead of sending them directly to the
domain to reduce e-mail spam from the recipient’s mail server via the default SMTP port.

+  Configuring QMail
*  Configuring PostFix
*  Configuring Sendmail
*  Configuring Exchange 2000/2003
»  Configuring Exchange 2007/2010
*  Configuring Exim
»  Configuring Exim / cPanel

»  Configuring Exim / Directadmin

2.2.2.1 Configuring QMail to use a Smarthost

Routing all mails to a smarthost
The file where SMARTHOST relaying to smarthost settings are kept is named smtproutes and is usually found in
Ivarlgmail/control/. We use the hostname 'mxsrv1.spamgateway.comodo.com' on port 587 as outgoing server:

echo ":mxsrv1.spamgateway.comodo.com:587" > /var/qmail/control/smtproutes

This command will set gmail that all your mails will be routed to mxsrv1.spamgateway.comodo.com:587 (will remove other
existing lines).

Routing all mails for a specific domain to a smarthost :
echo "example.com:mxsrv1.spamgateway.comodo.com:587" >> /var/gmail/control/smiproutes

This will route outgoing email to "example.com” via the smarthost. (rest of the lines will be kept).

2.2.2.2 Configuring PostFix to use a Smarthost

Routing all mails to a smarthost :

These instructions assume the postfixconfig files live in /ete/postfix/main.cf
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In/etc/postfix/main.cfadd the line:

relayhost = mxsrv1.spamgateway.comodo.com:587

Routing all mails for a specific domain to a smarthost :

Add a line to letc/postfix/transport:

example.com smip:mxsrv1.spamgateway.comodo.com:587
generate a postmap file :

postmap hash:/etc/postfix/transport

To use the transport file, add or edit a line in /etc/postfix/main.cf:
transport_maps = hash:/etc/postfix/transport

Restart Postfix and all mail. The mail for selected domains should go trough the Smarthost.

2.2.2.3 Configuring Sendmail to use a Smarthost

Routing all mails to a smarthost :
Edit/etc/sendmail.cf and add the following line:

DSmxsrv1.spamgateway.comodo.com

Restart Sendmail.

2.2.2.4 Configuring Exchange 2000/2003 to use a Smarthost

Routing all mails to a smarthost :

* Inthe Exchange System Manager, expand the Administrative Groups container.

*  Expand the desired administrative group, and expand the Routing Groups container.

»  Expand the routing group you need to work with, right-click the Connectors folder, and select New.
«  Select SMTP Connector.

e On the General tab, enter a name to identify the connector.
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e Select Forward All Mail Through This Connector To The Following Smart Hosts, and enter
mxsrv1.spamgateway.comodo.com.

e Default SMTP Server -> Properties -> Delivery Tab -> Outbound Connections -> TCP Port set to 587.
Routing all mails for a specific domain to a smarthost :
Do all steps mentioned above and continue on with the following:

*  Under Local Bridgeheads, click Add, and select the SMTP server that will become the SMTP bridgehead for its routing
group.

e On the Address Space tab, click Add, select SMTP, and click OK.

e In the E-Mail Domain box, add the name of the remote location's e-mail domain (e.g., example.com), and click OK.

e Click OK three times to exit the SMTP connector configuration.

*  Restart the Microsoft Exchange Routing Engine service and the SMTP service.

2.2.2.5 Configuring Exchange 2007/2010 to use a Smarthost

Routing all mails to a smarthost :
A Send Connector must already have been created and configured correctly on the Hub Transport server.
e Open Exchange Management Console.
e Click on the '+' next to Organization Configuration.
e Select Hub Transport and select the 'Send Connectors' tab.
*  Right-click on the existing Send Connector, select 'Properties' and go to the Network tab.
*  Select "Route mail through the following smart hosts:" and click 'Add".
*  Enter mxsrvi.spamgateway.comodo.com (you need to use port 587).
If you have more then one Smarthost, repeat the previous two steps.

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.
In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:

Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.
Routing all mails to a smarthost with Username Authentication:
A Send Connector must already have been created and configured correctly on the Hub Transport server.
+  Open Exchange Management Console.
+ Click on the + next to Organization Configuration.
+  Select Hub Transport and select the 'Send Connectors' tab.
+ Right-click on the existing Send Connector, select 'Properties' and go to the 'Network' tab.
¢ Select "Route mail through the following smart hosts:" and click 'Add'".

+  Enter smtp-trial.antispamcloud.com in the FQDN section. (Change this to the licensed paid hostname when you
have purchased a license).
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¢+ Click 'Change' under the smart-host authentication.
+ Select 'Basic Authentication' and tick the TLS box .
+ Add your newly created username and password.
¢+ Click'OK".
The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.

2.2.2.6 Configuring Exim to use a Smarthost

Routing all mails to a smarthost :

To configure the mailserver Exim, edit your Exim configuration file (e.g. letc/exim/exim.conf).

Add in the routers section (after begin routers):

spamexperts smarthost router:

driver = manualroute

transport = spamexperts smarthost transport

route list = $Sdomain mxsrvl.spamgateway.comodo.com::587
no _more

Make sure the local mail route is before smarthost, if you don't want local mail to be forwarded. Add in the transports section
(after begin transports):

spamexperts smarthost transport:
driver = smtp
hosts require tls = *

Routing all mails for a specific domain to a smarthost:
Put the domain in place of the $domain value in the route_list (above). For multiple domains you can use:

route list = domain.example.com mxsrvl.spamgateway.comodo.com::587 ;
domain.example.org mxsrvl.spamgateway.comodo.com: :587

Restart Exim for the changes to take effect.

2.2.2.7 Configuring Exim / cPanel to use a Smarthost

Routing all mails to a smarthost :
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Go to the "Exim Configuration Editor" in WHM. Choose "Advanced Editor". Add in the routers section (after begin routers, and
after thedemocheck: router block):

smarthost dkim:

driver = manualroute

domains = !+local domains

require files = "+/var/cpanel/domain keys/private/${sender address domain}"
transport = remote smtp smart dkim

route list = Sdomain mxsrvl.spamgateway.comodo.com: :587

smarthost regular:
driver = manualroute
domains = !+local domains
transport = remote smtp smart regular
route list = $domain mxsrvl.spamgateway.comodo.com::587

Then add in the transports section (after begin transports):

remote smtp smart dkim:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{$sender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{Ssender address domain}

lsearch*{/etc/mailhelo}{$Svalue} {Sprimary hostname}}}

{Sprimary hostname}}

dkim domain = $sender address_domain

dkim selector = default

dkim private key = "/var/cpanel/domain keys/private/${dkim domain}"

dkim canon = relaxed

remote smtp smart regular:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{$sender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{Ssender address domain}
lsearch*{/etc/mailhelo}{$value}{Sprimary hostname}}}
{Sprimary hostname}}

Save the configuration. All the outgoing mail will be relayed trough the filterserver and accept original and DKIM signed emails.

Routing all mails to a smarthost with SMTP Authentication:

+  Go to the "Exim Configuration Editor" in WHM.
+ Choose "Advanced Editor". do not include "begin authenticators".
+  Otherwise, simply append our 4 lines and leave out our "begin authenticators".

begin authenticators

spamexperts login:

driver = plaintext

public name = LOGIN

client send = : username(@example.com : yourUserPassword

Add a Router in the Router Configuration Box.

send via spamexperts:
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driver = manualroute

domains = ! +local domains

transport = spamexperts smtp

route list = "* smtp-trial.antispamcloud.com::587 byname"
host find failed = defer

no_more

Add a Transport to the Transport Configuration Box.

spamexperts smtp:

driver = smtp

hosts = smtp-trial.spamexperts.com

hosts require auth = smtp-trial.antispamcloud.com

hosts require tls = smtp-trial.antispamcloud.com
Restart Exim.

Extra: Routing all mails for a specific domain to a smarthost with individual outgoing accounts:

To be able to set custom settings/limits for outgoing users, use the information above (Routing with SMTP Authentication) with a
small change. Use this:

client send = : ${extract{user}{$

{lookup{$sender address domain}lsearch{/etc/exim spamexperts}}}}
S{extract{pass}{$

{lookup{$sender address domain}lsearch{/etc/exim spamexperts}}}}

instead of the client_send in the previous example.
To create a file called /etclexim_spamexperts with the following structure, use this :

domainl.com: user=user@domainl.com pass=abc
domain?2.com: user=user@domain2.com pass=xyz

Extra: Limiting Outgoing for certain domains

This option can be combined with the individual accounts configuration to restrict outgoing only to specific domains. You can add
the following entry (underneath domains) in the router :

senders = "~.*@domainl.com : ".*@domain?2.com

2.2.2.8 Configuring Exim / Directadmin to use a Smarthost

»  Edit your Exim configuration file (e.g. /etc/exim.conf).

e Add in the routers section (after begin routers):

spamexperts smarthost router:

driver = manualroute

domains = ! +local domains

ignore target hosts = 127.0.0.0/8

condition = "${perl{check limits}}"

transport = spamexperts smarthost transport

route list = $Sdomain mxsrvl.spamgateway.comodo.com::587
no_more
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+ This replaces the existing "lookuphost:" router which should be commented.

+ Add in the transports section (after begin transports):

spamexperts smarthost transport:

driver = smtp
hosts require tls = *
Restart Exim.

3 The Administrative Interface

The Dashboard area of Comodo Antispam Gateway (CASG) allows administrators to take overall control of domain, account and
customer management.

The interface is divided into three areas - Domain Management, Account Management and Customer Management. Each of
these areas can accessed by clicking the respective links in the top navigation. Clicking 'Dashboard' will return you to a
summary page that displays a choice of these three areas. The left side of the interface displays statistics relevant to the specific
task at hand. Within these three main areas, there are a number of other functions that enable the administrator to add
domains, edit domains, add administrators and many more. At the top right of the interface, login details of the administrator is
displayed. An administrator who manages many accounts can easily jump to a particular account by entering the domain name
in the 'Jump to domain' box and then clicking the 'Go’ button. The image below shows the admin interface after logging in.

rE‘{ COMODO & johnsmithi@example.com ¥ Logowt
e Antispam Gateway
Jump to domain Gind
'GI}ashhaam Domains  Accoun! management  Custormer management
Statistics Domain management =]
Domaing 4
r |
Mz number of domains 5 e
gom
Users 3
Wax. number of users & nEn
Licanse expiration dale Aug 9, 2012
43458 PM
Account management =
ﬁ a1
a2
Adrmins Iy profile
Customer management =]
A @ I
ustom Manage repor

Main Functional Areas
*  Domain Management - Provides a snapshot of domains in CASG for your account and serves as a launchpad for
adding, deleting, editing and managing domains. In this area the administrators can set filters, view quarantined mails,
set email restrictions. See Domain Management for more details.

*  Account Management - Enables the administrator to add other administrators, delete or edit an existing
administrators. Currently logged in administrator also can change his/her password, manage their subscription to
periodical domain and quarantine summary reports in this area. See Account Management for more details.
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e Customer Management - Enables the administrator to view the details of the customer such as name, maximum
number of users, maximum number of domains, license expiration date and whether the customer is enabled or not.
Also the administrator can manage the subscription of periodical domain and quarantine summary reports for the
customer, set the language for the messages sent from CASG according to the location of the administrators. See
Customer Management for more details.

»  Statistics - Displays the Statistics for the current customer. If you select 'Manage Domain' in the Domains
Management area this block will contain the statistics for the current domain.

Note: You can navigate the interface either by using the drop-down menus in the menu bar or the icons in the main
configuration area.

Clicking the support.comodo.com link at the bottom of interface takes you to the Comodo support web page, an online
knowledge base and support ticketing system. The fastest way to get further assistance in case you find any problem using
CASG.

3.1 Logging-in to the Administrative Interface

As CASG is a web application, you can login into your account using any Internet browser by entering
https://antispamgateway.comodo.com/admin/ in the address bar of the browser.

f COMODO
Antispam Gateway

e

‘ L Administrative Interface

Username

Passwaord

Yersion 1.6 r1981 @ Comodo Group, Inc. 2011-2012. All rights reserved.

*  Login to the interface with your CASG username and password.

In order to ensure safety, CASG will lock the account if the login attempts fail for more than three attempts due to incorrect
Username or Password. To unlock the account the administrator can contact their Comodo Account Manager.

The threshold number of unsuccessful login attempts before locking the account can also be customized by contacting the
Comodo Account Manager.
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3.2 The Dashboard Area

The Dashboard area of CASG has three main functional areas and in the left side of the administrative interface is Statistics,
which provides details of a selected task.

# Dashboard Domains  Account management  Customer management

Statistics Domain management
Domanes 4

Wax. membar of domains 5 E‘E

Uzere 3

s Darmair
WMax. msmber of users 5

License expiration date -'-IJ; o 2012
43458 P
Account management =]

o —
P =

Customer management =]

*  Domain Management - Provides a snapshot of domains in CASG for your account and serves as a launchpad for
adding, deleting, editing and managing domains. In this area the administrators can set filters, view quarantined mails,
set email restrictions. See Domain Management for more details.

*  Account Management - Enables the administrator to add other administrators, delete or edit an existing
administrators. Currently logged in administrator also can change his/her password, manage their subscription to
periodical domain and quarantine summary reports in this area. See Account Management for more details.

e Customer Management - Enables the administrator to view the details of the customer such as name, maximum
number of users, maximum number of domains, license expiration date and whether the customer is enabled or not.
Also the administrator can manage the subscription of periodical domain and quarantine summary reports for the
customer, set the language for the messages sent from CASG according to the location of the administrators. See
Customer Management for more details.

o Statistics - Displays the Statistics for the current customer. If you select 'Manage Domain' in the Domains
Management area this block will contain the statistics for the current domain.

Various interfaces will display a help button @ at the top right side of the interface. Clicking on this help button will take you to
the respective help page of CASG online help guide for more detailed explanation.

3.2.1 Domains

As the name suggests, the The 'Domains' area of the interface allows administrators to perform domain management tasks such
as adding, deleting editing a domain. Various settings such as email size restrictions and extensions of attached files in emails
can be configured for any listed domain.

Tip: CASG also periodically generates Domains reports containing a summary of all the mail activities for the domain. The
reports are sent to the administrators through email. Administrators can configure for such reports through Dashboard >
Account Management > Admin > Add Administrators or Edit Administrators. Refer to CASG Reports - An Overview for
more details.

Click the Domains i i icon in the main configuration area or the 'Domains' tab in the menu bar to open the Domains area.
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The list of domains that are configured will be displayed.

Using Filter options to search particular domain(s)
Click anywhere on the Filters tab to open the filters area.

Cashboard s Domains

Domains )

(@ Add | [t Delete 3 Editdomain | 3 Manage domain | %% Refresh

Filters =

| Domain * eguals hd ?ﬁwlrﬁﬂar
Domains Alases

cagdevcomode edua
example idomain.com

You can refine your search much further by clicking ® to add more filters.

# Dashboard  Domains  Account management  Customer management

Dashbgard < Domains
Domains i

‘g Add | [gf Delete [ Editdomain [z} Manage domain | 4% Refresh

Filters =}
Domain v | equals - T appiy fitter

3 |Domain * | notequals -

u' Darmiain i conlaing i

b4 Ciomain * | | notcontains hd

3 |Domain v | | stans wan -

3 | Domain ik o

Domaing *  Aliazes
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You can remove a filter by clicking the * icon beside it.
*  Type the text in the third field box(es) and click 'Apply Filter".
The application will search the domains column according to the filter(s) set and display the result.
Following are the options available in the filters area:
*  Name: Displays the name of the column. Since here there is only 'Domains' column, there is no option in this text box.
e Equals: Displays the domain name that was entered in full in the text box.
*  Not Equals: Displays all domain name(s), except the one entered in the text box.
»  Contains: Displays all domain name(s) that contains the words entered in the text box.
*  Not Contains: Displays all domain(s) that does not contain the words entered in the text box.
»  Starts With: Displays all domain(s) that starts with the words entered in the text box.
*  Ends With: Displays all the domain(s) that ends with the words entered in the text box.

Click anywhere on the Filters tab to close the filters area.

"'1"..- Refresh
Click the button to display all the domains.

Note: To display all the domains after using the filters option, you have to first click anywhere on the Filters tab to close the
filters area and then click the 'Refresh’ button.

Click the following links to know how to:
* Addadomain
*  Delete a domain
» Edit a domain

*  Manage a domain

3.2.1.1 Adding Domain

From this interface you can add domains and the destination routes for respective domains. The number of domains that you
can add depends on the plan that you have subscribed.

To add a domain

e (Click the 'Add' button in the Domains interface

# Dashboard  Domains  Account management  Gustomer management

Dazhboard o Domains

Domains th
.j: Delete [ Editdomain = [d Managedomain | %5 Refresh

Filters

Domains Alkases

csgdavcomodo.adua
example 1domain, com
gxampla.com axampla.arg

1 i

The 'Add domain' dialog will open.

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 37



COMODO

Creating Trust Online®

Comodo Antispam Gateway - Ad rgj_[)j_strator’GTﬁa;__

.'ll{r’II

/

2 i

| Add domain %0
Diamain | .
Destination routes ‘i‘ | | |25 |¢|

Check routes Save Cancel

¢ Enter a valid domain name in the 'Domain’ field.

Enter the final mail server destination route in the 'Destination routes' field. This is where the mails will be delivered
from CASG after appropriate filtering of mails. The default port is 25.

If you want additional routes to be included for the filtered mails to be delivered in case of failure of the first route, click

* beside the 'Destination routes' field to add more alternative destination routes.

Add domain

Domain example.domain.com |
Destination routes e |mai|.example.dnmain.cnm |3 |25 |¢|

¥ mailexampledomaincom  |:

Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxsrv1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with

Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.exampledomain.com.

»  Click "Save' to add the configured domains.

Add domain Ed
Daomain |example.dnmain.cnm |
Destination routes & |mai|.example.dnmain.cnm | : |25 |¢|

Check routes Save Cancel

Note: When you create a new domain, email addresses 'abuse@addeddomain' and 'postmaster@addeddomain’ will be added
by default in Recipient Whitelist. Click here for more details.

3.2.1.2 Deleting Domain

If you want to delete a domain for which emails are being routed via CASG, this can be done in this interface.
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To delete a domain

e Select the domain(s) that you want to delete from the interface.

# Dashboard  Domains  Account management  Customer management

Diazhbpard = Domans

Domains (=]
fg add [igh Editdomain = [id Manage domain | F Refresh

Filters
Domains Allasas

csgdevcomodo.adua
examgle 1domain, com
grampla.com axampla.arg

1 i

¢ Click the "Delete' button

Tip: You can select multiple domains to delete by pressing and holding the Shift or Ctrl keys.

A notice will be displayed warning you that the users belonging to the selected domains to be deleted will also be removed.

Delete domains S

will be removed too.
Are you sure you want to remaove selected
domains?

@ MOTICE : All users belonging to selected domain

OK Cancel

¢ Click 'OK' to confirm.

The selected domain(s) will be deleted.

3.2.1.3 Editing Domain

You can change the destination routes of a configured domain and check routes for the edited domain. Please note that the
name of the domain cannot be edited.

To edit a domain

e Select the domain that you want to edit from the interface
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# Dashboard  Domams  Account management  Customer management

Dazhboard & Domains

Domains It
fg add  [pk Delete (2 Editdomain ) "4 Manapedemain | G Refresh

Filters
Domains Allases

cspdavcomodo.odua
examgle 1domain com

axampla.com axampla.arg

1 "

e (Click the 'Edit domain" button

The Edit domain dialog will be displayed. Please note that the domain name is not editable.

Edit domain

Domain test1 testdomain.com

Destination routes e |mxsw1_spamgateway_cnm |3|25 15|
Check routes I Save | ' Cancel :

From here you can add another destination route, change the primary destination route or delete additional destination routes.

¢ Click in the 'Destination route' field to edit it.

e (Click iii beside the 'Destination routes' field to add more alternative destination routes.

Edit domain N

Diomain |test1.testdnmain.mm |

Destination routes e |mxsw1.spamgateway.cnm |3|25 |¢|

® mxswr2spamgatewaycom 25 [

Check routes : Save . Cancel :

¢ Click ﬁ to remove alternative destination routes.

»  Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxsrv1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with
Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.testdomain.com.

e Click 'Save' to confirm the changes.

3.2.1.4 Managing Domain

In this area, an administrator can configure various settings for a selected domain. This interface allows the administrator to view
quarantined mails, set email restrictions, add users as recipient whitelist or blacklist and add new users. In the left side of the
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interface, the Statistics column displays the details such as number of users, email size restriction and information on daily
activities for the selected domain.

This section is divided into five main subsections namely, Incoming, Outgoing, Email management, Whitelist / Blacklist and
Account management. Click on the respective tab to expand or close the subsection in the interface.

To manage a domain

*  Select the domain that you want to manage from the interface and click the 'Manage Domain' button.
or

e Click on the domain name in the 'Domains' column.
or

*  Right-click on the domain name in the 'Domains' column to open in a new tab or window.

# Dashboard  Domains ~ Account management  Gusfomer management

Dazhboard & Domains

Domains ]
fg add [ Delete [ Edil domai 25 Refresh

Filters
Domains Aliasas

csgdevcomodo.adua
example1domain com
sxampla.com axampla.arg

1 i

The configuration interface for the selected domain will open.
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Click on the following links for more details on the subsections:
* Incoming
¢ Outgoing
*  Email Management
*  Whitelist / Blacklist

¢ Account Management

3.2.1.4.1 Incoming

In the 'Incoming’ area of the Manage Domain section, you can view quarantined mails, configure incoming Spam detection
settings, set alert heading for spam mail, add local email recipients etc.
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Click the following links for more details:
*  Quarantine
* Incoming Spam detection settings
¢  Report Spam
*  Delivery Queue
*  Destination Routes
¢ Local Recipients
*  Clear Incoming Cache
* Log Search
*  Domain Aliases
*  Domain Settings

Quarantine

5 E——_ I_I:
| =2 ]
& @

Domaln
settings

.-’/’--

Delivery queua Destination

routes

i

Local
recipients
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Clear
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In this area, an administrator can view the list of all the quarantined emails and their headers, of all the users for the selected
domain. The administrator can also choose to release quarantined emails to the intended recipient after ascertaining that
particular email is not actually a spam. The administrator also can delete a selected or all the spam mails from this interface.

Tip: CASG also periodically generates Quarantine reports containing a summary of mails identified as spam or malicious that
were moved to quarantine automatically. The reports are sent to the administrators through email. Administrators can configure
for such reports through Dashboard > Account Management > Admin > Add Administrators or Edit Administrators.
Refer to CASG Reports - An Overview for more details.

To open the quarantined email interface:

e Click 'Quarantine' from the 'Incoming' drop-down menu in the menu bar or the icon in the 'Incoming'

configuration area.
Or

*  Right-click on the icon and select to open in a new window or a new tab.

The quarantined email area of the selected domain will open:
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Dashboard Domatn dashiboand incoming = Ouigoing - Emall management ~  Whitelist / Backiist - Account management -

""" - L & Quar T

Quarantine e

M showmessage [T} Show message nnew window 39 Release g Whitelist this Sender [ Detete [ Deleteas 45 Ratresh

Filters
Sulyect Froan To [kt {GMT 4 Reason Size ]
Guiaranting Repar adrmingcsg comodo od ua ismilhi@csgdevcomodo od ua Sep 27 Spam 39 KB

miz Estema

I05 2040 patleen ralch

{Sanesecunty

Guaranting Repor adminE@e=g.comodo od.ua bob@csgdevcomodo edua Sep 27 Spam 40 KB

012 Eutarria

30547 AN pattern match
(Banesecunty

Blacklist raquisi A ring madn.od jarnfihicsgdewcomodn od ua Sep 26 Spam 21 KB
11 Extema

The list of quarantined emails is displayed with seven columns providing information about the subject, the sender, details of the
recipients, the date it was sent and the size of the email. The last column indicates whether there is any attachment in the mails.
You can set the number of entries to be displayed per page at the bottom.

015

1 T Perpage 30 o

15
30
0
100
Having Trouble? Support is hers ta help. Open a Ticket at suppor cormoda carm or call 1888 COMODD (266 6361)

Select the number from the drop-down and click the 'Refresh’ button or just wait for few seconds. The number of entries as
selected per page will be displayed.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search quarantined emails
Click anywhere on the Filters tab to open the filters area.

Dashboard  Domain dashboard  Incoming ~ Outgoing =  Email management - Whitelist / Blacklist = Account management -

Jazhbogrd & Domgine & Domain dashboard - csgday comoda od uz & Quarantine

Quarantine il

T} showmessage [T} Show messageinnewwindow S Release [ Whislistihis Sender [ Delete [ Deleteal %% Retresh

Filters =

+ Subject ¥ | |containg - ?vawr

You can refine your search much further by clicking ® to add more filters.
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Dashboard  Domain dashboard  Incoming = Ouigoing -~ Email management = Whitelist / Blacklist - Account management -
Dashboard & Domaing S Domain dashboard - csgdev comodn od g S Quarantr
Quarantine &l

[ showmessage (@) show message mnewwindow 3 Relsase | ‘g Whitelistthis Sender | ‘g Detete [ Deleteal %% Refresh

Filters =
Subject ¥ | | contains - T Appiy filter

b4 From * | | contains b

® T * | | containg -

3 Dats v | | eguals v i

x Size (KB - less than hd 0

Subject From To Dl (GMT <3) Reason Size B

You can remove a filter by clicking the ﬁ icon beside it.
e Type the text in the third field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
*  Subject: Displays the result based on the text entered in the text box for the 'Subject' column
*  From: Displays the result based on the text entered in the text box for the 'From' column
«  To: The results are filtered based on the text entered in the text box for the To' column
When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:
»  Contains: Displays all quarantined mails that contain the words entered in the text box

*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Displays the results according to the selected date in the third box from the calendar

«  Reason: Displays a quarantined mail according to the selected reason (e.g., "Content", “Malicious attachment”,
“Scored 0.5/1.0")

»  Size (KB): Displays the results according to size of the mail selected or entered in the third box
When you select 'Date’ option in the first drop-down, the following filters are available:

»  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

* Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

When you select 'Size (KB)' option in the first drop-down, the following filters are available:

* Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box
Click anywhere on the Filters tab to close the filters area.

. “% Refresh . ) .
Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
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‘ close the filters area and then click the 'Refresh' button.

Viewing Details of Quarantined Mails

The details like subject, sender, recipient , date and size of the mails added to the Quarantine can be viewed in two ways:
*  Inthe same CASG window
* Inanew CASG window

To view details of quarantined mails in the same CASG window:

* Inthe quarantined email area, select the mail that you want to view and click the 'Show Message' button.

or
*  Click on the email link in the subject column that you want to view its details.

Dashboard Domain dashboand Incoming = Outgoing =  Emall management = Whitelist / Blacklist = Account management =

Dashboard & Domains < Domain dashboard - cigdev.comodo.odus S Quarantine
Quarantine ]
™} Showmessage ) ™} Show message innew window | 3 Release | g Whitelist this Sender | ‘g Delete ‘g Deleteall | G5 Refresh
Filters (]
Subject From 3 Dt (GMT 4 Reason Size i
Guaranting Rapan adriir E g.camodaod ua itk _| gdevcomodo od ua Sep 27 pam 2\ ER
012 Externa
I05 20 &M pattern maich
{3aneserunty
Guarantine Report adrinE@csg.comodo, od.ua bob@rspdev comodo.od ua Sep I7 spam 40 KB
2012 Extirms
10517 AWM pattern match
(Banesecurny
sl | fhs 2 i3 “ep Ih par 21 K8
The details of the selected email will be displayed.
E-mail [ X ]

Hormal All headers
S Release | ['g Whitelist this Sender [ Delete

Subject  Fae ONLINE PHARMACY STORE[BEST PRICE TOODAY]
From  Alice <alice@example.com:=
To  jsmith@csgdevcomodo.od.ua, bobi@csgdevcomodo.odua

CC
Date  Wed Sep 26 13:00:46 EEST 2012
{GMT +3)
Size 6.6 KB

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.
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E-mail E3

Mormal Al headers

Received : from nm25-v¥m4 bulletmail.nel yahoo.com {(98.138.91.185]) A
by mxsv dev spamgatewsay comodo.com with smip (Exim 4.80)

(erwelope-from <sowrirajan_s@yahoo.com=) id 1TGoQ2-000350-U

for bob@esgdevcomodo.od.ua; Wed, 26 Sep 2012 05:00:39 -0500

Received : from [98.138.226.180] by nm25. bullet.mail.ne1 yahoo.com with NMNFMP;

26 Sep 2012 10:00:32-0000

Recejved : from [98,138,89,198] by tm15.bullet mail.nel yahoo.com with NMNFMP;

26 Sep 2012 10:00:38-0000

Racaivad : from [127.0.0.1] by omp1056.mail.ne1 yahoo.com with NNFMP;

26 Sep 2012 10,00:38-0000

H-Yahoo-Mewman-Property . ymail-3

¥-rahoo-Newman-1d | 346482 6861 3. bm@omp1 056.mail.ne1 yahoo.com

Racaivad : (gmail 91534 invoked by uid 6B0001), 26 Sep 2012 10:00:38 -0000

DEIM-Signature | v=1, a=rsa-sha2sb, c=relaxedirelaxed, d=vahoo.com, s=51024,

t=134B653638; bh=bElAdVeCI8 greuk 35BF DBvATW G IrSajiZvSMHI4IE=,

h=¥-YMail- 026 Recelved H-Maller.References:Message-ID:Date F rom:Repl-To Subject Toln-Replv-To: MIME-Version: Content-
Type,

b=RVhmFEYF GYDOWsSoirmMZetd d7 AbRYELwS cvd|+kKNVQJORC +DPES 1 dpSieSKYCISI3Cglg Sy aogavad OMRYVIEEDSUT2PD
JBLRS+gGH1 orf +H Y wB DN +hdLZonh'52 EWh G+ |U+4 hyT 38 28 P9eHy:+Hapvagfo=

Domainkey-Signature - a=rsa-shal; g=dns, c=nofws, s=51024; d=yahoo.com,

h=¥-YMail- 05G: Received H-Mailer References Message-IDrDate From:Repk-To Subject Toln-Reply-To MIME-Yersion: Content-
Type,

b=oynikgP 1 R 59 YkLnxC DMFYTeppi+cBkbEBTP+yp DOOIF o UTS) DO F AN BiQkws SkEImgYTOR 3e
JulzSesubGE+pREYS+ALSpEOPaVR+2MpCoB4irke OLIEQpTS0Zs 20WEh Mg c SIhMNAZA LY KZDN Bk LIS PitP 4=,
HMalk08G 4L Daw i1 mFmsWIKSaHTImwgsG T 4a9IF 32X BuvvOMdPjj 2

JoehFvsR_luF LkMNBBkap_E3IpD9Ehe3TEDT QBHMvECtReZIDSYymaC ovRz

ddfSLs 2¥0TGoebmeakXAXBobgstsP8f4 CPailze ANTVos PhAPBVGRRivzaM2E

MwerwrgrgyRruB rCkd gilyzhsiWs 8R0St ahBABKOBILC py W C3E6XDIL

M2 GRE1XNYYY Gyl CZAs04t 0B GPBDB xS 2GMjBNTYZde 2ZHNOWRBOxneMS6

adMGy ZmelSFaile)1 joTwdNkblwecj4d0BdTEUmnUS4eJENVWsg_33vV0EWgN

MgO_wdZBZ_nYSMPXeVdwVENTIYS3IBI KxQPIDIAIMP2epwyyBoPsiSDO

reGRmrbanbpxgn. drmSkozHEAE Eve UJVEVBodBZXS Z05d 3t4Lmzvwigbc 4f ¥,
35 aCYNQ4REZmbouVALWTIEZC cf2ZmOSMMsvKEMHIN ap UEsHRpd ulJHBDr

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the mail or delete
it. Click the "Whitelist this sender' tab to add the sender to 'Sender Whitelist' if you desire. Click here for more details.

To view the details of a quarantined mail in a new CASG window

* Inthe quarantined email area, select the mail that you want to view and click the 'Show Message in new window'
button or right-click and select to open in a new tab or new window.

Dashisoard Domain dashboard Incoming = Outgoing -~ Emaill management ~  Whitelist / Blacklist - Account management -

Dashboard & Domains @ Domain dashboard - csadev.comodoodua S Quarantine
Quarantine [
™y showmessage{ @} Show messape innew window ) 3 Release | g Whitolist this Sender | ‘g Delete g Deleteall | %% Retresh
Filters (]
Subject From T Date (GMT 1 Reason Size i
Guaranting Rapan adriir .E:- Q.comodaod.ua jErmith ._'.:. gdewcomodo. od ua Sep 27 pam M\ ER

012 Externa

A0S0 AWM patiem malch

{3aneserunty

Guarantine Repart adrnin@esg.comoda.od.ua bobiE@esgdev comodo.od ua Sep 27 spam 40 KB

2012 Externa

30517 AM  pattern match

(BanNES e Uty

Blacklizf reques! il r i Sep 76 i 21 KB

The browser will display a warning pop-up window notification. Click the 'Options" then select 'Allow pop-ups for..." to allow to
open new message in a new window. Click again the 'Show message in new window'.

g Firehes peevested thi site fram sgeting & papeop wnd o, Dpeianis L]
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The details of the selected mail will be displayed in a new CASG window.
E-mail g

Mormal | Al headers
< Release (g Whatelist this Sender | g Dolete
Subject  Fw: ONLINE PHARMACY STORE[BEST PRICE TOODAY]
From — Alice <alice@ecmmple.com=
To  jsmith@csgdescommado. o, b csgdecc omado,adl.a
cC

[ate Weal Sop 26 13200046 EEST 2012
(T +3}

Size GG KB

To release a quarantined mail:

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

e Select the mail that you want to release and click the 'Release’ button.

Dashisoard Domain dashboard Incoming = Outgoing -~ Emaill management ~  Whitelist / Blacklist - Account management -

CDashbpard & Domains S Domain dashboard - cagdey comodo.pdug S Quarantine
Quarantine )
T} showmessage [T} Show message in new window _ 4§ Whitelist this Sender | “p Detete ‘g Delsteal %5 Refresh
Filters [+ |
Sutyect From T [rote (GMT + Reason Size ]
Guaranting Repor adrmiir .E:- Q.comodood.ua je ik ._'.:- gdevcomodo od ua Sep 27 pam 29 KB
2042 Externa
10520 AW pathem malch
LHANE S B UnTy
Guarantine Repart admin@csg.comodo.od.ua bobEcsgdevcomodo.od ua Sep 27 Spam A0 KB
012 Extarna

30517 AW pattern match

(Banesecunty

es! 1 i g ™ Sep T pan 21 KB

An alert will be displayed to confirm the release of selected email.

Release emails (2]
G Are you sure you want to release the selected
@ emails?

0K Cancel

*  Click 'OK' to confirm the release
The email will be released to the addressee and the mail will no longer be in the quarantined list.

To add a sender to whitelist
After ascertaining that emails sent by particular senders are not spam, administrators can choose to add them to 'Sender
Whitelist' from this interface. Once added to whitelist, emails sent by these senders will not be quarantined.

e Select the mail that you want to add the sender to whitelist and click the "Whitelist this Sender' button.
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Dashboard Domain dashboard Incoming = Outgoing ~  Email management ~  Whitelist / Blacklist - Account management -

Dashbpard & Domsains < Domain dashboard - CEaden comado. ol s & Quaranting
Quarantine ]

™} showmessage [T} Show message in new window Dalata Datate all Refresn
W i

Filters (]
Subject Froam 1] Dt {GMT 1 Reason Size ﬂ
Guarantine Repor adminggesg comodo od.ua ismithifcsgder comodo od ua Sep 27 pam 38 KB
092 Extarna
10520 A pattemn malch
(OaNesecunty
Guarantne Report adminEesg.comoda od.us bobEcsgdeycormodo. od ua Sep IT Spam 40 KB
2012 Externa
F0517 AWM pattern match
(Banesecunty
Blacklisl reques! i ’ {rg e par ¥ KB
An alert will be displayed to confirm adding the sender to whitelist.
Whitelist emails =3

e Areyou sure you want to whitelist the selected
emails?

K | | Cancel

¢ Click 'OK' to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

To delete a quarantined mail:

*  Select the mail that you want to delete and click the 'Delete’ button

Dashboard Domain dashboand Incoming = Outgoing =  Emall management = Whitelist / Blacklist = Account management -

Dashboard & Domains S Domain dashboard - csgdey comodo o g S Quarantine

Quarantine )

™ Showmessage [T} Showmessage innewwindow 5 Release | g Whitslist this Send Delete all | %% Refresh

Filters
Subject Fromm T [ate {GMT + Reason Size ﬂ
Guaranting Rapan adrming@esg comoda od ua ismithigcsgdevcomodo od ua Sep 27 pam 39 KB
2012 Externa
I05 20 A pattern malch
LAANE S B UnTy
Quarantine Rapor adminEcsg.comodo.od.us bob@E@csgoey comodo.od ua Sep IT Spam 40 KB
2012 Exderria
30517 AM  paftern match
(BaARES Ly
Blackiis! regiast " - ’ ) S . # KE

An alert will be displayed to confirm the deletion. Click 'OK' to delete the selection email.
The selected mail will be deleted and will no longer be in the quarantined mail list.

e Click the 'Delete All' button to remove all the quarantined emails
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Dashboard Domain dashboand Incoming = Outgoing =  Emall management = Whitelist / Blacklist = Account management -

Dashbpard & Domams S Domein dashboard - csgdey comodo o ug & Quaranting
Quarantine )
™ Showmessage | [T} Show message innewwindow | 5§ Release | ‘g Whiislist this Sender | ‘g Deletsl | ‘W Delete ail Redresh
Filters [+
Subject From T Date {GMT + Reason Size ]
Guaranting Rapan adrming@esg comoda od ua ismithigcsgdevcomodo od ua Sep 27 39 KB

iz Extarna

I05 20 A pattemn malch

(Saneserunty

Quarantng Repor drinE@ceg. comodo.od.us bobE@esgoey comodo od ua Sep 27 Spam 40 KB

2012 Externa

30517 AWM pattern match

(BANESBE LMy

Blackiis! regiast | ) - Se 76 o # KE

An alert will be displayed to confirm the deletion. Click 'OK' to delete all quarantined emails.

All the quarantined emails for current domain will be deleted .

Incoming Spam detection settings

The settings made in this interface determine what kind of mails should be classified as 'spam', 'probable' and 'safe’. CASG
enforces several rules to mail envelope, header and content as the emails passes through its spam filters. Each of these rules
depicts some typical spam attribute, which has a numeric value on the probability that the attribute suggests spam. A message's
spam score depends on the result of weighted value of all the rules combined together. For example, if you set the spam
threshold as 0.33, all mails that have a score of more than 0.33 will be treated as spam and quarantined. Please note that the
highest spam threshold is 1 for CASG and the higher threshold you set, it is likely that more spam messages may be delivered
to the recipients. Try the settings for a week or so and after analyzing how much spam messages are being delivered to the
recipients without being filtered for the current settings, you have to reconfigure the spam threshold settings accordingly.

To configure incoming spam detection settings

*  Click 'Incoming spam detection settings' from the 'Incoming' drop-down menu in the menu bar or the
the 'Incoming’ configuration area.

The incoming spam detection settings area of the selected domain will open:

Cuarantine enabled: [¥] Days saved 24
Spam breshald: | 932 Spam natation:  |5Pas]
Probable spam threshald: |02 | Probable spam notalion

Quaranting raspansa: Rejected v

Save

*  Quarantine enabled - Selecting this option will enable the incoming Spam detection settings that will be applied to the
incoming mails and quarantined as per the spam threshold setting. If this option is not enabled, emails that are
detected as 'Spam’ will not be quarantined but delivered to your email server with the messages in subject line that
you have set in Probable Spam notation / Spam Notation. Unsure messages are always sent to the recipient (and
never quarantined) even if this option is enabled. Please see ‘Unsure Notation’ for more details.

»  Spam threshold - Enter any value between 0.1 and 1.0. All mails that are having a score value above that is set in
this field will be quarantined automatically as explained in the introduction para of this section. Please note this value
should be always higher than 'Unsure threshold' value.

*  Probable spam threshold - Enter any value between 0.0 and the value entered in Spam threshold field. All mails
that are having a score value above that is set in this field will be identified as unsure mails and will be delivered to
recipients with the messages in subject line that you have set in the Probable Spam notation / Spam Notation.
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»  Days saved - Enter the number of days that you want the mails to be quarantined. The maximum number of days that
can be set is 9999. The quarantined mails that are not checked, released or deleted within the stipulated days will be
deleted automatically from the quarantine.

*  Probable spam notation - The prefix that will be prepended to the subject line of all ‘probable’ emails sent to users.
For example, “<Potentially Spam> Cheap deals on Dell computers” — where <Potentially Spam> is the ‘Probable’
notation’.

e Spam notation - The prefix that will be prepended to the subject line of all ‘Spam’ emails sent to users. For example,
“<Spam> Order two Rolex watches and get a free carton of Viagra” — where <Spam> is the ‘Probable' notation’. Note -
this only applies IF quarantine has been disabled (i.e. If the ‘Quarantine Enabled’ box is not checked).

*  Quarantine response - Determines the response that CASG will send to the SMTP server that delivered a message
in the event that the mail is identified as spam.

Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered to
the recipient) regardless of your choice here. These options merely determine what message CASG will send back to
the SMTP mail server.

Options:
*  Rejected - Will inform the SMTP server that the email has been rejected by CASG and placed in quarantine.

e Accepted - The email has passed the CASG spam filters and detected as a spam will be placed in quarantine in
silent mode.

Click the 'Save' button. The incoming spam detection settings for the selected domain will be saved.

Report Spam

The Report Spam feature allows you to report suspected junk emails that have by-passed existing filters and landed in your
inbox. CASG will analyze reported mails and, if found to be spam, will update its filters to quarantine similar mails in future. You
can upload spam mails locally saved in your system into this area. CASG accepts a range of different mail formats, for
example, .eml and .msg.

To report a spam mail

P
e Click 'Report spam' from the 'Incoming' drop-down menu in the menu bar or the @ icon in the 'Incoming’
configuration area

The Report Spam interface will open.

Report spam i

Upload mail format files only (max. size - 9 Mb) :

& upioad

e Click the 'Upload' button
The File Upload dialog will open.
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Upload El
pload mail format files only
(max. size - 9 Mb)
Q Browse...
Upload Cancel

e (Click Browse...

Choose File to Upload ok

Look in: ILﬂ suspected_mails j % T 2 [

% Apply. Get Real Quotes For Top Plans. Go wWith The Best Offer

5 Europe Latkery - You waon £300,000

EE MY CANADTAN PHARMACY

£ our Email Id has won 1,000,000.00 GEP in the British Micrasoft Inc,

File name: I.-’-\.ngel Beauty Clinic j Open I
Files of type: |g|| Files [*.] | Cancel |
E

... and navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you want to report
as spam and click 'Open’. The maximum size of the file that can be uploaded is 9 MB.

The mail will be processed for uploading...

Lpload B
Upload mail format files only | | ) Cancel Angel Beauty
imax. size - 9 Wby Clinic eml
File size:  15KB of 434KB

Upload Cancel

... and will be added to upload list.
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Upload Ed

Upload mail format files only & Cancel Angel
(max. size - 9 Mb) [ HER LI

Upload Cancel

e Click 'Upload'. The email will be uploaded and checked.

Re angel Beauty Clinlc ernl; Verfication was successful, B

e Click the g button to close the message.
If the mail that you have uploaded has not passed through CASG filter, the following message will be displayed.

The messaga you have uploaded never passed through our spamfilblar (Re Angel Beauty Clinic.aml) |

Delivery Queue

In general, emails are delivered to the destination server directly and not stored on the filtering machines. But whenever an
email destination server for an account is temporarily unavailable, all filtered mails are queued in the CASG servers for delivery
at a later time. Emails that are permanently rejected by the destination server with a 5xx error code will not be queued and
rejected by the CASG system. The queued emails can be accessed in the CASG interface and from here they can be manually
force retried for delivery.

The queued messages on CASG severs are automatically retried for delivery for up to a period that is set in 'Maximum days to
retry ' field in domain settings (for example, 4 days).The automatic retry schedule is given below:;

*  During the first two hours, the queued messages are retried for delivery at a fixed time interval of 15 minutes.

»  During the next 14 hours, the queued messages are retried for delivery at a variable time interval starting from 15
minutes and multiplied by 1.5 with each attempted delivery. For example, after the first 15 minutes, the subsequent
attempts will be after 22.5 minutes, 34 minutes and so on.

*  From 16 hours since the delivery failure and up to 4 days, the queued messages are retried for delivery at a fixed time
interval of every 6 hours.

»  After a period of 4 days, all queued messages will be bounced to respective senders. The messages will be frozen if
the bounce cannot be delivered immediately and retried for delivery at a fixed time interval of 3 days for the first 21
days. At the end of this period, delivery of messages will have failed permanently.

To manually force-deliver emails in queue

e Click 'Delivery queue' from the 'Incoming’ drop-down menu in the menu bar or the a icon in the 'Incoming’
configuration area

The Incoming Delivery Queue area of the selected domain will open:

Incoming delivery queue I
3 Forcerenry "':- Rty 1o deliver all nessages

Berver Message ID B i Sire Bender Reciphent Frozen Retry time

mxan | spampaleway.comod 10y 3pM-0004 JW-LE Tim 1EK admmin True 2011-08-29 11:44:03

»  To force-deliver a single email manually, select an email from the delivery queue and click the 'Force retry' button.

»  To force-deliver all email messages in the queue, click 'Retry to deliver all messages' button.

Note: Frozen emails can't be force delivered from CASG interface.
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Destination Routes

If there is a temporary problem with the primary email destination server, CASG will try to deliver the filtered mails to the next
destination email server that is configured. If the failure is permanent, for example, unable to resolve hostname, CASG will try to
deliver through the next alternative route.

To add additional destination routes

»  Click 'Destination routes" from the 'Incoming' drop-down menu in the menu bar or the @ icon in the 'Incoming’
configuration area

The 'Destination routes' area of the selected domain will open:

Destination routes !
_ﬂ R o

Route Port

aample.com 25

e (Click the 'Add' button to add another alternative destination route

The 'Destination routes' dialog box will be displayed.

Destination routes =3

B :[25 =

Save Cancel

¢ Enter the alternative destination route and click the 'Save' button

The added route will be displayed in the list.

Destination routes [

[ Rad g Dabete

Raouta Port
EwAMmple cofm 5
malll example.com 25

*  |f you want additional routes to be included, click * to add more alternative destination routes.

You can also prioritize the routes by dragging and dropping from the list.

Destination routes (7]
‘g add | g Delete

Roume + Pant

il example corm 5

ExaTmple Con &}g

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 54



Creating Trust Online®

Comodo Antispam Gateway - Adrpj_[]j_strator’G“’l]ifd;___ o coMoDo

-~ .'ll{r’II
5 L = i'l

/

Click the 'Save' button to confirm the changes.

Click here for more details on how to check the routes.

Local Recipients

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When the 'Local Recipients' option is enabled, only existing and valid email accounts in the destination
server will be accepted. When this option is selected, all the recipients have to be added manually, else even valid users for that
account will not receive emails. Comodo recommends that this option should be used in specific cases only and not required in
normal cases.

To add local recipients

&l |z
*  Click 'Local Recipients' from the 'Incoming’ drop-down menu in the menu bar or the icon in the 'Incoming’
configuration area.

The Local Recipients configuration area of the selected domain will open:

Local recipients [

Usa local recipients: [J| Save

Td A g Delete

Lasal i &cipisnl

jsmithiZexample.com

e Select the 'Use local recipients' check box and click the 'Save' button
e Click the 'Add' button

The 'Add local recipient' dialog box will open.

Add local recipient B3

E-rnail @|example.cnm |

Save Cancel

e Enter a valid user email address in the E-mail field

&dd lacal recipient E3

E-mail |alice @|example.cnm |

Save Cancel

e (Click the 'Save' button

Repeat the process till you have added all the users' email addresses.
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Local recipients [

Uze local recipients: [#] | Save

g nod | [ Delate
Local recipient

EMiEenIMDIe EOMm
aliceg@anarnple. com

To delete a local recipient

e Select the user that you want to delete and click the 'Delete’ button

Local recipients )

Lisg local recipients S

Lol reciphert

jsmithiBawample.cam
alica@exarmpla.com
JoRRERERArplE GO
martamag@esample.com

The selected recipient will be deleted from the list.

Tip: You can select multiple recipients to delete by pressing and holding the Shift or Ctrl keys.

Clear Incoming Cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When an email for a certain recipient is permanently rejected by the destination server with a 5xx error
code, the destination address of the recipient is considered invalid and all emails sent to the recipient will be rejected. CASG
filtering servers caches this information locally for up to two hours. CASG interface allows you to clear the callout cache without
waiting for the servers to clear it.

To clear incoming cache

'_
e Click 'Clear income cache' from the 'Incoming' drop-down menu in the menu bar or the F@ icon in the 'Incoming'
configuration area

The 'Clear incoming cache' area of the selected domain will open:

Clear incoming cache i

Here you can clear the callout cache for an incoming damain Clear

e (Click the 'Clear' button

The callout cache for the incoming domain is cleared.
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Cache successfully cleared. s
% Cache successfully cleared.

OK

»  Click 'OK" to close the 'Cache successfully cleared' dialog box.

Log Search
The Log Search option in CASG allows you to search for a specific email message.
d] 'E__
*  Click 'Log search' from the 'Incoming' drop-down menu in the menu bar or the icon in the 'Incoming'
configuration area.
The 'Log search (incoming)' interface of the selected domain will open:
Dale range | 20412-08-20 AM 11:3815 00 |- | 2012-D8-21 AW 11:38:18 0
Sandar.
Recipient @esgdevcomada.od.ua
Sander IF;

Sender host

Predicale: AND =

Classification. Al v

Search Do ndoad

»  Date range: Select the date range for which you want to search the log file.
«  Sender: Enter a sender email address in this field.

*  Recipient: Enter the email address in this field (for example, 'testuser1’).

«  Sender IP: Enter the IP address of the sender.

«  Sender Host: Enter the sender host name.

*  Predicate: You have the option to select either 'AND' or 'OR' in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

«  Classification: Select the type of email that you want to search from the drop-down options.
Click the 'Search' button.

CASG will search for the entered terms and display the resullts.

Diavte and time Hast (Exirm id) Sendar hosiname Sender Recipient Classification
2012-06-21 09:25:53 musne devspamgatewayce  mail.comodood.ua admini@csg.comodo.odua  docteamn Fejected
1ShdeA-0008nY-3g 91.196.85.17 Destination address does
nat exist
2012-06-20 21:05:58 musn devepamgateway o mall.comodo.od.us adming@esg.comodo.odus | Elex Accepled
15h55u-0005yL-UG §1.196.85.17 Messaga conlent looked
ike non-spam
2012-06-20 21:05:12 musnl devspamgateway ol mail.comodo.od.ua admin@csg.comede.odua | doc.admin Rejected
1ShSEM-0005w Az 51.196.95.17 Destination address does
nat exist

The 'Download' button allows admin to retrieve from CASG a raw log of messages from the selected domain. The compressed
Exim4 log containing all entries for the selected domain can be downloaded from this interface.

Press the download button, the download dialog will be opened.
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Cpening incoming.csgdev.comodo.od.ualogs.zip ﬂ

You have chosen to open

g incoming.csgdev.comodo.od.ua.logs.zip
which is a 77777 ZIP - WinRAR
from: http://jenkins.comodo.od.ua:9013

What should Firefox do with this file?

@

WinRAR.ZIP (default) -

) Save File

[] Do this automnatically for files like this from now on.

[ ok ]| cancel

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be saved
in the folder that you have configured for saving download files.

Domain Aliases
The Domain aliasing feature in CASG allows the administrator to add multiple domains as aliases for the main domain. After
adding a domain alias, the MX records should be configured to activate the filtering process for this domain alias. Once this is
done, mails sent to users at alias domain will be filtered and delivered to users at main domain. For example, if you add
testdomain.org as an alias domain for the main domain fesfdomain.com and mail sent to user1@festdomain.org will be filtered
and delivered to useri@testdomain.com. The 'To:" headers in the email will still display the original recipient as
user1@testdomain.org.
To add domain aliases

FE‘H

Ly

o
*  Click 'Domain Aliases' from the 'Incoming' drop-down menu in the menu bar or the ! icon in the 'Incoming'
configuration area

The 'Domain Aliases' interface of the selected domain will open:
Domain aliases e

fgd add | [ Deleta

Alias

¢ Click the 'Add' button to add a domain alias for the selected domain

The 'Add domain alias' dialog box will open.

&dd dornain alias E3

Alias

Save Cancel

¢ Enter the domain alias name in the 'Alias’ field
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&dd dornain alias E3

Alias example.org

Save Cancel

e (Click the 'Save' button
The domain will be added to the main domain as alias and will be listed in the interface.

Domain aliases )

[ Add [ Delete
Alias

* {estdomain.org

¢ To delete a domain alias, select the domain alias from the list and click the 'Delete’ button

Domain aliases ad

g add [ Delete

Alias

- geample.ong

The selected domain alias will be deleted from the list.

Domain Settings
An administrator can configure various settings for the selected domain such as primary contact email address, the
administrator's email address and maximum number of bounces allowed before being rejected.

To configure domain settings

e Click 'Domain Settings' from the 'Incoming' drop-down menu in the menu bar or the % icon in the 'Incoming’

configuration area

The 'Domain Settings' interface of the selected domain will open:

Maximum bounces: | 10000 =
Log retertion period: | 24 -

Enabla logging for invalid recipients: (¥
Magimum days teretr. | 5 -

Change locale for system messages  English 5t

Save Rieset to default

*  Maximum bounces: Each recipient of the selected domain will be limited to receive only these many message
bounces set in this field per hour (messages from postmaster addresses or with an empty envelope sender). Please
note that if the number of bounces exceeds the limit set in this field, the messages are not quarantined but are
permanently rejected and will not be received later. You can set this to a low valug, if the users at the selected domain
do not send mails to invalid addresses frequently. By default this field is set to 100.

*  Log retention period: All spam and non spam email connections to a domain are logged in the CASG server. By
default the storage period of this log is 28 days. You can store the log for a longer period by entering the number of
days that you want to store in the field. After the end of set period, the log data will be moved to a separate storage
and cannot be retrieved.
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*  Enable logging for invalid recipients: This setting enables or disables the selected domain to log details of incoming
mails addressed to incorrect recipients. This option is enabled by default.

*  Maximum days to retry: If the destination route has temporary problems, the messages are queued and
automatically retried at fixed intervals for the number of days entered in the field. Even after this period if the emails
cannot be delivered, they are bounced to the sender. By default, this is set to 4 days, the main reason being that the
senders should be aware that his\her messages are not being delivered for 4 days.

»  Change locale for system messages: Select a language in what the system email notifications will be came.
Click 'Reset to default' to reset default settings in CASG.
Click the 'Save' button.

A confirmation dialog indicating the successful configuration of the domain settings will be displayed. Click 'X'.

Domain setings successiully saved, =

3.2.1.4.2 Outgoing

To be able to send outgoing email, first a valid user needs to be added to the filter cluster. This can be done from the web
interface. By default the following port are available for the outgoing service: default recommended port 587 (supports
STARTTLS/SSL). The outgoing service listens by default on all IPv4 addresses activated on the server.

Create a separate outgoing user on the filtering cluster for each end-user to relay outgoing email and use an "automatic user
locking" to automatically close the account in case abuse is detected. There are two methods you can make per-user
authentication to work - The first method is to instruct all end-users to authenticate directly to the filter cluster for their outgoing
emails or in the second method, configure your current outgoing SMTP server so that it authenticates each end-user separately
to the filter cluster for all outgoing emails. If you choose the second method, how easily you can configure your SMTP server
depends on the SMTP software.

While using per-user authentication for outgoing mails, ensure to set the limits correctly based on the usage of the end-user and
enable automatic locking.

If you find using the per-user authentication method for outgoing mails too cumbersome to set up, the other alternative is to use
smarthost setup. In this method, you add a single outgoing account either based on IP or username/password in the filtering
server and point all outgoing emails to this server, thus using the filtering cluster as smarthost. Most email servers have
'smarthost setting' feature with which you can easily accomplish the task of configuring outgoing email filtering. Make sure to
disable the 'automatic user locking' setting to prevent the full server account getting locked even if one end-user sends out
spam email. Also ensure to enable 'block spam' so that individual spam messages will be blocked and the administrator
notified.

While using smarthosting setup for outgoing mail filtering, ensure to set the limits correctly per user based on the server.

In the 'Outgoing' area of the Manage Domain section you can set a user account for spam checking, clear outgoing cache,
search for outgoing email messages and outgoing spam checking.

Outgoing =
Fﬁ',@" i o)
| =ZE H
Clear outgoing Log search Users
cache

Click the following links for more details:
e Clear outgoing cache
¢ Log search

e Users

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 60



Creating Trust Online®

Comodo Antispam Gateway - Adm_i_[],i_strator"Gﬁl]ifd;___ & CoOMODO

.'ll{r’II
i'l

/

Clear outgoing cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses existing/non-existing email
accounts at the destination mail servers to minimize the number of recipient callouts. When an email for a certain recipient is
permanently rejected by the destination server with a 5xx error code, the destination address of the recipient is considered
invalid and all emails sent to the recipient will be rejected. CASG filtering servers caches this information locally for up to two
hours. CASG interface allows you to clear the callout cache without waiting for the servers to clear it.

To clear outgoing cache

'_
*  Click 'Clear outgoing' from the 'Outgoing' drop-down menu in the menu bar or the Fﬁ icon in the 'Outgoing'
configuration area.

The 'Clear outgoing cache' area of the selected domain will open:

Clear outgoing cache (]

Here you can cdear the gufgoing callout cache for domain Clear

e (Click the 'Clear' button.

The callout cache for the outgoing domain is cleared.

Cache successhully cleared. %]

e Click X" to close the 'Cache successfully cleared' dialog box.

Log search
The Log Search option in CASG allows you to search for a specific outgoing email message.

il

i

e Click 'Log search' from the 'Outgoing' drop-down menu in the menu bar or the icon in the 'Outgoing'
configuration area.

The 'Log Search (Outgoing)' interface of the selected domain will open:

Log search {outgoing) wl

Diate range: | 2012-D9-26 AM 11:40:04 [ - 2012-08-27 AM 11:40:04 52
Sendar:
Usger: {Hrspdewcomodo.od ua
Recipient
Sander IP:
Saender host:
Pradicate: | AND ¥

Classification: | Al -

Semch Downiload

»  Date range: Select the date range for which you want to search the log file.

*  Sender: Enter the sender email address in this field.

»  User: Enter the username of the outgoing email address for in this field (for example, 'testuser1’).
*  Recipient: Enter the email address in this field. (for example, 'testuser1@example.com’).

¢ Sender IP: Enter the IP address of the sender.
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e Sender Host: Enter the sender host name.

*  Predicate: You have the option to select either 'AND' or 'OR" in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

»  Classification: Select the type of email that you want to search from the drop-down options.

Click the 'Search' button. CASG will search for the entered terms and display the results.

Date and time Host [Exim kd) Sender hostname User Semnder Reciplent Classification
12-09-27 OF 2344 sl mailZ comodo od .ua Llice alicegiiexample com evgenly.logvinenkodco Accepied
1 THERh. 1.196.95.33 Massape conlenl
lgaiead Nike non-spam
2012.09.27 OF:23:28 mxsr] deyv spamgalew: mail2 comodo.od.ua Tucker buckef _ axampla.com evpeniy logvinenkodco FRsjecisd
1 THER.J-0DD0Dy]-54 81.196. 95.33 Extamal patharm match
2120927 OF 2258 mxesryl dey atew; madl2 comodo.od.ua Tuicki tucken@erample.com evpeniy logvinenko@co SRSt
1 THEC-D0 §1.196.95.33 Extarnal pattarn mabch
2012-09-27 OT:22:38 mxsnyl dev.spamgatess  mailZ .comodo.od.ua i alicegiexampls.com evpeniy.logvinenkodco | Accepied
1 THEG-0000xe-FK 91.196.95.33 Massage conlent
loaked like non-spam
2012-09-27 OF 2227 mxery] dev Spamgatew mail2 comodo.od.ua alice ilicaarampl i evgeniy logvinankagficn | Accapiad
1 THEOS- Tuk-LE 91.196.93.33 Messmpe conent
loaked like non-spam
2012-09-27 D6:53:51 msry ] dev spamgalew; madlZ comodo.od.ua Alica aliceexample.com svgeniy logvinenkad@ico | Acoapbed
i THT yo-DROELIF-Cs 91196 95 33 Rejectsd then relsassd
2012-00-27 DB:50:28 mxsr 1 deyv spamgales mail2 comodo.od.ua Tucka tuckenZerarmple. com evpeniy logvinenkadico | REjseisd
1 THTYY-0008 O0z-Ar #1.196.99.33 Blacklisled sendar

The 'Download’ button allows admin to retrieve from CASG a raw log of messages from the selected domain. The compressed
Exim4 log containing all entries for the selected domain can be downloaded from this interface.

Press the download button, the download dialog will open.

e
Opening cutgeing.csgdev.comodo.od.ualogs.zip M

You have chosen to open

g outgoing.csgdev.comodo.od.ua.logs.zip
which is & 77777 ZIP - WinRAR
from: http://jenkins.comodeo.ed.ua:9013

What should Firefox do with this file?

WinRAR.ZIP (default) -

) Save File

7] Do this autornatically for files like this from now on.

oK ][ Cancel

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be saved
in the folder that you have configured for saving download files.

Users

Outgoing email messages should be checked for spam or malicious content because of the risk such content poses to the
organization’s reputation. Often the outbound email path bypasses the system that scans incoming emails from the internet, and
instead sends the emails directly out to the destination. Filtering the outgoing user's mail also prevent spam from reaching end
user mailboxes.

e Click 'Users' from the 'Outgoing' drop-down menu in the menu bar or the icon in the 'Outgoing' configuration
area.

The 'Users' interface of the selected domain will open: Users
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Outgoing users (]

& it S peete By Eat | B Lock | g uniock | 4% Remresn | mporttromcsvme  SF import from incoming users

Filters

Username ¢ | Locked

127.0.0.2{@cs gdew compoo.od ua
182 166.75.162@cs gdev comodo. od ua
azz1@csgdavocomada.adua
aza@csgdavcomada.adua
azak@csodevcomada.adua
accountsdeplcsgdev.comodo.ad.ua
ann@cs gdevoomodd, odua
ann1g@csgdevcomads.odua
anna@cagdevoomads.adud
anna1@csgdevcomada.od.ua
docleami@icsgdev comodo o ua
evilsuni@cs gdevcomado.ad.ua
qaq1d@csadevcomada.adua

a1l @csgdevcomodo od ua
qay12@csgdevcomada.ad ua

1 iz x| w [1-15125]

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search users
»  Click anywhere on the Filters tab to open the filters area.

Dashboard | Domain dashboard  Incoming  Oufgoing  Email restichions  Whitelist / Blacklist  Account management

Dashboard & Domaing & Domain daghboard - cogdevcomodo.odua & Oulgeing users

Outgoing users (]

2 ondd | B Delete | Ty Bdit B Lock ol Unlock | 5% Refresh  F Impertfromcsviile  2F Import from Incoming users

Filters

You can refine your search much further by clicking # to add more filters.

Dashboard  Domain dashboard  Incoming  Oulgoing  Email restrictions Whitelist / Blackiisl  Account management

Jashboard = Domains s Domagin dashboard - cepdavcomode odua e Outgoing users

Dutgoing users W

S noa | Ssoelere FroEdit | B Lock @ Unlock | 8 Reresh & importirom csvrile | 3F import from Incoming users

Filters =]
H5F | Usemame | equais - T spply titer .
x Usamama w nod equals b

x Usamanms v comlaing -

¢ | Usarmame T | not contains A

x Isarmamsa - siars with v

x Lzamanmea hd s with b

You can remove a filter by clicking the x icon beside it.
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*  Type the text in the third field box(es) and click 'Apply Filter".

The application will search the respective column(s) according to the filter(s) set and display the resullt.

Following is the option in the first drop-down in the filters area:

Username: Displays the result based on the text entered in the text box for the 'Username’ column.

The following filters are available in the second drop-down:
»  Equals: Displays the results based on the user name that was entered in full in the text box.
*  Not Equals: Displays all user(s), except the one entered in the text box.
»  Contains: Displays all user(s) that contains the words entered in the text box.
* Not Contains: Displays all user(s) that does not contain the words entered in the text box.
»  Starts With: Displays all user(s) that starts with the words entered in the text box.
«  Ends With: Displays all user(s) that ends with the words entered in the text box.

Click anywhere on the Filters tab to close the filters area.

"'.."'.- Refresh

Click the button to display all the outgoing users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh' button.

To add a new user

+ Click the 'Add' button.

Outgoing users ()]
& Delete & Edit B Lock ﬂa Unlock ‘;?' Refresh &, Import from CSV file 3 Import from Incoming users
Filters
Username Locked
127.0.0 2@csgdev.comodo.od.ua
1982.168.75.182@csgdev.comodo.od.ua
The 'Add outgoing user' dialog will open.
Add outgoing user =l
Username Domain Password
| csgdev.comodo.od.ua
Edit outgoing settings
Save Cancel

+ Enter the username of a new user that will be first part of the email address. For example, testuser. The email address
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of the added user will be testuser@testdomain.com.

+  Enter the password in the Password filed. If the 'Password' field is left blank, then the 'Username’ must be an IP
address, and any connection from that IP will be considered authenticated without needing to use SMTP AUTH (Note:
authorizing IP addresses may be disabled on the system).

+  Click the 'Edit outgoing settings' to set the outgoing user's measures. The 'Add outgoing settings' dialog will expand:

Add outgoing user Ed

lsermmame Diamain Passwaord

csgdevcomodo.od.ua

Edit outgoing settings

Block outgoing spam/Automatic lock: ©/Block outgoing spam
@ Automatic lock

User lock timeout: | 1 =
Maximum unlocks by timeout: |1 +-
Enable outgoing limits:
Limit per hour: | 30 +
Limit per minute: | 10 -
Walid sender address required:
Maximum number of recipients per day: | 10 +
Invalid recipient limit. | 44 +
Maximum days to retry; | 2 4
Quarantine response; | Rejected hd

Save Cancel

*  Block outgoing spam/Automatic lock - Tip this setting if you wish to enable spam filtering on outgoing email /
enables to automatically lock outgoing mails.

*  User lock timeout — Allows you to to change the user lock timeout.

e Maximum unlocks by timeout - Change the maximum number of unlocks per user timeout.
*  Enable outgoing limits — Allows you to activate /deactivate limits on outgoing mail.

e Limit per hour - The amount of outgoing mail that can be sent per hour.

e Limit per minute - The amount of outgoing mail that can be sent per minute.

* Valid sender address required — Allows you to verify that it requires a valid sender address.

e Maximum number of recipients per day - Allows you to configure the maximum number of recipients a sender
can make per day.

* Invalid recipient limit: - Allows you to configure the amount of invalid recipients a sender can make per day.
*  Maximum days to retry - The amount of days to retry with the Automatic retry schedule.

e Quarantine response — Determines the response that CASG will send to the SMTP server that delivered a
message in the event that the mail is identified as spam.

Note — If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered to the
recipient) regardless of your choice here. These options merely determine what message CASG will send back to the SMTP
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mail server.
Options:
*  Rejected - Will inform the SMTP server that the email has been rejected by CASG and placed in quarantine. (By
default is ‘Rejected’.)

e Accepted - The email has passed the CASG spam filters and detected as a spam will be placed in quarantine in
silent mode.

» Click the 'Save' button.

Qutgoing users il

B oadd . S Delete | Fp Bdit | f tock | ff Unlock %% Refresh | o importtromcsyfile | SF import from incoming users

Filters

Lisername Locked

127.0.0. 2@ csgdevcomodo.od.ua
192 158.75.182@ cegdev.comodo.od ua

Faai@csgdev.comode.od.ua

To delete an existing user

e Select the user you want to delete from the list and click the 'Delete’ button.

Outgoing users )

2 Add ‘.L S edit | ) Lock o Unlock 45 Refresh | & Importfromcsvide  SF import from Incoming users
Filters

LIsarmanbe Locked

ggg15@csgdev.comodo.od.ua
aaaif@csgdev.comado.od.ua
GaaiTEcsgde comodo. od.ua
aqa18@csgdev.comado od.ua
" testusen@csgdev comodo.od.ua
festuzeri@csgdeveomodo.od.ua
testuserd@csgdev.comodo.od.ua
testuserd@osgdevcomodo.od.ua

wilali= b2 [18-23723]

Tip: You can select multiple users to delete by pressing and holding the Shift or Ctrl keys.

Delete users Ed
Prm Are you sure you want to delete the selected
Luzers?
OK | Cancel

Click 'OK' to confirm your changes.

To edit an existing user
You can reset password, adjust the outgoing settings allocated from the 'Add outgoing user' interface.

Select the user you want to edit from the list and click the 'Edit' button.
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Outgoing users )

B add | S Dalene G vock | @ unlock | 5% Ratresh & ImportfromcCSVfle | JF import from Incoming users
Filters ]

Usarnamsa Locked

127.0.0 2@csgdev.comoda.od.ua
192 164.75.182i@ csgdev.comodo.od. ua

L LT T

The 'Edit outgoing settings' dialog box will be displayed.

Edit outgoing settings for testuser@csgdevcomodo.od.ua El
Username Domain Password
testuser csgdevicomodo.od.ua 1

Edit outgoing settings

Block outgoing spam/Automatic lock:  ©Block outgoing spam
@automatic lock

User lock timeout | 1 oy

Maximum unlocks by imeout. | 1 Z|

Enable outgoing limits:

Limit per hour: | 30 |

Limit per minute: | 10 =

Valid sender address required:

Maximum number of recipients perday: |10 = 3
maireagertime (4 O
oimum sactoreny (3 )
Quarantine response. | Rejected v |

| Save | | Cancel |

Click the 'Edit outgoing settings' button.
Reset a password in the Password field in case it is forgotten.

*  Click the 'Save' button to confirm your changes.

To lock/ unlock user account email manually

This button prevents sending any suspicious outgoing mails manually. Select the outgoing mail and click 'Lock/ Unlock' button.
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Outgoing users 1]

& oadd | S Delete | Jp Bdit | ) Lock  pf Unlock %% Refresh | @ importromcsvfie  ZF import from Incoming users

Filters

s manbe Lockad
127.0.0 2@ csgdavcomado.od.ua
192.164.75.182@cs0dev.comodo.od.ua

(Gaa1@esgdevcomodo od.ua manual )

To import from CSV file

Click the 'Import from CSV file' button will open the 'Upload' dialog from where you can upload a list of any number of users.

Outgoing users )
&, Add & Delate E; Edit f@# Lock | @ Unlock ‘g% Refresh . Impaort from C 5V file ? Import from Incoming users

Filters
Usarname Locked

127.0.0:2@csgdev.comada,od.ua
192 164.75 182 csgdev.comodo.od.ua

B T PP P

*  Click 'Browse..." button to upload a file.

Upload &

Upload csv file.
Each line should contains three columns:
Lusername, damain,enabled Q Browse...

For example:
testusertestdomain,true 1

Upload Cancel

*  Navigate to the location where the suspected email(s) is/are stored in your system. Select a file contains a list of
user(s) you are going to add to the Filters username and click 'Open'. The maximum size of the file that can be
uploaded is 9 MB. The list will be added.

Upload B3

Upload csv file. Cancel
Each line should contains three columns: "E‘:TUSFF%’D% .
Lusername domain,enabled e 2ize: Uo

For example;
testusertestdomain,true

Upload Cancel

*  Click 'Upload'. Afile contains username account(s) will be uploaded.

Importad 1 user(s) &
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*  Anotification will be appeared confirming a successful process.

Note: During the upload process, all buttons in the 'Outgoing users' interface will be disabled. Also any operation for this
domain will not be possible till the upload process is completed.

Import from incoming users

'Import from incoming users' allows administrators to import all incoming users to outgoing users. If there was outgoing user with
the same name, the import of incoming user will be skipped.

Outgoing users g
B ondd | Je vetate | By et @ vock | @ Unlock | 9% Refresh & Import from CSV file

Filters
Usarmama Locked

1237 0.0:2@cagdevcomado.od.ua
192,168 .75 182i@ csgdev.comodo.od. ua

e Click 'Import from Incoming users' button.

*  Anotification will be appeared confirming a successful process.

Importad 1 user(s) &

Configuring User's Email Client for Outgoing Mail Filtering
The email clients of the users added for outgoing email filtering are to configured to point to CASG service.
In the Account Settings interface of the user's email client, enter the following details:

*  Smtp server: mxsrv1.spamgateway.comodo.com

e Connection Security: STARTTLS or SSL

e Port: 587

*  Username: <username@domainname.com>

3.2.1.4.3 Email Management

From this interface an administrator can configure the maximum size of each email and select the file types of attachments to be
allowed. An administrator can also choose to release or reject requests from users for releasing quarantined emails, adding
senders to blacklist and whitelist.

Email management 8
E--_-i- ] OF, P @
| _a =5 =5 _":‘ a
Email size Blocked Released Blacklisted Whitelisted
restriction extensions emails armails emails

Click the following links for more details:
¢ Email size restriction
¢ Blocked extensions

¢ Released emails
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¢ Blacklisted emails
¢ Whitelisted emails

Email Size Restriction

In order to avoid your domain storage space getting used up quickly due to large size of emails, CASG allows you to set the
maximum size of each email that are allowed. Administrators have a choice of allowing unrestricted email size or restricting up to
250 MB. If you require to set the size of email more than 250 MB, please contact your account manager at Comodo or please
open a ticket at support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready.

To set email size restriction

e Click 'Email size restriction' from the 'Email management' drop-down menu in the menu bar or the % icon in the
'Email management' configuration area

The 'Email restrictions' interface of the selected domain will open:

Dashiboard Domain dashboard Incoming * Outgoing =~ Email management = Whitelist / Blacklist = Account management =

Dashboard = Domains = Domain dashboard - cegdey comado.odya = Email size rastriclion
Email size restriction [
Email size restricion (KB [ (0= nio Size Nt

Save

*  Enter the maximum allowed size (up to 256000 KB) of each email that you want to set in the 'Email size restriction'
field. By default, the size is set to 0, meaning unrestricted email size.

If you enter a value more than 256000 KB, an alert will be displayed to contact your account manager at Comodo.

Email size restriction it
Incorrect capacity value. Yalue musi be betwaan 0 and 255000, If you require more than 25080 please call us. %]
Email siza restricion (KBL. | a55pp0 (0 = na size limif)
Save

»  If you want to set the size above 256000 KB, please open a ticket at support.comodo.com or call 1.888.COMODO
(2666.6361) and have your account number ready.

*  Click 'Save' to confirm your changes.

Note: Incoming and outgoing emails with size more than the value set here will be quarantined.

Blocked Extensions

CASG has the ability to restrict certain type of files that are attached with emails from being delivered to the recipients. For
example, a file attachment with .exe extension with malicious code has the potential to run automatically while being
downloaded and infect the recipient's computer.

To add file extensions to be blocked

ig
»  Click 'Blocked extensions' from the 'Email management' drop-down menu in the menu bar or the icon in the
'Email management' configuration area

The 'Blocked extensions' interface of the selected domain will open:
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Blocked extensions @

fd ago | (g Deete | g Resetiogefault

Blocked exlension
bat
bim
cmd
Com
cpl
(-]
e
Ink
msi
pif
(2
reg
EL
vbs
url

The list of default blocked extensions is displayed. You can sort the blocked extensions list alphabetically in ascending or
descending order by clicking the 'Blocked extensions' title bar.

e (Click the 'Add' button to include another blocked extension

The 'Add blocked extension' will be displayed.

Add blocked extension N
Domain csgdev.comodo.od.ua
Blocked extensions ;i; | |
Save Cancel

¢ Enter the extension name to be blocked in the text box

You can add many extensions at a time by clicking the ¥ icon.

Add blocked extension =
Damain csgdevcomodo.od.ua
Blocked extensions B |chm |

ﬁ |ade |

Save Cancel

e (Click the 'Save' button
The entered extensions will be added to the list.

¢ To delete an extension, select it from the list and click the 'Delete’ button
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Blocked extensions (7]

7d aga | ] {44 Resatiodefault

Blocked exlension
bat
bim
crnd
COMm
cpl
(-]
e
ink
msi
pif
P
req
L
vbs
url

An alert will be displayed to confirm the delete extensions.

Delete extensions Ed |

Are you sure you want to delete the selected
extensions?

Cancel

Tip: You can select multiple extensions from the list to delete by pressing and holding the Shift or Ctrl keys.

The selected blocked extension will be deleted from the list and email attachment with this file extension will be allowed provided
it passes the size restriction filter.

Click the 'Reset to default' button to restore default blocked extensions in CASG.
Released Emails
An administrator can choose to release or reject requests from users for releasing quarantined emails from their accounts. The

release requests from users will be notified to all admins for that accounts via emails and will also be displayed in the interface.
The users who requested for release of quarantined emails will also receive email notifications.

To open the released emails interface

OF
e Click 'Released emails' from the 'Email management' drop-down menu in the menu bar or the :é icon in the
'Email management' configuration area

The 'Release emails' interface will open:
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Dazhboard s Domams s Doman dashbognd - csqdeycomodo ol uy s Feleasad emails
Released emails

T Show message TR Show message innew window | 45 Accepl 4 Reject ﬁr Rafiesh

Filtars
Usar  Sulgect From T Date (GMT #3} = Reason Size (WEY i
biob Fwe. Orignal Jeans from Lewis, Wrangles, Pepe Shce bobi@cspdevcomodo odua, Sep 26, 201 2 Spam 10.0
slarting frarn R 599 - SeventyMMoco =alice@example.coms lsmithi@cspdeveomodood ui BSE:22 AM Cornbined {0.15)
bl Fe Gal Linw@st Bate of INTEREST on ALL BrOMICa i :|f1 carmodood ua, Sep 26, 2013 Spam 102
Loans from all leading banks in India. =veronica@eample.come ismithi@csgdevcomodoodu: §:55:25 AM Cornbanad {0.15)
bob Fw Personal Loan: Compare and Get Easy tlics Ticsgdeveomodo odua, Sep 26, 2012 Spam B.5
Parsonal Loan @ 14% p.a. =allce@etample. coms avcomodo.od.u: 85457 AM Coarmbinad (0.50)
bob 1est eronica bobi@cepdevcomodoodua  Sep 25, 2012 Spam 3T
=veronica@erample.coms= 90343 AM Cornbimned {0.08)
bt F B Saving froem niny range of Samsung Allce bob@spdevcomod fua  Sep 25, 2012 SR B4
printers =aliceienample com» B56:30 Am Combimad (0.50)
1 1

The list of emails that users requested to release will be displayed. The list contains seven columns providing information about
the requested user, subject, the sender, details of the recipients, the date they were sent, the reason they were quarantined and
the size of the email. The last column indicates whether there is any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search requested emails
Click anywhere on the Filters tab to open the filters area.

Dashboard Domain dashboard Incoming = Qutgoing ~  Email management = Whitelist / Blackiist ~  Account management =

Cashboard & Domains & Dormain dashboard - cegdevcormodo od ua & Released armails

Released emalls

Th show message  [T) Show message innew window | 45 Accept | 4y Reject | 45 Refresh

Filters =
S Subjert * | comaing v T Appty fittes
User  Subject From To Duabe (GMT +3) Reason size By Hl

You can refine your search much further by clicking ® to add more filters.
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Dashboard Domain dashboard Incoming = Outgoing = Email management = Whitelist £ Blacklist = Account management =

Dashboard s Domalns s Domaln dashboard - csgdevcomodo.od i3 & Released emalls

Released emails

Th Show message | [T Show message mnew window 4% Accept | sy Reject | S5 Refiesh

Filters =
o | Subject w | | cortaing - T Apply fifter

3 [From * | | corlsing v

4 Ta * | | containg -

¢ |Date * | |eguals - &

| Reason w | | contains -

§¢ | Size (B w | |lessthan v |0 =

User  Subject Fram T Diate (GMT +3) = Reason Size KBy [

You can remove a filter by clicking the ﬁ icon beside it.
»  Type the text or select in the field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
»  Subject: Displays the result based on the text entered in the text box for the 'Subject’ column
»  From: Displays the result based on the text entered in the text box for the 'From' column
*  To: The results are filtered based on the text entered in the text box for the 'To' column

* Reason: Displays a quarantined mail according to the selected reason (e.g., “Spam”, "Content", “Malicious
attachment”, “Scored 0.5/1.0")

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

*  Contains: Displays all quarantined mails that contain the words entered in the text box
»  Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
*  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Displays the results according to the selected date in the third box from the calendar

»  Size (KB): Displays the results according to size of the mail selected or entered in the third box
When you select 'Date' option in the first drop-down, the following filters are available:

*  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

* Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

When you select 'Size (KB)' option in the first drop-down, the following filters are available:
e Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 74



COMODO

Creating Trust Online®

Click anywhere on the Filters tab to close the filters area.

. “% Refresh . ] .
Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Released Mails
The details such as user, subject, sender, recipient , date, reason and size of the mails requested for release can be viewed in
two ways:

* Inthe same CASG window

* Inanew CASG window

To view details of requested mails for release in the same CASG window:

* Inthe released email area, select the mail that you want to view and click the 'Show Message' button.

or
+  Click on the email link in the subject column that you want to view its details.

Dashboard Domain dashboard incoming = Outgolng = Emall management = Whitelist/ Biacklist = Account management =

Dazhboard = Domams = Domein dashbogsnd - cgqdevcomodood us s FReleased emails

Released emails

T show message innew window | 45 Accept 4 Rejet  §5 Refiesh

Filters
User  Sulsect Fram T Date {GMT +3} +  Reason Size (HBY  fi
biob Fe: Orignal Jeans from Lewss, Wranpler, Pepe Sice bobiBespdevcomodond.us,  Sep 26, 2002 SpaEm 100
slarling frorm Rs 598 - SevenbyMid co «alice@erample coms Jsmithi@cspdevcomodood ui BSE22 Abd Combined (0.1 5)
bob Fwr, Gt Linvest Rate of INTEREST on ALL @ ] camodood ua,  Sep 26 2012 Spam 102
Loans from all leading banks in India. =veromca@esample coms poevcomodoood.u: 55528 Al Combinad {0.15)
bob Fw. Personal Loan: Comgpare and Get Easy slics 0 spdevcornodo odua, Sep 26 2012 Sp&EM B.5
Parsonal Loan 68 14% pa. g OrTi= @ o i BE4 5T M Cambinad {0.50)
bob est Eronica @cspdeveomodondus  Sep 25, 2012 SpEm a7
<yeranicaeampla.com: B:0343 A Cormbined (0.0E)
bk P B &avinig fromm rdne range of Samsung Alloe bob@spdeveomnod fua  Sep 25 2002 Spam 24
prngers =alicadienample coms B58:30 AM Cornbinad {0500

1 i

The details of the selected email will be displayed.
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E-mail 5™

Normal All headers

45 Accept 45 Reject
Subject  Fw: Orignal Jeans from Levis, Wrangler, Pepe starting from Rs 599 . SeventyMM.com
From  Alice <alice@example.com=
To  bob@csgdevcomodoe,.odua, jsmith@csgdev.comodo.odua
cC
Date  Wed Sep 26 08:56:22 EEST 2012
{GMT +3)
Size  10.0 KB
Action  Release requested

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject
it. If the mail is accepted, it will be released to the user's inbox. If it is rejected, the email will be no longer in the released emails
list. Please note that emails will continue to remain in the Quarantined list irrespective of the action taken.

To view details of requested mails for release in new CASG window:

* Inthe released email area, select the mail that you want to view and click the 'Show message in new window' button
or right-click and select to open in a new tab or new window.

Dashboard Dormain dashboard incoming = Outgoing =  Emad management = Whitelist / BIacklist = Account management -

Dazhboard = Domams = Domaindashbosd - csadevcomodo.od.ug s Released emails

Released emails

Th Show message 4 Accepd g Reject % Refresh

Filtars
User  Sulyect From To Date (GMT #3} = Reason Size (HEY i
hob Fwe. Orignal Jeans from Lews, Wrangles, Pepe Sice bob@cspdevcomondo.odua,  Sep 26, 201 2 Spam 100
slaring frarm R 599 - SeventyMM oo =aliCe@erample. coms lsmithi@cspoevcomodood u: B:SE-22 A Cornbined {0.1 5)
bk F, Gat Linwest Rate of INTEREST om SLL #@ronica bob@cspdeveomodo od ua,  Sep 26, 2012 Spam 0.2
Loans fram all leading banks in India. =veromca@enample.coms ismithi@cspdevcomodood ui 8:55:25 AM Cormbinad {0.15)
bk P Personal Loan: Comgpare and Get Easy tlics cornofoood.ua,  Sep 26, 2012 SpEm B.5
Parsonal Loan @ 14% p.a. =allce@esample, COmx eveomodoodu: 85457 A Carnbined (0.50)
biob est eronica bobg@cepdavcomonoodua  Sap 25, 2012 spam AT
=veranica@exampla.coms 003473 AN Cornbdnead {0.0E)
bt Fwe: Big sawing fromm nins ranae of Samsung Alice bob@spdevcormodo odua  Sep 25, 201 2 SpaTm 84
priniers =alicedienample coms= B5G6:30 A Cormbimad (0.50)
1 H

The details of the selected mail will be displayed in a new CASG window.
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E-mail

Harnal All headers

45 Accept 45 Reject
Subject  Fe Orignal Jeans from Levis, Wrakgler, Pepe starting from Rs 599 - SeventyfM.com
Fam  Alce <slicedexamglecoms
To bolwircsgdevcomadosilua, jsmithi csgdevcomado.od.ua

cC
Date  Wed Sep 26 08:56:22 BEST 2012
(GMT +3)
Size 10.0HKB

Action  Release requesiad

To accept the release request from users

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

*  Select the mail that you want to release and click the 'Accept' button.

Diashboard Dormain dashboard Incoming = Outgoing = Emall management = Whitelist f Biacklist = Account management =

Dazhboard = Domams = Domandashbogd - csqdevcomodo.od us s Released emails

Released emails

T Show mossage [T Show message in new window 4 Reject > Refiesh

Filters
User Sulyect From T Diate (GMWT =3 Reason Size (HB3 | f
biob Fev: Orignal Jeans from Lewis, Wirangler, Pepe  Sice bob@cspdevcomondo.odua,  Sep 26, 201 Spam 1000
starting frarn R 500 - SeventyMi.co =slice@erample. coms: lemish@cspoeveomodo.od u; BSE T AM Cornbinad (0.1 5)
bob Fwv, Gt Lonwst Rate of INTEREST om ALL #ronica bodiga) ey comodoodua,  Sep 26, 2017 SPam 10.2
Loans from &l leading Danks in India. veronicagienample coms jemith@@cegdavcomodood.u: 85525 A Cornbinad {0.15)
bok Fw. Personal Losn: Compare and Get Easy tlics cornodoood ua,  Sep 16, 2012 Spam E.S
Parsonal Loan @@ 14% p.a. =alice@example, coms evcomodo od ui 854 57 A Cormbinad {0 500)
bob est eronica bob@cepdavcomodood.ua  Sap 25 2012 spam a7
=Varonicaiexample.coms 80343 Al Cormbined {0.0E)
(3131 Fe B aving Troem nins ranie of Samsueng Allie [; :|':__':‘|I ey carmoe fua  Sep 25 2012 ST 24
prinders =alicedenarne com: B:50:30 Am Combinad (050
1 (3

An alert will be displayed to confirm the release of selected email to the respective user.

Accept email L)
oty Arevou sure you want to acceptthe selected
@ email?

0K Cancel

*  Click 'OK' to confirm the acceptance.

The email will be released to the user and the mail will no longer be in the released mail list. However, it will continue to remain
in the Quarantined list.

To reject the release request from users

After viewing the details of the email and if not satisfied with its authenticity you can choose to reject the request from the user.

e Select the mail that you want to reject and click the 'Reject' button.
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Released emails

Th Show message TR Show message in new window | 45 Acce Rafresh

Filtars

User  Sulyect From T

biob Fwe. Orignal Jeans from Lews, Wrangles, Pepe Shce bobi@cspdevcomoco.od.ua,
slarting frarn R 599 - SeventyMdooo =alice@erample.coms Ismithi@cspievcomodo.od U

bl Fe Gal Line@st Bate of INTEREST on ALL VEronica : jEv carmoso.od ua,
Loans fram all leading banks in India. =Weronica@esample.coms ismithi@csgdevcomodo od ui

bob Fw. Fersonal Loan: Compare and Gel Easy slics cornodo od ua,
Parsonal Loan @ 14% p.a. ~allce@esample, Coms oy COmBdE oy

bob 1est eronica bobi@czpdevcomodood.ua

=veronica@example.coms=

bt Fe: By saving rom new range of Samsing Alice bobi@esndevcormodo od ua

priniers =alice{ienampe com:s
1 [l

An alert will be displayed to confirm the rejection of selected email.

Date (GMT +3}
Sap 26, 2012
BSE22 Al
Sep 26, 2012
B8535 A
Sap 16, 2012
G54 6T AN
Sap 25, 2012
00347 Al
Siep 25, 2012
E80- 30 AN

Feject email

email?

@ Areyou sure you want to reject the selected

K | | Cancel

e Click 'OK' to confirm the rejection.

Reason

Spam
Cormbined 0.1 5
SPanm
Cormbinad (0.15

Spam

COMODO
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Carmbanad (0500

spam

Cornidmned {0.0E)

size (WY i
1000
10z
B.5
47
g4

Cormbamad {050}

The email will not be released to the user and the mail will no longer be in the released mail list. However, it will continue to

remain in the Quarantined list.

Blacklisted Emails

CASG allows users to send requests to their email account administrators to add senders to blacklist. Administrators in addition
to receiving emails for these requests also can view the list of such requests in 'Blacklisted emails' section of the administrator

interface under 'Email management' section.

To open the blacklisted emails interface

*  Click 'Blacklisted emails' from the 'Email management' drop-down menu in the menu bar or the

'Email management' configuration area

The 'Blacklisted emails' interface will open:

icon in the
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Dashbpard = Domains =% Domain deshboard - csgdes comodo ol ya e Blacklisted amails

Blacklisted emails

Th Shewmessage | [T Show message nnew window 5 Accept | [y Reject | S Refresh

Filters [+
User Subject From +  To Dt (GMT +3) Reason Size (KE) fi
biob Fw: OMLIME PHARMACY STOREJBEST FRICE  Ace |srmihiElcsgdavcomodo.ad.u: Sep 26, 2012 Spam E.B

TOODAY] =alice@example.coms bioibeg devcamodo ad ua 10046 PM Caormbined {0.15)
(2Tl Fu: Jailed because of skirmpy wear @ianica bt ;_'_i".l:".gL-_ weornodo od ua,  Sep 26, 2012 sfaam E5
=eroncaiesample.coms lemih@csgdevcompodo.od.u: 12:53:33 P urlil
bob Fw: COCKIILLA is the word BBCE bok@csgdevcomodo.ad.ua, Sep 26, 2012 Spam B.7
«zlice@evample. coms igrmihEcendicornodo ad.u: 125811 FM Extirridl panem
maich
(Sanesecurity Junk
(<14 Far Do w0y wanna chal with me? gronica bob@csadeycormod od ua, Sep 26, 20132 spam B2
WRMOMCEErAMple. coms ismithidicspdevcomoda.ad.u: 11:42.05 AM Cambined {0.20)
|smith  Quarantine Repol Alce lsmihi@icspoevcomoto.od.u: Sep 26, 2012 Span M
=glice@example coms 30519 AM External pafiem
malch

(Eanasecunty Junk

The list of emails that users requested for adding to blacklist will be displayed. The list contains seven columns providing
information about the requested user, subject, the sender, details of the recipients, the date they were sent, the reason they
were quarantined and the size of the email. The last column indicates whether there is any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search blacklisted emails

Click anywhere on the Filters tab to open the filters area.

Ciashboard Diomain dashboard Incoming = Outgoing = Email management = Whitelist £ Blackiist = Account management =

Dazhboard & Domain: & Domain dashbodn - ceades comodo of yd & Blscklisted emails

Blacklisted emails

3 Show neessage 3 Show neeasage in new wilidew 4% Accept 4y Reject ﬂ- Redresh

Filters =]
ok | subject * | contains - T Apply fittes
User  Subject From To Date (GMT +3) = Reason size (HB) i

You can refine your search much further by clicking ® to add more filters.
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Dashboard Domain dashboard Incoming = Outgoing = Email management = Whitelist / Blackiist = Account management =

Dashboard & Domalng & Domaln dashboand - csgdevcomodo.cd ua & Biacklisied emalls
Blacklisted emails

[T} Show message [T} Show message in new window 45 Accept 45 Reject ‘% Refiesh

Fllters =
+ Subject i comlang W ? Apphy filfe

x From b condains -

x To b conlains v

x Drali il Equals i B

3 | Reazon ¥ | condains -

x S (KB i less Man - a

Uz Sailject Fiin Tix Diate (GIAT +3) Risasan Size (KB | §

You can remove a filter by clicking the ﬁ icon beside it.
*  Type the text or select in the field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
»  Subject: Displays the result based on the text entered in the text box for the 'Subject' column
»  From: Displays the result based on the text entered in the text box for the 'From' column
e To: The results are filtered based on the text entered in the text box for the 'To' column

*  Reason: Displays a quarantined mail according to the selected reason (e.g., “Spam”, "Content", “Malicious
attachment”, “Scored 0.5/1.0")

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

»  Contains: Displays all quarantined mails that contain the words entered in the text box
»  Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
e Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Displays the results according to the selected date in the third box from the calendar

»  Size (KB): Displays the results according to size of the mail selected or entered in the third box
When you select 'Date’ option in the first drop-down, the following filters are available:
«  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

When you select 'Size (KB)' option in the first drop-down, the following filters are available:

*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box
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Click anywhere on the Filters tab to close the filters area.

. “% Refresh . ] .
Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Blacklisted Mails
The details such as user, subject, sender, recipient, date, reason and size of the mails requested for blacklisting can be viewed
in two ways:

* Inthe same CASG window

* Inanew CASG window

To view details of blacklisted mails in the same CASG window:

* Inthe blacklisted emails area, select the mail that you want to view and click the 'Show Message' button.

or

Click on the email link in the subject column that you want to view its details.

oard Domain dashboard Incoming =  Outgoing = Emall management = Whitelist 7/ Blacklist = Account management =

Dashboard & Domains <% Domain deshboard - csaded comodo.od ug e Blacklisied amails

Blacklisted emails

LLET Subject From - T Dt (GMT +3) Reason Slze (KB ifi

M Show message mnew window 45 Accept | G5 Reject | %% Refresh

biob Fw: OMUME PHARMACY STOREJBEST PRICE  Aice |srmithiEcspievcomodo.od.u: Sep 26, 2012 SpaEm 6.6
TOODAY] =alice@esample. coms boibeg cornodo ad ua 10046 PM Caormbined {0.15)

kot F: Jailed because of skirmpywear gronica bobgcsadacormnodo.od ua,  Sep 26, 2012 spam 65
=TT :B-:-!'E" AMple.conis I=rm ‘“'@C spoevcomodo.ad.us 125833 PM urlbl
bob Fwr: COCEIILLA is the word alace bob@csgdevcomodo.ad.ua, Sep 26, 2012 Spanm B.7
=alice@aample.coms igrmilhgcendevcormodo adu: 125391 PM Ext@rnial panem
maich
(Sanesecunty Junk
kot Fur: Do wou wanna chal with me? gronica hobEDesgiey comoso od ua,  Sep 26, 7012 spam 5.2
=VEIOMCaEEraMmple. coms jsmihicsgdavcomodo.ad.u: 11:4205 AM Cambined {0.20)
|zmith  Guarartine Report Lhice IsmithiE@cspdevcomodo ad.u: Sep 26, 2012 apam 1
= alice @ example.come F0519AM Esterrial pamem
malch

(Sanesecunty Junk

The details of the selected email will be displayed.
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E-mail 5]

Normal All headers

45 Accept 43 Reject

Subject  Fw: OMLINE PHARMACY STORE[BEST PRICE TOODAY]
From  Alice <alice@example.com=
To  jsmith@csgdevicomode.odua, hob@csgdevicomodo.odua

CC
Date  Wed Sep 26 13:00:46 EEST 2012
{GMT +3)
Size  G.6HKB

Action  Blacklist requested

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for blacklisting the sender. If the mail is accepted, the sender will be added to 'Sender blacklist'. If it is rejected, the email will be
no longer in the blacklisted emails list. Please note that emails will continue to remain in the Quarantined list irrespective of the
action taken.

To view details of blacklisted mails in new CASG window:

* Inthe blacklisted emails area, select the mail that you want to view and click the 'Show message in new window'
button or right-click and select to open in a new tab or new window.

Dashixoard Domain dashboard Incoming = Outgoing =  Emall management = Whitelist £ Blacklist = Account management =

Dashboard = Domaing < Domain deshboard - cegden comado og ua = Blacklisied amails

Blacklisted emails

Th shew message ) Show message mnew window ) H5 Accept | @y Reject | G Refresi

Filters [+]
User Subject From = To Dite (GMT +3) Reason Size KBy f
biob Fw: OMLUIME PHARMACY STOREJBEST PRICE  4)ice |smithicsgoevcamono ad.u: Sep 26, 7012 Spam 6.6
TOODA ~alice@erample.coms bobge veamosoad ua 10046 PM Carmbined {0,15)
biot F: Jailed because of Skirnpywear gronica bob@csadacormodood ua,  Sep 26, 2012 spam 65
syEfoMCaEEample.coms jsmihEcspdevcomodo.od.us 12:58:33 P urlbl
bob Fw: COCKZILLA is the word g bok@csgeeveamodo.ad.ua, Sep 26, 2012 Span B6.7
= BliCE@Eample. coms igrmilhgcsodevcormodo odu: 125311 PM Extérnal pafem
mzich
(Sanesecurty Junk
{alil; Fur: Do wou wanna chal with me? gronica hobgBesgdevcomodo.od ua,  Sep 26, 7012 spam 6.2
svEroHCa@erample coms jsmihiicsgdavcomodo.od.u: 11:4205 AM Combined {0.200)
l=mith Quarantine Report LBCE Ismithidcsgdevcomodo.ad.u: Sep 26, 2012 Spam 241
=glice @ esample. coms 30519 AM Extarrial panem
malch

(AN Secunty Junk

The details of the selected mail will be displayed in a new CASG window.
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E-mail

Harnal All headers

45 Accept 45 Reject
Subject  Fe Orignal Jeans from Levis, Wrakgler, Pepe starting from Rs 599 - SeventyfM.com
Fam  Alce <slicedexamglecoms
To bolwircsgdevcomadosilua, jsmithi csgdevcomado.od.ua

cC
Date  Wed Sep 26 08:56:22 BEST 2012
(GMT +3)
Size 10.0HKB

Action  Release requesiad

To accept the blacklist request from users

After viewing the details, you can choose to accept the request from user to add the sender to blacklist.

»  Select the mail that you want to add the sender to blacklist and click the 'Accept' button.

Dashixoard Ciomain dashboard Incoming = Outgolng = Emall management = Whitelist 7/ Blacklist = Account management =

Dashboard = Domaing < Domain deshboard - cegden comodo.od ua = Blacklisied amails

Blacklisted emails

) show message | [T} Show messape i new window & Reject | %5 Refresn

Filters
User  Subject Fioin i Date (GMT +3) = | Reason Size KB
bob Fer: OMUME PHARMACY STOREIBEST PRICE  fice isman@esgdevcomodo.ad.u: Sep 26, 2012 SPEm 6.6

TOODAY <alice@erample.coms bl coFnos0.adua 10046 PW Carmbined {0.15)

bk Fer Jailed bcause of skirnpy swaar Eronica fevcaornodo od ua,  Sep 26, 2012 s B
sveromMcaferample coms jzmiihgicspdevcomodo od.us 125833 P uribl
bob Fer COCEIILLA i the word alace bob n.il.'( sgdevcomoto.ad.ua, Sep 26 2012 Spanm B.7
=glice@example.coms igrnihEicsndevcormodo ad.u: 125311 PM Extérrial pafem
maich
(Sanesecunty Junk
bk Fa: Do wou wanna chal with me? gronica bobk@cspdeycormodo.od ua,  Bep 26, 70132 spam 6.2
R aErample.coms jsmihigicspdevcomodo.ad.u: 11:42:05 AM Combined {0.20)
l=mith  Quarantine Repord LBCE lsmithiic spdevcomodo.ad.u: Sep 26, 2012 apam 241
=glice @ esample. coms 30519 AM External pafem
malch
(Fanesecunty Junk
1 i

An alert will be displayed to confirm the release of selected email to the respective user.

Accept email E
s, Areyou sure youwant to acceptthe selected
@ ermail?

0K Cancel

e Click 'OK' to confirm the acceptance.
The sender of the email will be added to 'Sender blacklist'. See the section 'Sender blacklist' for more details.

To reject the blacklist request from users

After viewing the details of the email, you can choose to reject the request from the user.

e Select the mail that you want to reject and click the 'Reject’ button.
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g Shaw message g Show message nnew window 45 Accept 45 Reject b Refresh

Filters

User  Subject From
bob Fw: OMLIME FHARMACY STOREJBEST FRICE  Ace

TOODAY] =alice@erample.coms bobg

- | To

lermihiic zpdevcomoo.ad.us
cormoso. ad ua

tiot F Jailed because of skirmpy wear @ronica bobgcsadevcormodo.od ua,
serocageample coms ismithidicspdevcomodo ad.u

bob P COCHIILLA |5 the word Lhce bob@esgeevcamodo ad.ua,
=glice@eaxample.coms isrnihgEic sodev cormogo ad.u:

bk Far Do you wanna chal with me? fronica bobEcsadeycormoso.od ua,
“WRIDMCEEnample. coms ismihi@csodev comodo.ad.uk

|lamith  Quaranting Repon Llice | rithiEie S Eray cormoBo ac. U
=alice@erample.coms

1 M

An alert will be displayed to confirm the rejection of selected email.

Dt (GMT +3)
Sep 26, 2N2
1°00:46 PM
Sep 26, 2012
12:58:33 Pl

gep 26, 2012
125311 FM

Sep 26, 20132
11:42:05 &M
Sep 26, 2012
30519 AM

Feject email

email?

@ Areyou sure you want to reject the selected

0K | | Cancel

*  Click 'OK" to confirm the rejection.

Reason

Epam
Cambined {0.15)
spam

urlbl

Spam

Extérridl panem
maich
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Size (KB i

6.6
&5

B.7

(Eanasecuniy Junk

JaE]
Combined {0.20)
Apan

Externial pafem
malch

(Eanasecunty Junk

The sender will not be added to blacklist and the selected email will no longer be in the blacklisted emails list.

Whitelisted Emails

CASG allows users to send requests to their email account administrators to add senders to whitelist from their Quarantine
interface. Administrators in addition to receiving emails for these requests also can view the list of such requests in 'Whitelisted
emails' section of the administrator interface under 'Email management' section.

To open the whitelisted emails interface

»  Click 'Whitelisted emails' from the 'Email management' drop-down menu in the menu bar or the icon in the
'Email management' configuration area.
The 'Whitelisted emails' interface will open:
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Dashboard & Domains & Domain dashboard - ceodevcarmog diya & Whitelstad armails

Whitelisted emails

[T Showmessage | [T} Show message innew window By Accept | Uy Reject | T Refiesh

Filters
User Subpect From T Date (GRIT «3) Reason Size (HE3 ﬂ
[:Tit] Fiar Maki wour Bedtlirne a wild one Alice bobgResadivcomodo. o e, Sep 26, 2012 Spam BT
=alice@erample.coms ismithi@csgdercomodo.odw 12:57:48 PM uribl
oy Fwr Get Shardlisted for TOF JOBS In Accenbure, @Ianica |lsmithi@csgdes comodo.od i Sep 26, 2012 SpEm 54
Capgamini syeroMca@esample.coms bobEcsgder comaodo.odea 125726 PM Cambined {0.32)
oo Fw: Roll out breads wihout Rolling for $1482 Sce bobggesgdewcomodo.odua,  Sep 26, 2012 SREM 36
el @ Bread Maker ORe can create «3lice@erample coms JErithEe sgdey Mmoo, o i 11:46:03 AM uril
bob Pt Frae cormplirmentary Business cands & i bobiPcsades comodo.od s,  Sep 26, 2012 Spam 51
sreromca@eample coms |Ismithi@csgdevcomodo.od wi 11:44:26 AM Combined {0.38)
j=mith  Fwc Bhare life, Donate blood Alice bobi@esgdercomodo od ua,  Sep 26, 2012 Spamm B3
=alice@example.coms ismithifcsader comodo.od s 11:37:32 AW Cambined {0.15)

The list of emails that users requested for adding to whitelist will be displayed. The list contains eight columns providing
information about the requested user, subject, the sender, details of the recipients, the date they were sent, the reason they
were quarantined and the size of the email. The last column indicates whether there is any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search whitelisted emails

Click anywhere on the Filters tab to open the filters area.

Dashboand Domain dashboard Incoming = |:||.l'[|;ll:l||'|';l . Email management = Whitelist £ Blacklist = Account manz gement =

Dashboard & Domains & Domain dashboand - coadey comodo od s & Whilelisted amails

Whitelisted emails

_:f Show messags '_:. Shaw msessade in new wilidow 45 Accept & Riject '= Pl esh
Filtars =

o | Subject * | contains - T Apply tittes

You can refine your search much further by clicking # to add more filters.
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Dashboard Domain dashboard Incoming = Outgoing = Email management = Whatelist / Blacklist = Account management =

Dashboard & Domaing & Domain dashboard - ceadevcormodo od ua & VWhilelisled emails

Whitelisted emails

) Show message D) Show message innew window 85 Accept | U Refect 5% Refresh

Filters |
4 Subject * | | contains - T Appy titter

b4 Fram * | | containg b

x To b4 cantains b

3 Date v | | eguats - e}

® Ressan * | contains hd

x Size (ME) * | |lessg than * |0 £

Usar  Subject Froan To Date (GMT +3) = Reason Size (KE) | )

You can remove a filter by clicking the b 4 icon beside it.
*  Type the text or select in the field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
*  Subject: Displays the result based on the text entered in the text box for the 'Subject' column
*  From: Displays the result based on the text entered in the text box for the 'From' column
«  To: The results are filtered based on the text entered in the text box for the To' column

* Reason: Displays a quarantined mail according to the selected reason (e.g., “Spam”, "Content", “Malicious
attachment”, “Scored 0.5/1.0")

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

»  Contains: Displays all quarantined mails that contain the words entered in the text box
«  Equals: Displays all quarantined mails that contain only the words entered in the text box
* Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
* Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
*  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Displays the results according to the selected date in the third box from the calendar

»  Size (KB): Displays the results according to size of the mail selected or entered in the third box
When you select 'Date’ option in the first drop-down, the following filters are available:

*  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

* Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

*  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

When you select 'Size (KB)' option in the first drop-down, the following filters are available:
*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box
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Click anywhere on the Filters tab to close the filters area.

. “% Refresh . ] .
Click the button to display all the quarantined emails.

Note: To display all the whitelisted emails after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Whitelisted Mails
The details such as user, subject, sender, recipient, date, reason and size of the mails requested for whitelisting can be viewed
in two ways:

* Inthe same CASG window

* Inanew CASG window

To view details of whitelisted mails in the same CASG window:

* Inthe whitelisted emails area, select the mail that you want to view and click the 'Show Message' button.

or
+  Click on the email link in the subject column that you want to view its details.

Diashboard Domain dashboard Incoming = Outgoing = Emall management = Whitelist / Blackiis Account management =

Dashboard & Domains & Domain dashboard - ceodevcomod duya & Vhitelistad armails

Whitellsted emails

Ty showmessage ) T} Show message innew window 45 Accept | 4y Reject | 45 Refresh

Filters
User  Subject From T Diate (GMT «3p = | Reason SizeHB) A
o Far Maki wour bedlirme a wild ong Alice bobgpesndevcomodo ol ya, Sep 26 2012 parm BT
=alice@erample. coms IsmihiE@csgder comodo.od i 1205748 PM uribi
ot Far Get Sharlisted for TOP JOBS in Accenbure, granica lemithiZcsgdev comodo.od e Sep 26, 2012 Spam 5.4
Capgamini Seronicagesample.coms bobiPcsader comodo o 12:57.26 PM Cormbined {0.32)
boh P Roll out breads withaut Rolling for $1483 Shce bobggcsgdevcomodo.odua,  Sep 26, 2012 SPEM 38
el a Bread Maker One can creake =alice@example coms jsmithiEe sgdes comodo od s 114603 AM urlil
toh P Fram camplirnentary Business cands Vi i bobgesgdercomodo.odua,  Sep 26, 2012 Spam L3
=veromica@erample.coms Ismifhi@csgdercomodo ol 17:44:28 AM Combined (0.36)
j=mitn P Share lite, Donate Blood Alice bob@esgdey comodo ol ua,  Sep 26, 2012 spamm B2
=alice@example.comsa ismithifcsader comodo.od i 11:37:32 AW Cambined {0.15)
1 |
The details of the selected email will be displayed.
E-mail E3

Normal All headers
45 Accept Y& Reject

Subject  Fw: Roll ot breads without Rolling for $1492! Get a Bread Maker One can create round Bread - Deal88.com
From  Alice <alice@example.com=
To  bobgcsgdevcomodoe,odua, jsmith@csgdevcomade.odaa

CC
Date  Wed Sep 26 11:46:03 EEST 2012
{GMT +3)
Size 23.8KB

Action  Whitelist requested
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To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for whitelisting the sender. If the mail is accepted, the sender will be added to 'Sender Whitelist'. If it is rejected, the email will
be no longer in the whitelisted emails list. Please note that emails will continue to remain in the Quarantined list irrespective of
the action taken.

To view details of whitelisted mails in new CASG window:

* Inthe whitelisted emails area, select the mail that you want to view and click the 'Show message in new window'
button or right-click and select to open in a new tab or new window.

Dashboard Diomain dashboard Incoming = Outgoing = Emazll management = Whitelist / Blackiis ccount management -

Daghboard & Domains & Domain dashboard - ceodevcomodo od ua & Yhitelistad amails

Whitelisted emails

T showmessage T3 Show message in new widow 3 4y Accept | 4 Reject 2 Refesh

Filters
User  Subject From T Diate (GMIT +3) = | Reason Size WB  f
biod Fiar: Maki your bedlime 3 wild ong [T bobgespdes comodo od ua,  Sep 26, 2012 pam 6.7
=alice@erample. coms Ismihi@csgder comodo.od g 125748 PM uribi
ot Far Get Sharlisted for TOP JOBS In Accenbure, granica lemilhiZcsgdey comodo.od e Sep 26, 2012 Spam 5.4
Capgamini SEromcageample.coms bobi@csadercomodo.odua 12:57:26 PM Combimed {0.32)
boh Fwr Roll out breads wihout Rolling for $1482 Sce bobggcsgdevcomodo.od ua,  Sep 26, 2012 SpaEm 38
el @ Bread Maker One can create «alice@example.coms iz sadey comodo. od & 17:46:03 AM uril
boh P Frae complirentary Business cands =] bobgcsgder comodo.odea,  Sep 28, 2012 Spam 51
sEromca@eample.coms Ismifhi@csadercomodo ol 11:44:28 AM Combimed {0.36)
jE: i Fiai BRare lite, Danate blosd AlScE hob@Eesguey Lomodo o8 ua,  Sep 26, 2012 Spam B3
=alice@example.coms ismilhEgesgdey comodo.od s 11:37:32 AW Cambined {0.15)

The details of the selected mail will be displayed in a new CASG window.
E-mail

Moa il Al higadars
45 Accepl 45 Reject
Sulbiject  Fwi Foll o breads witloat Rolling for $14932 Get a Bread Makes One can create round Braad - Deal 2, con
From  Alice <alicefexample.coms=
T bob@csgdecmmnodo o, e sobec omimdo. el
[

[t Wl Sep 26 11:46:03 EEST 2012
(GMT +3)

Size 238 HB
Action  Whitelist requested

To accept the whitelist request from users

After viewing the details, you can choose to accept the request from user to add the sender to whitelist.

*  Select the mail that you want to add the sender to whitelist and click the 'Accept' button.
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Dashboard & Domains & Domain dashbaard - cegdevcamog duya & Whitelistad armails

Whitellsted emails
T} Show message D) Show message in new witkow @ & Reject | %% Refiesh
Filters
Usen Saahpect From T [ate (GRIT «3) Reason Size (HE) ﬂ
(L1341 Fiar Maki wour Bedtirmg a wild ong Alice BoBEe Sy ComOdo oE ua | par BT
=alice@example.conms lsmifhicsgdewcomado.od e 125048 F uribl
bob Far Get Shortlisted for TOP JOBS In Accenture, | gronica |smilhiEcsgdey comodo. od s spam 5.4
Capgamini SyeromMca@esample.coms= bobiEcsgder comado.od ua Carmbined {0.32)
o P Roll out breads without Rolling for $1483 Sice bobggcsgdevcomodo.od ua,  Sep 26, 2012 Spam I3
el @ Bread Maker ORe can create = 3liCe @ example cons IEMiThREe sgdey comodo o8 1 11:46:03 AM ]
boh P Frae cormplimentary Business cands Ve bobicsadercomaodo.od ua,  Sep 28, 2012 Spam L3
srEromca@esample coms [smithi@csgdercomodo.od i 11:44:26 AM Combined {0.36)
j=mith  Fwe Bhare lite, Donate Blood Alice bobi@esgder comodo od ua, S 6, 2012 spam B3
=alice@example.coms ismilhifcsader comodo.od wi 11:37:3% &AM Combined {0.15)
1 |

An alert will be displayed to confirm the release of selected email to the respective user.

Accept ermail B3
o Areyou sure you want o accept the selected
ermail?
0K [ | Cancel

e Click 'OK' to confirm the acceptance.
The sender of the email will be added to 'Sender whitelist'. See the section 'Sender Whitelist' for more details.

To reject the whitelist request from users

After viewing the details of the email, you can choose to reject the request from the user.

»  Select the mail that you want to reject and click the 'Reject' button.

Dashboard Jomain dasi ard Incoming = 0 0 Email management = Whitelist / B Account management =

Dashboard & Domains & Domain dashbaard - ceodeveamog duys & Whitalistad armails

Whitellsted emails
T} showmessage T Show message innew window 4 Acce Sy Reject  Fa Refiash
Filters
Usen Saapect From T [sate (GRIT «3) Reason Size (HE3 ﬂ
o Far Maki wour bedlirme a wild ong Alice bobgpesndevcomodo od ya, Sep 26 2012 parm BT
=alice@erample. coms Isrmhi@csgder comodo.od w 12:57:40 PM uribi
bob Fwr Get Shardlisted for TOF JOBS In Accenbure, Branica lsmithi@csgdey comodo.pd i S g§,2012 spam 5.4
Capgarmini syeromca@esample.come hobEgcsader comada.od i 26 PM Carmbined {0.32)
o P Roll out breads withaut Rolling for $1483 Shce bobggcsgdevcomodo.odua,  Sep 26, 2012 SPEM 38
el a Bread Maker One can creake =alice@example coms jsmithiEe sgdes comodo od s 114603 AM urlil
toh P Fram camplirnentary Business cands Ve bobggesgdercomodo.odua,  Sep 26, 2012 Spam 51
=rEromcag@eample.coms Ismifhi@csgdevcomodo.od i 11:44:26 AM Combined (0.36)
j=mith  Fwe Bhare lite, Donate blood Alice bobi@esgder comodo od ua spamm B2
=alice@example.comsa ismifhie sader comado.od Cambined {0.15)
1 |

An alert will be displayed to confirm the rejection of selected email.
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Reject ernail B3
G Are ol sure you want to reject the selected
@ ernail?
0K Cancel

»  Click 'OK" to confirm the rejection.

The sender will not be added to whitelist and the selected email will no longer be in the whitelisted emails list.

3.2.1.4.4 Whitelist / Blacklist

CASG allows the administrator of a domain to configure recipients or senders in whitelist or blacklist. While all filtering settings
are disabled for whitelisted recipients, all mails sent by blacklisted senders are automatically rejected. Administrators can also
choose to whitelist or blacklist a particular set of recipients/senders or a whole domain using wildcard character.

Whitelist / Blacklist =
% 9 B B
E |
Recipient Sender Recipient Sender
whitelist vhitelist blacklist blacklist

Click the following links for more details.
¢  Recipient Whitelist
»  Sender Whitelist
¢ Recipient Blacklist
*  Sender Blacklist

Recipient Whitelist
Since all filtering checks for the whitelisted recipients are disabled, CASG recommends to use the option only for certain cases
such as postmaster or abuse@domain.com.

To configure recipient whitelist

»  Click 'Recipient whitelist' from the 'Whitelist / Blacklist' drop-down menu in the menu bar or the g icon in the
'Whitelist / Blacklist' configuration area

The 'Recipient whitelist' interface of the selected domain will open:
Recipient whitelist ]

@ Addd recipient # Remove recipient  [gg Reset to default
Recipient

abusai@ezample.com
postmastan@esample.com

By default, the selected domain will have 'abuse" and 'postmaster' as whitelisted recipients.
e Click 'Add recipient' to add a new user to the list

The 'Add recipient' dialog box will open.
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Add recipient B3

E-rmail @|example.cnm |

Save Cancel

»  Enter the recipient's name in the E-mail text field and click the 'Save' button.

» Toadd a particular set of recipients to whitelist, prefix or suffix the wildcard * in the E-mail text field. For example,
enter *.stores for all the recipients in stores department to be whitelisted.

e To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
recipients in that domain will be whitelisted.

The recipient's name will be added to the list.

Recipient whitelist g
& Aiddreciplent | g P recipbent 48 Peset to defalt
Recipdein

abusedaxample com
postmasien@aampla.com
IsrnitheBesarnple corm

* Todelete a recipient from the whitelist, select the recipient from the list and click the 'Remove recipient' button

Recipient whitelist g

@ Adil reciplen [t Femove recipient J gy Reset 1o defalt

Rscipdent

abusedaxample com
postmasien@aampla.com
IsrnitheBesarnple corm

‘ Tip: You can select multiple whitelisted recipients to delete by pressing and holding the Shift or Ctrl keys.

Recipient removing E3
=% Are you sure you want to remove selected
recipients?
oK | Cancel

e Click 'OK' to confirm your changes

»  Click the 'Reset to default' button to delete all whitelisted recipients except the default recipients

Sender Whitelist
All the filtering checks for whitelisted senders to the recipients of the selected domain are disabled. Comodo strongly
recommends to use this option only when the system wrongly blocks emails from a certain trusted sender.

To configure sender whitelist

e Click 'Sender whitelist' from the "Whitelist / Blacklist' drop-down menu in the menu bar or the E icon in the
'Whitelist / Blacklist' configuration area

The 'Sender whitelist' interface of the selected domain will open:
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Sender whitelist )

(4 Addsender g Remove sender (48 Resetio default

Sender

¢ Click 'Add sender' to add a new whitelisted sender

The 'Add sender' dialog box will open.

Add sender =

E-mail | ] @| |

Save Cancel

*  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more whitelisted senders.

* Toadd a particular set of senders to whitelist, prefix or suffix the wildcard * in the E-mail text field and senders' email
domain name after the @ symbol. For example, enter *.stores for all the senders in stores department to be
whitelisted.

*  To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and email domain after the @ symbol
and click the 'Save' button. Now all the senders with the domain name entered will be whitelisted.

The list of whitelisted senders will be displayed.

Sender whitelist o

C@ Al semdler | [ Remove sender  gg Resetto default
Seqwder

srnith@email cor
aliceghotrmail.com
Igan_paul@yahoo.corm

¢ To delete a sender from the whitelist, select the sender from the list and click the 'Remove sender' button.
Sender whitelist il

d Bl Sedmbed i Remove sendé [da Resel to defaul

Sendel
smitn@omail.com
aliced@hatmail com

* jean_pauldyahon.com

Tip: You can select multiple whitelisted senders to delete by pressing and holding the Shift or Ctrl keys.

Sender remaoving El

Are you sure you want to remaove selected
senders?

OK Cancel

»  Click 'OK" to confirm your changes.
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»  Click the 'Reset to default' button to reset the list of whitelisted senders to the default list of senders (Note: The ‘default
list'is currently an empty list).

Recipient Blacklist
CASG will automatically block all emails to blacklisted recipients. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender.

To configure recipient blacklist

»  Click 'Recipient blacklist' from the 'Whitelist / Blacklist' drop-down menu in the menu bar or the g icon in the
'Whitelist / Blacklist' configuration area

The 'Recipient blacklist' interface of the selected domain will open:
Recipient blacklist !

S@ Addrecipient @ Remove recipient |48 Reset to default

Recipient

»  Click 'Add recipient' to add a new blacklisted recipient

The 'Add recipient' dialog box will open.

Add recipient B3

E-rrail @|example.cnm |

Save Cancel

e Enter the recipient name in the E-mail textbox and click the 'Save' button. Repeat the process to add more recipients
to blacklist.

* Toadd a particular set of recipients to blacklist, prefix or suffix the wildcard * in the E-mail text field. For example,
enter *.stores for all the recipients in stores department to be blacklisted.

e To add a whole domain to blacklist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
recipients in that domain will be blacklisted.

The list of blacklisted recipients will be displayed.
Recipient blacklist (¥

(@ Addrecipient [ Remove reciplent (g Pesetto defalt
Racipham

johnsmih@axample.com
bobemith@example com

»  To delete a recipient from the blacklist, select the recipient from the list and click the 'Remove recipient' button

Recipient blacklist )

¢ Addrecipient @ Remove recipient )[4 Feset to default

Facipent

inhnsmith@example corm
" bobsrafti@esarnple.com

Tip: You can select multiple blacklisted recipients to delete by pressing and holding the Shift or Ctrl keys.
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Recipient removing Ed

Are you sure you want to remove selected
recipients?

oK | Cancel

e Click 'OK' to confirm your changes

»  Click the 'Reset to default' button to reset the list of blacklisted recipients to the default list of recipients (Note: The
‘default list’ is currently an empty list)

Sender Blacklist

CASG will automatically block all emails from blacklisted senders. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender.

To configure sender blacklist

e Click 'Sender blacklist' from the "Whitelist / Blacklist' drop-down menu in the menu bar or the g icon in the
'Whitelist / Blacklist' configuration area

The 'Sender blacklist' interface of the selected domain will open.
Sender blacklist =

[d Addsender [ Remove sender [gg Resetto default

Sender

¢ Click 'Add sender' to add a new blacklisted sender

The 'Add sender' dialog box will open.

Add sender =

E-mail | ] @| |

Save Cancel

»  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more blacklisted senders.

e Toadd a particular set of senders to blacklist, prefix or suffix the wildcard * in the E-mail text field and senders' email

domain name after the @ symbol. For example, enter *.stores for all the senders in stores department to be
blacklisted.

*  Toadd a whole domain to blacklist, enter the wildcard * in the E-mail text field and email domain after the @ symbol
and click the 'Save' button. Now all the senders with the domain name entered will be blacklisted.

The list of blacklisted senders will be displayed.

Sender blacklist I
‘@ Addsender g Femove semder s Reset to defab
Sedmbed

ohnsmithiggmail.com
alice@yahan com
bobgghatmail com
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¢ To delete a sender from the blacklist, select the sender from the list and click the 'Remove sender' button.

Sender blacklist [

g Add sendes 4 Resetto defautt

Sende

johnsmithi@amail.cam
- alived@yahoo.com
nob@hotmail.com

Tip: You can select multiple recipients to delete by pressing and holding the Shift or Ctrl keys.

Sender removing Ed
- Are you sure you want to remove selected
senders?
| OK | | Cancel |

»  Click 'OK" to confirm your changes.

»  Click the 'Reset to default' button to reset the list of blacklisted sender to the default list of senders (Note: The ‘default
list'is currently an empty list).

3.2.1.4.5 User Account Management

In the Account Management interface, an administrator can manage the users for the selected domain, such as adding new
users, deleting existing users and editing user account. From this interface, you can reset passwords for users as well as allow
or deny permission for users to access their account, can import CSV file containing the list of users, add and move your
aliases. Administrators have to add new users manually if their mails have to pass through CASG filters.

Click the following links for more details:
¢ Managing Users
e Adding New Users
*  Deleting Users
«  Editing Users
e Import from CSV file
*  Aliases

*« Move to Aliases

Account management |

-

Jzers

Managing Users

e Click 'Users' from the 'Account management' drop-down menu in the menu bar or the 3 icon in the 'Account
management' configuration area

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 95



COMODO

Creating Trust Online®

Dashboard  Domain dashboard Incoming = Qutgoing* Email management *  Whitelist / Blacklist = Accoumt management =

Dashbogrd & Domaing o Domain dashboard - cogdev comado od ua o

Users )
3 Addd a Dl & Edil g- Refrash { Impan from C5V file _@ Alasas I Move 1o aliases

Filters
Usemame Enabled Last login ARases

bob Yas Oct 3, 2012 1218:30 PM

docteam Yez Sep 21, 2012 23603 FM

Sap 26, 2012 124301 FM

Using the filter option to search users
Click anywhere on the Filters tab to open the filters area.

Email management -  \Whitelist / Blacklist -  Account management -

Dashboarnd Domain dashiboanrd Incoming =  Outgoing =

Dashboard & Domains & Domain dashboard - cogdey comado.odug & Users

Users )
& Add | Sk Delete T4 Edit 9% Refresh B importfrom C5Vfile  G@ Aliases G Move toalizses

Filters a
| Usemame * | |contains A T Apply nier

You can further refine your search by clicking " to add more filters.

Whitelst /| Blacklist = Account management -

Dashboard Domain dashboard Incoming = Oulgoing = Email management -

Cashboard & Domains S Domain dashboand - cogdev comodopd ua & Users

Users ¥
B sdd  Te veleie Jh edit | 45 Refresh | & imporifrom CSViile | G Aliases | (& Move io aliases

Filters =]
‘ Usamama ¥ | |contains b ? Apply Biltes

¢ Enabled v | |aquals - 0

3 Lastlogin * | |aquals o Lot

You can remove a filter by clicking the x icon beside it.

Available filters are:
»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:
*  Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.

»  Contains: Displays all username(s) that contain the words entered in the text box.

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 96



Creating Trust Online®

Comodo Antispam Gateway - Ad rr_!j_[)j_strator’GTﬁfd;__ coMoDO

.'ll{r’II
i'l

/

*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
»  Starts With: Displays all username(s) that start with the words entered in the text box.

*  Ends With: Displays all the username(s) that end with the words entered in the text box.

Other options available in the first drop-down in the filters area:
+ Enabled: Sorts the results based on whether a user is enabled or disabled.
When you select this option in the first drop-down, 'equals’ is the only option available in the second drop-down:

*  Equals: Displays the results of enabled users when the checkbox beside it is selected. When the checkbox is not
selected, it displays the list of users who are not enabled.
*  Last Login: Sorts the results based on the last login details of users.
When you select this option in the first drop-down, the following filters are available:

«  Equals: Displays the list of users whose last login date is the same as the selected date in the third box from the
calendar.

*  Less than: Displays the list of users whose last login date is less than the selected date in the third box from the
calendar.

»  Greater than: Displays the list of users whose last login date is greater than the selected date in the third box
from the calendar.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

. %% Refresh .
Click the button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

To add a new user

¢ Click the 'Add' button.

Users g

& add ) Sk Delete | Jp Edt %% Refresh & importfromCSV file | G Aliases | (s Move to aliases
Filters

Usarname Enabled Last login Aliases
0 Yas Ot 3, 2012 12:18:30 PM
doclean Sep 21, 2012 13603 PM

I1smith Yas Sep 26, 2012 12:48:01 Ph

The 'New user dialog will open.
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MNew user E3
Ilzername
alice (@ csgdev.comodo.odua
Enabled L] whitelist this email Send guarantine
reports
Save Cancel

»  Enter the username of a new user that will be first part of the email address. For example, 'alice'. The email address of
the added user will be ‘alice@domainname.com'.

By default, the user will be enabled. Uncheck the checkbox beside 'Enabled' to deny the new user access to CASG. You can
enable the user in the Edit user interface later on.

You can choose to add the new user to Recipient Whitelist from this interface itself. Select the checkbox beside the "Whitelist
email' to add the user to Recipient Whitelist.

The administrators can also determine whether the users will get the reports or not. By default is enabled.
+Uncheck 'Send quarantine reports' box to disable this option.
+ Click the 'Save' button.
e Agreen strip confirming successfully saved user will be displayed.

SUCCESS: Successfully saved ﬁ

Note: If the user is disabled, the user will be automatically added to whitelist. All the emails from/to the user will be allowed
without the filtering checks. Also, if the user has subscribed for periodical Quarantine Reports, the subscription will also be
canceled. If the user is enabled, the user will be removed from the whitelist. If required, the administrator can add the user to
the Recipient Whitelist by selecting the "Whitelist this email' checkbox.

An email to the added user will be sent automatically containing password to access CASG. The password can be reset in the
edit interface. The added user will be displayed in the list.

Users (7]

& Add | B Delete | Z Eait 4% Retresh & imporifrom CSVnle  GF Mlases | g Move to aliases

Filters

Username * Enabled Last login Allases
bob Yes Oct3. 2012 12-18:30 PM
fear YEg Sep 21, 2012 373603 PM

jsmith Yes Sep 25, 2012 12:48:01 PM

Note: The number of users for an account depends on the plan subscribed by you. When you exceed the limit of users, the
following will be displayed while adding a new user.
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New user B3

Llsername |

|stnredepﬂ <2 You cannot add more users as X
Enabled you have reached your maximum
number of allowed users

| save | | cancel H

To delete an existing user

e Select the user you want to delete from the list and click the 'Delete’ button

Users )
2 add 2,- Edit %> Refresh & ImportfromcCSvile GF Aliases | g Move to alases

Filters
Usernami Enablad Last login Aliases

alica Yas

bk Yes

doctaan

|smith Yes Sep 26, 2012 12248101

Tip: You can select multiple users to delete by pressing and holding the Shift or Ctrl keys.

Delete users Ed

@ Are you sure you want to delete the selected
users?

OK Cancel

»  Click 'OK" to confirm your changes.

A green strip confirming successful deletion will be appeared.
SUCCESS: Successfully deleted [ %]
To edit an existing user

You can reset password, allow or deny permission for the users to access their CASG account in the edit interface.

e Select the user you want to edit from the list and click the 'Edit' button.
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Users il

B add | Jk oelete K By Eont )% Retresh & importtromcsViile  GF Aliases G Move to alases

Filters
Usernami Enabilad Last bogin Aliases

alica Yas

beb Yas

|=mith Yes

The 'Edit user' dialog box will be displayed.

Edit user alice@csgdev.comodo.od.ua El
lJsername
@
Enabled [ whitelist this email Send quarantine
reports
Save Cancel Regenerate password

*  Enabled - Select the checkbox to allow or deny access to the CASG interface.
*  Whitelist email - Select this checkbox to add the user to Recipient Whitelist.

*  Regenerate password - Click this button to reset the password for the user in case it is forgotten. The new password
will be sent to the user's email automatically. The user has to use this new password to access CASG.

» Disable 'Send quarantine reports' checkbox, if you do not want the user gets quarantine reports. By default is
enabled.

Click the 'Save' button to confirm your changes.

Note: If the user is disabled, the user will be automatically added to whitelist. All the emails from/to the user will be allowed
without the filtering checks. Also, if the user has subscribed for periodical Quarantine Reports, the subscription will also be
canceled. If the user is enabled, the user will be removed from the whitelist. If required, the administrator can add the user to
the Recipient Whitelist by selecting the "Whitelist this email' checkbox.

To import users from CSV file

You can add many new users at a time by importing from a file. The users should be saved in ‘comma separated value' (CSV)
as shown below:

username1,domainname,true
username2,domainname,false

*  Click the 'Import from CSV file' to import new users from a CSV file
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B oadd | Jk oelete | Fy et G Retresh & importtromcsvinie  J§ Mliases | Gy Move to alases

Filters

Usarnanmi
alica

bob
doctearn

|=rmith

Enabilad Last hogin Aliases
Yas

Yes

Yes

»  Click 'Browse..." and navigate to the location where the file is saved and click the 'Open’ button.

Upload Ed

Upload csv file.

Each line should contains three columns:
username,domain,enabled Q Browse...
For example:

testusertestdomain true

Upload Cancel

COMODO

Creating Trust Online®

*  The upload process is now ready. The maximum size of the file that can be uploaded is 9 MB. If you want to select
another file, click 'Cancel' at top right side of the upload dialog. If you want to cancel the upload process, click the
'Cancel' button located at the bottom.

pload ﬁ

@Cﬂncel

NewW_USErs. Cav

Upload csv file.
Each line should contains three columns:
lusername,domain,enabled

For example:
testuser testdomain.true

Upload Cancel

e Click the 'Upload' button to add new users.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queueg, click the 'Remove import task from the queue' button.
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Users ]

2 1,.- '_“J; ™ Impor task is processed. Please refresh browser page for check status

S Remove iImport task from the queus

Filters
Username Enabled Last login Abases

alice Yes

[ ¥ et 2121 P

docteam fes Sep 21, 2012 33603 PM

ismith Yes Sep 26, 2012 1248:01 PM

On completion of the upload process, refresh the browser to view the imported users.

Users (]
a Add ,a Creleta 2) Edit 4% Refresh { Importfrom C5V file G aliases G Move o aliases

Filters
Lsarname Enabiled Last login Aliages

alics Yes

bat Yes 0ct 3, 2012 12:18:30 PW

docteam Tes Sep 212012 3:36:03 FM

fredd Ma

jsrmith Yes Sep 26. 2012 12:48:01 FW

rocky Yes

Note: During the upload process, all buttons in the 'Users' interface will be disabled except 'Remove import task from the
queue' button. Also any operation for this domain will not be possible till the upload process is completed.

Adding user aliases

CASG allows admins to use a user alias name to organize emails related to different groups or functions into a single email
inbox automatically. You can use it to protect your real email address.

Users !
S sod | Sk Delete | Iy Eat 4% Retresh & Importfrom CSV file G Move to aliases

Filters
Usernama Enablad Last login Aliases

alica Yas

bob Yas Od 3 2012 121630 PM

ctaarn Yas Se

Jsmith Yes Sep 26, 2012 12248701 P

To enter the full email addresses (one per line) of the users who should receive the mail sent to the alias, click the 'Aliases’
button. Fill out the fields on the 'User Aliases' dialog, click on 'Save' to finish.

Note: A user cannot add an alias by themselves.
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User Aliases El

il Add alias

«  Toadd multiple aliases click the 4F Add alias pton

*  Toremove an added alias row click the b 4 icon beside it.
After adding an user to an alias, admin can extract him/her as user.

e Click the 'Aliases' button. In the 'User Aliases' dialog next to the added alias row the 'Extract as user' button will be
displayed.

User Aliases E

Gl Add alias

b 4 stores@ecsgdev.comedo.ad.ua | | Extractas user

Save Cancel

e Click the 'Extract as user' button. The new user will appear in the list of the username.

Users dl

& sod | B pelete  Jh Eait | 4 Refresh B mportromcsvme | GF alases (G Move toallases

Filters
Username =  Enabled Last login Alizses
siores Yesg
shaw ves
smith Yes Sep 26, 2012 12:4E:01 PM
docieam Yes Sep 21, 2012 3:36:03 PM
el 3, 2012 12:18:30 P
aice Yes

A notification dialog confirming successful extraction will be displayed.

Comodo Antispam Gateway Admin Guide | © 2012 Comodo Security Solutions Inc. | All rights reserved 103



COMODO

Creating Trust Online®

.-’/’--

Success Ed

@ Alias was successfully moved to user

OK
And a green strip will be appear above the user interface.
SUCCESS: Successfully saved ﬁ
Moving user account to aliases
CASG allows admins to move an existing user to an alias.
Users !
B tod | Sk Deleie By Eot 42 Refresn B importtromcsvinie G .o.uase
Filters
Usarnami Enablad Last login Aliases
alica Yas
bk Yes
doctaar
jsmith Yes Sep 26, 2012 1248201 PM

e Select the user that have to be moved to an alias.
e (Click the 'Move to aliases' button.

e Type a full email address of the user from your user's list.

User Aliases =

Save Cancel

»  Click 'Save' o finish adding an alias.
Now, the selected user has become an alias of the user, whose email was entered in the input field of 'User Aliases' dialog.

3.2.2 Administrator Account Management

The Account Management area of CASG allows an administrator to add new administrators for the same account. The edit
section in this area allows the administrator to reset passwords and change the login status from enabled to disabled and vice
versa.
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Account management =
@ a4
Admins Wiy Profile

Click the following links for more details:
¢ Managing Administrators

e My Profile

3.2.2.1 Administrators

In this interface of the CASG, an administrator can add new administrators as well as edit the login status and regenerate new
password for existing administrators.

Click the following links for more details:
* Managing Administrators
*  Adding New Administrators
*  Deleting Administrators
»  Editing Administrators

Managing Administrators

e Click 'Admins' from the 'Account management' drop-down menu from the menu bar or the “ icon in the 'Account
management' configuration area

The 'Admins' configuration interface will open:

# Dashboard  Domains  Account management  Customer management

Dazhboard = Admins
Adming )

& add S Delete | Jp Edit | 5% Refresh

Filters
Login Enablad Repart subscripiion Last login Customear account
sabadmin@examgla.com fus true talsa

dacadmingcsgdes comado, od u frug s Jdun 22, 2012 6:22:54 PM false

johns mithi@ example.com trug e falsa
testadrminisirator@example.corm frug rue falsa
testuzerT20@gmall.com trug frug falze

1 M

The 'Admins' interface displays a list of administrators with their CASG enabled/disabled status, Domain/Quarantine report
subscription status, their last login date and time, and whether an admin is a real customer (implicit Admin) who signs up in CAM
and logs into CASG for the first time or not. You can sort the entries in ascending or descending order based on the login,
enabled status, report subscription status or last login time by clicking the up/down arrows in the respective column headers.

Using the filter option to search administrators
Click anywhere on the Filters tab to open the filters area.
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Admins )

S ndd | Jg Oeiete Sy Edit | %% Refresh

Filters =
& | Login * | equals - T Apply filter
LDQ“'E * Enabled Report subscription Last |Dg|ﬂ
babadmini@example com rue true

You can refine your search much further by clicking ® to add to more filters.
Admins gl

& aod  Jg Delew |y Edit | 5% Refresh

Filters =
# |Logn * | equals v T soply fiter

¢ |Enabled * equals * O

» jLasi login * equals ¥ i

Loagin Enabied Raport subscriplion Lasl login

You can remove a filter by clicking the ﬁ icon beside it.

Following are the options in the first drop-down in the filters area:
*  Login: Displays the result based on the administrator name entered in the text box.
When you select this option in the first drop-down, the following filters are available in the second drop-down:
*  Equals: Displays the results based on the user name that was entered in full in the text box.
*  Not Equals: Displays all user(s), except the one entered in the text box.
»  Contains: Displays all user(s) that contains the words entered in the text box.
* Not Contains: Displays all user(s) that does not contain the words entered in the text box.
«  Starts With: Displays all user(s) that starts with the words entered in the text box.
*  Ends With: Displays all user(s) that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:
*  Enabled: Sorts the results based on administrators' enabled / disabled status.
When you select this option in the first drop-down, 'equals’ is the only option available in the second drop-down:

*  Equals: Displays the results of enabled administrator(s) when the checkbox beside it is selected. When the
checkbox is not selected, it displays the list of user(s) who are not enabled.
e Last Login: Sorts the results based on the last login details of user(s).
When you select this option in the first drop-down, the following filters are available:
*  Equals: Displays the list of user(s) that has the last logged in on the same date as the selected date in the third
box from the calendar.

* Less than: Displays the list of user(s) that has the last logged in on dates less than the selected date in the third
box from the calendar.

»  Greater than: Displays the list of user(s) that has the last logged in on dates greater than the selected date in the
third box from the calendar.

Click 'Apply Filter' after selecting the filters.
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The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

. %% Refresh .
Click the button to display all user.

Note: To display all the administrators after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh’ button.

To add a new administrator

¢ Click the Add button.

Admins [°7 )]
B Delete | G4 Edit %% Refresh

Filters
Lagin Enabled Report subscription Last kogin Customer account
bobadrminghample com Truee Irug false

docasmin@esgded oomodo.od us rue frue Jul 24, 2012 11:13:31 AM false
Jahnsmith@example com frue True falza
testadministraton@example.com trug true false

1 A

The 'New administrator' dialog will open.

| Mew administrator S
| Login: || |
Status: Enabled
Report Enabled

subscription:

Save Cancel

*  Enter the new administrator's login details with a valid email address , for example, testadministrator4 @example.com,
in the Login text box.

»  Select or deselect the 'Status' checkbox to change the login status of the new administrator. By default, this box is
selected, that is, the new administrator can access CASG interface.

e Select or deselect the 'Report Subscription' checkbox to enable or disable the new administrator to receive the
periodical domain and quarantine summary reports. Refer to CASG Reports - an Overview for more details.

¢ Click the 'Save' button.

An email to the added administrator will be sent automatically containing password to access CASG. The password can be reset
in the edit interface. The added administrator will be displayed in the list.
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Admins gl

B nod | Fg Delete | Iy Edit G5 Refresh

Filters

Lagin Enabled Rt Subscriplion Last hogin Customer accounl

bobadming@example.com true true false

doc.admini@czsgdevcomodo.od.ua true true Jul 24 2012 11:18:31 AM false

johnsmithigezample.com true true false

testadministratori@example.com trug frue false
Qm_ammlsramr@mmnla.@ frue true false

1 M

To delete an administrator

e Select the administrator to be removed and click the 'Delete’ button.

#* Dasnmafu Damains .Pttl.‘Ell.IﬁT management  CUSOMEer Managemeant

Dashboard & adming

Admins )
2 ndd 2 Edit %% Retresh

Filters
Login Enabled Report subscription < Lastlogin Cusiomer account
nobadmin@example.com b e Talse
docadmingcsgdevcomoado.edua frug tua Jun 22, 2012 62254 PM falze

johns mithi@ example.com true fnug false
testadministratari@example.com brue tua falze

lesuzerT20@gmail com brue nug Talge

1 LR

Tip: You can select multiple administrators to delete by pressing and holding the Shift or Ctrl keys.

A confirm dialog will be displayed warning you that the selected administrators will be deleted.

Delete administrators B

o Are you sure you want to delete the selected
administrators?

OK Cancel

¢ Click 'OK' to confirm the deletion.
The selected administrator will be deleted from the list.

To edit an existing administrator

You can reset password, allow or deny permission for the administrators to access their CASG account in the edit interface.

e Select the administrator you want to edit from the list and click the 'Edit' button.
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& Dashmafd Domains Acruuﬁt management  Customer management

Dashboard & adming

Admins )
2 oad | B ne % Refrash

Filters
Login Enablad Report subscription = Lastlogin Customer account
bobadmin@example.com true tus falze
dacadmini@csgdevcomodoodua e g Jun 22, 2012 62254 PN falze

johnsmithi@ example com e s Talze
testadminisiratar@example.com frue frua false

testuserr20i@gmail com brue frue falzg

1 M

The 'Edit administrator' dialog box will be displayed.

Edit administrator testadministrator@example.com ﬁ
Login: testadministrator@example.com
Status: Enabled
Report Enabled

subscription:

Save Cancel Regenerate password

»  Status - Select or deselect the 'Enabled' checkbox to allow or deny access to the CASG interface for the
administrator.

*  Report subscription - Select or deselect the 'Enabled' checkbox to allow or deny the administrator to receive the
periodical domain and quarantine summary reports. Refer to CASG Reports - an Overview for more details.

*  Regenerate password - Click this button to reset the password for the administrator in case it is forgotten. The new
password will be sent to the administrator's email automatically. The administrator has to use this new password to
access CASG.

Click the 'Save' button to confirm your changes.

3.2.2.2 My Profile

The My Profile interface allows the currently logged-in administrator to change his/her login password to CASG and subscription

status for the periodical domain and quarantine summary reports. Refer to CASG Reports - An Overview for more details.
i

=
E

«  To access the My Profile interface, click 'My Profile' icon from the 'Account management' configuration area
of the Dashboard or click "My Profile' in the Account Management drop-down menu from the menu bar.

My profile i
[ — —
GI’I-\?IHI.]E‘ |.|-El|1-&l.:|E‘ repon
password subscriphons

Click the following links for more details:

«  Changing Administrator's password
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*  Managing subcriptions for summary reports

3.2.2.2.1 Changing Password of the Administrator

The Change Password allows the currently logged-in administrator to change his/her login password.

To change the password
[ —

|
«  Click the 'Change password' icon \ﬂ from the My Profile area. The Change Password dialog will be displayed.

Change password El

Mew password ; | |

Confirm password | |

Save Cancel
»  Enter the new password and confirm it in the respective text boxes.
Change password sl
Mew password Y YTITIIT |
PR }I-.;-.;.-;-. - .-.| ...............
Save Cancel

e (Click the 'Save' button.

SUCCESS Ea
@ Password was successfully saved.

OK

The administrator has to use the new password to login into the CASG interface.

3.2.2.2.2 Managing Report Subscriptions

The 'Manage report subscriptions' interface allows the currently logged-in administrator to select whether or not to receive the
periodical domain and quarantine summary reports. Referto CASG Reports - an Overview for more details.

To set the report subscription status

+  Click the 'Manage report subscriptions' icon from the My Profile area. The 'Manage report subscriptions'

dialog will be displayed.
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Manage report subscriptions S
! Report subscription Enabled

Save Cancel

+  If you want to receive the periodical Domain Summary Report and the Quarantine Summary Report, ensure that the
'Enabled' check box is selected. Else deselect the check box.

+  Click Save for your changes to take effect.

3.2.3 Customer Management

The Customer Management area of CASG allows an administrator to view the details of the account that he has logged in,
configure the subscription for the periodical Domain and Quarantine summary reports for the account and the language in which
the messages from CASG are to be displayed and sent to the administrators of the account. You can also create an account,
update the product and extend a license term at https://accounts.comodo.com/.

Customer management =
& I“_Q
Customerinfo  Kanage report
subscriptions

Click the links for more details:
*  Viewing Customer Information

*  Managing subscriptions for reports

3.2.3.1 Viewing Customer Information

The Customer Info interface accessible from the '‘Customer management' configuration area of the dashboard provides the
administrator with the details like maximum number of users, domains, license term and so on of the CASG account.

To view the account Information

e Click Customer Info icon % from the 'Customer management' configuration area or click 'Customer Info' from the
'Customer management' drop-down menu in the menu bar.

The 'Customer Info' interface will be displayed:
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Customer info el

Hame : Doc Team

Subscription :
Max numaer of users E

e number of domains 5

License expiration date Aug 0F, 2012
Enabled frue

End-User License and Subscriber Agreement

2011-9-T-Antispam Gateway
END-USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING, OR USIMG COMODO ANTISPAN GATEWSY ("SERVICES™)L BY
DOWNLOADING, IMSTALLING, OR USING THE SERVICES OR BY CLICKING ON 71 ACCEPT™ BELOW, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMEMT, THAT
YOU UIMDERSTAMD IT, AND THAT YOU AGREE TO ITS TERMS, IF YOU DD MOT AGREE TO THE TERMWS HEREIMN, DO MOT DOWMLOAD OR LISE THE SERVICES O0R CLICK
OM 1 ACCEPT.

This uger license agreemant is betwaen you (pou” of "Subsonber), as either an indeidual or a2 a business entdy, and Comado Security Solutions, Inc. ("Comada”), which has
ifs principal place of business at 525 Washinglon Bhed., Suite 1400, Jarsey City, Mew Jarsey 07310, In exchange for vour use of the Sanvices, you agree a5 follows:

1. License
1.1. Grant of License. Comado grants you 2 royalty-free, limited, nan-exsclusive. non-transferanle, and revocabls license to use the Comada Anbspam Gateway (the “Sanices”)
for parsanal purposes, indeding any dacumantalion and files accompanying the Serdces_You shall nat resall, lease, sell, madify, reverse engineesr, decampile, ar craate
dervative works of the Services, All ights not expressly granted herein are resened 1o Comado,
1.2. Restrictions. The licenses granled herein are only valid il

(I} the Serdces are NOT madified in any manner;

(i} tha Servaces are only insizlled and used in accordance with your netwark secunty palicies,

(i} you posses e necessany Ahonly and power o ingtall and use me Serdces, and

(iv) this agreement is accepted without modification and has not been breached.

1.3, Account, Your accound shall be protected by a usemarne and passward which are confidential information. You are Tully réspongible for any activilies hat occur hrough your
account. You must nobfy Comodo immediately if you suspect any unauthorized use of your account.

1.4. Updates. Comada is not obligated to provide updates to the Sendces. fan update s provided and the update is not accompanied by an additional agreement, this

*  Name: Displays the name of the account.

*  Max. Number of Users: The maximum number of users that can be added for the account, that is, number of users
cannot exceed the number given in this field for all domains included. This depends on the subscription plan.

e Max. Number of Domains: The maximum number of domains that can be configured for the account. This depends
on the subscription plan.

» License Expiration Date: Provides details about the expiry date of the license for using CASG.
e Enabled: Displays whether the account is active or not.

e End-User License and Subscriber Agreement: Displays the complete End-User License and Subscriber
Agreement.

3.2.3.2 Managing Subscriptions for Reports

The Manage report subscriptions interface accessible from the '‘Customer management' configuration area of the dashboard
allows the administrator to configure the subscription to the periodical Domain and Quarantine summary reports for the
administrators enrolled for the account. Refer to CASG Reports - an Overview for more details.

To access Manage report subscriptions interface

»  Click Manage report subscriptions icon from the 'Customer management' configuration area or click 'Manage
report subscriptions' from the '‘Customer management' drop-down menu in the menu bar.

The 'Manage report subscriptions' interface will be displayed:
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# Dashboard Daomains Account management = Customer management =
Dazhboard & Manage repor subscriplions

Manage report subscriptions L7
Hame Pariod Stont die Send ampy Enabled

Darmain régart Diaily - woz08-2e M@ O =

Quaranting report Dally - 012-08-28 [ | =

The administrator can configure the subscription for two types of reports from this interface:

*  Quarantine Report - The periodical report which can be configured to be received daily, weekly or monthly will contain
a detailed statistics of the mails that are identified as spam or containing malicious content and moved to Quarantine
of the domain automatically by CASG. Refer to CASG Reports - An Overview for more details.

*  Domain Report - The periodical report which can be configured to be received daily, weekly or monthly will contain a
detailed statistics of number of users, mails that have been received at and sent from the domain, number of spams
identified and blocked and so on. Refer to CASG Reports - An Overview for more details.

To configure the subscription of the reports
*  If you want the administrators of the account to receive the periodical reports, select the 'Enabled' checkbox in the row
of the respective report type. If both the reports are required, you can select both the checkboxes.
*  Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.

»  Select the frequency of the report to be sent to the administrators from the 'Period' drop-down for the selected report
type(s). The options available are:

) »  Daily -The reports will be generated and sent daily to the
Period

administrators.
paily T « Weekly - The reports will be generated and sent to the
Daily administrators on every seventh day from the start date set in the
Weekly ‘Start date' field. The first report will be sent on the start date and
Wonthly will contain the statistics for the last seven days from the start date.

*  Monthly - The reports will be generated and sent to the
administrators on every 30th day from the start date set in the 'Start
date' field. The first report will be sent on the start date and will
contain the statistics for the last 30 days from the start date.

e Configure the date from which the administrators
need to receive the selected report(s) in the Start
date combo box. Type the date in YYYY-MM-DD
format in the field or click the calendar button

Start date

2012-06-21

beside the field and choose the date from the 1 Jun 2012 4
calendar displayed. Sun Mon Tue Wed Thu Fri  Sat
23

24 25 2 T 2@ 23 30

»  Click 'Save' for your settings to take effect.
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4 CASG Reports - An Overview

Comodo Antispam Gateway can periodically generate quarantine and domain reports that are sent to administrators and users.
The reports will be sent routinely at the times selected in the language set for the account.

CASG can provide two types of reports:

e Quarantine Report - A statistical breakdown of mails identified as spam or malicious that were moved to quarantine
by CASG. The report can be configured to be received daily, weekly or monthly.

»  Domain Statistics Report - A comprehensive report which covers all mail activity for the domain. This includes
information covering the number of users; mails that have been received at and sent from the domain; number of mail
identified spam/malicious; number of mails blocked and so on. The report can be configured to be received daily,
weekly or monthly by the administrator.

* By default, reports are enabled for new administrators. Reports can be enabled or disabled per administrator in
Dashboard > Account Management > Admin > Add Administrators or Edit Administrators

e Administrators can modify their own report settings in My Profile

* By default, reports are enabled for new users. Reports can be enabled or disabled for a user in Dashboard >
Domains > Manage domain > Account management > Login as > Account management > Manage Report
Subscriptions

4.1 Quarantine Report

The Quarantine Report contains a list of mails that were identified as spam or containing malicious content and were moved to
Quarantine automatically by CASG, with the details on sender, receiver, date and attachments. Clicking the subject line in the
list will open the respective mail in a new CASG window.

»  Administrator - The Report generated for an administrator will contain the details of the mails moved to quarantine of
the domain managed by them

e User - The Report generated for a user will contain the details of the mails moved to quarantine of the user
The report can be subscribed to be received daily, weekly or monthly.
»  Daily -The reports will be generated and sent daily to the administrators/user through email.

*  Weekly - The reports will be generated and sent to the administrators/user through email on every seventh day from
the start date set in the "Start date' field. The report will contain details of the mails quarantined during the past seven
days. The first report will be sent on the start date and will contain the statistics for the last seven days from the start
date.

*  Monthly - The reports will be generated and sent to the administrators/user through email on every 30th day from the
start date set in the 'Start date' field. The report will contain details of the mails quarantined during the past 30 days.
The first report will be sent on the start date and will contain the statistics for the last 30 days from the start date.

An example of a Quarantine report is shown below:
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&' Quarantine Report - Mozilla Thunderbird
File Edit ‘iew G0 Message Tools  Help
%Get Mail - \_I-,‘I’Write .C\ddress Boak
from  admin@exanple. can [ Q reply] [@ reply al ] " [ |.€_| Furwardl
subject Quarantine Report /2512012 12:16 PM
ko johnsmith@ezample,cam other actions -

C cCOMODO
Antispam Gateway

~

Here is the daily quarantine report for domain csgdev.comodo.od.ua

Subject From To Date Size fi
Thu Apr
SPAM™ Best Buy Fictional 05_ .
Froperty Deals oroperty bobi@example.com 134151 111
EEST
2012
Tue Apr
03
TSP AMTYWarld .
Bharmacy - Diabetes ?ﬁarmacy alice@example caom 212620 141
Cure EEST
- 2012
£GP AM™™*You have vlon Apr
won £100.000.000 announcer N
; 1 mtror johnirmi@example com | 16:5944 (159
in Mail Lottery nonfruad EEST
2012

Having Trouble? Support is here to help. Open a Ticket at support.comodo.com or call
1.888.COMODO (266.6361)

[%] Part1.1.1.1.2

53

»  Clicking on the 'Subject' link will open the respective mail in a new CASG window. You need to login to CASG to read
the mail in the new window.

4.2 Domain Statistics Report

The Domain Statistics Report provides details on all the mail activities on the domain. This includes information covering the
number of users; mails that have been received at and sent from the domain; number of mail identified spam/malicious; number
of mails blocked and so on. The report can be configured to be received daily, weekly or monthly by the administrator.

Note: The Domain Statistics Report is available only to the administrators .

The report can be subscribed to be received daily, weekly or monthly.
»  Daily -The reports will be generated and sent daily to the administrators/user through email.

»  Weekly - The reports will be generated and sent to the administrators/user through email on every seventh day from
the start date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the
past seven days. The first report will be sent on the start date and will contain the statistics for the last seven days
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from the start date.

e Monthly - The reports will be generated and sent to the administrators/user through email on every 30th day from the
start date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past
30 days. The first report will be sent on the start date and will contain the statistics for the last 30 days from the start
date.

An example of a Domain Statistics Report is shown below:

from admin@csgcomodooduaty e T R T e T N E T
subject Domain statistics Report 0G/25/2012 05:55 PM

to You other actions

(C COMODO
-~ Antispam Gateway

Here is the daily Domain statistics report for csgga.comodo.od.ua

Number of users 4
E-mail size limit 0 KB
Spam ratic 0.0 %
General accuracy 1000 %
Not spam messages 1
Mot spam messages size 41724 3
Unsure messages 1
Unsure messages size 6170
Spam messages blocked 0
Spam messages size
Viruses blocked
Viruses size
Blacklisted messages
Blacklisted messages size
Total filtered messages
Total messages

S I S - R Y o e I '}

[<l

Havina Trouble? Support is here to heln, Open a Ticket at support.comodo.com or call 1.888.COMODO (266635611
& Part 1.1.3
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc. Comodo CA Limited

525 Washington Blvd. Jersey City, 3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
NJ 07310 Salford, Greater Manchester M5 3EQ,

United States United Kingdom.

Tel : +44 (0) 161 874 7070
Fax : +44 (0) 161 877 1767

Tel: +1.888.256.2608
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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