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1 Introduction to Comodo Antispam
Gateway

Comodo Antispam Gateway (CASG) is an enterprise email filtering solution that blocks spam, email-borne viruses and other
unwanted mail from reaching user in boxes. CASG can be quickly configured for any email system and can be up and running in
no time.

Features and benefits include:
*  Antispam protection for incoming mails
*  Antispam protection for outgoing mails
*  Enhances productivity of employees and servers
* Intuitive web interface facilitates easy use and configuration
»  Easy management of domains email restrictions
*  Whitelist / blacklist recipients and senders

*  Archiving incoming mails
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Guide Structure
This guide is intended to take you through the configuration and use of Comodo Antispam Gateway and is broken down into the
following main sections. The guide can be navigated using the bookmark links on the left.

*  Release Notes - Alist of new features that have been appeared in the CASG.
e Purchasing License - How to purchase CASG licenses.

Adding More Users, Domains Or Time To Your Account - Describes how to obtain domains, add more users to
your account.

* License Information - Describes how to keep track of subscription status and various license related alerts.
e Getting Started - Describes how to configure your mail server with the CASG service

* Incoming Filtering Configuration
*  Outgoing Filtering Configuration

e The Administrative Interface - Provides a snapshot of main functional areas of CASG.
e Logging-in to the Administrative Interface - How to login into the CASG interface.

»  The Dashboard Area - Describes briefly about Domain management, Account management, Customer
management and Statistics area.

e Domain Management - Detailed explanation on how to add domains, edit domain and manage domains. This
section also deals with adding users to whitelist and blacklist and view log reports.

e Audit Log - Detailed explanation on how to view and export log reports for all the domains in the account.

e Account Management - Detailed explanation on how to add new administrators and change login passwords,
subscription to periodical reports and configure language for messages from CASG.

e Customer Management - Provides information on accounts.

*  CASG Reports - An Overview - An Overview of the Domain and Quarantine summary reports periodically generated
and sent to the administrators and users by CASG.

e Appendix 1 - CASG Error Codes

*  Appendix 2 - CASG Comparison Table
e Appendix 3 -Troubleshooting LDAP

e Appendix 4 - Useful Links

1.1 Release Notes

Version History

Version Number List of Changes

Version 2.4 «  Added ability to create whitelist/blacklist rules for adding senders to whitelist/blacklist

*  Added ability for admins and users to add senders to whitelist/balcklist from the Archive
interface

*  Added 'Quarantine release' and 'Report spam'’ reports for administrators
*  Geolocation restriction feature added that allows to create access control policies

»  Added ability to forward mails from one user to another user in the same domain

Version 2.2 *  Added 'User auto-import report' for administrators. The report contains information about all
auto-imported users under each domain.

»  Added notification for user-auto-import events
*  Added ability to specify blacklist/whitelist senders by TLD
*  Added ability to import sender whitelists/blacklists per user from CSV file.

»  End users can reply to emails from mail archive

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 5
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»  End users will be notified when emails are quarantined that were addressed to them. They
can open the quarantined email by clicking the link in the notification email.

Version 2. 1 e Added more audit events
*  Added Users auto import

*  Added Relay restrictions

Version 2.0 e New user interface

*  Added Domain Audit Log feature, which enable administrators to view the events for selected
domains in customer's account

»  Customers can purchase storage space for archiving incoming mails
*  Added more audit events
*  Added ability to whitelist / blacklist senders for each user

»  Various bug fixes

Version 1.12 +  Added Audit Log feature, which enable administrators to view the events for all the domains in
customer's account

»  Various bug fixes

Version 1.11 +  Added ability to assign group permissions for administrators
*  Added ability to login to CASG service via CAM credentials

*  Administrators can unlock users immediately who were locked out after three unsuccessful
attempts to login

*  Added ability to customize notification emails
*  Added ability to configure number of users for each domain belonging to an account

»  Various bug fixes

Version 1.10 *  Added ability to import users from Active Directory server of Domain, through LDAP

*  Added ability to administrators to receive quarantine request emails through alternative email
address(es)

»  Added ability to export configured Recipient Whitelist, Sender Whitelist, Recipient Blacklist
and Sender Blacklist to CSV files

Version 1.9 »  Added ability to assign group permissions to multiple users and filtered users
*  Added a user ability to search for logs of all domain
*  Added 'Reset to default' button for Incoming Spam Detection settings

*  Added 'Include results from the last minutes' parameter to the Incoming & Outgoing Log
search pages

*  Added user login audits, including name of user, IP, logged time and session duration

Version 1.8 »  Added option for administrators to configure idle session timeout period

»  Various bug fixes

Version 1.7 «  Added option to purchase multiple licenses for single domain or multiple domains

*  Added new feature - Groups & Permissions. Allows administrators to create groups and
configure permission levels for each group. Ability for administrators to add users to groups
with preset policies.

»  Users in Power group can release quarantined emails without administrator's approval

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 6
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*  Added ability for administrators to blacklist senders from Quarantine interface
»  New option for administrators to import users to whitelist / blacklist from csv format files
*  Added ability for administrators to import aliases from csv format files

*  Added new options for report generation - Ability for administrators to receive global reports
for all domains and domain level report for selected domain

*  Login As button removed disabling an administrator to login as another administrator

e Email size restriction - Administrators to contact Comodo if more than 250 MB email size is
required

»  Various bug fixes

Version 1.6 e Added Released Emails, Blacklisted Emails and Whitelisted Emails features in Email
Management

»  Added ability for administrators to release or reject users' request to release quarantined
emails

*  Added ability for administrators to accept or reject users' request to add senders to whitelist or
blacklist

»  Email notifications to administrators and users for requests such as to release quarantined
mails, add senders to whitelist or blacklist

»  Added ability for administrators to prioritize domain routes using drag and drop feature

»  New option for administrators to set number of quarantined mails to be displayed per page
»  New option to stop empty reports from being sent to recipients

*  Right-click options to open links in new tab or new window

»  Various bug fixes

Version 1.5 *  Added outgoing (SMTP) user management support
*  Added email aliases support
*  Added the ability for administrators to clear outgoing domain callout cache

*  Added the ability for administrators to search for a specific outgoing email message

Version 1.4 *  Added periodical Domain and Quarantine summary reports feature

*  Added ability for administrators to set language for messages displayed/sent by CASG
according to their location

*  Added automatic locking feature - the CASG account will be locked if the administrator/user
login attempts fail for set number of times due to incorrect entry of username/password

*  Added ability for administrators to view quarantined email message content through a new
CASG window

Version 1.3 »  Userinterface improvements

*  Embedded links to on-line help

» Ability to configure the number of days for which logs are available
*  New options for domain settings

»  Various bug fixes

Version 1.2 *  Added licensing options

»  Fixed various bugs

Version 1.1 *  Added ability for administrators to view email message content through the CASG interface

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 7
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*  Added ability to report spam in multiple formats to Comodo for potential global blacklisting
*  Added ability to quickly switch the domain that is currently being managed

»  Added ability to reset 'Blocked Extensions'list to default values

Version 1.0 e Added Mail Quarantine feature

*  Added Whitelist / Blacklist pages

*  Added Domain management feature
*  Added Customer management

*  Added Account management

1.2 Purchasing License

In order to get started with CASG, you must first purchase the service then configure the service. You have the option to
purchase multiple licenses for single or more domains. The number of users and domains that are allowed for all the licenses
purchased will be added and displayed in the Customer Info page. Follow the '‘Buy Now' link on the website to purchase
Antispam Gateway. Your Comodo Antispam Gateway account will be created once the signup process is complete - please refer
to the email you receive after signup or activation. You can now login into the account with your username and password.

Note: A free version of CASG with limited features is also available for those who would like to try the application before
purchasing a paid version. Please refer to Appendix 2 - CASG Comparison Table for more details on the features available
for free and paid CASG versions.

You can view the license details in the main interface after activation. See the section 'License Information' for more details.

1.3 Adding more Users, Domains or Time to your Account

New users, domains and license term extensions as well as multiple licenses can be added to your account by logging into your
CAM account at https://accounts.comodo.com/ . Please read on for a step-by-step guide to this process.

To create CAM account

»  Visit the Comodo Accounts Manager page at https://accounts.comodo.com/. The 'Register or Log In' page will be
displayed.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 8
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Welcome

Please enter your login and password

Login:

Password:

*Login & Pazssword are case-sensitive
—_——
| Legin |

Create New Account
Forgot Password

CAM v.7.9.25956

e Click the 'Create New Account' link. The Signup page for all the services offered by Comodo will be displayed.

COMODO

Creating Trust Online®

‘ Contacts SignUp

SignUp

Sign Up to Comodo Backup Enterprise Service
Sign Up to Antispam Gateway Service

Sign Up to Affiliate System Service

Sign Up to LoginPro Service

Sign Up to Comodo System Utilities Service
Sign Up to TrustConnect Service

Sign Up to Comodo Internet Security Service
Sign Up to Comodo Online Storage Service
Sign Up to livePCsupport Service

Sign Up to Mobile Device Management Service
Sign Up to Comodo Web Application Firewall Service
Sign Up to DNSCOM Service

Sign Up to Weblnspector Service

Sign Up to Endpoint Security Manager Service

CAM v.7.9. 250955

*  Click 'Sign Up to Antispam Gateway'. Select the subscription package you want from the list. You have the option to
purchase a single domain license or multi-domain license:

«  Single Domain License - One email domain. For example, xyz.com or abc.xyz.com, can be configured
along with a total number of licensed users.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 9
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e Multi-Domain License - More than one email domain. For example, you can configure xyz.com,
abc.xyz.com, abc.org along with a total number of licensed users across all your domains.

COMODO Comodo Antispam Gateway

Creating Trust Online®

@ Signup Information > @) ) @)

Comodo Sign-Up Page

@ Monthy © auarterty © Annualy © Biannualy © Triennial &) Other
Comodo Antispam Gateway 1 Domain S Users (1 domain, 5 users) at £7.00 for 1 month
-Without additional demains-

-Without additional users-

LIEIEIE]

-Without additional archive space-

e Choose the term for your new license

» If you do not have a base package or if you want to extend your license for the chosen term, select the checkbox at
the left of the first drop-down and choose the base package from the first drop-down

*  If you already have a base package and you want to add additional domains, users and/or subscribe for additional
archive space, choose your requirements from the respective drop-downs

»  Enter the User Details and Contact Information in the respective sections.

* Ifyou already have an account with Comodo, select the 'Yes' radio button. You will only need to enter your Email
Address/Login ID , Password, and Contact Information.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 10
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Customer Infermation (an * indicates required fields)

When paying by credit card, the billing information should be exactly as it appears on your credit card statement. For credit card verification,
please ensure that your first and last name are entered as they appear on your card.

User Details

Are you an existing Comode customer? @ ves @ no
Email”
Email is case-sensitive

Password
(8 characters min.)

Password is case-sensitive

Password Confirmation’

Street Address

Address2 |

City™

Country” United States B
State or Province Unknown |Z|

Postal Code”

Billing Information

The same as Contact Information

Note: Fields marked with * are mandatory.

e Select your payment method and complete the required payment fields:

| Payment Options

@ Purchase Qrder

When paying by credit card, the billing information should be exactly as it appears on your credit card statement. For credit card verification,
please ensure that your first and last name are entered as they appear on your card.

Credit Card Details
credit Card Number”
Security Code” What is it?

Mame exactly as it appears on your
credit card”

Expiration date™ January |Z| - 2015 |Z|

*  If you want to be kept informed about Comodo products and updates, select the ‘Communication Options' checkbox:

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 11
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Communication Options

Yes! Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe with
us!

*  Read and accept the 'End User License and Subscriber Agreement' by selecting 'l accept the Terms and Conditions'
checkbox.

Note: The checkbox is enabled only after reading the full agreement by scrolling the page.

Terms and Conditions

END-USER LICENSE AND SUBSCRIBER AGREEMENT =
Comodo Antispam Gateway (4

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFCRE DOWNLOADING, INSTALLING,
OR U5SING COMODCO ANTISPAM GATEWAY ("SERVICES"). BY DOWNLOADING, INSTALLING, CR
USING THE SERVICES OR BY CLICEKING ON "I ACCEPT" BELOW, YOU ACENOWLEDGE THAT YOU
HAVE READ THIS AGREEMENT, THAT ¥YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS
TERM5. IF YOU DO NOT AGREE TC THE TERMS HEREIN, DO NOT DOWNLOAD OR USE THE
SERVICES CR CLICE CN "I ACCEPT".

This user license agreement is between you ("you" or "Subscriber™), as either an

[C] | accept the Terms and Conditions

CONTINUE

e Click the 'Continue' button to move to the 'Confirmation’ step.

| Contacts SignUp
w Signup Information  » W Confirmation  » @

Order Confirmation

Please confirm your order:

$?'EII]

[comodo Antispam Gateway 1 Domain & Users | Antizpam Gateway 1 Domain 5 Users Munthly
Total Amount: 57.00
Place Order |( Cancel |
*  Review your order details and click the 'Place Order' button to confirm your order
Your order summary will be displayed.
12
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W Signhup Information > w Confirmation > @ Order Summary

Order #13953171-1

. ) julivs@dithersc onstruction.com
Comede Security Sclutions, Inc. Wount Road

R Riverdale 123456
support.comodo.com us

Thank you for your purchase. Your order is complete and the confirmation wil be sent to your email shorthy.

Subscription Details

Product Name License Key
Comodo Antispam Gateway e walm ava | el o BT
INVOICE NUMBER 13953171-12 SUBSCRIPTION ID
Order Details
ORDER NUMBER 139531711
ORDER DATE 2015-01-20
ORDER TOTAL 30.00
SUBSCRIPTION EXPIRES ON March 21, 2015

How to get started: We wil send you an email explaining how to download and install your Comode Software. “ou will be asked to enter your License Key during the
installation process.

You can access your Comodo Account via https:llaccounts.comodo.comiaccount/ilogin. This login provides you with the ability to medify you password, add
subscriptions for other products, change biling and contact information, and review the ongoing status of your service.

[Print]

[ Start using Comodo Antispam Gateway ]
You will receive a confirmation email which includes help on how to log into your account and configure your DNS MX records.

After purchasing a CASG license, you will automatically become an administrator in CASG. Repeat the process for purchasing
another CASG license. The number of users and domains that are allowed for all the licenses purchased will be added and
displayed in the Customer Info page.

14 License Information

After purchasing your license, we advise you to keep track of your usage limits and the number of days remaining on your
license(s) to avoid service interruptions. You have the option to upgrade or downgrade your license as per your requirements.
You will begin to receive license renewal reminders via email before the expiration of license(s).

You can view your account status in the 'Customer Management' area in the main interface.
e Click 'Customer Info' from the 'Customer management' drop-down menu in the left hand side navigation area.

e The image below shows an example of a customer who has purchased multiple licenses:

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 13
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coMobo E—— S B : : :
G Antispam Gateway Sl L i b b o B re o & My Account

Dashboard / Customer info

ashboard Customer info @ v
&P Domains

EJ. Audit log CAM login : julius@dithersconstruction.com

Name : Demo Customer

I-EI Account management CAM email : julius@dithersconstruction.com

Totals

stomer management

Number of users : 4

- Desmmeinn Max. number of users 5
Manage report subscriptions Number of domains 2
Max. number of domains 2

Disk quota (GE) 2.0
Disk space 2.1 MB

Email templati

Subscriptions

Max. number of users Max. number of domair License expiration date = Disk quota (GEB) Enabled
0 0 g:;: :8' 72 true
0 2 g;: :8' 0 true
5 0 g;: :8' 0 true

End-User License and Subscriber Agreement

Comodo AntiSpam Gateway 2
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ THE AGREEMENT
CAREFULLY BEFORE ACCEPTING ITS TERMS AND CONDITIONS.

In the 'Customer Info' panel you will find the details of subscription(s) for your account, such as number of users, number of
domains and the space available for archiving mails. For multiple licenses, the number of users and domains that are allowed for
all the licenses purchased will be added and displayed in the Totals column.

*  Name: Displays the name of the account.

e CAM Login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
https://laccounts.comodo.com. The administrator can use this login username to log in to CAM for purchasing
additional licenses and renewal of existing licenses.

*  CAM email: Displays the email address for the account as registered at CAM.
Account Summary
*  Number of users - Displays the current number of users for all domains on the account.

e Max. Number of users - The maximum number of users that can be added as per all the subscriptions made for the
account. The total number of users across all domains cannot exceed this number.

e Number of domains - Displays the number of domains on the account.

e Max. number of domains - The maximum number of domains that can be configured as per all the subscriptions
made for the account.

»  Disk quota - The maximum disk space allocated for mail archiving.
»  Disk space - Displays the disk space currently used by the mail archive.
Details on Subscriptions

e Max. number of users- The maximum number of users that can be added for the account as per the specific
subscription, that is, number of users cannot exceed the number given in this field for all domains included.
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e Max. number of domains - The maximum number of domains that can be configured as per the specific subscription.
* License expiration date - Provides details about the expiry date of the license for the specific subscription.
»  Disk quota (GB) - Displays the space available for archiving all incoming messages.
«  Enabled - Displays whether the subscription is active or not.
End-User License and Subscriber Agreement

e End-User License and Subscriber Agreement - Displays the complete End-User License and Subscriber
Agreement.

The 'Customer Info' panel alerts the administrator about license(s) expiration date and if Domain/Users limit is exceeded.

Administrators will start receiving license renewal reminders via email 30 days (default) before your license(s) are due to expire.

Note: The number of days before expiration of license that you start to receive license renewal reminders and the number of
reminders per day that you receive depends on the settings configured in CASG.

An example of license renewal reminder is shown below:

Dear Customer,

Your Comodo Antispam Gateway account is due to expire in 5 days.

Please renew your subscription using your account page or contact support.

Please note that on 03-08-2012 your account will be suspended for 60 days and after that all your data will eliminated.

If you have multiple licenses and if one of them has expired, then the number of domains and users allowed for that license will
be deducted from the total number of allowed domains and users. No error message will be displayed if the usage is still limited
within the total domains and users allowed for the remaining license(s).

An alert will be displayed at the top of the interface on the day when all the license(s) have expired. An example of the message
is shown below.

Your subscription has expired, your account will be purged in 60 days, including all domains and quarantined emails, which will be irretrievable. Until that your

Spam filters are disabled

Note: The period after which all domains and quarantined emails for your account that will purged depends on the settings
configured in CASG.

During the configured period after license expiry, your emails will continue to be delivered to your domain via CASG but without
any spam filtering. During this period, you cannot add new domains and new users. Option to enable quarantine is also disabled
and incoming Spam detection settings screen for every domain in your account will display that Quarantine is disabled. After the
configured period, all domains and quarantined mails in CASG for your account will be purged.

Users of the account can use the service normally during this period. After the configured period, if a user tries to login with
his/her credentials, "Your login or password is incorrect' message will be displayed.

Administrators can upgrade or downgrade his/her account using Comodo Accounts Manager (CAM) at
https:/laccounts.comodo.com/account/login. You can use the login details provided at the time of purchasing the service.

Note: Any license upgrade or downgrade for your account will not be effected immediately. However, the changes will be
reflected in the interface after a certain period of time depending on the settings configured in CASG.

After downgrading your existing account or after a license has expired, if the number of domains and / or users is more than
permitted, an upgrade subscription message will be displayed at the top of the CASG interface. Some examples of alert
messages are shown below:

¢ When the domain limit is exceeded:

Your domain limit exceeded by 1. Please lower number of your domains or buy new subscription
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You will not be able to add new domains until some of the current domains are removed. CASG filter will continue to function
and you can add new users.
¢ When the user limit is exceeded:

Your user limit exceeded by 2. Please lower number of your users or buy new subscription.

You will not be able to add new users until some of the current users are removed. CASG filter will continue to function and you
can add new domains.

2 Getting Started

Once an account with Comodo for CASG has been created, the next step is configuring your mail server with the CASG service
and setting up incoming and outgoing filtering. Click on the links below for more details.

* Incoming Filtering Configuration
«  Configuring your mail server
»  Configuring MX record

*  Outgoing Filtering Configuration
*  Per-user authentication
¢ Outgoing Smarthot setup

2.1 Incoming Filtering Configuration

This section explains how you have to configure your mail server and point your domain MX records to CASG service.
*  Configuring your mail server

*  Configuring MX record

2.1.1 Configuring Your Mail Server

Step 1: Disable Sender Policy Framework (SPF) check or add CASG service domain to SPF check whitelist.
The CASG service domains are:
e mxpool1.spamgateway.comodo.com

e mxpool2.spamgateway.comodo.com

If the above step is not carried out, the following error message may appear while adding a domain.

Dashboard § Doméins

Domains © e

WARMNIMNG: Routes check is falled for given domain.
Below is detalled response from mall server
SPF checker is unreachable

Bafrach

Step 2: Add your domain to CASG service.
To add domain:

*  Login to CASG system, go to domain management and add domain.
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| Domains

Add Delete Edit dormain Manage domain

Add domain

Darmain | domainname.cam

Destination routes + domain dest route]

Max. number of users | Unlimited

B3|

Step 3: Point mail server MX records to CASG service domain. See the next section 'Configuring MX Record' for more details.

2.1.2 Configuring MX Record

The next important step is to update the Mail Exchange (MX) records of your domain to point to the CASG service domain.
Please ensure that you replace your old domain MX records with primary ' mxpool1.spamgateway.comodo.com' and secondary '
mxpool2.spamgateway.comodo.com'. If third-party MX servers are being used, then point the records to 'mxpool
{1,2}.spamgateway.comodo.com'.

Background Note: The MX record is responsible for specifying the mail server to relay the incoming and outgoing email
messages of a domain. A domain can have several MX records, each pointing to a mail server, with defined priority order.
When an email is passed to/from your domain, the mail is handled by the first available mail server as per the priority. You can
define new MX records or change the priority of them depending on how you want the mails to/from your domain has to be
processed.

This section explains how to update your MX records so that all mails to/from your domain are passed through the CASG spam
filtering service. Click the following links for detailed explanations based on the DNS software/web hosting service you use.

*  Windows Server 2003/2008

*  BIND (and the "named" daemon)
*  Comodo DNS

*  GoDaddy

*  Enom

*  Network Solutions

¢ Yahoo! SmallBusiness

¢« 1and1
* 4D Web Hosting
¢ DNS Park

¢ DreamHost
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* DynDNS

* |IXWeb Hosting
* No-P

e Cpanel

2.1.2.1 Updating MX Records in Windows 2003/2008 Server

1. Open Control Panel by clicking Start > Control Panel and click 'Administrative Tools'.

2. Select 'DNS..

3. Open the 'Forward Lookup Zones' folder.

4. To back up the current configuration, right-click the sub-folder for the mail domain you are configuring, select 'export'
from the context sensitive menu and save the configuration in a safe location.

5. Open the zone/domain sub-folder for that mail domain.

6. Delete all the existing MX records in that zone/domain.

7. Enter a new record for primary mail server with a lowest priority number and enter its FQDN value as
mxpool1.spamgateway.comodo.com and click OK.

8. Enter a new record for secondary mail server with the next lowest priority number and enter its FQDN value as
mxpool2.spamgateway.comodo.com and click OK.

9. Right-click the zone/domain folder and select 'Properties' from the pop-up menu.
10. Select the 'Start of Authority (SOA)' tab, click the 'Increment' button and click OK.

2.1.2.2 Updating MX Records on a host using BIND (and the 'named' daemon)

1. Make a backup copy of the zone file (or named.conf) that you intend to edit for MX record updates.
Open the Zone file for the mail domain you are configuring (or go to the part of named.conf being used for that zone)

Delete all the existing "MX" lines for that domain.

> w o~

Enter a new "IN MX" record with the lowest preference value and enter the host name as "
mxpool1.spamgateway.comodo.com"” for the primary mail server.

5. Enteranew "IN MX" record with the next lowest preference value and enter the host name as "
mxpool2.spamgateway.comodo.com"” for the secondary mail server.

6. Find the "@ IN SOA" record and increment the serial number (on the second line of the record).
7. Save the file and check it with named-checkconf.

8. Restart the 'named' daemon.

2.1.2.3 Updating MX Records for Comodo DNS

1. Log in to DNS.com administrative console at https://dns.com/login/ by entering your login email address and
password.

2. Select the domain for which you want to update the MX records, from the "Select domain" drop down menu.
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b & My Account
o H NEW: Overage Insurance Plans

Overview Domains Groups Geo Groups Reports

Home Overview

Type keyword sbove to filfer results

sample-domain.com

3. Click the "View / Manage" button beside the row labeled "@ (mail)".

Records Actions
(root) o View | Manage
* (wildcard) 0 View | Manage

0 . View [ Manage '

@ (mail) e View | Manage

The existing MX records will be displayed at the left hand side pane.
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@ (Mail).sample-domain.com

Set records for any region or group of your choice.

Create record

Region: « Select location

Til: 3600

Priority:

Answer:

Save

Global

www.sampledomain.com. TTL:

www_sampledomain.com. TTL:

CI’EEtE new: Select tl_.rrpe

Add

4. Delete the existing records by clicking the thrash can icons.
5. Set the primary mail server. Under 'Create Record'":

e Enter TTL as 3600 (secs)

e Enter"1"in the 'Priority’ field to set higher priority for the primary server
»  Enter " mxpool1.spamgateway.comodo.com" in the 'Answer" field

e Click 'Save'

6. Again click the "View / Manage" button beside the row labeled "@ (mail)" and set the secondary mail server. Under
Create Record":

e Enter TTL as 3600 (secs)
e Enter "2" in the 'Priority’ field to set lower priority for the secondary server
*  Enter " mxpool2.spamgateway.comodo.com" in the 'Answer" field.
e Click 'Save'
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

Setup should now be complete and mail filtering effected on all configured domains. If you experience problems, please open a
ticket at support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready. We have
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experienced technicians on hand to help troubleshoot any configuration issues.

2.1.2.4 Updating MX Records for GoDaddy

1. Log in to GoDaddy administrative console at http://www.godaddy.com, by entering your customer number or login
name, entering your password, and clicking the 'Secure Login' button.
2. Click "My Domains' from the 'Domains' drop-down menu.
Domains ¥ Hosting & Servers ¥ | Site Buslders ¥ | SSL Certiicates v | Business ;;.: :
' Auctions & More
Bid on/Buy Existing Domains
Premum Listings
Appraise Domains
Register or Transfer Domains Backorder Domains
Doman Enhancements
Bulk Register - SAVE! Private Registration
Traas lar Namams bn Ma Dadsdke it inds s Damdieabam
3. Select the domain for which you want to update the MX records, from the 'Domain Name' column.

4. Click 'Total DNS Control and MX Records' from the Details page.
o 8 @& 8- » A4 B =
| Organias Lecking  Coshin  Upgrode Reeew Forward Confast  Homeservers Focount Change  Cancel Domain

Status: Actve (Refresh Page)
Privacy: Off [Add)

]

¥

Hame Servers: (Last Update 3/1272012)
533 DOMAINCO COM
K534 DOMAMNCONTRO

Business Registration:
Domain Ownership Protection:
Locked:

Registered:

Expires On:

Auto Renew:

CashParking:

Off (Add)

Off (Add}

Locked (Change)

2H 42008

2142008 [Renew How)
Off (Change)

Disabled (Change
A

Send by Emai

5.

Delete the existing MX records by clicking the 'X' buttons.

5 max {utail Exchange)
v Priority
-

Host

Q@ g

[ 18

Goes To

. SECUTESArET nel

radslons | securesarer net

| Resst to Default Settings | -.
TIL Actions

[ [x]
[ [x]

1 Howr

1 Howr

your changes have taken effect.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after

6.
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MX (Mail Exchangers)

To create 8 new MX record for your domain; enter the priorty value (0 - 9999 and compisie the
Host Name, "Goes To. IP Address, and TTL Value felds, then chick "Continue ™

Hote: The "Host Name™ should be defined as your domain name (i.e., "domainnamegoeshers.com™)
or "@" (Enterng “@" wil automatically inser your domain name as the host name for the MX
Record). If the WX Record iz for the domain “www domainnamegoeshere com ™ the host name

i i & -

Priority: [}
HostName:  [@

Enter Goes To Address: f;n.yr_dumain_.net..psmt.p.{:.l-:r"m

TIL: | 1 Hour |

To set the primary server:
*  Enter "1"in the 'Priority' field.
e Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter " mxpool1.spamgateway.comodo.com".
e Select 1 week' from the TTL drop-down.
e Click OK.
To set the secondary server:

e Click '"Add New MX Record' again. The interface for adding a new MX record will appear.
*  Enter "2"in the "Priority' field.
*  Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter " mxpool2.spamgateway.comodo.com".
e Select 1 week' from the TTL drop-down.
e Click OK.
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.5 Updating MX Records for Enom

1. Log in to Enom administrative console at https://www.enom.com/login.aspx by entering your 'Login ID', 'Password'
and clicking 'Login’'.

Click the 'Domains' tab and select 'My Domain Names'. 'Manage Domains' page will be opened

Choose the domain for which the MX records are to be updated.

Select the + icon under the "Total DNS Control' list in the 'Domain Details' panel. A sub-list will appear.

Click "Total DNS Control And MX Records'. The '‘Manage MX Records and DNS Zone File panel' will appear.
Click 'Launch Total DNS Control Manager'. The 'DNS Manager' interface will appear.

N o o A LD

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after
your changes have taken effect.

8. Click 'Add New MX Record'. The 'MX (Mail Exchangers) Record Wizard' will appear.

To set the primary server:
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e Enter"1"in the 'Priority Value' field.
e Enter"@" in the Enter a Host Name field.
* Inthe 'Enter Goes To Address' field, enter " mxpool1.spamgateway.comodo.com".
*  Select 1 week' from the TTL drop-down.
e Click 'Add".
To set the secondary server:

*  Enter "2"in the 'Priority Value' field.
e Enter"@" in the Enter a Host Name field.
* Inthe 'Enter Goes To Address' field, enter " mxpool2.spamgateway.comodo.com".
e Select'1 week' from the TTL drop-down.
e Click 'Add".

9. Click 'Continue'. The 'DNS Manager main page' will reappear when you've finished.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.6 Updating MX Records for Network Solutions

1. Log in to Network Solutions administrative console at https://www.networksolutions.com/manage-it/index.jsp by
entering your 'User ID', 'Password', selecting ‘Manage All Services' from 'Log-in to' drop-down and clicking 'Login'.

2. Click 'Edit DNS' under 'DNS Settings'. (If this is the first time you are editing the DNS settings, then click 'Custom DNS
Setting'). The 'Edit DNS' interface will appear.

3. Click 'Continue' in the 'DNS Manager-Advanced Tools'. The 'DNS Manager - Advanced Tools' interface will appear.
4.  Click Add/Edit in the 'Mail Servers' panel. The 'Mail Servers' table will be displayed.

5. Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'Mail Servers'
table to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a
later time after your changes have taken effect.

6. Update the 'Mail Servers' table with the information in the following table.

Priority Mail Server

1 mxpool1.spamgateway.comodo.com
2 mxpool2.spamgateway.comodo.com
7. Click 'Save'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.7 Updating MX Records for Yahoo! Small Business

1. Log in to Yahoo! Small Business administrative console at https://login.yahoo.com/config/login_verify2 by entering
your 'Yahoo ID', 'Password' and clicking 'Sign In".

Click 'Domain' from he tool bar.
Click 'Manage Advanced DNS Settings'.
Click 'Change MX Records'.

I

Delete the existing MX records.
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Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

6. Enter the MX record for primary email server as " mxpool1.spamgateway.comodo.com" in the first open text box.
7. Set the priority for the primary email server as "1"

8.  Enter the MX record for secondary email server as " mxpool2.spamgateway.comodo.com” in the second open text
box.

9. Set the priority for the secondary email server as "2"
10. Click 'Submit'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.8 Updating MX Records for 1and1

1. Login to 1and1 administrative console at http:/lwww.1and1.com/login by entering your 'Customer ID' (Account
Number or Domain name), 'Password' and clicking 'Login'.

Click 'Administration’ tab

Click 'Domains'. The 'Domain Overview' page will appear.
Choose the domain for which the MX records are to be updated.
Select 'Edit DNS Settings' from the DNS menu.

Click 'Advanced DNS Settings' and choose 'Other mail server' from the options.

N e o koW

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the '"MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

8.  Enter the MX 1/Prio and MX 2/Prio fields with the following information.

MX 1/Prio mxpool1.spamgateway.comodo.com
MX 2/Prio mxpool2.spamgateway.comodo.com
9. Click 'OK..

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.9 Updating MX Records for 4D Web Hosting

1. Log in to your 4D Web Hosting administrative console at https://members.4dwebhosting.com/ by entering your
'‘Username’, 'Password' and clicking 'Login'.

2. Click 'Configure'.
3. Click '"MX Records' from the Configuration options.

4. Replace the top two records with the following:

Primary mxpool1.spamgateway.comodo.com

Secondary mxpool2.spamgateway.comodo.com
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5. Click 'Update MX Records'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.10 Updating MX Records for DNS Park

1. Log in to DNS Park administrative console at https://lwww.dnspark.net/signin.php.
Click 'DNS Hosting' from the left hand side navigation.

Choose the domain for which the MX records are to be updated.

Click 'Mail Records (MX)'.

a ~ w Dd

Under 'MX Resource records',

*  Replace the hostname at 1**priority row with " mxpool1.spamgateway.comodo.com" and click 'Update’
»  Replace the hostname at 2" priority row with " mxpool2.spamgateway.comodo.com" and click 'Update’
6. Delete other existing MX records.

Tip: If you do not want to delete these records at this time, you can do it later, after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.11 Updating MX Records for DreamHost

1. Log in to DreamHost administrative control panel at https://panel.dreamhost.com/ by entering your email
address/Web ID and Web panel password.

Click 'Mail' from the left hand side navigation and select 'MX' from the options.
Click 'Edit' beside the domain name for which the MX records are to be updated.

Delete all existing MX records under 'Custom MX Records'.

o ke Db

In the first two text boxes, enter:

e "mxpool1.spamgateway.comodo.com”
*  "mxpool2.spamgateway.comodo.com”
6. Click 'Update your custom MX records now!'

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.12 Updating MX Records for DynDNS

1. Log in to DynDNS administrative console at https://account.dyn.com/entrance/ by entering your Username and
password.

Click 'My Services'.
Click 'Custom DNS' beside the domain for which the MX records are to be updated, under 'Zone Level Services'.
Select all the entries under 'Mail eXchanger Records' and click 'Delete MX'.

Click 'Add New MX'.

I T

Set the primary mail server:

e Enter" mxpool1.spamgateway.comodo.com"
e Select'5' for preference to set higher priority for the primary server
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e Click 'Modify MX'
e (Click 'Return to...'
7.  Set the secondary mail server

»  Enter " mxpool2.spamgateway.comodo.com"
e Select "10' for preference to set lower priority for the secondary server
e Click 'Modify MX'
e (Click 'Return to..."
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

21.2.13 Updating MX Records for IX Web Hosting

1. Log in to IX Web Hosting administrative control panel at https://manage.ixwebhosting.com/index.php by entering
your login email address and password.

Click 'Manage' under 'Hosting Account'.

Choose the domain for which the MX records are to be updated.
Disable the existing MX records by clicking the 'On' button.
Click 'Edit' next to 'DNS Configuration'.

o O A ow D

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

7. Click 'Add DNS MX Record'".

8.  Enter the primary and secondary mail servers one by one as given in the table below. Click 'Submit' after entering
each record.

Name Data Data (Second box)
Leave Blank 1 mxpool1.spamgateway.comodo.com
Leave Blank 2 mxpool2.spamgateway.comodo.com

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.14 Updating MX Records for No-IP

1. Log in to No-IP administrative console at https://www.no-ip.com/login/ by entering your login email address and
password.

Click 'Host/Redirects' from the left hand side navigation.

Click 'Modify' beside the domain name for which the MX records are to be updated.
Navigate to 'Mail Options' section at the bottom of the page

Replace the MX record entry at the first field with " mxpool1.spamgateway.comodo.com”

Replace the MX record entry at the second field with " mxpool2.spamgateway.comodo.com”

N o kWD

Delete the other MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.
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The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.15 Updating MX Records in CPanel

This section explains how to update MX records for your domain if you or your web hosting service provider use CPanel as
webhosting control interface.

1. Login to your administrative console. CPanel will be opened.
2. Click '"MX Entry' icon under 'Mail'

Started Tutorials Password Cantact Style Language
Wizard Info
Mail A
i g i 1
- £ TR S ¥, [
sy y o | P |
Ermail Webrmail BoxTrapper Forwarders Auto Cefault Mailing
Accounts Respondars Lizts
L W, = [ .
P. W - I i{_; —
Uzer Level Account Ermail Irmpo Erm ail
Filtering Level Trace Addresses/ Authenticatic
Filtering Forwarders
Files s

The MX Entry Maintenance panel will be opened.
3. Select the domain for which the MX record has to be changed from the Domains area.

4. Ensure that 'Local Mail Exchanger' option is selected under 'Email Routing'. If not, select the option and click the
'Change' button.
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Domain: mydomain.com

Email Routing

O Automatically Detect Configuration (recommended) more »

@ Mail Exchan%ﬂ'ﬁ)

O packup Mail Exchanger more =

O Remote Mail Exchanger more =

Currenl setting is shown in bold.

“vWarning: Setting the wrong option here can break receiving mail on your server. If vou are at all unsure about
which option to select contact your system administrator,

Add MNew Record

5. Delete the entries under 'MX Records' by clicking the 'Delete’ links

Priority: |

Destination:

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

a rydornain.com Edi

Home ® Tradernarks ® Help ® Documentation ®  Contact ®  Logout

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click 'Edit' and set
the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after your changes have
taken effect.

6. Set the primary mail server under 'Add New Record'

e Enter'0"in Priority field
»  Enter " mxpool1.spamgateway.comodo.com" in the Destination field
e Click 'Add New record'. The new MX Record pointing to CASG service will be added
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which Dptil:l-n to select contact -\,rDLlr system administratar,

Add New Record

Priority: |E| |°

Destination: |mxsr\.f‘l.spamgateway.cu|| (v

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

7. Set the secondary mail server under 'Add New Record'

e Enter""in Priority field
*  Enter " mxpool2.spamgateway.comodo.com" in the Destination field
e Click 'Add New record'. The new MX Record pointing to CASG service will be added

Uestnatian.

Add Mew Record
MX Records
PRIORITY DESTINATION ACTIONS
a mxsrvl . sparmgateway.comodo.com Edit Delete
1 mxsrvZ spamgateway.comodo.com Edit Delete
1n mydomain.com Edit Delete
Home ® Tradermarks ® Help ® Documentation ®  Contact ®  Logout

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.2 Outgoing Filtering Configuration

CASG allows you to configure outgoing filter that is independent of incoming email filtering. You can set up outgoing email filter
for each user or if that is too cumbersome, you can set up the filtering server as a smarthost. Click the the following links for
more details.

¢ Per-user authentication

e Outgoing Smarthost setup

Note: You can use only one of the methods, Per-user authentication or Outgoing Smarthost setup, for outgoing email
filtering.

2.2.1 Per-User Authentication

To set up outgoing filtering for a user, make sure that the user is a valid outgoing user. This can be done in the Outgoing section
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of the Manage Domain interface. You can also configure outgoing user to represent an IP address and anybody from this
configured IP can send mail. To add an outgoing user, click 'Users' and 'Add" in the 'Outgoing users' interface. You can also
import users from CSV file or from Incoming users. See the section Users to know how to configure an outgoing user.

2.2.2 Outgoing Smarthost setup

If you use a dynamic IP or you are unable to get the proper PTR records set up then you might need to consider using a
smarthost. In this case all outgoing messages would be sent to CASG mailserver and the actual recipient would be contacted by
CASG mailserver itself. Please note that for smarthost option, email user authorization should be handled on your side, either by
IP address or by using SMTP AUTH.

A smarthost allows an SMTP server to route email to an intermediate mail server. This can ease mail server management.

This enables you to route messages over a connection that may be more direct or less costly than other routes. The smart host
is similar to the route domain option for remote domains. The difference is that, after a smart host is designated, all outgoing
messages are routed to that server. With a route domain, only messages for the remote domain are routed to a specific server. If
you set up a smart host, you can still designate a different route for a remote domain. The route domain setting overrides the
smart host setting.

You can route all incoming / outgoing messages for remote domains through a smarthost instead of sending them directly to the
domain to reduce e-mail spam from the recipient's mail server via the default SMTP port.

«  Configuring QMail

*  Configuring PostFix

*  Configuring Sendmail

»  Configuring Exchange 2000/2003

»  Configuring Exchange 2007/2010

»  Configuring Exim

»  Configuring Exim / cPanel

»  Configuring Exim / Directadmin

2.2.2.1 Configuring QMail to use a Smarthost

Routing all mails to a smarthost
The file where SMARTHOST relaying to smarthost settings are kept is named smtproutes and is usually found in
Ivarlgmail/control/. We use the hostname " mxpool1.spamgateway.comodo.com' on port 587 as outgoing server:

echo: mxpool1.spamgateway.comodo.com:587" > /var/qmail/control/smtproutes

This command will set gmail that all your mails will be routed to mxpool1.spamgateway.comodo.com:587 (will remove other
existing lines).

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

echo "example.com: mxpool1.spamgateway.comodo.com:587" >> /var/qmail/control/smtproutes

This will route outgoing email to "example.com" via the smarthost. (rest of the lines will be kept).
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2.2.2.2 Configuring PostFix to use a Smarthost

Routing all mails to a smarthost :

These instructions assume the postfixconfig files live in /etc/postfix/main.cf
In/etc/postfix/main.cfadd the line:
relayhost = mxpool1.spamgateway.comodo.com:587

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Add a line to letc/postfix/transport:

example.com smtp: mxpool1.spamgateway.comodo.com:587
generate a postmap file :

postmap hash./etc/postfix/transport

To use the transport file, add or edit a line in /etc/postfix/main.cf:
transport_maps = hash./etc/postfix/transport

Restart Postfix and all mail. The mail for selected domains should go trough the Smarthost.

2.2.2.3 Configuring Sendmail to use a Smarthost

Routing all mails to a smarthost :
Edit/etc/sendmail.cf and add the following line:

DSmxpool1.spamgateway.comodo.com

Restart Sendmail.
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2.2.2.4 Configuring Exchange 2000/2003 to use a Smarthost

Routing all mails to a smarthost :

* Inthe Exchange System Manager, expand the Administrative Groups container.

*  Expand the desired administrative group, and expand the Routing Groups container.

»  Expand the routing group you need to work with, right-click the Connectors folder, and select New.
e Select SMTP Connector.

e On the General tab, enter a name to identify the connector.

e Select Forward All Mail Through This Connector To The Following Smart Hosts, and enter
mxpool1.spamgateway.comodo.com

»  Default SMTP Server -> Properties -> Delivery Tab -> Outbound Connections -> TCP Port set to 587.

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Do all steps mentioned above and continue on with the following:

*  Under Local Bridgeheads, click Add, and select the SMTP server that will become the SMTP bridgehead for its routing
group.

e On the Address Space tab, click Add, select SMTP, and click OK.
e In the E-Mail Domain box, add the name of the remote location's e-mail domain (e.g., example.com), and click OK.
e Click OK three times to exit the SMTP connector configuration.

*  Restart the Microsoft Exchange Routing Engine service and the SMTP service.

2.2.2.5 Configuring Exchange 2007/2010 to use a Smarthost

Routing all mails to a smarthost :
A Send Connector must already have been created and configured correctly on the Hub Transport server.
*  Open Exchange Management Console.
e Click on the '+' next to Organization Configuration.
e Select Hub Transport and select the 'Send Connectors' tab.
*  Right-click on the existing Send Connector, select 'Properties’ and go to the Network tab.
*  Select "Route mail through the following smart hosts:" and click 'Add".
*  Enter mxpool1.spamgateway.comodo.com (you need to use port 587).
If you have more then one Smarthost, repeat the previous two steps.

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.
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Routing all mails to a smarthost with Username Authentication:
A Send Connector must already have been created and configured correctly on the Hub Transport server.
+  Open Exchange Management Console.
¢ Click on the + next to Organization Configuration.
+  Select Hub Transport and select the 'Send Connectors' tab.
+ Right-click on the existing Send Connector, select 'Properties' and go to the 'Network' tab.
+ Select "Route mail through the following smart hosts:" and click 'Add".
»  Enter mxpool1.spamgateway.comodo.com, mxpool2.spamgateway.comodo.com in the FQDN section.
+  Click 'Change' under the smart-host authentication.
+ Select 'Basic Authentication' and tick the TLS box .
+ Add your newly created username and password.
+ Click'OK".

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.

2.2.2.6 Configuring Exim to use a Smarthost

Routing all mails to a smarthost :

To configure the mailserver Exim, edit your Exim configuration file (e.g. letc/exim/exim.conf).

Add in the routers section (after begin routers):

spamgateway smarthost router:

driver = manualroute

transport = spamgateway smarthost transport

route list = $domain mxpooll.spamgateway.comodo.com: :587
no_more

Make sure the local mail route is before smarthost, if you don't want local mail to be forwarded. Add in the transports section
(after begin transports):

spamgateway smarthost transport:
driver = smtp
hosts require tls = *

Routing all mails for a specific domain to a smarthost:

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Put the domain in place of the $domain value in the route_list (above). For multiple domains you can use:
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route list = domain.example.com mxpooll.spamgateway.comodo.com::587 ;
domain.example.org mxpooll.spamgateway.comodo.com: :587

Restart Exim for the changes to take effect.

2.2.2.6.1 Configuring Exim / cPanel to use a Smarthost
Routing all mails to a smarthost :

Go to the "Exim Configuration Editor" in WHM. Choose "Advanced Editor". Add in the routers section (after begin routers, and
after the democheck: router block):

smarthost dkim:

driver = manualroute

domains = !+local domains

require files = "+/var/cpanel/domain keys/private/${sender address domain}"
transport = remote smtp smart dkim

route list = Sdomain mxpooll.spamgateway.comodo.com: :587

smarthost regular:

driver = manualroute

domains = !+local domains

transport = remote smtp smart regular

route list = Sdomain mxpooll.spamgateway.comodo.com: :587

Then add in the transports section (after begin transports):

remote smtp smart dkim:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{S$sender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}

helo data = ${if exists {/etc/mailhelo}{${lookup{$sender address domain}
lsearch*{/etc/mailhelo}{$value}{Sprimary hostname}}}{S$primary hostname}}
dkim domain = $sender address_domain
dkim selector = default
dkim private key = "/var/cpanel/domain keys/private/${dkim domain}"
dkim canon = relaxed

remote smtp smart regular:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{$sender address domain}

lsearch*{/etc/mailips}{$value}{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{$Ssender address domain}
lsearch*{/etc/mailhelo}{$value}{Sprimary hostname}}}{Sprimary hostname}}

Save the configuration. All the outgoing mail will be relayed trough the filterserver and accept original and DKIM signed emails.

Routing all mails to a smarthost with SMTP Authentication:

+  Go to the "Exim Configuration Editor" in WHM.
+  Choose "Advanced Editor". do not include "begin authenticators".
«  Otherwise, simply append our 4 lines and leave out our "begin authenticators".

begin authenticators
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spamgateway login:

driver = plaintext

public name = LOGIN

client send = : username@example.com : yourUserPassword

Add a Router in the Router Configuration Box.

send via spamgateway:

driver = manualroute

domains = ! +local domains

transport = spamgateway smtp

route list = "* mxpooll.spamgateway.comodo.com::587 byname"
host find failed = defer

no_more

Add a Transport to the Transport Configuration Box.

spamgateway smtp:

driver = smtp

hosts = mxpooll.spamgateway.comodo.com

hosts require auth = mxpooll.spamgateway.comodo.com
hosts require tls = mxpooll.spamgateway.comodo.com

Restart Exim.
Extra: Routing all mails for a specific domain to a smarthost with individual outgoing accounts:

To be able to set custom settings/limits for outgoing users, use the information above (Routing with SMTP Authentication) with a
small change. Use this:

client send = : ${extract{user}{$

{lookup{$sender address domain}lsearch{/etc/exim spamgateway}}}}
S{extract{pass}{$

{lookup{$sender_address_domain}lsearch{/etc/exim_spamgateway}}}}

instead of the client_send in the previous example.
To create a file called /etc/exim_spamgateway with the following structure, use this ;

domainl.com: user=user@domainl.com pass=abc
domain2.com: user=user@domain2.com pass=xyz

Extra: Limiting Outgoing for certain domains

This option can be combined with the individual accounts configuration to restrict outgoing only to specific domains. You can add
the following entry (underneath domains) in the router :

senders = " .*@domainl.com : ".*@domainZ2.com

2.2.2.6.2 Configuring Exim / Directadmin to use a Smarthost

«  Edit your Exim configuration file (e.g. /etc/exim.conf).

e Add in the routers section (after begin routers):
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spamgateway smarthost router:
driver = manualroute

domains = ! +local domains

ignore target hosts = 127.0.0.0/8

condition = "${perl{check limits}}"

transport = spamgateway smarthost transport

route list = Sdomain mxpooll.spamgateway.comodo.com: :587
no_more

+ This replaces the existing "lookuphost:" router which should be commented.

« Add in the transports section (after begin transports):

spamgateway smarthost transport:

driver = smtp
hosts require tls = *
Restart Exim.

3 The Administrative Interface

The Administrative Console is the nerve center of Comodo Antispam Gateway (CASG), allowing administrators to add domains,
add administrators and users, manage accounts and more.
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Once logged-in, the administrator can navigate to different areas of the console by clicking the tabs at the left hand side.

Main Functional Areas

»  Dashboard - Allows administrator to view graphical summaries of domain quota usage, user quota usage, archive
quota usage, details of domain and user license expiration. See The Dashboard Area for more details.

e Domains - Provides a snapshot of domains in CASG for your account and serves as a launchpad for adding,
deleting, editing and managing domains. In this area the administrators can set filters, view quarantined mails, set
email restrictions. The administrator can also view the log record of actions such as accepting whitelist request,
accepting blacklist request and so on. See Domain Management for more details.

e Audit Log - Allows administrators with appropriate privileges to view a record of actions initiated by users and
administrators for all domains belonging to an account. See Audit Log for more details.

e Account Management - Enables the administrator to add other administrators, delete or edit existing administrators.
Currently logged in administrator also can change his/her password, manage their subscription to periodical domain
and quarantine summary reports in this area. An administrator also can create user and administrator groups and
permissions can be configured for these groups. Users and administrators then can be added to these groups that will
impose a common permission policy for them. The administrators can also view a user history for all domains within a
particular date range. See Account Management for more details.

e Customer Management - Enables the administrator to view the details of the customer such as name, maximum
number of users, maximum number of domains, incoming archive space, license expiration date and whether the
customer is enabled or not. Also the administrator can manage the subscription of periodical domain and quarantine
summary reports for the customer, configure email template settings for the messages sent from CASG. See
Customer Management for more details.

Clicking the support.comodo.com link at the bottom of interface takes you to the Comodo support web page, an online
knowledge base and support ticketing system. The fastest way to get further assistance in case you find any problem using
CASG.

Various interfaces displays a help button at the top right side of the interface. Clicking on this help button will take you to
the respective help page of CASG online help guide for more detailed explanation.

3.1 Logging-in to the Administrative Interface

As CASG is a web application, you can login into your account using any Internet browser by entering
https:/lantispamgateway.comodo.com/admin/ in the address bar of the browser.

s "-."\

{! COMODO
‘.- Antispam Gateway

L Administrative Interface

Username

|

Password
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e Login to the interface with your CASG username and password.

In order to ensure safety, CASG will lock the account if the login attempts fail for more than three attempts due to incorrect
Username or Password. To unlock the account the administrator can contact their Comodo Account Manager.

The threshold number of unsuccessful login attempts before locking the account can also be customized by contacting the
Comodo Account Manager.

Note: You can login to the interface using either the credentials created via CAM account or the administrative credentials
created via the CASG interface. If you login using the CAM account credentials, an additional feature 'Login to my Comodo
account' will be available in the Account management area through which you can manage your account such as subscribe for
more licenses.

3.2 The Dashboard Area

The Dashboard displays a snapshot summary of domain, user and archive quota usage as pie charts and domain and user
license expiration as graphs. Administrators can download the pie charts and graphs as image or pdf files by clicking the
download icon at the top right side of each item.
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Domain Quota Usage

The 'Domain quota usage' pie chart provides the details of
number of used and remaining domains for the account.
Hovering the mouse cursor or clicking over a sector displays a 4
call-out providing respective details. Clicking on a legend turns
on / off respective metric on the chart.
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User Quota Usage

The 'User quota usage' pie chart provides the details of
number of used and remaining users for the account. Hovering
the mouse cursor or clicking over a sector displays a call-out
providing respective details. Clicking on a legend tumns on / off
respective metric on the chart.

Remaining quata

35 (55.37%)

L
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Archive Quota Usage

The 'Archive quota usage' pie chart provides the details of
used and remaining archive space for incoming mails for the
account. Hovering the mouse cursor or clicking over a sector 266.0 KB
displays a call-out providing respective details. Clicking on a
legend turns on / off respective metric on the chart.

Archive quota usage

Remaining dizk quots
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Disk space ’ Remaining disk quata

Domain License Expiration

The 'Domain license expiration' graph provides at-a-glance
summary of domains that can be added for the account and
their licenses expiry dates. The number of domains that is
allowed for the account is displayed in X axis and the Y axis
indicates the dates when the licenses for these domains are
set to expire. Hovering the mouse cursor over any part of the
graph displays when the current license is set to expire. It also
displays if any license has expired. The yellow line indicates
the total number of domains added for the account. Out of
quota indicates the date the domains added for the account
exceeds for a license.
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User License Expiration

The 'User license expiration' graph provides at-a-glance
summary of users that can be added for the account and their
license expiry dates. The number of users that is allowed for
the account is displayed in X axis and the Y axis indicates the
dates when the subscriptions for these users are set to expire.
Hovering the mouse cursor over any part of the graph displays
when the current subscription is set to expire. It also displays if
any subscription has expired. The yellow line indicates the
total number of users added for the account. Out of quota
indicates the date the users added for the account exceeds for
alicense. &

Subscriptions © Currertusers number = 598 1 Out of quota

Mumber of users

3.2.1 Domain Management

The 'Domains' area of the interface allows administrators to perform domain management tasks such as adding, deleting editing
and managing a domain. Various settings such as email size restrictions and extensions of attached files in emails can be
configured for any listed domain. The interface also allows administrators to view logs of changes such as whitelist a recipient,
blacklist a recipient and so on for all the domains in the account.

Tip: CASG also periodically generates Domains reports containing a summary of all the mail activities for the domain. The
reports are sent to the administrators through email. Administrators can configure for such reports through Dashboard >
Account Management > Admin > Add Administrators or Edit Administrators. Refer to CASG Reports - An Overview for
more details.

y comMobDo
I . Quarantine: 4 Release requests: 0 Whitelist requests: 0 Blacklist requests: 0 A !
G Antispam Gateway q 9 g L My Account

Dashboard / Domains

@ Dashboard Domains 9 Help
@ Domains T —

+ Add ﬁ Delete y Editdomain | jef Manage domain 4_7¥ Refresh
[ Audit log
. | 0 Filters |
[£5 Account management '
" - [[] Domains Aliases Number of users Max. number of users
an» Customer management

[7] docteamcasg.comodo.od.ua 4 Unlimited

[7] dsg-arch-qa.comodo.od.ua 0 Unlimited

1 i1 [1-2/2] Perpage |15 v

Having Trouble? Support is here to help. Open a Ticket at support comodo.com or call 1.888.COMODO (256.2608)

The following section provides more information on Domains.

3.2.1.1 Domains

As the name suggests, the The 'Domains' area of the interface allows administrators to perform domain management tasks such
as adding, deleting, editing a domain. Various settings such as email size restrictions and extensions of attached files in emails
can be configured for any listed domain.

e Click the Domains tab in the left hand side navigation to open the Domains area.
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() Dashboard Domains €) Help
Domains irs
® o add | [[ Detete  # Editdomain | {li Manage domain ¥ Refresh
[ Audit log
" | o Filters |
[£3 Account management 1
[F] Domains Aliases Number of users Max. number of users
>ustomer management
[7] docteamcasg.comodo.od.ua 4 Unlimited
[7] dsg-arch-ga.comodo.od.ua 0 Unlimited
1 " [1-2i2] Perpage |15 |w

Having Trouble? Support is here to help. Open a Ticket at support.comodo.com or call 1.888.COMODO (256.2608)

The list of domains that are configured will be displayed.

Sorting the Entries

Clicking the domain column heading switches the sorting of the entries based on the ascending/descending order of the entries.

Using Filter options to search particular domain(s)

Click anywhere on the Filters tab to open the filters area.

Dashboard / Domains

Domains €) Helo

+ Add m Delete ,ﬁ Edit domain ilf Manage domain E Refresh
‘ o Filters
+ Domain w | contains v Apply filter

[[] Domains Aliases Number of users Max. number of users
[7] docteamcasg.comodo.od.ua 4 Unlimited
7] dsg-arch-ga.comodo.od.ua 0 Unlimited

1 i [1-2i2] Perpage |15 W

You can add more filters by clicking + for narrowing down your search.
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Dashboard f Domains

Domains © Hep
o 200 [ Detete | & Editoomain  §L Manage domain !Q Refresh |
£ Fitters
== Domain w | |contalns w Apply filter
= Dormain w | |equals w
—Allaz w | [contalng w
= Domain w | | starls with L
[] Domains = Alases Humber of users Max. number of users

example.domain.com z Llr ted

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

*  Domain: Will execute a search of domain names according to the text in the text box (column 3) and the condition
selected in column 2.

»  Aliases: Will execute a search of domain alias names according to the text in the text box (column 3) and the
condition selected in column 2.

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:
*  Equals: Displays the domain or alias name that was entered in full in the text box.
»  Contains: Displays all domain or alias name(s) that contains the words entered in the text box.
* Not Contains: Displays all domain or alias name(s) that does not contain the words entered in the text box.
«  Starts With: Displays all domain or alias name(s) that starts with the words entered in the text box.
*  Not Equals: Displays all domain or alias name(s), except the one entered in the text box.
*  Ends With: Displays all the domain or alias name(s) that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
Click anywhere on the Filters tab to close the filters area.

+ ¥ Refresh
Click the button to display all the domains.

Note: To display all the domains after using the filters option, you have to first click anywhere on the Filters tab to close the
filters area and then click the 'Refresh' button.

Click the following links to know how to:
* Addadomain
*  Delete a domain
»  Edit a domain

¢ Manage a domain

3.2.1.1.1 Adding Domains

From this interface, administrators with appropriate privileges can add domains, configure the number of users for each domain
and the destination routes for respective domains. The number of domains that you can add depends on the plan that you have
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subscribed.

To add a domain
¢ Click the 'Add' button in the Domains interface

Dashbeard / Domains

Domains Help

m Delete y Edit domain 7.'-7 Manage domain E Refresh

0 Filters

[] Domains Aliases Number of users Max. number of users
[] docteamcasg.comodo.od.ua 4 Unlimited
[7] dsg-arch-ga.comodo.od.ua 0 Unlimited

1 11 [1-2/2] Perpage |15 W

The 'Add domain' dialog will open.

Add domain

Diomain

Destination routes -l-

Max number of users | Unlimited

Check routes m| Cancel |

¢ Enter a valid domain name in the 'Domain'’ field.

< Enter the final mail server destination route in the 'Destination routes' field. This is where the mails will be delivered
from CASG after appropriate filtering of mails. The default port is 25.

*  If you want additional routes to be included for the filtered mails to be delivered in case of failure of the first route, click

+ beside the 'Destination routes' field to add more alternative destination routes.
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Add domain

Domain | testdomain.com

-l- mailtestdormain.com
Destination routes
mm | Maill testdomain.com

Max. number ofusers | Unlimited

Check routes E| Cancel |

»  Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxpool1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with
Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.exampledomain.com.

*  Enter the maximum numbers of users that can be added for this domain in the 'Max.number of users' field. Leaving
this setting as 'Unlimited" will allow you to add up to, but not exceed, the maximum number of users permitted by your
current license. The maximum number of users for a selected domain can also be configured in the 'Domain Settings'
area.

e The domain entered in the 'Destination routes' field is checked by Comodo Gateway diagnostic tool to assure the
destination route is entered by administrator correctly.

Routes check errors.

Relay : fhhfgjgkhlkjlj.com:25
Emor code : 500
Emmor message : SMTP host unreachable

Are you sure you want to proceed with domain save 7

e Click 'Proceed' to save a domain.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
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For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and 999999
in the 'Max. number of users' field, but CASG checks if the total number of users for all domains is within your license limit.

*  Click 'Save' to add the configured domains.

Note: When you create a new domain, email addresses 'abuse@addeddomain’ and 'postmaster@addeddomain’ will be added
by default in Recipient Whitelist. Click here for more details.

3.2.1.1.2 Deleting Domains

If you want to delete a domain for which emails are being routed via CASG, this can be done in this interface.
To delete a domain
e Select the domain(s) that you want to delete from the interface.

Daszhbeard / Domains

Help

Domains

+ Add m Delete f Edit domain 717 Manage domain G Refresh

o Filters

[ Domains Aliases Number of users Max. number of users
[7] docteamcasg.comodo.od.ua 4 Unlimited
] Unlimited

[7] dsg-arch-ga.comodo.od.ua

1 i [1-2/2] Perpage |15 W

¢ Click the "Delete' button

Tip: You can select multiple domains to delete by pressing and holding the Shift or Ctrl keys.

A notice will be displayed warning you that the users belonging to the selected domains to be deleted will also be removed.

Delete domains

= MOTICE : Allusers belonging to selected dormain

will be removed too.
Argwou sure you want to remove selected

domains?

¢ Click 'OK" to confirm.

The selected domain(s) will be deleted.
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3.2.1.1.3 Editing Domains
You can change the destination routes of a configured domain and check routes for the edited domain. Please note that the
name of the domain cannot be edited.

To edit a domain

*  Select the domain that you want to edit from the interface.

Dashboard / Domains

Help

Domains

-l- Add ﬁ Delete y Edit domain ili Manage domain 4 Refresh
o Filters

[7] Domains Aliases Number of users Max. number of users

[7] docteamcasg.comodo.od.ua 4 Unlimited

[7] dsg-arch-ga.comodo.od.ua ] Unlimited

1 i1 [1-2/2] Perpage |15 W

e Click the 'Edit domain" button
The Edit domain dialog will be displayed. Please note that the domain name is not editable.

Edit domain

Domain | examplel.domain.cam

Destination routes lll mail.examplet.domain.com

Max number of users | Lnlimited

e | 5o [N

From here you can add another destination route, change the primary destination route or delete additional destination routes
and reconfigure the maximum number of users for that domain.

e (Click in the 'Destination route' field to edit it.

e Click + beside the 'Destination routes' field to add more alternative destination routes.
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Edit domain

Diomain | examplel . .domain.com

-l- mail examplet domain.com
Destination routes
mm | MailZ examplel . domain.com

Max. number ofusers 10

Check routes m| Cancel |

¢ Click ™ to remove alternative destination routes.

»  Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxpool1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with
Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.testdomain.com.

* Ifrequired, edit the maximum of number of users that can be added for this domain in the 'Max. number of users' field.
Leaving this setting as 'Unlimited" will allow you to add up to, but not exceed, the maximum number of users permitted
by your current license.

e The domain entered in the 'Destination routes' field is checked by Comodo Gateway diagnostic tool to assure the
destination route is entered by administrator correctly.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and 999999
in the 'Max. number of users' field, but CASG checks if the total number of users for all domains is within your license limit.

»  Click 'Save' to confirm the changes.

3.2.1.1.4 Managing Domain

In this area, an administrator can configure various settings for a selected domain. This interface allows the administrator to view
quarantined mails, set email restrictions, add users as recipient whitelist or blacklist, add new users and view log reports for the
domain.

This section is divided into seven main subsections namely, Domain dashboard, Incoming, Outgoing, Email management, Audit
log, Whitelist / Blacklist and Account management. Click on the respective tab to expand or close the subsection in the left
hand side navigation.

To manage a domain

*  Select the domain that you want to manage from the interface and click the 'Manage Domain' button.

or

e (Click on the domain name in the 'Domains' column.
or

*  Right-click on the domain name in the 'Domains' column to open in a new tab or window.
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Dazhbeard / Domains

Domains © Hep
I ——
‘ + Add m Delete y Edit domain i!T Manage dnma D Refresh
R —— e
| o Filters ‘
Domains Aliases Humber of users Max. number of users
docteamcasg.comodo.od.ua 4 Unlimited
dsg-arch-ga.comodo.od.ua 0 Unlimited

1 i [1-212] Per page |15 v|

In the left hand side navigation, the configuration tabs for the selected domain will open. By default, the Domain dashboard for
the selected domain will be displayed. Click on the tabs in the left side to open the respective interfaces.
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Click on the following links for more details on the subsections:
*  Domain Dashboard
* Incoming

e Outgoing
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¢ Email Management
¢ Domain Audit Log
*  Whitelist / Blacklist

¢ Account Management

3.21.1.41 Domain Dashboard

CASG provides a dashboard view of a selected domain for quick analysis of important statistics such as number of quarantined
mails, release requests, whitelist requests, blacklist requests, incoming mails archive quota usage and more. Administrators can
download the pie charts and graphs as image or pdf files by clicking the download icon at the top right side of each item. To
open a domain dashboard, click Domains tab on the left hand side and then:

*  Select the domain that you want to view its dashboard and click the 'Manage Domain' button.
or

«  Click on the domain name in the 'Domains' column.
or

*  Right-click on the domain name in the 'Domains' column to open in a new tab or window.

Daszhbeard / Domains

Domains Help

o= Add [ Delete 2 Editdomain ({1} Manage domain ‘G Refresh ‘

o Filters

[[] Domains Aliases Humber of users Max. number of users
[7] docteamecasg.comodo.od.ua 4 Unlimited
[7] dsg-arch-ga.comodo.od.ua 0 Unlimited

1 i [1-2/2] Perpage |15 w

The dashboard of the selected domain will be displayed.
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Clicking on the buttons at the top of the domain dashboard takes you to the respective interface:

e Quarantine - Displays the quarantined mails of all users of the selected domain. Refer to the section Quarantine for
more details.

* Release requests - Displays the requests from users of the selected domain for releasing quarantined mails. Refer to
the section Released Requests for more details.

*  Whitelist requests - Displays the requests from users of the selected domain for whitelisting the senders of
quarantined mails. Refer to the section Whitelisted Requests for more details.

»  Blacklist requests - Displays the requests from users of the selected domain for blacklisting the senders of
quarantined mails. Refer to the section Blacklisted Requests for more details.

The Mails Statistics area provides a graphical as well as pie chart representation of the mails that were blocked, viruses blocked
and more. Hovering the mouse cursor over a sector or graph displays a call-out providing respective details. Clicking on a
legend turns on / off respective metric on the chart and graph.
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The 'Archive quota usage' area provides details of the storage space used for archiving incoming mails. The graph shows the
disk space used per day for the last two weeks. Hovering the mouse cursor over any part of the graph displays the details of the
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The 'Delivery queue statistics' area provides details of filtered mails that are queued in CASG servers for delivery at a later time.
It also displays the average time of queued mails for the previous day in CASG servers before delivery. Refer to the section
Delivery Queue for more details.
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3.21.1.4.2 Incoming

The 'Incoming' area of the Manage Domain section allows you to view quarantined mails, configure incoming spam detection
settings, set spam alert headings, add local email recipients and more.
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Click the following links for more details:
*  Quarantine
*  Managing Archived Mails
¢ Incoming Spam detection settings
e Report Spam
*  Delivery Queue
*  Destination Routes
¢ Local Recipients
*  Clear Incoming Cache
e Log Search
*  Domain Aliases
*  Domain Settings
*  Manage Report Subscriptions for Selected Domain
*  Relay Restrictions
*  Geolocation Restrictions

Quarantine

In this area, an administrator can view the list of all the quarantined emails and their headers, of all the users for the selected
domain. The administrator can also choose to release quarantined emails to the intended recipient after ascertaining that
particular email is not actually a spam. The administrator also can delete a selected or all the spam mails from this interface.
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Tip: CASG also periodically generates Quarantine reports containing a summary of mails identified as spam or malicious that
were moved to quarantine automatically. The reports are sent to the administrators through email. Administrators can configure
for such reports through Dashboard > Account Management > Admin > Add Administrators or Edit Administrators. Refer

to CASG Reports - An Overview for more details.

To open the quarantined email interface:

e Click the 'Incoming' tab on the left hand side navigation to expand and then click the '‘Quarantine’ tab.

f coMODO
g Antispam Gateway

(2 Dashboard Q)
&) Domain
@ Incarming

B Guarantine

Archive
Spam detection settings ClF

Report spam chat
IPOL

as

The quarantined email area of the selected domain will open:

Dashboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua f Quarantineg

Quarantine © Hew
Show message [:] Release m Delete D Refresh
| o Filters |
[[] Subject From To Recipient Date (GMT+ Reason Size ﬂ Actions

spam
; . Oct 28,2014 External pattern 168
[C] Spam email 1 admin <demo@csg.comodo.od.ua> demol@docteamcasg.com demol@docteamcasg.com 121:46PM  match bytes
(Sanesecurity.Junk.:
spam
; . Oct 28, 2014 External pattern 168
[C] Spam email 2 admin <demo@csg.comodo.od.ua> demo2@docteamcasg.con demo2@docteamcasg.com 1:2119PM  match s
(Sanesecurity.Junk..
1 {74l [1-2i2] Perpage 15 w
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search quarantined emails
Click anywhere on the Filters tab to open the filters area.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 54



Creating Trust Online®

Comodo Antispam Gateway - Adrr_!_i__[],i_stratO'r"G“Uifdé__' / coM0oDO

.'llfr II
i'l

f

Dashboard / Domains / Domain dashboard - docteamcasg. comodo.od.ua / Quarantine

Quarantine Help
Show message [j Release ﬁ Delete ‘D Refresh ‘
0 Filters
lll Subject w | |contains v Apply filter
[[] Subject From To Recipient Date (GMT+ Reason size Actions

spam
You can add more filters by clicking + for narrowing down your search.

Daszhboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Quarantine

Quarantine Help
Show message | [¥] Release | [[J Delete ‘D Refresh ‘
Q Filters
+ Subject w | |contains v Apply filter
== From w | | contains v
= To w | |contains v
== Date w | eguals v
== Size (KB) v ||less than v||o b
[[] Subject From To Recipient Date (GMT+ Reason Size ﬁ] Actions

spam

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

«  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all quarantined mails that contain the words entered in the text box

*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size (KB): Will execute a search of mails according to the size selected or entered in third field (column 3) and the
condition selected in column 2.

If 'Date’ is selected, the following conditions are available:

*  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

* Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar
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»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:
e Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

e Click 'Apply Filter' after selecting the filters.

»  Click anywhere on the Filters tab to close the filters area.

+ ¥ Refresh

e Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Quarantined Mails

The details like subject, sender, recipient , date and size of the mails added to the Quarantine can be viewed in two ways:
*  Inthe same CASG window
* Inanew CASG window

To view details of quarantined mails in the same CASG window:

* Inthe quarantined email area, select the mail that you want to view and click the 'Show Message' button.

or
*  Click on the email link in the subject column that you want to view its details.

Dashboard / Domans / Doman dashboard - docteamcasg comodo od wa f Cuaranine:

Quarantine Help
& show message ) [*] Release [ Delete £ Refresh
£) Fitters

Subject From To Recipient Date (GMT + Reason Size ﬂ Actions
Spam
) Ot 2B, 2014 External pattem 1EB
Spamemail 1 admin <demoBesg comada.od Uas gemal Bdocteameasg o demol Boocteameasg.con | o SEPM  match -

(Sanesecurity.Junk

Spam
A Q1 28, 2014 External pattem 168
[l Spamemail2  admin «democsg comado od uax demopdocteamcasg.con demo?docleamecasg. com 12119 P 1:a1c n P ke

{Sanesecurity.Junk

1 1 [1-2/2] Per page (15 w

The details of the selected email will be displayed.
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Mormal | All headers

[ Release Wihitelist this Sender Blackiistthis Sender [ Delete

Subject  Fw: Get Rs, 25 assured racharge + chance o win an IPOD,
From R e
To  demol@docteamcasg.comodo.od.ua, demo2@docteameasg comodo.od ua
cc

Date (GMT

. Wied Apr 09 04:33:22 GMT 2014

Si 3498 KB

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Mormial All headers

| ¥

Received : from nm34-vym9 bulletmail. sg3.yahoo.com (106.10.151.248])
by mzsrel dew spamgateway comodo.com with esmips (TLSy! . DHE-RSA-AES 256-SHA 256)
(Exim 4,82)
(ENYEIOPE-TIOM i .
id 1WHKCP-0007Go-Mg
for demo2@docteameasg.comoda.od.ua; Wed, 09 Apr 2014 04:33:23 +0000
Recened : from [106.10.166 60] by nm34 bullet. mail. =g3 yahoo com with MMNFWMP; 09 Apr 2014 04:33:22 -0000
Received : from [106.10.151.253] by tm1 7. bullet.mail g3 yahoo.com with NNFMP, 09 Apr 2014 04:33:22 -0000
Recemed : from [127.0.0.1] by omp1002.mail 503 vahoo.com with MMFMP; 09 Apr 2014 04:33:22 -0000
H=Yahoo-Newman-Froperty . ymail-3
H-Yahoo-Mewman-ld | 634392 49436 bmi@omp1002.mail.sg3 yahoo.com
Received : {gmail 64865 invoked by uid 60001); @ Apr 2014 04:33:22 -0000
DEIM-Signature -v=1; a=rsa-sha256, (=relaxed/relaxed, d=yahoo.coin; s=51024;t=1357018002,
bh=Q0cJOCMPREZBImIXipce Z30K30MAg+1 7251 s9x1 uykMQ=; h=X-YMail-0S8G Received:¥-Rocket-MIMEInfo:x-
MailerReferences Message-|D:Date From:Reply-To:Subject To:In-Re ph-To:MIME-Version. Content-Type;
b=vzeLiPS1K3U51 BNZDvUNWb QRS+ METLBP ZE Muxu anByPFSSDUoNWTI0T I SDIPR3IO/MK3di3CBIm OnZzS0gj00caPYac
PIFABDOTF nRIJMDLIGT KgrmxD+xGIDZeYdGEMI iSXrgdeBbgiiS U4 kK2 anHRe ZsWRAIIBo3SQpU=
Domainkey-Signature | a=rsa-shal; g=dns; c=nofws,
s=51024; d=yahoo.co.in;
h=x-YMall-05 G Received:¥-Rocket-MIME Infold-Mailer References:Message-ID:Date: From:Reply-To:Subject Tolln-Reply-
ToMIME-Version:Content-Type;
b=AUEQAS IENrgOSIf+tUockKEFF 5227 GImFDA4MT kuuMBLyaS w4 Ific Lj4
NeUERwMNY 31 3XCYsHY 20ZarDsYEg0PwPHSC AW WOR DB 201 pETWPknedwA59Y1| TIrE2 bAlc+vwyE1 ymjAR
JaULzxrbhMPubCyiwi daye R4 Sk=,
F-YMail-05G © oncMMLCYM1 MABMWba 9TRYWBE_whgdSgzeHBIIDhkODZEY
C2RORHab035IKHEZS By SdlUil 4N _MvE mrmd 9htad sjishnd by NIdWE s Mzk
nPdvTzIG rerwgM3ADBIMWLIBORZT 1 wPe TVFQUGNg4rmkeHKT CsBLS9X LS

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the mail or delete
it. Click the "Whitelist this sender' tab to add the sender to 'Sender Whitelist' if you desire or 'Blacklist this Sender' to add this
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sender to Sender Blacklist. Refer to the section 'Whitelist / Blacklist' for more details.

To view the details of a quarantined mail in a new CASG window
* Inthe quarantined email area, select the mail that you want to view, right-click on the email link in the subject column
and select to open in a new tab or new window.

Dazhboard / Domains / Domain dashboard - docteamcasg. comodo.od.ua / Quarantine

Quarantine Help
&) Show message [j Release ﬁ Delete 4+t Refresh
% Filters
[] Subject From To Recipient Date (GMT+ Reason size il Actions

spam
; . Oct 28, 2014 External pattern 168
@CSY. .0d. I I .
Spam email 1 adrmn. <demo@csqg.comodo.od.uas demol@docteamcasg.com demol@docteamcasg.com 121:46PM  match s
penitinkiniN=miah (Sanesecurity.Junk.:
Open Link in New Window
L . . Spam
EpenlbmEncw Privar lWincon) Oct28,2014 Externalpattern 168
[[] Spam 2 demo2@docteamcasg.com demo2@docteamcasg.com |
Bookmark This Link 12119 PM  match bytes
Save Link As. (Sanesecurity.Junk..
Copy Link Lecation Perpage |15 w
Search Google for "Spam email 1"
Inspect Element (Q)

The browser may display a warning pop-up window notification. Click the 'Options"> then select 'Allow pop-ups for..." to allow to

open new message in a new window. Click again 'Show message in new window'.

ig Firefoa peevesbed this site fram egening a popeop wind o, L Dipeiens | =

The details of the selected mail will be displayed in a new CASG window.

Dashboard f Domaing f Domain dashboard - docteamcasg. comedo.od.ua / Quaranting / E-mail

E-mail Help

‘ Normal | All headers ‘

|j Release Whitelist this Sender Blacklist this Sender m Delete

Subject Spam email 1
From admin <demo@csg.comodo.od.ua=
To  demol@docteamcasg.comodo.od.ua
CC

Date (GMT
+0)

Size 168 bytes

Tue Oct 28 13:21:46 GMT 2014

Actions

To release a quarantined mail:

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

e Select the mail that you want to release and click the 'Release' button.
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Dazhboard / Domains / Domain dashboard - docteamcasg. comodo.od.ua / Quarantine

Quarantine Help
Show message ({3 Release ) e |3 Reresn |
0 Filters
[[] Subject From To Recipient Date (GMT =0 Reason Size @ Actions

spam
admin Oct 28,2014  Extemal pattern 168

Spam email 1 demol@docteamcasg.comod demol@docteamcasg. 1:21:46 PM
: I

<demo@csg.comodo.od.ua= match bytes

(Sanesecurity.Junk.20

spam
; admin Oct 28, 2014 Extemal pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.

0O sp <demo@csg.comodo.od.ua= @ g @ 9 12119pM match bytes

(Sanesecurity.Junk.20

1 1 [1-2i2] Perpage |15 w

An alert will be displayed to confirm the release of selected email.

Release emails

@Are wou sure you want to release the selected

email?

e Click 'OK" to confirm the release
The email will be released to the addressee and the mail will no longer be in the quarantined list.

To add a sender to whitelist
After ascertaining that emails sent by particular senders are not spam, administrators can choose to add them to 'Sender
Whitelist' from this interface. Once added to whitelist, emails sent by these senders will not be quarantined.

e Select the mail that you want to add the sender to whitelist and then click 'More actions' > 'Whitelist this Sender".

Dazhboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Quarantine

Quarantine © Hew
Show message [:, Releasze m Delete 8 Refresh ‘
| © i D |
: Blacklist this Sender
[[] Subject From Recipient Date (GMT +0 Reason Size ﬂ Actions
Delete all
spam
) admin Oct28, 2014  External pattern 168
V| Spam email 1
B <demo@csg.comodo.od.ua> L e 1:21:46 PM match bytes
(Sanesecurity. Junk.20
spam
! admin Oct28, 2014 External pattern 168
Spam email 2
[E] sp: Bl e demo2@docteamcasg.comod demo2@docteamcasg. 19119 PM match e
(Sanesecurity.Junk.20
1 1 [1-212] Perpage |15 w

An alert will be displayed to confirm adding the sender to whitelist.
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Whitelist emails

selected email?

¢ Click 'OK' to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

@Are wou sure you want to whitelist sender of the

To add a sender to blacklist
Administrators can choose to add senders to 'Sender Blacklist' from the Quarantine interface also. Once the selected senders
are added to blacklist, all emails from them to the selected domain will be automatically blocked.

»  Select the mail that you want to add the sender to blacklist and then click 'More actions' > 'Blacklist this Sender'.

Dazhboard / Domains / Domain dashboard - docteamcazg.comodo.od.ua / Quaranting

Quarantine © rew
show message [¥] Release | [ Delete % Refresh
Whitelist this Sender
| o Filters |
[[] Subject From .ﬁ Recipient Date (GMT <0 Reason Sizes | Actions
Delete all
spam

admin Oct28,2014  Extemnal pattern 168

Spam email 1 demol@docteamcasg.comod demol@docteamcasg. 1:21:46 PM
21: I

<demo@csg.comodo.od.ua= match bytes
(Sanesecurity. Junk.20
spam
! admin Oct28, 2014 External pattern 168
5 12
[] Spam emai <demo@ecsg.comodo.od.ua> demo2@docteamcasg.comod demo2@docteamcasg. 1:21-19 PM natell bytes
(Sanesecurity.Junk.20
1 IR [1-2i2] Perpage |15 w

An alert will be displayed to confirm adding the sender to blacklist.

Blacklist emails

e Are yol sure you want to blacklist sender of the
zelected email?

¢ Click 'OK" to confirm to add the sender to blacklist. Refer the section 'Sender Blacklist' for more details.

To delete a quarantined mail:
e Select the mail that you want to delete and click the 'Delete" button
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Dashboard / Domains / Domain dashboard - docteamcasg. comedo.od.ua / Quarantine

Quarantine © Hen

Show message [:l Releasd m LCE  More actions v +_* Refresh ‘

| o Filters |

[[] Subject From To Recipient Date (GMT +0 Reason Sizer ﬂ Actions

spam

admin Oct 28,2014  External pattern 168

Spam email 1 demol@docteamcasg.comod demol@docteamcasg 1-21-46 PM
- . vl

<demo@csg.comodo.od.ua= match bytes
(Sanesecurity.Junk.20
spam
] admin Oct 28,2014  External pattern 168
Spam email 2
[ sp <demo@csg.comodo.od.ua= AT S e Ep ST CEl s i TEEIETE] 1:21:19 PM match bytes
(Sanesecurity.Junk.20
1 1" [1-212] Perpage |15 w

An alert will be displayed to confirm the deletion. Click 'OK' to delete the selection email.

Delete emails

EMmails?

The selected mail will be deleted and will no longer be in the quarantined mail list.

_@" Areyol sure yol want to delete the selected

¢ To delete all the quarantined mails, click 'More actions' > 'Delete all'.

Dashboard / Domains / Domain dashboard - docteamcasg comodo.od.ua / Quaranting

Quarantine © Her
Show message [:] Releasze m Delete 8 Refresh ‘

Whitelist this Sender
| o Filters |
) Blackiist this Sender

[[] Subject From Recipient Date (GMT <0 Reason size | il Actions
Spam

i Oct 28,2014 168
=i demol@docteamcasg.comod demol@docteamcasg. 1:91-46 PM SENELEED
- - v

Spam email 1

<demo@csg.comodo.od.ua= match bytes
(Sanesecurity. Junk.20
spam
. admin Oct28 2014 External pattern 168
S 12
[7] Spam emai <demog@ecsg.comodo.od.ua> demo2@docteamcasg.comod demoZ@docteamcasg 1:21-19 PM match bytes
(Sanesecurity. Junk.20
1 I [1-212] Perpage |15 ~

An alert will be displayed to confirm the deletion. Click 'OK' to delete all quarantined emails.

Delete emails

.@" Areyou sure you want to delete all emails that

currenthy are filtered?
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All the quarantined emails for the selected domain will be deleted .
Managing Archived Mails

CASG is capable of storing a copy of all incoming mails for all domains belonging to an account. A customer can purchase the
archive storage space via Comodo Accounts Manager (CAM).

From the archived mails interface, an administrator with appropriate privileges can view details of the message, report spam,
resend emails if required, retain messages from being removed, add the sender to whitelist/blacklist and delete messages.
The archived messages can be deleted manually or can be automated to be cleaned periodically. The settings for auto cleanup
can be configured in the Domains Settings interface.

To open the archived email interface:

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Archive’ tab.

f coMODO . 3
p# Antispam Gateway T '
Dashi
Archi
& she
@ IMCorming =
i £ Fit
Quarantine i
B Archive I—___: Subj
Spam detection settings [ Fwed: F
Emailsit/e
Fepart spam ZERC SET
Deliwery qgueue Tl Fwid: Fy
e e Emailsitie
Destination routes FERC SET
Local recipients
[ Fuvd: F
Clear incaming cache now try bet
Log
[ Foidl: Fo
nowe try b

The archived email area of the selected domain will open:
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5 L -~ JIII

f

1/ drchae

Archive © e
Show message | A Repot spam Ej Wihibelist hes Sender @ Blackis! this Sender | = Resend smai B Dalete S srchive ~ | {_* Rafrash
£ Fien
] Subject From Ta Recipienl Dale (GMT <0 Siee* [ Acbons

Hew acoount regisiered sdmnEcsggs comodo od ua isertigoagqad comoda.od us serfipcagaad romado od.us 130727 GMT e i
| unl iegistsned ]

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Page Filter

The page filter on the right side has three options:

|| 2 reresr
Show archive

Show reported as spam
1 Show archive and reported as spam

Date (GMT +0) Size ﬂ Actio

e Show archive: Lists only the archived mails
»  Show reported as spam: Lists mails that are reported as spam

»  Show archive and reported as spam: Lists both archived mails and mails that are reported as spam
Select the option from the drop-down before using the filter option described below.

Using Filter option to search archived emails

Click anywhere on the Filters tab to open the filters area.

s 60 0 ey f Archive

Archive © e
[T show massage A Reporspam @ \Whitalist This Sander BlacHistthis Sender | 5 Resend emal ﬁ Dielea Show archive and repar » || ¢ ¢ Rafesh
& Fihees
= | Subject v  conisng - Apply fiter

Subject From Ta Recipient Oate (GMT +0) - Sme- [ Actions

You can add more filters by clicking + for narrowing down your search.
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/

f

i/ Archiem

Archive e
(=) show mwssage | M Repor sgam wielist s Sender  [B] Blascklisting Sender 3 Reesend email ] Deleie Shive aechive and régad » | £+ Fefresh
© Foen
= subjed w | | contans w| |
= |Frum w | Nk conkaing W
=T * | | Comiang L
- w | | euals w 7
- Gire (=B W | A e L] :

- Atachiments v BOuEE L
= Marked as relainad w | eQuals w

Subject From T Becgsenl hate (GMT 0

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:
»  Contains: Displays all archived mails that contain the words entered in the text box

*  Not Contains: Displays all archived emails that don't contain the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size (KB): Will execute a search of mails according to the size selected or entered in third field (column 3) and the
condition selected in column 2.

»  Attachments: Will execute a search of mails according to the checkbox status (column 3) whether enabled or
disabled. If enabled, all archived mails with attachments will be displayed.

*  Marked as retained: Will execute a search of mails according to the checkbox status (column 3) whether enabled or
disabled. If enabled, all archived mails that are marked as retained will be displayed.

If 'Date’ is selected, the following conditions are available:

*  Equals: Displays the archived emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the archived emails with dates less than the selected date in the third box from the calendar

»  Greater than: Displays the archived emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

* Less than: Displays the archived emails with size less than the selected or entered size in the third box
»  Greater than: Displays the archived emails with size greater than the selected or entered size in the third box

Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.
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Click anywhere on the Filters tab to close the filters area.

| + ¥ Refresh

Click the button to display all the archived emails.

Note: To display all the archived emails after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh’ button.

Viewing Details of Archived Mails

The details like subject, sender, recipient , date and size of the mails in the archive can be viewed in two ways:
¢ Inthe same CASG window
* Inanew CASG window

To view details of archived mails in the same CASG window:

* Inthe archived email area, select the mail that you want to view and click the 'Show Message' button.

or
e Click on the email link in the subject column that you want to view its details.
Dashipeard / [pmeing /| Domain daghboary - cagend. comogo of go f Archim
Archive € Heip
¢ Feportspam | fB) Whitzkestthis Sender (8] Blackastthis Sencer | 3 Resendemail  f§ Oesete | Sher arcteve andrepot « ||| T3 Retragh
£ Fitens
Suitrect From To Recipient Dabe [GMT =00 Size B Actions
Mon Jun 15
] Hew accourk regisiesed i sgaa. comodo.od ua userdiBcagaad. comodo cd ua useri@csgoad.comodo od ua 130027 GHT '; 2 ]
Mon Jun 15 2054
[ Mo accounk agisiend adrman@eaga comodn od ua umerINjEeaggad comods od ua umerdl@eagyad comoda od us 125353 GHT :{;' i
2015 i
[ Morar user Mon Jun 15 e h
i arAAEcengad co Moy s sucLasshuly admin@cagoa comodo od ua umer T Tcagged comodo od ua uper 77 Bcaggad . comado od ua 1250000 GHT "“ 1]
imporad 2015 -

Mon Jun 15

The details of the selected email will be displayed.

Normal 1 All headers

eport spam | [@ glistthis Sender ' (@] Blacklistthis Sender | ‘» Resend emai etain message elete
£ Report [®] Whitelist this Send (€] Biackistthis Send =2 d 'I&Rta' let

Subject Mew user userd2(@csgqad comodo.od.ua successfully imported
From admin@csgga.comodo.od.ua
To  user7/@csgqad comodo.od.ua

Ll

Date (GMT

. 201306-1512:50:00
+0)

Size 1961 KB

Actions

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 65



COMODO

Creating Trust Online®

To view the details of archived mails in a new CASG window
e Inthe archived email area, select the mail that you want to view, right-click on the email link in the subject column and
select to open in a new tab or new window.

Cashioard / Comans / Qoman desbioard - csozed comodp pd ug | Archae
Archive

Show message | Reportspam | (@] Whitsist this Sender [E] ERackiistinis Sender | 73 Resend emall T Delets

a Fiters
| Subject * | From To Recipsnt

I Al noticatian; Blackllst sender for - e T o
s Lok A New 105 user? T fosggad comodo.odus user? 7 fiosggod
Open Link in Mew Window

7 Audit nolication: Blacklist send Open Link in Mew Private Window s 07

G user? Tifesggad comodo.odua user 77 i@osg)
Bockmark This Link

- Share This Link

Audil nolication: Blacklist zend e i

Save Link As... user? 7 @osggad comode od ue user? 7@

usar
Copy Link Locgtion

[ Audil nolication: Blacklist send i et s o %

user7 7 @osggad comodo od ua user
user Inspect Ekernent (]

The browser may display a warning pop-up window notification. Click the 'Options" then select 'Allow pop-ups for..." to allow to
open new message in a new window. Click again 'Show message in new window'.

) Firefes gegvesbed this site Tram o@ening & pap-op wifd tv. Dpeianis EY

The details of the selected mail will be displayed in a new CASG window.

Archive mail Halp

Bormal Al headers
M Repor spam @ Whitelat his Sender |E| Biackdstthis Sender & Resend smgl |E'| Redsn mespage ﬁ Deslarie

A dwdn notfication: Blackdies sender for user
n admin@osggacomodo.od ua

wser TTiBoagyed. comodo. od.us

ZI0NS04:E2 13:40:18

Sim 20D T4KB

To report archived mails as spam

After viewing the details and ensuring that the selected email is a spam you can choose to report it as a spam.

e Select the mail that you want to report as spam and click ‘Report spam'.
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Archive
@ Show fnpt.!.agp @ Whitekst Tis Senadar Blackipd thiz Sender | 3 Regend emal ﬁ] Dialete m
a Filiers
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Hew accound registanad sdrmin@cagga. com dum userfi@caggad comodio od us

uzer 20 posguad comoda.od us

1] M account regiglend admin{ioagqa. comodo.od.un

L

An alert will be displayed to confirm selected email as spam.

Report as spam

@ Areyou sure wou want to mark the selected
@ emails as spam?

¢ Click 'OK" to confirm.
Spam reportad suctessiuly

A success message will be displayed and the icon
column.

To add a sender to whitelist

wserJiposgoed. comodo.od ua

Show archive and repil w

Dae (GMT =0

137 GHT
Hon Jun 15
125253 GHT
2018

Fige

203
KB
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ﬂ iglp

b Bekesn

] Actiong

]

indicating the email is reported as spam will be shown under the 'Actions'

Administrators can choose to add the email senders to 'Sender Whitelist' from this interface. Once added to whitelist, emails

sent by these senders will not be quarantined.

e Select the mail that you want to add the sender to whitelist and then click 'Whitelist this Sender’

ain dnahbsind - Sagaed sermeda adui § Archank

Archive

[Eh showmessage H,:ccr.s.pam Blackisithis Sender T3 Fesend amail ﬁ Dslate

£ Fihera

| Saibjact

| Mg usmar
UBETd2GH= a3, 00 uh suctessldly sdminsggs comodocd ua
imporied

Fromi Ta

4 Mesw accoun] regislemd admin@agge comodoad un werd2pragged. comodo od ua

85| harm 15-08-15 1540

An alert will be displayed to confirm adding the sender to whitelist.

Recpient

wserdlifcegged. comodo.od.us
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Whitelist emails

== Are you sure you want to whitelist sender of the
selected email?

¢ Click 'OK' to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

To add a sender to blacklist
Administrators can choose to add the email senders to 'Sender Blacklist' from this interface. Once the selected senders are

added to blacklist, all emails from them to the selected domain will be automatically blocked.
*  Select the mail that you want to add the sender to blacklist and then click 'Blacklist this Sender’

ashipgard  Dersaing. § Domein dashbsard - Eyagsd comodo of s | Archive

Archive @ Heip
[y Show message | M Repodspam Whale ksl his Sende Eiackint s Sender ) Resend emai ﬁ Delete S Archimd w || i} Refesh
£ Fien

Subject From o Reopenl Dite (AT ) Sipe i AClions
] Horw user Mo Jan 15 T
aE
userAGespgad comodo 0d ud suicessiully scmingcsgga comads od us wer 77 gengasd oo od us ser TTi@cagnad comesdo o un wzsamocur 8
i 2018 B
Mz 15 2051
| M scoouni registensd adming@cagqa.oomaodo.od us userd 2iesgaad. oomodo.od us userd2ifcagqad comado. od us 1250200 GMT N‘.B 1]
uigl]
[ testnam 15-06-15 1540 Heands R e 2 @A, Lo od UB e esgrad comesa od 1 ]
dBlenande b v thenin@eamodn com' - -

An alert will be displayed to confirm adding the sender to blacklist.

Blacklist emails

e Are you sure you want to blacklist sender of the
selected email?

e (Click 'OK' to confirm to add the sender to blacklist. Refer the section 'Sender Blacklist' for more details.

To resend emails from archive

The archived mails can be sent to the recipients if required. CASG will still retain a copy of mails in the archive even after they
are sent.

e Select the mail that you want to resend and click 'Resend email'.
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------ frchive
Archive
@ Show message | M Repordspam rﬂ WWheleksl his Sender @ Evackhat s Sendar ﬁ Delete m Sl Archimd
£ Foes
Subjeci From o Recipient Dite (GMT +00- | Sire
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018
[ test ham 15-06-18 1540 s mera 4 5 userd2pesgaad.c 2 282
An alert will be displayed to confirm resending emails.
Resend email(s)
A Are you sure you want to resend selected
email{s) to recipient mailbog?
e Click 'OK" to confirm.
A success message will be displayed.
Successiilly senl
To delete archived mails
*  Select the mail that you want to delete and click the 'Delete’ button
4 ug / Archie
Archive
[ showmessage | /& Reportspam | (] Whitsiis this Sender | (&) Backiistthis Sender | 3 Resend H|'|i|| Show archive
£} Fikes
| Subpect From To Aecipiesi Date (GMT *0)
Faw user Mon Jun 15
userd2@cspesd comodo od ua successldly sdminBcaggs comodo od us usm TT@caggad com ] s 77 @eagqad com " 13
imporied 20
Mon Jun 15
ussd2osgqad comodo.od us usesd? posgad comado.od us 2S00 GUT
2018

(4] Mew accouni regisisred sdminBosgga comado.od us

An alert will be displayed to confirm deletion.
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Delete emails

A Areyou sure you want to delete the selected
emails?

*  Click 'OK' to confirm.
The selected mail will be deleted and will no longer be in archive.

¢ To delete all the archived mails, click ‘More actions' > 'Delete all'.

hgoard  Demars ¢ Demes dasbroand - Csooed. camedo od ua § Archive

Archive
Ia snow message My Repot spam @ Whialist this Sendar @ Blackil his Sender | 3 Resand emall ﬁ Dalete m

Ehow archive W

£ Finers
fstan mensage

To Durtes (GMT =0 Size

| Subpeci From
Un-Retan meisige

Man Jun 15

| Mew uger
i AR s g0 a4, comedn o Ua succasshdly sdmin@cagge comed ] er 77 Eemgned com:

An alert will be displayed to confirm the deletion. Click 'OK' to delete all archived emails.

To exclude mails from auto-clean operations

CASG can be configured in the Domain Settings area to automatically purge emails from archive after the configured period. If
administrators wants to retain email(s) from being cleared, then these mails can be marked as 'Retain message'.

*  Select the mail(s) that you want to retain and then click 'More actions' > 'Retain Message'.

Dashboerd ¢ Domeing  Domein dashiosrd - 008 comodn o4 1 § Anchive
Archive
[Eh Show message © 4 Reporispam @ Whitelist this Sender  [E] Backistthis Sender | ' Resend emai ﬁ Dielete Show archrse w i Rt
Debeir i
) Filten
Sabpect From To Date (GMT +0} Size 1]
Un-AMar message
o] Nitw user Mon Jun 15 1981
userd 2@ cspnad comodn o 18 sucasshlly admin@cegge comeda o us \mer TT Eeagged comude.od.un urer T e ngged comedn o s 12-50-00 CMT m i
imporied 2015
Maon Jun 18 P
o N GCoount regishansd ndmin@cegqe comeda od us umerd? Beagaad comode od un ueerd2Fcegqed comada od ue 125000 GMT KB ]
2015
Mon Jun 15
KH ﬁ
An alert will be displayed to confirm retain selected email(s).
Retain email{s)
s Are o sure youl want to mark selected emailis)
as retained?
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Archive 0 Hap
Succapehaly retanad B
B Show message | A Repodspem  [B] Whileksithis Sender | [B] Erackiist®ia Sender | 7 Resend email | T Deise Sl Anchieg w || ¥ Refesh
£ Foen

Subject From o Reopienl Diste {MT +00) Sire (] Achions
[#] Norw user Mo Jun 15 et
usardReep0ad comodo od ua successiully sdrmingoagna comos od us umer 77 Pesguad comodo od us umer? 7 pcagnad comodo. od us ZE00GHT | Je
irmgamad 2015 -
Mz 15 2051
| Mew Broount registensd admingloaqaa.oomodo od us userd2iDoagqad. romodo.od ua userd2iposgqad comaado. od us TE 50000 GMT KB 1] I
i)

A confirmation dialog will be displayed and the retained messages are indicated by the anchor icons under the Actions column.

»  Toremove the retained status for a mail, select the retained message and then click 'More actions' > 'Un-Retain

Message'.
Archive © e
B showmessage g Repodspam | (5] Wheslist this Sender Blackicithis Sender | 7 Resendemal [ Delat m Show archive w | f} Rehesh
Cebeie sl
£ Fites
Feinin messaps
| Smtgect From Ta <::> Date [GHT «0)° Ske (] Actions
o M el Man Jun 15 .
userd2ficsggad.comado.od ua successhly  sdmin@oagge comodood ua user 7 T @osgqed comodo.od ua wser T Tifeagged comodo.sd ua 125000 GMT . i &
impored 2015
Mon Jun 1%
| NHew aocound regisiered sdminBesggs comodosd ua userdZBesgqud comodo.osd us userd2 @ esgqed comodo.sd ua 12500 GMT z:“ ] d;
2015
]
An alert will be displayed to confirm selected email(s) from retain status.
UnRetain email(s)
s Areyou sure you want to remove "retained” mark
from selected email(s)?
»  Click 'OK" to confirm.
7
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Archive & Hap

Succasshully unralaingd a
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125000 GNT et 3]

|+ | Maw aecount registend admin@cagqe comodo.od as umerddiEcugged comoda odlun werdZBagget comodo ad
2015

A confirmation dialog will be displayed and the anchor icons under the Actions column are no longer displayed indicating their
unretained status.

Incoming Spam detection settings

The settings made in this interface determine what kind of mails should be classified as 'spam’, 'probable’ and 'safe’. CASG
enforces several rules to mail envelope, header and content as the emails passes through its spam filters. Each of these rules
depicts some typical spam attribute, which has a numeric value on the probability that the attribute suggests spam. A message's
spam score depends on the result of weighted value of all the rules combined together. For example, if you set the spam
threshold as 0.33, all mails that have a score of more than 0.33 will be treated as spam and quarantined. Please note that the
highest spam threshold is 1 for CASG and the higher threshold you set, it is likely that more spam messages may be delivered
to the recipients. Try the settings for a week or so and after analyzing how much spam messages are being delivered to the
recipients without being filtered for the current settings, you have to reconfigure the spam threshold settings accordingly.

To configure incoming spam detection settings

»  Click the 'Incoming' tab from the left hand side navigation to expand it and then click the 'Spam detection settings' tab.
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B Spam detecton settngs
Repor spam
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The incoming spam detection settings interface for the selected domain will open:

Dashboard / Domains / Domain dashboard - docteamcasg comodo.od ua / Incoming Spam detection settings

Incoming Spam detection settings @ Heip
Quarantine enabled: Days saved: |30 c
Spam threshold: 0.9 Spam notation:
Frobable spam threshold: 0.1 Probable spam notation:
Quarantine response: |Rejected w |

Motify user about new quarantine message: ]

Resetto default

*  Quarantine enabled - Selecting this option will move the incoming emails detected as spam as per the
'Spam threshold setting' to Quarantine. If this option is not enabled, emails that are detected as 'Spam' will
not be quarantined but delivered to your email server with the subject line as set in the that you have set in
Probable Spam notation / Spam Notation fields. Unsure messages that are identified as probable spam
based on the 'Probable spam threshold setting' are always sent to the recipient (and never quarantined)
even if this option is enabled.

e Spam threshold - Enter any value between 0.1 and 1.0. All mails that are having a score value above that
value will be identifid as spam and quarantined automatically as explained above. Please note this value
should be always higher than 'Probable spam threshold' value.
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*  Probable spam threshold - Enter any value between 0.0 and the value entered in Spam threshold field.
All mails that are having a score value above that is set in this field will be identified as unsure mails and will
be delivered to recipients with the subject line as set in the Probable Spam notation / Spam Notation field.

»  Days saved - Enter the number of days that you want the mails to be retained in the quarantine. The
maximum number of days that can be set is 9999. The quarantined mails that are not checked, released or
deleted within the stipulated days will be automatically deleted from the quarantine.

*  Probable spam notation - The prefix that will be appended to the subject line of all 'probable spam' emails
sent to users. For example, "<Potentially Spam> Cheap deals on Dell computers" - where <Potentially
Spam> is the text enterd in the 'Probable spam notation' field.

*  Spam notation - The prefix that will be appended to the subject line of all 'Spam' emails sent to users. For
example, "<Spam> Order two Rolex watches and get a free carton of Viagra" - where <Spam> is the text
entered in the 'Spam notation'’ field. Note - this only applies IF quarantine has been disabled (i.e. If the
'Quarantine Enabled' box is not checked).

*  Quarantine response - Choose the response to be sent by CASG to the SMTP server that delivered a
message in the event that a mail is identified as spam.

*  Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not
delivered to the recipient) regardless of your choice here. These options merely determine what message
CASG will send back to the SMTP mail server. The available options are:

*  Rejected - Will inform the SMTP server that the email has been rejected by CASG and placed in
quarantine.

e Accepted - The email has passed the CASG spam filters and detected as a spam will be placed in
quarantine in silent mode.

*  Notify user about new quarantine message - Select this option if you wish CASG to send a notification
email to the intended recipient, if a spam email addressed to the recipient is intercepted by CASG and
moved to Quarantine. The notification email will contain a link to the email and a link for the user to login to
the CASG User interface.

*  The recipient will be able to click the link to directly read the email, without logging-in to CASG. The
lifetime of the link is one day. If the user has not clicked the link within a day, the link will expire.

» Ifthe user needs to respond to or delete the quarantined email, the user can click the next link to login
to CASG, view their quarantined mails and carry out their desired actions

»  Click the 'Save' button for your settings to take effect.
*  Torestore the settings to default, click 'Reset to Default'.

Report Spam

The Report Spam feature allows you to report suspected junk emails that have by-passed existing filters and landed in your
inbox. CASG will analyze reported mails and, if found to be spam, will update its filters to quarantine similar mails in future. You
can upload spam mails locally saved in your system into this area. CASG accepts a range of different mail formats, for
example, .eml and .msg.

To report a spam mail

*  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Report spam' tab.
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The Report Spam interface will open.

Ceshboard f Domeire FQomain deshbosnd - doctesncasg comodn gd 1w fReport zpem

Report spam © e

Upload .eml format files only (max. size - 9 Mb)

L Upload

e Click the 'Upload' button

Navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you want to report as
spam and click 'Open'. The maximum size of the file that can be uploaded is 9 MB.
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=i tangel Beauty Clinic

59 Apply, Get Real Quotes For Top Plans. Go With The Best Offer
54 Europe Lotkery - Yoo waon £500,000

ES MY CaNADTAN PHARMACY

54 Your Email Id has won 1,000,000,00 GEP in the British Microsoft Inc,

File name: I.ﬁ.ngel Beauty Clinic j Open I
Files of tpe: I,-‘.‘-.II Files [*.%] j Cancel |
g

Note: Make sure to upload the file in email format only and size should not exceed 9 MB. Otherwise, the following warning

message will be displayed.

Comodo Antispam Gateway

g the requestwas rejected because its size
(10008632 exceeds the configured maximum

(921 6000)

The mail will be processed for uploading...

Ciszhbesard f Domsire FDomain deshboard - doctasncasy comodo.od ua Report spam

Report spam

Upload .eml format files only {max. size - 9 Mb)

&) Upload
Angel Beauty Clinic.aml:

File size: 349KB

... and success message will be displayed.
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Epam repofad successfully [

*  Click the g button to close the message.

Delivery Queue

In general, emails are delivered to the destination server directly and not stored on the filtering machines. But whenever an
email destination server for an account is temporarily unavailable, all filtered mails are queued in the CASG servers for delivery
at a later time. Emails that are permanently rejected by the destination server with a 5xx error code will not be queued and
rejected by the CASG system. The queued emails can be accessed in the CASG interface and from here they can be manually
force retried for delivery.

The queued messages on CASG severs are automatically retried for delivery for up to a period that is set in 'Maximum days to
retry ' field in domain settings (for example, 4 days).The automatic retry schedule is given below:;

*  During the first two hours, the queued messages are retried for delivery at a fixed time interval of 15 minutes.

*  During the next 14 hours, the queued messages are retried for delivery at a variable time interval starting from 15
minutes and multiplied by 1.5 with each attempted delivery. For example, after the first 15 minutes, the subsequent
attempts will be after 22.5 minutes, 34 minutes and so on.

»  From 16 hours since the delivery failure and up to 4 days, the queued messages are retried for delivery at a fixed time
interval of every 6 hours.

»  After a period of 4 days, all queued messages will be bounced to respective senders. The messages will be frozen if
the bounce cannot be delivered immediately and retried for delivery at a fixed time interval of 3 days for the first 21
days. At the end of this period, delivery of messages will have failed permanently.

To manually force-deliver emails in queue

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Delivery queue' tab.

cCoMODDOD
 Antispam Gateway

£
£~ Das ard

'%.‘P' Liomizin dashboard

fir Incoming

Spam detection sethings
RN ooam

m [islvery queus
Destimanin fules
Local recipient=

Clear sncoming cache

Log search

The Incoming Delivery Queue area of the selected domain will open:
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Daghboard / Domaing / Domain dashboard - docisameasy comodn pdua / incoming delvery queus
Incoming delivery queue Help
=7 Foree refry Show headers Delivery diagnosiic Meds i} Refresh
© Firers
Cuesise id Inguene”  Sender Recipient Message site Subject Last action Server name Delay reasons
Jehn@docieamcas;
New aceount connect to
5 I i Cce
SIRWrd24WT21 ZLFL 52m admin@antispamg: john@docteamcasy 21577 registered message_gueve_ch miad.prod.casg 91.196.95.19(91.19
Connection
refused
du'rlrjzg-mp-q;r:_'u'rlr::
Hew account connectto
JRWIZIGMHZHAMS 52m admingantispamg: demo2docteame: 21585 ] message_queue_ch mial prod.casg 91.196.95.19(91.19
Connachinm
refused
bob@docieameasg

connect to
Hew account
m admingantispamg: bob@docteamcasg 21566 ' message_quewse_ch miad prod casg 91,196.95,19[31.19

registerad
g Connection
refused

= Ed
3|RwrYBXRGZ1 2L s¢ B

demol @socteamci

s connect to
. 52m admingantispam demal pdocteame: 21586 Rt messa uee_ch mtal prod cas 01.19695 ]qu' 19
L it X tt .
3jRwr¥OIY1zHnly - pamg . registered o ’ ’ Connection
= L

refused

ohn@docteamcast

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search queued emails

Click anywhere on the Filters tab to open the filters area.

seshboard / Domains f Doman dashiboard - docteamcssg comedo od un f incoming delivery quese
Incoming delivery queue Help
=1 Force retry | 2l Show headers Delivery diagnostic | By aens & ¥ Rafrash

& Fitters

Quiei id In queue Sender Recipient Message size Subject Last action SErver name Delay reasons

You can add more filters by clicking + for narrowing down your search.
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Dasbiboasd / Domains f Doman dashboard - docieamcasg comedo.od.ua / incomng delvery gueus

Incoming delivery queue Help
1= Force retry - Bl Show headers Delivery diagnoatic Alers £ Refresh
£ Fiters

& cueueid w | containg v Apply filter

== {(ueus nama | aquals w

== Sander w | nat contains ~

== Recipient w | containg w

= Message size ~ | lass than w0 o

= Subject w | starts with w

== Las!action w | ends with v

== Sarver name w | conlaing w

[ Queue id In queue Sender Recipient Message size Subject Last action Server name Delay reasons

R R P dema@csg.comod demol@docteame 4752 Re: D0 demo 2 message_added  miald prod.casg
You can remove a filter by clicking the ™= icon beside it.

Available filters are:

*  Queue ID: Will execute a search of Queue ID according to the text entered in the text box (column 3) and the
condition selected in column 2.

*  Queue name: Will execute a search of Queue name according to the text entered in the text box (column 3) and the
condition selected in column 2.

*  Recipient - Will indicate the email address of the recipient that is in the delivery request.
»  Message size - Will execute the message size settings according to the number selected in the 'Filters'.

»  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  Last action: Will execute a search of Last action according to the text entered in the text box (column 3) and the
condition selected in column 2.

»  Server name: Will execute a search of Server name according to the text entered in the text box (column 3) and the
condition selected in column 2.

*  Delay reason - Will indicate the reason an email is queued and cannot be delivered immediately.

When you select any one of the above options in the first drop-down, the following conditions are available:

*  Contains: Displays all queued mails that contain the words entered in the text box
e Equals: Displays the queued emails that have the same words as entered in the text box
*  Not Equals: Displays the queued emails that do not have the words entered in the text box
*  Not Contains: Displays all queued emails that don't contain the words entered in the text box
«  Starts With: Displays all queued mails that starts with the words entered in the text box.
*  Ends With: Displays all queued mails that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:

«  Sender: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  Recipient: Will execute a search of users according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  Message size: Will execute a search of mails according to the size selected or entered in third field (column 3) and
the condition selected in column 2.
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If 'Sender' and/or 'Recipient’ option is selected, the following conditions are available:

»  Contains: Displays all queued mails that contain the words entered in the text box
*  Not Contains: Displays all queued emails that don't contain the words entered in the text box
If ' Message Size' is selected, the following conditions are available:

*  Less than: Displays the queued emails with size less than the selected or entered size in the third box
»  Greater than: Displays the queued emails with size greater than the selected or entered size in the third box

o Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.

*  Click anywhere on the Filters tab to close the filters area.

+ ¥ Refresh
e Click the button to display all the queued emails.

Note: To display all the queued emails after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

To force retry queued emails
»  To force-deliver a single email manually, select an email from the delivery queue and click the 'Force retry' button.

*  To force-deliver all email messages in the queue, select the checkbox beside 'Queue id" and click the 'Force retry’
button.

Note: Frozen emails can't be force delivered from CASG interface.

To view headers queued emails

e Select an email from the delivery queue and click the 'Show headers' button.

DQ message headers

Received: from mxsnZ. spamgateway comadao.com (unknown [10.200.1.248])

by mta3.prod.casg (Postfix) with ESMTP id 3jRwrd24dWTz12LFG

for =john@docteamcasg.comodo.od.ua=; Tue, 28 Oct 2014 14:53:05 +0000 (UTC)
Received: from outbound.antispamgateway.comodo.com ([178.33.199.67]
helo=antispamgateway comada. com)

by mxsnvZ.spamgateway.comodo.com with esmtps (TLSv1 . DHE-RSA-AES256-3HA256)

(Exim 4.84)

(envelope-from =admin@antispamgateway.comodo.com=)

id 1Xj88t-0000n1-Kk

for johni@docteamcasg.comodo.od.ua; Tue, 28 Oct 2014 14:53:04 +0000
Received: from wid.prod.casg (unknown [10.200.1.248])

by relay2.prod.casg (Postfix) with ESMTP id 3jRwrcd7Cwz120QIn

for =john@docteamcasg.comodo.od.ua=; Tue, 28 Oct 2014 14:53:04 +0000 (GMT)
Date: Tue, 28 Oct 2014 14:53:04 +0000 (GMT)
From: admin@antispamagateway.comodo.com

To: john@docteamcasg.comodo.od.ua

Message-ID: =61067506.21561.1414507984634 JavaMail root@ui3.prod.casg=
Subject: Mew account registered

MIME-Version: 1.0

To view diagnose routes availability of an email message in delivery queue
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e Select an email from the delivery queue and click the 'Delivery diagnostic' button.

Mail delivery diagnostics >

MTA server availability

[Relay : csg.comodo.od.ua:20]

Error code : 500

Error message : SMTP host unreachable
Mo entries on your request

Log search (by queue ID)
[Host:10.200.1.121] *
2014-10-28T15:38:37.045459+00:00 mta2 post_rest: [Tue Oct 28 15:38:37 2014] [debug] GET I
"flog/3jRWIY6XRGZ12Ls6".

m

[Host:10.200.1.122]

2014-10-28T14:53:01.920681+00:00 mta3 postfix.mta/smtpd[18514]: 3jRwrYEXRGz12Ls6:
client=unknown[10.200.1.248]

2014-10-28T14:53:01.921649+00:00 mta3 postfix.mta/cleanup[13104]: 3jRwrY6XRGz12Ls6: message-
id=<891193322.21552.1414507981151.JavaMail.root@ui3.prod.casg>
2014-10-28T14:53:01.921661+00:00 mta3 postfix.mta/cleanup[13104]: 3jRwrY6XRGz12Ls6:
subject=New account registered

2014-10-28T14:53:02.149219+00:00 mta3 postfix.mta/qgmgr{26853]: 3jRwryEXRGz12Ls6:
from==admin@antispamgateway.comodo.coms=, size=21566, nrcpt=1 (queue active)

201 4-10-28T 14302 537TRE2+00N0 mtad nostie/relav/smtnl281901° 3iBwrYAXAG? 121 56

Alerts

The ‘Alerts’ area allows you to configure notification emails if there is a mail delivery delay. You will need to allow the alerting
server to send you these alerts, so please add mxsrv10.antispamgateway.comodo.com [178.255.87.30] to your firewall/transport
rules if necessary.

3 Domain dashboard

=7 Force retry Show headers Delivery diagnostid Alerts

‘ o Filters

Archive Queue id In queue Sender Recipient

3 Incoming

Quarantine

Spam detection setiings
Report spam

Delivery queue

4 e
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Delivery Queue alerts

Send an email alert to | enferemar! soldresses seperafed by comma for more than one aodress)

if queue contains more than |1 iterns

if emails remain in the gueue for more than |5 | hour(s)

Send email alert to: Enter one or more email addresses as alert recipients.

alert frequency |5 | minutels)

You can specify 2 possible criteria that will trigger notifications:
1)If queue contains more than n items: Allows you to specify how many emails are queued before notifications are sent out.

2) If email remains in the queue for more than n hour(s): Will send notification mails when the oldest mail in the queue exceeds
the age you specify (max age = 72 hours).

If you select both criteria, you will receive separate notifications for each trigger. If you uncheck both boxes, notifications will be
cancelled.

Alert frequency determines how often you will receive delivery delay notifications. Possible values are between 5-360 minutes.

Destination Routes

If there is a temporary problem with the primary email destination server, CASG will try to deliver the filtered mails to the next
destination email server that is configured. If the failure is permanent, for example, unable to resolve hostname, CASG will try to
deliver through the next alternative route.

To add additional destination routes

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Destination routes' tab.

coMODO
Antispam Gateway

D
* /) Dashboard Des
__':: Cioma

= + ]

() Incoming
Auaranting

Spam detechion sett np=

Report Spam

The 'Destination routes' area of the selected domain will open:
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Dashboard f Domaing / Demain dashboard - docteamecasg comodo. od.ua f Destination routes

Destination routes Help

== Add

[[] Route Port

] csg.comodo.od.ua 25

Save priority

e (Click the 'Add' button to add another alternative destination route

The 'Destination routes' dialog box will be displayed.

Destination routes

o RN

e Enter the alternative destination route and click the 'Save' button

e The domain entered in the 'Destination routes' field is checked by Comodo Gateway diagnostic tool to assure the
destination route is entered by administrator correctly.
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Routes check errors.

Relay : fhhfgjgkhlkjlj.com:25

Ermror code : 500

Error message : SMTP host unreachable

Relay - dgdfgfjgkhlh.com:25
Error code : 500

Emror message : SMTP host unreachable

Are you sure you want to proceed with domain save ?

e (Click 'Proceed' to save a domain.

The added route will be displayed in the list.

Dashboard f Demains / Domain dashboard - docteamcasg.comodo.od.ua f Destination routes

Destination routes

o Add | [T Delete

9 Help

[] Route Port
[+ csg.comodo.od.ua 20
[F]+ casg.comodo.od.ua 25

Save priority

*  If you want additional routes to be included, click + to add more alternative destination routes.
You can also prioritize the routes by dragging and dropping from the list.
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Daghboard f Demains / Domain dashbeard - docteamcasg.comodo.od.ua f Destination routes

Destination routes @ Help

o Add | [T Delete

[] Route Port

[+ casg.comodo.od.ua 25

Save priority

[[]+ csg.comodo.od.ua (]

»  Click the 'Save priority' button to confirm the changes.

Click here for more details on how to check the routes.

Local Recipients

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When the 'Local Recipients' option is enabled, only existing and valid email accounts in the destination
server will be accepted. When this option is selected, all the recipients have to be added manually, else even valid users for that
account will not receive emails. Comodo recommends that this option should be used in specific cases only and not required in
normal cases.

To add local recipients

*  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Local recipients' tab.

=) coMoDO E
® Antispam Gateway [

&8 Domain dashboard

(3} Incoming

Guaranline
Archive
Spam defection sefllings
Repord spam
Crelivery guaue
P i  suies
m | acal recipients

Clear incurriEag cacne

Log search

The Local Recipients configuration area of thé seiected domain wil open:
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Dazhbeoard f Domaing / Domain dashbeard - docteamcasg. comedo.od.ua f Local recipients

Local recipients @ Heip

Use local recipients: Save

o Add | ] Detete @ Importfrom CSVfile

[[] Local recipient
Mo items found

1 I [1-0/0] Perpage |15 w

*  Select the 'Use local recipients' check box and click the 'Save' button
e Click the 'Add' button

The 'Add local recipient' dialog box will open.

Add local recipient

i@ docteamcasg.comodo.od.ua

o JRE=Y

*  Enter the recipient's in the E-mail field
Add local recipient

E-mail | user i@ docteamcasg.comodo.od.ua

o N

e (Click the 'Save' button

Repeat the process till you have added all the users.
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Dashboard / Domains / Domain dashboard - docteamcasg. comede.od.ua / Local recipients

Help

Local recipients

Use local recipients:

o rdd | [ Detete | () importfrom CSVfile

[[] Local recipient

[ user {@docteamcasg.comodo.od.ua

[ user2@docteamcasg.comodo.od.ua
Perpage |15 W

1 i

To delete a local recipient

Select the user that you want to delete and click the 'Delete’ button

Dashboard f Domains / Domain daghboard - docteamcazg comodo.od.ua / Local recipients

Help

Local recipients

Use local recipients:

o 2dd ([ Delete) @ Importfrom C8Vfile

[[] Local recipient

userl @docteamcasg.comodo.od.ua

] user2@docteamcasg.comodo.od.ua
Perpage |15 w

1 i
e (Click 'OK" to confirm.

Delete local recipient(s)

@Are wou sure you want to delete the selected

recipients?

The selected recipient will be deleted from the list

Tip: You can select multiple recipients to delete by pressing and holding the Shift or Ctrl keys.
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To import local recipients from CSV file

You can add many new users at a time by importing from a file. The users should be saved in separate lines as shown below:

user1
user2
user3d
e Click the 'Import from CSV file' to import new users from a CSV file.

Dashbeard f Domains f Domain dashbeard - docteamcasg.comedo.od.ua / Local recipients

Local recipients Help

Use local recipients: m

3 Import from CSV file

userl @docteamcasg.comodo.od.ua

o Add | [ Delete

[[] Local recipient

[ user2@docteamcasg.comodo.od.ua

1 i Perpage |15 W

*  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum size of the file
that can be uploaded is 9 MB.

Upload csvTile.
Each line should contains the username of a local recipient

For example:

testuser
testuser

Llpload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not

imported task.
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Diszhiycard £ Damairs FDoersEin deshboard - docteamcasg comodo, od Us J Local recigiants

Local recipients Help

Import is in process. Please wail B

Usa local recipients: [£] m
+;u1: ﬁ Delete " 3 Remove import task

Local recipiem

userl @docteamcasg comodo od ua £

userd@doctearncasg comodo.od ua
1 IR

Perpage |15 vl

On completion of the upload process, the results will be displayed.

Cashbosrd § Doenaines: § Domssin dashibosed - doctesmcasn compoo od us | Locsl reciplents

Local recipients Help
Total lings processed 7 B
Impored 6 usens) &
Irnpeart for dormain doctearmcasg comodood.ua has been finlshad E

N [
Uise local recipients: ¥ m

o acd T cotete £ Impon rom CEVAIe

|| Lecal recipient

alan@docteamcasg. comodo oo us
black@docleameasg.comodo.od.us
bobEdocteamcasy comado.od ua

| duncang@docleameasy cormado od us
lenmy@docteamicasy comodo,.od.ua

| jsmilh@docteameasg.comodo.od ua
user @docteamcasg comodo. od us

] l.I*::I?C_"du.h:-:IIlI. asq comoda.od.ua

1 al Perpage |15 (¥

The local recipients from .csv file will be uploaded and the administrator who carried out the task will receive a notification about
the import task completion.

Clear Incoming Cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When an email for a certain recipient is permanently rejected by the destination server with a 5xx error
code, the destination address of the recipient is considered invalid and all emails sent to the recipient will be rejected. CASG

filtering servers caches this information locally for up to two hours. CASG interface allows you to clear the callout cache without
waiting for the servers to clear it.

To clear incoming cache

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Clear incoming cache' tab.
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The 'Clear incoming cache' area of the selected domain will open:

Daghipoard FDomans / Domen dashposrd - dociesmeacen ooy od 15 FClesar INComng cacha

Clear incoming cache © e

Here you can clear the incoming callout cache for domain

*  Click the 'Clear button
The callout cache for the incoming domain is cleared.

Daghiposrd FDomans / Domain dashbosrd - doctesrmessd comodo.pd s / Clear incoming cache

Clear incoming cache © Heip

Cache was succassfllly clearad. [ x|

Here you can clear the incoming callout cache for domain

e Click the (%] button to close the notification.
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Log Search

The Log Search option in CASG allows you to search for a specific email message.

To search logs for incoming mails

e Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Log search’ tab.
coMOoDO0
Antispam Gateway

) Dashboard
€3 Domain dashboard

() Incoming

Sparm delecton setings

Report spam

Delivery queus

Local recigianis

The 'Log search (incoming)" interface of the selected domain will open:
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Dashboard f Demains ¢ Demain dashboard - docteamcasg comedo.od.ua / Log search (incoming)

Log search (incoming) Help

Daterange: |2014-10-26 AM 10:49:15  [i] - 2014-10-27 AM 10:49:15  [:5]

Message ID:
Sender.

Recipient: @docteamcasg.comodo.od.ua
Sender IP
Sender host:

Predicate: |AND w

Include results from the last minutes: [

Search

«  Date range: Select the date range for which you want to search the log file. The date range for which the log search
can be processed depends on the settings configured in Domain Settings > Log retention period.

e Message ID - Enter a unique message identifier (optional )

»  Sender: Enter a sender email address in this field.

*  Recipient: Enter the email address in this field (for example, 'testuser1’).
«  Sender IP: Enter the IP address of the sender.

«  Sender Host: Enter the sender host name.

*  Predicate: You have the option to select either 'AND' or 'OR'" in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

e Include results from the last minutes: If selected, CASG will include messages that are currently being migrated
from the filtering server to the logging server in the search results.

The aplion *Include results frarm the last minuas® will slovw down the search rasull retrieval (%

¢ Click the 'Search' button.

CASG will search for the entered terms and display the results.
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Date and time

2014-10-28 13:37:05

2014-10-28 13:37:05

2014-10-28 13:36:33

2014-10-28 13:36:33

2014-10-28 13:34:32

2014-10-28 13:34:32

2014-10-28 13:26:19

Domain Aliases

Host (Exim id)

mxsrv1.spamgateway.con
1Xj6xK-0008ET-B2

mxsrv1.spamgateway.con
1Xj6xK-0008ET-B2

mxsrv1.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv1.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv2.spamgateway.con
1Xj6up-00070G-Jb

mxsrv2.spamgateway.con
1Xj6up-00070G-Jb

mxsrv1.spamgateway.con
1Xj6ms-0008Pk-CK

Sender hostname

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrvl.spamgateway.con
178.33.199.65

mxsrvl.spamgateway.con
178.33.199.65

mxsrv2.spamgateway.con
178.33.199.66

Sender

demo@csg.comodo.od.u

demog@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demog@csg.comodo.od.u

demo@csg.comodo.od.u

Recipient

demo

demoz2

demo

demo2

demo

demoz2

demo2

Subject

,0Q demo 2

,DQ demo 2

,Re: DQ demo

JRe: DO demo

,0Q demo

,DQ demo

Archive email 2

COMODO

Creating Trust Online®

Classification

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam
Rejected
Rejected by relay
restriction for this
recipient
Rejected
Rejected by relay
restriction for this
recipient

Accepted

The Domain aliasing feature in CASG allows the administrator to add multiple domains as aliases for the main domain. After
adding a domain alias, the MX records should be configured to activate the filtering process for this domain alias. Once this is
done, mails sent to users at alias domain will be filtered and delivered to users at main domain. For example, if you add
testdomain.org as an alias domain for the main domain testdomain.com and mail sent to user1@testdomain.org will be filtered
and delivered to user1@testdomain.com. The 'To:" headers in the email will still display the original recipient as
user1@testdomain.org.

To add domain aliases

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Archive’ tab.
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The 'Domain Aliases' interface of the selected domain will open:

Deshborrd f Domeins § Domain dashbosrd - doctesmcesg comodo od us J Doman olisses

Domain aliases
o aad | @ Celete

[#] Alias

e (Click the 'Add" button to add a domain alias for the selected domain

The 'Add domain alias' dialog box will open.

Add domain alias

o R

¢ Enter the domain alias name in the 'Alias' field
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Add domain alias

Alias
alias.od.ua

o R

e (Click the 'Save' button
The domain will be added to the main domain as alias and will be listed in the interface.

Dmshbomrd f Domeins § Domein deshbosd - cdoctesmorss comodo oo us | Domsin aieses

Domain aliases © Hoi
o add | [ celete

[] Alias

alias.od.ua

¢ To delete a domain alias, select the domain alias from the list and click the 'Delete’ button

Cashbosrd J Doemains § Domain cashibosid - Joc] eRncasn COMmnEd of Us J Domsin alkssss

Domain aliases © e

[¥] Alias

#] alias odua

¢ Click 'OK' to confirm the deletion.

Alias removing

aliages?

@Are wou sure you want to remove selected

The selected domain alias will be deleted from the list.

Domain Settings
An administrator can configure various settings for the selected domain such as primary contact email address, the
administrator's email address and maximum number of bounces allowed before being rejected.

To configure domain settings
e Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Domain settings' tab.
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The 'Domain Settings' interface of the selected domain will open:

Dashboard / Domains / Doman dashbedrd - csoged comode od ua / Domain 3cttings

Domain settings

Maciimum bounces:

Log retention period

Maximum days to retry:

Max. number of users:

Enable archive cleanup:

Archive manths to store

Enable user auto-login:  [¥]
Days before cookie expiration:

Email for licenze notifications:

© vew

-~
6000 =

-
a0 o

E
4 s
Linlirmited
]

-~

W
¥

Fa
1 s

usar@csggad.comodo.od.ua

Save Resello defaull

*  Maximum bounces: Each recipient of the selected domain will be limited to receive only these many message
bounces set in this field per hour (messages from postmaster addresses or with an empty envelope sender). Please
note that if the number of bounces exceeds the limit set in this field, the messages are not quarantined but are
permanently rejected and will not be received later. You can set this to a low value, if the users at the selected domain
do not send mails to invalid addresses frequently. By default this field is set to 6000.
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*  Log retention period: All spam and non spam email connections to a domain are logged in the CASG server. By
default the storage period of this log is 30 days. You can store the log for a longer period by entering the number of
days that you want to store in the field. After the end of set period, the log data will be moved to a separate storage
and cannot be retrieved.

e Maximum days to retry: If the destination route has temporary problems, the messages are queued and
automatically retried at fixed intervals for the number of days entered in the field. Even after this period if the emails
cannot be delivered, they are bounced to the sender. By default, this is set to 4 days, the main reason being that the
senders should be aware that his\her messages are not being delivered for 4 days.

e Max. number of users: Enter the maximum of users that can be added for this domain. Leaving this setting as
'Unlimited" will allow you to add up to, but not exceed, the maximum number of users permitted by your current
license. This can also be done while creating a domain or in the editing domain interface.

* Enable archive cleanup: This setting enables or disables the auto-clean up of incoming archived mails in the archive
storage. This option is available for customers that has purchased archive storage from Comodo.

*  Archive months to store: This setting becomes active if the 'Enable archive cleanup' checkbox is selected. Enter the
period for which the archived mails should be stored after which the messages will be purged automatically.

*  Enable user auto-login: If enabled, end-users can login into their CASG account without entering their credentials.
On first login, the users will be asked to confirm their auto login. The users can also change the settings on their "My
Profile’ page. The users' credentials will be stored in the browser' as autologin cookie and will be valid for the number
of days that is entered in the next field 'Days before cookie expiration'.

*  Days before cookie expiration: This will enabled only if the 'Enable user auto-login' check box is selected. Enter the
validity period of the autlogin cookie in days after which the users have to provide credentials while accessing their
CASG account. The period starts after each login by the user.

«  Email for license notification: Enter the email address for receiving license notifications for this domain. You can
enter different email addresses for different domains for receiving notifications with respect to CASG license. If the
field is left blank, then license natifications will be sent to admins' registered email address in Comodo Accounts
Manager (CAM).

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and 999999
in the '"Max. number of users' field, but CASG checks if the total number of users for all domains is within your license limit.

*  C(lick 'Reset to default' to reset default settings in CASG.
e Click the 'Save' button.

A confirmation dialog indicating the successful configuration of the domain settings will be displayed. Click 'X'.

Successfully saved %]

Manage Report Subscriptions for Selected Domain

The Manage report subscriptions interface accessible from the 'Incoming’ configuration area of a selected domain allows the
administrator to configure the subscription to the periodical Domain, User import and Quarantine summary reports generated for
that domain. The administrator can also specify the self and peer administrators of that domain to whom the reports are to be
delivered. Refer to CASG Reports - an Overview for more details on the reports.

To access Manage report subscriptions interface

»  Click the 'Incoming' tab from the left hand side navigation to expand it and then click the 'Manage report subscriptions'
tab.
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(1) Outgoing

The 'Manage report subscriptions' interface will be displayed:
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Doshboard / Domans £ Domain dashboard - cagoad comodo od ua f Manage repart subscrpiions:

Manage report subscriptions Help

Report recipients

&2 Domain statistics report

Period Hour Day of month Day of week Send empty | Enabled  Start date (GMT} | Report length
¥ Every hour S Ewvery day Every week day
Choose Choose Choose

€ Quarantine report
£ Quarantine release report
£ Reported Spam report

£ Users auto-import report

Resel sefings 10 default

The Report recipients field will not be auto-populated as it does in the interface of Customer Management > Managing Report
Subscriptions. Enter the email address of the administrators belonging to that domain in the text field separated by a comma
after each email address.

Dashboard / Domains J/ Domain dashboard - csggad comodo od ua f I.l'ur.ugl report subscripbons

Manage report subscriptions Help

Report recipients

user?7@csggad comode od.ua userl@csggad comoda odua

*  You can expand/collapse a report configuration section by clicking on the respective strip.

»  Clicking the 'Reset settings to default' button will disable all the reports. The 'Report Recipients' field will not be
cleared.

The administrator can configure the subscription for three types of reports from this interface:
*  Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly will

contain a detailed statistics of the mails that are identified as spam or containing malicious content and moved to
Quarantine of the domain automatically by CASG. Refer to CASG Reports - An Overview for more details.

«  Domain Statistics Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly will contain a detailed statistics of number of users, mails that have been received at and sent from the
domain, number of spams identified and blocked and so on. Refer to CASG Reports - An Overview for more details.

»  Users auto-import report - The periodical report which can be configured to be received hourly, daily, weekly or
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monthly will contain details of new users that were auto-imported based on incoming mails received for them at the
mail server. For more details on configuring CASG for auto-importing new users, refer to the section Managing User
Auto-import. Fore more details on the reports, refer to the section CASG Reports - An Overview .

*  Quarantine Release Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly will contain a detailed statistics of the quarantined mails that are released by the administrator to the recipient.
Refer to CASG Reports - An Overview for more details.

*  Reported Spam Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly will contain a detailed statistics of the mails that are reported as spam by administrators and users. Refer to
CASG Reports - An Overview for more details.

To configure the subscription of the reports

*  If you want the administrators of the account to receive the periodical reports, select the 'Enabled’ checkbox in the row
of the respective report type. If both the reports are required, you can select both the checkboxes.

»  Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.
»  Select the frequency of the report to be sent to the administrators from the options for:

¢ Quarantine Report;

*  Domain Statistics Report;

¢ User Auto-Import Report;

e Quarantine Release Report; and
*  Reported Spam Report.

Quarantine Report

& Quarartine report
Hour Day of month Day of wisak Send empty ~ Enabled = Start date (GMT) Report kength
Every hour WEyvery day Every week day

® Choose Choose @ Choose
a - < Monday -
Tuesday Mext report fior 3 dey{s) from last
7 Jun 29,201503:00 - -
o = (675 47
Wednesday |o run (2015-06-25 17:00)
7| 3 Thursday

¥ Friday

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

*  Day of month - The reports will be generated and sent to the administrators every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.
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& Domain statistics report
Period Hour Day of month Day of week Send empty Emabled Start date (GMT)  Report length
@ i—\'rrj-' hour @ En't'"j' day E\'el',' wesl dd,'
Choose Choose ¥ Choose
- fem Cunds
Ay Mexct report for last
¥ Wonday — Jun 29,2013 week(s) from last
Weekl o= s
e b . 00-00 run (20150622
b 17:00)
Wednesday
i 2 Thursda =

»  Period - Enables you to set the period to be covered in the report. The report will contain the statistics of all
the domains in the account for the past one hour, one week, one month or one year, as selected from drop-
down from the scheduled report time.

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

*  Day of month - The reports will be generated and sent to the administrators every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

User Auto-Import Report

© Users auto-import report
Hour Day of month Day of waek Send empty ~ Enabled  Start date (GMT) Report length
Ewvery hour Every day Ewvery week day
*Chooae @ hogse ¥ Choose
1 a 1 a Tugsday
| Wednesday 7 Feb 05,2016 0500 Nenxct "epci‘l for ‘2.2-.‘- .sa}'.lil from
" last run (20153-06-25 17.00)
7l 5 Thufsday |
] & ¥ Fricay 1
- EIl - | Baturday =

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of

the day or date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day

every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day

every week chosen at the hour selected from the 'Hour' column.

«  Start date - Displays the start date of the report generation depending on the options chosen (as per

Greenwich Mean Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.
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& Quarantine release report

Hour Day of month Day of week Send empty  Enabled = Start date (GMT) Report length
Every hour W Every day Every week day
@ Choose Chogse W hoose
v = ¥ Sunday £
¥ 1 | Monday E IE] Jun 28,201501:00 Next repart for 95 dayie) from

_ last run (2073-03-25 0000}

uesady
Wednesda

4 - Thursday -

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

Reported Spam Report

& Reported Spam repart

Hour Day of month Day of week Send emply Enabled | Start date (GMT) Repart length
Every hour ¥ Every day Every wesk day
W Choose Choose @ Choose
0 - & & Sunday
1 Monday | F e e e Mext report for 95 day(s) from
= o Jun 28, 2015 02:00
= e last run (2015-03-25 00:00)
il Tuasda |
] 3 nes

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

*  Day of month - The reports will be generated and sent to the administrators every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

«  Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

»  Click 'Save' for your settings to take effect.

Relay Restrictions

The 'Relay restrictions' interface allows administrators to specify Message Transfer Agents (MTA), mail servers or other mail
relays from which incoming mail to a domain should be accepted or strictly rejected.

For example, a business that has regional offices can configure their regional systems to accept only incoming emails from the
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email servers at the home office.

Email administrators can define the Organization names from which emails can be accepted or rejected. CASG parses the mail
headers of each incoming mail to ensure the existence of an MTA's IP address or FQDN of the organization before accepting
the mail. If the organization name is not known, administrators can use the 'Lookup' feature from the interface itself by entering
the IP address of the email domain name of an incoming mail.

To add a relay restriction rule

»  Click the 'Incoming' tab from the left hand side navigation then click the 'Relay Restrictions' tab:

: coMODOD
Antispam Gateway

JC‘ Domain da
5 incomin q

Quarantine

The relay restrictions interface for the selected domain will open:

Dashboard / Domains

o Add | Delete  # Edit

[C] Restrict email acceptance to the following relay servers

Domain dashbeard - docteamcasg.comode.cd.ua / Relay restrictions

Organization name Policy

© Google Inc. Accept

»  Select the 'Restrict email acceptance to the following relay servers' check box .
e Click the 'Add' button

The 'Add restriction' dialog will appear.
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Add restriction

Organization name :

|
Policy @ Accept CReject

Lookup IP for organization name

Save | Cancel |

*  Enter the organization name in the 'Organization name' text box

» If you are not sure about the organization name, obtain the IP address of the mail server from any incoming
mail from the organization and enter it in the 'Lookup IP for organization name' field. Click 'Lookup’ to
perform the search.

e CASG will perform a lookup from WHOIS.com website and auto-populate the Organization name field.
»  Choose the acceptance policy for emails from the organization's mail server:

e Accept - All mails from the selected organizations will be accepted. Those from other organizations will be
blocked.

*  Reject - All mails from the selected organizations will be blocked. Those from other organizations will be
accepted.

e (Click 'Save' for the rule to take effect.

Relay restrictions now enabled. B8

*  Repeat the process till you have added all the organizations.

The administrator need to add a rule for each organization from which the mails are to be accepted or rejected.

Illustrations:

1. For example, if you want to accept mails only from two domains, namely gooddomain1.com and gooddomain2.com and
reject mails from all the other mail servers, create two rules, one for gopoddomain1.com and other for gooddomain2.com.

*  Rule 1-Accept gooddomain1.com and block all other domains

*  Rule 2 - Accept gooddomain2.com and block all other domains

Only the incoming mails from gooddomaini.com and gooddomain2.com will be accepted. Those from all the other domains
will be rejected.

2. For example, if you want to block mails only from two domains, namely baddomain1.com and baddomain2.com and allow
mails from all the other mail servers, create two rules, one for baddomain1.com and other for baddomain2.com.

e Rule 1-Reject baddomain1.com and allow all other domains

¢ Rule 2 - Reject baddomain2.com and allow all other domains

Only the incoming mails from baddomain1.com and baddomain2.com will be blocked. Those from all the other domains will be
accepted.

You can create any number of 'Allow' and 'Reject' rules. The 'Accept 'rules have more priority and reject rules will be skipped in
case of any rule conflict.
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The incoming mails from blacklisted domains in the global or domain blacklist will be rejected even if they are accepted by the
relay restrictions rules. The priority order of rules checked on allowing an email is as follows:

1. Global blacklist

2. Domain whitelist/blacklist
3. Relay restriction rules

4.  Per user whitelist/blacklist

Note: The 'Relay restrictions' is disabled for TRIAL customers.

Editing Relay Restriction Rules

You can change the organization name or acceptance policy of any rule at any time.

To edit arule

e Choose the rule to be edited and and click the 'Edit' button.

Dashboard / Domains / Domain dashbeard - docteamcasg comede.od.ua / Relay restrictions

khe following relay servers

Policy
Accept
Accept

Accept

Add/Edit restriction

Organization name :
Rediff com India Limited|
Policy @ Accept ©)Reject

Lockup IP for organization name :

Save l Cancel

The Add/Edit restriction dialog will appear.

»  Edit the fields and policy options as required. For more details refer to the explanation under To add a Relay
Restriction Rule.

»  Click 'Save' for your changes to take effect.

Removing Relay Restriction Rules

You can remove unwanted rules at anytime from CASG.
To remove a Relay Restriction rule

*  Choose the rule you want to remove and click the 'Delete' button
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Dashboard f Domaing / Domain dashboard - docteamcasg comodo.od.ua / Relay restrictions

Policy
Accept
Accept

Accept

Delete restrictions

@ Are you sure you want to delete the selected

restrictions?

e Click 'OK"in the confirmation dialog.

Geolocation Restrictions

The 'Geolocation restrictions' interface allows administrators to specify the country from which CASG administrators and users
can access the CASG web interface. By creating access control policies, you have better control in deciding from which
locations admins and users can access the web interface thus minimizing the security threat.

To create a geolocation policy

»  Click the 'Incoming' tab from the left hand side navigation then click the 'Geolocation restrictions' sub tab:
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The geolocation restrictions interface for the selected domain will open:

Cashboard / Domaing / Domain dashboard - cegged comodo od ua / Geolecation restrictions

Geolocation restrictions
o 200 | [ Detete & Edi

¥ Enable geolocation restrictions

Country name Country code Policy
United States us Accept

" Angola AD Feject

*  Enable geolocation restrictions — Allows administrators to apply the geolocation restriction policies. Select the check
box to apply the policies in the list.

From the interface, you can:

» Add a geolocation restriction policy

« Edit a geolocation restriction policy

«  Delete a geolocation restriction policy
To add a new geolocation restriction policy

»  Click the 'Add' button
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Cashibosrd f Domaing / Domain dashboard - ceoned comodo od ua / Geolocation resirictions

Geolocation restrictions

@ﬁ Delete 4" Edit

¥ Enable geclocation restrictions

Country name Country code Policy

The 'Add country restriction' dialog will appear.

Add country restriction

Choose country

Policy @ Accept (DReject

Save | Cancel |

*  Select the country from the 'Choose country' drop-down

fAdd country restriction

Choose country

Alghanistan

Aland Islands
Albania

Algena

American Samoa
Andorra

Angola

Anguilla
ANGNYMous Prosxy
Antarclica

Antigua and Barbuda
Argentina

Armania

Aruba

AsiaPacific Region
Alatraha

Ausinia

Azerbaijan

Brnharmme

mj | ¢

»  Choose the geolocation restriction policy for accessing the CASG web interface

e Accept — Admins and users from these countries are allowed to access the web interface
*  Reject- Admins and users from these countries are not allowed to access the web interface
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Add country restriction

Choose country

Policy ) Accept @ Reject

Save | Cancel |

e Click 'Save' to create the policy

To edit a geolocation restriction policy
A geolocation restriction policy cannot be edited for a country. But you can change the country for the policy.

e Select the policy for which you want to change the country and click the 'Edit' button

[Dashboard / Domains / Domain dashbosrd - cangas.comodo.od.ua / Geolocation restrictions

Geolocation restrictions

o 2ad T Delete

gl restrictions

Country code Policy
U3 Accept
AD Rsject
AF Reject

fghankatan

e Select a different country from the drop-down

Add country restriction

Choose country

Afghanistan|

Policy () Accept @ Reject

Save | Cancel |

»  Click the 'Save' button for the changes to take effect

To delete a geolocation restriction policy

»  Select the policy that you want to remove from the list and click the 'Delete" button
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Dashboard / Domans / Deman dashboard - cegosd comode og ya / Geolpcation restrictions

Geolocation restrictions

Country code Policy
U5 Accept
AD Reject
ntarctica AQ Reject

»  Click 'OK" to confirm the removal of the selected geolocation restriction policy from the list

Delete restrictions

restrictions?

@ Are you sure you want to delete the selected

The policy will be removed from the list.

3.21.1.4.3 Outgoing

To be able to send outgoing email, first a valid user needs to be added to the filter cluster. This can be done from the web
interface. The following ports are available for the outgoing service:

e SMTP AUTH: Port 25 or 587
e SMTP StartTLS Port 587
»  SMTP SSL Port 465
Comodo recommends port 587. The outgoing service listens by default on all IPv4 addresses activated on the server.

Create a separate outgoing user on the filtering cluster for each end-user to relay outgoing email and use an "automatic user
locking" to automatically close the account in case abuse is detected. There are two methods you can make per-user
authentication to work - The first method is to instruct all end-users to authenticate directly to the filter cluster for their outgoing
emails or in the second method, configure your current outgoing SMTP server so that it authenticates each end-user separately
to the filter cluster for all outgoing emails. If you choose the second method, how easily you can configure your SMTP server
depends on the SMTP software.

While using per-user authentication for outgoing mails, ensure to set the limits correctly based on the usage of the end-user and
enable automatic locking.

If you find using the per-user authentication method for outgoing mails too cumbersome to set up, the other alternative is to use
smarthost setup. In this method, you add a single outgoing account either based on IP or username/password in the filtering
server and point all outgoing emails to this server, thus using the filtering cluster as smarthost. Most email servers have
'smarthost setting' feature with which you can easily accomplish the task of configuring outgoing email filtering. Make sure to
disable the 'automatic user locking' setting to prevent the full server account getting locked even if one end-user sends out
spam email. Also ensure to enable 'block spam' so that individual spam messages will be blocked and the administrator
notified.

While using smarthosting setup for outgoing mail filtering, ensure to set the limits correctly per user based on the server.

In the 'Outgoing' area of the Manage Domain section you can set a user account for spam checking, clear outgoing cache,
search for outgoing email messages and outgoing spam checking.
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Click the following links for more details:
*  Clear outgoing cache
* Logsearch
* Users

Clear outgoing cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses existing/non-existing email
accounts at the destination mail servers to minimize the number of recipient callouts. When an email for a certain recipient is
permanently rejected by the destination server with a 5xx error code, the destination address of the recipient is considered
invalid and all emails sent to the recipient will be rejected. CASG filtering servers caches this information locally for up to two
hours. CASG interface allows you to clear the callout cache without waiting for the servers to clear it.

To clear outgoing cache

»  Click the 'Outgoing' tab on the left hand side navigation to expand and then click the 'Clear outgoing cache' sub tab.
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The 'Clear outgoing cache' area of the selected domain will be displayed:

Dazhbonrd f Domeins § Domein dashbosrd - doctesncesg comodo od us § Clear oLEEoing cache

Clear outgoing cache © e

Here you can clear the outgeing callout cache for domain

e (Click the 'Clear' button.

The callout cache for the outgoing domain is cleared.

Cache wias succassiully claaned B

e Click 'X"to close the 'Cache successfully cleared' dialog box.

Log search

The Log Search option in CASG allows you to search for a specific outgoing email message.

»  Click the 'Outgoing' tab on the left hand side navigation to expand and then click the 'Log search’ sub tab.
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The 'Log Search (Outgoing)' interface of the selected domain will be displayed:

Dashboard / Domains f Domain dashboard - decteamcasg. comodo.od.ua f Log search (outgoing)

Log search (outgoing) © tep

Date range: | 2014-10-26 AM 11:35:40 m -1 2014-10-27 AM 11:38:40 |-

Message ID
Sender.
User @docteamcasg.comodo.od.ua

Recipient:
Sender IP:
Sender host:

Predicate: |AND v

Classification: |All v

Include results from the last minutes: [

»  Date range: Select the date range for which you want to search the log file. The date range for which the log search
can be processed depends on the settings configured in Domain Settings > Log retention period.

*  Message ID - Enter a unique message identifier (optional )

e Sender: Enter the sender email address in this field.
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»  User: Enter the username of the outgoing email address for in this field (for example, 'testuser1’).

*  Recipient: Enter the email address in this field. (for example, 'testuser1@example.com’).

e Sender IP: Enter the IP address of the sender.

¢ Sender Host: Enter the sender host name.
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*  Predicate: You have the option to select either 'AND' or 'OR'" in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

»  Classification: Select the type of email that you want to search from the drop-down options.

e Include results from the last minutes: If selected, CASG will include messages that are currently being migrated
from the filtering server to the logging server in the search results.

The option *Include results from the 1ast minutes® will siow down the seanch result retrieval

Click the 'Search' button. CASG will search for the entered terms and display the results.

Date and time

2014-10-28 13:37:05

2014-10-28 13:37:05

2014-10-28 13:36:33

2014-10-28 13:36:33

2014-10-28 13:34:32

2014-10-28 13:34:32

2014-10-28 13:26:19

Sorting the Entries

Host (Exim id)

mxsrv1.spamgateway.con
1Xj6xK-0008ET-B2

mxsrv1.spamgateway.con
1Xj6xK-0008ET-B2

mxsrv1.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv1.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv2.spamgateway.con
1Xj6up-00070G-Jb

mxsrv2.spamgateway.con
1Xj6up-00070G-Jb

mxsrv1.spamgateway.con
1Xj6ms-0008Pk-CK

Sender hostname

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrvl.spamgateway.con
178.33.199.65

mxsrvl.spamgateway.con
178.33.199.65

mxsrv2.spamgateway.con
178.33.199.66

Sender

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demog@csg.comodo.od.u

demo@csg.comodo.od.u

Recipient

demo

demo2

demo

demo2

demo

demoz2

demo2

Subject

,DQ demo 2

,DQ demo 2

JRe: DQ demo

,Re: DO demo

,0Q demo

,DQ demo

Archive email 2

Classification

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam
Rejected
Rejected by relay
restriction for this
recipient
Rejected
Rejected by relay
restriction for this
recipient

Accepted

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Downloading the Report

The 'Download' button allows users to download the log report of sent mails for the filters entered and/or selected.
e Click the Download button.
The download dialog will be displayed.
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F B
Opening cutgeoing.docteamcasg.comodeo.od.valogs.zip u

You have chosen to open:

@ outgoing.docteamcasg.comodo.od.ualogs.zip
which i WinRAR ZIP archive
from: & & -

What should Firefox do with this file?

7 Openwith |[WinRARZIP (default) -

i@ i Save File

[] Do this autematically for files like this from now on.

(8] ] ’ Cancel

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be saved
in the folder that you have configured for saving download files. The values in the log report will be separated by commas and
this file can be opened with appropriate application such as Excel or Openoffice Calc for easy analysis.

Users

Outgoing email messages should be checked for spam or malicious content because of the risk such content poses to the
organization's reputation. Often the outbound email path bypasses the system that scans incoming emails from the internet, and
instead sends the emails directly out to the destination. Filtering the outgoing user's mail also prevent spam from reaching end
user mailboxes.

Configuring User's Email Client for Outgoing Mail Filtering
The email clients of the users added for outgoing email filtering must be configured to point to CASG service.
In the Account Settings interface of the user's email client, enter the following details:

*  Smtp server: mxpool1.spamgateway.comodo.com

e Connection Security: STARTTLS or SSL

*  Port: 587

*  Username: <username@domainname.com>

To access the 'Outgoing users' interface:

e Click the 'Outgoing' tab on the left hand side navigation to expand and then click the 'Users' sub tab.
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The 'Users' interface of the selected domain will be displayed:

Ceashiycard FDomairs / Damain dashibosrd - goctasmcasy Gamods of s JOugaing ugsrs

Qutgoing users @ v
o 200 [ Deen # Ean m |42 Ratresh i
0 Filters

7] Usermmme Laocked

I bebgdoctearncasy. comodo.ad.ua

] johng@docteameas g comoda od ua

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search users
»  Click anywhere on the Filters tab to open the filters area.

[Dashbcard 5 Domains [ Domein dashiboard - docieamcrsn comodo od we J Cubgoing Lsers

Outgoing users @ ren
o rdd | 0 celee  # Eoit LR |E_1 Refresh
£ Fifers
& usemama w | Containg v
] Usernamea “*  Locked

I
T pobfdocieamcasg.comodo.od.ua

“_ ohni@docteamcasg.comada.od ua
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You can add more filters by clicking + for narrowing down your search.

Cashboard f Domains f Domain dashboard - goctesmcasg comocdn og us FOulgoing wsars

Outgoing users D Hei
+ Add E Cieletie f Edit More aclions w a Rafrash
a Fillars
+ Llsamame w | conlaing w
= Username | aquals w
7] Username * Locked

boh@Edocteameasa comado od 1E

You can remove a filter by clicking the icon beside it.

Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

e Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.
«  Contains: Displays all username(s) that contain the words entered in the text box.
* Not Contains: Displays all username(s) that do not contain the words entered in the text box.
»  Starts With: Displays all usernames(s) that starts with the words entered in the text box.
*  Ends With: Displays all usernames(s) that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

D Fefresh

Click the ‘ button to display all the outgoing users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

To add a new user
+  Click the 'Add' button.

Dashbeard J Domsins | Diomain deshboand - docleameasg oMo oo Ls § Oupaing ussrs
Qutgoing users D tats
i oetete @ Edit m 3 Refresh
£ Finers
T Used e = Locked

[F] bob@docteameasg. comodo. od.ua

[ johni@docteamecasg.comado. od.us
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The 'Add outgoing user' dialog will be displayed.

Add outgoing user

Llsername Fassword

Edit outgoing settings
m | Cancel |

+ Enter the username for the new outgoing user that will be first part of the email address. For example, testuser. The
email address of the added user will be testuser@testdomain.com.

+ Enter the password in the Password filed. If the 'Password' field is left blank, then the 'Username’ must be an IP
address, and any connection from that IP will be considered authenticated without needing to use SMTP AUTH (Note:
authorizing IP addresses may be disabled on the system).

+  Click the 'Edit outgoing settings' button to configure outgoing settings for the user. The 'Add outgoing settings' dialog
will expand:

Add outgoing user

Usermame Password

Edit outgoing settings

Block outgoing spam:
Automatic lock:
User lock fimeout:

Maximum unlocks by timeout: |2
Enable outgoing limits:

Limit per hour.

<€

Limit per minute:
Valid sender address required:

Maximum number of recipients per day:

Invalid recipient limit:

£y (€2 (¢>

Maximum days to retry: |3

Quarantine response: |Rejected

B
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Block outgoing spam/Automatic lock
*  Block outgoing spam - Blocks all outgoing spam mails from the user.

*  Automatic lock - If CASG detects spam or malicious mail from the user, it will automatically lock the user
from sending mails for the period set in the 'User lock timeout' field.

*  User lock timeout - The time in minutes the user will be locked out from sending mails after CASG detects
outgoing spam or malicious mails from the user.

e Maximum unlocks by timeout - The number of times the locked out user will be unlocked for sending out mails.
After reaching the maximum limit, the user will be locked out from sending any mails ill it is unlocked by the
administrator.

*  Enable outgoing limits - Allows you to activate / deactivate limits on outgoing mails.
»  Limit per hour - The number of mails that can be sent per hour.
*  Limit per minute - The number of mails that can be sent per minute.
»  Valid sender address required - If enabled, outgoing mails must have valid sender address.
e Maximum number of recipients per day - Maximum number of recipients that a user can send mails per day.
* Invalid recipient limit: - The number of invalid recipients that a user can send mails to.

e Maximum days to retry - Maximum number of days CASG will retry to send queued outgoing mails after which
they are bounced to the user.

*  Quarantine response - Determines the response that CASG will send to the SMTP server that delivered a
message in the event that the mail is identified as spam.

Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered to the
recipient) regardless of your choice here. These options merely determine what message CASG will send back to the SMTP
mail server.

Options:
*  Rejected - Will inform the SMTP server that the email wasn't delivered to recipient. (By default is 'Rejected'.)

*  Accepted - The senders will not be notified if the outgoing mails are detected as spam. They will be blocked and
not delivered to recipients.

+ Click the 'Save' button.

Dsshboand f Damsins f Domain dashioand - dociesmeass comodo oo us 1 Oubgoing users
Outgoing users © Heip
o= Add M ceiste | # edit | BLE g 1% Retesh
€ Fiters
Username Locked
| bobgEdocteameasg comodo.od.ua
[F] jonngddoctzamcasg comodn.od.ua

| smithi@docteamcoasp.comodo.od ug

To delete an existing user

e Select the user you want to delete from the list and click the 'Delete" button.
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Cazhiveard FDomsins fDomain deshbosrd - doctesmeagg comodda oo us [ Culgaing usears

Qutgoing users © Hew
going
+ 150 @ oom) # 1 2 roren
€ Finers
7] Ui Lacked

| bob@doctean:asy comodo,od.ua
] ko hni@docleamcasg.comodo od.ua

4] smithi@docteameasy comodo od.ua

Tip: You can select multiple users to delete by pressing and holding the Shift or Ctrl keys.

Delete users

@ Are woud sure you want to delete the selected

Users?

¢ Click 'OK" to confirm.

To edit an existing user
You can reset password, modify the outgoing settings configured from the 'Add outgoing user' interface.

»  Select the user that you want to edit from the list and click the 'Edit' button.

Dashipcand FDomains /Domein deshiard - doctesmireg COMOOC.OE A f Dulgoing vsers

Qutgoing users © +en
+ Add ﬁ Deleta More actions 1"-_,-1' H‘E‘l’l’ash s
€3 Finers

7] Usrmaime Locked

| B |'-|i‘_l|"':l'\l".-'—.il1'lf ASQ.Com oo, o Ua
| johni@docieamcasn comoda od ua

V] smith@docleameasy comodo.od s

*  Click the 'Edit outgoing settings' button.
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Edit outgoing settings for smith@docteamcasg.comodo.od.ua

Llsername FPasswaord

Edit outgoing settings
E | Cancel |

The 'Edit outgoing settings' will be displayed.
Add outgoing user

Username Domain Password

Edit outgoing settings

Block outgoing spam:
Automatic lock:
User lock timeout: |33
Maximum unlocks by timeout: |2
Enable outgoing limits:

Limit per hour,

Y
W
L
W

Limit per minute:
Valid sender address required:
Maximum number of recipients per day:
Invalid recipient limit:

Maximum days to retry. |3

Quarantine response: |Rejected

B ]

*  Reset the password and / or make other changes as explained in the 'Add outgoing user' section.
e Click the 'Save' button to confirm your changes.
To manually lock outgoing user

Due to administrative or any other reason if you want to prevent a user from sending out mails, the Lock feature allows you to do
S0.

»  Select the user that you want to lock, click 'More actions' and then click 'Lock'.
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Undock
Usarnane
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= impart froe Incoming ussrs
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The selected user will be locked from sending mails.

Caghiiceand FDomsines FOomein dashbosrd - gosieamessg comodo od us § Oubgoing ussars

Outgoing users
o rdd T Delete | ¢ Edit
£ Fiers

sermalme

pobi@docteamcasg.comodo.od ua
".|'I|'I|T§UD\.'.E amcasg.comodo.od ua

¥ smith@docieamcasg.compdo.od.ua

To manually unlock outgoing user

COMODO

Creating Trust Online®

k) Hop
1_* Refresh
Lached
&) Heip
£ Rafresh
Locked
manual

A user who has been locked either manually or automatically (see Edit outgoing settings) can be unlocked from this interface.

e Select the user that you want to unlock, click 'More actions' and then click 'Unlock'.

Caghiceyrd [ Dormasre: § Domedn cashBodrd - dociesmeieon comooln of L [OUGong users

Outgoing users
o 2dd [T Datete | #* Edit
9 Fliters i

] Usermame

Impoet trom C5W fil
] pobiBdocteameasg comado.od.u

1 Impcet trom Incoming users
chhi@docteamcasg.camodo.ad

1:_ smithi@docieamcasg.comodo.od ua

The user will be unlocked and he/she can send mails.

To import outgoing users from CSV file

u ' Help

E Refresh |

Lockead

manusa

Administrators can import many users from a file to the outgoing users list at a time. The users should be saved in the format

shown below as an example:

user1,domainname,password
user2,domainname,password

*  To import outgoing users from a CSV file, click 'More actions' > 'Import from CSV file'
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Deshboprd f Domaing f Domein dazhbosrd - doctemmcasg comodo o us J Oubgoing users

Qutgoing users

E;‘ Help
+ Add ﬁ Delete f Edit Mo actiohs W E Rafrggh !
Lack
£ Filtars
Lok
7] Usernaime Lockid
bob@docleameasg comodo.od
[ john@docteameasg.comodo.ad. et WO ncaming Lacky
_ Emith \'.l:';:-.'ttt? EMCASH.C0 rmoda sd.ua marnwal
The Upload dialog will be displayed.
Upload
Upload csv file.
Each line should contain three columns: username,domain,password
For example:
testusertestdomain testpassword
Upload
«  Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button.
The upload progress will be displayed...
Dazhiocand [ Domains # Domain dashbosrd - decieamessg comedo od ua f Culgoing users
Outgoing users © el
: P
Import is in process Flease wail [
o= Add ﬁ]" ECTRE Al ore actions .+ Refresh
£) Finers
|7] Usermame Lachad
[ bob@docteameasg comade.od.ua i
[ john@doctearmcasg. comodo.od ua
[ smith@docteamcasg.comodo.od ua rharual

...and when completed, the results will be displayed.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 123



COMODO

Creating Trust Online®

[Dashboard 5 Domans fDoman dashooard - docteameasn comono od ua | Outpoing users

Qutgoing users Help
Total lines processed 3 %
Imported 3 useris) %
Impnrt for domain docts amcasg comodo od ua has been fimshead ﬂ
o 20d T Delete | # Eait ¥ Retiesh
£ Finers
| Usermame Locked

1D '|1.-:-_r1nr'_n.=|mr asg.comodo od.ua

1 j0 |1|1|"__!;|'|l'| Teamiasgeomodo.od ua

| kingé@doclaamcasg comodo.od ua

| princag@docteameasg comoda od ua

] guesn@docteameasg comodo.od ua

Il smithigdacteamcasg comado.od ua
The administrator who carried out the task will receive a notification about the import task completion.
Import from incoming users
Administrators can add all incoming users to the outgoing users list by importing. If there is an outgoing user with the same
name, the import of incoming user will be skipped.
»  To import outgoing users from incoming users, click 'More actions' > 'Import from Incoming users'
Dashboard f Domains § Domain dashboard - docteamcasg comodo od ue fO AQoing wsers

Qutgoing users © Hep

o 4dd | T Dolete | @ Edd £ % Refresh
Lock
£ Fiters

T Usernamse

Unlock

Locked
imort Trom CSY i

L bob@docteamcasg.comado.od

~
T johni@docteamcasg comodo n

"|'|1||"Lr:l:'f.|-'-':l:I'.'l'::l’.'”-'l‘lﬁ iR IE] At
The upload progress will be displayed...
Cashbosrd J Domsins § Domain dashbostd - doctasmcssn comodpod us § Oubgoing users
Outgoing users © Heip
IFpor I3 in process. Please wail &
o agd | [ Detete | # con £ * Refesh |
0 Filtars
| Usernams Lachked
bobi@docteameasg comodo.od ua i
1 johng@docteameasg comodo od ua
"I'|1I|"i|‘;l‘.‘f|"-'-':l'l‘.l' '|'§-l":"='l'|l'|fl ol Ld i

...and when completed, the results will be displayed.
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Dazhboard f Domaing i Domain daskiboard - doctesmoasa comocko od ue fOutgoing users:

Qutgoing users O Hen
Imponed 5 userns) [ |
Tatal incoming users 7 a8
Iyt far dormaln docleamcasa comoda od ua has been fnlshed 8
TR e R ATl More actions v % Refresh
£ Filtars
7] Usarnams Locked

[ bob@dacteamecasg comodo. ad ua
[ demoi @docteamcasg.comodo.od ua
7 dema2@docteamcasg comedo.od ua
| john@docteameasg comodo.od ua
sritEEoceEmeas e comodo od ua
] test@docteamtasg comodo.od ua
u=er ‘.-,i;'d-j cleamcasg comodo.od ua

[ uzer2@doctaameasg comodio od ua

The administrator who carried out the task will receive a notification about the import task completion.

3.21.1.4.4 Email Management

From this interface an administrator can configure the maximum size of each email and select the file types of attachments to be
allowed. An administrator can also choose to release or reject requests from users for releasing quarantined emails, adding

senders to blacklist and whitelist.
coMODO
' Antispan

@ LR

4 Incoming

ho itgoing

IE’I Email management
Email size resfriction
Blacked
Relea
Blackis

Wihielisted requests

& Auditlog

Click the following links for more details:

¢ Email size restriction
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» Blocked extensions
* Released requests

«  Blacklisted requests
¢ Whitelisted requests

Email Size Restriction

In order to avoid your domain storage space getting used up quickly due to large size of emails, CASG allows you to set the
maximum size of each email that are allowed. Administrators have a choice of restricting email size of up to 250 MB. If you
require to set the size of email more than 250 MB, please contact your account manager at Comodo or please open a ticket at
support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready.

To set email size restriction

e Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Email size restriction'
sub tab.

COMDDOD
Antispam Gateway

|:‘I Diashboard
2 Domain dashboand
|i| MCOImig

|l| _tgoang

¥ Email management

® Email z=ize resinction

Blackied exdensions

The 'Email restrictions' interface of the selected domain will be displayed:

Bazhbosrd f Domains § Domsin dashbosd - docleameast conodo.od 15 | Emal sime restriction

Email size restriction © Hen

Ernail size restriction (MEY: 100

<)

*  Enter the maximum allowed size (up to 250 MB) of each email that you want to set in the 'Email size restriction field.

If you enter a value more than 250 MB, an alert will be displayed to contact your account manager at Comodo and the email size
will be automatically set as 250 MB.
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Rashboatd F Domains | i [at: TGS ) 0und e I Ermead siza restriction
Email size restriction © Hen
Incorrect nanam:',' walue, Valug must be between 1 and 250 II",':IJ rnqu:rp rare then 250MEb pIEF!ﬂF! call us ﬂ

<3

Ernail size restriction (WME):. | 250

*  If you want to set the size above 250 MB, please open a ticket at support.comodo.com or call 1.888.COMODO
(2666.6361) and have your account number ready.

e Click 'Save' to confirm your changes.

Note: Incoming and outgoing emails with size more than the value set here will be quarantined.

Blocked Extensions

CASG allows you automatically block email attachments with certain file extensions. For example, an attachment with .exe
extension may contain malicious code which could infect a recipient’s computer. Click here to see a complete list of extensions
you can block.

To add file extensions to be blocked

»  Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Blocked extensions'
sub tab.

coMODOD

I Antispam Gateway

EH Domain dashboard

(=] Incoming

[=1 Email manzagement

Ernail size restriction
B Hlocked exdenzions
Released requests
Blackiisted requests
‘Whidelisted requests
I_'-Z Audit log

=

The 'Blocked extensions' interface of the selected domain will be displayed:
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Dashibasard J Domane FDomain deshbosrd - docleamcasn comado.od us § Blacked esdensians

Blocked extensions © Hein
o #oc | T Delete  *y Resetto defaull

| Blocked extension

B bat
[F bim
= emd
El cam
E cpl

dil

The list of default blocked extensions is displayed. You can sort the blocked extensions list alphabetically in ascending or
descending order by clicking the 'Blocked extensions' title bar.

e (Click the 'Add" button to include another blocked extension

The 'Add blocked extension' will be displayed.

Add blocked extension

Domain | docteamcasg.comodo.od.ua

Blocked extensions -l-

o

¢ Enter the extension name to be blocked in the text box

You can add many extensions at a time by clicking the + icon.
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Add blocked extension

Diomain | docteamcasd.comodo.od.ua

-l- chirm

Blocked extensions
= | 30E

e (Click the 'Save' button
The entered extensions will be added to the list.

¢ To delete an extension, select it from the list and click the 'Delete' button

Dsshbasrd § Domains §Domasin deshbosrd - docl=amcs=q camoda od us FBiocked sxbansions
Blocked extensions © ven
o s0d LT Delste ) *y Resetto deraun
7 Blocked extension s
¥ thm
[ ade
4 4 =z {2 [16-17 117 )

An alert will be displayed to confirm to delete the selected extensions.

Delete extensions

extensions?

The selected blocked extension will be deleted from the list and email attachment with this file extension will be allowed provided
it passes the size restriction filter.

_@‘ Areyou sure you want to delete the selected

Click the 'Reset to default' button to restore default blocked extensions in CASG.

List of blocked Extensions
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Released Requests

An administrator can choose to release or reject requests from users for releasing quarantined emails from their accounts. The
release requests from users will be notified to all admins for that account via emails and will also be displayed in the interface.
The users who requested for release of quarantined emails will also receive email notifications.

Note: User who have been assigned as 'Power User' can release quarantined mails without approval from the administrators.
See the section 'Groups & Permissions' and 'Managing Permissions' for more details.

To open the released requests interface

»  Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Released requests'
sub tab.
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The 'Release requests' interface will be displayed:
Cazkbosscl F Dommns FOonsn dasnbasrd - dociramoysn comodn od o1 (REeased raguesls

Released requests

@ Show miessage
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ﬂ Help
¥ Ralesh
Raasan Sizn 1]
whatalisted
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mul.rolspamrcor

Par page |15 a

The list of emails that users requested to release will be displayed. The list contains nine columns providing information about
the requested user, subject, the sender, details of the recipients, details of recipients in CC list, the date they were sent, the
reason they were quarantined and the size of the email. The last column indicates whether there is any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per

the information displayed in the respective column.

Using Filter option to search released requests

Click anywhere on the Filters tab to open the filters area.
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You can add more filters by clicking + for narrowing down your search.
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You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Subject:: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

*  Reason: Will execute a search of words in the reason column according to the text entered in the text box (column 3)
and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all quarantined mails that contain the words entered in the text box
*  Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
* Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
e Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

e Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the condition
selected in column 2.

If 'Date’ is selected, the following conditions are available:
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*  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

«  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
*  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

«  Click anywhere on the Filters tab to close the filters area.

G Fefresh

«  Click the ‘ button to display all the release requested emails.

Note: To display all the release requested emails after using the filters option, you have to first click anywhere on the Filters tab
to close the filters area and then click the 'Refresh' button.

Viewing Details of Release Requested Mails

The details such as user, subject, sender, recipient , date, reason and size of the mails requested for release can be viewed in
two ways:

*  In the same CASG window

* Inanew CASG window

To view details of release requested mails in the same CASG window:

* Inthe released requests area, select the mail that you want to view and click the 'Show Message' button.

or
*  Click on the email link in the subject column that you want to view its details.
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The details of the selected email will be displayed.
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Normal All headers

o Accept | M Reject
Subject  Pwd: Fwe Send UNLIMITED Emailsibewsletter in Just Rs. 2 800/mo. ZERQ SETUP COST
From John Smith <fiatliena@amail.com=
To  demol@docteamcasgy.comodo.od.ua, demo2@docteameasg.comodo.od.ua
cC

Date (GMT
+E|:|

Size 23KH
Actions 3

Wied Apr 09 06:40:43 GWMT 2014

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject
it. If the mail is accepted, it will be released to the user's inbox. If it is rejected, the email will be no longer in the released emails
list. Please note that emails will continue to remain in the Quarantined list irrespective of the action taken.

To view details of release requested mails in a new CASG window:

* Inthe released requests area, select the mail that you want to view, right-click on the email link in the subject column
and select to open in a new tab or new window.
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The details of the selected mail will be displayed in a new CASG window.
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To accept the release request from users

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

»  Select the mail that you want to release and click the 'Accept' button.
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An alert will be displayed to confirm the release of selected email to the requested user.

Accept email

email?

@ Arewou sure you want to accept the selected

e (Click 'OK' to confirm the release.

The email will be released to the user and the mail will no longer be in the released mail list. However, it will continue to remain
in the Quarantined list.

To reject the release request from users

After viewing the details of the email and if not satisfied with its authenticity you can choose to reject the request from the user.

e Select the mail that you want to reject and click the 'Reject' button.
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An alert will be displayed to confirm the rejection of selected email.
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Reject email

@ Areyou sure you swant to reject the selected

email?

*  Click 'OK" to confirm the rejection.

The email will not be released to the user and the mail will no longer be in the released mail list. However, it will continue to
remain in the Quarantined list.

Blacklisted Requests

CASG allow users to send requests to their email account administrators to add senders to blacklist. Administrators in addition to
receiving emails for these requests also can view the list of such requests in 'Blacklisted requests' section of the administrator
interface under 'Email management' section. The senders added to balcklist on users' request will be applicable for the
requested users only. Mails from these blacklisted senders to the requested users will be rejected by CASG even though these
blacklisted senders may be in general sender whitelist. Refer to the sections Sender Whitelist and Blacklist Senders Per User
for more details.

To open the blacklisted requests interface

e Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Blacklisted requests'
sub tab.

coMODoO

Antispam Gateway

I': Drashboard
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(2 Incoming
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Emall sime restriction

The 'Blacklisted requests' interface will be displayed:
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The list of emails that users requested for adding the senders to blacklist will be displayed. The list contains nine columns
providing information about the requested user, subject, the sender, details of the recipients, details of recipients in CC list, the
date they were sent, the reason they were quarantined and the size of the email. The last column indicates whether there is any

attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per

the information displayed in the respective column.

Using Filter option to search blacklisted requests

Click anywhere on the Filters tab to open the filters area.
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You can add more filters by clicking + for narrowing down your search.
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You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Subject:: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

*  Reason: Will execute a search of words in the reason column according to the text entered in the text box (column 3)
and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all quarantined mails that contain the words entered in the text box
*  Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
* Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
e Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the condition
selected in column 2.

If 'Date’ is selected, the following conditions are available:

«  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

e Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

e Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

‘ G Refresh

e Click the button to display all the blacklisted requests emails.

Note: To display all the blacklisted requests mails after using the filters option, you have to first click anywhere on the Filters
tab to close the filters area and then click the 'Refresh' button.

Viewing Details of Blacklisted Requests

The details such as user, subject, sender, recipient , date, reason and size of the mails requested for blacklisting can be viewed
in two ways:
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¢ Inthe same CASG window
¢ Inanew CASG window

To view details of blacklisted requests in the same CASG window:

* Inthe blacklisted requests area, select the mail that you want to view and click the 'Show Message' button.

or
*  Click on the email link in the subject column that you want to view its details.
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The details of the selected email will be displayed.

| Normal | All headers

" Accept M Reject

Subject  Fwd: Fw: Send UNLIMITED EmailsiMewsletter in Just Rs.2,5000ma. ZERO SETUP COST
Frorm  John Smith =fiatliena@gmail.com=
To  demol@docteamcasg.comodo.od.ua, demo2@docteameasy.comodo.od.ua
Co

Date (GMT
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Size 23KB
Actions B

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for blacklisting the sender. If the request is accepted, the sender will be added to 'Blacklist Senders Per User'. If it is rejected,
the email will be no longer in the blacklisted requests emails list. Please note that emails will continue to remain in the
Quarantined list irrespective of the action taken.

To view details of blacklisted requests in a new CASG window:

* Inthe blacklisted requests area, select the mail that you want to view and click the ‘Show message in new window'
button or right-click and select to open in a new tab or new window.
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The details of the selected mail will be displayed in a new CASG window.
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To accept the blacklist request from users

After viewing the details, you can choose to accept the request from user to add the sender to blacklist senders per user list.

»  Select the mail that you want to add the sender to blacklist and click the 'Accept' button.
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An alert will be displayed to confirm adding the sender to 'Blacklist Senders Per User'.
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Accept email

A= Mreoyou sure you want to accept the selected
ermail?

»  Click 'OK' to confirm the acceptance.

The sender of the email will be added to 'Blacklist senders per user. See the section 'Blacklist Senders Per User' for more
details.

To reject the blacklist request from users

After viewing the details of the email, you can choose to reject the request from the user.

»  Select the mail that you want to reject and click the 'Reject' button.
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An alert will be displayed to confirm the rejection of selected email.

Reject email

@ Are you sure you swant to reject the selected

email?

»  Click 'OK' to confirm the rejection.

The sender will not be added to blacklist and the selected email will no longer be in the blacklisted emails list.

Whitelisted Requests

CASG allows users to send requests to their email account administrators to add senders to whitelist from their Quarantine
interface. Administrators in addition to receiving emails for these requests also can view the list of such requests in 'Whitelisted
requests' section of the administrator interface under 'Email management' section. The senders added to whiltelist on users'
request will be applicable for the requested users only. Mails from these whitelisted senders to the requested users will be
allowed by CASG without passing through the antispam engine, that is, emails from a whitelisted sender to the user will
delivered without any spam check. Refer to the sections Sender Whitelist and Whitelist Senders Per User for more details.

To open the whitelisted requests interface

e Click the 'Email management' tab on the left hand side navigation to expand and then click the "Whiltelisted requests'
sub tab.
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The 'Whitelisted requests’ interface will be displayed:
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The list of emails that users requested for adding the senders to whitelist will be displayed. The list contains nine columns
providing information about the requested user, subject, the sender, details of the recipients, details of recipients in the CC list,
the date they were sent, the reason they were quarantined and the size of the email. The last column indicates whether there is
any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search whitelisted requests

Click anywhere on the Filters tab to open the filters area.
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You can add more filters by clicking + for narrowing down your search.
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You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

*  Reason: Will execute a search of words in the reason column according to the text entered in the text box (column 3)
and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:
»  Contains: Displays all quarantined mails that contain the words entered in the text box
e Equals: Displays all quarantined mails that contain only the words entered in the text box
* Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
*  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the condition
selected in column 2.

If 'Date’ is selected, the following conditions are available:

e Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
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calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
»  Click anywhere on the Filters tab to close the filters area.

G Refresh ‘

e Click the ‘ button to display all the whitelisted requests emails.

Note: To display all the whitelisted requests after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Whitelisted Requests
The details such as user, subject, sender, recipient , date, reason and size of the mails requested for whitelisting can be viewed
in two ways:

¢ Inthe same CASG window

¢ Inanew CASG window

To view details of whitelisted requests in the same CASG window:

* In the whitelisted requests area, select the mail that you want to view and click the 'Show Message' button.

or
*  Click on the email link in the subject column that you want to view its details.
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The details of the selected email will be displayed.
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| Normal | All headers
o Accept | M Reject

Suhject  Fwed: Fwe Send UIMLIMITED Emails/Mewsletter in Just Rs.2 8000ma. ZERQ SETUP COST
From John Smith =fiatliena@oamail. com=
To  demol@docteamcasy.comodo.od.ua, demo2@docteameasd.comodo.od.ua
co

Date (GMT

) Wied Apr 09 06:40:43 GMT 2014

Size 23kKB

Actions [

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for whitelisting the sender. If the request is accepted, the sender will be added to 'Whitelist sender per user'. If it is rejected, the
email will be no longer in the whitelisted requests list. Please note that emails will continue to remain in the Quarantined list
irrespective of the action taken.

To view details of whitelisted requests in new CASG window:

*  Inthe whitelisted requests area, select the mail that you want to view and click the 'Show message in new window'
button or right-click and select to open in a new tab or new window.
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The details of the selected mail will be displayed in a new CASG window.
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To accept the whitelist request from users

After viewing the details, you can choose to accept the request from user to add the sender to whitelist senders per user list.

e Select the mail that you want to add the sender to whitelist and click the 'Accept' button.
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An alert will be displayed to confirm adding the sender to 'Whitelist sender per user'.

Accept email

@, Are you sure you wantto accept the selected
@ ernail?

e Click 'OK' to confirm the acceptance.

The sender of the email will be added to 'Whitelist sender per user'. See the section 'Whitelist Sender Per User' for more
details.

To reject the whitelist request from users

After viewing the details of the email, you can choose to reject the request from the user.

e Select the mail that you want to reject and click the 'Reject' button.
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An alert will be displayed to confirm the rejection of user's request.

Reject email

@ Are you sure wou want to reject the selected

ermail?

*  Click 'OK' to confirm the rejection.

The sender will not be added to whitelist and the selected email will no longer be in the whitelisted requests list.

3.21.1.45 Domain Audit Log

CASG keeps a record of actions initiated by users and administrators for a selected domain. The Audit Log area allow
administrators with appropriate privileges to configure and view these log reports. CASG also keeps a consolidated log for all
domains belonging to an account. To know more about consolidated log for all domains, refer to the section Audit Log for more
details. This section explains about audit log for a selected domain.
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Click the following links for more details.

e Audit Log Configuration

e View Domain Log
Audit Log Configuration
CASG keeps a record of all actions initiated by administrators and users. However, some of the actions can be configured not be
recorded such as releasing quarantined items, updating sender whitelist and blacklist senders per user. The screen also allows
administrators to add recipients to whom the notifications will be sent.

To configure audit log

*  Click the 'Audit log' tab on the left hand side navigation to expand and then click the 'Configuration' sub tab.
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The Audit Configuration screen will be displayed:

Dashboard f Domains f Domain dashboard - docleamcasg comodo.od ua f Audd configuration

Audit configuration © Hebp

Cluarantined item released

[0 Create audit log entry

[ send notification email
Sender whitelist updated

[0 cCreate audit log entry

[] Send notification email
Sender blacklist updated

[] Create audit log entry

[l Send notification email

MNotification recipients
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¢ Quarantined item released

*  Create audit log entry - If enabled, CASG records the release of quarantined mails.

»  Send notification email - If enabled, notification mails for quarantined mails release will be sent to recipients
added in the 'Notification recipient's' box.

e Sender whitelist updated

*  Create audit log entry - If enabled, CASG records any updates to Whitelist senders per user interface

»  Send notification email - If enabled, notification mails for updates to Whitelist senders per user interface will be
sent to recipients added in the 'Notification recipient's' box.

e Sender blacklist updated

»  Create audit log entry - If enabled, CASG records any updates to Blacklist senders per user interface.

»  Send notification email - If enabled, notification mails for updates to Blacklist senders per user interface will be
sent to recipients added in the 'Notification recipient's' box.

* Notification recipients - Enter the email addresses of the persons to whom the email notifications for the above
mentioned actions will be sent. Please note that any email addresses of the recipient's can be entered here.

View Domain Log
The log screen in CASG allows administrators with appropriate privileges to view the logs of the selected domain.

To view the audit log of the selected domain

»  Click the 'Audit log' tab on the left hand side navigation to expand and then click the 'Log' sub tab.

COMODOD
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The Audit log screen will be displayed.
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Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for 'Operation description' column.

Using Filter options to search particular event(s)

»  Click anywhere on the 'Filters' tab to open the filters area.

Cnshboard fDomans FLoman dashboarnd - docteancasg comodo od e 1Sl log
Audit log @ e
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£ Filters
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Eemowe sender from e

You can add more filters by clicking + for narrowing down your search.
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You can remove a filter by clicking the ™= icon beside it.
Available filters are:

»  Login: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  Details: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:
»  Contains: Displays all log entries that contain the words entered in the text box
e Equals: Displays all log entries that contain only the words entered in the text box
e Not Equals: Displays all log entries that do not contain only the words entered in the text box
*  Not Contains: Displays all log entries that don't contain the words entered in the text box
»  Starts with: Displays all log entries that starts with the words entered in the text box
*  Ends with: Displays all log entries that ends with the words entered in the text box

Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of log entries according to the date selected in the calendar box (column 3) and the
condition selected in column 2.

*  Role: Will execute a search of log entries according to the role selected in the third field (column 3) and the condition
selected in column 2.

»  Operative description: Will execute a search of log entries according to the action selected in the third field (column
3) and the condition selected in column 2.

If 'Date’ is selected, the following conditions are available:

*  Equals: Displays the log entries that have the same date as the selected date in the third box from the calendar

* Less than: Displays the log entries with dates less than the selected date in the third box from the calendar

»  Greater than: Displays the log entries with dates greater than the selected date in the third box from the calendar
If 'Role" is selected, the following conditions are available:

e Equals: Displays all log entries that is equal to the role selected in column 3.
*  Not Equals: Displays all log entries that except the role selected in column 3.

If 'Operative description' is selected, the following conditions are available:

»  Equals: Displays all log entries that is equal to the event selected in column 3.
*  Not Equals: Displays all log entries that except the event selected in column 3.

o Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

*  Click anywhere on the Filters tab to close the filters area.
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button to display all the entries.

Note: To display all the log entries after using the filters option, you have to first click anywhere on the Filters tab to close the
filters area and then click the 'Refresh' button.

The following table provides the details of actions initiated by user/administrator and shown under Operation Key and Operation
Description columns in the log report:

S.No. Operation Key Operation Description
1 DELETE_EMAIL_FROM_QUARANTINE_BY_FILTER Delete quarantined messages by filter
2 DELETE_EMAIL_FROM_QUARANTINE Delete quarantined message
3 RELEASE_EMAIL_FROM_QUARANTINE Release quarantined message
4 WHITELIST_RECIPIENT Whitelist recipient
5 BLACKLIST_RECIPIENT Blacklist recipient
6 UNWHITELIST_RECIPIENT Remove recipient from the whitelist
7 UNBLACKLIST_RECIPIENT Remove recipient from the blacklist
8 WHITELIST_SENDER Whitelist sender
9 BLACKLIST_SENDER Blacklist sender
10 UNWHITELIST_SENDER Remove sender from the whitelist
" UNBLACKLIST_SENDER Remove sender from the blacklist
12 RESET_TO_DEFAULT_WHITELISTED_SENDERS Reset senders whitelist
13 RESET_TO_DEFAULT_WHITELISTED_RECIPIENTS Reset recipients whitelist
14 RESET_TO_DEFAULT_BLACKLISTED_SENDERS Reset senders blacklist
15 RESET_TO_DEFAULT_BLACKLISTED_RECIPIENTS Reset recipients blacklist
16 WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain
17 WHITELIST_RECIPIENT_DOMAIN Whitelist all recipients of the domain
18 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain
19 BLACKLIST_RECIPIENT_DOMAIN Blacklist all recipients of the domain
20 USER_WHITELIST_REQUEST_PER_USER Request
whitelist sender for user

21 USER_BLACKLIST_REQUEST_PER_USER Request
blacklist sender for user

22 USER_RELEASE_REQUEST Release request

23 USER_CANCEL_WHITELIST_REQUEST_PER_USER | Cancel request whitelist sender
for user

24 USER_CANCEL_BLACKLIST_REQUEST_PER_USER | Cancel request blacklist sender
for user

25 USER_CANCEL_RELEASE_REQUEST Cancel release request
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26 ACCEPT_WHITELIST_REQUEST_PER_USER Accept
request whitelist sender for user
27 ACCEPT_BLACKLIST_REQUEST_PER_USER Accept
request blacklist sender for user
28 ACCEPT_RELEASE_REQUEST Accept release request
29 REJECT_WHITELIST_REQUEST_PER_USER Reject
request whitelist sender for user
30 REJECT_BLACKLIST_REQUEST_PER_USER Reject
request blacklist sender for user
31 REJECT_RELEASE_REQUEST Reject release request
32 SPAM_DETECTION_SETTINGS Update spam detection settings
33 SPAM_DETECTION_SETTINGS_RESET_TO_DEFAULT | Reset spam detection settings
34 DELETE_EMAIL_FROM_ARCHIVE_BY_FILTER Delete archived messages by filter
35 DELETE_EMAIL_FROM_ARCHIVE Delete archived message
36 RESEND_EMAIL_FROM_ARCHIVE Resend archived message
37 REPORTS_AS_SPAM Reports archived message as a SPAM
38 QUARANTINE_EMAIL Quarantine message
39 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message
40 MARK_EMAIL_AS_SPAM Mark message as spam
41 ACCEPT_EMAIL Accept message
42 WHITELIST_USER_SENDER Whitelist sender for user
43 BLACKLIST_USER_SENDER Blacklist sender for user
44 UNWHITELIST_USER_SENDER Remove sender from the user whitelist
45 UNBLACKLIST_USER_SENDER Remove sender from the user blacklist
46 QUARANTINE_REPORT_SUBSCRIPTION_UPDATE Quarantine report subscription update
47 QUARANTINE_REPORT_SUBSCRIPTION_RESET_TO_ | Quarantine report subscription reset to default
DEFAULT
48 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION_UPD | Domain report subscription update
ATE
49 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION_RES | Domain report subscription reset to default
ET_TO_DEFAULT
50 DOMAIN_ADD Add domain
51 DOMAIN_DELETE Remove domain
52 ADMIN_ADD Add admin
53 ADMIN_EDIT Edit admin settings
54 ADMIN_DELETE Remove admin
55 ADMIN_UNLOCK Unlock admin
56 ADMIN_REGENERATE_PASSWORD Regenerate password for admin
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57 ADMIN_PASSWORD_UPDATE Update password for admin

58 SYSTEM_NOTIFICATIONS_TEMPLATE_CHANGE System notifications template change
59 ADMIN_PERMISSIONS_GROUP_ADD Add admin permission group

60 ADMIN_PERMISSIONS_GROUP_DELETE Remove admin permission group

61 ADMIN_PERMISSIONS_GROUP_UPDATE Update admin permission group

62 ADMIN_PERMISSIONS_CHANGE_DEFAULT_GROUP | Change default admin permission group

63 ADMIN_PERMISSIONS_ASSIGN_GROUP Assign admin permission group by selection
64 REPORT_SPAM_BY_FILE Report delivered message as spam
65 DOMAIN_DESTINATION_ROUTES_UPDATE Update destination routes

66 DOMAIN_LOCAL_RECIPIENTS_ADD Add local recipient

67 DOMAIN_LOCAL_RECIPIENTS_DELETE Remove local recipient

68 DOMAIN_LOCAL_RECIPIENTS_STATE_CHANGE Local recipients state change

69 DOMAIN_ALIASES_ADD Add domain alias

70 DOMAIN_ALIASES_DELETE Remove domain alias

4 DOMAIN_SETTINGS_UPDATE Update domain settings

72 DOMAIN_SETTINGS_RESET_TO_DEFAULT Reset domain settings to default

73 DOMAIN_RELAY_RESTRICTIONS_ADD Add relay restriction

74 DOMAIN_RELAY_RESTRICTIONS_UPDATE Update relay restriction

75 DOMAIN_RELAY_RESTRICTIONS_DELETE Remove relay restriction

76 DOMAIN_RELAY_RESTRICTIONS_STATE_CHANGE Relay restriction state change

77 DOMAIN_OUTGOING_USER_ADD Add outgoing user

78 DOMAIN_OUTGOING_USER_SETTINGS_UPDATE Edit outgoing user

79 DOMAIN_OUTGOING_USER_DELETE Remove outgoing user
80 DOMAIN_OUTGOING_USER_LOCK Lock outgoing user
81 DOMAIN_OUTGOING_USER_UNLOCK Unlock outgoing user

82 DOMAIN_OUTGOING_USER_PASSWORD_UPDATE Update password for outgoing user

83 DOMAIN_EMAIL_SIZE_RESTRICTION_CHANGE Email size restriction change

84 DOMAIN_BLOCKED_EXTENSIONS_UPDATE Update blocked extensions

85 BE)TMAIN_BLOCKED_EXTENSIONS_RESET_TO_DEFA Reset blocked extensions to default
86 DOMAIN_AUDIT_CONFIGURATION_CHANGE Audit configuration change

87 DOMAIN_LDAP_CONFIGURATION_CHANGE LDAP configuration change

88 DOMAIN_INCOMING_USER_ADD Add incoming user

89 DOMAIN_INCOMING_USER_EDIT Edit incoming user
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90 DOMAIN_INCOMING_USER_DELETE Remove incoming user

91 DOMAIN_INCOMING_USER_UNLOCK Unlock incoming user

92 ggMAIN_INCOMING_USER_REGENERATE_PASSWO Regenerate password for incoming user
93 DOMAIN_INCOMING_USER_PASSWORD_UPDATE Update password for incoming user

94 DOMAIN_INCOMING_USER_ALIASES_UPDATE Update incoming user aliases

95 DOMAIN_INCOMING_USER_MOVE_USER_TO_ALIAS |Move user to alias

96 DOMAIN_INCOMING_USER_MOVE_ALIAS_TO_USER | Move alias to incoming user

97 USER_PERMISSIONS_GROUP_ADD Add user permission group

98 USER_PERMISSIONS_GROUP_DELETE Remove user permission group

99 USER_PERMISSIONS_GROUP_UPDATE Update user permission group

100 USER_PERMISSIONS_CHANGE_DEFAULT_GROUP | Change default user permission group
101 USER_PERMISSIONS_ASSIGN_GROUP Assign user permission group by selection
Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. If the entries
exceed this value, exporting cannot be done and a warning will be displayed. Please note that exported file will display the
entries in the same sorted order as in the interface.

To export log report to csv file

Click the 'Export to CSV by filter' button.

Dashboard f Domains § Domain dashboard - docteamcasg.comodo .o

Audit log

@{pnmu coy ny@
&) Filters

Date (GIMT +0)

Role

2014-04-132 09:16:42 admin

The 'File Download' dialog will be displayed.

Login

johnd
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Opening CASG-AuditExport-2014-10-27 11_58_07.csv S

You have chosen to open:
| CASG-AuditExport-2014-10-27 11 _58 07.csv

which is: Text Docurment
from: http://5.39.28.212:8080

What should Firefox do with this file?

() Openwith | Motepad (default) -

@ Save File

[] Do this automatically for files like this from now on.

[ QK ]| Cancel |

»  Click 'Open' to view the file with an appropriate application or click 'OK' to save the file to your computer.

The values in the log report will be separated by commas and this file can be opened with appropriate application such as Excel
or Openoffice Calc for easy analysis.

3.21.1.4.6  Whitelist / Blacklist

CASG allows the administrator of a domain to configure recipients or senders in whitelist or blacklist. While all filtering settings
are disabled for whitelisted recipients, all mails sent by blacklisted senders are automatically rejected. Administrators can also
choose to whitelist or blacklist a particular set of recipients/senders or a whole domain using wildcard character.

CASG also allows administrators to create highly granular rules in order to add senders, domains to whitelist/blacklist. Refer to
the sections 'Create Whitelist Rule' and 'Create Blacklist Rule' for more details. Though whitelisted/blacklisted senders are
applicable for all users in general, the senders list in 'Whitelist senders per user' and 'Blacklist senders per user' takes
precedence over the general list. Refer to the sections Whitelist Senders Per User and Blacklist Senders Per User for more
details.

The Administrators can export the whitelists and blacklists to comma separated values CSV files, which can be used in future if
the users are to be re-added to the lists.
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Recipient whitelist

Click the following links for more details.
*  Recipient Whitelist
*  Sender Whitelist
*  Create Whitelist Rule
*  Recipient Blacklist
+  Sender Blacklist
*  Create Blacklist Rule
*  Whitelist Senders Per User
»  Blacklist Senders Per User
Recipient Whitelist

Since all filtering checks for the whitelisted recipients are disabled, CASG recommends to use the option only for certain cases
such as postmaster or abuse@domain.com. The Administrator can:

e Add users to recipient whitelist

*  Export the list to CSV file for use in future

*  Remove users from recipient whitelist

* Reset the list - Delete all whitelisted recipients except the default recipients by clicking the 'Reset to default’ button

To configure recipient whitelist

»  Click the 'Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Recipient whitelist' sub
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The 'Recipient whitelist' interface of the selected domain will be displayed:

Dashboard ! Domains f Demain dashboard - docteameasg comodo.od ua f Recipient whielist

Recipient whitelist © Hei

o Add | [ Delete ) Resettodefault £33 Exportto CEVfile | (1) Importfrom CEV file

[] Recipient
[ abuseq@docteamcaso.comaodo.od.ua
F postmasier@docieamcasg.comodo.od.ua

1 1 [1-2i2] Perpage (15 | w

By default, the selected domain will have 'abuse' and 'postmaster' as whitelisted recipients.

Adding Users to Recipient List

You can add recipients to white list in the following ways:
¢ Manually adding the recipients
*  Importing from a CSV file

To manually add recipients
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e (Click 'Add' to add a new user to the list

Dashbosrd ! Domains fDomain dashboard - docteamcasg comodo od us f Recipient whitelist

Recipient whitelist © Heis
@"Fﬁl’ Delete = #) Resetto default | () Exporito GSVile | €3 Importfrom CSV e
[] Recipient

[ abuse@docleamcasg.comodo.od.ua
[} postmaster@docteamncasg.comodo.od.ua

1 L [1-2/2] Perpage (15 | w

The 'Add' dialog box will be displayed:

E-rmail usert i@ doctearmncasg.comodo.od.us

o N

»  Enter the recipient's name in the E-mail text field and click the 'Save' button.

*  Toadd a particular set of recipients to whitelist, prefix or suffix the wildcard * in the E-mail text field. For example, enter
*.stores for all the recipients in stores department to be whitelisted.

¢ To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
recipients in that domain will be whitelisted.

The recipient's name will be added to the list.

Dashboard fDomains § Domain dashboard - docteameasg comodo .od ua §f Recipient whitelist

Recipient whitelist © Hebp
o 4dd [ Delete | *) Resettodefault | () Exportto CSVfle (1 Importfrom CSY file

[ Recipient

[ abuse@docteamcasg comado.od.ua

postmaster@docteamcasg.comodo.od.ua

IF usert @docteamcasg.comodo.od.ua

1 " [1-313] Perpage (15 @ w

To import users to whitelist from CSV file

Administrators can import many users from a file to Recipient whitelist at a time. The users should be saved in the format shown
below as an example:

user1@testdomain
user2@testdomain
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user3@testdomain

*  Click the 'Import from CSV file' to import users to whitelist from a CSV file

Dashboard ! Domains f Domain dashboard - docteamcasg comodo od us / Recipient whidelist

Recipient whitelist © Heno
o Add | [ Delete  *) Resettodefault () Exportto Csvme
[] Recipient

[ abuse@docteamcasg.comodo.od.ua

[} postmaster@docteamncasg.comodo.od.ua

1 & [1-212] Perpage |15 v

The Upload dialog will be displayed.

Uploadl csvfile.
Each line should caontain the full e-mail

For example:

testuser! @testdomain
testuserd@testdomain

Lipload

»  Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button. The
maximum size of the file that can be uploaded is 9 MB.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not

imported task.

Dazhboard ! Domains f Domain dashboard - docteamcasg comodo.od.ua f Recipient whitelist

Recipient whitelist Helpn

Impartis in process. Please wait

o add | [ Delete | *) Resetto defautt Remave importtask) (4 Exportto CSV file

[[] Recipient

& abuse@docteamcasy.comodao.od.ua
] postmaster@docteameaso.comodo.od.ua
[ usert @docteameasy.comodo.od.ua

1 I8 [1-313] Per page |14 b
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On completion of the upload process, the results will be displayed.

Dashboard § Domains § Domain dashbosrd - docteamesss comodo.od us f Recipent whitelist

Recipient whitelist © Hein
Total lines processed 3 X}
Impaorted 2 user(s) %}
Import for domain docteamcasg.comodo.od ua has been finished !Ii
+ Add ﬂ Delete ﬁ Reset to default fc:j Exportto CSV file I,':'_l Import from CSY file
[ Recipient
7] abuse@docteamcasy.comodo.od.ua
= hob@docteamcasg.comodo.od.ua
[ jemm Edocteamcasg.comodo.odua
|} postmaster@docieamcasg.comodo.od.ua
[[] user! @docteameasg comodo.od ua

1 " [1-515] Perpage |15 v

The recipient whiteslist from .csv file will be uploaded and the administrator who carried out the task will receive a notification
about the import task completion.

Exporting the Recipient Whitelist to CSV file

The administrator can save the configured recipient whitelist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
e Click the 'Export to CSV file' button to save the list of whitelisted recipients as a CSV file
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Dazhboard f Domaing / Domain dazhboard - docteamcazg. comodo. od.ua f Recipient whitelist

Recipient whitelist Help

of Add [ Delete 4y Resetto default {3y Exportto CSVfile Y¢k) Import from CSV file

-

Opening RecipientWhitelist_docteamcasg.comodo.od. %sv | x

You have chosen to open: /

__ RecipientWhiteList docteamcasg.comodo.od.ua.csv

which is: Text Document
from: http://5.39.28.212:3080

What should Firefox do with this file?

i P 15
) Openwith | Notepad (default) v erpage v

@ Save File

[7] Do this autornatically for files like this from now on.

o | [ |

Afile download dialog will be displayed.

*  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Recipient Whitelist
»  To delete a recipient from the whitelist, select the recipient from the list and click the 'Delete’ button

Dazhboard f Domains § Domein dashbosrd - docteamcasy comodo od us fRecipient whitelist

Recipient whitelist D Help
o= Add Resetto default 1) Exportto GSVfile (3 Importfrom CSVile
[ Recipient

[ abuse@docteameasg comodo.od.ua

[ hob@docteamcasg.comodoad.ua

2] jermmy@docteamcasg.comodo.od.ua

=

I postmaster@docteamcasy.comado.od.ua

¥ user1 @docteamecasg.comodo.od.ua

1 M [1-5i5] Per page (15 w

e Click 'OK' to confirm your changes
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Remove recipient(s)

recipient(si?

@ Are you sure you swant to remove the selected

Sender Whitelist

All the filtering checks for whitelisted senders to the recipients of the selected domain are disabled. Comodo strongly
recommends to use this option only when the system wrongly blocks emails from a certain trusted sender. Though whitelisted
senders are applicable for all users in the domain, the senders list in 'Blacklist senders per user' takes precedence over the
general list. Refer to the section Blacklist Senders Per User for more details. The Administrator can:

e Add users to Sender whitelist
«  Export the list to CSV file for use in future
¢ Remove users from Sender whitelist

* Reset the list - Delete all whitelisted senders and make the list empty by clicking the 'Reset to default' button

To configure sender whitelist

»  Click the 'Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Sender whitelist' sub
tab.
- coMODO
' Antispam Gateway

f 7} Dashboard

B Domain dasl

Al e
['_T:T Cutgoing

[‘:‘]' Email management

ril_-' Account management

The 'Sender whitelist' interface of the selected domain will be displayed:
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Dashiboard f Domains § Domain dashbosrd - docteamcasg.comodo.od ua f Sender whitelist

Sender whitelist © Help
o add [ Delete | ) Resettodefaut | (9 Exportto CSVile €3 Importfrom CSV file

[7] Sender
[ angel@heaven.com

1 i [1-141] Perpage |15 | w

Adding Users to Sender Whitelist

You can add recipients to white list in the following ways:
*  Manually adding the senders
*  Importing from a CSV file
To manually add senders
e Click 'Add' to add a new whitelisted sender
The 'Add' dialog box will be displayed:

@

o RN

»  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more whitelisted senders.

*  Toadd a particular set of senders to whitelist, prefix or suffix the wildcard character * in the E-mail text field and
senders' email domain name after the @ symbol. For example, enter *.stores.com for all the senders in stores
department to be whitelisted.

*  Toadd a specific username from any mail domain to the whitelist, enter the username in the mail text field and the
wildcard character * after the @ symbol. For example, enter john@* for whitelisting the username ‘john' with any email
domain name.

* Toadd a set of users or specific username from any email domain with a specific top level domain (TLD) name like
.com, .org, enter the wildcard character * or username in the Email text field and enter * followed by the TLD after the
@ symbol. For example, “@*.com" will whitelist all the senders from all the email domains ending with ".com'

*  To add a whole domain to whitelist, enter the wildcard character * in the E-mail text field and email domain after the @
symbol and click the 'Save' button. Now all the senders with the entered domain name will be whitelisted.

The list of whitelisted senders will be displayed.
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Dashboard § Domains £ Domain dashboard - doctesmcasa comodo od ua £ Sender whitelist

Sender whitelist © e

Lo

o add | [ Delete  *) Resettodefauit (23 Exportto CSVfile [3) Import fram G5V file

[ Sender
71 angel@heaven.corn

[ alice@gmail. com

1 " [1-212] Perpage 15 |w

To import senders to whitelist from CSV file

Administrators can import many senders from a file to Sender whitelist at a time. The senders' address should be saved in the
format shown below as an example:

sender1@domainname

sender2@domainname2

sender3@domainname3

e Click the 'Import from CSV file' to import senders to whitelist from a CSV file.

Dashboard f Domans f Domain dashbeard - doctesmessg comodood ua § Sender whitelist

Sender whitelist © Heip

o= 2dd | [ Detete | *) Resettodefautt (23 Exportto v itk (3 Import fram C5V file

[ Sender

1 angel@heaven.corr

(] aliceg@gmail.com
1 " [1-212] Perpage 15 v

»  Click 'Upload', navigate to the location where the file is saved and click the 'Open' button. The maximum size of the file
that can be uploaded is 9 MB.

Upload csvTile.
Each line should contain the full e-mail

For example:

testuzer! @testdomain
testuser?@estdomain

lpload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.
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Dashboard f Domeins § Domain dashboard - doctesmcasy comodo.od us f Sender whitelist

Sender whitelist © e
Import is in process, Please wait B
A,
o= 2dd | [ Delete | % Resetto defautt Remove importtask ) (=4 Exportto CSV file
[] Sender

I =
[} alice@amail.com
[ angel@heaven com

1 " [1-2£2] Per page |15 v

On completion of the upload process, the results will be displayed.

Dazhboard ! Domainz £ Domain dashboard - docteamcaso comodo od us § Sender whitelist

Sender whitelist © Heip
Total lines processed 4 B8
Imponed 3 user(s) (X
Import for domain docteameasg.comodo.od.ua has been finished (X

o sdd | [ Delete  * Resettodefault £ Exporito CSVAle [ Import from CSYfile

] Semder
| alice@Eamail.com
] angel@heaven.com

| falcon@hatmail com
] smithg@rediff com
] wilet ovle696@yahoo.com

L2
1 1 [1-5/5] Perpage (15 |w

The sender whietlist from .csv file will be uploaded and the administrator who carried out the task will receive a notification about
the import task completion.

Exporting the Sender Whitelist to CSV file

The administrator can save the configured sender whitelist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
*  Click the 'Export to CSV file' to save the list of whitelisted senders as a CSV file
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Dashbeard f Domaing / Domain dashboard - docteamcasg.comodo.od.ua f Sender whitelist

Sender whitelist Help

(%) Exportto CSVfile ) (3 Import from CSV file

o= Add | [[] Delete %y Resetto default

Cpening Se nderWhiteIJst_dq-cteamcasg.comc:l-do.w.urﬁ | = |
You have chosen to open: K
| SenderWhitelist_docteamcasg.comodo.od.ua.csv
which is: Text Document
from: http://5.39.28.212:8080
What should Firefox do with this file?
() Openwith | MNotepad (default) -
@ SaveFile
Perpage |15 w
1 [ Do this automatically for files like this from now on. E
o

Afile download dialog will be displayed.

»  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Sender Whitelist

¢ To delete a sender from the whitelist, select the sender from the list and click the 'Delete’ button.

Dazhboard f Domairs § Domain dashboard - doctesmcass comodo.od ua F Sender whitelist

Sender whitelist © Hei

4= 23d{ [ Delete Resetto default (13 Exportto CSVile £ Import from CSv file

] Sender

] alice@gmail.com
I ange @heaven.com
] falcon@hotrmall.corn

¥] emith@redifcom
I wilecovteB86@yahoo.com

1 (| [1-515] Perpage 15 | %

e Click 'OK' to confirm your changes.
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Remove sender(s)

e Areyou sure you want to remove the selected
sender(s)?

Create Whitelist Rule

CASG allows administrators to create rules in order to add sender to whitelist based on parameters such as sender's name,
sender's reported domain, sender's sending server, sender's sending MTA or relay and the subject of the mail. You can also use
wildcards, asterisks (*) and question marks (?) and parameters from the email headers to create a highly granular rule according
to your requirements.

»  Click the 'Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Create whitelist rule'
sub tab.

f cOMODOD
Antispam Gateway

'z Dashboard
= Domain dashboand
Y Incoming
] Cwtgoing
Email managemenl

e} Audit I0g

Whitelist / Blackls!

The 'Create whitelist rule' screen will be displayed:
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Cashbadrd / Domang / Domain dashboard - cspgad comods od us f Creghe whisis nulé

Create whitelist rule
o Add | [ Delete

(3 Retresh |
£ Fiters
] Sender Received from Received by Subject
b relay] casg
1 1 Perpage 15 w
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search whitelist rules
»  Click anywhere on the Filters tab to open the filters area.

Caghboard ¢ Domains / Doman dashboard - ceoged comodo od.ua / Create whitelst nids

Create whitelist rule
o ada | [ Delete £ ¥ Refrech |
& Firters
o Sender v contains v Apply filter
Send Receed from Received by Subject
You can add more filters by clicking + for narrowing down your search.
gshicard / Domains / Doman dashboard - csgpad compde.gd.ua / Create whibelat nala
Create whitelist rule
of 40 | [ Deiete | £3 Refresn
@ Filters
o= sender | containg v
== Received from ~ | containg w
== Subject containg w
Sender Receied from Receved by

Subject

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition selected in

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 170



COMODO

Creating Trust Online®

/

f

column 2.

*  Received from: Will execute a search of 'Received from' column according to the text in the text box (column 3) and
the condition selected in column 2.

*  Received by: Will execute a search of 'Received by' column according to the text in the text box (column 3) and the
condition selected in column 2.

»  Subject: Will execute a search 'Subject' column according to the text in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:
*  Equals: Displays the whitelist rule that was entered in full in the text box.
»  Contains: Displays all the whitelist rules that contains the words entered in the text box.
*  Not Contains: Displays all the whitelist rules that does not contain the words entered in the text box.
»  Starts With: Displays all the whitelist rules that starts with the words entered in the text box.
*  Not Equals: Displays all the whitelist rules, except the one entered in the text box.
*  Ends With: Displays all the the whitelist rules that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
Click anywhere on the Filters tab to close the filters area.

+ } Refresh
Click the button to display all the domains.

Note: To display all the whitelist rules after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

To create a whitelist rule

¢ Click the 'Add' button in the 'Create whitelist rule' interface

[Dnzhboard / Domains / Doman dashbodrd - c3oqed comodo. od ua / Create whitedst ruls
Create whitelist rule
ﬁ;'j‘ Delete £ * Refresh
€ Filters
Sender Received from Received by *  Subject

The 'Add whitelist rule' dialog will be displayed:

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 171



Creating Trust Online®

Comodo Antispam Gateway - Adrgj_n____istrato‘r"G“Uiaé__ / COMODO

.'ll{r’II

____’/"_-- ‘fa"

Add whitelist rule

Sender:
Received from:
Received by:

Subject:

Save | Cancel |

e Sender - Enter the name of the sender and the sender's domain name.

*  Received from — This can be obtained from a mail header. Enter the first 'Received from' entry in the mail header
(reading the headers from bottom to top).

*  Received by — This can be obtained from a mail header. Enter the first 'Received by' entry in the mail header (reading
the headers from bottom to top).

*  Subject — Enter the subject line of the email

You can use wildcards, asterisks (* ) and question marks (?), in all the fields except 'Subject' field to create a rule according to
your requirement.

e Click 'Save' after filling all the fields

Cashbeard f Domams / Domain dashboard - caggad. comodo.od.ua f Create whitaliat nule

Create whitelist rule
Successfully saved a
o 4dd ﬁ Delete : {3} Refresh
£ Fitters
[ Sender Received from Receved by “ | Subject
] believeme@gmail.com mail-wil-f174.google.com 10.28_20.16 with HTTP Excellent Products
F & * relay 1 casg
1 ' [1-242] Perpage (15 |+

A confirmation message will be displayed and the new whitelist rule will be added to the list.

To delete a whitelist rule

*  Select the whitelist rule(s) that you want to remove from the list and click the 'Delete’ button
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Dashbtoard / Domains / Domain dashboard - ceggad comado od.ua / Creale whitedst rule
Create whitelist rule
£ _* Refresh
Received from Received by *  Subject
miailwil-f174 google.com 10.28.20.16 with HTTP Excellent Products
i relayl.casg
1 i [1-212] Perpage |15 >

e (Click 'OK' to confirm the removal of selected whitelist rules

Recipient Blacklist
CASG will automatically block all emails to blacklisted recipients. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender. The Administrator can:
¢ Add users to recipient blacklist
*  Export the list to CSV file for use in future
¢ Remove users from recipient blacklist
* Reset the list - Delete all blacklisted senders and make the list empty by clicking the 'Reset to default' button
To configure recipient blacklist

*  Click the 'Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Recipient blacklist' sub
tab.
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) Dashboard
£ Domain dashboard
Y Incoming
3} Outgoing
Email management

&) Audit log

Create whilelist rule
B Haciplens Blacklist
Sender blacklist
Create blacklist rule
¥hitelist senders peruser

]
S Account management

The 'Recipient blacklist' interface of the selected domain will be displayed:

Dashboard f Domains f Domain dashboard - docteamcasg.comodo.od .us § Recipient biackist

Recipient blacklist O ren

o 4dd I Delete  *) Resetiodefault 13 Exportto CSVfile {23 Import from C5V flle

[ Recipient
[l users@docteamcasg comodo.odua

1 M [1-111] Perpage (15 |w

Adding Users to Recipient Blacklist

You can add recipients to the black list in the following ways:
*  Manually adding the recipients
*  Importing from a CSV file

To manually add recipients
e Click 'Add' to add a new user to the list

The 'Add' dialog box will open.
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E-rmail | jsmith i@ docteamcasg.comodo.od.ua

e R

»  Enter the recipient name in the E-mail textbox and click the 'Save' button. Repeat the process to add more recipients
to blacklist.

»  Toadd a particular set of recipients to blacklist, prefix or suffix the wildcard * in the E-mail text field. For example, enter
*.stores for all the recipients in stores department to be blacklisted.

e To add a whole domain to blacklist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
recipients in that domain will be blacklisted.

The list of blacklisted recipients will be displayed.

Dazhboard ! Domains f Domain dashboard - doctesmcasg comodood.us ! Reclplent blackist

Recipient blacklist © Hebp
o 4dd | [ Deiete  *) Resettodefault (23 Exportto CSvfile (3 Importfrom CSY file

|| Recipiem

£ users@docteamcasy.comodo od.ua

j jsmith@docteamcasg comodo.od ua

1 | [1-212]) Perpage (15 @ w

To import users to blacklist from CSV file

Administrators can import many users from a file to Recipient blacklist at a time. The users should be saved in the format shown
below as an example:

user1@testdomain

user2@testdomain

user3@testdomain

»  Click the 'Import from CSV file' button to import users to blacklist from a CSV file.

Daszhiboard f Domsins § Domain dashboard - doctesmossd comodo od.us f Recipient biackiist

Recipient blacklist O e

(2 Importfrom CSV file

1 i [1-141] Perpage (15 | w

o add [ Delete  *) Resettodefaut (1 Exportio CSViile

[ Recipient

[ users@docteamcasg.comodo odua

»  Click 'Upload’, navigate to the location where the file is saved and click the 'Open'’ button. The maximum size of the file
that can be uploaded is 9 MB.
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Upload csv file.
Each line should contain the full e-mail

For example:

testuser! @testdomain
testuser2@testdomain

Lipload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Dashiboard f Domains § Domain dashboard - docteamcasg comodo.od ua f Recipient blacklist

Recipient blacklist © Heip
Importis in process. Please walt (X
L
o= Add [0 Delete | # Resetto default €3¢ Remave importtask ) £ Exportto CSVfile
[7] Recipiemt
7 bob@doctearncasg. comodo.od.ua e
] userd@docteamcasg.comodo.od.ua P
1 8] [1-212] Perpage (15 |w
On completion of the upload process, the results will be displayed.
Dazhboard ! Domains f Domain dashboard - doctesmcasy comodo.od ua f Reciplent blacklist
Recipient blacklist © Heip
Total lines processed 4 (X}
Imported 4 user(s) (%]
Irmport for domain docteamcasg.comodo.od.ua has been finished (X
* *
o sdd | [ Delete  #) Resettodefautt 9 Exportto CSVfile (23 Importfrom CSV flle
| Recipiem
O blackg@docteamcasg.comodo.od.ua
] bob@docteamcasg.comodo.od.ua
1 duncan@docteameasy cormodo.od.ua
I jsmith@docteamcasg comodo.od ua
il userd@docteamcaso.comodo.od.ua
1 1 [1-545] Perpage |16 @ w
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The recipient blacklist from .csv file will be uploaded and the administrator who carried out the task will receive a notification
about the import task completion.

Exporting the Recipient Blacklist to CSV file

The administrator can save the configured recipient blacklist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
*  Click the 'Export to CSV file' to save the list of blacklisted recipients as a CSV file

Dazhboard / Domaing / Demain dazhboard - docteamcasg. comodo.od.ua / Recipient blacklist

Recipient blacklist Help

%1 Exportto CSV file

Opening F‘.ecipfentBIackList_docteamcasg.comodo.o%csv ﬁ

o add [ Delete = %) Resetto default & Import from CSV file

[] Recipient

-

You have chosen to open:
__ RecipientBlacklist docteamcasg.comodo.od.ua.csv

which is: Text Document
from: http://5.39.28.212:8080

What should Firefox do with this file? Perpage (15 |w

() Dpenwith | Notepad (default) -

i@ : Save File

[ Do this automatically for files like this from now on.

| ok || Cancel |

Afile download dialog will be displayed.

»  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Recipient Blacklist

»  To delete a recipient from the blacklist, select the recipient from the list and click the 'Delete’ button
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Dashboard ! Domains f Domain deshboard - docteamcasa comodo od ua / Recipiert blacklist

Recipient blacklist © Heip

= sgaf_T Delete Resettodefault | [ Exportto CSVfile [ Importfram CSV file

| Recipient

Fl blackdocteamcasg.comodo.od.ua
| bobi@docteamcasy.comodo.od.ua

_| duncan@docteamcasy.comodo.od.ua
V| jsmithi@docteamcasg. comodo.od.ua
O users@docteameasg comodo od ua

1 " [1-5f5] Perpage |15 v

*  Click 'OK" to confirm your changes. The user will be removed from the blacklist and the mails addressed to the user
will be allowed as per the existing filter settings in CASG.

Remove recipient(s)

@ Are you sure ol swant to remave the selected

recipient(si?

Sender Blacklist
CASG will automatically block all emails from blacklisted senders. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender. The administrator can:

e Add users to sender blacklist

«  Export the list to CSV file for use in future

¢ Remove users from sender blacklist

*  Reset the list - Delete all blacklisted senders and make the list empty by clicking the 'Reset to default' button

To configure sender blacklist

»  Click the "Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Sender blacklist' sub
tab.
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YWhitelist / Blacklist

Recipient whitelist

Create whitelist nule
Recipient blackist

B Sender blackiict

]El, ACCOUNE Mmanagement
The 'Sender blacklist' interface of the selected domain will be displayed:

Dazhiboard f Domains f Domein dashboard - doctesmcasa comodo.od ua / Sender blacklist

Sender blacklist © Henp
o sdd | [ Delete ) Resettodefault (33 Exportto CSVfile [ Importfrom CSY file

[T Semler
O devil@hell.com

1 M [1-181] Perpage (15 @ w

Adding Users to Senders Blacklist

You can add senders to black list in the following ways:
e Manually adding the senders

* Importing from a CSV file
To manually add senders

e (Click 'Add' to add a new blacklisted sender
The 'Add' dialog box will be displayed:
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»  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more blacklisted senders.

e Toadd a particular set of senders to blacklist, prefix or suffix the wildcard character * in the E-mail text field and
senders' email domain name after the @ symbol. For example, enter *.stores.com for all the senders in stores
department to be blacklisted.

*  To add a specific username from any mail domain to the blacklist, enter the username in the mail text field and the
wildcard character * after the @ symbol. For example, enter john@ for blacklisting the username 'john' with any email
domain name.

»  Toadd a set of users or specific username from any email domain with a specific top level domain (TLD) name like
.com, .org, enter the wildcard character * or username in the Email text field and enter * followed by the TLD after the
@ symbol. For example, *@*.com' will whitelist all the senders from all the email domains ending with ".com'’

* Toadd a whole domain to whitelist, enter the wildcard character * in the E-mail text field and email domain after the @
symbol and click the 'Save' button. Now all the senders with the entered domain name will be whitelisted.

*  Toadd a particular set of senders to blacklist, prefix or suffix the wildcard * in the E-mail text field and senders' email
domain name after the @ symbol. For example, enter *.stores for all the senders in stores department to be
blacklisted.

*  Toadd a whole domain to blacklist, enter the wildcard * in the E-mail text field and email domain after the @ symbol
and click the 'Save' button. Now all the senders with the domain name entered will be blacklisted.

The list of blacklisted senders will be displayed.

Cazhiboard f Domains § Domain dazhboard - doctesmossg comodo.od us § Sender blacklist

Sender blacklist  Hein
o= sdd [ Delete ) Resettodefault (2] Exportto CSVfile (3 Importfrom CSYfile

7| Sender
U devilg@hel.com
[ brutusi@believenotcom

1 i [1-2/2] Perpage 15 | w

To import senders to blacklist from CSV file

Administrators can import many senders from a file to Sender blacklist at a time. The senders' address should be saved in the
format shown below as an example:

sender1@domainname

sender2@domainname?

sender3@domainname3

e Click the 'Import from CSV file' to import senders to blacklist from a CSV file.
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Dashibosrd ! Domeins f Domain dashboard - docteamcasg comodaood.ua f Sender blacklist

&) Import from CSV flle

Sender blacklist

© Hep

o sdd | [ Delste  *) Resettodefault (23 Exportto CSV il

| Semder
T devilg@hell com

Tl brutus@believenot.com

1 i [1-2i2] Parpage 15 @ w

Click 'Upload', navigate to the location where the file is saved and click the 'Open' button. The maximum size of the file
that can be uploaded is 9 MB.

Upload csvfile.
Each line should contain the full e-mail

For example:

testuser! @testdomain
testuser2@testdomain

Lipload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the

upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Dashboard FDomains / Domain dashbosrd - docteamcasa comodo.od us F Sender blacklist

Sender blacklist

3;.3 Halp
Importis in process. Please wait E3
. .
+ Add ﬁ Dalete "J Resetto defaultf M Remove importtask YE Exportto CSVile
[ Sender
| brutus@believenot com o+
[F devil@hell.com P

1 I8 | [1-212] Perpage 145 |w

On completion of the upload process, the results will be displayed.
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Dashboard f Domains § Domain dashboerd - docteamcasg.comodo.od.us f Sender hilacklist

Sender blacklist © Heio

Total lines processed 7 e
Imported 6 user(s) ﬂ
Itport for domain docteamcasg comodo od ua has been finished ﬂ

+ Add ﬁ Delete ") Reset to default f:'.t Exportfo CSV file [':] Impart fram CSY file

[T Sender

=1 brutusgdbelievenot.com
[ chen@yahoo.com

= devil@hell.com

] falcongg@hotmail.com
= lang@gmail.com

[ penny@rocketmail.com
21 smith@rediff.com

[ wilecoyteB96@yvahoo.com

1 A [1-818) Perpage 15 | w

The sender blacklist from .csv file will be uploaded and the administrator who carried out the task will receive a notification about
the import task completion.

Exporting the Sender Blacklist to CSV file
The administrator can save the configured sender blacklist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
»  Click the 'Export to CSV file' to save the list of blacklisted senders as a CSV file
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Dashboard f Domaing / Domain dashbeard - docteamcasg.comode.od.ua / Sender blacklist

Sender blacklist Help

o add [ Delete 4y Resetto defaut{ () Exportto cSvfile Y Importfrom CSV file

[7] Sender

-
Opening SenderBlacklist_docteamcasg.comod Ua.csy u

You have chosen to open:

__ SenderBlacklist_docteamcasg.comodo.od.ua.csw

which is: Text Document
from: http://5.39.28.212:8080

What should Firefox do with this file?

) Openwith | MNotepad (default) -

@ Save File

Perpage |15 ~
[7] Do this autornatically for files like this from now on.

oK || Concel |

Afile download dialog will be displayed.

»  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Sender Blacklist

¢ To delete a sender from the blacklist, select the sender from the list and click the 'Delete’ button.

Dashbosrd ! Domains f Domain dashboard - docteamcasg.comodo.od ua f Sender biackiist

Sender blacklist © ten

o add | T Delete | *y Resetto default | (1) Exportto cavile | € Impart from CEV file

[] Sender

[ b jtusibelievenotcom
[v! chen@yahoo.com

[T devil@hell com

[ falcon@hotmail.com

[T lang@amail com

[¥] penny@racketmail.com
= smithi@rediff.com

[} wilecovteB 86@yahon. com

1 " [1-8/8] Perpage (15 v
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e Click 'OK' to confirm your changes. The sender(s) will be removed from the blacklist. The emails from the senders will
be allowed as per the existing filter settings in CASG.

Remove sender(s)

# Are you sure youl swant to remove the selected
senderis)?

Create Blacklist Rule

CASG allows administrators to create rules in order to add sender to blacklist based on parameters such as sender's name,
sender's reported domain, sender's sending server, sender's sending MTA or relay and the subject of the mail. You can also use
wildcards, asterisks (*) and question marks (?) and parameters from the email headers to create a highly granular rule according
to your requirements.

»  Click the "Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Create blacklist rule'
sub tab.

-+ cCoMODOD
Antispam Gateway

(X} Incoming
1) Culgong

Emai |1'|::'.r'-:::|:.'.n_-'-|||r-_er'|'_

£ Audit log

Wihitelst § Blackhist

The 'Create blacklist rule' screen will be displayed:
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Dashbadrd / Domans J Demain dsshboard - csogad comodo od us f Creahe blackist ruls

Create blacklist rule
o add | [ Delets |2 Remesn |
£ Filters
7] Sender Recaved from Recenved by Subject
johneraig@gmail.com
1 i [1-111) Perpage |15 -

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search blacklist rules
»  Click anywhere on the Filters tab to open the filters area.

Dashboard f Demaing / Domain dashbosrd - cegoad comodo.od ua f Craasle biackliat rule

Create blacklist rule
ofe 2dd | [ Detete = Refresh |
& Fiters
+ Sender % contamngs w
Sandear Received from Received by Subject

You can add more filters by clicking + for narrowing down your search.

Dashyoord / Domans / [omain dashboard - cagoad comeds od ya / Create blacklist ruls

Create blacklist rule
o ada | Delete £ Refresh
&) Fitters
== Recened from ~ | equals v
| Subject ~ | stans with »
Sender Received from

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

»  Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition selected in
column 2.
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*  Received from: Will execute a search of 'Received from' column according to the text in the text box (column 3) and
the condition selected in column 2.

*  Received by: Will execute a search of 'Received by' column according to the text in the text box (column 3) and the
condition selected in column 2.

»  Subject: Will execute a search 'Subject' column according to the text in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

e Equals: Displays the blacklist rule that was entered in full in the text box.
»  Contains: Displays all the blacklist rules that contains the words entered in the text box.
*  Not Contains: Displays all the blacklist rules that does not contain the words entered in the text box.
»  Starts With: Displays all the blacklist rules that starts with the words entered in the text box.
*  Not Equals: Displays all the blacklist rules, except the one entered in the text box.
»  Ends With: Displays all the the blacklist rules that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
Click anywhere on the Filters tab to close the filters area.

£ Refresh
Click the button to display all the domains.

Note: To display all the blacklist rules after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

To create a blacklist rule

¢ Click the 'Add' button in the 'Create blacklist rule' interface

Dashboard J/ Domains f Doman dashboard - csggad comode od ua f Creale blackist rule

Create blacklist rule

T Delete | Retresh

Fliters

The 'Add blacklist rule' dialog will be displayed:

Add blacklist rule

Sender:

Received from:

Received by:

Subject:
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e Sender - Enter the name of the sender and the sender's domain name.

*  Received from — This can be obtained from a mail header. Enter the first 'Received from' entry in the mail header
(reading the headers from bottom to top).

*  Received by — This can be obtained from a mail header. Enter the first 'Received by' entry in the mail header (reading
the headers from bottom to top).

*  Subject — Enter the subject line of the email

You can use wildcards, asterisks (* ) and question marks (?), in all the fields except 'Subject' field to create a rule according to
your requirement.

e Click 'Save' after filling all the fields

Dazhbeard / Domaing / Domain dashboard - csggad comodo od ua / Creale blackiish rule

Create blacklist rule

Succasshully saved o
o add | [ Delete + ' Refrash
&) Filters
Sender Received Trom Receved by Subject
johneraig@gmail.com
[7] donotbelieverne@hell com 127.0001 106.10.196.91 Cheap Products
1 'k [1-212] Perpage (15 | w

A confirmation message will be displayed and the new blacklist rule will be added to the list.
To delete a blacklist rule

*  Select the blacklist rule(s) that you want to remove from the list and click the 'Delete’ button

Dashboard / Domaing / Domain dashboard - cagged. comodo.od.ua / Create blackiist rule

Create blacklist rule

a (T Detete ({3 Refresh
Received from Received by Subject
[F1 Ahncraig@gmail com
a donotbelieverned@hell.com 1270001 106.10.196.91 Cheap Products
1 [1-2/2] Perpage 15 |w

A confirmation dialog will be displayed:

Remove rules

@Are you sure you want to remove selected rule?

e (Click 'OK" to confirm the removal of selected blacklist rules
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Whitelist Senders Per User

CASG allows administrators to add senders to whitelist on per user basis. Whitelisted senders for specific recipients can be
added manually, importing from a .csv file and from the users' requests. All the filtering checks for whitelisted senders to the
requested / added recipients of the selected domain are disabled. Comodo strongly recommends to use this option after
analyzing the request is genuine and warranted.

To configure sender whitelist per user

e Select the 'Whitelist / Blacklist ' tab from the left hand side navigation to expand it and then click the 'Whitelist senders

per user' sub tab.
3 cCoOMDDO

Qoing
Email management

& Auwdil log

B2 whilelist | Blackiis

R —
Create blacklist rule

Whiselist senders per user
Blacklist senders per user

ACCOUnL madagement

The 'Whitelist senders per user' interface will be displayed:
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Dashboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Whitelist senders per user

Whitelist senders per user Help

ofs Add [ Detete () Importfrom CSV file |E Refresh ‘

@ Filters

[[] Sender Recipient
[[] demo2@esg.comode.od.ua jehn
1 i1 [1-171] Per page |15 W
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using the Filter option to search senders and recipients

Click anywhere on the Filters tab to open the filters area.

Dazhbeard / Domains / Domain dashbeard - decteamcasg comode.od.ua f Whitelist senders per user

Whitelist senders per user © e

o 2dd [ Detete (%) Importfrom Csv file |E Refresh ‘

@ Filters

+ Sender w | | contains v Apply filter
[[] Sender Recipient
[[] demo2@ecsg.comede.od.ua jehn
1 i1 [1-171] Per page |15 w

You can add more filters by clicking + for narrowing down your search.
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Dashboard / Domains / Domain dashboard - docteamcasg.comodoe.od.ua / Whitelist senders per user

Whitelist senders per user @ Help
o Add [ Delete (2 Importfrom CSV file +_* Refresh
@ Filters
+ Sender w | contains v Apply filter
= |Sender '\]E] contains v

Sender |
[l ¢ SELLEL Recipient
[[] demo2@ecsg.comede.od.ua john
1 i1 [1-1/1] Per page |15 W

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

»  Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition selected in
column 2.

* Recipient: Will execute a search of recipients according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:
*  Equals: Displays all senders / recipients that match the text entered in the text box.
*  Not Equals: Displays all senders / recipients except the one entered in the text box.
»  Contains: Displays all senders / recipients that contain the words entered in the text box.
* Not Contains: Displays all senders / recipients that do not contain the words entered in the text box.
»  Starts With: Displays all senders / recipients that start with the words entered in the text box.
*  Ends With: Displays all the senders / recipients that end with the words entered in the text box.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

| £ ¥ Refresh

Click the button to display all users.

Note: To display all the Whitelist senders after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

From this interface administrators can:

*  Add senders to whitelist per user

*  Remove senders from Whitelist senders per user list
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Adding Senders to Whiltelist Per User

You can add senders to whitelist in the following ways:
*  Manually adding the senders
* Importing senders from a CSV file

*  Adding from Whitelist requests from users

Manually adding the senders

The administrator can manually specify the whitelisted sender and corresponding recipient one-by-one to be added.

To manually add senders to whitelist per user basis

e Click 'Add' to add a new sender to the list. The 'Add sender' dialog box will be displayed:

Dazhbeard / Domainz / Domain dashbeard - decteamcasg comode.od.ua / Whitelist senders per user

Whitelist senders per user

@ [ Delete (%) Import from CSV file | £ Re

] Serder Recipient
[[] demok@csg.comedo.od.ua john

1 [1-171] Per page

Add sender

Sender:  |angel @ |heaven.com

Recipient: |bob @

m‘ Cancel ‘

«  Enter the sender's username in the E-mail textbox and sender's email domain name after the @ symbol in the first
row.

«  Enter the recipient's name in the Recipient text box in the second row. Note: The recipient should be a valid user.
*  Click the 'Save' button. Repeat the process to add more whitelisted senders for the user.

The list of whitelisted senders will be displayed.
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Daszhboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Whitelist senders per user

Whitelist senders per user Help
+ Add m Delete |'c:v'| Import fram CSV file |G Refresh ‘
@ Filters
[] Sender Recipient
[[] demo2@esg.comede.od.ua jehn
[[] angel@heaven.com bob

L " [1-2712] Per page |15 w

Importing senders from a CSV file

Administrators can import a multiple senders at a time from a comma separated values (CSV) file to Sender whitelist per user.
The list of whitelisted senders and respective recipients can be created using notepad or a speadsheet application like MS Excel
or OpenOffice Calc and saved in .csv format. Each line in the .csv file should contain the sender's email address and the
username of the recipient or sender's email address and the recipient's email address, separated by a comma. An example is

shown below:
sender1@anydomain.com, recipient1

sender2@anydomain.com, recipient2@domain.com
sender3@somedomain.com, recipient3
To import senders to whitelist from CSV file

e Click the 'Import from CSV file' from the "Whitelist senders per user' interface. The 'Upload' dialog will appear.

Dashboard / Domaine / Domain dashboard - docteamcasg.comodo.ed.ua / Whitelist senders per user

Whitelist senders per user

(3 Importfrom CSV file

£ ¥ Re

Upload

Upload csv file.
Each line should contain two columns: senderusername

For example:

sender@anydomain.com, recipient

sender@anydomain.com, recipient@domain.com

Upload

»  Click 'Upload’, navigate to the location where the file is saved and click the 'Open'’ button. The maximum size of the file
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The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not

imported task.

Daszhbeard / Domains / Domain daghboard - docteamcagg.comodo.od.ua / Whitelist senders per user

Whitelist senders per user

Importisin process. Please wait

2 Cancel import from CSV file

o Add [ Delete
9 Filters

[C] Sender Recipient
[[] demo?@esg comado.od ua john
1 1 [1-111]

On completion of the upload process, the results will be displayed.

Dashboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Whitelist senders per user

Whitelist senders per user

Total lines processed 2
Imported 2 senders as whitelisted

Import for domain docteamcasg.comodo.od.ua has been finished

ofs Add [ Detete () Importfrom CSV file

@ Filters

[[] Sender Recipient
[ peter@pearlygates.com john
peELErzpeartyg J
[[] demo?@csg.comedo.od.ua john
[@osg J
bob

[[] alice@heaven com

1 i [1-313]

&3 Help

1':!' Refresh

Per page |15 W

' Help

|1:"' Refresh ‘

Per page |15 W

The sender whitelist per user from .csv file will be uploaded and the administrator who carried out the task will receive a

notification about the import task completion.
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Adding from Whitelist requests from users

The administrator can add senders to whitelist based on the requests of the users. Refer to the section Email Management >
Whitelisted Requests for more details.

Deleting Senders from Whitelist

¢ To delete a sender from the whitelist, select the sender from the list and click the 'Delete’ button.

Dashboard / Domains / Domain dashboard - docteamcasg. comode. od.ua / Whitelist senders per user

Whitelist senders per user

o= rdd [ Delete )% importfrom CSViile

@ Filters

[] Sender Recipient
eter(@pearlyggtes.com john

[ peter@pearlyg jeh

elf@empire.corp avantistude
emoZ@csg.cqmodo.od.ua john

[ d 2(@csg do.od joh

[F] angel@heavenfom bob

Remove senders

senders?

e Click 'OK"in the confirmation dialog.

@ Are you sure you want to remove selected
|

Blacklist Senders Per User

CASG allows administrators to add senders to blacklist on per user basis. This feature is useful in scenarios where you want to
allow mails from a particular sender to all users in the domain but want to block the sender for a particular recipient in the
domain. Senders for blacklisting for specific recipients can be added manually, importing from a .csv file and from the users'

requests.

To configure sender blacklist per user

e Select the 'Whitelist / Blacklist ' tab from the left hand side navigation to expand it and then click the 'Blacklist senders
per user' sub tab.
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The 'Blacklist senders per user' interface will be displayed:

Daszhboard / Domaing / Domain dashboard - docteamcasg comodo.od.ua f Blacklist senders per user

Blacklist senders per user @ e
of add | [ Delete @ importfrom csviile | £ ¥ Refresh
‘ £ Filters ‘
[[] Sender Recipient
[[] demol@esg.comodo.od.ua jehn
1 i [1-111] Per page |15 W
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.
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Using the Filter option to search senders and recipients

»  Click anywhere on the Filters tab to open the filters area.

Daszhboard / Domaing / Domain dazhboard - docteamcasg.comede.od.ua / Blacklist senders per user

Blacklist senders per user Help

G Refresh

o Add | [ Delete @ importfrom CSVfile

@ Filters

+ Sender w | contains v Apply filter
[[] Sender Recipient
[[] demol@esg.comodo.od.ua john

1 i [1-111] Perpage |15 W

You can add more filters by clicking + for narrowing down your search.

Daszhboard / Domaing / Domain dazhboard - docteamcasg.comode.od.ua / Blacklst senders per user

Blacklist senders per user € Help
o add | [ Delete () importfrom CSV file i ! Refresh
@ Filters
+ Sender v | | contains v
== |Sender w | |contains w

| Sender i
[l $ SETLEL {"’L Recipient
[[] demo1@csg.comodo.od.ua jehn
1 i1 [1-111] Perpage |15 w

You can remove a filter by clicking the ™= icon beside it.

Available filters are:
»  Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition selected in
column 2.
*  Recipient: Will execute a search of recipients according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 196



COMODO

Creating Trust Online®

»  Equals: Displays all senders / recipients that match the text entered in the text box.

*  Not Equals: Displays all senders / recipients except the one entered in the text box.

»  Contains: Displays all senders / recipients that contain the words entered in the text box.

*  Not Contains: Displays all senders / recipients that do not contain the words entered in the text box.
»  Starts With: Displays all senders / recipients that start with the words entered in the text box.

»  Ends With: Displays all the senders / recipients that end with the words entered in the text box.

»  Click 'Apply Filter after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.

*  Click anywhere on the Filters tab to close the filters area.

. +* Refresh .
e Click the button to display all users.

Note: To display all the Blacklist senders after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

From this interface administrators can:

¢ Add senders to blacklist per user

*  Remove senders from blacklist senders per user list

Adding Senders to Blacklist Per User

You can add senders to blacklist in the following ways:
¢ Manually adding the senders
* Importing senders from a CSV file
*  Adding senders from Blacklist requests from users

Manually adding the senders

The administrator can manually specify the senders to be whitelisted for specific recipients, one-by-one to be added.
To manually add senders to blacklist per user basis

e Click 'Add' to add a new sender to the list. The 'Add sender' dialog box will be displayed:
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Dashbeard / Demains f Domain dashboard - docteamcasg comodo.od.ua / Blacklist senders per user

Blacklist senders per user

[ —
@ I Delete (3 Importfrom CSV file | £ ¥ Ref
1

[7] Sender Recipient

Add sender

Sender: | devil @ hell.com

Recipient: |bob @

M| Cancel !

*  Enter the sender's username in the E-mail textbox and sender's email domain name after the @ symbol in the first
row.

«  Enter the recipient's name in the Recipient text box in the second row. Note: The recipient should be a valid user.
»  Click the 'Save' button. Repeat the process to add more blacklisted senders for the user.

The list of blacklisted senders will be displayed.

Dashbeard / Demainz / Domain dazhboard - docteamcasg comodo.od.ua / Blacklist senders per user

Blacklist senders per user

[
o= Add | [ Detete () Importfrom CSVfile | 13 Ref
g Filters
[7] Sender Recipient
[F] devil@hell.com bob
[F] demol@ecsg.comodo.od.ua jehn
1 i [1-212] Perpage 15

Importing senders from a CSV file

Administrators can import a multiple senders at a time from a comma separated values (CSV) file to Sender blacklist per user.
The list of blacklisted senders and respective recipients can be created using notepad or a speadsheet application like MS Excel
or OpenOffice Calc and saved in .csv format. Each line in the .csv file should contain the sender's email address and the
username of the recipient or sender's email address and the recipient's email address, separated by a comma. An example is

shown below:
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sender1@anydomain.com, recipient1
sender2@anydomain.com, recipient2@domain.com
sender3@somedomain.com, recipient3

To import senders to Blacklist from CSV file

e Click the 'Import from CSV file' from the 'Blacklist senders per user' interface. The 'Upload' dialog will appear.

Daszhbeard / Demains / Domain dazhboard - docteamcasg.comodo.cd.ua / Blacklist senders per user

Blacklist senders per user

of= add | T Detete ( (3 importfrom CSV file

@ Filters

7] Sender Recipient

Upload

Upload csv file.
Each line should contain two columns: senderusername

For example:

sender@anydomain.com, recipient

sender@anydomain.com, recipient@domain.com

Upload

»  Click 'Upload', navigate to the location where the .csv file is saved and click the 'Open’ button. The maximum size of
the file that can be uploaded is 9 MB.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.
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Dashboard / Domaine / Domain dashboard - docteamcasg.cemode.od.ua / Blacklist senders per user

Blacklist senders per user

Import is in process. Please wait
o= Add | ] Delete
@ Filters

[[] Sender

20 Cancel import from CSV file

[[] devil@hell. com
[[] demol@csg.comedo.od.ua

1 11 [1-212]

Help

£ ¥ Refresh

Recipient
bob
jehn

Perpage |15 W

On completion of the upload process, the results will be displayed.

Dashboard / Domaing / Domain dashboard - docteamcasg.comodo.od.ua / Blacklist senders per user

Blacklist senders per user

Total lines processed 3

Imported 3 senders as blacklisted

Impaort for domain docteamcasg.comodo.od.ua has been finished

Il Delete (&3 Importfrom CSV file

o= Add
@ Filters

[7] Sender

[[] judas@betrayal com

[[] devil@hell.com

[[] demol@csg.comede.od.ua

|:| brutus@treason.com

[ blute@irencastle.com

1 £ [1-5/5]

4 Help

G Refresh

Recipient
john
bob
jehn
john
bob

Perpage |15 W

The sender blacklist per user from .csv file will be uploaded and the administrator who carried out the task will receive a

notification about the import task completion.

Adding senders from Blacklist requests from users

The administrator can add senders to blacklist based on the requests of the users. Refer to the section Email Management >

Blacklisted Requests for more details.
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Deleting Senders from Blacklist

e To delete a sender from the blacklist, select the sender from the list and click the 'Delete' button.

Dashboard / Demaing / Domain dashboard - docteamcasg.comodo.od.ua / Blacklist senders per user

Blacklist senders per user

|'
o Add( [T Detete )y importfrom csv file | £3 Ref

@ Filters

[] Sender Recipient
judas(@betrayaljcom john
devil@hell.com bob

john

[[] demol@ecsg cofnodo.od ua

Remove senders

== Are you sure you want to remave selected
| senders?

e Click 'OK"in the confirmation dialog.

3.21.1.4.7  Account Management

In the Account Management interface, an administrator can manage the users for the selected domain. From this interface, you
can reset passwords for users, allow or deny permission for users to access their account, can import CSV file containing the list
of users, import users from your the Active Directory (AD) server of the domain through Lightweight Directory Access Protocol
(LDAP), add and move your aliases. In the Users history interface, an administrator can view users login history. Refer to User

History for more details.
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/) Dashboard
Domain dashboard
Incoming
QOutgoing
Email management
Audit log
= Whitelist / Blacklist
Account management
B lsers
Users auto-import
Users history
LDAP import configuration
LDAP import confirmation list

LDAP importignore list

Click the following links for more details:
+  Users
+ User auto-import
+ Users history

+ Importing Users from LDAP

3.21.1.4.71  User Account Management

The 'Users' area allows administrators with appropriate privileges to manage users for the selected domain. This includes
adding/importing users, deleting users, editing user accounts, resetting passwords and configuring user permissions. Admins
can also configure email aliases from this interface.

Click the following links for more details:
*  Managing Users
* Adding New Users
e Deleting Users
¢ Editing Users

¢ Unlocking Users
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*  Importing from CSV file

* Managing Permissions

» Aliases

¢ Moving to Aliases

* Importing Aliases from CSV file

*  Forwarding mails to another user
«  Other actions

Managing Users

e Click 'Account management' on the left then click 'Users'":

comMoDO
' Antispam Gateway

Incoming
Outgoing
Email management
Audit log

Whitelist / Blacklist

Account management

B |sers

rs auto-import

LDAF import configuration
LDAP import confirmation list

LDAP importignore list

The 'Users' interface of the selected domain will be displayed.
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Users
o ada | [ Detete | ¢ Eat T Uniock
&) Filters
] Usemame Enabled Last login Aliases
[F] bob Yis 2015-06-26 0B:24:00
[F] john Yes 201506-29 11:32:54
=] alice Yies
1 [ [1-212]
Sorting the Entries
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€) Help

+ ¥ Refresh |

Forward to

Perpage |15 w

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for 'Aliases and Group' columns.

Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Cashboard / Domains £ Domain dashboard - docieamcasq. comats. od ua / Uaars

Users

s acd | [ Detete | @ Edit | &) Uniock
& Filters

+ Usemame w | contains v

You can add more filters by clicking + for narrowing down your search.

Dashboard F Domains F Domain dashboard - docleamcasg comodo od ua F Usérs

Users

o 400 | B Deiete | @ Eon | @ uniock LRI

@ Filters
4 Usemame w | | contains w
- W equals w [
Usernamea }
 Enabled led Last login Aliases
Last login |
o Allas usemame 201506-209 08:24-00
jq Alias domain 20150620 11:22.54
Forward to
8| Group

You can remove a filter by clicking the ™= icon beside it.

Group

Power Users

58S
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Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

*  Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.
»  Contains: Displays all username(s) that contain the words entered in the text box.
*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
«  Starts With: Displays all username(s) that start with the words entered in the text box.
*  Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:
+ Enabled: Sorts the results based on whether a user is enabled or disabled.
When you select this option in the first drop-down, 'equals' is the only option available in the second drop-down:

»  Equals: Displays the results of enabled users when the checkbox beside it is selected. When the checkbox is not
selected, it displays the list of users who are not enabled.

*  Last Login: Sorts the results based on the last login details of users.
When you select this option in the first drop-down, the following filters are available:

«  Equals: Displays the list of users whose last login date is the same as the selected date in the third box from the
calendar.

»  Less than: Displays the list of users whose last login date is less than the selected date in the third box from the
calendar.

»  Greater than: Displays the list of users whose last login date is greater than the selected date in the third box
from the calendar.

»  Alias username: Will execute a search of user alias name according to the text in the text box (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

»  Contains: Displays all users with alias name(s) that contain the words entered in the text box.

* Equals: Displays all users with alias names that match the text entered in the text box.

*  Not Equals: Displays all users except those with the alias name entered in the text box.

*  Not Contains: Displays all user alias name(s) that do not contain the words entered in the text box.
»  Starts With: Displays all user alias name(s) that start with the words entered in the text box.

»  Ends With: Displays all the user alias name(s) that end with the words entered in the text box.

e Alias Domain: Will execute a search of domain alias name according to the text in the text box (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

»  Contains: Displays all users with domain alias name(s) that contain the words entered in the text box.

«  Equals: Displays all users with domain alias names that match the text entered in the text box.

* Not Equals: Displays all users except those with the domain alias name entered in the text box.

*  Not Contains: Displays all user domain alias name(s) that do not contain the words entered in the text box.
»  Starts With: Displays all user domain alias name(s) that start with the words entered in the text box.

*  Ends With: Displays all the user domain alias name(s) that end with the words entered in the text box.

*  Forward to: Will execute a search of forwarded to user names according to the text in the text box (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

«  Equals: Displays all usernames that match the text entered in the text box.
¢ Not Equals: Displays all users except the one entered in the text box.
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*  Contains: Displays all username(s) that contain the words entered in the text box.

*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
«  Starts With: Displays all username(s) that start with the words entered in the text box.

*  Ends With: Displays all the username(s) that end with the words entered in the text box.

*  Group: Will execute a search of users belonging to the user group selected from the drop-down in the third column
and the condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

*  Equals: Displays all users from the group selected from the third drop-down.

*  Not Equals: Displays all the users excluding those belonging to the group selected from the third drop-
down.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

‘G Refresh ‘

Click the button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh' button.

To add a new user

e (Click the 'Add' button.

Cashboard / Domains / Domain daghboard - docleamcasy comodo. od ua / Users

Users © Hen
ﬁ Delete  # Edt (3 Unlock £ Refresh
g Filters

| Username Enabled Last login Aliases Group Forward 1o

The 'New user' dialog will be displayed:

Hew user

lIsername

| @ docteamcasg.comodo.od.ua

Enabled [l Whitelist this email Send quarantine reports Send invitation

B

»  Enter the username of a new user that will be first part of the email address. For example, ‘alice’. The email address of
the added user will be "alice@domainname.com'.

By default, the user will be enabled. Uncheck the checkbox beside 'Enabled' to deny the new user access to CASG. You can
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enable the user in the Edit user interface later on.

You can choose to add the new user to Recipient Whitelist from this interface itself. Select the checkbox beside the 'Whitelist
email' to add the user to Recipient Whitelist..

The administrators can also determine whether the users will get the reports or not. By default, it is enabled.
+ Uncheck 'Send quarantine reports' box to disable this option.
¢ Click the 'Save' button.

Checking 'Send invitation' box will send the invitation mail to the email recipient address entered in the 'Username' text box.

Note: If the user is disabled and subscribed for periodical Quarantine Reports, the subscription will also be canceled.

An email to the added user will be sent automatically containing password to access CASG. The password can be reset in the
edit interface. The added user will be displayed in the list.

Dashboard / Domains / Domein dashboand - docheamcasg comedo, od.ua £ Users
Users € Hew
o 4dd | T Delete | @ Eai &) Unlock £ Refresh
€3 Fiters
[7] Username Enabled Last login Aliases Group Forward to
alice Yas Usars
| bob Yes 201506-29 08-24:00 Power Lsers john@docteamncasg.como
jehin Yes 201506-29 171:32:54 Users
1 ' [1-313] Per page |15 w

Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of users limit
configured for the domain in the Add Domains / Edit Domains / Domain Settings interfaces. When you exceed the limit of
users, the following will be displayed while adding a new user.

Warning

/o ou cannot add more Users as youd have reached
1 5 your maximum number of allowed users

DRy

To delete an existing user
e Select the user you want to delete from the list and click the 'Delete' button

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 207



COMODO

Creating Trust Online®

Dashbosrd / Domains / Demein dasnboard - docteamcasg comade odus / Users

Users © Hen

Last login Aliases Group Forward to
Users
2015-06-29 082400 Power Users john@doctesmeasg como
20150629 11:32.54 Users
Ulzsrs
1 'h [1-313] Perpage (15 |w

e Click 'OK" to confirm your changes.

Delete users

@ Areyou sure you want to delete the selected

users?

The user(s) will be removed from the list.

To edit an existing user
You can select to allow or deny permission for the users to access their CASG account in the edit interface as well as enable or
disable quarantine report generation for the user.

e Select the user you want to edit from the list and click the 'Edit' button.

Users © ven

SRR DT @ AW SR More actions v | 3 Refresh

&) Fiters
] Username Enabied Last login Aliases Group Forward to
Vs Lisers
Yes 201506-20 0B:24:00 Pawer Users john@docteameasg como
Ve 201 506-20 11:32:54 Ulsers
Yes Users
1 1 [1-373] Perpage (15  |w

The 'Edit user' dialog box will be displayed.
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Edit user henry@docteamcasg.comodo.od.ua

@

Enabled Whitelist this email Send quarantine reports

Save | Cancel

*  Enabled - Select the checkbox to allow or deny access to the CASG interface.
*  Whitelist email - Select this checkbox to add the user to Recipient Whitelist.

» Disable 'Send quarantine reports' checkbox, if you do not want the user to get quarantine reports. By default it is
enabled.

e Click the 'Save' button to confirm your changes.

Note: If the user is disabled and if the user has subscribed for periodical Quarantine Reports, the subscription will be canceled.

To unlock users

Users who try to login to CASG with wrong credentials will be automatically locked after three unsuccessful attempts. They will
be able to try again only after 30 minutes from the time of lockout. CASG administrators can unlock these users immediately
without waiting for the timeout period to end, so that the users can try to login again to CASG.

The locked out users will be displayed with a lock icon beside them.

Dashboard / Domaing / Domein dashboard - docteamcaeg comodo, od.us f Users
Users © Help
I R P @ S 3 Retesh

&3 Filters

Last login Aliases Group Forward to
Lisers
Z2015-06-30 10:17:29 Power Users
henry No Users
john Yea 201506-30 10:27:45 Users
1 M [1-474] Perpage 15 |w

e Select the locked user from the list and click the 'Unlock'’ button.

A confirmation dialog will be displayed.

Unlock users

@ Are wou sure wou want to unlock the selected

Users?
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e (Click 'OK" to unlock the selected locked user.

The user now can try to login again without waiting for the lockout time period to end.
To import users from CSV file

You can add many new users at a time by importing from a file. The users should be saved in 'comma separated value' (CSV)
as shown below:

username1,domainname,true

username2,domainname,false

»  Toimport new users from a CSV file click More actions > Import from CSV file

[ashboard / Domans / Domgin dashboard - docteamcasg comodo od ua / Users
Users © Heip
ofs 4dd [ Delete & Ean Unlock i i} Retesh
Enabie
ﬂ Filters

Enabie by fiter

Username Enabiled Aliases Group Forward 1o
Sand nvitation
alice Yes Lheers

Ragenerale pasawond

bob No Power Users
henry No WManags parmesions Ltaers
john Yes Utsers
Alages
1 " [1-414]) Perpage |15 | w

Mowve to alnses
Farveeard to

Import akas from CSW e

Import from C5Y fie

The Upload dialog will be displayed.

Uload csvfile.
Each line should contain three columns: username,domain,is user enabled
ar not

For example:

testuser, testdomain, true

Ipload

*  Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button.

The upload progress will be displayed...
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Dashboard § Domaing / Domain dashboarnd - docieamcasy comodo od ua f Users
Users © Hen
Import is in process. Please wait [ ]
b sod T Detete 2 et | @ uniok e i+ Refresh

...and when completed, the results will be displayed.

Dashbesrd J Domaing / Domain dashbeard - docleamcasg comode od ua / Users
Users Help
Imponad 1 user(s) a8
1 users already exist x|
o 4od | Detete | @ Eait (D) Unloce  [REETETIEI i_* Refresh
£} Finers
Username Enabiled Last login Aliases Group Forward to
alice Yes Uzers
[l bob Yes 201506-30 10:17:29 Power Lisers
| henry Mo Users
| john Yes 2015-06-30 10:27:45 Users
] jamith Mo Users
1 i [1-515] Perpage 15 >

The administrator who carried out the task will receive a notification about the import task completion.

Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of users limit
configured for the domain in the Add Domains / Edit Domains / Domain Settings interface. CASG will stop importing users
after the number of users allowed for the account is reached and a warning will be displayed.

Dashboard / Domains / Domain dashboard - docleamcasg comadn od wa F Users
Users € vep
Imported 1 user(s) a
‘You cannot add more users as you have reached your mazimum number of allowed users by license limitation, 1 users were imported [ |
od sd0 [ Detete ¢ Eot D Unlock 3 Retresh
Filters

Managing Permissions for users

CASG allow administrators to assign permissions for users that will determine what the users can do and cannot do while
logged into their respective CASG user interface. The administrators can create policies and assign them to users from this
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interface. See the section "User Groups & Permissions' for more details on how to create groups and policies. A new user will
be automatically assigned default permission settings.

To assign permissions for a user

e Select the user(s) that you want assign permissions and click More actions > Manage permissions

Dazhboard / Domaing f Domain dashboard - docleamcssg comodo od.ua f Users
Users € Hep
o 4dd | [ Detete | @ Edit (D) Unlock +_* Refresh i
Enable
€3 Fiters
Enabie by fiber
] username Enabled Alases Group Forward to
Sand invitation
[F alice Yes Users
Pepeey R WO
1 bob Yea itk Paower Users
|_-j'_ henry Yes C:D Users
[ john Yes Users
= Alagag
1 " [1-414] Perpage |15 w

Move to alases
Foreard to
nport akas from CSY file

g Tram CSW e

The 'User Groups & permissions' interface will be displayed.

User groups & permissions

o Add

Hame Permission:
0 Power Users B All user permissions
@ Users (Default)

© HR

Assign to selected users Assign to filtered users | Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default, 'User
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(Default) and 'Power User' groups will be available and administrators can add, edit groups and assign permissions to users.
See the section 'Groups & Permissions' for more details.

*  Select the group from the list.

User groups & permissions

o= add | 2 Edit | [ Detete | {3 make defautt

Hame Permission;

& Power Users 4 |8 All user permissions

© Users (Default) *!Incoming Log Search

@ HR i Outgoing Log Search

*| Report Spam

~lUser report subseriptions
B/ Quarantine

~| Archive

*| Create mail request

*| Change user settings

| Whitelist / Blacklist

Assign to selected users Assign to filtered users | Cancel

The permissions set for this group will be displayed on the right side.

»  Click the 'Assign to selected users' button to set permissions for selected user or multiple users.
»  Click 'Assign to filtered users' button to set permissions for selected group to all users or to all users found by filter.

e (Click Ok in the confirmation window.

Assign Group

e This group will he assigned to all selected users.
Areyou sure?

The selected user(s) will be assigned to the group and successfully assigned message will be displayed.
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Cashooard / Demains f Doman dashboard - docteamcasg comodo.od.ua / Lears

Users € Hei
Permissions successfully assigned to 2 user(s) a
R N A BRIl Mo actions v | £ Refresh

% Filters
Username Enabled Last login Aliases Group Forward to
alice Yes SEre
bob Yes 2015-06-30 10:17:29 Power Lizers
henry ¥ieg HE
[ john Yes 2015-06-30 10:27-45 HR
1 I [1-474] Per page 15 w

The interface also displays the new group assigned for the selected user under the 'Group' column.

Adding the user aliases

CASG allows admins to add a user alias name to organize emails related to different groups or functions into a single email
inbox automatically. The users can protect their real email address.

e Select a user and click 'More actions' > 'Aliases' to add user aliases.

Dashboard / Domains / Domain dashboard - docheamcasg comodo od v / Users
Users @ Holo

o 4as | ] Delete & Ean @ uniock 3 Retresn
Enalsle

) Filers
Enabie by fiter

1 Username Enabled Aliases Group Forward to
Send imvitation

] alice Yes Uzers

2 Aegenerate password

£ bob Yes Power Users

[#] henry Yes Manage permissions HR

[ john Yes O HR

1 'L [1-414] Perpoge |15 |

Move o aliases
Forward o
Impart alias fram CEW file

Impart froem CSW fle

»  Enter the full email alias address of the user. Note: The alias email address must be of any domain belonging to the
account.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 214



COMODO

Creating Trust Online®

User Aliases

o= Add alias

- stores@democasg.comodo.od.ua

Save | Cancel |

e (Click the Save button.

Note: Users cannot add an alias by themselves.

<=

*  Toremove an added alias row click the ™= icon beside it.

e To add multiple aliases click the button.

After adding a user to an alias, admins can extract him/her as a user.
*  Click the 'Aliases' button after selecting the user.

In the 'User Aliases' dialog next to the added alias row, the 'Extract as user' button will be displayed.

User Aliases

o= Add alias

- stores(@democasg.comodo.od.ua Extract as user

Save | Cancel

e (Click the 'Extract as user' button.

The alias successfully moved message will be displayed.

Success

@ Blias was successfully moved to uger

e Click 'OK'

The user extracted from the 'User Aliases' dialog box will be added to list of users in the respective domain added as alias and
will be placed in the default group.
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Daghboard / Comains / Domain gasnboardig

g} Help

Ay By

Users
o ada | ] Delete | 2
3 Fikers

Username Enabled Last bogin Aliases Growp Forward to

Yes Ugsrg

Perpage |15 |w

Note: The number of users that can be added for an account depends on the plan subscribed by you. When you exceed the
limit of users, a warning will be displayed.

Moving user account to aliases
CASG allows admins to move an existing user as an alias for another user for any domain available in your account.

e Select the user that has to be moved as an alias and then click 'More actions' > 'Move to aliases'

Uashboard / Dompins / ;ijjl" dashboard - doclepmcasy comodo od.un  Users
Users © Henp
o 200 | [T Deiete 2 Eon | @ unlock | £ Refesn |
Enabie
&) Fitters
Enabie by fiter
] Usemame Enabled Aliases Group Forward to
Send inviabon
] alice Yes lsers
. R Eral rord
! | bob Yes T Power Llsers
henry L= Manage permssions HR
john Ye= HR
Alases
1 " [1-474) C:D Perpage |15 w
Forerard ta

mpod akas from CSW fle

mpod from C5V fle

e Type the full email address of the user for whom the alias has to be added. Note: The user and domain should be valid
and belong to your account.

User Aliases

stores@democasg.comodo.od.ua

Save | Cancel |

»  Click the 'Save' button.
Now, the selected user has become an alias of another user. (This could be for the same domain or another domain belonging
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to your account.)

Dashboard f Domains / Domain dashboard - democasg comodo.od.ua / Users.
Users © Hew
o fod [ Delete @ Edit | (@) Unlock [REEEEE RN {12 Refrash
€3 Fiters
T Username Enabled Last login Aliases Group Forward to
I ::;="n"‘"' Yes alicei@-docteamcasyg.comc  Users I
1 " [1-111] Perpage 15 | w

Importing alias from CSV file

You can add many aliases to existing user(s) at a time for the selected domain and / or for other domains available for your
account by importing from a file. The aliases should be saved in 'comma separated value' (CSV) as shown below:

Example 1

The following example shows how you can add alias for two users for the selected domain.
alias@domain.com username1, username2

Example 2

The following example shows how you can add alias for users for the selected domain and other domains available for your
account.

alias@domain.com username1, username2, username3@domain2
Please note that for adding many aliases at a time, each alias should be separated by a paragraph line. For example:

alias1@domain.com username1, username2
alias2@domain.com username1, username2, username3@domain2

»  Click 'More actions' > 'Import alias from CSV file' to assign alias for users from a CSV file.

Dashboard f Domains f Domain dashboard - docteamcasy comodo od us f Users
Users € Heip
of 4ad | [ Delete | @ Edt (D) Unlock [+ Refresh |
Enabée
€3 Fiers
Enable by fiter
Username Enabled Miases Group Forward to
Send invitation
| bab Yes Power Users
.. | henry Yes Regenerabe password HR
| john Yes Manage parmissions. HR
1 1 [1-313] Aliages Perpage |15 |w

Mova Lo aliases

Forward to

e

Impart from CSW file
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The Upload dialog will be displayed.

Upload csvfile.
Each line should be inthe next format; alias [csv user list],

For example

aliaz@testdomain user!, user2i@domain

Wihen domain name is not mentioned - userwill be added to the current
domain to alias name
Wihen such user does not exists - userwill be created

Upload

e Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button.
The upload progress will be displayed...

Cashieard ¢ Demaing / Doemein dashocard - docisamcas. compdo. od.ua / Usars

Users @ reip
Importis in process. Please wail X |
o add [ Detete 2 Eat @D uniock [T E % Refresh |

Filt
...and when completed, the results will be displayed.

Dashbogrd / Domams / Joma deshboard - docteamcasn. comods.od.ua / Users

Users © e
Total lines processed 1 (%
Import for domain docteamcasg.comodo.od.ua has been finished (%]
1 users alroady exist B
o Add Delete | #* Edit | [ Unlock m |53 Retesn
&3 Fiters

[F] Username Enabiled Last login Aliases Group Forward to

The administrator who carried out the task will receive a notification about the import task completion.
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Forwarding mails to another user

CASG allows administrators to add a forwarding address for a user. This is useful when a user is on vacation or unavailable for
sometime but the mails addressed to him should be attended immediately. Please note the forwarded user should also be in the
same domain.

e Select the user whose mails have to be forwarded to another user and then click ‘More actions' > 'Forward to'

Dashiboard / Domains / Domain dashocard - docteamcasq.comode.od.us f Users
Users © Heip
o 2dd | [ Delete  # Egt G Uniock % Reffesh |
Enable
£ Fitters
Enabie by fiber
] Username Enabled Aliases Group Forward to
Send invitation
[¥] bob Yes Power Users
P Rege | O
[F] henry Vs egenerate possword i
[ jokn Yes Manage permssions HR
1 L P=3d3] Alages Perpage |15 | w

Wove to alases

e

Import alas from CSY fie

Impert fram CSW fle

The 'Forward settings..." dialog will be displayed:

Forward settings for bob@docteamcasg.comodo.od.ua

Enable forwarding: [

@
Forward all user messages to:
docteamcasg.comodo.od.ua

| Cancel |

*  Select the 'Enable forwarding' check box

»  Enter the user name of the recipient to whom the mails have to be forwarded in the 'Forward all user messages to'
field

e (Click the 'Save' button

The forwarded user will be added and a success message will be displayed.
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Dashboard / Domaing / Domain doshgard - docteamcasg comedn od ya f Users

Users © Help
Successfully saved ]
o 4dd | [ Deiste | @ Eat | (D Uniock |E Refresh |

© fien |
| Username Enabled Last login Aliases Group Forward to
[ bab Yes 201506-30 10:17:29 Power Users henry@docteameasg com
[ _' henry Yes HR
[F] john Yes 2013406-30 10:27:45 HR

1 [1-3/3] Perpage (15 |w

The incoming mails of the selected user will be automatically forwarded to the added user in the domain. When the selected
user logs in to his/her CASG account, an alert will be displayed at the top of the interface.

Please nate that all incoming messages are automatically forearded 1o henny@docteameasg. comodo.od ua

B Quarantine

< Toremove the forwarded mail address for a user, select the user, click 'More actions' > 'Forward to'

The 'Forward settings...' dialog will be displayed:

Forward settings for bob@docteamcasg.comodo.od.ua

Enable forwarding:

henry @

Forward all user messages to:
docteamncasg.comodo.od.ua

| Cancel |

*  Deselect the 'Enable forwarding' check box
*  Delete the username in the 'Forward all user messages to' field

e Click the 'Save' button
The forwarded user will be removed and a success message will be displayed.

Other Actions
* To allow user to access to CASG interface, click the 'More actions' > 'Enable’. A confirmation dialog will be displayed.

* If you want to allow access to user selected by applying filter, apply filters and click 'More actions' > 'Enable by filter'. A
confirmation dialog will be displayed.

»  Click the 'More actions' and select the 'Regenerate password'. The password will be reset for the user in case it is
forgotten. The new password will be sent to the user's email automatically. The user has to use this new password to
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access CASG. A confirmation dialog will be displayed.

»  To send invitation to new created users, select users and click 'More actions' > 'Send invitation'. A confirmation dialog
will be displayed.

3.21.1.4.7.2 Managing User auto-import

CASG has the ability to automatically import new users belonging to the managed domain, upon receiving the first accepted
incoming mail, addressed to the new user at the mail server.

The administrator can enable the auto-import feature and configure it from the 'User auto-import' interface.

Each new user discovered, will be auto-imported in 30 minutes and will be sent with an invitation mail containing an activation
link and credentials for their CASG user account. The new users need to activate their CASG User account by clicking the link in
the invitation mail or logging-in to CASG User interface using the credentials provided in the mails. The administrators will also
get a notification mail whenever a new user is auto-imported into CASG, if configured.

To access the Users Auto-Import interface
»  Select 'Account management' from the left hand side navigation to expand it and choose 'Users auto-import' from the

options
¢ coMODO
Y Antispam Gateway

Q Dashboard

€3 Domain dashboard
@ Incoming

(48] Outgoing

EI Email management
E Audit log

/= Whitelist / Blacklist

1 ]
S Account management

Users
m Users aute-import
Users history
LDAP import configuration

LDAP import confirmation list

LDAP import ignore list

The 'Users auto-import' interface of the selected domain will be displayed.
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Dashbeoard f Domaing / Demain dashbeard - docteamcasg. comoedo.od.ua / Users auto-import

Users auto-import

[[] Enable auto-import
Automatically enable imported users
Send invitation to imported users

Motify administrators about imported users

Motification recipients:

*  Enable auto-import - Select this option to enable the auto-import feature.

e Automatically enable imported users - Select this option, If you wish all the auto-imported new users to
be 'Enabled' and their accounts with CASG are to be automatically activated, without them having to login to
CASG user interface.

»  Send invitation to imported users - Sends invitation mails to newly imported users. The mail will contain
the activation link and their login credentials.

*  Notify administrators about imported users - Select this option if the administrator are to be notified
whenever a new user is auto imported. You can specify administrators (including self) to whom the
notification mails are to be sent in the 'Notification recipients' textbox. The notification contains the imported
user name and a domain name.

* Notification recipients - Enter the email addresses of the administrators to whom the notification emails
are to be sent. You can enter multiple address, separated by commas.

Dashboard / Demaing / Domain daghbeard - docteamcasg.comode. od.ua f Users auto-import

Users auto-import

Enable auto-import
Automatically enable imported users

Send invitation to imported users

EEEE

Notify administrators about imported users

- o demol@docteamcasg.comodo.od.ua
MNotification recipients:

»  Click the 'Save' button for your settings to take effect.

Successiully saved ﬁ
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3.21.1.4.7.3  Viewing User History

The 'Users History' area contains a record of user account connections within a particular date range. You can filter users by IP
address, last login, domain, username and/or location.

Note: This interface will show user connections to the current domain only (the domain that is shown near the top of the
interface). If required, you can view user connections for all domains in the 'Account Management section’ (click 'Dashboard’
then in the 'Account Management' section, click 'User's History' sub tab).

The remainder of this page explains how to access the history interface and how to use filters to create custom searches.

Accessing the user history interface

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Users history' sub
tab.

7 coMODO
Antispam Gateway

E‘I Email ma
|__: Audit log

‘E Yhitelist / Bla

E3) Account management
Uz
Users auto-4mpord
B Lisers hiskory
LCAF imiport configuration
LR imsport confirmation lisl

LDAP imiport ignore list

The 'Users history' interface of the selected domain will be displayed.

[Dashboard § Domans & Doman dashboand - docteamcasg comodo od ua / Users history

s
Users history © Hew
0 Filters
Usarname Domain 1] Location Last begin Liegin duration (min)
Dok docteamcasg comado odu 12517 11121 India 2015-06-29 08:24.00 Currently logged in
bab docteamcasg comado.odu 1251711121 India 20115-06-29 082203 =]
Jahn docteamcasg comodooduy 1251711121 India 2015-06-26 073641 25

NAE AELSE AE-ETOd 1

dgoodu 1251711121 ndia 2015-06-26 055704
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Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for 'Login duration' column.

Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Dashboard / Domains  Domain dashboard - docieamcasg comodo od ua / Users hishory

Users history Help
&) Filters
+ Lisarnarme v | containg v
Username Domain P Location Last login Login duration (min)

You can add more filters by clicking + for narrowing down your search.

Dashboard i Domains / Domain dashboard - docleamcasg comoda.od ua f Users history

Users history Help
€5 Fihers
+ Usemame w | contains w Apphy filter
- w | comlaing w
Usarnama }
User| I[:‘nmaln i'la:in ] Location Last login Login duration (min)
.
bob | Locstion Eamcasg.comedoodu 1251711121 India 2015-06-29 06:24:00 Currently logged in

B:22:03 <1

Last lagin = ; fu 1251741121 Ficka

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

»  Domain: Will execute a search of domains according to the text in the text box (column 3) and the condition selected
in column 2.

» |P: Will execute a search of IP addresses according to the number in the text box (column 3) and the condition
selected in column 2.

*  Location: Will execute a search of locations according to the text in the text box (column 3) and the condition selected
in column 2.

If any of the above options is selected in the first drop-down, the following conditions are available:
»  Equals: Displays all entries that match the text entered in the text box.
* Not Equals: Displays all entries except the one entered in the text box.
*  Contains: Displays all entries that contain the words entered in the text box.
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*  Not Contains: Displays all entries that do not contain the words entered in the text box.
«  Starts With: Displays all entries that start with the words entered in the text box.
»  Ends With: Displays all entries that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:
* Last Login: Sorts the results based on the last login details of users.
If 'Last Login' is selected, the following conditions are available:
*  Equals: Displays the users whose last login is same as the selected date in the third box from the calendar

* Less than: Displays the users whose last login dates are less than the selected date in the third box from the
calendar

»  Greater than: Displays the users whose last login dates are greater than the selected date in the third box from
the calendar

Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

G Fefresh
Click the 1 button to display all the users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh' button.

3.21.1.4.74 Importing Users from LDAP

In addition to adding users manually and importing users from CSV file, CASG enables the administrators to import the users
from the Active Directory (AD) server of the domain. You can configure CASG to access your AD server through Lightweight
Directory Access Protocol (LDAP) to import the email users and to periodically synchronize with the AD server for automatic
addition or removal of the users based on the changes made to the AD server.

Click the following links for more details:
*  LDAP Import Configuration
*  LDAP Import Confirmation List
*  LDAP Import Ignore List
*  Troubleshooting LDAP
LDAP Import Configuration

The LDAP Import Configuration interface allows the administrators to configure CASG to import the email users from the
Domains's Active Directory and to set for periodical synchronization. Once Active Directory has been configured, CASG imports
the users into its interface and updates it periodically. For example if a new user is added in the Active Directory, CASG can
automatically add the new user to CASG.

Accessing the LDAP import configuration interface
e Open the 'Domains' interface and select the domain into which you want to import users.
»  Select the domain from the list, click the 'Manage Domain' button to open the 'Domain Management' interface.

e Click 'Account management' tab > 'LDAP import configuration' sub tab.
Comodo strongly recommends that a separate LDAP/AD account be created for the purposes of the ASG login and that

this user account should be allocated read-only permissions.

The 'LDAP import configuration' interface will be displayed:
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Dashboard / Domains / Domain dashboard - docteamcasg.comode.od.ua / LDAP import configuration

LDAP import configuration Help

Connection settings

Host (IP address or name): |[11.111.111.11

<>

Port: LDAP(389) | LDAPS(636) |389

Use SSL to connect?: Yes
Login/Query settings

LDAP login name: |Casguser@domain.com

Password: |eeess Remember credentials
Synchronization interval: |no auto updates v
BaseDN: DC=docteamcasg,DC=comodo,DC=0d DC=ua

Filter | (&(objectClass=User)(mail=*@docteamcasg.comodo.od.ua))

Mail attribute: |mail
Override existing records

[C] Allow CASG to create user accounts as found on LDAP server

D Allow CASG to delete user accounts not found on LDAP server
Information

Send reports: [ ves

Last synchronization time (GMT):

Test connection Save and run synchronization now

Connection Settings

e Host (IP Address or Name) - Enter the external hostname or external IP address of the AD server. If your
Organization uses the same physical server for AD server and the Mail Exchange server, then enter the host name or
IP address of the mail server.

*  Port - Enter the port number of Active Directory Server's LDAP port.
e 389is the default port for non-SSL connection ('Use SSL To Connect' box NOT checked)
* 636 is the default port if SSL connection is active ('Use SSL To Connect' box checked)

*  Use SSL To Connect? - Select the 'Yes' check box if you wish us to use secure LDAP. In order to use secure LDAP,
you need to install an SSL certificate from a Certification Authority (CA) like Comodo CA in your AD server. Self Signed
certificates are not allowed.

Note: SSL access should have been enabled for AD Server before opting for SSL usage.

Login/Query Settings

*  LDAP login name: - Enter the username of the user account using which CASG server can access the AD server.
Preferably, a new user account can be created for the CASG server in the AD server with a new user name and
password. The User account should have 'read’ privileges to the AD server. The username can be of the format
'username’ or 'username@domainname.com'’

e Password - Enter the password of the LDAP user account.

*  Remember Credentials - Enable this option if you wish CASG server to remember the username/password of the
user account, in order to automatically login.
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Note: If you are configuring for automatic periodic synchronization, CASG will store the username and password by default to
connect to the AD server at the set time interval to update the user base, hence the option 'Remember Credentials’ will not be
visible. The option will be visible for you to enable or disable if 'Synchronization Interval' setting is set as 'no auto updates'.

*  Synchronization interval - If you wish to configure CASG to automatically connect to the AD server and synchronize
the user base, select the time interval for synchronization from the drop-down. Else, select 'No auto updates'.

*  BaseDN - Distinguished Name of the user object in Active Directory. By default, the BaseDN field will contain the
Domain Component (DC) values based on the domain name for which LDAP is configured. You can add/change the
values of the strings 'Container Name (CN)', 'Organizational Unit (OU)' and 'domain name' depending on the users to
be imported from the Active Directory.

Example: For adding users from Container 'Users', Organizational unit 'Organization' and domain 'example.com’, the
administrator has to enter the following:

CN=Users, OU = Organization, DC=example, DC=com

*  Filter - Enables the Administrator to specify filter parameters users/addresses to be imported from the AD server. Each
filter parameter should be defined within parentheses. Common filter parameters are explained below:

(objectClass=<AD user type>) - Specifies the user accounts to look for from the domain's Active Directory. (Default
= (objectClass=User))

(mail=*<domain name>) - Instructs CASG to import only the users that have a defined SMTP account within the
domain. By default, the filter is pre-added with the parameter (mail=*@<current domain name>) to import the users
that have email addresses on the current domain.

You can add any number of (mail=) filters if you wish to add several domain names
Example: (mail=*@domainname1.com)(mail=*@domainname2.com)

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter the
parameter as '(mail=*)".

To modify a filter parameter to be exclusive rather than inclusive, add an exclamation mark (!) before the opening
parenthesis of any parameter. This will instruct the query to ignore any users which fall into that category. For example,
if one wanted to configure a query to find users with mail enabled at any domain EXCEPT domainname.com, the filter
should include the following: (mail=")!(mail=*@domainname.com).

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter the
parameter as '(mail=")"

Note:

e CASG can only import LDAP users that have email addresses on domains that you have added to CASG in the
Domains interface.

e To successfully import users, you must make sure the domain of their email addresses has been added to CASG
AND that the LDAP Import is configured for each individual domain from the Domain Management Area of the
respective domain.

»  Mail attribute - Enter the LDAP display name of the contact email address attribute of the AD Server. By default, this
attribute name will be 'mail' for AD servers or the distinguished name (DN) or common user login name for the AD
server. On other servers like Novel or OpenLDAP this attribute may be different and server specific.

Override existing records:

*  Allow CASG to create user accounts as found on LDAP server - Select this checkbox if you wish new users added
in the AD server to be automatically added to CASG during synchronization. If you do not select this option, you can
manually import the new users from the LDAP import confirmation page.

*  Allow CASG to delete user accounts not found on LDAP server - Select this checkbox if you wish users removed
from AD server, to be automatically removed from CASG during synchronization. If you do not select this option, you
can manually remove users from the LDAP import confirmation page.

Information Settings

*  Send Reports - If enabled, CASG will send email notifications to the administrator whenever new users are created or
users are removed either automatically, (if 'Allow to create users?'/'Allow to delete users?" are enabled) or manually
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from the LDAP import confirmation page.

»  Last synchronization time (GMT) - Displays the date and time of last manual or scheduled synchronization with AD
server, in GMT.

* Notification area - Contains information about errors that occurred during synchronization. In most cases, this will
contain the same information that is provided with the "Test connection” feature. Note - this area is only visible if errors

occeur.

»  To check the configuration and connectivity, click 'Test Connection'. If the connection is established successfully then
the success message will be displayed with the total number of users detected from the AD server.

Dashboard f Domains / Domain dashboard - docteamcasg comede od ua AL DAP Import configurasion

LDAP import configuration Help

Conngclion successiully astablished, deteched atotal of 2 users on paur Sener

Connection settings

»  To save your configuration, click 'Save'.

»  To Save your configuration and run a manual synchronization of user base with the AD server instantly, click 'Save and
run synchronization' now

LDAP Import Confirmation List

The LDAP import confirmation list interface displays the list of:
e Users created at the AD server and not yet been imported into CASG

*  Users not present on AD server and not yet been removed from CASG

... if "Allow to create users?'/ 'Allow to delete users?' are not enabled in LDAP import configuration interface, along with
the list of users created in CASG. The administrator can import the users created at AD server into CASG manually and remove
existing users from this interface.

Also, the administrator can initiate an on-demand synchronization from this interface.

Accessing the LDAP import confirmation list interface
*  Open the 'Domains' interface and select the domain into which you want to import users.
»  Select the domain from the list, click the 'Manage Domain' button to open the 'Domain Management' interface.
*  Click 'Account management' tab > 'LDAP import confirmation list' sub tab.

The 'LDAP import confirmation list' interface will be displayed:

Dashboard / Domains / Domain dashboard - csgga.comodo.od.ua / LDAP import confirmation list

LDAP import confirmation list @ Hew
.“ Run synchronization now Move to ignore list ‘8 Refresh ‘
Q Filters
[F] Username Stams
E1 alex create
[ derrick create

1 I Per page |15 w

The list of users added to and deleted from the AD server with the existing users created at CASG will be displayed. This list
reflects difference between CASG users and AD users, considering LDAP ignore list.
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»  Users created at the AD server and not present in CASG will be displayed with the status 'Create’
»  Users not present on the AD server but present in CASG will be displayed with the status 'Delete’

Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Dazhinosrd £ Domains ! Domain dastboand - docteamcasa.comods.od us fLDAP import conflrmation list

LDAP import confirmation list @ Hew
1T Run synchronization now C@] Miowe to ignore list i} Refresh
D Finters
+ Username w || containg v Apply filter
W] Usernamse Status

You can add more filters by clicking + for narrowing down your search.

Dashboard 7 Domaing f Domain dashbosrd - docisamcasg.comado.od us f LDAP impart confirmation ist
LDAP import confirmation list © Hein
1T Run synchronization now @ Wove to ignore list E Refresh
) Fiters
==  Usemame v contains v Apply filter
- |Usemame w | |containg v
Username I
FIR SINE — Status

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

« Equals: Displays all usernames that match the text entered in the text box.

* Not Equals: Displays all users except the one entered in the text box.

*  Contains: Displays all username(s) that contain the words entered in the text box.

* Not Contains: Displays all username(s) that do not contain the words entered in the text box.

»  Starts With: Displays all username(s) that start with the words entered in the text box.

*  Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:

e Status: Sorts the results based on whether a user's status is 'Create' or 'Delete' selected from third column and
condition selected from second column.
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If 'Status' is selected, the following conditions are available:

e Equals: Displays the users whose status is as chosen in third column
¢ Not Equals: Displays the users whose status is opposite to that chosen in third column
Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

G Refresh
Click the ! button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

*  Torun a manual on-demand synchronization, click 'Run synchronization now'

If you have not selected the option Remember credentials in LDAP Import Configuration interface, you will be asked to enter
the username and password for CASG to access the AD server.

Connection credentials

LOAF login name:

Fasswoard:

m| Cancel |

»  Enter the LDAP login credentials and click 'OK'.

Dshibosrd fDomans fDomain dashibosid - doceamossd comado 0.8 / LDAR import confinmation st

LDAP import confirmation list O rein
Synchronization for domain docteamcasg.comodo.od.ua has been started ﬁ
3 Cancel synchronization Move to ignore list 1':,1 Refresh
£ Filters

CASG server will connect to your AD server and start detecting the changes in the users in the AD server.
All the users added to the AD server will be displayed as a list.

«  Toimport or delete users selected by applying filter, apply filters as described above and click 'More actions' > 'Apply
import by filter'.

*  Toimport or delete a set of selected users, select the users and click 'More actions' > 'Apply import by selection’.

*  Toimport all users created at the AD server and to delete all the users removed from AD server at once, clear all the
filters and click 'More actions' > 'Apply import by filter'. A confirmation dialog will be displayed.
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Apply import

P Are you sure you want to apply import of all filterec
users?

»  Click OK. The import progress will be displayed.

Dashiboard | Domaing ¢ Deowen dashbeard - docleamcasq comode od wa / LDAP impert confrmation kst
LDAP import confirmation list © Helo
impart i in process Please wail Ei

f&] wmove to ignore list £ Petresh |

£ Filers

On completion, the selected users will be imported or deleted in synchronization with the AD server.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and 999999
in the 'Max. number of users' field in the Add Domains / Edit Domains / Domain Settings interface, but CASG checks if the
total number of users for all domains is within your license limit.

*  To move selected users to Ignore List, select the users and click 'Move to Ignore list'

Move users to ignore list

ignore list?

@ Are you sure you want to move selected users to

... and click OK in the confirmation dialog.

Users moved to ignore list will be skipped from next synchronization with the AD server.

LDAP Import Ignore List

The LDAP import ignore list interface displays a list of users to be skipped from being created or deleted in CASG during
synchronization with the AD server. Users can be moved to ignore list from the LDAP Import Confirmation List interface or
manually added. Once added to the ignore list, the user will be skipped from the AD server from the next synchronization
operation.

Accessing the LDAP import ignore list interface
e Open the 'Domains' interface and select the domain into which you want to import users.

*  Select the domain from the list, click the 'Manage Domain' button to open the 'Domain Management' interface.
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e Click 'Account management' tab > 'LDAP import ignore list' sub tab.

The 'LDAP import ignore list' interface will be displayed.

Dashivosrd / Domsing f Domsin deshibosrd - docleamcasy comoda ad.us fLOAP (mport ignore st

LDAP import ignore list © Heio

o 2dd [ Remove from ignore list £ * Refresh
€ Filters
1 Username
= bob
1 derrick
1 1 Perpage |15 | W

Using the filter option to search users

*  Click anywhere on the Filters tab to open the filters area.

Dashiboard f Domans f Domain dashiboard - docteamcasg comado od.ua fLDAP import ignore list

LDAP import ignore list © Help

+Md m Remove from ighore list E Refrash
£ Filters
&= sermame v || contains v Apply fiter
| contains |
¥ Username e
| notequals b :
not containg o tems found
1 1 starts with Perpage 15 w
| ends with T

Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:
«  Equals: Displays all usernames that match the text entered in the text box.
* Not Equals: Displays all users except the one entered in the text box.
*  Contains: Displays all username(s) that contain the words entered in the text box.
*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
»  Starts With: Displays all username(s) that start with the words entered in the text box.
*  Ends With: Displays all the username(s) that end with the words entered in the text box.
»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

*  Click anywhere on the Filters tab to close the filters area.
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e Click the ‘ button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh' button.

To add users to ignore list
e Click 'Add". The Add ignored user dialog will be displayed.

Add ignored user

= williarm

- Jreig

»  Enter the user names to be added to the ignore list

[gnored users

¢ Click the + icon to add more users
e (Click Save to add the users.

A'Successfully added' message will be displayed at the top.
To remove the users from the ignore list

*  Select the users and click 'Remove from ignore list'. A confirmation dialog will be displayed.

Delete users

g Areyou sure youl want to delete the selected
users?

e Click OK.
The users will be removed from the list and a 'Successfully deleted' message will be displayed at the top.

e Users removed from the ignore list will be imported to or deleted from CASG based on changes in the AD server,
during the next synchronization if 'Allow to create users?'/'Allow to delete users?' are enabled in LDAP import
configuration interface.

e Users removed from the ignore list will be listed in the LDAP import confirmation list interface based on changes in the
AD server, during the next synchronization if 'Allow to create users?'/'Allow to delete users?' are not enabled in
LDAP import configuration interface.

3.2.2 Audit Log

CASG keeps a record of actions initiated by users and administrators for all domains belonging to an account. The Audit Log
area allow administrators with appropriate privileges to view these log reports. CASG also keeps logs of domains separately for
each domain. For more details on selected domain audit log, refer to the section Domain Audit Log. This section explains about
the consolidated log for all domains available in the account.
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The log details for all the domains will be displayed.

Dashboard / Audt log

Audit log © Heio

3 Exportto CSV by filter £ ¥ Refresh
‘ o Filters ‘
Date (GMT +0) Domain Role Login Operation key = Operation description Details
Recipients:
. john@docteamcasg.comodo.od.ua; Sender:
Accept and archive . X
2014-10-28 16:30:52 docteamcasg.comodo.oc system ACCEPT_AND_, e admin@antispamgateway.comodo.com,

Date: Tue Oct 28 14:53:04 GMT 2014; Subject:
Mew account registered

Recipients:
TR john@docteamcasg.comodo.od.ua; Sender:
2014-10-28 16:30:51 docteamcasg.comodo.oc system ACCEPT_AND_, e admin@antispamgateway.comodo.com,
Date: Tue Oct 28 14:53:04 GMT 2014; Subject:
Mew account registered

Recipients:
demol@docteamcasg.comodo.od.ua,
Accept and archive demo2@docteamcasg.comodo.od.ua;
message Sender: admin <demo@csg.comodo.od.ua=;
Date: Tue Oct 28 13:37:58 GMT 2014; Subject:
Re: DQ demo

2014-10-28 16:30:29 docteamcasg.comodo.oc system ACCEPT_AND_,

Recipients:
demol@docteamcasg.comodo.od.ua,

Accept and archive demo2@docteamcasg.comodo.od.ua;
2014-10-28 16:28:51 docteamcasg.comodo.oc system ACCEPT_AND_s £ @ . .
message Sender: admin <demo@csg.comodo.od.ua=;

Date: Tue Oct 28 13:38:30 GMT 2014; Subject:
D0 demo 2

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for 'Operation description' column.

Using Filter options to search particular event(s)

»  Click anywhere on the 'Filters' tab to open the filters area.
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Audit log Helo
£ Expartto CEV by fiker % Ramesh
Q Filters
Dvais PEBAT &) Daimaiin = Fuobs L st o by Ot o dlesciiptien Dot it

You can add more filters by clicking + for narrowing down your search.

Dashboard § Audit log

Audit log

(] Exportta G5V by filter

D Fiters

== | Domain v contains v

== | Date w || eguals v )
Date

Date Domain Mmain *  Raole Login Oper
Raole
Login

2014/ Operationdescription o oron 0o comodoodua  superadmin DEL
Details

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Domain: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  Login: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  Details: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all log entries that contain the words entered in the text box
*  Equals: Displays all log entries that contain only the words entered in the text box
* Not Equals: Displays all log entries that do not contain only the words entered in the text box
*  Not Contains: Displays all log entries that don't contain the words entered in the text box
»  Starts with: Displays all log entries that starts with the words entered in the text box
e Ends with: Displays all log entries that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of log entries according to the date selected in the calendar box (column 3) and the
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Role: Will execute a search of log entries according to the role selected in the third field (column 3) and the condition

selected in column 2.

Operation Description: Will execute a search of log entries according to the action selected in the third field (column

3) and the condition selected in column 2.

If 'Date’ is selected, the following conditions are available:

»  Equals: Displays the entries that have the same date as the selected date in the third box from the calendar

e Less than: Displays the entries with dates less than the selected date in the third box from the calendar

»  Greater than: Displays the entries with dates greater than the selected date in the third box from the calendar
If 'Role" is selected, the following conditions are available:

*  Equals: Displays all log entries that is equal to the role selected in column 3.

*  Not Equals: Displays all log entries that except the role selected in column 3.

If 'Operative description' is selected, the following conditions are available:

»  Equals: Displays all log entries that is equal to the event selected in column 3.

* Not Equals: Displays all log entries that except the event selected in column 3.

Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.

¢ Click the ‘

Click anywhere on the Filters tab to close the filters area.

G Refresh ‘

button to display all the entries.

The following table provides the details of actions initiated by user/administrator and shown under Operation Key and Operation
Description columns in the log report:

S.No.

1

Operation Key
DELETE_EMAIL_FROM_QUARANTINE_BY_FILTER

Operation Description

Delete quarantined messages by filter

DELETE_EMAIL_FROM_QUARANTINE

Delete quarantined message

RELEASE_EMAIL_FROM_QUARANTINE

Release quarantined message

WHITELIST_RECIPIENT

Whitelist recipient

BLACKLIST_RECIPIENT

Blacklist recipient

UNWHITELIST_RECIPIENT

Remove recipient from the whitelist

UNBLACKLIST_RECIPIENT

Remove recipient from the blacklist

WHITELIST_SENDER

Whitelist sender

BLACKLIST_SENDER

Blacklist sender

10

UNWHITELIST_SENDER

Remove sender from the whitelist

11

UNBLACKLIST_SENDER

Remove sender from the blacklist

12

RESET_TO_DEFAULT_WHITELISTED_SENDERS

Reset senders whitelist

13

RESET_TO_DEFAULT_WHITELISTED_RECIPIENTS

Reset recipients whitelist

14

RESET_TO_DEFAULT_BLACKLISTED_SENDERS

Reset senders blacklist
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15 RESET_TO_DEFAULT_BLACKLISTED_RECIPIENTS Reset recipients blacklist
16 WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain
17 WHITELIST_RECIPIENT_DOMAIN Whitelist all recipients of the domain
18 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain
19 BLACKLIST_RECIPIENT_DOMAIN Blacklist all recipients of the domain
20 USER_WHITELIST_REQUEST_PER_USER Request
whitelist sender for user
21 USER_BLACKLIST_REQUEST_PER_USER Request
blacklist sender for user
22 USER_RELEASE_REQUEST Release request
23 USER_CANCEL_WHITELIST_REQUEST_PER_USER | Cancel request whitelist sender
for user
24 USER_CANCEL_BLACKLIST_REQUEST_PER_USER | Cancel request blacklist sender
for user
25 USER_CANCEL_RELEASE_REQUEST Cancel release request
26 ACCEPT_WHITELIST_REQUEST_PER_USER Accept
request whitelist sender for user
27 ACCEPT_BLACKLIST_REQUEST_PER_USER Accept
request blacklist sender for user
28 ACCEPT_RELEASE_REQUEST Accept release request
29 REJECT_WHITELIST_REQUEST_PER_USER Reject
request whitelist sender for user
30 REJECT_BLACKLIST_REQUEST_PER_USER Reject
request blacklist sender for user
31 REJECT_RELEASE_REQUEST Reject release request
32 SPAM_DETECTION_SETTINGS Update spam detection settings
33 SPAM_DETECTION_SETTINGS_RESET_TO_DEFAULT | Reset spam detection settings
34 DELETE_EMAIL_FROM_ARCHIVE_BY_FILTER Delete archived messages by filter
35 DELETE_EMAIL_FROM_ARCHIVE Delete archived message
36 RESEND_EMAIL_FROM_ARCHIVE Resend archived message
37 REPORTS_AS_SPAM Reports archived message as a SPAM
38 QUARANTINE_EMAIL Quarantine message
39 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message
40 MARK_EMAIL_AS_SPAM Mark message as spam
41 ACCEPT_EMAIL Accept message
42 WHITELIST_USER_SENDER Whitelist sender for user
43 BLACKLIST_USER_SENDER Blacklist sender for user
44 UNWHITELIST_USER_SENDER Remove sender from the user whitelist
45 UNBLACKLIST_USER_SENDER Remove sender from the user blacklist
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46 QUARANTINE_REPORT_SUBSCRIPTION_UPDATE Quarantine report subscription update

47 QUARANTINE_REPORT_SUBSCRIPTION_RESET_TO_ | Quarantine report subscription reset to default
DEFAULT

48 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION_UPD | Domain report subscription update
ATE

49 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION_RES | Domain report subscription reset to default
ET_TO_DEFAULT

50 DOMAIN_ADD Add domain

51 DOMAIN_DELETE Remove domain

52 ADMIN_ADD Add admin

53 ADMIN_EDIT Edit admin settings

54 ADMIN_DELETE Remove admin

55 ADMIN_UNLOCK Unlock admin

56 ADMIN_REGENERATE_PASSWORD Regenerate password for admin

57 ADMIN_PASSWORD_UPDATE Update password for admin

58 SYSTEM_NOTIFICATIONS_TEMPLATE_CHANGE System notifications template change

59 ADMIN_PERMISSIONS_GROUP_ADD Add admin permission group

60 ADMIN_PERMISSIONS_GROUP_DELETE Remove admin permission group

61 ADMIN_PERMISSIONS_GROUP_UPDATE Update admin permission group

62 ADMIN_PERMISSIONS_CHANGE_DEFAULT_GROUP | Change default admin permission group

63 ADMIN_PERMISSIONS_ASSIGN_GROUP Assign admin permission group by selection

64 REPORT_SPAM_BY_FILE Report delivered message as spam

65 DOMAIN_DESTINATION_ROUTES_UPDATE Update destination routes

66 DOMAIN_LOCAL_RECIPIENTS_ADD Add local recipient

67 DOMAIN_LOCAL_RECIPIENTS_DELETE Remove local recipient

68 DOMAIN_LOCAL_RECIPIENTS_STATE_CHANGE Local recipients state change

69 DOMAIN_ALIASES_ADD Add domain alias

70 DOMAIN_ALIASES_DELETE Remove domain alias

1 DOMAIN_SETTINGS_UPDATE Update domain settings

72 DOMAIN_SETTINGS_RESET_TO_DEFAULT Reset domain settings to default

73 DOMAIN_RELAY_RESTRICTIONS_ADD Add relay restriction

74 DOMAIN_RELAY_RESTRICTIONS_UPDATE Update relay restriction

75 DOMAIN_RELAY_RESTRICTIONS_DELETE Remove relay restriction

76 DOMAIN_RELAY_RESTRICTIONS_STATE_CHANGE | Relay restriction state change

77 DOMAIN_OUTGOING_USER_ADD Add outgoing user
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78 DOMAIN_OUTGOING_USER_SETTINGS_UPDATE Edit outgoing user

79 DOMAIN_OUTGOING_USER_DELETE Remove outgoing user

80 DOMAIN_OUTGOING_USER_LOCK Lock outgoing user

81 DOMAIN_OUTGOING_USER_UNLOCK Unlock outgoing user

82 DOMAIN_OUTGOING_USER_PASSWORD_UPDATE Update password for outgoing user
83 DOMAIN_EMAIL_SIZE_RESTRICTION_CHANGE Email size restriction change

84 DOMAIN_BLOCKED_EXTENSIONS_UPDATE Update blocked extensions

85 B(L)TMAIN_BLOCKED_EXTENSIONS_RESET_TO_DEFA Reset blocked extensions to default
86 DOMAIN_AUDIT_CONFIGURATION_CHANGE Audit configuration change

87 DOMAIN_LDAP_CONFIGURATION_CHANGE LDAP configuration change

88 DOMAIN_INCOMING_USER_ADD Add incoming user

89 DOMAIN_INCOMING_USER_EDIT Edit incoming user

90 DOMAIN_INCOMING_USER_DELETE Remove incoming user

91 DOMAIN_INCOMING_USER_UNLOCK Unlock incoming user

92 ggMAIN_INCOMING_USER_REGENERATE_PASSWO Regenerate password for incoming user
93 DOMAIN_INCOMING_USER_PASSWORD_UPDATE Update password for incoming user
94 DOMAIN_INCOMING_USER_ALIASES_UPDATE Update incoming user aliases

95 DOMAIN_INCOMING_USER_MOVE_USER_TO_ALIAS | Move user to alias

96 DOMAIN_INCOMING_USER_MOVE_ALIAS_TO_USER | Move alias to incoming user

97 USER_PERMISSIONS_GROUP_ADD Add user permission group

98 USER_PERMISSIONS_GROUP_DELETE Remove user permission group

99 USER_PERMISSIONS_GROUP_UPDATE Update user permission group

100 USER_PERMISSIONS_CHANGE_DEFAULT_GROUP | Change default user permission group
101 USER_PERMISSIONS_ASSIGN_GROUP Assign user permission group by selection
Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. If the entries

exceed this value, exporting cannot be done and a warning will be displayed. Please note that exported file will display the

entries in the same sorted order as in the interface.

To export log report to csv file

Click the 'Export to CSV by filter' button.
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[ Exportto CSY by filter

€D Fitters

Date {GMT +0) Domain “  Role Login

The 'File Download' dialog will be displayed.

i '
Opening CASG-AuditExport-2014-10-27 12_33_31.esv [

You have chosen to open:
|| CASG-AuditExport-2014-10-27 12_33_31.csv

which is: Text Document
from: http://5.39.28.212:8080

What should Firefox do with this file?

() Openwith | Motepad (default) -

i@ Save File

[ Do this autematically for files like this from now on.

[ QK ]| Cancel |

L -
»  Click 'Open' to view the file with an appropriate application or click 'OK' to save the file to your computer.

The values in the log report will be separated by commas and this file can be opened with appropriate application such as Excel
or Openoffice Calc for easy analysis.

3.2.3 Administrator Account Management

The Account Management area of CASG allows an administrator with appropriate privileges to add new administrators for the
same account. This area also allows the administrator to configure permissions for users and administrators, reset passwords
and change the login status from enabled to disabled and vice-versa. If you have logged in using the CAM credentials, this area
will have an additional icon 'Login to my Comodo account' through which you can access your CAM account. If logged in as an
administrator, the 'Account Management' area will differ depending on the privileges configured for the administrator. Refer to
the section 'Admin Groups & Permissions' for more details.
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Click the following links for more details:
¢ Managing Administrators
¢ User Groups & Permissions
e Admin Groups & Permissions
*  Managing Comodo Account
* My Profile

e Users History

3.2.3.1 Administrators

In this interface, an administrator with appropriate privileges can add new administrators, delete existing administrators, set
permission levels as well as edit the login status and regenerate new password for existing administrators. Refer to the section
'Admin Groups & Permissions' for more details on administrative privileges.

Click the following links for more details:
*  Managing Administrators
*  Adding New Administrators
*  Deleting Administrators
¢ Editing Administrators
*  Managing Permissions for Administrators

Managing Administrators

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Admins' sub tab.
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The 'Admins' configuration interface will be displayed:

Dot J Admirg

Admins

+ Add ﬁ Delote f Edit I& Manage pemissions

0 Fiiters
Lagin Fraahlad Last kg G oup
Iohr@d octeamcasg comodo.odua e Apr 16, 2004 &:1 3058 AM Power Adminisiraion
1 (b} [1-1111

COMODO

Creating Trust Online®

& Heip

£} Retresh

Taa gt

[docteanicasg s omaodo.od ua
18 SEDaIn. L0, CEg-Anh-
LR gl R IE)

EREpS A0 Maln. Lo,
example] domaincom]

Perpage |15 w

The 'Admins' interface displays a list of administrators with their CASG enabled/disabled status, their last login date and time, to
which group they belong and the domains that they can manage. You can sort the entries in ascending or descending order
based on the login, enabled status or last login time by clicking the up/down arrows in the respective column headers.

Using the filter option to search administrators

Click anywhere on the Filters tab to open the filters area.

Disshibecard 1 Admins
Admins

o sod [ Delete | o Edt @ wanage permissions

2 Finers

o [Login w | COntERS v

Lisigin Friahlad L s leigin S

You can add more filters by clicking + for narrowing down your search.
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Last login
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You can remove a filter by clicking the ™= icon beside it.

Following are the options in the first drop-down in the filters area:

»  Login: Will execute a search of admins according to the text in the text box (column 3) and the condition selected in
column 2.

When you select this option in the first drop-down, the following filters are available in the second drop-down:
»  Equals: Displays the results based on the administrator name that was entered in full in the text box.
*  Not Equals: Displays all administrator(s), except the one entered in the text box.
*  Contains: Displays all administrator(s) that contains the words entered in the text box.
*  Not Contains: Displays all administrator(s) that does not contain the words entered in the text box.
»  Starts With: Displays all administrator(s) that starts with the words entered in the text box.
»  Ends With: Displays all administrator(s) that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:
*  Enabled: Sorts the results based on administrators' enabled / disabled status.
When you select this option in the first drop-down, 'equals' is the only option available in the second drop-down:

*  Equals: Displays the results of enabled administrator(s) when the checkbox beside it is selected. When the
checkbox is not selected, it displays the list of administrator(s) who are not enabled.

»  Last Login: Will execute a search of admins according to the date selected in the calendar (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

«  Equals: Displays the list of administrator(s) that has the last logged in on the same date as the selected date in
the third box from the calendar.

*  Less than: Displays the list of administrator(s) that has the last logged in on dates less than the selected date in
the third box from the calendar.

*  Greater than: Displays the list of administrator(s) that has the last logged in on dates greater than the selected
date in the third box from the calendar.

*  Group: Will execute a search of admins according to the group selected in last drop-down (column 3) and the
condition selected in column 2.

»  Equals: Displays the results based on the group name that is selected in the drop down list from the third box.
*  Not Equals: Displays all administrator(s), except the one selected in the drop down list from the third box.
»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
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*  Click anywhere on the Filters tab to close the filters area.

G Fefresh

e Click the ‘ button to display all administrators.

Note: To display all the administrators after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

To add a new administrator

e (Click the Add button.

Dachbcard F Admirs

Admins
@ Msalas lf Edit @ Manage pammissions
O Fiters New administrator
o= Group v equals Login. | smilhi@doclearncasg cormado od.ua

Syslem notmealions emat(s)  fallena@amallcom

| Lagin Grop

status: [ Enabled
i e -
Subsenibe emals 10 global Pl ves
rapating
[ John@docieamcasg comodo.od ua P ol Acdministratorn

i [1-141]

The 'New administrator' dialog will be displayed.
*  Login - Enter the new administrator's valid email address as login username.

»  System notifications email(s) - Enter the email addresses at which the new administrator should receive CASG
notification emails. It can be the same email address as the login name and / or alternative email address(es) of up to
a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails
and notifications such as of imports of users, local recipients and users via LDAP from CSV files will be sent to the
email addresses specified in this field. Refer to the section Email Management for more details.

«  Status - Enables to change the login status of the new administrator. By default, this box is selected, that is, the new
administrator can access CASG interface.

*  Subscribe emails to global reporting - Selecting this checkbox enables the new administrator to receive the
periodical domain and quarantine summary reports of all domains belonging to the account at the email address
specified as login user name. Refer to CASG Reports - an Overview for more details.

e Click the 'Save' button.

The administrator will be added to the list and be placed in the default group. The privileges to the administrator can be
configured according to his/her role. Refer to the section 'Managing Permissions for Administrators' for more details. An
email to the added administrator will be sent automatically containing password to access CASG. The password can be reset in
the edit interface. The added administrator will be displayed in the list.
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To delete an administrator
¢ Select the administrator to be removed and click the 'Delete' button.

Dacshiooord Jf Admines:

Admins & Her
o add .& Edit | & Manags periszons ¥ Relfezh
© Fiters

Login Enabbi) Last lngin i Taigel
4| hobEcasg comoda.od ua frue HR Hocleamcasy. combde. od ual
Mocleamiasg. combdo s ua,
tesidomain com, Esg-archr
lohrgdocieamcasg comoso ol us  Fue Apr 16, 2014 6230:50 &AM Piser Bdriniglratans RS e KT

ANl & d0nkain £on,
aEammpled domain com

Hocteameasg. comdde.od ua,
RE M SIRCOm, C50-AFTh-
Fonaar Adminisiraions 8. ramoda.od ua,

| s @Edorkeamcasg comedo odus Fus
EHAT P18 B0 £,

samplat domain com|

1 i 11 =5r5] Pergage |15 |w

A confirm dialog will be displayed warning you that the selected administrators will be deleted.

Delete administrators

administrators?

@ Are you sure you swant to delete the selected

*  Click 'OK" to confirm the deletion.
The selected administrator(s) will be deleted from the list.

To edit an existing administrator

You can reset the password, change the CASG notification email address(es) and allow or deny permission for the
administrators to access their CASG account in the edit interface.

*  Select the administrator you want to edit from the list and click the 'Edit' button.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 245



Comodo Antispam Gateway - Adrgj__[],i_stratO'r"G“Uifdé__' / coM0oDO

. Creating Trust Online®
i)

Dazshboard § Admin

o add | T celste (2 & Wanage permissions
0 Filters
] Logi Edit administrator bob&casg.comodo.od.ua Group
[¥] bob@casg.comodo od.us g HR
System notcations emailis) | Tatiena@gmail.com
[ john@docteameaso comodo,od ug —_— Caifie Powear Adminisirat
atuz [ Enabled
m Regenerate password Camcel
[F] smithg@docteameasg comado od ua frue P owser Adrninistrat
1 n [1-343]

The 'Edit administrator' dialog box will be displayed.

«  System notifications email(s) -Enter the email addresses at which the new administrator should receive CASG
notification emails. It can be the same email address as the login name and / or alternative email address(es) of up to
a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails
and notifications such as of imports of users, local recipients and users via LDAP from CSV files will be sent to the
email addresses specified in this field. Refer to the section Email Management for more details.

Tip: The currently logged-in administrator can configure the Quarantine notification email address through Dashboard >
Account Management > My Profile > Change Settings dialog.

e Status - Enables to change the login status of the administrator.

*  Regenerate password - Click this button to reset the password for the administrator in case it is forgotten. The new
password will be sent to the administrator's email automatically. The administrator has to use this new password to
access CASG.

e Click the 'Save' button to confirm your changes.
Managing Permissions for Administrators
CASG allow administrators with appropriate privileges to assign permissions for other administrators that will determine what
he/she can do and cannot do while logged into their respective CASG admin interface. The administrators can create policies
and assign them to other administrators from this interface. See the section 'Admin Groups & Permissions' for more details on

how to create groups and policies for administrators. A new administrator will be automatically assigned default permission
settings.

To assign permissions for an administrator

*  Select the administrator or multiple administrators that you want assign permissions and click the 'Manage
permissions' button.
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The 'Admin Groups & Permissions' interface will be displayed.

Admin groups & permissions

o= Add

HName

D Power Administratars (Defaulf)
O HR
© Limited

D) General

Assign to selected admins Assign to fitered admins | Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default, 'Power
Administrators (Default) group will be available and administrators can add, edit groups and assign permissions to other
administrators. See the section 'Admin Groups & Permissions' for more details.

e Select the group from the list.

The permissions set for this group will be displayed on the right side.
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o= Add

Hame Permission:

Power Administrators (Defaulf) 4 ¥ Al customer permissions
~| Add domain
*| Admin management

*| User permissions

*| Admin permissions
*| Report management
*|User session history view
~| View customer info
~| Locale
¥ View
~| Change
~| Change user limit per domain

~| Email template management
~| Audit log

Assign to selected admins Assign to fitered admins | Cancel |

»  Click the 'Assign to selected admins' button to set permissions for selected admin(s).

*  Click 'Assign to filtered admins' button to set permissions for administrators found by filter.
e Click 'OK"in the confirmation dialog.

The selected admin(s) will be added to the group and a confirmation message will be displayed.
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The interface also displays the new group assigned for the selected admin(s) under the 'Group' column.

3.2.3.2 User Groups & Permissions

The User Groups & Permissions interface allows the administrators with appropriate privileges to create email user groups
according to the needs of the organization. Each group can be configured with different permission levels. This simplifies the
process of configuring permission levels for each user meaning new or existing users belonging to all domains for the account
can be simply assigned a group with a preset policy. The user interface will vary according to his/her permission level. See the
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section 'Managing Permissions for Users' in 'User Account Management' on how to add users to predefined groups.
To create user groups

e Click the 'Account management' tab on the left hand side navigation to expand and then click the 'User groups &
permissions' sub tab.

COMDDOD
' Antispam Gateway

|:2fl Crashboard

&) pomains

[E Auditiog

EI ACCOUNT manadement
Admins
Liser grougs & permissinns
Adimin grougs & permissions
Iy prafile

Lizars hislony

.!_'.'. CUSIOMEs Management

The 'User Groups & permissions' interface will be displayed.

Dt J L FOLpE & P s
User groups & permissions © Hei

e Add

B i
Porwer User

Ui (Defaul

By default, two user groups, Power User and Users (Default), will be available. These two groups cannot be either edited nor
deleted. Clicking any one of them will display the permission levels assigned for the group in the right side.
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Clicking on the arrow beside a permission will display the tree structure of second level of permissions, if available.

Permission:

L3

4 ¥ Al user permissions |
| Incoming Log Search
| Qutgoing Log Search
*| Report Spam
| User report subscriptions
4 ¥ Quarantine
*| Show Message
*| Release messages

m

*| Delete messages
4 ¥ Archive

| Wiew

*| Resend

| Create mail request
¥| Change user settings

For users in the 'Power User' group, all permission levels will be enabled. The 'Release quarantine messages' option will not be
available to users in the regular 'Users' group. This means that if a user is assigned to the 'Power User' group, he / she can
release quarantined messages from the quarantined mails list without approval from the administrator. See the section
Released Requests in 'Email Management' for more details.

Permission Levels
* Incoming Log Search - Allows a user to search and view the log of all incoming mails.
*  Outgoing Log Search - Allows a user to search and view the log of all outgoing mails.
e Report Spam - Allows a user to report a mail as spam mail.
»  User report subscriptions - Allows a user to configure periodical quarantine report generation.
*  Quarantine

*  Show Message - Allows a user to view quarantined emails in same window or separate window.
*  Release messages - Allows a user to release a quarantined mail without approval from the administrator.
*  Delete messages - Allows a user to delete a quarantined mail without approval from the administrator.

e Archive
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e View - Allows a user to view archived emails in same window or separate window.
*  Resend - Allows a user to resend archived emails to himself / herself.
*  Create mail request - Allows a user to configure email request for CASG notifications.

»  Change user settings - Allows a user to configure himself / herself as recipient whitelist.
*  Whitelist / Blacklist

*  Manage whitelist senders per user - Allows a user to manage sender whitelist for his / her mail account
*  Manage blacklist sender per user - Allows a user to mange sender blacklist for his / her mail account

Click the following links for more details.
* Adding a new group
« Editing a group
¢ Deleting a group
*  Making a group as default

Adding a New Group
*  Toadd a new group and configure permission levels, click the 'Add" button.

Dashboard §User groups & permissions

User groups & permissions

Hame

D Power Users

@ Users (Default

A new group creating page will be displayed.
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Dashboard / User groups & permissions

User groups & permissions Help
Name Permission:
© Power Users 4[] All user permissions |~
@ Users (Default) Incoming Log Search
& Outgoing Log Search
- Report Spam

User report subscriptions
4 | !Quarantine

m

Show Message

Release messages

Delete messages
4 Archive

View

Resend

Create mail request
Change user settings

»  Enter the name of the group in the text field under the 'Name' column and enable the permission levels in the right side
required for that group.

Dashboard / User groups & permissions

User groups & permissions Help
Name Permission:
© Power Users 4 B all user permissions ‘n
© Users (Default) “JIncoming Log Search
& *| Qutgoing Log Search
@ Hr

| Report Spam
*| User report subscriptions
4 8] quarantine

m

Show Message
| Release messages
| Delete messages
4 ¥ Archive
¥ View
*| Resend

~| Create mail request
Change user settings
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e (Click the 'Save' button.

The newly created group will be displayed in the interface.

Dazhboard §User groups & permissions

User groups & permissions

o= Add

Name

© Power Users
@ Users (Default
© HR

Now, users of domains belonging to the account can be assigned to this newly created group. See the section 'Managing
Permissions for Users' in 'User Account Management' on how to add users to predefined groups.

Editing a Group
You can edit the name of an existing group and / or change the permission levels.

»  To edit an existing group, select the group from the list and click the 'Edit' button.
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Dashboard / User groups & permissions

User groups & permissions Help
Name Permission:
© Power Users 4 |E] All user permissions l
@ Users (Defaulf) *Incoming Log Search
@ | Qutgoing Log Search
® hRr

*| Report Spam
| User report subscriptions
4 (B Quarantine

m

Show Message
| Release messages
| Delete messages
4 ¥ Archive
“I\iew

“|Resend

| Create mail request
Change user settings

*  Change the permission levels and / or the name of the group.
»  Click the 'Save' button for the changes to take effect.

The users in the group that is edited will be automatically reassigned to the edited group.

Deleting a Group

*  To delete a group, select it from the list and click the 'Delete’ button.

fonrd fLiser groups & germiseion

User groups & permissions © Hen
o ain 4 Ean Mk detaul
Hane Permission:
Pmesar Lisars Bl yser parmriszions
Ussars {Detaulf)
W Limiged

e Click 'OK"in the confirmation dialog.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 254



COMODO

Creating Trust Online®

Delete group

_@" Areyou sure you want to delete the selected

group’?

The selected group will be deleted from the list.

Note 1: If you delete a group, users assigned to that group will be automatically moved to default group. You have to reassign

the users if required.
Note 2: If you delete a user group created by the administrator and marked as default, then the 'Users' group that was shipped

with the product will be set as default. All the users from the deleted group will be automatically migrated to the 'Users' group.

Making a Group as Default

CASG allows administrators to make an existing group as default group. Newly added users and users belonging to an existing
group whose name was deleted will be automatically moved to this default group.

To make an existing group as a default group, select it from the list and click the 'Make default' button.

gl R F Ly Grougek 8 P 3iong

User groups & permissions @ Heie
o iid | Edit| T oaew
Hame Pandsaion
Pownr Lisers B Al ysar permissions
Llsers [Defat)
HR
2 Genersl
A success dialog will be displayed.
Success
@ Default group successfully changed.
e Click 'OK'.
The selected group will be displayed as default group.
255
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Note: If you delete a user group created by the administrator and marked as default, then the 'Users' group that was shipped
with the product will be set as default. All the users from the deleted group will be automatically migrated to the 'Users' group.

3.2.3.3 Admin Groups & Permissions

The Admin Groups & Permissions interface allows the administrators with appropriate privileges to create administrator groups
according to the needs of the organization. Each group can be configured with different permission levels. This simplifies the
process of configuring permission levels for each administrator meaning new or existing administrators belonging to the account
can be simply assigned a group with a preset policy. The admin interface will vary according to his/her permission level. See the
section 'Managing Permissions for Administrators' in 'Administrators' on how to add administrators to predefined groups.

To create admin groups

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Admin groups &

permissions' sub tab.

- cCoMDDOD
' Antispam Gateway

(/) Dashbozrd
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£} Audil log

ACCOLIRNL Rans:

Customer management

The 'Admin Groups & Permissions' interface will be displayed.
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By default, Power Administrator group will be available. This default group cannot be either edited nor deleted. Clicking on it will
display the permission levels assigned for the group in the right side.
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W Pormar Adminigiraboes (Delaul 4 Al customar permissions *
Add domain
AITAR MENAGEMENT
< Llger permigsions
Adir
. Repor management
* Liser sessann histon vow
Wi U SImMEr inf
ocak
Charge user it per domain

Clicking on the arrow beside a permission will display the tree structure of second level of permissions, if available
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For administrators in the 'Power Administrators' group, all permission levels will be enabled. The Permission level is divided into
two categories, 'All Customer permissions' and 'All domain permissions'. While the former deals with providing privileges for
managing customer related tasks such as adding domains, configuring email user permissions, report management and so on,
the domain permission level deals with providing access to particular domain(s). This is very useful if you want to restrict
administrators to manage selected domains only.

Permission Levels
e All customer permissions - View and manage all customer related tasks.

e Add domain - Add new domain(s)
*  Admin management - View and manage administrators for the account.
e View - Only view the list of administrators.
e Manage - Manage administrators for the account.
e User permissions - View and manage 'User Groups & Permissions'
e View - Only view 'User Groups & Permissions'.
e Manage - Manage 'User Groups & Permissions'
e Admin permissions - View and manage 'Admin Groups & Permissions'
e View - Only view 'Admin Groups & Permissions'
*  Manage - Manage 'Admin Groups & Permissions'
e Report management - View and manage report subscriptions
e View- Only view report subscriptions
e Change - View and manage report subscriptions
»  User session history view - View user sessions history for all domains in the account.
e View customer info - View information about the customer.
»  Change user limit per domain - Configure the number of users for each domain in the account.
*  Email template management - Edit the email template for user's notification emails.
e Auditlog - Configure and view log for the permitted domain.
e Log- View and export the log for the permitted domain.
e All domain permissions - Assign domain(s) management.

*  Assigned Domain(s) - Manage domains, incoming and outgoing users, emails, audit log and reports.
*  View - Only view the assigned domains.
*  Change - Edit the assigned domain(s)
*  Remove - Remove the assigned domain(s).

»  User Management - View and manage incoming users, outgoing users, whitelist recipients and blacklist
recipients.

e Incoming user - View, manage and unlock incoming users.

e View - Only view list of incoming users.

e Manage - View and manage incoming users.

e Unlock - Unlock users immediately without waiting for the timeout period to end.
»  Qutgoing user - View, manage, lock/unlock and import from incoming users.

e View - Only view list of outgoing users.

e Manage - View and manage outgoing users.

»  Qutgoing settings - Configure a list of outgoing users.

*  Lock/Unlock - Lock or unlock outgoing users from sending out mails.

e Import from incoming - Import outgoing users from the list of incoming users.
*  Whitelist recipients - View and manage whitelist recipients.

e View - Only view list of whitelisted recipients.

*  Manage - View and manage whitelist recipients.
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e Blacklist recipients - View and manage whitelist recipients.
e View - Only view list of blacklisted recipients.
*  Manage - View and manage blacklist recipients.

e Users auto-import - Automatically import all new incoming users bases on incoming email flow
e View - Only view list of users auto-import recipients.
*  Manage - View and manage users auto-import recipients.

*  Domain geolookup restrictions — View and manage CASG web interface access control policies
*  View - Only view the access control polices
e Manage - View and manage access control policies

e Domain management - View and manage all domain related tasks.

*  Local recipients - View and manage local recipients.
*  View - Only view list of local recipients.
e Manage - View and manage local recipients.

e Domain alias - View and manage domain aliases
e View - Only view the list of domain aliases.
e Manage - View and manage domain aliases.

*  Email filter settings - View and configure incoming spam detection settings.
e View - Only view incoming spam detection settings.
*  Manage - View and configure incoming spam detection settings.

»  Threshold - Configure changes for "Spam threshold" and "Probable spam threshold" fields in the
Incoming Spam detection settings

»  Change - View and configure "Spam threshold" and "Probable spam threshold" fields.
*  Domain settings - View and change domain settings.
e View - Only view the list of domain settings.
*  Change - View and configure domain settings.
*  LDAP - View and configure LDAP settings for importing users.
e View - Only view LDAP settings and list of imported users.
e Change - View and configure LDAP settings for importing users.
*  Quarantine - View and manage quarantined mails.
*  View - Only view the list of quarantined mails.
e Delete - Deleted quarantined mails from the list.
e Release - Release quarantined mails to the recipients.
*  Archive - View and mange copy of incoming mails in archive.
e View - Only view archived mails.
e Resend - Resend archived mails to recipients.
*  Retain - Retains archived mails from being purged automatically.
*  Delete - Delete archived mails.
*  Incoming delivery queue - View and mange queued mails.
e View - Only view queued mails.
e Retry - Retry to send queued mails to recipients.
e Incoming Log Search - Search incoming mails log.
»  Qutgoing Log Search - Search sent mails log.
e Clearincoming cache - Clear incoming callout cache.
»  Clear outgoing cache - Clear outgoing callout cache.
»  User session history view - View user sessions history for the assigned domain(s).
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*  Email Management - View and configure all Email management related settings and tasks.
*  Email size - View and configure email size settings.
*  View - Only view email size settings.
*  Change - View and configure email size settings.
»  Blocked extensions - View and manage blocked extensions.
*  View - Only view the list of blocked extensions.
e Change - View and manage blocked extensions.
e Whitelist senders - View and manage sender whitelist.
e View - Only view sender whitelist.
e Change - View and manage sender whitelist.
»  Blacklist senders - View and manage sender blacklist.
*  View - Only view sender blacklist.
»  Change - View and manage sender blacklist.
*  Release requests - View and manage requests from users for release of quarantined mails.
*  View - Only view the list of requests from users for release of quarantined mails.
*  Manage - View and manage requests from users for release of quarantined mails.
*  Whitelist requests - View and manage requests from users to whitelist senders.
e View - Only view the list of requests from users for adding senders to whitelist.
e Manage - View and manage requests from users to whitelist senders.
»  Blacklist requests - View and manage requests from users to blacklist senders.
e View - Only view the list of requests from users for adding senders to blacklist.
*  Manage - View and manage requests from users to blacklist senders.
*  Report spam - Upload mails to CASG for reporting them as spam.
*  Whitelist sender rule — View and manage rules for adding senders to whitelist
e View - Only view the whitelist sender rules
e Manage - View and manage whitelist sender rules

»  Blacklist sender rule — View and manage rules for adding senders to blacklist
*  View - Only view the blacklist sender rules
*  Manage - View and manage blacklist sender rules

*  Whitelist senders per user - View and manage whitelisted senders per user.

e View - Only view list of whitelisted senders per user.
*  Manage - View and manage whitelisted senders per user.
e Blacklist senders per user - View and manage blacklisted senders per user.
e View - Only view list of blacklisted senders per user.
e Manage - View and manage blacklisted senders per user.

*  Domain relay restrictions - View and configure email relay restriction rules
*  View - Only view relay restriction rule

e Manage - View and manage relay restriction rules

*  Audit log - Configure and view log for the permitted domain.
»  Configuration - Configure the log settings for the permitted domain.
*  Log - View and export the log for the permitted domain.

*  Report management - View and configure settings for periodical domain and quarantine summary reports for
the permitted domain.

*  View - Only view the configured settings for periodical domain and quarantine summary reports for the
permitted domain.

»  Change - View and configure settings for periodical domain and quarantine summary reports for the
permitted domain.
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Click the following links for more details.
¢ Adding a new admin group
»  Editing a admin group
¢ Deleting a admin group
*  Making a admin group as default

Adding a New Admin Group
e Toadd a new admin group and configure permission levels, click the 'Add' button.

Ciashboard § Admin groups & permissions

Admin groups & permissions

Name

@ Powvear Administrators fDefaulth

Anew admin group creating page will be displayed.

Dashbeard f Admin groups & permissions

Admin groups & permissions Help

' Make default

Name Permission:

© Power Administrators (Default) 4 [T All customer permissions

@ Add domain

Admin management
User permissions
Admin permissions
Report management
User session history view
View customer info
Locale
Change user limit per domain
Email template management
Audit log

4 [ All domain permissions
docteamcasg.comodo.od.ua

- [T

»  Enter the name of the group in the text field under the 'Name' column and enable the permission levels in the right side
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required for that group.

Dashboard / Admin groups & permissions

Admin groups & permissions Help

o 2dd | # Edt T Delete {3 Make default

Hame Permission:
© Power Administrators (Default) 4 %] All customer permissions
@ General ~| Add domain

| Admin management
| User permissions
| Admin permissions
*| Report management
| User session history view
*| View customer info
*| Locale
*| Change user limit per domain
| Email template management
| Audit log
4 All domain permissions
- docteamcasg.comodo.od.ua

¢ Click the 'Save' button.

The newly created group will be displayed in the interface.

Dashboard § &dmin groups & permissions

Admin groups & permissions

o= Add

Hame

© Power Administratars (Default

) General

Now, administrators belonging to the account can be assigned to this newly created group. See the section 'Managing
Permissions for Administrators' in 'Administrators' on how to add users to predefined groups.

Editing a Admin Group
You can edit the name of an existing group and / or change the permission levels.

»  To edit an existing group, select the group from the list and click the 'Edit' button.
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Admin groups & permissions © ren
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Fower Administralors {Defauli &N customer parmissians
General &l domeain permissions
LI

*  Change the permission levels and / or the name of the group.

»  Click the 'Save' button for the changes to take effect.
The admins in the group that is edited will be automatically reassigned to the edited group.

Deleting a Admin Group

*  To delete a group, select it from the list and click the 'Delete" button.
Cazhboard 1 Admin groups & permissions

Admin groups & permissions © Hep

o= Adg gy Edit {‘;}, Makn deful

Hains Peiimiasin
Formar Administratons (Dafauly = Bl cusdomer permEsElons

Ty ]l domalin permissions

& HR

e Click 'OK"in the confirmation dialog.

Delete group

@ Are ol sure you want to delete the selected

Qroup?

The selected group will be deleted from the list.
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Note 1: If you delete a group, admins assigned to that group will be automatically moved to default group. You have to

reassign the administrators if required.
Note 2: If you delete an admin group created by the administrator and marked as default, then the 'Power Administrator' group

that was shipped with the product will be set as default. All the admins from the deleted group will be automatically migrated to
the 'Power Administrator' group.

Making an Admin Group as Default

CASG allows administrators to make an existing group as a default group. Newly added administrators and administrators
belonging to an existing group whose name was deleted will be automatically moved to this default group.

To make an existing group as a default group, select it from the list and click the 'Make default' button.

Dastioard J Admin groups & permissions

Admin groups & permissions @ v
it ean @ I:-:-nel
Hame Pernmssion
Prorsver Adminiatralors [Defaully L T parT ian
) General Al domain parms on
A success dialog will be displayed.
Success
@ Default group successfully changed.
e (Click'OK'.
The selected group will be displayed as default group.
264
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Dashboard §Admin groups & permissions

Admin groups & permissions

o= Add

Hame
D Powar Adrministratars
) General (Default

@ HR

Note: If you delete an admin group created by the administrator and marked as default, then the 'Power Administrator' group

that was shipped with the product will be set as default. All the admins from the deleted group will be automatically migrated to
the 'Power Administrator' group.

3.2.3.4 My Comodo Account

This feature will be available in the 'Account management' tab if you have logged in to CASG using CAM account credentials.

£ Dashboard

FTT
&8 Domalns

E Auditiog

3 Arcounkans
P
UISEr groups & pemissi
IR e
Login to iy Comoda Sceount

Users histary

.',:.. Customer managermeant

Clicking the 'Login to my Comodo account' sub tab will take you to https://accounts.comodo.com/login page. From here you
can...

e Add more subscriptions for CASG account
*  Change your password
*  Change contact information

»  Sign up to other Comodo products

...and many more.

For more details on CAM account, visit our online website at help.comodo.com/topic-211-1-513-5907—Introduction-To-Comodo-
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3.2.3.5 My Profile

The My Profile interface allows the currently logged-in administrator to change his / her login password to CASG as well as to
change settings for idle session timeout and CASG notification email address.

e Click the 'Account management' tab on the left hand side navigation to expand and then click the "My profile' sub tab.

COMODOD
p Antispam Gateway

:f:"'| Dashboard r'_

3 Account management
admins
lser groups & peErmissions
gdrmnin grouns & permissions
W by prodile

Llgars hislone

Alternatively, the My Profile interface can be accessed by clicking 'My Account' > "My Profile' at the top right of the interface.

L My Account

The My Profile interface will be displayed.
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My profile @ e

Change password

Hesw passson

Confrm password

Change semings
Login
fratienagdgmad.com

Eyslem nolifications email{s)

Humber of minutes before my session gapires | 30

Note: The interface will vary depending on the login credential that you have used to access CASG. For administrators who
have logged in using the CAM credentials, the 'Change password' feature will not be available. The password can be changed
after logging in to the CAM account.

Click the following links for more details:
«  Changing Administrator's password

»  Changing settings for idle session timeout and CASG notification emails

3.2.3.5.1 Changing Password of the Administrator
The Change Password allows the currently logged-in administrator to change his/her login password.

To change the password

+  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'My profile’ sub tab.

The My Profile interface will be displayed. In the 'Change password' section, enter the new password and confirm it in the
respective text fields.

Change passwiord

Mewpassword | | sssses

Confinn passwond . ssesss

e (Click the 'Save' button.

Success

@ FPassword was successfully saved.

»  Click'OK".
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The administrator has to use the new password to login into the CASG interface.

3.2.3.5.2 Change Settings

The 'Change settings' area in the My Profile interface allows the currently logged-in administrator to set his / her idle session
timeout period as well as to change the CASG notifications emails.

To set idle session timeout and change system notifications email address

«  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'My profile’ sub tab.

The 'Change settings' section will be displayed in the lower portion of the My Profile interface.

Change settings
Lagin.
feabien a@omal com

Eyslem nolifications emailjz)

Humber of minutes before my session expires | 30

L

«  System notifications email(s) - Enter the email addresses at which the new administrator should receive CASG
notification emails. It can be the same email address as the login name and / or alternative email address(es) of up to
a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails
and notifications such as of imports of users, local recipients and users via LDAP from CSV files will be sent to the
email addresses specified in this field. Refer to the section Email Management for more details.

«  Number of minutes before my session expires - You can set the idle session timeout period in the box. Enter the
period in minutes or increase / decrease the period by clicking the up / down arrow. The valid entry is between 1
minute and 120 minutes. Please note this feature will not be available if an administrator is logged into CASG using
CAM credentials.

+  Click Save for your changes to take effect.

3.2.3.6 Users History

The 'Users History' area in 'Administrator Account Management' allows the administrators to view user history for all domains
within a particular date range. You can filter users by IP address, last login, domain, username and/or location. By default, the
most recent 15 records will be displayed.

Use of filters to create custom searches is covered in more detail here.

3.24 Customer Management

The Customer Management area of CASG allows an administrator to view the details of the account they are logged into. The
administrator configure subscriptions for the periodical Domain and Quarantine summary reports for domains; create an
account; update the product and extend your license term. The administrator can also customize the 'support information' area
in the notification emails that are generated for activities such as while adding a new user, password regeneration, quarantine
request and quarantine report.
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Click the links for more details:

*  Viewing Customer Information
*  Managing subscriptions for reports

* Notification Email Settings

3.2.4.1 Viewing Customer Information

Licerse eipirntion dade
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The Customer Info interface provides the administrator with the details like maximum number of users, domains, license term

and so on of the CASG account.

To view the account Information

*  Click Customer Management tab from the left hand side navigation to expand it and then click the '‘Customer Info' tab

from the sub menu.

The 'Customer Info' interface will be displayed:

The image below shows an example of Customer Info who has purchased multiple licenses.

[zahorard / Custrer imty
Customer info

Manme : Doc Team

CAR 100 BOERE AT UITET S0 C BSOS 5 0am 0 0G0
Cartemall doctesmBullver sienc st omes @eomed . com
Totals

agrmiber of users: F
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Meanber of
MEx pastsed of domdins 11

Diak quets (GE) D13

sk space O bytes

Subscriptions

Mex. number of domeins
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5 &

5 5
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In the 'Customer Info' panel you will find the details of subscription(s) for your account. For multiple licenses, the number of
users and domains that are allowed for all the licenses purchased will be added and displayed at the bottom most subscription
column.

From the 'Customer Info' panel the administrator can get the the details of subscription(s) for the CASG account. For multiple
licenses, the number of users and domains that are allowed for all the licenses purchased will be added and displayed at the
bottom most subscription column.

Name
*  The name of the account is displayed at the Name title bar

e CAM Login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
https:/laccounts.comodo.com. The administrator can use this login username to log in to CAM for purchasing
additional licenses and renewal of existing licenses.

*  CAM email: Displays the email address for the account as registered at CAM.
Totals
*  Number of Users: Displays the total number of enrolled users belonging to all the domains.

e Max. Number of Users: The total number of users that can be added as per all the subscriptions made for the
account, that is, number of users cannot exceed the number given in this field for all domains included.

*  Number of Domains: Displays the number of domains enrolled for account.

e Max. Number of Domains: The total number of domains that can be added as per all the subscriptions made for the
account.

»  Disk quota: Displays the total storage space allotted in CASG server for archiving incoming messages as per all the
subscribed packages, in GB.

»  Disk space: Displays the storage space used by the archived mails in the CASG server.
Subscriptions
The following details are displayed for each subscription:

e Max. Number of Users: The maximum number of users that can be added to the account as per the subscription, that
is, number of users cannot exceed the number given in this field for all domains included.

¢ Max. Number of Domains: The maximum number of domains that can be added as per the subscription.
* License Expiration Date: Displays the date till which the license is valid for the subscription.
»  Disk quota: The maximum storage space allotted for mail archive in the CASG server, as per the subscription.
e Enabled: Displays whether the subscription is active or not.
End-User License and Subscriber Agreements

»  Displays the complete Comodo Antispam Gateway End-User License and Subscriber Agreement.

3.2.4.2 Manage Report Subscriptions

The Manage report subscriptions interface allows the administrator to configure the subscription to the periodical 'Domain' and
'Quarantine' summary reports of all the domains for the administrators enrolled for the account. Refer to CASG Reports - an
Overview for more details.

To access Manage report subscriptions interface

*  Click Customer Management tab from the left hand side navigation to expand it and then click the 'Manage report
subscriptions' tab from the sub menu.

The 'Manage report subscriptions' interface will be displayed:
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Manage report subscriptions © warp

Report reciplents

dodearulversionoasioman@osmade com
& Quarartine report
Hour Iy of rmonth Dy of woek Semd emph Enabled | Start date (GAMT] Report lesgth

H Evary howr % Every day BiEwery week day
Choose Chooan Choose

& Domain statistics report

Pariod Hour Diary of month Dy off wesprk Sand emgpiy Enabded | Stari date (0A Report length

The 'Report recipients' field will be auto-populated with the email addresses of all the administrators available for the account
and enabled for the same, at the time of adding them. The report recipients can be added or removed from this interface by
entering the administrator's email address or deleting them and clicking the 'Save' button at the bottom.

The administrator can configure the subscription for two types of reports from this interface:
*  Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly, will

contain a detailed statistics of the mails that are identified as spam or containing malicious content and moved to
Quarantine of the domain automatically by CASG. Refer to CASG Reports - An Overview for more details.

*  Domain Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly, will
contain a detailed statistics of number of users, mails that have been received at and sent from the domain, number of
spams identified and blocked and so on. Refer to CASG Reports - An Overview for more details.

To configure the subscription of the reports

*  You can expand/collapse a report configuration section by clicking on the respective strip.

*  If you want the administrators to receive the periodical reports, select the 'Enabled' checkbox in the row of the
respective report type. If both the reports are required, you can select both the checkboxes.

»  Leave the 'Send empty' checkbox unchecked if reports without any statistics need not to be sent to recipients.

»  Select the frequency at which the reports are to be sent to the administrators.
Quarantine Report

& Quarantine report

Hour Day of month Day of week Send emph Enabled Start date (GMT) Report length

'Every hour L Every day 'Every week day
@ Choose D Chogsae 9 Choose

o 5 .I F] Sunday i

| ! . | .
&1 | Monday E al B Jul 012015 01-00 Mext report for 98 day(s) from last run
- I3 ’ : T (2015403-24 16:37)
F 2 ] Tuesday
| 3 o Wednesday
F a 2 i ] Thursday it
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*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

«  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

Domain Statistics Report
€2 Domain statistics report

Period Hour Day of month Day of week Send empty Enabled = Start date (GN Report length
& Every hour W Every day Every week day
Choose Choose % Choose
2 : [l Sunday = Next report for

4 weel(s)
¥| Monday Jun 29,2015

Weakly W I = &l I: oo from last run
B Tuesday (2015-03-24

16:37)

»  Period - Enables you to set the period to be covered in the report. The report will contain the statistics of all the
domains in the account for the past one hour, one week, one month or one year, as selected from drop-down from the
scheduled report time.

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

*  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

»  Click 'Save' for your settings to take effect.

»  Clicking the 'Reset settings to default' button will disable both Quarantine and Domain statistics reports. The 'Report
Recipients' field will not be cleared.

3.2.4.3 Notification Email Settings

By default, all the notification mails sent to administrators and users on various events like adding a new user, password
regeneration, quarantine request or periodical report mails like quarantine report will contain the links to the online help guide
and Comodo support in the footer. The administrator can customize the footer for adding their contact and support information,
from the Email template settings area.

To customize the notification emails

e Click Customer Management tab from the left hand side navigation to expand it and then click the 'Email template
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settings' tab from the sub menu.

The 'Email template settings' interface will be displayed:

| coMoODO Er— ) . = g . el
G Ant'lspa = Gateway Cluarantine: 0 R 0 L streg Bla re } L My Account

Dashboard / Email template settings

Dashboard Email template Settings © e
@ Domains

[E Audit log

A, Note: changes below will be applied to all system notification messages sent to user

5 )
[ Account management [ichange default email footer

.!51 Customer management il =
=font style="font-family:Arial,color#353535;font-size: 14px,"=For help, see the User guide
Customer info =a href="http:/ihelp.comodo.comftopic-157-1-294-3398-Introduction-to-Comodo-Antispam-Gateway. html”
target="_blank" titte="" style="font-family:Arial,color#06488d;font-size: 14px™>
=font style="font-family:Arial,color#06488d;font-size: 14px "=hitp:fhelp.comodo.comfopic-157-1-294-3398-
Introduction-to-Comodo-Antispam-Gateway. html=font=
=la=
=ffont=
=lp=
=table width="100%" border="0" bordercolor="#e0e0e0" cellpadding="0" cellspacing="0" bgcolor="#elelel™>
<ir bordercolor="#e0e0el™>
=td bordercolor="#e0ele0” bgcolor="#elele0” valign="middle” height="53" style="padding-left:15px "=
=font style="font-family-Arial,color#353535 font-size: 14px font-weight bold;"=
Having Trouble? Supportis here to help. Open a Ticket at =a href="https:/lsupport.comodo.com/™

| Reset to default

Manage report s riptions

m

B Email template setiings

Please note the customization can be done only in html format.
»  Select the check box 'Change default email footer if you want to edit the details.
»  Edit the details in html format as per your requirement and click the 'Save' button.

*  Click the 'Reset to default' button to display Comodo support information in the notification emails.

4 CASG Reports - An Overview

Comodo Antispam Gateway can generate three kinds of periodical reports, Quarantine report, Domain statistics report and User
import report, and send them to administrators and users as configured.

Reports are generated for account level and domain level:

1. Global reports for all domains covered by the customer account. See the section 'Managing Subscriptions for
Reports' under 'Customer Management' for more details on customer level.

2. Domain level reports specific for each domain. See the section 'Manage Report Subscriptions for Selected
Domain' under 'Incoming' section for reports on domain levels.

The reports for these types will be similar except the former will contain reports for all domains while the latter will contain
reports for the selected domain. The reports will be sent routinely at the selected times, in the language set for the account.

CASG creates three kinds of reports:

*  Quarantine Report - A statistical breakdown of mails identified as spam or malicious that were moved to quarantine
by CASG. The report can be configured to be received hourly, daily, weekly or monthly.

*  Domain Statistics Report - A comprehensive report which covers all mail activity for the domain. This includes
information covering the number of users; mails that have been received at and sent from the domain; number of mail
identified spam/malicious; number of mails blocked and so on. The report can be configured to be received hourly,
daily, weekly or monthly by the administrator.

*  Users auto-import report - The periodical report containing details of new users that were auto-imported into CASG
for each domain, based on incoming mails received for them at the mail server. The report can be configured to be
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received hourly, daily, weekly or monthly by the administrator. The user auto-import reports are generated only for the
domain level and not for the customer account level.

*  Quarantine Release Report — The periodical report containing details of mails that were released from the quarantine
list by both administrators and users with appropriate privileges. The report can be configured to be received hourly,
daily, weekly or monthly by the administrator. The quarantine release reports are generated only for the domain level
and not for the customer account level.

*  Reported Spam Report — A detailed report of mails that were reported as spam by administrators as well as users
with appropriate privileges. The report also includes details of mails that were uploaded as spam to CASG. The report
can be configured to be received hourly, daily, weekly or monthly by the administrator. The reported spam reports are
generated only for the domain level and not for the customer account level.

e Reports can be enabled or disabled per administrator in Dashboard > Account Management > Admin > Add
Administrators or Edit Administrators.

4.1 Quarantine Report

The Quarantine Report contains a list of mails that were identified as spam or containing malicious content and were moved to
Quarantine automatically by CASG, with the details on sender, receiver, date and attachments. Clicking the subject line in the list
will open the respective mail in a new CASG window.

¢ Administrator

*  Domain Level - The Report generated for an administrator will contain the details of the mails moved to
quarantine of the selected domain.

e Customer Level - The Report generated for an administrator will contain the details of the mails moved to
quarantine of all the domains belonging to the account.

»  User - The Report generated for a user will contain the details of the mails moved to quarantine of the user.

The report can be subscribed to be received hourly, daily, weekly or monthly for an administrator and daily, weekly or monthly for
a user.

e Hourly - The reports will be generated and sent every hour to the administrators through email.
»  Daily -The reports will be generated and sent daily to the administrators/user through email.

*  Weekly - The reports will be generated and sent to the administrators/user through email on every seventh day from
the start date set in the 'Start date' field. The report will contain details of the mails quarantined during the past seven
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the week
from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators/user through email on every 30th day from the
start date set in the 'Start date’ field. The report will contain details of the mails quarantined during the past 30 days.
The first report will be sent on the start date and will contain the statistics for the remaining days of the month from the
day of configuration and subsequently every 30 days.

An example of a Quarantine report is shown below:

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 274



COMODO

Creating Trust Online®

rc cCoMODO
e Antispam Gateway

Here iz the guarantineg report for docteamcasg.comodo. od.ua from Apr 02, 2004 14:25 to Apr 11, 2014 00:00

cc
fta - :
Subject From Ta R L Date Size |A
oniy}
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h 2014 .
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2014 -
Fin Wa hawa frae samplas foryou, now iy T e dema i octaamoasg comoda. od ua, g‘é‘; f'?l?___rw_ 202 i
Befors you buy 1 your dacrstens N Smith =Memena@gmall.came Semo I cleancasg comano od ua 2014 " e
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e Wiba haven frae sampilas fior oy now fry ) damo Widocts amcasg comado od.ua, e 302
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Fu | A THE IMETRLICTICN'S 1) - - . o N et arn cakg comada od ua, p e g | 2310
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Largast Home and Furnifurs Onbng Stors | deno b 4 20114 -
Fuy, Rggestar and Get Bl S000 1o Shop 3 . Wed Aprid |y o
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Wied Apridg
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»  Clicking on the 'Subject' link will open the respective mail in a new CASG window. You need to login to CASG to read
the mail in the new window.

4.2 Domain Statistics Report

The Domain Statistics Report provides details on all the mail activities on the domain. This includes information covering the
number of users; mails that have been received at and sent from the domain; number of mail identified spam/malicious; number
of mails blocked and so on. The report can be configured to be received hourly, daily, weekly, monthly or yearly by the
administrator.

*  Domain Level - The Report generated for an administrator will contain only the details of domain statistics of the
selected domain.

e Customer Level - The Report generated for an administrator will contain the details of domain statistics of all the
domains belonging to the account.

Note: The Domain Statistics Report is available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
e Hourly - The reports will be generated and sent every hour to the administrators through email.
*  Daily -The reports will be generated and sent daily to the administrators through email.

*  Weekly - The reports will be generated and sent to the administrators through email on every seventh day from the
start date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past
seven days. The first report will be sent on the start date and will contain the statistics for the remaining days of the
week from the day of configuration and subsequently every seven days.

e Monthly - The reports will be generated and sent to the administrators through email on every 30th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 30
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the month
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from the day of configuration and subsequently every 30 days.

*  Yearly - The reports will be generated and sent to the administrators through email on every 365th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 12
months. The first report will be sent on the start date and will contain the statistics for the remaining months of the year
from the day of configuration and subsequently every 12 months.

An example of a Domain Statistics Report is shown below:

e —————

E‘“‘t COMODO
- Antispam Gateway

Here is the daily Domain statistics report for docteamcasg.comodo.od.ua from Apr 09, 2014 23:00 to Apr 10, 2014 23:00

Mumber of users T

E-mail size imit 262144 KB
Spam ratio 0.0 %
Mot spam messages 21
Mot spam messages size  4B56GET

Unsure messages 0
Unsure messages size
Spam messages blocked
Spam messages size
Virusas biocked
Viruses size
Blacklisted messages
Elacklisted messages size
Total fitered messages

Total messages

[ S T o o e i e e

Having Trouble? Support is hers to help, Open a Ticket at hitps: 'support.comado.com or ¢all 1 888.COMODO (286.6361)

4.3 Auto-Imported Users Report

The Users Auto-Import Report provides details on all the new users belonging to a managed domain, that were automatically
imported to CASG on receiving an incoming mail addressed to them at the mail server. The auto-imported users are sent with an
invitation email containing login credentilas for them to access the CASG user interface. For more details on managing auto-
import, refer to the section Managing User auto-import.

Note: The user auto-import reports are generated only for the domain level and not for the customer account level. The Report
is available only to the administrators .

The User Auto-Import Report contains the following details:
*  Imported users count - The total number of users automatically imported into CASG for report time period.

»  Enabled users count - The number of auto imported users that have activated their account by clicking the link in the
invitation mail or logging-in to CASG using the credentials provided in the mail.

* Invited users count - The number of auto imported users that have been sent the invitation mails but yet to activate
their account.

e User names list - The list of auto imported users.

An example of a Users Auto-Import Report is shown below:

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 276



COMODO

Creating Trust Online®

/

(L‘?a COMODO

-~ Antispam Gateway

Here is the users auto-import report for csgga.comodo.od.ua from Nov
21, 2014 09:00 to Nov 21, 2014 10:00

Imported users count 1
Enabled users count 1
Invited users count 0

User names list admin

For help, see the Admin guide: http://help comodo comiopic-157-1-288-3192-introduction-
to-comodo-antispam-gateway. hitmi

Having Trouble? Support is here to help. Open a Ticket at https://support.comodo.com
or call 1.888.COMODO (256.2608)

4.4 Quarantine Release Report

The 'Quarantine Release Report' provides details of mails that were released from quarantine by the administrators as well as
by the users with appropriate privileges. This also includes quarantine release requests accepted by administrators.

Note: The quarantine release reports are generated only for the domain level and not for the customer account level. The
report is available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
*  Hourly - The reports will be generated and sent every hour to the administrators through email.
«  Daily -The reports will be generated and sent daily to the administrators through email.

*  Weekly - The reports will be generated and sent to the administrators through email on every seventh day from the
start date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past
seven days. The first report will be sent on the start date and will contain the statistics for the remaining days of the
week from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators through email on every 30th day from the start
date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past 30
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the month
from the day of configuration and subsequently every 30 days.

*  Yearly - The reports will be generated and sent to the administrators through email on every 365th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 12
months. The first report will be sent on the start date and will contain the statistics for the remaining months of the year
from the day of configuration and subsequently every 12 months.
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An example of a Quarantine Release Report is shown below:

f" COMODO
- Antispam Gateway

Quarantine release report for csgga4.comodo.od.ua from Jul 01, 2015 09:00 to Jul 01, 2015 10:00

Diate Ope - Login Role  Details

Wed Jul 01 Release Recipients: userZ@csggad comodo.od ua, userd@csgoad comodo.od ua,
0%9:18:32 GMT quarantined adminl@icaggad comodo.od ua | admin | userd0@cegqald.comodo.od ua; Sender: test@test.com; Date: null;
2015 message Subject: SPAM MAIL

Wed Jul 01 Release Recivients: user 4 comodo.od.ua: Sender 12 iBtest.com
09:18:49 GMT quarantined adminl@csggad comoado od ua | admin SCIpena. UICrFICIgRet.comado.od.un, Jender. user | JELest.com.
e § o Date: null; Subject: test mail from TELMET 16-04-15 16:41

2015 message

Wed Jul 01 Release Recipienta: userl{ceggad comodo.od.ua; Sender:

09:42:50 GMT warant serl@esgaad. comods.ad.y T = . : -
20 :"' 06 Quarantined userigicsgqas.comodo.odus | ae alravchenko@ceg.comodo od.ua; Date: null; Subject: test mail 15:47
2015 message

For help, see the Admin guide: hitp //help comodo.comitopic-157-1-288-3152-infroduction-to-comodo-antispam-gateway . htmil

Having Trouble? Support is here to help, asgsupport@comodo.com or review the Administrators Guide

4.5 Reported Spam Report

The 'Reported Spam Report' provides details of mails that were reported as spam by the administrators as well as by the users
with appropriate privileges. This also includes details of mails uploaded from the 'Report Spam' interface.

Note: The reported spam reports are generated only for the domain level and not for the customer account level. The report is
available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
*  Hourly - The reports will be generated and sent every hour to the administrators through email.
»  Daily -The reports will be generated and sent daily to the administrators through email.

*  Weekly - The reports will be generated and sent to the administrators through email on every seventh day from the
start date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past
seven days. The first report will be sent on the start date and will contain the statistics for the remaining days of the
week from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators through email on every 30th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 30
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the month
from the day of configuration and subsequently every 30 days.

*  Yearly - The reports will be generated and sent to the administrators through email on every 365th day from the start
date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past 12
months. The first report will be sent on the start date and will contain the statistics for the remaining months of the year
from the day of configuration and subsequently every 12 months.

An example of a Reported Spam Report is shown below:

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 278



COMODO

Creating Trust Online®

C coMODO
Antispam Gateway

o

Reported Spam report for csggad4.comodo.od.ua from Jul 01, 2015 10:00 to Jul 01, 2015 11:00

Operation
Date d:“ripﬁ“ Login Role Details
Recipients: user77 @csggad.comodo.od.ua;
Wed Jul 01 Re;?un Sender: Dagwood BUIT:IDStEd
100638 delivered admin1@csgqad.comodo.od.ua | admin &lt;avantistude @gmail.com&gt;; Date: Wed
. message as Baas o Jul 01 10:01:10 GMT 2015; Subject: Fwd: Get
GMT 2015
spam instant Online Personal Loan approval and
disbursal in 72 hours
Recipients: user?7@csggad.comodo.od.ua;
wed Jul 01 Rer?on Sender: Dfagwood Bumlpsted
10:39:03 delivered user77@csgaad.comodo.od.ua | user &It;avantistude@gmail.com&gt;; Date: Wed
P message as gt 08 Jul 01 10:01:10 GMT 2015; Subject: Fwd: Get
GMT 2015 , .
spam instant Online Personal Loan approval and
disbursal in 72 hours
Recipients: user77 @csggad.comodo.od.ua;
Wed Jul 01 Repcfns Sender: dagwood bumlpsted
10-41:54 archived 7@ 4 do.od &lt;avantistude @gmail.com&gt;; Date: Wed
GI'vI'IT _’_;015 MEessage as a user csgQat.comada.odua TUSEr 1,101 10:40:56 GMT 2015; Subject: Fwd: Zero
Spam Fees, Attractive Interest Rates and Loans upto
25L
Reports Recipients: user/7@csggad.comodo.od.ua;
Wed Jul 01 P Sender: oxford morris minor

10:52:02 archived user77 @csggad.comodo.od.ua user  &lt;mmoxford@yahoo.com&gt;; Date: Wed Jul
message as a

GMT 2015 Spam 01 10:47:33 GMT 2015; Subject: Dr. Jones
P wake up now
Reorts Recipients: userl@csgga4.comodo.od.ua,
Wed Jul 01 arcF:'l'wed user2@csggad.comodo.od.ua; Sender: oxford

10:55:26 e user? @csggad.comodo.od.ua | user | morris minor &lt;mmoxford @yahoo.com&gt;;

GMT 2015 Date: Wed Jul 01 10:52:00 GMT 2015; Subject:
Spam
Fw: Dr. Jones wake up now
Report Recipients: userl@csggad.comodo.od.ua,
Wed Jul 01 afcﬁ‘n?v:d userZ@csggad.comodo.od.ua; Sender: oxford

10:55:52 message as 4 user2@csggad.comodo.od.ua | user  morris minor &lt;mmoxford@yahoo.com&gt;;
GMT 2015 g Date: Wed Jul 01 10:52:00 GMT 2015; Subject:
Spam
Fw: Dr. Jones wake up now
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Appendix 1 - CASG Error Codes

The most common error codes for CASG are given below:

Error Code Description

1 Unknown error

100 Import exception

101 Wrong format

102 Wrong outgoing user format IP password. If 'password' is empty then 'username' must be IP address.
103 Communication exception
200 User limit exception

300 Spam engine exception
1000 Customer has no domains
1001 Domains mismatch

1002 Alias already exists

1003 User already exists
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Appendix 2 - CSG Comparison Table

Features Paid Version Free Version

Number of domains and incoming / outgoing users Depends on the subscription |5 users and 1 domain

Number of domain aliases 5 Nil

Active Directory / LDAP Synchronization %

Create / Modify User Groups «

Assign permissions to User Groups

x

S N NN

=

Number of user aliases per user

Incoming / Outgoing email filtering

View all quarantined emails

Release quarantined emails

Whitelist / Blacklist quarantined emails

Configure spam detection settings

Report spam emails

View queued emails in Delivery Queue

LA INENENENA YA YA

Force Retry (Force Deliver) selected or all queued emails in
Delivery Queue

Create local recipients

Clear incoming / outgoing email cache

Log search incoming emails

Log search outgoing emails

Create domain aliases

Configure domain settings

Configure email size restrictions

Configure 'Blocked extensions' settings

View users' release requests

View users' whitelist / blacklist requests

Whitelist / Blacklist recipients

Whitelist / Blacklist senders

AN NN N NN NN AN YA YA YN NN NN N NN

View users' login history

| % | \|% ¥ & & % % % ® | %%

Email archive

<

N

Number of email administrator accounts Unlimited
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Appendix 3 - Troubleshooting LDAP

This section explains how to resolve some common problems that may arise when configuring LDAP.

For full details on working with LDAP, http://help.comodo.com/topic-157-1-288-5720-Importing-Users-from-LDAP.html
e Problem: Unhandled Exception:

Solution: The exception was not classified.

e Problem: Size limit exceeded, unable to extract more then users from server. Size limit must be increased on
server side or specify more strict query

Solution: Active Directory server has limitation on the number of search entries which may be iterated during querying. By
default, Microsoft Active Directory allows only 1000 search entries. If the server received more than that, the administrator
should override the default LDAP search size limit in the Active Directory, or use more strict query

e Problem: Incorrect filter settings: ....
Solution: Filter settings contain incorrect format or AD server doesn't support it.
*  Problem: Incorrect BaseDN settings: ...
Solution: BaseDN value has incorrect format.
e Problem: Unable to connect with provided host in BaseDN settings: ...
Solution: Provided domain name for BaseDN setting cannot be resolved in AD forest tree. Assure a domain name is correct.

e Problem: Unable to resolve LDAP referral, host unreachable. Users had found before referral might be
imported. Possible solution is to use Global Catalog server (port 3268/3269 as default) to avoid resolving
referrals.

Solution: CASG is trying to extract as much as possible information and following referrals to resolve all search entries in a
query. If the URL in the referral is unreachable by CASG then the iteration will stop. Only partial result will be provided. That
occurs when an administrator uses a private domain and it cannot be accessed with only domain name (the referral contains the
list of URLs of the explicit domain names but the information about servers located in the private subnet is absent). To avoid the
referrals occurrence in search entries use the Global Catalog server for querying. By default, the port for this server is
3268/3269 and that depends on whether the SSL enabled or not.

*  Problem: Unknown error. Users found before error might be imported. Original exception - ...
Solution: Search entries has been terminated within the replication process. Please contact support to find a solution.
* If you do not know your BaseDN, here's a step-by-step guide to determining your BaseDN.

Most organizations follow a similar convention for their determined BaseDN when the organization sets up its Active Directory.
For a company with the domain of example.com, the typically BaseDN is cn=Users,dc=example,dc=com

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 282


http://help.comodo.com/admin/topic-157-1-288-5720-Importing-Users-from-LDAP.html

Comodo Antispam Gateway - Ad rpj__[]j_strato'r"Gﬂiaé __ COMODO

/ Creating Trust Online®
/

.-’/’--

Appendix 4 - Useful Links

/
f

This page contains links to external webpages which provide detailed explanations of LDAP features.

What Is the Global Catalog?

http://itechnet.microsoft.com/en-us/library/cc728188%28v=ws.10%29.aspx

Global Catalog and LDAP Searches

http:/litechnet.microsoft.com/en-us/library/cc978012.aspx

LDAP Referrals

http://itechnet.microsoft.com/en-us/library/cc978014.aspx

Click the following links for more details http://help.comodo.com/topic-157-1-288-5720-Importing-Users-from-LDAP.html
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About Comodo

The Comodo organization is a global innovator and developer of cyber security solutions, founded on the belief that every single
digital transaction deserves and requires a unique layer of trust and security. Building on its deep history in SSL certificates,
antivirus and endpoint security leadership, and true containment technology, individuals and enterprises rely on Comodo’s
proven solutions to authenticate, validate and secure their most critical information.

With data protection covering endpoint, network and mobile security, plus identity and access management, Comodo’s
proprietary technologies help solve the malware and cyber-attack challenges of today. Securing online transactions for
thousands of businesses, and with more than 85 million desktop security software installations, Comodo is Creating Trust
Online®. With United States headquarters in Clifton, New Jersey, the Comodo organization has offices in China, India, the
Philippines, Romania, Turkey, Ukraine and the United Kingdom.

Comodo Security Solutions, Inc.

1255 Broad Street
Clifton, NJ, 07013
United States

Tel: +1.888.256.2608
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.

Comodo Antispam Gateway Admin Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 284


http://www.comodo.com/
mailto:EnterpriseSolutions@Comodo.com

	 1  Introduction to Comodo Antispam Gateway
	 1.1  Release Notes
	 1.2  Purchasing License 
	 1.3  Adding more Users, Domains or Time to your Account 
	 1.4  License Information

	 2  Getting Started
	 2.1  Incoming Filtering Configuration 
	 2.1.1  Configuring Your Mail Server
	 2.1.2  Configuring MX Record
	 2.1.2.1  Updating MX Records in Windows 2003/2008 Server
	 2.1.2.2  Updating MX Records on a host using BIND (and the 'named' daemon)
	 2.1.2.3  Updating MX Records for Comodo DNS
	 2.1.2.4  Updating MX Records for GoDaddy
	 2.1.2.5  Updating MX Records for Enom
	 2.1.2.6  Updating MX Records for Network Solutions
	 2.1.2.7  Updating MX Records for Yahoo! Small Business
	 2.1.2.8  Updating MX Records for 1and1
	 2.1.2.9  Updating MX Records for 4D Web Hosting
	 2.1.2.10  Updating MX Records for DNS Park
	 2.1.2.11  Updating MX Records for DreamHost
	 2.1.2.12  Updating MX Records for DynDNS
	 2.1.2.13  Updating MX Records for IX Web Hosting
	 2.1.2.14  Updating MX Records for No-IP
	 2.1.2.15  Updating MX Records in CPanel


	 2.2  Outgoing Filtering Configuration 
	 2.2.1  Per-User Authentication
	 2.2.2  Outgoing Smarthost setup
	 2.2.2.1  Configuring QMail to use a Smarthost 
	 2.2.2.2  Configuring PostFix to use a Smarthost
	 2.2.2.3  Configuring Sendmail to use a Smarthost
	 2.2.2.4  Configuring Exchange 2000/2003 to use a Smarthost
	 2.2.2.5  Configuring Exchange 2007/2010 to use a Smarthost
	 2.2.2.6  Configuring Exim to use a Smarthost
	 2.2.2.6.1  Configuring Exim / cPanel to use a Smarthost
	 2.2.2.6.2   Configuring Exim / Directadmin to use a Smarthost




	 3  The Administrative Interface
	 3.1  Logging-in to the Administrative Interface
	 3.2  The Dashboard Area
	 3.2.1  Domain Management
	 3.2.1.1  Domains
	 3.2.1.1.1  Adding Domains
	 3.2.1.1.2  Deleting Domains
	 3.2.1.1.3  Editing Domains
	 3.2.1.1.4  Managing Domain
	 3.2.1.1.4.1  Domain Dashboard
	 3.2.1.1.4.2  Incoming
	 3.2.1.1.4.3  Outgoing
	 3.2.1.1.4.4  Email Management
	 3.2.1.1.4.5  Domain Audit Log 
	 3.2.1.1.4.6  Whitelist / Blacklist
	 3.2.1.1.4.7   Account Management
	 3.2.1.1.4.7.1  User Account Management
	 3.2.1.1.4.7.2  Managing User auto-import
	 3.2.1.1.4.7.3  Viewing User History
	 3.2.1.1.4.7.4  Importing Users from LDAP




	 3.2.2  Audit Log
	 3.2.3  Administrator Account Management
	 3.2.3.1  Administrators
	 3.2.3.2  User Groups & Permissions
	 3.2.3.3  Admin Groups & Permissions
	 3.2.3.4  My Comodo Account
	 3.2.3.5  My Profile
	 3.2.3.5.1  Changing Password of the Administrator
	 3.2.3.5.2  Change Settings

	 3.2.3.6  Users History

	 3.2.4  Customer Management
	 3.2.4.1  Viewing Customer Information
	 3.2.4.2  Manage Report Subscriptions
	 3.2.4.3  Notification Email Settings



	 4  CASG Reports - An Overview
	 4.1  Quarantine Report
	 4.2  Domain Statistics Report
	 4.3  Auto-Imported Users Report
	 4.4  Quarantine Release Report
	 4.5  Reported Spam Report 

	Appendix 1 - CASG Error Codes
	Appendix 2  - CASG Comparison Table
	Appendix 3 - Troubleshooting LDAP
	Appendix 4 - Useful Links
	About Comodo

