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1 Introduction to Comodo Antispam
Gateway

Comodo Antispam Gateway (CASG) is an enterprise email filtering solution that blocks spam, email-borne viruses and other
unwanted mail from reaching user in boxes. CASG can be quickly configured for any email system and can be up and running in
no time.

Features and benefits include:
*  Antispam protection for incoming mails
*  Antispam protection for outgoing mails
*  Enhances productivity of employees and servers
* Intuitive web interface facilitates easy use and configuration
»  Easy management of domains email restrictions
e Whitelist / blacklist recipients and senders

*  Archiving incoming mails

; coOMODO
i . Q ntine: 0 Re eq 0 Whit 0 B 0 W
a Antispam Gateway o ; . ; ) Ly t

Archive quota usage

2.1 MB |i|

Dashboard
@ Domains

[# Audit log

ustomer management

2045.89 MB
. Number of domains : Number of users Disk space
. Remaining quota . Remaining quecta . Remaining disk quota

User license expiration

Domain license expiration

2.5

2.0

1.5

1.0

Number of domains
Number of users
(9]

0.5

0.0

Subscriptions ——— Subscriptions
O Current domains number O Current users number
= Q= 1 Qut of quota = D=1 Qut of quota
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Guide Structure

This guide is intended to take you through the configuration and use of Comodo Antispam Gateway and is broken down into the
following main sections. The guide can be navigated using the bookmark links on the left.

*  Release Notes - A list of new features that have been appeared in the CASG.

*  Purchasing License - How to purchase CASG licenses.

Adding More Users, Domains Or Time To Your Account - Describes how to obtain domains, add more users to your
account.

»  License Information - Describes how to keep track of subscription status and various license related alerts.
»  Getting Started - Describes how to configure your mail server with the CASG service

*  Incoming Filtering Configuration
«  Outgoing Filtering Configuration

*  The Administrative Interface - Provides a snapshot of main functional areas of CASG.
*  Logging-in to the Administrative Interface - How to login into the CASG interface.

*  The Dashboard Area - Describes briefly about Domain management, Account management, Customer
management and Statistics area.

*  Domain Management - Detailed explanation on how to add domains, edit domain and manage domains. This
section also deals with adding users to whitelist and blacklist and view log reports.

e Audit Log - Detailed explanation on how to view and export log reports for all the domains in the account.

*  Account Management - Detailed explanation on how to add new administrators and change login passwords,
subscription to periodical reports and configure language for messages from CASG.

e Customer Management - Provides information on accounts.

*  CASG Reports - An Overview - An Overview of the Domain and Quarantine summary reports periodically generated
and sent to the administrators and users by CASG.

*  Appendix 1 - CASG Error Codes

*  Appendix 2 - CASG Comparison Table
e Appendix 3 -Troubleshooting LDAP

e Appendix 4 - Useful Links

1.1 Release Notes

Version History

Version Number List of Changes

Version 2.8 *  Added 'Domain Rules' feature to define rules for whitelisting, blacklisting and forwarding mails
and filtering mails based on TLD names of email domains

*  Added ability for users to view quarantined mails received at their Alias email addresses

Version 2.6 »  Added ability to assign the language for outgoing and received messages
*  Added Spam trap email for administrators
+ Added Sites filtering option for administrators

*  Added 'Non human' and 'Public email' that allow to more accurately filter spam for this type of
email address.

Version 2.4 +  Added ability to create whitelist/blacklist rules for adding senders to whitelist/blacklist

*  Added ability for admins and users to add senders to whitelist/balcklist from the Archive
interface
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»  Added 'Quarantine release' and 'Report spam' reports for administrators
*  Geolocation restriction feature added that allows to create access control policies

*  Added ability to forward mails from one user to another user in the same domain

Version 2.2 «  Added 'User auto-import report' for administrators. The report contains information about all
auto-imported users under each domain.

»  Added notification for user-auto-import events

*  Added ability to specify blacklist/whitelist senders by TLD

*  Added ability to import sender whitelists/blacklists per user from CSV file.
»  End users can reply to emails from mail archive

»  End users will be notified when emails are quarantined that were addressed to them. They
can open the quarantined email by clicking the link in the notification email.

Version 2. 1 e Added more audit events
*  Added Users auto import

*  Added Relay restrictions

Version 2.0 e New user interface

*  Added Domain Audit Log feature, which enable administrators to view the events for selected
domains in customer's account

»  Customers can purchase storage space for archiving incoming mails
*  Added more audit events
* Added ability to whitelist / blacklist senders for each user

»  Various bug fixes

Version 1.12 »  Added Audit Log feature, which enable administrators to view the events for all the domains in
customer's account

»  Various bug fixes

Version 1.11 «  Added ability to assign group permissions for administrators
*  Added ability to login to CASG service via CAM credentials

*  Administrators can unlock users immediately who were locked out after three unsuccessful
attempts to login

*  Added ability to customize notification emails
*  Added ability to configure number of users for each domain belonging to an account

»  Various bug fixes

Version 1.10 *  Added ability to import users from Active Directory server of Domain, through LDAP

*  Added ability to administrators to receive quarantine request emails through alternative email
address(es)

*  Added ability to export configured Recipient Whitelist, Sender Whitelist, Recipient Blacklist
and Sender Blacklist to CSV files

Version 1.9 »  Added ability to assign group permissions to multiple users and filtered users
*  Added a user ability to search for logs of all domain
*  Added 'Reset to default' button for Incoming Spam Detection settings

*  Added 'Include results from the last minutes' parameter to the Incoming & Outgoing Log
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search pages

»  Added user login audits, including name of user, IP, logged time and session duration

Version 1.8 *  Added option for administrators to configure idle session timeout period

»  Various bug fixes

Version 1.7 »  Added option to purchase multiple licenses for single domain or multiple domains

*  Added new feature - Groups & Permissions. Allows administrators to create groups and
configure permission levels for each group. Ability for administrators to add users to groups
with preset policies.

»  Users in Power group can release quarantined emails without administrator's approval
*  Added ability for administrators to blacklist senders from Quarantine interface

»  New option for administrators to import users to whitelist / blacklist from csv format files
*  Added ability for administrators to import aliases from csv format files

*  Added new options for report generation - Ability for administrators to receive global reports
for all domains and domain level report for selected domain

*  Login As button removed disabling an administrator to login as another administrator

e Email size restriction - Administrators to contact Comodo if more than 250 MB email size is
required

»  Various bug fixes

Version 1.6 e Added Released Emails, Blacklisted Emails and Whitelisted Emails features in Email
Management

»  Added ability for administrators to release or reject users' request to release quarantined
emails

»  Added ability for administrators to accept or reject users' request to add senders to whitelist or
blacklist

»  Email notifications to administrators and users for requests such as to release quarantined
mails, add senders to whitelist or blacklist

*  Added ability for administrators to prioritize domain routes using drag and drop feature

*  New option for administrators to set number of quarantined mails to be displayed per page
*  New option to stop empty reports from being sent to recipients

»  Right-click options to open links in new tab or new window

»  Various bug fixes

Version 1.5 *  Added outgoing (SMTP) user management support
*  Added email aliases support
*  Added the ability for administrators to clear outgoing domain callout cache

*  Added the ability for administrators to search for a specific outgoing email message

Version 1.4 »  Added periodical Domain and Quarantine summary reports feature

»  Added ability for administrators to set language for messages displayed/sent by CASG
according to their location

*  Added automatic locking feature - the CASG account will be locked if the administrator/user
login attempts fail for set number of times due to incorrect entry of username/password

»  Added ability for administrators to view quarantined email message content through a new
CASG window
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Version 1.3 *  User interface improvements

*  Embedded links to on-line help

»  Ability to configure the number of days for which logs are available
*  New options for domain settings

»  Various bug fixes

Version 1.2 *  Added licensing options

»  Fixed various bugs

Version 1.1 *  Added ability for administrators to view email message content through the CASG interface
*  Added ability to report spam in multiple formats to Comodo for potential global blacklisting
*  Added ability to quickly switch the domain that is currently being managed

*  Added ability to reset 'Blocked Extensions' list to default values

Version 1.0 *  Added Mail Quarantine feature

*  Added Whitelist / Blacklist pages

*  Added Domain management feature
*  Added Customer management

*  Added Account management

1.2 Purchasing License

In order to get started with CASG, you must first purchase the service then configure the service. You have the option to
purchase multiple licenses for single or more domains. The number of users and domains that are allowed for all the licenses
purchased will be added and displayed in the Customer Info page. Follow the 'Buy Now' link on the website to purchase
Antispam Gateway. Your Comodo Antispam Gateway account will be created once the signup process is complete - please
refer to the email you receive after signup or activation. You can now login into the account with your username and password.

Note: A free version of CASG with limited features is also available for those who would like to try the application before
purchasing a paid version. Please refer to Appendix 2 - CASG Comparison Table for more details on the features available for
free and paid CASG versions.

You can view the license details in the main interface after activation. See the section 'License Information' for more details.

1.3 Adding more Users, Domains or Time to your Account

New users, domains and license term extensions as well as multiple licenses can be added to your account by logging into your
CAM account at hitps://accounts.comodo.com/ . Please read on for a step-by-step guide to this process.

To create CAM account

»  Visit the Comodo Accounts Manager page at https://accounts.comodo.com/. The 'Register or Log In' page will be
displayed.

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 8
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Welcome

Please enter your login and password

Login:’

Password:

*Login & Password are case-sensitive
I'd Ty
g Login )

Create New Account
Forgot Password

CAM v.7.9.25956

e Click the 'Create New Account' link. The Signup page for all the services offered by Comodo will be displayed.

COMODO

Creating Trust Online®

‘ Contacts SignUp

SignUp

Sign Up to Comodo Backup Enterprise Service
Sign Up to Antispam Gateway Service

Sign Up to Affiliate System Service

Sign Up to LoginPro Service

Sign Up to Comodo System Utilities Service
Sign Up to TrustConnect Service

Sign Up to Comodo Internet Security Service
Sign Up to Comodo Online Storage Service
Sign Up to livePCsupport Service

Sign Up to Mobile Device Management Service
Sign Up to Comodo Web Application Firewall Service
Sign Up to DNSCOM Service

Sign Up to Weblnspector Service

Sign Up to Endpoint Security Manager Service

CAM v.7.9.25855

e Click 'Sign Up to Antispam Gateway'. Select the subscription package you want from the list. You have the option to
purchase a single domain license or multi-domain license:

*  Single Domain License - One email domain. For example, xyz.com or abc.xyz.com, can be configured along
with a total number of licensed users.
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e Multi-Domain License - More than one email domain. For example, you can configure xyz.com, abc.xyz.com,
abc.org along with a total number of licensed users across all your domains.

COMODO Comodo Antispam Gateway

Creating Trust Online®

@ Signup Information > @) \ @)

Comodo Sign-Up Page

@ Monthhy & Quarterhy 5] Annualhy & Biannualty @ Triennial © Other
Comodo Antispam Gateway 1 Domain S Users (1 domain, 5 users) at £7.00 for 1 month
-Without additional domains-

-Without additional users-

FIEIE]E]

-Without additional archive space-

e Choose the term for your new license

* If you do not have a base package or if you want to extend your license for the chosen term, select the checkbox at
the left of the first drop-down and choose the base package from the first drop-down

*  If you already have a base package and you want to add additional domains, users and/or subscribe for additional
archive space, choose your requirements from the respective drop-downs

»  Enter the User Details and Contact Information in the respective sections.

*  If you already have an account with Comodo, select the 'Yes' radio button. You will only need to enter your Email
Address/Login ID , Password, and Contact Information.

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 10
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Customer Information (an * indicates required fields)

When paying by credit card, the billing information should be exactly as it appears an your credit card statement. For credit card verification,
please ensure that your first and last name are entered as they appear on your card.

User Details

Are you an existing Comodo customer? ) ves @ no
Email”
Email is case-sensitive

Password’
(8 characters min.)

Passwaord is case-sensitive

Password Confirmation’

Street Address

Address2 |

City”

Country® United States -
State or Province Unknown E

Postal Code”

Billing Information

The same as Contact Information

Note: Fields marked with * are mandatory.

e Select your payment method and complete the required payment fields:

Payment Options

& PayPal’
cComEE

) Purchase Order

When paying by credit card, the billing information should be exactly as it appears an your credit card statement. For credit card verification,
please ensure that your first and last name are entered as they appear on your card.

Credit Card Details
credit Card Number®
Security Code” What is it?

Name exactly as it appears on your
credit card”

Expiration date™ January E - 2015 E

*  If you want to be kept informed about Comodo products and updates, select the '‘Communication Options' checkbox:

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 1
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Communication Options

Yes! Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe with
us!

*  Read and accept the 'End User License and Subscriber Agreement' by selecting 'l accept the Terms and Conditions'
checkbox.

Note: The checkbox is enabled only after reading the full agreement by scrolling the page.

Terms and Conditions

END-USER LICENSE AND SUBSCRIBER AGREEMENT =
Comodo Antispam Gateway |_|

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFCORE DOWNLOADING, INSTALLING,
OR USING COMODO ANTISPAM GATEWAY ("SERVICES"). BY DOWNLOADING, INSTALLING, OR
USING THE SERVICES OR BY CLICKING CN "I ACCEPT"™ BELOW, YOU ACENOWLEDGE THAT YOU
HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TCO ITS
TERM5. IF YOU DO NOT AGREE TC THE TERMS5 HEREIN, DO NOT DOWNLOAD OR USE THE
SERVICES COR CLICK CN "I ACCEPT".

Thi=s user license agreement is between you ("you" or "Subscriber"), as either an

[C] | accept the Terms and Conditions

CONTINUE

e Click the 'Continue' button to move to the 'Confirmation’ step.

| Contacts SignUp
w Signup Infermation > W Confirmation > @

Order Confirmation

Please confimm your order:

-“-'T"EI[I

Cuml:H:ID Antispam Gateway 1 Domain 5 Users Munthty
Total Amount: §7.00
Place Order |( Cancel |
*  Review your order details and click the 'Place Order' button to confirm your order
Your order summary will be displayed.
12
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Antispam Gateway

& @ Signup Information > i w Confirmation > - EW | Order Summary

Order #13953171-1

Comodo Security Solutions, Inc. julius@dithersconsiruction.com

. Mount Road
United States Riverdale 123456
support.comoda.com US

Thank you for your purchase. Your order is complete and the confirmation will be sent to your email shorthy.

Subscription Details
Product Name License Key
Comodo Antispam Gateway e aqls ovoa | ehe o B
INVOICE NUMBER 1395317112 SUBSCRIFTION ID i
Order Details
ORDER NUMBER 139531711
ORDER DATE 2015-01-20
ORDER TOTAL $0.00
SUBSCRIFTION EXPIRES ON March 21, 2015

How to get started: We will send you an email explaining how to download and install your Comode Software. You will be asked to enter your License Key during the:
installation process.

“fou can access your Comodo Account via https:llaccounts.comodo.comiaccountilogin. This login provides you with the ability to modify you password, add
=subscriptions for ether products, change biling and contact information, and review the ongeing status of your service.

[Print]
[ Start using Comodo Antispam Gateway ]
You will receive a confirmation email which includes help on how to log into your account and configure your DNS MX records.

After purchasing a CASG license, you will automatically become an administrator in CASG. Repeat the process for purchasing
another CASG license. The number of users and domains that are allowed for all the licenses purchased will be added and
displayed in the Customer Info page.

14 License Information

After purchasing your license, we advise you to keep track of your usage limits and the number of days remaining on your
license(s) to avoid service interruptions. You have the option to upgrade or downgrade your license as per your requirements.
You will begin to receive license renewal reminders via email before the expiration of license(s).

You can view your account status in the 'Customer Management' area in the main interface.
e Click 'Customer Info' from the 'Customer management' drop-down menu in the left hand side navigation area.

e The image below shows an example of a customer who has purchased multiple licenses:
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coMoDO —— R —— .
G Antispam Gateway i Ll I iR 4 &f'd‘,-'w:':':"mt

Dashboard / Customer info

Dashboard Customer infO @ re
@ Domains

IE__Q Audit log CAM login : julius@dithersconstruction.com

Name : Demo Customer

IEI Account management CAM email : julius@dithersconstruction.com

Totals

stomer management

Mumber of users : 4

— Cezmmeiii Max. number of users &
Manage report iptions Number of domains 2
Max. number of domains 2

Digk quota (GE) 2.0

Email template se

Disk space 2.1 MB

Subscriptions

Max. number of users ~ Max. number of domair License expiration date = Disk quota (GB) Enabled
0 0 g:;; :8' 2 true
0 2 g:;; :8' 0 true
5 0 g:;; ;8' ] true

End-User License and Subscriber Agreement

Comodo AntiSpam Gateway 2
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ THE AGREEMENT
CAREFULLY BEFORE ACCEPTING ITS TERMS AND CONDITIONS.

In the 'Customer Info' panel you will find the details of subscription(s) for your account, such as number of users, number of
domains and the space available for archiving mails. For multiple licenses, the number of users and domains that are allowed for
all the licenses purchased will be added and displayed in the Totals column.

*  Name: Displays the name of the account.

«  CAM Login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
https://accounts.comodo.com. The administrator can use this login username to log in to CAM for purchasing additional
licenses and renewal of existing licenses.

*  CAM email: Displays the email address for the account as registered at CAM.
Account Summary
*  Number of users - Displays the current number of users for all domains on the account.

*  Max. Number of users - The maximum number of users that can be added as per all the subscriptions made for the
account. The total number of users across all domains cannot exceed this number.

*  Number of domains - Displays the number of domains on the account.

e Max. number of domains - The maximum number of domains that can be configured as per all the subscriptions made
for the account.

»  Disk quota - The maximum disk space allocated for mail archiving.
»  Disk space - Displays the disk space currently used by the mail archive.
Details on Subscriptions

«  Max. number of users- The maximum number of users that can be added for the account as per the specific
subscription, that is, number of users cannot exceed the number given in this field for all domains included.
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e Max. number of domains - The maximum number of domains that can be configured as per the specific subscription.
»  License expiration date - Provides details about the expiry date of the license for the specific subscription.
«  Disk quota (GB) - Displays the space available for archiving all incoming messages.
*  Enabled - Displays whether the subscription is active or not.
End-User License and Subscriber Agreement
«  End-User License and Subscriber Agreement - Displays the complete End-User License and Subscriber Agreement.
The 'Customer Info' panel alerts the administrator about license(s) expiration date and if Domain/Users limit is exceeded.

Administrators will start receiving license renewal reminders via email 30 days (default) before your license(s) are due to expire.

Note: The number of days before expiration of license that you start to receive license renewal reminders and the number of
reminders per day that you receive depends on the settings configured in CASG.

An example of license renewal reminder is shown below:

Dear Customer,

Your Comodo Antispam Gateway account is due to expire in 5 days.

Please renew your subscription using your account page or contact support.

Please note that on 03-06-2012 your account will be suspended for 60 days and after that all your data will eliminated.

If you have multiple licenses and if one of them has expired, then the number of domains and users allowed for that license will
be deducted from the total number of allowed domains and users. No error message will be displayed if the usage is still limited
within the total domains and users allowed for the remaining license(s).

An alert will be displayed at the top of the interface on the day when all the license(s) have expired. An example of the message
is shown below.

Your subscription has expired, your account will be purged in 60 days, including all domains and quarantined emails, which will be irretrievable. Uintil that your

Spam filters are disabled

Note: The period after which all domains and quarantined emails for your account that will purged depends on the settings
configured in CASG.

During the configured period after license expiry, your emails will continue to be delivered to your domain via CASG but without
any spam filtering. During this period, you cannot add new domains and new users. Option to enable quarantine is also disabled
and incoming Spam detection settings screen for every domain in your account will display that Quarantine is disabled. After the
configured period, all domains and quarantined mails in CASG for your account will be purged.

Users of the account can use the service normally during this period. After the configured period, if a user tries to login with
his/her credentials, "Your login or password is incorrect' message will be displayed.

Administrators can upgrade or downgrade his/her account using Comodo Accounts Manager (CAM) at
https://accounts.comodo.com/account/login. You can use the login details provided at the time of purchasing the service.

Note: Any license upgrade or downgrade for your account will not be effected immediately. However, the changes will be
reflected in the interface after a certain period of time depending on the settings configured in CASG.

After downgrading your existing account or after a license has expired, if the number of domains and / or users is more than
permitted, an upgrade subscription message will be displayed at the top of the CASG interface. Some examples of alert
messages are shown below:

¢ When the domain limit is exceeded:

Your domain limit exceeded by 1. Please lower number of your domains or buy new subscription.
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You will not be able to add new domains until some of the current domains are removed. CASG filter will continue to function
and you can add new users.
¢ When the user limit is exceeded:

Your user limit exceeded by 2. Please lower number of your users or buy new subscription.

You will not be able to add new users until some of the current users are removed. CASG filter will continue to function and you
can add new domains.

2 Getting Started

Once an account with Comodo for CASG has been created, the next step is configuring your mail server with the CASG service
and setting up incoming and outgoing filtering. Click on the links below for more details.

*  Incoming Filtering Configuration

«  Configuring your mail server
»  Configuring MX record

«  Outgoing Filtering Configuration
*  Per-user authentication
*  Outgoing Smarthot setup

2.1 Incoming Filtering Configuration

This section explains how you have to configure your mail server and point your domain MX records to CASG service.
»  Configuring your mail server

«  Configuring MX record

2.1.1 Configuring Your Mail Server
Step 1: Disable Sender Policy Framework (SPF) check or add CASG service domain to SPF check whitelist.
The CASG service domains are:
e mxpool1.spamgateway.comodo.com
e mxpool2.spamgateway.comodo.com

If the above step is not carried out, the following error message may appear while adding a domain.

Dashboard § Domains

Domains © Heip

WARMNING: Routes check is falled for given dormain. ﬁ
Below is detailed response from mall server :
SPF checker is unreachable

Step 2: Add your domain to CASG service.
To add domain:

*  Login to CASG system, go to domain management and add domain.
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| Domains

Add Delete Edit domain Manaoe domain

Add domain

Dormain | domainnarme.corm

Destination routes + domain dest routs|

Max. number of users | Unlimited

= S

Step 3: Point mail server MX records to CASG service domain. See the next section 'Configuring MX Record' for more details.

2.1.2 Configuring MX Record

The next important step is to update the Mail Exchange (MX) records of your domain to point to the CASG service domain.
Please ensure that you replace your old domain MX records with primary ' mxpool1.spamgateway.comodo.com' and secondary '
mxpool2.spamgateway.comodo.com'. If third-party MX servers are being used, then point the records to 'mxpool
{1,2}.spamgateway.comodo.com'.

Background Note: The MX record is responsible for specifying the mail server to relay the incoming and outgoing email
messages of a domain. A domain can have several MX records, each pointing to a mail server, with defined priority order.
When an email is passed to/from your domain, the mail is handled by the first available mail server as per the priority. You can
define new MX records or change the priority of them depending on how you want the mails to/from your domain has to be
processed.

This section explains how to update your MX records so that all mails to/from your domain are passed through the CASG spam
filtering service. Click the following links for detailed explanations based on the DNS software/web hosting service you use.

*  Windows Server 2003/2008

*  BIND (and the "named" daemon)
»  Comodo DNS

*  GoDaddy

« Enom

*  Network Solutions

¢ Yahoo! SmallBusiness

* 1andi
* 4D Web Hosting
*  DNS Park

¢ DreamHost
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«  DynDNS

*  IXWeb Hosting
*  NolP

*  Cpanel

2.1.2.1 Updating MX Records in Windows 2003/2008 Server

1. Open Control Panel by clicking Start > Control Panel and click 'Administrative Tools".

2. Select 'DNS'.

3. Open the 'Forward Lookup Zones' folder.

4. To back up the current configuration, right-click the sub-folder for the mail domain you are configuring, select 'export'
from the context sensitive menu and save the configuration in a safe location.

5. Open the zone/domain sub-folder for that mail domain.

6. Delete all the existing MX records in that zone/domain.

7. Enter a new record for primary mail server with a lowest priority number and enter its FQDN value as
mxpool1.spamgateway.comodo.com and click OK.

8.  Enter a new record for secondary mail server with the next lowest priority number and enter its FQDN value as
mxpool2.spamgateway.comodo.com and click OK.

9. Right-click the zone/domain folder and select 'Properties' from the pop-up menu.

10. Select the 'Start of Authority (SOA)' tab, click the 'Increment' button and click OK.

2.1.2.2 Updating MX Records on a host using BIND (and the 'named' daemon)

1. Make a backup copy of the zone file (or named.conf) that you intend to edit for MX record updates.
Open the Zone file for the mail domain you are configuring (or go to the part of named.conf being used for that zone)

Delete all the existing "MX" lines for that domain.

el

Enter a new "IN MX" record with the lowest preference value and enter the host name as "
mxpool1.spamgateway.comodo.com" for the primary mail server.

5. Enteranew "IN MX" record with the next lowest preference value and enter the host name as "
mxpool2.spamgateway.comodo.com" for the secondary mail server.

6. Find the "@ IN SOA" record and increment the serial number (on the second line of the record).
7. Save the file and check it with named-checkconf.

8. Restart the 'named' daemon.

2.1.2.3 Updating MX Records for Comodo DNS

1. Log in to DNS.com administrative console at https://dns.com/login/ by entering your login email address and password.

2. Select the domain for which you want to update the MX records, from the "Select domain" drop down menu.
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NEW: Overage Insurance Plans

Overview Domains Groups Geo Groups Reports

Home Overview

Type keyword sbove to filfer results

sample-domain.com

3. Click the "View / Manage" button beside the row labeled "@ (mail)".

Records Actions
(root) o View | Manage
* (wildcard) o View | Manage

(0] View | Manage

@ (mail) 9 View | Manage

The existing MX records will be displayed at the left hand side pane.
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Resource records

@ (Mail). sample-domain.com

Set records for any region or group of your choice.

Create record

Region: < Select location

Tt 3600

Priority:

Answer:

Save

Global

www_sampledomain.com. TTL:

www_sampledomain.com. TTL:

Create new: Select type

Add

4. Delete the existing records by clicking the thrash can icons.
5. Set the primary mail server. Under 'Create Record":

e Enter TTL as 3600 (secs)

«  Enter"1"in the 'Priority’ field to set higher priority for the primary server
*  Enter " mxpool1.spamgateway.comodo.com" in the 'Answer’ field

e Click 'Save'

6. Again click the "View / Manage" button beside the row labeled "@ (mail)" and set the secondary mail server. Under
Create Record":

e Enter TTL as 3600 (secs)
«  Enter "2"in the 'Priority’ field to set lower priority for the secondary server
»  Enter " mxpool2.spamgateway.comodo.com” in the 'Answer field.
e Click 'Save'
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

Setup should now be complete and mail filtering effected on all configured domains. If you experience problems, please open a
ticket at support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready. We have experienced
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technicians on hand to help troubleshoot any configuration issues.

2.1.2.4 Updating MX Records for GoDaddy

1. Log in to GoDaddy administrative console at http:/Mww.godaddy.com, by entering your customer number or login
name, entering your password, and clicking the 'Secure Login' button.

2. Click "My Domains' from the 'Domains' drop-down menu.

Domains ¥ Hosting & Servers ¥ | Site Builders ¥ | SSL Certificates v | Business Sil

Bl onvBuy Existing Domains
Premum Listings
Appraise Domains
Register or Transfer Domains Backorder Domains
Regester Domains Domain Enhancements
Bulk Register - SAVE! Private Registration

Trans far Mamame in Ta Madde Frioinae s Damsieabion

3. Select the domain for which you want to update the MX records, from the '‘Domain Name' column.

4. Click 'Total DNS Control and MX Records' from the Details page.

2.8 A % - o a4 8 (7 O

Status: Active (Refresh Page) Hame Servers: (Lest Update SA1272012)
Privacy: Off (Agd) 33 DOMAINCO o]
Business Registration: Off [Add) -
Domain Ownership Protectione  Off (Add)
Locked: Locked (Change)
Registered: 2/14/72008
Expires On: 21142008 [Renew How)
Auto Renew: Off (Change)
CashParking: Disabled (Change
Sty

5. Delete the existing MX records by clicking the 'X' buttons.

2 w4 sl Exchange] [ Reset te Default Settings | 1
v  Prionity Host Goes To TTL Actions
o a AP SECUTESArel Mel 1 Howr IE‘
i @ snadslors securesarver nat 1 Hour [x]

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after
your changes have taken effect.

6. Click 'Add New MX Record'.The interface for adding a new MX record will appear.
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MX [Matl Exchangers)

To create a new MX record for your domain; enter the priority value (0 - 9595} and compisie the
Hosl Name, "Goes To. IP Address, and TTL Value fields, then chick "Continwe. ™

Note: The “Host Name™ should be defined as your domain name (i.e., “domainnamegoeshere.com”)
or “@" (Entering “@" wil automatically insert your domain name as the host name for the M
Record). If the WX Record is for the domain “www domainnamegoeshere com,” the host name

i i - 2

Priority: |1

Hosthame:  |@

Enter Goes Tio Address: :.'i'n.'g,r_l:l ﬁhﬂaiﬁ_. nét.'psmt'p.{:'l-:r'm

T |1 Hour 8|

To set the primary server:
*  Enter "1"in the 'Priority' field.
e Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter " mxpool1.spamgateway.comodo.com".
e Select'1 week' from the TTL drop-down.
e Click OK.

To set the secondary server:
e Click 'Add New MX Record' again. The interface for adding a new MX record will appear.
*  Enter "2"in the 'Priority' field.
*  Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter " mxpool2.spamgateway.comodo.com".
e Select'1 week' from the TTL drop-down.
e Click OK.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.5 Updating MX Records for Enom

1. Log in to Enom administrative console at https://www.enom.com/login.aspx by entering your 'Login ID', 'Password' and
clicking 'Login'.

Click the 'Domains' tab and select 'My Domain Names'. ‘Manage Domains' page will be opened

Choose the domain for which the MX records are to be updated.

Select the + icon under the "Total DNS Control' list in the 'Domain Details' panel. A sub-list will appear.

Click "Total DNS Control And MX Records'. The 'Manage MX Records and DNS Zone File panel' will appear.
Click 'Launch Total DNS Control Manager'. The 'DNS Manager' interface will appear.

N o kWD

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after
your changes have taken effect.

8. Click 'Add New MX Record'. The 'MX (Mail Exchangers) Record Wizard' will appear.

To set the primary server:
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e Enter"1" in the 'Priority Value' field.
e Enter"@" in the Enter a Host Name field.
* Inthe 'Enter Goes To Address' field, enter " mxpool1.spamgateway.comodo.com".
*  Select 1 week' from the TTL drop-down.
e Click 'Add".
To set the secondary server:

*  Enter "2"in the 'Priority Value' field.
e Enter"@" in the Enter a Host Name field.
* Inthe 'Enter Goes To Address' field, enter " mxpool2.spamgateway.comodo.com".
e Select'1 week' from the TTL drop-down.
e Click 'Add".

9. Click 'Continue'. The 'DNS Manager main page' will reappear when you've finished.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.6 Updating MX Records for Network Solutions

1. Log in to Network Solutions administrative console at https://www.networksolutions.com/manage-itindex.jsp by
entering your 'User ID', 'Password', selecting 'Manage All Services' from 'Log-in to' drop-down and clicking 'Login'.

2. Click 'Edit DNS' under 'DNS Settings'. (If this is the first time you are editing the DNS settings, then click 'Custom DNS
Setting'). The 'Edit DNS' interface will appear.

3. Click 'Continue' in the 'DNS Manager-Advanced Tools'. The 'DNS Manager - Advanced Tools' interface will appear.
4.  Click Add/Edit in the 'Mail Servers' panel. The 'Mail Servers' table will be displayed.

5. Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'Mail Servers'
table to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a
later time after your changes have taken effect.

6. Update the 'Mail Servers' table with the information in the following table.

Mail Server
1 mxpool1.spamgateway.comodo.com
2 mxpool2.spamgateway.comodo.com
7. Click 'Save'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.7 Updating MX Records for Yahoo! Small Business

1. Login to Yahoo! Small Business administrative console at hitps:/login.yahoo.com/config/login_verify2 by entering your
"Yahoo ID', 'Password' and clicking 'Sign In'.

Click 'Domain' from he tool bar.
Click 'Manage Advanced DNS Settings'.
Click 'Change MX Records'.

o kD

Delete the existing MX records.
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Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

6. Enter the MX record for primary email server as " mxpool1.spamgateway.comodo.com" in the first open text box.
7. Set the priority for the primary email server as "1"

8.  Enter the MX record for secondary email server as " mxpool2.spamgateway.comodo.com” in the second open text
box.

9. Set the priority for the secondary email server as "2"
10. Click 'Submit'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.8 Updating MX Records for 1and1

1. Login to 1and1 administrative console at http:/www.1and1.com/login by entering your 'Customer ID' (Account Number
or Domain name), 'Password' and clicking 'Login'".

Click 'Administration' tab

Click 'Domains'. The 'Domain Overview' page will appear.
Choose the domain for which the MX records are to be updated.
Select 'Edit DNS Settings' from the DNS menu.

Click 'Advanced DNS Settings' and choose 'Other mail server' from the options.

R - R R

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

8.  Enter the MX 1/Prio and MX 2/Prio fields with the following information.

MX 1/Prio mxpool1.spamgateway.comodo.com
MX 2/Prio mxpool2.spamgateway.comodo.com
9. Click 'OK".

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.9 Updating MX Records for 4D Web Hosting

1. Log in to your 4D Web Hosting administrative console at https://members.4dwebhosting.com/ by entering your
'Username’, 'Password' and clicking 'Login'.

2. Click 'Configure'.
3. Click '"MX Records' from the Configuration options.

4. Replace the top two records with the following:

Primary mxpool1.spamgateway.comodo.com

Secondary mxpool2.spamgateway.comodo.com
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5. Click 'Update MX Records'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.10 Updating MX Records for DNS Park

1. Log in to DNS Park administrative console at https://www.dnspark.net/signin.php.
Click 'DNS Hosting' from the left hand side navigation.
Choose the domain for which the MX records are to be updated.

Click 'Mail Records (MX)'.

o kLD

Under 'MX Resource records',

*  Replace the hostname at 1**priority row with " mxpool1.spamgateway.comodo.com" and click 'Update'
»  Replace the hostname at 2" priority row with " mxpool2.spamgateway.comodo.com" and click 'Update’
6. Delete other existing MX records.

Tip: If you do not want to delete these records at this time, you can do it later, after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.11 Updating MX Records for DreamHost

1. Log in to DreamHost administrative control panel at https://panel.dreamhost.com/ by entering your email address/Web
ID and Web panel password.

Click 'Mail' from the left hand side navigation and select 'MX' from the options.
Click 'Edit' beside the domain name for which the MX records are to be updated.

Delete all existing MX records under 'Custom MX Records'.

a B w Dd

In the first two text boxes, enter:

e "mxpool1.spamgateway.comodo.com”
e "mxpool2.spamgateway.comodo.com”
6. Click 'Update your custom MX records now!"

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.12 Updating MX Records for DynDNS

1. Log in to DynDNS administrative console at https://account.dyn.com/entrance/ by entering your Username and
password.

Click 'My Services'.
Click 'Custom DNS' beside the domain for which the MX records are to be updated, under 'Zone Level Services'.
Select all the entries under 'Mail eXchanger Records' and click 'Delete MX'.

Click 'Add New MX'.

o g ke ow N

Set the primary mail server:

«  Enter " mxpool1.spamgateway.comodo.com"
e Select'5' for preference to set higher priority for the primary server
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e Click 'Modify MX'
e (Click 'Return to..."
7.  Set the secondary mail server

«  Enter " mxpool2.spamgateway.comodo.com"
e Select "10' for preference to set lower priority for the secondary server
e Click 'Modify MX'
e Click 'Return to..."
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

21213 Updating MX Records for IX Web Hosting

1. Log in to IX Web Hosting administrative control panel at https://manage.ixwebhosting.com/index.php by entering your
login email address and password.

Click 'Manage' under 'Hosting Account'.

Choose the domain for which the MX records are to be updated.
Disable the existing MX records by clicking the 'On' button.
Click 'Edit' next to 'DNS Configuration'.

I

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

7. Click 'Add DNS MX Record'".

8. Enter the primary and secondary mail servers one by one as given in the table below. Click 'Submit' after entering
each record.

Name Data Data (Second box)
Leave Blank 1 mxpool1.spamgateway.comodo.com
Leave Blank 2 mxpool2.spamgateway.comodo.com

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.14 Updating MX Records for No-IP

1. Log in to No-IP administrative console at https://www.no-ip.com/login/ by entering your login email address and
password.

Click 'Host/Redirects' from the left hand side navigation.

Click 'Modify' beside the domain name for which the MX records are to be updated.
Navigate to 'Mail Options' section at the bottom of the page

Replace the MX record entry at the first field with " mxpool1.spamgateway.comodo.com"

Replace the MX record entry at the second field with " mxpool2.spamgateway.comodo.com”

R A R B

Delete the other MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.
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The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.15 Updating MX Records in CPanel

This section explains how to update MX records for your domain if you or your web hosting service provider use CPanel as
webhosting control interface.

1. Login to your administrative console. CPanel will be opened.
2. Click '"MX Entry" icon under 'Mail

Started Tutorials Passwaord Contact Style Language
Wizard Info
Mail A
_ £ : s 5 ¢ =
A il ; 5 - \.,.f""f i |
Ernail Webrmail BoxTrapper Forwarders Auto Default Mailing
Accounts Fesponders 4 = Lists
o 5 — "'l-. =
Y el -3 i‘[—--’ -
Uzer Level Account Ermail Irmport Ermail
Filtering Level Trace Addresses/ Authenticatic
Filtering Forwarders
Files A&

The MX Entry Maintenance panel will be opened.
3. Select the domain for which the MX record has to be changed from the Domains area.

4. Ensure that 'Local Mail Exchanger' option is selected under 'Email Routing'. If not, select the option and click the
'Change' button.
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Daormain: mydormain.com

Email Routing

O putomatically Detect Configuration (recommended) more »

@ Mail Exn:hangerm)

O Backup Mail Exchanger more =

O Remote Mail Exchanger more =

Currenl sefting is shown in bold.

L Warning: Setting the wrong option here can break receiving mail on your server. If you are at all unsure about
which option to select contact yvour system adrninistrator,

Add MNew Record

5. Delete the entries under 'MX Records' by clicking the 'Delete’ links

Priority: |0

Destination:

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

1] rmydornain.com Edi

Home ® Tradermarks ® Help ® Documentation ® Contact ®  Logout

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click 'Edit' and set
the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after your changes have
taken effect.

6. Set the primary mail server under 'Add New Record'

e Enter'0"in Priority field
e Enter " mxpool1.spamgateway.comodo.com” in the Destination field
e Click 'Add New record'. The new MX Record pointing to CASG service will be added
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which option to select contact your system administrator,

Add New Record

Priority: |E| |°

Destination: |mxsm1.spamgateway.cul| (v

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

7. Set the secondary mail server under 'Add New Record'
e Enter'"in Priority field
*  Enter " mxpool2.spamgateway.comodo.com” in the Destination field
e Click 'Add New record'. The new MX Record pointing to CASG service will be added

Lestnation.

Add Mew Record
MX Records
PRIORITY DESTINATION ACTIONS
i rxsrvl . sparmgateway.comaoda.com Edit Delete
1 mxsryvZ.spamgateway.comodo.com Edit Delete
1n mydomain.com Edit Delete
Home ™ Tradernarks ® Help ® Documentation ™ Contact ®  Logout

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.2 Outgoing Filtering Configuration

CASG allows you to configure outgoing filter that is independent of incoming email filtering. You can set up outgoing email filter
for each user or if that is too cumbersome, you can set up the filtering server as a smarthost. Click the the following links for
more details.

¢ Per-user authentication

«  Outgoing Smarthost setup

Note: You can use only one of the methods, Per-user authentication or Outgoing Smarthost setup, for outgoing email filtering.

2.2.1 Per-User Authentication

To set up outgoing filtering for a user, make sure that the user is a valid outgoing user. This can be done in the Outgoing section
of the Manage Domain interface. You can also configure outgoing user to represent an IP address and anybody from this
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configured IP can send mail. To add an outgoing user, click 'Users' and 'Add" in the 'Outgoing users' interface. You can also
import users from CSV file or from Incoming users. See the section Users to know how to configure an outgoing user.

2.2.2 Outgoing Smarthost setup

If you use a dynamic IP or you are unable to get the proper PTR records set up then you might need to consider using a
smarthost. In this case all outgoing messages would be sent to CASG mailserver and the actual recipient would be contacted by
CASG mailserver itself. Please note that for smarthost option, email user authorization should be handled on your side, either by
IP address or by using SMTP AUTH.

A smarthost allows an SMTP server to route email to an intermediate mail server. This can ease mail server management.

This enables you to route messages over a connection that may be more direct or less costly than other routes. The smart host
is similar to the route domain option for remote domains. The difference is that, after a smart host is designated, all outgoing
messages are routed to that server. With a route domain, only messages for the remote domain are routed to a specific server.
If you set up a smart host, you can still designate a different route for a remote domain. The route domain setting overrides the
smart host setting.

You can route all incoming / outgoing messages for remote domains through a smarthost instead of sending them directly to the
domain to reduce e-mail spam from the recipient's mail server via the default SMTP port.

+  Configuring QMail
+  Configuring PostFix
*  Configuring Sendmail
»  Configuring Exchange 2000/2003
+  Configuring Exchange 2007/2010
»  Configuring Exim
»  Configuring Exim / cPanel

»  Configuring Exim / Directadmin

2.2.2.1 Configuring QMail to use a Smarthost

Routing all mails to a smarthost
The file where SMARTHOST relaying to smarthost settings are kept is named smtproutes and is usually found in
Ivar/gmail/control/. We use the hostname ' mxpool1.spamgateway.comodo.com' on port 587 as outgoing server:

echo. mxpool1.spamgateway.comodo.com.587" > /var/qmail/control/smtproutes

This command will set gmail that all your mails will be routed to mxpool1.spamgateway.comodo.com:587 (will remove other
existing lines).

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

echo "example.com: mxpool1.spamgateway.comodo.com:587" >> var/gmail/control/smiproutes

This will route outgoing email to "example.com" via the smarthost. (rest of the lines will be kept).
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2.2.2.2 Configuring PostFix to use a Smarthost

Routing all mails to a smarthost :

These instructions assume the postfixconfig files live in /efc/postfix/main.cf
In/etc/postiix/main.cfadd the line:
relayhost = mxpool1.spamgateway.comodo.com:587

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Add a line to /etc/postfix/transport:

example.com smip: mxpool1.spamgateway.comodo.com.587
generate a postmap file :

postmap hash:/etc/postfix/transport

To use the transport file, add or edit a line in /etc/postfix/main.cf:
transport_maps = hash:/etc/postfix/transport

Restart Postfix and all mail. The mail for selected domains should go trough the Smarthost.

2.2.2.3 Configuring Sendmail to use a Smarthost

Routing all mails to a smarthost :
Edit/etc/sendmail.cf and add the following line:

DSmxpool1.spamgateway.comodo.com

Restart Sendmail.
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2.2.2.4 Configuring Exchange 2000/2003 to use a Smarthost

Routing all mails to a smarthost :

* Inthe Exchange System Manager, expand the Administrative Groups container.

*  Expand the desired administrative group, and expand the Routing Groups container.

»  Expand the routing group you need to work with, right-click the Connectors folder, and select New.
e Select SMTP Connector.

e On the General tab, enter a name to identify the connector.

e Select Forward All Mail Through This Connector To The Following Smart Hosts, and enter
mxpool1.spamgateway.comodo.com

*  Default SMTP Server -> Properties -> Delivery Tab -> Outbound Connections -> TCP Port set to 587.

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Do all steps mentioned above and continue on with the following:

e Under Local Bridgeheads, click Add, and select the SMTP server that will become the SMTP bridgehead for its routing
group.

e Onthe Address Space tab, click Add, select SMTP, and click OK.

e In the E-Mail Domain box, add the name of the remote location's e-mail domain (e.g., example.com), and click OK.

»  Click OK three times to exit the SMTP connector configuration.

*  Restart the Microsoft Exchange Routing Engine service and the SMTP service.

2.2.2.5 Configuring Exchange 2007/2010 to use a Smarthost

Routing all mails to a smarthost :
A Send Connector must already have been created and configured correctly on the Hub Transport server.
*  Open Exchange Management Console.
e Click on the '+' next to Organization Configuration.
e Select Hub Transport and select the 'Send Connectors' tab.
»  Right-click on the existing Send Connector, select 'Properties’ and go to the Network tab.
*  Select "Route mail through the following smart hosts:" and click 'Add".
*  Enter mxpool1.spamgateway.comodo.com (you need to use port 587).
If you have more then one Smarthost, repeat the previous two steps.

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 32


http://help.comodo.com/topic-157-1-288-4542-Configuring-Exchange-2000-2003-to-Use-a-Smarthost.html#above

Comodo Antispam Gateway - Admi_p__i__g_trat—o-r‘G’Ofiaéf COMODO

Creating Trust Online®

et

/
Routing all mails to a smarthost with Username Authentication:
A Send Connector must already have been created and configured correctly on the Hub Transport server.
+  Open Exchange Management Console.
+  Click on the + next to Organization Configuration.
+  Select Hub Transport and select the 'Send Connectors' tab.
+ Right-click on the existing Send Connector, select 'Properties' and go to the 'Network' tab.
+ Select "Route mail through the following smart hosts:" and click 'Add'".
»  Enter mxpool1.spamgateway.comodo.com, mxpool2.spamgateway.comodo.com in the FQDN section.
+  Click 'Change' under the smart-host authentication.
+  Select 'Basic Authentication’ and tick the TLS box .
+ Add your newly created username and password.
+  Click'OK".

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.

2.2.2.6 Configuring Exim to use a Smarthost

Routing all mails to a smarthost :

To configure the mailserver Exim, edit your Exim configuration file (e.g. /etc/exim/exim.conf).

Add in the routers section (after begin routers):

spamgateway smarthost router:

driver = manualroute

transport = spamgateway smarthost transport

route list = Sdomain mxpooll.spamgateway.comodo.com: :587
no_more

Make sure the local mail route is before smarthost, if you don't want local mail to be forwarded. Add in the transports section
(after begin transports):

spamgateway smarthost transport:
driver = smtp
hosts require tls = *

Routing all mails for a specific domain to a smarthost:

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Put the domain in place of the $domain value in the route_list (above). For multiple domains you can use:
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route list = domain.example.com mxpooll.spamgateway.comodo.com::587 ;
domain.example.org mxpooll.spamgateway.comodo.com: :587

Restart Exim for the changes to take effect.

2.2.2.6.1 Configuring Exim / cPanel to use a Smarthost
Routing all mails to a smarthost :

Go to the "Exim Configuration Editor" in WHM. Choose "Advanced Editor". Add in the routers section (after begin routers, and
after the democheck: router block):

smarthost dkim:

driver = manualroute

domains = !+local domains

require files = "+/var/cpanel/domain keys/private/${sender address domain}"
transport = remote smtp smart dkim

route list = $domain mxpooll.spamgateway.comodo.com: :587

smarthost regular:
driver = manualroute

domains = !+local domains
transport = remote smtp smart regular
route list = $domain mxpooll.spamgateway.comodo.com: :587

Then add in the transports section (after begin transports):

remote smtp smart dkim:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{S$sender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}

helo data = ${if exists {/etc/mailhelo}{${lookup{$Ssender address domain}
lsearch*{/etc/mailhelo}{$value}{Sprimary hostname}}}{Sprimary hostname}}
dkim domain = $sender address_domain
dkim selector = default
dkim private key = "/var/cpanel/domain keys/private/${dkim domain}"
dkim canon = relaxed

remote smtp smart regular:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{Ssender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{$sender address domain}
lsearch*{/etc/mailhelo}{Svalue} {Sprimary hostname}}}{Sprimary hostname}}

Save the configuration. All the outgoing mail will be relayed trough the filterserver and accept original and DKIM signed emails.

Routing all mails to a smarthost with SMTP Authentication:
+  Go to the "Exim Configuration Editor" in WHM.
+ Choose "Advanced Editor". do not include "begin authenticators".
+  Otherwise, simply append our 4 lines and leave out our "begin authenticators".

begin authenticators
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spamgateway login:

driver = plaintext

public name = LOGIN

client send = : username@example.com : yourUserPassword

Add a Router in the Router Configuration Box.

send via spamgateway:

driver = manualroute

domains = ! +local domains

transport = spamgateway smtp

route list = "* mxpooll.spamgateway.comodo.com::587 byname"
host find failed = defer

no_more

Add a Transport to the Transport Configuration Box.

spamgateway smtp:

driver = smtp

hosts = mxpooll.spamgateway.comodo.com

hosts require auth = mxpooll.spamgateway.comodo.com
hosts require tls = mxpooll.spamgateway.comodo.com

Restart Exim.
Extra: Routing all mails for a specific domain to a smarthost with individual outgoing accounts:

To be able to set custom settings/limits for outgoing users, use the information above (Routing with SMTP Authentication) with a
small change. Use this:

client send = : ${extract{user}{$

{lookup{$sender address domain}lsearch{/etc/exim spamgateway}}}}
S{extract{pass}{$

{lookup{$sender_address_domain}lsearch{/etc/exim_spamgateway}}}}

instead of the client_send in the previous example.
To create a file called /etc/exim_spamgateway with the following structure, use this :

domainl.com: user=user@domainl.com pass=abc
domain2.com: user=user@domain?.com pass=xyz
Extra: Limiting Outgoing for certain domains

This option can be combined with the individual accounts configuration to restrict outgoing only to specific domains. You can add
the following entry (underneath domains) in the router :

senders = ".*@domainl.com : ".*@domain?2.com

2.2.2.6.2 Configuring Exim / Directadmin to use a Smarthost

«  Edit your Exim configuration file (e.g. /etc/exim.conf).

e Add in the routers section (after begin routers):
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spamgateway smarthost router:

driver = manualroute

domains = ! +local domains

ignore target hosts = 127.0.0.0/8

condition = "${perl{check limits}}"

transport = spamgateway smarthost transport

route list = Sdomain mxpooll.spamgateway.comodo.com: :587
no_more

+  This replaces the existing "lookuphost:" router which should be commented.

« Add in the transports section (after begin transports):

spamgateway smarthost transport:

driver = smtp
hosts require tls = *
Restart Exim.

3 The Administrative Interface

The Administrative Console is the nerve center of Comodo Antispam Gateway (CASG), allowing administrators to add domains,
add administrators and users, manage accounts and more.
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Once logged-in, the administrator can navigate to different areas of the console by clicking the tabs at the left hand side.

Main Functional Areas

»  Dashboard - Allows administrator to view graphical summaries of domain quota usage, user quota usage, archive
quota usage, details of domain and user license expiration. See The Dashboard Area for more details.

*  Domains - Provides a snapshot of domains in CASG for your account and serves as a launchpad for adding, deleting,
editing and managing domains. In this area the administrators can set filters, view quarantined mails, set email
restrictions. The administrator can also view the log record of actions such as accepting whitelist request, accepting
blacklist request and so on. See Domain Management for more details.

*  Audit Log - Allows administrators with appropriate privileges to view a record of actions initiated by users and
administrators for all domains belonging to an account. See Audit Log for more details.

«  Account Management - Enables the administrator to add other administrators, delete or edit existing administrators.
Currently logged in administrator also can change his/her password, manage their subscription to periodical domain
and quarantine summary reports in this area. An administrator also can create user and administrator groups and
permissions can be configured for these groups. Users and administrators then can be added to these groups that will
impose a common permission policy for them. The administrators can also view a user history for a// domains within a
particular date range. See Account Management for more details.

*  Customer Management - Enables the administrator to view the details of the customer such as name, maximum
number of users, maximum number of domains, incoming archive space, license expiration date and whether the
customer is enabled or not. Also the administrator can manage the subscription of periodical domain and quarantine
summary reports for the customer, configure email template settings for the messages sent from CASG. See
Customer Management for more details.

Clicking the support.comodo.com link at the bottom of interface takes you to the Comodo support web page, an online
knowledge base and support ticketing system. The fastest way to get further assistance in case you find any problem using
CASG.
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Various interfaces displays a help button at the top right side of the interface. Clicking on this help button will take you to
the respective help page of CASG online help guide for more detailed explanation.

3.1 Logging-in to the Administrative Interface

As CASG is a web application, you can login into your account using any Internet browser by entering
https://antispamgateway.comodo.com/admin/ in the address bar of the browser.

"E‘“{ cCOMODO
~.~ Antispam Gateway

e

L Administrative Interface

Username

|

Password

*  Login to the interface with your CASG username and password.

In order to ensure safety, CASG will lock the account if the login attempts fail for more than three attempts due to incorrect
Username or Password. To unlock the account the administrator can contact their Comodo Account Manager.

The threshold number of unsuccessful login attempts before locking the account can also be customized by contacting the
Comodo Account Manager.

Note: You can login to the interface using either the credentials created via CAM account or the administrative credentials
created via the CASG interface. If you login using the CAM account credentials, an additional feature 'Login to my Comodo
account' will be available in the Account management area through which you can manage your account such as subscribe for

more licenses.

3.2 The Dashboard Area

The Dashboard displays a snapshot summary of domain, user and archive quota usage as pie charts and domain and user
license expiration as graphs. Administrators can download the pie charts and graphs as image or pdf files by clicking the

download icon at the top right side of each item.
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Domain Quota Usage

The 'Domain quota usage' pie chart provides the details of
number of used and remaining domains for the account.
Hovering the mouse cursor or clicking over a sector displays a
call-out providing respective details. Clicking on a legend turns
on / off respective metric on the chart.
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User Quota Usage

The 'User quota usage' pie chart provides the details of
number of used and remaining users for the account. Hovering
the mouse cursor or clicking over a sector displays a call-out
providing respective details. Clicking on a legend turns on / off
respective metric on the chart.
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Archive Quota Usage

The 'Archive quota usage' pie chart provides the details of
used and remaining archive space for incoming mails for the
account. Hovering the mouse cursor or clicking over a sector ST
displays a call-out providing respective details. Clicking on a
legend turns on / off respective metric on the chart.

Archive guota Lsage

Remaining disk guota

30.44 MB (99.09%)

30.44 WMB

Dizk space ’ Remaining dizk quota

Domain License Expiration

The 'Domain license expiration' graph provides at-a-glance
summary of domains that can be added for the account and
their licenses expiry dates. The number of domains that is
allowed for the account is displayed in X axis and the Y axis
indicates the dates when the licenses for these domains are
set to expire. Hovering the mouse cursor over any part of the
graph displays when the current license is set to expire. It also
displays if any license has expired. The yellow line indicates
the total number of domains added for the account. Out of
quota indicates the date the domains added for the account
exceeds for a license.

50

[

40

30

20

Number of domains

Subscriptions O Current domains number = 1= 1 Out of quota
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User License Expiration

The 'User license expiration' graph provides at-a-glance
summary of users that can be added for the account and their
license expiry dates. The number of users that is allowed for
the account is displayed in X axis and the Y axis indicates the
dates when the subscriptions for these users are set to expire.
Hovering the mouse cursor over any part of the graph displays
when the current subscription is set to expire. It also displays if
any subscription has expired. The yellow line indicates the
total number of users added for the account. Out of quota
indicates the date the users added for the account exceeds for
alicense.

Number of users

Subscriptions 0 Current users numker = 0= 0 Qut of guota

3.2.1 Domain Management

The 'Domains' area of the interface allows administrators to perform domain management tasks such as adding, deleting editing
and managing a domain. Various settings such as email size restrictions and extensions of attached files in emails can be
configured for any listed domain. The interface also allows administrators to view logs of changes such as whitelist a recipient,
blacklist a recipient and so on for all the domains in the account.

Tip: CASG also periodically generates Domains reports containing a summary of all the mail activities for the domain. The
reports are sent to the administrators through email. Administrators can configure for such reports through Dashboard >
Account Management > Admin > Add Administrators or Edit Administrators. Refer to CASG Reports - An Overview for more
details.

y coMoDO
[ . Quarantine: 4 Release requests: 0 Whitelist requests: 0 Blacklist requests: 0 A )
a Antispam Gateway =S L : a = a L My Account

Dashboard / Domains

@ Dashboard Domains o Help
@ Domains T —
+ Add ﬁ Delete y Editdomain | jef Manage domain 4_7 Refresh
[ Audit log
. | 0 Filters |
Account management .
v - [[] Domains Aliases Number of users Max. number of users
»* Customer management
[7] docteamcasg.comodo.od.ua 4 Unlimited
[7] dsg-arch-qa.comodo.od.ua 0 Unlimited
1 i1 [1-2/2] Perpage |15 v

Having Trouble? Support is here to help. Open a Ticket at support.comodo.com or call 1.888.COMODO (256.2608)

The following section provides more information on Domains.

3.2.1.1 Domains

As the name suggests, the The 'Domains' area of the interface allows administrators to perform domain management tasks such
as adding, deleting, editing a domain. Various settings such as email size restrictions and extensions of attached files in emails
can be configured for any listed domain.

»  Click the Domains tab in the left hand side navigation to open the Domains area.
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B Ant'lspa - Gateway Quarantine: 4 Rel -0 V 0 Black 0 L My Account

Dashboard / Domains

@ Dashboard Domains o Help
Domains .
S o Add | [T Delete | 2 Editdomain | {1 manage domain £t Refresh
[ Audit log
. | 0 Filters |
[£3 Account management '
[F] Domains Aliases Number of users Max. number of users
>ustomer management
[7] docteamcasg.comodo.od.ua 4 Unlimited
|| dsg-arch-qa.comodo.od.ua 0 Unlimited
1 " [1-2/2] Perpage |15 |w

Having Trouble? Support is here to help. Open a Ticket at support comodo.com or call 1.888.COMODO (256.2608)

The list of domains that are configured will be displayed.

Sorting the Entries

Clicking the domain column heading switches the sorting of the entries based on the ascending/descending order of the entries.

Using Filter options to search particular domain(s)

Click anywhere on the Filters tab to open the filters area.

Dashboard / Domains

Domains ©) Heip

o add | I Delete 2 Editdomain | i Manage domain £ * Refresh
‘ e Filters
+ Domain w | contains v Apply filter

[[] Domains Aliases Number of users Max. number of users
[] docteamcasg.comodo.od.ua 4 Unlimited
[7] dsg-arch-ga.comodo.od.ua 0 Unlimited

1 i [1-2i2] Perpage |15 W

You can add more filters by clicking + for narrowing down your search.
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Disshisoard § Domains

Domains © Heip
of 200 [ Deiete | # Editdomain  §1§ Manage domain [£2 Refresh |
D Fitters
o= Domain w | | containg v Apply filter
= Domain w | |equals w
bl (13 w | | contalns w
== Domain w | | starls with W
[] Domalns = Aliases Humber of users Max. number of users

example.domain.com 2 U

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

«  Domain: Will execute a search of domain names according to the text in the text box (column 3) and the condition
selected in column 2.

»  Aliases: Will execute a search of domain alias names according to the text in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

»  Equals: Displays the domain or alias name that was entered in full in the text box.
«  Contains: Displays all domain or alias name(s) that contains the words entered in the text box.
*  Not Contains: Displays all domain or alias name(s) that does not contain the words entered in the text box.
»  Starts With: Displays all domain or alias name(s) that starts with the words entered in the text box.
*  Not Equals: Displays all domain or alias name(s), except the one entered in the text box.
«  Ends With: Displays all the domain or alias name(s) that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
Click anywhere on the Filters tab to close the filters area.

+ } Refresh
Click the button to display all the domains.

Note: To display all the domains after using the filters option, you have to first click anywhere on the Filters tab to close the
filters area and then click the 'Refresh' button.

Click the following links to know how to:
*  Add adomain
*  Delete a domain
»  Edita domain

*  Manage a domain

3.2.1.1.1 Adding Domains

From this interface, administrators with appropriate privileges can add domains, configure the number of users for each domain
and the destination routes for respective domains. The number of domains that you can add depends on the plan that you have
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subscribed.

To add a domain
¢ Click the 'Add' button in the Domains interface

Dashbeard / Domains

Domains Help

ﬁ Delete y Edit domain Tli Manage domain ‘B Refresh ‘

o Filters

[C] Domains Aliases Humber of users Max. number of users
[ docteamcasg.comodo.od.ua 4 Unlimited
[] dsg-arch-ga.comodo.od.ua 0 Unlimited

1 11 [1-2/2] Perpage |15 w

The 'Add domain' dialog will open.

Add domain

Domain ||

Destination routes +

Timezone : |(GMT +00:00)GMT

Domain user limit | Unlimited

Check routes | Cancel |

e Enter a valid domain name in the 'Domain’ field.

e Enter the final mail server destination route in the 'Destination routes' field. This is where the mails will be delivered
from CASG after appropriate filtering of mails. The default port is 25.

»  If you want additional routes to be included for the filtered mails to be delivered in case of failure of the first route, click

+ beside the 'Destination routes' field to add more alternative destination routes.
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Add domain

Domain |testdomain.com

-l- mail testdomain.com
Destination routes
mm | (Mailltestdomain.com

Timezone : |(GMT +01:00)Foland

Dormain user limit | Unlimited

Check routes | Cancel |

*  The 'Timezone' drop-down allows you to choose the zone for the domain. CASG will use the selected time-zone for
events which concern that domain. Specifically, the quarantine list, archive list, log search, reports and report
subscriptions.

*  Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxpool1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with
Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.exampledomain.com.

»  Enter the maximum numbers of users that can be added for this domain in the 'Domain user limit' field. Leaving this
setting as 'Unlimited" will allow you to add up to, but not exceed, the maximum number of users permitted by your
current license. The maximum number of users for a selected domain can also be configured in the 'Domain Seftings'
area.

e The domain entered in the 'Destination routes' field is checked by Comodo Gateway diagnostic tool to assure the
destination route is entered by administrator correctly.
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Routes check errors.

Relay : testdomain.com:25
Ermor code : 500

Error message : SMTP host unreachable

Are you sure you want to proceed with domain save ?

e (Click 'Proceed' to save a domain.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and

999999 in the 'Max. number of users' field, but CASG checks if the total number of users for all domains is within your license
limit.

*  Click 'Save' to add the configured domains.

Note: When you create a new domain, email addresses ‘abuse@addeddomain’ and 'postmaster@addeddomain’ will be added
by default in Recipient Whitelist. Click here for more details.

3.2.1.1.2 Deleting Domains

If you want to delete a domain for which emails are being routed via CASG, this can be done in this interface.
To delete a domain

e Select the domain(s) that you want to delete from the interface.
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Help

Domains

-l- Add m Delete y Edit domain 717 Manage domain G Refresh

o Filters

[[] Domains Aliases Humber of users Max. number of users
[7] docteamcasg.comodo.od.ua 4 Unlimited
0 Unlimited

[7] dsg-arch-ga.comodo.od.ua

1 I [1-212] Perpage |15 W

e (Click the "Delete' button

Tip: You can select multiple domains to delete by pressing and holding the Shift or Ctrl keys.

A notice will be displayed warning you that the users belonging to the selected domains to be deleted will also be removed.

Delete domains

= MOTICE : Allusers belonging to selected dormain

will be removed too.
Argwou sure you want to remove selected

domains?

e (Click 'OK'" to confirm.

The selected domain(s) will be deleted.

3.2.1.1.3 Editing Domains
You can change the destination routes of a configured domain and check routes for the edited domain. Please note that the
name of the domain cannot be edited.

To edit a domain

e Select the domain that you want to edit from the interface.
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Dazhboard / Domains

Domains Help

o add | I Delete ("4 Editdomain )i Manage domain +_* Refresh

o Filters

[[] Domains Aliases Number of users Max. number of users
[7] docteamecasg.comodo.od.ua 4 Unlimited
0 Unlimited

[ dsg-arch-ga.comodo.od.ua

1 i1 [1-212] Perpage |15 “

»  Click the 'Edit domain" button
The Edit domain dialog will be displayed. Please note that the domain name is not editable.

Edit domain
Ciomain | examplel .domain.com
Destination routes + rnail examplet.domain.com

Max. number of users | Unlimited

Check routes m| Cancel |

From here you can add another destination route, change the primary destination route or delete additional destination routes
and reconfigure the maximum number of users for that domain.

e (Click in the 'Destination route' field to edit it.

Click + beside the 'Destination routes' field to add more alternative destination routes.

Edit domain
Domain | examplel.domain.com

lll mail.exarplel. domain.com
Destination routes

me | MailZ examplel . domain.com

Max. number ofusers 10

Check routes m| Cancel |

¢ Click ™ to remove alternative destination routes.
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»  Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxpool1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with
Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.testdomain.com.

* Ifrequired, edit the maximum of number of users that can be added for this domain in the 'Max. number of users' field.
Leaving this setting as 'Unlimited" will allow you to add up to, but not exceed, the maximum number of users permitted
by your current license.

*  The domain entered in the 'Destination routes' field is checked by Comodo Gateway diagnostic tool to assure the
destination route is entered by administrator correctly.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and
999999 in the 'Max. number of users' field, but CASG checks if the total number of users for all domains is within your license
limit.

*  Click 'Save' to confirm the changes.

3.2.1.1.4 Managing Domain

In this area, an administrator can configure various settings for a selected domain. This interface allows the administrator to view
quarantined mails, set email restrictions, add users as recipient whitelist or blacklist, add new users and view log reports for the
domain.

This section is divided into seven main subsections namely, Domain dashboard, Incoming, Outgoing, Email management, Audit
log, Whitelist / Blacklist and Account management. Click on the respective tab to expand or close the subsection in the left hand
side navigation.

To manage a domain

*  Select the domain that you want to manage from the interface and click the 'Manage Domain' button.
or

«  Click on the domain name in the 'Domains' column.
or

e Right-click on the domain name in the 'Domains' column to open in a new tab or window.

Dazhbeard / Domains

Domains Help
o= Add [ Delete 2 Editdomain ({4} Manage domain ‘B Refresh ‘
o Filters
[[] Domains Aliases Humber of users Max. number of users
[7] docteamcasg.comodo.od.ua 4 Unlimited
[7] dsg-arch-ga.comodo.od.ua 0 Unlimited

1 i [1-212] Perpage |15 W

In the left hand side navigation, the configuration tabs for the selected domain will open. By default, the Domain dashboard for
the selected domain will be displayed. Click on the tabs in the left side to open the respective interfaces.
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Click on the following links for more details on the subsections:
*  Domain Dashboard
*  Incoming
«  Outgoing
e Email Management
*  Domain Audit Log
*  Whitelist / Blacklist

*  Account Management

3.21.1.4.1  Domain Dashboard

CASG provides a dashboard view of a selected domain for quick analysis of important statistics such as number of quarantined
mails, release requests, whitelist requests, blacklist requests, incoming mails archive quota usage and more. Administrators can
download the pie charts and graphs as image or pdf files by clicking the download icon at the top right side of each item. To
open a domain dashboard, click Domains tab on the left hand side and then:
e Select the domain that you want to view its dashboard and click the 'Manage Domain' button.
or
e (Click on the domain name in the 'Domains' column.

or

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 50



Comodo Antispam Gateway - Adminis trator Guide coMoDO

Creating Trust Online®

e Right-click on the domain name in the 'Domains' column to open in a new tab or window.

Dazhbeard / Domains

Domains ©) Help

I —

‘ o= Add [ Detete 2 Editdomain ((§1} Manage dnme‘uD i ¥ Refresh
| o Filters ‘

Domains Aliases Humber of users Max. number of users
docteamcasg.comodo.od.ua 4 Unlimited
dsg-arch-ga.comodo.od.ua 0 Unlimited

1 i [1-2/2] Per page |15 v|

The dashboard of the selected domain will be displayed.
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Clicking on the buttons at the top of the domain dashboard takes you to the respective interface:

e Quarantine - Displays the quarantined mails of all users of the selected domain. Refer to the section Quarantine for
more details.

*  Release requests - Displays the requests from users of the selected domain for releasing quarantined mails. Refer to
the section Released Requests for more details.

»  Whitelist requests - Displays the requests from users of the selected domain for whitelisting the senders of quarantined
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mails. Refer to the section Whitelisted Requests for more details.

»  Blacklist requests - Displays the requests from users of the selected domain for blacklisting the senders of quarantined
mails. Refer to the section Blacklisted Requests for more details.

The Mails Statistics area provides a graphical as well as pie chart representation of the mails that were blocked, viruses blocked
and more. Hovering the mouse cursor over a sector or graph displays a call-out providing respective details. Clicking on a
legend turns on / off respective metric on the chart and graph.
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The 'Archive quota usage' area provides details of the storage space used for archiving incoming mails. The graph shows the
disk space used per day for the last two weeks. Hovering the mouse cursor over any part of the graph displays the details of the
space used for the respective date. Refer to the section Managing Archived Mails for more details.
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The 'Delivery queue statistics' area provides details of filtered mails that are queued in CASG servers for delivery at a later time.
It also displays the average time of queued mails for the previous day in CASG servers before delivery. Refer to the section
Delivery Queue for more details.
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321142 Incoming

The 'Incoming’ area of the Manage Domain section allows you to view quarantined mails, configure incoming spam detection
settings, set spam alert headings, add local email recipients and more.

f coMODO
Antispam Gateway

:’_.-‘: Dashboard
@ Bomain dashboard
(3] Incoming

livery queus
Destination rowtes
Local recipients

Clear imooming cache

anage report
Relay restrictions

Geplocabon restnchions

(1) Outgoing

Click the following links for more details:
*  Quarantine
*  Managing Archived Mails

*  Incoming Spam detection settings

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 53



cCOMODO

Creating Trust Online®

*  Report Spam

*  Delivery Queue

*  Destination Routes

*  Local Recipients

*  Clear Incoming Cache

*  Log Search

*  Domain Aliases

*  Domain Settings

«  Manage Report Subscriptions for Selected Domain
*  Relay Restrictions

*  Geolocation Restrictions

Quarantine

In this area, an administrator can view the list of all the quarantined emails and their headers, of all the users for the selected
domain. The administrator can also choose to release quarantined emails to the intended recipient after ascertaining that
particular email is not actually a spam. The administrator also can delete a selected or all the spam mails from this interface.

Tip: CASG also periodically generates Quarantine reports containing a summary of mails identified as spam or malicious that
were moved to quarantine automatically. The reports are sent to the administrators through email. Administrators can configure
for such reports through Dashboard > Account Management > Admin > Add Administrators or Edit Administrators. Refer to
CASG Reports - An Overview for more details.

To open the quarantined email interface:

e Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Quarantine' tab.

' coMODO
Mg Antispam Gateway

@ Dashboard C
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The quarantined email area of the selected domain wil open:
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Domain dashboard - docteamcasg.comedo.od.ua / Quarantine

Dashboard / Domaing /

Quarantine Help
Show message | [] Release | [[J Detete £ ¥ Refresh ‘
o Filters
[[] Subject From To Recipient Date (GMT+ Reason Size ﬁ] Actions

spam
) . Oct 28, 2014 External pattern 168
5 11
[] Spam emai admin <demo@csg.comodo.od.ua> demol@docteamcasg.com demol@docteamcasg.com 121:46PM  match bytes
(Sanesecurity.Junk..
spam
) . Oct 28, 2014 External pattern 168
Spam email 2
[ sp admin <demo@csg.comodo.od.ua> demo2@docteamcasg.con demo2@docteamcasg.com 12119PM  match bytes
(Sanesecurity.Junk..
1 i [1-2i2] Perpage 15 w
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search quarantined emails
Click anywhere on the Filters tab to open the filters area.

Dashboard / Domains / Domain dashboard - docteamcasg. comodo.od.ua / Quarantine

Quarantine Help
Show message [j Release m Delete ‘D Refresh ‘

Q Filters

+ Subject w | |contains v Apply filter

[[] Subject From To Recipient Date (GMT+ Reason Size il Actions

spam
You can add more filters by clicking + for narrowing down your search.

Daszhboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Quarantine

Quarantine Help

Show message [j Release ﬁ Delete ‘8 Refresh ‘
Q Filters

+ Subject w | | contains v Apply filter

mw

== From w | |contains v

= To w | | contains v

= Date w | |equals v

= Size (KB) v | |less than v|lo s

[[] Subject From To Recipient Date (GMT+ Reason Size @ Actions

spam

You can remove a filter by clicking the ™= icon beside it.
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Available filters are:

»  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

*  Contains: Displays all quarantined mails that contain the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size (KB): Will execute a search of mails according to the size selected or entered in third field (column 3) and the
condition selected in column 2.

If 'Date’ is selected, the following conditions are available:

«  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

e Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
«  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box
e Click 'Apply Filter' after selecting the filters.

e Click anywhere on the Filters tab to close the filters area.

+ ¥ Refresh
e Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh' button.

Viewing Details of Quarantined Mails

The details like subject, sender, recipient , date and size of the mails added to the Quarantine can be viewed in two ways:
* Inthe same CASG window
* Inanew CASG window

To view details of quarantined mails in the same CASG window:

e Inthe quarantined email area, select the mail that you want to view and click the 'Show Message' button.

or

e Click on the email link in the subject column that you want to view its details.
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Dashboand # Domans / Domain dashboard - docheamensg comodo od sa f Guaranbne

Quarantine © Hew
& show message ) [] Release [ Delete £ Refresh
ﬂ Firters
[ Subgect From To Recipient Date (GMT + Reason Siee Actions

spam
o ) Oct 2B, 2014 External pattem 166
] spamemail 1 aomin <demo@esg comado od. uas gemal @docteameasg.com deme] @OCCIEAMEEEG.COM |\ 0 wo by o [
{Sanesecurity.Junk
Spam
- Q1 28, 2014 External pattem 168
[l Spamemail2  admin «democsg comado od uax demo2pdocteamcasg.con demo?docleamcasg.com 12119FM  match bytes

(Sanesecurity.Junk

1 " [1=212] Per page (15 w

The details of the selected email will be displayed.

Mormal | All headers
[*] release (@] wmitelist this Sender Blackiistthis Sender [ Delete

Subject  Fw: Get Rs. 25 assured racharge + chance fo win an IPOD,

FrDm o P g - g W

demoi @docteamncasg comaodo.od ua, demo2@docteamncasg comodo.od ua

.
Date (GMT \ed Apr 09 04:33:22 OMT 2014

Size 3898 KB

Actions

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.
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| Normal | All headers

Received ; from nm34-vma bullet mail.sg3.yahoo.com ((106.10.151.248)) ~
by mxsrvl . dev.spamgateway.comodo.com with esmitps (TLSv :DHE-RSA-AES256-5HA 256)
(Exim 4.82)
(enyelope-Trom i
id 1WHKCP-0007Go-MNg
for demo2@docteamcasg.comodo.od.ua; Wed, 09 Apr 2014 04:33:23 +0000
Recemed : from [106.10.166.60] by nm34.bullet. mail.sg3 yahoo.com with MMNFMP; 09 Apr 2014 04:33:22 -0000
Receved : from [106.10.151.253] by tm1 7. bullet mail g3 yahoo.com with NNFMP, 09 Apr 2014 04:33:22 -0000
Recened : from [127.0.0.1] by omp1002.mail 593 yahoo.com with MNFMP;, 09 Apr 2014 04:33:22 -0000
H-Yahoo-Newman-Property - ymail-3
H-Yahoo-Mewman-ld | 634392 49436 bmi@omp1002.mail. sg3yahoo.com
Recemwed : {gmail 64865 invoked by uid 60001); @ Apr 2014 04:33:22 -0000
DKIM-Signature - v=1; a=rsa-sha2b6; c=relaxedirelaxed, d=yahoo.colin; s==1024; &=139701 8002,
bh=Q0cJOCMPRZBImEpce L3DX20Mg+1 7251 s9:1 uykMQ=; h=X-YMail- 053G ReceivedX-RocketMIMEInfo:X-
Mailer:References Message-1D:Date From:Reply-To: Subject To:ln-Reply-To: MIME-Version Content-Type;
b=vzeLiPS1 k351 8NZ0yUNWDOR S+ METLBP ZEMuxU an6yPFSSDUoMWWE0TIWMAWSDIP R 310/ 3d3CBImOnZzS0gi<00caPyac
PKFABYOICOF nRIMDLIGT KgmxD+xGIDLeYdGEM iSKradeBbgifSU4kK2Z&vHRe ZsWPANIBoISGpl=
Domainkey-Signature : a=rsa-shal; g=dns; c=nofis;
5=51024; d=yahoo.co.in;
h=r-Yall- 08 G Received X-Rocket- MIME InfoX-Mailer References: Message-1D:Date From:Reply-To-Subject Toln-Reply-
To:MIME-Version:Content-Type;
B=AUBGAS IEArgOsIf+tUocKEFF 5227 GamFDA4MTkuLMBLyaS3lwd Ifc )4
NelJBRvMhY 31 3XCYsHY 2qZarDsYEg0PwPHS WM AWORB 201 pETWPknedwASS Y] TIrE2 bAlc+wwE 1 xymjAd
JeULZ-rbhMPubQviwl 4AveRN4Sk=;
#Mai-08G | oncMRLeYR hBRba 97 RYWEBE_whadagzeHBIIDhkODZEY
CIRORXab035IKHEZSEySdIUil 4N_kva mim4 9ktad sjiahnd MY MNIfdWE T Mzky
nPdvTZIG i M 3AEILIBORZT 1wPeTYF QUGNgdrmkeHKT CsBLS X mvS

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the mail or delete
it. Click the 'Whitelist this sender' tab to add the sender to 'Sender Whitelist' if you desire or 'Blacklist this Sender' to add this
sender to Sender Blacklist. Refer to the section 'Whitelist / Blacklist' for more details.

To view the details of a quarantined mail in a new CASG window
e Inthe quarantined email area, select the mail that you want to view, right-click on the email link in the subject column
and select to open in a new tab or new window.
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Dazhboard / Domains / Domain dashboard - docteamcasg. comodo.od.ua / Quarantine

Quarantine Help
Show message [j Releasze m Delete 8 Refresh
@ Filters
[[] Subject From To Recipient Date (GMT+ Reason Size | [l Actions

g
spam
; . Oct 28, 2014 External pattern 168
@CSq. .od. I I o
Spam email 1 adrmn. =demo@csg.comodo.od.ua= demol@docteamcasg.com demol@docteamcasg.com 1:21:46PM  match i
Open Link in New Tab (Sanesecurity.Junk.:
Open Link in New Window
i . . Spam
EpenlbmEnow Prrvar lWindon) Oct 28,2014 Externalpattern 168
[[] Spam 2 demo2@docteamcasg.com demo2@docteamcasg.com |
Bookmark This Link 1:21:19PM  match bytes
Save Link As (Sanesecurity.Junk..
Copy Link Lecation Perpage |15 w

Search Google for "Spam email 1"

Inspect Element (Q)

The browser may display a warning pop-up window notification. Click the '‘Options'> then select 'Allow pop-ups for..." to allow to
open new message in a new window. Click again 'Show message in new window'.

oFi:d’mwnmuﬂ‘\isshrlmnmpc-inga;npq:nndnn. . Diptiens | =

The details of the selected mail will be displayed in a new CASG window.

Dashboard f Domaing f Domain dashboard - docteamcasg. comedo.od.ua / Quaranting / E-mail

E-mail Help

‘ Normal | All headers ‘

|j Release Whitelist this Sender Blacklist this Sender m Delete

Subject Spam email 1
From admin <demo@csg.comodo.od.ua=
To  demol@docteamcasg.comodo.od.ua
CC

Date (GMT
+0)

Size 168 bytes

Tue Oct 28 13:21:46 GMT 2014

Actions

To release a quarantined mail:

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

*  Select the mail that you want to release and click the 'Release’ button.
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Dashboard / Domains / Domain dashboeard - docteamcasg comodo od ua / Quarantine

Quarantine Help

Show message ({3 Retezse ) e |3 Refesn |

o Filters

[F] Subject From To Recipient Date (GMT +0 Reason Sizer ﬁ] Actions
spam
. admin Oct 28,2014  Extemal pattern 168
V| Spam email 1
o <demo@csg.comodo.od.uas demol@docteamcasg.comod demol@docteamcasg. 19145 PM match bytes
(Sanesecurity.Junk.20
spam
. admin Oct28, 2014 Extemal pattern 168
Spam email 2
[E] sp: AT RS demo2@docteamcasg.comod demo2@docteamcasg. 19119 PM match Es
(Sanesecurity.Junk.20
1 1 [1-2i2] Perpage |15 w

An alert will be displayed to confirm the release of selected email.

Release emails

email?

@Are woll sure you want to release the selected

e Click 'OK' to confirm the release
The email will be released to the addressee and the mail will no longer be in the quarantined list.

To add a sender to whitelist
After ascertaining that emails sent by particular senders are not spam, administrators can choose to add them to 'Sender

Whitelist' from this interface. Once added to whitelist, emails sent by these senders will not be quarantined.

»  Select the mail that you want to add the sender to whitelist and then click 'More actions' > 'Whitelist this Sender".

Dazhboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Quarantine

Quarantine © Heio

Show message [j Release m Delete 8 Refresh ‘
| © Fies |

Blacklist this Sender
[F] Subject From Recipient Date (GMT +0 Reason Sizes i Actions
Delete all
spam
; admin Oct28, 2014 External pattern 168
Spam email 1 demo1@docteamcasg.comod demol@docteamcasg.
[ sp <demo@csg.comodo.od.ua> @ g @ 9 121:46PM match bytes
(Sanesecurity.Junk.20
spam
) admin Oct28, 2014 External pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.
0 sp <demo@csg.comodo.od.ua= @ g @ 9 12119pPM match bytes
(Sanesecurity.Junk.20
1 i [1-2i2] Perpage |15 w

An alert will be displayed to confirm adding the sender to whitelist.
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Whitelist emails

selected email?

*  Click 'OK'" to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

@Are you sure you want to whitelist sender of the

To add a sender to blacklist
Administrators can choose to add senders to 'Sender Blacklist' from the Quarantine interface also. Once the selected senders
are added to blacklist, all emails from them to the selected domain will be automatically blocked.

*  Select the mail that you want to add the sender to blacklist and then click 'More actions' > 'Blacklist this Sender'.

Dashbeard / Demaing / Demain dashboard - docteameasg.comede.od.ua / Quarantine

Quarantine © e
show message [¥] Release = [ Delete % Refresh
Whitelist this Sender
| o Filters |
[[] Subject From .ﬁ Recipient Date (GMT <0 Reason Size Actions
Delete all
spam

admin demol@docteamcasg.comod demol@docteamcas: SIS AL | EAEE e 168
<demo@csg.comodo.od.ua= @ g @ 9 12146Pm match bytes

(Sanesecurity.Junk.20

Spam email 1

spam
admin Oct28, 2014 External pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.
O sp <demo@csg.comodo.od.ua= @ g @ 9 12119pPM match bytes
anesecurity.Junk.
S Junk.20
1 IR [1-2i2] Perpage |15 w

An alert will be displayed to confirm adding the sender to blacklist.

Blacklist emails

selected email?

e (Click 'OK' to confirm to add the sender to blacklist. Refer the section 'Sender Blacklist' for more details.

@Are you sure you want to blacklist sender of the

To delete a quarantined mail:
e Select the mail that you want to delete and click the 'Delete’ button
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Dashboard / Domains / Domain dashboard - docteamcasg. comedo.od.ua / Quarantine

Quarantine © Hen

Show message | [] Releasd m ECE  More actions v +_* Refresh ‘

| o Filters |

[] Subject From To Recipient Date (GMT <0 Reason Sizer  fil Actions
spam
admin Oct28, 2014  External pattern 168

Spam email 1 demol@docteamcasg.comod demol@docteamcasg. 1-01-46 PM
- - v

<demo@csg.comodo.od.ua= match bytes
(Sanesecurity.Junk.20
spam
; admin Oct 28, 2014 External pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.
0O sp <demo@csg.comodo.od.ua=> @ g @ 9 12119 P0 match bytes
(Sanesecurity. Junk.20
1 1" [1-212] Perpage |15 w

An alert will be displayed to confirm the deletion. Click 'OK' to delete the selection email.

Delete emails

emails?

The selected mail will be deleted and will no longer be in the quarantined mail list.

@Are wou sure you want to delete the selected

e Todelete all the quarantined mails, click 'More actions' > 'Delete all'.

Dashboard / Domains / Domain dashboard - docteamcasa.comodo.od.ua / Quarantine

Quarantine © e
Show message [j Release ﬁ Delete 8 Refresh ‘

Whitelist this Sender |

| o Filters
i Blacklist this Sender

[] Subject From Recipient Date (GMT <0 Reason Sizew | fj Actions
spam

admin Oct 28,2014 External pattern 168

Spam email 1 demol@docteamcasg.comod demol@docteamcasg. 1:91-46 PM
- - v

<demo@csg.comodo.od.ua= match bytes
(Sanesecurity.Junk.20
spam
) admin Oct 28,2014 External pattern 168
Spam email 2 demo2@docteamcasg.comod demo2@docteamcasg.
[ sp <demo@csg.comodo.od.ua> @ g @ 9 12119PM match bytes

(Sanesecurity.Junk.20

1 i [1-212] Perpage |15 w

An alert will be displayed to confirm the deletion. Click 'OK' to delete all quarantined emails.

Delete emails

currently are filtered?

.@" Areyou sure yol want to delete all ermails that
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All the quarantined emails for the selected domain will be deleted .
Managing Archived Mails

CASG is capable of storing a copy of all incoming mails for all domains belonging to an account. A customer can purchase the
archive storage space via Comodo Accounts Manager (CAM).

From the archived mails interface, an administrator with appropriate privileges can view details of the message, report spam,
resend emails if required, retain messages from being removed, add the sender to whitelist/blacklist and delete messages. The
archived messages can be deleted manually or can be automated to be cleaned periodically. The settings for auto cleanup can
be configured in the Domains Settings interface.

To open the archived email interface:

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Archive' tab.

coMODO o b,
Mg Antispam Gateway T

Dashb
Dashboard Archi
@ Domain dashboard
S & she
@l Incaming i
L © rin
rantine i
[E] Sub
[C] Fuvd: F
Emailzime
ZERC SET
[ Fwiet: P
Emailsitle
ZERQ SET
[ Fwd: F
naow try be
[ Fwd:
now try b
The archived email area of the selected domain will open:
[iaghiscard ! Dgrging / Domee gaghbood - canged corssda od ua [ drchise
Archive © e
3 Show message | A Report spam Whitslist this Sender (5] Blacistthis Sender | ' Resendsmai | [ Delete m Shirw Srchive w | {* Rafash
£ Fien
|| Subject From o Recipient Dale [T +0) Sire i Actions
Mon Jun 15 .
Hew pcosunt regissered sdminBcsggs comodo odua imeri@oagqad comodi.od us seriicagmed.comodo. od.un T30 9T T ;G 1 i
Hew scosunl (egistered 1 ne jqnd 3 - =gqad.com d.un BEEIGUT | g
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
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=

the information displayed in the respective column.

Page Filter

The page filter on the right side has three options:

|| 3 rerest
Show archive

Show reported as spam
1 Show archive and reported as spam

Date (GMT +0) Size ﬂ Actio

«  Show archive: Lists only the archived mails
»  Show reported as spam: Lists mails that are reported as spam

»  Show archive and reported as spam: Lists both archived mails and mails that are reported as spam

Select the option from the drop-down before using the filter option described below.
Using Filter option to search archived emails

Click anywhere on the Filters tab to open the filters area.

P L ) 03wl / Archive

Archive © v
[T show massage M Reporspam @ \italist Tis Bencer  [B] Blackist this Sender | 7% Resend smail ﬁ Dielea Show archive and mepar » || 4 % Refesh
& Fiien
o | Subject w |comang ) Aoy fiter

Suhect From To Recipient Darte (GMT +0F°  Sie - [ Actions

You can add more filters by clicking + for narrowing down your search.
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et

f.

1/ Archiem

Archive e
(=) Show meaaags | M Repodsgen Wiitgliat s Senaer  [B] Blsckisting Sender T Resend el ] Delate Show SChive and 18801 w | £+ Refresh
@ riem
4 subjed | | contans w |
== [From w | nof containg w
- T o | | EolEes Ll
- DaRe v pouas - T
= | Size =B} w | leaa han ! :
= Atachments v eOuaEs w
- Uarked as retainad v eOuals w

Subject From T Hecigeent et [GMT «0 Siee Gt
You can remove a filter by clicking the ™= icon beside it.

Available filters are:

o Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

«  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:
»  Contains: Displays all archived mails that contain the words entered in the text box
*  Not Contains: Displays all archived emails that don't contain the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size (KB): Will execute a search of mails according to the size selected or entered in third field (column 3) and the
condition selected in column 2.

«  Attachments: Will execute a search of mails according to the checkbox status (column 3) whether enabled or disabled.
If enabled, all archived mails with attachments will be displayed.

*  Marked as retained; Will execute a search of mails according to the checkbox status (column 3) whether enabled or
disabled. If enabled, all archived mails that are marked as retained will be displayed.

If 'Date’ is selected, the following conditions are available:

«  Equals: Displays the archived emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the archived emails with dates less than the selected date in the third box from the calendar

»  Greater than: Displays the archived emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

»  Less than: Displays the archived emails with size less than the selected or entered size in the third box
»  Greater than; Displays the archived emails with size greater than the selected or entered size in the third box

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.
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|23 Refesn |

Click the button to display all the archived emails.

Note: To display all the archived emails after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

Viewing Details of Archived Mails

The details like subject, sender, recipient , date and size of the mails in the archive can be viewed in two ways:
*  Inthe same CASG window
*  Inanew CASG window

To view details of archived mails in the same CASG window:

» Inthe archived email area, select the mail that you want to view and click the 'Show Message' button.

or
e Click on the email link in the subject column that you want to view its details.

[aghtoard / [

¥ Dpmging ¢

min dashbognd - cegoed comodn of pw ! Archie

Archive € reic
(B Show message ) My Reportspam Whitekst s Sender  [B] Blackiisithis Sender | 3 Resend email ﬁ' Dedate Show archeve andrepot w || 2% Relesh
£ Fitenn
|1 Subject From To Racipier Dabe [GMT +33 Sl 4] Actions
Man Jun 15 -
[ Hew acoourt regisiered adimdniBesgaa omodo ol ua usertBeagosd. comnodo od ud ugetiith s g Lomndo 0 Ul 130027 GHT o 1]
2015 =
Mon Jun 18 i
[ Mo acoounk ragisiemd adiraniEeagia sormoda od ua userI0jEesggad comods o ua userdl@eaggad. comada od ua 125253 GNT :F" i
agi5 3
[ Morw user Mon Jun 15 e
iEard e ngad comady ol s sucLagsluly admin@ceggs comodood us umer T gcegged comodo od ua uent 77 Boagagad comodo od ua 1250 GMT ﬂ 1]
Iimpored 2015 -

Hon Jun 15

Hew atoourt regisleded

The details of the selected email will be displayed.

Hormal 1 All headers

,& Report spam Whitelist this Sender Blacklist this Sender | % Resend email a Retain message m Delete

Subject New user userd2@csgqad comodo.od.ua successfully imported
From admin@csgqa.comodo.od.ua
To user77@cagqad.comodo.od.ua
Date (GMT

. 201506-1512:50-00
+0)

Size 1961 KB

Actians

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on.

To view the details of archived mails in a new CASG window
* Inthe archived email area, select the mail that you want to view, right-click on the email link in the subject column and
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select to open in a new tab or new window.
Archive
Showmessage /% Reportspam | [B] Whitekstinis Sender | [S] Beackiistinis Sender | = Resend emall [ Delete m

o Filtera

Subject | From T Recipsant
[ it neameation: Blacklist sender fal 77 umer 7T Ecaaad
e Lk 1n New 190 user? Tifosggad comodo.odua user? 7 fosggad
Open Link in Mew Window
7 Audit nolcation: Blacklist sand Open Link in Mew Private Window oy i
i user? Tifosggad comodoodua user
Bockmark This Link
Share This Link
Audil nodication: Blacklist 2end - -
Senve Link As.., user? T @osggad comede od ua user
usar
Copy Link Location
[ Audit neBication: Blacklist send e i -
user7 T @osggad comodo od ua user7 7 @osgged
user Incpect Ekement ()]

The browser may display a warning pop-up window notification. Click the '‘Options'> then select 'Allow pop-ups for..." to allow to
open new message in a new window. Click again 'Show message in new window'.

) Firefes gegvesbed this site Tram o@ening & pap-op wifd tv. . Dpeianis | =
The details of the selected mail will be displayed in a new CASG window.
{ug § Alchkes [ Asehves real
Archive mail
Bormal Al headers
M Repor spam @ Whitelat his Sender |E| Biackdstthis Sender = Resend smal |E'| Redsn mespage ﬁ Deslarie
1 dwdit notifcation: Blackiist sender for wser
7 admingosggacomodo.od ua
wser TTiBeaggsd omoda od us
FONH042Z 134015
= 20D I4KB
To report archived mails as spam
After viewing the details and ensuring that the selected email is a spam you can choose to report it as a spam.
e Select the mail that you want to report as spam and click 'Report spam'.
Diasberard /' Dovtusts / [0t d e Arehive
Archive s
Ey show 'm:“agn [E 'writakst his Sandar (B Buackisttnis Sender | & Resendemai | [ Dalee m Show archive and repos w | | & * Refesh
£ Fihers
Egigact Fromm Ta Résfagtant Date (GMT =% Sipe [i] ARG
Wan Jun 15 i
M apcount registarad adrmnifeagqa e dun merhi@ragqad somede od us sriiicagqed comod - 301 97 CNT ' 1 B
Won Jun 15 -
|1 Maw aocoun regateiad admincagaa.oomodosd.ua user 3 Boagqad comada.od us wer lipesged. comodo.od ua 1IR3 S GHT ig: 5]
2015

P uger Wan Jun 15

An alert will be displayed to confirm selected email as spam.
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Report as spam

G Areyou sure you want to mark the selected
@ emails as spam?

¢ Click 'OK' to confirm.
Spam reportad successtully ﬂ

A success message will be displayed and the icon indicating the email is reported as spam will be shown under the 'Actions’
column. The mail will be forwarded to the spam email address displayed in the Incoming Spam Detection Settings interface for
analysis by experts. Refer to the explanation under Incoming Spam Detection Settings for more details.

To add a sender to whitelist

Administrators can choose to add the email senders to 'Sender Whitelist' from this interface. Once added to whitelist, emails
sent by these senders will not be quarantined.

e Select the mail that you want to add the sender to whitelist and then click "Whitelist this Sender'

A2 24 ui | Asch

Archive )
Eh showmessage M Hoi:crts.nim Blacklistthis Sender 72 Resend amail ﬁ Dlate Sioaw archive w || £} Rekesh
£} Fitiers
| Saibgact From To Recipient Diate {GMT 40} Sire u Actions
| Migw user 19
UBBMA 2R a4, 030, 0 0 uh Suctessidlly sdminfosgge comodo.od us sser 77 pongqed.comodo.odua e 7 ipcegaed.comodo od.us e 1]
impofed £ -
Mon Jun 15 051
& Mew accouni regisismd sdmingosgges comodo.od ua userdZposggsd comodo od ua wserdlipesgged comodo od. us 1250000 GMT KB (1]
e

tes| ham 150815 15.80

An alert will be displayed to confirm adding the sender to whitelist.

Whitelist emails

@Are you sure you want to whitelist sender of the

selected email?

e (Click 'OK' to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

To add a sender to blacklist
Administrators can choose to add the email senders to 'Sender Blacklist' from this interface. Once the selected senders are
added to blacklist, all emails from them to the selected domain will be automatically blocked.

e Select the mail that you want to add the sender to blacklist and then click 'Blacklist this Sender'
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Archive 0 v
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£ Fitern
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| ==t ham 15-DE-18 1540 24l 4 L] serdl g 1] 24 2H2EE i

% Are you sure you want to blacklist sender of the

¥ selected email?

e (Click 'OK' to confirm to add the sender to blacklist. Refer the section 'Sender Blacklist' for more details.

To resend emails from archive

The archived mails can be sent to the recipients if required. CASG will still retain a copy of mails in the archive even after they
are sent.

e Select the mail that you want to resend and click 'Resend email'.

------ 3 1 irchive
Archive @ v
B Showmeasage /A Reporspam  [B] Weitsksthis Sender | (5] Bractiinthis Sencer @ peime S archive v || 3 Revesn
£ Fien
Subject From To Recipienl DCiste AT ol | Sipe i Aclions
I Morw uiser -
e BEes 004 cOmMOdn S Ua SUCEsSIll sdringagan romeds nd us ser 7T geagaed comado. od un serllgosgqed comodondus 1ZSO00GHT 0 B
Irapiad Faih e :
Mo 15 2051
| M sooun e gishansd adminicagga.comodao.od us umerd Fifnggad.comaedo.od us umerddifcaggad comaedo.od. un IZS000GMT L i}
Faral
[ te=t ham 15-D6-18 15:40 HennE R e Fcagqad comende od s userdlfcsgaatcomodaodus  1ZA100GMT  ZEIKE

snhemandes b svehenioonmod o ome

An alert will be displayed to confirm resending emails.
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Resend email(s)

email{s) to recipient mailbog?

@ Areyou sure ol swant to resend selected

¢ Click 'OK' to confirm.

A success message will be displayed.

Suctesshully sent %]
To delete archived mails
e Select the mail that you want to delete and click the 'Delete’ button
D st e B el e
Afchl‘u’e 9 Hslp
[ showmaessage | /& Reportspam | (] Whitsiist this Sender | [ Btackiistthiz Sender | 3 Rasend Pl|'|=|| Show archive w | £ ¥ Raleeh
a Filtars
] Sutgect Fircem Ta Rncipis Date (GMT +00-  Size~ Aciions
Faw user Mon Jun 15
userd2@cspesd comodo od ua successldly sdminBcaggs comodo od us usm TT@caggad com od us usee 77 Ecagqad comada od us 1250 00 GMT = | 1]
Enponed 2015
Mon Jun 15 20,51
(4] Mew accouni regesiered sdmin@osgqa.comado.od us used2Bosgqad comeodo.od.us userd 2 Bosgqad comodo.od. us 1250000 GHT m’ 1]
2015
Mon Jun 15
An alert will be displayed to confirm deletion.
Delete emails
@ Arewou sure you want to delete the selected
emails’?
*  Click 'OK' to confirm.
The selected mail will be deleted and will no longer be in archive.
¢ To delete all the archived mails, click 'More actions' > 'Delete all'.
Oaa o Do Do AassbEarg - (=5 o0sd, CORedn 62 Ul § Archie
Archive
% EXine MisEE RS & Report spam Q Whitalizd this Sender @ Blackigt this Sender | T8 Resend email ﬁ' Dalete m Ehwyw archive w
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| Subpect From To Dt (OMIT #00°  Size
Un-Retain messge
| Mew uges Mo Ju 15
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An alert will be displayed to confirm the deletion. Click 'OK' to delete all archived emails.

To exclude mails from auto-clean operations

CASG can be configured in the Domain Settings area to automatically purge emails from archive after the configured period. If
administrators wants to retain email(s) from being cleared, then these mails can be marked as 'Retain message'.

e Select the mail(s) that you want to retain and then click 'More actions' > 'Retain Message'.

baped f Derrging / Doerese dsshbogrd - capopd fo g uy § Archive
Archive
IEh Show meszage M Reporispam Whitelist his Sender  [B] Blackistthis Sender | 3 Resend emai ﬁ Delese m Show archie || 3 Red
Deieie ai
'D Filtmes :
Sarbpecl From To Date (GMT +0)  Size ~ i
Un-Astar masasge
| Noewy user Mon Jun 15 1951
U2 ECH0084 COMOD0 Ol L3 SUCCISSMIlY  admin@cmgqs comoda od us \mer TT @ cagaqed comodo. od.us user 77 Eengnd comadn od us 125000 GMT m‘ i
impofed 215
Mon Jun 15 208
| N B rapisared sdmin@cegqs comada od us usard 2B oagqed comado.od ua upeed2@engged comoda od s 1250000 GMT B i
2015
on Jun 15 -
An alert will be displayed to confirm retain selected email(s).
Retain email(s)
s Areyou sure you want to mark selected email(s)
as retained?
»  Click 'OK" to confirm.
T g 2icil 4 0dd ComOSn O gl | Archive
Archive & raip
Succanshily etaned a8
B Showmessage | /& Repotspam (B Writeksihis Sender E Enackiistis Sender | 3 Resend email ﬁ Delete Siont rchive w|| £ Reresh
& Foen
Subject From To Recipienl Diste {7 #4001 S [}] Actions
[#] Norw user Mon Jun 15 T
e gcepgad comodo ol Ua EHoEsaNIl admin@cegga comado od us wmer 77 g comado od us wmer T Eosggad comado od us 1E50000 AT KB 1] s
=20 15 -
Mo Jun 15 2051
| Mg BEnount registansd adming@osgaa.comado.od us userd 2iBcagaad comodo.od us userd2ifcsgqad comado.od us 1250000 GMT K£- 1] I
2018

A confirmation dialog will be displayed and the retained messages are indicated by the anchor icons under the Actions column.

»  Toremove the retained status for a mail, select the retained message and then click 'More actions' > 'Un-Retain
Message'.

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 71



Comodo Antispam Gateway - Ad m’i__r]__i__g_trat-o-r‘G'Ofiaéf | COMODO

Creating Trust Online®

=

) Arehive
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An alert will be displayed to confirm selected email(s) from retain status.

LInRetain email(s)

e PR YOU SUE wou want to remove "retained” mark
from selected emailis)?

¢ Click 'OK' to confirm.

14g i Archive

Archive € Hap
SuccessNull UNalEned a
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A confirmation dialog will be displayed and the anchor icons under the Actions column are no longer displayed indicating their
unretained status.

Incoming Spam detection seftings

The settings made in this interface determine what kind of mails should be classified as 'spam', 'probable' and 'safe’. CASG
enforces several rules to mail envelope, header and content as the emails passes through its spam filters. Each of these rules
depicts some typical spam attribute, which has a numeric value on the probability that the attribute suggests spam. A message's
spam score depends on the result of weighted value of all the rules combined together. For example, if you set the spam
threshold as 0.33, all mails that have a score of more than 0.33 will be treated as spam and quarantined. Please note that the
highest spam threshold is 1 for CASG and the higher threshold you set, it is likely that more spam messages may be delivered
to the recipients. Try the settings for a week or so and after analyzing how much spam messages are being delivered to the
recipients without being filtered for the current settings, you have to reconfigure the spam threshold settings accordingly.

To configure incoming spam detection settings

»  Click the 'Incoming' tab from the left hand side navigation to expand it and then click the 'Spam detection settings' tab.
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Clear incomang cache
Log search

Domain sliases

The incoming spam detection settings interface for the selected domain will open:

Dashboard / Domaing / Domain dashboard - docteamcasg comodo.od.ua / Incoming Spam detection settings

Incoming Spam detection settings @ Heip
Quarantine enabled: Days saved: |30 3
Spam threshold: |0-9 Spam notation:
Probable spam threshold: |0-43 FProbable spam notation: |
Quarantine response: |Rejected | V Spam email:
Motify user about new quarantine message: [ Suspicious att:s:;;.z:# :[Suspicious attachment]

Reset to default

*  Quarantine enabled - Selecting this option will move the incoming emails detected as spam as per the 'Spam
threshold setting' to Quarantine. If this option is not enabled, emails that are detected as 'Spam' will not be
quarantined but delivered to your email server with the subject line as set in the that you have setin
Probable Spam notation / Spam Notation fields. Unsure messages that are identified as probable spam
based on the 'Probable spam threshold setting' are always sent to the recipient (and never quarantined) even
if this option is enabled.

«  Days saved - Enter the number of days that you want the mails to be retained in the quarantine. The
maximum number of days that can be set is 9999. The quarantined mails that are not checked, released or
deleted within the stipulated days will be automatically deleted from the quarantine.

»  Spam threshold - Enter any value between 0.1 and 1.0. All mails that are having a score value above that
value will be identified as spam and quarantined automatically as explained above. Please note this value
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should be always higher than 'Probable spam threshold' value.

»  Spam notation - The prefix that will be appended to the subject line of all ‘Spam' emails sent to users. For
example, "<Spam> Order two Rolex watches and get a free carton of Viagra" - where <Spam> is the text
entered in the 'Spam notation' field. Note - this only applies IF quarantine has been disabled (i.e. If the
'Quarantine Enabled' box is not checked).

*  Probable spam threshold - Enter any value between 0.0 and the value entered in Spam threshold field. All
mails that are having a score value above that is set in this field will be identified as unsure mails and will be
delivered to recipients with the subject line as set in the Probable Spam notation / Spam Notation field.

*  Probable spam notation - The prefix that will be appended to the subject line of all 'probable spam' emails
sent to users. For example, "<Potentially Spam> Cheap deals on Dell computers" - where <Potentially
Spam> is the text enterd in the 'Probable spam notation' field.

e Quarantine response - Choose the response to be sent by CASG to the SMTP server that delivered a
message in the event that a mail is identified as spam.

Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not
delivered to the recipient) regardless of your choice here. These options merely determine what message
CASG will send back to the SMTP mail server. The available options are:

*  Rejected - Will inform the SMTP server that the email has been rejected by CASG and placed in
quarantine.

*  Accepted - The email has passed the CASG spam filters and detected as a spam will be placed in
quarantine in silent mode.

e Spam email - Displays the email address to which the mails reported as spam from the 'Report Spam'
interface and the 'Archive’ interface will be forwarded. By default, mails reported as spam by the
administrators will be forwarded to spam@antispamgateway.comodo.com for analysis by experts at
Comodo. Once a reported mail is confirmed as spam, Comodo will update its mail filters to quarantine
similar mails in future. Refer to the explanations under Managing Archived Mails and Report Spam for more
details on forwarding the suspicious mails for analysis.

»  Notify user about new quarantine message - Select this option if you wish CASG to send a notification email
to the intended recipient, if a spam email addressed to the recipient is intercepted by CASG and moved to
Quarantine. The notification email will contain a link to the email and a link for the user to login to the CASG
User interface.

»  The recipient will be able to click the link to directly read the email, without logging-in to CASG. The
lifetime of the link is one day. If the user has not clicked the link within a day, the link will expire.

e Ifthe user needs to respond to or delete the quarantined email, the user can click the next link to login
to CASG, view their quarantined mails and carry out their desired actions

»  Suspicious attachment notation - The prefix that will be appended to the subject line of all mails identified
with suspicious attachments like malware and macros and forwarded to the recipient or to a different email
address, a configured in the Domain Rules. Refer to the explanation under Rules in the section Domain
Rules for more details. For example, "[Suspicious attachment] Your lucky draw" - where [Suspicious
attachment] is the text entered in the 'Suspicious attachment notation' field.

»  Click the 'Save' button for your settings to take effect.
*  Torestore the settings to default, click 'Reset to Default'.

Report Spam

The 'Report Spam' feature allows you to upload and submit suspected junk emails that have got through our spam filters.
Comodo will analyze reported mails and, if we confirm them as spam, will update our filters to quarantine similar mails in future.
CASG accepts a range of different mail formats including .eml and .msg.

Users can also report spam by forwarding unsolicited messages to spam@antispamgateway.comodo.com.

To report a spam mail

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Report spam’ tab.
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The Report Spam interface will open.

Reshhosrd F Domeirss FROMEIN dechivoand - EOCHEG a0, COMO0.0d. UG FRepot Spen

Report spam @ e

Upload .eml format files only {max. size - 9 Mb)

13 Upload

e Click the 'Upload' button

Navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you want to report as
spam and click 'Open'. The maximum size of the file that can be uploaded is 9 MB.
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f=tangel Beauby Clinic

5 Apply. Get Real Quotes For Top Plans, Go With The Best Offer

) Europe Latkery - You waon £300,000

E MY CANADTAN PHARMACY

£ our Email Id has won 1,000,000.00 GEP in the British Microsoft Inc,

File name: I.ﬁ.ngel Beauty Clinic j Open I
Files of type: f &1 Files %) | Cancel |
E

Note: Make sure to upload the file in email format only and size should not exceed 9 MB. Otherwise, the following warning
message will be displayed.

Comodo Antispam Gateway

g the regquestwas rejected because its size
(10005632) excerds the configured maximuom
(H216000)

The mail will be processed for uploading...

Disshibocard f Domsins FDomain deshbeard - docteameasy.comodo.od.us FReport spam

Report spam © Hen

Upload .eml format files only (max. size - 9 Mb)

& Upload

Angel Beauty Clinic.aml:

File size: 349KB

... and success message will be displayed.

Sparm reportad successmully x|
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»  Click the g button to close the message.

Delivery Queue

In general, emails are delivered to the destination server directly and not stored on the filtering machines. But whenever an
email destination server for an account is temporarily unavailable, all filtered mails are queued in the CASG servers for delivery
at a later time. Emails that are permanently rejected by the destination server with a 5xx error code will not be queued and
rejected by the CASG system. The queued emails can be accessed in the CASG interface and from here they can be manually
force retried for delivery.

The queued messages on CASG severs are automatically retried for delivery for up to a period that is set in 'Maximum days to
retry ' field in domain settings (for example, 4 days).The automatic retry schedule is given below:

*  During the first two hours, the queued messages are retried for delivery at a fixed time interval of 15 minutes.

»  During the next 14 hours, the queued messages are retried for delivery at a variable time interval starting from 15
minutes and multiplied by 1.5 with each attempted delivery. For example, after the first 15 minutes, the subsequent
attempts will be after 22.5 minutes, 34 minutes and so on.

»  From 16 hours since the delivery failure and up to 4 days, the queued messages are retried for delivery at a fixed time
interval of every 6 hours.

»  After a period of 4 days, all queued messages will be bounced to respective senders. The messages will be frozen if
the bounce cannot be delivered immediately and retried for delivery at a fixed time interval of 3 days for the first 21
days. At the end of this period, delivery of messages will have failed permanently.

To manually force-deliver emails in queue

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Delivery queue' tab.

= cOMDDO
® Antispam Gateway

) Dazhboard

'f—-‘P' Liamzin dashboard

(3 [ncoming

Juarantine

m detechion selings
Rinnet ronoe
m [elivery quels
Distinann roulas
Local recipienis

Clear iNcoming cache

Log search

The Incoming Delivery Queue area of the selected domain will open:
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Dashbaard / Domaing / Damain Sashboard - foslsameasy comods ol ua / Insoming delvary qusus
Incoming delivery queue Help
=7 Forcs refry Show Neaders Delivery agnosic Meds £ Refrash
© Finers
Quee id Inqueve”  Sender Recipient Message size  Subject Last action Server name Delay reasons
john@docteamcast
" N connect 1o
52m admin@antispamg: john@docleamcas: 21577 dew aocoun message_quese_ch mial prod cas 91.196.95.19(91 .19
IRWIZAWTZIZLR Eantispamg: jang cast iari registered ssageq 134 prod.casg i
Connaction
refused
du'nrﬂ;?_l-lj@-;;rl_'u'nl:;
N it connect to
lew accou
JRWIZ gHzHAmS 52m admingantispamg: demo2@docleame: 21585 —— message_queve_ch mial.prod casg 91.196.95.19[91.19
Connaction
refused
bobEdoctEameasy

connect to
Mew account
admingantispamg: bob@docteamcasg 21566 " e message_queuse_ch miadprodcasg  91,196.95.19[91.19
i Connection

refused

= 52m
3|RwrYaXRGZ12LsE ”

demol @docteamci

:connect to
| . Hew account . .
3jRWIYOIY1zHnly 52m admingantispamg: demol@docteame: 21586 registered message_quewe_ch mial prod.casg 31‘”:::;“19[q 19
refused
hn@ooctea

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search queued emails

Click anywhere on the Filters tab to open the filters area.

xashboard / Domars f Doman dashiboard - docteamcesg comedo, od ua f Incoming delivery quene
Incoming delivery queue Help
= Forceretry [y Show headers Delivery diagnostic | B aens £ ¥ Refresh

& Fitters

+ Quaus id w | conlaing w Apply filter

Cueue id In Queus Sender Racipiant Massage size Subject Last acton Sener name Deday reasons

You can add more filters by clicking + for narrowing down your search.
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Dashboard / Domains f Coman dashbosrd - docleamcasg comodo od .ua / comng delveny gueus

Incoming delivery queue Help
= Forceretry &) Show headers Delivery diagnosiic Meds £+ Refresh
&2 Fitters

& cueueio ~ | containg v Apply fiter

== Queus nama W | aquals ~

== Sender ~ | natcontains ~

= Recipient w | containg w

= Message size ~ | lessthan w0 o

= Subject w | starts with -

== Lasi action w | | ends with v

== Sarver name | comains ~

[ Queue id In queue Sender Recmient Message size Subject Last action Server name Delay reasons

HESRhARYT#1 21 B demai@csg.comod demol@docteame 4752 Re: 0Q demao 2 message_added mia3.prod.casg
You can remove a filter by clicking the ™= icon beside it.

Available filters are:

*  Queue ID: Will execute a search of Queue ID according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  Queue name: Will execute a search of Queue name according to the text entered in the text box (column 3) and the
condition selected in column 2.

*  Recipient - Will indicate the email address of the recipient that is in the delivery request.
*  Message size - Will execute the message size settings according to the number selected in the 'Filters'.

«  Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

e Lastaction: Will execute a search of Last action according to the text entered in the text box (column 3) and the
condition selected in column 2.

«  Server name: Will execute a search of Server name according to the text entered in the text box (column 3) and the
condition selected in column 2.

»  Delay reason - Will indicate the reason an email is queued and cannot be delivered immediately.

When you select any one of the above options in the first drop-down, the following conditions are available:

*  Contains: Displays all queued mails that contain the words entered in the text box
*  Equals: Displays the queued emails that have the same words as entered in the text box
*  Not Equals: Displays the queued emails that do not have the words entered in the text box
*  Not Contains: Displays all queued emails that don't contain the words entered in the text box
»  Starts With: Displays all queued mails that starts with the words entered in the text box.
*  Ends With: Displays all queued mails that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:

«  Sender: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  Recipient: Will execute a search of users according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  Message size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the
condition selected in column 2.
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If 'Sender' and/or 'Recipient' option is selected, the following conditions are available:

»  Contains: Displays all queued mails that contain the words entered in the text box
*  Not Contains: Displays all queued emails that don't contain the words entered in the text box
If ' Message Size' is selected, the following conditions are available:

*  Less than: Displays the queued emails with size less than the selected or entered size in the third box
»  Greater than: Displays the queued emails with size greater than the selected or entered size in the third box

»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

*  Click anywhere on the Filters tab to close the filters area.

£ ¥ Refresh
e Click the button to display all the queued emails.

Note: To display all the queued emails after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

To force retry queued emails
»  To force-deliver a single email manually, select an email from the delivery queue and click the 'Force retry' button.

*  To force-deliver all email messages in the queue, select the checkbox beside 'Queue id" and click the 'Force retry’
button.

Note: Frozen emails can't be force delivered from CASG interface.

To view headers queued emails

»  Select an email from the delivery queue and click the 'Show headers' button.

DQ message headers

Received: from mxsnZ. spamgateway comadao.com (unknown [10.200.1.248])

by mta3.prod.casg (Postfix) with ESMTP id 3jRwrd24dWTz12LFG

for =john@docteamcasg.comodo.od.ua=; Tue, 28 Oct 2014 14:53:05 +0000 (UTC)
Received: from outbound.antispamgateway.comodo.com ([178.33.199.67]
helo=antispamgateway comada. com)

by mxsnvZ.spamgateway.comodo.com with esmtps (TLSv1 . DHE-RSA-AES256-3HA256)

(Exim 4.84)

(envelope-from =admin@antispamgateway.comodo.com=)

id 1Xj88t-0000n1-Kk

for johni@docteamcasg.comodo.od.ua; Tue, 28 Oct 2014 14:53:04 +0000
Received: from wid.prod.casg (unknown [10.200.1.248])

by relay2.prod.casg (Postfix) with ESMTP id 3jRwrcd7Cwz120QIn

for =john@docteamcasg.comodo.od.ua=; Tue, 28 Oct 2014 14:53:04 +0000 (GMT)
Date: Tue, 28 Oct 2014 14:53:04 +0000 (GMT)
From: admin@antispamagateway.comodo.com

To: john@docteamcasg.comodo.od.ua

Message-ID: =61067506.21561.1414507984634 JavaMail root@ui3.prod.casg=
Subject: Mew account registered

MIME-Version: 1.0
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To view diagnose routes availability of an email message in delivery queue
*  Select an email from the delivery queue and click the 'Delivery diagnostic' button.

Mail delivery diagnostics x

MTA server availability

[Relay : csg.comodo_od.ua:20]

Error code : 500

Error message : SMTP host unreachable
Mo entries on your request

Log search (by gqueue ID)
[Host - 10.200.1.121] -
2014-10-28T15:38:37.045459+00:00 mta2 post_rest: [Tue Oct 28 15:38:37 2014] [debug] GET I
"/log/3jRWIY6XRGZ12Ls6".

m

[Host: 10.200.1.122]

2014-10-28T14:53:01.920681+00:00 mta3 postfix.mta/smtpd[18514]: 3jRwrYEXRGz12Ls6:
client=unknown[10.200.1.248]

2014-10-28T14:53:01.921649+00:00 mta3 postfix.mta/cleanup[13104]: 3jRwrY6XRGz12Ls6: message-
id==891193322.21552.1414507981151.JavaMail root@ui3_prod.casg>
2014-10-28T14:53:01.921661+00:00 mta3 postfix.mta/cleanup[13104]: 3jRwrY6XRGz12Ls6:
subject=New account registered

2014-10-28T14:53:02.149219+00:00 mta3 postfix.mta/qmgr{26853]: 3jRwrveXRGz12Ls6:
from=<admin@antispamgateway.comodo.com=, size=21566, nrcpt=1 (gueue active)

201 4-10-2AT 147302 KATARZ+0000 mial nostiix/relav/smtnl281901 3iRwrYAXAGZ 121 sk T

Alerts

The 'Alerts' area allows you to configure notification emails if there is a mail delivery delay. You will need to allow the alerting
server to send you these alerts, so please add mxsrv10.antispamgateway.comodo.com [178.255.87.30] to your firewall/transport
rules if necessary.

@ Domain dashboard

i Force retry Show headers Delivery diagnostid] Alerts

@ Incoming
Filters
Quaranfine ‘ o
Archive Queue id In queue Sender Recipient

Spam detection setiings
Repori spam

Delivery queug

e TR LR
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Delivery Queue alerts

Send an email alert to | enferemar sddresses (seperafed by comma for more than one address)

if queue contains more than |1 iterns

if emnails remain in the gueue for more than |5 | hour(s)

Send email alert to: Enter one or more email addresses as alert recipients.

alert frequency |5 | minutels)

You can specify 2 possible criteria that will trigger notifications:
1)If queue contains more than n items: Allows you to specify how many emails are queued before notifications are sent out.

2) If email remains in the queue for more than n hour(s): Will send notification mails when the oldest mail in the queue exceeds
the age you specify (max age = 72 hours).

If you select both criteria, you will receive separate notifications for each trigger. If you uncheck both boxes, notifications will be
cancelled.

Alert frequency determines how often you will receive delivery delay notifications. Possible values are between 5-360 minutes.

Destination Routes

If there is a temporary problem with the primary email destination server, CASG will try to deliver the filtered mails to the next
destination email server that is configured. If the failure is permanent, for example, unable to resolve hostname, CASG will try to
deliver through the next alternative route.

To add additional destination routes

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Destination routes' tab.

coMODO
Antispam Gateway

[z
() Dashiboard Des
@B Domain dashboard
e +

(3 Incaming
Auarantina
AFeFe
Spam detection sethr s

Report Spanm

Clear incoming cache

The 'Destination routes' area of the selected domain will open:
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Destination routes

o= Add

[[] Route Port

] csg.comodo.od.ua 25

Save priority

e (Click the 'Add' button to add another alternative destination route

The 'Destination routes' dialog box will be displayed.

Destination routes

e Enter the alternative destination route and click the 'Save' button
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Help

*  The domain entered in the 'Destination routes' field is checked by Comodo Gateway diagnostic tool to assure the

destination route is entered by administrator correctly.
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Routes check errors.

Relay - fhhfgjgkhikjlj.com:25

Error code : 500

Ermror message : SMTP host unreachable

Relay - dgdfgfjgkhlh.com:25
Error code : 500

Error message : SMTP host unreachable

Are you sure you want to proceed with domain save ?

e (Click 'Proceed' to save a domain.

The added route will be displayed in the list.

Dashboard f Demains / Domain daghboard - docteamcasg. comodo.ed.ua / Destination routes

Destination routes

o= Add | [ Delete

) Heip

[] Route Port
] csg.comodo.od.ua 20
[F]+ casgcomodo.odua 25

Save priarity

*  |f you want additional routes to be included, click + to add more alternative destination routes.
You can also prioritize the routes by dragging and dropping from the list.
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Dashboard / Demains / Domain dashboard - docteamcasg.comodo.od.ua f Destination routes

Destination routes €) Help

o Add | [T Delete

] Route Port

[+ casg.comodo.od.ua 25

[[1+ csg.comodo.od.ua (]

Save priority

»  Click the 'Save priority' button to confirm the changes.

Click here for more details on how to check the routes.

Local Recipients

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When the 'Local Recipients' option is enabled, only existing and valid email accounts in the destination
server will be accepted. When this option is selected, all the recipients have to be added manually, else even valid users for that
account will not receive emails. Comodo recommends that this option should be used in specific cases only and not required in
normal cases.

To add local recipients

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Local recipients' tab.

1 COMODOD ol
® Antispam Gateway i

[ #} Dashboard 2

amain dashboard

rE] Incoming

Guaranline
Archive
Spam deteclion seflings
Repof spam
Delivany gueue
e AT R TTIT ot
® |ocal recipients
CIRar Incurmmg caung

Log search

The Local Recipients configuration area of tﬁe selected domain will open:
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Dashboard f Domains / Domain dashboard - docteamcasg. comodo.od.ua f Local recipients

Local recipients © Hei

Use local recipients: Save

o rdd | [ Detete @ importfrom CSViile

[[] Local recipient
Mo iterms found

1 1 [1-0/0] Perpage |15 W

e Select the 'Use local recipients' check box and click the 'Save' button
e Click the 'Add' button

The 'Add local recipient' dialog box will open.

Add local recipient

i@ docteamcasg.comodo.od.ua

o =N

»  Enter the recipient's in the E-mail field
Add local recipient

E-mail | user i@ docteamcasg.comodo.od.ua

o R

e (Click the 'Save' button

Repeat the process till you have added all the users.
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Dashboard f Domaing f Domain dashboard - docteamcasg comodo.od.ua / Local recipients

Help

Local recipients

Use local recipients:

o Add | [ Delete % Importfrom CSV file

[[] Local recipient
[[] user1 @docteamcasg.comodo.od.ua

[ user2@docteamcasg.comodo.od.ua
Perpage |15 w

1 i

To delete a local recipient

Select the user that you want to delete and click the 'Delete' button

Domain dashboard - docteamcasg.comodo.od.ua / Local recipients

Dashboard f Demaing f

Help

Local recipients

Use local recipients:

of= Add ([ Delete) 3 Importfrom CSVfile

[[] Local recipient

userl @docteamcasg.comodo.od.ua

[[] user2@docteamcasg.comodo.od.ua
Perpage |15 w

1 i
¢ Click 'OK' to confirm.

Delete local recipient(s)

@Are wou sure you want to delete the selected

recipients?

The selected recipient will be deleted from the list

Tip: You can select multiple recipients to delete by pressing and holding the Shift or Ctrl keys.

87

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved



Comodo Antispam Gateway - Ad m_i_p__i____s_trat—o-r‘G’OTH_éf | COMODO

Creating Trust Online®

=

To import local recipients from CSV file

You can add many new users at a time by importing from a file. The users should be saved in separate lines as shown below:

user1
user2
user3
*  Click the 'Import from CSV file' to import new users from a CSV file.

Dashbeard f Domaing f Domain dashboard - docteamcazg.comodo.ed.ua / Local recipients

Local recipients Help

Use local recipients: m

1 Import from CSV file

user! @docteamcasg.comodo.od. ua

o Add | [ Delete

[[] Local recipient

[l user2@docteamcasg.comodo.od.ua

1 i Perpage |15 W

e Click 'Upload', navigate to the location where the file is saved and click the '‘Open’ button. The maximum size of the file
that can be uploaded is 9 MB.

Upload csvile.
Each line should contains the username of a local recipient

For example:

testuser
testuser

Llpload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes onfy a remaining part of not

imported task.
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Disshbeard J Domairs FDotain deshboard - docteameasy comodo. od s f Local reciiants

Local recipients Hlp

Imiport is in procass. Please wail x|

Use local reciplants m
o 2dd | [ Delete ¢ Remove import task

Local recipiem

userl @docteamcasg comodo od ua £

user2iddoctearmncasg comodo.od ua
| i

Perpage |15 e

On completion of the upload process, the results will be displayed.

Cashbosrd f Domeines § Domain dashboand - doctesncesn conpop.od s |/ Local reciplents:

Local recipients Help
Total lings processed 7 &
Impored 6 usen(s) &
Impornt for domain doctearmcasg. comodood ua has been finishad E

. A
Uee local recipients: 1 m

o add T oetete £ Impor rom CEVAile

| Lecal recipient

alan@docteameasgy. comodo. od.us
black@docleameasg.comado.od.us
bob@docteameasy comodo.od ua

| duncang@docteameasg.comodo.od.us
lenmy@docteamicasy.comodo.od.ua

] jsmilhipdocteameasg.comodo.od.ua
user @docteameasy comodo, od us

] userdi@docteameasg.comodaod.ua

1 il Perpage |15 w

The local recipients from .csv file will be uploaded and the administrator who carried out the task will receive a notification about
the import task completion.

Clear Incoming Cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When an email for a certain recipient is permanently rejected by the destination server with a 5xx error
code, the destination address of the recipient is considered invalid and all emails sent to the recipient will be rejected. CASG

filtering servers caches this information locally for up to two hours. CASG interface allows you to clear the callout cache without
waiting for the servers to clear it.

To clear incoming cache

e Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Clear incoming cache' tab.

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 89



cCOMODO

Creating Trust Online®

| COMDODOD
Antispam Gateway

@8 Domain dashboard

|f| INcarmnig
Guarantineg
Archiee
Spam deleclion setings
Report Spam
Dalivery queus
Destination rnoules
Local recipients
B Clear mcamming cache

LOg sEdicii

The 'Clear incoming cache' area of the selected domain will open:

Daghgosrd fDoimans [ Domain daghbosrd - doctesnesen comodeod s FCleer inComing cacha

Clear incoming cache © oo

Here you can clear the incoming callout cache for domain

*  Click the 'Clear' button
The callout cache for the incoming domain is cleared.

Daghiposrd FRomans / Domain dashbosrd - dociesmess o comodo.pd 4a / Clear incoming cache

Clear incoming cache © Heip

Cache was succasshully clearad. [ x|

Here you can clear the incoming callout cache for domain

e Click the (X button to close the notification.
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Log Search

The Log Search option in CASG allows you to search for a specific email message.

To search logs for incoming mails

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Log search' tab.
COMODO
Antispam Gateway

’;" Dashboard
Cﬁ: Domain dashboard
(3} Incoming

daranting

Spam detection sellings

Report spam

Dielivery queus
Destination routes

Local recigianis

The 'Log search (incoming)' interface of the selected domain will open:
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Dashboard f Domaing / Domain dashboard - docteamcasg. comoedo.od.ua / Log search (incoming)

Log search (incoming) Help

Date range: |2014-10-26 AM 10:49:15 u -1 2014-10-27 AM 10:49:15 [_]

Message ID:
Sender.

Recipient: @docteamcasg.comodo.od.ua

Sender IP.
Sender host:

Predicate: |AND v

Include results from the last minutes: [T

Search

»  Date range: Select the date range for which you want to search the log file. The date range for which the log search
can be processed depends on the settings configured in Domain Seftings > Log retention period.

*  Message ID - Enter a unique message identifier (optional )

«  Sender: Enter a sender email address in this field.

*  Recipient: Enter the email address in this field (for example, 'testuser1’).
«  Sender IP: Enter the IP address of the sender.

»  Sender Host: Enter the sender host name.

*  Predicate: You have the option to select either 'AND' or 'OR" in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

* Include results from the last minutes: If selected, CASG will include messages that are currently being migrated from
the filtering server to the logging server in the search results.

The oplion *Include results from the last minutes® will slow down the search rasult retrieval (%

¢ Click the 'Search' button.

CASG will search for the entered terms and display the results.
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Date and time Host (Exim id) Sender hostname Sender Recipient Subject Classification
mxsrv1.spamgateway.cor mxsrv2.spamgateway.cor Accepted
2014-10-28 13:37:05 o ’ ) ’ demo@csg.comodo.odu demaoi ,0Q demo 2 M tent looked
1Xj6x000BET B2 178.33.199.66 @csg viessage content fooke
like non-spam
mxsrv1.spamgateway.con mxsrv2.spamgateway.con Accepted
2014-10-28 13:37:05 . ' ) ' demo@csg.comodo.odu demo2 ,0Q demo 2 Message content looked
1Xj6xK-0008ET-B2 178.33.199.66 @cs0 . 9
like non-spam
mxsrv1.spamgateway.con mxsrv2.spamgateway.cor Accepted
2014-10-28 13:36:33 o ' ) ' demo@csg.comodo.od.u demol ,Re:DQdemo | Message content looked
1Xj6wo-0007pb-Ag 178.33.199.66 @0 essag
like non-spam
mxsrv1.spamgateway.con mxsrv2.spamgateway.con Accepted
2014-10-28 13:36:33 o ’ ) ’ demo@csg.comodo.odu demo2 ,Re:DQdemo  |M tent looked
1Xj6wo-0007pb-Ag 178.33.199.66 @csg viessage content fooke
like non-spam
Rejected
20141028 133432 TSTVZ.Spamgateway.con MXSIV.Spamgateway.cor yo oo oo comodo.odu demod \DQ demo E A )
1¥j6up-00070G-Jb 178.33.199.65 restriction for this
recipient
Rejected
2014-1028 133432 TSIV2.SpaMgaleway.con MXSIV1 Spamgateway.con . o000 comodo.odu demo2 .DQ demo R
1Xj6up-00070G-Jb 178.33.199.65 restriction for this
recipient
Accepted
2014-10-2813:06:4g  TXSTV1.SPAMGAeWay.cor MASIV2 SPAMGAIEWAY.COT yo o000 comodo.odu demo? Archive email 2 o

Domain Aliases

1Xj6ms-0008Pk-CK

178.33.199.66

The Domain aliasing feature in CASG allows the administrator to add multiple domains as aliases for the main domain. After
adding a domain alias, the MX records should be configured to activate the filtering process for this domain alias. Once this is
done, mails sent to users at alias domain will be filtered and delivered to users at main domain. For example, if you add
testdomain.org as an alias domain for the main domain festdomain.com and mail sent to user1@festdomain.org will be filtered
and delivered to useri@testdomain.com. The 'To:" headers in the email will still display the original recipient as
user1@testdomain.org.

To add domain aliases

»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Archive' tab.
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H Domain dashboard

*) Incoming
Quaranfine
Archive
Spam detecion setings
Report &pan

Delvery queus

Log search

Doemain aiases

Domain seftings

Manage repon subscripBons

Relay resfricions

The 'Domain Aliases' interface of the selected domain will open:

Dashbosrd ¥ Domains § Domain dashbosr - doctesncasg comodo od us J Domain slisses

cCOMODO

Creating Trust Online®

Domain aliases © Hen
o scd | T Delete
[¥] Mias
LR
e (Click the 'Add' button to add a domain alias for the selected domain
The 'Add domain alias' dialog box will open.
Add domain alias
E | Cancel
e Enter the domain alias name in the 'Alias’ field
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Add domain alias

Alias
alias.od.ua

o R

e (Click the 'Save' button
The domain will be added to the main domain as alias and will be listed in the interface.

Dazhborrd f Domeins § Domein deshbosrd - doctesmorse comodo.od wa § Domein alieses

Domain aliases © +on
o add | T Celete
| Alias

alias.od.ua

¢ To delete a domain alias, select the domain alias from the list and click the 'Delete’ button

Lashboard f Domains § Domain dashbosdd - dociesncasn comod od us § Domsin aliasas:

Domain aliases © rei

[@] Alias

#] aliaz.odua

¢ Click 'OK' to confirm the deletion.

Alias removing

@Are wou sure you want to remove selected

aliases?

The selected domain alias will be deleted from the list.

Domain Settings
An administrator can configure various settings for the selected domain such as primary contact email address, the
administrator's email address and maximum number of bounces allowed before a mail being rejected.

To configure domain settings
»  Click the 'Incoming' tab on the left hand side navigation to expand and then click the 'Domain settings' tab.
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4 coMODOD

Antispam Gateway

pCal recipients

Clear incomidng cacha

The 'Domain Settings' interface of the selected domain will open:

Dashboard / Domaing / Domain daghboard - docteamcasg. comode.od ua / Domain settings

Domain settings © e
' A
Maximum bounces: |6000 i
] ! - |
Log retention peried: |30 |
] -
Maximum days to retry: |4 =

Change locale for system messages: |English | v

Max. number of users: éUnIimited

Enable archive cleanup:
Retain Archived items for: |5 c |Months | w
Enable user auto-login: [

Days before cookie expiration: c

Email for license notifications: §bob@docteamcasg.comodo.od.ua

Timezone : | (GMT) Coordinated Universal Time v

Reset to default
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*  Maximum bounces: Each recipient of the selected domain will be limited to receive only these many message bounces
set in this field per hour (messages from postmaster addresses or with an empty envelope sender). Please note that if
the number of bounces exceeds the limit set in this field, the messages are not quarantined but are permanently
rejected and will not be received later. You can set this to a low value, if the users at the selected domain do not send
mails to invalid addresses frequently. By default this field is set to 6000.

*  Log retention period: All spam and non spam email connections to a domain are logged in the CASG server. By default
the storage period of this log is 30 days. You can store the log for a longer period by entering the number of days that
you want to store in the field. After the end of set period, the log data will be moved to a separate storage and cannot
be retrieved.

e Maximum days to retry: If the destination route has temporary problems, the messages are queued and automatically
retried at fixed intervals for the number of days entered in the field. Even after this period if the emails cannot be
delivered, they are bounced to the sender. By default, this is set to 4 days, the main reason being that the senders
should be aware that his\her messages are not being delivered for 4 days.

«  Change locale for system messages: Allows you to choose the language in which the messages from CASG are to be
displayed and sent to the administrators of the domain, according to the location of them. Choose the language from
the drop-down.

«  Max. number of users: Enter the maximum of users that can be added for this domain. Leaving this setting as
'Unlimited' will allow you to add up to, but not exceed, the maximum number of users permitted by your current
license. This can also be done while creating a domain or in the editing domain interface.

»  Enable archive cleanup: Allows you to enable or disable the auto-clean up of archived incoming mails in the archive
storage. This option is available for customers that has purchased archive storage from Comodo.

»  Retain Archived items for: Allows you to set the period in months or days, for which the archived mails should be
retained in the archive storage, if you have enabled archive clean-up. The messages that are older than the period set
in this field will be purged automatically.

«  Enable user auto-login: If enabled, end-users can login into their CASG account without entering their credentials. On
first login, the users will be asked to confirm their auto login. The users can also change the settings on their "My
Profile' page. The users' credentials will be stored in the browser' as auto-login cookie and will be valid for the number
of days that is entered in the next field 'Days before cookie expiration'.

»  Days before cookie expiration: Allows you to enter the validity period of the auto-login cookie (in days) for the end-
users, if you have enabled user-auto-login. Upon expiry of the cookie, the users need to provide credentials while
accessing their CASG account. The period starts after each login by the user.

»  Email for license notification: Enter the email address for receiving license notifications for this domain. You can enter
different email addresses for different domains for receiving notifications with respect to CASG license. If the field is
left blank, then license notifications will be sent to admins' registered email address in Comodo Accounts Manager
(CAM).

«  Timezone - Allows you to choose the zone for the domain, depending on the location from which it is hosted. CASG
will use the selected time-zone for events which concern that domain, especially for maintaining the quarantine list,
archive list, log search, reports and report subscriptions.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and
999999 in the 'Max. number of users' field, but CASG checks if the total number of users for all domains is within your license
limit.

*  C(lick 'Reset to default' to reset default settings in CASG.
»  Click the 'Save' button.

A confirmation dialog indicating the successful configuration of the domain settings will be displayed. Click 'X".

Successfully saved a8

Manage Report Subscriptions for Selected Domain

The Manage report subscriptions interface accessible from the 'Incoming' configuration area of a selected domain allows the
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administrator to configure the subscription to the periodical Domain, User import and Quarantine summary reports generated for
that domain. The administrator can also specify the self and peer administrators of that domain to whom the reports are to be
delivered. Refer to CASG Reports - an Overview for more details on the reports.

To access Manage report subscriptions interface

*  Click the 'Incoming' tab from the left hand side navigation to expand it and then click the 'Manage report subscriptions'

tab.
! cCOMODO
Antispam Gateway

{_f‘:' Dashboard ["__‘
e,
5 Domain das

(i] Incoming

The 'Manage report subscriptions' interface will be displayed:
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Dashbeard ¢/ Domans £ Domain dashboard - cagoad comedo od. ua f Manage repart subscnplicns

Manage report subscriptions Help

Report recipients

& Domain statistics report

Penod Hour Day of month Day of week Send emply Enabled  Start date (GMT) | Report length
¥ Every hour 2'Every day Every week day
Choose Chaase Choose

© Quarantine report
© Quarantine release report
O Reported Spam report

£ Users auto-import report

Riesel seflings to default

The Report recipients field will not be auto-populated as it does in the interface of Customer Management > Managing Report
Subscriptions. Enter the email address of the administrators belonging to that domain in the text field separated by a comma
after each email address.

Dashkoard f Domains / Domain dashbosrd - csggad comodo od us f I.l'ur.ugl report subscripbons

Manage report subscriptions Helo

Report recipients

user?7@csggad comode od.ua userl@csggad comodo odua

*  You can expand/collapse a report configuration section by clicking on the respective strip.

»  Clicking the 'Reset settings to default' button will disable all the reports. The 'Report Recipients' field will not be
cleared.

The administrator can configure the subscription for three types of reports from this interface:

*  Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly will
contain a detailed statistics of the mails that are identified as spam or containing malicious content and moved to
Quarantine of the domain automatically by CASG. Refer to CASG Reports - An Overview for more details.

»  Domain Statistics Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly will contain a detailed statistics of number of users, mails that have been received at and sent from the
domain, number of spams identified and blocked and so on. Refer to CASG Reports - An Overview for more details.

»  Users auto-import report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly will contain details of new users that were auto-imported based on incoming mails received for them at the
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mail server. For more details on configuring CASG for auto-importing new users, refer to the section Managing User
Auto-import. Fore more details on the reports, refer to the section CASG Reports - An Overview .

*  Quarantine Release Report - The periodical report which can be configured to be received hourly, daily, weekly or
monthly will contain a detailed statistics of the quarantined mails that are released by the administrator to the recipient.
Refer to CASG Reports - An Overview for more details.

*  Reported Spam Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly
will contain a detailed statistics of the mails that are reported as spam by administrators and users. Refer to CASG
Reports - An Overview for more details.

To configure the subscription of the reports

»  If you want the administrators of the account to receive the periodical reports, select the 'Enabled' checkbox in the row
of the respective report type. If both the reports are required, you can select both the checkboxes.

*  Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.
»  Select the frequency of the report to be sent to the administrators from the options for:

*  Quarantine Report;

*  Domain Statistics Report;

»  User Auto-Import Report;

*  Quarantine Release Report; and
*  Reported Spam Report.

Quarantine Report

& Quaraniine report

Haosur Diay of month Day of weak Send empty Enabled = Start date (GMT) Report kength

Every hour W Every day Every wesk day
®Choose Choose ¥ Choose

- A +| Monday -
\ Tuesday 9 Jun 29,2015 03:00 Ne:ﬂ_rr;rr\-rr ‘c'Z_‘.‘:f}:.-:_l‘.'ﬁrn mst
Wednesday |2 fun (2015-06-25 17:00)
7] 2 Thursday
& Friday

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

o Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

»  Report length - Displays the period of the report that will be generated depending on the options chosen.
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Domain Statistics Report

& Domain statistics report

Period Hour Day of month Day of week Send empty Emabled Start date (GMT)  Report length
W Every howr W Every day Every wesk day
Choose Choose ¥ Choose
- i Sunday = -
e —— Next report for last
] monday . — Jun 29,2005 week(s) from last
Weekd = = Cd
¥ b e = 0000 run (20150622
e 17:00)
& day
2 Thursd oL

»  Period - Enables you to set the period to be covered in the report. The report will contain the statistics of all
the domains in the account for the past one hour, one week, one month or one year, as selected from drop-
down from the scheduled report time.

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

«  Day of month - The reports will be generated and sent to the administrators every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

User Auto-Import Report

£ Users auto-import report

Hour Day of month Day of week Send empty |~ Enabled  Start date (GMT) Report length
Every hour Every day Every week day
¥ Chooae B hoose ¥ Choose
- _—
] 3 - 1 Tuesday
Wednesday e e Next report for 224 day(s) from
. : o Feb 03, 2016 03:00
I ) ) e last run (2015-08-25 17.00)
7] 5 3 Thufsday |
. ¥ Fricay i
G
. s ] Saturday

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

«  Day of month - The reports will be generated and sent to the administrators every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.
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Quarantine Release Report

& Quarantine release report

Hour Day of month Day of week Send emplty ~ Enabled = Start date (GMT) Report length
Every hour R Every day Every week day
¥ Choose Choase B Choose
5 2 ¥ Sunday 4
A A N . for 95 dav(s) fr
+ 1 | Monday 1 7 Jun 26,2015 0100 ext report for 935 day(s) from

_ last run (2075-03-25 00-00)

uesday
Wednesda

Thursday N

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

o Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

Reported Spam Report

& Reported Spam report

Hour Day of month Day of week Send empty Enabled = Start date (GMT) Report length
Every hour ¥ Every day Every week day
@ Choose Choose ® Choose
0 g 5 ¥ Sunday g

Mext report for 95 day(s) fram

1 Manday | 7 Jun 28,2015 02:00
| ) lazt rwr (2015-03-25 00:00)

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of
the day or date chosen from 'Day of month' or 'Day of week' columns.

«  Day of month - The reports will be generated and sent to the administrators every day or on the specific day
every month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day
every week chosen at the hour selected from the 'Hour' column.

o Start date - Displays the start date of the report generation depending on the options chosen (as per
Greenwich Mean Time (GMT)).

»  Report length - Displays the period of the report that will be generated depending on the options chosen.

»  Click 'Save' for your settings to take effect.

Relay Restrictions
The 'Relay restrictions' interface allows administrators to specify Message Transfer Agents (MTA), mail servers or other mail
relays from which incoming mail to a domain should be accepted or strictly rejected.

For example, a business that has regional offices can configure their regional systems to accept only incoming emails from the
email servers at the home office.

Email administrators can define the Organization names from which emails can be accepted or rejected. CASG parses the mail
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headers of each incoming mail to ensure the existence of an MTA's IP address or FQDN of the organization before accepting
the mail. If the organization name is not known, administrators can use the 'Lookup' feature from the interface itself by entering

the IP address of the email domain name of an incoming mail.

To add a relay restriction rule
*  Click the 'Incoming' tab from the left hand side navigation then click the 'Relay Restrictions' tab:

9 cCoMODOD
Antispam Gateway

TN,

1"—:1 Domain da

Jashboard

Doma
Manans ransdt ciibseriplions

Relay restnchons

Gealacalion resicions

The relay restrictions interface for the selected domain will open:

Domain dashbeard - docteamcasg.comode.cd.ua / Relay restrictions

Dashboard / Domains

o Add | I Delete | 2 Edit

[C] Restrict email acceptance to the following relay servers

Organization name Policy

© Google Inc. Accept

»  Select the 'Restrict email acceptance to the following relay servers' check box .

e (Click the 'Add' button

The 'Add restriction' dialog will appear.
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Add restriction

Organization name :

|
Policy @ Accept CReject

Lookup IP for organization name :

Save | Cancel |

*  Enter the organization name in the 'Organization name' text box

*  If you are not sure about the organization name, obtain the IP address of the mail server from any incoming
mail from the organization and enter it in the 'Lookup IP for organization name' field. Click 'Lookup' to
perform the search.

e CASG will perform a lookup from WHOIS.com website and auto-populate the Organization name field.
»  Choose the acceptance policy for emails from the organization's mail server:

e Accept - All mails from the selected organizations will be accepted. Those from other organizations will be
blocked.

*  Reject - All mails from the selected organizations will be blocked. Those from other organizations will be
accepted.

e (Click 'Save' for the rule to take effect.

Relay restrictions now enabled. ﬁ

*  Repeat the process till you have added all the organizations.

The administrator need to add a rule for each organization from which the mails are to be accepted or rejected.

lllustrations:

1. For example, if you want to accept mails only from two domains, namely gooddomain1.com and gooddomain2.com and
reject mails from all the other mail servers, create two rules, one for gooddomain1.com and other for gopoddomain2.com.

e Rule 1- Accept gooddomain1.com and block all other domains

e Rule 2 - Accept gooddomain2.com and block all other domains

Only the incoming mails from gooddomain1.com and gooddomain2.com will be accepted. Those from all the other domains will
be rejected.

2. For example, if you want to block mails only from two domains, namely baddomain1.com and baddomain2.com and allow
mails from all the other mail servers, create two rules, one for baddomain1.com and other for baddomain2.com.

e Rule 1-Reject baddomain1.com and allow all other domains

e  Rule 2 - Reject baddomain2.com and allow all other domains

Only the incoming mails from baddomain1.com and baddomain2.com will be blocked. Those from all the other domains will be
accepted.

You can create any number of 'Allow" and 'Reject' rules. The 'Accept 'rules have more priority and reject rules will be skipped in
case of any rule conflict.
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The incoming mails from blacklisted domains in the global or domain blacklist will be rejected even if they are accepted by the
relay restrictions rules. The priority order of rules checked on allowing an email is as follows:

1. Global blacklist

2. Domain whitelist/blacklist
3. Relay restriction rules

4. Per user whitelist/blacklist

Note: The 'Relay restrictions' is disabled for TRIAL customers.

Editing Relay Restriction Rules

You can change the organization name or acceptance policy of any rule at any time.
To edit arule
e Choose the rule to be edited and and click the 'Edit' button.

Daghboard / Demaing / Domain daghboard - docteamcasg.comede.od.ua / Relay restrictions

o= add [ Delete

fhe following relay servers

Policy
Accept
Accept

Accept

Add/Edit restriction

Organization name :
Rediff com India Limited|
Policy @ Accept ©)Reject

Lockup IP for organization name :

| Cancel

The Add/Edit restriction dialog will appear.

»  Edit the fields and policy options as required. For more details refer to the explanation under To add a Relay
Restriction Rule.

»  Click 'Save' for your changes to take effect.

Removing Relay Restriction Rules

You can remove unwanted rules at anytime from CASG.
To remove a Relay Restriction rule

*  Choose the rule you want to remove and click the 'Delete’ button

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 105



cCOMODO

Creating Trust Online®

Delete restrictions

= Are you sure you want to delete the selected
@ restrictions?

e Click 'OK"in the confirmation dialog.

Geolocation Restrictions
The 'Geolocation restrictions' interface allows administrators to specify the country from which CASG administrators and users

can access the CASG web interface. By creating access control policies, you have better control in deciding from which
locations admins and users can access the web interface thus minimizing the security threat.

To create a geolocation policy

»  Click the 'Incoming' tab from the left hand side navigation then click the 'Geolocation restrictions' sub tab:
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The geolocation restrictions interface for the selected domain will open:

Dashiboard § Domans / Domain dashboard - ceqoad comodo od ua / Geolocation restrictionz

Geolocation restrictions
o= 2dd | [ Detete  # Edin

¥ Enable geclocation restrictions

Country name Country code Policy
Lnited States us Accept
) Angola AD Reject

»  Enable geolocation restrictions - Allows administrators to apply the geolocation restriction policies. Select the check
box to apply the policies in the list.

From the interface, you can:

»  Add a geolocation restriction policy

»  Edit a geolocation restriction policy

»  Delete a geolocation restriction policy
To add a new geolocation restriction policy

e Click the 'Add' button
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Dashboard f Domaing f Domain daghboard - ceggad comods od.ua / Geolocation restrictions

Geolocation restrictions

@ﬁ Delete " Edit

¥ Enable geclocation restrictions

Country name Country code Policy

The 'Add country restriction' dialog will appear.

Add country restriction

Choose country

Policy ':‘:':'Amept ':::'Reject

Save | Cancel |

»  Select the country from the 'Choose country' drop-down

Add country restriction

Choose country

Alghanistan

Aland Islands
Albania

Algeria

American Samoa
Andorra

Angola

Anguilia
ANGNymMous Proxy
Antarclica

Antigua and Barbuda
Argenting

Armdnia

Aruba

AsiaPacific Region
Alstraha

Asinia

Azerbaijan

Bohaman

RS B

»  Choose the geolocation restriction policy for accessing the CASG web interface

e Accept - Admins and users from these countries are allowed to access the web interface
*  Reject - Admins and users from these countries are not allowed to access the web interface

cCOMODO
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Add country restriction

Choose country

Policy O Accept @ Reject

Save | Cancel |

»  Click 'Save' to create the policy

To edit a geolocation restriction policy
A geolocation restriction policy cannot be edited for a country. But you can change the country for the policy.

»  Select the policy for which you want to change the country and click the 'Edit' button

Dashboard # Domaing / Domain dashboard - csnnsd .comods.od.ua / Gelocation restrictions

Geolocation restrictions

e 2ad | [ Delete

¥ Enable geolocatig restrictions

Country name Country code Policy
uUs Accent
AD Reject
AF Reject

»  Select a different country from the drop-down

Add country restriction

Choose country

Afghanistan|

Policy O Accept @ Reject

Save | Cancel |

»  Click the 'Save' button for the changes to take effect

To delete a geolocation restriction policy

»  Select the policy that you want to remove from the list and click the 'Delete’ button
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Lashboard / Domains / Coman dashboard - cagoed comode od ua / Geclocation restrictions

Geolocation restrictions

gfclacation restrictions

Country code Paolicy
itates us Accept

AD Reject

Al Reject

»  Click 'OK" to confirm the removal of the selected geolocation restriction policy from the list

Delete restrictions

restrictions?

@ Are you sure you want to delete the selected

The policy will be removed from the list.

321143 Outgoing

To be able to send outgoing email, first a valid user needs to be added to the filter cluster. This can be done from the web
interface. The following ports are available for the outgoing service:

e SMTP AUTH: Port 25 or 587
e SMTP StartTLS Port 587
e SMTP SSL Port 465
Comodo recommends port 587. The outgoing service listens by default on all IPv4 addresses activated on the server.

Create a separate outgoing user on the filtering cluster for each end-user to relay outgoing email and use an "automatic user
locking" to automatically close the account in case abuse is detected. There are two methods you can make per-user
authentication to work - The first method is to instruct all end-users to authenticate directly to the filter cluster for their outgoing
emails or in the second method, configure your current outgoing SMTP server so that it authenticates each end-user separately
to the filter cluster for all outgoing emails. If you choose the second method, how easily you can configure your SMTP server
depends on the SMTP software.

While using per-user authentication for outgoing mails, ensure to set the limits correctly based on the usage of the end-user and
enable automatic locking.

If you find using the per-user authentication method for outgoing mails too cumbersome to set up, the other alternative is to use
smarthost setup. In this method, you add a single outgoing account either based on IP or username/password in the filtering
server and point all outgoing emails to this server, thus using the filtering cluster as smarthost. Most email servers have
'smarthost sefting' feature with which you can easily accomplish the task of configuring outgoing email filtering. Make sure to
disable the 'automatic user locking' setting to prevent the full server account getting locked even if one end-user sends out spam
email. Also ensure to enable 'block spam' so that individual spam messages will be blocked and the administrator notified.

While using smarthosting setup for outgoing mail filtering, ensure to set the limits correctly per user based on the server.

In the 'Outgoing' area of the Manage Domain section you can set a user account for spam checking, clear outgoing cache,
search for outgoing email messages and outgoing spam checking.
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X5 Account management

Click the following links for more details:

+  Clear outgoing cache

* Log search
»  Users
Clear outgoing cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses existing/non-existing email
accounts at the destination mail servers to minimize the number of recipient callouts. When an email for a certain recipient is
permanently rejected by the destination server with a 5xx error code, the destination address of the recipient is considered
invalid and all emails sent to the recipient will be rejected. CASG filtering servers caches this information locally for up to two
hours. CASG interface allows you to clear the callout cache without waiting for the servers to clear it.

To clear outgoing cache

»  Click the 'Outgoing' tab on the left hand side navigation to expand and then click the 'Clear outgoing cache' sub tab.
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B Clear outgoing cache

Email management

The 'Clear outgoing cache' area of the selected domain will be displayed:

Dazhbonrd f Domaings f Domein dashbosrd - dochemncasg comodo od us f Clesr oubgoing cache

Clear outgoing cache @ 1o

Here you can clear the outgeing callout cache for domain

e (Click the 'Clear' button.

The callout cache for the outgoing domain is cleared.

Cache was succassiully cleared E

e Click 'X"to close the 'Cache successfully cleared' dialog box.

Log search

The Log Search option in CASG allows you to search for a specific outgoing email message.

e Click the 'Outgoing' tab on the left hand side navigation to expand and then click the 'Log search' sub tab.
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The 'Log Search (Outgoing)' interface of the selected domain will be displayed:

Dashboard f Domains / Domain dashboard - docteamcaszg. comoedo.od.ua f Log search (outgoing)

Log search (outgoing) @ rein

Date range: | 2014-10-26 AM 11:35:40 u -1 2014-10-27 AM 11:38:40 |-

Message D
Sender.
User @docteamcasg.comodo.od.ua

Recipient:
Sender IP:
Sender host:

Predicate: |AND v

Classification: |All w

Include results from the last minutes: [

»  Date range: Select the date range for which you want to search the log file. The date range for which the log search
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can be processed depends on the settings configured in Domain Settings > Log retention period.

*  Message ID - Enter a unique message identifier (optional )

e Sender: Enter the sender email address in this field.

»  User: Enter the username of the outgoing email address for in this field (for example, 'testuser1’).

»  Recipient: Enter the email address in this field. (for example, 'testuser1@example.com’).

e Sender IP: Enter the IP address of the sender.

e Sender Host: Enter the sender host name.

COMODO
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*  Predicate: You have the option to select either 'AND" or 'OR" in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

o Classification: Select the type of email that you want to search from the drop-down options.

* Include results from the last minutes: If selected, CASG will include messages that are currently being migrated from
the filtering server to the logging server in the search results.

The option *Include results from the [3st minutes® will slow down the search result retrieval

Click the 'Search' button. CASG will search for the entered terms and display the results.

Date and time

2014-10-28 13:37:05

2014-10-28 13:37:05

2014-10-28 13:36:33

2014-10-28 13:36:33

2014-10-28 13:34:32

2014-10-28 13:34:32

2014-10-28 13:26:19

Sorting the Entries

Host (Exim id})

mxsrv1.spamgateway.con
1Xj6xK-0008ET-B2

mxsrv1.spamgateway.con
1Xj6xK-0008ET-B2

mxsrv1.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv1.spamgateway.con
1Xj6wo-0007pb-Ag

mxsrv2 spamgateway.con
1Xj6up-00070G-Jb

mxsrv2. spamgateway.con
1Xj6up-00070G-Jb

mxsrv1.spamgateway.con
1Xj6ms-0008Pk-CK

Sender hostname

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mxsrv2.spamgateway.con
178.33.199.66

mixsrvl.spamgateway.con
178.33.199.65

mxsrvl.spamgateway.con
178.33.199.65

mxsrv2.spamgateway.con
178.33.199.66

Sender

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

demo@csg.comodo.od.u

Recipient

demo

demo2

demo

demo2

demo

demo2

demo2

Subject

,DQ demo 2

,DQ demo 2

JRe: DQ demo

,Re: DO demo

,0Q demo

.0 demo

Archive email 2

(%]

Classification

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Accepted
Message content looked
like non-spam

Rejected
Rejected by relay
restriction for this
recipient
Rejected
Rejected by relay
restriction for this
recipient

Accepted

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Downloading the Report

The 'Download' button allows users to download the log report of sent mails for the filters entered and/or selected.

e (Click the Download button.

The download dialog will be displayed.
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et

- ™
Opening cutgeing.docteamcasg.comodo.od.ualogs.zip u

You have chosen to open:

g outgoing.docteamcasg.comodo.od.ua.logs.zip
which is: WinRAR ZIP archive

from: . & o

What should Firefox do with this file?

) Openwith | WinRAR.ZIP (default) -

i@ i Save File

[] Do this automatically for files like this from now on.

0] ] ’ Cancel

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be
saved in the folder that you have configured for saving download files. The values in the log report will be separated by commas
and this file can be opened with appropriate application such as Excel or Openoffice Calc for easy analysis.

Users

Outgoing email messages should be checked for spam or malicious content because of the risk such content poses to the
organization's reputation. Often the outbound email path bypasses the system that scans incoming emails from the internet, and
instead sends the emails directly out to the destination. Filtering the outgoing user's mail also prevent spam from reaching end
user mailboxes.

Configuring User's Email Client for Outgoing Mail Filtering
The email clients of the users added for outgoing email filtering must be configured to point to CASG service.
In the Account Settings interface of the user's email client, enter the following details:

*  Smtp server: mxpool1.spamgateway.comodo.com

e Connection Security: STARTTLS or SSL

e Port: 587

e Username: <username@domainname.com>

To access the 'Outgoing users' interface:

e Click the 'Outgoing' tab on the left hand side navigation to expand and then click the 'Users' sub tab.
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Dashboard
Domain dashboard
Incoming

Outgoing

Clear outgoing cache

The 'Users' interface of the selected domain will be displayed:

Caghiesard FDomairs [ Domsin deshbased - doctasmeass comada od ua FOulgaing usars
Qutgoing users
o rgd 0 Delete & Eon
e Filters
7] Usermamme Lackd

] bob@docteameasg.comodo.od ua

B ohni@docteamcasg.comodo.od ua

Sorting the Entries

cCOMODO

Creating Trust Online®

© Hep

£ ¥ Rafresh

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per

the information displayed in the respective column.

Using Filter option to search users
*  Click anywhere on the Filters tab to open the filters area.

Dashooard S Domans [ Doman daghboard - docieamcase comodo o ua r(’]ug:mg users

Qutgoing users
o= Add ﬁ Delete | 47 Ecit [EENEER EIERY
& Finers
+ Ugemarme v | comaing b
] Username “ Locked

"] bob@docteamcasg.comodo.od.ua

1 john@docteameazg comodo.od us

€ Hep

| £ Refresh

Agply filer
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et

You can add more filters by clicking + for narrowing down your search.

Bashbosrd f Comaing ! [oenain dashibosrd - Eoctesmcasg. comacdn of L FCubgoing u=ars

Qutgoing users Help
+ Agd ﬁ Delate f [ Mors ackions W E Rafrash
& Filtars
+ Llsamame w | conlains w
= Usamame w  equals -

| Usernanmse *  Locked

bohi@docteamcasg comodo, oo ws

You can remove a filter by clicking the icon beside it.

Available filters are:

«  Usemame: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

*  Equals: Displays all usernames that match the text entered in the text box.
* Not Equals: Displays all users except the one entered in the text box.
»  Contains: Displays all username(s) that contain the words entered in the text box.
*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
»  Starts With: Displays all usernames(s) that starts with the words entered in the text box.
*  Ends With: Displays all usernames(s) that ends with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the resullt.

Click anywhere on the Filters tab to close the filters area.

‘ E Refresh

Click the button to display all the outgoing users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

To add a new user
+  Click the 'Add' button.

Dashbasrd § Domsire § Domsin deshbosrd . decleameaszq comada od us I Oulgaing users
Outgoing users B e
M Detete ¢ Edit £ Refresh
£ Finers
O] Usarmasie “ Locked

[F] bob@docteamiasy comoda. od.ua

john@docteamcasg.comaodo od.us
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The 'Add outgoing user' dialog will be displayed.

Add outgoing user

Llsername Fassword

Edit outgoing settings
m | Cancel |

+ Enter the username for the new outgoing user that will be first part of the email address. For example, testuser. The
email address of the added user will be testuser@testdomain.com.

+ Enter the password in the Password filed. If the 'Password' field is left blank, then the 'Username’ must be an IP
address, and any connection from that IP will be considered authenticated without needing to use SMTP AUTH (Note:
authorizing IP addresses may be disabled on the system).

+ Click the 'Edit outgoing settings' button to configure outgoing settings for the user. The 'Add outgoing settings' dialog
will expand:

Add outgoing user

Username Domain Password

Edit outgoing settings

Block outgoing spam:
Automatic lock:
User lock timeout:

Maximum unlocks by timeout: |2
Enable outgoing limits:

Limit per hour.

< (L2

Limit per minute:

Valid sender address required:

Maximum number of recipients per day.

Invalid recipient limit:

x| (€3] 4>

Maximum days to retry: |3

Quarantine response: |Rejected

Bl o
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Block outgoing spam/Automatic lock
»  Block outgoing spam - Blocks all outgoing spam mails from the user.

*  Automatic lock - If CASG detects spam or malicious mail from the user, it will automatically lock the user from
sending mails for the period set in the 'User lock timeout' field.

e User lock timeout - The time in minutes the user will be locked out from sending mails after CASG detects
outgoing spam or malicious mails from the user.

e Maximum unlocks by timeout - The number of times the locked out user will be unlocked for sending out mails.
After reaching the maximum limit, the user will be locked out from sending any mails till it is unlocked by the
administrator.

«  Enable outgoing limits - Allows you to activate / deactivate limits on outgoing mails.
»  Limit per hour - The number of mails that can be sent per hour.
»  Limit per minute - The number of mails that can be sent per minute.
» Valid sender address required - If enabled, outgoing mails must have valid sender address.
«  Maximum number of recipients per day - Maximum number of recipients that a user can send mails per day.
* Invalid recipient limit: - The number of invalid recipients that a user can send mails to.

e Maximum days to retry - Maximum number of days CASG will retry to send queued outgoing mails after which
they are bounced to the user.

*  Quarantine response - Determines the response that CASG will send to the SMTP server that delivered a
message in the event that the mail is identified as spam.

Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered to the
recipient) regardless of your choice here. These options merely determine what message CASG will send back to the SMTP
mail server.

Options:
*  Rejected - Will inform the SMTP server that the email wasn't delivered to recipient. (By default is 'Rejected'.)

*  Accepted - The senders will not be notified if the outgoing mails are detected as spam. They will be blocked and
not delivered to recipients.

¢+ Click the 'Save' button.

Diashbasd d Domsins | Lomain dsshbosrs . docleameas comodo od i § OLboing users
Outgoing users e
o add | [ pelete | @ Edit | IR LRE LI £} Refresh
€ Fiters
[ Username Lockeil
bobiEdocteameasg comodo.od us
jonngbdocteamecasg comodo.od ua

smithiddocteamncasp.comodo.od ug

To delete an existing user

»  Select the user you want to delete from the list and click the 'Delete’ button.
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Deashicsard FDom&Ens § Domain deshbasrd - dochssme-asa, comoda od us [ Oulgaing usars

Outgoing users © Hei
Add ﬁ Delete ﬁ Edit More actions '|":.Ir Rafresh
s
€ Finers
7] Usermame Locked
| bot @docteamcasy comodo,od ua

] Johr@dociearncasy.comodo.od ua

7] s ih@docteameasy comoda od.usa

Tip: You can select multiple users to delete by pressing and holding the Shift or Ctrl keys.

Delete users

A Are youd sure vou want to delete the selected
@ uzers?

¢ Click 'OK' to confirm.

To edit an existing user
You can reset password, modify the outgoing settings configured from the 'Add outgoing user’ interface.
e Select the user that you want to edit from the list and click the 'Edit' button.

Caghiand f Doimans [ Domsn deshiboand - doctasnes comodlpuod ua / Oubgoing usars

Qutgoing users © Hein
+ Add ﬁ' Delete More acllons 1:1 Rifrash
£ Finers
[T W inim Locke:d

1B '|'|1ll"'l'\l'.'-'-.il1'lf a5 0, O oo, ol Ua

| john@docteameasg comodo od ua

| smith@dacleameasg comodo.od ua

»  Click the 'Edit outgoing settings' button.
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Edit outgoing settings for smithf@docteamcasg.comodo.od.ua

Llzername FPassward

Edit outgoing settings
m | Cancel |

The 'Edit outgoing settings' will be displayed.
Add outgoing user

Username Domain Password

Edit outgoing settings

Block outgoing spam:

Automatic lock:
User lock timeout:
Maximum unlocks by timeout:
Enable outgoing limits:

Limit per hour.

L ANE

Limit per minute:

Valid sender address required:

Maximum number of recipients per day:

Invalid recipient limit:
Maximum days to retry |3

Quarantine response: |Rejected

=

*  Reset the password and / or make other changes as explained in the 'Add outgoing user' section.
»  Click the 'Save' button to confirm your changes.
To manually lock outgoing user

Due to administrative or any other reason if you want to prevent a user from sending out mails, the Lock feature allows you to do
SO.

»  Select the user that you want to lock, click 'More actions' and then click 'Lock'.
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Qutgoing users

o add | [ Detete | ¢ ot | JEGEELCUCING

0 Filters
Linlock

Username
Imgort froem C5Y fie
] bk docleamiasg comodo.od.L

s impart froen INcoming users
johngpdocteamcasg.comodo.od

l" smithi@docteamcasg.comodo.ad.ua

The selected user will be locked from sending mails.

Cashicard 7 Domsice F Domsin dsstibosrd - gocleamessg comodo od us 5 Oulgoing usars

Outgoing users
o add [0 Delete | @ Edit
©) Firers

Usermalme

1o obi@docteameasg.comodo.od.ua
] ll|1|1f_:dﬂ('.€‘al11( asg.comodo.od ua

¥ smithg@docteamcasg.compdo.od ua

To manually unlock outgoing user

COMODO

Creating Trust Online®

Halp
i} Refrean
Lachked
Halp
£ Refresh
Locked
mamnual

A user who has been locked either manually or automatically (see Edit outgoing settings) can be unlocked from this interface.

e Select the user that you want to unlock, click 'More actions' and then click 'Unlock'.

Cashiboand [ Domaine ¢ Domain dashboard - docieameeso comodo od ua [ Oulgoing Lsers

Outgoing users
o 2dd T Detete | @ Edi
o Filters o

Usermame

Impet from C5 fik
pob@docteamiasg camodo.od.L

o Impcet from incoming users
chn@docteamcasg.comodo.od

¥ smith@@docieameasg. comodo. od ua

The user will be unlocked and he/she can send mails.

To import outgoing users from CSV file

¥ Help

£ % Refresh

Lockad

manusa

Administrators can import many users from a file to the outgoing users list at a time. The users should be saved in the format

shown below as an example:

user1,domainname,password
user2,domainname,password

e To import outgoing users from a CSV file, click 'More actions' > 'Import from CSV file'
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Doshibomrsd f Domeins § Domain dashbosrd - doctesncesg comodo od us § Oubgoing users

Outgoing users

¥ Help
+ Add ﬁ Delete f Edit Morg aclions E.L Rafrgsh
Lock
£) Filars
Uridock
| Useinaine Lochd
bob@docleameasg comodo.od
[ john@docteameasg.comodo.od. Frport from ncaming users
L2 emith (.n:';'!-.'tt'e BMC3S0.C0 modo.ed Ul manwual
The Upload dialog will be displayed.
Upload
Upload csv file.
Each line should contain three columns: username,domain,password
For example:
testusertestdomain testpassword
Lpload
»  Click the 'Upload' button and navigate to the location where the file is saved and click the '‘Open' button.
The upload progress will be displayed...

Dashincard fDomains f Domain dashiboard - docieamcas comodo od us I:LI‘IQGH;LISEF:

Outgoing users Help
Irmpart is in process. Please wail 8
+ Add W Dalete ;@ [ More actions v E Refresh
£ Fiters

Usermame Lacked
.:..Llf_:".'ul\'l-.Jl'l.-.l.-.:l.url'lJ.'. od.us b
] jphn@docteamcasg comodo od ua
] smilhi@docteameagg.comodo.od ua rharual

...and when completed, the results will be displayed.
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Bashioard f Domans [ Domen deshioand

- docieameasn comano od ua Outnoing users

Qutgoing users

Total lines processed 3
Irmparted 3 useris)
Impart for domain docteamcasg comodo od ua has been fimshed

o 7dd | T Delete | 4 Edit ]

t* Refresh
€) Finers

] Usermame Lacked

B '|'||':'_|1n|".9'3|1'|f asg, comodo od ua
10 hnl'i:l'll'l teamiasg comodo.od ua
| king@docleamcasg comodo.od ua
| princa@docteameasg comoda.od ua
] guesni@docleameasg comodo.od ua

| smith@docteameasg comodo.od ua

The administrator who carried out the task will receive a notification about the import task completion.

Import from incoming users

Administrators can add all incoming users to the outgoing users list by importing. If there is an outgoing user with the same
name, the import of incoming user will be skipped.

To import outgoing users from incoming users, click 'More actions' > 'Import from Incoming users'

Dashbonrd f Domains f Doman dashboard - docteamcaso comocko od us Il)_ﬂg:ng USers

Qutgoing users
o aad | [ celete | 4 £ =3

+_ 0 Refresh
£ Fitters

| Username

¥ Help

Lock

Uriock

Locked
Imgort rom CSY e

bobi@docteamcasg.comodo.od

~

smith@docteamcaso comodo od ua

-
The upload progress will be displayed...
Dashboaid f Domains § Domain dashboaid - sochasncasy comocioad s f Oubgoing users
Qutgoing users ) Help
Irpor |5 in process. Please waill [
o add | [ Detete | # Eai £} Refresh
0 Filtars
| Usernarms Lached
bob@docteamcasg comodo.od ua &4
1 |0|'||"|:\|.!“'.|' (Ia?r’caa_‘. comodo.od ua
"I]]II'C{]‘.'[I’-"':I'I'IT 350, COo odood ua w

...and when completed, the results will be displayed.
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Dashiboprn f Domains Jf Doenain dashboard - doctesmoasg comoco o us fOulgoing users

Outgoing users Help
Impaned 5 users) a8
Tatal Incoming users 7 EI
Irnpadt far dormaln docleamcaso comodo od.ua hias been finlshed a
+ Agdd ﬁ Delete f [SL More achions v tj Rafresh
£ Fittars

| Usarnaime Lockad

bobi@docleamcasg camado.od wa

] demal 'f;l."];ih:'i” casg.comodo.od.ua

| demo2@docteamcasg. comodo.od ua
_|ﬂ|'||"l'<!;l’|' cleamcasg comodo od ua
smith@docteamcaso comodood ua
lestfpdoceamcasg comodood ua

] uzert @dackeameasg comado.od ua

| userdigdacteamcasg comado.od ua
The administrator who carried out the task will receive a notification about the import task completion.

321144  Email Management

From this interface an administrator can configure the maximum size of each email and select the file types of attachments to be
allowed. An administrator can also choose to release or reject requests from users for releasing quarantined emails, adding
senders to blacklist and whitelist.
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g Antispam Gateway

Dashboard

@ Domain dashboard

@ Incoming

1 Qutgoing

@ Email management

B Email size restriction

Blocked extensions
Released requests
Blacklisted regue:
Whitelisted requests

@ Audit log

Click the following links for more details:
+  Email size restriction
*  Blocked extensions
*  Released requests
»  Blacklisted requests
*  Whitelisted requests

Email Size Restriction

In order to avoid your domain storage space getting used up quickly due to large size of emails, CASG allows you to set the
maximum size of each email that are allowed. Administrators have a choice of restricting email size of up to 250 MB. If you
require to set the size of email more than 250 MB, please contact your account manager at Comodo or please open a ticket at
support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready.

To set email size restriction

*  Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Email size restriction’
sub tab.
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coMODO
" Antispam Gateway

Dashboard

@ Domain dashboard

@ Incoming

Ty Outgoing

@ Email management

B Email size restriction

Blocked extensions
Released reguests
Blacklisted requests
Whitelisted reque:

@ Audit log

The 'Email restrictions' interface of the selected domain will be displayed:

Bashbosrd § Domains | Comsin deshbasrd - docleamcesa comodo od.us | Emal size resiricion

Email size restriction © Hew

Ermnail size restriction (ME). 100

£

*  Enter the maximum allowed size (up to 250 MB) of each email that you want to set in the 'Email size restriction' field.

If you enter a value more than 250 MB, an alert will be displayed to contact your account manager at Comodo and the email size
will be automatically set as 250 MB.

Dashbostd f Domains § Comain dashbosty - doctesncasg comocood us J Bmal size restriction
Email size restriction © Hei
Incorrect r:a:i.ir.lt',' walue, Value must be between 1 and 250 Il"h':h FEquUire mang then 250MbD pIEﬁﬁE call us E

Ernail size rasiriction (ME). 250

<>

«  If you want to set the size above 250 MB, please open a ticket at support.comodo.com or call 1.888.COMODO
(2666.6361) and have your account number ready.
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e Click 'Save' to confirm your changes.

Note: Incoming and outgoing emails with size more than the value set here will be quarantined.

Blocked Extensions

CASG allows you automatically block email attachments with certain file extensions. For example, an attachment with .exe
extension may contain malicious code which could infect a recipient's computer. Click here to see a complete list of extensions
you can block.

To add file extensions to be blocked

e Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Blocked extensions'

sub tab.
' cCOMODO
' Antispam Gateway

Dashboard

Domain dashboard

Incoming

Outgoing

Email management
Email size restriction
Blocked extensions
Re
Blacklisted reguests
Whitelisted requests

Audit fog

Domain Rules

Account management

The 'Blocked extensions' interface of the selected domain will be displayed:
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Cashbosrd J Domans FDomsin dashbosrd - docleamcasg comodo od ua § Blocked exdensions

Blocked extensions © +eip
o= soc | [ Delete  * Resetto defaul

| Blocked extension

[ bat
[ ttm
[ emd
[ com

E cpl

The list of default blocked extensions is displayed. You can sort the blocked extensions list alphabetically in ascending or
descending order by clicking the 'Blocked extensions' title bar.

e (Click the 'Add' button to include another blocked extension

The 'Add blocked extension’ will be displayed.

Add blocked extension

Comain | docteamcasd.comodo.od.ua

Blocked exensions e

¢ Enter the extension name to be blocked in the text box

You can add many extensions at a time by clicking the + icon.
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Add blocked extension

Domain | docteamcasg.comodo.od.ua

lll chim

Blocked extensions
- | 300

o R

e (Click the 'Save' button
The entered extensions will be added to the list.

¢ To delete an extension, select it from the list and click the 'Delete’ button

Dashbasrd § Domans FDoman dashbosrd - docleamcssg comoda od us [ Biocked edensions
Blocked extensions © Hen

= add "') Reset to default

] Blocked extension

[ chm
[ ade

4 4 2 iz [18-17 117

An alert will be displayed to confirm to delete the selected extensions.

Delete extensions

extensions?

The selected blocked extension will be deleted from the list and email attachment with this file extension will be allowed provided
it passes the size restriction filter.
Click the 'Reset to default' button to restore default blocked extensions in CASG.

_@' Areyou sure you want to delete the selected

List of blocked Extensions
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ade csh lib msh psct vbe
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air exe mad msh1xml pst vbscript
app gadget maf msh2xml reg vsm

as hip mag mshxml rgs vsmacros
asf hta mam msi scf ES]

asp html maq msp scr vst

asx htr mar mst script VSW
bas iim mas nexe sct vxd

bat inf mat nws sh widget
bin ins mau ocx shb wmd
btm inx mav ops shs wmf
cab isp maw otm swf wms
cer isu mda paf sys wmz
chm its mdb pcd tmp WS

cil jar mde pif u3p WSC
cmd job mdt prf udf wsf
com is mdw prg upx wsh

cpl jse mdz ps1 url xap

ort ksh msc ps1xml vb xml

Released Requests

An administrator can choose to release or reject requests from users for releasing quarantined emails from their accounts. The
release requests from users will be notified to all admins for that account via emails and will also be displayed in the interface.
The users who requested for release of quarantined emails will also receive email notifications.

Note: User who have been assigned as 'Power User' can release quarantined mails without approval from the administrators.
See the section 'Groups & Permissions' and 'Managing Permissions' for more details.

To open the released requests interface

e Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Released requests'
sub tab.
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The list of emails that users requested to release will be displayed. The list contains nine columns providing information about
the requested user, subject, the sender, details of the recipients, details of recipients in CC list, the date they were sent, the
reason they were quarantined and the size of the email. The last column indicates whether there is any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per

the information displayed in the respective column.

Using Filter option to search released requests

Click anywhere on the Filters tab to open the filters area.
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You can add more filters by clicking + for narrowing down your search.
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You can remove a filter by clicking the ™= icon beside it.

Available filters are:
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»  Subject:: Will execute a search of subject according to the text entered in the text box (column 3) and the condition

selected in column 2.

»  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition

selected in column 2.

«  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected

in column 2.

«  Reason: Will execute a search of words in the reason column according to the text entered in the text box (column 3)

and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

*  Contains: Displays all quarantined mails that contain the words entered in the text box

e Equals: Displays all quarantined mails that contain only the words entered in the text box

*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box

*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box

»  Starts with: Displays all quarantined emails that starts with the words entered in the text box

*  Ends with: Displays all quarantined emails that ends with the words entered in the text box

Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and

the condition selected in column 2.

e Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the condition

selected in column 2.

If 'Date’ is selected, the following conditions are available:
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»  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than; Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
«  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
«  Click anywhere on the Filters tab to close the filters area.

G Fefresh
«  Click the '——————' button to display all the release requested emails.

Note: To display all the release requested emails after using the filters option, you have to first click anywhere on the Filters tab
to close the filters area and then click the 'Refresh’ button.

Viewing Details of Release Requested Mails

The details such as user, subject, sender, recipient , date, reason and size of the mails requested for release can be viewed in
two ways:

* Inthe same CASG window

*  Inanew CASG window

To view details of release requested mails in the same CASG window:

* Inthe released requests area, select the mail that you want to view and click the 'Show Message' button.

or
e Click on the email link in the subject column that you want to view its details.
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The details of the selected email will be displayed.
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To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it.
If the mail is accepted, it will be released to the user's inbox. If it is rejected, the email will be no longer in the released emails
list. Please note that emails will continue to remain in the Quarantined list irrespective of the action taken.

To view details of release requested mails in a new CASG window:

e Inthe released requests area, select the mail that you want to view, right-click on the email link in the subject column
and select to open in a new tab or new window.
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The details of the selected mail will be displayed in a new CASG window.
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To accept the release request from users

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

e Select the mail that you want to release and click the 'Accept' button.
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An alert will be displayed to confirm the release of selected email to the requested user.

Accept email

G Arewou sure you want to acceptthe selected
@ ernail?

¢ Click 'OK' to confirm the release.

The email will be released to the user and the mail will no longer be in the released mail list. However, it will continue to remain
in the Quarantined list.

To reject the release request from users
After viewing the details of the email and if not satisfied with its authenticity you can choose to reject the request from the user.

e Select the mail that you want to reject and click the 'Reject’ button.
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An alert will be displayed to confirm the rejection of selected email.
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Reject email

@ Areyou sure you want to reject the selected

email?

»  Click 'OK" to confirm the rejection.

The email will not be released to the user and the mail will no longer be in the released mail list. However, it will continue to
remain in the Quarantined list.

Blacklisted Requests

CASG allow users to send requests to their email account administrators to add senders to blacklist. Administrators in addition
to receiving emails for these requests also can view the list of such requests in 'Blacklisted requests' section of the administrator
interface under 'Email management' section. The senders added to balcklist on users' request will be applicable for the
requested users only. Mails from these blacklisted senders to the requested users will be rejected by CASG even though these
blacklisted senders may be in general sender whitelist. Refer to the sections Sender Whitelist and Blacklist Senders Per User for
more details.

To open the blacklisted requests interface

e Click the 'Email management' tab on the left hand side navigation to expand and then click the 'Blacklisted requests'

: cCoOMODO
g Antispam Gateway

sub tab.

Dashboard

@ Domain dashboard
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The 'Blacklisted requests' interface will be displayed:
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The list of emails that users requested for adding the senders to blacklist will be displayed. The list contains nine columns
providing information about the requested user, subject, the sender, details of the recipients, details of recipients in CC list, the
date they were sent, the reason they were quarantined and the size of the email. The last column indicates whether there is any

attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per

the information displayed in the respective column.

Using Filter option to search blacklisted requests

Click anywhere on the Filters tab to open the filters area.
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You can remove a filter by clicking the ™= icon beside it.

Available filters are:

*  Subject:: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

»  Reason: Will execute a search of words in the reason column according to the text entered in the text box (column 3)
and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

*  Contains: Displays all quarantined mails that contain the words entered in the text box
e Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
o Starts with; Displays all quarantined emails that starts with the words entered in the text box
*  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and
the condition selected in column 2.

»  Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the condition
selected in column 2.

If 'Date’ is selected, the following conditions are available:

»  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

e Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

«  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size' is selected, the following conditions are available:

»  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

e Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

E Refresh
e Click the ' button to display all the blacklisted requests emails.

Note: To display all the blacklisted requests mails after using the filters option, you have to first click anywhere on the Filters
tab to close the filters area and then click the 'Refresh' button.

Viewing Details of Blacklisted Requests

The details such as user, subject, sender, recipient, date, reason and size of the mails requested for blacklisting can be viewed
in two ways:

e Inthe same CASG window

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 139



Comodo Antispam Gateway - Admi_p__i__g_trat—o-r‘G’Ofiaéf | COMODO

Creating Trust Online®

et

*  Inanew CASG window
To view details of blacklisted requests in the same CASG window:

* Inthe blacklisted requests area, select the mail that you want to view and click the 'Show Message' button.

or
e Click on the email link in the subject column that you want to view its details.
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The details of the selected email will be displayed.
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Actions B

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for blacklisting the sender. If the request is accepted, the sender will be added to 'Blacklist Senders Per User'. If it is rejected, the
email will be no longer in the blacklisted requests emails list. Please note that emails will continue to remain in the Quarantined
list irrespective of the action taken.

To view details of blacklisted requests in a new CASG window:

* Inthe blacklisted requests area, select the mail that you want to view and click the 'Show message in new window'
button or right-click and select to open in a new tab or new window.
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The details of the selected mail will be displayed in a new CASG window.
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To accept the blacklist request from users
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After viewing the details, you can choose to accept the request from user to add the sender to blacklist senders per user list.

e Select the mail that you want to add the sender to blacklist and click the 'Accept' button.
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An alert will be displayed to confirm adding the sender to 'Blacklist Senders Per User'.
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Accept emnail

ermail?

.@" Are yol sure you want to accept the selected

»  Click 'OK' to confirm the acceptance.
The sender of the email will be added to 'Blacklist senders per user. See the section 'Blacklist Senders Per User' for more details.

To reject the blacklist request from users

After viewing the details of the email, you can choose to reject the request from the user.

»  Select the mail that you want to reject and click the 'Reject' button.

[Desnbosrd ! Donsine (¢ Qorasin dashbosrd - doctesmcary comodo od us [ Bactisied requests

Blacklisted requests 0 Hein

[B) Showmessage o Accapl 3 Refresh

) Fittars

User Sxibjact Froin Te I Dot (GMT +0§ ~  Reason Sia ]
Fdl Fow: Send UM LIMITED
Ei jemo @oocteams: Aor 9, 2074 6:4043 whitelsbed
dory  EMBIIAMNEWSIeRsy in hist R 2,500mo. John Bimith «falliena@ornsi coms :::_:":::m:: _;' 3 3 :m_l: 231kB fi
ZER( SETUP COST e i i

Fw Ged Rs, 28 assured rechiangs +
chance fowin an IPOD

An alert will be displayed to confirm the rejection of selected email.

Reject email

== Are you sure yvou wantto reject the selected
@ ermail?

e Click 'OK' to confirm the rejection.

The sender will not be added to blacklist and the selected email will no longer be in the blacklisted emails list.

Whitelisted Requests

CASG allows users to send requests to their email account administrators to add senders to whitelist from their Quarantine
interface. Administrators in addition to receiving emails for these requests also can view the list of such requests in "Whitelisted
requests' section of the administrator interface under 'Email management' section. The senders added to whiltelist on users'
request will be applicable for the requested users only. Mails from these whitelisted senders to the requested users will be
allowed by CASG without passing through the antispam engine, that is, emails from a whitelisted sender to the user will
delivered without any spam check. Refer to the sections Sender Whitelist and Whitelist Senders Per User for more details.

To open the whitelisted requests interface

*  Click the 'Email management' tab on the left hand side navigation to expand and then click the "Whiltelisted requests'
sub tab.
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The 'Whitelisted requests' interface will be displayed:
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The list of emails that users requested for adding the senders to whitelist will be displayed. The list contains nine columns
providing information about the requested user, subject, the sender, details of the recipients, details of recipients in the CC list,
the date they were sent, the reason they were quarantined and the size of the email. The last column indicates whether there is
any attachment in the mails.

Sorting the Entries

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 143



Comodo Antispam Gateway - Admi_p__i__g_trat—o-r‘G’Ofiaéf | COMODO

Creating Trust Online®

et

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search whitelisted requests

Click anywhere on the Filters tab to open the filters area.

Do J Domang ¢ Dodi dicgiEoird - doct b iy comoc o ol | vinbsksied regues
Whitelisted requests Heg
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Usar Subject Fooim T (28 Dt (AT +00y Reason Sire j

Frach Fywr Sand LINLIMITED:
EmallzsMewsietar in Just B 2 500fmo

You can add more filters by clicking + for narrowing down your search.

ard 1 Doimains ! Donaein dashipcand - docieamcasn.comedo od.un MWhhelsied requests
Whitelisted requests Help
& Bhinw messags | o Atcepl X Reject 'I":." Refmsh
& Finors
+ | w | |contains - Saply fiter
]
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; ErErarewsErErmaust R 2 S00kne
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You can remove a filter by clicking the ™= icon beside it.

Available filters are:

o Subject: Will execute a search of subject according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  From: Will execute a search of senders according to the text entered in the text box (column 3) and the condition
selected in column 2.

»  To: Will execute a search of users according to the text entered in the text box (column 3) and the condition selected
in column 2.

»  Reason: Will execute a search of words in the reason column according to the text entered in the text box (column 3)
and the condition selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains; Displays all quarantined mails that contain the words entered in the text box
e Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
o Starts with: Displays all quarantined emails that starts with the words entered in the text box
*  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of mail received dates according to the date selected in the calendar box (column 3) and

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 144



Comodo Antispam Gateway - Admi_p__i__g_trat—o-r‘G’Ofiaéf COMODO

Creating Trust Online®

et

,""
the condition selected in column 2.

o Size: Will execute a search of mails according to the size selected or entered in third field (column 3) and the condition
selected in column 2.

If 'Date’ is selected, the following conditions are available:

»  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

«  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

If 'Size" is selected, the following conditions are available:

e Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

e Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

»  Click anywhere on the Filters tab to close the filters area.

G Refresh

e Click the ‘ button to display all the whitelisted requests emails.

Note: To display all the whitelisted requests after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh' button.

Viewing Details of Whitelisted Requests
The details such as user, subject, sender, recipient, date, reason and size of the mails requested for whitelisting can be viewed
in two ways:

*  Inthe same CASG window

* Inanew CASG window

To view details of whitelisted requests in the same CASG window:

* Inthe whitelisted requests area, select the mail that you want to view and click the 'Show Message' button.

or
*  Click on the email link in the subject column that you want to view its details.
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The details of the selected email will be displayed.

| Normal | All headers

o Accept | M Reject

Subject  Pwd: Fwe Send UNLIMITED EmailsiMewsletter in Just Rs. 2 800/mo. ZEROQ SETUP COST
From  John Smith <fiatliena@amail.com=
To  demol@docteamcasgy.comodo.od.ua, demo2@docteameasg.comodo.od.ua
cC

Date (GMT
+E|:|

Size 23 KB

actions  [B

Wied Apr 09 06:40:43 GWMT 2014

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for whitelisting the sender. If the request is accepted, the sender will be added to 'Whitelist sender per user'. If it is rejected, the
email will be no longer in the whitelisted requests list. Please note that emails will continue to remain in the Quarantined list
irrespective of the action taken.

To view details of whitelisted requests in new CASG window:

* Inthe whitelisted requests area, select the mail that you want to view and click the 'Show message in new window'
button or right-click and select to open in a new tab or new window.
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The details of the selected mail will be displayed in a new CASG window.
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To accept the whitelist request from users

After viewing the details, you can choose to accept the request from user to add the sender to whitelist senders per user list.

»  Select the mail that you want to add the sender to whitelist and click the 'Accept' button.
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An alert will be displayed to confirm adding the sender to 'Whitelist sender per user'.

Accept email

G Arewou sure vou wantto acceptthe selected
@ ermail?

*  Click 'OK' to confirm the acceptance.
The sender of the email will be added to 'Whitelist sender per user'. See the section 'Whitelist Sender Per User' for more details.

To reject the whitelist request from users

After viewing the details of the email, you can choose to reject the request from the user.

»  Select the mail that you want to reject and click the 'Reject' button.
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An alert will be displayed to confirm the rejection of user's request.

Reject email

@ Are ywou sure wou want to reject the selected

email?

*  Click 'OK" to confirm the rejection.

The sender will not be added to whitelist and the selected email will no longer be in the whitelisted requests list.

321145 Domain Audit Log

CASG keeps a record of actions initiated by users and administrators for a selected domain. The Audit Log area allows
administrators with appropriate privileges to configure and view these log reports. CASG also keeps a consolidated log for all
domains belonging to an account. To know more about consolidated log for all domains, refer to the section Audit Log for more
details. This section explains about audit log for a selected domain.
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Having Trouble? Support is here to help, asasupport@comodo.com or review the Admin guide

Click the following links for more details.

*  Audit Log Configuration

*  View Domain Log
Audit Log Configuration
CASG keeps a record of all actions initiated by administrators and users. However, some of the actions can be configured not
be recorded such as releasing quarantined items, updating sender whitelist and blacklist senders per user. The screen also
allows administrators to add recipients to whom the notifications will be sent.

To configure audit log

»  Click the 'Audit log' tab on the left hand side navigation to expand and then click the 'Configuration' sub tab.
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The Audit Configuration screen will be displayed:
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Dazhiboard f Domains § Domain dashboard - docteamcasg . comodo.od ua F Audd configuration

Audit configuration © e

Cluarantined item released

[ Create audit log entry

[] send notification email
Sender whitelist updated

[] Create audit log entry

[0 send notification email

Sender blacklist updated

[] Create audit log entry

[] Send notification email

Motification recipients

e Quarantined item released

«  Create audit log entry - If enabled, CASG records the release of quarantined mails.

»  Send notification email - If enabled, notification mails for quarantined mails release will be sent to recipients
added in the 'Notification recipient's' box.

»  Sender whitelist updated

»  Create audit log entry - If enabled, CASG records any updates to Whitelist senders per user interface

«  Send notification email - If enabled, notification mails for updates to Whitelist senders per user interface will be
sent to recipients added in the 'Notification recipient's' box.

»  Sender blacklist updated

«  Create audit log entry - If enabled, CASG records any updates to Blacklist senders per user interface.

»  Send notification email - If enabled, notification mails for updates to Blacklist senders per user interface will be
sent to recipients added in the 'Notification recipient's' box.

»  Notification recipients - Enter the email addresses of the persons to whom the email notifications for the above
mentioned actions will be sent. Please note that any email addresses of the recipient's can be entered here.

View Domain Log

The log screen in CASG allows administrators with appropriate privileges to view the logs of the selected domain.
To view the audit log of the selected domain

»  Click the 'Audit log' tab on the left hand side navigation to expand and then click the 'Log' sub tab.
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The Audit log screen will be displayed.
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Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
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the information displayed in the respective column. The sorting option is not available for 'Operation description' column.
Using Filter options to search particular event(s)

»  Click anywhere on the 'Filters' tab to open the filters area.
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You can add more filters by clicking + for narrowing down your search.
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You can remove a filter by clicking the ™= icon beside it.
Available filters are:

*  Login: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

«  Details: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all log entries that contain the words entered in the text box
*  Equals: Displays all log entries that contain only the words entered in the text box
*  Not Equals: Displays all log entries that do not contain only the words entered in the text box
*  Not Contains: Displays all log entries that don't contain the words entered in the text box
»  Starts with; Displays all log entries that starts with the words entered in the text box
»  Ends with: Displays all log entries that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Will execute a search of log entries according to the date selected in the calendar box (column 3) and the
condition selected in column 2.

*  Role: Will execute a search of log entries according to the role selected in the third field (column 3) and the condition
selected in column 2.
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Operative description: Will execute a search of log entries according to the action selected in the third field (column 3)

and the condition selected in column 2.

If 'Date’ is selected, the following conditions are available:

«  Equals: Displays the log entries that have the same date as the selected date in the third box from the calendar

*  Less than: Displays the log entries with dates less than the selected date in the third box from the calendar

«  Greater than: Displays the log entries with dates greater than the selected date in the third box from the calendar
If 'Role' is selected, the following conditions are available:

»  Equals: Displays all log entries that is equal to the role selected in column 3.

*  Not Equals: Displays all log entries that except the role selected in column 3.

If '‘Operative description is selected, the following conditions are available:

»  Equals: Displays all log entries that is equal to the event selected in column 3.

*  Not Equals: Displays all log entries that except the event selected in column 3.

Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

G Refresh
Click the

button to display all the entries.

Note: To display all the log entries after using the filters option, you have to first click anywhere on the Filters tab to close the
filters area and then click the 'Refresh’ button.

The following table provides the details of actions initiated by user/administrator and shown under Operation Key and Operation
Description columns in the log report:

Operation Key

Operation Description

1 DELETE_EMAIL_FROM_QUARANTINE_BY_FILTER Delete quarantined messages by filter
2 DELETE_EMAIL_FROM_QUARANTINE Delete quarantined message

3 RELEASE_EMAIL_FROM_QUARANTINE Release quarantined message

4 WHITELIST_RECIPIENT Whitelist recipient

5 BLACKLIST_RECIPIENT Blacklist recipient

6 UNWHITELIST_RECIPIENT Remove recipient from the whitelist
7 UNBLACKLIST_RECIPIENT Remove recipient from the blacklist
8 WHITELIST_SENDER Whitelist sender

9 BLACKLIST_SENDER Blacklist sender

10 UNWHITELIST_SENDER Remove sender from the whitelist
11 UNBLACKLIST_SENDER Remove sender from the blacklist
12 RESET_TO_DEFAULT_WHITELISTED_SENDERS Reset senders whitelist

13 RESET_TO_DEFAULT_WHITELISTED_RECIPIENTS Reset recipients whitelist
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14 RESET_TO_DEFAULT_BLACKLISTED_SENDERS Reset senders blacklist
15 RESET_TO_DEFAULT_BLACKLISTED_RECIPIENTS | Reset recipients blacklist
16 WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain
17 WHITELIST_RECIPIENT_DOMAIN Whitelist all recipients of the domain
18 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain
19 BLACKLIST_RECIPIENT_DOMAIN Blacklist all recipients of the domain
20 USER_WHITELIST_REQUEST_PER_USER Request
whitelist sender for user
21 USER_BLACKLIST_REQUEST_PER_USER Request
blacklist sender for user
22 USER_RELEASE_REQUEST Release request
23 USER_CANCEL_WHITELIST_REQUEST_PER_USER | Cancel request whitelist sender
for user
24 USER_CANCEL_BLACKLIST_REQUEST_PER_USER | Cancel request blacklist sender
for user
25 USER_CANCEL_RELEASE_REQUEST Cancel release request
26 ACCEPT_WHITELIST_REQUEST_PER_USER Accept
request whitelist sender for user
27 ACCEPT_BLACKLIST_REQUEST_PER_USER Accept
request blacklist sender for user
28 ACCEPT_RELEASE_REQUEST Accept release request
29 REJECT_WHITELIST_REQUEST_PER_USER Reject
request whitelist sender for user
30 REJECT_BLACKLIST_REQUEST_PER_USER Reject
request blacklist sender for user
31 REJECT_RELEASE_REQUEST Reject release request
32 SPAM_DETECTION_SETTINGS Update spam detection settings
33 SPAM_DETECTION_SETTINGS_RESET_TO_DEFAULT | Reset spam detection settings
34 DELETE_EMAIL_FROM_ARCHIVE_BY_FILTER Delete archived messages by filter
35 DELETE_EMAIL_FROM_ARCHIVE Delete archived message
36 RESEND_EMAIL_FROM_ARCHIVE Resend archived message
37 REPORTS_AS_SPAM Reports archived message as a SPAM
38 QUARANTINE_EMAIL Quarantine message
39 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message
40 MARK_EMAIL_AS_SPAM Mark message as spam
41 ACCEPT_EMAIL Accept message
42 WHITELIST_USER_SENDER Whitelist sender for user
43 BLACKLIST_USER_SENDER Blacklist sender for user
44 UNWHITELIST_USER_SENDER Remove sender from the user whitelist
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45 UNBLACKLIST_USER_SENDER Remove sender from the user blacklist

46 QUARANTINE_REPORT_SUBSCRIPTION_UPDATE Quarantine report subscription update

47 QUARANTINE_REPORT_SUBSCRIPTION_RESET_TO_ | Quarantine report subscription reset to default
DEFAULT

48 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION_UP | Domain report subscription update
DATE

49 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION_RES | Domain report subscription reset to default
ET_TO_DEFAULT

50 DOMAIN_ADD Add domain

51 DOMAIN_DELETE Remove domain

52 ADMIN_ADD Add admin

53 ADMIN_EDIT Edit admin settings

54 ADMIN_DELETE Remove admin

55 ADMIN_UNLOCK Unlock admin

56 ADMIN_REGENERATE_PASSWORD Regenerate password for admin

57 ADMIN_PASSWORD_UPDATE Update password for admin

58 SYSTEM_NOTIFICATIONS_TEMPLATE_CHANGE System notifications template change

59 ADMIN_PERMISSIONS_GROUP_ADD Add admin permission group

60 ADMIN_PERMISSIONS_GROUP_DELETE Remove admin permission group

61 ADMIN_PERMISSIONS_GROUP_UPDATE Update admin permission group

62 ADMIN_PERMISSIONS_CHANGE_DEFAULT_GROUP | Change default admin permission group

63 ADMIN_PERMISSIONS_ASSIGN_GROUP Assign admin permission group by selection

64 REPORT_SPAM_BY_FILE Report delivered message as spam

65 DOMAIN_DESTINATION_ROUTES_UPDATE Update destination routes

66 DOMAIN_LOCAL_RECIPIENTS_ADD Add local recipient

67 DOMAIN_LOCAL_RECIPIENTS_DELETE Remove local recipient

68 DOMAIN_LOCAL_RECIPIENTS_STATE_CHANGE Local recipients state change

69 DOMAIN_ALIASES_ADD Add domain alias

70 DOMAIN_ALIASES_DELETE Remove domain alias

71 DOMAIN_SETTINGS_UPDATE Update domain settings

72 DOMAIN_SETTINGS_RESET_TO_DEFAULT Reset domain settings to default

73 DOMAIN_RELAY_RESTRICTIONS_ADD Add relay restriction

74 DOMAIN_RELAY_RESTRICTIONS_UPDATE Update relay restriction

75 DOMAIN_RELAY_RESTRICTIONS_DELETE Remove relay restriction

76 DOMAIN_RELAY_RESTRICTIONS_STATE_CHANGE | Relay restriction state change
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7 DOMAIN_OUTGOING_USER_ADD Add outgoing user

78 DOMAIN_OUTGOING_USER_SETTINGS_UPDATE Edit outgoing user

79 DOMAIN_OUTGOING_USER_DELETE Remove outgoing user
80 DOMAIN_OUTGOING_USER_LOCK Lock outgoing user
81 DOMAIN_OUTGOING_USER_UNLOCK Unlock outgoing user

82 DOMAIN_OUTGOING_USER_PASSWORD_UPDATE | Update password for outgoing user

83 DOMAIN_EMAIL_SIZE_RESTRICTION_CHANGE Email size restriction change

84 DOMAIN_BLOCKED_EXTENSIONS_UPDATE Update blocked extensions

85 BE)_P/IAIN_BLOCKED_EXTENSIONS_RESET_TO_DEFA Reset blocked extensions to default
86 DOMAIN_AUDIT_CONFIGURATION_CHANGE Audit configuration change

87 DOMAIN_LDAP_CONFIGURATION_CHANGE LDAP configuration change

88 DOMAIN_INCOMING_USER_ADD Add incoming user

89 DOMAIN_INCOMING_USER_EDIT Edit incoming user

90 DOMAIN_INCOMING_USER_DELETE Remove incoming user

91 DOMAIN_INCOMING_USER_UNLOCK Unlock incoming user

92 DOMAIN_INCOMING_USER_REGENERATE_PASSWO |Regenerate password for incoming user
RD

93 DOMAIN_INCOMING_USER_PASSWORD_UPDATE Update password for incoming user

94 DOMAIN_INCOMING_USER_ALIASES_UPDATE Update incoming user aliases

95 DOMAIN_INCOMING_USER_MOVE_USER_TO_ALIAS | Move user to alias

96 DOMAIN_INCOMING_USER_MOVE_ALIAS_TO_USER | Move alias to incoming user

97 USER_PERMISSIONS_GROUP_ADD Add user permission group
98 USER_PERMISSIONS_GROUP_DELETE Remove user permission group
99 USER_PERMISSIONS_GROUP_UPDATE Update user permission group

100 USER_PERMISSIONS_CHANGE_DEFAULT_GROUP | Change default user permission group

101 USER_PERMISSIONS_ASSIGN_GROUP Assign user permission group by selection

Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. If the entries
exceed this value, exporting cannot be done and a warning will be displayed. Please note that exported file will display the
entries in the same sorted order as in the interface.

To export log report to csv file

e Click the 'Export to CSV by filter' button.
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Dashboard F Domains f Domain dashboard - docteamcasy comodo

Audit log

@xpnmu Cay hy@
£ Filters

Date (GMT +0) Role Login

2014-04-132 09:16:42 admin jahr

The 'File Download' dialog will be displayed.

o '
Opening CASG-AuditExport-2014-10-27 11_58_07.csv S

You have chosen to open:
|| CASG-AuditExport-2014-10-27 11_58 07.csv

which is: Text Document
from: http://5.39.28.212:8080

What should Firefox do with this file?

() Openwith | MNotepad [default) -

@ : Save File

[] Do this automatically for files like this from now on.

[ QK ]| Cancel |

L A

»  Click 'Open' to view the file with an appropriate application or click 'OK' to save the file to your computer.

The values in the log report will be separated by commas and this file can be opened with appropriate application such as Excel
or Openoffice Calc for easy analysis.

3.21.1.46 Domain Rules

CASG allows administrators to create granular filtering rules for each domain in order to blacklist, whitelist or forward mails.
Rules can be based on sender, recipient, source/destination server, subject line and more. Rules can also be created to blacklist
or forward mails containing suspicious attachments like malware and macros.

In addition to rules, administrators can manually create whitelists/blacklists of senders and recipients from which mails can be
accepted or rejected for the domain and top level domains (TLDs). While all filtering settings are disabled for whitelisted
recipients, all mails sent by blacklisted senders are automatically rejected.

Though whitelisted/blacklisted senders are applicable for all users in general, the senders list in 'Whitelist senders per user' and
'Blacklist senders per user' takes precedence over the general list. Refer to the sections Whitelist Senders Per User and Blacklist
Senders Per User for more details.
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Outgoing
Email management

=€) Audit log

Domain Rules
Create rule
TLD &gTLD Rules
Recipient whitelist

Sender whitelist

Recipient blacklist

senders per user

L ]
[t3) Account management

Click the following links for more details.
*  Rules
» TLDand gTLD Rules
*  Recipient Whitelist
«  Sender Whitelist
*  Recipient Blacklist
+  Sender Blacklist
+  Whitelist Senders Per User

«  Blacklist Senders Per User

Rules

Administrators can create rules to filter inbound mails based on sender, recipient, source and relay/MTA server, subject line,
attachments and so on. There are three types of filtering rules:
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*  Blackiist rule - Blocks inbound mails based on one or more filter criteria. Criteria include sender, recipient, mail
servers/relays and specific subject line.

*  Whitelist rule - Allows mails to pass through, without security checks, based on one or more filter criteria. Criteria
include sender, recipient, mail servers/relays and specific subject line.

e Forward rule - Forwards mails based on one or more filter criteria, to a set email address. Criteria include sender,
recipient, mail servers/relays and specific subject line.

For example, you can create rules to block all mails from a specific mail server, allow all mails from a specific sender to a
specific recipient, forward all mails containing a specific text string in the subject line and so on.

To open the Create Rule interface

e Click the 'Domain Rules' tab from the left and choose the 'Create rule’ sub tab.

Dashboard / Domains / Domain dashboard - docteamcasg. comodo.od.ua / Create rule
Create rule Help
o= Add | 2 Edit | [ Delete % Refresh
@ Filters
7] Rule type Sender Recipient Received from Received by Subject Forward to Suspicious attachmeit
[E] BLACKLIST mmaoxford@yahoo.cor * " "
[E] WHITELIST gabriel@fairyland.com * mail fairyland.com * Saviour is born
[E] BLACKLIST brutus@betrayal.com ceaser . * | am your slave
[E] WHITELIST avanistude@gmail.cor * 52 ®
[F] FORWARD @ * * * admin@analys
1 i [1-5/5] Per page |15 v

The 'Create Rules' interface displays the list of mail filtering rules with the conditional parameters of each rule.

Mail Filtering Rules - Column Descriptions

Column Header Description
Rule Type Indicates whether the rule is for Blacklisting, whitelisting or forwarding.
Sender The sender whose mails are intercepted by the rule.
Recipient The recipient at the domain, whose mails are intercepted by the rule.
Received From All mails sent from the external mail server indicated in this field will be intercepted by the rule.
Received by All mails forwarded by the sending servers primary relays of the sending server or MTA
indicated in this field will be intercepted by the rule.
Subject Mails containing subject line indicated in this field will be intercepted by the rule.
Forward to Indicates the email address to which the mails satisfying the conditions are forwarded. (Applies

only to Forward Rules.)

Suspicious attachment Indicates whether the rule should apply only to mails containing suspicious attachments

Sorting the Entries

Clicking any column header except the Suspicious Attachment, sorts the rules on the ascending/descending order of the entries
in that column..
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Using Filter option to search rules

»  Click anywhere on the 'Filters' tab to open the filters area.

o add | & Edit | I Delete |B Refresh |

Filters
+ Rule type w | eguals w | | BLACKLIST w Apply filter

Rule tvpe Candar Reariniant Rearaivad from Raraivad by Snhiart Forward to

e Select the field from the first drop-down, choose the condition from the second drop-down and enter the search criteria
in the third field.

You can add more filters by clicking + for narrowing down your search.

o Filters
+ Sender w | |contains w | |gabriel Apply filter

== Subject w | contains W | saviour

== Rule type w | equals w | BLACKLIST w

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

*  Rule Type - Filters rules based on type selected from the right drop-down and the condition selected in
middle drop-down.

»  Sender - Filters rules based on sender's email address entered in part or full, in the right text field and
condition chosen from the middle drop-down

*  Recipient - Filters rules based on recipient's user name entered in part or full, in the right text field and
condition chosen from the middle drop-down.

*  Received from - Filters rules based on hostname or IP address of external mail server entered in part or full,
in the right text field and condition chosen from the middle drop-down.

*  Received by - Filters rules based on hostname or IP address of internal mail server entered in part or full, in
the right text field and condition chosen from the middle drop-down.

o Subject - Filters rules based on subject line entered in part or full, in the right text field and condition chosen
from the middle drop-down.

*  Forward to - Filters rules based on forward email address entered in part or full, in the right text field and
condition chosen from the middle drop-down.

»  Suspicious attachment rule - Filters rules created for suspicious attachment based on condition chosen from
the middle drop-down and option from the checkbox at the right.

»  Click 'Apply Filter' after selecting the filters and selecting the conditions to view the filtered results.
*  Toclose the 'Filters' area, click anywhere on the 'Filters' stripe.
£ Refresh
*  Toremove the filters and to view all the rules, click the Refresh button after closing the 'Filters' area.
To create a new mail filter rule

¢ Click the 'Add' button.
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The 'Add blacklist rule' dialog will be displayed:

Dashboard / Demains / Domain dashboard - docteamcasg.comodo.od.ua / Create rule

Createrule

Add filter rule

[l Suspicious attachment rule

Rule type BLACKLIST v
Sender: @
Recipient: @

Received from:
Received by:

Subject:

B

»  Suspicious attachment rule - By default, all mails containing suspicious attachments like malware and
macros will be quarantined by CASG. But you can create Suspicious attachment rule, if you want those
mails from a specific sender, addressed to a specific recipient, sent by/received by specific mail servers
and / or containing specific subject line, to be forwarded to a specific email address, blocked or allowed.
Select this option only if you are creating the rule to intercept the mails containing suspicious attachments,
else leave it un-selected.

Note: Selecting 'Suspicious attachment rule' makes the rule to intercept ONLY those mails containing any suspicious
attachments AND containing the values as configured for the other parameters for the rule. It will not intercept the mails
containing the same values for the parameters but not containing any suspicious attachment(s).

*  Rule type - Select the rule type. The available options are:

e BLACKLIST - All mails with fields satisfying the parameters entered in the options below, will be
blocked.

e WHITELIST - All mails with fields satisfying the parameters entered in the options below, will be passed
without security checks.

*  FORWARD - All mails with fields satisfying the parameters entered in the options below, will be
forwarded to the email address entered in the 'Forward email' field.

«  Sender - Enter the email address of the sender, mails sent by whom are to be intercepted by the rule. You
can use wildcard characters (¥, &, ?) to enter username/domain name in part, so that all mails containing
sender address with partial text entered in this field will be intercepted. For example, entering *@hell.com'’
intercepts mails from all users from the domain name 'hell.com'’, entering 'evilspirit@*', processes all mails
with sender name "evilspirit' from any domain and entering *@* intercepts all the mails with parameters
entered in the fields below.

*  Recipient - Enter the username part of the email address of the recipient, mails sent to whom are to be
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intercepted by the rule. The domain name part will be auto-populated with the domain name fro which the
rule is created. You can use wildcard characters (*, &, ?) to enter username in part, so that all mails
containing 'To' address with partial text entered in this field will be intercepted.

*  Received from - Enter the hostname or IP address of the external mail server, mails sent from which, are to
be intercepted by the rule. You can use wildcard characters (*, &, ?) to enter server name in part. For
example, entering 'mailxxx™ will intercept all mails that contain "mailxxx" in part in the 'Received From' field
of the mail header. To specify all sender mail servers, enter just the wildcard character.

*  Received by - Enter the primary relay of the sending server or the MTA, mails sent through which, are to be
intercepted by the rule. You can use wildcard characters (¥, &, ?) to enter server name in part. For example,
entering 'mailyyy™ will intercept all mails that contain "mailyyy" in part in the 'Received By' field of the mail
header. To specify all mail servers, enter just the wildcard character.

»  Subject - Enter the subject line, so that the mails containing the same text in the subject line are to be
intercepted by the rule.

*  Forward email - This field is available only for 'FORWARD' rule. Enter the email address to which the emails
containing values in the email header as configured in the fields above are to be forwarded.

¢ Click 'Save' to add the rule to the list of rules.

W A L help

Successfully saved B

To editarule

e Click the 'Domain Rules' tab from the left of the 'Domain Management' interface and choose the 'Create rule' sub tab.

The list of rules configured for the domain will be displayed.

e Select the rule to be edited and click the 'Edit' button from the top.
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[] Rfite type | Sender Recipient Received from Received by Subject Forward to
[E] FLACKLUIST | mmoxford@yat * " *
Red i
HITELIST | michel@heaver * " * EEE
arriving
[F] WHITELIST | gabriel@fairglas * mail fairviagde X Saviour iz born

Edit filter rule

[ Suspicious attachment rule
Rule type WHITELIST

Sender: michel @ heaven.com
Recipient: @

Received from:

Received by:

Subject: Redeemeris arriving

ts = ‘ Cancel ‘

The 'Edit filter rule' dialog will appear for the rule. This dialog is similar to Add Rule dialog. For descriptions of the options in this
dialog, refer to the explanation above.

»  Edit the values in the fields as required and click 'Save'.
To remove a rule

Click the 'Domain Rules' tab from the left of the 'Domain Management' interface and choose the 'Create rule' sub tab.
The list of rules configured for the domain will be displayed.

e Select the rule to be removed and click the 'Delete' button from the top.
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Dashboard / Demains / Domain dashboard - docteamcasqg.comodo.od:ua / Create rule

Createrule

)ué/ Sender Recipient Received froim  Received by~ = Subject Forward to

[C] Ry type
- LACKLIST mmoxford@ypl * " "

Remove rules

@ Are you sure you want to remove selected rule?

A confirmation dialog will appear.

e (Click 'OK' to remove the rule.
TLD and gTLD Rules

CASG allows administrators to restrict mails based on top level domain (TLD) names of mail servers. By default CASG accepts
mails from servers with all TLD names. Administrators can choose to allow mails only from selected TLDs and block mails from
others. Administrators can also add custom TLDs and configure to accept or block mails from them.

The 'TLD and TLD Rules' interface displays the list of TLDs for the administrator to select TLDs from which the mails can be
allowed.

To open the TLD and TLD Rules interface
e Click the 'Domain Rules' tab from the left and choose the 'TLD and gTLD Rules' sub tab.
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Dashbeard / Domains / Domain dashboard - docteamcasg.comoedo.od.ua / Accepted domains
Accepted domains
o= Add
Australasia/Pac [¥] Asia Europe/Atls [¥] Africa/Midd [¥] Americas/C [l gTLD A-C gTLD D-H gTLD O gTLD cR-T gTLD U-Z
Fkiwi Fnacova  FEu s VIEAND FIoiGiTAL FIKAUFEN ST e FlvoTiNG
&nu Flrokyo Fler Flosure  Fnyc #earcAINS  DIREcTORY MIKITCHEN  FIReviEws  FIWANG
Finz Frw #hameurs  Msc Fhc Ccountry  MEpucation MlgeT [FsarL [#hwin
FrH Flp Hlis Fus #lBio FEMaIL MILFe MlscHooL  [FIwiNE
Fpw Y Fd Fivc #leLack GINEERING FlLino #services  [FwoRLD
7 7 7 7 7 7 7
! Mlsa ¥lkan Flu [Flvecas Bl ACKIRIDAY. ENTERPREES FlLINK [#sexy FwTr
JIHosT
MIHosTING
MHaus
#House
#lHow
1 i Perpage |15 w

The 'Accepted domains' interface displays groups of TLDs under geographical location categories and alphabetical order. Al
TLDs are selected by default. The interface allows the administrator to:

¢ Add new custom TLDs
«  Configure TLD based mail filtering
To add new custom TLDs

e Click 'Add' from the Accepted domains interface

Dashbeard / Demains / Domain dashboard - docteamcasg. comodo.od.ua / Accepted domains

Accepted domains

Australasia/Pac Asia Europe/Atls Africa/Midd Americas/C [ gTLD A-C gTLD D-H

Add filter rule

Rule group

Domain suffia:
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The 'Add filter rule dialog' will appear.
*  Choose the category from the Rule group drop-down
*  Enter the TLD name, without the "." prefix, in the Domain suffix text field
»  Click Save to add the TLD to the list

¢ To allow the emails from mail servers with the new TLD, leave it selected
¢ To block the emails from the mail servers with the new TLD, de-select it.
To configure TLD based mail filter

+  Deselect the TLDs from which you wish to block emails and leave allowed TLDs selected.
Recipient Whitelist

Since all filtering checks for the whitelisted recipients are disabled, CASG recommends to use the option only for certain cases
such as postmaster or abuse@domain.com. The Administrator can:

*  Add users to recipient whitelist

»  Export the list to CSV file for use in future

*  Remove users from recipient whitelist

*  Reset the list - Delete all whitelisted recipients except the default recipients by clicking the 'Reset to default' button

To configure recipient whitelist

»  Click the 'Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Recipient whitelist' sub

tab.
COMODO
' Antispam Gateway

() Incoming
] Outgoing
Email mal

=) Audit log

#

A= WWhitelst ' Blacklist

® Recipisni whitelisi
Sender whitelist
Creste whitelsinge
Recipient blacklist

Sender blacklist

The 'Recipient whitelist' interface of the selected domain will be displayed:
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Dashboard ! Domains f Domain dashboard - docteamcasg comodo . od us f Recipient whilelist

Recipient whitelist © e
o Add | [ Delete  *) Resettodefault  (3) Exportto CSVfile | (1) Importfrom CSV flle

] Recipient
[ abuse@docteamcaso.comaodo.od.ua
[} postmaster@docteamcasg.comodo.od.ua

1 " [1-212] Perpage (15 w

By default, the selected domain will have 'abuse' and 'postmaster' as whitelisted recipients.

Adding Users to Recipient List

You can add recipients to white list in the following ways:
*  Manually adding the recipients
*  Importing from a CSV file

To manually add recipients

e (Click 'Add' to add a new user to the list

Dashboard f Domains fDomain dashboard - docteamcasa comodo.od ua f Recipent whielist

Recipient whitelist © Heio
@'ﬁ]’l Delete ) Resetto defaull | () Exportto CSvfile | €3 Importfrom CSV file
[} Recipient

[ abuse@docteamcasg.comodo.od.ua

[ postmaster@docteamcasy.comodo.od.ua

1 I8 [1-212] Perpage (15 v

The 'Add" dialog box will be displayed:

E-mail | usert i@ doctearmcasg.comodo.od.ua

B3]

*  Enter the recipient's name in the E-mail text field and click the 'Save' button.

* Toadd a particular set of recipients to whitelist, prefix or suffix the wildcard * in the E-mail text field. For example, enter
*.stores for all the recipients in stores department to be whitelisted.

¢ To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
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recipients in that domain will be whitelisted.

The recipient's name will be added to the list.

Dashboard fDomains § Domain dashboard - docieamcasg comodo.od ua § Recipient whitelist

Recipient whitelist © Heb

o 4dd [ Delete | *) Resettodefault | () Exportto CSVfle (1 Importfrom CSY file

[ Recipient

il abuse@docteameasg.comodo.odua
I postmaster@docteamcasg.comodo.od.ua

1 userl @docteamcasg.comodo.od.ua

1 | [1-343] Perpage (15 @ w

To import users to whitelist from CSV file

Administrators can import many users from a file to Recipient whitelist at a time. The users should be saved in the format shown
below as an example:

user1@testdomain

user2@testdomain

user3@testdomain

e Click the 'Import from CSV file' to import users to whitelist from a CSV file

Dashboard ! Domains f Domain dashboard - docteamcasg comodo . od us f Recipient whielist

Recipient whitelist © Hen
o Add | [ Delete  *) Resettodefault | () Exportto csvme
] Recipient

[ abuse@docteamcaso.comaodo.od.ua

[} postmaster@docteamcasg.comodo.od.ua

1 " [1-212] Perpage (15 w

The Upload dialog will be displayed.

Upload csvfile.
Each line should contain the full e-mail

For example:

testuser! @testdomain
testuserd@testdomain

Lipload
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»  Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button. The maximum
size of the file that can be uploaded is 9 MB.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task’ button. The 'Remove import task' deletes onfy a remaining part of not

imported task.

Dashboard / Domains f Domain dashboard - docteamcasg comodo.od .ua f Recipient whitelist

Recipient whitelist Help

Impartis in process. Please wait

+ Add m Delete ‘) Resetto default Remove import task Ev‘l Export to CSY file

[[] Recipient

E abuse@docteameasg.comodo.od.ua
] postmaster@docteamcasg.comodo.od.ua
[ uzer @docteameasg.comodo.od.ua

1 i [1-373] Perpage (15 | w

On completion of the upload process, the results will be displayed.

Dashhoard § Domains § Domain dashbosrd - docteamesss comodo .o us / Reciment whitelist

Recipient whitelist Help
Total lines processed 3 %}
Impored 2 usern(s) B
Import for domain docteamcasg.comodo.od.ua has been finished !I!
o 2dd  [J Delete *) Resetiodefaull (23 Exportto CSVile | (3 Importfrom CSVfile
[ Recipient
[ abuse@docteamcasy comodo.od ua
[ bob@docteameasg.comodo.od.ua
— jemmy@docteamcasy. comodo.od ua
[ postmaster@docteameasg.comadao.od.ua
[ usert @docteamecasg. comodo.od ua

1 " [1-515) Perpage 15 v

The recipient whiteslist from .csv file will be uploaded and the administrator who carried out the task will receive a notification
about the import task completion.

Exporting the Recipient Whitelist to CSV file

The administrator can save the configured recipient whitelist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.
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To export the list
»  Click the 'Export to CSV file' button to save the list of whitelisted recipients as a CSV file

Dashboard / Domaing / Domain dashboard - docteamcaszg. comode. od.ua / Recipient whitelist

Help

Recipient whitelist

(%) Exportto CSVfile Y5 Import from CSV file

of 4dd [ Delete ) Resetto default

-

Opening RecipientWhiteList_docteamcasg.comodo.od.%sv | J

You have chosen to open: /

__ RecipientWhitelist_docteamcasg.comodo.od.ua.csw

which ist Text Docurnent
from: http://5.39.28.212:8080

What should Firefox do with this file?
Perpage |15 w

(7) Openwith | Notepad (default)
I

i@ Save File

[7] Do this automatically for files like this from now on,

o) (o]

A file download dialog will be displayed.
Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Recipient Whitelist

*  To delete a recipient from the whitelist, select the recipient from the list and click the 'Delete" button
Daghboard f Domains § Domain dashboard - docteamcaso comodo od us f Recipient whitelist

Help

Recipient whitelist

o= Add Resetto default 2 Exportto CSVfle [ Importfrom CSY ile

[ Recipient

[ abuse@docteameasg.comodo.od.ua

|_, hob@docteamcasg.comodo.od.ua

[ jemmygddocteamcasg.comodo.od ua

|_, postmastar@docteamcasy.comodo.od ua
[¥! usert @docteamcasg comodo.od.ua

1 M [1-5i5] Per page (15 w
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e Click 'OK' to confirm your changes

Remove recipient(s)

7 Are you sure you want to remove the selected
recipient{s)?

Sender Whitelist

All the filtering checks for whitelisted senders to the recipients of the selected domain are disabled. Comodo strongly
recommends to use this option only when the system wrongly blocks emails from a certain trusted sender. Though whitelisted
senders are applicable for all users in the domain, the senders list in ‘Blacklist senders per user' takes precedence over the
general list. Refer to the section Blacklist Senders Per User for more details. The Administrator can:

+  Add users to Sender whitelist

«  Export the list to CSV file for use in future

*  Remove users from Sender whitelist

*  Reset the list - Delete all whitelisted senders and make the list empty by clicking the 'Reset to default' button
To configure sender whitelist

»  Click the "Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Sender whitelist' sub
tab.

coMODO

Antispam Gateway

-y Cutgoing

] Email ma

B Sonder whitelhist

Create whibe

rl._-' Account management
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The 'Sender whitelist' interface of the selected domain will be displayed:

Dashboard f Domains § Domain dashboard - docleamcasy comodo.od ua § Sender whitelist

Sender whitelist © Hei
o 2dd [ Delete  *) Resettodefault | (%) Exportto CSvfle @) Importfrom CSV file

Sender
& angel@heaven.com

1 & [1-111] Perpage |15 @ w

Adding Users to Sender Whitelist

You can add recipients to white list in the following ways:
*  Manually adding the senders
*  Importing from a CSV file

To manually add senders
*  C(lick 'Add' to add a new whitelisted sender

The 'Add' dialog box will be displayed:

@

o =

*  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more whitelisted senders.

* Toadd a particular set of senders to whitelist, prefix or suffix the wildcard character * in the E-mail text field and
senders' email domain name after the @ symbol. For example, enter *.stores.com for all the senders in stores
department to be whitelisted.

*  Toadd a specific username from any mail domain to the whitelist, enter the username in the mail text field and the
wildcard character * after the @ symbol. For example, enter john@* for whitelisting the username 'john' with any email
domain name.

* Toadd a set of users or specific username from any email domain with a specific top level domain (TLD) name like
.com, .org, enter the wildcard character * or username in the Email text field and enter * followed by the TLD after the
@ symbol. For example, *@*.com' will whitelist all the senders from all the email domains ending with '.com’.

*  Toadd a whole domain to whitelist, enter the wildcard character * in the E-mail text field and email domain after the @
symbol and click the 'Save' button. Now all the senders with the entered domain name will be whitelisted.

The list of whitelisted senders will be displayed.

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 173



Comodo Antispam Gateway - Ad m_i_p__i__g_trat—o-r‘G’OTH_éf | COMODO

Creating Trust Online®

=

Dashboard f Domains f Domain dashboard - doctesmeasg comodo od ua F Sender whitelist

Sender whitelist © Hers
o add | [ Deiete = *) Resettodefault () Exportto CSVfile [ Import fram GBSV file

[ Sender

— ,

1 angel@heaven.corr
[ alice@gmail.com

1 " [1-2142] Perpage 15 v

To import senders to whitelist from CSV file

Administrators can import many senders from a file to Sender whitelist at a time. The senders' address should be saved in the
format shown below as an example:

sender1@domainname 1

sender2@domainname2

sender3@domainname3

*  Click the 'Import from CSV file' to import senders to whitelist from a CSV file.

Dashboard § Domans § Domain dashboard - doctesmoasa comodo.od ua FSender vwhitelist

Sender whitelist © Heio
o add | [ Delete  *y Resettodefault (3 Exportto csvm
[ Sender

1 angel@heaven.corr
[ alice@gmail.com

1 o [1-242] Perpage 15 |w

e Click 'Upload', navigate to the location where the file is saved and click the '‘Open’ button. The maximum size of the file
that can be uploaded is 9 MB.

Upload csvfile.
Each line should cantain the full e-mail

For example:

testuser! @testdomain
testuser?i@testdomain

lpload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes onfy a remaining part of not

imported task.
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Dashboard f Domeins f Domain deshboard - docleamcasg.comodood us §F Sender whitelist

Sender whitelist ) Help
Importis in process. Please wait ﬁ
+
o Add | [ Delete | ) Resetto defautt u Exportto CSV file
[l Sender

[ alice@amail.com
[ angel@heaven.com

1 i [1-242] Per page (15 | w

On completion of the upload process, the results will be displayed.

Dazhiboard f Domains f Domain dashboard - docteamcasd comodaod.us § Sender whitelist

Sender whitelist Help
Total lines processed 4 B8
Imported 3 user(s) (%]
Import for domain docteamcasg.comodo.od.ua has been finished B

+ Add m Delete ﬁ Reset to default ﬂ Exportio CSY file |'::'| Import from CSY file

| Sender
___| alice@amail.com
] angel@heaven.com
| falcon@hotmail com
1 smithi@rediff com
| silecovie96@yahoo com
1 N [1-3/5] Perpage (15 | w

The sender whietlist from .csv file will be uploaded and the administrator who carried out the task will receive a notification about
the import task completion.

Exporting the Sender Whitelist to CSV file

The administrator can save the configured sender whitelist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
*  Click the 'Export to CSV file' to save the list of whitelisted senders as a CSV file
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Dashboard / Domains / Domain dashboard - docteamcasg.comodo.ed.ua / Sender whitelist

Help

Sender whitelist

& Import from CSV file

(%) Exportto CSV file

o add | [[J Delete ¥y Resetto default

-

Cpening SenderWhitelist_docteamcasg.comodo.od .uafﬁ

You have chosen to open: {
| SenderWhitelist_docteamcasg.comodo.od.ua.csw

which is: Text Document
from: http://5.39.28.212:8080

What should Firefox do with this file?

(7 Openwith | Notepad (default)

@ SaveFile
Perpage |15 w

[] Do this automatically for files like this from now on. E

o | [ ]

A file download dialog will be displayed.
Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Sender Whitelist

¢ To delete a sender from the whitelist, select the sender from the list and click the 'Delete’ button.

Daszhboard f Domains § Domain dashboard - docteamcasog comodo.od ua f Sander whitelst

Sender whitelist © Hein

4= 23d{ [ pelcte Resetto default 1) Exportto CSViile | 3 Import from CSV file

| Sender

il alice@gmail.com

] ange @heayen.com

1 falcon @hotmail.com

V| smithi@rediff com

L wilecovteB8B@yahon com

1 5| [1-515] Perpage (19 w

»  Click 'OK" to confirm your changes.
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Remove sender(s)

e APe yOU sUre you want to remove the selected
@ sender(s)?

Recipient Blacklist
CASG will automatically block all emails to blacklisted recipients. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender. The Administrator can:

»  Add users to recipient blacklist

«  Export the list to CSV file for use in future

*  Remove users from recipient blacklist

*  Reset the list - Delete all blacklisted senders and make the list empty by clicking the 'Reset to default' button

To configure recipient blacklist

»  Click the 'Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Recipient blacklist' sub
tab.
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The 'Recipient blacklist' interface of the selected domain will be displayed:

Dazhiboard f Domains § Domsin deshboard - doctesmoss comoda od . us f Recipient biacklist

Recipient blacklist O Help
o 2dd [ Delete  #) Resettodefaut  £3 Exportto CS¥file | (23 Import from G5V flle

[ Recipient
__E users@docteamcasg.comodo.odua

1 H [1-141] Perpage |15 | w

Adding Users to Recipient Blacklist

You can add recipients to the black list in the following ways:
*  Manually adding the recipients

*  Importing from a CSV file
To manually add recipients

e Click 'Add' to add a new user to the list
The 'Add' dialog box will open.

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 178



COMODO

Creating Trust Online®

=

E-mail | jsrmith i@ | docteamcasgy.comodo.od.ua

o R

»  Enter the recipient name in the E-mail textbox and click the 'Save' button. Repeat the process to add more recipients
to blacklist.

* Toadd a particular set of recipients to blacklist, prefix or suffix the wildcard * in the E-mail text field. For example, enter
*.stores for all the recipients in stores department to be blacklisted.

¢ To add a whole domain to blacklist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
recipients in that domain will be blacklisted.

The list of blacklisted recipients will be displayed.

Dazhiboard f Domaing f Domain dashboard - docteamcaso comoda.od.us § Recipient blacklist

Recipient blacklist Help
o sdd | [ Delete  #) Resettodefault () Exportto CSVfile (2 Import from CSVfile

| Recipient
] users@docteameasg.comodo.od.ua

'l jsmith@docteamcasg comodo.od ua

1 i [1-212] Perpage 15

To import users to blacklist from CSV file

Administrators can import many users from a file to Recipient blacklist at a time. The users should be saved in the format shown
below as an example:

user1@testdomain

user2@testdomain

user3@testdomain

»  Click the 'Import from CSV file' button to import users to blacklist from a CSV file.

Dashboard § Domains § Domain deshboard - doctesmcessd comodo od ua § Recipient biackist

Recipient blacklist @ Hein

c'] Import from CSY file

1 M [1-141] Perpage (15 ~

o 4dd [ Delete = *) Resetto default 1) Exportio CSViile

[ Recipient

users@docteamcasg.comodo.odua

»  Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum size of the file
that can be uploaded is 9 MB.
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Upload csvfile.
Each line should cantain the full e-mail

For example:

testuser! @Etestdomain
testuser?@testdomain

Lpload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes onfy a remaining part of not
imported task.

Dashboard f Domains § Domain dashboard - docteamcasg.comodo.od ua FRecipient blacklist

Recipient blacklist © Help

Impontis in process. Please walt B
.
o add | [ Delete  *) Resetto defautt (] Exporito CSVfile
| Recipient
T bob@docteamcasg comodo.od. ua ~
| useri@docteamcasg.comodo.od.ua v
1 " [1-242] Perpage |15 W

On completion of the upload process, the results will be displayed.

Dashboard ! Domsins f Domain dashboard - docteamcasg.comodo.od ua f Reciplent blacklist

Recipient blacklist © rebp
Total lines processed 4 (X
Imported 4 usen(s) (%
Irmport for domain docteamceasg comodo.od ua has been finished %

o sdd | [ Delete  *) Resettodefault E4 Exportto CSVfile ) Import from CEV e

| Recipiem

] blacki@docteameasg comodo.od ua
il bob@docteamcasg.comodo.od.ua

—| duncan@docteamcasy.comodo.od.ua
| jsmith@docteamcasg comodo.od ua
| userd@docteamcasg.comodo.od.ua

1 o [1-575] Perpage |15 | w
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The recipient blacklist from .csv file will be uploaded and the administrator who carried out the task will receive a notification
about the import task completion.

Exporting the Recipient Blacklist to CSV file

The administrator can save the configured recipient blacklist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
e Click the 'Export to CSV file' to save the list of blacklisted recipients as a CSV file

Dazhboard / Domaing / Demain dazhboard - docteamcazg. comodo.od.ua / Recipient blacklist

Recipient blacklist Help

1 Exportto CSV file

Opening F‘.ecipfentBIackList_docteamcasg.comodo.o%csv ﬁ

o Add | [ Delete ¥y Resetto default @ Import from CSV file

[[] Recipient

-

You have chosen to open:
__ RecipientBlacklist docteamcasg.comodo.od.ua.csv

which ist Text Document
from: http://5.39.28.212:3080

What should Firefox do with this file? Perpage (15 |w

() Dpenwith | Notepad (default) -

@) : Save File

[ Do this automatically for files like this from now on.

| ok || Ccancel |

A file download dialog will be displayed.

»  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Recipient Blacklist

*  To delete a recipient from the blacklist, select the recipient from the list and click the 'Delete" button
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Dashboard / Domains f Domain dashboard - docleamcase comodo.od ua / Recipient biacklist

Recipient blacklist © Heip

+ Add Reset to default [‘:] Export to CSV file l':] Import from CSY file

] Recipient

'l black@docteamcasg.comodo.od.ua
il bob@docteamcasg.comodo.od. ua

| duncan@docteamcasg.comodo. od ua
[¥] jsmithi@@docteamcaso.comodo.od.ua
| userS@doctearncasg.comodo.od.ua

1 (& [1-5435] Perpage |15 |w

»  Click 'OK" to confirm your changes. The user will be removed from the blacklist and the mails addressed to the user
will be allowed as per the existing filter settings in CASG.

Remowve recipient(s)

@ Are you sure yol swant to remove the selected

recipient(s)?

Sender Blacklist

CASG will automatically block all emails from blacklisted senders. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender. The administrator can:

»  Add users to sender blacklist

»  Export the list to CSV file for use in future

*  Remove users from sender blacklist

*  Reset the list - Delete all blacklisted senders and make the list empty by clicking the 'Reset to default' button

To configure sender blacklist

»  Click the "Whitelist / Blacklist' tab on the left hand side navigation to expand and then click the 'Sender blacklist' sub
tab.
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The 'Sender blacklist' interface of the selected domain will be displayed:

Dazhboard f Domains f Domain dashboard - docleamcasa.comodo.od ua / Sender blacklist

Sender blacklist © Help
o sdd | [ Delete  *) Resettodefault () Exportto CSVfile [ Importfrom CSV file

| Sender
I devil@hell.com

1 M [1-1F81] Perpage (15 @ w

Adding Users to Senders Blacklist

You can add senders to black list in the following ways:
*  Manually adding the senders
*  Importing from a CSV file

To manually add senders

e (Click 'Add' to add a new blacklisted sender
The 'Add' dialog box will be displayed:
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E-mail | brutus i@ | helievenotocom

o JRE=Y

*  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more blacklisted senders.

e Toadd a particular set of senders to blacklist, prefix or suffix the wildcard character * in the E-mail text field and
senders' email domain name after the @ symbol. For example, enter *.stores.com for all the senders in stores
department to be blacklisted.

*  To add a specific username from any mail domain to the blacklist, enter the username in the mail text field and the
wildcard character * after the @ symbol. For example, enter john@* for blacklisting the username 'john' with any email
domain name.

* Toadd a set of users or specific username from any email domain with a specific top level domain (TLD) name like
.com, .org, enter the wildcard character * or username in the Email text field and enter * followed by the TLD after the
@ symbol. For example, *@*.com' will whitelist all the senders from all the email domains ending with '.com'.

*  Toadd a whole domain to whitelist, enter the wildcard character * in the E-mail text field and email domain after the @
symbol and click the 'Save' button. Now all the senders with the entered domain name will be whitelisted.

*  Toadd a particular set of senders to blacklist, prefix or suffix the wildcard * in the E-mail text field and senders' email
domain name after the @ symbol. For example, enter *.stores for all the senders in stores department to be
blacklisted.

*  Toadd a whole domain to blacklist, enter the wildcard * in the E-mail text field and email domain after the @ symbol
and click the 'Save' button. Now all the senders with the domain name entered will be blacklisted.

The list of blacklisted senders will be displayed.

Dazhiboard f Domalns § Domaln dashboard - docteamcasg comodo .o us § Sander blacklist

Sender blacklist 8 i
o add | [ Delete ) Resettodefault | (%) Exportto CSvfile (%) Importfrom CSVfile

] Sender
[ devilg@hell.com
[ brutus@believenoteom

1 i1 [1-272] Perpage 15 | w

To import senders to blacklist from CSV file

Administrators can import many senders from a file to Sender blacklist at a time. The senders' address should be saved in the
format shown below as an example:

sender1@domainname1

sender2@domainname2

sender3@domainname3

e Click the 'Import from CSV file' to import senders to blacklist from a CSV file.
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Dazhibosrd f Domeins £ Domain deshboard - docteamcaso comoda.od.us § Sender black|ist

Sender blacklist

&) Help

o sdd | [ Delete  *) Resettodefault (23 Exportto CSV

| Semder
B davi @hell.com

El brutus @b elievenot.com

1 I [1-212] Perpage |15 w

Click 'Upload', navigate to the location where the file is saved and click the 'Open' button. The maximum size of the file
that can be uploaded is 9 MB.

Upload csv file.
Each line should cantain the full e-mail

For example:

testuser! @testdomain
testuser?i@testdomain

Lipload

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the

upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes onfy a remaining part of not
imported task.

Diashbosrd fDomains f Domain dashbosrd - docteamcasg comodo . od ua f Sender blacklist

Sender blacklist

(\ Help
Importis in process. Please wait X
: *
o add  TJ Detete  ® Resetto deraut(” 3¢ Remove importtask )Ea Exportto CEVile
] Sender
[ brutus@believenot.com 2
[E devil@nel.com -

1 M [1-2i2] Perpage 15 | w

On completion of the upload process, the results will be displayed.
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Dashboard f Domains § Domain dashboard - doctesmcasn.comoda.od.us § Sender hilacklist

Sender blacklist © Heir

Total ines processed 7 B
Impored & user(s) ﬂ
|mpor for domain docteamcasg.comodo.od.ua has been finished ﬂ

o add [T Delete  *) Resettodefault (%) Exportio CSViile | (3 Import from CSV file

[T Sender

] brutusgbelievenot.com
£ chen@yahoo.com

[ devil@hell com

| falcong@hotmail.corm
[ 1ang@gmail.com

[ pennyi@rocketmail.com
| smithé@rediff.com

[ wilecoyte696@yahon.com

1 " [1-818] Perpage 15 W

The sender blacklist from .csv file will be uploaded and the administrator who carried out the task will receive a notification about
the import task completion.

Exporting the Sender Blacklist to CSV file

The administrator can save the configured sender blacklist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
e Click the 'Export to CSV file' to save the list of blacklisted senders as a CSV file
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Dashboard f Domains / Demain dashbeard - decteameasg. comode.od.ua / Sender blacklist

Sender blacklist Help

o= Add | [ Delete ¥y Resetto default{( (%) Exportto CSVfile )¢T) Importfrom CSV file

[7] Sender

-
Opening SenderBlacklist_docteamcasg.comod MA.C5V u

You have chosen to open:

| SenderBlackList_docteamcasg.comodo.od.ua.csv

which is: Text Document
from: http://5.39.28.212:3080

What should Firefox do with this file?

Openwith | Notepad (default) b

i@ Save File

Perpage |15 w
[7] Do this automatically for files like this from now on.

o ] [conee |

A file download dialog will be displayed.

»  Click 'OK" and navigate to the location in your computer and save the file or the file will be downloaded to your
download folder.

Deleting Users from the Sender Blacklist

e To delete a sender from the blacklist, select the sender from the list and click the 'Delete' button.

Dashboard f Domains fDomain deshboard - docteamcasg comado.od.ua § Sender ackiist

Sender blacklist Help

o 2dd | [ Delete ) Resettodefault | (39 Exportta CSVfile () Importfrom CSV file

[ Sender

[ brutusi@believenot com
[¥] chen@yahoo.com

[T devil@hell com

[¥] falcon@hotmail. com

[ lang@amail.com

[¥] penny@rocketmail.com
[ smithi@rediff.com

[ wilecoytes 96 @yahoo.com

1 " [1-8/8) Perpage (15 |w
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*  Click 'OK' to confirm your changes. The sender(s) will be removed from the blacklist. The emails from the senders will
be allowed as per the existing filter settings in CASG.

Remove sender(s)

7 Are you sure you want to remove the selected
sender(s)?

Whitelist Senders Per User

CASG allows administrators to add senders to whitelist on per user basis. Whitelisted senders for specific recipients can be
added manually, importing from a .csv file and from the users' requests. All the filtering checks for whitelisted senders to the
requested / added recipients of the selected domain are disabled. Comodo strongly recommends to use this option after
analyzing the request is genuine and warranted.

To configure sender whitelist per user

e Select the 'Whitelist / Blacklist ' tab from the left hand side navigation to expand it and then click the 'Whitelist senders

per user' sub tab.
B cCoOMODO
Antispam G:

Sender blacklist
Create blackdist rule
B Whiselist senders per user

Blacklist senders per user

ACCOUNL Managenent

The 'Whitelist senders per user' interface will be displayed:
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Dazhbeard f Domaing / Domain dashbeard - decteamcasg comoede.od. ua / Whitelist senders per user

Whitelist senders per user Help

o rdd [ Detete ) Importfrom csv file £} Refresh

@ Filters

[[] Sender Recipient
[[] demo2@esg comado.od ua john
1 i1 [1-1/1] Per page |15 W
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using the Filter option to search senders and recipients

Click anywhere on the Filters tab to open the filters area.

Dazhbeard / Domaing / Domain dashbeard - decteamcasg comode.od.ua f Whitelist senders per user

Whitelist senders per user © Heip

E Refresh

o add [ Detete (%) Importfrom Csv file

@ Filters

+ Sender w | contains v Apply filter
] Sender Recipient
[[] demo2@csg.comede.od.ua john
1 i1 [1-1/1] Per page |15 W

You can add more filters by clicking + for narrowing down your search.
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Dazhbeard / Domaing / Domain dashbeard - decteamcasg comode.od ua / Whitelist senders per user

Whitelist senders per user © e
o rdd [ Detete ) Importfrom cv file £} Refresh
@ Filters
+ Sender w | | contains v Apply filter
= | Sender '\]E] contains v

Sender |
F ¢ RESEEN Recipient
[[] demo2@esg.comede.od.ua john
1 i1 [1-171] Per page |15 w

You can remove a filter by clicking the ™= icon beside it.
Available filters are:

»  Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition selected in
column 2.

»  Recipient: Will execute a search of recipients according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:
«  Equals: Displays all senders / recipients that match the text entered in the text box.
*  Not Equals: Displays all senders / recipients except the one entered in the text box.
»  Contains: Displays all senders / recipients that contain the words entered in the text box.
*  Not Contains: Displays all senders / recipients that do not contain the words entered in the text box.
»  Starts With: Displays all senders / recipients that start with the words entered in the text box.
«  Ends With: Displays all the senders / recipients that end with the words entered in the text box.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

| + ¥ Refresh

Click the button to display all users.

Note: To display all the Whitelist senders after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

From this interface administrators can:

»  Add senders to whitelist per user

*  Remove senders from Whitelist senders per user list
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Adding Senders to Whiltelist Per User

You can add senders to whitelist in the following ways:
e Manually adding the senders
*  Importing senders from a CSV file

«  Adding from Whitelist requests from users

Manually adding the senders

The administrator can manually specify the whitelisted sender and corresponding recipient one-by-one to be added.

To manually add senders to whitelist per user basis

e Click 'Add' to add a new sender to the list. The 'Add sender' dialog box will be displayed:

Dashbeard / Domaing / Demain dashbeard - decteamcasg. comode.od.ua / Whitelist senders per user

Whitelist senders per user

w [ Delete %) Import from CSV file £} Re
@ Fjlters

] Serder Recipient
[[] demok@esg.comede.od.ua john

I [1-171] Per page

Add sender

Sender: | angel @  heaven.com

Recipient: |boh @

‘ Cancel ‘

»  Enter the sender's username in the E-mail textbox and sender's email domain name after the @ symbol in the first
row.

*  Enter the recipient's name in the Recipient text box in the second row. Note: The recipient should be a valid user.
*  Click the 'Save' button. Repeat the process to add more whitelisted senders for the user.

The list of whitelisted senders will be displayed.
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Dazhbeard / Domaing f Domain dashbeard - decteamcasg. comode.od.ua / Whitelist senders per user

Whitelist senders per user Help
o Add  [[] Detete () Importfrom CSV file £} Refresh
@ Filters
[] Sender Recipient
[[] demo2@esg.comede.od.ua john
[[] angel@heaven com bob

1 i1 [1-2/2] Per page |15 W

Importing senders from a CSV file

Administrators can import a multiple senders at a time from a comma separated values (CSV) file to Sender whitelist per user.
The list of whitelisted senders and respective recipients can be created using notepad or a speadsheet application like MS Excel
or OpenOffice Calc and saved in .csv format. Each line in the .csv file should contain the sender's email address and the
username of the recipient or sender's email address and the recipient's email address, separated by a comma. An example is

shown below:
sender1@anydomain.com, recipient1

sender2@anydomain.com, recipient2@domain.com
sender3@somedomain.com, recipient3
To import senders to whitelist from CSV file
e Click the 'Import from CSV file' from the "Whitelist senders per user' interface. The 'Upload' dialog will appear.

Dashboard / Domaing / Domain dazhboard - docteamcasg comodo.ed.ua / Whitelist senders per user

Whitelist senders per user

@ Importfrom CSV file £ Re

ofs Add [ Delete
@ Filters

Conder

Upload

Upload csv file.
Each line should contain two columns: senderusername

For example:

sender@anydomain.com, recipient

sender@anydomain.com, recipient@domain.com

Upload

e Click 'Upload', navigate to the location where the file is saved and click the 'Open’ button. The maximum size of the file
that can be uploaded is 9 MB.
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The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not

imported task.

Dashboard / Domains / Domain dashboard - docteamcasg.comode.od.ua / Whitelist senders per user

Whitelist senders per user © e

Importis in process. Please wait

o add [ Detete (3¢ Cancelimportfrom CSV file |E Refresh ‘
@ Filters
[] Sender Recipient
[[] demo2@esg.comede.od.ua jehn
1 i [1-1/1] Per page |15 W
On completion of the upload process, the results will be displayed.
Daszhboeard / Domains / Domain daghboard - docteamcazg.comodo.od.ua / Whitelist senders per user
Whitelist senders per user © Heio
Total lines processed 2 E
Imported 2 senders as whitelisted ﬁ
Import for domain docteamcasg.comodo.od.ua has been finished B
o= Add M Delete @ Import from CSV file + ¥ Refresh
@ Filters
[] Sender Recipient
[[] peter@pearlygates com john
[[] demo?@esg comado.od ua john
[[] alice@heaven.com bob
1 i1 [1-3/3] Per page |15 W

The sender whitelist per user from .csv file will be uploaded and the administrator who carried out the task will receive a
notification about the import task completion.

Adding from Whitelist requests from users

The administrator can add senders to whitelist based on the requests of the users. Refer to the section Email Management >
Whitelisted Requests for more details.
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Deleting Senders from Whitelist

¢ To delete a sender from the whitelist, select the sender from the list and click the 'Delete’ button.

Dashbeard f Domaing / Domain dazhboard - docteamecasg comodo.ed.ua / Whitelist senders per user

Whitelist senders per user

o add T Detete )y Importfrom CsVfile £+t Re
@ Filters
] Sender Recipient
[[] peter@pearlygdtes.com john
elf@empire.corp avantistude
[[] demo2@csg.cdmodo.od.ua jehn
bob

[[] angel@heavenfom

Remove senders

@ Are you sure you want to remove selected
|

senders?

e Click 'OK"in the confirmation dialog.

Blacklist Senders Per User

CASG allows administrators to add senders to blacklist on per user basis. This feature is useful in scenarios where you want to
allow mails from a particular sender to all users in the domain but want to block the sender for a particular recipient in the
domain. Senders for blacklisting for specific recipients can be added manually, importing from a .csv file and from the users'

requests.

To configure sender blacklist per user
»  Select the 'Whitelist / Blacklist ' tab from the left hand side navigation to expand it and then click the 'Blacklist senders
per user' sub tab.
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~
{ #) Dashboard

] INCoMming
] Culgoing
] Email management
=l Audil log
Whitelist / Blackist
Recipient whitelist
Sender whitelist
Recipient blackist
cander blacklist
Create blacklist rule
Whitelist senders per user
B Blacklisl sendaers par user

ril'-| Account management

The 'Blacklist senders per user' interface will be displayed:

Dazhboard / Domaing / Domain dashboard - docteamcasg.comodoe.od.ua f Blacklist senders per user

Blacklist senders per user @ Hew
| of Add [ Delete [ Importfrom CSVfile : £} Refresh
‘ € Filters ‘
[[] Sender Recipient
[[] demol@esg.comodo.od.ua john
1 i [1-111] Per page |15 W
Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using the Filter option to search senders and recipients

»  Click anywhere on the Filters tab to open the filters area.
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Dazhboard / Domains / Domain dashboard - docteamcasa.comodo.od.ua f Blacklist senders per user

Blacklist senders per user Help

G Refresh

o Add | [ Delete @ importfrom CSVfile

% Filters

+ Sender w | contains v Apply filter
[[] Sender Recipient
[[] demol@esg.comodo.od.ua john
1 i [1-111] Perpage |15 W

You can add more filters by clicking + for narrowing down your search.

Dazhboard / Domains / Domain dashboard - docteamcasg.comodo.od.ua / Blacklist senders per user

Blacklist senders per user © Heip

G Refresh

o Add | [ Delete @) Importfrom CSVfile

@ Filters

+ Sender w | contains v Apply filter
== |Sender w | |contains W
| sender i
[l ‘ SETLEL {"’L Recipient
[ demel @esg.comode.od.ua jehn
1 i1 [1-111] Perpage |15 w

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Sender: Will execute a search of senders according to the text in the text box (column 3) and the condition selected in
column 2.

»  Recipient: Will execute a search of recipients according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:
*  Equals: Displays all senders / recipients that match the text entered in the text box.
*  Not Equals: Displays all senders / recipients except the one entered in the text box.
»  Contains: Displays all senders / recipients that contain the words entered in the text box.
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*  Not Contains: Displays all senders / recipients that do not contain the words entered in the text box.
»  Starts With: Displays all senders / recipients that start with the words entered in the text box.
«  Ends With: Displays all the senders / recipients that end with the words entered in the text box.

e Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

»  Click anywhere on the Filters tab to close the filters area.

% Refresh
e Click the button to display all users.

Note: To display all the Blacklist senders after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh’ button.

From this interface administrators can:

*  Add senders to blacklist per user

*  Remove senders from blacklist senders per user list

Adding Senders to Blacklist Per User

You can add senders to blacklist in the following ways:

*  Manually adding the senders

*  Importing senders from a CSV file

«  Adding senders from Blacklist requests from users
Manually adding the senders

The administrator can manually specify the senders to be whitelisted for specific recipients, one-by-one to be added.
To manually add senders to blacklist per user basis

e Click 'Add" to add a new sender to the list. The 'Add sender' dialog box will be displayed:

Daszhbeard / Demains / Domain dashboard - docteamcasg.comodo.od.ua / Blacklist senders per user

Blacklist senders per user

@ I Delete &3 Importfrom CSV file

[] Sender Recipient

—|-_H€'

Add sender

Sender: | devil @ hell.com

Recipient: |boh @

| Cancel |
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»  Enter the sender's username in the E-mail textbox and sender's email domain name after the @ symbol in the first
row.

»  Enter the recipient's name in the Recipient text box in the second row. Note: The recipient should be a valid user.
»  Click the 'Save' button. Repeat the process to add more blacklisted senders for the user.

The list of blacklisted senders will be displayed.

Dashbeard / Demainz f Domain dazhboard - docteamcasg comodo.od.ua / Blacklist senders per user

Blacklist senders per user

[
o Add [ Detete ) Importfrom CSV file | £ Ref
@ Filters
[7] Sender Recipient
[E] devil@hell.com bob
[[] demol@csg.comode.od.ua jehn
1 i [1-2/2] Per page 15

Importing senders from a CSV file

Administrators can import a multiple senders at a time from a comma separated values (CSV) file to Sender blacklist per user.
The list of blacklisted senders and respective recipients can be created using notepad or a speadsheet application like MS Excel
or OpenOffice Calc and saved in .csv format. Each line in the .csv file should contain the sender's email address and the
username of the recipient or sender's email address and the recipient's email address, separated by a comma. An example is

shown below:
sender1@anydomain.com, recipient1
sender2@anydomain.com, recipient2@domain.com
sender3@somedomain.com, recipient3
To import senders to Blacklist from CSV file
e Click the 'Import from CSV file' from the 'Blacklist senders per user' interface. The 'Upload' dialog will appear.
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Dashbeard / Demains / Demain dashboard - docteamcasg.comodo.cd.ua / Blacklist senders per user

Blacklist senders per user

&3 Importfrom CSV file

of= Add | I Delete
@ Filters

[7] Sender

Recipient

Upload

Upload csv file.
Each line should contain two columns: senderusername

For example:

sender@anydomain.com, recipient

sender@anydomain.com, recipient@domain.com

Upload

»  Click 'Upload', navigate to the location where the .csv file is saved and click the 'Open’ button. The maximum size of
the file that can be uploaded is 9 MB.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Dashboard / Domaing / Domain dashboard - docteamcasg.comedo.od.ua / Blacklist senders per user

Blacklist senders per user €) Heip
Importis in process. Please wait
of= add [[] Delete 3¢ Cancel importfrom CSV file + ! Refresh
@ Filters
[7] Sender Recipient
[E] devil@hell.com bob
[[] demol@csg comodo.od ua john

1 11 [1-212] Perpage |15 W

On completion of the upload process, the results will be displayed.
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Dashboard / Domains / Domain dashboard - docteamcasg.comodo.od. ua / Blacklist senders per user

Blacklist senders per user © Heo
Total lines processed 3 ﬁ
Imported 3 senders as blacklisted (%]
Import for domain docteamcasg.comodo.od.ua has been finished (%]
of= Add  [[] Delete (%) Importfrom CSV file £ ! Refresh |
@ Filters
[7] Sender Recipient
[[] judas@betrayal com john
[[] devil@hell.com bob
[[] demol@csg.comedo.od.ua jehn
[[] brutus@treason.com jehn
[[] bluto@ironcastle com bob

1 f1 [1-515] Per page |15 W

The sender blacklist per user from .csv file will be uploaded and the administrator who carried out the task will receive a
notification about the import task completion.

Adding senders from Blacklist requests from users

The administrator can add senders to blacklist based on the requests of the users. Refer to the section Email Management >
Blacklisted Requests for more details.

Deleting Senders from Blacklist

¢ To delete a sender from the blacklist, select the sender from the list and click the 'Delete’ button.
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Dashbeard / Demaing / Domain dashboard - docteamcasg.comodo.ed.ua / Blacklist senders per user

Blacklist senders per user

+Add ﬁ Delete  Nev Importfrom CSV file

@ Filters

] |

Ref

[C] Sender Recipient
judas@betrayalcom john
devil@hell.com bob
[[] demol@csg.cofnodo.od.ua john

Remove senders

== Are you sure you want to remove selected
| senders?

e Click 'OK"in the confirmation dialog.

3.2.1.14.7  Account Management

In the Account Management interface, an administrator can manage the users for the selected domain. From this interface, you
can reset passwords for users, allow or deny permission for users to access their account, can import CSV file containing the list
of users, import users from your the Active Directory (AD) server of the domain through Lightweight Directory Access Protocol
(LDAP), add and move your aliases. In the Users history interface, an administrator can view users login history. Refer to User

History for more details.

Click the following links for more details:
+  Users
+  User auto-import
+  Users history
*  Importing Users from LDAP

3.2.1.1.4.71  User Account Management

The 'Users' area allows administrators with appropriate privileges to manage users for the selected domain. This includes
adding/importing users, deleting users, editing user accounts, resetting passwords and configuring user permissions. Admins

can also configure email aliases from this interface.
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Dashboard
Domain dashboard
Incoming
Cutgoing
Email management
Audit log
= Domain Rules
Account management
B sers
Users auto-import
Users history
LDAP import configuration
LDAP import confirmation list

LDAP import ignore list

Click the following links for more details:
*  Managing Users
«  Adding New Users
*  Deleting Users
«  Editing Users
*  Unlocking Users
*  Importing from CSV file
*  Managing Permissions
«  Aliases
*  Moving to Aliases
*  Importing Aliases from CSV file
«  Forwarding mails to another user
+  Other actions
Managing Users
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»  Click 'Account management' on the left then click 'Users':

' cCOMODO
' Antispam Gateway

BEENET |
Domain dashboard

Incoming

Outgoing

Email management

Audit log

Domain Rules

Account management

s auto-import
rs history
LDAP impaort configuration
LOAP import confirmation list

LOAP import ignore list

The 'Users' interface of the selected domain will be displayed.

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 203



Cashboard / Domains / Domain dashbosrd - docleameas comodo od.ua [ Usars
Users
o Add | [ Detete & Eat T Unlock
&) Filters
Usarmamae Enabled Last login
bok Yes 201 5-06-26 0B-24:00
john Yes 2015-06-29 11:32:54
alice Yes
1 i [1-212]
Sorting the Entries

Aliases
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Help

+ ¥ Refresh

Grroup Forward to
Power Uisers

Users

Users

Per page |15 W

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for 'Aliases and Group' columns.

Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Cashtcard / Domains / Domain dashboard - gocleamoasy. comats. od us / Uears

Users

o 2da | [ Detete 2 £t @3 uniock [
& Filters

o |Usemame v containg v

You can add more filters by clicking + for narrowing down your search.

Dashboard f Domaing f Domain dashboard - docleamcasg comodo od ua F Users

Users

o 4dd | ] Detete | @ Edt | @ uniock [UEEEEEAERY

@ Filters
&= Usemame v | containg v
Ll il w | |equals w O
Usernamea }
| Enabied led Last login
Last login !
5 Mlias usemame 201506-29 08:24.00
RS = amas 20150629 11:32.54
Forward to
# Group

You can remove a filter by clicking the ™= icon beside it.

Aliases

Help

£ * Refresh

Help

£ Refresh

Group Forward to

Power Users
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Available filters are:

»  Usemname: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

»  Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.
«  Contains: Displays all username(s) that contain the words entered in the text box.
*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
»  Starts With: Displays all username(s) that start with the words entered in the text box.
«  Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:
+  Enabled: Sorts the results based on whether a user is enabled or disabled.
When you select this option in the first drop-down, 'equals' is the only option available in the second drop-down:

»  Equals: Displays the results of enabled users when the checkbox beside it is selected. When the checkbox is not
selected, it displays the list of users who are not enabled.

»  Last Login: Sorts the results based on the last login details of users.

When you select this option in the first drop-down, the following filters are available:

*  Equals: Displays the list of users whose last login date is the same as the selected date in the third box from the
calendar.

*  Less than: Displays the list of users whose last login date is less than the selected date in the third box from the
calendar.

»  Greater than: Displays the list of users whose last login date is greater than the selected date in the third box from
the calendar.

»  Alias username: Will execute a search of user alias name according to the text in the text box (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

«  Contains: Displays all users with alias name(s) that contain the words entered in the text box.

*  Equals: Displays all users with alias names that match the text entered in the text box.

*  Not Equals: Displays all users except those with the alias name entered in the text box.

*  Not Contains: Displays all user alias name(s) that do not contain the words entered in the text box.
»  Starts With: Displays all user alias name(s) that start with the words entered in the text box.

»  Ends With: Displays all the user alias name(s) that end with the words entered in the text box.

»  Alias Domain: Will execute a search of domain alias hame according to the text in the text box (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

*  Contains: Displays all users with domain alias name(s) that contain the words entered in the text box.

«  Equals: Displays all users with domain alias names that match the text entered in the text box.

*  Not Equals: Displays all users except those with the domain alias name entered in the text box.

*  Not Contains: Displays all user domain alias name(s) that do not contain the words entered in the text box.
o Starts With: Displays all user domain alias name(s) that start with the words entered in the text box.

«  Ends With: Displays all the user domain alias name(s) that end with the words entered in the text box.

»  Forward to: Will execute a search of forwarded to user names according to the text in the text box (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:

*  Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.
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»  Contains: Displays all username(s) that contain the words entered in the text box.

*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
o Starts With: Displays all username(s) that start with the words entered in the text box.

»  Ends With: Displays all the username(s) that end with the words entered in the text box.

»  Group: Will execute a search of users belonging to the user group selected from the drop-down in the third column and
the condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:
*  Equals: Displays all users from the group selected from the third drop-down.

«  Not Equals: Displays all the users excluding those belonging to the group selected from the third drop-down.
Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.
Click anywhere on the Filters tab to close the filters area.

‘ G Fefresh

Click the button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh' button.

To add a new user

e (Click the 'Add' button.

Dashboard / Domaing / Domain dashboard - doclesmeasy comodo o ua / Users
Users Heip
ﬁ‘ Delete | # Eait (@) Uniock [ £ Refresh
€3 Filters
Username Enabled Last login Alases Group Forward 1o

The 'New user' dialog will be displayed:
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HNew user

sername

| (@ docteamcasg.comodo.od.ua

[¥IEnabled

[Cwhitelist this email

Vlsend quarantine reports

[¥Isend invitation
[CIMon human

[CIPublic email

»  Enter the username of a new user that will be first part of the email address. For example, if you type "alice’, the email
address of the user will be ‘alice@domainname.com'.

By default, the user will be enabled. Clear the 'Enabled' box to deny the new user access to CASG. You can enable the user in
the Edit user interface later on.

You can choose to add the new user to Recipient Whitelist from this interface itself. Select the checkbox beside the "Whitelist
email' to add the user to Recipient Whitelist..

The administrators can also determine whether the users will get the reports or not. By default, it is enabled.
*  Uncheck 'Send quarantine reports' box to disable this option.

e Checking 'Send invitation' box will send the invitation mail to the email recipient address entered in the 'Username’ text
box.

*  Check 'Non human' if the address is a no-reply or common mailing list such as 'sales@..."

*  Check 'Public email' if the address is published somewhere, for example on a customer facing website. Enabling this
box will allow CASG to more accurately filter spam for this type of email address.

e (Click the 'Save' button.

Note: If the user is disabled and subscribed for periodical Quarantine Reports, the subscription will also be canceled.

An email to the added user will be sent automatically containing password to access CASG. The password can be reset in the
edit interface. The added user will be displayed in the list.
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Dashboard / Domams / Domain dashboard - docteamcasg comedo od ua £ Users
Users Help
o 2dd | [ Delete | @ Ect (@) Unlock +_* Refresh
€3 Fitess
7] Username Enabiled Lasi login Aliases Group Forward 1o
alice Yes Jsers
bab Yes 201506-29 03-24:00 Power Users john@docteamoeasg.como
john &g 2015-06-29 11:32:54 Users

' 1 Per page |15 -

Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of users limit
configured for the domain in the Add Domains / Edit Domains / Domain Settings interfaces. When you exceed the limit of users,

the following will be displayed while adding a new user.

Warning

/o ou cannot add more users as yod have reached
(0 your maximurm number of allowed users
[ =)

To delete an existing user
e Select the user you want to delete from the list and click the 'Delete" button

Dashboard / Domaing / Domain gashboard - dectesmcasg comodo od ya f Users

Users © He
0 Deiete ) & Et 3 Unlock 3 Refresn

o Acd
&) Fiters

Enabded Last login Aliases Group Forward to
Yes Lisers
----- Yes 2015-06-20 0B:24.00 Pawer Users john@docteamcasg como
fes 201 5-06-20 11:32:54 Ulsers
Yes Users
1 1 [1-373] Perpage | 15 R

e Click 'OK' to confirm your changes.
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Delete users

e Areywou sure yvou want to delete the selected
users?

The user(s) will be removed from the list.

To edit an existing user
You can select to allow or deny permission for the users to access their CASG account in the edit interface as well as enable or
disable quarantine report generation for the user.

e Select the user you want to edit from the list and click the 'Edit' button.

Dashtoard / Domaing / Domain dashboarg - docteamcasg comode od.ua [/ Users

Users © Hen

2 e B unkr =

o 200 | [T Delete
£ Fitters

] Usermname Enabled Last login Aliases Group Forward to
Yes Lisers
""" Yes 2015-06-20 08:24:00 Pawer Users john@doctesmeasg coma
s 2015-06-20 11:32.54 Users
Yes Usare
1 " [1-373] Perpage 15 |w

The 'Edit user' dialog box will be displayed.

Edit user henry@docteamcasg.comodo.od.ua

llzername

@

Enabled Whitelist this email Send guarantine reports

Save | Cancel

»  Enabled - Select the checkbox to allow or deny access to the CASG interface.
*  Whitelist email - Select this checkbox to add the user to Recipient Whitelist.

«  Disable 'Send quarantine reports' checkbox, if you do not want the user to get quarantine reports. By default it is
enabled.

»  Click the 'Save' button to confirm your changes.

Note: If the user is disabled and if the user has subscribed for periodical Quarantine Reports, the subscription will be canceled.

To unlock users
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Users who try to login to CASG with wrong credentials will be automatically locked after three unsuccessful attempts. They will
be able to try again only after 30 minutes from the time of lockout. CASG administrators can unlock these users immediately
without waiting for the timeout period to end, so that the users can try to login again to CASG.

The locked out users will be displayed with a lock icon beside them.

Dashbtoard / Domaing / Domain daghbpard - docteamcaeg comodo.od.ug / Users
Users € Heip

& 2ad | [ Delete 2 Ean @ [ More actions v | £ Refresh
& Fiters

Last login Aliases Group Forward to
Users
201506-30 10:17:29 Power Users
henry No Users
johin Yesa 2015-06-30 10:27-45 LUlzers
1 I [1-474] Perpage (15 |w

¢ Select the locked user from the list and click the 'Unlock’ button.

A confirmation dialog will be displayed.

Unlock users

users?

@ Are wou sure you want to unlock the selected

e (Click 'OK" to unlock the selected locked user.

The user now can try to login again without waiting for the lockout time period to end.

To import users from CSV file

You can add many new users at a time by importing from a file. The users should be saved in ‘comma separated value' (CSV)
as shown below:

username1,domainname,true

username2,domainname,false

e Toimport new users from a CSV file click More actions > Import from CSV file
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[ashboard / Domans / Domain gashboard - doctesmcasg comode od us / Users

Users € Help
J 4dd [ Delete # Edt (D Uniock 3 Retresh
Enabie
&) Fiers
Enabie by fiker
Username Enabled Aliases Group Forward 1o
Send invitation
alice Yes Lisers
Bk Ne Regenerale password e e
henry No WManage permssions Lisers
jzhn Yes Users
Alaaes
1 i [1-414] Perpage 15 | w

Wove to alases
Farward to

Impor akas from CSW e

Import from C5 file

The Upload dialog will be displayed.

Uload csvfile.
Each line should contain three columns: username,domain,is user enabled
ar not

For example:

testuser, testdomain, true

»  Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button.

The upload progress will be displayed...

Dashboard / Domans / Domain dashboand - docleamcasg comoedo od ua f Users

Users © Hen
Import is in process. Pleasa wait %]
sl Add 1:1 Dielate _.@? Edit |El| Unlock lG Refresh

...and when completed, the results will be displayed.
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Dashboard / Doamaing / Doman daghboeard - decteamessy comade od.ua / Users
Users Help
Imported 1 useris) %]
&

1 users already exist

o 400 | [ Delete | @ Eot (@) Unlock m i * Refresh

ﬁ Filters

Username Enabiled Last login Aliases Group Forward 1o

lice Yes Users
[F] bob Yes 201506-30 10:17:29 Power Lisers

hen Mo Use

chi Yes 2071 5-06-30 10:27:45 Usars

mith MNo Use

1 " [1-518] Perpage 15  |w

The administrator who carried out the task will receive a notification about the import task completion.

Note: The number of users that can be added depends on the plan subscribed by you and the maximum number of users limit
configured for the domain in the Add Domains / Edit Domains / Domain Seftings interface. CASG will stop importing users after
the number of users allowed for the account is reached and a warning will be displayed.

DS Nboard 7 Domaing.  Doriai ainbosi. Secteamesi comaoan pd.us F Users
Users € Heip
Imported 1 user(s) [ x|
You cannot add more users as you have reached your maximum number of allowed users by license limitation, 1 users were imported [ ]
o 2a0 [ Delete  #* Eot [T Uniock £ Refrash

Fitters

Managing Permissions for users

CASG allow administrators to assign permissions for users that will determine what the users can do and cannot do while
logged into their respective CASG user interface. The administrators can create policies and assign them to users from this
interface. See the section 'User Groups & Permissions' for more details on how to create groups and policies. A new user will be
automatically assigned default permission settings.

To assign permissions for a user

»  Select the user(s) that you want assign permissions and click More actions > Manage permissions
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Diazhbeard / Domaing f Domain dashboard - docteamcasg comodo od.ua / Users

Users © Hep
o Add | [ Detete | @ Edit (D) Unlock +_* Refresh ‘
Enable
[ ) Fiters
Enabie by fiber
] username Enabiled Allases Group Forward to
Send inviation
[F alice Yes Users
Regenerate passwond
[ bob Yes g = Power Users
2 ey o
¥ 2
L] john &3 e Users
i T [1-474] Perpage 15 |w

Move to akases
Forward to
Import akas from CSY file

Imper fram CSW e

The 'User Groups & permissions' interface will be displayed.

User groups & permissions

o Add

Name Permission:
© Power Users 5 All user permissions
@ Users (Default)

© HR

Assign to selected users Assign to filtered users | Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default, 'User
(Default) and 'Power User' groups will be available and administrators can add, edit groups and assign permissions to users.
See the section 'Groups & Permissions' for more details.

e Select the group from the list.
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User groups & permissions

o sdd | & Edit | [T Delete | {2 Make default

Hame Permission;

) Power Users 4 |8 All user permissicns

@ Users (Default) ¥ Incoming Log Search
@ HR Outgoing Log Search
*| Report Spam
~User report subscriptions
Quarantine
Archive

o
*| Create mail request

o

Change user settings
* | Whitelist / Blacklist

Assign to selected users Assign to filtered users | Cancel

The permissions set for this group will be displayed on the right side.

»  Click the 'Assign to selected users' button to set permissions for selected user or multiple users.

Click 'Assign to filtered users' button to set permissions for selected group to all users or to all users found by filter.

e (Click Ok in the confirmation window.

Assign Group

e This group will be assigned to all selected users.
Areyou sure?

The selected user(s) will be assigned to the group and successfully assigned message will be displayed.
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Dashboard f Domains / Domen dashbeard - docieamcasg comodo od ug / Usars
Users Help
Permissions successfully assigned to 2 user(s) B8
o aca | [ Deiete | @ Eat 3 Unlock m £ ¥ Refrash
& Filters
Username Enabiled Last login Aliases Group Forward Lo
alice Yes Uzers
bob Yes 2015-06-30 10:17:29 Power Uisers
hen Yes HE
ohn Yes 506 45 HE
1 'k [1-474] Perpage 15 | w

The interface also displays the new group assigned for the selected user under the 'Group' column.

Adding the user aliases

CASG allows admins to add a user alias name to organize emails related to different groups or functions into a single email
inbox automatically. The users can protect their real email address.

e Select a user and click 'More actions' > 'Aliases' to add user aliases.

Dashboard / Domains / Domain dashboard - docteamcasg comodo od ua / Users
Users Help
o add | [ Detste & Edt | G Unlocx % Refresh
Enabie
£ Filters
Enabie by fiter
Usermame Enabled Aliases Group Forward to
Send invitation
| alice Yes ez
i ; Fiegenarate password
| bob Yes Power Users
[#] henry Yes Manage permissions HR
il i [1-474] Perpage |15 "

Move in aliases
Forward o
Impart alias fram CSW file

Impart froen CSW file

*  Enter the full email alias address of the user. Note: The alias email address must be of any domain belonging to the
account.
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User Aliases

o= Add alias

- stores@democasg.comodo.od.ua

Save | Cancel |

e (Click the Save button.

Note: Users cannot add an alias by themselves.

+

e Toremove an added alias row click the ™ icon beside it.

e Toadd multiple aliases click the button.

After adding a user to an alias, admins can extract him/her as a user.
»  Click the 'Aliases' button after selecting the user.

In the 'User Aliases' dialog next to the added alias row, the 'Extract as user' button will be displayed.

User Aliases

=)= Add alias

== stores(@democasg.comodo.od.ua Extract as user

Save | Cancel

e (Click the 'Extract as user' button.

The alias successfully moved message will be displayed.

Success

@ Alias was successiully moved to user

e Click 'OK'

The user extracted from the 'User Aliases' dialog box will be added to list of users in the respective domain added as alias and
will be placed in the default group.
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Caghboard - Comans ¢ Domain dashboardg

Users Help
o aoa | [ Delete 2 Rl More actions | £ Refrech
@ Filters

Username Enabled Last hogin Aliases Group Forward to
Yes Users
1 i [1=171] Perpage (15 w

Note: The number of users that can be added for an account depends on the plan subscribed by you. When you exceed the
limit of users, a warning will be displayed.

Moving user account to aliases

CASG allows admins to move an existing user as an alias for another user for any domain available in your account.

e Select the user that has to be moved as an alias and then click 'More actions' > 'Move to aliases'

Dashiboard / Domping / Domain dgashbpard - doctepmeasg comodo od ua / Users
Users Help
o add | T Delete | & Edit | (3 Unlock £% Refresh
Enabie
© Fites
Enabie by fiter
"] Usemame Enabled Aliases Group Forward to
Send invitation
| alice Yes Users
Regensrate passwond
bob Yes . S Power Users
henry s Manage permssions HR
johin Yes HR
Alazes
1 " [1-474]) C:D Perpage |15 w
Forward to

mpod akas fram CSW fle

Fpod Tram CSY e

e Type the full email address of the user for whom the alias has to be added. Note: The user and domain should be valid
and belong to your account.

User Aliases

stores@democasg.comodo.od.ua

Save | Cancel |

¢ Click the 'Save' button.

Now, the selected user has become an alias of another user. (This could be for the same domain or another domain belonging

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 217



COMODO

Creating Trust Online®

to your account.)

Dashboard / Domans / Domain dashboard - democasg comodo.od ua / Users
Users Hetp
+ Add ﬁ Delete I@ Edit & Unlock More actions £ * Refrash
€) Fiters
T Username Enabied Last login Aliases Group Forward to
I ] stores Yes alicei@-docteamcasg.come Lsers I
1 " [1-111] Perpage 15 w

Importing alias from CSV file

You can add many aliases to existing user(s) at a time for the selected domain and / or for other domains available for your
account by importing from a file. The aliases should be saved in 'comma separated value' (CSV) as shown below:

Example 1

The following example shows how you can add alias for two users for the selected domain.
alias@domain.com username1, username2

Example 2

The following example shows how you can add alias for users for the selected domain and other domains available for your
account.

alias@domain.com username1, username2, username3@domain2
Please note that for adding many aliases at a time, each alias should be separated by a paragraph line. For example:

alias1@domain.com username1, username2
alias2@domain.com username1, username2, username3@domain2

*  Click 'More actions' > 'Import alias from CSV file' to assign alias for users from a CSV file.

Dashboard f Domains / Doman dashboard - docteamcasy comodo. od ua f Users
Users Help
of 400 [ Detetz | @ Eat (D) Unlock £ Refresh
Enabde
6 Filters
Enabie by fier
Username Enabiled Miases Group Forward 1o
Send invitation
bob Yes Power Users
Re rabe d
e Yes GENETalE pASSWOr HR
john Yes Manage permissons HR
1 i [1-3/3] Aliases Perpage (15 w

Move io aliases

Forward to

T D

Impart from CSW fike
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The Upload dialog will be displayed.

Upload csvfile.
Each line should be inthe next format: alias [cey user list],

For example

aliaz@testdomain user!, user2@domain

When domain name is not mentioned - userwill be added to the current
damain to alias name

WWhen such user does nat exists - userwill he created

Ipload

Click the 'Upload' button and navigate to the location where the file is saved and click the 'Open' button.
The upload progress will be displayed...

Lashpoard ¢ Demains / Deman dashpeard

docieamcasg. comodn. od.ug f Users
Users © Hebo
Impaortis in process. Please wail X |
E LR U B TR MV More actions v £ * Refresh !
Eilt
...and when completed, the results will be displayed.
Dashtoard ) Domans / Joman dashbeard - docieamcasg comodo. od ua / Uaers
Users Help
Total lines processed 1 (%]
Impaort far domain docteamcasg.comodo.od.ua has been finished 5|
1 users already exist Ei
of 4dd i Delete | @ Edit [ Unlock | £* Retresh
3 Fitess
Username Enabiled Last hgin Alases Growup Forwand to

The administrator who carried out the task will receive a notification about the import task completion.
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Forwarding mails to another user

CASG allows administrators to add a forwarding address for a user. This is useful when a user is on vacation or unavailable for
sometime but the mails addressed to him should be attended immediately. Please note the forwarded user should also be in the
same domain.

e Select the user whose mails have to be forwarded to another user and then click 'More actions' > 'Forward to'

Dashboard / Domaing f Doman dashbeard - docteamcasg comodo. od.ua / Users

Users € Hew
o ada | [ Detete o £t ) uniock [ 3 Refiesh ‘
Enable
£} Fitters
Enabie by fiker
] username Enabled Aliases Group Forward to
Send invitation
¥ bob Yea Power Users
[[] henry Yes Pl HR
[ john Yes Manage permssions HR
1 [1-3r3] Alases Perpege |15 |w

Wove to alases

5

Import alas from CSY fle

Imper from C5W fle

The 'Forward settings..." dialog will be displayed:

Forward settings for bob@docteamcasg.comodo.od.ua

Enable forwarding: [

@
Forward all user messages to:
docteameasg.comodo.od.ua

| Cancel |

*  Select the 'Enable forwarding' check box

»  Enter the user name of the recipient to whom the mails have to be forwarded in the 'Forward all user messages to'
field

e (Click the 'Save' button

The forwarded user will be added and a success message will be displayed.
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Dashbeard / Domaing f Domain deshboard - docteamcpsg comodo od ya £ Users

Users © Heip
a

Successfully saved

ERRR T R A= BR R More actions | |E,¥ Refresh |

© Fites
] Username Enabled Last login Aliases Group Farward o
[ bob Yes 2015-06-20 10:17:29 Power Lsars henry@docteameasg com
[E] heniry Yes HR
[F] john Yes 201506-30 10:27:45 HR
1 [1-313) Perpage |15 |w

The incoming mails of the selected user will be automatically forwarded to the added user in the domain. When the selected
user logs in to his/her CASG account, an alert will be displayed at the top of the interface.

Pleass nate that all incoming messages are sutomatically forwarded 1o henryiddocteamcang.comodo.od.ua

8 Quarantine

e Toremove the forwarded mail address for a user, select the user, click 'More actions' > 'Forward to'

The 'Forward settings..." dialog will be displayed:

Forward settings for bob@docteamcasg.comodo.od.ua

Enable forwarding:

henry @

Forward all user messages to:
docteamecasg.comodo.od.ua

| Cancel |

*  Deselect the 'Enable forwarding' check box
*  Delete the username in the 'Forward all user messages to' field

*  Click the 'Save' button
The forwarded user will be removed and a success message will be displayed.

Other Actions
e Toallow user to access to CASG interface, click the 'More actions' > 'Enable’. A confirmation dialog will be displayed.

*  If you want to allow access to user selected by applying filter, apply filters and click 'More actions' > 'Enable by filter'. A
confirmation dialog will be displayed.

»  Click the 'More actions' and select the 'Regenerate password'. The password will be reset for the user in case it is
forgotten. The new password will be sent to the user's email automatically. The user has to use this new password to
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access CASG. A confirmation dialog will be displayed.

*  To send invitation to new created users, select users and click 'More actions' > 'Send invitation'. A confirmation dialog
will be displayed.

3211472 Managing User auto-import

CASG has the ability to automatically import new users belonging to the managed domain, upon receiving the first accepted
incoming mail, addressed to the new user at the mail server.

The administrator can enable the auto-import feature and configure it from the 'User auto-import' interface.

Each new user discovered, will be auto-imported in 30 minutes and will be sent with an invitation mail containing an activation
link and credentials for their CASG user account. The new users need to activate their CASG User account by clicking the link in
the invitation mail or logging-in to CASG User interface using the credentials provided in the mails. The administrators will also
get a notification mail whenever a new user is auto-imported into CASG, if configured.

To access the Users Auto-Import interface
»  Select 'Account management' from the left hand side navigation to expand it and choose 'Users auto-import' from the

options
' cOMODO
"p®' Antispam Gateway

(/) Dashboard
Domain dashboard
Incoming
Outgoing

Email management

Audit fog

Domain Rules

Account management

® Users auto-import

Useis sy
LOAP import configuration
LDAP import confirmation list

LDAP impaort ignore list

The 'Users auto-import' interface of the selected domain will be displayed.
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Cashboard f Domaing f Demain dashbeard - docteamcazg. comedo.od.ua / Users auto-import

Users auto-import

[[] Enable auto-import
Automatically enable imported users
Send invitation to imported users

Motify administrators about imported users

Motification recipients:

*  Enable auto-import - Select this option to enable the auto-import feature.

*  Automatically enable imported users - Select this option, If you wish all the auto-imported new users to be
'Enabled' and their accounts with CASG are to be automatically activated, without them having to login to
CASG user interface.

»  Send invitation to imported users - Sends invitation mails to newly imported users. The mail will contain the
activation link and their login credentials.

*  Notify administrators about imported users - Select this option if the administrator are to be notified whenever
a new user is auto imported. You can specify administrators (including self) to whom the notification mails
are to be sent in the 'Notification recipients' textbox. The notification contains the imported user name and a
domain name.

»  Notification recipients - Enter the email addresses of the administrators to whom the notification emails are to
be sent. You can enter multiple address, separated by commas.

Dashboard / Demaing / Domain daghboard - docteamcasg.comodo.od.ua f Users auto-import

Users auto-import

Enable auto-import
Automatically enable imported users

Send invitation to imported users

EEEE

Notify administrators about imported users

i ] o demol@docteamcasg.comodo.od.ua
MNotification recipients:

*  Click the 'Save' button for your settings to take effect.

Successfully saved X

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 223



Comodo Antispam Gateway - Ad m_i_p__i____s_trat—o-r‘G'i'j'i'aé____ COMODO

Creating Trust Online®

3.2.1.1.4.73 Viewing User History

The 'Users History' area contains a record of user account connections within a particular date range. You can filter users by IP
address, last login, domain, username and/or location.

Note: This interface will show user connections to the current domain only (the domain that is shown near the top of the
interface). If required, you can view user connections for all domains in the 'Account Management section' (click 'Dashboard'
then in the 'Account Management' section, click 'User's History' sub tab).

The remainder of this page explains how to access the history interface and how to use filters to create custom searches.
Accessing the user history interface

e Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Users history' sub

tab.
; cCOMODO
' Antispam Gateway

Dashboard

Domain dashboard
Incoming

QOutgoing

Email management

Audit log

Domain Rules
Account management
Users
Usere autn-import
Users histony
L aoewrt CONfiguration
LOAP import confirmation list

LOAP impaort ignore list

The 'Users history' interface of the selected domain will be displayed.
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[Deshboard / Domans M Doman dashboard - doctepmcasg comodo od ua f Users rq[:.ry'
Users history © He
a Fikters

Usarname Domain Ir Location Last kogin Login duraticn {min}
Dom gocteamcas g comase.odu 125 17,111,121 Inaia 2015-06-29 082404 Currently logged in

{ala]] docteamcasg comodo.odu 1251711121 India 2015-06-29 08:22:03

jahn mado.odu 1251711121 India 2015-06-26 073641 25

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for 'Login duration' column.

Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Dashboard f Domains / Domain dashiboard - docieamcasg comodo od ua / Users history

Users history Help
) Filters
+ Lisernarme | containg w
Usarname Domain P Location Last login Login duration (min}

You can add more filters by clicking + for narrowing down your search.

Dasghkaard / Domains / Domain dashboard - docleamcasg comodo.od.us f Users hiziory

Users history Help
&5 Fihers

+ Usemame w | contains w Apphy filter

- v | comaing v

Usemama
Usar| Il:‘nmaln i‘min 1 Location Last login Login duration (min)
¥
bob | Location Eamcasg.comodo.odu 1251711121 India 2015-06-29 (:8:24:00 Currently logged in

Last lagin a3 - du 1251741124 India 115-08-29 :5:22:03 =1

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.
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»  Domain: Will execute a search of domains according to the text in the text box (column 3) and the condition selected in
column 2.

*  IP: Will execute a search of IP addresses according to the number in the text box (column 3) and the condition
selected in column 2.

«  Location: Will execute a search of locations according to the text in the text box (column 3) and the condition selected
in column 2.

If any of the above options is selected in the first drop-down, the following conditions are available:
*  Equals: Displays all entries that match the text entered in the text box.
*  Not Equals: Displays all entries except the one entered in the text box.
»  Contains: Displays all entries that contain the words entered in the text box.
*  Not Contains: Displays all entries that do not contain the words entered in the text box.
»  Starts With: Displays all entries that start with the words entered in the text box.
*  Ends With: Displays all entries that end with the words entered in the text box.

Other options available in the first drop-down in the filters area:

»  Last Login: Sorts the results based on the last login details of users.

If 'Last Login' is selected, the following conditions are available:

«  Equals: Displays the users whose last login is same as the selected date in the third box from the calendar

*  Less than: Displays the users whose last login dates are less than the selected date in the third box from the
calendar

»  Greater than: Displays the users whose last login dates are greater than the selected date in the third box from
the calendar

Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

G Refresh

Click the ‘ button to display all the users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

3.2.11.474  Importing Users from LDAP

In addition to adding users manually and importing users from CSV file, CASG enables the administrators to import the users
from the Active Directory (AD) server of the domain. You can configure CASG to access your AD server through Lightweight

Directory Access Protocol (LDAP) to import the email users and to periodically synchronize with the AD server for automatic

addition or removal of the users based on the changes made to the AD server.

Click the following links for more details:
*  LDAP Import Configuration
*  LDAP Import Confirmation List
*  LDAP Import Ignore List
«  Troubleshooting LDAP

LDAP Import Configuration

The LDAP Import Configuration interface allows the administrators to configure CASG to import the email users from the
Domains's Active Directory and to set for periodical synchronization. Once Active Directory has been configured, CASG imports
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the users into its interface and updates it periodically. For example if a new user is added in the Active Directory, CASG can
automatically add the new user to CASG.

Accessing the LDAP import configuration interface
*  Open the 'Domains' interface and select the domain into which you want to import users.
*  Select the domain from the list, click the '"Manage Domain' button to open the 'Domain Management' interface.

e Click 'Account management' tab > 'LDAP import configuration' sub tab.

Comodo strongly recommends that a separate LDAP/AD account be created for the purposes of the ASG login and that this user
account should be allocated read-only permissions.

The 'LDAP import configuration' interface will be displayed:

Dashbeard / Domaing / Domain dashboard - docteameasg.comede.od.ua / LDAP import configuration

LDAP import configuration Help

Connection settings

Host (IP address or name): |[11.111.111.11

<>

Port: LDAP(389) | LDAPS(636) |389

Use SSL to connect?: Yes
Login/Query settings

LDAP login name: |Casguser@domain.com

Password: |eeess Remember credentials
Synchronization interval: |no auto updates v
BaseDN: DC=docteamcasg,DC=comodo,DC=0d DC=ua

Filter | (&(objectClass=User)(mail=*@docteamcasg.comodo.od.ua))

Mail attribute: |mail
Override existing records

[C] Allow CASG to create user accounts as found on LDAP server

[Tl Allow CASG to delete user accounts not found on LDAP server
Information

Send reports: [ ves

Last synchronization time (GMT):

Test connection Save and run synchronization now

Connection Settings

*  Host (IP Address or Name) - Enter the external hostname or external IP address of the AD server. If your Organization
uses the same physical server for AD server and the Mail Exchange server, then enter the host name or IP address of
the mail server.

*  Port - Enter the port number of Active Directory Server's LDAP port.
e 389is the default port for non-SSL connection ('Use SSL To Connect' box NOT checked)
e 636 is the default port if SSL connection is active ('Use SSL To Connect' box checked)

«  Use SSL To Connect? - Select the 'Yes' check box if you wish us to use secure LDAP. In order to use secure LDAP,
you need to install an SSL certificate from a Certification Authority (CA) like Comodo CA in your AD server. Self
Signed certificates are not allowed.
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‘ Note: SSL access should have been enabled for AD Server before opting for SSL usage.

Login/Query Settings

«  LDAP login name: - Enter the username of the user account using which CASG server can access the AD server.
Preferably, a new user account can be created for the CASG server in the AD server with a new user name and
password. The User account should have 'read' privileges to the AD server. The username can be of the format
'username' or 'username@domainname.com'’

e Password - Enter the password of the LDAP user account.

*  Remember Credentials - Enable this option if you wish CASG server to remember the username/password of the user
account, in order to automatically login.

Note: If you are configuring for automatic periodic synchronization, CASG will store the username and password by default to
connect to the AD server at the set time interval to update the user base, hence the option 'Remember Credentials' will not be
visible. The option will be visible for you to enable or disable if 'Synchronization Interval' setting is set as 'no auto updates'.

»  Synchronization interval - If you wish to configure CASG to automatically connect to the AD server and synchronize the
user base, select the time interval for synchronization from the drop-down. Else, select 'No auto updates'.

«  BaseDN - Distinguished Name of the user object in Active Directory. By default, the BaseDN field will contain the
Domain Component (DC) values based on the domain name for which LDAP is configured. You can add/change the
values of the strings 'Container Name (CN)', 'Organizational Unit (OU)' and 'domain name' depending on the users to
be imported from the Active Directory.

Example: For adding users from Container 'Users', Organizational unit 'Organization' and domain 'example.com’, the
administrator has to enter the following:

CN=Users, OU = Organization, DC=example, DC=com

*  Filter - Enables the Administrator to specify filter parameters users/addresses to be imported from the AD server. Each
filter parameter should be defined within parentheses. Common filter parameters are explained below:

(objectClass=<AD user type>) - Specifies the user accounts to look for from the domain's Active Directory. (Defaulf =
(objectClass=User))

(mail=*<domain name>) - Instructs CASG to import only the users that have a defined SMTP account within the
domain. By default, the filter is pre-added with the parameter (mail=*@<current domain name>) to import the users
that have email addresses on the current domain.

You can add any number of (mail=) filters if you wish to add several domain names
Example: (mail=*@domainname1.com)(mail=*@domainname2.com)

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter the
parameter as '(mail=")".

To modify a filter parameter to be exclusive rather than inclusive, add an exclamation mark (!) before the opening
parenthesis of any parameter. This will instruct the query to ignore any users which fall into that category. For
example, if one wanted to configure a query to find users with mail enabled at any domain EXCEPT domainname.com,
the filter should include the following:  (mail=*)!(mail=*@domainname.com).

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter the
parameter as '(mail=*)".

Note:

e CASG can only import LDAP users that have email addresses on domains that you have added to CASG in the
Domains interface.

e To successfully import users, you must make sure the domain of their email addresses has been added to CASG
AND that the LDAP Import is configured for each individual domain from the Domain Management Area of the
respective domain.

»  Mail attribute - Enter the LDAP display name of the contact email address attribute of the AD Server. By default, this
attribute name will be 'mail' for AD servers or the distinguished name (DN) or common user login name for the AD
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server. On other servers like Novel or OpenLDAP this attribute may be different and server specific.
Override existing records:

»  Allow CASG to create user accounts as found on LDAP server - Select this checkbox if you wish new users added in
the AD server to be automatically added to CASG during synchronization. If you do not select this option, you can
manually import the new users from the LDAP import confirmation page.

*  Allow CASG to delete user accounts not found on LDAP server - Select this checkbox if you wish users removed from
AD server, to be automatically removed from CASG during synchronization. If you do not select this option, you can
manually remove users from the LDAP import confirmation page.

Information Settings

«  Send Reports - If enabled, CASG will send email notifications to the administrator whenever new users are created or
users are removed either automatically, (if 'Allow to create users?''Allow to delete users?' are enabled) or manually
from the LDAP import confirmation page.

«  Last synchronization time (GMT) - Displays the date and time of last manual or scheduled synchronization with AD
server, in GMT.

»  Notification area - Contains information about errors that occurred during synchronization. In most cases, this will
contain the same information that is provided with the "Test connection" feature. Note - this area is only visible if errors
occur.

»  To check the configuration and connectivity, click 'Test Connection'. If the connection is established successfully then
the success message will be displayed with the total number of users detected from the AD server.

Cashboard f Domains / Domain dashboard - docheamcasg comade. od ua /L DAP import configurasion
LDAP import configuration Help
Connechion Successully @stablished, deteched atotal ol 2 users on yaur Sener E

Connection settings

»  To save your configuration, click 'Save'.

*  To Save your configuration and run a manual synchronization of user base with the AD server instantly, click 'Save
and run synchronization' now

LDAP Import Confirmation List

The LDAP import confirmation list interface displays the list of:
»  Users created at the AD server and not yet been imported into CASG
»  Users not present on AD server and not yet been removed from CASG

... if "Allow to create users?"' / 'Allow to delete users?' are not enabled in LDAP import configuration interface, along with the list of
users created in CASG. The administrator can import the users created at AD server into CASG manually and remove existing
users from this interface.

Also, the administrator can initiate an on-demand synchronization from this interface.

Accessing the LDAP import confirmation list interface
*  Open the 'Domains’ interface and select the domain into which you want to import users.
*  Select the domain from the list, click the '"Manage Domain' button to open the 'Domain Management' interface.
»  Click 'Account management' tab > 'LDAP import confirmation list' sub tab.

The 'LDAP import confirmation list' interface will be displayed:
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Dashboard / Domains / Domain dashboard - csgga.comodo.od.ua / LDAP import confirmation list

LDAP import confirmation list Help
11 Run syncnronization now Move to ignore list ‘Q Refiesh ‘
o Filters
[[] Username Status
[E alex create
[ derrick create

1 f1 Per page |15 w

The list of users added to and deleted from the AD server with the existing users created at CASG will be displayed. This list
reflects difference between CASG users and AD users, considering LDAP ignore list.

»  Users created at the AD server and not present in CASG will be displayed with the status 'Create’

»  Users not present on the AD server but present in CASG will be displayed with the status 'Delete’

Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Dazhbosrd ! Domains ! Domaln dashboand - doctesmossa comado.od us fLDAP import condlirmation list

LDAP import confirmation list © Henn
T Run synchronization now & Wove to ignore list £ Refresh
) Finters
+ Lsername w | | tontains v

W] Usernamse Status

You can add more filters by clicking + for narrowing down your search.

Dashiboard f Domaing f Domain dashbosrd - docieamcssg.comado.od us f LDAP impart confirmation ist

LDAP import confirmation list @ Heip
I.T Run synchronization now @ Wove to ignore list E Refresh
£ Fiters
== Usemame v contains v Apply filter
= |Usemame v | | contzing v

| Username |
FiR! Dbt SRR, Status

You can remove a filter by clicking the ™= icon beside it.

Available filters are:
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»  Usemame: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

»  Equals: Displays all usernames that match the text entered in the text box.

*  Not Equals: Displays all users except the one entered in the text box.

»  Contains: Displays all username(s) that contain the words entered in the text box.

*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.

«  Starts With: Displays all username(s) that start with the words entered in the text box.

«  Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:

e Status: Sorts the results based on whether a user's status is 'Create’ or 'Delete’ selected from third column and
condition selected from second column.

If 'Status' is selected, the following conditions are available:
*  Equals: Displays the users whose status is as chosen in third column

*  Not Equals: Displays the users whose status is opposite to that chosen in third column
Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

‘ G Refresh

Click the button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

e Torun a manual on-demand synchronization, click 'Run synchronization now'

If you have not selected the option Remember credentials in LDAP Import Configuration interface, you will be asked to enter the
username and password for CASG to access the AD server.

Connection credentials

LOAR login name:

Fassward:

m| Cancel |

*  Enter the LDAP login credentials and click 'OK'.
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Dashbosrd FDomans FDoman dashiboand - doctesmcasd comoso od.us / LDAP mport contlnméation kst

LDAP import confirmation list © rein
Synchronization for domain docteamcasy.comodo.od.ua has been started B
2 Cancel synchronization @ Move to ignore list 1:1 Refresh
™ Filters

CASG server will connect to your AD server and start detecting the changes in the users in the AD server.
All the users added to the AD server will be displayed as a list.

«  Toimport or delete users selected by applying filter, apply filters as described above and click 'More actions' > 'Apply
import by filter'.

« Toimport or delete a set of selected users, select the users and click 'More actions' > 'Apply import by selection'.

*  Toimport all users created at the AD server and to delete all the users removed from AD server at once, clear all the
filters and click 'More actions' > 'Apply import by filter'. A confirmation dialog will be displayed.

Apply import

Lusers?

@ Are you sure you want to apply import of all filtered

»  Click OK. The import progress will be displayed.

Dsg ':.’-.!':,' :_'".'d!'_s f |:|.'_'_£_:' dashboard - oo __':e_\'!l_d! j.comado od ua I LDAP impon contrmatian kat
LDAP import confirmation list @ Hap
impart is in process Please wail Ei

Mave ta ignare list £ Petiesh |
) Finers

On completion, the selected users will be imported or deleted in synchronization with the AD server.

Note: The number of users that you can add for all the domains belonging to your account depends on your subscription plan.
For example, if the subscription plan for your account allows you to add 1000 users and you have three domains, then you can
add 300 users for domain 1, 300 users for domain 2 and 400 users for domain 3. You can set any value between 0 and
999999 in the 'Max. number of users' field in the Add Domains / Edit Domains / Domain Settings interface, but CASG checks if
the total number of users for all domains is within your license limit.

»  Tomove selected users to Ignore List, select the users and click 'Move to Ignore list'
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Move users to ignore list

s Are you sure you wantto move selected users to
ignore list?

... and click OK in the confirmation dialog.

Users moved to ignore list will be skipped from next synchronization with the AD server.

LDAP Import Ignore List

The LDAP import ignore list interface displays a list of users to be skipped from being created or deleted in CASG during
synchronization with the AD server. Users can be moved to ignore list from the LDAP Import Confirmation List interface or
manually added. Once added to the ignore list, the user will be skipped from the AD server from the next synchronization
operation.

Accessing the LDAP import ignore list interface
*  Open the 'Domains' interface and select the domain into which you want to import users.
*  Select the domain from the list, click the '"Manage Domain' button to open the 'Domain Management' interface.
e Click 'Account management' tab > 'LDAP import ignore list' sub tab.

The 'LDAP import ignore list' interface will be displayed.

Dashivosard J Domsins f Doman deshbosrd - docleamcasy comodo od ua fLDAP import ignore Est

LDAP import ignore list @ i
o 2dd I Remove from ignore list i * Refresh
£ Filters
71 Username
_____ ffula]

B derrick
1 o Perpage |15 W

Using the filter option to search users

»  Click anywhere on the Filters tab to open the filters area.
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Dazhiboard f Domains £ Domain dashboard - doctesmceasg.comodo . od.us FLDAP import ignors list

LDAP import ignore list © Henn
+.-"-.d|:| ﬁ Ramova from ignore list ‘B Refrash
D Fiters
o= psemame ~ | | contains v Apply filter

containg !
¥ Username L |
| noteguals L !
not contains [ tems found
1 i starts with | Perpage 15 v
| ends with r

Available filters are:

»  Username: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:
*  Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.
»  Contains: Displays all username(s) that contain the words entered in the text box.
*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
o Starts With: Displays all username(s) that start with the words entered in the text box.
»  Ends With: Displays all the username(s) that end with the words entered in the text box.
»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

»  Click anywhere on the Filters tab to close the filters area.

E Refresh

e Click the ‘ button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh' button.

To add users to ignore list
*  Click 'Add'. The Add ignored user dialog will be displayed.

Add ignored user

= william

lgnored users

= Oreig

o

e Enter the user names to be added to the ignore list
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e (Click the + icon to add more users
e (Click Save to add the users.

A 'Successfully added' message will be displayed at the top.
To remove the users from the ignore list

*  Select the users and click 'Remove from ignore list'. A confirmation dialog will be displayed.

Delete users

pr Areyou sure you want to delete the selected
users?

e Click OK.
The users will be removed from the list and a 'Successfully deleted" message will be displayed at the top.

*  Users removed from the ignore list will be imported to or deleted from CASG based on changes in the AD server,
during the next synchronization if 'Allow to create users?/Allow to delete users?' are enabled in LDAP import
configuration interface.

*  Users removed from the ignore list will be listed in the LDAP import confirmation list interface based on changes in the
AD server, during the next synchronization if 'Allow to create users?'/Allow to delete users?' are not enabled in LDAP
import configuration interface.

3.2.2 Audit Log

CASG keeps a record of actions initiated by users and administrators for all domains belonging to an account. The Audit Log
area allow administrators with appropriate privileges to view these log reports. CASG also keeps logs of domains separately for
each domain. For more details on selected domain audit log, refer to the section Domain Audit Log. This section explains about
the consolidated log for all domains available in the account.

cCoMODO
' Antispam Gateway

(7) Dashboard Audit |

Eﬁ Domains |:j| i
[F Audit log
' E‘ Filter
I__l'-! ACCOLRT Fvar aemer it
Dl (T

'_'-. Cuslomer management

The log details for all the domains will be displayed.
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Dashboard / Audi log

Audit log Help

) Exportto CSV by filter ‘D Refresh ‘
o Filters
Date (GMT +0) Domain Role Login Operation key = Operation description Details
Recipients:
. john@docteamcasg.comodo.od.ua; Sender:
Accept and archive . X
2014-10-28 16:30:52 docteamcasg.comodo.oc system ACCEPT_AND_, admin@antispamgateway.comodo.com,

s Date: Tue Oct 28 14:53:04 GMT 2014: Subject

Mew account registered

Recipients:
. john@docteamcasg.comodo.od.ua; Sender:
Accept and archive . .
2014-10-28 16:30:51 docteamcasg.comodo.oc system ACCEPT_AND_, message admin@antispamgateway.comodo.com,
g Date: Tue Oct 28 14:53:04 GMT 2014; Subject:
Mew account registered

Recipients:
demol@docteamcasg.comodo.od.ua,
Accept and archive demo2@docteamcasg.comodo.od.ua;
message Sender: admin <demo@csg.comodo.od.ua=;
Date: Tue Oct 28 13:37:58 GMT 2014, Subject:
Re: DQ demo

2014-10-28 16:30:29 docteamcasg.comodo.oc system ACCEPT_AND_,

Recipients:
demol@docteamcasg.comodo.od.ua,
Accept and archive demo2@docteamcasg.comodo.od.ua;
message Sender: admin <demo@csg.comodo.od.ua=;
Date: Tue Oct 28 13:38:30 GMT 2014; Subject:
D0 demo 2

2014-10-28 16:28:51 docteamcasg.comodo.oc system ACCEPT_AND_s

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column. The sorting option is not available for 'Operation description' column.

Using Filter options to search particular event(s)

»  Click anywhere on the 'Filters' tab to open the filters area.

[mstboord [ Audk kg

Audit log Help
£ Expartio CEV bry fiker £* Rafesh
a Filtars
+ Doman w conlaing w Apply fiker
Dvales GBAT &) Daimaiin = Fuols Lo Ot o boesy Ot o desciiptien [eeraits

You can add more filters by clicking + for narrowing down your search.
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<= | Domain v | contains v
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Date

Date Domain nmain “  Raole Login Oper
Role
Login

2014/ Operationdescriplion o oron 0o comodoodua  superadmin DEL
Details

You can remove a filter by clicking the ™= icon beside it.

Available filters are:

»  Domain: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

*  Login: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

«  Details: Will execute a search of log entries according to the text entered in the text box (column 3) and the condition
selected in column 2.

When you select any one of the above options in the first drop-down, the following conditions are available:

»  Contains: Displays all log entries that contain the words entered in the text box
*  Equals: Displays all log entries that contain only the words entered in the text box
*  Not Equals: Displays all log entries that do not contain only the words entered in the text box
*  Not Contains: Displays all log entries that don't contain the words entered in the text box
«  Starts with: Displays all log entries that starts with the words entered in the text box
*  Ends with: Displays all log entries that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

»  Date: Will execute a search of log entries according to the date selected in the calendar box (column 3) and the
condition selected in column 2.

*  Role: Will execute a search of log entries according to the role selected in the third field (column 3) and the condition
selected in column 2.

»  Operation Description; Will execute a search of log entries according to the action selected in the third field (column 3)
and the condition selected in column 2.

If 'Date’ is selected, the following conditions are available:
«  Equals: Displays the entries that have the same date as the selected date in the third box from the calendar
*  Less than: Displays the entries with dates less than the selected date in the third box from the calendar
»  Greater than: Displays the entries with dates greater than the selected date in the third box from the calendar
If 'Role' is selected, the following conditions are available:

*  Equals: Displays all log entries that is equal to the role selected in column 3.
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*  Not Equals: Displays all log entries that except the role selected in column 3.

If 'Operative description' is selected, the following conditions are available:

»  Equals: Displays all log entries that is equal to the event selected in column 3.
*  Not Equals: Displays all log entries that except the event selected in column 3.

»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

*  Click anywhere on the Filters tab to close the filters area.

‘ G Refresh

e Click the button to display all the entries.

The following table provides the details of actions initiated by user/administrator and shown under Operation Key and Operation
Description columns in the log report:

S.No. Operation Key Operation Description
1 DELETE_EMAIL_FROM_QUARANTINE_BY_FILTER Delete quarantined messages by filter
2 DELETE_EMAIL_FROM_QUARANTINE Delete quarantined message
3 RELEASE_EMAIL_FROM_QUARANTINE Release quarantined message
4 WHITELIST_RECIPIENT Whitelist recipient
5 BLACKLIST_RECIPIENT Blacklist recipient
6 UNWHITELIST_RECIPIENT Remove recipient from the whitelist
7 UNBLACKLIST_RECIPIENT Remove recipient from the blacklist
8 WHITELIST_SENDER Whitelist sender
9 BLACKLIST_SENDER Blacklist sender
10 UNWHITELIST_SENDER Remove sender from the whitelist
11 UNBLACKLIST_SENDER Remove sender from the blacklist

12 RESET_TO_DEFAULT_WHITELISTED_SENDERS Reset senders whitelist

13 RESET_TO_DEFAULT_WHITELISTED_RECIPIENTS | Reset recipients whitelist

14 RESET_TO_DEFAULT_BLACKLISTED_SENDERS Reset senders blacklist

15 RESET_TO_DEFAULT_BLACKLISTED_RECIPIENTS | Reset recipients blacklist

16 WHITELIST_SENDER_DOMAIN Whitelist all senders of the domain
17 WHITELIST_RECIPIENT_DOMAIN Whitelist all recipients of the domain
18 BLACKLIST_SENDER_DOMAIN Blacklist all senders of the domain
19 BLACKLIST_RECIPIENT_DOMAIN Blacklist all recipients of the domain
20 USER_WHITELIST_REQUEST_PER_USER Request

whitelist sender for user
21 USER_BLACKLIST_REQUEST_PER_USER Request

blacklist sender for user
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22 USER_RELEASE_REQUEST Release request
23 USER_CANCEL_WHITELIST_REQUEST_PER_USER | Cancel request whitelist sender
for user
24 USER_CANCEL_BLACKLIST_REQUEST_PER_USER | Cancel request blacklist sender
for user
25 USER_CANCEL_RELEASE_REQUEST Cancel release request
26 ACCEPT_WHITELIST_REQUEST_PER_USER Accept
request whitelist sender for user
27 ACCEPT_BLACKLIST_REQUEST_PER_USER Accept
request blacklist sender for user
28 ACCEPT_RELEASE_REQUEST Accept release request
29 REJECT_WHITELIST_REQUEST_PER_USER Reject
request whitelist sender for user
30 REJECT_BLACKLIST_REQUEST_PER_USER Reject
request blacklist sender for user
31 REJECT_RELEASE_REQUEST Reject release request
32 SPAM_DETECTION_SETTINGS Update spam detection settings
33 SPAM_DETECTION_SETTINGS_RESET_TO_DEFAULT | Reset spam detection settings
34 DELETE_EMAIL_FROM_ARCHIVE_BY_FILTER Delete archived messages by filter
35 DELETE_EMAIL_FROM_ARCHIVE Delete archived message
36 RESEND_EMAIL_FROM_ARCHIVE Resend archived message
37 REPORTS_AS_SPAM Reports archived message as a SPAM
38 QUARANTINE_EMAIL Quarantine message
39 ACCEPT_AND_ARCHIVE_EMAIL Accept and archive message
40 MARK_EMAIL_AS_SPAM Mark message as spam
41 ACCEPT_EMAIL Accept message
42 WHITELIST_USER_SENDER Whitelist sender for user
43 BLACKLIST_USER_SENDER Blacklist sender for user
44 UNWHITELIST_USER_SENDER Remove sender from the user whitelist
45 UNBLACKLIST_USER_SENDER Remove sender from the user blacklist
46 QUARANTINE_REPORT_SUBSCRIPTION_UPDATE Quarantine report subscription update
47 QUARANTINE_REPORT_SUBSCRIPTION_RESET_TO_ | Quarantine report subscription reset to default
DEFAULT
48 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION_UP | Domain report subscription update
DATE
49 DOMAIN_STATISTICS_REPORT_SUBSCRIPTION_RES | Domain report subscription reset to default
ET_TO_DEFAULT
50 DOMAIN_ADD Add domain
51 DOMAIN_DELETE Remove domain
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52 ADMIN_ADD Add admin

53 ADMIN_EDIT Edit admin settings

54 ADMIN_DELETE Remove admin

55 ADMIN_UNLOCK Unlock admin

56 ADMIN_REGENERATE_PASSWORD Regenerate password for admin
57 ADMIN_PASSWORD_UPDATE Update password for admin

58 SYSTEM_NOTIFICATIONS_TEMPLATE_CHANGE System notifications template change

59 ADMIN_PERMISSIONS_GROUP_ADD Add admin permission group
60 ADMIN_PERMISSIONS_GROUP_DELETE Remove admin permission group
61 ADMIN_PERMISSIONS_GROUP_UPDATE Update admin permission group

62 ADMIN_PERMISSIONS_CHANGE_DEFAULT_GROUP | Change default admin permission group

63 ADMIN_PERMISSIONS_ASSIGN_GROUP Assign admin permission group by selection
64 REPORT_SPAM_BY_FILE Report delivered message as spam
65 DOMAIN_DESTINATION_ROUTES_UPDATE Update destination routes

66 DOMAIN_LOCAL_RECIPIENTS_ADD Add local recipient

67 DOMAIN_LOCAL_RECIPIENTS_DELETE Remove local recipient

68 DOMAIN_LOCAL_RECIPIENTS_STATE_CHANGE Local recipients state change

69 DOMAIN_ALIASES_ADD Add domain alias

70 DOMAIN_ALIASES_DELETE Remove domain alias

71 DOMAIN_SETTINGS_UPDATE Update domain settings

72 DOMAIN_SETTINGS_RESET_TO_DEFAULT Reset domain settings to default

73 DOMAIN_RELAY_RESTRICTIONS_ADD Add relay restriction

74 DOMAIN_RELAY_RESTRICTIONS_UPDATE Update relay restriction

75 DOMAIN_RELAY_RESTRICTIONS_DELETE Remove relay restriction

76 DOMAIN_RELAY_RESTRICTIONS_STATE_CHANGE |Relay restriction state change

7 DOMAIN_OUTGOING_USER_ADD Add outgoing user

78 DOMAIN_OUTGOING_USER_SETTINGS_UPDATE Edit outgoing user

79 DOMAIN_OUTGOING_USER_DELETE Remove outgoing user
80 DOMAIN_OUTGOING_USER_LOCK Lock outgoing user
81 DOMAIN_OUTGOING_USER_UNLOCK Unlock outgoing user

82 DOMAIN_OUTGOING_USER_PASSWORD_UPDATE | Update password for outgoing user

83 DOMAIN_EMAIL_SIZE_RESTRICTION_CHANGE Email size restriction change

84 DOMAIN_BLOCKED_EXTENSIONS_UPDATE Update blocked extensions

85 DOMAIN_BLOCKED_EXTENSIONS_RESET_TO_DEFA |Reset blocked extensions to default
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86 DOMAIN_AUDIT_CONFIGURATION_CHANGE Audit configuration change
87 DOMAIN_LDAP_CONFIGURATION_CHANGE LDAP configuration change
88 DOMAIN_INCOMING_USER_ADD Add incoming user
89 DOMAIN_INCOMING_USER_EDIT Edit incoming user
90 DOMAIN_INCOMING_USER_DELETE Remove incoming user
91 DOMAIN_INCOMING_USER_UNLOCK Unlock incoming user
92 ggMAIN_INCOMING_USER_REGENERATE_PASSWO Regenerate password for incoming user
93 DOMAIN_INCOMING_USER_PASSWORD_UPDATE Update password for incoming user
94 DOMAIN_INCOMING_USER_ALIASES_UPDATE Update incoming user aliases
95 DOMAIN_INCOMING_USER_MOVE_USER_TO_ALIAS |Move user to alias
96 DOMAIN_INCOMING_USER_MOVE_ALIAS_TO_USER | Move alias to incoming user
97 USER_PERMISSIONS_GROUP_ADD Add user permission group
98 USER_PERMISSIONS_GROUP_DELETE Remove user permission group
99 USER_PERMISSIONS_GROUP_UPDATE Update user permission group
100 USER_PERMISSIONS_CHANGE_DEFAULT_GROUP | Change default user permission group
101 USER_PERMISSIONS_ASSIGN_GROUP Assign user permission group by selection
Export Log Report to CSV

The log report can be exported to a comma separated value (CSV) file and is limited to 10,000 entries per file. If the entries
exceed this value, exporting cannot be done and a warning will be displayed. Please note that exported file will display the
entries in the same sorted order as in the interface.

To export log report to csv file
»  Click the 'Export to CSV by filter' button.

Dashboard § Audt log

Audit log

[ Exportto CSY by filter

€ Fiters

Date (GMT +0)

Domain “  Role Login

The 'File Download' dialog will be displayed.
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Opening CASG-AuditExport-2014-10-27 12_33_3.csv 5

You have chosen to open:
| CASG-AuditExport-2014-10-27 12_33 31.csv

which is: Text Document
from: http://5.39.28.212:8080

What should Firefox do with this file?

() Dpenwith |Motepad (default) -

@ Save File

[ Do this automatically for files like this from now on.

[ Ok ]| Cancel |

L A

»  Click 'Open' to view the file with an appropriate application or click 'OK' to save the file to your computer.

The values in the log report will be separated by commas and this file can be opened with appropriate application such as Excel
or Openoffice Calc for easy analysis.

3.2.3 Administrator Account Management

The Account Management area of CASG allows an administrator with appropriate privileges to add new administrators for the
same account. This area also allows the administrator to configure permissions for users and administrators, reset passwords
and change the login status from enabled to disabled and vice-versa. If you have logged in using the CAM credentials, this area
will have an additional icon 'Login to my Comodo account' through which you can access your CAM account. If logged in as an
administrator, the '"Account Management' area will differ depending on the privileges configured for the administrator. Refer to
the section 'Admin Groups & Permissions' for more details.
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Click the following links for more details:
«  Managing Administrators
«  User Groups & Permissions
*  Admin Groups & Permissions
+  Managing Comodo Account
* My Profile

»  Users History

3.2.3.1 Administrators

In this interface, an administrator with appropriate privileges can add new administrators, delete existing administrators, set
permission levels as well as edit the login status and regenerate new password for existing administrators. Refer to the section
'Admin Groups & Permissions' for more details on administrative privileges.

Click the following links for more details:
*  Managing Administrators
«  Adding New Administrators
*  Deleting Administrators
»  Editing Administrators
*  Managing Permissions for Administrators

Managing Administrators

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Admins' sub tab.
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The 'Admins' configuration interface will be displayed:
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The 'Admins' interface displays a list of administrators with their CASG enabled/disabled status, their last login date and time, to
which group they belong and the domains that they can manage. You can sort the entries in ascending or descending order
based on the login, enabled status or last login time by clicking the up/down arrows in the respective column headers.

Using the filter option to search administrators

Click anywhere on the Filters tab to open the filters area.

Dashisceard / Admins
Admins

o agd | [ Deiele | #* Edt @ wanage permissions

9 Finers

o |Login | | contsins v

Lisifin Frahlaad L ast Ioipin rEli

You can add more filters by clicking + for narrowing down your search.

ﬂ Help

7 Refresh

Tariak
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Dashbosrd § Admins

Admins
+ Add W Delete ﬁ Edit y Manage permissions

€2 Filters

= v | [containg v
Login

[l luliled Enabled Last login
Last login
Group

You can remove a filter by clicking the ™= icon beside it.

Following are the options in the first drop-down in the filters area:

*  Login: Will execute a search of admins according to the text in the text box (column 3) and the condition selected in
column 2.

When you select this option in the first drop-down, the following filters are available in the second drop-down:
«  Equals: Displays the results based on the administrator name that was entered in full in the text box.
*  Not Equals: Displays all administrator(s), except the one entered in the text box.
»  Contains: Displays all administrator(s) that contains the words entered in the text box.
*  Not Contains: Displays all administrator(s) that does not contain the words entered in the text box.
»  Starts With: Displays all administrator(s) that starts with the words entered in the text box.
«  Ends With: Displays all administrator(s) that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:
*  Enabled: Sorts the results based on administrators' enabled / disabled status.
When you select this option in the first drop-down, 'equals' is the only option available in the second drop-down:

*  Equals: Displays the results of enabled administrator(s) when the checkbox beside it is selected. When the
checkbox is not selected, it displays the list of administrator(s) who are not enabled.

»  Last Login: Will execute a search of admins according to the date selected in the calendar (column 3) and the
condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:
»  Equals: Displays the list of administrator(s) that has the last logged in on the same date as the selected date in
the third box from the calendar.

*  Less than: Displays the list of administrator(s) that has the last logged in on dates less than the selected date in
the third box from the calendar.

«  Greater than: Displays the list of administrator(s) that has the last logged in on dates greater than the selected
date in the third box from the calendar.

*  Group: Will execute a search of admins according to the group selected in last drop-down (column 3) and the condition
selected in column 2.

»  Equals: Displays the results based on the group name that is selected in the drop down list from the third box.
*  Not Equals: Displays all administrator(s), except the one selected in the drop down list from the third box.
»  Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.
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*  Click anywhere on the Filters tab to close the filters area.

‘ G Fefresh

e Click the button to display all administrators.

Note: To display all the administrators after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh' button.

To add a new administrator

¢ Click the Add button.

Dashbasrd £ Admins

@ M~salae f Edit af Manage pammissions

O Fiers New administrator

o= Group v/ equals Login: | smithidoclearmeasg cormado od.ua

Syglem notMcalions ematl(s).  Talllena@amall.com
Leon status: [#] Enabled Group
Subscribe emalls 1o gl J-'-xi-l B ves
rpoting
[ jokn@docteameasg cormodo.od ua Fonser Adrniniatratons

1 i [1-11]

The 'New administrator' dialog will be displayed.
*  Login - Enter the new administrator's valid email address as login username.

«  System notifications email(s) - Enter the email addresses at which the new administrator should receive CASG
notification emails. It can be the same email address as the login name and / or alternative email address(es) of up to
a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails
and notifications such as of imports of users, local recipients and users via LDAP from CSV files will be sent to the
email addresses specified in this field. Refer to the section Email Management for more details.

o Status - Enables to change the login status of the new administrator. By default, this box is selected, that is, the new
administrator can access CASG interface.

«  Subscribe emails to global reporting - Selecting this checkbox enables the new administrator to receive the periodical
domain and quarantine summary reports of all domains belonging to the account at the email address specified as
login user name. Refer to CASG Reports - an Overview for more details.

e (Click the 'Save' button.

The administrator will be added to the list and be placed in the default group. The privileges to the administrator can be
configured according to his/her role. Refer to the section 'Managing Permissions for Administrators' for more details. An email to
the added administrator will be sent automatically containing password to access CASG. The password can be reset in the edit
interface. The added administrator will be displayed in the list.
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To delete an administrator
e Select the administrator to be removed and click the 'Delete’ button.

Dbt J Ademire

Admins & Heip
o Add .& Edit & Wanage permiszions ¥ Refresh
£ Fiters
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A confirm dialog will be displayed warning you that the selected administrators will be deleted.

Delete administrators

@ Are you sure you swant to delete the selected

administrators?

*  Click 'OK" to confirm the deletion.
The selected administrator(s) will be deleted from the list.
To edit an existing administrator
You can reset the password, change the CASG notification email address(es) and allow or deny permission for the
administrators to access their CASG account in the edit interface.

e Select the administrator you want to edit from the list and click the 'Edit' button.
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The 'Edit administrator' dialog box will be displayed.

«  System nofifications email(s) -Enter the email addresses at which the new administrator should receive CASG
notification emails. It can be the same email address as the login name and / or alternative email address(es) of up to
a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails
and notifications such as of imports of users, local recipients and users via LDAP from CSV files will be sent to the
email addresses specified in this field. Refer to the section Email Management for more details.

Tip: The currently logged-in administrator can configure the Quarantine notification email address through Dashboard >
Account Management > My Profile > Change Settings dialog.

o Status - Enables to change the login status of the administrator.

*  Regenerate password - Click this button to reset the password for the administrator in case it is forgotten. The new
password will be sent to the administrator's email automatically. The administrator has to use this new password to
access CASG.

*  Click the 'Save' button to confirm your changes.
Managing Pemissions for Administrators
CASG allow administrators with appropriate privileges to assign permissions for other administrators that will determine what
he/she can do and cannot do while logged into their respective CASG admin interface. The administrators can create policies
and assign them to other administrators from this interface. See the section 'Admin Groups & Permissions' for more details on

how to create groups and policies for administrators. A new administrator will be automatically assigned default permission
settings.

To assign permissions for an administrator

e Select the administrator or multiple administrators that you want assign permissions and click the 'Manage
permissions' button.
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The 'Admin Groups & Permissions' interface will be displayed.

Admin groups & permissions

o= Acdd

Name

D Power Administrators (Defaulf)
O HR
© Limited

@) General

Assign to selected admins Assign to filtered admins | Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default, 'Power
Administrators (Default) group will be available and administrators can add, edit groups and assign permissions to other
administrators. See the section 'Admin Groups & Permissions' for more details.

e Select the group from the list.

The permissions set for this group will be displayed on the right side.
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o= Add

Hame Permission:

Power Administrators (Default) 4 %] All customer permissions

~| Add domain
Admin management
User permissions
Admin permissions
Report management
User session history view
View customer info

~ Locale
~| View
~| Change

*| Change user limit per domain

~| Email template management
~| Audit log

Assign to selected admins Assign to filtered admins | Cancel |

*  Click the 'Assign to selected admins' button to set permissions for selected admin(s).

*  Click 'Assign to filtered admins' button to set permissions for administrators found by filter.
e Click 'OK"in the confirmation dialog.

The selected admin(s) will be added to the group and a confirmation message will be displayed.
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0 Filters

Lovgitn Frnabibeil Last login G s Tawget
~ [dawteamcasg comdo ol i
bobggcasgcomosd od.ud e Leniled
E T shdomsin com]
[doclaamcasa comnda od us
1R ShEDMaEn Com, CEg-arch
jahm@doctamcasg comodo od ua s ADr 18, 7014 7:01:49 AM Piowwar Adminisiratars qa comoda od, U
BxEnpE domiain com
axample 1 domaincom]

- |dociearmcasg comoda od. L
eI OCeame 354 omodn. dd ua e Limnitad

1 i [1-3¢3] Ferpege (15 | w

The interface also displays the new group assigned for the selected admin(s) under the 'Group' column.

3.2.3.2 User Groups & Permissions

The User Groups & Permissions interface allows the administrators with appropriate privileges to create email user groups
according to the needs of the organization. Each group can be configured with different permission levels. This simplifies the
process of configuring permission levels for each user meaning new or existing users belonging to all domains for the account
can be simply assigned a group with a preset policy. The user interface will vary according to his/her permission level. See the
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section 'Managing Permissions for Users' in 'User Account Management' on how to add users to predefined groups.
To create user groups

Click the 'Account management' tab on the left hand side navigation to expand and then click the 'User groups &
permissions' sub tab.

COMDDO
' Antispam Gateway

{ /) Dashboard

{:_?l Diomains

[ audilog

¥

S Account management
Admins
LISEr grouges & permissinns
Admin groups & permissions
Iy profile

Lizars hislory

.!...'. Customer management

The 'User Groups & permissions' interface will be displayed.

[Dasfbonrd J Lser groups & permissioro

User groups & permissions @ v

o add
Haiis

Posser User

Ussirs (Defaul

By default, two user groups, Power User and Users (Default), will be available. These two groups cannot be either edited nor
deleted. Clicking any one of them will display the permission levels assigned for the group in the right side.
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Duigoing Log Search
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Clicking on the arrow beside a permission will display the tree structure of second level of permissions, if available.

Permission;

13

4 |~ All user permissions |
| Incoming Log Search
| Dutgoing Log Search
*| Report Spam
| User report subscriptions
4 ¥ Quarantine
*| Show Message
*| Release messages

m

*| Delete messages
4 ¥ Archive

“| View

*| Resend

| Create mail request
*| Change user settings

For users in the 'Power User' group, all permission levels will be enabled. The 'Release quarantine messages' option will not be
available to users in the regular 'Users' group. This means that if a user is assigned to the 'Power User' group, he / she can
release quarantined messages from the quarantined mails list without approval from the administrator. See the section Released
Requests in 'Email Management' for more details.

Permission Levels
*  Incoming Log Search - Allows a user to search and view the log of all incoming mails.
«  Outgoing Log Search - Allows a user to search and view the log of all outgoing mails.
*  Report Spam - Allows a user to report a mail as spam mail.
»  User report subscriptions - Allows a user to configure periodical quarantine report generation.
*  Quarantine

*  Show Message - Allows a user to view quarantined emails in same window or separate window.
*  Release messages - Allows a user to release a quarantined mail without approval from the administrator.
*  Delete messages - Allows a user to delete a quarantined mail without approval from the administrator.

e Archive
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*  View - Allows a user to view archived emails in same window or separate window.
*  Resend - Allows a user to resend archived emails to himself / herself.
»  Create mail request - Allows a user to configure email request for CASG notifications.

»  Change user settings - Allows a user to configure himself / herself as recipient whitelist.
*  Whitelist / Blacklist

*  Manage whitelist senders per user - Allows a user to manage sender whitelist for his / her mail account
*  Manage blacklist sender per user - Allows a user to mange sender blacklist for his / her mail account

Click the following links for more details.
*  Adding a new group
»  Editing a group
*  Deleting a group
«  Making a group as default

Adding a New Group
*  Toadd a new group and configure permission levels, click the 'Add" button.

Dashboard §User groups & permissions

User groups & permissions

Hame

D Power Users

@) Users (Default)

A new group creating page will be displayed.
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Dashboard / User groups & permissions

User groups & permissions Help
Name Permission:
© Power Users 4 [ All user permissions |
© Users (Default) Incoming Log Search
@ Outgoing Log Search
- Report Spam

User report subscriptions
4 | !Quarantine

m

Show Message

Release messages

Delete messages
4 | Archive

View

Resend
Create mail request
Change user settings

- T

»  Enter the name of the group in the text field under the 'Name' column and enable the permission levels in the right side
required for that group.

Dashboard / User groups & permissions

User groups & permissions Help
Name Permission:
© Power Users 4 |5 All user permissions il
© Users (Default) *JIncoming Log Search

| Qutgeing Log Search

@
— | Report Spam
| User report subscriptions

4 |H Quarantine

m

Show Message
*| Release messages
| Delete messages
4 [¥] Archive
| View
*| Resend

*| Create mail request
Change user settings

BN o
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e (Click the 'Save' button.

The newly created group will be displayed in the interface.

Diashboard § User groups & permissions

User groups & permissions

o= add

Name

© Power Users
@ Users (Default
© HR

Now, users of domains belonging to the account can be assigned to this newly created group. See the section '"Managing
Permissions for Users' in 'User Account Management' on how to add users to predefined groups.

Editing a Group

You can edit the name of an existing group and / or change the permission levels.

*  To edit an existing group, select the group from the list and click the 'Edit' button.
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Dashboard / User groups & permissions

User groups & permissions Help
Name Permission:
© Power Users 4 |E All user permissions |
@ Users (Default) ~| Incoming Log Search
& | Outgeing Log Search
@ Hr

*| Report Spam
| User report subscriptions
4 (8/Quarantine

m

Show Message
*| Release messages
| Delete messages
4 ¥ Archive
I \iew
“| Resend

+| Create mail request
Change user settings

- I

e Change the permission levels and / or the name of the group.
»  Click the 'Save' button for the changes to take effect.

The users in the group that is edited will be automatically reassigned to the edited group.

Deleting a Group

*  Todelete a group, select it from the list and click the 'Delete’ button.

Db J L growps S gbimnirinng
User groups & permissions © Hep
& nad P e Maks defautl
i Peaimiashsan
Fresar Ugarg All user parmi=sinns
Usars (Detaull
W Limied

e Click 'OK"in the confirmation dialog.
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Delete group

.@-_ Areyou sure yol want to delete the selected

group’?

The selected group will be deleted from the list.

Note 1: If you delete a group, users assigned to that group will be automatically moved to default group. You have to reassign

the users if required.
Note 2: If you delete a user group created by the administrator and marked as default, then the 'Users' group that was shipped

with the product will be set as default. All the users from the deleted group will be automatically migrated to the 'Users' group.

Making a Group as Default

CASG allows administrators to make an existing group as default group. Newly added users and users belonging to an existing
group whose name was deleted will be automatically moved to this default group.
To make an existing group as a default group, select it from the list and click the 'Make default' button.

.
Db @ F Ll Grouges: & plrdsssions

User groups & permissions

o i 4 Edit | T oeiew

Hame

Help

Panmission
Power User Al Ear permilESIons
Users [Defaully
HR

2 Geneval

A success dialog will be displayed.

Success

@ Default group successiully changed.

*  Click 'OK..
The selected group will be displayed as default group.
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Dashboard f Uzer groups & parmizsions

User groups & permissions

o sdd | & Edit | [T Delete

Hamme Perm
D Pawer Users

| Usars

2 HR

9 General (Defaulf)

Note: If you delete a user group created by the administrator and marked as default, then the 'Users' group that was shipped
with the product will be set as default. All the users from the deleted group will be automatically migrated to the 'Users' group.

3.2.3.3 Admin Groups & Permissions

The Admin Groups & Permissions interface allows the administrators with appropriate privileges to create administrator groups
according to the needs of the organization. Each group can be configured with different permission levels. This simplifies the
process of configuring permission levels for each administrator meaning new or existing administrators belonging to the account
can be simply assigned a group with a preset policy. The admin interface will vary according to his/her permission level. See the
section 'Managing Permissions for Administrators' in 'Administrators' on how to add administrators to predefined groups.

To create admin groups

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the 'Admin groups &

permissions' sub tab.
= COMODO
® Antispam Gateway

{ #) Dashboard
‘:.'ﬂ_ﬁ Chomzirs

&) Audit log

:
E3 Account man

User groups & permiss

The 'Admin Groups & Permissions' interface will be displayed.
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Admin groups & permissions Help
o o
LRI
Powsar Adminisrators [Default)

By default, Power Administrator group will be available. This default group cannot be either edited nor deleted. Clicking on it will
display the permission levels assigned for the group in the right side.

ashbosrd | Admin groups & permestions

Admin groups & permissions el
o Add
Moz Parmssion
% Powir Adminisisabons (Delauily 4 All CUStOMar pRImisson, -
Fedd domnair
S DR T g T
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aprk s nE e a1 -u

Clicking on the arrow beside a permission will display the tree structure of second level of permissions, if available.

Permission:

[

4 %Al customer permissions
1 Add domain

4 ¥ Admin management
ey
“IManage

4 ¥ lser permissions
LRV
I Manage

4 ¥ Admin permissions
ey
“IManage

4 ¥ Report management
LRV
I Zhange

¥l locar caccinm hictame viawe W
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For administrators in the 'Power Administrators' group, all permission levels will be enabled. The Permission level is divided into
two categories, 'All Customer permissions' and 'All domain permissions'. While the former deals with providing privileges for
managing customer related tasks such as adding domains, configuring email user permissions, report management and so on,
the domain permission level deals with providing access to particular domain(s). This is very useful if you want to restrict
administrators to manage selected domains only.

Permission Levels
»  All customer permissions - View and manage all customer related tasks.

e Add domain - Add new domain(s)
*  Admin management - View and manage administrators for the account.
e View - Only view the list of administrators.
*  Manage - Manage administrators for the account.
e User permissions - View and manage 'User Groups & Permissions'
e View - Only view 'User Groups & Permissions'.
e Manage - Manage 'User Groups & Permissions'
e Admin permissions - View and manage 'Admin Groups & Permissions'
e View - Only view 'Admin Groups & Permissions'
e Manage - Manage 'Admin Groups & Permissions'
e Report management - View and manage report subscriptions
e View - Only view report subscriptions
*  Change - View and manage report subscriptions
e User session history view - View user sessions history for all domains in the account.
*  View customer info - View information about the customer.
»  Change user limit per domain - Configure the number of users for each domain in the account.
«  Email template management - Edit the email template for user's notification emails.
*  Auditlog - Configure and view log for the permitted domain.
e Log - View and export the log for the permitted domain.
* Al domain permissions - Assign domain(s) management.

*  Assigned Domain(s) - Manage domains, incoming and outgoing users, emails, audit log and reports.
*  View - Only view the assigned domains.
e Change - Edit the assigned domain(s)
*  Remove - Remove the assigned domain(s).

*  User Management - View and manage incoming users, outgoing users, whitelist recipients and blacklist
recipients.

e Incoming user - View, manage and unlock incoming users.

e View - Only view list of incoming users.

e Manage - View and manage incoming users.

*  Unlock - Unlock users immediately without waiting for the timeout period to end.
»  Qutgoing user - View, manage, lock/unlock and import from incoming users.

e View - Only view list of outgoing users.

e Manage - View and manage outgoing users.

»  Qutgoing settings - Configure a list of outgoing users.

»  Lock/Unlock - Lock or unlock outgoing users from sending out mails.

e Import from incoming - Import outgoing users from the list of incoming users.
*  Whitelist recipients - View and manage whitelist recipients.

*  View - Only view list of whitelisted recipients.

*  Manage - View and manage whitelist recipients.
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e Blacklist recipients - View and manage whitelist recipients.
e View - Only view list of blacklisted recipients.
*  Manage - View and manage blacklist recipients.

e Users auto-import - Automatically import all new incoming users bases on incoming email flow
e View - Only view list of users auto-import recipients.
*  Manage - View and manage users auto-import recipients.

*  Domain geolookup restrictions - View and manage CASG web interface access control policies
*  View - Only view the access control polices
e Manage - View and manage access control policies

e Domain management - View and manage all domain related tasks.

*  Local recipients - View and manage local recipients.
*  View - Only view list of local recipients.
e Manage - View and manage local recipients.

e Domain alias - View and manage domain aliases
e View - Only view the list of domain aliases.
e Manage - View and manage domain aliases.

*  Email filter settings - View and configure incoming spam detection settings.
e View - Only view incoming spam detection settings.
e Manage - View and configure incoming spam detection settings.

»  Threshold - Configure changes for "Spam threshold" and "Probable spam threshold" fields in the
Incoming Spam detection settings

»  Change - View and configure "Spam threshold" and "Probable spam threshold" fields.
*  Domain settings - View and change domain settings.
*  View - Only view the list of domain settings.
*  Change - View and configure domain settings.
*  LDAP - View and configure LDAP settings for importing users.
e View - Only view LDAP settings and list of imported users.
»  Change - View and configure LDAP settings for importing users.
*  Quarantine - View and manage quarantined mails.
*  View - Only view the list of quarantined mails.
e Delete - Deleted quarantined mails from the list.
e Release - Release quarantined mails to the recipients.
*  Archive - View and mange copy of incoming mails in archive.
e View - Only view archived mails.
¢ Resend - Resend archived mails to recipients.
*  Retain - Retains archived mails from being purged automatically.
*  Delete - Delete archived mails.
*  Incoming delivery queue - View and mange queued mails.
*  View - Only view queued mails.
e Retry - Retry to send queued mails to recipients.
*  Incoming Log Search - Search incoming mails log.
»  Qutgoing Log Search - Search sent mails log.
e Clearincoming cache - Clear incoming callout cache.
»  Clear outgoing cache - Clear outgoing callout cache.
»  User session history view - View user sessions history for the assigned domain(s).
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*  Email Management - View and configure all Email management related settings and tasks.
*  Email size - View and configure email size settings.
*  View - Only view email size settings.
»  Change - View and configure email size settings.
»  Blocked extensions - View and manage blocked extensions.
*  View - Only view the list of blocked extensions.
e Change - View and manage blocked extensions.
*  Whitelist senders - View and manage sender whitelist.
e View - Only view sender whitelist.
e Change - View and manage sender whitelist.
»  Blacklist senders - View and manage sender blacklist.
*  View - Only view sender blacklist.
»  Change - View and manage sender blacklist.
*  Release requests - View and manage requests from users for release of quarantined mails.
*  View - Only view the list of requests from users for release of quarantined mails.
*  Manage - View and manage requests from users for release of quarantined mails.
*  Whitelist requests - View and manage requests from users to whitelist senders.
*  View - Only view the list of requests from users for adding senders to whitelist.
e Manage - View and manage requests from users to whitelist senders.
»  Blacklist requests - View and manage requests from users to blacklist senders.
e View - Only view the list of requests from users for adding senders to blacklist.
*  Manage - View and manage requests from users to blacklist senders.
*  Report spam - Upload mails to CASG for reporting them as spam.
*  Whitelist sender rule - View and manage rules for adding senders to whitelist
e View - Only view the whitelist sender rules
e Manage - View and manage whitelist sender rules

»  Blacklist sender rule - View and manage rules for adding senders to blacklist
*  View - Only view the blacklist sender rules
*  Manage - View and manage blacklist sender rules

»  Whitelist senders per user - View and manage whitelisted senders per user.

e View - Only view list of whitelisted senders per user.
e Manage - View and manage whitelisted senders per user.
e Blacklist senders per user - View and manage blacklisted senders per user.
e View - Only view list of blacklisted senders per user.
*  Manage - View and manage blacklisted senders per user.

*  Domain relay restrictions - View and configure email relay restriction rules
*  View - Only view relay restriction rule

*  Manage - View and manage relay restriction rules

*  Audit log - Configure and view log for the permitted domain.
»  Configuration - Configure the log settings for the permitted domain.
e Log - View and export the log for the permitted domain.

*  Report management - View and configure settings for periodical domain and quarantine summary reports for
the permitted domain.

e View - Only view the configured settings for periodical domain and quarantine summary reports for the
permitted domain.

*  Change - View and configure settings for periodical domain and quarantine summary reports for the
permitted domain.
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Click the following links for more details.

*  Adding a new admin group

»  Editing a admin group

e Deleting a admin group

*  Making a admin group as default
Adding a New Admin Group

e Toadd a new admin group and configure permission levels, click the 'Add' button.

Ciashboard § Admin groups & permissions

Admin groups & permissions

Name

@ Poweer Administrators fDefaulth

A new admin group creating page will be displayed.

Dashbeard f Admin groups & permissions

Admin groups & permissions

' Make default

Name Permission:

© Power Administrators (Default) 4 [T All customer permissions

@ Add domain

Admin management
User permissions
Admin permissions
Report management
User session history view
View customer info
Locale
Change user limit per domain
Email template management
Audit log

4 [ All domain permissions
docteamcasg.comodo.od.ua

- [T
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Help

»  Enter the name of the group in the text field under the 'Name' column and enable the permission levels in the right side
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required for that group.

Dashboard / Admin groups & permissions

Admin groups & permissions Help

o Add | # Edit T Delete {3 Wake default

Hame Permission:
© Power Administrators (Default) 4 [« All customer permissions
@ General +| Add domain

| Admin management
| User permissions
| Admin permissions
*| Report management
| User session history view
| View customer info
| Locale
| Change user limit per domain
| Email template management
| Audit log
4[| All domain permissions
= docteamcasg.comodo.od.ua

¢ Click the 'Save' button.

The newly created group will be displayed in the interface.

Dazhboard § Admin groups & permizsions

Admin groups & permissions

o= Add

Name

D Power Administrators (Defaulf

@) General

Now, administrators belonging to the account can be assigned to this newly created group. See the section 'Managing
Permissions for Administrators' in ‘Administrators' on how to add users to predefined groups.

Editing 2 Admin Group

You can edit the name of an existing group and / or change the permission levels.

*  To edit an existing group, select the group from the list and click the 'Edit' button.
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»  Change the permission levels and / or the name of the group.

»  Click the 'Save' button for the changes to take effect.

The admins in the group that is edited will be automatically reassigned to the edited group.
Deleting a Admin Group

*  Todelete a group, select it from the list and click the 'Delete’ button.
[mshboarg | Admin groups & permissions

Admin groups & permissions © Hep

o 2o & Eai {l} Make defaull

Hana Papimiaaion
Formar Administraton (Dafauly = All cusdomer permesEions
BT Il domain perreseions

& HR

»  Click 'OK"in the confirmation dialog.

Delete group

@ Areyou sdre you want to delete the selected

oroup?

The selected group will be deleted from the list.
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Note 1: If you delete a group, admins assigned to that group will be automatically moved to default group. You have to
reassign the administrators if required.

Note 2: If you delete an admin group created by the administrator and marked as default, then the 'Power Administrator' group
that was shipped with the product will be set as default. All the admins from the deleted group will be automatically migrated to
the 'Power Administrator' group.

Making an Admin Group as Default

CASG allows administrators to make an existing group as a default group. Newly added administrators and administrators
belonging to an existing group whose name was deleted will be automatically moved to this default group.

*  To make an existing group as a default group, select it from the list and click the 'Make default' button.
[esmnbasrr J Amin groups B permissions

Admin groups & permissions D Hap

o st e I:‘c-l_-l

L ET Permission

Prireeat Adeninitralors (Dafaully Al customes perr i
al General Al domiain pRrmESEIonS

A success dialog will be displayed.

Success

@ Default group successfully changed.

*  Click 'OK".

The selected group will be displayed as default group.
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Cashboard § &dmin groups & permissions

Admin groups & permissions

o= A

Name
@ Power Administrators

@) General (Default

D HR

Note: If you delete an admin group created by the administrator and marked as default, then the 'Power Administrator' group

that was shipped with the product will be set as default. All the admins from the deleted group will be automatically migrated to
the 'Power Administrator' group.

3.2.3.4 My Comodo Account

This feature will be available in the 'Account management' tab if you have logged in to CASG using CAM account credentials.

@ Liashboard
'—’:‘Fi Civmialns
I_I-_1 Audit 1og

I_J'._:. ACCOUnE management

riado accaund

o
2 Customer managerment

Clicking the 'Login to my Comodo account' sub tab will take you to hitps://accounts.comodo.com/login page. From here you
can...

e Add more subscriptions for CASG account
»  Change your password
*  Change contact information
»  Sign up to other Comodo products
...and many more.

For more details on CAM account, visit our online website at help.comodo.com/topic-211-1-513-5907—Introduction-To-Comodo-
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Accounts-Manager.html.

3.2.3.5 My Profile

The My Profile interface allows the currently logged-in administrator to change his / her login password to CASG as well as to
change settings for idle session timeout and CASG notification email address.

»  Click the 'Account management' tab on the left hand side navigation to expand and then click the "My profile' sub tab.

cCOMODOD
: Antispam Gateway

:_ _;'I Cashboard r‘

Account managerment
adrnins
lzer graups & pEMMISSians
&dmin grouos & permissions
W by prodile
Lsars histony

management

Alternatively, the My Profile interface can be accessed by clicking 'My Account' > 'My Profile’ at the top right of the interface.

1 My Account

The My Profile interface will be displayed.

Comodo Antispam Gateway Admin Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 268



cCOMODO

Creating Trust Online®

comopo P E— B .
a Antispam Gateway e . . . v ™ L”f Anoount

LastEosed 5 My profe
() Dashboard M}I’ pmflle 9 e
Change settings

Lagin:
CAM #mail

docteamiuiversioncusiomeng@oomado. com
Syatern notifications emails)

<

Mignbar af minutes before my session sxpires 30

Spam irap email

Sites:

2. customer management

Note: The interface will vary depending on the login credential that you have used to access CASG. The password can be
changed after logging in to the CAM account.

Click the following links for more details:

»  Changing settings for idle session timeout and CASG notification emails

3.2.3.5.1 Change Settings

The 'Change settings' area in the My Profile interface allows the currently logged-in administrator to configure various general
settings.

To set idle session timeout and change system notifications email address

+  Click the 'Account management' tab on the left hand side navigation to expand and then click the "My profile' sub tab.

The 'Change settings' section will be displayed in the lower portion of the My Profile interface.

Change settings

LC’QH’I
CAM email

docteamfullversioncustomern@comaoda.com
Systemn notifications email(s):

<

Mumber of minutes before my session expires |30

Spam trap email-

Sitea:

«  Login - Displays the user-name of the currently active user. Administrators can use this to log in to CAM to purchase
additional licenses and renew existing licenses.

«  CAM email: Displays the email address for the account as registered at Comodo Accounts Manager (CAM).
+  System notifications email(s) - Enter the email addresses at which the new administrator should receive CASG
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notification emails. It can be the same email address as the login name and / or alternative email address(es) of up to
a maximum of five. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails
and notifications such as of imports of users, local recipients and users via LDAP from CSV files will be sent to the
email addresses specified in this field. Refer to the section Email Management for more details.

+ Number of minutes before my session expires - You can set the idle session timeout period in the box. Enter the period
in minutes or increase / decrease the period by clicking the up / down arrow. The valid entry is between 1 minute and
120 minutes. Please note this feature will not be available if an administrator is logged into CASG using CAM
credentials.

«  Spam trap email - (Optional) If you already have a special 'spam-trap' email address then please enter it here to further
improve CASG message filtering.

+  Sites - (Optional) Enter the URLs of all websites owned by your company in order to further improve spam filtering.

Click Save for your changes to take effect.

3.2.3.6 Users History

The 'Users History' area in 'Administrator Account Management' allows the administrators to view user history for all domains
within a particular date range. You can filter users by IP address, last login, domain, username and/or location. By default, the
most recent 15 records will be displayed.

Use of filters to create custom searches is covered in more detail here.

3.24 Customer Management

The Customer Management area of CASG allows an administrator to view the details of the account they are logged into. The
administrator configure subscriptions for the periodical Domain and Quarantine summary reports for domains; create an
account; update the product and extend your license term. The administrator can also customize the 'support information' area
in the notification emails that are generated for activities such as while adding a new user, password regeneration, quarantine
request and quarantine report.

coOMODO
) Quarantine: 0 Rel rec 0 Whitelist requests: 0 Blacklist requests: 0 =
a Antispam Gateway i - & My Account
Dashboard / End User License/Subscription Agreement

End User License/Subscription Agreement © He

End User License/Subscription Agreement

Comodo AntiSpam Gateway 2
THIS AGREEMENT CONTAINS A BINDING AREITRATION CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY BEFORE
ACCEPTING ITS TERMS AND CONDITIONS.

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADIMG, INSTALLING, OR USING COMODO ANTISPAM GATEWAY
("SERVICES"). BY DOWNLOADING, INSTALLIMG, OR USING THE SERVICES OR BY CLICKING ON "I ACCEPT" BELOW, YOU ACKNOWLEDGE THAT YOU
HAVE READ THIS AGREEMENT, THAT ¥YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS TERMS. IF YOU DO MOT AGREE TO THE TERMS HEREIN, DO
NOT DOWNLOAD OR USE THE SERVICES OR CLICK OM "I ACCEPT",

This user license agreement is between you ("you™ or "Subscriber”), as either an individual or as a business entity, - Comodo Security Solutions, Inc., a
Delaware company, with offices at 1255 Broad Street, Clifton, N.J 07013, United States, if you are located in the Americas, or Comado Yazilim A S. Turkey, a
Turkish company, with offices at Halici Yazilim Evi Zemin Kat ODTU Teknokent Gankaya Ankara Turkey if you are located outside of the Americas
(hereinafter"Comodo”). In exchange for your use of the Services, you agree as follows:

1.License

Email template settings

1.1. Grant of License. Comodo grants you a royalty-free, limited, non-exclusive, non-transferable, and revocable license to use the Comodo AntiSpam
Gateway (the "Senices”) for personal purpeses, including any documentation and files accompanying the Services. You shall not resell, lease, sell, modify,
reverse engineer, decompile, or create derivative works of the Services. All rights not expressly granted herein are reserved to Comodo.

1.2. Restrictions. The licenses granted herein are only valid if:

i. the Senvices are NOT modified in any manner;
ii. the Services are only installed and used in accordance with your network security policies

iii. you possess the necessary authority and power to install and use the Services, and

iv. this agreement is accepted without modification and has not been breached

Click the links for more details:
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*  End user license agreements

*  Viewing customer information

«  Managing subscriptions for reports

»  Configuring language for messages from CASG

*  Notification email settings

3.2.4.1 End User License and Subscriber Agreements

The 'End User License / Subscription Agreement' interface displays the complete Comodo Antispam Gateway End-User License
and Subscriber Agreement.

To view End User License/Subscription Agreement

*  Click 'Customer management' tab from the left hand side navigation to expand it and then click the 'End-User
License/Subscriber Agreement.' tab from the sub menu.

The 'EULA/ Subscription Agreement' interface will be displayed:

& My Account
Dashicard f End User LicenaefSubacriplion Agresment

End User License/Subscription Agreement © e

End User License/Subscription Agreement

[ Audit log

Comodo AntiSpam Gatewsy 2

ES Account management THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY
. BEFORE ACCEPTING ITS TERMS AND CONDITIONS.

IMFORTANT - FLEASE READ THESE TERMS CAREFULLY BEFORE DOWHNLOADING, INSTALLING, OR UISING COMODDO ANTISPAM GATEWAY
(SERWCEST) BY DOWNLOADING, INSTALLING, OR USING THE SERWVCES OR BY CLICKING N 1 ACCEFT BELOW. YOU ACKMNOWLEDGE
THAT ¥OU HAYE READ THES AGREEMENT, THAT YOL UNDERSTAND IT, AND THAT YOU AGREE TO TS TERMS. IF YOU DO NOT AGREE TO
THE TERMSE HERER, DO HOT DOWHNLOAD OR USE THE SERVICES OR CLICK ON " ACCEFT™.

This users license agreement is bebween you (Myou” o “Subscriber”), as either an indridual or a5 a busness enlily, - Comodo Security Solulons,
Inc., a Detaware company, with offices al 1255 Bread Seet, Cliflon, KU 07013, United Stales, if you are locabed in he Amernicas, or Comodo
Yazilim AS. Turkey, a Tundsh company, with oficas 3t Hallcl Yazohim Ev Zemin Kat ODTU Teimokent Gankeya Aniara Turioey T you are located
outside of the Americas (herginafier"Comada”). In exchange for your use of e Sardces, you agree as follows

1.License

3.2.4.2 Viewing License Information
The License Management interface provides administrators with usage information.

To view the license management screen:

e Click 'Customer Management' on the left navigation then 'License Management'

The example below shows a customer with multiple licenses:
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coMODO

Antispam Gateway . . : ‘ TG t 4 oot L Wy Beceni
aahizcacs § Lenas Waragemert

License Management 0 v

Mame : Doc Teamn

CAM logn - do Fuah

CAM mrai . dock cum

Totals

Nurber of users 3

Blax sumber of wbers B
Numher of domaina 2

Blan Simibei of domans &
Dask quote (GE) 0D

Diak space 2053 KB

Subscriptions
Melan. mumiber of wsens ian. mumber of domaing Licerme enpiration dabe Diisk quoka (581 Enabled
£ L] Hae 21, 2075 L] e

In the 'License Management' panel you will find the details of subscription(s) for your account. For multiple licenses, the number
of users and domains that are allowed for all the licenses purchased will be added and displayed at the bottom most
subscription column.

From the 'License Management' panel the administrator can get the the details of subscription(s) for the CASG account. For
multiple licenses, the number of users and domains that are allowed for all the licenses purchased will be added and displayed
at the bottom most subscription column.

Name
*  The name of the account is displayed at the Name title bar

*  CAM Login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
https://accounts.comodo.com. The administrator can use this login username to log in to CAM for purchasing additional
licenses and renewal of existing licenses.

*  CAM email: Displays the email address for the account as registered at CAM.

*  Number of Users: Displays the total number of enrolled users belonging to all the domains.

e Max. Number of Users: The total number of users that can be added as per all the subscriptions made for the account,
that is, number of users cannot exceed the number given in this field for all domains included.

e Number of Domains: Displays the number of domains enrolled for account.

«  Max. Number of Domains: The total number of domains that can be added as per all the subscriptions made for the
account.

»  Disk quota: Displays the total storage space allotted in CASG server for archiving incoming messages as per all the
subscribed packages, in GB.

«  Disk space: Displays the storage space used by the archived mails in the CASG server.
Subscriptions
The following details are displayed for each subscription:

*  Max. Number of Users: The maximum number of users that can be added to the account as per the subscription, that
is, number of users cannot exceed the number given in this field for all domains included.

*  Max. Number of Domains: The maximum number of domains that can be added as per the subscription.
«  License Expiration Date: Displays the date till which the license is valid for the subscription.
»  Disk quota: The maximum storage space allotted for mail archive in the CASG server, as per the subscription.

»  Enabled: Displays whether the subscription is active or not.

The 'Reminder' button allows you to choose an email address to receive license expiry reminders, and to specify the period of
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time before expiry that you wish to receive them.

3.2.4.3 Manage Report Subscriptions

The Manage report subscriptions interface allows administrators to configure subscriptions to 'Domain' and 'Quarantine’
summary reports of all enrolled domains. Refer to CASG Reports - an Overview for more details.

To access Manage report subscriptions interface
»  Click Customer Management tab from the left hand side navigation to expand it and then click the 'Manage report
subscriptions' tab from the sub menu.

The 'Manage report subscriptions' interface will be displayed:

1 by Az oount

Lownt board ! Nanage repor sstaorciens
Manage report subscriptions Hslp

Report reciplents

docieamiulbers ioncusbamenfoomedo com

@ Quarantine report

Hour Day of month Day of week Send emph Enabled  Start daie Heport kength

iEveny hour 3 Every day B ey ween day

Chiese Choase Chaae

& Domain statistics report

Parinie] Hisir Diiry o aseith Duy o ik Semd amply | Esabled | Slan date Rl lisingith

' Ewery hour & Eery day Every wesk day
Choows Choose SChosse

Resed sefings to defaul

The 'Report recipients' field will be auto-populated with the email addresses of all the administrators available for the account
and enabled for the same, at the time of adding them. The report recipients can be added or removed from this interface by
entering the administrator's email address or deleting them and clicking the 'Save' button at the bottom.

The administrator can configure the subscription for two types of reports from this interface:
*  Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly, will

contain a detailed statistics of the mails that are identified as spam or containing malicious content and moved to
Quarantine of the domain automatically by CASG. Refer to CASG Reports - An Overview for more details.

*  Domain Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly, will
contain a detailed statistics of number of users, mails that have been received at and sent from the domain, number of
spams identified and blocked and so on. Refer to CASG Reports - An Overview for more details.

To configure the subscription of the reports

*  You can expand/collapse a report configuration section by clicking on the respective strip.

*  If you want the administrators to receive the periodical reports, select the 'Enabled' checkbox in the row of the
respective report type. If both the reports are required, you can select both the checkboxes.

»  Leave the 'Send empty' checkbox unchecked if reports without any statistics need not to be sent to recipients.
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et

e Select the frequency at which the reports are to be sent to the administrators.

Quarantine Report

€2 Quarantine report

Hour Day of month Day of week Send empty Enabled Start date Report length
':;:'EVEI'}' hour @ Every day (D Every week day
@ Choose @ Choose ®Choose
F o = Iil [ sunday nd
L
1 Monday A 7 Now 23, 2015 01-00 Mext report for 243 day(s) from last run
- 0 Tuesday = 0O S : (2015-03-24 16:37)
y
B 3 ‘Wednesday
1 4 - - [ Thursday -

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

«  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every week
chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).
*  Report length - Displays the period of the report that will be generated depending on the options chosen.

Domain Statistics Report

2 Domain statistics report

erio our ay of mon ay of weel end emp nable: art date eport leng
Period H D T th D T k Send ity Enabled = Start dat Report length
':;':'EVEI'}’ hour @ Every day O Every week day
DChoose ©iChoose @ Choose
= it [E] Sunday - Next report for
Lo L 4 week(s) from
Mov 23, 2015
Weekly v SITEE = ] U[‘;\[f][] ' last run
uesday :
[ Tuesd (2015-03-24

[ Wednesday 16:37)

il ] Thursday il

Reset settings to default

*  Period - Enables you to set the period to be covered in the report. The report will contain the statistics of all the
domains in the account for the past one hour, one week, one month or one year, as selected from drop-down from the
scheduled report time.

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every week
chosen at the hour selected from the 'Hour' column.

o Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
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Time (GMT)).
*  Report length - Displays the period of the report that will be generated depending on the options chosen.

»  Click 'Save' for your settings to take effect.

»  Clicking the 'Reset settings to default' button will disable both Quarantine and Domain statistics reports. The 'Report
Recipients' field will not be cleared.

3.2.4.4 Configuring Language for Messages from CASG

The System messages locale interface accessible from the 'Customer management' configuration area of the dashboard allows
the administrator to configure for the language of messages displayed and sent to the administrators of the domains by CASG,
according to the location of the administrators.

To configure for the language of messages
»  Click 'System messages locale' tab from the left hand side navigation to expand it and then click the 'System
messages locale' from the 'Customer management' drop-down menu in the menu bar.

The 'System messages locale' interface will be displayed.

Antispam Gateway

GEOMGDD S— N ——
sranting Release requests Whitelist requests Blackiiz requests L"'-‘""”"-‘""-

At SRl FERa R DCEN

(2 pasnboara System messages locale Help
Change locale for system messages  ENQHSN w

Save

*  Select the language in which CASG should display and send its messages from the 'Change locale for system
messages' drop-down. The messages will be displayed/sent in the selected language to the administrators of the
domain managed by the currently logged in administrator.

»  Click 'Save' for your settings to take effect.

Success

@ Locale for system messages saved successfully

3.2.4.5 Notification Email Settings

By default, all the notification mails sent to administrators and users on various events like adding a new user, password
regeneration, quarantine request or periodical report mails like quarantine report will contain the links to the online help guide
and Comodo support in the footer. The administrator can customize the footer for adding their contact and support information,
from the Email template settings area.

To customize the notification emails
*  Click 'Customer Management' tab from the left hand side navigation to expand it and then click the 'Email template
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settings' tab from the sub menu.

The 'Email template settings' interface will be displayed:

g coMoODO
. Quarantine: 0 R B .
G Antispam Gateway AT & My Account

Dashboard / Email template settings.

(2 Dashboard Email template settings Help
@ Domains
[ Auditlog

Ay Note: changes below will be applied to all system notification messages sent to user

. e hange default email footer
5 Account management

“p=

| »

”. cu r man: >
Con Desnnsriaiagsnel =font style="font-family.Arial;color#353535 font-size: 14px,"=For help, see the User guide:

End User Licen cription <a href="http:#help.comodo.comitopic-157-1-284-3388-Introduction-to-Comodo-Antispam-Gateway. html” target="_blank" title="" style="font-
Agreement family.Arial;color#06488d font-size:14px;™=
<font style="Tont-family-Arial:color#06488d:font-size: 14px ™ htp:ihelp.comodo. comitopic-157-1-294-3398-Introduction-to-Comodo-
Antispam-Gateway.htmi=font=
=la=
=ffont=
<lp=
<table width="100%" border="0" bordercolor="#0e0e0" cellpadding="0" cellspacing="0" bgcolor="#e0e0el">
=i pordercolor="#e0e0e0"
=td bordercolor="#e0e0e0” bgcolor="#e0e0e0" valign="middle" height="53" style="padding-left. 15px"=
=font style="font-family:Arial;color#353535 font-size: 14px;font-weightbold ™=

m

nagement

Manage report riptions

Having Trouble? Supportis here to help, <a href="mailto:asgsupport@comodo.com™asgsuppert@comodo.com</a= o reviewthe <a

| Resetto default

Please note the customization can be done only in html format.
»  Select the check box 'Change default email footer' if you want to edit the details.
»  Edit the details in html format as per your requirement and click the 'Save' button.

e Click the 'Reset to default’ button to display Comodo support information in the notification emails.

4  CASG Reports - An Overview

Comodo Antispam Gateway can generate three kinds of periodical reports, Quarantine report, Domain statistics report and User
import report, and send them to administrators and users as configured.

Reports are generated for account level and domain level:

1. Global reports for all domains covered by the customer account. See the section 'Managing Subscriptions for Reports'
under 'Customer Management' for more details on customer level.

2. Domain level reports specific for each domain. See the section 'Manage Report Subscriptions for Selected Domain'
under 'Incoming' section for reports on domain levels.

The reports for these types will be similar except the former will contain reports for all domains while the latter will contain
reports for the selected domain. The reports will be sent routinely at the selected times, in the language set for the account.

CASG creates three kinds of reports:

*  Quarantine Report - A statistical breakdown of mails identified as spam or malicious that were moved to quarantine by
CASG. The report can be configured to be received hourly, daily, weekly or monthly.

*  Domain Statistics Report - A comprehensive report which covers all mail activity for the domain. This includes
information covering the number of users; mails that have been received at and sent from the domain; number of mail
identified spam/malicious; number of mails blocked and so on. The report can be configured to be received hourly,
daily, weekly or monthly by the administrator.

e Users auto-import report - The periodical report containing details of new users that were auto-imported into CASG for
each domain, based on incoming mails received for them at the mail server. The report can be configured to be
received hourly, daily, weekly or monthly by the administrator. The user auto-import reports are generated only for the
domain level and not for the customer account level.
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*  Quarantine Release Report - The periodical report containing details of mails that were released from the quarantine
list by both administrators and users with appropriate privileges. The report can be configured to be received hourly,
daily, weekly or monthly by the administrator. The quarantine release reports are generated only for the domain level
and not for the customer account level.

*  Reported Spam Report - A detailed report of mails that were reported as spam by administrators as well as users with
appropriate privileges. The report also includes details of mails that were uploaded as spam to CASG. The report can
be configured to be received hourly, daily, weekly or monthly by the administrator. The reported spam reports are
generated only for the domain level and not for the customer account level.

*  Reports can be enabled or disabled per administrator in Dashboard > Account Management > Admin > Add
Administrators or Edit Administrators.

4.1 Quarantine Report

The Quarantine Report contains a list of mails that were identified as spam or containing malicious content and were moved to
Quarantine automatically by CASG, with the details on sender, receiver, date and attachments. Clicking the subject line in the
list will open the respective mail in a new CASG window.

e Administrator

«  Domain Level - The Report generated for an administrator will contain the details of the mails moved to
quarantine of the selected domain.

e Customer Level - The Report generated for an administrator will contain the details of the mails moved to
quarantine of all the domains belonging to the account.

»  User - The Report generated for a user will contain the details of the mails moved to quarantine of the user.

The report can be subscribed to be received hourly, daily, weekly or monthly for an administrator and daily, weekly or monthly
for a user.

*  Hourly - The reports will be generated and sent every hour to the administrators through email.
«  Daily -The reports will be generated and sent daily to the administrators/user through email.

«  Weekly - The reports will be generated and sent to the administrators/user through email on every seventh day from
the start date set in the 'Start date’ field. The report will contain details of the mails quarantined during the past seven
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the week
from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators/user through email on every 30th day from the
start date set in the 'Start date' field. The report will contain details of the mails quarantined during the past 30 days.
The first report will be sent on the start date and will contain the statistics for the remaining days of the month from the
day of configuration and subsequently every 30 days.

An example of a Quarantine report is shown below:
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Having Trouble? SUPPoTT (s here to help. Open a Ticket at htps: SUPpPOrt.oomodo.com or ¢all 1.888.COMODO (266.6361)

e Clicking on the 'Subject' link will open the respective mail in a new CASG window. You need to login to CASG to read
the mail in the new window.

4.2 Domain Statistics Report

The Domain Statistics Report provides details on all the mail activities on the domain. This includes information covering the
number of users; mails that have been received at and sent from the domain; number of mail identified spam/malicious; number
of mails blocked and so on. The report can be configured to be received hourly, daily, weekly, monthly or yearly by the
administrator.

»  Domain Level - The Report generated for an administrator will contain only the details of domain statistics of the
selected domain.

*  Customer Level - The Report generated for an administrator will contain the details of domain statistics of all the
domains belonging to the account.

Note: The Domain Statistics Report is available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
*  Hourly - The reports will be generated and sent every hour to the administrators through email.
*  Daily -The reports will be generated and sent daily to the administrators through email.

*  Weekly - The reports will be generated and sent to the administrators through email on every seventh day from the
start date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past
seven days. The first report will be sent on the start date and will contain the statistics for the remaining days of the
week from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators through email on every 30th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 30
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the month
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from the day of configuration and subsequently every 30 days.

*  Yearly - The reports will be generated and sent to the administrators through email on every 365th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 12
months. The first report will be sent on the start date and will contain the statistics for the remaining months of the year
from the day of configuration and subsequently every 12 months.

An example of a Domain Statistics Report is shown below:

e ————

{| coMOoDO
E..g..' Antispam Gateway

Here is the daily Domain statistics report for docteamcasg.comodo.od.ua from Apr 09, 2014 23:00 to Apr 10, 2014 23:00

Mumber of users 7

E-mail size limit 262144 KB
Spam ratio 0.0 %
Mot spam messages 21
ot spam messages size 46506687

nsure messages
insure messages size
Spam messagas blocked
Spam messages size

Virusas biloekad

(=]

Wiruses size
Elacklisted messages
Elackisted messages size

Total fitered messages

S L e A e e |

Total messages

Having Trouble? Support is hers to help. Open a Ticket at hitps:/support.comodo.com or call 1 888 .COMODO {286.6361)

4.3 Auto-Imported Users Report

The Users Auto-Import Report provides details on all the new users belonging to a managed domain, that were automatically
imported to CASG on receiving an incoming mail addressed to them at the mail server. The auto-imported users are sent with
an invitation email containing login credentilas for them to access the CASG user interface. For more details on managing auto-
import, refer to the section Managing User auto-import.

Note: The user auto-import reports are generated only for the domain level and not for the customer account level. The Report
is available only to the administrators .

The User Auto-Import Report contains the following details:
*  Imported users count - The total number of users automatically imported into CASG for report time period.

«  Enabled users count - The number of auto imported users that have activated their account by clicking the link in the
invitation mail or logging-in to CASG using the credentials provided in the mail.

» Invited users count - The number of auto imported users that have been sent the invitation mails but yet to activate
their account.

e User names list - The list of auto imported users.

An example of a Users Auto-Import Report is shown below:
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Here is the users auto-import report for csgqa.comodo.od.ua from Nov
21,2014 09:00 to Nov 21, 2014 10:00

Imported users count 1
Enabled users count 1
Invited users count 0

User names list admin

For help, see the Admin guide: http://help comodo comitopic-157-1-266-3192-introduction-
to-comodo-antispam-gateway. hitmi

Having Trouble? Support is here to help. Open a Ticket at https://support.comodo.com
or call 1.888.COMODO (256.2608)

4.4 Quarantine Release Report

The 'Quarantine Release Report' provides details of mails that were released from quarantine by the administrators as well as
by the users with appropriate privileges. This also includes quarantine release requests accepted by administrators.

Note: The quarantine release reports are generated only for the domain level and not for the customer account level. The
report is available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
*  Hourly - The reports will be generated and sent every hour to the administrators through email.
*  Daily -The reports will be generated and sent daily to the administrators through email.

*  Weekly - The reports will be generated and sent to the administrators through email on every seventh day from the
start date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past
seven days. The first report will be sent on the start date and will contain the statistics for the remaining days of the
week from the day of configuration and subsequently every seven days.

«  Monthly - The reports will be generated and sent to the administrators through email on every 30th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 30
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the month
from the day of configuration and subsequently every 30 days.

*  Yearly - The reports will be generated and sent to the administrators through email on every 365th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 12
months. The first report will be sent on the start date and will contain the statistics for the remaining months of the year
from the day of configuration and subsequently every 12 months.
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An example of a Quarantine Release Report is shown below:

E“'c COMODO
e Antispam Gateway

Quarantine release report for csgga4.comodo.od.ua from Jul 01, 2015 09:00 to Jul 01, 2015 10:00

Date Ope ..t = Login Role  Details

Wed Jul 01 Release Recipients: user2@csggad comodo.od ua, userd@csggad comodo.od.ua,
0%:18:32 GMT quarantined adminl@icaggad.comodo.od wa | admin | userdl@ceggal.comodo.od ua; Sender: testftest com; Date: null;
2015 message Subject: SPAM MAIL

e e :;" e Recipients: user2@csggad comodo.od.us; Sender: user 2test com
09:18:49 GMT quarantined adminl@esggad.comodo.od.ua | admin Lo = ; . Yy TET Y '
015 . - Date: null; Subject: test mail from TELMET 16-04-15 16:41

2015 message

Wed Jul (1 Release Recipienta: userl@ceggad comodo.od ua; Sender:

09:42:50 GMT warant serl@csggad comodo.od.y . | : =
= :"' 06 Quarantincd userigicsgqas.comodo.odun | use alravehenko@ceqg comado od. ua; Date: null, Subject: tesat mail 15:47
2015 message S

For help, see the Admin guide: http://help comodo.com/topic-157-1-288-3192-introduction-to-comodo-antispam-gateway . html

Having Trouble? Support is here to help, asgsuppont@comodo.com or review the Administrators Guide

4.5 Reported Spam Report

The 'Reported Spam Report' provides details of mails that were reported as spam by the administrators as well as by the users
with appropriate privileges. This also includes details of mails uploaded from the 'Report Spam' interface.

Note: The reported spam reports are generated only for the domain level and not for the customer account level. The report is
available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
*  Hourly - The reports will be generated and sent every hour to the administrators through email.
*  Daily -The reports will be generated and sent daily to the administrators through email.

*  Weekly - The reports will be generated and sent to the administrators through email on every seventh day from the
start date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past
seven days. The first report will be sent on the start date and will contain the statistics for the remaining days of the
week from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators through email on every 30th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 30
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the month
from the day of configuration and subsequently every 30 days.

*  Yearly - The reports will be generated and sent to the administrators through email on every 365th day from the start
date set in the 'Start date’ field. The report will contain details of the mail activities for the domains during the past 12
months. The first report will be sent on the start date and will contain the statistics for the remaining months of the year
from the day of configuration and subsequently every 12 months.

An example of a Reported Spam Report is shown below:
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Reported Spam report for csgga4.comodo.od.ua from Jul 01, 2015 10:00 to Jul 01, 2015 11:00

0 ti
Date d::c:pt?:n Login Role Details
Recipients: user77 @csggad.comodo.od.ua;
Wed Jul 01 Rep'norl Sender: Dagwood BUIT:IDStEd
10-06:38 deliverad admin1@csgaad.comodo.od.ua | admin &lt;avantistude @gmail.com&gt;; Date: Wed
YOIEE  message as gaas. o Jul 01 10:01:10 GMT 2015; Subject: Fwd: Get
GMT 2015
spam instant Online Personal Loan approval and
disbursal in 72 hours
Recipients: user/7@csggad.comodo.od.ua;
Wed Jul 01 Re;.:uorl Sender: D-agwood Bumlpsted
10-39:03 delivered 1@ 4 do.od &It;avantistude@gmail.com&gt;; Date: Wed
= messageas | oo 0 CoBQA%.COMOCO.0CUA TUSET )1 01 10:01:10 GMT 2015; Subject: Fwd: Get
GMT 2015 , )
spam instant Online Personal Loan approval and
disbursal in 72 hours
Recipients: user77 @csggad.comodo.od.ua;
Wed Jul 01 Repcfnns Sender: dagwood hurr'!psted
10:41:54 archived 7@ 4.comodo.od ] &lt;avantistude@gmail.com&gt;; Date: Wed
Gh.:'IT L;E}lﬁ message as a use ¢s8qat.comodo.od.ua | use Jul 01 10:40:56 GMT 2015; Subject: Fwd: Zero
Spam Fees, Attractive Interest Rates and Loans upto
251
Report Recipients: user77 @csgqad.comodo.od.ua;
Wed Julg1 | oPOrS Sender: oxford morris minor
archived

10:52:02 user?7@csggad.comodo.od.ua | user  &lt;mmoxford@yahoo.com&gt;; Date: Wed Jul
message as a

GMT 2015 Spam 01 10:47:33 GMT 2015; Subject: Dr. Jones
P wake up now
T Recipients: userl@csgga4.comodo.od.ua,
Wed Jul 01 P user2 @csggad.comodo.od.ua; Sender: oxford

hi
10:55:26 archived user2@csggad.comodo.od.ua | user  morris minor &lt;mmoxford@yahoo.com&gt;;
message as a

GMT 2015 Date: Wed Jul 01 10:52:00 GMT 2015; Subject:
Spam
Fw: Dr. Jones wake up now
Report Recipients: userl@csggad.comodo.od.ua,
Wed Jul 01 afcic':v:d user? @csggad.comodo.od.wa; Sender: oxford

10:55:52 essage a5 4 user2@csggad.comodo.od.ua | user  morris minor &lt;mmoxford@yahoo.com&gt;;
GMT 2015 & Date: Wed Jul 01 10:52:00 GMT 2015; Subject:
Spam
Fw: Dr. Jones wake up now
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Appendix 1 - CASG Error Codes

The most common error codes for CASG are given below:

Error Code Description

1 Unknown error

100 Import exception

101 Wrong format

102 Wrong outgoing user format IP password. If 'password' is empty then 'username' must be IP address.
103 Communication exception
200 User limit exception

300 Spam engine exception
1000 Customer has no domains
1001 Domains mismatch

1002 Alias already exists

1003 User already exists
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Appendix 2 - CSG Comparison Table

Features

Number of domains and incoming / outgoing users

Paid Version

Depends on the subscription

Free Version

5 users and 1 domain

COMODO

Creating Trust Online®

Number of domain aliases

5

Nil

Active Directory / LDAP Synchronization

X

Create / Modify User Groups

X

Assign permissions to User Groups

x

Number of user aliases per user

S N NN

=

Incoming / Outgoing email filtering

View all quarantined emails

Release quarantined emails

Whitelist / Blacklist quarantined emails

Configure spam detection settings

Report spam emails

View queued emails in Delivery Queue

Force Retry (Force Deliver) selected or all queued emails in
Delivery Queue

LA INENENENA YA YA

Create local recipients

Clear incoming / outgoing email cache

Log search incoming emails

Log search outgoing emails

Create domain aliases

Configure domain settings

Configure email size restrictions

Configure 'Blocked extensions' settings

View users' release requests

View users' whitelist / blacklist requests

Whitelist / Blacklist recipients

Whitelist / Blacklist senders

View users' login history

AN NN N NN NN AN YA YA YN NN NN N NN

Email archive

<

| % | \|% ¥ & & % % % ® | %%

Number of email administrator accounts

Unlimited

N
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Appendix 3 - Troubleshooting LDAP

This section explains how to resolve some common problems that may arise when configuring LDAP.

For full details on working with LDAP, http://help.comodo.com/topic-157-1-288-5720-Importing-Users-from-LDAP.html
*  Problem: Unhandled Exception:

Solution: The exception was not classified.

*  Problem: Size limit exceeded, unable to extract more then users from server. Size limit must be increased on server side
or specify more strict query

Solution: Active Directory server has limitation on the number of search entries which may be iterated during querying. By
default, Microsoft Active Directory allows only 1000 search entries. If the server received more than that, the administrator
should override the default LDAP search size limit in the Active Directory, or use more strict query

«  Problem: Incorrect filter settings: ....
Solution: Filter settings contain incorrect format or AD server doesn't support it.
*  Problem: Incorrect BaseDN settings: ...
Solution: BaseDN value has incorrect format.
*  Problem: Unable to connect with provided host in BaseDN settings: ...
Solution: Provided domain name for BaseDN setting cannot be resolved in AD forest tree. Assure a domain name is correct.

«  Problem: Unable to resolve LDAP referral, host unreachable. Users had found before referral might be imported.
Possible solution is to use Global Catalog server (port 3268/3269 as default) to avoid resolving referrals.

Solution; CASG is trying to extract as much as possible information and following referrals to resolve all search entries in a
query. If the URL in the referral is unreachable by CASG then the iteration will stop. Only partial result will be provided. That
occurs when an administrator uses a private domain and it cannot be accessed with only domain name (the referral contains the
list of URLs of the explicit domain names but the information about servers located in the private subnet is absent). To avoid the
referrals occurrence in search entries use the Global Catalog server for querying. By default, the port for this server is
3268/3269 and that depends on whether the SSL enabled or not.

*  Problem: Unknown error. Users found before error might be imported. Original exception - ...
Solution: Search entries has been terminated within the replication process. Please contact support to find a solution.
*  Ifyou do not know your BaseDN, here's a step-by-step guide to determining your BaseDN.

Most organizations follow a similar convention for their determined BaseDN when the organization sets up its Active Directory.
For a company with the domain of example.com, the typically BaseDN is cn=Users,dc=example,dc=com
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Appendix 4 - Useful Links

/

This page contains links to external webpages which provide detailed explanations of LDAP features.

What Is the Global Catalog?

http://technet.microsoft.com/en-us/library/cc728188%28v=ws.10%29.aspx

Global Catalog and LDAP Searches

http://technet.microsoft.com/en-us/library/cc978012.aspx

LDAP Referrals

http://technet.microsoft.com/en-us/library/cc978014.aspx

Click the following links for more details http://help.comodo.com/topic-157-1-288-5720-Importing-Users-from-LDAP.html
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About Comodo

The Comodo organization is a global innovator and developer of cyber security solutions, founded on the belief that every single
digital transaction deserves and requires a unique layer of trust and security. Building on its deep history in SSL certificates,
antivirus and endpoint security leadership, and true containment technology, individuals and enterprises rely on Comodo's
proven solutions to authenticate, validate and secure their most critical information.

With data protection covering endpoint, network and mobile security, plus identity and access management, Comodo's
proprietary technologies help solve the malware and cyber-attack challenges of today. Securing online transactions for
thousands of businesses, and with more than 85 million desktop security software installations, Comodo is Creating Trust
Online®. With United States headquarters in Clifton, New Jersey, the Comodo organization has offices in China, India, the
Philippines, Romania, Turkey, Ukraine and the United Kingdom.

Comodo Security Solutions, Inc.

1255 Broad Street
Clifton, NJ, 07013
United States

Tel: +1.888.256.2608
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit hitp:/www.comodo.com.
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