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1 Introduction to Comodo Antispam
Gateway

Comodo Antispam Gateway (CASG) is an enterprise email filtering solution that blocks spam, email-borne viruses and other
unwanted mail from reaching user in boxes. CASG can be quickly configured for any email system and can be up and running in
no time.

Features and benefits include:
e Antispam protection for incoming mails
*  Antispam protection for outgoing mails
*  Enhances productivity of employees and servers
* Intuitive web interface facilitates easy use and configuration
»  Easy management of domains email restrictions

e Whitelist / blacklist recipients and senders

) : ; : 1 :
c.: CDMODD | & docadmin@cspdev.com| | § Logout |
o Antispam Gateway e ———— f
Jumg 1o deenain: | | God |
. Dashboard Domains Account managememt' ™ Customer management ™
Statistics Domain management =]
| | Demains 3
Mas. number of domains 10 ﬁ
Users 7
| Demains

| Max number of users 100

License expiration date War 07, 2013

Account management =
ﬁ L] S =" §
4 % @
Adming GrOUpE & 1y profie Uzers hislory
PENTEESHNE
Customer management =
Custamer infa Mannge report
zubgeriglions

Having Troubke? Supgorl e hare (o help. Opeh & Tieke! 3l support. comsds. com of call 1888 COMODO (2658361 )

Guide Structure
This guide is intended to take you through the configuration and use of Comodo Antispam Gateway and is broken down into the
following main sections. The guide can be navigated using the bookmark links on the left.

* Release Notes - Alist of new features that have been appeared in the CASG.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 4
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*  Purchasing License - How to purchase CASG licenses.

*  Adding More Users, Domains Or Time To Your Account - Describes how to obtain domains, add more users to your
account.

* License Information - Describes how to keep track of subscription status and various license related alerts.
*  Getting Started - Describes how to configure your mail server with the CASG service

*  Incoming Filtering Configuration
+  Outgoing Filtering Configuration

*  The Administrative Interface - Provides a snapshot of main functional areas of CASG.
*  Logging-in to the Administrative Interface - How to login into the CASG interface.

*  The Dashboard Area - Describes briefly about Domain management, Account management, Customer
management and Statistics area.

*  Domains - Detailed explanation on how to add domains, edit domain and manage domains. This section also
deals with adding users to whitelist and blacklist.

*  Account Management - Detailed explanation on how to add new administrators and change login passwords,
subscription to periodical reports and configure language for messages from CASG.

*  Customer Management - Provides information on accounts.

*  CASG Reports - An Overview - An Overview of the Domain and Quarantine summary reports periodically generated
and sent to the administrators and users by CASG.

»  Appendix 1 - CASG Error Codes

1.1 Release Notes

Version History

Version Number List of Changes

Version 1.10 *  Added ability to import users from Active Directory server of Domain, through LDAP

*  Added ability to administrators to receive quarantine request emails through alternative email
address(es)

»  Added ability to export configured Recipient Whitelist, Sender Whitelist, Recipient Blacklist
and Sender Blacklist to CSV files

Version 1.9 »  Added ability to assign group permissions to multiple users and filtered users
*  Added a user ability to search for logs of all domain
*  Added 'Reset to default' button for Incoming Spam Detection settings

*  Added 'Include results from the last minutes' parameter to the Incoming & Outgoing Log
search pages

*  Added user login audits, including name of user, IP, logged time and session duration

Version 1.8 »  Added option for administrators to configure idle session timeout period

»  Various bug fixes

Version 1.7 »  Added option to purchase multiple licenses for single domain or multiple domains

*  Added new feature - Groups & Permissions. Allows administrators to create groups and
configure permission levels for each group. Ability for administrators to add users to groups
with preset policies.

»  Users in Power group can release quarantined emails without administrator's approval

»  Added ability for administrators to blacklist senders from Quarantine interface

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 5
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»  New option for administrators to import users to whitelist / blacklist from csv format files
*  Added ability for administrators to import aliases from csv format files

*  Added new options for report generation - Ability for administrators to receive global reports
for all domains and domain level report for selected domain

*  Login As button removed disabling an administrator to login as another administrator

e Email size restriction - Administrators to contact Comodo if more than 250 MB email size is
required

»  Various bug fixes

Version 1.6 e Added Released Emails, Blacklisted Emails and Whitelisted Emails features in Email
Management

»  Added ability for administrators to release or reject users' request to release quarantined
emails

»  Added ability for administrators to accept or reject users' request to add senders to whitelist or
blacklist

»  Email notifications to administrators and users for requests such as to release quarantined
mails, add senders to whitelist or blacklist

*  Added ability for administrators to prioritize domain routes using drag and drop feature

*  New option for administrators to set number of quarantined mails to be displayed per page
»  New option to stop empty reports from being sent to recipients

»  Right-click options to open links in new tab or new window

»  Various bug fixes

Version 1.5 *  Added outgoing (SMTP) user management support
*  Added email aliases support
*  Added the ability for administrators to clear outgoing domain callout cache

*  Added the ability for administrators to search for a specific outgoing email message

Version 1.4 *  Added periodical Domain and Quarantine summary reports feature

»  Added ability for administrators to set language for messages displayed/sent by CASG
according to their location

*  Added automatic locking feature - the CASG account will be locked if the administrator/user
login attempts fail for set number of times due to incorrect entry of username/password

*  Added ability for administrators to view quarantined email message content through a new
CASG window

Version 1.3 *  Userinterface improvements

*  Embedded links to on-line help

*  Ability to configure the number of days for which logs are available
*  New options for domain settings

»  Various bug fixes

Version 1.2 *  Added licensing options

»  Fixed various bugs

Version 1.1 *  Added ability for administrators to view email message content through the CASG interface

*  Added ability to report spam in multiple formats to Comodo for potential global blacklisting

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 6
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»  Added ability to quickly switch the domain that is currently being managed

*  Added ability to reset 'Blocked Extensions' list to default values

Version 1.0 *  Added Mail Quarantine feature

*  Added Whitelist / Blacklist pages

*  Added Domain management feature
*  Added Customer management

*  Added Account management

1.2 Purchasing License

In order to get started with CASG, you must first purchase the service then configure the service. You have the option to
purchase multiple licenses for single or more domains. The number of users and domains that are allowed for all the licenses
purchased will be added and displayed in the Customer Info page. Follow the 'Buy Now' link on the website to purchase
Antispam Gateway. Your Comodo Antispam Gateway account will be created once the signup process is complete - please refer
to the email you receive after signup or activation. You can now login into the account with your username and password.

You can view the license details in the main interface after activation. See the section 'License Information' for more details.

1.3 Adding more Users, Domains or Time to your Account

New users, domains and license term extensions as well as multiple licenses can be added to your account by logging into your
CAM account at https://accounts.comodo.com/ . Please read on for a step-by-step guide to this process.

To create CAM account
Visit the Comodo Accounts Manager page at https://accounts.comodo.com/. The 'Register or Log In' page will be displayed.

COMODO

Creating Trust Online®

Help | Contacts Signlp

Welcome

Please enter your login and password

Login:
Password:
{ Login )
Create New Account!
Forgot Password

CAM v.4.8.18328

Click 'Create New Account' link. The Signup page for all the services offered by Comodo will be displayed.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 7
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SignUp

Sign Up to Comado Network Center Sarvice

Sign Ugp to A Syrel e Serviee

Sign Up to Antispam Gateway Service

Sign Up to LoginPro Service

Sign Up to Comado System Uilities Service
Sign Up to Sitelnspector Service

Sign U to TrustConnect Serace

Slgn U to Comadas Intermnet Security Service
Sign Up to Comade Online Storage Service

Sign U to Endpoint Security Manager Service

Cod w62 10580

Click 'Sign Up to Antispam Gateway' link. Select the subscription package you want to use from the list displayed. You have the
option to purchase single domain license or multi-domain license:

»  Single Domain License - One email domain, for example, xyz.com or abc.xyz.com, can be configured along with a
total number of licensed users.

*  Multi-domain License - More than one email domains, for example, xyz.com, abc.xyz.com, abc.org and so on, can be
configured according to the license along with a total number of licensed users for all CASG-managed domains.

Comodo Sign-Up Page

@ Comoda Artizpam Gatesay (25 uzers, 1 domaing) & price of $12.50 for 1 manth

O Comodo Artispam Gateway (25 users, 1 domains) & price of $150.00 for 12 months

O comoda Arttispam Gateway (50 uzers, 2 domainz) el price of $25.00 for 1 month

O Comioda Artispam Gatewsasy (30 users, 2 domains) st prce of $300.00 for 12 monthz

O Comadn Artispam Gateway (100 uzers, 2 domains) at price of $50.00 for 1 month

O Comoda Artizpam Gatesway (100 users, 2 domains) & price of $600.00 for 12 months

O comado Antisparm Gatewsay (200 users, 5 domains) at price of $100.00 for 1 morth

O comado Artispam Gatevway (200 uzers, 5 domaing) &t price of $1 20000 for 12 months
O Comada Artispam Gateway (400 users, 10 domains) at price of $200.00 far 1 manth

O comado Artispam Gatewsy (400 ugers, 10 domains) at price of $2,400,00 for 12 months
O Comodo Artizpam Gatevway (1000 users, 20 domains) at price of $500.00 for 1 month

O Comada Arlispam Gateway (1000 users, 20 domains) st price of $6,000.00 for 12 morths
O Comadn Antispam Gatewsy Trial for 120 Days (50 users, 2 domaing) - Mo Card Reguired
O Comoda Arispam Gateway Free (10 uzers, 1 domaing) - No Card Reguired!

Enter the User Details and Contact Information in the respective sections.
If you already having an account with Comodo, check 'Yes' box. You will only need to enter your Email Address/Login ID ,

Password, and Contact Information.

Note: Fields marked with * are mandatory.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 8
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Customer Information (an * indicates required fields)

When paying by credit card, the billing information should be exacily as it appears on your credit card statement. For credit card
verlfication, please ensure thatyour first and last name are enlered as they appear an your card.

User Deatails
Arg you an existing Comodo custamer? O Wes @ 1]

Lucjn'
14 eharacter min.]

Password
(& characters min.)

Password Confirmation
First Hame
Last Name

Ermail

Telephone Humber

Contact Infermation

Company Harme

Street Address

Address?

City

Country’ United States v
State of Province Alabama w

Postal Code’

Eilling Information

The zame a3 Contact Informstion

Select the payment method and enter the details.

Payment Options

O &

oY Jual—{

When paying by credit card, the billing information should be exactly as it appears on your credit card staternent. For credit card
verification, please ensure thatyour first and last name are entered as they appear on yaur card

Credit Card Details
Credit Card Humber
Security Code” What is it?

Hame exactly as it appears on your o edit
card

Expiration date’ December » . 2012 »

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 9
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Check the box if you want to be informed about Comodo products updated via mail.

Communication Options

[#] Yes!Please keep me informed about Comodo products, upgrades, spedal offers and pricing via email. Your information is safe
with us!

Read the 'End User License and Subscriber Agreement' and accept to it by selecting 'l accept the Terms and Conditions'
checkbox. Click 'Sign Up'.

Terms and Conditions

»

END-USER LICENSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway [

IMPORTAMNI - FLEARSE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING,
CR USING COMODO ANTISPAM GATEWAY ("SERVICES"). BY DOWNLCADING, INSTALLING, OR
USING THE SERVICES OR BY CLICKING ON "I ACCEPT" BELOW, YOU ACENOWLEDGE THAT YOU
HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS
TERMS. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO NOT DOWNLOAD OR USE THE
SERVICES OR CLICK ON "I RCCEFT".

This user license agreement is between you ("you"™ or "Subscriber"), as either an b

71 l accept the Terms and Conditions

| SIGN UP

Click the Confirm /Cancel button in the Order confirmation dialog.

COMODO

Creating Trust Online*

Slgnllp | Login

Order Confirmation

Please confirm your order:

Comodo Antispam Gatevsy Free Price 50 per 12 monihs

Confirm Cancel

Condw 6216632

The assigned invoice will be displayed.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 10
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COMODO Wekcame: ot St

Creating Trust Online®

Antispam Galewsay | My Atcount | Help | C Logost

Invoice #1286090-11
Comodo Sacurity Solutons, inc
525 Washingion Bhvd mr""' : Ef““h
ﬁ;ﬁ'ﬁ;";‘:ﬁ" 0730 Address Alabama 123456
United Stafes

support.comodo.com

Comodo Antispam Gateway Free from 2012-1205

[ Print]
[ Start using Comodo Antispam Gateway Free|

Cod v 5.2 16682

After purchasing a CASG license, you will automatically become an administrator in CASG. Repeat the process for purchasing
another CASG license. The number of users and domains that are allowed for all the licenses purchased will be added and
displayed in the Customer Info page.

14 License Information

After purchasing/licensing has been completed, we advise you to keep track of your usage limits and the number of days
remaining on your license(s) to avoid service interruptions. You have the option to upgrade or downgrade your license as per
your requirements. You will begin to receive license renewal reminders via email before the expiration of license(s).

You can view your account status in the 'Customer Management' area in the main interface.

Customer management =
£‘ I\_Q
Customer info WManage report
subscriptions

*  Click 'Customer Info' from the 'Customer management' drop-down menu from the menu bar or the % icon in the
'Customer management' configuration area.

*  The image below shows an example of Customer Info who has purchased multiple licenses.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 1"



# Dashboard Domains  Account management =

Dashboard & Customer info

Customer info

HName : csg.comodo.od.ua csg.comodo.od.ua
CAM login :

CAM email

Totals

Mumber of users

Customer management ~

csg.comodo.od.ua
csg@csg.comodo.od.ua

]

Comodo Antispam Gateway - Administrator Guide
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ax. number of users 100

Mumber of domains 3

Max. number of domains 10
Subscriptions

Subscription :

Iax. number of users 100

Idax. number of domains 10

License expiration date May 07, 2013
Enabled true

End-User License and Subscriber Agreement

2011-8-T-Antispam Gateway
END-USER LICEMSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway

IMPORTAMT - PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING, OR USING COMODO ANTISPAM GATEWAY ("SERVICES™). BY
DOWNLOADING, INSTALLING, OR USING THE SERVICES OR BY CLICKING OMN "l ACCEPT" BELOW, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT
YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO NOT DOWNLOAD OR USE THE SERVICES OR CLICK
ON "I ACCEPT".

This user license agreement is between you ("you™ or "Subscriber”), as either an individual or as a business entity, and Comodo Security Solutions, Inc. ("Comodo™), which has
its principal place of business at 525 Washington Blvd., Suite 1400, Jersey City, New Jersey 07310, In exchange for your use of the Senvices, you agree as follows:

1. License

1.1. Grant of License. Comodo grants you a royalty-free, limited, non-exclusive, non-transferable, and revocable license to use the Comodo Antispam Gateway (the "Services™)
for personal purposes, including any documentation and files accompanying the Services. You shall not resell, lease, sell, modify, reverse engineer, decompile, or create
derivative warks of the Services. All rights not expressly granted herein are reserved to Comodo.

1.2. Restrictions. The licenses granted herein are only valid if:
{ijthe Services are NOT modified in any manner;
(i) the Services are only installed and used in accordance with your network security policies,
(iiiy you posses the necessary authority and power to install and use the Services, and
(iv} this agreement is accepted without modification and has not been breached.

1.3. Account. Your account shall be protected by a username and password which are confidential information. You are fully responsible for any activities that occur through your
account. You must netify Comodao immediately if you suspect any unauthorized use of your account.

If an update is provided and the update is not accompanied by an additional agreement, this
modo Services update autornatically without notice and you accept such updates.

1.4. Updates. Comodo is not ob
agreement applies to your use

ated to provide updates to the
d installation ofthe update. Som

0 Antispam Gate

hiro security f

In the 'Customer Info' panel you will find the details of subscription(s) for your account. For multiple licenses, the number of
users and domains that are allowed for all the licenses purchased will be added and displayed at the bottom most subscription
column.

*  Name: Displays the name of the account.

«  CAM Login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
https:/faccounts.comodo.com. The administrator can use this login username to log in to CAM for purchasing
additional licenses and renewal of existing licenses.

*  CAM email: Displays the email address for the account as registered at CAM.
Account Summary
*  Number of Users: Displays the number of users for all the domains belonging to the account.

*  Max. Number of Users: The maximum number of users that can be added as per all the subscriptions made for the
account, that is, number of users cannot exceed the number given in this field for all domains included.

*  Number of Domains: Displays the number of domains belonging to that account.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 12
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*  Max. Number of Domains: The maximum number of domains that can be configured as per all the subscriptions made
for the account.

Details on Subscriptions

*  Max. Number of Users: The maximum number of users that can be added for the account as per the specific
subscription, that is, number of users cannot exceed the number given in this field for all domains included.

*  Max. Number of Domains: The maximum number of domains that can be configured as per the specific subscription.
» License Expiration Date: Provides details about the expiry date of the license for the specific subscription.
*  Enabled: Displays whether the subscription is active or not.
End-User License and Subscriber Agreement
*  End-User License and Subscriber Agreement: Displays the complete End-User License and Subscriber Agreement.
The 'Customer Info' panel alerts the administrator about license(s) expiration date and if Domain/Users limit is exceeded.

Administrators will start receiving license renewal reminders via email 30 days (default) before your license(s) are due to expire.

Note: The number of days before expiration of license that you start to receive license renewal reminders and the number of
reminders per day that you receive depends on the settings configured in CASG.

An example of license renewal reminder is shown below:

Dear Customer,

Your Comodo Antispam Gateway account is due to expire in 5 days.

Please renew your subscription using your account page or contact support.

Please note that on 03-06-2012 your account will be suspended for 60 days and after that all your data will eliminated.

If you have multiple licenses and if one of them has expired, then the number of domains and users allowed for that license will
be deducted from the total number of allowed domains and users. No error message will be displayed if the usage is still limited
within the total domains and users allowed for the remaining license(s).

An alert will be displayed at the top of the interface on the day when all the license(s) have expired. An example of the message
is shown below.

Your subscription has expired, your account will be purged in 60 days, including all domains and quarantined emails, which will be iretrievable. Until that your Spam

filters are disabled.

Note: The period after which all domains and quarantined emails for your account that will purged depends on the settings
configured in CASG.

During the configured period after license expiry, your emails will continue to be delivered to your domain via CASG but without
any spam filtering. During this period, you cannot add new domains and new users. Option to enable quarantine is also disabled
and incoming Spam detection settings screen for every domain in your account will display that Quarantine is disabled. After the
configured period, all domains and quarantined mails in CASG for your account will be purged.

Users of the account can use the service normally during this period. After the configured period, if an user tries to login with
his/her credentials, "Your login or password is incorrect' message will be displayed.

Administrators can upgrade or downgrade his/her account using Comodo Accounts Manager (CAM) at
https:/faccounts.comodo.com/account/login. You can use the login details provided at the time of purchasing the service.

Note: Any license upgrade or downgrade for your account will not be effected immediately. However, the changes will be
reflected in the interface after a certain period of time depending on the settings configured in CASG.

After downgrading your existing account or after a license has expired, if the number of domains and / or users is more than
permitted, an upgrade subscription message will be displayed at the top of the CASG interface. Some examples of alert
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messages are shown below:

¢ When the domain limit is exceeded:

Your domain limit exceeded by 3. Please lower number of your domains or buy new subscription.

You will not be able to add new domains until some of the current domains are removed. CASG filter will continue to function
and you can add new users.
¢ When the user limit is exceeded:

Your user limit exceeded by 5. Please lower number of your users or buy new subscription.

You will not be able to add new users until some of the current users are removed. CASG filter will continue to function and you
can add new domains.

2 Getting Started

Once an account with Comodo for CASG has been created, the next step is configuring your mail server with the CASG service
and setting up incoming and outgoing filtering. Click on the links below for more details.

*  Incoming Filtering Configuration
*  Configuring your mail server
«  Configuring MX record

»  Outgoing Filtering Configuration
*  Per-user authentication
*  Outgoing Smarthot setup

2.1 Incoming Filtering Configuration

This section explains how you have to configure your mail server and point your domain MX records to CASG service.
»  Configuring your mail server

«  Configuring MX record

211 Configuring Your Mail Server
Step 1: Disable Sender Policy Framework (SPF) check or add CASG service domains to SPF check whitelist.
The CASG service domains are:
e mxsrvl.spamgateway.comodo.com
*  mxsrv2.spamgateway.comodo.com

If the above step is not carried out, the following error message may appear while adding a domain.
Domains )

WARNING: SPF check is failed for given host. (%]
Disable Sender Palicy Framewark (SPF) check or add CASG serdce domain to SPF check whitelist.

Belaw iz defailed response from mail erdar

Route ey S pamgatewsy com check falled: nost unreachable

Step 2: Add your domain to CASG service.

To add domain:
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*  Login to CASG system, go to domain management and add domain.

Add domain E
Comain domain.nams
. Destinztion routes i domain dest route ‘|25 b+
® 1)
Check routes Save Cancel

Step 3: Point mail server MX records to CASG service domain. See the next section 'Configuring MX Record' for more details.

2.1.2 Configuring MX Record

The next important step is to update the Mail Exchange (MX) records of your domain to point to the CASG service domain.
Please ensure that you replace your old domain MX records with primary 'mxsrv1.spamgateway.comodo.com' and secondary
'mxsrv2.spamgateway.comodo.com'. If third-party MX servers are being used, then point the records to
'mxsrv{1,2}.spamgateway.comodo.com'.

Background Note: The MX record is responsible for specifying the mail server to relay the incoming and outgoing email
messages of a domain. A domain can have several MX records, each pointing to a mail server, with defined priority order.
When an email is passed to/from your domain, the mail is handled by the first available mail server as per the priority. You can
define new MX records or change the priority of them depending on how you want the mails to/from your domain has to be
processed.

This section explains how to update your MX records so that all mails to/from your domain are passed through the CASG spam
filtering service. Click the following links for detailed explanations based on the DNS software/web hosting service you use.

*  Windows Server 2003/2008

*  BIND (and the “named” daemon)
+  Comodo DNS

*  GoDaddy

*  Enom

*  Network Solutions

¢ Yahoo! SmallBusiness

* 1and1

* 4D Web Hosting
*  DNSPark

*  DreamHost

» DynDNS

*  [XWeb Hosting
* NolP

e Cpanel

2.1.2.1 Updating MX Records in Windows 2003/2008 Server
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Open Control Panel by clicking Start > Control Panel and click 'Administrative Tools'.
Select 'DNS".
Open the 'Forward Lookup Zones' folder.

To back up the current configuration, right-click the sub-folder for the mail domain you are configuring, select 'export'
from the context sensitive menu and save the configuration in a safe location.

Open the zone/domain sub-folder for that mail domain.
Delete all the existing MX records in that zone/domain.

Enter a new record for primary mail server with a lowest priority number and enter its FQDN value as
mxsrv1.spamgateway.comodo.com and click OK.

Enter a new record for secondary mail server with the next lowest priority number and enter its FQDN value as
mxsrv2.spamgateway.comodo.com and click OK.

Right-click the zone/domain folder and select 'Properties' from the pop-up menu.

10. Select the 'Start of Authority (SOA)' tab, click the 'Increment’ button and click OK.

2.1.2.2 Updating MX Records on a host using BIND (and the 'named' daemon)

N

Make a backup copy of the zone file (or named.conf) that you intend to edit for MX record updates.
Open the Zone file for the mail domain you are configuring (or go to the part of named.conf being used for that zone)
Delete all the existing “MX” lines for that domain.

Enter a new “IN MX” record with the lowest preference value and enter the host name as
“mxsrv1.spamgateway.comodo.com” for the primary mail server.

Enter a new “IN MX” record with the next lowest preference value and enter the host name as
“mxsrv2.spamgateway.comodo.com” for the secondary mail server.

Find the "@ IN SOA” record and increment the serial number (on the second line of the record).
Save the file and check it with named-checkconf.

Restart the 'named' daemon.

2.1.2.3 Updating MX Records for Comodo DNS

1.

2.

Log in to DNS.com administrative console at https://dns.com/login/ by entering your login email address and
password.

Select the domain for which you want to update the MX records, from the "Select domain" drop down menu.

Contact

~DNS.COM il
: Uverage Insurance rlans
o i NEW: Overage Insurance Plans

User: ad
Settings

Overview Domains Groups Geo Groups Reports

Home

Overview * Add domain

Type keyword sbove to filfer results

sample-domain.com
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3. Click the "View / Manage" button beside the row labeled "@ (mail)".

Records Actions

(root) o View | Manage

(0 View | Manage

(0] View | Manage

9 View | Manage

The existing MX records will be displayed at the left hand side pane.
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Resource racords

@ (Mail).sample-domain.com

Set records for any region or group of your choice.

Create record

Region: « Select location

Til: 3600

Priority:

Answer:

Save

Global

www.sampledomain.com. TTL:

www_sampledomain.com. TTL:

CI’EEtE new: Select tl_.rrpe

Add

4. Delete the existing records by clicking the thrash can icons.
5. Set the primary mail server. Under 'Create Record'":

e Enter TTL as 3600 (secs)

e Enter"1"in the 'Priority' field to set higher priority for the primary server
*  Enter “mxsrv1.spamgateway.comodo.com” in the 'Answer" field

e Click 'Save'

6. Again click the "View / Manage" button beside the row labeled "@ (mail)" and set the secondary mail server. Under
Create Record":

e Enter TTL as 3600 (secs)
e Enter "2"in the 'Priority' field to set lower priority for the secondary server
*  Enter “mxsrv2.spamgateway.comodo.com” in the 'Answer field.
e Click 'Save'
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

Setup should now be complete and mail filtering effected on all configured domains. If you experience problems, please open a
ticket at support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready. We have experienced
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technicians on hand to help troubleshoot any configuration issues.

2.1.2.4 Updating MX Records for GoDaddy

1. Log in to GoDaddy administrative console at http://www.godaddy.com, by entering your customer number or login
name, entering your password, and clicking the 'Secure Login' button.

2. Click "My Domains' from the 'Domains' drop-down menu.

Domains ¥ Hosting & Servers ¥ | Site Builders ¥ | SSL Certificates ¥ | Business Sl

Bid on/Buy Existing Domains

Premum Listings

Appraise Domains

Backorder Domains
Domain Enhancements

Private Registration

B i o Dusmt-ie abinm

Register or Transfer Domains

Bulk Register - SAVE!

Trams far Namame ia 2 Dadsde

3. Select the domain for which you want to update the MX records, from the 'Domain Name' column.

4.  Click "Total DNS Control and MX Records' from the Details page

o 8 =

i g.

"@ @- a*‘ @

Status:

Privacy:

Business Registration:
Domain Ownership Protection:
Locked:

Registered:

Expires On:

Auto Renew:

CashParking:

Active (Refresh Page)
Of (Agd) 33,
OFf [Add) -
Off (Add)

Locked (Change)
242008

211472008 (Renew Now)
Off (Change)

Disabled (Change
Status)

Send by Emaj

Hame Servers: (Last Updafe 5/12/2012)
MAINCO Ol

5. Delete the existing MX records by clicking the 'X' buttons.

2 wax (mail Exchange] [ Reset te Defauit Sebtings | 1
v Prionity Host Goes To TTL Actions
[0 [ ] SRR SECUTESErver nel 1 Hour E
1w a matsione] securessrnver net 1 Howr [x]

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after
your changes have taken effect.

6. Click 'Add New MX Record'.The interface for adding a new MX record will appear.
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MX (Mall Exchangers)

To create 8 new MX record for your domain; enter the priority value (0 - 9599 and compisie the
Hosl Name, "Goes To. IP Address, and TTL Value fields, then chick "Continue

Note: The “Host Hame™ should be defined as your domain name (i.e., “domainnamegoeshers. com”)
or "@" (Enterng “@" will automatically insert your domain name as the host name for the MX
Record). If the WX Record iz for the domain “www domainnamegoeshere com ™ the host name

i i - =

Prioity: |1

HostMame: |@

Enter Goes To Address: i;n.yr_dl:.r.maiﬁ_.ni.!t..psmt.p.{:.l-:r.m

TIL | 1 Hour v |

To set the primary server:
*  Enter “1”in the 'Priority' field.
e Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter “mxsrv1.spamgateway.comodo.com”.
e Select 1 week' from the TTL drop-down.
e Click OK.

To set the secondary server:
e Click 'Add New MX Record' again. The interface for adding a new MX record will appear.
*  Enter “2” in the 'Priority' field.
*  Enter"@" in the Host Name field.
* Inthe 'Enter Goes To Address' field, enter “mxsrv2.spamgateway.comodo.com”.
e Select 1 week' from the TTL drop-down.
e Click OK.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.5 Updating MX Records for Enom

1. Log in to Enom administrative console at https://www.enom.com/login.aspx by entering your 'Login ID', 'Password' and
clicking 'Login'.

Click the 'Domains' tab and select 'My Domain Names'. 'Manage Domains' page will be opened

Choose the domain for which the MX records are to be updated.

Select the + icon under the "Total DNS Control' list in the 'Domain Details' panel. A sub-list will appear.

Click "Total DNS Control And MX Records'. The 'Manage MX Records and DNS Zone File panel' will appear.
Click 'Launch Total DNS Control Manager'. The 'DNS Manager' interface will appear.

A L S R

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click the 'Edit' button
beside each and set the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after
your changes have taken effect.

8. Click 'Add New MX Record'. The 'MX (Mail Exchangers) Record Wizard' will appear.

To set the primary server:
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e Enter “1”in the "Priority Value' field.
e Enter"@" in the Enter a Host Name field.
e Inthe 'Enter Goes To Address' field, enter “mxsrv1.spamgateway.comodo.com”.
»  Select'1 week' from the TTL drop-down.
e Click 'Add".

To set the secondary server:

e Enter “2" in the 'Priority Value' field.
e Enter"@" in the Enter a Host Name field.
* Inthe 'Enter Goes To Address' field, enter “mxsrv2.spamgateway.comodo.com”.
e Select 1 week' from the TTL drop-down.
e Click 'Add".

9. Click 'Continue'. The 'DNS Manager main page' will reappear when you've finished.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.6 Updating MX Records for Network Solutions

1. Log in to Network Solutions administrative console at https://www.networksolutions.com/manage-it/index.jsp by
entering your 'User ID', 'Password', selecting 'Manage All Services' from 'Log-in to' drop-down and clicking 'Login'.

2. Click 'Edit DNS' under 'DNS Settings'. (If this is the first time you are editing the DNS settings, then click 'Custom DNS
Setting'). The 'Edit DNS' interface will appear.

3. Click 'Continue' in the 'DNS Manager-Advanced Tools'. The 'DNS Manager - Advanced Tools' interface will appear.
4.  Click Add/Edit in the 'Mail Servers' panel. The 'Mail Servers' table will be displayed.

5. Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'Mail Servers'
table to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a
later time after your changes have taken effect.

6. Update the 'Mail Servers' table with the information in the following table.

Mail Server
1 mxsrv1.spamgateway.comodo.com
2 mxsrv2.spamgateway.comodo.com
7. Click 'Save'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.7 Updating MX Records for Yahoo! Small Business

1. Log in to Yahoo! Small Business administrative console at https://login.yahoo.com/config/login_verify2 by entering
your 'Yahoo ID', 'Password" and clicking 'Sign In".

Click 'Domain’ from he tool bar.
Click 'Manage Advanced DNS Settings'.
Click 'Change MX Records'.

o &~ w0 D

Delete the existing MX records.
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Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

Enter the MX record for primary email server as “mxsrv1.spamgateway.comodo.com” in the first open text box.
Set the priority for the primary email server as “1”

Enter the MX record for secondary email server as “mxsrv2.spamgateway.comodo.com” in the second open text box.

© o N o

Set the priority for the secondary email server as “2”
10. Click 'Submit'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.8 Updating MX Records for 1and1

1. Login to 1and1 administrative console at hitp://www.1and1.com/login by entering your 'Customer ID' (Account
Number or Domain name), 'Password' and clicking 'Login’".

Click 'Administration' tab

Click 'Domains'. The 'Domain Overview' page will appear.
Choose the domain for which the MX records are to be updated.
Select 'Edit DNS Settings' from the DNS menu.

Click 'Advanced DNS Settings' and choose 'Other mail server' from the options.

N o o oW DD

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

8.  Enter the MX 1/Prio and MX 2/Prio fields with the following information.

MX 1/Prio mxsrv1.spamgateway.comodo.com
MX 2/Prio mxsrv2.spamgateway.comodo.com
9. Click 'OK'".

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.9 Updating MX Records for 4D Web Hosting

1. Log in to your 4D Web Hosting administrative console at https://members.4dwebhosting.com/ by entering your
'Username', 'Password' and clicking 'Login'.

2. Click 'Configure'.
3. Click '"MX Records' from the Configuration options.

4. Replace the top two records with the following:

Primary mxsrv1.spamgateway.comodo.com

Secondary mxsrv2.spamgateway.comodo.com
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5. Click 'Update MX Records'.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.10 Updating MX Records for DNS Park

1. Login to DNS Park administrative console at https://www.dnspark.net/signin.php.
Click 'DNS Hosting' from the left hand side navigation.

Choose the domain for which the MX records are to be updated.

Click 'Mail Records (MX)".

o & w0 DN

Under 'MX Resource records',

*  Replace the hostname at 1**priority row with “mxsrv1.spamgateway.comodo.com” and click 'Update'
»  Replace the hostname at 2™ priority row with “mxsrv2.spamgateway.comodo.com” and click 'Update’
6. Delete other existing MX records.

Tip: If you do not want to delete these records at this time, you can do it later, after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

21.2.11 Updating MX Records for DreamHost

1. Log in to DreamHost administrative control panel at https://panel.dreamhost.com/ by entering your email address/Web
ID and Web panel password.

Click 'Mail' from the left hand side navigation and select 'MX' from the options.
Click 'Edit' beside the domain name for which the MX records are to be updated.

Delete all existing MX records under '‘Custom MX Records'.

IS

In the first two text boxes, enter:

*  “mxsrv1.spamgateway.comodo.com”
*  “mxsrv2.spamgateway.comodo.com”
6. Click 'Update your custom MX records now!

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.12 Updating MX Records for DynDNS

1. Log in to DynDNS administrative console at https://account.dyn.com/entrance/ by entering your Username and
password.

Click 'My Services'.

Click 'Custom DNS' beside the domain for which the MX records are to be updated, under 'Zone Level Services'.
Select all the entries under 'Mail eXchanger Records' and click 'Delete MX'.

Click 'Add New MX'.

o o~ N

Set the primary mail server:

*  Enter “mxsrv1.spamgateway.comodo.com’
e Select '5' for preference to set higher priority for the primary server
e Click 'Modify MX'
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e (Click 'Return to...'

7.  Set the secondary mail server

e Enter “mxsrv2.spamgateway.comodo.com”
e Select 10" for preference to set lower priority for the secondary server
e Click 'Modify MX'
e Click 'Return to...!
The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.1.2.13 Updating MX Records for IX Web Hosting

1. Log in to IX Web Hosting administrative control panel at https://manage.ixwebhosting.com/index.php by entering your
login email address and password.

Click 'Manage' under 'Hosting Account'.

Choose the domain for which the MX records are to be updated.
Disable the existing MX records by clicking the 'On' button.
Click 'Edit' next to 'DNS Configuration'.

I T

Delete the existing MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

7. Click 'Add DNS MX Record'.

8.  Enter the primary and secondary mail servers one by one as given in the table below. Click 'Submit' after entering
each record.

Name Data Data (Second box)
Leave Blank 1 mxsrv1.spamgateway.comodo.com
Leave Blank 2 mxsrv2.spamgateway.comodo.com

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

21.2.14 Updating MX Records for No-IP

1. Log in to No-IP administrative console at https://www.no-ip.com/login/ by entering your login email address and
password.

Click 'Host/Redirects' from the left hand side navigation.

Click 'Modify' beside the domain name for which the MX records are to be updated.
Navigate to 'Mail Options' section at the bottom of the page

Replace the MX record entry at the first field with “mxsrv1.spamgateway.comodo.com”

Replace the MX record entry at the second field with “mxsrv2.spamgateway.comodo.com”

N o g e Dd

Delete the other MX records.

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Edit the 'MX Records
to set the priority with higher numbers like 10, 20 and so on for the existing records. You can delete these records at a later
time after your changes have taken effect.

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.
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21.2.15 Updating MX Records in CPanel

This section explains how to update MX records for your domain if you or your web hosting service provider use CPanel as
webhosting control interface.

1. Login to your administrative console. CPanel will be opened.

2. Click 'MX Entry" icon under 'Mail

Started Tutorials Pazzword Cantact Stule Language
Wizard Info
Mail A
i » i -
- £ TR S ¥, [
sy y o | P |
Ermail Webrnail BoxTrapper Forwarders Auto Default Mailing
Accounts Respondears Lists
i d = i, -
-y bl =5 i*[.__f o
1 9 i'"'.". . k__.-" -_-“--
Uzer Level Account Ernail Irmpo Ernail
Filtering Level Trace Addreszses/ Authenticatic
Filtering Forwarders
Files .
& ~ < < |

The MX Entry Maintenance panel will be opened.
3. Select the domain for which the MX record has to be changed from the Domains area.

4. Ensure that 'Local Mail Exchanger' option is selected under 'Email Routing'. If not, select the option and click the
'Change' button.
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Domain: mydomain.com

Email Routing

O Automatically Detect Configuration (recommended) more »

@ Mail Exchan%ﬂ'ﬁ)

O packup Mail Exchanger more =

O Remote Mail Exchanger more =

Currenl setting is shown in bold.

“vWarning: Setting the wrong option here can break receiving mail on your server. If vou are at all unsure about
which option to select contact your system administrator,

Add MNew Record

5. Delete the entries under 'MX Records' by clicking the 'Delete’ links

Priority: |

Destination:
Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

a rydornain.com Edi

Home ® Tradernarks ® Help ® Documentation ®  Contact ®

Logout

Tip: If you do not want to delete the existing records at this moment, you can set them with lower priority. Click 'Edit' and set

the priority with higher numbers like 10, 20 and so on. You can delete these records at a later time after your changes have
taken effect.

6. Set the primary mail server under 'Add New Record'

*  Enter'0"in Priority field

Enter “mxsrv1.spamgateway.comodo.com” in the Destination field
Click 'Add New record'. The new MX Record pointing to CASG service will be added
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which Dptil:l-n to select contact -\,rDLlr system administratar,

Add New Record

Priority: |E| |°

Destination: |mxsr\.f‘l.spamgateway.cu|| (v

Add Mew Record |

MX Records

PRIORITY DESTINATION ACTIONS

7. Set the secondary mail server under 'Add New Record'

e Enter'1"in Priority field
*  Enter “mxsrv2.spamgateway.comodo.com” in the Destination field
e Click 'Add New record'. The new MX Record pointing to CASG service will be added

Uestnatian.

Add Mew Record
MX Records
PRIORITY DESTINATION ACTIONS
a mxsrvl . sparmgateway.comodo.com Edit Delete
1 mxsrvZ spamgateway.comodo.com Edit Delete
1n mydomain.com Edit Delete
Home ® Tradermarks ® Help ® Documentation ®  Contact ®  Logout

The MX records for your domain are updated now. But it may take up to 48 hours for the changes to take effect.

2.2 Outgoing Filtering Configuration

CASG allows you to configure outgoing filter that is independent of incoming email filtering. You can set up outgoing email filter
for each user or if that is too cumbersome, you can set up the filtering server as a smarthost. Click the the following links for
more details.

e Per-user authentication

«  Outgoing Smarthost setup

Note: You can use only one of the methods, Per-user authentication or Outgoing Smarthost setup, for outgoing email filtering.

2.2.1 Per-User Authentication

To set up outgoing filtering for a user, make sure that the user is a valid outgoing user. This can be done in the Outgoing section
of the Manage Domain interface. You can also configure outgoing user to represent an IP address and anybody from this
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configured IP can send mail. To add an outgoing user, click 'Users' and 'Add" in the 'Outgoing users' interface. You can also
import users from CSV file or from Incoming users. See the section Users to know how to configure an outgoing user.

2.2.2 Outgoing Smarthost setup

If you use a dynamic IP or you are unable to get the proper PTR records set up then you might need to consider using a
smarthost. In this case all outgoing messages would be sent to CASG mailserver and the actual recipient would be contacted by
CASG mailserver itself. Please note that for smarthost option, email user authorization should be handled on your side, either by
IP address or by using SMTP AUTH.

A smarthost allows an SMTP server to route email to an intermediate mail server. This can ease mail server management.

This enables you to route messages over a connection that may be more direct or less costly than other routes. The smart host
is similar to the route domain option for remote domains. The difference is that, after a smart host is designated, all outgoing
messages are routed to that server. With a route domain, only messages for the remote domain are routed to a specific server. If
you set up a smart host, you can still designate a different route for a remote domain. The route domain setting overrides the
smart host setting.

You can route all incoming / outgoing messages for remote domains through a smarthost instead of sending them directly to the
domain to reduce e-mail spam from the recipient's mail server via the default SMTP port.

»  Configuring QMail
+  Configuring PostFix
*  Configuring Sendmail
»  Configuring Exchange 2000/2003
«  Configuring Exchange 2007/2010
»  Configuring Exim
»  Configuring Exim / cPanel

»  Configuring Exim / Directadmin

2.2.2.1 Configuring QMail to use a Smarthost

Routing all mails to a smarthost
The file where SMARTHOST relaying to smarthost settings are kept is named smtproutes and is usually found in
Ivarlgmail/control/. We use the hostname 'mxsrv1.spamgateway.comodo.com' on port 587 as outgoing server:

echo ":mxsrv1.spamgateway.comodo.com:587" > /var/gmail/control/smiproutes

This command will set gmail that all your mails will be routed to mxsrv1.spamgateway.comodo.com:587 (will remove other
existing lines).

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

echo "example.com:mxsrv1.spamgateway.comodo.com:587" >> arlgmail/control/smiproutes

This will route outgoing email to "example.com" via the smarthost. (rest of the lines will be kept).
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2.2.2.2 Configuring PostFix to use a Smarthost

Routing all mails to a smarthost :

These instructions assume the postfixconfig files live in /etcjpostfix/'main.cf
In/etc/postfix/main.cfadd the line:
relayhost = mxsrv1.spamgateway.comodo.com:587

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Add a line to /etc/postfix/transport:

example.com smitp.mxsrv1.spamgateway.comodo.com:587
generate a postmap file :

postmap hash:/etc/postfix/transport

To use the transport file, add or edit a line in /etc/postfix/main.cf:
transport_maps = hash:/etc/postfix/transport

Restart Postfix and all mail. The mail for selected domains should go trough the Smarthost.

2.2.2.3 Configuring Sendmail to use a Smarthost

Routing all mails to a smarthost :
Edit/etc/sendmail.cf and add the following line:

DSmxsrv1.spamgateway.comodo.com

Restart Sendmail.
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2.2.2.4 Configuring Exchange 2000/2003 to use a Smarthost

Routing all mails to a smarthost :

* Inthe Exchange System Manager, expand the Administrative Groups container.

*  Expand the desired administrative group, and expand the Routing Groups container.

»  Expand the routing group you need to work with, right-click the Connectors folder, and select New.
e Select SMTP Connector.

e On the General tab, enter a name to identify the connector.

e Select Forward All Mail Through This Connector To The Following Smart Hosts, and enter
mxsrv1.spamgateway.comodo.com.

»  Default SMTP Server -> Properties -> Delivery Tab -> Outbound Connections -> TCP Port set to 587.

Routing all mails for a specific domain to a smarthost :

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Do all steps mentioned above and continue on with the following:

e Under Local Bridgeheads, click Add, and select the SMTP server that will become the SMTP bridgehead for its routing
group.

e On the Address Space tab, click Add, select SMTP, and click OK.

e In the E-Mail Domain box, add the name of the remote location's e-mail domain (e.g., example.com), and click OK.

»  Click OK three times to exit the SMTP connector configuration.

»  Restart the Microsoft Exchange Routing Engine service and the SMTP service.

2.2.2.5 Configuring Exchange 2007/2010 to use a Smarthost

Routing all mails to a smarthost :
A Send Connector must already have been created and configured correctly on the Hub Transport server.
*  Open Exchange Management Console.
e Click on the '+' next to Organization Configuration.
e Select Hub Transport and select the 'Send Connectors' tab.
*  Right-click on the existing Send Connector, select 'Properties' and go to the Network tab.
*  Select "Route mail through the following smart hosts:" and click 'Add".
*  Enter mxsrv1.spamgateway.comodo.com (you need to use port 587).
If you have more then one Smarthost, repeat the previous two steps.

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.
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Routing all mails to a smarthost with Username Authentication:
A Send Connector must already have been created and configured correctly on the Hub Transport server.
+  Open Exchange Management Console.
¢ Click on the + next to Organization Configuration.
+  Select Hub Transport and select the 'Send Connectors' tab.
+ Right-click on the existing Send Connector, select 'Properties’ and go to the 'Network' tab.
+  Select "Route mail through the following smart hosts:" and click 'Add'".
*  Enter mxsrv1.spamgateway.comodo.com, mxsrv2.spamgateway.comodo.com in the FQDN section.
+  Click 'Change' under the smart-host authentication.
+  Select 'Basic Authentication' and tick the TLS box .
+ Add your newly created username and password.
+  Click 'OK".

The changes to the Send Connector will take effect immediately without you having to reboot the server or restart any services.

In order to change the port to 587 you will have to issue the following command in the Exchange Powershell Console:
Set-SendConnector -identity "NAME OF CONNECTOR" -Port:587

Restart the transport service.

2.2.2.6 Configuring Exim to use a Smarthost

Routing all mails to a smarthost :

To configure the mailserver Exim, edit your Exim configuration file (e.g. /etc/exim/exim.conf).

Add in the routers section (after begin routers):

spamgateway smarthost router:

driver = manualroute

transport = spamgateway smarthost transport

route list = Sdomain mxsrvl.spamgateway.comodo.com::587
no_more

Make sure the local mail route is before smarthost, if you don't want local mail to be forwarded. Add in the transports section
(after begin transports):

spamgateway smarthost transport:
driver = smtp
hosts require tls = *

Routing all mails for a specific domain to a smarthost;

Note: The information below relates to a very specific customer requirement and is not recommended for most deployments. A
configuration like this can cause problems which will be hard to troubleshoot. Unless you are sure you need to use this setup,
please explore the other available options for routing mail.

Put the domain in place of the $domain value in the route_list (above). For multiple domains you can use:
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route list = domain.example.com mxsrvl.spamgateway.comodo.com::587 ;
domain.example.org mxsrvl.spamgateway.comodo.com: :587

Restart Exim for the changes to take effect.

2.2.2.6.1 Configuring Exim / cPanel to use a Smarthost
Routing all mails to a smarthost :

Go to the "Exim Configuration Editor" in WHM. Choose "Advanced Editor". Add in the routers section (after begin routers, and
after the democheck: router block):

smarthost dkim:

driver = manualroute

domains = !+local domains

require files = "+/var/cpanel/domain keys/private/${sender address domain}"
transport = remote smtp smart dkim

route list = $domain mxsrvl.spamgateway.comodo.com::587

smarthost regular:
driver = manualroute

domains = !+local domains
transport = remote smtp smart regular
route list = $domain mxsrvl.spamgateway.comodo.com::587

Then add in the transports section (after begin transports):

remote smtp smart dkim:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{S$sender address domain}

lsearch*{/etc/mailips}{Svalue}l{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{$Ssender address domain}

lsearch*{/etc/mailhelo}{$value}{S$primary hostname}}}

{Sprimary hostname}}

dkim domain = $sender address_ domain

dkim selector = default

dkim private key = "/var/cpanel/domain keys/private/${dkim domain}"

dkim canon = relaxed

remote smtp smart regular:

driver = smtp
hosts require tls = *
interface = ${if exists {/etc/mailips}{${lookup{Ssender address domain}

lsearch*{/etc/mailips}{Svalue}{}}}{}}
helo data = ${if exists {/etc/mailhelo}{${lookup{S$Ssender address domain}
lsearch*{/etc/mailhelo}{$value}{S$primary hostname}}}
{Sprimary hostname}}

Save the configuration. All the outgoing mail will be relayed trough the filterserver and accept original and DKIM signed emails.

Routing all mails to a smarthost with SMTP Authentication:
«  Go to the "Exim Configuration Editor" in WHM.
+  Choose "Advanced Editor". do not include "begin authenticators".
+  Otherwise, simply append our 4 lines and leave out our "begin authenticators".
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begin authenticators

spamgateway login:

driver = plaintext

public name = LOGIN

client send = : username@example.com : yourUserPassword

Add a Router in the Router Configuration Box.

send via spamgateway:

driver = manualroute

domains = ! +local domains

transport = spamgateway smtp

route list = "* mxsrvl.spamgateway.comodo.com::587 byname"
host find failed = defer

no _more

Add a Transport to the Transport Configuration Box.

spamgateway smtp:

driver = smtp

hosts = mxsrvl.spamgateway.comodo.com

hosts require auth = mxsrvl.spamgateway.comodo.com
hosts require tls = mxsrvl.spamgateway.comodo.com

Restart Exim.
Extra: Routing all mails for a specific domain to a smarthost with individual outgoing accounts:

To be able to set custom settings/limits for outgoing users, use the information above (Routing with SMTP Authentication) with a
small change. Use this:

client send = : ${extract{user}{$

{lookup{$sender_address_domain}lsearch{/etc/exim_spamgateway}}}}
S{extract{pass}{$

{lookup{$sender address domain}lsearch{/etc/exim spamgateway}}}}

instead of the client_send in the previous example.
To create a file called /etc/exim_spamgateway with the following structure, use this :

domainl.com: user=user@domainl.com pass=abc
domain2.com: user=user@domain?.com pass=xyz

Extra; Limiting Outgoing for certain domains

This option can be combined with the individual accounts configuration to restrict outgoing only to specific domains. You can add
the following entry (underneath domains) in the router :

senders = ".*@domainl.com : ".*@domain?2.com

2.2.2.6.2 Configuring Exim / Directadmin to use a Smarthost

»  Edit your Exim configuration file (e.g. /etc/exim.conf).
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*  Add in the routers section (after begin routers):

spamgateway smarthost router:

driver = manualroute

domains = ! +local domains

ignore target hosts = 127.0.0.0/8

condition = "${perl{check limits}}"

transport = spamgateway smarthost transport

route list = $domain mxsrvl.spamgateway.comodo.com::587
no_more

+  This replaces the existing "lookuphost:" router which should be commented.

+ Add in the transports section (after begin transports):

spamgateway smarthost transport:

driver = smtp
hosts require tls = *
Restart Exim.

3 The Administrative Interface

The Dashboard area of Comodo Antispam Gateway (CASG) allows administrators to take overall control of domain, account and
customer management.

The interface is divided into three areas - Domain Management, Account Management and Customer Management. Each of
these areas can accessed by clicking the respective links in the top navigation. Clicking 'Dashboard' will return you to a
summary page that displays a choice of these three areas. The left side of the interface displays statistics relevant to the specific
task at hand. Within these three main areas, there are a number of other functions that enable the administrator to add domains,
edit domains, add administrators and many more. At the top right of the interface, login details of the administrator is displayed.
An administrator who manages many accounts can easily jump to a particular account by entering the domain name in the
"Jump to domain' box and then clicking the 'Go’ button. The image below shows the admin interface after logging in.
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Main Functional Areas
*  Domain Management - Provides a snapshot of domains in CASG for your account and serves as a launchpad for
adding, deleting, editing and managing domains. In this area the administrators can set filters, view quarantined mails,
set email restrictions. See Domain Management for more details.

*  Account Management - Enables the administrator to add other administrators, delete or edit an existing administrators.
Currently logged in administrator also can change his/her password, manage their subscription to periodical domain
and quarantine summary reports in this area. An administrator also can create groups and permissions can be
configured for these groups. Users then can be added to these groups that will impose a common permission policy
for these users. The administrators can also view a user history for a//domains within a particular date range. See
Account Management for more details.

*  Customer Management - Enables the administrator to view the details of the customer such as name, maximum
number of users, maximum number of domains, license expiration date and whether the customer is enabled or not.
Also the administrator can manage the subscription of periodical domain and quarantine summary reports for the
customer, set the language for the messages sent from CASG according to the location of the administrators. See
Customer Management for more details.

«  Statistics - Displays the Statistics for the current customer. If you select 'Manage Domain' in the Domains Management
area this block will contain the statistics for the current domain.

Note: You can navigate the interface either by using the drop-down menus in the menu bar or the icons in the main
configuration area.

Clicking the support.comodo.com link at the bottom of interface takes you to the Comodo support web page, an online
knowledge base and support ticketing system. The fastest way to get further assistance in case you find any problem using
CASG.
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3.1 Logging-in to the Administrative Interface

As CASG is a web application, you can login into your account using any Internet browser by entering
https://antispamgateway.comodo.com/admin/ in the address bar of the browser.

f COMODO
Antispam Gateway

T~

‘ L Administrative Interface

Username

Password

*  Login to the interface with your CASG username and password.

In order to ensure safety, CASG will lock the account if the login attempts fail for more than three attempts due to incorrect
Username or Password. To unlock the account the administrator can contact their Comodo Account Manager.

The threshold number of unsuccessful login attempts before locking the account can also be customized by contacting the
Comodo Account Manager.

3.2 The Dashboard Area

The Dashboard area of CASG has three main functional areas and in the left side of the administrative interface is Statistics,
which provides details of a selected task.
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«  Domain Management - Provides a snapshot of domains in CASG for your account and serves as a launchpad for
adding, deleting, editing and managing domains. In this area the administrators can set filters, view quarantined mails,
set email restrictions. See Domain Management for more details.

*  Account Management - Enables the administrator to add other administrators, delete or edit an existing administrators.
Currently logged in administrator also can change his/her password, manage their subscription to periodical domain
and quarantine summary reports in this area. An administrator also can create groups and permissions can be
configured for these groups. Users then can be added to these groups that will impose a common permission policy
for these users. See Account Management for more details.

*  Customer Management - Enables the administrator to view the details of the customer such as name, maximum
number of users, maximum number of domains, license expiration date and whether the customer is enabled or not.
Also the administrator can manage the subscription of periodical domain and quarantine summary reports for the
customer, set the language for the messages sent from CASG according to the location of the administrators. See
Customer Management for more details.

»  Statistics - Displays the Statistics for the current customer. If you select 'Manage Domain' in the Domains Management
area this block will contain the statistics for the current domain.

Various interfaces will display a help button \_lgi_) at the top right side of the interface. Clicking on this help button will take you to
the respective help page of CASG online help guide for more detailed explanation.

3.2.1 Domain Management

As the name suggests, the The 'Domains' area of the interface allows administrators to perform domain management tasks such
as adding, deleting editing a domain. Various settings such as email size restrictions and extensions of attached files in emails
can be configured for any listed domain.
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Tip: CASG also periodically generates Domains reports containing a summary of all the mail activities for the domain. The
reports are sent to the administrators through email. Administrators can configure for such reports through Dashboard >
Account Management > Admin > Add Administrators or Edit Administrators. Refer to CASG Reports - An Overview for more
details.

Click the Domains i I icon in the main configuration area or the 'Domains' tab in the menu bar to open the Domains area.

# Dashboard  Domains  Account management  Customer management

Cashboard = Domains
Domains ]

fg add [ Delete [} Editdomain | [ Managedomain = 5 Refresh

Filters

Domains AEases

csgdevcomodo.adua
example1domain com

axampla.com axample.arg

1 i

The list of domains that are configured will be displayed.

Using Filter options to search particular domain(s)
Click anywhere on the Filters tab to open the filters area.

# Dashboard ' Domains  Account management  Customer management

LEshboard < Domains
Domains )

i@ add | [ Delete 3 Editdomain | [ Manage domain | %5 Refresh

Filters =

& | Domain * | |equals - T Apply fier

Domaing Alases

CEgdevcomods iyl
exarnple Idomain.com

You can refine your search much further by clicking ® to add more filters.
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You can remove a filter by clicking the * icon beside it.
*  Type the text in the third field box(es) and click 'Apply Filter'.
The application will search the domains column according to the filter(s) set and display the result.
Following are the options available in the filters area:
*  Domain: Since here there is only 'Domains' column, there is no option in this text box.
*  Equals: Displays the domain name that was entered in full in the text box.
*  Contains: Displays all domain name(s) that contains the words entered in the text box.
*  Not Contains: Displays all domain(s) that does not contain the words entered in the text box.
«  Starts With: Displays all domain(s) that starts with the words entered in the text box.
*  Not Equals: Displays all domain name(s), except the one entered in the text box.
*  Ends With: Displays all the domain(s) that ends with the words entered in the text box.

Click anywhere on the Filters tab to close the filters area.

"'""..- Refresh

Click the button to display all the domains.

Note: To display all the domains after using the filters option, you have to first click anywhere on the Filters tab to close the
filters area and then click the 'Refresh' button.

Click the following links to know how to:
*  Add a domain
*  Delete a domain
»  Edita domain

*  Manage a domain

3.2.1.1 Adding Domains

From this interface you can add domains and the destination routes for respective domains. The number of domains that you
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can add depends on the plan that you have subscribed.

To add a domain

¢ Click the 'Add' button in the Domains interface

# Dashboard  Domains  Account management  Customer management

Dazhboard & Domains

Domains et
._ﬂ: Delete  [h Editdomain | (i3 Manage domain | % Refresh

Filters

Domains AlRasas

cspdavcomodo.od.ua
example 1domain, com
exampla.com axample.org

1 'a

The 'Add domain' dialog will open.

| Add domain B |
Domain |
Destination routes i; | |:|25 |¢|
Check routes Save Cancel

e Enter a valid domain name in the 'Domain’ field.

< Enter the final mail server destination route in the 'Destination routes' field. This is where the mails will be delivered
from CASG after appropriate filtering of mails. The default port is 25.

»  If you want additional routes to be included for the filtered mails to be delivered in case of failure of the first route, click

iii beside the 'Destination routes' field to add more alternative destination routes.

Add domain (2]
Daomain |example.dnmain.cnm |
Destination routes e |mai|.example.dnmain.cnm |3 25 k2

# mail.example.domain.com |

Check routes Save Cancel

*  Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxsrv1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with
Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.exampledomain.com.

*  Click 'Save' to add the configured domains.
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Add domain Ed
Domain example.domain.com |
Destination routes e |mai|.example.dnmain.cnm | : |25 |¢|

Check routes Save Cancel

Note: When you create a new domain, email addresses 'abuse@addeddomain' and 'postmaster@addeddomain’ will be added
by default in Recipient Whitelist. Click here for more details.

3.2.1.2 Deleting Domains
If you want to delete a domain for which emails are being routed via CASG, this can be done in this interface.

To delete a domain

e Select the domain(s) that you want to delete from the interface.

# Dashboard  Domains  Account management  Customer management

Dashpoard s Domains

Domains (]
fg add [ Editdomain | [\ Manage domain 'ﬂ. Refresh

Filters
Domains Allasas

csgdevcomodo.odua
examgle 1domain com
sxampla.com axampla.arg

1 i

¢ Click the "Delete' button

Tip: You can select multiple domains to delete by pressing and holding the Shift or Ctrl keys.

A notice will be displayed warning you that the users belonging to the selected domains to be deleted will also be removed.

Delete domains Sl

@ MOTICE : All users belonging to selected domain
@ will be removed too.
Are you sure you want to remove selected
domains?

OK Cancel

e (Click 'OK'" to confirm.

The selected domain(s) will be deleted.
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3.2.1.3 Editing Domains

You can change the destination routes of a configured domain and check routes for the edited domain. Please note that the
name of the domain cannot be edited.

To edit a domain

*  Select the domain that you want to edit from the interface

# Dashbeard  Domams  Account management - Customer management

Dazhboard s Domains

Domains atl
fa Asd (g Detete ([ Editdomain ) [ Manage domain | 5 Refresh

Filters
Domains Alasas

cspdavcomopdo.odua
examgle1domain com
gxampla.com axampla.arg

1 i

¢ Click the 'Edit domain" button

The Edit domain dialog will be displayed. Please note that the domain name is not editable.

Edit domain
Domain test1 testdomain.com
Destination routes e |mxsw1.spamgateway.cnm |3|25 |¢|
Check routes I Save | ' Cancel :

From here you can add another destination route, change the primary destination route or delete additional destination routes.

e (Click in the 'Destination route' field to edit it.

e (Click iii beside the 'Destination routes' field to add more alternative destination routes.

Edit domain E3
Domain |test1.testdnmain.cnm |
Destination routes e |mxsw1.spamgateway.mm |3|25 |¢|

¢ |mxsvr2. spamaateway.com s [&
Check routes : Save . Cancel :

e Click ﬁ to remove alternative destination routes.

*  Click the 'Check routes' button to let CASG automatically get the destination routes information from DNS. If the result
contains mxsrv1.spamgateway.comodo.com then it means that DNS MX record was already updated to work with
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Antispam Gateway server and you must fill 'Destination routes' field with your real MX record, for example
mail.testdomain.com.

e Click 'Save' to confirm the changes.

3.2.1.4 Managing Domain

In this area, an administrator can configure various settings for a selected domain. This interface allows the administrator to view
quarantined mails, set email restrictions, add users as recipient whitelist or blacklist and add new users. In the left side of the
interface, the Statistics column displays the details such as number of users, email size restriction and information on daily
activities for the selected domain.

This section is divided into five main subsections namely, Incoming, Outgoing, Email management, Whitelist / Blacklist and
Account management. Click on the respective tab to expand or close the subsection in the interface.

To manage a domain

»  Select the domain that you want to manage from the interface and click the 'Manage Domain' button.
or

*  Click on the domain name in the '‘Domains' column.
or

*  Right-click on the domain name in the 'Domains' column to open in a new tab or window.

# Dashboard  Domains ~ Account management ~ Customer management

Dazhboard & Domains

Domains i)
T Add [ Delete [ Edil domai = Refresh

Filters
Domains Alkases

csgdavcomodo.odua
examgle1domain.com
sxampla.com |xampla.arg

1 'a

The configuration interface for the selected domain will open.
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Dashboard  Domain dashboard  Incoming~ Outgoing~ Email management =  Whitelist / Blacklist - Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua

Statistics Incoming =

Commaon domain infarmation

Mumber of users 5 % @ @ @ @
E-mail size limit 0 KB ’
) . ] Guarantine Spam Report spam Delivery queue Destination Local Clear
Daily domain information detection routes recipients incoming
settings cache
Spam ratio 16.0 % g
]
Mot spam messages 5 Ifﬁ?' @ 5
e =l
Unsure messages 0 g
Log search Domain Comain Manage report
Spam messages blocked 1 aliases settings subscriptions
Wiruses blocked 0
Blacklisted messages 0
Outgoing =]

Total filtered messages &

Total messages §

Clear outgoing Log search Lsers
cache
Email management =
o
JZij

Email size Blocked Released Blacklisted Whitelisted

restriction extensions requests requests requests
Whitelist | Blacklist =]

Recipient Sender Recipient Sender
whitelist whitelist blacklist blacklist
Account management =]
2 % Ilﬁ Ilﬁ
Users Users history LDAP impart LDAP import LDAP impaort
configuration confirmation ignore list
list

Click on the following links for more details on the subsections:
*  Incoming
«  Outgoing
*  Email Management
*  Whitelist / Blacklist

*  Account Management

3.2.1.4.1 Incoming

In the 'Incoming' area of the Manage Domain section, you can view quarantined mails, configure incoming Spam detection
settings, set alert heading for spam mail, add local email recipients and more.
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Incoming =
=] S = Ve -
B E
Guarantine Spam Report spam Delvery queus Crestinalion Local Clear
detection routes recipients incoming
settings Cache
g' e
thllr' @ :I z 3
.nfg
Log search Diomain Dramain Manage report
Fllases E-]ﬁl":l;]E subscriptions

Click the following links for more details:
*  Quarantine
*  Incoming Spam detection settings
*  Report Spam
*  Delivery Queue
*  Destination Routes
*  Local Recipients
«  Clear Incoming Cache
*  Log Search
*  Domain Aliases
*  Domain Settings
*  Manage Report Subscriptions for Selected Domain

Quarantine

In this area, an administrator can view the list of all the quarantined emails and their headers, of all the users for the selected
domain. The administrator can also choose to release quarantined emails to the intended recipient after ascertaining that
particular email is not actually a spam. The administrator also can delete a selected or all the spam mails from this interface.

Tip: CASG also periodically generates Quarantine reports containing a summary of mails identified as spam or malicious that
were moved to quarantine automatically. The reports are sent to the administrators through email. Administrators can configure
for such reports through Dashboard > Account Management > Admin > Add Administrators or Edit Administrators. Refer to
CASG Reports - An Overview for more details.

To open the quarantined email interface:

.
e Click 'Quarantine' from the 'Incoming’ drop-down menu in the menu bar or the m icon in the 'Incoming'
configuration area.

Or
*  Right-click on the icon and select to open in a new window or a new tab.

The quarantined email area of the selected domain will open:
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Dashboard & Domaing & Domain dashboand - ceodes cormodo od ua & Quaranling

Quarantine sl

T} Shwwmessage T Show message in new window | 5 Reloase [ Whitelist this Sonder  FB Blacklist this Sondder | [ Dolote g Delate all

ﬂ- Riefi sl
Filters
Subject Fraum Ta Dt {GMT 43] Rsason Size i}
iy Size Slore - Gel 15% o on Limiled Edifion Stockl  bod I ;'nllh-’;-,'\:gc._-u comodo.od.ua Sep 2T, 2012 Spam Pl ]
<bobi@csgdev.comodo od uax 125354 P Combined

(0.15)
§392 for an Elecinic Lunch Bocwith 3 Microwave ok fsmithi@cegdevcomodo.od.ua Sep 27, 2012 spam KB
Containgrs & Choose between Blue =bob@csades comado.od uas 125244 PM uribl
$392 for an Electric Lunch Bowwith 3 Microwave bob smithd@ sodey comado.od ua Sep 27,2012 spam MEB
Contaners & Choose betwaen Blie =hobggesgdey comodo od ua= 125244 PM wrlbl
Fw: ONLINE PHARMALY ETORE[BEST PRICE Allce amith@cspdevcomado,od ua, Sep 26, 2012  spam BKB
TooDAY =allca@erample com= bob@cspdavcomodo.od ua 10046 FW Combined

(015

BlacHist raquast

The list of quarantined emails is displayed with six columns providing information about the subject, the sender, details of the
recipients, the date it was sent and the size of the email. The last column indicates whether there is any attachment in the mails.
You can set the number of entries to be displayed per page at the bottom.

015
1 fd| |k H Perpage 30 O
15 |
an
11
100
Hawving Traubkile? Supparl is hera ba help. Open a Tickat al i carnoda carm o call 1388 COMOD0D (266 6361

Select the number from the drop-down and click the 'Refresh’ button or just wait for few seconds. The number of entries as
selected per page will be displayed.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search quarantined emails
Click anywhere on the Filters tab to open the filters area.

Dashboard Domain dashboard Incoming =  Outgoing = Email management = Whitelist / Blacklist = Account managemert =
Daghboard & Domalns & Domaln dashboard - cegdeveomode od ua & Guaranting
Quarantine [

Th Showmessage [T Showmessage innew window 3 Release [ Whitelist this Sender | B Blacklist this Sender [ Detete | [ Delete all
ﬁ- Rafiwsh
Filters =]

3 | subject v | cortaing v T apply tiner

You can refine your search much further by clicking ® to add more filters.
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Dashboard Domzin dashboard Incoming = Cufgoing = Emad management = Whitelist ¢ dist = ACcount management =
Diashhnard & Domains & Domain dashBoard - ceodey comido od.ua & Quaranling
Quarantine L7

T} showmessage  [T) Show message innew window | 3 Release | BB Whitelist this Sender (B Blacklist this Sender | " Delete 3§ Delete all

% Refiosh

Filters =
& | sumject * | | contains hd T appy titter

o From * | | notcontains v

T * | containg -

8¢ Date ¥ | | equals b o

5 | Sie (k) * | less than * |0 -

Subject From Tos Dl (GMT 3] Reasan Size i

You can remove a filter by clicking the ﬁ icon beside it.
e Type the text in the third field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
»  Subject: Displays the result based on the text entered in the text box for the 'Subject' column
*  From; Displays the result based on the text entered in the text box for the 'From' column
»  To: The results are filtered based on the text entered in the text box for the "To' column
When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

*  Contains: Displays all quarantined mails that contain the words entered in the text box
*  Not Contains; Displays all quarantined emails that don't contain the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Displays the results according to the selected date in the third box from the calendar
«  Size (KB): Displays the results according to size of the mail selected or entered in the third box
When you select 'Date' option in the first drop-down, the following filters are available:

*  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the

calendar

*  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

*  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

When you select 'Size (KB)' option in the first drop-down, the following filters are available:

*  Less than; Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than; Displays the quarantined emails with size greater than the selected or entered size in the third box
Click anywhere on the Filters tab to close the filters area.

. %% Refresh . ] .
Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.
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Viewing Details of Quarantined Mails

The details like subject, sender, recipient , date and size of the mails added to the Quarantine can be viewed in two ways:
*  Inthe same CASG window
* Inanew CASG window

To view details of quarantined mails in the same CASG window:

* Inthe quarantined email area, select the mail that you want to view and click the 'Show Message' button.

or

e Click on the email link in the subject column that you want to view its details.

ard Domain dashboard Incoming = Outgoing = Email management = Whitelist f Blacklist -
Dashboard & Domaing e Domaln dashiboan - csades cormeno od ua & Quaranling
Quarantine sl
T Show message innew window 5 Rolease [ Whitelist this Sender  [FR Blacklist this Sondder [ Dolete g Dalete al
ﬂ- Ritfiesh
Filters
Subjpect From To De {GMT 3] Reason Size i}
Wiy Size Slore - Gel 15% o on Limiled Edifion Stockl  bod psmithi@cspdevcomodo.od.ua Sep 27, 2012 Spam PEg ]
<bobi@csgdev.comoda od uax 125354 P Combined
(0.15)
§392 for an Elecinic Lunch Bocwith 3 Microwave ok fsmithi@cegdevcomodo.od.ua Sep 27, 2012 spam KB
Containgrs & Choose betwien Blue =bob@csades comado.od uas 125244 PM - uribl
$392 for an Electric Lunch Bowwith 3 Microwave bob smith{@ sodey comado.od ua Sep 27,2012 spam MEB
Contangrs & Choose between Blue =hobgEesgdey cormodo od ua= 125244 PM wrlbl
Fw. ONLINE PHARMALCY ETORE[BEST PRICE Allce amith@cspdevcomado,od ua, Sep 26,2012 spam BEKB
TooDE] =allcai@esample com = pob@cspdavcomodo.od ua 10046 PM  Combined
(015
BlacHist raquast
The details of the selected email will be displayed.
E-mail E3

Mormal All headers
5 Release | [ Whitelist this Sender [ Blacklist this Sender '3 Delete

Subject  Fwi ONLINE PHARMACY STORE[BEST PRICE TOODAY)
From  Alice <alice@example.com:>
To  jsmithd@csgdevicomodo.od.ua, bob@csgdevcomodo.od.ua

CcC
Date  Wed Sep 26 13:00:46 EEST 2012
{GMT +3)
Size 6.6 KB

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.
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E-mail E3

Mormal Al headers

Received : from nm25-v¥m4 bulletmail.nel yahoo.com {(98.138.91.185]) A
by mxsiv dev spamgatewsay comodo.com with smip (Exim 4.80)

(erwelope-from <alice@example.coms=) id 1TGoQ2-000350-UI

for bob@esgdevcomodo.od.ua; Wed, 26 Sep 2012 05:00:39 -0500

Received : from [98.138.226.180] by nm25.bullet.mail ne1 yahoo.com with NMNFMP;

26 Sep 2012 10:00:32-0000

Recejved : from [98,138,89,198] by tm15.bullet mail.nel yahoo.com with NMMNFMP;

26 Sep 2012 10:00:38-0000

Racaivad : from [127.0.0.1] by omp1056.mail.nel yahoo.com with NNFMP;

26 Sep 2012 10,00:38-0000

H-Yahoo-Mewman-Property : ymail-3

¥-rahoo-Newman-1d | 346482 6861 3. bm@omp1 056.mail.ne1 yahoo.com

Racaivad : (gmail 91534 invoked by uid 6B0001), 26 Sep 2012 10:00:38 -0000

DEIM-Signature | v=1, a=rsa-sha2sb, c=relaxedirelaxed, d=vahoo.com, s=51024,

t=134B653638; bh=bElAdVeCI8 greuk 35BF DB IrSajiZvSMHI4IE=,

h=¥-YMail- 026 Received H-Maller.References:Message-ID:Date F rom:Repl-To Subject Toln-Replv-To MIME-Version: Content-
Type,

b=RVhmFEYF GYDOWsSoirmMZetd d7 AbMRYELwS|cvd|+kKNVQJORC +DPES 1 dpSvieSKYCISI3Cglg Sy aogavad OMRYVIEEDSUT2PD
JBLAG+gGH1 orf +HYwB DN +hdLzon /52 EWh G +|U+4 hyT 3kd8 28 PAeHy-+ Hapvagfo=

Domainkey-Signature - a=rsa-shal; g=dns, c=nofws, s=51024; d=yahoo.com,

h=¥-YMail- 05G Received H-Mailer References Message-IDrDate From:Repk-To Subject Ton-ReplyTo MIME-Yersion: Content-
Type,

b=oynikP 1 R 59 YkLnxC DMFPYTeppi+cBkbEBTP+yp DOOIF o UTS) DO F AN BiQkws SkEImgYTORX 3e
julzSesubGE+pREYS+ALSpEOPaVR+2MpCoB4irke OLIEQpTS0Zs 20WEh Mg c SJhMNAZA LY KZDN BikkE LIS PitP 4=,
M Malk08G 4L Dawh i1 mFmsWIKSaHTImwgsG T 4a01F 32X BuvvOMdPjj 2

JoehFvsR_luF LkMNBBkap_E3IpD9Ehe3TEDT QBHMvECtReZIDSYgmaC avRz

ddf5SLs 2¥0TGoebmeakXGXBobgstsP8f4 CPailze ANTVos PhPBVGRRivzaM2E

MwenwrgrgyRruB rCkd gilyzhsiWs 8R0St ahBABKOBILC py W C3EXDIL

M2 GRE1XNYYY Gyl CZAs04t 0B GPBDB xS 2GMjBNTYZde 2ZHNOWRBOxneMS6

adMGy ZmelSFaile)1 joTwdNkblwecj4d0BdTEUmnUS4eJENVsg_233vV0EWgN

MaO_wdZBZ_nYSMPXeVdwVENTIYS3IBI KxQPIDIAMP2epwyyBoPsiSDO

reGRmrbanbpxgn. xdrmSkozHEAE Eve UJVEVBodBZXS Z05d 3t4LmzvVwigbc 4f &,
35 aCYNQ4REZmbouVALWTIEZC cf2mOSMMsvKEMHIN ap UEsHRhpd ulJHBDr

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either release the mail or delete
it. Click the "Whitelist this sender' tab to add the sender to 'Sender Whitelist' if you desire or 'Blacklist this Sender' to add this
sender to Sender Blacklist. Refer to the section 'Whitelist / Blacklist' for more details.

To view the details of a quarantined mail in a new CASG window

* Inthe quarantined email area, select the mail that you want to view and click the 'Show Message in new window'
button or right-click and select to open in a new tab or new window.

Dashboard Domain dashboard Incoming =  Outgoing = Emall management = Whitelist f Blacklist =
Dashboard & Domains & Dormain dashbodand - csodey comodo of ua & Quaranting
CQuarantine ']
T show meossage K T Show message in new window J 5 Release [ Whitelist this Sender ~ FB Blacklist this Sonder | [ Dolete g Dalate all
ﬁ- Rifresh
Filters
St Fioin Ta Dl {GMT 3] Riason Size i}
Wiy Size Slore - Gel 15% o on Limiled Edifion Stockl  bot psmithi@cspdevcomodo.od.ua Sep IT, 2012 spam KR
=bobi@csgdev.comodo.od ua 125354 PFM Combined
(R
$392 for an Elecnic Lunch Boowith 3 Microwave biob [smithigicepdevcomodo.od.us Sep 27, 2012 spam M KB
Containgrs & Choose between Blise =bob@Eicsgder comado,od Uax 125244 PM - urlbl
§392 for an Edectric Lunch Bowwith 3 Microwave bob smith@e spdevcomado.od ua Sep 27, 2012 spam T KB
Contaners & Choose between Blue =hobgesgder.comodood ua= 125244 PM wrlbl
Fw. ONLINE PHARMALCY ETORE[BEST PRICE Alice amith@cegdevcomodo,od ua, Sep 2B, 2012 spam BKER
TOO0A =allcai@example.com= noh@rspdavcomodo.od.ua 10046 FPM  Combined
(o5
Blackist raquest
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The browser will display a warning pop-up window notification. Click the 'Options" then select 'Allow pop-ups for..." to allow to
open new message in a new window. Click again 'Show message in new window'.

g Firefes peevested this site fram sgening & pap-op wnd o, Dptisns | =

The details of the selected mail will be displayed in a new CASG window.
E-mail LY

Hommnal All headars
3 Rewase [ Wnitelist this Sender [ Blacklist this Sonder g Dolate
Subject P GMLINE PHARMACY STORE[BEST PRICE TOODAY]
From  Blice alicedeonple.coms=
Io  jsmithi csgdewc omodo.od bk csgdewc omado.odasm
i

Date  Wed Sep 26 13:00:46 EEST 2012
(GMT +3)

Size 6.6 HB

To release a quarantined mail:

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

e Select the mail that you want to release and click the 'Release' button.

EL Domain dashboard Incoming = Oubgoing =
Caashboard & Domains & Domain dashbodand - csgdey comodo od ua & Quaraniing
Quarantine LY

T shwwmessage | T Show message in new window & Whitelist this Sender  §B Blocklist this Sonder | [ Delete g Dalete all

ﬁ- Rifiesh
Filters
Saibjict Fiain Ta D {GIAT €3] Reasain Size ﬂ
Wiy Size Slore - Gel 15% o on Limied Edifion Stockl  bot psmithi@cspdevcomodo.od.ua Sep IT, 2012 spam KR
=hobiEcsgdev.compda od ua= 125354 PM Combined

(015
§392 for an Electnic Lunch Boowith 3 Microwave biob fEmithig@icspdevcomodo.od.us Sep 27, 2012 spam T KB
Containgrs & Choose between Blie =bob@Ecsgder comado,od Uax 125244 PM - urlbl
§392 for an Eleciric Lunch Boawath 3 Microwave bob smithi@ sadey comado.od ua Sep 27, 212 spam MEB
Contaners & Choose betwaen Blus =hobggesgder.comodood ua= 125244 PW wrlbl
Fiw: ONLIME PHARMALY STORE[BEST PRICE Alice amithi@csgieycomodo,od ua, Sep 26, 202 =spam BKE
TooDAy =allcai@erample com= bobi@cspdavcomodo.od ua 1:00:46 PM Cambined

TURL:

BlacHist raquast

An alert will be displayed to confirm the release of selected email.

Release emails S

Are you sure you want to release the selected
emails?

OK Cancel

e (Click 'OK'" to confirm the release

The email will be released to the addressee and the mail will no longer be in the quarantined list.
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To add a sender to whitelist
After ascertaining that emails sent by particular senders are not spam, administrators can choose to add them to 'Sender
Whitelist' from this interface. Once added to whitelist, emails sent by these senders will not be quarantined.

«  Select the mail that you want to add the sender to whitelist and click the "Whitelist this Sender' button.

Domain dashboard Incoming = Outgoing = Email management = Whitelist / Bla

Dashboard & Domains & Dormain dashbodand - csodey comodo of ua & Quaranting

Cuarantine e
T} Showmessage T Show message in new window | 5 Release { [ Whitalist this Sonder ) B Blacklist this Sonder | [ Dolote g Dalate all

ﬁ- Rifiesh

Filters
St Fioin Ta Dl {GMT 3] Réason Size i}
Wiy Size Slore - Gel 15% o on Limiled Edifion Stockl  bot psmithi@cspdevcomodo.od.ua Sep IT, 2012 spam IS KR

<bob@esgdev.comodo od ua® 125354 PFM Combined
(015

$392 for an Electnic Lunch Bocowith 3 Microwave biob [Emithigicepdevcomodo.od.us Sep 27, 2012 spam MM KB
Containgrs & Choose between Blie =bobEcsgder comado,od Uax 125244 PM urbl

§392 for an Electric Lunch Bowwith 3 Microwave bob smithi@ sodey comado.od ua Sep 37,2012 spam MkB
Contaners & Choose between Blue =hobigesgdev.comodood ua= 125244 PM wrlbl

Fw: ONLINE PHARMALCY ETORE[BEST PRICE Alice amith@cegdevcomodo,od ua, Sep 2B, 2012 spam BKER
TOODA =allcai@example.com= bobh@rspdavcomodo.od.ua 10046 FPM  Combined

[LRE:

BlacHist raquast

An alert will be displayed to confirm adding the sender to whitelist.

Whitelist ermails B3

= Areyou sure you want to whitelist the selected
emails?

OK [ | Cancel |

e (Click 'OK' to confirm to add the sender to whitelist. Refer the section 'Sender Whitelist' for more details.

To add a sender to blacklist
Administrators can choose to add senders to 'Sender Blacklist' from the Quarantine interface also. Once the selected senders
are added to blacklist, all emails from them to the selected domain will be automatically blocked.

e Select the mail that you want to add the sender to blacklist and click the 'Blacklist this Sender' button.
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Dashboard & Domaing e Dormaln dashiboard - coqdev cornodo od ua & Quaranling

Quarantine et/
T} Shwowmessage T Show messagein new window 5 Release [ Whitelist this Sonder Blacklist this Sondder ) Dolote g Dalate all

ﬂ- Ritfiesh

Filters
Subject From To De {GMT 3] Reason Size 1]
My Size SI0FE - BEL15% ol On LiFniled Edition Stack! bot jsmithi@cs poewcomodo.od.us Sep 27,2012 Spam 5B

<bob@esgdev.comoda od ua= 125354 PM Combined
(015

§392 for an Elecnic Lunch Bocwith 3 Microwave (1] fsmithi@csgdevcomodo.od.ua Sep 27, 2012 spam KB
Containgrs & Choose between Blue =bob@csades comado.od uas 125244 PM wrlbl

$392 for an Electric Lunch Bowwith 3 Microwave bob smith{@ sodey comado.od ua Sep 27,2012 spam MEKB
Contaners & Choose betwaen Blie =hobgEesgdey comodo od ua= 125244 PM wrlbl

Fw: ONLINE PHARMALCY ETORE[BEST PRICE Allce famith@csgdev comodo od ua, Sep 26,2012 spam 6kKB
TOoDA =allcai@eample.com = bob@cspdavcomodo.od.ua 10046 FM Combined

(D15
BlacHist raquast

An alert will be displayed to confirm adding the sender to blacklist.

Blacklist ernails B3

= Arewou sure you swant to blacklist the selected
emails?

0K [ | Cancel

e (Click 'OK' to confirm to add the sender to blacklist. Refer the section 'Sender Blacklist' for more details.

To delete a quarantined mail:
e Select the mail that you want to delete and click the 'Delete’ button

Dashboard & Domaing & Domain dashboand - csqdes compdo of ua & Quaranting

Quarantine [

T} Showmessage TR Show message in new window 5 Release Whitelist this Sender Blacklist this Sender i (@ Dotote ) ‘@ Dalete all

ﬂ- Riefi esh
Filters
Subjict Fram To Dt {GMT 3] Risason Size i}
Wiy Size Slore - Gel 15% off on Limiled Edition Stack!  bot jsmithi@cspdevcomada.od.ua Sep 27,2012 spam 5KB

sbobi@esgder.comodo.od ua 125354 PM Combined

(015)

§392 for an Electric Lunch Bocwith 3 Microwave (1] ismithi@csgdevcomodo.od.ua Sep 27, 2012 spam KB
Containgrs & Choose between Blue =bob@csades comodo.od uax 125244 FM wribl
$392 for an Electric Lunch Bowwith 3 Microwave bob smith{@x sodey comado.od ua Sep 27,2012 spam KB
Containgrs & Choose between Bloe =hobi@csgdev.comnodo od ua= 125244 PM wrlbl
Fw: ONLIMNE PHARMACY STORE[BEST PRICE Allce jamithi@cspdevcomoaodood ua, Sep 26,2012 spam 6KB
ToDE =allcai@erample.com = bob@cspdavcomodo.od ua 10046 PR Combined

(I15)
BlacHist raquest

An alert will be displayed to confirm the deletion. Click 'OK' to delete the selection email.

The selected mail will be deleted and will no longer be in the quarantined mail list.
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Dashboard Dornain dashboard Incoming =  Outgoing = Email management = Whitelist f Blacklist = Account management =
Dashboard & Domaing & Domain dashbosnd - csqdes cormedo od ua & Quaraniing
Quarantine gl
T} Showmessage TR Show message in new window 5 Release [ Whitelist this Sender B Blacklist this Sendder | [ Dotete £ [ Delete all
2 Refiesh
Filters
Sailijisct Fiam Ta [kt {GIT 3] Riasoi Size 1]
Iy Siza Shore - Gel 15% off on Limiled Edifion Stock!  bot smithi@cspdewcomado.od.ua Sep 27,22 spam KR
<bobi@csgdev.comodo od uax 125354 P Combined
(015
§392 for an Elecinic Lunch Boowith 3 Microwave boh fsmithi@cegdevcomodo.od.ua Sep 27, 2012 spam T KB
Containgrs & Choose betwaen Blue «bobg@csgdev comodo,od Uax 125244 PM  uribl
$392 for an Electric Lunch Bowwith 3 Microwave bob smithiE $odey comada.od ua Sep 27,2012 spam MEkB
Containgrs & Choose betwaen Blue =hobi@csodev.comnodo od ua= 125244 PM wrlbl
Fw: ONLIME PHARMACY STORE[BEST PRICE Allce amithi@csadevcomodo,od Ua, Sep 2B, 2012  spam BKB
TOODAY =alica@example com= bob@cepdavcomodo.nd ua 10046 FM  Combined
fURL:

Blackiist raquast

An alert will be displayed to confirm the deletion. Click 'OK' to delete all quarantined emails.

All the quarantined emails for current domain will be deleted .

Incoming Spam detection settings

The settings made in this interface determine what kind of mails should be classified as 'spam', 'probable' and 'safe’. CASG
enforces several rules to mail envelope, header and content as the emails passes through its spam filters. Each of these rules
depicts some typical spam attribute, which has a numeric value on the probability that the attribute suggests spam. A message's
spam score depends on the result of weighted value of all the rules combined together. For example, if you set the spam
threshold as 0.33, all mails that have a score of more than 0.33 will be treated as spam and quarantined. Please note that the
highest spam threshold is 1 for CASG and the higher threshold you set, it is likely that more spam messages may be delivered
to the recipients. Try the settings for a week or so and after analyzing how much spam messages are being delivered to the
recipients without being filtered for the current settings, you have to reconfigure the spam threshold settings accordingly.

To configure incoming spam detection settings

e Click 'Incoming spam detection settings' from the 'Incoming' drop-down menu in the menu bar or the @ iconin
the 'Incoming' configuration area.

The incoming spam detection settings area of the selected domain will open:

Guarantine enabled: [ Days smvad: [177 &

Spam threshold: | Spamaclalion. SPam

Probable spam threshald: :. Prabable spam nolalion:

Quarantine response; |

|- Save | Reset to default

*  Quarantine enabled - Selecting this option will enable the incoming Spam detection settings that will be applied to the
incoming mails and quarantined as per the spam threshold setting. If this option is not enabled, emails that are
detected as "Spam' will not be quarantined but delivered to your email server with the messages in subject line that
you have set in Probable Spam notation / Spam Notation. Unsure messages are always sent to the recipient (and
never quarantined) even if this option is enabled. Please see ‘Unsure Notation’ for more details.

»  Spam threshold - Enter any value between 0.1 and 1.0. All mails that are having a score value above that is set in this
field will be quarantined automatically as explained in the introduction para of this section. Please note this value
should be always higher than 'Unsure threshold' value.
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*  Probable spam threshold - Enter any value between 0.0 and the value entered in Spam threshold field. All mails that
are having a score value above that is set in this field will be identified as unsure mails and will be delivered to
recipients with the messages in subject line that you have set in the Probable Spam notation / Spam Notation.

»  Days saved - Enter the number of days that you want the mails to be quarantined. The maximum number of days that
can be set is 9999. The quarantined mails that are not checked, released or deleted within the stipulated days will be
deleted automatically from the quarantine.

»  Probable spam notation - The prefix that will be prepended to the subject line of all ‘probable’ emails sent to users. For
example, “<Potentially Spam> Cheap deals on Dell computers” — where <Potentially Spam> is the ‘Probable’ notation’.

»  Spam notation - The prefix that will be prepended to the subject line of all ‘Spam’ emails sent to users. For example,
“<Spam> Order two Rolex watches and get a free carton of Viagra” — where <Spam> is the ‘Probable’ notation’. Note -
this only applies IF quarantine has been disabled (i.e. If the ‘Quarantine Enabled’ box is not checked).

*  Quarantine response - Determines the response that CASG will send to the SMTP server that delivered a message in
the event that the mail is identified as spam.

Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered to
the recipient) regardless of your choice here. These options merely determine what message CASG will send back to
the SMTP mail server.

Options:
*  Rejected - Will inform the SMTP server that the email has been rejected by CASG and placed in quarantine.

*  Accepted - The email has passed the CASG spam filters and detected as a spam will be placed in quarantine in
silent mode.

*  Reset to Default - Reset to default all adjusted selected domain settings.
Click the 'Save' button. The incoming spam detection settings for the selected domain will be saved.

Report Spam

The Report Spam feature allows you to report suspected junk emails that have by-passed existing filters and landed in your
inbox. CASG will analyze reported mails and, if found to be spam, will update its filters to quarantine similar mails in future. You
can upload spam mails locally saved in your system into this area. CASG accepts a range of different mail formats, for
example, .eml and .msg.

To report a spam mail

*  Click 'Report spam' from the 'Incoming' drop-down menu in the menu bar or the @ icon in the 'Incoming’
configuration area

The Report Spam interface will open.

Report spam )

Upload mail format files only (max. size - 9 Mb) :

&, upload

e Click the 'Upload' button
The File Upload dialog will open.
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Upload El

pload mail format files only
(max. size - 9 Mb)

Q Browse...

Upload Cancel

Note: Assure you will upload a correct email format and a size of the file is not greater then 9 MB. Otherwise, the following
warning message will be displayed.

Perhaps the body of the file is damaged or itis not “.eml format or if size graatar than 8Mb (CASG pwbd)

¢ Click Browse...

Choose File to Upload e S

Look in: ILﬂ suspected_mails j € * 0 -

F'.ru;Ee uby Clinic

5 apply, Get Real Quotes For Top Plans, Go With The Best Offer
5y Europe Latkery - You waon £3500,000
E5 MY CANADIAN PHARMACY

£ our Email Id has won 1,000,000.00 GEP in the British Microsoft Inc,

File name: I.ﬁ.ngel Beauty Clinic j Open I
Files of type: f &1 Files %) | Cancel |
E

... and navigate to the location where the suspected email(s) is/are stored in your system. Select the mail that you want to report
as spam and click 'Open’. The maximum size of the file that can be uploaded is 9 MB.

The mail will be processed for uploading...

Upload B3
Upload mail format files only | ) Cancel  &ngel Beauty
(max. size - 9 wb) Clinic eml
File size: 132KB of 454KB

Upload Cancel
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....and will be added to upload list.

Upload Ed

Upload mail format files only & Cancel Angel
(max. size - 9 Mb) [ Eeaty e

Upload Cancel

»  Click 'Upload'. The email will be uploaded and checked.

Re angel Beauty Clinlc eml; Verfcation was successul, %]

e Click the gg button to close the message.
If the mail that you have uploaded has not passed through CASG filter, the following message will be displayed.

The messags you have uploaded never passed through our spamfilber (Re Angel Beauty Clinic.aml) x|

Delivery Queue

In general, emails are delivered to the destination server directly and not stored on the filtering machines. But whenever an
email destination server for an account is temporarily unavailable, all filtered mails are queued in the CASG servers for delivery
at a later time. Emails that are permanently rejected by the destination server with a 5xx error code will not be queued and
rejected by the CASG system. The queued emails can be accessed in the CASG interface and from here they can be manually
force retried for delivery.

The queued messages on CASG severs are automatically retried for delivery for up to a period that is set in 'Maximum days to
retry ' field in domain seftings (for example, 4 days).The automatic retry schedule is given below:

*  During the first two hours, the queued messages are retried for delivery at a fixed time interval of 15 minutes.

*  During the next 14 hours, the queued messages are retried for delivery at a variable time interval starting from 15
minutes and multiplied by 1.5 with each attempted delivery. For example, after the first 15 minutes, the subsequent
attempts will be after 22.5 minutes, 34 minutes and so on.

»  From 16 hours since the delivery failure and up to 4 days, the queued messages are retried for delivery at a fixed time
interval of every 6 hours.

»  After a period of 4 days, all queued messages will be bounced to respective senders. The messages will be frozen if
the bounce cannot be delivered immediately and retried for delivery at a fixed time interval of 3 days for the first 21
days. At the end of this period, delivery of messages will have failed permanently.

To manually force-deliver emails in queue

e Click 'Delivery queue' from the 'Incoming' drop-down menu in the menu bar or the a icon in the 'Incoming'
configuration area

The Incoming Delivery Queue area of the selected domain will open:

Incoming delivery queue [
S Foiceratiy % Retivio deliver all messages

Server Message ID In e ue Size Sender Reciplent Frozen Retry fime

mxsry 1 spampaleway.comod 1 Cy3pM-0004.JW.Lk Tim 16K admin Truse 2011-08-29 114403

»  To force-deliver a single email manually, select an email from the delivery queue and click the 'Force retry' button.
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»  To force-deliver all email messages in the queue, click 'Retry to deliver all messages' button.

Note: Frozen emails can't be force delivered from CASG interface.

Destination Routes

If there is a temporary problem with the primary email destination server, CASG will try to deliver the filtered mails to the next
destination email server that is configured. If the failure is permanent, for example, unable to resolve hostname, CASG will try to
deliver through the next alternative route.

To add additional destination routes

»  Click 'Destination routes" from the 'Incoming' drop-down menu in the menu bar or the @ icon in the 'Incoming’
configuration area

The 'Destination routes' area of the selected domain will open:

Destination routes o
[ nid | g

Route Port

EmplEcom 25

¢ Click the 'Add' button to add another alternative destination route

The 'Destination routes' dialog box will be displayed.

Destination routes E3

L :[25 =

Save Cancel
e Enter the alternative destination route and click the 'Save' button
The added route will be displayed in the list.
Destination routes [l
[ Add [ Dedete
Raoute Port
mmple COm 25
malll example com 5

*  If you want additional routes to be included, click ¥ to add more alternative destination routes.

You can also prioritize the routes by dragging and dropping from the list.
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Destination routes ()
‘g Add g Delete

Rauile = Pan

rril esEmale corm 25

ECAMpIIE Lo &)g

Click the 'Save' button to confirm the changes.

Click here for more details on how to check the routes.

Local Recipients

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When the 'Local Recipients' option is enabled, only existing and valid email accounts in the destination
server will be accepted. When this option is selected, all the recipients have to be added manually, else even valid users for that
account will not receive emails. Comodo recommends that this option should be used in specific cases only and not required in
normal cases.

To add local recipients
:
»  Click 'Local Recipients' from the 'Incoming' drop-down menu in the menu bar or the icon — %= in the 'Incoming'
configuration area.

The Local Recipients configuration area of the selected domain will open:

Local recipients it

Use local reciplents: [ Sanve

‘@ ama T Detete A Import from CSV e

Laocal reciplent

localReciplent @ sgdevcomoda,od ua

e Select the 'Use local recipients' check box and click the 'Save' button
e Click the 'Add" button

The 'Add local recipient' dialog box will open.

Add local recipient E3

E-rnail | i@ csgdevcomodo.od.ua

Save Cancel

e Enter a valid user email address in the E-mail field

Add local recipient E

E-mail jsmith i@ csgdevcomodo.od.ua

Save Cancel
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e (Click the 'Save' button

Repeat the process till you have added all the users' email addresses.

Local recipients
Use local racipients: [« e

@ Add s Delete ! Impoat froan S file
Local recipient
scalRecipient! @csgdevcomaodao.od.ua

smithi@esgdevcomodo.od.ua

To delete a local recipient

e Select the user that you want to delete and click the 'Delete' button

Local recipients

Uze local racipients:  [#] Save

e Add A& Import from CSV file

Local recipient
scalRecipient! @ sgdeveomodo.od ua
smithi@esgdevcomodo.od.ua
bobi@esader comodo.od ua

larrickipc agdav.oomado.od. ua

After clicking 'OK" in the confirmation dialog box, the selected recipient will be deleted from the list

Tip: You can select multiple recipients to delete by pressing and holding the Shift or Ctrl keys.

»  Toimport local recipients from CSV file

You can add many new users at a time by importing from a file. The users should be saved in serially as shown below:

user1
user2
user3

e Click the 'Import from CSV file' to import new users from a CSV file.

Local recipients

Usze local recipients; [+ Save

g na | g Detete ( E import from CSV file

Laocal reciplent
b sgdevcamano.o.ua

jemith s gdav comodo od ua

»  Click 'Browse..." and navigate to the location where the file is saved and click the 'Open’ button.
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*  The upload process is now ready. The maximum size of the file that can be uploaded is 9 MB. If you want to select
another file, click 'Cancel' at top right side of the upload dialog. If you want to cancel the upload process, click the

'Cancel' button located at the bottom.

Upload

Upload csvfile.

Each line should contains the username of
a local recipient For example:

testuser

testuser

@ Cancel

impart_cay_filel cay

Upload Cancel

e Click the 'Upload' button to add new users.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not

imported task.

Local recipients

Impart task is processed. Please refresh browser

Use local recipients: Siave

[ Add ‘st Detete (B Remove import task

Local recipdednt

bR egde cormodn.nd ua

smithi@cagdeveamodo.od ua

On completion of the upload process, refresh the browser to view the imported users.
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Local recipients
Ise local recipients;  [#) Sane

[ Add (g Detete & Import from CSV file
Loveal pecipien

Babd@esade cormodo.od ua
derrickiEesgdeveamodo.od ua
smithi@csadevcomado.odua

S AN S HOEY COMDE0 08 Us
mearmyliZcsgdevcomado.od.ua

wOleDEEESgdint comodo.od ua

The local recipients .csv file will be uploaded and an administrator will receive a notification about the import task completion to
his email. This notification mail contains the import of local recipients data.

rc_'*- COMODO
i/ Antispam Gateway

Local recipients import task for domain ¢csgga.comodo.od.ua is finished

[ F"t.esult
| Total strings processed: 9
|Imported : 9

Having Trouble? Support is here to help. Open a Ticket at https:ifsupport.comodo.com ar call 1.888.COMODO (266.56351)

Clear Incoming Cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses do actually exist in the
destination mail servers. When an email for a certain recipient is permanently rejected by the destination server with a 5xx error
code, the destination address of the recipient is considered invalid and all emails sent to the recipient will be rejected. CASG

filtering servers caches this information locally for up to two hours. CASG interface allows you to clear the callout cache without
waiting for the servers to clear it.

To clear incoming cache

'_
e Click 'Clear income cache' from the 'Incoming' drop-down menu in the menu bar or the F@ icon in the 'Incoming'
configuration area

The 'Clear incoming cache' area of the selected domain will open:

Clear incoming cache

Here you can clear the callout cache for an incoming domain | Clear

¢ Click the 'Clear' button

The callout cache for the incoming domain is cleared.

Cache successfully cleared. B
Cache successfully cleared.

OK
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*  Click 'OK' to close the 'Cache successfully cleared' dialog box.

Log Search
The Log Search option in CASG allows you to search for a specific email message.

e Click 'Log search' from the 'Incoming’ drop-down menu in the menu bar or the icon in the 'Incoming'
configuration area.

The 'Log search (incoming)' interface of the selected domain will open:

Date range | 2013

Sender

Recipient

Sender I

Sender hoat

Pradicale: | AND -

Clazsification: | a) -

Include results from the kst minutes:  [7]

»  Date range: Select the date range for which you want to search the log file.
*  Sender: Enter a sender email address in this field.

*  Recipient: Enter the email address in this field (for example, 'testuser1’).

«  Sender IP: Enter the IP address of the sender.

«  Sender Host: Enter the sender host name.

*  Predicate: You have the option to select either 'AND" or 'OR" in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

»  Classification; Select the type of email that you want to search from the drop-down options.

* Include results from the last minutes: If selected, CASG will include messages that are currently being migrated from
the filtering server to the logging server in the search results.

The optian Include resufis from the last minutes™ will slow down the search result retrieval ]

Click the 'Search' button.
CASG will search for the entered terms and display the results.

Durte and tima Host (Exim id) Sendar hosiname Sander Recipient Classification
2012-06-21 09:25:53 musne . devspamgateway.ce  mail.comodo.od.ua admini@csg.comodo.odua  docteam Rejected
15hdeA-0008nY-3g 91.196.95.17 Desfination address does
nat exist
2012-06-20 21:05:58 musnl devspamgateway ol mall.comodo.od.ua admin@csg.comodo.odua | Elex Accepied
15hS5u-0005yL-UG 91.196.95.17 Messaga content laoked
like non-sgam
2012-06-20 21:05:12 mxsnl devspamgateway o mail.comodo.od.ua adming@csg.comodo.odua docadmin Rejected
1ShSEM-0005w Az 81.196.85.17 Destination address does
nat exist

The 'Download' button allows admin to retrieve from CASG a raw log of messages from the selected domain. The compressed
Exim4 log containing all entries for the selected domain can be downloaded from this interface.

Press the download button, the download dialog will be opened.
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-
Cpening incoming.csgdev.comodo.od.ualogs.zip ﬂ

You have chosen to open

g incoming.csgdev.comodo.od.ua.logs.zip
which is a 77777 ZIP - WinRAR
from: http://jenkins.comodo.od.ua:9013

What should Firefox do with this file?

@

WinRAR.ZIP (default) -

) Save File

[] Do this automnatically for files like this from now on.

[ ok ]| cancel

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be saved
in the folder that you have configured for saving download files.

Domain Aliases

The Domain aliasing feature in CASG allows the administrator to add multiple domains as aliases for the main domain. After
adding a domain alias, the MX records should be configured to activate the filtering process for this domain alias. Once this is
done, mails sent to users at alias domain will be filtered and delivered to users at main domain. For example, if you add
testdomain.org as an alias domain for the main domain fesfdomain.com and mail sent to user1@festdomain.org will be filtered
and delivered to useri@testdomain.com. The 'To:" headers in the email will still display the original recipient as
user1@testdomain.org.

To add domain aliases

*  Click 'Domain Aliases' from the 'Incoming' drop-down menu in the menu bar or the
configuration area

icon in the 'Incoming'

The 'Domain Aliases' interface of the selected domain will open:
Domain aliases e

fd add | [ Delate

Alag

e (Click the 'Add' button to add a domain alias for the selected domain
The 'Add domain alias' dialog box will open.

Add dornain alias =3

Alias

Save Cancel

e Enter the domain alias name in the 'Alias' field
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&dd dornain alias E3

Alias example.org

Save Cancel

e (Click the 'Save' button

The domain will be added to the main domain as alias and will be listed in the interface.

Domain aliases el

[ Add [ Dedete
Alias

“ testdomain.org

¢ To delete a domain alias, select the domain alias from the list and click the 'Delete’ button

Domain aliases ad

g add [ Delete

Alias

- geample.ong

The selected domain alias will be deleted from the list.

Domain Settings
An administrator can configure various settings for the selected domain such as primary contact email address, the
administrator's email address and maximum number of bounces allowed before being rejected.

To configure domain settings

e Click 'Domain Settings' from the 'Incoming' drop-down menu in the menu bar or the % icon in the 'Incoming’

configuration area

The 'Domain Settings' interface of the selected domain will open:

Maximum bouncas: | 10000 -
Log retention periad: | 24 -

Enable logging for invalid recipients: ]

L}

Magimum days torefry: | 5

Change lacale for sysiem messages | English .

Save RESe! 1o delaul

*  Maximum bounces: Each recipient of the selected domain will be limited to receive only these many message bounces
set in this field per hour (messages from postmaster addresses or with an empty envelope sender). Please note that if
the number of bounces exceeds the limit set in this field, the messages are not quarantined but are permanently
rejected and will not be received later. You can set this to a low value, if the users at the selected domain do not send
mails to invalid addresses frequently. By default this field is set to 100.

*  Log retention period: All spam and non spam email connections to a domain are logged in the CASG server. By
default the storage period of this log is 28 days. You can store the log for a longer period by entering the number of
days that you want to store in the field. After the end of set period, the log data will be moved to a separate storage
and cannot be retrieved.
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»  Enable logging for invalid recipients: This setting enables or disables the selected domain to log details of incoming
mails addressed to incorrect recipients. This option is enabled by default.

*  Maximum days to retry: If the destination route has temporary problems, the messages are queued and automatically
retried at fixed intervals for the number of days entered in the field. Even after this period if the emails cannot be
delivered, they are bounced to the sender. By default, this is set to 4 days, the main reason being that the senders
should be aware that his\her messages are not being delivered for 4 days.

«  Change locale for system messages: Select a language in what the system email notifications will be came.
Click 'Reset to default' to reset default settings in CASG.
Click the 'Save' button.

A confirmation dialog indicating the successful configuration of the domain settings will be displayed. Click 'X'.

Domain setings successiully saved, =

Manage Report Subscriptions for Selected Domain

The Manage report subscriptions interface accessible from the 'Incoming' configuration area of a selected domain allows the
administrator to configure the subscription to the periodical Domain and Quarantine summary reports of that domain only for the
administrators. Refer to CASG Reports - an Overview for more details.

To access Manage report subscriptions interface

g
»  Click 'Manage report subscriptions' icon from the 'Incoming' configuration area or click 'Manage report
subscriptions' from the 'Incoming’ drop-down menu in the menu bar.

The 'Manage report subscriptions' interface will be displayed:
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Dashboard  Domain dashboard  Incoming~ Oufgoing~ Email management ~ elist / Blacklist~  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Manage report subscriptions

Manage report subscriptions

(>
Report recipients
jsmith@csgdev.comodo.od.ua,alice@csodev.comodo.od.ua
Quarantine report
Hour Day of month Day of week Send empty Enabled Start date (GMT) Report length
@E'v'ery' hour @E'v'ery' day @E'V'EI')" week day O Apr29 2013 11:00 Mext report for 1 hour(s} from
Ochoose OChoose Ochoose last run (2013-04-29 10:00)
”~ ) ~
v i .
Domain statistics report
Period Hour Day of month Day of week Send empty Enabled = Start date (GMT) Report length
Haurly - @®Every hour ®Every day @Every week day O Apr29, 2013 11:00 Mext report for 1 hour
Ochoose OcChoose OChoose (s) from last run
. o (2013-04-29 10:00)
~ ! —
v bl
o s
Save Reset settings to default

The Report recipients field will not be auto-populated as it does in the interface of Customer Management > Managing Report
Subscriptions. Enter the email address of the administrators belonging to that domain in the text field separated by a comma
after each email address.

The recipients will be added and subscriptions successfully saved message will be displayed.
Manage report subscriptions

Subscriplions successiully savacd a

Repoit recipents

jsmithi@csgder comodo.od.ua, aliced@csgdavcomada.od ua

tepart lengtl
Clicking the 'Reset settings to default' button will disable both Quarantine and Domain statistics reports. The ‘Report Recipients’
field will not be cleared.

The administrator can configure the subscription for two types of reports from this interface:

*  Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly will
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contain a detailed statistics of the mails that are identified as spam or containing malicious content and moved to
Quarantine of the domain automatically by CASG. Refer to CASG Reports - An Overview for more details.

*  Domain Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly will
contain a detailed statistics of number of users, mails that have been received at and sent from the domain, number of
spams identified and blocked and so on. Refer to CASG Reports - An Overview for more details.

To configure the subscription of the reports

*  If you want the administrators of the account to receive the periodical reports, select the 'Enabled' checkbox in the row
of the respective report type. If both the reports are required, you can select both the checkboxes.
*  Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.

»  Select the frequency of the report to be sent to the administrators from the options for Quarantine Report and Domain
Statistics Report.

Quarantine Report

Quarantine report

Hour Day of month Day of week Send empty Enabled Start date (GMT) Report length
OE'V'EF)" haur @E'v'ery' day OE'V'EF)" weelk day May 01, 2013 05:00 Mext report for 127 day(s)
®cChoose Ochoose ®cChoose from last run (2012-12-24

01~ i | [F] Sunday A LSon)

b2 =) F Monday

ma [ Tuesday

4 Wednesday —

[E] Thursday

¥ 5

| €

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length — Displays the period of the report that will be generated depending on the options chosen.

Domain Statistics Report

Domain statistics report

Period Hour Day of month Day of week Send empty Enabled Start date (GMT) Report length
Manthly - OEvery hour OEvery day @®Every week day B May 15, 2013 01:00 Mext report for 4
®cChoose @Choose OcChoose maonth(s) from last
11 run (2012-12-24
mHo & BE = 08:00)
12
=
2 O1E=
£
B3 ] 14
B4 15 e
v

|«
|

»  Period - Enables you to set the period to be covered in the report. The report will contain the statistics of all the
domains in the account for the past one hour, one week, one month or one year, as selected from drop-down from the
scheduled report time.

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.
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»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

»  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.

Click 'Save' for your settings to take effect.

3.2.1.4.2 Outgoing

To be able to send outgoing email, first a valid user needs to be added to the filter cluster. This can be done from the web
interface. By default the following port are available for the outgoing service: default recommended port 587 (supports
STARTTLS/SSL). The outgoing service listens by default on all IPv4 addresses activated on the server.

Create a separate outgoing user on the filtering cluster for each end-user to relay outgoing email and use an "automatic user
locking" to automatically close the account in case abuse is detected. There are two methods you can make per-user
authentication to work - The first method is to instruct all end-users to authenticate directly to the filter cluster for their outgoing
emails or in the second method, configure your current outgoing SMTP server so that it authenticates each end-user separately
to the filter cluster for all outgoing emails. If you choose the second method, how easily you can configure your SMTP server
depends on the SMTP software.

While using per-user authentication for outgoing mails, ensure to set the limits correctly based on the usage of the end-user and
enable automatic locking.

If you find using the per-user authentication method for outgoing mails too cumbersome to set up, the other alternative is to use
smarthost setup. In this method, you add a single outgoing account either based on IP or username/password in the filtering
server and point all outgoing emails to this server, thus using the filtering cluster as smarthost. Most email servers have
'smarthost setting' feature with which you can easily accomplish the task of configuring outgoing email filtering. Make sure to
disable the "automatic user locking' setting to prevent the full server account getting locked even if one end-user sends out spam
email. Also ensure to enable 'block spam’ so that individual spam messages will be blocked and the administrator notified.

While using smarthosting setup for outgoing mail filtering, ensure to set the limits correctly per user based on the server.

In the 'Outgoing' area of the Manage Domain section you can set a user account for spam checking, clear outgoing cache,
search for outgoing email messages and outgoing spam checking.

Outgoing =
5;5- o a)

Clear guigoing Log search Users
cache

Click the following links for more details:

«  Clear outgoing cache

* Logsearch
*  Users
Clear outgoing cache

CASG continuously performs a cached recipient callouts to check that recipient email addresses existing/non-existing email
accounts at the destination mail servers to minimize the number of recipient callouts. When an email for a certain recipient is
permanently rejected by the destination server with a 5xx error code, the destination address of the recipient is considered
invalid and all emails sent to the recipient will be rejected. CASG filtering servers caches this information locally for up to two
hours. CASG interface allows you to clear the callout cache without waiting for the servers to clear it.
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To clear outgoing cache
| |

'_
*  Click 'Clear outgoing' from the 'Outgoing' drop-down menu in the menu bar or the @ icon in the 'Outgoing'
configuration area.

The 'Clear outgoing cache' area of the selected domain will open:

Clear outgoing cache %]

Heare you can clear the cutgoing callout czche for domain Cle=ar

¢ Click the 'Clear' button.

The callout cache for the outgoing domain is cleared.

Cache successhully cleared. %]

e Click 'X"to close the 'Cache successfully cleared' dialog box.

Log search
The Log Search option in CASG allows you to search for a specific outgoing email message.
5 'E_
*  Click 'Log search' from the 'Outgoing' drop-down menu in the menu bar or the icon in the 'Outgoing'

configuration area.

The 'Log Search (Outgoing)' interface of the selected domain will open:

Date range: | 2013-02-21 W 0G2207 5 -| 2013-02-22 PM 062207 G |
Sendar |

User | |@cspdevcomado.odua

Recipient |

Senderlf: |

Senderhost |

Predicate: | amp -
Classification: | am -

Includs results from the last minutes: [

»  Date range: Select the date range for which you want to search the log file.

»  Sender: Enter the sender email address in this field.

»  User: Enter the username of the outgoing email address for in this field (for example, 'testuser1').
*  Recipient: Enter the email address in this field. (for example, 'testuser1@example.com’).

«  Sender IP: Enter the IP address of the sender.

«  Sender Host: Enter the sender host name.

*  Predicate: You have the option to select either 'AND" or 'OR" in the drop-down. When you choose 'AND' option, all the
entered search terms will be searched together and when you choose 'OR' option, the application will search any of
the search items entered.

»  Classification: Select the type of email that you want to search from the drop-down options.

* Include results from the last minutes: If selected, CASG will include messages that are currently being migrated from
the filtering server to the logging server in the search results.
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The optian “Include results Trom the last minutes™ will skow down the search result retrieval u

Click the 'Search' button. CASG will search for the entered terms and display the results.

Date and time Host [EXim ki) Sender hosmame User Semier Recipkent Class Mication

2-09-27 OT:2%:44  musrvl dey

mmgatews madl? comodo od us Alice alice@ e ample_com svgeniy logvinenkadlco | Accepbed

1 THER h-DO00ym- B1.196.95.33 Message conlenl
lpankoed Nke non-Spam
2012-00-27 OT 23:20 mxsrl deyv spamgalew: mailZ comodo.od.ua Tucker tuckeriearampls.com evgeniy.logvinenkod@co | Rejecisd
1 THER J-D0D0Y]-594 91.196.95.33 Extamal patharm match
2012-00-27 OT 22:58 mxsryl dey ail2 .comodo.od.ua Tucks tucken@erample.com evgeniy.logvinenko@co PRejecisd
1 THEC 1.196.95.33 Extarnal pattarn mabch
2012-09-2T OF:22:38 mesry 1. dev.spamgalew: madl2.comodo.od.ua i alice@exam) ole.com evpeniy.logvinenkadfico | Accepbed
1 THEQ-0000xc-FK B1.196.95.33 Massape conlent
lpaiced like non-spam
20120927 O7 2227 mxsny 1 dev spamgatew: mail2 comodo.od.ua alice ilicagaxampl I evpeniy logvinenkodico | ACcapiad
1 THBEOS- 1wx-LE &1.196 95 33 Mssampe content

laaked like non-spam

2012-09-27 0B:53:51 Tl 2 Comoao, oo UR Aica alice@erample.com svgenty logvinenkaflico  ACoepbed
91.196 9533 Rejecied then released
2012-00.27 DB:50:26 mxsry 1 dev.spamgatesy mail2 .comodo.od.ua Tucks uckenZexample.com evgeniy. logyvinenkod@co DRSjScisg

1 THTVY-0008 Cz-Ar 91.196.95.33 Blacklisted sandar

The 'Download’ button allows admin to retrieve from CASG a raw log of messages from the selected domain. The compressed
Exim4 log containing all entries for the selected domain can be downloaded from this interface.

Press the download button, the download dialog will open.

e
Opening cutgeing.csgdev.comodo.od.ualogs.zip M

You have chosen to open
g outgoing.csgdev.comodo.od.ua.logs.zip
which is & 77777 ZIP - WinRAR
from: http://jenkins.comodo.od.ua:9013
‘What should Firefox do with this file?

WinRAR.ZIP (default) -

™ Sawve File

[7] Do this automatically for files like this from now on.

[ ok ][ cancel |

You can choose to open the file by using the browse option or save the file in your system. The compressed log file will be saved
in the folder that you have configured for saving download files.

Users

Outgoing email messages should be checked for spam or malicious content because of the risk such content poses to the
organization’s reputation. Often the outbound email path bypasses the system that scans incoming emails from the internet, and
instead sends the emails directly out to the destination. Filtering the outgoing user's mail also prevent spam from reaching end
user mailboxes.

Configuring User's Email Client for Outgoing Mail Filtering
The email clients of the users added for outgoing email filtering are to configured to point to CASG service.
In the Account Settings interface of the user's email client, enter the following details:

e Smtp server: mxsrv1.spamgateway.comodo.com

e Connection Security: STARTTLS or SSL

e Port: 587
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*  Username: <username@domainname.com>

To access the 'Outgoing users' interface

e Click 'Users' from the 'Outgoing' drop-down menu in the menu bar or the icon in the 'Outgoing' configuration

zsers
area.

The 'Users' interface of the selected domain will open:
Qutgeoing users gl

& add  Bp Delete B Bdit | B Lock | @ Unlock | % Retresh | @ imporitromcsvile  2F import from Incoming users

Filters

Usermame Locked

127.0.0 2@ csgder comodo od ua
182 16E.75.182@cs gdev comada. ol ua
aaa1@csgdevcomada.adua
aaa2@csgdavcomaoda.adua
aaal@csgdavcomada.adua
accountsdephcs gdev cormado.od ua
AnnE@Cs Joevcomodd. ol ula
anni@cagdevcomada.odua
annagcsgdeveomada.ad.ua
annz1@csgdevcomada.od.ua
docteami@csgdev.comodood ua
evilsuni@osgdevcomoda.ad.ua

qaq10@Ecs gdev.comada.od.ua

qag 1 @csgde comode.od ua
qai2g@csgdeveomado odua

LI [1-15/25]

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search users
*  Click anywhere on the Filters tab to open the filters area.

Dashboard  Domain dashboard  Incoming | Outgoing  Email resirictions  Whitelist/ Blacklist  Account management

Dashboard & Domaing & Domain daghboard - cogdevcomodo odua & Oulgeing users

Outgoing users il

B ohdd | F Delete | Ty Bdit B Lock ol Unlock | 5% Refresh  F Importfromcsviile  2F import from Incoming users

Filters

You can refine your search much further by clicking ® to add more filters.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 71



COMODO

Creating Trust Online®

=

Dashboard  Domain dashboard  Incoming  Oulgoing  Email restriclions  Whitelist / Blackiel  Account management

u3 e Oubgoing users

Dashboard = Domains e Domain das
Outgoing users o

3 Add & Dlete % Edit | Lock @ Unlock 2% Refresh lﬁ, Impar from CSV file 5 Irnport from Incoming users

Filters =]
gk | Usemame - | equals - T Apply fitter
x Isarmamsa i ot eguals v

x Lsarmans h i conlaing b

3¢ | Usemame * | nol codaing v

x Isarmamsa - stars wih -

x Uzemame hd endiE with hd

You can remove a filter by clicking the % icon beside it.
*  Type the text in the third field box(es) and click 'Apply Filter'.

The application will search the respective column(s) according to the filter(s) set and display the result.

Following is the option in the first drop-down in the filters area:

Username: Displays the result based on the text entered in the text box for the 'Username' column.

The following filters are available in the second drop-down:
*  Equals: Displays the results based on the user name that was entered in full in the text box.
*  Not Equals: Displays all user(s), except the one entered in the text box.
»  Contains: Displays all user(s) that contains the words entered in the text box.
*  Not Contains: Displays all user(s) that does not contain the words entered in the text box.
»  Starts With: Displays all user(s) that starts with the words entered in the text box.

*  Ends With: Displays all user(s) that ends with the words entered in the text box.
Click anywhere on the Filters tab to close the filters area.

. %% Refresh . .
Click the button to display all the outgoing users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

To add a new user
¢+ Click the 'Add' button.

Outgoing users (@)
& Delete | By Eait Lock @ Unlock %G5 Refresh & importfromcsvrie = 2F import from Incoming users
Filters

Username Locked

127.0.0. 2@csgdev.comodo.od.ua
192.168.75.182@csgdev.comodo.od.ua

B L L L G

The 'Add outgoing user' dialog will open.
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Add outgoing user =l

Llsername Domain Password

| csgdev.comodo.od.ua

Edit outgoing settings

Save Cancel

+ Enter the username of a new user that will be first part of the email address. For example, testuser. The email address
of the added user will be testuser@testdomain.com.

+ Enter the password in the Password filed. If the 'Password' field is left blank, then the 'Username’ must be an [P
address, and any connection from that IP will be considered authenticated without needing to use SMTP AUTH (Note:
authorizing IP addresses may be disabled on the system).

+  Click the 'Edit outgoing settings' to set the outgoing user's measures. The 'Add outgoing settings' dialog will expand:

Add outgoing user Ed

lsermmame Diamain Passwaord

csgdevcomodo.od.ua

Edit outgoing settings

Block outgoing spam/Automatic lock: ©/Block outgoing spam
@ Automatic lock

User lock timeout: | 1 +
Maximum unlocks by timeout; | 1 »
Enable outgoing limits:
Limit per hour: | 30 -
Limit per minute: | 10 -
Walid sender address required:
Maximum number of recipients per day: | 10 -
Invalid recipient limit: | 44 4
Maximum days to retry; |3 -+
Qluarantine response: | Rejected bl

Save Cancel

»  Block outgoing spam/Automatic lock — Tip this setting if you wish to enable spam filtering on outgoing email /
enables to automatically lock outgoing mails.
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»  User lock timeout — Allows you to to change the user lock timeout.

*  Maximum unlocks by timeout - Change the maximum number of unlocks per user timeout.
»  Enable outgoing limits — Allows you to activate /deactivate limits on outgoing mail.

e Limit per hour - The amount of outgoing mail that can be sent per hour.

*  Limit per minute - The amount of outgoing mail that can be sent per minute.

» Valid sender address required — Allows you to verify that it requires a valid sender address.

«  Maximum number of recipients per day - Allows you to configure the maximum number of recipients a sender can
make per day.

* Invalid recipient limit: - Allows you to configure the amount of invalid recipients a sender can make per day.
*  Maximum days to retry - The amount of days to retry with the Automatic retry schedule.

*  Quarantine response — Determines the response that CASG will send to the SMTP server that delivered a
message in the event that the mail is identified as spam.

Note - If you have enabled quarantine functionality, then spam/malicious mail will be quarantined (and not delivered to the
recipient) regardless of your choice here. These options merely determine what message CASG will send back to the SMTP
mail server.

Options:

*  Rejected - Will inform the SMTP server that the email has been rejected by CASG and placed in quarantine. (By
default is ‘Rejected’.)

*  Accepted - The email has passed the CASG spam filters and detected as a spam will be placed in quarantine in
silent mode.

+ Click the 'Save' button.

Outgoing users il

B oAdd . 5 Delete | Fp Edit | f Lock | @ Umlock % Refresh | & importfromcSveile | SF Import from incoming users

Filters

LFsarmame Locked

127.0.0.2@csgdev.comads.od.ua
192.158.73.182@ csgdev.comodo.od.ua
aaf@csgdev.comode.od.ua

To delete an existing user

»  Select the user you want to delete from the list and click the 'Delete' button.

OQutgoing users g

B add ‘.- S edit | § toek o Untock %5 Refresh | & importfrom cSViile  SF import from Incoming users
Filters

Usermanme Locked

gagiS@csgdev comodo.od.ua
qaqiG@csgdev.comado.od.ua
GaaIT@csadev.comodo.od.ua
GIdECEgd Comodo. od.ua
" estuseng@cs gdev.comodo, od.ua
festuseri@csgdeveomodo.od.ua
testuserd@osgdevcomaodo.od.ua
testuserd@csgdevcomodo.od.ua

Wil b2 [16-23123)

Tip: You can select multiple users to delete by pressing and holding the Shift or Ctrl keys.
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% Are you sure you want to delete the selected
¥ users?

OK : Cancel

Click 'OK' to confirm your changes.
To edit an existing user
You can reset password, adjust the outgoing settings allocated from the 'Add outgoing user' interface.

Select the user you want to edit from the list and click the 'Edit' button.

Outgoing users )
& Add & Dalate i@ Lock @ Unlock | §% Refresh & Impon from CSV file ; Import from Incoming users

Filters
Username Locked

127.0.0 2@ csgdev.comodo.od.ua
192.168.75.182ig@ csgdev.comodo.od.ua

o B et e el e

The 'Edit outgoing settings' dialog box will be displayed.

Edit outgoing settings for testuser@csgdev.comodo.od.ua Ed
Username Domain Password
testuser csgdev.comodo.od.ua 1

Edit outgoing settings |

Block outgoing spam/Automatic lock: ©/Block outgoing spam
@ Automatic lock
User lock timeout. | 1 Z

Maximum unlacks by timeout. | 1 oy

Enable outgaing limits:

Limit per hour; | 30 Z

Limit per minute: | 10 oy

Yalid sender address required:

Maximum number of recipients perday: (10 <
invalid recipientlimit. (44 <]
Madmumdaystoretry: (2 <
Quarantine response. | Rejected v |

| Save | | Cancel |

Click the 'Edit outgoing settings' button.
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Reset a password in the Password field in case it is forgotten.
*  Click the 'Save' button to confirm your changes.
To lock / unlock user account email manually
This button prevents sending any suspicious outgoing mails manually. Select the outgoing mail and click 'Lock / Unlock' button.

Outgoing users 17 )]

Add Deleta Edit Lock Uniock Kefresh “ Import from CSV file Import from Incoming users
pe & & ] o ® & :

Filters

Lisermanme Locked
127.0.0 2@ csgdeavoomodo.ad.ua

192.168.75.182@csgdevcomado.od.ua
(Gaa1@csadevcomodo od.ua manual )

To import from CSV file

Administrators can import many users from a file to the outgoing users list at a time. The users should be saved in the format
shown below as an example:

user1,domainname,password
user2,domainname,password

e Click the 'Import from CSV file' button to import outgoing users from a CSV file

Outgolng users L
B noa | S veiete | 5 Bdii ff Lock | g Unlock | 55 Refresh ZF import from ncoming users

Filters
Ui pinaine: Locked

sdasddcsgdev comodood ua

*  Click 'Browse..." and navigate to the location where the file is saved and click the 'Open' button.

Ipload ﬁ

Upload csvfile.
Each line should contains three columns:
usernarme,domain,password Q Browse...

For example:
testusertestdomain testpassword

Upload Cancel

»  The upload process is now ready. The maximum size of the file that can be uploaded is 9 MB. If you want to select
another file, click 'Cancel' at top right side of the upload dialog. If you want to cancel the upload process, click the
'Cancel' button located at the bottom.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 76



cCOMODO

Creating Trust Online®

Upload ﬁ
Upload csv file. @’Calfcel
Each line should contains three columns: outgoing_users ooy

Username,domain,password

For example:
testusertestdomain testpassward

Upload Cancel

e Click the 'Upload' button to add new outgoing users.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not

imported task.

Dashboard Domain dashboard Incoming~ Outgoing~ Email management~  Whitelist / Blacklist -  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Outgoing users

Qutgoing users (@)

Importisin process. Please wait

& Add & Delete & Edit @ Lock ﬂa Unlock ‘.". Refred & Remove import task ¥ Import from Incoming users

Filters

Locked

Username

*  On completion of the upload process, the users will be imported from the csv file.

Note: During 'Import from CSV file' process the 'Import from Incoming users' will not be possible till the upload process is
completed and vice-versa.

Import from incoming users

Administrators can add all incoming users to the outgoing users list by importing. If there was an outgoing user with the same
name, the import of incoming user will be skipped.

e Click 'Import from Incoming users' button.

Dashboard Domain dashboard Incoming~ Outgoing -~ Email management~  Whitelist / Blacklist ~  Account management =

Dashboard = Domains = Domain dashboard - csgdev.comodo.od.ua & Outgoing users

Qutgoing users (@)

= # Import from Incoming users

B Add | B petete B Edit (@ Lock g Unlock % Refresh & Import from CSV

Filters

Username Locked

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes on/y a remaining part of not

imported task.
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Dashboard  Domain dashboard  Incoming~  Outgoing ~

Email management ~  Whitelist / Blacklist~  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Outgoing users

Outgoing users

Importis in process. Please wait 8
2 Add | g Delete Gy Edit Lock | @& Unlock % Refresh & Importfromcsvik  S% Removeimport task

Filters
Username

Locked

The administrator will receive a notification about the import task completion to his email. This notification mail contains the
import of users data.

C| coMono
L / Antispam Gateway
Import users task for domain esgga.comodo.od.ua is finished

| Result

ETotal lines processed: 9

| Imported users: 9

Having Trouble? Support is here to help. Open a Ticket at hitps:isupport.comodo.com or call 1.888.COMODO (286.6361)

3.2.1.4.3 Email Management

From this interface an administrator can configure the maximum size of each email and select the file types of attachments to be

allowed. An administrator can also choose to release or reject requests from users for releasing quarantined emails, adding
senders to blacklist and whitelist.

Email management

By ¥ D >3 >3

Email size Blocked Released Blacklisted Whitelisted

re Sirceon EXIENSIONS requests requesis requests

Click the following links for more details:
«  Email size restriction
»  Blocked extensions
*  Released requests
»  Blacklisted requests
*  Whitelisted requests
Email Size Restriction

In order to avoid your domain storage space getting used up quickly due to large size of emails, CASG allows you to set the
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maximum size of each email that are allowed. Administrators have a choice of restricting email size of up to 250 MB. If you
require to set the size of email more than 250 MB, please contact your account manager at Comodo or please open a ticket at
support.comodo.com or call 1.888.COMODO (2666.6361) and have your account number ready.

To set email size restriction

e Click 'Email size restriction' from the 'Email management' drop-down menu in the menu bar or the % icon in the
'Email management' configuration area

The 'Email restrictions' interface of the selected domain will open:

Diashboard Darmaln dashboard Incoming = Outgoing ~  Emaill management = Whitelist / Blacklist = Account management -
Dashboan] & Domaing & Domain dashboard - ceqdesicamoadood ua & Email size restricior
Email size restriction il
Email size restiction (MEY | 100 =
Save

*  Enter the maximum allowed size (up to 250 MB) of each email that you want to set in the 'Email size restriction' field.

If you enter a value more than 250 MB, an alert will be displayed to contact your account manager at Comodo and the email size
will be automatically set as 250 MB.

Email size restriction i
Incarract capacity valua. Value musd be betwaan 1 and 250. Hyou raquire mare then 250Mb pleasa call us. B
Email zize restriction (ME): | 260 b
Sarvn

*  If you want to set the size above 250 MB, please open a ticket at support.comodo.com or call 1.888.COMODO
(2666.6361) and have your account number ready.

»  Click 'Save' to confirm your changes.

Note: Incoming and outgoing emails with size more than the value set here will be quarantined.

Blocked Extensions

CASG has the ability to restrict certain type of files that are attached with emails from being delivered to the recipients. For
example, a file attachment with .exe extension with malicious code has the potential to run automatically while being
downloaded and infect the recipient's computer.

To add file extensions to be blocked

=

»  Click 'Blocked extensions' from the 'Email management' drop-down menu in the menu bar or the ‘& icon in the
'Email management' configuration area

The 'Blocked extensions' interface of the selected domain will open:
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Blocked extensions !

fd aoo | (g Daete | [ Resetiodefaul

Blocked exiension
bat
bim
vl
Com
cpl
(-]
e
Ink
msi
[
[
reg
EL
vbs
url

The list of default blocked extensions is displayed. You can sort the blocked extensions list alphabetically in ascending or
descending order by clicking the 'Blocked extensions' title bar.

e (Click the 'Add' button to include another blocked extension

The 'Add blocked extension' will be displayed.

Add blocked extension N
Domain csgdev.comodo.od.ua
Blocked extensions ;i; | |
Save Cancel

¢ Enter the extension name to be blocked in the text box

You can add many extensions at a time by clicking the ¥ icon.

Add blocked extension =
Damain csgdevcomodo.od.ua
Blocked extensions B |chm |

ﬁ |ade |

Save Cancel

e (Click the 'Save' button
The entered extensions will be added to the list.

¢ To delete an extension, select it from the list and click the 'Delete’ button
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Blocked extensions (7]

fd aga | [ {4 Resatodefault

Blocked exiension
bat
bim
cmd
COMm
cpl
(-]
e
ink
msi
il
[
req
EL
vbs
url

An alert will be displayed to confirm the delete extensions.

Delete extensions Ed |

Are you sure you want to delete the selected
extensions?

Cancel

Tip: You can select multiple extensions from the list to delete by pressing and holding the Shift or Ctrl keys.

The selected blocked extension will be deleted from the list and email attachment with this file extension will be allowed provided
it passes the size restriction filter.

Click the 'Reset to default' button to restore default blocked extensions in CASG.
Released Requests
An administrator can choose to release or reject requests from users for releasing quarantined emails from their accounts. The

release requests from users will be notified to all admins for that accounts via emails and will also be displayed in the interface.
The users who requested for release of quarantined emails will also receive email notifications.

Note: User who have been assigned as 'Power User' can release quarantined mails without approval from the administrators.
See the section 'Groups & Permissions' and 'Managing Permissions' for more details.

To open the released requests interface

OF
»  Click 'Released requests' from the 'Email management' drop-down menu in the menu bar or the 'Jé icon in the
'Email management' configuration area

The 'Release requests' interface will open:
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Cashboard = Domgins = Domain dashboand - csgdevcomodo.od ug & Ralaazed requesis
Released requests [

'j Shiied 10 S S0np 'j Sl o S50 i nEw window 45 Accep & Ruject '= Pl sl

Filtars
User  Subject From To cC Dknta (GIAT +3) Reason Size (WE1 | 0
nab Froet ey e SRODEET Gur Wil O ored e b ':|@ Sodevcornpda gl jsm ".'.U'-‘.'I! | Mov 2T, 2012 spar 6.5
communication® | expactad mona, Jigal cwilecavoteddGEvahan coms 12:45:33 P urlbl
nob Fe By boilay Wile Coyobe bob@csgdevcomoda. o0 JSmithigos Mow 27, 2012 SpaEm B4
=eil@covotef Gy ahon cam s 12:25:02 P External patiem
rmatch

(Sanesecyurite Junk

The list of emails that users requested to release will be displayed. The list contains eight columns providing information about
the requested user, subject, the sender, details of the recipients, details of recipients in CC list, the date they were sent, the
reason they were quarantined and the size of the email. The last column indicates whether there is any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search released requests

Click anywhere on the Filters tab to open the filters area.

Drashiboarnd Domain dashboard Incoming =  Outgoing = Emall management = Whitelist f Blacklist = Account management =
Dashboard & Domains & Domain dashboard - cegdevcomodo od ua & Reledsed requasts
Released requests [

T show message | T Show messageinnew window 4% Accept 45 Reject | $5 Refiesh

Filters

[T Suldect Fromm To CcC Dt (GMIT +3) Reason Size (HE | A

You can refine your search much further by clicking # to add more filters.

Dashiboard Domaln dashboard Incoming -~ Outgoing ~  Emall management = Whitelist / Blacklist = Account management -
Dashboard & Domains & Doman dashboand - cepdevcomadood ua & Released requests
Released requests gl

[} show message @) Show message Innew window | By Becept | @ Reject | %5 Refresh

Filters =
gk | Subject * | contains - T Apply it

x Fram * | wortains -

b4 To * | contains hi

¢ Dale | equals - el

x Reason - cortaing i

3 Size (kE) * | lessthan |0 -

Use Saibjisct Fiodn To cC Drale (GIMT +3p Reasii Size (KE) ﬂ
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You can remove a filter by clicking the ﬁ icon beside it.
»  Type the text or select in the field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
«  Subject: Displays the result based on the text entered in the text box for the 'Subject’ column
«  From: Displays the result based on the text entered in the text box for the 'From' column
«  To: The results are filtered based on the text entered in the text box for the 'To' column

*  Reason: Displays a quarantined mail according to the selected reason (e.g., “Spam”, "Content", “Malicious
attachment”, “Scored 0.5/1.0")

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

»  Contains: Displays all quarantined mails that contain the words entered in the text box
*  Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
o Starts with: Displays all quarantined emails that starts with the words entered in the text box
«  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Displays the results according to the selected date in the third box from the calendar

«  Size (KB): Displays the results according to size of the mail selected or entered in the third box
When you select 'Date' option in the first drop-down, the following filters are available:

«  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

»  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

When you select 'Size (KB)' option in the first drop-down, the following filters are available:

*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
«  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box
Click anywhere on the Filters tab to close the filters area.

. “% Refresh . . .
Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Released Mails
The details such as user, subject, sender, recipient , date, reason and size of the mails requested for release can be viewed in
two ways:

*  Inthe same CASG window

*  Inanew CASG window

To view details of requested mails for release in the same CASG window:
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* Inthe released requests area, select the mail that you want to view and click the 'Show Message' button.

or
*  Click on the email link in the subject column that you want to view its details.

Dashboard Dormain dashboand Incoming =  Outgolng = Emaill management = Whitelist / Blacklist = Account management -

Cashbosrd & Domain: = Domain dgshboard - csgdevcomodo.pd.us s Ralaased requests

Released requests s
@ 'j Slhiivwd I SSampe in nEw window 4% Accep 4 Ruject 'ﬁ Pl sh
FilteTs
User | Subject From [ Lol Diae (GMT +3) & | Reason Size (HE) i
nab Fow iftny wie stopped our wile Cowobe bobgEcsgdevcormnodo.or jsmithd@es) Moy 27, 2012 A 4]
cammunicabon? °| expectad mora, Jlpal cwilacovoie '.;"Jbug'.'-;r'.‘:l cam* 124533 P urlbl
nob Fe Buy today Wile Caoyate bobi@csgdeveomoda.od |smish@osr Mov 27, 2012 Spam 8.4
=vilacovoied e Eyahoa coms= 122502 P Extarnal patiem
match
(BanesecurtJunk

The details of the selected email will be displayed.

E-mail B3

Normal All headers

4% Accept 45 Reject

Subject  Fw: Why we stopped our communication? "l expected more, Olgal
From  Wile Coyote <wilecoyote696@yahoo.coms>
To  bob@csgdevcomoade.od.ua
CC  jsmith@csgdevcomodo.od.ua

[ate  Tue Nowv 27 12:45:33 EET 2012
{GMT +3)

Size G6.5HKB
Action  Release requested

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it.
If the mail is accepted, it will be released to the user's inbox. If it is rejected, the email will be no longer in the released emails
list. Please note that emails will continue to remain in the Quarantined list irrespective of the action taken.

To view details of requested mails for release in new CASG window:

* Inthe released email area, select the mail that you want to view and click the 'Show message in new window' button
or right-click and select to open in a new tab or new window.
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Dashboard & Domalns & Domain dashboard - coadevcpmodo od. Ua & Released requests

Released requests )

'3 Slwow inessage j Showi e Sage i ik wiikdow

Iy Mccept | 4 Reject | 9% Refiesh

Filters
(L-ET Subject Frodn Ta CcC Dt {GIT +3) Reasod Size (KB} fl
bk Fwt Wiy wee stopped our Wile Coyote bobi@csgdavcomodooo jsmithi@cs) Moy 27, 2012 Spam 6.5
comrmunication? 1 expectad mone, Oloal =wilecoyobebatgEyahon com= 124533 FM b
bob Fwt Buy foday Wila Coyote bobi@csgdevcomodo.or jsmithi@cs) Moy 27, 2012 £pam a4
=wilgc o0 bes 6 Evahoo com= 12:25:02 PM Euternal pafiem
match

(BanesecurityJunk

The details of the selected mail will be displayed in a new CASG window.

E-mail )

Hoimal | All haadars
45 Rccept | g Reject
Subject  Feit Why wie stopped our comimunication? "] expacted mosa, Olgal
From  Wile Coyote <wilecoyote606ayalon. com>
To hobd csadeccomada,od.ua
CC et csgdecomada,od.ua

Date  Tue Mow 27 12:45:33 EET 2012
AGMT +3)

Skze  G.5HB
Action  Raladss adquestad

To accept the release request from users

After viewing the details and ensuring that the selected email is not a spam you can choose to release the mail to the recipient.

e Select the mail that you want to release and click the "Accept’ button.

Dashboard Damain dashboard ncoming =  Outgaing = Email management = Whitelist £ Blackdist = Account managernernt =

Cashboard & Domaing & Domain cashboard - csqdescomodo.od ug & Released requesis

Released requests gl
T Showmessagpe [T Show messaue innew window {45 Accept ) 45 Reject %% Refrosh

Filters
Usar Subjact Fom To C [hate (GRT +3) Haason Size {HE) ﬂ
nak Fet Wity e sloppad our Wlile Comaba bob@csgdevcornoda. o jEmilha@cs Mov 27, 2012 Spam 6.5

cammunication? *| expectad more, Mgal <wilecoyoieG96iyahon com= 124533 P urlbl
wob F BILy foday Wlile Conote bob@cegdaycomodo.ol Jemih@os) Mo 27, 2012 Spam B84
=wilacayoteGAGEyahon. cams= 12:25:02 PM Extarnal patiem
match

(Ganasecurity Junk

An alert will be displayed to confirm the release of selected email to the respective user.
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Accept ermail EBE3

@y Arevou sure you want to acceptthe selected
@ ernail?

OK Cancel

e Click 'OK" to confirm the acceptance.

The email will be released to the user and the mail will no longer be in the released mail list. However, it will continue to remain
in the Quarantined list.

To reject the release request from users

After viewing the details of the email and if not satisfied with its authenticity you can choose to reject the request from the user.

e Select the mail that you want to reject and click the 'Reject' button.

Dashboard Damain dashboard Incoming = Outgoing = Email management = Whitelist £ Blackdist = Account managermernt =

Daghboard & Domaing & Domain éashboard - cagdes comodo.od.us & Ralaazed requesis

Released requests I
T Showmessage [T Show message innew window 45 Accept | 45 Rejoct ) 4% Refrosh
Filters
Uiser Subject From To [ Dae |GRMT +3) Reasen Size {HE) ﬂ
nab Fw Wty i Soppead our Wilile Coyata babEcsgdevcormoda. o jEmilhaglcs Mow 27, 2012 Spam B.5
communication? "l expactad mora, digal <wilecayoiebd6@yahon. com= 12:45:33 P uribl
nob Fww By foday Wilile Coyote bob@cegdevcomoda.or Jsmithd@cs; Mow 27T, 2012 spam B4
=wilacayoleG9GEyaho. com= 12:25:02 PM Extarnal pafiem
match

(Sanesecurity Junk

An alert will be displayed to confirm the rejection of selected email.

Reject ermail Ed

s Areyou sure you want to reject the selected
@ ernail?

K Cancel

e Click 'OK' to confirm the rejection.

The email will not be released to the user and the mail will no longer be in the released mail list. However, it will continue to
remain in the Quarantined list.

Blacklisted Requests
CASG allows users to send requests to their email account administrators to add senders to blacklist. Administrators in addition

to receiving emails for these requests also can view the list of such requests in 'Blacklisted requests' section of the administrator
interface under 'Email management' section.

To open the blacklisted requests interface

@2

Click 'Blacklisted requests' from the 'Email management' drop-down menu in the menu bar or the — icon in the
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'Email management' configuration area

The 'Blacklisted requests' interface will open:

germent * Wik

Dashboan] & Domains & Domain gashboand - ceqdenicomodo od ua & Blackiisied reguest

Blacklisted requests [

[T} Show message  [T) Show message in new window 45 Accet 45 Reject | 9% Refiesh

Filters
User  Subject From To [ Diater 4iGIAT +3) Reason Size (KEY |
bk Few Why we stopped our Wile Coyole pobi@csgdev comodo.or jsmidthiEosg Mov 2T, 2012 spam 6.5
cormmunicalion? | expecled rmore, Olgal =vilecoytedaiErahon coms= 124533 FM I
baob Fr. Re[7): Updated prices: gronica wilecoypieEiE@yahoo o jsmithizesg Mov 26, 2012 spam BT
=HETOMCaEeample coms= b _'U"g:u‘;l:ldl 121245 PM Exernal patlern
match

(Sanesecuritt.lunk

The list of emails that users requested for adding to blacklist will be displayed. The list contains eight columns providing
information about the requested user, subject, the sender, details of the recipients, details of recipients in CC list, the date they
were sent, the reason they were quarantined and the size of the email. The last column indicates whether there is any
attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search blacklisted requests

Click anywhere on the Filters tab to open the filters area.

Dashboard Domain dashboard incaming = Ouwtgoing = Email management = Whitelist / Blacklist = Account management =
Dashboard < Domaing & Domain dashbogrd - csadevcomodo odua < Blacklisted requests
Blacklisted requests bt

-} Show message [T Show message innew window | 45 Accept | 4% Reject %% Refresh

Filters =

P Subject ¥ | |containg - T apptynimes

You can refine your search much further by clicking # to add more filters.
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Dashboard Domzin dashboard Incoming = Cutgoing = all manzgement = Whitelist 5 Arcount manzgement =

#% Dlacklisted requasts

Blacklisted requests )

[T Show message (D) Show message innew window 45 Accept | U5 Reject % Refresh

Filters =
g | Subjett * | contains 4 T Appiy filter

3 (From * | contains -

x Ta * | confains hi

3 |Date * |equals - [

x Reasan * | conlains -

3 |SieikE * | less man |0 -

User Sulsject Fradu Ta CC Date (GMT 3} Feason Size (KB} ﬁ

You can remove a filter by clicking the * icon beside it.
»  Type the text or select in the field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
«  Subject: Displays the result based on the text entered in the text box for the 'Subject' column
«  From: Displays the result based on the text entered in the text box for the 'From' column
«  To: The results are filtered based on the text entered in the text box for the 'To' column

*  Reason: Displays a quarantined mail according to the selected reason (e.g., “Spam”, "Content", “Malicious
attachment”, “Scored 0.5/1.0")

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

»  Contains: Displays all quarantined mails that contain the words entered in the text box
«  Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
«  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Displays the results according to the selected date in the third box from the calendar

«  Size (KB): Displays the results according to size of the mail selected or entered in the third box
When you select 'Date' option in the first drop-down, the following filters are available:

«  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

»  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

»  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

When you select 'Size (KB)' option in the first drop-down, the following filters are available:
*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
«  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box
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Click anywhere on the Filters tab to close the filters area.

. "'1.'." Refresh . ) .
Click the button to display all the quarantined emails.

Note: To display all the quarantined emails after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Blacklisted Requests
The details such as user, subject, sender, recipient , date, reason and size of the mails requested for blacklisting can be viewed
in two ways:
*  Inthe same CASG window
* Inanew CASG window
To view details of blacklisted requests in the same CASG window:

* Inthe blacklisted requests area, select the mail that you want to view and click the 'Show Message' button.

or
*  Click on the email link in the subject column that you want to view its details.

Dashboard Damain dashboard Incoming =  Outgaing = Email management = Whitelist f Blacklist = Account management =

Dashboard e Doraing e Dornain dashboand - csgdes comado.od ua & Blackisted requests

Blacklisted requests I

[Th Showmessage J (7§ Show message nnew window 45 Accept 45 Reject G5 Refresh

Filters [+
Uaer  Subject Fiaim To cC ki (GIAT +3) Rt Size (KB A
ok Fe: Wity we stopped our Wille Cowote bobi@e sgdeveomodo.od [SmishiEos) Mow 27, 2012 SpaEm 6.5
cammunication? | expected mone, Dlgal swilscovoled A6EEyaho0 com= 124532 P urlbi
noh Fuw: Re{7): Lipdaied pricas #ronica wilecoyobe GG Eyahon.c jsmithidics| Mov 26, 2012 Spam 5.7
seronca@eample coms bob@csgd 121845 P External pattem
rmaich
{Ganesecurty.Junk
']
The details of the selected email will be displayed.

E-mail

Normal All haaders

4 Accept 45 Reject
Subject  Fwe Why we stopped our communication? “l expected more, Olga!
From  Wile Coyote <wilecoyoteGoG@yahoo.com=
To  bobi@csgdevcomodo.od.ua
CC jsmith@csgdevicomodo.od.ua

Date  Tue Nowv 2T 12:45:33 EET 2012
{GMT +3)

Size  6.5HKB
Action  Blacklist requested

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.
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Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for blacklisting the sender. If the mail is accepted, the sender will be added to 'Sender blacklist'. If it is rejected, the email will be
no longer in the blacklisted emails list. Please note that emails will continue to remain in the Quarantined list irrespective of the

action taken.

To view details of blacklisted requests in new CASG window:

* Inthe blacklisted requests area, select the mail that you want to view and click the 'Show message in new window'
button or right-click and select to open in a new tab or new window.

Account managemert =

Dashboard Damain dashboard Incoming =  Outgaing = Email management = Whitelist £ Blackdist =

Digshboard & Domaing & Domain dashboand - caqodes comodo.od wa & Blackisted requests

Blacklisted requests [
[Ty show message € [T Show message innew window ) 45 Accept 45 Reject 55 Refresh
Filters &
User  Subject Ficin To s Diale (GMT 43) & Reason Size (KB A
nab Fve Wil we stopped our Wiile Cowabe pobi@csgdevcompdo oo [Smith@os) Mo 27, 2012 SpaEn B5
cOmmURICAianT | Expeched rmone, CIgal =vwilecovoles I6Eyaho0 corm 1724532 PN urltl
nob Fvr: Rel7). Updaled prices gronica wilecovabefiGG@yahon.c jsmithdcs) Mov 26, 2012 Spam 5T
sveronicag@eample. coms bob@ecpds 121645 P Extarmal patem
malch
(Sanesecurity.Junk
"

The details of the selected mail will be displayed in a new CASG window.

E-mail &

Hormal All headers

45 Accept | 45 Reject
Sulect  Fuw Wi we stopgeed om conimamication? "1 exgpected more, Olgal
From  Wile Coyata <wilecoyoteGakayla.com=
To hobdcspievcomode.olua
CC o psmithd@csipbecomodo. sl

Dt Taw Moo 2T 124533 BET 2012
{GMT +3)

Size  6.5KB
Action  Blacklist reqeested

To accept the blacklist request from users

After viewing the details, you can choose to accept the request from user to add the sender to blacklist.

e Select the mail that you want to add the sender to blacklist and click the ‘Accept' button.
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Diashbhoary & Domains & Domain dashboard - cagdeycomodo.od us & Blackistad requests

Blacklisted requests wd
[Th show message  [Th Show message in new window -g feject 4% Refresh

Filters |
(1130 Saibject Fiaitn To [ Dkl (GIAT +3) Rexason Sire (KB} A
nab Fur Wity we stopped our Willle Coyobe bob@esgdew comodo.on jsmithi@cs) Mo 27, 2012 SparT 65

comrmunication? *| axpecied mare, Qlgal =wilecovoteG96Eyahoa com= 12:45:33 urlkil
bob Fw: Re|f): Updated pnces #ranica wilecoyoiebd@yahooc jsmith@cs Mov 26, 2012 spam 57
ErOMIaEexample coms nob@cegd 121845 P Extérmial pattarr
match

(Sanesecuribiunk

An alert will be displayed to confirm adding the sender to 'Sender blacklist'.

Accept ermail B3
o Areyou sure you want o accept the selected
ermail?
OK [ | Cancel

*  Click 'OK' to confirm the acceptance.
The sender of the email will be added to 'Sender blacklist'. See the section 'Sender blacklist' for more details.

To reject the blacklist request from users

After viewing the details of the email, you can choose to reject the request from the user.

»  Select the mail that you want to reject and click the 'Reject' button.

oard Damain dashboard Incoming =  Outgoing = Emal management -~ Whitelist f Blacklist = Account management =

Cashboard s Comaing < Domain dashboard - csadercomodo.od.ug s BlacHistad requests

Blacklisted requests .
[T} Show message [T} Show message in new window 45 Accept | 45 Reject M5 Refresh
Filters
[ E¥E Saibiject Fisin T [ Deate (GBAT 43 Riagan Size (KB} F
nab Fu Wity wee stopped aur Wiile Coyabe bob@:sgdercomodo.or Emithi@os) Nov Spar 6.3
comrmisnication? *| axpecied mare, Qlgal =wilecovotefid9hdEyahoa com= 124 urlbil
nab Fwr Re|T): Updated prces STt wilacoyotebd&@yahooc jsmithi@csy Mov 26, 201 2 Spam 57
=weronica@erample coms pob@csgd 121845 PM External patern
match

(Sangsecurblunk

An alert will be displayed to confirm the rejection of selected email.
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Reject ernail B3
G Are ol sure you want to reject the selected
@ ernail?
0K Cancel

»  Click 'OK" to confirm the rejection.
The sender will not be added to blacklist and the selected email will no longer be in the blacklisted emails list.

Whitelisted Requests
CASG allows users to send requests to their email account administrators to add senders to whitelist from their Quarantine
interface. Administrators in addition to receiving emails for these requests also can view the list of such requests in 'Whitelisted

requests' section of the administrator interface under 'Email management' section.

To open the whitelisted requests interface

%8
e Click 'Whitelisted requests' from the 'Email management' drop-down menu in the menu bar or the . icon in the
'Email management' configuration area.

The 'Whitelisted requests' interface will open:

Dashboard Domzin dashboard Incoming = Cufgoing = Emad manzgement = Whitelist / Blackiist = Account management =
Diashhnard & Domains & Domain dashsoard - ceodey comodo od.ua & Whilslisled requesis
Whitelisted requests LT

™) Showmessage [T} Show message innew window G5 Accept | S Reject %5 Refresh

Filters [ +]
User  Sashject From To (X Distar {GIT +3} Rirarsiaon Size (KB |
(ilid} Fiar Buy Today Wile Covole Bob@EesHEEy comodn il jSrmilh@ess Nov 27, 2017 SOAFT a4
sywipcoyolebd@yahoo com= 12:25:02 FM Exiemal patlerr
match
(SanesacyrikJunk
bob Fwar SALE gronica bobd@ezpdevcomodom ismithi@es: Moy 26, 201 2 spam 57
RroMCa@example.coms 12.04:58 Fm Exiemal pattern
malch

(Sanesscurity. Span

The list of emails that users requested for adding the senders to whitelist will be displayed. The list contains eight columns
providing information about the requested user, subject, the sender, details of the recipients, details of recipients in the CC list,
the date they were sent, the reason they were quarantined and the size of the email. The last column indicates whether there is
any attachment in the mails.

Sorting the Entries

Clicking any column heading switches the sorting of the entries based on the ascending/descending order of the entries as per
the information displayed in the respective column.

Using Filter option to search whitelisted requests

Click anywhere on the Filters tab to open the filters area.
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Dashboard Diomain dashboard Incoming = Outgoing = Emall management = Whitelist/ Blacklist = Account management =
Dashboard e Domsins & Domain dashbogard - ceedaveomono od ya & WWhielisted raquesis
Whitelisted requests i

Th show message  [T] Show message inow window 45 Accept U Reject 9% Refiesh

Filtars =
W Subject * | | conlaing - T apphy e
User  Subject From To cc Date (GMT +3} = | Reason size KB | B

You can refine your search much further by clicking # to add more filters.

Dashboard Domaln dashboard Incoming = Outgoing = Emall management = Whitelist f Blackist = Account management =

Dazshboard & Domains = Donyam dashbosod - csadercomodo. odus & Whiislisied requesis
Whitelisted requests I

T show message | Th Show message in new window 4y Accept 4 Reject %% Refiesh

Filtars =
5F | Subject v | | containg - T apty e

b4 From ¥ | contains -

SRR * | containg -

3 Date v equals i [

®x Feasan ¥ | contains -

o SEe kB * | lessthan v n -

User  Subject Fram Ta cC [iista {GMT +3) Reasan Size (KB} |

You can remove a filter by clicking the x icon beside it.
»  Type the text or select in the field box(es) and click 'Apply Filter'
The application will search the respective column(s) according to the filter(s) set and display the result.
Following are the options in the first drop-down in the filters area:
«  Subject: Displays the result based on the text entered in the text box for the 'Subject' column
«  From: Displays the result based on the text entered in the text box for the 'From' column
«  To: The results are filtered based on the text entered in the text box for the 'To' column

*  Reason: Displays a quarantined mail according to the selected reason (e.g., “Spam”, "Content", “Malicious
attachment”, “Scored 0.5/1.0")

When you select any one of the above options in the first drop-down, the following filters are available in the second drop-down:

»  Contains: Displays all quarantined mails that contain the words entered in the text box
*  Equals: Displays all quarantined mails that contain only the words entered in the text box
*  Not Equals: Displays all quarantined mails that do not contain only the words entered in the text box
*  Not Contains: Displays all quarantined emails that don't contain the words entered in the text box
»  Starts with: Displays all quarantined emails that starts with the words entered in the text box
*  Ends with: Displays all quarantined emails that ends with the words entered in the text box
Other options available in the first drop-down in the filters area:

«  Date: Displays the results according to the selected date in the third box from the calendar
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»  Size (KB): Displays the results according to size of the mail selected or entered in the third box

When you select 'Date' option in the first drop-down, the following filters are available:

»  Equals: Displays the quarantined emails that have the same date as the selected date in the third box from the
calendar

»  Less than: Displays the quarantined emails with dates less than the selected date in the third box from the
calendar

«  Greater than: Displays the quarantined emails with dates greater than the selected date in the third box from the
calendar

When you select 'Size (KB)' option in the first drop-down, the following filters are available:
*  Less than: Displays the quarantined emails with size less than the selected or entered size in the third box
»  Greater than: Displays the quarantined emails with size greater than the selected or entered size in the third box

Click anywhere on the Filters tab to close the filters area.

"'4"'.- Refresh

Click the button to display all the quarantined emails.

Note: To display all the whitelisted requests after using the filters option, you have to first click anywhere on the Filters tab to
close the filters area and then click the 'Refresh’ button.

Viewing Details of Whitelisted Requests
The details such as user, subject, sender, recipient, date, reason and size of the mails requested for whitelisting can be viewed
in two ways:

¢ Inthe same CASG window

*  Inanew CASG window

To view details of whitelisted requests in the same CASG window:

* Inthe whitelisted requests area, select the mail that you want to view and click the 'Show Message' button.
or

»  Click on the email link in the subject column that you want to view its details.

Dashboard Domazin dashboard Incoming = Cutgoing = Emal manzgement = Whitelist £ Blacklist = Account management =
Dashboard & Domains & Domain dashboard - ceodevcomodo od ua & Whilelisted requesls
Whitelisted requests i/
g Show message g Show Imessage innew window 45 Accept | 45 Reject 'ﬂr Fefresly
Filters
User  Sashject From Ta (X Dt {GMT +3) Rirasan Size (KB | B
ol Fwe Buy Today Wile Covole bob@esgdevcomodo ol jsmilh@es Now 27, 2017 SOarm a4
sywilecoyole bl @yahoo com= 122502 FW Exlemal patterr
match
(Sanesecurib.lunk
bob Fwr BALE @ronica bob@csgdevcomodom jsmithi@es) Now 26, 2012 Spam 57
=veromMcageample coms 120458 PM Exdemial pattern
malch

(Sanesacurity. Span

The details of the selected email will be displayed.
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E-mail E3

Normal All headers

45 Accept 45 Reject
Subject  Fw: Buy today
From  Wile Coyote <=wilecoyote696@yahioo.com=
To  bob@csgdevcomods.od.ua
CC jsmithidcsgdevcomodo.od.ua

[rate  Tue Nov 27 12:25:02 EET 2012
{GMT +3)

Size  B8.4KB
Action  Whitelist requested

To view the email headers, which contain the tracking information of the mail detailing the path it has crossed before reaching
the recipient, click 'All headers' tab. The headers give full details of the sender, route, recipient, sent date, mail type and so on
and enable you to check the authenticity of the mail.

Check the details of the mail and ascertain whether it is a spam mail or not. You can choose to either accept the mail or reject it
for whitelisting the sender. If the mail is accepted, the sender will be added to 'Sender Whitelist'. If it is rejected, the email will be
no longer in the whitelisted requests list. Please note that emails will continue to remain in the Quarantined list irrespective of the
action taken.

To view details of whitelisted requests in new CASG window:

»  Inthe whitelisted requests area, select the mail that you want to view and click the 'Show message in new window'
button or right-click and select to open in a new tab or new window.

Dashbozrm Domzin dashboard Incoming = Cutgoing = Emad manzgement = Whitelist / Blackiist = Account management =
Dashhoard & Domains & Domain dashBoard - ceadey compdo. od ua & Whilelisted eguesls
Whitelisted requests e
™) Showmessage T Show message invew window ) G5 Accept | 4 Reject %% Refresh
Filters 4]
Usi | Sashject Fromm To cc Dt {GIT +3) Rirasan Size (KB |
(<] [Fia ELIH loday Wile Covole bok '-i'l' SHEeV COMmOdo il Y il ﬁ.'l'."»l Mo 27, 301 sparm a4
sywilgcoyolebdf@yahoo com= 12:25:02 FM Extemal patherr
match
Sanesacuribdunk
oo Fwr SALE @ronica bobg@csgdevcomodou jsmith@os: Mo 26, 2012 spam 51
=IO :a-:TE'E‘ ample.coni= 120458 FM Extemial pathern
malch

(Sanesacurity. Spar

The details of the selected mail will be displayed in a new CASG window.
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E-mail L]

Hotmal Al haaders

4 Accept %5 Reject
Sulfect  Fat By today
From  Wile Coyote <wilecoyoteddyahon com=
To Db sl oo ol
L0 jsmithé@csodescomado.odaa

Date Tase Mo 27 12225502 EET 2012
GMT +3)

Size BAKB
Action Whitelist requasted

To accept the whitelist request from users

After viewing the details, you can choose to accept the request from user to add the sender to whitelist.

»  Select the mail that you want to add the sender to whitelist and click the 'Accept' button.

Dashboard Domazin dashboard Incoming = Outgoing =  Emafmanagement = Whitelist £ Blacklist = Account management =
Dashhoard & Domains & Domain dashBoard - ceodey compdo. od ua & Whilelisted eguesls
Whitelisted requests wd
Q Show Iessage 3 Show Inessage i ew wWindow & Reject '3 Refresl
Filters [+]
Usi | Sashject Froum T cc Dt {GMT +3} Riririan Size (KB} |
bob Fiar Buy oday Wile Coyole bob@csgdey comodo o jsmih@es Moy 27, 201 2 SRArT a4
swilecoyolebld@yahoo com= 122502 Fm Exdemal patierr
matih
Sanesacuribdunk
bob Fuar SALE gronica bobgespdewcomodoue jsmithi@os Moy 26, 2012 spam 57
=EroMca@eample. coms 12:04:58 PM Exlemial pattern
malch
(Sanesacurity. Span
1 M

An alert will be displayed to confirm adding the sender to 'Sender Whitelist'.

Accept email ﬁ
s, Areyou sure youwant to acceptthe selected
@ arnail?

0K Cancel

e Click 'OK' to confirm the acceptance.
The sender of the email will be added to 'Sender whitelist'. See the section 'Sender Whitelist' for more details.

To reject the whitelist request from users

After viewing the details of the email, you can choose to reject the request from the user.

*  Select the mail that you want to reject and click the 'Reject' button.
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ooing = Emad manzgemant = W BCkliS] Arcount management =
Diashhnard & Domains & Domain dashsoard - ceodey comodo ad.ua & Whilslislad requesis
Whitelisted requests LT
@) showmessage  [Th Show message innew window | 45 Accept{ & Reject e Pefieal
Filters [+]
Usir | Sashject From To (X Diata {GMT +3) Rirasan Size (KB) |
mod Fwr Buy 1oday Iile Coyote Bob@EesEey comodn il jSmilhi@ess Nov 27, 2017 SEAFT a4
wilgcoyole bl @yahoo com= 12:25:02 FW Exlemal patierr
match
(SanesacyrikJunk
o Fwr SALE gronica bobg@espdevcomodoue jsmithi@es: Mo 26, 2012 spam 51
EroMCaEeample.coms 12.04:58 Fm Exdemal pattern
malch

(Sanesscurity. Span

An alert will be displayed to confirm the rejection of user's request.

Reject ernail B3
G Areyou sdre you want to reject the selected
@ ernail?
0K Cancel

e Click 'OK' to confirm the rejection.

The sender will not be added to whitelist and the selected email will no longer be in the whitelisted requests list.

3.2.1.4.4 Whitelist / Blacklist

CASG allows the administrator of a domain to configure recipients or senders in whitelist or blacklist. While all filtering settings
are disabled for whitelisted recipients, all mails sent by blacklisted senders are automatically rejected. Administrators can also
choose to whitelist or blacklist a particular set of recipients/senders or a whole domain using wildcard character.

The Administrators can export the whitelists and blacklists to comma separated values CSV files, which can be used in future if
the users are to be re-added to the lists.

Whitelist / Blacklist =
Recipient Sender Recipient Sender
whitelist whitalist blacklist blacklist

Click the following links for more details.
*  Recipient Whitelist
«  Sender Whitelist
*  Recipient Blacklist
+  Sender Blacklist

Recipient Whitelist
Since all filtering checks for the whitelisted recipients are disabled, CASG recommends to use the option only for certain cases
such as postmaster or abuse@domain.com. The Administrator can:

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 97



cCOMODO

Creating Trust Online®

=

*  Add users to recipient whitelist

«  Export the list to CSV file for use in future

*  Remove users from recipient whitelist

*  Reset the list - Delete all whitelisted recipients except the default recipients by clicking the 'Reset to default' button

To configure recipient whitelist

»  Click 'Recipient whitelist' from the 'Whitelist / Blacklist' drop-down menu in the menu bar or the g icon in the
'Whitelist / Blacklist' configuration area

The 'Recipient whitelist' interface of the selected domain will open:

Dashboard Domain dashboard Incoming~ Outgoing - Email management~  Whitelist / Blacklist -  Account management =

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Recipient whitelist

€

Recipient whitelist

{g Addrecipient [ Removerecipient [ Resettodefault & ImportfromcCsViile & Exportto CSVfile

Recipient

abuse@csgdev.comodo.od.ua

postmaster@csodev.comodo.od.ua

By default, the selected domain will have 'abuse' and 'postmaster' as whitelisted recipients.

Adding Users to Recipient List

You can add recipients to white list in the following ways:
*  Manually adding the recipients
*  Importing from a CSV file

To manually add recipients
e Click 'Add recipient' to add a new user to the list

The 'Add recipient' dialog box will open.

&dd recipient El

E-mail jsmith @ csgdev.comodo.odua

Save Cancel

»  Enter the recipient's name in the E-mail text field and click the 'Save' button.

e Toadd a particular set of recipients to whitelist, prefix or suffix the wildcard * in the E-mail text field. For example, enter
*.stores for all the recipients in stores department to be whitelisted.

e To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
recipients in that domain will be whitelisted.

The recipient's name will be added to the list.
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Dashboard ~ Domain dashboard  Incoming~ Outgoing~  Email management = elist / Blacklist ~  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Recipient whitelist

Recipient whitelist

recipien emove recipien eset to defau &% Import from e | & Exportto e
[db Addrecipient [ R ipient | (g Resettodefault & 1 rt from CSV fil £, Export to CSV il
Recipient

abuse@csadev.comodo.od.ua

postmaster@csgdev.comodo.od.ua

jsmith@csgdev.comodo.od.ua

To import users to whitelist from CSV file

Administrators can import many users from a file to Recipient whitelist at a time. The users should be saved in the format shown
below as an example:

user1@testdomain.com
user2@testdomain.com
userd@testdomain.com

e Click the 'Import from CSV file' to import users to whitelist from a CSV file

Dashboard Domain dashboard Incoming~ Outgoing -~ Email management ~  Whitelist / Blacklist -

Account management -

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Recipient whitelist

it & ImportfromCsViile 3%

Recipient whitelist

€

@ Addrecipient [ Remove recipient |4 Resettodefa Export to CSV file

Recipient

abuse@csadev.comodo.od.ua

postmaster@csgdev.comodo.od.ua

»  Click 'Browse..." and navigate to the location where the file is saved and click the 'Open’ button.

Upload B

Upload csv file.

Each line should contains the username

with domain For example: Q Browse...
testuzerli@estdomain

testuser2igtestdomain

Upload Cancel

*  The upload process is now ready. The maximum size of the file that can be uploaded is 9 MB. If you want to select

another file, click 'Cancel' at top right side of the upload dialog. If you want to cancel the upload process, click the
'Cancel' button located at the bottom.

Ipload ﬁ

Upload csvfile, @?Cancel o
Each line should contains the username import_avhitelizt_cav_f

with domain For example:
testuser! @testdomain
testuzer2igtestdomain

Upload Cancel
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e Click the 'Upload' button to add new users.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Dashboard Domain dashboard Incoming~ Outgoing - Email management~  Whitelist / Blacklist -  Account management =

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Recipient whitelist

Recipient whitelist ()]
Importis in process. Please refresh browser

[« Addrecipient = [g Remove recipient [¢9 Resettodefault Remove import task 3 Export to CSV file
=

Recipient

On completion of the upload process, refresh the browser to view the imported users.

Dashboard Domain dashboard Incoming~ Outgoing = Email management - Whitelist / Blacklist - Account management =

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Recipient whitelist

Recipient whitelist @

H Add recipient & Remaove recipient E Reset to default @, Import from CSV file % Export to CSV file
Recipient

abuse@csgdev.comodo.od.ua

postmaster@csgdev.comodo.od.ua

useri@csadev.comodo.odua

user2@csgdev.comodo.od.ua

userd@csgdev.comodo.od.ua

userd@csadev.comodo.od.ua

useri@csadev.comodo.odua

userf@csgdev.comodo.od.ua

e The administrator will receive a notification about the import task completion to his email.

C* COMODO
(o’ Antispam Gateway

Recipient/sender import task for domain csgga.comodo.od.ua is finished

esult
| Total lines processed: 4

Imported users: 4

Having Trouble? Support i here to help. Open a Ticket at httpe:lsupport.comeds com or call 1.888.COMODO [266.6361)

Exporting the Recipient Whitelist to CSV file

The administrator can save the configured recipient whitelist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
»  Click the 'Export to CSV file' to save the list of whitelisted recipients as a CSV file
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Dashboard Domain dashboard Incoming -~ Outgoing~  Email management ~ hitelist / Blacklist =

Dashboard s Domains & Domain dashboard - csadev.comodo.od.ua S Recipient whitelist

Recipient whitelist

gl Addrecipient [g Removerecipient [g Resettodefault & importfromcsvale = & ExporttoCSViile
Recipient

abuse@csgdev.comodo.od.ua
postmaster@csgdev.comado.od.ua

File Download - Security Warning

userl@csgdev.comodo.od.ua
user2@csgdev.comodo.od.ua Do you want to open or save this file?
user3@csgdev.comodo.od.ua

userd@csgdev.comodo.od.ua @ Mame: RecipientWhitelist_csgdev.comodo.od.ua.csv
userS@csgdev.comodo.od.ua Type: Unknown File Type, 212 bytes
From: antispamgateway.comodo.com
userG@csgdev.comaodo.od.ua

Open ][ Save ]L Cancel |

l--‘“\ Wihile files from the Intemet zan be ugeful, this file type can
@ patentially harm your computer. |F you do nat trust the source. do nat
open or gave thiz software, What's the rigk?

Afile download dialog will be displayed.
»  Click 'Save' and navigate to the location in your computer and save the file.

Deleting Users from the Recipient Whitelist
*  To delete a recipient from the whitelist, select the recipient from the list and click the 'Remove recipient' button

Dashboard Domain dashboard Incoming -~ Culgoing - Email management - Whitelist / Blacklist - Account management ~

Dashbosrd S Domains & Domain dashboard - ceodevcomodo od ua S Recipient whitslist

Recipient whitalist P

(g aAodrecipiefi | " Remove recipient Reset todefault | & Importfrom csv e 8 ExportioCSV e

userBCepoev.comodn
USER@es oty Comode od ud
csQoev.comodo.nd

Gl 118

Tip: You can select multiple whitelisted recipients to delete by pressing and holding the Shift or Ctrl keys.

Rernove recipient(s) Ea

@i, Areyou sure you want to remaove the selected
@ recipient(s)?

K Cancel

e Click 'OK' to confirm your changes
Sender Whitelist

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 101



Comodo Antispam Gateway - Ad m__i__Qj____s_iratﬁrGUiﬂd; / coM0oDO

Creating Trust Online®

=

All the filtering checks for whitelisted senders to the recipients of the selected domain are disabled. Comodo strongly
recommends to use this option only when the system wrongly blocks emails from a certain trusted sender. The Administrator
can:

*  Add users to Sender whitelist

*  Export the list to CSV file for use in future

*  Remove users from Sender whitelist

*  Reset the list - Delete all whitelisted senders and make the list empty by clicking the 'Reset to default' button

To configure sender whitelist

e Click 'Sender whitelist' from the "Whitelist / Blacklist' drop-down menu in the menu bar or the § icon in the
'Whitelist / Blacklist' configuration area

The 'Sender whitelist' interface of the selected domain will open:

Dashboard  Domain dashboard ~ Incoming~ Outgoing~ Email management ~  Whitelist / Blacklist ~  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Sender whitelist

Sender whitelist '@)

{e Addsender [g Removesender [ Resettodefault & Importfromcsviie & Exportto CSVfile
Sender

wow@wad.com

Adding Users to Sender Whitelist

You can add recipients to white list in the following ways:
*  Manually adding the senders
*  Importing from a CSV file
To manually add recipients
*  Click 'Add sender' to add a new whitelisted sender

The 'Add sender' dialog box will open.

Add sender il
E-mail | | @) |

Save Cancel

»  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more whitelisted senders.

*  Toadd a particular set of senders to whitelist, prefix or suffix the wildcard * in the E-mail text field and senders' email
domain name after the @ symbol. For example, enter *.stores.com for all the senders in stores department to be
whitelisted.

*  To add a whole domain to whitelist, enter the wildcard * in the E-mail text field and email domain after the @ symbol
and click the 'Save' button. Now all the senders with the domain name entered will be whitelisted.

The list of whitelisted senders will be displayed.
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Dashboard ~ Domain dashboard ~ Incoming~ Outgoing~  Email management ~ elist / Blacklist ~  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Sender whitelist

Sender whitelist @

g Add sender & Remove sender 3 Reset to default &, Import from CSV file Q, Export to CSV file
Sender *

alice@gmail.com
bdagwood@jcdithers.com
duncan@aol.com

To import senders to whitelist from CSV file

Administrators can import many senders from a file to Sender whitelist at a time. The senders' address should be saved in the
format shown below as an example:

sender1@domainname1.com

sender2@domainname2.com

sender3@domainname3.com

*  Click the 'Import from CSV file' to import senders to whitelist from a CSV file.

Dashboard ~ Domain dashboard  Incoming~ Outgoing~ Email management~  Whitelist / Blacklist ~  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Sender whitelist

Sender whitelist @

3 Add sender M Remove sender E Reset to defaul @, Import from CSV file Q, Export to CSV file
Sender
alice@gmail.com
bdagwood@jcdithers.com

duncan@aol.com

»  Click 'Browse...' and navigate to the location where the file is saved and click the 'Open' button.

Upload E3

Upload csvfile.

Each line should contains the username

with domain For example: Q Browse...
testuser! @testdomain

testuzer2igtestdomain

Upload Cancel

*  The upload process is now ready. The maximum size of the file that can be uploaded is 9 MB. If you want to select
another file, click 'Cancel' at top right side of the upload dialog. If you want to cancel the upload process, click the
'Cancel' button located at the bottom.
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Upload B

Upload csvfile. & Cancel

Each line should contains the username irnport_sender_whiteli
with domain For example:

testuserli@testdomain

testuser2i@testdomain

Upload Cancel

e Click the 'Upload' button to add senders.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Dashboard Domain dashboard Incoming~ Outgoing~ Email management~  Whitelist / Blacklist -  Account management =

Dashboard & Domains & Domain dashboard - csadev.comodo.od.ua S Sender whitelist

Sender whitelist (@)
Importis in process. Please refresh browser B8
{g Addsender [g Removesender [g Resettodefault =B Removeimporttask = & Exportto CSVfile

Sender *

alice@gmail.com
bdagwood@jcdithers.com
duncang@aocl.com

On completion of the upload process, refresh the browser to view the imported users.

Dashboard Domain dashboard Incoming~ Oufgoing =~ Email management~  Whitelist / Blacklist -  Account management =

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Sender whitelist

Sender whitelist @

g Add sender & Remove sender 3 Reset to default &, Import from CSV file ,Q, Export to CSV file
Sender

alice@gmail.com
bdagwood@jcdithers.com
duncan@aol.com
senderi@domainnamet.com
senderZ@domainnamez.com
sender3@domainname3.com

e The administrator will receive a notification about the import task completion to his email.
C‘* COMODO
‘. Antispam Gateway

Recipient/sender import task for domain csgga.comodo.od.ua is finished

' Result
: Total lines processed: 4

Imported users: 4

Having Trouble? Support is here te help. Open a Ticket at https:support.comeds, com or call 1.888.COMODO (266.6361)
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Exporting the Sender Whitelist to CSV file

The administrator can save the configured sender whitelist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
»  Click the 'Export to CSV file' to save the list of whitelisted senders as a CSV file

Dashboard Domain dashboard Incoming~ Outgoing = Email management -  Whitelist / Blacklist - Account management =

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Sender whitelist

Sender whitelist

€

{g Addsender = [g Removesender [ Resettodefault =& Importfromcsviid & ExporttoCSViie

Sender

alice@gmail.com
bdagwood@jcdithers.com File Download - Security Warning
duncan@aol.com

Do you want to open or save this file?

senderi@domainnamet.com
sender2@domainnamez2.com @ MName: Senderwhitelist_csgdev.comodo.od.ua.csy
sender3@domainname3.com Type: Unknown File Type, 125 bytes

From: antispamgateway.comodo.com

Open ][ Save ]l Cancel |

potentially harm your computer. [F you da nat trust the source, do not

|@ ‘while files from the Internet can be useful, this file type can
A open of zave this software. What's the risk?

Afile download dialog will be displayed.
»  Click 'Save' and navigate to the location in your computer and save the file.

Deleting Users from the Sender Whitelist
¢ To delete a sender from the whitelist, select the sender from the list and click the 'Remove sender' button.

Dashboard Domain dashboard Incoming~ Outgoing -~ Email management -  Whitelist / Blacklist -  Account management -

Dashboard & Domains & Domain dashboard - csgdev.cormodo.od.ua & Sender whitelist

Sender whitelist

fab Add sender d Resettodefault & Importfromcsvfie & ExporttoCSViile

Sender

€

alice@agmail.com

bdagwood@jcdithers.com

dun

Tip: You can select multiple whitelisted senders to delete by pressing and holding the Shift or Ctrl keys.

Rernove sender(s) B3

s Areyou sure you want to rermnove the selected
@ sender(s)?

K Cancel
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e Click 'OK' to confirm your changes.

Recipient Blacklist

CASG will automatically block all emails to blacklisted recipients. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender. The Administrator can:

*  Add users to recipient blacklist

*  Export the list to CSV file for use in future

*  Remove users from recipient blacklist

*  Reset the list - Delete all blacklisted senders and make the list empty by clicking the 'Reset to default' button

To configure recipient blacklist

»  Click 'Recipient blacklist' from the 'Whitelist / Blacklist' drop-down menu in the menu bar or the g icon in the
'Whitelist / Blacklist' configuration area

Dashboard Domain dashboard Incoming~ Outgoing~ Email management~  Whitelist / Blacklist ~  Account management =

Dashboard & Domains & Domain dashboard - cegdev.comodo.od.ua & Recipient blacklist

Recipient blacklist '@

recipien emove recipien eset to defau A% Import from ile xport to ile
(@ Addrecipient [g R ipient | [g Resettodefault & 1 rt from CSV fil & Exportto CSVHil

Recipient

The 'Recipient blacklist' interface of the selected domain will open.

Adding Users to Recipient Blacklist

You can add recipients to the black list in the following ways:
*  Manually adding the recipients
*  Importing from a CSV file

To manually add recipients
e Click 'Add recipient' to add a new user to the list

The 'Add recipient' dialog box will open.

&dd recipient El

E-mail derrick @ csgdev.comodo.odua

Save Cancel

e Enter the recipient name in the E-mail textbox and click the 'Save' button. Repeat the process to add more recipients
to blacklist.

e Toadd a particular set of recipients to blacklist, prefix or suffix the wildcard * in the E-mail text field. For example, enter
*.stores for all the recipients in stores department to be blacklisted.

e To add a whole domain to blacklist, enter the wildcard * in the E-mail text field and click the 'Save' button. Now all the
recipients in that domain will be blacklisted.

The list of blacklisted recipients will be displayed.
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Dashboard ~ Domain dashboard  Incoming~ Outgoing~  Email management - elist / Blacklist ~  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Recipient blacklist

Recipient blacklist

{d Addrecipient [ Removerecipient [ Resettodefault & Importfromcsviile & Exportto CSVfile
Recipient
derrick@csgdev.comodo.od.ua

jose@csgdev.comodo.od.ua

To import users to blacklist from CSV file

Administrators can import many users from a file to Recipient blacklist at a time. The users should be saved in the format shown
below as an example:

user1@testdomain.com
user2@testdomain.com
user3@testdomain.com

e Click the 'Import from CSV file' button to import users to blacklist from a CSV file.

Dashboard Domain dashboard Incoming~ Outgoing - Email management~  Whitelist / Blacklist =

Account management -

Dashboard = Domains = Domain dashboard - csgdev.comodo.od.ua = Recipient blacklist

Recipient blacklist

€

fg Addrecipient [ Removerecipient [g) Resettodefaull & Import from CSV file Export to CSV file
Recipient
derrick@csgdev.comodo.od.ua

jose@csgdev.comodo.od.ua

»  Click 'Browse..." and navigate to the location where the file is saved and click the 'Open’ button.

Upload ﬁ

Upload csvfile.

Each line should contains the username

with domain For example: Q Browse...
testuserli@testdomain

testuser2i@testdomain

Upload Cancel

The upload process is now ready. The maximum size of the file that can be uploaded is 9 MB. If you want to select

another file, click 'Cancel' at top right side of the upload dialog. If you want to cancel the upload process, click the
'Cancel' button located at the bottom.

Upload ﬁ

Upload csvfile. é’ Cancel .
Each line should contains the username import_kbkacklizt_csy_f

with domain For example:
testuzerli@estdomain
testuser2igtestdomain

Upload Cancel
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e Click the 'Upload' button to add new users.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Dashboard Domain dashboard Incoming~ Outgoing - Email management~  Whitelist / Blacklist -  Account management =

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Recipient whitelist

Recipient whitelist ()]
Importis in process. Please refresh browser

[« Addrecipient = [g Remove recipient [¢9 Resettodefault Remove import task 3 Export to CSV file
=

Recipient

On completion of the upload process, refresh the browser to view the imported users.

Dashboard Domain dashboard Incoming~ Outgoing = Email management -  Whitelist / Blacklist - Account management =

Dashboard = Domains = Domain dashboard - csgdev.comodo.od.ua = Recipient whitelist

Recipient whitelist @

g Add recipient & Remove recipient E Reset to default @, Import from CSV file % Export to CSV file

Recipient

abuse@csadev.comodo.od.ua
postmaster@csgdev.comodo.od.ua
useri@csadev.comodo.odua
userZ@csgdev.comodo.od.ua
userd@csgdev.comodo.od.ua
userd@csadev.comodo.od.ua
userd@csadev.comodo.odua

userf@csgdev.comodo.od.ua

*  The administrator will receive a notification about the import task completion to his email.

C* CoOMODO
(r/ Antispam Gateway

Recipient/sender import task for domain csgga.comodo.od.ua is finished

| Result
Total lines processed: 4

E'I"rraiac.}Fted users:.d.

Having Trouble? Support is here to help. Open a Ticket at hitpe:support.comoeds,com or call 1.888.COMODO (266.6361)

Exporting the Recipient Blacklist to CSV file

The administrator can save the configured recipient blacklist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
»  Click the 'Export to CSV file' to save the list of blacklisted recipients as a CSV file
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Dashboard ~ Domain dashboard  Incoming~ Outgoing~  Email management = list/ Blacklist ~  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Recipient blacklist

€

Recipient blacklist

fgl Addrecipient | [ Removerecipient [g Resettodefault & Importfromcsviig & Exportto CSV file

Recipient

blacklisted1@csgdev.comodo.od.ua
blacklisted2@csadev.comodo.od.ua File Download - Security Warning

hlacklisted3@csgdev.comodo.od.ua

blacklisted4@csgdev.comodo.od.ua

derrick@csgdev.comodo.od.ua @ Name: RecipientBlacklist_csgdey.comodo,od ua.csy
Type: Unknown File Type, 184 bytes

From: antispamgateway.comodo.com

Do you want to open or save this file?

jose@csgdev.comodo.od.ua

[ Open ] [ Save ] | Cancel

patentially harm your computer. |F pou da nat trust the source, do not

|a’ ‘while files from the Internet can be useful, this file type can
2 open or zave thiz software. What's the risk?

Afile download dialog will be displayed.

»  Click 'Save' and navigate to the location in your computer and save the file.

Deleting Users from the Recipient Blacklist

»  To delete a recipient from the blacklist, select the recipient from the list and click the 'Remove recipient' button

Outgoing ~ Email management -  Whitelist / Blacklist ~  Account management

Dashboard Domain dashboard Incoming ~

Dashboard & Domains & Domain dashboard - cegdev.comodo.od.ua & Recipient blacklist

€

Recipient blacklist

b Resettodefault & ImportfromCsviile = & ExporttoCSVfile

[ Remove recipient

Recipient
blacklisted1@csgdev.comodo.od.ua
blacklisted2@csgdev.comodo.od.ua
blacklisted3@csodev.comodo.od.ua
blacklisted4@csgdev.comodo.od.ua
derrick@csgdev.comodo.od.ua

jose@csgdev.comodo.od.ua

Tip: You can select multiple blacklisted recipients to delete by pressing and holding the Shift or Ctrl keys.

Rernove recipient(s) Ed

s Areyou sure you want to rermnove the selected
@ recipient(s)?

K Cancel

*  Click 'OK' to confirm your changes. The user will be removed from the blacklist and the mails addressed to the user
will be allowed as per the existing filter settings in CASG.

Sender Blacklist
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CASG will automatically block all emails from blacklisted senders. Please note that the messages will not be quarantined and
legitimate email sending SMTP servers will send a bounce message to the sender. The administrator can:

*  Add users to sender blacklist

*  Export the list to CSV file for use in future

*  Remove users from sender blacklist

*  Reset the list - Delete all blacklisted senders and make the list empty by clicking the 'Reset to default' button
To configure sender blacklist

e Click 'Sender blacklist' from the "Whitelist / Blacklist' drop-down menu in the menu bar or the 5 icon in the
'Whitelist / Blacklist' configuration area

The 'Sender blacklist' interface of the selected domain will open.

Dashboard ~ Domain dashboard ~ Incoming~ Outgoing ~ Email management~  Whitelist / Blacklist ~  Account management ~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Sender blacklist

Sender blacklist '@

{e Addsender [ Removesender [ Resettodefault & ImportfromcCsviile & Exportto CSVfile

Sender

Adding Users to Senders Blacklist

You can add senders to black list in the following ways:
*  Manually adding the senders
*  Importing from a CSV file
To manually add recipients
«  Click 'Add sender' to add a new blacklisted sender

The 'Add sender' dialog box will open.

Add sender EBE

E-mail witch @ wonderland.com

Save Cancel

*  Enter the sender name in the E-mail textbox and sender's email domain name after the @ symbol and click the 'Save'
button. Repeat the process to add more blacklisted senders.

*  Toadd a particular set of senders to blacklist, prefix or suffix the wildcard * in the E-mail text field and senders' email
domain name after the @ symbol. For example, enter *.stores for all the senders in stores department to be
blacklisted.

*  Toadd a whole domain to blacklist, enter the wildcard * in the E-mail text field and email domain after the @ symbol
and click the 'Save' button. Now all the senders with the domain name entered will be blacklisted.

The list of blacklisted senders will be displayed.
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Dashboard  Domain dashboard  Incoming~ Outgoing~ Email management~ Whitelist / Blacklist ~  Account management

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Sender blacklist

Sender blacklist @

{gl Addsender [g Removesender [g Resettodefault & Importfromcsvfie & Exportto CSVfile
Sender

witch@wonderland.com

derrick@alien.com

To import senders to blacklist from CSV file

Administrators can import many senders from a file to Sender blacklist at a time. The senders' address should be saved in the
format shown below as an example:

sender1@domainname1.com

sender2@domainname2.com

sender3@domainname3.com

e Click the 'Import from CSV file' to import senders to blacklist from a CSV file.

Dashboard Domain dashboard Incoming~ Outgoing - Email management ~  Whitelist / Blacklist - Account management =

Dashboard = Domains = Domain dashboard - csgdev.comodo.od.ua = Sender blacklist

Sender blacklist @

{g Addsender [g Removesender [g Resettodefault{ & ImportfromcCsvfie )& Exportto CSVfile
Sender
witch@wonderland.com

derrick@align.com

»  Click 'Browse..." and navigate to the location where the file is saved and click the 'Open’ button.

Ipload ﬁ

Upload csv file.

Each line should contains the username

with domain For example: Q Browse...
testuzerli@estdomain

testuser2igtestdomain

Upload Cancel

»  The upload process is now ready. The maximum size of the file that can be uploaded is 9 MB. If you want to select
another file, click 'Cancel' at top right side of the upload dialog. If you want to cancel the upload process, click the
'Cancel' button located at the bottom.

Ipload ﬁ
Upload csvfile. &7 Cancel .
Each line should contains the username import_bkacklizt_csy_f

with domain For example:
testuser! @testdomain
testuzer2igtestdomain

Upload Cancel
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e Click the 'Upload' button to add senders.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button. The 'Remove import task' deletes only a remaining part of not
imported task.

Dashboard Domain dashboard Incoming~ Outgoing = Email management~  Whitelist / Blacklist ~  Account management

Dashboard & Domains & Domain dashboard - csadev.comodo.od.ua S Sender blacklist

Sender blacklist

€

Importisin process. Please refresh browser 8

% Removeimporttask = &
derrick@alien.com

On completion of the upload process, refresh the browser to view the imported users.

(& Addsender [g Removesender [g Resettodefa Export to CSV file

Sender

witch@wonderland.com

Dashboard  Domain dashboard  Incoming~ Outgoing~ Email management~  Whitelist / Blacklist ~  Account management

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Sender blacklist

Sender blacklist '@)

(el Addsender [ Removesender [ Resettodefault & Importfromcsviie & Exportto CSVfile
Sender

blacklisted1@externaldormnaini.com
blacklisted2@externaldomain2.com
blacklisted3@externaldomaina.com
blacklisted4@externaldomain4.com
derrick@alien.com

witch@wonderland.com

e The administrator will receive a notification about the import task completion to his email.

C“‘ COMODO
(r/ Antispam Gateway

Recipient/sender import task for domain csgga.comodo.od.ua is finished

Imiparted use.r:';.: 4

Having Trouble? Support i here to help. Open a Ticket at httpe:lsupport.comeds com or call 1.888.COMODO [266.6361)

Exporting the Sender Blacklist to CSV file

The administrator can save the configured sender blacklist by exporting it as a CSV file. If required in future, the administrator
can import the users from the csv file, for example for a new account or after a reset.

To export the list
»  Click the 'Export to CSV file' to save the list of blacklisted senders as a CSV file
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Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Sender blacklist

Sender blacklist

fgl Addsender [g Removesender [g Resettodefault =& Importfromcsvfid & ExporttoCSViile
Sender

blackisted1@externaldomaini.com
blacklisted2@externaldemnain2.com File Download - Security Warning
hlacklisted3@externaldomain3.com

Do you want to open or save this file?

blacklisted4@externaldomaind.com

derricki@alien.com @ MName: SenderBlacklist_csgdev.comodo.od.ua.csy
witch@wonderland.com Type: Unknown File Type, 170 bytes

From: antispamgateway.comodo.com

[ Open ][ Save ]‘ Cancel |

potentially harm your computer. [f you do not trust the source, do not

|a ‘while files from the Internet can be useful, this file tpe can
A open of save thiz software. What's the risk?

Afile download dialog will be displayed.
»  Click 'Save' and navigate to the location in your computer and save the file.

Deleting Users from the Sender Blacklist

¢ To delete a sender from the blacklist, select the sender from the list and click the 'Remove sender' button.

Dashboard Domain dashboard Incoming~ Outgoing = Email management~  Whitelist / Blacklist -  Account management =

cCOMODO

Creating Trust Online®

€

Dashboard % Domains & Domain dashboard - csgdev.comodo.od.ua & Sender blacklist

Sender blacklist

3 Add sender :ﬁ Remove sender 3 Reset to default .&, Import from CSV file Q_, Export to CSV file

Sender

blacklisted@externaldomaini.com
blacklisted2@externaldormnain2.com
blacklisted3@externaldomain3.com
blacklisted4@externaldomaind.com
derrick@alien.com
witch@wonderland.com

€

Tip: You can select multiple recipients to delete by pressing and holding the Shift or Ctrl keys.

Rermove senderfs) Ed

A Areyol sure you want to remove the selected
@ sender(s)?

0K Cancel

*  Click 'OK' to confirm your changes. The sender(s) will be removed from the blacklist. The emails from the senders will

be allowed as per the existing filter settings in CASG.

3.2.1.4.5 Account Management

In the Account Management interface, an administrator can manage the users for the selected domain. From this interface, you
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can reset passwords for users, allow or deny permission for users to access their account, can import CSV file containing the list
of users, import users from your the Active Directory (AD) server of the domain through Lightweight Directory Access Protocol
(LDAP), add and move your aliases. In the Users history interface, an administrator can view users login history. Refer to User
History for more details.

Account management =]
3 % Ilg II@ Ili
Users Users histary LDAF import LDAP import LDAF import
configuration confirmation ignore list
list

Click the following links for more details:
+  Users
+  Users history

+ Importing Users from LDAP

3.21.45.1  User Account Management

The 'Users' area of ‘Account Management’ allows administrators to manage the users for the selected domain. This includes
adding/importing users, deleting user, editing user accounts, resetting passwords and configuring user permissions. Admins can
also configure email aliases from this interface.

Click the following links for more details:

*  Managing Users

*  Adding New Users

*  Deleting Users

»  Editing Users

*  Importing from CSV file

*  Managing Permissions

*  Aliases

*  Moving to Aliases

*  Importing Aliases from CSV file
Managing Users

»  Click 'Users' from the 'Account management' drop-down menu in the menu bar or the 3 icon in the 'Account
management' configuration area

The 'Users' interface of the selected domain will open.
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Dashboard Domain dashboard Incoming = Outgaing = Email management = Whitelist / Blacklist = Account management =

Dashboard s Domaing & Domain dashboarnd - csgdevtomodn of ua & LSers

Users i

B oaad | Sk petere | 5 et %2 Renesh | & wpontmomcsviile | B Manage permissions

@l Miases | & Movetoaliases | B import alias from CSV file

Filters +]

Ul manwe Enabled Last login Aliases Gl

dociesm es Mow 36, 2012 75833 AM Liser ]

Jening Yas Uisir -
1 La|

Using the filter option to search users
Click anywhere on the Filters tab to open the filters area.

Dashboard Daomain dashboard Incoming =  Outgoing - Emall management - Whitelist /f Blacklist = Account management =

Cgshboard s Domains = Domain dashboard - ceadercomodo.od.ug & sers

Users =

S nod | g veiete | Jh bom 45 Refresh | & impontfrom cSviiile b Manage permissions
g Aliases .‘ B o aliases * Vgt s Troam CSV Tile

Filters =1

& Usemame * | contains - T Apply tittes

You can further refine your search by clicking ® to add more filters.

Crashiooard Commain dashboand Incorming =  Outgoing =  Emall management = Whitelist f Blacklist = Account management =

Dashbosrd s Domaing s D & Lizers

Users )

B onon S pelete By Bt | 5% Retresh | B wnperttromcsvmile | B Manage penmissions

Gl Aliases G Moveto aliases & Import alias from CSV fila

Filters E|
g Usemarne v | | containg - T appty fitter

% Enabled ¥ aquals * 0O

3 Lastiogin * | equals - =

You can remove a filter by clicking the x icon beside it.

Available filters are:

»  Usemame: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

»  Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 15



Comodo Antispam Gateway - Admi__g__i___s__tratﬂr‘GG'ifd; comMoDo

Creating Trust Online®

et

f.

*  Contains: Displays all username(s) that contain the words entered in the text box.
*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.
»  Starts With: Displays all username(s) that start with the words entered in the text box.
«  Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:
+ Enabled: Sorts the results based on whether a user is enabled or disabled.
When you select this option in the first drop-down, 'equals’ is the only option available in the second drop-down:

«  Equals: Displays the results of enabled users when the checkbox beside it is selected. When the checkbox is not
selected, it displays the list of users who are not enabled.

«  Last Login: Sorts the results based on the last login details of users.

When you select this option in the first drop-down, the following filters are available:

»  Equals: Displays the list of users whose last login date is the same as the selected date in the third box from the
calendar.

»  Less than: Displays the list of users whose last login date is less than the selected date in the third box from the
calendar.

»  Greater than; Displays the list of users whose last login date is greater than the selected date in the third box
from the calendar.

«  Email Alias: Will execute a search of user alias name according to the text in the text box (column 3) and the condition
selected in column 2.

When you select this option in the first drop-down, the following filters are available:

»  Contains: Displays all users with alias name(s) that contain the words entered in the text box.

*  Equals: Displays all users with alias names that match the text entered in the text box.

*  Not Equals: Displays all users except those with the alias name entered in the text box.

*  Not Contains: Displays all user alias name(s) that do not contain the words entered in the text box.
«  Starts With: Displays all user alias name(s) that start with the words entered in the text box.

«  Ends With: Displays all the user alias name(s) that end with the words entered in the text box.

*  Group: Will execute a search of users belonging to the user group selected from the drop-down in the third column
and the condition selected in column 2.

When you select this option in the first drop-down, the following filters are available:
»  Equals: Displays all users from the group selected from the third drop-down.

*  Not Equals: Displays all the users excluding those belonging to the group selected from the third drop-down.
Click 'Apply Filter' after selecting the filters.

The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

. %% Refresh _
Click the button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh' button.

To add a new user

e (Click the 'Add' button.
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Users (¥

.,ﬁ Delete 3 Eit G5 Remresh B import from CSVile | 55 Mamage penmissions

.|'|.|I1'§.E'§ g Move to aliases " Import alias from CSV file

Filters
L niainme Enalded L ast login Allases Legil

dactaam o 26, 2012 7 5823 AM It

lenrmy as User

The 'New user' dialog will open.

Mew user Ea
lJsername
alice (@ csgdev.comodo.odua
Enabled [ whitelist this email Send quarantine
reports
Save Cancel

»  Enter the username of a new user that will be first part of the email address. For example, 'alice'. The email address of
the added user will be 'alice@domainname.com'.

By default, the user will be enabled. Uncheck the checkbox beside 'Enabled' to deny the new user access to CASG. You can
enable the user in the Edit user interface later on.

You can choose to add the new user to Recipient Whitelist from this interface itself. Select the checkbox beside the 'Whitelist
email' to add the user to Recipient Whitelist..

Checking 'Whitelist this email' will disable the 'Send quarantine reports' checkbox.

The administrators can also determine whether the users will get the reports or not. By default, it is enabled.
+ Uncheck 'Send quarantine reports' box to disable this option.
+ Click the 'Save' button.

*  Agreen strip confirming successfully saved user will be displayed.

SUCCESS: Successfully saved ﬁ

Note: If the user is disabled, the user will be automatically added to whitelist. All the emails from/to the user will be allowed
without the filtering checks. Also, if the user has subscribed for periodical Quarantine Reports, the subscription will also be
canceled. If the user is enabled, the user will be removed from the whitelist. If required, the administrator can add the user to
the Recipient Whitelist by selecting the 'Whitelist this email' checkbox.

An email to the added user will be sent automatically containing password to access CASG. The password can be reset in the
edit interface. The added user will be displayed in the list.
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Users

2 oaon B oetete By B R Rewesn & iponmomcsvme | 5 Manage permissions
' AMases | [w Moveto aiases | B Import alias from CSV file
Filters

Usermme Enalsled Last login Allases G o

docteam TEE

Note: The number of users for an account depends on the plan subscribed by you. When you exceed the limit of users, the
following will be displayed while adding a new user.

Mew user El
Lsername |
|stnredepﬂ

<2 You cannot add more users as x
Enabled you have reached your maximum

number of allowed users

| save | | cancel H

To delete an existing user

e Select the user you want to delete from the list and click the 'Delete’ button

Usars I
a Mldd & Edit 4% Refrosh ‘i Impart from CSV file 3 Mmage patmissions
G@ Miases S Moveto alioses | & lmport alias from CSV file
Filters a
Usetname Enabled Last ICN_-I Alases Glalﬂ.l
aliie g Izl
dacteam fBE Moy 26, 2012 T:58:23 AM Lizer
i i LIz
1 i
Tip: You can select multiple users to delete by pressing and holding the Shift or Ctrl keys.
Delete users Ed
== Are you sure you want to delete the selected
users?
OK Cancel
»  Click 'OK" to confirm your changes.
A green strip confirming successful deletion will be appeared.
118
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SUCCESS: Successfully deleted [ %]

To edit an existing user
You can reset password, allow or deny permission for the users to access their CASG account in the edit interface as well as
enable or disable quarantine report generation for the user.

e Select the user you want to edit from the list and click the 'Edit' button.

Users i

2 aaa | S Deleie % mefresh B woport from csviite By Manage permissions

G AMases (g Moveio alioses & import alias from CSV e

Filters
Usermame Enalded Last login Bliases Group

alice Yeg Lizgr

docteam 185 Mow 26, 2012 T:58:23 A Jzar

The 'Edit user' dialog box will be displayed.

Edit user alice@csgdev.comodo.od.ua E
l=zername
@
Enabled (] whitelist this email Send guarantine
reports
Save Cancel Regenerate password

»  Enabled - Select the checkbox to allow or deny access to the CASG interface.
*  Whitelist email - Select this checkbox to add the user to Recipient Whitelist.

*  Regenerate password - Click this button to reset the password for the user in case it is forgotten. The new password
will be sent to the user's email automatically. The user has to use this new password to access CASG.

«  Disable 'Send quarantine reports' checkbox, if you do not want the user gets quarantine reports. By default it is
enabled.

Checking 'Whitelist this email' will disable the 'Send quarantine reports' checkbox.

Click the 'Save' button to confirm your changes.

Note: If the user is disabled, the user will be automatically added to whitelist. All the emails from/to the user will be allowed
without the filtering checks. Also, if the user has subscribed for periodical Quarantine Reports, the subscription will also be
canceled. If the user is enabled, the user will be removed from the whitelist. If required, the administrator can add the user to
the Recipient Whitelist by selecting the "Whitelist this email' checkbox.

To import users from CSV file

You can add many new users at a time by importing from a file. The users should be saved in ‘comma separated value' (CSV)
as shown below:

username1,domainname,true
username2,domainname,false
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e Click the 'Import from CSV file' to import new users from a CSV file

Users ]

" hingrort fram CSY file E; Manage penmissions

B add | Je Delste T3 B 55 Refiesh

g Miases ([ Mowe to aliases i hmprot alias from CSV e
Filters

Usarname Enaded Last lzgin Aliases oA
alice Iser

doctaam as Moo 26, 2012 T-58:23 AM Llser

Ienin ISEf

»  Click 'Browse..." and navigate to the location where the file is saved and click the 'Open’ button.
Upload =

Upload csvfile.
Each line should contains three columns:
username,domain,enabled Q Browse...

For example:
testusertestdomaintrue

Upload Cancel

e The upload process is now ready. The maximum size of the file that can be uploaded is 9 MB. If you want to select
another file, click 'Cancel' at top right side of the upload dialog. If you want to cancel the upload process, click the
'Cancel' button located at the bottom.

Upload ﬁ
Upload csv file. & Cancel
Each line should contains three columns: import_nesy_users cs

username,domain,enabled

For example:
testusertestdomain true

Upload Cancel

e Click the 'Upload' button to add new users.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task from the queue' button. The 'Remove import task' deletes only a remaining

part of not imported task.
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Dashboard  Domain dashboard  Incoming~ Outgoing~ Email management~  Whitelist/ Blacklist~  Account management

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Users

Users @
Importis in process. Please wait B8
2 Add | g Detete Gy Edit  F> Refresk @ Removeimporttask  Jh Manage permissions

C@ Aliases (@ Movetoaliases & Importalias fro

Filters B

On completion of the upload process, the page will be automatically refreshed and the process completion will be displayed.

Dashboard Domain dashboard Incoming~  Outgoing =

Email management~ Whitelist / Blacklist ~  Account management -~

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & Users

Users @
Imported 1 user(s) %]
Import task finished for csgdev.comodo.od.ua

2 Add | g Delete Gy Edit S Refresh & ImportfromcCSVfile & Manage permissions

Q_uj Aliases @ Move to aliases &, Import alias from CSV file

Filters =
E.'F' Group ¥ | |equals v

User . =

The administrator will receive a notification about the import task completion to his email.
c COMODOD

L A Antispam Gateway

Import users task for domain esgga.comodo.od.ua is finished

Result

ETatal lines processed: 9
| Imported users: 9

Having Trouble? Support is here to help. Open a Ticket at hitps:isupport.comodo.com or call 1.888.COMODO (266.6361)

Note: During 'Import from CSV file' process the 'Import from Incoming users' will not be possible till the upload process is
completed and vece-versa.

Managing Permissions

CASG allow administrators to assign permissions for users that will determine what the users can do and cannot do while
logged into their respective CASG user interface. The administrators can create policies and assign them to users from this

interface. See the section 'Groups & Permissions' for more details on how to create groups and policies. A new user will be
automatically assigned default permission settings.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 121



COMODO

Creating Trust Online®

To assign permissions for an user
»  Select the user or multiple users (press Shift/CTRL + left button of the mouse) that you want assign permissions and
click the 'Manage permissions' button.

Users (7]

& paa | e vetete 2 pm | %S Remesh & wnporttrom csvike (2 Manage permissions

bg Aiases (g Mowve io aliases £ unport alias from CSV e

Filters [+]
Lisermanme Envalded Last legin Aliases o

bob g Moy 29, 3012 94954 AM Lizer

darrick was mearrid@csgdevcomado.od.ua Liser

dactaam Yag Mow 26, W12 75827 Al |NNVEDCSoiey ComDd0.00 ua Iz

I=er

The 'Groups & permissions' interface will open.

Groups & permissions Ed
f@ Add | [ Edit | [ Delete | T
MHame

User (Default)
Fower Lser
HR

General
Limited

Mew added

i Assign to selected users i ! Assign to filtered users | I Cancel |

The interface displays the list of groups available with same or different permission levels for each group. By default, 'User
(Default) and 'Power User' groups will be available and administrators can add, edit groups and assign permissions to users.
See the section 'Groups & Permissions' for more details.

*  Select the group from the list.
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Groups & permissions

fg add | 3 edit | [ Delete T Make default

Name Permission:

User (Default) [+ Incoming log search
Power User ﬂGutgoing log search
HR I Report SPAM

R
[BF]

General 4 [YGuarantine view

Limited [ | Release quarantine messages

|| Delete quarantine messages
[ | Show guarantine message
{4/ User report subscriptions

[“I change user settings

i Assign to selected users i i Assign to filtered users | | Cancel i

The permissions set for this group will be displayed on the right side.

»  Click the 'Assign to selected users' button to set permissions for selected user or multiple users.
»  Click 'Assign to filtered users' button to set permissions for selected group to all users or to all users found by filter.

¢ Click Ok in the confirmation window.

Assign Group

5 This group will be assigned to all selected users.
Are you sure?

[ OK | i Cancel I

The selected user(s) will be assigned to the group and successfully assigned message will be displayed.
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PEfMIssions successfully assigned 1o 3 user(s) (x|

B st B vetete | By Eait | 2% Retresh | A import from C5V e | 8 Manage permissions

@ Alases (& Movetoakases | /& Importalias from CSV fila

Filters
Usarmame = | Enablad = - Lastlogin T - Alases Gromip
bob Yes Dech, 2012 14132 AR Limited
dermick Yas marrif@csgdevcomado.od da Limitad
doctearn Yoz Feb 25, 3013 12:34:47 PM Jennyi@icsgdev comada.ad.ua Limited
hr Yes Limited
ismith Yas Lirnited
robert Yoz Limited
slores Yes Limnitad
susentas Yos Limnited
tastuzer Yas Limited

The interface also displays the new group assigned for the selected user under the 'Group' column.

Adding user aliases

CASG allows admins to use a user alias name to organize emails related to different groups or functions into a single email
inbox automatically. You can use it to protect your real email address.

Users Y]

& nad Jp vetete Ty Bdit | 55 Refiesh B import from CSV e | S Manage penmissions

Gl Mliases ) G Moveto alisses  JE Import alias from CSV file

Filters
Ugedname Enalsled Last kagin Allases G

lice i Lisar

bob ‘fes Moy 3, 2012 631:05 AM stiendanced@cgdevcomodo od U User

o

sloresg@esgdevcomodo.od.ua
e sadeeomodo.od, ua

derrick - Lizer

Klow 26, 2012 7/68:23 AM User

»  Enter the full email addresses (one per line) of the users who should receive the mail sent to the alias. (an email
address of any domain on this computer can be an alias name. An user will have an access to an alias interface from
the users dashboard and can work with it).

e Select an user and click 'Aliases' to add user aliases.

*  Fill out the fields on the 'User Aliases' dialog, click on 'Save' to finish.

Note: A user cannot add an alias by themselves.
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i Add alias

*

Save Cancel

e To add multiple aliases click the @ Add alias button.

To remove an added alias row click the ﬁ icon beside it.

After adding an user to an alias, admin can extract him/her as user.
Click the 'Aliases' button. In the 'User Aliases' dialog next to the added alias row the 'Extract as user' button will be

displayed.
User Aliases El
@ Add alias
ﬁ stores@@esgdevcomodo.od.ua Extract as usen
Save Cancel
*  Click the 'Extract as user' button. The new user will appear in the list of the username.

Users 7]
B ndd S Delete Iy Edit | 2 Retresh | & Importtrom CSVHile 25 Manage permissions

I Mlases g Movetoaliases | B import alas from CSV ik

Filters
Username = Enabled Last bogin Alasas G oup

voheo mo Lser

shones i Lizar

ut=Nii ho User

Lizer
Is@r
A notification dialog confirming successful extraction will be displayed.
Success Ed
@ Alias was successfully moved to user
0K
And a green strip will be appear above the user interface.
125
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SUCCESS: Successfully saved ﬁ

Moving user account to aliases

CASG allows admins to move an existing user to an alias.

Users e

B hid | Jg Delete | Tp Edit 5% Refresh | & importfrom CSV il | S5 Manage permissions

G@ Miases { G Moveto aliases Y 4B lmport alias from CSV file

Filters
Use e = Enabled Last kogin Aliases LAgil o

alics Tes Lzer

bk -t My 23, 2012 631:05 AM User

derrick TEES Ier

doctaam -k Moy 26, 201 2 T.58:23 AM Jzer

e Select the user that have to be moved to an alias.
e (Click the 'Move to aliases' button.

e Type a full email address of the user from your user's list.

User Aliases Es

Save Cancel

»  Click 'Save' o finish adding an alias.
Now, the selected user has become an alias of the user, whose email was entered in the input field of 'User Aliases' dialog.

Importing alias from CSV file

You can add many aliases to existing user(s) at a time for the selected domain and / or for other domains available for your
account by importing from a file. The aliases should be saved in ‘comma separated value' (CSV) as shown below:

Example 1

The following example shows how you can add alias for two users for the selected domain.
alias@domain.com username1, username?2

Example 2

The following example shows how you can add alias for users for the selected domain and other domains available for your
account.

alias@domain.com username1, username2, username3@domain2
Please note that for adding many aliases at a time, each alias should be separated by a paragraph line. For example:

alias1@domain.com username1, username?2
alias2@domain.com username1, username2, username3@domain2
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e Click the 'Import alias from CSV file' button to assign alias for users from a CSV file.

Users )

£, Enport fiom CSV file & Manage Fermissions

B ndd | Je Delete | T3 Edit | 55 Refresh | B

G Miases oy Mowveto aliases (8 lmport alias from CSV file

Filters

Uisnivainee Ensalsbel LLawst boegin Bliases G lifs
bob Moy 29, 2012 63105 A 1

derrick -1 Lzar

»  Click 'Browse...' and navigate to the location where the file is saved and click the 'Open' button.

Ipload ﬁ

Upload csvile,

Each line should be inthe next format;

alias [cev user lisf), far example Q EBrowse...
alizz@testdomain uzer! user2f@domain?

When domain name is not mentioned - user

will be added to the current domain to alias

harme

When such user does not exists - userwill

he created

Upload Cancel

*  The upload process is now ready. The maximum size of the file that can be uploaded is 9 MB. If you want to select
another file, click 'Cancel' at top right side of the upload dialog. If you want to cancel the upload process, click the
'Cancel' button located at the bottom.

Lpload %7
Upload csvfile, & Cancel
Each line should he inthe next format; import_aliases csv

alias [cev user lisf), far example
aligs@testdomain user! user2@dormain
When domain name is not mentioned - user
will be added to the current domain to alias
harme

When such user does not exists - userwill
he created

Upload Cancel

e Click the 'Upload' button.

The upload will be placed in import tasks queue and the progress of the upload will be displayed. If you want to remove the
upload from the queue, click the 'Remove import task' button.
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Usears )
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e On completion of the upload process, refresh the browser to view the imported aliases.
Users wl

3 Aaddd a Diletis & Eilit =- R esh * Injport fiain CSW file & Fmivage et imissions

L@ Aliases sy Mo 1o aliases * Wnpoit alias fom CSWV Tike

Filters
Lis el Ensaled Last logn Alases (T
bob e Moy 289, 2012 6:31:05 Al lenrmye sgdev camodo.od. ua LIzl
darrick ‘fas menyliicsgdey comodood.ua Lisar
dockeam i gy 26, 2012 7:58:23 A jenraEe sgdev comodo od ua 1
hr -] Liser
jsrnith Lser
stares Yes Lgar
1 "

3.21.45.2 Viewing User History

The ‘User History’ area contains a record of user account connections within a particular date range. You can filter users by IP
address, last login, Domain or User name.

Note: This interface will show user connections to the current domain only (the domain that is shown near the top of the
interface). If required, you can view user connections for all domains in the ‘Account Management section’ (click ‘Dashboard’
then in the ‘Account Management' section, click ‘User’s History’).

The remainder of this page explains how to access the history interface and how to use filters to create custom searches.

Accessing the user history interface

.I TP ::
»  Click 'Users history' from the 'Account management' drop-down menu in the menu bar or the % icon in the
'Account management' configuration area.

The 'Users history' interface of the selected domain will open.
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Domain dashboard Incoming = = 0 1 =il mansc 3| 1 I Blackl Account management =

Eashboard & Domalns < Domaln dashboard - cegdevcomode.od vl & Users higlpny

Users history
Filters
Usernami = | Domain R = | Lastlogin =
dacteam czgdevcomado.odua 1932.158.75.01 Feb 25 2013 T3153 PN
dacteam csgdevcomado.odua 152.168.75.91 Feb 25 201322543 PN
dactaam csgdenvcomada.od.ua 102 188.78.12 Falb 26, 2012 12234:47 PW

' LI R Rl B ey [1-353]

Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Diashboard Diomain dashboarnd Incoming = - Outgaing = Email management = Whitelist 7 Blacklist = Accounl management =

Dashboard & Domains & Domain dashooand - cegdevoomodo. odud & Uzers kalony

Users history @
Filters =
& Usemame w | | containg v | ? Apply filter

You can further refine your search by clicking to add more filters.

" Dashboard  Domain dashboard ||'.|;:.CIITIII'|_l]l; - L‘J.t;t;:_ming - Emal mal.'la,gemeni = Whielist / Blackiist - . Account man-ﬁ;;ement.; -
Dashbogrd e Domaing e Damain dashboard - cepdevcompde edua e Usars histosy
:"User; I';I.stoq.,-
=]
L Aoy it |

b 4 [Lastlagin v [lessthan v [t 201y g

You can remove a filter by clicking the icon beside it.

Available filters are:

Usemame: Will execute a search of usernames according to the text in the text box (column 3) and the condition selected in
column 2.

If 'Username' is selected, the following conditions are available:
*  Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.
»  Contains: Displays all username(s) that contain the words entered in the text box.
*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.

«  Starts With: Displays all username(s) that start with the words entered in the text box.
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*  Ends With: Displays all the username(s) that end with the words entered in the text box.

Other options available in the first drop-down in the filters area:
Domains: Sorts the results based on a user domains.

IP: Sorts the results based on a user domains details.

Last Login: Sorts the results based on the last login details of users.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

321453 Importing Users from LDAP

In addition to adding users manually and importing users from CSV file, CASG enables the administrators to import the users
from the Active Directory (AD) server of the domain. You can configure CASG to access your AD server through Lightweight
Directory Access Protocol (LDAP) to import the email users and to periodically synchronize with the AD server for automatic
addition or removal of the users based on the changes made to the AD server.

Click the following links for more details:
*  LDAP Import Configuration
*  LDAP Import Confirmation List
*  LDAP Import Ignore List
LDAP Import Configuration

The LDAP Import Configuration interface allows the administrators to configure CASG to import the email users from the
Domains's Active Directory and to set for periodical synchronization. Once Active Directory has been configured, CASG imports
the users into its interface and updates it periodically. For example if a new user is added in the Active Directory, CASG can
automatically add the new user to CASG.

Accessing the LDAP import configuration interface
*  Open the ‘Domains’ interface and select the domain into which you want to import users.

»  With the domain highlighted, click the 'Manage Domain' button to open the 'Domain Management' interface.

\
*  Click ‘Account management' on the menu bar and select 'LDAP import configuration' or click the g icon from
the 'Account management' configuration area.

Comodo strongly recommends that a separate LDAP/AD account be created for the purposes of the ASG login and that this
user account should be allocated read-only permissions.

The 'LDAP import configuration' interface will open:
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Jump to domain:

Dashboard Domain dashboard Incoming~ Oufgoing~ Email management~  Whitelist / Blacklist ~  Account manager

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & LDAP import configuration

LDAP import configuration

Connection settings

Host (IF address or name): |-1-1_-1-1-1_-111_1-1 |

Port LDAP(389)| LDAPS(36) |3260 =

Use SSLto connect?: Yes

Legin/Cuery settings

LOAF login narme: |casguser@domainname.com

Password: |eses | [#] Remember credentials

Synchronization interval | no auto updates -

BaseDM: |DC=domainname,DC=com

Filter: |(&({ohjectClass=User)mail=*@domainname.com}}

Mail attribute: | mail

Owverride existing records

[JAllow CASG to create user accounts as found on LDAP server

[CJAllow CASG to delete user accounts notfound on LDAP server

Information

Send reports: [ Yes

Last synchronization time (GMT): ||'.,1a3.- 29,2013 11:36:37 AN

Motification area: §Verifythat provided username/password is corect

| @rTestconnection | | fll Save and run synchronizationnow | | Save |

Having Trouble? Support is here to help. Open a Ticket at support.comodo.com or call 1.888.COMODO (266.6361)

Connection Settings

*  Host (IP Address or Name) — Enter the external hosthame or external IP address of the AD server. If your Organization
uses the same physical server for AD server and the Mail Exchange server, then enter the host name or IP address of
the mail server.

e Port - Enter the port number of Active Directory Server's LDAP port.

e 389is the default port for non-SSL connection ('Use SSL To Connect' box NOT checked)
e 636 is the default port if SSL connection is active ('Use SSL To Connect' box checked)
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»  Use SSL To Connect? - Select the 'Yes' check box if you wish us to use secure LDAP. In order to use secure LDAP,
you need to install an SSL certificate from a Certification Authority (CA) like Comodo CA in your AD server. Self Signed
certificates are not allowed.

Note: SSL access should have been enabled for AD Server before opting for SSL usage.

Login/Query Settings

*  LDAP login name: - Enter the username of the user account using which CASG server can access the AD server.
Preferably, a new user account can be created for the CASG server in the AD server with a new user name and
password. The User account should have 'read' privileges to the AD server. The username can be of the format
'username’ or 'username@domainname.com'

e Password - Enter the password of the LDAP user account.

*  Remember Credentials - Enable this option if you wish CASG server to remember the username/password of the user
account, in order to automatically login.

Note: If you are configuring for automatic periodic synchronization, CASG will store the username and password by default to
connect to the AD server at the set time interval to update the user base, hence the option 'Remember Credentials' will not be
visible. The option will be visible for you to enable or disable if 'Synchronization Interval' setting is set as 'no auto updates'.

»  Synchronization interval - If you wish to configure CASG to automatically connect to the AD server and synchronize
the user base, select the time interval for synchronization from the drop-down. Else, select 'No auto updates'.

« BaseDN - Distinguished Name of the user object in Active Directory. By default, the BaseDN field will contain the
Domain Component (DC) values based on the domain name for which LDAP is configured. You can add/change the
values of the strings 'Container Name (CN)', 'Organizational Unit (OU)" and 'domain name' depending on the users to
be imported from the Active Directory.

Example: For adding users from Container 'Users', Organizational unit ‘Organization' and domain ‘example.com’, the
administrator has to enter the following:

CN=Users, OU = Organization, DC=example, DC=com

*  Filter - Enables the Administrator to specify filter parameters users/addresses to be imported from the AD server. Each
filter parameter should be defined within parentheses. Common filter parameters are explained below:

(objectClass=<AD user type>) - Specifies the user accounts to look for from the domain’s Active Directory. (Default =
(objectClass=User))

(mail=*<domain name>) - Instructs CASG to import only the users that have a defined SMTP account within the
domain. By default, the filter is pre-added with the parameter (mail=*@<current domain name>) to import the users
that have email addresses on the current domain.

You can add any number of (mail=) filters if you wish to add several domain names
Example: (mail=*@domainname1.com)(mail=*@domainname2.com)

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter the
parameter as '(mail=")".

To modify a filter parameter to be exclusive rather than inclusive, add an exclamation mark (!) before the opening
parenthesis of any parameter. This will instruct the query to ignore any users which fall into that category. For example,
if one wanted to configure a query to find users with mail enabled at any domain EXCEPT domainname.com, the filter
should include the following: (mail=*)!(mail=*@domainname.com).

To import all email enabled users from the Active Directory irrespective of any specific domain name, enter the
parameter as '(mail=*)'".

Note:

e CASG can only import LDAP users that have email addresses on domains that you have added to CASG in the
Domains interface.

e To successfully import users, you must make sure the domain of their email addresses has been added to CASG
AND that the LDAP Import is configured for each individual domain from the Domain Management Area of the
respective domain.
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e Mail attribute — Enter the LDAP display name of the contact email address attribute of the AD Server. By default, this
attribute name will be 'mail' for AD servers or the distinguished name (DN) or common user login name for the AD
server. On other servers like Novel or OpenLDAP this attribute may be different and server specific.

Override existing records:

»  Allow CASG to create user accounts as found on LDAP server - Select this checkbox if you wish new users added in
the AD server to be automatically added to CASG during synchronization. If you do not select this option, you can
manually import the new users from the LDAP import confirmation page.

«  Allow CASG to delete user accounts not found on LDAP server - Select this checkbox if you wish users removed from
AD server, to be automatically removed from CASG during synchronization. If you do not select this option, you can
manually remove users from the LDAP import confirmation page.

Information Settings

»  Send Reports - If enabled, CASG will send email notifications to the administrator whenever new users are created or
users are removed either automatically, (if 'Allow to create users?'/'Allow to delete users?" are enabled) or manually
from the LDAP import confirmation page.

*  Last synchronization time (GMT) - Displays the date and time of last manual or scheduled synchronization with AD
server, in GMT.

«  Notification area - Contains information about errors that occurred during synchronization. In most cases, this will
contain the same information that is provided with the “Test connection” feature. Note - this area is only visible if errors
occur.

»  To check the configuration and connectivity, click Test Connection'. If the connection is established successfully then
the success message will be displayed with the total number of users detected from the AD server.

Dashboard Domain dashboard Incoming~ Outgoing~ Email management~  Whitelist / Blacklist - Account management =

Dashboard & Domains & Domain dashboard - csadev.comodo.od.ua & LDAP import configuration

LDAP import configuration

Connection successfully established, detected a total of 5 users on your server ﬂ
Connection settings

Host (IP address or name):

»  To save your configuration, click 'Save'.

*  To Save your configuration and run a manual synchronization of user base with the AD server instantly, click ‘Save and
run synchronization' now

LDAP Import Confirmation List

The LDAP import confirmation list interface displays the list of:
»  Users created at the AD server and not yet been imported into CASG
e Users not present on AD server and not yet been removed from CASG

... if "Allow to create users?' / 'Allow to delete users?' are not enabled in LDAP import configuration interface, along with the list
of users created in CASG. The administrator can import the users created at AD server into CASG manually and remove
existing users from this interface.

Also, the administrator can initiate an on-demand synchronization from this interface.
Accessing the LDAP import confirmation list interface
e Open the 'Domains' interface and select the domain into which you want to import users.

»  With the domain highlighted, click the 'Manage Domain' button to open the 'Domain Management' interface.
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»  Click ‘Account management' on the menu bar and select 'LDAP import confirmation list' or click the
icon from the 'Account management' configuration area.

The 'LDAP import confirmation list' interface will open:

Dashboard Domain dashboard Incoming~ Outgoing~ Email management ~  Whitelist / Blacklist -  Account management -

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & LDAP import confirmation list

LDAP import confirmation list @

ﬂ. Run synchronization now :ﬁ Move to ignore list 5’ Apply import by filter __-! Apply import by selection "..’p Refresh

Filters
Username Status
alex create
derrick delete
doc_demo create
docteam delete
hr delete
jenny delete
jsmith delete
merriyl delete
robert delete
stores delete
susenlee delete
testuser delete
1 " [1-12112]

The list of users added to and deleted from the AD server with the existing users created at CASG will be displayed. This list
reflects difference between CASG users and AD users, considering LDAP ignore list.

e Users created at the AD server and not present in CASG will be displayed with the status 'Create’
»  Users not present on the AD server but present in CASG will be displayed with the status 'Delete’
Using the filter option to search users

Click anywhere on the Filters tab to open the filters area.

Dashboard  Domain dashboard  Incoming~ Outgoing~ Email management ~  Whitelist / Blacklist ~  Account management ~

Dashboard & Domains & Domain dashboard - csadev.comodo.od.ua & LDAP import confirmation list

LDAP import confirmation list @
#1 Run synchronizationnow | ['@ Movetoignorelist ~=F Applyimport by fiiter =~ =F Apply import by selection = %% Refresh

Filters -]
iii Uszername ¥ | |contains L ? Apply filter

Username Status

You can add more filters by clicking ® for narrowing down your search.
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Dashboard  Domain dashboard  Incoming~ Outgoing~ Email management~  Whitelist / Blacklist~  Account management

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & LDAP import confirmation list
LDAP import confirmation list (@)

'". Run synchronization now :é Move to ignore list 5’ Apply import by filter __lf Apply import by selection “".' Refresh

Filters =
=R |Usemame ¥ | |contains v T Apply filtter
g psername ¥ | |contains hd

Usemame

Status
Usertfwrms Status

You can remove a filter by clicking the ﬁ icon beside it.

Available filters are:

»  Usemame: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

If 'Username' is selected, the following conditions are available:

*  Equals: Displays all usernames that match the text entered in the text box.

*  Not Equals: Displays all users except the one entered in the text box.

«  Contains: Displays all username(s) that contain the words entered in the text box.

*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.

»  Starts With: Displays all username(s) that start with the words entered in the text box.

«  Ends With: Displays all the username(s) that end with the words entered in the text box.
Other options available in the first drop-down in the filters area:

«  Status: Sorts the results based on whether a user's status is 'Create’ or 'Delete’ selected from third column and
condition selected from second column.

If 'Status' is selected, the following conditions are available:
*  Equals: Displays the users whose status is as chosen in third column
*  Not Equals: Displays the users whose status is opposite to that chosen in third column
Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

"'4"'.- Refresh

Click the button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

e To run a manual on-demand synchronization, click 'Run Synchronization Now'
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Dashboard  Domain dashboard  Incoming~ Outgoing~ Email management~  Whitelist / Blacklist~  Account management -

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & LODAP import confirmation list

LDAP import confirmation list

@
Synchronization for domain csodev.comodo.od.ua has been started
B} Runsynchronization now i@ Move toignore lis F nppiy import by fille FApply import by selection efres
Move t list | =F Cd % Refresh
Filters

CASG server will connect to your AD server and start detecting the changes in the users in the AD server. If you have not
selected the option Remember credentials in LDAP Import Configuration interface, you will be asked to enter the username and
password for CASG to access the AD server.

All the users added to the AD server will be displayed as a list.
«  Toimport or delete users selected by applying filter, apply filters as described above and click 'Apply import by filter'.
* Toimport or delete a set of selected users, select the users and click 'Apply import by selection'.

e Toimport all users created at the AD server and to delete all the users removed from AD server at once, clear all the
filters and click 'Apply import by filter'. A confirmation dialog will be displayed.

Apply import EBE3

= Are you sure you want to apply import of all
filtered users?

oK | | cancel |

e Click OK. The import progress will be displayed.

Dashboard Domain dashboard Incoming~ Oulgoing~ Email management~  Whitelist / Blacklist -  Account management =

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & LDAP import confirmation list

LDAP import confirmation list

@
Importis in process. Please wait %]
§ Run synchronization now [@ Move toignore list sF Applyimport by filie C phy import by selection “ Refresh
>}
Filters

On completion, the selected users will be imported or deleted in synchronization with the AD server.

*  Tomove selected users to Ignore List, select the users and click 'Move to Ignore list'

Move users to ignore list B3

P Are you sure you want to move selected users to
ignaore list?

... and click OK in the confirmation dialog.
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Users moved to ignore list will be skipped from next synchronization with the AD server.
LDAP Import Ignore List

The LDAP import ignore list interface displays a list of users to be skipped from being created or deleted in CASG during
synchronization with the AD server. Users can be moved to ignore list from the LDAP Import Confirmation List interface or
manually added. Once added to the ignore list, the user will be skipped from the AD server from the next synchronization
operation.

Accessing the LDAP import confirmation list interface
*  Open the 'Domains' interface and select the domain into which you want to import users.

»  With the domain highlighted, click the 'Manage Domain' button to open the 'Domain Management' interface.

II
*  Click 'Account management' on the menu bar and select ‘LDAP import ignore list' or click the i
icon from the 'Account management' configuration area.

The 'LDAP import ignore list' interface will open.

Dashboard  Domain dashboard  Incoming~ Outgoing~ Email management~  Whitelist / Blacklist~  Account management =

Dashboard & Domains & Domain dashboard - csgdev.comodo.od.ua & LDAP import ignore list

LDAP import ignore list
fd Add | [g Delete %% Refresh

Filters

Username

bob

test user

1 i [1-212]

Using the filter option to search users

»  Click anywhere on the Filters tab to open the filters area.

fg Add | [g Delete = %% Refresh

Filters 28
iii Username ¥ | |contains v |?Applyﬂlter !
contains
Username equals
not equals
not contains
starts with
ends with

Available filters are:

»  Usemame: Will execute a search of usernames according to the text in the text box (column 3) and the condition
selected in column 2.

The following conditions are available:
*  Equals: Displays all usernames that match the text entered in the text box.
*  Not Equals: Displays all users except the one entered in the text box.
«  Contains: Displays all username(s) that contain the words entered in the text box.

*  Not Contains: Displays all username(s) that do not contain the words entered in the text box.

Comodo Antispam Gateway Admin Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 137



Comodo Antispam Gateway - Ad m’i__g__i____s___tratﬁr‘GUiﬂdg_ / coM0oDO

Creating Trust Online®

=

»  Starts With: Displays all username(s) that start with the words entered in the text box.

«  Ends With: Displays all the username(s) that end with the words entered in the text box.
Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.

"'4"'.- Refresh

Click the button to display all users.

Note: To display all the users after using the filters option, you have to first click anywhere on the Filters tab to close the filters
area and then click the 'Refresh’ button.

To add users to ignore list

»  Click 'Add". The Add ignored user dialog will open.

Add ignored user %]

lgnored users iii derrik

ﬁ jane

Save Cancel

»  Enter the user names to be added to the ignore list
+  Click the ¥ icon to add more users
*  Click Save to add the users.

To remove the users from the ignore list

»  Select the users and click 'Delete'. A confirmation dialog will be displayed.

Delete users B3

F— Are you sure you want to delete the selected
Lzers?

0K Cancel

e (Click OK.
The users will be removed from the list.

e Users removed from the ignore list will be imported to or deleted from CASG based on changes in the AD server,
during the next synchronization if 'Allow to create users?'/'Allow to delete users?' are enabled in LDAP import
configuration interface.

»  Users removed from the ignore list will be listed in the LDAP import confirmation list interface based on changes in the
AD server, during the next synchronization if 'Allow to create users?/'Allow to delete users?' are not enabled in LDAP
import configuration interface.

3.2.2 Administrator Account Management

The Account Management area of CASG allows an administrator to add new administrators for the same account. The edit
section in this area allows the administrator to reset passwords and change the login status from enabled to disabled and vice-
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versa.
Account management =]
Admins Groups & Kty profile Users history

permissions

Click the following links for more details:
*  Managing Administrators
*  Groups & Permissions
* My Profile

«  Users History

3.2.2.1 Administrators

In this interface of the CASG, an administrator can add new administrators as well as edit the login status and regenerate new
password for existing administrators.

Click the following links for more details:
*  Managing Administrators
*  Adding New Administrators
e Deleting Administrators
»  Editing Administrators
Managing Administrators

Q

e Click 'Admins' from the 'Account management' drop-down menu from the menu bar or the “ icon in the 'Account
management' configuration area

The 'Admins' configuration interface will open:

# Dashboard Domains Account management - Customer management =

Dashboard = Admins

Admins @

B Add | B Delete | B Edit 2 Refresh

Filters
Login Enabled Last login
docadmin@csgdev.comodo.od.ua true Apr29, 2013 73637 AM
jsmith@csadev.comodo.od.ua true MNov 21, 2012 12:45:51 PM
scot@csgdev.comodo.dev.od.ua true

1 1 [1-3/3]

The 'Admins' interface displays a list of administrators with their CASG enabled/disabled status and their last login date and
time. You can sort the entries in ascending or descending order based on the login, enabled status, report subscription status or
last login time by clicking the up/down arrows in the respective column headers.

Using the filter option to search administrators
Click anywhere on the Filters tab to open the filters area.
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Admins )

a Bild a [ e 2.- Fdit '= Refiash
Filters =

+ Login * | containg - T Apply filer

You can refine your search much further by clicking ¥ to add to more filters.

Admins wall

B aod | S velete | Jp Ean 5 Refresh

Filters =
o  Ensbled * | | equals *| 0 T appiy tirer
¥ Login * | | contsing -

Lastlogin ¥ | equals v kR
b 4

You can remove a filter by clicking the ﬁ icon beside it.

Following are the options in the first drop-down in the filters area:
*  Login: Displays the result based on the administrator name entered in the text box.
When you select this option in the first drop-down, the following filters are available in the second drop-down:
«  Equals: Displays the results based on the user name that was entered in full in the text box.
*  Not Equals: Displays all user(s), except the one entered in the text box.
»  Contains: Displays all user(s) that contains the words entered in the text box.
*  Not Contains: Displays all user(s) that does not contain the words entered in the text box.
«  Starts With: Displays all user(s) that starts with the words entered in the text box.
»  Ends With: Displays all user(s) that ends with the words entered in the text box.
Other options available in the first drop-down in the filters area:
*  Enabled: Sorts the results based on administrators' enabled / disabled status.
When you select this option in the first drop-down, 'equals’ is the only option available in the second drop-down:

*  Equals: Displays the results of enabled administrator(s) when the checkbox beside it is selected. When the
checkbox is not selected, it displays the list of user(s) who are not enabled.

o Last Login: Sorts the results based on the last login details of user(s).

When you select this option in the first drop-down, the following filters are available:

»  Equals: Displays the list of user(s) that has the last logged in on the same date as the selected date in the third
box from the calendar.

»  Less than: Displays the list of user(s) that has the last logged in on dates less than the selected date in the third
box from the calendar.

»  Greater than: Displays the list of user(s) that has the last logged in on dates greater than the selected date in the
third box from the calendar.

Click 'Apply Filter' after selecting the filters.
The application will search the respective column(s) according to the filter(s) set and display the result.

Click anywhere on the Filters tab to close the filters area.
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. %% Refresh .
Click the button to display all user.

Note: To display all the administrators after using the filters option, you have to first click anywhere on the Filters tab to close
the filters area and then click the 'Refresh’ button.

To add a new administrator

¢ Click the Add button.

# Dashboard Domains  Account management~ Customer management =

Dashboard =¢ Admins

Admins

% Delete | §h Edit | 2% Refresh

Mew administrator Ea
Login 4 - Last login
5 Lagin: hob@csgdev.comodo.od.ua 0
docadmin@csgdev.comodo.od.ug ; Apr2a 2
— Quaranting bobsmith@domainname.com _
jsmith@csgdev.comodo.od.ua notifications Moy 21, 20
scot@csgdev.comodo.dev.od.ua email(s}:
Status: Enabled

1 i
Subscribe login Yes

email to global
reporting

Save Cancel

The 'New administrator' dialog will open.
*  Login - Enter the new administrator's valid email address as login username.

*  Quarantine notifications email(s) - Enter the email addresses at which the new administrator should receive quarantine
request emails from CASG. It can be the same email address as the login name or an alternative email address(es) of
the administrator. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails will
be sent to the email addresses specified in this field. Refer to the section Email Management for more details.

«  Status - Enables to change the login status of the new administrator. By default, this box is selected, that is, the new
administrator can access CASG interface.

«  Subscribe login email to global reporting — Selecting this checkbox enables the new administrator to receive the
periodical domain and quarantine summary reports of all domains belonging to the account at the email address
specified as login user name. Refer to CASG Reports - an Overview for more details.

¢ Click the 'Save' button.

An email to the added administrator will be sent automatically containing password to access CASG. The password can be reset
in the edit interface. The added administrator will be displayed in the list.
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# Dashboard Domains  Account management - Customer management -

Dashboard = Admins
Admins

Add Delete Edit = %% Refresh
& S & =

Filters

Login Enabled Last login
docadmin@csgdev.comodo.od.ua true Apr29 2013 7:36:37 AM
jsmith@csgdev.comodo.od.ua true Mov 21, 2012 12:45:51 FM

dev.od.ua frue
frue

To delete an administrator

e Select the administrator to be removed and click the 'Delete’ button.

# Dashboard Domains  Account management~ Customer management ~

Dashboard = Admins

P> Edit 2 Refresh

E Delete

Filters
Login Enabled Last login
docadmin@csgdev.comodo.od.ua frue Apr29 2013 7:36:37
ismith@csgdev.comodo.od.ua frue Nov 21, 2012 124551 F
scot@csgdev.comodo.dev.od.ua true
bob@csgdev.comodo.od.ua frue

1 'R

Tip: You can select multiple administrators to delete by pressing and holding the Shift or Ctrl keys.

A confirm dialog will be displayed warning you that the selected administrators will be deleted.

Delete administrators Ed

% Are you sure you want to delete the selected
administrators?

OK Cancel
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e (Click 'OK'" to confirm the deletion.
The selected administrator will be deleted from the list.
To edit an existing administrator

You can reset password, enable or disable global report generation and allow or deny permission for the administrators to
access their CASG account in the edit interface.

e Select the administrator you want to edit from the list and click the 'Edit' button.

# Dashboard Domains  Account management~ Customer management -

Dashboard & Admins

Admins
B ndd | B Delete Refresh
Filters
iclitaclministramrbob@csgdev.comoclu.od.ua Ea

Login 1 .

Lagin:
docadmin@csgdev.comodo.od.ua .
sopesrn 5 Quarantine bobsmith@domainname.com
jsmith@csgdev.comodo.od.ua notifications
scot@csgdev.comodo.dev.od.ua email{s}).
bob@csadev.comoda.od.ua Status: Enabled

: y Subscribe login Yes
email to glokal
reparting
Save Cancel Regenerate password

The 'Edit administrator' dialog box will be displayed.

*  Quarantine notifications email(s) - Enter the email addresses at which the new administrator should receive quarantine
request emails from CASG. It can be the same email address as the login name or an alternative email address(es) of
the administrator. The quarantine requests from users, for blacklisting, whitelisting, or releasing quarantined emails will
be sent to the email addresses specified in this field. Refer to the section Email Management for more details.

Tip: The currently logged-in administrator can configure the Quarantine notification email address through Dashboard >
Account Management > My Profile > Change Settings dialog.

»  Status - Enables to change the login status of the new administrator. By default, this box is selected, that is, the new
administrator can access CASG interface.

»  Subscribe login email o global reporting - Selecting this checkbox enables the new administrator to receive the
periodical domain and quarantine summary reports of all domains belonging to the account at the email address
specified as login user name. Refer to CASG Reports - an Overview for more details.

*  Regenerate password - Click this button to reset the password for the administrator in case it is forgotten. The new
password will be sent to the administrator's email automatically. The administrator has to use this new password to
access CASG.

e Click the 'Save' button to confirm your changes.

3.2.2.2 Groups & Permissions

The Groups & Permissions interface allows the administrators to create email user groups according to the needs of the
organization. Each group can be configured with different permission levels. This simplifies the process of configuring
permission levels for each user meaning new or existing users belonging to all domains for the account can be simply assigned
a group with a preset policy. See the section 'Managing Permissions' in 'User Account Management' on how to add users to
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predefined groups.
To create groups

Click 'Groups & permissions' from the 'Account management' drop-down menu in the menu bar or the icon in

the 'Account management' configuration area

The 'Groups & permissions' interface will open.

Groups & permissions

T nad =
Haine
Lizer (Defaul)

Poweer Usar

By default, two user groups, User (Default) and Power User, will be available. These two groups cannot be either edited nor
deleted. Clicking any one of them will display the permission levels assigned for the group in the right side.

Groups & permissions il
‘g A ” F Make defauk
M Petimission:
Uzer (Defaul) ncoming log search
Power Lisar Outgoing log search

Repord SPAM

Quaranting siew

User report suBscnplions

Chanpe user saflings
Clicking on the arrow beside a permission will display the tree structure of second level of permissions, if available.

144
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Permission:

Incaming log search

Qutgoing log search

Report SFARM

4 Quarantine view

Release guarantine messages
Delete gquarantine messages
Show gquarantine message

Lserreport subscriptions

Change user settings

For users in the ‘Power User’ group, all permission levels will be enabled. The ‘Release quarantine messages’ option will not be
available to users in the regular ‘Users’ group. This means that if a user is assigned to the 'Power User' group, he / she can
release quarantined messages from the quarantined mails list without approval from the administrator. See the section Released
Requests in 'Email Management' for more details.

Permission Levels
*  Incoming log search - Allows an user to view the log of all incoming mails.
«  Outgoing log search - Allows an user to view the log of all outgoing mails.
*  Report SPAM - Allows an user to report a mail as spam mail.
*  Quarantine view

*  Release quarantine messages - Allows an user to release a quarantined mail without approval from the
administrator.

*  Delete quarantine messages - Allows an user to delete quarantined messages.
«  Show quarantine messages - Allows an user to view quarantined emails in same window or separate window.
»  User report subscriptions - Allows an user to configure periodical quarantine report generation.

«  Change user settings - Allows an user to configure himself / herself as recipient whitelist.

Click the following links for more details.
*  Adding a new group
»  Editing a group
*  Deleting a group
«  Making a group as default
Adding a New Group

e Toadd a new group and configure permission levels, click the 'Add" button.

Groups & permissions il

,‘ ¥ mMake detaun

»  Enter the name of the group in the text field under the 'Name' column and enable the permission levels in the right side
required for that group.
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Groups & permissions

)
LH @ @ v
Name Permission:
Uzer {Defaulfy 4 Dlncoming log search
Fower User 4 [ Outgaoing log search
4 [repart sram
4 [auarantine view
O Release gquarantine messages
L Delete quarantine messages
O shaw guarantine message
4 [0 Userreport subscriptions
a0 Change user settings
Save Cancel
*  Click the 'Save' button.
Groups & permissions (]
n
Moiw: Peiinissivg
Uger (Defaull = Incaming log saarch
Punar LIser = outgaing 1on searct
HR [ Repart sPam

4 E Quaranling wiew
D Release quaranting messages
D Delate quaranting messages
D Show guaraniing Message
E Uzer repof subscrptions

[ change user settings

Sana Canpcel

The newly created group will be displayed in the interface.
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Now, users of domains belonging to the account can be assigned this newly created group. See the section '‘Managing

Permissions' in 'User Account Management' on how to add users to predefined groups.

Editing a Group
You can edit the name of an existing group and / or change the permission levels.

»  To edit an existing group, select the group from the list and click the 'Edit' button.

‘g A O Edit | [ Deiete T Make default

Hame Parmission
Lzer {Defaulty Fl Incaming log search
Ponwer Llger Oulgoing log s2arch
HR Repar SPaM
4 [ guararnting view
I:l Release quaraniing messages

| Delete quarantine messages

!—l Show guarantne message
Usear repont subscniptions
Change user seffings

Siren Caneel

*  Change the permission levels and / or the name of the group.

Note: If you change the name of a group, users assigned to that group will be automatically moved to default group. You have

to reassign the users.

»  Click the 'Save' button for the changes to take effect.

Deleting a Group

*  To delete a group, select it from the list and click the 'Delete’ button.
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Groups & permissions il
[ Add [ Ed T Make default
Haans Panmissinng
User [Defaul Incoming fog seanch
P Liger CGuigoing log search
HR Ragard SPAM
Ghparanting Wi

Liger mpot subscrpbions

Change usar sethings

*  Click 'OK"in the confirmation dialog.

Cielete group ﬁ

@om Arewou sure you want to delete the selected
@ group?

K Cancel

The selected group will be deleted from the list.

Note: If you delete a group, users assigned to that group will be automatically moved to default group. You have to reassign
the users.

Making a Group as Default

CASG allows administrators to make an existing group as default group. Newly added users and users belonging to an existing
group whose name was edited or deleted will be automatically moved to this default group.

*  To make an existing group as a default group, select it from the list and click the 'Make default' button.

Groups & permissions wall
d A o Edlit 3 Dbt ; Iak delall

Haine Permission

Lsar (Dafaul) Incaming log search

Fower Usar l'l|!_||'-_| 0 Saanch

HE Repar SPamM

Genaral GQLlarantife view

User repont subsciptions

Change user setings

A success dialog will be displayed.
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Success BE3

@ Default group successiully changed.

0K

e Click 'OK..
The selected group will be displayed as default group.

[d@d Add o #® 5
Name

User

Fower Llser

HF

General (Defaulf)

3.2.2.3 My Profile

The My Profile interface allows the currently logged-in administrator to change his / her login password to CASG as well as to
change settings for idle session timeout and enabling / disabling subscription for the periodical domain and quarantine summary
reports. Refer to CASG Reports - An Overview for more details.

—1

=
2
«  To access the My Profile interface, click "My Profile' icon from the 'Account management' configuration area of
the Dashboard or click 'My Profile' in the Account Management drop-down menu from the menu bar.

My profile (]

a4 R

pazsward

Click the following links for more details:
*  Changing Administrator's password

«  Changing settings for idle session timeout and subcriptions for global summary reports
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3.2.2.3.1 Changing Password of the Administrator

The Change Password allows the currently logged-in administrator to change his/her login password.

To change the password
[ —

=
«  Click the 'Change password' icon \ﬂ from the My Profile area. The Change Password dialog will be displayed.

Change password Ed

Mew password ; | |

Confirm password | |

Save Cancel

»  Enter the new password and confirm it in the respective text boxes.

Change password El

Mew passward : P |

Confirm password :

e Click the 'Save' button.

SUCCESS Ed
@ Password was successfully saved.

0K

The administrator has to use the new password to login into the CASG interface.

3.2.2.3.2 Change Settings

The 'Change settings' interface allows the currently logged-in administrator to set his / her idle session timeout period as well as
to enable / disable subscription for periodical domain and quarantine summary reports for all the domains in the account. Refer
to CASG Reports - an Overview for more details.

To set idle session timeout and global report subscription status

7 —

=
+  Click the 'Change settings' icon _ﬂ from the My Profile area. The 'Change settings' dialog will be displayed.
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Change settings E3
Quarantine notifications email{s): kocadmin@csgdev.comodo.od.
ua
rMumber of minutes before my 120 o
SESSi0N expires
Sukscribe lagin email to global Yes
reporting
Save Cancel

+  Quarantine notification email(s) — Specify the email addresses at which you wish to receive quarantine request emails
from CASG. It can be the same email address as your login name or alternative email address(es) .The quarantine
requests from users, for blacklisting, whitelisting, or releasing quarantined emails will be sent to the email addresses
specified in this field. Refer to the section Email Management for more details.

«  Number of minutes before my session expires - You can set the idle session timeout period in the box. Enter the
period in minutes or increase / decrease the period by clicking the up / down arrow. The valid entry is between 1
minute and 120 minutes. Please note this feature will not be available if an administrator is logged into CASG using
CAM credentials.

+  Subscribed to global reporting - Enable this check box to receive the periodical Domain Summary Report and the
Quarantine Summary Report for all the domains in the account. Else deselect the check box. This can also be done in
the Edit dialog in the Administrators interface.

«  Click Save for your changes to take effect.

3.2.2.4 User History

The ‘User History’ area in ‘Administrator Account Management’ allows the administrators to view user history for a//domains
within a particular date range. You can filter users by IP address, last login, Domain or User name. By default, the most recent
15 records will be displayed.

Use of filters to create custom searches is covered in more detail here.

3.2.3 Customer Management

The Customer Management area of CASG allows an administrator to view the details of the account they are logged into. You
can configure subscriptions for the periodical Domain and Quarantine summary reports for domains; create an account; update
the product and extend your license term.

Customer management =
Customerinfo  Manage report
subscriptions

Click the links for more details:
*  Viewing Customer Information

«  Managing subscriptions for reports
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3.2.3.1 Viewing Customer Information

The Customer Info interface accessible from the '‘Customer management' configuration area of the dashboard provides the
administrator with the details like maximum number of users, domains, license term and so on of the CASG account.

To view the account Information

e Click Customer Info icon % from the 'Customer management' configuration area or click '‘Customer Info' from the
'Customer management' drop-down menu in the menu bar.

The 'Customer Info' interface will be displayed:

The image below shows an example of Customer Info who has purchased multiple licenses.
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Dashboard & Customer info

Customer info

HName : csg.comodo.od.ua csg.comodo.od.ua
CAM login :

CAM email

Totals

Mumber of users

Customer management ~

csg.comodo.od.ua
csg@csg.comodo.od.ua

]
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ax. number of users 100

Mumber of domains 3

Max. number of domains 10
Subscriptions

Subscription :

Iax. number of users 100

Idax. number of domains 10

License expiration date May 07, 2013
Enabled true

End-User License and Subscriber Agreement

2011-8-T-Antispam Gateway
END-USER LICEMSE AND SUBSCRIBER AGREEMENT
Comodo Antispam Gateway

IMPORTAMT - PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING, OR USING COMODO ANTISPAM GATEWAY ("SERVICES™). BY
DOWNLOADING, INSTALLING, OR USING THE SERVICES OR BY CLICKING OMN "l ACCEPT" BELOW, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT
YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO NOT DOWNLOAD OR USE THE SERVICES OR CLICK
ON "I ACCEPT".

This user license agreement is between you ("you™ or "Subscriber”), as either an individual or as a business entity, and Comodo Security Solutions, Inc. ("Comodo™), which has
its principal place of business at 525 Washington Blvd., Suite 1400, Jersey City, New Jersey 07310, In exchange for your use of the Senvices, you agree as follows:

1. License

1.1. Grant of License. Comodo grants you a royalty-free, limited, non-exclusive, non-transferable, and revocable license to use the Comodo Antispam Gateway (the "Services™)
for personal purposes, including any documentation and files accompanying the Services. You shall not resell, lease, sell, modify, reverse engineer, decompile, or create
derivative warks of the Services. All rights not expressly granted herein are reserved to Comodo.

1.2. Restrictions. The licenses granted herein are only valid if:
{ijthe Services are NOT modified in any manner;
(i) the Services are only installed and used in accordance with your network security policies,
(iiiy you posses the necessary authority and power to install and use the Services, and
(iv} this agreement is accepted without modification and has not been breached.

1.3. Account. Your account shall be protected by a username and password which are confidential information. You are fully responsible for any activities that occur through your
account. You must netify Comodao immediately if you suspect any unauthorized use of your account.

If an update is provided and the update is not accompanied by an additional agreement, this
modo Services update autornatically without notice and you accept such updates.

1.4. Updates. Comodo is not ob
agreement applies to your use

ated to provide updates to the
d installation ofthe update. Som

0 Antispam Gate

hiro security f

In the 'Customer Info' panel you will find the details of subscription(s) for your account. For multiple licenses, the number of
users and domains that are allowed for all the licenses purchased will be added and displayed at the bottom most subscription
column.

*  Name: Displays the name of the account.

e CAM Login: Displays the login user name for the account in Comodo Accounts Manager (CAM) at
hitps://accounts.comodo.com. The administrator can use this login username to log in to CAM for purchasing
additional licenses and renewal of existing licenses.

«  CAM email: Displays the email address for the account as registered at CAM.
Totals
*  Number of Users: Displays the number of users for all the domains belonging to the account.

*  Max. Number of Users: The maximum number of users that can be added as per all the subscriptions made for the
account, that is, number of users cannot exceed the number given in this field for all domains included.

*  Number of Domains: Displays the number of domains belonging to that account.
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*  Max. Number of Domains: The maximum number of domains that can be configured as per all the subscriptions made
for the account.

Subscriptions

*  Max. Number of Users: The maximum number of users that can be added for the account as per the specific
subscription, that is, number of users cannot exceed the number given in this field for all domains included.

*  Max. Number of Domains: The maximum number of domains that can be configured as per the specific subscription.
» License Expiration Date: Provides details about the expiry date of the license for the specific subscription.
*  Enabled: Displays whether the subscription is active or not.

End-User License and Subscriber Agreement

*  End-User License and Subscriber Agreement: Displays the complete End-User License and Subscriber Agreement.

3.2.3.2 Manage Report Subscriptions

The Manage report subscriptions interface accessible from the 'Customer management' configuration area of the dashboard
allows the administrator to configure the subscription to the periodical Domain and Quarantine summary reports of all domains
for the administrators enrolled for the account. Refer to CASG Reports - an Overview for more details.

To access Manage report subscriptions interface

|
»  Click Manage report subscriptions icon ﬂ from the 'Customer management' configuration area or click 'Manage
report subscriptions' from the 'Customer management' drop-down menu in the menu bar.

The 'Manage report subscriptions' interface will be displayed:
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# Dashboard Domains  Account management~ Customer management ~

Dashboard & Manage report subscriptions

Manage report subscriptions

Report recipients
:Jsm|tn@csgdev.comoclo.od.ua.scot@csgdev.comudo dev.od.ua,decadmin@csgdev.comodo.od.ua bob@csgdev.comodo.od.ua
Quarantine report
Hour Day of month Day of week Send empty Enabled Start date (GMT) Report length
@Every' hour @Every' day @Every' week day Apr29, 2013 10:00 Mext report for 126 day(s)
Ochoose OChoose OcChoose from last run (2012-12-24
- | ~ anda ~ 09:00)
‘ v i v
Domain statistics report
Period Hour Day of month Day of week Send empty Enabled = Start date (GMT) Report length
Yearly - @E'v'er-,f hour @Eve ry day @Eve ry week day O Apr29, 2013 10:00 Mext report for last
Ochoose Ochoose OcChoose year(s)from last run
;. . FS (2012-12-24 08:00)
1 Ly ! —
v ot T
o s
| Save | Reset settings to default

The 'Report recipients' field will be auto-populated with all the administrators available for the account.
The administrator can configure the subscription for two types of reports from this interface:
*  Quarantine Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly will

contain a detailed statistics of the mails that are identified as spam or containing malicious content and moved to
Quarantine of the domain automatically by CASG. Refer to CASG Reports - An Overview for more details.

»  Domain Report - The periodical report which can be configured to be received hourly, daily, weekly or monthly will
contain a detailed statistics of number of users, mails that have been received at and sent from the domain, number of
spams identified and blocked and so on. Refer to CASG Reports - An Overview for more details.

To configure the subscription of the reports
*  If you want the administrators of the account to receive the periodical reports, select the 'Enabled' checkbox in the row
of the respective report type. If both the reports are required, you can select both the checkboxes.
*  Leave the 'Send empty' checkbox unchecked if empty reports are not to be sent to recipients.

»  Select the frequency of the report to be sent to the administrators from the options for Quarantine Report and Domain
Statistics Report.

Quarantine Report
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,-/’

Quarantine report

Hour Day of month Day of week Send empty Enabled Start date (GMT) Report length
OE'V'EF)" haur @E'v'ery' day OE'V'EF)" weelk day May 01, 2013 05:00 Mext report for 127 day(s)
®cChoose Ochoose ®cChoose from last run (2012-12-24

01 = i [E] Sunday A 05:00)

B2 8 E Monday

ma [F] Tuesday

o4 Wednesday —

[ Thursday

[ 5

<

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

«  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length — Displays the period of the report that will be generated depending on the options chosen.

Domain Statistics Report

Domain statistics report

Period Hour Day of month Day of week Send empty Enabled Start date (GMT) Report length
Iaonthly - OEvery hour OEvery day ®Every week day O May 15, 2013 01:00 Mext report for 4
®cChoose @Choose OcChoose maonth(s) from last
11 run (2012-12-24
mHo & B — 08:00)
12
18 -
2 b=
B3 ] 14
15 =
E4 —y

|«

|«

*  Period - Enables you to set the period to be covered in the report. The report will contain the statistics of all the
domains in the account for the past one hour, one week, one month or one year, as selected from drop-down from the
scheduled report time.

*  Hour - The reports will be generated and sent to the administrators every hour or at the selected hour(s) of the day or
date chosen from 'Day of month' or 'Day of week' columns.

»  Day of month - The reports will be generated and sent to the administrators every day or on the specific day every
month chosen at the hour selected from the 'Hour' column.

«  Day of week - The reports will be generated and sent to the administrators every day or on the specific day every
week chosen at the hour selected from the 'Hour' column.

»  Start date - Displays the start date of the report generation depending on the options chosen (as per Greenwich Mean
Time (GMT)).

*  Report length - Displays the period of the report that will be generated depending on the options chosen.
Click 'Save' for your settings to take effect.

Clicking the 'Reset settings to default' button will disable both Quarantine and Domain statistics reports. The ‘Report Recipients’
field will not be cleared.
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4 CASG Reports - An Overview

Comodo Antispam Gateway can periodically generate quarantine and domain reports that are sent to administrators and users.
CASG generates two types of report — a global report for all domains belonging to the account and anther specific for a domain.
See the section 'Managing Subscriptions for Reports' in 'Customer Management' for more details on customer level global
reports and 'Manage Report Subscriptions for Selected Domain' in 'Incoming' section for reports on domain levels. The reports
for these types will be similar except the former will contain reports for all domains while the latter will contain reports for the
selected domain. The reports will be sent routinely at the times selected in the language set for the account.

CASG can provide two types of reports:

*  Quarantine Report - A statistical breakdown of mails identified as spam or malicious that were moved to quarantine by
CASG. The report can be configured to be received hourly, daily, weekly or monthly.

«  Domain Statistics Report - A comprehensive report which covers all mail activity for the domain. This includes
information covering the number of users; mails that have been received at and sent from the domain; number of mail
identified spam/malicious; number of mails blocked and so on. The report can be configured to be received hourly,
daily, weekly or monthly by the administrator.

* By default, global reports are enabled for new administrators. Reports can be enabled or disabled per administrator in
Dashboard > Account Management > Admin > Add Administrators or Edit Administrators.

4.1 Quarantine Report

The Quarantine Report contains a list of mails that were identified as spam or containing malicious content and were moved to
Quarantine automatically by CASG, with the details on sender, receiver, date and attachments. Clicking the subject line in the list
will open the respective mail in a new CASG window.

e Administrator

*  Domain Level - The Report generated for an administrator will contain the details of the mails moved to
quarantine of the selected domain.

*  Customer Level - The Report generated for an administrator will contain the details of the mails moved to
quarantine of all the domains belonging to the account.

»  User - The Report generated for a user will contain the details of the mails moved to quarantine of the user.

The report can be subscribed to be received hourly, daily, weekly or monthly for an administrator and daily, weekly or monthly for
an user.

*  Hourly - The reports will be generated and sent every hour to the administrators through email.
*  Daily -The reports will be generated and sent daily to the administrators/user through email.

*  Weekly - The reports will be generated and sent to the administrators/user through email on every seventh day from
the start date set in the "Start date' field. The report will contain details of the mails quarantined during the past seven
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the week
from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators/user through email on every 30th day from the
start date set in the 'Start date' field. The report will contain details of the mails quarantined during the past 30 days.
The first report will be sent on the start date and will contain the statistics for the remaining days of the month from the
day of configuration and subsequently every 30 days.

An example of a Quarantine report is shown below:
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»  Clicking on the 'Subject' link will open the respective mail in a new CASG window. You need to login to CASG to read
the mail in the new window.

4.2 Domain Statistics Report

The Domain Statistics Report provides details on all the mail activities on the domain. This includes information covering the
number of users; mails that have been received at and sent from the domain; number of mail identified spam/malicious; number
of mails blocked and so on. The report can be configured to be received hourly, daily, weekly, monthly or yearly by the
administrator.

»  Domain Level - The Report generated for an administrator will contain only the details of domain statistics of the
selected domain.

»  Customer Level - The Report generated for an administrator will contain the details of domain statistics of all the
domains belonging to the account.

Note: The Domain Statistics Report is available only to the administrators .

The report can be subscribed to be received hourly, daily, weekly, monthly or yearly.
*  Hourly - The reports will be generated and sent every hour to the administrators through email.
*  Daily -The reports will be generated and sent daily to the administrators through email.

*  Weekly - The reports will be generated and sent to the administrators through email on every seventh day from the
start date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past
seven days. The first report will be sent on the start date and will contain the statistics for the remaining days of the
week from the day of configuration and subsequently every seven days.

*  Monthly - The reports will be generated and sent to the administrators through email on every 30th day from the start
date setin the 'Start date' field. The report will contain details of the mail activities for the domains during the past 30
days. The first report will be sent on the start date and will contain the statistics for the remaining days of the month
from the day of configuration and subsequently every 30 days.

*  Yearly - The reports will be generated and sent to the administrators through email on every 365th day from the start
date set in the 'Start date' field. The report will contain details of the mail activities for the domains during the past 12
months. The first report will be sent on the start date and will contain the statistics for the remaining months of the year
from the day of configuration and subsequently every 12 months.

An example of a Domain Statistics Report is shown below:
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Here is the weekly Domain statistics report for csgdev.comodo.od.ua from Nov 22, 2012 14:00
to Nov 29, 2012 14:00

Mumber of users 6
E-mal size hmit 104857 EB
Spamratio  6.0%
General acouracy  93.0%
Mot spam messages 121
Mot spam messages size 3370354
Tnzure messages 1
Tnsure messages size 208152
Spam messages blecked 9
Spam messages size 105980
Viuzes blocked 8
Viruses size 1781704
Blacklisted messages 0
Blaclkhsted messages size 0
Total filtered messages 140
Total messages 141
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Appendix 1 - CSG Error Codes

The most common error codes for CASG are given below:

Error Code Description

1 Unknown error

100 Import exception

101 Wrong format

102 Wrong outgoing user format IP password. If '‘password' is empty then 'username’ must be IP address.
103 Communication exception
200 User limit exception

300 Spam engine exception
1000 Customer has no domains
1001 Domains mismatch

1002 Alias already exists

1003 User already exists
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
STE 100

Clifton, NJ, 07013
United States

Tel: +1.888.256.2608
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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