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1.Introduction to Comodo Antivirus

Comodo Antivirus (CAV) offers complete protection against viruses, worms and Trojan horses for MAC OS X based computers.
The software is easy to configure and use and features real-time, on-access and on-demand virus scanning, full event logging,
cloud based behavior analysis of unknown files and more. Users can start virus scans immediately by clicking the 'Scan Now'
link on the summary screen. Individual files can be checked for viruses at any time by dragging them into the scan box in the
'Summary' area or, if the interface is not open, by dragging them onto the Comodo dock icon.

*  Detects, blocks and eliminates viruses from desktops and networks
*  Constantly protects with Real-Time and On-Access scanning

e Builtin scheduler allows you to run scans at a time that suits you

*  Isolates suspicious files in quarantine preventing infection

»  Daily, automatic updates of virus definitions

«  Simple to use: install and forget while Comodo Antivirus protects you in the background

cCOMODO 'ﬁ' Antivirus

Antivirus

Summary

Antivirus @ On Access
The virus database has been updated on Mar 2, 2015, 1:35 AM
i 0 threat(s) detected so far

You haven't performed a
full scan yet!

@ Scan Now

Drag'n Drop files here to scan by virus scanner

Guide Structure
This introduction is intended to provide an overview of Comodo Antivirus. Please use the links below to jump to the section that
you need help with.

¢ Introduction to Comodo Antivirus
*  System Requirements
¢ Installation
«  Starting Comodo Antivirus
¢ The summary screen
¢ View Antivirus Events
» Navigation
¢ Understanding Alerts
*  How To... Tutorials
e Antivirus Tasks - Introduction
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* RunaScan

¢ Update Virus Database

*  Quarantined Items

e Scanner Settings
*  Real Time Scanning
*  Manual Scanning
»  Scheduled Scanning
*  Exclusions

*  Submit Files to Comodo for Analysis

e Scheduled Scans

*  Scan Profiles

¢ More... Options

e Preferences
*  General Settings
* Language Settings
«  Parental Control Settings
*  Update Settings
*  Manage My Configuration
» Diagnostics
¢ Check For Updates
¢ Browse Support Forums
*  Help
e About

1.1.System Requirements

cCOMODO

Creating Trust Online®

To ensure optimal performance of Comodo Antivirus, please ensure that your computer complies with the minimum system

requirements as stated below.

COMODO AV solution should be compatible with the following hardware platforms:
e Mac Intel x86_64

Operating systems:
e MacOS X 10.9 x
e MacOS X 10.10.x

1.2.Comodo Antivirus for MAC - Installation

The CAVS application can be installed on to your server in two ways, through:
* Installation wizard

¢ Console

To install AV for MAC using installation wizard

In order to install Comodo Antivirus, you need to download the setup file from
http://download.comodo.com/cis/download/installs/mac/CAVSetup.dmg.zip.

After downloading to your local hard drive, double click the ‘Comodo Antivirus Installer' to start the installation wizard:

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved
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800 __| Comodo-AV-2015-03-03-v2.1.0.28

COMODO Antivirus Uninstall COMODO
Installer Antivirus

STEP 1 -Choosing the Interface Language

The installation wizard starts automatically.

e Select the language in which you want Comodo Antivirus to be installed from the drop-down menu and click 'OK'.

B I Installer

Select the language

| Default - English (United States) =

| Cancel | [ oK ]

STEP 2 - End User License Agreement

To continue with the installation, you must next read and accept the End User License Agreement (EULA):

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 6
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= 8 9 COMODO Antivirus Installer

End User License Agreement
Please review the end user license agreement

EMD USER LICENSE AND SUBSCRIBER AGREEMENT
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE

IMPORTAMT — PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING,
INSTALLIMNG, OR USING COMODO'S ANTIVIRUS, FIREWALL OR INTERMET SECURITY
SOFTWARE AND REMOTE PEREOMAL COMPUTER SUPPORT SERVICES (THE
"PRODUCTS") The PRODUCTSMEANS ALL OF THE ELECTRONIC FILES PROVIDED
EITHER BY DOWHLOAD OR ON PHYSICAL MEDLA (CD-ROM, DVWD OR OTHER MEDIA THAT
1S PROVIDED WITH THIS LICENSE AGREEMENT. BY DIOWHNLOADING, INSTALLIMNG, OR
USIMG THE PRODUCTS, OR BY CLICKIMG ON "I ACCEFT BELOW, YOU ACKNOWLEDGE
THAT ¥OU HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU
AGREE TO BE BOUND BY ITS TERME. IF ¥OU DD NOT AGREE TO THE TERMS HEREIN,
DO MOT DOWNLOAD OR USE THE SOFTWARE, EUBSCRIBE TO OR USE THE SERVICES.
OR CLICK ON "| ACCEPT".

This end user license and subscriber agreament is between you ("you” or "Subscriber”), as either
an individual or as a business entity, and either:

| Print | < Back | laccept | | Cancel |

Click 'l accept' to continue the installation. If you want to cancel the installation at this stage, click ‘Cancel'.

STEP 3 - Free Product Registration

Comodo Antivirus is activated free of charge for life. If you wish to sign up for news about Comodo products then enter your
email address in the space provided. This is optional.
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: 89 COMODO Antivirus Installer

Free registration
Receive the latest COMODO products news, updates and offers

Enter your email address (optional)

L,(“i COMODO will NOT share your information with any third parties.

=

Privacy Policy

< Back [ MNext = [ | Cancel |

Click 'Next' to continue.

STEP 4 - Confirmation dialog

After completing the configuration options to your satisfaction the setup wizard will ask for confirmation before commencing the
installation procedure.
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N COMODO Antivirus Installer
Ready to install COMODO Antivirus

Click Install to begin the installation. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard.

< Back [ Install [ | Cancel |

Click the 'Back' button to review and/or modify any of settings you have previously specified. To confirm your choices and begin
the installation of the Comodo Antivirus, click 'Install'.

The setup status box will be displayed. You will see a progress bar indicating that files are being installed.

L I N COMODO Antivirus Installer
Installing COMODO Antivirus

Please wait while the Setup Wizard installs COMODO Antivirus.
Status: Copying new files
| [ |
< Back MNext = Cancel
- __________________________________________________________________________________________

STEP 5 - Installation Complete

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 9
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S COMODO Antivirus Installer
Completed the COMODO Antivirus Setup Wizard

Click the Finish button to exit the Setup Wizard.

Your FREE lifetime license has been activated on Comodo License center.

< Back MNext = [ Finish [

«  Click 'Finish'.

For the installation to take effect, the system has to be restarted.

You must restart your computer before
continuing installation.
Restart now?

| No | [ Yes ]

Click 'Yes' to restart your system.

To install AV for MAC using CESM console

Comodo Antivirus for MAC can be remotely deployed through the Comodo Endpoint Security Manager console. Click here for
more details on Importing Mac OS based Computers

1.3.Starting Comodo Antivirus

After installation, Comodo Antivirus will be automatically loaded whenever you start your computer. Real-time protection and on-
access scanning is automatically enabled so you are protected immediately after the restart. To configure the application and
view settings, you need to access the management interface.

There are two main ways to do this - by clicking the taskbar icon or by clicking the dock icon.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 10
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Open by clicking the taskbar icon

To open the interface, click the CAV taskbar icon as shown:

©YD 2 = = 4 Thu6l0PM Q

This will open Comodo Antivirus at the Summary screen. We recommend your first task should be to run a full scan on your
computer. Click 'Do it now' under the yellow shield on the left to start a full scan. Alternatively, see 'The Summary Screen' and
'Antivirus Tasks - Introduction’ if you wish to learn more about the application.

N N

COMODO 'ﬁ Antivirus

Antivirus

Summary

Antivirus @ On Access
The virus database has been updated on Mar 2, 2015, 1:35 AM
¥ 0 threat(s) detected so far

You haven't performed a
full scan yet!

@ Scan Now

Drag'n Drop files here to scan by virus scanner

Open by clicking the dock icon

Comodo Antivirus will automatically add an application quick launch icon to the MAC OS dock. You can open the interface at any
time by clicking the icon as shown:

COMODO Antivirus

s~

Tip: You can run scans on any file or folder by simply dragging it onto the CAV dock icon. If, for whatever reason, this icon is
removed or is not present and you wish to manually add it then please follow these steps:

Double click '‘Macintosh HD' on your desktop:
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© D %3 = = 4 Thu6l7PM Q

e Click 'Applications' then double-click the 'Comodo' folder
»  Click and hold the 'Comodo Antivirus' icon and simply drag it down to the dock.

*  From now onwards, you will be able to open the application by clicking the dock icon.

1.4.Comodo Antivirus - The Summary Screen

The 'Summary' screen is shown by default when you open the application. It provides an at-a-glance summary of protection and
update status as well as allowing you to quickly run a virus scan with a single click. You can access this area at any time by
selecting the 'Summary' tab as shown in General Navigation.

COMODO ﬁ Antivirus

Antivirus

Summary

Antivirus @ On Access
The virus database has been updated on Mar 2, 2015, 1:35 AM
¥ 0 threat(s) detected so far

You haven't performed a
full scan yet!

@ Scan Now

Drag'n Drop files here to scan by virus scanner

Individual files can be scanned for viruses by dragging them into the scan area.
The summary screen contains the following information:
1. System Status

The shield icon on the left of the interface is a high visibility indicator of your current protection level. In the example
above, we see a yellow icon indicating that there are actions you need to take. In this case it is yellow because you
need to run a full scan. Once you have done this (and providing 'Real Time Scanning is not disabled), the shield icon
should turn green and display the message 'All systems are active and running'.

2. Antivirus

The Antivirus summary box contains:

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 12
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The Status of Realtime Virus Scanning

The status of the virus scanning setting is displayed as a link (on Access in the example above). On clicking
this link, the Virus Scanner Settings panel will open, allowing you to quickly set the level of Real Time
Scanning, by moving the status slider. For more details on Virus Scanner Settings, refer to Scanner
Settings

When the Virus Database was Last Updated

The day and time at which the virus database was last updated is displayed as a link. On clicking the link,
the update of the virus database is started and the current date and time are displayed on completion of the
process.

i. Number of Detected Threats

The number of threats detected so far from the start of the current session of Comodo Antivirus is displayed
here as a link. On clicking the link, the Antivirus Events panel will open. For more details on viewing Antivirus
events, refer to Antivirus Events.

v. Scan Now
The 'Scan Now' link in this box allows you to instantly Run a Scan.

1.5.View Antivirus Events

The 'Antivirus Events' viewer contains a log of actions taken by the virus scanner when it encountered a malicious file. The
viewer will tell you the date and time a particular virus was detected, where it was located and the action that was taken by
Comodo Antivirus in response. You can open the event viewer at any time by clicking the '<number> of threats detected so far'
on the antivirus 'Summary' screen.

e Antivirus Events

' Location Malware Mame Action Status Date
[Volumes/AV samples for MAC/... Malware@#1zei... Detect Success Mar 2, 201...
[Volumes/AV samples for MAC/... Malware@#1lzei... Ask Success Mar 2, 201...

[Volumes/AV samples for MAC/... Malware@#1lzei... lgnore Success Mar 2, 201...
fUsers/administrator/Desktop/... Malware@#1klri... Detect Success Mar 2, 201...

fUsers/administrator/Desktop/... Malware@#1lklri... Ask Success Mar 2, 201...
fUsers/administrator/Desktop/... Malware@#1lklri... Failure  Mar 2, 201...
fUsers/administrator/Desktop/... Malware@#12w... Detect Success Mar 2, 201...
[Users/administrator/Desktop/... Malware@#12w... Ask Success Mar 2, 201...
[Users/administrator/Desktop/... Malware@#12w... Failure Mar 2, 201...

[Users/administrator/Desktop/... Malware@#jkutf... Detect Success Mar 2, 201...
fUsers/administrator/Desktop/... Malware@#2te2... Detect Success Mar 2, 201...

fUsers/administrator/Desktop/... Malware@#jkutf... Ask Success Mar 2, 201...
fUsers/administrator/Desktop/... Malware@#jkutf... Failure  Mar 2, 201...
Hilcoarc ladminictratar ! Dacl-tam § MAa harara/d Do D Acl Cuirracc MBar 2 211

@ What do these settings do? [ Refresh [ | Close [

Column Descriptions

*  Location - The location where the malicious file was detected
e Malware Name — The name of the malware

e Action - The action taken against the malware

e Status - Indicates whether or not the action was successful

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 13
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e Date - Indicates the date of the event
e Torefresh the events, click the 'Refresh' button.

«  To close the events, click the 'Close' button.

1.6.Comodo Antivirus - Navigation

The Comodo Antivirus interface is divided into three main functional areas - 'Summary', 'Antivirus' and 'More'. You can access
any of these areas by clicking the icons along the top of the interface.

“ee

COMODO

= r‘ﬁ' Antivirus
Antivirus - =

t__ Summary

Summary - Contains at-a-glance details of important settings, activity and other information.

Antivirus - Opens the Antivirus Tasks configuration section. This area allows you to run scans, configure
settings, schedules, updates, scan profiles and more.

More - Opens the More options screen which contains options relating to the overall configuration of Comodo
Antivirus.

Each of these areas contains several sub-sections that provide granular control over the configuration of the application.

1.7.Understanding Alerts

Antivirus alerts immediately inform you if a virus has been detected and provide options and information so you can make an

informed decision on how to proceed. Alerts can also be used to instruct Comodo Antivirus on how it should behave in future
when it encounters activities of the same type.

COMODO Antivirus Alert

A malicious item has been

detected!
MName: ApplicUnwnt@341617337
Location: Jvarffolders Lh/mmc_bgrxlxgd 04 3cmwwhky. .

More information: ApplicUnwnt@341617337

d How should | answer? @ sinan i | | t\j' hidi L

Answering an Antivirus Alert

Alerts are generated whenever a virus or malware tries to be copied to or run on your system. Alerts appear at the bottom right

hand side of your computer screen. The alert contains the name of the virus detected and the location of the virus on your disk
and, if available, more information about the virus.

Each alert has two main options - 'Clean' and 'lgnore'. Selecting either of these will present further options.
»  Clicking 'Clean" will allow you to:
e Clean the file

¢ Quarantine the file. This will move the file to Quarantined ltems
OR

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 14
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Disinfect the file. If CAV has a disinfection routine available it will disinfect the file. If not, then the file will be
deleted.

*  Clicking 'Ignore' will present you with the following options:

Once - If you click 'Once', the file is ignored this time only. If the same file is detected at another time then
another alert will be displayed.

Report this to COMODO as a False Alert - If you are sure that the file is safe, select 'Report this to Comodo

as a False Alert'. This will submit the file to Comodo for analysis. If the file is found to be trustworthy, it will be
added to the Comodo whitelist.

Add to Exclusions - If you click 'Add to Exclusions', the virus is added to your local Exclusions list. This

means Comodo Antivirus will no longer report this file as malicious or raise an alert the next time the file is
detected.

Ignore the alert only if you trust the application.

To clean the file or application form your system
e Click the drop-down arrow beside the 'Clean’ button and select 'Clean’ from the 'Clean’ options.

COMODO Antivirus Alert

A malicious item has been

detected!
Mame: ApplicUnwnt@341617337
Location: Jvarffolders/ 1hfmmc_bgrx 1xg4 04 3cmewky. .

Maore information: ApplicUnwnt@341617337

& How should | answer?

@ Clean - | | I',‘j. lgnore 3 |

| Disigfect |

| Quarantine |

To move the file or application to Quarantine
e Click the drop-down arrow beside the 'Clean’ button and select 'Quarantine' from the 'Clean’ options.

COMODO Antivirus Alert

A malicious item has been

detected!
Marme: ApplicUnwnt@341617337
Location: Jvarffolders/ 1h/mmec_bgrxlxg404 Icmwwky. .

Mare information: ApplicUnwnt@341617337

e r '\
J. How should | answer? | g Clean - | |[ o lonore

' Clean |
| Disinfect |
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To disinfect the file or application
»  Click the drop-down arrow beside the 'Clean’ button and select 'Disinfect' from the 'Clean’ options.

COMODO Antivirus Alert

A malicious item has been

detected!
Mame: ApplicUnwnt@341617337
Location: fvarffolders/ 1h/mmc_bgrx1xg4043cmwwhy. .

More information: ApplicUnwnt@341617337

Q How should | answer?

u Clean - | | 'L.;l' lgnore 3

' Clean |

Danre

| Quarantine |

Comodo Antivirus will first attempt to disinfect the file in question. If this is not possible, then the file will be deleted.

To ignore the alert if you trust the file/application
e Click the 'Ignore'. Selecting 'Ignore' provides you with three options:

coMODO Antivirus Alert

A malicious item has been

detected!
Name: ApplicUnwnt@341617337
Location: fvar/folders/Lh/mmc_bgrxlxga043cmwwhky. ..

More information: ApplicUnwnt@34 1617337

. Once
{J Clean - | |r‘} Ignore k| Report this to COMODO as a False Alert
Add to Exclusions

d How should | answer?

*  Once. If you click 'Once', the file is ignored this time only. If the same file is detected at a later date then another alert
will be displayed.

*  Report this to COMODO as a False Alert. If you are sure that the file is safe, select 'Report this to Comodo as a
False Alert'. This will submit the file to Comodo for analysis. If the file is found to be trustworthy, it will be added to the
Comodo white-list.

e Add to Exclusions. If you click 'Add to Exclusions', the virus is moved to Exclusions list. This means Comodo
Antivirus will no longer report this file as malicious or raise an alert the next time the file is detected.

1.8.Comodo Antivirus - How To... Tutorials

The 'How To..." section of the guide contains guidance on key tasks of Comodo Antivirus. Use the links below to go to each
tutorial's page.
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*  How to Scan your Computer for Viruses - Explains how automatically or manually you scan your computer
*  How to Configure Database Updates — Allows you to specify how virus signature updates should be handled
*  How to Quickly Setup Security Levels - Guidance on changing the antivirus security level

*  How to Change Comodo Antivirus Language Settings - Explains how to switch languages

*  How to Password Protect your CAV settings - Explains how to prevent your antivirus settings from being changed
by others

e How to Run an instant Antivirus scan on Selected ltems - Guidance on initiating a manual scan on selected
folders/files to check for viruses and other malware

*  How to Create a Scheduled Scan - Specify a schedule to scan selected items at certain times

*  How to Restore Incorrectly Quarantined Item(s) - Help to restore files and executables that were moved to
quarantine by mistake

e How to Submit Quarantined Items to Comodo for Analysis - Advice on how to send suspicious files/executables to
Comodo for analysis

*  How to Switch Off Automatic Software and Antivirus Updates - Explains how to stop automatic software and
virus updates

e How to Temporarily Suppress Alerts when Playing a Game - Helps you to switch off pop-up alerts to avoid
interruptions while playing games

e How to View Antivirus Reports — Help to view all scan events

1.8.1. How to Scan your Computer for Viruses

Comodo Antivirus allows you to quickly run an on-demand scans on any file or area on your computer.
»  To start a manual scan of your whole computer or specific location(s)
* Torun a quick scan on a particular item

To start a manual scan of your computer or specific location

*  Open the 'Run a Scan' dialog by selecting 'Scan Now' from the summary screen. The interface can also be opened by
clicking the 'Antivirus' tab followed by '‘Run a Scan'.

Either method will open the 'Run a Scan' dialog:

Please select an item to launch a scan:

Profile Name
Full Scan
Quick Scan

¥ What do these settings do? [ Create New Scan [ | Scan [ | Close |

w

e You have two broad options:
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e Choose to run a predefined scan profile. 'Full Scan' will scan your entire system while 'Quick scan' is a
targeted scan of very important files and folders.

Select the profile you want then just click the 'Scan' button to run a scan of a predefined area
OR

»  Choose to 'Create New Scan'. As the name suggests, this allows you to create a custom scan of precise
areas of your system (drives. folders etc). See custom scan. if you would like to know more about this
option.

After clicking the scan button, Comodo Antivirus will first check for database updates. If they are available, they will be
downloaded and installed before the scan runs.

Scanning will commence immediately after any updates are applied.

Scanning: Full Scan

Scanning: Full Scan

Status: fApplications/Calend...uickEventPopover.nib
ﬁ Objects Scanned: 3,256 Start Time: Mar 2, 2015, 4:41 AM
4% Threats Found: 0 Duration: 00:00:15
[E Show on top
&) What do these settings do? _; Pause ﬁ Stop Scan

The progress dialog shows the following items: profile name, the scanned location, the start time and duration of the scan, the
total number of objects scanned and the number of threats found.

On completion of scanning, the scan results screen will list the names and risk levels of all the threats found.

E & 8 COMODO Antivirus - Scan Results

(M Az Threat Name Risk
[EI ¥ [Users/administrator/Desktop/AV_samples/trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High o -

trojan for MAC\Oef4fcab0ae0a5f80d4197 cac26c0c9. ..
trojan for MAC) 1f5d6a6b363b370e025e718d235¢5...
trojan for MAC\611478feb9eeScbcb595f0cbal273a...
trojan for MAC\752270812d8ba27bd624bb5f4f961. ..
trojan for MAC\79280dc02b6Ba2940338c21dab0Ba. .
trojan for MAC\8a8ced45a27d27e83ch98f796a29745...
trojan for MAC\ab618a1442f30f68f5d8d3c0d0c529...
trojan for MAC\bdaaed01331d94b7952a7ffaaalc8...
trojan for MAC\e7fe2a43fba56dae0bf1ff611ddcafs. ..
trojan for MAC\f3da8d4321423f79172578e8cf3f91...
trojan for MAC\trojan for MAC.zip|trojan for MAC/O...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6E...
trojan for MAC\trojan for MAC.zipltrojan for MAC/7...

@ What do these settings do? Save Results | Clean * | | lgnore |

ﬁ
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Note the "All?' check-box in the top left corner is enabled, meaning your choice of 'Clean’ or 'lgnore’ will apply to all listed items.

Click the 'Clean' button will instruct CAV to appropriately deal with the listed items. They will either be removed, disinfected, or
moved to Quarantine.

Clicking the 'lgnore’ button allows you to ignore file(s) once, report the file(s) to Comodo as a false positive or create an
exclusion for this file(s). If required, you can save the scan results as a text file by clicking the 'Save Results' link.

For more details on quarantined applications, refer to Antivirus Tasks > Quarantined ltems
For more details on ignore options, refer to Ignore an applicationffile.
To create a new scan profile

e Click 'Create New Scan'in the 'Run a Scan' interface.

N N Run a Scan

Please select an item to launch a scan:

Profile Mame
Full Scan
Quick Scan

@ What do these settings do? Gml Scan [ | Close [

"-h--___--#"

*  Type a name for the scan profile to be created in the 'Name' box.
e Click 'Add".

»  Select the locations to be scanned when the newly created scan profile is selected.
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& ® ® Please drag and drop your selection in the Selected items section

_ Existing items _ Selected items

> Downloads /System
[ @ Library JApplications
[ Mavies SWolumes
b (0] Music
_" My CI5 Profile.cfgx
[ Pictures
» [ Public
b [ Shared
> [::| usr
» B8 var
_" WMware Shared Folders
b ) home

= T

Apply |

¥ What do these settings do? | Cancel |

Lt

e Select the locations from the left column, drag and drop to the right column or select the locations and click right arrow
to move selected folders to right column.

e Click 'Apply".
For more details on scan create, refer to Creating a Scan profile.
To run an instant scan on a particular item

You can instantly virus scan virtually any file, folder, photo, application or hard-drive by simply dragging the item into the scan
box on the summary screen or onto the Comodo icon on the dock.

COMODO

A theinr
semmery | D
E LIRS T EN

Antivirus w On Acoess

The vings database hus bean upcsted on Mar 2, 3015, 1S AM
@ 0 theeatis) detected 5o fie
l| s
© scan now

Drag'n Drep files here 10 scam by vinus scanner - ‘\
|
e

——L

Please refer for more details to Starting Comodo Antivirus. See also how to create a Scan Schedule.

1.8.2. How to Configure Database Updates

To ensure maximum security and protection against the most recent virus outbreaks, it is essential that all scans are run using
the latest virus database. For this reason, it is the default policy of CAV to (1) Periodically check for and download database
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updates and (2) Automatically check and update the virus database before starting any scan process. Updates can also be
downloaded manually and pre-scan update checks can be disabled on a per-scanner basis.

¢ To manually update the virus database
*  To configure automatic database updates
*  To configure pre-scan database updates

To manually update the virus database

*  Click the 'Antivirus' from the top navigation
e Click 'Update Virus Database'

*  CAV will contact Comodo servers and, if available, will download and apply the update.
K

COMODO

Antivirus

Tasks

Submit Files
Did your Antivires report suspicious files? You can
submit a5 many files as you wish to COMODO for
analysis by using this section,

Run a Scan
- This saction allows you o scan your hard drivgft

r M mahvare, vineses and Spyiwane.
You haven't performed a

full scan yet!

Update Virus Database
This section allows you o check for the |atest virus
catabase and download the updates if any.

‘_‘1 Scheduled Scans

This section aliows you o modify the schaduled
virus scanning seltings in order ko have your PG
periodically scanned.

Scan Profiles

Lise this section o add/remove new SCanning
profiles which are used by the vires scannar o
determine the objecis to be scanned.

Virus Databass«: Update (5%)

;? Please wait while the virus database is being updated.
This might take a few minutes...

Checking for uptites...

& What do these settings do? | Hide |

Note: You must be connected to the Internet to download updates.

To configure automatic database updates
To switch automatic updates ON/OFF in absolute sense:
e Click the 'Antivirus' button along the top navigation
e Click 'Scanner Settings'
*  Make sure the interface is open at the 'Real Time Scanning' area
*  Enable or Disable 'Automatically update virus database'

To configure pre-scan virus database updates

Pre-scan update checks can be switched ON/OFF on a 'per-scanner’ basis for 'On Access' and 'Scheduled' scan types. To do
this:

e Click 'Antivirus' from the top navigation
e Click 'Scanner Settings'
*  Select either the 'On Access Scanning' or 'Scheduled Scanning' button as per requirements

«  Enable or disable the 'Automatically update virus database' checkbox as per requirements
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More details on these settings can be found in the 'Scanner Settings' section of this guide.

1.8.3. How to Quickly Set up Security Levels

Comodo Antivirus allows users to quickly view or change the current security level by right clicking on the system tray icon:
@ Wed 07:53 Q i=

Antivirus Security Level y 7D Wed07:52 Q i= |

Came Mode

Configuration >

Open...
Exit

To set the Real time Scanning level
*  Right click on the system tray icon

*  Move the mouse cursor over the Antivirus Security Level

Antivirus Security Level > ; _ css
Disabled

Came Mode -
Configuration »

Open...
Exit

The available security levels are:

e OnAccess - Every file will be scanned every time a file opened. Highest protection but highest resource usage.

» Disabled - Not recommended. Files are not virus-scanned when they are opened, strongly raising the possibility that
your system could get infected.

The currently active configuration is displayed with a check-mark next to it. For more details on these settings refer to Scanner
Settings > Real Time Scanning.

You can also access these settings through the CAV summary screen. In the example below, the security level is 'On Access'.
Click the word to access the settings described on this page.
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N AR

COMODO -ﬁ Antivirus

Antivirus

Summary

Antivirus %
The virus database has™sagn ynda®d on Mar 2, 2015, 1:35 AM

@ 0 threat(s) detected so far

You haven't performed a
full scan yetl

e Scan Mow

Drag'n Drop files here to scan by virus scanner

1.8.4. How to Change Comodo Antivirus Language Settings

To view or modify the language used in the Comodo Antivirus interface:
»  Click the ‘More’ button along the top navigation
«  Click 'Preferences' in the 'More' menu
e Goto "More" > "Preferences" > 'Language'

*  The 'Select language' drop down contains all available language. The current language will have a check-mark next to
it:

N I Preferences

| General | LEGG0EGE | Parental Control | Update |

Select Language ¥ Default - English (United States)

Deutsch - By Community
Tlrkge - By COMODO

@ What do these settings do? E]

* If you change the language, click 'OK' to save your preference then restart your application to apply the changes:
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You need to restart the application for the
changes to take effect. Would you like to
do it now?

| Close |[ 0K ]

1.8.5. How to Password Protect Your CAV Settings

This page explains how to password protect access to the CAV interface. Implementing the steps explained on this page means
another user will not be able to access the CAV interface to modify or over-ride the security settings you have implemented.

Click here for more details on parental control settings.
To enable password protection
o Click the ‘More’ button along the top navigation
«  Click 'Preferences' in 'More' menu

e (Click on 'Parental Control' tab

CUMPDU '-i_.‘.'.'_‘ Antivirus

Antivirus

More
r Preferences Browse Support Forums
Thia saction lats you configure genaral sattings lilke Meed Hedp? Find the answers to your quessions in
S — . password protection, update options atc. COMODO forums. Our developers regulary post
The anvrs pREEEES an we would love o hear from you

Enable now

ﬂﬂ, Manage My Cao j @ Help
d Do you want 1o keam mone about your Antivius?
i You can use this section 10 view the halp kg,

_ Enable password protection for the settings Change Password...

Suppress Antivirus alerts if password protection is enabled

& What do these settings do? OK

e Select 'Enable password protection for the settings' checkbox to activate password protection

e Click 'Change Password'

* Inthe 'Change Password' dialog, type a password and retype the password in the respective text boxes
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Change Password

Enter the password TTTIT

Re-type the password |-.....

| Cancel | Apply

o Click 'Apply".

Enabling password protection will secure all of your important CAV settings and configurations. After setting a password, users
will be asked for this password every time they try to access important configuration of the Antivirus Tasks areas.

Suppressing alerts whilst under password protection
If password protection is enabled, you are also offered the ability to suppress alerts when password protection is enabled.

Selecting this option means potentially malicious activities will be blocked automatically, but the user will not be shown an alert.
This avoids the situation where an inexperienced user, faced with an alert, will simply click ‘Allow’ to dismiss it (and inadvertently

permit a malicious action).

| General Language [ [z =0l @000 Update |

(™ Enable password protection for the settings | Change Password... |

[ﬂ Suppress Antivirus alerts if password protection is enabled

@ What do these settings do?

If you choose to suppress alerts, you must remember to un-suppress them next time you log on. If you don't, then CAV will
continue to silently block certain actions without notification.

Important Notes:

Due to the fact that this configuration suppresses and blocks all alerts, certain software updates may be unable to run in this
mode. A good idea is to create a preset configuration (called "Updater Configuration” for example), and configure it to allow all
of your updaters to install smoothly. This way, when switching to this configuration, you can perform maintenance on your
computer, and afterward, switch it back to the parental configuration (which suppresses all alerts) so no one else can make
changes. This method would prove very useful for tasks such as Microsoft Windows service pack updates. Refer to 'Manage
My Configurations' to know more about preset configurations.

1.8.6. How to Run an Instant Antivirus Scan on Selected ltems

You can instantly virus scan virtually any file, folder, photo, application or hard-drive by simply dragging the item into the scan
box on the summary screen or onto the Comodo icon on the dock.
To scan selected item(s):

Drag the item(s) into the scan box in the summary screen of the CAV interface. If the CAV is not running, drag the item(s) on to
the Comodo icon on the dock.
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coMODO

BB

Summary

Antivirus @ OnACess

The wines databaas has been updated on kiar 7, 3015, 11 A
@ 0 ahreanisl devected 5o far
l| |
Q Sean Now |
.

Dvag'n Deop Al here 1o scam by vines scannes

Before running the scan, Comodo Antivirus will first check for AV database updates. If updates are available they will be
downloaded and installed:

I 89 Virus Database Update (15%)

.L-“ Please wait while the virus database is being updated.
This might take a few minutes...

Downloading: BASE_UPD_END_USER_v20203.cav [268.07 KB/2.11 MB]

@ What do these settings do? | Hide |

Scanning will commence immediately after the updates are installed.

Scanning: My Custom Scan

Scanning: My Custom Scan

Status: [System /Library/Auto...n/Contents/Info.plist
f,i Objects Scanned: 4,978 Start Time: MNov 25, 2014, 6:04 AM
4# Threats Found: 0 Duration: 00:00:17
[E‘I Show on top
& What do these settings do? ‘; Pause ﬁ Stop Scan

On scan completion, the results screen will list the name and risk level of all threats found.

Click here for help on how to react if infected item(s) are found.

1.8.7. How to Create a Scheduled Scan

Comodo Antivirus allows you to schedule Antivirus scans on your entire system or on specific areas according to your
preferences.

To create an antivirus scanning schedule

e Click the 'Antivirus' button along the top navigation
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e Click 'Scheduled Scans' in the Antivirus menu
e Click the 'Add' button to begin creating your schedule

e Type a name for your schedule in the text box

I I

COMODO

Antivirus

Tasks

Run a Scan
B This saction allows you i scan your hand drive for
mabware, viruses and spyware,

Submit Files
Did your Antivirus report suspicious fles? You can

. N . subymit as @y fies as you wish o COMODO for
The antivirus protection is .

disabled|

Scheduled Scans
This saction allows you 1o modify the schadule
VNS SCanning Setlings in onder o have you
pariodically scannad.

B Update Virus Database
v This saction allows you 1o chack for the lates! winus
database and download the updates if any

Quarantined Items Scan Profiles

Scheduled Scans new scanning
irus scannar to

mined.

Schedule Name
Weekly Virus Scanning

| Edit... |
Scan Schedule
| Remove |

MName: d
IM‘r’ Custom 5chedule| I
Profile:

| Full Scan =

Days of the week:

[ | Monday
& What do @Tuesdav | Close

[ | Wednesday
& Thursday
|| Friday

[ | Saturday

[ | Sunday

Start time: 16:00 |4

| Cancel | [ Apply J

»  Select a scanning profile from the Profile drop-down menu. Selecting a scanning profile will define the areas in your
computer to be scanned during this schedule. For more details on Scanning profiles, refer to Antivirus Tasks > Scan
Profiles.

e Select the day(s) (Monday to Sunday) when you want the scan to run
e Select the time of the day when the scheduled scan should start.
o Click 'Apply".
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Your new scan schedule will be listed in the 'Scheduled Scans' interface. You can modify or remove it at any time by clicking the
'Edit..." or Remove button.

" I Scheduled Scans

Schedule Name
Weekly Virus Scanning | e |
My Custom Schedule | Edit... |
| Remove |
¢ What do these settings do? | Close

Repeat the process to add new scan schedules.

For more details on the Scheduled Scans, refer to Antivirus Tasks > Scheduled Scans.

1.8.8. How to Restore Incorrectly Quarantined ltem(s)

If you have incorrectly quarantined item(s) or you feel an item has been incorrectly quarantined by the application (a false
positive) then you can restore it/them using the following procedure:

«  Click the ‘Antivirus’ button from the top navigation and click '‘Quarantined Items' in the ‘Antivirus Tasks interface

*  Select the items you wish to restore from the 'Quarantined Items'. For selecting multiple items, press and hold down
the CTRL key.
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COMODO

Antivirus

Tasks

Run a Scan Submit Files
D your Antivirus report suspicious files? You can
sulymil a8 many fles as you wish 1o COMODO for

analysis by using this section,

_ mabyare, virugas and SpYWanS,
The antivirus protection is

disabled|

Update Virus Database

“}1 Scheduled Scans
This section allows you 1o modify the scheduled
vings scanning settings in onder to have your PC
periodically scannod.

Quarantined Items
Lise this SECion o see and manage the thréats
quarantined by the virus scanner.

E Scan Profiles
Lise this seclion Lo add/remove few SCanning

profiles which ane used by the virus scanner to

determing the objects to be scanned.

Quarantined Items

[ Item Location Date /Time | Add... |
Malware@#2... [Users/adminis... < Mar2, 2015, 3 —
Malware@#iq... /Users/adminis... '« Mar2, 2015, 4:.. 3| Delete |
Malware@#1... [Users/adminis... « Mar 2, 2015, 3:...

X T Restore
Useritem fUsers/adminis... Mar 2, 2015, 4:._. s b
[ Clear |
[ Submit |
&) What do these settings do? |  Refresh | | Close

e Click 'Restore’ to begin restoring the item(s).
All the selected files will be restored to their original locations immediately.
*  Click 'Close' button to exit.

Click here for more details on the Quarantined ltems.

1.8.9. How to Submit Quarantined ltems to Comodo for Analysis

Items which have been quarantined as a result of an On Access, On Demand or Scheduled Scans, can be sent to Comodo for
analysis. After the analysis, if the submitted item is found to be a False Positive, it will be added to the Comodo Safe List.
Conversely, if it is found to be malware, it will be added to the black-list of virus signatures. This helps Comodo to enhance its
virus signature database and helps benefit millions of other CAV users.

Click here for more details on Quarantined ltems.
To submit quarantined items
»  Click the ‘Antivirus’ button on the top navigation then click '‘Quarantined ltems'

e Select the items you wish to submit for analysis from the 'Quarantined Iltems' interface. To select multiple items, press
and hold down the «COMMAND» key for MAC OS X
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e (Click 'Submit'

COMODO

Antivirus

Tasks

Run a Scan Submit Files
e Thiz saction allows you i scan your hard drivegfor Dd your Antivirus report suspicious files? You can
makvare, viruses and spywans, submit a8 many fles as you wish 1o COMODO for

The antivirus protection is analysis by using this section

disabled!

¥ Update Virus Database "'| Scheduled Scans
' This section allows you 1o check for (e latest virus This saction allows you 1o modify the scheduled
database and download the updatgl if any vines scanning settings in order to have your PG
periodically scannad.

Quarantined ltems
Lise this SECHon 0 $ee and manage the threats
quarantined by the virus scanner.

E- Scan Profiles

Use his Section 0 add/remove new Scanning
profiles which ane used by the virus scanner to
determine the objects to be scanned.

Quarantined Items

Item Location | Add... |
Malware@#2... [Usersfadminis... ™ar2, 2015, 3:.
Malware@+#1... [Users/adminis... 2015, 3:... | Delete |
| Restore | W—
| Clear |
| Submit |
&) What do these settings do? | Refresh | | Close

The submission progress will be indicated:

 submiting.
. A

& Please wait while the files are being submitted...

File: afeelb41c318d3a57523ef38a096472863e44d1

Operation: Uploading...

Overall progress:

| Hide
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On completion, the submission results will be displayed along with a result informing you whether the submission was
successful or not.

Submit Results

The submit has been completed. Please review the list below for the results.

File Path Result
| /Users/administrator/Desktop /MacViruses/Trojan.Ma« & Submission error
1 fUsers/administrator/Desktop/MacViruses/Trojan.Ma« & Submission error
7 fUsers/administrator/Library / Accounts/Accounts3.sql . Successfully submitted
7 [Users/administrator/Library/Accounts/Accounts3.sql (4 Successfully submitted

| Close

1.8.10. How to Switch off Automatic Software and Antivirus Updates

By default, Comodo Antivirus will automatically checks for software and virus database updates. However, some users like to

have control over what gets downloaded and when it gets downloaded. For example, network administrators may not wish to

automatically download because it will take up to much bandwidth during the day. Similarly, users that have particularly heavy
traffic loads may not want automatic updates because they conflict with their other download/upload activity.

CAV provides full control over virus and software updates. Click the appropriate link below to find out more:
«  Switch off automatic software updates
e Switch off automatic virus updates
To switch off automatic software updates:
»  Click the 'More' button from the top navigation and click 'Preferences' link from the 'More' Tasks interface.
«  Click 'General' tab from the 'Preferences’ interface.

*  Deselect the check box 'Automatically check for program updates'.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 31



Comodo Antivirus for MAC,__:..LJser"GUia: - COMODO

Creating Trust Online®

o0 0
cCOMODO 'ﬁ Antivirus

Antivirus

s Preferences
This section lets you configure general settings like
password protection, update options eic.

j} Browse Support Forums
[- Meed Help? Find the answers 1o your questions in
COMCDO forums. Cur developers regularly post

The antivirus protection is and we would love to hear from you.

disabled!

: @
« "

|m Manage My Coffigurations G Help
“ This section allows §ou to importfexporidelete your Do you want to learn more about your Antivirus?
Antivirus configuratign settings. You can use this section to view the help file.

& Preferences

m jnguage = Parental Control =~ Update |

|| Automatically check for program updates

|| Show balloon messages

@ What do these settings do? LLJ

«  Click 'OK".

To switch off automatic Antivirus database updates:

Automatic virus updates can be completely switched off, or can be switched off for individual scans. Click the link appropriate to
your requirements:

«  Switch off automatic virus updates
«  Switch off updates prior to a Manual Scan
«  Switch off updates prior to a Scheduled scan
To Switch off automatic virus database updates
»  Click the 'Antivirus' button from the top navigation and click 'Scanner Settings' from the Antivirus Tasks interface.
»  Click the 'Real Time Scanning' tab from the 'Scanner Settings' interface.

*  De-select the checkbox 'Automatically update virus database'.
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COMODO

Antivirus

The antivirus protection is
disabled!

Real Time Scanning

Real Time Scanning

Tasks

Run a Scan
This section allows you o scan your hand drive
mabuare, viruses and spywarne,

Update Virus Database
This saction allows you 1o check for the latlst virus
dalabase and download the updates if anyf.

Quarantined Items
Lise this sechion to See and manage Jhe threats
quarantined by tha virus scannar.

Scanner Seltings
This section allows you 1o change the advancad
sattinga that affacts how the virus scanner works.

Virus Scanner Settings

Manual Scanning

Scheduled Scanning

Submit Files
Did your Antivirus report suspicious files? You can
sulbmit as many fles as you wish 1o COMODO for
analysis by using this section.

Scheduled Scans

This section allows you 1o modify the schaduled
virus scanning sellings in onder to have your PG
periodically scanned.

Scan Profiles

Lise this section to add/remove new Scanning
profiles which are used by the virus scanner to
determine the objecis to be scanned.

Exclusions

On Access Real-time scanner is disabled
Nothing is scanned on-access
Threats may NOT be detected before they can do any harm
Disabled
Detection

Automatically quarantine threats found during scanning

| Automatically update virus database

*  Click 'OK".

Comodo Antivirus will no longer automatically check for or download database updates.

To switch off virus database updates prior to a Manual Scan

»  Click the 'Antivirus' button from the top navigation and click 'Scanner Settings' from the Antivirus Tasks interface.

e Click the 'Manual Scanning' tab from the 'Scanner Settings' interface.

»  Deselect the checkbox 'Automatically update the virus database before scanning'.
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Antivirus

Tasks

Run a Scan
=+ This saction allows you 0 scan your hard uriwr(k

malware, virvses and spywang,
You haven't performed a

full scan yet!

J Update Vius Database
S T This saction allows you 0 chack for the latest ving

database and download the updates if any

Quarantined Items
Lise Whis section to see and manage he threals
guarantined by the virus scannar.

Scanner Seftings
This section allows you to change the advanced
satings that affects how the virus scanner

K

¥V rus Scanner Settings

Submit Files

Did your Antivines report suspicious files? You can
submit as many files as you wish to COMODO for
analysis by using this section,

Scheduled Scans

This saction allows you 10 modify the schaduled
virus SCannEng Sellings in onder to have your PC
periodically scanned.

Scan Profiles

Usis this sechon 1o ada/remove REw SCanning
profiles which are used by the virus scanner o
determine the objects 1o be scanned.

| Real Time Scanning Manual Scanning cheduled Scanning | Exclusions

COMODO

Creating Trust Online®

Detection

[ | Scan memory on start

[EI Scan archive files (e.g. *zip, *.rar)

[ | Automatically quarantine threats found during scanning

|| Automatically update virus database before scanning

Do not scan files larger than (MB) 20

@ What do these settings do?

ook |

*  Click 'OK".

The check and download of automatic Antivirus database updates executed before every on-demand or manual scanning will be

stopped.

To switch off virus database updates prior to a Scheduled Scan

e Click the 'Antivirus' button from the top navigation and click 'Scanner Settings' from the Antivirus Tasks interface.

e Click the " Scheduled Scanning' tab from the 'Scanner Settings' interface.

*  De-select the checkbox 'Automatically update the virus database before scanning'.
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COMODO

Antivirus

Tasks

EJ Run a Scan

= This saction almyu.l:namnyourharﬂdﬁmr&k
Mabware, VWuses and spywang.

i',l Submit Files

1’ Did your Antivin:s report suspicious files? You can
subemit as many files as ish to COMODO for

You haven't performed a ,mh.;b by u;Ynu shis mﬂ'u -

full scan yetl

1 Update Virus Dalabase
% This section aliows you o check for the latest firus
database and download the updates if any

“1 Scheduled Scans
This section allows you 10 modify the scheduled
virus Scanning Sellings in onder to have your PG
periodically scanned.

Quarantined ltems a Scan Profiles

- Usis this Secton 1o See and manage he Pneals Usi this sechon to ada/remove Rew Scanning
quarantined by the virus scannar. profiles which are used by the virus scanner o
determing the objects to be scanned.

Scanner Seitings
This section allows you fo change the advanced
satings that affects how the virus scannar works.

Viruz Scanner Settings

{ Real Time Scanning | Manual Scanning || 20 0EGRS G0N Exclusions |

| | Scan memory on start

Detection

@Scan archive files (e.g. *zip, *.rar)

[g.l!\.ummaticall\qr quarantine threats found during scanning

| | Automatically update virus database before scan ning

[ﬂ Show scanning progress

Do not scan files larger than (MB) 20

& What do these settings do? E]

«  Click 'OK".

Comodo Antivirus will no longer automatically check for an download database updates prior to running a scan.

1.8.11. How to Temporarily Suppress Alerts while Playing a Game

Placing CAV in 'Game Mode' will temporarily disable alerts from appearing. Scheduled virus scans and database updates are
also postponed until this mode is disabled.

‘ Note: Antivirus protection is still active and your protection is not impacted by 'Game Mode'. All that happens is that alerts will
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not be generated so your game is not interrupted.

To enable game mode
*  Right click on the CAV System Tray icon.

© D

3 B E=

e Select 'Game Mode' from the options.

Antivirus Security Level »
Configuration 2
Open...

Exit

The alerts are now suppressed. Scheduled scans and virus database updates will not resume until this mode is de-activated.

LN

cCOMODO

Antivirus

rE Summary r'ﬁ‘ Antivirus

Tasks

Submit Files
Did your Antivirus report suspicicus files? You can
submit as many files as you wish to COMODOC for
analysis by using this section.

Run a Scan
B This section allows you to scan your hard drive for
malware, viruses and spyware.

All systems are in game
mode.

1) Update Virus Database
o~ This section allows you to check for the latest virus
database and download the updates if any.

'j Scheduled Scans
This section allows you to modify the scheduled
virug scanning settings in order o have your PC

periodically scanned.

Quarantined Items
Use this section to see and manage the threats
quarantined by the virus scanner.

Scan Profiles
Use this section to add/remove new scanning
profiles which are used by the virus scanner to

determine the objecis to be scanned.

@ Scanner Settings
This section allows you to change the advanced
settings that affects how the virus scanner works.

How to View Antivirus Events

The ‘View AntiVirus Events' module contains extensive logs of all actions taken by the virus scanner. The basic event viewer will
tell you the date and time a particular virus was detected, where it was located and the action that was taken to deal with it.

1.8.12.

To view Antivirus Events
e Click the '<number> of threats detected so far' from the main Antivirus Task Manager screen.

The basic event viewer displays the date, time and status of each antivirus event.
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COMODO '-ﬁ- Antivirus

Antivirus

& Disabled
The antivirus protection is
. base has been updated on Mar 2, 2015, 3:24 AM

disabled! hesrinasdaly
@ B threat(s) Metected so far

Antivirus Events

e Scan Now

Location

Action Status Date
[/Volumes/AV samples for MAC/... Malware@#1zei... Detect Success  Mar 2, 201...
[Volumes/AV samples for MAC/... Malware@#1zei... Ask Success  Mar 2, 201...
[Volumes AV samples for MAC/... Malware@#1zei... Ignore Success Mar 2, 201...
fUsers/administrator/Desktop/... Malware@#1klri... Detect Success  Mar 2, 201...

Malware lName

fUsers/administrator/Desktop/... Malware@#1klri... Ask Success  Mar 2, 201...
fUsers/administrator/Desktop/... Malware@# lklri... Failure  Mar 2, 201...
fUsers/administrator/Desktop/... Malware@#12w... Detect Success Mar 2, 201... L4
fUsers/administrator/Desktop/... Malware@#12w... Ask Success  Mar 2, 201...
fUsers/administrator/Desktop/... Malware@#12w... Failure  Mar 2, 201...

JUsersfadministrator/Desktop/... Malware@#jkutf... Detect Success Mar 2, 201...
fUsers/administrator/Desktop/... Malware@#2te2... Detect Success  Mar 2, 201...

/Users/administrator/Desktop/... Malware@#jkutf... Ask Success  Mar 2, 201...
[Usersfadministrator/Desktop/... Malware@#jkutf... Failure  Mar 2, 201...
{llcarc {adminictratariMaclktan Ao harara/ms Iea D Acl Curracc Bar 2 001

¥ What do these settings do? | Refresh [ | Close

Click View Antivirus Events section for more detailed information.

2. Antivirus Tasks - Introduction

The Antivirus Task Center allows you to run custom, on-demand virus scans and to configure how you want the antivirus
scanner to behave.

This area also allows you to alter scan settings for each scan type and to use the fully featured scheduler to run scans according
to a time table of your choice. Other features include the ability to create custom scan profiles, view/export event logs, specify
update settings, submit files for analysis and to view any quarantined files.

*  The Antivirus tasks center can be accessed at all times by clicking the 'Antivirus' tab.
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You haven't performed a
full scan yetl

B Summary

Tasks

Run a Scan
This section allows you to scan your hard drive f(k
malware, viruses and spyware.

Update Virus Database
This section allows you to check for the latest virus
database and download the updates if any.

Quarantined Items
Use this section to see and manage the threats
quarantined by the virus scanner.

Scanner Settings
This section allows you to change the advanced
settings that affects how the virus scanner works.

COMODO

Creating Trust Online®

Submit Files
Did your Antivirus report suspicious files? You can
submit as many files as you wish to COMODO for
analysis by using this section.

Scheduled Scans

This section allows you to modify the scheduled
wirus scanning settings in order w have your PG
periodically scanned.

Scan Profiles

Use this section to add/remove new scanning
profiles which are used by the virus scanner to
determine the objects to be scanned.

Click the links below to see detailed explanations of each area in this section.

* RunaScan

¢ Update Virus Database
*  Quarantined ltems

e Scanner Settings

e Submit Files

*  Scheduled Scans

e Scan Profiles

2.1.Run a Scan

The 'Run a Scan' area allows you to launch an On-Demand Scan on an item of your choice. The item can be anything you
choose - your entire computer, a specific drive or partition or even a single file. You can also choose to scan a wide range of
removable storage devices such as CD's, DVD's, external hard-drives, USB connected drives, digital cameras and more.
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Please select an item to launch a scan:
Profile Name
Full Scan
Quick Scan
¥ What do these settings do? | Create New Scan [ | Scan [ | Close

You have two options available when you choose to run an On-Demand Scan:

1. Scan a preselected area
2. Define a custom scan of the areas you choose.
Scanning Preselected Areas

Comodo Antivirus has two pre-defined scan profiles — Full Scan and 'Quick Scan'. These cannot be edited or removed. They
are:

i.  Full Scan - When this profile is selected, Comodo Antivirus scans every local drive, folder and file on your system
including external devices, storage drives, digital cameras.

ii. Quick Scan - When this profile is selected, Comodo Antivirus runs a scan of important operating system files and
folders including system memory, auto-run entries, hidden services.

To run one of these profiles, simply highlight it from the list and click 'Scan' (or just double-click the profile name).
Custom Scan
To run a scan on a particular item of your choosing, you first need to create a scan profile. To do this:

*  Click the 'Create New Scan' button

*  Type a name for your new profile in the 'Scan Profile' dialog (for example, 'My External Drives')

«  Click the 'Add' button to choose the files, folders or drives you wish to include in the scan profile. You can select
multiple items

»  Click 'Apply" to return to the 'Scan Profile' dialog then 'Apply' again. Your new profile will be listed in the 'Run a
Scan' dialog (see Create a Scan Profile if you need more help with this).

e Select your new profile in the list and click 'Scan'
*  Your scan will begin. Next, see:
*  Scan progress and results
¢ The results window
«  Saving results as a text file
¢ Removing selected items
*  Moving threats to quarantine
* Disinfecting/deleting threats
* Ignore aresult once / Ignore and report as false positive / Ignore and create an exception
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Tip: If you just want to run a quick scan on a file or folder, you can just drag it into the scan box in the 'Summary' area or, if the
interface is not open, by dragging it onto the Comodo dock icon.

Tip: For more details on Scan profiles, refer to Antivirus Tasks > Scan Profiles.

Scan progress and results

Before running the scan, Comodo Antivirus will first check for AV database updates. If updates are available they will be
downloaded and installed.

: 88 Virus Database Update (15%)

;.-“ Please wait while the virus database is being updated.
This might take a few minutes...

Downloading: BASE_UPD_ENMD_USER_wv20203.cav [268.07 KB/Z2.11 ME]

&) What do these settings do? | Hide |

The scan, based on the profile you selected, will begin immediately after updates have been installed. The progress dialog
displays the profile name, the location that is currently being scanned, the start time and duration of the scan, the total number of
objects scanned so far and the number of threats found.

Clicking the 'Pause' button will suspend the scan until such time that you click 'Resume’. Click 'Stop Scan' to abort the scan
process altogether.

Scanning: Full Scan

Scanning: Full Scan

Status: [Applications/Calend...vickEventPopover.nib
fl Objects Scanned: 3,256 Start Time: Mar 2, 2015, 4:41 AM
¥ Threats Found: 0 Duration: 00:00:15
(¥ Show on top
o What do these settings do? ‘; Pause I;i Stop Scan

Once the scan is complete, the results window will open:

The Results Window

On scan completion, the results screen will list the name and risk level of all threats found:
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COMODO Antivirus - Scan Results

(M Az Threat Name Risk
[EI ¥ /Users/administrator/Desktop/AV_samples/trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High o -

trojan for MAC\ Def4fcab0ae0a5f80d4197cac26c0cl. ..
trojan for MAC\ 1f5d6abb363b370e025e718d23f5c5...
trojan for MAC\611478feb9ee5cbcb595f0cbal273a...
trojan for MAC\752270812d8ba27bd624hb5f4f961. ..
trojan for MAC\79280dc02b68a2940338c21dab08a. ..
trojan for MAC\8a8ced45a27d27e83cb98f796a29745. ..
trojan for MAC\ab618a1442f30f68f5dBd3c0d0c529...
trojan for MAC\bdaaed01331d94b7952a7ffaaalc8a. ..
trojan for MAC\e7fe2a43fba56dae0b61ff611ddcafs. ..
trojan for MAC\f3da8d4321423f79172578e8cf3f91...
trojan for MAC\trojan for MAC.zip|trojan for MAC/O...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6. ..
trojan for MAC\trojan for MAC.zipltrojan for MAC/7 ...

@ What do these settings do? Save Results | Clean « | | Ilgnore ¢ |

You can sort the results alphabetically by clicking the 'Threat Name' column header. Similarly you can sort the scan results
based on the risk level by clicking the 'Risk' column header. To select all the entries for actions such as moving them to
quarantine or disinfect, select the check box beside the 'Threat name'.

To save the Scan Results as a Text File
1. Click 'Save' and enter the location in the 'Save' dialog box.

D08 Save

Save As: |5can_results_112614.txt | |z|

Tags:

(«1»]
FAVORITES
rf;\; Applications —_—

| imi || 2= v || (&) Desktop +] (Q

[=] Desktop

@ Documents AV_samples Comodo- My AV for MAC
0 Downloads AV-201..401.dmg  Profile -...uter.cfgx

SHARED
=

TAGS

| Mew Folder | | Cancel | [—Salﬂ—]

To remove selected items
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COMODO Antivirus - Scan Results

[g All? | Threat Name Risk
[E ¥ [Users/administrator/Desktop/AV_samples/trajan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High ol M

trojan for MAC\ Def4fcab0ae0a5f80d4197cac26c0cl. ..
trojan for MAC\1f5d6a6b363b370e025e718d23f5¢5...
trojan for MAC\611478feb%ee5cbch595f0cbal273a. ..
trojan for MAC\752270812d8ba27bd624bb5f4f961...
trojan for MAC\79280dc02b68a2940338c21dab08a. ..
trojan for MAC\BaBce45a27d27e83cb98f706a29745. ..
trojan for MAC\ab618a1442f30f68f5d8d3c0d0c529...
trojan for MAC\bdaaed01331d94b7952a7faaalc89...
trojan for MAC\e7fe2a43fba56dae0bb1ff611ddeafs...
trojan for MAC\f3daBd4321423f79172578e8cf3f91...
trojan for MAC\trojan for MAC.zip|trojan for MAC/0...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1F...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6...
trojan for MAC\trojan for MAC.zip|trojan for MAC/7...

& What do these settings do? Save Results | Clean * | | lgnore ¢+ |

Disinfec!

Quarantine

2. Click 'Yes' at the confirmation dialog box.

Are you sure you want to delete the
selected item(s) from your computer?

| No | [ TEEE—]

The file will be deleted permanently from your system.

To move selected threats to Quarantined Items
1. Select the application from the results, click the drop-down button beside 'Clean' and select 'Quarantine’.
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COMODO Antivirus - Scan Results

[g' All? | Threat Mame Risk
[E ¥ [Users/administrator/Desktop/AV_samples /trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High o

trojan for MAC\0Def4fcab0ae0a5f80d4197cac2beclcd. ..
trajan for MAC\ 1f5d6abb363b370e025e718d23f5¢5. ..
trajan for MAC\611478feb9eeSchch595f0chad273a...
trojan for MAC\752270812d8ba27bd624bb5f4f961. ..
trojan for MAC\79280dc02b68a2940338c2 1dab08a...
trojan for MAC\BaBce45a27d27e83cb98f706a29745...
trojan for MAC\ab618a1442f30f68f5d8d3c0d0c529. ..
trajan for MAC\bdaaed01331d94b7952a7ffaaalcB9...
trojan for MAC\e7fe2a43fha56dae0bb1ff611ddcafs...
trojan for MAC\f3daBd4321423f70172578e8cf391...
trojan for MAC\trojan for MAC.zip|trojan for MAC/0...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6...
trojan for MAC\trojan for MAC.zip|trojan for MAC/7...

& What do these settings do? Save Results | Clean * | | Ignore |

Clean

3. Click 'Yes' at the confirmation dialog box.

Are you sure you want to quarantine the
selected items?

The selected application is moved to the Quarantined items section. For more details on quarantined applications, refer to
Antivirus Tasks > Quarantined Items.

To disinfect a file or application
1. Select the applications from the results, click the drop-down button beside the 'Clean’ button and choose 'Disinfect'.
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COMODO Antivirus - Scan Results

[V Al Threat Name Risk
[E ¥ [Users/administrator/Desktop/AV_samples /trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High T

trojan for MAC\ Def4fcab0ae0a5f80d4197cac26c0cl. ..
trajan for MAC\ 1fSdfabb363b370e025e718d23f5¢5...
trajan for MAC\611478feb9eeSchch595f0chad273a...
trojan for MAC\752270812d8ba27bd624bb5f4f961. ..
trojan for MAC\79280dc02b68a2940338c2 1dab08a...
trojan for MAC)\BaBce45a27d27e83cb98f706a29745...
trojan for MAC\ab618a1442f30f68f5d8d3c0d0c529...
trojan for MAC\bdaaed(01331d94b7952a7ffaaalcB89. ..
trojan for MAC\e7fe2a43fba56dae0bh1ff61 1ddeafs. ..
trojan for MAC\f3daBd4321423f79172578e8cf3f91...
trojan for MAC\trojan for MAC.zip|trojan for MAC/0...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6...
trojan for MAC\trojan for MAC.zip|trojan for MAC/7 ...

@ What do these settings do? Save Results | Clean * | | Ignore |
Clean
Quarantine

2. Click 'Yes' at the confirmation dialog box.

Are you sure you want to delete the
selected item(s) from your computer?

| No | [ Ye& ]

The Antivirus disinfects the file if a disinfection routine exists. The file will be returned to its pre-viral state. If no disinfection
routine is available, the file is deleted permanently from your system.

To ignore an application / file you consider as safe from the threat list
e Click the 'Ignore’ button
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COMODO Antivirus - Scan Results

[EAII? Threat Name Risk
[2] ¥ /Users/administrator/Desktop/AV_samples/trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High B ]

trojan for MAC\Oef4fcabOae0a5f80d4197cac26c0c9...
trojan for MAC\1f5d6abb363b370e025e718d23f5¢5...
trojan for MAC\611478feb9eeS5cbcb595f0cbald273a...
trojan for MAC\752270812d8ba27bd624bb5f4f961...
trojan for MAC\79280dc02b68a2940338c21dab08a...
trojan for MAC\8a8ce45a27d27e83cb98f796a29745...
trojan for MAC\ab618a1442f30f68f5d8d3c0d0c529...
trojan for MAC\bdaaed01331d94b7952a7ffaaalc89...
trojan for MAC\e7fe2a43fba56dae0bb1ff611ddcafs. .
trojan for MAC\f3da8d4321423f79172578e8cf3f91...
trojan for MAC\trojan for MAC.zip|trojan for MAC/O...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6...
trojan for MAC\trojan for MAC.zip|trojan for MAC/7...

Once
@ What do these settings do? Save Results | Clean « | | Ignore » L Report this to COMODO as a False Alert
" Add to Exclusions

Selecting 'lgnore' provides you with three options.
e Once - If you click 'Once’, the virus is ignored only at that time only. If the same application invokes again, an alert will
be displayed.
*  Report this to COMODO as a False Alert - If you are sure that the file is safe, select 'Report this to Comodo as

False Alert'. This will submit the file to Comodo for analysis. If the file is found to be trustworthy, it will be added to the
Comodo white-list.

*  Add to Exclusions - If you click 'Add to Exclusions', the virus is moved to Exclusions list. The alert is not generated
if the same application invokes again.

Creating a Scan profile
Scan Profiles are the user-defined profiles containing specific areas on your system that you wish to scan and can be re-used

for all future scans.

To create a new scan profile
e (Click 'Create New Scan' in the 'Run a Scan' interface.

" Run a Scan

Please select an item to launch a scan:
' Profile Name

Full Scan

Quick Scan

¥ What do these settings do? Gml Scan [ | Close [

é
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A'Scan Profile’ configuration appears.

: & @ Scan Profile

Name:

List of items to be scanned:

[ Path

| Add... | | Remove |

& What do these settings do? | Cancel | [ Apply ]

ﬁ

*  Type a name for the scan profile to be created in the 'Name' box.
e Click 'Add".

A configuration screen appears, prompting you to select the locations to be scanned when the newly created scan profile is
selected.

" N Please drag and drop your selection in the Selected items section

_ Existing items _ Selected items

[ Downloads /System
> @ Library /Applications
[ Mavies [Wolumes
» [0 Music
_" My CIS Profile.cfgx
> Pictures
» [ Public
[ [::| Shared
> B usr
» (B var
_" VMware Shared Folders
» ) home

= T

¥ What do these settings do? | Cancel | | Apply |

e Select the locations from the left column, drag and drop to the right column or select the locations and click right arrow
to move selected folders to right column.
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o Click 'Apply".

- Run a Scan

Please select an item to launch a scan:

Profile Mame

Full Scan

Quick Scan
My Custom Scan

@& What do these settings do? | Create New Scan [ | Scan [ | Close

*  Repeat the process to create more Scan Profiles.

Note: You can also create new Scan Profiles by accessing Scan Profiles in the Antivirus Screen.

Instantly Scan Objects
You can instantly virus scan virtually any file, folder, photo, application or hard-drive by simply dragging the item into the scan
box on the summary screen or onto the Comodo icon on the dock.

FOMODD

Summary

ARtivirus w OnAdcess

Tha vinat databuse has Beas updated on Mar 2. 2015, 135 AM
@ thremis) detected so far
I|
& s6an vow ].

Dvag'n Dvop fles here 12 scan by vins scanner L J \
|
Ve

2.2.Update Virus Database

In order to guarantee the continuing effectiveness of your antivirus software, it is imperative that your virus databases are
updated as regularly as possible.

Our anti-virus database is maintained and updated around the clock by a team of dedicated technicians, providing you with the
solutions to the latest virus outbreaks. Updates can be downloaded to your system manually or automatically from Comodo's
update servers.
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To manually check for the latest virus Database and then download the updates
1. Click on the 'Update Virus Database' from the main Antivirus Task Manager Screen.

Note: You must be connected to Internet to download the updates.

A dialog box appears, showing you the progress of update process.

: &80 Virus Database Update (15%)

1 Please wait while the virus database is being updated.
This might take a few minutes...

Downloading: BASE_UPD_END_USER_v20203.cav [268.07 KB/2.11 MB]

&) What do these settings do? | Hide |

You will see the following notification when the update process is complete:

,:“ The virus signature database is up-to-date.

¢ What do these settings do? | Close

When infected or possibly infected files are found, if the anti-virus database has been not updated for a critically long time, or
your computer has not been scanned for a long time, the main window of Comodo Antivirus recommends a course of action and
gives a supporting explanation.

Automatic Updates

By default, Comodo Antivirus is set to automatically check for and download updates from the Comodo servers before
commencing a scan of any type. You can configure whether these automatic checks updates take place on a 'per scanner' basis
in 'Scanner Settings. Refer to Real Time Scanning Settings and Scheduled Scanning Settings for more details. 'Manual
Scanning' refers to 'on demand' scans carried out on items when, for instance, they are dragged in the scan box or the Comodo
dock icon.

2.3.Quarantined ltems

The quarantine facility removes and isolates suspicious files into a safe location before analyzing them for possible infection.
Any files transferred in this fashion are encrypted- meaning they cannot be run or executed. This isolation prevents infected files
from affecting the rest of your computer. If a file cannot be disinfected, then it provides a reliable safe-house until the virus
database is updated- neutralizing the impact of any new virus.

For adding executables to Quarantined items, refer to Antivirus Tasks > Run a Scan. You can also:

* Manually add applications, executables or other files, that you do not trust, as a Quarantined item
*  Delete a selected quarantined item from the system

¢ Restore a quarantined item

¢ Delete all quarantined items

*  Submit selected quarantined items to Comodo for analysis
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To view the list of Quarantined ltems
*  Click 'Quarantined Items' from the main Antivirus Task Manager Screen.

[ttem Location Date/Tirme . | Add... |

| Delete |

| Restore |

| Clear |

| Submit |

& What do these settings do? |  Refresh | | Close |

ﬁ

Column Descriptions
e ltem - Indicates which application or process propagated the event;

e Location - Indicates the location where the application or the file is stored;
»  Date/Time - Indicates date and time, when the item is moved to quarantine.

Manually adding files as Quarantined ltems
If you have a file, folder or drive that you suspect may contain a virus and not been detected by the scanner, then you have the
option to isolate that item in quarantine.

To manually add a Quarantined Item
e Click Add and select the file from Open dialog box.

To delete a quarantined item from the system
*  Select the item and Click 'Delete".

This deletes the file from the system permanently.
To restore a quarantined item to its original location
*  Select the item and click 'Restore'.

If the restored item does not contain a malware, it operates as usual. But if it contains a malware, it is detected as a threat
immediately, if the Real Time Scanning is enabled or during the next scan.

To remove all the quarantined items permanently
e Click 'Clear".

This deletes all the quarantined items from the system permanently.

To submit selected quarantined items to Comodo for analysis
*  Select the item from the list and click 'Submit'.

Note: Quarantined files are stored using a special format and do not constitute any danger to your computer.
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2.4.Scanner Settings

The Settings configuration panel allows you to customize various options related to Real Time Scanning (On-Access Scanning),
Manual Scanning, Scheduled Scanning and Exclusions (a list containing the files you considered safe and ignored the alert
during a virus scan).

»  The settings made for each type of the scan applies to all future scans of that type.
* Allitems listed and all items added to the 'Exclusions’ list is excluded from all future scans of all types.

To open Virus Scanner Settings panel
¢ Click on 'Scanner Settings' link in the main Antivirus Tasks Management Screen.

N N Virus Scanner Settings
Hes SFle e | Manual Scanning | Scheduled Scanning | Exclusions |

Real Time Scanning

| On Access Real-time scanner is enabled
Everything is scanned on-access
Threats are going to be detected before they can do any harm

- | Disabled

Detection

[ | Automatically quarantine threats found during scanning

@Autﬂmaticallv update virus database

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

& What do these settings do?

The options that can be configured using the settings panel are

* Real Time Scanning - To set the parameters for on-access scanning;

e Manual Scanning - To set the parameters for manual Scanning (Run a Scan);

e Manual Scanning - To set the parameters for scheduled scanning;

»  Exclusions - To see the list of ignored threats and to set the parameters for Exclusions.

2.4.1. Real Time Scanning

The Real time Scanning (aka 'On-Access Scanning') is always ON and checks files in real time when they are created, opened
or copied. (as soon as you interact with a file, Comodo Antivirus checks it). This instant detection of viruses assures you that
your system is perpetually monitored for malware and enjoys the highest level of protection. You also have options to
automatically remove the threats found during scanning and to update virus database before scanning. It is highly recommended
that you keep the Real Time Scanner enabled to ensure your system remains continually free of infection.

The Real Time Scanning setting allows you to switch the On Access scanning between Disabled and On Access and allows
you to specify detection settings and other parameters that are deployed during on-access scans.

To set the Real Time Scanning level
*  Click on the 'Real Time Scanning' tab in the 'Scanner Settings' panel.
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»  Drag the real time Scanning slider to the required level. The choices available are Disabled (not recommended)
and On Access. The setting you choose here are also displayed in the Summary screen.

Virus Scanner Settings

=Rl | Manual Scanning | Scheduled Scanning | Exclusions |

Real Time Scanning

| On Access Real-time scanner is enabled
Everything is scanned on-access
Threats are going to be detected before they can do any harm

- | Disabled

Detection

[_| Automatically quarantine threats found during scanning

[E.ﬂxutomaticallyr update virus database

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

& What do these settings do?

e OnAccess - Provides the highest level of On Access Scanning and protection. Any file opened is scanned before
itis run and the threats are detected before they get a chance to be executed.

* Disabled - The Real time scanning is disabled. Antivirus does not perform any scanning and the threats cannot
be detected before they impart any harm to the system.

Detection Settings
e Automatically quarantine threats found during scanning - When enabled, all detected threats will be moved
to quarantine. Once quarantined, the detected threat can be restored or deleted at your will (Default = Disabled).

e Automatically update virus database - When enabled, Comodo Antivirus will check for and download the latest
virus database updates on system start-up and subsequently at regular intervals (Default = Enabled).

* Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during on-access scanning. Files larger than the size specified here, are not scanned. (Default = 20
MB) .

*  Keep an alert on the screen for - This box allows you to set the time period (in seconds) for which the alert
message should stay on the screen (Default = 120 seconds).

Click 'OK' for the settings to take effect.

2.4.2. Manual Scanning

The Manual Scanning area allows you to set the parameters that will be implemented when you run an 'On Demand' scan on
your computer. For example, these options will be used when you click 'Scan Now' from the main 'Summary' screen or '‘Run A
Scan' from the 'Antivirus Tasks' menu.
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Virus Scanner Settings

| Real Time Scanning | [UELEIS G000 Scheduled Scanning | Exclusions |

De;ection
[ | Scan memory on start

@Scan archive files (e.g. *zip, *.rar)

[E]Automaticallv quarantine threats found during scanning

[E]Automaticallv update virus database before scanning

Do not scan files larger than (MB) 20

& What do these settings do?

*  Scan memory on start - When this check box is selected, the Antivirus scans system memory at the start of a manual
scan (Default = Disabled).

»  Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and .RAR files.
You are alerted to the presence of viruses in compressed files before you even open them. These include RAR,
WIinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives (Default = Enabled)

*  Automatically quarantine threats found during scanning - When this check box is selected, the Antivirus moves
suspicious files to Quarantine. Files can be restored or deleted from quarantine at your will (Default = Enabled).

*  Automatically update virus database before scanning - Instructs Comodo Antivirus to check for latest virus
database updates from Comodo website and download the updates automatically before starting an on-demand
scanning (Default = Enabled) .

There are separate update options in for real time, manual and scheduled scanning settings. Disabling here will switch
off auto - updates for this scan type only. Updates can be downloaded manually by clicking Antivirus > Update Virus
database. See section 'Update Virus Database' for more details.

* Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during manual scanning. Files larger than the size specified here, are not scanned (Default = 20 MB).

Click 'OK' for the settings to take effect.

2.4.3. Scheduled Scanning

The Scheduled Scanning settings area allows you to determine the scan parameters that will be implemented when a scheduled
scan takes place.
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Virus Scanner Settings

{ Real Time Scanning | Manual Scanning | =00 EGSEG0TEN] Exclusions |

Detection
[ | Scan memory on start

[ﬂScan archive files (e.g. *zip, *.rar)

[g.l!\.ummaticall'pr quarantine threats found during scanning
@Aummaticallv update virus database before scanning

[ET Show scanning progress

Do not scan files larger than (MB) 20

@ What do these settings do? E

You can choose to run scheduled scans at a certain time on a daily, weekly, monthly or custom interval basis. You can also
choose which specific files, folders or drives are included in that scan by choosing the scan profiles.

The detection settings are as follows:

»  Scan memory on start - When this check box is selected, the Antivirus scans system memory at the start of any
scheduled scan (Default = Disabled).

»  Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and .RAR files
during any scheduled scan. You are alerted to the presence of viruses in compressed files before you even open
them. These include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives (Default = Enabled).

e Automatically quarantine threats found during scanning - When this check box is selected, the Antivirus moves
suspicious files to Quarantine. Files can be restored or deleted from quarantine at your will (Default = Enabled).

«  Automatically update virus database before scanning - When this check box is selected, Comodo Antivirus checks
for latest virus database updates from Comodo website and downloads the updates automatically, before the start of
every scheduled scan (Default = Enabled).

There are separate update options in for real time, manual and scheduled scanning settings. Disabling here will switch
off auto - updates for this scan type only. Updates can be downloaded manually by clicking Antivirus > Update Virus
database. See section 'Update Virus Database' for more details.

»  Show Scanning progress - When this check box is selected, a progress bar is displayed on start of a scheduled
scan. Clear this box if you do not want to see the progress bar (Default = Enabled).

* Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during scheduled scanning. Files larger than the size specified here, are not scanned (Default = 20 MB).

Click 'OK" for the settings to take effect.

2.4.4. Exclusions

The Exclusions tab in the Scanner Settings panel displays a list of applications/files for which you have selected Ignore in the
Scan Results window of Run a Scan option or added to 'Exclusions' from an Antivirus alert.
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Virus Scanner Settings

| Real Time Scanning = Manual Scanning = Scheduled Scanning

Exclusions _—
[Library/Application Support/Comodo/AntiVirus/* |¢|
JApplications/Comodo |T|

|  Remove |

@ What do these settings do? oK

All items listed in the 'Exclusions' area are excluded from future scans of all types.

Also, you can manually define trusted files or applications to be excluded from a scan .

To define a file/application as excluded from scanning

1. Click 'Add".
You now have 2 methods available to choose the application that you want to trust - 'Browse Files...' and 'Browse

Running Processes'.
Browse Files...

Browse Running Processes g

*  Browse Files... - This option is the easiest for most users and simply allows you to browse the files which you
want to exclude from a virus scan.

«  Browse Running Processes - As the name suggests, this option allows you to choose the target application
from a list of processes that are currently running on your computer.

When you have chosen the application using one of the methods above, the application name appears along with its location.
2. Click 'OK' for the settings to take effect.
To edit the path (location) of an Excluded application
+  Select the file or application for the list of excluded items
¢ Click 'Edit'
+Make the required changes for the file path in the 'Edit Property' dialog.
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Edit File Path

I /System/Library/CoreServices/ sziﬂlPl..mhnﬂu.glant.a|:|||:|u|*‘l:[:-ntlzntaﬁ"l'«"lI

¥ What do these settings do? | Cancel | [ Apply ]

2.5.Submit Files to Comodo for Analysis

Files which are not in the Comodo safe list and are also unknown to the user can be submitted directly to Comodo for analysis
and possible addition to the safe list.

You can submit the files which you suspect to be a malware or the files which you consider as safe but identified as malware by
Comodo Antivirus (False Positives). The files are analyzed by experts in Comodo and added to white list or black list
accordingly.

To submit files to Comodo
1. Click on the 'Submit Files' link from the main Antivirus Task Manager screen. The Browser dialog will open.

Please drag and drop your selection in the 'Selected items' section

_ Existing items _ Selected items

> B net
FE] Metwaork
F ] opt
b[:] private
P[:] shin
P[IISystem
bt]tmp
Y[Z] Users

7 localized

¥ i administrator

I
AV

_ Options

| |Include files from subfolders too

& What do these settings do? | Cancel [ | Submit As  »

2. Select the items (files or folders) you wish to submit to Comodo for analysis from the right hand pane and move them
to right hand pane by clicking the right arrow one by one. (If you want to revert a file, select the file from the right hand
pane and click the left arrow)

3. Click 'Submit As' and select :

o 'False-Positive' for files you consider to be safe
or
e 'Suspicious' for files you suspect to be malware from the submit options.
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False-Positive

Progress bars indicate the iroiress of the files submission to Comodo.

n
% Please wait while the files are being submitted...

File: Accounts3.sqlite

Operation: Uploading...

Overall progress:

| Hide

When a file is first submitted, Comodo's online file look-up service will check whether the file is already queued for analysis by
our technicians. The results screen displays these results:

Submit Results

The EEbmit has been completed. Please review the list below for the results.

File Path Result
- [Users/administrator/Library/Accounts/Accounts3.sql s Successfully submitted
7 [Users/administrator/Library/Accounts/Accounts3.sql 4 Successfully submitted
 [Users/administrator/Library/Accounts/Accounts3.sql s Successfully submitted

| Close

*  'Successfully submitted' - The file's signature was not found in the list of files that are waiting to be tested and was
therefore uploaded from your machine to our research labs.

*  'Already submitted' - The file has already been submitted to our labs by another Antivirus user and was not uploaded
from your machine at this time.

Comodo will analyze all submitted files. If they are found to be trustworthy, they will be added to the Comodo safe list (i.e. white-
listed). Conversely, if they are found to be malicious then they will be added to the database of virus signatures (i.e. black-listed).
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2.6.Scheduled Scans

Comodo Antivirus features a highly customizable scheduler that lets you timetable scans according to your preferences.
Comodo Antivirus automatically starts scanning the entire system or the disks or folders contained in the profile selected for that
scan.

You can add an unlimited number of scheduled scans to run at a time that suits your preference. A scheduled scan may contain
any profile of your choice.

You can choose to run scans at a certain time on a daily, weekly, monthly or custom interval basis. You can also choose which
specific files, folders or drives are included in that scan.

Comodo Antivirus gives you the power to choose, allowing you to get on with more important matters with complete peace of
mind.

From the 'Scheduled Scans' panel, you can

¢ Set anew scheduled scan

« Edit a pre-scheduled scan

¢ Cancel a pre-scheduled scan
The detection settings for the Scheduled Scans can be configured under the Scheduled Scanning tab of the Scanner Settings
interface.

To set a Scheduled Scan
1. Click on the Scheduled Scans link in the main Antivirus Task Manager screen.

Scheduled Scans

Schedule Mame
Weekly Virus Scanning | Add... |
| Edit... |
| Remove |
&) What do these settings do? | Close |

A default schedule "Weekly Virus Scanning' is displayed. This schedule is set so that your computer is scanned on every day at
16:00pm. You can edit this schedule by selecting it and clicking the 'Edit' button.

2. Click 'Add". The 'Scan Schedule' panel opens.
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Scan Schedule

Name:

|In"|~.-r Custom Schedule |

Profile:
| Quick Scan ]

Days of the week:
|| Monday

[EI Tuesday

| | Wednesday

[EI Thursday

|| Friday

[ | Saturday

|| Sunday

Start time: 16:00 |;J

| Cancel | [ Apply ]

3. Type a name for the newly scheduled scan in the 'Name' box.

4.  Select a scanning profile from the list of preset scanning profiles by clicking at the drop-down arrow, in the 'Profile’ box.
(For more details on creating a custom 'Scan Profile’ that can be selected in a scheduled scan, see Antivirus Tasks >
Scan Profiles.

5. Select the days of the week you wish to schedule the scanning from 'Days of the Week' check boxes.
6. Set the starting time for the scan in the selected days in the 'Start time' drop-down boxes.

7. Click 'Apply".
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Scheduled Scans

Schedule Name
Weekly Virus Scanning | e |
My Custom Schedule | Edit.. |
| Remove |
¢ What do these settings do? | Close

8. Repeat the process to schedule other scans with other predefined scan profiles.

To edit a Scheduled Scan
1. Select the schedule from the list.

2. Click 'Edit' in the 'Scheduled Scans' setting panel.
3. Edit the necessary fields in the 'Scan Schedule' panel.
4. Click 'Apply".
To cancel a pre-scheduled scan
1. Select the Scan Schedule you wish to cancel in the 'Scheduled Scans' settings panel.

2. Click 'Remove'.

2.7.Scan Profiles

Creating a Scan Profile allows you to instruct Comodo Antivirus to scan selected areas, folders or selected drives of your
system. You will be asked to select a profile whenever you click the 'Scan Now' link on the Summary Screen.

You can create custom scan profiles, to define selected disks or folders to be scanned and the created scan profile can be re-
used for any desired scan event i.e. Run a Scan (On-Demand Scanning) and Scheduled Scans. You can create as many
custom scan profiles as you wish. A Scan Profile allows you to scan only a selected area of your storage, saving time and
resources.

+ To create a new scan profile:

e Click the 'Create New Scan' button in the 'Run a Scan' panel or click the 'Add button' in the 'Scan Profiles' area.

*  New scan profiles can then be referenced when creating a new 'Scheduled Scan' and as the target of an on-
demand scan in the 'Run a scan' area.

Just to clarify, antivirus scan profiles are purely concerned with the location of a scan, not the parameters of the scan. All scan
profiles use the parameters as determined in the specific ‘Scanner Settings' tab of that type of scan.

To access the Scan Profiles interface
»  Click 'Scan Profiles' from the main Antivirus Tasks Manager Screen.
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e 8 Scan Profiles
Profile Name
Full Scan | i |
Quick Scan | Edit... |
| Remove |
@& What do these settings do? | Close

Comodo Antivirus contains two default Scan Profiles 'Full Scan' and 'Quick Scan'. These two profiles are predefined and cannot
be edited or removed.

*  Full Scan - When this Profile is selected, Comodo Antivirus scans every local drive, folder and file on your system.

*  Quick Scan - When this profile is selected, Comodo Antivirus runs a targeted scan of important operating system files
and folders.

You can select any one of these Scan Profiles if you want to scan the respective areas.

To create a new scan profile from the 'Scan Profiles interface

1. Click 'Scan Profiles' on the main Antivirus Tasks Manager Screen.
2. Click 'Add". The 'Scan Profile' dialog appears.

3. Type a name for the scan profile and click 'Add' to add the items you wish to include in the scan:
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Scan Profile

Name:

| My Custom Scan |

List of items to be scanned:

| Path

/System
[Applications
WVolumes

| Add... | | Remove |

& What do these settings do? | Cancel | [ Apply ]

ﬁ

A configuration screen appears, prompting you to select the locations to be scanned as part of the profile. The left column
displays all possible items (drives, folders and files) on your system for which scanning is available.

3. Browse to the folder location in the left column and select the folder.

4. Drag and drop all the files, folders and/or drives you require, into the right hand panel or select the files or folders and
move them to right-hand pane by clicking the right arrow one by one. (If you want to revert a file, select the file from
the right hand pane and click the left arrow).

N N Please drag and drop your selection in the Selected items section

_ Existing items ~ Selected items

> Downloads [System
[ IEI Library /Applications
[ Mavies Solumes
[ |:LI| Music
_" My CI5 Profile.cfgx
> Pictures
b [ Public
b 1] Shared
[ [::| usr
> B3 var
_" WMware Shared Folders
b ) home

w T

& What do these settings do? | Cancel | [. Apply |

5. Click 'Apply".
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Ll =

6. Repeat the process to create more Scan Profiles.
7. Click 'Apply" in the Scan Profiles interface for the created profiles to take effect.

You can see that the Scan Profile you have created, appearing as a target profile in the 'Run a Scan' panel...

Please select an item to launch a scan:

Profile Name

Full Scan

Quick Scan
My Custom Scan

@& What do these settings do? | Create New Scan [ | Scan [ | Close |

ﬁ

...itis also available for selection during a scheduled scan in the drop-down.
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Scheduled Scans

[Schedule Name
Weekly Virus Scanning

| Edit.. |

Scan Schedule

| Remove |

Name:

|I'u"|1||r Custom Schedule| |
Profile:

| Full Scan =3

Days of the week:

| | Monday
& What do ™ Tuesday | Close

| | Wednesday
™ Thursday
|| Friday

[

| | Sunday

| Saturday

Start time: 16:00 2]

| Cancel | [ Apply ]

e Toedita Scan Profile, select the profile and click 'Edit'.

* Todelete a Scan Profile, select the profile and click 'Remove'.

3.More Options-Introduction

The More Options area allows you to view and modify various program settings and also contains utilities and
shortcuts to help enhance your experience with Comodo Antivirus.

It can be accessed at all times by clicking on the 'More' link from the navigation panel.
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: 8 @

COMODO 'B. summary

Antivirus

More

Preferences : Browse Support Forums
This section lets you configure general settings like [ Need Help? Find the answers to your questions in
password protection, update options ete. COMCDO forums. Cur developers regularly post

‘
You haven't performed a and we would love to hear fram you.

full scan yet!

L b e Q@
* This section allows you to importexpori/delete your Do you want to learn more about your Antivirus?
Antivirug configuration settings. You can use this section to view the help file.

Ei§ Diagnostics 3 About

Did your Antivirus report an error? This ool may View copyright and version information of your
help you identify the problem. Antivirus.

(;} Check for Updates
« Check for the latest updates for your Antivirus to
make sure it is up-to-date.

Click the links below to see detailed explanations of each area in this section.

»  Preferences: Allows the user to configure general Comodo Antivirus settings (password protection, update options,
language)

*  Manage My Configurations: Allows the user to manage, import and export their Comodo Antivirus configuration
profile.

»  Diagnostics: Helps to identify any problems with your installation.
e Check For Updates: Launches the Comodo Antivirus updater.

e Browse Support Forums: Links to Comodo User Forums.

e Help: Launches the online help guide.

*  About: Displays version and copy-right information about the product.

3.1.Preferences

The Preferences menu in the More section allows you to configure various options related to the operation of Comodo
Antivirus.
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Preferences

Language | Parental Control | Update |

[ﬂ Automatically check for program updates

[ | Show balloon messages

@ What do these settings do? @

To open Preferences

e Click 'More' then 'Preferences'
The preferences dialog contains the following areas:
*  General
* Language
«  Parental Control
¢ Update

3.1.1. General Settings
(s0e  prefeences

Language @ Parental Control | Update |

@ Automatically check for program updates

[ | Show balloon messages

@ What do these settings do? @

*  Automatically Check for the program updates - This option determines whether or not Comodo Antivirus should
automatically contact Comodo servers for updates. With this option selected, Comodo Antivirus automatically checks
for updates every 24 hours AND every time you start your computer. If updates are found, they are automatically
downloaded and installed. We recommend that users leave this setting enabled to maintain the highest levels of
protection. Users who choose to disable automatic updates can download them manually by clicking 'Check for
Updates' n the 'More..." section (Default = Enabled).

»  Show the balloon messages - These are the notifications that appear in the bottom right hand corner of your screen
- just above the tray icons. Usually these messages like ‘Comodo Antivirus is learing' and are generated when these
modules are learning the activity of previously unknown components of trusted applications. Clear this check box if
you do not want to see these messages (Default = Disabled).

3.1.2. Language

The Language tab allows you to choose the interface language of Comodo Antivirus
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Preferences
| General | EG[IEG= | Parental Contral | Update |
Select Language | Default - English {(United States) =

@ What do these settings do? E

Comodo Antivirus is available in multiple languages. You can switch between installed languages by selecting from the
'Language' drop-down menu (Default = English (United States)).

In order for your language to take effect, you must restart the application.

3.1.3. Parental Control Settings

The Parental Control tab allows you to configure password protection for Comodo Antivirus.

{ Ceneral Language [ =izl @il Update |

[ | Enable password protection for the settings Change Password...

Suppress Antivirus alerts if password protection is enabled

@ What do these settings do?

*  Enable password protection for settings - Selecting this option activates password protection for all important
configuration sections and wizards within the interface. If you choose this option, you must first specify and confirm a
password by clicking the 'Change Password... ' button. You are asked for this password every time you try to access
important configuration areas ( Antivirus Tasks areas require this password before allowing you to view or modify
their settings).

Change Password

Enter the password TIIT

Re-type the password | Crorr .|

[ Cancel | | Apply

This setting is of particular value to parents, network administrators and administrators of shared computers to prevent
other users from modifying critical settings and possibly exposing the machine to threats (Default = Disabled).
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*  Suppress Antivirus alerts when password protection is enabled - If selected, any detected threats will be
automatically blocked but no Antivirus Alerts will be displayed. Password protection needs to be enabled for this
option to become available. Parents and network administrators may want to enable this setting if they do not want
users to be made aware when an Antivirus alert has been triggered. For example, a virus program may be attempting
to copy itself and infect user's computer without permission or knowledge of the user. Usually, the Antivirus would
generate an alert and ask the user how to proceed. If that user is a child or an inexperienced user then they may
unwittingly click 'allow' just to 'get rid' of the alert and/or gain access to the website in question - thus exposing the
machine to attack. (Default = Disabled).

3.1.4. Update Settings

The Update tab allows you enable/disable CAV program updates and to select the host from which the updates are to be
downloaded. By default, updates are downloaded from http://download.comodo.com

N B Preferences

| General @ Language @ Parental Contral

| ™ Enable Host - | Add |
) http://download.comodo.com/
| Remove |
|  Move Up |
& | Move Down |

& What do these settings do? Ok

*  Leave this setting alone if you always want to download the updates from Comodo servers

e You can add the URL of an alternative download host if required. For example, if CAV updates are available on a
server on your local network which is running Comodo Offline Updater.

* Toadd a host, click 'Add" and enter the URL or IP address of the host in the next row that appears.
*  Repeat the process for adding multiple hosts.
e Select the host by using the Move Up and Move Down buttons.

e CAV will automatically check the host specified here and download the updates from the host even when you are
offline.

»  Click 'OK" for your settings to take effect.

Note: CAV program updates can also be checked manually. Click 'More Options' > 'Check For Updates' if you wish to update
manually. Click here to view the help page on manual updates.

3.2.Manage My Configurations

Comodo Antivirus allows you to maintain, save and export multiple configurations of your security settings. This is especially
useful if you are a network administrator looking to roll out a standard security configuration across multiple computers. If you
are upgrading your system and there is a need to uninstall and re-install Comodo Antivirus, you can export your configuration
settings to a safe place before uninstallation. After re-installation, you can import the configuration settings to take effect in your
newly installed Comodo Antivirus.

This feature is also a great time saver for anyone with more than one computer because it allows you to quickly implement your
security settings on other computers that you own without having to manually re-configure them.

»  Comodo Preset Configurations

* Importing/Exporting and Managing Personal Configurations
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3.2.1. Comodo Preset Configurations

Comodo Antivirus ships with preset configurations that strike a good balance between security and usability. The profile that is
currently in use is the 'Active' profile.

Important Note: Any changes you make to settings over the course of time are recorded in (and will update) the 'active'
profile. Exporting the active profile will, therefore, export your settings as they currently stand.

Before modification, the 'Comodo Antivirus for MAC' profile has the following default settings:
e Automatic Program Updates - ON
e Automatic Virus Updates - ON
* Do not scan files larger than - 20 MB (all scanner types)
*  Real Time Scanning — On Access

Over time, you may have made changes that have altered this profile. If you want to restore the settings above, then click
'Restore Defaults'.

You can switch to a preset configuration in the 'Configurations' interface.

3.2.2. Importing/Exporting And Managing Personal Configurations

To access the Configurations interface

1. Navigate to 'More > Manage My Configurations'.

Configurations

' My Configurations Active . | Activate |
Comodo Antivirus for Mac Active
| Remove |
| Import... |
| Export... |
| Restore Defaults |
@ What do these settings do? |  Close

By default, the interface contains one preset configuration - 'Comodo Antivirus for MAC'. The currently active configuration is
indicated as 'Active' in this interface.

2. Click the area on which you would like more information:
«  Export my configuration to a file
* Import a saved configuration from a file
»  Select a different active configuration setting
*  Delete a inactive configuration profile

Export my configuration to a file
To export your currently active configuration

3. Select the configuration and click the 'Export' button.
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4. Type a file name for the profile (e.g., My AV for MAC Profile’) and save to the location of your choice. Or select a path
to export the configuration dialog by clicking the arrow button beside the 'Save As' text box.

.ﬁﬂD Save

Save As: |I|-"I1|,|r AV for MAC Profile - Imported fmrrl |E|

Tags: | |

3

Where: | % administrator v |

| Cancel | [ Save ]

A confirmation dialog appears for the successful export of the configuration.

The configuration has been exported
successfully.

oKk

Import a saved configuration from a file

Importing a configuration profile allows you to store any profile within Comodo Antivirus. Any profiles you import do not become
active until you select them for use.

To import a profile
1. Click the 'Import' button.

2. Browse to the location of the saved profile and click 'Open'.
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0 Downloads b
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HenTwii
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| Cancel | E Open ]

3. Inthe 'Import As' dialog that appears, assign a name for the profile you wish to import and click 'OK'".

Enter a name for this configuration:

My AV for MAC Profile

| Cancel | [ oK ]

A confirmation dialog appears indicating the successful import of the profile.

|

The configuration has been imported
successfully.

Once imported, the configuration profile is available for deployment by selecting it.
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@ s Configurations
My Configurations Active | Activate |
My AV for MAC Profile Active
Comodo Antivirus for Mac | Remove |
| Import... |
| Export... |

| Restore Defaults |

& What do these settings do? . Close

Select and Implement a different configuration profile

The Activate option allows you to quickly switch between configuration profiles.

To select a different configuration
1. Click on the profile you want to select and activate.

2. Click the 'Activate' button.

A confirmation dialog appears.

The configuration has been activated
successfully.

ook

The selected configuration is activated.
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e e Configurations

My Configurations Active E At H
My AV for MAC Profile Active

Comodo Antivirus for Mac |

Remove |

| Import... |

| Export... |

| Restore Defaults |

& What do these settings do? | Close

Delete an inactive configuration profile

You can remove any unwanted configuration profiles using the 'Remove' button. You cannot delete the profile that Comodo
Antivirus is currently using - only the inactive ones. For example if the Antivirus for MAC is the active profile, you can only delete
the inactive profiles.

To remove an unwanted profile
1. Select the profile and click 'Remove' button. A confirmation dialog appears.

[

Are you sure to delete the selected
configuration permanently?

| No | [ Yes }

2. Click 'Yes'if you are sure to delete. The selected profile is removed from the list and a confirmation dialog appears.

The selected configuration has been
deleted successfully.

ook |

To reset to a default profile

1. Select the profile and click 'Restore to Defaults' button. A confirmation dialog appears.
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Configurations

All the configurations will be reverted to the default.
This action cannot be undone. Would you like to
proceed?

| Yes | [ No ]

2. Click 'Yes'if you are sure to restore.

3.3.Diagnostics

Comodo Antivirus has it's own integrity checker. This checker scans your system to make sure that the application is installed
correctly. It checks:

»  File System - To check that all of Comodo's system files are present and have been correctly installed.
*  Registry - To check that all of Comodo's registry keys are present and in the correctly installed.

* Incompatible software. Checks for the presence of software that is known to have compatibility issues with Comodo
Antivirus.

i 00 Diagnostics

Please wait while COMODO Antivirus is verifying the integrity
of the installation.

' | Abort |

Checking files...

The results of the scan are shown in the following pop-up window. If your installation does not have any errors the following
dialog is displayed.

COMODO Antivirus

The diagnostics utility did not find any problems with
your installation.

If the diagnostics utility has found some errors in the installation, the following dialog is displayed.

COMODO Antivirus

The diagnostics utility has found some problems with
your installation.
Would you like to fix them?

|  No | [ Yes ]
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Click 'Yes'. The diagnostics utility automatically fixes the problems and prompts you to restart the computer.

COMODO Antivirus

The diagnostics utility has fixed all the problems.
You may need to restart your PC.

Restart your computer for the changes to take effect.

3.4.Check for Updates

Comodo Antivirus updates can be downloaded and installed at any time by clicking the 'Check for Updates' link in the 'More'
interface.

COMODO Antivirus Updater

Please click 'Start' button to initiate the update process.

Start Cancel Help

To check for availability of updates
e Click 'Start'.
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COMODO Antivirus Updater

Checking updates...

Pause Cancel Help

On completion of checking, the application will be updated automatically and the screen shows everything is up-to-date.

COMODO Antivirus Updater

There is no updates avalaible

Finish Cancel Help

Click 'Finish' to close the window.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 75



Comodo Antivirus for MAC —...L-J-se'r‘"GUi_a_éf COMODO

Creating Trust Online®

3.5.Browse Support Forums

The fastest way to get further assistance on Comodo Antivirus is by posting your questions on Comodo Forums, a message
board exclusively created for our users to discuss anything related to our products.

*  Click the Browse Support Forums link to be taken straight to the website at http://forums.comodo.com.
Registration is free and you'll benefit from the expert contributions of developers and fellow users alike.

Comodo Discussion Board and Support Forums | Comodo Community
forums.comodo.com

& Comodo Discussion Boa...
Mews: Comeda Strengthens Endpeint Fecurity Capabililies with Comade Sacurella... Y e

Plmpge WOQIn OF Fegister

—

Go To Comodo Friends @

Creating Trust Online

HELP SEARCH LOGIN REGISTER

The Comodo Forum

Genaral Category

. Last pest by Sanyz [V Libvyak
Melih's Corner - CEQ Talk/Discussions/Blog SOE3 Posts In Be Thark you Symante,
Discuss Comodo and IS products with the CED of Comado 284 Topics on September 30, 2014,

12:08:08 PM

LEst podt by mansso e
Comodo.TV = Our Internet Video Channel 118 Posts In
Imformaton and descussion ataut Comado. TV 33 Tapics on September 30, 3014,
02:08:16 PM

Child Boards: Comode. TV - News and Annowncements, Comodo. TV - Program Linews, Audence Feedback and Suggestions

Which Product do you want Comodo to develop next? el ﬁﬂ:&?ﬁﬂ"fﬁ?
Please tell us your views on what we could develop mext 715 Topics on Todey ot 06:21:55 AM

Last post by cocnisur
How Can 1 Help Comodo? (Please We Nead You!) BOB0 Posts In e PLEASE VETE HERENS),,
Want to support Comada? FE 'anu on Movesmber 72, 004, 09:48:53
M

Online Knowledge Base
We also have an online knowledge base and support ticketing system at http://support.comodo.com. Registration is free.

3.6.Help

Clicking the Help link in the More section opens the online help guide hosted at http://help.comodo.com/. Each area has its
own dedicated page containing detailed descriptions of the application's functionality.
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Find the desired product help CEED o

Search help Q

@ Comodo Antivirus For MAC v2.1 English & e

Introduction To Comodo Ankivirus

= Introduction To Comodo = -
Antivirus Introduction to Comodo Antivirus
System Requirements Comede Antivirus (CAV) offers complete protection against viruses, worms and Trojan horses for MAC OS X based

computers, The software is easy to configure and use and features real-time, on-access and on-demand virus

LR scanning, full event logging, schedules scans and more. Users can start virus scans immediately by clicking the

Starting Comodo Antivirus 'Scan MNow' link on the summary screen. Individual files can be checked for viruses at any time by dragging them
. into the scan box in the '‘Summary’ area or, If the interface is not open, by dragging them onto the Comodo dock

Comoda Antivirus <The Summary leon.

Screen

* Detects, blocks and eliminates viruses from desktops and networks
“View Antivirus Events

~Comodo Antivirus - Navigation « Constantly protects with Real-Time and On-ACCess scanning

~Understanding Alerts s Built in scheduler allows you to run scans at a time that suits you
e + Isolates suspicious files in quarantine preventing infection

* Antivirus Tasks - Introduction

* Maore Options-Introduction

About Comodo

* Daily, automatic updates of virus definitions

+ Simple to use: install and forget while Comodo Antivirus protects you in the background

You can also print or download the help guide in .pdf format from the webpage.

3.7.About

Click the 'About' option in the ‘More' Screen to view the 'About’ information dialog.

cCOMODO

Antivirus

Preduct Version: 2.1.0.24

Virus Signature Database Version: 21263

Patents Pending

Copyright (c) 2004-2014 COMODO. All rights reserved.

The 'About' dialog displays the copyright information and the information on the version number of Comodo Antivirus on your
computer.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
Clifton, NJ 07013
United States

Tel : +1.877.712.1309

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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