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1.Introduction to Comodo Antivirus

Comodo Antivirus (CAV) offers complete protection against viruses, worms and Trojan horses for MAC OS X based
computers. The software is easy to configure and use and features real-time, on-access and on-demand virus
scanning, full event logging, cloud based behavior analysis of unknown files and more. Users can start virus scans
immediately by clicking the 'Scan Now' link on the summary screen. Individual files can be checked for viruses at any
time by dragging them into the scan box in the 'Summary' area or, if the interface is not open, by dragging them onto
the Comodo dock icon.

»  Detects, blocks and eliminates viruses from desktops and networks
«  Constantly protects with Real-Time and On-Access scanning

+  Builtin scheduler allows you to run scans at a time that suits you

» Isolates suspicious files in quarantine preventing infection

Daily, automatic updates of virus definitions

+  Simple to use: install and forget while Comodo Antivirus protects you in the background

L N N

COMODO I 'ﬁ' Antivirus

Antivirus

v

All systems are active and
running.

Summary

Antivirus @ On Access
! The virus database has been updated on Jul 14, 2015, 2:53 AM
¥ 0 threat(s) detected so far

© scan Now

Drag'n Drop files here to scan by virus scanner

Guide Structure
This introduction is intended to provide an overview of Comodo Antivirus. Please use the links below to jump to the
section that you need help with.

* Introduction to Comodo Antivirus
*  System Requirements
* Installation
«  Starting Comodo Antivirus
¢ The summary screen
e  View Antivirus Events
* Navigation
¢ Understanding Alerts
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e How To... Tutorials
*  Antivirus Tasks - Introduction
* RunaScan
¢ Update Virus Database
*  Quarantined Items
e Scanner Settings
* Real Time Scanning
*  Manual Scanning
»  Scheduled Scanning
*  Exclusions
*  Submit Files to Comodo for Analysis
*  Scheduled Scans
*  Scan Profiles
¢ More... Options
*  Preferences
*  General Settings
* Language Settings
«  Parental Control Settings
*  Log Settings
*  Update Settings
*  Manage My Configuration
» Diagnostics
e Check For Updates
*  Browse Support Forums
¢ Help
e About
¢ View Logs

1.1.System Requirements

To ensure optimal performance of Comodo Antivirus, please ensure that your computer complies with the minimum
system requirements as stated below.

COMODO AV solution should be compatible with the following hardware platforms:
e Mac Intel x86_64

Operating systems:
« MacOS X10.9x
*  MacOS X 10.10.x

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 5
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1.2.Comodo Antivirus for MAC - Installation

There are two ways to install Comodo Antivirus:
* Installation wizard
* Console

Installation wizard

»  Download the setup file from http://download.comodo.com/cis/download/installs/mac/CAVSetup.dmg.zip.

- After downloading, double-click '‘Comodo Antivirus Installer' to start the installation wizard:

8 00 _ Comodo-AV-2015-07-14-+v2.2.0.46
COMODO Antivirus Uninstall COMODO
Installer Antivirus

STEP 1 - Choose the Interface Language

The installation wizard starts automatically.

«  Select the language in which you want install Comodo Antivirus and click 'OK":

"3 I Installer

Select the language

| Default - English (United States) =

| Cancel | [ 0K ]

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 6
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STEP 2 - End User License Agreement
To continue with the installation, you must next read and accept the 'End User License Agreement' (EULA):

O B COMODO Antivirus Installer

End User License Agreement

Please review the end user license agreement

END USER LICENSE AND SUBSCRIBER AGREEMENT
COMODD SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE

IMPORTAMT — PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING,
INSTALLING, OR. USING COMODO'S ANTIVIRUS, FIREWALL OR INTERMET SECURITY
SOFTWARE AND REMOTE PEREOMAL COMPUTER SUPPORT SERVICES (THE
"PRODUCTS") The PRODUCTSMEANS ALL OF THE ELECTRONIC FILES PROVIDED
EITHER BY DOWNLOAD OR ON PHYSICAL MEDLA (CD-ROM, DVWD OR OTHER MEDIA THAT
15 PROVIDED WITH THIS LICENSE AGREEMENT. BY DIOWHNLOADING, INSTALLIMNG, OR
USIMNG THE PRODUCTS, OR BY CLICKIMNG CN "I ACCEFT BELOW, YO ACKMNOWLEDGE
THAT ¥OU HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU
AGREE TO BE BOUND BY ITS TERME. IF ¥OU DO NOT AGREE TO THE TERMS HEREIM,
DO NOT DOVWNLOAD OR USE THE SOFTWARE, SUBSCRIBE TO OR USE THE SERVICES.
OR CLICK ON "| ACCEPT".

This end user license and subscriber agreement is between you ("you” or "Subscriber”), as either
an individual or as a business entity, and either:

| Print | < Back | laccept | | Cancel |

Click 'l accept' to continue the installation. If you want to cancel the installation at this stage, click 'Cancel'.

STEP 3 - Free Product Registration

Comodo Antivirus is activated free of charge for life. If you wish to sign up for news about Comodo products then
enter your email address in the space provided. This is optional.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 7
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: 89 COMODO Antivirus Installer

Free registration
Receive the latest COMODO products news, updates and offers

Enter your email address (optional)

L,(“i COMODO will NOT share your information with any third parties.

=

Privacy Policy

< Back [ MNext = [ | Cancel |

Click 'Next' to continue.

STEP 4 - Confirmation dialog

Please check all your settings are correct then click 'Install'. Click the '‘Back' button to review and/or modify any of
settings you have previously specified.

N N COMODO Antivirus Installer
Ready to install COMODO Antivirus

Click Install to begin the installation. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard.

< Back [ Install || Cancel |

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 8
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L BN BN ] COMODO Antivirus Installer
Installing COMODO Antivirus

Please wait while the Setup Wizard installs COMODO Antivirus.

Status: Copying new files

| [ |
< Back Next = Cancel

STEP 5 - Installation Complete
Click 'Finish' to finalize the installation:

i 00 COMODO Antivirus Installer
Completed the COMODO Antivirus Setup Wizard “

Click the Finish button to exit the Setup Wizard.

Your FREE lifetime license has been activated on Comodo License center.

< Back Next = [ Finish [
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*  You must restart your computer to complete the installation.
*  Make sure you have saved all your work then click 'Yes' to proceed:

You must restart your computer before
continuing installation.
Restart now?

|. No | [—Eﬁ—]

To install AV for MAC using CESM console

Comodo Antivirus for MAC can be remotely deployed through the Comodo Endpoint Security Manager console.
Click here for more details on Importing Mac OS based Computers

1.3.Starting Comodo Antivirus

After installation, Comodo Antivirus will be automatically loaded whenever you start your computer. Real-time
protection and on-access scanning is automatically enabled so you are protected immediately after the restart. To
configure the application and view settings, you need to access the management interface.

There are two main ways to do this - by clicking the taskbar icon or by clicking the dock icon.

Open by clicking the taskbar icon

To open the interface, click the CAV taskbar icon as shown:

@ $ = = 4) Thu6:10PM Q

This will open Comodo Antivirus at the Summary screen. We recommend your first task should be to run a full scan on your
computer. Click 'Do it now' under the yellow shield on the left to start a full scan. Alternatively, see 'The Summary Screen' and
'Antivirus Tasks - Introduction' if you wish to learn more about the application.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 10
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LN N ]

cCOMODO

Antivirus

v

All systems are active and
running.

"¢ Antivirus

Summary

Antivirus @ On Access
L) The virus database has been updated on Jul 14, 2015, 2:53 AM
¥ 0 threat(s) detected so far

@ Scan Now

Drag'n Drop files here to scan by virus scanner

Open by clicking the dock icon

Comodo Antivirus will automatically add an application quick launch icon to the MAC OS dock. You can open the
interface at any time by clicking the icon as shown:

COMODO Antivirus

s~

Tip: You can run scans on any file or folder by simply dragging it onto the CAV dock icon. If, for whatever reason,
this icon is removed or is not present and you wish to manually add it then please follow these steps:

Double click 'Macintosh HD' on your desktop:

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved "
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»  Click 'Applications' then double-click the 'Comodo’ folder
«  Click and hold the 'Comodo Antivirus' icon and simply drag it down to the dock.

«  From now onwards, you will be able to open the application by clicking the dock icon.

1.4.Comodo Antivirus - The Summary Screen

The 'Summary' screen is shown by default when you open the application. It provides an at-a-glance summary of
protection and update status as well as allowing you to quickly run a virus scan with a single click. You can access
this area at any time by selecting the 'Summary' tab as shown in General Navigation.

o0

COMODO -ﬁ‘ Antivirus

Antivirus

v

All systemns are active and
running.

Summary

Antivirus @ On Access
The virus database has been updated on Jul 14, 2015, 2:53 AM
& 0 threat(s) detected so far

@ Scan Now

Drag'n Drop files here to scan by virus scanner

Individual files can be scanned for viruses by dragging them into the scan area.
The summary screen contains the following information:
1. System Status

The shield icon on the left of the interface is a high visibility indicator of your current protection level. In the
example above, we see a yellow icon indicating that there are actions you need to take. In this case it is
yellow because you need to run a full scan. Once you have done this (and providing '‘Real Time Scanning is
not disabled), the shield icon should turn green and display the message 'All systems are active and
running'.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 12
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2. Antivirus

The Antivirus summary box contains:

i. The Status of Realtime Virus Scanning
The status of the virus scanning setting is displayed as a link (on Access in the example above).
On clicking this link, the Virus Scanner Settings panel will open, allowing you to quickly set the
level of Real Time Scanning, by moving the status slider. See Scanner Settings, for more details
on Virus Scanner Settings.

ii. When the Virus Database was Last Updated

The day and time at which the virus database was last updated is displayed as a link. On clicking
the link, the update of the virus database is started and the current date and time are displayed on
completion of the process.

ii. Number of Detected Threats

The number of threats detected so far from the start of the current session of Comodo Antivirus is
displayed here as a link. On clicking the link, the Antivirus Events panel will open. See Antivirus
Events, for more details on viewing Antivirus events

iv. Scan Now
The 'Scan Now' link in this box allows you to instantly Run a Scan.

1.5.View Antivirus Events

»  The 'Antivirus Events' viewer contains a log of actions taken by the virus scanner when it encountered a
malicious file.

«  The viewer will tell you the date and time a particular virus was detected, where it was located and the
action that was taken by Comodo Antivirus in response.

»  You can open the event viewer by clicking the number in front of 'Threat(s) detected so far' on the
‘Summary' screen.

Antivirus Events

' Location Malware Name Action Status Date

[var/folders/z3/2bwx0dz960d... Malware@#297... Remove Success Jul 14,201..
[var/folders/z3/2bwx0dz960d... Malware@#297... Remove Success Jul 14,201..
[var/folders/z3/2bwx0dz960d... Malware@#297... Quara... Success Jul 14, 201..
[var[folders/z3/2bwx0dz960d... Malware@#297... Ignore Success  Jul 14, 201...
[var/folders/z3/2bwx0dz960d... Malware@#297... False P... Success Jul 14, 201...
[var/folders/z3/2bwx0dz960d... Malware@#297... AddT... Success Jul 14,201..
[var/folders/z3/2bwx0dz960d... Malware@#297... Remove Success Jul 14,201..
[var/folders/z3/2bwx0dz960d... False P... Success Jul 14, 201...
[Volumes/AV samples for MAC/... Malware@#1lzei... Quara... Failure Jul 14, 201...
[Volumes/AV samples for MAC/... Malware@#2lip... Quara... Failure Jul 14, 201...
[Volumes/AV samples for MAC/... Malware@#2vbg... Quara... Failure Jul 14, 201...
[Volumes/AV samples for MAC/... Malware@#luvg... Quara... Failure Jul 14, 201...

[Volumes/AV samples for MAC/... Malware@#1lIfz... Quara... Failure Jul 14, 201...
Mealimac AV cammlac e BAA Bz s rafidvn e 1 Muara Eailura lal 14 2M1

&) What do these settings do? [ Refresh [ | More... [ | Close

Column Descriptions

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 13
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» Location - The location where the malicious file was detected
- Malware Name - The name of the malware
» Action - The action taken against the malware
- Status - Indicates whether or not the action was successful
- Date - Indicates the date of the event
» To refresh the events, click the 'Refresh' button.
«  Click the 'More' button to open the Comodo Log Viewer. See View Logs for more details.

» To close the events, click the 'Close' button.

1.6.Comodo Antivirus - Navigation

The Comodo Antivirus interface is divided into three main functional areas - 'Summary', 'Antivirus' and 'More'. You
can access any of these areas by clicking the icons along the top of the interface.

“8e .
COMODO ® Antivirus

Antivirus

l__ Summary

- Summary - Contains at-a-glance details of important settings, activity and other information.

»  Antivirus - Opens the Antivirus Tasks configuration section. This area allows you to run scans,
configure settings, schedules, updates, scan profiles and more.

»  More - Opens the More options screen which contains options relating to the overall configuration of
Comodo Antivirus.

Each of these areas contains several sub-sections that provide granular control over the configuration of the
application.

1.7.Understanding Alerts

Antivirus alerts immediately inform you if a virus has been detected and provide options and information so you can
make an informed decision on how to proceed. Alerts can also be used to instruct Comodo Antivirus on how it should
behave in future when it encounters activities of the same type.

COMODO Antivirus Alert

A malicious item has been

detected!
MNarmne: ApplicUnwhnt@341617337
Location: Jvarffolders Lh/mmec_bgrxlxgd 04 3cmwwhky. .

More information: ApplicUnwnt@341617337

d. How should | answer? @ Clean - | | lf‘j. lgnore I

Answering an Antivirus Alert
Alerts are generated whenever a virus or malware tries to be copied to or run on your system. Alerts appear at the

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 14
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bottom right hand side of your computer screen. The alert contains the name of the virus detected and the location of
the virus on your disk and, if available, more information about the virus.

Each alert has two main options - 'Clean’ and 'Ignore’. Selecting either of these will present further options.
+  Clicking 'Clean’ will allow you to:

e (Clean the file
e Quarantine the file. This will move the file to Quarantined ltems
OR

- Disinfect the file. If CAV has a disinfection routine available it will disinfect the file. If not, then the file
will be deleted.

Clicking 'Ignore' will present you with the following options:
«  Once - If you click 'Once', the file is ignored this time only. If the same file is detected at another
time then another alert will be displayed.

»  Report this to COMODO as a False Alert - If you are sure that the file is safe, select 'Report this to
Comodo as a False Alert'. This will submit the file to Comodo for analysis. If the file is found to be
trustworthy, it will be added to the Comodo whitelist.

+ Add to Exclusions - If you click 'Add to Exclusions', the virus is added to your local Exclusions list.
This means Comodo Antivirus will no longer report this file as malicious or raise an alert the next
time the file is detected.

Ignore the alert only if you trust the application.

To clean the file or application form your system
»  Click the drop-down arrow beside the 'Clean’ button and select 'Clean’ from the 'Clean’ options.

COMODO Antivirus Alert

A malicious item has been

detected!
Mame: ApplicUnwnt@341617337
Location: Jvarffolders/ 1hfmmc_bgrx 1xg404 3cmewky. .

Maore information: ApplicUnwnt@341617337

d. How should | answer?

E.'i Clean - | | I',‘j lgnore } |

| Disigfect |

| Quarantine |

To move the file or application to Quarantine

«  Click the drop-down arrow beside the 'Clean’ button and select 'Quarantine' from the 'Clean’ options.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 15
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A malicious item has been

detected!
Marme: ApplicUnwnt@341617337
Location: Jvarffolders/ 1h/mmec_bgrxlxg404 Icmwwky. .

Mare information: ApplicUnwnt@341617337

e =
t“ How should | answer? | G Clean - | |[ o lonore

' Clean |
| Disinfect |

To disinfect the file or application

Click the drop-down arrow beside the 'Clean’ button and select 'Disinfect' from the 'Clean’ options.

COMODO Antivirus Alert

A malicious item has been

detected!
Mame: ApplicUnwnt@3£41617337
Location: Jvarffolders/ Lh/mmec_bgrxlxgd 04 3cmwwko. .

More information: ApplicUnwnt@341617337

& How should | answer?

E; Clean - | | L:" Ignore
' Clean |

Danre

| Quarantine |

Comodo Antivirus will first attempt to disinfect the file in question. If this is not possible, then the file will be deleted.

To ignore the alert if you trust the file/application
+  Click the 'Ignore'. Selecting 'lgnore’ provides you with three options:

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 16
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A malicious item has been

detected!
Name: ApplicUnwnt@341617337
Location: Jvar/folders/ Lh/mmc_bgrxlxgd 043 cmwwhy. ..

More information: ApplicUnwnt@34 1617337

- Once
{J Clean  ~ | |u lgnore h Report this to COMODO as a False Alert
Add to Exclusions

a How should | answer?

| Y

»  Once. If you click 'Once', the file is ignored this time only. If the same file is detected at a later date then
another alert will be displayed.

» Report this to COMODO as a False Alert. If you are sure that the file is safe, select 'Report this to
Comodo as a False Alert'. This will submit the file to Comodo for analysis. If the file is found to be
trustworthy, it will be added to the Comodo white-list.

- Add to Exclusions. If you click 'Add to Exclusions', the virus is moved to Exclusions list. This means

Comodo Antivirus will no longer report this file as malicious or raise an alert the next time the file is
detected.

1.8.Comodo Antivirus - How To... Tutorials

The 'How To..." section of the guide contains guidance on key tasks of Comodo Antivirus. Use the links below to go
to each tutorial's page.

*  How to Scan your Computer for Viruses - Explains how automatically or manually you scan your computer
*  How to Configure Database Updates — Allows you to specify how virus signature updates should be handled
*  How to Quickly Setup Security Levels - Guidance on changing the antivirus security level

*  How to Change Comodo Antivirus Language Settings - Explains how to switch languages

»  How to Password Protect your CAV settings - Explains how to prevent your antivirus settings from being
changed by others

»  How to Run an instant Antivirus scan on Selected Items - Guidance on initiating a manual scan on selected
foldersffiles to check for viruses and other malware

»  How to Create a Scheduled Scan — Specify a schedule to scan selected items at certain times

*  How to Restore Incorrectly Quarantined Item(s) - Help to restore files and executables that were moved to
quarantine by mistake

*  How to Submit Quarantined Items to Comodo for Analysis - Advice on how to send suspicious
files/executables to Comodo for analysis

»  How to Switch Off Automatic Software and Antivirus Updates - Explains how to stop automatic software and
virus updates

»  How to Temporarily Suppress Alerts when Playing a Game - Helps you to switch off pop-up alerts to avoid
interruptions while playing games

*  How to View Antivirus Reports — Help to view all scan events

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 17
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1.8.1. How to Scan your Computer for Viruses
Comodo Antivirus lets you quickly run an on-demand scan on any file or area on your computer.
«  Start a manual scan of your whole computer or specific locations
¢ Runaquick scan on a particular item
Start a manual scan of your computer or specific location
«  Click 'Scan Now' on the CAV home screen
*  Orclick the 'Antivirus' tab followed by 'Run a Scan'
Either method will open the 'Run a Scan' dialog:

Please select an item to launch a scan:

Profile Name
Full Scan
Quick Scan

¥ What do these settings do? | Create New Scan [ | Scan [ | Close

*  You have two broad options:

*  Run a predefined scan profile:

* 'Full Scan' - Scans your entire computer
+ 'Quick scan' - A faster, targeted scan of important files and folders.
OR

e Create a custom scan:
»  Choose specific files, folders or drives to scan. See custom scan if you need more help with
this option.
After clicking the scan button, Comodo Antivirus will first check for database updates. If they are available, they will
be downloaded and installed before the scan runs.

Scanning will commence immediately after any updates are applied.
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Scanning: Full Scan

Scanning: Full Scan

Status: fApplications/Calend...vickEventPopover.nib
ﬁl Objects Scanned: 3,256 Start Time: Mar 2, 2015, 4:41 AM
¥ Threats Found: 0 Duration: 00:00:15
[E Show on top
W What do these settings do? _; Pause I;i Stop Scan

The progress dialog shows the following items: profile name, the scanned location, the start time and duration of the
scan, the total number of objects scanned and the number of threats found.

The scan results lists all threats found and their corresponding risk levels:

a 8 8 COMODO Antivirus - Scan Results

(M Al Threat Name Risk
[EI ¥ /Users/administrator/Desktop/AV_samples/trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High o -

trojan for MAC\Oef4fcab0ae0a5f80d4197cac26c0c9. ..
trojan for MAC\ 1f5d6a6b363b370e025e718d23f5¢5...
trojan for MAC\611478feb9eeScbcb595f0cbal273a...
trojan for MAC\752270812d8ba27bd624bb5f4f961. ..
trojan for MAC\79280dc02b6Ba2940338c21dab0Ba. .
trojan for MAC\8a8ced45a27d27e83ch98f796a29745...
trojan for MAC\ab618a1442f30f68fSd8d3c0d0c529...
trojan for MAC\bdaaed01331d94b7952a7ffaaalc8...
trojan for MAC\e7fe2a43fba56dae0b61ff611ddcafs. ..
trojan for MAC\f3da8d4321423f79172578e8cf3f91...
trojan for MAC\trojan for MAC.zip|trojan for MAC/O...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6...
trojan for MAC\trojan for MAC.zipltrojan for MAC/7 ...

@ What do these settings do? Save Results | Clean « | | lgnore » |

«  Clean - Selected items will be deleted, disinfected, or moved to Quarantine

+ Ignore - You can ignore files once, report the files to Comodo as a false positive, or create an exclusion for
the file.

« Use the check-boxes next to the threat name to select individual files.
« Ifthe 'AlI?' check-box is ticked then your choice of 'Clean’ or 'Ignore’ will apply to every threat found.
»  Save Results — Export the results to file.
See Antivirus Tasks > Quarantined Items, for more details on quarantined applications.

See Ignore an application/file, for more details on ignore options.
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To create a new scan profile

«  C(lick 'Create New Scan'in the 'Run a Scan' interface.

‘N N Run a Scan

Please select an item to launch a scan:

Profile Mame
Full Scan
Quick Scan

@ What do these settings do? Gml Scan [ | Close [

e —

«  Type a name for the scan profile to be created in the 'Name' box.
+  Click 'Add".

+  Select the locations to be scanned when the newly created scan profile is selected.

Name:

My scan
List of items to be scanned:

Path

fUsersfc1-mac/Docurments/archive

Add... Remove

& What do these settings do? Cancel m
o

Specify the path of the destination file or folder by selecting the locations to be scanned as part of the profile. -

«  Select the files or folders and click 'Open'.
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@ Documents [ wal »
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= 01-Mac's Ma... @ anyconne...download
— . [#% Applications >
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[ bin >
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Tags . .
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»  Repeat the process to create more Scan Profiles.

COMODO
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=

~
w

check app installed.py
check cn is L.py

copy xmil.py

test as c.py

whole script.py

«  Click 'Apply" in the 'Scan Profiles' interface for the created profiles to take effect.

See Creating a Scan profile, for more details on scan create.
To run an instant scan on a particular item

You can instantly virus scan virtually any file, folder, photo, application or hard-drive by simply dragging the item into
the scan box on the summary screen or onto the Comodo icon on the dock.

cOMODO

Summary

ARtivirus w OnAdcess
Tha vinas database has bean updated on Mar 7. 3015, 135 AW
@ theemis) detected 5o far

© scan vow

ibsdinbiaedh BN

/ ¥

i

Drag'n Dvop Al here 10 scam by vines scanner

Je@

Please see Starting Comodo Antivirus for more details. See also how to create a Scan Schedule.

1.8.2. How to Configure Database Updates

It is essential that you have the latest virus database installed to guarantee protection against the most recent

viruses.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved

21



COMODO

Creating Trust Online®

For this reason, it is the default policy of CAV to

(1) Periodically check for and download database updates
(2) Check and update the database just before a scan
Updates can also be downloaded manually. Pre-scan updates can be disabled on a per-scanner basis.

¢ To manually update the virus database

*  To configure automatic database updates

* To configure pre-scan database updates
To manually update the virus database

+  Click the 'Antivirus' tab

«  Click 'Update Virus Database'

«  CAV will contact Comodo servers and install any available updates.

E 8 8

coO MODO IE Summary 4+ Antivirus

Antivinus

More

& Preferences '_j : se Support Forums

Thie eaction lets you configure general satings like Need Healp? Find the answers o your guestons in
password probeciion update oplions elc COMODO Torums. Our deselopers regularly pos!
and wo would love to hear from youw,

All systems are active and
running.

| Manage My Configurations
© This section allows you to imporieponidelee vy
Antivirus configuration settings.

@ Help
Do you wani 10 leam mong about your Antivirus?
You can usa this section to view the halp file.

Diagnostics \Q About
= Did your Anfivinus report an emoe? his ool may View copyright and version information of your

help you identity the problam. Anthsnus.
Check for Updates ] View logs
Check for the latest updates for youF Antivicue 1o ! Thie gaciion allows you to view a necord of the

events, aleris and actions taken by the virus
acannar.

make sure it is up-io-date.

Virus Database Update (5%)

M please wait while the virus database is being updated.
This might take a fow minutes._..

Checking for updates...

) 1hat do these seitings do? Hide

Note: You must be connected to the Internet to download updates.

To configure automatic database updates
To switch automatic updates ON/OFF in absolute sense:
«  Click the 'Antivirus' button along the top navigation
«  Click 'Scanner Settings'
« Make sure the interface is open at the 'Real Time Scanning' area
« Enable or Disable 'Automatically update virus database'

To configure pre-scan virus database updates
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Pre-scan update checks can be switched ON/OFF on a 'per-scanner' basis for 'On Access' and 'Scheduled’ scan
types. To do this:

+  Click the 'Antivirus' tab

»  Click 'Scanner Settings'

«  Select either the 'On Access Scan' or 'Scheduled Scan' button as required
» Enable or disable 'Automatically update virus database' as required

More details on these settings can be found in the 'Scanner Settings' section of this guide.

1.8.3. How to Quickly Set up Security Levels

You can change security levels by right-clicking on the system tray icon:
@ Wed 07:53 Q i=

J 0 Wed07:52 Q = |

Antivirus Security Level [
Game Mode

Configuration >
Open...

Exit

To set the Real time Scanning level
+ Right-click on the system tray icon

»  Move your mouse over 'Antivirus Security Level":

Antivirus Security Level > ; _ css "
Disabled

Came Mode .
Configuration > |

Open...
Exit

The available security levels are:

« OnAccess - Files are scanned whenever you, or another program, attempts to open them. Recommended.

« Disabled - Not recommended. Files are not scanned when they are opened. This strongly raises the
possibility that your system will get infected.

The currently active configuration has a check-mark next to it. See Scanner Settings > Real Time Scanning for more
details on these settings.

»  You can also access these settings through the CAV summary screen.
» Inthe example below, the security level is 'On Access'.

»  Click the word to access the settings described on this page:
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N AR

COMODO L -ﬁ Antivirus

Antivirus

You haven't performed a
full scan yetl

Summary

Antivirus %
The virus database has™sagn ynda®d on Mar 2, 2015, 1:35 AM

@ 0 threat(s) detected so far

e Scan Mow

Drag'n Drop files here to scan by virus scanner

1.8.4. How to Change Language Settings

To view or modify the language used in the Comodo Antivirus interface:
+  Click ‘More’ on the top navigation
«  Click 'Preferences' > 'Language’'

«  Choose your preferred language from those available in the drop-down. The current language has a check-
mark next to it:

[ I ] Preferences

General Parental Control  Logging Update

Select Language + Default - English {United States) ;

Deutsch - By Community
Turkge - By COMODO

¥) What do these settings do? “

- Ifyou change the language, click 'OK' to save your preference then restart the application to apply the
changes:
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You need to restart the application for the
changes to take effect. Would you like to do
it now?

Close

1.8.5. How to Password Protect Your CAV Settings

This page explains how to password protect access to the CAV interface. Implementing the steps explained on this
page means another user will not be able to access the CAV interface to modify or over-ride the security settings you
have implemented.

Click here for more details on parental control settings.
To enable password protection
«  Click the ‘More’ button along the top navigation
«  Click 'Preferences' in 'More' menu

«  Click on 'Parental Control' tab

L N
CD M 0 D O -ﬂ' Antivirus

Antivirus

¥k Preferences

ok This section lels wou configure general settings like

sword proteciion, b ot te.

You haven't performed a = - " uedate cpters o
full scan yet!

':y Browse Support Forums

- Meed Help? Find fhe answers 10 your questions in
COMODO forums. Cur developers regularly post
and we woukd leva 10 hear from you.

Preferences

e ?

B —
General Language (UUEELGGIERIGIEEY Logging Update

Enable password pratection for the settings

»  Select 'Enable password protection for the settings' checkbox to activate password protection

»  Click 'Change Password'
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Change Password

Enter the passwaord

Re-type the password

l Cancel Apply

|

* Inthe 'Change Password' dialog, type a password and retype the password in the respective text boxes
«  Click 'Apply".

Enabling password protection will secure all of your important CAV settings and configurations. After setting a
password, users will be asked for this password every time they try to access important configuration of the Antivirus
Tasks areas.

Suppress alerts when password protection is enabled

« If password protection is enabled, you also have the option to suppress alerts. This option means threats
are blocked but no alert is shown to the user.

» This avoids the situation where a user could click ‘Allow’ just to dismiss an alert, and thus expose the
computer to infection.

e @ Preferences
General Language BEICWERSGLIGGIE Logging Update

Enable password protection for the settings

d What do these settings do? m

If you choose to suppress alerts, you must remember to un-suppress them next time you log on. If you don't, then
CAV will continue to silently block certain actions without notification.

Notes:
»  The 'suppress' setting blocks all alerts, so some software updaters may be unable to run.

» Oneidea is to create a preset configuration called 'Updaters'. Configure it to allow all your updaters to run
smoothly.

1.8.6. How to Run an Instant Antivirus Scan on Selected ltems

You can scan any file, folder or drive by simply dragging the item into the scan box or onto the Comodo dock icon.
»  Open Comodo Antivirus for MAC

+ Drag items you want to scan into the box on the summary screen

OR
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coMODO

BrBreivus

Summary

Antivirus w DnACERS

Dvag'n Dvop Al here 1S scam by vines scanner

COMODO
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Tha vinss databass hus been updated on Mar 2. J01%, 135 AM
@ 0 ahreaisl devected 5o far
I| !
Q Sean Now |
.

Comodo Antivirus will first check for AV database updates. If updates are available they will be downloaded and

installed:
& & Virus Database Update (5%)

,..." Please wait while the virus database is being updated.
This might take a few minutes...

Checking for updates...

.& What do these setiings do?

Hide

Scanning will commence immediately after the updates are installed.

Scanning: My Custom Scan

Scanning: My Custom Scan

[EI Show on top

&) What do these settings do? _; Pause

The scan results list all detected threats along with their risk level.

Click here for help on how to react if infected item(s) are found.

Status: [System /Library/Auto...n/Contents/Info.plist

ﬁ Objects Scanned: 4,978 Start Time: Nov 25, 2014, 6:04 AM

&% Threats Found: 0 Duration: 00:00:

_— e _a

17

ﬁ Stop Scan
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1.8.7. How to Create a Scheduled Scan

Comodo Antivirus lets you schedule virus scans on your entire system or on specific areas.

Create an antivirus scan schedule

«  Click the 'Antivirus' tab on the home screen
»  Click 'Scheduled Scans' then 'Add'

«  Type a name for your schedule, and pick the days and time of the scans.

COMODO k- Summary & | Antivirus

Antivirus

Tasks

Run a Scan Submit Files

- Thig seciion allows you 10 scan your hand drive Tor Did wour Antivirus repor suspicious Tiles? You can

malwarne, vireses and spywars. psubmit as many files as you wish to COMODO for
alyssh ST

You haven't parformed a
full scan yet!

Scheduled Scans
Thie secton allows you to modify the echeduled
virus scanning sedtings in order lo have your PC
periodically scanned.

B Update Virus Database
L 4 Thie eaction aliows you 1o chack for the latest virue
database and download the updates il any,

Scheduled Scans
Move new Scanning
b the virus scanner o

po scanned.
Scheduls Nama

] Add... [

Weekly Virus Scanning
Edit...

Remaove

L ] Scan Schedule

Mame:

My Custom Scan{ - ) ]

Profiler

Full Sean B

Days of the week: Close
Monday &
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

@ What do th

Start time: 5:30 AM O

cancel (T

»  Profile - A profile determines what areas of your computer are scanned. Chose a profile from the drop-
down.

+  Full Scan - Scans every file, folder and drive on your computer.
«  Quick Scan - Afaster, targeted scan of very important areas on your computer.
*  You can also create your own custom profiles if required.

«  Click the 'Antivirus' tab > 'Scan Profiles' > click the 'Add..." button

«  See 'Antivirus Tasks' > 'Scan Profiles' if you need help with this.
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»  Click 'Apply' to save your schedule.

Your new scan schedule will be listed in the 'Scheduled Scans' interface. You can modify or remove it at any time by
clicking the 'Edit..." or 'Remove'.

@ Scheduled Scans

Schedule Name Add...
Weekly Virus Scanning
My Custom Scan Edit...
Remove
¥ What do these settings ao? Close
-

Repeat the process to add new scan schedules.
See 'Antivirus Tasks' > 'Scheduled Scans', for more details on the 'Scheduled Scans'.

1.8.8. How to Restore Incorrectly Quarantined ltems
You may want to remove an item from quarantine if:
»  You have incorrectly placed an item in quarantine
»  You think CAV has quarantined a safe item (a false positive)
You can restore items as follows:
«  Click ‘Antivirus’ on the CAV home screen
+  Click ‘Quarantined ltems'
«  Select the items you wish to remove from quarantine. Hold down the CTRL key to select multiple items.

«  Click the 'Restore' button.
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L N

cCOMODO

B Summary
Antivirus o

Tasks

Submit Files
Did your Antivirus report suspicious files? You can
submit as many files as you wish to COMODC for
analysis by using this section.

Run a Scan
- This section allows you to scan your hard drive for
malware, viruses and spyware.

The antivirus protection is
disabled!

Enable now

Update Virus Database
This section allows you to check for the latesjfvirus
database and download the updates if any.

"_1 Scheduled Scans
This section allows you to modify the scheduled
virus scanning settings in order w have your PG
penodically scanned.

& Scan Profiles
Use this section to add/remowve new scanning

profiles which are used by the virus scanner to
determine the objects to be scanned.

Quarantined ltems
Use this section to see and manage the threats
quarantined by the virus scanner.

Quarantined Items

[ttem Location E | Add.. |
Malware@#... [var/folders/z... & Jul 14, 2008 4
Malware@#... [Users/admini... ¥ Jul 14, 2015, 2 [ Delete |
Malware@#... [Users/admini... & Jul 14, 2015, 4:...
Malware@#... [Users/admini... < Jul 14, 2015, 4:...
Malware@#... [Users/admini... & Jul 14, 2015, 4:.. Clear
Malware@#... [Users/admini... < Jul 14, 2015, 4:... s ]
Malware@#... [Users/admini... & Jul 14, 2015, 4:... | Submit |
Malware@#... [Users/admini... < Jul 14, 2015, 4:...
Malware@#... [Users/admini... & Jul 14, 2015, 4:...
Malware@#v... fUsers/admini... & Jul 14, 2015, 4:...
Malware@#... [Users/admini... & Jul 14, 2015, 4:...
Malware@#... [Users/admini... & Jul 14, 2015, 4:...
Malware@#... [Users/admini... & Jul 14, 2015, 4:...

@ What do these settings do? | Refresh | | Close j

All selected items will be restored to their original locations.
»  Click 'Close' to exit.

Click here for more details on quarantined items.

1.8.9. How to Submit Quarantined ltems to Comodo for Analysis

« Items which have been quarantined by the antivirus engine can be sent to Comodo for further analysis. The
analysis can have the following outcomes:

»  Confirmed as malware. The item will remain on the global blacklist

«  Confirmed as false-positive. The item will be moved to the global white-list. It will no longer be flagged
as malware by antivirus scans.

«  This helps Comodo to enhance its virus signature database and helps benefit millions of other CAV users.
Click here for more details on '‘Quarantined ltems'".
To submit quarantined items

«  Click ‘Antivirus’ on the home screen

+  Click ‘Quarantined ltems'

«  Select the items you wish to submit for analysis. To select multiple items, press and hold down the
«COMMAND» key.
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«  Click 'Submit'

L
cCOMODO "B summary

Antivirus

Tasks

Submit Files
ard drive for Did your Antivires report suspicious files? You can
submit a2 many files as you wish to COMODO for
analysis by using this section,

Run a Scan
= This section allows you to scan youl

mahaang, viruses and yPang
You haven't performed a g

full scan yet!

(%  Update Virus Database ™=  Scheduled Scans
' This cecton aliows you to chifck for the laiest virue I This section aliows you o modify the schaduled
database and downkad thedlipdates if any, VIS SCaNNIng Sellings in order o have your PC

poriodically scanned.
..".} Quarantined ltems L Sean Profiles
o Uze thiz gaction 1o 288 and manage the threats Use thig saction 10 add/remove new Scanning

profiles which ame used by the virus scanper to

quarantined by the vines scanner
- determina the objects to ba scanmed.

® e e Quarantined Items

Item Location Dat@¥jme Add...

ApplicUnwnt.. /Usersfe1-mag/.. & 09-Af2018at.. belot
Malware@#22... /Users/c1-mac/... ™ 09-Aug-20:%at.. elete
Malware@#27... /Users/c1-mac/... < 09-Aug-2018 ai Restore

ApplicUnwnt... /Usersfe1-mac/.. & 09-Aug-2018at..

& What do these settings do? Refresh Close

The file will be submitted to Comodo:

Submitting...

|
% Please wait while the files are being submitted...

File: eicarcom?2.zip
Operation: Uploading...

L |
Overall progress:

Hide

The summary screen tells you whether the submission was successful or not:
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Submit Results

The submit has been completed. Please review the list below for the results.

File Path Result
" /Users/administrator/Desktop /MacViruses/Trojan.Ma« & Submission error
 [Users/administrator/Desktop/MacViruses/Trojan. Mat ¥ Submission error
7 /Users/administrator/Library/Accounts/Accounts3.sql 4 Successfully submitted
 /Users/administrator/Library/Accounts/Accounts3.sql 4 Successfully submitted

| Close

1.8.10. How to Switch off Automatic Software and Antivirus Updates
+ By default, Comodo Antivirus automatically checks for software and virus database updates.
+  However, some users like to have control over what gets downloaded and when it gets downloaded.

«  Forexample, network administrators may not wish to automatically download because it will take up
too much bandwidth during the day.

Similarly, users that have particularly heavy traffic loads may not want automatic updates because they
conflict with their other download/upload activity.

CAV provides full control over virus and software updates. Click the appropriate link below to find out more:
«  Switch off automatic software updates
«  Switch off automatic virus updates
To switch off automatic software updates:
+  Click 'More' on the CAV home screen.
»  Click 'Preferences' > 'General'

» Deselect 'Automatically check for program updates'.
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L N N
COMODO % Antivirus

Antivirus

More

. f erences = Browse Support Forums
", ] _..:.: This saciion el ol muurﬁ ﬂﬁﬂ'ﬂ.l sﬂﬂm Dl d Mead Hﬂ‘p1 Fird the answears o WO quﬁﬁnms n
o tection, i i [ COMODO Tor Quwr o Ll ]
You haven't performed a RN T Hon: oo DTS ums. Qur developers regularly pos

and wo would love to hear from you.

full scan yet!

Preferences

@anguage Parental Control  Logging  Update

Automatically check for program updates

Show balloon messages

« Click 'OK'".
To switch off automatic Antivirus database updates:

Automatic virus updates can be completely switched off, or can be switched off for individual scans. Click the link
appropriate to your requirements:

«  Switch off automatic virus updates

«  Switch off updates prior to a Manual Scan

«  Switch off updates prior to a Scheduled scan
To Switch off automatic virus database updates

Click 'Antivirus' on the CAV home screen.

«  Click "Scanner Settings' > 'Real Time Scanning'

»  Deselect 'Automatically update virus database'

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 33



COMODO

Creating Trust Online®

cCOMODO

Antivirus

Tasks

Submit Files
Did your Antivirus repor suspicious files? You can
aubmit &s many files as you wish to COMODO for
analysis by using this section.

Run a Scan
- This section allows you bo scan your hard

) malwane, viruses and spywara.
You haven't performed a B

full scan yet!

Update Virus Database

E:T Scheduled Scans

This section allews you to modify the acheduled
agfif any. VIFUS SCanning S&TNNGS it ofder 1 have your PC
periodically scanmed.

Quarantined items
Lize thie gecton o see and manige the threais
quarantined by the vines scanng

Ef Scan Profiles
Use this section to add/remove new scanning
profiles which are used by the virus scanner lo
dotarmine the cbjects 1o be scanned.

anner Settings
This section allows you to change the advanced
sattings that affecis how the vires scanner works

Virus Scanner Settings

. S ——"

‘ Real Time Scanning ',

Real Time Scanning

On Access Real-time scanner is enabled i}
Everything is scanned on-access
Threats are going to be detected before they can do any harm

anual Scanning Scheduled Scanning Exclusions

Disabled

Datostine

Automatically guarantine threats found during scanning

Automnatically update virus database

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

«  Click 'OK".
Comodo Antivirus will no longer check for or download database updates.
To switch off virus database updates prior to a Manual Scan
Click 'Antivirus' on the CAV home screen
« 'Scanner Settings' > 'Manual Scanning'
« Disable 'Automatically update the virus database before scanning'.
« Click 'OK'".
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coMODO

Antivirus

Tasks

Run a Scan Submit Files
- This section allows you to scan your hagd drive for d Did your Antivirus report suspicicus files? You can
malware, viruses and spyware. submit as many files as you wish to COMODO for

'
You haven't performed a analysis by using this section.

full scan yet!

Update Virus Database 'ET Scheduled Scans

- This section allows you to checkfior the latest virus This section allows you to modify the scheduled
database and download the upfiates if any. virus scanning settings in order 1o have your PG
periodically scanned.

{ Quarantined Items Eﬁ Scan Profiles

ot Use this section to see ghd manage the threats Use this section to add/remove new scanning
quarantined by the vigy$ scanner. profiles which are used by the virus scanner to
determine the objects to be scanned.

Scanner Setfings
This section allows you to change the advanced
settings that affects how the virus scanner =

Virus Scanner Settings
e,
‘ Manual Scanning .

Real Time Scannind Scheduled Scanning  Exclusions

Detection

| Scan memory on start

Automatically guarantine threats found during scanning

Automatically update virus database before scanning

Do not scan files larger than (MB) 20

& What do these settings do? “
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CAV will no longer download updates prior to on demand scans.
To switch off virus database updates prior to a Scheduled Scan
+  Click 'Antivirus' on the CAV home screen

+ 'Scanner Settings' > 'Scheduled Scanning'

« Disable 'Automatically update the virus database before scanning'.
« Click 'OK'".

COMODO

Antivirus

Tasks

Run a Scan
- Thia aaction allows you to scan your hard dy
PARAIFE, ViTLSES rd SHywine,

i‘.\ Submit Files

o for 3* Did your Antivirus report suspecious filea? You can
SubME 35 many fles as you wish 1o COMODO for
analysis by using this section.

You haven't performed a
full scan yet!

1 Update Virus Database ™= Scheduled Scans

¥ This section allows you fo check for thls latest virus b This section allows you to modily the schiduled
detabase and dewnload the updateshf any. wirus scanning sottings in order to have your PC
pericdically scannad.

'i'] Quarantined [tems
Usa thie seciion o sea and mafage the threats
qQuEFANTINed By e vins scanged.

8* Scan Profiles
Usa this saction to addiremowe naw scanning
profiles which @ne used Dy 1he VRS SCanner i
determine the objects to be scanned.

Scanner Settings
This section allows you 10 change the advancxd

Virus Scanner Sattings

Real Time Scanning  Manual Scanning RESIEEESERNNE Exclusions
—

Detection

Scan memory an start
Sean archive files (e.g. *zip, “rar)

Automatically quarantine threats found during scanning

Automatically update virus database before scanning

Show scanning progress

Do not scan fies larger than (MB) 20

CAV will no longer download database updates prior to a scheduled scan.
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1.8.11. How to Temporarily Suppress Alerts while Playing a Game
«  Placing CAV in 'Game Mode' will temporarily disable alerts from appearing.
»  Scheduled virus scans and database updates are postponed until this mode is disabled.

» Real-time protection remains active, you computer remains protected.

To enable game mode
»  Right-click on the CAV 'System Tray" icon.
© D *

= E o

»  Select 'Game Mode' from the options.

Antivirus Security Level >
Configuration >
Open...

Exit

Alerts are now suppressed. Scheduled scans and virus database updates will not resume until this mode is
deactivated.

LN

cCOMODO

Antivirus

B Summary r'ﬂ‘ Antivirus

Tasks

Submit Files
Did your Antivirug report suspicious files? You can
submit as many files as you wish to COMODC for
analysis by using this section.

Run a Scan
B This section allows you to scan your hard drive for

. malware, viruses and s are.
All systems are in game e

mode.

Scheduled Scans

This section allows you to modify the scheduled
virus scanning settings in order o have your PC
periodically scanned.

.1} Update Virus Database '1
 d This section allows you to check for the latest virus
database and download the updates if any.

Quarantined Items
Use this section 1o see and manage the threats
quarantined by the virus scanner.

Scanner Settings
This section allows you to change the advanced
seitings that affects how the virus scanner works.

Scan Profiles

Use this section o add/remove new scanning
profiles which are used by the virus scanner to
determine the objects to be scanned.
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1.8.12. How to View Antivirus Events
«  The antivirus events module contains extensive logs of all actions taken by the virus scanner.

« The event viewer tells you the date and time a particular virus was detected, where it was located, and the
action that was taken to deal with it.

To view Antivirus Events
+  Click the 'Summary' tab on the CAV home screen
»  Click the '<number> of threats detected so far'

«  This opens the event log viewer:
LN N

COMODO % Antivirus

Antivirus

@ Disabled
=reTe Ci aca: pdated on Jul 14, 2015, 8:42 AM
% 371 threat(s) detected so far

The antivirus protection Iis
disabled!

Enable now

€ scan Now

Antivirus Events

Location Malware Name Action Status Date
Jvar/folders/z3/2bwx0dz960d... Malware@#297... Remove Success Jul 14, 201...
Jvar/folders/z3/2bwx0dz960d... Malware@#297... Remove Success Jul 14, 201...
Jvar/folders/z3/2bwx0dz960d... Malware@#297... Quara... Success Jul 14, 201...
Jvar/folders/z3/2bwx0dz960d... Malware@#297... Ignore Success Jul 14, 201...
Jvar/folders/z3/2bwx0dz960d... Malware@#297... False P... Success Jul 14, 201...
Jvar/folders/z3/2bwx0dz960d... Malware@#297... Add T... Success Jul 14, 201...
Jvar/folders/z3/2bwx0dz960d... Malware@#297... Remove Success Jul 14, 201...
Jvar/folders/z3/2bwx0dz960d... False P... Success Jul 14, 201...
/Volumes/AV samples for MAC/... Malware@#1lzei... Quara... Failure Jul 14, 201... ﬂ
[Volumes/AV samples for MAC/... Malware@#2lip... Quara... Failure Jul 14, 201...
/Volumes/AV samples for MAC/... Malware@#2vbq... Quara... Failure Jul 14, 201...
/Volumes/AV samples for MAC/... Malware@#1luvg... Quara... Failure Jul 14, 201...

/Volumes/AV samples for MAC/... Malware@#1lifz... Quara... Failure Jul 14, 201...
Mialumac AV camnlac for MAC ! Maluara@dhuns 1 Miiara Eailura__ lul 14201

i@ What do these settings do? | Refresh | Mare... || Close |

ﬁ

See 'View Antivirus Events' section for more detailed information.

2. Antivirus Tasks - Introduction

«  Click the 'Antivirus' tab on the home screen to open this interface.

«  The antivirus task center lets you run on-demand virus scans and configure how you want the scanner to
behave.

»  You can alter settings for each scan type and create recurring, scheduled scans.

= You can also create custom scan profiles, manage event logs, change update settings, submit files for
analysis and view quarantined files.
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cOMODO

Antivirus

Tasks

i) RunasScan F Submit Files
B This section allows you to scan your hard drive f(k 1’ Did your Antivirus report suspicious files? You can
malware, viruses and spyware. submit as many files as you wish to COMODO for

You haven't performed a

analysis by using this section.
full scan yetl

. Update Virus Database EW Scheduled Scans
- This section allows you to check for the latest virus This section allows you to modify the scheduled
database and download the updates if any. wirus scanning settings in order w have your PG

periodically scanned.

'I+J Quarantined Items Eﬁ Scan Profiles
—— Use this section to see and manage the threats Use this section to add/remove new scanning
quarantined by the virus scanner. profiles which are used by the virus scanner to

determine the objects to be scanned.

@ Scanner Settings
This section allows you to change the advanced
settings that affects how the virus scanner works.

Click the links below to see detailed explanations of each area in this section.
* RunaScan
¢ Update Virus Database
*  Quarantined Items
e Scanner Settings
*  Submit Files
*  Scheduled Scans

¢ Scan Profiles

2.1.Run a Scan

« The 'Run a Scan' area allows you to launch an On-Demand Scan on an item of your choice.

« Theitem can be anything you choose — your entire computer, a specific drive or partition, or even a single
file.

*  You can also scan a wide range of removable storage devices such as CD's, DVD's, external hard-drives,
USB connected drives, digital cameras and more.
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Please select an itemn to launch a scan:
Profile Mame

Full Scan
Quick Scan

& What do these settings do? Create New Scan Scan Close

You have two options available when you choose to run an On-Demand Scan:

1. Scan a preselected area

2. Define a custom scan of the areas you choose.
Scanning Preselected Areas
Comodo Antivirus has two pre-defined scan profiles — 'Full Scan' and 'Quick Scan'. These cannot be edited or
removed. They are:

i.  Full Scan - When this profile is selected, Comodo Antivirus scans every local drive, folder and file on your system
including external devices, storage drives, digital cameras.

ii. Quick Scan - When this profile is selected, Comodo Antivirus runs a scan of important operating system files and
folders including system memory, auto-run entries, hidden services.

To run one of these profiles, simply highlight it from the list and click 'Scan' (or just double-click the profile name).
Custom Scan

To run a scan on a particular item of your choosing, you first need to create a scan profile. To do this:

»  Click 'Create New Scan'
»  Type a name for your new profile in the 'Scan Profile’ dialog (for example, 'My External Drives')

«  Click 'Add' to choose the files, folders or drives you wish to include in the scan profile. You can select
multiple items

«  Click 'Apply" to return to the 'Scan Profile' dialog then 'Apply' again. Your new profile will be listed in the
'Run a Scan' dialog (see Create a Scan Profile if you need more help with this).

»  Select your new profile in the list and click 'Scan'
*  Your scan will begin. Next, see:

*  Scan progress and results

*  The results window

*  Save results as a text file

*  Remove selected items
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¢ Move threats to quarantine
* Disinfect/delete threats

* lIgnore aresult once / Ignore and report as false positive / Ignore and create an exception

Tip: If you just want to run a quick scan on a file or folder, you can just drag it into the scan box in the 'Summary' area or, if the
interface is not open, by dragging it onto the Comodo dock icon.

Tip: See Antivirus Tasks > Scan Profiles, for more details on scan profiles.

Scan progress and results

Before running the scan, Comodo Antivirus will first check for AV database updates. If updates are available they will be
downloaded and installed.

L N Virus Database Update (5%)

,.H Please wait while the virus database Is being updated.
This might take a few minutes...

Checking for updates...

@) What do these sertings do? Hide

The scan, based on the profile you selected, will begin immediately after updates have been installed. The progress
dialog displays the profile name, the location that is currently being scanned, the start time and duration of the scan,
the total number of objects scanned so far and the number of threats found.

Clicking 'Pause’ will suspend the scan until you click 'Resume’. Click 'Stop Scan' to abort the scan process
altogether.

Scanning: Quick Scan

Scanning: Quick Scan

Status: /System/Library/Autom...roj/Localizable.strings
ﬁ Objects Scanned: 18,061 Start Time: Aug 10, 2018 at 1:09 PM
4% Threats Found: 0 Duration:  00:00:13
+| Show on top
¢) What do these settings do? i_; Pause l;i Stop Scan

Once the scan is complete, the results window will open:
The Results Window

On scan completion, the results screen will list the name and risk level of all threats found:
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COMODO Antivirus - Scan Results

(M Az Threat Name Risk
[EI ¥ /Users/administrator/Desktop/AV_samples/trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High o -

trojan for MAC\ Def4fcab0ae0a5f80d4197cac26c0cl. ..
trojan for MAC\ 1f5d6abb363b370e025e718d23f5c5...
trojan for MAC\611478feb9ee5cbcb595f0cbal273a...
trojan for MAC\752270812d8ba27bd624hb5f4f961. ..
trojan for MAC\79280dc02b68a2940338c21dab08a. ..
trojan for MAC\8a8ced45a27d27e83cb98f796a29745. ..
trojan for MAC\ab618a1442f30f68f5dBd3c0d0c529...
trojan for MAC\bdaaed01331d94b7952a7ffaaalc8a. ..
trojan for MAC\e7fe2a43fba56dae0b61ff611ddcafs. ..
trojan for MAC\f3da8d4321423f79172578e8cf3f91...
trojan for MAC\trojan for MAC.zip|trojan for MAC/O...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6. ..
trojan for MAC\trojan for MAC.zipltrojan for MAC/7 ...

@ What do these settings do? Save Results | Clean « | | Ilgnore ¢ |

You can sort the results alphabetically by clicking the ‘Threat Name' column header. Similarly you can sort the scan
results based on the risk level by clicking the 'Risk' column header. To select all the entries for actions such as
moving them to quarantine or disinfect, select the check box beside the Threat name'.

To save the Scan Results as a Text File

1. Click 'Save' and enter the location in the 'Save' dialog box.

008 Save

Save As: |5can_results_112614.txt | |E|

Tags:

| < h]i m | mi || 2 v || [ Desktop 2] (Q

FAVORITES
% Applications —

|| Desktop -

Iﬁ Documents AV_samples Comodo- My AV for MAC
0 Downloads Av-201.. .401.dmg Profile -...uter.cfgx

SHARED

2 All..

TAGS

| MNew Folder | | Cancel | [—Salﬂ—]
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To remove selected items

1. Select the application from the results, click the drop-down button beside 'Clean’ and select 'Clean'.

COMODO Antivirus - Scan Results

[g All? | Threat Name Risk
[EI ¥ fUsers/administrator/Desktop/AV_samples/trajan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High .

trojan for MAC\Def4fcabDae0a5f80d4197cac26c0c9...
trojan for MAC\ 1f5d6a6b363b370e025e718d23f5c5...
trojan for MAC\611478feb%eeSchbcb595f0cbal273a. ..
trojan for MAC\752270812d8ba27bd624bb5f4f961...
trojan for MAC\79280dc02b68a2940338c21dab08a...
trojan for MAC\B8aBce45a27d27e83cb98f7096a29745...
trojan for MAC\ab618a1442f30f68f5d8d3c0d0c529...
trojan for MAC\bdaaed01331d94b70852a7ffaaalcB9...
trojan for MAC\e7fe2a43fba56dae0b61ff611ddcafs...
trojan for MAC\f3daB8d4321423f70172578e8cf3f01...
trojan for MAC\trojan for MAC.zip|trojan for MAC/0. ..
trojan for MAC\trojan for MAC.zip|trojan for MAC/1F...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6. .
trojan for MAC\trojan for MAC.zip|trojan for MAC/7. ..

& What do these settings do? Save Results | Clean * | | Ignore ¢ |

Disinfec!

Quarantine

2. Click 'Yes' at the confirmation dialog box.

Are you sure you want to delete the
selected item(s) from your computer?

| No | [ TEEE—]

The file will be deleted permanently from your system.
To move selected threats to Quarantined ltems

1. Select the application from the results, click the drop-down button beside 'Clean’ and select 'Quarantine’.
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COMODO Antivirus - Scan Results

[g' All? | Threat Mame Risk
[E ¥ [Users/administrator/Desktop/AV_samples /trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High o

trojan for MAC\0Def4fcab0ae0a5f80d4197cac2beclcd. ..
trajan for MAC\ 1f5d6abb363b370e025e718d23f5¢5. ..
trajan for MAC\611478feb9eeSchch595f0chad273a...
trojan for MAC\752270812d8ba27bd624bb5f4f961. ..
trojan for MAC\79280dc02b68a2940338c2 1dab08a...
trojan for MAC\BaBce45a27d27e83cb98f706a29745...
trojan for MAC\ab618a1442f30f68f5d8d3c0d0c529. ..
trajan for MAC\bdaaed01331d94b7952a7ffaaalcB9...
trojan for MAC\e7fe2a43fha56dae0bb1ff611ddcafs...
trojan for MAC\f3daBd4321423f70172578e8cf391...
trojan for MAC\trojan for MAC.zip|trojan for MAC/0...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6...
trojan for MAC\trojan for MAC.zip|trojan for MAC/7...

& What do these settings do? Save Results | Clean * | | Ignore |

Clean

3. Click 'Yes' at the confirmation dialog box.

Are you sure you want to quarantine the
selected items?

The selected application is moved to the 'Quarantined ltems' section. See 'Antivirus Tasks' > 'Quarantined Items', for more
details on quarantined applications.

To disinfect a file or application

1. Select the applications from the results, click the drop-down button beside the 'Clean’ button and choose 'Disinfect'.
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COMODO Antivirus - Scan Results

[V Al Threat Name Risk
[E ¥ [Users/administrator/Desktop/AV_samples /trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High T

trojan for MAC\ Def4fcab0ae0a5f80d4197cac26c0cl. ..
trajan for MAC\ 1fSdfabb363b370e025e718d23f5¢5...
trajan for MAC\611478feb9eeSchch595f0chad273a...
trojan for MAC\752270812d8ba27bd624bb5f4f961. ..
trojan for MAC\79280dc02b68a2940338c2 1dab08a...
trojan for MAC)\BaBce45a27d27e83cb98f706a29745...
trojan for MAC\ab618a1442f30f68f5d8d3c0d0c529...
trojan for MAC\bdaaed(01331d94b7952a7ffaaalcB89. ..
trojan for MAC\e7fe2a43fba56dae0bh1ff61 1ddeafs. ..
trojan for MAC\f3daBd4321423f79172578e8cf3f91...
trojan for MAC\trojan for MAC.zip|trojan for MAC/0...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6...
trojan for MAC\trojan for MAC.zip|trojan for MAC/7 ...

@ What do these settings do? Save Results | Clean * | | Ignore |
Clean
Quarantine

2. Click 'Yes' at the confirmation dialog box.

Are you sure you want to delete the
selected item(s) from your computer?

| No | [ Ye& ]

The Antivirus disinfects the file if a disinfection routine exists. The file will be returned to its pre-viral state. If no
disinfection routine is available, the file is deleted permanently from your system.

To ignore an application / file you consider as safe from the threat list

«  Click 'Ignore'
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COMODO Antivirus - Scan Results

[EAII? Threat Name Risk
[2] ¥ /Users/administrator/Desktop/AV_samples/trojan for MAC.rar
¥ Malware@(3071550230, 2508632825, 531976588) High B ]

trojan for MAC\Oef4fcabOae0a5f80d4197cac26c0c9...
trojan for MAC\1f5d6abb363b370e025e718d23f5¢5...
trojan for MAC\611478feb9eeS5cbcb595f0cbald273a...
trojan for MAC\752270812d8ba27bd624bb5f4f961...
trojan for MAC\79280dc02b68a2940338c21dab08a...
trojan for MAC\8a8ce45a27d27e83cb98f796a29745...
trojan for MAC\ab618a1442f30f68f5d8d3c0d0c529...
trojan for MAC\bdaaed01331d94b7952a7ffaaalc89...
trojan for MAC\e7fe2a43fba56dae0bb1ff611ddcafs. .
trojan for MAC\f3da8d4321423f79172578e8cf3f91...
trojan for MAC\trojan for MAC.zip|trojan for MAC/O...
trojan for MAC\trojan for MAC.zip|trojan for MAC/1f...
trojan for MAC\trojan for MAC.zip|trojan for MAC/6...
trojan for MAC\trojan for MAC.zip|trojan for MAC/7...

Once
@ What do these settings do? Save Results | Clean « | | Ignore » L Report this to COMODO as a False Alert
" Add to Exclusions

Selecting 'Ignore' provides you with three options.

»  Once - If you click 'Once', the virus is ignored only at that time only. If the same application invokes again,
an alert will be displayed.

* Report this to COMODO as a False Alert - If you are sure that the file is safe, select 'Report this to
Comodo as False Alert'. This will submit the file to Comodo for analysis. If the file is found to be trustworthy,
it will be added to the Comodo white-list.

« Add to Exclusions - If you click 'Add to Exclusions', the virus is moved to 'Exclusions' list. The alert is not
generated if the same application invokes again.

Creating a Scan profile
‘Scan Profiles' are the user-defined profiles containing specific areas on your system that you wish to scan and can
be re-used for all future scans.

To create a new scan profile
«  Click the 'Antivirus' tab on the CAV home screen

e Click 'Run a Scan' > 'Create New Scan'
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Please select an itemn to launch a scan:
Profile Mame

Full Scan
Quick Scan

& What do these settings do? Create New Scan Scan Close
A'Scan Profile' configuration appears.
- Type a name for the scan profile to be created in the 'Name' box.
e Click 'Add'".
A locator appears, prompting you to select the locations to be scanned when the newly created scan profile is
selected.
i) 22 =) =+ Moarchive 5 i Q
By g .DocumentRevisions-V100 "“ check app installed.py
@ A : file #| checkcnis L.py
i | & .fseventsd # copy xml.py
¢ Y iCloud Drive hotfiles.btree #| test as c.py
L:J Desktop ITI .PKIns_IaIISa...emSofMare L5 #| whole script.py
| & .Spotlight-v100
@ Documents A ol [
@ ) |7 anyconnect 4.4.03034 »
anyconnect...15-k8.dmg
Devices & anyconne...download
= C1-Mac's Ma @& anyconne...download

— 5% Applications [
© Remote Disc
7 bin »
Shared =
|| cores 5
@ Al Al etc N
& home »
Tags . .
installer failurerequests
Green ki
Orange @ Library %

MOK COM irate-? nem I

Cancel

»  Select the folder or file path for scan from the left column
»  Click 'Open'
«  Click 'Apply".
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MName:

My scan
List of items to be scanned:

Path

fUsers/c1-mac/Documents/archive

Add... Remove

@ What do these settings do? Cancel m

»  Repeat the process to create more scan profiles.

B

Note: You can also create new scan profiles by accessing Scan Profiles in the 'Antivirus' screen.

Instantly Scan Objects
You can instantly virus scan virtually any file, folder, photo, application or hard-drive by simply dragging the item into the scan
box on the summary screen or onto the Comodo icon on the dock.

cOoMODO

Agreiruri

Summary

Antivirus W OnAtcess

f
Tha vinss databse hus bean updated on Mar 7. JO18. 135 AM
& 0 1hreais) detected so far
| A
© scan vow ]:

Dwrag'n Drop fles here 1 scam by vinus scanner - ‘\
|
e

2.2. Update Virus Database

In order to guarantee the continuing effectiveness of your antivirus software, it is imperative that your virus
databases are updated as regularly as possible.

«  Our antivirus database is maintained and updated around the clock by a team of dedicated technicians,
providing you with constant protection against the latest virus outbreaks.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 48



Comodo Antivirus for MA__(__‘,/_;,__.Use-r'GUiﬂd_éf coMoDo

Creating Trust Online®

.-’/

»  Updates can be downloaded to your system manually or automatically.

To manually check for the latest virus Database and then download the updates

1. Click the 'Antivirus' tab on the CAV home screen
2. Click 'Update Virus Database'

Note: You must be connected to Internet to download the updates.

A dialog box appears, showing you the progress of update process.

| ] Virus Database Update {5%)

,.H Please wait while the virus database is being updated.
This might take a few minutes...

Checking for updates...

&) What do these settings do? Hide

You will see the following notification when the update process is complete:

,:“ The virus signature database is up-to-date.

d ‘What do these settings do? | Close

When infected or possibly infected files are found, if the anti-virus database has been not updated for a critically long
time, or your computer has not been scanned for a long time, the main window of Comodo Antivirus recommends a
course of action and gives a supporting explanation.

Automatic Updates

By default, Comodo Antivirus is set to automatically check for and download updates from the Comodo servers
before commencing a scan of any type. You can configure whether these automatic checks updates take place on a
'per scanner' basis in 'Scanner Settings. See Real Time Scanning Settings and Scheduled Scanning Settings for more
details. 'Manual Scanning' refers to ‘on demand' scans carried out on items when, for instance, they are dragged in
the scan box or the Comodo dock icon.

2.3.Quarantined ltems

Click 'Antivirus' > 'Quarantined Items' to open this interface

«  Comodo Antivirus virus places threats that it finds on your computer into quarantine.
« Quarantined files are encrypted, so they cannot run or cause damage.

+ This isolation prevents infected files from affecting your computer.

The quarantine area lets you:
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e Manually add files to quarantine

¢ Delete quarantined items

¢ Restore quarantined items

*  Submit quarantined items to Comodo for analysis

To view Quarantined Items

«  Click the 'Antivirus' tab on the CAV home screen.
«  Click 'Quarantined Items' in the antivirus tasks screen

«  This will open a list of all items in quarantine (if any):

[tem Location Date/Time Add...
ApplicUnwnt... /Usersfc1-mag/.. ¥ 089-Aug-2018 at... Selet
Malware@#22... /Usersfc1-mac/... '« 09-Aug-2018 at.. elete
Malware@#27... Usersfc1-mac/... -: 09-Aug-2018 at... P
ApplicUnwnt... [/Users/c1-mac/... % 09-Aug-2018 at...

Clear

Submit

& What do these settings do? Refresh Close
b

Manually add files to Quarantine

You can move a file to quarantine if you suspect it is malicious, but hasn't been detected by the AV scanner.

«  Click 'Antivirus' > '‘Quarantined Items'
»  Click 'Add" and select the file you want to quarantine

To delete a quarantined item
«  Click 'Antivirus' > '‘Quarantined Items'

«  Select the item you want to remove then click 'Delete’.
This deletes the file from your computer permanently.

To restore a quarantined item to its original location

e Click 'Antivirus' > 'Quarantined ltems'
«  Select the item and click 'Restore".

If the restored item is not malicious then it will run as normal. If it contains malware then it will be flagged as a threat
and re-quarantined. You should add the file as an exception if you do not want this to happen.
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To submit quarantined items to Comodo for analysis

«  (Click 'Antivirus' > 'Quarantined ltems'
«  Select the desired item from the list and click 'Submit'.

«  The file will undergo behavior analysis from Comodo's automated testing systems, and by our human
operatives.

« Ifitis found to be safe (a false-positive), it will be added to the white-list of safe files.

« [fitis confirmed as malicious then it will remain on the black-list of known threats.

2.4.Scanner Settings

The 'Settings' configuration panel lets you customize various options related to the antivirus scanner.

«  Setting changes for each scan type will apply to all future scans of that type.
« ltems added to exclusions will be skipped by future scans of all types.
To open Virus Scanner Settings panel

»  Click the 'Antivirus' tab on the home screen
»  Click 'Scanner Settings' in the AV tasks scan

= You can now configure scanner settings:

L N Virus Scanner Settings
GECIRE GRS Manual Scanning Scheduled Scanning  Exclusions

Real Time Scanning

On Access Real-time scanner is enabled
Everything is scanned on-access
Threats are going to be detected before they can do any harm

Disabled
Detection

Automatically quarantine threats found during scanning

Automatically update virus database

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

The options that can be configured using the settings panel are

»  Real Time Scanning - To set the parameters for on-access scanning;
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»  Manual Scanning - To set the parameters for manual Scanning (Run a Scan);
«  Manual Scanning - To set the parameters for scheduled scanning;
»  Exclusions - To see the list of ignored threats and to set the parameters for Exclusions.

2.4.1. Real Time Scanning
«  Click 'Antivirus' > 'Scanner Settings” to open this interface

«  The real-time scanner constantly monitors your system for virus activity. The scanner is always ON and
checks files when they are created, opened or copied.

»  The settings area lets you:
»  Enable or disable the real-time scanner
«  Enable or disable automatic database updates
»  Enable or disable automatic quarantine of threats
«  Choose maximum file size which is scanned
«  Select how long an alert remains on-screen
Real Time Scanning level

»  Drag the slider to the required level.
*  You can choose 'Disabled' (not recommended) or 'On Access'.
»  The setting you choose here is also shown on the home screen for easy reference.
L Virus Scanner Settings

CECIRE G ERcLE I Manual Scanning  Scheduled Scanning  Exclusions

Real Time Scanning

On Access Real-time scanner is enabled
Everything is scanned on-access
Threats are going to be detected before they can do any harm

Disabled
Detection

Automatically quarantine threats found during scanning

Automatically update virus database

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

d What do these settings do? m

« On Access - Files are scanned as soon as you, or any process, interacts with them. Virus protection is
always running in the background and threats are detected before they get a chance to run.

- Disabled - Real-time protection is disabled, leaving your system highly vulnerable to infection.
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Detection Settings

- Automatically quarantine threats found during scanning — CAV will encrypt discovered threats and
move them to a safe holding area known as 'quarantine'. Files in quarantine cannot run and pose no
threat to your system. You can review quarantined files and permanently delete or restore them as
required (Default = Disabled).

«  Automatically update virus database - Comodo Antivirus will check for and download the latest virus
database updates on system start-up and at regular intervals (Default = Enabled).

« Do not scan files larger than - Set the maximum size (in MB) that should be scanned by the on-
access scanner. Files larger than the size specified here will not be scanned. (Default= 20 MB) .

- Keep an alert on the screen for - Set the length of time that alerts should remain visible if the user
does not manually dismiss them (Default = 120 seconds).

Click 'OK' for the settings to take effect.

2.4.2. Manual Scanning
+  Click 'Antivirus' > 'Scanner Settings' > 'Manual Scanning' to open this interface
«  Amanual scan is one that you run on-demand on a drive, file/folder, or your entire computer.

«  Forexample, these options will be used when you click 'Scan Now' on the home screen or 'Run A Scan' in
the antivirus tasks menu.

L Virus Scanner Settings
Real Time Scanning BUCLEERGEGLIGGE Scheduled Scanning  Exclusions

Detection

Scan memory on start
Scan archive files (e.g. *zip, *.rar)
Automatically quarantine threats found during scanning

Automatically update virus database before scanning

Do not scan files larger than (MB) 20

»  Scan memory on start — CAV will scans system memory (RAM) at the start of a manual scan (Default =
Disabled).

»  Scan archive files — CAV will scan compressed files such as .ZIP and .RAR files. (Default = Enabled)

- Automatically quarantine threats found during scanning — CAV will encrypt discovered threats and
move them to a safe holding area known as 'quarantine’. Files in quarantine cannot run and pose no threat
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to your system. You can review quarantined files and permanently delete or restore them as required
(Default = Disabled).

« Automatically update virus database - Comodo Antivirus will check for and download the latest virus
database updates on system start-up and at regular intervals (Default = Enabled).

There are separate update options in for real time, manual and scheduled scanning settings. Disabling here
will switch off auto - updates for this scan type only. Updates can be downloaded manually by clicking
'Antivirus' > 'Update Virus database'. See 'Update Virus Database' for more details.

« Do not scan files larger than - Set the maximum size (in MB) that should be scanned by the on-access
scanner. Files larger than the size specified here will not be scanned. (Default = 20 MB).

Click 'OK' for the settings to take effect.

2.4.3. Scheduled Scanning

«  Click 'Antivirus' > 'Scanner Settings' > 'Scheduled Scanning' to open this interface
» You can determine the scan parameters that will be implemented when a scheduled scan takes place.
Real Time Scanning  Manual Scanning RRIGEGTIELRELITGIE  Exclusions
Detection
Scan memory on start

Scan archive files (e.g. *zip, *.rar)
Automatically quarantine threats found during scanning
Automatically update virus database before scanning

Show scanning progress

Do not scan files larger than (MB) 20

You can choose to run scheduled scans at a certain time on a daily, weekly, monthly or custom interval basis. You
can also choose which specific files, folders or drives are included in that scan by choosing the scan profiles.

The detection settings are as follows:

«  Scan memory on start - When this check box is selected, the Antivirus scans system memory at the start
of any scheduled scan (Default = Disabled).

« Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and
.RAR files during any scheduled scan. You are alerted to the presence of viruses in compressed files before
you even open them. These include RAR, WInRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives (Default
= Enabled).
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- Automatically quarantine threats found during scanning — CAV will encrypt discovered threats and
move them to a safe holding area known as 'quarantine’. Files in quarantine cannot run and pose no threat
to your system. You can review quarantined files and permanently delete or restore them as required
(Default = Disabled).

+  Automatically update virus database - Comodo Antivirus will check for and download the latest virus
database updates on system start-up and at regular intervals (Default = Enabled).

»  Show Scanning progress - When this check box is selected, a progress bar is displayed on start of a scheduled
scan. Clear this box if you do not want to see the progress bar (Default = Enabled).

* Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during scheduled scanning. Files larger than the size specified here, are not scanned (Default = 20 MB).

Click 'OK' for the settings to take effect.

2.4.4. Exclusions
»  Click 'Antivirus' > 'Scanner Settings' > 'Exclusion’ to open this interface

»  The 'Exclusions' tab in the Scanner Settings panel displays a list of applications/files for which you have
selected 'lgnore' in the 'Scan Results' window of 'Run a Scan' option or added to 'Exclusions' from an
Antivirus alert.

® 9 Virus Scanner Settings

Real Time Scanning  Manual Scanning  Scheduled Scanning

Exclusions .ﬁ.dd ;

JLibrary/Application Support/Comodo/AntiVirus/*

JApplications/Comodo Edit...
Remaove

All items listed in the 'Exclusions' area are excluded from future scans of all types.
Also, you can manually define trusted files or applications to be excluded from a scan .
To define a file/application as excluded from scanning

1. Click 'Add'".
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You now have 2 methods available to choose the application that you want to trust - '‘Browse Files...' and
'‘Browse Running Processes'.

Browse Files...

Browse Running Processes 2

« Browse Files... - This option is the easiest for most users and simply allows you to browse the files
which you want to exclude from a virus scan.

»  Browse Running Processes - As the name suggests, this option allows you to choose the target
application from a list of processes that are currently running on your computer.

When you have chosen the application using one of the methods above, the application name appears along with its
location.

2. Click 'OK' for the settings to take effect.
To edit the path (location) of an Excluded application
+ Select the file or application for the list of excluded items
+  Click 'Edit'
+ Make the required changes for the file path in the 'Edit Property' dialog.

: 88 Edit File Path

I [System/Library/CoreServices/ szia|lPushnﬂaglant.:=l|:|||:|u|*‘D::-ntnzntsfl‘«"lI

& What do these settings do? | Cancel | [ Apply ]

2.5.Submit Files to Comodo for Analysis

»  Click 'Antivirus' > ' Submit Files' to open this interface

*  You can submit files that have an 'Unknown' trust rating to Comodo for analysis. 'Unknown' files are those
which are neither definitely safe (whitelisted), nor definitely malware (blacklisted).

»  You can also submit false positives. These are files which you consider to be safe, but which CAV has
quarantined.

« Al submitted files are analyzed by Comodo experts and added to the whitelist or blacklist accordingly.

To submit files to Comodo

1. Click on the 'Submit Files' link in the main 'Antivirus Task Manager' screen. This will open the file selection
screen:
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_ Existing items _ Selected items

» |0 Metwork

D opt
Pacifist_3.6.dmg
» [0 private
» [ sbin

B [ System
I tmp

¥ [ Users

Jocalized

_ Dptions

Include files from subfolders too

@ What do these settings do? Cancel Submit As 3

2. Select a file that you want to submit on the right. Click the — arrow to move it to the left pane.
3. Repeat the process to select more items.
4. Click 'Submit As' and select:

« 'False-Positive' for files you consider to be safe
or
«  'Suspicious' for files you suspect to be malware

False-Positive

Progress bars indicate the progress of the files submission to Comodo.
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Submitting...
]
% Please wait while the files are being submitted...
File: eicarcom?2.zip
Operation: Uploading...

L |
Overall progress:

Hide

When a file is first submitted, Comodo's online file look-up service will check whether the file is already queued for
analysis by our technicians. The results screen displays these results:

Submit Results

The E&Ibmil‘ has been completed. Please review the list below for the results.

File Path Result
- [Users/administrator/Library/Accounts/Accounts3.sql s Successfully submitted
7 fUsers/administrator/Library/ Accounts/Accounts3.sql . Successfully submitted
7 [Users/administrator/Library/Accounts/Accounts3.sql 4 Successfully submitted

| Close

+  'Successfully submitted' - The file's signature was not found in the list of files that are waiting to be tested
and was therefore uploaded from your machine to our research labs.

« 'Already submitted' - The file has already been submitted to our labs by another Antivirus user and was not
uploaded from your machine at this time.

Comodo will analyze all submitted files. If they are found to be trustworthy, they will be added to the Comodo safe list
(i.e. white-listed). Conversely, if they are found to be malicious then they will be added to the database of virus
signatures (i.e. black-listed).

2.6.Scheduled Scans

»  Click 'Antivirus' > ' Scheduled Scans' to open this interface

«  Comodo Antivirus features a highly customizable scheduler that lets you timetable scans according to your
preferences.

- Comodo Antivirus automatically starts scanning the entire system or the disks or folders contained in the
profile selected for that scan.
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*  You can add an unlimited number of scheduled scans to run at a time that suits your preference. A
scheduled scan may contain any profile of your choice.

»  You can choose to run scans at a certain time on a daily, weekly, monthly or custom interval basis.
»  You can also choose which specific files, folders or drives are included in that scan.

«  Comodo Antivirus gives you the power to choose, allowing you to get on with more important matters with
complete peace of mind.

From the 'Scheduled Scans' panel, you can
*  Setanew scheduled scan
« Edit a pre-scheduled scan
«  Cancel a pre-scheduled scan

The detection settings for the 'Scheduled Scans' can be configured under the 'Scheduled Scanning' tab of the
'Scanner Settings' interface.

To set a Scheduled Scan
1. Click on the 'Scheduled Scans' link in the main 'Antivirus Task Manager' screen.

@ Scheduled Scans

Schedule Name Add
Weekly Virus Scanning
My Custom Scan Edit...
Remove
i What do these setfings do? Close
]

A default schedule "Weekly Virus Scanning' is displayed. This schedule is set so that your computer is scanned on
every day at 16:00pm. You can edit this schedule by selecting it and clicking the 'Edit' button.

2. Click 'Add'". The 'Scan Schedule' panel opens.
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Scan Schedule

My Custom Scan|__
Profile:

Full Scan

o)

Days of the week:

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

Start time: 5:30 AM ©

Cancel . Apply

3. Type a name for the newly scheduled scan in the 'Name:' box.

4.  Select a scanning profile from the list of preset scanning profiles by clicking at the drop-down arrow, in the 'Profile’ box.
(For more details on creating a custom 'Scan Profile' that can be selected in a scheduled scan, see 'Antivirus Tasks'
>'Scan Profiles'.

5. Select the days of the week you wish to schedule the scanning from 'Days of the Week' check boxes.

6. Set the starting time for the scan in the selected days in the 'Start time' drop-down boxes.
7. Click 'Apply".
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® Scheduled Scans

Schedule Name Add
Weekly Virus Scanning
My Custom Scan Edit...
Remove
¥ What do these settings ao? Close
-

8. Repeat the process to schedule other scans with other predefined scan profiles.

To edit a Scheduled Scan
1. Select the schedule from the list.

Click 'Edit" in the 'Scheduled Scans' setting panel.
3. Edit the necessary fields in the 'Scan Schedule' panel.
4. Click 'Apply".

To cancel a pre-scheduled scan

1. Select the scan schedule you wish to cancel in the 'Scheduled Scans' settings panel.

2. Click 'Remove'.

2.7.Scan Profiles

»  Click 'Antivirus' > 'Scan Profiles' to open this interface

«  Aprofile instructs Comodo Antivirus to scan specific areas, folders or drives on your system.
«  Comodo ships with two profiles by default - 'Full Scan' and 'Quick Scan'.

«  You can also create custom profiles which target areas you select.

«  You can then select the profile when running an on-demand scan.

»  You can also add the profile to a scheduled scan.

Note - Scan profiles are purely concerned with scan locations, not the parameters of the scan. All scan profiles use
the settings in the 'Scanner Settings' tab of that type of scan.

To create a new scan profile:
»  Open the Comodo Antivirus home screen
«  Click 'Antivirus' > 'Scan Profiles'

»  Click 'Add..." to open the profile configuration screen
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Profile Name

Full Scan
Quick Scan

@ What do these settings do?

Add...

Edit...

Remove

Close

»  Type a name for the profile

»  Click 'Add' to select the files/ folders/ drives you wish to include in the profile:

MName:

My scan
List of items to be scannead:

Path

fUsers/c1-mac/Documents/archive

Add...

Remaove

& What do these settings do? Cancel m

+ Drag and drop the items you want from the left pane into the right pane:
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O 2 =[E) =y archive o t Q
o '8 .DocumentRevisions-V100 “| check app installed.py
file #| check cnis L.py
@ G | g fseventsd #| copy xml.py
¢y iCloud Drive hotfiles.btree “| test as c.py
5 Desktop I%I PKinstallSa...emSoftware ® “| whole script.py
| & Spotlight-v100
@ Documents [ wal >
m i il |9 anyconnect 4.4.03034 »
anyconnect...15-k9.dmg
Devices @ anyconne...download
= 01-Mac's Ma... @ anyconne...download

. ¥ Applications >
80 Remoininc
[ bin >
Shared =
|| cores »
@ All... [ etc »
& home >
Tags . .
installer.failurerequests
Green kk
Orange |8 Library »

MOM COM irate-? nam || L

Cancel

«  Click 'Apply" to save the profile.
»  Repeat the process to create more profiles

+  The profile will appear in the '‘Run a Scan' panel ...

Please select an item to launch a scan:
Profile Mame
Full Scan
Quick Scan
& What do these settings do? Create New Scan Scan Close

» ...and the scheduled scan 'Profile’ drop-down:
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Scheduled Scans

Schedule MName

Weakly Virus Scanning

Scan Schedule

Mame:
Profile:
Full Scan B

Days of the week: Clase
Monday 4
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

i What do th

Start time: 530 AM 2

cance! (T

- Toedit a 'Scan Profile', select the profile and click 'Edit".

- To delete a 'Scan Profile’, select the profile and click 'Remove'.

3.More Options-Introduction

The 'More Options' area allows you to view and modify various program settings and also contains additional utilities
you may enjoy.

»  Click 'More" in the navigation panel to access these options:
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B

COMODO 5 Summary

Antivirus

More

@ Preferences '?] Browse Support Forums
This section lets you configure general settings like ¥ Meed Help? Find the answers to your questions in
_ password protection, update options etc. COMCDO forums. Qur developers regularly post
All Systerls ar_e active and and we would love to hear from you.
running.
|m Manage My Configurations @ Help
* This section allows you to import/exportdelete your Do you want to leam more about your Antivirus?
Antivirus configuration settings. You can use this section to view the help file.
:E' Diagnostics ‘D About
s Did your Antivirus report an error? This ool may View copyright and version information of your
help you identify the problem. Antivirus.
Q Check for Updates | —l View logs
X Check for the latest updates for your Antivirus to i This section allows you to view a record of the

make sure it is up-to-date. events, alerts and actions taken by the virus
scanner.

Click the links below to see detailed explanations of each area in this section.

»  Preferences: Allows the user to configure general Comodo Antivirus settings (password protection, update
options, language)

«  Manage My Configurations: Allows the user to manage, import and export their Comodo Antivirus
configuration profile.

» Diagnostics: Helps to identify any problems with your installation.

»  Check For Updates: Launches the Comodo Antivirus updater.

»  Browse Support Forums: Links to Comodo User Forums.

*  Help: Launches the online help guide.

«  About: Displays version and copy-right information about the product.

»  View Logs: Contains a log of events.

3.1.Preferences

e (Click 'More' in the CAV home screen
«  Click 'Preferences' in the 'More' interface
«  Click 'General' in 'Preferences’ interface

- The 'Preferences' menu lets you configure various options related to the operation of Comodo Antivirus.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 65



COMODO

Creating Trust Online®

Preferences

Language Parental Control Logging Update

Automatically check for program updates

_ | Show balloon messages

To open Preferences

«  Click 'More' then 'Preferences'
The preferences dialog contains the following areas:
*  General
¢ Language
»  Parental Control
* Logging
e Update

3.1.1. General Settings

Language Parental Control Logging Update

Automatically check for program updates

_ | Show balloon messages

- Automatically check for the program updates - This option determines whether or not Comodo Antivirus
should automatically contact Comodo servers for updates. With this option selected, Comodo Antivirus
automatically checks for updates every 24 hours AND every time you start your computer. If updates are
found, they are automatically downloaded and installed. We recommend that users leave this setting
enabled to maintain the highest levels of protection. Users who choose to disable automatic updates can
download them manually by clicking 'Check for Updates' n the 'More..." section (Default = Enabled).

«  Show the balloon messages - These are the notifications that appear in the bottom right hand corner of
your screen - just above the tray icons. Usually these messages like ‘Comodo Antivirus is learning' and are
generated when these modules are learning the activity of previously unknown components of trusted
applications. Clear this check box if you do not want to see these messages (Default = Disabled).
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3.1.2. Language
+  Click 'More" in the CAV home screen
+  Click 'Preferences' in the 'More' interface
«  Click 'Language' in 'Preferences' interface

« The 'Language’ tab allows you to choose the interface language of Comodo Antivirus

o0 Preferences

General Lang:ﬁ?ga Parental Control Logging Update

Select Language Default - English {United States)

&) What do these settings do?

Comodo Antivirus is available in multiple languages. You can switch between installed languages by selecting from the
'Language' drop-down menu (Default = English (United States)).

In order for your language to take effect, you must restart the application.

3.1.3. Parental Control Settings
+  Click 'More"in the CAV home screen
+  Click 'Preferences' in the 'More' interface
+  Click 'Parental Control' in 'Preferences' interface

« The 'Parental Control' tab allows you to configure password protection for Comodo Antivirus.

e Preferences
General Language Bla:lacllethial Logging Update

Enable password protection for the settings

@ What do these settings do? m

« Enable password protection for settings - Selecting this option activates password protection for all
important configuration sections and wizards within the interface.

« Ifyou choose this option, you must first specify and confirm a password by clicking the 'Change
Password... ' button.

*  You are asked for this password every time you try to access important configuration areas (Antivirus
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Tasks areas require this password before allowing you to view or modify their settings).

Change Password

Enter the password

Re-type the password

l Cancel Apply

£ |

This setting is of particular value to parents, network administrators and administrators of shared computers
to prevent other users from modifying critical settings and possibly exposing the machine to threats
(Default = Disabled).

»  Suppress Antivirus alerts when password protection is enabled - If selected, any detected threats will
be automatically blocked but no Antivirus Alerts will be displayed.

- Password protection needs to be enabled for this option to become available.

»  Parents and network administrators may want to enable this setting if they do not want users to be
made aware when an Antivirus alert has been triggered.

«  Forexample, a virus program may be attempting to copy itself and infect user's computer without
permission or knowledge of the user.

»  Usually, Comodo Antivirus would generate an alert and ask the user how to proceed.

- Ifthat user is a child or an inexperienced user then they may unwittingly click 'allow" just to 'get rid' of
the alert and/or gain access to the website in question - thus exposing the machine to attack. (Default
= Disabled).

3.1.4. Log Settings

e Click 'More' in the CAV home screen
«  Click 'Preferences' in the 'More' interface
«  Click 'Parental Control' in 'Preferences' interface

» By default, Comodo Antivirus maintains a log of all events, which can be accessed by clicking View
Antivirus Events' from the 'Antivirus' tasks interface.

«  The 'Logging' tab of the 'Preferences' interface allows you to configure how CAV should behave once this
log file reaches a certain size and also allows you to disable the logging of specific types of event.

« This 'Logging' interface allows you to specify whether you want to enable logging; the maximum size of the log file and
how CAV should react if the maximum file size is exceeded.

+ Note: If you wish to actually view, manage logs, then you need to open the 'View Logs' interface under 'More' in the
Antivirus Events interfaces.
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Preferences

General Language Parental Control BEELLIGGEE Update

If the log file's size exceeds (MB) 20

© Delete it and create a new file
 Move it to <the specified folder>

Disable Antivirus logging

¥ What do these settings do? “

Log File Management
« Ifthe log file's size exceeds (MB):
- Enables you to configure for deleting or moving the log file if it reaches a specified size in MB.

«  You can decide on whether to maintain log files of larger sizes or to discard them depending on your
future reference needs and the storage capacity of your hard drive.

+  Specify the maximum limit for the log file size (in MB) in the text box beside 'If the log file's size
exceeds (MB)' (Default = 20MB).

+ If you want to discard the log file if it reaches the maximum size, select 'Delete it and create a new
file'.

»  Once the log file reaches the maximum size, it will be automatically deleted from your system and a
new log file will be created with the log of events occurring from that instant (Default = Enabled).

« If you want to save the log file even if it reaches the maximum size, select ‘Move it to' and select a
destination folder for the log file (Default = Disabled).
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Preferences

General Language Parental Control Logging Update

If the log file's size exceeds (MB) 20

Delete it and create a new file

oK
- Q
Favorites -
% R . ¥ Applications -
st |} Desktop »
Y iCloud Drive [ Documents .
B8 Desktop ¥ Downloads .
I Documents @ Movies ’
2} c1-mac B Music *
| Pictures -
Devices %% Public 3
= C1-Mac's Ma...
() Remote Disc -
o % untitled folder -
|
@ AL...
Tags
. Green
Orange

Cancel

The selected folder path will appear beside 'Move it to'.

[ N N Preferences

General Language Parental Control Logging Update

If the log file's size exceeds (MB) 20

Delete it and create a new file

Move itdo <the spe
O Move iy .

Disable Antivirus logging

¥ What do these settings do? OK

Once the log file reaches the maximum size, it will be automatically moved to the selected folder and a new log file
will be created with the log of events occurring from that instant.
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Check Boxes:
The check boxes allow you to disable logging of events according to your preferences.

+ Disable Antivirus logging — Instructs Comodo Antivirus to not to log Antivirus events (Default =
Disabled).

3.1.5. Update Settings

«  Click 'More' in the CAV home screen
»  Click 'Preferences' in the 'More' interface
»  Click 'Parental Control' in 'Preferences' interface

« The 'Update' tab allows you enable/disable CAV program updates and to select the host from which the
updates are to be downloaded.

» By default, updates are downloaded from http://download.comodo.com

e 0 Preferences

General Language Parental Control  Logging

Enable Host Add
http://download.comodo.com/
Remove
Maove Up
Maove Down

&) What do these settings do? m

»  Leave this setting alone if you always want to download the updates from Comodo servers

»  You can add the URL of an alternative download host if required. For example, if CAV updates are available
on a server on your local network which is running Comodo Offline Updater.

« Toadd a host, click 'Add' and enter the URL or IP address of the host in the next row that appears.
»  Repeat the process for adding multiple hosts.
«  Select the host by using the Move Up and Move Down buttons.

«  CAV will automatically check the host specified here and download the updates from the host even
when you are offline.

Click 'OK" for your settings to take effect.

Note: CAV program updates can also be checked manually. Click 'More Options' > 'Check For Updates' if you wish to update
manually. Click here to view the help page on manual updates.

3.2. Manage My Configurations

Click 'More' > 'Manage My Configurations' to open this interface.
»  Comodo Antivirus allows you to maintain, save and export multiple configurations of your security settings.

+ This is especially useful if you are a network administrator looking to roll out a standard security
configuration to multiple computers.

+ If you are upgrading your system, and have to uninstall Comodo Antivirus, you can export your
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configuration settings to a safe place. After re-installing, you can import your old settings.

«  This feature is also a great time saver for anyone with more than one computer. You can quickly implement
your current security settings on another computer without having to manually configure them.

*  Comodo Preset Configurations
* Importing/Exporting and Managing Personal Configurations

3.2.1. Comodo Preset Configurations
«  Click 'More' on the CAV home screen
»  Click 'Manage My Configurations'

Comodo Antivirus ships with preset configurations that strike a good balance between security and usability.

«  The profile that is currently in use is the 'Active’ profile.
* Any changes you make to settings over time are saved in the 'active' profile.
+  Exporting the active profile will, therefore, export your settings as they currently stand.

Before modification, the 'Comodo Antivirus for MAC' profile has the following default settings:
»  Automatic Program Updates - ON
» Automatic Virus Updates - ON
« not scan files larger than - 20 MB (all scanner types)
«  Real Time Scanning — On Access

Over time, you may have made changes that have altered this profile. If you want to restore the settings above, then
click 'Restore Defaults'.

You can switch to a preset configuration in the 'Configurations' interface.

3.2.2. Importing/Exporting And Managing Personal Configurations
+  Click 'More"in the CAV home screen

«  Click 'Manage My Configurations'

My Configurations Active Activate
Comodo Antivirus for Mac Active
Remove
Import...
Export...
Restore Defaults
&) What do these settings do? Close

» The interface has one preset configuration by default - '‘Comodo Antivirus for MAC'.
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»  The configuration that CCAV is currently using is marked 'Active’.

Click the links below for more help:

*  Export my configuration to a file
* Import a saved configuration from a file
»  Select a different active configuration setting

*  Delete a inactive configuration profile

Export my configuration to a file
To export your currently active configuration
«  Select the configuration and click the 'Export' button.

«  Type a file name for the profile (e.g., 'My AV for MAC Profile') and save to the location of your choice. Or
select a path to export the configuration dialog by clicking the arrow button beside the 'Save As' text box.

Save As: | My AV for MAC Profile I

Tags:

Where: & cl1-mac

Cancel

A confirmation dialog appears for the successful export of the configuration.

The configuration has been exported
successfully.

Import a saved configuration from a file
+ Importing a profile lets you store it within Comodo Antivirus.
»  Profiles you import do not become active until you select them for use.

To import a profile

1. Click the 'Import' button.

2. Browse to the location of the saved profile and click 'Open'.
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< Bl=cw =5 - 0 o

Favorites

@ AirDrop A e ™ @

o« ;8 icmud D[i‘.l'e phlg b — RO .

Do

5 Desktop admin Applications Desktop Documents Downloads
Recents
ﬁﬁ Documents

tea-mee § | BN SEs 00090904092 e

Devices License.pdf Movies Music My AV for MAC Pictures
= C1-Mac's M... Profile.cfgx

(& Remote Disc

Shared e Shlyindsil
@ s Public Request/ that Uninstal_CCC.py  untitied folder
Tags
@ Green
[ 5 T,

3. Inthe 'Import As' dialog that appears, assign a name for the profile you wish to import and click 'OK'".

Enter a name for this configuration:

My AV for MAC Profile] i

A confirmation dialog appears indicating the successful import of the profile.

The configuration has been imported
successfully.

Once imported, the configuration profile is available for deployment by selecting it.
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My Configurations Active Activata

My AV for MAC Profile

Comodo Antivirus for Mac Active Remove
Import...
Export...

Restore Defaults

& What do these settings do? Close

Select and Implement a different configuration profile

The Activate option allows you to quickly switch between configuration profiles.

To select a different configuration
1. Click on the profile you want to select and activate.

2. Click the 'Activate’ button.

A confirmation dialog appears.

[ N N Configurations
P i e o s
My Configurations Active ‘ Activate
<Ry AV for MAC Profile Active =
Comodao Antivirus for Mac Active Remove
Import...
Export...

The configuration has been activated

successfully. Restore Defaults

Close

The selected configuration is activated.
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00 Configurations
g
My Configurations Active
My AV for MAC Profile Active
Comodao Antivirus for Mac Remove
Import...
Export...
Restore Defaults
@ What do these settings do? Close

Delete an inactive configuration profile

«  Select a profile then click the 'Remove' button to delete it
«  Only inactive profiles can be deleted. You cannot delete the profile that Comodo Antivirus is currently using.

To remove an unwanted profile

1. Select the profile and click 'Remove' button. A confirmation dialog appears.

Are you sure to delete the selected
configuration permanently?

Mo

2. Click 'Yes'if you are sure to delete. The selected profile is removed from the list and a confirmation dialog
appears.

The selected configuration has been
deleted successfully.

To reset to a default profile

1. Select the profile and click 'Restore to Defaults' button. A confirmation dialog appears.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 76



Comodo Antivirus for MAg_;,___Use-r'G'i]iﬂd_éﬁ comono

Creating Trust Online’

.-’/

Configurations

All the configurations will be reverted to the default.
This action cannot be undone. Would you like to

proceed?

2. Click 'Yes' if you are sure to restore.

3.3.Diagnostics
«  Click 'More' on the 'CAV' home screen
»  Click 'Diagnostics' in the 'More' interface

Comodo Antivirus has it's own integrity checker. This checker scans your system to make sure that the application is
installed correctly. It checks:

»  File System - Checks that all Comodo system files are correctly installed.
»  Registry - Checks that all Comodo registry keys are correctly installed.

» Incompatible software. Checks for the presence of software that is known to have compatibility issues with
Comodo Antivirus.

Please wait while COMODO Antivirus is verifying the integrity of
the installation.

O Abort

Checking files...

The results of the scan are shown in the following pop-up window. If your installation does not have any errors the
following dialog is displayed.

COMODO Antivirus

The diagnostics utility did not find any problems with

your installation.

If the diagnostics utility has found some errors in the installation, the following dialog is displayed.
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COMODO Antivirus

The diagnostics utility has found some problems with
your installation.
Would you like to fix them?

|_ No | [ Yes ]

Click 'Yes'. The diagnostics utility automatically fixes the problems and prompts you to restart the computer.

COMODO Antivirus

The diagnostics utility has fixed all the problems.
You may need to restart your PC.

Restart your computer for the changes to take effect.

3.4.Check for Updates

«  Click 'More' on the 'CAV' home screen
»  Click 'Check for Updates' in the 'More' interface.
o Click 'Start' to begin the update process:
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COMODO Antivirus Updater

Please click 'Start' button to initiate the update process.

Help Cancel Start

»  Click 'Pause' to temporarily stop the process
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COMODO Antivirus Updater

Checking updates...

Cancel Pause

+ You will see the following screen after a successful update:
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COMODO Antivirus Updater

There are no updates avalaible

Help Cancel Finish

Click 'Finish' to close the window.

3.5.Browse Support Forums

Comodo forums are the fastest way to get help with Comodo Antivirus.

Click 'More' on the 'CAV' home screen
Click 'Browse Support Forums' in the 'More' interface
This will open Comodo's community forums in your default browser.

«  Alternatively, copy the following URL into your browser address bar: http://forums.comodo.com
Click the 'Register" link if you do not yet have an account. Registration is free.

Post away!! Submit any questions and suggestions you like about our products. You'll benefit from expert
advice from fellow users and Comodo developers alike.
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Comodo Discussion Board and Support Forums | Comodo Community
forums.comodo.com

_B Comodo Discussion Boa...

Mews: Comodo Strengthens Endpoint Security Capabilities with Comodo Securelo... TEICE A

Please login or register

—

Go To Comado Friends @

HELP SEARCH LOGIN REGISTER

Tha Comads Forum

General Category

. Last post by Sany= [V Libiyak
Melih's Corner - CEOQ Talk/ Discussions/Blog 5063 Posts in Be: Thark you Symantes,
Discuss Comodo and S products with the CED of Comodo 284 Topics oh September 30, 2014,

1270808 PM

Luwt poat by manhtabsorkh
Comodo. TV = Dur Internet Video Channel 118 Pasts In ki
Imformation and dicudsion abaut Comada TV 33 Tapics on Saptember 30, 3014,
02:08:16 PM

Child Bonrds: Comosa TV - News ang Announcements, Comosa TV - Pragram Lineus, Audence Feedbark and Suggestions

Which Product do you want Comodo to develop next? 5553 Posts T e —
Please tell us your views on what we could develop next 715 Topics on Todey at 0621158 AM

Lawst post by mocateur
How Can I Help Comodo? (Please We Need You!) E0B0 Poaty Im Be; PLEASE WEITE HERENN,,
Want to support Comada? 968 Topics on November 73, 2004, 09:48:53
aM

Online Knowledge Base
We also have an online knowledge base and support ticketing system at http://support.comodo.com. Registration is
free.

3.6.Help

«  Click 'More' on the 'CAV' home screen
»  Click 'Help"in the 'More'" interface
»  This will open Comodo Antivirus for Mac help guide at https://help.comodo.com/

» Each feature has a dedicated page with detailed explanations of product functionality.
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Safari File Edit View Histol Bookmarks Window Help
800 Software Help Guide, Comodo Antivirus For MAC Version 2.1 - COMODO A

[al>] . [ + [C comadocaLid@ help.comodo.com,
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-2661-Help.html
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Find the desired product help
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Introduction To Comodo
Antivirus

E-Antivirus Tasks - Introduction

E'More Options-Introduction

Wikipedia Yahoo News ™

Comodo Antivirus For MAC

Popular ¥
—l

va22 English

p

Help

Clicking the Help link in the More section epens this online help guide. Each area has its own dedicated page
containing detailed deseriptions of the application's functionality.

E-preferences
E'Manage My Configurations
Diagnostics
Check For Updates
~Browse Support Forums
" Help
~About

‘About Comodo

Safari  File Edit  View

Bookmarks _Window _Hel D _Mon247_Q_i=

CX=X-] Internet Security Software - Antivirus Task Center, Antivirus Scans - Comedo Antivirus for MAC Version 21
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COMODO HELP

Creating Trust Onlina™

English

Comodo Antivirus For MAC

Introguction To Comedo Antwirus

& Intraduction To Comodo

Antivirus
System Requiremants
Installation
Starting Comodo Antivirus

Comeodo Antivirus -The Summary
Scraen

WView Antivirus Events

Comadio Antivirus - Navigation

Introduction to Comodo Antivirus

Comodo Antivirus (CAV) offers compiete protection against viruses, worms and Trojan horses for AC 08 X bwnd
computers. The softwere is easy to configure snd use snd features real nd virus
scanning, full event logging, schedules sca s rmedl.nn'v hr g ;ung the

| f
inta the scan box in the "Summary’ area or, If the interface is not open, by dragging t'\c'ﬂ onto the Comado dock
icon.

« Duatects, blocks and eliminates viruses from desktops and netwarks

 Constantly protects with Reai-Time and On-Access scanning

Understanding Alerts Built in scheculer allows you to run scans at 3 time that suits you
= How To.., Tutorials

« Isolates suspicious files in quarantine preventing infection

* Antivirus Tasks - Introduction

You can also print the guide or download it as a .pdf.

3.7.About

e (Click 'More' on the 'CAV' home screen
e Click 'About' in the 'More' interface

The 'About' dialog shows the software version and database version that you currently have installed.

About COMODO Antivirus

cCOMODO

Antivirus

Product Version: 2.2.2.34
Virus Signature Database Version:
Patents Pending

Copyright (c) 2004-2016 COMODO. All rights reserved.

29524
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3.8.View Logs

+  Click 'More' on the 'CAV' home screen
«  Click 'View Logs' in the 'More' interface
«  Comodo Antivirus for MAC records all actions it takes in extensive but easy to understand reports.

» Adetailed scan report contains statistics on all scanned objects, the settings used for each task, and the
history of actions performed on each individual file.

» Reports are also generated during real-time protection, and after updating the anti-virus database and
application modules.

cCOMODO "B summary % Antivirus

Antivirus

More

@ Preferences "3] Browse Support Forums

This section lets you configure general settings like [- Meed Help? Find the answers to your quastions in
. password protection, update options etc. COMCDO forums. Cur developers regularly post
All systems ar_e active and and we would love to hear from you.
runmning.
|H'L Manage My Configurations @ Help
“ This section allows you to importexpori/delete your Do you want to learn more about your Antivirus?

Antivirus configuration settings. You can use this section to view the help file.

Ei§ Diagnostics J About

S Did your Antivirus report an error? This ool may View copyright and version information of your

help you identify the problem. Antivirus.
Q} Check for Updates | 1 View logs
" Check for the latest updates for your Antivirus to i This section allows you to view a record of the
make sure it is up-to-date. events, alerts and actions taken by the virus
scanner.

To view a log of Antivirus Events
+  Click 'More' on the 'CAV' home screen
»  Click 'View Logs' in the 'More' interface

+  Click 'View Antivirus' from the 'Log Viewer" interface.
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Today m Current Week ﬂ Current Month ﬂ Entire Period
Logs HAdvanced Filter
'L(!Q‘S per Module e T (Equal [JQuarantine  [JRemove [ lanore L Detect [ Ask [ Restore @
¥ Other Logs Antivirus Events
Alerts Displayed Date Location Malware Name Action Status Alert Scan UID
Tasks Launched Jul 14, 2015,... /var/folders/... Malware@#2975xfk8... Remave Success 00000000-00...
Configuration Changes Jul 14, 2015,... jvar/folders/... Malware@#2975xfk8... Remove Success 00000000-00...
Jul 14, 2015,... Jvar/folders/... Malware@#2975xfk8... Quarantine Success 00000000-00...
Jul 14, 2015,... /var/folders/... Malware@#2975xk8... Ignore Success 00000000-00...
Jul 14, 2015,... /var/folders/... Malware@#2975xfk8... False Positive Success 00000000-00...
Jul 14, 2015,... /var/folders/... Malware@#2975xk8... Add To Exclusions Success 00000000-00...
Jul 14, 2015,... /var/folders/... Malware@#2975xfk8... Remove Success 00000000-00...
Jul 14, 2015,... /var/folders/... False Positive Success
Jul 14, 2015,... /Volumes/A... Malware@#lzeiynOp... Quarantine Failure FC2FD70B-4C...
Jul 14, 2015,... /Volumes/A... Malware@#2lip27dn... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#2vbgbnvg... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#luvgyv9p... Quarantine Failure FC2FD70B-4C...
Jul 14, 2015,... /Volumes/A... Malware@#1lIfz4ca0... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... (Volumes/A... Malware@#vgz10056... Quarantine Failure FC2FD70B-4C...
Jul 14, 2015,... (Volumes/A... Malware@#lhgko49z... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#26k0348... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... [Volumes/A... Malware@#2h5rxwhk... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#3mjs9wg... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#7n54h8r7... Quarantine Failure FC2FD708-4C...
: Jul 14, 2015,... /Volumes/A... Malware@#3s46sen3... Quarantine Failure FC2FD708-4C...
DatelGier Jul 14, 2015,... [Volumes/A... Malware@#3rebzpiy... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#37hshce... Quarantine Failure FC2FD708-4C...
Jul 2015 R Jul 14, 2015,... /Volumes/A... Malware@#jw2oyhug... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#lgupwwx... Quarantine Failure FC2FD708-4C...
123 4 Jul 14, 2015,... (Volumes/A... Malware@#2e3In8wp... Quarantine Failure FC2FD708-4C...
567 8 51011 Jul 14, 2015,... /Volumes/A._.. Malware@#{j24umériviu Quarantine Failure FC2FD708-4C...
12 13Q5J15 16 17 18 Jul 14, 2015,... /Volumes/A... Malware@#3h6v2zy0... Quarantine Eailure EC2ED708-4C...
(el el el eh e F e Jul 14, 2015,... /Volumes/A... Malware@#lc4gxsbw... Quarantine Failure FC2FD708-4C...
cleeli e e e Jul 14, 2015,... /Volumes/A... Malware@#¥3gdyrgjm... Quarantine Failure FC2ED708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#p8po2w4... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... (Volumes/A... Malware@#3g9cl0f6... Quarantine Failure FC2FD708-4C...

The 'Log Viewer' Module is divided into three sections.
«  The top panel displays a set of handy, predefined time filters.
« The left panel displays the types of logs.

« Theright hand side panel displays the actual events that were logged for the time period you selected in the
top panel and the type of log selected in the left panel (or the events that correspond to the filtering criteria
you selected).

The 'Logs per Module' option contains the logged events of Antivirus modules and 'Other Logs' options contains
logged events of the following:

«  Alerts Displayed: Displays the list of various alerts that were displayed to the user, the response given by
the user to those alerts and other related details of the alert.

» Tasks Launched: Displays the various Antivirus tasks such as updates and scans that have taken place.
This area will contain a log of all on demand and scheduled AV scans and the result of that scan.

» Configuration Changes: Displays a log of all configuration changes made by the user in the CAVM
application.

Filtering Log Files
AV for MAC allows you to create custom views of all logged events according to user defined criteria.
Creating custom filters

«  You can filter logs using the controls in the 'Advanced Filter' bar above the report list.
« Ifyou wish to view and filter event logs for other modules then simply click the log name in the tree

«  This section will deal with advanced event filters related to ‘Antivirus Events, but will also cover custom
filters for 'Other Logs' (namely ‘Alerts Displayed’, ‘Tasks’ Launched’ and ‘Configuration Changes’).

Preset Time Filters:
Clicking on any of the preset filters in the top panel alters the display in the right hand panel in the following ways:

« Today - Displays all logged events for today.
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»  Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

+ Entire Period - Displays every event logged since Comodo Antivirus for MAC was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Antivirus Events for "Today' are displayed.

DTu:Iav DCurrtn'l\l‘e!k DCurren'l Manth D Enitire Periad
Logs Advanced Filter
L Adtion =\ Equal - Cuaranting Remave kanarg Detect Ak Restore ¥
¥ iOther LY Antiwirus Events
Alerts Displayed ate Laxcaticn sabware Name Action Saatus alert Scan LID
Tasks Launched Jul 14, 2015,... Jvarffolders/... Mabware@#2975xfkB... Remove Sucoess DODGOD00-00...
Configuration Chahges Jul 14, 2015,... Jvarffolders/... Mabware@#2075ufkE... Remove Success DOOO00D0-00. ..
Jul 14, 2015,... Jvarffolders/... Malware@#2975xfkB... Quarantine Success DODOODN0-00...
Jul 14, 2015,... [fvarffolders/... Malware@#2975xfkB... Ignore Success DOOOOO00-00..
Jul 14, 2015,... Jvar/folders/... Mabware@#2975xkE... False Positive Sucoess DOOOOOD0-00....
Jul 14, 2015,... fvar/folders/... Malware@#2075:fkB... Add To Exclusions Cuccess DOLOOOO0-00..
Jul 14, 2015,... Jvar/folders/... Mabwvars@#2975xMkB... Remove Suwccess DODOOOD0-00...
Jul 14, 2015,... Jvarifolders/.. False Positive Success
Jul 14, 2015;,... NolumesfA.. Makware@#lzeiymOp... Quarantine Failure FC2FDFOB-4C...
Jul 14, 2015,... MNolumes/A... Mabwvara@#2lip2 Fdn Quaranting Fallura FC2FDF08-4C
Jul 14, 2015,... MWolumes/A... Malware@#¥2vbgbrvg... Quarantine Failure FC2FD70B-4C...
Jul 14, 2015,... Mvolumes /A Makware@# luvgyvip... Ouarantine Fallura FCIFDF08-4C
Jul 14, 2015,... Mvolumes/A... Makware@#1lifz4cald... Quarantine Failure FCZFD70B-4C...
Jul 14, 2015,... Molumes/A.., Mabware@#vgz 10056, Quarantine Fallure FCIFDF08-4C
Jul 14, 2015, Nolumesfh . Makware@#lhgkod9z . Quarantine Failure FC2FDTOR-4C. ..
Jul 14, 2015,... Meolumes/A... Mabware@#26k0348... Quarantine Fallure FCIFDFOB-4C..
Jul 14, 2015,... volumes/A... Malware@#2hSrowhk... Quarantine Failure FC2FD7TOR-4C...
Jul 14, 2015,.. Nolumes/a.. Mabvare@#3mjstwyg... Quarantine Fallure FCRFDT0B-4C..
Jul 14, 2015,... NolumesfA... Malware@#7nS54hEr7... Quarantine Failure FC2FDTOA-4C...
Jul 14, 2015,... Molumes/A.. Mabware@#3sdbsend.. Cuarantine Failure FC2FDFOB-4C...
Date Filter Jul 14, 2015,... Nolumesfh... Malware@#3rebzpiy... Quarantine Failure FC2FD7T08-4C. .
Jul 14, 2015,... Molumes/A... Makware@#3Thshee... CQuarantine Failure FC2FDFOB-4C...
Jul 200 Jul 14, 2015,... Molumes/A... Malware@#w2oyhug... Cuarantine Failure FC2FD70B=4C..
Jul 14, 2015,... Melumes/A... Mabvare@#lgupwwe.. Quarantine Failure FCIFD7OB-4C...
Jul 14, 2015, Nolumesfa . Makwaref#ZedinBwp. . Cuarantine Failura FC2FDT08-4C, .,
56 Jul 14, 2015,... MWolumes/A... Malware@#i2dumbsiviu Quarantine Failure FC2FD70B-4C...
1z 1305 16 17 18 Jul 14, 2015, Volumes/A... Mabware@#3hév2zyl. . Cuaranting Failure FC2FDT08-4C..,
HIHNDHMSE Jul 14, 2015, Wolumes/A . Mahware@# ledgusiw .. Quarantine Failure FC2FDT0B-4C. .
HEEANA Jul 14, 2015,... MVolumes/A... Malware@#3gdyraim... Cuarantine Failure FCIFDT08-4C
Jul 14, 2015,... [Velumes/A... Malware@WpBpoZwd... Quarsntine Failure FC2FD70B-4C...
Jul 14, 2015,... Volumes/A,.. Malware@#3g9cl0f6...  Cuarantine Fallure FCIFDF08-4C

Click the following links for more explanations of the options available for each type of filter:
'Logs per Module":

¢ Antivirus Logs
'Other Logs":

«  'Alerts Displayed ' Logs

»  Tasks Launched

«  Configuration Changes

3.8.1. Antivirus Logs
»  Click 'More' on the 'CAV" home screen
»  Click 'View Logs' in the 'More' interface

«  Each antivirus log is a record of a malware discovery event. The list view shows the malware name, its
location, the action that was taken on the file and whether the action was successful or not.
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Tuday Current Week Current Manth Entire Period
Logs ”Advanced Filter
YLagAs per Module e D) (Eaual [Jquarantine  []Remove Clanore [ Detect [ Ask [ Restore @
¥ Other Logs Antivirus Events
Alerts Displayed Date Location Malware Name Action Status Alert Scan UID
Tasks Launched Jul 14, 2015,... Jvar/folders/... Malware@#2975xfk8... Remave Success 00000000-00...
Configuration Changes Jul 14, 2015,... /var/folders/... Malware@#2975xfk8... Remaove Success 00000000-00...
Jul 14, 2015,... /var/folders/... Malware@#2975xfk8... Quarantine Success 00000000-00...
Jul 14, 2015,... jvar/folders/... Malware@#2975xfk8... Ignore Success 00000000-00...
Jul 14, 2015,... /var/folders/... Malware@#2975xfk8... False Positive Success 00000000-00...
Jul 14, 2015,... /var/folders/... Malware@#2975xfk8... Add To Exclusions Success 00000000-00...
Jul 14, 2015,... /var/folders/... Malware@#2975xfk8... Remove Success 00000000-00...
Jul 14, 2015,... jvar/folders/... False Positive Success
Jul 14, 2015,... /Volumes/A... Malware@#lzeiynOp... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#2lip27dn... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#2vbgénvg... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#luvgyv9p... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#1lIfz4ca0... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#vgz10056... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#lhgko49z... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#26k0348... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#2h5rxwhk... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#3mjs9wg... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#7n54h8r7... Quarantine Failure FC2FD708-4C...
- Jul 14, 2015,... /Volumes/A... Malware@#3s46sen3... Quarantine Failure FC2FD708-4C...
Bavellren Jul 14, 2015,... /Volumes/A... Malware@#3rebzpiy... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#37hshce... Quarantine Failure FC2FD708-4C...
Jul 2015 a0 Jul 14, 2015,... /Volumes/A... Malware@#jw2oyhug... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#lgupwwx... Quarantine Failure FC2FD708-4C...
123 4 Jul 14, 2015,... /Volumes/A... Malware@#2e3In8wp... Quarantine Failure FC2FD708-4C...
56 7 8951011 Jul 14, 2015,... /Volumes/A... Malware@#|j24umériviu Quarantine Failure FC2FD708-4C...
12 138%)15 16 17 18 Jul 14, 2015,... /Volumes/A... Malware@#3h6v2zy0... Quarantine Failure FC2FD708-4C...
19 20 21 22 23 24 25 Jul 14, 2015,... /Volumes/A... Malware@#lc4gxséw... Quarantine Failure FC2FD708-4C..
= el e e Jul 14, 2015,... /Volumes/A... Malware@#3gdyrqjm... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#p8po2w4... Quarantine Failure FC2FD708-4C...
Jul 14, 2015,... /Volumes/A... Malware@#3g9cl0f6... Quarantine Failure FC2FD708-4C...

Column Descriptions
1. Date - Indicates the date of the event.
Location - Indicates the location where the application detected with a threat is stored.
Malware Name - Name of the malware event that has been detected.
Action - Indicates action taken against the malware through Antivirus.
Status - Gives the status of the action taken. It can be either ‘Success' or 'Fail".

Alert - Details of any alert shown for the malware.

N o g B~ L N

Scan UID - Gives the details of activities executed by the processes that are run by the infected application.

3.8.1.1. Filter Antivirus Logs
+  Click 'More' on the 'CAV' home screen
+  Click 'View Logs' in the 'More' interface
+  Click ‘Antivirus Events’ in ‘Logs Per Module' option

+  The 'Antivirus logs' can be viewed by selecting 'Antivirus Events' from the drop-down of the log viewer
interface.

»  You have 4 categories of filter that you can add. Each of these categories can be further refined by
selecting or deselecting filter parameters, or by typing a search term in the field provided.
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Today Current Week Current Month Entire Period
Logs |Advanced Filter
Il — — — — — —
¥ Logs per Module il Quarantine  [/Remove Ulanore [ Detect L Ask I Restore )
Antivirus Events -
tatus
¥ Other Logs Location
Alerts Displayed Malware Name  pcation Malware Name Action Status Alert Scan UID
Tasks Launched Jul'14; 2015, fvar/folders/... Malware@#2... Remove Success 00000000-0000-0000-0000-000000000000
Configuration Changes Jul 14, 2015,... jvar/folders/... Malware@#2... Remove Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... fvar/folders/... Malware@#2... Quarantine Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /var/folders/... A 2.
Jul 14, 2015, fvar/folders/ . Malware@#2 .. False Positive  Success 00000000-0000-0000-0000-000000000000
1ul 14. 2015 Ivarffolders/... Malware@#? .. Add To Exclu... Success A0000000-0000-0000-0000-000000000000

*  You can add and configure any number of filters in the 'Advanced Filter' dialog.
Following are the options available in the 'Advanced Filter' drop-down:

i. Action:

« Lets you filter logs by the action taken by CAV on the threat.

«  Selecting the 'Action’ option displays a drop down field and a set of specific filter parameters that can be
selected or deselected.

nTcdav n Current Week D Current Month ﬂ Entire Period
Logs Advanced Filter
¥ Logs per Module : @ Quarantine [ Remove Clanore ) Detect [ Ask I Restore @
Antivirus Events Adtion m ®
- MNotEgqual ¥
¥ Other Logs Antivirus Events
Alerts Displayed Date Location Malware Name Action Status Alert Scan UID
Tasks Launched Jul 14, 2015,... [var/folders/... Malware@#2... Quarantine Success 00000000-0000-0000-0000-000000000000
Configuration Changes Jul 14, 2015,... /Volumes/A... Malware@#1... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#2... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#2... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#1... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#1... Quarantine Failure FC2FD708-4CO7-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#v... Quarantine Failure FC2FD708-4CO7-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#1... Quarantine Failure FC2FD708-4CO7-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#2... Quarantine Failure FC2FD708-4CO7-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#2... Quarantine Failure FC2FD708-4C07-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C07-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#7... Quarantine Failure FC2FD708-4C07-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C07-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C07-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C07-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#j... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... [Volumes/A... Malware@#1... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... [Volumes/A... Malware@#2... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... [Volumes/A... Malware@#jj... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
- Jul 14, 2015,... [Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Date Filter Jul 14, 2015,... /Volumes/A... Malware@#1... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... [Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 2015 a0 Jul 14, 2015,... [Volumes/A... Malware@#p... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... [Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
1234 Jul 14, 2015,... [Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
56 7 B8 51011 Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
12 13858315 16 17 18 Jul 14, 2015,... /Volumes/A... Malware@#w... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
DAl PRl e Jul 14, 2015,... /Volumes/A... Malware@#2... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
IR e Jul 14, 2015,... /Volumes/A... Malware@#1... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D

a. Select 'Equal' or 'Not Equal' option from the drop down. 'Not Equal' will invert your selected choice.
b. Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:
* Quarantine: Displays events where the user chose to quarantine a file
* Remove: Displays events where the user chose to delete an item
+ Ignore: Displays events where the user chose to ignore an item
+  Detect: Displays events for detection of a malware
«  Ask: Displays events when user was asked by alert concerning some Antivirus event
» Restore: Displays events of the applications that were quarantined and restored

For example, if you checked the 'Quarantine’ box then selected 'Not Equal', you would see only those Events
where the Quarantine Action was not selected at the virus notification alert.
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ii. Status:

» Lets you filter logs by the success or failure of the action taken by CAV.

»  Selecting the 'Status' option displays a drop-down field and a set of specific filter parameters that can be
selected or deselected.

Tuday Current Week Currenr Month En[ire Period
Logs | Advanced Filter
'Lo?s per Module S _m @ Success I Failure @
Not Equal
¥ Other Logs Antivirus Events
Alerts Displayed Date Location Malware Name | Action Status, Alert Scan UID
Tasks Launched Jul 14, 2015,... /var/folders/... Malware@#2... Remove Success 00000000-0000-0000-0000-000000000000
Configuration Changes Jul 14, 2015,... /var/folders/... Malware@#2... Remove Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /var/folders/... Malware@#2... Quarantine Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /varffolders/... Malware@#2... Ignore Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /varffolders/... Malware@#2... False Positive Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /varffolders/... Malware@#2... Add To Exclu... Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /varffolders/... Malware@#2... Remove Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /var/folders/... False Positive  Success
Jul 14, 2015,... /Users/admi... Malware@#1... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7
Jul 14, 2015,... /Users/admi... Malware@#1... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7
Jul 14, 2015,... /Users/admi... Malware@#2... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7
Jul 14, 2015,... /Users/admi... Malware@#1... Quarantine Success 5OF85869-DA36-4COF-8FFD-8AAEBABSAET7
Jul 14, 2015,... /Users/admi... Malware@#2... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7
Jul 14, 2015,... /Users/admi... Malware@#2... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7
Jul 14, 2015,... /Users/admi... Malware@#v... Quarantine Success 59F85869-DA36-4C9F-BFFD-8AAEBAGSAET7
Jul 14, 2015,... [Usersfadmi... Malware@#1... Quarantine Success 59F85869-DA36-4C9F-BFFD-BAAEBAGSAET7
Jul 14, 2015,... [Users/admi... Malware@#2... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBAGSAET7
Jul 14, 2015,... /Users/admi... Malware@#3... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7
Jul 14, 2015,... /Users/admi... Malware@#3... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7
- Jul 14, 2015,... /Users/admi... Malware@#3... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7
Date Filter Jul 14, 2015,... /Users/admi... Malware@#7... Quarantine Success 5OF85860-DA36-4COF-BFFD-BAAEBAGSAE77
Jul 14, 2015,... /Users/admi... Malware@#3... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7
Jul 2015 ar Jul 14, 2015,... /Users/admi... Malware@#j... Quarantine Success 59F85869-DA36-4COF-8FFD-BAAEBAGSAET7
Jul 14, 2015,... /Usersfadmi... Malware@#2... Quarantine Success 59F85869-DA36-4C9F-BFFD-8AAEBAGSAET7
123 4 Jul 14, 2015,... /Usersfadmi... Malware@#1... Quarantine Success 59F85869-DA36-4C9F-BFFD-BAAEBAGSAET7
BT Rl EE Jul 14, 2015,... /Usersfadmi... Malware@#jj... Quarantine Success 59FB5869-DA36-4C9F-BFFD-BAAEBABSAET7
12 1388415 16 17 18 Jul 14, 2015,... /Usersfadmi... Malware@#1... Quarantine Success 59FB5869-DA36-4C9F-BFFD-BAAEBABSAET7
Rl Jul 14, 2015,... /Users/admi... Malware@#3... Quarantine Success 59F85869-DA36-4COF-BFFD-BAAEBAGSAE77
LR TR Jul 14, 2015,... /Usersfadmi... Malware@#3... Quarantine  Success 59F85860-DA36-4COF-8FFD-SAAEBAGSAET7
Jul 14, 2015,... /Users/admi... Malware@#p... Quarantine Success 5OF85869-DA36-4COF-8FFD-8AAEBABSAET7
Jul 14, 2015,... /Users/admi... Malware@#3... Quarantine Success 59F85869-DA36-4C9F-8FFD-8AAEBABSAET7

a. Select 'Equal' or 'Not Equal' option from the drop-down field. 'Not Equal’ will invert your selected choice.
b. Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:

»  Success: Displays Events that successfully executed (for example, the malware was successfully
quarantined)

« Failure: Displays Events that failed to execute (for example, the database malware was not disinfected)

iii. Location:
» Lets you filter logs by location of the threat

+  Selecting the 'Location' option displays a drop-down field and text entry field.
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Log Viewer
mTuday mCurrenr Week mCurren[ Month mEnrirs Period
Logs Advanced Filter
¥ Logs per Module = =
Antivirus Events Locaticn =) ( Contains < | jar/folders/| ] &
¥ Other Logs
Alerts Displayed
3=z Lauthed Antivirus Events
Configuration Changes Date Location Malware Name | Action Status Alert Scan UID
Jul 14, 2015,... jvar/folders/... Malware@#2... Remove Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... jvar/folders/... Malware@#2... Remove Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /var/folders/... Malware@#2... Quarantine Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... fvar/folders/... Malware@#2... lgnore Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /var/folders/... Malware@#2... False Positive  Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... fvar/folders/... Malware@#2... Add To Exclu... Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... /var/folders/... Malware@#2... Remove Success 00000000-0000-0000-0000-000000000000
Jul 14, 2015,... jvar/folders/... False Positive  Success
Date Filter
Jul 2015 40 I
12 3 4
5 6 7 B 51011
12 1315 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Contains' or 'Does Not Contain' option from the drop-down field.
b. Enter the text or word that needs to be filtered.

For example, if you select 'Contains' option from the drop-down and enter the phrase 'var/folders/" in the text
field, then all events containing the entry /var/folders/" in the Location field will be displayed. If you select 'Does
Not Contain' option from the drop-down field and enter the phrase 'var/folders/" in the text field, then all events
that do not have the entry 'var/folders/' will be displayed.

iv. Malware Name:

« Lets you filter logs by the threat name

»  Selecting the 'Malware Name' option displays a drop-down field and text entry field.

DToday DCurren( Week mCurren( Month mEntire Period
Logs Advanced Filter
¥ Logs per Module
Antivirus Events Malware Name W malware@#3 J ©
| Does Not | =
¥ Other Logs _—
Alerts Displayed
lase ez Antivirus Events
Configuration Changes Date Location Malware Name  Action Status Alert Scan UID
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015 /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015 /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015 /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015 /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015 /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
N oate Fitter Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 2015 SO Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
s Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
OGO TR Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
e Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
iz i‘: :; iz i; : = Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine  Failure FC2FD708-4CO7-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
Jul 14, 2015,... /Volumes/A... Malware@#3... Quarantine Failure FC2FD708-4C97-4C8F-BCEF-23AE910A480D
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a. Select 'Contains' or 'Does Not Contain' option from the drop-down field.
b. Enter the text in the name of the malware that needs to be filtered.

For example, if you choose 'Contains' option from the drop-down and enter the phrase 'malware@#3' in the text
field, then all events containing the entry malware@#3 in the Malware Name field will be displayed. If you
choose 'Does Not Contain' option from the drop-down and enter the phrase 'malware@#3' in the text field, then
all events that do not have the entry 'malware@#3' in the 'Malware Name' field will be displayed.

* You can add more filter types in the 'Advanced Filter' pane by clicking the (+) button at the top right of the
filter pane.

*  You can also remove a filter type by clicking the (=) button at the top right of the filter pane.

«  Thefilters to be applied to the Antivirus log viewer. Only those entries selected based on your set filter
criteria will be displayed in the log viewer.

3.8.2. 'Alerts Displayed' Logs

+  Click 'More' on the 'CAV' home screen
+  Click 'View Logs' in the 'More' interface
+  Click Other Logs > 'Alerts Displayed' link in 'Log Viewer" interface

« 'Alerts Displayed' is a record of security alerts generated by CAV. The 'Answer' column shows the action
taken on the malware as a result of the user's response to the alert.

[ Today eurrent week  [F] current Manth 7] Entire Period
Advanced Filter

T Logs per Module
Antivirus Events
¥ Other Logs Alerts Displayed
Dae Type Description advice Answered Answer Fags Treas As Ewent
Tasks Launched Jul 14, 2015,... Antivirus Alert Malware@#2... [var/folders)... Jul 14, 2015, 4:27 AM  Delete Rala,,
Configuration Changes Jul 14, 2015,... Antiwirus Alert Malware@e2... (var/folders)... Jul 14, 2015, 427 AM  Disinfect Baia..
Jul 14, 2015,... Antivirus Alert  Malware@#2... fvar/folders/... Jul 14, 2015, 427 AM  Quarartine Rala..,
Jul 14, 2015,... Antivirus Alert Malware@#2.. fvar/folders/... Jul 14, 2015, $:27 AM  Ignore Bela...
Hala...
Bela..
Bala,..

Adwee ¢ | Conting B ;

Jul 14, 2015, . Antivirus Alert  Mahware@ed? . fvarffoldersf . Jul 14, 2015, 4:27 AM False Positive
Jul 14, 2015,... Antivirus Alert  Malware@#2... var/folders/... Jul 14, 2015, 427 AM  Add To Exclu...
Jul 14, 2015,... Antivirus Alert  Malware@ed2 ... (varffolders/... Jul 14, 2015, 4:27 AM Delete

Date Filter

Jul 2015 isr

12y 4
567 #9101
12 13 15 18 17 8
1920021 32 73 24 285
2627 28 29 30 31

Column Descriptions
1. Date - Contains precise details of the date and time of the alert generation.
2. Type -Indicates the type of the alert.

3. Description - Brief description of the file or the event that triggered the alert.
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4. Advice - Advice offered by CAVM on how to respond for the alert.

5. Answered - Indicates whether the alert has been answered by the user and if answered, contains precise
details of the date and time of response from the user.

6. Answer - Indicates the response given by the user.
7. Flags - Indicates flags set for the kinds of actions against the event triggered by the file.

8. Treat As - Based on the response how the file is treated, whether it is treated as a safe application, installer
and so on.

9. Event - Clicking 'Related Event' opens the details of the event that has triggered the alert.

3.8.2.1. Filter 'Alerts Displayed' Logs

+  Click 'More' on the 'CAV' home screen
«  Click 'View Logs' > 'Other Logs > 'Alerts Displayed'
«  You can create custom views of all logged events

«  Comodo Antivirus for MAC allows you to create custom views of all logged events according to user defined
criteria

To configure Advanced Filters for Antivirus events
»  Select ‘View Logs' > under ‘Other Logs’, select ‘Alerts Displayed'.
»  You have 7 categories of filter that you can add.

- Each of these categories can be further refined by either selecting or deselecting specific filter
parameters or by the user typing a filter string in the field provided.

*  You can add and configure any number of filters in the 'Advanced Filter' dialog.

nrnd.w DCurrenl Week nCu-rr!nl Manth D Entire Period &
5 Advaneed Filter
¥ r Maodule
1Tm;'"r\.lilﬂn: Events 4 ﬁﬁr Eancains : x
T Other Logs At Pl {I
Descriprion Typa Dok i plcess Adveis Arcveited A Flags Traal As Evarit
Tasks Launched Flags . Antivirus Alert Malware@#2.. jvar/folders/... Jul 14, 2015,... Daleta Balgleg even)
Configuratian Changes Trut As . Antivirus Alert Malware@®2 . jvar/folders/ .. Jul 14, 2015, . Disinfect Fsiateg gveni
T":'nf;_“E" . Antivirus Alert Malware@#2. . jvar/folders/... Jul 14, 2015,... Quarantine Bslating even)
Jul 14, 2015, . Antivirus Alert Malware@92_ . fvar/folders) .. Jul 14, 2015, Ignore Falateg gvant
Jul 14, 2015,... Antivirus Alert  Malware@#2... fvar/folders/... Jul 14, 2015,... False Pasitive Fslgtag svan]
Jul 14, 2015, .. Antivirus Alert Malware@#2 . fvarffolders! .. Jul 14, 2015,... Add Ta Exclu Falains avani
Jul 14, 2015,... Antivirus Alert  Malware@#2 ivar/folders/... Jul 14, 2015 Dalete Felalag aven

Following are the options available in the 'Add' drop down menu:
i. Advice:
- The 'Advice' option enables you to filter the alerts based on recommendations given by CAV in the alert.

»  Selecting the 'Advice' option displays a drop-down field and text entry field.
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Today Current Week Current Month Entire Period
Logs Advanced Filter

¥ Logs per Module

.. Advice i (+)
P i E T m |‘\-‘ou can safely allow this requesd

Does Not Contain

¥ Other Logs Alerts Displ
Alerts Displayed Date Type Description Advice Answered Answer |F.|

Tasks Launched
Configuration Changes

Date Filter

Jul 2015 a8

1 2 3 4
5 6 7 B 51011
12 13 gLy 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b. Enter the text or word as your filter criteria.

For example, if you choose 'Contains' option from the drop-down and enter the phrase 'you can safely allow
this request' in the text field, then only the entries containing 'you can safely allow this request' in the
‘Advise' column will be displayed.

ii. Answer:

- The 'Answer' option enables you to filter the alerts based on how you answered for the alerts.

»  Selecting the 'Answer' option displays a drop-down box and a set of specific filter parameters that can be
selected or deselected.
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Log Viewer
Toda',r Current Week Current Month Entire Period
Logs Advanced Filter
¥ L Maodul - - -
0gs per odule Answer L Unknown L Allow [ Deny fers)
Antivirus Events ;
Mot Equal

¥ Other Logs Alerts Displ

Alerts Displayed Date Type Description Advice Answered Answer |F.

Tasks Launched Jul 14, 2015,... Antivirus Alert Malware@#2... [var/folders/... Jul 14, 2015,... Delete

Configuration Changes Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Disi...
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Qua...
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Ignore
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Fals...
Jul 14, 2015,... Antivirus Alert Malware@#2... (var/folders/ .. Jul 14, 2015,... Add...
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Delete

Date Filter

Jul 2015 a0

1 2 3 4
5 6 7 B 91011
12 13315 16 17 18
1% 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected choice.

b. Now select the check-boxes of the specific filter parameters to refine your search. The parameter available are:

*  Unknown

e Allow

e Deny

o TreatAs

e Time-out

» Disinfect

*  Quarantine
»  Skip Once

» Add to Exclusions

* Add to Trusted Files
» False Positive

« Skip

» Terminate

For example, if you choose 'Equal' from the drop-down and select 'Add to Exclusions' checkbox, only the
log of Antivirus alerts for which you answered as 'Ignore' > 'Ignore and Add to Exclusions' will be displayed.

iii. Answered: The Answered option enables you to filter the log based on the date you answered the alerts.
Selecting the 'Answered' option displays a drop-down box and date entry field.
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Today Current Week Current Menth Entire Period
Logs Advanced Filter

¥ Logs per Module
Antivirus Events

¥ Other Logs
Alerts Displayed
Tasks Launched
Configuration Changes

Date Filter

Jul 2015 4«8

1 2 3 4
5 6 7 8 91011
12 13pEY 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

Answered Equal 6/14/2015 |i| (+)
Alerts Displayed
Date Type Description Advice Answered Answer F.|
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Delete
Jul 14, 2015,... Antivirus Alert Malware@#2... jvar/folders/... Jul 14, 2015,... Disi...
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Qua...
Jul 14, 2015,... Antivirus Alert Malware@#2... jvar/folders/... Jul 14, 2015,... Ignore
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Fals...
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Add...
Jul 14, 2015,... Antivirus Alert Malware@#2... jvar/folders/... Jul 14, 2015,... Delete

a. Select any one of the following option the drop-down box.

+ Equal
»  Not Equal

b. Enter the date by selecting it from the calendar displayed by clicking the drop-down arrow.

For example, if you select 'Equal’ from the drop-down and select '06/14/2015", only the log of alerts
answered on 06/14/2015 will be displayed.

iv. Description: The Description option enables you to filter the log based on the description of the attempt

displayed in the alert. Selecting the 'Description’ option displays a drop-down field and text entry field.
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Ed 89 Log Viewer

Toda\,r Current Week Current Month Entire Period

Logs Advanced Filter
¥ Logs per Module
Antivirus Events

Description | connect to internet +)
Does Not Contain

—_— F
¥ Other Logs Alerts Displaysg——
Alerts Displayed Date Type Description Advice Answered Answer [F.|

Tasks Launched
Configuration Changes

Date Filter

Jul 2015 « 0>

1 2 3 4
5 6 7 8 91011
12 13y 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b. Enter the text or word as your filter criteria.

For example, if you select 'Contains' from the drop-down and enter 'connect to the Internet', only the log
entries of Firewall alerts that contain the phrase 'connect to the Internet' in the description, will be displayed.

v. Flags: The 'Flags' option enables you filter the entries based on the flags set for the kinds of actions against the
event triggered by the file. Selecting the 'Flags' option displays a drop down menu and a set of specific filter
parameters that can be selected or deselected.
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Today Current Week Current Month Entire Period
Logs Advanced Filter
¥ Logs per Module Flags & Remember [ Restore Point [l submit @
Antivirus Events . :
Not Equal
¥ Other Logs Alerts Displa
Alerts Displayed Date Type Description Advice Answered Answer |F.|

Tasks Launched
Configuration Changes

Date Filter

Jul 2015 a8

1 2 3 4
5 6 7 B 91011
12 13gEy 15 16 17 18
15 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Equal’ or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected choice.

b. Now select the check-boxes of the specific filter parameters to refine your search. The parameter available
are:

«  Remember

»  Restore Point

e Submit

»  Trusted Publisher

For example, if you choose 'Equal' from the drop-down and select 'Remember' from the checkbox options,
only the log entries of alerts for which 'Remember my answer' option was selected will be displayed.

vi. Treat As: The 'Treat As' enables you to filter the log entries based on their 'Treat As' response you entered in the
pop-up alert. Selecting the 'Treat As' option displays a drop-down menu and text entry field.
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R Log Viewer

Today Current Week Current Month Entire Period
Logs Advanced Filter
¥ Logs per Module —
" TreatAs RCITTTR [nstaied ®
Antivirus Events Does Not Contain
¥ Other Logs Alerts Displ
Alerts Displayed Date Type Description Advice Answered Answer |F.|

Tasks Launched
Configuration Changes

Date Filter

Jul 2015 4«0

1 2 3 4
5 6 7 8 951011
12 13gEY 15 16 17 18
18 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Contains' or 'Does Not Contain' option from the drop-down menu.

b. Enter the text or word as your filter criteria
For example, if you have chosen 'Contains' from the drop-down and entered 'Installer' in the text field, only
the log entries containing the phrase 'Installer' in the Treat As' column will be displayed.
vii. Type: The 'Type' option enables you to filter the entries based on the component of CIS that has triggered the
alert. Selecting the 'Type' option displays a drop down menu and a set of specific alert types that can be selected or
deselected.
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¥ Logs per Module
Antivirus Events

¥ Other Logs
Alerts Displayed
Tasks Launched
Configuration Changes

Date Filter

Jul 2015 a8 >

1 2 3 4
5 6 7 B 951011
12 13pEY 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

Today Current Week Current Month Entire Period
Logs Advanced Filter

@Antivirus Alert [ Execution Alert

[ Type (+)
] Not Equal B

Alerts Displaysg=

Date Type Description Advice Answered Answer F.
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Delete
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Disi...
Jul 14, 2015,... Antivirus Alert Malware@#2... [var/folders/... Jul 14, 2015,... Qua...
Jul 14, 2015,... Antivirus Alert Malware@#2... fvar/folders/... Jul 14, 2015,... Ignore
Jul 14, 2015,... Antivirus Alert Malware@#2... [var/folders/... Jul 14, 2015,... Fals...
Jul 14, 2015,... Antivirus Alert Malware@#2... [var/folders/... Jul 14, 2015,... Add...
Jul 14, 2015,... Antivirus Alert Malware@#2... /var/folders/... Jul 14, 2015,... Delete

a. Select 'Equal’ or 'Not Equal' option from the drop down menu. 'Not Equal’ will invert your selected choice.

b. Now select the check-boxes of the specific filter parameters to refine your search. The parameter available

are:

e Antivirus Alert
»  Execution Alert

For example, if you select 'Equal’ from the drop-down and select 'Antivirus Alert' checkbox, only the log of
Antivirus alerts will be displayed.

+  You can add more filter types in the 'Advanced Filter' pane by clicking (5 the button at the top right of the

filter pane.

* You can also remove a filter type by clicking the (= button at the top right of the filter pane.

The filters to be applied to the Antivirus log viewer. Only those entries selected based on your set filter criteria will be

displayed in the log viewer.

3.8.3. Tasks Launched

»  Click 'More' on the 'CAV' home screen

+  Click 'View Logs' in the 'More' interface

+  Click Other Logs > 'Tasks Launched' link in 'Log Viewer" interface

«  Comodo Anitivirus for MAC records a history of all the CAV tasks like virus signature database updates,

scans run and so on.

»  The 'Tasks Launched' log window displays a list of tasks launched at various time points with their
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completion status and other details.

Today Y Current Week Current Month Entire Period
Logs Advanced Filter
¥ Logs per Module T - | - ®
Antivirus Events =L =) (Enua = =
¥ Other Logs Tasks Launched
Alerts Displayed Date Type Parameter Completed Code Infol
Tasks Launched Jul 14, 2015,... Av Update Jul 14, 2015,... O Old da...
Configuration Changes Jul 14, 2015,... Av Scan Full Scan Jul 14, 2015,... 0 Scann...
Jul 14, 2015,... Av Scan fVolumesfA... Jul 14, 2015,... 0 Scann...
Jul 14, 2015,... Av Update Jul 14, 2015,... 0 Old da...
Jul 14, 2015,... Av Scan fUsersfadmi... Jul 14, 2015,... 0 Scann...

Date Filter

Jul 2015 «0 >

1 2 3 4
5 6 7 8 951011
12 13y 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

Column Descriptions

1. Date - Contains precise details of the date and time when the task is launched.

Type - Indicates the type of the task.

Parameter - Indicates the parameter (like scan type) associated with the task.
Completed - Contains precise details of the date and time of the completion of the task.

Code - Indicates the code of the task as assigned by CAV.

o g koW N

Info & Additional Info - Provides additional information of the task.

3.8.3.1. Filter 'Tasks Launched' Logs
+  Click 'More' on the 'CAV' home screen
»  Click 'View Logs' > 'Other Logs > 'Tasks Launched'
»  You can create custom views of all logged events

«  Comodo Antivirus for MAC allows you to create custom views of all logged events according to user defined
criteria.

From 'Task Launched' interface, you can chose the category of filter from a drop-down box. Each of these categories can be
further refined by either selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided.

1. Click ‘Advanced Filter’ drop-down when you have chosen the category upon which you wish to filter.
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Today Current Week Current Month Entire Period
Logs |Advanced Filter
¥ Logs per Module L - =
Antivirus Events ol "de g | Equal Z &)
ompleted
¥ Other Logs Parameter E
Alerts Displayed Type | [Type Parameter Completed Code Infol ..
Tasks Launched . 4. Av Update Jul 14, 2015,... 0 Oid... N
Configuration Changes Jul 14, 2015,... Av Scan Full Scan Jul 14, 2015,... 0 Scan... F.
Jul 14, 2015,... Av Scan /VolumesfA... Jul 14, 2015,... 0 Scan... F.
Jul 14, 2015,... Av Update Jul 14, 2015,... 0 Old... N
Jul 14, 2015,... Av Scan fUsersfadmi... Jul 14, 2015,... 0 Scan... F.

»  You have 4 categories of filters that you can add. You can chose the category of filter from a drop down box.

« Each of these categories can be further refined by either selecting or deselecting specific filter parameters
or by the user typing a filter string in the field provided.

»  Following are the options available in the '‘Advanced Filter' drop down menu:

i. Code: The Code option enables you to filter the tasks based on their code value. Selecting the 'Code' option
displays a drop-down field and text entry field.

S &8 Log Viewer
Today Current Week Current Month Entire Period
Logs Advanced Filter
¥ Logs per Module | =
Artivirus Everts Code  FAETTNSSENSSNNN | 0x00000000001 ] ®
Creater than
¥ Other Logs Tasks Laum:i Greater than or Equal L
Alerts Displayed Date | Less than neter Completed Code Infol  |l...
Tasks Launched Less than or Equal
Configuration Changes B e
Date Filter
Jul 2015 48 r
1 2 3 4
5 6 7 8 91011
12 13 pEy 15 16 17 18
15 20 21 22 23 24 25
26 27 28 29 30 31
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a. Select the options from the drop-down box. 'Not Equal' will invert your selected choice. The available are:
« Equal
«  Greater then
«  Greater than or Equal
* Lessthen
» Lessthan or Equal
»  Not Equal
b. Enter the code or a part of it as your filter criteria in the text field.

For example if you have chosen 'Equal’ from the drop-down and entered '0x00000001" in the text field, then
only the log entries with the value 0x00000001 in the code column will be displayed.

ii. Completed: The 'Completed' option enables you to filter the log entries based on the completion dates of the
Tasks. Selecting the 'Completed' option displays a drop-down box and date entry field.

Today Currenr Week Currenr Month Enrire Period
Logs Advanced Filter
¥ Logs per Module - e
Antivirus Events Completed m FriazoLs o o
GCreater than
¥ Other Logs Tasks Launcil Greater than or Egual L
Alerts Displayed Date | Less than neter Completed Code Infal  [l...
Tasks Launched Jul 14, 2015  Less than or Equal | Jul 14, 2015,... 0O Old... N
Configuration Changes Jul 14, 2015, NotEgual Scan Jul 14, 2015,... © Scan... F.
Jul 14, 2015,... Av Scan VolumesfA_.. Jul 14, 2015,... 0 Scan... F.
Jul 14, 2015,... Av Update Jul 14, 2015,... 0 Old... N
Jul 14, 2015,... Av Scan JfUsers/admi... Jul 14, 2015,... 0 Scan... F.
Date Filter
Jul 2015 L
1 2 3 4
5 6 7 B 91011
12 138 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

a. Select any one of the following option the drop-down box.
+ Equal
«  Greater then
»  Greater than or Equal
* Lessthen
» Lessthan or Equal
»  Not Equal
b. Enter the date by selecting it from the calender displayed by clicking the drop-down arrow.
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For example, if you select 'Equal’ from the drop-down and select '07/14/2015', only the log of Tasks
completed on 07/14/2015 will be displayed.

iii. Parameter: The Parameter option enables you to filter the entries based on the parameters like scan locations,
associated with the Task.

Today CurrentWeek Current Month Entire Period

Logs Advanced Filter
¥ Logs per Module .
L. Parameter |Fu|| Scan| (+)
Antivirus Events DEE=TNETCr o
¥ Other Logs
Alerts Displayed

Tasks Launlched Tasks Launched
Configuration Changes Date Type Parameter Completed Code Infol  [l.]

Date Filter

Jul 2015 L N

1 2 3 4
5 6 7 B 91011
12 13y 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Contains' or 'Does Not Contain' option from the drop-down menu.

b. Enter the text or word as your filter criteria.

For example, if you choose 'Contains' option from the drop-down and enter the phrase 'Full Scan' in the text
field, then only the entries of Antivirus Scan Tasks with the scan parameter 'Full Scan’ will be displayed.

iv. Type: The Type' option enables you to filter the entries based on the type of Tasks launched. Selecting the 'Type'
option displays a drop down menu and a set of specific task types that can be selected or deselected.
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Today Current Week Current Month Entire Period
Logs Advanced Filter
¥ Logs per Module Tope | ¢ Equal ClAv Update [ AvScan Ulog Clearing  Cupar
Antivirus Events e "
ot Equal
¥ Other Logs
Alerts Displayed
Tasks Launlched TaskslEtnched
Configuration Changes Date Type Parameter Completed Code Infol 1.
Jul 14, 2015,... Av Update Jul 14, 2015,... 0O Old... N
Jul 14, 2015,... Av Scan Full Scan Jul 14, 2015,... 0 Scan... F.
Jul 14, 2015,... Av Scan [Volumes/fA... Jul 14, 2015,... 0 Scan... F.
Jul 14, 2015,... Av Update Jul 14, 2015,... 0O Old... N
Jul 14, 2015,... Av Scan fUsers/admi... Jul 14, 2015,... 0 Scan... F.

Date Filter

Jul 2015 48

1 2 3 4
5 6 7 8B 951011
12 13 LY 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Equal’ or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected choice.
b. Now select the check-boxes of the specific filter parameters to refine your search. The parameter available

are:
* AV Update
e AV Scan

« Log Clearing
* Upgrade

+  You can add more filter types in the 'Advanced Filter' pane by clicking (5 the button at the top right of the
filter pane.

«  You can also remove a filter type by clicking the /=, button at the top right of the filter pane.

«  Only those entries selected based on your set filter criteria will be displayed in the log viewer.

3.8.4. Configuration Changes
Click 'More' on the 'CAV' home screen
»  Click 'View Logs' > 'Other Logs > 'Configuration Changes'
»  You can create custom views of all logged events
»  CAV keeps track of all the changes made to its configuration since its installation.

- The 'Configuration Changes' log viewer displays a list of changes to various options and other configuration
changes made to the application.
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Today Current Week Current Month Entire Period
Logs Advanced Filter
¥Logs per Module eTion Equal [Object Added ~ [JObject Changed [JObiect Removed [
Antivirus Events o
¥ Other Logs Configuration Changes
Alerts Displayed Date Action Modifier Object Name Old Valu
Tasks Launched Jul 14, 2015,... Option Chan... User Updates host (
TSI Jui 14, 2015,... Option Chan... User Updates host (
Jul 14, 2015,... Option Chan... User Updates host [
Jul 14, 2015,... Option Chan... User Updates host [
Jul 14, 2015,... Option Chan... User Updates host [
Jul 14, 2015,... Option Chan... User Updates host [
Jul 14, 2015,... Option Chan... User Antivirus: Re... 20
Jul 14, 2015,... Object Added User Antivirus Exc... [Applications/*
Jul 14, 2015,... Object Added User Antivirus Exc... [bin/*
Jul 14, 2015,... Object Added User Antivirus Exc... [cores/*
Jul 14, 2015,... Object Added User Antivirus Exc... [fetc/*
Jul 14, 2015,... Object Added User Antivirus Exc... [home/*
Jul 14, 2015,... Object Added User Antivirus Exc... [Library/*
Date Filter Jul 14, 2015,... Object Added User Antivirus Exc... [net/*
Jul 14, 2015,... Object Added User Antivirus Exc... [Network/*
Jul 2015 a8 Jul 14, 2015,... Object Added User Antivirus Exc... fopt/*
Jul 14, 2015,... Object Added User Antivirus Exc... [private/*
1 2 3 4 Jul 14, 2015,... Object Added User Antivirus Exc... [System/*
5 6 7 B 91011 Jul 14, 2015,... Object Added User Antivirus Exc... [Usersf*
12 13QEY 15 16 17 18 Jul 14, 2015,... Object Added User Antivirus Exc... [Volumes/*
19 20 21 22 23 24 25 Jul 14, 2015,... Object Added User Antivirus Exc... [var/*
26 27 28 29 30 31 Jul 14, 2015,... Option Chan... User Antivirus: Re... 20
Jul 14, 2015,... Object Added User Antivirus Exc... [var/folders/...
L. 14 AN1EC Pilnim et A slelm A I lmm Ambihiaioires Fom S ¥ [ — ]

Column Descriptions

1. Date - Contains precise details of the date and time of the configuration change.

N e a ke N

3.8.4.1. Filter 'Configuration Changes' Logs

«  Click 'More' on the 'CAV' home screen

Action - Indicates the nature of the configuration change.

»  Click 'View Logs' > 'Other Logs > 'Configuration Changes'

»  You can create custom views of all logged events

Modifier - Indicates the user that has made the configuration change.

Object - Indicates the CAV object that was affected by the configuration change.
Name - Indicates the name of the rule, program or the file that has been changed.
Old value - Indicates the value of the parameter before the configuration change.

New value - Indicates the value of the parameter after the configuration change.

«  Comodo Antivirus for MAC allows you to create custom views of all logged events according to user defined
criteria.

«  From 'Configuration Changes' interface, you can chose the category of filter from a drop down box.
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«  Each of these categories can be further refined by either selecting or deselecting specific filter parameters
or by the user typing a filter string in the field provided.

1. Click ‘Advanced Filter’ drop-down when you have chosen the category upon which you wish to filter.

Today Current Week Current Month Entire Period
Logs |Advanced Filter
Il — — — -
¥ Logs per Module Equal || Object Added [ /Object Changed [IObject Removed L
Antivirus Events s ) o
Modifier
¥ Other Logs Name bChanges
Alerts Displayed Dhbject | Action Modifier Object Name Old Valu
Tasks Launched Jul' 14, 2015,... Option Chan... User Updates host {
Configuration Changes Jul 14, 2015,... Option Chan... User Updates host {
Jul 14, 2015,... Option Chan... User Updates host (
Jul 14, 2015,... Option Chan... User Updates host {
Jul 14, 2015,... Option Chan... User Updates host {

*  You have 4 categories of filter that you can add.
* You can chose the category of filter from the 'Advanced Filter' drop-down.

« Each of these categories can be further refined by either selecting or deselecting specific filter parameters
or by entering a filter string in the field provided.

»  Following are the options available in the drop down menu:

i. Action: The 'Action’ option allows you to filter the log entries based on the actions executed like change in options,
addition of objects, strings and so on. Selecting the 'Action’ option displays a drop-down box and a set of specific
filter parameters that can be selected or deselected.
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Log Viewer

Today Current Week Current Month Entire Period
Logs Advanced Filter
'Lﬂisnsiirrr:s:;:ts Action  *) (Equal & Object Added [JObject Changed [JObject Removed [ @
¥ Other Logs Configuration Changes
Alerts Displayed Date Action Modifier Object Name Old Value
Tasks Launched Jul 14, 2015,... Object Added User Antivirus Exc... [Applications/*
Jul 14, 2015,... Object Added User Antivirus Exc... /bin/*
Jul 14, 2015,... Object Added User Antivirus Exc... [coresf/*
Jul 14, 2015,... Object Added User Antivirus Exc... fetcf*
Jul 14, 2015,... Object Added User Antivirus Exc... [home/*
Jul 14, 2015,... Object Added User Antivirus Exc... [Library/*
Jul 14, 2015,... Object Added User Antivirus Exc... [net/*
Jul 14, 2015,... Object Added User Antivirus Exc... [Network/*
Jul 14, 2015,... Object Added User Antivirus Exc... [fopt/*
Jul 14, 2015,... Object Added User Antivirus Exc... [private/*
Jul 14, 2015,... Object Added User Antivirus Exc... [System/*
Jul 14, 2015,... Object Added User Antivirus Exc... [Users/*
Jul 14, 2015,... Object Added User Antivirus Exc... [Volumes/*
Date Filter Jul 14, 2015,... Object Added User Antivirus Exc... Jvar/*
Jul 14, 2015,... Object Added User Antivirus Exc... [var/folders/...
Jul 2015 e r Jul 14, 2015,... Object Added User Antivirus Exc... /var/folders/...
12 3 4
5 6 7 B 91011
12 13y 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Equal’ or 'Not Equal' option from the drop-down box. ‘Not Equal' will invert your selected choice.

b. Now select the checkboxes of the specific filter parameters to refine your search. The parameters available

are:
»  Object Added

»  Object Changed
»  Object Removed
»  Option Changed
«  String Added

»  String Removed

For example, if you choose Equal in the drop-down and select 'Object Added' checkbox, then, only the log
entries with the value 'Object Added' in the 'Action’ column will be displayed.

ii. Modifier: The 'Modifier' option allows you to filter the log entries based on the entity that is responsible for the

configuration change. It can be the user or the response given to an alert. Selecting the 'Modifier' option displays a
drop-down box and a set of specific filter parameters that can be selected or deselected.
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I I Log Viewer

Today Current Week Current Month Entire Period
Logs Advanced Filter
¥Logs per Module YT ¢ Equal ™ user ] Auto Learn U Antivirus Alert CEx o
Antivirus Events —
¥ Other Logs Configuratiomcnanges=
Alerts Displayed Date Action Modifier Object Name Old V...
Tasks Launched Jul 14, 2015,... Option Chan... User Updates host {
[T Y el Jul 14, 2015,... Option Chan... User Updates host (
Jul 14, 2015,... Option Chan... User Updates host {
Jul 14, 2015,... Option Chan... User Updates host {
Jul 14, 2015,... Option Chan... User Updates host {
Jul 14, 2015,... Option Chan... User Updates host {
Jul 14, 2015,... Option Chan... User Antivirus: Re... 20
Jul 14, 2015,... Object Added User Antivirus Exc... fApplications/*
Jul 14, 2015,... Object Added User Antivirus Exc... [bin/*
Jul 14, 2015,... Object Added User Antivirus Exc... jcores/*
Jul 14, 2015,... Object Added User Antivirus Exc... Jfetc/*
Jul 14, 2015,... Object Added User Antivirus Exc... fhome/*
Jul 14, 2015,... Object Added User Antivirus Exc... fLibrary/*
Date Filter Jul 14, 2015,... Object Added User Antivirus Exc... /net/*
Jul 14, 2015,... Object Added User Antivirus Exc... (Network/*
Jul 2015 PR Jul 14, 2015,... Object Added  User Antivirus Exc... fopt/*
Jul 14, 2015,... Object Added User Antivirus Exc... fprivate/*
1 2 3 4 Jul 14, 2015,... Object Added User Antivirus Exc... (System/*
5 & 7 8 91011 Jul 14, 2015,... Object Added User Antivirus Exc... fUsers/*
12 13B€Y 15 16 17 18 Jul 14, 2015,... Object Added User Antivirus Exc... /Volumes/*
19 20 21 22 23 24 25 Jul 14, 2015,... Object Added User Antivirus Exc... fvar/*
26 27 28 29 30 31 Jul 14, 2015,... Option Chan... User Antivirus: Re... 20
Jul 14, 2015,... Object Added User Antivirus Exc... fvar/folders/...
Il 74 ANTE Pilnim et Al ad e Ambisimiim Fusm [ Iy § Sy P R

a. Select 'Equal' or 'Not Equal' option from the drop-down box. ‘Not Equal' will invert your selected choice.

b. Now select the checkboxes of the specific entities that has effected the change, to refine your search. The
parameters available are:

o User

» Auto Learn

*  Antivirus Alert
»  Execution Alert

For example, if you have chosen Equal in the drop-down and selected 'User' checkbox, then, only the log
entries related to the configuration changes effected by responses to 'User' will be displayed.

ii. Name: The 'Name' option allows you to filter the log entries by entering the name of the parameter
changed. Selecting the 'Name' option displays a drop-down field and text entry field.
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Today Current Week Current Month Entire Period
Logs Advanced Filter
oo e Mo N | ] @
Antivirus Events 2me - . iy -
Does Not Contain
¥ Other Logs Configurationcnanges———
Alerts Displayed Date Action Modifier Object Name Old V... [N.
Tasks Launched Jul 14, 2015,... Object Added User Antivirus Exc... fvar/* /.
Configuration Changes Jul 14, 2015,... Object Added User Antivirus Exc... fvar/folders/... !
Jul 14, 2015,... Object Added User Antivirus Exc... jvar/folders/... .
Date Filter
Jul 2015 a8
1 2 3 4
5 6 7 B 91011
12 13[EY 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b. Enter the name of the change, partly or fully as filter criteria in the text box.

For example, if you choose 'Contains' option from the drop-down and enter the phrase '/var/" in the text field,
then only the log entries containing the /var/ in the name column will be displayed.

iv. Object: The 'Object' option enables you to filter the log entries related to the objects modified during the

configuration change. Selecting the 'Object' option displays a drop down menu and the objects of CAV configuration,
that can be selected or deselected.
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Today Current Week Current Month Entire Pericd
Logs Advanced Filter
¥ Logs per Module e . ™ Antivirus: Mode Har o
Antivirus Events Conf %. ==
nfigurat
'Ot::rr:o ?js layed Date | Action Modifier Object Name Old V... N
erts Displaye Jul 14, 2015,... Option Chan... User Antivirus: Mode On.. D

Tasks Launched
Configuration Changes

Date Filter

Jul 2015 a8

1 2 3 4
5 6 7 8 951011
12 13gEY 15 16 17 18
15 20 21 22 23 24 25
26 27 28 29 30 31

a. Select 'Equal’ or 'Not Equal' option from the drop down menu. 'Not Equal’ will invert your selected choice.

b. Now select the check-boxes of the specific objects as filter parameters to refine your search. Use toggle to
move forward/backward to to see all the parameters options.

For example, if you have chosen 'Equal' from the drop-down and selected 'Antivirus: Mode' checkbox, only
the log entries related to the change of Antivirus mode will be displayed.

»  You can add more filter types in the 'Advanced Filter' pane by clicking (3 the button at the top right of the
filter pane.

«  You can also remove a filter type by clicking the /=, button at the top right of the filter pane.

«  Only those entries selected based on your set filter criteria will be displayed in the log viewer.

Comodo Antivirus for MAC - User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 10



Creating Trust Online®

Comodo Antivirus for MAC - UserGuide ,~  comopo

.-"rr)

Sl f"

About Comodo ecurity Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or Linkedln.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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