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1 Introduction to Comodo Antivirus

Comodo Antivirus (CAV) offers complete protection against viruses, worms and Trojan horses for MAC OS X based computers.
The software is easy to configure and use and features real-time, on-access and on-demand virus scanning, full event logging,
cloud based behavior analysis of unknown files and more. Users can start virus scans immediately by clicking the 'Scan Now'
link on the summary screen. Individual files can be checked for viruses at any time by dragging them into the scan box in the
'Summary' area or, if the interface is not open, by dragging them onto the Comodo dock icon.

«  Detects, blocks and eliminates viruses from desktops and networks
»  Constantly protects with Real-Time and On-Access scanning

«  Builtin scheduler allows you to run scans at a time that suits you

« Isolates suspicious files in quarantine preventing infection

Daily, automatic updates of virus definitions

«  Simple to use: install and forget while Comodo Antivirus protects you in the background

AN

CO M 0 D 0 "ﬁ‘ Antivirus

Antivirus

You haven't performed a
full scan yet!

Summary

Antivirus @ Stateful
The virus database has been updated on Oct 24, 2011 2:26 PM

@ 0 threat(s) detected so far

@ Scan Now

Drag'n Drop files here to scan by virus scanner

Guide Structure

This introduction is intended to provide an overview of Comodo Antivirus. Please use the links below to jump to the section that
you need help with.

* Introduction to Comodo Antivirus
«  System Requirements
« Installation
- Starting Comodo Antivirus
«  The summary screen
« Navigation
*  Understanding Alerts
*  How To... Tutorials
*  Antivirus Task - Introduction
RunaScan
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«  Update Virus Database
+  Quarantined Items
«  Viewing Antivirus Events
«  Submit Files to Comodo for Analysis
«  Scheduled Scans
«  Scan Profiles
«  Scanner Settings
* Real Time Scanning
«  Manual Scanning
«  Scheduled Scanning
«  Exclusions
«  More... Options
»  Preferences
«  General Settings
- Parental Control Settings
« Language
«  Log Settings
« Update Settings
«  Manage My Configuration
«  Diagnostics
«  Check For Updates
»  Browse Support Forums
* Help
«  About

1.1 System Requirements

To ensure optimal performance of Comodo Antivirus, please ensure that your computer complies with the minimum system
requirements as stated below.

COMODO AV solution should be compatible with the following hardware platforms:
«  Mac PPC 32 bit
« Mac PPC 64 bit
*  Mac Intel i386
»  Mac Intel x86_64

Operating systems:
«  MacOS X 10.4
«  Mac OS X 10.5 (Client and Server)
«  Mac OS X 10.6 (Client and Server)

1.2 Installation

In order to install Comodo Antivirus, you need to download the setup file from
http://download.Comodo.com/cis/download/installs/mac/CAVSetup.dmg.zip

After downloading to your local hard drive, double click the Comodo Antivirus .dmg setup file. Double click 'Comodo Antivirus
Installer' to start the installation wizard:

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 5
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¥ DEVICES
E Macintosh HD |G G
B Comodo-A... = :
COMODO Antivirus Uninstall COMODO
* SHARED Installer Antivirus
¥ PLACES

g Desktop
ﬁ Applications
@ Documents
Dropbox
5 Downloads

¥ SEARCH FOR
{E} Today
(L) Yesterday
(L) Past Week
(i) All Images
(@] All Movies
(i) All Documents

Step 1 - Choosing the Interface Language

The installation wizard starts automatically and the 'Select the language' dialog is displayed. Comodo Antivirus is available in
several languages.

. Installer

Select the language

[ Default - English (United States) HH

( Cancel ] E—OH

«  Select the language in which you want Comodo Antivirus to be installed from the drop-down menu and click 'OK'.
Step 2 - End User License Agreement

The End-User License Agreement dialog box will be displayed.

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 6
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- COMODO Antivirus Installer

End User License Agreement

Please review the end user license agreement

EHD USER LICENSE AND SUBSCRIEER AGREEMENT
Corodo Internet Security Premium with B0 Day Free GeekBuddy Trial m

IMPORTANT — PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOALING,
INSTALLIMG, OR USING COMODO'S SECURITY SOFTWARE OR USING COMODO'S
SECURITY SUITE SERWICES ('PRODUCTE. BY DOWHMHLOADING, INSTALLIMG, OR
USING THE FRODUCTS, OR B CLICKING OM "l ACCEPT" BELOWY, 0L
ACKNOWLEDRGE THAT vOU HAWVE READ THIS AGREEMENT, THAT v'OU UNDERSTAND
IT, AND THAT 0U AGREE TO BE BOUMD B ITS TERMS. IF ¥OU DO MOT AGREE TO
THE TERME HEREIN, DO HOT DOWHNLDADR OR USE THE SOFTWARE, SUBSCRIBE TO
OF USE THE SERVICES, OR CLICK ON"l ACCEFT"

This end user license and subscriber agreement is between you Cyou” or"Subscriber”), as
aither an individual or as a business entity, and either:

a. ifyou are not lacated in China, Comoda Security Salutions, Inc., which has its
principal place of business at 525 Washington Blwd., Suite 1400, Jersey City, -
Mew Jersey OF2340, ar -
b. if wou are located in China, Beijing Comodo Software Development Co. Lid., b
Print ) < Back 1 accept Y ( Cancel )
S

To continue with the installation, you must read and then accept the End User License Agreement (EULA). Click 'l accept' to
continue the installation. If you want to cancel the installation at this stage, click ‘Cancel'.

Step 3 - Free Product Registration

Comodo Antivirus is activated free of cost for lifetime usage. If you wish to sign up for news about Comodo products then enter
your email address in the space provided. This is optional.

- COMODO Antivirus Installer

Free registration

Receive the latest COMODO products news, updates and offers

Enter your email address (optional)

Iemail@domain.r_om

.1 COMODO will NOT share your information with any third parties.
k E

Privacy Policy

( <Back ) Next> ) [ Cancel )
T —

Click 'Next' to continue.
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Step 4 - Confirmation dialog

After completing the configuration options to your satisfaction the setup wizard will ask for confirmation before commencing the
installation procedure.

- COMODO Antivirus Installer
Ready to install COMODO Antivirus

Click Install to begin the installation. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard.

( < Back \_( Install 1[( Cancel \

Click the 'Back' button to review and/or modify any of settings you have previously specified. To confirm your choices and begin
the installation of the Comodo Antivirus, click 'Install.

The setup status box will be displayed. You will see a progress bar indicating that files are being installed.

COMODO Antivirus Installer
Installing COMODO Antivirus

Please wait while the Setup Wizard installs COMODO Antivirus.
Status: Copying new files
~ <Back ) Next> " Cancel

STEP 5 - Installation Complete

The Installation Complete dialog is displayed indicating the successful completion of installation.
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. COMODO Antivirus Installer
Completed the COMODO Antivirus Setup Wizard

Click the Finish button to exit the Setup Wizard.

Your FREE lifetime license has been activated on Comodo License center.

<Back Next > ( Finish \

Click 'Finish'.

For the installation to take effect, the system has to be restarted.

i You must restart your computer before
continuing installation.
Restart now?

Che ) e

Click 'Yes' to restart your system.

1.3 Starting Comodo Antivirus

After installation, Comodo Antivirus will be automatically loaded whenever you start your computer. Real-time protection and on-
access scanning is automatically enabled so you are protected immediately after the restart. To configure the application and
view settings, you need to access the management interface.

There are two main ways to do this - by clicking the taskbar icon or by clicking the dock icon.

Open by clicking the taskbar icon

To open the interface, click the CAV taskbar icon as shown:

©YD % = = 4 Thu6l0PM Q

This will open Comodo Antivirus at the Summary screen. We recommend your first task
should be to run a full scan on your computer. Click 'Do it now' under the yellow
shield on the left to start a full scan. Alternatively, see ' The Summary Screen' and
" Antivirus Tasks - Introduction' if you wish to learn more about the application.
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AN

CO M 0 (D] 0 rﬁ Antivirus

Antivirus

Summary

You haven't performed a
full scan yet!

Antivirus @ Stateful
The virus database has been updated on Oct 24, 2011 2:26 PM

i 0 threat(s) detected so far

@ Scan Now

Drag'n Drop files here to scan by virus scanner

Open by clicking the dock icon

Comodo Antivirus will automatically add an application quick launch icon to
the MAC OS dock. You can open the interface at any time by clicking the icon
as shown:

COMODO Antivirus

Tip: You can run scans on any file or folder by simply dragging it onto the
CAV dock icon. If for whatever reason, this icon is removed or is not present and you wish to manually add it then
please follow these steps:

Double click 'Macintosh HD' on your desktop:
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Click 'Applications' then double-click the 'Comodo' folder:

: Applications
.| ! > m [ ] £O» Lk - 2- q
¥ DEVICES - - -
Z Macimtesh HD Capa Celx Chess
k SHARED IF;-‘
T FLACES o= 1 =.
B Deskerap S £ h
ﬁ. slications Comodo Comaressar Coolirs
I
(i Docamerrs ano & Comodo =
[&] repbex = <
e @ L=z (o]&](e-]0
¥ SLARCH FO® Dashbodrg " IiLv'II'.LS.
[T Macistaah HD
= Teday
o s Software Update Run Diagnostics Wiew Logs
<) Padt Wieek T PLACES
'?l A e Furefax B peshace
(Bl a0 Movies + Applications
(Bl A Bocuments i Docurrents
(& Dregiax Scan lems with COMODO Uninstall COMDD0 COMODOD Antlvirus
- Anivinag Antivirugs
) Downloads
E
b | ¥ ALARCH FOR
() Today
@ 120 Yeutarday
[0 Pasy Week
iCal [ A isges
(i A0 Megias

[ Al Duments

b2

iMovie

‘4 ' |

b of 6 salected, 205,11 CB avaiable

Click and hold the '‘Comodo Antivirus' icon and simply drag it down to the dock.
From now onwards, you will be able to open the application by clicking the dock icon.

14 Comodo Antivirus - The Summary Screen

The 'Summary' screen is shown by default when you open the application. It provides an at-a-glance summary of protection and
update status as well as allowing you to quickly run a virus scan with a single click. You can access this area at any time by

selecting the 'Summary' tab as shown in General Navigation.
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“ e @

COMODD rﬁ* Antivirus

Antivirus

You haven't performed a
full scan yet!

Summary

Antivirus @ Stateful
The virus database has been updated on Oct 24, 2011 2:26 PM

i 0 threat(s) detected so far

@ Scan Now

Drag'n Drop files here to scan by virus scanner

Individual files can be scanned for virus by dragging them into the scan area.
The summary screen contains the following information:
1. System Status

The shield icon on left-hand strip of the interface is a highly visible heads-up on your current protection level. In the
example above, we see a yellow icon indicating that there are actions you need to take (run a full scan). Once you
have done this (and providing 'Real Time Scanning is not disabled), the shield icon should turn green and display the
message 'All systems are active and running'.

2. Antivirus

The Antivirus summary box contains:

i. The Status of Realtime Virus Scanning
The status of the virus scanning setting is displayed as a link (Stateful in this example). On clicking this link,
the Virus Scanner Settings panel is opened allowing you to quickly set the level of Real Time Scanning, by
moving the status slider. For more details on Virus Scanner Settings, refer to Scanner Settings

ii. When the Virus Database was Last Updated
The day and time at which the virus database was last updated is displayed as a link. On clicking the link,
the update of the virus database is started and the current date and time are displayed on completion of the
process.

jii. Number of Detected Threats

The number of threats detected so far from the start of the current session of Comodo Antivirus is displayed
here as a link. On clicking the link, Antivirus Events panel is opened. For more details on viewing Antivirus
events, refer to Antivirus Events.

iv. Scan Now
The 'Scan Now' link in this box allows you to instantly Run a Scan.

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 12
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1.5 Comodo Antivirus - Navigation

The Comodo Antivirus interface is divided into three main functional areas - 'Summary', 'Antivirus' and '‘More'. You can access
any of these areas by clicking the icons along the top of the interface.

‘e
COMODO

e ‘ﬂ' Antivirus
Antivirus

Summary

«  Summary - Contains at-a-glance details of important settings, activity and other information.

«  Antivirus - Opens the Antivirus Tasks configuration section. This area allows you to run scans, configure
settings, schedules, updates, scan profiles and more.

«  More - Opens the More options screen which contains options relating to the overall configuration of Comodo
Antivirus.

Each of these areas contains several sub-sections that provide granular control over the configuration of the application.
1.6 Understanding Alerts

Antivirus alerts immediately inform you if a virus has been detected and provide options and information so you can make an
informed decision on how to proceed. Alerts can also be used to instruct Comodo Antivirus on how it should behave in future
when it encounters activities of the same type.

COMODO Antivirus Alert

A malicious item has been

detected!
Name: Backdoor.Mac. Hovdy. b@14971673
Location: fUsers/ Username /Desktop/.TheUnarch. ..

More information: Backdoor.Mac. Hovdy. b@ 14971673

y How should 1 answer? | 3 | |
7] How should | answer? Iu[lean - |!J lgnore 3 _

Answering an Antivirus Alert

Alerts are generated whenever a virus or malware tries to be copied to or run on your system. Alerts appear at the bottom right
hand side of your computer screen. The alert contains the name of the virus detected and the location of the virus on your disk
and, if available, more information about the virus.

Each alert has two main options - 'Clean’ and 'Ignore'. Selecting either of these will present further options.

+  Clicking 'Clean" will allow you to:
«  Quarantine the file. This will move the file to Quarantined ltems

OR

- Disinfect the file. If CAV has a disinfection routine available it will disinfect the file. If not, then the file will be
deleted.

«  Clicking 'Ignore" will present you with the following options:
«  Once - If you click 'Once’, the file is ignored this time only. If the same file is detected at another time then

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 13
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another alert will be displayed.

»  Report this to COMODO as a False Alert - If you are sure that the file is safe, select 'Report this to Comodo
as a False Alert'. This will submit the file to Comodo for analysis. If the file is found to be trustworthy, it will be
added to the Comodo whitelist.

«  Add to Exclusions - If you click 'Add to Exclusions', the virus is added to your local Exclusions list. This

means Comodo Antivirus will no longer report this file as malicious or raise an alert the next time the file is
detected.

Ignore the alert only if you trust the application.

To move the file or application to Quarantine

«  Click the drop-down arrow beside the 'Clean’ button and select '‘Quarantine’ from the 'Clean’ options.

COMODO Antivirus Alert

.
! A malicious item has been
detected!
Name: Backdoor.Mac Hovdy. bi@5573475
Location: fUsers/ Username 'Desktop/. TheUnarch. ..

More infarmation: Backdoor Mac Hovdy.b@55 73475

i e y
u‘} How should | answer? [ b Clean sl :'J lgnaore k |

" Disinfect —

To disinfect the file/application

«  Click the drop-down arrow beside the 'Clean’ button and select 'Disinfect' from the 'Clean’ options.

COMODO Antivirus Alert

A malicious item has been

detected!
Mame: Backdoor.Mac. Hovdy.b@14971673
Location: fUsers{ Username {Desktop/.TheUnarch...

More information: Backdoor.Mac.Hovdy.b@14971673

'j How should | answer? ‘} I'_J lgnore (3
e — =

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 14
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A malicious item has been

detected!
Mare: Backdoor.Mac. Howdy b@5573475
Location: fUsers/ Ussmams {Desktop/. ThelUnarch...

More information: Backdoor.Mac.Howdy.b{@5573475

@ How should | answer? | U Clean | |i\‘i lgnore b |

m Disinfect —
Quarantine

Comodo Antivirus will first attempt to disinfect the file in question. If this is not possible, then the file will be deleted.

To ignore the alert if you trust the file/application

«  Click 'lgnore'. Selecting Ignore provides you with three options.

COMODO Antivirus Alert

A malicious item has been

detected!
Name: Backdoor.Mac.Hovdy.B@5380911
Location: JUsers/ Username /Desktop/.TheUnarch...

More information: Backdoor.Mac.Hovdy. B@5380511

Once
i@ How should | answer? kg Clean ~ () lgnore  » Report this to COMODO as a False Alert
. Add to Exclusions

Once. If you click 'Once’, the file is ignored this time only. If the same file is detected at a later date then another
alert will be displayed.

*  Report this to COMODO as a False Alert. If you are sure that the file is safe, select 'Report this to Comodo as a

False Alert'. This will submit the file to Comodo for analysis. If the file is found to be trustworthy, it will be added to
the Comodo white-list.

Add to Exclusions. If you click 'Add to Exclusions', the virus is moved to Exclusions list. This means Comodo
Antivirus will no longer report this file as malicious or raise an alert the next time the file is detected.

1.7 Comodo Antivirus - How To... Tutorials

The 'How To..." section of the guide contains guidance on key tasks of Comodo Antivirus. Use the links below to go to each
tutorial's page.

How to Scan your Computer for Viruses - Explains how automatically or manually you scan your computer

How to Configure Database Updates - Displays the range of various of updating the Antivirus Database

How to Quickly Setup Security Levels - Guidance on changing the current security levels of Antivirus

»  How to Password Protect your CAV settings - Explains how to protect your CAV settings

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 15
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»  How to Run an instant Antivirus scan on Selected Items - Guidance on initiating a manual scan on selected
foldersffiles to check for viruses and other malware

»  How to Create a Scheduled Scan - Guidance on time-table scheduling of antivirus scans to be run on selected items
at selected intervals

«  How to Restore Incorrectly Quarantined Item(s) - Help to restore files and executables that were moved to
quarantine by mistake

«  How to Submit Quarantined Items to Comodo for Analysis - Advice on how to send suspicious files/executables to
Comodo for analysis

«  How to Switch Off Automatic Software and Antivirus Updates - Explains how to stop automatic software and
virus updates

»  How to Temporarily Suppress Alerts when Playing a Game - Helps you to switch off CAV pop-up alerts to avoid
interruptions while playing games

*  How to View Antivirus Reports - Helps to view all scan events

1.7.1 How to Scan your Computer for Viruses

Comodo Antivirus allows you to quickly run an on-demand scans of any area or item on your computer.
«  To start a manual scan of your whole computer or specific location(s)
«  To run a quick scan on a particular item

To start a manual scan of your computer or specific location

« Open the 'Run a Scan' dialog by selecting 'Scan Now' from the summary screen. The interface can also be opened by
clicking the 'Antivirus' tab followed by 'Run A Scan'.

Either method will open the 'Run a Scan' dialog:

Please select an item to launch a scan:

Profile Mame
My Computer
Critical Areas

@ What do these settings do? l: Create New Scan j ( Scan :j l: Close jj

ﬁ

*  You have two broad options:

«  Choose to run a predefined scan profile. 'My Computer' will scan your entire system while 'Critical Areas' is a
targeted scan of very important files and folders.

Select the profile you want then just click the 'Scan' button to run a scan of a predefined area
OR

»  Choose to Create A New Scan. As the name suggests, this allows you to create a custom scan of precise
areas of your system (drives. folders etc). See custom scan. if you would like to know more about this
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option.
After clicking the scan button, Comodo Antivirus will first check for database updates. If they are available, they will be
downloaded and installed before the scan runs.

Scanning will commence immediately after any updates are applied.

Scanning: My Computer

Scanning: My Computer
Status: /System/Library/Username (Versions/A/QD

€ Objects Scanned: 402 Start Time: May 4, 2011 6:45 PM
4% Threats Found: 0 Duration: 00:00:10

’E‘ Show on top

@ What do these settings do? ‘_,, Pause U Stop Scan

The progress dialog shows the following items: profile name, the scanned location, the start time and duration of the scan, the
total number of objects scanned and the number of threats found.

On completion of scanning, the scan results screen will list the names and risk levels of all the threats found.

‘3K COMODO Antivirus - Scan Results
i All7| Threat Name | Risk i
E ¥ [Users/fernandogarcia/Desktop/MacViruses.zip m
¥ Backdoor.Mac.Hovdy.b@(14971673, 5573475) High |

MacViruses/Backdoor.Mac.Hovdy.b/0B890f58718e0f98...
MacViruses /Backdoor.Mac.Hovdy.b /5226927 74ec25b. ..

¥ Backdoor.Mac.Hovdy.B@5380911 High o
MacViruses /Backdoor.Mac.Hovdy.b/d7e4ee45551f850. .

¥ Backdoor.Mac.SubSeven.a@16372838 High o
MacViruses/Backdoor.Mac.SubSeven.a/a8a43d08708b...

¥ TrojWare.Mac.Exploit. DCom@5987344 High |
MacViruses/Exploit.Mac.DCom/becd0b2e697abca?c4...

¥UnclassifiedMalware@(23969313, 85230002, 714077... High |

MacViruses/Exploit.Mac.5mall.a/3027ec3791fc5ad28...
MacViruses /Exploit.Mac.Small.c/83d06f95360aca758. ..
MacViruses/Trojan.Mac.Dnscha.a/34b379abdB922aea...
MacViruses/Trojan.Mac.Dnscha.a/611478feb%ee5cbc. .. v
MacViruses/Trojan.Mac.Dnscha.a/752270812d8ba27...

e f

& What do these settings do? Save Results | Clean - | |Ignore » |

W

Note the 'All?' check-box in the top left corner is enabled, meaning your choice of 'Clean’ or 'Ignore’ will apply to all listed items.
Click the 'Clean’ button to disinfect selected threats or move them to Quarantined Items.

Clicking 'Ignore' button allows you to ignore file(s) once, report the file(s) to Comodo as a false positive or create an exclusion for
this file(s). If required, you can save the scan results as a text file by clicking the 'Save Results' link.

For more details on quarantined applications, refer to Antivirus Tasks > Quarantined ltems
For more details on ignore options, refer to Ignore an application/file.
To create a new scan profile

«  Click 'Create New Scan' in the 'Run a Scan' interface.
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Please select an item to launch a scan:

Profile Name

Critical Areas

——
@ What do these settings do? q Create New Scan )( Scan \ (
——————— ¥

- Type a name for the scan profile to be created in the 'Name' box.
«  Click 'Add".
«  Select the locations to be scanned when the newly created scan profile is selected.

Please drag and drop your selection in the Selected items section

_ Existing items _Selected items

- .- =
[;:]U Deskt P~ JApplications
sernameDesktop JSystem

> (G Library /Volumes
| 2 Movies
» Cﬂ Music
» Pictures
» (@ Public
b (] Sites
»> C: Startupltems
» (L1 shared
» D usr
» D var

=) vidotask.txt

T Volumes

@ What do these settings do?

»  Select the locations from the left column, drag and drop to the right column or select the locations and click right arrow
to move selected folders to right column.

«  Click 'Apply".
For more details on scan create, refer to Creating a Scan profile.
To run an instant scan on a particular item

You can instantly virus scan virtually any file, folder, photo, application or hard-drive by simply dragging the item into the scan
box on the summary screen or onto the Comodo icon on the dock.
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comMOoDOo B Antivirus

Antivirus

Antivirus & Srateful
The wiruy databare Fas been updated on D0 24, 2001 276 Fid
@ 0 threanish desected o dar

L scan Now

Dieasg’'e Diresn Tilies Barrw bo San by wirus scarmoes

Drag any file, folder or drive onto the scan box box
inthe summary area OF the Comodo icon in the
dock to instantly run & viruz scan on it

iF

[T

Please refer for more details to Starting Comodo Antivirus. See also how to create a Scan Schedule.

1.7.2 How to Configure Database Updates

To ensure maximum security and protection against the most recent virus outbreaks, it is essential that all scans are run using
the latest virus database. For this reason, it is the default policy of CAV to (1) Periodically check for and download database
updates and (2) Automatically check and update the virus database before starting any scan process. Updates can also be
downloaded manually and pre-scan update checks can be disabled on a per-scanner basis.

«  To manually update the virus database

«  To configure automatic database updates

»  To configure pre-scan database updates
To manually update the virus database

«  Click the 'Antivirus' from the top navigation

»  Click 'Update Virus Database'

«  CAV will contact Comodo servers and, if available, will download and apply the update.
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COMODO

I-.E Summa
Antivirus g

Tasks

1

] RunasScan E, Submit Files
- Thiz secton alows you to scan your hard drive for Did your Antivirus repor auspiclous flea? You can
makyare, viruses and spywang. submit 83 mary files as you wish to COMODO for

All systems are active and

arakysis by using this saction.
running. bt

Update Virus Database "1 Scheduled Scans

2 This saction allews you to modify the scheduled
virus scanning settings in order to have your PC
periodically scanned.

["‘ Quarantined ltems Ef- Scan Profiles
Use this section te sea and manage the threats Uza this section to addiramove mew scanning
profiles which are used by the vius scanner to

€ Virus Database Update (40%) determing the objects to be scanned.

anner Settings
i gaction allws you 1o changa the advanced
eettings that affects how the virus scanner works.

é!{; Please wait while the virus database is being updated. 3
This might take a Few minutes. ..

Downloading: BASE_EMD_USER_waS77.cav [100 ME/112 ME]

R0 11129 11 120121 02112 121 12 121 1) 121021 120124 121129 1=) 121 1=}

@ What do these settings do?

Note: You must be connected to Internet to download the updates.

To configure automatic database updates
To switch automatic updates ON/OFF in absolute sense:
«  Click the 'Antivirus' button along the top navigation
«  Click 'Update Virus Database'
»  Make sure the interface is open at the 'Real Time Scanning' area
«  Enable or Disable 'Automatically Update Virus Database'

To configure pre-scan virus database updates

Pre-scan update checks can be switched ON/OFF on a 'per-scanner basis for 'On Access' and 'Scheduled' scan types. To do
this:

+  Click 'Antivirus' from the top navigation

»  Click 'Scanner Settings'

«  Select either the 'On Access Scanning' or 'Scheduled Scanning' button as per requirements
«  Enable or disable the 'Automatically update virus database' checkbox as per requirements

More details on these settings can be found in the 'Scanner Settings' section of this guide.

1.7.3 How to Quickly Set up Security Levels

Comodo Antivirus allows users to quickly view or change the current security level by right clicking on the system tray icon:

(YD %3 = = 4 Thu6:l0PM Q

e ——
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c) ) f = BE= 4 ThuE:ESE

Antivirus Security Level »
Game Mode E
Configuration [ 2 E
Open... W
Exit

To set the Real time Scanning level for Antivirus
«  Right click on the system tray icon

»  Move the mouse cursor over Antivirus Security Level
€ O £ = 2= 4 Thub:34P

On Access Antivirus Security Level >

+ Stateful
Disabled Game Mode E
— Configuration >
Open ]
Exit

The available security levels are:

« OnAccess - Every file will be scanned every time a file opened. Highest protection but may make the AV too 'busy' for
many users

»  Stateful (default and recommended) - When a file is opened, CAV will only scan it if it has not been scanned since the
last virus database update. This is an ideal mix of security and usability

»  Disabled - Not recommended. Files are not virus-scanned when they are opened, strongly raising the possibility that
your system could get infected.

The currently active configuration is displayed with a checkmark next to it. For more details on these settings refer to Scanner
Settings > Real Time Scanning.

You can also access these settings through the CAV summary screen. In the example below, the security level is 'Stateful.
Click the word to access the settings described on this page.

“ e e

COMODO % Antivirus

Antivirus

Summary

Antivirus
The virus database has Deermropdated on Oct 24, 2011 2:26 PM

@ 0 threat(s) detected so far

You haven't performed a
full scan yet!

a Scan Mow
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1.7.4 How to Password Protect Your CAV Settings

This page explains how to password protect access to the CAV interface. Implementing the steps explained on this page means
another user will not be able to access the CAV interface to modify or over-ride the security settings you have implemented.

Click here for more details on parental control settings.
To enable password protection
«  Click the ‘More’ button along the top navigation
»  Click 'Preferences' in 'More' menu
«  Click on 'Parental Control' tab
“ e

COMODO ﬂ" Antivirus

Antivirus

' V) ! E Browse Support Forums

!
This section les i - Meod Help? Find the answars b0 your quostions in
[ e COMODO forums, Cur dovelopers regulnrly post

All systems are acthve and and wi wouk love 1o hear fram you,

running.

Help
Do you want to ks mone about your Anthinis?

Preferences

. —m—— =
[ General Langua&(Fhmnul-EuntmI-:?}Logging Update
—e——

["1 Enable password protection for the s&{tings . Change Password..."

Suppress Antivirus alerts if password protection is enabled

@ What do these settings do? @

»  Select 'Enable password protection for the settings' checkbox to activate password protection
«  Click 'Change Password'

« Inthe 'Change Password' dialog, type a password and retype the password in the respective text boxes
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Preferences

[ General Language | ParentalControl | Logging Update ]

__.l-'-'-'-'—__l-‘-‘-hh.__
Change Password...

[ Enable password protection for the settings

Suppress Antivirus alerts if password protection is enabled

« & @ Change Password
Enter the password ssssses
d Wh 0K
 — Re-type the password I“..... I —
( Cancel ) ( Apply :'1
«  Click 'Apply".

Enabling password protection will secure all of your important CAV settings and configurations. After setting a password, users
will be asked for this password every time they try to access important configuration of the Antivirus Tasks areas.

Suppressing alerts whilst under password protection

When you select the 'Enable password protection for the settings' checkbox the following Suppress Antivirus alerts when
password protection is enabled.

Selecting this option will suppress Antivirus alerts as well as automatically blocking the requested action. This is useful because
it avoids the situation wherein an inexperienced user clicking ‘Allow’ simply to dismiss an alert (and inadvertently allowing a
malicious action to proceed).

“®d

COMODO

Antivirus

H‘ Antivirus

: Browse Support Forums

gure genaral soiings ke ; Meod Help? Find the arswens 0 your quastions in
. a T updato optivre, lngunga, COMODD forums. Cur dovelopons rogularly post

all ay;:e:n:n:!;::c:m and oy and vom woii fove i hees =

Preferences

[ General LanguageG_ PmnuIConl-:roD Logging ' Update
e ——————
@ahle password protection for the settings Change Password...

Suppress Antivirus alerts if password protection is enabled

i What do these settings do? e e
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Select the component(s) that you want to suppress the alerts and click 'OK'’

If you choose to suppress alerts, you must remember to de-suppress them next time you log on. If you don't, then CAV will
continue to silently block certain actions without notification.

Important Notes:

Due to the fact that this configuration suppresses and blocks all alerts, certain software updates may be unable to run in this
mode. A good idea is to create a preset configuration (called "Updater Configuration" for example), and configure it to allow all
of your updaters to install smoothly. This way, when switching to this configuration, you can perform maintenance on your
computer, and afterward, switch it back to the parental configuration (which suppresses all alerts) so no one else can make
changes. This method would prove very useful for tasks such as Microsoft Windows service pack updates, to ensure a proper
installation is performed. Refer to 'Manage My Configurations' to know more about preset configurations.

1.7.5 How to Run an Instant Antivirus Scan on Selected Items

You can instantly virus scan virtually any file, folder, photo, application or hard-drive by simply dragging the item into the scan
box on the summary screen or onto the Comodo icon on the dock.

To scan selected item(s):

Drag the item(s) into the scan box in the summary screen of the CAV interface. If the CAV is not running, drag the item(s) on to
the Comodo icon on the dock.

ase

COMODO o e Ay & Antivirus

Anthirus

Surmbmary

Antivirus w Statefl
The wirud databate has been updated on D01 24, 2001 226 FM
@ 9 vhreanish denected so dar

L) scan How

Dieasg’'e Diresn Tilies Barrw bo San by wirus scarmoes

Drag any file, folder or drive onto the scan box box
inthe summary area OF the Comodo icon in the
dock to instantly run & viruz scan on it

'r)

[oEE LT

Before running the scan, Comodo Antivirus will first check for AV database updates. If updates are available they will be
downloaded and installed:

€ Virus Database Update (40%)

) Plaase wait whils the virus database is being updated.
' This might take a Few minutes. ..

Downloading: BASE_EMD_|JSER_w&577.cav [100 ME/112 ME]

01 [ 0 R 24 R) [0 0 P 0 R A 0 124

& What do these seftings do?
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Scanning will commence immediately after the updates are installed.

Scanning: My Computer

Scanning: My Computer
Status: [System/Library/Username [Versions/A/QD

ﬂ Objects Scanned: 402 Start Time: May 4, 2011 6:45 PM
i Threats Found: 0 Duration: 00:00:10

'z[Shuw on top

¢&p What do these settings do? O 'l;i Stop Scan

On scan completion, the results screen will list the name and risk level of all threats found.

Click here for help on how to react if infected item(s) are found.

1.7.6 How to Create a Scheduled Scan

Comodo Antivirus allows you to schedule Antivirus scans on your entire system or on specific areas according to your
preferences.

To create an antivirus scanning schedule
«  Click the 'Antivirus' button along the top navigation
«  Click 'Scheduled Scans' in the Antivirus menu
«  Click the 'Add' button to begin creating your schedule

«  Type a name for your schedule in the text box
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cCOMODO

Antivirus

Tasks

Run a Scan it Files
-l This section alows you o scan yoar hard drive for Did yOg Aniivirus roport suspiclous flea? You can
mabvarg, vinusos and spywarg. enmary files a5 you wish te COMODO for

All systems are acthve and
running.

Update Virus Database
This socticn alows you 10 chotk ior the 031 vines
databoso and downioad the updstes f any,

Scheduled Scans

- allcanen yow-ter iy tha scheduled
wirgyicanning settings in ordor 10 have your PC
ptiodically acanmgd,

Scheduled Srans

Schedule Name
Weekly Virus Scanning

Scan Schedule

Name:

{Weekl',' Virus Scanning }
Profile:

( My Computer

&)

Days of the week:
[ Monday

[ 1 Tuesday

1 Wednesday

1 Thursday

[ Friday

(7] Saturday

% Sunday

Start time:

(12 |4 :{o0 4 [am B

( Cancel 1‘,-!: Apply )

«  Select a scanning profile from the Profile drop-down menu. (Selecting a scanning profile will define the areas in your
computer to be scanned during this schedule. For more details on Scanning profiles, refer to Antivirus Tasks > Scan
Profiles)

»  Select the day(s) (Monday to Sunday) when you want the scan(s) to be run
«  Select the time of the day when the scheduled scan is to be started
«  Click 'Apply".

Your new scan schedule will be listed in the 'Scheduled Scans' interface. You can modify or remove it at any time by clicking the
'Edit..." or Remove button.
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Scheduled Scans

Weekly Virus Scanning Add...

Daily Scan

Edit...

Remove

& What do these settings do?

Repeat the process to add new scan schedules.

For more details on the Scheduled Scans, refer to Antivirus Tasks > Scheduled Scans.

1.7.7 How to Restore Incorrectly Quarantined Item(s)

If you have incorrectly quarantined item(s) or you feel an item has been incorrectly quarantined by the application (a false
positive) then you can restore it/them using the following procedure:

Click the ‘Antivirus’ button from the top navigation and click 'Quarantined Items'" in the ‘Antivirus Tasks interface

«  Select the items you wish to restore from the 'Quarantined Items'. For selecting multiple items, press and hold down
the Ctrl key.

«  Click 'Restore’ to begin restoring the item(s).
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BE] RunaScan E’ Submit Files
- Thia secton abows you 1o soan your hard drive for Dt yowr Ansivinus roport suspicious fles? You can
i Y makware, viises and spywane submit a8 many filks as you wish to COMODO for
All systems are acthse and anabysie by using this soction,
running.

i i? Update Virus Database "1 Scheduled Scans
Thils Secton alows you 1o chistk for the st vins This gecton Allws you b modify the schidulsd
dalabase and download the updaies f any. VifuS SCANNNG SOTNGS in onded 1o have your PG

penodcaly scanned.

Scan Profiles
Ut thia section 16 add/romovio now scanning

jprofilos which o usod by the vires sconner o
deforming tha objocts to bo scanned.

Quarantined Items

LS BTG Diata LT i
T T

Userltem fUsers/f... W 2011-06-07 14;32:36 -0400
Userltem fUsers/F... ® 2011-06-07 14:35:19 -0400 { Delete }

Userltem fUsers/f... ¥ 2011-06-07 14:36:10 -0400
N Restore )
( Clear )

Submit |

Add...

S ki S

& What do these settings do? lf Refresh ) (" Close )

L4

All the selected files will be restored to their original locations immediately.
«  Click 'Close' button to exit.

Click here for more details on the Quarantined Items.

1.7.8 How to Submit Quarantined ltems to Comodo for Analysis

ltems which have been quarantined as a result of an On Access, On Demand or Scheduled Scans, can be sent to Comodo for
analysis. After the analysis, if the submitted item is found to be a False Positive, it will be added to the Comodo Safe List.
Conversely, if it is found to be a malware, it will be added to the anti-malware Black list. This helps Comodo to enhance its virus
signature database and helps benefit millions of other CAV users.

Click here for more details on Quarantined ltems.
To submit quarantined items
Click the ‘Antivirus’ button from the top navigation then click '‘Quarantined Items'

«  Select the items you wish to submit for analysis from the 'Quarantined Items' interface. to select multiple items, press
and hold down the Ctrl key.

«  Click 'Submit'
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Ei Thia section abews you 1o soan your hard drive for O yomr Ansivirus roport suspiclous fles? You can
mabvarg, viruses and spywane submit g8 many fils 85 you wish io COMODO for
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All systemns are acthee and aralyss by using this section.

running.

éf Update Virus Dalabase 'j Scheduled Scans
Ths section aliws yu)ul:’}cn&khf i batest il This s allas :.-m:nmly N & i bl
dainbass and download the updates f ary. vifus scanning seiings in order 10 have your PG
peroccaly scanned.

Quarantined tems
Upa thia s6ction bo o oo and manogo Jho throats
quarantined by the vinue scanng

Eﬁ Scan Profiles
Usa this socton 10 addromovo now scanning

profilos which oro uged by the vinus scanner 1o

dedarming tha objacts o bo soannad.

Quarantined Items

el Dot L asi.
I

Userltem fUsers/f... & 2011-06-07 14;32:38 -0400

Userltem o ™ 3011-06-07 14:35:19 -0400 { Delete ]

Userltem JUsers/f... & 2011-06-07 14:36:10 -0400
M s L Restore i)
| Clear )

& What do these settings do?

The submission progress will be indicated:

"B
ﬁ}f‘ Please wait while the files are being submitted...

Fila: log view - export to html.png

Operation: Uploading...

Overall progress:

On completion, the submission results will be displayed, indicating whether the file is successfully submitted or already
submitted by other users and is pending analysis.
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& @ Submit Results

The submit has been completed. Please review the list below for the results.

File Path | Result
E| [Users/ Username /Desktop/log view - export to U Successfully submitted

1.7.9 How to Switch off Automatic Software and Antivirus Updates

By default, Comodo Antivirus will automatically check for software and Antivirus database updates. However, some users like to
have control over what gets downloaded and when it gets downloaded. For example, network administrators may not wish to
automatically download because it will take up to much bandwidth during the day. Similarly, users that have particularly heavy
traffic loads may not want automatic updates because they conflict with their other download/upload activity.

CAV provides full control over virus and software updates. Click the appropriate link below to find out more:
- Switch off automatic software updates
«  Switch off automatic virus updates
To switch off automatic software updates:
«  Click the 'More' button from the top navigation and click 'Preferences' link from the 'More' Tasks interface.
+  Click 'General' tab from the 'Preferences' interface.

«  Deselect the check box 'Automatically check for program updates'.
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All systems are acth'e and and wi would love 1o hoar from you,

FuRning.

Help
Do you wans 1o laarn mone about your Andvirus ?
You can uso this gostivn 15 view 1ho hoelp filg,

Preferences

G Ceneral ) Language  Parental Control  Logging = Update |
"H...___—_,..-F"

tomatically check for program u@)
W Show balloon messages

&) What do these settings do? @

»  Click'OK'.
To switch off automatic Antivirus database updates:

Automatic virus updates can be completely switched off, or can be switched off for individual scans. Click the link appropriate to
your requirements:

«  Switch off automatic virus updates
- Switch off updates prior to a Manual Scan
»  Switch off updates prior to a Scheduled scan
To Switch off automatic virus database updates
«  Click the 'Antivirus' button from the top navigation and click 'Scanner Settings' from the Antivirus Tasks interface.
»  Click the 'Real Time Scanning' tab from the 'Scanner Settings' interface.

+  Deselect the checkbox 'Automatically update virus database'.
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Submit Files
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submi a5 many files as you wish to COMODO for
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Run a Scan
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All systems are active and
running.

Update Virus Database Sgheduled Scans
Thia soclon alioes you bo ahock for the Bleal virug Tl soction aliows you 1o modPy tha scheduled
gatabas o and dosmioad the updates f amy. vinul scanning setings in order w0 have your PG

Quarantined ltems Profiles
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quaramingd by the virus scannar,

View Antivirus Events
Thia gocton alews you to view a nocond of the
ovants, alorts and actions tokon by the vinus

Prrrrre

Virus Scanner Settings

(E‘hﬂl--ﬁm-hnning_} Manual Scanning  Scheduled Scanning | Exclusions ]
e —

Real Time Scanning

On Access Real-time scanner is enabled

Everything is scanned on-access

Stateful file inspection increases the real-time scanning speed
Stateful

Disabled

) Automati WE g eats found during scanning

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

@ What do these settings do? @

«  Click 'OK.
The check and download of automatic Antivirus database updates executed during every system start-up and at regular intervals
will be stopped.

To switch off virus database updates prior to a Manual Scan
«  Click the 'Antivirus' button from the top navigation and click 'Scanner Settings' from the Antivirus Tasks interface.
«  Click the 'Manual Scanning' tab from the 'Scanner Settings' interface.

»  Deselect the checkbox 'Automatically update the virus database before scanning'.
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PETTETE]

tha advanced

i thee Virus SCanner wolks.

T

B S
Real Time Scanning (pﬁhnunl-&mﬁnﬁ Scheduled Scanning  Exclusions
e

Detection
] Scan archive files (e.g. *zip, *.rar)

™ Automatically update the virus database before scanning

Do not scan files larger than (MB) 20

&) What do thece settings do? m

«  Click'OK.
The check and download of automatic Antivirus database updates executed before every on-demand or manual scanning will be
stopped.

To switch off virus database updates prior to a Scheduled Scan
«  Click the 'Antivirus' button from the top navigation and click 'Scanner Settings' from the Antivirus Tasks interface.
»  Click the " Scheduled Scanning' tab from the 'Scanner Settings' interface.

»  Deselect the checkbox 'Automatically update the virus database before scanning'.
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[*J Quarantined Items
— Uge this section be see and manage the threats Usa thid
quarantingd by tha virus scannar,

Eeclion 1o acdiremove pew BLAnNnG
ara used by the virus acanner to

View Antivirus Events
Thin soction alows you o view 0 recond of tho
v ants, alerts and actions wken by the vius

BCAMNET.

" Real Time Scanning

Detection
EScan archive files (e.g. *zip, *.rar)

) Automatic uring scanning

[ Automatically update virus database before scanning

™ Show SCanning progress

Do not scan files larger than (MB) 20

«  Click 'OK'".
The check and download of automatic Antivirus database updates executed before commencement of every scheduled
scanning will be stopped.

1.7.10 How to Temporarily Suppress Alerts while Playing a Game

Placing CAV in 'Game Mode' will temporarily disable alerts from appearing. Scheduled virus scans and database updates are
also postponed until this mode is disabled.

‘ Note: Antivirus protection is still active and your protection is not impacted by ‘Game Mode'. All that happens is that alerts will
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not be generated so your game is not interrupted.

To enable game mode

«  Right click on the CAV System Tray icon.

@0 4 B =

«  Select 'Game Mode' from the options.

Antivirus Security Level [ 2
Configuration 2
Open...

Exit

The alerts are now suppressed. Scheduled scans and virus database updates will not resume until this mode is de-activated.

1.7.11 How to View Antivirus Reports

The ‘View AntiVirus Events’ module contains extensive logs of all actions taken by the virus scanner. The basic event viewer will
tell you the date and time a particular virus was detected, where it was located and the action that was taken to deal with it. The
advanced event viewer allows you to filter events, export logs and to view other types of event logs (‘alerts displayed’, ‘tasks
launched’ and ‘configuration changes’).

To view Antivirus Events
«  Click the ‘Antivirus Button’
»  Click 'View Antivirus Events'

The basic event viewer displays the date, time and status of each antivirus event.
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Aunitivines

Tasks 1

Vf Run a Scan

- This socion Al you 1 350 your hisd drffe for
Mawong, viresos and opywons.

E’ Submit Files
Dl your Arivings rigr] Suapicious fios T You &8
sUbmE &3 many fios as you wish o COMODD for
onalysie by paing Lhis section.

All systems are acive and
running.

Updata Virus Database ™= Scheduled Scans
This socion alows you w:mkhw Isotat vires ¥ This section alows you 1 modly e schduled
By, wirus sconning sedinga in ordor i hove your PGS

praically scanngd
Quarantined Mems E Scan Profiles
— Ueen thil oCTon 1o a0 &g mghags thi et Ugo this Soction i aS0ineaos o i SCannng
auearanined by the virus scpgher. profiles wihich oro sed by tho vires soarser io
: 2 colniming thi chicis 1 bo scaenod
View Anftivirus Events m} Scanner Sellings
thay i S tion Dl o A e e ad arstadl

mimmrﬂ]m\m.l Pt
Gt ki

sotiings that offecis how the virus scanner works.

Antivirus Events

Locaticn Malware Name Action | Status Date

JfUsers/fe... Backdoor.Mac Hovdy.b@149... Detect  Success May 6, 2011 12:52 PM ﬁ}
fUsers/fe... Backdoor.Mac Hovdy.b@557... Detect Success May 6, 2011 12:52 PM
fUsers|fe,., Backdoor.Mac Hovdy.B@S538... Detect Success May B, 2011 12:52 PM
JUsers/fe... Backdoor.MacSubSeven.a@.. Detect Success May 6, 2011 12:52 PM
JUsers/fe... TrojWare.Mac.Exploit.DCom... Detect Success May 6, 2011 12:52 PM
JUsers/fe... UnclassifiedMalware@230969. .. Detect  Success May 6, 2011 12:52 PM
fUsers/fe... UnclassifiedMalware@B5230... Detect  Success May 6, 2011 12:52 PM
JfUsers/fe... TrojWare.Mac Rootkit.Weapo.., Detect  Success May 6, 2011 12:52 PM
fUsers/fe... TrojWare.Mac.RootkitWeapo... Detect  Success May 6, 2011 12:52 PM
fUsers/fe... TrojWare.Mac.Dnscha.a@l4... Detect  Success May 6, 2011 12:52 PM
{Users/fe... TrojWare.Mac.Dnscha.a@l5... Detect  Success May 6, 2011 12:52 PM
fUsers/fe... TrojWare.Mac.Dnscha.a@s7... Detect Success May 6, 2011 12:52 PM
fUsers/fe... TrojWare.Mac.Dnscha.a@l3.., Detect Success May6, 2011 12:52 PM %
Lillsarsife TenilMare Mar Dinccha @15 Maract  Succass Maef 20111753 00 7

,a. What do these settings da? { Refrash 1 { More... :I i Close 3

il

«  Click the ‘More..." button to open the advanced event viewer
«  The event viewer is described in more detail on the 'View Antivirus Events' section.
»  To configure the maximum size of a log file, see 'Log Settings" in 'Preferences’.

«  To disable Antivirus logging, see ‘Log Settings’in ‘Preferences’.

2  Antivirus Tasks - Introduction

The Antivirus Task Center allows you to run custom, on-demand virus scans and to configure how you want the antivirus
scanner to behave.

This area also allows you to alter scan settings for each scan type and to use the fully featured scheduler to run scans according
to a time table of your choice. Other features include the ability to create custom scan profiles, view/export event logs, specify
update settings, submit files for analysis and to view any quarantined files.

The Antivirus tasks center can be accessed at all times by clicking the 'Antivirus' tab. &
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Antivirus

Tasks

Run a Scan E’ Submit Files

= Thiz sacton akows you to scan your hard drive for D your Antivirus report suspiclous fies? You can
makwara, viruses and spywars. submit &8 many files as you wish to COMODO for

All systems are active and anabysis by using this section.
running.
' Update Virus Database ™= Scheduled Scans

' This section olows you to chack for the latest vius | Thas sootion allows you o modify the scheduled

databagse and download the updates if any. virus scanning settings in order 10 have your PG

pericdically scanned.

i'.‘.l Quarantined ltams E Scan Profiles
& Use thiz section to sea and manage the threats " Use this section 1o acdiramave new scanning
quarantined by the virus scannar, profiles which are used by the virus scanner o
determing the objocts to be scanned.

| l View Antivirus Events w Scanner Settings

| Thiz secton alows you to view & record of the This section allows you 1o changs the advanced
evants, alarts and actions 1aken by the vinus sattings that affacis how the virus scanner works.
acannar.

Click the links below to see detailed explanations of each area in this section.

RunaScan

«  Update Virus Database
+  Quarantined Items

+  View Antivirus Events
«  Submit Files

»  Scheduled Scans

«  Scan Profiles

«  Scanner Settings

2.1 Run a Scan

The 'Run a Scan' area allows you to launch an On-Demand Scan on an item of your choice. The item can be anything you
choose - your entire computer, a specific drive or partition or even a single file. You can also choose to scan a wide range of
removable storage devices such as CD's, DVD's, external hard-drives, USB connected drives, digital cameras and more.
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Please select an item to launch a scan:

Profile Name
My Computer
Critical Areas

@ What do these settings do? ( Create New Scan ) ( Scan } { Close jl

You have two options available when you choose to run an On-Demand Scan:

1. Scan a preselected area.

2. Define a custom scan of the areas you choose.

Scanning Preselected Areas
Comodo Antivirus has two pre-defined scan profiles - 'My Computer' and 'Critical Areas'. These cannot be edited or removed.
They are:

i. My Computer (Default) - When this Profile is selected, Comodo Antivirus scans every local drive, folder and file
on your system.

ii. Critical Areas - When this profile is selected, Comodo Antivirus runs a targeted scan of important operating
system files and folders.

To run one of these profiles, simply highlight it from the list and click 'Scan’ (or just double-click the profile name).
Custom Scan
To run a scan on a particular item of your choosing, you first need to create a scan profile. To do this:

«  Click the 'Create New Scan' button
«  Type a name for your new profile in the 'Scan Profile' dialog (for example, ‘My External Drives')

»  Click the 'Add' button to choose the files, folders or drives you wish to include in the scan profile. You can select
multiple items

«  Click 'Apply" to return to the 'Scan Profile' dialog then 'Apply' again. Your new profile will be listed in the 'Run a
Scan' dialog (see Create a Scan Profile if you need more help with this).

«  Select your new profile in the list and click 'Scan'
*  Your scan will begin. Next, see:
«  Scan progress and results
»  The results window
»  Saving results as a text file
*  Moving threats to quarantine
« Disinfecting/deleting threats
» Ignore aresult once / Ignore and report as false positive / Ignore and create an exception
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Tip: If you just want to run a quick scan on a file or folder, you can just drag it into the scan box in the 'Summary" area or, if the
interface is not open, by drag it onto the Comodo dock icon.

Tip: For more details on Scan profiles, refer to Antivirus Tasks > Scan Profiles.

Scan progress and results

Before running the scan, Comodo Antivirus will first check for AV database updates. If updates are available they will be
downloaded and installed.

C Virus Database Update [40%) X

,;" Please wait while the virus dakabase is being updated.
This might take a few minukes. ..

Downloading: BASE_EMD_|JSER_w&577.cav [100 ME/112 ME]

L1129 [ £0 2 21 01 £ 2012 [ £20 2 24 01 L0101 11 12012

i what do these settings do? Hide

The scan, based on the profile you selected, will begin immediately after updates have been installed. The progress dialog
displays the profile name, the location that is currently being scanned, the start time and duration of the scan, the total number of
objects scanned so far and the number of threats found.

Clicking the 'Pause' button will suspend the scan until such time that you click 'Resume'. Click 'Stop Scan' to abort the scan
process altogether.

Scanning: My Computer

Scanning: My Computer

Status: {System/Library/Username (Versions/A/QD
€ Objects Scanned: 402 Start Time: May 4, 2011 6:45 PM
4% Threats Found: 0 Duration: 00:00:10
'21 Show on top
& What do these settings do? J Pause "J Stop Scan

Once the scan is complete, the results window will open:

The Results Window

On scan completion, the results screen will list the name and risk level of all threats found:
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COMODO Antivirus - Scan Results

[ Ali7| Threat Name | Risk
E ¥ [Users/fernandogarcia/Desktop/MacViruses.zip m
¥ Backdoor.Mac.Hovdy.b@(14971673, 5573475) High |

MacViruses/Backdoor.Mac.Hovdy.b/0B90f58718e0f98. ..
MacViruses/Backdoor.Mac.Hovdy.b /5226927 74ec25b...

¥ Backdoor.Mac.Hovdy.B@5380911 High |
MacViruses/Backdoor.Mac.Hovdy.b/d7e4eed45551f859...

¥ Backdoor.Mac.SubSeven.a@16372838 High o
MacViruses/Backdoor.Mac.SubSeven.a/a8a43d08708b...

¥ TrojWare.Mac.Exploit. DCom@5987344 High |
MacViruses /Exploit.Mac.DCom/becd0Ob2e697abca7c4. ..

¥ UnclassifiedMalware@(23969313, 85230002, 714077... High |

MacViruses /Exploit.Mac.5mall.a/3027ec3791fc5ad28...
MacViruses/Exploit.Mac.Small.c/83d06f95360aca758...
MacViruses/Trojan.Mac.Dnscha.a/34b379abdB8922aea...
MacViruses/Trojan.Mac.Dnscha.a/611478febSeeScbc. .. v
MacViruses/Trojan.Mac.Dnscha.a/752270812d8ba27...

(3

@ What do these settings do? Save Results | Clean = | |Ignore » |

W

You can sort the scan results by alphabetical order by clicking the 'Threat Name' column header. Similarly you can sort the scan
results based on the risk level by clicking the 'Risk' column header. To select all the entries for actions such as moving them to
quarantine or disinfect, select the check box beside the 'Threat name'.

To save the Scan Results as a Text File

1. Click 'Save' and enter the location in the 'Save' dialog box.

@ e %) Save
Save As: scan_results_050611 _ B
[l (o2 | m! | (&) Desktop |'$"1 (Q, search
¥ DEVICES Name w| Date Medified
e Uninstall COMODO Antivirus 2/24/11 B:55 AM
j Maiintosh scan results- r... with 'username’ Today, 12:55 PM
: NO NAME A - results.txt Today, 12:59 PM
= = OpenOffice.org 1/17/11 10:16 AM
¥ PLACES My CIS Profile.cfgx Yesterday, 3:58 PM
.= Desktop | mail 3/8/11 12:52 PM
¢ Applications | = MacViruses.zi Yesterday, 11:08 PM
v p
[l Documents [ mac av bactch 2 Yesterday, 6:36 PM
(&3] Dropbox eicar Yesterday, 12:17 PM
L% Downloads | database updating Today, 11:39 AM
database update successful Today, 11:40 AM
| New Folder I" Cancel ) t: Save )

A

To move selected threats to Quarantined Items

1. Select the application from the results, click the drop-down button beside 'Clean’ and select '‘Quarantine'.
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L COMODO Antivirus - Scan Results
SA“?I Threat Name | Risk |
¥ Backdoor.Mac.Hovdy.B@5380911 High 1 =
MacViruses/Backdoor.Mac.Hovdy.b/d7e4ee45551f850. .. m
¥ Backdoor.Mac.5ubSeven.a@16372838 High |
MacViruses/Backdoor.Mac.SubSeven.a/a8a43d08708b...
¥ TrojWare.Mac.Exploit.DCom@5987344 High ]
MacViruses /Exploit.Mac.DCom/becd0b2e697abca7c4...
UnclassifiedMalware@(23969313, 85230002, 714077... High T

MacViruses /Exploit.Mac.Small.a/3027ec3791fc5ad28...
MacViruses/Exploit.Mac.Small.c/83d06f95360aca758...
MacViruses/Trojan.Mac.Dnscha.a/34b379abd8922aea...
MacViruses/Trojan.Mac.Dnscha.a/611478feb%ee5che...
MacViruses/Trojan.Mac.Dnscha.a/752270812d8ba27...
MacViruses/Trojan.Mac.Dnscha.a/757407cb2a749de9...
MacViruses/Trojan.Mac.Dnscha.a/921e426d9a889¢29...
MacViruses/Trojan.Mac.Dnscha.a/ab618a1442f30fG8f... £
MacViruses/Trojan.Mac.Dnscha.a/b8261254b7612d3...

(2

@ What do these settings do? Save Results |Clean ~ | |lgnore

Disinfect 4

2. Click 'Yes' at the confirmation dialog box.

Are you sure you want to quarantine the
selected items?

( No }E—“l‘er—}

The selected application is moved to the Quarantined items section. For more details on quarantined applications, refer to
Antivirus Tasks > Quarantined Items.

To disinfect a file or application

1. Select the applications from the results, click the drop-down button beside the 'Clean’ button and choose 'Disinfect'.
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[¥ All7| Threat Name | Risk -
¥ Backdoor.Mac.Hovdy.B@5380911 High s
MacViruses/Backdoor.Mac.Hovdy.b/d7ed4ee45551f859... m
¥ Backdoor.Mac.S5ubSeven.a®16372838 High o
MacViruses/Backdoor.Mac.SubSeven.a/a8a43d08708b...
¥ TrojWare.Mac.Exploit. DCom@5987344 High o
MacViruses /Exploit.Mac.DCom /becd0b2e697abca7cd. ..
UnclassifiedMalware@(23969313, 85230002, 714077... High |

MacViruses/Exploit.Mac.Small.a/3027ec3791fc5ad28...
MacViruses/Exploit.Mac.Small.c/83d06f35360aca758...
MacViruses/Trojan.Mac.Dnscha.a/34b379abdB8922aea...
MacViruses/Trojan.Mac.Dnscha.a/611478feb%eeSche...
MacViruses/Trojan.Mac.Dnscha.a/752270812d8ba27...
MacViruses/Trojan.Mac.Dnscha.a/757407cb2a749de9. ..
MacViruses/Trojan.Mac.Dnscha.a/92 1e426d9a889c29...
MacViruses/Trojan.Mac.Dnscha.afab618a1442f30f68f... =
MacViruses/Trojan.Mac.Dnscha.a/b8261254b7612d3...

L3

& What do these settings do? Save Results | Clean * | [lgnore v |

C_Ei_sinfect)
- Quarantine F

2. Click 'Yes' at the confirmation dialog box.

Are you sure you want to delete the
selected item(s) from your computer?

he ) )

The Antivirus disinfects the file if a disinfection routine exists. The file will be returned to its pre-viral state. If no disinfection
routine is available, the file is deleted permanently from your system.

To ignore an application / file you consider as safe from the threat
list

« Click the 'Ignore" button
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N N COMODO Antivirus - Scan Results

[ AlIz| Threat Name | Risk
v Backdoor.Mac.Hovdy.b@(14971673, 5573475) High o m
MacViruses/Backdoor.Mac.Hovdy.b/0890f58718e0f98...
MacViruses/Backdoor.Mac.Hovdy.b/522692774ec25b...

¥ Backdoor.Mac.Hovdy.B@5380911 High o
MacViruses/Backdoor.Mac.Hovdy.b/d7e4ee45551f859...

¥ Backdoor.Mac.SubSeven.a@16372838 High o
MacViruses/Backdoor.Mac.SubSeven.a/a8a43d08708b...

¥ TrojWare.Mac.Exploit.DCom@5987344 High -
MacViruses/Exploit.Mac.DCom /becd0b2e6087abca7c4...

¥ UnclassifiedMalware@(23969313, 85230002, 714077... High o

MacViruses/Exploit.Mac.Small.a/3027ec3791fc5ad28...
MacViruses/Exploit.Mac.Small.c/83d06f95360aca758...
MacViruses/Trojan.Mac.Dnscha.a/34b379abd8922aea...
MacViruses/Trojan.Mac.Dnscha.a/611478feb9eeScbc. ..
MacViruses/Trojan.Mac.Dnscha.a/752270812d8ba27.. v
MacViruses/Trojan.Mac.Dnscha.a/757407cb2a749de9...

L

Once
@ What do these settings do? Save Results | Clean - | |Ignore v | Report this to COMODO as a False Alert
Add to Exclusions

Selecting 'Ignore' provides you with three options.

»  Once - If you click 'Once', the virus is ignored only at that time only. If the same application invokes again, an
alert will be displayed.

»  Report this to COMODO as a False Alert - If you are sure that the file is safe, select 'Report this to Comodo as
False Alert'. This will submit the file to Comodo for analysis. If the file is found to be trustworthy, it will be added to
the Comodo white-list.

»  Add to Exclusions - If you click 'Add to Exclusions', the virus is moved to Exclusions list. The alert is not
generated if the same application invokes again.

Creating a Scan profile

Scan Profiles are the user-defined profiles containing specific areas on your system that you wish to scan and can be re-used
for all future scans.

To create a new scan profile

»  Click 'Create New Scan'in the 'Run a Scan' interface.

Please select an item to launch a scan:

Profile Name

Critical Areas

T ——
@ What do these settings do? q Create New Scan )( Scan ) (" Close
——

A'Scan Profile' configuration appears.
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Scan Profile

Name:

I My Custom Scad I

List of items to be scanned:
[ Path

[Applications

/System

[Volumes

( Add... jllf: Remove )

@ What do these settings do? I': Cancel ) E—'Appl'r—)

«  Type a name for the scan profile to be created in the 'Name' box.

»  Click 'Add".
A configuration screen appears, prompting you to select the locations to be scanned when the newly created scan profile is
selected.

Please drag and drop your selection in the Selected items section

_ Existing items _Selected iterms

] L

- JApplications
[l usernameDesktop it

JSystem

P[] Library Jyolumes
b Movies
b m Music i

» Pictures
» (& Public
» Sites
» [ Startupltems
» D Shared
» Bl usr
b El var

=) vidotask.txt

@ What do these settings do? I( Cancel \ E—'ﬁm'pfr—a

«  Select the locations from the left column, drag and drop to the right column or select the locations and click right
arrow to move selected folders to right column.

«  Click 'Apply".
«  Repeat the process to create more Scan Profiles.

Note: You can also create new Scan Profiles by accessing Scan Profiles in the Antivirus Screen.
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Instantly Scan Objects

You can instantly virus scan virtually any file, folder, photo, application or hard-drive by simply dragging the item into the scan
box on the summary screen or onto the Comodo icon on the dock.

& Antivirus

Antivirus & Statefud
The wisus database has been updased on Qw1 24, 2011 226 FM
@ 9 tnreatis) detected 1o far

B s<can how

y 4

Drig'm Drop files bave 1o SLza by wirus Seamase <

Drag any file, folder or drive onto the scan box box
in the summary ares OR the Comaoda icon in the
dock ta instartly run a virus scan on it

2.2 Update Virus Database

In order to guarantee the continuing effectiveness of your antivirus software, it is imperative that your virus databases are
updated as regularly as possible.

Our anti-virus database is maintained and updated around the clock by a team of dedicated technicians, providing you with the
solutions to the latest virus outbreaks. Updates can be downloaded to your system manually or automatically from Comodo's
update servers.

To manually check for the latest virus Database and then download the

updates

1. Click on the 'Update Virus Database' from the main Antivirus Task Manager Screen.

Note: You must be connected to Internet to download the updates.

A dialog box appears, showing you the progress of update process.
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€ Virus Database Update (40%)

,;" Please wait while the virus database is being updated.
This might take a few minukes. ..

Downloading: BASE_EMD_UUSER,_waS77.cav [100 MES1 12 ME]

L1 [ 0 R |24 0] [0 50[ [ 10 R 4 050 L0101 1) 120124

& What do these seftings do? Hide

You will see the following notification when the update process is complete:

fﬂ The virus signature database is up-to-date.

G What do these settings do?

When infected or possibly infected files are found, if the anti-virus database has been not updated for a critically long time, or
your computer has not been scanned for a long time, the main window of Comodo Antivirus recommends a course of action and
gives a supporting explanation.

Automatic Updates

By default, Comodo Antivirus is set to automatically check for and download updates from the Comodo servers before
commencing a scan of any type. You can configure whether these automatic checks updates take place on a 'per scanner' basis
in 'Scanner Settings. Refer to Real Time Scanning Settings and Scheduled Scanning Settings for more details. 'Manual
Scanning' refers to 'on demand' scans carried out on items when, for instance, they are dragged in the scan box or the Comodo
dock icon.

2.3 Quarantined Items

The quarantine facility removes and isolates suspicious files into a safe location before analyzing them for possible infection.
Any files transferred in this fashion are encrypted- meaning they cannot be run or executed. This isolation prevents infected files
from affecting the rest of your computer. If a file cannot be disinfected, then it provides a reliable safe-house until the virus
database is updated- neutralizing the impact of any new virus.

For adding executables to Quarantined items, refer to Antivirus Tasks > Run a Scan. You can also:

« Manually add applications, executables or other files, that you do not trust, as a Quarantined item
« Delete a selected quarantined item from the system

»  Restore a quarantined item

«  Delete all quarantined items

«  Submit selected quarantined items to Comodo for analysis

To view the list of Quarantined Items

«  Click 'Quarantined Iltems' from the main Antivirus Task Manager Screen.
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Quarantined Items

[tem [ Location ; Date/Time | T
\.&J
n&;
n.L
(_submit_)

& What do these settings do? ( Refresh ::l ( Close )

W

Column Descriptions
« ltem - Indicates which application or process propagated the event;
«  Location - Indicates the location where the application or the file is stored;
- Date/Time - Indicates date and time, when the item is moved to quarantine.
Manually adding files as Quarantined ltems

If you have a file, folder or drive that you suspect may contain a virus and not been detected by the scanner, then you have the
option to isolate that item in quarantine.

To manually add a Quarantined Item
«  Click Add and select the file from Open dialog box.
To delete a quarantined item from the system
+  Select the item and Click 'Delete’.
This deletes the file from the system permanently.
To restore a quarantined item to its original location

»  Select the item and click 'Restore'.

If the restored item does not contain a malware, it operates as usual. But if it contains a malware, it is detected asathreat
immediately, if the Real Time Scanning is enabled or during the next scan.

To remove all the quarantined items permanently
«  Click 'Clear'.
This deletes all the quarantined items from the system permanently.
To submit selected quarantined items to Comodo for analysis

«  Select the item from the list and click 'Submit'.

Note: Quarantined files are stored using a special format and do not constitute any danger to your computer.
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2.4 View Antivirus Events

Comodo Antivirus documents the results of all actions performed by it in extensive but easy to understand reports. A detailed
scan report contains statistics of all scanned objects, settings used for each task and the history of actions performed on each
individual file. Reports are also generated during real-time protection, and after updating the anti-virus database and application
modules.

To view a log of Antivirus Events

«  Click 'View Antivirus Events' from the main Antivirus Task Manager Screen.

Locaticn | Malware Mame | Action | Status | Date |
[Users/fe... Backdoor.Mac.Hovdy.b@149... Detect Success May 6, 2011 12:52 PM m
/Users/fe... Backdoor.Mac.Hovdy.b@557... Detect Success May 6, 2011 12:52 PM
fUsers/fe... Backdoor.Mac.Hovdy.B@538... Detect Success May6, 2011 12:52 PM
[Users/fe... Backdoor.Mac.SubSeven.a@... Detect Success May 6, 2011 12:52 PM
[Users/fe... TrojWare.Mac.Exploit.DCom... Detect Success May 6, 2011 12:52 PM
/Users/fe... UnclassifiedMalware@23969... Detect Success May 6, 2011 12:52 PM
fUsers/fe... UnclassifiedMalware@85230... Detect Success May 6, 2011 12:52 PM
[Users/fe... TrojWare.Mac.Rootkit.Weapo... Detect  Success May6, 2011 12:52 PM
[Users/fe... TrojWare.Mac.Rootkit.Weapo... Detect Success May 6, 2011 12:52 PM
[Users/fe... TrojWare.Mac.Dnscha.a@14... Detect Success May 6, 2011 12:52 PM
/Users/fe... TrojWare.Mac.Dnscha.a@15... Detect Success May 6, 2011 12:52 PM
fUsers/fe... TrojWare.Mac.Dnscha.a@57... Detect Success May 6, 2011 12:52 PM

[Users/fe... TrojWare.Mac.Dnscha.a@13... Detect Success May 6, 2011 12:52 pPM  *
Hlcarc/fa___ TraiMara Marc Nncrha a@1e Datact  Sucrace  Mav £ 2011 12:52 o8 |7
& What do these settings do? ( Refresh ) (  Mare... ) ( Close )

w

Column Descriptions
*  Location - Indicates the location where the application detected with a threat is stored.
«  Malware Name - Name of the malware event that has been detected.
«  Action - Indicates action taken against the malware through Antivirus.
«  Status - Gives the status of the action taken. It can be either 'Success' or 'Fail'.
- Date - Indicates the date of the event.

Click 'More'" to load the full Comodo Antivirus Log Viewer module.
This window contains a full history of logged events in two categories: Logs per Module and Other Logs.

It also allows you to build custom log files based on specific filters and to export log files for archiving or troubleshooting
purposes.
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Tnday Current Week Current Manth Entire Period
Logs Advanced Filter
ftogs peritodile R - +) (fqual 3 Quarantine  ClRemove Clanore Bt &
T e mm— 20
¥ Other Lags Antivirus Events
Alerts Displayed Date Location Malware Name  Action Status Alert
Tasks Launched May 6, 2011 ... fUsers/ferna... Backdoor.Ma... Detect Success ml
Configuration Changes May 6, 2011 ... fUsers/ferna... Backdoor.Ma... Detect Success
May 6, 2011 ... fUsers/ferna... Backdoor.Ma... Detect Success
May 6, 2011 ... [Users/ferna... Backdoor.Ma... Detect Success
May 6, 2011 ... fUsers/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... Unclassified... Detect Success
May 6, 2011 ... /Users/ferna... Unclassified... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... fUsers/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... fUsers/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... fUsers/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... fUsers/ferna... TrojWare.Ma... Detect Success
| Date Filter May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... fUsers/ferna... TrojWare.Ma... Detect Success
May 2011 May 6, 2011 ... [Users/ferna... TrojWare.Ma... Detect Success
SMTWTF S May 6, 2011 ... fUsers/ferna... Unclassified... Detect Success
1234 587 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
8 010111213 14 May 6, 2011 ... fUsers/ferna... TrojWare.Ma... Detect Success
15 16 17 18 19 20 21 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
22 23 24 25 26 27 28 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
29 30 31 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... fUsers/ferna... Unclassified... Detect Success .
May 6, 2011 ... fUsers/ferna... TrojWare.Ma... Detect Success ‘4

The Log Viewer Module is divided into three sections. The top panel displays a set of handy, predefined time Filters. The left
panel the types of Logs. The right hand side panel displays the actual events that were logged for the time period you selected
in the top panel and the type of log selected in the left panel (or the events that correspond to the filtering criteria you selected).

The Logs per Module option contains the logged event Antivirus module and Other Logs options contains logged events of the
following:

- Alerts Displayed: Displays the list of various alerts that were displayed to the user, the response given by the user to
those alerts and other related details of the alert.

- Tasks Launched: Displays the various Antivirus tasks such as updates and scans that have taken place. This area will
contain a log of all on demand and scheduled AV scans and the result of that scan.

- Configuration Changes: Displays a log of all configuration changes made by the user in the CAV application.

Filtering Log Files
Comodo Antivirus allows you to create custom views of all logged events according to user defined criteria.
Preset Time Filters:

Clicking on any of the preset filters in the top panel alters the display in the right hand panel in the following ways:

- Today - Displays all logged events for today.

»  Current Week - Displays all logged events during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

«  Entire Period - Displays every event logged since Comodo Antivirus was installed. (If you have cleared the log
history since installation, this option shows all logs created since that clearance).

The example below shows an example display when the Antivirus Events for "Today' are displayed.
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User Defined Filters:

Log Viewer

Currem Week Currenl Month Entire Period
Advanced Filter
¥ Logs per Module + ClQuarantine
— (Betion S | Equal £}
Antivirus Events T

¥ Other Logs Antivirus Events
Alerts Displaye | Date Location Malware Name  Action

Tasks Launched
Configuratiog Changes

' Remove Canore

Date Filter

000 May 2011
SM T T F S
12 il s 6 7

8 01011121314
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 31

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to specific filters.
The table below provides a summary of available filters and their meanings:

Available Filters - Logs per Module

Filter Option Description

Displays events according to the response (or action taken) by

Action
the Antivirus.
Date Indicates the date of events.
Location Displays only the events logged from a specific location.
Status Displays the events according to the status after the action

taken. It can be either 'Success' or 'Fail'.

Displays only the events logged corresponding to a specific
malware.

Malware Name

Alert Displays alert notifications.

Creating Custom Filters
Custom Filters can be created through the 'Advanced Filter' interface. If it is not already visible, you can open the 'Advanced
Filter' bar by right-clicking on the interface and selecting ‘Advanced Filter'.

« Right click on any event and select '‘Advanced Filter' option to open the corresponding configuration area.

The 'Advanced Filter' configuration area is displayed in the top half of the interface whilst the lower half displays the Events,
Alerts, Tasks or Configuration Changes that the user has selected from the upper left pane. If you wish to view and filter event
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logs for other modules then simply click log name in the tree on the upper left hand pane.

This section will deal with Advanced Event Filters related to 'Antivirus Events' and will also cover the custom filtering that can be
applied to the 'Other Logs' (namely 'Alerts Displayed', 'Tasks' Launched' and 'Configuration Changes').

Antivirus Events - Advanced Filters

To configure Advanced Filters for Antivirus events
1. Select 'View > Advanced Filter'
2. Select 'Antivirus Events' under 'Logs Per Module'

You have 4 categories of filter that you can add. Each of these categories can be further refined by either selecting or
deselecting specific filter parameters or by the user typing a filter string in the field provided.

3. Click the 'Add' button when you have chosen the category upon which you wish to
filter.

Todav Current Week Current Month Entire Period
Logs | Advanced Filter
Bilogsine NGl e " Action (Equal &) JQuarantine  CJRemove Clianore O Detect Oask 5
Antivirus Events Status 1 Tae
¥ Other Logs Lecation
Alerts Displayed Malware Name  pcation |Malware Name | Action | Status |Alert
Tasks Launched . 7 /Users/ferna... Backdoor.Ma... Detect Success ml
Configuration Changes May 6, 2011 ... /Users/ferna... Backdoor.Ma... Detect Success
May 6, 2011 ... fUsers/ferna... Backdoor.Ma... Detect Success
May 6, 2011 ... /Users/ferna... Backdoor.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... Unclassified... Detect Success
May 6, 2011 ... /Users/ferna... Unclassified... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
Date Filter May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 2011 May 6, 2011 ... /Users/ferna... Unclassified... Detect Success
SMTWTF S May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
12 3 4 5“ 7 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
8 91011121314 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
151617 18 19 20 21 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
222324252627 28 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
29303 May 6, 2011 ... fUsers/ferna... Unclassified... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success s
May 6, 2011 ... /Users/ferna... Unclassified... Detect Success ;@

Following are the options available in the 'Add' drop-down:

i.  Action: Selecting the 'Action’ option displays a drop down field and a set of specific filter parameters that can be

selected or deselected.
+« Equal

Mot Equal

a) Select'Equal’ or 'Not Equal' option from the drop down. 'Not Equal' will invert your selected choice.
b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:
«  Quarantine: Displays events where the user chose to quarantine a file
«  Remove: Displays events where the user chose to delete an item
« Ignore: Displays events where the user chose to ignore an item
«  Detect: Displays events for detection of a malware
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«  Ask: Displays events when user was asked by alert concerning Antivirus event
»  Restore: Displays events of the applications that were quarantined and restored.
The filtered entries are shown directly underneath.

For example, if you checked the 'Quarantine' box then selected 'Not Equal', you would see only those Events where
the Quarantine Action was not selected at the virus notification alert.

ii. Location: Selecting the 'Location' option displays a drop-down field and text entry field.

Advanced Filter

| Location + | | Does Mot Contain = ) )

a) Select 'Contains' or 'Does Not Contain' option from the drop-down field.

b) Enter the text or word that needs to be filtered.
The filtered entries are shown directly underneath.
For example, if you select 'Contains' option from the drop-down field and enter the word 'unclassifiedMalware' in the
text field, then all events containing the word 'unclassifiedMalware' in the Location field will be displayed directly

underneath. If you select 'Does Not Contain' option from the drop-down field and enter the word 'System' in the text
field, then all events that do not have the word 'System' will be displayed directly undemeath.

iii. Malware Name: Selecting the 'Malware' option displays a drop-down field and text entry field.

Advanced Filter

| Malware Name =) | Contains v )

a) Select'Contains' or 'Does Not Contain' option from the drop-down field.
b) Enter the text or word that needs to be filtered.
The filtered entries are shown directly underneath.

Refer to the example given for 'Location' option for better understanding.

iv. Status: Selecting the 'Status' option displays a drop-down field and a set of specific filter parameters that can be
selected or deselected.

Advanced Filter

{ Sratus 2) (Equal . ™ Success O Failure

a) Select 'Equal' or 'Not Equal' option from the drop-down field. 'Not Equal' will invert your selected choice.
b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are:

«  Success: Displays Events that successfully executed (for example, the
database was successfully updated)

« Failure: Displays Events that failed to execute (for example, the database
failure to update correctly)

The filtered entries are shown directly underneath.

Refer to the example given for 'Action’ option for better understanding.

Note: More than one filters can be added in the 'Advanced Filter' pane. After adding one filter type, the option to select the next
filter type automatically appears. You can also remove a filter type by clicking the 'Remove’ option at the end of every filter
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option.

Other Logs - Advanced Filters

To configure Advanced Filters for Alerts Displayed
1. Select 'View > Advanced Filter'.
2. Under 'Other Logs', select 'Alerts Displayed'.

This will open the Advanced Filter pane to the upper right. From here, you can chose the category of filter from a drop-
down box. Each of these categories can be further refined by either selecting or deselecting specific filter parameters
or by the user typing a filter string in the field provided.

3. Click 'Add' when you have chosen the category upon which you wish to filter.

"R Log Viewer

Today Current Week Current Month Entire Period

Logs \Advanced Filter
¥ Logs per Module '

v Adv Contal | ] )
Antivirus Events 7 - Lenmins { +
Nnswer
¥ Other Logs Answered E
I Alerts Displayed Description | [Type Description Advice Answered Answer
Tasks Launched Flags |. Antivirus Alert Backdoor.Ma... /Users/ferna... May 6, 2011 ... Antivir
Configuration Changes 1”’""‘5 . Antivirus Alert Backdoor.Ma... /Users/ferna... May#®, 2011 ...
ype

ey e e Antivirus Alert Backdoor.Ma... /Users/ferna... May g, 2011 ...
”Mays. 2011 ... Antivirus Alert Backdoor.Ma... /Users/ferna... May 6, 2011 ...
May 6, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna... May 6, 2011 ...
May 6, 2011 ... Antivirus Alert Unclassified... /Users/ferna... May 6, 2011 ...
May 6, 2011 ... Antivirus Alert Unclassified... [Users/ferna... May &, 2011 ...
May 6, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna... May 6, 2011 ...
May €, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna... May 8, 2011 ...
May 6, 2011 ... Antivirus Alert TrojWare.Ma... [Users/ferna... May 6, 2011 ... Skip Or
May 6, 2011 ... Antivirus Alert TrojWare.Ma... [Users/ferna... May 6, 2011 ... Skip Or
May 6, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna... May 6, 2011 ... Skip Or,
May 6, 2011 ... Antivirus Alert TrojWare Ma... /Users/ferna... May 6, 2011 ... Skip Or

Date Filter May 6, 2011 ... Antivirus Alert TrojWare.Ma... [Users/ferna... May 6, 2011 ... Skip Or
May 6, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna... May 6, 2011 ... Skip Or,
May 2011 May 6, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna.. May6, 2011 ... Skip Or
SMTWTEFS May 6, 2011 ... Antivirus Alert Unclassified... [Users/ferna... May 6, 2011 ... Skip Or
123457 May 6, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna... May6, 2011 ... Skip Or
8 010111213 14 May 6, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna... May 6, 2011 ... Skip Or
15 16 17 18 19 20 21 May 6, 2011 ... Antivirus Alert TrojWare.Ma... /[Users/ferna... May 6, 2011 ... Skip Or
222324252627 28 May 6, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna... May 6, 2011 ... Skip Or,
29 30 31 May 6, 2011 ... Antivirus Alert TrojWare.Ma... /Users/ferna... May®6, 2011 ... Skip Or_
May 6, 2011 ... Antivirus Alert Unclassified... /Users/ferna... May 6, 2011 ... Skip Or*
l-i £ anii Ao biat Al e oo iidj LY} “I.I"" FEmmam [T PPN -SRI | Eleim M=
[ b RIS

The following table lists the various filter categories and parameters for 'Alerts Displayed'.

Available Filters - Other Logs - Alerts Displayed

Filter Option Description

Type Displays the type of alert

Description Displays the name of the event

Advice Suggests an advice that can be executed by the user for that event
Answered Displays the date and time on which the alert was answered
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Available Filters - Other Logs - Alerts Displayed

Flags Filters the events based on the flags set for them
Answer Displays the answer that was given by you for the alert
Treat As Displays the type of policy, if any, for the corresponding event type

To configure Advanced Filters for Tasks Launched
1. Select 'View > Advanced Filter'.
2. Under 'Other Logs', select 'Tasks Launched'.

This will open the Advanced Filter pane to the upper right. From here, you can chose the category of filter from a drop-
down box. Each of these categories can be further refined by either selecting or deselecting specific filter parameters
or by the user typing a filter string in the field provided.

3. Click 'Add' when you have chosen the category upon which you wish to filter.

- . L] Log Viewer
Today E Current Week Current Month Entire Period

Advanced Filter

Logs
¥ Logs per Module

s ¥ Code ( Equal z) +
Antivirus Events Completed =
¥ Other Logs Farameter L‘.‘l_
Alerts Displayed Type | | Type Paramerer Completed Code Infol Infol
Tasks Launched Way 6, 2071 ... Av Update May 6, 2011 ... O Old database 1 New ...
Caonfiguration Changes May 6, 2011 ... Av Scan desktop May 6, 2011 ... 0 Scanned 1771 Foun...
May 6, 2011 . Awv Scan My Computer May 6, 2011 ... 0 Scanned 8303 Foun...
May 6, 2011 ... Av Scan desktop May 6, 2011 ... 0 Scanned 74302 Foun...
May 6, 2011 ... Av Scan desktop May b, 2011 ... O Scanned 74618 Foun...

Date Filter

May 2011
SMTWTFS
123465¢67
8 911121314
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 31

The following table lists the various filter categories and parameters for 'Tasks Launched'.

Available Filters - Other Logs - Tasks Launched

Filter Option Description

Type Displays the type of task. It can be an antivirus update or scan type.

Parameter Displays the name of the scan profile. This column is populated only if 'Av Scan' option is

displayed in "Type' column.

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 54



COMODO

Creating Trust Online®

Available Filters - Other Logs - Tasks Launched

Completed Displays the date and time at which the task was executed.

Code Displays a code value if the task was not performed successfully and for task updates it shows a
standard value: 0x00000001 if base is up to date

To Configure Advanced Filters for 'Configurat ion Changes !
1. Select 'View' > 'Advanced Filter'
2. Under 'Other Logs', select 'Configuration Changes'

This will open the Advanced Filter pane to the upper right. From here, you can chose the category of filter from a drop-
down box. Each of these categories can be further refined by either selecting or deselecting specific filter parameters
or by the user typing a filter string in the field provided.

3. Click 'Add" when you have chosen the category upon which you wish to filter.

mTodav ECurrentWeek Current Maonth Entire Period
Logs '.;ﬁ._d'\rancel'j Filter ) » ) ) )
ELog= peridaciie e Equa i ObiectAdded  CObject Chanaed CObiect Removed [ClOption Chanar
Antivirus Events adifiar —_——————————— = D7s]
¥ Other Logs Mame in Changes
Alerts Displayed Object Action Modifier Object Narne Old Value New
| Tasks Launched Tﬂwmi ... Object Added User Antivirus Profile desktop {
| Configuration Changes May 6, 2011 ... Object Added User Antivirus Exc... fUsers/ferna... fUse...
|May &, 2011 ... Object Added User Antivirus Exc... /Users/ferna... fUse...
May &, 2011 ... Option Chan... User Log averflow... Delete Delete
May &, 2011 ... Option Chan... User Log averflow... Delete Delete

Date Filter

May 2011
SMTWTFS
Bt B TR
8 offi11213 14
15 16 17 18 16 20 21
2223 24 25 26 27 28
20 30 31

The following table lists the various filter categories and parameters for 'Configuration Changes'.

Available Filters - Other Logs - Configuration Changes

Filter Option Description

Action Displays events according to the response (or action taken) by the Antivirus.

Modifier Displays events sorted based on whether the configuration was changed by the User. It could also
be a Auto learn or Execution alert.
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Available Filters - Other Logs - Configuration Changes

Object Displays the object for which the configuration change took place.
Name Displays the name of the configuration entry, if it can be determined.
Date Filter

The Date Filter can be seen in the lower left hand pane. Using the Date Filter you can easily see the events on a particular date
or on a date range.

a9 8 Log Viewer

Today Current Week Current Month Entire Period
Logs Advanced Filter
¥ Logs per Module (Agion &) (faual s _Quarantine [ Remove Clanore B &
— e———————— o
¥ Other Logs Antivirus Events
Alerts Displayed Diate Location Malware Name Action Status Alert
Tasks Launched Mar 11, 201... /Toast 9 Tita... Unclassified... Detect Success
Configuration Changes Mar 11, 201... [Users/ferna... Unclassified... Detect Success
Mar 20, 201... /[Toast 9 Tita... Unclassified... Detect Success
Mar 20, 201... [Users/ferna... Unclassified... Detect Success
Apr 24, 201... [Toast 9 Tita... Unclassified... Detect Success
Apr 24, 201... [Users/ferna... Unclassified... Detect Success

Date Filter

May 2011
SMTWTFS
12 3] 56 7
& 91011121314
15 16 17 18 19 20 21
22 2324 25 26 27 28
29 30 31

To view the events on a particular date

1. Click the right arrow or the left arrow to select the required month and year.

May 2011

2. Now, click the required date. The events on that particular date is displayed.
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Date Filter

May 2011
SMTWTF S
12 3] =6 7
8 910111213 14
15 16 17 18 19 20 21
22 23 24 25 25 27 28
29 30 31

To view the events on a date range

»  Click the date and it's events, according to the filters selected, are shown in the main pane.

Click 'View' in the menu bar -> 'Period' and choose the date events. This is a toggle command and you can repeat this step to
make the Date Filter appear.

Today ®T
| v Advanced Filter Current Week  38W
Current Month M
[ Refresh ¥R Entire Period %E

Exporting Log Files to HTML

Exporting log files is useful for archiving and troubleshooting purposes. After making your choice and setting the filters. the log
displayed can be directly exported as HTML file. There are two ways to export log files in the Log Viewer interface - using the
context sensitive menu and via the 'File' menu option.

View Logs  File View

About This Mac
Software Update... = T .
Mac 05 X Saftware... Current Manth Entire Period
System Preferences... i clibilhes
otk - ;Launched_
Recent ltems » Type Paramener Completed Code Infol In
6, 2011 ... Av Update May 6, 2011 __ 0 Old database 1 N...
l Force Quit... NED 6, 2011 ... AvScan desktop May 6, 2011 ... O Scanned 1771 F...
< 6, 2011 ... AvScan My Computer May 6, 2011 ... 0 Scanned 8303 F..
REEtl:l” 6, 2011 ... Av5can desktop May 6, 2011 ... 0 Scanned 74302 F...
S;;:*Dé;m 6,2011 ... AvScan desktop May 6, 2011 ... 0 Scanned 74618 F...
Log Qut Comodo TV... 4#Q
T
Date Filter
May 2011
SMTWTF S
1234 58~
8 9101112 13 14
15 15 17 18 13 20 21
22 23 24 25 26 27 28
29 30 31
5

i. File Menu
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1. Select the event for which the log report is to be taken.
2. Click 'Export' from the File menu.

3. Select the location where the log report has to be saved, provide a file name and click 'Save'.

ii. Context Sensitive Menu

1. Right click in the log display window to export the currently displayed
log file to HIML.

You can export a custom view that you created using the available Filters by right clicking and selecting 'Export' from the context
sensitive menu.

@08 Log Viewer

Tnda.v Current Week Current Month Entire Period
i_ogs Advanced Filter
¥ Logs per Module “Adtion *) (Equal s, CQuarantine  CRemave O lgnore ) T
¥ Other Logs Antivirus Events
Alerts Displayed Date Location Malware Name Action Status Alert
Tasks Launched May 6, 2011 ... /Users/ferna... Backdoor.Ma... Detect Success m
Configuration Changes May 6, 2011 ... /Users/ferna... Backdoor.Ma... Detect Success
May 6, 2011 ... /Users/ferna... Backdoor.Ma... Detect Success
May 6, 2011 ... /Users/ferna... Backdoor.Ma... Detect Success
May 6, 2011 ... JUsers/ferna... TrojWare Ma.., Detect Success
May 6, 2011 ... /Users/ferna... Unclassified... Detect Success
May 6, 2011 ... /Users/ferna... Unclassified... Detect Success
|May 6, 2011 ... /Users/ferna... Tr Refresh Success
May 6, 2011 ... /Users/ferna... Tr | Success
May 6, 2011 ... /Users/ferna... Tr + Advanced Filter Success
May 6, 2011 ... /Users/ferna... Tr Success
Date Filter May 6, 2011 ... /Users/ferna... Trm Success
May 6, 2011 ... JUsers/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 2011 May &, 2011 ... /Users/ferna... TrojWare.Ma.., Detect Success
SMTWTFS May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
123 45007 May 6, 2011 ... /Users{ferna... Unclassified... Detect Success
e May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
151617181920 21 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
:2 ;; :' 23202028 May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success
May 6, 2011 ... /Users/ferna... TrojWare.Ma.., Detect Success 1
May 6, 2011 ... /Users/ferna... TrojWare.Ma... Detect Success v
€ : ] 1A ?I

Again, you are asked to provide a file name and save location for the file.

2.5 Submit Files to Comodo for Analysis

Files which are not in the Comodo safe list and are also unknown to the user can be submitted directly to Comodo for analysis
and possible addition to the safe list.

You can submit the files which you suspect to be a malware or the files which you consider as safe but identified as malware by
Comodo Antivirus (False Positives). The files are analyzed by experts in Comodo and added to white list or black list
accordingly.

To submit files to Comodo

1. Click on the 'Submit Files' link from th e main Antivirus Task Manager screen. The Browser dialog opens.
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. Please drag and drop your selection in the "Selected items’ section

_ Existing items _ Selected items

| ] mach_kernel.ctfsys =
b B net
> @ MNetwork
> E: private m
> m Resources
> ﬁ shin
> Skype
> System
> E: TheWolumeSettingsFolder

Pmtmp

Tomr i igen

X

4

Y4l

_ Dptions

[Include files from subfolders too

& What do these settings do? ( Cancel 3 ( Submit As »)

2. Select the items (files or folders) you wish to submit to Comodo for analysis from the right hand pane and move them
to right hand pane by clicking the right arrow one by one. (If you want to revert a file, select the file f r om the right
hand pane and click the left arrow)

3. Click 'Submit As' and select :

- 'False-Positive' for files you consider to be safe
or
- 'Suspicious' for files you suspect to be malware from the submit options.

False-Positive

Progress bars indicate the progress of the files submission to Comodo.
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Submitting...

‘_ﬂ Please wait while the files are being submitted...

File: log view - export to html.png

Operation: Uploading...

Owverall progress:

When a file is first submitted, Comodo's online file look-up service will check whether the file is already queued for analysis by
our technicians. The results screen displays these results:

e & @ Submit Results

The submit has been completed. Please review the list below for the results.
[ File Path Result
|-—i| /Users/ Username /Desktop/log view - export to W4 Successfully submitted

¢ Close .

'Successfully submitted' - The file's signature was not found in the list of files that are waiting to be tested and was therefore
uploaded from your machine to our research labs.

«  'Already submitted' - The file has already been submitted to our labs by another Antivirus user and was not uploaded
from your machine at this time.

Comodo will analyze all submitted files. If they are found to be trustworthy, they will be added to the Comodo safe list (i.e. white-
listed). Conversely, if they are found to be malicious then they will be added to the database of virus signatures (i.e. black-listed).

2.6 Scheduled Scans

Comodo Antivirus features a highly customizable scheduler that lets you timetable scans according to your preferences.
Comodo Antivirus automatically starts scanning the entire system or the disks or folders contained in the profile selected for that
scan.

You can add an unlimited number of scheduled scans to run at a time that suits your preference. A scheduled scan may contain
any profile of your choice.

You can choose to run scans at a certain time on a daily, weekly, monthly or custom interval basis. You can also choose which
specific files, folders or drives are included in that scan.

Comodo Antivirus gives you the power to choose, allowing you to get on with more important matters with complete peace of
mind.

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 60



COMODO

Creating Trust Online®

From the 'Scheduled Scans' panel, you can

«  Setanew scheduled scan
- Edit a pre-scheduled scan
«  Cancel a pre-scheduled scan

The detection settings for the Scheduled Scans can be configured under the Scheduled Scanning tab of the Scanner Settings
interface.

To set a Scheduled Scan

1. Click on the Scheduled Scans link in the main Antivirus Task Manager screen.

- - Scheduled Scans

Schedule Name
Weekly Virus Scanning

R
{ Remove )

& What do these settings do? { Close )

A default schedule "Weekly Virus Scanning' is displayed. This schedule is set so that your computer is scanned on every Sunday
at 12:00am. You can edit this schedule by selecting it and clicking the 'Edit' button.

2. Click 'Add". The 'Scan Schedule' panel opens.
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Name:

[Mv Custom Schedule ]
Profile:
[ Critical Areas H

Days of the week:
EMonday

[ Tuesday
EWEdﬂESda‘j

[ Thursday
EFridav

[T saturday
gSunday

Start time:

(1 b (00 B (Aam

3. Type a name for the newly scheduled scan in the 'Name' box.

4. Select a scanning profile from the list of preset scanning profiles by clicking at the drop-down arrow, in the 'Profile’ box.
(For more details on creating a custom Scan Profile that can be selected in a scheduled scan, see Antivirus Tasks >
Scan Profiles.

5. Select the days of the week you wish to schedule the scanning from 'Days of the Week' check boxes.
6. Set the starting time for the scan in the selected days in the 'Start time' drop-down boxes.

7. Click 'Apply".

8. Repeat the process to schedule other scans with o the r predefined scan profiles.

To edit a Scheduled Scan
1. Select the schedule from the list.
2. Click 'Edit" in the 'Scheduled Scans' setting panel.
3. Edit the necessary fields in the 'Scan Schedule' panel.
4. Click 'Apply'.
To cancel a pre-scheduled scan
1. Select the Scan Schedule you wish to cancel in the 'Scheduled Scans' settings panel.

2. Click 'Remove'.

2.7 Scan Profiles

Creating a Scan Profile allows you to instruct Comodo Antivirus scan selected areas, folders or selected drives of your system.
You will be asked to select a profile whenever you click the 'Scan Now' link on the Summary Screen.

You can create custom scan profiles, to define selected disks or folders to be scanned and the created scan profile can be re-
used for any desired scan event i.e. Run a Scan (On-Demand Scanning) and Scheduled Scans. You can create as many
number of custom scan profiles as you wish according to the usage of your system. A Scan Profile allows you to scan only a
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selected area of your storage, saving time and resources.
« New scan profiles can be created by clicking the

«  'Create New Scan'button in the 'Run a Scan' panel or by clicking the 'Add button’ in the 'Scan Profiles' area.

«  New scan profiles can then be referenced when creating a new 'Scheduled Scan' and as the target of an on-
demand scan in the 'Run a scan' area.

Just to clarify, AntiVirus scan profiles are purely concerned with the location of a scan, not the parameters of the scan. All scan
profiles use the parameters as determined in the specific 'Scanner Settings' tab of that type of scan.

To access the Scan Profiles interface
«  Click 'Scan Profiles' from the main Antivirus Tasks Manager Screen.

- - Scan Profiles

Profile Name

My Computer SR

Critical Areas
( Remove

@ What do these settings do? ( Close )

Comodo Antivirus contains two default Scan Profiles 'My Computer' and 'Critical Areas'. These two profiles are predefined and
cannot be edited or removed.

« My Computer (Default) - When this Profile is selected, Comodo Antivirus scans
every local drive, folder and file on your system.

e Critical Areas - When this profile is selected, Comodo Antivirus runs a targeted
scan of important operating system files and folders

You can select any one of these Scan Profiles if you want to scan the respective areas.

To create a new scan profile from Scan Profiles option
1. Click 'Scan Profiles' from the main Antivirus Tasks Manager Screen.
2. Click'Add'. The 'Scan Profile' dialog appears.

3. Type a name for the scan profile to be created in the 'Name' box and click 'Add'.
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Scan Profile

Name:

B e
Chf'l_v Custom Profile
__‘-_——_

List of items to be scanned:

[ Path
[System
/Skype
[shin
[Resources

Add... Y ( Remove

@ What do these settings do? { Cancel N1 ( Apply

A configuration screen appears, prompting you to select the locations to be scanned when the newly created scan profile is
selected. The left column displays all possible items (drives, folders and files) on your system for which scanning is available.

4. Browse to the folder location in the left column and select the folder.

5. Drag and drop all the files, folders and/or drives you require, into the right hand panel or select the files or folders and
move them to right-hand pane by clicking the right arrow one by one. (If you want to revert a file, select the file from
the right hand pane and click the left arrow).

N N Please drag and drop your selection in the Selected items section

Existing items _ _ 5elected iterns

fSystem
32 [Skype
¥ [ private /sbin

fResources
» [l shin
> -l:' Skype m
» (38 System -
» || TheVolumeSettingsFolde
> [:ltmp <=
» L] Toast 9 Titanium

¥ [ User Guides And Inform;
¥ |&] Users

> @ Metwaork

|:| Jocalized A
v (J\_, Username v
e <
& What do these settings do? "f Cancel \ ( Apply j!

6. Click 'Apply".
7. Repeat the process to create more Scan Profiles.
8. Click 'Apply" in the Scan Profiles interface for the created profiles to take effect.

You can see that the Scan Profile you have created, appearing as a target profile in the 'Run a Scan' panel...
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Scan Profiles

Profile Name
E_ i —

Critical Areas 5

( Edit... )
My Custom Profile

( Remove )

& What do these settings do? { Close )

...itis also available for selection during a scheduled scan in the drop-down.

Scheduled Scans

| Schedule Name N N Scan Schedule
Weekly Virus Scanning
Daily Scan Name:

_Weekly Virus Scanning
Profile:

[ My Computer -4

Days of the week:
1 Monday

1 Tuesday

" Wednesday

[ Thursday

@ What do these settings E Friday

| Saturday

E' Sunday 'é
Start time:

(12 W4 : (00 & [am §&d

—

f_ Cancel \(_ Apply )

- Toedit a Scan Profile, select the profile and click 'Edit'.
«  To delete a Scan Profile, select the profile and click 'Remove'.

2.8 Scanner Settings

The Settings configuration panel allows you to customize various options related to Real Time Scanning (On-Access Scanning),
Manual Scanning, Scheduled Scanning and Exclusions (a list containing the files you considered safe and ignored the alert
during a virus scan).

«  The settings made for each type of the scan applies to all future scans of that type.
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»  Allitems listed and all items added to the 'Exclusions' list is excluded from all future scans of all types.

To open Virus Scanner Settings panel

+ Click on 'Scanner Settings' link in the main Antivirus Tasks Management Screen.

[ Real Time Scanning - Manual Scanning - Scheduled Scanning -+ Exclusions ]

Real Time Scanning

- On Access Real-time scanner is enabled
Everything is scanned on-access
Stateful file inspection increases the real-time scanning speed
Stateful

- Disabled
Detection

I Automatically quarantine threats found during scanning
™ Automatically update virus database

¥ Show alerts /notification messages

Do not scan files larger than (MB) 20
Keep an alert on the screen for (seconds) 120
¢ What do these settings do? e (Y

The options that can be configured using the settings panel are

«  Real Time Scanning - To set the parameters for on-access scanning;

»  Manual Scanning - To set the parameters for manual Scanning (Run a Scan);

«  Scheduled Scanning - To set the parameters for scheduled scanning;

- Exclusions - To see the list of ignored threats and to set the parameters for Exclusions.

2.8.1 Real Time Scanning

The Real time Scanning (aka 'On-Access Scanning') is always ON and checks files in real time when they are created, opened
or copied. (as soon as you interact with a file, Comodo Antivirus checks it). This instant detection of viruses assures you that
your system is perpetually monitored for malware and enjoys the highest level of protection. You also have options to
automatically remove the threats found during scanning and to update virus database before scanning. It is highly recommended
that you keep the Real Time Scanner enabled to ensure your system remains continually free of infection.

The Real Time Scanning setting allows you to switch the On Access scanning between Disabled, Stateful and On Access and
allows you to specify detection settings and other parameters that are deployed during on-access scans.

To set the Real Time Scanning level

«  Click on the 'Real Time Scanning' tab in the 'Scanner Settings' panel.

«  Drag the real time Scanning slider to the required level. The choices available are Disabled (not recommended),
Stateful (default) and On Access. The setting you choose here are also displayed in the Summary screen.
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[ Real Time Scanning | Manual Scanning - Scheduled Scanning - Exclusions ]

Real Time Scanning

- On Access Real-time scanner is enabled
Everything is scanned on-access

Stateful file inspection increases the real-time scanning speed
Stateful

- Disabled
Detection

[ Automatically quarantine threats found during scanning
Hﬁummaticallv update virus database

¥ Show alerts/notification messages

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

¢ What do these settings do?

»  On Access - Provides the highest level of On Access Scanning and protection. Any file opened is scanned before
it is run and the threats are detected before they get a chance to be executed.

- Stateful (Default) - Not only is Comodo Antivirus one of the most thorough and effective AV solutions available, it
is also very fast. CAV employs a feature called Stateful File Inspection for real time virus scanning to minimize the
effects of on-access scanning on the system performance. Selecting the 'Stateful' option means CAV scans only
files that have not been scanned since the last virus update - greatly improving the speed, relevancy and
effectiveness of the scanning.

- Disabled - The Real time scanning is disabled. Antivirus does not perform any scanning and the threats cannot
be detected before they impart any harm to the system.

Detection Settings

»  Automatically quarantine threats found during scanning - When this check box is selected, the Antivirus
moves the file detected to be containing the malware, to Quarantined Items. From the quarantined items the files
can be restored or deleted at your will (Default = Disabled).

- Automatically update virus database - When this check box is selected, Comodo Antivirus checks for latest
virus database updates from Comodo website and downloads the updates automatically, on system start-up and
subsequently at regular intervals (Default = Enabled).

- Show alerts/notification messages - Alerts are the pop-up notifications that appear in the lower right hand of
the screen whenever the on-access scanner discovers a virus on your system. These alerts are a valuable
source of real-time information that helps the user to immediately identify which particular files are infected or are
causing problems. Disabling alerts does not affect the scanning process itself and Comodo Antivirus still
continues to identify and deals with threats in the background. For more details on Antivirus alerts, click here
(Default = Enabled).

« Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during on-access scanning. Files larger than the size specified here, are not scanned. (Default = 20
MB) .

- Keep an alert on the screen for - This box allows you to set the time period (in seconds) for which the alert
message should stay on the screen (Default = 120 seconds).

Click 'OK' for the settings to take effect.
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2.8.2 Manual Scanning

The Manual Scanning area allows you to set the parameters that will be implemented when you run an 'On Demand' scan on
your computer. For example, these options will be used when you click 'Scan Now' from the main 'Summary' screen or 'Run A
Scan' from the 'Antivirus Tasks' menu.

N B Virus Scanner Settings

|

| Real Time Scanning | Manual Scanning  Scheduled Scanning  Exclusions

Detection
a Scan archive files (e.g. *zip, *.rar)

™ Automatically update the virus database before scanning

Do not scan files larger than (MB) 20

& What do these settings do?

- Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and .RAR
files. You are alerted to the presence of viruses in compressed files before you even open them. These include
RAR, WIinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives (Default = Enabled) .

«  Automatically update virus database before scanning - Instructs Comodo Antivirus to check for latest virus
database updates from Comodo website and download the updates automatically before starting an on-demand
scanning (Default = Enabled) .
There are separate update options in for real time, manual and scheduled scanning
settings. Disabling here will switch off auto - updates for this scan type only.
Updates can be downloaded manually by clicking Antivirus > Update Virus database. See
section ' Update Virus Database’ for more details .

» Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during manual scanning. Files larger than the size specified here, are not scanned (Default = 20 MB).

Click 'OK' for the settings to take effect .

2.8.3 Scheduled Scanning

The Scheduled Scanning settings area allows you to determine the scan parameters that will be implemented when a scheduled
scan takes place.
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- Virus Scanner Settings

[ Real g | Scheduled Scanning ~  Exclusions !

Detection

E Scan archive files {(e.g. *zip, *.rar)

[} Automatically quarantine threats found during scanning
Ehummatically update virus database before scanning

Eﬁ Show scanning progress

Do not scan files larger than (MB) 20

& What do these settings do? SEEE ;|

You can choose to run scheduled scans at a certain time on a daily, weekly, monthly or custom interval basis. You can also
choose which specific files, folders or drives are included in that scan by choosing the scan profiles.

The detection settings are as follows:

«  Scan archive files - When this check box is selected, the Antivirus scans archive files such as .ZIP and .RAR
files during any scheduled scan. You are alerted to the presence of viruses in compressed files before you even
open them. These include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives (Default = Enabled).

«  Automatically quarantine threats found during scanning - When this check box is selected, the Antivirus
moves the file detected to be containing the malware, to Quarantined ltems. From the quarantined items the files
can be restored or deleted at your will (Default = Disabled).

- Automatically update virus database before scanning - When this check box is selected, Comodo Antivirus
checks for latest virus database updates from Comodo website and downloads the updates automatically, before
the start of every scheduled scan (Default = Enabled).

There are separate update options in for real time, manual and scheduled scanning
settings. Disabling here will switch off auto - updates for this scan type only.
Updates can be downloaded manually by clicking Antivirus > Update Virus database. Sece
section ' Update Virus Database' for more details.

- Show Scanning progress - When this check box is selected, a progress bar is displayed on start of a scheduled
scan. Clear this box if you do not want to see the progress bar (Default = Enabled).

. Do not scan files larger than - This box allows you to set a maximum size
(in MB) for the individual files to be scanned during scheduled scanning.
Files larger than the size specified here, are not scanned (Default = 20
MB).

Click 'OK' for the settings to take effect.

2.84 Exclusions

The Exclusions tab in the Scanner Settings panel displays a list of applications/files for which you have selected Ignore in the
Scan Results window of Run a Scan option or added to the Exclusions from an Antivirus alert.
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Virus Scanner Settings

" Real Time Scanning ~ Manual Scanning ~ Scheduled Scanning | Exclusions |
[ Exclusions | ——
JLibrary/Application Support/Comodo /AntiVirus/* C=Add==ry
/Applications/Comodo
[ Remove )
& What do these settings do? e O

All items listed and all items added to the 'Exclusions' list is excluded from all future scans of all types.
Also, you can manually define trusted files or applications to be excluded from a scan .

To define a file/application as trusted and to be excluded from

scanning

1. Click 'Add".

You now have 2 methods available to choose the application that you want to trust - '‘Browse Files...' and '‘Browse

Running Processes'.
Browse Files...

Browse Running Processes g

- Browse Files... - This option is the easiest for most users and simply allows you to browse the files which you
want to exclude from a virus scan.

- Browse Running Processes - As the name suggests, this option allows you to choose the target application
from a list of processes that are currently running on your computer.

When you have chosen the application using one of the methods above, the application name appears along with its location.

2. Click 'OK' for the settings to take effect.

3  More Options-Introduction

The More Options interface contains several areas relating to overall
configuration as well as handy utilities and shortcuts to help enhance
and improve your experience with Comodo Antivirus.
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It can be accessed at all times by clicking on the 'More

@0

COMODO " Antivirus

Antivirus

v

More

@ Preferences j] Browse Support Forums
Thiz secton lets you configure genaral settings ke = Need Help? Find the answers te your quastions in
password protection, update options, language, COMODO forums. Our developers reguiarly post

All systems are active and theme alc. and wo would love to hear from you.
running.
ﬂ"] Manage My Configurations @, Help
' This secton alows wou o mportiex portidelte your Do you want to lbarn more about your Antivirus?

Antivirus configuration settings. You can use this section to view the help fila,

ﬂs Diagnostics J About

= Did your Antivirus report an arror? This tool may Vi copyright and version infermation of your

halp you dartify the problean. Antivires.

(‘;") Check for Updates
- Check for the ktest updates for your Antivirus to
make sura it 5 up-to-date.

Click the links below to see detailed explanations of each area in this section.

- Preferences: Allows the user to configure general Comodo Antivirus settings (password protection, update
options, language, theme and so on.)

- Manage My Configurations: Allows the user to manage, import and export their Comodo Antivirus configuration
profile.

- Diagnostics: Helps to identify any problems with your installation.

«  Check For Updates: Launches the Comodo Antivirus updater.

- Browse Support Forums: Links to Comodo User Forums.

«  Help: Launches the online help guide.

«  About: Displays version and copy-right information about the product.

3.1 Preferences

The Preferences menu in More section allows you to configure various options related to the operation of Comodo Antivirus.

.98 Preferences

[ GCeneral Language  Parental Control Logging  Update ]

W Automatically check for program updates

g Show balloon messages

& What do these settings do? OK
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To open Preferences dialog box

»  Click 'Preferences' in 'More' screen.

It has the following tabs to make your settings:

»  General
«  Parental Control

+ Language
» Logging
«  Update

3.1.1 General Settings

-8 Preferences

[ General Language  Parental Control Logging  Update ]

M Automatically check for program updates
™ Show balloon messages

¢ What do these settings do? { OK )

«  Automatically Check for the program updates - This option determines whether or not Comodo Antivirus should
automatically contact Comodo servers for updates. With this option selected, Comodo Antivirus automatically checks
for updates every 24 hours AND every time you start your computer. If updates are found, they are automatically
downloaded and installed. We recommend that users leave this setting enabled to maintain the highest levels of
protection. Users who choose to disable automatic updates can download them manually by clicking 'Check for
Updates' in the 'More..." section (Default = Enabled).

- Show the balloon messages - These are the notifications that appear in the bottom right hand corner of your screen
- just above the tray icons. Usually these messages like ‘Comodo Antivirus is learning’ and are generated when these
modules are learning the activity of previously unknown components of trusted applications. Clear this check box if
you do not want to see these messages (Default = Disabled).

3.1.2 Parental Control Settings

The 'Parental Control' tab allows you to configure password protection for Comodo Antivirus.

&9 8 Preferences

[ General Language = Parental Control = Logging Update ]

[T Enable password protection for the settings Change Password...

Suppress Antivirus alerts if password protection is enabled

& What do these settings do? ( oK }
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- Enable password protection for settings - Selecting this option activates password protection for all important
configuration sections and wizards within the interface. If you choose this option, you must first specify and confirm a
password by clicking the 'Change Password... ' button. You are asked for this password every time you try to access

important configuration areas Antivirus Tasks areas require this password before allowing you to view or modify their
settings).

Change Password

Enter the password sssssas

Re-type the password I.u....

(" Cancel WE Apply )

This setting is of particular value to parents, network administrators and administrators of shared computers to prevent
other users from modifying critical settings and exposing the machine to threats (Default = Disabled).

- Suppress Antivirus alerts when password protection is enabled - If selected, no Antivirus Alerts are displayed
when password protection is enabled. Parents and network admins may want to enable this setting if they do not
want users to be made aware when an Antivirus alert has been triggered. For example, a virus program may be
attempting to copy itself and infect user's computer without permission or knowledge of the user. Usually, the Antivirus
would generate an alert and ask the user how to proceed. If that user is a child or an inexperienced user then they
may unwittingly click 'allow’ just to 'get rid' of the alert and/or gain access to the website in question - thus exposing the

machine to attack. Selecting this option blocks the activity of the virus but does not generate an alert (Default =
Disabled).

3.1.3 Language

The Appearance tab allows you to choose the interface language and customize the look and feel of Comodo Antivirus
according to your preferences. Use the drop-down menu to switch between installed themes.

N N Preferences
[ General Language  Parental Control Logging Update |
Select Language | Default - English (United States) | :]
& What do these settings do? { oK ,

Language Settings

Comodo Antivirus is available in multiple languages. You can switch between installed languages by selecting from the
'Language’ drop-down menu (De fault = English (United States)).

In order for your language to take effect, you must restart the Comodo Antivirus application.

3.14 Log Settings

By default, Comodo Antivirus maintains a log of all the Antivirus, which can be accessible by clicking 'View Antivirus Events'
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from the Antivirus Tasks interface.

The 'Logging' tab of the 'Preferences’ interface allows you to configure how CAV should behave once this log file reaches a
certain size and also allows you to disable the logging of specific types of event.

@9 Preferences
[ General Language Parental Contrel | Logging @ Update ]
If the log file's size exceeds (MB) 20

(@ Delete it and create a new file
(O Move it to
I Disable Antivirus logging

<the specified folder>

@ What do these settings do?

&

If the log file's size exceeds (MB): Enables you to configure for deleting or moving the log file if it reaches a specified size in
MB. You can decide on whether to maintain log files of larger sizes or to discard them depending on your future reference needs
and the storage capacity of your hard drive.

«  Specify the maximum limit for the log file size (in MB) in the text box beside 'If the log file's size exceeds (MB)'
(Default = 20MB).

If you want to discard the log file if it reaches the maximum size, select 'Delete it and create a new file'. Once the log file
reaches the maximum size, it will be automatically deleted from your system and a new log file will be created with the log of
events occurring from that instant (Default = Enabled).

If you want to save the log file when it reaches the maximum size, select 'Move it to' and select a destination folder for the log
file (Default = Disabled).

Update |

[ General Language Parental Control Logging

If the log file's size exceeds (MB) 20

The selected folder path will appear beside 'Move it to'.
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I General Language  Parental Control | Legging @ Update |

If the log file's size exceeds (MB) 20

O Delete it and create a new file
8 Move it to {Users / Username f Destination Folder

"] Disable Antivirus logging

@ What do these settings do?

Once the log file reaches the maximum size, it will be automatically moved to the selected folder and a new log file will be
created with the log of events occurring from that instant.

Check Boxes:
The check boxes allow you to disable logging of events according to your preferences.

« Disable Antivirus logging - Instructs Comodo Antivirus to not to log Antivirus events (Default = Disabled).

3.1.5 Update Settings

The Update tab allows you enable/disable the CAV program updates and to select the host from which the updates are to be
downloaded. By default, the URL of the Comodo Server is entered as an available host.

@98 Preferences

[ General Language  Parental Control Logging ' Update ]
# Enable Host ( Add )

4 http://download.comodo.comf

{ Remove .

[ Move Up

L

[ Move Down

9 What do these settings do? { OK )

- If you want to download the updates always from the Comodo servers, you can leave the setting as it is (Default
= Enabled).

« If you are connected to a local network and the CAV program updates are available at an HTTP Server or at any
of the other computers in your network running Comodo Offline Updater, you can add the computers as hosts in
this area.

« Toadd a host click 'Add' and enter the url or IP address of the host in the next row that appears.
»  Repeat the process for adding multiple hosts.
«  Select the host by using the Move Up and Move Down buttons.

CAV will automatically check the host specified here and download the updates from the host even when
you are offline.

»  Click 'OK' for your settings to take effect.

Note: CAV program updates can also be checked manually. Click More Options > Check For Updates if you wish to update
manually. Click here to view the help page on manual updates.
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3.2 Manage My Configurations

Comodo Antivirus allows you to maintain, save and export multiple configurations of your security settings. This is especially
useful if you are a network administrator looking to roll out a standard security configuration across multiple computers. If you
are upgrading your system and there is a need to un-install and re-install Comodo Antivirus, you can export your configuration
settings to a safe place before un-installation. After re-installation, you can import the configuration settings to take effect in your
newly installed Comodo Antivirus.

This feature is also a great time saver for anyone with more than one computer because it allows you to quickly implement your
security settings on other computers that you own without having to manually re-configure them.

«  Comodo Preset Configurations
« Importing/Exporting and Managing Personal Configurations

3.2.1 Comodo Preset Configurations

Comodo Antivirus ships with preset configurations that strike a good balance between security and usability. The profile that is
currently in use is the 'Active’ profile.

Important Note: Any changes you make to settings over the course of time are recorded in (and will update) the "active'
profile. Exporting the active profile will, therefore, export your settings as they currently stand.

Before modification, the '‘Comodo Internet Security' profile has the following default settings:
«  Automatic Program Updates - ON
«  Automatic Virus Updates - ON
»  Logging - ON
»  Max. Log File Size - 20 MB
« Do not scan files larger than - 20 MB (all scanner types)
«  Real Time Scanning - Stateful

Over time, you may have made changes that have altered this profile. If you want to restore the settings above, then click
'Restore Defaults'.

If you wish to switch to Internet Security option, you can select the option using My Configurations interface.
«  Image Execution Control is disabled.
«  Computer Monitor/Disk/Keyboard/DNS Client access/Window Messages are NOT monitored.
«  Only commonly infected files/folders are protected against infection.
« Only commonly exploited COM interfaces are protected.

3.2.2 Importing/Exporting and Managing Personal Configurations

To access Configurations interface

1. Navigate to 'More > Manage My Configurations'.
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Configurations

| My Configurations | Active | =
| .
COMODO - Internet Security Active

{ Export... )
( Restore Defaults )

@ What do these settings do? [ Close

This interface has the follow preset choice:

« COMODO - Internet Security
The currently active configuration is indicated as 'Active' in this interface.

2. Click the area on which you would like more information:

- Export my configuration to a file
» Import a saved configuration from a file
« Select a different active configuration setting
« Delete a inactive configuration profile
Export my configuration to a file

To export your currently active configuration
1. Click the 'Export' button.
2. Type a file name for the profile (e.g., 'My CIS Profile') and save to the location of your choice.

A confirmation dialog appears for the successful export of the configuration.

The configuration has been exported
successfully.

Import a saved configuration from a file

Importingaconfiguration profile allows you to store any profile within Comodo Antivirus. Any profiles you import do not
become active until you select them for use.

To import a profile
1. Click the 'Import' button.

2. Browse to the location of the saved profile and click 'Open'.
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B ysername [#] Picture 3 Today, 3:37 PM
=) Macinto... [#] Picture 2 Today, 3:36 PM
s [¥] Picture 1 Today, 3:36 PM
] cgije1d £) OpenOffice.org 1/17/11 10:16 AM
Pt || B Wy CisProfilecigx  Today, 3:58PM |
. Today, 3:58 PM
B Username B My CIS Profile.cfgx ay, 3:5
3 = mail 3/8/11 12:52 PM
L!J User
> EI mac av bactch 2 Today, 3:34 PM
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" =[Desktop || 4 eicar Today, 12:17 PM
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"} Documems | > [ CIS Log Files Today, 3:42 PM ¢
(] Dropbox & =] CCE_notes.odt 4/20/11 6:04 PM 2
% Downloads 7| € = BEI
(" Cancel ) ( Open )
£

3. Inthe 'Import As' dialog that appears, assign a name for the profile you wish to import and click 'OK'".

Enter a name for this configuration:

[M\r CIS Profile - Imported from my other computer ]

( Cancel _:in—ﬂi'—'a

A confirmation dialog appears indicating the successful import of the profile.

The configuration has been imported
successfully.

o)

Once imported, the configuration profile is available for deployment by selecting it.
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(Comofo Antivirus . __ COMODO

Configurations

Configurati Acti .
A . e
COMODO - Internet Securit

Active

My CIS Profile - Imported from my other co... rEEm—

( Export... )

Restore Defaults

@ What do these settings do? Close

ﬁ

Select and Implement a different configuration profile
The Activate option allows you to quickly switch between configuration profiles.

To select a different configuration
1. Click on the profile you want to select and activate.
2. Click the 'Activate' button.

A confirmation dialog appears.

The configuration has been activated
successfully.

o)

The selected configuration is activated.
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. @ Configurations

My Configurations | Active
COMODO - Internet Security
My CIS Profile - Imported from my other co_..  Active

Activate

Remove
Import...

Export...

Restore Defaults

i

& What do these settings do? [ Close

Delete an inactive configuration profile

You can remove any unwanted configuration profiles using the 'Remove’ button. You cannot delete the profile that Comodo
Antivirus is currently using - only the inactive ones. For example if the COMODO - Internet Security is the active profile, you can
only delete the inactive profiles.

To remove an unwanted profile

1. Select the profile and click 'Remove' button. A confirmation dialog appears.

Are you sure to delete the selected
configuration permanently?

(No)f—!‘w—a

2. Click 'Yes'if you are sure to delete. The selected profile is removed from the list and a confirmation dialog appears.
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The selected configuration has been
deleted successfully.

o)

3.3 Diagnostics
Comodo Antivirus has it's own integrity checker. This checker scans your system to make sure that the application is installed
correctly. It checks your computer's:
- File System - To check that all of Comodo's system files are present and have been correctly installed.
«  Registry - To check that all of Comodo's registry keys are present and in the correctly installed.
«  Checks for the presence of software that is known to have compatibility issues with Comodo Antivirus.

Diagnostics

Please wait while COMODO Antivirus is verifying the integrity
of the installation.

-

Checking files...

The results of the scan are shown in the following pop-up window. If your installation does not have any errors the
following dialog is displayed.

COMODO Antivirus

The diagnostics utility did not find any problems with
your installation.

o)

If the diagnostics utility has found some errors in the installation, the following dialog is displayed.
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COMODO Antivirus

The diagnostics utility has found some problems
with your installation.
Would you like to fix them?

(No)f—#er—)

Click 'Yes'. The diagnostics utility automatically fixes the problems and prompts you to restart the computer.

COMODO Antivirus

The diagnostics utility has fixed all the problems.
You may need to restart your PC.

o)

Restart your computer for the changes to take effect.

3.4 Check for Updates

Updates on Comodo Antivirus can be downloaded and installed at any time by clicking the 'Check for Updates' link in 'More'
Options interface.
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COMODO Antivirus Updater

Please click 'Start' button to initiate the update process.

Start | | Cancel | | Help

To check for availability of updates
»  Click 'Start'.

COMODO Antivirus Updater

Checking updates...

Pause | ‘ Cancel ‘ | Help
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COMODO Antivirus Updater

Update are available. Please click "Mext button to start the update
process

|Jpdate Details

Pause | : Cancel : L Help

The 'Update Details' link will lead you to the web page that provides release notes for the latest version of the application.

To initiate the update process

«  Click the 'Start' button in the panel.

Note: If you want to download and install the updates later, click the 'Cancel' button.

After the installation process is completed, Click 'OK'. You are then asked to restart the system.

«  Click 'Yes' to reboot the system now or 'No' to reboot at a later time.

3.9 Browse Support Forums

The fastest way to get further assistance on Comodo Antivirus is by posting your questions on Comodo Forums, a message
board exclusively created for our users to discuss anything related to our products.

«  Click the Browse Support Forums link to be taken straight to the website at http://forums.comodo.com.
Registration is free and you'll benefit from the expert contributions of developers and fellow users alike.

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 84


http://forums.comodo.com/

(Comofo Antivirus COMODO

Creating Trust Online®

coOMODO % Antivirus

Antivirus

f  Preferences -_:j Browse Suppert Forums
This secion ks you sonfigur genersl sellings e passetod Nisind Hisdp? Find the aingwir 10 gour Guislioss in COMODO
protection, updste options, Inguage, hame oig, Frusres. Qe davelopecs reguliny posl ond wib woukd kv L hoar

5 are active and i yun

runfing.

e

ane " Weleome ta the Cln;modo Farum - Indesx
ﬂu Bhup.h'fom ms.comodo.com =12

sutyour Antivines? You can uss this

[
cCOMODO cemats ofyour Actvius.
Creating Trust Onlina™

e

Welcome, Guest Please login or registern WIETLZ Poats
Oid you mizs wour ackivation amail® SBT3 Topic:
May 0%, 2011, 03110056 PM 12ZFIT Menbee

rs
i & (Goam) Labist Merrbert cnanuesingzrabe
Login with usemame, passvord and session length

R = |
Mion, 02 May 2011 0B:00:00 EST
Comeda ta Exhibit at Interop 2011 Conference

Thai, 14 Apr 2011 08:00:00 EST
Comeda Tnkarnet ity the igious VBADD Virus

mare nes...

Search: I @I Advanced search | Tag Cloud | Please Jain our Foru

Welcome to the Comodo Forum

General Category
| EI Melil's Corner - CEO Talk/Discussions/Blog TP Lt poslar by 4 4L ety
Discuss Comodo and its products with the CEQ of Comodo 76 Topics Lr_'“':;:IG-'lealh‘-ﬁvF"---bv

EJ Comodo. TV - Our Internet Video Channel

¢ : % Lt 13, 201
Information and discussion about Comode. TV @ Penks iy m’i“,‘!m““
Child Foards: TiTomads. TV - Mews and Anneuncements, KComede, TV - Arogram Lieup, [ W Topis ke Pad app by Uiy,
Auditace Feedbank snd LGSR
[ Which Product do you want Comodo to develop next? ntponsin  Llpeslon Teday

in Rt Wihich Procg

Please tell us your views on what we could develop next E34 Topar HifitD

Online Knowledge Base
We also have an online knowledge base and support ticketing system at http://support.comodo.com. Registration is free.

3.6 Help

Clicking the Help link in the More section opens the online help guide hosted at http://help.comodo.com/. Each area has its
own dedicated page containing detailed descriptions of the application's functionality.
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Summary

You can also print or download the help guide in .pdf format from the webpage.

3.7 About

Click the 'About' option in the 'More' Screen to view the 'About' information dialog.

COMODO

Antivirus

Product Version: 1.1.209487.104

Wirus Signature Database Version: 7484

Patents Pending

Copyright (c) 2004-2011 COMODO. All rights reserved.

The 'About' dialog displays the copyright information and the information on the version number of Comodo Antivirus on your
computer.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc. Comodo CA Limited
1255 Broad Street 3rd floor, Office Village Exchange Quay

Clifton, NJ 07013
United States Trafford Road, Salford, Manchester M5 3EQ

Tel : +1.888.266.6361 United Kingdom
Tel - +44 (0) 161 874 7070

Fax: +44 (0) 161 877 1767

Email: Sales@comodo.com

Comodo Antivirus 2011 User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 87



	 1  Introduction to Comodo Antivirus
	 1.1  System Requirements
	 1.2  Installation
	 1.3  Starting Comodo Antivirus
	 1.4  Comodo Antivirus - The Summary Screen
	 1.5  Comodo Antivirus - Navigation 
	 1.6  Understanding Alerts
	 1.7  Comodo Antivirus - How To... Tutorials
	 1.7.1  How to Scan your Computer for Viruses
	 1.7.2  How to Configure Database Updates
	 1.7.3  How to Quickly Set up Security Levels
	 1.7.4  How to Password Protect Your CAV Settings
	 1.7.5  How to Run an Instant Antivirus Scan on Selected Items
	 1.7.6  How to Create a Scheduled Scan
	 1.7.7  How to Restore Incorrectly Quarantined Item(s)
	 1.7.8  How to Submit Quarantined Items to Comodo for Analysis
	 1.7.9  How to Switch off Automatic Software and Antivirus Updates
	 1.7.10  How to Temporarily Suppress Alerts while Playing a Game
	 1.7.11  How to View Antivirus Reports


	 2  Antivirus Tasks - Introduction
	 2.1  Run a Scan
	 2.2  Update Virus Database
	 2.3  Quarantined Items
	 2.4  View Antivirus Events
	 2.5  Submit Files to Comodo for Analysis
	 2.6  Scheduled Scans
	 2.7  Scan Profiles
	 2.8  Scanner Settings
	 2.8.1  Real Time Scanning 
	 2.8.2  Manual Scanning
	 2.8.3  Scheduled Scanning 
	 2.8.4  Exclusions


	 3  More Options-Introduction
	 3.1  Preferences
	 3.1.1  General Settings
	 3.1.2  Parental Control Settings
	 3.1.3  Language
	 3.1.4  Log Settings
	 3.1.5  Update Settings

	 3.2  Manage My Configurations
	 3.2.1  Comodo Preset Configurations
	 3.2.2  Importing/Exporting and Managing Personal Configurations

	 3.3  Diagnostics
	 3.4  Check for Updates
	 3.5  Browse Support Forums
	 3.6  Help 
	 3.7  About

	About Comodo

