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Creating Trust Online®

Overview and Tutorial

Comodo Certificate Auto-installer is an easy-to-use utility which simplifies the often complex process of obtaining and installing an
SSL certificate on 1IS web-servers. The utility allows you to:

»  Create a certificate signing request and automatically submit it to Comodo
*  Use one of three methods to complete Domain Control Validation

»  Automatically install the certificate on your website

*  Bind the certificate to an IIS domain (if this has not been done already)

+  Purchase new certificates using in-app ordering

*  Renew or replace certificates that are close to expiry

COMODQO certificate Installer

Order # w [Order date Expires Domain hame Certificate stabuz - Awailable Actions

Autoinstall certificate

Complete request
Save certificate

Renew Cerificate

Detected sites

Binding Infarmation Certificate Available Actions

payments_test.com E=admin@email.com, CN=payments.tes.. Generate C5R

example.com E=admin@email.com, CH=example.com... = Generate C5R

wwww website com Mone Generate CSR

Prerequisites:
*  You are running either Microsoft IIS 7.x or 8.x (Server 2008 - 2012R2). IIS 6.x (Server 2003) and below is not supported
*  Your host has .NET framework version 3.5.1 or above

*  You must run this utility on the web-server on which you wish to install the certificate

This document contains the following sections:

* Download, install and run the utility

»  The main interface / actions and statuses

*  Tutorial
»  Step 1- Generate and submit a CSR
»  Step 2 - Complete Domain Control Validation (DCV)
» Step 3 - Install and bind a certificate

* Renewing a certificate

*  Buying a certificate

»  Completing your order

* Generate a CSR
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Download, install and run the utility
The certificate auto-installer can be downloaded from:

http://download.comodo.com/ss|_autoinstaller/ComodoSSLCertificatelnstallerSetup.exe

Please save and run this file on the web-server on which you want to install your certificates:

E Setup - Comodo 551 Certificate Installer l = é]

Welcome to the Comodo SSL
Certificate Installer Setup Wizard

This will install Comodo 551 Certificate Installer 1.0 on your
computer.,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mext = ][ Cancel

Click 'Next'.

E Setup - Comedo S5L Certificate Installer o0 o | )

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

COMODO CERTIFICATE SUBSCRIBER. AGREEMENT - |

IMPORTANT - PLEASE READ THIS CERTIFICATE SUBSCRIBER. AGREEMENT .
CAREFULLY BEFORE APPLYING FOR., ACCEFTING, OR. USING A COMODO H
CERTIFICATE. BY USING, APPLYING FOR, OR ACCEFTING A COMODO
CERTIFICATE OR BY CLICKING ON “T AGREE", YOU ACKNOWLEDGE THAT YOU
HAVE READ THIS AGREEMENT, THAT YOL UNDERSTAND IT, AND THAT YOU N
AGREE TO ITS TERMS. IF ¥OU DO NOT ACCEFT THIS AGREEMENT, DO NOT
APPLY FOR, ACCEPT, OR USE A COMODO CERTIFICATE AND DO NOT CLICK "I
AGREE".

@) I accept the agreement

() I do not accept the agreement

< Back ” Next = l[ Cancel

After agreeing to the user license, you will be asked to choose where to install the utility and to confirm start menu options before
continuing to the setup review screen:
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Setup - Comodo S5L Certificate Installer ==
Ready to Install
Setup is now ready to begin installing Comeode S50 Certificate Installer on your
computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:\Program Files (x8a)\Comodo 55L Certificate Installer

Start Menu folder:
Comodo 551 Certificate Installer

Additional tasks:
Additional icons:
Create a desktop icon
Create a Quick Launch icon

[ < Back ][ Install ][ Cancel ]

L o

Click ‘Install' to continue to begin installation. The utility requires .NET Framework versions 3.5.1 or above. To enable this on IS,
select Start > All Programs > Administrative Tools> Server Manager > Features > Add Features and select your .NET framework.

Once installation is complete, start Comodo Auto-Installer from the start menu, the quick-launch icon or by double clicking the
desktop shortcut. This will open the launch menu:

COMODO certificate Installer - Free Utility X

Comodo Auto-nstaller makes it easy to obtain and install an 551 certificate on [15 web-servers

Comodo Customers
o Once logged in you can view your existing orders and
Login access the autorinstallzr's full Functionality.

Mon-Comodo Customers

Step-by-ztep wizard that helps you create a standard
certificate signing request for an 551 certificate

Generate CSA

R Allows vou to purchase a new Comodao S50
Buy Certificate Certificate. v'ou zan then uze the utiliby bo
automatically install the certificate.

Wil detect all existing certificates on pour server

Renew: with Comoda and allow you to renew them with Comodo.

—

+  Comodo Customers — Log in with your Comodo account user-name and password and a certificate order number to
view the status of your orders, generate a CSR and install / buy / renew certificates:

COMOD QO certificate Installer - Login

Username

Pazsword

Orler #

Login
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*  Non-customers - Please choose one of the following options:

o Generate CSR - Starts a wizard that will help you create an industry standard certificate signing request. You can
then use the CSR to apply for a certificate at any time. See Generate a CSR for more details.

o Buy Certificate — Starts a wizard that allows you to select and purchase a Comodo certificate. Once your order
has been created it will appear in the 'Orders' section of the utility. See Buying a Certificate for more details.

> Renew with Comodo — The utility will scan your web-server and display a list of all installed certificates (including
self-signed). Non-Comodo certificates are highlighted in red. Click 'Renew' to apply for a Comodo certificate for
the same domain. See Renewing a Certificate for more details

The Main Interface / Actions and Statuses

After logging in, the main interface will display a list of all certificates associated with your account, and a list of all sites that the
utility detected on your IIS server:

All your Comodo ‘Status’ tells you The actions you can
certificate orders where your certificate
- s - take depend on the
appear in the upper Is In the ordering and certificate status
pane installation processes

COMODO certificate Installer
Fie gl Certhicate [ Request  [B] stes [ Fiter
Drdess .

Order % w  Oider date Expres Damain name Cestificate stahes  Aoeailable Actions:

Autoinstall cetficate

Complets request
Save cerilicate
Fenizw Cartificats

Detecied sibes

Binding | nformsticn Cerificate Bvalable Actions

payments test.com E=admin@email com, CN=payments.les Generste C5R

example.com E=admin@email com, CH=example.com.. Generate CSA
v websita.com Hone Generate CSH

Lists existing certificates -
E?;L?:ﬁ:ﬁ;:g? which are irg'llstalled and Allows you tn_vu_aw and
sites discoverad bound to discovered sites. renew gxlstmg
on your IS server 'Red’ certificates are non- certificates
Comodo

The tutorial will take you from the 'most incomplete' status of 'Awaiting Request' through to a final status of 'Bound'. Before that,
however, it is worth first explaining the 'Certificate Statuses' and 'Available Actions' you will see in the interface:
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Certificate Status Available Actions

Waiting for CSR

A certificate order has been created but a corresponding CSR
has not been imported to the auto-installer nor submitted to
Comodo CA. You must submit a CSR for your domain to start
the certificate application and issuance processes.

COMODO
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Generate Request

Processing

CSR has been submitted and received. Comodo CA is now
processing the order and validating the application. Note — you
must next complete Domain Control Validation (DCV) before
your certificate can be issued.

Domain Control Validation
Replace CSR

Issued

Certificate has been issued by Comodo CA and is awaiting
further actions. Certificate status will change to 'Issued" if your
CSR has been accepted AND the DCV check is successful.

Auto-install certificate
Complete request
Save Certificate
Renew Certificate

Installed

Certificate has been issued by Comodo CA and installed on
the web-server but has not been bound in [IS.

Auto-install certificate
Bind to site

Save Certificate
Renew Certificate

Bound

Certificate has been installed and assigned to the domain in
I1S.

'Bound' certificates should also appear in the 'Detected Sites'
area.

Auto-install certificate
Save Certificate
Renew Certificate

Awaiting Payment

Your order has been placed with Comodo, but payment has
not yet been received. Please complete payment for order
processing to continue.

Complete Payment

Available Actions

Generate Request

+  Starts a wizard that will help you create and submit a CSR using IIS for the domain listed in the ‘Domain Name’ column

Replace CSR

+  This option is available only while the certificate has a status of 'Processing' (after 'CSR" has been submitted but before
the certificate has been issued). Use this option to replace your CSR if, for example, there were errors with the original

CSR.

Domain Control Validation

o Starts the Domain Control Validation (DCV) wizard. It is mandatory to complete DCV before Comodo can issue your
certificate. You can choose any of the following methods to complete the process:

o Email - You must respond to a challenge-response email sent to an email address at your domain

o HTTP/S CSR Hash - Comodo systems check for the presence of a .txt file uploaded to your domain
o CNAME CSR Hash - You add a DNS CNAME record containing the SHA-1 and MD5 hashes of your CSR

o None of the above — Select this only if you have arranged an alternative method of completing DCV with Comodo
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Auto-install Certificate

1) Installs the certificate to the domain listed in the ‘Domain Name’ column
2) Creates a site in IIS for the domain listed in the ‘Domain Name’ column (if one doesn't already exist)
3) Binds the certificate to the domain in IIS

Note - If the certificate has status of 'Installed' then 'Auto-install' will only perform 2) and/or 3) as required

Complete Request
« Installs the certificate to the domain listed in the 'Domain Name' column

«  Does not not bind it to the domain in [IS nor create the site in IIS if it doesn't exist

Bind to Site
«  Creates asite in IIS for the domain listed in the ‘Domain Name’ column (if one doesn't already exist)

+  Binds the certificate to the domain in [IS
Renew Certificate

+  Opens the auto-installer's 'Renew Certificate’ wizard.
Complete Payment

+  Opens the Comodo order forms where you can enter payment details. Payment must be received before further
processing can take place on your order.

Save Certificate
+  Allows you to save a zip file containing your certificate to a location of your choice

This diagram illustrates the relationship between the statuses and actions:
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Waiting 4| Generate Request i <

for CSR

i Replace CSR
Processing —[ A
Domain Control Validation

v

Autoinstall certificate E

v
Issued

Save certificate

Complete Request

r Auto-install certificate [~

Installed Save certificate

Bind to site

v

F X
i Save certificate
Bound 4[

Autoinstall certificate

Renew Certificate [

Awaiting Payment | Complete Payment

v

For clarification, the 'Auto-install certificate’ option is always available after issuance so you can, for example, re-use the utility to
install the same certificate on a different host. The 'Renew Certificate' option will appear when certificates with a status of
'Issued', 'Installed' and '‘Bound' are approaching expiry.

The top menu contains some additional functionality:

COMODO certificate Installer

E File ﬁ Certificate E Request @ Sites E Filter

File: Allows you to close the application or refresh the list of 'Detected Sites' shown in the lower pane.
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Certificate:

+  List of of Installed Certificates — Comodo Certificate Installer scans your server and presents every installed certificate.
This list differs from the certificates shown in the 'Detected Sites' area, which only shows certificates that have been
both installed and bound.

«  'Auto-install', 'Complete Request', 'Bind to site', 'Save to File', and ‘Renew Certificate’ - once a certificate is selected in
the main pane, these items fulfill the same functionality as described in the 'Available Actions' section.

+  'Buy Certificate’ will allow you to start the purchase process for a new Comodo certificate. This is covered in Buying a
Certificate

Request: Contains two items related to to CSR generation:

»  'Create for current order' — Allows you to generate a CSR for a selected order then submit it to Comodo or save it. This
is similar to the 'Generate Request' action but gives you the flexibility to create a CSR for an order at any time in its life-
cycle.

»  'Create new' - Allows you to generate and save a CSR for a certificate, independent of a Comodo order. This is useful
if you just want to generate a CSR to use in other applications.

Sites: Displays a list of web-sites discovered on the IIS server. You can use the 'Generate CSR' feature to:

+  Obtain a new certificate for a domain that does not have one
*  Replace an existing certificate with a Comodo certificate

Filter: Allows you to filter which certificates are displayed by status. Current filters are 'Awaiting Payment', 'lssued’ and
'Processing'

Help: Displays software version information and allows you to view the online user guide.

Tutorial

Step 1 - Generate and submit a Certificate Signing Request (CSR)

Step 1 deals with orders that have the status 'Waiting for CSR'. If your order has a status of 'Processing’, then skip to step 2. If
your order has a status of 'lssued', then skip to step 3. If your order has a status of 'Awaiting Payment' then please select
'‘Complete Payment' to continue (click here if you'd like some more information on this) .

+  Locate an order with a 'Certificate Status' of 'Waiting for CSR', select 'Generate request' and click 'Apply'

COMODOQOD certificate Installer

EF“E ﬁlﬁier‘tificate @F!.Eequest @Sites @Filter

Orders

Order # w [Order date Expires [romain name Certificate status  Available Actions Apply

Generate request j Apply

*  The 'Generate CSR' form will open:
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COMODO cCertificate Installer - Generate CSR

¥ Generate i Paste

Cormrnar rame; |cnmpanweb5ite_cnm

™ mukidomain

Dromainz list;

Organization; I.-"-"-.I Development Organizational urit; |

City/locality: I Dallas Stateprovince: In.-’a

Country/region: | United States (US)
E-mail I

¥ Make private key exportable

* Ifyou already have a CSR you wish to use, simply select the 'Paste' radio button and paste it into the text area in the
lower half of the dialog. Click 'Send' to submit the CSR to Comodo CA.

» If you do not already have a CSR, you need to complete all fields. Most are self-explanatory, but for those with little
experience of certificates:

Common Name = Fully Qualified Domain Name (for example, www.domain.com). This should be auto-populated.

Multi-domain = Check this box if you purchased a multi-domain certificate. You should enter all domains covered by
the certificate in the 'Domains List' box

Domain list = Enter all domains covered by the certificate. Each domain should be on a separate line.
Organization = Your company Name (for example, 'My Company LLC')

Organization Unit = Department (this can be the same as 'Organization' if your company doesn't require this field)
E-mail = Your contact email address

»  'Make Private Key Exportable’. I the private key is exportable then it will possible to export your certificate to another
web-server. This is useful, for example, if you want to secure a load-balancing web-server or because you have
switched to another hosting provider. We recommend you leave this box enabled unless you have specific reasons for
making the private key non-exportable.
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COMODOD certificate Installer - Generate CSR

% Generate " Paste

Commaon name: Imaillestqaautoinstaller.net

[ rmultidamain

Drarmains list:

Organization: |F|DWEI&|:C' Organizational unit: IFIDwer&Eo

Citylocality: |Euiaba State/province: IMato Grozzo

Country/region: IB;azil [BR) ﬂ

E -mail: Ilruii-q. Tabebli gy T el 1ol jab

V¥ take private key exportable

BEGIM ME%W CERTIFICATE REQUEST
MIEJD CCAvmCAD AragbE vCaA B gMWBAT T Ak S S Dwkw Kol lbvcM AL EEFHE5dW p
ewEur mFzalthdG 92y LB b1 vie G Bub2BudwE sFDASE ghYBAgh CO1hdG BgR 3 we3My
ML EBWDLVDVALHDAZD dwibymE I DAIR gMWBARM MG 21 hatw wZ<M 0w Fhd<R wawbzdGF 2
bGEY YL mBlHDE SMBAGATUE Cgw Rrmxed @l kM wbd RlwE A% DY AOLDAIGbG I3 b 28w
ggEiMANGLCSgESIb3DGEEADUASABDwAwWIgE KACIBALCEST qvhobdw/t032e1 dvFHA
LW O Pk L0 qT gawCatyFr 8fE P b Saghsz uBe1 3w +ZiB e+ Co95me) halgrih
W1 bgkZunE MAThE v D M vl b+ T U vl 320k DY qT cPEZ:HigBriGLIE.T dit-
P30t F 2l op+bdgrRAbagoip2ubd PG PSR uk M 75802 +P+EpP A ad 3gxH bsu
spllkJST 1w cfE ABZD T fpB8URT S wHEE0 mwE ' iitgu3 vk uS avw 3 mGY +krply 4D

Send Copy to clipboard

Click 'Generate' to automatically create a CSR from the details you entered. Click the 'Send' button to submit the CSR to
Comodo. A confirmation window regarding your successful request will appear:

COMODO certificate Installer

Fequest successfully uploaded

The certificate status will change to ‘Processing’ and ‘Available Actions’ for this certificate will now contain two options — ‘Replace
CSR’and ‘Domain Control Validation’.

Comodo will check the CSR details and conduct any required validation checks on your company. Organization Validated
certificates (like Instant SSL) and Extended Validation certificates require manual validation, so it might be a day or two before
the certificate is issued. Comodo staff will contact you should they need any more information. While this is in progress, you
should complete Domain Control Validation (DCV).
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A

Step 2 — Complete Domain Control Validation (DCV)

Before Comodo can issue your certificate, you must demonstrate ownership of the domain by completing DCV. Comodo offers
various methods for you to achieve this. To begin, first select 'Domain Control Validation' from the 'Available Actions' drop-down
and click 'Apply":

COMODOQO certificate Installer

EFile mtertiﬁcate EF!.equest @Elre: EFiIter‘

Order # w Order date Expirez Darnain narme Certificate statuz  Available Actions Apply

Damain Control ¥ ahidation j Apply

This will open the DCV configuration interface:

— Method of Domain Control Walidation
& Email Addresses Registered Email Addresses [from WHOIS] Il

o .
Alternative methods of DCY Level 3 Email Addresses

" None of the sbove admin@companywebsite.com |-

administrator@companywebsite.com
hostmaster@companywebsite.com
postmaster@companywebsite.com
webmaster@companywebsite.com

aleNeRa R

Level 4 Email Addreszes

S ubrit

In the 'Method' box on the left, choose *one* of the following options:

»  Validation by email address — You confirm domain ownership by responding to a mail sent to an email address
registered for this domain. You are presented with a choice of email addresses drawn from the WHOIS database that
are registered to the domain, along with some 'typically used' addresses (such as webmaster@domain.com). After
choosing one, you must click the validation link in the mail to confirm your control of the domain. Alternatively, the email
also contains a unique code which you can copy and paste into the auto-installer interface.

OR

»  Validation by alternative methods of DCV - There are currently 3 alternative methods you can pick from. The first
two involve uploading a .txt file containing hashes of your CSR to your web server. The third involves adding the hash
of your CSR as a DNS CNAME for you domain. In all cases, Comodo will run an automated test to ensure that you
have completed the task.

OR

*  None of the above - Choose this if you have already arranged an alternative way of completing DCV with Comodo. If
you choose this option, please remember to click 'Submit' to register this choice with Comodo issuance systems and to
cancel any DCV method you may have selected previously.
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Validation by email address

After selecting 'Email Addresses' as the DCV method, the interface will present a list of WHOIS registered and commonly used
addresses.

COMODQO certificate Installer - Domain Control Validation

Domain | Statug
companywebsite.com Ma Domain Contral Yalidation methad selected

r— Method of Domain Control ¥ alidation
& Email Addresses R

|»

d Email Add (from WHOIS)

i Altemati thods of DCW
Fnatve methods o Level 3 Email Addresses

" None of the above admin@companywebsite.com -

administrator@companywebsite.com
hostmaster@companywebsite.com
postmaster@companywebsite.com
webmaster@companywebsite.com

e ReRaNO]

Level 4 Email Addresses -

~ Please enter a validation code that was received via email:

Please select an address at which you can receive mail and click 'Submit'. Comodo will send a mail to this address which
contains a validation link and a unique validation code. You can confirm domain control by clicking the link and following the
instructions on the web page that this link opens. Alternatively, you can copy the validation code and paste it into the field at the
bottom of the interface (see screenshot below):

COMODOQO cenificate Installer - Domain Control Validation

Diomain | Statuz
companywebsite.com Verification email sent to admin@companywebsite.com

— Method of Domain Control % slidation
& Emall Addresses Registered Email Addrezses [from wWHOIS]

o .
Alernative methods of DOV Level 3 Email Addresses

7 None of the sbave admin@companywebsite.com
administrator@companywebsite.com
hostmaster@companywebsite.com
postmaster@companywebsite.com
webmaster@companywebsite.com

Level 4 Email Addreszes -

~ Flease enter a walidation code that was received via emnail;
IsgBEdswEGeM m

Click 'Send' to submit the code for verification:
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COMODO certificate Installer

Werfication Code has been uploaded succesziully

Validation by alternative methods of DCV

HTTP(S) CSR Hash
Both the HTTP and HTTPS CSR options involve Comodo's automated systems checking for the presence of a simple text file in
the root directory of your domain. The file will contain the MD5 and SHA1 hashes of your CSR and should be publicly accessible
at the following location:
http:/lyourdomain.com/<Value of MD5 hash of CSR>.txt
To complete DCV using this method:
1. Select the HTTP or HTTPS CSR Hash radio button
2. Click 'Submit' to register this choice with Comodo
3. Click 'Create File'. This button will:
i.  Generate the required DCV file
ii.  Ask you to provide the location of your root directory
iii. ~ Place the file in your root directory
iv.  Automatically run the DCV check

'Check file" will just run the DCV check (‘iv' in the list above). This is useful if, for example, you want to create and upload the file
manually. If you want to handle this process manually then there are more instructions at:
https://support.comodo.com/index.php?/Default/Knowledgebase/Article/View/791/16/

However, in short, you need to create a .txt according to the following specifications:

File name <Upper case value of MD5 hash of CSR>.txt

Content <Value of SHA1 hash of CSR>
comodoca.com

You can copy the MD5 and SHA1 hashes from the interface above. You then need to save it to your root directory then click
'Check File'

Once DCV is passed, the certificate status will change to 'Issued' if you have already successfully submitted a CSR.

Note 1: DCV will fail if any redirection is in place.

Note 2: yourdomain.com in the example above means the Fully Qualified Domain Name (FQDN) contained in the certificate. If
you are ordering a MDC or UCC, each FQDN in the certificate MUST have the txt file in placed in its root folder.

Examples:

yourdomain.com/<Value of MD5 hash of CSR>.ixt
subdomain1.yourdomain.com/<Value of MD5 hash of CSR>.ixt
yourdomain2.com/<Value of MD5 hash of CSR>.ixt
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CNAME CSR Hash

The MD5 and SHA1 hash values of the CSR you submitted to Comodo are provided to you in the interface. To complete DCV
using this method, you must add a DNS CNAME to your domain which use these hashes.

The CNAME record should be added as follows:

<Value of MD5 hash of CSR>.yourdomain.com. CNAME <value of SHA1 hash of CSR>.comodoca.com.
Example - 123456789ABCDEF.yourdomain.com. CNAME ABCDEF123456789.comodoca.com.
Make sure to include the trailing periods as the check will fail without them.

The procedure for adding a CNAME record varies depending on your registrar or web host. If you are not experienced in
modifying DNS records, then please request the assistance of your domain registrar or web host before making this change.

Once the CNAME change has been implemented, click 'Submit' to run the DCV check. The certificate status will change to
'Issued' if the DCV check is successful AND you have successfully submitted a CSR.

Step 3 - Install and bind a certificate

If your certificate has a status of 'Issued’, there are two installation options available to you - 'Auto-install Certificate’ and
'Complete Request'.

»  'Auto-Install' will install and bind your certificate in IIS and lead to a certificate status of 'Bound'

»  'Complete Request' will install the certificate but will not bind it. Leads to a certificate status of 'Installed'.

»  If you choose the 'Complete Request' action, you will be presented with the option to 'Bind to Site' afterwards.

*  The 'Auto-Install' action is present at all times for 'Issued' certificates so you can re-install on different hosts as per your
requirements.

*  Foramore complete explanation of these options, see The Main Interface / Actions and Statuses

To automatically install and bind a certificate:

* Inthe main interface, select 'Autoinstall certificate’ from 'Available Actions' and click 'Apply'. Choose the site you wish
to install to from the 'Site' list box and click 'continue'. Doing so will instruct the auto-installer to install and bind the
certificate to the website and host specified by you.

COMODOD certificate Installer - Autornatic Installation i

etz o Com S
testizonlinux:.com.ua
164w eHZxCy.COm.ua
testdocumentation .com.ua

Host name |1 BdguwvertIxog.com.ua

Port 443 IP address Al unassigned

Continue
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COMODO certificate Installer

Certificate bound sucessfully.

» If the website doesn't exist on the server, you be offered the opportunity to create one:

CU‘MO D D Certificate Installer - Attention

Mo host detected for site
164qwertzxcg.com.ua.
Please select it from the hist or create it

»  Click 'Select' to go back and choose a different site. Click 'Create’ to open the 'Add Website' interface:

COMODO certificate Installer - Add Website

Site narme: Application pool:

I'I Bdqwertzrcg. com.ua

Phuszical Path:

IP Address: Port:

I.l'l.ll unassighned j |443

[T Create hitp binding
IP Address: Port:

I.-’-‘-.II unazzignad j IBEI

Host name:

I‘l Bdqwertzrcg. com.ua

Example: v contozo.com or marketing. contoso.com
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*  Type your website domain in the 'Site Name' text box.

*  Application Pool (advanced users). If you have a particular application pool in IIS to which this site should belong, then
click 'Select' and choose it from the list. Otherwise, leave this at the default 'DefaultAppPool'.

»  Content Directory. Type the path or browse to the directory on your web-server that contains your website content.

*  HTTPS (binding). By default, the IP address value for the web site is 'All Unassigned' (in DNS). This means the server
will respond to requests for any IP address on the port and host name that you specify for this site except IP addresses
that have been assigned to another site. IP Address and port must be different for different web sites hosted on the
same web server. This setting can be left at 'All unassigned' / 443 unless you know you have specific binding
requirements.

e HTTP (binding). Allows you to create a HTTP binding for the site. Please also complete the 'Host name' field if you
enable this option.

Click 'OK' to save your settings then click 'Continue' on the 'Automatic Installation' screen. You will see a confirmation
message if your certificate was installed correctly.

COMODOQO certificate Installer

Cetificate bound sucessfully,

Renewing a certificate

There are three ways you can renew a certificate:

1)  To renew one of your Comodo certificate orders, use the 'Renew Certificate’ option in the 'Available Actions' drop-
down.

COMODO certificate Installer
Elrie [g]certificate  [E]Request  [E] sites [ Filter

Orders

Order # w [Order date Expires Domain name Certificate statuz  Awailable Actions Apply

|Renew Certificate j Apply

The option above will appear when a Comodo certificate with a status of 'issued', 'installed' or 'bound' approaches its
expiry date.

2) To renew discovered certificates that are bound to 'Detected Sites', select the 'Renew with Comodo' option:

Site Binding Information Certificate Awailable dctions Apply
- Apply
payments.test.com 4431 E=admin@email.com. CN=payments.tes..  Generate C5H = | Apply

You can also use the option above to buy a new certificate for a domain that does not have one.
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3) Alternatively, you can renew a certificate by using the 'List of installed certificates' feature to find ALL installed
certificates on your IIS server (the 'Detected Sites' area only shows certificates that are installed AND bound to a
domain in lIS)

Certificate Installer - List of installed certificates

cCOMODO

Y alid

Detected Certificates Yaid To Subject Wigw Renew

From
UTM-JSERFirst-Hardware B/7/2005 B/30/2020  CM=UTM-USERFirst-Hardware, OU=http: /v Yiew Renew |
kk 201504220340, com 42202M5  AABS2ME  E=kk_2015-04-22--03-4003k kutsakov, comodo. oo Wiew Renew |

- Existing Comodo customers can access this list by logging in then choosing 'List of installed certificates' from the
'Certificates’ menu.

- Non-customers can access the same interface from the start-up dialog:

R Allows wou to purchase a new Comodo S50
Buy Certificate Certificate. You can then use the utility to
automatizally install the certificate.

e il detect all existing certificates on your server
Renew with Comodo and allow yau ta renew them with Comaoda,

—

After choosing a certificate to renew using any of these methods, you will move onto the next step, Completing Your Order.

Buying a certificate

There are three possible ways you can buy a certificate:

1)  Existing customers should log into the utility and select 'Buy Certificate’ from the 'Certificates’ menu:

COMODQO certificate Installer

[E)File

Orders List of Installed Certificates

Order # Autainstall ormain nanme
B05259 C_DmPIEt% request solzxcwertzsdxcy
604830 Bind to 5_'te Qe zZxCh.Com.UE
604200 save tofile qwenzsdxcg.com

pﬂﬁﬂ\.l’h’

601600 Buy Certificate ‘%IHEEIEI.saspwin.c
£01009 2015-03-04 multidamain
601007 2015-03-04 multidomain
ROTTINA 2M1R-N73-N4 M R-Nk-24 rmnlticlarmain
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2) Non-Comodo customers can select ‘Buy Certificate’ from the start-up dialog:

COMODQO certificate Installer - Free Utility

Comodo Auto-lnztaller makes it easy to obtain and inztall an S50 certificate on 1S web-zervers

Comodo Customers
i Once logged in pou can wiew pour existing arders and
Login access the auto-installers full functionalit,

Morn-Comodo Customers

Step-by-ztep wizard that helpz you create a standard
certificate signing request for an 551 certificate

Allows you o purchase a new Comoda 551
Certificate. 'au can then use the utility o
autamatically install the certificate.

Will detect all exizting certificates on vour server
and allow you to renew them with Comodo.

3) Logged-in customers can also buy a certificate for a 'Detected Site' that does not have one by selecting the 'Renew
with Comodo' option:

Site Binding Information Certificate Auvailable Actions Apply
- Apply
payments_test.com *4431: E=admin@email.com, CM=paymenis.tes... | Generate CSR - | Apply

After choosing a certificate to purchase using any of these methods, you will move onto the next step, Completing Your Order.

Completing your order

After you have chosen a certificate to purchase or renew, the next step is to complete the 'Create New Order' form:

COMODO Ccertificate Installer - Create new order

Choose a certificate type Domain details

& ShowAl € DamainValidation ¢ Estended Validation Common name ™ |
wihat's thig?

Domains list:

Praduct * ICUMDDD S5L Cetificate
Explain My Chaoices

DGV Method * |Manual
What's this?
Currency: I Uso o« l Hashing Algorithm I MO PREFEREMCE
“What's this?
¥ Generate CSR
L ¥ Make private key exportable
[T Create fie for DCY check “what's this?

Tem |1 yis) $ 110004

Summary
COMODO 5SL Certificate for $ 110.00




*  Choose certificate type

COMODO
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Product: Choose between Extended Validation or Domain Validated certificate categories then choose a certificate

type from the drop-down box.

Place your mouse over the 'What's This?' and 'Explain My Choices' links if you need help deciding.

»  Price and currency: Displays the price of your current selection and allows you to change payment currency.

e Common Name = Fully Qualified Domain Name (for example, www.domain.com). This should be auto-populated if

you are renewing a certificate.

*  DCV Method: Select a method for completing Domain Control Validation. Place your mouse over 'What's This?' to see

an explanation of each option. DCV options are also explained here.

o Create file for DCV check: Automatically generates the .txt file required for Domain Control Validation and places
it in the root directory of your web-server. This option becomes available if the utility detects all domains in your
CSR are set up on your IIS web-server, and it can determine the root directory path of each. Click here if you

need more information about DCV checks.

Note: 'HTTP CSR HASH' + 'Create File for DCV Check' are the recommended options. The form will default to
these options if we detect it is possible to complete validation this way on your server. To 'unlock’ the drop-down
and reveal the other DCV options, please un-check the 'Create File for DCV Check' box.

»  Hashing Algorithm: Select your preferred algorithm from the drop box. Comodo strongly recommend SHA-2 unless
you know you have legacy systems which require the older SHA-1 algorithm. If you choose 'No Preference’, then this

will default to SHA-2.

»  Generate CSR: If enabled, the utility will automatically generate and send a certificate signing request with this

application (recommended).
Click 'Next'.

The next step is the account and contact details screen. Fields marked * are mandatory.

coMORO

Cortificate Installer - Crashe nevw order

Enter Your Account Details:
Lagn Hamme

|t=3£uw?2€l@gmai L Orgarizaticn Hame

Logn name should be min. § chasaees long.

County )

Fasseroids shouldl Ha min § oharamars fng s condain
B gl ore LpPerEETe le Dre losERs e Revier and

Cily

Shate / Province

PO Bax [Dptional]
Enter Your Contact Delails
Compary Telephone

First Ham= * Ipw

Last Hame * [Tahneon

Emal &dcess ||wmef?2D@;lT|eil.mm

Talephona *
Job Titl ™

|EE2356456
[FlowserztCo

Postal / Zp cods

Enter Your Company Details

’ |Fbwers!d.‘l:|
Shest Address

[Comparyadess

|Urited States (LIS )
[28072

[Cllynanl.-

" |alsbama AL )

o [T

+  New customers — Please create a Comodo user-name and password and complete all fields. Afterwards, you will be
able to log in to the auto-installer to install, bind and manage your certificates.

+  Existing/logged in customers — In many cases we will be able to draw all the company and contact details we need
from our records, so you may not see this screen at all. In certain cases, however, we may need you to submit
additional information. For example, an EV certificate application requires additional information that you might not
have previously submitted. Please complete any mandatory fields that are required.
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¢+ Click 'Next' when all fields are complete.

After agreeing to the subscriber agreement, you will have a chance to review your order before submitting:

COMODD cenificate Installer - Creste neve onder

Surmmary

Product info

Product COMODO S5L Carlifcate
Tem 1 wizt $ 110000

Price: 110.00

Diemain name. companypeebsile.cam

User info
Logn Mame: {estuserT20{@gmal com

Fiest Mame: Pater
Lzt Neme: Jobngan

Emal Addrass: teshuser? 20Egmal com
Telephone: (962356456
Job Tither FlonseesiT0

Drgarization Hame: FiowersCO
Streed Address: Compansadiess
Postal / Zip code; 29072
Courtiy: US

City: Ciymame

Siate / Frovince - 131313

PO Biox |0plianal): -

Compary Telephons: (952356458

e (Click 'Place Order to continue.

You will then be asked whether you would like to complete payment now or later:

COMODUD cCertificate Installer

7 Rernewal Order Successfully Placed.
Whould vau like ta complete payment now?

d to payment Mo, | will pay later

« Ifyou select 'No', then your CSR will be submitted to Comodo and your new order will appear in the auto-installer
interface with a status of 'Awaiting Payment'. You can continue certificate processing by selecting ‘Complete Payment'.

+  Ifyou select 'Yes', you will be directed to the Comodo order forms:
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Welcome

Auto Installer
—_— Al Development
Account Options
=
Secure Payment Page R
Your Order Number- 1433111
Total Amount: §177.90
Having problems paying?
JSch el fice S Mepipnct K1 AN » It50, pleae contactonr Saks deparme st wiowllibe bk
Card Datalls D 3 T Wit 0T pament
Card Number: I Email
Card Code (3 or 4 dighs): I Tolsphons:
Expiry Date: | # ! ! j' :;ﬁﬁg:
Cardholder's Name: |

ICardholder Address and Contact Details
Company Mame:
Address 1.

City # Toun:

State / Province / County:
Zip / Postoode:
Country

Cancel & Start Again | Make Payment

B CopyTig kNS, Al NV resened. o) ThdagdryZ3 D15
')

Fill out the required card payment details and click ‘Make Payment'. Once payment is complete, your new certificate will appear
in the auto-installer interface as a new order with one of the following statuses:

+  Processing -This status indicates that domain control validation (DCV) is not yet complete.

o Ifyou selected 'email' as the DCV method during ordering, then please check your email account for a verification
mail. Click here for more details on email DCV

o Ifyou selected HTTP CSR, HTTPS CSR or DNS CNAME as the DCV method, then please click here for further
guidance.

+ Issued - If you have successfully completed domain control validation then Comodo will issue your certificate and you
should next choose choose either 'Auto-Install or 'Complete Request’ as explained in Installing and Binding Your
Certificate.
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Generate a CSR
There are three methods you can use to generate a CSR with Comodo Auto-Installer:

1. You can have a CSR automatically generated during order creation by enabling the 'Generate CSR' box when
renewing a certificate or buying a certificate:

 Domain details

Cornmon nanme |

Damaing list

DO Method © |Manua| ﬂ
WWhat's this?

Hashing Algedthm |NO PREFERENCE [
st thycd

W Generate C5A
L ¥ Make pivate key expoitable
I Lreale hle bor DLV check Mhat's this?

2. To generate a CSR for one of your existing certificate orders:

(i) Select an order then choose 'Generate Request' and click 'Apply":

Cerificate statuz  Available Actions Apoly

Generate request 3 Apply J

OR
(i) Select an order then choose 'Create For Current Order' from the 'Request' menu:

CDMODD Certificate Installer

Elrile  [g) Certificate FELIEE [2) Sites  [) Filter

Orders Create for current order

Order # w  [Order date | Create new | Certificate

Both methods will start a wizard that will help you create and submit a CSR for the domain listed in the ‘Domain Name
column. Click here to find out more.
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3. You can also generate a standalone a CSR for later use by either:

(i) Clicking 'Generate CSR' at the start-up dialog:

COMODO certificate Installer - Free Utility

Comodo Autodnstaller makes it easy to obtain and install an S5L certficate on 1S web-servers

Comaodo Customers

Once logged in pou can view your existing orders and
access the auto-installer's full functionality.

Step-by-step wizard that helps you create a standard
certificate zsigning request for an 551 certificate

Allows pou to purchaze & new Comodo S50
Certificate. You can then use the utility to
automatically install the certificate.

W/ill detect all existing certificates on vour server
and allows pou to renew them with Comodo,

OR

(ii) Select 'Create New' from the 'Request’ menu:

L [ [
) Request JI&
Create for current order
Qrder # w  [Order date Create new Certificate

In both cases, this will open the 'Sites List' window which shows all domains that the utility discovered on your IS
server:

C O MO D O certificate Installer - Sites List

Autoinstaller detected that following sites exist on thiz 115 server:

Site Fr:?acrlmglion Certificate Generate CSR

Default ‘Web Site tare Generate C5R
payments test.com 443 E=admin@email.com, CN=payments tes... Generate C5R
example.com T4432 E=admin@email.com, CN=example.com.. _ Gererate CSR
wwww website com Mane Gererate C5R

for domain not frarm the

-}

+  Select a domain and click 'Generate CSR' to open the 'Generate CSR' form. Click here if you need help
completing the fields on the CSR form.

«  Alternatively, click 'Generate CSR for a domain not on the list' to create a request for domain that is not listed.
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About Comodo

The Comodo organization is a global innovator and developer of cyber security solutions, founded on the belief that every single
digital transaction deserves and requires a unique layer of trust and security. Building on its deep history in SSL certificates,
antivirus and endpoint security leadership, and true containment technology, individuals and enterprises rely on Comodo’s
proven solutions to authenticate, validate and secure their most critical information.

With data protection covering endpoint, network and mobile security, plus identity and access management, Comodo’s
proprietary technologies help solve the malware and cyber-attack challenges of today. Securing online transactions for
thousands of businesses, and with more than 85 million desktop security software installations, Comodo is Creating Trust
Online®. With United States headquarters in Clifton, New Jersey, the Comodo organization has offices in China, India, the
Philippines, Romania, Turkey, Ukraine and the United Kingdom.

Comodo

1255 Broad Street
STE 100

Clifton, NJ 07013
United States

Tel : +1.877.712.1309

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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