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1 Introduction to Comodo Certificate
Manager

Comodo Certificate Manager (CCM) centralizes and streamlines the life-cycle management of
web-server, S/IMIME, code signing and Device Authentication certificates through a unified interface. The
system features full integration with Comodo Certificate Authority and enables nominated administrators to
manage the lifespan, issuance, deployment, renewal and revocation of certificates on an Organization,
Department and per-user basis. By consolidating and automating the often disparate processes involved
in complex enterprise wide PKI deployments, CCM reduces the need for manual certificate management
and thus creates a more efficient, productive and secure certification environment.

1.1 Guide Structure

This guide is intended to take you through the step-by-step process of Organization, configuration and use of
Comodo CM service.

«  Section 1, Introduction to Comodo Certificate Manager - Contains a high level overview of the solution
and serves as an introduction to the main themes and concepts that are discussed in more detail later in
the guide - including security roles, Organizations, Reports and a summary of the main areas of the
interface.

« Section 2, The Dashboard - Contains an overview of the dashboard that provides an at-a-glance graphical
summary of key life-cycle information (such as certificates approaching expiry, certificates
issued/requested and DCV status).

»  Section 3, Certificates Management - Contains an overview of the area's main functionality and detailed
explanations on how to request, collect and manage SSL certificates for web-servers and hosts, client
certificates for employees and corporate clients (end-users) and code signing certificates for digitally
signing executables and scripts

»  Section 4, Code Signing on Demand - Contains an overview of the area's main functionality and detailed
explanations on how to enroll developers, issue code signing certificates for them and code signing
executables and script files without the need for developer downloading their certificate. The feature is
available only is enabled for your account. Contact your Master Administrator or Comodo Account
manager if you wish to enable this feature for you.

«  Section 5, Admin Management - Covers the creation and management of Certificate Service Manager
administrators and the assigning of privileges and responsibilities to those administrators.

«  Section 6, Settings - Contains overviews and tutorials pertaining to the functional areas housed under the
'Settings' tab, including guidance on how to edit an Organization, manage Organizations, add domains
and associate them with an Organization or Department, set up Notifications, manage Encryption
settings, and managing Assignment rules for auto-assignment of unmanaged certificates to required
Organizations and Departments. To view detailed information about each area, click on the links below:

« Organizations

« Departments

« Domains

« Encryption and Key Escrow
« Notifications

» Assignment Rules
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- Section 7, Certificate Discovery Tasks- explains how to scan and monitor a network for all installed SSL
certificates including certificates that may or may not have been issued using Comodo CM, any third party
vendor certificates and any self-signed certificates. This section also explains how to download and install
agents that are used for automatic installation of certificates and for certificate scan.

«  Section 8, The Reports section - Contains an overview of the area, descriptions of each report type and
guidance on how to access the required report type.

« Section 9, Version and Feature information - explains how to view the version of CCM and the features
enabled for the subscription.

«  Section 10, My Profile - explains how to changes the time format and the password.

«  Section 11, Logging out of Comodo Certificate Manager explains the process for logging out.

1.2 Definitions of Terms

1.2.1 Organizations and Departments

Organizations and Departments are created by administrators for the purposes of requesting, issuing and managing
Comodo digital certificates. Each Organization can have multiple Departments. Organizations are typically managed
by a Registration Authority Officer (RAO) while Departments are typically managed by a Department Registration
Authority Officer (DRAO).

Once an Organization or Department has been created:
+  Appropriately privileged administrators can request and delegate domains to that Organization/Department

«  Appropriately privileged administrators can request, approve/decline requests and manage certificates on
behalf of that Organization or Department.

»  End-users can enroll into (or be assigned membership of) that Organization or Department and be
provisioned with client certificates

1.2.2 Certificate Types

Comodo Certificate Manager can be used to request and manage the following types of digital certificate:

SSL Certificates - SSL Certificates are used to secure communications between a website, host or server and end-
users that are connecting to that server. An SSL certificate will confirm the identity of the Organization that is
operating the website; encrypt all information passed between the site and the visitor and will ensure the integrity of
all transmitted data.

Client Certificates - Client certificates are issued to individuals and can be used to encrypt and digitally sign email
messages; to digitally sign documents and files and to authenticate the identity of an individual prior to granting
them access to secure online services.

Code Signing Certificates - Code Signing Certificates are used to digitally sign software executables and scripts.
Doing so helps users to confirm that the software is 'genuine’ by verifying content source (authentication of the
publisher of the software) and content integrity that the software has not been modified, corrupted or hacked since
the time it was originally signed.

Device Certificates - Device authentication certificates are issued to desktop and mobile devices to authenticate
those devices to networks and VPNs. Device certificates can be issued to devices that are enrolled to an AD server
via NDES; by over-the-air enroliment through SCEP, by API integration or by self enroliment by the end-user.

1.2.3 Administrative Roles

There are 2 classes of Administrator in Comodo Certificate Manager:
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« Registration Authority Officer (RAO) - A Registration Authority Officer (RAO) manages the certificates
and end-users belonging to one or more CCM Organizations. They have control over the certificates that
are ordered on behalf of their Organization(s); over Domains that have been delegated to their
Organization/Dept; over any Departments of their Organization and over that Organization's end-user
membership. RAOs can also create peer RAOs for their Organizations and edit or remove existing RAOs
of their Organizations, if appropriate privileges are assigned by the Master Administrator.

« Department Registration Authority Officer (DRAO) - Department Registration Authority Officers are
created by, and subordinate to, the RAO class of Administrator. They are assigned control over the
certificates, users and domains belonging to a Department(s) of an Organization. DRAOs can also create
peer DRAOs for their Departments and edit or remove existing RAOs of their Departments, if appropriate
privileges are assigned by the RAO or the Master Administrator.

RAO and DRAO administrators are sub-divided into specific roles by certificate type:
» RAO SSL administrators
+ RAO S/MIME administrators
» RAO Code Signing administrators
» RAO Device Cert administrators
+ DRAO SSL administrators
+ DRAO S/MIME administrators
» DRAO Code Signing administrators
+ DRAO Device Cert administrators

The privileges of any particular CCM administrator are, therefore, broadly defined by the elements described in
sections 1.2.1,1.2.2 and 1.2.3:

1. The Organization or Department that they are delegated to

2. The specific type of certificate that they are delegated responsibility for

3. Their specific administrative class (whether they are an RAO or a DRAQ)
CCM also uses the following terms to identify personnel:

+ End-User

+  Owner

* Requester

» Developer

The following tables contains detailed summaries of the privileges that apply to each type of administrator and also
features descriptions of the 'end-user', 'owner' and 'requester' and 'developer' types of personnel.

RAO Administrators

Security Role / Type of Administrator Definition

RAO SSL Administrators with the security role 'RAO SSL' have privileges to
(Registration Authority Officer - SSL request and manage SSL certificates for domains that have been
Certificates) delegated to their Organization.

« RAO SSL admins have visibility and control over SSL
certificates for Organizations that have delegated to them.
They can approve or decline requests for SSL certificates that
have been made using the Self-Enroliment form for their
Organization(s) and sub-ordinate Department(s).

« RAO SSL admins can upload private keys of SSL certificates
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Security Role / Type of Administrator Definition

belonging to their organizations and their sub-ordinate
departments for management by Private Key Store, configured
in the local network. They can also download the private keys
of the certificates.

- They have no access to manage SSL certificates belonging to
Organizations for which they have not been granted
permissions.

« RAO SSL admins can only manage SSL Certificates and have
no privileges to manage other certificate types (such as client
certificates, code signing certificates and device certificates) -
including those that belong to the Organization that he or she
is the SSL Administrator of.

« RAO SSL admins will see only those Organizations that have
been delegated to them in the 'Organizations' area.

« RAO SSL admins cannot create new Organizations. Neither
can they edit the General settings of any Organization - even
those Organizations of which they are SSL Certificate
administrator.

« RAO SSL administrators can create Departments only within
Organizations that have been delegated to them.

« RAO SSL admins cannot approve or request the creation of
administrators that have more privileges than themselves.
They can:

«  Request the creation of fellow RAO SSL admins only
for Organizations that have been delegated to them if
the Master Administrator has enabled this feature
for them

«  Request and approve the creation of DRAO SSL
admins

«  Cannot request or approve the creation of any type of
administrator for Organizations that have not been
delegated to them

«  Cannot request or approve creation of administrators
of any other certificate type - even for those
Organizations that have been delegated to them

« RAO SSL admins can delegate Domains to sub-ordinate
Departments of Organizations that they have been delegated
to them.

« RAO SSL admins can initiate DCV process for the Domains
delegated to sub-ordinate Departments of Organizations that
they administrate if they were given 'Allow DCV' privileges.
RAO SSL with 'Allow DCV' privileges can be created only by
the Master Administrator.

«  RAO SSL Admins can setup Certificate Controller Agents in a
local network for scanning internal hosts with internally facing
IP addresses for installed SSL certificates for the
Organization(s) that are delegated to them and any sub-
ordinate Departments there of. Agents also facilitate the
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Security Role / Type of Administrator Definition

automatic installation of SSL certificates on Apache Httpd,
Apache Tomcat and IIS web servers.

«  RAO SSL Admins can view the network assets like certificates
installed on various servers and endpoints and web servers
with websites/domains hosted on them, as identified by
manual or scheduled discovery scans configured for the
networks belonging to their Organizations (and their sub-
ordinate Departments).

«  RAO SSL Admins can assign unmanaged SSL certificates
identified by discovery scans to their Organizations and
Departments, in order to bring them under management
through CCM.

« RAO SSL admins can view the SSL certificates Reports and
Discovery Scan Log Reports for the Organization that they
were assigned rights to.

« RAO SSL admins cannot access or manage 'Settings' >
'Encryption’ as this can only be managed by those with 'RAO
SIMIME' role.

« RAO SSL admins can view Activity Logs only for their
Organization(s).

An 'at-a-glance' summary of Administrator security roles and access
rights is available here.

RAO S/MIME Administrators with the security role 'RAO S/IMIME' have privileges to
(Registration Authority Officer - access, manage, request and approve the requests of Client
SIMIME Certificates) Certificates for domains that have been delegated to their Organization

«  RAO S/MIME admins have visibility and control over the client
certificates belonging to End-Users of the Organizations for
which they have been assigned rights. They have no access to
manage the Client Certificates of End-Users that belong to
Organizations which they have not been granted permissions.

«  RAO S/MIME admins can only manage S/MIME certificates
and have no privileges to manage other certificate types (such
as SSL Certificates, Code Signing Certificates and Device
certificates) - including those that belong to the Organization of
which they are S/IMIME Administrator.

«  RAO S/MIME admins will see only those Organizations that
have been delegated to them in the 'Organizations' area.

«  RAO S/MIME admins cannot create new Organizations.
Neither can they edit the General settings of any Organization
- even those Organizations of which they are SIMIME
administrator.

«  RAO S/MIME admins can request the Master administrator or
their Account Manager for different types of client certificates
with different capabilities to be added to their Organization. For
example, 'Signing Only', 'Encryption Only', 'Dual Use' (Signing
+ Encryption), 'Smart Card Logon and Authentication' and
more. It also possible to create custom client certificate types
with combinations of capabilities. RAOs can also restrict
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Security Role / Type of Administrator Definition

issuance of types of client certificates to end-users belonging
to their organization.

«  RAO S/MIME administrators can create Departments only
within Organizations that have been delegated to them

«  RAO S/MIME admins cannot approve or request the creation
of administrators that have more privileges than themselves.
They can:

«  Request the creation of fellow RAO S/IMIME admins
only for Organizations that have been delegated to
them if the Master Administrator has enabled this
feature for them

« Request and approve the creation of DRAO S/MIME
admins

«  Cannot request or approve the creation of any type of
administrator for Organizations that have not been
delegated to them

«  Cannot request or approve creation of administrators
of any other certificate type - even for those
Organizations that have been delegated to them

« RAO S/MIME admins admins can delegate Domains to sub-
ordinate Departments of Organizations that have been
delegated to them.

«  When creating a new Department, an RAO S/MIME admin
can:

«  Enable or disable the ability of RAO S/IMIME admins
(themselves) to recover the private keys of client
certificates that belong to this Department

« Enable or disable the ability of DRAO S/MIME admins
to recover the private keys of client certificates that
belong to this Department

« Al or any combination of the above

«  RAO S/MIME admins can only view Activity Logs for their
Organization.

« An'at-a-glance' summary of Administrator security roles and
access rights is available here.

RAO Code Signing Administrators with the security role 'RAO Code Signing' have privileges
(Registration Authority Officer - Code to access, manage, request and approve the requests of Code Signing
Signing Certificates) Certificates for domains that have been delegated to their Organization

«  RAO Code Signing Administrators have visibility and control
over the code signing certificates belonging to End-Users of
the Organization for which they have been assigned rights.
They have no access to manage the Code Signing Certificates
of End-Users that belong to Organizations of which they have
not been granted permissions.

«  RAO Code Signing admins can only manage Code Signing
Certificates. They have no privileges to manage other types
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such as SSL, S/MIME or Device certificates - including those
SSL/SIMIME/Device certificates belonging to the Organization
of which they are Code Signing Certificate Administrator.

«  RAO Code Signing admins will see only those Organizations
that have been delegated to them in the 'Organizations' area.

«  RAO Code Signing admins cannot create new Organizations.
Neither can they edit the General settings of any Organization
- even those Organizations of which they are Code Signing
Certificate administrator.

«  RAO Code Signing administrators can create Departments
only within Organizations that have been delegated to them

«  RAO Code Signing admins cannot approve or request the
creation of administrators that have more privileges than
themselves. They can:

» Request the creation of fellow RAO Code Signing
admins only for Organizations that have been
delegated to them if the Master Administrator has
enabled this feature for them

«  Request and approve the creation of DRAO Code
Signing admins

«  Cannot request or approve the creation of any type of
administrator for Organizations that have not been
delegated to them

«  Cannot request or approve creation of administrators
of any other certificate type - even for those
Organizations that have been delegated to them

«  RAO Code Signing admins cannot access or manage
'Settings' > 'Encryption' as this can only be managed by those
with 'RAO S/MIME' role.

»  RAO Code Signing admins can delegate Domains to sub-
ordinate Departments of Organizations that have been
delegated to them.

» RAO Code Signing admins can create developers for Code
Signing on Demand (CSoD) service and approve code signing
requests generated by developers only for the Organization(s)
(and their sub-ordinate Departments) that are delegated to
them. (Applicable only if CSoD service is enabled for your
account).

« RAO Code Signing admins can only view Activity Logs for their
Organization.

« An'at-a-glance’ summary of Administrator security roles and
access rights is available here.

RAO Device Cert Administrators with the security role 'RAO Device Cert' have privileges
(Registration Authority Officer - to access, manage, request and approve the requests of Device
Device Certificates) Certificates for devices enrolled to the Active Directory servers or
networks belonging to the Organization(and their sub-ordinate
Departments) delegated to them.
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»  RAO Device Cert admins have visibility and control over the
device certificates issued to the devices belonging to the
Organization for which they have been assigned rights. They
have no access to manage the device certificates that belong
to Organizations of which they have not been granted
permissions.

«  RAO Device Cert admins can only manage device certs. They
have no privileges to manage other types such as SSL
S/MIME or code signing certificates - including those
SSL/S/MIME/code signing certificates belonging to the
Organization of which they are Device Certificate
Administrator.

«  RAO Device Cert admins will see only those Organizations
that have been delegated to them in the 'Organizations' area.

«  RAO Device Cert admins cannot create new Organizations.
Neither can they edit the General settings of any Organization
- even those Organizations of which they are Device Certificate
administrator.

«  RAO Device Cert administrators can create Departments only
within Organizations that have been delegated to them

« RAO Code Signing admins cannot approve or request the
creation of administrators that have more privileges than
themselves. They can:

«  Request the creation of fellow RAO Device Cert
admins only for Organizations that have been
delegated to them if MRAO has enabled this feature
for them

«  Request and approve the creation of DRAO Device
Cert admins

«  Cannot request or approve the creation of any type of
administrator for Organizations that have not been
delegated to them

«  Cannot request or approve creation of administrators
of any other certificate type - even for those
Organizations that have been delegated to them

«  RAO Device Cert Admins can delegate Domains to sub-
ordinate Departments of Organizations that they administrate.

«  RAO Device Cert admins can approve requests for device
certificates from MS Agents (installed on AD servers with AD
CS/NDES role) or directly from the Devices through SCEP for
request and issuance of Device Certificates.

«  RAO Device Cert admins can enable their Organizations /
Departments for enrollment of device certificates via SCEP

«  RAO Device Cert admins can only view Activity Logs for their
Organization.

« An'at-a-glance' summary of Administrator security roles and
access rights is available here.
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DRAO SSL Administrators with the security role 'DRAO SSL' have privileges to
access, manage and request SSL certificates for domains that have

(Department Registration Authority ,

Officer - SSL Certificates) been delegated to their Department by an RAO

«  DRAO SSL admins have visibility and control over SSL
certificates that belong to their delegated Department(s). A
DRAO SSL admin can only request SSL certificates for
domains that have been delegated to their Department. They
can approve or decline requests for SSL certificates made
using the Self-Enrollment form for their Department(s).

« DRAO SSL admins can upload private keys of SSL certificates
belonging to their sub-ordinate Department(s) for management
by Private Key Store, configured in the local network. They can
also download the private keys of the certificates.

«  They have no access to manage SSL certificates belonging to
Departments for which they have not been granted
permissions. They will only see their own Departments(s) listed
in the 'Departments' area. The 'Organizations' area is not
visible to DRAOs.

«  DRAO SSL admins have no visibility of and cannot request
certificates of any other type - including those other certificate
types that belong to the Department of which they are DRAO
SSL.

« ltis possible for an RAO to make the same individual a 'DRAO
S/MIME', 'DRAO SSL', and a 'DRAOQ Code Signing' for the
same Department during the Admin creation or editing process
(for more details, see section Admin Management).

« DRAO SSL admins cannot request the creation of
administrators that have more privileges than themselves.
They can:

¢ Request the creation of fellow DRAO SSL admins
only for Departments that have been delegated to
them if the RAO administrator has enabled this
feature for them

+  Cannot request the creation of any type of
administrator for Departments that have not been
delegated to them

«  Cannot request creation of administrators of any other
certificate type - even for those Departments that
have been delegated to them

«  DRAO SSL admins can initiate DCV process for the Domains
delegated to their Department(s) they administrate if they were
given 'Allow DCV' privileges. DRAO SSL admin with such
privileges can be created only by Master Administrator or
RAO SSL having the same privilege.

« DRAO SSL Admins can setup Certificate Controller Agents in a
local network for scanning internal hosts with internally facing
IP addresses for installed SSL certificates for the
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Department(s) that are delegated to them. Agents also
facilitate the automatic installation of SSL certificates on
Apache, Apache Tomcat and IS web servers..

«  DRAO SSL Admins can view the network assets like
certificates installed on various servers and endpoints and web
servers with websites/domains hosted from them, as identified
by manual or scheduled discovery scans run on networks
belonging to their department.

« DRAO SSL Admins can assign unmanaged SSL certificates
identified from discovery scans to their Department, to bring
them under management through CCM.

« DRAO SSL admins can view Reports, edit Access Control Lists
and modify Email Templates for the Department that has been
delegated to them.

«  DRAO SSL admins cannot access or manage 'Settings' >
'Encryption' as this can only be managed by those with 'DRAO
SIMIME!' role.

«  DRAO SSL admins cannot view Activity Logs.

+ An'at-a-glance' summary of Administrator security roles and
access rights is available here.

DRAO S/MIME Administrators with the security role 'DRAO S/MIME' have privileges to
(Department Registration Authority access, manage and request Client Certificates for domains that have
Officer - SIMIME Certificates) been delegated to their Department by an RAO

«  DRAO S/MIME admins have visibility over the client
certificates belonging to End-Users of the Department(s) which
have been delegated to them. They have no access to
manage the Client Certificates of End-Users that belong to
Departments which they have not been delegated. They will
only see their own Departments(s) listed in the 'Departments'
area. The 'Organizations' area is not visible to DRAOs.

«  ADRAO S/MIME admin can only request S/IMIME certificates
for domains that have been delegated to their Department.

«  DRAO S/MIME admins have no visibility of and cannot request
certificates of any other type - including those other certificate
types that belong to the Department of which they are DRAO
SIMIME.

« ltis possible for an RAO to make the same individual a 'DRAO
SIMIME', 'DRAO SSL', and a 'DRAO Code Signing' for the
same Department during the Admin creation or editing process
(for more details, see section Admin Management).

- DRAO S/MIME admins cannot request the creation of
administrators that have more privileges than themselves.
They can:

«  Request the creation of fellow DRAO S/MIME admins
only for Departments that have been delegated to
them if the RAO administrator has enabled this
feature for them

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 19



COMODO

Creating Trust Online®

/

/

Security Role / Type of Administrator Definition

«  Cannot request the creation of any type of
administrator for Departments that have not been
delegated to them

«  Cannot request creation of administrators of any other
certificate type - even for those Departments that
have been delegated to them

«  DRAO S/MIME admins can request the addition of new
Domains only for to Departments that have been delegated to
them.

 Ifenabled for their Department, a DRAO S/MIME admin can
recover the private keys of client certificates belonging to their
Department.

«  DRAO Code Signing admins can view Reports, edit Access
Control Lists and modify Email Templates for the Department
that has been delegated to them.

«  DRAO S/MIME admins cannot view Activity Logs.

« An'at-a-glance' summary of Administrator security roles and
access rights is available here.

DRAO Code Signing Administrators with the security role 'DRAO Code Signing' have
(Department Registration Authority privileges to access, manage and request Code Signing certificates for
Officer - Code Signing Certificates) Departments of an Organization that have been delegated to them by
an RAO.

«  DRAO Code Signing admins have visibility of and can request
Code Signing certificates for the Department(s) that have been
delegated to them. They have no access to manage Code
Signing certificates belonging to Departments for which have
not been delegated to them. They will only see their own
Departments(s) listed in the 'Departments' area. The
'Organizations' area is not visible to DRAOs.

«  ADRAO Code Signing admin can only request Code Signing
certificates for domains that have been delegated to their
Department.

«  DRAO Code Signing admins have no visibility of and cannot
request certificates of any other type - including those other
types of certificate that belong to the Department of which they
are DRAO Code Signing.

« ltis possible for an RAO to make the same individual a 'DRAO
SIMIME' , 'DRAOQ SSL', and a 'DRAO Code Signing' for the
same Department during the Admin creation or editing process
(for more details, see section Admin Management).

«  DRAO Code Signing admins cannot approve or request the
creation of administrators that have more privileges than
themselves. They can:

+  Request the creation of fellow DRAO Code Signing
admins only for Departments that have been
delegated to them if the RAO administrator has
enabled this feature for them
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«  Cannot request the creation of any type of
administrator for Departments that have not been
delegated to them

«  Cannot request creation of administrators of any other
certificate type - even for those Departments that
have been delegated to them

«  DRAO Code Signing admins can request the creation of new
Domains only for Departments that have been delegated to
them.

«  DRAO Code Signing admins can view Reports, edit Access
Control Lists and modify Email Templates for the Department
that has been delegated to them.

«  DRAO Code Signing admins cannot access or manage
'Settings' > 'Encryption' as this can only be managed by those
with 'DRAO S/MIME' role.

«  DRAO Code Signing admins can create developers for Code
Signing on Demand (CSoD) service and approve code signing
requests generated by developers only for the Department(s)
that are delegated to them. (Applicable only if CSoD service is
enabled for your account)

»  DRAO Code Signing Administrators cannot view Activity Logs.

« An'at-a-glance' summary of Administrator security roles and
access rights is available here.

DRAO Device Cert Administrators with the security role 'DRAO Device Cert' have privileges
to access, manage and request Device certificates for Departments of
an Organization that have been delegated to them by an RAO or
MRAO.

«  DRAO Device Cert admins have visibility of and can approve
device certificate requests for the Department(s) that have
been delegated to them. They have no access to manage
device certificates belonging to Departments for which have
not been delegated to them. They will only see their own
Departments(s) listed in the 'Departments' area. The
'Organizations' area is not visible to DRAOs.

(Department Registration Authority
Officer - Device Certificates)

«  DRAO Device Cert admins have no visibility of and cannot
request certificates of any other type - including those other
types of certificate that belong to the Department of which they
are DRAO Device Cert.

«  DRAO Device Cert admins cannot approve or request the
creation of administrators that have more privileges than
themselves. They can:

»  Request the creation of fellow DRAO Device Cert
admins only for Departments that have been
delegated to them if the RAO administrator has
enabled this feature for them

«  Cannot request the creation of any type of
administrator for Departments that have not been
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delegated to them

«  Cannot request creation of administrators of any other
certificate type - even for those Departments that
have been delegated to them

«  DRAO Device Cert Admins can request the creation of new
Domains only for Departments that have been delegated to
them.

«  DRAO Device Cert admins can view Reports, edit Access
Control Lists and modify Email Templates for the Department
that has been delegated to them.

«  DRAO Device Cert Administrators cannot access or manage
'Settings' > 'Encryption' as this can only be managed by those
with DRAO S/IMIME role.

« DRAO Device Cert Admins cannot view Activity Logs.

« An'at-a-glance' summary of Administrator security roles and
access rights is available here.

End-User, Owner, Requester and Developer

Security Role / Type of Administrator Definition

End-User An End-User in CCM is a person that has been issued with or
requested a Client Certificate or has made an application for an SSL
certificate using the Self Enrollment form.

« 'End-Users' have no access rights whatsoever to the CCM
interface. They exist in CCM only as a function of their request
for or ownership of a client certificate.

«  Anew End-User and the Client Certificate for that End-User
can be created in CCM via:

» Manually Adding End-Users;

« The End-User ordering a Client Certificate using
the Self Enroliment Form;

« End-User is imported into CCM from .csv file.

« Anew End User will also be added via SSL certificate
applications made through the self enrollment form. If the
applicant does not already exist as an End-User then Comodo
Certificate Manager will automatically add this applicant when
the form is submitted. End-Users that are auto-created in this
way will not (yet) have a Client Certificate.

« All End-Users and Client Certificates owned or requested by
that End-User are listed in the 'Client Cert' sub-tab of the
'Certificates' section of CCM interface.

Owner The Owner of the certificate is the Administrator that first approved the
request for the certificate. The privileges of the 'Owner' therefore
depend on that Administrator's administrative role. (See the definitions
above).
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The Requester of the certificate is the person that created and

successfully submitted the initial application for the certificate.
« The 'Requester' can be any class of Administrator or End-User

«  SSL certificates and Client certificates can be requested by
people that do not yet 'exist' in CCM as either End-Users or
Administrators if they applied using use the self-
enrollment/external application forms

Developer

Applicable only if '‘Code Signing on Demand' feature is enabled for your
account.

A developer is the person that can use the 'Code Signing on Demand'
service to sign the executables and script files. CCM can store the
code-signing certificate issued to them and use it for signing code files
uploaded by the developer. The developer can then download the
signed file from CCM.

< Anew user can be added as a developer as a new user or an
existing end-user can be assigned the '‘Developer' role

124

Security Roles - Comparative Table

Controls

Administrator Management

RAO

Add, View
Delete, Edit

Create DRAOs of Subordinate
Departments who are responsible for
same Certificate Type

Configure
other
Administrators

Create RAOs of Delegated Organization
who are responsible for same Certificate

Type

Create DRAOs of Delegated Department
who are responsible for the same
certificate type if enabled by a RAO
administrator or Master Administrator

Administrators DRAOs of Subordinate Departments who

are responsible for same Certificate Type

Certificate Management

Action Controls RAO

Directly
submit

Add, Renew, | Delegated Organizations
Replace Subordinate Departments

Approve/Reje | Approve, DRAOs of Subordinate Departments who X
ct Reject are responsible for same Certificate Type

Administrator

Creation

Requests

Activate/Deac | Checkbox | RAOs of Delegated Organization who are X
tivate responsible for same Certificate Type

Delegated Departments
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Certificate Only those Certificate Types for which
Requests Only those Certificate Types for which DRAO is responsible
using the RAQ is responsible
built-In
Application
Form
Directly Add, Renew, |Delegated Organizations Delegated Departments
submit Approve, | gpordinate Departments
Certificate Decline,
Requests to | Install RAO SSL v DRAO SSL v
the issuing
Certificate RAO SIMIME x DRAO S/MIME x
Authority for
Auto- RAO Code Signing X DRAO Code X
Installation Signing
by CCM (lIS,
Apache and
Apache
Tomcat only)
Approve/Decli | Approve, Delegated Organizations Delegated Departments
ne Certificate | Decline Subordinate Departments
Requests that Only those Certificate Types for which
have been Only those Certificate Types for which DRAO is responsible
made using RAO is responsible
the Self-
Enroliment
form
Download the Delegated Organizations Delegated Departments
Private Key of Subordinate Departments
an SSL
certificate RAO SSL v DRAO SSL v
Upload the
igrtsifisc:t o RAO Code Signing x D.RA.O Code x
Signing
Manage View, Edit, | Delegated Organizations Delegated Department
Certificates | Revoke Subordinate Departments
Only those SSL certificates for which
Only those SSL certificates for which DRAO is responsible
RAO is responsible

Certificate Add CIDR, |RAO SSL v DRAO SSL
Discovery Delete

CIDR, Setup RAO SIMIME x DRAO S/MIME

g;ﬁg‘\f::; RAO Code Signing x DRAO Code Signing

(CD) agent

for internal

scanning
Request New | Add Delegated Organizations Delegated Departments
Domains for... Subordinate Departments
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Controls

Department Management

RAO

Approve / Approve, x x
Reject New | Reject
Domain
Requests
Delegate Delegate Subordinate Departments x
Existing RAOs can only delegate domains to the
Domains to... Departments belonging to the
Organization that have been delegated to
them but cannot re-delegate to remove a
domain's delegation .
Activate/Deac | Checkbox x .
tivate Existing
Domains
Initiate DCV | Select RAO SSL On Domains added | DRAO SSL On Domains added
method of to Delegated to Delegated
DCV as Organizations and Department
applicable to Subordinate
the domain Departments
RAO SIMIME x DRAO S/MIME x
RAO Code Signing x DRAO Code x
Signing

Create and Add, Delete, |Subordinate Departments of Delegated x
Manage Edit Organization

Departments

Approve Approve Subordinate Departments of Delegated x
Department Organization

Creation

Controls

Key Escrow

RAO S/MIME

DRAO S/MIME

Manage Initialize, Re- | Delegated Organizations Delegated Departments
Encryption of | encrypt Subordinate Departments

client

certificates

Recover Decrypt Delegated Organizations Delegated Departments
private keys Subordinate Departments

from escrow

Can permit | Allow key RAO S/MIME Admins x
Administrators | recovery DRAO S/MIME Admins

other than by....

themselves to | (checkbox)

recover keys
for a particular
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Organization
or Department

Note: Escrow privileges are configured at the point of Organization / Department creation.

If granted escrow privileges , the RAO S/IMIME admin will be subsequently be able to specify any, all or none of the
following for any Departments they create:

1. Whether or not the RAO S/MIME admin (themselves) should have the ability to recover the private keys
of client certificates of that belonging to that Department

2. Whether or not the DRAO S/MIME admin should have the ability to recover the private keys of client
certificates belonging to that Department

See 'Encryption and Key Escrow' for more details.

Notifications, Reports and Miscellaneous

Action Controls RAO DRAO Administrator
Administrator
Configure Add, Delete, v v
access control | Edit CIDR
settings
View Add, Delete, |Delegated Organizations Delegated Department
Notifications | Edit Subordinate Departments
for...
Create Add, Delete, |Delegated Organizations Delegated Department
Notifications | Edit Subordinate Departments
for...
View Reports | See Delegated Organizations Delegated Department
for... 'Reports - | Subordinate Departments
Security
Role
Access
Table'
section for
details.
Modify Email | Edit Delegated Organizations Delegated Department
Templates Subordinate Departments
for..

1.2.5 Multiple Security Roles

Multiple security roles may be selected for any particular administrator. A RAO that has been granted administrative
rights over multiple certificate types for a particular Organization can assign similar, multi-role, privileges to a sub-
ordinate DRAO administrator for a particular Department.

1.2.6 Organizations and Departments

The creation of an Organization and the delegation of a domain to that Organization is an important step towards
the issuance and effective management of SSL, code signing or client certificates via the Certificate Manager
interface.

Organizations and Departments are created by administrators for the purposes of requesting, issuing and managing
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certificates for domains and employees. Organizations can be sub-divided into Departments for the purposes of
certificate and end-user management. (See section Organization for more details).

Each Organization can have multiple Departments. Organizations are typically managed by a Registration Authority
Officer (RAQ). Departments are typically managed by a Department Registration Authority Officer (DRAOQ).

Once an Organization has been created:

*  RAO administrators can create multiple Departments within an Organization (See 'Organizations /
Section Overview ' for more details).

» RAO and DRAO administrators can directly request that certificates be issued to domains that have been
delegated to their Organization(s) and/or Department. They can also approve/decline certificate requests
from individuals that have applied using one of the external application forms.

«  End-users can be assigned membership of an Organization or Department and provisioned with client
certificates for the domain that is associated with that Organization/Department.

+  Administrators can manage the client certificates of end-users belonging to an Organization or Department
via the 'Certificates Management - Client Certificates' interface and can manage SSL certificates for the
Organization via the 'Certificate Managements - SSL Certificates' area. Code Signing Certificates are
managed from the 'Code Signing' area

«  Awide range of Organization and Department specific email notifications can be set up to alert personnel
to changes in certificate status, changes to domain status, Discovery Scan Summaries, Admin creation and
more.

« RAOs and DRAOs can utilize the Certificate Discovery feature to audit then monitor all existing
certificates on the network by assigning them to either an Organization or one of its Departments.

»  Certificate reports can be viewed and exported for that Organization and/or specific Department

1.2.7 Reports

Certificate reports can be viewed and exported for an Organization and/or Department via the Report section. An
appropriately privileged administrator is enabled to view different types of reports according their security roles. The
following types of reports are available:

Type of Report Description

SSL Certificates Enables the administrator to monitor all statistics related to SSL
certificates including usage, ownership, issuance, provisioning and
status.

Client Certificates Enables the administrator to monitor all statistics, related to client
certificates including usage, ownership, issuance, provisioning and
status.

Code Signing Certificates Enables RAO/DRAO Code Signing administrators to monitor all
statistics, related to code signing certificates including usage,
ownership, issuance, provisioning and status.

Code Signing Requests Enables the RAO/DRAO Code Signing administrators to view reports
containing the Code Signing on Demand (CSoD) requests and their
activities.

Discovery Scan Log Enables the administrator to view the Discovery Scan Log. A Discovery

Scan is an audit of all SSL certificates installed on your network.

DCV Report Enables RAO/DRAO SSL administrators to generate a report
containing details on all of their registered domains, with their DCV
status and expiration dates.
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Type of Report Description

Discovery Tasks Enables RAO/DRAO SSL Administrators to generate reports on
configured Discovery tasks. Reports are delivered in .csv format.

Device Certificates Enables RAO/DRAO Device Cert administrators to monitor all statistics
related to device certificates, including key usage, ownership,
issuance, provisioning and status.

For more detailed information see the 'Report' section of the guide.

1.3 Logging into Your Account

Once your Organization has subscribed for an Comodo Certificate Manager account, Comodo will provide your
account manager with a username, password and login URL for the Certificate Manager interface. By default, the
format of this URL is: https://cert-manager.Comodo.com/customer/[REAL CUSTOMER URI].

"N comono

YA/

Certificate manager

LOGIN

CCW Support
Comodo Certificate Manager Status
CCH Guides
Email CCH Support
Email CCH Validation

«  Please contact your Comodo account manager if you have not been supplied with your login details,

+ Ifyou are not able to login with your login details, you can raise a support ticket at the Comodo Support
portal by clicking 'CCM Support'. You can create an account for free and submit your ticket to get your
login problems resolved.

«  You may be prompted to change your password after first login if set by your administrator in access

control settings.
+  You may also change your password at any time in the 'My Profile' area.
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1.4 The Main Interface - Summary of Areas

Comodo Certificate Manager interface has a tab structure that facilitates access to all major settings.

(<) Dashboard 8 Certiicates [E Discovery (1§ Reporis 01 admins 143 settings [£] About
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+  There are (a maximum of) eight tabs that cover each of the main functional areas of the application. These
are 'Dashboard', 'Certificates', 'Discovery', 'Code Signing on Demand', 'Reports', 'Admins’, 'Settings'
and 'About'.

« The 'Certificates' tab contains sub-sections for managing the certificate types that have been enabled for

your company. There are a maximum of four certificate sections - 'SSL Certificates', 'Client Certificates',
'Code Signing Certificates’ and 'Device Certificates'.

« The 'Discovery' tab allows you to setup scans to discover existing certificates on your network. The sub-
sections are Network Assets, Discovery Tasks and Agents.

« The 'Code Signing on Demand' tab is displayed only if the Code Signing on Demand (CSoD) feature is
enabled for your account. The tab contains sub-sections for adding and managing developers and handling
code signing requests from the developers. The sub-sections are Requests and Developers.

- The'Settings' tab contains sub-sections for 'Organizations’, 'Domains’, 'Notifications' , 'Encryption’ and
Assignment Rules.

«  The remainder of this section contains a brief overview of each tab and the security role requirements for
access to that area.

Dashboard: Contains graphs and charts about the certificates on your network, such as certificates approaching
expiry, certificates issued/requested, DCV status, breakdown of certificates by types, issuers, and more.
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€ Dashboard @ Certificates [ Discovery @ Reports 3% Admins s } ES Avout
Active/Revoked Server Certificates Active/Revoked Client Certificates Active/Revoked Code Signing Certificates
+ 1 Since Last Month + 0 Since Last Month + 0 Since Last Month
Filter by: Organization: | ANY El Department: ANYE| | £3 Refresh | Time Period: | 1 month B % Clear
Expiring Certificates | Within 180 days i ()| | DCV Expiring Domains | Within 180 days wm@|
1,500
1,000
1 —
500
0
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. Comodo CA Limited . Self-Signed
@ Trusted | 30 &0 a0 180

Certificates Types (Managed)| Certificate issued through Certificat.. it ()| | SSL Certificates by Validation level | Certificate issued through Cer_. ii ®

Single S5L  100.00%

Click here for more information about the Dashboard.

Certificates Management: Contains up to four sub-sections for the management of SSL, Client, Code Signing and
device certificates.

E. Dashboard i Cersncases [E mscovery '_15 Reports. _1;_1 Aamins |'|,I Setings [£] Avout
HEL Ceribcales Clenl Certficain: Code 3gning Cerificales Device Cerificares
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= e nw | Export
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o] wgl Eeaumd 11420149 Sl achedy bed Mol schadubad
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The availability of these sub-sections depends on the administrator's security role:

Security Role / Type of Administrator Available Action

RAO SSL Can access all areas and functionality of the SSL Certificates section;
has visibility and control over SSL Certificates belonging to their
delegated Organization(s).

RAO S/MIME Can access all areas and functionality of the Client Certificates section;
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Security Role / Type of Administrator Available Action

has visibility and control over client certificates and end-users belonging
to their delegated Organization(s).

RAO Code Signing Can access all areas and functionality of the Code Signing Certificates
section; has visibility and control over Code Signing Certificates issued
to end-users belonging to their delegated Organization(s).

RAO Device Cert Can access all areas and functionality of the Device Certificates section;
has visibility and control over Device Certificates issued to devices and
endpoints belonging to their delegated Organization(s).

DRAO SSL Can access all areas and functionality of the SSL Certificates section;
has visibility and control only over SSL Certificates belonging to
belonging to their delegated Department(s).

DRAO S/MIME Can access all areas and functionality of the Client Certificates section;
has visibility and control over client certificates and end-users belonging
to their delegated Department(s).

DRAO Code Signing Can access all areas and functionality of the Code Signing Certificates
section; has visibility and control over Code Signing Certificates issued
to end-users belonging to their delegated Department(s).

DRAO Device Cert Can access all areas and functionality of the Device Certificates section;
has visibility and control over Device Certificates issued to devices and
endpoints belonging to their delegated Department(s).

Click here for more information about the Certificates Management section.

Code Signing on Demand - The 'Code Signing on Demand' tab is visible only if the feature is enabled for your
account. If you wish to enable this feature, contact your Master Administrator or Comodo Account Manager.

The CSoD service is available in two modes:

« In-House Hosted mode - The CSoD controller installed and configured at the local network generates
Code Signing certificate requests for 'Developers' added to CCM, forwards the request to CCM. Once the
certificate is issued, the controller downloads it and stores it local database. A developer can generate a
code signing request by uploading the files to be signed by logging-in to the CSoD service portal created
by the agent. The controller signs the files using the certificate belonging to the user, upon approval from
the respective administrator CCM sends a notification mail to the developer to download the signed files.

»  Cloud Service Mode - The code signing process is performed within Comodo's highly secure cloud
servers. After enrolling for a code signing certificate for a developer, the service generates the certificate
request for the developer, submits the request to CCM, tracks the order and collects the certificate once
issued. Developers can then upload files to the cloud portal for signing. Upon approval by the
administrator, the service will sign the code and notify the developer to download the signed files.

Dashboard @ Certificates [, Discovery @ Code Signing on Demand (b' Reports _0_.?. Admins iH Settings |1'_E', About
Developers
Y Filter v
= Details Approve || Decline
DEVELOPER ORGANIZATION DEPARTMENT VERSION SIGNING SERVICE | CREATE DATE STATE

Dithers Wi 7t

@ bumpsted@dithercons.com Construction 11 LIRS 11/24/2015 16:27:30 Created
e Authenticode
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The 'Code Signing on Demand' area is accessible only by RAO Code Signing and DRAO Code Signing
administrators.

Security Role / Type of Administrator Available Action

RAO Code Signing + Can add and manage developers for any Organizations ( and
any sub-ordinate Departments) that have been delegated to
them.

- Can approve code signing requests from developers pertaining
to Organizations ( and any sub-ordinate Departments) that
have been delegated to them.

DRAO Code Signing « Can add and manage developers only for the Department(s)
that have been delegated to them.

«  Can approve code signing requests only from developers
pertaining to Department(s) that have been delegated to them.

The 'Code Signing on Demand' area is fully explained in the section 'Code Signing on Demand'.
Certificate Discovery Tasks:

»  Network Certificate discovery requires the installation of the certificate 'Controller' agent. This a small piece
of software that identifies certificates on your network and auto-installs SSL Certificates

- The 'Discovery Tasks' area allows you to configure certificate controller agents for the network and to
commence certificate discovery tasks.

- The 'MS AD Discovery Tasks' area allows you to scan for all types of certificates on objects in an Active
Directory server.

»  Discovery scan results are displayed in the 'Network Assets' area under the 'Discovery' tab.

«  Theresults include 'Managed' certificates (those issued through CCM) and 'Unmanaged' certificates (those
acquired from other CAs, those Comodo certs not obtained through CCM , and self-signed certificates).

« Administrators can assign unmanaged certificates to an 'Organization' or 'Department' to bring them under
CCM management.

» The 'Network Assets' area also displays web-servers and domains found on scanned networks. If Active
Directory servers have been integrated with CCM then the area will also shows all certificates found by
scans run on AD servers.

Dashboard @ Certificates [%y Discovery @ Code Signing on Demand (B Reports ‘0__?. Admins “i Settings 1] About

Metwork Assets Discovery Tasks Agents
L
[ Network Discovery SSLs Found | Total Number of all $SLs found for last Month

Metwork: 10.104.70.0/24:4
Network: bddecsoftccm1.b
Network: bddccsoftcem1.b

3
Network: bddccsoftcem.b
Metwork: cloudfaressl.con
Web Servers )

2016-08-10 2016-08-18
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The 'Discovery' area is accessible only by RAO SSL and DRAO SSL administrators.

Security Role / Type of Administrator Available Action
RAO SSL Can set up agents and run certificate scans on organizations that have
been delegated to them. Can also run scans on departments of those
organizations.
DRAO SSL Can set up agents and run certificate scans on departments that have
been delegated to them.

Click here for more information about the Discovery section.

Reports: Enables administrators to view a range of reports depending on their privilege level. The 'Reports'
interface is fully explained in Section Reports.

(7} Dashitoand @ Conificatas [ Discovery

Discovery ScanLop 55L Cerficaes  Code Signing Certicales Dezcovery Tazks  Dewice Carmicanes

Cert repart Satails

Cumenl Eane ANy
Dale Selecion: | Enoiled Daie
Fram:

T

CrganizatonTepartmant

Available reports are 'Client Certificates', 'Discovery Scan Logs', 'SSL Certificates', 'Code Signing Certificates', 'Code
Signing Requests', 'DCV Report', 'Discovery Tasks' and 'Device Certificates'. The types of report available to a
particular administrator is dependent on their security role:

Security Role / Type of Administrator Available Action

RAO SSL Can view:
RAO S/MIME « 'Certificate Discovery' reports on scans that have been run on
RAO Code Signing behalf of their delega.ted Organization(s) and Department(s)
) (Only RAO SSL Admins)
RAO Device Cert

« 'SSL/S/MIME / Code Signing Certificate' report that is
appropriate to their administrative type and for their
Organization(s) and Department(s) only

«  DCV Report for their Organization(s) and Department(s) only
(Only RAO SSL Admins)

« 'Device Certificates' reports for their delegated Organization(s)
and Department(s) (Only RAO Device Certificate Admins)

DRAO SSL Can view:
« 'Certificate Discovery' reports on scans that have been run on
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Security Role / Type of Administrator Available Action
DRAO S/MIME behalf of their delegated Department(s) (Only DRAO SSL
DRAO Code Signing Admins)
DRAO Device Cert « 'SSL/S/MIME / Code Signing Certificate' report that is

appropriate to their administrative type and for their
Organization(s) and Department(s) only

«  DCV Report for their Department(s) only (Only DRAO SSL
Admins)

«  'Device Certificates' reports for their Department(s) (Only
DRAO Device Cert Admins)

Admin Management : Enables the currently logged-in administrator to view a list of administrative personnel. The
‘Admin Management' interface is fully explained in Section Admin Management.

Dashboard '@' Certificates [, Discovery (35 Reports 2_?. Admins TH Settings

Y Filter v

3 || o ngd || Edt || Detete

NAME EMAIL LOGIN TYPE ROLE ACTIVE
RAC Admin - 351, RAQ
0 JoeA Jjoe@dithers.com Jjoe_rao_all Standard Admin - Code Signing,
RAC Admin - SIMIME
@ RobinS robins@abcdcomp.com robin_rao_all Standard RAQ Admin - 35L
DRACQ Admin - SIMIME,
) Dave J dave@dithers.com dave_drao_all Standard DRAO Admin - 351, DRAD

Admin - Code Signing

15 | vpon 1-20o [0 D D D

The visibility of other administrators and the availability of controls in this area is dependent on which type of
administrator is currently logged in:

Security Role / Type of Administrator Available Action

RAO SSL Can

RAO S/MIME «  View/Edit RAOs and DRAOs of their delegated

RAO Code Signing Organization(s) and any subordinate Department(s) who are
. responsible for the same certificate type(s) as themselves

RAO Device Cert

* Request the creation of fellow RAOs who are responsible for
the same certificate type(s) as themselves

«  Approve/Reject the creation of DRAOs who are responsible
for the same certificate type(s) as themselves from

DRAO SSL Can

DRAO S/MIME

DRAO Code Signing - View DRAOs of their delegated Department(s) who are
DRAO Device Cert responsible for the same certificate type(s) as themselves

»  Request the creation of fellow DRAOs who are responsible for

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 34



Comodo Certificate Manager ---Ad‘fh"i’hﬂigffgig_zr’/Guide COMODO

Creating Trust Online®

o /

Security Role / Type of Administrator Available Action

the same certificate type(s) as themselves

«  Edit their own details

Click here for more information about Admin Management section.

Settings: The 'Settings' area contains several tabs relating to the overall configuration of CCM. The number of tabs
that are visible to a particular administrator is dependent on their security role (RAO or DRAO).

Dashboard '@ Certificates [ Discovery @ Code Signing on Demand (B Reports 9_.?. Admins -.' i 15 About

Organizations Domains Motifications Encryption MS Agents Assignment Rules
Y Filter v

8 | Edit Departments Domains

NAME cIry STATE COUNTRY | VALIDATION STATUS
() Device Org Device Org Device Org US
@ Dithers Organization Chennai ™ IN
O sSL Support Team Clifton NJ us
O Comodo SE Clifton NJ us

5 |t 1-+otors [0 O

(1) Organizations: Visible only to RAO class administrators. RAOs can view, edit, request new domains and
add Departments to Organizations that have been delegated to them.

(2) Departments: Visible only to DRAO class administrators (DRAQ's see a 'Departments' tab instead of the
'Organizations' tab). Allows DRAOs to view all Departments that have been delegated to th em and to
request new domains for those Departments.

(3) Domains: RAOs can view domains for Organization that they control, can delegate domains to subordinate
Departments and can request new domains for their Organization. DRAOs can view existing domains and
request the addition of new ones.

(4) Encryption: Allows RAO/DRAO S/MIME administrators to initialize a new master key pair or to re-encrypt
the private keys of client certificates held in escrow.

(5) Assignment Rules - Enables RAO/DRAQ administrators to define assignment rules for automatically
assigning unmanaged certificates identified by discovery scans to required Organizations and Departments
and apply the rules while configuring Discovery Scans.

Click here for more information about the 'Settings' area.

About - Enables currently logged-in administrator to view the version of CCM and the features that are enabled and
disabled for the account.
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My Profile - Enables currently logged-in administrator to view/edit address details, change the interface language

and their password.

[
| My Profile

X

Login james_rao
Mame James RAD
Email james@dithers.com

Role RAO Admin - Code Signing, RAO Admin - S/MIME, RAO Admin - S5L, RAO Admin

| - Device cert

Title

Telephone Number

Street

: Locality
State/Province

Postal Code

Country

Relationship

Current locale

Password
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Support - Clicking the help icon Ea takes you to Comodo's support page at https://support.comodo.com/, the
Comodo support web page, an online knowledge-base and support ticketing system. The fastest way to get further
assistance in case you find any problem using CCM management console.

Notification - The notification icon ‘ﬁ' at the top indicates the number of message that are yet be read. Click on
the icon to view the messages. The types of messages displayed are related to validation, controller, agent and so
on.

=
Logout: Click the [: icon to log out of Comodo Certificate Manager.

1.5 Release Notes

Version History

Version Number List of Changes

»  New RESTful API methods for the 4 types of domain control validation (email, http,
https and cname)

_ + Active Directory discovery scans have been merged with discovery tasks. You can
Version 5.12 now manage AD scans in Discovery > MS AD Discovery Tasks

« Assignment rules can now be applied to Active Directory discovery scans

«  Support information and links have been added to customer login pages

« Added auto-installer support for F5 BIG-IP web-servers. Version 5.11 supports now
support auto-install/renewal on the following platforms:

«  Apache Web Server (Linux 32/64bit)
« IS 7/7.5/8 (Windows 32/64)
«  Apache Tomcat (Windows 32/64bit, Linux 32/64bit)

Version 5.11
- F5Big-IP
+  Added hash-signing support to the Code Signing on Demand (CSoD) service. Instead
of uploading an entire file, developers can upload a hash of their binaries for signing
with their code-signing certificate. The signed hash and certificate can then be
embedded with their binary.
«  Support for RESTful APIs for Discovery service
. +  Added API method for renewal of SSL Certificates using renew ID
Version 5.10
« Added ability to group MS Agents installed on different AD servers to form clustered
Agent for certificate discovery and issuance
«  Added API method for replacement of SSL Certificates
« Added ability to edit device certificate approval email template
Version 5.9 o .
» Improved certificate collection time
Various bug fixes
Version 5.8 «  Support for RESTful APIs for Code Signing on Demand service

« Added client certificate authentication support for SOAP APIs
«  Improved device cert reports with addition of status information

« Added ability to edit device certificate collection email template
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Version History

Version Number List of Changes

« Added ability to resend device certificate collection emails

« Improvements to SCEP configuration of device certificates

« Added ability to integrate CCM with a Hardware Security Module (HSM) to generate
and store keys and code signing certificates enrolled for Code Signing on Demand

Version 5.7 (CSoD)

« Added ability to enroll device certificates through Simple Certificate Enrollment
Protocol (SCEP)

»  Improvements in auto-installation including scheduled auto-renew and enhanced
scheduling abilities.

Version 5.6 « Added ability to map MS AD Certificate Templates to CCM certificate types
ersion 5.
- + Added ability for issuance of device certificates from Private Certificate Authorities
using CCM certificate types

« Added ability for self-enroliment of device certificates by applicants

« Added the ability to issue Device Certificates for authentication of devices and
endpoints, including BYOD devices connected to the networks.

« Added ability to integrate AD servers by installing MS agents, for running discovery
scans on the servers and issue device certificates to devices enrolled to them.

« Added ability to define assignment rules for automatically assigning unmanaged
certificates identified by discovery scans to required Organizations and Departments
for bringing them under management.

Version 5.5 . . o . .

« Added Network Assets view to display the SSL certificates installed on various nodes,
servers and endpoints, as identified by discovery scans, web-servers with details on
websites/domains hosted on them and Active Directory objects with certificates
installed on them as discovered by AD server scans.

»  Added new API for integration to Mobile Device Management (MDM) solutions, for
issuance of Device Certificates.

«  Various Bug fixes.

« Maintenance update addressing bug fixes and various back-end improvements

Version 5.4 « 'Code Signing on The Fly' feature renamed as 'Code Signing on Demand

« Added Identity Providers (IdP) feature, which allows admins to log into CCM using
credentials of his/her IdP. New admins can also be enrolled using the IdP method.

« Added 'Code Signing On-The-Fly' feature that offers developers a faster, more
intuitive and highly secure way to digitally sign their software. The service is available

Version 5.3 in hosted and cloud versions.

« Added 'Bulk DCV' feature that enables administrators to validate multiple domains
that share a common domain administrator email address, at once.

« Added Private Key Store feature that enables storage an management of private keys

Version 5.1 of managed SSL certificates at customers network. Certificates whose private keys

version 9.1 are managed at the private key store can be imported in .p12 format for directly
imported to any server(s) for installation.

Version 5.0 + Redesigned User Interface.
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Version History

Version Number List of Changes

* Improved Dashboard with drill-down statistical reports.

«  Support for issuance of certs to private domain names.

« Added the new Dashboard feature with graphs and charts that allow the administrator
Version 4.6 to quickly gain an overview of all SSL, S/IMIME and code-signing certificates on the
network.

« Added a new report type 'Notification log Statistics' to enable Master administrators to
generate and view logs of automated notification emails sent to other administrators
during various events

Version4.5 « Added ability to external applicants to renew their SSL certificates through self-
renewal form, by entering their certificate ID and Pass Phrase.
Various bug fixes and Ul improvements.
» Added new process of validating Organizations for the issuance of OV SSL
certificates
« Improved the process of validating Organizations for the quick issuance of EV SSL
Version 4.4 certificates.
« Added ability to create domains without delegating them to Organizations or
Departments.
«  Various bug fixes
«  Streamlined the DCV process for a faster validation.
« Added ability to sort items in various interfaces by clicking the column headers
« Added ability to search and filter certificates based on requester in SSL Certificates
Version 4.3 interface
«  Custom field data included for a certificate will continue on the renewal certificates too
Various bug fixes and several optimizations to improve the performance of the
database and application server for improved stability
. « Added ability for Master administrators to add custom fields in the Built-in Application
Version 4.2

Form and Self-Enrollment Form for SSL and Client certificates requisition.

Version 4.1 « Introduced HTTPS method introduced in addition to HTTP.
« Updated and improved SCEP support of iOS.

«  Enhanced the self-enrollment form, optimized to be used on iPhones. When a user
wants to enroll and install a client certificate with the self-enroliment form, CCM
presents an optimized page. After the enroliment process completes, the user can
automatically install the certificate onto the iOS device.

+  Several Ul improvements, including saving search filters. The filters configured for
various interfaces will be saved and automatically applied when the same interface is
opened again

- Enabled auto installation feature for Apache Tomcat server. Version 4.1 supports
auto-installation / auto-renewal for following platforms:

«  Apache Web Server (Linux 32/64bit)
« IS 7/7.5/8 (Windows 32/64)
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Version History

Version Number List of Changes

«  Apache Tomcat (Windows 32/64bit, Linux 32/64bit)

»  Various Bug Fixes

«  User Interface changes
Version 4.0 «  Multiple certificate discovery tasks can be run at the same time

+  Agents will automatically check for newer versions and update itself

« Added automatic installation and renewal of SSL certificates. This feature is enabled
for accounts on a per-case basis. There are two available modes:

«  Enterprise Controller Mode - Software installed on a local host will
communicate directly with the CA issuance infrastructure to automatically
apply for and install certificates on designated web servers.

«  Certificate Manager Controller mode - An agent is installed on each web
server which will communicate with CCM for certificate requests. If a request
exists, the agent will generate a CSR and present it to the administrator for
approval in the CCM interface.

Version 2.11

Various Bug fixes

_ « Added Auto-installation and Auto-renewal features for automatic SSL application,
Version 2.10 CSR generation, and certificate installation on 1IS and Apache.
«  Various Bug fixes

« Added functionality for scanning internal servers for installed certificates using
Version 2.8.26 Certificate Discovery (CD) Agent, installed in a local computer.

»  Various Bug Fixes

« Added three methods EMAIL, HTTP file and DNS CNAME for Domain Control

Version 2.8.25 Validation (DCV) functionality to validate new and existing domains

Version 2.8.23 «  Enhanced logging for system resources/usage statistics
« Improved error handling/logging
« Added a column 'External Requester' to SSL report
« Improvements to the notifications system
» Bug Fixes:
+  Fixed bug whereby Master Administrator is sent 'Discovery Scan Summary'
notification even though the Notify Master Admin(s) check-box is not selected

Fixed bug related to issue of SSL through Self-Enrollment Links for local
hostnames

«  Fixed bug whereby an administrator was not able to edit Organization under
certain circumstances

«  RAO administrators can see only the client cert types that are allowed for them
«  Fixed logo bug in IE 9.0 window
+  Fixed bug related to invalid CSR common name

- Fixed issue related to mismatch of available notifications during Notification
creation

»  RAOs can set up a notification which notifies Master Administrators
«  Fixed bug related to incorrect timing of 'Your session has expired' messages
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Version History

Version Number List of Changes

«  Fixed bug whereby Domains are in a 'Suspended' state after an entry by RAO

The functionality Settings > Email Templates for editing templates of email messages
corresponding to various events is restricted only to Master Administrators.

Domain creation/delegation requests approved by Master Administrator with privilege 'Allowing
domain validation without Dual Approval' are activated immediately without requiring approval
by a second Master Administrator.

Domains created by DRAO Administrators are to be approved by RAO of the Organization to
which the Department belongs prior to approval by Master Administrators .

Added option to specify default Client Certificate Type(s) for all Organizations.
Add 'Apply' button to Client Cert customization interfaces

Version 2.8.21.8 |Bug Fixes:

All the server types are now available in the self-enrollment form for applying for SSL
certificate.

Administrators can now enroll for EV SSL Certificate manually
Fixed issues related to Firefox version 4 Browser.

Only the default Client Cert types customized for an Organization are made visible in the self-
enrollment forms.

RAO and DRAO can send invitations for Client Certificates only for Certificate types allowed
for their Organization.

SCEP Logs are improved.

Added Key Usage Template (KUT) support to determine capabilities of Client Certificates of
end-users belonging to an Organization.

Implemented Simple Certificate Enroliment Protocol (SCEP) support to Client Certificates in
addition to SSL Certificates.

Subscriber's Agreements are made specific to the Certificate type selected while requesting for
SSL Certificate and Code Signing Certificates.

Bug Fixes:

Version 2.8.21 |gjoq bug whereby user can now enroll for Code Signing Certificates through Internet Explorer.

Fixed bug whereby DRAO Administrators can request for SSL certificates from the
management interface.

Correct Subscriber Agreements are displayed on both built in application form and Self
enrollment form according to Certificate type selected.

Fixed bug to accept CSR of size less than 2048 bits for SSL Certificate replacement.

« 'Person upload' notification messages are now customizable;

« 'Active' checkbox in 'Settings/Domains' is now, by default, always enabled for Master
Administrator;

+ Bug Fixes:

Version 2.8.20
+  Fixed bug whereby a Master Administrator could bypass 'dual domain auto

approval' by using 'domain edit’;

»  Fixed bug that sometimes allowed domains created by a Master
Administrator to be automatically sent forward for validation without requiring
approval from second Master Administrator;
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Version History

Version Number List of Changes

«  Fixed bug where some notifications did not correspond to the modified E-
mail Template;

« Fixed bug that caused domain delegation requests to be displayed
incorrectly;

«  Fixed occasional bug whereby an Master Administrator could modify their
own privileges and/or those of a fellow Master Administrator;

«  Fixed occasional internal error that occurred when editing a deleted
Administrator;

«  Fixed bug whereby an incorrect error would be displayed while importing
from CSV;

« Fixed Internal error that occurred when an RAO Admin tried to approve a
Domain that had not yet been delegated by DRAO Admin;

Fixed bug that allowed Administrators to add and activate a domain for an
Organization that has already been added to a Department;

»  Fixed bug whereby incorrect data was displayed in the domain details
window;

«  Fixed bug whereby Client Certificate Administrators that were created in a
certain manner were not made to follow password policy rules;

+  Fixed bug whereby variables could not be added via the 'Insert Variables'
button while editing an email template in Internet Explorer;

+  Fixed bug whereby only active Master Administrator by changing admin role
of another Master Administrator.

2 The Dashboard

The CCM Dashboard will be displayed by default when an administrator first logs into the CCM interface. The
dashboard provides a heads-up-display which allows you to quickly gain an overview of all SSL, S/MIME and code-
signing certificates on the network.

The charts and graphs in the dashboard provide an essential combination of key life-cycle information (such as
certificates approaching expiry, certificates issued/requested and DCV status) as well as important technical insights
like how many servers have support for perfect forward secrecy, renegotiation and RC4 suites.

Chart data is updated in real-time, so any modifications should be reflected in the dashboard near-instantly.
Security Roles:

- RAO SSL, RAO S/IMIME and RAO Code Signing - can view charts relevant to the certificate types,
domains and web servers of the Organizations (and any sub-ordinate Departments) that have been
delegated to them.

- DRAO SSL, DRAO S/MIME and DRAO Code Signing - can view the charts relevant to the certificate types,
domains and web servers of the Departments that have been delegated to them.
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The area at the top of the dashboard displays a real-time summary of Active/Revoked certificates:
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Active/Revoked Server Certificates Active/Revoked Client Certificates Active/Revoked Code Signing Certificates
+ 5 Since Last Month + 1 Since Last Month + 0 Since Last Month

Filtering Options:

The statistics displayed in the dashboard can be filtered based on the time period and by Organization/Department:

Filter by: Organization: | ANY B Department: ANYB + ¥ Refresh Time Period: | 1 month B X Clear

« Toadd afilter, select the type of the filter from the 'Add Filter' drop-down. The available options are:

+  Organization - Choose an Organization / Department from the respective drop-downs and click
‘Apply".

- Time Period - Select the time period for which you wish to view statistics from the 'Time Period'
drop-down and click 'Apply'".

«  Toremove a filter, click the ' - ' button beside the filter.
«  To reset the filters, click 'Clear".
Charts available in first release. Click any link to view more details:

«  Expiring Certificates by Issuer - Comodo, self-signed and 'Other Trusted' certificates expiring within 180
days

« DCV Expiring Domains - Domains for which Domain Control Validation will expire within 180 days
« Certificates Types (Managed) - Single Domain, Wildcard, Multi-Domain, UCC etc.
« Certificates by Validation Level - EV, DV, OV.

«  SSL Certificate Types - Certificates issued through CCM and broken down by brand names like Instant
SSL, Premium SSL, EV SSL etc.

- Certificate Requests versus Certificates Issued
» Certificates by CA - Comodo, VeriSign, GoDaddy, Thawte, self-signed etc.

« Certificate Requests by Category of Certificate - SSL requests, SIMIME requests, Code signing
requests

« Certificates By Duration - How many of your certificates are 1 year, 2 year, 3 year etc

« DCV Status - The current stage in the Domain Control Validation process held by your certificate-hosting
domains

« Certificates by Organization - Certificates broken down by the Organizations they are issued to.

« Certificates by Key Strength - Certificates by the strength of key with which they were signed (1024 bit,
2048 bit etc)

+ Certificates by Signing Algorithm - Certificates by hashing and signing algorithms (e.g. SHA1withRSA)
« Certificates by Public Key Algorithm - Certificates broken down by encryption algorithm (RSA, DSA etc)
»  CSoD Usage - Code signing requests broken down by total and signed requests

- CSoD Certificates Usage - Code signing requests broken down by certificates belonging to different
developers

Expiring Certificates

The 'Expiring Certificates' bar graph shows the number of certificates expiring within the next 30, 60, 90 and 180
days. Expiring certificates are further broken down according to signer. 'Trusted' certificates are those from other
CAs which you may want to replace with Comodo certificates in order to benefit from CCM's management
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Expiring Certificates | Within 180 days i (D
1,500

1,000

500

0
30 60 90 130

. Comodo CA Limited ' Self-Signed

. Trusted

- Hovering the mouse cursor over a legend or graph displays the number of certificates in each category.
«  Clicking on the information icon (D displays a tool tip explaining the chart

«  Clicking on the graph icon 111 displays a report with the breakdown of statistics shown in the chart:

COMMON NAME ORGANIZATION DEPARTMENT EXPIRES
* gehitachi workforcehosting.com *  orgt 07212015
exch bridgetree com * orgt 08172015
exchange.howardchem.com * OCV _check_org 082312015
webmail. medcommbilling.com * DCV _check_org Q3282015
www onedegreeevents.com * DOCV _check_org Q47122015
contract restorationhardware.com * DCV_check_org Q471422015

15 | vt 1- 1500tz [0 DD

——

'Expiring Certificates Report' Table - Column Descriptions

Column Header Description

Common Name The domain for which the certificate was issued. This domain name refers to the
'Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Expires The expiration date of the certificate.
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DCV Expiring Domains

The chart indicates how many of your domains are within 30, 60, 90 and 180 days of DCV (domain control
validation) expiry. DCV validity lasts for one year so it is possible DCV might be approaching expiry even though
your certificate is not. If DCV is allowed to expire, it will not mean your certificate becomes invalid/stops functioning.
However, your next application for that domain will need to pass DCV again.

24

®

DCV Expiring Domains | Within 180 days

30 60 90 130

«  Placing the mouse cursor over a legend or graph displays a tool-tip showing the number of domains within
that time-frame.

»  Clicking on the information icon {D displays a tool tip explaining the chart

»  Clicking on the graph icon 11 displays a report with the breakdown of statistics shown in the chart:

HAME DELEGATION STATUS DATE REQUESTED DCV STATUS
* dithers.com Approved 09/05/2013 Validated
dithers.com Approved 09/05/20132 Validated

s vt 1-20cr: [ D D D

'DCV Expiring Domains Report' Table - Column Descriptions

Column Header Description
Name The name of the domain.
Delegation Status Indicates whether domain is active or inactive
Date Requested Indicates the date on which the domain was requested.
DCV Status Indicates the request/approval status of the domain.

Certificate Types (Managed)

The 'Certificate Types' pie chart summarizes the different types of SSL certificates installed on servers in your
network. (single domain, wildcard, multi-domain etc). This chart covers only 'managed’ certificates issued through
CCM.
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Certificates Types (Managed) | Certificate issued through Certific... 1 ©)

@ sngessL 100.00%
@ Multi Domain  0.00%

® widcard 0.00%

»  Hovering your mouse cursor over a legend item or section displays additional details such as the actual
quantity of certificates of that type.

«  Clicking on the information icon @ displays a tool tip on the chart

Clicking on the graph icon 111 displays a report with the breakdown of statistics shown in the chart

COMMON NAME ORGANIZATION DEPARTMENT SSLTYPE
abcdcomp.com (renewed) ABCD Company Instant SSL
bestorg.com Best Organization Instant SSL
capitalbus.com Capital Business Instant SSL
duncangift.com Dungan Gift Shop Instant SSL
elegantamp.com Elegant Organization ggrggﬂiﬁgate

5 o 1-or [ D D D

'‘Managed Certificate Types Report' Table - Column Descriptions

Column Header Description

Common Name The domain for which the certificate was issued. This domain name refers to the
'Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

SSL Type Indicates type of the certificate with its brand name

Certificates by Validation Level
The chart displays the composition of your certificate portfolio according to certificate validation level. This includes
the number of Domain Validated, Organization Validated and Extended Validation certificates on your network.
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SS5L Certificates by Validation level | Certificate issued through C... i (D

LS I Q=N |

U.l - T T
o oD BV Other

»  Hovering the mouse cursor over a bar displays the exact number of certificates in that category.
+  Clicking on the information icon (D displays a tool tip on the chart

+  Clicking on the details icon i displays a report with the breakdown of statistics shown in the chart

COMMON HAME ORGANIZATION DEPARTMENT SUB TYPE
abcdcomp.com (renewed) ABCD Company ov
bestorg.com Best Organization ov
capitalbus.com Capital Business ov
duncangift.com Dungan Gift Shop oV
elegantamp.com Elegant Qrganization EV

s vt 1-sors (5 D

'SSL Certificates by Validation Level Report' Table - Column Descriptions

Column Header Description

Common Name The domain for which the certificate was issued. This domain name refers to the
'‘Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Sub Type Indicates validation level of the certificate, like Domain Validated, Organization
Validated and Extended Validation.

SSL Types

The 'SSL Types' chart details the quantities of SSL certificates issued by CCM according to certificate brand name.
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»  Hovering your mouse over a legend or sector displays additional details.
+  Clicking on the information icon @ displays a tool tip on the chart

+  Clicking on the graph icon 11 displays a report with the breakdown of statistics shown in the chart

COMMON HAME ORGANIZATION DEPARTMENT SSL TYPE
abcdcomp.com (renewed) ABCD Company Instant SSL
bestorg.com Best Organization Instant SSL
capitalbus.com Capital Business Instant SSL
duncangift.com Dungan Gift Shop Instant SSL
elegantamp.com Elegant Organization ggrg:ﬁiﬁgate

15 | roator 1-5ouor [0 0 (D D

'SSL Types Report' Table - Column Descriptions

Column Header Description

Common Name The domain for which the certificate was issued. This domain name refers to the
'Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

SSL Type Indicates brand name of the certificate.

Note: Certificates with 'Issued' status are shown with blue text

Certificates Requested vs Issued
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The 'Certificates Requested vs Issued' graph allows you to view certificate issuance against certificate requests over
time.

Certificates Requested vs Issued | Orders placed over date range i @

g.1

8.0 - E

@ requested s0.00% @ 1ssued 50.00%

+  Placing the mouse cursor over the graph nodes displays more details about the number of certificates that
were requested and issued on that date.

+  Clicking on the information icon @ displays a tool tip on the chart

«  Clicking on the details icon i displays a report with the breakdown of statistics shown in the chart

CERTIFICATE TYPE ORGANIZATION DEPARTMENT ORDER NUMBER| SERIAL HUMBER TERM 5TY
S5L ABCD Company 1299179 4C:40:79:1F:31:93:64:98:65:A0.55:EF:5F:1 365 Issui
S5L Best Organization 1304831 732950 E2:421E:85:B3:EB:43:3C:50:A0: 365 Issui
S5L Capital Business 1304801 E7:3F:B5:9E:FF:51:5F FD:8C:1C:90:64:0F:( 365 Issu
SSL Duncan Gift Shop 1304839 T0:F9:12:B3:50:96:76:86:C9:B9:44:16:76:7 365 Issui
S5L Elegant 1304200 DEEAB3FE08:7F 48:F8:27:33:96:67.C7: 365 Revc
S5L Elegant 1304836 6C:D6:FE:FEES07:CE:24:46:CO:EF.D0:1B 365 Issu
Client cert ABCD Company 1303940 F3:49:8B:A0:29:24:60:64:7D:2D:32:B9A3:2 1 Revec
Client cert Best Organization 1305101 38:D4:BE:81:BEBABADIFITATEFI 16 1 Issu

|
15 oo 1- oo [ D I D

'Certificates Requested Vs Issued Report' Table - Column Descriptions

Column Header Description

Certificate Type The domain for which the certificate was issued. This domain name refers to the
'‘Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Order Number Indicates the number assigned by the Certification Authority (CA) for the request.
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Serial Number Displays the serial number of the certificate that is unique and can be used to identify
the certificate.

Term The length of time the certificate is (or will be) valid for from the time of issuance. For
certificates that have not yet been approved, this is the certificate lifetime that was
requested during the application process.

State Indicates the current status of the certificate.

Requested The date at which the certificate was requested by the end-user or the administrator
Collected The date at which the certificate was collected by the end-user or the administrator
Expires The date of expiry of the certificate

Certificates by CA

The 'Certificates by CA' chart allows you to determine what percentage (%) of your certificates are publicly trusted
by providing a break-down of certificates by signer. This includes all certificates signed by Certificate Authorities
(CA) and those which are self-signed. It also highlights certificates from other CA's which you may want to replace
with Comodo equivalents in order to benefit from CCM's management capabilities.

Certificates by CA| Include Scanning Agents resulis in @

Comodo: 100.00% (6)

® comodo 100.00%

»  Placing your mouse cursor over a legend or sector displays the number of certificates by that signer and
their % of the total certificates.

+  Clicking on the information icon {D displays a tool tip on the chart

«  Clicking on the graph icon i1 displays a report with the breakdown of statistics shown in the chart
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VENDOR

Comuodo CA Limited

Comodo CA Limited

Comoado CA Limited

Comodao CA Limited

Comuodo CA Limited

Comuodo CA Limited
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'Certificates by CA Report' Table - Column Descriptions

Column Header

Description

The domain for which the certificate was issued. This domain name refers to the
'Common Name' field in the SSL certificate itself.

Common Name

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Vendor Shows the vendor that has issued the certificate.

Note: Certificates with 'Issued' status are shown with blue text

Certificate Requests

The 'Certificates Requests' graph displays the number of CCM orders placed over time for SSL, SIMIME and Code
Signing certificates.

Certificate Requests | Orders placed over date range i @

10

5
0

2015-03 }
®: 75.00% @ S/MIME 25.00%

. Code Signing  0.00%
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«  Hovering the mouse cursor over the nodes on the graph displays the exact number of certificates that were
requested.

«  Clicking on the information icon @ displays a tool tip on the chart

»  Clicking on the graph icon 11 displays a report with the breakdown of statistics shown in the chart

CERTIFICATETY ORGAMNIZATION DEPARTMENT ORDER NUMBER|  SERIAL NUMBER
S5L ABCD Company 1299179 4C:40:79:1F:31:93:64:98:65:A0:55:EF :5F: 1E:AB:97
S5L Best Organization 1304831 73:29:5D:E2:42:1E:85:B3:EB:43:3C:5D:A0.DEAC
SSL Capital Business 1304801 E7:3F:B5:9E:FF.51:5F:FD:8C:1C:90:64:0F:C8:01:1
SsL Duncan Gift Shop 1304839 70:F9:12:B3:50:96:76:86:C0:B9:44:16:76:72:3A:C(
S50 Elegant 1304800 DEEABIFE OB TF48:F327.33:096.:67:CT:2F.25:44
S5L Elegant 1304836 G6C:D6:FEFE:ES.07.CE24:46:CO.EF:DO:1B:09:9A]
Client cert ABCD Company 1303940 F3:49:8B:A0:29:24:60:64:7D:2D:32:B9:A3:27:03:AC
Client cert Best Organization 1305101 38:04:BE:B1:BE:BABADYF3.7ATEFI16:C1:95:3

|
15| oo 1- oo [ 0 I D

‘Certificates Requests Report' Table - Column Descriptions

Column Header Description

Certificate Type The domain for which the certificate was requested / issued. This domain name refers
to the 'Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Order Number Indicates the number assigned by the Certification Authority (CA) for the request.

Serial Number Displays the serial number of the certificate that is unique and can be used to identify
the certificate.

Term The length of time the certificate is (or will be) valid for from the time of issuance. For
certificates that have not yet been approved, this is the certificate lifetime that was
requested during the application process.

State Indicates the current status of the certificate.

Requested The date at which the certificate was requested by the end-user or the administrator
Collected The date at which the certificate was collected by the end-user or the administrator
Expires The date of expiry of the certificate

Certificates by Duration
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The 'Certificates by Duration' pie chart is a break-down of your certificates by term length.

Certificates by Duration| Include Scanning Agents results i (D

1 vear: 16.67% (2)

@ :1vear 1657%

@ other  383.33%

«  Hovering your mouse cursor over a legend or section displays the exact number of certificates with that
term length and their percentage of the total.

+  Clicking on the information icon (D displays a tool tip on the chart

+  Clicking on the graph icon 11 displays a report with the breakdown of statistics shown in the chart

CERTIFICATETY ORGAMNIZATION DEPARTMENT ORDER NUMBER| SERIAL NUMBER
SsL ABCD Company 1299179 4C:40:79:1F:31:93:64:9B:65:A0:55:EF:5F: 1E:A8:97
S5L Best Organization 0
S5L Capital Business 0
SSL Duncan Gift Shop 0
S50 Elegant 1304831 7320:5D:E2.42:1E:85 B3 EB:43:3C:5D:A0DEACH
S5L Elegant 1304801 E7:3F:B5:9E:FF.51.5FFD:8C:1C:90:64:.0F.C5:01:1
35L ABCD Company 1304839 TO:F9:12:B3:50:96:76:86:C0:B9:44:16:76:72:34:C¢
S5L Best Organization 0
SSL Elegant 1304800 DEEAB3FE:08:7F48:F827:33:96.67.CT:2F 2544
SSL Elegant 1304836 GC.DEFEFEESOV.CE24:46:COEF.DO1B:09:9A
Client cert ABCD Company 1303940 F3:49:88:A9:20:24:60:64:7D:20:32:B9:A3:27:03:AC
Client cert Best Organization 1305101 38:04:BE:81:BE:BAGADIF3TATEFI:16:C1:95:3

|
15| oo 11201 [

'Certificates by Duration' Table - Column Descriptions

Column Header Description

Certificate Type The domain for which the certificate was requested / issued. This domain name refers
to the 'Common Name' field in the SSL certificate itself.
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Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Order Number Indicates the number assigned by the Certification Authority (CA) for the request.

Serial Number Displays the serial number of the certificate that is unique and can be used to identify

the certificate.

Term The length of time the certificate is (or will be) valid for from the time of issuance. For
certificates that have not yet been approved, this is the certificate lifetime that was
requested during the application process.

State Indicates the current status of the certificate.

Requested The date at which the certificate was requested by the end-user or the administrator
Collected The date at which the certificate was collected by the end-user or the administrator
Expires The date of expiry of the certificate

DCV Status

The chart shows a summary of Domain Control Validation (DCV) status of the domains registered with the CM. DCV
is required in order for Comodo to issue certificates to your domains and sub-domains. We advise customers to first
complete DCV on their registrable domain (e.g. domain.com). Once the domain has passed DCV, then future
certificate applications will be faster, because all sub-domains, including wildcards, will also be considered
complete.

DCV Status | Include Scanning Agents results i {D

EXPIRED: 0.10% (1)

'

@ susmTTED 0.10%
@ nNOT_STARTED  99.50%
@ oxFireD 0.10%

@ \:upaTED 0.30%

»  Hovering your mouse cursor over a legend or section displays the quantity of domains with a particular
status and their percentage of the total domains.

«  Clicking on the information icon (D displays a tool tip on the chart

+  Clicking on the graph icon 111 displays a report with the breakdown of statistics shown in the chart
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NAME DELEGATION STATUS DATE REQUESTED DCV STATUS
abcdcomp.com Approved 08/28/2013
bestorg.com Approved 082912013
capitalbus.com Approved 08/28/2013
duncangift.com Approved 08/28/2013
elegantamp.com Approved 08/29/2013

B rows/page 1 -5 outof 1003 - - n n

'DCV Status Report' Table - Column Descriptions

Column Header Description
Name The name of the domain.
Delegation Status Indicates the state of the domain within the CM. (Approved, Requested, etc.)
Date Requested Indicates the date on which the domain was requested.
DCV Status Indicates the request/approval status of the domain.

You can select the columns to be displayed by clicking the settings icon at the top right of the table and choosing the
columns.

+ [Date Requested
» DCV Status

Certificates by Organization

The 'Certificates by Organization' chart shows how many certificates have been issued to each Organization in your
CCM account.
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Certificates by Orgamization | Include Scanning Agents results i @

Elegant: 10.00% (1)
el

@ 28cD Company  50.00%
. Best Organization 40.00%

® clegart 10.00%

»  Hovering your mouse cursor over a legend or section displays the precise number and percentage of total
certificates issued to to a particular Organization.

«  Clicking on the information icon @ displays a tool tip on the chart

«  Clicking on the graph icon 111 displays a report with the breakdown of statistics shown in the chart

CERTIFICATETY, ORGANIZATION DEPARTMENT ORDER NUMBER,  SERIAL NUMBER
S50 ABCD Company 1304836 GC.DE.FEFE.ES.OV.CE24.46.COEF.DO.1B:09:94:
S8L ABCD Company 12991749 4C40:791F.31:83:64.9B:65:A0:55:EF 5F 1E:A8:97
S5L Best QOrganization 0
S5L Elegant 1]
Client cert Best Organization 1305101 38:D4:BE:81:BEBAGBADIFITATEF9:16:C1:95:3

|
L T T T

'Certificates by Organization' Table - Column Descriptions

Column Header Description

Certificate Type The domain for which the certificate was requested / issued. This domain name refers
to the 'Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Order Number Indicates the number assigned by the Certification Authority (CA) for the request.

Serial Number Displays the serial number of the certificate that is unique and can be used to identify

the certificate.

Term The length of time the certificate is (or will be) valid for from the time of issuance. For
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certificates that have not yet been approved, this is the certificate lifetime that was
requested during the application process.
State Indicates the current status of the certificate.
Requested The date at which the certificate was requested by the end-user or the administrator
Collected The date at which the certificate was collected by the end-user or the administrator
Expires The date of expiry of the certificate
Key Strength

The 'Key Strength' chart shows the composition of your certificate portfolio based on the size of their signature. This
can be useful for identifying certificates which need to replaced in order to be compliant with National Institute of
Standards (NIST) recommendations. NIST has stated that all certificates, using the RSA algorithm, issued after 1st
January 2014 should be of at least 2048 bit in key length.

Key Strength | Include Scanning Agents results i (D

2043: 70.00% (7)

@ 2043 70.00%

® other 30.00%

+  Placing your mouse cursor over a legend or sector displays the exact number of certificates with a
particular signature size and their percentage of the total certificates.

Clicking on the information icon ‘:D displays a tool tip on the chart

+  Clicking on the graph icon 111 displays a report with the breakdown of statistics shown in the chart

COMMON NAME ORGANIZATION DEPARTMENT EXPIRES KEY ALGORITHN KEY SIZE
abcdcomp.com ABCD Company 0311002016 RSA 20483
elegantamp.com Elegant 0
abcdcorp.com ABCD Company 0
abcdmail.com ABCD Company 0
bestarg.com (renswead) Best COrganization 1102/2015 RSA 2048

|
| 1-s oo [ IR
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'Key Strength Report' Table - Column Descriptions

Column Header Description

Common Name The domain for which the certificate was issued. This domain name refers to the
'‘Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Expires The date of expiry of the certificate

Key Algorithm Displays the type of algorithm used, by the public and private keys, for encryption.
(RSA, DSA, EC, etc.)

Key Size Displays the key size used, on the public and private keys, for encryption. (1024, 2048,
4096, etc.)

Note: Certificates with 'Issued' status are shown with blue text

Signature Algorithm

The chart provides an overview of the algorithms used by your certificates to hash and sign data. This chart can be
useful for identifying certificates using weaker algorithms which may need to be replaced before their expiry dates.
Comodo recommends SHA-256 and upwards. MD5 has been proven insecure and Microsoft has stated its products
will stop trusting SHA-1 code-signing and SSL certificates in 2016 and 2017 respectively.

Signature Algorithms | Include Scanning Agents results i @

@ sHaiwithrsa 100.00%

For more details, see http://www.comodo.com/e-commerce/SHA-2-transition.php

«  Placing your mouse cursor over a legend or sector displays the exact number of certificates using a
particular signature algorithm and their percentage of the total certificates.

»  Clicking on the information icon @ displays a tool tip on the chart

Clicking on the graph icon 111 displays a report with the breakdown of statistics shown in the chart
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COMMON NAME ORGANIZATION DEPARTMENT EXPIRES SIGHATURE ALGORI
abcdcomp.com ABCD Company 0311002016 SHATWIthRSA
elegantamp.com Elegant
abcdcorp.com ABCD Company
abcdmail.com ABCD Company
bestorg.com {(renawed) Best Organization 102/2015 SHATWIthRSA

5 e 1-soors [ I D

'Signature Algorithm Report' Table - Column Descriptions

Column Header Description

Common Name The domain for which the certificate was issued. This domain name refers to the
'‘Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Expires The date of expiry of the certificate

Signature Algorithm Displays the type of signature algorithm used by the certificate. (SHA1 with RSA,
SHA256 with RSA,SHA384 with RSA, efc.)

Public Key Algorithm

This chart provides an overview of the algorithms used to encrypt data by certificates on your network. Example
algorithms include RSA, DSA and ECC.

e

Public Key Algorithms | Include Scanning Agents results I @

RSA: 100.00% (8)

@ rs- 100.00%

+  Placing your mouse cursor over a legend or sector displays the exact number of certificates using a
particular public key algorithm and their percentage of the total certificates.

+  Clicking on the information icon @ displays a tool tip on the chart
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»  Clicking on the graph icon i displays a report with the breakdown of statistics shown in the chart

COMMON NAME
abcdcomp.com
elegantamp.com
abcdcorp.com

abcdmail.com

bestorg.com (renawed)

4

ORGANIZATION DEPARTMENT EXPIRES SIGHATURE ALGORI| KEY ALC
ABCD Company 03102016 SHATWIthRSA REA
Elegant

ABCD Company
ABCD Company

Best Organization 110212015 SHATWIthRSA REA

|
LT,

'‘Public Key Algorithm Report' Table - Column Descriptions

Column Header Description

Common Name The domain for which the certificate was issued. This domain name refers to the
'‘Common Name' field in the SSL certificate itself.

Organization Name of the Organization that has been issued with the certificate.

Department The specific Department of the Organization that is associated with the certificate. This
column will be blank if a Department has not been delegated as the controlling entity.

Expires The date of expiry of the certificate

Signature Algorithm Displays the type of signature algorithm used by the certificate. (SHA1 with RSA,
SHA256 with RSA, SHA384 with RSA, etc.)

Key Algorithm Displays the type of algorithm used, by the public and private keys, for encryption.
(RSA, DSA, EC, etc.)

CSoD Usage

The number of CSoD requests received and the number of those that we eventually signed.

CSoD Usage | Total vs Signed Requests {D

Signed: 20.00% (2)

@ sioned  20.00%

® Total  s0.00%
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«  Place your mouse cursor over a chart section to view the exact number of requests in that category.
CSoD Certificates Usage

CSoD requests broken down by signing certificate.

CSoD Certinicates Usage | Requests Per Certificate (D

C1 (Order Num.:1730413): 62.50% (5)

@ c1(or..30413) 62.50%

@ c2 (or..29430) 37.50%

+  Place your mouse cursor over a chart section to view the certificate order number and the exact number of
requests signed with that certificate.

3 Certificates Management

The 'Certificates' tab provides appropriately privileged administrators with the ability to request, collect, revoke and
manage SSL, Client and Code Signing certificates.

It is divided into three main administrative areas, namely the SSL Certificates tab, the Client Certificates tab and the
Code Signing Certificates tab.

(<) Dasnboarg () Cermncases [E Dscovery (1 Repons 07 namins 144 setmgs ] Azow
Clenl Certficain: Cade Sgning Carificales Device Certficams
¥ Fiter e
2 dam || Expon
& COMACN NAME CIRGANLEAT N DERRHTHENT SIATUS EXFRES INSTALL STATE HENEWML STATE
c2locall53] gl Esuzd 21142019 Nt scheduled Mal =chaduled
o) gl Erausd air42019 el achedylsd Mol scteadu kg
3 locall55] owrgi Eauad D11 42019 Kot schedbed Mot schadulad

cd comaa com|5E] gl nvald St schedubed Mot scheduled

AT cainfiT) gl nvalsd il Ache bl Mol schadi bad

5 [ l-iwln‘u--nu

This chapter provides guidance on the Certificates Management interface and explains the processes behind the
administration and provisioning of SSL certificates, client certificates, device and code signing certificates. This
chapter is divided into the following sections:

3.1.8SL Certificates Area- High level introduction to the SSL interface. Contains brief explanations of functionality
and an overview of Comodo SSL certificate types.

3.1.2.Request and Issuance of SSL Certificates to Web-Servers and Hosts - Detailed explanations of the entire
application, provisioning and life management of SSL web-server certificates.
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3.2 The Client Certificates area - Introduction to the Client Certificate interface that covers basic interface
functionality and the creation, import and management of certificate end-users.

3.2.5.Request and Issuance of Client Certificates to Employees and End-Users - Detailed explanations of the
initiation, application, provisioning, collection and management of Client Certificates.

3.3.The Code Sign Certificates Area - Introduction to the Code Sign Certificate interface that covers basic
interface functionality and the application, import and management of code signing certificates.

3.3.4.Request and Issuance of Code Signing Certificates- Explains the initiation, application, requisition,
collection and management of Code Signing Certificates.

3.4.The Device Certificates Area - Introduction to Device Certificates interface and covers explanations on viewing
and managing Device Certificates issued to devices for authenticating themselves for secure connections like VPN.

3.4.2.Request and Issuance of Device Certificates - Explains the processes of enroliment of Device Certificates
by Active Directory (AD) integration, SCEP enrollment and Web API.

Note: Administrators can also run a 'Discovery Scan' on their servers which will audit and monitor their entire
network for all installed SSL certificates (including certificates issued by other vendors). Once completed, all
discovered certificates are automatically imported into the ‘Certificates Management' area. This feature is covered
in greater detail in the Certificate Discovery section of this guide.

3.1 SSL Certificates Area

3.1.1 Overview of the Interface

The SSL Certificates Area provides RAO / DRAO SSL administrators with the information and controls necessary to
manage the life-cycle of SSL certificates for an Organization.

- RAO SSL admins can request and manage certificates for their delegated Organization(s)/Department(s).
They can approve or decline certificate requests made using the external application form and requests for
automatic certificate installation.

» DRAO SSL admins can request SSL certificates for domains belonging to their delegated Department(s).
They can approve or decline certificate requests made using the external application form and requests for
automatic certificate installation.

. - . »
Dashboard @ Certificates [ Discovery (b Reports
SSL Ceriificates Client Certificates Code Signing Certificates Device Certificates
Y Filter v
D + Add Export Details Install Renew Revoke Set Auto Renewal & Installation
COMMON NAME ORGANIZATION DEPARTMENT STATUS EXPIRES INSTALL STATE RENEWAL STATE
#® test.ccmga.com[B1] org1 Issued 01/14/2018 Successful Not scheduled
demo.ccmoa.local[60] org2 Issued 01/14/2018 Mot scheduled Mot scheduled
test.ccmoa.com[59] org1 lssued 01142018 Successful Mot scheduled
p1.ccmoalocal[58] org1 Issued 01/142019 Mot scheduled Mot scheduled
11.local[a7] org1 Issued 01/14/2019 Mot scheduled Mot scheduled
s 1-sotorn () DD ED
2 2007-2017. All ights reserved.

Note: The SSL Certificates area is visible only to RAO / DRAO SSL administrators.
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SSL Certificates Sub-tab - Table of Parameters

Field Name Description

Common Name The domain name that was used during the SSL certificate request. This domain
name refers to the 'Common Name' in the SSL certificate itself.

Organization Name of the Organization that requested or has been issued with the certificate
listed in the 'Common Name' column.

Department Indicates the specific Department of the Organization that is associated with the
certificate. This column will be blank if a Department has not been delegated as the
controlling entity.

Status Indicates the current status of the certificate.

Requested | The certificate application was made for auto-installation or using either the Self
Enroliment Form or the Built-in application form. Once the applicant has requested
the certificate, his/her request appears in the 'SSL Certificates' sub-tab with a
'Requested' state. The Administrator can "View", "Edit", "Approve" or "Decline" this
request.

A certificate can be requested by
»  An applicant using the Self Enrollment Form.

*  An RAO SSL administrator- for Organizations and Departments which
they have been delegated control. Can use Self Enrollment Form or the
Built-in Enrollment Form.

+  ADRAO SSL administrator - for Departments of an Organization which
they have been delegated control. Can use, Self Enroliment Form or the
Built-in Enrollment Form.

Approved | A certificate request that was made using the Auto Installation feature or the Self
Enroliment Form has been approved by one of the following:

«  An RAO SSL administrator of the Organization on whose behalf the
request was made.

- ADRAO SSL administrator of the Department on whose behalf the
request was made.

Applied The request has been sent to the Certificate Authority (CA) for validation. In order
to accelerate the validation process, the administrator can email
ccmvalidation@comodo.com with the order number.

Issued The certificate was issued by CA and collected by Certificate Manager. A Blue font
(number of | color (Issued) means that the certificate was issued by CA but was not installed.
found Placing the mouse cursor over the ‘Common Name' will display the name of the

certificates) | Vendor that is associated with this certificate.

A number in parentheses to the right of the certificate's status indicates how many
servers this specific certificate is installed upon. Placing the mouse cursor over the
‘State' column will display all the IP address / Port combinations that this certificate
was found on.

Expired The certificate is invalid because its term has expired. Placing the mouse cursor
over the 'Common Name' will display the name of the Vendor that is associated
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SSL Certificates Sub-tab - Table of Parameters

Description

with this certificate.

A number in parentheses to the right of the certificate's status indicates how many
servers this specific certificate is installed upon. Placing the mouse cursor over the
‘State' column will display all the IP address / Port combinations that this certificate
was found on and will display a certificate expired warning.

Revoked | The certificate is invalid because it has been revoked. Placing the mouse cursor

over the '‘Common Name' will display the name of the Vendor that is associated
with this certificate.
A number in parentheses to the right of the certificate's status indicates how many
servers this specific certificate is installed upon. Placing the mouse cursor over the
‘State' column will display all the IP address / Port combinations that this certificate
was found on and will display a certificate revoked warning.

Declined | A certificate request that was made using the auto-installation feature or the Self
Enroliment Form or the Built-in Enroliment Form has been rejected by one of
the following:

«  An RAO SSL administrator can decline certificate requests for
Organizations over which they have been delegated control.

«  An DRAO SSL administrator can decline certificate requests for
Departments over which they have been delegated control.

Invalid The Certificate Authority did NOT process the certificate request because of an
error the applicant made in the enrollment form (e.g. CSR contains incorrect
details).

Rejected | The Certificate Authority rejected the request after a validation check.

Unmanage | This state applies to certificates that were detected by a network Discovery Scan

d(n- but were NOT ordered and issued through Comodo Certificate Manager (including

number of | any pre-existing Comodo certificates that may have been ordered from the website

found or partner API's). The red color (Unmanaged) indicates, that he certificate's term
certificates) | has expired. Placing the mouse cursor over the '‘Common Name' will display the
name of the Vendor that is associated with this certificate.
A number in parentheses to the right of the certificate's status indicates how many
servers this specific certificate is installed upon. Placing the mouse cursor over the
‘State' column will display all the IP address / Port combinations that this certificate
was found on.
Expires Expiration term of the certificate.
Install State Indicates the current status of scheduled certificate installations:

Not The certificate is not scheduled for auto-installation.

Scheduled

Scheduled | The certificate is scheduled for auto-installation.

Started Certificate installation on the remote server has started as per the schedule

Successful | Certificate was successfully installed on the remote server at the scheduled time

Failed Certificate installation on the remote server failed.
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SSL Certificates Sub-tab - Table of Parameters

Field Name Description

Renewal State Indicates the current status of scheduled certificate auto-renewal

Not The certificate is not scheduled for auto-renewal
Scheduled

Scheduled | A schedule has been set for auto-renewal of the certificate

Started The auto-renewal process has been started as per the schedule

Successful | The certificate has been auto-renewed and installed successfully

Failed Auto-renewal of the certificate has failed

Note: The administrator can select the columns to be displayed from the drop-down at the right end of the column
header:

w Status

v Expires

+ Install state

+ Renewal state
Order Number
Self-Enrollment Certificate 1D
IP address
Issuer
Serial Mumber
Requester
Requested
External Requester
Subject Alt Mame
City
State
Country
Signature Algorithm
Key Algorithm
Key Size
MDS Hash
SHA1 Hash
Private Key
Key Usage
Extended Key Usage

Order Number The order number of the certificate request as assigned by the Certificate Authority,
when the request was made.

Self Enrollment Displays the unique enrollment ID assigned to the certificate request.
Certificate ID

IP address Displays all the IP address / Port combinations that the certificate is installed.
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SSL Certificates Sub-tab - Table of Parameters

Field Name Description
Issuer Displays the details of the Certificate Authority that issued the certificate and the
name of the certificate.
Serial Number Displays the serial number of the certificate that is unique and can be used to
identify the certificate.
Requester Displays the name of the CCM administrator that has requested the certificate

through the auto-install feature or the built-in enrollment form, or e-mail of end-user
that has requested the certificate through the self-enroliment form.

Requested Displays the date of the certificate request.

External Displays the the email address of the external requester on behalf of whom the

Requester administrator has requested the certificate through the built-in enroliment form.

ﬁubject Alt Displays the names of domain(s) for which the certificate is used for.

ame

City Displays the name of the city entered while creating the Organization / Department.

State Displays the name of the state/province entered while creating the Organization /
Department.

Country Displays the name of the country entered while creating the Organization /
Department.

Signature Displays the signature algorithm used by the certificate.

Algorithm

Key Algorithm Displays the type of algorithm used for the encryption.

Key Size Displays the key size used by certificate for the encryption.

MD5 Hash Displays the MD5 hash (thumbprint/fingerprint) for the certificate.

SHA1 Hash Displays the SHA1 hash (thumbprint/fingerprint) for the certificate.

Private Key Indicates whether the private key of the certificate is managed by CCM

Key Usage The cryptographic purpose(s) for which the certificate can be used. For example,

key encipherment and signing.

Extended Key Higher level capabilities of the certificate. For example, web server authentication
Usage and client authentication.
Control Buttons | Details Allows the administrator to view information about the certificate (see SSL

Note: The type certificate 'Details' dialog description).

of control Revoke Revokes the certificate.

buttons that are

displayed above | |nstall Uses the auto-installer feature to install the certificate on the target web server. See
the column the section Automatic Installation and Renewal for more details.

header depends

on the state of | Replace Replaces the existing certificate with a new one.
the selected
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SSL Certificates Sub-tab - Table of Parameters

Field Name Description

certificate Note: you will be prompted to specify new CSR.

Approve Approves certificate requests that were made for Auto Installation and using the
auto-installation feature or the Self Enrollment Form and sends the request for
the certificate to Comodo CA (the issuing Certificate Authority). Once submitted,
the certificate's state will change to 'Applied'. If the request is approved by Comodo
CA, the certificate State changes to 'Issued'. If the request was declined by
Comodo CA because of incorrect enroliment details (for example, a mistake in the
CSR or other form value), then 'State' will be listed as 'Invalid'. If the request was
declined by Comodo CA for legal reasons then the certificate will have a status of
'Rejected'.

Certificate requests can be approved by:

An RAO SSL administrator of the Organization on whose behalf the request was
made.

A DRAO SSL administrator of the Department on whose behalf the request was
made

Decline Declines the certificate request. This request will not be sent to Comodo Certificate
Authority for processing.

Edit Enables administrator to edit SSL certificate parameters. This option is available
only for certificates with a state of '‘Requested’, 'Rejected' or 'Invalid'.

Renew Clicking the 'Renew' button will open the 'Renew Certificate' dialog which will be
pre-populated with the company and domain details of the existing certificate.
Clicking 'OK" will submit the certificate renewal request.

This control is available only for the certificates states of: Issued, Expired and
Unmanaged.

SetAuto | Create a schedule for auto-renewing a certificate in advance of its expiry, and to
Renewal & | configure auto-installation of the renewed certificate. See the section Scheduling
Installation | Automatic Renewal and Installation for more details.

3.1.1.1 Sorting and Filtering Options

«  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective
column.

Administrators can search for particular SSL certificates using filters.

Y Filter ~

To apply filters, click on the down arrow at the right end of the 'Filters' stripe. The filter options will be displayed. You
can add filters by selecting from the options in the 'Add Filter' drop-down and group the results with other options
that appears depending on the selection from the 'Add Filter' drop-down.

To add a filter

»  Select a filter criteria from the 'Add Filter' drop-down.
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Y Filter

Add Filter: | Select.. roup by: [ Un

Subject Alt Name
Status

£3 || o Type Details |
Discovery Status
Vendar

cop Organization ORGAMNIZ
Hide duplicated
Install state

Fenewal state
Issuer

Serial Mumber
Fequester

External Requester
Signature Algaorithm
Key Algorithm

Key Size

SHAT Hash

MD5 Hash

Key Usage
Extended Key Usage

- Enter or select the filter parameter as per the selected criteria.

Y Filter ~
Add Filter: | Select... E| Group by. | Ungroup E|

e Common Name: ’testdomain.mm ]

o

The available filter criteria and their filter parameters are given in the following table:

Filter Criteria Filter Parameter

Common Name Enter the common name or domain name for the certificate fully or in part

Subject Alt Name Enter the subject alternative name for the certificate fully or in part

Status Choose the state of the certificate from the 'State’ drop-down

Type Choose the type of the certificate from the Type' drop-down

Discovery Status Choose the status, that is whether the certificate is deployed or not from the 'Discovery
Status' drop-down

Vendor Select the vendor of the certificate (CA) from the Vendor drop-down.

Organization Select the Organization and/or the Department to which the certificate belongs, from the

'Organization’ and 'Department' drop-downs.

Hide Duplicated Choose Hide Duplicated if you want duplicate certificates are not to be listed and select
the 'Hide duplicated' check box.
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Issuer Enter the name of the issuer of the certificate
Serial Number Enter the serial number of the certificate in full or part.
Requester Enter the name of the CCM administrator that has requested the certificate through the

auto-install feature or the built-in enrollment form, or e-mail of end-user that has
requested the certificate through the self-enroliment form, in full or part.

External Requester Enter the email address of the external requester on behalf of whom the administrator
has requested the certificate through the built-in enrollment form, in full or part.

Signature Algorithm Enter the signature algorithm of the certificate.

Key Algorithm Enter the key algorithm of the certificate

Key Size Enter the key size in bits

SHA1 Hash Enter the SHA1 Hash (thumbprint/fingerprint) of the certificate
MD5 Hash Enter the MD5 Hash (thumbprint/fingerprint) of the certificate
Key Usage Filter certificates by cryptographic capabilities.

Extended Key Usage Filter certificates by higher level purpose. E.g. web server authentication..

Tip: You can add more than one filter at a time to narrow down the filtering. To remove a filter criteria, click the -
button to the left if it.

«  Select the criteria by which the results are to be grouped from the 'Group by' drop-down and enter or select
the grouping parameter

¥ Filter

Add Filter: | Select... E| Group by | Ungroup IZ|

Lngroup

° Common Mame: | testdomain.com Organization
Department

— Status

! | ¥ Clear Server Software
lzsuer
Requester
External Requester
Signature Algonthm
Key Algorithm
Key Size

For example, if you want to filter the certificates with a specific Common Name starting with 'testdomain.com' and
group the results by their 'Status', then select 'Common Name' from the 'Add Filter' drop-down, enter
‘testdomain.com' and select 'Status' from the 'Group by' drop-down. The certificates, having 'testdomain.com' in their
common name will be displayed as a list, grouped based on their 'status'.
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COMMON HAME ORGANIZATION DEPARTMENT & STATUS EXPIRES SERVER SOFTVWARE

= Requested

"~ testdomain.com 123 Requested

) testdomain.com OrganizationMumber21 Requested

2 Issued

) testdomain.com ggr::;sa;onstrudion Purchases Department  Issued 03/31/2016
0 testdomain.com (renewed) 123 Issued 0312012016
= Revoked

_ onetestdomain.com (renewed) 123 Revoked 03/18/2016
) testdomain.com OrganizationMumber11 Revoked 09/06/2014
= Expired

) testdomain.com OrganizationMumberd? Expired 09/06/2014
) testdomain.com OrganizationNumber38 Expirad 09/07/2014

» To remove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'SSL certificates' interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button.

3.1.1.2 SSL Certificate 'Details' Dialog

The SSL Certificate Details dialog displays complete certificate details and also allows administrators to:
«  Download the certificate in different formats for installation onto servers
»  Upload the private key of the certificate for storage and management by the Private Key Store
»  Download the private key of the certificate from the Private Key Store
«  View the full certificate chain and installation details
» Resend the notification email to the requester of the issued certificate
+ Restart Apache after auto-installation of the certificate

To view the SSL certificate details dialog, select the certificate from the Certificates > SSL certificates interface and
click the 'Details' button at the top.
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SSL Certificate: test.ccmga.com

362 Days till expiration

CERTIFICATE DETAILS

Common Name testccmga.com
State Issued
Download The Certificate @
Order Number 1675841
Vendor Comodo CA Limited
Discovery Status Not deployed
Self-Enroliment Certificate ID 59

Type Instant SSL

Server Software Microsoft IS 5.x and later|  Edit

Server Software State

Term 1 year
Owner admin admin| Resend Edit |
Requested by admin admin, Resend Ed\t |
External Requester | Edit

Reouested 01132017

CERTIFICATE CHAIN DETAILS

Common Name AddTrust External CA Root
Vendor AddTrust AB
Term 20 years
Valid From 05/30/2000
Expires 05/30/2020
Serial Number 01
Signature Algorithm SHA1WITHRSA
Fublic Key Algorithm RSA
Fublic Key Size 2048
MD5 Hash 1d3554048578b03f42424dbf20730a3f
SHA1T Hash 02faf3e291435468607857694d75e45b68851868
Issuer CN=AddTrust External CA Root,
OU=AddTrust External TTP Metwork,
O=AddTrust AB
C=8E
Subject CN=AddTrust External CA Root,
OU=AddTrust External TTP Metwork,
O=AddTrust AB

C=SE
Address1

The certificate details dialog contains two panes:

« Certificate Details
» Certificate Chain Details
Certificate Details

The top of the 'Certificate Details' pane displays the number of days remaining before the certificate expires. The
lower section shows CCM and server related information about the certificate and contains various other controls.
The precise contents of the 'Certificate Details' pane is dependent on the current 'State' of the certificate:
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SSL Certificate with 'lssued’ state SSL Certificate with "Unmanaged’ state
365 Days till expiration 449 Days till expiration
CERTIFICATE DETAILS Private Key CERTIFICATE DETAILS
Common Name ditherscons.com Common Name www.somedomain.org
State Issued State Unmanaged
Download The Certificate Order Number N/A
Private Key (sl | Remave Vendor M e
SelfEnroliment Passphrase | sessss Discovery Status Deployed
[CI show Pass-phrase IP Address(es) = e e

- e -

Order Mumber 1313045 Alternative Names

B SelfEnrollment Certificate ID 23179

Discovery Status Not deployed Type Unmanaged

Sel-Enroliment Certificate ID 77883 Server Software OTHER

Type Instant SSL Server Software State

Server Software AOL Edit Term 3 years

Server Software State Expires 06/23/2016

Term 1 year Serial Number 52:10:77:4A:AD:FE:DEAE:CT:DA:CE:9D:54:0F :38:EE
Owner Joe Dane| Resend Edit Signature Algorithm SHA256withRSA
Requested by Joe A| Resend Edit Public Key Algorithm RSA
External Requester johnsmith@dithers.com Resend Edit

Public Key Size 2048
Requested 0313112015 MD5 Hash e053b92d68492a901d1ab79828786af0
Approved 033112015 SHA1 Hash b42c5693c5300eee2798bdfT9e2feb3d0e087407

Expires 03/31/2016
Comments Edit

Organization Dithers Construction
Company

Department Purchases Department
Address1 100, Raleigh Street
Address2
Address3
City Riverdale
State/Province Alabama
Postal Code 123456
Serial Number 81:72:02:EE:31:FF:70:25:5E:09:20:19:34:67:13:02
Signature Algorithm SHA1withRSA
Public Key Algorithm RSA
Public Key Size 2048
WD5 Hash T16b9f8788f5cbef45d866b59dde5fab
SHA1 Hash 45103060d31471423404998534f59503b6996635

Change Self Enrollment Passphrase

SSL Certificates 'Details' Dialog - Table of Parameters

Type Description

Common Name Text Field | The domain name that was used during the SSL certificate request. This
domain name refers to the '‘Common Name' in the SSL certificate itself.
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SSL Certificates 'Details' Dialog - Table of Parameters

Type Description
State Text Field | State of the certificate (for the definitions see on the table above).
Download Control Allows the administrator to download the certificate in different formats.
Private Key Control For the certificates enrolled by manually entering the CSR

+  Allows the administrator to upload the private key of the certificate
for storage in the Private Key Store.
For the certificates enrolled by auto-generation of CSR by CCM and
whose keys are managed by Private Key Store

«  Allows the administrator to download the private key of the
certificate in .key format.
For more details, refer to the sections:

« Uploading private key of a certificate
« Downloading the private key of a certificate

Note: The Private Key field is displayed only if the Private Key Store
feature is enabled for your account and a Private Key Store controller is
installed on your local network and configured.

Pass Phrase Text Field | The Pass Phrase of the certificates enrolled by auto-generation of CSR by
CCM and whose keys are managed by Private Key Store. The passphrase
is displayed if 'Show Pass-phrase' checkbox is selected. This phrase is
required to import the certificate on to any server, after downloading the
certificate in .p12 format.

Note: The Pass Phrase field is displayed only if the Private Key Store
feature is enabled for your account and a Private Key Store controller is
installed on your local network and configured.

Order Number Text Field | Order number of the certificate request.

Vendor Text Field | Avendor that is associated with the certificate. The vendor for self-signed
SSL certificates is 'Self-Signed'.

Discovery Status Text Field | There are two possible values: Not Deployed and Deployed.

« Deployed - A certificate that is installed on the network (as found
by the certificate discovery scan)

« Not Deployed - any certificate that is listed in the 'SSL
Certificates' area but which was not detected as installed on the
network during a certificate discovery scan.

Self-Enrollment Text Field | Displays the unique ID of the certificate.

Certificate ID

Type Text Field |Displays the brand name of the certificate.

Server Software Text Field |Indicates the server type for which the certificate was issued.

+  Clicking 'View' allows you to view the installation status of the
deployed certificate. Refer to the section Viewing the
installation details of the certificate for more details.

Clicking 'Edit" allows you to change the Server Software for which
the certificate is intended.
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SSL Certificates 'Details' Dialog - Table of Parameters

Type

Description

Server Software State | Text Field | Indicates the state of the server on which the certificate is installed. (For
the definitions see on the table above).

Term Text Field | The length of time the certificate is (or will be) valid for, from the time of
issuance. For certificates that have not yet been approved, this is the
certificate lifetime that was requested during the application process.

Owner Text Field | Name of the 'Owner' of the certificate. The Owner of the certificate is the
Administrator that first approved the request for the certificate.

Requested by Text Field |Displays either:

« The email address of the end-user that requested this certificate
using the Self Enrollment Application form
or

«  The name of the administrator that requested this certificate using
the auto-install feature or the Built-In Application form.

External Requester Text Field | The email address of the applicant on behalf of whom the administrator
has applied for this certificate through the built-in application form in the
CCM interface, as an alternative to making an applicant to complete the
'Self Enroliment form".

Requested Text Field | Date that the certificate was requested.

Approved Text Field | Date that the certificate was approved.

Expires Text Field | Date that the certificate expires.

Comments (optional) | Text Field | Information for administrator.

Organization Text Field | Name of the Organization on behalf of which the certificate was requested

Department Text Field | Name of the Department on behalf of which the certificate was requested

Address 1: Text Fields |Displays the address of the Organization as mentioned while requesting

Address 2: for the certificate.

Address 3: Only those address fields that were allowed to be displayed while applying

. for the certificate are shown here and the rest of the fields are displayed as

City: "Details Omitted".

State or Province:

Postal Code:

Serial Number Text Field | Indicates the serial number of the certificate issued.

Signature Algorithm Text Field | Displays the signature algorithm of the public key of the certificate

Public Key Algorithm Text Field | Displays the encryption algorithm of the public key of the certificate

Public Key Size Text Field | Displays the key length of the public key in bits

Revoked Text Field |Date that the certificate was revoked (if applicable.)

MD5 Hash Text Field |Displays the MD5 Hash (thumbprint/fingerprint) value of the certificate
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SSL Certificates 'Details' Dialog - Table of Parameters

Type

Description

SHA1 Hash Text Field |Displays the SHA1 Hash (thumbprint/fingerprint) value of the certificate

Key Usage Text Field | The cryptographic purpose(s) for which the certificate can be used. For
example, key encipherment and signing.

Extended Key Usage Text Field | Higher level capabilities of the certificate. For example, web server
authentication.

Change Pass Phrase Control Enables the administrator to set or change the self-enroliment pass-phrase

of the certificate. This phrase is required to revoke certificates should the
situation arise.

New pass-phrase: X

Mew pass-phrase*

e

The following sections explain in detail on the tasks that can be accomplished from the 'Certificate Details' pane.

« Uploading private key of a certificate for storage and management by the Private Key Store

- Downloading private key of a certificate

» Resending Notification Email for Certs with 'Issued' State

» Viewing Installation Details of Certificates

» Restarting Apache after Auto-Installation of SSL Certificate
Certificate Chain Details

The 'Certificate Chain Details' pane displays the details of the 'Root' and 'Intermediate’ certificates in the certificate

chain.

Clicking on the 'Root, 'Intermediate’ and the 'Personal’ tabs displays detailed information about the
respective certificate.
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Common Mame AddTrust External CA Root -
Vendor AddTrust AB
Term 20 years
Requested 05/30/2000
Expires 05/30/2020
Serial Mumber 01

Signature Algaorithm

m

Public Key Algarithm
Public Key Size
MDS Hash

SHA1 Hash

lssuer CH=AddTrust External CA Root,
Ol=AddTrust External TTP Metwark,
O=AddTrust AB, e
C=35E

Addressi
Address2
Address3 -

3.1.1.2.1 Uploading Private Key of a Certificate for Storage and Management by the Private Key
Store

The 'Details' dialog for SSL certificates with 'lssued' state allows the administrator to upload the private key
associated with it, for storage and management by the Private Key Store configured in their local network. Managing
the private key in the key store facilitates:

»  Downloading the certificate in .pfx/.p12 format for importing on to any server
«  Auto-uploading of the CSR during certificate renewal process

Prerequisite - Your account should have been enabled for Private Key Store feature. The Private Key Store
controller should have been installed on your local network and configured by the Master Administrator.

The 'Certificate Details' pane of the details dialog for the SSL certificate with the Issued state, displays a 'Upload'
button beside the 'Private Key' field.
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SSL Certificate: ditherscons_com

358 Days till expiration

CERTIFICATE DETAILS

»

Common Mame ditherscons.com

State Issued

m

Download The Certificate | EELEE

Order Mumber 1312926

Vendor Comodo CA Limited

«  Clicking the 'Upload' button will open the 'Upload Private Key' dialog.

Upload Private Key x|

i S A TR W g I R W I o B W SRR W W

WFEVSchmnDSEa9annHHDBpInSwTWrbbBSnYOIDAQABADIBACEleerTetuIHd o
z2DD9mGFrMnuSrPlAnwAH] EpugkQZ JeMOgDICg5dHY Shtwgzlnd 3/ UT luxa fMEod
sKTuwBSlZuRDaXVULECYfE§£+Eth4EBNEJJEAKde+Tj+Bszﬁf3nEkw4OzkH5R
RmzjanCbngFCLwaSXSt+B§Efa5dapDSK9iFAng4hFPB2SGGQsD3Slzijyﬁb
heNgBfgXkRataege2W/ GIvMINNylquxUaqmdiitgtEciM,/ s1qB9KSWK1lz6Tmeny 1D
Win/vyz0UVylikSalfuulidggklikkl fgn+EekwiIs56Hn ) s/ TTC2EWwITYoEvHGD
JwWwxYEDkCgYERIZQ18Myp+GnEYz2SPz4 320/ kBYh020ad8Am0Z JJauipGEVHOENad
HHDbxl+Qx83qun1pUﬁqJNzA4Pu??j?FKQZTpGIHvkiJHzPXEZaeCEIKEPagJEEE
akfaviMaJDT /WYNZ2iFgJARTBmOaP/obrFzaSKhELAFef0S1EWVyBcDIcCgYERzgMy
O03viYekd PAWD o+dunfuglmgs STWIAWo IEVvREB40+McmGtURMVMErEB kr£jcIEVS
EBVAEgTHOhTCT+HEHHC s TH2vVVDkvtcOnYgraa S BRpRYFEE SEKpRIXGDHETohz PW
KzX3THoT1CT 79pd0YdTIC3cCsP] IwloE T/ 59eBdecCgYBOFGuIy1 UcDASgsFEaYREN
| deK+nHOIMofNrBALYzrr2e Jk0S2xD4hr1 ScWeRiQrvEMEFDY 04+ K1mJ 1GJJggdvVIod
J/01xfg5c2bHD/1555Dzwd YYigu/ fwD3LzeDwalle TdZWl ruX JCve ICYNEETCulkeW |
£3y3ELsbil0efed3tuM/ IwkBgOCVEENT 8 X2 1gZWWTHT X nWv i LEgLREED/ 9ZNtBLF
®ZebthNobkORPnXkeEm7gLiBCUruMTA i rhépWeOvmacXRLFFidKoeseTmzUddhgl
TOXEGEYXKHtEsSU/ 22 LefIfidB 7wk TuhI8 EEEMOTY £I0bS3wusKrBy 7/ Iz2C0u2mu |
RFFFIWKBgOCAVEBgE s 3WIKPTtAZmACk2cS20B,/QAUDgdYa ZnmWz 4EJOVESDAS &V
powCdwdR] 88 FXLTalmTts6 34t 1LSad1lnitl/ vLEYCE64¥YxTDIDOT J+NOCsuYcCasb —
£9do02 sE0rxHMWEgELEpl VI r+001 6VEGynHGzxnhGPFDgRLv k33 Zghh=—=

Paste Private Key here

m

4

Upload From File

Key Passphrase ab12t:d-1-56|

-

»  Enter the Private Key of the certificate

You can enter the private key associated with the certificate in two ways:
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1. Directly paste the private key in the 'Paste Private Key here' text box
2. Save the private key as a text file and upload the file by clicking the 'Upload From File' button

Upload From File X i

Mo file selected. Submit Close

Upload From File

i Key Passphrase

»  Enter a passphrase for the key

This passphrase is required for importing the certificate with the key pair on to the server for installation.
« Click 'OK'
»  Close the 'Certificate Details' dialog

CCM will send a command to the controller to store the Private Key. The private key is now stored and managed by
the Private Key Store. It will be indicated under the Private Key column in the 'SSL Certificates' area.

Dashboard @ Certificates B Discovery 5 Reports 0?. Admins ili Settings fs About
[+ =5 I*1

SSL Certificates Client Certificates Code Signing Certificates

Y Filter is applied v
a + Add Export Add For Auto Install Details Renew Revoke Replace

A COMMON NAME ORGANIZATION DEPARTMENT STATUS EXPIRES SERVER SOFTWARE PRIVATE KEY
@ dithers.com ggrgﬁézrgonstrudion Purchases Department  Revoked 04/06/2016
) dithers.com ggr;:;zrgonstrudion Purchases Department  Issued 03/31/2016
@ ditherscons.com gi{:r;:;;onstru EIET Purchases Department  Issued 03/31/2016

Dithers Construction R o o

Also, you can download the private key from the 'Certificate Details' dialog.
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SSL Certificate: ditherscons_com

358 Days till expiration

CERTIFICATE DETAILS

»

Commaon Mame ditherscons com

State Issued

m

Download The Certificate

SENe Download HemD

Order Mumber 1 4.0

Yendor Comodo CA Limited

Mie mmomre Dhatie Blad Adsamlaoacnod

3.1.1.2.2 Downloading private key of a certificate

The 'Details' dialog for SSL certificates with Private Keys stored at the Private Key Store allows the administrator to
download the private key in .key format.

Limitations - The private key can be downloaded only for the certificates whose private keys are managed by the
private key store. This includes:

«  Certificates applied using auto-CSR generation feature in CCM. Refer to the section Method 3 - Built-in
Enrollment Form - Auto CSR Generation for more explanation on using the Auto-CSR generation
feature.

- Certificates for which the private keys were manually uploaded to the Private Key Store. Refer to the
section Uploading Private Key of a Certificate for Storage and Management by the Private Key
Store for more details.

In order to download a private key, the administrator should have been logged-in to CCM through a computer in the
same local network on which the Private Key Store controller is installed and should have a personal authentication
certificate installed on the computer.

During the download process, CCM sends a download command to the controller. The controller requests for
authentication of the administrator and checks for authentication certificate. Once authenticated, the private key
controller enables the administrator to download the private key in .key format directly from it, without uploading it to
CCM. This ensures that the private key does not leave your network though CCM initiates the download.

The 'Certificate Details' pane of the details dialog for the SSL certificate with managed private key, displays a
'Download' button beside the 'Private Key' field.
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SS5L Certificate: ditherscons_ com

397 Days till expiration

CERTIFICATE DETAILS

Common Mame ditherscons.com

State lssued

Download The Certificate

Passphrase | seseessess

[l show Pass-phrase
Order Mumber 1312926
Vendor Comodo CA Limited
Discovery Status Mot deployed

Sel-Enrollment Cerificate ID 77881

Type Instant SSL

«  Clicking the 'Download' button will send a command to the Private Key Store controller.

The private key storage controller will request for authentication and search for the personal authentication
certificate of the administrator in the computer from which the administrator has logged-in. If more than one
certificate is found, the Select Certificate dialog will be displayed for the administrator to choose the certificate.

Select a certificate *

Select a certificate to authenticate yourself to 192.168.75.201:9090

John Smith (COMODO RSA Chent Authentication and Secure Email CA)
John Smith (COMODC Client Authentication and Secure Email CA)

Certificate informatian OK Cancel

«  Choose the certificate for authentication and click 'OK'.
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Upon authentication verification, the download dialog will be displayed, enabling the administrator to download the
private key in .key format.

3.1.1.2.3 Resending Notification Email for Certs with 'Issued' State

The 'Details' dialog for SSL certificates with 'Issued' state allows the administrator to resend the 'Certificate Enrolled'
notification to the domain control administrator. the applicant that applied for the certificate through the Self
Enrollment Form and/or the applicant on behalf of whom the administrator has applied for the certificate through
the Built-in Enrollment Form.

An automated notification email for collection of certificate will be sent to the Domain Administrator once CCM
issues the Certificate. However, if the certificate is not downloaded by the domain administrator for a long time,
CCM administrator can resend the notification for certificate collection.

The 'Certificate Details' pane of the details dialog for the SSL certificate with the Issued state, displays a 'Resend'
button beside the Owner and Requested by and External Requester (if applicable) fields.

Server Software AOL Edit

Server Software State

Term 1 year
Owner Joe Dane| Resend Edit
Requested by Joe A Resend Edit
External Requester johnsmith@dithers.com Resend Edit

Requested 03/31/2015

frbrnvad N331/7N15

«  Clicking the 'Resend' button will create a schedule for CCM to resend the notification email.

Information X

o Resend"SSL Enrolled Motification” successfully scheduled |

3.1.1.2.4 Viewing Installation Details of Certificates

The 'Details' dialog for SSL certificates added for auto installation to IS or Apache, allows the administrator to view
the installation state of the certificate.

«  The 'Certificate Details' pane of the details dialog for the SSL certificate added for auto installation, displays
a 'View' button beside the 'Server Software' field.
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Type Instant S5L

Server Software Microsoft 1S 5.x and later WView Edit

Server Software State Active

Term 1 year

«  Clicking the 'View' button will display a Nodes dialog that provides the details on the Agent responsible for
auto-installation, the node server upon which the certificate is installed and the installation status.

Nodes X ‘
|
[l 2
HAME COMMON HAME PROTOC IP ADDRESS PORT | STATUS 551 ‘
= Server 115 123 52 Active ‘
| [T dithers ditherscons.com HTTPS * 9443  Installed 1306124 ‘

3
i v 1 1oor [ D
|

3.1.1.2.5 Restarting Apache after Auto-Installation of SSL Certificate

The Apache will need to be restarted to finalize the installation of the SSL certificate. Administrators can do this
remotely from the CCM interface by clicking the 'Restart' button on the 'Certificate Details' pane of the details dialog.

Type Instant S5L

Server Software Apache/ModSSL View Edit

Server Software State Restart Required Restart

Term 1 year

- Clicking 'Restart' will reboot the server. After rebooting, the 'Server Software State' will change to 'Active'.
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3.1.1.3 Comodo SSL Certificates

3.1.1.3.1 Definition of Terms
Validation Levels

OV: Organization Validated certificates include full business and company validation from a certificate authority
using currently established and accepted manual vetting processes.

EV: Browsers with EV support display more information for EV certificates than for previous SSL certificates.
Microsoft Internet Explorer 7, Mozilla Firefox 3, Safari 3.2, Opera 9.5, and Google Chrome all provide EV support.

Certificate Types

SDC: Single Domain Certificates will secure a single fully qualified domain name.
WC: Wildcard Certificates will secure the domain and unlimited sub-domains of that domain.

MDC: Multi-Domain Certificates will secure up to 100 different domain names on a single certificate.

Certificate Name felicatc Description

n Level

Comodo Trial SSL Certificate SDC  |OV Secures a single domain 30 days
o . . 1year-3
Comodo Intranet SSL Certificate SDC  |OV Secures a single internal host years
- . . 1year-3
Comodo InstantSSL Certificate SDC  |OV Secures a single domain years
o . . 1year-3
Comodo InstantSSL Pro Certificate SDC  |oV Secures a single domain years
. o . . 1year-3
Comodo PremiumSSL Certificate SDC  |oV Secures a single domain years
Comodo PremiumSSL Wildcard Certificate ~~ |WC | OV Secures domain and unlimited | 1 year - 3
sub-domains of that domain | years
. . . . 1year-3
Comodo PremiumSSL Legacy Certificate SDC  |OV Secures a single domain years
Comodo PremiumSSL Legacy Wildcard Secures domain and unlimited | 1 year - 3
o WC oV . .
Certificate sub-domains of that domain | years
o . . 1year-3
Comodo SGC SSL Certificate SDC  |OV Secures a single domain years
Comodo SGC SSL Wildcard Certificate wC |OoV Secures domain and unlimited | 1 year - 3
sub-domains of that domain | years
ElteSSL Certificate sDC oV | | 1 year-3
Secures a single domain years
GoldSSL Certificate SDC  |OV 1year-3
years

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 84



Creating Trust Online®

Comodo Certificate Manager - coMoDo

/

/

Validatio Maximu
Certificate Name Description m Term
n Level
Length
Secures a single domain
| ) soc |ov | | 1year-3
PlatinumSSL Certificate Secures a single domain years
Secures domain and unlimited | 1 year - 3
, , . WC oV . :
PlatinumSSL Wildcard Certificate sub-domains of that domain | years
. o . . 1year-3
PlatinumSSL Legacy Certificate SDC |OV Secures a single domain years
PlatinumSSL Legacy Wildcard Certificate we oV Secures domain and nlimited | 1 year - 3
sub-domains of that domain | years
. . . . 1year-3
PlatinumSSL SGC Certificate SDC  |OV Secures a single domain years
PlatinumSSL SGC Wildcard Certificate we  |ov Secures domain and unlimited | 1 year - 3
sub-domains of that domain | years
Comodo Multi-Domain SSL Certificate oV Secure multiple Fully Qualified | 1 year - 3
MDC domains on a single certificate |years
o . . 1year-2
Comodo EV SSL Certificate SDC |EV Secures a single domain years
o . . 1year-2
Comodo EV SGC SSL Certificate SDC |EV Secures a single domain years
3.1.2 Request and Issuance of SSL Certificates to Web-Servers and

Hosts

There are two broad methods an SSL administrator can use to request and install certificates:

« Automatic installation - Administrators can configure CCM to automatically create certificate requests for
their domains and then automatically install the certificate on the web server. When a certificate is nearing
expiry, a CSR is automatically generated and forwarded for administrative approval. Once issued by CA,
the certificate will be collected and automatically installed on the web server. The auto-installation feature
must be enabled for your account. Refer to the section Automatic Installation and Renewal for more
details.

- Manual Installation - SSL administrators, or the applicants authorized by them, can also obtain certificates
via CCM's applications forms. The applicant will then need to manually install the certificate on the target
web server. Refer to the section Initiating SSL Enrollment using Application Forms for more details.

Summary of steps for requesting and issuing an SSL certificate:
- Applicant confirms completion of the prerequisites.
- Acertificate request is made via the certificate auto-installer or an application form as explained above.

«  The certificate will appear in the 'SSL Certificates' area of Comodo Certificate Manager with the state
‘Requested'. The RAO SSL or DRAO SSL administrator (as applicable) will receive an email notification
that a certificate request is awaiting approval.
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« The certificate request will then need to be checked and approved or declined by appropriately privileged
SSL Administrator. If it is approved then the request will be forwarded to Comodo CA for validation and
issuance or rejection.

» Ifthe certificate is applied through CCM interface for automatic installation, the certificate will be
issued and its state will be changed to 'Issued' in the 'Certificates Management' area. The
administrator can choose to install the certificate remotely by clicking the 'Install' button in the
CCM interface.

- Ifthe certificate is applied through the an application form, a collection mail will be sent to the
applicant which contains a link to the certificate collection form (see section Certificate
Collection for more details). The applicant can manually download and install the certificate.

»  Once an administrator has approved the request, that administrator becomes the 'Owner' of the request. At
this stage, the administrator can also choose to 'View', 'Edit' or 'Decline' the request. See Certificate
Request Approval for more details.

« The applicant will be designated as 'Requester’ of the certificate. If the applicant does not exist then CCM
will automatically add this applicant as a new 'End-user' at the time the certificate enroliment form is
successfully submitted.

3.1.2.1 Prerequisites

«  The domain for which the SSL certificate is to be issued has been enabled for SSL certificates, has been
pre-validated by Comodo through DCV process and that the domain has been activated for account by
your Comodo account manager. All certificate requests made on 'pre-validated' domains or sub-domains
thereof are issued automatically. If you request a certificate for a brand new domain, then this domain will
first have to undergo validation by Comodo. Once validated, this new domain will be added to your list of
pre-validated domains and future certificates will be issued immediately.

«  For applications using Enterprise Controller mode, the administrator has installed the Certificate Controller
on a control server and configured it to communicate with the remote hosts. (See the section Agents for
more details)

«  For applications using CCM Controller mode, the administrator has installed the agent on all hosts on
which certificates are to be automatically installed. The Agent is responsible for creating the CSR, fetching
the certificates and installing it in the host. (See the section Agents for more details)

« The administrator has created at least one Organization/Department that the domain will belong to. (See
chapter 'Settings - Organizations'- for more details)

« |fthe administrator wishes to enable Method 1 - Self Enroliment Form, that the administrator has
checked the 'Self Enrollment' box in the SSL tab of the 'Create/Edit' Organizations dialog box (see screen-
shot below).
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Comodo Certificate Manager . Administra

Edit Organization: Dithers b 4

General EV Details Client Certificate Code Signing Certificate Device Certificate Email Template

Self Enrollment [«

Access Code* | 123456

Sync. Expiration Date ¥

Sync. Month | Mot used v
Sync. Day | 14 (1-131)

Web APl [«

Secret Key* | abed1234
SSL Types | Customize

Server Software | Customize

« Ifthe administrator wishes to enable external SSL application using the Self Enroliment Form, that the
administrator has specified an Access Code in the SSL tab of the 'Create/Edit' Organizations dialog box
(see screen-shot). Comodo recommends using a mixture of alpha and numeric characters that cannot not
easily be guessed.

«  For the Built-in and the Self Enrollment Forms, the applicant has already created the Certificate Signing
Request (CSR) using their web server software prior to beginning the application. This helps avoid
potential errors on the certificate application form by allowing the common name (CN) to be automatically
drawn from the CSR. Please note that CSR must be at least RSA-2048 bit and must contain at least the
following fields:

Common Name (Fully Qualified Domain Name)
Organization

Organization Unit

Locality

State/Province

Country (2 character ISO code)

«  For enroliment of through Built-in Enroliment Form using the auto-CSR generation feature, the Master
Administrator has setup a Private Key Store in their local network by installing the Private Key Store
Controller and configured it to connect to CCM.

Note: Contact your Master Administrator if the feature is not available for you and should you require it.

+  Optional: The administrator has checked the 'Sync. Expiration Date' box and specified the day of the
month upon which the certificate will expire.

3.1.2.2 Automatic Installation and Renewal

Comodo Certificate Manager has the ability to automatically install SSL certificates on Apache Tomcat,
Apache/ModSSL ApacheSSL, IS and F5 BIG-IP servers. There are two available modes:

Enterprise Controller Mode CCM Controller Mode

Requires one-time installation of certificate controller Requires an agent to be installed on each individual web
software on a control server in your network. The server. The agents communicate with CCM to co-
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controller communicates with each remote host and ordinate automatic CSR generation and certificate
coordinates automatic CSR generation and certificate | installation.
installation. See Method 2 - CCM Controller Mode

See Method 1 - Enterprise Controller Mode

Note: Auto-installation is currently only supported for 'Instant SSL' from Comodo CA. Other certificate types will be
enabled for auto-installation in future versions. For more details on Comodo SSL Certificate types, see Comodo
SSL Certificates.

1. Enterprise Controller Mode
i. Certificate controller software is installed on a host in your network. The controller will communicate
with your remote web-hosts and will automatically apply for and install certificates on to them. The
controller is configured through a web-interface and can be set to communicate with Comodo CA
infrastructure through a proxy server.

ii. The controller periodically polls CCM for certificate requests. If a request exists, it will automatically
generate a CSR for the web server and present the application for approval via the CCM interface. After
approval, the agent will submit the CSR to Comodo CA and track the order number. After issuance, the
controller will download the certificate and allow administrators to install it from the CCM interface.

iii. Auto-installation/renewal is available for the following server types:

e Apache/Mod SSL

*  Apache - SSL

«  Apache Tomcat

*  Microsoft IIS 1.x to 4.x (Server 2000 - 2008R2)

*  Microsoft IIS 5.x and above (Server 2000 - 2008R2)

+ F5BIG-IP
See Method 1 - Enterprise Controller Mode for a tutorial on automatic installation of Certificates on
remote web servers

2. CCM Controller Mode
i.  This mode requires an agent to be installed on each of the web servers for which certificate auto-
installation/renewal is required.

ii. The agent polls CCM for certificate requests for servers that have been enabled for automatic
installation. If a request exists, it will automatically generate a CSR for the web server and present the
application for administrator approval in the CCM interface. After approval, the agent will submit the
CSR to Comodo CA and track the order number. After issuance, the agent will download the certificate
and allow administrators to install it from the CCM interface.

iii. Auto-installation/renewal is available for the following server types:

»  Apache/Mod SSL

»  Apache - SSL

»  Apache Tomcat

«  Microsoft IIS 1.x to 4.x (Server 2000 - 2008R2)

»  Microsoft IIS 5.x and above (Server 2000 - 2008R2)

See Method 2 - CCM Controller Mode for a tutorial on automatic installation of Certificates on web

servers.

Background Note: It is possible for one Organization to have multiple certificates for different domain names.

3.1.2.2.1 Method 1 - Enterprise Controller Mode
Enterprise Controller mode allows admins to automatically install certificates on any remote server on the network.

«  Controller software first needs to be installed on a server in your network. See the Agents section if you
need help to install the controller.
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+  You then need to add web-servers to the controller to enable certificate auto-installation. This is done in the
'Discovery' > 'Agents' interface.

« Ifanew certificate is requested for an associated server, the controller will coordinate with the host to
generate a CSR, submit it to Comodo CA, collect the certificate and install it.

«  The controller software is configured through a dedicated web-interface. If required, the controller can be
set to communicate with Comodo CA through a proxy server. See Configuring the Certificate Controller
Agent through Web Interface if you need help with this.

To add remote servers to the certificate controller

+  Click 'Discovery' > 'Agents'

Dashboard @ Certificates @ Discovery

iy Code Signing on Demand (1-5 Reports E?. Admins ﬂ

Organizations Domains Motifications Encryption SRS Assignment Rules

Hetwork Agents

W Fitter

i Download Agent @ Delete Hodes Commands

ALTERHATIVE HAME ORGANIZATION DEFARTMENT ACTIVE STATE VERSION
Dithers
Company 50 Construction A 22
Company
PRYZ Organization 55 (Test alternate name X¥Z Organization MiA, 26
ACME COIY Mot connected 22
l docs Mat connected 24

Edit Agent: Agent docs 54 (Last activity: 09/01/2017 13:57:19) x

Common CIDR Range 5 Servers

E N YT

HAME VENDOR STATE
) Remote F5 Server F5 BIGHP Active
) Server IS docs 55 Microsoft IS 7 x Active

i3 e 1-2o0o [ D D

«  Select the controller, click 'Edit' then open the 'Servers' tab

The server on which the controller is installed will be displayed in the list of servers.

+  Click 'Add' to associate a remote server with the controller. The '‘Add Web Server' dialog will open.
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Edit Agent: Agent docs 54 (Last activily: just now) X

Common CIDR Ranges Servers

£ (| = add ) Edit || Detete

NAME VENDOR STATE
® Server |l docs 55 Microsoft 1S 7.x Active
Add Web Server X

*-required fields

Mame* | Server F5 Big-IP

=g
Vendor* | F5 BIG-IP [
f]
State Init
Remuote
IP address / Port® - " & || 443
Lse key

Lsername | admin

Password | sesess

Cancel

Add Web Servers - Table of Parameters

Field Name Description
Name String Enter the host name of the server.
Vendor Drop-down Select the web-server type. Supported server types are:

«  Microsoft [IS 7.x
»  Apache, Tomcat 5.x, 6.x and 7.x
«  F5BIG-IP

Note: Agents installed on a Windows server will only support IIS and F5
BIG-IP web-server types. Agents installed on a Linux server support all
types (Apache, Tomcat, IIS and F5)

State Indicates whether or not the server is connected. The connection will be
initialized and active once the agent starts communicating with it.

Path to web String Specify the network path of the server. Required only for Tomcat under
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Add Web Servers - Table of Parameters

server Linux.

Remote Checkbox Specify whether the server is remote or local. This checkbox should be
selected when adding remote servers for agent-less automatic certificate
installation.

|P Address / String Specify the IP address and connection port of the server for remote

Port connection.

Note: This field will be enabled only if 'Remote’ is selected.

Use key Checkbox Specify whether the agent should use SSH Key-Based Authentication to
access the server.

Applicable only for Apache and Tomcat server types installed on Linux

platform.
User Name/ | String If 'Use key' is not selected, specify the admin username to log-into the
Private Key File server, in the 'Username’ field.
Path If 'Use key' is selected, specify the path to the SSH private key file to
access the server
Note: This field will be enabled only if 'Remote' is selected.
Password / String If 'Use key' is not selected, specify the admin password to log-into the
Passphrase server, in the 'Password' field.

If 'Use key' is selected, specify the passphrase for the private key file.

Note: This field will be enabled only if 'Remote’ is selected.

»  Complete the form and click OK. The server will be added to the controller. It will take a few minutes for the
server to become 'Active’.

Edit Agent: Agent docs 54 (Last activity: a moment ago) b 4

Common CIDR Ranges Servers

2 || 4 Add | Edit | Delete

HAME VENDOR STATE

) Server 1S docs 55 Microsoft 15 7 .x Active

@ Remote F5 Server F5 BIG-P it >

.| ovaos 1-2ouor2 [ D D D

0K Cancel
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Once the remote server is added to the controller, administrators can apply for certificates for domains on the server
in the 'Certificates Management' > 'SSL Certificates' area.

» Repeat the process to add more remote servers

To enroll a certificate for auto-installation
«  Click the 'Certificates' tab and choose the 'SSL Certificates' sub-tab
»  Click the 'Add' button

The built-in application form for SSL Enrollment will appear.

To enroll a certificate for auto-installation
+  Click the 'Certificates' tab and choose the 'SSL Certificates' sub-tab
«  Click the 'Add' button

The built-in application form for SSL Enrollment will appear.
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Request New SSL Certificate 4

*-required fields

Organization® | agme corp w @ Eﬁeiﬂash

Department* | ANY b

Certificate Type* | Instant S5L w

Certificate Term* | 3 years w

Semver Software®  OTHER o
CSR

Signature Algorithm | RSA o

Key Size | 2048 v

Certificate Parameters

Common Name*
Requester | John Smith
External Requester @

Comments

Renewal & Installation

) suto renew | 30 days belore expiration

[ create new key pair
[ auto install renewed certificate
[ suto install initial certificate

Subscriber Agreameant

Comodo SSL Certificates

Print

[Ciagree.” Scroil o bottom of the agreement to aclivate check box.
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Form Element Type Description
Organization Drop- Choose the Organization that the SSL certificate will belong to.
(required) down list

Department (required) | Drop- Choose the Department that the SSL certificate will belong to. For the
down list | certificate to be applied to all departments, choose 'Any'.

Click here to edit Text Clicking this link will expand the address fields.
address details Fields : -

Click here to hide address details

Address as it will appear in the certificate Remaove
Addressq: | 100, Raleigh Street D
Address2:

Address3:
City. | Riverdale

State or Province: | Alabama

Postal Code; | 123456 (&
Certificate Type® | Instant SSL -]
The address fields are auto-populated from the details in the 'General

Properties' tab of the Organization or Department on whose behalf this
certificate request is being made.

These fields cannot be modified but, in the case of OV level certificates, the
administrator can choose to omit them from the certificate by selecting the
'Remove' checkbox next to the fields.

The allowed address details will appear in the issued certificate and the
removed details will appear as "Details Omitted".

For EV level certificates, it is mandatory to include and display address
details of the Organization, Incorporation or Registration Agency, Certificate
Requester and the Contract Signer. Therefore text fields for entering the
these address details will be displayed and the option to remove certain fields
is not available on the EV self-enroliment form on selecting Comodo EV SSL
Certificate or Comodo EV Multi-Domain SSL Certificate from the 'Certificate
Type' drop-down.

Certificate Type Drop- Choose the certificate type that you wish to add for auto-installation. See
(required) down list | Comodo SSL Certificates for a list of certificate types.

The specific certificate types displayed in the drop-down list depends on the
SSL Types allowed for the selected Organization. Please refer to sections
Editing a new Organization and Customize an Organization's SSL
Certificate Types

Note: Currently CCM supports auto-installation only for the 'Instant SSL'
certificate type. Other certificate types will be enabled for auto-installation in
the future versions.

Certificate Term Drop- Choose the validity period of the certificate. For example, 1 year, 2 years, 3
(required) down list |years. See Comodo SSL Certificates for a list of certificate types and term
lengths.

The validity periods available for a particular Organization depends on its
configuration. Please refer to sections Editing a new Organization and
Customize an Organization's SSL Certificate Types.
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Form Element Type Description
Server Software Drop- Select the server software on which the certificate is to be installed. Auto-
(required) down list | installation is supported only on the following server types:

«  Apache/Mod SSL
»  Apache - SSL
»  Apache Tomcat
«  Microsoft IIS 1.x to 4.x
«  Microsoft IIS 5.x and above
« F5BIG-IP
Note: Choose 'OTHER' if you want to use F5 BIG-IP.

CSR

Provide Leave these fields blank.

CSR/Autogenerate | after a successful application, the certificate controller will co-ordinate with the web server
CSR and Manage to create the CSR and submit it to Comodo CA.

Private Key . - . T
Once you choose 'Auto install initial certificate’ under 'Renewal & Installation' in this
CSR (required) form, these fields will disappear.
Get CN from CSR You can ghoose the sngp_ature algorlt'hm t(? be used by the public key of the certificate and
. the key size for the certificate under 'CSR'.
(optional)
Upload CSR (optional) Server Software* | Microsoft IS 5.x and later v
CSR
Signature Algorithm | RSA r
Key Size 2048 v

Certificate Parameters

Common Name Text Field | Type the domain that the certificate will be issued to.

(required)

Requester (auto- Text Field | The 'Requester' is field is auto-populated with the name of the administrator
populated) making the application.

External Requester Enter the email address of an external requester on whose behalf the
(optional) application is made.

Note: The 'Requester' will still be the administrator that is completing this form
(to view this, open the 'Certificates Management' area and click 'View' next to
the certificate in question). The email address of the 'External Requester' will
be displayed as the 'External Requester' in the 'View' dialog of an issued
certificate. This field is not required when requesting for EV SSL certificate
and hence will be hidden.

Comments (optional) | Text Field | Enter your comments on the certificate. This is optional.
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Form Element Description

Renewal and Installation

Auto Renew Checkbox |Enable to auto-renew the certificate when it is nearing expiry. You can also
and text | choose the number of days in advance of expiry that the renewal process
field should start. On the scheduled day, the certificate controller will automatically

generate a new CSR using the same certificate parameters as the existing
certificate and submit it to the CA.

Create new key pair | Checkbox | Select this option if you want a new key pair is to be generated for the
renewal certificate. Leaving it unselected means CCM will re-use the existing
key pair of the expiring certificate.

Auto install renewed | Checkbox | Select this option if you want the renewed certificate be auto-installed.

certificate

Auto install initial Checkbox | Select this option to mark this certificate for auto-installation. After completing

certificate the form, the auto-installation wizard will allow you to select the nodes on
which the certificate should be installed and to create an installation
schedule.

Subscriber Agreement | Control | You must accept the terms and conditions before submitting the form by
(required) reading the agreement and clicking the 'l Agree' checkbox.

»  Click 'OK' to submit the application

The 'Set Auto Renewal & Installation' dialog will be displayed with the 'Nodes' interface opened. The 'Nodes'
interface displays a tree structure of servers associated with the Certificate Controller and the domains hosted on
them.
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Set Auto Renewal & Installation b4

n Nodes —— [ 2 | schedule Port EULA

o
NAME COMMON NAME PROTOC  IP ADDRESS PORT STATUS S5L

[=|Remote F5 Server Active 2

® ~Common-~test-vs ~Common-~test-vs HTTP 80 Mo SSL
~CCMQA~ccmga-
O ~CCMQA~cecmaa-cluster01_8459 Cluster01_g459 HTTPS 8459 Installed External
@] ~Common-~V302_HTTP_8459 ~Common-~V302_HTTP_E HTTPS 3459 Installed External
O ~Common-~te st-vs_8449 ~Common-~testvs_8449 HTTPS 8449 Installed External
~CCMQA~ccmga-
9] ~CCMQA~ccmga-cluster01_8450 cluster01_8450 HTTFPS 8450 Installed External
O ~Common~testvs_G447_8450 :goam"_’é’j;gt HTTPS 2450  Installed External
O ~Common-te st-vs_8445 ~Common-~testvs_8445 HTTPS 8445  Installed External
O ~Common-~te st-vs_8447 ~Common-~testvs_8447 HTTPS 8447  Installed External
O ~Common-te st-vs_8446 ~Common-~testvs_8446 HTTPS VIR W A 3446 Installed External
O ~Common-VS02_HTTP_8455 ~Common~VS02_HTTP_E HTTPS 8455 Installed External
O ~Common~Vs-
HTTPS 8454  Installed External

~Common~VS-20160912-233122_HTTPS_¢ 20160912-233122_HTTPS b
O ~Common-~vste st01_8454 ~Common-~vstest01_8454 HTTPS 8454  Installed External
O ~Common-~vste st01_8454_8456 ~Common-~vstest01_8454 HTTPS 3456 Installed External
O ~Common~Vs0 5_HTTPS_9095  ~Common~V505_HTTPS_ HTTPS 443 Installed External

W
15 vt 1-1oors [ I O

«  Select the domain from the remote server for which you wish to install a SSL certificate and click 'Next'.

The 'Schedule' interface will be displayed enabling you to choose whether you wish to manually install the certificate
from the CCM interface or set a schedule for auto-installation.

Set Auto Renewal & Installation X

III Nodes ——m88 ™ ™ n Schedule Port EULA

O Manual
Certificate installation must be started manually.
® schedule

Certificate installation will be started during selected time period.
Time zone: | UTC+00:00 - GMT, UCT, UTC, WET, EGST |~

Start not earlierthan: | 01/18/2017
Time Of Day
Run Between: oo : 19 oo : 19

Day of Week

Run Only: O Monday O Tuesday O Wednesday O Thursday O Friday O Saturday O Sunday

Close < Back
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« If you want to manually install the certificate from the CCM interface, select 'Manual'

« Ifyou want to install the certificate at a scheduled time, select 'Schedule', select your time zone,
and set a time period. The controller will generate the CSR and submit it to Comodo the next time
it polls CCM after the scheduled time.

«  Click 'Next'".
The 'Port' interface will open.

Set Auto Renewal & Installation

|I| Nodes —— [ 2 | Schedule n Port El EULA

~Common-~testyvs | 8460

Default node port will be used. Virtual

@ Server ~Common-~test-
ws172.16.223.97:80 will be updated by
port 8460

Close < Back |

»  Specify the HTTPS port for installing the certificate, (Default = 9443)
«  Click 'Next'. The EULA interface will open.

Set Auto Renewal & Installation X

|I| Nodes Schedule Port n EULA

Subscriber Agreement:
Predefined test 33L license tex for test customer[2]...

Print
[Jlagree* Scroll to bottorm of the agreement to activate check box.

< Back oK

Close

» Read the EULA fully and accept to by the selecting 'l Agree' checkbox.
«  Click 'OK"to save your application.
The certificate will be added to the SSL Certificates interface and its status will be displayed as 'Requested'.
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Dashboard @ Certificates @ Discovery

Code Signing on Demand (]5 Report

33L Certificates Client Certificates Code Signing Certificates Device Cerlificates

' Filter
D + Add Export Delete Details Revoke Set Auto Renewal & Installation
COM ORGANIZATION DEPARTINENT ——SIATIS EXPIRES
ccmga.com[95] acme corp Requested Mot =

cemga.comoa

docs

Thnanaged 08/23/2018

[0 ccmga.com@sr* docs Unmanaged D8/22/2018
o

smm TT s Inmanaced N7 45004 A

The CSR for the requested certificate will be generated automatically. After the CSR has been created, the
'Approve' button will appear at the top when you select the certificate in the list:

Dashboard @ Certificates [, Discovery

Code Signing on Demand

35L Cerificates Client Cerificates Code Signing Cerificates

Device Cerificates

Declineg Set Auto Renewal & Installati

COMMON NAME | ORGANIZATIO) DEPARTMENT STATUS

ccmga.com{95] ACMEe Corpg Reguested

[0 ccmoa.comigd]* Unmanaged 08

Approval Message x

*-required fields

Message*
The g3l certificate reqgueat is approved

0K | Cancel

Click the 'Approve' button to approve the request, enter an approval message and click 'OK'.

On approval, the CSR will be submitted to Comodo CA to apply for the certificate. The certificate status will change
to 'Applied'.
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Dashboard @ Certificates [8 Discovery Code Signing on Demat

S5L Certificates Client Certificates Code Signing Cerificates Device Certificates

Filter

Y
E + Add Export Edit Details Set Auto Renewal & Installation

URGANLZATION DEPR R T ek STATUS
acme corp Applied
Ssas Unmanaged
'~ | P ————— L 11 P

The controller will track the order number and will download the certificate once it is issued. The certificate will
stored and its status will change to 'Issued'.

@® certificates

Code Signing on Demand (& Reports 22 A

[& Discovery

Dashboard

S5L Certificates Client Cerificates Code Signing Certificates Device Cerificates
w Filter
8 + Add Export | Details Install Renew Revoke Set Auto Renewal & Installation
| | COMMON NAME ~ORCAMIZATICH, BERARTIIENT STATUS EXPIRES INSTALL
[l ccmaga.com[96] docs Izsued 08/29/2020 Mot schedl
[ ccmga.com[95] TR vand Mot schedu
T S— AR S Brod e

e AT * Arrs

To check whether the Certificate Controller has stored the certificate

+  Click 'Discovery' > 'Agents'
«  Select the controller and click 'Commands' button
You will see successful execution of 'Store Certificate' command.
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Dashboard @ Certificates [y Discovery Code Signing on Del
Metwork Assets Dizscovery Tasks
W Filter

D Download Agent | Edit Delete Nodes

¥ HAME ALTERHATIVE NAM ORGANIZATION DEPARTMENT

® Agent docs 54 docs

() Agentacme corp 53 acme corp

L= T

HAME — STATE

Store Certificate 08/29/2017 15:58:20 Successfu

Generate Certificate 08/29/2017 15:56:16

() Generate Cermmezt D52 QS Ol e BT Successful
() Discover Target Servers 08/29/2017 13:28:08 Successful
(O Discover Netwark 082812017 17:40:29 Successful
(0 Update Configuration 08/28/2017 16:40:11 Successiul
(O Discover Target Servers 0B/28/2017 16:34:29 Partially Successful

15| vt 1-70cor [0 D D

Close

The certificate is stored on the server by the agent. If you have set a schedule for automatic installation in the
Schedule step while applying for the certificate, it will be installed automatically at the scheduled time. If you have
selected 'Manual' in the Schedule step, you can manually initiate the installation process or schedule for auto-
installation, from the 'Certificates' > 'SSL Certificates' interface of the CCM console.

To manually initiate auto-installation of a certificate

«  Select the certificate from the 'Certificates' > 'SSL Certificates' interface and click 'Install’
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Code Signing on Demand Qj’ Reports
Code Signing Certificates Device Cerificates
| Y Filter
| £ 1] + Add Export Detail: Renew || Revoke | Set Auto Renewal & Installation |
COMMON HAME DEPARTMENT STATUS EXPIRES INSTAL
ccmga.com[96] Issued 08/29/2020 Mot schedu
[ ccmga.com[95] acme corp Invalid Mot schedu
Lol mrneen e T AT
Install Certificate X
o ——[2] P
Installing cert order number 1729480. Select the node to install.
2]
HAME COMMON HAME PROTOC  IP ADDRESS PORT STATUS 55L
LI~Commaon-~testvs_8451 ~LOMMOon~1estvs_s451 HIIPS 1727622397 5451  Instalea EXIErnal i
[OJ~common-~vste st01_8453 ~Common-~vstestd1_8452 HTTPS  10.100.93.40 8453  Installed Exdernal
O ~Common~VS02_HTTP_8457 ~Common~VS02_HTTP_E HTTPS  172.16.223.91 83457  Installed External
[ ~common-~testys ccmga.com HpiE 172.16.223.97 a0 Mo S5L
[J~common-~vstesto1 ~Common-~vstest01 HTTP 10.100.93.40 80 Mo SSL
O -ccMoa~cemga-clusterd :ﬁ;’:ﬁﬁ”ccmq} HTTP 2552552550 9097 NoSSL
O ~Commaon-~VS04_HTTP_9090 ~Common-~V304_HTTP_E HTTP 1721622393 9090 Mo 85L
O ~Common~V302_HTTP ~Common~V302_HTTP HTTP 172.16.223.91 a0 Mo S5L v
15 | rows/page 1-1outof1 ----

The 'Install Certificate" wizard
installed is pre-selected.

will start with the 'Nodes' interface. The node upon which the certificate is to be

If you want to install the same certificate to additional nodes or to a different node, select the

node(s) as required

Click 'Next'.

The 'Ports' interface will open.

Install Certificate

(3] woves

Close

B~

~Common~testvs | 8460

Virtual Server ~Common-~test-
(i) vs:172.16.223.97:80 will be updated by
port 8460

< Back oK
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Install Centificate

(3] woves

B~

~Common-~testvs

8460

Virtual Server ~Common-~test-
(i) vs:172.16.223.97:80 will be updated by
port 8460

Close

< Back oK

«  Specify the port and click 'OK'".

The certificate installation will begin instantly. Once the installation commences, the 'Install State' of the certificate
will change to 'Started'.

Dashboard

{® Ccertificates
L

[, Dpiscovery

E:if.;. Code Signing on Demand

(5 Reports 02 Admins

S3L Certificates

Client Certificates Code Signing Certificates

Device Certificates

When installation is complete:

W Filter
1:" + Add Export Details Install Renew Revoke Set Auto Renewal & Installation
COMMON NAME NI 121 e 1 T a et e SRATIS EXPIRES INSTALL STATE RENEWVAL
om[%] docs Issued 08/28/2020 Started Mot schedule
[ ccmga.com(95] ACE CoTe Tvana Mot scheduled Mot schedule
[0 ccmoa.comB4)* docs Unmanaged 08/23/2018 Mot scheduled Mot sched.

« IS servers, Tomcat and F5 BIG-IP - The certificate will be activated immediately and the install state will

change to 'Successful'.

Dashboard

@ Centificates

[ Discovery

55L Certificates Client Cerificates Code Signing Certificates

o= Add ||

Details Install

Export

Renew

(@ Reports 02 Admins [ About

Device Certificates

| Revoke Set Auto Renewal & Installation |

(® ccmaga.com[B8]

DEPARTTIENT

EX

INSTALL STATE

STATeY

Issued 01192018 Successful

ol

() ccmaga.local[B2]

| oy

o219 Mot scheduled

«  Apache - The certificate will become active after the server is restarted. The install state will change to

'Restart Required'.
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Dashboard @ Certificates (& Discovery G; Reports 2?. Admins
SSL Certificates Client Cerlificates Code Signing Certificates Device Cerificates
Y Filter
£ || o4 add || Export Details Install Renew Revoke Set Auto Renewal & Installation
A COMMON NAME ORGANIZATION DEPABTLIENT STATUS EXPIRES INSTALL STATE
@a.comrle org1 lssued 01M9/2018  Restart Required
) ccmaalocall52] arg 1 =10 =30 ut14/2019 Mot scheduled

Tip: The server can be restarted from CCM through the Certificate Details dialog. For more details, refer to
Restarting Apache after Auto-Installation of SSL Certificate.

After restarting the server, the certificate will activated and the 'Install State' will change to 'Successful'.
+ To check whether the controller has installed the certificate, click Discovery > Agents
«  Select the controller and click the 'Commands' button

You will see successful execution of 'Install Certificate' command.

Commands X
e
M ‘ Details Restart
HAME DATE STATE

(® Install Cerificate 08/29/2017 16:23:44 Successful
() Stor

(C) Generate Certificate 08/29/2017 15:56:16 Successful

08/29/2017 155220 SOCcessiul

»  To view command details, select the command and click the 'Details' button at the top.

Details X

Mame Install Certificate
Date 08/29/2017 16:23:44
State Successful

Detail Message 531 Order Number: 1723480 A
553L Serial HNumber:
TAC41ES11591C2CACEFAE1619TRBOFEEL W

Server Software: OTHER

Close
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3.1.2.2.2 Method 2 - CCM Controller Mode

Administrators can request and install new certificates for domains hosted on different web servers from the
'Certificate Management - SSL Certificates' area. The CCM Controller Mode requires an agent to be installed on
each web server upon which the certificates are to be auto-installed/renewed. Refer to the section Agents for more
details on installing the agent.

To enroll a certificate for auto-installation
»  Click the 'Certificates' tab and choose the 'SSL Certificates' sub-tab
o Click the 'Add' button

The built-in application form for SSL Enrollment will appear.
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Request New 551 Certificate X

*required fialds

Organization® | grgl w| () | £ Refresh

Department” | ANY w

Certificate Type®  Instant S5L 5
Carlificate Tarm® 1 year .
Server Software®  Microsoft 15 5.x and Bter -

CSR

® Provide SR D) Autogenerate CSR and Manage Private Key
CSR*

Max CER size is 32K | Get CN from CSR Uplozd CSR

Certificate Parameters

Comman Mame* COMigR.L Com
Requester | Admin MRAD
Extemnal Requester f,

Comments

Renewal & Installation

[ st renaw 30 days bafore axpiration

O create new key pair
[ auto install renewed certificate
[ Aute instail initial certificate

Subscriber Agreement

Predefined test S5L license text for test customen2]

Print

[Ciagree Scrol fo botfomn of the agresment o activate check box

Cancel
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Form Element Type Description
Organization Drop- Choose the Organization that the SSL certificate will belong to.
(required) down list

Department (required) | Drop- Choose the Department that the SSL certificate will belong to. For the
down list | certificate to be applied to all departments, choose 'Any'.

Click here to edit Text Clicking this link will expand the address fields.
address details Fields : |

Click here to hide address details

Address as it will appear in the certificate Remove
Addressq: | 100, Raleigh Street El
Address2:
Address3:
City: | Riverdale

State or Province: | Alabama

Postal Code: | 123456 &l
Certificats Type* | Instant 351 [+]
The address fields are auto-populated from the details in the 'General

Properties' tab of the Organization or Department on whose behalf this
certificate request is being made.

These fields cannot be modified but, in the case of OV level certificates, the
administrator can choose to omit them from the certificate by selecting the
'‘Remove' checkbox next to the fields.

The allowed address details will appear in the issued certificate and the
removed details will appear as "Details Omitted".

For EV level certificates, it is mandatory to include and display address
details of the Organization, Incorporation or Registration Agency, Certificate
Requester and the Contract Signer. Therefore text fields for entering the
these address details will be displayed and the option to remove certain fields
is not available on the EV self-enroliment form on selecting Comodo EV SSL
Certificate or Comodo EV Multi-Domain SSL Certificate from the 'Certificate
Type' drop-down.

Certificate Type Drop- Choose the certificate type that you wish to add for auto-installation. See
(required) down list | Comodo SSL Certificates for a list of certificate types.

The specific certificate types displayed in the drop-down list depends on the
SSL Types allowed for the selected Organization. Please refer to sections
Editing a new Organization and Customize an Organization's SSL
Certificate Types for more details.

Note: Currently CCM supports auto-installation only for the 'Instant SSL'
certificate type. Other certificate types will be enabled for auto-installation in
future versions.

Certificate Term Drop- Choose the validity period of the certificate. For example, 1 year, 2 years, 3
(required) down list |years. See Comodo SSL Certificates for a list of certificate types and term
lengths.

The validity periods available for a particular Organization depends on its
configuration. Please refer to sections Editing a new Organization and
Customize an Organization's SSL Certificate Types for more details.
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Form Element Type Description
details.
Server Software Drop- Select the server software on which the certificate is to be installed. Auto-
(required) down list | installation is supported only on the following server types:

«  Apache/Mod SSL

»  Apache - SSL

»  Apache Tomcat

«  Microsoft IIS 1.x to 4.x

«  Microsoft IIS 5.x and above

CSR

Provide Leave these fields blank.

CSR/Autogenerate | after 4 successful application, the certificate controller will co-ordinate with the web server
CSR and Manage to create the CSR and submit it to Comodo CA.

Private Key , L N o
Once you choose 'Auto install initial certificate’ under 'Renewal & Installation' in this
CSR (required) form, these fields will disappear.
You can choose the signature algorithm to be used by the public key of the certificate and
Get ?N from CSR the key size for the certificate under 'CSR'.
(optional)
Upload CSR (optional) Server Software* | Microsoft IS 5. and later v
CSR
Signature Algarithm | RSA v
Key Size 2048 r

Certificate Parameters

Common Name Text Field | Type the domain that the certificate will be issued to.

(required)

Requester (auto- Text Field | The 'Requester' is field is auto-populated with the name of the administrator
populated) making the application.

External Requester Enter the email address of an external requester on whose behalf the
(optional) application is made.

Note: The 'Requester' will still be the administrator that is completing this form
(to view this, open the 'Certificates Management' area and click 'View' next to
the certificate in question). The email address of the 'External Requester' will
be displayed as the 'External Requester' in the 'View' dialog of an issued
certificate. This field is not required when requesting for EV SSL certificate
and hence will be hidden.

Comments (optional) | Text Field | Enter your comments on the certificate. This is optional.

Renewal and Installation
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Form Element Type Description
Auto Renew Checkbox | Enable to auto-renew the certificate when it is nearing expiry. You can also
and text | choose the number of days in advance of expiry that the renewal process
field should start. On the scheduled day, the certificate controller will automatically

generate a new CSR using the same certificate parameters as the existing
certificate and submit it to the CA.

Create new key pair | Checkbox | Select this option if you want a new key pair is to be generated for the
renewal certificate. Leaving it unselected means CCM will re-use the existing
key pair of the expiring certificate.

Auto install renewed | Checkbox | Select this option if you want the renewed certificate be auto-installed.

certificate

Auto install initial Checkbox | Select this option to mark this certificate for auto-installation. After completing

certificate the form, the auto-installation wizard will allow you to select the nodes on
which the certificate should be installed and to create an installation
schedule.

Subscriber Agreement | Control | You must accept the terms and conditions before submitting the form by
(required) reading the agreement and clicking the 'l Agree' checkbox.

«  Click 'OK' to submit the application

The 'Set Auto Renewal & Installation' dialog will be displayed with the 'Nodes' interface open. The 'Nodes' interface
displays a list of agents installed on your servers for different Organizations and Departments. A list of server nodes
is shown under each Agent.

Set Auto Renewal & Installation X
BB voces ————————[2 ] scneaue Port EULA
o
NAME COMMON NAME PROTOC  IP ADDRESS PORT | STATUS SsL
=] Server IS org1 50 Active
Otestccmaa.com fortest.ccmaoa.com HTTPS * 8444  Failed 1675873
O selfccmgalocal self.ccmaga.local HTTP * 8443 Mo S5L
® ms1.ccmga.com ms1.ccmga.com HTTP * 443 Mo SSL
O Default Web Site Default Web Site HTTP * 80 Mo SSL
15 | rowsfpage 1-1 outof1 ----

«  Select the domain on which you wish to install a certificate and click Next.

The 'Schedule' interface will open, allowing you to install the certificate manually from the CCM interface or to set a
schedule for auto-installation.
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Set Auto Renewal & Installation x

|I| Nodes —— n Schedule Port EULA

O Manual
Certificate installation must be started manually.
@® schedule

Certificate installation will be started during selected time period.
Time zone: | UTC+00:00 - GMT, UCT, UTC, WET, EGST V
Start not earlierthan: | 01/18/2017
Time Of Day
Run Between: oo ;19 oo ;19
Day of Week

Run only: I monday O Tuesday [ wednesday (] Thursday [ Friday [ saturday (O sunday

Close < Back

+  If you want to manually install the certificate from the CCM interface, select 'Manual'

« If you want to install the certificate at a scheduled time, select 'Schedule' then select your time
zone and a 'not earlier than' time. The controller will generate a CSR and submit it to Comodo CA
the first time it polls CCM after the 'not earlier than' time. Use the check-boxes at the bottom to
limit which days of the week that the installation should run.

«  Click 'Next'.

The 'Port" interface will open.

Set Auto Renewal & Installation X

|I| Nodes Schedule B Port EULA

ms1.ccmaa.com | 9445

A Wrong server configuration: HTTP on 443
part or HTTPS on 80.

@ Default node port will be used. Mew
pinding on port 8445 will be created

Closa | < Back =

+  Specify the HTTPS port for installing the certificate, (Default = 9443)
»  Click 'Next'. The EULA interface will open.
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Set Auto Renewal & Installation X

|I| Nodes Schedule Port n EULA

Subscriber Agreement:

Predefined test 33L license tex for test customer[2]...

Print
[Jlagree* Scroll to bottorm of the agreement to activate check box.

Close | < Back oK

» Read the EULA fully and accept it by selecting the 'l Agree' checkbox.

«  Click 'OK"to save your application.

The certificate will be added to the SSL Certificates interface and its status will change to ‘Requested'.

_ = . » .
Dashboard @ Certificates [ piscovery (5 Reports E:-'. Admins

35L Certificates Client Cerificates Code Signing Cerificates Device Certificates

y Filter

| &3 || < add || Export

A COMMON NAME ORGANIZATION DEPARTRENT STATUS EXPIRES
() ccmga.com[B7] orgl Invalid
() ccmaga.com[72] org Applied
CQ:C_qua.com[EB] arg RequesteD
() ccmga.com[B6] Advanced Invalid

« The CSR for the requested certificate will be generated automatically. After the CSR is created, the
approve button will appear at the top when you select the certificate in the list.
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Dashboard @ Certificates [ Discovery If_ly Reports E?. Admins

35L Certificates Client Cerificates Code Signing Certificates Device Cerificates

| Y Filter

3 || drate | export || Edit || Details ( Approve )Decline | SetAutoRenewal & nstallation |

. & COMMON HAME ORGANIZATION DEPARTMENT STATUS EXPIRES
i | ccmga.com[G7] . orgl o . | Invalid
) ccmaga.com[72] orgl Applied
ccmqa.com[ﬁﬁ] orgl Requested
) ccmaga.comlG6] Advanred Invalid
Approval Message X

*-required fields

Message®
55L Cert for cchga.com is approvedl

0K Cancel

»  Click the 'Approve' button to approve the request, enter the approval message in the 'Approval Message'
dialog and click 'OK'".

On approval, the CSR will be submitted to Comodo CA to apply for the certificate. The certificate status will change

to 'Applied".

Dashboard @' Certificates [(8 Discovery (b’ Reports E?. Admins

S5SL Cerificates Client Cenificates Code Signing Cerificates Device Cerificates

Y Filter

+% | ok add || Export ||| Details | SetAutoRenewal & Installation

A COMMON NAME ORGANIZATION DEPARTMENT STATUS

() ccmga.com[G7] argl Imvalid

() ccmga.com[72] =4 lssued 01
@cnm‘[ﬁ&} org1 Applied

() ccmga.comion] Simeres Invalid

The controller will track the order number then collect and store the certificate once it is issued. The certificate status
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will change to 'lssued'.

Dashboard Certificates & Discovery @ Reports 02 admins i 15 About
SSL Cerfificates Client Certificates Code Signing Cerificates Device Cerificates
Y Filter
1'3 + Add Export Details Renew Revoke Replace Set Auto Renewal & Installation

4 COMMON NAME ORGANIZATION DEPARTMENT STATUS EXPIRES INSTALL STATE RENEWAL 5T,
(O comga.com[G7] g trreat: Not scheduled Mot scheduled
(® ccmga.com[B8] org1 Issued 01/19/2018 Mot scheduled Mot scheduled
() ccmga.com[BE] ———frirarreed T Mot scheduled Mot scheduled
) ccmga.com[B9] org1 Invalid Mot scheduled Mot schedul

To check whether the controller has stored the certificate:

«  Click 'Discovery' > 'Agents'
«  Select the controller and click the '‘Commands' button
You will see successful execution of 'Store Certificate' command.

. - . » o
Dashboard @ Certificates [ Discovery (b Reports _9_?. Adi
Metwork Assets Discovery Tasks
Yy Filter
8 Download Agent - ‘ Edit - Delete - Nodes
NAME ALTERNATIVE NAR] ORGANIZATION DEPARTMENT ACTI
Agent org1 52 orgl
Commands [ X
Queue Schedule history
3 ||| vetaits || Restart |
NAME ¥ DATE STATE
it
(® Store Certificate 01182017 12:22:20 Successful
() Generate Certificate 01182017 12:20:34 Successful
() Discover Target Servers 01M18/2017 12:18:39 Successful
() Generate Certificate 0172017 18:56:11 Successful
() Generate Cerificate 011712017 18:54:01 Canceled

The certificate is stored on the server by the agent. If you created a schedule for automatic installation in the
Schedule step, it will be installed automatically at the scheduled time. If you selected 'Manual', you can initiate the
auto-installation process from the 'Certificates' > 'SSL Certificates' interface:

To manually initiate auto-installation of a certificate
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@ Reports 2?. Admins

Client Certificates Code Signing Certificates Device Cerificates

8 + Add Export Detail Renew Revoke Set Auto Renewal & Ins

A COMMON HAME DEPARTMENT STATUS
ccmqa.com[SB] Issued 01
() ccmgalocal52] Issued 0141
demn remnalasaliEs — Issued
Install Certificate X

Bioce— [F)ron——— [3] scheaue

Installing cert order number 1676867. Select the node to install.

o
HAME COMMON NAME PROTOC 1P ADDRESS PORT STATUS S5L
=] Server 1S org1 50 Active
O test.ccmga.com fortest.ccmga.com HITES % 8444  Failed 1675873
[ ms1.ccmqa.com ms1.ccmga.com HTTPS * 443 No S5L
ccmaa.com ccmaa.com HTTPS  * 2443  NoSsL
[ Default web Site Default Web Site HTTP * 80 Mo S5L

15 s -1t [ D

The 'Install Certificate" wizard will start with the 'Nodes' interface. The node upon which the certificate is to be
installed is pre-selected.

« If you want to install the same certificate to additional nodes or to a different node, select the
node(s) as required

«  Click 'Next'.
The 'Ports' interface will open.

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 14



Comodo Certificate Manager --Admir comMobo

~ =

Install Certificate

EI MNodes n Port Schedule

ms1.ccmga.com | 442
Default node port will be used. The

certificate will be installed on existing
ms.ccmga.com:443

Close < Back

«  Specify the port and click 'Next'. The 'Schedule' interface will open.

Install Certificate

m MNodes — X pot —— B Schedule

® Install now

Certificate installation will be started immediately.

O schedule

Certificate installation will be started during selected time period.
Time zone: | UTC+00:00 - GMT, UCT, UTC, WET, EGST

Start not earlier than: | 01/18/2017
Time Of Day
Run Between: 28 5010 28 5010

Day of Week

Run Only: . Monday Tuesday Wednesday Thursday Friday Saturday Sunday

< Back oK

Close

+ If you want to instantly install the certificate, select 'Install now'

« If you want to install the certificate at a later time, select 'Schedule’, then select your time zone,
and set a 'not earlier than' date. The certificate will be installed on the server when the controller

polls CCM for the first time after the 'Not earlier than' date.
+  Click 'OK'
Once installation commences, the 'Install State' of the certificate will change to 'Started":
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Dashboard @ Certificates [, Discovery Cb. Reports 2_?. Admins TH Settings 1] About

S5L Certificates Client Certificates Code Signing Cerificates Device Certificates

Y Filter

8 + Add Export Details Install Renew Revoke Set Auto Renewal 8 Installation

A COMMON NAME ~NBCALZATION ol L SIATILS EXPIRES INSTALL STATE RENEWAL STATE

@aa] org1 Issued 01/19/2018 Started Scheduled

() ccmgalocal[52] argT i=2c100:14 pum U1H4/2019 Mot scheduled Mot scheduled

() demo.ccmga.local[G0] org2 lssued 011412018 Mot scheduled Mot scheduled

() fortest.ccmaga.com[G5] argl Invalid Mot scheduled Mot scheduled

When installation is complete:

« IS servers and Tomcat servers - The certificate will be activated immediately and the install state will
change to 'Successful'.

Dashboard @ Certificates =&) Discovery L Reports ﬂ?. Admins : 1'5 About
] [ O

S8L Certificates Client Certificates Code Signing Cerificates Device Cerificates

Y Filter

1:."’ | +Add il Export | Details || Instal | Remew || Revoke Set Auto Renewal & Installation |

A COMM DEPARTMENT STRTOS =" INSTALL STATE
® ccmaa.com[68] orgl Issued 01/19/2018 Successful

(O ccmaalocall52] 2 ! = oTTTINZ0 19 Not scheduled

«  Apache servers - The certificate will become active after the server is restarted. The install state will
change to 'Restart Required'.

Dashboard @ Certificates [ Discovery Ga Reports 2?.. Admins

SSL Certificates Client Certificates Code Signing Certificates Device Certificates

Y Filter
8 ' + Add || Export Details Install Renew Revoke Set Auto Renewal & Installation
A COMMON NAME ORGAHIZATION DEDADTIAENT SIATUS EXPIRES INSTALL STATE
@acomfﬂ] org1 lssued 01M19/2018 Restart Required
() comgalocal52] org T ——Tocucd U114i2019 Not scheduled

Tip: The server can be restarted from CCM through the SSL Certificate 'Details' Dialog dialog. For more details,
refer to 3.1.1.2.3 Restarting Apache after Auto-Installation of SSL Certificate.

After restarting the server, the certificate will activated and the 'Install State' will change to 'Successful'.
» To check whether the controller has installed the certificate, click Discovery > Agents
«  Select the controller and click the 'Commands' button

You will see successful execution of 'Install Certificate' command.
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..-’/’
Commands x
Queue Schedule history
£2 ||| Detals || Restart
HAME ¥ DATE STATE

(O Store Cerifigate s A2 5] Successful

® Install Cerificate 01182017 15:07:53 Successiful

() Store Cemmmeate Ll o iEng T ) successful
b Conarata Corificat 01M18/2017 12:20:34 Successful

« To view command details, select the command and click the 'Details' button at the top.

Details x

Mame Install Certificate
Date 01M 82017 15:07:53
State Successful

Detail Message 551 Order Number: 1876367 S
353L Serial HNumber:
D45SEE225D0T70B23F46D7780D6e5SFE4D12 W
Server Software: Microsoft IIS 5.x

Close

3.1.2.3 Initiating SSL Enrollment using Application Forms

The SSL Administrators or the applicants authorized by them can make request for certificates to be installed on to
the web servers by submission of application forms. On successful submission and validation by Comodo CA, the
certificate will be issued and a notification email will be sent to the applicant. The applicant can download the
certificate and install it on to respective web server.

CCM offers two types of SSL application forms:

1. The Self Enrollment Form - Administrators can apply or direct applicants to the request form to order SSL
certificates. Applicants using this method must validate their application to Certificate Manager by:

i. Entering the appropriate Access Code for the Organization or Department. The Access Code is a
mixture of alpha and numeric characters that the applicant needs to provide in order to
authenticate the request to Certificate Manager.
and

ii. The email address they enter must be from the domain that the certificate application is for. This
domain must have been assigned to the Organization or Department.

Refer to the section Method 1 - Self Enroliment Form for a tutorial on applying for and installing
certificates through the self-enroliment form.

2. The Built-in Application Form - Administrators can login and request SSL certificates using the built-in
application form available at the Certificates Management > SSL Certificates area. The Built-in application
form allows the administrator to enroll for SSL certificates in two ways:

i. Manual CSR Generation - The administrator needs to generate the certificate signing request (CSR) at
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the server on which the certificate needs to be installed and enter the CSR in to the application form.
Refer to the section Method 2 - Built-in Enrollment Form - Manual CSR Generation for a tutorial on
applying for and installing certificates.

ii. Auto CSR Generation - CCM can generate the CSR for the domain name with the private key stored
by the Private Key Store controller installed on a server at the customer premises. On completion of
certificate issuance, the administrator can download the certificate with the public/private key pair from
CCM and import to the server(s) on which it needs to be installed. Refer to the section Method 3 -
Built-in Enroliment Form - Auto CSR Generation for a tutorial on applying for and installing
certificates.

On successful completion of application submission, the certificate will be added to the Certificates Management >
SSL Certificates area with the status 'Requested'’. An appropriately privileged SSL administrator should approve the
request. On approval, CCM will forward the application to Comodo CA. After validating the application, the CA will
issue the certificate and the certificate status will be changed to 'Issued'. A collection email will be sent to the
administrator or the applicant. The applicant can collect, download and install the certificate in the respective web
server. For more details on collection of the certificate, refer to the section Certificate Collection. For more details
on downloading and installing the certificate, refer to the section Downloading and Importing SSL Certificates.

3.1.2.3.1 Method 1 - Self Enrollment Form

Administrator communicates S50 External applicant is directed to 551
siqn up URL and access code to , ] Self Enroliment Form
& axtornal applicant Tl Q
Comeodo Certificate Manager @ 2= External — @—)— S5\ Certificate
Administrator Applicant Self Enrollment Form
Applicant i form to G do CML
Administrator logs into account and Collection A certificate request is created in the
approves the certificate request from =, mail 'SSL Cortificates' area of Comodo GV
the 'SSI Certificates' area of the interface 0 [CM sends adminiskrator email
@) notification that a request is awaiting
approval

Applicant is directed to the 551

after entering an authentication witich containg @ fink to the certificate colfection form
code, they car to download and

Y install SSL cortificate Certificate
for tihe domain Collection Eorm

f&\ - GComodoe CAsigus and
L <l

issues the certificate for the
Certificate Manager

certificate colfection form wiere, E Comodo GV sends @ colfection maif to the applicant

domain and returns it to Comodo G

&

After approval by Comodo TV administrator,
the certificate request is sent to Comodo CA for processitg

Servers

3.1.2.31.1 Initiating the Self Enrollment Process

After completing the prerequisite steps, the administrator needs to communicate enroliment details to all and any
end-users they wish to issue SSL certificates to (for example, via email). The communication must contain the
following information:

1. Alink to the Self Enrollment Form - https://cert-manager.com/customer/[REAL CUSTOMER URI]/ssl
2. The Access Code specified in the Organization or Department's SSL Certificates tab.

Furthermore, the email address that the applicant enters at the self-enrollment form must match a domain that has
been assigned to the Organization or Department.
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3.1.2.3.1.2 The Self Enrollment Form

The application form for SSL certificates is hosted, by default, at: https://cert-manager.com/customer/[REAL
CUSTOMER URIY/ssl

End-users should be directed to this page using the administrators preferred communication method. Please refer to
the preceding section, Initiating the Self Enrollment Process for more details.

cCOMODO
Certificate Manager

SSL

Certificate enroliment

Certificate renewal
Certificate download
Certificate revocation

«  Clicking the 'Certificate enrollment' link will open the self enrollment form

COMODO
Certificate Manager

SSL Enrollment

Access Code:® | sesses

Email: *

CHECK ACCESS CODE

»  Before proceeding to the full application form, the applicant has to authenticate the request by:
«  Entering the correct Access Code for the Organization or Department

+  Entering an email address from a domain that has been assigned to that Organization or
Department.

«  Clicking 'Check Access Code' will contact CCM to authenticate that the applicant has the right to apply for a
certificate

» Ifboth Access Code and E-mail address are successfully verified then the applicant will move onto the full
certificate application form:
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cCOMODO
Certificate Manager

SSL Enroliment

Accass Code: ®

Email: *

Cartficate Typa:
Certificaie Term: *

Server Software: *

CSR:"

Common Name: *

Renew

Pass-phrase
Re-type pass-phrase:

External Requestsr

Comments

Subscriber Agreement

sEsEEs

johni@ccmga com

Click here to edit address details
Instant SSL

1 year

AOL

GET CN FROM C5H

The external applicant need not be an
existing user in the CM, but the person's
email address must be from the same
domain as the common name, else the
application cannot proceed.

Clicking 'Get Common Mame
from CSR' will automatically
populate the 'Common Name'
field and if relevant, the

'SAN' field with the domian
name(s) in the CSK - Helping
to avoid errors. This feature
is especially useful while
applying for MDCs where the
application could contain upto
100 domains in the SAN field.

The applicant can directly
upload the CSR saved as
Axt file by clicking

‘Upload CSR'. The CSR field
: will be auto-populated with

UPLOAD CSR {

Auto renaw

days before expiration
Please provide a pass-phrase. A pass-phrase is necessary for certificate

revocation and renewal

Acceplable format
ail@domain.com

il 1@domain.com, email 2@domain.com

the C3R from the text file.

The applicant can configure
for auto-renewal of the
certificate, upon its expiry.

The Passphrase entered here is
required for the purposes of
certificate revocation.

Pradefined test SSL license laxd for test customer2]...

RESET

The applicant must accept the "Terms and Conditions’
before submitting the form. The 'l Agree' checkbox
becomes active only on scrolling down the page till the end.

X

»  The'Access Code' and 'E-mail' address fields will be pre-populated.

»  The domain that the user specifies in the 'CN' field must be the same domain as the applicant's E-mail
address. The applicant MUST be able to receive emails at this address.

»  Comodo provide a range of CSR generation documents designed to assist Administrators and external
applicants through the CSR creation process. For a list of these documents, please visit:
https://support.Comodo.com/index.php?
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_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav=0 . (Select 'CSR generation' section
and web-server software).

« ltis possible for Certificate Manager Account holders to use their own, custom form templates rather than
the default form supplied by Comodo. Contact your account manager for more details on enabling this
functionality and for submitting custom banners for application forms.

31.231.3

Form Element

Access Code (required)

Form Parameters

Type
Text Field

Description

An Access Code identifies a particular Organization or Department and
is used to authenticate certificate requests that are made using the Self-
Enrollment form.

Organizations and Departments are uniquely identified by combination
of the Organization's 'Access Code' and the '‘Common Name' (domain)
specified in 'General' properties. Multiple Organizations or Departments
can have the same Access Code OR the same Common Name - but no
single entity can share both.

Administrators should choose a complex Access Code containing a
mixture of alpha and numeric characters that cannot easily be guessed.
This code should be conveyed to the applicant(s) along with the URL of
the sign up form.

Applicants that request a certificate using the Self Enrollment Form will
need to enter this code.

Email (required)

Text Field

Applicant should enter their full email address. The email address must
be for a domain that has been assigned to the Organization or
Department.

Address Details

Displayed on clicking the
Click here to edit address
details link.

Address 1:
Address 2:
Address 3:

City:

State or Province:
Postal Code:

(all auto-populated)

Text Fields

Clicking the link 'Click here to edit address' details displays the address
fields.

The address fields are auto-populated from the details in the 'General
Settings' tab of the Organization or Department on whose behalf this
certificate request is being made.

These fields cannot be modified but, in the case of OV level
certificates, the applicant can choose to omit them from the certificate
by selecting the 'Remove' checkbox next to the fields.

The allowed address details will appear in the issued certificate and the
removed details will appear as "Details Omitted".

For EV level certificates, it is mandatory to include and display address
details of the Organization, Incorporation or Registration Agency,
Certificate Requester and the Contract Signer. Therefore text fields for
entering the these address details will be displayed and the option to
remove certain fields is not available on the EV self-enrollment form on
selecting Comodo EV SSL Certificate or Comodo EV Multi-Domain SSL
Certificate from the 'Certificate Type' drop-down.

Certificate Type (required)

Drop-down
list

Applicant should select certificate type. For a list of Comodo SSL
certificate types, see the section Comodo SSL Certificates.

The specific certificate types displayed in the drop-down list (and
therefore available to the applicant) can be customized according to the
needs of the Organization. Please refer to sections Editing a new
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Form Element Description

Organization and Customize an Organization's SSL Certificate
Types for more details.

Certificate Term (required) |Drop-down | Applicant should select the life time of the certificate chosen from the
list 'Certificate Type ' drop-down.

The available term lengths for different certificate types displayed in the
drop-down list (and therefore available to the applicant) can be
customized according to the needs of the Organization. Please refer to
sections Editing a new Organization and Customize an
Organization's SSL Certificate Types for more details.

Server Software (required) | Drop-down | Applicant should select the server software that is used to operate their
list web server (for example, Apache, IIS efc). Installation support
documentation is available from the Comodo's support portal here:

https://support.comodo.com/index.php?
_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav=0

CSR (required) Text Field | A Certificate Signing Request (CSR) is required to be entered into this
field in order for Comodo CA to process your application and issue the
certificate for the domain.

The CSR can be entered in two ways:
+ Pasting the CSR directly into this field

»  Uploading the CSR saved as a .txt file by clicking the 'Upload
CSR' button

Background:

In public key infrastructure systems, a certificate signing request (also
CSR or certification request) is a message sent from an applicant to a
certificate authority in order to apply for a digital identity certificate.
Before creating a CSR, the applicant first generates a key pair, keeping
the private key secret. The CSR contains information identifying the
applicant (such as a directory name in the case of an X.509 certificate),
and the public key chosen by the applicant. The corresponding private
key is not included in the CSR, but is used to digitally sign the entire
request. The CSR may be accompanied by other credentials or proofs of
identity required by the certificate authority, and the certificate authority
may contact the applicant for further information. Upon uploading or
pasting the CSR, the form will automatically parse the CSR.

Administrators that require assistance to generate a CSR should consult
the Comodo knowledge article for their web server type here:

https://support.comodo.com/index.php?
_m=knowledgebase&_a=view&parentcategoryid=33&pcid=1&nav=0
N

Special Note regarding MDC applications: The CSR you generate
only needs to be for the single '‘Common Name' (aka the 'Primary
Domain Name'). You should type the additional domains that you require
in the "Subject Alternative Name' field' on this form.

Get CN from CSR Control Once the CSR has been entered correctly, clicking this button will auto-
(optional) populate the Common Name (CN) field. Using this method helps to
avoid human error by ensuring the domain name mentioned in the
application form exactly match that in the CSR. If the domain name
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Form Element Description

mentioned in this application form do not match that in the CSR, then
Comodo CA will not be able to issue the certificate.

Special Note regarding MDC applications: In order to successfully
order a Multi-Domain Certificate, the applicant need only list the
additional domains in the SAN field on this form. In certain
circumstances, however, the applicant may have created a CSR that
already contains these Subject Alternative Names. In this case, clicking
the 'Get CN from CSR' button will also auto-populate the 'Subject
Alternative Names' form fields as well as the 'Common Name' field.

Upload CSR (optional) Control The applicant can upload the CSR saved as a .txt file in the local
computer, instead of copying and pasting the CSR into the CSR field -
helping to avoid errors.

P CSR size iz

Upload CSR

Mo file selected. L= a0 | cLosSE

Common Name (required) |Text Field |Applicants should enter the correct fully qualified domain name for the
Organization or Department

Single Domain certificates - enter domain name using the form:
domain.com.

Wildcard Certificates - enter domain name using the form:
*.domain.com.

Multi-Domain Certificates - enter the primary domain name using the
form: domain.com.

Renew Check box | Allows applicants to specify whether the certificate should be
automatically renewed when it is nearing expiry. Applicants can also
choose the number of days in advance of expiry that the renewal
process should start. On the scheduled day, CCM will automatically
submit the renewal application to the CA with a CSR generated using
the same parameters as the existing certificate.

Subject Alternative Names | Text Field | If the certificate Type' is a Multi-Domain Certificate (MDC) then the
(required for Multi- applicant should list the 'Subj Alt Name' additional domains here. Each
Domain cetrtificates) domain listed in this field should be separated by a comma.

Pass Phrase (optional) Text Field | This phrase is needed to revoke the certificate when using the external
revocation page at: https://cert-
manager.com/customer/real_customer_uri/ss|?action=revoke

Re-type Pass Phrase Text Field | Confirmation of the above.
(required if specified in
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the field above)

External Requester Text Field | Applicants should enter the full email address of the user on behalf of

(optional) whom the application is made. The email address must be from the
same domain name for which the certificate is applied. The certificate
collection email will be sent to this email address.

Comments (optional) Text Field | Applicant can enter information for the administrator.

Subscriber Agreement Checkbox | Applicant must accept the terms and conditions before submitting the
form by reading the agreement and clicking the 'l Agree' checkbox.
Note: The Subscriber Agreement will differ depending on the type of
SSL certificate selected from the 'Certificate Type' drop-down. If Comodo
EV SSL Certificate or Comodo EV Multi-Domain SSL Certificate is
selected, The 'l Agree' checkbox will not be shown and the agreement
will be taken as accepted, when the user submits the application.

Enroll Control Submits the application and enrolls the new certificate request.

Reset Control Clears all data entered on the form.

Note: In addition to the standard fields in the Self Enrollment form, custom fields such as 'Employee Code,

Telephone' can be added by the Master Administrator. Contact your Master Administrator if such custom fields are

required.

3.1.2.3.2 Method 2 - Built-in Enrollment Form - Manual CSR Generation

Administrator fogs into Comodo G account
and orders @ wew 558 certificate vsing &
the built in application form ..%‘:
Comodo Certificate Manager i
icant
Administrator 5 @ App

Applicant is divected to the 551
'V‘ certificate colfection form wiere,
after ontoring an authentication
code, they car to download and
instalf theiv S5L certificate for

= the domain
%

S @D Certificate
SSLCertificate Collection mail
Order Form .,
Administrator fills-in the SSL certificate Comodo CiIsends 2 collection email
order form, enters the CSR and submits the 0 to the applicant fhe applicant van be L
form. A certificate request is croated in tie same admin or persoit nominated by

the 'SSL Certificates' area of the Comodo the admin during the application process) Certificate
CAf interface. Collection Form

Comodo CA signs and
issues the certificate for tie

dJomain and returns it to Comodo CMF
g 5
Administrator approves the certificate E

request from the 'SSL Gertificates' - (o)
arad of the interface e
Comodo Aﬂer_ a__oprova.f by Com_m_.‘fo A7
Certificate Manager administrator, the certificate request ComodoCA Backend
. is sant to Comodo CA for processing Servers
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3.1.2.3.21  Accessing the Built-in Application Form

Certificate Manager administrators can apply for new certificates directly from the 'Certificate Management - SSL
Certificates' area by clicking the 'Add' button (as shown).

" _ - . »
Dashboard O [ Discovery (5 Reports 2?_ A
551 Cerificates Client Certificates Code Signing Certificates Device Certificates
' Filter
HE Export Details Install Renew Revoke || SetAutoRenew:
¥ COMMON NAME ORGANIZATION DEPARTMENT STATUS
®  festccmga.com[G1] orgi Issued
' testccmoa.com[59] arg1 Issued
test.ccmoa.com[G4]* orgi Requested

3.1.2.3.2.2 The Built-In Application Form

The built in SSL certificate application form is very similar to the Self Enroliment Form but does not require an
Access Code:
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Request New SSL Certificate

“-required fields

Organization® | Advanced v

Departmeant® | ANY v

Click here o adit addrass detalls (

(i) | +_* Refrash

Certificate Type® | Instant 351 v

Cerificate Term® | 1 yaar v

For manually entering the CSR
generated at the server, the administrator
should choose 'Provide CSR'.

I% *® Provide CSR Autogenerate CSR and Manage Private
CSR*

The address details are auto-populated
based on the Organization and
Department selected. These details
cannot be edited. If required, the
administrator can select the address
fields to be omitted in the certificate by
clicking this link.

]
The administrator can directly
upload the CSR saved as a txt file
by clicking 'Upload CSR". The CSR
field will be auto-populated with the
CSR from the text file.

Max C5R size is 32K | GetCN from CSR | | Upload C5R

Certificate Parameters

Common Nama*

Requester | Admin MRAD

1
Clicking Get 'CN from CSR" will
automatically populate the ‘Common Name'
field and if relevant, the 'Subject Alternative
Mames' field with the domain names in the
CSR, helping to avoid errors. This feature is
especially useful during the application for
MDCs, where the application could contain up
to 100 domain names in SAN field.

External Requester

Comments

Telephone®

€«

I

The administrator can specify the email
address of the external applicant on
behalf of whom the application is made.
The external applicant will also raceive
the certificate collection email.

Renewal & Installation b

Auto renewr | 30 days before axpiration

Create new key pair

Administrators can choose for automatic
installation and renewal of applied

certificate. These features are supported only
for certain certificate types and server types.

Auto install renewed cartificats
Auto install initial certificate

Subscriber Agreement

Pradefined test SSL licensa taxt for tast customarn2)...

Print

lagree." Scroll ip bottom of the agreemaent (o achivale check Dﬂx.%

The administrator must read the agreement fully
and accept the terms and conditions before
submitting the form.

Cancel

Note: Each type of certificate has a slightly different form.

3.1.23.2.3 Form Parameters
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Form Element Type Description
Organization Drop- Administrators should choose the Organization that the SSL certificate will
(required) down list | belong to.
Department (required) | Drop- Administrators should choose the Department that the SSL certificate will

down list | belong to.

Click here to edit Text Clicking this link will expand the address fields.
address details Fields : |

Click here to hide address details

Address as it will appear in the certificate Remove
Addressq: | 100, Raleigh Street El
Address2:
Address3:
City: | Riverdale

State or Province: | Alabama

Postal Code: | 123456 &l
Certificats Type* | Instant 351 [+]
The address fields are auto-populated from the details in the 'General

Properties' tab of the Organization or Department on whose behalf this
certificate request is being made.

These fields cannot be modified but, in the case of OV level certificates, the
administrator can choose to omit them from the certificate by selecting the
'‘Remove' checkbox next to the fields.

The allowed address details will appear in the issued certificate and the
removed details will appear as "Details Omitted".

For EV level certificates, it is mandatory to include organization name,
address, incorporating or registration agency, certificate requester and
contract signer. It is not possible to remove these fields from the Comodo EV

or Comodo EV MDC forms.
Certificate Type Drop- Type of the certificate that the applicant wishes to order. See section
(required) down list | Comodo SSL Certificates for a list of certificate types.

The specific certificate types displayed in the drop-down list (and therefore
available to the applicant) can be customized according to the needs of the
Organization. Please refer to sections Editing a new Organization and
Customize an Organization's SSL Certificate Types for more details.

Certificate Term Drop- Administrators should select the term length of the certificate. See section
(required) down list | Comodo SSL Certificates for a list of certificate types and term lengths.

The term lengths of specific certificate types displayed in the drop-down list
(and therefore available to the applicant) can be customized according to the
needs of the Organization. Please refer to sections Editing a new
Organization and Customize an Organization's SSL Certificate Types for

more details.
Server Software Drop- The administrator should select the server software that is used to operate
(required) down list | their web server (for example, Apache, IIS etc). Installation support

documentation is available from Comodo support portal here:

https://support.comodo.com/index.php?
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_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav=0

CSR
Provide Radio If the administrator applies for the certificate after creating the CSR, he/she
CSR/Autogenerate Buttons | should choose 'Provide CSR' and enter the CSR in the next field.
CSR and Manage If the administrator had set up the Private Key Store and wants CCM to

Private Key create CSR he/she has to choose 'Autogenerate CSR and Manage Private
Key'. Refer to the next section Method 3 - Built-in Enroliment Form - Auto
CSR Generation for more details.

Background:

In public key infrastructure systems, a certificate signing request (also CSR or
certification request) is a message sent from an applicant to a certificate
authority in order to apply for a digital identity certificate. Before creating a
CSR, the applicant first generates a key pair, keeping the private key secret.
The CSR contains information identifying the applicant (such as a directory
name in the case of an X.509 certificate), and the public key chosen by the
applicant. The corresponding private key is not included in the CSR, but is
used to digitally sign the entire request. The CSR may be accompanied by
other credentials or proofs of identity required by the certificate authority, and
the certificate authority may contact the applicant for further information.
Upon uploading or pasting the CSR, the form will automatically parse the
CSR.

Administrators that require assistance to generate a CSR should consult the
Comodo knowledgebase article for their web server type here:

https://support.comodo.com/index.php?
_m=knowledgebase&_a=view&parentcategoryid=33&pcid=1&nav=0,1

Special Note regarding MDC applications: The CSR you generate only
needs to be for the single 'Common Name' (aka the 'Primary Domain Name').
You should type the additional domains that you require in the 'Subject
Alternative Name' field' on this form.

CSR (required) Text Field | The Certificate Signing Request (CSR) is required to be entered into this field
in order for Comodo CA to process your application and issue the certificate
for the domain.

The CSR can be entered in two ways:
»  Pasting the CSR directly into this field

»  Uploading the CSR saved as a .txt file by clicking the 'Upload CSR'
button

Get CN from CSR Control | Once the CSR has been pasted correctly, clicking this button will auto-
(optional) populate the Common Name (CN) field. Using this method helps to avoid
human error by ensuring the domain name mentioned in the application form
exactly match that in the CSR. If the domain name mentioned in this
application form do not match that in the CSR, then Comodo CA will not be
able to issue the certificate.

Special Note regarding MDC applications: In order to successfully order a
Multi-Domain Certificate, the applicant need only list the additional domains in
the SAN field on this form. In certain circumstances, however, the applicant
may have created a CSR that already contains these Subject Alternative
Names. In this case, clicking the 'Get CN from CSR' button will also auto-
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populate the 'Subject Alternative Names' form fields as well as the 'Common
Name' field.

Auto renew

Create new key pair

Auto install renewed
certificate

Upload CSR (optional) | Control | The applicant can upload the CSR saved as a .txt file in the local computer,
instead of copying and pasting the CSR into the CSR field - helping to avoid
errors.

5 32K | GetCN from CSR
Upload CSR X
Mo file selected. Submit Close
Certificate Parameters

Common Name Text Field | Type the domain that the certificate will be issued to.

(required) Single Domain certificates - enter domain name using the form: domain.com.
Wildcard Certificates - enter domain name using the form: *.domain.com.
Multi-Domain Certificates: enter the primary domain name using the form:
domain.com.

Subject Alternative Text Field | If the certificate 'Type'is a Multi-Domain Certificate (MDC) then the applicant

Names (required for should list the 'Subj Alt Name' additional domains here. Each domain should

Multi Domain be separated by a comma.

certificates)

Requester (auto- Text Field | The 'Requester' is field is auto-populated with the name of the administrator

populated) making the application.

External Requester As an alternative to making an applicant complete the 'Self Enrollment

(optional) form', the administrator can complete the application themselves using this
built-in form and specify an 'External Requester'.

Entering the email address of an external requester in this field will mean that
person will also receive a certificate collection email.

Note: The 'Requester' will still be the administrator that is completing this
form (to view this, open the 'Certificates Management' area and click 'View'
next to the certificate in question.) The email address of the 'External
Requester' will be displayed as the 'External Requester' in the 'View' dialog of
an issued certificate. This field is not required when requesting for EV SSL
certificate and hence will be hidden.

Comments (optional) | Text Field | Enables administrator to add comments.

Renewal & Installation

Leave these fields blank if you plan to manually install the certificate.

Background Note:

CCM supports auto-installation and renewal of SSL certificates. Auto-installation/renewal
is available for the following server types:
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Auto install initial «  Apache/Mod SSL
certificate

« Apache - SSL

«  Apache Tomcat

«  Microsoft IIS 1.x to 4.x (Server 2000 - 2008R2)

»  Microsoft IIS 5.x and above (Server 2000 - 2008R2)

Administrators can configure automatic installation and renewal through the options under
'Automatic & Renewal'.

These fields will appear only if you choose:
«  SSL certificate type enabled for auto-installation
«  Server software type enabled for auto-installation

CCM currently supports auto-installation only for 'Instant SSL' from Comodo CA. Other
certificate types will be enabled for auto-installation in future versions.

For more details on enroliment of SSL Certificates for auto-installation, refer to the section
Automatic Installation and Renewal

Subscriber Agreement | Control | Applicant must accept the terms and conditions before submitting the form by
(required) reading the agreement and clicking the 'l Agree' checkbox.

Note: The Subscriber Agreement will differ depending on the type of SSL
certificate selected from the 'Certificate Type' drop-down. If Comodo EV SSL
Certificate or Comodo EV Multi-Domain SSL Certificate is selected, The 'l
Agree' checkbox will not be shown and the agreement will be taken as
accepted, when the user submits the application.

OK Control | Submits the application to Certificate Manager for approval. If the form was
completed correctly then the certificate will appear in the 'SSL' area with the
state 'Requested'.

Cancel Control | Cancels the application.

Note: In addition to the standard fields in the Built-in Application form, custom fields such as 'Employee Code,
Telephone' can be added by the Master Administrator. Contact your Master Administrator if such custom fields are
required.

3.1.2.3.3 Method 3 - Built-in Enrollment Form - Auto CSR Generation

As an alternative to manually generating a CSR, CCM can automatically generate a CSR at the point of application.
CCM will generate a CSR using the details entered in the Organization/Department, Common name, and server
software fields of the application. During the CSR generation process, CCM sends a command to generate the
private key for the certificate to the Private Key Store controller, installed on a local server in the customer network.
The private key is stored in a database created by the controller on the local server and does not leave your
network. It is not uploaded to CCM.

Upon approval and issuance, the certificate can be collected by the administrator or the applicant from the
‘Certificate Details' dialog or from the collection form. During collection, CCM retrieves the private key from the
Private Key Store through an encrypted channel and integrates with the certificate, enabling the certificate to be
downloaded in .pfx or .p12 format. The certificate can be imported and installed on to any server(s).
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Prerequisite - The auto-CSR generation feature needs the Private Key Store controller installed on a local server
and configured to connect to CCM for receiving command and generate and store the private keys.

&

Comodo Certificate Manag
Administrator

| E
ssu:ﬂcam

Order Form
Administrator fils-in th

Administrator has instzfied the Private Mey Store

coktroffer on 3 focal server and conrfigurad tie

Private Kpy Store from the 'Seltings' » 'Private Koy Stora ' interface.
Administrator logs into Comodo UM account and orders

& #ew 551 cortificate using the buiit<dn application form.

o
Applicant )—@

/ Tha applicant is divected to the cartificate
N

coffection formt where, after entering the
Futhentication code, they can download

Certificate
Collection mail

the cortificate fife, containing the certificate
and publicprivate key pair, in .plipT2format.
The certificate can be dirvectly imported to any
sorverg) for instaliation.

—

Comodo CNYsends & coffaction email

rganizationDepartmentDomain detaifs,
chooses for Auto CSR generation' and
sirbmits the S5L certificate order forne
to the CM. A certificate reguest is cregted

to the applicant ke applicant can be
the same admin or person nominated by
the admin during the application procoss) Certificate

Collection Form

i the 'SSL Certificates' ared of the Comodo
ChF interface.

Comodo CA signs and
issues tie certificate for tie
domain and returns it to Comodo CMF

Administrator approves the certificata
reguest from the 'SSL Cartificates’'

ared of the interface

E Comodo CATsends @ command

to the Private Key Storage

Aftar approval by Comodo CAT
administrator, the certificate regquest
is sont to Comode CA for processing

Comodo
Certificate Manager

Comodo CA Backend
Servers

Local controfier to generate the Private
Private Key Store Koy for the certificate. The key is
Server ganerated and locally stored on the
server @t which the controffer
is instalfed.
3.1.2.3.31  The Built-In Application Form

To access the Built-in application form
Click the 'Certificates' tab and choose 'SSL Certificates'

Dashboard

S5L Cerfificates Client Certificates Code Signing Certificates Device Certificates

W Filter

D @ Export Details Install Renew Revoke Set Auto Rene
¥ COMMON NAME ORGANIZATION DEPARTMENT STATUS

® testccmaga.com[Gi] org Issued
test.ccmoa.com[29] argi Izzued
test.ccmoa.com[g4] org Requested

Click the 'Add' button to open the built-in 'Request New SSL Certificate’ form. The next sections of this
guide will explain this form in more detail:
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‘ Note: Each type of certificate has a slightly different form.

Request New $5L Centificate X
|

The address details are auto-populated

*requined Selds
| based on the Organization and

Organizatian® | Advanced v (O i3reresh | | Department selected. These details
e e . cannot be edited. If required, the
administrator can select the address
Click here to adit address details { fields to be omitted in the certificate b':,‘.-
Certificate Type | Instant SSL clicking this link.
Cartificate Term® | 1 year For CCM to generate the CSE, the administrator
Sarver Sofwars* | ApachalodSSL should choose 'Autogenerate C5R and Manage

Private Key' and specify the signature algonthm
and key size.

Provide CSR "® Auldgenerate CSR and Manage Private ey

Signalure Algorthm | RSA ¥

Key Size | 2048 v

The Passphrase entered here is required for
DAY AP downloading the certificate by the administrator

/ or the external requester
* Manual Ma F‘&SSPT‘T&S&
Passphrase” Generate

Verify*

Shaw Pagsphrase

least 8 characters, both wpper and lowearcases, at feast f digit
and inifowing special chareciers ™ MRE% L J)

Certificate Parameters

The administrator can specify the email

address of the external applicant on

é behalf of whom the application is made.
The external applicant will also receive

the certificate collection email.

Comman Mama®
Requesier | Admin MRAD

External Requester (i)

Comments

Telephone: Administrators can choose for automatic

installation and renewal of applied
certificate. These features are supported only
for certain certificate types and server types.

Renewal & Installation {

Aule rensw an

days bafore expiration

Create naw kay pair
Auta install renewed cerficats
Aute install infal certificate

Subscriber Agresmsant

Predefinad tast SSL license taxd for tast customarn 2]

Frint The administrator must read the agreement fully

) ) and accept the tarms and conditions before
| agres, Seroli fo bomom of M dgresmant i actvale check box b ea-
submitting the form.

Cancal
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3.1.23.3.2 Form Parameters

Form Element Type Description

Organization (required) | Drop- Administrators should choose the Organization that the SSL certificate will
down list |belong to.

Department (required) | Drop- Administrators should choose the Department that the SSL certificate will
down list | belong to.

Click here to edit Text Clicking this link will expand the address fields.
address details Fields : |

Click here to hide address details

Address as it will appear in the certificate Remove
Address1: | 100, Raleigh Street El
Address2:
Address3:
City: | Riverdale

State or Province: | Alabama

Postal Code; | 123456 |
Certificate Type* | Instant SSL [+]
The address fields are auto-populated from the details in the 'General

Properties' tab of the Organization or Department on whose behalf this
certificate request is being made.

These fields cannot be modified but, in the case of OV level certificates, the
administrator can choose to omit them from the certificate by selecting the
'Remove' checkbox next to the fields.

The allowed address details will appear in the issued certificate and the
removed details will appear as "Details Omitted".

For EV level certificates, it is mandatory to include organization name,
address, incorporating or registration agency, certificate requester and
contract signer. It is not possible to remove these fields from the Comodo EV

or Comodo EV MDC forms.
Certificate Type Drop- Type of the certificate that the applicant wishes to order. See section
(required) down list |Comodo SSL Certificates for a list of certificate types.

The specific certificate types displayed in the drop-down list (and therefore
available to the applicant) can be customized according to the needs of the
Organization. Please refer to sections Editing a new Organization and
Customize an Organization's SSL Certificate Types for more details.

Certificate Term Drop- Administrators should select the term length of the certificate. See section
(required) down list |Comodo SSL Certificates for a list of certificate types and term lengths.

The term lengths of specific certificate types displayed in the drop-down list
(and therefore available to the applicant) can be customized according to the
needs of the Organization. Please refer to sections Editing a new
Organization and Customize an Organization's SSL Certificate Types
for more details.
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Form Element Type Description
Server Software Drop- The administrator should select the server software that is used to operate
(required) down list | their web server (for example, Apache, IIS etc). Installation support

documentation is available from Comodo support portal here:

https://support.comodo.com/index.php?

_m=knowledgebase&_ a=view&parentcategoryid=1&pcid=0&nav=0
CSR

Provide Radio For CCM to automatically generate the CSR for the certificate, the
CSR/Autogenerate CSR | Buttons | administrator should choose 'Autogenerate CSR and Manage Private Key'.
and Manage Private

Key

Signature Algorithm Drop- The administrator should choose the signature algorithm to be used by the
down certificate.

Key Size Drop- The administrator should choose the key size for the certificate.
down

Key Passphrase

Key Phrase Radio Allows the administrator to provide passphrase protection for downloading

Manual/No Passphrase buttons | the certificate. The passphrase can be manually entered or auto generated.

«  Choose 'Manual' to provide pass-phrase protection

+ Choose No Pass-phrase, to allow the certificate to be downloaded
without entering the pass-phrase

Pass-Phrase Text Field |Enter the pass-phrase if Manual is chosen. For CCM to automatically
generate the passphrase, click '‘Generate'. You need to store the passphrase
in a safe location, as it is needed to download the certificate.

To view the passphrase, select 'Show Passphrase’ checkbox.

Verify Text Field |Reenter the passphase for confirmation, if chosen to be manually specified.

Certificate Parameters

Common Name Text Field | Type the domain that the certificate will be issued to.
(required) Single Domain certificates - enter domain name using the form: domain.com.
Wildcard Certificates - enter domain name using the form: *.domain.com.

Multi-Domain Certificates: enter the primary domain name using the form:

domain.com.
Subject Alternative Text Field | If the certificate "Type' is a Multi-Domain Certificate (MDC) then the applicant
Names (required for should list the 'Subj Alt Name' additional domains here. Each domain should
Multi Domain be separated by a comma.
certificates)
Requester (auto- Text Field | The 'Requester' is field is auto-populated with the name of the administrator
populated) making the application.
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Type Description

As an alternative to making an applicant complete the 'Self Enroliment
form', the administrator can complete the application themselves using this
built-in form and specify an 'External Requester'.

Entering the email address of an external requester in this field will mean
that person will also receive a certificate collection email.

Note: The 'Requester' will still be the administrator that is completing this
form (to view this, open the 'Certificates Management' area and click 'View'
next to the certificate in question.) The email address of the 'External
Requester' will be displayed as the 'External Requester' in the 'View' dialog
of an issued certificate. This field is not required when requesting for EV SSL
certificate and hence will be hidden.

Comments (optional)

Auto renew

Create new key pair

Auto install renewed
certificate

Auto install initial

Text Field |Enables administrator to add comments.

Renewal & Installation

Leave these fields blank if you plan to manually install the certificate.
Background Note:

CCM supports auto-installation and renewal of SSL certificates. Auto-installation/renewal
is available for the following server types:

»  Apache/Mod SSL
»  Apache - SSL

rtificat
certiicate »  Apache Tomcat
«  Microsoft IIS 1.x to 4.x (Server 2000 - 2008R2)
»  Microsoft IIS 5.x and above (Server 2000 - 2008R2)
Administrators can configure automatic installation and renewal through the options
under 'Automatic & Renewal'.
These fields will appear only if you choose:
«  An SSL certificate type enabled for auto-installation
«  Server software type enabled for auto-installation
CCM currently supports auto-installation only for 'Instant SSL' from Comodo CA. Other
certificate types will be enabled for auto-installation in future versions.
For more details on enrollment of SSL certificates for auto-installation, refer to the
section Automatic Installation and Renewal

Subscriber Agreement | Control | Applicant must accept the terms and conditions before submitting the form

(required) by reading the agreement and clicking the 'l Agree' checkbox.

Note: The Subscriber Agreement will differ depending on the type of SSL
certificate selected from the 'Certificate Type' drop-down. If Comodo EV SSL
Certificate or Comodo EV Multi-Domain SSL Certificate is selected, The 'l
Agree' checkbox will not be shown and the agreement will be taken as
accepted, when the user submits the application.

OK Control | Submits the application to Certificate Manager for approval. If the form was
completed correctly then the certificate will appear in the 'SSL' area with the
state 'Requested'.

Cancel Control | Cancels the application.
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Note: In addition to the standard fields in the Enrollment form, custom fields such as 'Employee Code, Telephone'
can be added by the MRAO Administrator. Refer to the section Custom Fields for more details.

3.1.2.3.4 Certificate Collection

After Comodo CA has issued the certificate applied through the Built-in application form or the Self-enrollment form,
the next stage of the provisioning process is for the applicant to download their certificate. Once the certificate has
been issued, Comodo Certificate Manager will automatically send a collection email to the applicant. The certificate
can be downloaded by the applicant by clicking the link in the email. Also, the issued SSL certificate can be
downloaded by an RAO SSL or DRAO SSL administrator from the SSL Certificate Details dialog accessed from
the 'Certificates' > 'SSL certificates' tab.

3.1.2.3.41 Collection of SSL Certificate Through Email

1. Once the certificate has been issued, Comodo Certificate Manager will automatically send a collection
email to the applicant. This can be either an external applicant using the self enroliment method or a CCM
administrator using the built-in application form.) The email will contain a summary of the certificate details,
a link to the certificate collection form and a unique certificate ID that will be used for validation.
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= Enrollment Successful - Yo... x

File Edit Yiew Go Message Tools Help

3 F 4 = a > Q
S - - Search... <Ctri+K
Get Messages Write Chat Address Book Tag Quick Filter o . »

4 Reply | =» Forward | @ Archive ‘ Junk || &) Delete
From CCM  =support@cert-manager.com:

Subject Enrollment Successful - Your S5L certificate is ready 3/31/2015 4:52 PM
| To John Smith Other Actions -
Hello, =

¥ou have successfully enrolled for a S5L certificate.

| You now need to complete the following steps:

* Click the following link to download your SSL certificate
Format(s) most suitable for your server software:
as X589, Base64 encoded: hitps://cert-manager.com/customer/static
/ssl?action=download&ss|Id=77883&format=x509

m

Other available formats:
as PKCS#7 Baseb64 encoded: hitps://cert-manager.com/customer/static
/ssl?action=download&sslId=77883&format=base64
L as PKCS#7 Bin encoded: htips://cert-manager.com/customer/static
| /ssl?action=download&sslld=77883&format=hin
as X589 Certificate only, Baset4 encoded:
https://cert-manager.com/customer/static/ss| ?action=downloadBsslld=77883 &format=x509C0

as X589 Intermediates/root only, Basefd encoded:
https:/{cert-manager.com/customer/static/ssl faction=downloadfsslld=77383 &format=x50910

as X589 Intermediates/root only Reverse, Basetd4 encoded:
https://cert-manager.com/customer/static/ss| Paction=downloadBssiid=77883&format=x50910R

* Import your new certificate into your server (Please contact your
administrator for help with this).

e,
1

"8 Mo messages to download

2. Having clicked the link in the collection email, the end-user will be able to download the certificate file.

-
Opening ditherscons_cormiEFESS——————  —— u

You have chosen to open:

ditherscons_com.crt

which is: crt File (5.2 KB)
from: hitps://cert-manager.com

Would you like to save this file?

Save File Cancel

3.1.2.3.4.2 Collection of SSL Certificate by Administrator

The issued certificate can also be downloaded and provided to the applicant from the SSL Certificate Details
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dialog. Click the 'Details' button at the top after selecting the issued certificate from the SSL Certificates tab of the
Certificate management interface.

551 Cerificates Client Cerfificates Code Signing Certificates Device Certificates

"f Filter

|

+Add || Export install || Renew | Revoke || SetAutoRenewal&

¥ COMMON NAME ORGANIZATION DEPARTMENT STATUS
@ test.ccmga.com[61] org1 Issued
test.ccmaa.com[59] orgl Issued

SSL Certificate: test.ccmaga.com
| PKCS#7 Base64 |

3£ _.F‘KCS#? Ellnarg,f
_-XSUQ Elaseﬁ4
_-XSUQ Certlfcate only
Common Name _IXSUQIntermematels}iRnot

State __x 509 RQUUIHTEFI’TIEGIETELE}

Download The Certificate

Order Mumber 1675873
Vendor Comodo CA Limited
Discovery Status Not deployed

Selt-Enroliment Certificate ID 61

MM

Type Instant SSL

Server Software Microsoft 115 5.x and later View | Edit

b g e B e e = L it on £ €1 ~octificato

The resulting dialog contains options to download the issued certificate in several formats at its top:
«  Click the 'Select' button
«  Click the appropriate button to download the certificate in desired format.

If the private key of the certificate is managed by CCM at the Private Key Store configured at the local network, the
administrator then have the option to download certificates in .pfx/.p12 format containing the public/private key pair
so, for example, it may be exported to another web server.

Only the administrators that are authenticated by their client certificate at the computer from which they are
accessing the CCM, can download the certificate in .p12 format.
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3.1.2.3.5 Downloading and Importing SSL Certificates

Once the application process has been successfully completed, the applicant needs to download the certificate,
save it to a secure place on their hard drive and import it into the certificate store of their computer.

The precise installation process depends on the web server type and a range of installation guides are available at
the Comodo support website at:

https://support.Comodo.com/index.php?_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav

First select the Comodo certificate type and then choose the appropriate web server software to view a detailed
guide explaining the import process.

3.1.2.4 Certificate Requests - Approving, Declining, Viewing and Editing

A certificate request will appear in the 'SSL Certificates' area after the applicant has successfully applied for a
certificate using either the Auto Installer, Self Enroliment Form or the Built-in application form. Use the filter
option to view all the certificates that are in 'Requested' state. Select the certificate that you want to approve,
decline, view or edit.

- . - - H
Dashboard O = (b Reports E:-'. Admins
551 Ceriificaies Client Certificates Code Signing Certificates Device Certificates
Y Filter

2 || 4= Ada Export Edit || Details Decline || Set Auto Renewal & Installati

COMMON NAME DORGANIZATION DEPARTMENT STATUS
) testccmga.com[G4]* orgl Requested
@ ccmga.com[7 5] Advanced Requested
Approval Message x

*-required fields

Message*

«  Atthis point, the certificate request has NOT been submitted to Comodo CA and is pending approval from
a Certificate Manager administrator. (If the application was made by an administrator, that administrator
can, of course, approve their own request.)

If the administrator does not want to submit this request, they should click the 'Decline’ button.
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Note: Declining a certificate request will change the certificate status to 'Declined'. If an 'SSL Declined' Notification
has been set up then an email will be automatically sent to the requester informing them that the request has been
declined.

However, this request can still be 'Approved' at any time in the future by a 'RAO SSL' or 'DRAO SSL' administrator
with appropriate privileges.
+ If the administrator wishes to view the details of the request, they should click the 'Details' button at the top
after selecting the checkbox next to the certificate name.

» Ifthe administrator wishes to modify the request they should click the 'Edit' button. (for example,
administrators may wish to correct certain request fields in the application before submitting to Comodo CA
for processing).

« To approve the request and submit the application to Comodo CA for processing, administrators should
click the 'Approve' button at the top.

«  After clicking the 'Approve' button, an 'Approval Message' box will be displayed. This allows the
Administrator to type a message that will be sent along with the approval notification email.

Approval Message X

*~required fields

| Message*
The g\SﬂLﬁ certificate for %.cnm
| |has been apprnvedl

s

»  Click 'OK'to add the message and send the approval email.

Note: The SSL Approved Notification should have been set up for the requester to receive the email notification.

»  Once the Administrator has approved the request and submitted it to Comodo CA the certificate state will
be displayed as 'Approved'. If the request has applied by Comodo CA, the state of the certificate is
changed to the proper value - 'Applied (It also can be rejected by CA). Next, if validation is successful, then
Comodo will send a Certificate Collection email to the certificate requester and the 'State' of the certificate
will change to one of 'Issued'.

Please see the 'SSL Certificates' chapter for full details of the options available in this area.

3.1.2.5 Certificate Renewal

SSL certificates can be renewed manually or automatically:

Manual
There are two broad ways to manually renew certificates via CCM:
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- SSL administrators can renew certificates from the SSL certificates interface. Jump to Certificate Renewal
by Administrators for more details.

»  External applicants can renew using the self-renewal form. Jump to Certificate Renewal by the End-User
for more details.

Automatic
Administrators can configure automatic renewal of SSL certificates. Jump to Scheduling Automatic Renewal and
Installation for more details.

3.1.2.5.1 Certificate Renewal by Administrators

The SSL Certificates interface allows administrators to renew both managed certificates and unmanaged
certificates. As the name suggests, unmanaged certificates are those are listed in CCM but which are not currently
managed by CCM. These are usually certificates identified during discovery scans but not originally ordered using
CCM. The processes for renewing managed and unmanaged certificates are different.

Managed Certificates Unmanaged Certificates

A'managed certificate' is a certificate which has been
issued, via CCM, to a specific combination of domain
and Organization.

You will need to submit a CSR the first time you apply
for a certificate for any such combination. After
issuance, this certificate will become 'managed".

'Managed' certificates are those with CCM statuses of
'Issued', 'Applied' or 'Requested'

For renewals of 'managed' certificates, you will typically
not need to submit a CSR because CCM shall re-use
the existing CSR.

An 'unmanaged certificate’ is a certificate which was
found installed on servers during a discovery scan but
was not issued via CCM.

You will need to submit a new CSR during renewal of an
'Unmanaged' certificate because CCM does not have
one on record. After issuance, this certificate will
become 'managed'.

Renewing a 'Managed' Certificate

General note: If you moved a domain from one Organization to another or modified the address details of an
Organization, then you are effectively creating a new certificate application, not 'renewing' a certificate. In these
circumstances, you will also have to submit a new CSR.

If the administrator wishes to renew a managed certificate, they should select the radio button beside it and click the

'Renew' button at the top.
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S5L Cerificates Client Certificates Code Signing Certificates
Y Filter is applied A
Add Filter: | Select... E| Group by: | Ungroup E|
e Status: [|35._.ed El
¥ Clear
8 + Add Export Add For Auto Install Details Revoke Replace
COMRMON NAME DEPARTMENT & STATUS EXPIRES SERVER SOFTWARE
@ ditherscons.co Issued 03/20/2016 Active
ditherspayments.com gif::;sa;onstrucﬁon Purchases Department  Issued 03/31/2016
Dithers Construction e e e - AR mnAE

»  On clicking 'Renew', CCM will automatically request a renewal with the same details as the existing
certificate.

«  Once issued, the renewed certificate will become available for collection and installation. Refer to the
section Certificate Collection for more details.

Renewing an 'Unmanaged' Certificate

If the administrator wishes to renew an unmanaged certificate, they should select the radio button beside it and click
the 'Renew' button at the top.

Dashboard @ Certificates [= Discovery (}5 Reports 2?. Admins -. ES About

S5L Certificates Client Certificates Code Signing Certificates

Y Filter

ORGANIZATION DEPARTMENT & STATUS EXPIRES SERVER SOFTWARE

Cineme Org Mfsmofs

Fnpmananad (41 AEMAASA0

I 4 o= Add || Export || AddForAutoinstall ||| Deletg

COMMON NAME

Tall cinema.edu®

o Ny rhark Arm

«  Clicking the 'Renew' button will open the 'Renew SSL Certificate’ form. This form is similar to the Built-in
Enrollment form with the company and domain details pre-populated from the existing certificate. If
needed, administrators can select a new certificate type and edit its details.
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Renew SSL Certificate

*~required fields

Organization®
Department®

Cerificate Type*

Cinema Qrg
ANY

Comodo EYV Multi Domain 350

13

X

@

Refresh

m

Certificate Term® | 1 year

] B EJE]

Server Software® | OTHER

CSR*

Max C3R size is 32K | Get CM frem CSR Upload CSR

Common Mame* | mail.ciwemb.edu

Subject Alternative Mames
{optiona!, commea separated)

wWiWww.mail.ciwernk.edu

Requester | John Smith

External Requester

Comments

lTom = = erem o snam i me Masindombizs A s =

Cancel

« Administrators should next paste or upload a new CSR, accept the Certificate Subscriber Agreement and
click the OK button.

«  CCM will place a request for the new certificate

«  Once issued, the renewed certificate can be collected and installed. Refer to the section Certificate
Collection for more details. After installation, the status of the certificate changes to 'Managed'.

3.1.2.5.2 Certificate Renewal by the End-User

End-users can renew their certificates through the self renewal application form.

« The self renewal form is hosted by default at https://cert-manager.com/customer/[REAL CUSTOMER
URI]/ssl.
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Certificate Manager

SSL

Certificate enroliment

Certificate renewal

Certificate download

Certificate revocation

«  Clicking the Certificate renewal link will open the self renewal form

cCOMODO
Certificate Manager

SSL Renew

Your Certificate ID: * | 77881

Pass-phrase:* | sessss|

«  Before proceeding to the full renewal application form, the user has to authenticate the request by:

«  Entering the correct certificate ID. The certificate ID is available from the certificate collection
email and in the 'Certificates' > 'SSL" interface. Administrators may need to communicate the
certificate ID to external applicants.

«  Entering the certificates renewal/revocation passphrase. This phrase was created during
enroliment for the original certificate..

«  Clicking 'Renew" will automatically renew the certificate with the same details as in the existing certificate.

«  Once issued, the renewal certificate can be collected and installed. Refer to the section Certificate
Collection for more details.

3.1.2.5.3 Scheduling Automatic Renewal and Installation
To configure auto-renewal (and optionally auto-installation):

« (o to 'Certificates' > 'SSL Certificates' > select a certificate > Click the 'Set Auto-renewal and Installation'
button.

«  This dialog allows administrators to enable auto-renewal and to specify the number of days in advance of
expiry that the renewal process should begin.
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«  Selecting 'Auto-installation' will start a configuration wizard. Auto-installation is possible only for managed
certificates and requires the installation of controller software. A full run-down of how to set up auto-
installation can be found at Automatic Installation and Renewal.

To configure auto-renewal of an SSL Certificate
«  Click the 'Certificates' tab and choose 'SSL Certificates'
«  Select the certificate you want to auto-renew and click the 'Set Auto-Renewal & Installation' button:

) = . » .
Dashboard @ Certificates [, Discovery (:l_g Reports E?. Admins

Client Cerificates Code Signing Cerificates Device Cerificates

8 'l' Add Export Details Renew Revoke Replace Set Auto Renewal & Installation

& COMMON HAME ORGANIZATION DEPARTMENT STATUS EXPIRES
c2 localls3] arg Issued 011452019
() c3.locall55] orgl lssued 01M14/2019
I
: =
Set Auto Renewal & Installation 'c2 local’ X
Clauto renew 30 days before expiration

[create new key pair
[aute install renewed certificate

Auto install selected cerificate

0K Cancel

Set Auto Renewal & Installation - Table of Parameters

Auto Renew Enable to auto-renew the certificate when it is nearing expiry. You can also choose the
number of days in advance of expiry that the renewal process should start. On the
scheduled day, the certificate controller will automatically generate a new CSR using the
same certificate parameters as the existing certificate and submit it to the CA.

Create new key pair Select if you want a new key pair to be generated for the renewal certificate. Leaving it
unselected means CCM will re-use the existing key pair of the expiring certificate.

Auto install renewed Select if you want to automatically install the renewed certificate on its web server.

certificate After selecting this option and clicking 'OK', the 'Set Auto Renewal & Installation’ wizard

will begin. The wizard is similar to scheduling auto-installation for a new certificate. For
guidance on the wizard, refer to the explanation in Method 1 - Enterprise Controller
Mode.

Atfter you have completed the wizard, the 'Renewal State' of the certificate will change
from 'Not scheduled' to 'Scheduled'.

« Ifyou set an installation schedule in the wizard, the certificate will be auto-
installed on the specified date.

» If you instead chose 'Manual' in the schedule step of the wizard, you can select
the certificate and click the 'Install' button to initiate auto-installation. Refer to
'Manually initiate auto-installation of a certificate' for more details.

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 145



@ COMOoDO

Creating Trust Online®

/

/

Auto install selected Select this option if you want the currently selected certificate to be auto-installed on its
certificate web server.

On selecting this option and clicking OK , the 'Set Auto Renewal & Installation' wizard
will begin. For guidance on this, refer to the explanation of the wizard

3.1.2.6 Certificate Revocation, Replacement and Deletion

In the 'SSL Certificates' sub-tab of 'Certificates' interface explained above, the administrator has also the option to
revoke, renew, replace or delete a certificate.

« Ifthe Administrator wishes to revoke a certificate, they should first select the certificate and click the
'Revoke' button at the top.

«  After clicking the 'Revoke' button, a 'Revoke reason' message box will be displayed. This allows
the administrator to type a message that will be sent along with the revoke notification email.

i Revoke reason b o

“required fields
|
| Message®

Your EE,_];: certificate is revoked for
gdministrative reasons.

e

»  Click 'OK'to add the message and send the revoke email.

Note: The SSL Approved Notification should have been set up for the requester to receive the email notification.

- Ifthe administrator wishes to replace an existing certificate, they should select the checkbox beside it and
click the 'Replace' button at the top. Clicking the 'Replace’ button will open the 'Replace existing SSL'
dialog which requires a new CSR and reason for replacing the certificate.
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[ 1
Replace existing SSL for domain 'dithercons.com’ X

*-required fields

@ Provide Manual CSR ) Automatically Generate CSR

C3R*

Reason®

o

The administrator can choose to:

«  Manually upload a new CSR for the new certificate. Refer to the section Method 2 - Built-in
Enrollment Form - Manual CSR Generation for more details

+ Instruct CCM to generate a CSR and manage the private key associated with the new certificate
at the Private Key Store configured at the local network. Refer to the section Method 3 - Built-in
Enroliment Form - Auto CSR Generation for more details

« Ifthe administrator wishes to delete a certificate, they should select the checkbox beside it and click the
'Delete’ button at the top.

Please see the 'SSL Certificates' chapter for full details of the options available in this area.

3.2 The Client Certificates area

3.2.1 Overview

The 'Client Certificates' area allows administrators to manage end-users client certificates and their owners' details.

Visibility of the 'Client Certificates' area is restricted to:

« RAO S/MIME administrators - can view the client certificates and end-users of Organizations (and any
subordinate Departments) that have been delegated to them.

«  DRAO S/MIME administrators - can view the client certificates and end-users of Departments that have
delegated to them.
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'Client Certificates' table

Column Name Description

Name End-user's name.

Email End-user's email address.

Organization Name of the Organization that the end -user belongs to.

Department Name of the Department that the end-user belongs to (if applicable)

Control Buttons | Add Allows the administrator to add a new end-user and configure a client

certificate for that user

Export Export the currently displayed list to a spreadsheet in .csv format

Import from Enables the administrator to import list of new end-users in .csv format into the
Csv Certificate Manager database.

Refresh Updates the currently displayed list of users. Will remove any users that have

been recently deleted and add any that have been recently created. Will
update details such as Organization, email etc if those details have recently
changed.

Certificate Edit
Control Buttons

Enables the administrator to edit the end-user's details.

Note: The Delete Enables the administrator to delete the end-user.

type§ of Certs Enables the administrator to view/manage the end-user's Client certificates.
certificate

control buttons

that are

displayed in the
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'Client Certificates' table

Column Name Description

table header
depends on the
state of the
selected
certificate

3.2.1.1 Sorting and Filtering Options

«  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective
column.

Administrators can search for particular client certificates by using filters.

Y Filter v

To apply filters, click on the down arrow at the right end of the 'Filters' stripe. The filter options will be displayed. You
can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other options
that appears depending on the selection from the 'Add Filter' drop-down.

For example, if you want to filter the certificates with 'Name' and group with 'Organization’, select 'Name' from the
'Add Filter' drop-down:

Y Filter

Add Filter: | Select... E| Group by: | Ungroup E|

Email

Show deleted
Secondary email
Contact Phone
PN
Organization

Tip: You can add more than one filter at a time to narrow down the filtering. To remove a filter criteria, click the -
button to the left if it.

Enter part or full name in the Name field.

«  Select 'Organization' from the 'Group by' drop-down.
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S5L Certificates ; e 2 Code Signing Certificates
Y Filter ~
Add Filter: | Select.. E| Group by: | Ungroup E|
Lngroup
i Depmbeent 1 |
S Name:[ionn [ men

+  Click the 'Apply" button.

The filtered items based on the entered parameters will be displayed:

) = . » .
Dashboard @ Certificates [ Discovery (b Reports E?. Admins

55L Certificates Client Certificates Code Signing Certificates

Y Filter is applied ~
Add Filter: | Select... El Group by | Organization E|

e MName: ljohn

i3 || o= pad || Export || importfromcsv |

NAME EMAIL ORGANIZATION DEPARTMENT
2 orgi
) John Smith Jjohnsmithi@abcdcomp.com org1

= Dithers Construction Company

Dithers Construction

) John Smith johnsmith@coradithers.com T

Purchases Department

»  To remove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Client Certificates' interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button.

3.2.1.2 'Certs' Dialog

Clicking the 'Certs' button at the top after selecting the check box next to a end-user's name will list all the client
certificates belonging to that end-user. Certificates are listed in chronological order (newest first). If a certificate has
been revoked, then the date of revocation is displayed in the 'Revoked' column.

This interface allows the administrator to revoke, download, view and send invitation for that certificate. (See below)
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| Certificates for: johnsmith@coradithers.com X
‘ Y Filter v
B Send Invitation Invitation not sent View Revoke
[ ORDERED REVOKED EXPIRES CERTIFICATE TYPE ORDER HUMBER,  SERIAL NUMBER m\ ‘
23{;212015 0330/2015 1111 031972016 High Persona Yalidated Cert 1305101 38:D4:BE:B1:BE:E Revok
® 33%?2015 0320020151111 03/25/2016 High Persona Validated Cert 1308491 G6:AZ:E4:63:34:C Revok
‘ @ 0330/2015 11:46 03/30/2016 High Persona Validated Cert 1311952 TAT423.8A54:8F Down ‘
| (5] E]JgggIEEHE 03/30/2016 High Persona Validated Cert 1312005 T6:DB:5D:33:CB:1 Down

3
1 | vt 14t [ D D D

Sorting and Filtering Options

«  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective
column

Administrators can search for a particular certificate by using filters.

Y Filter w

To apply filters, click on the down arrow at the right end of the 'Filters' stripe. The filter options will be displayed. You
can add filters by selecting from the options in the 'Add Filter' drop-down.

| Certificates for: johnsmith@coradithers.com

W Filter

Add Filter: | Select... E| Group by: | Ungroup

Certificate Type
Order Mumber
Serial Number Invitation not sent
State

The options available are:

»  Expires - Allows you to filter certificates that are expiring in next 3, 7, 14, 30, 60 and 90 days
- Certificate Type - Allows you to filter certificates based on their validation type

«  Order Number - Allows you to search for a certificate with a specific order number

»  Serial Number - Allows you to search for a certificate with a specific serial number

«  State - Allows you to filter certificates based on their states
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Choose the filter and enter the parameters.

Click the '"Apply' button. The results will displayed based on the filters selected / entered.
«  To remove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Certificates' interface in future, the configured filters will be in action and only the search results will be displayed.
If you do not want the filters to be saved, click the 'Clear button.

Client Certificate 'Cert' Dialog - Table of Parameters

Controls Type Description

View Button Allows administrators to view an end-user's certificate. See Viewing
End-User's certificate for more details.

Revoke Button Allows administrators to revoke an end-user's certificate. Once revoked,
the date and time of revocation is displayed in this column.

Download Button Allows administrators to download a copy of the end-user's certificate. *

Send Invitation Button Enables the administrator to send an email to the end-user with
instructions on how to apply for/collect their client certificate. See
'Request and issuance of 'Client Certificates to Employees and
End-Users' for an explanation of the process from this point.

Refresh Control Reloads the list.

*Comodo Certificate Manager creates a copy of each end-user's certificate which it saves on the server. This
duplicate certificate is protected in two ways:

The key pair of each end-user's certificate is encrypted by a master public key. See the 'Encryption and Key
Escrow' section for more details;

- Password protected with an administrator set password. The end-user will be asked for this password
every time he wish to download a certificate.

Comodo Certificate Manager stores the individual private keys of end-user's client certificates so that they can be
retrieved at a later date by the administrator or end-user. Due to the highly sensitive and confidential nature of this
feature, all end-users' key pairs are stored in encrypted form so that they cannot be easily stolen or compromised.
Each end-user's key pair is encrypted using a 'master' public key that is stored by CCM. In order to decrypt this end-
user's key pair the administrator must paste the corresponding 'master' private key into the space provided. Admin
can set a password to protect access to private key in .p12 file as well. The Administrator is able to bypass the PIN
but should be aware that not all programs will subsequently allow the certificate to be imported if they do so. The
following is a summary of browsers in which it is possible to import .p12 with empty password field.

Browser Windows 8 Windows 7 Vista XP Mac
IE6 - - . v’ -
IE7 - - v v’ -
IE 8 and v’ -
above
FF 2 v’ v
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FF 3 and X X X X S 4
above

Opera 9 v v v’ v’ v’
Opera 10 v’ v’ v’ v’ v’
Google v v v v’ v’
Chrome

Safari v’ v’ v’ v’ v’

WARNING! If an administrator downloads an end-user's certificate, this certificate will be revoked.

3.2.2 Adding Cert End-Users

There are several methods of adding end-users to Organizations in Certificate Manager.
« Manually adding end-users
» Loading multiple end-users from a comma separated values (.csv) file

» Auto Creation of end-users via certificate Self Enroliment Forms

Note: A new End-User will also be created and added to this interface when an SSL certificate application is made
through the SSL Self Enrollment form. If the applicant does not already exist as an end-user when the form is
submitted then a new end-user will be created with the name 'requesterSSL <DOMAIN.com>' (where
DOMAIN.com = the domain name for which the application is being made) This End-User will automatically be
assigned membership of the Organization that the SSL Certificate was ordered for but will not own a Client
Certificate.

3.2.2.1 Manually Adding End-Users
«  Click 'Certificates Management' - > 'Clients Cert' at the top left of the CCM interface;
»  Click the 'Add" button to open the 'Add New Person' form:
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Add New Person X

*-required fields

Organization | Dithers Construction Company

Department | None B

Domain | coradithers.com

Email Address* | Johnsmith f@coradithers.com |

First Mame* | John
| Middle Mame |
Last Mame* | Smith
Secret D | ab123cdedbf

Validation Type | Standard E|

Principal Mame Copy email

«  Click 'OK"to add the end-user to Comodo Certificate Manager.

» Anend-user's details can be modified at any time by clicking the 'Edit' button at the top after selecting the
checkbox next to their name in the main list of end-users. If any information in this dialog is changed, with
the exception of Secret ID, any previously issued client certificates for this email address shall be
automatically revoked. CCM maintains a username history. If the username is changed, the Administrator
will still be able to search for the client certificates using both the old name and the new name.

- 'Validation Type' drop down will only be visible if enabled by your Comodo account manager.

3.2.2.1.1 'Add New Person' form - Table of Parameters

Form Element Type Description
Organization Drop down | Administrator should select the Organization that they wish the new end-
menu user to belong to.
Department Drop down | If required, the administrator should specify the Department that the
menu end-user is to belong to.
Domain Drop down | Administrator should select the domain from which to issue from the
menu drop down menu. This drop-down will only display domains that have
been correctly delegated to the Organization/Department selected
earlier.
Email Address Text Field | Administrator should enter the email address of the end-user. The email
address must be for the domain belonging to the Organization.
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Form Element Type Description
First Name Text Field | Administrator should enter the first name of the end-user.
Middle Name Text Field | If required, the administrator should enter the middle name of the end-
user.
Last Name Text Field | Administrator should enter the last name of the end-user.

Note: The combined length of First Name and the Last name should not
exceed 64 characters.

Secret ID Text Field | A'Secret ID' (or 'Secret Identifier'/SID) is used to identify the details of
an existing end-user in CCM. Assigning SIDs to users will simplify the

client certificate enrollment process for those users and therefore help
eliminate errors. This is because, as the details of the user are already
stored, the end-user need only specify the email address

If the administrator wishes to allow enrollment by Secret ID then they
must fill out this field.

Validation Type Drop Note: The 'Validation Type' drop down will only be visible if enabled by
Down your Comodo account manager.
Menu

Allows the administrator to specify the type of client certificate that is
issued to an applicant. The difference between the two lies in the degree
of user authentication is carried out prior to issuance.

The two options are 'Standard' and 'High'.

‘Standard' certificates can be issued quickly and take advantage of the
user authentication mechanisms that are built into CCM.

A user applying for a 'Standard Personal Validation' certificate is
authenticated using the following criteria:

«  User must apply for a certificate from an email address @ a
domain that has been delegated to the issuing Organization

«  The Organization has been independently validated by an web-
trust accredited Certificate Authority as the owner of that
domain

«  User must know either a unique Access Code or Secret ID that
should be entered at the certificate enrollment form. These will
have been communicated by the administrator to the user via
out-of-band communication.

«  User must be able to receive an automated confirmation email
sent to the email address of the certificate that they are
applying for. The email will contain a validation code that the
user will need to enter at the certificate collection web page.

'High Personal Validation' certificates require that the user undergo the
validation steps listed above AND

«  Face-to-Face meeting with the issuing Organization

Note: The additional validation steps must be completed PRIOR to the
administrator selecting 'High Personal Validation' type.

Principal Name Text Field | The Administrator can enter the email address that should appear as
principal name in the certificate to be issued.

Note: For the Organizations/Departments enabled for Principal Name
support, the client certificates issued to the end-users of the
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Form Element Description

Organization/Department will include an additional name - Principal
Name, in addition to the RFC822 name in the Subject Alternative
Name(SAN) field. If included, the Principal Name will be the primary
email address of the end-user to whom the certificate is issued. But this
can be customized at a later time by editing the end-user if Principal
Name Customization is enabled for the Organization/Department.

The Administrator can check whether an Organization or Department is
enabled for Principal Name support/customization by contacting the
Master Administrator.

This field will be disabled for the Organizations for which the Principal
Name support is not enabled. If the Principal Name support is enabled
for an Organization and not enabled for the Department belonging to the
Organization, this field will be auto populated with the email address
entered in the Email Address field.

Copy E-Mail Button Auto-fills the Principal Name field with the email address entered in the
E-mail Address field.

3.2.2.2 Loading Multiple End-Users from a Comma Separated Values (.csv) File

Administrators can import list of end-users into Comodo Certificate Manager in comma separated values (.csv)
format. After importing the list, your employees then only need to complete the self enroliment with their secret code.

Note: The ability to loading multiple end-users from a .csv file functionality is only available to RAO S/MIME and
DRAO S/MIME administrators.

3.2.2.2.1 Procedure Overview
Summary of required steps for adding end-users by loading a .csv file:

1. Administrator generates a .csv file using containing a list of end-users. .csv files can be exported directly
from spreadsheet programs such as Excel or Open Office Calc.

2. Administrator loads the .csv file by clicking the 'Import from CSV' button in the 'Certificates Management' >
‘Client Certificates' interface

3. CCM sends an email notification containing a link to the self-enrollment form and the secret identifier to
each end-user included in the .csv file.

Note: For the CCM to automatically send the notification emails to the end-users, the administrator should have
configured for this by selecting the checkbox 'Send invitations on successful upload' in the Import persons from
CSV dialog while loading the .csv file. If not configured, the administrator should manually send an email
containing a link to the self-enrollment form and the secret identifier to each end-user. Refer to the section 'The
Import Process' for more details.

4. End-users collect and install their certificates.

3.2.2.2.2 Requirements for .csv file

The fields per user in the .csv differs for Organizations depending on whether or not the Principal Name Support is
enabled for the Organization. The Administrator can check whether an Organization or Department is enabled for
Principal Name support/customization by contacting the Master Administrator.
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3.22.2.21 For Organizations with Principal Name Support Enabled

There are 12 potential fields per user that can be imported via .csv. 6 are mandatory and there is one conditionally
mandatory value. The 12 potential fields are as follows:

First Name

Middle Name

Last Name

Email Address (Primary)
Alternative Email Address(es)
Validation Type
Organization
Department

Secret Identifier

Phone

Country

Principal Name

«  'Department' will be mandatory if the administrator that is importing is a DRAO S/IMIME.
RAO S/MIME (and DRAO S/MIME administrators that are also RAO S/IMIME administrators) have the
option to leave this field blank. See 3.2.2.2.3.General Rules for more details.

« The 'Secret ID' value can be used to add a layer of authentication to the process. If specified, the user will
need to type the identifier at the certificate enroliment form to complete the process.

+  With the exception of the 'Secret ID" and 'Phone', make sure the fields are imported using as specified
below (including commas (,) and quotation marks (" ") )

The following table explains the requirements and formats of the values.

Values  First Middl Last Email Email Vali Organiz Depart Secr Phon Countr Princi
Nam e Nam Addres Address dati ation ment etlD e y pal
e Name e s es on Name

(primar (Alternati Typ
y) ve) e

Required RES Yes |Yes Yes Yes Yes

Min 1 0 1 3 3 1 0 0 0 2 1

Length

(character

s)

Max 128 128 |128 |128 128 128 128 128 [128 |2 128

Length

(character

s)

Format Valid | Valid Valid
email | email two
address | address, letter

separated country
by space code
WEIEWCIY A-Z, (A-Z, |A-Z, |A-Z,a- |A-Z a-z, |'high|ANY ANY ANY |ANY |A-Z, a- |ANY
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allowed 09, |, z

Example:

"First1","Middle1","Last1","User----1-al@abc.com","User----1-sec-
al@abc.com","standard",System,sysdep,"Secret1",380487000001,"UA","User----1-al@abc.com”

Note: If an Organization is enabled for Principal Name support and a Department belonging to the Organization is
not enabled for Principal Name support, when loading end-users of the Department, the Principal Name field must
be included but should be left blank.

3.22.2.2.2 For Organizations without Principal Name Support

There are 11 potential fields per user that can be imported via .csv. 6 are mandatory and there is one conditionally
mandatory value. The 11 potential fields are as follows:

First Name

Middle Name

Last Name

Email Address (Primary)
Alternative Email Address(es)
Validation Type
Organization
Department

Secret Identifier

Phone

Country

+ 'Department’ will be mandatory if the administrator that is importing is a DRAO S/MIME.
RAO S/MIME (and DRAO S/MIME administrators that are also RAO S/IMIME administrators) have the
option to leave this field blank. See 3.2.2.2.3.General Rules for more details.

« The 'Secret ID' value can be used to add a layer of authentication to the process. If specified, the user will
need to type the identifier at the certificate enroliment form to complete the process.

«  With the exception of the 'Secret ID" and 'Phone’, make sure the fields are imported using as specified
below (including commas (,) and quotation marks (" ") )

The following table explains the requirements and formats of the values.

Values  First Middl Last Email Email Valid Organiz Departme Secret Phone Country
Nam e Nam Addres Address ation ation nt ID
e Name e s es Type

(primar (Alterna
y) tive)
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Required RES Yes |Yes Yes Yes Yes

Min 1 0 1 3 3 1 0 0 0 2

Length

(character

s)
Max 128 128 |128 |128 128 128 128 128 128 2

Length

(character
s)

Format Valid Valid Valid two
email  |email letter
address |address, country

separate code
d by
space
(WETEWETCN A-Z, |A-Z, |AZ |AZ a- |A-Z az |'high' | ANY ANY ANY ANY |A-Z az
OO a-2, |a-z, |a-z, |z,0-9, |09 |,
09, |09, |09, |\t empt
yor
' ' " 'stan
dard'

Example:

"First1","Middle1","Last1","User----1-al@abc.com","User----1-sec-
al@abc.com","standard",System,sysdep,"Secret1",380487000001,"UA"

3.2.2.2.3 General Rules
The import will fail if:
«  Any mandatory field in Requirements for .csv file is missing
»  The Organization does not exist
«  The Department, if present, does not exist
«  The Department, if present, does not exist for the specified Organization
+  The Primary Email Address is not in a valid format or the email domain cannot be determined
«  The domain of the Primary Email Address is not delegated to the Organization
«  The domain of the Primary Email Address is not delegated to the Department (if Department is supplied)

»  The Secondary Email Address (if supplied) is not in a valid format or the email domain cannot be
determined

«  The domain of the Secondary Email Address is not delegated to the Organization
»  The domain of the Secondary Email Address is not delegated to the Department (if Department is supplied)

»  The administrator attempting the import does not have the correct permissions for the Organization and/or
Department:

«  RAO S/MIME administrators have permission to import for Organizations (and any subordinate
Departments) that have been delegated to them. RAO S/MIME may leave the 'Department' field
blank.

« DRAO S/MIME administrators have permission to import for Departments that have delegated to
them. DRAO S/MIME administrators cannot leave the 'Department' field blank unless they are
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also an RAO S/MIME for the same Organization.

3.2.2.2.4 The Import Process
To upload the .csv file

»  Click 'Import from CSV" in 'Certificates Management' > 'Client Certificates' interface
The 'Import from CSV' dialog will appear.

»  Click the '‘Browse' button and navigate to the .csv file

Dashboard @ Certificates

S5L Cerificates Client Certificates Code Signing Certificates

| Y Filter

Import from CSV | JEdit || Delete | Certificates

G | +Add'; Export

DRGANIZATION

HAME EMAIL

Import persons from CSV X |

o file selected. Submit |

File Upload S} 1

@@v\b €« New\l'ﬂlume[Dl.j}l 3 ﬂrkbemp_llst v|#1.||55-7r:f15¢’.~,5-_51 . 2 |

Organize * Mew folder =« 0 @&
B Desktop *  Name Date modified Type
4 Downloads ) — )
. B accountants 32772015 5:12 PM OpenOffice.org 1.,
=1 Recent Places =g -
T clerks 3/2772015 5:12 PM OpenOffice.org 1....
o EE devs_list 372772015 5:17 PM OpenOffice.org 1....
7 Libraries = .
= ‘B purchase_dept 3/30/2015 412 PM OpenOffice.org 1.
3 Documents
J‘i Music g
(=] Pictures
B videos
il Computer

&L, Local Disk (C:)

—a Mew Volume (D)

i New Volume (B} _ 7 10 b

File name: . [AEEFHS v]

| Open | [ Cancel ]
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«  Click 'Submit'.

The import status will be indicated. You will see a progress bar indicating that information is being uploaded:

{ Import persons from CSV x|
io_cept csv
BN . |

CCM will inform you when the process is finished:

{ Import persons from CSV X |

io_cept csv
=/ I |

| |IProcessed 5 elements.

Done. ‘

Close

All imported users appear in the list of end-users in the 'Client Certificates' section and notification emails containing
a link to the Self-Enroliment form and the secret ID will be automatically sent to the imported end-users, if the
checkbox 'Send invitations on successful upload' is selected.

3.2.2.2.5 Errorsin .csv file

CCM will inform you if there is an error in the .csv file (mandatory fields are missing, for example).

{ Import persons from CSV X |

lib_dept.cav Submit
5,5 NG
Processed 5 elements.
Encountered errors:
| Line 4 - Bequired field 'emzil" iz not

specified

| Done.

Close

Only the end-users included in the lines without errors will be loaded to CCM and the end-users included in the lines
with errors will not be loaded.
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3.2.2.3 Auto Creation of End-Users via Certificate Self Enroliment Form

End-users applying via the SSL or Client Certificate enroliment form are automatically added to the 'Certificate Management -
Client Certificates' area.

For more details see: Request and issuance of client certificates to employees and end-users.

3.2.3 Editing End-Users

All end-user details can be modified at any time by clicking the 'Edit' button after selecting the end-user's name.

| Edit Person b 4 .

*required fields

‘ Organization | Dithers Construction Company E|
Department  MNone E|
Domain | coradithers.com E|
Email Address* | homet f@coradithers.com
‘ First Mame* | Hornet ‘
Middle Mame @ Fabulous

LastMame* | Hudson

‘ Reset Secret (D ‘

Walidation Type | Standard E|

Principal Mame Copy email

0K Cancel

« Ifany information in this dialog is changed, with the exception of 'Secret ID', any previously issued client
certificates for this email address shall be automatically revoked.

»  For security reasons, the 'Secret ID' field is not displayed. If the SID needs to be changed, administrator
can click the Reset Secret ID link.

«  On clicking the link, the Secret ID text box will be displayed, enabling the administrator to specify a
new SID.

Secret D
Don't Reset Secret 1D

Validation Type | Standard [~
+ To change the SID, the administrator can type a new SID in this field.
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« Toretain the existing SID, the administrator can click the Don't Reset Secret ID link.

- 'Validation Type' drop down will only be visible if enabled by your Comodo account manager. For an
explanation of validation types, see 'Validation Type' in the 'Add New Person' table of parameters.

« Renaming an end-user does not affect the search and filtering actions in the Client Certificates Interface.
CCM allows the administrators to search for particular user or client certificates using both the old name
and the new name in case a username is changed.

« To customize the Principal Name for the end-user, type the new Principal Name as it should appear in the
in the Subject Alternative Name (SAN) field of the certificate in the Principal Name field. To revert the
Principal Name to the email address of the end-user, click the 'Copy E-Mail' button. This button will be
available only if this feature is enabled for your account.

Full details of the fields available when editing an existing end-user are available in the section "Add New Person'
form - table of parameters.

3.2.4 Deleting an End-User

An administrator can delete any end-user by clicking 'Delete' button after selecting the end-user's name.

| Person deletion X |

A Are you sure?

| Deleting user will cause current cerificate for that user to be revoked as well. '
carel

Once the end-user is deleted, their certificate will be revoked.

3.2.5 Request and Issuance of Client Certificates to Employees and End-
Users

End-users can be enrolled for client certificates (a term which covers email certificates, end-user authentication
certificates and dual-use certificates) in three ways:

»  Self Enrollment of End-Users by Access Code - Involves directing the end-users to apply for their own
client certificate by accessing the self enrollment form. The Administrator has to inform the end-user of the
URL at which the self-enrollment form is hosted and the access code of the Organization to which the end-
user belongs. This should be done by out-of-band communication such as email. See the section Self
Enrollment by Access Code for more details.

«  Self Enrollment of End-Users by Secret Identifier - Involves directing the end-users to apply for their
own client certificate by accessing the self enroliment form. The Administrator has to inform the end-user of
the URL at which the self-enrollment form is hosted and the Secret Identifier of the Organization to which
the end-user belongs. This should be done by out-of-band communication such as email. See the section
Self Enrollment by Secret Identifier for more details.

«  Enrollment by Administrator's Invitation - Involves sending invitation mails to end-users previously
added to CCM. The Administrators can send the invitation mail from the CCM interface itself. The invitation
mail will contain a validation link and instructions for the end-users to download and install their certificates.
See the section Enrollment by Invitation for more details.

3.2.5.1 Self Enrollment by Access Code

This section explains how the administrator can direct the end-user for self-enroliment using the access code
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specified for the Organization and how the end-user can apply for, collect, download and install their certificate.

3.2.5.1.1 Prerequisites

«  The domain from which the client certificate is to be issued has been enabled for SIMIME certificates, has
been pre-validated by Comodo and that the domain has been activated by your Comodo account manager.
(i.e. if you wish to issue client certs to end-user@mycompany.com, then mycompany.com must have been
pre-validated by Comodo).

However, if you request a certificate for a brand new domain, then this domain will first have to undergo
validation by Comodo. Once validated, this new domain will be added to your list of pre-validated domains
and future certificates will be issued immediately.

< The domain from which the client certificates are to be issued has been delegated to the Organization or
Department. See Editing an Existing Organization for more details on adding a domain to an
Organization.

e The RAO S/MIME or DRAO S/MIME administrator has been delegated control of this Organization or
Department

»  The administrator has checked the 'Self Enroliment' box in the 'Client Cert' tab of the 'Create/Edit'
Organizations dialog box.

i Edit Organization: Dithers Construction Company x|

General EV Details Client Certificate SSL Certificate Code Signing Certificate Email Template

| Self Enrollment

Access Code* | 123456 ‘

|
[ Web AP
‘ Secret Key*® | 123456 OrglDy: 3875 ‘
I Allow Key Recovery by Master Administrators
‘ Allow Key Recovery by Organization Administrators ‘
Allow Principal Name
Allow Principal Mame Customization

{ Client Cert Types | Customize

Key Usage Template KUT

| -

» The administrator has specified an Access Code in the ' Client Cert' tab of the 'Create/Edit'
Organizations dialog box. This should be a mixture of alpha and numeric characters that cannot easily be
guessed.

3.2.5.1.2 Procedure Overview
1. Administrator confirms completion of the prerequisite steps.

2. Administrator directs the personal certificate applicant to the 'Access Code' based Self Enrollment Form -
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making sure the application is done from the end-user's computer (see section Initiating the enroliment
process).

3. Applicant completes then submits the Self Enrollment Form, specifying the correct Access Code for the
Organization's domain. (See section The Self Enrollment Form)

4. CCM sends a validation mail to the applicant which contains a link to the Account Validation form and a
request code. (See section Validation of the Application for more details)

5. Applicant completes the Account Validation form. The certificate request is sent to Comodo CA servers. If
the application is successful, the applicant will be able to download and install their personal certificate.
(See section Certificate Collection.)

6. Ifthe applicant already exists as an 'End-User' (viewable in the 'Client Certificates' area of 'Certificates
Management' section) then the certificate will be added to their account. If the applicant does not exist as
an 'End-User' then CCM will automatically add this applicant as a new 'End-user' at the point of certificate
issuance. If the applicant already exists as an Administrator ( visible in 'Admin Management" ) but not as
as a (client certificate) 'End-User' then CCM will automatically add this applicant as a new 'End-user' to the
'Client Certificates' area'. (Click Here for further details).

Administrator directs the Applicant completes then submils

cliont cortificate applicant ] the soif onroiimont form

to the seif enrolfment form 1 Q
Administrator q\ _>—@—)— Client Certificate

Self Enrollment Form

) ] ‘ Validation
Applicant completes % email
certificate coflection form
Q and submits it to Comodo TR
Certificate
Collection Form Comodo Chfsends 2 validation

email to the applicant which
contains a fink to the
certificate collection form

(7)) -

Comodo CM delivars the certificate to the applicant.
Applicant downloads and installs the certificate

Comodo CAM processes the application
and sends the cortificate signing request to Comodo CA

througit their internet browser ! Comodo
Certificate Manager
7 ?
V' If the user already exists, then the certificate is associated with that user's name 0 ? 4
If not, then a new user is automatically created in certificate manager. Cowodo CA sigus and |
fssues the certificate ComodoCA Backend
Administrators can view and manage the users certificate via the 'Client Certificate’ interface Servers

Client Certificate Issuance Flow

3.2.5.1.3 Initiating the Enroliment Process

After completing the prerequisite steps, administrators need to communicate enrollment details to all and any end-
users they wish to issue client certificates to. The communication must contain the following information:

1. Alink to the Access Code based Self Enrollment Form - https://cert-
manager.com/customer/Comodo/smime?action=enroll&swt=ac

2. The client access code specified in that Organization's Client Cert settings tab..
These details can be informed to the applicant by the any preferred out-of-band communication method like email.
The end-user can access the form at the given url, fill-in with the necessary details and submit it.
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Please Note:

The domain of the email address that the end-user specifies in the Self Enrollment Form MUST match a ‘Common
Name' (domain) associated with an Organization or Department within an Organization. The applicant MUST
be able to receive emails at this address.

The access code the end-user enters at the Self Enrollment Form MUST match the access code specified by the
administrator for that specific Organization.

3.2.5.1.3.1 The Access Code Based Self Enrollment Form

cCOMODO
Certificate Manager

SIMIME Certificate Enroll

Access Code” | eesese
First ame: * | John
Middle Name:
LastName:* | Smith
Email: * | johnsmith@coradithers.com
Certificate Type:* | High Perscna Validated Cert |Z|
Self Enrollment Passphrase: * | sessss @

Re-type Self Enroliment Passphrase: * | sssses

1
Comodo ePKI Certificate Manager Agreement — EV Enabled |4
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE
READ THE

AGREEMENT CAREFULLY BEFORE ACCEPTIMNG THE TERMS AMD
CONDITIONS.

IMPORTANT—PLEASE READ THESE TERMS AND CONDITIONS
CAREFULLY BEFORE APPLYING

FOR, ACCEPTING, OR USING YOLIR COMODO EFKI CERTIFICATE
MAMAGER ACCOUNT OR THE

CERTIFICATE MANAGER SOFTWARE. BY USING, APPLYING FOR,
ACCESSING, OR

PURCHASING A CERTIFICATE MANAGER ACCOUNT OR USING OR
ACCESSING CERTIFICATE

MAMAGER OR BY ACCEPTING THIS AGREEMENT BY CLICKING OM |
ACCEPT BELOW YOU

ACKMNOWLEDGE THAT YOU HAVE READ THIS LICENSE AGREEMENT AND
THAT YOU

UNDERSTAND IT, THAT YOU AGREE TO AMD ACCEPT THE TERMS AS -

‘ PRINT ‘

& accept the terms and conditions.*
Scroll to bottom of the agreement to activate check box.

ENroLL
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3.25.1.3.2 Form Parameters

Form Element Type Description

Access Code(required) Text Field | This is the Access Code specified for the Organization or Department.

First Name (required) Text Field | Applicant should enter their first name

Middle Name (optional) Text Field | If required, the applicant should enter their middle name

Last Name (required) Text Field | Applicant should enter their last name

Email (required) Text Field | Applicant should enter their full email address. The Email address must
be for the domain belonging to the Organization.

Pass-Phrase (required) Text Field | This phrase is needed to renew or revoke the certificate should the
situation arise.

Re-type Pass-Phrase Text Field | Confirmation of the above

(required)

Eula Acceptance (required) | Check-box | Applicant must accept the terms and conditions before submitting the
form.

Enroll Control Submits the application and enrolls the applicant for the client certificate.

Cancel Control Clears all data entered on the form

Note: In addition to the standard fields in the Enrollment form, custom fields such as 'Employee Code, Telephone'
can be added by the Master Administrator. Contact your Master Administrator if such custom fields are required.

After completing the form and clicking the 'Enroll' button, a confirmation dialog will be displayed...

cCOMODO
Certificate Manager

Confirmation

You have requested a SIMIME Certificate with the follow details:
Email: johnsmith@coradithers.com,
MName: John Smith.

We have sent you an email containing an enrallment link in arder to complete the rest of the enroliment process.

BACK

...and the applicant will receive an email containing a URL for validating the application, a request validation code
and instructions for downloading the certificate. Upon clicking the link, the end-user will be taken to the Account
Validation form. See the section Validation of the Application for more details. On completion of the validation
process, a certificate collection form will appear, enabling the end-user to download and save the certificate. See the
section Certificate Collection for more details.
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3.2.5.1.4 Validation of the Application

The applicant will receive a validation email on successful submission of the Self Enroliment Form and after being
processed at Comodo.

The validation email will contain a link to the Account Validation form. The link will also contain a randomly
generated 'Request Code' that the end-user will need in order to validate that they are the correct applicant. Simply

clicking on the link in the email will automatically populate the request 'Code' and 'Email' fields in the Account
Validation form.

[ - =% B ¢ B o .
ril Inbox - Unified Folders = Validation Email - You hav... x \

| File Edit View Go Message Tools Help
2 o ] a ‘ % Q

Get Messages Write Chat Address Book Tag % Quick Filter

Search... < Ctri+K > P =

4 Reply  =» Forward | Archive @ Junk @ Delete

From CCM <support@cert-manager.com =
Subject Validation Email - You have requested email certificate validation. 11:24 AM
Te John Smith Other Actions ~

| Dear John Smith,

| You now need to complete the following steps:
1 * Click the following link to validate your email
| https://cert-manager.com/customer/static’'smime?action=validatedrequestCode=
link doesn't work please copy request code 1p0jyqgXBFasMQ4th2QadnTvQB and paste it

1pCivaXBFasMQ4th2QadnTvQB&email=johnsmith?;40coradithers?,2ecom (if the
into proper field in the validation form).
Your request code: 1p0jygXBFasMQ4th2QadnTvQE
* Type in a PIN to protect your email certificate
| * Click 'Download’ to collect your certificate. You should save this file to
a safe place on your hard drive.

* Import your new certificate into your email client and/or internet browser.

(Please contact your administrator for help with this/Please click the following
| link for instructions)

L}

Note: It is possible for administrators to modify the contents of these emails in the 'Email Templates' area under
the 'Organizations > Edit' tab.

Upon clicking the link the applicant will be taken to the validation form.
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cCOMODO
Certificate Manager

Account Validation

Code: * | 1pOjygXBEFaSMQ4th2Qa4nTvQB
Email: * | johnsmith@coradithers.com

Cerlificate Type: * | High Persona Validated Cert

PIN: (D

Re-type PIN:

Select address fields to remove from the certificate.

Address as itwill appear in certificate Remove
Address1: | Mount Road ]
Address2:
Address3:
City: | Riverdale ]
State or province: | Alabama [l
Postal Code: | 123456 O
Employee ID: *
| vauoATE |
Form Element Type Description
Code (required) Text Field | The validation request code. This field is auto-populated when the
applicant clicks the validation link contained in the email.
E-mail (required) Text Field |Email address of the applicant. This field is auto-populated.
PIN (required) Text Field | The applicant should specify a PIN for the certificate to protect the
certificate.
Re-type PIN (required) Confirmation of the above.
Select address fields to Checkboxe | By default, the address details are displayed in the View Certificate
remove from the certificate |s Details dialog. The applicant can hide these details selectively in the
View Certificate Details dialog by selecting the 'Remove' checkboxes
beside the required address fields. Click here for more details.
Validate Control Completes the validation process and enables the applicant to
download the certificate
Cancel Control Clears all data entered on the form

Selecting Address Fields to be Removed from the Certificate

The following address fields...
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o Addressft;
o Address?;
» Address3:
- City;

«  State/Province;
«  Postal Code.

...are automatically populated with the address details of the Organization or Department that the user belongs to.
The applicant can choose to remove these details from the client certificate by selecting the 'Remove' check-boxes
below beside the corresponding field. The selected details will not be included in the certificate that is issued. The
'View Certificate Details' dialog will state 'Details Omitted' next to these fields.

3.2.5.1.5 Certificate Collection

Upon successful submission of the Account Validation form, a download dialog will be displayed enabling the
applicant to download and save the certificate.

cCOMODO
Certificate Manager

Digital Certificate download

Flease save your digital certificate in safe place.
DOWNLOAD

The applicant can collect the certificate by clicking 'Download' and save the file in a safe location in his/her
computer.

F ™
Cpening johnsmith_coradithers_com.pl2 L u

You have chosen to open:

E johnsmith_coradithers_com_pl12

which is: pl2 File (6.8 KE)
from: https:/cert--manager.com

What should Firefox do with this file?

i@ i Save File

Do this autematically for files like this from now on.

| ok || cancel

CCM will deliver the certificate to the end-user in PKCS#12 file format (.p12 file). The PIN specified in the PIN fields
is used to protect access to this .p12 file. The end-user will be asked for this PIN when he/she imports the certificate
into the certificate store of their machine.
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New end-users: If the end-user does not already exist in Certificate Manager (viewable in the 'Client Certificates'
area of 'Certificates Management' section) then he/she will be automatically created and added as a new end-user
belonging to the Organization for which the certificate was issued. This new end-user will now be viewable in the
Client Certificates Sub-tab of the interface with the following parameters:

»  Name: The name that the end-user specified at the Client Self Enroliment Form

«  Email: The email address that the certificate was issued to (as specified at the Client Self Enrollment
Form)

+  Organization: Name of the Organization to which this end-user belongs to.

» Existing end-users: If the end-user already exists, then the certificate will be associated with their end-
user name.

See section 'The Client Certificates Area' for more information regarding end-user and client certificate
management.

3.2.5.2 Self Enrollment by Secret Identifier

This section explains how the administrator can direct the end-user for self-enroliment using the Secret Identifier
specified for the Organization and how the end-user can apply for, collect, download and install their certificate.

3.2.5.2.1 Prerequisites

«  The domain from which the client certificate is to be issued has been enabled for SIMIME certificates, has
been pre-validated by Comodo and that the domain has been activated by your Comodo account manager.
(i.e. if you wish to issue client certs to end-user@mycompany.com, then mycompany.com must have been
pre-validated by Comodo).

However, if you request a certificate for a brand new domain, then this domain will first have to undergo
validation by Comodo. Once validated, this new domain will be added to your list of pre-validated domains
and future certificates will be issued immediately.

«  The domain from which the client certificates are to be issued has been delegated to the Organization or
Department. See Editing an Existing Organization for more details on adding a domain to an

Organization.

«  The RAO S/MIME or DRAO S/MIME administrator has been delegated control of this Organization or
Department

« The administrator has checked the "Web API' box in the 'Client Cert' tab of the 'Create/Edit' Organizations
dialog box.
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! Edit Organization: Dithers Construction Company b 4

General EV Details Client Certificate

S5L Certificate Code Signing Certificate Email Template

Self Enrollment

‘ Access Code® | 654321 ‘
Web AP|

Secret Key* | abl123cdedbf CrglD: 3875

‘ Allow Key Recovery by Master Administrators
Allow Key Recovery by Organization Administrators

Allow Principal Name

Allow Principal Mame Customization

Client Cert Types | Customize

Key Usage Template KUT

coce

< The administrator has specified a Secret ID for the user using either the "Add User" or 'Edit User' dialog
boxes or when 'Importing from .csv'.The secret code should be a mixture of alpha and numeric
characters that cannot easily be guessed.

Add New Person >

*-required fields

Organization | Dithers Construction Cormpany

Department | Purchases Department

EN|ENIEN

Domain | coradithers.com

Email Address® | Johnsmith @coradithers.com

First Mame* | John

Middle Mame

Last Mame*
Secret D

“alidation Type

Smith
ab123cdedbtf

High

coee

3.2.5.2.2 Procedure Overview

«  Administrator confirms completion of the prerequisite steps.
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- Administrator directs the personal certificate applicant to either the 'Secret Identifier' based Self Enrollment
Form - making sure the application is done from the end-user's computer (see section Initiating the
enrollment process).

»  Applicant completes then submits the Self Enrollment Form, specifying the correct Secret Identifier
assigned to him/her. (See section The Self Enroliment Form)

«  The certificate request is sent to Comodo CA servers. If the application is successful, the applicant will be
able to download and install their personal certificate. (See the section Certificate Collection)

3.2.5.2.3 |Initiating the Enroliment Process

After completing the prerequisite steps, administrators need to communicate enrollment details to each end-user,
they wish to issue client certificates to. The communication must contain the following information:

1. Alink to the Secret Identifier based Self Enroliment Form - https://cert-
manager.com/customer/Comodo/smime?action=enroll&swt=si

2. The secret identifier specified for the end-user.

These details can be informed to the applicant by the any preferred out-of-band communication method like email.
The end-user can access the form at the given URL, fill-in with the necessary details and submit it.

Please Note: The domain of the email address that the end-user specifies in the Self Enroliment Form MUST
match a ‘Common Name' (domain) associated with an Organization or Department within an Organization. The
applicant MUST be able to receive emails at this address.

The Secret Identifier the end-user enters at the Self Enrollment Form MUST match the identifier specified for
him/her by the administrator.

3.2.5.2.3.1  Secret Identifier Based Self Enrollment Form

The applicant needs to fill the application form, shown below.
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cOMODO
Certificate Manager

Digital Certificate Download
Enter your Digital ID information

Fill'in all required fields.

Email Address: ™ | johnsmith@coradithers.com
Secretidentifier: ™ | 5h123cdedsf

Certificate Type: * | High Persona Validated Cert B

Annual Renewal Self Enroliment Passphrase
The Annual Renewsal Self Enrollment Passphrase is a unigue phrase that
protects you against unauthorized action on your Digital 1D. Do not share it with
anyone. Do not lose it. You will need it when you want to revoke or renew your
Digital 1D.

Annual Renewal SelfEnrollment | o5 ane
Passphrase: *
Confirm Annual Renewal SelfEnrollment | o4 g ane
Passphrase: *
Password:
This value will be used as password o protect access to your Digital 1D,

Password | geeses

Confirm Password: | eeeess|

Select address fields to remove from the certificate.

Address as it will appear in certificate Remave
Address1: | 100, Raleigh Street ]
Address2:
Address3:
City: | Riverdale ]
State or province: | Alabama [
Postal Code: | 123456 ]

»

1 g
Comodo ePKI Certificate Manager Agreement — EV Enabled |
THIS AGREEMENT CONTAINS A BIMNDIMNG ARBITRATION CLAUSE. PLEASE

ooy,
- READ This

THAT YOU - o
UNDERSTAND IT, THAT YOU AGREE TO AND ACCEPT THE TERMS AS il

| accept the terms and conditions *
Scroll to bottormn of the agreement to activate check box.

EnroLL
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Form Element Type Description

Email Address (required) | Text Field |Applicant should enter their full email address. The Email address must
be for the domain belonging to the Organization.

Secret identifier (required) | Text Field |Applicant should enter the Secret ID specified for him/her. This should
have been communicated to the applicant by the administrator.

Annual Renewal Pass- Text Field | This phrase is needed to renew or revoke the certificate should the
Phrase (required) situation arise.
Password (required) Text Field | The applicant should specify a password for the certificate. This is

needed for accessing the certificate e.g., while exporting the certificate
for backup and while importing the certificate to restore the certificate
from the backup. The password should be entered in the first text box
and reentered in the second text box for confirmation.

The password should be of at least eight characters.

Select address fields to Checkbox |By default, the address details are displayed in the View Certificate
remove from the certificate | es Details dialog. The applicant can hide these details selectively in the
(optional) View Certificate Details dialog by selecting the 'Remove' checkboxes

beside the required address fields. Click here for more details.

Eula Acceptance (required) | Checkbox | Applicant must accept the terms and conditions before submitting the

form.
Enroll Control Submits the application and enrolls the applicant for the client certificate.
Cancel Control Clears all data entered on the form.

Note: In addition to the standard fields in the Enrollment form, custom fields such as 'Employee Code, Telephone'
can be added by the Master Administrator. Contact your Master Administrator if such custom fields are required.

Selecting Address Fields to be Removed from the Certificate
The following address fields...

«  Addresst;
«  Address2;
«  City;

«  State/Province;
«  Postal Code.

...are automatically populated with the address details of the Organization or Department that the user belongs to.
The applicant can choose to remove these details from the client certificate by selecting the 'Remove' check-boxes
below beside the corresponding field. The selected details will not be included in the certificate that is issued. The
'View Certificate Details' dialog will state 'Details Omitted' next to these fields.

After completing the form and clicking the 'Submit' button a certificate collection form will appear, enabling the end-
user to download and save the certificate. See the section Certificate Collection for more details.

Note: It is possible for CCM Account holders to use their own, custom form templates rather than the default form
supplied by Comodo. See your Comodo account manager for more details on enabling this functionality.
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3.2.5.2.4 Certificate Collection

Once the enrollment form is submitted, a download dialog will be displayed enabling the applicant to download and
save the certificate.

cCOMODO
Certificate Manager

Digital Certificate download

Please save your digital cerificate in safe place.

DoWNLORD>

The applicant can collect the certificate by clicking 'Download' and save the file in a sale location in his/her
computer.

r B
Opening johnsmith_ceradithers_com.pl2 [ M

You have chosen to open:

E johnsmith_coradithers_com_pl2

which is: pl2 File (5.8 KB)
from: https:/cert-manager.com

What should Firefox do with this file?

@) i Save File

Do this automatically for files like this from now on.

| ok || cancel

CCM will deliver the certificate to the end-user in PKCS#12 file format (.p12 file). The PIN specified in the password
fields is used to protect access to this .p12 file. The end-user will be asked for this PIN when he/she imports the
certificate into the certificate store of their machine.

3.2.5.3 Enrollment by Invitation

This section explains how the administrator can invite the end-user for enroliment from the CCM interface and how
the end-user can apply for, collect, download and install their certificate.

3.2.5.3.1 Prerequisites

+  The domain from which the client certificate is to be issued has been enabled for SIMIME certificates, has
been pre-validated by Comodo and that the domain has been activated by your Comodo account manager.
(i.e. if you wish to issue client certs to end-user@mycompany.com, then mycompany.com must have been
pre-validated by Comodo).

However, if you request a certificate for a brand new domain, then this domain will first have to undergo
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validation by Comodo. Once validated, this new domain will be added to your list of pre-validated domains
and future certificates will be issued immediately.

«  The domain from which the client certificates are to be issued has been delegated to the Organization or
Department. See Editing an Existing Organization for more details on adding a domain to an
Organization.

«  The RAO S/MIME or DRAO S/MIME administrator has been delegated control of this Organization or
Department

«  The administrator has added the end-user(s) to the Certificates Management > Client Certificates area of
CCM.

3.2.5.3.2 Procedure Overview
Client certificates can be provisioned to the employees and end-users by inviting them for enrollment.
Overview of stages:

1. Administrator confirms completion of the prerequisite steps.

2. Administrator sends invitation for enrollment to the end-users from the CCM interface. (see section
Initiating the Enrollment Process)

3. CCM sends an Invitation mail to the end-user which contains a link to the User Registration Form. (See
section Validation of the Email Address for more details)

4. The end-user completes the User Registration form. The certificate request is sent to Comodo CA servers.
If the registration is successful, the end-user will be able to download and install their personal certificate.
(See the section Certificate Collection)

3.2.5.3.3 |Initiating the Enroliment Process

After completing the prerequisite steps, administrators need to send invitations to the end-users.

To send invitation administrator should:
»  Click Certificate Management > Client Certificates. The list of end-users added previously will be displayed.
»  Click 'Certs' button at the top after selecting the checkbox beside the end-user's name;

» Inthe dialog that appears press 'Send Invitation' button. (See screenshot below).
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. » . : .
Dashboard A Discovery (b Reports 2?.. Admins Settings

S50 Certificates Client Certificates Code Signing Cerificates

| Y Filter v |

' £2 | P add || Export | mportfromcCsv || Edit || Delef || Cerificates

NAME EMAIL ORGANIZATION DEPARTMENT
: . . ) Dithers Construction
John Smith johnsmith@coradithers.co Company Purchases Department
Joe Smith joesmithi@coradithers gfm Elthers C_onstrudlon Purchases Department
= ompany
| Certificates for: johnsmith@coradithers com b 4
| Y Filter v |
E Send Invitation [hvitation not sent

| ORDERED REVOKED EXPIRES CERTIFICATE TYPE ORDER HUMBER| SERIAL NUMBER mx

There is no data to display

1 | ovapes oot [0 D I D

After clicking 'Send Invitation', the 'Confirm Invitation' dialog will be displayed:
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First Mame John
Middle Mame
Last Mame Smith
Email Address johnsmith@coradithers.com
Crganization Dithers Construction Company
Departtment

Certificate Type* | High Persona Validated Cert E|

Term® | 1vyear E|
carc

The confirmation dialog displays the details of the user and allows the administrator to choose the client certificate
type and the term.

»  Certificate Type - If your Organization's account has been enabled for High Personal Validated
Certificates AND the administrator has specified a 'Validation Type' of 'High' * for this user THEN
the 'Certificate Type' value will be a drop down menu rather than flat text. This menu will offer a
choice between sending an invitation for a 'High Personal Validated' or a "Standard Personal
Validated' certificate. The default choice is 'High Personal Validated'.

»  Certificate Term - You can choose the term length for the certificate to be issued to the end-user.
The "Term' drop-down displays the term options allowed for your Organization.

»  Upon clicking 'OK'", an invitation email will be sent to the end-user.
The email will contain the URL of the certificate validation form, a request validation code and instructions for
downloading the certificate. The request code will be contained within the URL so that applicants can simply click
the link or copy and paste the URL in their browser. See the section Validation of the Email Address for more details.

On completion of the validation and user registration processes, a certificate collection form will appear, enabling
the end-user to download and save the certificate. See the section Certificate Collection for more details.

3.2.5.3.4 Validation of the Email Address
The end-user will receive an Invitation email on the administrator clicking the 'Send Invitation' button.

The invitation email will contain a link to the User Registration form. The link will also contain a randomly generated
'Request Code' that the end-user will need in order to validate that they are the correct applicant. Simply clicking on
the link in the email will automatically populate the request 'Code' and 'Email' fields in the User Registration form.
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ril Inbox - Unified Folders | = Invitation Email - You hav...

& Reply  =p Forward Archive
From CCM <support@cert-manager.com=

Subject Inwitation Email - You have requested email certificate validation.
To John Smith

Dear John Smith,

You now need to complete the following steps:

* Click the following link to validate your email
ceﬁlnanaq9|con1cu5ham9|stahc mnnﬂe7acnon |nvme&requestCDde—
) s%2ecom (if the

link doesn’'t work please copy request code BPQgMUBBQBG63Bhl1L-PSrOrpRP a
into proper field in the validation form).

Your request code: BPQgNUBSQBG638hlL-PSrOrpRP
* Type in a PIN to protect your email certificate

* Click 'Download' to collect your certificate
a safe place on your hard drive.

https:/

link for instructions)

=

. . skl
x\
File Edit View Go Message Tools Help
3 4 N 3 ® Q —
e A - y Search... <Cirl+K =
Get Messages Write  Chat  AddressBook | Tag  QuickFilter f— plE

. You should save this file to

* Import your new certificate into your email client and/or internet browser.
(Please contact your administrator for help with this/Please click the following

® Junk  ® Delete

12:59 PM
Other Actions ~

+

nd paste it

the 'Organizations > Edit' tab.

Note: It is possible for administrators to modify the contents of these emails in the 'Email Templates' area under

Upon clicking the link the applicant will be taken to the user registration form.
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Certificate Manager

User Registration

Code:* | BPQgNUESQEE30hIL-PIrOrpRP
Email: * | johnsmith@coradithers.com

Certificate Type: | High Perscona Validated Cert

PIN: @
Re-type PIN:
Self Enrollment Passphrase: * @

Re-type Self Enrollment Passphrase: *

Select address fields to remove from the certificate.

Address as itwill appear in certificate Remaove
Address1: | 100, Raleigh Street |
AddressZ:
Address3:
City: | Riverdale &
State or province: | Alabama ]
Postal Code: | 123456 [

Employee 1D *

1
Comodo ePKI Certificate Manager Agreement — EV Enabled [ H
THIS AGREEMEMNT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE
READ THE

AGREEMENT CAREFULLY BEFORE ACCEPTIMNG THE TERMS AMD
CONDITIONS.

IMPORTANT—PLEASE READ THESE TERMS AND CONDITIONS
CAREFULLY BEFORE APPLYING

FOR, ACCEPTING, OR USING YOLR COMODO EFKI CERTIFICATE
MAMAGER ACCOUNT OR THE

CERTIFICATE MANAGER SOFTWARE. BY USING, APPLYING FOR,
ACCESSING, OR

PURCHASING A CERTIFICATE MANAGER ACCOUNT OR USING OR
ACCESSING CERTIFICATE

MAMAGER OR BY ACCEPTING THIS AGREEMENT BY CLICKING OM “|
ACCEPT BELOW YOU

ACKMOWLEDGE THAT YOU HAVE READ THIS LICEMSE AGREEMENT AMND
THAT YOU

UNDERSTAND IT, THAT YOU AGREE TO AMD ACCEPT THE TERMS AS -

| accept the terms and conditions.*
Scroll to bottom of the agreement to activate check box.
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Form Element Type Description

Code (required) Text Field | The validation request code. This field is auto-populated when the
applicant clicks the validation link contained in the email.

Email (required) Text Field |Email address of the applicant. This field is auto-populated.
PIN (required) Text Field | The applicant should specify a PIN for the certificate to protect the
certificate.

Re-type PIN (required) Text Field | Confirmation of the above.

Pass-Phrase (required) Text Field | The end-user needs to enter a pass-phrase for their certificate. This
phrase is needed to revoke the certificate should the situation arise.

Select address fields to Checkboxe | By default, the address details are displayed in the View Certificate
remove from the certificate |s Details dialog. The applicant can hide these details selectively in the
(optional) View Certificate Details dialog by selecting the 'Remove' checkboxes

beside the required address fields. Click here for more details.

EULA Acceptance Checkbox | Applicant must accept the terms and conditions before submitting the
(required) form.

Submit Control Submits the application.

Cancel Control Clears all data entered on the form

Selecting Address Fields to be Removed from the Certificate

The following address fields...

¢ Address1;
¢ Address2;
e Address3:
«  City;

- State/Province;
«  Postal Code.

...are automatically populated with the address details of the Organization or Department that the user belongs to.
The applicant can choose to remove these details from the client certificate by selecting the 'Remove' check-boxes
below beside the corresponding field. The selected details will not be included in the certificate that is issued. The
'View Certificate Details' dialog will state 'Details Omitted' next to these fields.

3.2.5.3.5 Certificate Collection

Upon successful submission of the Account Validation form, a download dialog will be displayed enabling the
applicant to download and save the certificate.
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cCOMODO
Certificate Manager

Digital Certificate download

Please save your digital cerificate in safe place.

DoWNLORD>

The applicant can collect the certificate by clicking 'Download' and save the file in a sale location in his/her
computer.

r B
Opening johnsmith_ceradithers_com.pl2 [ M

You have chosen to open:

E johnsmith_coradithers_com_pl2

which is: pl2 File (5.8 KB)
from: https:/cert-manager.com

What should Firefox do with this file?

@) i Save File

Do this automatically for files like this from now on.

| ok || cancel

CCM will deliver the certificate to the end-user in PKCS#12 file format (.p12 file). The pass-code specified in the PIN
fields is used to protect access to this .p12 file. The end-user will be asked for this PIN when he/she imports the
certificate into the certificate store of their machine.

See section 'The Client Certificates Area' for more information regarding end-user and client certificate
management.

3.2.6 Revocation of Client Certificates
The client certificates belonging to any end-user can be revoked by two ways:

»  The Administrator can revoke the client certificate belonging to any end-user, from the Certs dialog
accessible by clicking Certificates Management > Client Certificates > clicking Certs button at the top
after selecting the checkbox beside the end-user's name. See the section 'Certs’ Dialog for more details;

- The end-user can directly revoke their client certificate. See the section Revocation of Client Certificates
by End-Users for more details.

3.2.6.1 Revocation of Client Certificates by End-Users

End-Users can revoke their client certificates on their own, when a necessity arises. On such an occasion, the end-
user can request the administrator. The Administrator can direct the end-user to access the revocation interface
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hosted at https://cert-manager.com/customer/Comodo/smime?action=revoke. The pass-phrase set for the
certificate is required for revoking the certificate by the end-user.

3.2.6.1.1 Procedure Overview
1. The end-user requests for access to the self revocation interface to the Administrator.

2. The Administrator directs the end-user to the revocation interface hosted at https://cert-
manager.com/customer/Comodo/smime?action=revoke

3. The end-user accesses the revocation interface and fills the revocation form with the email address and
the pass-phrase set by him/her during self-enrollment or User Registration and submits the form.

4. The client certificate is revoked.

3.2.6.1.2 Revocation form

COMODO
Certificate Manager

SIMIME Certificate Revocation

Email:* | johnsmith@coradithers.com

Self Enrollment Passphrase: * | sessss

o B

3.2.6.1.3 Form Parameters
Form Element Type Description

Email (required) Text Field | The end-user should enter their full email address.

Pass Phrase (required) Text Field | The end-user should enter the pass-phrase of the client certificate. This
Pass-phrase must be the same as entered during self enrollment or in
the User Registration form.

Revoke Control Revokes the certificate

Cancel Control Cancels the process.

3.2.7 Viewing End-User's Certificate

Administrators can view the certificates applied for, downloaded by or issued to the end-users from the Client
Certificates area.

Selecting the person whose certificate is to be viewed and clicking the 'Certs' button at the top will open the
‘Certificates for..." dialog.
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| Certificates for: jchnsmith@coradithers.com X |
i
‘ Y Filter v
Ny Send Invitation Invitation not seevoke
ORDERED REVOKED EXPIRES CERTIFICATE TYPE ORDER NUMBER| SERIAL NUMBER m!. |
03M19/2015 . . ) e e
10°36 033002015 1111 03192016 High Persona Validated Cert 1305101 38:D4:BE:81:BEE Revok |
¥ 3;’%?2015 03302015 1111 0312502016 High Persaona Validated Cert 1308491 G6:AZ E4:63:34.C Revok
03/30/2015 11:46 03/3002016 High Persona Validated Cert 1311952 1A T4:23:8A:54:8F Down
3;’3?2015 03/30/2016 High Persona Validated Cert 1312005 T6:DB:5D:33:CB) Down

2
1| v 1-otor (5 I

»  Select the certificate that you want to view the details and click the 'View' button at the top.
| Client certificate: John Smith <johnsmith@coradithers_com= X

‘ State Downloaded ‘

Orderad

Type

Certificate Term
‘ Cert subject
Principal Mame
Address1
Address2
Address3

City
State/Frovince
Postal Code
Collected
Revoked
Expires

QOrder Mumber
Serial Number
Key Escrow

Employee D

03/30/12015

static High Persona Validated Cert

1

John Smith<johnsmith@coradithers_com>

Raleigh Street

Riverdale
Alabama
1234
03/30/12015

03/30/2016

1311952
1A:74:23:8A:54:85: T AGF:23:.C0:89:28:99:48:B0:45
No recovery

123
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Client Certificate 'View' Dialog - Table of Parameters

Type

Description

State Indicates the current status of the certificate.
Invited The end-user has been sent an invitation email by the Administrator.
Requested | The request has been sent to the Certificate Authority (CA) for approval.
Applied The end-user has validated the email and applied for the certificate.
Issued The certificate was issued by CA and collected by Certificate Manager. A
Blue font color (Issued) means that the certificate was issued by CA but
was not installed.
Downloaded | The end-user has downloaded the certificate.
Revoked The certificate in question is invalid because it was revoked .
Expired The certificate in question is invalid because it's term has expired.
Rejected CA rejected the request after validation check.
Ordered Numeric Date of the request made by CCM to CA.
Type Text Field Type of the client certificate, prefixed with the customer name.
Certificate Term Text Field The life term of the certificate
Cert subject Text Field Name and email address of the end-user.
Principal Name Text Field Principal name included in the certificate.
Address 1: Text Fields | Displays the address of the Organization as mentioned while requesting
Address 2: for the certificate.
Address 3: Only Fhose address Ifilelds that were allowed to be displayed while
. applying for the certificate are shown here and the rest of the fields are
City: displayed as "Details Omitted".
State or Province:
Postal Code:
Collected Numeric Date of the collection of certificate by CCM from CA.
Revoked Numeric Date of the revocation of the certificate.
Expires Numeric Expiry date of the certificate.
Order Number Numeric Order number of the certificate request made to CA.
Serial Number Numeric Serial number of the certificate.

Key Escrow

Indicates whether Key Escrow is available for certificate recovery by the
administrator.

3.3

The Code Sign Certificates Area

The code signing area provides administrators with the controls necessary to issue and manage code signing
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certificates for their Organization or Department.

Administrator privileges:

RAO Code Signing - request and manage code signing certificates and end-users for organizations (and
departments) that have been delegated to them.

DRAO Code Signing - request and manage code signing certificates and end-users for departments that
have been delegated to them.

Note: Companies can further simplify the code signing process by using CCM's Code Signing on Demand,
service. The service is available in both hosted and cloud versions and can sign .EXE, .DLL, .CAB, .MSI, .JS,
.VBS, .PS1, .0CX, .SYS, .WSF, .CAT, .MSP, .CPL, .EFI. formats. Please contact your Master
Administrator/Comodo Account Manager if you wish to enable this feature.

6 Reports

Dashboard @ Certificates [ Discovery @ Code Signing on Demand ﬂl Admins “i Seftings |1_';'| About

SSL Cerfificates  Client Cerfificates Oy ERTiall o8 e G5}

Y Fiter

{5

& aga

Export | ImportfromCSV | Delete

HAME EMAIL

(O Head Developer bumpsted@dithers.com

® Alexander alex@dithers.com

Field Name

View

ORDER NUMBER

88426273

68547725

Device Certificates

Revoke

STATE ORGAHNIZATION DEPARTMENT EXPIRES CODE SIGNING ON DEMAHD # OF SIGNED REQUESTS KEY USAGE EXTENDED KEY USAGE
Dithers
Construction 0

Company
Dithers
Construction
Company

Applied

Issued 05104/2018 0 Digital Signature 136155733

15 | rowsfpage 1-2nutnf2....:

Code Sign Certificates area - Table of Parameters

Name

Description

Name of the applicant/developer

Email

Email address of the applicant/developer

Order
Number

Order number of the certificate request made to CA.

State

Which stage the certificate is at in the certificate issuance process.

Init

Applies only to certificates added to the Code Signing on Demand (CSoD) service.
Indicates that the certificate issuance process has been initiated by the agent.

Invited

The applicant has been sent an invitation email by the administrator.

Requested

Arequest for the certificate has been sent to the certificate authority (CA) for
approval.

Applied

The applicant has validated the email and applied for the certificate.

Issued

The certificate was issued by the CA and collected by CCM, but has not yet been
downloaded by the applicant.

For the certificates issued for CSoD, the agent will automatically download the
certificate.

Downloaded

The applicant has downloaded the certificate.
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Code Sign Certificates area - Table of Parameters

Description

Revoked The certificate in question is invalid because it was revoked .
Expired The certificate in question is invalid because its term has expired.
Rejected CA rejected the request after validation check.
Organizatio Name of the Organization to which the applicant belongs.
n
Department Name of the Department to which the applicant belongs.
Expires Expiry date of the certificate.
Code Indicates whether the certificate is enrolled for CSoD service or not.
Signing on Note: This column is displayed only if Code Signing on Demand is enabled for your
Demand account
# of Signed Number of files signed with the certificate.
Requests Only applies to certificates generated by the CSoD service.
Key Usage The cryptographic purpose(s) for which the certificate can be used. For example, key
digital signing, encryption and more.
Extended Higher level capabilities of the certificate.
Key Usage

Note: You can enable/disable columns by clicking the button on the right of the column headers:

X]
+» Keyllsage
v Extended Key Usage
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Control | Add Apply for a new code signing certificate. You will need to specify a user for the
Buttons certificate as part of the application.

Export Save the list of code signing certificates in CSV format

Import from | Import a list of code signing certificates into Comodo CM in comma separated values

CSVv (.csv) format.

Refresh Updates the currently displayed list of users. Will remove any users that have been
recently deleted and add any that have been recently created. Will update details
such as Organization, email etc if those details have recently changed.

Certificate | View View certificate details (see Code Sign certificate "View' dialog description)

Control

Buttons Resend Re-sends the invitation email to the applicant (thus validating the applicant's email
. Invitation address and allowing them to request their certificate)

Note: The

types of Revoke Revokes the certificate.

certificate

control Delete Removes the certificate.

buttons that

are

displayed
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Code Sign Certificates area - Table of Parameters

Field Name Description

above the
table header
depend on
the state of
the selected
certificate

3.3.1 Sorting and Filtering Options

»  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective
column.

Administrators can search for particular code signing certificate by using filters.

Y Filter @ |

To apply filters, click on the down arrow at the right end of the 'Filters' stripe. The filter options will be displayed. You
can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other options
that appears depending on the selection from the 'Add Filter' drop-down.

Y Filter

Add Filter: | Select... BGrnupb}r: Lngroup E|

Email

Order Number
Organization
State

Expires

For example, if you want to filter the certificates with 'Name' and group with 'Organization’, select 'Name' from the
'Add Filter' drop-down:

»  Enter part or full name in the Name field.
«  Select 'Organization' from the 'Group by' drop-down.

Y Filter

Add Filter: | Select... B Group by: | Ungroup B
Ungroup

- Organization _
° Mame: E Department
x o

«  Click the 'Apply" button.
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The filtered items based on the entered parameters will be displayed.

- Toremove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Code Signing Certificates' interface in future, the configured filters will be in action and only the search results will
be displayed. If you do not want the filters to be saved, click the 'Clear' button.

3.3.2 Code Sign Certificates View Dialog

Select a code-signing certificate then click the 'View' button to view that certificate's details:
| Code Signing Certificate X

Mame Bumpsted Dagwood
State Issued
Order Mumber 1501523
Email bumpsted@dithercons.com
Contact email
Crganization Dithers Construction Company
Term 1 year
Invited
Requested 11M17/2015
Collected 111772015
Downloaded
Expires 1MM72016
Serial Number CT:FO:F5:TE46B56B:6A:00:9C:D2:B0:36:66:53:96
‘ Suspend Notifications [~
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Code Sign Certificate 'View' Dialog - Table of Parameters

Type

Description

Name Text Field Name of the applicant.
State Indicates the current status of the certificate.
Invited The applicant has been sent an invitation email by the Administrator
Requested | The request has been sent to the Certificate Authority (CA) for approval.
Applied The applicant has validated the email and applied for the certificate.
Issued The certificate was issued by CA and collected by Certificate Manager,
but not downloaded by the end-user.
Downloaded | The end-user has downloaded the certificate.
Revoked The certificate in question is invalid because it was revoked .
Expired The certificate in question is invalid because it's term has expired.
Rejected CA rejected the request after validation check.
Order Number Numeric Order number of the certificate request made to CA.
Email Text Field End-user's email address
Contact Email Text Field Contact email address or alternative email address of the applicant. The
contact email address may be the customer facing email address like
support@company.com, sales@company.com etc.
Organization Text Field Name of the Organization to which the end-user belongs.
Term Numeric The life term of the certificate
Invited Numeric Date at which invitation was sent to the end-user
Requested Numeric Date of the request made by CCM to CA
Collected Numeric Date of the collection of certificate by CCM from CA
Downloaded Numeric Date of download of certificate by the end-user
Expires Numeric Expiry date of the certificate.
Serial Number Numeric The serial number of the certificate as assigned by the CA.
Suspend Notifications Checkbox | Selecting this checkbox will disable all the automated notifications for

events like certificate download, expiry, revocation from the CCM to the
administrator and the end-user, for this certificate.
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3.3.3 Adding Certificates to be Managed

There are several methods of adding certificates to the Code Sign Certificates area of Certificate Manager.
» Manually adding certificates
« Loading multiple certificates from a comma separated values (.csv) file
» Auto Creation of end-users by initiating self enroliment

3.3.3.1 Manually Adding Certificates

The code signing certificates for both ‘Code Signing on Demand' (CSoD) and manual signing can be added from the
'Certificates' > 'Code Signing Certificates' interface.

«  Click 'Certificates' > 'Code Signing Certificates'
+  Click the 'Add' button to open the 'Add New Code Signing Certificate’ form.

| Add New Code Signing Certificate X
|

*-required fields

Organization | Dithers Construction Company
Department  None

Domain | dthercons.com

Email Address*  bumpsted @dthercons.com

] JEJE]E]

Term | 1 year
Full Mame*  Bumpsted Dagwood
Contact email | hdagwood@dithers.com @
Code Signing on Demand @

Signature Algorithm | R5A

ERAKN

Key Size 2048

Subscriber Agreement
| EULA

Print

. lagree.” Scroll to bottom of the agreement to activate check box.
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Add New Code Signing Certificate dialog - Table of parameters

Type Description
Organization | Drop-down Select the Organization to which the applicant belongs.
Department Drop-down Select the Department to which the applicant belongs.
Domain Drop-down Select the domain pertaining to the Department
Term Drop-down Select the term of the certificate.
Email Address | Text field Enter the email address of the applicant.
Full Name Text field Full name of the applicant.
Contact Email | Text field Enter the contact email address of the applicant that should be included in

the certificate. The contact email address may be the customer facing email
address like support@company.com, sales@company.com etc.

Code Signing | Checkbox Select this checkbox, if you wish to issue this certificate to the developer for
on Demand Code Signing on Demand (CSoD).

Prerequisites:

«  The Comodo Code Signing service should have been setup for
your account

«  The applicant should have been added as a 'Developer' to CCM.

Refer to the next chapter Code Signing on Demand, for more details.
Note: This option will be available only if CSoD service is enabled for your

account.
Signature Drop-down Appears only if '‘Code Signing on Demand'is selected.
Algorithm Choose the signature algorithm to be used by the certificate.
Keysize Drop-down Appears only if 'Code Signing on Demand' is selected.

Choose the key-size (in bits) by the certificate.

Subscriber Text field Appears only if '‘Code Signing on Demand' is selected.

Agreement Displays the End-User License Agreement (EULA) for the certificate. Read
through the EULA and accept to it by selecting the 'l agree' checkbox for the
application to proceed.

«  Complete the 'Add New Code Signing Certificate' form.

« Click 'OK".
If the applicant is an existing user, the corresponding certificate will be automatically added to CCM. If the applicant
is a new user, an invitation mail will be sent to initiate self enroll.

3.3.3.2 Loading Multiple Certificates from a Comma Separated Values (.csv) File

Administrators can import a list of code signing certificates into Comodo Certificate Manager in comma separated
values (.csv) format. After importing the list, the certificates belonging to existing users will be automatically added
and invitation emails will be sent to new users automatically to initiate the self enrollment process, Refer to Request
and issuance of code signing certificates for more details on self enroliment.
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Note: Only the certificates for manual signing can be added by importing the users from a .csv file. The developers
for issuance of certificates for 'Code Signing on Demand' cannot be imported from a .csv file.

3.3.3.2.1 Procedure Overview
Summary of required steps for adding certificates by loading a .csv file:

1. Administrator generates a .csv file using containing a list of the certificates. .csv files can be exported
directly from spreadsheet programs such as Excel or Open Office Calc.

2. Administrator loads the .csv file to CCM by clicking 'Load from CSV' in 'Certificates Management' > 'Code
Sign Certificates' interface.

3.3.3.2.2 Requirements for .csv file

- There are 6 potential values per certificate that can be imported in CCM, but 4 are mandatory. As long as
each user listed in the .csv file has at least these four elements then they can be added into the system.

« The 6 potential values are as follows. Mandatory values are highlighted in red. Make sure to export with the
commas (,) and the quotation marks (") as specified below

"Organization","Department","Term","Email Address","Full Name","Contact Email Address"

The following table explains the requirements and formats of the values.

Contact Email
Address

Values Organization Department Term E-Mail Address Full Name

Required

Min Length
(characters)

Max Length P& 128 64 128

(characters)
Format integer | Valid email Valid name Valid email
address address
Characters Jaihg ANY 01/05/ | A-Z, az0-9,", |AZ az 09, " |AZaz09," "
a||0wed 10 '_" '_' r‘ ' L I_I , |@|

Example:

"Test Organization","Test Department","1 year","john_s@example.com","JOHN
SMITH","jsmith@alternativeemail.com"

In order to do load the .csv file to CCM, click on 'Import from CSV" in 'Certificates Management' > '‘Code Sign
Certificates' interface. A File Upload dialog will appear. Click the 'Browse' button, and navigate to the in .csv file, and
click on "Submit',

3.3.3.2.3 Uploading .CSV File

The CSV file containing the list of users in the format described in the section above, can be uploaded to CCM, for
importing the applicants from it.

To upload the .csv file

»  Click the 'Import from CSV' button above the table header in the 'Certificates’ > 'Code Signing Certificates'
interface.
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The 'Import CSCerts from CSV' dialog will appear.

»  Click the '‘Browse' button, and navigate to the in .csv file, and click on 'Submit'.

Dashboard

@ Certificates [ Dpiscovery

Creating Trust Online®

Code Signing on Demand

S3L Certificates

Y Filter

HAME

Client Certificates

D +Add:__ Export

port from CSV

‘ Import CSCerts from C5V x ‘

‘ (| Brogse... Do file selected.
—

Close
|t

Subrmit |

Code Signing Certificates

ORDER NUMBER

STATE

ORGANIZATION

Dithers

.J File Upload
0

Organize «

P Desktop
& Downloads

1 Recent Places

4 Libraries
@ Documents
.J‘! Music
[E=| Pictures
B Videos

1M Computer
&, Local Disk (C:)

Mew Yolder

a Mew Volume (E:) i

Name

Date modified

Type

m

—a Mew Volume (D:)

ﬁ? accounts_dept.csv 11/18/201010:17 ...  OpenOffice.org 1

ﬁt admin_dept_no_prin_sup.csv 2/11/2013 3:36 PM OpenOffice.org1

ﬁ development_dept.csv 11/18/201511:13 ...  OpenOffice.orgl

ﬁt devs.cov 11/18/201511:19 ...  OpenOffice.orgl

ﬁ? lib_dept.cov 3/30/20154:42PM OpenOffice.org1

ﬁt logistics_dept.csv 9/4/201210:43 AM  OpenOffice.org1

ﬁ? transport_dept.csv 9/4/201210:55 AM  OpenOffice.org1

< | i | [
File name: - development_dept.csv ~ | Al Files %) -|
I DOpen I l Cancel l
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An import status dialog box is displayed. You will see a progress bar indicating that information is being uploaded.
On successful completion, all the imported data will appear in the list of certificates in '‘Code Sign Certificates' and
'Organization’ areas.

Import CSCerts from CSV x

devs_list.cay Submit
| ‘

Processed 4 elements.

Done. ‘

Close

3.3.3.3 Auto Creation of End-Users by Initiating Self Enrollment

Certificates issued to end-users by the self enrollment process are automatically added to the ‘Certificate
Management - Code Sign Certificates' area. For more details see: Request and issuance of code signing
certificates.

3.3.4 Request and Issuance of Code Signing Certificates

3.3.4.1 Prerequisites

< The domain for which the code signing certificate is to be issued has been enabled for Code Signing
certificates, has been pre-validated by Comodo CA and that the domain has been made activate by your
Comodo account manager. (i.e. if you wish to issue code signing certs to end-user@mycompany.com, then
mycompany.com must have been pre-validated by Comodo.) All certificate requests made on 'pre-
validated' domains or sub-domains thereof are issued automatically.

However, if you request a certificate for a brand new domain, then this domain will first have to undergo
validation by Comodo CA. Once validated, this new domain will be added to your list of pre-validated
domains and future certificates will be issued immediately.

«  The domain from which the client certificates are to be issued has been delegated to the Organization or
Department. See Editing an Existing Organization for more details on adding a domain to an
Organization.

«  The RAO Code Signing or DRAO Code Signing administrator has been delegated control of this
Organization or Department

»  The delegated RAO administrator has enabled Code Signing Certificates for the Organization by selecting
the 'Enabled' checkbox in the 'Code Signing tab’ of the 'Add New/Edit' Organizations dialog box (see
screen-shot below)
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| Edit Organization: ABCD Company x

General EV Details Client Certificate 55L Certificate Code Signing Certificate Email Template

When checkboxis selected "Code Signing” cerificates could be enrolled for this particular Organization or
Department.

Enabled

oo

3.3.4.2 Procedure Overview
The Code Signing Certificates can be provisioned to the employees and end-users using a self-enroliment process.

Overview of stages

»  The delegated RAO or DRAO Administrator confirms completion of the prerequisite steps.
»  The Administrator sends an invitation email to the applicant for enroliment.

»  Applicant validates the email address, completes the online form for auto-generation of CSR and requests
for the certificate.

»  The certificate request is sent to Comodo CA servers by CCM.

 Ifthe application is successful, CCM sends an email with a download link to the applicant, enabling to
download the certificate.

«  The certificate will be automatically added to the applicant account in CCM and will be manageable form
the 'Code Sign Certificates' area.

3.3.4.3 Initiating the Enrollment Process
After completing the prerequisite steps, Administrators need to send an invitation to the end-user.

To send invitation and initiate the process

«  Click the Add button from the 'Code Sign Certificates' area.
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Dashboard @® certificates (& piscovery (1 Reports

S5L Certificates Client Certificates Code Signing Cerificates

¥ Filter

¥xport Import from CSV

HAME EMAIL ORDER NUMBER STATE ORGANIZATION il

i Add New Code Signing Certificate p 4

“required fields

Organization | ABCD Company
Department | ABCD Development
Domain | abedeomp.com

Email Address® | Jermy @abcdcomp.com

B ] ] ]

Term | 1year
Full Name* | Jerry Holding

Contact email @®

=

Add New Code Signing Certificate dialog - Table of parameters

Type Description

Organization | Drop-down Select the Organization to which the applicant belongs.

Department Drop-down Select the Department to which the applicant belongs.

Domain Drop-down Select the domain pertaining to the Department

Term Drop-down Select the term of the certificate.

Email Address* | Text field Enter the email address of the applicant. The invitation message will be sent
to this address. This will be validated before commencing the request
process.

Full Name* Text field Enter the Full name of the applicant.

Contact Email | Text field Enter the contact email address of the applicant that should be included in
the certificate. The contact email address may be the customer facing email
address like support@company.com, sales@company.com etc.
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Note: Fields marked with * are mandatory.

»  Fill the necessary details and click 'OK'.

An invitation email will be automatically sent to the applicant. The certificate status will be set to 'INVITED' and
added to 'Code Signing Certificates' area of CCM.

Note: For the new applicants added by importing a .csv file, the invitations will be sent automatically.

3.3.4.4 Validation of Email address and Requisition

The applicant will receive an invitation email with a link to validate his/her email address. An example is shown
below.

ril Inbox - Unified Folders = Invitation Email - Code Sig., x

File Edit View Go Message Tools Help
2 4 n a % Q

-

> Search... < Cri+K =
Get Messages Write  Chat  AddressBook | Tag — QuickFilter |~~~ e Pl =

4 Reply  =b Forward | 3 Archive @ Junk | @ Delete

From CCM
Subject Invitation Email - Code Signing Certificate Enrollment. 4:10 PM
To Gindharan Other Actions ~

Dear Jerry Holding<jerry@abcdcomp.com>,

You now need to complete the following steps:

* Click the following link to validate your email
https://bddccsoftceml.brad.dc. comodo.net/customer/static/cs?action=invite&
requestCode=LbHIIXzQ3ftgDyquix-3udAYifemail=jerryiddabcdcompilecom (if link
doesn't work please copy request code LbH9IXzQ3ftqDyquAx-3udA¥i and past it proper
field in wvalidate form).

Your request code: LbH9IXzQ3ftqDyquwAx-3udAYi

* Generate Certificate request

=

Note: It is possible for administrators to modify the contents of these emails in the 'Email Templates' area under
the 'Organizations > Edit' tab.

Upon clicking the link in the mail, the email address will be validated and the applicant will be taken to user
registration form.
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cCOMODO
Certificate Manager

User Registration

Code: * | LbHIIXzQ3ftiqDygwlx-3udAYi

Email: * | jerry@abcdcomp.com

Private Key Options

Key Size (bits). | High Grade ﬂ

CERTIFICATE MANAGER SOFTWARE. BY USIMNG, APPLYING FOR, -
ACCESSING, OR [
PURCHASING A CERTIFICATE MANAGER ACCOUNT OR USING OR i
ACCESSING CERTIFICATE
MAMAGER OR BY ACCEPTING THIS AGREEMENT BY CLICKIMG ON |
ACCEPT BELOW, YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE AGREEMENT AND
THAT YOU
UMDERSTAMD IT, THAT YOU AGREE TO AND ACCEPT THE TERMS A3
PESENTED HEREIM. IF

Subscriber Agreement. | YOU DO NOT AGREE TO THE TERMS AMD CONDITIONS OF THIS
AGREEMENT, DO MOT APPLY
FOR, ACCEPT, OR CREATE A CERTIFICATE MANAGER ACCQUNT OR USE
OR ACCESS
CERTIFICATE MANAGER. AMD CLICK "DECLIME™ BELOW.

The terms and conditions set forth below (the “Agreement”) constitute a
binding agreement between you

(the “*Company” or “you™) and Comodo CA Limited ("Comodo™) with respect to
yaur or your employeg's

rraatinn and nea af vnur Cadificate Mananar accnnnt and tha ralatad
‘ PRINT ‘
| Agree®

Scroll to bottom of the agreement to activate check box.

When you click the button below, your browser will generate a new private key.

GENERATE
Form Parameters
Form Element Type Description
Code (required) Text Field | The Code field will be auto-populated with the certificate request code,

on clicking the validation link in the email. If not, the end-user can copy
the request code from the email and paste in this field.

Email (required) Text Field | The email address of the applicant. This field will be auto-populated.
Advanced |CSP Drop Down | The applicant can select the cryptographic service provider for the
Private Key certificate from the drop-down (Default = Microsoft Cryptographic
Options Provider v1.0)

Key Size Drop Down | The applicant can select the key size for the private key of the
certificate (Default = 2048 bit)

Note: The private key is generated locally by the crypto module of the
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Form Element Description

browser/ operating system. The key never leaves the computer and no
copy is ever transmitted to the certificate issuer. Comodo does not
collecta copy of the private key at any time and cannot be recovered
if it is lost. The certificate is useless without it. Hence the end-users
are strongly advised to backup their private key, during certificate
installation process.

Exportable | Checkbox | The applicant can choose whether or not the certificate is exportable.

User Checkbox | If enabled, you will be asked to set password and security levels during
Protected the certificate collection process. Windows will prompt you for a
password and/or your permission every time you access your
certificate to code sign.

Subscriber Agreement Checkbox | Applicant must accept the terms and conditions before submitting the
(required) form.
Generate Control Starts the certificate generation process.

The applicant needs to fill-in the form, accept to the subscriber agreement by reading it and selecting the checkbox
' Agree' and click the 'Generate' button. The certificate request will be automatically generated and a request will be
sent to CCM.

cCOMODO
Certificate Manager

Info

o Your application was accepted, you will be notified by email when your certificate is ready for collection

The certificate status will be set to 'REQUESTED' in the Code Sign Certificates area. CCM will process the request
and send a certificate request to Comodo CA Server. The certificate status will be set to '"APPLIED'

3.3.4.5 Downloading and Installing the Certificate

The CCM will collect the certificate from the server and send a notification mail to the applicant with a link to
download the certificate. The certificate status will be changed to 'ISSUED' in Code Sign Certificates area. The
applicant can follow the link and download the certificate. The certificate status will be changed to 'DOWNLOADED'
in CCM. The certificate can be installed by the applicant and used to digitally sign the executables.

3.4 The Device Certificates Area

3.4.1 Overview

The 'Device Certificates' area allows administrators to manage certificates issued to devices that have been enrolled
to CCM via Active Directory or by self-enrollment. In addition to the request and issuance of device certificates,
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CCM is capable of issuing certificates from Private Certificate Authorities. Please contact your Master
Administrator to add a Private CA to your account.

Note: Device certificates are not enabled by default. Please contact your Master Administrator/Comodo account
manager if you would like to add them to your account.

Device certificates can be issued via Active Directory/NDES, SCEP, self enrollment or by API. See 'Request and
Issuance of Device Certificates' for more details.

Visibility of the 'Device Certificates' area is restricted to:

»  RAO Device Cert administrators - can view the device certificates of Organizations (and any subordinate
Departments) that have been delegated to them.

« DRAO Device Cert administrators- can view the device certificates of Departments that have delegated to

them.
Dashboand ® Ccernncates [E Discovery [E code sining on Demand (® Reports 01 mamins 144 settings [ about
S5L Ceriicales Client Cetificrles Code Signing Cerlificabes Deviee Cerliicales
¥ Filler ~
¥ || Wew| | Revoke | Resend Collection Link (4]
COMBON HABE ¥ (ADER NUMBER EMAIL STATUS ORGARZATION DEPARTMENT EXMRES KEY USAGE
Dithers
COrMadD. Com 61025783 gy - o lazued Conztuction 04112018 Digital Signatur
Company
(7 comodatest GGG - =il el Downloadad Gomodo 5E SE Support 018 Digikal Signaturs
2} comadolest GA12566 s o L] Downlpaded Comodo SE SE Support 402018 [igital Signatur
o :3;5:;’:;?}3&5;4“?-&9(?_ E0E3729 Revoked  Comodo SE D070 Digibal Signatun
(T3 cloleawin 10.comod odes com 539B5TaT Applied Campds SE ZE Suppor
3 clofeswin0.comododeycom 5397ac40 Appliad Comode SE SE Support
clofcs ades. comododis com 51310686 Downloaded Comodo SE SE Support 2252010 Digikal Signaturs

'Device Certificates' table

Column Name Description

Common Name The name of the device for which the certificate was issued . The device name
is used as the 'Common Name' in the Device Certificate itself.

Order Number The order number of the certificate.
Email The email address of the applicant that was provided during self-enroliment.
Status The current status of the certificate:
Awaiting A device certificate request has been placed with CCM using the self-
Approval enrollment method.

Requested A device certificate request has been placed with CCM by either (i) the MS
Agent installed on the AD server to which the device is enrolled (ii) by the
device through SCEP or (jii) through an API call by the Mobile Device Manager
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'Device Certificates' table

Column Name Description

(MDM) software used by the Organization.
Administrators can "View", "Edit", "Approve","Decline" or 'Revoke' the request.

Declined A certificate request made using the self-enrollment form has been rejected by
one of the following:

«  An RAO Device Cert administrator can decline certificate requests for
Organizations of which they have been delegated control.

«  An DRAO Device Cert administrator can decline certificate requests
for Departments of which they have been delegated control.

Applied The request has been approved and sent to Comodo CA.

Issued The certificate has been issued by Comodo CA and collected by CCM.

Downloaded The certificate has been downloaded by the MS agent or the device.

Expired The certificate is invalid because its term has expired.
Revoked The certificate is invalid because it was revoked.
Rejected The certificate request was declined by the administrator.
Organization Name of the Organization that the certificate belongs to.
Department Name of the Department that the certificate belongs to (if applicable)
Expires Expiration date of the certificate.
Key Usage The cryptographic purpose(s) for which the certificate can be used. For

example, signing, non repudiation, authentication and encryption.

Extended Key Higher level capabilities of the certificate
Usage

Serial Number Unique number which identifies the certificate.
Type Name The name of the device certificate.

Note: The administrator can add more column headers from the drop-down button beside the last item in the
column:
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'Device Certificates' table

Column Name Description

+» Email

v Key Usage
v Extended Key Usage
" v Serial Number
AT Type Mame

Signature Algorithm

| Tre  Key Algorithm

nart  Key Size
d Transaction Signing / Data

dTr

Signature Displays the signature algorithm of the public key of the certificate.
Algorithm

Key Algorithm Displays the type of algorithm used for the encryption.

Key Size Displays the key size used by certificate for the encryption.

Control Buttons | Refresh Updates the currently displayed list of certificates.

Certificate View Displays a summary of details about the selected certificate. (see the
Control Buttons description under 'Viewing Device Certificate Details').

Note: The . . o .
types of Approve / Enables administrators to approve or decline the certificate request via self
certificate Decline enrollment.

control buttons Delete Enables administrators to delete the certificate.

that are

displayed in the | poyoke Enables administrators to revoke the certificate.

table header

depends on the | Resend Enables administrators to resend the device certificate collection email. See
state of the Collection Link | section 'Resending Device Certificate Collection Email' for more details.
selected

certificate

3.4.1.1 Sorting and Filtering Options
Clicking on any column header except the ‘Common Name' sorts items in alphabetical order.

«  Administrators can search for particular device certificates using filters.

Y Filter ~

j—

Fimnr Bounkn

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 204



- Administrator Guide comooo

Creating Trust Online®

/
To apply filters, click anywhere on the 'Filters' stripe. The filter options will be displayed. You can add filters by
selecting from the options in the 'Add Filter' drop-down and group the results with other options that appears
depending on the selection from the 'Add Filter' drop-down.

To add a filter

«  Select afilter criteria from the 'Add Filter' drop-down
Y Filter

Add Filter: | Select... - ¥ | Group by: | Ungroup v

Select...
W Crder Number
Email
Crganization
+ ¥ ||| vig Status 1d Collection Link
Expires
Key Usage
coM Extended Key Usage ORDER NUMBER EMAIL
Serial Number
Type Mame
Signature Algorithm
Key Algorithm
Key Size

foe. VIR TN II NN s i i v i i i —— o -

«  Enter or select the filter parameter as per the selected criteria.

W Filter
Add Filter: | Select... ¥ | Group by: | Ungroup r
(=] State: | Awaiting Approval v

v Apply IS Sl

The available filter criteria and their filter parameters are given in the following table:

Filter Criteria Filter Parameter

Order Number Search for a particular order number.
Email Find certificates by applicant email address
Organization Find certificates belonging to a specific Organization

and/or Department

Status Filter by certificate status.

Expires Find certificates which expire within a certain number of
days.

Key Usage Filter certificates by cryptographic capabilities.
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Extended Key Usage Filter certificates by higher level purpose.

Serial Number Enter the serial number of the certificate in full or part.
Type Name Filter certificates by their type.

Signature Algorithm Filter by signature algorithm of the certificate

Key Algorithm Filter by key algorithm of the certificate

Key Size Filter by key size in bits

Tip: You can add more than one filter at a time to narrow down your search. To remove a filter criteria, click the -
button to the left if it.

«  Select the criteria by which the results are to be grouped from the 'Group by' drop-down and enter or select
the grouping parameter

For example, to find certificates whose type names start with 'test' and to group the results by status:

«  Select 'Type Name' from the 'Add Filter' drop-down and enter 'test'.
«  Select 'Status' from the 'Group by' drop-down.
- Toremove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you re-open the
'Device certificates' interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button before exiting.

3.4.1.2 Viewing Certificate Details

Click the 'View' button after selecting a certificate in the 'Device Certificates' tab to open a panel containing a
summary of that certificate’s details.
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Device Certificate X

Details

Email fiatliena@gmail.com
State Downloaded
Order Mumber 1676179
Organization Bar
Department
Fequested 01M6/2017
Collected 01M16/2017
Downloaded 01162017
Expires 011712019

Serial Number 08:13:DB:F8:D7:B8:DD:38:44:4D:1CAF:BB:C4:FF:F
D

Key Usage Digital Signature
Key Encipherment

Extended Key Usage 1.3.6.1.5.5.7.3.4
1.3.6.1.55.7.3.2

Optional fields

State or province name Tamil Nadu
Country name IN
Crganization name Dithers
Crganization unit name Marketing
Locality name Chennai
Common name Demo-MDES

Suspend Motifications

Device Certificate 'View' Dialog - Table of Parameters

Field Element Value Description
Name The name of the certificate as populated in the Common Name field.
State Awaiting A device certificate request has been placed with CCM using the self-
Approval enroliment method.

Requested | Arequest has been received for the certificate. Requests need to be
approved by the administrator.

Declined A certificate request made using the self-enrollment form has been
rejected by an administrator.

Applied The request has been approved and sent to Comodo CA.
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Device Certificate 'View' Dialog - Table of Parameters

Issued The certificate has been issued by the CA and collected by CCM.
Downloaded | The certificate has been downloaded by the MS agent or the device.
Expired The certificate in question is invalid because its term has expired.
Revoked The certificate in question is invalid because it was revoked .
Rejected CA rejected the request after a validation check.
Order Number Numeric Order number of the certificate.
Organization Text Field Name of the Organization to which the device certificate belongs.
Department Text Field Name of the Department to which the device certificate belongs.
Requested Numeric Date the certificate request was sent to Comodo CA from CCM.
Collected Numeric Date the certificate was collected by CCM from Comodo CA
Downloaded Numeric Date the certificate was downloaded by the end-user
Expires Numeric Expiry date of the certificate.
Serial Number Numeric The serial number of the certificate as assigned by the CA.
Key Usage Text Field The cryptographic purpose(s) for which the certificate can be used.
Extended Key Usage Numeric Higher level capabilities of the certificate.
Optional fields Text Fields | Available for certificates applied for via the self-enroliment method.
Displays details such as organization name, common name and more.
Suspend Notifications Checkbox | Will disable automatic notifications to administrators and end users for
events like certificate download, expiry and revocation.

3.4.2 Request and Issuance of Device Certificates

Device Certificates can be issued to devices in four ways:

- Through Active Directory - The device certificates can be requested for and issued to devices that are
enrolled to the Active Directories added to CCM, through Network Device Enroliment Service (NDES). See
the section for Issuance of Device Certificates through Active Directory more details.

»  Through SCEP - CCM has the SCEP server integrated. Administrators can push a configuration profile to
the devices for enrollment of certificates to CCM. See the section for Issuance of Device Certificates
through SCEP more details.

«  Through API Integration - Mobile Device Management (MDM) solutions can be integrated to CCM
through API. Administrators can apply configuration profiles to managed devices to enroll for certificates to
CCM. For details on API integration refer to the document at
https://help.comodo.com/uploads/helpers/CCM_Device_Cert_Enroll_API.pdf

« Through Self Enrollment - Device certificates can be requested by applicants using the self-enroliment
form. Administrators can provide links to the self-enrollment form to external applicants. See Issuance of
Device Certificate through Self-Enrollment for more details.
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3.4.2.1 Issuance of Device Certificates through Active Directory

Prerequisites:

«  The Active Directory Certificate Service (AD CS) has been installed on the AD server with NDES role

«  The AD server has been added to CCM by installing the MS Agent and must be connected. The Agent
must have been enabled as CA Proxy during its installation. For more details on AD integration, contact
your Master Administrator/Comodo Account Manager.

«  An RAO/DRAO Device Cert administrator has been delegated control of this Organization or Department

Procedure Overview:

»  The AD Domain Administrator creates a Group Policy Object (GPO) with a certificate template and applies
to the devices.

« The Devices generate the certificate request and forward them to NDES configured with the MS Agent as
CA Proxy.

«  NDES forwards the certificate requests to the MS Agent. The Agent creates certificate requests and
forwards them to CCM.

« The certificate requests are added to the Certificates > Device Certificates interface for Approval. The state
of the certificate will be 'Requested'.

«  ARAO or DRAO with appropriate privileges approves the request so that CCM forwards the request to
Comodo CA. The status of the certificate changes to 'Applied'. Upon issuance of the certificate, CCM
collects the certificates. The status of the certificate will change to 'lssued'.

» The MS Agent tracks the order. Once the certificate is issued, the Agent downloads the certificates and
forwards them to NDES server. The status of the certificate is changed to 'Downloaded'

- The NDES server pushes the certificates to the target devices.

External References:

For an overview of basic deployment steps for NDES, see the page: https:/itechnet.microsoft.com/en-
us/library/hh831498.aspx.

For detailed explanation of deployment of NDES, see the page:
http://social.technet.microsoft.com/wiki/contents/articles/9063.network-device-enroliment-service-ndes-in-
active-directory-certificate-services-ad-cs.aspx

3.4.2.2 Issuance of Device Certificates through SCEP

CCM allows administrators to issue device certificates by creating configuration profiles which are pushed to target
devices. The configuration profile can be created using software like the iOS Configuration Utility.

To issue device certificates through SCEP, new device certificate types are to be created and enabled for SCEP
enrollment. Each device certificate type is assigned with a Device Type ID to identify it in the configuration profile
applied to the devices. For creation of new device certificate types on your CCM account, please contact your
Master Administrator.

Prerequisites:

1. Private CAs must be enabled for your account in order to add device certificate types. Please contact your
Master Administrator / Comodo account manager for more details.

2. SCEP enrollment needs to be enabled for an Organization/Department and an access code specified. This can
be done by editing an Organization/ adding a new or editing a Department.

To enable SCEP enrollment for an Organization:

»  Click the 'Settings' tab and choose 'Organizations'
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« Inthe 'Organizations' screen, click the 'Add' button or select an organization and click the 'Edit' button

» Inthe 'Edit Organization' dialog, click the 'Device Certificate’ tab.
«  Check the 'SCEP Enabled' checkbox:

Edit Organization: Dithers Construction Company X |

General EV Details Client Certificate S5L Certificate Code Signing Certificate Device Certificate Email Template

I Self Enrollment

URI Extension* | dithers

https:icert-manager.comi/customerentsales/device/dithers

SCEP Enabled

Access Code® | 123456

| 0K Cancel

The 'Access Code' field will appear.

«  Type an access code in the field. This should be a mixture of alpha and numeric characters that cannot
easily be guessed.

Note: The access code for the organization should be entered as the 'challengePassword' parameter in the profile
applied to devices which belong to that organization.

+  Click 'OK..
To enable SCEP enrollment for Departments:
«  Click the 'Settings' tab and choose 'Organizations'

+ Inthe 'Organizations' screen, select the Organization and click the 'Departments' tab to view the list of
Departments under the Organization

+ Inthe 'Departments’ dialog, click the 'Add" button, or select an existing department and click 'Edit’
« Inthe Add/Edit department dialog, click the 'Device Certificate' tab.
»  Check the 'SCEP Enabled' checkbox.

—

Add New Department b4 |

General EV Details Client Certificate S5L Centificate Code Signing Certificate Device Certificate

Self Enrallment []

SCEP Enabled

Access Code* | 123456

oK | Cancel

The 'Access Code' field will appear.

- Enter the access code in the field. This should be a mixture of alpha and numeric characters that cannot
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easily be guessed.
«  Click 'OK..

SCEP Server URL for Device Certificate Enroliment

You need to include the URL of the SCEP server in the configuration profile for OTA enrollment. The URL should be
in this format:

http://<CCM Server>/customer/<customer name>/scep/device;device Typeld=<Device Typeld>/pkiclient.exe

Partner Description

<CCM Server> The address of the CCM server you use

<customer name> Your CCM company name

<DeviceTypeld> The identification number assigned to the type of device certificate to be enrolled. The
Type ID can be obtained from your Master Administrator.

Tip: The URI protocol should be 'http' and not 'https' since the SCEP protocol relies on signed messages during a
transaction.

For example: http.//cert -manager.com/customer/AcmeCorporation/scep/device;device Typeld=54/pkiclient.exe

Overview of the process:

« Administrators generate a configuration profile for OTA enrollment using configuration software then apply
the profile to target devices. The SCEP enrollment 'Access Code' specified for the
Organization/Department is included in the profile. This means the certificate request generated by the
device contains the Access Code as the challengePassword parameter.

»  Once applied, the device generates the certificate request and forwards it to CCM.

«  The certificate requests are added to the Certificates > Device Certificates interface for Approval. The state
of the certificate is indicates as 'Requested'.

«  ARAO or DRAO with appropriate privileges approves the request so that CCM forwards the request to
Comodo CA. The status of the certificate changes to 'Applied'. Upon issuance of the certificate, CCM
collects the certificates. The status of the certificate will change to 'Issued'.

«  The SCEP server pushes the certificates to the target devices for installation.

Note: For more details on values of parameters to be specified in the Configuration Profile, please contact your
Master Administrator/Comodo Account Manager.

3.4.2.3 Issuance of Device Certificate through Self Enrollment

The self-enrollment method allows applicants to request device certificates from Comodo as well as from Private
Certificate authorities which have been added to the CCM account. Please contact your Master
Administrator/Comodo account manager to add private certificate authorities to your account.

3.4.2.3.1 Prerequisites

« Theissuance of device certificates is enabled for your account

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 211



@ COMOoDO

Creating Trust Online®

/

/

«  Device certificates are set to be available for self-enrollment, by the Master Administrator

- Theissuance of device certificate through self-enrollment is enabled for the organization/department under
'Settings' > 'Organizations' / 'Department' > 'Add' or 'Edit' button > 'Device Certificate’ tab

«  The RAO Device Cert or DRAO Cert administrator has been delegated control of this Organization or
Department

3.4.2.3.2 Procedure Overview
«  Administrator confirms completion of the prerequisite steps.

» Administrator sends the self-enrollment link to the applicant (see section Initiating the enroliment
process).

«  Applicant completes then submits the Self Enrollment Form (See section The Self Enroliment Form )
«  The certificate request has to be approved by appropriate administrators.

« Ifthe application is successful, the applicant will be able to download and install their device certificate.
(See the section Certificate Collection)

3.4.2.3.3 Initiating the Enrollment Process

After completing the prerequisite steps, administrators need to communicate enrollment link details to each end-
user, they wish to issue device certificates to. These details can be informed to the applicant by any preferred out-
of-band communication method like email. The end-user can access the form at the given url, fill-in with the
necessary details and submit it.

3.4.2.3.4 The Self Enrollment Form

Applicants need to complete the application form on the given URL, as show below:

COMODO
Certificate Manager

Device Certificate Enroll

Certificate Type: * | Authentication and Transaction Signing / Data Encryplion / MS Smartcard Logi =

Email: *

CSR:*

Please note the form above shows only the default fields. There may be more if custom fields have been added by
the Master Administrator.

Form Element Description

Certificate Type (required) |Drop-down |Applicant should select the device cert type from the drop-down.
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Form Element Description

Only device certificate types enabled for self-enrollment by the Master
Administrator will be available in the drop-down. If you need a
specific device certificate type to be available in the form, please
contact your Master Administrator..

Email Address (required) | Text Field | Applicant should enter their full email address. The device cert
collection notification will be sent to this email address.

CSR (required) Text Field | Applicant should paste the public key.
Submit Control Submits the application and enrolls the applicant for the device
certificate.

After clicking the "Submit' button, a confirmation button will displayed.

COMODO
Certificate Manager

Info

Your Device Certificate request was accepted, you will be notified by email when your certificate is
ready for collection

3.4.2.4 Device Certificate Collection

Once the enroliment form has been submitted and approved by the appropriate administrators, the device certificate
collection mail will be sent to the email address provided in the enroliment form:

The Device Certificate for Marketing Device has been enrolled,

Please download it wsing the link:

a5 PKCS#7 Basedd encoded: https://bddccsoftocml.brad, conodo net <u;toner~.- adv/device/ download/ 6143

a5 PECSAT Bin encoded: hitps:// softceml. brad. de . comodo . net ) cust ome icef J_, nload/6l -1
as X509, Based4 encoded: https://bddocsoftoo nl brad, dc, '-rrnrln net/fcustome

as X589 Certificate only, BaseBd encoded: hitps://bddccsoftcomi

as X589 Intermediates/root only, Basebd encoded: https://bddces

as X569 Intermediates/root only Reverse, Basedd encoded: https://bddccsoft

Certificate Details:
Common Mame @  Marketing Device

Ters @ 7id Days
Requested : @1/17/2017 83:28 GHT
Expires : B1/17/281% 23:59 GHT

Order Number : LE7E618

CCM will deliver the certificate to the applicant in PKCS#7 and X509 formats. The applicant can collect the
certificate by clicking the required link and saving the file in a safe location in his/her device.
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Opening Marketing >
You have chosen to cpen:
‘i Marketing

which is: application/octet-stream (3.2 KB)
from: https://bddccsoftcem.brad.de.comodo.net

What should Firefox do with this file?

() Open with Browse...

(@): Save File

Do this autornatically for files like this from now on.

QK Cancel

3.4.2.5 Resending Device Certificate Collection Email

CCM automatically sends a collection email to end-users once a device certificate has been issued. However, if the
certificate is not downloaded for a long time, then administrators may want to resend the mail. The resend dialog
also allows you to change the recipient email address if the device has been registered to a different user.

To resend the certificate collection email:
»  Click the 'Certificates' tab and then choose 'Device Certificates'

«  Select the certificate for which you want to resend the collection mail. The certificate must have a status of
'Issued'

»  Click the 'Resend Collection Link' button
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Dashboard @ certificates [Z5) Discovery

S5L Cerificates Client Certificates Code Signing Cerificates Device Certificates

Resend Collection Link

W Filter

Ny ‘ View | Revoke

COMMON NAME ORDER NUMBER EMAIL STATUS OR
Dithe

dithers.cnm 61025763 cora@dithers.com Issued Cons
Comj
() dithers 60316903 dagwood@dithers.com Downloaded Como

S EOTAnnC izsan hoonemeomaoda com Mosinloadad ™
Fd
[ Resend Collection Link x |

“required fields

Email*

cora@dithers.com

0K Cancel

The 'Resend Collection Link' dialog will be displayed. The recipient email address will default to the address entered
during certificate enrollment.

« Ifyou want to send the mail to a different address, enter the new address in the 'Email' field.
«  Click 'OK'".

The collection mail will be sent to the specified address. Users can download and install the certificate by clicking
the links in the mail (PKCS#7 and X509 formats are available).

3.4.2.6 Device Certificate Revocation
Device certificates issued to users can be revoked by administrators at any time before their expiry.
To revoke a device certificate:

»  Go to 'Certificates' > 'Device Certificate’

«  Select a certificate from the list

»  Click 'Revoke' at the top
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Dashboard @ Certificates [ Discovery t’r? Code Signing on Demand

S5L Certificates Client Certificates Code Signing Certificates Device Certificates

| Y Filter
| &% ||| viely | Revoke || jesend Collection Link |
COMMON NAM ORDER NUMBER | EMAIL STATUS OR

Dithe

dithers.com 61025763 cora@dithers.com Issued Caons
Comij

() dithers 60316903 dagwood@dithers.com Downloaded
R e [=Ha el EalaT=r= imenr B oo e en oo core Moasenlnadad
| Revoke reason P4

“-required fields |

Message*

The Device Certificate is revoked for
administrative reasons.

- |

« Inthe 'Revoke reason' enter appropriate message and click 'OK'.

The certificate will be displayed as 'Revoked' under 'Status' in the interface.

4 Code Signing on Demand

Code Signing on Demand (CSoD) offers customers a faster, more intuitive and highly secure way to digitally sign
their software. The service is available in both hosted and cloud versions and is capable of signing EXE .DLL

.CAB .MS| .0CX .SY, WAR, JAVA JAR and Android application files. As an alternative to full signing, CCM is also
capable of hash signing. Developers can upload a hash of their files for signing instead of the files themselves. The
developer would then need to embed the hash with their files.

* In-House Hosted Mode - Developers upload software to a local portal. The code signing process is
handled by a locally installed controller. After enrolling for a code signing certificate for a developer, the
controller generates the certificate request for the developer and submits the request to CCM. The
controller tracks the order number. Once the certificate is issued, the controller will download the certificate
and store it in your local network. The developer can then upload the files to the local portal for signing.
Upon approval by the administrator, the controller signs the file and notifies the developer. Private keys are
generated and stored in encrypted format within the host's network. If your master administrator has
configured the controller for integration to a Hardware Security Module (HSM), the HSM will generate and
store the code-signing certificate on it.

«  Cloud Mode - Developers upload software to Comodo Certificate Manager. The code signing process is
performed within Comodo's highly secure cloud servers. After enrolling for a code signing certificate for a
developer, the service generates the certificate request for the developer, submits the request to CCM,
tracks the order and collects the certificate once issued. Developers can then upload files to the cloud
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portal for signing. Upon approval by the administrator, the service will sign the code and notify the
developer to download the signed files. Private keys are generated and stored in encrypted format in
Comodo's data-center for the lifetime of the certificate, tightly protected by Comodo's military grade security
infrastructure. If your master administrator has opted, the keys will be stored on a Hardware Security
Module (HSM).

Both modes require you to create a new 'Developer' role in CCM. The developer will be responsible for uploading
software and collecting the signed code (after administrator approval).

Note: The CSoD service will be available only if this feature is enabled for your account. For In-house Hosted
Mode, your Master Administrator should have setup and configured the CSoD service controller on your local
network.

If you wish to add this service, please contact your Master Administrator/Comodo account manager.

Integration with a HSM

CCM allows integration of a HSM device to generate the keys for the CS certificates. The keys will be generated in
PKCS # 11 format and saved in non-extractable format on the HSM device.

HSM integration is available for both In-House mode and Cloud Mode:

* In-House Hosted Mode - Controller software will generate the key pair on a HSM device on your local
network for each CS certificate enrollment.

«  Cloud Mode - Contact your Account Administrator to setup HSM integration for your account.

HSM integration should be carried out by your Master Administrator while installing and configuring the CSoD
controller software. To setup a HSM for your network, please contact your Master Administrator.

The 'Code Signing on Demand' Interface

The 'Code Signing on Demand' area lets you add and manage 'Developers' to CCM and manage signing requests.
The interface is divided into two main sections:

« The 'Requests' tab - View and approve/decline code signing requests from developers

» The 'Developers' tab - Add and manage 'Developer' accounts in CCM.

Dashboard @ Certificates E{ Discovery E'@ Code Signing on Demand Qj. Reports 2?. Admins “i Settings
Y Filter v
i Details Approve Decline
DEVELOPER ORGANIZATION DEPARTMENT VERSION DIGEST ALGORITHMS |  SIGNING SERVICE | CREATE DATE STATE
Dithers -
@ bumpsted@dithers.com Construction 10 [MD5) Hash Signing 09/04/2017 14:33:19 Created
Company
Dithers
@] bumpsted@dithers.com Construction 11 [SHA1] Android 09/04/2017 14:29:32 Created
Company
Dithers
] bumpsted@dithers.com Construction 1.0 [MD5, SHAT] Android 09/04/2017 14:258:52 Signed
Company
Dithers

Visibility of the 'Code Signing on Demand' area is restricted to:

»  RAO Code Signing administrators - Can add developers and manage code signing requests for
organizations/departments that have been delegated to them.

«  DRAO Code Signing administrators - Can add developers and manage code signing requests for
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departments that have been delegated to them.
This chapter contains the following sections:
« Add Developers
»  Obtain a Code Signing Certificate for CSoD

» How to sign code using CSoD

4.1 Add Developers

A'Developer' is a role in CCM with permission to:
» Login to the CSoD service
Upload code files or hash files for code-signing
«  Download code-signed files or signed Hash files

You can create a developer as a new user, or add developer privileges to an existing CCM user. An RAO or DRAO
administrator will need to approve the developer's actual signing requests, unless your Master Administrator has
enabled auto-approval of the requests in the service configuration.

To add a developer
«  Open the 'Developers' interface by clicking 'Code Signing on Demand' > 'Developers'
«  Click the 'Add" button. This will open 'Add New Developer' dialog.

Dashboard @' Certificates [(& Discovery

Y Filter

2 (#00)

EMAIL

Thereis no datat

|
Add New Developer X

| \
| CREDENTIALS ROLE

*required fields [CIABCD Corp

o | »

[CIBest Organization
Emailr bumpsted@dithercons.com

[CICapital Business
e [Ipithers Construction Company

[VIsoftware Development

oK Cancel

«  Type the email address of the developer in the email field.
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«  Select the Organization(s) / Department(s) to which the developer should belong on the right
»  Click 'OK" to confirm your selection.

The developer will be added to the list. You can edit the user to change their Organization/Department, reset their
password or remove the developer.

Dashboard '@' Certificates [8 Discovery

Y Filter

@ Code Signing on Demand

= || 4 ada ‘ Edit || Delete

EMAIL

@ bumpsted@dithercons.com

A notification email will be sent to the developer with the credentials to access the CSoD service. An example is

shown below:
# Inbox . /m Developer account was cre... X\.’};’a .. 51 1
File Edit View Go Message Eventsand Tasks Tools Help
s 7 — 2 ® Q =
= - - - Search... <Ctri+K: =
GetMessages  Write  Chat  AddressBook | Tag  QuickFiter =~ "7 a

4 Reply | = Forward [ Archive @ Junk @ Delete More ~
From support@cert-manager.com
Subject Developer account was created successfully 11/17/2015 3:54 PM
To Bumpsted Dagwood
Code Sign account was created for your mail.
Login: bumpsted@dithercons.com

|| New password: -
| URL to access the service: hitps://cert-manager.com/customer/static/cst

L] E Today Pane A

4.2 Obtain a code-signing certificate for CSoD

Prerequisites:
*  You have created a 'Developer' role as explained in the preceding section.

«  The domain for which the code signing certificate is to be issued has been enabled for Code Signing
certificates and that the domain has been made activated by your Comodo account manager. For example,
if you wish to issue code signing certs to end-user@mycompany.com, then mycompany.com must have
been validated by Comodo. All certificate requests made on validated domains or sub-domains are issued
automatically. Certificate requests for new domains will first have to undergo validation by Comodo.

«  The domain from which the code signing certificates are to be issued has been delegated to the
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Organization or Department. See Editing an Existing Organization for more details on adding a domain
to an Organization.

«  The RAO Code Signing or DRAO Code Signing administrator has been delegated control of this
Organization or Department.

»  The delegated RAO administrator has enabled Code Signing Certificates for the Organization by selecting
the 'Enabled' check-box in the 'Code Signing tab' of the 'Add New/Edit' Organizations dialog box (see
screen-shot below)

' Edit Organization: Dithers Construction Company X

General Client Certificate S5L Certificate Code Signing Certificate Email Template

When checkbox is selected "Code Signing” cerificates could be enrolled for this particular Qrganization or
Department.

i Enabled

oK Cancel

«  For Hosted mode, the CSoD service controller also needs to be installed on the local network and
connected to CCM.

»  Optional. The controller is configured to generate and store keys on a HSM appliance.

Procedure Overview:
1. The administrator confirms the completion of the prerequisite steps.

2. The administrator adds a new code-signing certificate for the Developer from the 'Certificates' > 'Code
Signing Certificates' interface, with '‘Code Signing on Demand' enabled for the certificate.

«  For Hosted Mode - The CSoD controller generates and stores the key pair locally and submits the
CSR to Comodo CA. Once the certificate is issued, the CSoD controller automatically downloads
the certificate and stores it in your local network. If a HSM appliance is used, the key pair is
generated and stored on the HSM. On issuance of the certificate, the controller downloads the
certificate and stores it on the HSM appliance.

«  For Cloud Mode - The CSoD cloud service generates and stores the key pair and submits the
CSR to Comodo CA. Once the certificate is issued, the service collects the certificate and stores it
in Comodo data center. If the HSM service is used, the key pair is generated and stored on the
HSM. On issuance of the certificate, the service collects the certificate and stores it on the HSM.

To enroll a code signing certificate for the developer
«  Open the 'Code Signing Certificates' interface by clicking 'Certificates' > 'Code Signing Certificates'
«  Click the 'Add' button to open the code-signing certificate application form.
«  Complete all required fields on the form, making sure:

«  The correct developers email address is used.
«  The correct Organization and Department are specified for the developer.
»  The 'Code Signing on Demand' box is checked.
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Dashboard @ Certificates [ Discovery

S5L Cerificates Client Certificates Code Signing Certificates
W Filter
Export Import from CSV
EMAIL ORDER NUMBER STATE

Add New Code Signing Certificate X ‘

“required fields

Department | None

Domain | dithercons.com

@dithercons.com ‘

|

|

|

‘ Organization | Dithers Construction Cormpany
|

|

‘ Email Address® | bumpsted

|

EJ ] =] =]

Term | 1 year
FullName* | Bumpsted Dagwood
Contact email @

Code Signing on Demand @

Signature Algorithm | RSA

] ]

Key Size | 2048

| Subscriber Agreement
| [EULA

Print

| lagree.” Scroll to boftom of the agreerment to activate check box.

The following table explains the fields on the form:

Field Description

Organization Select the Organization to which the developer belongs.

Department Select the Department to which the developer belongs.

Domain Select the domain pertaining to the Organization/Department

Term Select the term of the certificate.

Email Address Enter the email address of the developer.

Full Name Full name of the applicant.

Contact Email Enter the contact email address of the applicant that should be included in the
certificate. The contact email address may be the customer facing email address like
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Field Description

support@company.com, sales@company.com etc.

Code Signing on Demand | Enable this check-box to allow the certificate to be used by the CSoD service.

Signature Algorithm Choose the signature algorithm to be used by the certificate.

Keysize Choose the key-size (in bits) by the certificate.

Subscriber Agreement Displays the End-User License Agreement (EULA) for the certificate. Read through the
EULA and accept to it by selecting the 'l agree' checkbox for the application to proceed.

«  Click 'OK"to submit the request.

The certificate will be added with the state 'init' indicating that the certificate enrollment has been initiated.

Dashboard @ Certificates [ Discovery ::’.;E;. Code Signing on Demand [:b’ Reports 2?. Admins “i Settings @ About

35L Certificates Client Certificates Code Signing Certificates
| 5 Fiter v |

I ] o Add || Export | ImportfromCSV || Delete View |

NAME EMAIL ORDER HUMBER STATE | ORGANIZATION DEPARTMENT EXPIRES ‘CODE SIGNING ON-THE-FLY
Dithers
@ Bumpsted Dagwood bumpsted@dithercons.com Construction
Company

Once issued, the state of the certificate will change to 'Issued":

Dashboard ® certmcates (S, Discovery [ codesigningonDemand (& Reports 02 Admins {18 settings i3 About

SS5L Certificates Client Certificates Code Signing Cerlificates

Y Filter is applied v
3 || 4 add || Export || mportiromcsv ||| Delete || View || Revoke |
NAME EMAIL ORDER NUMBER STATE ORGANIZATION DEPARTMENT EXPIRES CODE SIGHING ON-THE-FLY

Dithers
@ Bumpsted Dagwood bumpsted@dithercons.com 1503301 Construction 1112042016
Company

The certificate can now be used to sign code submitted by your developer. Each signing action will, however, need
to be approved by an administrator UNLESS you auto-approval of code signing requests is enabled by your Master
Administrator.

Viewing and Downloading the certificate

«  Select the certificate and click 'View' to see certificate details:
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Dashboard @ Certificates [, Discovery

S50 Cerificates Client Cerificates Code Signing Certificates Device Cerificates

Y Filter

E + Add Export Import from CSV | Delete Revoke
HAME EMAIL ORDER HUMBER STATE ORGANIZATIO
Dithers
@ Bumpsted bumpsted@dithegs 1729430 lssued Construction
Company
it i =
Code Signing Certificate X

MName Bumpsted
State Issued
Order Number 1729430
Email bumpsted@dithers.com
Contact email
Organization Dithers Construction Company
Department
Term 1 year
Invited
Requested 0828/2017
Collected 08/29/2017
Downloaded
Expires 08/30/2018
Serial Number 87:98:80:F4:18:61:36:3C.D1:557TF.C4:2C. 3C:66:A4
Key Usage Digital Signature
Extended Key Usage 1.3.6.1.5.5.7.3.3

Download Cerificate  PKCS#7 Baseod
Suspend Motifications [

Close

«  Click the 'Download' button to download the certificate in PKCS#7 format

4.3 How to sign code using CSoD

Once you have created a developer and obtained at least one CSoD enabled code-signing certificate, your
developer is ready to upload files or hashes for signing.

»  Code Signing - Developers can upload EXE .DLL .CAB .MSI .OCX .SY, JAVA JAR, WAR and Android
application files.

« Hash Signing - Developers can upload a text file containing the SHA or MD5 hash value of their software
which will be signed with their code signing certificate. Developers can embed the signed hash and
certificate with their binary. This is useful if:
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« The source files are large and the developer wishes to avoid longer upload times
«  Company policy allows code signing of binaries to be performed only within a local system
See Obtain a code-signing certificate for CSoD if you need help with getting a code-signing certificate.

Note: The 'Hash Signing' feature is only available if enabled for your account. Please contact your Comodo
account manager if you wish to add this service.

Checklist:

In-House Hosted Mode Cloud Service Mode

«  The'Code Signing on Demand' (CSoD) service «  The 'Code Signing on Demand' (CSoD) service

is enabled in 'Hosted Mode' for your account. is enabled in 'Cloud Mode' for your account

*  Your Master Administrator has installed the » Developer accounts have been created and
CSoD controller on your network and it is issued with a CSoD Code Signing certificate.
connected to CCM.

»  Developer accounts have been created and
issued with a CSoD Code Signing certificate.

Overview of steps:

« Step 1- Upload the files to be Signed - The developer logs-in to the CSoD service portal, enters the
details of the file(s) to be signed, selects the signing service and uploads their code or hash. This will
create a request which can be viewed in the 'Code Signing on Demand' > 'Requests' interface.

« Step 2 - Approve the Code Signing Request (optional) - An administrator views the request, checks the
files to be signed and approves the request from the 'Code Signing on Demand' > 'Requests' interface Note
- this step will be skipped if '‘Auto-Approval of Code Signing Requests' is enabled by your Master
Administrator.

- Step 3 - Download Code-Signed files - Once approved and digitally signed, the status of the request will
change to 'Signed'. A notification mail is sent to the developer with a URL to download the signed files.

Step 1 - Upload the files to be Signed

Once a developer has been added to CCM they will be able to login to CCM using the link in their confirmation
email. By default, the format of this URL is: https://cert-manager.com/customer/[REAL CUSTOMER URI]/csod.

cCOMODO
Certificate Manager

Create Code Signing request

Email: *

Password: *

AUTHORIZE

Atfter logging in they can upload files using the following form:
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cCOMODO
Certificate Manager

Create Code Signing request

Email:* | bumpsted@dithers.com

Password:* eesssese

Organization: * | Dithers Construction Cormpany =

Department. *  None -

[MD5

[ZISHA1
Digest Algorithms: * [ ]SHA256

[JSHA384

[JSHA512

Version: *

Signing Service: * | Microsoft Authenticode i

Browse... | No files selected.

RESET

Following sections explain on:

« Uploading code files

» Uploading the Hash value of the code file
Upload Code Files
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cCOMODO
Certificate Manager

Create Code Signing request

Email:* | bumpsted@dithers.com

Password:* | sessssse

Organization: * | Dithers Construction Company =

Department * | None >

[MD5

[~15HAT
Digest Algorithms: * [ JSHA256

[JsHAZB4

[JsHAs12

Version:* | 1.0

Signing Semvice: * | Microsoft Authenticode e

testexe Complete

Browse... | Mo files selected.

RESET

« Organization - Displays the organization(s) to which the developer belongs. The organization
selected here will be shown in the certificate as the publisher of the software.

« Department - Allows the developer to choose a department If departmental information is also
required in the certificate.

» Digest Algorithm - Select the algorithm you wish to use to create the file hash-code (aka 'digest).
The hash-code is used by client software to verify the integrity of your signed code.
Recommended = SHA256 and upwards.

« Version - Developer should type the version number of the software they wish to sign

- Signing Service - Select the appropriate signing service for the type of file you want to have
signed. Choices available for signing code files are '‘Microsoft Authenticode', 'Java', and 'Android'.

» Browse... - Developer should choose the files they wish to upload and sign. Multiple files can be
uploaded.

«  The developer should complete the form and click the 'Create' button to submit the signing request to the
CSoD service.

A confirmation dialog will be displayed:
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cCOMODO
Certificate Manager

Info

o Code Signing Request has been created. You will be notified when your files will be signed.

A code signing request will be created in the 'Code Signing on Demand' > 'Requests' interface. By default, the
request needs to be approved by the appropriate RAO or DRAO administrator before the code-signing action will
take place. If Auto-Approval of Code Signing Requests is enabled by your Master Administrator, the service starts
the signing process immediately.

Upload Hash Value to be signed

»  Generate a hash-code of your file with the SHA or MD5 algorithm (generates a .sha or .mdb5 file).
Alternatively, create a .txt file containing the hash value.

» Login to the code signing portal as explained above

cCOMODO
Certificate Manager

Create Code Signing request

Email:* | bumpsted@dithers.com

Password:*  esessssse

Organization: * | Dithers Construction Company =

Department * | None -

[MD5

[ZISHAT
Digest Algorithms: * [|SHA256

[JsHA384

[lsHAS12

Version:* | 1.0

Signing Service: * | Hash Signing 4

test_hash.td Complere

Browse... | Mo files selected.

RESET

« Organization - Displays the organization(s) to which the developer belongs. The organization
selected here will be shown in the certificate as the publisher of the software.
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- Department - Allows the developer to choose a department If departmental information is also
required in the certificate.

- Digest Algorithm - Select the algorithm you wish to use to create the file hash-code (aka
'digest). The hash-code is used by client software to verify the integrity of your signed code.
Recommended = SHA256 and upwards.

» Version - Developer should type the version number of the software they wish to sign
- Signing Service - Select Hash Signing from the options,

Note: 'Hash Signing' is only available if the service is enabled for your account. Contact your account manager if
you want to enable 'Hash Signing'.

« Browse... - Choose the hash file to be signed. Multiple hash files can be uploaded one after the
other.

»  Click the 'Create’ button to submit the signing request to the CSoD service.

A confirmation dialog will be displayed:

cCOMODO
Certificate Manager

Info

o Code Signing Request has been created. You will be nofified when your files will be signed.

+  The code signing request can be seen in 'Code Signing on Demand' > 'Requests'.
« By default, the request needs to be approved by the appropriate RAO or DRAO administrator before the
signing will take place.
«  If'Auto-Approval' of Code Signing Requests is enabled, the service will sign the code immediately. See
‘Configuration' to enable this feature.
Step 2 - Approve the Code Signing Request

Atter the files have been uploaded the developer, a code signing request will appear in the 'Code Signing on
Demand' > 'Requests' area. Under the default settings, an administrator needs to review and approve the request
before the service will actually sign the files.

To view and approve/decline the code signing requests

+  Click 'Code Signing on Demand' tab and choose the 'Requests' sub tab.

Alist of requests will be displayed.

Dashboard @ Certificates [, Discovery @ Code Signing on Demand Q; Reports 2?. Admins “i Settings
Developers
Y Filter v
G Details Approve Decline
DEVELOPER ORGANIZATION DEPARTMENT VERSION DIGEST ALGORITHMS SIGNING SERVICE CREATE DATE STATE
' Dithers '

® bumpsted@dithers.com Construction 11 [MD5] Java 08/371/2017 16:25:46 Created

Company

Dithers
O bumpsted@dithers.com Construction 1.0 [MD5] Hash Signing 08/30/2017 17:13.46 Signed

Company
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- To view the details of a request and check the files, choose the request and click 'Details'.

Request Details X
Developer bumpsted@dithers.com
Version 1.1
Signing Senvice Java
COrganization Dithers Construction Company
Department
FILENAME MD5 HASH SHA1 HASH
sample.war 570f196c4a1025a7 B0fB053b166c69d81697E Copy direct link

Close

The 'Request Details' dialog displays the developer's name and the file details along with the MD5 and SHA1 hash
values of the files.

«  To download the file for examination, click the file name.
« To approve the code signing request, select the request and click 'Approve":
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Dashboard @ Certificates [ piscovery Code Signing on Demand
Developers
| Y Filter
1':"' | Details @ Decline
DEVELOPER ORGAMIZATION DEPARTMENT WVERSION DIGEST ALGORIT
Dithers
bumpsted@dithers.cofn Construction 1.1 [MD5]
Company
Dithers
O bumpsted@dithers.cofn Construction 1.0 [MD5]
Company
Approve Code Signing Request x
Developer bumpsted@dithers.com
Version 1.1
Message
FILENAME MD5 HASH SHA1 HASH
sample war 570f196c4a1025a7 80f5053b166c69d81 Copy direct link
oK Cancel

The 'Approve' Code Signing Request dialog shows the developer's name, file details and MD5 / SHA1 hash values
of the files. You can download the file for examination by clicking the file name or 'Copy direct link'.

«  Enter an approval message in the 'Message' field and click 'OK'

«  The request will be approved and its state will change to 'In Progress':

Dashboard @ Certificates E{ Discovery B Code Signing on Demand 9:4’. Admins
Configuration Developers

Y Filter

= | Details

DEVELOPER ING SERVICE CREATE DATE STATE

Dithers
@ bumpsted@dithers.com Construction 14 [MD5] Java 08/31/2017 16:25:46
Company

T Dtmere—
(@) bumpsted@dithers.com Construction 10 [MD5] Hash Signing 08/30/2017 17:13:46 Signed
Company
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« The request state will change to 'Signed' once the signing process is complete.
» Anotification mail will be sent to the developer to download the signed file.

»  The Developer must download the signed files within three days of the notification. The files will be
removed from the database three days after signing.

- Ifrequired, you can resend the email by clicking 'Resend Signed Notification'

Dashboard @ Certificates @ Discovery |__|9 Code Signing on Demand cb. Reporis 25:.’. Admins V.I 1'; About

Configuration Developers

Yy’ Filter

= | Details

DEVELOPER ORGANIZATIO] ING SERVICE CREATE DATE STATE

Dithers

® bumpsted@dithers.com Construction 11 [MD5] Java 08/31/2017 16:25:46 Signed
Company
=lu

() bumpsted@dithers.com Construction 1.0 [MD5] Hash Signing 08/30/2017 17:13:46 Signed

Company

Note. As mentioned earlier, if the Master Administrator has enabled Auto-Approval of Code Signing Requests in

the CSoD service configuration, the code signing process is completed without the need of approval by the
administrators.

Step 3 - Download Code-Signed files

On successful completion of the signing process, the developer will receive a notification email with links to
download each signed file. An example is shown below.

i =nre g
[t I-i-, Inbox /l‘:g Your request was signed 5., \ i
Eile Edit Wiew Go Message Tools Help

3 I 4 = 2 ® Q =
e - - : Search... <Ciri+K =
Get Messages Write  Chat  AddressBook | Tag  QuickFilter |~ - i plE
From support@cert-manager.com 4 Reply | =» Forward & Archive | @ Junk @& Delete
Subject Your request was signed successfully 12:54

To Bumpsted Dagwood
Other Actions ~

Dear Customer, I

Your request was signed successfully. Please download your files following the links
below:

https://cert-manager.com/customer/static/S57BF77F2A958249AC640A21868B8B1A5

T

The developer can click the links and download the signed files.

If a hash was uploaded, the developer can download the signed hash and embed it into the binary to create a
digitally signed file.

Note: The Developer must download the signed files within three days of the notification. The files will be removed
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‘from the database after three days from the date of signing.

Administrators can also download signed files from the 'Details' dialog of the request.
«  Choose the request from the '‘Code Signing on Demand' > 'Requests' interface and click 'Details'

Dashboard '@' Certificates [(5 Discovery @ Code Signing on Demand

Requests Developers

Resend Signed Motification

ORGANIZATION DEPARTMENT WVERSION SIGNING SERVICE
pitners Microsoft
Fidithercons.com  Construction 1.1 Authenticode
Company
| Request Details x|

‘ Developer bumpsted@dithercons.com ‘
Wersion 1.1
Signing Service Microsoft Authenticode
Organization Dithers Construction Company ‘

‘ Department

FILENAME MD5 HASH SHA1 HASH
| tesaﬁxe 57bff7f2a950249act b0fd3b86a63b2524f Copy direct link

Close

|
d

L
+  Click the file name in the 'Request Details' dialog to download the signed file.

To check whether the file is signed

+ Right click on the file and choose 'Properties'
»  Choose the 'Digital Certificates' tab
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[ test Properties ﬁ

Compatibility I Archive | Comment
Digtal Signatures ) Secunty | Detals | Previous Vrsions
Signature list
Mame of signer: E-mail address: Timestamp
iDithers Constr... Mot available 25 Movember 2015 1.
Details
| ok || Cancel Appl

The details of the signer will be displayed.

5 Admin Management

5.1 Section Overview

The 'Admin Management' tab allows administrators to create, manage and edit permissions for new and existing
administrators. There are 8 types of administrators:

+ Registration Authority Officer (RAO) - SSL

+  Registration Authority Officer (RAO) - SIMIME

«  Registration Authority Officer (RAO) - Code Signing

»  Registration Authority Officer (RAQ) - Device Cert

»  Department Registration Authority Officer (DRAQ) - SSL

»  Department Registration Authority Officer (DRAQ) - SIMIME

»  Department Registration Authority Officer (DRAQ) - Code Signing

«  Department Registration Authority Officer (RAOQ) - Device Cert
Administrative Roles:

Registration Authority Officer (RAO)

»  ARegistration Authority Officer (RAQ) is an administrative role created by a Master Administrator at
Comodo CA or fellow RAO for the purposes of managing the certificates and end-users belonging to one or
more CCM Organizations.

«  They have control over the certificates that are ordered on behalf of their Organization(s); over Domains
that have been delegated to their Organization/Dept by the Master Administrator at Comodo CA; over any
Departments of their Organization and over that Organization's end-user membership.

«  The RAOs can create Departments and DRAO Administrators within their own Organization, but they
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should be approved by the Master Administrator at Comodo CA.

- RAO Administrators cannot create a new Organization or edit the General settings of any Organization -
even those Organizations to which they have been delegated control. Click here for more details.

Department Registration Authority Officer (DRAO)

»  Department Registration Authority Officers are created by, and subordinate to, the RAO class of
Administrator.

« They are assigned control over the certificates, users and domains belonging to a Department(s) of an
Organization.

« DRAOs have privileges to access, manage and request certificates for Departments of a Organization that
have been delegated to them by a RAO.

»  DRAOs have no Admin creation rights. They can edit only self or fellow DRAO administrators of the
Department(s) that have been delegated to them.

- DRAOs have visibility of and can request certificates only for the Department(s) that have been delegated
to them. They have no access to manage certificates belonging to Organizations or Departments for which
they have not been granted permissions. Click here for more details.

It is also possible to create an Administrator with more than one Admin privileges. Further details about the
privileges and security roles of these administrator types can be found in section 1.2.3. Administrative Roles. The
remainder of this chapter contains detailed explanations of the controls available from the 'Admin Management' tab.

Dashboard @ Certificates E). Discovery @ Reports 2?. Admins “i Settings x's About

Y Filter v
£ || 4 aga ||| eait || Detete

NAME EMAIL LoGIN TYPE ROLE ACTIVE

RAO Admin - SIMIME, RAD
@ AliceV alice@dithers.com adminrao Standard Admin - 5L, RAC Admin -
Code Signing
RAO Admin - SIMIME, RAC
@ JoeA joea@example.com joe_rao_all Standard Admin - 351, RAQ Admin -
Code Signing
DRAO Admin - SIMIME,
) ThomasD thomas@example.com admindrao Standard DRAQ Admin - SSL, DRAO
Admin - Code Signing

15 v 1-2tors [0 I O D

Admin Management Area - Table of Parameters

Fields Values Description
Name String Administrator's full name.
Email address String Administrator's Email Address (it will be used for client certificate

enrollment, notifications)

Login String The login username of the administrator.
Type Shows the type of the administrators.
Standard lIndicates that the administrator is created in CCM
|dP Template Indicates that the administrator is added via Identity Provider (IdP)
template.
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|dP User Indicates that the administrator is added in CCM and was authenticated
by IdP
Role RAO Admin SSL | RAO SSL Administrators have privileges to access, manage, request and
approve the requests of SSL certificates for Departments/domains
belonging to their Organization. (More...)
RAO Admin RAO S/MIME Administrators have privileges to access, manage, request
S/MIME and approve the requests of Client Certificates for Departments/domains
that have been delegated to their Organization. (More...)
RAO Admin Code | RAO Code Signing Administrators have privileges to access, manage,
Signing request and issue the Code signing Certificates for end-users belonging
to their Organization. (More...)
RAO Admin RAO Device Cert administrators have privileges to access, manage, and
Device Cert approve Device Certificates issued for devices enrolled through AD server
or through SCEP, belonging to their Organization. (More...)

DRAO Admin SSL | DRAO SSL Administrators have privileges to access, manage and
request SSL certificates for Departments of a Organization that have been
delegated to them by a RAO Admin. (More...)

DRAO Admin | DRAO S/MIME Administrators have privileges to access, manage,

S/MIME request Client Certificates for domains that have been delegated to their

Department. (More...)

DRAO Admin | DRAO Code Signing Administrators have privileges to access, manage,

Code Signing | request and issue the Code signing Certificates for end-users belonging
to their Department. (More...)

DRAO Admin | DRAO Device Cert administrators have privileges to access, manage,

Device Cert approve and issue the Device Certs for Devices enrolled through AD
server or through SCEP, belonging to their Department. (More...)

Active Checkbox Indicates whether the administrator is active or not. Also allows delegated

RAO admins to switch other admins between active and inactive states
according to their privilege levels.

Note: An administrator can enable or disable the columns displayed in the table, from the drop-down at the right
end of the table header :

ACTIVE

v Role
v Active

o

Control Buttons

Add Enables RAO Administrators to add new administrators.

Edit Enables RAO Administrators to modify the details of the selected
administrator.

Delete Deletes the administrator.
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Note: If an Administrator is deleted, the details of that Administrator can
be viewed but they will no longer be editable.

Refresh Refreshes the list.
Administrator Edit Enables RAO administrators to modify the details of the selected
Control Buttons administrator.
Notg: The Delete Deletes the administrator.
availability of the
control buttons Note: If an Administrator is deleted, the details of that Administrator can
depends on the be viewed but they will no longer be editable.
chosen . . . .
administrator. View Enables admins to view the details of RAO/DRAO added by another

RAO, pending approval.

Approve Enables admins to approve RAO/DRAO added by an RAQO. The newly
added administrator becomes active only on approval by the Master
administrator.

Reject Enables MRAO admins to reject RAO/DRAO added by an RAO, pending
approval.
Reset Lockout Enables Master admins to unlock the login screen that has been locked

due to consecutive five wrong attempts to login.

5.1.1 Sorting and Filtering Options

»  Clicking on the column header 'Name', 'Email' or Type sorts the items in the alphabetical order of the
entries in the respective column.

Administrators can search for particular administrator by using filters under the sub-tab:

Dashboard @ Certificates [ Discovery (b’ Reports ‘,i', Admins “f Settings |1L;'| About

Y Filter O

2 || 4k A

You can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other
options that appears depending on the selection from the 'Add Filter' drop-down.

Y Filter

Add Filter: | Select . B Group by Ur‘lgrﬂupB

Qrganization
Status
e Show deleted

Mame

Email

Login

Type
For example if you want to search for DRAO SSL administrators belonging to 'org1' Organization and 'dept1'
Department and group them based on their types:
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»  Choose 'Role' from the 'Add Filter' drop-down
»  Choose 'Organization’ from the 'Add Filter' drop-down
The Organization and Department filters will be displayed.

«  Choose 'org1' Organization and 'dept1' Department from the 'Organization' and 'Department' drop-downs
respectively

»  Choose Type' from the 'Group by' drop-down

Y Filter hd
AddFitter: | Select. || Group by |Type |7

e Role: | DRAO Admin - SSL -]

e Organization: | org1 -] Depariment: | dept1 -

= &
= 2 res
3 || =4k add

+  Click the 'Apply' button.

The filtered items based on the entered and selected parameters will be displayed:

NAME ¥ EMAIL LOGIN TYPE ROLE ACTIVE

= Standard

DRAQ Admin - SIMIME,

DRAQ Admin - S5L,

DRAO Admin - Code

Signing

DRAQ Admin - SIMIME,

DRAQ Admin - S5L,

DRAO Admin - Code

Signing

DRAQ Admin - S5L,

drao37 test drao37@ccmaga.com drao37 Standard DRAQ Admin - Code |
Signing

) drao3test drac3@ccmaga.com drao3 Standard

© drao39 test drao389@ccmaga.com drao3g Standard

«  To remove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Admins' interface in future, the configured filters will be in action and only the search results will be displayed. If
you do not want the filters to be saved, click the 'Clear' button.

5.2  Adding Administrators

1. Click the 'Admins’ tab from the top of the Certificate Manager interface
2. Click the 'Add' button to open the 'Add new Client Admin' form.
3. Complete the 'Add New Client Admin' form.
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| Add New Client Admin x ‘

‘ CREDENTIALS PRIVILEGES ROLE ‘

Allow creation of peer admin users Sxpand All |

*-required fields
. RAO Admin - SSL

i Allow editing of peer admin users
RAQ Admin - SIMIME

Login* | john_drao Allow deleting of peer admin users
RAQ Admin - Code Signing
| Email* | jsmith@dithers.com Allow DCV . .
| Allow S5L details changing EEO Adiun SRS CEice
‘ Forename* | John =] DRAO Admin - SSL

Allow S5SL auto approve

Surname* | Smith [= Dithers Organization

O ws 4P use only
Title | Mr. Stores Depariment

Telephone Number | +919876543210 SSL Support Team

Street | Raleigh Street ] DRAQ Admin - SIMIME

= [ DRAO Admin - Code Signing
Locality | Riverdale

] DRAO Admin - Device cert
State/Province | Alabama
Postal Code | 123456
Country | United States ~
Relationship | DRAC S5L Admin
Cerificate Auth | Disabled MO

Fassword® | eessss

Confirm Password” | eessss

0K Cancel

4. Click 'OK' to add the administrator to the Certificate Manager.

5.21 'Add New Client Admin' form - Table of Parameters

Form Element Description
Credentials

Login® Text Field | Enter login username for the new administrator.
Email * Text Field | Enter full email address of the new administrator.
Forename® Text Field | Enter first name of the new administrator.
Surname®* Text Field | Enter surname of the new administrator.
Title Text Field | Enter the title for the new administrator.
Telephone Number Text Field |Enter the contact phone number for the new administrator.
Street Text Field |Enter the address details of the new administrator.
Locality Text Field
State/Province Text Field
Postal Code Text Field
Country Drop-down
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Description

Relationship

Text Field

The role of the new administrator, for example, RAO SSL Administrator.

Certificate Auth

Drop-down

Enables the administrator to specify whether the new administrator must
authenticate themselves to Certificate Manager with his/her client
certificate over a https: connection prior to being granted login rights.
The drop-down is auto-populated with the client certificate(s) issued by
CCM for the new administrator, based on his/her email address in the
'Email' field.

= ®

Certificate Auth | Disabled

28:04:.BE:81.BE:BAGADSF3.TATEFF16:C1:95:39

If authentication is needed, the administrator can select the certificate
from the drop-down. The new administrator can login to CCM, only if the
specified certificate is installed on the computer from which he/she
attempts to login.

If authentication is not needed, the administrator can select 'Disabled'
from the drop-down.

Password*

Confirm Password*

the options selected here.

Text Field
Text Field

Enter the password for the new administrator to access the CCM
interface and reenter the same for confirmation.

The new administrator will need to change the password upon his/her
first login.

Administrator can assign admin management privileges to the new administrator. The new administrator will be
able to add, edit or remove other administrators of their own level or of lower level in the hierarchy, depending on

admin users

Allow creation of peer Checkbox | Enables the new administrator to add new administrators from their
admin users management interface.

Allow editing of peer admin | Checkbox |Enables the new administrator to edit roles of existing administrators
users from their management interface.

Allow deleting of peer Checkbox | Enables the new administrator to remove existing administrators from

their management interface.

Note: The new administrator can create, edit or delete the other administrators of their own tier and administrators
of the lower tier. Refer to the descriptions under Administrative Roles in the section 4.1 Section Overview for

more details.

Allow domain validation Checkbox | The new administrator will be privileged so that the domain

without Dual Approval creation/delegation approved by the administrator will be activated
immediately, without the requirement of approval by a second MRAO.
This checkbox will be active only for Administrators with MRAO role.
Refer to the section Domains for more details.

Allow DCV Checkbox | Enables the new administrator to initiate Domain Control Validation
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Description

(DCV) process for newly created domains. The privilege is available
only for MRAO and RAO/DRAQ SSL Administrators.

Allow SS

L Details changing

Checkbox

Enables the new MRAO or RAO/DRAO SSL administrator to change the
details of SSL certificates from the Certificates > SSL Certificates
interface.

Allow SS

L auto approve

Checkbox

The SSL certificates requested by the MRAO administrator is
automatically approved and those by RAO/DRAO SSL administrators
are automatically approved by the administrator of same level and await
approval from higher level administrator.

WS API use only

Checkbox

The administrator account can only be used for API integration. CCM
GUI access will not be allowed for this account.

Note: 'Allow domain validation without Dual Approval' and 'Allow DCV' fields will only be visible if the features are
enabled for your account.

Administrator can assign the role to the new administrator. For more details on the roles, refer to the section
Administrative Roles.

RAO Admin SSL

RAO Admin
SIMIME

RAO Admin Code
Signing

RAO Device Cert

DRAO Admin SSL

DRAO Admin
SIMIME

DRAO Admin
Code Signing

DRAO Device Cert

Checkboxe
S

The new Administrator can be assigned to a particular
Organization/Department by selecting the appropriate
Organization/Department from the list that appears after selecting a
role. All Organizations are listed by default. Clicking the '+' button beside
the Organization name expands the tree structure to display the
Departments associated with the Organization.

Clicking on 'Expand All' expands the tree structure to display all
the Departments under each Organization.

«  Clicking on 'Collapse All' in the expanded view collapses the
tree structure of all the Organizations and hides the
Departments under each Organization.

5.2.2

Dashboard

& NAME
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Example: Adding a New Administrator with Multiple Roles
1. Click the '"Admin Management' tab at the top left of the Certificate Manager interface.
2. Click the 'Add' button to open the 'Add new Client Admin' form (as shown below).

@ Ccertificates
(2]

Delete

EMAIL

[ Discovery

@ Reports  ®%. Admins flf setings [ About

LOGIN TYPE ROLE ACTIVE
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3. Complete the 'Add New Client Admin' form.

| Add New Client Admin x ‘

CREDENTIALS

*required fields

Login* | john_drao
Email* | jsmith@dithers.com
Forename* | John
Surname* | Smith
Title | Mr.
Telephone Number | +919876543210
Street | Raleigh Street

Locality | Riverdale

PRIVILEGES

Allow creation of peer admin users
Allow editing of peer admin users
Allow deleting of peer admin users
Allow DCV

Allow SSL details changing

Allow S5SL auto approve

O ws 4P use only

M3 AD Discovery

ROLE ‘
Expand All |
RAO Admin - SSL
RAO Admin - SIMIME
RAO Admin - Code Signing
RAO Admin - Device cert
= M DRAO Admin - SSL
(=) Dithers Organization

Stores Department
S5L Support Team

=l M DRAO Admin - SIMIME
[=| Dithers Organization

M stores Department

State/Province | Alabama
S5L Support Team
Postal Code | 123456

: = £ DRAO Admin - Code Signing
Country | United States ~ ] o
[=| Dithers Organization

Relationship | DRAO SSL Admin
Certificate Autn | Disabled MO

Password® | eessss

Stores Department
SSL Support Team

] DRAC Admin - Device cert
Confirm Password” | eessss

0K Cancel

«  Fill out the contact, login details and password and select the privileges that should apply to the
new administrator
«  Next, you should specify the new administrator's security role:
A new administrator can be:

*  RAO Admin SSL - Will be able to manage ONLY SSL certificates and ONLY for selected
Organization(s).

+  RAO Admin S/MIME - Will be able to manage ONLY client certificates and ONLY for selected
Organization(s).

*  RAO Admin Code Signing - Will be able to manage ONLY the code signing certificates issued to
end-users belonging to the selected Organization(s).

«  RAO Admin Device Cert - Will be able to manage ONLY the device authentication certificates
issued to devices belonging to the selected Organization(s).

«  DRAO Admin SSL - Will be able to manage ONLY SSL certificates and ONLY for selected
Departments(s).

»  DRAO Admin S/MIME - Will be able to manage ONLY client certificates and ONLY for selected
Departments(s).

»  DRAO Admin Code Signing - Will be able to manage ONLY the code signing certificates issued to
end-users belonging to the selected Department(s).

»  DRAO Admin Device Cert - Will be able to manage ONLY the device authentication certificates
issued to devices belonging to the selected Department(s).

The same RAO can be assigned as RAO SSL, RAO S/MIME and RAO Code Signing as required.
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Similarly, same DRAO can be assigned as RAO SSL, RAO S/IMIME and RAO Code Signing as
required. Further details about the privileges and security roles of these administrator types can
be found in section 1.2.3. Administrative Roles

4. Select the Organization/Department to which the new administrator will have access as shown above.

If the single RAQ is chosen as RAO SSL, RAO S/MIME and/or RAO Code Signing, he or she can have
the multiple privileges only for a particular Organization. Similarly, If the single DRAO is chosen as
DRAO SSL, DRAO S/MIME and/or DRAO Code Signing, he or she can have the multiple privileges
only for a particular Department.

5. Click 'OK'to save all changes and finish the process.

5.2.2.1 The 'Certificate auth' Field

If enabled, the administrators currently being created will only be able to login to Certificate Manager after
authenticating themselves with an certificate. This means, that the Certificate Manager Server will request the
certificate specified during creation of the administrator in addition to their login and password details.

If Certificate Manager does not detect the authentication certificate specified during adding an admin, an error will
be displayed and the administrator will not be able to login.

Certificate manager

Entered data doesnt match the certificate. To
select another certificate please restart your
browser.

LOGIN

If Certificate Manager does not detect the correct authentication certificate during login, an error stating that data
doesn't match.

The administrator should restart the browser and select the correct digital certificate when requested at the login
page. If the correct certificate is not detected or is not present on the administrator's system then they will not be
able to access the Certificate Manager interface.

Note: In the event that an administrator has replaced their certificate used for 'Certificate Auth', Certificate
Manager needs to re-sync their certificate information. You will need to re-select the appropriate certificate. To do
this:

*  Open the Admins interface by clicking the 'Admins' tab

«  Click 'Edit' button at the top after selecting the radio button next to the administrator's name to re-open the
administrator configuration dialog

»  Select the new authentication certificate from the 'Certificate Auth' drop down.
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»  Save by clicking 'OK'".

5.3 Editing Administrators

All parameters of any administrator can be modified at any time by selecting the administrator and clicking the 'Edit'
button at the top.

| Edit Client Admin X ‘

‘ CREDENTIALS PRIVILEGES ROLE ‘

Allow creation of peer admin users Expand Al ‘

*-required fields
. RAO Admin - SSL

i Allow editing of peer admin users
RAQ Admin - SIMIME

Login* | john_drao Allow deleting of peer admin users
RAQ Admin - Code Signing
Email* | jsmith@dithers.com Allow DCV
RAQ Admin - Device cert
Forename* | John = DRAO Admin - S5L

| Allow SSL details changing
‘ Allow SSL auto approve
* i Dith o] izati

| surname* | Smith ] ws #P! use only (=) Dithers Organization

| Title | Mr. M5 AD Discovery Stores Department

Telephone Mumber | +919876543210 [= S5L Support Team

Street | Raleigh Street dome

Locality | Riverdale = F1pRAC Admin - SIMIME

Dithers Organization
State/Province | Alabama
S5L Support Team
Postal Code | 123456

i [/ DRAO Admin - Code Signing
Country | United States ~

[ DRAO Admin - Device cert
Relationship | DRAC SSL Admin

Certificate Auth | Disabled ~|®

Reset Password

oK Cancel

Full details of the options available when editing an existing administrator are available in the section 'Add New
Client Admin' form - table of parameters.

5.4 Deleting an Administrator

Appropriately privileged administrators can delete peer administrators or administrators of next hierarchy level by
selecting them and clicking the 'Delete’ button at the top.

Certificate Manager x

9 Are you sure?
corel

«  (Click 'OK' to delete the Administrator.
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6 Settings

6.1 Overview

The 'Settings' area contains several tabs relating to the overall configuration of CCM. The number of tabs that are
visible to a particular administrator is dependent on their security role.

Dashboard @ Certificates [ Discovery @ Code Signing on Demand Gj' Reports _0_.?. Admins ili Settings 19 About
Domains  Motifications  Encryption  Assignment Rules
Y Filter v

D | Edit Departments Domains

NAME cImy STATE COUNTRY VALIDATION STATUS
() Device Org Device Org Device Org  US
@ Dithers Organization Chennai ™ N
() SSL Support Team Clifton NJ us
O Comodo SE Clifton N us

i | e 1-ocr (5 D D

« Organizations - Visible only to RAO class administrators. RAOs can view, edit, request new domains and
add Departments to Organizations that have been delegated to them.

»  Departments - Visible only to DRAO class administrators. Allows DRAOs to view all Departments that
have been delegated to them and to request new domains for those Departments.

» Domains - RAO class administrators can view the domains belonging to their Organization; can delegate
domains to subordinate Departments and can request new domains for their Organization. DRAOs can
view existing domains and request the addition of new ones.

« Notifications - Allows administrators to precisely define email notifications to various personnel based on
a range of parameters - including notifications triggered by SSL certificate status, notifications triggered by
Client Certificate status and notifications triggered by Discovery Scan Summaries.

«  Encryption - Visible only to RAO/DRAO S/MIME administrators. Allows administrators to initialize a new
master key pair or to re-encrypt the private keys of client certificates held in escrow.

Note: S/MIME administrators are strongly advised to familiarize themselves with the information in this section.

+  Assignment Rules - Allows RAO/DRAO admins to create rules which will assign certificates found during
a discovery scan to a specific organization or department.

6.2 Organizations

6.2.1 Section Overview

The 'Organizations' area allows RAO class administrators to view and manage their delegated Organizations and
any Departments of that Organization. From here, RAOs can:

«  Edit the way their Organization issues certificates
+ Modify the content of email notifications that are issued on behalf of their Organization

+  Create, Edit or Delete Departments of that Organization
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« Request the addition of new Domains for their Organization
»  Delegate existing Domains to any Organization or Department that they control

'Organizations' and 'Departments' and the delegation of domains to these entities is crucial to the issuance and
effective management of SSL, code signing, SIMIME certificates and Device certificates via the Certificate Manager
interface. Each Organization can have multiple Departments. 'Organizations' can only be managed by an RAO
administrators whereas 'Departments' can be managed by a dedicated DRAO administrator or by the RAO.

Note: DRAO class administrators cannot view or access the 'Organizations' area - they see the 'Departments'
area instead.

Summary:

»  Organizations are umbrella entities for the purposes of requesting, issuing and managing certificates for
domains and employees.

«  Each Organization can have multiple Departments. Furthermore, each Organization and each Department
can have multiple domains delegated to it.

«  RAO class administrators can manage all certificates (of the type that they have privileges for), domains
and users belonging to their Organization and any of its sub-Departments. They are also able to create
new Departments and appoint DRAO administrators.

« RAO class administrators can request that certificates be issued to domains that have been delegated to
their Organization. They can also approve/decline certificate requests from individuals using the external
application form.

« RAO SSL administrators can manage SSL certificates for their Organization/Departments via the
'Certificate Managements - SSL Certificates' area.

- RAO S/MIME administrators can manage the client certificates of end-users belonging to their
Organization/Departments via the 'Certificates Management - Client Certificates' area.

«  RAO Code Signing administrators can manage Code Signing Certificates for their
Organization/Departments from the 'Code Signing' area.

»  RAO Device Cert administrators can manage Device Authentication Certificates for their
Organization/Departments from the Device Certificates area.

«  End-users can be assigned membership of an Organization or Department and provisioned with client
certificates for the domain that is associated with that Organization/Department.

«  Awide range of Organization and Department specific email notifications can be set up to alert personnel
to changes in certificate status, changes to domain status, Discovery Scan Summaries, Admin creation and
more.

« RAO SSL and DRAO SSL administrators can utilize the Certificate Discovery feature to audit a network
for the presence of SSL certificates then assign any unmanaged certificates to their Organization or
Department.

* Reports can be run, viewed and exported for an Organization or Department

CCM Entity Administrator Types

Organization RAO Administrator - SSL

RAO Administrator - S/IMIME

RAO Administrator - Code Signing Certificate
RAO Administrator - Device Cert

Department RAO Administrator - SSL
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RAO Administrator - S/IMIME

RAO Administrator - Code Signing Certificates
RAO Administrator - Device Cert

DRAO Administrator - SSL

DRAO Administrator - S/IMIME

DRAO Administrator - Code Signing Certificates
DRAO Administrator - Device Cert

Although we strongly advise administrators to carefully plan any Organizational and administrative structure
beforehand, it is, of course, possible to rearrange and tweak your structure at a later date. Organizations,
Departments, Domains and Administrators are each created and configured as independent entities in CCM. It is
the association and delegation of these entities into a coherent superstructure which forms the key to an effective
certificate management hierarchy for your enterprise. If you would like further advice on setting up an Organizational
structure and administrative chains-of-command then please contact your Comodo account manager.

6.2.1.1 Example Scenarios

In order to maximize the effectiveness of your CCM implementation, it is important that you first decide the structure
of your Organizational and administrative hierarchy. CCM's flexibility allows you to create and delegate hierarchies
that are as simple or sophisticated as you require.

*  You can delegate the same domain to multiple Departments
* You can delegate multiple admins to a single Department
»  You cannot delegate domains directly to admins

The examples listed below are merely workable suggestions for reasonably straightforward situations.
Administrators should, of course, follow their own policies when determining how to setup and manage domains
between Organizations and Departments.

Each example outlines a hypothetical issuance scenario followed by two or three alternative solutions that are
possible through CCM:

Example 1:
Scenario: You wish to issue only SSL certificates for a single first level domain and two sub-domains.
Solution 1 - Simple: Certificates for all domains are delegated to the Organization and managed by a single
RAO SSL admin
«  Request the creation of an RAO SSL admin if one does not already exist
« Do not create any DRAO SSL admins
« Do not create any Departments

+  Delegate the domain and all sub-domains your Organization

Organization Name Organization Department Name / Department Domains

Admin(s) Admin

http://website_1.com

Your Organization RAO SSL - http://secure.website_1.com

http://mail.website_1.com
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Solution 2 - Simple: Create three Departments and delegate a domain to each one. Create a single DRAO
SSL admin to manage all Departments.

«  Request the creation of an RAO SSL admin if one does not already exist
«  Create and approve a DRAO SSL admin
«  Create three Departments

+ Delegate each domain to a separate Department

+ Delegate the DRAO SSL to manage all three Departments

Organization Name Organization Department Name / Department Domains
Admin(s) Admin
Department 1 http://website_1.com
Your Organization RAO SSL Department 2 DRAO SSL http://secure.website_1.com
Department 3 http://mail.website_1.com

Solution 3 - Intermediate: Create three Departments and delegate a domain to each one. Create three
DRAO SSL admins to manage each of the Departments.

«  Request the creation of an RAO SSL admin if one does not already exist
«  Create and approve three DRAO SSL Admins

«  Create three Departments

+  Delegate each Domain to one of these Departments
+ Delegate one DRAO SSL Admin to each of the Departments

Organization Name Organization Department Name / Department LETE
Admin(s) Admin
Department 1 / DRAO SSL 1 http://website_1.com
Your Organization |RAO SSL Department 2 / DRAO SSL 2 http://secure.website_1.com
Department 3/ DRAO SSL 3 http://mail.website_1.com

Example 2:

Scenario: Your company issues both SSL certificates and S/IMIME certificates. Your company operates 2
distinct websites, each with it's own unique first level domain name and two sub-domains.

Solution 1 - Simple:

»  Request the creation of one RAO SSL admin and one RAO S/MIME admin if they do not already
exist

« Do not create any DRAO class admins

« Do not create any Departments

« Delegate both first level domains and all sub-domains to your Organization
« The RAO SSL admin manages all SSL certificates for all domains

«  The RAO S/MIME admin manages all Client Certificates for all domains
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Organization Name Organization Admin(s) Department Name / Department Domains
Admin

http://website_1.com

http://secure.website_1.com

RAO SSL http://mail.website_1.com
Your Oreanination | RAQ SMIVE -
our Organization : '
g RAO Gode Signing http://website_2.com

http://secure.website_2.com

http://mail.website_2.com

Solution 2 - More sophisticated:

»  Request the creation of one RAO SSL admin and one RAO S/MIME admin if they do not already
exist

«  Create four Departments
e Create four DRAO SSL admins
e Create two DRAO S/MIME admins

»  Delegate the top level Domain and the two sub-domains of website #1 each to a separate
Department. Assign a DRAO SSL admin to each of these Departments.

« Delegate the top level Domain and the two sub-domains of website #2 all to Department 4. Assign
the remaining DRAO SSL admin to this fourth Department.

« Delegate one DRAO S/MIME as administrator of Departments 1,2 and 3. Delegate the other
DRAO S/MIME as admin of Department 4.

Organization Name Organization Department Name / Department Domains

Admin(s) Administrator

Department1 | DRAO SSL 1 http://website_1.com

Department2 |DRAO SSL 2 http://secure.website_1.com

Department3 |DRAO SSL 3 http://mail.website_1.com

RAO SSL
http://website_2.com
Department4 | DRAO SSL 4 http://secure.website_2.com
http://mail.website_2.com
Your Organization :
Department 1 http://website_1.com
Department2 | DRAO S/MIME 1 | http://secure.website_1.com
Department 3 http://mail.website_1.com
RAO SIMIME

http://website_2.com
Department4 | DRAO S/MIME 2 | http://secure.website_2.com
http://mail.website_2.com
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6.2.2 Organization Management

6.2.2.1 Organizations Area Overview

To open the 'Organizations' management area, click the 'Organizations' sub-tab under the 'Settings' tab. The
'Organizations' tab is not visible to a DRAO (they see the 'Departments' tab instead).

Dashhoara '@ Certmcates [F Discavery (1 Repors 07 aamins

Organizatians Domalns Matificatians Encrypion Asslgnment Riles

W Filter W
= (X
NAME CITy STATE COUNTRY VALIDATION STATUS

Bar[9] BarCity CT us Mot Validaed

Football7] Shy City AL us

org2[53] QDS 0ds us

Advanced2] Shy-City AL us

orgi[52] Ods ads us Validated

This area:
 Lists all Organizations available to an RAO admin

«  Allows RAO and DRAO admins to modify certificate settings and email templates for their Organization
and/or Department

»  Allows RAO admins to request new and delegate existing Domains to an Organization or Department
«  Allows RAO admins to search and filter Organizations by Name and Department.
Administrative Roles:

- RAO Administrators - can only see their own Organization(s) in the 'Organizations' area. They cannot
create new Organizations but can manage and create Departments for the Organization(s) that has/have
been delegated to them.

»  DRAO Administrators cannot view the 'Organizations' area. They have visibility only of the 'Departments’
tab. They have the rights to manage only the Department(s) that has/have been delegated to them.

The following table provides a summary of the ability of Administrator types to manage Organizations and
Departments:

+  Can Manage the Delegated Organization Can manage Delegated Department (s) (via the
«  Can create and manage Subordinate 'Departments' sub-tab)
Department(s)

6.2.2.2 Summary of Fields and Controls

Organizations Area - Table of Parameters

Fields Values Description
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Name String Name of the Organization

City String Name of the City where the Organization is located

State String Name of the State or province

Country String Two character country code

Postal Code | Numeric The postal code or zip code of the city

Validation String Indicates whether the Organization has been validated by the Master

Status Administrator for the issuance of OV SSL certificates.

Note: An administrator can select the columns to be displayed in the table from the drop-down at the right end of

the table header:

v City
v State
v Country
Postal Code (Zip Code)
+ ‘Yalidation Status

Control Refresh Refreshes the list.
Buttons
Organization | Edit Enables administrators to modify Client, SSL and Code Signing Certificate
Control settings pertaining to an existing Organization.
Buttons
Note: The Departments Enables administrators to view and manage Departments that belong to that
control buttons Domains Enables administrators to view, edit and delegate domains to the Organization
appear only on o o
. and the Departments within the Organization.
selecting an
Organization

6.2.2.3 Sorting and Filtering Options

+  Clicking on the column header ‘Name' sorts the items in the alphabetical order of the names of the
Organizations.

Administrators can search for particular Organization by using the filters.

Dashioard @ Certificates [F miscovery (Tj Hepors E'{ Aamins

Damains Mofiflcations Encryption Asslgnment Rules

¥ Filter 'Jb e

=

To apply filters, anywhere on the 'Filters' stripe. The filter options will be displayed. You can add filters by selecting
from the options in the 'Add Filter' drop-down and group the selection with other options that appears depending on
the selection from the 'Add Filter' drop-down.
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1) TH -1
01 Admins i!l Sethings [ avout

Domaing  Nosfications  Encrypllan  Assignment Rules
¥ Filter s
Add Filter: | Salect v | Group by Ungroup .
(-] Mame: | Advanced ]
o
K]

«  Enter part of or full name in the 'Name' field and click the Apply button.

The filtered items based on the entered parameters will be displayed.

@ Dashboard '@' Certificates [y Descovery G?- Heports E‘,’, Admins
Domains  Motiications  Encrypfion Assignment Rules

W Filter is appliod A
Add Filter: | Select ¥ | Group by | Ungroup ¥

(- Mame: [ Advanced ]

Tl | o Clear

1] (X

HAME CITY STATE COUNTRY WALIDATION STATUS
Advanced)z] Shy-City AL us Validated

« Toremove the filter options, click the ‘Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Organizations' interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button.

6.2.2.4 Editing an Organization

The 'Edit Organization' interface allows RAO and DRAO Administrators to modify certificate and email settings for
their organization or department. To open it:

«  Select an organization and click the 'Edit' button as shown below:
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() Dashboard C::} Cortificates [# Discovery

Drganizations Diomains MWosfcations Encryplicn Assignmant Ruka
W' Filter
o (e
% Edit Organization: Advanced x

Ganeral EV Datails Chent Cortthcate 551 Cortihcate Codde Signang Certihcate Davica Certhcate Email lemplate

valball[7] “-raquirad fiakds
org2[ss)
Organization Nama® | Advanced
Advanced|?]

Agdress1” | Streat 1, 2
erg1i5z]
Address2 | Street 2, 2
Addressd
Gity* | Shky-City
SaFrovinea' [ AL
Postal Gode® | 12345
Couniry’ | Unded States
validalion Skalus
Anchor cerificate 1676176

orgiD 2

ACcass Confmol LSt Edit

The precise functionality available in the interface depends on the type of RAO administrator that is logged in:
«  RAO S/MIME admins see 'General Settings', 'Client Cert' and 'E-mail Template' tabs
» RAO SSL admins see 'General Settings', 'SSL' and 'E-mail Template' tabs
»  RAO Code Signing admins see 'General Settings', 'Code Signing Certificate' and 'E-mail Template' tabs

«  RAO Device Cert admins see 'General Settings', 'Device Certificate Settings' and 'E-mail Template'
tabs

Note: Any changes you make to the settings of an existing Organization will NOT affect certificates that have
already been issued.

6.2.2.4.1 General Settings

RAO and DRAO Administrators cannot edit the name and address details in the 'General' settings relating to an
Organization/Department. Please contact the Master Administrator at Comodo should your company wish these

details to be altered.

Note: The Master Administrator at Comodo is the person responsible for approving requests made by RAO and
DRAO administrators. This includes approving requests for creating new domains; delegating domains to
Organizations and requests for new SSL and Code Signing Certificates. The Master Administrator also initiates the
process for validating an Organization and Departments under it for the request and issuance of OV SSL
certificates.
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Edit Organization: Advanced X

General EV Details Chent Certificate S5L Certrhcate Code Signing Certificate Device Certihcate Email Template

-required fields

organization Name® | Advanced

Address1® | Street 1, 2

Address2 | Street 2 2

Address3
City” | Sky-City
State/Province® | AL
Postal Code” | 12345
Country” | United States v

Validation Status

Anchor cedificate 1676176
orglD 2

Accass Conirol List Edit

« ACL: Enables the administrator to configure and limit incoming access to the CCM interface to certain IP
addresses and ranges. This is very useful if they want to grant access only to certain IP addresses and so
prevent unauthorized or unsecured access to the CCM interface. After specifying one or more IP
addresses or ranges in CIDR notation, only administrators attempting to login from these specified
addresses will be allowed access.

Imposing Access Restrictions to CCM interface

Security Roles:

» RAO - Canimpose access restrictions to CCM for the management of the certificates, administrators, end-
users and settings for the Organizations (and any subordinate Departments) that have been delegated to
them.

« DRAO - Can impose access restrictions to CCM for the management of the certificates, end-users and
settings for the Departments that have been delegated to them.

To limit incoming access to the CCM interface
+  Click the 'Edit' beside 'Access Control List' under the 'General' tab of the 'Edit Organization' dialog.

The 'Access Control for..." dialog will appear.
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General EV Details Client Certificate S5L Certificate Code Signing Certificate Email Template

*required fields

Organization Name* | Dithers Construction Compan

Walidation Status

Anchor certificate

Access Control Lis @

Access Control for: Dithers Construction Company b4
Y Filter v
| =k add

CIDR DESCRIPTION
T 124.200.0.016 For Dither Admins

15|t 1-1 oo [0 A D

Column Header Description

CIDR Short for Classless Internet DOMAIN Routing. Administrator should specify IP range:
it should be IP address followed by network prefix, e.g. 123.456.78.91/16.

Description Contains a short description for the IP range as entered by the administrator while
creating the CIDR.

Edit Enables administrator to edit CIDR's details.

Delete Enables administrator to delete the CIDR.

Add Opens 'Add IP Range' dialog

Refresh Updates the list of IP ranges.

To Add a new IP Range

«  Click 'Add". The 'Add IP Range' dialog will appear.
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Access Control for- Dithers Construction Company

Y Filter
HE=D
CIDR DESCRIPTION
There is no data to display
Add IP Range X

CIDR* 121 || 202| | 121 | 10 || 16

Description®|lUserfriendly name for this range
=

+  Enter the IP range, followed by network prefix, e.g. 123.456.78.91/16.
+  Enter a short description for the IP range
«  Click OK.

The IP range will be added as a new CIDR and the access to CCM from the new IP range will be allowed.

6.2.2.4.2 EV Details Tab

COMODO

Creating Trust Online®

RAO and DRAO Administrators cannot edit the details in the 'EV Details' tab relating to an Organization/Department.
Please contact the Master Administrator at Comodo CA should your company wish these details to be altered.

for your CCM account. Contact your Master Administrator for enabling this feature.

Note: The EV details tab is displayed only if Extended Validation Registration Authority (EVRA) feature is enabled
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General EV Details Client Certificate 551 Certificate Code Signing Certificate Email Template

Incorpeoration or Registration Agency

Incorporating Agency | USA Incorporating Agency
IMain Telephone Mumber | 007760723456
DUM and Bradstreet Mumber | 12344625
Company Registration Number | 957654

Locality | Apple Valley

State or Province of Incorporation | California
Country of Incorporation | United States

Date of Incorporation | 04/16/2075

Business Category | Private Organization

Contract Signer

Title | Mr.

-

6.2.2.4.3 Client Cert Settings Tab

The 'Client Cert' tab allows RAO S/MIME administrators to configure enroliment and term settings relating to client
certificates issued to end-users. The settings chosen in this section relate only to those client certificates issued to
the domain associated with the currently selected Organization.
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Edit Organization: Advanced x

General EV Detailis Client Certmcate Code Signing Certincate Device Certimcate Email Template

Self Enraliment |«

Access Code” | 123458

Web APl &

Secret Key* | 654321

Allow Key Recovary by Master Administralors &
Allow Key Recovery by Organization Administrators «

Client Cert Typas | Customize

6.2.2.4.4 Client Cert Settings - Table of Parameters

Field Name Type Description
Self Enrollment Check-box Checking this box will allow the end-users that belong to the
Default state - not Organiza.tic_nn to apply for a personall certifiqat_e usin_g the application form.
checked The administrator can send an email containing a link to the self-

enroliment URL to an end-user by clicking the 'Send Invitation' button in
the 'Certificates’ configuration menu for that user.
Users that apply for a client certificate using the enrollment forms will
also be automatically created as a new 'End-User in this
Organization/Department if they do not already exist. (List of end-users is
viewable in the 'Client Certificates' area of 'Certificates Management'
section).

Access Code String Access Code - To authenticate the certificate application, applicants are

(Appears only if required to provide an access code at the Client Certificate Self

the 'Self Enroliment Form. The RAO administrators can modify the Access Code

Enroliment’ set by the Master Administrator while creating the Organization and

check-box is should choose a complex access code containing a mixture of alpha and

selected) numeric characters that cannot be easily guessed. This access code

(Required) should be conveyed to the applicant(s) along with the URL of the sign up
form.

Web API Check-box Checking this box enables certificate enrollment through the WebService

Default state - not | AP1- This requires a special agreement with Comodo. For detailed
checked instructions please refer to Web API documentation.

Secret Key String The Secret key is a phrase that is unique to the Organization. This

(Appears only if phrase restricts access for enrolling certificates for that Organization.

the 'Web API'

check-box is

selected)

Allow Key Check-box If selected, the Master Administrator will have the ability to recover the

Recovery by private keys of client certificates issued by this Organization. At the point
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Description

of creation, each client certificate will be encrypted with the Master
Administrator's master public key before being placed into escrow. If this
box is selected then the Organization will not be able to issue client
certificate UNTIL the Master Administrator has initialized their master key
pair in the Encryption tab.

See 'Encryption and Key Escrow' for a more complete explanation of
key recovery processes.

Allow Key
Recovery by
Organization
administrators

Check-box

Default state -
checked

Not modifiable

If selected, the RAO will have the ability to recover the private keys of
client certificates issued by this Organization. At the point of creation,
each client certificate will be encrypted with the RAOs master public key
before being placed into escrow. If this box is selected then the
Organization will not be able to issue client certificate UNTIL the RAO
has initialized their master key pair in the Encryption tab.

See 'Encryption and Key Escrow' for a more complete explanation of
key recovery processes.

Client Cert
Types

6.2.2.4.4.1

Button
'Customize'

The Client Cert types customization options allow the administrator to
specify the Client Certificate types and term lengths that will be available
for this Organization through the Self Enrollment Forms. Refer to the
section Customize an Organization's Client Certificate Types for
more details.

+  Clicking the 'Customize' button will open the 'Bind Client Cert
Types' interface.

»  All choices made in the 'Bind Client Cert Types' interface will
apply only to this specific Organization..

 Ifa particular certificate type or term is not visible in the 'Bind
Client Cert Types' area then it may need enabling in the 'Client
Cert Types' area. RAO S/MIME and DRAO S/IMIME
Administrators should seek the advice of the Master
Administrator.

Customize an Organization's Client Certificate Types

Comodo offers different types of Client certificates depending on their purpose. The capabilities of a client certificate
depend on the Key Usage Templates (KUTs) bound to it. For example, client certificate types can be created with
the capacities of 'Signing Only', 'Encryption Only', 'Dual Use' (Signing + Encryption) or '‘Smart Card Logon and
Authentication' by associating respective KUTs to them.

The following table shows a sample of available KUTs/Client Certificate types:

Name Description of Purpose

Signing Only Digital Signing

Dual Use Digital Signing and Encryption
Encryption Only Encryption and Decryption only
Authentication Only Authentication only

Comodo Dual Use Dual use certificates (Digital Signing and Encryption) as defined by Comodo

Certification Practice Statement (CPS)

SOAP Signing & Encryption Digital Signing and Encryption of Simple Object Access Protocol (SOAP)
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Data Encipherment Data Encipherment
AD User Authentication to AD server
Smart Card Logon and For use with Smart Card Logon and Authentication
Authentication
EFS Encryption of files

RAO S/MIME administrators can request their Master Administrator or their Comodo Account Manager to enable
multiple types of client certificates for their organization. It also possible to create custom client certificate types with
combinations of capabilities depending on the requirements of your organization. Administrators can view the list of
client certificate types enabled for their Organization by clicking the Customize' button under the 'Client Certificate'

tab in the 'Edit Organization' dialog.

The types and term lengths of Client Certificates that are available to any particular Organization can be customized
using the 'Customize Client Cert Types' interface. Creating a targeted 'certificate roster' simplifies the certificate
selection procedure at the application forms and helps avoid applications for certificates which are inappropriate for

that Organization.
Security Roles:

« RAO S/MIME - Can customize client certificate type availability only for the Organizations and the
Departments belonging to the Organizations that are delegated to them.

«  DRAO S/MIME - Cannot customize client certificate type availability.

To access the 'Customize Client Cert Types' interface, click the 'Customize' button under the Client Cert tab of the
Edit Organization interface:
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/ oK Cancel

5 /
Customize Client Cert Types b 4
Enrollment Form
ustomiz
¥ customized
Name* Terms* Validation Type

My Comodo Custom Cert STAMDARD
Smart Card Client Cerificate STAMDARD
Client Cerificate - Dual Use STAMDARD
Client Certificate - Encr only STAMDARD
Client Certificate - Sign only STAMDARD

Apply

Cancel

This will open the '‘Customize Client Cert Types' for that Organization, that enables to restrict the Client Cert types
that will be available to applicants using the Self Enroliment Form for that Organization.

By default, the 'Customized' option is left unchecked so that all the certificate types are available through the self
enrollment forms (both Access Code and Secret ID based application forms).

To restrict the Client Cert types and their term lengths:
1. Select the 'Customized' checkbox.

2. Check the names of the certificates you wish to be available for the Organization leave the others
unchecked.

3. Click the 'Select' button next to the certificate name to choose which terms will be available. If you want to
set the selected term as default term for the selected certificate type, select 'Default’ radio button.
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Customize Client Cert Types xX

Enroliment Form

[¥| customized

Hame* Terms® Validation Type
High STAMDARD
My Comodo Custom Cert STANDARD
Smart Card Client Certificate STANDARD
Client Cerificate - Dual Use STAMDARD
Client Certificate - Encr only STANDARD
Client Cerificate - Sign only STANDARD

Terms ' Default
Apply [#] 1 year i@
[#] 2 years &

4. The 'Validation' type will be preset for each certificate type.

The two options available are 'Standard' and 'High' validation types.

Standard' validation type can be completed quickly and takes advantage of the user authentication
mechanisms that are built into CCM.
Under 'Standard Personal Validation' type, the user is authenticated using the following criteria:

«  User must apply for a certificate from an email address @ a domain that has been delegated to the issuing
Organization

«  The Organization has been independently validated by an web-trust accredited Certificate Authority as the
owner of that domain

«  User must know either a unique Access Code or Secret ID that should be entered at the certificate
enrollment form. These will have been communicated by the administrator to the user via out-of-band
communication.

«  User must be able to receive an automated confirmation email sent to the email address of the certificate
that they are applying for. The email will contain a validation code that the user will need to enter at the
certificate collection web page.

'High Personal Validation' type requires that the user undergo the validation steps listed above AND

+  Face-to-Face meeting with the issuing Organization

Note: The additional validation steps must be completed PRIOR to the administrator selecting 'High Personal
Validation' type.

5. Click OK.

The administrator needs to log out then back in again for the customization options to take effect.

Only the types and terms of client certificates that are selected in the 'Customize Client Cert Types' interface will
now be available in the "Type' drop-down field of the Self Enroliment form.
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6.2.2.4.5 SSL Certificates Settings Tab

The 'SSL' tab allows RAO SSL administrators to specify Self Enrollment, certificate types and term lengths, Web API
capabilities and expiry synchronization settings relating to the SSL certificates issued to the domain associated with
the Organization (or Department of the Organization).

Eﬂit Organization: Dithers Construction Company x

General EV Details Client Certificate S5L Certificate Code Signing Certificate Email Template

| Self Enrollment
Access Code® | 123456

Sync. Expiration Date [7]

Sync. Month | pat used

Sync. Day | 1 (1-31)

SSLTypes | Customize

Server Software | Customize

oo

6.2.2.4.6 SSL Certificates - Table of Parameters
Field Name Type Description

Self Enrollment Check-box Checking this box will enable external requests for SSL certificates to be

Default state - not | Made by using the Self Enroliment Form.

checked +  Certificates requested using the Self Enrollment Form will
appear in the 'SSL Certificates' sub-tab of 'Certificates
Management' section of Comodo Certificate Manager before
they are submitted to Comodo CA for validation. It is the
responsibility of the administrator to review then approve or
decline the request. If the request is approved it will then be
forwarded to Comodo CA for processing. If the application is
made for a domain that has been pre-validated for your account
then certificate will be issued immediately. If the application is
made for a new domain, then Comodo will first need to validate
your company's ownership of that domain prior to issuing the
certificate. After successful validation, the new domain will be
added to your list of 'pre-validated' domains and future
certificates will be processed immediately.

«  To successfully complete the SSL request, the applicant must
supply the correct Access Code for the Organization the Self
Enrollment Form. This Access Code should be communicated to
the applicant using out-of-bands methods like email.

«  Provided that the Access Code matches the Organization being
applied for AND the email address that the applicant entered at
the enrollment form is from the same domain as that
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Field Name Description

Organization's '‘Common Name' then SSL certificates can be
requested by individuals that do not yet exist in Comodo
Certificate Manager. In such circumstances, a new end-user will
be automatically created under the 'SSL Certificates' sub-tab of
CCM interface with the end-user name 'requesterSSL
<DOMAIN.com>" (where DOMAIN.com = the domain name for
which the application is being made). This End-User will
automatically be assigned membership of the Organization that
the SSL Certificate was ordered for but will not own a Client

Certificate.
Access Code String Access Code - To help authenticate the certificate application to
(Appears only if Certificate Manager, applicants are required to provide an access code at
the 'Self the Self Enrollment Form. Administrators should choose a complex
Enrollment’ access code containing a mixture of alpha and numeric characters that
check-box is cannot easily be guessed. This access code should be conveyed to the
selected) applicant(s) along with the URL of the sign up form. Applicants requesting
an SSL certificate using the Self Enrollment Form will be required to enter
this code.
Sync. Check-box Checking this box will enable the ability to modify and synchronize the
Expiration Date expiration month and day of all certificates issued to the Organization.

+ ltis possible to select only a specific day of the month for expiry
(simply select 'Not Used' for 'Sync. Month')

« ltis possible to select both a specific day and a specific month
for expiry.

 Itis not possible to specify just a month of expiry.

Sync. Month: Drop-down Selection | Allows Administrators to choose a specific month of the year during
which all certificates issued to the Organization will expire. Administrators
will also need to choose a specific day of expiration.

Sync. Day: String RAO SSL administrators can specify the day of the month on which

Numeric character: certificates issued to the domain will expire.

Specifying a certain day of the month for expiry for all SSL certificates
specific month is issued to an Organization(s) can greatly simplify the certificate
chosen management process - especially in enterprises with large volumes of

Between 1-31 : 1-30 certificates.
or 1-28 if a specific | Note 1: Certificate terms cannot exceed the duration selected at the SSL
month is also chosen. | certificate application form. This means:

Between 1-31if no

 If a specific Month is ALSO selected at the 'Sync. Month' drop
down THEN the certificate will expire on the occurrence of that
precise date that is closest to the certificate term selected on the
SSL Certificates Self Enrollment Form or the Built In
Application Form

- Ifa specific Month is NOT selected at the 'Sync. Month' drop
down THEN the certificate will expire on the numbered day of
the month that is nearest to the certificate term selected on the
SSL Certificates Self Enrollment Form or the Built In
Application Form

Example: Ordinarily, a 2 year certificate issued on the 12th of August
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2014 would expire 730 days later on the 12th August 2016.
However:

« If the administrator has ONLY specified day 16 as the 'sync
expiry day' then the certificate will expire on the 16th of July
2016.

 Ifthe administrator has ONLY specified day 5 as the 'sync expiry
day', then the certificate will expire on the 5th August 2016.

 Ifthe administrator has specified 14th of June as the sync expiry
'day' and 'month’, then the certificate will expire on the 14th June
2016.

« Ifthe administrator has specified 14th of August as the sync
expiry 'day' and 'month’, then the certificate will expire on the
14th August 2015.

Note 2: Specifying a sync expiry day only affects certificates issued from
that point forward. The expiry date of certificates that have already been
issued will not change. The sync expiry day will, however, apply to all
renewals of existing certificates.

Web API Check-box Checking this box enables certificate enrollment through the WebService
Default state - not API. This requires a special agreement with Comodo. For detailed
checked instructions please refer to Web APl documentation.

Secret Key String The Secret key is a phrase that is unique for all Organizations. This
(Appears only if phrase restricts access for certificate enrollment for that Organization.

the 'Web API Used in pair with 'Organization ID' (visible only for already created

check-box is Organizations).
selected)

SSL Types Button The SSL types customization options allow the RAO SSL admin to
' specify the SSL Certificate types and term lengths that will be available
for this Organization for new certificate applications.

+  Clicking the 'Customize' button will open the 'Bind SSL Types'
interface.

'Customize

« All choices made in the 'Bind SSL Types' interface will apply
only to this specific Organization.

« ltis possible to make different certificate types and terms
available to the applicant depending on whether the application
is made using the Built-in application form (Admin Ul) or the
(Self) Enrollment form.

- Ifaparticular certificate type or term is not visible in the 'Bind
SSL Types' area then it may need enabling in the 'SSL Types'
area. SSL Administrators should seek the advice of the Master
Administrator.

Server Button The Server Software customization options allow the administrator to
Software specify the types of server software that are allowed for this
Organization.

Clicking the 'Customize' button will open the 'Server Software'
interface, with a list of server software

'Customize'
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«  The administrator can select the server software that can be
used for the Organization

+  All choices made in the ' Server Software' interface will apply
only to this specific Organization.

« The server software selected in this field will be available in the
‘Server Software' drop-down of both the Built-in application form
(Admin Ul) or the (Self) Enroliment form. See section
Customize an Organization's Server Software Types for
more details on this.

6.2.2.4.6.1 Customize an Organization's SSL Certificate Types

The types and term lengths of SSL certificates that are available to any particular Organization can be customized
using the

'Bind SSL Types' interface. Creating a targeted 'certificate roster' simplifies the certificate selection procedure at the
application forms and helps avoid applications for certificates which are inappropriate for that Organization.

Security Roles:

- RAO SSL- Can customize SSL certificate type availability only for Organizations (and any subordinate
Departments) that are delegated to them.

«  DRAO - Cannot customize SSL certificate type availability.

To access the 'Bind SSL Types' interface, click the '‘Customize' button under the SSL tab of the 'Edit Organization'
interface:

Server Software o Custamize

OK Cancel
Bind SSL Types x
Admin Ul Enrollment Form
[l customized [[] customized
Name Terms Name Terms

Instant SSL Select... Instant SSL Select...
Multi-Domain Instant S5L Certificate Select .. Multi-Domain Instant S5L Certificate Select...

PremiumSsL Wildcard Certificate Select... PremiumSsL Wildcard Certificate Select...

SSL EV Certificate Select... SSL EV Certificate Select...

Cancel

This will open the 'Bind SSL Types' for that Organization.

«  Admin Ul - Determines the SSL certificate types that will be available to applicants using the Built In
Application Form for that Organization.

«  Enrollment Form - Determines the SSL certificate types that will be available to applicants using the Self
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Enrollment Form for that Organization.

- ltis therefore possible to choose a different selection of certificate availabilities for an Organization
depending on whether the Built-in or Self-Enrollment form is to be used.

By default, the 'Customized' option is left unchecked so that all the certificate types are available through both types
of application form.

To restrict the SSL types and their durations

1. Select the 'Customized' option below either or both 'Admin Ul' or 'Enroliment Form'.

2. Check the names of the certificates you wish to be available to that Organization and leave the others
unchecked.

3. Click the 'Select' button next to the certificate name to choose which terms will be available.

Bind SSL Types X
Admin Ul Enrollment Farm
[¥] customized [¥] customized
Name Terms Name Terms
Instant SSL Instant SSL

Multi-Domain Instant 35L Cerificate Multi-Domain Instant 35L Certificate

PremiumSSL Wildcard Certificate

PremiumS3L Wildcard Certificate
&1 year
#2 years
Syears

coe

V] ssL EV Certificate [¥] sSL EV Certificate

4. Click OK.

The administrator needs to log out then back in again for the customization options to take effect.

The types and terms of SSL certificates that are selected in the 'Bind SSL Types' interface will now be available in
the 'Type' and Term' drop-down fields of this Organization's application forms.

6.2.2.4.6.2 Customize an Organization's Server Software Types
Security Roles:

» RAO SSL - Can customize server software types that can be used for only for Organizations (and any
subordinate Departments) that are delegated to them.

«  DRAO - Cannot customize server software types.

The types of server software that can be used to any particular Organization can be customized using the 'Server
Software' interface. Only those allowed server software will be listed in the Server Software drop down of both the
Self Enrollment and the Built-in Application forms for adding new SSL certificate for that Organization.

To access the 'Server Software' interface, click the 'Customize' button beside 'Server Software', under the SSL tab of
the Edit Organization interface. This will open the 'Server Software' for that Organization.
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S5LTypes Customize

are  _Customize

-

Server Soft

Server Softwareg ) 4
¥l aoL [T Novell Web Server
[¥] ApacheModSSL [T oracle
[¥] Apache-SSL (Ben-SSL, not Stranghald) [Tl quid Pro Quo
[T c2Net Stronghold [CRr3 SSL Server
[l cisco 3000 Series VPN Concentrator [ raven 5L
[Tl citrix [C] RedHat Linux
[[| cobalt Rag [l s4P web &pplication Server
[l covalent Server Software [¥ Tomeat
[C1IBM HTTP Server [Clwebsite Professional
[C11BM Internet Connection Server [Clwebstar 4.x and later
[CliPlanet [('webTen (from Tenan)
[T Java Web Server (Javasoft / Sun) [[17eus Web Server
([T Lotus Domino [l Ensim
[ Lotus Domino Go! [ plesk
Microsoft 11S 1.x to 4.x [ClwHMIcPanel
[¥] Microsoft 115 5.x and later DH—Sphere
DNetscape Enterprise Server [ oTHER
[ Metscape FasiTrack
o

By default, no server software will be selected.

- Torestrict the Server Software types select the names of the server software you wish to allow for that
Organization and leave the others unchecked. Click OK to save the selection.

The administrator needs to log out then back in again for the customization options to take effect.

Note: All choices made in the 'Server Software' interface will apply only to this specific Organization.

6.2.2.4.7 'Code Signing Certificates' Settings Tab

The 'Code Signing' tab allows the Administrators to enable request/issuance of Code Signing Certificates for the
Organization. The setting in this section relate only to those certificates issued to the domain associated with the
currently selected Organization.
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General EV Details Client Certificate S5L Certificate Code Signing Certificate Email Template

| When checkboxis selected "Code Signing” cerificates could be enrolled for this particular Organization or

Department.
Enabled
|
| Kl -
6.2.2.4.71 Code Signing Certificates - Table of Parameters

Field Name Description

Enabled Check-box Checking this box will enable the request and issuance of Code Signing
Default state - not | Certificates to end-users that are members of this Organization.
checked

6.2.2.4.8 'Device Certificate Settings' Tab

The 'Device Certificate' tab allows admins to enable device certificates for an organization. Devices certs can be
obtained using the self-enrollment forms or via SCEP.

Edit Organization: Dithers Consiruction Company

General Client Certificate S5L Certificate

Code Signing Certificate

Device Certificate Email Template

Self Enroliment |
‘Web API (D
SCEP Enabled [
0K Cancel

- Self Enroliment - Users can request device certificates via the self-enrollment application forms. If enabled,
you need to specify the URI extension

- Web API - Placing your mouse over the information icon displays the URL to access the Web API for
enroliment of device certificates.

«  SCEP Enabled - Apply for device certificates for an organization using SCEP. An access code is required.

6.2.2.4.9 Device Certificates - Table of Parameters
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Field Name Type Description

Self Enroliment | Checkbox +  Enabling this box allows end-users to request device certificates
by completing the self-enroliment form.

+ You can specify a URL extension if one is not already set.

+  The URL of the form is automatically shown below the extension
field. This URL should be passed to applicants so they can
apply for device certificates:

Default state - not
checked

Certificate S5L Certificate Code Signing Certificate Device Ce

Self Enrollment

URI Extension® | dithers
https:ficef-managercom/customer/entsales/device/dithers

SCEP Enabled [

SCEP Enabled | Checkbox +  Select this box to enable enrollment of device certificates via
SCEP for an organization.

Default state - not o , .
+  Administrators need to specify an access code after enabling

checked ; , . . : . ,
this option. The code should included in the configuration profile
for OTA enroliment of device certificates.

+  The code is to be included in the profile, as the
'challengePassword' parameter in the certificate request
generated by the device.
Certificate SSL Certificate Code Signing Certificate
Self Enroliment []
SCEP Enabled
Access Code* | 123456
6.2.2.4.10 'Email Template' Tab

CCM sends automated email notifications to applicants, administrators and end-users of all types of certificates
upon events such as the certificate status updates, approvals, certificate collection, revocation etc. These are set by
the respective administrators in the 'Notifications' area.

The 'Email Template' tab in the 'Edit Organization' dialog allows the Administrator to directly edit/customize the
content of the automated notification emails as set by him/her in the Notifications area.

CCM is shipped with several types of email templates corresponding to various notifications, related to different
types of certificates and events. But the email templates displayed in the list and can be edited are dependent on
the role of the administrator. For example, RAO SSL and DRAO SSL administrators will see the email templates of
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notifications corresponding to only SSL certificates and so on.

Edit Organization: Dithers Construction Company X

General EV Details Client Certificate SSL Certificate Code Signing Certificate Email Template

HE Edit

HAME
@ Email Invitation
1 Email Validation

() Client Cerificate Revoked (by admin)

() Client Cerificate Revoked (by user)
() Client Certificate Expiration
) SSLEnrolled

() S5L Awaiting Approval

) S5L Approved

() S5L Declined

() 85LIssuance Failed

) 85L Revoked (by admin)
() 85L Revoked (by user)

() S5L Expiration

1 Discovery Scan Summary

() Code Signing Certificate Email Invitation

4 L

2
15 | 1150 [ D D D
o

6.2.2.4.10.1 Viewing and Editing the Email Templates

Selecting an email template and clicking the 'Edit' button at the top will open the 'Edit Email Template' dialog for the
respective type. An example is shown below.
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Edit Email Template: Email Invitation X \

[ Title* | Invitation Email - You have requested email certificate validation.

‘ Body* Dear §[name}, i ‘

You now need to complete the following steps:

m

* Click the following link to validate vour email
( £{url} (if the link doesn't work please copy request code
${requestCode] and peste it into proper f£ield in the
| validation form).
Your request code: §&[requestCode]

["| send notification in HTML format

LU | Revertto default

¥ Show Default

0K Cancel

The 'Title' field displays the subject line of the email to be sent. The '‘Body' field contains the body content of the
email message. The body content contains the text portions and the variables which will be replaced with the exact
values from the details of the corresponding certificate/domain while sending the email automatically. The dialog
allows the administrator to directly customize the content and add or remove the variables according to the need.

»  Selecting the checkbox 'Send notification in HTML format' will send automated email notifications to
administrators, applicants and end-users in HTML format.

»  Clicking 'Insert Variables' will display a list of the variables used in the specific template. The administrator
can select the variable to be inserted into the content from the list. This is useful if the administrator has
accidentally deleted variable(s) which are essentially required in the template.
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Edit Email Template: Email Invitation X ‘

[ Title* | Invitation Email - You have requested email certificate validation.

[ »

‘ Body* Dear §[name),

m

You now need to complete the following steps:

* Click the following link to validate vour email
( g{url} (if the link doesn't work please copy request code
${requestCode] and peste it into proper f£ield in the
| validation form).
Your request code: §&[requestCode]

["| send notification in HTML format

| Insert Variables kL, The name of person

. > Show Default requestCode; The request code

| url: The UKL to validate the person’s email
| N

»  Clicking 'Revert to default' enables the administrator to reset to the default content as shipped with CSM.

Certificate Manager

|
9 Do you really want to revert the template to the default one?

Yes Mo

Clicking 'Show Default' will display the default content for administrator to refer.
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| Edit Email Template: SSL Enrolled X
|

‘ Title* | Enrollment Successful - Your S5L certificate is ready ‘

Body" | pe11g,

m | »

‘ You have successfully enrolled for a 55L certificate.
You now need to complete the following steps:
* Click the following link to download your S5L

certificate
§[downloadURL}

‘ ["| send notification in HTML format ‘

Insert Variables Revert to default

» Hide Default

Title | Enroliment Successful - Your SSL certificate is ready

Body | mepig,

m | »

¥ou hawve successfully enrolled for a 55L certificate.
You now need to complete the following steps:
* Click the following link to download your S55L

certificate
& [{downloadURL}

' o |
6.2.2.5 Managing the Departments of an Organization

RAO administrators can view and edit Departments belonging to an Organization by selecting it and clicking the
'Departments' button at the top. This will open a dialog that lists all Departments belonging to the Organization and
controls to Edit, Delete, Add and manage Domains.
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. - . » . I ¥
Dashboard @' Certificates [ Discovery Qp Reports 2?. Admins : [E3 About
Domains Motifications Encryption  Assignment Rules
Y Filter ~

D Edit Departments Domains
crmy STATE COUNTRY
(&) Dithers Construction Cmpany  River Dale Aabama  US
Bast Orgapization city 110 state 110 Us
Departments - Dithers Construction Company x
| Y Filter v
|
£ || 4 Add
NAME Ty STATE COUNTRY
' Purchases Departement River Dale Alabama us

‘ ) Stores Department River Dale Alabama us ‘

15 st 1-2oor2 (5 O D
| |

6.2.2.5.1 Departments Dialog - Table of Parameters

Column Display Description

Name Alist of all Departments that have been delegated to the Administrator that is
currently logged in. The list is displayed in ascending alphabetical order.

City Displays the name of the city entered at the time of creating the Department.

State Displays the name of the State entered at the time of creating the Department.

Country Displays the name of the Country entered at the time of creating the Department.

Postal Code (Zip Code) Displays the postal code entered at the time of creating the Department.

Validation Status Displays whether the Department is validated for the request and issuance of OV
SSL certificates by the Master Administrator.
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Note: An administrator can enable or disable the columns from the drop-down button beside the last item in the
table header:

STATUS @
v City

' + State
+ Country
Postal Code (Zip Code)
+ ‘alidation Status

Controls Buttons Add Enables Administrators to modify General, Client, SSL and Code
Signing Certificate settings pertaining to an existing Department.

Refresh Updates the list of Departments.

Department Control Edit Enables Administrators to modify General, Client, SSL, Code Signing
Buttons Certificate and E-mail Template settings pertaining to a Department.
Note: The Department : —
control buttons appear only | Delete Deletes the Department. The Control is not visible to DRAO
on selecting a Department Administrators.
Domains Enables Administrators to view, edit and delegate domains to the
Departments.

6.2.2.5.2 Sorting and Filtering Options

»  Clicking on the column header 'Name' sorts the items in the alphabetical order of the names of the
Departments.

Administrators can search for particular Department by using filters.

Y Filter @

To apply filters, click on the down arrow at the right end of the 'Filters' stripe. The filter options will be displayed. You
can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other options
that appears depending on the selection from the 'Add Filter' drop-down. For example, if you want to filter the
Department by 'Name":
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Departments - Dithers Construction Company

"W Filter

Add Filter: | Select... E| Group by Ungroup E|
Select ..

Validation Status

Show deleted

- Enter the name of the Department in part or full in the 'Name' field.
»  Click the 'Apply' button.

The filtered items based on the entered parameters will be displayed:

- Toremove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Departments' interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button.

6.2.2.5.3 Creating Departments

An Organization may consist of sub-ordinate Departments, managed by DRAO administrators. In order to provide
certificates to the employees, end-users or websites pertaining to the Departments, the RAO administrators must
first create the Departments under the Organization and associate domains to the Departments. RAO administrators
can add a new Department at any time by clicking the 'Add' button located at the top of the 'Departments’ dialog.

Before you can issue Organization validated (OV) SSL certificates for a Department under an Organization, the
Organization must first be validated by Comodo. The Organization validation process is initiated by the Master
Administrator. When a new Department is added under a validated Organization, its address details will be fetched
from the Organization's anchor certificate and these will auto-populate the Department's 'General' tab. The
Department name will be blank for the administrator to complete and this will be shown as the 'Organizational Unit'
(OU) in the final certificate. If a Department was added with different address details before the parent Organization
was validated, then these details will be replaced with those in the anchor certificate the next time an OV certificate
is ordered for the Department.
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Add New Department b

General EV Details Client Certificate S$SL Certificate Code Signing Certificate Device Certificate

*-required fields

Department Name* | Security Department

Address1* | Street 1, 2

Address2 | Street2, 2
Address3
City* | Sky-City

State/Province” | AL
Postal Code® | 12345
Country* | Uniled States

validation Status

Anchor cerificate 1676176

General Tab:

'General' settings allows the RAO administrator to configure high level details relating to the new Department if the
parent Organization has not been validated. These details will be replaced with those in the anchor certificate issued
for the parent Organization the next time an OV certificate is ordered for the Department. If the parent Organization
is already validated by Comodo for the request and issuance of OV SSL certificates, the address details except the
Department Name will be auto populated with the parent Organization's address. The administrator must fill the
Department Name field, which will display as 'Organizational Unit' (OU) in the final certificate.

« The details in the 'General' section are used for Client, SSL and Code Signing Certificates requested on
behalf of that Department.

» Clientand SSL certificates may only be automatically issued to common names of domains (and sub-
domains) delegated to the Department, which Comodo CA has pre-validated that you have the right to use.
If you apply for certificates on a new domain, then Comodo CA will first need to validate your ownership of
the domain before the certificate can be issued for it. See Delegating Domains for more details.

»  For more details on these fields, see 'General Settings' - Table of Parameters'

6.2.2.5.4 General Settings - Table of Parameters

Field Name Values Description
Department String (required) The name of the Department to be created which will display as
Name "Organizational Unit' (OU) in the final OV SSL certificate.
Address 1 String (required) If the parent Organization is already validated by Comodo for the request
: and issuance of OV SSL certificates, the address details except the
Address 2 String Department Name will be auto populated with the parent Organization's
Address 3 String address and non-editable.
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Field Name Values Description

If the parent Organization is not validated, then the administrator can fill
: : these details, but will be replaced with those in the anchor certificate
City String issued for the parent Organization after validation the next time an OV
certificate is ordered for the Department.

State/Province | String

Postal Code String

Country String

Validation Indicates the progress of Organizational validation (OV) on the CCM

Status parent 'Organization’ in question. States can be 'Not validated', 'Validated',
'Pending’, 'Failed', 'Expired'".

Anchor Issued after the Organization validation is completed for the parent

Certificate Organization of the Department. Indicates the status of Anchor certificate.

This is used as a reference for Organization validation status by CCM
whenever an Organization Validated SSL certificate is requested for an
Organization or Departments under it.

«  The 'EV Details' Tab - see EV Details tab for more details
«  The 'SSL Certificate' tab - see SSL Certificate Settings tab for more details.
«  The 'Code Signing' tab - see Code Signing Certificates Settings tab for more details.

«  The 'Device Certificate' tab - see Device Certificates Setting tab for more details

Client Cert Tab

The Client Certificate tab is the same as that explained in Client Certificate Settings Tab but contains an additional
setting related to key recovery:
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Add New Department X

General EV Details Client Certificate S3L Certificate Code Signing Certificate

Self Enrollment

Access Code* | 123456

Web AP

Secret Key*
Allow Key Recovery by Master Administrators
Allow Key Recovery by Organization Administrators
Allow Key Recovery by Depariment Administrators
Allow Principal Mame [

Allow Principal Mame Customization

Client Cert Types | Customize

e

Allow Key Recovery by Check-box If selected, the Master Administrator will have

Master Administrator Default state - checked if pre- | the ability to recover the private keys of client
enabled by Master certificates issued by this Organization. At the
Administrator point of creation, each client certificate will be

encrypted with the Master Administrator master
public key before being placed into escrow. If this
box is selected then the Organization will not be
able to issue client certificate UNTIL the Master
Administrator has initialized their master key pair
in the "Encryption’ tab.

See 'Encryption and Key Escrow' for a more
complete explanation of key recovery processes.

Allow Key Recovery by Check-box If selected, the RAO Administrator will have the

Organization RAO Default state - checked if pre- | ability to recover the private keys of client
enabled by Master certificates issued by this Organization. At the
Administrator point of creation, each client certificate will be

encrypted with the RAOs master public key before
being placed into escrow. If this box is selected
then the Organization will not be able to issue
client certificate UNTIL the RAO has initialized
their master key pair in the 'Encryption’ tab.

See 'Encryption and Key Escrow' for a more
complete explanation of key recovery processes.

Allow Key Recovery by Check-box If selected, the DRAO Administrator will have the
Department DRAO Default state - checked ability to recover the private keys of client
certificates issued by this Department. At the point
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of creation, each client certificate will be encrypted
with the DRAOs master public key before being
placed into escrow. If this box is selected then the
Department will not be able to issue client
certificate UNTIL the DRAO has initialized their
master key pair in the 'Encryption’ tab.

See 'Encryption and Key Escrow' for a more
complete explanation of key recovery processes.

* The settings outlined above will be active ONLY IF they have been enabled for your Organization.

6.2.2.5.5 Editing Departments belonging to an Organization

The existing Departments under any Organization can be edited by the appropriately privileged administrator at any
time by selecting the Department and clicking the Edit button at the top in the 'Departments' interface.

The Edit Department dialog will appear.

Edit Department: CS x

General EV Details Client Cortificate S5L Certmicate Code Signing Certificate Device Cortificate Email Template

“-required fields

Department Name* | C5

Address1* | Street 12
Address2 | Shesl2 2
Addrass3
City* | Sky-City
StateProvince” | Al

Postal Code* | 12345
Country* niled States
validation Status BEITEEN
Anchor cerificate 1676176
CrplD 6

Access Control List Edit

General Tab

The 'General' settings area is similar to general settings in the Create New Department dialog except for an
additional option - 'Access Control List'.

»  For details on other options, see General Settings

»  For more details on ACL, see Imposing Access Restrictions to CCM interface

»  For more details on the 'EV Details' tab, see EV Details Tab

»  For more details on the 'Client Certs' tab, see Client Certs tab under Creating Departments
«  For more details on the 'SSL Certificate’ tab, see SSL Certificate Settings tab
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«  For more details on the '‘Code Signing Certificate' tab, see Code Signing Certificates Settings tab
- For more details on the 'Device Certificate’ tab, see Device Certificate Settings tab

»  For more details on the 'Email Template' tab, see Customizing Notification Email Template

6.2.2.5.6 Managing Domains Belonging to a Department

The domains delegated to a Department can be viewed and managed by selecting the Department and clicking the
'Domains' button from the top. The 'Domains' dialog enables appropriately privileged Administrators to view, edit and
delegate any Domains attached to the Department.

Domains - Purchases Departement b 4
Y Filter v
S J

HAME DELEGATION STATUS DATE REQUESTED DCV STATUS
) ccmga.com Approved 08f20/2012 Validated
() coradithers.com Approved 04/M6/2015
) ditherscons.com Requested 041612015

1| v 1-30or (0 D D

A detailed explanation on this area is available in section: 6.4.2.1 Domains Area

6.2.2.5.7 Deleting an Existing Department

The Administrator can remove a Department if he/she no longer wishes to issue certificates from it, by selecting it
and clicking the 'Delete’ button from the top.

Delete Organization b 4

Are you sure you want to delete this organization/department?
Deleting the organization/department will cause all users under
that organization/deparntment to be deleted, and all cerificates revoked

-

Note: Deleting an Organization will automatically revoke any certificates issued to that Department and will delete
any end-users that are members of it. For this reason, Comodo Certificate Manager will prompt for confirmation:

6.2.2.6 Managing the Domains of an Organization

The Administrators can view and manage the domains delegated to an Organization by selecting it and clicking the
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'Domains' button at the top. The 'Domains' dialog displays a list of Domains attached to the Organization and the
Departments under that Organization.

Dashboard @' Certificates [& Discovery (B Reports -.I FE] About
Domains Motifications Encryption  Assignment Rules
Y Filter v |

% ||| Eait Departmentg,, = Domains

HAME crmy STATE COUNTRY
(@) Dithers Construction Company  River Dale Alabama  US
Bast Organization City 110 state 110 us
———— v S
| Domains - Dithers Construction Company b4
Y Filter v |
I 2 | aw
HAME DELEGATION STATUS DATE REQUESTED DCV STATUS
7 comga.com Approved 06/20/2012 alidated
1 coradithers.com Approved 04/16/2015
7 ditherscons.com Requested 04/16/2015

15 | vpon 1-2otors [0 D D D

A detailed explanation of the controls available in this area is available in section Domains.

6.3 Departments

The Departments tab allows DRAO Administrators to manage existing domains and add new domains to the
Departments that have been delegated to them. Clicking the 'Edit' button at the top after selecting Department will
allow the DRAO Administrator to manage the certificates issued by the Department.

Important Note: The 'Departments' area is visible only to DRAO Administrators. RAOs will instead see the
'Organizations' tab and can manage the Departments associated with any specific Organization (for which they are
assigned rights to) by clicking the Departments button after selecting it beside the Organization name from the
Organizations interface. Refer to Managing Departments of an Organization for more details. The 'Departments'
area is, in effect, a limited view of the information available in 'Organizations' area - containing data and controls
relating to the Department that the DRAO is responsible for.
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Dashboard @ Certificates [ Discovery (B Reports 2?. Admins -.I |1E| About
Departments Domains Motifications Encryption  Assignment Rules
Y Filter ~

D | Edit Domains

HAME ORGANIZATION | CITY STATE COUNTRY

Dithers

@ Purchases Departement Construction River Dale Alabama us
Company
Dithers

) Stores Department Construction River Dale Alabama us
Company

15 | omsae 1-2otor2 [ D

The 'Departments' area is similar to the 'Departments' dialog that appears on clicking the Departments button for a
selected Organization from the 'Organizations' interface. Detailed explanations on the options and controls in this
area are available in the section Managing Departments of an Organization.

6.4 Domains

6.4.1 Section Overview

The 'Domains' tab allows Administrators to view the list of domains associated with the Organizations that are
enrolled with CCM and the Departments within the Organizations. The Administrators can also create new domains,
delegate/re-delegate existing domains to the required Organizations/Departments and restrict the certificate types
that can be offered for the domains, depending on the purpose(s) for which its use is authorized, from this interface.
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Dashboard @ Certificates [ Discovery Qﬁ.‘ Reports 2?. Admins -.I |1E| About

Organizations Motifications Encryption  Assignment Rules

Y Filter ~

& | o= add | Delete || View || Delegate

HAME ACTIVE DELEGATION STATUS DATE REQUESTED DCV STATUS
) =abcdcompecom [Y] Approved 062012012 Validated
@ abcdcompecom 0[] Approved 041612015
@ capitalbusscom = [J] Approved 062002012 Validated
) localhost [v] Approved 06/20/2012
) coradithers.com ¥ Approved 041612015
® examplecom [ Approved 0&r2002012
@ ditherscons.com Requested 04/16/2015

7 v 170t (0 D D D

«  RAO Administrators can create, edit and delegate domains to Organizations (RAOs) and Departments of
those Organizations (DRAOs) that have been delegated to them. RAO Administrators can request, approve
and manage certificates for such domains. The domains created by RAO are to be validated and approved
by Master Administrator.(s)

«  DRAO Administrators can create, edit and delegate domains to the Department that have been delegated
to them. They can request, approve and manage certificates for such domains. The domains created by
DRAO are to be validated and approved first by the RAO of the Organization to which the Department
belongs and then by Master Administrator(s). The 'Domain Awaiting Approval' notification will be sent to
Master Administrator only after the domain created by DRAO is first approved by RAO.

Note: Dual Master Administrators' Approval for created Domains and Domain Control Validation (DCV) options will
be visible only if the respective features are enabled for your account.

The following table provides a summary of the ability of administrators to manage domains:

Action RAO Administrator DRAO Administrator

Request New Domains for.. Delegated Organizations Delegated Departments
Subordinate Departments

Approve/Reject New Domain Requests x x
(Responsibility of Comodo) (Responsibility of Comodo)

Initiate Domain Control Validation (DCV) 4 v

Delegate Existing Domains to... Subordinate Departments X

Activate/Deactivate Domains x X
(Responsibility of Comodo) (Responsibility of Comodo)
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Validating and Approving created v x

Domains Can approve domains created by DRAO

Administrators of the Departments under
the Organization, prior to approval by the
Master Administrator.

Note: A single domain can be delegated to more than one Organization/Department as per requirements.

6.4.1.1 Wildcard Domains

When a wildcard domain is created and delegated to an Organization or a Department, and is validated by Master
Administrator, then the primary domain and all the sub-domains belonging to it are automatically validated only for
the same Organization or the Department. For example, if *.example.com is delegated and validated for a specific
Organization 'Test Organization', then all the sub-domains such as anything.example.com and
something.example.com are automatically validated and approved for the "Test Organization'.

If the sub-domains of a primary domain delegated to an Organization or Department are to be delegated to other
Organizations or Departments, they need to be validated and approved by the Master Administrator. For example, if
*.example.com is delegated and validated for a specific Organization 'Test Organization' and:

- Ifan RAO wants to re-delegate the subdomain(s) such as anything.example.com and
something.example.com to other Organization 'Demo Organization' then the re-delegation needs to be
validated and approved by the Master Administrator.

« Ifa DRAO wants to re-delegate the subdomain(s) such as anything.example.com and
something.example.com to a Department ‘Test Department' (a Department that belongs to the same
Organization) then the re-delegation needs to be validated and approved by the RAO.

6.4.2 Domain Management

6.4.2.1 The Domains Area

+  Click 'Settings' > 'Domains' to open the domain management area:

Dashboard @ Certificates [ Discovery @ Code Signing on Demand Q; Reports 2?. Admins '.' i 15| About

Organizations Motifications Encryption Assignment Rules

Y Filter v

2 || 4 A | View | | Delegate
NAME ACTIVE DELEGATION STATUS DATE REQUESTED VALIDATION STATUS DCV EXPIRATION

(O coradithers.com[63] Requested 09/05/2017 Not Validated

() ditherscons.com[62] Approved 08/28/2017 Mot Validated

@ ditherprojects.com(f1] Approved 0812412017 Mot Validated

(O acmeammu.com[G0] Approved 01712017 Mot Validated

() acme.com[59] Approved 0172017 Mot Validated

() ccmaa.com[54] Approved 011612017 Validated 081512018

The domain management area has two tabs:

+ Delegations - Delegation means whether or not the domain has been assigned to an Organization or
Department. CCM cannot issue certificates to a domain unless it has been delegated to an Org/Dep.
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This interface shows all enrolled domains along with their delegation status.

A single domain can be delegated to any number of Orgs/Deps. You can add new domains and delegate
them from this interface. You can also approve domain delegations made by other administrators.

«  DCV - Domain Control Validation (DCV) status of all enrolled domains. You can initiate the DCV process
from this screen.

Note: The domain control validation (DCV) tab will only be visible if the DCV feature is enabled for your account.

6.4.2.1.1 Domain Delegations
Click 'Settings' > 'Domains' > 'Delegations' to view the domain delegations area.
The area shows a list of requested and approved domains.

«  RAO Administrator - Can add new domains to the Organizations that have been delegated to them, view
the requested and approved domains delegated to their Organizations with their delegation and DCV
status. The RAO Administrator can also view the full details of a domain, delegate/redelegate domains to
their Organizations/Departments and approve domains requested by DRAO Administrators. The domains
created or approved by RAO are to be approved by two Master Administrators or a single Master
Administrator with appropriate privileges. The RAO Administrator can also create domains without
delegating to them any Organizations/Departments. Only the Master Administrator can view these
undelegated domains and delegate to them required Organizations/Departments.

«  DRAO Administrator - Can add new domains to the Departments that have been delegated to them, view
the requested and approved domains delegated to their Departments with their delegation and DCV status.
The DRAO Administrator can also view the full details of a domain and delegate/redelegate domains to
their Departments. The domains created by DRAO are to be validated and approved first by the RAO of the
Organization to which the Department belongs and then by two Master Administrators or a single Master
Administrator with appropriate privileges. The DRAO Administrator can also create domains without
delegating to them any Departments. Only the Master Administrator can view these undelegated domains
and delegate to them required Organizations/Departments.

6.4.21.1.1 Summary of Fields and Controls

Column Display Description

Name Alist of all available Domains created for this account. List is displayed in ascending
alphabetical order. The domains which are awaiting approval are displayed in red.

Active The checkbox allows the administrator to toggle the domain between the active and
inactive states. If this is made inactive, the status of the domain will be shown as
suspended.

Delegation Status Indicates the request/approval status of the domain.

Date Requested Indicates the date on which the domain was requested.

Validation Status Indicates the Domain Control Validation (DCV) status of the domain.

Note: Validation Status column will be visible only if the respective feature is enabled
for your account.

DCV Expiration Indicates the date on which the DCV for the domain will expire.

Note: An administrator can enable or disable the columns from the drop-down button beside the last item in the
table header:
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+ Date Requested
+ ‘alidation Status

+ DCV Expiration

Controls Contains controls that allow RAO administrators to view and add
new domains, delegate any existing domain to an
Organization/Department. DRAO Administrators can only create
Domains and associate it to the Departments that have been
delegated to them.

Add Enables administrators to create a new Domains to be associated
with the existing Organizations and Departments, for the purposes
of issuing certificates to end-users.

Refresh Updates the list of displayed Domains.

Domain Control Buttons View Enables administrators to view details of the domains. The MRAO
can also validate and approve the Domains created by self or
other administrators using this control.

Note: The Domain control
buttons are visible only on
selecting a domain

Delegate Enables administrators to associate or delegate an existing
domain to Organizations and Departments as required.

Note: This control is not visible to DRAO Administrators.

Delete Deletes the domain. This control is available only for domains yet
to be approved.

6.4.21.1.2  Sorting and Filtering Options

«  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective
column

Administrators can search for particular domain by using filters:

Dhelegatans Doy

¥ Filter {b w

- o ad

Filter Options Description

Domain Name Enables Administrators to filter the list of Domains by name.

State Enables Administrators to filter the list of Domains based on their active state:
ANY - Displays the list of all the domains;

Active - Displays the list of Domains which are currently active, as set by the
administrator.

Inactive - Displays the list of Domains which are currently inactive, as set by the
administrator.

Status Enables Administrators to filter the list of Domains based on their delegation status:
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ANY - Displays the list of all the domains;

Requested - Displays the list the domains which are requested and awaiting for
approval by MRAO.

Approved - Displays the list of Domains which are already approved by the MRAO.

Validation Status Enables Administrators to filter the list of Domains based on their DCV status:
ANY - Displays the list of all domains

Not Validated - Displays the list of domains for which the validation process is not
started or is in progress.

Validated - Displays the list of domains for which the domain control is validated.
Expired - Displays the list of domains for which DCV is expired.

You can add filters by selecting from the options in the 'Add Filter' drop-down. For example, if you want to filter the
domain with the domain name, select 'Domain Name":

Yy Filter

Add Filter: | Select... sroup 0y | Ungroup bt
Select...

Domain Name
State
Status

3 || = validation status

»  Enter the domain name in part or full in the 'Name' field.

Y Filter hd
Add Filter: | Select.. B Group by: | Ungroup B

(—] Domain Name: [dithers

|| 4 A

+ If you want to group the results based on their delegation status or their DCV status, select the option from
the 'Group by' drop-down.
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¥ Filter

Add Filter: | Select... ~ | Group by: | Ungroup
Ungroup

(— ] Domain Mame: | dithers Delegaiun LELE _
Validation Status
" Apply ¥ Clear

3 || 4 ad

»  Click the 'Apply" button.

The filtered items based on the entered parameters will be displayed:

= -

Y Filter is applied

Add Filter: | Select... ~ | Group by: | validation Status |~

(—] Domain Name: | dither

v Apply ¥ Clear

i3 || o= add ||| view || Delegate

HAME ACTIVE DELEGATION STATUS DATE REQUESTED VALIDATION 5T/ DCV EXPIRATION

2 HNotValidated

() coradithers.com[53] Requested 09/05/2017 Mot Validated
() ditherscons.com[52] Approved 08282017 Mot Validated

® ditherprojects.comig1] Approved 08/24/12017 Not Validated

» To remove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Domains' interface in future, the configured filters will be in action and only the search results will be displayed. If
you do not want the filters to be saved, click the 'Clear' button.

6.4.21.1.3 Tool Tip

On pointing the mouse cursor over a domain, the Organizations/Departments to which the domain is delegated is
displayed as a tool tip.

Delegated To:

# Dithers Construction Company
o Purchases Department

6.4.2.1.2 DCV

«  Click 'Settings' > 'Domains' > 'DCV" to open the domain control validation (DCV) area.
«  Adomain must pass DCV before Comodo can issue a certificate to it.
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«  The DCV area shows registered domains along with DCV status and the date when DCV expires.
+ Admins can also initiate DCV on a domain from here
Admin privileges:
«  RAO SSL Administrator - Can initiate DCV on domains which have been delegated to the RAQ's
organizations. DCV requests from an RAO must be approved by an MRAO.

»  DRAO SSL Administrator - Can initiate DCV on domains which have been delegated to the DRAQ's
departments. DCV requests from a DRAO must be approved by an MRAO.

Administrators can choose from the following DCV methods:

¢ Email - CCM will send an automated email with a validation link to the email address of the domain
administrator holding control over the domain hosted on the company's web server. The domain will be
validated on the domain administrator visiting the validation link in the mail.

«  DNS CNAME - CCM will send a hash value that must be entered as DNS CNAME for the domain. CCM will
validate by checking the DNS CNAME of the domain

« HTTP/HTTPS File - CCM will send a .txt file which is to be placed at the root of the web server. CCM will
validate the domain based on the presence of the sent file

If a wildcard domain is created and delegated to an Organization or a Department, CCM will validate only the
registered High Level Domain (HLD). If the HLD is successfully validated, all the sub domains within the name
space of the HLD will be considered validated.

For more details on initiating DCV process, refer to the section Validating the Domain.

Dashboard @ Certificates [ Discovery @ Code Signing on Demand Qj’ Reports 9_.?. Admins “i Settings 15 About
Organizations Motifications Encryption Assignment Rules
Delegations DCV
Y Filter v
2 || oev

D REGISTERED DOMAIN NAME VALIDATION STATUS DCV EXPIRATION DCV ORDER STATUS METHOD
[Jacme.com Mot Validated Awaiting Submission HTTP
[ acmeammu.com Mot Validated Awaiting Submission CMNAME
Dccmqa_com alidated 08M15/2018 Mot Initiated
[ comodo.com Expired 05/14/2016 Awaiting Submission HTTP
[+ 4 ditherprojects.com Mot Validated Submitted HOE
& [ ditherscons.com Mot Validated Mot Initiated

6.4.21.21 Summary of Fields and Controls

Column Display Description

Registered Domain Alist of all available Domains created for this account. Clicking the '+' beside a
domain name displays the sub-domains of the registered domain.

Validation Status Whether the domain has passed DCV or not. Status can be one of the following:

» Not Validated - DCV has not been initiated or is in-progress for the
registered high level domain (HLD).

« Validated - The registered high level domain has passed DCV

»  Expired - DCV on the domain has expired and has to be renewed. The
DCV process has to be restarted for the domain
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Column Display Description

DCV Expiration Indicates the date when Domain Control Validation for the domain expires. The DCV
has to be done again after the expiry period.

DCV Order Status Progress of validation on the domain. Status can be one of the following:
+ Not Initiated - DCV has not been started for the registered high level domain
(HLD).

«  Awaiting Submittal - DCV has been initiated but the request has not yet
been sent to the domain administrator (the admin who has control of the
web server on which the domain is hosted). The 'Awaiting...' status is only
available for the following DCV methods:

- HTTP/HTTPS
- CNAME

»  Submitted - The DCV request has been sent to the domain administrator for
implementation.

» Validated - The registered high level domain (HLD) has passed DCV.

«  Expired - DCV has expired on the domain. The DCV process has to be
restarted for the domain .

Method Indicates the DCV method chosen by the administrator for validating the domain.
DCV Control Button Enables the MRAO and RAO/DRAO SSL Administrators to initiate or restart the DCV
Note: The DCV Control process for the selected Domain.

button appears only on
selecting a domain.

6.4.2.1.2.2 Sorting and Filtering Options

Administrators can search for particular domain by using filters:

Y Filter @

To apply filters, click on the down arrow at the right end of the 'Filters' stripe. The filter options will be displayed. You
can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other options
that appears depending on the selection from the 'Add Filter' drop-down.

Y Filter

Add Filter: | Select... GTUUDbF3 Ungroup

" Apply ANEsT

Validation Status
DCV Order Status
HE Expires in

«  Enter name of the domain in part or full in the Name field.
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¥ Filter

Add Filter: | Select. . E| Group by | Ungroup
(—] Domain: [dithersl

¥ Clear

¢ DCv

The available filter criteria and their filter parameters are given in the following table:

Filter Options Description
Domain Enables Administrators to filter the list of Domains by name.
Validation Status Enables Administrators to filter the list of Domains based on their validation status:

« ANY - Displays the list of all the domains;

+  Not Validated - Displays only the Domains for which the. DCV process has
not yet been started.

+ Validated - Displays only the Domains for which the validation has been
successfully completed

«  Expired - Displays a list of domains on which DCV has expired.

DCV Order Status Enables Administrators to filter the list of Domains based on their DCV Order status:

« ANY - Displays the list of all the domains;

«  Not Started - Displays only the Domains for which the. DCV process has
not yet been started.

+  Awaiting Submittal - Displays only the Domains for which the DCV process
has started but the request has not yet been submitted to the Domain
Administrator.

«  Submitted - Displays only the Domains for which the DCV request has
been submitted to the domain administrator.

Validated - Displays only the Domains for which the validation has been
successfully completed

«  Expired - Displays a list of domains on which DCV has expired.

Expires in Enables Administrators to filter the list of Domains based on the remaining days for
their DCV expiry. The administrator can choose the domains to be listed, whose DCV
request expires in:

* Any

e Next 3 days
e Next7 days
e Next 14 days
¢ Next 30 days
«  Next 60 days
«  Next 90 days
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»  Click the 'Apply" button.
The filtered items based on the entered parameters will be displayed:

Lelegations

Y Filter is applied L

Add Filter: | Select... B Group by: Ungroup

(—] Domain: ldh‘hers

X5

REGISTERED DOMAIN [+] [] DCV STATUS DCV EXPIRATION METHOD

[# ) coradithers.com Submitted

[# © ditherscons.com Submitted EMAIL

- Toremove the filter options, click the ‘Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Domains' > 'DCV" interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button.

6.4.2.2 Creating a New Domain

In order to request, approve and manage all the company's certificates, the administrator should first create
domains corresponding to different Organizations/Departments of the company. These domains are to be delegated
to respective Departments and/or Organizations delegated to them. The delegated domains are to be validated
through Domain Control Validation (DCV) process, which is to be initiated by RAO/DRAO SSL Administrators with
the sufficient privileges. Only approved and validated domains are facilitated for the request and approval of the
SSL certificates and the issuance of client certificates to the end-users falling within the domain. The administrator
can also restrict the certificate types that can be requested for the domain depending on the purpose for which its
use is authorized.

Note: The administrator can select the certificate type for the domain depending on the privilege levels. E.g. A
RAO SSL administrator can allow or restrict the availability of only SSL certificates for the created domain.

To create a new domain click the 'Add’ button located at the top of the 'Domains' area. This will open the 'Create
domain' dialog.
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|' Create Domain x

Domain® | dithersprojects.com

I Description | Exibiting construction projects

‘{)rganizationsrl}epartments SSL S/IMIME  Code Signing

] aBCD Corporation

[ Best Organization
[] capital Business
=

| Dithers Caonstruction Caompany
? [¥|Purchases Departernent
Stores Department
Expand All
o e
6.4.2.2.1 Create Domain - Table of Parameters
Field Name Values Description
Domain String The name of the Domain
(required)
Description String A short description of the domain.
Organization/D Check-boxes Enables the administrator to delegate the currently created domain to an
epartment Organization/Department. All Organizations are listed by default. Clicking

the '+' button beside the Organization name expands the tree structure to
display the Departments associated with the Organization. The created
domain can be associated to the Organization(s) and/or the
Department(s) by selecting the respective checkbox(es). A single domain
can be delegated to more than one Organization/Department.

Clicking on 'Expand All' expands the tree structure to display all the
Departments under each Organization. Clicking on 'Collapse All' in the
expanded view collapses the tree structure of all the Organizations and
hides the Departments under each Organization."

SSL, Smime, Check-boxes Enables the administrator to allow or restrict the types of certificates that
Code Signing can be requested for the created domain, by checking or unchecking the
respective checkboxes. The certificate types can be restricted according
to the purpose of the domain created.

6.4.2.2.2 Validating the Domain

*  Any domain added to CCM must pass Domain Control Validation (DCV) before Comodo can issue
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certificates to it.
»  DCV requires your company to prove it has control of the domain.

»  The domain administrator can confirm control via email validation, or by placing a .txt file in a publicly
accessible location, or by making a DNS CNAME entry.

«  CCM Administrators can initiate DCV on an individual basis or, if all domains share a common 'Whols'
email record, may initiate DCV on multiple domains at once.

Admin privileges

«  RAO SSL Administrator - Can initiate DCV on domains which have been delegated to the RAO's
organizations. DCV requests from an RAO must be approved by an MRAO.

«  DRAO SSL Administrator - Can initiate DCV on domains which have been delegated to the DRAQ's
departments. DCV requests from a DRAO must be approved by an MRAO.

There are three possible methods of completing DCV:

«  Email - CCM will send a challenge-response email to a mail address on the domain. You can choose the
email address during setup. The email will contain a link to validate your ownership of the domain. The
email method can be used for both validating a single domain and multiple domains at a time.

«  DNS CNAME - CCM will generate a hash value that must be entered as DNS CNAME for the domain.
CCM will validate by checking the DNS CNAME of the domain.

e HTTP/HTTPS File - CCM will generate a .txt file which is to be placed on the root of the web server. CCM
will check for the presence of the file.

If a wildcard domain is created and delegated to an Organization or a Department, CCM will validate only the
registered High Level Domain (HLD). If the HLD is successfully validated, all the sub domains within the name
space of the HLD will be considered validated.

The following sections explain on:
+ \Validating a single domain
+ Validating multiple domains at a time

Validating a Single Domain

To initiate DCV for a Domain
1. Open the DCV interface by clicking 'Settings' > 'Domains' > 'DCV".

2. Next, initiate DCV by selecting the domain and clicking the 'DCV' button that appears at the top. This will
open the DCV wizard:
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Delegations

|y Filter
|| v D
STERED DOMAIN NAME VALIDATION STATUS
ns.com Mot Validated
ljects.com Mot Validated
[ 1comadalcam Expired
] fadadaala -2
Validate domain - ditherprojects com X

Registered Domain Mame  ditherprojects.com
Domain Status Mot Validated

DCV METHOD

® Email
O HTTP
O HTTPS
O CNAME

Select the DCV method from:

+  Email
«  HTTP/HTTPS
+  CNAME

... and click 'Next'
Email

On selection of EMAIL method, the next step allows you to select the email address of the Domain Administrator for
sending the validation email.
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Registered Domain Mame
Domain Status

DCVY Order Status

DCV method

Select an email address™

Validate domain - ditherprojects.com

n Email Selection ————— Order Submission

ditherprojects.com
Mot Validated
Awaiting Submission

Email

Email Address
admin@ditherprojects.com

admin@ditherprojects.com
administrator@ditherprojects.com
hostrraster@ditherprojects.com
postmaster@ditherprojects.com
webmaster@ditherprojects.com

Save & Close Back

3. Select the email address of the administrator who can receive and respond to the validation mail from the

drop-down and click 'Validate'.

4. To send the validation email at a later time, click 'Save & Close'. On restarting the DCV process for the
domain, the administrator email will be auto-selected.

An automated email will be sent to the selected Domain Administrator email address. The DCV status of the Domain

will change to 'Submitted'.

Validate domain - ditherprojects.com

Registered Domain Mame
Domain Status

DCV Order Status

DCV method

n Email Selection ————————— a Order Submission

ditherprojects.com
Mot Validated
Submitted

Email

Avalidation letter was sent to admin@ditherprojects.com.
Please, follow the instructions it contains.

0K
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On receiving the email, the domain administrator should click the validation link in it and enter the validation code in
the validation from that appears on clicking the validation link in order to complete the validation process. Once
completed, the DCV status of the Domain will change to 'Validated'

HTTP/HTTPS

On selection of HTTP or HTTPS method, the next step allows you to download the .txt file for sending to the Domain
Administrator. CCM creates a Hash value for the .txt file and stores it for future reference on validating the domain.
The DCV status of the Domain will be changed to ‘Awaiting Submittal'.

Validate domain - ditherprojects_.com X
n Get Validation Info —— Order Submission

Registered Domain Mame ditherprojects.com
Domain Status Mot Validated
DCV Order Status  Awaiting Submission
DCY method HTTPS_CSR_Hash

SHAZ256 Hash d79b%ba1f019f9a8858d41d319a915d7e13f893542b97b1a%¢ca%brbcfel4at2
MD5 Hash 52cheb5a3id95e4fcd4b39de20c3c442b

Instructions for HTTPS DCV

1. Create a bt file containing the following two lines:

d79b8ba1f01919a8858d41d319a915d7e13f893542097b1a8cal%eb7befeldakb2
comodoca.com

or download it here

2. Save the file with the following name (case sensitive):
52C5EBSAIDASE4AFCD4B39DEZ0C3C442B bt

3. Place the file in the /well-known/pki-validation directory of the HTTPS server, so thatitis accessible via the following link:
https:#iditherprojects.com/ well-known/pki-validation/52C5EBSA3DISE4FCD4B39DE20C3C 4428 b

4. After you have placed the file on the server, click Submit button below.

Save & Close Back

3. Click 'Download' and save the .txt file or create a new notepad file, copy and paste the string given in item
1 and save the file with the name given in item 2.

4. Click 'Save & Close'. CCM will save the hash value generated for future comparison.

5. Send the .txt file to the Domain Administrator through any out-of-band communication method like email
and request the domain administrator to place the file in the root of the HTTP/HTTPS server, so that the file
is accessible by one of the paths specified in item 3.

6. Once the Domain Administrator has placed the .txt file on the HTTP HTTPS server, open the DCV interface
by clicking 'Settings' > 'Domains' > 'DCV' tab

7. Resume the DCV process by selecting the domain and clicking the 'DCV' button
8. Click 'Submit'. The DCV Order status of the domain will change to 'Submitted'.
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Validate domain - ditherprojects.com X
n Get Validation Info —————— a Order Submission

Registerad Domain Mame  ditherprojects.com
Domain Status Mot Validated
DCV Order Status  Submitted
DCY method HTTPS_CSR_Hash

Arequest for HTTPS validation of ditherprojects.com has been successfully submitted.

Awaiting the validation result...

== o

9. CCM will check whether the file has been placed in the web server root and validate the domain. On
successful validation, the DCV Order status of the domain will change to 'Validated'.

DNS CNAME

On selection of CNAME method, CCM creates a DNS CNAME record for the requested domain and stores its hash
value for future reference. The next step allows you to get the DNS CNAME record for the requested domain. The
DCV status of the Domain will be changed to 'Awaiting Submittal'.

Validate domain - ditherprojects.com X
n Get Validation Info ———————— Order Submission

Registered Domain Mame  ditherprojects.com
Domain Status Mot Validated
DCV Order Status  Awaiting Submission
DCV method CMNAME_CSR_Hash

SHAZ56 Hash 5452a0a15d3a9b3d51765a1f68b6d440c80f517eed1eac31bd9ched8cdB86900b
MD5 Hash 546f0fd9977f2339752e6achd6Td0of2
Instructions for CNAME DCV

1. Create a CMAME DMNS record for ditherprojects.com as shown below:

_BABfOfdO977f2339752e6acod6fd09f2 ditherprojects.com. CHNAME
5452a0a15d3a9b3d51765a1168b6d440.cB0f517eed1eac31bd9cbed8cdB6900b.comodoca.com.

2. After you have created the CMAME DMS record, click the Submit button below.

Save & Close Back
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3. Copy the CNAME DNS record given in item no. 1 and pass it to the domain administrator through any out-
of-band communication method like email and request the domain administrator to create the record for the
domain.

4. Click 'Save & Close'. CCM will save the hash value generated for future comparison.

5. After the Domain Administrator has created the record, open the DCV interface by clicking 'Settings' >
'Domains' > 'DCV' tab

6. Resume the DCV process by selecting the domain and clicking the 'DCV' button.
7. Click 'Submit'.The DCV Order status of the domain will change to 'Submitted'.

Validate domain - ditherprojects.com x
n Get Validation Info —— a Order Submission

Registered Domain Name  ditherprojects.com
Domain Status Mot Validated
DCV Order Status  Submitted
DCV method CMNAME_CSR_Hash

SHAZ256 Hash 5452a0a15d3a9b3d51765a1168b6d440c80f517eed1eac31bd9cbod8cd86900b
MD5 Hash 546f0fd9977f2339752e6ac5d6fd09r2

Arequest for CMNAME validation of ditherprojects.com has been successfully submitted.

Awaiting the validation result...

= o

8. CCM will check whether the record has been created. If it is found created, the DCV Order status of the
domain will change to 'Validated'.

Validating Multiple Domains at a time

Domain Control Validation (DCV) can be initiated for multiple domains that share a common domain administrative
email account in the Whols database, at once.

To initiate Bulk DCV for multiple domains
1. Open the DCV interface by clicking 'Settings' > 'Domains' > 'DCV".
2. Select the domains that share common domain administrator email address
3. Click the 'DCV' button
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Delegations

' Filter

[+ [ ] +REGISTERED DOMAIN HAME VALIDATION 5TATUS

14

jthersdpns.com Mot Validated

| [ ghtherprojkcts.com Mot Validated

& O comodo.co Expired

Bulk DCV x

Select an email address that will be used for validation:

bumpsted@dithers.com ~

Cancel

The Bulk DCV dialog will open. The dialog contains lists of possible domain administrator email addresses and the
email addresses fetched from the Whols database for each domain. Common email addresses identified from the
lists are displayed in the drop-down at the top.

Bulk DCV x

Select an email address that will be used for vahidation:

burmpsted@dithers.com

bumpsted@dithers.com
—jcdithers@dithers.com
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4. Select the email address of the administrator who can receive and respond to the validation mail from the
drop-down and click 'OK'.

An automated email will be sent to the selected Domain Administrator email address. The DCV Order status of the
domains will change to 'Submitted'.

On receiving the email, the domain administrator should click the validation link in it to open the validation form and
enter the validation code contained in the email, in order to complete the validation process. Once completed, the
DCV order status of the domains will change to 'Validated'.

6.4.2.2.2.1 Changing DCV method for Validation Pending Domains

The RAO/DRAO SSL Administrator with appropriate privileges can change the DCV method for the domains whose
validation is pending, from the DCV interface.

To change the validation method
1. Open the DCV interface by clicking 'Settings' > '‘Domains' > 'DCV".

2. Click the 'DCV' button in the row of the domain with DCV status is 'Awaiting Submittal' or 'Submitted'. The
DCV wizard will start.

3. Click 'Back' The wizard will move to the previous step of selecting the DCV method

4. Select the new DCV method and continue the process as explained in the section Validating the Domain.

6.4.2.3 Delegating/Re-delegating an Existing Domain

The administrator can delegate or re-delegate the domain to Organizations/Departments according to the
requirement from the 'Domains' > 'Delegate’ area. Selecting the domain and clicking 'Delegate’ button from the top
opens the 'Delegate Domain' interface that allows the administrator to delegate or re-delegate the domain. The
administrator can also select the certificates to be made available for the domain on delegation to the specific
Organization/Department based on purpose of delegating the domain to the Organization/Department.
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Organizations Motifications Encryption Assignment Rules

| "y Filter

| 2 | <k add ||| Delete || VieW || Delegate |

HAME DELEGATION STATUS DATE REQUESTED

() comodo.com Approved 091242015

dithersprojects com Approved 0B2242016
() *.comodo.com Approved 12/01/2015
s meaucom Approved 09/11/2015
{ Delegate Domain x|
Domain: dithErSprUjEBtS.cnm
i Organizations/Departments S5L S/MIME  Code Signing Device cert |
# [Jcomodo SE
‘ 4+ [pevice org ‘
[# [ Dithers Organization
[# []55L Support Team ] ] ]
| Expand All

Also the administrator can validate the domain before delegating/re-delegating it specific Organization/Department
by clicking the 'Validate' link. Clicking the link enables the administrator to send an automated email to the domain
control administrator to check the domain control authority. See Validating the Domain for more details.

The domains delegated by other administrators are to be approved by the Master Administrator at Comodo CA.

Full details on delegating a domain are available in the previous section, 'Create Domain - Table of Parameters'.

6.4.2.4 Viewing Validating and Approving Newly Created Domains

The Domains created by self or other Administrators can be viewed by RAOs. To view the details of a domain,
select the checkbox beside it and click the 'View' button at the top. The view dialog also enables the administrators
to view the requisition details of the domain creation/delegation. The delegations that are yet to be approved are
displayed in red. The domain becomes active only after the Master Administrator approve it and only then it enables
for request and issuance of SSL certificates and client certificates.
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Organizations Motifications Encryption Assignment Rules
oo
Yy Filter
HE ol add ||| Delete @ Delegate
HAME ACTIVE DELEGATION STATUS DATE REQUESTED
() comodo.com Approved 09/M12/2015
dithersprojeu:ts.u:um Approved 0812212016
() *comodo.com Approved 120172015
et blesccom Approved 09/11/2015
r
View domain: dithersprojects.com X
‘ G Details Approve Reject |
| ORGANIZATION DEPARTMENT ALLOWED CERT TYPES
() S5L Support Team Device cert
® SSL Support Team dome Device cert
() Dithers Organization Stores Department Client cert, 3SL,Code Signing,Devict
() Dithers Organization Client cert, 551, Code Signing, Device

| 15 | vt 1+t [ I O

6.4.2.4.1 View Domain - Summary of Fields and Controls

Column Display Description

Organization Displays the list of all Organizations delegated to the selected domain. List is
displayed in ascending alphabetical order.

Department Displays the list of Department that is delegated the domain.

Description Short description of the domain

Requested by Displays the name of the administrator who has created the domain.

Date Requested The date at which the domain was added to CCM.

Date Approved The date at which the request was approved.

Allowed Cert Types The Certificate types that are enabled and available for the domain
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Note: The administrator can enable or disable the columns from the drop-down button beside the last item in the

table header:
Description %

Requested by

ng Date Requested
MRAQ Appraver

Date MRAD Approved

ling

Controls Refresh Updates the list of displayed Organizations and Departments and their
details.
Delegation Control Buttons | Details Enables the administrator to view the requisition details of the

Note: The Delegation domain.

control buttons are visible
only on selecting a domain

Approve Enables Master administrator to approve the creation and
delegation of the domain by RAO and DRAQ administrators.

Note: This control button is visible only for Domains with 'Requested’
status and only to RAO administrator.

Reject Enables Master administrator to decline the creation and delegation
of the domain by RAO and DRAQ administrators.

Note: This control button is visible only for Domains with 'Requested'
status and only to RAO administrator.

6.4.2.4.2 Approval of Creation and Delegation of Domains
Domains that are created and delegated by:
*  RAO Administrators are to validated by the Master Administrator to become active;

«  DRAO Administrators are to be first validated and approved by the RAO Administrator of the Organization
to which the Department delegated with the domain and then by the Master Administrator to become
active.

Domains which are awaiting approval are displayed in red color in the Domains area of the CSM interface.
The RAO Administrator can check the validity of the Domain and approve/reject the request for the Domain.
To approve or reject a domain delegation

+  Open the 'View Domain' dialog.

«  Select the Organization/Department for which the domain delegation has been requested.

«  Click 'Approve' or 'Reject' button from the top.
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View domain: dithersprojects_com X
‘ HE ) Details! Approve Reject
ORGANIZATION DEPARTMENT ALLOWED CERT TYPES
|
| | @ Dithers Construction Company Stores Department Client cert,35L,Code Signing
| | (O Dithers Construction Company Client cert,5SL,Code Signing
() Dithers Construction Company Purchases Departement Client cen,35L, Code Signing

1w 1-30or (50 D D

If a domain is created/delegated by a DRAO Administrator, it will be displayed in red only to the RAO Administrator
of the Organization to which the Department belongs, indicating it is awaiting approval, in the 'Domains' area of the
CSM interface. Once it is validated and approved by the RAO Administrator, it becomes visible to the Master
Administrators for validation/approval.

If a domain is created by an RAO Administrator, it will be displayed in red to the Master Administrators indicating that
it is awaiting validation/approval.

Once a requested domain is validated and approved by the Master Administrator, a domain approval notification
will be sent and the domain will be enabled for request and issuance of SSL certificates, Client certificates and Code
Signing certificates.

6.4.2.4.3 Viewing Requisition Details of a Domain

The administrator can view the request details of the domain delegation by selecting an Organization or a
Department and clicking the 'Details' button from the 'View Domain' interface.

Request Details X

Crganization Dithers Construction Company
Departtment
Domain dithersprojects.com
Requested by Joe A
Date Requested 0411772015
RACQ Approver
Date RAC Approved
MRAC Approver 1 John Smith
Date MRAQ Approved 041772015
Status Approved
Description Exibiting construction projects
Email Address joea@example.com
Allowed Cert Types Client cert,S5L,Code Signing
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6.4.2.4.4 Request Details - Table of Parameters

Field Description

Organization Indicates the name of the Organization to which the domain is delegated.

Department Indicates the name of the Department to which the domain is delegated.

Domain Indicates the name of the selected Domain.

Requested by The name of the Administrator who has requested for the approval of the
delegation of the domain to the Organization/Department.

Date Requested Date of requisition for delegation of the domain.

Date Approved The date on which the request was approved.

Status Indicates whether the domain has been approved or awaiting approval for
delegation.

State Indicates whether the domain is active or inactive as set by the administrator.

Description A short description for the domain as entered by the administrator while creating
it.

Email Address Email address of the administrator who requested for the delegation of the
domain.

Allowed Cert Types Indicates the Certificate types which could be requested/issued for the domain.

6.5 Encryption and Key Escrow

6.5.1 Introduction and Basic Concepts

If required, Comodo Certificate Manager can store the individual private keys of end-user's client certificates so that
they can be recovered at a later date by appropriately privileged administrators. This allows important data and
messages to be decrypted should the end-user lose their private key. Due to the highly sensitive and confidential
nature of this feature, all escrowed private keys are stored in encrypted form so that they cannot be easily stolen or
compromised.

«  Atthe time the public/private key pair is generated for an end-users client certificate, the private key of that
certificate will be automatically encrypted and escrowed (stored) by CCM. This happens every time a new
client certificate is generated.

» ltis possible to specify that keys in escrow be independently retrieved by three types of administrator -
RAO S/MIME, DRAO S/MIME and the Master Administrator (at Comodo CA). When creating a
Department, the RAO S/MIME can choose whether they wish the private keys to be retrievable by the
DRAO S/MIME, by the RAO S/MIME (themselves) and/or by the 'Master Administrator' (Comodo).

«  Therefore, it is possible for CCM to store up to 2 encrypted versions of the private keys of client certificates
of an Organization and up to 3 versions for a Department. Each version will be separately encrypted by a
different 'master’ public key.

«  These master public keys are stored by Certificate Manager. The corresponding master private keys are
not stored in Certificate Manager (the master 'private’ key is required for decryption/retrieval). These keys
must be saved in a secure location by the Administrator that is creating the Organization/Department.

« There is one master key pair per Organizational tier (Master (Comodo), RAO and DRAO) These keys are
generated (if required) during the creation of that Organizational tier (e.g. during Organization creation or
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during Department creation). Therefore, one master key pair will be used by all RAO S/IMIME
Administrators of a particular Organization - the Organization Master key. Similarly, if key retrieval is
required at the Departmental level then one pair of master keys will be used by all DRAO S/MIME Admins
of a particular Department - the Department Master Key.

« If'Allow key recovery by RAO/DRAQ' is enabled at the point of Organization/Department creation THEN
these master key pairs must be initialized prior to issuing client certificates. It is not possible to issue
client certificates UNTIL the master private keys have been initialized. See 'Master Keys Required Prior
to Client Cert Issuance' for more details.

Retrieving the private key of a user's client certificate from escrow will cause the revocation of that certificate. This is
true if any one of the aforementioned administrative types chooses to retrieve from escrow. A private key can is
retrieved from escrow by clicking the 'Download' button next to the chosen certificate. See Recovering a User's
Private Key from Escrow for more details.

6.5.2 Setting up Key Escrow for a Department

»  Key recovery options are chosen during the creation of a Department. Once chosen, these settings cannot
be reversed.

«  This section will deal purely with the key recovery elements of Department creation. The key recovery
settings are just one part of the overall Departmental creation process. Administrators are therefore
advised to treat this section as an information gathering exercise on key escrow prior to creating a new
Department. For a full outline of all steps and options involved in the creation a Department, please see
Managing the Departments of an Organization

»  Only RAO S/MIME Administrators are able to specify key recovery settings for an Organization. This is
because only those types of Administrator are able to create a Department.

To set key recovery options

»  Select 'Settings' > 'Organizations'.
»  Select the 'Organization' and click '‘Departments' from the top to open the 'Departments' interface
»  Click 'Add' from the 'Departments' interface to open Add New Department interface

+  Click the 'Client Cert' tab to view and configure key recovery options:
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Dashboard @ Certificates E‘A Discovery Code Signing on Demand

Domains Motifications Encryption Assignment Rules

STATE COUNTRY VALIDATION STATUS

NAME
() Device Org Device Org Device Org  US Mot Validated
(® Dithers Organization Chennai TN I Mot Validated

() =5L Support Team Clifton M s

: v

Departments - Dithers Organization

NAME | CIY STATE | COUNTRY
() Stores Department Chennai TH IM
|
| Add New Department x |

General EV Details Client Certificate 551 Certificate Code Signing Certificate

Self Enroliment

eh AP

Allow Key Recovery by Master Administrators
Allow Key Recovery by Organization Administrators

low Key Recovery by Department Administrators

Clham==tT Types | Customize |
oK | Cancel |
Allow Key Recovery by Checkbox If selected, the Master Administrator will have the ability to recover
Master Administrators the private keys of client certificates issued by this Department. At
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Default state -
checked if pre-
enabled by
Master
Administrator

the point of creation, each client certificate will be encrypted with

the Master Administrator's master public key before being placed
into escrow. If this box is selected then the Department will not be
able to issue client certificate UNTIL the Master Administrator has
initialized their master key pair in the Encryption tab

Check-box

Default state -
checked if pre-
enabled by
Master
Administrator

Allow Key Recovery by
Organization Administrators

If selected, the RAO will have the ability to recover the private
keys of client certificates issued by this Department. At the point of
creation, each client certificate will be encrypted with the RAOs
master public key before being placed into escrow. If this box is
selected then the Department will not be able to issue client
certificate UNTIL the RAO S/MIME admin has initialized their
master key pair in the Encryption tab.

Check-box

Default state -
checked if pre-
enabled by
Master
Administrator

Allow Key Recovery by
Department Administrators

If selected, the DRAO S/MIME Administrator will have the ability to
recover the private keys of client certificates issued by this
Department. At the point of creation, each client certificate will be
encrypted with the DRAOs master public key before being placed
into escrow. If this box is selected then the Department will not be
able to issue client certificates UNTIL the DRAO has initialized
their master key pair in the Encryption tab.

»  Fill out the 'General Information' tab (and optionally the 'SSL'/ 'Code Signing Certificate' tabs if those cert
types are required). See Creating Departments for full details concerning the creation of a new

Department.

«  Once you are satisfied with all settings, click 'OK'" to add the Department

6.9.3

Master Keys Required Prior to Client Cert Issuance

The diagram below is an overview of the master keys necessary per recovery requirements for the successful

issuance of client certificates:
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Overview of required master keys
required prior to client certificate

issuance
|s the end-user a member
of a ‘Department™?
Is "Allow key recovery Is "Allow key recovery
‘Master' MPK e by Master Admins’ by Master Admins’ ¥, ‘Master” MPK
st exist checked on Departmant checked on Organization must exist
information screen? information screen?
Mo Mo
—— Is "Allow key recovery Is "Allow key recovery —
‘Organization Vs by Crganization Admins’ by Crganization Admins’ Yes— ‘Organization’
MPK must exist checked on Department checked on Grganization MPK must exist
information screen?

information screen?

Mo

Is "Allow key recovery
by Department Admins”
checked on Department
information screen?

‘Department’ MPK
must exist

1 85

Mo

End

Notes:

»  Administrators can find out whether recovery is checked for an Organization by clicking 'Settings' >
'Organizations', clicking the 'Edit' button of the Organization in question then selecting the 'Client Cert' tab.

- RAO S/MIME Administrators can find whether recovery is checked for a Department by clicking 'Settings'
> 'Organizations', then clicking the 'Departments' button of the Organization in question. Next, select the
Department in question and click 'Edit' button, then select the 'Client Cert' tab.

» 'MPK must exist' means that the key must have been initialized. If the key has not been initialized then
the Organization or Department in question will not be able to issue client certificates. If key escrow is
required through all tiers (Organization + Department) then this means that 2 master private keys will
need to be initialized. To check initialization status, the currently logged in administrator should click the
'Encryption’ tab
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6.5.4 Encryption

This area allows administrators to encrypt the private keys of users' client certificates. If key recovery was specified
during the creation of a Department, then this step is essential. No client certificates can be issued until the master
key pairs have been initialized.

Note: This area is visible and accessible by RAO/DRAO S/MIME Administrators if key recovery has been enabled
for their specific Organization/Department.

To use this feature the administrator needs to initialize private key encryption by clicking 'Initialize Encryption'
button.

Dashboard @ Certificates [ Discovery @ Code Signing on Demand
Organizations Domains Motifications Assignment Rules
3 ||| mitiaiize Encryption
SCOPE HAME STATE
() Organization Device Org Mot Initialized
i® Organization Dithers Organization Mot Initialized
() Organization SSL Support Team Mot Initialized

6.5.4.1 Summary of Fields and Controls

Column Display Description

Scope The Hierarchy level of the Organization/Department. It can be the Master,
Organization or Department.

Name The name of the Organization/Department.
State Indicates the status of private key encryption.
Controls

Refresh Reloads the list.

Encryption Controls

Note: The Encryption control
buttons will appear only on
selecting the scope and
depending on the state of

private key encryption Reencrypt Starts the re-encryption process of the private keys of the
certificates of the end-users of belonging to an

Initialize Starts the initial encryption process. This control is available only
Encryption when the private key encryption has not been done earlier and
the status is Not Initialized, for and Organization/Department.
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Organization/Department. This control is available only if the
private keys are already encrypted.

6.5.5 Encrypting the Private Keys

To use this feature the administrator needs to initialize private key encryption by clicking 'Initialize Encryption'
button. The process will be started and a master private key will be generated. The administrators need to copy the
private key and paste it in a .txt file and store in a secure location.

Encryption X

| Please copy and save the private key If you lose the private key then you will not be able to retrieve
' any cerificates that were encrypted with it.

MIIEwgIBADANBgkghkiGIwIBAQEFARSCEHqwggSkRgEARCTBAOCHGBUWS1UITTEY -
I10xVOLVyMOQAYEVECPL sAytwne/ AVa/ 5 TnC7clIkOml 2/ JWay DMt kEPari 3u¥Ma B
O+HgSGEXX 1 kb2qzhCdIg/ UnprDCWORVYIGVIEgnGIPIEGdvme 3 ZeNz 1 bwE2uyqulli ‘fJ
awqunpPSx90T1fz5r/ cOxmRvgSgMnthl2UocHCmpODp)dEj TO0RC1 kIgS1 YA k94T
KTHISaMYSAzEQHoQATAQgrDsT21XbaXsdsyzfCed4XHxpYHz IFYw/ TTCiHgEaVET
DWTAEZEZ SotgquxVM4ATt2 INGZ2gBOJdLdWHaca+pyulyOrX1r5Z1 D1 PD3R3GVryFRE
TEgRc3IcoAgMBALECggEARP 3 SgalXVeMyqml IrT+1Bmj P04 17TROCEBrggrohnl r+M
YUBJVERMOLELFVIgRETulLXDbodiul vELK]L 2KvxycThELIDuuIpYl1dLEGEEL Poryu
BlEWSSWSHowvuztdYa8gToHoccBRuiyT1kuWT Y2 1XTUANtpDvEX Bk IGeez k3UEBa+
H¥zSo0u+EERFEtA4 1 ELETMuug T 3+ 2 k55 fxEAOvBuznzahPutlkm] Y2USVTkkEH g4 -
LVVEO0 IXmWepKFi BBT£51vHenpoi 004+ 36 LSUFKASeOVEMI MPNE J Gy tWDx 9/ 5/ wem

Done Cancel

Note: This 'master' private key is not stored within Comodo Certificate Manager. We advise administrators to save
the private key in a secure, password protected, location. It will be required should the administrator wish to either
re-encrypt the keys or download a user's client certificate.

On clicking 'Done’, the state is changed to 'Public key is loaded'.

Dashboard '@ Certificates [(& Discovery

Organizations Domains Motifications Assignment Rules

a | Re-encrypt

@, Code Signing on Demand

SCOPE HAME STATE
i) Organization Device Org Mot Initialized
(® Organization Dithers Organization
(C) Organization S5L Support Team Mot Initialized

All the private keys of user client certificates are now encrypted using the master public key of the administrator that
began this process. Decryption will require the private key that was saved earlier.
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6.5.6 Re-encryption

The re-encryption area allows RAO S/IMIME and DRAO S/MIME administrators to change their master key pair then
automatically re-encrypt existing end-users key pairs with the new master public key. This may be necessary if the
original private key becomes compromised or administrative personnel leave the company.

To start the Re-encryption process

«  Select the scope and click the 'Reencrypt' button alongside the Organization/Department in the Controls
column.

i3 Code Signing on Demand

Dashboard @ Certificates [ piscovery

Crganizations Domains Maotifications Assignment Rules
| 2 (| Reencrypt |

SCOPE HAME STATE
() Organization Device Org Mot Initialized
Organization Dithers Organization Public key is loaded
() Organization SSL Support Team Mot Initialized

The Administrator will be prompted to paste the existing master private key to start the process:
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Please enter Master private key. X

“required fields

Master private key*

Cancel

Please égter Master private key. X

*-required fighds

Master private key*

MITEvgIBADENBgkqhkiGIwlIBAQEFARSCEKgwygSkAGELRoTBAQCHQBUWS1UITIEY T
T1QxVOLVYMOQRYEVEOPI aRytvne/ AV 5 TnCTclIb0ml 2/ TWa yIMt kkPari3uyYMe L4
O+HgSEEXEX1kb2gzhCdIg/ UnprDCWORVIGVIEgQnGAPIEGdvmc3ZclNzlbwe 2uyqulli
awqunpPSx90T1£z5r /cOxmRvgSgMntb02UocHCnpODp jdE] TORC1 kIgS 1 YA/ k94T
XTHI3xMYSAdzEQHoQATAQgrDsT21XbsXsdsvzfCed 4XHpYH=zIFYw,/ TICiHgEAVET
DWIdEZEZ2 SotaguaVM4eTt 2 ING2qBOJdLdWHsca+pyulyOrXlrSZ1D1 PD3RaGVEYFEB
TfgRc3cSAgMBARECQgERLPISgalVeMyqnl IrT+1Bmj 8 P04 1 TROtBrggrShnl r+M

- Paste the Master key and click 'OK'.

The re-encryption dialog will appear. This will provide a brief summary of the forthcoming process.

Re-encryption X

n Information ——— Generate new key pair Save new private key ——— E Re-encrypt —— E Summary

Re-encryption is used when you need to generate new key pair and re-encrypt all files with new public key.

CMwill first generate a new key pair (public and private key). You should save the new private key. Then, CM will backup old
files and re-encrypt existing files.

Click ™ext' to continue.

Cancel MNext

o Click 'Next' to continue:
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Re-encryption

n Information ——— a Generate new key pair

Save new private key ——— E Re-encrypt —— E Summary

Cerificate Manager will now generate a new key pair far you.

Then you have to save the new private key in safe place. Click 'Generate key pair button below to proceed.

Cancel Generate key pair

»  Click the 'Generate Key Pair' to generate the new keys:

Re-encryption

n Information ——— a Generate new key pair

B Save new private key ——— Re-encrypt —— E Summary

Save this new private key in safe place.

Mote: do not delete the old private key. If re-encryption failed, you should use current (old) private key.
Click ‘Continue’ below.

MITEwgIBADANBgkghkiGoOwOBAQEFARSCBKgwygSkAgEARGTBAQCYryROAMTTRY R
olmzBNSdnghj1DAEWE 9+5hEQN3JLODAYAHEUTET0STUa SuW0 9F 0D EEKGWE albmTV4
LGIMhDDKC9GYa dewbskxulONvETL46W/ £G5c0XD5s1Jz96ustéwiverbpP)gB4 Pk
sZitync/LIvkYmiH0351 4884 E+EbwyemrEPOpYhZ 2bKa 3121 5KEJ 1w FY4CFd
pJzel BAMEODgGqwmluix/ / rETtNGto,/ gi80gqtzgkGRAZ /v F0XayacBgcDIOOVCYE
EMEEWFRT/ rPIpoX TMWiI1FAC3VowkS 51 fWodYXJsUxDOj rIC30GUESLAVI/ Y230+

-

o »

Copy and paste the private key into a .txt file then save it in a secure, password protected location. Click
'Continue'. The re-encryption of the private keys will be start.
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Re-encryption X
n Information ——— a Generate new key pair B Save new private key ——— n Re-encrypt —— E Summary
Click ‘Proceed to start the re-encryption process.
You will receive a report when the process is complete.
Proceed

Cancel

- Click 'Proceed' to begin re-encrypting the private keys of client certificates. Upon successful re-encryption,
a summary screen will be displayed.

Re-encryption

n Information ——— a Generate new key pair

B Save new private key ——— n Re-encrypt —— B Summary

Re-encryption completed successfully.

5 of & files were successfully re-encrypted. Use your new private key.

6.5.7 Recovering a User's Private Key from Escrow

The administrator may need to recover a users private key in order to decrypt data if, for example, the original client
certificate belonging to an end-user was lost or if the user left the company. The end-user's private key can be
downloaded from the 'Certificates' > 'Client Certificates' interface.

Note: Administrators should have their master private key ready - it will be required to complete this process.

«  Open the 'Client Certificates' interface by clicking 'Certificates' > 'Client Certificates'.

»  Select the end-user and click the 'Certs' button from the top. The 'Certificates for' interface will open with
the list of all the certificates belonging to the end-user in chronological order (newest first).

«  Select the certificate and click 'Download'.
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Certificates for: alice@dithers.com X
‘ ¥ Filter v
| B Resend Invitation | Invitation not sent View =
ORDERED REVOKED EXPIRES CERTIFICAZE TYPE ORDER HUMBER|  SERIAL NUMBER L3

@ 04/09/2015

15:53 StangArd Persona Validated Cert 13389907 FC:4B:75:82:17:F Down

D4/08/2016

Enter Password and your Master private key x

*-required fields

Password®

Master private key*

In order to decrypt this end-user's key pair the Administrator must paste the corresponding ‘'master' private key into
the space provided in order to download any end-user's client certificates. Admin can set a password to protect
access to private key in .p12 file as well.

Note: Successfully downloading the private key of a client certificate will revoke that certificate.

6.6 Notifications

The 'Notifications' interface enables RAO and DRAO Administrators to set up and manage to set up and manage
email notifications to various personnel - including notifications triggered by events like requisition, issuance,
download, installation, expiry of certificates, requisition, approval and validation of domains and their delegations,
creation of administrators, certificate discovery scan reports and more.

Tip: CCM also enables the Administrators to customize the email templates of the notifications as required. Refer
to Email Templates for more details.

Administrative Roles:

- RAO - Can only view the notification set by them for the users belonging the Organizations (and any
subordinate Departments) that have been delegated to them. They can create and manage notifications
only for the notification types on which they have authority AND only for the Organization (and any
subordinate Departments) that have been delegated to them.

»  DRAO - Can only view the notifications setup for the users belonging to Department(s) delegated to them.
They can create and manage notifications only for the notification types on which they have authority AND
only for the Departments that have been delegated to them.
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(%) Dashboard ® cenncates [# Discovery
Crganizations Comains Mofficabions Encryption Assignmant Rulas
W Filter ¥
% || == Ada ||| Edit | Delete
DESCRIFTION ORGANZATIONIDERARTMENT DAYS CHEATED BY
= 30 days before expirty of 5L cants Advanced | Any depariment 30 Diry Gild
. & Advanced, Foothall, Bar, arg1 /Al
15 days before expiry of Client Cers Lot . il 15 Dry Gild
' ’ ; Advancad, Foothall, Bar, arg1 J Any -
15 days hatore of Device Cens department 15 Dry Glid

Column Display

Notifications - Summary of Fields and Controls

Description

Description Provides a short description for the notification, as entered by the administrator
during creation.

Organization/Department | The Organization(s)/Department(s) for which the notification was created. The
notification mails will be sent to the only to Administrators/Users of these
Organization(s)/Department(s).

Days Number of days in advance of the event, the notification will be sent.

Created by Displays the name of the administrator who has created the notification.

table header:

Note: An administrator can enable or disable the columns from the drop-down button beside the last item in the

Control Buttons

CREATED BY

9

+ Qrganization/Department
Al
v Created by

Control Buttons Add Enables the Administrator to add a new notification.
Refresh Updates the list of displayed Notifications.

Notification Control Buttons | Edit Enables the administrator to edit the notification. See the note below
Note: The Notification this table.
control button§ are visible Delete Enables the Administrator to delete the notification. See the note below
only on selecting a :

L this table.
Notification

are true:

of the notification.
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«  The administrator has authority for the notification type.
«  The creator of the notification is of the same or lower administrative level than that of the administrator.

Sorting and Filtering Options

»  Clicking on a column headers 'Description’ and 'Days' sorts the items in the alphabetical order of the
entries in the respective column.

Administrators can search for a particular notification from the list by using filters:

¥ Fitter
b

£3 | == add | | Edit | Delete

To apply filters, click anywhere on the 'Filters' stripe. The filter options will be displayed. You can add filters by
selecting from the options in the 'Add Filter' drop-down and group the selection with other options that appears
depending on the selection from the 'Add Filter' drop-down. For example, if you want to filter the notification type set
for an Organization/Department, select 'Organization’ from the 'Add Filter' drop-down:

Y Filter ~

Add Filter: | Select... E| Group by: | Ungroup E'

Select..
Description
Organization

«  Select the Organization to which the Department belongs from the ‘Organization' drop-down.

Y Filter ~
Add Filter: | Select... E| Group by: | Ungroup E|
o Organization: I Dithers Construction Company IZ| Department: | Purchases Departement |Z|

HE
% Clear > Refresh

«  Select the Department from the 'Department 'drop-down.
« To group the results based on the days parameter, select 'Days' from the 'Group by" drop-down.
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Y Filter ~
Add Filter: | Select... E| Group by: | Ungroup E|
Ungrou
e Organization: | Dithers %mmny El Department. | Purchases Departement El
—
¥ Clear t_~ Refresh

«  Click the 'Apply" button.

The filtered items based on the selected parameters will be displayed:

DESCRIPTION ORGANIZATION/DEPARTMENT DAY S CREATED BY

2 15
ABCD Corporation, Dithers Construction

1 15 days before expiry of Client Cert Company, Capital Business, Best 15 Joe A
Organization / Any department

= 10
ABCD Corporation, Dithers Construction

@ 10 days before expiry of Client Cert Company, Capital Business, Best 10 Joe A
Organization / Any department

2 30

ABCD Corporation, Dithers Construction
7y 30 days before expiry of 3SL Cert Company, Capital Business, Best 30 Joe A
Organization / Any department

« To remove the filters, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
‘Notifications' interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button.

6.6.1 Adding a Notification

The administrator can add a new notification by clicking the 'Add' button under the 'Notifications' sub-tab and filling
out the form that appears.
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Dashboard @' Certificates [, Discovery Code Signing on
Organizations Domains Motifications Encryption Assignment Rules
Y Filter
= m Edit || Delete
DESCRIHTION ORGANIZATION/DEPARTMENT DAY S
(® 30 days Hefore expiry of S5L certs Dithers Organization / Any department 30
() 15 days Hefore expiry of Device Ceris Dithers Organization / Any department 15
) 15 days Hefore expiry of cliet cers Device Org / Any department 15

V

Create Notification x|
|

*-required fields

Motification Type | Client Certificate Expiration e
Description* {D
Organization/Department®  grganization Deparntment
O O O any
lcomodo SE

= Dithers Organization

O pevice Org (I Mone

Dithers Organization Stores Department

OsaL Support Team

Drays in advance to notify* @
Frequency: ® onee O Daily

Notify Requester [] (1)
Maotify Client Certificate RAO Admin(s)y* [ {D

Notify Client Certificate DRAO Admin(s) (1 (1)

Subscribers
{optional, comma separated)

oK Cancel

When adding a notification administrator should first select a Notification Type.

There are several types of notifications available for selection. The list of notification types in the drop-down is
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dependent on the role of the administrator. For example, RAO SSL and DRAO SSL administrators will see the
options corresponding to only to SSL certificates and so on.

An administrator can create notifications when he/she has authority for all of the Organizations and Departments
contained within the scope of the notification and the administrator has authority for the notification type.

Similarly, an administrator can view existing notifications when he/she has authority for any of the Organizations or
Departments contained within scope of the notification and the administrator has authority for the notification type.

Create MNotification X

*-required fields

Motification Type | Client Cerificate Expiration v

Client Cerlificate Expiration .; @

Description” [ Cliant Certificate Revoked
| Code Signing Cerificate Downloaded
Organizafion/Department” | Code Signing Cerificate Revoked
| Code Signing Cenificate Expiration
| Code Signing Cerificate Requestad
| 851 Approved
| 35L Awaiting Approval
| 55L Declined
| SSL Expiration
| 55L Issuance Failed
| 55L Revoked
Discovery Scan Summary
| Remote SSL Certificate Installed
Remote SSL Certificate Installation Falled
| Auto Installation'Renewal Failed
Certificate is ready for manual installation
| Device Certificate Expiration
| Device Certificate Revoked
| Device Cerfificate Awaiting Approval -

artment

o Any

The following table explains the notification types that are available for administrators according to their
administrative roles.

Notification Notification Type Administrator Type

Client Certificate Expiration Client Certificate RAO S/MIME admins, DRAO S/MIME
admins.

Client Certificate Revoked Client Certificate RAO S/MIME admins, DRAO S/IMIME
admins.

Code Signing Certificate Downloaded Code Signing Certificate | RAO Code Signing admins.

Code Signing Certificate Revoked Code Signing Certificate | RAO Code Signing admins.

Code Signing Certificate Expiration Code Signing Certificate | RAO Code Signing admins.

Code Signing Certificate Requested Code Signing Certificate | RAO Code Signing admins.

SSL Approved SSL Certificate RAO SSL admin, DRAO SSL admin.

SSL Awaiting Approval SSL Certificate RAO SSL admin, DRAO SSL admin.

SSL Declined SSL Certificate RAO SSL admin, DRAO SSL admin.

SSL Expiration SSL Certificate RAO SSL admin, DRAO SSL admin.
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Validation

SSL Issuance Failed SSL Certificate RAO SSL admin, DRAO SSL admin.

SSL Revoked SSL Certificate RAO SSL admin, DRAO SSL admin.

Discovery Scan Summary Other All administrators.

Remote SSL Certificate Installed SSL Certificate RAO SSL admin, DRAO SSL admin.

Remote SSL Certificate Installation Failed SSL Certificate RAO SSL admin, DRAO SSL admin.

Auto Installation / Renewal Failed SSL Certificate RAO SSL admin, DRAO SSL admin.

Certificate is ready for manual installation SSL Certificate RAO SSL admin, DRAO SSL admin.

Device Certificate Expiration Device Authentication | RAO Device Certificate admins, DRAO
Certificate Device Certificate admins.

Device Certificate Revoked Device Authentication | RAO Device Certificate admins, DRAO
Certificate Device Certificate admins.

Device Certificate Awaiting Approval Device Authentication | RAO Device Certificate admins, DRAO
Certificate Device Certificate admins.

Client Admin Creation Other All administrators.

Domain Awaiting Approval Other All administrators.

Domain Approved Other All administrators.

DCV Expiration Domain Control RAQ SSL admin, DRAO SSL admin

DCV Validated

Domain Control
Validation

RAO SSL admin, DRAO SSL admin

DCV Needed-New Domain

Domain Control

RAO SSL admin, DRAO SSL admin

Validation
Code Sign Request Created Code Signing Certificate | MRAO, RAO Code Signing admins,
DRAO Code Signing admins.
Code Signing CSoD Revoked Code Signing Certificate  MRAO, RAO Code Signing admins,

DRAO Code Signing admins.

Note: The Notification Types related to DCV will be available only if the DCV feature is enabled for your account.

Detailed description of each type of form is given below. The 'Create Notification' form varies pursuant to the

selected 'Notification Type'.

6.6.2 Notification Types

6.6.2.1 'Client Certificate Expiration' Create Notification Form

Enables administrator to set notification about terms of expiration of client certificates.
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| Create Notification b 4

*-required fields

Motification Type | Client Certificate Expiration E'
Description® @
Organization/Department”  Qrganization Departmeant

| El V] Any

[ClaBcD Corparation
DBestDrganization
| DCapital Business ‘

[T Dithers Construction Company

Days in advance to notify* (D
Frequency. @ Once O Daily
Motify Requester* [] (D
Matify Client Certificate RAQ Admin{s)* [ (D

Notify Client Certificate DRAO Admin(s)* [ (D)

Subscribers
(oplional, comma separated)

-

6.6.2.1.1 Table of Parameters
Form Element Type Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) s members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization' column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments’ column enables the notification to the members of all
the Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any" and select the required the
Departments.

Days in advance to notify | Text Field | Enables the administrator to set number of days the end-user will be
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(required) informed about expiration of the certificate before the event.
Administrator can also specify whether the notification has to be sent to
the member(s) only once or daily till the expiration date by selecting the
respective radio button.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for person that
requested the certificate.

Notify Client Certificate Check-box |Enables the administrator to set the notification for RAO S/IMIME

RAO Admin(s) (required) Admin(s) of the selected Organization(s).

Notify Client Certificate Check-box |Enables the administrator to set the notification for DRAO S/IMIME
DRAO Admin(s) (required) Admin(s) of the selected Department(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom

the notifications are to be sent.

6.6.2.2 'Client Certificate Revoked' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel upon revocation of a client
certificate.

| Create Notification b 4

*-required fields

Motification Type | Client Certificate Revoked B
Description® @
Organization/Department®  Organization Department
O Any

[ asco Corporation
DBestDrganization
DCapital Business

[T Dithers Construction Company

For Certificates Revoked by* [l user [C] Administrator
Motify Requester* [] @
Notify Client Certificate RAQ Admin(s)* (£ (D)

Notify Client Certificate DRAC Admin(sy* 1 (1)

Subscribers
(oplional, comma separated)

-
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6.6.2.2.1 Table of Parameters

Form Element Type Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments’ column enables the notification to the members of all
the Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any' and select the required the
Departments.

For Certificates Revoked | Check-box | Administrator should select a person (administrator or user) after
by: (required) whose revoke action, the notification will be send.

Notify Requester (required) | Check-box |Enables the administrator to set the notification for person, who
requested the certificate.

Notify Client Certificate Check-box | Enables the administrator to set the notification for RAO SIMIME

RAO Admin(s) (required) Admin(s) of the selected Organization(s).

Notify Client Certificate Check-box | Enables the administrator to set the notification for DRAO S/MIME
DRAO Admin(s) (required) Admin(s) of the selected Department(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom

the notifications are to be sent.

6.6.2.3 'Code Signing Certificate Downloaded' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose Code Signing
Certificate was revoked.
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| Create Notification X

*-required fields

Motification Type | Code Signing Certificate Downloaded E'
Description® @
Organization/Depantment”  organization Department

| O # v DAH}’

& aBcD Corporation E aABCD Corparation

DBestDrganlzatmn ¥ None

| Capital Business ‘
Capital Business
[T Dithers Construction Company

Motify Requester* [ (D
Notify Code Signing RAO Admin(s)* 1 (1)

Notify Code Signing DRAO Admings)* [ (1)

Subscribers
(oplional, comma separated)

s

6.6.2.3.1 Table of Parameters
Form Element Type Description

Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department | Checkboxes | Administrator can select Organization(s)/Departments(s), to the
(required) members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If
the notification is to be sent only to members of certain
Organizations, then select the respective Organizations. Selecting
'Any' in the 'Departments’ column enables the notification to the
members of all the Departments of the selected Organization. If the
notification is to be sent only to members of certain Department(s) of
the selected Organization(s), uncheck 'Any' and select the required
the Departments.

Notify Requester (required) | Check-box Enables the administrator to set the notification for person, who
requested the certificate.

Notify Code Signing RAO | Check-box Enables the administrator to set the notification for RAO Code
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Form Element Description

Admins(s) (required) Signing Certificate Admin(s) of the selected
Organization(s)/Department(s).

Notify Code Signing DRAO | Check-box Enables the administrator to set the notification for DRAO Code
Admins(s) (required) Signing Certificate Admin(s) of the selected Department(s).

Subscribers (optional) Text Field Administrator can specify email address(es) of other people to
whom the notifications are to be sent.

6.6.2.4 'Code Signing Certificate Revoked' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose Code Signing
Certificate is due to expire.

Create Notification X

| *-required fields

| Motification Type | Code Signing Certificate Revoked EI
Description® @
_ Organization/Department* Organization Departmeant
| v Any

[l aBcD Corparation
DBestDrganization
DCapital Business

[T Dithers Construction Company

Motify Requester* [] (D
Notify Code Signing RAO Admin(s)* [ (1)

Notify Code Signing DRAO Admin(s)* ] (1)

Subscribers
(optional, comima separated)

s

6.6.2.4.1 Table of Parameters

Form Element Type Description

Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department | Checkboxes | Administrator can select Organization(s)/Departments(s), to the
members of which this notification has to be sent. Selecting the
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Form Element Description

(required) checkbox at the top of the 'Organization' column enables the
notification to the members of all the Organizations/Departments. If
the notification is to be sent only to members of certain
Organizations, then select the respective Organizations. Selecting
'Any' in the 'Departments’ column enables the notification to the
members of all the Departments of the selected Organization. If the
notification is to be sent only to members of certain Department(s) of
the selected Organization(s), uncheck 'Any' and select the required
the Departments.

Notify Requester (required) | Check-box Enables the administrator to set the notification for person, who
requested the certificate.

Notify Code Signing RAO | Check-box Enables the administrator to set the notification for RAO Code
Admins(s) (required) Signing Certificate Admin(s) of the selected
Organization(s)/Department(s).

Notify Code Signing DRAO | Check-box Enables the administrator to set the notification for DRAO Code
Admins(s) (required) Signing Certificate Admin(s) of the selected Department(s).

Subscribers (optional) Text Field Administrator can specify email address(es) of other people to
whom the notifications are to be sent.
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6.6.2.5 'Code Signing Certificate Expiration' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose Code Signing
Certificate is due to expire.

Create Notification b 4

| *-required fields

| Matification Type | Code Signing Certificate Expiration B
Description® @
| Qrganization/Department® Organization Department
! O Ow 1 any

O asch Corporation 8 Capital Business

DBestDrganization [ None

N .
.CapltalElusmess Drﬂarketing Dept

[T Dithers Construction Company

[[=ales Dept
f
Days in advance to notify* | 15 @
Frequency: @ Once ) Daily
Motify Requester* [] (D
Maotify Code Signing RAQ Admin(s ) [ @
Maotify Code Signing DRAQ Admin{s)* @
Subscribers
(oplional, comma separated)
| e -
6.6.2.5.1 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department | Checkboxes | Administrator can select Organization(s)/Departments(s), to the
(required) members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’' column enables the
notification to the members of all the Organizations/Departments. If
the notification is to be sent only to members of certain
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Organizations, then select the respective Organizations. Selecting
‘Any'in the 'Departments’ column enables the notification to the
members of all the Departments of the selected Organization. If the
notification is to be sent only to members of certain Department(s) of
the selected Organization(s), uncheck 'Any' and select the required
the Departments.

Days in advance to notify | Text Field Enables the administrator to set number of days the end-user will be
(required) informed about expiration of the certificate before the event.
Administrator can also specify whether the notification has to be sent
to the member(s) only once or daily till the expiration date by
selecting the respective radio button.

Notify Requester (required) | Check-box Enables the administrator to set the notification for person, who
requested the certificate.

Notify Code Signing RAO | Check-box Enables the administrator to set the notification for RAO Code
Admins(s) (required) Signing Certificate Admin(s) of the selected
Organization(s)/Department(s).

Notify Code Signing DRAO | Check-box Enables the administrator to set the notification for DRAO Code
Admins(s) (required) Signing Certificate Admin(s) of the selected Department(s).

Subscribers (optional) Text Field Administrator can specify email address(es) of other people to
whom the notifications are to be sent.

6.6.2.6 'Code Signing Certificate Requested' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose Code Signing
Certificate is been requested by the Administrator to the CA.
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| Create Notification *

| *-required fields ‘

1 Matification Type | Code Signing Certificate Requested B
Description® @
| Organization/Depatment* Organization Department
! O« Any

[ClaBco Corporation
Best Organization
Capital Business

[T pithers Construction Company

Motify Requester® [] @
Notify Code Signing RAO Admin(s)* [] (1)

Motify Code Signing DRAO Admin(s)* ] @

Subscribers
{optional, conma separated)

OK Cancel

6.6.2.6.1 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department | Checkboxes | Administrator can select Organization(s)/Departments(s), to the
(required) members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’' column enables the
notification to the members of all the Organizations/Departments. If
the notification is to be sent only to members of certain
Organizations, then select the respective Organizations. Selecting
‘Any'in the 'Departments’ column enables the notification to the
members of all the Departments of the selected Organization. If the
notification is to be sent only to members of certain Department(s) of
the selected Organization(s), uncheck 'Any' and select the required
the Departments.

Notify Requester (required) | Check-box Enables the administrator to set the notification for person, who
requested the certificate.
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Notify Code Signing RAO | Check-box Enables the administrator to set the notification for RAO Code
Admins(s) (required) Signing Certificate Admin(s) of the selected
Organization(s)/Department(s).

Notify Code Signing DRAO | Check-box Enables the administrator to set the notification for DRAO Code
Admins(s) (required) Signing Certificate Admin(s) of the selected Department(s).

Subscribers (optional) Text Field Administrator can specify email address(es) of other people to
whom the notifications are to be sent.

6.6.2.7 'SSL Approved' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel upon Approval of an SSL
certificate request by an Administrator.

Create Notification b 4

| *-required fields

| Maotification Type | SSL Approved B
Description® @
_ Organization/Departtment®  Organization Department
! O Any

[ asco Corporation
DBestDrganization
DCapital Business

[T pithers Construction Company

Certificate Type | ANY B
Motify Qwner* [ @
Motify Requester* [] @
Motify SSL RAQ Admin(s ) L] @

Notify SSL DRAC Admin(s) [ (1)

Subscribers
(optional, comma separated)

-

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 334



6.6.2.7.1 Table of Parameters

- Administrator Guide comooo

Creating Trust Online®

/

/

Form Element

Type

Description

Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department | Checkboxes | Administrator can select Organization(s)/Departments(s), to the

(required) members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’' column enables the
notification to the members of all the Organizations/Departments. If
the notification is to be sent only to members of certain
Organizations, then select the respective Organizations. Selecting
'Any" in the 'Departments’ column enables the notification to the
members of all the Departments of the selected Organization. If the
notification is to be sent only to members of certain Department(s) of
the selected Organization(s), uncheck 'Any' and select the required
the Departments.

Certificate type: (required) |Drop-down  |Administrator should select type of SSL certificate for which the
notification is to be set.

Notify owner (required) Check-box Enables the administrator to set the notification for the Owner of the
certificate. The Owner of the certificate is the Administrator that first
approved the request for the certificate.

Notify Requester (required) | Check-box Enables the administrator to set the notification for person, who
requested the certificate.

Notify SSL RAO Admin(s) | Check-box Enables the administrator to set the notification for RAO SSL

(required) Admin(s) of the selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) | Check-box Enables the administrator to set the notification for DRAO SSL

(required) Admin(s) of the selected Department(s).

Subscribers (optional) Text Field Administrator can specify email address(es) of other people to

whom the notifications are to be sent.

6.6.2.8 'SSL Awaiting Approval' Create Notification Form

Enables the administrator to set a notification about an SSL certificate state after the certificate was requested. An
SSL certificate request must be approved by the administrator. Before the request is approved, its state is 'Awaiting

Approval'.
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Create Notification X

| *-required fields ‘

| Motification Type | SSL Awaiting Approval El
Description® @
: Organization/Department”  Qrganization Departmeant
f B v 1 Any

Clapco Eo e o] = Dithers Construction Company

DBestDrganlzatmn ¥ None

DCapltalElusmess [¥ purchases Departement

Dithers Construction Company Stores Department

Certificate Type | ANY B

Motify Requester* [] @
Motify S5L RAQ Admin(s)* [ (D‘

Motify SSL DRAC Admin{s}* [l (D‘

Subscribers
(optional, comima separated)

-

6.6.2.8.1 Table of Parameters
Form Element Type Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization' column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any' and select the required the
Departments.

Certificate type: (required) |Drop-down | Administrator should select type of SSL certificate for which the
notification is to be set.
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Notify Requester (required) | Check-box |Enables the administrator to set the notification for person, who
requested the certificate.

Notify SSL RAO Admin(s) | Check-box | Enables the administrator to set the notification for RAO SSL Admin(s)

(required) of the selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) |Check-box |Enables the administrator to set the notification for DRAO SSL
(required) Admin(s) of the selected Department(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom

the notifications are to be sent.

6.6.2.9 'SSL Declined' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose SSL Certificate
request was declined by the Administrator.
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Create Notification X

| *-required fields ‘

| Motification Type | S5L Declined E|
Description® @
: Organization/Department”  Qrganization Departmeant
! v L & Any

Clagco Eoes o] B Dithers Construction Company

DBestDrganlzatmn 7 None

DCapltalElusmess [¥ Purchases Departement

Dithers Construction Company Siovno Dapamtmant

Cerificate Type  ANY B
Motify Qwner* 7] @
Motify Requester* [] @
Motify SSL RAOD Admin{s ) ] @

Notify SSL DRAQ Adminsy* [ (D)

Subscribers
(optional, comima separated)

-

6.6.2.9.1 Table of Parameters

Form Element Type Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization' column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be
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sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any' and select the required the
Departments.

Certificate type: (required) |Drop-down |Administrator should select type of SSL certificate for which the
notification should be set.

Notify Owner (required) Check-box | Enables the administrator to set the notification for the Owner of the
certificate. The Owner of the certificate is the Administrator that first
approved the request for the certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for a person, who
requested the certificate.

Notify SSL RAO Admin(s) | Check-box | Enables the administrator to set the notification for RAO SSL Admin(s)
(required) of the selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) | Check-box |Enables the administrator to set the notification for DRAO SSL
(required) Admin(s) of the selected Department(s).

Subscribers (optional) Text Field

Administrator can specify email address(es) of other people to whom
the notifications are to be sent.
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6.6.2.10 'SSL Expiration' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose SSL Certificates are
due to expire, in advance.

Create Notification b 4

| *-required fields

| Maotification Type | SSL Expiration B
Description® @
: Organization/Department®  Organization Department
! O v [ Any

Clasco e fn e B Dithers Construction Company
DBestDrganlzatmn # None
DCEIDITEIEIUSIHESS [¥] purchases Departement

| o |
| [¥] Dithers Construction Company Stores Department

Certificate Type | ANY B
Days in advance to notify* (D
Frequency: @ Once ) Daily
Motify Qwner* 7] @
Notify Requester* [] @
Motify S5L RAD Admin{s ) ] @

Notify SSL DRAQ Adminsy* [] (D)

Subscribers
(optional, comima separated)

-
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6.6.2.10.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any' and select the required the
Departments.

Certificate type: (required) |Drop-down | Administrator should select type of SSL certificate for which the
notification is to be set.

Days in advance to notify | Text Field |Enables the administrator to set number of days the notification will be
(required) sent about expiration of the certificate before the event. Administrator
can also specify whether the notification has to be sent only once or
daily till the expiration date by selecting the respective radio button.

Notify Owner (required) Check-box | Enables the administrator to set the notification for a person, who owns
the certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for a person, who
requested the certificate.

Notify SSL RAO Admin(s) | Check-box |Enables the administrator to set the notification for RAO SSL Admin(s)
(required) of the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) | Check-box |Enables the administrator to set the notification for DRAO SSL Admin(s)
(required) of the Department(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.11 'SSL Issuance Failed' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel for whom the SSL Certificate
issuance has failed.
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| Create Notification X

| *-required fields ‘

: Motification Type | SSL Issuance Failed |E|
Description*® @
: Organization/Department®  Qrganization Department
f Ew v [ Any

[l agco Corporation E' Dithers Construction Company

i ] Best Organization 7 None

DCapltaI Business [¥| purchases Departerment

Dithers Construction Company Stores Depatment

Cerificate Type  ANT B
Motify Qwner* [7] @
Motify Requester® [7] @
Motify 5L RAD Admin(s ) ] @

Notify SSL DRAC Admin(s) [ (1)

Subscribers
(optional, comma separated)

| N -

6.6.2.11.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any" and select the required the
Departments.

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 342



Comodo Certificate Managg;.,.—--Ad'rn"iﬁﬂigfac_zf"/Guide COMODO

Creating Trust Online®

/
/

Certificate type: (required) |Drop-down | Administrator should select type of SSL certificate for which the
notification is to be set.

Notify owner (required) Check-box | Enables the administrator to set the notification for the Owner of the
certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for a person, who
requested the certificate.

Notify SSL RAO Admin(s) | Check-box |Enables the administrator to set the notification for RAO SSL Admin(s)

(required) of the selected Organization(s).

Notify SSL DRAO Admin(s) | Check-box |Enables the administrator to set the notification for DRAO SSL Admin(s)
(required) of selected the Department(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom

the notifications are to be sent.

6.6.2.12 'SSL Revoked' Create Notification Form

Enables the administrator to set the notification about SSL certificates 'Revoke' action (the certificate could be
revoked by the administrator or by the end-user).
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: Create Notification x

*-required fields

Motification Type | SSL Rewvoked B
1 Description® @
Organization/Department®  Qrganization Department
Ew Ew 1 any

[l apco Corporation E' Dithers Construction Company
] Best Organization 7 None
! DCapltaI Business [Clpurchases Departement

Dithers Construction Company [ stores Department

Cerificate Type  ANT B
For Cedificates Revoked by* [C] User [C] Administratar
Motify Owner* [] @
Motify Requester: [] @
Motify S5L RAQ Admin(s ) =] @

Motify S5L DRACQ Admin(s)* @

Subscribers
{optional, comma separaled)

-

6.6.2.12.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any' and select the required the
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Departments.

Certificate type: (required) |Drop-down | Administrator should select type of SSL certificate for which the
notification is to be set.

For Certificates Revoked | Check-box | Administrator should select a person (administrator or user) after
by: (required) whose revocation action, the notification is to be sent.

Notify Owner (required) Check-box | Enables the administrator to set the notification for the Owner of the
certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for a person, who
requested the certificate.

Notify SSL RAO Admin(s) | Check-box |Enables the administrator to set the notification for RAO SSL Admin(s)
(required) of the selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) | Check-box | Enables the administrator to set the notification for DRAO SSL Admin(s)
(required) of the selected Department(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.13 'Discovery Scan Summary' Create Notification Form

Enables the Administrator to create a notification with a summary of certificate discovery scan results, for sending to
selected personnel.
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: Create Notification x

*-required fields

| Notification Type | Discovery Scan Summary E|
| Description® @
Organization/Department”  Qrganization Departmeant
O v [ Any

Clagco Eo e o] = Dithers Construction Company
DBestDrganlzatmn ¥ None
| DCapltalElusmess [¥ purchases Departement

Dithers Construction Company Stores Department

Certificate Type | ANY B
Motify Requester* [] @
Motify S5L RAQ Admin(s)* [ @

Motify SSL DRAC Admin{s}* [ (D‘

Subscribers
(optional, comima separated)

-

6.6.2.13.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization' column enables the notification
to the members of all the Organizations/Departments. If the notification
is to be sent only to members of certain Organizations, then select the
respective Organizations. Selecting 'Any" in the 'Departments’ column
enables the notification to the members of all the Departments of the
selected Organization. If the notification is to be sent only to members
of certain Department(s) of the selected Organization(s), uncheck 'Any'
and select the required the Departments.

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 346



Form Element

Certificates type: (required)

Type

Drop-down | Administrator should select type of SSL certificate for which the

- Administrator Guide comooo

Creating Trust Online®

f

/

Description

discovery scan summary notification will be set.

Notify SSL RAO Admin(s) | Check-box | Enables the administrator to set the notification for RAO SSL Admin(s)
(required) of the selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) | Check-box | Enables the administrator to set the notification for DRAO SSL Admin(s)
(required) of the selected Organization(s)/Department(s).

Subscribers (optional)

Text Field

Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.14 'Remote SSL Certificate Installed ' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose SSL Certificate was
remotely installed by the Administrator.

: Create Notification

*-required fields

| Notification Type | Remote SSL Certificate Installed E|
| Description® @
Organization/Department* Organization Departmeant
O v [ Any

Certificate Type | ANY

Clagco Eo e o] = Dithers Construction Company

DBestDrganlzatmn ¥ None

DCapltalElusmess ¥ Purchases Departement

Dithers Construction Company Shoxn0| D apammart

Motify Qwner* [ @

Motify Requester* [] @

Notify S5 RAO Admin(sy* [C] @

Notify SSL DRAQ Admin(sy* [ (D)

Subscribers
(oplional, comma separated)

coe
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6.6.2.14.1 Table of Parameters

Form Element Type Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator should select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting 'Any'
(checked by default) enables the notification to the members of all the
Organizations. If the notification is to be sent only to members of
certain Organizations/Departments, then select the checkbox with the
drop-down arrow. The tree structure of Organizations and Departments
will be displayed. Choose the Organizations/Departments from the tree
structure.

Certificate Type: (required) |Drop-down | Administrator should select type of SSL certificate for which the 'SSL
certificate was installed remotely' notification is to be set.

Notify Owner (required) Checkbox | Enables the administrator to set the notification for the Owner of the
certificate.

Notify Requester (required) | Checkbox | Enables the administrator to set the notification to the person who
requested the Admin status.

Notify SSL RAO Admin(s) | Checkbox | Enables the administrator to set the notification for RAO SSL Admin(s)
(required) of the selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) |Checkbox |Enables the administrator to set the notification for DRAO SSL
(required) Admin(s) of the selected Department(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.15 'Remote SSL Certificate Installation Failed' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose remote SSL
Certificate installation failed.
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| Create Notification x

*-required fields

| Motification Type | Remote SSL Certificate Installation Failed E'
| Description® @
Organization/Department”  Qrganization Departmeant
O v [ Any

Clagco Eoes o] B Dithers Construction Company
DBestDrganlzatmn 7 None
| DCapltalElusmess ¥ Purchases Departement

Dithers Construction Company Shoxn0| D apammart

Cerificate Type  ANY B
Motify Qwner* 7] @
MNotify Requester* [] @
Motify SSL RAO Admin{s ) ] @

Notify SSL DRAQ Admin(sy* [ (D)

Subscribers
(optional, comima separated)

s

6.6.2.15.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator should select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting 'Any'
(checked by default) enables the notification to the members of all the
Organizations. If the notification is to be sent only to members of
certain Organizations/Departments, then select the checkbox with the
drop-down arrow. The tree structure of Organizations and Departments
will be displayed. Choose the Organizations/Departments from the tree
structure.

Certificate Type: (required) |Drop-down | Administrator should select the type of SSL certificate for which the
'Remote installation failed' notification is to be sent.
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Form Element Type Description

Notify Owner (required) Checkbox | Enables the administrator to set the notification for the Owner of the
certificate.

Notify Requester (required) | Checkbox | Enables the administrator to set the notification to the person who
requested the Admin status.

Notify SSL RAO Admin(s) | Checkbox | Enables the administrator to set the notification for RAO SSL Admin(s)

(required) of the selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) |Checkbox |Enables the administrator to set the notification for DRAO SSL
(required) Admin(s) of the selected Department(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom

the notifications are to be sent.

6.6.2.16 'Auto Installation/Renewal Failed' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel for whom auto
installation/renewal has failed.

Create Notification b4

“-required fields

Mofification Type | Auto Installation/Renewal Failed v
i i Ny
Description” Ly
Organization/Department’ | organization Department
v v Any
# Advanced B advanced
Football & None
B :
ar chemistry
orgt philosophy
org2 biology
Cs
Certificate Type | ANY v

Notify Owner® [ (1)
Notity Requester' ] (i)
Mofify S5L RAO Admin(s)* [ (i)

Nofify SSL DRAD Admin(s) | (1)

Subscribers
(optional, comma separated,
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6.6.2.16.1 Table of Parameters

Form Element Description

Type

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxes | Administrator should select Organization(s)/Departments(s), to the
(required) members of which this notification has to be sent. Selecting 'Any'
(checked by default) enables the notification to the members of all the
Organizations. If the notification is to be sent only to members of
certain Organizations/Departments, then select the checkbox with the
drop-down arrow. The tree structure of Organizations and Departments
will be displayed. Choose the Organizations/Departments from the tree
structure.

Certificate Type: (required) |Drop-down | Administrator should choose the type of SSL certificate for which the
remote installation failed notification will be sent.

Notify Owner (required) Checkbox | Enables the administrator to send the notification for the Owner of the
certificate.

Notify Requester (required) | Checkbox | Enables the administrator to send the notification to the person who
requested the Admin status.

Notify SSL RAO Admin(s) | Checkbox |Enables the administrator to send the notification for RAO SSL
(required) Admin(s) of the selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) | Checkbox |Enables the administrator to send the notification for DRAO SSL
(required) Admin(s) of the selected Department(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.17 'Certificate Ready for Manual Installation' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel for whom certificate is ready
for manual installation.
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Create Notification X

*-raguired fields

Notification Type | Cerfificate is ready for manual installation v
Description” 'L-
Organizﬁuﬂﬂ."DEDanmEnr f_‘lganizgtig,n Dgga[tment
L ] dw _ Any
¥ Advanced =) Advanced
Foothall ¥ None
E .
A | chemistry
= org1 philosophy
2 ’
o9 biology
Ccs
Certificate Type | ANY v
} . e
Notify owner* [ ()
Notify Requester' [ (i)
Motify SSL RAD Admingsy [ (1)
Noiify SSL DRAO Adminisy [ (D
Subscribers
(optional, comma separated
P
6.6.2.17.1 Table of Parameters

Form Element Description

Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department | Checkboxes | Administrator should select Organization(s)/Departments(s), to the
(required) members of which this notification has to be sent. Selecting 'Any'
(checked by default) enables the notification to the members of all
the Organizations. If the notification is to be sent only to members of
certain Organizations/Departments, then select the checkbox with
the drop-down arrow. The tree structure of Organizations and
Departments will be displayed. Choose the
Organizations/Departments from the tree structure.

Certificate Type: (required) |Drop-down | Administrator should choose the type of SSL certificate for which the
remote installation failed notification will be sent.

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 352



@ COMOoDO

Creating Trust Online®

/

/

Form Element Type Description

Notify Owner (required) Checkbox Enables the administrator to send the notification for the Owner of
the certificate.

Notify Requester (required) | Checkbox Enables the administrator to send the notification to the person who
requested the Admin status.

Notify SSL RAO Admin(s) | Checkbox Enables the administrator to send the notification for RAO SSL
(required) Admin(s) of the selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) | Checkbox Enables the administrator to send the notification for DRAO SSL
(required) Admin(s) of the selected Department(s).

Subscribers (optional) Text Field Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.18 'Device Certificate Expiration' Create Notification Form

Enables administrator to set notifications about expiring device certificates.

Create Notification x|
[

*-required fields

Motification Type | Device Certificate Expiration .
Description* @
Organization/Departtment®  organization Department
O O O Any
Dithers Organization

[ Device Org

' U comodo SE =] '
U wene

Dithers Qrganization Stores Department

WELE Support Team

Days in advance to notify* @
Frequency: ® onee O Daily

Motify Device Certificate RAO Admin(s)* [ @

Notify Device Certificate DRAC Admin(sy* [ (i)

Subscribers
(optional, comma separated)

oK Cancel

6.6.2.18.1 Table of Parameters
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Description

Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department | Checkboxes | Select Organization(s)/Departments(s) whose members should

(required) receive notifications. Selecting 'Any' (checked by default) enables
notifications for members of all Organizations. To choose recipient
Organizations, select the check-box on the left.

Days in advance to notify | Text Field Set the number of days before expiry that the notification should be

(required) sent. Administrators can also specify whether the notification should
be sent once or daily till the expiration date.

Notify Requester (required) | Checkbox | Add the certificate requester to the list of recipients.

Notify Device Certificate Checkbox | Send the notification to the RAO Device Cert Admin(s) of the

RAO Admin(s) (required) Organization(s).

Notify Device Certificate Checkbox | Seng the notification to the DRAO Device Cert Admin(s) of the

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom

6.6.2.19

the notifications are to be sent.

'Device Certificate Revoked' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel upon revocation of a device

certificate.

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved

354




- Administrator Guide comooo

Creating Trust Online®

Create Notification
[

‘ *_required fields

Description*

Organization/Department”  organization

f

/

O wone

Motification Type | Device Certificate Revoked ~
Department
O O [ any
[lcomodo SE (= Dithers Organization
U Device Org

Dithers Organization Stores Department

(ssL Support Team

Notify Device Certificate RAO Adminsy* (1 (i)

Notify Device Certificate DRAQ Admin(s)* (] (i)

Subscribers
(optional, comima separated)

oK Cancel

6.6.2.19.1 Table of Parameters
Form Element Type Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkbox | Select Organization(s)/Departments(s) whose members should receive

(required) es notifications. Selecting 'Any' (checked by default) enables notifications
for members of all Organizations. To choose recipient Organizations,
select the check-box on the left.

For Certificates Revoked | Checkbox |Select a person (administrator or user) after whose revoke action, the

by: (required) notification will be sent.

Notify Requester (required) | Checkbox |Add the certificate requester to the list of recipients.

Notify Device Certificate Checkbox | Send the notification to the RAQO Device Cert Admin(s) of the

RAO Admin(s) (required) Organization(s).

Notify Device Certificate Checkbox | Send the notification to the DRAO Device Cert Admin(s) of the

DRAO Admin(s) (required) Departments(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom the

notifications are to be sent.
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6.6.2.20 'Device Certificate Awaiting Approval' Create Notification Form

Enables the Administrator to set a notification about a request of a device certificate to selected personnel. The
device certificate request must be approved by the MRAO/RAO Administrator. Before the request is approved, its
state is 'Awaiting Approval'.

Create Notification x

*-required fialds

MNotification Type Device Certificate Awaiting Approval A
Description® ':']
Crganization/Depariment’ | Organization Department

v LAl Any
Advanced = Foothall

*| F

ootball @ None
Bar )
¥ Manufacturing

arg1
arg2

Motify Device Cerlificate RAQ Admin{s)* 'i_E'

Nofify Device Certificate DRAQ Admin(sy* (1 (1)

Subscribers
{optional comma separaled)

6.6.2.20.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Select Organization(s)/Departments(s) whose members should receive
(required) S notifications. Selecting 'Any' (checked by default) enables notifications
for members of all Organizations. To choose recipient Organizations,
select the check-box on the left.

Notify Device Certificate Checkbox | Send the notification to the RAO Device Cert Admin(s) of the
RAO Admin(s) (required) Organization(s).
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Notify Device Certificate Checkbox | Send the notification to the DRAO Device Cert Admin(s) of the
DRAO Admin(s) (required) Departments(s).

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.21 'Client Admin Creation' Create Notification Form

Enables the Administrator to create a notification to selected personnel upon creation of new RAO/DRAO
Administrators.

)
| Create Notification x

*-required fields

| Motification Type | Client Admin Creation |E|
| Description® @
Organization/Department* Organization Department
O Any

[ClapcD Corporation
DBestOrganization
| [l capital Business

[ pithers Construction Company

Notify Requester® [7] (D

Natify S5L RAC Admin(s ) [ @

Motify SSL DRAD Admin(s)* ] @

Motify Client Cerificate RAOQ Admin(s)* L] @
Notify Client Certificate DRAC Admin(sy: [ @
Motify Code Signing RAD Admin{s}* [ (D

Motify Code Signing DRAQ Admin{s)* ] @

Subscribers
(optional, comima separated)

-
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Form Element

Type

Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the

(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments' column enables the notification to the members of all
the Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any' and select the required the
Departments.

Notify Requester (required) | Check-box |Enables the administrator to set the notification to the person who
requested the Admin status.

Notify SSL RAO Admin(s) | Check-box |Enables the administrator to set the notification all the RAO SSL

(required) Admin(s) of the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) | Check-box | Enables the administrator to set the notification all the DRAO SSL

(required) Admin(s) of the selected Departments.

Notify Client Certificate Check-box | Enables the administrator to set the notification all the RAO SIMIME

RAO Admin(s) (required) Admin(s) of the selected Organization(s)/Departments.

Notify Client Certificate Check-box | Enables the administrator to set the notification all the DRAO S/MIME

DRAO Admin(s) (required) Admin(s) of the selected Departments.

Notify Code Signing RAO | Check-box | Enables the administrator to set the notification all the RAO Code

Admin(s) (required) Signing Admin(s) of the selected Organization(s)/Departments.

Notify Code Signing DRAO | Check-box |Enables the administrator to set the notification all the DRAO Code

Admin(s) (required) Signing Admin(s) of the selected Departments.

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom

the notifications are to be sent.
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6.6.2.22 'Domain Awaiting Approval' Create Notification Form

Enables the administrator to set a notification about a request of a domain delegation to an
Organization/Department. The Domain delegation request must be approved by the RAO Administrator. Before the
request is approved, its state is '‘Awaiting Approval'.

|
| Create Notification x

*-required fields

| Maotification Type | Domain Awaiting Approval B
| Description* @
Organization/Departtment®  organization Department
O v [T Any

Clasco e B Dithers Construction Company

DBestDrganization # None

| DCEDITEIEIUSIHESS [¥] Purchases Departement

Dithers Construction Company Stores Department

Motify Requester* [] @

Motify SSL RAQ Admin(s ) ] @

Motify SSL DRAC Admin(s)* ] @

Motify Client Certificate RAQ Admin{s)* [ @
Maotify Client Cerificate DRAQ Admin(s}® [ @
Motify Code Signing RAQ Admin(s)* [ @

Notify Code Signing DRAO Admin(s) [ (1)

Subscribers
(optional, comma separated)

-

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 359



- Administrator Guide comooo

Creating Trust Online®

/

/

6.6.2.22.1 Table of Parameters

Form Element Description

Type

Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department | Checkboxes |Administrator can select Organization(s)/Departments(s), to the
(required) members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If
the notification is to be sent only to members of certain
Organizations, then select the respective Organizations. Selecting
'Any" in the 'Departments’ column enables the notification to the
members of all the Departments of the selected Organization. If the
notification is to be sent only to members of certain Department(s) of
the selected Organization(s), uncheck 'Any' and select the required
the Departments.

Notify Requester (required) |Check-box | Enables the administrator to set the notification to the person who
requested the delegation of a created domain to an
Organization/Department.

Notify SSL RAO Admin(s) |Check-box |Enables the administrator to set the notification all the RAO SSL

(required) Admin(s) of the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) | Check-box  |Enables the administrator to set the notification all the DRAO SSL
(required) Admin(s) of the selected Departments.

Notify Client Certificate Check-box  |Enables the administrator to set the notification all the RAO S/IMIME
RAO Admin(s) (required) Admin(s) of the selected Organization(s)/Departments.

Notify Client Certificate Check-box | Enables the administrator to set the notification all the DRAO S/MIME
DRAO Admin(s) (required) Admin(s) of the selected Departments.

Notify Code Signing RAO | Check-box  |Enables the administrator to set the notification all the RAO Code
Admin(s) (required) Signing Admin(s) of the selected Organization(s)/Departments.

Notify Code Signing DRAO |Check-box  |Enables the administrator to set the notification all the DRAO Code
Admin(s) (required) Signing Admin(s) of the selected Departments.

Subscribers (optional) Text Field Administrator can specify email address(es) of other people to whom

the notifications are to be sent.

Important Note: The 'Domain Awaiting Approval' notification will be sent to Master Administrator only after the
requested domain is approved by RAO.

6.6.2.23 'Domain Approved' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel upon Approval of creation
and delegation of a domain to an Organization/Department.
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: Create Notification x

*-required fields

| Notification Type  Domain Approved -
| Description® @
I Organization/Department”  Qrganization Departmeant
O v [ Any

Clagco Eoes o] B Dithers Construction Company

DBestDrganlzatmn ¥ None

| DCapltalElusmess [¥ Purchases Departement

Dithers Construction Company Stores Department

MNotify Requester* [] (D

Notify S5 RAO Admin(sy* [C] @

Notify S5L DRAO Admin(s)* [] @

Matify Client Cedificate RAQ Admin(s)* [ (D
Matify Client Cedificate DRAO Admin(s}* [ (D
Motify Code Signing RAQ Admin(s)* [ @

Motify Code Signing DRAOQ Admin(s)* [ @

Subscribers
(optional, comima separated)

s
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Table of Parameters

Form Element Type Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the

(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any" in the
'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any' and select the required the
Departments.

Notify Requester (required) | Check-box |Enables the administrator to set the notification to the person who
requested the delegation of a created domain to an
Organization/Department.

Notify SSL RAO Admin(s) | Check-box |Enables the administrator to set the notification all the RAO SSL

(required) Admin(s) of the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) | Check-box |Enables the administrator to set the notification all the DRAO SSL

(required) Admin(s) of the selected Departments.

Notify Client Certificate Check-box | Enables the administrator to set the notification all the RAO S/IMIME

RAO Admin(s) (required) Admin(s) of the selected Organization(s)/Departments.

Notify Client Certificate Check-box |Enables the administrator to set the notification all the DRAO S/IMIME

DRAO Admin(s) (required) Admin(s) of the selected Departments.

Notify Code Signing RAO | Check-box |Enables the administrator to set the notification all the RAO Code

Admin(s) (required) Signing Admin(s) of the selected Organization(s)/Departments.

Notify Code Signing DRAO | Check-box | Enables the administrator to set the notification all the DRAO Code

Admin(s) (required) Signing Admin(s) of the selected Departments.

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom

the notifications are to be sent.

6.6.2.24

'DCV Expiration' Create Notification Form

Enables administrator to set notification about expiration of domain control validation if it is due to expire.
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: Create Notification x

*-required fields

| Notification Type | DCV Expiration =]
| Description® @
Organization/Department”  Qrganization Departmeant
Ew v & Any

Clagco Eoes o] B Dithers Construction Company
DBestDrganlzatmn 7 None
| DCapltalElusmess ¥ Purchases Departement

Dithers Construction Company Siovno Dapamtmant

Days in advance to notify* (D
Frequency: @ Once © Daily
Maotify Owner* 7] @
Motify Requester* [] @
Motify 35L RAD Admin(s ) ] @

Notify SSL DRAQ Admin(sy* [ (D)

Subscribers
(oplional, comima separated)

| coe

6.6.2.24.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments' column enables the notification to the members of all
the Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any' and select the required the
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Departments.

Days in advance to notify | Text Field | Enables the administrator to set number of days the end-user will be
(required) informed about expiration of the certificate before the event.
Administrator can also specify whether the notification has to be sent to
the member(s) only once or daily till the expiration date by selecting the
respective radio button.

Notify Owner (required) Check-box | Enables the administrator to set the notification for the Owner of the
certificate.

Notify Requester (required) | Check-box |Enables the administrator to set the notification to the person who
requested the delegation of a created domain to an
Organization/Department.

Notify SSL RAO Admin(s) | Check-box | Enables the administrator to set the notification all the RAO SSL
(required) Admin(s) of the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) | Check-box | Enables the administrator to set the notification all the DRAO SSL
(required) Admin(s) of the selected Departments.

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.25 'DCV Validated' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel on successful completion of
Domain Control Validation (DCV).
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: Create Notification x

*-required fields

| Notification Type | DCV Validated B
| Description® @
Organization/Department”  Qrganization Departmeant
O v [ Any

Clagco Eo e o] = Dithers Construction Company
DBestDrganlzatmn ¥ None
| DCapltalElusmess [¥ purchases Departement

Dithers Construction Company Stores Department

Motify Qwner* [ @
Notify Requester* [] @
Motify S5L RAQ Admin(s)* [ (D‘

Motify SSL DRAC Admin{s}* [ (D‘

Subscribers
(optional, comima separated)

o

6.6.2.25.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any" in the
'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any" and select the required the
Departments.

Notify Owner (required) Check-box |Enables the administrator to set the notification for the Owner of the
certificate.
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Notify Requester (required) | Check-box | Enables the administrator to set the notification to the person who
requested the delegation of a created domain to an
Organization/Department.

Notify SSL RAO Admin(s) | Check-box |Enables the administrator to set the notification all the RAO SSL
(required) Admin(s) of the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) | Check-box |Enables the administrator to set the notification all the DRAO SSL
(required) Admin(s) of the selected Departments.

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.26 'DCV Needed-New Domain' Create Notification Form

Enables the Administrator to create a notification that will be sent to those personnel selected when a new domain is
created and awaiting validation.

)
| Create Notification b 4

*-required fields

| Notification Type | DCV Needed-New Domain B
| Description* @
Organization/Depatment* Organization Department
O v [ amy

[l asco e = Dithers Construction Company

DBestDrganization & None

| DCapltalElusmess [¥] Purchases Departement

Dithers Construction Company Stores Department

Motify Qwner* [ @
Motify Requester* [] @
Notify SSL RAO Admin(s) [ (1)

Notify SSL DRAO Admin(sy [ (1)

Subscribers
(oplional, comma separated)

e
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6.6.2.26.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator can select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting the
checkbox at the top of the 'Organization’ column enables the
notification to the members of all the Organizations/Departments. If the
notification is to be sent only to members of certain Organizations, then
select the respective Organizations. Selecting 'Any' in the
'Departments’ column enables the notification to the members of all
the Departments of the selected Organization. If the notification is to be
sent only to members of certain Department(s) of the selected
Organization(s), uncheck 'Any" and select the required the
Departments.

Notify Owner (required) Check-box | Enables the administrator to set the notification for the Owner of the
certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification to the person who
requested the delegation of a created domain to an
Organization/Department.

Notify SSL RAO Admin(s) | Check-box |Enables the administrator to set the notification all the RAO SSL
(required) Admin(s) of the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) | Check-box | Enables the administrator to set the notification all the DRAO SSL
(required) Admin(s) of the selected Departments.

Subscribers (optional) Text Field | Administrator can specify email address(es) of other people to whom
the notifications are to be sent.

6.6.2.27 'Code Sign Request Created' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel when a 'Code Signing on
Demand' request has been created by a developer for a software.
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Create Notification X

*-required fields

Matification Type | Code Sign Regquest Created E|
Description® @
Organization/Department”  organization Departmeant
O v [ Any

O B B Ea B g B Dithers Construction Company

Dithers Construction Company None

[¥] software Development

Notify Code Signing RAO Admin(sy [ (1)

Notify Code Signing DRAO Admin(sy [ (1)

6.6.2.27.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator should select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting 'Any'
(checked by default) enables the notification to the members of all the
Organizations. If the notification is to be sent only to members of
certain Organizations/Departments, then select the checkbox with the
drop-down arrow. The tree structure of Organizations and Departments
will be displayed. Choose the Organizations/Departments from the tree
structure.

Notify Code Signing RAO | Checkbox | Enables the administrator to set the notification all the RAO Code
Admin(s) (required) Signing Admin(s) of the selected Organization(s)/Departments.

Notify Code Signing DRAO | Checkbox | Enables the administrator to set the notification all the DRAO Code
Admin(s) (required) Signing Admin(s) of the selected Departments.

6.6.2.28 Code Signing CSoD Revoked Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel when a 'Code Signing on
Demand' request has been revoked by an administrator.
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Create Notification X

*-required fields

Matification Type | Code Signing C5oD Revoked E|
Description® @
Organization/Department”  Qrganization Departmeant
O v [ Any

O B85 BB f = Dithers Construction Company

Dithers Construction Company None

[¥ software Development

Notify Code Signing RAO Admin(s)* ] (1)

Notify Code Signing DRAO Admin(s)* [ (1)

6.6.2.28.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department | Checkboxe | Administrator should select Organization(s)/Departments(s), to the
(required) S members of which this notification has to be sent. Selecting 'Any'
(checked by default) enables the notification to the members of all the
Organizations. If the notification is to be sent only to members of
certain Organizations/Departments, then select the checkbox with the
drop-down arrow. The tree structure of Organizations and Departments
will be displayed. Choose the Organizations/Departments from the tree
structure.

Notify Code Signing RAO | Checkbox |Enables the administrator to set the notification all the RAO Code
Admin(s) (required) Signing Admin(s) of the selected Organization(s)/Departments.

Notify Code Signing DRAO | Checkbox | Enables the administrator to set the notification all the DRAO Code
Admin(s) (required) Signing Admin(s) of the selected Departments.

6.7 CCM Agents

CCM network agents allow you to automate various processes such as certificate discovery and certificate
installation. The Network Agent (a.k.a Extra Agent) does the following tasks:

- Certificate discovery on networks (only SSL web-server certs)
» Auto-request and installation of SSL certificates. There are two way to do this:

«  Enterprise Controller Mode — The 'extra’ agent is installed on a single host which will communicate
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with your web-servers and will automatically request and install certificates on them.

«  CCM Controller Mode — The 'extra agent' is installed on each web server for which certificate auto-
nstallation and renewal is required.

To open the 'Agents' interface, click 'Settings' > 'Agents'

@ Dashboand '@ Certificates Et Miscovery m Code Signing oa Demansd (‘5 Reporis 21 Admins T!'i' Sattings E About
Organizalions Diarnain Haliicalions Encryplicn m sesignment Rules
Mebwork Agents
W Filter LW
£3 | | Download hgent
KAME ALTERHATIVE HAME ORCARITATION DERAATRMENT ACTIVE STATE VERSION

Chthars
i+ Agert Dilhers Company 50 Conslickan i, a2

‘Company
) Agent ¥¥Z Organizalion 55 ¥YZ Organization i 26
) Agent acme comp 53 acme comp Mot conngcted 22
(r Agert docs 54 docs Mo connacted 24

it 4ot D O

Click the link below to find out more about;

» Network Agents for Certificate Discovery and Auto-Installation

6.7.1 Network Agents for Certificate Discovery and Auto-Installation

CCM uses network agents for:

- Automatic installation of certificates (on Apache Httpd, Apache, Tomcat and IIS 7. 7.5 and 8 and F5
BIG-IP only) - An agent installed on a web server will periodically contact CCM for requests for certificates
that have been enabled for auto-installation. If a request exists, it will automatically generate a CSR on the
web server and present the application for administrator approval via the CCM interface. On approval, the
agent submits the CSR to Comodo CA and tracks the order number. Once the certificate is issued by the
CA, the agent downloads the certificate and allows the administrator to install the certificate. A controller
installed on a single server can be configured to communicate with, and install certificates on, other remote
servers in the network.

- Discovery of SSL certificates installed on internal servers - The agent installed on the web server or
any local machine in the network, will scan and monitor internal servers for all installed SSL certificates. It
is possible for administrators to configure Comodo CM to scan externally facing IP addresses directly from
the 'Discovery Tasks' area (as explained in Discovery Tasks). However, Comodo CM can only scan
internal hosts IF an agent which is configured to communicate with the Comodo CM servers is installed on
the local network. After scanning the local network, the agent will send a report back to the Comodo CM
console.

Note: The 'auto-installer' feature must be enabled for your account in order for it to execute certificate installation
tasks. If this feature is not enabled then the agent will only be capable of certificate discovery. Please contact your
account manager if you require auto-installation to be enabled.

Security Roles:

* RAO - Can set up Certificate Controller agent for installing certificates and scanning internal servers of
Organizations ( and any sub-ordinate Departments) that have been delegated to them, for certificates
requested, issued, expired, revoked and replaced.
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« DRAO- Cansetup Certificate Controller agent for installing certificates and scanning internal servers of
Department that have been delegated to them for certificates requested, issued, expired, revoked and
replaced.

The Network Agents Interface:

@ Dashbaard '@ Certificates L-__E Discovery m Code Signing on Demand (1; Reports 3; Admins T!'i' Sattimgs E Ahoat
Dhganizalions Dormains Halificalions Encryplicn m Assignment Rules
Mebwork Agenils
W Filter gt
3 | | Download Agent
HAME ALTERHATIVE RAME ORGAKIZATION DEPARATMENT ACTIVE STATE VERSION

Chthars
7y Agent Dilthers Cosmpany 50 Conzlucsan i 22

Company
(7} Agerl ¥YZ Organizalian 55 ¥YZ Organizalian i 26
) Agent acme comp 53 ACme Comp Mot connected 22
(O Agant docs 54 docs Mot connacted 24

i5 | onapm 1- o« [ D D

Column Display Description

Name Displays the name specified for the Certificate Controller Agent.

Alternative Name Displays the alternative name specified for the Certificate Controller Agent.
Organization Displays the Organization to which the Certificate Controller Agent is associated.
Department Displays the Department to which the Certificate Controller Agent is associated.
Active The checkbox displays whether the agent is active or inactive and allows the

administrator to change the state if required.

State Displays whether or not the agent is connected to CCM.

Version Displays the version number of the Certificate Controller Agent.

Note: The administrator can enable or disable the columns as desired, from the drop-down button at the right end
of the table header.

« Alternative Mame
» (rganization

+ Department

¥ Active

+ Yersion

Controls ‘ ‘

Comodo Certificate Manager RAO Administrator Guide | © 2017 Comodo CA Limited | All rights reserved 371



@ COMOoDO

Creating Trust Online®

/

/

Download | Starts downloading the Certificate Controller Agent setup file of the selected agent.
Agent

Refresh Updates the list of displayed Agents.

Agent
Controls : — : . : :
Edit Enables administrators to modify the Agent configuration settings.
Delete Removes the Agent.
Nodes Enables administrators to view and edit the server nodes for which the Agent is
configured.

Commands | Enables administrators to view the details of the commands like generation of CSR,
scanning internal servers, executed by the Agent.

6.7.1.1 Sorting and Filtering Options
»  Click the column headers to sort items in alphabetical order of the entries in the column.

Administrators can search for a particular agent by using the filter.

‘ Y Filter ~

You can apply filters and select grouping options using the drop-down menus above the table.

Filter Options Description

Organization Filter the list of agents by organization.

Active View only active agents.

Name Type the name of the agent you wish to locate.
Alternative Name Filter agents by alternative name.

For example if you want to search for an agent by the name filter and belonging to a particular Organization and
Department:

Y Filter

Add Filter: | Select... Grﬂur:rb!fi Ungroup "

m Organization
Active
Marme
Alternative Name

«  Choose 'Name' from the 'Add Filter' drop-down and enter the name of the agent in full or part.

« Select 'Organization’ or 'Department' in the 'Group by:' drop-down.
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»  Click the 'Apply" button.

The filtered items based on the entered and selected parameters will be displayed:

¥ Filter is applied

Add Filter: | Select... * | Group by: | Ungroup bt

(—] Mame: | agent

" Apply M Clear

£+ % || Download Agent ||| Edit | Delete Nodes Commands

NAME ALTERNATIVE NAME ORGANIZATION DEPARTMENT ACTIVE
() Agent Comodo SE 76 Comodo SE |
() Agent Comodo SE 91 Comodo SE L
@ Agent Comodo SE 92 Comodo SE

» To remove the filter options, click the 'Clear' button.

Note: Search filters are automatically saved. The filters will still be in place when you reopen the 'Agents' interface
in future. Click the 'Clear' button if you do not want the filters to be saved.

6.7.1.2 Configure the Agent for Auto-Installation and Internal Scanning - Overview of the
Process

The following is a summary of the steps needed to set up a controller/agent for automatic certificate installation and
for internal scanning.

Click any bullet to go to a more detailed explanation of that stage:

1. Add a new IP range for internal scans by creating a CIDR in the Discovery Tasks tab.
2. Download and install the agent on a server

3. Add CIDR ranges to the agent for certificate discovery and specify target servers for SSL auto-
installation.

4. Return to the 'Discovery Tasks' tab and click 'Scan’.

5. Results can be viewed by selecting 'Discovery Scan Log' under the 'Reports’ tab. New certificates
will be added to 'Certificates Management' > 'SSL Certificates'. They will be assigned to the
organization that has been set for that agent.
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6.7.1.3 Prerequisites

The administrator has defined at least one 'Organization'. During setup, an organization needs to be designated as
the owner of certificates discovered by the agent.

6.7.1.4 Configure the Agent for Auto-Installation and Internal Scanning - Detailed
Explanation of the Process

1. Add a new IP range for internal scanning by creating a new CIDR in the 'Discovery Tasks' tab and specify
the ports to be scanned. The IPs you enter here should, naturally, be internal addresses. Once added, you
will be able to initiate internal scans from this interface by clicking the 'Scan Now' button. See Adding IP
range and Start Scanning for further reading.

| Add Scan Range (CIDR > Scan) ot
) CIDR
@ P |

10.108.17.117

| ) Hostname

Fort*
443

oo

Note: CCM is capable of scanning for installed certificates in external servers via Internet. If there is no agent
installed in the server to be scanned, CCM will request the user to install the agent.

2. Download and Install the agent on a server in the network.

Note: The Extra Agent is also responsible for automatic application and installation of SSL certificates. The agent
installed on one of the servers can be configured to communicate with the other web servers in the network
without the need of any additional software, hence is capable of installing certificates on to the remote servers
automatically. The important aspect is that the all the servers should be able to connect to CCM.

« To download the Certificate Controller Agent setup file, click 'Settings' >'Agents' then 'Download Agent' from
the 'Network Agents' interface.
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@ Certificates E}_ Discovery

Organizations Domains Mofifications Encryption Assignment Rules

Metwork Agents

MCTIVE STATE
After the download has been complefed, please install the

Lgent Dithers Company 50 Anam MIA
In the event that you already have an Agent configurad, you can
edit existing data

Organization® | acme com "‘

Department* | ANY

Please select your Operating System

® windows O Linuxx86 O Linux x64

»  Select the Organization/Department to which you want to assign certificates discovered by the agent.
»  Choose the version of the agent appropriate for your server's operating system.
«  Click 'Download' and save the setup file.

«  The certificate controller / agent needs administrative privileges for installation. To install the agent, right
click on the setup file and select 'Run as Administrator' then follow the setup instructions. If you are
installing the Linux version of the agent, run the installation from the command line.

«  The agent will be added to the CCM interface when installation is complete:
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Hetwork Agents
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+ % | Download Agest ||| Edit || Delete || Modes | | Commands X
HAME ALTERHATIVE HiME DRGANIZATHON DEPARTMENT ACTIVE STATE VERSION
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Company
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Ep—— T T

- The next step is to configure the agent to:
»  Apply for and install SSL certificates on local servers
« Apply for and install SSL certificates on remote servers

« Scan internal networks. This is done by linking the agent to the CIDR created in the 'Discovery'
tab.

«  Select an agent then click the 'Edit' button to modify agent properties:
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*required fields

Mame*
Version

IP address

Local configuration URI
Alternative Mame

Active

Auto update

Organization®

Department®

Secret Key (min 10 symbols )
Keystore password

Comments

Edit Agent (Last activity: a moment ago) x

Common CIDR Ranges Servers

Agent Dithers Organization 94

https:4192.168.155.150:9090 @

Enter agent alternative name
Enabled

Comaodo SE |
ANY v |
egmhamMxVer7U17aDa2Lk

Dl Mztjgx

0K | Cancel

Edit Agent > Common Tab - Table of Parameters

Field Name Type Description
Name String Enables the Administrator to edit the name of the Certificate Controller
Agent.
Version Displays the version number of the Agent.
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Edit Agent > Common Tab - Table of Parameters

Configuration
URI

IP Address Displays the IPv6 Loopback address, IPv4 loopback address, IPV6 IP
Address, IPv4 IP Address or the physical address of the server on which
the agent is installed

Local Displays the IP of the server in which the agent is installed. This URL is

used to access the agent via a web browser for managing. See
Configuring the Certificate Controller Agent through Web Interface
for more details.

Alternative String Enables the Administrator to specify an alternative name for the Agent

Name

Active Checkbox Enables the Administrator to set the Agent in active state or inactive
state.

Auto update | String Indicates whether the agent is enabled for auto update

Organization

Drop-down list

Enables the Administrator to change the Organization associated the
Agent.

Department

Drop-down list

Enables the Administrator to change the Department associated with the
Agent.

Secret Key

String

Displays the secret key generated by the Agent to authenticate itself to
Remote Comodo CM server. The secret key must have 10 characters.

The administrator can copy and save the secret key in a safe location for
use in a new agent, in case the agent has to be reinstalled in the same
server, to authenticate itself to the CCM server for scanning the same
internal network.

Keystore
password

String

Displays the key store password generated by the Agent.

The administrator can copy and save the secret key store password in a
safe location for use in a new agent, in case the agent has to be
reinstalled in the same server.

Comments

String

Enables the Administrator to type a descriptive comment on the purpose
of the Agent
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«  Edit the values as required. To edit the CIDR ranges, click the 'CIDR Ranges' tab. The CIDR Ranges tab
will open.

Edit Agent (Last activity- a moment ago) b4

Common CIDR Ranges Senvers

3 || 4 Add |

CIDR ACTIVE DESCRIPTION
() 192.168.155.150/32 Local CIDR
() 104.16.20.0/24 104.16.20.0/24

15 | v 12000t (0 D D D

oK Cancel

3. Toadd a new CIDR range, click 'Add". The 'Add CIDR Range' dialog will open.

Add CIDR Range X

*-required fields

CIDR* | 192 || 168 150 | 150 ; 32
Active

Description* | Dithers Network 2|

oK | Cancel

«  Enter the internal IP address range you want to scan and type a description for the range. The agent must
be 'Active’ in order to run scans. The new CIDR Range will be added to the 'CIDR Ranges' area:
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Edit Agent (Last activity: a moment ago) b 4

Commaon CIDR Ranges Servers

2 || A

CIDR ACTIVE DESCRIPTION
() 192.168.155.150/32 Local CIDR
() 104.16.20.0/24 104.16.20.0/24

@2.153.150.150;32 Dithers Network 2

You can add as many ranges as you want by repeating the same procedure.
« Toeditarange, select it and click the 'Edit' button. The Edit CIDR Range dialog will open.
» Todelete a range, select it and click the 'Delete’ button.

»  Click the 'Servers' tab to configure servers for certificate auto-installation and scans.

Edit Agent (Last activity: a moment ago)

Common CIDR Ranges Servers
23 || 4 Add ‘
NAME VENDOR STATE
0 Server IS Dithers Company Microsoft 1S 7.x Active ‘
) Server Tom Dithers Apache Tomcat 5.x, 6.x, 7.x Inactive

15 | v 12000t (50 D I D
coes |

The 'Servers' tab shows all servers configured for certificate auto-installation using this agent. The agent
automatically adds the server upon which it is installed to this list.

You can edit the properties of the server by selecting it and clicking the Edit button from the top.
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Edit Web Server b4

*-required fields

Mame® | Server IIS Dithers Company
Vendor* | Microsoft IS 7.x ¥
State Active

Remote []

Cancel

Edit Web Server - Table of Parameters

Field Name Description

Name String Enables the Administrator to edit the name of the Server.

Vendor Drop-down list Enables the Administrator to select the vendor of the server.

Path to web | String Enables the Administrator to specify the network path for Apache. This is

server required only if Apache server is not accessible from the CCM console.

State Indicates whether or not the server is connected to CCM.

Remote Checkbox Enables the Administrator to specify whether the server is local or
remote. For the server in which the agent is installed, the checkbox
should remain un-selected.

Configure the Certificate Controller for Automatic Certificate Installation on Remote Servers

You can add other remote servers in the network to enable the agent to communicate with them. The agent polls
CCM periodically for certificate requests for the added remote servers. If a request exists, it will automatically
generate a CSR on the web server and present the application for administrator approval via the CCM interface. On
approval, the agent will submit the CSR to Comodo CA and track the order number. Once the certificate is issued by
the CA, the agent will download the certificate and allow the administrator to install the certificate from the CCM
interface.

To add a remote server to the agent

+  Select the agent then click the 'Edit' button. Move to the 'Servers' tab by clicking 'Next' two times in the 'Edit
Agents' dialog

«  Click 'Add" under the 'Servers' tab in the 'Edit Agent' dialog
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Add Web Server x

“required fields

Mame* | Enter server name
Vendor* | FS BIG-IP 7
State Init
Remote
IP address / Port* _ _ _ | 443
Uze key
Username | Enter username

Password | Enter password

0K Cancel

Add Web Servers - Table of Parameters

Field Name Description
Name String Enter the host name of the server.
Vendor Drop-down Select the web-server type. Supported server types are:

*  Microsoft IIS 7.x
»  Apache, Tomcat 5.x, 6.x and 7.x
«  F5BIG-IP

Note: Agents installed on a Windows server will only support IIS and F5
BIG-IP web-server types. Agents installed on a Linux server support all
types (Apache, Tomcat, IIS and F5)

State Indicates whether or not the server is connected. The connection will be
automatically initialized and become active, once the agent starts
communicating with it.

Path to web String Specify the network path of the server. Required only for Tomcat under

server Linux.

Remote Checkbox Specify whether the server is remote or local. This checkbox should be
selected when adding remote servers for agent-less automatic certificate
installation.

IP Address / String Specify the IP address and connection port of the server for remote

Port connection.

Note: This field will be enabled only if 'Remote' is selected.

Use key Checkbox Specify whether the agent should use SSH Key-Based Authentication to
access the server.
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Add Web Servers - Table of Parameters

Applicable only for Apache and Tomcat server types installed on Linux

Comodo Certificate Manager . Administra

platform.
User Name/ | String If 'Use key' is not selected, specify the admin username to log-into the
Private Key File server, in the 'Username’ field.
Path If 'Use key' is selected, specify the path to the SSH private key file to
access the server
Note: This field will be enabled only if 'Remote’ is selected.
Password / String If 'Use key' is not selected, specify the admin password to log-into the
Passphrase server, in the 'Password' field.

If 'Use key' is selected, specify the passphrase for the private key file.
Note: This field will be enabled only if 'Remote’ is selected.

Enter the parameters and click OK.

Edit Agent (Last activily: a moment ago)

Common CIDR Ranges Servers

Hy o Add ||| Edit || Delete

| NAME VENDOR STATE
‘ @ Server IS Dithers Company Microsoft 1S 7.x Active ‘
Server Tom Dithers —ipache Tomeat 5 % 6. 7.X Inactive

‘ @er Apache Tomcat 5.x, E.x,?.}) ‘

15 | v 1300t (5 D D D
Coes ‘

The remote server will be added with the state 'Initialized'.

«  Click 'OK"in the 'Edit Agents' dialog to save your changes.

The agent will discover the newly added server and connect to it within a few minutes and the state will be changed
to 'Connected'.

The agent, is now configured to auto-install the certificates in the remote server and to scan the internal network.
The agent authenticates itself to remote Comodo CM server via combination of the secret key and awaits further
instructions. The Agent polls CCM every 1 minute to find out whether there are any instructions such as an
instruction to 'Scan Now'. When the ‘Scan Now' button is clicked, CCM will tell the agent which CIDRs to scan. The
agent performs this scan and sends the results back.

The agent properties can be configured through the agent's web interface accessible by typing http://<IP
Address/host name of the server on which the agent is installed>:9090 in the browser address bar. The
administrator can change the connection settings, polling interval, certificate management settings and server
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settings from the web interface. See Configuring the Certificate Controller Agent through Web Interface for
more details.

4. Go back to 'Discovery' tab > 'Net Discovery Tasks' and click 'Scan'. You can also schedule the scans to run
periodically to discover the SSL certificates installed in the internal servers. See Adding IP range and
Start Scanning for more details.

5. Certificate discovery results can be viewed by selecting the 'Discovery Scan Log' under the 'Reports' tab.
Newly discovered certificates will be added to the 'SSL Certificates' area of 'Certificates Management' as
per the assignment rules defined for the discovery task. If no assignment rule apply then all unmanaged
certificates will be assigned to the Organization/Department that was specified for the agent in Step 2.

»  See the section, View Scan Results, for a more detailed account of scan reports and managing
newly discovered certificates. Administrators that have not already done so may also want to
familiarize themselves with the information in section The SSL Certificates Area.

6.7.1.5 Configure the Certificate Controller Agent through Web Interface
The controller Agent can be configured by logging-in to its dedicated web-interface.
To access the web interface

»  Type http://<IP Address/host name of the server on which the agent is installed>:9090 in the address of
your browser.

The login dialog will appear:

- “HE v B W — _— R o - 4
Authentication Required . i s S-Sl - ﬁ
9 A username and password are being requested by https:// - 9090, The site says: "Use
r credentials frem your CCM account”
User Name: |
Password:

Ok ] ’ Cancel

+  Enter your CCM username and password.

The Agent configuration interface will open.
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Agent Configuration [ E Server “a"ageme“t l

CCM Extra Agent

Agent Configuration
Connection settings: Certificate management settings:
CCM Url;  https:/fcert-manager.com/icustomers E Key store name:  ccm_keystore
Customer URI:  static Key store password:  sessssssss
Secretkey QAs3~TWCJIL Backups dir:

Pollinterval: 60

Retry interval: 30

m

Agent autoupdate enable

Use Proxy

| Edit 11 | Change credentials ]

It has two tabs:
» Agent Configuration

» Server Management

6.7.1.5.1 Agent Configuration

The Agent Configuration tab displays the connection management settings and certificate management settings of
the agent and enables the administrator to edit them, if required.
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Agent Configuration [ E Server “a"ageme“t l

CCM Extra Agent

Agent Configuration
Connection settings: Certificate management settings:
CCM Url;  https:/fcert-manager.com/icustomers E Key store name:  ccm_keystore
Customer URI:  static Key store passwaord: esssssssss
Secretkey. QAs3~TWCIL Backups dir:

Pollinterval: 60

Retry interval: 30

m

Agent autoupdate enable

Use Proxy

| | Edit 11 | Change credentials ]

Agent Configuration - Table of Parameters

Type Description

Connection Settings

CCM url Text field Displays the URL of CCM server

Customer URI Text field Displays the uniform resource identifier (URI) of the customer

Secret key Text field Displays the secret key unique to the agent, which it uses to identify it to
CCM. This value should not be altered

Poll Interval Text field Displays the time interval at which the agent polls the CCM for new
certificate requests (in seconds) and enables the administrator to edit it in
edit mode.

Retry interval Text field Displays the time interval set for retrying polling on CCM server if polling
fails (in seconds) and enables the administrator to edit it in edit mode.

Agent autoupdate | Checkbox Indicates whether the agent is enabled for auto-update. The checkbox

enable enables the administrator to switch the auto-update on/off in edit mode.

Use Proxy Checkbox Indicates whether the agent is configured to use a proxy server. The

checkbox and the text fields below it enable the Administrator to instruct
the agent to use proxy server and to specify the proxy server details, if
required.

Host Text field Displays the IP/Host name of the proxy server and enables the
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Administrator to specify it in edit mode

Port Text field Displays the port of the proxy server for the agent to connect and enables
the Administrator to specify it in edit mode

Username Text field Displays the username of the administrator account to login to the proxy
server and enables the Administrator to specify it in edit mode

Password Text field Displays the password of the administrator account to login to the proxy
server and enables the Administrator to specify it in edit mode

Certificate Management Settings

Key store name Text field The name of the CCM keystore file, pertaining to the agent. By default, it
will be 'ccm_keystore'. The Administrator can edit it in the edit mode

Keystore password | Text field The password to access the CCM keystore file. The Administrator can edit
it in the edit mode

Backup dir Text field Displays the folder path for backup of keystore file. The Administrator can
edit it in the edit mode.

« To edit the agent configuration settings, click the 'Edit' button at the bottom left. The Agent Configuration
page will open in edit mode.
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CCM Extra Agent

[ B server Management l

Agent Configuratio

Connection se s Certificate management settings:
CCMUrl: | hitpsfcert-manager.comi/customer i Key store name: | ccm_keystore
Customer URI. | static Key store password: | sessssssse
Secretkey: |QAs3~TWCJL Backups dir. | Enter path to backup Server config

Poll interval: | 60

Retry interval; |30

m

[¥] Agent autoupdate enable

[ Use Proxy

,. Q/,@ Save | _' % Cancel _' , Change credentials 1

- Edit the required fields and click 'Save' for your changes to take effect.
Changing Login Credentials for the Agents Configuration Console

By default, the administrator can use the username and password of their CCM account to login to the agent
configuration. If needed, the administrator can change their username and password for the agent configuration
console at any time.

To change the username and password
+  Click 'Change credentials' from the agent configuration interface.

The 'Change Credentials' dialog will appear.
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, Edit{ | , Change credentials -
\ )

Login: | admin

Old Password:
MNew password: |eessss

Password confirm; | esees

of Save 3 Cancel

» To change your username, directly edit the Login field
Enter your existing password in the 'Old Password' field

«  Enter your new password in the New password field and reenter it for confirmation in the Password
Confirmation field

«  (lick 'Save'

From the next login to the agent configuration console, you need to use the new username and password.

6.7.1.5.2 Server Management

The 'Server Management' tab enables the administrator to view, add and edit the servers for which the agent is
configured.
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CCM Extra Agent

[ # Agent Configuration l Server Management

Server Management
€ Refresh dpadd |[ Jedit |[ 3¢ Delete |

NAME VENDOR STATE HOST PORT -

Semver I3 Dithers Company S RUNNING
Server Tom Dithers TOMCAT INIT 192.168.111.111 0

The 'Server Management' tab displays the list of servers added to the agent with the vendor and activation status
details. The administrator can add new servers and edit the details like the login username and password for the
existing servers through this interface.

Column Display Description

Name Displays the name of the server.

Vendor Displays the vendor of the server.

State Indicates whether or not the server is initialized.

Host Displays the IP address or the host name of the server for remote connection
Port Displays the connection port of the server for remote connection.

Note: The administrator can enable or disable desired columns from the drop-down at the right end of the table

header:
PORT I E E |
. 0 ® \endor
#® Siate
® Host
* Paort
Controls
Add Enables the Administrator to add a new server to the agent
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Comodo Certificate Manage
Refresh Updates the list of displayed servers.
Server
Control Edi Enables admini dify the S fi i i
Note: The it nables administrators to modify the Server configuration settings.
Server Delete Removes the Server.
control
buttons will
appear only
on selecting
a server.

To add a server
»  Click 'Add' from the top left. The 'Add new server' dialog will appear.

* Agent Configuration ] Server Management

Server Management

|J @ refresh (|| b

, Edit L # Delete )

NAME VEHDOR STATE HOST

PORT

Add new server

Servername: * |Enter server name

Servervendor: * | TOMCAT v )

Path: |*optional* Enter path to tomcat

[ Remote

of oK 3¢ Cancel
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Add new server - Table of Parameters

Field Name Description
Server name | String Enter the name of the server.
Server vendor | drop-down Choose the vendor of the server from the drop-down.
Path String Specify the network path for the Tomcat server. This is required only if

the Tomcat server is not accessible from the CCM console.

Note: This field will appear only of Tomcat server is selected in the
Server vendor drop-down.

Remote Checkbox Specify whether the server is Remote or Local. While adding remote
servers for agent-less automatic certificate installation, this checkbox
should be selected and the login credentials for an administrative
account on the server are to be provided.

Host String Specify the IP address or host name of the server for remote connection.
Note: This field will be enabled only if 'Remote’ is selected.

Port String Specify the connection port of the server for remote connection.
Note: This field will be enabled only for remote "Tomcat' server.

User Name String Enter the username of the administrator for loggin-into the server.
Note: This field will be enabled only if 'Remote’ is selected.

Password String Enter the log-in password for the administrator account for logging-into
the server.

Note: This field will be enabled only if 'Remote’ is selected.

»  Enter the parameters and click 'OK'.

The new server will be added and enabled for automatic installation of SSL certificates and to run scans for
certificate discovery.

To edit a server

«  Select the server and click the 'Edit' button that appears on top.
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[ * Agent Configuration ] Server Management

Server Management

N —
Server Tom Dithers TOMCAT 192168111111
e

Edit server Server Tom Dithers

Servername: * | Server Tom Dithers

Servervendor: * | TOMCAT -

Path: |*optional® Enter path to tomcat

Remote

Host |192.168.111.111

Port: -D

Username: |USername

Password: |esssssss

( @‘POK 1( xganoel ]

The 'Edit server' dialog will open. The interface is similar to Add new server interface.

Edit the required fields and click 'OK’ for your changes to take effect.

6.8  Auto-Assignment Rules for Unmanaged Certificates

Administrators can create rules to automatically assign 'Unmanaged' certificates found after a discovery scan to a
specific Organization or Department.

Assignment rules will assign certificates to a particular entity based on one or more conditions. The rules can be
applied when configuring a certificate discovery task.

To open the 'Assignment Rules' interface:

«  Click 'Settings' > 'Assignment Rules'
Security Roles:

»  RAO - can create and manage rules to assign certificates discovered on their networks to Organizations
and sub-Departments Departments which have been delegated to them.

« DRAO - can create and manage rules to assign certificates discovered on their networks to Departments
which have been delegated to them.
The 'Assignment Rules' interface displays a list of the available rules, allows administrators to create new rules and
manage existing rules.
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Assignment Rules - Table of Column Descriptions

Column Header Description
Name Name of the unmanaged certificate assignment rule
Organization Name of the Organization to which the certificates matching the criteria specified in the

rule will be auto-assigned.

Department Name of the Department to which the certificates matching the criteria specified in the
rule will be auto-assigned.

Sorting and Filtering Options

Clicking on a column headers 'Name', 'Organization' and 'Department' sorts the items in the alphabetical
order of the entries in the respective column.

Administrators can search for a particular discovery task by using filter.

W Filter “
You can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other
options that appears depending on the selection from the 'Add Filter' drop-down.

Sy’ Filter

Add Filter: | Select...

Select...

& Apply | Mame
Organization

®roup by | Ungroup e

£ || =4 add ||| Edit || Delete

Filter Criteria Filter Parameter
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Name Enter the name of the rule in full or part

Organization Select the Organization and/or the Department to which
the certificate will be assigned as per the rule, from the
'Organization' and 'Department' drop-downs.

To add a filter
»  Select a filter criteria from the 'Add Filter' drop-down

- Enter or select the filter parameter as per the selected criteria.

Tip: You can use more than one filter at a time. To remove a filter criteria, click the "' button to the left if it

«  Select the criteria by which the results are to be grouped from the 'Group by' drop-down and enter or select
the grouping parameter

For example, if you want to filter the rules with a specific Common Name starting with 'Dithers' and group the results
by 'Organizations/Departments', then select 'Name' from the 'Add Filter' drop-down, enter 'Dithers' and select
'Organization/Department' from the 'Group by' drop-down. The tasks, having 'test' in their name will be displayed as
a list.

Sy Filter

AddFilter: | Select... || Group by: | Ungroup
Ungroup

(—] Name: | Dithers ~ ASMELElD
Department

" Apply M Clear

% || 94 add ||| Edit || Delete

The filtered items based on the entered parameters will be displayed:

- Toremove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Assignment Rules' interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button.

Following sections explain in details about:
» Creating a new certificate assignment rule
+ Editing an assignment rule
To create a new rule
«  Click 'Add' from the 'Assignments Rules' interface

<changed image>
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Dashboard @ Certificates [ Discovery E.g Code Signing on Demand (1-5 Reports 01 admins

Crganizations Domains HNotfications Encryplion Agents Assignment Rules

¥ Filter

NAME ORGANIZATION DEFARTMENT

O ACMEQ create New Assignment Rule X

) Default

“-required figlds
Assignment Rule Hame*

If cerificate discowered meets all condiions below

Common MName w | | Matches | | Condition Value +

Assignto .. acme corp “ | Mone v |

“ Eance'

«  Enter a name shortly describing the rule in the Assignment Rule Name text box.
«  Set the condition for identifying the certificate to be auto-assigned as per the rule.

«  Select the field of the certificate to be searched from the first drop-down
«  Select the relationship between the field value and the condition value from the second drop-down
«  Enter the condition value in the text field.

For example, if you want to auto-assign certificates with common name dithers.com, then choose 'Common
Name' from the first drop-down, select 'Matches' from the second drop-down and enter dithers.com in the
text field.

»  Choose the Organization and/or Department to which the certificates meeting the conditions to be auto-
assigned, from the respective 'Assign to' drop-downs.

«  Click OK.

The Rule will be added to the list. The rule will be available for selection while configuring a Discovery Task. For
more details on configuring Discovery Scans, refer to the section Network Discovery Tasks.

»  Repeat the process to add more rules.
To edit a rule
«  Select the rule and click the 'Edit' button
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If certificate discovered meets all conditions below

- )

Assignto ...

Organizations Domains Motfications Encryption Apgenis Assignment Rul
Wy Filter
= | 4 add Delete

HAME ORGAHIZATION DEPARTMENT
) ACME Cp=—= ¥

Edit Assignment Rule x

® Defaultf
7} Dithers *-required fields

Matches |

Dithers Construction Company ~ |

chennai + | -

Purchase department b

The 'Edit Assignment Rule' dialog will open. The dialog is similar to' Add Assignment Rule' dialog. For description of

the parameters, refer to the explanation of adding a new rule
- Edit the parameters and click 'OK'

» Toremove arule, select the rule and click 'Delete’

Dashboard @ Certificates [) Discovery
Crganizations Domains Motifications Encryption Agents
Y Filter
3 || 4 add | Edit
HAME ORGANIZATION DEPARTMENT
() ACME Corp Rule acme corp
Default Rule| cerificate Manager » Purchase department

() Dithers Corr

A Are you sure?

oK Cancel
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A confirmation dialog will appear.

»  Click 'OK"in the confirmation dialog.

7 Certificate Discovery Tasks

CCM allows RAO administrators to scan networks and to identify:

»  SSL certificates installed on your network servers. This includes certificates issued to domains, network
devices, certificates issued by third party vendors and self-signed certificates.

Network Agents

Network agents (a.k.a Extra Agents) installed on network servers facilitate the discovery process in networks. In
addition, the agents are also used for automatic installation of SSL certificates on Apache httpd, Apache Tomcat, IIS
7,7.5,and 8. and F5 BIG IP servers. See Network Agents for Certificate Discovery and Auto-Installation for
more details on network agents.

The 'Discovery' interface lets administrators configure and run network discovery scans and to view certificates
identified by the scans.

n}

= Hebwork Dinomery
| Hwhacrk: 13,100 5343443 HETHICRSC L LA

# Wk Seren

S5 Covtn Found | Hess maary 5515 baurd

Mare P Sarver
Ravgesw Sean W 40031 ardd)
Lt Braneved SIERNTT 12100 GUT

The interface contains the following tabs:

»  Network Assets — Allows you to view the results from scans. The results include certificates and web-
servers discovered the network and devices added to CCM by Active Directory Integration. See Network
Assets for more details

« Net Discovery Tasks — Allows you to add, schedule and run discovery tasks on networks. See Network
Discovery Tasks for guidance on configuring and running network discovery tasks.

7.1 Network Assets

«  The 'Network Assets' area shows discovered SSL certificates installed on servers connected to the
network. It also displays a list of web-servers identified on the network and any domains hosted on them.

«  Network Assets are displayed as tree structure on the left.

+  Select a tree node/device on the left to view installed certificates in the right pane.
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See the following sections for more detailed explanation on each category of Network Assets.
»  Network Discovery
«  Web Servers

711 Network Discovery

The 'Network Discovery' category view allows administrators to view a summary of all certificates installed on every
network scanned and a history of previous scans. Administrators can also generate reports on discovered
certificates and assign unmanaged certificates identified by discovery scans to respective organizations.

Note: An 'Unmanaged' certificate is one that was not obtained via Comodo Certificate Manager. This includes, for
example, certificates from other CA's, self-signed certificates, and certificates issued by Comodo CA but not
obtained via CCM.

CCM identifies all managed and unmanaged certificates on a network and allows you to assign them to an
Organization/Department.

See Network Discovery Tasks for more details on configuring discovery scans.
Security Roles:

- RAO SSL Administrators - can view the certificates installed on networks of Organizations (and any sub-
ordinate Departments) that have been delegated to them.

« DRAO SSL Administrators - can view the certificates installed on networks of Department(s) that have been
delegated to them.
To view an over all statistical summary of SSL certificates installed on all scanned networks

«  Click 'Discovery' tab and choose 'Network Assets' from the left.

«  Choose 'Network Discovery' category from the left
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Dashboard Certificates ) Discovery Code Signing on Demand 5 Reports 01 admins 118 settings i About
= - 1%1
Metwork Assets Met Discovery Tasks
o
HEtWoTkERacONLEY SSLs Found| Total Number of all SSLs found for last Month

Web Servers

2016-07-22 2016-08-10

CONFIGURED NETWORK SCAHS

Configured Network Scans 5

Ranges to Scan §

RUNTIME SCAN DETAILS

Last Scan Details
Name Scan for bDD
Last Scanned 08/10/2016 13:37:53 GMT
S5SLs Found 1

The right pane shows a time graph of number of SSL certificates and details of discovery scans run on the
networks. Hovering the mouse over a date/month displays the number of SSL certificates identified on that
date/month.

SSLs Found | Total Mumber of all SSLs found for last Month

- |

3 1 B \.

2016-07-22 2016-08-10

For more details on configuring discovery scans refer to the section Network Discovery Tasks
To view the statistical summary of SSL certificates installed on a selected network
«  Click 'Discovery' tab and choose 'Network Assets' from the left.

»  Expand the 'Network Discovery' category and choose the network
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The right pane displays a comparison graph of total number of SSL certificates with numbers of certificates that are
managed by CCM, unmanaged certificates and self-signed certificates installed on the network. The details of the
discovery scan task name, network and IP ranges scanned and date/time of last run scan are displayed below the
graph.

To view the list of SSL certificates installed on a selected network

«  Click 'Discovery' tab and choose 'Network Assets' sub-tab.
«  Expand the 'Network Discovery' category to view the networks on which discovery scans were run.

« Expand the selected network and choose 'SSL certificates'.
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=
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(WebSeveEs ] 17.149.160.23:443 helposc.apple.com  12/232014  10/23/2012  RSA 2048 SHATWIthRSA
17149160 240:443 wurw.apple.com 05/30/2014  07/1172012  RSA 2048 SHATWIthRSA
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The list of certificates detected from the network during the last scan is displayed with their details as a table.
Selecting a certificate allows displays options for viewing its details and to manually assign Unmanaged certificates
to required Organization/Department.

The interface also allows you to create a report on the discovered certificates.

List of Discovered Certificates - Column Descriptions

Column Header Description
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IP Address The IP address of the server on which the certificate was discovered.
Host Name The name of the server on which the certificate was discovered.
Common Name The domain name for which the certificate was issued.

Valid to Displays the expiry date of the certificate.

Valid From The issuance date of the certificate.

Key Algorithm Displays the type of algorithm used for the encryption.

Key Size Displays the key size used by certificate for the encryption.

Signature Algorithm Displays the type of algorithm used for the signing the certificate.

Inventory Indicates whether the certificate is 'Managed' or 'Unmanaged'.

«  Clicking the 'Managed' link opens the 'Certificate Details' screen of the
certificate. Refer to the explanation under 'Viewing Details of a Certificate' for
more details. You can open the certificate details dialog by selecting the
certificate and clicking the 'Details' button at the top.

« Selecting an 'Unmanaged' certificate displays the option for assigning it to
required Organization/Department. Refer to the explanation under Manually
Assigning a Certificate to an Organization/Department for more details.

Tip - CCM also allows you to can configure for automatic assignment of Unmanaged
certificates identified by a discovery scan to respective Organizations and Departments.
See Overview of Process under Network Discovery Tasks for more details.

Note: The administrator can add more columns from the drop-down button beside the last item in the column:

X
+ Valid To
Y S Issuer
Subject
+ alid From
Subject Alt Name
+ Key Algorithm
¥ Key Size
+ Signature Algoarithm
¥ |nventary
Serial Mumber
MD5 Hash
SHA1 Hash
Cipher
Key Usage
Extended Key Lisage

Issuer Displays the details of the Certificate Authority that issued the certificate and the name
of the certificate.

Subject Displays the details of the common name, organizational unit , organization and more,
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contained in the 'Subject' field of the certificate.

Subject Alt Name Displays the names of domain(s) for which the certificate is used for.

Serial Number Displays the serial number of the certificate that is unique and can be used to identify
the certificate.

MD5 Hash Displays the MD5 hash (thumbprint/fingerprint) for the certificate.

SHA1 Hash Displays the SHA1 hash (thumbprint/fingerprint) for the certificate.

Cipher The cipher suite used for encryption.

Key Usage The cryptographic purpose(s) for which the certificate can be used. For example, key

encipherment and signing.

Extended Key Usage Higher level capabilities of the certificate. For example, web server authentication and
client authentication.

Sorting and Filtering Options
«  Clicking on a column header sorts the items in the alphabetical order of the entries in that column.

Administrators can search for particular SSL certificates using filters.

Y Filter ~

« To apply filters, click on the 'Filters' stripe. The filter options will be displayed. You can add filters by
selecting from the options in the 'Add Filter' drop-down and group the results with other options that
appears depending on the selection from the "Add Filter' drop-down.

To add a filter

«  Select afilter criteria from the 'Add Filter' drop-down
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Add Filter: | Select... Group by: | Ungroup il
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V' Apply IP address
Host name

G F Assign to
Comman Mame

P A 55UeT T NAME COMMON N

Subject

10.10 localhostlocs

Serial Murnber
Subject Aft Mame
Key algorithm

Key Size

SHA1 Hash

MDS Hash

Key Usage

Extended Key Usage

»  Enter or select the filter parameter as per the selected criteria.

“ Filter
Add Filter: | Select... v | Group by: | Ungroup ™
(—] Common Mame: ’cluudﬁre|

o Apply ¥ Clear

The available filter criteria and their filter parameters are given in the following table:

Filter Criteria Filter Parameter

IP Address Enter the IP address from which the certificate was
discovered

Host Name Enter the name of the server on which the certificate is
installed

Common Name Enter the common name or domain name for the

certificate fully or in part

Issuer Enter the name of the issuer of the certificate

Subject Enter the details in the Subject field of the certificate in
full or part.

Serial Number Enter the serial number of the certificate in full or part.

Subject Alt Name Enter the subject alternative name for the certificate fully
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orin part

Key Algorithm Enter the key algorithm of the certificate

Key Size Enter the key size in bits

SHA1 Hash Enter the SHA1 Hash (thumbprint/fingerprint) of the
certificate

MD5 Hash Enter the MD5 Hash (thumbprint/fingerprint) of the
certificate

Key Usage Filter certificates by cryptographic capabilities.

Extended Key Usage Filter certificates by higher level purpose. E.g. web
server authentication, client authentication.

Tip: You can add more than one filter at a time to narrow down the filtering. To remove a filter criteria, click the -

button to the left if it.

«  Select the criteria by which the results are to be grouped from the 'Group by' drop-down and enter or select
the grouping parameter

' Filter
Add Filter: | Select... ~ | Group by | Ungroup
_ Ungroup
LY ¥ Clear
IP address
Host name
D Report Details Assign to
Common Mame
IP ADDRESS HOST NAME | 54T ME V.
Key Algorithm
= 40 4n0 05 An- 447
Key Size

Signature Algorithm
Inventory

MD5 Hash

SHA1 Hash

Cipher

For example, if you want to filter the certificates with a specific Common Name starting with 'cloudfare.com' and
group the results by their 'Issuer', then select 'Common Name' from the 'Add Filter' drop-down, enter ‘cloudfare.com'
and select 'Issuer' from the 'Group by' drop-down. The certificates, having 'cloudfare.com' in their common name will
be displayed as a list, grouped based on their issuers.

- Toremove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'SSL certificates' interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button.
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Viewing Details of a Certificate

The 'Certificate Details' dialog displays the complete details of the selected SSL certificate with its certificate chain

details.
« Toview the SSL certificate details dialog, select the certificate from the list and click the 'Details' button at
the top.
» Alternatively, click the 'Managed' link in the Inventory column
SSL Certificate: ssI358305 cloudflaressl.com x
CERTIFICATE DETAILS CERTIFICATE CHAIN DETAILS

Common Mame 551358305.cloudflaressl.com

State Unmanaged

Common Name COMODO ECC Certification Authority ~
‘Vendor Comodo CA Limited ‘Vendor AddTrust AB
IP Address(es) 104.16.20.233:443 Term 20 years
Requested

Alternative Names *helahalsingland.se )
helahalsingland.se Expires 05/30/2020

Term Serial Mumber 43:52:02:3F:FA:AS:90:1F:13:9FE3:F4ES:C1:44:4E

Signature Algorithm SHA3B4WITHRSA
Valid From 01/04/2016
Public Key Algarithm EC

Walid To 01/01/2017 Public Key Size 378

: TR T TR e T o 30ad0d0aZasce
Serial Mumber AG:BABC:FS:FB:07T:E1:23:85:7%:TF:FC:3E:2E:50:87 MD5 Hash c790ab6ch9chafibfif

SHA1 Hash ae223cbi20191b40d7Tib4eabr01b65fdcbialca

Signature Algorithm SHA256withECDSA
Issuer CHN=AddTrust External CA Root,

QU=AddTrust External TTP Metwork,
O=AddTrust AB,
C=SE
Public Key Size 256 Subject CN=COMODO ECC Certification Authority,
0=COMODO CA Limited,
MD5 Hash c32d46634b636a003cedcBddfasibeal L=5alford,

ST=Greater Manchester,
b faret-Y

Public Key Algorithm EC

For more details on the information displayed in the Certificate Details dialog, refer to the section Certificate
'Details’ Dialog.

Manually Assigning a Certificate to an Organization/Department

The certificates that are issued through CCM, otherwise called 'Managed' certificates are pre-assigned to their
respective Organizations or Departments, specified during their enroliment process. But the certificates that are not
obtained via CCM and found installed on the network by discovery scans are classified as 'Unmanaged’ certificates.
These certificates are not pre-assigned to any Organization or Department by default.

You can assign certificates to required Organizations/Departments from the list of certificates displayed under
'Network Assets'.

Tip: You can configure a discovery scan to automatically assign the unmanaged certificates identified by it to
respective Organizations and Department by specifying Auto-Assignment Rules.

«  For more details on configuring a discovery scan, see Adding IP Range and Start Scanning under
Network Discovery Tasks.

«  For more details on configuring Auto Assignment Rules, see Auto-Assignment Rules for Unmanaged
Certificates
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To manually assign certificates
+  Click 'Discovery' tab and choose 'Network Assets' sub-tab.
»  Expand the 'Network Discovery' category to view the list of scanned networks

«  Expand the selected network and choose 'SSL certificates'. The list of SSL certificates found installed on
the network will be displayed.

+  Select the umnanaged certificate from the list and click 'Assign To'

Dashboard & Ccentificates =€) Discovery ‘i Code Signing on Demand % Repo
= &

Metwork Assets Met Discovery Tasks

2
[=] Metwork Discovery | Y Filter
[=) Metwork: 10.100.93.40:443 B —
[¥} s5L Certificates Add Filter: | Select... |~ | Group by: | Ungroup M
Web Servers
Uil | X Clear |

| €3 || Report ||| Details

IP ADDRESS

10.100.93.40:442

COMMON NAME

localhostlocaldomai 05

Assign 1o Organization/Depariment X

Assign E9:B2:C1:95:18:E9:B9:03 certificate(s) to:

Assignto ...* | acme corp ~ 1 | None |

Cancel

The 'Assign to Organization/Department' dialog will appear.

Assign to Organization/Department dialog - Table of parameters

Form Element Description
Assign to Select the organization (and, optionally, the department) to which the certificate should be
assigned.
«  Click OK.

The certificate will be assigned to the chosen Organization or Department.

Generating Report on Discovered Certificates

You can generate a report on the list of certificates discovered on selected network from the Network Assets
interface.

To generate a report

«  Click 'Discovery' tab and choose 'Network Assets' sub-tab.
»  Expand the 'Network Discovery' category to view the list of scanned networks
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- Expand the selected network and choose 'SSL certificates'. The list of SSL certificates found installed on
the network will be displayed.

»  Click the Report button at the top of the list.

The report will be generated as a spreadsheet file containing the list of certificate with their details. You can
download the report in .xls format, which can be opened in spreadsheet software like Microsoft Excel or OpenOffice
Calc.

7.1.2 Web Servers

The 'Web Servers' category lets you view a summary of all web-servers identified on every network scanned. The
results also show all domains hosted on each server.

Security Roles:

«  RAO SSL Administrators - can view details of web servers pertaining to Organizations ( and any sub-
ordinate Departments) that have been delegated to them.

« DRAO SSL Administrators - can view details of web servers pertaining to Department(s) that have been
delegated to them.
To view a dashboard summary of web servers identified on all scanned networks

«  Click the 'Discovery' tab and choose the 'Network Assets' sub-tab.

«  Choose '"Web Servers' on the left
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The pie-charts on the right show the percentage of scanned web-servers using different operating systems and the
percentage of those servers using HTTPS versus HTTP.

»  Placing your mouse over a chart segment or legend item displays additional details such as the exact
number of servers/number of sites in that category.
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To view details of websites/domains hosted on each server in scanned networks
«  Click the 'Discovery' tab and choose the 'Network Assets' sub-tab.
»  Expand the '"Web Servers' category to view the list of identified web servers

«  Choose the server whose details you want to view
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The right hand pane displays general server details and a list of websites/domains hosted on the server:

List of Discovered Websites - Column Descriptions

Column Header Description
Name The name of the website/domain.
Common Name The registered domain name for website/domain.
Protocol Displays the data transfer protocol used by the website.
IP Address The address where the site is hosted.
Port The server port number through which the site is served
Status Indicates whether the site is secured with SSL/TLS.
SSL For HTTPS sites, indicates whether the certificate used by the site is managed by CCM
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or not. Clicking the entry opens the 'Certificate Details' screen. For more details on the
information shown in this screen, refer to Certificate 'Details' Dialog

7.2 Network Discovery Tasks

The Network Discovery option is a very convenient tool for scanning and monitoring a network for all installed SSL
certificates (including Comodo Certificates that may or may not have been issued using Comodo Certificate
Manager, any 3rd party vendor certificates and any self-signed certificates).

Administrators can configure Discovery Tasks for different networks to be scanned and can optionally set a
schedule for them for periodical scanning. Each discovery task can also be added with auto-assignment rules so
that unmanaged certificates identified from that discovery scan will be assigned to the respective
Organizations/Departments and added to the 'Certificates' > 'SSL Certificates' interface.

Security Roles:

*  RAO - can scan for certificates installed on networks pertaining to Organizations (and any sub-ordinate
Departments) that have been delegated to them.

«  DRAO - can scan for certificates installed on networks pertaining to the Department that have been
delegated to them.

The 'Discovery Tasks' interface displays the list of tasks added to CCM and allows Administrators to create new
Discovery Tasks and edit existing tasks.

&) Discovery [5G cooe sigaing on Demana (% Reports 01 aomns il semngs [£5 aboat

Matwori Asspts Hal Dizcovary Tasks

¥ Filar e

£ || 4 s ]
HAMT RAMGES TO SCAN FTATE SCHETHIET LAST SCARHID

Ty FE Baner 101009340 Bucressfy Wanual AT 1T 4034

L3 mowsegs l-1|uorl..-.

Discovery Tasks area - Table of Parameters

Field Element Values Description
Name String Name of the certificate discovery task
Ranges to Scan String Displays the IP ranges that will be scanned during this
task
State String Displays the status of the scan, that is, whether it is

successful, failed, in progress or canceled. Clicking on
the state displays respective result. For example, clicking
on 'Successful' will display the number of certificates
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discovered.

Schedule String Displays whether the scan is to be run manually or
scheduled

Last Scanned String Displays the date and time of the last scan performed

Note: The administrator can enable or disable desired columns from the drop-down at the right end of the table
header:

v State
¥ Schedule
« Last Scanned

Control Buttons

Add Enables administrator to add a new certificate discovery
task

Refresh Updates the list of displayed discovery tasks
Discovery Task control Edit Enables administrator to edit the selected discovery task
Buttons such as change the IP range and more

Delete Enables administrator to delete a discovery task from the
Note: The Discovery Task list
control buttons are visible
only on selecting a domain | Scan Enables administrator to start a new scan for the

selected discovery task

Cancel Enables administrator to cancel a discovery scan. This
button will appear after starting a new scan

History Displays the details of past scans performed for the
selected discovery task and allows administrators to
download scan reports

Last Scan Details Displays the results of the last scan for the selected
discovery task

Clean Results Removes all the discovered certificates from the SSL
certificates tab

7.2.1 Sorting and Filtering Options

»  Clicking on a column headers 'Name', 'Organization’, 'Department’, 'Schedule' or 'Last Scanned' sorts the
items in the alphabetical order of the entries in the respective column.

Administrators can search for a particular discovery task by using filter.
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You can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other
options that appears depending on the selection from the 'Add Filter' drop-down.

<new image>

Sy Filter

Add Filter: | SelectX.
Select...

Eroup by | Ungroup |~

Filter Criteria Filter Parameter

Name Enter the name of the discovery task fully or in part

To add a filter
«  Select a filter criteria from the 'Add Filter' drop-down
«  Enter or select the filter parameter as per the selected criteria.

«  Select the criteria by which the results are to be grouped from the 'Group by' drop-down and enter or select
the grouping parameter

For example, if you want to filter the discovery tasks with a specific Common Name starting with 'Dithers" and group
the results by 'Scheduled', then select 'Name' from the 'Add Filter' drop-down, enter 'Dithers' and select 'Schedule'
from the 'Group by' drop-down. The tasks, having 'test' in their name will be displayed as a list.

“y Filter ~

Add Filter: | Select... |~ | Group by Schedule

Ungroup
(—] Name: | Dither
" Apply ¥ Clear

The filtered items based on the entered parameters will be displayed:

» To remove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Discovery Tasks' interface in future, the configured filters will be in action and only the search results will be
displayed. If you do not want the filters to be saved, click the 'Clear' button.

7.2.2 Prerequisites

The administrator has installed the certificate controller agent and has configured it. See Network Agents for
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Certificate Discovery and Auto-Installation for more details.

7.2.3 Overview of Process

1 Run a scan of networks in order to find all deployed SSL certificates.
2 CCM will automatically integrate all newly discovered certificates and add:

»  Certificates with Managed status and certificates with '‘Unmanaged' status but auto-assigned to
respective Organizations/Departments based on Assignment Rules applied to the discovery task,
to 'SSL Certificates' area ('Certificates' > 'SSL' Certificates)

« Al certificates to the lists of certificates, including 'Unmanaged' certificates that are not assigned
to any Organization/Department, under respective networks in the the ‘Network Assets' area.
Administrators can assign manually assign '‘Unmanaged' certificates to
Organizations/Departments to which they pertain, to bring them under management through the
SSL Certificates area. See Network Discovery for more details.

Note: An 'Unmanaged' certificate is one that was not obtained via Comodo Certificate Manager. This includes, for
example, certificates from other CA's, self-signed certificates, and certificates issued by Comodo CA but not
obtained via CCM. CCM identifies all certificates installed on a scanned network including 'Unmanaged' certificates
and allows the administrator to assign them to respective Organization/Department for which the certificates were
enrolled.

3 CCM will assign certificates that were not issued using CCM to the default Organization with the status
'‘Unmanaged'.

4 CCM will update the status of existing certificates that were issued using CCM (if necessary).
5 'Unmanaged' certificates can become 'Managed' by renewing the particular certificate.

91 The compiled results of the scan can be viewed in the 'Discovery Scan Log'.

124 Adding IP Range and Start Scanning

1. To add a new network discovery scan task, click 'Discovery' > 'Net Discovery Tasks"> 'Add' to open the
scan configuration form

The form has three tabs. The first to configure scan settings, the second to apply auto-assignment rules
and the third to schedule the scan.

2. First, complete the '‘Common’ tab:
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Add X
Common Assignment Rules Schedule
*-required fields
Mame*
Agent | Auto Ef
Ranges to Scan® | Add
. .
Remove
T | Cancel
Name Enter a name to describe the discovery task
Agent Select the CCM controller agent to be used for scanning. CCM uses agents installed on
internal servers to scan for certificates. For more details, refer to the section Agents.
Ranges to Scan IP address ranges of servers to be scanned.
Add Add IP ranges for scanning.
Edit Edit the selected scan range
Remove Delete the selected scan range
OK Add the discovery task to the list
Cancel Cancel the task.

3. Click the 'Add' button to add a CIDR, IP address or host name:
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Add Scan Range (CIDR = Scan) X
@® CIDR*
10.100.50.1/16
1P
i) Host name
Port*
443
oK | Cancel
Form Element Element Type Description
CIDR Text Field Short for 'Classless Internet DOMAIN Routing'. Type the IP address
you wish to scan followed by network prefix, e.g. 123.456.78.91/16
should be specified here.
P Text Field Type the IP address you wish to scan.
Host name Text Field Enter the host name you wish to scan.
Ports to Scan (required) | Text Field The port number(s) for IP range.
OK Control Enables the administrator to add specified data into the scan list.
Cancel Control Enables the administrator to add cancel the process.

4. Click OK after selecting and entering the appropriate details.

Administrators can add more scan ranges for the same discovery task. Repeat the process as explained above.
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Add X

Common Assignment Rules Schedule

*-required fields

Mame* | certs for adv

Agent | Auto E[
Ranges to Scan® | 10.100.0.0/16 : 443 Add
10.101.0.0/16 : 443 -
Edit
Remove |

oK | Cancel

The entered scan ranges will be displayed. Administrators can edit or remove the scan range after selecting it and
clicking 'Edit' or '‘Remove'.

Edit Scan Range (CIDR > Scan) X

® CIDR*
10.101.0.0/16
1P
e.g. 10.10.10.10
) Hostname
e.g. hostl.domain.com
Fort*

443

(8] 4 g Cancel

5. Click the 'Assignment Rules' tab to add rules which will assign unmanaged certificates identified by the
scan to an organization or department.
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Common Assignment Rules Schedule
| Create New Assignment Rule |
Available rules: Assigned rules:
23234 |
[ >
£
Up
2
} _ Down
<<
Edit
oK | Cancel

All available rules are shown on the left. Use the arrow buttons to add rules to the discovery task. Rules can be
configured in the 'Settings' > 'Assignment Rules' interface. For more details on managing auto-assignment rules,

refer to Auto-Assignment Rules for Unmanaged Certificates.
» To create a new rule, click the 'Create New Assignment Rule' button. For more guidance refer to

the explanation under Creating a new certificate assignment rule in the section Auto-
Assignment Rules for Unmanaged Certificates. The rule will be added to the list of Available

Rules. Select it and move to the 'Assigned rules' list
« Toeditarule, select it and click the Edit button. For more guidance refer to the explanation of
Editing an assignment rule in the section Auto-Assignment Rules for Unmanaged
Certificates.
6. Click the 'Schedule' tab to set the scan day, date and start time, and the frequency of the task:

Add

Common Assignment Rules Schedule

Scan Frequency

Frequency: | Manual E'
Time zone: | UTC+03:30 - IST, SLT E|

Time: 15 : 10

oK Cancel

Available scan frequencies are: Manual (on demand), Daily, Weekly, Monthly, Quarterly, Semi-Annually and
Annually.
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7. Click 'OK'.

The newly created discovery task will be displayed in the list.

Dashboard

@ Certificates

[ Discovery

iz Code Signing on Demand

@ Repo

MNetwork Assets Met Discovery Tasks
y Filter
2 || 4 A
HAME RANGES TO SCAN STATE SCHEDULE LAST SCANNED
TR 401009310 Manual__—>
) F5 Server 10.100.93.40 Successful Manual 08/28/2017 174024

Repeat the process to add more Network Discovery Tasks.
8. Torun a scan, select it select the respective 'Discovery Task' from the list
The control buttons for managing the task will be displayed at the top.

9. Click the 'Scan' button to commence the discovery scan for the selected task.

32 Code Signing on Demand

Dashboard

'C::_l‘ Certificates [ Discovery

Metwork Assets Met Discovery Tasks

Y’ Filter
D "‘ Add ‘ Edit Delete » History Last Scan Details || Clean Results
HAME RANGES TO SCAMN STATE SCHEDULE LAST SCANNED
(@) scanNS1for 44 400,93 10 Manual
Cers
() F5 Server 10.100.93.40 Successful Manual 08/28/12017 174034
Information X
o 3Scan has started.
oK

CCM allows administrators to run multiple discovery tasks at a time. After a scan has started, select another task
and click the scan button at the top.

Discovery scanning uses a 2 second timeout for each IP/Port combination with 10 threads running at once. This
information can be used to approximate how long a scan will take.

2.((# IP Addresses) * (# ports per address)) / 300 = Number of minutes for scan.
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Note: The timeout interval and number of threads per minute may be subject to minor fluctuation. Admins are
advised to treat these figures as an approximate calculation of scanning times.

Example:

Scanning a single range xxx.xxx.0.0/16 for a single port (443) equals 65,536 IP addresses.
((65536)(1))/300 = approx 218 minutes.

The progress of the scan can be viewed in the row of the selected discovery task under the 'State' column.

10. Click the 'Cancel' button if you want to cancel the scanning process.

If you cancel the scanning process, the entire system will revert to the state that existed before the scan was started
(i.e., any data collected during scanning will not be applied until the scanning process is completed).

If you cancel the scanning, you should specify the reason for in the 'Cancel Reason' dialog and click OK.
Cancel Reason X

| Reason
i |Administrative reasons

Cancel

f
i Information X

o Scan has been canceled.
\

Atfter the scan is complete, administrators will be notified of the result via email. Please note the email notification
should have been configured in the Discovery Scan Summary notifications area.
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| Inbox - (< Discovery Scan Surnmary .. X

File Edit View Go Message Tools Help

. 2 4 N 2 > Q
e - - Search... <Cirl+K
Get Messages Write Chat Address Book Tag CQuick Filter o i L

4 Reply  =p Forward | &3 Archive @ Junk | @ Delete

From CCM
Subject Discowvery Scan Summary 03/26/2015 10:20 GMT 3:51 PM
To Giridharan' Other Actions ~

Started: 03/26/2015 10:20 GMT
Ended: 03/26/2015 10:21 GMT
Scan Type: Manual

Started By: John Smith

IPs Scanned: 1

Completion Status: SUCCESSFUL

Total New
SSL Certificates: 5 5
| com: 4 4
Other: 1 1
;g Self-Signed: 0 0
.e !'!m

The results of the scan can be viewed at 'SSL certificates' sub-tab of the 'Certificate Management' section and
the 'Reports’ section.

1.2.5 Editing a Network Discovery Task

Administrators can edit an existing discovery task by selecting it in the list and clicking the 'Edit' button at the top.
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<new image>

@ Dashboard @ Certificates @ Discovery L—lfil Code Signing on

MWetwark Asseiz Met Discovery Tasks

¥ Filter

2 | = am

NAME

RANGES TO Rt 1P ] Assignment Rules Schedule

Scan NS1 for
L Cerls

F5 Server 40.100.83.40

10.100.83.10
*required felds

Mame" | F5 Server
Agent | Agent docs 54 |

Ranges o Scan® | 10.100.93.40 : 443 Add

Camcel

The 'Edit' interface will open.

The interface allows administrators to change the task name, select another agent, add a new scan range, edit
existing scan ranges or remove it. In the schedule tab, the scan frequency can be edited. For more details refer to
section Adding IP Range and Start Scanning.

1.2.6 Deleting a Network Discovery Task

To delete a discovery task from the list, select it and click the 'Delete’ button at the top.
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Dashboard @ Certificates E{ Discovery

Metwork Assets Met Discovery Tasks

y Filter

-y d= Add | Edit{ Scan History || Last Scan Details

HAME RANGES TQ SCAN STATE SCHEDULE

(O ScanNSfor 44 400.93.1 Scanin Progress 0%  Manual

Certs
FS Server 10.100.93.4 Successful i
Certificate Manager
9 Are you sure?
Yes Mo

«  Confirm the deletion in the dialog that appears.

1.2.7 Viewing History of Network Discovery Tasks

CCM allows administrators to view the previous five scan results of each discovery task. You can also download a
report on each task and can assign unmanaged, discovered certificates to an organization or department.

- To view the history of a discovery task, select it and click the 'History' button at the top.
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Metwork Azsets Met Discovery Tasks

| Yy Filter

2 = add ‘Edrt Delete scan DLast Scan Details 55.{;;&?" Results

HAME |  RANGES TO SCAN TATE |  SCHEDULE LAST SCANNED

globall cloudflaressl.com

Successiul Manual 081062016 170906

() ComodoSE Xen 10.104.70.0/24 Canceled Manual 06272016 21:58:25
T bdd nddccsoftcomA. brad.de.c Manual 072212016 19:16:3
E
History of scan "globall’ xX
E Report Details
DATE STATE | SSLS FOUNC

® 06/21/2016 17:4534 Successful 251

() DB/232016 15:36:49 Successful 251

() 072212016 18:55:22 Successful 1

() 08M0I2016 17:09:00 Successiul 1

15 - rowsfpage 1 -4 out nf4----

The 'History of scan..." dialog will be displayed.
+  Click the 'Report' button to download all discovery scan reports as a .csv file.

« To view the list of certificates discovered during a scan, choose the scan and click the 'Details' button that
appears at the top.
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History of scan "globall’

| £% || Report

DATE STATE 55LS FOUNC
06/21/2016 114534 Successful 251
() DB/2312016 15:36:49 Successful 251
A7mannaefan g0
'I':
Details of scan "globall’ run at 06/21/2016
¥ Filter W
M Report Details Assign to
IP ADDRESS COMMON NAME A VALIDTO | VALIDFROM = KEY ALGORITHA  KEY SIZE SIGNATURE ALGE 1
M 104162022443 rbs.create.edusg  O407/2016 02232015  RSA 2048 SHAZSEWIthRSA
[ 10416.20.251:443 2014-04-09 finyspect 040972016 04092014 RSA 2048 SHATwithRSA
[0 104.16.20.254:443 holandmoments.on 05072016 012812015 RSA 4006 SHAZ56wWIthRSA
[J 10416208443 novartis com 07/19/2016 07152015  RSA 2048 SHAZSEwWIthRSA
[0 1041620.118-443 551384981 doudflare 07/24/2016 01M5/2016  EC 255 SHAZ5EWIthECDSA
[0 10416.20.112-442 551384966 cloudflare 07/2472016 0MMS2016 EC 254 SHA256WIthECDSA
[0 10416.20.189:443 551284990 cloudfare 07/2472016 01152016 EC 256 SHAZ56WIthECDSA
[ 1041620220443 $s1382925 cloudflare 07/24/2016 01M5/2016  EC 256 SHAZ5EwithECDSA
[0 104.16.20.116:443 551385035 cloudflare 07/2472016  01M52016 EC 256 SHA256withECDSA
[0 104.16.2054:443 551384220 doudflare 07/25/2016 012002016 EC 256 SHAZ56WIthECDSA
[J 104162098443 551384295 cloudfare 07/25/2016  01/2002016 EC 256 SHAZ56WIthECDSA
[0 104162047443 551385311 doudflare 0B/01/2016 01/26/2016  EC 253 SHAZ5EwIthECDSA
[0 10416.20.232:443 521362514 cloudflare 08/01/2016 0112712016 EC 253 SHAZSEWIthECDSA
[0 10416.20.114:443 531382912 cloudfare 08/01/2016  01/292016 EC 255 SHAZSSWIthECDSA
[ 10416.20.197:443 551385353 cloudflare 0B/I01/2016 012712016  EC 256 SHAZ256wIthECDSA

i

¥
15  rowsipage 1- 15 out of 251 --nn

«  Click the 'Details' button to view full certificate information. Refer to SSL Certificate '‘Details'
Dialog for more on the certificates details panel.

« To manually assign unmanaged certificate(s) to an Organization or Department, select the
certificate(s) and click the 'Assign to' button. For more on this, refer to Manually Assigning a
Certificate to an Organization/Department in the section Network Discovery.

«  Click the 'Last Scan Details' button to view the latest certificates discovered by a discovery task
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Metwark Assets Met Discovery Tasks
W Filter
4 o= Add | | Edit || Delete Scan History (| Last Scan Details | ) Clean Resuits
HAME RANGES TO SCAN STATE SCHEDULE LAST SCANNED
() globall cloudflaressl.com Successiul Manual 08102016 17:09:06
i) ComodoSE Xen 10.104.70.0/24 Canceled Manual 06/2712016 21:58:25
() bdd bddccsoftccm.brad.de.c Successiul Manual 0712242016 19:16:21
() Scan for bDD bddecesoftcem1 brad.de.c Paddially Sug Manual 08102016 19:07:53
i) test 10.104.70.0/24 Scan in Proaress 0% Manual
EFZ”S for Dithers 4 decs oficem . brad.de.c Succgsful Manual 02/1812016 16:06:47
Details of scan "Certs for Dithers org’ run at 08/18/2016 x
' Filter W
1'3 Report Details Assign to
IP ADDRESS COMMON NAME A VALIDTO | VALID FROM KEY ALGORITHN  KEY SIZE SIGNATURE ALGQP
10.0.34 52:443 badccsoftcom. brad 0372372018 D3R2220M6 RSA 2043 SHAZSGwWIthRSA

>
R T T

The details of certificates discovered during the the last scan ran for the selected task will be displayed.

7.2.8 View Scan Results

After each discovery scan, Comodo Certificate Manager updates the lists of certificates in the Network Assets area
and the 'SSL Certificates' area (‘Certificates' > 'SSL' Certificates).

Certificates are assigned to these two areas as follows:

SSL Certificates interface

- Managed Certs

- Unmanaged certs which are assigned to an Org/Dep.
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Network Assets interface

- Managed certs

- Unmanaged certs which are assigned to an Org/Dep.

- Unmanaged certs which are not assigned to an Org/Dep.

Network Assets Area:
The Network Assets area displays certificates discovered from all nodes of every scanned network, including web
servers, domains and certificates discovered from AD servers integrated to CCM.

« Network Discovery - Displays a tree structure of scanned networks. Selecting a node displays all
certificates identified on it, including managed certificates, unmanaged certificates that have been assigned
to an Organization/Department by a rule, and unmanaged certificates that have not been assigned to a
Organization/Department. You can view details of each certificate and manually assign unmanaged
certificates to an Organization or Department. Doing so will grant them '‘Managed' status and thus make
them visible in the 'SSL Certificates' interface. Refer to the section Network Discovery for more details.

«  Web Servers - Displays a summary of all web-servers identified from every network scanned and a list of
websites/domains hosted on each identified server. Refer to the section Web Servers for more details.

SSL Certificates Area:

After a discovery scan, CCM will add newly discovered 'unmanaged' certificates which have been assigned to an
Org/Dep to the SSL certificates area. It will also update the status of any existing certificates. There are, therefore,
two types of SSL certificates that could be discovered:

« Certificates issued by Comodo Certificate Manager (also known as ‘Managed' certificates). Comodo
Certificate Manager will simply update the certificate's existing entry with any status changes that may
have occurred. These certificates will stay assigned to the Organizations that they are currently assigned
to.

« Certificates that were not issued by Comodo Certificate Manager (also known as ‘Unmanaged
certificates) If the certificate was NOT issued by CCM, they will be assigned 'Unmanaged status. The
'Unmanaged' category covers:

«  Self-signed certificates
+  Certificates issued by Comodo CA but not via Comodo Certificate Manager
«  Certificates issued by 3 party vendors / other certificate authorities

Note: Only those 'Unmanaged' certificates that are assigned to an Org/Dep (either manually or by an assignment
rule) will be added to the 'SSL Certificates' area at the end of a Discovery Scan. Discovered certificates which are
not assigned to any Organization or Department will not be added to the SSL Certificates area. They can be
viewed in the Network Assets interface.
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Code Signing on Demand (5 Reports 022

S5L Ceriificates Client Certificates Code Signing Cerfificates Device certificates

Y Filter
3 || = Add || Export

4 COMMON NAME

Delete

ORGANIZATION

2 DCV_|

Details

Renew

DEPARTMENT STATUS EXPIRES SERVE

Placing the mouse over the
| Common Name’ will display Placing the mouse over the "Status’
504 the name of the vendor that |_check org will display the IP Address/Port
i is associated with this - combination(s) on which this
008 certificate —ChecH_org certificate was found
® *hoeingnewbreed.cdm35187]* DCV_check org Unmanaged (1) 04f28/2017

Vendor: GeoTrust Inc.

_check_org

*

74.119.108.19:443

To bring an 'Unmanaged' certificate under the control of Comodo Certificate Manager you have to ‘Renew' that
certificate (to be more precise you will be effectively 'replacing' that certificate with an equivalent Comodo
certificate). Clicking the 'Renew" button will begin the ordering process for a new Comodo SSL certificate with the

same parameters.

Certificate Type

View in the SSL Certificates Sub-Tab

View
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CertificateS, issued by One of the |—| tesidamain com Test Drganization Test Depariment 1 Applied
CCM SSL S _efa_nTDIE I:n :en:lcjorgaTl;la:lnn Dema Depatment Iier:l.lrnfd B
Certmcates W.SE J st Lrganizahc T 1 BETREDTL
state listed
here.
Certificates | Self-signed |Unmanaged | % s sosons atizomerg © D8mo Organzaton Unmansged (1) 02/132021
i)mg (lzswslued certificates Self-signed certificates are marked with red cross alongside their
y common name. (Background - 'Self Signed' means that the certificate
was not signed (issued) by a Trusted Certificate Authority. As such,
these certificates will not be recognized by popular Internet browsers
such as |E, Firefox, Opera. Safari and Chrome.)
From the 'SSL Certificates' interface, you can:
«  View details of these certificates
- 'Renew' these certificates by replacing them Comodo
equivalents
Issued by | Unmanaged | testzeemaacom Demo Orpanization Unmanaged 01032014
Comodo ,CA From the 'SSL Certificates' interface, you can:
but not via _ . -
CCM +  View details of these certificates
«  Revoke these certificates
« 'Renew' these certificates
Issued by Unmanaged gxample.com Test Qrganization Unmanaged (1) 08082013
3rd party From the 'SSL Certificates' interface, you can:
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Certificate Type View in the SSL Certificates Sub-Tab

View

vendor «  View details of these certificates

» 'Renew' these certificates by replacing them Comodo
equivalents

You can download the results of a discovery scan in .csv format in a Discovery Scan Log report from the Reports
interface.

The Discovery Scan Log report contains information concerning overall scan options and discovered SSL
certificates information.

Comodo advises administrator to:
i.  Schedule regular discovery scans as a matter of course;

ii. Runamanual scan after every change to SSL certificate configuration. Otherwise, it is possible that
the 'SSL Certificates' area will show inaccurate information. (e.g. you may have uploaded a certificate to
your website but in CCM the certificate will have a state of 'Issued' and a discovery status of 'Not
deployed' if you haven't re-run the scan).

iii. Run a manual scan after any change to the network in general.

« Toremove the certificates discovered from a particular discovery scan, navigate to 'Discovery' > 'Discovery
Tasks', select the discovery task and click the 'Clean Results' button.

Dashboard '@' Certificates [ Discovery ,-9 Code Signing on Demand

Metwork Assets Met Discovery Tas

W Filter

D + Add | Edit Delete Scan History Last Scan Details Clean Results )

HAME RANGES TO SCAN STATE LE LAST SCANNED

() global cloudflaressl.com Successiul Manual 08M0/2016 17:09:08
CnmndnSE ¥Xen 10.104.70.0/24 Canceled Manual 06272016 21:58:25

O bdd bddccsoftcecm 1 brad.de.c Sug Manual 0712212016 19:16:31

Certificate Manager 2/ X

A The cerificates found during this scan will be deleted from the SSL Certificates Tab.

oK Cancel

«  Click 'OK" to confirm removal of the certificates in the SSL Certificates interface.
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8 Reports

8.1 Overview

The 'Reports' interface allows administrators to generate and view reports on the usage, provisioning and
monitoring of SSL, Client, Code Signing and Device Certificates. There are a maximum of eight main types of
reports available: Client Certificates report, Discovery Scan Log , SSL Certificates report, Code Signing Certificates
report, Code Signing Requests report, DCV report, Net Discovery Tasks report and Device Certificates report.

@ Certthcates @ [escovery E‘* Code Ssgaing on Demand 11!. Heports E; Adrmns “.T Settngs E Aboul

Discowery Zcan Log 851 Cefficaies Code Signing Ceridcales Code Signing Reguesis DSV Report Mel Discovery Tasks Device Cerhcates

Ceit report detals

Cumani Stahss" | &ny L 4
Diale Selecion.  Enrolad Date =
From
Tax liidl
£ Refrash
OrpanizsicnDepartmel & [ acme corp
#  Cloithars Constcion Comparny
B Cldes

B [lxvz argantatan

Expand & Selnct &

Genarate Report

Note: The options available in the drop-down depends on the privilege level of the administrator that is logged in:
- RAO/DRAO SSL admins - can see Discovery Scan Log and SSL Certificates Logs, DCV Logs;

- RAO/DRAO S/MIME admins - can see only Client Certificates Logs;
«  RAO/DRAO Code Signing admins - can see only Code Signing Certificates Logs.
«  RAO/DRAO Device Cert - can see only Device Certificates reports

Report Type Description

Client Certificates | Enables RAO/DRAO S/MIME administrators to generate and view reports regarding Client
Certificate Activity. Reports are delivered in .csv format and can be filtered to show only
certificates with a specific current status, namely:

« Any (all certificates of any status)
«  Enrolled - Downloaded

«  Enrolled - Pending Download

*  Revoked
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Report Type Description

»  Expired
«  Not Enrolled

The reports can be further sorted by Organization/Department, (status specific) Date and by
Time Interval.

Discovery Scan Enables RAO/DRAO SSL administrators to choose between a detailed or a summary reports,
Log generate and view log reports from the scanning processes. Reports are delivered in .csv
format.

The reports can be further sorted by Organization/Department.

SSL Certificates Enables RAO/DRAO SSL administrators to generate and view reports regarding SSL
Certificate Activity. Reports are delivered in .csv format and can be filtered to show only
certificates with a specific current status, namely:

« Any (all certificates of any status)
¢ Requested

+ Issued

+  Revoked

«  Expired

The reports can be further sorted by Organization/Department, (status specific) Date and by
Time Interval.

Code Signing Enables RAO/DRAO Code Signing administrators to generate and view reports regarding
Certificates Code Signing Certificate Activity. Reports are delivered in .csv format and can be filtered to
show only certificates with a specific current status, namely:

«  Any (all certificates of any status)
+  Enrolled - Downloaded

«  Enrolled - Pending Download

«  Revoked

«  Expired

The reports can be further sorted by Organization/Department, (status specific) Date and by
Time Interval.

Code Signing Enables RAO/DRAO Code Signing Administrators to view reports contianing the details of
Requests Code Signing on Demand (CSoD) requests and their activities. Reports are delivered in .csv
format and can be filtered to show only certificates with a specific current status, namely:

« Any (all requests of any status)
« Created

* InProgress

+  Declined

«  Signed

«  Expired

« Failed
The reports can be further sorted by Organization/Department, (status specific) Date and by
Time Interval.
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Report Type Description

DCV Report Enables RAO/DRAO SSL administrators to generate and view a report on registered domains
with their Domain Control Validation (DCV) status. Reports are delivered in .csv format and
can be filtered to show only certificates with a specific current status, namely:

« Any (all certificates of any status)
+  Not Started

«  Awaiting Submittal

+  Submitted

« Validated

+ Validated Renewing

«  Expired

The reports can be further sorted by Organization/Department, (status specific) Date and by
Time Interval.

Note: DCV Report will be available only if DCV feature has been enabled for your account.

Net Discovery Enables the RAO/DRAO SSL Administrators to generate reports on configured Discovery
Tasks tasks. Reports are delivered in .csv format.

Device Certificates | Enables administrators to generate and view reports regarding Device Certificates. Reports
are delivered in .csv format and can be filtered to show only certificates with a specific status:

»  Any (all certificates of any status)
¢ Requested

«  Enrolled - Pending Download

e Issued
» Revoked
»  Expired

The reports can be further sorted by Organization/Department, (status specific) Date and by
Time Interval.

8.2 Reports - Security Roles Access Table

The following table provides a summary of the ability of the administrators to generate different types of reports.

RAO

Report Administrator DRAO Administrator
Type/Organizati
on Code Device Code Device
SSL S/MIME Signing Cert SSL SIMIME Sighing Cert
Client x v x x x v X x
Certificates
Discovery Scan v x % x v x x %
Log
SSL Certificates v X x x v x x x
Code Signing x x v x x x v x
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Certificates
Code Signing x x v x x x v x
Requests
DCV Report v x x x v x x x
Net Discovery v x x X v x x x
Tasks
Device X x x v x x x v
Certificates
Scope Can view reports for Organizations (and any | Can view reports for Department that have
sub-ordinate Departments) that have been been delegated to them
delegated to them

8.3 Client Certificates Reports

'Client Certificates' reports allow RAO/DRAO S/MIME administrators to generate and view reports related to the
usage, provisioning and monitoring of client certificates. Administrators are able to filter reports by certificate status.

Once the 'Client Certificates' type of reports is selected the following form appears:

. - . B . » .
Dashboard @ Certificates @ Discovery i) Code Signing on Demand (b Reports 2?. Admins

Client Certificates Discovery Scan Log S5L Cerificates Code Signing Certificates Code Signing Requests DCV Report Discovery Tasks

Cert report details

Current Status: | Any ~|
Date Selection: | Enrolled Date i |
From:

To:

Refresh

Organization/Department: O comodo SE

[ bevice Org

[ pithers Organization

B E® 8

CssL Support Team

Expand All Select All

Generate Report

8.3.1 Report Type: Client Certificates - Table of Parameters

Form Element Control Description

Current Status | Drop-down list Enables administrator to generate a report in
.csv format for Client Certificates with a
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Form Element Control Description

Status: | Any B specific current status:

T s—— Any - Generates a report for ALL client

Enrolled - Pending Download certificates regardless of their current status.
Revoked
Expired Enrolled - Downloaded - Generates a report

Mot Enrolled of only those client certificates that have been
successfully enrolled for by the end-user and
subsequently downloaded.

Enrolled - Pending Download - Generates a

report of only those client certificates that have
been successfully enrolled for by the end-user
but have not yet been downloaded.

Revoked - Generates a report for client
certificates that have been revoked.

Expired - Generates a report only for client
certificates that have expired and are due for
renewal.

Not Enrolled - Generates a report containing
only those end-users that belong to an
Organization and are listed in the 'Client
Certificates' tab as a client certificate user but
haven't enrolled for their client certificate.

Date Selection | Drop-down list Enables administrator to set a specific date for
collecting a report. It can be date of certificate
“tion: | Enrolled Date B enrollment, date of certificate download, date
of certificate revocation or expiration. The
Downloaded Date choices displayed on this drop-down menu is
Expiration Date dependent on the status chosen in the 'Current
Status' drop down.

Clicking on the calendar buttons beside from:
and To: text boxes enables the administrator to
select a date range for which the report has to
be generated.

If no dates are specified, the report will be
generated for all the scans, regardless of the

dates.
Organization/D | Check-boxes Enables the administrator to generate reports
epartment for specific Organizations/Departments.

If multiple Organizations/Departments are
selected then the administrator will receive a
single report that covers those selected
Organizations/Departments. Each
Organization will be displayed on a separate
row in the 'Organizations' column and each
Department will be displayed in a separate row
in the 'Departments' column.

Clicking on Expand All expands the tree
structure to display all the Departments under
each Organization.
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Form Element Control Description

Clicking Select All will generate a report for
ALL Organizations that were assigned to that
administrator.

If NO Organization/Department is selected, the
report will be generated for all the
Organizations/Departments, delegated to the
specific administrator.

Refresh Control Enables the administrator to update the
information in the form.

Generate Control Starts the report generation.
Report

8.4 Discovery Scan Log Reports

The 'Discovery Scan Log' option allows RAO/DRAO SSL administrators to generate and view log reports from
discovery scans.

The administrator is able to select any one of the following two types of the Discovery Scan Log Reports:
+  Summary
+  Detail

8.4.1 Discovery Scan Log Report: Summary type

The Summary type discovery scan log report is generated for a specified time period. The .csv format report
generated will have the following information corresponding to each scan run in the specified period:

»  Certificate ID;

«  Start Date;

« End Date;

» |P Ranges Scanned;

+ |P addresses Scanned;

«  SSL certificates Found;

»  New SSL certificates Found;

«  Comodo certificates Found;

«  New Comodo SSL certificates Found:;
«  Other SSL certificates Found;

«  New Other SSL certificates Found:;
»  Self-signed certificates Found;

«  New Self-signed certificates Found;
«  Scan Type (manual or scheduled);

«  Completion Status: (Scan Completed | Scan Failed (if the scan is failed - the fail reason) | Scan Canceled
by User);

» Reason for failure (in case of failed scan);
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«  The person who requested the scan (for manual scans);

»  The person who canceled the scan (for manual and scheduled scans);
- Reason for canceling the scan (in case of canceled scan);

»  Settings (CIDR range, port settings etc).

On selecting the Summary type, the following form appears.

Dashboard @‘1 Certificates [E Discovery @ Code Signing on Demand G? Reports

Client Cerificates Discovery Scan Log 35L Certificates Code Signing Certificates Code Signing Requests DCV Report

Discovery report details

Type: ® Summary O Detail

Fram:

To:
Organization: | AMY ~
Department: | ANY “

Generate Report

8.4.1.1 Report Type: Discovery Scan Log :Summary - Table of Parameters

Form Element Control Description
Type Radio buttons | Enables administrators to choose between a detailed report or a summary
report. Both types are generated in .csv format.
Scan Date Calendar Enables the administrator to generate a report in .csv format for Discovery
buttons Scan Log for a specified time period.

Clicking on the calendar buttons beside from: and To: text boxes enables the
administrator to select a date range for which the report has to be generated.

If no dates are specified, the report will be generated for all the scans,
regardless of the dates.

Organization Drop-down Enables the administrator to specify an Organization for which the discovery
scan log has to be generated.

Selecting 'Any" will generate a report for the Organizations that have been
delegated to the specific administrator.

This option is not visible to DRAO administrator.

Department Drop-down Enables the administrator to specify a Department belonging to the selected
Organization for which the discovery scan log has to be generated.

Selecting 'Any' will generate a report for the Departments belonging to the
selected Organization. For DRAO admins, selecting 'Any" will generate a
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Form Element Control Description

report for all the Departments that are delegated to him/her.

Generate Control Starts the report generation
Report

8.4.2 Discovery Scan Log Report: Detail type

The Detail type discovery scan log report is generated for a specific manual or scheduled scan and will contain in-
depth details of the certificates found during the selected scan. The report generated in .csv format will contain the
following information:

+  Organization;
»  Department;
» |PAddress:Port;

e Common Name;

« Valid From;
e Valid to;

« lIssuer;

«  Subject

«  Serial Number
«  Subject Alt Name;

« City

- State

- Country;

*  Key Algorithm;
o Key size;

« MD5 Hash;

e SH1 Hash;

« Date and Time found;
«  Cipher.

On selecting the Detail type, a list of previously run manual/scheduled scans (up to last 10 scans with the most
recent on top) are displayed. The administrator can select a scan by clicking on it to generate a detailed discovery
scan log report.
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Dashboard @ Certificates @ Discovery Code Signing on Demand (1-5 Reports 2?.. Admins

Client Certificates Discovery Scan Log S5L Cerificates Code Signing Certificates Code Signing Requests DCV Report Discovery Tasks

Discovery report details

Type: O Summary ® Detail

Organization: | ANY ~

Department: | ANY w
DATE STATUS 5SLS FOUND REQUESTER
08/10/2016 17:09:00 Successful 1 Administrator MRAO
07/22/2016 18:55:22 1 Administrator MRAO
06/27/2016 21:57:23 13 JayBoone
06/27/2016 21:49:01 Successful Rk Jay Boone
06/23/2016 15:26:49 Successful 251 Administrator MRAD
06/21/2016 17:45:34 Successful 251 Administrator MRAO

8.4.2.1 Report Type: Discovery Scan Log :Detail - Table of Parameters

Form Element  Control Description
Organization Drop- Enables the administrator to specify an Organization for which the discovery scan
down log has to be generated.

Selecting 'Any" will generate a report for the Organizations that have been delegated
to the specific administrator.

This option is not visible to DRAO administrator.

Department Drop- Enables the administrator to specify a Department belonging to the selected
down Organization for which the discovery scan log has to be generated.

Selecting 'Any" will generate a report for the Departments belonging to the selected
Organization. For DRAO admins, selecting 'Any" will generate a report for all the
Departments that are delegated to him/her.

List of most Enables the administrator to select a scan for which the detailed discovery scan
recent scans report has to be generated. After selecting an entry from the list, click the 'Generate
Report' button to generate the detailed report (.csv format).
DATE STATUS S5LS FOUND REQUESTER
10/0142013 21:44:09 Successiul 5 admin 1

09/10/2013 20:20:41 Successful 5 admin 1

09/09/2013 21:48:08 5 admin 1
09/04/2013 20:35:57 5 admin 1
Generate Control | Starts the report generation.
Report
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8.5 SSL Certificates Reports

The 'SSL Certificates' option enables the RAO/DRAQ SSL administrators to generate and view reports that reflect
an activity and other statistics related to usage, provisioning and monitoring of SSL certificates. The administrator is
able to generate the following types of reports: Requested, Issued, Revoked and Expired SSL certificates.
Additionally, there is an ability to filter the certificates by date of request, issuance, revocation or expiration. Once
the 'SSL Certificates' type of reports is selected the following form appears:

+is Code Signing on Demand (5 Reports 02 Admins ik

[, Discovery

1Log SSL Cerfificates Code Signing Certificates Code Signing Requests DCV Report Discovery Tasks

Current Status: | Any

Date Selection: | Issued Date =
From:
To:
E Refresh
Organization/Department; (Jcomodo SE
[ Device Org

Expand All Select All

Generate Report

8.5.1 Report Type: SSL Certificates - Table of Parameters

Form Element Control Description
Current Status | Drop-down list Enables the administrator to generate a report in
sttus: [Ang M .csv format for SSL certificate with a specific

P, C!Tent status:

Clion: | Requested

e Any - Generates a report for ALL SSL certificate
107" | Revaked types regardless of their current status.
Expired

Requested - Generates a report only for SSL
certificates that have been requested.

Issued - Generates a report of those SSL
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Form Element Control Description

certificates that have been issued successfully.

Revoked - Generates a report only for SSL
certificates that have been revoked.

Expired - Generates a report only for SSL
certificate types that have expired and are due for

renewal.
Date Selection | Drop-down list Enables the administrator to set a specific date
parameter for the report. The parameters are
fion: | lssued Date B Issued Date, Requested Date, Revoked Date and

om: [ E— Expiration Date. The choices displayed on this
Ex@kgd Dgte drop-down menu is dependent on the status
piration Date

chosen in the 'Current Status' drop down.

Clicking on the calendar buttons beside from: and
To: text boxes enables the administrator to select a
date range for which the report has to be
generated.

If no dates are specified, the report will be
generated for all the scans, regardless of the

dates.
Organization/De | Check-boxes Enables the administrator to specify reports
partment containing SSL certificates belonging to particular

Organizations/Departments.

If multiple Organizations/Departments are selected
then the administrator will receive a single report
that covers those selected
Organizations/Departments. Each Organization will
be displayed on a separate row in the
'Organizations' column and each Department will
be displayed in a separate row in the 'Departments'
column.

Clicking on Expand All expands the tree structure
to display all the Departments under each
Organization.

Clicking on Select All will generate a report for ALL
Organizations that were assigned to that
administrator.

If NO Organization/Department is selected, the
report will be generated for all the
Organizations/Departments, delegated to the
specific administrator.

Refresh Control Enables administrator to update the information in
the form.

Generate Control Starts the report generation.

Report
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8.6 Code Signing Certificates Report

The 'Code Signing Certificates' option enables the RAO/DRAQO Code Signing administrators to generate and view
reports that reflect an activity and other statistics related to usage, provisioning and monitoring of Code Signing
certificates. The administrator is able to filter the reports by certificate status. The certificate statuses can be Any,
Enrolled - Downloaded, Enrolled - Pending Download, Revoked and Expired. Reports can also be filtered by
Organization, status specific dates and time interval. Once the 'Code Signing Certificates' type of reports is selected
the following form appears:

Rart N »
o) Code Signing on Demand Qj Reports

1g S35L Cenificates Code Signing Cerificates Code Signing Requests DCV Repo

Current Status: | Any e
Date Selection: | Issued Date e
Fram:
Ta:
Refresh
Organization/Department: [lcomodo SE
U Device org

[ pithers Crrganization

88 80

HEE Suppart Team

Expand All Select All

Generate Report

8.6.1 Report Type: Code Signing Certificates - Table of Parameters

Form Element Control Description

Current Status | Drop-down list Enables administrator to generate a report in .csv
format for Code Signing Certificates with a
specific current status:

Any - Generates a report for ALL Code Signing
certificates regardless of their current status. Does
not display any SSL certificates.
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Description

Enrolled - Downloaded - Generates a report of
those Code Signing certificates that have been
successfully enrolled for by the End-User and
subsequently downloaded.

Enrolled - Pending Download - Generates a
report of those Code Signing certificates that have
been successfully enrolled for by the End-User
but have not yet been downloaded.

Revoked - Generates a report for Code Signing
certificates that have been revoked.

Expired - Generates a report only for Code
Signing certificates that have expired and are due
for renewal.

Date Selection

Drop-down list

Wz | ALY

ion: | Issued Date

N Invited Date
Requested Date

LI

Downloaded Date

Rewvoked Date
Expiration Date

Enables administrator to set a specific date for
collecting a report. It can be date of sending
invitation by the administrator, certificate
enrollment, date of certificate request, date of
certificate issuance, download, date of certificate
revocation or expiration. The choices displayed on
this drop-down menu is dependent on the status
chosen in the 'Current Status' drop down.

Clicking on the calendar buttons beside from: and
To: text boxes enables the administrator to select
a date range for which the report has to be
generated.

If no dates are specified, the report will be
generated for all the scans, regardless of the
dates.

Organization/D
epartment

Check-boxes

Enables the administrator to generate reports for
specific Organizations/Departments.

If multiple Organizations/Departments are
selected then the administrator will receive a
single report that covers those selected
Organizations/Departments. Each Organization
will be displayed on a separate row in the
'Organizations' column and each Department will
be displayed in a separate row in the
'Departments' column.

Clicking on Expand All expands the tree structure
to display all the Departments under each
Organization.

Clicking Select All will generate a report for ALL
Organizations that were assigned to that
administrator.

If NO Organization/Department is selected, the
report will be generated for all the
Organizations/Departments, delegated to the
specific administrator.
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Refresh Control Enables the administrator to update the
information in the form.

Generate Control Starts the report generation.

Report

8.7 Code Signing Requests Report

The 'Code Signing Requests' tab enables the RAO/DRAO Code Signing administrators to generate and view reports
that reflect an activity and other statistics related to requests made for Code Signing on Demand (CSoD) by
developers enrolled for their Organizations/Departments. The administrator is able to filter the reports by the request
status. The statuses can be Any, Created, In progress, Declined, Signed, Expired and Failed. Reports can also be
filtered by Organization, status specific dates and time interval.

Note: The Code Signing Requests reports tab will be available only if CSoD feature is enabled for your account.

Once the 'Code Signing Requests' type of reports is selected the following form appears:

[ Discovery 35 Code Signing on Demand (1-:';1' Reports

=31 Cerificates Code Signing Cenrtificates Code Signing Reguests DCV Re

Current Status: | Any v
From:
Tao:
Organization: | ANY V
Department. | ANY V

Generate Report
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8.7.1 Report Type: Code Signing Requests - Table of Parameters

Form Control Description
Element

Current Drop-down list Enables administrator to generate a report in .csv

Status _ format for Code Signing Certificates with a specific
Current Status: | Any Current StatUSZ

om:

Created

o — Any - Generates a report for ALL Code Signing

o pecned Certificates regardless of their current status. Does

ion: Bxpred not display any SSL certificates.

Created - Generates a report of those Code
Signing Requests that are with 'Created' status.

In progress - Generates a report of those Code
Signing Requests that are in progress status.

Declined - Generates a report of those Code
Signing Requests that were declined by MRAO or
RAO/DRAO Code Signing admins status.

Signed - Generates a report of those Code Signing
Requests that were declined by MRAO or
RAO/DRAO Code Signing admins status.

Expired - Generates a report of those Code
Signing Requests that were expired.

Failed - Generates a report of those Code Signing
Requests that were failed.

Date Drop-down list Enables administrator to set a period for report
Selection generation.

Clicking on the calendar buttons beside From: and
To: text boxes enables the administrator to select a
date range for which the report has to be
generated.

Organization/ | Drop-downs Enables the administrator to generate reports for
Department specific Organizations/Departments.

If NO Organization/Department is selected, the
report will be generated for all the
Organizations/Departments, delegated to the
specific administrator.

Generate Control Starts the report generation.
Report

8.8 DCV Report

The 'DCV Report' option enables RAO/DRAO SSL administrators to generate and view reports that contain a list of
all domains with their validation status and expiration of the DCV process. The administrator is able to filter the
reports based on the DCV status. The DCV status can be Any, Awaiting Submittal, Submitted, Validated, Validated
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Renewing and Expired. Reports can also be filtered by Organization/Department, specific dates and time interval.
Once the 'DCV Report' type of reports is selected the following form appears:

[8 piscovery Code Signing on Demand (}5 Reports E?. Admins

33L Cerificates Code Signing Cerificates Code Signing Requests DCY Report Discovery Tasks

Current Status: | ANY w
Fram:
To:
D Refresh
Organization/Department: [ comodo SE
[ Device Org

Expand All Select All

Generate Report

8.8.1 Report Type: DCV Report - Table of Parameters

Form Element Control Description

Current Status | Drop-down list Enables the administrator to generate a report
in .csv format for DCV report of Domains with a
specific current DCV status:

us: [any B Any - Generates a report for Domains regardless
of their current status.
m: o .
:waa?:;esdubmittal Not Started - Generates a report on domains that
o Submiti=d have been added to CCM but have not yet started
Expired the DCV process

Awaiting Submittal - Generates a report only for
Domains that are being waiting for submission of
DCV request to the Domain administrator.

Submitted - Generates a report only for Domains
for which DCV request has been submitted.
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Validated - Generates a report on domains that
have been successfully validated.

Validated Renewing - Generates a report only for
Domains that require renewal of Validation.

Expired - Generates a report only for Domains for
which the DCV request has expired.

Expiration Date Enables the administrator to set an expiration date
range for DCV request to generate a report on
Domains whose DCV request is expiring within the
date range.

Clicking on the calendar buttons beside From: and
To: text boxes enables the administrator to select
a date range for which the report has to be
generated.

If no dates are specified, the report will be
generated for all Domain Control Validated
domains, regardless of the dates.

Organization/De | Check-boxes Enables the administrator to select
partment Organizations/Departments to generate report on
Domains of specific Organizations/Departments.

If multiple Organizations/Departments are
selected then the administrator will receive a
single report that covers those selected
Organizations / Departments. Each Organization
will be displayed on a separate row in the
'Organizations' column and each Department will
be displayed in a separate row in the
'Departments' column.

Clicking on Expand All expands the tree structure
to display all the Departments under each
Organization.

Clicking on Select All will generate a report for ALL
Organizations that were assigned to that
administrator.

If NO Organization/Department is selected, the
report will be generated for all the
Organizations/Departments, delegated to the
specific administrator.

Refresh Control Enables administrator to update the information in
the form.
Run Control Starts the report generation.
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8.9 Net Discovery Tasks Report

The 'Net Discovery Tasks' tab allows RAO/DRAO SSL Administrators to generate and view reports on Discovery
Tasks, configured for their Organization(s) and Department(s). Once the 'Discovery Tasks' ' type of reports is
selected, the following form appears:

E% Code Signing on Demand (™ Reports 0% aomins i o] About

ode Signing Certificatas Code Signing Requests DCY Report MNet Discovery Tasks Device Ceartificates

»  Click 'Generate Report' to download the report in .csv format.

8.10  Device Certificate Reports

The 'Device Certificates' tab allows RAO/DRAO Device Cert administrators to generate and view reports about the
request and issuance of device certificates. Administrators can filter reports by certificate status. Reports can also
be filtered by Organization, status specific dates and time interval.

Once the 'Device Certificates' type of reports is selected the following form appears:

{7} Dashboara {8 Ccermmcates [, iscovery (™ Reports 0L Aamins ii§ setungs TS| About
= : = :

Chant Cartificates Discovary Scan Log S50 Cartificatas Code Signing Cartificates Discovary Tasks

Dievica cert report details

Gurrend Slatus.  Any

Data Salection: issued Date v
From: B
o B

+_* Remasn

OrganizationTepariment - ) | Advanead

#l ) Foathal

* Elpar

# e

® ©org2
Expand Al Select A
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Report Type: Device Certificates - Table of Parameters

Control

Element

Current
Status

Drop-down list

Current Status: | Any v

Requested
Enrolled - Pending Download
Issued

Revoked
Expired

Description

Enables administrator to generate a report in .csv
format for Client Certificates with a specific current
status:

Any - Generates a report for ALL device certificates
regardless of their current status.

Requested- Generates a report of only those
device certificates that have been applied via self-
enrollment and awaiting administrator approval.

Enrolled - Pending Download - Generates a
report of only those device certificates that have
been approved by the administrator but have not
yet been downloaded.

Revoked - Generates a report for device
certificates that have been revoked.

Expired - Generates a report only for device
certificates that have expired and are due for
renewal.

Date
Selection

Drop-down list

Date Selection: | Requested Date r
) Reguested Date
From: [Expiration Date

To: | 01/20/2017

8 Refresh

Enables administrator to set a specific date for
collecting a report. It can be date of certificate
requisition, date of revocation or date of certificate
expiration. The choices displayed on this drop-
down menu is dependent on the status chosen in
the 'Current Status' drop down.

Clicking on the calendar buttons beside from: and
To: text boxes enables the administrator to select a
date range for which the report has to be
generated.

If no dates are specified, the report will be
generated for all types, regardless of the dates.

Organization/
Department

Checkboxes

Enables the administrator to generate reports for
specific Organizations/Departments.

If multiple Organizations/Departments are selected
then the administrator will receive a single report
that covers those selected
Organizations/Departments. Each Organization will
be displayed on a separate row in the
'Organizations' column and each Department will
be displayed in a separate row in the 'Departments
column.

Clicking on Expand All expands the tree structure
to display all the Departments under each
Organization.

Clicking Select All will generate a report for ALL
Organizations that were assigned to that
administrator.
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Form Control Description

Element

If NO Organization/Department is selected, the
report will be generated for all the
Organizations/Departments, delegated to the
specific administrator.

Enables the administrator to update the information
in the form.

Refresh Control

Generate Control
Report

Starts the report generation.

9  Version and Feature Information

The 'About' tab allows administrators to view CCM version information and to view which CCM features have been

MaxTarm

e i e A L i i

4

enabled.
» RAO admins - Can see features of the certificate types over which they have admin rights (RAO SSL, RAO
Code Signing etc)
« DRAO admins - Can see features of the certificate types over which they have admin rights (DRAO SSL,
DRAO Code Signing etc)
() nashboard & conmcates [ Miscovery (5 code Sigamg on Damand (% msports 02 nsmins 11§ setings [T About
STATE CLIENT CERTS
Warsion 512 Allow Chenl Carts Enabled
Exira Agen Yersion 26 Web AP Enabled
Frivate Keay Agent Yarsion 12 Allow principal nama In cadicabes Enatiled
Code Bigreng on Demand Age Yersion 28 Allow cusfomizahon of prinopal name S&H hekd Enabled
Adive Doreclary Agenl Version 25 Web Enralmert Trpe
Batance flokens) 2 Imdlation Enabled
EERP ACCRESC 008 Enabiled
Sacret I Enabled
Darnain Cual spproval by MRAD Dizablad T e
58 CERTS Allow Erply PR Enabled
Al 551 Enahiag Allow sand rodflcation upon upload rom cav Haabled
‘Weh AP Emabled
DOV valiglicr Erabled
COOE SIGHING CERTS
Al Code Signing Ceniboates Emabled

10 My Profile

The 'My Profile' area contains a details summary for the Administrator that is currently logged into CCM.
Administrators can view their login name, their full name, the email address that is associated with their account and
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their administrative role. The administrator can also change the interface language and their password from this

interface.
To access this interface, click the username text link beside the 'Logged as' label at the top right side of the
interface.
Logged a
jDemand .f_-; Reports 2?.. Admins TH Settings |i'.'_s'| About
| My Profile L x|

Enabled
Login james_rao

Mame James RAO
Email james@dithers.com
[ Role RAQ Admin - Code Signing, RAO Admin - S/MIME, RAO Admin - S5L, RAO Admin
| - Device cert
Title
Telephone Mumber
Street
| Locality
State/Province
Postal Code
Country v
Relationship
Current locale | en =

Password | Change

Save Cancel

This area also allows the the Administrator to edit the following details:
Address Details:

« Title

»  Telephone Number
«  Street

* Locality

+  State/ Province
» Postal Code

«  Country

+  Relationship

Preferences:
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+ Interface Language - CCM interface is available in multiple languages. The ‘Current locale' drop-down
menu enables the administrators to change the interface language according to their preferences. The
settings will take effect only on clicking the 'Save' button.

»  Password - To change the administrators password, click the 'Change' button next to 'Password' label.

Change Password X |

Old Password® | eessssssee
Mew Password® | esseesssss (D

Confirm Mew Password® | essssssses

e

Hover the mouse cursor on the help button to view the password policy and change the password
accordingly.

»  Grid Settings - Click Reset to default to adjust the column widths and sorting preferences customized in
various interfaces of CCM to default values.

11 Logging out of Comodo Certificate
Manager

Administrator can log out from the interface by clicking on the 'Logout' button located at the top right side of the
interface.

Logged as: Jog A Ea _‘,

i Certificate Manager X |

[
[ 9 Are you sure you want to logout?

| =
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Appendix 1 - Private Certificates for
Internal hosts

Many companies use publicly trusted SSL certificates from a certificate authority (CA) to secure internal hosts,
reserved IP addresses and intranets. However, after November 1st 2015 CA's are no longer able to issue publicly
trusted certificates that contain internal names. By November 1st 2016, all such certificates must be revoked.
Companies that rely on these publicly trusted certificates for internal services risk service disruption, error
messages, user confusion and loss of security.

T |

Request New SSL Certificate b 4

| *-required fields

y
Organization* | Comodo SE w @ D Refrash
Department* | ANY ™
; Click here to edit address details
Certificate Type* | Private UCC w |
Certificate Term® | One Year b
Server Software® | A0L bt
CSR
® Provide CSR DAutngenerate 3SR and Manage Private Key
CSR*
Max C5R size is 32K | Get CN from CSR Upload CSR
Commaon Mame®
Subject Alternative Names
{optional, comma separaled)
Requester | James RAD
e i ~ e
Cancel

Private SSL certificates offer continuity by allowing businesses to continue using internal certificates with non-
registered names. Under our Private CA system, Comodo will help you create your own private root certificate which
is capable of signing end-entity certificate for all your internal servers and users. Once enabled, Private Certificates
can be ordered by choosing 'Private UCC' when requesting a new certificate:
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Private certificates use the same key sizes, signing algorithms, validity periods and CA protections as public
certificates. After issuance, they can be managed, tracked and installed via CCM just like any other certificate type.

Features in brief:
- Create a private root for your company which is used to sign all internal server certificates
« Avoid the complexity, expense and risk involved with setting up an internal CA
«  CCM discovers all internal certificates on company networks and allows you to seamlessly replace them

«  Comodo expertly supports your deployment and makes sure your certificates are always in compliance
with future regulations

If you would like to know more about the Private CA service, please speak to your Comodo account manager or
contact us directly on 1-888-256-2608 / enterprisesolutions@comodo.com.
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About Comodo

The Comodo organization is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Building on its unique position as the world's largest certificate authority, Comodo authenticates,
validates and secures networks and infrastructures from individuals to mid-sized companies to the world's largest
enterprises. Comodo provides complete end-to-end security solutions across the boundary, internal network and
endpoint with innovative technologies solving the most advanced malware threats, both known and unknown. With
global headquarters in Clifton, New Jersey, and branch offices in Silicon Valley, Comodo has international offices in
China, India, the Philippines, Romania, Turkey, Ukraine and the United Kingdom. For more information, visit
comodo.com.

Comodo CA Limited

3rd Floor, 26 Office Village, Exchange Quay, Trafford
Road, Salford, Greater Manchester M5 3EQ,

United Kingdom.

Tel : +44 (0) 161 874 7070

Fax: +44 (0) 161 877 1767

Email: EnterpriseSolutions@Comodo.com
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