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1 Introduction to Comodo Certificate
Manager

Comodo Certificate Manager (CCM) centralizes and streamlines the life-cycle management of web-server,
SMIME and code signing certificates through a unified interface. The system features full integration with Comodo
Certificate Authority and enables nominated administrators to manage the lifespan, issuance, deployment, renewal
and revocation of certificates on an Organization, Department and per-user basis. By consolidating and automating
the often disparate processes involved in complex enterprise wide PKI deployments, CCM reduces the need for
manual certificate management and thus creates a more efficient, productive and secure certification environment.

1.1 Guide Structure

This guide is intended to take you through the step-by-step process of Organization, configuration and use of Comodo
Certificate Manager service.

e Section 1, Introduction to Comodo Certificate Manager - Contains a high level overview of the solution and serves
as an introduction to the main themes and concepts that are discussed in more detail later in the guide - including
security roles, Organizations, Reports and a summary of the main areas of the interface.

»  Section 2, The Dashboard - Contains an overview of the dashboard that provides a at-a-glance graphical summary of
key life-cycle information (such as certificates approaching expiry, certificates issued/requested and DCV status).

»  Section 3, Certificates Management - Contains an overview of the area's main functionality and detailed explanations
on how to request, collect and manage SSL certificates for web-servers and hosts, client certificates for employees
and corporate clients (end-users) and code signing certificates for digitally signing executables and scripts

»  Section 4, Admin Management - Covers the creation and management of Certificate Service Manager administrators
and the assigning of privileges and responsibilities to those administrators.

e Section 5, Settings - Contains overviews and tutorials pertaining to the functional areas housed under the 'Settings'
tab, including guidance on how to edit an organization, manage organizations, add domains and associate them
with an organization or department, set up Notifications, and manage Encryption settings. To view detailed
information about each area, click on the links below:

*  Organizations

*  Departments

*  Domains

*  Encryption and Key Escrow
* Notifications

e Section 6, Certificate Discovery and Agents - explains how to scan and monitor a network for all installed SSL
certificates including certificates that may or may not have been issued using CCM, any third party vendor certificates
and any self-signed certificates. This section also explains how to download and install agents that are used for
automatic installation of certificates and for certificate scan.

»  Section 7, The Reports section - Contains an overview of the area, descriptions of each report type and guidance on
how to access the required report type.

e Section 8, Version and Feature information - explains how to view the version of CCM and the features enabled for
the subscription.

e Section 9, My Profile - explains how to changes the time format and the password.

»  Section 10, Logging out of Comodo Certificate Manager explains the process for logging out.
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1.2 Definitions of Terms

1.2.1 Organizations and Departments

Organizations and Departments are created by administrators for the purposes of requesting, issuing and managing Comodo
digital certificates. Each Organization can have multiple Departments. Organizations are typically managed by a Registration
Authority Officer (RAO) while Departments are typically managed by a Department Registration Authority Officer (DRAO).

Once an Organization or Department has been created:
*  Appropriately privileged administrators can request and delegate domains to that Organization/Department

*  Appropriately privileged administrators can request, approve/decline requests and manage certificates on behalf of
that Organization or Department.

»  End-users can enroll into (or be assigned membership of) that Organization or Department and be provisioned with
client certificates

1.2.2 Certificate Types

Comodo Certificate Manager can be used to request and manage the following types of digital certificate:

SSL Certificates - SSL Certificates are used to secure communications between a website, host or server and end-users that
are connecting to that server. An SSL certificate will confirm the identity of the Organization that is operating the website; encrypt
all information passed between the site and the visitor and will ensure the integrity of all transmitted data.

Client Certificates - Client certificates are issued to individuals and can be used to encrypt and digitally sign email messages; to
digitally sign documents and files and to authenticate the identity of an individual prior to granting them access to secure online
services.

Code Signing Certificates - Code Signing Certificates are used to digitally sign software executables and scripts. Doing so
helps users to confirm that the software is 'genuine' by verifying content source (authentication of the publisher of the software)
and content integrity (that the software has not been modified, corrupted or hacked since the time it was originally signed).

1.2.3 Administrative Roles

There are 2 classes of Administrator in Comodo Certificate Manager:

*  Registration Authority Officer (RAO) - A Registration Authority Officer (RAO) manages the certificates and end-
users belonging to one or more CCM Organizations. They have control over the certificates that are ordered on behalf
of their Organization(s); over Domains that have been delegated to their Organization/Dept; over any Departments of
their Organization and over that Organization's end-user membership. RAOs can also create peer RAOs for their
Organizations and edit or remove existing RAOs of their Organizations, if appropriate privileges are assigned by the
Master Administrator.

*  Department Registration Authority Officer (DRAO) - Department Registration Authority Officers are created by, and
subordinate to, the RAO class of Administrator. They are assigned control over the certificates, users and domains
belonging to a Department(s) of an Organization. DRAOs can also create peer DRAOs for their Departments and edit
or remove existing RAOs of their Departments, if appropriate privileges are assigned by the RAO or the Master
Administrator.

RAO and DRAO administrators are sub-divided into specific roles by certificate type:
* RAO SSL administrators
*  RAO SMIME administrators
* RAO Code Signing administrators
* DRAO SSL administrators
*  DRAO SMIME administrators
*  DRAO Code Signing administrators

The privileges of any particular CCM administrator are, therefore, broadly defined by the elements described in sections 1.2.1,
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1.2.2and 1.2.3:

1. The Organization or Department that they are delegated to

2. The specific type of certificate that they are delegated responsibility for

3. Their specific administrative class (whether they are an RAO or a DRAO)
CCM also uses the following terms to identify personnel:

*  End-User

*  Owner

*  Requester

The following tables contains detailed summaries of the privileges that apply to each type of administrator and also features
descriptions of the 'end-user’, 'owner' and 'requester' types of personnel.

RAO Administrators

Security Role / Type of Administrator Definition

RAO SSL Administrators with the security role 'RAO SSL' have privileges to request and
(Registration Authority Officer - SSL manage SSL certificates for domains that have been delegated to their
Certificates) Organization

*  RAO SSL admins have visibility and control over SSL certificates for
Organizations that have delegated to them. They can approve or
decline requests for SSL certificates that have been made using the
Self-Enrollment form for their Organization(s) and sub-ordinate
Department(s).

»  They have no access to manage SSL certificates belonging to
Organizations for which they have not been granted permissions.

»  RAO SSL admins can only manage SSL Certificates and have no
privileges to manage other certificate types (such as client certificates
and code signing certificates)- including those that belong to the
Organization that he or she is the SSL Administrator of.

»  RAO SSL admins will see only those Organizations that have been
delegated to them in the 'Organizations' area.

*  RAO SSL admins cannot create new Organizations. Neither can they
edit the General settings of any Organization - even those
Organizations of which they are SSL Certificate administrator.

*  RAO SSL administrators can create Departments only within
Organizations that have been delegated to them.

*  RAO SSL admins cannot approve or request the creation of
administrators that have more privileges than themselves. They can:

*  Request the creation of fellow RAO SSL admins only for
Organizations that have been delegated to them if the
Master Administrator has enabled this feature for them

*  Request and approve the creation of DRAO SSL admins

»  Cannot request or approve the creation of any type of
administrator for Organizations that have not been
delegated to them

e Cannot request or approve creation of administrators of any
other certificate type - even for those Organizations that
have been delegated to them

*  RAO SSL admins can delegate Domains to sub-ordinate
Departments of Organizations that they have been delegated to
them.
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Security Role / Type of Administrator Definition

*  RAO SSL admins can initiate DCV process for the Domains
delegated to sub-ordinate Departments of Organizations that they
administrate if they were given 'Allow DCV' privileges. RAO SSL with
‘Allow DCV" privileges can be created only by the Master
Administrator.

*  RAO SSL Admins can setup Certificate Controller Agents in a local
network for scanning internal hosts with internally facing IP addresses
for installed SSL certificates for the Organization(s) that are delegated
to them and any sub-ordinate Departments there of. Agents also
facilitate the automatic installation of SSL certificates on Apache,
Apache Tomcat and IIS web servers.

*  RAO SSL admins can view the SSL certificates Reports and
Certificate Discovery Reports for the Organization that they were
assigned rights to.

»  RAO SSL admins cannot access or manage Encryption Settings.

*  RAO SSL admins can only view Activity Logs for their
Organization(s).

*  An'at-a-glance' summary of Administrator security roles and access
rights is available here.

RAO SMIME Administrators with the security role 'RAO SMIME' have privileges to access,
(Registration Authority Officer - SMIME manage, request and approve the requests of Client Certificates for domains
Certificates) that have been delegated to their Organization

»  RAO SMIME admins have visibility and control over the client
certificates belonging to End-Users of the Organizations for which
they have been assigned rights. They have no access to manage the
Client Certificates of End-Users that belong to Organizations which
they have not been granted permissions.

*  RAO SMIME admins can only manage SMIME certificates and have
no privileges to manage other certificate types (such as SSL
Certificates and Code Signing Certificates) - including those that
belong to the Organization of which they are SMIME Administrator.

*  RAO SMIME admins will see only those Organizations that have
been delegated to them in the 'Organizations' area.

*  RAO SMIME admins cannot create new Organizations. Neither can
they edit the General settings of any Organization - even those
Organizations of which they are SMIME administrator.

» Ifenabled for their Organization(s), RAO SMIME admins can define
Key Usage Templates (KUT) for client certificates that belong their
own Organizations and Departments. Key Usage Templates dictate
whether client certificates are capable of (1) Signing, (2) Encryption
or (3) BOTH Signing and Encryption.

*  RAO SMIME administrators can create Departments only within
Organizations that have been delegated to them

*  RAO SMIME admins cannot approve or request the creation of
administrators that have more privileges than themselves. They can:

*  Request the creation of fellow RAO SMIME admins only for
Organizations that have been delegated to them if the
Master Administrator has enabled this feature for them

*  Request and approve the creation of DRAO SMIME admins

»  Cannot request or approve the creation of any type of
administrator for Organizations that have not been
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Security Role / Type of Administrator Definition

delegated to them

»  Cannot request or approve creation of administrators of any
other certificate type - even for those Organizations that
have been delegated to them

*  RAO SMIME admins admins can delegate Domains to sub-ordinate
Departments of Organizations that have been delegated to them.

*  When creating a new Department, an RAO SMIME admins can:

*  Enable or disable the ability of RAO SMIME admins
(themselves) to recover the private keys of client certificates
that belong to this Department

*  Enable or disable the ability of DRAO SMIME admins to
recover the private keys of client certificates that belong to
this Department

* Al or any combination of the above

*  RAO SMIME admins can only view Activity Logs for their
Organization.

*  An'at-a-glance' summary of Administrator security roles and access
rights is available here.

RAO Code Signing Administrators with the security role 'RAO Code Signing' have privileges to
access, manage, request and approve the requests of Code Signing

(Registration Authority Officer - Code > , , s
Certificates for domains that have been delegated to their Organization

Signing Certificates)

*  RAO Code Signing Administrators have visibility and control over the
code signing certificates belonging to End-Users of the Organization
for which they have been assigned rights. They have no access to
manage the Code Signing Certificates of End-Users that belong to
Organizations of which they have not been granted permissions.

*  RAO Code Signing admins can only manage Code Signing
Certificates. They have no privileges to manage other types such as
SSL or SMIME - including those SSL/SMIME certificates belonging to
the Organization of which they are Code Signing Certificate
Administrator.

*  RAO Code Signing admins will see only those Organizations that
have been delegated to them in the 'Organizations' area.

*  RAO Code Signing admins cannot create new Organizations. Neither
can they edit the General settings of any Organization - even those
Organizations of which they are Code Signing Certificate
administrator.

»  RAO Code Signing administrators can create Departments only within
Organizations that have been delegated to them

*  RAO Code Signing admins cannot approve or request the creation of
administrators that have more privileges than themselves. They can:

*  Request the creation of fellow RAO Code Signing admins
only for Organizations that have been delegated to them if
the Master Administrator has enabled this feature for
them

*  Request and approve the creation of DRAO Code Signing
admins

»  Cannot request or approve the creation of any type of
administrator for Organizations that have not been
delegated to them
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Security Role / Type of Administrator Definition

»  Cannot request or approve creation of administrators of any
other certificate type - even for those Organizations that
have been delegated to them

»  RAO Code Signing admins can delegate Domains to sub-ordinate
Departments of Organizations that have been delegated to them.

*  RAO Code Signing admins can only view Activity Logs for their
Organization.

*  An'at-a-glance' summary of Administrator security roles and access
rights is available here.

DRAO Administrators

Security Role / Type of Administrator Definition

DRAO SSL Administrators with the security role 'DRAO SSL" have privileges to access,
(Department Registration Authority Officer  Manage and request SSL certificates for domains that have been delegated to
- SSL Certificates) their Department by an RAO

*  DRAO SSL admins have visibility and control over SSL certificates
that belong to their delegated Department(s). A DRAO SSL admin
can only request SSL certificates for domains that have been
delegated to their Department. They can approve or decline requests
for SSL certificates made using the Self-Enroliment form for their
Department(s).

»  They have no access to manage SSL certificates belonging to
Departments for which they have not been granted permissions. They
will only see their own Departments(s) listed in the 'Departments'
area. The 'Organizations' area is not visible to DRAOs.

»  DRAO SSL admins have no visibility of and cannot request
certificates of any other type - including those other certificate types
that belong to the Department of which they are DRAO SSL .

» ltis possible for an RAO to make the same individual a 'DRAO
SMIME' , 'DRAO SSL', and a 'DRAO Code Signing' for the same
Department during the Admin creation or editing process (for more
details, see section Admin Management).

*  DRAO SSL admins cannot request the creation of administrators that
have more privileges than themselves. They can:

*  Request the creation of fellow DRAO SSL admins only for
Departments that have been delegated to them if the RAO
administrator has enabled this feature for them

»  Cannot request the creation of any type of administrator for
Departments that have not been delegated to them

»  Cannot request creation of administrators of any other
certificate type - even for those Departments that have
been delegated to them

*  DRAO SSL admins can initiate DCV process for the Domains
delegated to their Department(s) administrate if they were given
‘Allow DCV' privileges. DRAO SSL admin with such privileges can be
created only by Master Administrator or RAO SSL having the same
privilege.

»  DRAO SSL Admins can setup Certificate Controller Agents in a local
network for scanning internal hosts with internally facing IP addresses
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Security Role / Type of Administrator Definition

for installed SSL certificates for the Department(s) that are delegated
to them. Agents also facilitate the automatic installation of SSL
certificates on Apache, Apache Tomcat and IIS web servers.

*  DRAO SSL admins can view Reports, edit Access Control Lists and
modify Email Templates for the Department that has been delegated
to them.

»  DRAO SSL admins cannot access or manage Encryption Settings.
»  DRAO SSL admins cannot view Activity Logs.

*  An'at-a-glance' summary of Administrator security roles and access
rights is available here.

DRAO SMIME Administrators with the security role 'DRAO SMIME' have privileges to access,
(Department Registration Authority Officer | M@nage and request Client Certificates for domains that have been delegated
- SMIME Certificates) to their Department by an RAO

*  DRAO SMIME admins have visibility over the client certificates
belonging to End-Users of the Department(s) which have been
delegated to them. They have no access to manage the Client
Certificates of End-Users that belong to Departments which they have
not been delegated. They will only see their own Departments(s)
listed in the 'Departments' area. The 'Organizations' area is not visible
to DRAOs.

*  ADRAO SMIME admin can only request SMIME certificates for
domains that have been delegated to their Department.

*  DRAO SMIME admins have no visibility of and cannot request
certificates of any other type - including those other certificate types
that belong to the Department of which they are DRAO SMIME.

» |tis possible for an RAO to make the same individual a 'DRAO
SMIME' , 'DRAO SSL', and a 'DRAQ Code Signing' for the same
Department during the Admin creation or editing process (for more
details, see section Admin Management).

*  DRAO SMIME admins cannot request the creation of administrators
that have more privileges than themselves. They can:

*  Request the creation of felow DRAO SMIME admins only
for Departments that have been delegated to them if the
RAO administrator has enabled this feature for them

»  Cannot request the creation of any type of administrator for
Departments that have not been delegated to them

»  Cannot request creation of administrators of any other
certificate type - even for those Departments that have
been delegated to them

*  DRAO SMIME admins can request the addition of new Domains only
for to Departments that have been delegated to them.

» Ifenabled for their Department, a DRAO SMIME admin can recover
the private keys of client certificates belonging to their Department

*  DRAO Code Signing admins can view Reports, edit Access Control
Lists and modify Email Templates for the Department that has been
delegated to them.

*  DRAO SMIME admins cannot view Activity Logs.

*  An'at-a-glance' summary of Administrator security roles and access
rights is available here.
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DRAO Code Signing Administrators with the security role 'DRAO Code Signing' have privileges to
access, manage and request Code Signing certificates for Departments of a
Organization that have been delegated to them by an RAQ.

(Department Registration Authority Officer

- Code Signing Certificates)

*  DRAO Code Signing admins have visibility of and can request Code
Signing certificates for the Department(s) that have been delegated to
them. They have no access to manage Code Signing certificates
belonging to Departments for which have not been delegated to
them. They will only see their own Departments(s) listed in the
'Departments' area. The 'Organizations' area is not visible to DRAOs.

*  ADRAO Code Signing admin can only request Code Signing
certificates for domains that have been delegated to their
Department.

*  DRAO Code Signing admins have no visibility of and cannot request
certificates of any other type - including those other types of
certificate that belong to the Department of which they are DRAO
Code Signing.

» ltis possible for an RAO to make the same individual a 'DRAO
SMIME', 'DRAO SSL', and a 'DRAQ Code Signing' for the same
Department during the Admin creation or editing process (for more
details, see section Admin Management).

*  DRAO Code Signing admins cannot approve or request the creation
of administrators that have more privileges than themselves. They
can:

*  Request the creation of fellow DRAO Code Signing admins
only for Departments that have been delegated to them if
the RAO administrator has enabled this feature for them

»  Cannot request the creation of any type of administrator for
Departments that have not been delegated to them

»  Cannot request creation of administrators of any other
certificate type - even for those Departments that have
been delegated to them

*  DRAO Code Signing admins can request the creation of new
Domains only for Departments that have been delegated to them.

*  DRAO Code Signing admins can view Reports, edit Access Control
Lists and modify Email Templates for the Department that has been
delegated to them.

*  DRAO Code Signing Administrators cannot access or manage
Encryption Settings.

»  DRAO Code Signing Administrators cannot view Activity Logs.

*  An'at-a-glance' summary of Administrator security roles and access
rights is available here.

End-User, Owner and Requester

Security Role / Type of Administrator Definition

End-User An End-User in CCM is a person that has been issued with or requested a
Client Certificate or has made an application for an SSL certificate using the
Self Enrollment form.

»  'End-Users' have no access rights whatsoever to the CCM interface.
They exist in CCM only as a function of their request for or ownership
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of a client certificate.

e Anew End-User and the Client Certificate for that End-User can be
created in CCM via:

»  Manual creation by a Master or Client Certificate
Administrator in the 'Client Certificate' area;

* The End-User ordering a Client Certificate using the
Self Enrollment Form;

*  End-User is imported into CCM from .csv file.

*  Anew End User will also be added via SSL certificate applications
made through the self enroliment form. If the applicant does not
already exist as an End-User then Comodo Certificate Manager will
automatically add this applicant when the form is submitted. End-
Users that are auto-created in this way will not (yet) have a Client
Certificate.

*  AllEnd-Users and Client Certificates owned or requested by that
End-User are listed in the 'Client Cert' sub-tab of the 'Certificates
Management' section of CCM interface.

Owner The Owner of the certificate is the Administrator that first approved the request
for the certificate. The privileges of the 'Owner' therefore depend on that

Administrator's administrative role. (See the definitions above).

Requester The Requester of the certificate is the person that created and successfully

submitted the initial application for the certificate.
»  The 'Requester' can be any class of Administrator or End-User

»  SSL certificates and Client certificates can be requested by people
that do not yet 'exist' in CCM as either End-Users or Administrators if
they applied using use the self-enrollment/external application forms

124 Security Roles - Comparative Table

Administrator Management

Action Controls RAO

Configure other | Add, View Create DRAOs of Subordinate Departments | Create DRAOs of Delegated Department

Administrators | Delete, Edit | who are responsible for same Certificate Type |who are responsible for the same certificate
Create RAOs of Delegated Organization who type if enablgq by a RAO administrator or
are responsible for same Certificate Type Master Administrator

Approve/Reject | Approve, DRAOs of Subordinate Departments who are X

Administrator | Reject responsible for same Certificate Type

Creation

Requests

Activate/Deacti | Checkbox RAOs of Delegated Organization who are %

vate responsible for same Certificate Type

Administrators DRAOs of Subordinate Departments who are
responsible for same Certificate Type
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Action Controls RAO
Directly submit | Add, Renew, |Delegated Organizations Delegated Departments
Certificate Replace Subordinate Departments
Requests using Only those Certificate Types for which DRAO
the built-in Only those Certificate Types for which RAO is |is responsible
application responsible
form
Directly submit | Add, Renew, |Delegated Organizations Delegated Departments
Certificate Approve, Subordinate Departments
Requests to the | Decline,
issuing Install RAO SSL v RAO SSL v
Certificate
Authority for RAO SMIME RAO SMIME
Auto-
Installation by RAO Code Signin RAO Code Signin
CCM (IS, oning x gning
Apache and
Apache Tomcat
only)
Approve/Declin | Approve, Delegated Organizations Delegated Departments
e Certificate Decline Subordinate Departments
Requests that Only those Certificate Types for which DRAO
have been Only those Certificate Types for which RAQO is | is responsible
made using the responsible
Self-
Enroliment
form
Manage View, Edit, Delegated Organizations Delegated Department
Certificates Revoke Subordinate Departments
Only those SSL certificates for which DRAO
Only those SSL certificates for which RAO is | is responsible
responsible
Certificate Add CIDR, RAO SSL v DRAO SSL v
Discovery Delete CIDR,
Setup RAO SMIME X DRAO SMIME X
Certificate ,. x ani x
Discovery RAO Code Signing DRAO Code Signing
(CD) agent for
internal
scanning
Request New | Add Delegated Organizations Delegated Departments
Domains for... Subordinate Departments
Approve / Approve, X X
Reject New Reject
Domain
Requests
Delegate Delegate Subordinate Departments X
EX'St"?g RAOs can only delegate domains to the
Domains to...

Departments belonging to the Organization
that have been delegated to them but cannot
re-delegate or remove a domain's delegation .
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Activate/Deacti | Checkbox x x
vate Existing
Domains
Initiate DCV Select method | RAO SSL On Domains added to | DRAO SSL On Domains added
of DCV as Delegated to Delegated
applicable to Organizations and Department
the domain Subordinate
Departments
RAO SMIME x DRAO SMIME x
RAO Code Signing x DRAO Code Signing x

Department Management

Action Controls RAO
Create and Add, Delete, | Subordinate Departments of Delegated x
Manage Edit Organization
Departments
Approve Approve Subordinate Departments of Delegated x
Department Organization
Creation

Key Escrow

Action Controls RAO SMIME DRAO SMIME
Manage Initialize, Re- | Delegated Organizations Delegated Departments
Encryption of | encrypt Subordinate Departments
client
certificates
Recover private | Decrypt Delegated Organizations Delegated Departments
keys from Subordinate Departments
€sCrow
Can permit Allow key RAO SMIME Admins x

Administrators | recovery by.... | DRAO SMIME Admins
other than (checkbox)
themselves to
recover keys
for a particular
Organization or
Department

Note: Escrow privileges are configured at the point of Organization / Department creation.

If granted escrow privileges , the RAO SMIME admin will be subsequently be able to specify any, all or none of the following for
any Departments they create:

1. Whether or not the RAO SMIME admin (themselves) should have the ability to recover the private keys of client
certificates of that belonging to that Department

2. Whether or not the DRAO SMIME admin should have the ability to recover the private keys of client certificates
belonging to that Department

See 'Encryption and Key Escrow' for more details.

Notifications, Reports and Miscellaneous

Action Controls RAO DRAO Administrator
Administrator
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Configure Add, Delete, v v
access control | Edit CIDR
settings
View Add, Delete, |Delegated Organizations Delegated Department
Notifications Edit Subordinate Departments
for...
Create Add, Delete, |Delegated Organizations Delegated Department
Notifications Edit Subordinate Departments
for...
View Reports | See 'Reports | Delegated Organizations Delegated Department
for... - Security Subordinate Departments

Role Access

Table'

section for

details.
Modify Email | Edit Delegated Organizations Delegated Department
Templates for.. Subordinate Departments

1.2.5 Multiple Security Roles

Multiple security roles may be selected for any particular administrator. A RAO that has been granted administrative rights over
multiple certificate types for a particular Organization can assign similar, multi-role, privileges to a sub-ordinate DRAO
administrator for a particular Department.

1.2.6 Organizations and Departments

The creation of an Organization and the delegation of a domain to that Organization is an important step towards the issuance
and effective management of SSL, code signing or client certificates via the Certificate Manager interface.

Organizations and Departments are created by administrators for the purposes of requesting, issuing and managing certificates
for domains and employees. Organizations can be sub-divided into Departments for the purposes of certificate and end-user
management. (See section Organization for more details).

Each Organization can have multiple Departments. Organizations are typically managed by a Registration Authority Officer
(RAQ). Departments are typically managed by a Department Registration Authority Officer (DRAO).

Once an Organization has been created:

*  RAO administrators can create multiple Departments within an Organization (See 'Organizations / Section Overview'
for more details).

*  RAO and DRAO administrators can directly request that certificates be issued to domains that have been delegated to
their Department. They can also approve/decline certificate requests from individuals that have applied using one of
the external application forms.

»  End-users can be assigned membership of an Organization or Department and provisioned with client certificates for
the domain that is associated with that Organization/Department.

«  Administrators can manage the client certificates of end-users belonging to an Organization or Department via the
'Certificates Management - Client Certificates' interface and can manage SSL certificates for the Organization via the
'Certificate Managements - SSL Certificates' area. Code Signing Certificates are managed from the 'Code Signing'
area

»  Awide range of Organization and Department specific email notifications can be set up to alert personnel to changes
in certificate status, changes to domain status, Discovery Scan Summaries, Admin creation and more.

*  RAOs and DRAOs can utilize the Certificate Discovery feature to audit then monitor all existing certificates on the
network by assigning them to either an organization or one of its departments.

»  Certificate reports can be viewed and exported for that Organization and/or specific Department
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1.2.7 Reports

Certificate reports can be viewed and exported for an Organization and/or Department via the Report section. An appropriately
privileged administrator is enabled to view different types of reports according their security roles. The following types of reports

are available:
Type of Report Description

SSL Certificates Enables the administrator to monitor all statistics related to SSL certificates
including usage, ownership, issuance, provisioning and status.

Client Certificates Enables the administrator to monitor all statistics, related to client certificates
including usage, ownership, issuance, provisioning and status.

Code Signing Certificates Enables RAO/DRAO Code Signing administrators to monitor all statistics,
related to code signing certificates including usage, ownership, issuance,
provisioning and status.

Discovery Scan Log Enables the administrator to view the Discovery Scan Log. A Discovery Scan
is an audit of all SSL certificates installed on your network.

DCV Report Enables RAO/DRAO SSL administrators to generate a report
containing details on all of their registered domains, with their DCV
status and expiration dates.

For more detailed information see the 'Report' section of the guide.

1.3 Logging into Your Account

Once your Organization has subscribed for an Comodo Certificate Manager account, Comodo will provide your account
manager with a username, password and login URL for the Certificate Manager interface. By default, the format of this URL is:
https://cert-manager.Comodo.com/customer/[REAL CUSTOMER URI].

cCOMODO
Certificate Manager

Client Admin Interface

Login:
Passward:

| Submit | | Reset |

Support link

If you have not been supplied with your login details, please contact your Comodo account manager.

If you are not able to login with your login details, you can raise a support ticket at the Comodo Support portal by clicking
'Support link'. You can create an account for free and submit your ticket to get your login problems resolved.

Depending on the Access Control Settings specified by the administrator, you will be prompted to change your password after
logging in for the first time. You may also change your password at any time via the 'My Profile' area.
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1.4 The Main Interface - Summary of Areas

Comodo Certificate Manager interface has a tab structure that facilitates access to all major settings.

Discovery H Reports H Admins H
SEL Certificates Client Certificates Code Signing Certificates
Add Filter: Select . -
Group by: Ungroup b v Apply || i Clear
[ ¢ || madd || Export || AddFor Auto instal ||| gt Edit || Detais || Approve || Decine
Common Hame Organization Department State Expires Server Software (+|
) testdomain.com Demo Crganization Issued 12M312013 Active
O example.com Demo Grganization Demoa Department Declined
(%) testdomaini.com Test Qrganization Requested
O  mytestsite2 Demo Grganization Declined
) remaotesite Demo Crganization Declined
5 rowsipage 21-250outof36] == [ = |[ = [[ = |

»  There are (a maximum of) seven tabs that cover each of the main functional areas of the application. These are
'Dashboard’, 'Certificates Management', 'Discovery', 'Report’, 'Admin Management', 'Settings' and 'About'.

»  The 'Certificate Management' tab contains sub-sections for managing the certificate types that have been enabled for
your company. There is therefore a maximum of three sub-sections - 'SSL Certificates', 'Client Certificates and
'Code Signing Certificates'

*  The 'Discovery' tab contains sub-sections for scanning the network for installed certificates and for managing CD
agents. The sub-sections are Discovery Tasks and Agents.

»  The 'Settings' tab contains sub-sections for 'Organizations', 'Domains', 'Notifications' and 'Encryption'.

e The remainder of this introduction contains an introduction to each tabbed area and the Security Role requirements for
access to that area. Full details of the actual usage and functionality of the tabbed areas listed above are in sections
2.The Dashboard, 3. Certificates Management, 4. Admin management, 5. Settings, 6. Certificate Discovery
and Agents, 7. Reports, 8. Version and Feature Information, 9. My Profile and 10. Logging out of Comodo
Certificate Manager.

Dashboard: Contains graphs and charts that display snap-shot summaries of certificate key life-cycle information such as
certificates approaching expiry, certificates issued/requested, DCV status, breakdown of certificates by types, issuers, and more.
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Dashboard [ Certificates I Discovery I Reports ] Admins I Settings I About ]

Add Filter. Select..  [v]
ElTime Period: Tyear ||
E organization: ANY B Department.  ANY B lL Refresh |
ll ' Apphy H o Clear J
Active/Revoked Server Certificates Active/Revoked Client Certificates Active/Revoked CS Certificates
2610/0 1,309 /0 0/2
+ 6 Since Last Month + 1 Since Last Month + 0 Since Last Month
Certificate Types SSL Certificates by Validation level
Certificate issued through CCM
10,000 —
Multi Demain  0.04%
. 100 |
@ singlessL 99.92%
@ wildcard 0.04%
ov EV DV Other
Internal Types Certificates Requested vs Issued

Click here for more information about the Dashboard.

Certificates Management: Contains up to three sub-sections for the management of SSL, Client and Code Signing certificates.

board |MESCLITEICERE | piscovery H Reports H Admins H Settings H About ‘

SEL Certificates Client Cerificates Code Signing Certificates
Add Filter: Select... v
Group by: Ungroup b W Apply || T Clear
| ¢ || madd || Expot || AddForAutomstan | | | otEdt || Detais || Approve || Decine
Common Hame Organization Department State Expires Server Software ~|
) testdemain.com Demo Grganization |ssued 12M 32013 Active
) example.com Demo Crganization Demo Department Declined
@ testdomaini.com Test Organization Requested
O mytestsite2 Demo Organization Declined
) remotesited Demo Crganization Declined
5  rowsipage 21-25outof36] == |[ = [ = [[ == |

These sub-tabs are accessible according to administrator security role privileges:

Security Role / Type of Administrator Available Action
RAO SSL Can access all areas and functionality of the SSL Certificates section; has
visibility and control over SSL Certificates belonging to their delegated
Organization(s).
RAO SMIME Can access all areas and functionality of the Client Certificates section; has
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Security Role / Type of Administrator Available Action

visibility and control over client certificates and end-users belonging to their
delegated Organization(s).

RAO Code Signing Can access all areas and functionality of the Code Signing Certificates section;
has visibility and control over Code Signing Certificates issued to end-users
belonging to their delegated Organization(s).

DRAO SSL Can access all areas and functionality of the SSL Certificates section; has
visibility and control only over SSL Certificates belonging to belonging to their
delegated Department(s).

DRAO SMIME Can access all areas and functionality of the Client Certificates section; has
visibility and control over client certificates and end-users belonging to their
delegated Department(s).

DRAO Code Signing Can access all areas and functionality of the Code Signing Certificates section;
has visibility and control over Code Signing Certificates issued to end-users
belonging to their delegated Department(s).

Click here for more information about the Certificates Management section.

Certificate Discovery and Agents: Comodo Certificate Manager uses Certificate Controller agent, a small piece of software
that facilitates discovery of SSL certificates installed in the network and automatic request and installation of SSL certificates on
remote servers. The Discovery area in the CCM interface enables the administrators to configure certificate controller agents for
the network and to commence certificate discovery tasks. The scan results can be obtained from the Reports area.

Dashboard H Certificates Discovery Reports H Admins H Settings H About ‘

Dizcovery Tasks Agents

Add Filter: Select... A
Group by Ungroup v vy || @ cear |
i e | it i et Wbt \anikackScan ol cu) Lot EiiitBu
Name Organization Department Ranges to Scan State Schedule Last Scanned ~|
(& test_discovery_p Demo Organization 192.168.155.40032... hanual
) agent Test Organization 192 168 561532 Successful flanual 02M15/201318:24:28
) TestScan Demo Crganization 111.112.0.0/16... Successful Manual 021582013 18:24:30

15 rowsipage 1-Jouwtof 3| == || = || = || == |

The 'Discovery' area is accessible only by RAO and DRAO SSL administrators.

Security Role / Type of Administrator Available Action

RAO SSL Can set up agents for and can scan for certificates requested, issued, expired,
revoked and replaced for Organizations (and any sub-ordinate Departments)
that have been delegated to them.

DRAO SSL Can set up agents for and can scan for certificates requested, issued, expired,
revoked and replaced only for the Department(s) that have been delegated to
them.

Click here for more information about the Discovery section.
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Report: Enables administrators to view a range of reports depending on their privilege level. The 'Reports' interface is fully
explained in Section Reports.

Dashboard Certificates Discovery Admins Settings About
Reports: Discovery Scan Log B
Type: @ Summary ) Detail
Scan Date:
From: [EM
To: EM
Organization: ANY B
Department; AMY B
Run

Available reports are 'Client Certificates', 'Discovery Scan Logs', 'SSL Certificates', 'Code Signing Certificates’, and 'DCV'. The
types of report available to a particular administrator is dependent on their security role:

Security Role / Type of Administrator Available Action
RAO SSL Can view:
RAO SMIME »  'Certificate Discovery' reports on scans that have been run on behalf
RAO Code Signing of their delegated Organization(s) and Department(s) (Only RAO SSL
Admins)
» 'SSL/SMIME / Code Signing Certificate' report that is appropriate to
their administrative type and for their Organization(s) and
Department(s) only
*  DCV Report for their Organization(s) and Department(s) only (Only
RAO SSL Admins)
DRAO SSL Can view:
DRAO SMIME »  'Certificate Discovery' reports on scans that have been run on behalf
DRAO Code Signing of their delegated Department(s) (Only DRAO SSL Admins)
» 'SSL/SMIME / Code Signing Certificate' report that is appropriate to
their administrative type and for their Organization(s) and
Department(s) only
*  DCV Report for their Department(s) only (Only DRAO SSL Admins)

Admin Management : Enables the currently logged-in administrator to view a list of administrative personnel. The 'Admin
Management' interface is fully explained in Section Admin Management.
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‘ Dashboard H Certificates H Discovery H Reports [‘ Settings H About [

Add Filter: Select.. -
Group by: Ungroup ¥ W Apply || o Clear i
[ e || o Ad ||I ot Edi || @ Delts |

Name E-mail Login Type Role Active &
(& admindracssl admindraci@example.com admin_drao_ssl Standard DRAC Admin - 351, DRAD ¢
O adminss| admin_ssl@example.com admin_ssl Standard RAD Admin - Smime, RAD ¢
) Bob bob@example.com bob@example.com Standard RAD Admin - 35L

5 rowsipage 1-5Soutof25| == || = || = || == |

The visibility of other administrators and the availability of controls in this area is dependent on which type of administrator is
currently logged in:

Security Role / Type of Administrator Available Action
RAO SSL Can
RAO SMIME *  View/Edit RAOs and DRAOs of their delegated Organization(s) and
RAO Code Signing any subordinate Department(s) who are responsible for the same

certificate type(s) as themselves

*  Request the creation of fellow RAOs who are responsible for the
same certificate type(s) as themselves

*  Approve/Reject the creation of DRAOs who are responsible for the
same certificate type(s) as themselves from

DRAO SSL Can
DRAO SMIME

DRAO Code Signing *  View DRAO:s of their delegated Department(s) who are responsible
for the same certificate type(s) as themselves

e Request the creation of felow DRAOs who are responsible for the
same certificate type(s) as themselves

e Edit their own details

Click here for more information about Admin Management section.

Settings: The 'Settings' area contains several tabs relating to the overall configuration of CCM. The number of tabs that are
visible to a particular administrator is dependent on their security role (RAO or DRAO).
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Organizations ~ Domains  Motifications  Encryption

Add Filter: Select... “
Group by Ungroup b «* Apply || W Clear
! o ; | | o Eait ; | Departments | [ Domains ;
Name City State Country Validation Status [~
®  Mew Organization Jersey City [N us Mot Validated
() Demeo Qrganization City Mame JK (WL Mot Validated
) Test Organization Chennai Tarnil Madu 1M Mat Validated

15 rows/page 1-3outof3

Click here for more information about the 'Settings' area.

About - Enables currently logged-in administrator to view the version of CCM and the features that are enabled and disabled for
the account.

Dashboard H Certificates H Discovery H Reports H Admins H Settings . About

State
Version 4.6
Current Agent Version 15
Domain
Domain Dual Approval by MRAC Disabled
SSL Certs
Allow SSL Enabled
Web API Enabled
DCY Validation Disabled
Client Certs
Allow Client Certs Enabled
Web API Enabled
Allow principal name in certificates Enabled

Allow customization of principal name SAN field Enabled
Web Enrollment Type

Invitation Enabled
AccessCode Enabled
SecretID Enabled
Auto Revoke Enabled
Allow Empty PIM Enabled
Allow send notification upon upload from csv Disabled
Code Signing Certs
Allow Code Signing Certificates Enabled
MaxTerm 1

My Profile - Enables currently logged-in administrator to view/edit address details, change the interface language and their
password.
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My Profile
Laogin alice-rao-ssl
Mame Alice Greenwood
E-mail R
Role RAQ Admin - 5L, RAO Admin - Smime, RAOQ Admin - Code Signing
Title: RACQ 351 Administrator
Telephone Mumber: 0123456739
Street: Street Mame
Locality: Locality Mame
State/Province: State Mame
Postal Code: 123456
Country: United States |E|
Relationship:
Current locale E”El
Passward
Grid settings | Rezet to default |
| Save | | Cancel |

Logout: Logging out of Comodo Certificate Manager.

1.5 Release Notes

Version History

Version Number List of Changes

Version 4.6 *  Added the new Dashboard feature with graphs and charts that allow the administrator to quickly
Jersion 2.5 gain an overview of all SSL, SMIME and code-signing certificates on the network.
»  Added a new report type 'Notification log Statistics' to enable Master administrators to generate
and view logs of automated notification emails sent to other administrators during various events
Version 4.5 *  Added ability to external applicants to renew their SSL certificates through self-renewal form, by
entering their certificate ID and Pass Phrase.
*  Various bug fixes and Ul improvements
Version 4.4 *  Added new process of validating organizations for the issuance of OV SSL certificates
* Improved the process of validating organizations for the quick issuance of EV SSL certificates.
*  Added ability to create domains without delegating them to organizations or departments.
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Version History

Version Number List of Changes

»  Various bug fixes

e Streamlined the DCV process for a faster validation.
*  Added ability to sort items in various interfaces by clicking the column headers

*  Added ability to search and filter certificates based on requester in SSL Certificates interface

Version 4.3

»  Custom field data included for a certificate will continue on the renewal certificates too

»  Various bug fixes and several optimizations to improve the performance of the database and
application server for improved stability

Version 4.2 *  Added ability for Master administrators to add custom fields in the Built-in Application Form and
yersion 2.2 Self-Enroliment Form for SSL and Client certificates requisition.

* Introduced HTTPS method introduced in addition to HTTP.

»  Updated and improved SCEP support of iOS.

*  Enhanced the self-enroliment form, optimized to be used on iPhones. When a user wants to
enroll and install a client certificate with the self-enroliment form, CCM presents an optimized
page. After the enrollment process completes, the user can automatically install the certificate
onto the iOS device.

»  Several Ul improvements, including saving search filters. The filters configured for various

Version 4.1 interfaces will be saved and automatically applied when the same interface is opened again
»  Enabled auto installation feature for Apache Tomcat server. Version 4.1 supports auto-
installation / auto-renewal for following platforms:
*  Apache Web Server (Linux 32/64bit)
o IS 7/7.5/8 (Windows 32/64)
*  Apache Tomcat (Windows 32/64bit, Linux 32/64bit)
»  Various Bug Fixes
e User Interface changes
Version 4.0 *  Multiple certificate discovery tasks can be run at the same time

»  Agents will automatically check for newer versions and update itself

e Added automatic installation and renewal of SSL certificates. This feature is enabled for
accounts on a per-case basis. There are two available modes:

»  Enterprise Controller Mode - Software installed on a local host will communicate
directly with the CA issuance infrastructure to automatically apply for and install
Version 2.11 certificates on designated web servers.

»  Certificate Manager Controller mode - An agent is installed on each web server which
will communicate with CCM for certificate requests. If a request exists, the agent will
generate a CSR and present it to the administrator for approval in the CCM interface.

»  Various Bug fixes

) * Added Auto-installation and Auto-renewal features for automatic SSL application, CSR
Version 2.10 generation, and certificate installation on IIS and Apache.
e Various Bug fixes

»  Added functionality for scanning internal servers for installed certificates using Certificate
Version 2.8.26 Discovery (CD) Agent, installed in a local computer.

*  Various Bug Fixes

*  Added three methods EMAIL, HTTP file and DNS CNAME for Domain Control Validation (DCV)

Version 2.8.25 functionality to validate new and existing domains
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Version History

Version Number List of Changes

»  Enhanced logging for system resources/usage statistics
*  Improved error handling/logging
e Added a column 'External Requester' to SSL report
*  Improvements to the notifications system
*  BugFixes:
»  Fixed bug whereby Master Administrator is sent 'Discovery Scan Summary' notification
even though the Notify Master Admin(s) check-box is not selected
»  Fixed bug related to issue of SSL through Self-Enrollment Links for local hostnames

Version 2.8.23 »  Fixed bug whereby an administrator was not able to edit organization under certain

circumstances
*  RAO administrators can see only the client cert types that are allowed for them
*  Fixed logo bug in IE 9.0 window
»  Fixed bug related to invalid CSR common name
»  Fixed issue related to mismatch of available notifications during Notification creation
*  RAOs can set up a notification which notifies Master Administrators
»  Fixed bug related to incorrect timing of "Your session has expired' messages
»  Fixed bug whereby Domains are in a 'Suspended' state after an entry by RAO

»  The functionality Settings > Email Templates for editing templates of email messages
corresponding to various events is restricted only to Master Administrators.

*  Domain creation/delegation requests approved by Master Administrator with privilege "Allowing
domain validation without Dual Approval' are activated immediately without requiring approval by
a second Master Administrator.

*  Domains created by DRAO Administrators are to be approved by RAO of the Organization to
which the department belongs prior to approval by Master Administrators .

*  Added option to specify default Client Certificate Type(s) for all Organizations.

*  Add 'Apply" button to Client Cert customization interfaces

Version 2.8.21.8 *  Bug Fixes:

»  All'the server types are now available in the self-enrollment form for applying for SSL certificate.
*  Administrators can now enroll for EV SSL Certificate manually

»  Fixed issues related to Firefox version 4 Browser.

*  Only the default Client Cert types customized for an Organization are made visible in the self-
enroliment forms.

* RAO and DRAO can send invitations for Client Certificates only for Certificate types allowed for
their Organization.

*  SCEP Logs are improved.

Version 2.8.21 *  Added Key Usage Template (KUT) support to determine capabilities of Client Certificates of end-
users belonging to an Organization.

* Implemented Simple Certificate Enrollment Protocol (SCEP) support to Client Certificates in
addition to SSL Certificates.

»  Subscriber's Agreements are made specific to the Certificate type selected while requesting for
SSL Certificate and Code Signing Certificates.

*  BugFixes:

»  Fixed bug whereby user can now enroll for Code Signing Certificates through Internet
Explorer.
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Version History

Version Number List of Changes

»  Fixed bug whereby DRAO Administrators can request for SSL certificates from the
management interface.

»  Correct Subscriber Agreements are displayed on both built in application form and Self
enroliment form according to Certificate type selected.

»  Fixed bug to accept CSR of size less than 2048 bits for SSL Certificate replacement.

*  'Person upload' notification messages are now customizable;

»  'Active’ checkbox in 'Settings/Domains' is now, by default, always enabled for Master
Administrator;

e Bug Fixes:

»  Fixed bug whereby a Master Administrator could bypass 'dual domain auto approval'
by using 'domain edit’;

»  Fixed bug that sometimes allowed domains created by a Master Administrator to be
automatically sent forward for validation without requiring approval from second
Master Administrator;

»  Fixed bug where some notifications did not correspond to the modified E-mail
Template;

»  Fixed bug that caused domain delegation requests to be displayed incorrectly;

»  Fixed occasional bug whereby an Master Administrator could modify their own
Version 2.8.20 privileges and/or those of a fellow Master Administrator;

»  Fixed occasional internal error that occurred when editing a deleted Administrator;
»  Fixed bug whereby an incorrect error would be displayed while importing from CSV;

»  Fixed Internal error that occurred when an RAO Admin tried to approve a Domain that
had not yet been delegated by DRAO Admin;

»  Fixed bug that allowed Administrators to add and activate a domain for an
Organization that has already been added to a Department;

*  Fixed bug whereby incorrect data was displayed in the domain details window;

»  Fixed bug whereby Client Certificate Administrators that were created in a certain
manner were not made to follow password policy rules;

»  Fixed bug whereby variables could not be added via the 'Insert Variables' button while
editing an email template in Internet Explorer;

»  Fixed bug whereby only active Master Administrator by changing admin role of another
Master Administrator.

2 The Dashboard

The CCM Dashboard will be displayed by default when an administrator first logs into the CCM interface. The dashboard
provides a heads-up-display which allows you to quickly gain an overview of all SSL, SMIME and code-signing certificates on
the network.

The charts and graphs in the dashboard provide an essential combination of key life-cycle information (such as certificates
approaching expiry, certificates issued/requested and DCV status) as well as important technical insights like how many servers
have support for perfect forward secrecy, renegotiation and RC4 suites.

Chart data is updated in real-time, so any modifications should be reflected in the dashboard near-instantly.

Security Roles:
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* RAO SSL, RAO SMIME and RAO Code Signing - can view charts relevant to the certificate types, domains and web
servers of the Organizations (and any sub-ordinate Departments) that have been delegated to them.

« DRAO SSL, DRAO SMIME and DRAO Code Signing - can view the charts relevant to the certificate types, domains
and web servers of the Departments that have been delegated to them.

Include Scanning Agents resulis

Certificates by CA Certificate Requests
Include Scanning Agents results QOrders placed over date range
20,000
@ 7= corporation 20.36%
10,000
Comodo...imited 17.57%
@ scifsigned 13.27% B —— .
@ verision, Inc. 7.31% 2013-09 2013-10
@ other 41.50% e @ smime
. Code Signing
Certificates by Duration Expiring Certificates
Include Scanning Agents results Within 180 days
5,000
1Year 61.05%
2,000
@ zvears 002s% ?
30 60 30 180
@ other  15.68%
. Comodo CA Limited Self-Signed
. Trusted
Certificates by Organization Key Strength

Include Scanning Agents resulis

Static Customer  1.04%
1024 14.15%
. static...if-org 0.18%
@ 2048 sa.02%
®cra 19.10%
@0 117w
@ ocv_check org 56.24%
@ other  0.55%
@ other 23.44%
Dashboard [ Certificates I[ Discovery I[ Reports I[ Admins I[ Settings ][ About ]
Add Filter: Select. |«
ﬁTime Period: n
ﬁOrganizatir:rn: |Organiza’sinnNumber9 El Department; Department19 I_REfresh _I
| o Apply || 1 Clear |

Active/Revoked Server Certificates

2604/0

+ 0 Since Last Month

Active/Revoked Client Certificates

1,308 /0

+ 0 Since Last Month

Active/Revoked CS Certificates

0/0

+ 0 Since Last Month

The area at the top of the dashboard allows you to filter chart data and features a real-time summary of Active/Revoked

certificates:

Filtering Options:
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The statistics displayed in the dashboard can be filtered based on the time period and by Organization/Department:
« Toadd afilter, select the type of the filter from the 'Add Filter' drop-down. The available options are:

*  Organization — Choose an Organization / Department from the respective drop-downs and click 'Apply'.

*  Time Period — Select the time period for which you wish to view statistics from the Time Period' drop-down
and click 'Apply'.

»  Toremove afilter, click the ' - button beside the filter.
¢ Toreset the filters, click 'Clear.
Charts available in first release. Click any link to view more details:
»  Certificates by Type — Single Domain, Wildcard, Multi-Domain, UCC etc.
« Certificates by Validation Level - EV, DV, OV.
»  Certificates by Internal Type — Certificates broken down by brand names like Instant SSL, Premium SSL etc.
»  Certificates by Issuer — Comodo, VeriSign, GoDaddy, Thawte, self-signed etc.
«  Certificate Requests by Category of Certificate — SSL requests, SMIME requests, Code signing requests
»  Certificate Requests versus Certificates Issued
»  Certificates By Duration — How many of your certificates are 1 year, 2 year, 3 year etc
»  Expiring Certificates by Issuer — Comodo, self-signed and 'Other Trusted' certificates expiring within 180 days
»  DCV Status — The current stage in the Domain Control Validation process held by your certificate-hosting domains
*  DCV Expiring Domains — Domains for which Domain Control Validation will expire within 180 days
»  Certificates by Organization - Certificates broken down by the Organizations they are issued to.
»  Certificates by Key Strength - Certificates by the strength of key with which they were signed (1024 bit, 2048 bit etc)
»  Certificates by Public Key Algorithm - Certificates broken down by encryption algorithm (RSA, DSA etc)
»  Certificates by Signing Algorithm - Certificates by hashing and signing algorithms (e.g. SHA1withRSA)
Charts which are coming soon. Click any link to view more details:
»  EV Express Validation - Organizations whose eligibility for accelerated EV validation will expire within 180 days.
»  Forward Secrecy - The degree to which forward secrecy is supported on the web-servers hosting your certificates
*  Hosted by OS - Details the server operating systems used to host your certificates (Windows, Linux etc)
*  RC4 Support - The level of support for RC4 suites on the web-servers that host your certificates
*  Renegotiation Support — The level of renegotiation support on the web-servers that host your certificates
»  Supported Protocols - The types of encryption protocols supported by the web-servers that host your certificates

»  Certificates by port number — The port numbers used for SSL traffic on the web-servers that host your certificates

Certificate Types Certificate Types
Certiicate issued through CCM The 'Certificate Types' pie chart summarizes the different

Mult DaEEEERRDgSe (1) types of SSL certificates installed on servers in your network.
(single domain, wildcard, multi-domain etc). This chart covers
only 'managed' certificates issued through CCM.

Multi Gomain 0.04%
@ sinaitst  99.92% Hovering your mouse cursor over a legend item or section
displays additional details such as the actual quantity of
certificates of that type.

@ widcard 0.04%
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SSL Certificates by Validation level

Displays the composition of your certificate portfolio according
to certificate validation level. This includes the number of
Domain Validated, Organization Validated and Extended
Validation certificates on your network.

Hovering the mouse cursor over a bar displays the exact
number of certificates in that category.

Internal Types
Certificate issued through CCM

[ Comodo BV SSL Certificate: 0.15%
St

Instant S5L 99.77%

. Comodp...ficate  0.15%
. Premiu...ficate 0.04%

@ wutti-...ficate 0.04%

Certificates Requested Vs Issued

The 'Certificates Requested Vs Issued' graph allows you to
view certificate issuance against certificate requests over time.

Placing the mouse cursor over the graph nodes displays more
details about the number of certificates that were requested
and issued on that date.

Certificates by CA

Include Scanning Agents results

. GTE Corporation
Como%pj..imited
. Self-signed

. VeriSign, Inc.

. Other

20.35%

17.58%

13.27%

Comodo CA Limited:

7.31%

41.49%

Certificate Requests

The 'Certificates Requests' graph displays the number of CCM

orders placed over time for SSL, SMIME and Code Signing
certificates.

Hovering the mouse cursor over the nodes on the graph
displays the exact number of certificates that were requested.
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SSL Certificates by Validation level

10,000 —

100

]

oV EV o Other

Internal Types

The 'Internal Types' chart details the quantities of SSL
certificates issued by CCM according to certificate brand
name.

Hovering your mouse over a legend or sector displays
additional details.

Certificates Requested vs Issued
Orders placed over date range

20,000

10,000

Y
d

2014-05

2013-10 PYVEER

. Iesued

2013-09

Requested 100.00% 0.00%

Certificates by CA

The 'Certificates by CA' chart allows you to determine what %
of your certificates are publicly trusted by providing a break-
down of certificates by signer. This includes all certificates
signed by Certificate Authorities (CA) and those which are self-
signed. It also highlights certificates from other CA's which you
may want to replace with Comodo equivalents in order to
benefit from CCM's management capabilities.

Placing your mouse cursor over a legend or sector displays
the number of certificates by that signer and their % of the
total certificates.

Certificate Requests

Orders placed over date range

20,000
10,000
s — &
L *
2013-09 2013-10 2014-05
ssL 77.78% @ Smime 5.56%

@ code sianing  15.67%
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Certificates by Duration

Include Scanning Agents results

3 Years: 2.27% (1)

1 Year
®z2vears
[ E Y@r&
@ other

79.55%
6.82%
2.27%

11.36%

Expiring Certificates

The 'Expiring Certificates' bar graph shows the number of
certificates expiring within the next 30, 60, 90 and 180 days.
Expiring certificates are further broken down according to
signer. 'Trusted' certificates are those from other CAs which
you may want to replace with Comodo certificates in order to
benefit from CCM's management capabilities.

Hovering the mouse cursor over a legend or graph displays
the number of certificates in each category.

DCV Status

Include Scanning Agents results

AWAITL.MITTAL 38.89%
@ susiTTED 5.56%

@ noT_STARTED  s5.56%

SUBMITTED: 5.56%

DCV Expiring Domains

Indicates how many of your domains are within 30, 60, 90 and
180 days of DCV (domain control validation) expiry. DCV
validity lasts for one year so It is possible DCV might be
approaching expiry even though your certificate is not. If DCV
is allowed to expire, it will not mean your certificate becomes
invalid/stops functioning. However, your next application for
that domain will need to pass DCV again.

Placing the mouse cursor over a legend or graph displays a
tool-tip showing the number of domains within that time-frame.

Certificates by Organization
Include Scanning Agents results

Test O...zatign 51.67%

. Comodo

. Dema O...zaticn

— 1.67%
Test Organization:

1.67%

. Organization 3.33%

. Other

41.67%
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Certificates by Duration

The 'Certificates by Duration' pie chart is a break-down of your
certificates by term length.

Hovering your mouse cursor over a legend or section displays
the exact number of certificates with that term length and their
percentage of the total.

Expiring Certificates
Within 180 days

6,000
2,000 e
. R
30 &0 30 180

. Comodo CA Limited
Self-Signed

. Trusted

DCV Status

Summarizes the Domain Control Validation status of
certificates on your network. DCV is required in order for
Comodo to issue certificates to your domains and sub-
domains. We advise customers to first pass DCV on their high
level domain (e.g. domain.com). Once the HLD has passed
DCV then future applications will be faster because all sub-
domains, including wildcards, will be considered passed.

Hovering your mouse cursor over a legend or section displays
the quantity of domains with a particular status and their
percentage of the total domains.

DCV Expiring Domains
Within 180 days

Certificates by Organization

The 'Certificates by Organization' chart shows how many
certificates have been issued to each Organization in your
CCM account.

Hovering your mouse cursor over a legend or section displays
the precise number and percentage of total certificates issued
to to a particular Organization.
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Key Strength

The 'Key Strength' chart shows the composition of your
certificate portfolio based on the size of their signature. This
can be useful for identifying certificates which need to
replaced in order to be compliant with National Institute of
Standards (NIST) recommendations. NIST has stated that all
certificates issued after 1st January 2014 should be of at least
2048 bit key length

Placing your mouse cursor over a legend or sector displays
the exact number of certificates with a particular signature size
and their percentage of the total certificates.
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Key Strength

Include Scanning Agents results
1024: 13.95% (6)

1024

® 204

@ other s8.14%

.95%

27.91%
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Signature Algorithms
Include Scanning Agents results

SHA1withRSA 96.29%

@ vDswithrsA 2.59%
@ sHezsewithrsA  1.07%

@ sHast2withrsA

. Other

0.03%

0.02%

Public Key Algorithm

This chart provides an overview of the algorithms used to
encrypt data by certificates on your network. Example
algorithms include RSA, DSA and ECC.

Placing your mouse cursor over a legend or sector displays
the exact number of certificates using a particular signature
algorithm and their percentage of the total certificates.

EV Expiring Orgs

@ 30Days 30%
@ 90Dy 20%
@ 180 Days 35%

Other 15%

Forward Secrecy Enabled - coming soon

Displays the percentage of certificates which are hosted on
web-servers which have perfect forward secrecy fully or
partially enabled. Forward secrecy prevents encrypted data
from previous sessions from being decrypted in the event that
the private key of the certificate is compromised.
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Signature Algorithms

Provides an overview of the algorithms used by your
certificates to hash and sign data. This chart can be useful for
identifying certificates using weaker algorithms which may
need to be replaced before their expiry dates. Comodo
recommends SHA-256 and upwards. MD5 has been proven
insecure and Microsoft has stated its products will stop trusting
SHA-1 code-signing and SSL certificates in 2016 and 2017
respectively.

For more details, see http://www.comodo.com/e-
commerce/SHA-2-transition.php

Public key algorithm

Include Scanning Agents results

R5A  59.98%

® o=

0.02%

EV Express Validation - coming soon

Displays the percentage of Organizations for which
accelerated validation of one or more EV certificates will expire
within 30, 90 and 180 days. Once an EV certificate has been
validated for the high level domain (e.g. domain.com) it
qualifies for EV Express and subsequent EV applications for
that domain and it's sub-domains will be issued much more
quickly (assuming address and contact details are not
changed). EV Express status lasts for 13 months before it
must be renewed by re-validating the details of the certificate

on the high level domain.

@ Some FS suites enabled 20%

Forward Secrecy

@ Uused with most brow.... 30%
@ Used with modern br.... 35%

Not Supported 15%
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Hosted by 0S Hosted by OS - coming soon

Provides a visual break-down of the server operating systems

- used to host your certificates.

21
18
15
12
9
6
3

[=]

Windows Linux Other

RC4 Support - coming soon RC4

Indicates the degree to which the RC4 streaming cipher is
supported by servers hosting your certificates. If your
environment can operate without RC4, it is best practice to

disable it. @ Mot Supported 60%

@ some RC4 suites en..... 15%

. Used with modern b.... 25%

Renegotiation Support Renegotiation Support - coming soon

Renegotiation is a feature that makes it possible to adjust the
parameters of an SSL connection without disrupting the user
experience by requiring an entirely new session. Take, for
example, the case of an anonymous user browsing an e-

@ 1Insecure renegotiation 20% | commerce website who adds some products to the shopping
@ Both 35% cart then decides to login and purchase. Renegotiation allows
the data from the 'anonymous' session to be transposed in a
fluid and secure fashion. Unfortunately, security flaws were
discovered in renegotiation in TLS 1/ SSL 3 which required a
patch to fix. Unpatched web servers are shown here as
'Insecure renegotiation'.

@ secure renegotiation 30%

No supported 15%

Supported Protocols — coming soon Supported Protocol

Shows the support for various cryptographic protocols on the .

web servers which are used to host your certificates. While we :i

recommend each customer to investigate the precise impact .

of disabling a given protocol by analyzing the browsers used 15

by their visitors, Comodo would recommend the following: 12

TLS 1.0, 1.1, 1.2 - Enable ;

SSL 3.0 — Discretionary. Disable preferred * 3

SSL1.0. 2.0 - Disable i SSL V3.0 S5LV2.0 SSLVL.0 o
TLS V1.2

* SSL 3.0 is needed mainly for Windows XP / Internet Explorer
6.0 users. Microsoft have discontinued support for these
systems and their use by the public has waned significantly.
However, CCM customers may want to retain support in the
short-medium term if widely supported by their user base.
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Certificates by port number Certificates by port number - coming soon

Shows the port numbers that are used for secure connections

- on web-servers that host your certificates.

21
18
15
12

9
6
3
0

443 444 8443 Other

3 Certificates Management

The Certificates Management tab provides appropriately privileged administrators with the ability to request, collect, revoke and
manage SSL, Client and Code Signing certificates.

It is divided into three main administrative areas, namely the SSL Certificates tab, the Client Certificates tab and the Code
Signing Certificates tab.

- Certificates |

SEL Certificates Client Cerificates Code Signing Certificates
Add Filter: Select... v
Group by: Ungroup b W Apply || T Clear
| ¢ || madd || Expot || AddForAutomstan | | | otEdt || Detais || Approve || Decine
Common Hame Organization Department State Expires Server Software ~|
) testdemain.com Demo Grganization |ssued 12M 32013 Active
) example.com Demo Crganization Demo Department Declined
@ testdomaini.com Test Organization Requested
O mytestsite2 Demo Organization Declined
) remotesited Demo Crganization Declined
5  rowsipage 21-25outof36] == |[ = [ = [[ == |

This chapter provides guidance on the Certificates Management interface and explains the processes behind the administration
and provisioning of SSL certificates, client certificates and code signing certificates. This chapter is divided into the following
sections:

3.1 The SSL Certificates area - High level introduction to the SSL interface. Contains brief explanations of functionality and an
overview of Comodo SSL certificate types.

3.1.2 Request and Issuance of SSL Certificates to Web-Servers and Hosts - Detailed explanations of the entire application,
provisioning and life management of SSL web-server certificates.

3.2 The Client Certificates area - Introduction to the Client Certificate interface that covers basic interface functionality and the
creation, import and management of certificate end-users.

3.2.5 Request and Issuance of Client Certificates to Employees and End-Users - Detailed explanations of the initiation,
application, provisioning, collection and management of Client Certificates.

3.3 The Code Signing Certificates area - Introduction to the Code Sign Certificate interface that covers basic interface
functionality and the application, import and management of code signing certificates.

3.3.4.Request and Issuance of Code Signing Certificates- Explains the initiation, application, requisition, collection and
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management of Code Signing Certificates.

Note: Administrators can also run a 'Discovery Scan' on their servers which will audit and monitor their entire network for all
installed SSL certificates (including certificates issued by other vendors). Once completed, all discovered certificates are
automatically imported into the 'Certificates Management' area. This feature is covered in greater detail in the Certificate
Discovery section of this guide.

3.1 SSL Certificates Area

3.1.1 Overview of the Interface

The SSL Certificates Area provides RAO / DRAO SSL administrators with the information and controls necessary to manage the
life-cycle of SSL certificates for an Organization.

*  RAO SSL admins can request and manage certificates for their delegated Organization(s). Can approve or decline
certificate requests made for automatic installation and using the external application form for their Organization.

*  DRAO SSL admins can request SSL certificates for domains belonging to their delegated Department(s). Can approve
or decline certificate requests made for automatic installation and using the external application form for their

Organization.
SEL Certificates Client Certificates Code Signing Certificates
Add Filter: Select . %
Group by Ungroup - v Apply || m Clear
[ e || ®madd || Export || AddForAutoinstal ||| ot Edit || Detais || Approve || Decline
Commeon Hame QOrganization Department State Expires Server Software (+|
) testdomain.com Demo Crganization Issued 12M312013 Active
O example.com Demo Grganization Demoa Department Declined
(%) testdomaini.com Test Qrganization Requested
O  mytestsite2 Demo Organization Declined
O remotesited Demo Organization Declined
5 rowsipage 21 - 25 out of 36

Note: The SSL Certificates area is visible only to RAO / DRAO SSL administrators.

SSL Certificates Sub-tab - Table of Parameters

Field Name Description

Common Name The domain name that was used during the SSL certificate request. This domain name refers
to the 'Common Name' in the SSL certificate itself.

Organization Name of the Organization that requested or has been issued with the certificate listed in the
‘Common Name' column.

Department Indicates the specific Department of the Organization that is associated with the certificate.
This column will be blank if a Department has not been delegated as the controlling entity.

Status Indicates the current status of the certificate.
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SSL Certificates Sub-tab - Table of Parameters

Field Name Description

Requested | The certificate application was made for auto-installation or using either the Self Enroliment
Form or the Built-in application form. Once the applicant has requested the certificate, his/her
request appears in the 'SSL Certificates' sub-tab with a 'Requested' state. The Administrator
can "View", "Edit", "Approve" or "Decline" this request.

A certificate can be requested by
»  An applicant using the Self Enroliment Form.

*  An RAO SSL administrator- for Organizations and Departments which they have
been delegated control. Can use Self Enrollment Form or the Built In
Application Form.

*  ADRAO SSL administrator - for Departments of an Organization which they have
been delegated control. Can use, Self Enrollment Form or the Built In
Application Form.

Approved | A certificate request that was made using the Auto Installation feature or the Self
Enrollment Form has been approved by one of the following:

*  An RAO SSL administrator of the Organization on whose behalf the request was
made.

»  ADRAO SSL administrator of the Department on whose behalf the request was
made.

Applied The request has been sent to the Certificate Authority (CA) for validation. In order to
accelerate the validation process, the administrator can request the domain control
administrator to complete the domain control validation process, through out-of-band
communication like email, if the response for DCV is not received for long time.

Issued The certificate was issued by CA and collected by Certificate Manager. A Blue font color
(number of | (Issued) means that the certificate was issued by CA but was not installed. Placing the mouse
found cursor over the 'Common Name' will display the name of the Vendor that is associated with

certificates) | this certificate.

Anumber in parentheses to the right of the certificate's status indicates how many servers this
specific certificate is installed upon. Placing the mouse cursor over the 'State' column will
display all the IP address / Port combinations that this certificate was found on.

Expired The certificate is invalid because its term has expired. Placing the mouse cursor over the
'‘Common Name' will display the name of the Vendor that is associated with this certificate.

Anumber in parentheses to the right of the certificate's status indicates how many servers this
specific certificate is installed upon. Placing the mouse cursor over the 'State' column will
display all the IP address / Port combinations that this certificate was found on and will display
a certificate expired warning.

Revoked The certificate is invalid because it has been revoked. Placing the mouse cursor over the
'‘Common Name' will display the name of the Vendor that is associated with this certificate.

A number in parentheses to the right of the certificate's status indicates how many servers this
specific certificate is installed upon. Placing the mouse cursor over the 'State' column will
display all the IP address / Port combinations that this certificate was found on and will display
a certificate revoked warning.

Declined A certificate request that was made using the auto-installation feature or the Self Enroliment
Form or the Built-in Application Form has been rejected by one of the following:

*  An RAO SSL administrator can decline certificate requests for Organizations over
which they have been delegated control.

*  An DRAO SSL administrator can decline certificate requests for Departments over
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SSL Certificates Sub-tab - Table of Parameters

Description

which they have been delegated control.

Invalid The Certificate Authority did NOT process the certificate request because of an error the
applicant made in the enrollment form (e.g. CSR contains incorrect details).
Rejected The Certificate Authority rejected the request after a validation check.
Unmanaged | This state applies to certificates that were detected by a network Discovery Scan but were
(n - number | NOT ordered and issued through Comodo Certificate Manager (including any pre-existing
of found Comodo certificates that may have been ordered from the website or partner API's). The red
certificates) | color (Unmanaged) indicates, that he certificate's term has expired. Placing the mouse cursor
over the 'Common Name' will display the name of the Vendor that is associated with this
certificate.
Anumber in parentheses to the right of the certificate's status indicates how many servers this
specific certificate is installed upon. Placing the mouse cursor over the 'State' column will
display all the IP address / Port combinations that this certificate was found on.
Expires Expiration term of the certificate.
Server Indicates the current status of the server on which the certificate is auto- installed.
Software
Blank The server is not configured for Auto-Installation and Auto-Renewal .
Active The server is configured for Auto-Installation and Auto-Renewal.
Error Indicates that errors generated during the server configuration or automatic certificate
installation.
Restart Indicates that the server has to be restarted after automatic installation of a certificate by
Required CCM. The installation will be active only on next restart of the server.

Note: Restarting the server after automatic certificate installation is required only for Apache.
The server can be restarted from the Certificate Details dialog. For more details please see
3.1.1.2.3 Restarting Apache after Auto-Installation of SSL Certificate.

Note: The administrator can add more column headers from the drop-down button beside the last item in the column:
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SSL Certificates Sub-tab - Table of Parameters

Field Name Description
Expires Server Software
v Status a
D531y )
+ Expires

10402, ¥ Server Software
Crder Mumber
Self-Enrollment Cerificate 1D
2a08.  |P address

Issuer

Serial Mumber

Fequester

Requested

External Requester

Subject Alt Mame

City

State

Country

Signature Algorithm

Key Algarithm

Key Size

MD5 Hash

SHAT Hash

TR
JLi0

Order Number The order number of the certificate request as assigned by the Certificate Authority, when the
request was made.

Self Enroliment Displays the unique enrollment ID assigned to the certificate request, If the certificate was

Certificate ID obtained by self enroliment by the domain administrator.

IP address Displays all the IP address / Port combinations that the certificate is installed.

Issuer Displays the details of the Certificate Authority that issued the certificate and the name of the
certificate.

Serial Number Displays the serial number of the certificate that is unique and can be used to identify the
certificate.

Requester Displays the name of the CCM administrator that has requested the certificate through the

auto-install feature or the built-in enroliment form, or e-mail of end-user that has requested the
certificate through the self-enrollment form.

Requested Displays the date of the certificate request.

External Displays the the email address of the external requester on behalf of whom the administrator
Requester has requested the certificate through the built-in enroliment form.

Subject Alt Displays the names of domain(s) for which the certificate is used for.

Name

City Displays the name of the city entered while creating the Organization / Department.

Country Displays the name of the country entered while creating the Organization / Department.
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SSL Certificates Sub-tab - Table of Parameters

Field Name Description
Key Algorithm Displays the type of algorithm used for the encryption.
Key Size Displays the key size used by certificate for the encryption.
MD5 Hash Displays the MD5 hash for the certificate
SHA1 Hash Displays the SHA1 hash for the certificate
Control Details Allows the administrator to view information about the certificate (see SSL certificate
Buttons 'Details’ dialog description).
Note: The type Revoke Revokes the certificate.
of control
buttons that are | |5 Uses the auto-installer feature to install the certificate on the target web server. See the
displayed above section Automatic Installation and Renewal for more details.
the column
header depends | Replace Replaces the existing certificate with a new one.

on the state of
the selected
certificate

Note: you will be prompted to specify new CSR.

Approve Approves certificate requests that were made for Auto Installation and using the auto-
installation feature or the Self Enrollment Form and sends the request for the certificate to
Comodo CA (the issuing Certificate Authority). Once submitted, the certificate State will
change to 'Applied". If the request is approved by Comodo CA, the certificate State changes to
'Issued'. If the request was declined by Comodo CA because of incorrect enrollment details
(for example, a mistake in the CSR or other form value), then 'State' will be listed 'Invalid'. If
the request was declined by Comodo CA for legal reasons then the certificate will have a
status of 'Rejected'.

Certificate requests can be approved by:
*  An RAO SSL administrator of the Organization on whose behalf the request was

made.
*  ADRAO SSL administrator of the Department on whose behalf the request was
made
Decline Declines the certificate request. This request will not be sent to Comodo Certificate Authority

for processing.

Edit Enables administrator to edit SSL certificate parameters. This option is available only for
certificates with a state of 'Requested’, 'Rejected' or 'Invalid'.

Renew Clicking the 'Renew' button will open the 'Renew Certificate' dialog which will be pre-
populated with the company and domain details of the existing certificate. Clicking 'OK" will
submit the certificate renewal request.

This control is available only for the certificates states of: Issued, Expired and Unmanaged.

3.1.1.1 Sorting and Filtering Options
»  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective column.

Administrators can search for particular SSL certificates by adding filters.

Add Filter: Select... ™

Group by Ungroup b W Apply || o Clear

To add a filter

e Select a filter criteria from the 'Add Filter' drop-down.
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Add Filter: Select..
Select..

Group by:
Subject Alt Mame
c ok A Status dF
Type
. Discovery Status
OMM: a0 dor

mytestsitd Crganization

Hide duplicated
Hissuer
Serial Mumber
Requester
External Requester
Signature Algarithm
koey Algorithm
key Size
SHA1 Hash
D5 Hash

e it

=t

o

«  Enter or select the filter parameter as per the selected criteria.

Add Filter: Select.. s
Group by: Ungraup v v Appy || @ Clear
c vk Add Export Add For Auto Install

Commaon Name Organization

epartment State Expires Server Software

The available filter criteria and their filter parameters are given in the following table:

Filter Criteria Filter Parameter

Common Name Enter the common name or domain name for the certificate
fully or in part

Subject Alt Name Enter the subject alternative name for the certificate fully or in
part

Status Choose the state of the certificate from the 'State' drop-down

Type Choose the type of the certificate from the Type' drop-down

Discovery Status Choose the status, that is whether the certificate is deployed

or not from the 'Discovery Status' drop-down

Vendor Select the vendor of the certificate (CA) from the Vendor drop-
down.

Organization Select the Organization and/or the department to which the
certificate belongs, from the 'Organization' and 'Department’
drop-downs.

Hide Duplicated Choose Hide Duplicated if you want duplicate certificates are

not to be listed and select the 'Hide duplicated' check box.

Issuer Enter the name of the issuer of the certificate

Serial Number Enter the serial number of the certificate in full or part.
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Requester Enter the name of the CCM administrator that has requested
the certificate through the auto-install feature or the built-in
enrollment form, or e-mail of end-user that has requested the
certificate through the self-enroliment form, in full or part.

External Requester Enter the email address of the external requester on behalf of
whom the administrator has requested the certificate through
the built-in enrollment form, in full or part.

Signature Algorithm Enter the signature algorithm of the certificate.
Key Algorithm Enter the key algorithm of the certificate

Key Size Enter the key size in bits

SHA1 Hash Enter the SHA1 Hash of the certificate

MD5 Hash Enter the MD5 Hash of the certificate

Tip: You can add more than one filter at a time to narrow down the filtering. To remove a filter criteria, click the '-' button to the
leftif it.

»  Select the criteria by which the results are to be grouped from the 'Group by' drop-down and enter or select the
grouping parameter

Add Filter: Select.. et

E common Name: ||:h:|mainname |

Group by Ungroup W
Crganization
Department

State

lssuer

Signature Algorithm
Key Algarithm

Key Size

For example, if you want to filter the certificates with a specific Common Name starting with 'mytestsite" and group the results by
their 'States', then select 'Common Name' from the 'Add Filter' drop-down, enter mytestsite and select 'State’ from the 'Group by’
drop-down. The certificates, having 'mytestsite" in their common name will be displayed as a list, grouped based on their 'state'.

Commaon Nams Crganization Departmeant State Expires Server Software SHATH
= Requested
O mytestsie D Drganization Requestad
[0 myastsite2 Demo Organization Raguastad
[ mytestsite1 Test Organization Requested
[0 mytestsite1 Teat Organization Requested
O muestsie Derne Qrganization Réquested
1 mytastsite1 Demo Organization Requestad
[ mytestsite1 Test Organization Requested
B Declined
[ mytestsite2 Demo Organization Declined
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*  Toremove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the 'SSL
certificates’ interface in future, the configured filters will be in action and only the search results will be displayed. If you do not
want the filters to be saved, click the 'Clear' button.

3.1.1.2 SSL Certificate 'Details' Dialog

Clicking the 'Details' button after selecting a certificate listed in the SSL Certificates tab will open a panel containing a summary
of that certificate's details. The precise contents of the 'Details' dialog is dependent on the current 'State' of the certificate:

SSL Certificate with the state ‘lssued’

Common Mame:
State:

Order Number:
Vendor:

Discovery Status:
Self-Enrollment Certificate [D:
Type:

Server Software:
Server Software State:
Term:

Owner:

Requested by
Requested:
Approved:

Expires:

Comments:
Qrganization:
Department:
Address1:
Address2:
Address3:

City:

State/Province:
Postal Code:

Serial Number:
Fublic Key Algorithm:
Fublic Key Size:

Download in appropriate format:

mytestsite1

Issued

1046517

Comaodo CA Limited
Mot deployed

a4

Instant S5L

Microsoft IS 5.x and later

1 year

admin Resend

L

admin Resend

L)
1211312012

121312012
121412013
Enrolled for CCM Extra Agent

Test Organization

Address Road

City Name

State Name

123456
21:4B:9C:81.7B:8F.C1:98:BD:3D:10:CO:DD:22:31:C5
RSA

2048

Select...

Change pass-phraze

Common Mame:
State:

Order Number:
Vendor:
Discovery Status:
IP Address(es):

Alternative Mames:

Self-Enroliment Certificate ID:

Type:

Server Software:
Server Software State:
Term:

Expires:

Serial Number:
Fublic Key Algorithm:
Fublic Key Size:

D35 Hash:

SHA1 Hash:

SSL Certificate with the state 'Unmanaged’

S5L Certificate: mytestsite1 » | | S5L Certificate: www.comodo.com

- - -
Unmanaged

M

e S
Deployed

Lol R
NS —

526

Unmanaged
OTHER

2 years

062212013
12:A3.C4CBADATAT.52:27.67:.CD:TA30:CO:D D40
RSA

2048

8fc9ebdedft2alboc034aab02232d1910
abffi688515682725bcB4515a344476cal74945a

Close

Cloze

SSL Certificates 'Details' Dialog - Table of Parameters

Type Description

Common Name Text Field | The domain name that was used during the SSL certificate request. This domain
name refers to the 'Common Name' in the SSL certificate itself.

State Text Field | State of the certificate (for the definitions see the table above).

Order Number Text Field | Order number of the certificate request.

Vendor Text Field | Avendor that is associated with the certificate. The vendor for self-signed SSL
certificates is 'Self-Signed'.

Discovery Status Text Field | There are two possible values: Not Deployed and Deployed.
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SSL Certificates 'Details' Dialog - Table of Parameters

Type Description

*  Deployed - A certificate that is installed on the network (as found by
the certificate discovery scan)

e Not Deployed - any certificate that is listed in the 'SSL Certificates'
area but which was not detected as installed on the network during a
certificate discovery scan.

Self-Enroliment Certificate ID | Text Field | Displays the unique ID of the certificate.

Type Text Field | Type of the certificate.

Server Software Text Field | Indicates the server type to which the certificate was issued.

Server Software State Text Field |Indicates the state of the server on which the certificate is installed.
Term Text Field | The length of time the certificate is (or will be) valid for from the time of

issuance. For certificates that have not yet been approved, this is the certificate
lifetime that was requested during the application process.

Owner Text Field | Name of the 'Owner’ of the certificate. The Owner of the certificate is the
Administrator that first approved the request for the certificate.

Requested by Text Field | Displays either:

e The email address of the end-user that requested this certificate using
the Self Enrollment Application form
or

*  The name of the administrator that requested this certificate using the
auto-install feature or the Built-In Application form.

Requested Text Field | Date that the certificate was requested.
Approved Text Field | Date that the certificate was approved.
Expires Text Field | Date that the certificate expires.
Comments (optional) Text Field | Information for administrator.
Organization Text Field | Name of the Organization on behalf of which the certificate was requested
Department Text Field | Name of the Department on behalf of which the certificate was requested
Address 1: Text Fields | Displays the address of the Organization as mentioned while requesting for the
Address 2: certificate.
Address 3: Only those address fields that were allowed to be displayed while applying for
. ' the certificate are shown here and the rest of the fields are displayed as "Details
City: Omitted".
State or Province:
Postal Code:
Serial Number Text Field | Indicates the serial number of the certificate issued.
Public Key Algorithm Text Field | Displays the encryption algorithm of the public key of the certificate.
Public Key Size Text Field | Displays the key length of the public key in bits.
Revoked Text Field | Date that the certificate was revoked (if applicable.)
Download in appropriate Control Allows the administrator to download the certificate in different formats.
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SSL Certificates 'Details' Dialog - Table of Parameters

Type Description
format
Change Pass Phrase Control This phrase is required to revoke certificates should the situation arise.
Close Control Closes the dialog.

3.1.1.2.1 Resending Notification Email for Certs with 'Issued' State

The 'Details' dialog for SSL certificates with 'Issued' state allows the administrator to resend the 'Certificate Enrolled' notification
to the domain control administrator.

An automated notification email for collection of certificate will be sent to the Domain Administrator once CCM issues the
Certificate. However, if the certificate is not downloaded by the domain administrator for a long time, CCM administrator can
resend the notification for certificate collection.

*  The 'View dialog for the SSL certificate with the Issued state, displays a ‘Resend' button beside the Owner and
Requested by: fields.

Microsoft 115 5.x and later

Term: 1 year

Owner: admi ".

Fequested by:

Fequested: 112272012

Approved: 020572013

Expir

»  Clicking the 'Resend' button will create a schedule for CCM to resend the notification email.

Certificate Manager b4

o Resend "S5L Enrolled Motification” successfully scheduled

3.1.1.2.2 Viewing Installation Details of Certificates

The 'Details' dialog for SSL certificates added for auto installation to 1IS or Apache, allows the administrator to view the
installation state of the certificate.

*  The 'Details' dialog for the SSL certificate added for auto installation, displays a 'View' button beside the 'Server
Software' field.
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Cibd 1 R p ———
LIscovery olatls HOL deployed

Self-Enroliment Cerificate 1D 303

Type: Instant 5L

Server Software: Apache/Mog55L
Server Software State: Restart Require

Term: 1vyear

Clicking the 'View' button will display a Nodes dialog that provides the details on the Agent responsible for auto-installation, the
node server upon which the certificate is installed and the installation status.

Name Commaon Name Protocol IP address Port Status
Senverlls Active
Qrganization Imit
192.168.71.136 Init

III 15 rowsipage 1-3outof3| == || = [ = || == |

3.1.1.2.3 Restarting Apache after Auto-Installation of SSL Certificate

The Apache will need to be restarted to finalize the installation of the SSL certificate. Administrators can do this remotely from
the CCM interface by clicking the ‘Restart’ button on the certificate 'Details' dialog:

Type: Instant 55L
Server Software: ApacheModS5L
Server Software State: Restart Requi
Term: 1 year

Owner: Admin | Rezend
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«  Clicking 'Restart' will reboot the server. After rebooting, the ‘Server Software State’ will change to 'Active’.

3.1.1.3 Comodo SSL Certificates

3.1.1.3.1 Definition of Terms

Validation Levels
OV: Organization Validated certificates include full business and company validation from a certificate authority using currently
established and accepted manual vetting processes.

EV: Browsers with EV support display more information for EV certificates than for previous SSL certificates. Microsoft Internet
Explorer 7, Mozilla Firefox 3, Safari 3.2, Opera 9.5, and Google Chrome all provide EV support.

Certificate Types

SDC: Single Domain Certificates will secure a single fully qualified domain name.

WC: Wildcard Certificates will secure the domain and unlimited sub-domains of that domain.

MDC: Multi-Domain Certificates will secure up to 100 different domain names on a single certificate.

Validation Maximum
Certificate Name ype L Description Term
evel
Length
Comodo Trial SSL Certificate SDC oV Secures a single domain 30 days
Comodo Intranet SSL Certificate SDC oV Secures a single internal host ;e);er:r -3
- . . 1year-3
Comodo InstantSSL Certificate SDC oV Secures a single domain years
- . . 1year-3
Comodo InstantSSL Pro Certificate SDC oV Secures a single domain years
. - . . 1year-3
Comodo PremiumSSL Certificate SDC oV Secures a single domain years
Comodo PremiumSSL Wildcard Certificate we v Secures domain and unfimited sub- i year - 3
domains of that domain years
Comodo PremiumSSL Legacy Certificate SDC oV Secures a single domain ;e);erzr -3

Comodo PremiumSSL Legacy Wildcard Certificate ~ |WC oV Secures domain and unlimited sub- 1 year - 3

domains of that domain years
Comodo SGC SSL Certificate SDC ov Secures a single domain :/e):}:r -3
Comodo SGC SSL Wildcard Cerificate we  lov Secures domain and unfimited sub- 1 year - 3
domains of that domain years
EliteSSL Certificate soc oV , , 1 year -3
Secures a single domain years
GoldSSL Certificate sDC oV , , 1 year -3
Secures a single domain years
sOC v ! year-3
PlatinumSSL Certificate Secures a single domain years
WG oV Secur'es domain and gnlimited sub-|1 year - 3
PlatinumSSL Wildcard Certificate domains of that domain years
PlatinumSSL Legacy Certificate SDC oV Secures a single domain ;e);erzr -3
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Validation Maximur
Certificate Name Description Term
Level

Length

PlatinumSSL Legacy Wildcard Certificate e oV Secures domain and unlimited sub-1 year - 3
domains of that domain years

PlatinumSSL SGC Certificate SDC oV Secures a single domain ;e);erzr -3

PlatinumSSL SGC Wildcard Certficate we v Secures domain and unlimited sub- i year - 3
domains of that domain years

Comodo Multi-Domain SSL Certificate oV Secur.e multlple. Fully Qu_a_llfled 1 year -3
MDC domains on a single certificate years

Comodo EV SSL Certificate EV Secures a single domain 1 year -2
SDC years

- . . 1 year-2
Comodo EV SGC SSL Certificate SDC EV Secures a single domain years

3.1.2 Request and Issuance of SSL Certificates to Web-Servers and
Hosts

There are two broad methods an SSL administrator can use to request and install certificates:

»  Automatic installation - Administrators can configure CCM to automatically create certificate requests for their
domains and then automatically install the certificate on the web server. When a certificate is nearing expiry, a CSR is
automatically generated and forwarded for administrative approval. Once issued by CA, the certificate will be collected
and automatically installed on the web server. The auto-installation feature must be enabled for your account. Refer to
the section Automatic Installation and Renewal for more details.

e Manual Installation - SSL administrators, or the applicants authorized by them, can also obtain certificates via CCM's
applications forms. The applicant will then need to manually install the certificate on the target web server. Refer to the
section Request, Installation and Renewal using Application Forms for more details.

Summary of steps for requesting and issuing an SSL certificate:
»  Applicant confirms completion of the prerequisites.
»  Acertificate request is made via the certificate auto-installer or an application form as explained above.

»  The certificate will appear in the 'SSL Certificates' area of Comodo Certificate Manager with the state 'Requested’. The
RAO SSL or DRAO SSL administrator (as applicable) will receive an email notification that a certificate request is
awaiting approval.

»  The certificate request will then need to be checked and approved or declined by appropriately privileged SSL
Administrator. If it is approved then the request will be forwarded to Comodo CA for validation and issuance or
rejection.

» Ifthe certificate is applied through CCM interface for automatic installation, the certificate will be issued and
its state will be changed to 'Issued' in the 'Certificates Management' area. The administrator can choose to
install the certificate remotely by clicking the 'Install' button in the CCM interface.

» Ifthe certificate is applied through the an application form, a collection mail will be sent to the applicant
which contains a link to the certificate collection form (see section Certificate Collection for more details).
The applicant can manually download and install the certificate.

*  Once an administrator has approved the request, that administrator becomes the 'Owner' of the request. At this stage,
the administrator can also choose to 'View', 'Edit' or 'Decline’ the request. See Certificate Request Approval for more
details.

*  The applicant will be designated as 'Requester’ of the certificate. If the applicant does not exist then CCM will
automatically add this applicant as a new 'End-user' at the time the certificate enrollment form is successfully
submitted.
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3.1.2.1 Prerequisites

*  The domain for which the SSL certificate is to be issued has been enabled for SSL certificates, has been pre-validated
by Comodo through DCV process and that the domain has been activated for account by your Comodo account
manager. All certificate requests made on 'pre-validated' domains or sub-domains thereof are issued automatically. If
you request a certificate for a brand new domain, then this domain will first have to undergo validation by Comodo.
Once validated, this new domain will be added to your list of pre-validated domains and future certificates will be
issued immediately.

»  For applications using Enterprise Controller mode, the administrator has installed the Certificate Controller on a control
server and configured it to communicate with the remote hosts. (See the section Agents for more details)

*  For applications using CCM Controller mode, the administrator has installed the agent on all hosts on which
certificates are to be automatically installed. The Agent is responsible for creating the CSR, fetching the certificates
and installing it in the host. (See the section Agents for more details)

«  The administrator has created at least one Organization/Department that the domain will belong to. (See chapter
'Settings - Organizations'- for more details)

*  If the administrator wishes to enable external SSL applications, that the administrator has checked the 'Self
Enrollment' box in the SSL tab of the 'Create/Edit' Organizations dialog box (see screen-shot below).

Edit Orgamization: Test Orgamization x
| General || EV Details H Client cert ‘ S3L ‘ Code Signing Certificate || E-mail Template ‘
Self Enrollment;
Access Code” Tw2edpok
Zync. Expiration Date: |:|
Sync. Month:
Sync. Day: T (1-31)
Web AP Ll
S5L Types [ customize ]
| OK || Cancel |

*  If the administrator wishes to enable external SSL application using the Self Enroliment Form, that the administrator
has specified an Access Code in the SSL tab of the 'Create/Edit' Organizations dialog box (see screen-shot).
Comodo recommends using a mixture of alpha and numeric characters that cannot not easily be guessed.

»  For the Built-in and the Self Enroliment Forms, the applicant has already created the Certificate Signing Request
(CSR) using their web server software prior to beginning the application. This helps avoid potential errors on the
certificate application form by allowing the common name (CN) to be automatically drawn from the CSR. Please note
that CSR must be 2048 bit and must contain the following fields:

Common Name (Fully Qualified Domain Name)
Organization

Organization Unit

Locality

State/Province

Country (2 character ISO code)

e Optional: The administrator has checked the 'Sync. Expiration Date' box and specified the day of the month upon
which the certificate will expire.

3.1.2.2 Automatic Installation and Renewal

Comodo Certificate Manager has the ability to automatically install SSL certificates on Apache, Apache Tomcat and IIS servers.
There are two available modes:
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Enterprise Controller Mode CCM Controller Mode

Requires one-time installation of the certificate controller
software on a central control server inside your network. The
controller communicates with each remote host and co-
ordinates automatic CSR generation and certificate

Requires an agent to be installed on each individual web
server. These agents communicate with CCM to co-ordinate
automatic CSR generation and certificate installation.

See Method 2 - CCM Controller Mode

installation.
See Method 1 - Enterprise Controller Mode

1. Enterprise Controller Mode
i. Certificate Controller software is installed on a host in your network. This controller will communicate with your
remote web-hosts and will automatically apply for and install certificates on to them. The controller is configured
through a web-interface and can be configured to communicate directly with Comodo CA infrastructure through a
proxy Server.

ii. The controller periodically polls CCM for certificate requests for remote servers. If a request exists, it will
automatically generate a CSR for the web server and present the application for administrator approval via the
CCM interface. On approval, the agent will submit the CSR to Comodo CA and track the order number. Once the
certificate is issued by CA, the controller will download the certificate and allow the administrator to install the
certificate from the CCM interface.

iii. The auto-installation/renewal is enabled for the following server types:
e Apache2 (httpd)
e Apache Tomcat
* 11IS5.0t0 8.0 (Server 2000 - 2008R2)

Refer to the section Method 1 — Enterprise Control Mode for a tutorial on automatic installation of Certificates on
remote web servers

2. CCM Controller Mode
i.  This mode requires an agent to be installed on each of the web servers for which certificate auto-
installation/renewal is required.

ii. The agent periodically polls CCM for certificate requests for web servers enabled for automatic certificate
installation. If a request exists, it will automatically generate a CSR for the web server and present the application
for administrator approval via the CCM interface. On approval, the agent will submit the CSR to Comodo CA and
track the order number. Once the certificate is issued by the CA, the agent will download the certificate and allow
the administrator to install the certificate from the CCM interface.

iii. The auto-installation/renewal is enabled for the following server types:

e Apache2 (httpd)
*  Apache Tomcat

e 1IS5.0to0 8.0 (Server 2000 - 2008R2)
Refer to the section Method 2 — CCM Controller Mode for a tutorial on automatic installation of Certificates on web
servers.

Background Note: It is possible for one Organization to have multiple certificates for different domain names.

3.1.2.2.1 Method 1 - Enterprise Controller Mode

Enterprise Controller mode enables administrators to automatically install certificates on any remote server on the network.
Certificate Controller software needs to be installed on a control server and this software will communicate with web-hosts on
your network. If a new certificate is required, it will coordinate with the host to generate a CSR, submit it to Comodo CA, collect
the certificate and install it. The certificate controller software is accessible through a dedicated web-interface and can be
configured to communicate with Comodo CA through a company owned proxy server for additional security.

Certificate Manager Administrator can add remote servers for automatic installation of certificates through Discovery > Agents
interface.

Note: The Certificate Controller software should have been installed on the control server prior to the application for a
certificate for a remote server. Refer to the section Agents for more details on installing the controller and the section
Configuring the Certificate Controller Agent through Web Interface for more details on configuring the controller to
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connect to Comodo CA through a proxy server (optional).

Dashboard || Certificates | UECECWAR | Reports || Admins || Settings || About |

Discovery Tasks Agents

AddFiter  [Select.. |
Group by Ungroup j

i Clear |

| . Covynload Sgent - |} % Delste || Modes

|| commands |
Ernative Hame Organization Department Active State ﬁ

Test Organization Mot connected {3)

Common CIDR Ranges Serers

|»

Marme:* Agent 007

Version: 1.1
0:0:0:0:0:0:0:1 -
lz7.0.0.1

IP address: fefl:0:0:0:c4lf: 7Te30:279: 4824
10.100.93.151 |

fedl:0:0:0:0: S5efesand: 5d37

Local configuration URL: https:/#10.100.93.151:9080 (7]

Alternative MName:

Active: v

Auto update: Enahled

Organization:® |Test Organization j

Departrment* |ANY j

Secret Key (min 10 symbals):* T%Wh11&a

Keystore password: 3JuDk3PbEH

Comments: i

F ;I
Qﬂem :.]‘_-D ok || close |

e Select the controller and click 'Edit' at the top to open the 'Edit Agent' dialog and click 'Next' button in it till the Server
tab is opened.

Last Agent's activity: vesterday 071712013 04:52:32
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Edit Agent
Comman CIDR Ranges ﬁ
——
e {| *add ||) o#Edt || & Delete |
Name Vendor State
@ Server IS Test Organization 104 Microsoft IS 7.x Active

5 rowsipage 1-1ouwtof1| == || = | = || == |

Last Agent's activity: yesterday 07 M 772013 04:52:32

| <Back || oK || Close |

The server on which the controller is installed will be displayed in the list of servers.

»  Click 'Add' to associate a remote server to the controller. The 'Add Web Server' dialog will open.

Add Weh Server x
Marne®

Wendor:® |Apache Tomcatby By, Tx j
State: Init

Path to web serser: a
Remote: 3

|F address f Port*

Lsername:

Passward:

[ OK H Cancel

Add Web Server - Table of Parameters

Field Name Description
Name String Enables the Administrator to enter the name of the server.
Vendor drop-down Enables the Administrator to select the vendor of the server.
State Indicates whether or not the server is initialized.
Path to web String Enables the Administrator to specify the network path for the server.
server
Remote Checkbox Enables the Administrator to specify whether the server is Remote or Local.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 55



COMODO

Creating Trust Online®

Add Web Server - Table of Parameters

While adding remote servers for agent-less automatic certificate installation, this
checkbox should be selected.

IP Address / Port | String Enables the Administrator to specify the IP address and connection port of the
server for remote connection.

Note: This field will be enabled only if 'Remote' is selected.

User Name String For IIS server - Enables the Administrator to specify the username of the
administrator for logging-into the server.

For Apache - Enables the Administrator to specify the private key file path to
enable agent to access the server

Note: This field will be enabled only if 'Remote' is selected.

Password String For IIS server - Enables the Administrator to specify the login password for the
administrator account for logging into the server

For Apache - Enables the Administrator to specify the passphrase of the private
key file path

Note: This field will be enabled only if 'Remote' is selected.

*  Enter the parameters and click OK. The server will be added to the controller. It will take a few minutes for the server
to become 'Active’ state.

Edit Agent b
Caormmaon CIDFE Fanges ﬁ
| ¢ || aodd ||| sEdt || @ Delete |
Name Vendor State
 SBerver IS Test Organizatic.iod W TIRp A TT= 2 0 Artive
1ﬂ:nnte Sener Microsoft 115 7.x IniD
M—

15 rowsipage 1-2owtof2| == || = | = || == |

LastAgent's activity: yesterday 071 772013 04:52:32

| <Back || oK || Close |

Once the remote server is added to the controller, the administrator can apply for the domains hosted from the server through
the Certificates Management > SSL Certificates area of CCM interface by clicking the 'Add For Auto Install' button (as shown).
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Certificates

‘ Discovery H Reports H Admins H Settings H About ‘

5L Cerificates

Client Certificates

Code Sighing Certificates

Add Fiter:  [Gelect . =l
Group by Lingraup j
| e || waw || EBport (]| acdFor s nstal

Common Name
test.com

omicron-us.cam
testdarnain.com

example.com

DO 0 O O O

testdom.com

Qrganization

Organization
Test Organization
Dema Qrganization

Test Organization

Department

Test Depattment 1

Dema Department

Status
Applied
Applied
Applied
Ceclined

Requested

g

Expires

rowsipage 1-5outof 37| == || = || = | == |

| ' Lpply || o Clear

Server Software [~

The 'Add for Auto Install' dialog will be displayed with the ‘Nodes' interface opened. The 'Nodes' interface displays a tree
structure of servers associated with the Certificate Controller and the domains hosted by them.

Add For Auto Install

c
Narme
= Server 1S Test Organization 104
& testdomaint.com
 testdomain2. com

 testdomain3.com

= Test Org Server

Schedule

Port

Common Name

testdornain’. corm
testdornain. corm

testdornaind. corm

EULA

Protocol IP address

HTTP =
HTTP =
HTTP =

Port

8443

a5
a0

14

Status
Active

Mo 85L
Mo S5L
Mo 85L

Init

rowsipage 1-2outof2| == || = = [ ==

SSL

*  Select the domain from the remote server for which you wish to install a SSL certificate and click 'Next'.

The Data interface will be displayed enabling you to select the server software and the SSL certificate type.

Add For Auto Install x
Nodes ﬁ Schedule Port EULA
Server Software: Microsoft IS 5.x and later B
SSL Type: Instant SSL ]
Term: 1year B
Custom Field:
[ < Back ][ Next > ] [ Close ]
*  Select the Server type from the Server Software drop-down.
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e Select the SSL certificate type that you wish to order from the SSL Type drop-down. The drop-down will list only the
certificate types that are enabled for the Organization. See section Comodo SSL Certificates for a list of certificate
types.

e Select the term length of the certificate from the Term drop-down.

»  Enter the parameter(s) for custom field(s) such as 'Employee Code, Telephone' (if any) added for by the Master
Administrator for your Organization.

e Click Next. The 'Schedule 'interface will be opened.

Add For Auto Install x
wooes | Dats | SNLRTRD) ot ) EULA
& Manual
Cerificate installation must be started manually,
© schedule
Cerificate installation will be started during selected time period.
Time zane: UTC-07:00 - MST, FDT j
Start not earlierthan: 07182013 04 : 30
Finish not later than: 0711872013 04 @30

| <Back || Mext> || ciose |

»  If you want to manually install the certificate, select 'Manual'

* If you want to install the certificate at a scheduled time, select 'Schedule' and then select your time zone, and
set a time period. The Certificate Controller will generate the CSR and submit to Comodo CA, when it polls
the CCM for the first time, within the set time period.

e Click 'Next'.

»  Ifyou are applying for a SSL certificate for a node with HTTP protocol, the Port interface will open. If you you have
chosen a node with HTTPS protocol, this step will be skipped and the EULA interface will open.

Add For Auto Install o
Modes Data Schedule ﬁ EULA
testdomain.com: 443 e

[ <Back || Hext» |[ close |

»  Specify the HTTPS port for installing the certificate, (Default = 443)
»  Click 'Next'. The EULA interface will open.

Add For Auto Install x

Modes Data Schedule Part

55l

Subscriber Agreement:

i agree.* Scrall to bottorn of the agreement to activate check box

| <Back || ok || close |
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Read the EULA fully and accept to it by selecting 'l Agree' checkbox.
»  Click OK to save your application.
The certificate will be added to the SSL Certificates interface and its status will be displayed as 'Requested'.

Certificates ‘ Discovery H Reports H Admins H Settings H About ‘

5L Cerificates

example.com

o] e Rle RNeNNe'

testdomaint.com

— R
T T S T L T

Test Organization

Declined

Requested

Client Cerificates Code Signing Certificates
AddFiter  [select. =l
Group by Ungraup j W Lpply o Clzar
o i Add Export Add For Auto Install

Common Name Organization Department Status Expires Server Software |
testcom Organization Applied
omicron-us.com Qrganization Applied
testdomain.com Test Organization Test Department 1 Applied

5| | rowsipage 1-Sowtof 37| == || - = || ==

* The CSR for the requested certificate will be generated automatically. On successful creation of CSR, the 'Approve'
button will appear for the certificate.

Discovery H Reports H Admins H Settings H About ‘

S5L Cerificates Client Cerificates Code Signing Certificates
Add Fiter  [elect... =l
Group by Lngroup j W Apply & Clear
c e Add Export A For Auto Install e Edit Details Decline
Common Name Organization Department Status Expires Server Software |
" testcom Qrganization Applied
 omicron-us.com Organization Applied
" testdomain.com Test Organization Test Department 1 Applied
' examplecom ErETrT CT g a2 o Ererrmer-Bepadmanl Declined
testdamaint.cam Test Organization Requested
5 rowsipage 1-5out of 38| == = = oy

»  Click the 'Approve' button to approve the request, enter the approval message in the 'Approval Message' dialog and
click 'OK'.
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domain is appru:uved.|

Message®

[ OK ” Cancel

On approval, the CSR will be submitted to Comodo CA to apply for the certificate. The certificate status will be changed to
‘Applied'.

Certificates ‘ Discovery H Reports H Admins H Settings H About ‘

5L Cerificates Client Certificates Code Signing Certificates

Add Fiter [Select... =l
Group by Lingraup j | Apply || f Clear

| e || Mwadd || Export || AddFor Autoinstal ||| Details |
Common Hame Organization Department Status Expires Server Software ~ |
" testcom Organization Applied
 omicron-us.com Oroanization Applied
 testdomain.com Test Organization Test Departrment 1 Applied
" example.com = geenEad Duesac Den arfmert Declined

*  testdomaint.com Test Organization Applied

5  rowsipage 1-5outof 38 == || = || = || == |

The Certificate Controller will track the order number and download the certificate from the CA, once it is issued and stores it.
The certificate status will be changed to 'lssued'.
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Certificates  JE TR H Reports H Admins H Settings H About ‘

SEL Certificates Client Cedificates Code Signing Cedificates

Add Fiter.  [Gelect... =l
Graup by Lngroup j W Apply o Clear

& ik Add Export Add For Auto Install Details Inztall Renew: Revoke
Common Hame Organization Department Status Expires Server Software ﬁ
" testcom Qrganization Applied
 omicron-us.com Organization Applied
" testdomain.com Test Organization Test Department 1 Applied
[ example.com [TZTaTH M TauP=TaTr. 2=y 1o M wT=T- <Y W W T=T o= < 1=T 1] Declined

@maim .com Test Organization Issued O7THTI2014 )

5 rowsipage 1-5out of 38| == = = ==

»  To check whether the Certificate Controller has stored the certificate, click Discovery > Agents
»  Select the controller and click '‘Commands' button

You will see successful execution of 'Store Certificate' command.

Dashboard || Certificates

Dizscovery Tasks

AddFiter.  [select.. |
Graup by Ungroup j V’L“pply

g
%
@
E
=)
g
o
g

o Clear .

¢ || Downioad Agent l ph Edt || @ Delete ||

hepartment Active State [~

atnre Name Organization

Test Organization = Connected

Commands

|' Schedule }| Schedule history ]

/m‘\r’—-—f Date
" Store Cedificate 072372013 23:34:44 Successiul
" Generate Certificate 0772372013 23:30:00 Successful

} I Target Servers 07920132 00:31:55

15 rowshpage 1-Joutof 3| == || = || = || == |

Close

» Toinstall the certificate on to the remote server, click 'Install' from the 'Certificates Management' interface.
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Dashboard Certificates
851 Cerificates Client Cerificates Code Signing Cerificates

AddFitler  [gelect. =

Group by. Ungroug = o aply & Clear
c o Add Expait Aok For Ao Instal Detais o Rengw Fewoks

Common Name Organization DeartmE Status Expires Sarver Software (~]

© tastoom Organization Applied
omicron-us.com Omanizalion Applied
" testdomain.com Test Organization Test Depariigent 1 Applied
' example.com Demo Organzation Dema Departrignt Declined
& tesidomainl com Test Organization Issuad a7M 72014

Install Certificate

L Port Schedule

Installing cert order number 1107520, Select the node to install:

Name Common Hame Protocol  IP address Port Status 851
= Server IS Test Crganization 104 Active
[testdomaint . com testdomaint.com HTTP * a0 Mo S5L
[Cltestdomain2.com testdomain2.com HTTP  * 85 Mo S5L
[Ttestdomaina. com testdormaini. com HTTF & 9443 Mo S5L
= Test Org Server Active
15 rowsipage 1-2outof2|

The 'Install Certificate’ dialog will be displayed with the nodes interface opened. The node upon which the certificate is to be
installed is pre-selected.
* If you want to install the same certificate to additional nodes or to a different node, select the node(s) as
required
e Click 'Next'.
* If you have chosen to install the certificate on to a node with HTTP protocol, the 'Port' interface will open to specify the

HTTPS port on to which the certificate has to be installed. If you have chosen a node with HTTPS protocol, this step
will be skipped and the Schedule interface will open.

Install Certificate

Nodes ﬁ Schedule

testdomaint.com: 443

| <Back || Hext> || Close |

e Specify the port and click ‘Next'. The 'Schedule' interface will open.
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Install Certificate

@ Install now
Cerificate installation will be started immediately.

) schedule
Certificate installation will be started during selected time period.

Time zane: UTC+03:00 - EAT, EEDT, EEST, FET, A
Start not earlier than: 0712412013 i B B
Finish not later than: 0712502013 S i

| <Back |[ ok || close |

»  If you want to install the certificate instantly, select 'Install now'

«  If you want to install the certificate at a later time, select 'Schedule’, then select your time zone, and set a
time period. The certificate will be installed on the remote server when the certificate controller polls CCM for
the first time, within the set time period.

e Click OK.

The certificate installation will begin instantly or at the scheduled time as set in the 'Schedule' interface and the Server Software
state of the certificate will be displayed as 'Installing..."

. Certificates ‘ Discovery H Reports H Admins H Settings H About ‘

5L Cerificates Client Certificates Code Signing Certificates

Add Fiter [elect... =l
Graup by: Ungroup | [ v appry || & clear |

¢ || kaAdd || Export || AddFor Autoinstall ||| Details |
Common Hame Organization Departrment Status Expires Server Software [~ |
" testcom Organization Applied
 omicron-us.com Organization Applied
" testdomain.com Test Organization Test Department 1 Applied
" example.com Demn Qrganization Cemo Department Declined
& testdomaint.com Test Organization Issued O7THMTI2014 Installing

5  rowsipage 1-5outof 38 == || = || = || == |

Upon completion of installation,

e For IS servers and Tomcat servers: the certificate will be activated immediately and the Server Software state will be
indicated as 'Active'.
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Certificates

‘ Discovery H Reports H Admins H Settings H About ‘

S5L Certificates Client Certificates
Add Fiter.  [Select... =l

Group by

Ungroup j

c % Add Export

Common Name

test.com
ormicron-us. com

testdomain.com

o Ne e e |

example.com

0]

testdomaint.com

Code Signing Cerdificates

Aoid For Auto Install

Organization
Qrganization
QOrganization

Test Organization
Dermo Qrganization

Test Organization

Dretails:

Department

Test Department 1

Demo Department

Status
Applied
Applied
Applied
Declined

lssued

3

Expires

O7i7I2014

rows/page 1-5omof 38| == || - = || ==

W Spply m Clear

Server Software [~

Active

e ForApache server: the certificate will be activated upon restart of the server. The Server Software state will be
indicated as 'Restart Required'.

Certificates

‘ Discovery H Reports H Admins H Settings H About ‘

S5L Cerdificates Client Cerificates Code Signing Certificates
AddFiter.  [select. <]
Group by Wﬂ W Lpply @ Clear
o i Add Export Add For Auto Install Details
Common Hame Organization Department Status Expires Server Software ﬁ
" testcom Qrganization Applied
 omicron-us.com Organization Applied
" testdomain.com Test Organization Test Department 1 Applied
' example.com = PErErTE ST BrETT ST Erertrees
Test Organization lzzued T TIz014 Res@

& testdomainl.com

5 rowsipage 1-5out of 38| == = = ==

Tip: The server can be restarted from CCM through the Certificate Details dialog. For more details, refer to 3.1.1.2.3
Restarting Apache after Auto-Installation of SSL Certificate.

Upon restarting the server, the certificate will be activated and the Server Software state will be indicated as 'Active'.

»  To check whether the Certificate Controller has installed the certificate, click Discovery > Agents

¢ Select the controller and click the 'Commands' button.

You will see successful execution of 'Install Certificate' command.
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Commands

| Schedule ]| Schedule history ]

c

Hame Date

Install Cerificate 07f232013 23:36:32 Successiul

Store Cerificate O7f232013 23:34.44 Successiul

" Generate Cenmst (7730201 3 22303

uccessiul

" Discover Target Servers 07 9r2013 00:31:55 Successil

18 rows/page 1-3Joutof3| == = = ==

Close

*  To view the details of the command, select the command and click the 'Details' button from the top.

Commands x|
' Schedule ]| Schedule history ]
c. | Detals | ) Restart
hdme Date State
'@ Install Certificate O7r2352013 23:36:32 Successil

" Stare Cerificate

" Generate Cerific

MName: Install Certificate
¢ Discover Target 5 Date-

07:23/2013 23:36:32
State: Successful
spage 1-Joutof3| == | = || = | == |
S5L Order Number: 1107830 -
) 55L Serial Number:
Detail Message: 3EB4281E1BRE1FDS4D29F3A3FT8FFa2T -

Server Software: Microsoft IIS 5.x

3.1.2.2.2 Method 2 - CCM Controller Mode

Certificate Manager administrators can apply for new certificates for domains hosted from different web servers, directly from the
'Certificate Management - SSL Certificates' area. The CCM Controller Mode requires an agent to be installed on each web

server upon which the certificates are to be auto-installed/renewed. Refer to the section Agents for more details on installing the
agent.

»  To apply for a certificate click the 'Add For Auto Install' button (as shown).
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Certificates

5L Cerificates

‘ Discovery H Reports H Admins H Settings H About ‘

Client Certificates

Add Fiter:  [Gelect . =l
Group by Lingraup j
| e || waw || EBport (]| acdFor s nstal

Common Name
test.com

omicron-us.cam
testdarnain.com

example.com

DO 0 O O O

testdom.com

Qrganization

Organization
Test Organization
Dema Qrganization

Test Organization

Code Sighing Certificates

Department

Test Depattment 1

Dema Department

Status

Applied
Applied
Applied

Declined

Requested

g

Expires

rowsipage 1-5outof 37| == || = || = | == |

| ' Lpply || o Clear

Server Software

The 'Add for Auto Install' dialog will be displayed with the 'Nodes' interface opened. The 'Nodes' interface displays a list of Agents
installed in your servers for different Organizations and Departments, with the list of server nodes under each Agent.

Add For Auto Install

c

Mame

& testdomaint.com
 testdomain2.com

 testdomain3.com

Schedule Port

Common Name

= Server 1S Test Organization 104

testdornain’. corm
testdornain. corm

testdornaind. corm

EULA

Protocol IP address

HTTP =
HTTP =
HTTP =

Port

8443
a5
a0

14

Status

Active

Mo 5510

Mo 550

Mo 5510

rowsipage 1-1outof1| == || = = [ ==

SSL

e Select the domain for which you wish to install a SSL certificate and click Next.

The Data interface will be displayed enabling you to select the server software and the SSL certificate type.

Add For Auto Install x
Nodes ﬁ Schedule Port EULA
Server Software: Microsoft IS 5.x and later B
SSL Type: Instant SSL ]
Term: 1year B
Custom Field:
[ < Back ][ Next > ] [ Close ]
*  Select the Server type from the Server Software drop-down.
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e Select the SSL certificate type that you wish to order from the SSL Type drop-down. The drop-down will list only the
certificate types that are enabled for the Organization. See section Comodo SSL Certificates for a list of certificate
types.

e Select the term length of the certificate from the Term drop-down.

»  Enter the parameter(s) for custom field(s) such as 'Employee Code, Telephone' (if any) added for by the Master
Administrator for your Organization.

e Click Next. The 'Schedule' interface will be opened.

Add For Auto Install x
wooes | Dats | SNLRTRD) ot ) EULA
& Manual
Cerificate installation must be started manually,
© schedule
Cerificate installation will be started during selected time period.
Time zane: UTC-07:00 - MST, FDT j
Start not earlierthan: 07182013 04 : 30
Finish not later than: 0711872013 04 @30

| <Back || Mext> || ciose |

* If you want to install the certificate manually, select 'Manual'

*  If you want to install the certificate at a scheduled time, select 'Schedule' and then select your time zone, and
set a time period. The CSR will be generated and submitted to Comodo CA, during the first polling by the
Agent, within the set time period.
e Click 'Next'.
* Ifyou are applying for a SSL certificate for a node with HTTP protocol, the Port interface will open. If you you have
chosen a node with HTTPS protocol, this step will be skipped and the EULA interface will open.

Add For Auto Install >
Modes Data Schedule ﬁ EULA
testdomainT.com: 443 e

| <Back || mext> || ciose |

*  Specify the HTTPS port for installing the certificate, (Default = 443)
e Click 'Next'. The EULA interface will open
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Add For Auto Install

Hodes Data Schedule Part EULA

55l

Subscriber Agreement:

"1 agree” Scroll to hottarn of the agreement to activate check hox

| <Back || ok || Close |

*  Read the EULA fully and accept to it by selecting 'l Agree' checkbox.
»  Click OK to save your application.
The certificate will be added to the SSL Certificates interface and its status will be displayed as 'Requested".

Certificates ‘ Discovery H Reports H Admins H Settings H About ‘

S5L Certificates Client Cerificates Code Signing Cedificates

Add Fiter.  [select... =l
Group by: Ungroup j | o spply || @ Clear

| e || Mwadd || Export || AddFor Autoinstal |
Common Hame Organization Departrent Status Expires Server Software ~|
& testeom Organization Applied
' omicron-us.com Organization Applied
" testdomain.com Test Organization Test Department 1 Applied
' example.com Ererre-SrEatie = Bapatment Declined
© testdomaint.com Test Organization Requested

5 | rowsipage 1-Sowtof 37| == || = || = || == |

e The Agent will generate a CSR for the requested certificate automatically during its first polling cycle in the set
schedule period. If you want to generate the CSR instantly, click 'Refresh’. On successful creation of CSR, the
'Approve' button will appear for the certificate.
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Certificates ‘ Discovery H Reports H Admins H Settings H About ‘

SEL Certificates Client Cedificates Code Signing Cedificates

Add Fiter.  [Select... =l
Group by Lnaroup j | & fpply || & Clear

| & || madd || Expot || AddForAutoinstal ||| o Edit || Detsils (|| Approve |D Decling |
| Common Name | Organization | Department | Status | Expires | Server Software | &4
" testcom Qrganization Applied
 omicron-us.com QOrganization Applied
" testdomain.com Test Organization Test Department 1 Applied
C examplecom [Ba=1a g ARw) ghiz1d Il o) EreTrrErejred H Declined
* testdomainl.com Test Organization Requested

5 rowsipage 1-5outof38| == || = || = || == |

»  Click the 'Approve' button to approve the request, enter the approval message in the 'Approval Message' dialog and
click 'OK'.

Approval Message o

Message®

[ OK ” Cancel

On approval, the CSR will be submitted to Comodo CA to apply for the certificate. The certificate status will be changed to
'Applied'.
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Certificates  JE TR H Reports H Admins H Settings H About ‘

SEL Certificates Client Cedificates Code Signing Cedificates

Add Fiter.  [Select... =l
Graup by Lngroup j W Apply o Clear

o ik Add Export Add For Auto Install Details
Common Hame Organization Department Status Expires Server Software ﬁ
" testcom Qrganization Applied
 omicron-us.com Organization Applied
" testdomain.com Test Organization Test Department 1 Applied
& example.com B sesizad] BesacDienatment Declined

y

* testdomainl.com Test Organization Applied

5 rowsipage 1-5out of 38| == = = ==

The Agent will track the order number and download the certificate from the CA, once it is issued and stores it. The certificate
status will be changed to 'lssued'.

Certificates Discovery H Reports H Admins H Settings H About ‘

SEL Certificates Client Cedificates Code Bigning Cedificates

Add Fiter [select... =l
Group by Ungraup j W Lpply o Clzar

o ik Add Export Addd For Auto Install Details Inztall Renew Revoke
Common Hame Organization Department Status Expires Server Software E
 testcom Organization Applied
 omicron-us.com Organization Applied
" testdomain.com Test Organization Test Department 1 Applied
© example.com Defmnorianization o Darno Depa et Declined

@maim .com Test Organization Issued 07HTi2014 >

L3} rowsipage 1-5out of 38| == = = ==

»  To check whether the Agent has stored the certificate, click Discovery > Agents
e Select the Agent and click 'Commands' from the top

You will see successful execution of 'Store Certificate' command.
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Dashboard || Certificates

Discovery Tasks

AddFiter:  [Select.. |
Group by Ungroup j VAppIY

o Clear |

¢ || Downlsdsoert ||| o Edt || % Delete ||

ative Name Organization Department Active State

Test Organization v Connected

Commands

|' Schedule }| Schedule history ]

/Jlan‘n!"—f Date
" Store Certificate 07r23r2013 23:34:44 Successiul
" Generate Cartificate 0772372013 23:30:00 Successiul

} I Target Setvers 071972013 00:31:55

15 rowsipage 1-3outof3| == | = || = || == |

Close

»  Toinstall the certificate, click 'Install' from the 'Certificates Management' interface.

Certificates Discovery H Reports H Admins H Settings H About |

S5L Cerificate a Signing Certificates

AddFiter  [Select. =

Group by Lngroup ":'] wF Epply ® Clear
C & Add Export A For Ao install Detaiz o Fenewy Fewoks

Common Name Or gamization DelyartimE Status Expires Sarver Software =

© testoom Qrganization Applied
omicron-us.cam Orjanizalion Applied
T testdomain.com Test Organization Test Deparfigant 1 Applied
C  example.com Demo Crganzation Demo Departriygnt Declined
& testidomaini com Test Organization Issusd a7ATiz014

Install Certificate

L Port Schedule

Installing cert order number 11075890, Select the node to install:

Narme Common Hame Protocol | IP address Port Status SSL
= Server IS Test Organization 104 Active
[VItestdomaini .cam testdarmainl.com HTTP i a0 Mo S5L
[Ctestdomain.com testdomain2.com HTTR  * a5 Mo S5L
[Ttestdomain3.com testdomaind.com HTTP = 8443  MoSS5L

15 rowsipage 1-1outof1

The 'Install Certificate' dialog will be displayed with the nodes interface opened. The node upon which the certificate is to be
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installed is pre-selected.
*  If you want to install the same certificate to additional nodes or to a different node, select the node(s) as
required
e Click 'Next'.
*  If you have chosen to install the certificate on to a node with HTTP protocol, the 'Port' interface will open to specify the

HTTPS port on to which the certificate has to be installed. If you have chosen a node with HTTPS protocol, this step
will be skipped and the Schedule interface will open.

Install Certificate M
Nodes ﬁ Schedule
testdomain.com: 443 @

| <Back || Hext> || Close |

e Specify the port and click 'Next'. The 'Schedule' interface will open.

Install Certificate x
@ Install now
Certificate installation will be started immediately.
) Schedule
Certificate installation will be started during selected time period.
Time zone: UTC+03:00 - EAT, EEDT, EEST, FET, A
Start not earlier than: 0712412013 s i L
Finish not later than: 0712512013 5 1% i
| <Back |[ ok || close |

»  If you want to instantly install the certificate, select 'Install now'

»  If you want to install the certificate at a later time, select 'Schedule’, then select your time zone, and set a
time period. The Agent will install the certificate when it polls the CCM for the first time, within the set time
period.

e Click OK

The certificate installation will begin instantly or at the scheduled time as set in the 'Schedule' interface and the Server Software
state of the certificate will be displayed as 'Installing..."
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Discovery H Reports H Admins H Settings H About ‘

SEL Certificates Client Cedificates Code Signing Cerdificates

Add Fiter.  [Select... =l
Graup by Lngroup j W Apply o Clear

] ik Add Export Add For &Auto Install Details
Common Hame Organization Department Status Expires Server Software ﬁ
" testcom Qrganization Applied
 omicron-us.com Organization Applied
" testdomain.com Test Organization Test Department 1 Applied
& example.com Dermo Organization Dermo Department Declined
* testdomainl.com Test Organization lsgued T TIZ2014 Installing

a rowsipage 1-5out of 38| == = = ==

Upon completion of installation,

»  For lIS servers and Tomcat servers: the certificate will be activated immediately and the Server Software state will be
indicated as 'Active'.

Discovery H Reports H Admins H Settings H About ‘

SEL Certificates Client Cedificates Code Bigning Cedificates

Add Fiter  [select... =l
Group by Ungraup j W Lpply o Clzar

l & ik Acdd Export Add For Auto Install Details
Common Hame Organization Department Status Expires Server Software E
 testcom Organization Applied
' omicron-us.com Organization Applied
" testdomain.com Test Organization Test Department 1 Applied
© example.com Dermo Organization Dermo Department Declined
* testdomaini.com Test Organization lsgued arHTIZ014 Active

a rowsipage 1-5out of 38| == = = ==

»  For Apache servers: the certificate will be activated upon restart of the server. The Server Software state will be
indicated as 'Restart Required'.
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Certificates

‘ Discovery H Reports H Admins H Settings H About ‘

SEL Certificates Client Cedificates Code Signing Cedificates
Add Fiter.  [Gelect... =l

Group by Wﬂ | & Apply || @ Clear
| @ || madd || Export || AddFor Autonstal ||| |
Common Hame Organization Department Status Expires Server Software ﬁ

" testcom Qrganization Applied

 omicron-us.com QOrganization Applied

" testdomain.com Test Organization Test Department 1 Applied

 example.com = e BrETT ST Eratthe

@im.com Test Organization lsgued T TIZ014 Res@

5 rowsipage 1-5outof38| == || = || = || == |

Restarting Apache after Auto-Installation of SSL Certificate.

Tip: The server can be restarted from CCM through the Certificate Details dialog. For more details, refer to 3.1.1.2.3

Upon restarting the server, the certificate will be activated and the Server Software state will be indicated as 'Active'.

»  To check whether the Agent has installed the certificate, click Discovery > Agents
e Select the controller and click the ‘Commands' button
You will see successful execution of 'Install Certificate’ command.

Commands

| Schedule ]| Schedule history ]

c

Date

Install Cerificate 07f232013 23:36:32 Successiul

Store Cerificate O7f232013 23:34.44 Successiul

" Generate Ce (1747 22013220 uccesshul

Al

" Discover Target Servers 07 9r2013 00:31:55 Successil

14

rowsipage 1-Joutof3| == || - = [ ==

Close

*  To view the details of the command, select the command and click the 'Details' button from the top.
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Commands

=2

hod
'e Install Cerificate

" Stare Cerificate

Date State

07f2372013 23:36:32 Successiul

" Generate Cerific

Name: Install Certificate
' Discover Target § b 0712312013 23:36:32
State: Successful
sipage 1-Joutof3| == | = || = | == |
55L Order Number: 1107830 =
Detail M . 55L Serial Number:
SRR 3EB4281E1BRE1FDS4D29F3A3FT8FFa27 -

Server Software: Microsoft IIS 5.x

Close

3.1.2.3 Initiating SSL Enrollment using Application Forms

The SSL Administrators or the applicants authorized by them can make request for certificates to be installed on to the web
servers by submission of application forms. On successful submission and validation by Comodo CA, the certificate will be

issued and a notification email will be sent to the applicant. The applicant can download the certificate and install it on to
respective web server.

CCM offers two types of SSL application forms:

1. The Self Enrollment Form - Administrators can apply or direct applicants to the request form to order SSL
certificates. Applicants using this method must validate their application to Certificate Manager by:

i. Entering the appropriate Access Code for the Organization or Department. The Access Code is a mixture of

alpha and numeric characters that the applicant needs to provide in order to authenticate the request to
Certificate Manager.
and

ii. The email address they enter must be from the domain that the certificate application is for. This domain must
have been assigned to the Organization or Department.

Refer to the section Method 1 - Self Enroliment Form for a tutorial on applying for and installing certificates through
the self-enroliment form.

2. The Built-in Application Form to make a request directly from the Certificate Manager Interface. Administrators can

login and request SSL certificates using the built-in application form available at the Certificates Management > SSL
Certificates area.

Refer to the section Method 2 - Built-in Enroliment Form for a tutorial on applying for and installing certificates
through the Built-in application form.

On successful completion of application submission, the certificate will be added to the Certificates Management > SSL
Certificates area with the status 'Requested'. An appropriately privileged SSL administrator should approve the request. On
approval, CCM will forward the application to Comodo CA. After validating the application, the CA will issue the certificate and
the certificate status will be changes to Issued in the SSL certificates area of the CCM interface. A collection email will be sent to
the administrator or the applicant. The applicant can collect, download and install the certificate in the respective web server. For
more details on collection of the certificate, refer to the section Certificate Collection. For more details on downloading and
installing the certificate, refer to the section Downloading and Importing SSL Certificates.
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3.1.2.3.1 Method 1 - Self Enrollment Form

8 Administrator communicates S50 Externaf applicant is directed to 558
sign up URL and access code to Self Furollmont Form
external applicant
Comodo Certificate Manager @ 2= External - @—)'- SSLCerfificate
Administrator Applicant Self Enrollment Form
\ Applicant submits form to Comodo T
Administrator logs inte account and Collection A certificate request is created it te
approves the certificate request from =, mail 'SSL Certificates' area of Comodo CAT
the 'SS8i Certificates' area of the interface 0 CCM sends adminiskrator email
@ : notification that a request is awaiting
approval

Applicant is divected to the S5L

after antoring an authentication which containg 3 link to the certificate colfection form

1

(1) -l
\i‘/ _—

code, they can to dowanload and
Y install S5L cortificate Certificate

for the domain Collection Eorm

certificate collection fort wiere, E Comodo CIM sends @ coliection mail to the appiicant

Comode CAsigus and
issues the certificate for the
domain and returns it to Comodo CAF

%

ComodoCA Backend
Servers

-

Comodo
Certificate Manager

Aftar approval by Comodo CIM administrator,
the certificate request is sent to Comodo CA for processing

3.1.2.3.1.1 Initiating the Self Enrollment Process

After completing the prerequisite steps, the administrator needs to communicate enrollment details to all and any end-users
they wish to issue SSL certificates to (for example, via email). The communication must contain the following information:

1. Alink to the Self Enrollment Form - https://cert-manager.com/customer/[REAL CUSTOMER URI]/ss|
2. The Access Code specified in the Organization or Department's SSL settings tab.

Furthermore, the email address that the applicant enters at the self-enrollment form must match a domain that has been
assigned to the Organization or Department.

3.1.2.31.2 The Self Enroliment Form

The application form for SSL certificates is hosted, by default, at: https://cert-manager.com/customer/[REAL CUSTOMER
URI/ssl

End-users should be directed to this page using the administrators preferred communication method. Please refer to the
preceding section, Initiating the Self Enroliment Process for more details.

551

Cerificate enrollmen
——

Cerificate renewal

Cerificate download

Cerificate revocation

e Clicking the 'Certificate enroliment' link will open the self enroliment form

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 76



Comodo Certificate Manager - Adrqj_n_i__strator"‘G'ij'i'&_é___ : CoOMODO

Creating Trust Online®

SSL Enroliment

Access Code:r ™ |uuu |

E-mail: * ismithi@exanpledomain.com |

| Check access code
e ——

»  Before proceeding to the full application form, the applicant has to authenticate the request by:
»  Entering the correct Access Code for the Organization or Department

»  Entering an email address from a domain that has been assigned to that Organization or Department.

SSL Enroliment

Access Code:r ™ |uuu |

E-mail: * ismithi@exanpledomain.com |

| Check access code
e ——

»  Clicking 'Check Access Code' will contact CCM to authenticate that the applicant has the right to apply for a certificate

* If both Access Code and E-mail address are successfully verified then the applicant will move onto the full certificate
application form:
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The external applicant need

Access Code: ™ sssssssss not be an existing user in the
Zh, but the person's email
E-mail: * jsmith@exampledomain.com address must be from the same
T e domain as the commaon nams,
bl CER AR | else the application cannot proceed.
Certificate Type: * Instant S5L
Commaon Mame: * exampledamain.com A
Server Software: e 7 Cl|ckl|ng et Common narme from
CSRwill automatically populate the
Cerificate Term: * 1 year v '‘Common Mame' field and if relevant,
the SAN field with the domains name(s)
————— BEGIN CERTIFICRTE REQUEST----- inthe CSR - Helping to avoid errors.

MITCVICCRaUCADRSMDawRYIVOREEwIVUZERXBIQ This feature is especially useful during
BaZNEVENTE apphling for MDCs where the application

£i537b20xFOASEQIVEACT R Rb 1 BRbnRhbm LR . .
Ig;if_r.-lch = ? could contain upto 100 domain names
c2ECMLWEL I TECEMFASV o J20RaivELaTowiH N the SAN field.

CaR: TWDQYTHoZI el -
hvelNLQERRGADagE ERDCr e CggE RARW T e Tkapis+ans 12 | Ne applicant can directly
zd}¥it3hal upload the CSR saved as

I/2Y4Xa571Z0tQ4gPg9] gpVgw2 TCYHIPOWI rVwmiK1TS1ixq twt file by clicking 'Up|08d CsRY
The CSR field will be
auto-populated with the C5R
from the text file.
Pass-phrase: T

The Passphrase entered here

is required for the purposes
Please provide a pass-phrase. A pass-phrase is secret word or words known only to you and |of certificate revocation.
necessary for certificate revocation.

Get Common Name fram ESR

Re-type pass-phrase:

Comments:

Select address fields to remove from the certificate.

Address as itwill appear in cerificate Remaove
AddressT: O
Addressz:
Address3:
City:
State ar province:
Paostal Code: O

THIS AGREEMENT AND THAT COMPANY WILL BE BOUND BY AN
COMPLY WITH ALL QOF IT3

TERIS AND CONDITIONS. DO NOT CLICK THE 2221 ACCEPT?:
Subscriber Agreement BUTTON IF COMPANY DOES NOT

AGREE TOQ BE BOUND BY THE TERMS AND CONDITIONS OF TH =
AGREEMEMT. it

I Agree.® Scrollto bottom of the agreement to activate check box.

The applicant must accept the
Terms and Conditions'before
submitting the form. The 'l Agres'
checkbox becomes active anly on
scrolling down the page till the end.

e The 'Access Code' and 'E-mail' address fields will be pre-populated.

e The domain that the user specifies in the 'CN' field must be the same domain as the applicant's E-mail address. The
applicant MUST be able to receive emails at this address.
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e Comodo provide a range of CSR generation documents designed to assist Administrators and external applicants
through the CSR creation process. For a list of these documents, please visit:
https://support.Comodo.com/index.php?_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav=0 .
(Select 'CSR generation' section and web-server software).

* ltis possible for Certificate Manager Account holders to use their own, custom form templates rather than the default
form supplied by Comodo. Contact your account manager for more details on enabling this functionality and for
submitting custom banners for application forms

31.2.31.3 Form Parameters

Form Element Type Description
Access Code (required) Text Field | An Access Code identifies a particular Organization or Department and is used
to authenticate certificate requests that are made using the Self-Enrollment
form.

Organizations and Departments are uniquely identified by combination of the
Organization's 'Access Code' and the 'Common Name' (domain) specified in
'General' properties. Multiple Organizations or Departments can have the same
Access Code OR the same Common Name - but no single entity can share
both.

Administrators should choose a complex Access Code containing a mixture of
alpha and numeric characters that cannot easily be guessed. This code should
be conveyed to the applicant(s) along with the URL of the sign up form.

Applicants that request a certificate using the Self Enroliment Form will need to
enter this code.

Email (required) Text Field | Applicant should enter their full email address. The email address must be for a
domain that has been assigned to the Organization or Department.

Certificate Type (required) Drop-down | Applicant should select certificate type. For a list of Comodo SSL certificate
list types, see the section Comodo SSL Certificates.

The specific certificate types displayed in the drop-down list (and therefore
available to the applicant) can be customized according to the needs of the
Organization. Please refer to sections Editing an Organization and Customize
an Organization's SSL Certificate Types for more details.

Common Name (required) Text Field | Applicants should enter the correct fully qualified domain name for the
Organization or Department

Single Domain certificates - enter domain name using the form: domain.com.
Wildcard Certificates - enter domain name using the form: *.domain.com.

Multi-Domain Certificates - enter the primary domain name using the form:
domain.com.

Subject Alternative Names Text Field | If the certificate Type' is a Multi-Domain Certificate (MDC) then the applicant
(required for Multi-Domain should list the 'Subj Alt Name' additional domains here. Each domain listed in
certificates) this field should be separated by a comma.

Server Software (required) Drop-down | Applicant should select the server software that is used to operate their web-
list server (for example, Apache, IIS etc). Installation support documentation is
available from the Comodo's support portal here:

https://support.comodo.com/index.php?
_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav=0

Certificate term (required) Drop-down | Applicant should select the term length of the certificate.
st The term lengths of specific certificate types displayed in the drop-down list (and
therefore available to the applicant) can be customized according to the needs

of the Organization. Please refer to sections Editing an Organization and
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Form Element Type Description

Customize an Organization's SSL Certificate Types for more details.

CSR (required) Text Field | A Certificate Signing Request (CSR) is required to be entered into this field in
order for Comodo CA to process your application and issue the certificate for
the domain.
The CSR can be entered in two ways:

«  Pasting the CSR directly into this field

e Uploading the CSR saved as a .txt file by clicking the 'Upload CSR'

button.

Background:
In public key infrastructure systems, a certificate signing request (also CSR or
certification request) is a message sent from an applicant to a certificate
authority in order to apply for a digital identity certificate. Before creating a CSR,
the applicant first generates a key pair, keeping the private key secret. The CSR
contains information identifying the applicant (such as a directory name in the
case of an X.509 certificate), and the public key chosen by the applicant. The
corresponding private key is not included in the CSR, but is used to digitally sign
the entire request. The CSR may be accompanied by other credentials or proofs
of identity required by the certificate authority, and the certificate authority may
contact the applicant for further information.

Administrators that require assistance to generate a CSR should consult the
Comodo knowledge article for their web-server type here:

https://support.comodo.com/index.php?
_m=knowledgebase&_a=view&parentcategoryid=33&pcid=1&nav=0,1

Special Note regarding MDC applications: The CSR you generate only
needs to be for the single 'Common Name' (aka the 'Primary Domain Name').
You should type the additional domains that you require in the 'Subject
Alternative Name' field' on this form.

Get CN from CSR (optional) | Control Once the CSR has been pasted correctly, clicking this button will auto-populate

the Common Name (CN) field. Using this method helps to avoid human error by
ensuring the domain name mentioned in the application form exactly match that
in the CSR. If the domain name mentioned in this application form do not match
that in the CSR, then Comodo CA will not be able to issue the certificate.

Special Note regarding MDC applications: In order to successfully order a
Multi-Domain Certificate, the applicant need only list the additional domains in
the SAN field on this form. In certain circumstances, however, the applicant may
have created a CSR that already contains these Subject Alternative Names. In
this case, clicking the 'Get CN from CSR' button will also auto-populate the
'Subject Alternative Names' form fields as well as the ‘Common Name' field.

Upload CSR (optional) Control The applicant can upload the CSR saved as a .txt file in the local computer,
instead of copying and pasting the CSR into the CSR field - helping to avoid
errors.

Upload CSR

Dcerts\csr b Browse... Submit Close

Pass Phrase (optional) Text Field | This phrase is needed to revoke the certificate when using the external
revocation page at: https://cert-manager.com/customer/real_customer_uri/ss|?
action=revoke

Re-Enter Pass Phrase Text Field | Confirmation of the above.
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Form Element Description

(required if specified in the

field above)
Comments (optional) Text Field | Applicant can enter information for the administrator.
Address 1: Text Fields | The address fields are auto-populated from the details in the 'General Settings'
Address 2: tab of the Organization or Department on whose behalf this certificate request is
' being made.

Address 3: , . . o

. These fields cannot be modified but, in the case of OV level certificates, the
City: applicant can choose to omit them from the certificate by selecting the 'Remove'
State or Province: check-box next to the fields.
Postal Code: The allowed address details will appear in the issued certificate and the

(all auto-populated) removed details will appear as "Details Omitted".

For EV level certificates, it is mandatory to include and display address details
in the certificates. Therefore, the option to remove certain fields is not available
on the EV self-enrollment form on selecting Comodo EV SSL Certificate or
Comodo EV Multi-Domain SSL Certificate from the 'Certificate Type' drop-down.

Subscriber Agreement Checkbox | Applicant must accept the terms and conditions before submitting the form by
reading the agreement and clicking the 'l Agree' checkbox.

Note: The Subscriber Agreement will differ depending on the type of SSL
certificate selected from the 'Certificate Type' drop-down. If Comodo EV SSL
Certificate or Comodo EV Multi-Domain SSL Certificate is selected, The 'l Agree'
checkbox will not be shown and the agreement will be taken as accepted, when
the user submits the application.

Submit Control Submits the application.

Reset Control Clears all data entered on the form.

Note: In addition to the standard fields in the Self Enrollment form, custom fields such as 'Employee Code, Telephone' can be
added by the Master Administrator. Contact your Master Administrator if such custom fields are required.
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3.1.2.3.2 Method 2 - Built-in Enrollment Form

Administrator logs into Comodo CM acconnt .
and orders 3 new S5 certificate using ¢ L! 4
the built in application form %

Comodo Certificate Manager .
Administrator Applicant

‘r Applicant is directed to the S5L
certificate coflection form wiere,
after entering an authentication
code, they can to download and
instaii their S5 certificate for

the domain
iy

- 1 Cerfificate
SSLCertificate Collection mail
Order Form
Aduiinistrator submits Comodo {.‘Msends 2 r.oﬂef.tion email
SSI certificate order for 0 to the app.fn:m_wt {he applicant can be
to Comodo CIVL A certificate the same adutin or person Rominated by
request is croated in the 'SSL the admin during the application process) Certificate
Cartificates' ared of Comodo Collection Form
CAR interface
Comodo CAsigns and
issuos the certificate for the

domain and returns it to Comodo G
g = =
Administrator approves the certificate E

reguest from the ‘S50 Certificates’ y —)——@ Pz 1; h

ared of the interface |
Comodo After approval by Comodo G
Certificate M ) administrator, the certificate roquest ComodoCA Backend
is sent to Comodo CA for processing Servers

3.1.23.21  Accessing the Built-in Application Form

Certificate Manager administrators can apply for new certificates directly from the 'Certificate Management - SSL Certificates’
area by clicking the 'Add' button (as shown).

H Reports H Admins H Settings H About ‘

ade Signing Certificates

Add Filter: Select . bt

Group by: Ungroup v | o Apply || @ Clear

Add For Auto Install |

Common Name Organization Department State Expires Server Software |
) testdomain.com Test Organization Test Department 1 Applied

example.com Demo Grganization Demoa Department Declined

3.1.2.3.2.2  The Built-In Application Form

The built in SSL certificate application form is very similar to the Self Enrollment Form but does not require an Access Code:
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Request New S5L Certificate

Organization:*

Department*

Click here to edit address details{

@ [ reresn |

Test Organization

Test Department

COMODO

Creating Trust Online®

Type®
Cerificate Term:*

Server Software®

C3R*

Commeon Name:*

Requester:

External Requester;

Comments:

Subscriber Agregment:

Comodo Instant3SL Pro Certificate

1 year

B B E | EE]

ADL

————— BEGIN CERTIFICATE REQUEST--———- e

MIICWDCChagCRDBEMQswCRYIVRQGEWIVUZEYMBYGALUEAXMPd 3d3Lrvhe3l =
Zo2wWa

Y2 9rMRAWDgYIVOOHEWALEG1mdG auMBowGAYDVOOKEXFUZXNOTESYZ2FuaXp -~

m

The address details
are auto-populated
based on the
Organization and
the Department
selected. These
details cannot be
edited. If
required, the
administrator can
salect the addrass
fizlds to be omitted
in the certificate by
clicking this link.

The applicant can
directly upload the
CSR saved as .ixtfile
by clicking
"Upload CSR'.

GetC CSRe=||  Upinad CSR <&

WWW.easyssl.com

COMODO CERTIFICATE SUBSCRIBER AGREEMENT -

IMPORTANT - PLEASE READ THIS CERTIFICATE SUBSCRIBER
AGREEMENT CAREFULLY BEFORE APPLYING FOR, ACCEFTING, OR
USING A COMODO CERTIFICATE. BY USIMNG, APPLYING FOR, OR
ACCEPTING A COMODO CERTIFICATE OR BY CLICKIMNG ON "I AGREE",
YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT ™

I a%e\:

Scroll to bottom of the agreement to activate check box.

The 'CSR’ field will
be auto-populated
with the CSR. from

the text file.

Clicking 'Get CN from
CSR' will
automatically
populate the
'Common Name' field,
and if relevant, the
'Subject Alternative
Names' field, with the
domain names in
the CSR - helping
to avoid errors.
This feature is
especially useful
during the application
for MDCs when the
application could
contain up to
100 domain names in
"Subject Alternative
Mames' field.

If the administrator specifies the email address of an
external applicant then hefshe will also receive
the certificate collection email

The administrator must read the agreement fully
and accept the terms and conditions before submitting the form

Note: Each type of certificate has a slightly different form.

3.1.23.23

Form Parameters
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Form Element Type Description

Organization (required) | Drop-down | Administrators should choose the Organization that the SSL certificate will belong to.
list

Department (required) Drop-down | Administrators should choose the Department that the SSL certificate will belong to.
list

Click here to edit address | Text Fields | Clicking this link will expand the address fields.

details Uepa |
Click here to hide address details
Address as it will appear in the cedificate Remave
Address1:
Address2:
Address3:
City: City Mame
State or Province:
Postal Code:
The address fields are auto-populated from the details in the 'General Properties'
tab of the Organization or Department on whose behalf this certificate request is
being made.
These fields cannot be modified but, in the case of OV level certificates, the
administrator can choose to omit them from the certificate by selecting the 'Remove'
checkbox next to the fields.
The allowed address details will appear in the issued certificate and the removed
details will appear as "Details Omitted".
For EV level certificates, it is mandatory to include and display address details in
the certificates. Therefore, the option to remove certain fields is not available on the
built-in application form on selecting Comodo EV SSL Certificate or Comodo EV
Multi-Domain SSL Certificate from the Type' drop-down.
Type (required) Drop-down | Applicant should select certificate type. For a list of Comodo SSL certificate types,

list see the section Comodo SSL Certificates.

The specific certificate types displayed in the drop-down list (and therefore available
to the applicant) can be customized according to the needs of the Organization.
Please refer to sections Editing an Organization and Customize an
Organization's SSL Certificate Types for more details.

Certificate Term (required) | Drop-down | Applicant should select the term length of the certificate.
list The term lengths of specific certificate types displayed in the drop-down list (and
therefore available to the applicant) can be customized according to the needs of the
Organization. Please refer to sections Editing an Organization and Customize an

Organization's SSL Certificate Types for more details.

Server Software Drop-down | Applicant should select the server software that is used to operate their web server
(required) list (for example, Apache, IIS etc). Installation support documentation is available from
Comodo support portal here:

https://support.comodo.com/index.php?
_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav=0

CSR (required) Text Field | A Certificate Signing Request (CSR) is required to be entered into this field in order
for Comodo CA to process your application and issue the certificate for the domain.

The CSR can be entered in two ways:
»  Pasting the CSR directly into this field
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Form Element Description

*  Uploading the CSR saved as a .txt file by clicking the 'Upload CSR' button

Background:

In public key infrastructure systems, a certificate signing request (also CSR or
certification request) is a message sent from an applicant to a certificate authority in
order to apply for a digital identity certificate. Before creating a CSR, the applicant
first generates a key pair, keeping the private key secret. The CSR contains
information identifying the applicant (such as a directory name in the case of an
X.509 certificate), and the public key chosen by the applicant. The corresponding
private key is not included in the CSR, but is used to digitally sign the entire request.
The CSR may be accompanied by other credentials or proofs of identity required by
the certificate authority, and the certificate authority may contact the applicant for
further information. Upon uploading or pasting the CSR, the form will automatically
parse the CSR.

Administrators that require assistance to generate a CSR should consult the
Comodo knowledgebase article for their web server type here:

https://support.comodo.com/index.php?
_m=knowledgebase&_a=view&parentcategoryid=33&pcid=1&nav=0,1

Special Note regarding MDC applications: The CSR you generate only needs to
be for the single 'Common Name' (aka the 'Primary Domain Name'). You should
type the additional domains that you require in the 'Subject Alternative Name' field'

on this form.
Get CN from CSR Control Once the CSR has been pasted correctly, clicking this button will auto-populate the
(optional) Common Name (CN) field. Using this method helps to avoid human error by

ensuring the domain name mentioned in the application form exactly match that in
the CSR. If the domain name mentioned in this application form do not match that in
the CSR, then Comodo CA will not be able to issue the certificate.

Special Note regarding MDC applications: In order to successfully order a Multi-
Domain Certificate, the applicant need only list the additional domains in the SAN
field on this form. In certain circumstances, however, the applicant may have created
a CSR that already contains these Subject Alternative Names. In this case, clicking
the 'Get CN from CSR' button will also auto-populate the 'Subject Alternative Names'
form fields as well as the 'Common Name' field.

Upload CSR (optional) Control The applicant can upload the CSR saved as a .txt file in the local computer, instead
of copying and pasting the CSR into the CSR field - helping to avoid errors.

AOL Bd

Upload CSR

DAcerts\csr.txt

|
Get CN from CSR Q@

Common Name Text Field | Type the domain that the certificate will be issued to.
(required)

Single Domain certificates - enter domain name using the form: domain.com.
Wildcard Certificates - enter domain name using the form: *.domain.com.

Multi-Domain Certificates: enter the primary domain name using the form:
domain.com.

Subject Alternative Names | Text Field | If the certificate 'Type' is a Multi-Domain Certificate (MDC) then the applicant should
(required for Multi list the "Subj Alt Name' additional domains here. Each domain should be separated
Domain certificates) by a comma.
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Form Element Type Description
Requester (auto- Text Field | The 'Requester' is field is auto-populated with the name of the administrator making
populated) the application.
External Requester As an alternative to making an applicant complete the 'Self Enroliment' form', the
(optional) administrator can complete the application themselves using this built-in form and

specify an 'External Requester'.

Entering the email address of an external requester in this field will mean that person
will also receive a certificate collection email.

Note: The 'Requester’ will still be the administrator that is completing this form (to
view this, open the 'Certificates Management' area and click 'View' next to the
certificate in question.) The email address of the 'External Requester' will be
displayed as the 'External Requester' in the 'View' dialog of an issued certificate. This
field is not required when requesting for EV SSL certificate and hence will be hidden.

Comments (optional) Text Field | Enables administrator to add comments.
Subscriber Agreement Control Applicant must accept the terms and conditions before submitting the form by
(required) reading the agreement and clicking the 'l Agree' checkbox.

Note: The Subscriber Agreement will differ depending on the type of SSL certificate
selected from the 'Certificate Type' drop-down. If Comodo EV SSL Certificate or
Comodo EV Multi-Domain SSL Certificate is selected, The 'l Agree' checkbox will not
be shown and the agreement will be taken as accepted, when the user submits the

application.

OK Control Submits the application to Certificate Manager for approval. If the form was
completed correctly then the certificate will appear in the 'SSL' area with the state
'Requested'.

Cancel Control Cancels the application.

Note: In addition to the standard fields in the Built-in Application form, custom fields such as 'Employee Code, Telephone' can
be added by the Master Administrator. Contact your Master Administrator if such custom fields are required.
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3.1.2.3.3 Certificate Collection

After Comodo CA has issued the certificate applied through the Built-in application form or the Self-enroliment form, the next
stage of the provisioning process is for the applicant to download their certificate. Once the certificate has been issued, Comodo
Certificate Manager will automatically send a collection email to the applicant. The certificate can be downloaded by the
applicant by clicking the link in the email. Also, the issued SSL certificate can be downloaded by an RAO SSL or DRAO SSL
administrator from the SSL Certificate Details dialog accessed from the Certificates Management > SSL certificates tab.

3.1.2.3.31  Collection of SSL Certificate Through Email

1. Once the certificate has been issued, Comodo Certificate Manager will automatically send a collection email to the
applicant. This can be either an external applicant using the self enrollment method or a CCM administrator using the
built-in application form.) The email will contain a summary of the certificate details, a link to the certificate collection
form and a unique certificate ID that will be used for validation.

= E@

File Edit View Tools Message Help

ﬂd ﬂl‘ “8 e X @ @ o %
Reply Reply Al Forward Print Delete Previous Mext Addresses
From: "Cetificate Manager Admin®
Date: Thursday, March 13, 2008 4:44 PM
To: =applicant names=
Subject:  Enroliment Succesziul - Your S5L certificate iz ready

53

Dear =applicant names=

You have successfully enrolled for & SSL cedificate with the follovwing parameters:
Common name: subd domain.com
Alternative names: sub2 domain.com, sub3 domain.com,
Cerificate Type: Multi-Domain Instant S50 Cetificate
Server software: Covalent Server Software
Mumker of licenses: 1
Yo nove need to complete the following steps:

* Click the followving link to dowwnload your S50 cerificate
Detault url(s):
a3 Ho09, Basebd encoded:
hittpr Sioert_manage_addrezsicom comodo epki EPR sz Paction=download &z 2 _id=1258format=x503
Cther available formats:
az Xo09 Cedificate only, Bazebd encoded:
kit dicert_manage_addressicom.comodo epki EPRIss faction=download&s sl _id=12&format=x209C0
a3 X509 Intermediatesiroot only, Basetd encoded:
hittp et _manage_addrezsicom comodo epki EPRss?action=download &2 _id=128format=x5031C
as PRCS®Y Bin encoded:
ibtg: diclomain: porticom . comodo epki EPKIssl P action=dovenloadd sl _id=12&1armsat=kin

* Import your new cedificate into your server (Pleaze contact your
adminiztratar for help with this).

2. Having clicked the link in the collection email, the end-user will be taken to the certificate collection and download
form:

SSL download

Your Certificate 1D *

S5 certificate format: PKCS#T Binary B
PHCSH#T Basedd
X505 Basebid
Download | | Reset | |¥509 Base64 Ceriificate only

X509 Basebd Intermediates only
X505 Baselbd Intermediates only Reverse |

If the 'Certificate ID" is not already populated as a resulted of clicking on the link in the collection mail, then the applicant should
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copy and paste it in. The form also provides the opportunity to specify the format of the certificate. The applicant can now
download, save and import the certificate.

3.1.23.3.2

Collection of SSL Certificate by Administrator

The issued certificate can also be downloaded and provided to the applicant from the SSL Certificate Details dialog. Click the
'Details' button at the top after selecting the issued certificate in the SSL Certificates tab of the Certificate management interface.

Discovery ” Reports ” Admins ” Settings H About ‘

The resulting dialog contains options to download the issued certificate in several formats at its bottom:

Serial Mumber:
Fublic Key Algorithm:
Public Key Size:

Downloead in appropriate format;

GO0O035

59 F3CT.6310:FC:D3:ES T 4FF8:68:BF . 80: 7T AES

RSA

55L Certificates Client Cenrtificates Code Signing Ceriificates
Add Filter: Select.. w
Group by: Ungroup b w Apphy | | T Clear
e || Mad || Export || AddForAutoistal ||| o Edgit(]| Detais || )Approve || Decline
b -~
e a
Common Name Organization Department State Expires Server Software |

(% testdomain.com Dema Organization Issued 1201312013 Active

) example.com Demo Organization Demo Department Declined

() testdomaint.com Test Organization Fequested

T mvtestsite2 Dema Organization Declined

Click the 'Select' button

Fublic Key Algorithm:
FPublic Key Size:

Download in appropriate format:

)

PECS#T Bazedd

PKCS#T Binary

X505 Based4

XE0G Certificate onhy

K509 Intermediate(z=WRog

X505 Root/intermed iate(q

Select...

Change pass-phrase |
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»  Click the appropriate button to download the certificate in desired format.

3.1.2.3.4 Downloading and Importing SSL Certificates

Once the application process has been successfully completed, the applicant needs to download the certificate, save it to a
secure place on their hard drive and import it into the certificate store of their computer.

SS5L download

Your Cerificate ID: * a0

S5L cerificate format: PKCS#T Binary b

| Download

. mykestsitez, p7h
Type: #7 Certificates, 3.73KE

From: demo.cét-manager.com

Open ][ Save ]l Cancel |

|--’ e wWhile filez from the Internet can be uzeful, some files can potentially
@ harm pour computer. [ pou do nob trust the zource, do not open ar
= zave thiz file. What's the risk?

»  Click 'Download' and save the certificate in your hard drive.

The precise installation process depends on the web server type and a range of installation guides are available at the Comodo
support website at:
https://support.Comodo.com/index.php?_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav

First select the Comodo certificate type and then choose the appropriate web server software to view a detailed guide explaining
the import process.

3.1.2.4 Certificate Requests - Approving, Declining, Viewing and Editing

A certificate request will appear in the 'SSL Certificates' area after the applicant has successfully applied for a certificate using
either the Auto Installer, Self Enrollment Form or the Built-in application form. Use the filter option to view all the
certificates that are in 'Requested' state. Select the certificate that you want to approve, decline, view or edit.
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Discovery H Reports H Admins H Settings H About ‘

SEL Certificates Client Cerificates Code Signing Certificates
Add Filter: Select . -
= state: Requested ¥
Group by: Ungroup v L Apply || @& Clear
| ¢ || madd || Expot || AddForAutomstal ||| o#Edt || Detais {| Approve
Common Name Organization Department State Expires Server Software ﬁ
(& mytestsite1 Demo Crganization Requested
O remotesited Demec Grganization Requested
remactesite2 Demc Crganization Requested

e Atthis point, the certificate request has NOT been submitted to Comodo CA and is pending approval from a Certificate
Manager administrator. (If the application was made by an administrator, that administrator can, of course, approve
their own request.)

If the administrator does not want to submit this request, they should click the 'Decline' button.

Note: Declining a certificate request will change the certificate status to 'Declined'. If an 'SSL Declined' Notification has been
set up then an email will be automatically sent to the requester informing them that the request has been declined.

However, this request can still be 'Approved' at any time in the future by a 'RAO SSL' or 'DRAO SSL' administrator with
appropriate privileges.

»  If the administrator wishes to view the details of the request, they should click the 'Details' button at the top after
selecting the checkbox next to the certificate name.

»  Ifthe administrator wishes to modify the request they should click the 'Edit' button. (for example, administrators may
wish to correct certain request fields in the application before submitting to Comodo CA for processing).

»  To approve the request and submit the application to Comodo CA for processing, administrators should click the
'Approve' button at the top.

»  After clicking the 'Approve' button, an 'Approval Message' box will be displayed. This allows the Administrator
to type a message that will be sent along with the approval notification email.

Approval Message 4
Your request for S5L certificate is
approved. Please wait till the process

for issuing the certificete is completed.

| Message®

| 0K || Cancel

e Click 'OK' to add the message and send the approval email.

Note: The SSL Approved Notification should have been set up for the requester to receive the email notification.
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*  Once the Administrator has approved the request and submitted it to Comodo CA,the certificate state will be displayed
as 'Approved'. If the request has applied by Comodo CA, the state of the certificate is changed to the proper value -
'Applied' (It also can be rejected by CA). Next, if validation is successful, then Comodo will send a Certificate
Collection email to the certificate requester and the 'State' of the certificate will change to one of 'Issued'.

Please see the 'SSL Certificates' chapter for full details of the options available in this area.

3.1.2.5 Certificate Renewal

There are two broad ways that SSL certificates can be renewed in CCM
e SSL administrators can renew certificates from the SSL certificates interface

»  External applicants can renew using the self-renewal form

3.1.2.5.1 Certificate Renewal by Administrators

The SSL Certificates interface allows administrators to renew both managed certificates and unmanaged certificates. As the
name suggests, unmanaged certificates are those are listed in CCM but are not currently managed by CCM. Usually these are
certificates that were identified during discovery scans but were not originally ordered using CCM. The processes for renewing
managed and unmanaged certificates are different.

Managed Certificates Unmanaged Certificates

A‘managed certificate’ is a certificate which has been issued, |An 'unmanaged certificate' is a certificate which was found

via CCM, to a specific combination of domain and installed on servers during a discovery scan but was not
organization. issued via CCM.

You will need to submit a CSR the first time you apply for a You will need to submit a new CSR during renewal of an
certificate for any such combination. After issuance, this 'Unmanaged' certificate because CCM does not have one on
certificate will become ‘managed’. record. After issuance, this certificate will become ‘managed’.

‘Managed'’ certificates are those with CCM statuses of ‘Issued’,
‘Applied’ or ‘Requested’

For renewals of ‘managed’ certificates, you will typically not
need to submit a CSR because CCM shall re-use the existing
CSR.

General note: If you moved a domain from one organization to another or modified the address details of an organization, then
you are effectively creating a new certificate application, not 'renewing' a certificate. In these circumstances, you will also have
to submit a new CSR.

Renewing a 'Managed' Certificate

If the administrator wishes to renew a managed certificate, they should select the radio button beside it and click the 'Renew'
button at the top.
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Certificates

‘ Discovery H Reports H Admins H Settings H About ‘

S3L Certificates

Select... [~]

Client Cerificates Code Signing Certificates

Add Filter:

Group by: Ungroup |z| | ' Apphy || 5 Clear I
,#—\.
| ¢ || #maAdd || Export || AddFor Auto Instal ||| % Delete || j Q Renew || JRevoke |
I e R - 2 L
Common Name ization Department | Status ‘ Expires ‘ Senrers{ Self—EnruIn{ﬁ
—
@ easyssl.com Test Organization Test Department Issued 269432
) www.hardssl.com Test Organization Test Department Applied 269433
0 www.ethuna.com Mew Qrganization Requested 34628
@ exampledomain.com Mew Organization Applied 260542
) domamnmname.org * Test Organization Test Department Unmanaged (1) 12/14/2015 270838

5 rowsipage 1-5outof6| - [ - [[ = |[ =]

e On clicking 'Renew', CCM will automatically request a renewal with the same details as the existing certificate.

e Onceissued, the renewed certificate will become available for collection and installation. Refer to the section
Certificate Collection for more details.

Renewing an 'Unmanaged' Certificate

If the administrator wishes to renew an unmanaged certificate, they should select the radio button beside it and click the 'Renew'

button at the top.
Certificates ‘ Discovery H Reports H Admins H Settings H About ‘
SSL Cerificates Client Certificates Code Signing Certificates
Add Filter: Select... |Z|
Group by: unaroup Izl v Apply || @& Clear |
ﬁ
| ¢ || madd || Expot || AddForAutoinstal ||| # Delete || % Renew || JRevoke |
I |
| Common Name | Organization Status ‘ Expires ‘ Sewers{ Sﬂf—Ennﬂlﬁﬁ
) www. easyssl.com Test Organizat Test Department lssued 269432
) www.hardssl.com Organization Test Department Applied 269433
www.ethuna.com Mew Organization Requested 34628
Mew Organization Applied 269542
Test Organization Test Department Unmanaged (1) ) 12/11/2015 270938
5 rowsipage 1-5outof6| == [ < |[ = [[ =]

»  Clicking the 'Renew' button will open the 'Renew SSL Certificate' form. This form is similar to the Built-in Enroliment
form with the company and domain details pre-populated from the existing certificate. If needed, the administrator can
select the new certificate type and edit the details.
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Renew 551 Certificate

Organization™® Test Organization |Z| a =

Department:* Test Department |Z|

Click here to edit address details

Type* Comodo InstantSSL Pro Certificate

=]
Certificate Term:* 2 years |z|
=]

Server Software:” ACL

CSR*
GetCN fromCSR ||  Upload CSR
Common Mame?® WWW.easyssl.com
Requester: Johin Smith
External Reguester: a
Comments: o
COMODO CERTIFICATE SUBSCRIBER AGREEMENT -
=]
IMPORTAMNT - PLEASE READ THIS CERTIFICATE SUBSCRIBER -
| ok || cancel

e The administrator should paste or upload a new CSR, accept to the Certificate Subscriber Agreement and click the OK
button.

e CCM will place a request for the renewal certificate with the new CSR

e Onceissued, the renewal certificate can be collected and installed. Refer to the section Certificate Collection for
more details. After installation, the status of the certificate changes to 'Managed'.

3.1.2.5.2 Certificate Renewal by the End-User

End-users can renew their certificates through the self renewal application form.
*  The self renewal form is hosted by default at https://cert-manager.com/customer/[REAL CUSTOMER URI]/ssl.
SSL

oad

Cerificate revocation
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»  Clicking the Certificate renewal link will open the self renewal form

SSL Renew

Your Cerificate 1D * |23‘1~‘3"1'5 |

Pass-phrase: * | ssssse |

»  Before proceeding to the full renewal application form, the user has to authenticate the request by:

»  Entering the correct self enroliment certificate ID. The certificate ID is available from certificate collection
email received during enrollment. The Certificate ID is also available from the Certificates > SSL interface. If
needed, the administrator can communicate the Self enroliment certificate ID to the user through any out of
band communication method like email.

»  The renewallrevocation passphrase entered in the self-enroliment form, while enrolling for the certificate.

*  Clicking 'Renew" will automatically renew the certificate with the same details as in the existing certificate.

Your SSL certificate www.easyssl.com was successfully renewed.
Back

e Onceissued, the renewal certificate can be collected and installed. Refer to the section Certificate Collection for
more details.

3.1.2.6 Certificate Revocation, Replacement and Deletion

In the 'SSL Certificates' sub-tab of 'Certificates Management' section explained above, the administrator has also the option to
revoke, renew, replace or delete a certificate.

»  If the Administrator wishes to revoke a certificate, they should first select the certificate and click the 'Revoke' button at
the top.

e After clicking the 'Revoke' button, a 'Revoke reason' message box will be displayed. This allows the
administrator to type a message that will be sent along with the revoke notification email.

Revoke reason 0

Your 55L certificate is revoked for
gdministrative reas:ns.|

Message®

| OK || Cancel

*  Click 'OK' to add the message and send the revoke email.

Note: The SSL Approved Notification should have been set up for the requester to receive the email notification.
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» If the administrator wishes to replace an existing certificate, they should select the it and click the 'Replace' button at
the top. Clicking the 'Replace' button will open the 'Replace existing SSL' dialog which requires a new CSR and reason
for replacing the certificate.

«  If the administrator wishes to delete a certificate, they should select the checkbox beside it and click the 'Delete’
button at the top.

Please see the 'SSL Certificates' chapter for full details of the options available in this area.

3.2 The Client Certificates area

3.2.1 Overview

The Client Certificates area provides administrators with the ability to manage all end-users' certificates and their owners' details.

Visibility of the 'Client Certificates' area is restricted to:

*  RAO SMIME administrators - can view the client certificates and end-users of Organizations (and any subordinate
Departments) that have been delegated to them.

*  DRAO SMIME administrators - can view the client certificates and end-users of Departments that have delegated to
them.

. Certificates : Discovery H Reports H Admins H Settings H About ‘

S3L Certificates Client Certificates Code Signing Certificates
Add Filter: Select... -
Group by Ungroup b i ' Apply H mw Clear :

¢ || madd || Export || Importfromcsv | | | eEat || @ oDekte || cens |

Name E-miail Organization Department

O Alto Maruti alto@example.com Demo Crganization

(%) Avanti Studebaker avantisbi@testdomaint.com Test Organization

) Savoy Plymouth plymouths@testdomain1.com Test Organization

) Hudson Fabulous Hornet hudsonh@testdomaini.com Test Organization

) John Smith jsmith@cemea.com Cema Organization Cema Department

5 rowsipage 1-5outof15| == || = || = || == |

'Client Certificates' table

Column Name Description
Name End-user's name.
Email End-user's email address.
Organization Name of the Organization that the end -user belongs to.
Department Name of the Department that the end-user belongs to (if applicable)
Control Buttons | Add Allows the administrator to add a new end-user and configure a client certificate for that
user
Export Export the currently displayed list to a spreadsheet in .csv format
Import from CSV | Enables the administrator to import list of new end-users in .csv format into the
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'Client Certificates' table

Column Name Description

Certificate Manager database.

Refresh Updates the currently displayed list of users. Will remove any users that have been
recently deleted and add any that have been recently created. Will update details such
as Organization, email etc if those details have recently changed.

Certificate Edit Enables the administrator to edit the end-user's details.
Control Buttons
Note: The types Delete Enables the administrator to delete the end-user.
f certificat
gor:?roll It(;l?ttins Certs Enables the administrator to view/manage the end-user's Client certificates.
that are

displayed in the
table header
depends on the
state of the
selected
certificate

3.2.1.1 Sorting and Filtering Options
»  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective column

Administrators can search for particular client certificates by using filters under the sub-tab:

Add Filter: Select... i

Group hy: Ungroup - | W Apply || m Clear |

You can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with another set of options
available from the 'Group by' drop-down. For example, if you want to filter the certificates with 'Name' and group with
'Organization’, select 'Name' from the 'Add Filter' drop-down:

Dashboard Certificates

SSL Certificates

Admins H Settings H About |

Discovery ” Reports ‘

[4x]

igning Certificates

Code
Lode

Add Filter: Select.. 2

Group by: |« Apply || & Clear |

c | =how deleted GG RS o Edit = Delete Carts

[&

Secondary E-mail
Contact Fhone
LIPH
Qrganization

Tip: You can add more than one filter at a time to narrow down the filtering. To remove a filter criteria, click the '-' button to the
left if it.

e Enter part or full name in the Name field.

e Select 'Organization' from the 'Group by' drop-down.
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Discovery H Reports H Admins H Settings H About |

S5L Cerfificates Client Cerificates Code Signing Certificates
Add Filter: Select... w
Erame: |F'I5~'m0uth
Group by Ungroup ¥ ¥ Aoy || @ Clear |
Qrganization
[y & A Department Import from CSW % Edit T Delete Certz
Name E-mail Organization Department

214

i

0

«  Click the 'Apply" button.

The filtered items based on the entered parameters will be displayed:

Certificates Discovery H Reports H Admins H Settings H About ‘
SEL Certificates Client Certificates Code Signing Certificates
Add Filter: Select . w
Bname: [Plymouth |
Group by: Organization % | W Apply || i Clear i
[ e || madd || Export || Import from CSW !|: o Edit || & Delete '[ Certs J
Name E-mail Organization Department
= Test Organization
@ Zavoy Plvmouth plymouths @testdomain.com Test Organization

To remove the filter options, click the 'Clear" button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the 'Client
Certificates' interface in future, the configured filters will be in action and only the search results will be displayed. If you do not
want the filters to be saved, click the 'Clear' button.

3.2.1.2 'Certs' Dialog

Clicking the 'Certs' button at the top after selecting the check box next to a end-user's name will list all the client certificates
belonging to that end-user. Certificates are listed in chronological order (newest first). If a certificate has been revoked, then the
date of revocation is displayed in the 'Revoked' column.

This interface allows the administrator to revoke, download, view and send invitation for that certificate. (See below)
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Certificates for: jsmith ampledomain.com

Add Filter: Select... ~
Graup by v Apply || & Clear
| @ || Resendinvitation Invitation not sent view || Dawnload
Ordered Revoked Expires Certificate Type Order Number = Serial Number = State Enroll type
® DEIl21IED13 T4:36 0212172014 14:55 DEIIEEIﬁDM Star{dard.F’er:SDna Validated Cert3 141355.40 3F:Cl5:1.EI:D1 AR Re;roked SeIfEnerII
O 0202142014 14:57 Q220148 Standard Persona Validated Certd 14135605 I4CEFABAOF: Downloade SelfEnrall

15 rowsipage 1-2omof2| == || = || = [[ == |

Close

Sorting and Filtering Options

»  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective column

Administrators can search for a particular certificate by using filters under the sub-tab:

Add Filler Mo »
Group by, W Aaply & Cear

You can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other options that
appears depending on the selection from the 'Add Filter' drop-down. The options available are:

*  Type - Standard and High — Sorts the results based on the selected parameter.
»  Serial Number - Sorts the results based on the serial number of the certificate entered
Click the 'Apply" button. The results will displayed based on the filters selected / entered.

To remove the filter options, click the 'Clear button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Certificates' interface in future, the configured filters will be in action and only the search results will be displayed. If you do not
want the filters to be saved, click the 'Clear' button.

Client Certificate 'Cert' Dialog - Table of Parameters

Controls Type Description

View Button Allows administrators to view an end-user's certificate. See Viewing End-User's
certificate for more details.

Revoke Button Allows administrators to revoke an end-user's certificate. Once revoked, the
date and time of revocation is displayed in this column.

Download Button Allows administrators to download a copy of the end-user’s certificate. *

Send Invitation Button Enables the administrator to send an email to the end-user with instructions on
how to apply for/collect their client certificate. See 'Request and issuance of
'Client Certificates to Employees and End-Users' for an explanation of the
process from this point.

Refresh Control Reloads the list.
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*Comodo Certificate Manager creates a copy of each end-user's certificate which it saves on the server. This duplicate certificate
is protected in two ways:

The key pair of each end-user's certificate is encrypted by a master public key. See the 'Encryption and Key Escrow' section
for more details;

e Password protected with an administrator set password. The end-user will be asked for this password every time he
wish to download a certificate.

Comodo Certificate Manager stores the individual private keys of end-user's client certificates so that they can be retrieved at a
later date by the administrator or end-user. Due to the highly sensitive and confidential nature of this feature, all end-users' key
pairs are stored in encrypted form so that they cannot be easily stolen or compromised. Each end-user's key pair is encrypted
using a 'master' public key that is stored by CCM. In order to decrypt this end-user's key pair the administrator must paste the
corresponding 'master' private key into the space provided. Admin can set a password to protect access to private key in .p12
file as well. The Administrator is able to bypass the password but should be aware that not but not all programs will subsequently
allow the certificate to be imported if they do so. (PIN may be 7 characters maximum.) The following is a summary of browsers in
which it is possible to import .p12 with empty password field.

Browser Windows 7 Vista XP Mac
IE 6 - - v ]
IE7 - 4 v -
IE8 v v v -
FF 2 v 4 v v
FF 3 X X X X
Opera 9 v v v v
Opera 10 v v v v
Netscape9 v v v v
Safari v v v v
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Enter Password and your Master private key

Fassword:™

Master private key*

| QK || Cancel

WARNING! If an administrator downloads an end-user's certificate, this certificate will be revoked.

3.2.2 Adding Cert End-Users

There are several methods of adding end-users to Organizations in Certificate Manager.
*  Manually adding end-users
* Loading multiple end-users from a comma separated values (.csv) file

¢ Auto Creation of end-users via certificate Self Enrollment Forms

Note: A new end-user will also be created and added to this interface via SSL certificate applications made through the SSL
Self Enrollment form. If the applicant does not already exist as an end-user when the form is submitted then a new end-user
will be created with the name 'requesterSSL <DOMAIN.com>' (where DOMAIN.com = the domain name for which the
application is being made) This End-User will automatically be assigned membership of the Organization that the SSL
Certificate was ordered for but will not own a Client Certificate.

3.2.2.1 Manually Adding End-Users
»  Click 'Certificates Management' - > 'Clients Cert' at the top left of the CCM interface;
e Click the 'Add' button to open the 'Add New Person' form:
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Add New Person

Crganization: Cemao Grganization b

Department: Mone W

Daomain: exampledomaini.com b

E-mail Address™ jehnsmith @exampledomaini.com

First Mame:™ John

Middle Mame:

Last Mame™ Smith

Secret |D: a12bcd5

Validation Type: High W

Frincipal Mame:
| Ok || Cancel

*  Click 'OK' to add the end-user to Comodo Certificate Manager.

*  Anend-user's details can be modified at any time by clicking the 'Edit' button at the top after selecting the checkbox
next to their name in the main list of end-users. If any information in this dialog is changed, with the exception of
Secret ID, any previously issued client certificates for this email address shall be automatically revoked. CCM
maintains a username history. If the username is changed, the Administrator will still be able to search for the client
certificates using both the old name and the new name.

*  'Validation Type' drop down will only be visible if enabled by your Comodo account manager.

3.2.2.1.1 'Add New Person' form - Table of Parameters

Form Element Type Description
Organization Drop down | Administrator should select the Organization that they wish the new end-user to
menu belong to.
Department Drop down | If required, the administrator should specify the Department that the end-user is
menu to belong to.
Domain Drop down | Administrator should select the domain from which to issue from the drop down
menu menu. This drop-down will only display domains that have been correctly

delegated to the Organization/Department selected earlier.

Email Address Text Field | Administrator should enter the email address of the end-user. The email
address must be for the domain belonging to the Organization.

First Name Text Field | Administrator should enter the first name of the end-user.
Middle Name Text Field | If required, the administrator should enter the middle name of the end-user.
Last Name Text Field | Administrator should enter the last name of the end-user.

Note: The combined length of First Name and the Last name should not exceed
64 characters.
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Form Element Type Description

Secret ID Text Field | A'Secret ID' (or 'Secret Identifier'/SID) is used to identify the details of an
existing end-user in CCM. Assigning SIDs to users will simplify the client
certificate enroliment process for those users and therefore help eliminate
errors. This is because, as the details of the user are already stored, the end-
user need only specify the email address

If the administrator wishes to allow enroliment by Secret ID then they must fill

out this field.
Validation Type Drop Down | Note: The 'Validation Type' drop down will only be visible if enabled by your
Menu Comodo account manager.

Allows the administrator to specify the type of client certificate that is issued to
an applicant. The difference between the two lies in the degree of user
authentication is carried out prior to issuance.

The two options are 'Standard' and 'High'.

'Standard' certificates can be issued quickly and take advantage of the user
authentication mechanisms that are built into CCM.

A user applying for a 'Standard Personal Validation' certificate is authenticated
using the following criteria:

«  User must apply for a certificate from an email address @ a domain
that has been delegated to the issuing Organization

+  The Organization has been independently validated by an web-trust
accredited Certificate Authority as the owner of that domain

«  User must know either a unique Access Code or Secret ID that should
be entered at the certificate enroliment form. These will have been
communicated by the administrator to the user via out-of-band
communication.

«  User must be able to receive an automated confirmation email sent to
the email address of the certificate that they are applying for. The
email will contain a validation code that the user will need to enter at
the certificate collection web page.

'High Personal Validation' certificates require that the user undergo the
validation steps listed above AND

+  Face-to-Face meeting with the issuing Organization

Note: The additional validation steps must be completed PRIOR to the
administrator selecting 'High Personal Validation' type.

Principal Name Text Field | The Administrator can enter the email address that should appear as principal
name in the certificate to be issued.

Note: For the Organizations/Departments enabled for Principal Name support,
the client certificates issued to the end-users of the Organization/Department
will include an additional name - Principal Name, in addition to the RFC822
name in the Subject Alternative Name(SAN) field. If included, the Principal
Name will be the primary email address of the end-user to whom the certificate
is issued. But this can be customized at a later time by editing the end-user if
Principal Name Customization is enabled for the Organization/Department.

The Administrator can check whether an Organization or department is enabled
for Principal Name support/customization by contacting the Master
Administrator.

This field will be disabled for the Organizations for which the Principal Name
support is not enabled. If the Principal Name support is enabled for an
Organization and not enabled for the Department belonging to the Organization,
this field will be auto populated with the email address entered in the Email
Address field.
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Form Element Description

Copy E-Mail Button Auto-fills the Principal Name field with the email address entered in the E-mail
Address field.

3.2.2.2 Loading Multiple End-Users from a Comma Separated Values (.csv) File

Administrators can import list of end-users into Comodo Certificate Manager in comma separated values (.csv) format. After
importing the list, your employees then only need to complete the self enrollment with their secret code.

Note: The ability to loading multiple end-users from a .csv file functionality is only available to RAO SMIME and DRAO SMIME
administrators.

3.2.2.2.1 Procedure Overview
Summary of required steps for adding end-users by loading a .csv file:

1. Administrator generates a .csv file using containing a list of end-users. .csv files can be exported directly from
spreadsheet programs such as Excel or Open Office Calc.

2. Administrator loads the .csv file by clicking the 'Import from CSV' button in the 'Certificates Management' > 'Client
Certificates' interface

3. CCM sends an email notification containing a link to the self-enrollment form and the secret identifier to each end-user
included in the .csv file.

Note: For the CCM to automatically send the notification emails to the end-users, the administrator should have configured for
this by selecting the checkbox 'Send invitations on successful upload' in the Import persons from CSV dialog while loading

the .csv file. If not configured, the administrator should manually send an email containing a link to the self-enroliment form
and the secret identifier to each end-user. Refer to the section 'The Import Process' for more details.

4. End-users collect and install their certificates.

3.2.2.2.2 Requirements for .csv file

The fields per user in the .csv differs for Organizations depending on whether or not the Principal Name Support is enabled for
the Organization. The Administrator can check whether an Organization or department is enabled for Principal Name
support/customization by contacting the Master Administrator.

3.22.221 For Organizations with Principal Name Support Enabled

There are 12 potential fields per user that can be imported via .csv. 6 are mandatory and there is one conditionally mandatory
value. The 12 potential fields are as follows:

First Name

Middle Name

Last Name

Email Address (Primary)
Alternative Email Address(es)
Validation Type

Organization

Department

Secret Identifier

Phone

Country
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Principal Name

*  'Department’ will be mandatory if the administrator that is importing is a DRAO SMIME.
RAO SMIME (and DRAO SMIME administrators that are also RAO SMIME administrators) have the option to leave
this field blank. See 3.2.2.2.3.General Rules for more details.

*  The 'Secret ID' value can be used to add a layer of authentication to the process. If specified, the user will need to type
the identifier at the certificate enrollment form to complete the process.

*  With the exception of the 'Secret ID' and 'Phone', make sure the fields are imported using as specified below (including
commas (,) and quotation marks ("))

The following table explains the requirements and formats of the values.

Values First Middle Last Email Email Valid Organiza Departm Secre Phon Countr Princip

Name Name Nam Addres Addresse atio tion ent tiD e y al
e s s n Name
(primar (Alternativ Type
y) e)
Required RES Yes |Yes Yes Yes Yes
Min Length | 0 1 3 3 1 0 0 0 2 1
(characters)
EVERCDLIGN 128 | 128 128 128 128 128 128 128 128 |2 128
(characters)
Format Valid Valid email Valid
email address, two
address | separated letter
by space country
code
(WETEWEIEN A-Z, |AZ a- |A-Z, |AZ az |A-Z az |'high' |ANY ANY ANY |ANY |A-Z a-z |ANY
EITCCE a2z, |z, 0-9, |az, (09", |09, |,
0_9, l.l, I_I,II 0_9’ |_|, I_I I_I empt
l.ly I_I’ 1 I.I’ I_I, y or
' " 'stan
dard'
Example:

"First1","Middle1","Last1","User----1-al@abc.com","User----1-sec-
al@abc.com","standard",System,sysdep,"Secret1",380487000001,"UA","User----1-al@abc.com”

Note: If an Organization is enabled for Principal Name support and a Department belonging to the Organization is not enabled
for Principal Name support, when loading end-users of the Department, the Principal Name field must be included but should
be left blank.

3.22.2.2.2 For Organizations without Principal Name Support

There are 11 potential fields per user that can be imported via .csv. 6 are mandatory and there is one conditionally mandatory
value. The 11 potential fields are as follows:

First Name

Middle Name

Last Name

Email Address (Primary)
Alternative Email Address(es)

Validation Type
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Organization
Department
Secret Identifier
Phone

Country

*  'Department’ will be mandatory if the administrator that is importing is a DRAO SMIME.
RAO SMIME (and DRAO SMIME administrators that are also RAO SMIME administrators) have the option to leave
this field blank. See 3.2.2.2.3.General Rules for more details.

e The 'Secret ID' value can be used to add a layer of authentication to the process. If specified, the user will need to type
the identifier at the certificate enrollment form to complete the process.

»  With the exception of the 'Secret ID" and 'Phone’, make sure the fields are imported using as specified below (including
commas (,) and quotation marks (*”) )

The following table explains the requirements and formats of the values.

Values First Middl Last Email Email Valid Organiza Department SecretID Phone Country
Name e Nam Address Address ation tion
Name e (primary es Type

) (Alternati
Required REH Yes |Yes Yes Yes Yes
Min Length | 0 1 3 3 1 0 0 0 2
(characters)
EVERCNLIGN 128 | 128 (128 | 128 128 128 128 128 128 2
(characters)

Format Valid Valid Valid two
email email letter
address | address, country

separate code
d by
space
(WEIEWCIEM A-Z, | A-Z a-|A-Z, |A-Z a-z, |AZ az, |'high', | ANY ANY ANY ANY  |AZ az
ENGTCLI a-7, 0- | 2, 0-9, |a-z, |0-9,"', 109, ", |empt
9’ l.l’ l.l’ l_l, 1 0_9’ I_l, l_l I_l y or
l_l, " ) ',', I_I, 1 lstand
' ard'
Example:

"First1","Middle1","Last1","User----1-al@abc.com","User----1-sec-
al@abc.com","standard",System,sysdep,"Secret1",380487000001,"UA"

3.2.2.2.3 General Rules
The import will fail if;

e Any mandatory field in Requirements for .csv file is missing

e The Organization does not exist

*  The Department, if present, does not exist

*  The Department, if present, does not exist for the specified Organization

e The Primary Email Address is not in a valid format or the email domain cannot be determined
e The domain of the Primary Email Address is not delegated to the Organization

e The domain of the Primary Email Address is not delegated to the Department (if Department is supplied)
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The Secondary Email Address (if supplied) is not in a valid format or the email domain cannot be determined
The domain of the Secondary Email Address is not delegated to the Organization
The domain of the Secondary Email Address is not delegated to the Department (if Department is supplied)

The administrator attempting the import does not have the correct permissions for the Organization and/or
Department:

*  RAO SMIME administrators have permission to import for Organizations (and any subordinate Departments)
that have been delegated to them. RAO SMIME may leave the 'Department' field blank.

*  DRAO SMIME administrators have permission to import for Departments that have delegated to them.
DRAO SMIME administrators cannot leave the 'Department' field blank unless they are also an RAO SMIME

for the same Organization.

3.2.2.2.4 The Import Process

To load the .csv file, click 'Import from CSV' in 'Certificates Management' > 'Client Certificates' interface:

Discovery || Reports |

S5L Certificates Client Certificates Code Signing Certificates
Add Filter: Select.. W
Group by: Ungroup v Y Apply || o Clear
‘-——-'—"_"_\'-.-‘__
c rk Add Expuz Import from CSV“D
e —
Hame E-mail Organization Department
O Alto Maruti alto@example.com Demao Crganization

syanti Studebater

avantishitestdomaind.com Test Ora

The 'Import from CSV' dialog appears.

Import persons from CSVY

| Browse.. [JNo file selected.

e —

File Upload

Lok jre | £33 work, | O e

. |1Z] accounts_dapk.cs
__‘3 [£] admin_dept_no_prin_sup.csv
My Recent I‘;" development_dept.cow
Documentz  [F

fiHEA [Z] bogistics_dept.csv
L% r: transpart_dept.csv

Dezktop

by Diocumerits

iy Campuiter

i) reome (e .
MyNotwok | Flssolbpe: [ Fies *
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»  Click the 'Browse' button, navigate to the .csv file
e Click 'Submit'.
An import status dialog box is displayed. You will see a progress bar indicating that information is being uploaded:

Import persons from CSV

lio_clept cev [ zubmi |
zz [ ' |

CCM will inform you when the process is finished:

Import persons from CSV b4

lio_dept cav [ supmt |
., ]

Processed § elements.

Done.

Close

All imported users appear in the list of end-users in the 'Client Certificates' section and notification emails containing a link to the
self-enrollment form and the secret ID will be automatically sent to the imported end-users, if the checkbox 'Send invitations on
successful upload' is selected.

3.2.2.2.5 Errorsin .csv file

CCM will inform you if there is an error in the .csv file (mandatory fields are missing, for example).

Import persons from CSV b4

[ Browse.. | ib_dept csv | suomit |
3/3 |

Processed 3 elements.
Encountered errors:
Line 3 - Required field 'email' is not specified

Done.

| Cloze |

Only the end-users included in the lines without errors will be loaded to CCM and the end-users included in the lines with errors
will not be loaded.

3.2.2.3 Auto Creation of End-Users via Certificate Self Enrollment Form

End-users applying via the SSL or Client Certificate enrollment form are automatically added to the 'Certificate Management -
Client Certificates' area.

For more details see: Request and issuance of client certificates to employees and end-users.

3.2.3 Editing End-Users

All end-user details can be modified at any time by clicking the 'Edit' button after selecting the end-user's name.
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Edit Person

Crganization: Test Organization o

Department: Mone b

Damain: testdomaini.com ~

E-mail Address™ = @testdomaint.com
First Mame:™ Hudsan

Middle Mame: Fabulous

Last Mame™ Hornet

Feset Secret ID

Validation Type: Standard i

Frincipal Mame: - Copy E-mail

| Ok || Cancel

»  Ifany information in this dialog is changed, with the exception of 'Secret ID', any previously issued client certificates for
this email address shall be automatically revoked.

»  For security reasons, the 'Secret ID' field is not displayed. If the SID needs to be changed, administrator can click the
Reset Secret ID link.

*  Onclicking the link, the Secret ID text box will be displayed, enabling the administrator to specify a new SID.

LastMame:™ [aruti

Secret |D:

Daont Reset Secret D

Validation Type: High e
Frincipal Mame: alto@example.com
| Ok | | Cancel

»  To change the SID, the administrator can type a new SID in this field.
»  Toretain the existing SID, the administrator can click the Don't Reset Secret ID link.

»  'Validation Type' drop down will only be visible if enabled by your Comodo account manager. For an explanation of
validation types, see 'Validation Type' in the 'Add New Person' table of parameters.

*  Renaming an end-user does not affect the search and filtering actions in the Client Certificates Interface. CCM allows
the administrators to search for particular user or client certificates using both the old name and the new name in case
a username is changed.

»  To customize the Principal Name for the end-user, type the new Principal Name as it should appear in the in the
Subject Alternative Name (SAN) field of the certificate in the Principal Name field. To revert the Principal Name to the
email address of the end-user, click the 'Copy E-Mail' button. This button will be available only if this feature is enabled
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for your account.

Full details of the fields available when editing an existing end-user are available in the section 'Add New Person' form - table
of parameters.

3.2.4 Deleting an End-User

An administrator can delete any end-user by clicking 'Delete’ button after selecting the end-user's name.

Person deletion 0

* Arewou sure?
Deleting user will cause current cedificate for that user to be revoked as well.

| ok || cancel

Once the end-user is deleted, their certificate will be revoked.

3.2.5 Request and Issuance of Client Certificates to Employees and End-
Users

End-users can be enrolled for client certificates (a term which covers email certificates, end-user authentication certificates and
dual-use certificates) in three ways:

»  Self Enroliment of End-Users by Access Code - Involves directing the end-users to apply for their own client
certificate by accessing the self enroliment form. The Administrator has to inform the end-user of the URL at which the
self-enrollment form is hosted and the access code of the Organization to which the end-user belongs. This should be
done by out-of-band communication such as email. See the section Self Enrollment by Access Code for more
details.

»  Self Enroliment of End-Users by Secret Identifier - Involves directing the end-users to apply for their own client
certificate by accessing the self enrollment form. The Administrator has to inform the end-user of the URL at which the
self-enrollment form is hosted and the Secret Identifier of the Organization to which the end-user belongs. This should
be done by out-of-band communication such as email. See the section Self Enroliment by Secret Identifier for more
details.

*  Enrollment by Administrator's Invitation - Involves sending invitation mails to end-users previously added to CCM.
The Administrators can send the invitation mail from the CCM interface itself. The invitation mail will contain a
validation link and instructions for the end-users to download and install their certificates. See the section Enroliment
by Invitation for more details.

3.2.5.1 Self Enroliment by Access Code

This section explains how the administrator can direct the end-user for self-enrollment using the access code specified for the
Organization and how the end-user can apply for, collect, download and install their certificate.

3.2.5.1.1 Prerequisites

*  The domain from which the client certificate is to be issued has been enabled for SMIME certificates, has been pre-
validated by Comodo and that the domain has been activated by your Comodo account manager. (i.e. if you wish to
issue client certs to end-user@mycompany.com, then mycompany.com must have been pre-validated by Comodo).

However, if you request a certificate for a brand new domain, then this domain will first have to undergo validation by
Comodo. Once validated, this new domain will be added to your list of pre-validated domains and future certificates will
be issued immediately.

e The domain from which the client certificates are to be issued has been delegated to the Organization or Department.
See Editing an Existing Organization for more details on adding a domain to an Organization.
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e The RAO SMIME or DRAO SMIME administrator has been delegated control of this Organization or Department

e The administrator has checked the 'Self Enrollment' box in the ‘Client Cert' tab of the 'Create/Edit' Organizations
dialog box.

Edit Organization: Test Organization

General

EV Details Client cert Code Signing Certificate

E-mail Template

Self Enrollment:
Access Code™ 11
Web API:
Secret Key* ah123cdedsf OrglD: 56

Allow Key Recovery by Master Administrators:

Allow Key Recovery by Organization Administrators:

Allow Frincipal Mame:
Allow Frincipal Mame Customization:
Client Cert Types
Key llsage Template: KUT
| ok || cancel |

e The administrator has specified an Access Code in the ' Client Cert' tab of the 'Create/Edit' Organizations dialog
box. This should be a mixture of alpha and numeric characters that cannot easily be guessed.

3.2.5.1.2 Procedure Overview
1. Administrator confirms completion of the prerequisite steps.

2. Administrator directs the personal certificate applicant to the 'Access Code' based Self Enrollment Form — making sure
the application is done from the end-user's computer (see section Initiating the enroliment process).

3. Applicant completes then submits the Self Enroliment Form, specifying the correct Access Code for the Organization's
domain. (See section The Self Enroliment Form)

4. CCM sends a validation mail to the applicant which contains a link to the Account Validation form and a request code.
(See section Validation of the Application for more details)

5. Applicant completes the Account Validation form. The certificate request is sent to Comodo CA servers. If the
application is successful, the applicant will be able to download and install their personal certificate. (See section
Certificate Collection.)

6. If the applicant already exists as an 'End-User' (viewable in the ‘Client Certificates’ area of ‘Certificates Management'
section) then the certificate will be added to their account. If the applicant does not exist as an 'End-User' then CCM
will automatically add this applicant as a new 'End-user' at the point of certificate issuance. If the applicant already
exists as an Administrator ( visible in 'Admin Management' ) but not as as a (client certificate) 'End-User' then CCM
will automatically add this applicant as a new 'End-user' to the ‘Client Certificates’ area'. (Click Here for further details)
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Applicant completes then submils

Administrator directs the
client cortificata applicant the seif enrollmont form
to the self onrolfment form Q

Administrator @ 2= Applicant — @—)" Client Certificate

Self Enrollment Form

Validation
) email

Applicant completes
cartificate coflection form
and submits it to Comodo T
Cerfificate
Collection Form Comodo CMsends 2 validation

emif to the applicant which
contains a fink to the
certificate collection form

and sends the certificate signing request to Comodo CA
GComodo CAf delivers the certificate to the applicant.

< (7} - = g Comodo CA processes the application

Applicant downloads and installs tire certificate

throught their interwet browser Comodo
Certificate Manager
7
\/If the user already exists, then the cerfificate is associated with that user's name 0
If not, then a new user is automatically created in certificate manager. Comodo CAsigns and
issues the certificate ComodoCA Backend
Administrators can view and manage the users certificate via the 'Client Certificate’ interface Servers

Client Certificate Issuance Flow

3.2.5.1.3 Initiating the Enroliment Process

After completing the prerequisite steps, administrators need to communicate enrollment details to all and any end-users they
wish to issue client certificates to. The communication must contain the following information:

1. Alink to the Access Code based Self Enrollment Form - https://cert-manager.com/customer/Comodo/smime?
action=enroll&swt=ac

2. The client access code specified in that Organization's Client Cert settings tab..

These details can be informed to the applicant by the any preferred out-of-band communication method like email. The end-user
can access the form at the given url, fill-in with the necessary details and submit it.

Please Note:

The domain of the email address that the end-user specifies in the Self Enroliment Form MUST match a 'Common Name'
(domain) associated with an Organization or Department within an Organization. The applicant MUST be able to receive
emails at this address.

The access code the end-user enters at the Self Enrollment Form MUST match the access code specified by the administrator
for that specific Organization.
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3.2.5.1.3.1 The Access Code Based Self Enrollment Form

Access Code ®

First Mame: * |J|:|hn |
Middle Name: | |
LastMame: * |Smith |
E-mail: * |thI'ISI'I'Iith@tESthI'I'IEIiI'I1.I3IIII'|'| |
Fass-phrase: * T T TIY) | e
Re-type pass-phrase: * ETTII I L |

COMODO CERTIFICATE SUBSCRIBER AGREEMENT
1 Application of Terms |

1.1 The teams and conditions 561 out balow, including all applicabls schedules aflached hamets (collactivaly, the "AguementTl gevenn the elationship belwsan you
ithe “Gpplicant' or “Subsoiber) and Comodo Ci Lid. *Comodo®) with respect o any of the sewvices desoibad hemin. In this Sgresmant, “pou® and “your refar to aach
Subsoriber and iz agents, including each person listed in your aocount information 25 being asociated with wour acoount, and "we®, "us" and "our refer oo lleotively fo |
Comade and its paent and sffilistes. This Agreement explains sur obligations bo you, and your obligatiors to us in relation fo fhe Comodo Subscriplion Sendcels)(as
defined hargin) vou purehaps

1.2 By purchasing o1 sthemiise apphying for Comode's Subsoiption Semvice(s), you agres to establish an aocount with us for such semices. When you use your Jeoount
or pemmit someone else to use vour account to purchase or othenvize acguire access to addibional Comade sewicels) o1 te modify or cancel your Comodo servioels)
(ewen if was waers not notified of such suthosization), this Agiesment a8 smendad cowsm any such semvice or achions, Addiianally, you agies Bhat sach pemon ligled in |
woul desound infoimation a3 baing ssociated with your acesunt for any serices provided Bo you i your agent wilh full authority be el on your behali vith respect ts |
such sareioss. Sy Sookptancs of yvour applicatianis) of requasts for our sarvices and the pefomamcs of cur sarces will ocour at 3rd Flaor, Offics Villags, Exchangs

Quay, Trafford Read, Saltord, Manchester M5 3EQ, United Kingdom.

Sactions 1 thiough 22 apply to any and all Comode Subseiption Services (a5 dafinad balow) The tarms and conditiens sat forth in Schedules & of this Agiasment
apply only to oustomers who have purchased the Comodo serwices eferenoed in such Echedule

2 Definitions and Interpretations

2.1 In thiz Agreement, unless the oondest requires ofhersize, the folloming terms and expressions shall hawe the folloving meanings:

“Businass Day” means any calandar day that i Monday to Friday inclusive, axcduding any days on which the banks in the United States ae dosed for business;
“Comode CPE means the Comodo Cedificate Praclice Statement, a5 amended from fime fo fime, avgilable ot wwan comodo. comfireponiory, a domument sething owut
the moking praclicss that Comads employe fod the Subdciplion Serice andwhich defines the undedying cedificrls processes and Repedibery oparations, a8 may bs

amandad Trem ima te tims;

"Confidential Information® mears all matedial, daka, sysfems and olher infarmalion concerning the eperation, busines, projeddions, makel goals, dialegies,

i acceptthe terms and conditions.® Scroll to bottom of the agreement to activate check baox

Submit || Cancel

3.251.3.2 Form Parameters
Form Element Type Description

Access Code(required) Text Field | This is the Access Code specified for the Organization or Department.

First Name (required) Text Field | Applicant should enter their first name

Middle Name (optional) Text Field | If required, the applicant should enter their middle name

Last Name (required) Text Field | Applicant should enter their last name

Email (required) Text Field | Applicant should enter their full email address. The Email address must be for
the domain belonging to the Organization.

Pass-Phrase (required) Text Field | This phrase is needed to renew or revoke the certificate should the situation
arise.
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Form Element Type Description
Re-type Pass-Phrase Text Field | Confirmation of the above
(required)

Eula Acceptance (required) | Check-box | Applicant must accept the terms and conditions before submitting the form.

Submit Control Submits the application.

Cancel Control Clears all data entered on the form

Note: In addition to the standard fields in the Enroliment form, custom fields such as 'Employee Code, Telephone' can be
added by the Master Administrator. Contact your Master Administrator if such custom fields are required.

After completing the form and clicking the 'Submit' button, a confirmation dialog will be displayed...

You have requested E-mail validation with the following settings:

E-mail: johnsmith@testdomaini . com
Mame: John Smith

An E-mail containing an enrcliment link was sent. Click the link to continue the enrollment process.

...and the applicant will receive an email containing a URL for validating the application, a request validation code and

instructions for downloading the certificate. Upon clicking the link, the end-user will be taken to the Account Validation form. See
the section Validation of the Application for more details. On completion of the validation process, a certificate collection form
will appear, enabling the end-user to download and save the certificate. See the section Certificate Collection for more details.

3.2.5.1.4 Validation of the Application

The applicant will receive a validation email on successful submission of the Self Enrollment Form and after being processed
at Comodo.

The validation email will contain a link to the Account Validation form. The link will also contain a randomly generated 'Request
Code' that the end-user will need in order to validate that they are the correct applicant. Simply clicking on the link in the email
will automatically populate the request 'Code' and 'Email' fields in the Account Validation form.
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File Edit Wiew Go Message Tools Help

E, aet Mail - |_U'rrWrite address Book. «u\: Tag ™

@ Inbo : | ¥alidation Email - You have requ... ﬁ : -

I Q reply l = [ @ Fnrward] [E@ archive] ’ @,l junk] I b4 delete]

from Dema Certificate Services Manager <supporb@demna, cert-rmanager . conm s 10
zubject Yalidation Email - You have requested email certificate validation. 2112013 5:43 PM

ko Yoo ather actions -

. A
Dear John Strth 3
¥ou now need to complete the following steps:

#* Click the following link to wvalidate your email https://demo.cert-—
manager . com customer/ docs/ smime Paction=validates
regquestCode=r]IdiglHdkMnoUVic3IEDJEc 6B &
emai 1= johnstnithi@testdomatn. cotm {if the link doesn't work please
copy request code rjldiglH3kMnoUVieiEDJXLeE and paste it into proper
field in the wvalidation form).

Your redquest code: rijldiglHikEMnoUVieiEDJECLGE

* Type in & PIN Lo protect yvour email certificate

* Click 'Download' Lo collect yvour certificate. ¥You should save
this file to a safe place on your hard driwve.

* Import your new certificate into your email client and/or
internet browser. ([(Please contact yvour adwinistrator for help with i
thizs/Please click the following link for instructions)

@ https: jfdemo. cert-manager, com/customer'docs)'smime? action=+alid atefrequest Code=rildigiH4kMnol_WiG 3D K. .

Note: It is possible for administrators to modify the contents of these emails in the 'Email Templates' area under the
'Organizations > Edit' tab.

Upon clicking the link the applicant will be taken to the validation form.
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Account Validation

Code: * rjldigIH4kMnolVig 3KD X158
E-mail: * jehnsmithi@testdomain.com
PIN: (2]
Re-type PIM:
Select address fields to remaove from the certificate.
Address as it will appear in cerificate Remaove
Address1; ]
Address2:
Address3:
City: ]
State or province: E
Postal Code: ]
Submit Cancel
Form Element Type Description
Code (required) Text Field | The validation request code. This field is auto-populated when the applicant

clicks the validation link contained in the email.

E-mail (required) Text Field Email address of the applicant. This field is auto-populated.

PIN (required) Text Field | The applicant should specify a PIN for the certificate to protect the certificate.
Re-type PIN (required) Confirmation of the above.

Select address fields to Checkboxes | By default, the address details are displayed in the View Certificate Details
remove from the certificate dialog. The applicant can hide these details selectively in the View Certificate

Details dialog by selecting the 'Remove' checkboxes beside the required
address fields. Click here for more details.

Submit Control Submits the application.

Cancel Control Clears all data entered on the form

Selecting Address Fields to be Removed from the Certificate

The following address fields...

*  Addresst;
*  Address2;
*  Address3:
«  City;

e State/Province;
¢ Postal Code.
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...are automatically populated with the address details of the Organization or Department that the user belongs to. The applicant
can choose to remove these details from the client certificate by selecting the 'Remove' check-boxes below beside the
corresponding field. The selected details will not be included in the certificate that is issued. The 'View Certificate Details' dialog
will state 'Details Omitted' next to these fields.

3.2.5.1.5 Certificate Collection

Upon successful submission of the Account Validation form, a download dialog will be displayed enabling the applicant to
download and save the certificate.

Digital Certificate download

Flease save your digital certificate in safe place.

| Download || Cancel

The applicant can collect the certificate by clicking 'Download' and save the file in a safe location in his/her computer.

File Download x|

Do you want to open or save this hle?

Mare: johnsmithi@testdomainl com.pl2
Type: Personal Information Exchange, 6,546

From: demo.cert-manager.com

Open ][ Save ]| Cancel |

l.--’ YWhile filez from the Internet can be useful, zome fles can potentially
@ harm your computer. If pou do naot trust the zource, do naot oper or
= zave this file. What's the risk?

CCM will deliver the certificate to the end-user in PKCS#12 file format (.p12 file). The PIN specified in the PIN fields is used to
protect access to this .p12 file. The end-user will be asked for this PIN when he/she imports the certificate into the certificate
store of their machine.

New end-users: If the end-user does not already exist in Certificate Manager (viewable in the 'Client Certificates' area of
'Certificates Management' section) then he/she will be automatically created and added as a new end-user belonging to the
Organization for which the certificate was issued. This new end-user will now be viewable in the Client Certificates Sub-tab of
the interface with the following parameters:

e Name: The name that the end-user specified at the Client Self Enrollment Form

*  Email: The email address that the certificate was issued to (as specified at the Client Self Enrollment Form)

e Organization: Name of the Organization to which this end-user belongs to.

« Existing end-users: If the end-user already exists, then the certificate will be associated with their end-user name.

See section 'The Client Certificates Area' for more information regarding end-user and client certificate management.

3.2.5.2 Self Enrollment by Secret Identifier

This section explains how the administrator can direct the end-user for self-enroliment using the Secret Identifier specified for the
Organization and how the end-user can apply for, collect, download and install their certificate.
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et =

3.2.5.2.1 Prerequisites

»  The domain from which the client certificate is to be issued has been enabled for SMIME certificates, has been pre-
validated by Comodo and that the domain has been activated by your Comodo account manager. (i.e. if you wish to
issue client certs to end-user@mycompany.com, then mycompany.com must have been pre-validated by Comodo).

However, if you request a certificate for a brand new domain, then this domain will first have to undergo validation by
Comodo. Once validated, this new domain will be added to your list of pre-validated domains and future certificates will
be issued immediately.

*  The domain from which the client certificates are to be issued has been delegated to the Organization or Department.
See Editing an Existing Organization for more details on adding a domain to an Organization.

e The RAO SMIME or DRAO SMIME administrator has been delegated control of this Organization or Department

*  The administrator has checked the "Web API' box in the 'Client Cert' tab of the 'Create/Edit' Organizations dialog
box.

Edit Orgamization: Test Orgamization

General EV Details Code Signing Certificate E-mail Template
Self Enrcliment;
Access Coder” 11
Web API:
Secret Key:" ah123cdedsf OrglD: 56

Allow Key Recovery by Master Administratars:
Allow Key Recaovery by Organization Administrators:
Allow Principal Mame:

Allow Principal Mame Customization:

Client Cert Types

Key sage Template: KUT

| ok || cancel |

»  The administrator has specified a Secret ID for the user using either the "Add User' or 'Edit User' dialog boxes or
when 'Importing from .csv'.The secret code should be a mixture of alpha and numeric characters that cannot easily
be guessed.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 17



Creating Trust Online®

Comodo Certificate Manager - Adrqj_n_i,strator“G'ijT&_é_f i COMODO

et =

Add New Person

Crganization: Test Organization ~

Department: Mone b

Domain: testdomaint.com b

E-mail Address:® jehnsmith @testdomaint.com
First Mame:™ John

Middle Mame:

Last Mame:™

Secret ID: ab123cded5q

Yalidation Type: W

Frincipal Mame: Copy E-mail

| QK || Cancel

3.2.5.2.2 Procedure Overview
e Administrator confirms completion of the prerequisite steps.

»  Administrator directs the personal certificate applicant to either the 'Secret Identifier' based Self Enrollment Form —
making sure the application is done from the end-user's computer (see section Initiating the enrollment process).

»  Applicant completes then submits the Self Enrollment Form, specifying the correct Secret Identifier assigned to
him/her. (See section The Self Enrollment Form)

»  The certificate request is sent to Comodo CA servers. If the application is successful, the applicant will be able to
download and install their personal certificate. (See the section Certificate Collection)

3.2.5.2.3 |Initiating the Enroliment Process

After completing the prerequisite steps, administrators need to communicate enroliment details to each end-user, they wish to
issue client certificates to. The communication must contain the following information:

1. Alink to the Secret Identifier based Self Enroliment Form - https://cert-manager.com/customer/Comodo/smime?
action=enroll&swt=si

2. The secret identifier specified for the end-user.

These details can be informed to the applicant by the any preferred out-of-band communication method like email. The end-user
can access the form at the given url, fill-in with the necessary details and submit it.

Please Note: The domain of the email address that the end-user specifies in the Self Enrollment Form MUST match a
'‘Common Name' (domain) associated with an Organization or Department within an Organization. The applicant MUST be
able to receive emails at this address.

The Secret Identifier the end-user enters at the Self Enroliment Form MUST match the identifier specified for him/her by the
administrator.

3.2.5.2.3.1  Secret Identifier Based Self Enrollment Form

The applicant needs to fill the application form, shown below.
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Digital Certificate Download

Enter your Digital 1D information
Fill in all required fields.

E-mail Address; *

Secret identifier; *

Annual Renewal Pass-phrase

The Annual Renewal Pass-phrase is a unique phrase that protects yvou against unauthorized action on
yvour Digital ID. Do not share it with anvone. Do not (ose i You will need it when you want to revoke or
renew vour Digital 1D.

Annual Renewal Pass-phrase; *

Password:
This value will be used as password to protect access to your Digital 1D,

Password:

Select address fields to remove from the cedificate.

Address as itwill appear in certificate Remuove
AddressT: | |
AddressZ: | |
Address3: | |

=

City: | |

=

State or province: | |

=

Fostal Code: | |

COMODO CERTIFICATE SUBSCRIBER AGREEMENT =
1 Application of Terms

1.1 The terms and condtions set out belos, including all applicable sohedules attached hereto (oollectiwely, the “Agreement?), govem the relationship bebveen you
{the “Applicant’ or*Subscriber™ and Comode CA L. ("Comodo®jweth respect 1o any of the services descibed hemin. In ths Agreemernt, "rou® and *your® efer o each
Subsesiber snd it agents, induding each pedon lwled in your sccount informalion a8 being ameciabed wilh your accownt and "we®, "ug® and "oul” refer collachvely bo
Comodo and it parend and adiliates. This Ageesmant axplaing our obligations to weu, and yeur obligations te us in elation to the Comede Subseription Sevicas) (i
dutined hanain) you parchass.

1.2 By purchasing or obheasize applying for Comada's Subscripbion Semice(s), wou sgres bo esfablish an sccound wilh us for such services, When vou use your account
ol patmil someans elss bo wie wour account be purchass of ofhaseiss docquite access lo additional Comads sanmices) of lo modify a1 cancel youl Comodo ganiceiz)
Cervam I wsare not motiled of such avthodzation), this Agreemant as amanded coves any such sendca or achons. Additienally, you ages that wach peson lided In
wour acoount information as being aseooiated with your account for any servioes prowided o wou & your agent with full authordy te a0t on your behalt wath respect 1o
such services. Any acceplance of your application(s) or requests for our services and the pefomance of our serdces wall ocour at 3rd Flogr, OHice Willage, Exchange
Quay, Tiafeid Road, Salfend. Manchaslar MS SEQ. United Kingdem

Fections 1 through 22 apply to ary and all Comodo Subscripbion Semvices (ax defined below The terme and condidions zet forth in Schedules A of thiz Agreement
Apply anly to curlomen wibo have puichaged the Comodo pamvices elerenced in fuch Schaduls

2 Definitions and Inter pretations

2.1 In this Agreemant, umless the conted raquires olhemise, the follosing teims and wpressions shall haws the Tollossing maanings:

"Business Day® means any calendai day thal iz Monday bo Friday inclusive, excluding any daws on which Ehe banks in the United Skades are closed for Busness;
*Comodo CFS® means the Comede Cebificate Fractive Statemant, a5 amanded from time fo time, available atewee comede.comirepository, a documant safting out
the woking practioes that Comodo employs for the Subscription Servioe and which defines the undedying certificate proceses and Repostory operabions, 25 may be

amended from time fo fime;

*Confidential Infermation” means all material, data, systems and ether information cencerming the cperation, business, prejections, maket goals, shategies,

1 acceptthe terms and conditions.® Scrall to bottom of the agreement to activate check box

| S bmit | | Cancel |
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Form Element Type Description

Email Address (required) Text Field | Applicant should enter their full email address. The Email address must be for
the domain belonging to the Organization.

Secret identifier (required) Text Field | Applicant should enter the Secret ID specified for him/her. This should have
been communicated to the applicant by the administrator.

Annual Renewal Pass-Phrase | Text Field | This phrase is needed to renew or revoke the certificate should the situation
(required) arise.

Password (required) Text Field | The applicant should specify a password for the certificate. This is needed for
accessing the certificate e.g., while exporting the certificate for backup and while
importing the certificate to restore the certificate from the backup. The password
should be entered in the first text box and reentered in the second text box for

confirmation.
Select address fields to Checkboxe | By default, the address details are displayed in the View Certificate Details
remove from the certificate S dialog. The applicant can hide these details selectively in the View Certificate

Details dialog by selecting the 'Remove' checkboxes beside the required

(optional) > .
address fields. Click here for more details.

Eula Acceptance (required) Checkbox | Applicant must accept the terms and conditions before submitting the form.

Submit Control Submits the application.

Cancel Control Clears all data entered on the form.

Note: In addition to the standard fields in the Enroliment form, custom fields such as 'Employee Code, Telephone' can be
added by the Master Administrator. Contact your Master Administrator if such custom fields are required.

Selecting Address Fields to be Removed from the Certificate
The following address fields...

e Addresst;
¢ Address?;
«  City;

e State/Province;
e Postal Code.

...are automatically populated with the address details of the Organization or Department that the user belongs to. The applicant
can choose to remove these details from the client certificate by selecting the 'Remove' check-boxes below beside the
corresponding field. The selected details will not be included in the certificate that is issued. The 'View Certificate Details' dialog
will state 'Details Omitted' next to these fields.

After completing the form and clicking the 'Submit' button a certificate collection form will appear, enabling the end-user to
download and save the certificate. See the section Certificate Collection for more details.

Note: It is possible for CCM Account holders to use their own, custom form templates rather than the default form supplied by
Comodo. See your Comodo account manager for more details on enabling this functionality.

3.2.5.2.4 Certificate Collection

Once the enroliment form is submitted, a download dialog will be displayed enabling the applicant to download and save the
certificate.
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Digital Certificate download

Flease save your digital certificate in safe place.

| Dowenload || Cancel |

The applicant can collect the certificate by clicking 'Download' and save the file in a sale location in his/her computer.

File Download x|

Do you want to open or save this hle?

Mare: johnsmithi@testdomainl com.pl2
Type: Personal Information Exchange, 6,546

From: demo.cert-manager.com

Open ][ Save ]| Cancel |

l.--’ YWhile filez from the Internet can be useful, zome fles can potentially
@ harm your computer. If pou do Aot trust the zource, do not opet or
= zave this file. What's the risk?

CCM will deliver the certificate to the end-user in PKCS#12 file format (.p12 file). The PIN specified in the password fields is
used to protect access to this .p12 file. The end-user will be asked for this PIN when he/she imports the certificate into the
certificate store of their machine.

3.2.5.3 Enrollment by Invitation

This section explains how the administrator can invite the end-user for enroliment from the CCM interface and how the end-user
can apply for, collect, download and install their certificate.

3.2.5.3.1 Prerequisites

»  The domain from which the client certificate is to be issued has been enabled for SMIME certificates, has been pre-
validated by Comodo and that the domain has been activated by your Comodo account manager. (i.e. if you wish to
issue client certs to end-user@mycompany.com, then mycompany.com must have been pre-validated by Comodo).

However, if you request a certificate for a brand new domain, then this domain will first have to undergo validation by
Comodo. Once validated, this new domain will be added to your list of pre-validated domains and future certificates will
be issued immediately.

»  The domain from which the client certificates are to be issued has been delegated to the Organization or Department.
See Editing an Existing Organization for more details on adding a domain to an Organization.

e The RAO SMIME or DRAO SMIME administrator has been delegated control of this Organization or Department

*  The administrator has added the end-user(s) to the Certificates Management > Client Certificates area of CCM.

3.2.5.3.2 Procedure Overview
Client certificates can be provisioned to the employees and end-users by inviting them for enroliment.
Overview of stages:

1. Administrator confirms completion of the prerequisite steps.
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2. Administrator sends invitation for enroliment to the end-users from the CCM interface. (see section Initiating the
Enrollment Process)

3. CCM sends an Invitation mail to the end-user which contains a link to the User Registration Form. (See section
Validation of the Email Address for more details)

4. The end-user completes the User Registration form. The certificate request is sent to Comodo CA servers. If the
registration is successful, the end-user will be able to download and install their personal certificate. (See the section
Certificate Collection)

3.2.5.3.3 Initiating the Enroliment Process

After completing the prerequisite steps, administrators need to send invitations to the end-users.

To send invitation administrator should:
e Click Certificate Management > Client Certificates. The list of end-users added previously will be displayed.
»  Click 'Certs' button at the top after selecting the checkbox beside the end-user's name;

*  Inthe dialog that appears press 'Send Invitation' button. (See screenshot below).

Certificates for: avantisb@testdomain1.com

Veyiig Add Filter: Select... B
O H Group by: Ungroup % W Apply || m Clear
i
SN
| B )vitationnotsent|
| g
Ordered Revoked Expires Certificate Type Order Humber  Serial Number  State

There is no data to display

15 rowsipage 0-0outofo| - |[ - [ - [ ]

After clicking 'Send Invitation', the 'Confirm Invitation' dialog will be displayed:
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Confirm Invitation

First Mame: Avanti

Middle Mame:

Last Mame: Studebaker

E-mail Address: avantis@example.net

Crganization: Test Organization

Department: Test Department

Certificate Type:® Standard Persona Validated Cert3

Term:* 1 year |Z|
| ok || cances

The confirmation dialog displays the details of the user and allows the administrator to choose the client certificate type and the
term.

Certificate Type - If your Organization's account has been enabled for High Personal Validated Certificates AND the
administrator has specified a 'Validation Type' of 'High' * for this user THEN the 'Certificate Type' value will be a drop down menu
rather than flat text. This menu will offer a choice between sending an invitation for a 'High Personal Validated' or a "Standard
Personal Validated' certificate. The default choice is 'High Personal Validated'.

Certificate Term — You can choose the term length for the certificate to be issued to the end-user. The Term' drop-down displays
the term options allowed for your Organization.

*  Upon clicking 'OK', an invitation email will be sent to the end-user.

The email will contain the URL of the certificate validation form, a request validation code and instructions for downloading the
certificate. The request code will be contained within the URL so that applicants can simply click the link or copy and paste the
URL in their browser. See the section Validation of the Email Address for more details. On completion of the validation and user
registration processes, a certificate collection form will appear, enabling the end-user to download and save the certificate. See
the section Certificate Collection for more details.

3.2.5.3.4 Validation of the Email Address

The end-user will receive an Invitation email on the administrator clicking the 'Send Invitation' button.

The invitation email will contain a link to the User Registration form. The link will also contain a randomly generated 'Request
Code' that the end-user will need in order to validate that they are the correct applicant. Simply clicking on the link in the email
will automatically populate the request 'Code' and 'Email' fields in the User Registration form.
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File Edit Wiew Go Message Tools Help

1%1 ek Maill - |_,,1) Wirite address Book, :\:\J Tag~

@ Inbo I - | Invitation Email - You have requ... ﬁ : -

I Q reply l = [ @ Fnrward] [E@ archive] ’ [EBI junk] I # delete]

from Demao Certificate Services Manager <supporb@demnao, cert-manager . coms 10
zbject Inyitation Email - You have requested email certificate validation. 11:53 AM

ko Yoo ather actions -

Dear Alto Maruti,
¥ou now need to complete the following steps:

* Click the following link to wvalidate wywour email htops: /S demo.cert—
manager . com/ customer/ docs/ smiwe Pact ion=invites
requestCode=SgF x IHS vuge SAKTAMT IODNGHE semai 1=alto@example com
[if the link doesn't work please copy request code
SqFuw IHBvwye SdKXANTIIQDHGHNE and paste it into proper field in the
validation form) .

Your redquest code: SgFxIHSywgzSAdEXAMITIODMGHE

* Type in & PIN Lo protect yvour email certificate

* Click 'Download' to collect your certificate. You should save this
file to a safe place on your hard drive.

* Import your new certificate into your email client and/or internet
browser. [(Please contact your administrator for help with this/Please
2lick the following link for instructions)

)

Note: It is possible for administrators to modify the contents of these emails in the 'Email Templates' area under the
'Organizations > Edit' tab.

Upon clicking the link the applicant will be taken to the user registration form.
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| User Registratio

Fass-phrase: *

Code: * SqFXHEywaZEdIOGMIGDHGHK |
E-mail: * alto@example com |
PIN: | | e
Re-type PIN; | |

Re-type pass-phrase: * | |

Select address fields to remove from the cerificate.

Address as it will appear in cerificate Remaove

Road | ]

Address: | Addre

Addressz: | |

Addressa: | |

City: |: ty Mame | ]

State or province:

Postal Code: 12345 | ]
| ~
| COMODO CERTIFICATE SUBSCRIBER AGREEMENT
1 Application of Terms
| 1.1 The terms and conditions set out belos, including ail applicable sochedules attached hereto Coollectwely, the “Agreement®) gevem the miatonship bebween you
fthe “Agplicant’ or*Subseriber and Comodo CA Lk, FComodo®)wath mespect to any of the semices desoibed hemin, In thes Agreement, "you® and *wour® mfer o sach
| Subszesiber and % sgents induding sach patas leted in your account informalion &8 being aseciabed wilh your account and "wa® "ug® and "oul refei calledively ko
| Comodo and i parent and adiliates. This Sgreement axplaing our obligations fo wou, and yeur obligations te us in relation to the Comade Subseription Senicels) (s
| defingd hemnin) you punhass.
1.2 By purchasing or obheasize spplving for Comoda's Subschiplion Semvice(z), you sgres to edaklish an accousd with uz for such sanices, When vouw use your account
of patmil someons alse bo we yeur accaunt b purchass of obhessigs Jequite aceess to addilional Comads semvices) of to modify or cancel youl Comodo genisais)
(avan if s s not notifled of such awthonzation), this Agreemant as amended covars any such sendoa of actions. Adddienally, yeu agies that each pason listed in
wour acoount information as being assoolated with wour acoount for any servioes prowvided fo wou & your agent with full authonty te 2ot o your behalt weth respect to
| such services. Any acceplance of your applicabions) or tequests for our services and the pedformance of sur servces will scour st 3rd Flogr, Ofice Willage, Exchange
| Quay, Tiaffend Road. Salfend, Manchestad M5 SEQ, United Kingdam
Fections 1 through 22 apply to arw and all Comodo Subscription Senvices (ar defined below The terms and condiions set fordh in Schadules A of this Agreement
| apply only to cslomen wibo hive purchiased the Comodo genices referenced in such Scheduls
| 2 Definitions and Inter pretations
2 In this Agresmant, umlass the sonbeed requires sthemise, the tolloming tems and aqiemsions shall havs the Tollosing maanings:
| "Busines Day" means any calendar day hal is Monday to Friday inclusive, excluding any days on which the banks in the United Steles are closed for Business;
*Comoda CPS* means the Comade Cebficate Fractios Statemant, as amended dam fime 1o time, available at wwae comede.comirepositony, a document satting ouf
the woding practioes that Comodo employs for the Subsonpbon Service and which defines the undedying oefdificate processes and Repostory operabons, 25 may be
amended fom time fo fime:
*Confidential Information” means all matenal, data, systems and other information conceming the aperation, business, projections, maket goals, shategies,
-

[]1 accept the terms and conditions.
* 3croll to bottom of the agreement to activate check box

Submit || Cancel

Form Element

Description

Code (required) Text Field | The validation request code. This field is auto-populated when the applicant
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Form Element Type Description

clicks the validation link contained in the email.

E-mail (required) Text Field Email address of the applicant. This field is auto-populated.

PIN (required) Text Field | The applicant should specify a PIN for the certificate to protect the certificate.
Re-type PIN (required) Text Field | Confirmation of the above.

Pass-Phrase (required) Text Field The end-user needs to enter a pass-phrase for their certificate. This phrase is

needed to revoke the certificate should the situation arise.

Select address fields to Checkboxes | By default, the address details are displayed in the View Certificate Details
remove from the certificate dialog. The applicant can hide these details selectively in the View Certificate
(optional) Details dialog by selecting the 'Remove' checkboxes beside the required

address fields. Click here for more details.

Eula Acceptance (required) | Checkbox | Applicant must accept the terms and conditions before submitting the form.

Submit Control Submits the application.

Cancel Control Clears all data entered on the form

Selecting Address Fields to be Removed from the Certificate

The following address fields...

e Addresst;
¢ Address?;
e Address3:
*  City;

e State/Province;
e Postal Code.

...are automatically populated with the address details of the Organization or Department that the user belongs to. The applicant
can choose to remove these details from the client certificate by selecting the 'Remove' check-boxes below beside the
corresponding field. The selected details will not be included in the certificate that is issued. The 'View Certificate Details' dialog
will state 'Details Omitted' next to these fields.

3.2.5.3.5 Certificate Collection

Upon successful submission of the Account Validation form, a download dialog will be displayed enabling the applicant to
download and save the certificate.

Digital Certificate download

Flease save your digital certificate in safe place.

| Dowenload || Cancel |

The applicant can collect the certificate by clicking 'Download' and save the file in a sale location in his/her computer.
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File Download

Do you want to open or save this hle?

Mame: alto(@example. cotm.pl2

Type: Personal Information Exchange, 6,546
From: demo.cert-manager.com

Open ][ Save ]| Cancel |

|.--" Yhile filez from the Internet can be useful, zome files can potentially
@ harm your campuker. If pau do nat trust the zource, do nat opet or
= zawe thiz file. What's the rizk?

CCM will deliver the certificate to the end-user in PKCS#12 file format (.p12 file). The pass-code specified in the PIN fields is
used to protect access to this .p12 file. The end-user will be asked for this PIN when he/she imports the certificate into the
certificate store of their machine.

See section 'The Client Certificates Area' for more information regarding end-user and client certificate management.

3.2.6 Revocation of Client Certificates

The client certificates belonging to any end-user can be revoked by two ways:

»  The Administrator can revoke the client certificate belonging to any end-user, from the Certs dialog accessible by
clicking Certificates Management > Client Certificates > clicking Certs button at the top after selecting the checkbox
beside the end-user's name. See the section 'Certs' Dialog for more details;

»  The end-user can directly revoke their client certificate. See the section Revocation of Client Certificates by End-
Users for more details.

3.2.6.1 Revocation of Client Certificates by End-Users

End-Users can revoke their client certificates on their own, when a necessity arises. On such an occasion, the end-user can
request the administrator. The Administrator can direct the end-user to access the revocation interface hosted at https://cert-
manager.com/customer/Comodo/smime?action=revoke. The pass-phrase set for the certificate is required for revoking the
certificate by the end-user.

3.2.6.1.1 Procedure Overview
1. The end-user requests for access to the self revocation interface to the Administrator.

2. The Administrator directs the end-user to the revocation interface hosted at https://cert-
manager.com/customer/Comodo/smime?action=revoke

3. The end-user accesses the revocation interface and fills the revocation form with the email address and the pass-
phrase set by him/her during self-enroliment or User Registration and submits the form.

4. The client certificate is revoked.

3.2.6.1.2 Revocation form
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SIMIME Certificate Revocation

E-mail: * johnsmith@testdomain1.com|

Pass-phrase: * EEEBENES

Submit || Cancel

3.2.6.1.3 Form Parameters

Form Element Type Description
Email (required) Text Field | The end-user should enter their full email address.
Pass Phrase (required) Text Field | The end-user should enter the pass-phrase of the client certificate. This Pass-

phrase must be the same as entered during self enrollment or in the User
Registration form.

Submit Control Submits the application.

Cancel Control Cancels the process.

3.2.7 Viewing End-User's Certificate

Administrators can view the certificates applied for, downloaded by or issued to the end-users from the Client Certificates area.

Selecting the person whose certificate is to be viewed and clicking the 'Certs' button at the top will open the 'Certificates for..."
dialog.

Certificates for: jsmith@exampledomain.com

Add Filter: Select... ¥
Group by w Spply | | mw Clear
| €@ || Resendnvitation Invitation not sent view || Download
Ordered Revoked Expires Certificate Type Order Number | Serial Number = State Enroll type
® 021.2112013 14:36 022172014 14:55 02;12212014 Star{dard-Per-snna Validated Cert3 14135540 3FZC.521-E|ZU1 AR RE;}'DKEU SeIfEn.rnII
O 0202102014 14:57 Q2220148 Standard PersonaValidated Certd 14135605 J4CEFABAOF:I Downloade Self Enrall

15 rowspage 1-2omof2| == || = || = || == |

Close

»  Select the certificate that you want to view the details and click the 'View' button at the top.
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State:
Ordered:
Type:

Certificate Term:

Cert subject:

Frincipal Mame:

Address1:
Address2:
Address3:

City:
State/Province:
Postal Code:
Collected:
Revoked:
Expires:

Order Mumber:
Serial Mumber:

key Escrow:
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Downloaded

02ME2013

docs Standard Persona Validated Cert

1

John Smith<jsmith@exampledomain.com=
jsmithi@lexampledemain.com

Details Omitted

Details Omitted
Details Omitted
Details Omitted
02M16/2013

02172014
1062009
G4:B0n56:34:C5 3807 FE:08:CO.7ALASF1:37:535:01

Master,Organization

Cloze

Client Certificate 'View' Dialog - Table of Parameters

Type

Description

State Indicates the current status of the certificate.

Invited The end-user has been sent an invitation email by the Administrator.

Requested The request has been sent to the Certificate Authority (CA) for approval.

Applied The end-user has validated the email and applied for the certificate.

Issued The certificate was issued by CA and collected by Certificate Manager. A Blue
font color (Issued) means that the certificate was issued by CA but was not
installed.

Downloaded | The end-user has downloaded the certificate.

Revoked The certificate in question is invalid because it was revoked .

Expired The certificate in question is invalid because it's term has expired.

Rejected CA rejected the request after validation check.

Ordered Numeric Date of the request made by CCM to CA.
Type Text Field Type of the client certificate.
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Client Certificate 'View' Dialog - Table of Parameters

Type Description
Certificate Term Text Field The life term of the certificate
Cert subject Text Field Name and email address of the end-user.
Principal Name Text Field Principal name included in the certificate.
Address 1: Text Fields Displays the address of the Organization as mentioned while requesting for the
Address 2: certificate.
Address 3: Only th9§e address fields that were allowed to be Qisplayed \_Nhile applying for.
- the certificate are shown here and the rest of the fields are displayed as "Details
City: Omitted".
State or Province:
Postal Code:
Collected Numeric Date of the collection of certificate by CCM from CA.
Revoked Numeric Date of the revocation of the certificate.
Expires Numeric Expiry date of the certificate.
Order Number Numeric Order number of the certificate request made to CA.
Serial Number Numeric Serial number of the certificate.
Key Escrow Indicates whether Key Escrow is available for certificate recovery by the
administrator.

3.3 The Code Sign Certificates Area

The Code Sign Certificates area provides administrators with the information and controls necessary to manage the life-cycle of
code signing certificates for their respective Organization/Department.

Visibility of the 'Client Certificates' area is restricted to:

*  RAO Code Signing administrators - can view the code signing certificates and their end-users of Organizations (and
any subordinate Departments) that have been delegated to them.

*  DRAO Code Signing administrators - can view the code signing certificates and their end-users of Departments that
have been delegated to them.

Dashboard Certificates Discovery H Reports H Admins H Settings H About ‘
S5L Certificates Client Cerificates Code Signing Certificates
Add Filter: Select .. bt
Group by: Ungroup o ! v Apply !! m Clear I
[ ¢ || ®madd || Expot || Importfromesw | |
Hame E-mail Order Humber  State Organization Department Expires

) Linda linda@testdomain.com Invited Test Organization

) John Smith Jsmith@exampledomain.com Invited Comoado

) Joseph joseph@exampledomain.com Applied Test Organization
5 rows/page 1-3outof3| == || = || = || == |
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Code Sign Certificates area - Table of Parameters

Description

Name Name of the applicant

Email Email address of the applicant.

Order Order number of the certificate request made to CA.
Number

State Indicates the current status of the certificate.

Invited The applicant has been sent an invitation email by the Administrator

Requested | The request has been sent to the Certificate Authority (CA) for approval.

Applied The applicant has validated the email and applied for the certificate.

Issued The certificate was issued by CA and collected by Certificate Manager, but not downloaded by
the applicant.

Downloaded | The end-user has downloaded the certificate.

Revoked The certificate in question is invalid because it was revoked .

Expired The certificate in question is invalid because it's term has expired.

Rejected CA rejected the request after validation check.

Organizatio Name of the Organization to which the applicant belongs.
n
Department Name of the Department to which the applicant belongs.
Expires Expiry date of the certificate.
Control | Add Allows the administrator to add new end-user for the process of issuing code signing certificate
Buttons

Export Allows administrators to save the list of code signing certificates in CSV format

Import from | Allows administrators to import a list of code signing certificates into Comodo CM in comma

Csv separated values (.csv) format.

Refresh Updates the currently displayed list of users. Will remove any users that have been recently
deleted and add any that have been recently created. Will update details such as Organization,
email etc if those details have recently changed.

Certificate | View Allows to view information about the certificate (see Code Sign certificate "View' dialog
Control description).
Buttons

Note: The

types of

certificate

control

buttons that

are displayed

in the table

header

depends on

the state of
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Code Sign Certificates area - Table of Parameters

Field Name Description

the selected

certificate
Resend Re-sends the invitation email to the end-user (thus validating the applicant's email address and
Invitation enabling them to request their certificate).
Approve Approves the certificate request from the applicants (end-users) and sends the request for the

certificate to CA. If the request is approved by Comodo CA, the certificate State changes to
'Issued'. If the request was declined by Comodo CA because of incorrect enroliment details (for
example, a mistake in the CSR or other form value), then 'State' changes to 'Invalid'. If the
request was declined by Comodo CA for legal reasons then the state of the certificate changes
to 'Rejected".

Certificate requests can be approved by:

*  An RAO Code signing Administrator of the Organization on whose behalf the request
was made.

*  ADRAO Code signing Administrator of the Department within the Organization on
whose behalf the request was made.

Decline Declines the certificate request. This request will not be sent to Comodo CA for processing.
Revoke Revokes the certificate.
Delete Deletes the certificate.

3.3.1 Sorting and Filtering Options

»  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective column

Administrators can search for particular code signing certificates by using filters under the sub-tab:

Add Filter: Select . B

Group by: ngroup v Apply o Clear
u

You can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with another set of options
available from the 'Group by' drop-down. For example, if you want to filter the certificates with 'Name' and group with
'Organization’, select 'Name' from the 'Add Filter' drop-down:

35L Cenificates Client Cerificates Code Signing Certificates

Add Filter Select.. vl

Group by
e Mame

E-mail

Crder Mumber
Qrganization
State

Expires

e Enter part or full name in the Name field.

*  Select 'Organization’ from the 'Group by' drop-down.
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335L Cerificates Client Cerificates Code Signing Cerificates
Add Filter: Select... b
Erame: |j|:|hn
Group by Ungroup |Vj
Ungroup

Crganization
Department

+  Click the 'Apply" button.

The filtered items based on the entered parameters will be displayed.

«  Toremove the filter options, click the ‘Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the 'Code
Signing Certificates' interface in future, the configured filters will be in action and only the search results will be displayed. If
you do not want the filters to be saved, click the 'Clear' button.

3.3.2 Code Sign Certificates View Dialog

Clicking the 'View' button after selecting a certificate listed in the Code Sign Certificates tab will open a panel containing a
summary of that certificate's details.

Code Signing Certificate 0
Mame: John Smith

State: Applied

Order Number: 14518700

E-mail: jsmith@@example.net

Contact E-mail: jsmithi@alternativeemail.com
Crganization: Test Organization

Term: 1 year

Invited: 051412014

Requested: 0542014

Collected:

Downloaded:

Expires:

Response from Comodo CA Being processed by Comodo

Code Sign Certificate 'View' Dialog - Table of Parameters

Form Element Type Description

Name Text Field The name of the applicant.
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Code Sign Certificate 'View' Dialog - Table of Parameters

State Indicates the current status of the certificate.

Invited The applicant has been sent an invitation email by the Administrator.

Requested The request has been sent to the Certificate Authority (CA) for approval.

Applied The applicant has validated the email and applied for the certificate.

Issued The certificate was issued by CA and collected by Certificate Manager, but not
downloaded by the applicant.

Downloaded | The applicant has downloaded the certificate.

Revoked The certificate in question is invalid because it was revoked .

Expired The certificate in question is invalid because it's term has expired.

Rejected CA rejected the request after validation check.

Order Number Numeric Order number of the certificate request made to CA.

Email Text Field The email address of the applicant.

Contact Email Text Field Contact email address or alternative email address of the applicant. The
contact email address may be the customer facing email address like
support@company.com, sales@company.com etc.

Organization Text Field Name of the Organization to which the applicant belongs.

Term Numeric The life term of the certificate.

Invited Numeric Date at which invitation was sent to the end-user.

Requested Numeric Date of the request made by CCM to CA .

Collected Numeric Date of the collection of certificate by CCM from CA.

Downloaded Numeric Date of download of certificate by the end-user .

Expires Numeric Expiry date of the certificate.

Response from CA Text Field Comments, if any, from the CA.

3.3.3

Adding Certificates to be Managed

There are several methods of adding certificates to the Code Sign Certificates area of Certificate Manager.

¢ Manually adding certificates

* Loading multiple certificates from a comma separated values (.csv) file

e Auto Creation of end-users by initiating self enroliment

3.3.3.1 Manually Adding Certificates
»  Click Certificates Management > Code Signing Certificates .
*  Click the 'Add' button to open the 'Add New Code Signing Certificate’ form.
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Add New Code Signing Certificate

Organization: Test Organization |E|
Department: Test Depatment |E|

Domain: example.org |E|

Term: 1 year |E|

E-mail Address® jsmith @example.org
Full Mame:* John Smith

Contact E-mail: jsmith{@alternativeemail.com a

| ok || cancel |

Add New Code Signing Certificate dialog - Table of parameters

Type Description

Organization Drop-down Select the Organization to which the applicant belongs.

Department Drop-down Select the Department to which the applicant belongs.

Domain Drop-down Select the domain pertaining to the Department

Term Drop-down Select the term of the certificate.

Email Address | Text field Enter the email address of the applicant.

Full Name Text field Full name of the applicant.

Contact Email | Text field Enter the contact email address of the applicant that should be included in the
certificate. The contact email address may be the customer facing email address like
support@company.com, sales@company.com etc.

e Complete the 'Add New Code Signing Certificate' form.
e Click 'OK'".

If the applicant is an existing user, the corresponding certificate will be automatically added to CCM. If the applicant is a new
user, an invitation mail will be sent to initiate self enroliment process. Refer to Request and issuance of code signing
certificates for more details on self enroliment.

3.3.3.2 Loading Multiple Certificates from a Comma Separated Values (.csv) File

Administrators can import a list of code signing certificates into Comodo Certificate Manager in comma separated values (.csv)
format. After importing the list, the certificates belonging to existing users will be automatically added and invitation emails will be
sent to new users automatically to initiate the self enrollment process, Refer to Request and issuance of code signing
certificates for more details on self enroliment.

3.3.3.2.1 Procedure Overview
Summary of required steps for adding certificates by loading a .csv file:

1. Administrator generates a .csv file using containing a list of the certificates. .csv files can be exported directly from
spreadsheet programs such as Excel or Open Office Calc.
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2. Administrator loads the .csv file to CCM by clicking 'Load from CSV' in 'Certificates Management' > 'Code Sign
Certificates' interface.

3.3.3.2.2 Requirements for .csv file

»  There are 6 potential values per certificate that can be imported in CCM, but 4 are mandatory. As long as each user
listed in the .csv file has at least these four elements then they can be added into the system.

*  The 6 potential values are as follows. Mandatory values are highlighted in red. Make sure to export with the commas
(,) and the quotation marks (") as specified below

“Organization”,"Department”,”Term”,"Email Address”,”Full Name”,"Contact Email Address”

The following table explains the requirements and formats of the values.

Values Organization = Department Term  E-Mail Address Full Name Contact Email
Address

Required

Min Length
(characters)

64 128

Max Length 128
(characters)

Format intege | Valid email address | Valid name Valid email address

Characters WM ANY 05.01. | A-Z,a-z,0-9,",", |A-Z,a-z,0-9,", ", "' |A-Z, a-Z, 0-9, ", -,
allowed 10 @ D@

Example:
"Test Organization","Test Department","1 year","john_s@example.com","JOHN SMITH","jsmith@alternativeemail.com"

In order to do load the .csv file to CCM, click on 'Import from CSV' in 'Certificates Management' > 'Code Sign Certificates'
interface. A File Upload dialog will appear. Click the 'Browse' button, and navigate to the in .csv file, and click on 'Submit'.
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File Upload

Lok jre | £33 woik vl O3 em

(%] accounts_dapk,csy
__3 r: admin_depk_no_prn_sup. cey
My Recent [E] e _ept csv
Documents | |[Z] logistics_dept.csv

e ['f transpart_dept.csv
l 1 Ea 5} development_dept.csv

Daskiop

My Dacumerts

M_l.l I:.'nmpulu
MyMehwok  Fies of boe: &0l Fies v

" File name: .de'wclnp'ru:rﬂ_d:-pl =) V.
[ coreel ]

Clrse

An import status dialog box is displayed. You will see a progress bar indicating that information is being uploaded. On successful
completion, all the imported data will appear in the list of certificates in 'Code Sign Certificates' and 'Organization’ areas.

Import CSCerts from CSV

development_dept csv | Subimit |
44

Processed 4 elements.

Done.

Close

3.3.3.3 Auto Creation of End-Users by Initiating Self Enrollment

Certificates issued to end-users by the self enrollment process are automatically added to the 'Certificate Management - Code
Sign Certificates' area. For more details see: Request and issuance of code signing certificates.

3.34 Request and Issuance of Code Signing Certificates

3.3.4.1 Prerequisites

»  The domain for which the code signing certificate is to be issued has been enabled for Code Signing certificates, has
been pre-validated by Comodo CA and that the domain has been made activate by your Comodo account manager.
(i.e. if you wish to issue code signing certs to end-user@mycompany.com, then mycompany.com must have been pre-
validated by Comodo.) Al certificate requests made on 'pre-validated' domains or sub-domains thereof are issued

automatically.
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However, if you request a certificate for a brand new domain, then this domain will first have to undergo validation by
Comodo CA. Once validated, this new domain will be added to your list of pre-validated domains and future certificates
will be issued immediately.

*  The domain from which the client certificates are to be issued has been delegated to the Organization or Department.
See Editing an Existing Organization for more details on adding a domain to an Organization.

e The RAO Code Signing or DRAO Code Signing administrator has been delegated control of this Organization or
Department

*  The delegated RAO administrator has enabled Code Signing Certificates for the Organization by selecting the
'Enabled’ checkbox in the ‘Code Signing tab’ of the 'Add New/Edit' Organizations dialog box (see screen-shot below)

b4

Edit Organization: Test Organization

| General || EV Details H Client cert H SSL | Code Signing Certificate | E-mail Template ‘

Enabled:

| oK || Cancel

3.3.4.2 Procedure Overview
The Code Signing Certificates can be provisioned to the employees and end-users using a self-enrollment process.

Overview of stages

e The delegated RAO or DRAO Administrator confirms completion of the prerequisite steps.
e The Administrator sends an invitation email to the applicant for enroliment.

e Applicant validates the email address, completes the online form for auto-generation of CSR and requests for the
certificate.

*  The certificate request is sent to Comodo CA servers by CCM.

»  Ifthe application is successful, CCM sends an email with a download link to the applicant, enabling to download the
certificate.

*  The certificate will be automatically added to the applicant account in CCM and will be manageable form the '‘Code
Sign Certificates' area.

3.3.4.3 Initiating the Enroliment Process
After completing the prerequisite steps, Administrators need to send an invitation to the end-user.

To send invitation and initiate the process
*  Click the Add button from the 'Code Sign Certificates' area.
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Dashboard

Discovery Reports Admins Settings {| About

531 Cenificates Client Cerificates Code Signing Cerificates

Add Filter: Select.. |Z|
Group by Ungroup IZI

Export | i Import from C3W

s S T L)

E-mail Order Humber

I Add New Code Signing Certificate
Organization: Test Organization |_v
Department: Test Department =]

Domain: example.org E
Term: 1 year E
E-mail Address™® J=mith @example.org
Full Mame:* John Smith
Contact E-mail: jsmith{@alternativeemail.com @
| ok || cancel |

Add New Code Signing Certificate dialog - Table of parameters

Type Description
Organization Drop-down Select the Organization to which the applicant belongs.
Department Drop-down Select the Department to which the applicant belongs.
Domain Drop-down Select the domain pertaining to the Department
Term Drop-down Select the term of the certificate.
Email Address* | Text field Enter the email address of the applicant. The invitation message will be sent to this

address. This will be validated before commencing the request process.

Full Name* Text field Enter the Full name of the applicant.

Contact Email | Text field Enter the contact email address of the applicant that should be included in the
certificate. The contact email address may be the customer facing email address like
support@company.com, sales@company.com efc.

Note: Fields marked with * are mandatory.

»  Fill the necessary details and click 'OK'.

An invitation email will be automatically sent to the applicant. The certificate status will be set to 'INVITED' and added to 'Code
Signing Certificates' area of CCM.
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Note: For the new applicants added by importing a .csv file, the invitations will be sent automatically.

3.3.4.4 Validation of Email address and Requisition

The applicant will receive an invitation email with a link to validate his/her email address. An example is shown below.

— ESECE™)
- = " lﬁj In?lt’atIDn Emall % CGdESI'" x ..Iltaf.i-.."‘:.--_ A e B e v.. e m e e e e e e
Eile Edit View Go Message Tools Help
& L+
e " N 2 * - i Search... <Ctri+K> Pl =
Get Mail Write Chat Address Book Tag Quick Filter
From Comodo Certificate Manager 4 Reply = Forward| i Archive @ Junk @ Delete
Subject Invitation Email - Code Signing Certificate Enrollment. 1:51 PM
To John Smith Other Actions ~

Dear John Smith<ismith@example.net:,

You now need to complete the following steps:

* Click the following link to validate your email hitps://hard.cert-manager.com
Jcustomer/docs/cs?action=invitefirequestCode=alPYSbcYD4qzOMyYSry iKNROEVE
email=jsmith¥48exampleX2enet (if link doesn’'t work please copy request code
alPYSbcyYDAqzoOMYSryiKNROEV and past it proper field in wvalidate form).

Your request code: alPYSbcyYD4qzO9MYSryiKMROEV
* Generate Certificate request

Note: It is possible for administrators to modify the contents of these emails in the 'Email Templates' area under the
'Organizations > Edit' tab.

Upon clicking the link in the mail, the email address will be validated and the applicant will be taken to user registration form.
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User Registration

Code: * | alPYSbcYD4qzOMY5HIKNROEY |

E-mail: * | Jsmith@example.org |

Advanced Private Key Options

C3P Microsoft Enhanced Cryptographic Provider v1.0 El
Key Size 2048 : |

Exportable?

User protected? [

This is a code signing license.

Subscriber Agreement:

i Agree* Scroll to bottom of the agreement to activate check box.

When you click the button below, you will see a "Web Access Confirmation” popup, on which you will need
to click "Yes™ and then wait for a few seconds.

Generate

Form Parameters
Form Element Type Description

Code (required) Text Field The Code field will be auto-populated with the certificate request code, on
clicking the validation link in the email. If not, the end-user can copy the
request code from the email and paste in this field.

Email (required) Text Field The email address of the applicant. This field will be auto-populated.
Advanced CSP Drop Down | The applicant can select the cryptographic service provider for the certificate
Private Key from the drop-down (Default = Microsoft Cryptographic Provider v1.0)
Options

Key Size Drop Down | The applicant can select the key size for the private key of the certificate

(Default = 2048 bit)

Note: The private key is generated locally by the crypto module of the browser/
operating system. The key never leaves the computer and no copy is ever
transmitted to the certificate issuer. Comodo does not collect a copy of the
private key at any time and cannot be recovered if it is lost. The certificate is
useless without it. Hence the end-users are strongly advised to backup their
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Form Element Type Description

private key, during certificate installation process.

Exportable Checkbox The applicant can choose whether or not the certificate is exportable.

User Checkbox If enabled, you will be asked to set password and security levels during the
Protected certificate collection process. Windows will prompt you for a password and/or
your permission every time you access your certificate to code sign.

Subscriber Agreement Checkbox Applicant must accept the terms and conditions before submitting the form.
(required)
Generate Control Starts the certificate generation process.

The applicant needs to fill-in the form, accept to the subscriber agreement by reading it and selecting the checkbox 'l Agree' and
click the 'Generate' button. The certificate request will be automatically generated and a request will be sent to CCM.

Your application was accepted, you will be notified by E-mail when your cerificate is ready for collection

The certificate status will be set to 'REQUESTED' in the Code Sign Certificates area. CCM will process the request and send a
certificate request to Comodo CA Server. The certificate status will be set to '"APPLIED'

3.3.4.5 Downloading and Installing the Certificate

The CCM will collect the certificate from the server and send a notification mail to the applicant with a link to download the
certificate. The certificate status will be changed to 'ISSUED' in Code Sign Certificates area. The applicant can follow the link and
download the certificate. The certificate status will be changed to 'DOWNLOADED' in CCM. The certificate can be installed by
the applicant and used to digitally sign the executables.

4 Admin Management

4.1 Section Overview

The 'Admin Management' tab allows administrators to create, manage and edit permissions for new and existing administrators.
There are 6 types of administrators

*  Registration Authority Officer (RAO) - SSL

*  Registration Authority Officer (RAO) - SMIME

*  Registration Authority Officer (RAO) - Code Signing

*  Department Registration Authority Officer (DRAQ) - SSL

*  Department Registration Authority Officer (DRAO) - SMIME

»  Department Registration Authority Officer (DRAO) - Code Signing
Administrative Roles:

Registration Authority Officer (RAO)

*  ARegistration Authority Officer (RAQ) is an administrative role created by a Master Administrator at Comodo CA or
fellow RAO for the purposes of managing the certificates and end-users belonging to one or more CCM Organizations.

«  They have control over the certificates that are ordered on behalf of their Organization(s); over Domains that have
been delegated to their Organization/Dept by the Master Administrator at Comodo CA; over any Departments of their
Organization and over that Organization's end-user membership.
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e The RAOs can create Departments and DRAO Administrators within their own Organization, but they should be
approved by the Master Administrator at Comodo CA.

*  RAO Administrators cannot create a new Organization or edit the General settings of any Organization - even those
Organizations to which they have been delegated control. Click here for more details.

Department Registration Authority Officer (DRAO)
»  Department Registration Authority Officers are created by, and subordinate to, the RAO class of Administrator.
»  They are assigned control over the certificates, users and domains belonging to a Department(s) of an Organization.

»  DRAOs have privileges to access, manage and request certificates for Departments of a Organization that have been
delegated to them by a RAO.

*  DRAOs have no Admin creation rights. They can edit only self or fellow DRAO administrators of the Department(s) that
have been delegated to them.

»  DRAOs have visibility of and can request certificates only for the Department(s) that have been delegated to them.
They have no access to manage certificates belonging to Organizations or Departments for which they have not been
granted permissions. Click here for more details.

It is also possible to create an Administrator with more than one Admin privileges. Further details about the privileges and
security roles of these administrator types can be found in section 1.2.3. Administrative Roles. The remainder of this chapter
contains detailed explanations of the controls available from the 'Admin Management' tab.

Dashboard H Certificates H Discovery H Reports [\ Settings “ About f

Add Filter: Select... .

Group by: Ungroup ¥ v Apply || m Clear i
e || o%Add ||l o Edit || & Delte |

Name E-mail Login Type Role Active [

(@ admindraocssl admindrao@example.com admin_drao_ssl Standard DRAQ Admin - 35L, DRAC ¢

) adminssl admin_ssl@example.com admin_ssl Standard RAQ Admin - Smime, RAO #

) Bob bob@example.com bob@example.com Standard RAQ Admin - S5L

5 rowsipage 1-5outof25| == || = || = || == |
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Admin Management Area - Table of Parameters

Values Description
Name String Administrator's full name.
Email address String Administrator's Email Address (it will be used for client certificate enrollment,
notifications)

Login String The login username of the administrator.
Type Shows the type of the administrators.

Standard lIndicates that the administrator is created in CCM

l[dP Template Indicates that the administrator is added via Identity Provider (IdP) template.

ldP User Indicates that the administrator is added in CCM and was authenticated by IdP
Role RAO Admin SSL | RAO SSL Administrators have privileges to access, manage, request and approve

the requests of SSL certificates for Departments/domains belonging to their
Organization. (More...)

RAO Admin SMIME | RAO SMIME Administrators have privileges to access, manage, request and
approve the requests of Client Certificates for Departments/domains that have
been delegated to their Organization. (More...)

RAO Admin Code | RAO Code Signing Administrators have privileges to access, manage, request
Signing and issue the Code signing Certificates for end-users belonging to their
Organization. (More...)

DRAO Admin SSL | DRAO SSL Administrators have privileges to access, manage and request SSL
certificates for Departments of a Organization that have been delegated to them
by a RAO Admin. (More...)

DRAO Admin DRAO SMIME Administrators have privileges to access, manage, request Client
SMIME Certificates for domains that have been delegated to their Department. (More...)

DRAO Admin Code | DRAO Code Signing Administrators have privileges to access, manage, request
Signing and issue the Code signing Certificates for end-users belonging to their
Department. (More...)

Active Checkbox Indicates whether the administrator is active or not. Also allows delegated RAO
admins to switch other admins between active and inactive states according to
their privilege levels.

Note: An administrator can enable or disable the column from the drop-down button beside the last item in the column:

Active [J
v Role
¥ Active
Control Buttons | Add Enables RAO Administrators to add new administrators.
Edit Enables RAO Administrators to modify the details of the selected administrator.
Delete Deletes the administrator.

Note: If an Administrator is deleted, the details of that Administrator can be
viewed but they will no longer be editable.

Refresh Refreshes the list.
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Certificate Control | Edit Enables RAO administrators to modify the details of the selected administrator.
Buttons
Note: The types of | Delete Deletes the administrator.
certificate control Note: If an Administrator is deleted, the details of that Administrator can be
buttons depend on viewed but they will no longer be editable.
the state of the
selected certificate | View Enables admins to view the details of RAO/DRAQ added by another RAO,
pending approval.
Approve Enables admins to approve RAO/DRAO added by an RAO. The newly added
administrator becomes active only on approval by the Master administrator.
Reject Enables MRAO admins to reject RAO/DRAO added by an RAO, pending
approval.
Reset Lockout Enables Master admins to unlock the login screen that has been locked due to

consecutive five wrong attempts to login.

411 Sorting and Filtering Options

»  Clicking on the column header 'Name', 'Email' or Type sorts the items in the alphabetical order of the entries in the
respective column.

Administrators can search for particular administrator by using filters under the sub-tab:

Add Filter: Select... B
Group by: UngrcrupE| | W Apply || = Clear |

You can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other options that
appears depending on the selection from the 'Add Filter' drop-down.

Add Filter: Select . B

Group by

Raole
Crganization
|T| |_E Show deleted
— ——— Name
E-mail
Login
Type

Hame

For example if you want to search for DRAO SSL administrators belonging to Demo Organization and Demo Department and
group them based on their types:

e Select Role in the 'Add Filter' drop-down.
e Select Organization in the 'Add Filter' drop-down.
The Organization and Department filters will be displayed.
e Select Demo Organization and Demo Department in the Organization and Department in the drop-downs respectively.

e Select 'Type' from the 'Group by' drop-down.
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Add Filter: Select... N

Erole: |DRAO Admin - 551 V|

B organization: Demo Organization ¥ | Department: |Demo Department V|| Refresh

Group by: Type v W Apply || @ Clear
Type

e Click the 'Apply" button.

The filtered items based on the entered and selected parameters will be displayed:

; |
| Name E-mail Login Type Role Active [ |

@ admindraossl

admindrao@example.com admin_drao_ssl Standard DRAQ Admin - Smime, DR#

© SrkDrao srkdrao@comodo.com srkdrao Standard DRAQ Admin - Smime, DRA

) drao 39934 drao39934@comodo.com dran39934 Standard DRAQ Admin - S5L

To remove the filter options, click the 'Clear" button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the 'Admins'

interface in future, the configured filters will be in action and only the search results will be displayed. If you do not want the
filters to be saved, click the 'Clear' button.

4.2 Adding Administrators

1. Click the "Admin management' tab at the top left of the Certificate Manager interface
2. Click the 'Add' button to open the 'Add new Client Admin' form.
3. Complete the 'Add New Client Admin' form.
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Add New Client Admin

*Required

Login:* jsmith_drao_ssl
E-mail:* jsmith@example.com
Forename:™ John

Surname:® Smith

Title: Mr.

Telephone Mumber:  +91123456789

Street: Mount Road

Locality: Lake Dale

State/Province: Alabama

Postal Code: 123456

Country: United States E
Relationship: DRAD 331 Administrator

RAQ Admin - S5L
RAQ Admin - Smime
RAO Admin - Code Signing
& [¥] DRAC Admin - SSL
Role = Test Organization
[ stares Department
TestDepartmem
[C] DRAQ Admin - Smime

[C] DRAO Admin - Code Signing
Expand All

Certificate Auth: Disabled E a

[T Allow creation of peer admin users
[ Allow editing of peer admin users
[ allow deleting of peer admin users

Privileges:
[C] allow DCV
[T Allow S5L details changing
[T Allow 25L auto approve
Password:* sssses

Confirm Password*  sesses

| OK || Cancel |

4. Click 'OK' to add the administrator to the Certificate Manager.
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421 'Add New Client Admin' form - Table of Parameters

Form Element Type Description
Login* Text Field | Administrator should enter login username for the new administrator.
Email* Text Field | Administrator should enter full email address of the new administrator.
Forename* Text Field | Administrator should enter first name of the new administrator.
Surname® Text Field | Administrator should enter surname of the new administrator.
Title Text Field | Administrator should enter the title for the new administrator.
Telephone Number Text Field | Administrator should enter the contact number for the new administrator.
Street Text Field | Administrator should enter the address details of the new administrator.
Locality Text Field
State/Province Text Field
Postal Code Text Field
Country Drop-down
Relationship Text Field | The role of the new administrator, for example, RAO SSL Administrator.
Role* Check-box | Anew administrator can have one or more of the following roles:

e RAOAdmin SSL

*  RAOAdmin SMIME

e RAO Admin Code Signing

e DRAO Admin SSL

*  DRAO Admin SMIME

*  DRAO Admin Code Signing

The new Administrator can be assigned to a particular Organization/Department
by selecting the appropriate Organization/Department from the list that appears
after selecting a role. All Organizations are listed by default. Clicking the '+'
button beside the Organization name expands the tree structure to display the
Departments associated with the Organization.

Clicking on 'Expand All' expands the tree structure to display all the
Departments under each Organization. Clicking on 'Collapse All' in the
expanded view collapses the tree structure of all the Organizations and hides
the Departments under each Organization.

Certificate Auth Drop-down | Enables the administrator to specify whether the new administrator must
authenticate themselves to Certificate Manager with his/her client certificate
over a https: connection prior to being granted login rights.

The drop-down is auto-populated with the client certificate(s) issued by CCM for
the new administrator, based on his/her email address in the 'Email’ field.

Certificate Auth: Disabled : 6
Disabled
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Form Element Description

If authentication is needed, the administrator can select the certificate from the
drop-down. The new administrator can login to CCM, only if the specified
certificate is installed on the computer from which he/she attempts to login.

If authentication is not needed, the administrator can select 'Disabled' from the

drop-down.
Privileges Check- Administrator can assign admin management privileges to the new
boxes administrator. The new administrator will be able to add, edit or remove other

administrators of their own level or of lower level in the hierarchy, depending on
the options selected here.

e Allow creation of peer admin users - Enables the new administrator to
add new administrators from their management interface.

e Allow editing of peer admin users - Enables the new administrator to
edit roles of existing administrators from their management interface

*  Allow deleting of peer admin users - Enables the new administrator to
remove existing administrators from their management interface

Note: The new administrator can create, edit or delete the other administrators
of their own tier and administrators or of the lower tier. Refer to the descriptions
under Administrative Roles in the section 4.1 Section Overview for more
details.

e Allow DCV - Enables the new administrator to initiate Domain Control
Validation (DCV) process for newly created domains. The privilege is
available only for RAO/DRAO SSL Administrators..

e Allow SSL Details changing — Enables the new RAO/DRAO SSL
administrator to change the details of SSL certificates from the
Certificates > SSL Certificates interface.

e Allow SSL auto approve — The SSL certificates requested by the
RAO/DRAO SSL administrators are automatically approved by the
administrator of same level and await approval from higher level
administrator.

Note: The 'Allow DCV' field will only be visible if the features are enabled for
your account.

Password Text Field | Password to access the Certificate Manager interface.

422 Example: Adding Administrator With Multiple Security Roles

1. Click the 'Admin Management' tab at the top left of the Certificate Manager interface.
2. Click the 'Add" button to open the 'Add new Client Admin' form (as shown below).

Add Filter: Select “
Group by: Ungroup % v Apply || & Clear
| | | : ! : e :
| Name E-mail Login Type Role active | [

3. Complete the 'Add New Client Admin' form.
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Add New Client Admin

*Required

Login:* jsmith_drao_ssl
E-mail:* jsmith@example.com
Forename:® John

Surname:* Smith

Title: Mr.

Telephone Mumber:  +91123456739

Street: Mount Road

Locality: Lake Dale

State/Province: Alabama

Postal Code: 123456

Country: United States E
Relationship: DRAC SSL Administrator

RAQ Admin - S5L
RAQ Admin - Smime
RAQ Admin - Code Signing
& [¥]DRAC Admin-SSL
Role = Test Organization
[ stores Department
TestDepartmem
[C] DRAQ Admin - Smime

[C] DRAO Admin - Code Signing
Expand All

Certificate Auth: Disabled E a

[T Allow creation of peer admin users
[ Allow editing of peer admin users
[ Allow deleting of peer admin users

Privileges:
[C] sllow DCV
[T Allow 25L details changing
[ Allow =5L auto approve
Password:* sssses

Confirm Password® sssses

| oK || Cancel |

i.  Fill out the contact and login details that should apply to the new administrator :

ii. Next, you should specify the new administrator's security role:
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A new administrator can be:
*  RAO Admin SSL - Will be able to manage ONLY SSL certificates and ONLY for selected Organization(s).
*  RAO Admin SMIME - Will be able to manage ONLY client certificates and ONLY for selected Organization(s).

*  RAO Admin Code Signing - Will be able to manage ONLY the code signing certificates issued to end-users
belonging to the selected Organization(s).

»  DRAO Admin SSL - Will be able to manage ONLY SSL certificates and ONLY for selected Departments(s).

*  DRAO Admin SMIME - Will be able to manage ONLY client certificates and ONLY for selected
Departments(s).

»  DRAO Admin Code Signing - Will be able to manage ONLY the code signing certificates issued to end-users
belonging to the selected Department(s).

The same RAO can be assigned as RAO SSL, RAO SMIME and RAO Code Signing as required. Similarly, same
DRAO can be assigned as RAO SSL, RAO SMIME and RAO Code Signing as required. Further details about the
privileges and security roles of these administrator types can be found in section 1.2.4.Security Roles.

iii. Select the Organization/Department to which the new administrator will have access.

= [ DRAD Admin-S5L

2 Test Zrganization

. & [¥]DRAO Admin - Smime
Role:
= Test Grganization
Stores Department

DTestDepartment
& [¥]DRAD Admin - Code Signing
= Test Grganization
Stores Department

DTestDepartment
Expand All

If the single RAQ is chosen as RAO SSL, RAO SMIME and/or RAO Code Signing, he or she can have the multiple
privileges only for a particular Organization. Similarly, If the single DRAO is chosen as DRAO SSL, DRAO SMIME
and/or DRAO Code Signing, he or she can have the multiple privileges only for a particular Department.

iv. Set the access password for the new administrator. You can also select the 'Certificate Auth' checkbox.

v. Click 'OK' to save all changes and finish the process.

4.2.2.1 The 'Certificate auth' Field

If enabled, the administrators currently being created will only be able to login to Certificate Manager after authenticating
themselves with an certificate. This means, that the Certificate Manager Server will request the certificate specified during
creation of the administrator in addition to their login and password details.

If Certificate Manager does not detect the authentication certificate specified during adding an admin, an error will be displayed
and the administrator will not be able to login.
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Client Admin Interface

Entered data doesn't match the certificate. To
select another certificate please restart your
browser.

Login:

Passward:

Submit || Reset |

Support link

If Certificate Manager does not detect the correct authentication certificate during login, an error stating that data doesn't match.

The administrator should restart the browser and select the correct digital certificate when requested at the login page. If the
correct certificate is not detected or is not present on the administrator's system then they will not be able to access the
Certificate Manager interface.

Note: In the event that an administrator has replaced their certificate used for 'Certificate Auth', Certificate Manager needs to
re-sync their certificate information. You will need to re-select the appropriate certificate. To do this:

e Open the Admins interface by clicking the 'Admins' tab

e Click 'Edit' button at the top after selecting the radio button next to the administrator's name to re-open the
administrator configuration dialog

e Select the new authentication certificate from the 'Certificate Auth' drop down.

e Save by clicking 'OK'.

4.3 Editing Administrators

All parameters of any administrator can be modified at any time by selecting the administrator and clicking the 'Edit' button at the
top.
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Edit Client Admin

*Required

Login:* bob-drag-ssi

E-mail* maruthicelerio@agmail.com
Forename:™ Bob

Surname:* Duncan

Title: DRAC 3SL Administrator

Telephone Mumber.  +91123456789

Street: Mount Road

Locality: Lake Dale

State/Province: Alabama

Postal Code: 123456

Country: United States E
Relationship: DRAD SSLAdministratnrl

®

RAD Admin - 33L

2]

RAD Admin - Smime

®

RAQ Admin - Code Signing

Rale: DRAQ Admin - S5L

H @

[C] DRAO Admin - Smime

[Tl brRAO Admin - Code Signing
Expand All

2]

Cerificate Auth: Disabled E @

[¥] Allow creation of peer admin users
[ Allow editing of peer admin users
[+ Allow deleting of peer admin users
[C] allow DTV

[T Allow S5L details changing

[ Allow 25L auto approve

Privileges:

Feset Password

| ok || cancel |

Full details of the options available when editing an existing administrator are available in the section 'Add New Client Admin'
form - table of parameters.

4.4 Deleting an Administrator

Master Administrator can delete any administrator by selecting the administrator and clicking the 'Delete’ button at the top.
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Certificate Manager o
e Are you sure?

| Ok || Cancel

e (Click OK to delete the Administrator.

5 Settings

5.1 Overview

The 'Settings' area contains several tabs relating to the overall configuration of CCM. The number of tabs that are visible to a
particular administrator is dependent on their security role.

CQrganizations Domains Maotifications Encryptian
Add Filter: Select.. A
Group by: Ungroup e v Apply || T Clear !
! c ; |! n# Edit ;! Departments | | Domains ;

Hame City State Country Validation Status ﬁ
® Mew Organization Jersey City [N us Moot Validated
() Deme Qrganization City Mame JK UA Mot Validated
) Test Organization Chennai Tamil Nadu 1N Mot Validated

15 rows/page 1-3Joutof3| == || = || = || == |

*  Organizations - Visible only to RAO class administrators. RAOs can view, edit, request new domains and add
Departments to Organizations that have been delegated to them.

e Departments - Visible only to DRAO class administrators. Allows DRAOs to view all Departments that have been
delegated to them and to request new domains for those Departments.

*  Domains - RAO class administrators can view the domains belonging to their Organization; can delegate domains to
subordinate Departments and can request new domains for their Organization. DRAOs can view existing domains and
request the addition of new ones.

* Notifications - Allows administrators to precisely define email notifications to various personnel based on a range of
parameters - including notifications triggered by SSL certificate status, notifications triggered by Client Certificate
status and notifications triggered by Discovery Scan Summaries.

*  Encryption - Visible only to RAO/DRAO SMIME administrators. Allows administrators to initialize a new master key
pair or to re-encrypt the private keys of client certificates held in escrow.

Note: SMIME administrators are strongly advised to familiarize themselves with the information in this section.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 154



COMODO

Creating Trust Online®

5.2 Organizations

5.21 Section Overview

The 'Organizations' area allows RAO class administrators to view and manage their delegated Organizations and any
Departments of that Organization. From here, RAOs can:

»  Edit the way their Organization issues certificates

*  Modify the content of email notifications that are issued on behalf of their Organization
»  Create, Edit or Delete Departments of that Organization

*  Request the addition of new Domains for their Organization

»  Delegate existing Domains to any Organization or Department that they control

'Organizations' and 'Departments' and the delegation of domains to these entities is crucial to the issuance and effective
management of SSL, code signing and SMIME certificates via the Certificate Manager interface. Each Organization can have
multiple Departments. 'Organizations' can only be managed by an RAO administrators whereas 'Departments' can be managed
by a dedicated DRAO administrator or by the RAQ.

Note: DRAO class administrators cannot view or access the 'Organizations' area - they see the 'Departments' area instead.

Summary:

»  Organizations are umbrella entities for the purposes of requesting, issuing and managing certificates for domains and
employees.

»  Each Organization can have multiple Departments. Furthermore, each Organization and each Department can have
multiple domains delegated to it.

*  RAO class administrators can manage all certificates (of the type that they have privileges for), domains and users
belonging to their Organization and any of its sub-Departments. They are also able to create new Departments and
appoint DRAO administrators.

*  RAO class administrators can request that certificates be issued to domains that have been delegated to their
Organization. They can also approve/decline certificate requests from individuals using the external application form.

*  RAO SSL administrators can manage SSL certificates for their Organization/Departments via the 'Certificate
Managements - SSL Certificates' area.

*  RAO SMIME administrators can manage the client certificates of end-users belonging to their
Organization/Departments via the 'Certificates Management - Client Certificates' area.

*  RAO Code Signing administrators can manage Code Signing Certificates for their Organization/Departments
from the 'Code Signing' area.

»  End-users can be assigned membership of an Organization or Department and provisioned with client certificates for
the domain that is associated with that Organization/Department.

*  Awide range of Organization and Department specific email notifications can be set up to alert personnel to changes
in certificate status, changes to domain status, Discovery Scan Summaries, Admin creation and more.

*  RAO and DRAO SSL administrators can utilize the Certificate Discovery feature to audit a network for the presence
of SSL certificates then assign any unmanaged certificates to their Organization or Department.

*  Reports can be run, viewed and exported for an Organization or Department

CCM Entity Administrator Types

Organization RAO Administrator - SSL
RAO Administrator - SMIME
RAO Administrator - Code Signing Certificate

Department RAO Administrator - SSL
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RAO Administrator - SMIME

RAO Administrator - Code Signing Certificates
DRAO Administrator - SSL

DRAO Administrator - SMIME

DRAO Administrator - Code Signing Certificates

Although we strongly advise administrators to carefully plan any Organizational and administrative structure beforehand, it is, of
course, possible to rearrange and tweak your structure at a later date. Organizations, Departments, Domains and Administrators
are each created and configured as independent entities in CCM. It is the association and delegation of these entities into a
coherent superstructure which forms the key to an effective certificate management hierarchy for your enterprise. If you would
like further advice on setting up an Organizational structure and administrative chains-of-command then please contact your
Comodo account manager.

5.2.1.1 Example Scenarios

In order to maximize the effectiveness of your CCM implementation, it is important that you first decide the structure of your
Organizational and administrative hierarchy. CCM's flexibility allows you to create and delegate hierarchies that are as simple or
sophisticated as you require.

*  You can delegate the same domain to multiple Departments
*  You can delegate multiple admins to a single Department
*  You cannot delegate domains directly to admins

The examples listed below are merely workable suggestions for reasonably straightforward situations. Administrators should, of
course, follow their own policies when determining how to setup and manage domains between Organizations and Departments.

Each example outlines a hypothetical issuance scenario followed by two or three alternative solutions that are possible through
CCM:

Example 1:
Scenario: You wish to issue only SSL certificates for a single first level domain and two sub-domains.
Solution 1 - Simple: Certificates for all domains are delegated to the Organization and managed by a single RAO SSL
admin
*  Request the creation of an RAO SSL admin if one does not already exist
» Do not create any DRAO SSL admins
* Do not create any Departments

*  Delegate the domain and all sub-domains your Organization

Organization Name Organization Department Name / Department Admin Domains

Admin(s)

http://website_1.com

Your Organization RAO SSL - http://secure.website_1.com

http://mail.website_1.com

Solution 2 - Simple: Create three Departments and delegate a domain to each one. Create a single DRAO SSL admin
to manage all Departments.

*  Request the creation of an RAO SSL admin if one does not already exist
»  Create and approve a DRAO SSL admin
»  Create three Departments

»  Delegate each domain to a separate Department
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Domains

Your Organization

http://website_1.com

http://secure.website_1.com

Organization Name Organization Department Name / Department Admin
Admin(s)
Department 1
RAO SSL Department 2 DRAO SSL
Department 3

http://mail.website_1.com

Solution 3 - Intermediate: Create three Departments and delegate a domain to each one. Create three DRAO SSL
admins to manage each of the Departments.

Request the creation of an RAO SSL admin if one does not already exist
Create and approve three DRAO SSL Admins

Create three Departments

Delegate each Domain to one of these Departments

Delegate one DRAO SSL Admin to each of the Departments

Organization Name Organization Admin(s) Department Name / Department Admin

Domains

Your Organization

Department 1/ DRAO SSL 1

http://website_1.com

RAO SSL Department 2 / DRAO SSL 2

http://secure.website_1.com

Department 3 / DRAO SSL 3

http://mail.website_1.com

Example 2:

Scenario: Your company issues both SSL certificates and SMIME certificates. Your company operates 2 distinct

websites,

each with it's own unique first level domain name and two sub-domains.

Solution 1 - Simple:

Request the creation of one RAO SSL admin and one RAO SMIME admin if they do not already exist

Do not create any DRAO class admins

Do not create any Departments

Delegate both first level domains and all sub-domains to your Organization

The RAO SSL admin manages all SSL certificates for all domains

The RAO SMIME admin manages all Client Certificates for all domains

Organization Name  Organization Admin(s) Department Name / Department

Admin

Domains

Your Organization

RAO SSL -
RAO SMIME

http://website_1.com

http://secure.website_1.com

http://mail.website_1.com

http://website_2.com

http://secure.website_2.com

http://mail.website_2.com

Solution 2 - More sophisticated:
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*  Request the creation of one RAO SSL admin and one RAO SMIME admin if they do not already exist
»  Create four Departments

»  Create four DRAO SSL admins

*  Create two DRAO SMIME admins

»  Delegate the top level Domain and the two sub-domains of website #1 each to a separate Department.
Assign a DRAO SSL admin to each of these Departments.

»  Delegate the top level Domain and the two sub-domains of website #2 all to Department 4. Assign the
remaining DRAO SSL admin to this fourth Department.

*  Delegate one DRAO SMIME as administrator of Departments 1,2 and 3. Delegate the other DRAO SMIME
as admin of Department 4.

Organization Name Organization Department Name / Department Domains
Admin(s) Administrator
Department 1 DRAO SSL 1 http://website_1.com
Department 2 DRAO SSL 2 http://secure.website_1.com
RAO SSL Department 3 DRAO SSL 3 http://mail.website_1.com

http://website_2.com
Department 4 DRAO SSL 4 http://secure.website_2.com
http://mail.website_2.com

Your Organization

Department 1 http://website_1.com
Department 2 DRAO SMIME 1 http://secure.website_1.com
Department 3 http://mail.website_1.com
RAO SMIME
http://website_2.com
Department 4 DRAO SMIME 2 http://secure.website_2.com
http://mail.website_2.com
5.2.2 Organization Management

5.2.2.1 Organizations Area Overview

Click the 'Organizations' sub-tab of the 'Settings' tab to open the Organization management area.
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Organizations Domains Motifications Encryption
Add Filter: Select... “
Group by Ungroup b «* Apply || W Clear |
! o ; |! o Edit ;! Departments | [ Domains ;
Hame City State Country Validation Status ﬁ
®  Mew Organization Jersey City [N us Mot Validated
() Demeo Qrganization City Mame JK (WL Mot Validated
) Test Organization Chennai Tarnil Madu 1M Mat Validated
15 rows/page 1-3outof3| == || = || = || == |
This area:

» Lists all Organizations available to an RAO admin

e Allows RAO and DRAO admins to modify certificate settings and email templates for their Organization and/or
Department

e Allows RAO admins to request new and delegate existing Domains to an Organization or Department
e Allows RAO admins to search and filter Organizations by Name and Department.
Administrative Roles:

*  RAO Administrators — can only see their own Organization(s) in the 'Organizations' area. They cannot create new
Organizations but can manage and create Departments for the Organization(s) that has/have been delegated to them.

*  DRAO Administrators cannot view the 'Organizations' area. They have visibility only of the 'Departments' tab. They
have the rights to manage only the Department(s) that has/have been delegated to them.

The following table provides a summary of the ability of Administrator types to manage Organizations and Departments:

«  Can Manage the Delegated Organization Can manage Delegated Department (s) (via the 'Departments
«  Can create and manage Subordinate Department(s) |sub-tab)

5.2.2.2 Summary of Fields and Controls

Organizations Area - Table of Parameters

Fields Values Description

Name String Name of the Organization.

City String Name of the City where the Organization is located.

State String Name of the State or province.

Country String Two character country code.

Postal Code Numeric The postal code or zip code of the city.

Validation Status | String Indicates whether the organization has been validated by the Master Administrator
for the issuance of OV SSL certificates.
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Note: An administrator can add more column headers from the drop-down button beside the last item in the column:

v ity
v State
v Country
Fastal Code (Zip Code)
+ Yalidation Status

Control Buttons | Refresh Refreshes the list.

Organization Edit Enables administrators to modify Client, SSL and Code Signing Certificate settings

Control Buttons pertaining to an existing Organization.

Note: The

Organization Delete Deletes the Organization. The button is not visible to RAO and DRAO Administrators.

control buttons — -

appear only on Departments Enablgs a.dmmlstrators to view and manage Departments that belong to that

selecting an Organization.

Organization Domains Enables administrators to view, edit and delegate domains to the Organization and the
Departments within the Organization.

5.2.2.3 Sorting and Filtering Options

*  Clicking on the column header 'Name' sorts the items in the alphabetical order of the names of the organizations.

Administrators can search for particular organization by using filters under the sub-tab:

Add Fitter: Select... -

Group by: | W Apply || & Clear |

You can add filters by selecting from the options in the 'Add Filter' drop-down. For example, if you want to filter the organization
with 'Name":

Add Filter: Select... w
Select..

Group by

] Yalidation Status
o~ o Show delete::_ll | |

e Enter part or full name in the Name field.

Add Filter: Select. v
Shane
Group by . " Apply || & Clear |

»  Click the 'Apply' button.

The filtered items based on the entered parameters will be displayed:
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Name City State Country ~]

() Test Organization City Name State Name US

*  To remove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Organizations' interface in future, the configured filters will be in action and only the search results will be displayed. If you do
not want the filters to be saved, click the 'Clear' button.

5.2.2.4 Editing an Organization

Selecting an Organization and clicking the 'Edit' button at the top will open the Edit Organization dialog.

Organizations Diomain MNotifications Encryption
Add Filter: Select. v
Group by, Ungroup w _;_:ﬂ-ﬂ_ﬂ_r)"-

Departments Domains

‘ EV Details l Client cert SSL

Demao Organization| Organization MName:®

Code Signing Certificate H E-mail Template .
Test Organization | ;4qreceq
Address2:
Address3:
City:®
State/Province:™
Postal Code”
Country:®

Validation Status Mot Validated
Anchor centificate

ACL et

The dialog enables the RAO and DRAO Administrators to modify certificate and email settings for their Organization or
Department. The precise functionality available in this dialog depends on the type of RAO administrator that is logged in:

e RAO SMIME admins see 'General Settings', 'Client Cert' and 'E-mail Template' tabs
*  RAO SSL admins see 'General Settings', 'SSL' and 'E-mail Template' tabs
*  RAO Code Signing admins see 'General Settings', 'Code Signing Certificate' and 'E-mail Template' tabs

Note: Any changes you make to the settings of an existing Organization will NOT affect certificates that have already been
issued.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 161



COMODO

Creating Trust Online®

5.2.24.1 General Settings

RAO and DRAO Administrators cannot edit the name and address details in the '‘General' settings relating to an Organization.
Please contact the Master Administrator at Comodo CA should your company wish these details to be altered.

Note: The Master Administrator at Comodo is the person responsible for approving requests made by RAO and DRAO
administrators. This includes approving requests for creating new domains; delegating domains to Organizations and requests
for new SSL and Code Signing Certificates. The Master Administrator also initiates the process for validating an organization
and departments under it for the request and issuance of OV SSL certificates.

Edit Organization: Test Organization i 4

m| EV Details H Client cert H S5L ” Code Signing Certificate || E-mail Template ‘

Qrganization Mame:®

Address1®
Addressz:
Addressa:
City:
State/Province®
Postal Code®

Country®

Validation Status: Mot Validated

Anchor cerificate:

| OK || Cancel |

e ACL: Enables the administrator to configure and limit incoming access to the CCM interface to certain IP addresses
and ranges. This is very useful if they want to grant access only to certain IP addresses and so prevent unauthorized
or unsecured access to the CCM interface. After specifying one or more IP addresses or ranges in CIDR notation, only
administrators attempting to login from these specified addresses will be allowed access.

Imposing Access Restrictions to CCM interface

Security Roles:

*  RAO - can impose access restrictions to CCM for the management of the certificates, administrators, end-users and
settings for the Organizations (and any subordinate Departments) that have been delegated to them.

*  DRAO - can impose access restrictions to CCM for the management of the certificates, end-users and settings for the
Departments that have been delegated to them.

To limit incoming access to the CCM interface

»  Click the ACL button from the Settings > Organizations > 'Edit Organization' dialog. The 'Access Control for' dialog will
appear.
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Access Control for: Test Organization

Incoming IP Address Restriction

[ e |[ waw [|[ stegt |[ & Deete |

CIDR Description

& 1242000016 Testip range

15 rowsipage 1-1outof1 E’___”___”:

CIDR Short for Classless Internet DOMAIN Routing. Administrator should specify IP range: it should
be IP address followed by network prefix, e.g. 123.456.78.91/16.

Description Contains a short description for the IP range as entered by the administrator while creating
the CIDR.

Controls Buttons Description

Edit Enables administrator to edit CIDR's details.

Delete Enables administrator to delete the CIDR.

Add Opens 'Add IP Range' dialog

Refresh Updates the list of IP ranges.

To Add a new IP Range

e Click 'Add'. The 'Add IP Range' dialog will appear.

Add IP Range o
CIDR:" 123 486 78 91 ;1
Description:* |dzer-friendly name for this range

I (]2 I I Cancel

*  Enter the IP range, followed by network prefix, e.g. 123.456.78.91/16.
»  Enter a short description for the IP range
e Click OK.

The IP range will be added as a new CIDR and the access to CCM from the new IP range will be allowed.

5.2.2.4.2 EV Details Tab

RAO and DRAO Administrators cannot edit the details in the 'EV Details' tab relating to an Organization. Please contact the
Master Administrator at Comodo CA should your company wish these details to be altered.

Note: The EV details tab is displayed only if Extended Validation Registration Authority (EVRA) feature is enabled for your
CCM account. Contact your Master Administrator for enabling this feature.
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Edit Organization: Test Organization x

General | EREEETE | Client cert H SSL H Code Signing Certificate || E-mail Template ‘

Incorporating Agency: =

Main Telephone Mumber:

DUM and Bradstreet Mumber:
Company Registration Number:
Lacality:

State or Province of Incorporation: i
Country of Incorparation:
Date of Incarparation:

Business Category:
Contract Signer:

Title:

i€

| OK || Cancel

5.2.2.4.3 Client Cert Settings Tab

The 'Client Cert' tab allows RAO SMIME administrators to configure enrollment and term settings relating to client certificates
issued to end-users. The settings chosen in this section relate only to those client certificates issued to the domain associated
with the currently selected Organization.

Edit Organization: Test Organization ]
| General || EV Details “ SSL H Code Signing Certificate |

Self Enrollment;

Access Code’™ 123456

Web API:

Secret Key® abh123cdeds

Allow Key Recovery by Master Administrators:
Allow Key Recovery by Organization Administrators:
Client Cert Types Customize

Key lsage Template:

| oK || Cancel

5.2.2.4.4 Client Cert Settings - Table of Parameters

Field Name Description

Self Enrollment Check-box Checking this box will allow the end-users that belong to the Organization to
apply for a personal certificate using the application form. The administrator can
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Description

send an email containing a link to the self-enroliment URL to an end-user by

checked clicking the 'Send Invitation' button in the 'Certificates' configuration menu for
that user.
Users that apply for a client certificate using the enrollment forms will also be
automatically created as a new 'End-User" in this Organization/Department if they
do not already exist. (List of end-users is viewable in the 'Client Certificates' area
of 'Certificates Management' section).
Access Code String Access Code - To authenticate the certificate application, applicants are
(Appears only if required to provide an access code at the Client Certificate Self Enrollment
the 'Self Form. The RAO administrators can modify the Access Code set by the Master
Enrollment’ Administrator while creating the Organization and should choose a complex
check-box is access code containing a mixture of alpha and numeric characters that cannot
selected) be easily guessed. This access code should be conveyed to the applicant(s)
(Required) along with the URL of the sign up form.
Web API Check-box Checking this box enables certificate enrollment through the WebService API.
Default state - not Tr}is requires a special agreement with Comodo. For detailed instructions please
checked refer to Web APl documentation.
Secret Key String The Secret key is a phrase that is unique to the Organization. This phrase
(Appears only if restricts access for enrolling certificates for that Organization.
the 'Web AP!I'
check-box is
selected)
Allow Key Check-box If selected, the Master Administrator will have the ability to recover the private
Recovery by Default state - checked keys of client certificates issued by this Organization. At the point of creation,
Master v each client certificate will be encrypted with the Master Administrator's master
Administrator public key before being placed into escrow. If this box is selected then the
Organization will not be able to issue client certificate UNTIL the Master
Administrator has initialized their master key pair in the Encryption tab.
See 'Encryption and Key Escrow' for a more complete explanation of key
recovery processes.
Allow Key Check-box If selected, the RAO will have the ability to recover the private keys of client
Recovery by Default state - checked certificates issued by this Organization. At the point of creation, each client
Organization B certificate will be encrypted with the RAOs master public key before being placed
administrators Not modifiable into escrow. If this box is selected then the Organization will not be able to issue
client certificate UNTIL the RAO has initialized their master key pair in the
Encryption tab.
See 'Encryption and Key Escrow' for a more complete explanation of key
recovery processes.
Client Cert Types Button The Client Cert types customization options allow the administrator to specify the
‘Customize’ Client Certificate types and term lengths that will be available for this

Organization through the Self Enrollment Forms. Refer to the section
Customize an Organization's Client Certificate Types for more details.

»  Clicking the 'Customize' button will open the 'Bind Client Cert Types'
interface.

» Al choices made in the 'Bind Client Cert Types' interface will apply only
to this specific Organization..

» Ifa particular certificate type or term is not visible in the 'Bind Client
Cert Types' area then it may need enabling in the 'Client Cert Types'
area. RAO SMIME and DRAO SMIME Administrators should seek the
advice of the Master Administrator.
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Field Name Type Description
Key Usage Drop-down The Key Usage Template (KUT) options allow administrators to specify the scope
Template of key usage in client certificates of this Organization and its sub-ordinate

Departments. It is possible for a key to be capable of (1) Digitally signing (2)
Encrypting (3) Both signing and encrypting. Please refer to the section 'Defining
Key Usage Template for an Organization's Client Certificates' for more
details.

»  The 'KUT'" drop-down will display the list of options to specify the
usage scope of the keys of client certificates of end-users belonging
to the organization. The options are limited to those as allowed by the
Master Administrator.

*  The KUT defined through the 'Key Usage Template' drop-down will
apply only to this specific Organization.

Important Note: The Key Usage Template (KUT) drop-down will be visible only if
the feature has been enabled for the Organization and the Master Administrator
has set the allowed KUTs for the Organization.

5.2.2.441 Customize an Organization's Client Certificate Types

The types and term lengths of Client Certificates that are available to any particular Organization can be customized using the
'Bind Client Cert Types' interface. Creating a targeted 'certificate roster' simplifies the certificate selection procedure at the
application forms and helps avoid applications for certificates which are inappropriate for that Organization.

Security Roles:

* RAO SMIME - can customize client certificate type availability only for the Organizations and the Departments
belonging to the Organizations that are delegated to them.

*  DRAO SMIME - cannot customize client certificate type availability.

To access the 'Customize Client Cert Types' interface, click the 'Customize' button under the Client Cert tab of the Edit
Organization interface:

Edit Orgamization: Test Orgamzation

| General || EV Details ‘ Client cert ‘ SSL H Code Signing Certificate |

Self Enroliment:

Access Code™ 123456
\eb API:

Secret Key™® ab123cdeds

Allow Key Recovery by Master Administratars:

Allow Key Recovery by Organization sdministrators:

Client Cert Types

Key Usage Template:

| oK || Cancel |

This will open the 'Customize Client Cert Types' for that Organization, that enables to restrict the Client Cert types that will be
available to applicants using the Self Enrollment Form for that Organization.
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Customize Client Cert Types

| Enrollment Form |
| Mlcustomized |
Hame' Terms' Validation Type
Stancard Persona Validated Cert (-1) Select.. STAMDARD
[High
| appry |
| (u]i | | Cancel

By default, the 'Customized' option is left unchecked so that all the certificate types are available through the self enroliment
forms (both Access Code and Secret ID based application forms).

To restrict the Client Cert types and their term lengths:
1. Select the 'Customized' checkbox.

2. Check the names of the certificates you wish to be available for the Organization leave the others unchecked.

3. Click the 'Select' button next to the certificate name to choose which terms will be available. If you want to set the
selected term as default term for the selected certificate type, select Default radio button.

Customize Client Cert Types b4
| Enrollment Form |
| [¥] customized |

Name* Terms* Validation Type
[] Standard Persana Yalidated Cert 13 | Select.. | STAMDARD
[#]High Select... HIGH
Terms Default
[ sppy | dyears @
| Ok | | Cancel |

4.  Select the Validation type from the drop-down.
The two options available are 'Standard' and 'High' validation types.

‘Standard' certificates can be issued quickly and take advantage of the user authentication mechanisms that are built
into CCM.

A user applying for a 'Standard Personal Validation' certificate is authenticated using the following criteria:

e User must apply for a certificate from an email address @ a domain that has been delegated to the issuing
Organization

»  The Organization has been independently validated by an web-trust accredited Certificate Authority as the
owner of that domain

»  User must know either a unique Access Code or Secret ID that should be entered at the certificate
enroliment form. These will have been communicated by the administrator to the user via out-of-band
communication.

»  User must be able to receive an automated confirmation email sent to the email address of the certificate
that they are applying for. The email will contain a validation code that the user will need to enter at the
certificate collection web page.

'High Personal Validation' certificates require that the user undergo the validation steps listed above AND

»  Face-to-Face meeting with the issuing Organization.

Note: The additional validation steps must be completed PRIOR to the administrator selecting 'High Personal Validation' type.
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5. Click OK.
The administrator needs to log out then back in again for the customization options to take effect.

Only the types and terms of client certificates that are selected in the 'Bind Client Cert Types' interface will now be available in
the Type' drop-down field of the Self Enroliment form.

5.2.2.44.2 Defining Key Usage Template for an Organization's Client Certificates

Important Note: The Key Usage Template (KUT) drop-down will be visible only if the feature has been enabled for the
Organization and the Master Administrator has set the allowed KUTs for the Organization.

Security Roles:

RAO SMIME - Can define KUT for Organization(s) delegated to them and the Departments belonging to those Organizations.
The KUT options available for an Organization depend on the templates defined for the Organization by the Master
Administrator.

DRAO SMIME - cannot view or change the KUTs.

The KUT for the Client Certificates of the end-users belonging to any particular Organization can be defined through 'Key Usage
Template' drop-down. Defining the templates restrict the usage of the client certificates to the purposes of digital signing,
encryption or both depending on the nature of the Organization and limits the inappropriate usage by the end-users.

To define KUT for the Organization

e Click the drop-down arrow beside the 'Key Usage Template' drop-down box. The list of options as allowed by the
Master Administrator for the Organization will be displayed.

Edit Organization: Test Organization
General EV Details Chient cert SSL Code Signing Certificate

Self Enrallment:
Access Code™ 123456
Web API; ]

Allow Key Recovery by Master Administrators:

Allow Key Recovery by CQrganization Administrators:
Client Cert Types Customize

kKey llsage Template: Mane

e ~{Dual Use

e Select the option and click OK.

Notes:

e Only one KUT can be specified by the RAO Administrator for an Organization and it will apply only to this specific
Organization.

e |f the Master Administrator has not assigned any templates, the options will not be available.
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Client Cert Types | Customize |

Key Usage Template:

T

5.2.2.4.5 SSL Certificates Settings Tab

The 'SSL' tab allows RAO SSL administrators to specify Self Enroliment, certificate types and term lengths, Web API capabilities
and expiry synchronization settings relating to the SSL certificates issued to the domain associated with the Organization (or
Department of the Organization).

Edit Organization: Test Organization 0
General EV Details Client cert Code Signing Certificate E-mail Template

Self Enrollment:

Access Code® 123456

Sync. Expiration Date:

Sync. Month: Motused IEI

Sync. Day; 1 (1-31)

Server Software

| ok || cancel

5.2.24.6 SSL Certificates - Table of Parameters

Field Name Type Description

Self Enrollment Check-box Checking this box will enable external requests for SSL certificates to be made

Default state - not by using the Self Enrollment Form.

checked »  Certificates requested using the Self Enrollment Form will appear in
the 'SSL Certificates' sub-tab of 'Certificates Management' section of
Comodo Certificate Manager before they are submitted to Comodo CA
for validation. It is the responsibility of the administrator to review then
approve or decline the request. If the request is approved it will then be
forwarded to Comodo CA for processing. If the application is made for
a domain that has been pre-validated for your account then certificate
will be issued immediately. If the application is made for a new domain,
then Comodo will first need to validate your company's ownership of
that domain prior to issuing the certificate. After successful validation,
the new domain will be added to your list of 'pre-validated' domains
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and future certificates will be processed immediately.

*  To successfully complete the SSL request, the applicant must supply
the correct Access Code for the Organization the Self Enroliment
Form. This Access Code should be communicated to the applicant
using out-of-bands methods.

*  Provided that the Access Code matches the Organization being
applied for AND the email address that the applicant entered at the
enrollment form is from the same domain as that Organization's
'‘Common Name' then SSL certificates can be requested by individuals
that do not yet exist in Comodo Certificate Manager. In such
circumstances, a new end-user will be automatically created under the
'SSL Certificates' sub-tab of CCM interface with the end-user name
'requesterSSL <DOMAIN.com>' (where DOMAIN.com = the domain
name for which the application is being made). This End-User will
automatically be assigned membership of the Organization that the
SSL Certificate was ordered for but will not own a Client Certificate.

Date

Access Code String Access Code - To help authenticate the certificate application to Certificate

(Appears only if Manager, applicants are required to provide an access code at the Self

the 'Self Enrolliment Form. Administrators should choose a complex access code

Enrollment’ containing a mixture of alpha and numeric characters that cannot easily be

check-box is guessed. This access code should be conveyed to the applicant(s) along with the

selected) URL of the sign up form. Applicants requesting an SSL certificate using the Self
Enrolliment Form will be required to enter this code.

Sync. Expiration Check-box Checking this box will enable the ability to modify and synchronize the expiration

month and day of all certificates issued to the Organization.

» ltis possible to select only a specific day of the month for expiry
(simply select 'Not Used' for 'Sync. Month")

» ltis possible to select both a specific day and a specific month for
expiry.
» Itis not possible to specify just a month of expiry.

Sync. Month:

Drop-down Selection

Allows Administrators to choose a specific month of the year during which all
certificates issued to the Organization will expire. Administrators will also need to
choose a specific day of expiration.

Sync. Day:

String
Numeric character.

Between 1-31 if no
specific month is
chosen.
Between 1-31; 1-30 or
1-28 if a specific month
is also chosen.

RAO SSL administrators can specify the day of the month on which certificates
issued to the domain will expire.

Specifying a certain day of the month for expiry for all SSL certificates issued to
an Organization(s) can greatly simplify the certificate management process -
especially in enterprises with large volumes of certificates.

Note 1: Certificate terms cannot exceed the duration selected at the SSL
certificate application form. This means:

* Ifaspecific Month is ALSO selected at the 'Sync. Month' drop down
THEN the certificate will expire on the occurrence of that precise date
that is closest to the certificate term selected on the SSL Certificates
Self Enrollment Form or the Built In Application Form

» Ifaspecific Month is NOT selected at the 'Sync. Month' drop down
THEN the certificate will expire on the numbered day of the month that
is nearest to the certificate term selected on the SSL Certificates Self
Enroliment Form or the Built In Application Form

Example: Ordinarily, a 2 year certificate issued on the 12th of August 2008 would
expire 730 days later on the 12th August 2010.

However:
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Field Name Description

» Ifthe administrator has ONLY specified day 16 as the 'sync expiry day'
then the certificate will expire on the 16th of July 2010

»  Ifthe administrator has ONLY specified day 5 as the 'sync expiry day,
then the certificate will expire on the 5th August 2010

»  Ifthe administrator has specified 14th of June as the sync expiry 'day'
and 'month’, then the certificate will expire on the 14th June 2010

* Ifthe administrator has specified 14th of August as the sync expiry
‘day' and 'month’, then the certificate will expire on the 14th August
2009

Note 2: Specifying a sync expiry day only affects certificates issued from that
point forward. The expiry date of certificates that have already been issued will
not change. The sync expiry day will, however, apply to all renewals of existing
certificates.

Web API Check-box Checking this box enables certificate enrollment through the WebService API.
Default state - not | 11is requires a special agreement with Comodo. For detailed instructions please
checked refer to Web API documentation.

Secret Key String The Secret key is a phrase that is unique for all Organizations. This phrase
(Appears only if restricts access for certificate enrollment for that Organization.

the 'Web API'
check-box is
selected)

Used in pair with 'Organization ID' (visible only for already created
Organizations).

SSL Types Button The SSL types customization options allow the RAO SSL admin to specify the
) SSL Certificate types and term lengths that will be available for this Organization

'Customize o -
for new certificate applications.

»  Clicking the 'Customize' button will open the 'Bind SSL Types'
interface.

»  All choices made in the 'Bind SSL Types' interface will apply only to this
specific Organization.

* ltis possible to make different certificate types and terms available to
the applicant depending on whether the application is made using the
Built-in application form (Admin Ul) or the (Self) Enroliment form.

» Ifa particular certificate type or term is not visible in the 'Bind SSL
Types' area then it may need enabling in the 'SSL Types' area. SSL
Administrators should seek the advice of the Master Administrator.

Server Software | Button The Server Software customization options allow the administrator to specify the

‘Customize’ types of server software that are allowed for this Organization.

»  Clicking the 'Customize' button will open the 'Server Software'
interface, with a list of server software

e The administrator can select the server software that can be used for
the Organization

» Al choices made in the ' Server Software' interface will apply only to
this specific Organization.

»  The server software selected in this field will be available in the 'Server
Software' drop-down of both the Built-in application form (Admin Ul) or
the (Self) Enroliment form. See section Customize an Organization's
Server Software Types for more details on this.

5.2.2.4.6.1 Customize an Organization's SSL Certificate Types

The types and term lengths of SSL certificates that are available to any particular Organization can be customized using the
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'Bind SSL Types' interface. Creating a targeted 'certificate roster' simplifies the certificate selection procedure at the application
forms and helps avoid applications for certificates which are inappropriate for that Organization.
Security Roles:

* RAOSSL - can customize SSL certificate type availability only for Organizations (and any subordinate Departments)
that are delegated to them.

*  DRAO - cannot customize SSL certificate type availability.
To access the 'Bind SSL Types' interface, click the 'Customize' button under the SSL tab of the Add Edit Organization interface:

Edit Organization: Test Organization 4
General EV Details Client cert Code Signing Certificate E-mail Template

Self Enroliment;

Access Code™ 123456

Sync. Expiration Date:

Sync. Month: Mot used IEI

Sync. Day; 1 (1-31)

SEL Types

Server Software

This will open the 'Bind SSL Types' for that Organization.

Bind SSL Types x|
| Admin Ul | | Enroliment Form |
| ] customized | | Ml customized |

Name Terms Name Terms
Instanit S5L | =zelect. | Instant 551 (=L
[¥] Multi-Dormain Instant SEL Certificate | =zelect.. | [ Multi-Domain Instant SEL Certificate | =zelect.. |
PremiumSSL Wildeard Certificate | select.. | PremiumSSL Wildcard Certificate | seiect. |
[¥] S5LEV Certificate (=L [¥] 85LEV Certificate | seict. |

e Admin Ul - Determines the SSL certificate types that will be available to applicants using the Built In Application
Form for that Organization.

*  Enrollment Form - Determines the SSL certificate types that will be available to applicants using the Self Enroliment
Form for that Organization.

» ltis therefore possible to choose a different selection of certificate availabilities for an Organization depending on
whether the Built-in or Self-Enrollment form is to be used.

By default, the 'Customized' option is left unchecked so that all the certificate types are available through both types of
application form.
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To restrict the SSL types and their durations

1. Select the 'Customized' option below either or both 'Admin UI' or 'Enrollment Form'.
2. Check the names of the certificates you wish to be available to that Organization and leave the others unchecked.

3. Click the 'Select' button next to the certificate name to choose which terms will be available.

Bind SSL Types 4
| Admin Ul | | Enroliment Form |
| I customized | | [ customized |

Name Terms Name Terms
[ Instant S5L | select.. | [ instant S5L | select.. |
[ Mutti-Darnain Instant S5L Cetificate | select. | [ Mutti-Darnain Instant 5L Certificate | select.. |
[¥] PremiumS5L Wildcard Certificate Select... [#] PremiumSSL Wildcard Certificate | Select... |
[V] 55L EV Certificate 1 year [¥] S5L EV Certificate | select.. |
[¥]2 YEArs
! years
4 years | gy Cancel
4. Click OK.

The administrator needs to log out then back in again for the customization options to take effect.

The types and terms of SSL certificates that are selected in the 'Bind SSL Types' interface will now be available in the 'Type' and
"Term' drop-down fields of this Organization's application forms.

5.2.24.6.2 Customize an Organization's Server Software Types

Security Roles:

* RAO SSL - can customize server software types that can be used for only for Organizations (and any subordinate
Departments) that are delegated to them.

*  DRAO - cannot customize server software types.

The types of server software that can be used to any particular Organization can be customized using the 'Server Software'
interface. Only those allowed server software will be listed in the Server Software drop down of both the Self Enrollment and
the Built-in Application forms for adding new SSL certificate for that Organization.

To access the 'Server Software' interface, click the 'Customize' button beside 'Server Software', under the SSL tab of the Edit
Organization interface. This will open the 'Server Software' for that Organization.
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Edit Organization: Test Organization

| General || EV Details H Client cert ‘ SSL | Code Signing Certificate H E-mail Template
Self Enrollment:

Access Code™ 123456

Sync. Expiration Date: =]

Sync. Manth: Mot used

Sync. Day: 1 (1-31)

Customize |

35L Types

Customize

/ | ok || cancel |

Server Software

Server Software F]
¥l aoL [CInovell Web Server
ﬁpacheﬂu‘lodSSL [ oracle
[C] Apache-SSL (Ben-SSL, nat Stronghold) [C] wid Pro Quo
[C] c2Met Stronghold [ Rz 551 Server
[Tl Cisco 3000 Series VPN Concentratar [l Raven SSL
[Tl citrix [T RedHat Linux
[ cobart Raqg [l sap web Application Server
[Tl covalent Server Software [ Tamceat
[C11BM HTTP Server [Cl website Professional
[C11BM Internet Connection Server [T webStar 4.x and later
[CliPlanet [ClwebTen (from Tenon)
[ Java web Server (Javasoft/ Sun) [ zeus Web Server
[C] Latus Domina [T Ensim
[T Lotus Domine Ga! [ClPlesk
Microsoft IS 1.xto 4.x [CIWHM/cPanel
[¥] Microsoft 1S 5.x and later D_H—Sphere
O Metscape Enterprise Senver EDTHER
[ Metscape FasiTrack
| ok || cancel |

By default, no server software will be selected.

»  To restrict the Server Software types select the names of the server software you wish to allow for that Organization
and leave the others unchecked. Click OK to save the selection.

The administrator needs to log out then back in again for the customization options to take effect.

Note: All choices made in the 'Server Software' interface will apply only to this specific Organization.

5.2.2.4.7 'Code Signing Certificates' Settings Tab

The 'Code Signing' tab allows the Administrators to enable request/issuance of Code Signing Certificates for the Organization.
The setting in this section relate only to those certificates issued to the domain associated with the currently selected
Organization.
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Edit Organization: Test Organization »

| General || EV Details H Client cert H SsL | Code Signing Certificate | E-mail Template ‘

Enabled:

| ok || cancel

5.2.24.71 Code Signing Certificates - Table of Parameters

Field Name Description

Enabled Check-box Checking this box will enable the request and issuance of Code Signing
Certificates to end-users that are members of this Organization.

Default state - not
checked

5.2.2.4.8 'Email Template' Tab

CCM sends automated email notifications to applicants, administrators and end-users of all types of certificates upon events
such as the certificate status updates, approvals, certificate collection, revocation etc. These are set by the respective
administrators in the 'Notifications' area.

The 'Email Template' tab in the 'Edit Organization' dialog allows the Administrator to directly edit/customize the content of the
automated notification emails as set by him/her in the Notifications area.

CCM is shipped with several types of email templates corresponding to various notifications, related to different types of
certificates and events. But the email templates displayed in the list and can be edited are dependent on the role of the
administrator. For example, RAO SSL and DRAO SSL administrators will see the email templates of notifications corresponding
to only SSL certificates and so on.
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Edit Organmization: Test Organization b4

| General || EV Details H Client cert H SSL H Code Signing Certificate | E-mail Template

L I me

Hame

E-mail Invitation

E-mail Validation

Client Certificate Revoked (by admin}
Client Certificate Revoked (by user)
Client Certificate Expiration

S5L Enralled

S5L Awaiting Approval

S5L Approved

S5L Declined

S5L Issuance Failed

55L Revoked (by admin)

SSL Revoked (by user)

0300300000 M0O0DO

SS5L Expiration R

)

Tode Sinninn Codificate Eomail Invitation »

15 rowsipage 1-15outof22| == || = || = || == |

| ok || cancel

5.2.2.4.81 Viewing and Editing the Email Templates

Clicking the Edit button beside the type of email template that the administrator wishes to edit will open the 'Edit Email Template'
dialog for the respective type. An example is shown below.
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Edit E-mail Template: E-mail Imatation

Title:* Invitation Email - ¥'ou have requested email cedificate validation.

Dear §{name}, ~
FTou now need to complete the following steps:
% Click the following link to walidate your email §{urll
Body:* [if the link doezn't work pleasze copy redquest code s
fgirequeztCode} and paste it into proper field in the
validation form).
Your request code: §{requestCode}

* Type in a PIN to protect your email certificate
* Click 'Download' to collect wour certificate. You

| £

[ send notification in HTML forrmat

| Inzert Yariahles | | Revert to default |

P Show Default

[ Ok ” Cancel ]

The Title field displays the subject line of the email to be sent. The 'Body' field contains the body content of the email message.
The body content contains the text portions and the variables which will be replaced with the exact values from the details of the
corresponding certificate/domain while sending the email automatically. The dialog allows the administrator to directly customize
the content and add or remove the variables according to the need.

e Selecting the checkbox 'Send notification in HTML format' will send automated email notifications to administrators,
applicants and end-users in HTML format.

»  Clicking 'Insert Variables' will display a list of the variables used in the specific template. The administrator can select
the variable to be inserted into the content from the list. This is useful if the administrator has accidentally deleted
variable(s) which are essentially required in the template.
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Edit E-mail Template: 5L Enrolled

Title:* Enrollment Succezsful - Your 351 cerificate is ready

Hello,
¥ou have successfully enrolled for a 33L certificate.

Tou now need to complete the following steps:
Body:*
* Click the following link to download your 33L
certificate
g fdowmloadURL Y
* Import ¥our new certificate into your serwver (Please
contact your administrator for help with this).

[ send notification in HTML format

| nsert Varisbes S5LType: S5L Tyne of the SSL certificate
> Show Default approved: The approval date of the S5L cedificate
comiments: The comment of the S5L certificate
commaontarme: Comman name afthe S5L cerificate
downloadURL: The download URL ofthe S5L cedificate
e Tha monivatinn dota aftho D01 cadificata bt

»  Clicking 'Revert to default' enables the administrator to reset to the default content as shipped with CSM.

Certificate Manager 4

9 Do you really want to revert the termplate to the default one?

[ves J[ o ]

e Clicking 'Show Default' will display the default content for administrator to refer.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 178



COMODO

Creating Trust Online®

Edit E-mail Template: SSL Enrolled

Title:* Enrollment Successful - Your S50 cerificate iz ready
A
Tou now need to complete the following steps: M
* Click the following link to download your 335L
certificate L4
Body:* g {dowmloadlRL }
* ITmport your new certificate into y¥our serwver (Fleasze
contact your administrator for help with this).
* Your renew id: §!{renewlID!
w
Certificate Details:
[l gend notification in HTML format
| Inzer Variakles || Fevert to default |
¥ Show Default
Title: Enrallrment Successful - Your S50 cerificate is ready
Hello, ~
You hawve successfully enrolled for a 35L certificate.
Fou now need to complete the following steps: 0
Body:
* Click the following link to download your 35L
certificate
§ {dovmloadTRL }
* Import your new certificate into your serwver [(FPlease M
contact your administrator for help with this).
[ Ok ][ Cancel ]

5.2.2.5 Managing the Departments of an Organization

RAO administrators can view and edit Departments belonging to an Organization by selecting it and clicking the 'Departments'
button at the top. This will open a dialog that lists all Departments belonging to the Organization and controls to Edit, Delete, Add
and manage Domains.
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Organizations D

Add Filter: Select... -

Group by

Ungraup b

Diomains Motifications

hennai

[ae mpoly ] [ cear ]
| oomans_ |
city State Country  Validation Status &
Jersey City MJ us Mot Valigated
City Name JK UA Mot Validated

TamilMadu 1N

Not Validated

Add Filtar Select . v
Group by: Ungroup v L mpply | b clear
Le e
Name City State Country Validation Status I
O TestDeparment Chennal TamilMagu IN Mot Valldated
| O sStores Department City Name State Mame  US Mot Validated
15 rowsipage 1-2outof2
Close |
il

—

5.2.2.5.1 Departments Dialog - Table of Parameters

Column Display Description

Name Alist of all Departments that have been delegated to the Administrator that is currently logged
in. The list is displayed in ascending alphabetical order.

City Displays the name of the city entered at the time of creating the department.

State Displays the name of the State entered at the time of creating the department.

Country Displays the name of the Country entered at the time of creating the department.

Postal Code (Zip Code)

Displays the postal code entered at the time of creating the department.

Validation Status

Displays whether the department is validated for the request and issuance of OV SSL
certificates by the Master Administrator.

Note: An administrator can enable or disable the columns from the drop-down button beside the last item in the table header:

v City
+ State
» Country
Fostal Code (Zip Code)
+ Yalidation Status

Controls Buttons

Add Enables Administrators to modify General, Client, SSL and Code Signing
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Certificate settings pertaining to an existing Department.
Refresh Updates the list of Departments.
Department Control Buttons Edit Enables Administrators to modify General, Client, SSL, Code Signing
Note: The Department control Certificate and E-mail Template settings pertaining to a Department.
buttons appear only on
selecting a Department Delete Deletes the Department. The Control is not visible to DRAO Administrators.
Domains Enables Administrators to view, edit and delegate domains to the
Departments.

5.2.2.5.2 Sorting and Filtering Options

»  Clicking on the column header 'Name' sorts the items in the alphabetical order of the names of the departments.

Administrators can search for particular department by using filters under the sub-tab:

Add Filter: Seledt... v

Graup by: | ~oappy || @ Clear

You can add filters by selecting from the options in the 'Add Filter' drop-down. For example, if you want to filter the organization
with 'Name';

Add Filter: Select... w
Group by
hoy Marme
| Walidation Statuz
e | Show deleted
*  Enter part or full name in the Name field.

Add Filter: Select... w
= Marme: deparment2

Graup by:

e Click the 'Apply" button.
The filtered items based on the entered parameters will be displayed:

Hame City State Country (~|

) Test Department 2 Madras ™ In

«  Toremove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
'Departments’ interface in future, the configured filters will be in action and only the search results will be displayed. If you do
not want the filters to be saved, click the 'Clear' button.
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5.2.2.5.3 Creating Departments

An Organization may consist of sub-ordinate Departments, managed by DRAO administrators. In order to provide certificates to
the employees, end-users or websites pertaining to the Departments, the RAO administrators must first create the Departments
under the Organization and associate domains to the Departments. RAO administrators can add a new Department at any time
by clicking the 'Add' button located at the top of the 'Departments' dialog.

Before you can issue organization validated (OV) SSL certificates for a Department under an Organization, the Organization
must first be validated by Comodo. The organization validation process is initiated by the Master Administrator. When a new
department is added under a validated organization, its address details will be fetched from the Organization’s anchor certificate
and these will auto-populate the department’s ‘General’ tab. The department name will be blank for the administrator to complete
and this will be shown as the ‘Organizational Unit’ (OU) in the final certificate. If a Department was added with different address
details before the parent Organization was validated, then these details will be replaced with those in the anchor certificate the
next time an OV certificate is ordered for the department.

Add New Department e
| EV Details H Client cert H SSL H Code Signing Certificate |
Department Mame:® Stores
Address1:* Address Line 1
AddressZ: Address Line 2
Addressa: Address Line 3
City* City Mame
State/Province:” State MName
Postal Code® 01234
Country* United States 4
Validation Status: Mot Validated
Anchaor certificate:
| oK | | Cancel

General Tab:

'General' settings allows the RAO administrator to configure high level details relating to the new Department if the parent
Organization has not been validated. These details will be replaced with those in the anchor certificate issued for the parent
Organization the next time an OV certificate is ordered for the department. If the parent Organization is already validated by
Comodo for the request and issuance of OV SSL certificates, the address details except the Department Name will be auto
populated with the parent organization's address. The administrator must fill the Department Name field, which will display as
'Organizational Unit' (OU) in the final certificate.

e The details in the 'General' section are used for Client, SSL and Code Signing Certificates requested on behalf of that
Department.

»  Clientand SSL certificates may only be automatically issued to common names of domains (and sub-domains)
delegated to the Department, which Comodo CA has pre-validated that you have the right to use. If you apply for
certificates on a new domain, then Comodo CA will first need to validate your ownership of the domain before the
certificate can be issued for it. See Delegating Domains for more details.

»  For more details on these fields, see 'General Settings' - Table of Parameters'

5.2.2.5.4 General Settings - Table of Parameters

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 182



Field Name

Values

COMODO

Creating Trust Online®

Description

Department String (required) The name of the Department to be created which will display as "Organizational
Name Unit'" (OU) in the final OV SSL certificate.
Address 1 String (required) If the parent Organization is already validated by Comodo for the request and
: issuance of OV SSL certificates, the address details except the Department Name
Address 2 String will be auto populated with the parent organization's address and non-editable.
Address 3 String
Cit Strin If the parent Organization is not validated, then the administrator can fill these
y g details, but will be replaced with those in the anchor certificate issued for the
State/Province | String parent Organization after validation the next time an OV certificate is ordered for
the department.
Postal Code String
Country String

Validation Status

Indicates the progress of organizational validation (OV) on the CCM parent
‘Organization’ in question. States can be ‘Not validated’, ‘Validated’, ‘Pending’,
‘Failed’, ‘Expired”.

Anchor
Certificate

Issued after the organization validation is completed for the parent Organization of
the department. Indicates the status of Anchor certificate. This is used as a
reference for organization validation status by CCM whenever an Organization
Validated SSL certificate is requested for an Organization or Departments under
it.

«  The'EV Details' Tab - see 5.2.2.4.2 EV Details tab for more details
«  The'SSL Certificate’ tab - see 5.2.2.4.5 SSL Certificate Settings tab for more details.
«  The'Code Signing' tab - see 5.2.2.4.7 Code Signing Certificates Settings tab for more details.

Client Cert Tab

The Client Certificate tab is the same as that explained in 5.2.2.4.3.Client Certificate Settings Tab but contains an additional
setting related to key recovery:

Add New Department

| General || EV Details ‘ Client cert ‘ SSL H Code Signing Certificate |

Self Enrollment:
Access Code”

Web AP
Secret Key:”

Allow Key Recowvery by Master Administrators:

Allowr Key Recowvery by Organization Administrators:

Allow Key Recovery by Departrment Administrators:
Client Cert Types

Key Lsage Template:

| Customize |

| OK || Cancel
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Allow Key Recovery by Master
Administrator

Check-box
Default state - checked if pre-
enabled by Master Administrator

If selected, the Master Administrator will have the
ability to recover the private keys of client certificates
issued by this Organization. At the point of creation,
each client certificate will be encrypted with the Master
Administrator master public key before being placed
into escrow. If this box is selected then the Organization
will not be able to issue client certificate UNTIL the
Master Administrator has initialized their master key
pair in the 'Encryption' tab.

See 'Encryption and Key Escrow' for a more
complete explanation of key recovery processes.

Allow Key Recovery by
Organization RAO

Check-box
Default state - checked if pre-
enabled by Master Administrator

If selected, the RAO Administrator will have the ability
to recover the private keys of client certificates issued
by this Organization. At the point of creation, each client
certificate will be encrypted with the RAOs master
public key before being placed into escrow. If this box is
selected then the Organization will not be able to issue
client certificate UNTIL the RAO has initialized their
master key pair in the 'Encryption' tab.

See 'Encryption and Key Escrow' for a more
complete explanation of key recovery processes.

Allow Key Recovery by
Department DRAO

Check-box
Default state - checked

If selected, the DRAO Administrator will have the ability
to recover the private keys of client certificates issued
by this Department. At the point of creation, each client
certificate will be encrypted with the DRAOs master
public key before being placed into escrow. If this box is
selected then the Department will not be able to issue
client certificate UNTIL the DRAO has initialized their
master key pair in the 'Encryption’ tab.

See 'Encryption and Key Escrow' for a more
complete explanation of key recovery processes.

* The settings outlined above will be active ONLY IF they have been enabled for your Organization.

5.2.2.5.5 Editing Departments belonging to an Organization

The existing Departments under any Organization can be edited by the appropriately privileged administrator at any time by
selecting the Department and clicking the Edit button at the top in the 'Departments' interface.

Departments - Test Organization x
Add Filter: Select,.. v
Group by: Ungraup v | v oappy [ @ ciear
) @ Deete || Domans |
City state Country Validation Status (~ B
Chennai Tamil Nadu N Mot Validated
@ Stores Department City Mame State Name  US Mot Validated

.
o

rows/page 1-2outof2|

| Close
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The Edit Department dialog will appear.

General Tab

The General settings area is similar to the General settings area in Create New Department dialog except for an additional
option ACL.

Edit Department: Stores Department x

m| EV Details H Client cert H S5L H Code Signing Certificate || E-mail Template ‘
Department Mame:* Stores Department
Address1® Address Line 1
Addressz: Address Line 2
Addressa: Address Line 3
City:® City Mame
State/Province™ State Mame
Fostal Code™ 123456
Country™ United States b
Validation Status: Mot validated
Anchor certificate:
ACL ACL
| ok || cancel |

»  For details on other options, - see 5.2.2.5.4.General Settings - Table of Parameters

*  For more details on ACL - see Imposing Access Restrictions to CCM interface

»  For more details on 'Client Certs' tab - see Client Certs tab under 5.2.2.5.3.Creating Departments

*  For more details on 'SSL Certificate' tab - see 5.2.2.4.5 SSL Certificate Settings tab

*  For more details on 'Code Signing Certificates' tab- see 5.2.2.4.7 Code Signing Certificates Settings tab

e For more details on 'Email Template' tab — see 5.2.2.4.8 'Email Template' tab

5.2.2.5.6 Managing Domains Belonging to a Department

The domains delegated to a Department can be viewed and managed by selecting the Department and clicking the 'Domains
button from the top. The 'Domains' dialog enables appropriately privileged Administrators to view, edit and delegate any
Domains attached to the Department.
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Domains - Test Department 4

Add Filter: Select.. b

Group by: Ungroup v [ » spoy || & cear |

Name Active Delegation Status Date Requested DCV Status [~ |
) testdomaint.com Approved 08182011 Awalting Submitt

O testdomaind.com Requested 02/092013

0 testdomainZ.com Approved 02/09/2013

) testdomainZ.com Approved 02/09/2013

8  rows/page 1-4outof4d m m [_] [.-. ]

Close

A detailed explanation on this area is available in section: 5.4.2.1 Domains Area

5.2.2.5.7 Deleting an Existing Department

The Administrator can remove a Department if he/she no longer wishes to issue certificates from it, by selecting it and clicking
the 'Delete’ button from the top.

Delete Organization b4
Are you sure you wantto delete this organizaticn/depatment?

Deleting the organization/department will cause all users under
that arganization/department to be deleted, and all cerificates revoked

| Ok || Cancel

Note: Deleting an Organization will automatically revoke any certificates issued to that Department and will delete any end-
users that are members of it. For this reason, Comodo Certificate Manager will prompt for confirmation:

5.2.2.6 Managing the Domains of an Organization

The Administrators can view and manage the domains delegated to an Organization by selecting it and clicking the 'Domains'
button at the top. The 'Domains' dialog displays a list of Domains attached to the Organization and the Departments under that
Organization.
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Dashboard ” Certificates ” Discovery ” Reports ” Admins [ Settings

Organizations Domains Motifications Encryption

Add Filter: Select... By
Group by:

|_C ||_|-g Edrt_J ___Ea_gartments*l Domaln_s__jp
NaV Ci()' State Country  Validation Status

@ﬁmrganiz&tion Cityjlame State Mame U3 Mot Validated

[@ Domains - Test Organization

Add Filter: Select... w
Group by: Ungroup v v Apply '| W Clear
le[lma ||

Hame Active Delegation Status Date Requested DCV Status ﬁ
O exampledomain.com Approved 081812011 Awaiting Submitt
O domaintest.com E Approved 081712011 Awaiting Submitt
O demodomain.org Approved 08M16/2011 Awaiting Submitt
O DCVtestnet Approved 02/01/2012 Submitted
O testdomaini.com Approved 08M8/2011 Awaiting Submitt

5 rowsipage 1-5outof21] - ___=_____|E

A detailed explanation of the controls available in this area is available in section Domains.

5.3 Departments

The Departments tab allows DRAO Administrators to manage existing domains and add new domains to the Departments that
have been delegated to them. Clicking the 'Edit' button at the top after selecting Department will allow the DRAO Administrator to
manage the certificates issued by the Department.

Important Note: The 'Departments’ area is visible only to DRAO Administrators. RAOs will instead see the 'Organizations' tab
and can manage the Departments associated with any specific Organization (for which they are assigned rights to) by clicking
the Departments button after selecting it beside the Organization name from the Organizations interface. Refer to Managing
Departments of an Organization for more details. The 'Departments' area is, in effect, a limited view of the information
available in 'Organizations' area - containing data and controls relating to the Department that the DRAO is responsible for.

Dashboard H Certificates H Discovery H Reports H Admins ‘ About

Departments Domains Motifications
Add Filter; Select... ¥
Group by: Ungroup v v Ap';';__-% & Clear
o
Name Organization = City State Country Validation Status B
) TestDepartment Test Organization Chennai TamilMadu N Mot Validated

15 rows/page 1-1outof1|
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The 'Departments' area is similar to the 'Departments' dialog that appears on clicking the Departments button for a selected
Organization from the 'Organizations' interface. Detailed explanations on the options and controls in this area are available in the
section Managing Departments of an Organization.

54 Domains

54.1 Section Overview

The 'Domains' tab allows Administrators to view the list of domains associated with the Organizations that are enrolled with CCM
and the Departments within the Organizations. The Administrators can also create new domains, delegate/re-delegate existing
domains to the required Organizations/Departments and restrict the certificate types that can be offered for the domains,
depending on the purpose(s) for which its use is authorized, from this interface.

*  RAO Administrators can create, edit and delegate domains to Organizations (RAOs) and Departments of those
Organizations (DRAQOs) that have been delegated to them. RAO Administrators can request, approve and manage
certificates for such domains. The domains created by RAO are to be validated and approved by Master
Administrator.(s)

*  DRAO Administrators can create, edit and delegate domains to the Department that have been delegated to them.
They can request, approve and manage certificates for such domains. The domains created by DRAO are to be
validated and approved first by the RAO of the Organization to which the Department belongs and then by Master
Administrator(s). The 'Domain Awaiting Approval' notification will be sent to Master Administrator only after the domain
created by DRAOQ is first approved by RAO.

Note: Dual Master Administrators' Approval for created Domains and Domain Control Validation (DCV) options will be visible
only if the respective features are enabled for your account.

The following table provides a summary of the ability of administrators to manage domains:

Action RAO Administrator DRAO Administrator

Request New Domains for.. Delegated Organizations Delegated Departments
Subordinate Departments

Approve/Reject New Domain Requests X X
(Responsibility of Comodo) (Responsibility of Comodo)

Initiate Domain Control Validation (DCV) v v

Delegate Existing Domains to... Subordinate Departments X

Activate/Deactivate Domains X x
(Responsibility of Comodo) (Responsibility of Comodo)

Validating and Approving created Domains v X

Can approve domains created by DRAO
Administrators of the Departments under the
Organisation, prior to approval by the Master
Administrator.

Note: A single domain can be delegated to more than one Organization/Department as per requirements.

5.4.1.1 Wildcard Domains

When a wildcard domain is created and delegated to an organization or a department, and is validated by Master Administrator,
then the primary domain and all the sub-domains belonging to it are automatically validated only for the same organization or the
department. For example, if *.example.com is delegated and validated for a specific organization 'Test Organization', then all the
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sub-domains such as anything.example.com and something.example.com are automatically validated and approved for the ‘Test
Organization'.

If the sub-domains of a primary domain delegated to an Organization or department are to be delegated to other Organizations
or departments, they need to be validated and approved by the Master Administrator. For example, if *.example.com is
delegated and validated for a specific Organization 'Test Organization' and:

*  Ifan RAO wants to re-delegate the subdomain(s) such as anything.example.com and something.example.com to other
Organization 'Demo Organization' then the re-delegation needs to be validated and approved by the Master
Administrator.

* Ifa DRAO wants to re-delegate the subdomain(s) such as anything.example.com and something.example.com to a
department 'Test Department' (a department that belongs to the same Organization) then the re-delegation needs to
be validated and approved by the RAO.

5.4.2 Domain Management

5.4.2.1 The Domains Area

*  Click the 'Domains' sub-tab of the 'Settings' tab to open the Domain management area:

Crganizations Domains Motifications Encryption
Delegations Dcv
Add Filter: Select... w
Group by: Ungroup - | « apply || @ Clear |
Le |l .&ad ||| @oeete || view |[ Deegate |
Hame Active Delegation Status Date Requested DCV Status ~|
) exampledemain.com Approved gaMa201 Awaiting Submitt
3 testdomaint.com Approved 0sMa2011 Awaiting Submitt
) DCVtest.com Approved 0zm/2012 Awaiting Submitt
O DCWtestnet Approved gzmAfz012 Submitted
®  subtestsdisdfsdffs.com Requested 0z/za/2012
5 rows/page 6-10outof 39| == || = || Pl bl

The Domain management area is divided into two areas accessible by clicking the respective tabs at the top left;

»  Delegations - Displays a list of all enrolled domains with their delegation status and controls to approve

delegate/redelegate them.

*  DCV - Displays list of enrolled domains as a tree structure with their Domain Control Validation (DCV) status and

controls to initiate the DCV process.

Note: Domain Control Validation (DCV) tab will be visible only if the DCV feature is enabled for your account.

5.4.2.1.1 Domain Delegations

The Domain Delegations area is displayed by default under Domains > Settings and displays a list of requested and approved

domains.

e RAO Administrator - can add new domains to the Organizations that have been delegated to them, view the requested
and approved domains delegated to their Organizations with their delegation and DCV status. The RAO Administrator
can also view the full details of a domain, delegate/redelegate domains to their Organizations/Departments, Approve
domains requested by DRAO Administrators. The domains created or approved by RAQO are to be approved by two
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Master Administrators or a single Master Administrator with appropriate privileges. The RAO Administrator can also
create domains without delegating to them any Organizations/Departments. Only the Master Administrator can view
these undelegated domains and delegate to them required Organizations/Departments.

e DRAO Administrator - can add new domains to the Departments that have been delegated to them, view the
requested and approved domains delegated to their Departments with their delegation and DCV status. The DRAO
Administrator can also view the full details of a domain, delegate/redelegate domains to their Departments. The
domains created by DRAO are to be validated and approved first by the RAO of the Organization to which the
Department belongs and then by two Master Administrators or a single Master Administrator with appropriate
privileges. The DRAO Administrator can also create domains without delegating to them any Departments. Only the
Master Administrator can view these undelegated domains and delegate to them required Organizations/Departments.

54.211.1 Summary of Fields and Controls

Column Display Description

Name Alist of all available Domains created for this account. List is displayed in ascending
alphabetical order. The domains which are awaiting approval are displayed in red.

Active The checkbox allows the administrator to toggle the domain between the active and inactive
states. If this is made inactive, the status of the domain will be shown as suspended.

Delegation Status Indicates the request/approval status of the domain.

Date Requested Indicates the date on which the domain was requested.

DCV Status Indicates the validation status of the domain.

Note: DCV Status column will be visible only if the respective feature is enabled for your
account.

Note: An administrator can enable or disable the columns from the drop-down button beside the last item in the table header:

|
+ [Date Requested
» DCV Status
Controls Contains controls that allow RAO administrators to view and add new

domains, delegate any existing domain to an Organization/Department.
DRAO Administrators can only create Domains and associate it to the
Departments that have been delegated to them.

Add Enables administrators to create a new Domains to be associated with the
existing Organizations and Departments, for the purposes of issuing
certificates to end-users.

Refresh Updates the list of displayed Domains.
Domain Control Buttons View Enables administrators to view details of the domains. The MRAO can
Note: The Domain control also validate and approve the Domains created by self or other

buttons are visible only on administrators using this control.

selecting a domain

Delegate Enables administrators to associate or delegate an existing domain to
Organizations and Departments as required.

Note: This control is not visible to DRAO Administrators.

Delete Deletes the domain. This control is available only for domains yet to be
approved.

5.4.21.1.2  Sorting and Filtering Options

»  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective column
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Administrators can search for particular domain by using filters:

Add Filter: Select... N
Group by: Ungroup ¥ [ v amly || & clear |
Filter Options Description
Domain Name Enables Administrators to filter the list of Domains by name.
State Enables Administrators to filter the list of Domains based on their active state:
ANY — Displays the list of all the domains;
Active — Displays the list of Domains which are currently active, as set by the administrator.
Inactive — Displays the list of Domains which are currently inactive, as set by the administrator.
DCV Status Enables Administrators to filter the list of Domains based on their status:
ANY - Displays the list of all the domains;
Requested — Displays the list the domains which are requested and awaiting for approval by
MRAO.
Approved — Displays the list of Domains which are already approved by the RAQ.

You can add filters by selecting from the options in the 'Add Filter' drop-down. For example, if you want to filter the domain with
the domain name, select 'Domain Name'":

Add Filter: Select. . b
Group by: Select.. v
State

. =~ |Status
DCY Status

Qrganization

e Enter part or full name in the Name field.

Add Filter: Select... hd

EDnmain Mame: test

Group by Ungroup w

*  If you want to group the results based on their delegation status or their DCV status, select the option from the 'Group
by' drop-down.

Add Filter: Select... W

EDnmain Mame: |test |

Group by: Ungroup [+

Delegation Status
c ™ qDcv Status

e Click the 'Apply" button.

The filtered items based on the entered parameters will be displayed:
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Dashboard || Certificates || Discovery || Reports || Admins |m About

Organizations Domains Notifications Encryption

Delegations DCv

Add Filter: Select.. El
Group by: DCV Status E| |« Apply || @& Clear
¢ || Add |
Name Active Delegation Status Date Requested DCV Status v |

2 Unknown
O testton.com Approved 07/14/2012

B Awaiting Submittal

0 ccm.testing.com Approved 0B/28/2012 Awaiting Submitt
7 sub.test sdfsdfsdffs.com Requested 03/29/2012
© testdomain3.com Approved 02/09/2013 =
@ testdomaind.com Approved 02/09/2013
} sub.DCVtest.com Approved 03/30/2012 Awaiting Submitt
) test.testdcv.com Approved 0B/29/2012 Awaiting Submitt
) sub.testton.com Approved 07/09/2012 -
15 rows/page 1-150utof 20| == || = || = || == |

»  To remove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the '‘Domains'
interface in future, the configured filters will be in action and only the search results will be displayed. If you do not want the
filters to be saved, click the 'Clear' button.

542113 Tool Tip

On pointing the mouse cursor over a domain, the Organizations/Departments to which the domain is delegated is displayed as a
tool tip.

Delegated To:

* Dema Crganization
= Dema Department

5.4.21.2 DCV

The DCV area of the Domains interface displays a list of registered domains along with their DCV status and expiration dates.
Domains enrolled by RAO/DRAO SSL Administrators domains are to be approved by Master Administrator(s) before subjecting
to validation.

e RAO SSL Administrator - can initiate DCV process for the domains delegated to the Organizations that are
administrated by them.

*  DRAO SSL Administrator - can initiate DCV process for domains delegated to the Departments that are administrated
by them.

The Administrator can choose anyone from the three methods to initiate DCV process for a domain:

e Email - CCM will send an automated email with a validation link to the email address of the domain administrator. The
domain will be validated on the domain administrator visiting the validation link in the mail.

e DNS CNAME - CCM will send a hash value that must be entered as DNC CNAME for the domain. CCM will validate
by checking the DNS CNAME of the domain
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e HTTP/HTTPS File - CCM will send a .txt file which is to be placed at the root of the web server. CCM will validate the
domain based on the presence of the sent file.

If a wildcard domain is created and delegated to an Organization or a Department, CCM will validate only the registered High
Level Domain (HLD). If the HLD is successfully validated, all the sub domains within the name space of the HLD will be
considered validated.

For more details on initiating DCV process, refer to the section Validating the Domain.

COrganizations Domains Motifications Encryption Access Control E-mail Template Certificates

Delegations DCV

Add Filter: Select... b4

Group by: grou v apply || @ cear |
© J|[eev ]

Registered Domain [+] [] DCV Status DCV Expiration Method

O testdeptcom Awaiting Submittal HTTP

O testdomaint.com Awaiting Submittal EMAIL

O testdomain2.com Awaiting Submittal EMAIL

® testdomain3.com

O testdomaind.com

5  rowsipage 26-30outof 35| == || < || = || == |

54.21.21 Summary of Fields and Controls

Column Display Description

Registered Domain Alist of all available Domains created for this account. List is displayed in ascending
alphabetical order as a tree structure. Clicking the '+' beside a domain name displays the sub
domains of the registered domain.

Tip: The [+] and [-] beside 'Registered Domain ' enable the Administrator to expand all the
domain names and collapse the tree structure respectively.

DCV Status Indicates the validation status of the domain. The status can be one of the following:

*  Not Started - The. DCV process has not started for the registered high level
domain (HLD).

+  Awaiting Submittal - The. DCV process has started but the request has not yet
been submitted to the Domain Administrator. This status will be available only for
the following DCV methods:

«  HTTPHTTPS

+  DNS CNAME
+  Submitted - The DCV request has been submitted to the domain administrator.
+  Validated — The registered high level domain (HLD) has been successfully

validated.
«  Expired — The DCV request has expired for the HLD.
DCV Expiration Indicates the expiry date of the DCV request.
Method Indicates the DCV Method chosen by the administrator for validating the domain.
Controls Contains a control enabling RAO/DRAO SSL Administrators to initiate or restart the DCV

process for a Domain. Refer to the section Validating the Domain for more details.

DCV Controls Description
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Refresh Updates the list of displayed Domains.
'DCV' Control Button Enables the MRAO and RAO/DRAO SSL Administrators to initiate or restart the DCV process
Note: The DCV Control for the selected Domain.

button appears only on
selecting a domain.

5.4.21.2.2 Sorting and Filtering Options
*  Clicking on a column header sorts the items in the alphabetical order of the entries in the respective column

Administrators can search for particular domain by using filters:

Add Filter: Select... b

Group by: Ungroup v | v Apply || & Clear |

You can add filters by selecting from the options in the 'Add Filter' drop-down. For example, if you want to filter the domain with
the domain name, select 'Domain":

Add Filter: Select... b

Domain

DoV Status
Registered Don EXRIres in
Qrganization

e Enter part or full name in the Name field.

Add Filter: Select.. b

EDnmain: test

The available filter criteria and their filter parameters are given in the following table:

Filter Options Description

Domain Enables Administrators to filter the list of Domains by name.

DCV Status Enables Administrators to filter the list of Domains based on their DCV status:
+  ANY - Displays the list of all the domains;

*  Not Started - Displays only the Domains for which the. DCV process has not yet
been started.

+  Awaiting Submittal - Displays only the Domains for which the DCV process has
started but the request has not yet been submitted to the Domain Administrator.

«  Submitted - Displays only the Domains for which the DCV request has been
submitted to the domain administrator.

+  Validated - Displays only the Domains for which the validation has been
successfully completed

+  Expired - Displays only the domains for which the DCV request has expired

Expires in Enables Administrators to filter the list of Domains based on the remaining days for their DCV
expiry. The administrator can choose the domains to be listed, whose DCV request expires in:

«  Any
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«  Next 3 days
«  Next7days
*  Next 14 days
«  Next 30 days
«  Next 60 days
«  Next 90 days

Organization Enables to filter only the domains associated with the Organization selected from the drop-
down menu.

Note: This Field is not visible to RAO and DRAO Administrators.

*  Click the 'Apply" button.

The filtered items based on the entered parameters will be displayed:

Qrganizations Domains Motifications Encryption Access Control E-mail Template Cerificates

Delegations pcyv
Add Filter: Select.. w
Group by: - | v aeply || & Clear

i |

Registerad Domain [+] [-] ‘ DCV Status DCV Expiration Method ‘

O DCVtest.com Awaiting Submittal HTTP t
O DCVtestnet Submitted EMAIL

= O domaintestcom &waiting Submittal EMAIL

*  Toremove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the 'Domains' >
'DCV" interface in future, the configured filters will be in action and only the search results will be displayed. If you do not want
the filters to be saved, click the 'Clear' button.

5.4.2.2 Creating a New Domain

In order to request, approve and manage all the company's certificates, the administrator should first create domains
corresponding to different Organizations/Departments of the company. These domains are to be delegated to respective
Departments and/or Organizations delegated to them. The delegated domains are to be validated through Domain Control
Validation process, which is to be initiated by RAO/DRAO SSL Administrators with the sufficient privileges. Only approved and
validated domains are facilitated for the request and approval of the SSL certificates and the issuance of client certificates to the
end-users falling within the domain. The administrator can also restrict the certificate types that can be requested for the domain
depending on the purpose for which its use is authorized.

Note: The administrator can select the certificate type for the domain depending on the privilege levels. E.g. ARAO SSL
administrator can allow or restrict the availability of only SSL certificates for the created domain.

To create a new domain click the 'Add" button located at the top of the 'Domains' area. This will open the 'Create domain' dialog.
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Create Domain

Dotnain: Test Domain
Description:; Dromain for Test Dlepartment
OrganizationzDepartments SISl Smime  Code Signing

# [pemo organization

2 [“]test Orgarization

Test Department 1

Test Department 2

Test Department 3

Test Department 4
Expand &1

I Ol H Cancel

5.4.2.2.1 Create Domain - Table of Parameters

Field Name Values Description
Domain String The name of the Domain
(required)
Description String A short description of the domain.
Organization/Dep Check-boxes Enables the administrator to delegate the currently created domain to an
artment Organization/Department. All Organizations are listed by default. Clicking the '+'

button beside the Organization name expands the tree structure to display the
Departments associated with the Organization. The created domain can be
associated to the Organization(s) and/or the Department(s) by selecting the
respective checkbox(es). A single domain can be delegated to more than one
Organization/Department.

Clicking on 'Expand All' expands the tree structure to display all the Departments
under each Organization. Clicking on 'Collapse All' in the expanded view
collapses the tree structure of all the Organizations and hides the Departments
under each Organization.”

SSL, Smime, Check-boxes Enables the administrator to allow or restrict the types of certificates that can be
Code Signing requested for the created domain, by checking or unchecking the respective
checkboxes. The certificate types can be restricted according to the purpose of
the domain created.

5.4.2.2.2 Validating the Domain

The administrator can choose to validate the domain at the time of creation through domain control validation (DCV) process.
*  RAO SSL Administrator - can initiate DCV process for the domains delegated to the Organizations that are
administrated by them.

e DRAO SSL Administrator - can initiate DCV process for domains delegated to the Departments that are administrated
by them.
CCM enables the Administrator to initiate DCV process by three methods:

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 196



COMODO

Creating Trust Online®

et =

e Email - CCM will send an automated email with a validation link to the selected email address of the domain
administrator. The domain will be validated on the domain administrator visiting the validation url in the mail.

*  DNS CNAME - CCM will send a hash value that must be entered as DNC CNAME for the domain. CCM will validate by
checking the DNS CNAME of the domain

e HTTP/HTTPS File - CCM will send a .txt file which is to be placed at the root of the web server. CCM will validate the
domain based on the presence of the sent file.

If a wildcard domain is created and delegated to an Organization or a Department, CCM will validate only the registered High
Level Domain (HLD). If the HLD is successfully validated, all the sub domains within the name space of the HLD will be
considered validated.

To initiate DCV for a Domain
1. Open the DCV interface by clicking Settings > Domains > DCV.

2. Next, initiate DCV by selecting the domain and clicking the 'DCV' button that appears at the top. This will open the
DCV wizard:

Delegations DCv

Add Filter: Select... b
Group by

.-u-""'—-"h.
[ e {|[,ocv |

Registergd Domain ] [-] DCV Status DCY

Awaiting Submitta
Awaiting Submittal

Awaiting Submitta

® testdomain3.com

| O testdomain4.com
Domain - testdomain3.com b 4
Reguested Domain Mame: testdomain3.com
DCY Status: Mot Started

DCY Method:

Method Selection

Zelect a Domain Control Validation method you want to use:
® E-mail
OHTTP
OHTTPS
O cnamE

Next |

Close

Select the DCV method from:

+  Email
+  HTTP/HTTPS
« CNAME
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... and click 'Next'

Email

On selection of EMAIL method, the next step allows you to select the email address of the Domain Administrator for sending the
validation email.

Domain - testdomain3.com

x
Requested Domain Mame: testdomaini.com
DCY Status: Mot Started
DCY Method: E-mail

Method Selection /E-mail Selection / 2vaiting Validaion

Select an e-mail address that will be used for validation:

admin@testdomain3.com
administratori@testdemaind.com
hostmasten@testdamaind.com
postrmasten@testdomaind com | Hark i| |
webrmaster@testdomaind.com
username@testdomain3.com

3. Select the email address of the administrator who can receive and respond to the validation mail from the drop-down
and click 'Validate'.

An automated email will be sent to the selected Domain Administrator email address. The DCV status of the Domain will change
to 'Submitted'.

Domain - testdomain3.com

x
Requested Domain Mame: testdomaini.com
DCY Status: Submitted
DCY Method: E-mail

Method Selection /E-mail Selection /Awaiting Validation

Avalidation letter was sent to administratorid@testdomain3.com
Flease follow the instructions it contains.

On receiving the email, the domain administrator should click the validation link in it and enter the validation code in the

validation from that appears on clicking the validation link in order to complete the validation process. Once completed, the DCV
status of the Domain will change to 'Validated'

HTTP/HTTPS

On selection of HTTP or HTTPS method, the next step allows you to download the .txt file for sending to the Domain
Administrator. CCM creates a Hash value for the .txt file and stores it for future reference on validating the domain. The DCV
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status of the Domain will be changed to 'Awaiting Submittal.

Domain - testdomain.com

Requested Domain Mame: testdomaini.com
DCY Status: Awaiting Submittal
DCY Method: HTTFP3

Method Selection /GetValidation Info / Freliminary Test L Awailing Validation

SHAT Hash: 2CEE1293FABCCE42ES10BDTE2488721C03FDESAS
D5 Hash: T0ECZ2CDEYTG2EAZZTDEFAZOS3F358FEEE
Instructions for HTTPS DCV:

1. Create a text file containing the following two lines:

2C001293FABCCE42ED10BDTE24807 21 COIFDE3AS
comodaoca.com

ar get it from here: Download

2. Save the file with the following name (case sensitive):

10ECZCDETE2EAIZTDEFA3053F358F5EE tt

3. Place the file in the roat of the HTTP server, accessible using one of the following links:

https:/testdomain3.comMOECZCDETG2EAIZTDEFAIDSIF358FSEE B

4 After you place the file on the server, click the Test button below.

| Back || Text |

3. Click 'Download' and save the .txt file or create a new notepad file, copy and paste the string given in item 1 and save
the file with the name given in item 2.

4.  Click Close. CCM will save the hash value generated for future comparison

5. Send the .txt file to the Domain Administrator through any out-of-band communication method like email and request
the domain administrator to place the file in the root of the HTTP server, so that the file is accessible by one of the
paths specified in item 3.

6. Once the Domain Administrator has placed the .txt file on the HTTP server, open the DCV interface by clicking Settings
> Domains > DCV tab

7. Resume the DCV process by clicking the DCV button in the row of the Domain

8. Click 'Test' to check whether the file has been placed in the web server root. If the file is present, the DCV Submission
dialog will appear. Click 'Submit'. The DCV status of the domain will change to 'Submitted'

9. CCM will validate the Domain on successful submission and the DCV status of the domain will change to 'Validated'.
DNS CNAME

On selection of CNAME method, CCM creates a DNS CNAME record for the requested domain and stores its hash value for
future reference. The next step allows you to get the DNS CNAME record for the requested domain. The DCV status of the
Domain will be changed to 'Awaiting Submittal'.
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Domain - testdomaind.com

Requested Domain Mame: testdomaini.com
DCY Status: Awaiting Submittal
DCY Method: CHAME

Method Selection /GetValidation Info / Freliminary Test L Awailing Validation

SHA1 Hash: 2CHG1293FABCCE42ES10BD 724807 21C03FDE3AS
MODS Hash: 10ECZCDETG2EAZZYDEFAZIDNSIF35EF5EE
Instructions for CHAME DCV:

1. Create a CHAME DMS record for testdomain3.com as follows

10ECEZCDETG2EASZYDEFAZIS3F358FEEE testdomain3.com. CHAME
2CHE1293FARCCE42ES10BDTS2489721C03FDESAS.comodoca.com.

2. After you have created the CHMAME record, click the Test button below.

| Back || Text |

3. Copy the CNAME DNS record given in item no. 1 and pass it to the domain administrator through out-of-band
communication method like email and request the domain administrator to create the record for the domain.

4. Click Close. CCM will save the hash value generated for future comparison.

5. After the Domain Administrator has created the record, open the DCV interface by clicking Settings > Domains > DCV
tab.

6. Resume the DCV process by clicking the DCV button in the row of the Domain.

7. Click 'Test' to check whether the record has been created. If it is created, the DCV Submission dialog will appear. Click
'Submit'. The DCV status of the domain will change to 'Submitted'.

8. CCM will validate the Domain on successful submission and the DCV status of the domain will change to 'Validated'.

9.4.2.3 Delegating an Existing Domain

The administrator can delegate or re-delegate the domain to Organizations/Departments according to the requirement from the
'Domains' > 'Delegate’ area. Selecting the domain and clicking 'Delegate’ button from the top opens the 'Delegate Domain'
interface that allows the administrator to delegate or re-delegate the domain. The administrator can also select the certificates to
be made available for the domain on delegation to the specific Organization/Department based on purpose of delegating the
domain to the Organization/Department.
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Delegate Domain x
Domain domaintest.com
Organizations/Departments 55L Smime Code Signing

& [ pemo Organization
# [ First Crganization Inc
& V| Test Organization

Expand All

Ok || Cancel

Also the administrator can validate the domain before delegating/re-delegating it specific Organization/Department by clicking
the 'Validate' link. Clicking the link enables the administrator to send an automated email to the domain control administrator to
check the domain control authority. See Validating the Domain for more details.

The domains delegated by other administrators are to be approved by the Master Administrator at Comodo CA.

Full details on delegating a domain are available in the previous section, 'Create Domain - Table of Parameters'.

5.4.2.4 Viewing Validating and Approving Newly Created Domains

The Domains created by self or other Administrators can be viewed by RAOs. To view the details of a domain, select the
checkbox beside it and click the 'View' button at the top. The view dialog also enables the administrators to view the requisition
details of the domain creation/delegation. The delegations that are yet to be approved are displayed in red. The domain
becomes active only after the Master Administrator approve it and only then it enables for request and issuance of SSL
certificates and client certificates.

View domain: hardssl.com >
e |
| ‘Organization ‘ Department ‘ Allowed Cert Types ‘ ﬁ
() TestOrganization Stores Department Client cert, SSL
@ TestOrganization Client cert, 35L

15 rowsfpage 1-2outof2| == || - |[ = |[ =]

54.24.1 View Domain — Summary of Fields and Controls

Column Display Description

Organization Displays the list of all Organizations delegated to the selected domain. List is displayed in
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ascending alphabetical order.
Department Displays the list of Department that is delegated the domain.
Description Short description of the domain
Requested by Displays the name of the administrator who has created the domain.
Date Requested The date at which the domain was added to CCM.
Date Approved The date at which the request was approved.
Allowed Cert Types The Certificate types that are enabled and available for the domain

Note: The administrator can enable or disable the columns from the drop-down button beside the last item in the table header:

&

Drescription

Requested by

Date Requested

» MREAD Approver

Diate MRAQ Approved
Controls Refresh Updates the list of displayed Organizations and Departments and their details.
Delegation Control Buttons Details Enables the administrator to view the requisition details of the domain.
Note: The Delegation control Approve Enables Master administrator to approve the creation and delegation of the

buttons are visible only on

. ) domain by RAO and DRAO administrators.
selecting a domain

Note: This control button is visible only for Domains with 'Requested’ status
and only to RAO administrator.

Reject Enables Master administrator to decline the creation and delegation of the
domain by RAO and DRAO administrators.

Note: This control button is visible only for Domains with 'Requested' status
and only to RAO administrator.

5.4.2.4.2 Approval of Creation and Delegation of Domains
Domains that are created and delegated by:
e RAO Administrators are to validated by the Master Administrator to become active;

*  DRAO Administrators are to be first validated and approved by the RAO Administrator of the Organization to which the
Department delegated with the domain and then by the Master Administrator to become active.

Domains which are awaiting approval are displayed in red color in the Domains area of the CSM interface.
The RAO Administrator can check the validity of the Domain and approve/reject the request for the Domain.
To approve or reject a domain delegations

*  Open the 'View Domain' dialog.

*  Select the Organization/Department for which the domain delegation has been requested.

e Click 'Approve' or 'Reject' button from the top.
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View domain: testdomaind.com

i C :li Detailz (:ri Approve |i Reject |
.
Organization Department Allowed Cert Types Active |
Cemo Crganization Cemo Department Client cert, 335L,Code Signing
t @ JDeme Crganization Client cert 351, Code Signing
() Test Qrganization Test Department 4 Client cert, S5L
() Test Organization Client cert S5L

15 rows.n'page1-40u10f4%;_i ; |_ |

Close

If a domain is created/delegated by a DRAO Administrator, it will be displayed in red only to the RAO Administrator of the
Organization to which the Department belongs, indicating it is awaiting approval, in the Domains area of the CSM interface.
Once it is validated and approved by the RAO Administrator, it becomes visible to the Master Administrators for
validation/approval.

If a domain is created by an RAO Administrator, it will be displayed in red to the Master Administrators indicating that it is
awaiting validation/approval.

Once a requested domain is validated and approved by the Master Administrator, a domain approval notification will be sent and
the domain will be enabled for request and issuance of SSL certificates, Client certificates and Code Signing certificates.

5.4.2.4.3 Viewing Requisition Details of a Domain

The administrator can view the request details of the domain delegation by selecting an Organization or a Department and
clicking the 'Details' button from the 'View Domain' interface.

Request Details b4
Qrganization: Test Organization
Department: Test Department 3

Domain: testdomain.com

Requested by John Smith

Date Requested: 06M19/2013

Approver 1: Mot Required

Status: Approved

State: Active

Description: Domain for Test Departments
E-mail Address: jsmith@exampledomain.com
Allowed Cert Types: Client cert,S5L,Code Signing

5.4.2.4.4 Request Details - Table of Parameters

Description

Organization Indicates the name of the Organization to which the domain is delegated.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 203



COMODO

Creating Trust Online®

Department Indicates the name of the Department to which the domain is delegated.

Domain Indicates the name of the selected Domain.

Requested by The name of the Administrator who has requested for the approval of the delegation of
the domain to the Organization/Department.

Date Requested Date of requisition for delegation.

Date Approved The date on which the request was approved.

Status Indicates whether the domain has been approved or awaiting approval for delegation.

State Indicates whether the domain is active or inactive as set by the administrator.

Description A short description for the domain as entered by the administrator while creating it.

E-mail Address Email address of the administrator who has requested for the delegation of the domain.

Allowed Cert Types Indicates the Certificate types which could be requested/issued for the domain.

9.9 Encryption and Key Escrow

9.5.1 Introduction and Basic Concepts

If required, Comodo Certificate Manager can store the individual private keys of end-user's client certificates so that they can be
recovered at a later date by appropriately privileged administrators. This allows important data and messages to be decrypted
should the end-user lose their private key. Due to the highly sensitive and confidential nature of this feature, all escrowed private
keys are stored in encrypted form so that they cannot be easily stolen or compromised.
*  Atthe time the public/private key pair is generated for an end-users client certificate, the private key of that certificate
will be automatically encrypted and escrowed (stored) by CCM. This happens every time a new client certificate is
generated.

* ltis possible to specify that keys in escrow be independently retrieved by three types of administrator - RAO SMIME,
DRAO SMIME and the Master Administrator (at Comodo CA). When creating a Department, the RAO SMIME can
choose whether they wish the private keys to be retrievable by the DRAO SMIME, by the RAO SMIME (themselves)
and/or by the 'Master Administrator' (Comodo).

»  Therefore, itis possible for CCM to store up to 2 encrypted versions of the private keys of client certificates of an
Organization and up to 3 versions for a Department. Each version will be separately encrypted by a different 'master'
public key.

»  These master public keys are stored by Certificate Manager. The corresponding master private keys are not stored in
Certificate Manager (the master 'private’ key is required for decryption/retrieval). These keys must be saved in a
secure location by the Administrator that is creating the Organization/Department.

*  There is one master key pair per Organizational tier (Master (Comodo), RAO and DRAO) These keys are generated (if
required) during the creation of that Organizational tier (e.g. during Organization creation or during Department
creation). Therefore, one master key pair will be used by all RAO SMIME Administrators of a particular Organization -
the Organization Master Key. Similarly, if key retrieval is required at the Departmental level then one pair of master
keys will be used by all DRAO SMIME Admins of a particular Department - the Department Master Key.

e If'Allow key recovery by RAO/DRAQ' is enabled at the point of Organization/Department creation THEN these master
key pairs must be initialized prior to issuing client certificates. It is not possible to issue client certificates UNTIL the
master private keys have been initialized. See 'Master Keys Required Prior to Client Cert Issuance' for more
details.

Retrieving the private key of a user's client certificate from escrow will cause the revocation of that certificate. This is true if any
one of the aforementioned administrative types chooses to retrieve from escrow. A private key can is retrieved from escrow by
clicking the 'Download' button next to the chosen certificate. See Recovering a User's Private Key from Escrow for more
details.
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5.5.2 Setting up Key Escrow for a Department

Key recovery options are chosen during the creation of a Department. Once chosen, these settings cannot be
reversed.

This section will deal purely with the key recovery elements of Department creation. The key recovery settings are just
one part of the overall Departmental creation process. Administrators are therefore advised to treat this section as an
information gathering exercise on key escrow prior to creating a new Department. For a full outline of all steps and
options involved in the creation a Department, please see Managing the Departments of an Organization

Only RAO SMIME Administrators are able to specify key recovery settings for an Organization. This is because only
those types of Administrator are able to create a Department.

To set key recovery options
*  Select 'Settings' > 'Organizations'.

Select the 'Organization' and click 'Departments' from the top to open the 'Departments’ interface
Click 'Add' from the 'Departments' interface to open Add New Department interface
Click the 'Client Cert' tab to view and configure key recovery options:

Dashboard Certificates ” Discovery [ Reports ” Admins. [m;

Organizations Domains Motifications Encryption

Add Filter: Select... E
Group by: Ungroup E

ﬂ

| — |
Iiame/ City State Country Validation Status

o Organization City Mame JK UA Not Validated

Chennai Tamil Nadu [N Mot Validated

W= Departments - Test Organization

Add Filter: Select... E
[=]

Group by: Ungroup
T
Le (L ])
[ [ I I I I |
- Name City State . Country Validation Stafi
Test Depgrment Chennai Tamil Madu [N Mt

Y

Add New Department

| General || EV Details | ‘ S5L H Code Signing Certificate ‘

Self Enroliment: =

Allow Key Recovery by Master Administrators:
Allow Key Recovery by Organization Administrators: | |
Allow Key Recovery by Department Administrators:

Clie Types

Key Usage Template:

Customize |

MNane bl
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Allow Key Recovery by Check-box | If selected, the RAO will have the ability to recover the private keys of
Organization Administrators Default state - client certificates issued by this Department. At the point of creation, each
checked if pre- client certificate will be encrypted with the RAOs master public key before
enabled by being placed into escrow. If this box is selected then the Department will
Master not be able to issue client certificate UNTIL the RAO has initialized their
Administrator | M@ster key pair in the Encryption tab.
Allow Key Recovery by Check-box | If selected, the DRAO SMIME Administrator will have the ability to recover
Department Administrators Default state - the private keys of client certificates issued by this Department. At the
checked if pre- point of creqtion, each cIient. certificate .wiII be encrypteq with t.he DRAOs
enabled by master public key before being placed into escrow. If this box is selected
Master then the Department will not be able to issue client certificates UNTIL the
Administrator DRAO has initialized their master key pair in the Encryption tab.

*  Fill out the 'General Information' tab (and optionally the 'SSL'/ 'Code Signing Certificate’ tabs if those cert types are
required). See Creating Departments for full details concerning the creation of a new Department.

*  Once you are satisfied with all settings, click 'OK' to add the Department

55.3

Master Keys Required Prior to Client Cert Issuance

The diagram below is an overview of the master keys necessary per recovery requirements for the successful issuance of client

certificates:
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Overview of required master keys
required prior to client certificate

issuance
|s the end-user a member
of a ‘Department™?
Is "Allow key recovery Is "Allow key recovery
‘Master' MPK e by Master Admins’ by Master Admins’ ¥, ‘Master” MPK
st exist checked on Departmant checked on Organization must exist
information screen? information screen?
Mo Mo
—— Is "Allow key recovery Is "Allow key recovery —
‘Organization Vs by Crganization Admins’ by Crganization Admins’ Yes— ‘Organization’
MPK must exist checked on Department checked on Grganization MPK must exist

information screen? information screen?

Mo Mo

Is "Allow key recovery
by Department Admins”
checked on Department
information screen?

‘Department’ MPK
must exist

1 85

Mo

End

Notes:

e Administrators can find out whether recovery is checked for an Organization by clicking 'Settings > Organizations',
clicking the 'Edit' button of the Organization in question then selecting the 'Client Cert' tab.

*  RAO SMIME Administrators can find whether recovery is checked for a Department by clicking 'Settings >
Organizations', then clicking the 'Departments' button of the Organization in question. Next, select the Department in
question and click 'Edit' button, then select the 'Client Cert' tab.

*  'MPK must exist' means that the key must have been initialized. If the key has not been initialized then the
Organization or Department in question will not be able to issue client certificates. If key escrow is required through
all tiers (Organization + Department) then this means that 2 master private keys will need to be initialized. To check
initialization status, the currently logged in administrator should click the 'Encryption' tab
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554 Encryption

This area allows administrators to encrypt the private keys of user's client certificates. If key recovery was specified during the
creation of a Department, then this step is essential. No client certificates can be issued until the master key pairs have been
initialized.

Note: This area is visible and accessible by RAO/DRAO SMIME Administrators if key recovery has been enabled for their
specific Organization/Department.

To use this feature the administrator needs to initialize private key encryption by clicking 'Initialize Encryption' button.

Dashboard || Certificates || Discovery || Reports || Admins |m About

Organizations Domains Notifications Encryption

e || ([ nitialize Encipiion
Scope Name State
) Organization Demo Organization Public key is loaded
@ Organization First Organization Inc Mot Initialized
7 Qrganization Test Organization Public key is loaded

15 rows/page 1-3 outof3 (==

5.5.4.1 Summary of Fields and Controls

Column Display Description

Scope The Hierarchy level of the Organization/Department. It can be the Master, Organization or
Department.

Name The name of the Organization/Department.

State Indicates the status of private key encryption.

Controls
Refresh Reloads the list.

Encryption Controls

Note: The Encryption control Initialize Encryption | Starts the initial encryption process. This control is available only when

ts)glté(::;i w;l:}:zgﬁa;c;r;]lg on the private key encryption has not been done earlier and the status is
g P Not Initialized, for and Organization/Department.
depending on the state of
private key encryption Reencrypt Starts the re-encryption process of the private keys of the certificates of

the end-users of belonging to an Organization/Department. This control
is available only if the private keys are already encrypted.

9.5.5 Encrypting the Private Keys

To use this feature the administrator needs to initialize private key encryption by clicking 'Initialize Encryption' button. The
process will be started and a master private key will be generated. The administrators need to copy the private key and paste it
in a .txt file and store in a secure location.
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Please copy and save the private key. Ifyou lose the private key then you will not be able to retrieve
any cetificates that were encrypted with it.

hIIEvAIBADAHngqhkiGQwDBADEFAASEBK?wggSiAgEAADIBADEgiTjkTDnSHEcv
J1bIDEzixsVOVFRDwC 230 /vl A04+8BoyRabef link oS oo PEnSVaCuw AfMr FeOudyg
rCONCZIERLXgDCYZEA] £/ gip Gl AS /letSulElaGFs /3gFT /qr IeUFDIUS1IHICgriH
15GeVnxkCC105e86DZol oV FaP Pz 72597 FLeOHE luhk vExEVI 316X IX0Toiht
Nghax¥e3TZswddniusli /H3T 21 2B tgTuY IUE LuG Surnd Sl 8 TR gGe Lo 3 inga tdk
AT7CunxwADD SV ITHAQGHD o] S tAbVIHqpNCZ s TV SV T 9TOWGT 2d¥vs P93/ k)
3534060y LAgMEBALE CagELb /WMDkeYcxkCaZ])SszeadalLTVEr /RUL A J6GwEOD LY 1x
85 I¥cewviagddy)r 551+ MepBATnLDbhYEFNdez Lk 9C1dCkno s VibVhET TY+3 LMy
PEznCHulkanTgHI TPASTrnWlIERT+EVata?PoGhu,/ayb i QWD A c8kub iKCeluyE S
VEwTdr )TV z=he LcaaPNOAEGOEs 87 qw+En 8B cVaavdli+fv L Iy le A0 dgliqna1
DopgLnOulEEQNGY ITUHUQLY 7TYEEMEEFa] tofhdCT0Z6XUT] 1 avxr EvaFDenkwZHaT

(>

€

| Cone || Cancel |

Note: This 'master’ private key is not stored within Comodo Certificate Manager. We advise administrators to save the private
key in a secure, password protected, location. It will be required should the administrator wish to either re-encrypt the keys or
download a user's client certificate.

On clicking 'Done’, the state is changed to 'Public key is loaded'.

‘ Dashboard H Certificates H Discovery || Reports H Admins ‘m About

Oroanizations Domains Matifications Encryption

| [ | | Reencnpt
Scope Hame State
{:} Crganization Detno Organization Public key is loaded
@ Croanization Test Crganization Public key is loaded

15 rowsipage 1-2outof2| <= |[ = |[ = |[ =]

All the private keys of user client certificates are now encrypted using the master public key of the administrator that began this
process. Decryption will require the private key that was saved earlier.

9.5.0 Re-encryption

The re-encryption area allows RAO SMIME and DRAO SMIME Administrators to change their master key pair then automatically
re-encrypt existing end-users key pairs with the new master public key. This may be necessary if the original private key
becomes compromised or administrative personnel leave the company.

To start the Re-encryption process

»  Select the scope and click the 'Reencrypt' button alongside the Organization/Department in the Controls column.
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AT ar - ke

Organizations Domains Matifications Encryption

| [ | Resncrpt |
Scu;:‘__—f Hame State
) Organization Demo Crganizetion Public key is loaded
@ Organization Test Organization Puklic key is loaded

15 rnwsmage1-20utuf2| S || 2 || 2 || >>|

The Administrator will be prompted to paste the existing master private key to start the process:

Please enter Master private key. Please enter Master private key.

QiXeAWHHL YR InumyINe4p3DLSWZufhTeRnZ Yo
ZRTL2J0UppYFyruiidsnJPATlasrizCimSbli
fcaUPKleué+EMlvImSbFEcggrJRE Tz GRIKEF
nf+cMuzhailiz jWhkC+JaSBlE6/ /oFelgeTE]
1LT7AXhREQIGUGTU/ / OKpCrG1EL0X7Ia1Gwen
Hox9k6pzFUrHEME0gRARkdbD1+EM2any 62
WEGQrMImzFi fFcGOGTfIMe r PAQHBAQCT / +mls
‘—h SERINZNb] VX ZnmTaDiul bPmerybabe 9Y Ja50
? i ALaYuTFTT12EXcWRP0L6TelabY 0 rRCVRGZIhmE:
Master private key* Master private key"  ggponcE faQuEaCT 3SERIIMOC2210dKDSS74L]
gWV0s3TawkaaviwkLUscET 6GFdSmw2 e T g /My
gOdQIhXS)DnJHjVEUTnPQl 2L Jedn04LSM0Tw,
EONgPKIXJMFEASIxEb1Yp3aYF4izphsT7,/CD1:
hdnt/urch7el0VgT évva+ResBulGeCyyevEat
KFny3otVlla IMiMcCYIgF 2KCEVGvCIa2{F9E,
K3LTHOL=mAfrxP6T4/ g TvewlgilKivitmiuk
da55/ibBkESs0pgFgSTpMenUE/ Ekob k1 P4
$bdjdxugFeT I 1wXNuTyBmAms|

| QK | | oK | Cancel

*  Paste the Master key and click OK.

The re-encryption dialog will appear. This will provide a brief summary of the forthcoming process.

Reencryption

Information Reencryption is used when you need to generate new key pair and reencrypt all files with
Generate new key pair new public key.
Save new private Key CMwill first generate a new key pair (public and private Key). You should save the new
Reencrypt private key. Then, CM will backup old files and reencrypt existing files.
Summary Click "Mext to continue,

Mext

Close

¢ Click 'Next' to continue.
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Reencryption

Information Certificate Manager will now generate a new key pair for you.

Generate new key pair Then you have to save the new private key in safe place. Click '‘Generate key pair button
Save new private key pelow to proceed.

Reencrypt

Generate key pair |

Summary

| Close |

e Click the 'Generate Key Pair' to generate the new keys:

Reencryption

Information Save this new private key in safe place. Note: do not delete the old private key.
Generate new key pair If reencryption failed, you should use current (old) private key. Click 'Continue’ below,
Save new privats key MITEv(TBANANBgkahkiGIwlBAQFFAASCR owag S  AgFAAn TRAQCoMFdr ximz ANKR.
Reencrypt 51Mz5Ls91upCNESHvIvATu2 96EKDgCu /vIEuex& TV EB+pHeMVbhkbL /EhE] /fweg F
Summary sgABSACEdegZLOp3RbP4KOMFOIAT 00emM+8 LV apgi/ PEOVREVLI T2UYhSOERTYV —

BiMZiARExN9]85q0pPOG4SKE034bkIITDUweESCiKebl 01 IBZ 1 XdURWbJE Ly /VOM
2GIf41Muciwd 51 xNImSNE] ThET jma Lt XMaW 7M1 aoKI 00 GX1¥gUhOEn 73d+EMm =
QLgAwWQSeiLtF4T1KRGFT44bUAKRS05zehF2M4 TiWMMNYMnwC4ig+eFvIden8viPc

Continue

Close

»  Copy and paste the private key into a .txt file then save it in a secure, password protected location. Click continue. The
re-encryption of the private keys will be started.

Information Click'Proceed to start the reencryption process.
Generate new key pair You will receive a report when the process is complete.
Save new private key

Reencrypt [

Summary lﬂ

—

»  Click 'Proceed' to begin re-encrypting the private keys of client certificates. Upon successful re-encryption, a summary
screen will be displayed.

Reencryption

Information Reencryption completed successfully.

Generate new key pair

Save naw private key

Reencrypt 7 of & files were successfully reencrypted. Use your new private key.
Summary

Close
. \ .
9.5.7 Recovering a User's Private Key from Escrow

Clicking the ‘Certs’ button at the top after selecting the checkbox beside an end-user’s name in the 'Client Certificates' tab will list
all the client certificates belonging to that end-user. Certificates are listed in chronological order (newest first). An Administrator
may need to recover a users private key in order to decrypt data if, for example, the original client certificate was lost or if the
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user left the company.

Note: Administrators should have their master private key ready - it will be required to complete this process.

*  Open the 'Client Certificates' interface by clicking 'Certificates' > 'Client Certificates'.

e Select the end-user and click the 'Certs' button from the top. The 'Certificates for' interface will open with the list of all
the certificates belonging to the end-user in chronological order (newest first).

¢ Select the certificate and click 'Download'.

Certificates for: jsmith@exampledomain.com

Add Filter: Select W

Group by: group _Vm- ‘
ﬁ

! c ! | Send Invitation Invitation not sent | | View ! | Revuke( ! | Download D
i :
Ordered Revoked Expires Certificate Type Order Number  Serial Number  State
® 0216/201313:52 02n7i204 Standard Persona falidated Cert 1062009 6480 .. 3301 Downlo
Enter Password and your Master private key X

Password:™

llaster private key™

In order to decrypt this end-user's key pair the Administrator must paste the corresponding ‘'master private key into the space
provided in order to download any end-user's client certificates. Admin can set a password to protect access to private key in
p12 file as well.

Note: Successfully downloading the private key of a client certificate will revoke that certificate.

5.6 Notifications

Notifications enable RAO and DRAO Administrators to set up and manage email notifications to various personnel - including
notifications triggered by SSL certificate status, notifications triggered by Client Certificate status and Discovery Scan
Summaries. CCM also enables the Administrators to customize the email templates of the notifications as required. Refer to
Email Templates for more details.

Administrative Roles:

*  RAO - can see the notification types set up by them for the users belonging the Organizations (and any subordinate
Departments) that have been delegated to them. They can create new notification types and can edit settings for
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notification only for the Organization and Departments that have been delegated to them.

*  DRAO - can only see their own Department(s) in the 'Departments' column. The 'Organizations' area is not visible to
DRAOs. They have rights to manage only the Department delegated to them.

Dashboard ” Cenificates || Discovery || Reports H Admins |m About

Organizations Domains Motificstions Encryption

&dd Fitter: Select... w
Group by Ungioup o spply || @ Clear
Le || ®ad |
Description Organization Department Days Created by ﬁ
{:} Cin Expiry of Client Certs of Test Organization Test Crganizetion, Demo Organization 3 adminzzsl
) On Approval of SSL Certs for Test Organizati Test OrganizationiTest Department 1, Test Org adminzsl

15 rowsipage 1-2outof2| <= || = || = || == |

Notifications — Summary of Fields and Controls

Column Display Description
Description Provides a short description for the notification, as entered by the administrator during
creation.
Organization/Department The Organization(s)/Department(s) for which the notification was created. The notification

mails will be sent to the only to Administrators of these Organization(s)/Department(s).

Days Number of days in advance of the event, the notification will be sent to the Administrators.

Created by Displays the name of the administrator who has created the notification.

Note: An administrator can enable or disable the columns from the drop-down button beside the last item in the table header:

[+
v OrganizationDepartment
v Crested by
Control Buttons
Control Buttons Add Enables the Administrator to add a new notification.

Refresh Updates the list of displayed Notifications.

Notification Control Buttons Edit Enables the administrator to edit the notification. See note below.

Note: The Notification control
buttons are visible only on
selecting a Notification

Delete Enables the Administrator to delete the notification. See note below.

Important Note: An administrator can either edit or delete an existing notification when all the following conditions are true:

+  The administrator has authority for all of the organizations and departments contained within the scope of the
notification.

«  The administrator has authority for the notification type.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 213



COMODO

Creating Trust Online®

+  The notification was created at the same or lower level than that of the administrator.

Sorting and Filtering Options

»  Clicking on a column headers 'Description’ and 'Days' sorts the items in the alphabetical order of the entries in the
respective column.
Administrators can search for a particular notification from the list by using filters under the sub-tab:

Add Filter: Select.. v

Group by: Ungroup s | W Apply || & Clear

You can add filters by selecting from the options in the 'Add Filter' drop-down and refine the search much further by selecting

from the Organization and Department drop-downs. For example, if you want to filter the notification type set for a department,
select 'Organization' from the 'Add Filter' drop-down:

Add Filter: Select. |+
G :
roup by Description
Organization

»  Select the organization to which the department belongs from the Organization drop-down.

Add Filter- Select . B

ﬁf}rganizatiun: Test Organization El
Group by: Ungro Demo Organization
Test Organization

e Select the department from the Department drop-downs.

Add Filter: Select . B
k= Organization: [ Test Organization |»| Department: ANY E|
: U
S olLE ngroup E' Mone
Test Department 1
Test Department 2
| c || & Add | Test Department 3
_ _ Test Department 4
+  Click the 'Apply" button.
The filtered items based on the selected parameters will be displayed:
Description Organization/Department Days Created by (~|
@ On Expiry of Client Certs of Test Organization Test Organization, Demo Organization 5 adminss|

To remove the filters, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the
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'Notifications' interface in future, the configured filters will be in action and only the search results will be displayed. If you do
not want the filters to be saved, click the 'Clear' button.

5.6.1 Adding a Notification

The administrator can add a new notification by clicking the 'Add' button at the bottom of Notifications sub-tab and filling out the
form that appears.

Create Notification x

Motification Type: Client Certificate Expiration B

Description=* e

Organization/Department:* Organization Department

Cv Any

[ pema Organization

[ Test Organization

Days in advance to natify* e Frequency: @ Once © Daily
MNotify Requester™ ] e
Motify Client Certificate RAO Admin(s):* O e
Motify Client Certificate DRAO Admin(s):* O e

Subscribers:
(optional, comma separated)

| ok || canca |

When adding a notification administrator should first select a Notification Type.

There are several types of notifications available for selection. The list of notification types in the drop-down is dependent on the
role of the administrator. For example, RAO SSL and DRAO SSL administrators will see the options corresponding to only SSL
certificates and so on.

An administrator can create notifications when he/she has authority for all of the organizations and departments contained within
the scope of the notification and the administrator has authority for the notification type.

Similarly, an administrator can view existing notifications when he/she has authority for any of the organizations or departments
contained within scope of the notification and the administrator has authority for the notification type.
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Client Cerificate Expiration E|

Client Cerificate Expiration &

Client Certificate Revoked b
Code Signing Certificate Downloaded
Code Signing Certificate Revoked

Code Signing Certificate Expiration

Code Signing Certificate Requested

55L Approved

55L Awaiting Approval

SSL Declined

S5L Expiration

SSL Issuance Failed

S5L Revoked

Discovery Scan Summary

Hemote S5L Cerificate Installed

Hemote S5L Cerificate Installation Failed
Client Admin Creation

Domain Awaiting Approval

Domain Approved

DCV Expiration

DCW Validated i

m

The following table explains the notifications that are available for administrators according to their administrative roles.

Notification Notification Type Administrator Type
Client Certificate Expiration Client Certificate RAO SMIME admins, DRAO SMIME admins.
Client Certificate Revoked Client Certificate RAO SMIME admins, DRAO SMIME admins.
Code Signing Certificate Downloaded Code Signing Certificate | RAO Code Signing admins.
Code Signing Certificate Revoked Code Signing Certificate | RAO Code Signing admins.
Code Signing Certificate Expiration Code Signing Certificate | RAO Code Signing admins.
Code Signing Certificate Requested Code Signing Certificate | RAO Code Signing admins.
SSL Approved SSL Certificate RAQ SSL admin, DRAO SSL admin.
SSL Awaiting Approval SSL Certificate RAQ SSL admin, DRAO SSL admin.
SSL Declined SSL Certificate RAO SSL admin, DRAO SSL admin.
SSL Expiration SSL Certificate RAO SSL admin, DRAO SSL admin.
SSL Issuance Failed SSL Certificate RAO SSL admin, DRAO SSL admin.
SSL Revoked SSL Certificate RAO SSL admin, DRAO SSL admin.
Discovery Scan Summary Other All administrators.
Remote SSL Certificate Installed SSL Certificate RAO SSL admin, DRAO SSL admin.
Remote SSL Certificate Installation Failed SSL Certificate RAO SSL admin, DRAO SSL admin.
Client Admin Creation Other All administrators.
Domain Awaiting Approval Other All administrators.
Domain Approved Other All administrators.
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DCV Expiration

Domain Control Validation

RAO SSL admin, DRAO SSL admin

DCV Validated

Domain Control Validation

RAO SSL admin, DRAO SSL admin

DCV Needed-New Domain

Domain Control Validation

RAO SSL admin, DRAO SSL admin

Note: The Notification Types related to DCV will be available only if the DCV feature is enabled for your account.

Detailed description of each type of form is given below. The 'Create Notification' form varies pursuant to the selected

'Notification Type'.

5.6.2

Notification Types

5.6.2.1 'Client Certificate Expiration' Create Notification Form

Enables administrator to set notification about terms of expiration of client certificates.

Create Notification

Malification Type:
Description:®

Organization/Department*

Days in advance 1 notify”

Motify Requester™

Matify Client Certificate RAQ Admin(s):

Subscribars:
(optional, comma separated)

Maotify Client Certificate DRAD Adminis)

Client Cedificate Expiration

[=]

Organization Department
Dlw Elv [ any
[l comodo Demo Organization A

¥ Demo Organization
(71 Jobn Smith Inc.
Cnew Organization
i Organization

[ Test Organization
[T Test Organizati...

! hone
[T pemo Deparment
Test Organization

(¥ Mone
[ dep
[ Test Dapartment 1

[ Test Department 2

ﬂ Freguency: @ once O Daily

e 7]
@[ 7]
e

—

ok [ cancel |

5.6.2.1.1 Table of Parameters

Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
which this notification has to be sent. Selecting the checkbox at the top of the
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(required) 'Organization' column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting
'Any" in the 'Departments’ column enables the notification to the members of
all the Departments of the selected Organization. If the notification is to be sent
only to members of certain department(s) of the selected Organization(s),
uncheck 'Any' and select the required the Departments.

Days in advance to notify Text Field Enables the administrator to set number of days the end-user will be informed
(required) about expiration of the certificate before the event. Administrator can also
specify whether the notification has to be sent to the member(s) only once or
daily till the expiration date by selecting the respective radio button.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for person that requested the
certificate.

Notify Client Certificate RAO | Check-box | Enables the administrator to set the notification for RAO SMIME Admin(s) of
Admin(s) (required) the selected Organization(s).

Notify Client Certificate DRAO | Check-box | Enables the administrator to set the notification for DRAO SMIME Admin(s) of

Admin(s) (required) the selected Department(s).
Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications will
be sent.

5.6.2.2 'Client Certificate Revoked' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel upon revocation of a client certificate.

Create Notification

Moftification Type: Client Certificate Revokad E|
Description™ 0
Qrganization/Depariment;® Organization s
v Tl 1 Any
[ comodo Test Organization
[} Demo Organization [ one
[ John Smith Inc. & gep
[ Mew Organization [ Test Department 1
[ organization [ Test Depatment 2
[¥ Test Organization [l Test Department 3
[ Test Organizat... [ Test Department 4

[ User

For Certificates Revoked by [ Administrator

Notify Requester. @l 7
Notify Client Cerfificate RAO Admin(s)* Ef 7]
Notify Client Certificate DRAD Admin(s): [ 7
Subscribers:

(opfional, comma separated)

| ok || Concal |
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Type

Description

Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of

(required) which this notification has to be sent. Selecting the checkbox at the top of the
'Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting
'Any' in the 'Departments' column enables the notification to the members of
all the Departments of the selected Organization. If the notification is to be sent
only to members of certain department(s) of the selected Organization(s),
uncheck 'Any' and select the required the Departments.

For Certificates Revoked by: | Check-box | Administrator should select a person (administrator or user) after whose

(required) revoke action, the notification will be send.

Notify Requester (required) Check-box | Enables the administrator to set the notification for person, who requested the
certificate.

Notify Client Certificate RAO | Check-box | Enables the administrator to set the notification for RAO SMIME Admin(s) of

Admin(s) (required) the selected Organization(s).

Notify Client Certificate DRAO | Check-box | Enables the administrator to set the notification for DRAO SMIME Admin(s) of

Admin(s) (required) the selected Department(s).

Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications

will be sent.

5.6.2.3 'Code Signing Certificate Downloaded' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose Code Signing Certificate was

revoked.
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Create Notification x

Notification Type: Code Signing Certificate Downloaded B

Description=* e

Organization/Department:*

Organization Department

(WL O ] Any
Demo Organization Demeo Organization
[ Test Organization [ None

Demo Department

MNotify Requester™ e
Notify Code Signing RAQ Admin(s):* (7]
Notify Code Signing DRAO Admin(s)* (7]
Subscribers:

(optional, comma separated)

| ok || cance
5.6.2.3.1 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of

the 'Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members
of certain Organizations, then select the respective Organizations.
Selecting 'Any' in the 'Departments' column enables the notification to the
members of all the Departments of the selected Organization. If the
notification is to be sent only to members of certain department(s) of the
selected Organization(s), uncheck 'Any" and select the required the
Departments.

Notify Requester (required) | Check-box Enables the administrator to set the notification for person, who requested
the certificate.

Notify Code Signing RAO Check-box Enables the administrator to set the notification for RAO Code Signing

Admins(s) (required) Certificate Admin(s) of the selected Organization(s)/Department(s).

Notify Code Signing DRAO Check-box Enables the administrator to set the notification for DRAO Code Signing

Admins(s) (required) Certificate Admin(s) of the selected Department(s).

Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications
will be sent.
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5.6.2.4 'Code Signing Certificate Revoked' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose Code Signing Certificate is due to

expire.
Motification Type: Code Signing Certificate Revoked E|

Description:* e

Organization/Department:* Organization Department

[ w Clw O Any

_— ¥ None -
Dema Organization

-
Test Organization R e .
Test Organization

None
[ Test De partment 1

m

Test Department 2

[ Test De partment 3

[T Test Department 4 o
MNotify Requester™ e
MNotify Code Signing RAO Admin(s):* e
MNotify Code Signing DRAD Admin(s): | e
Subscribers:
(optional, comma separated)
[ OK ] [ Cancel
5.6.2.4.1 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of

the 'Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members
of certain Organizations, then select the respective Organizations.
Selecting 'Any' in the 'Departments' column enables the notification to the
members of all the Departments of the selected Organization. If the
notification is to be sent only to members of certain department(s) of the
selected Organization(s), uncheck 'Any' and select the required the
Departments.

Notify Requester (required) | Check-box Enables the administrator to set the notification for person, who requested
the certificate.

Notify Code Signing RAO Check-box Enables the administrator to set the notification for RAO Code Signing
Admins(s) (required) Certificate Admin(s) of the selected Organization(s)/Department(s).
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Form Element Type Description

Notify Code Signing DRAO Check-box Enables the administrator to set the notification for DRAO Code Signing

Admins(s) (required) Certificate Admin(s) of the selected Department(s).

Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications
will be sent.

5.6.2.5 'Code Signing Certificate Expiration' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose Code Signing Certificate is due to

expire.
MNotification Type: Code Signing Certificate Expiration El
Description=* e
Organization/Department=* Organization Department
v [HE) O Any
Demo Organization Demo Organization =
Test Organization [ None
Demo Department
Test Organization 3
[ wone
Test Department 1
Test Department 2 B
Test Department 3 o
Days in advance to notify:* e Frequency: @ Qnce © Daily
Motify Requester:* e
Notify Code Signing RAO Admin(s):* (7]
Notify Code Signing DRAO Admin(s): 0@
Subscribers:
(optional, comma separafed)
[ ok | cancel
5.6.2.5.1 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of
the 'Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members
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of certain Organizations, then select the respective Organizations. Selecting
'Any" in the 'Departments’ column enables the notification to the members of
all the Departments of the selected Organization. If the notification is to be
sent only to members of certain department(s) of the selected
Organization(s), uncheck 'Any' and select the required the Departments.

Days in advance to notify Text Field

(required)

Enables the administrator to set number of days the end-user will be
informed about expiration of the certificate before the event. Administrator
can also specify whether the notification has to be sent to the member(s)
only once or daily till the expiration date by selecting the respective radio
button.

Notify Requester (required) | Check-box

Enables the administrator to set the notification for person, who requested
the certificate.

Notify Code Signing RAO Check-box

Admins(s) (required)

Enables the administrator to set the notification for RAO Code Signing
Certificate Admin(s) of the selected Organization(s)/Department(s).

Notify Code Signing DRAO Check-box

Admins(s) (required)

Enables the administrator to set the notification for DRAO Code Signing
Certificate Admin(s) of the selected Department(s).

Subscribers (optional) Text Field

Administrator can specify additional email address to which the notifications
will be sent.

5.6.2.6 'Code Signing Certificate Requested' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose Code Signing Certificate is been

requested by the Administrator to the CA.

Create Notification x

MNotification Type:

Code Signing Certificate Requested

=]
o

Description:*
Crganization/Department:* Organization Department
v O O Any
L o
Demo Organization Nene
Test Organization R e -
Test Organization
[ none
Test Department 1 =
Test Department 2
Test Department 3
Test Department 4 o
MNotify Requester:™ e
Notify Code Signing RAO Admin(s):" .
Notify Code Signing DRAO Admin(s) 0@
Subscribers:
(optional, comma separated)
[ OK ] [ Cancel
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5.6.2.6.1 Table of Parameters

Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of

the 'Organization' column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members
of certain Organizations, then select the respective Organizations. Selecting
'Any" in the 'Departments’ column enables the notification to the members of
all the Departments of the selected Organization. If the notification is to be
sent only to members of certain department(s) of the selected
Organization(s), uncheck 'Any" and select the required the Departments.

Notify Requester (required) | Check-box Enables the administrator to set the notification for person, who requested
the certificate.

Notify Code Signing RAO Check-box Enables the administrator to set the notification for RAO Code Signing

Admins(s) (required) Certificate Admin(s) of the selected Organization(s)/Department(s).

Notify Code Signing DRAO Check-box Enables the administrator to set the notification for DRAO Code Signing

Admins(s) (required) Certificate Admin(s) of the selected Department(s).

Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications
will be sent.

9.6.2.7 'SSL Approved' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel upon Approval of an SSL certificate
request by an Administrator.
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Create Notification x

Motification Type: SSL Approved B

Description=* e

Organization/Department:*

Organization Department

v Cw O Any
Demo Organization Demo Organization =
Test Organization [ None

Demo Department

Test Organization

[T None

m

Test Department 1
Test Department 2

Test Department 3 S
Certificate Type: Instant SSL B
Notify Owner:* 0
MNotify Requester™ e
Notify SSL RAO Admin(s):" (7]
Notify SSL DRAQ Admin(s): 0@
Subscribers:
(optional, comma separated)
[ ok | cancel
5.6.2.7.1 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of

the 'Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members
of certain Organizations, then select the respective Organizations.
Selecting 'Any' in the 'Departments' column enables the notification to the
members of all the Departments of the selected Organization. If the
notification is to be sent only to members of certain department(s) of the
selected Organization(s), uncheck 'Any" and select the required the
Departments.

Certificates type: (required) | Drop-down Administrator should select type of SSL certificate for which the notification
is to be be set.

Notify owner (required) Check-box Enables the administrator to set the notification for the Owner of the
certificate. The Owner of the certificate is the Administrator that first
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Form Element Description

approved the request for the certificate.

Notify Requester (required) | Check-box Enables the administrator to set the notification for person, who requested
the certificate.

Notify SSL RAO Admin(s) Check-box Enables the administrator to set the notification for RAO SSL Admin(s) of the

(required) selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) Check-box Enables the administrator to set the notification for DRAO SSL Admin(s) of

(required) the selected Department(s).

Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications
will be sent.

5.6.2.8 'SSL Awaiting Approval' Create Notification Form

Enables the administrator to set a notification about an SSL certificate state after the certificate was requested. An SSL
certificate request must be approved by the administrator. Before the request is approved, its state is 'Awaiting Approval'.

Create Notification x

MNotification Type: SSL Awaiting Approval E|
Description=* e
Organization/Department:* Organization e

v O O Any

»

Demo Organization R

Test Organization [ None

Demo Department
Test Organization

m

[T None

Test Department 1
Test Department 2

Test Department 3 5
Certificate Type: ANY B
MNotify Requester™ 0
Motify SSL RAQ Admin(s):* e
Motify SSL DRAO Admin(s)™ e

Subscribers:
(optional, comma separated)

[ ok || cancel

5.6.2.8.1 Table of Parameters

Form Element Description

Description (required) Text Field Administrator should enter text of the notification in this field.
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Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of the
'Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting 'Any'
in the 'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be sent only
to members of certain department(s) of the selected Organization(s), uncheck
‘Any" and select the required the Departments.

Certificates type: (required) | Drop-down | Administrator should select type of SSL certificate for which the notification is
to be be set.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for person, who requested the
certificate.

Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the notification for RAO SSL Admin(s) of the
(required) selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) Check-box | Enables the administrator to set the notification for DRAO SSL Admin(s) of the

(required) selected Department(s).
Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications will
be sent.

5.6.2.9 'SSL Declined' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose SSL Certificate request was
declined by the Administrator.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 227



Comodo Certificate Manager - Adrqj_n_i,strator“G'ijT&_é_f

et =

COMODO

Creating Trust Online®

Create Notification x

Notification Type:

Description:™

Organization/Department:*

SSL Declined

-]

o

Organization

Department

Cw

Cw

= Any

»

Demo Qrganization

[ wone

Demo Organization

[ Test Crganization
Demo Department

m

Certificate Type: ANY El
Motify Owner: [ e

Notify Requester™ e

Motify SSL RAQ Admin(s):* e

Motify SSL DRAO Admin(s): = e

Subscribers:

(optional, comma separafed)

[ OK H Cancel

5.6.2.9.1 Table of Parameters

Form Element Type Description

Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department
(required)

Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
which this notification has to be sent. Selecting the checkbox at the top of the
‘Organization’ column enables the natification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting 'Any'
in the 'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be sent only
to members of certain department(s) of the selected Organization(s), uncheck
‘Any' and select the required the Departments.

Certificates type: (required) | Drop-down | Administrator should select type of SSL certificate for which the notification will
be set.
Notify Owner (required) Check-box | Enables the administrator to set the notification for the Owner of the certificate.

The Owner of the certificate is the Administrator that first approved the request
for the certificate.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 228



COMODO

Creating Trust Online®

Notify Requester (required) Check-box | Enables the administrator to set the notification for a person, who requested
the certificate.

Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the notification for RAO SSL Admin(s) of the
(required) selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) Check-box | Enables the administrator to set the notification for DRAO SSL Admin(s) of the

(required) selected Department(s).
Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications will
be sent.

5.6.2.10 'SSL Expiration' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose SSL Certificates are due to
expire, in advance.

Create Notification b4

Motification Type: SSL Expiration B
Description=™ e
Organization/Department:* Organization Department
v O 5] Any
Demo Organization Demo Organization i
Test Organization None
Demo Department
Test Organization E
[ Wone
Test Department 1
[ Test Department 2 )
[ Test Department 3 -
Certificate Type: ANY E|
Days in advance to natify:* e Frequency: @ Once © Daily
Notify Owner:* e
Motify Requester:* e
Notify SSL RAO Admin(s): 0@
Notify SSL DRAO Admin(s) 0@
Subscribers:
(optional, comma separated)
[ ok || cancel
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Table of Parameters

Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of

(required) which this notification has to be sent. Selecting the checkbox at the top of the
'Organization’ column enables the natification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting 'Any'
in the 'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be sent only to
members of certain department(s) of the selected Organization(s), uncheck
‘Any" and select the required the Departments.

Certificates type: (required) | Drop-down | Administrator should select type of SSL certificate for which the notification will
be set.

Days in advance to notify Text Field | Enables the administrator to set number of days the notification will be sent

(required) about expiration of the certificate before the event. Administrator can also
specify whether the notification has to be sent only once or daily till the
expiration date by selecting the respective radio button.

Notify Owner (required) Check-box | Enables the administrator to set the notification for a person, who owns the
certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for a person, who requested the
certificate.

Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the notification for RAO SSL Admin(s) of the

(required) selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) Check-box | Enables the administrator to set the notification for DRAO SSL Admin(s) of the

(required) Department(s).

Subscribers (optional) Text Field | Administrator can specify additional email address to which the notifications will

be sent.

5.6.2.11

'SSL Issuance Failed' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel for whom the SSL Certificate issuance

has failed.
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Create Notification »

Motification Type: S5L Issuance Failed B

Description=* e

Organization/Department:*

Organization Department

v B« ] Any
Demo Organization Demo Organization =
Test Organization None

Demo Department

Test Organization
None
Test Department 1

m

Test Department 2
[ Test Department 3 -

Certificate Type: ANY E|
Notify Owner:* o

MNotify Requester™ e

Motify SSL RAQ Admin(s): El e

Motify SSL DRAO Admin(s): El 0

Subscribers:

(optional, comma separated)

| ok || cancel
5.6.2.111 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of the

'Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting 'Any'
in the 'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be sent only to
members of certain department(s) of the selected Organization(s), uncheck
'Any" and select the required the Departments.

Certificates type: (required) | Drop-down | Administrator should select type of SSL certificate for which the notification will
be set.

Notify owner (required) Check-box | Enables the administrator to set the notification for the Owner of the certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for a person, who requested
the certificate.
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Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the notification for RAO SSL Admin(s) of the

(required) selected Organization(s).

Notify SSL DRAO Admin(s) Check-box | Enables the administrator to set the notification for DRAO SSL Admin(s) of

(required) selected the Department(s).

Subscribers (optional) Text Field | Administrator can specify additional email address to which the notifications will
be sent.

5.6.2.12 'SSL Revoked' Create Notification Form

Enables the administrator to set the notification about SSL certificates 'Revoke' action (the certificate could be revoked by the
administrator or by the end-user).

Create Notification x

Notification Type: S5L Revoked E|
Description:™ e
Organization/Department:* Organization Department
v v O any
Demo Organization Demo Qrganization =

None
Dema Department

Test Organization
None
Test Department 1

Test Organization

m

Test Department 2

Test Department 3 v
Certificate Type: ANY E|
u
For Certificates Revoked by:™* A{sile'r:inistrator
Motify Owner:* e
Notify Requester™ e
Notify SSL RAO Admin(s)” (7]
Notify SSL DRAC Admin(s) 0@
Subscribers:
(optional, comma separated)
[ ok || cancel
5.6.2.12.1 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
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(required)

which this notification has to be sent. Selecting the checkbox at the top of the
'Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting 'Any'
in the 'Departments’ column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be sent only to
members of certain department(s) of the selected Organization(s), uncheck
'Any" and select the required the Departments.

Certificates type: (required) | Drop-down | Administrator should select type of SSL certificate for which the notification will
be set.

For Certificates Revoked by: | Check-box | Administrator should select a person (administrator or user) after whose

(required) revocation action, the notification is to be sent.

Notify Owner (required) Check-box | Enables the administrator to set the notification for the Owner of the certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification for a person, who requested
the certificate.

Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the notification for RAO SSL Admin(s) of the

(required) selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) Check-box | Enables the administrator to set the notification for DRAO SSL Admin(s) of the

(required) selected Department(s).

Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications will

be sent.

5.6.2.13

'Discovery Scan Summary' Create Notification Form

Enables the Administrator to create a notification with a summary of certificate discovery scan results, for sending to selected

personnel.
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Create Notification x

MNotification Type:
Description:*

Organization/Department:*

Certificate Type:
MNotify Requester™

Notify SSL RAD Admin(s):*

Notify SSL DRAO Admin(s):

Discovery Scan Summary E|

o

Organization Department

v Cw O Any

»

Demo Organization
MNore

Demo Department

Test Organization
Nare
Test Department 1

Demo Organization
Test Organization

m

Test Department 2
Test Department 3 .

SSLEV Certificate [~
7
Q@
0@

Subscribers:
(optional, comma separated)

[ OK H Cancel

5.6.2.13.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department
(required)

Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
which this notification has to be sent. Selecting the checkbox at the top of the
'Organization' column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting 'Any'
in the 'Departments' column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be sent only to
members of certain department(s) of the selected Organization(s), uncheck
'Any" and select the required the Departments.

Certificates type: (required) | Drop-down | Administrator should select type of SSL certificate for which the discovery scan
summary notification will be set.

Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the natification for RAO SSL Admin(s) of the

(required) selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) Check-box | Enables the administrator to set the notification for DRAO SSL Admin(s) of the

(required) selected Organization(s)/Department(s).

Subscribers (optional) Text Field | Administrator can specify additional email address to which the notifications will
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Description

5.6.2.14 'Remote SSL Certificate Installed ' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose SSL Certificate was remotely

installed by the Administrator.

Create Notification

x
Maotification Type: Remote S5L Certificate Installed e
Description:™ 6
Qrganization/Department™ Organization Department
OO« |:|Arry OO« |:|Arry
Cloema Qrganization Test Organization
[ John Smith Inc. Dlivone
DNEWOrganiration TestDepartment'I
Florganization || == TestDepartment 2
TestOrganizatinn DTestDepanmentS
DTestOrgani"ati DTestDepartment:t
Certificate Type: AMY b’
Matify Qwner™ O a
Motify Requester® Da
Notify MRAQ Admin(s):* 0@
Natify SSL RAQ Admin(s):* 0@
Matify S5L DRAQ Adminis)™ Da
Subscribers:
{opticnal, comma separated)
5.6.2.14.1 Table of Parameters
Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.
Organization/Department Checkboxe | Administrator should select Organization(s)/Departments(s), to the members of
(required) S which this notification has to be sent. Selecting 'Any' (checked by default)

enables the notification to the members of all the Organizations. If the
notification is to be sent only to members of certain Organizations/Departments,
then select the checkbox with the drop-down arrow. The tree structure of
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Form Element Description

Organizations and departments will be displayed. Choose the
Organizations/Departments from the tree structure.

Certificates Type: (required) | Drop-down |Administrator should select type of SSL certificate for which the SSL certificate
was installed remotely notification will be set.

Notify Owner (required) Checkbox | Enables the administrator to set the notification for the Owner of the certificate.

Notify Requester (required) | Checkbox | Enables the administrator to set the notification to the person who requested the
Admin status.

Notify MRAO Admin(s) Checkbox

, Enables the administrator to set the notification for the RAO Admin(s).
(required)

Notify SSL RAO Admin(s) Checkbox | Enables the administrator to set the notification for RAO SSL Admin(s) of the
(required) selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) Checkbox | Enables the administrator to set the notification for DRAO SSL Admin(s) of the

(required) selected Department(s).
Subscribers (optional) Text Field | Administrator can specify additional email address to which the notifications will
be sent.

5.6.2.15 'Remote SSL Certificate Installation Failed ' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel whose remote SSL Certificate installation
failed.
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Matification Type:

Description:”

Crganization/Depatment™

Certificate Type:

Motify Owner™

Motify Requester®

Motify MRAC Admin{s).®
Matify 5L RAD Admin(s)*

Motify S5L DRAC Adminis)™

Subscribers:
{optional, comma separated)

Remaote S5L Certificate Installation Fail %

Organization Department
O Oany ||Ow Dl any
Cloemo Grganization Test Organization
[JJohn Smith Inc. O wene
ClMew Crganization ¥ Test Department 1
[l organization [¥] Test Department 2
[¥I Test Department 3

TestOrganizatinn

DTestOrganizati...

ANY v
0@
0@
0@
0@
0@

5.6.2.15.1 Table of Parameters
Form Element Type Description

Description (required) Text Field | Administrator should enter text of the notification in this field.

Organization/Department Checkboxe | Administrator should select Organization(s)/Departments(s), to the members of

(required) S which this notification has to be sent. Selecting 'Any' (checked by default)
enables the notification to the members of all the Organizations. If the
notification is to be sent only to members of certain Organizations/Departments,
then select the checkbox with the drop-down arrow. The tree structure of
Organizations and departments will be displayed. Choose the
Organizations/Departments from the tree structure.

Certificates Type: (required) | Drop-down |Administrator should select the type of SSL certificate for which the remote
installation failed notification will be sent.

Notify Owner (required) Checkbox | Enables the administrator to set the notification for the Owner of the certificate.

Notify Requester (required) | Checkbox | Enables the administrator to set the notification to the person who requested the
Admin status.

Notify MRAO Admin(s) Checkbox | Enables the administrator to set the notification for the MRAO Admin(s).
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Form Element Type Description

(required)

Notify SSL RAO Admin(s) Checkbox | Enables the administrator to set the notification for RAO SSL Admin(s) of the
(required) selected Organization(s)/Department(s).

Notify SSL DRAO Admin(s) Checkbox | Enables the administrator to set the notification for DRAO SSL Admin(s) of the

(required) selected Department(s).
Subscribers (optional) Text Field | Administrator can specify additional email address to which the notifications will
be sent.

56.2.16 'Client Admin Creation' Create Notification Form

Enables the Administrator to create a notification to selected personnel upon creation of new Client Cert Administrators (RAO
Admin SMIME and DRAO Admin SMIME).

Create MNotification x

MNotification Type: Client Admin Creation E|

Description:* 0

Organization/Department:*

Organization Department

M Bv O Any
Demo Organization Demo Organization =
Test Organization None

Demo Department

m

Test Organization
None
Test Department 1

Test Department 2

Test Department 3 v
Notify Requester™ e
Notify SSL RAO Admin(s)™* e
Motify 33L DRAD Admin(s)™ e
Motify Client Certificate RAOD Admin(s)-* e
Motify Client Certificate DRAO Admin(s): (] e
Notify Code Signing RAC Admin(s):* e
Notify Code Signing DRAQ Admin(s): [ o

Subscribers:
(optional, comma separated)

[ OK H Cancel
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Form Element

Type

Description

Description (required) Text Field Administrator should enter text of the notification in this field.

Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of

(required) which this notification has to be sent. Selecting the checkbox at the top of the
'Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting
'Any' in the 'Departments’ column enables the notification to the members of
all the Departments of the selected Organization. If the netification is to be sent
only to members of certain department(s) of the selected Organization(s),
uncheck 'Any' and select the required the Departments.

Notify Requester (required) Check-box | Enables the administrator to set the notification to the person who requested
the Admin status.

Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the notification all the RAO SSL Admin(s) of

(required) the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) | Check-box | Enables the administrator to set the notification all the DRAO SSL Admin(s) of

(required) the selected Departments.

Notify Client Certificate RAO | Check-box | Enables the administrator to set the notification all the RAO SMIME Admin(s)

Admin(s) (required) of the selected Organization(s)/Departments.

Notify Client Certificate DRAO | Check-box | Enables the administrator to set the notification all the DRAO SMIME Admin(s)

Admin(s) (required) of the selected Departments.

Notify Code Signing RAO Check-box | Enables the administrator to set the notification all the RAO Code Signing

Admin(s) (required) Admin(s) of the selected Organization(s)/Departments.

Notify Code Signing DRAO Check-box | Enables the administrator to set the notification all the DRAO Code Signing

Admin(s) (required) Admin(s) of the selected Departments.

Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications

will be sent.

5.6.2.17

'Domain Awaiting Approval' Create Notification Form

Enables the administrator to set a notification about a request of a domain delegation to an Organization/Department. The
Domain delegation request must be approved by the RAO Administrator. Before the request is approved, its state is 'Awaiting

Approval'.
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Create Notification x

Notification Type: Domain Awaiting Approval El

Description:* 0

Crganization/Department:*

Organization Department

v Ow O Any
Demo Organization Demo Organization =
Test Organization Nene

Demo Department

Test Organization

None

Test Department 1

m

Test Department 2

[T Test Department 3 S
MNotify Requester™ e
Notify SSL RAO Admin(s):* (7]
Notify SSL DRAO Admin(s): ng
MNotify Client Certificate RAO Admin(s)* e
Notify Client Certificate DRAO Admin(s): O e
Notify Code Signing RAD Admin(s): [ e
Notify Code Signing DRAQ Admin(s): [ e
Subscribers:
(optional, comma separafed)
| ok || cancel
5.6.2.171 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of the

'Organization' column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting 'Any'
in the 'Departments’ column enables the notification to the members of all the
Departments of the selected Organization. If the notification is to be sent only to
members of certain department(s) of the selected Organization(s), uncheck
'Any' and select the required the Departments.

Notify Requester (required) | Check-box | Enables the administrator to set the notification to the person who requested
the delegation of a created domain to an Organization/Department.
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Description

Enables the administrator to set the notification all the RAO SSL Admin(s) of
the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s)
(required)

Check-box

Enables the administrator to set the notification all the DRAO SSL Admin(s) of
the selected Departments.

Notify Client Certificate RAO
Admin(s) (required)

Check-box

Enables the administrator to set the notification all the RAO SMIME Admin(s) of
the selected Organization(s)/Departments.

Notify Client Certificate DRAO | Check-box | Enables the administrator to set the notification all the DRAO SMIME Admin(s)
Admin(s) (required) of the selected Departments.

Notify Code Signing RAO Check-box | Enables the administrator to set the notification all the RAO Code Signing
Admin(s) (required) Admin(s) of the selected Organization(s)/Departments.

Notify Code Signing DRAO Check-box | Enables the administrator to set the notification all the DRAO Code Signing
Admin(s) (required) Admin(s) of the selected Departments.

Subscribers (optional)

Text Field

Administrator can specify additional email address to which the notifications will
be sent.

Important Note: The 'Domain Awaiting Approval' notification will be sent to Master Administrator only after the requested

domain is approved by RAO.
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5.6.2.18 'Domain Approved' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel upon Approval of creation and delegation
of a domain to an Organization/Department.

Create Notification x

Motification Type: Domain Approved El

Description:* e

Organization/Department:*

Organization Department

v O« O Any
Deme Organization Demo Organization &
Test Organization Nene

Demo Department

Test Organization

MNene
Test Department 1

m

Test Department 2

[7] Test Department 3 -
Notify Requester-" (7]
Notify SSL RAO Admin(s):" (7]
Notify SSL DRAQ Admin(s)* (7]
Notify Client Certificate RAO Admin(s)™ (7]
Notify Client Certificate DRAQ Admin(s) 0@
Notify Code Signing RAQ Admin(s): 0Q
Notify Code Signing DRAQ Admin(s): 0@
Subscribers-
(optional, comma separated)

| ok || cancel
5.6.2.18.1 Table of Parameters
Form Element Type Description

Description (required) Text Field | Administrator should enter text of the notification in this field.
Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of the

‘Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting 'Any'
in the 'Departments' column enables the natification to the members of all the
Departments of the selected Organization. If the notification is to be sent only to
members of certain department(s) of the selected Organization(s), uncheck
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‘Any' and select the required the Departments.

Notify Requester (required)

Check-box

Enables the administrator to set the notification to the person who requested
the delegation of a created domain to an Organization/Department.

Notify SSL RAO Admin(s)
(required)

Check-box

Enables the administrator to set the notification all the RAO SSL Admin(s) of
the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s)
(required)

Check-box

Enables the administrator to set the notification all the DRAO SSL Admin(s) of
the selected Departments.

Notify Client Certificate RAO
Admin(s) (required)

Check-box

Enables the administrator to set the notification all the RAO SMIME Admin(s) of
the selected Organization(s)/Departments.

Notify Client Certificate DRAO

Check-box

Enables the administrator to set the notification all the DRAO SMIME Admin(s)

Admin(s) (required) of the selected Departments.

Notify Code Signing RAO Check-box | Enables the administrator to set the notification all the RAO Code Signing
Admin(s) (required) Admin(s) of the selected Organization(s)/Departments.

Notify Code Signing DRAO Check-box | Enables the administrator to set the notification all the DRAO Code Signing
Admin(s) (required) Admin(s) of the selected Departments.

Subscribers (optional)

Text Field

Administrator can specify additional email address to which the notifications will
be sent.

5.6.2.19

'DCV Expiration' Create Notification Form

Enables administrator to set notification about expiration of domain control validation if it is due to expire.
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Create Notification

Motification Type: DCV Expiration Izl
Description:* 6
Organization/Depatment* Organization Department
v Any
emao Organization : : o ;
Mew Organization
Test Organization
Days in advance to notify= a Frequency: @ Once ) Daily
Maotify Owner™ a
Motify Requester® a
Motify S5L RAQ Admin(s)* w
Motify S5L DRAQ Admin(s)* w
Subscribers:
{optional, comma separated)
| ok || cancel
5.6.2.19.1 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of the

‘Organization’ column enables the natification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting
‘Any' in the 'Departments’ column enables the notification to the members of
all the Departments of the selected Organization. If the notification is to be sent
only to members of certain department(s) of the selected Organization(s),
uncheck 'Any' and select the required the Departments.

Days in advance to notify Text Field Enables the administrator to set number of days the end-user will be informed
(required) about expiration of the certificate before the event. Administrator can also
specify whether the notification has to be sent to the member(s) only once or
daily till the expiration date by selecting the respective radio button.
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Notify Owner (required) Check-box | Enables the administrator to set the notification for the Owner of the certificate.

Notify Requester (required) Check-box | Enables the administrator to set the notification to the person who requested
the delegation of a created domain to an Organization/Department.

Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the notification all the RAO SSL Admin(s) of
(required) the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) | Check-box | Enables the administrator to set the notification all the DRAO SSL Admin(s) of

(required) the selected Departments.
Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications
will be sent.

56.2.20 'DCV Validated' Create Notification Form

Enables the Administrator to create a notification that will be sent to selected personnel on successful completion of Domain
Control Validation (DCV).

Create Notification x

Maotification Type: DCY Validated |E|

Description® a

Organization/Department™

Organization Department
v Any

& Demao Organization
& New QOrganization

est Organization

Motify Owner* a
Motify Requester® a
MNotify SSL RAO Admin(s)® a
MNotify SSL DRAD Admin(s )™ a

Subscribers:
{optional, comma separated)

| ok || cancel

5.6.2.20.1 Table of Parameters
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Form Element Type Description
Description (required) Text Field | Administrator should enter text of the notification in this field.
Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of the

‘Organization’ column enables the notification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting 'Any'
in the 'Departments' column enables the natification to the members of all the
Departments of the selected Organization. If the notification is to be sent only to
members of certain department(s) of the selected Organization(s), uncheck
‘Any' and select the required the Departments.

Notify Owner (required) Check-box | Enables the administrator to set the notification for the Owner of the certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification to the person who requested
the delegation of a created domain to an Organization/Department.

Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the notification all the RAO SSL Admin(s) of
(required) the selected Organization(s)/Departments.

Notify SSL DRAO Admin(s) Check-box | Enables the administrator to set the notification all the DRAO SSL Admin(s) of

(required) the selected Departments.
Subscribers (optional) Text Field | Administrator can specify additional email address to which the notifications will
be sent.

5.6.2.21 'DCV Needed-New Domain' Create Notification Form

Enables the Administrator to create a notification that will be sent to those personnel selected when a new domain is created and
awaiting validation.
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Create Notification

Motification Type: DCV Needed-MNew Domain |z|
Description:* 6
Organization/Depatment* Organization Department
Flw Any
Demao Organization
Mew Organization
|:|Test COrganization
Maotify Owner™ ] a
Motify Requester® = a
Motify S5L RAQ Admin(s)* [ 7 ]
Motify S5L DRAQ Admin(s)* [ 7 ]
Subscribers:
(optional, comma separated)
| ok || cancel
5.6.2.21.1 Table of Parameters
Form Element Type Description
Description (required) Text Field Administrator should enter text of the notification in this field.
Organization/Department Checkboxes | Administrator can select Organization(s)/Departments(s), to the members of
(required) which this notification has to be sent. Selecting the checkbox at the top of the

'Organization’ column enables the natification to the members of all the
Organizations/Departments. If the notification is to be sent only to members of
certain Organizations, then select the respective Organizations. Selecting
'Any' in the 'Departments’ column enables the notification to the members of
all the Departments of the selected Organization. If the notification is to be sent
only to members of certain department(s) of the selected Organization(s),
uncheck 'Any' and select the required the Departments.

Notify Owner (required) Check-box | Enables the administrator to set the notification for the Owner of the certificate.

Notify Requester (required) | Check-box | Enables the administrator to set the notification to the person who requested
the delegation of a created domain to an Organization/Department.

Notify SSL RAO Admin(s) Check-box | Enables the administrator to set the notification all the RAO SSL Admin(s) of
(required) the selected Organization(s)/Departments.
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Notify SSL DRAO Admin(s) Check-box | Enables the administrator to set the notification all the DRAO SSL Admin(s) of

(required) the selected Departments.

Subscribers (optional) Text Field Administrator can specify additional email address to which the notifications
will be sent.

6 Certificate Discovery and Agents

CCM allows administrators to scan for SSL certificates installed in a network including certificates issued by third party vendors
and self-signed certificates. Agents installed in the network facilitate this discovery process. In addition, the agents are also used
for automatic installation of SSL certificates on Apache, Apache Tomcat and IIS 7, 7.5, and 8. Refer to the following sections for
more detailed explanation on each area.

»  Certificate Discovery

* Agents

6.1 Certificate Discovery Area

6.1.1 Discovery Tasks

The Certificate Discovery option is a very convenient tool for scanning and monitoring a network for all installed SSL certificates
(including Comodo Certificates that may or may not have been issued using Comodo Certificate Manager, any 3rd party vendor
certificates and any self-signed certificates.)

Security Roles:

» RAO Administrators can scan for certificates requested, issued, expired, revoked and replaced for Organizations
(RAOs) and Departments of those Organizations (DRAQOs) that have been delegated to them.

»  DRAO Administrators can scan for certificates requested, issued, expired, revoked and replaced for the Department
that have been delegated to them.

Dashboard H Certificates | SUEEELIL] ‘ Reports H Admins H Settings H About ‘

Discovery Tasks  Agents

Add Filter: Select... w
Group by: Ungroup v | o apply || & Clear |
¢ || hAdd ||| #Edt || @ Delete || Cancel || History
Name Organization Department Ranges to Scan State Schedule Last Scanned ﬁ
@& Test Demo Organization 19216816833 Scan in Progress 0% fanual 0252172014 11:49:20
) MDM Demao Organization 19216816833 Sucecessful fanual 0252002014 13:32:40
O taskite Mew Organization Manual

15 rowspage 1-3owutof3| == || = || = || == |

Discovery Tasks area - Table of Parameters

Field Element Values Description

Name String Name of the certificate discovery task
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Organization String Name of the organization selected for the discovery task
Department String Name of the department selected for the discovery task
Ranges to Scan String Displays the IP ranges that will be scanned during this task
State String Displays the status of the scan, that is, whether it is successful,

failed, in progress or canceled. Clicking on the state displays
respective result. For example, clicking on 'Successful' will
display the number of certificates discovered.

Scheduled String Displays whether the scan is to be run manually or scheduled

Last Scanned Checkbox Displays the date and time of the last scan performed

Note: An administrator can enable or disable the column from the drop-down button beside the last item in the column:

Last Scanned [~ |
v State
¥ Schedule
v Last Scanned

Control Buttons

Add Enables administrator to add a new certificate discovery task.
Refresh Updates the list of displayed discovery tasks.
Discovery Task control
Buttons
Edit Enables administrator to edit the selected discovery task such
Note: The Discovery Task as change the IP range and more.
control buttons are visible only — - -
on selecting a domain Delete Enables administrator to delete a discovery task from the list.
Scan Enables administrator to start a new scan for the selected
discovery task .
Cancel Enables administrator to cancel a discovery scan. This button

will appear after starting a new scan.

History Displays the details of past scans performed for the selected
discovery task and allows administrators to download scan
reports.

Last Scan Details Displays the results of the last scan for the selected discovery
task.

Clean Results Removes all the discovered certificates from the SSL
certificates tab.

6.1.1.1 Sorting and Filtering Options

e Clicking on a column headers 'Name', 'Organization’, 'Department’, 'Schedule' or 'Last Scanned' sorts the items in the
alphabetical order of the entries in the respective column.

Administrators can search for particular SSL certificates by adding filters.

Add Filter: Select... 4

Group hy: Ungraup b v Apply || W Clear
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To add a filter
»  Select afilter criteria from the 'Add Filter' drop-down.

Add Filter: Select.. B
Group by:

Mame

Organization

»  Enter or select the filter parameter as per the selected criteria.

Add Filter- Select.  [+]
Elname: test
Group by Ungroup B | & Apply || @& Clear

The available filter criteria and their filter parameters are given in the following table:

Filter Criteria Filter Parameter

Name Enter the name of the discovery task fully or in part

Organization Select the Organization and/or the department to which the
certificate belongs, from the 'Organization' and 'Department'
drop-downs.

Tip: You can use more than one filter at a time. To remove a filter criteria, click the ' button to the left if it.

e Select the criteria by which the results are to be grouped from the 'Group by' drop-down and enter or select the
grouping parameter.

For example, if you want to filter the discovery tasks with a specific Common Name starting with 'test' and group the results by
'Organizations/Departments', then select 'Name' from the 'Add Filter' drop-down, enter 'test' and select
'Organization/Department' from the 'Group by' drop-down. The tasks, having 'test' in their name will be displayed as a list.

Add Filter: Select.. El
EName: test
Group by: Ungroup E| | s Apply || @ Clear
group
Organization : B =
I m
|L||_" Depariment [t || m Deete || scan || History || LastScan Details

Schedule

The filtered items based on the entered parameters will be displayed:

Hame Organization Department Ranges to Scan State Schedule Last Scanned ﬁ
= Demo Organization
[ test_discovery_p Demo Organization 192.168.155.40/32... IManual

[] TestScan Demo Organization 1111211311416 Successiul Manual 02/15/2013 18:24:30

= Test Organization

[0 testiscan Test Organization dep B o B B e B e P O Canceled Manual 021442013 06:24:12

*  Toremove the filter options, click the 'Clear' button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the 'Discovery
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Tasks' interface in future, the configured filters will be in action and only the search results will be displayed. If you do not want
the filters to be saved, click the 'Clear' button.

6.1.1.2 Prerequisites

The administrator has defined a default Organization/Department and has installed the discovery agent. All unmanaged
certificates found during the certificate discovery scanning process will be assigned to the default Organization/Department. A
discovery scan cannot be performed until the agent is installed and a default Organization is defined.

6.1.1.3 Overview of Process

1 Run a scan of networks in order to find all deployed SSL certificates.

2 CCM will automatically integrate all newly discovered certificates into the 'SSL Certificates' area (Certificates
Management > SSL Certificates).

o o B~ W

CCM will assign certificates that were not issued using CCM to the default Organization with the status 'Unmanaged'.
CCM will update the status of existing certificates that were issued using CCM (if necessary).
‘Unmanaged’ certificates can become 'Managed' by renewing the particular certificate.

The compiled results of the scan can be viewed in the 'Discovery Scan Log'.

6.1.1.4 Adding IP Range and Start Scanning

1. To begin a discovery scan, click 'Discovery' > Discovery' Tasks" 'Add' to open the scan configuration form.

Mame:* Cers of Test Department

Qrganization:” Test Organization w

Department:* Test Department W
L add |
| Edt |
| Remove |

Rangesto Scan:

[ OK H Cancel

Form Element

Element Type

Description

Name Text Field Type the name of the discovery task.
Organization Drop-down Select an organization to which discovered certificates will be assigned.
Department Drop-down Choose a specific department of the selected organization to be assigned

discovered certificates.
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Add Control Button Opens 'Add Scan Range' dialog for specifying the scan ranges.
Edit Control Button Enables the administrator to edit the selected scan range .
Remove Control Button Enables the administrator to delete the selected scan range.
OK Control Button Enables the administrators to add the discovery task to the list.
Cancel Control Button Cancel the process of creating the discovery task.

Schedule Tab Allows the administrator to schedule the scan.

2. Click the 'Add" button to add the CIDR, IP or the host name in the Add Scan Range dialog.

Add Scan Range (CIDR > Scan) o

® cioR
eq 10101010532
Op
O Host name
Port* 443
[ 0K ] [ Cancel ]
Form Element Element Type Description
CIDR Text Field Short for 'Classless Internet DOMAIN Routing'. Type the IP address you
wish to scan followed by network prefix, e.g. 123.456.78.91/16 should be
specified here.
IP Text Field Type the IP address you wish to scan.
Host name Text Field Enter the host name you wish to scan.
Ports to Scan (required) Text Field The port number(s) for IP range.
OK Control Enables the administrator to add specified data into the scan list.
Cancel Control Enables the administrator to add cancel the process.

3. Click OK after selecting and entering the appropriate details.

The administrator can add more scan ranges for the same discovery task. Repeat the process as explained above.
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et =

Mame:* Certz of Test Department

Qrganization:” Test Organization L%

Department:* Test Department LY
_ 8§ LK A
_ 8. 0§ BELE

| Edt

Remove

!

Ranges to Scan”

[ OK H Cancel

The entered scan ranges will be displayed. The administrator can edit or remove the scan range after selecting it.

Edit Scan Range (CIDR > Scan) b4

Ocior
®p

O Host name

Fort' 443

[ OK H Cancel

4.  Click the 'Schedule' tab to set the scan frequency for the discovery task.
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Scan Frequency

& Manual

O Daily
C)Weeklv

© Monthly

O cwarterly

O Semi-Annually

Dﬁxnnually

[ OK H Cancel l

Scan frequency that could be set for the discovery task are: Manual (on demand), Daily, Weekly, Monthly, Quarterly, Semi-
Annually and Annually.

5. Click 'OK'".

The newly created discovery task will be displayed in the list.

Dashboard H certificates | MUEEUEE  Reports H Admins H Settings H About ‘
Discovery Tasks Agents
Add Filter: Select w
Group by Ungroup v | o Apply || @& Clear
€ A
T T
Mame Organization . Department Ranges to Scan State Schedule  Last Scanned [~ |
O Test Demo Organization d S Canceled Manual 021252014 12:37:56
&) DM Demo Organization &, wE . Successiul mManual 0212502014 12:33:49
) Cers of Test Dep TestOrganization  Test Department i Manual
O task31g Mew Organization Manual
15 rowspage 1-4outofd == = | Bt

6. Select the discovery task to run the certificate discovery scan.

The control buttons for managing the task will be displayed at the top.
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Dashboard | | Certificates

Digscovery Tagks Agents

Add Filter: Select... w
bty T - . . _ = VAppIy ...... ...... ECIW
o h Add = Edit & Delete Scan History Last Scan Details Clean Resulls
Name Organization epartiment Ranges to Scan State Schedule Last Scanned (~]
O Test epertirganization Canceled Manual 02025/2014 12:37:56
) MOM Demo Organization * Successful Manual 02025/2014 12:33:49

@ Certs of Test Dep Test Organization Test Department Manual

O taskila Mew Organization Manual

15 rowspage 1-4 ot of 4

7. Click the 'Scan' button to commence the discovery scan for the selected task.

Information o

6 Scan has started.

CCM allows administrators to run multiple discovery tasks at a time. After a scan has started, select another task and click the
scan button at the top.

Discovery scanning uses a 2 second timeout for each IP/Port combination with 10 threads running at once. This information can
be used to approximate how long a scan will take.

((# IP Addresses) * (# ports per address)) / 300 = Number of minutes for scan.

Note: The timeout interval and number of threads per minute may be subject to minor fluctuation. Admins are advised to treat
these figures as an approximate calculation of scanning times.

Example:

Scanning a single range xxx.xxx.0.0/16 for a single port (443) equals 65,536 IP addresses.

((65536)(1))/300 = approx 218 minutes.

The progress of the scan can be viewed in the row of the selected discovery task under the 'State' column.
8.  Click the 'Cancel' button if you want to cancel the scanning process.

If you cancel the scanning process, the entire system will revert to the state that existed before the scan was started (i.e., any
data collected during scanning will not be applied until the scanning process is completed).

If you cancel the scanning, you should specify the reason for in the 'Cancel Reason' dialog and click OK.
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Cancel Reason

Adminizstrative

Reason: Information x

é Scan has heen canceled.
[ OK H Cancel

After the scan is complete, administrators will be notified of the result via email. Please note the email notification should have
been configured in the Discovery Scan Summary notifications area.

Discovery Scan Summary 02/25/2014 08:50:05 GMT - Inbox - Mozilla Thunderbird =3
| Edit  Miew Go Message Tools Help

Fil=
I% Gek Mail - |_-J1}Write Address Book, U\_\J Tag~
=5

Inbox E - | Discovery Scan Summary DZfZSf...ﬁ [

-

[ @ reply ] 7 [@ forwardl [IE archivel [ @ junk] [ b4 deletel

from Comodo Certificate Manager <supporb@hard. cert-manager.comz 7

subject Discowery Scan Summary 02,/25,/2014 08:50:05 GMT

2121 PM

to ¥ou other actions =

Started: 02/25/2014 08:.50:05 GMT
Ended: 02/25/2014 085025 GMT
Scan Type: Manual

Started By John Smith

IPs Scanned:. 0

Completion Status: SUCCESSFUL

Total Mew
S50 Cerificates: 2 2
CCM: o 0
Other. 2 2
Selt-Signed: o 0

s

The results of the scan can be viewed at 'SSL certificates' sub-tab of the 'Certificate Management' section and the 'Reports'
section.
6.1.1.5 Editing a Discovery Task

Administrators can edit an existing discovery task from the list such as change the task name, organization, department and the
schedule for the scan. To edit a task, select it and click the edit button at the top.
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| Dashboard H Certificates

| Reports H Admins H Settings ” About ‘
Discovery Tasks Anents
erErrrrerreerrerrrerrerrreen
Add Filter, Select,. »
Group by: Ungroup - A e
< | & Add o# Edit B Delste || Scan || History || Last Scan Detais Clean Results

Name

e —

O Demo Orga ' Schedule ] 2:37:56
hd Demao Orga 2:33:49
o g MNarme:" Certs of Test Department
Certs of Test Dep Test Organiz 4:30025
Organization:” Test Organization v
O task3dis New Organiz
Department:* Test Department v
443 Add
- 444
R
Ranges to Scan;’
| OK Cancel |

The Edit task interface will open.

The interface allows the administrator to change the task name, select another organization and department, add new scan
range, edit existing scan ranges or remove it. In the schedule tab, the scan frequency can be edited. For more details refer to
section Adding IP Range and Start Scanning.

6.1.1.6 Deleting a Discovery Task

To delete a discovery task from the list, select it and click the 'Delete’ button at the top.
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Dashboard Certificates

Reports Admins Settings rAh Ol

Discovery Tasks Agents

Add Filter: Select w
Group by Ungroup W
L e || mad ||| otedt |["HDekte || scan || History || LastScanDetais Clea

WOH Dep%nt Ranges to Scan State

Demo Organization
(®) cCerts of TestDe| TestOrganization | \g) Are you sure?
) task318 Mew Organization
ook |[ Cancel

«  Confirm the deletion in the dialog that appears.

6.1.1.7 Viewing History of Discovery Tasks

CCM allows administrators to view the history of up to last five scan results of each discovery task, view details of each task and
download the report from the interface. To view the history of a discovery task, select it and click the 'History' button at the top.
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| Dashboard || Certificates ||

Discovery Tasks Agents

Add Filter: Select v
Group by. Ungroup v
¢ [ and ] | ELpe Edi # Delete || Scan s tistory, || LastScan Detais Clean Results
Name Organization ges to Scan State Schedule

) Test
) MDM

O task318 New Organization
c Beonet.
Date _ State 55Ls Found
O 02/25/2014 14:07:49 Successiul 2
O 02/25/2014 14:10:56 Canceled 1]
O 02/2572014 14:20:05 Successful 2

s rowsipage 1-3outof 3 bss s il s

Close

The 'History of scan...” dialog will be displayed.
*  Click the 'Report' button to download all the discovery scan reports, which is in the form .csv file.

*  Select a scan result. The 'Details' button will be displayed at the top.

History of scan "Certs of Test Department” 0
e || Report ||| Detais |
Date State S5Ls Found
O 02/25/2014 14:07:49 Successiul 2
) 02i25/2014 14:10:58 Canceled ]
& 0225/2014 14:20:05 Successiul 2

15 rnws.l'page1-3+:ru1013| || : || || |

Close

¢ Click the 'Details' button to view the details of discovered certificates for the selected scan.
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Add Filter: Select.. v
Group by: Ungroup b 1o Apply 'ﬂ?ﬁ Cizar
c Report
IP address CommonName  ValidTo  ValidFrom  KeyAlgorithm  Key Size ~ B
1212015 1211012013 RSA 2048
G e 1211172015 1211012013 RSA 2048
15 WWS"D&UE‘ 1 -20u'[0f2;”“”
Close

e Click the 'Report' button to download all the reports for the discovered certificates, which is in the form .csv file.

To view the details of latest result of certificates discovered for a discovery task, select it and click the 'Last Scan Details' button
at the top.

Dashboard | ‘ Certificates

Discovery Tasks  Agents
Add Filter: Select.. v
Group by: Ungroup % L ooy || @& Cear |

Clean Resufts |

 Schedule  Last Scanned

Canceled IManual 02/25/2014 12:37:56

| Successful Manual 02/25/2014 12:33:49
Cers of Test De| Test Croganization Test Department Successful IManual 022512014 14:20:25
O  task31s MNew Organization Manual

Details of scan "Certs of Test Department’ run at 02/25/2014

Add Filter: Select... b
Group by: Ungroup b | o Apoly i Ciear
= Regort
IP address Common Name  Valid To ValidFrom  KeyAlgorithm  Key Size [~
12112015 12M10/2013 RSA 2043
B AT s 12112015 121002013 RSA 2048
15 rowsipage 1-2outof2| [l
Close

The details of certificates discovered during the the last scan for the selected task will be displayed.

»  Click the 'Report' button to download the report, which is in the form .csv file.
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File Download

Do you want to save thiz file, or ind a program online to open

it?

@ Marme: export_discoverydetail.csy
Type: Unknown File Type, 1,69EE

From:  hard.cert-manager.com

Find ][ Save ]| Cancel |

|.--" Yhile filez from the Internet can be useful, zome files can potentially
@ harm your campuker. |f vau dao nak trust the zource, do naot find a
- program to open this file or zave this file. What's the sk ?

6.1.1.8 View Scan Results

Upon completion of the Discovery Scan, Comodo Certificate Manager will automatically update the 'SSL Certificates' area with
the results of the scan. It will add any newly discovered (unmanaged) certificates and update the status of any existing
certificates. There are, therefore, two types of SSL certificates that could be discovered.

*  Certificates issued by Comodo Certificate Manager (also known as 'Managed' certificates). Comodo Certificate
Manager will simply update that certificates existing entry with any status changes that may have occurred. These
certificates will stay assigned to the Organizations that they are currently assigned to.

»  Certificates that were not issued by Comodo Certificate Manager (also known as ‘Unmanaged certificates) If
the certificate was NOT issued by CCM, they will be retained with ‘Unmanaged’ status. This category covers:

»  Self-signed certificates.
»  Certificates issued by Comodo CA but not via Comodo Certificate Manager.

«  Certificates issued by 3" party vendors / other certificate authorities.

Certificates Discovery H Reports H Admins H Settings H About ‘

5 rowsipage 11-15 out of 36 j‘_ _

SSL Certificates Client Certificates Code Signing Certificates
Add Filter: Select.. w
Group by Ungroup w
vk Add Export Add For Aute Install
Common Mame Organization Department State Expires Server Software ﬁ
O mt . ization -
Placing the mouse cursor over Flacing the mause cursor over
O test the Commaon Marme' will display nization the ‘State"will display the
the name of the vendaor o IP Address/Port combination that
O 3p3] ot is associated with this certificate  f1iZ3100 this certificate was found on
el TEat Jlgarization Unmanaged (2) 08082015 |
Yendor: Discovered Vendor * i e i e 192.168.75.99:443 v
O Xl — Crganization Y 192 168.75.09:443

To bring an 'Unmanaged' certificate under the control of Comodo Certificate Manager you have to 'Renew' that certificate (to be

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved .

261




COMODO

Creating Trust Online®

more precise you will be effectively 'replacing' that certificate with an equivalent Comodo certificate). Clicking the 'Renew' button
will begin the ordering process for new Comodo SSL certificate with the same parameters.

Certificate Type View in the SSL Certificates Sub-Tab
View
Certificates, issued by One Of the SSL [ tesidomain.com Test Drganization Tesi Depariment 1 Applied
CCM Certificates State [0 examplecom Demo Orpanization Dema Deparment Declinad
||Sted hel’e O wewsenthil Tast Qrganization Expired oBHE2012

Certificates, | Self-signed | Unmanaged
not issued | certificates
by CCM

X Vitdware = Demo Organization Unmanaged (1) 11/09/2013

Self-signed certificates are marked with red cross alongside their common
name. (Background - 'Self Signed' means that the certificate was not signed
(issued) by a Trusted Certificate Authority. As such, these certificates will not
be recognized by popular Internet browsers such as IE, Firefox, Opera.
Konqueror, Safari and Chrome.)

Issued by Unmanaged 0 fest? cemga.com*  Demo Organization  Unmanaged 01/03/2014
Comodo CA
but not via
CCMm

Issued by 3rd Unmanaged @ www.eomodo.com *  Test Organization Unmanaged (1)  06/22/2013
party vendor

You can download the compiled scan results in .csv format in Discovery Scan Log report under the Reports tab.

The Discovery Scan Log report contains information concerning to overall scan options and discovered SSL certificates
information.

Comodo advises administrator to:
i.  Schedule regular discovery scans as a matter of course;

ii. Runa manual scan after every change to SSL certificate configuration. Otherwise, it is possible that the 'SSL
Certificates' area will show inaccurate information. (e.g. you may have uploaded a certificate to your website but in
CCM the certificate will have a state of ‘Issued’ and a discovery status of ‘Not deployed if you haven't re-run the
scan).

iii. Runa manual scan after any change to the network in general.

To remove the discovered certificates from the SSL Certificates screen for a particular discovery scan, navigate to Discovery >
Discovery Tasks, select the discovery task and click the 'Clean Results' button.
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| Dashboard H Certificates ‘ Discovery | Reports H Admins H Settings ” About ‘

Discovery Tasks Agents

Add Fitter; Select,.. v
Group by: Ungroup e ! L4 AD{;};1 i Clear
¢ || mace ||| #es || @o0eete || scan || Hstory || LastScan Detais s Clean Resuts |

Hame Organization Department Schedule Last Scanned [~ |
O Test Demo Crganization Canceled Manual 02/25/2014 12:37:56

KIDM rganization R Successiul Manual 02/25/2014 12:33:49

s of TestDe| Test Organization Test Depatment Successiul Manual 02r25/2014 14:20:25

O task318 Mew Organization Manual

S _40m0[4:.........

s

In the confirmation dialog, click 'OK'" to confirm removal of the certificates in the SSL Certificates interface.

Certificate Manager 0

@ The cedificates found during this scan will be deleted from the 3510 Cedificates Tab.

| OK || Cancel

6.1.2 Agents

Comodo Certificate Manager uses agents for:

»  Automatic installation of certificates (on Apache, Apache Tomcat and IIS 7. 7.5and 8 only) - The controller/agent
installed on the web server, will periodically poll CCM for requests for certificates that have been enabled for auto-
installation. If a request exists, it will automatically generate a CSR on the web server and present the application for
administrator approval via the CCM interface. On approval, the agent submits the CSR to Comodo CA and tracks the
order number. Once the certificate is issued by the CA, the agent downloads the certificate and allows the
administrator to install the certificate from the CCM interface. The controller installed on one server can be configured
to communicate with the other remote servers in the network. Once configured, it enables automatic installation of
certificates on the remote servers without the need of installing the agent on them.

»  Discovery of SSL certificates installed on internal servers - The agent installed on the web server or any local
machine in the network, will scan and monitor internal servers for all installed SSL certificates. It is possible for
administrators to configure Comodo CM to scan externally facing IP addresses directly from the 'Discovery Tasks' area
(as explained in Discovery Tasks). However, Comodo CM can only scan internal hosts IF an agent which is
configured to communicate with the Comodo CM servers is installed on the local network. After scanning the local
network, the agent will send a report back to the Comodo CM console.

Note: Only if auto-installer feature is enabled for your account, the CCM agent will serve both the purposes of automatic
installation of certificates and discovery of SSL certificates installed on your internal servers. If this feature is not enabled, the
agent will act as certificate discovery agent and will only scan for SSL certificates installed in your servers.

Security Roles:

*  RAO - can set up Certificate Controller agent for installing certificates and scanning internal servers of Organizations (
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and any sub-ordinate Departments) that have been delegated to them, for certificates requested, issued, expired,
revoked and replaced.

 DRAO-cansetup Certificate Controller agent for installing certificates and scanning internal servers of Department
that have been delegated to them for certificates requested, issued, expired, revoked and replaced.

The Agents Interface:

Dashboard H [ONTTISTS|  Discovery | Reports H Admins H Settings H About ‘

Discovery Tasks  Agents

Add Filter: Select... “
Group by: Ungroup b I W Apply I= o Clear ’
q_ Download Agent
Hame Alternative Hame Organization Department Active State ﬁ
) Agent127 Test Oroganization Mot connected (1)
() Agent Demo Department 14 Demo Organization  Demo Department Connected
) AgentDemo Department 14 Demo Organization Demo Department Connected
) Agent Dema Grganization 1 Demo Organization 1A
) Agent Test Department 2 14 Test Crganization TestDepartment 2 P&

|| ==

5 rowsipage 1-5outofs| = || - ||

Column Display Description

E

Name Displays the name specified for the Certificate Controller Agent.

Alternative Name Displays the alternative name specified for the Certificate Controller Agent.

Organization Displays the Organization to which the Certificate Controller Agent is associated.

Department Displays the Department to which the Certificate Controller Agent is associated.

Active The checkbox displays whether the agent is active or inactive and allows the administrator to
change the state if required.

State Displays whether or not the agent is connected to CCM.

Note: The administrator can enable or disable the columns from the drop-down button beside the last item in the table header:

&
¥ Alternative Mame
ted (1) o
+ Qrganization
+ Department
¥ Active
Controls
Download Starts downloading the Certificate Controller Agent setup file of the selected agent.
Agent
Refresh Updates the list of displayed Agents.
Agent
Controls
Edit Enables administrators to modify the Agent configuration settings.
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Delete Removes the Agent.

Nodes Enables administrators to view and edit the server nodes for which the Agent is configured.

Commands | Enables administrators to view the details of the commands like generation of CSR, scanning
internal servers, executed by the Agent.

6.1.2.1 Sorting and Filtering Options

»  Clicking on the column headers 'Name', 'Alternative Name', 'Organization’, or 'Department' sorts the items in the
alphabetical order of the entries in the respective column.

Administrators can search for a particular agent by using filters under the sub-tab:

AddFiller.  Seleat. 7]
Group by Ungroup |L | o Apply o Clear

You can add filters by selecting from the options in the 'Add Filter' drop-down and group the selection with other options that
appears depending on the selection from the 'Add Filter' drop-down.

Filter Options Description

Organization Enables Administrators to filter the list of Agents by Organization.

Active Enables Administrators to filter only the active agents.

Show deleted Enables Administrators to include the deleted agents in the list.

Name Enables to filter the agents by entering the name fully and partially.

Alternative Name Enables to filter the agents by entering the alternative name fully and partially.
Add Filter: Select.. w

Group by:
- Qrganization
Active
o 0 Show deleted E
Mame

Alternative Mame

For example if you want to search for an agent by the name filter and belonging to a particular organization and department:
e Select 'Name' in the 'Add Filter' drop-down.

Enter the name of the agent partly or fully in the 'Name' field.

e Select 'Organization' or 'Department' in the 'Group by:' drop-down.
»  Click the 'Apply' button.

The filtered items based on the entered and selected parameters will be displayed:
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Discovery Tasks Agents
Add Filter: Select.. w
Bhiame
Group by: Organization ¥ « Apply || & Clar
e Download Agent || # Edit || T Delete || Nodes || Commands
Hame Alternative Name QOrganization Department Active State ﬁ

= Demo Organization

() Agent Demo Organization 1 Demo CGrganization MIA
) Agent Demo Department 14 Demo CGrganization Demo Department MNIA
) Agent Demo Department 14 Demo Grganization  Demo Department MIA

= Organization

) ccm devagent Organization Mot connected

= Test Organization
& Agent127 Test Organization Mot connected (1)

() Agent Test Department 2 14 Test Crganization Test Department 2 MIA

To remove the filter options, click the 'Clear button.

Note: The search filters once configured for the interface will be automatically saved. When you are re-opening the 'Agents'
interface in future, the configured filters will be in action and only the search results will be displayed. If you do not want the
filters to be saved, click the 'Clear' button.

6.1.2.2 Configuring the Agent for Auto-Installation and Internal Scanning - Overview of the
Process

This section is a brief summary of the steps needed to set up a certificate controller/agent for automatic installation and renewal
of SSL certificates and run an internal scan. Click any of the bullet points below to go to a more detailed explanation of that
stage:

1. Add a new IP range for Internal Scanning by creating a new CIDR in the Discovery Tasks tab.
2. Download and Install the agent on a server

3. Configure the Agent for adding CIDR ranges for certificate discovery and specifying local and remote servers
on to which the certificates are to be auto-installed.

4. Return to the 'Discovery Tasks' tab and click 'Scan'.

5. The results can be viewed by selecting the 'Discovery Scan Log' under the 'Reports’ tab. Newly discovered
certificates will be added to the 'SSL Certificates' area of 'Certificates Management' and assigned to the
Organization that has been set for that agent.

6.1.2.3 Prerequisites

The administrator has defined at least one Organization. The Organization will be designated as the owner of certificates
discovered by the agent during the agent configuration and installation process.

6.1.2.4 Configuring the Agent for Auto-Installation and Internal Scanning - Detailed
Explanation of the Process
1. Add a new IP range for Internal Scanning by creating a new CIDR in the 'Discovery Tasks' tab and specify the ports to
be scanned. The IPs you enter here should, naturally, be internal addresses. Once added, you will be able to initiate

internal scans from this interface by clicking the 'Scan Now' button. See Adding IP range and Start Scanning for
further reading.
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Add Scan Range (CIDR > Scan) o
& DR
192 163.96.1032
O p

" Host name

Fort* 443

[ OK H Cancel

Note: CCM is capable of scanning for installed certificates in external servers via Internet. If there is no agent installed in the
server to be scanned, CCM will request the user to install the agent.

2. Download and Install the agent on a server in the network.

Note: The Agent is also responsible for automatic application and installation of SSL certificates. The Agent installed on one of
the servers can be configured to communicate with the other web servers in the network without the need of any additional
software, hence is capable of installing certificates on to the remote servers automatically. The important aspect is that the all
the servers should be able to connect to CCM.

»  To download the Certificate Controller Agent setup file, click 'Download Agent' from the Agents interface.

Dashboard Certificates Reports Admins Seftings About

Discovery Tasks Agents

Add Filter: Select.. w
Eroup by: Ungroup b
.
Iﬂ Download Agent |D % Edit | | m Delete | | Modes | | Commands
Na d of downlo J process an | Department Active State

® Ag atian .

EiAg ization Demo Department

O Ag ization Demo Department

O Ag ization ¥

Qrganization Test Organization  |&d -

Ag ation Test Department 2
Department ANY B

Please select 0S8 to download CD Agent for

& windows O Linux x88 O Linux x54

| Download || Cancel |

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 267



COMODO

Creating Trust Online®

»  Select the Organization/Department(s) for which you want to use the Certificate Controller Agent for auto-installation
and discovery of certificates and choose Windows version or Linux version of the Agent setup file depending on the
Operating system of the server.

*  Click 'Download' and browse to the location where you want to save the setup file.

»  The certificate controller / agent needs administrative privileges for installation. To install the Agent, right click on the
setup file and select 'Run as Administrator' and follow the setup instructions in the wizard. If you are installing the Linux
version of the Agent, run the installation from the command line.

e On completion of installation, the Agent will be added to the CCM interface.

Dashboard H Certificates ‘ Discovery ‘ Reports H Admins H Settings H About ‘

Discovery Tasks  Agents

Add Fiter.  [Select... =l

Group by Ungroup j | W spply || @ Clear
- | Dowrioad Sgert |
Alternative Name | Organization Department Active State |
" Agent007 Test Organization I R
Test Organization v Ll KE

*  The next step is to configure the Agent to:

»  apply for and install SSL certificates on the local server
* apply for and install SSL certificates on the remote servers in the network

«  scan the internal network by linking it to the CIDR created under the Certificate Discovery tab for internal
scanning, by specifying the IP Range of the internal network

»  To Edit the Agent Properties, click the 'Edit' button at the top after selecting the Agent
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Edit Agent
DD coRranges ) sener
F

Mame:* Agent 007 —
Warsion: 1.1

O:0:0:0:0:0:0:1 -

127.0.0.1
IP address: fefl:0:0:0:cdlf:T7e39: 27945824

10.100.93.151 |

fef0:0:0:0:0: 5efe:acd: 5497

Local configuration UR: https:10.100.93.151:9090 (7]

Alternative Mame:

Active: 3
Auto update: Enabled
Qrganization:® |Teat0rganizatinn j
Department:® |ANY j
Secret Key (min 10 symhbols)® T%WWh118&a31
keystare passwiord: 3Judk3PhEH
Camments: b
P [
LastAgent's activity: vesterday 07 M 772013 04:52:32
| Hext> || ok || close |

Edit Agent > Common Tab - Table of Parameters

Field Name Type Description

Name String Enables the Administrator to edit the name of the Certificate Controller Agent.

Version Specifies the version of the Agent

IP Address Displays the IPv6 Loopback address, IPv4 loopback address, IPV6 IP Address
IPv4 IP Address physical address of the server on which the agent is installed

Local Displays the IP of the server in which the agent is installed. This URL is used to

Configuration access the agent via a web browser for managing. Refer to the section

URL Configuring the Certificate Controller Agent through Web Interface for more
details.

Alternative String Enables the Administrator to specify an alternative name for the Agent

Name

Active Checkbox Enables the Administrator to set the Agent in active state or inactive state.
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Edit Agent > Common Tab - Table of Parameters

Auto update String Indicates whether the agent is enabled for auto update

Organization Drop-down list Enables the Administrator to change the organization to be associated with the
CD Agent.

Department Drop-down list Enables the Administrator to change the department to be associated with the
Agent.

Secret Key String Displays the secret key generated by the Agent to authenticate itself to Remote

Comodo CM server. The secret key must have 10 characters.

The administrator can copy and save the secret key in a safe location for use in
anew agent, in case the agent has to be reinstalled in the same server, to
authenticate itself to the CCM server for scanning the same internal network.

Keystore String Displays the key store password generated by the Agent.

password The administrator can copy and save the secret key store password in a safe

location for use in a new agent, in case the agent has to be reinstalled in the
same server.

Comments String Enables the Administrator to type a descriptive comment on the purpose of the
Agent

«  Edit the values if required, and click Next. The CIDR Ranges tab will be opened.

Edit Agent v 4
Common CIDR Ranges SEMVENS
| € || thadd ||| pAEdt || @ Delete |
CIDR. Active Description
& 1010093161532 i Local CIDR

15 rowsipage 1-1ouwtof1| == || = | = || == |

LastAgent's activity: yesterday 071 772013 04:52:32

| <Back || mext= || ok || close |

*  Toadd anew CIDR range, click 'Add". The 'Add CIDR Range' dialog will open.

Add CIDR Range b4
CIDR:* 192 168 190 1 P32
Active: ¥
Description:® Internal Scanning far Test Organization
[ 0K H Cancel

»  Enter the internal IP address range to be scanned, set whether the Agent is to be Active and type a description for the
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range in the dialog and click OK. The CIDR Range will be added in the 'CIDR Ranges' tab.

Edit Agent
Cormrman CIDR Ranges SEMYERS
. € || mwadd ||| p#Edt || @ Delete |
CIDR Active Description
O e Iv Cocal CIOR
| © 192168190132 v Internal Scanning for Test Organiza
15 rowsipage 1-2owtof2| == || = | = || == |

LastAgent's activity: yesterday 071 772013 04:52:32

| <Back || mext= || ok || close |

You can add as many ranges as you want by repeating the same procedure.

*  To edit an existing CIDR range, select it and click 'Edit' from the top. The Edit CIDR Range dialog will open.

Edit CIDR Range 4
CIDR:* 192 168 190 1 P32
Betive: v
Description:® Internal Scanning for Test Organization
[ OK H Cancel ]

» Todelete an existing CIDR range, select it and click 'Delete'. The confirmation dialog will open.

Message from webpage |E|
? J Are you sure?

I oK | [ Cancel

e Click 'Next'. The 'Servers' tab will be opened.
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Edit Agent

common ) iR renges | JTEED

| ¢ || madd ||| o#Edt || % Delete |

Hame Yendor State

& Server S Test Organization 104 Microsoft 15 7. Artive

5 rowsipage 1-1ouwtof1| == || = | = || == |

Last Agent's activity: yesterday 07 M 772013 04:52:32

| <Back || oK || Close |

The Servers tab displays the list of Servers for which the agent is configured for auto-installation of certificates. On installation,
the agent discovers the server upon which it is installed and adds it to the list automatically, enabling auto-installation of
certificates on it.

You can edit the properties of the server by selecting it and clicking the Edit button from the top.

Edit Weh Server x
Mame:* Server |15 Test Organization 104
Yendar:® |ru1i|:r|:|5|:|ﬂ N5 7x j
State: Artive
Remote: r

[ OK H Cancel ]

Edit Web Server - Table of Parameters

Field Name Description

Name String Enables the Administrator to edit the name of the Server.

Vendor Drop-down list Enables the Administrator to select the vendor of the server.

Path to web String Enables the Administrator to specify the network path for Apache. This is

server required only if Apache is not from the CCM console.

State Indicates whether or not the server is connected.

Remote Checkbox Enables the Administrator to specify whether the server is local or remote. For
the server in which the agent is installed, the checkbox should remain un-
selected.

Configuring the Certificate Controller for Automatic Certificate Installation on Remote Servers

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 272



COMODO

Creating Trust Online®

You can add other remote servers in the network to enable the agent to communicate with them. The agent polls CCM
periodically for certificate requests for the added remote servers. If a request exists, it will automatically generate a CSR on the
web server and present the application for administrator approval via the CCM interface. On approval, the agent will submit the
CSR to Comodo CA and track the order number. Once the certificate is issued by the CA, the agent will download the certificate
and allow the administrator to install the certificate from the CCM interface.

To add a remote server to the agent

»  Select the agent and click the 'Edit' but at the top and move to the Servers tab by clicking Next two times in the Edit
Agents dialog

e Click 'Add" under the Servers tab in the Edit Agent dialog

Add Weh Server X
Marne:®

YVendor:® |Apache Tomcat5x, 6% Tx j
State: Init

Path to weh server: a
Remaote: 7

I[P address f Port*

Lsername:

Password:

[ OK H Cancel

Add Web Server - Table of Parameters

Field Name Description
Name String Enables the Administrator to enter the name of the server.
Vendor drop-down Enables the Administrator to select the vendor of the server.
State String Indicates whether or not the server is initialized.
Path to Web String Enables the Administrator to specify the network path for Apache. This is
Server required only if Apache server is not accessible from the CCM console.
Remote Checkbox Enables the Administrator to specify whether the server is Remote or Local.

While adding remote servers for agent-less automatic certificate installation, this
checkbox should be selected.

IP Address / String Enables the Administrator to specify the IP address and connection port of the
Port server for remote connection.

Note: This field will be enabled only if 'Remote' is selected.

User Name / String For lIS - Enables the Administrator to specify the username of the administrator
Private key file for logging-into the server.
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Add Web Server - Table of Parameters

path For Apache - Enables the Administrator to specify the private key file path to
enable agent to access the server

Note: This field will be enabled only if 'Remote' is selected.

Password / String For IIS - Enables the Administrator to specify the log-in password for the
Pass-Phrase administrator account for logging-into the server

For Apache - Enables the Administrator to specify the passphrase of the private
key file path

Note: This field will be enabled only if 'Remote' is selected.

*  Enter the parameters and click OK.

Edit Agent 4
Common CIDR Hanges ﬁ
| @ || maood ||| et || & Delete |
Vendor
 TestOrg Server Apache Tomcat ox, B.x, 7%
Droanization 104 Microsoft 115 7.

5  rowsipage 1-2outof2| = || - |[ = |[ = |

Last Agent's activity: yesterday 07 M 772013 04:52:32

| <Back || oK || Close |

The remote server will be added with the state 'Initialized'".
*  Click OK'in the Edit Agent dialog to save your changes.

The agent will discover the newly added server and connect to it within a few minutes and the state will be changed to
'Connected'.

The Agent, is now configured to auto-install the certificates in the remote server and to scan the internal network. The Agent

authenticates itself to remote Comodo CM server via combination of the secret key and awaits further instructions. The Agent
polls CCM every 1 minute to find out whether there are any instructions such as an instruction to 'Scan Now'. When the 'Scan
Now' button is clicked, CCM will tell the agent which CIDRs to scan. The agent performs this scan and sends the results back.

The Agent properties can be configured through the Agent's web interface accessible by typing http:/<IP Address/host name of
the server on which the agent is installed>:9090 in the browser address bar. The administrator can change the connection
settings, polling interval, certificate management settings and server settings from the web interface. Refer to the section
Configuring the Certificate Controller Agent through Web Interface for more details.

3. Go back to 'Certificates Discovery' tab and click 'Scan Now'. You can also schedule the scans to run periodically to
discover the SSL certificates installed in the internal servers. See Adding IP range and Start Scanning for more
details.

4. Certificate discovery results can be viewed by selecting the ‘Discovery Scan Log' under the 'Reports' tab. Newly
discovered certificates will be added to the 'SSL Certificates' area of 'Certificates Management'. All certificates will be
assigned to the Organization that was specified for the agent in Step 2.

»  See the section, View Scan Results, for a more detailed account of scan reports and managing newly
discovered certificates. Administrators that have not already done so may also want to familiarize
themselves with the information in section The SSL Certificates Area.
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6.1.2.5 Configuring the Certificate Controller Agent through Web Interface
The Certificate Controller Agent can be configured by logging-in to its web-interface.
To access the Agent configuration web interface
e Type http://<IP Address/host name of the server on which the agent is installed>:9090 in the address of your browser.

The login dialog will appear:

Authentication Required x

The server https: /) o e 19090 requires a username and
passward, The server savs: Use credentials fram ywaur CCM
account.,

zer Mame: I] |

Password: | |

Cancel |

*  Enter your CCM username and password.

The Agent configuration interface will open.
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(C hitps:/f10,100,93. 1510000

» €@ |8 ntps:y 9 9030 o W

COMODO | CCM Extra Agent

Creating Trust Online™

Agent Configuration | B Server Management |

Agent Configuration

Connection settings: Certificate management settings:
CCM UYL hitpsicert-manager.com key stare name:  com_keystore
Customer URLE docs key store password;,  sessesesss
Secretkey,  TVBJTKOIUMKIBRPSS00 Backups dir.

Pall interval: B0

Retryinterval: 30

[¥ Agent autoupdate enable

[~ Use Proxy

.| | _PILI 1 | 2]

, Edit | , Change credentials

Z007-2013. All rights reserved, Wersion; 1.1

It has two tabs:
*  Agent Configuration

»  Server Management
6.1.2.5.1 Agent Configuration

The Agent Configuration tab displays the connection management settings and certificate management settings of the agent and
enables the administrator to edit them, if required.
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(C hitps:/f10,100,93. 1510000

4 » @ 8ntps:y 9 9030 o W

COMODO | CCM Extra Agent

Creating Trust Online™

Agent Configuration | B Server Management |

Agent Configuration

Connection settings: Certificate management settings:
CCM UYL hitpsicert-manager.com key stare name:  com_keystore
Customer URLE docs key store password;,  sessesesss
Secretkey,  TVBJTKOIUMKIBRPSS00 Backups dir.

Pall interval: B0

Retryinterval: 30

[¥ Agent autoupdate enable

[~ Use Proxy

.| | _PILI 1 | 2]

, Edit | , Change credentials -

Z007-2013. All rights reserved, Wersion; 1.1

Agent Configuration — Table of Parameters

Description

Connection Settings

CCM url Text field Displays the url of CCM server
Customer url Text field Displays the uniform resource identifier (URI) of the customer
Secret key Text field Displays the secret key unique to the agent, which it uses to identify it to CCM.

This value should not be altered

Poll Interval Text field Displays the time interval at which the agent polls the CCM for new certificate
requests (in seconds) and enables the administrator to edit it in edit mode.

Retry interval Text field Displays the time interval set for retrying polling on CCM server if polling fails (in
seconds) and enables the administrator to edit it in edit mode.

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 277



COMODO

Creating Trust Online®

Agent autoupdate Checkbox Indicates whether the agent is enabled for auto-update. The checkbox enables the
enable administrator to switch the auto-update on/off in edit mode.
Use Proxy Checkbox Indicates whether the agent is configured to use a proxy server. The checkbox and

the text fields below it enable the Administrator to instruct the agent to use proxy
server and to specify the proxy server details, if required.

Host Text field Displays the IP/Host name of the proxy server and enables the Administrator to
specify it in edit mode

Port Text field Displays the port of the proxy server for the agent to connect and enables the
Administrator to specify it in edit mode

Username Text field Displays the username of the administrator account to login to the proxy server
and enables the Administrator to specify it in edit mode

Password Text field Displays the password of the administrator account to login to the proxy server
and enables the Administrator to specify it in edit mode

Server Settings

Key store name Text field The name of the CCM keystore file, pertaining to the agent. By default, it will be
‘ccm_keystore'. The Administrator can edit it in the edit mode

Keystore password | Text field The password to access the CCM keystore file. The Administrator can edit it in the
edit mode
Backup dir Text field Displays the folder path for backup of keystore file. The Administrator can edit it in

the edit mode.

»  To edit the agent configuration settings, click the 'Edit' button at the bottom left. The Agent Configuration page will open
in edit mode.
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|.. ~ Edit | | i )Change credentials |

Agent Coafiguration B Server Management ]

Agent Configuration

Cohnhection settings: Certificate management settings:
CCM Ul hitpsicet-rmanager.com Key stare name: | com_keystore
Customer URI | docs Key stare password; | sssesssses
Secretkey: Z2VEJTKOIUMKIgRpSS00 Backups dir:  |Enter path to backup Server config

Foll interval: | 60

Retryinterval: 30

¥ Agent autoupdate enakle

¥ Use Prowy

Host  |Enter Proxy address

Port: |Enter Proxy port

Username: |Enter Proxy username

Password Ll

¥ Cancel | | ~, Change credentials |

»  Edit the required fields and click 'Save' for your changes to take effect.

6.1.2.5.2 Server Management

The Server Management tab enables the administrator to view, add and edit the servers for which the agent is configured.
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COMODO o ™ X

(C hitps:j10.100.93.151:9000

<4 » ¢ | @8 nhtps/muns 9090 o

COMODO | CCM Extra Agent

Creating Trust Online™

ﬁ Agent Configuration Server Management

Server Management
@Re_fresh d]_-ndd

HAME YEHDOR STATE HOST FORT -
Local IS 115 IMIT 0
Test Organization Server TOMCAT INIT 1]

2007-2013. all rights reserved, Version: 1.1

The Server Management tab displays the list of servers added to the agent with the vendor and activation status details. The
administrator can add new servers and edit the details like the login username and password for the existing servers through this

interface.
Column Display Description
Name Displays the name of the server.
Vendor Displays the vendor of the server.
State Indicates whether or not the server is initialized.
Host Displays the IP address or the host name of the server for remote connection
Port Displays the connection port of the server for remote connection.
Note: The administrator can enable or disable the columns from the drop-down button beside the last item in the table header:
FORT
0

& Vandar

* Siate

® Host

® Fort
Controls

Add Enables the Administrator to add a new server to the agent
Refresh Updates the list of displayed servers.

Server
Controls : — . . . .
Note: The Edit Enables administrators to modify the Server configuration settings.
Server control | pgjete Removes the Server.
buttons will
appear only
on selecting a
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Server.

To add a server

*  Click 'Add' from the top left. The 'Add new server' dialog will appear.

ﬁ Agent Configuration | Server Management

WENDOR STATE HOST FORT -

Servername: * |Enter server name

Servervendor * |15 ~)

[~ Remote

Q/? 0K # Cancel

Add new server - Table of Parameters

Field Name Description
Server name String Enables the Administrator to enter the name of the server.
Server vendor | drop-down Enables the Administrator to select the vendor of the server.
State String Indicates whether or not the server is initialized.
Path String Enables the Administrator to specify the network path for the Tomcat server. This

is required only if the Tomcat server is not accessible from the CCM console.

Note: This field will be appear only of Tomcat server is selected in the Server
vendor drop-down.

Remote Checkbox Enables the Administrator to specify whether the server is Remote or Local.
While adding remote servers for agent-less automatic certificate installation, this
checkbox should be selected.

Host String Enables the Administrator to specify the IP address or host name of the server
for remote connection.

Note: This field will be enabled only if 'Remote' is selected.

Port String Enables the Administrator to specify the connection port of the server for remote
connection.

Note: This field will be enabled only if 'Remote' is selected.

User Name String For IIS - Enables the Administrator to specify the username of the administrator
for loggin-into the server.

For Apache - Enables the Administrator to specify the private key file path to
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Add new server - Table of Parameters

enable agent to access the server

Note: This field will be enabled only if 'Remote' is selected.

Password String For IIS - Enables the Administrator to specify the log-in password for the
administrator account for logging-into the server

For Apache - Enables the Administrator to specify the passphrase of the private
key file path

Note: This field will be enabled only if 'Remote' is selected.

e Enter the parameters and click OK.
The new server will be added and enabled for automatic installation of SSL certificates.
To edit a server

»  Select the server and click the 'Edit' button that appears on top.

Q Agent Configuration | Server Management

Server Management

| @rRefresh || Addm % Delete |

|

VENDOR STATE HOST PORT -
s
TOMCAT

HARE

192.168.198.200

Test Organization Server

Edit server

Servername: * | Test Organization Server
Servervendor ¥ | TOMCAT -
Path: | *optional® Enter path to tomecat
¥ Remote
Host | 192.168.198.200
Fort | 8687
Username: | Enter remote usermame

Pasgword:

o OK ¥ Cancel

The Edit server dialog will open. The interface is similar to Add new server interface.

e Edit the required fields and click 'OK' for your changes to take effect.

/  Reports

7.1 Overview

The 'Report' tab enables the administrator to generate and view reports that reflect an activity and other statistics related to
usage, provisioning and monitoring of SSL and Client and Code Signing Certificates. There are five main types of reports
available: Client Certificates report, Discovery Scan Log, SSL Certificates report, Code Signing Certificates Report and DCV
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*  Administrators will find the Report functionality especially useful when troubleshooting any issues relating to the
provisioning, installation and management of client, SSL or code signing certificates.

»  The Report section is a permanent archive of all actions that took place with all certificates that were issued and
managed via Comodo Certificate Manager.

Dashboard Certificates Discovery Reports Admins Settings About

Reports: Activity Log

Entry Date:

From:

Tao:

Select the type of report you wish to view from drop-down menu:

Client Certificates B

Discovery Scan Log

S5L Certificates

Code Signing Certificates
DCV Report

Note: The options available in the drop-down depends on the privilege level of the administrator that is logged in:
*  RAO/DRAO SSL admins - can see Discovery Scan Log and SSL Certificates Logs, DCV Logs;

¢ RAO/DRAO SMIME admins - can see only Client Certificates Logs;
e RAO/DRAO Code Signing admins - can see only Code Signing Certificates Logs.

Report Type Description

Client Certificates Selecting this type of report enables RAO/DRAO SMIME administrators to generate and view reports
regarding Client Certificate Activity. Reports are delivered in .csv format and can be filtered to show only
certificates with a specific current status, namely:

*  Any (all certificates of any status)
»  Enrolled - Downloaded

*  Enrolled - Pending Download

*  Revoked

*  Expired

*  Not Enrolled

The reports can be further sorted by Organization/Department, (status specific) Date and by Time
Interval.

Discovery Scan Log | Selecting this type of report enables RAO/DRAO SSL administrators to choose between a detailed or a
summary reports, generate and view log reports from the scanning processes. Reports are delivered
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Report Type Description

in .csv format.

The reports can be further sorted by Organization/Department.

SSL Certificates Selecting this type of report enables RAO/DRAO SSL administrators to generate and view reports
regarding SSL Certificate Activity. Reports are delivered in .csv format and can be filtered to show only
certificates with a specific current status, namely:

*  Any (all certificates of any status)

*  Requested

e Issued
*  Revoked
*  Expired
The reports can be further sorted by Organization/Department, (status specific) Date and by Time
Interval.
Code Signing Selecting this type of report enables RAO/DRAO Code Signing administrators to generate and view
Certificates reports regarding Code Signing Certificate Activity. Reports are delivered in .csv format and can be

filtered to show only certificates with a specific current status, namely:
*  Any (all certificates of any status)
*  Enrolled - Downloaded
*  Enrolled - Pending Download
*  Revoked
*  Expired

The reports can be further sorted by Organization/Department, (status specific) Date and by Time
Interval.

DCV Report Selecting this type of report enables RAO/DRAO SSL administrators to generate and view a report on
registered domains with their Domain Control Validation (DCV) status. Reports are delivered in .csv
format and can be filtered to show only certificates with a specific current status, namely:

*  Any (all certificates of any status)
*  Not Started

*  Awaiting Submittal

*  Submitted

»  Validated

e Validated Renewing

*  Expired

The reports can be further sorted by Organization/Department, (status specific) Date and by Time
Interval.

Note: DCV Report will be available only if DCV feature has been enabled for your account.

7.2 Reports - Security Roles Access Table

The following table provides a summary of the ability of the administrators to generate different types of reports.

RAO
Report Administrator
Type/Organization

DRAO Administrator

SMIME Code Signing SSL SMIME
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Report Type

Client Certificates x v x x v x

Discovery Scan Log v x x v x x

SSL Certificates v x X v x X

Code Signing x x v x x v

Certificates

DCV Report v x x v x %

Scope Can view reports for Organizations (and any sub- Can view reports for Department that have
?hrgimnate Departments) that have been delegated to | been delegated to them

7.3 Client Certificates Reports

The 'Client Certificates' option enables the RAO/DRAO SMIME administrators to generate and view reports that reflect an
activity and other statistics related to usage, provisioning and monitoring of client certificates. The administrator is able to filter
the reports by certificate status. The certificate statuses can be Any, Enrolled - Downloaded, Enrolled - Pending Download,
Revoked, Expired, and Not Enrolled. Reports can also be filtered by Organization, status specific dates and time interval.

Once the 'Client Certificates' type of reports is selected the following form appears:

Dashboard Certificates Discovery |MUCTIEEE  Admins Settings About

Repors: Client Certificates

Date Selection: Enrolled Date

=]
Current Status: Any B
=]

From:
To
Organization/Department: ] Demo Organization

[| Test Organization

Expand All Select All

Refresh

Run
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7.3.1

Form Element

Current Status

Report Type: Client Certificates - Table of Parameters

Control

Drop-down list

Any

Enrolled - Downloaded
Enrolled - Pending Download
Rewvoked

Expired

Mot Enrclled

.-"rr)l‘
/

/

Description

Enables administrator to generate a report in .csv format for Client
Certificates with a specific current status:

Any - Generates a report for ALL client certificates regardless of their
current status.

Enrolled - Downloaded - Generates a report of those client certificates
that have been successfully enrolled for by the EndUser and
subsequently downloaded.

Enrolled - Pending Download - Generates a report of those client
certificates that have been successfully enrolled for by the End-User but
have not yet been downloaded.

Revoked - Generates a report for client certificates that have been
revoked.

Expired - Generates a report only for client certificates that have expired
and are due for renewal.

Not Enrolled - Generates a report only for those end-users that belong
to an Organization and are listed in the Client Certificates tab as a client
certificate user but haven't enrolled for their client certificate.

Date Selection

Drop-down list
Enrolled Date

Downloaded Date
Revoked Date
Expiration Date

Enables administrator to set a specific date for collecting a report. It can
be date of certificate enroliment, date of certificate download, date of
certificate revocation or expiration. The choices displayed on this drop-
down menu is dependent on the status chosen in the 'Current Status'
drop down.

Clicking on the calendar buttons beside from: and To: text boxes enables
the administrator to select a date range for which the report has to be
generated.

If no dates are specified, the report will be generated for all the scans,
regardless of the dates.

Organization/De
partment

Check-boxes

Enables the administrator to generate reports for specific
Organizations/Departments.

If multiple Organizations/Departments are selected then the administrator
will receive a single report that covers those selected
Organizations/Departments. Each Organization will be displayed on a
separate row in the 'Organizations' column and each Department will be
displayed in a separate row in the 'Departments' column.

Clicking on Expand All expands the tree structure to display all the
Departments under each Organization.

Clicking Select All will generate a report for ALL Organizations that were
assigned to that administrator.

If NO Organization/Department is selected, the report will be generated
for all the Organizations/Departments, delegated to the specific
administrator.

Refresh

Control

Enables the administrator to update the information in the form.

Run

Control

Starts the report generation.
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1.4 Discovery Scan Log Reports

The 'Discovery Scan Log' option enables the RAO/DRAO SSL administrators to generate and view log reports from the scanning
processes.

The administrator is able to select any one of the following two types of the Discovery Scan Log Reports:
e Summary
e Detail

741 Discovery Scan Log Report: Summary type

The Summary type discovery scan log report is generated for a specified time period. The .csv format report generated will have
the following information corresponding to each scan run in the specified period:

«  Certificate ID;

e StartDate;

e End Date;

*  |PRanges Scanned;

e |P addresses Scanned;

e SSL certificates Found;

*  New SSL certificates Found;

»  Comodo certificates Found;

*  New Comodo SSL certificates Found;

e Other SSL certificates Found;

e New Other SSL certificates Found;

»  Self-signed certificates Found;

*  New Self-signed certificates Found;

e Scan Type (manual or scheduled);

e Completion Status: (Scan Completed | Scan Failed (if the scan is failed - the fail reason) | Scan Canceled by User);
»  Reason for failure (in case of failed scan);

»  The person who requested the scan (for manual scans);

*  The person who canceled the scan (for manual and scheduled scans);
»  Reason for canceling the scan (in case of canceled scan);

»  Settings (CIDR range, port settings etc).

On selecting the Summary type, the following form appears.
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Dashboard Certificates Discovery Admins Settings About
Reports: Discovery Scan Log b’
Type: :ESummaryC} Detail
Scan Date:
Fram: En
Ta: En
Crganization: AMNY w
Department: AMNY i

7.4.1.1 Report Type: Discovery Scan Log :Summary - Table of Parameters

Form Element

Type

Control

Radio buttons

Description

Enables administrators to choose between a detailed report or a
summary report. Both types are generated in .csv format.

Scan Date

Calendar buttons

Enables the administrator to generate a report in .csv format for
Discovery Scan Log for a specified time period.

Clicking on the calendar buttons beside from: and To: text boxes enables
the administrator to select a date range for which the report has to be
generated.

If no dates are specified, the report will be generated for all the scans,
regardless of the dates.

Organization

Drop-down

Enables the administrator to specify an Organization for which the
discovery scan log has to be generated.

Selecting 'Any" will generate a report for the Organizations that have been
delegated to the specific administrator.

This option is not visible to DRAO administrator.

Department

Drop-down

Enables the administrator to specify a Department belonging to the
selected Organization for which the discovery scan log has to be
generated.

Selecting 'Any" will generate a report for the Departments belonging to the
selected Organization. For DRAO admins, selecting 'Any' will generate a
report for all the Departments that are delegated to him/her.

Run

Control

Starts the report generation

714.2

Discovery Scan Log Report: Detail type

The Detail type discovery scan log report is generated for a specific manual or scheduled scan and will contain in-depth details

Comodo Certificate Manager RAO Administrator Guide | © 2015 Comodo CA Limited | All rights reserved . 288



COMODO

Creating Trust Online®

et =

of the certificates found during the selected scan. The report generated in .csv format will contain the following information:
*  Organization;
e Department;
e |PAddress:Port;

e Common Name;

e Valid From;
e Valid to;

*  Issuer;

e Subject

e Serial Number
e Subject Alt Name;

« City

e State

e Country;

e Key Algorithm;
*  Keysize;

e MD5 Hash;

e SH1Hash;

e Date and Time found,;
e Cipher.

On selecting the Detail type, a list of previously run manual/scheduled scans (up to last 10 scans with the most recent on top)
are displayed. The administrator can select a scan by clicking on it to generate a detailed discovery scan log report.

Dashboard || Certificates | Discovery . Reports : Admins | Settings | About

Reports: Discovery Scan Log A

Type:  summary @& Detail

Qrganization: AMY W

Departtment: AMY W

Date Status 55Ls Found Requester

02M412013 19:17:46 Successful 2 admin
021412013 18:59:46 Successful 1 admin
02412013 17.06:19 Successiul 11 admin

7.4.2.1 Report Type: Discovery Scan Log :Detail - Table of Parameters

Form Element Control Description

Organization Drop-down Enables the administrator to specify an Organization for which the
discovery scan log has to be generated.

Selecting 'Any" will generate a report for the Organizations that have been
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delegated to the specific administrator.
This option is not visible to DRAO administrator.

Department Drop-down Enables the administrator to specify a Department belonging to the
selected Organization for which the discovery scan log has to be
generated.

Selecting 'Any" will generate a report for the Departments belonging to the
selected Organization. For DRAO admins, selecting 'Any' will generate a
report for all the Departments that are delegated to him/her.

List of most Enables the administrator to select a scan for which the detailed
recent scans discovery scan report has to be generated. After selecting an entry from
the list, click the ‘Run’ button to generate the detailed report (.csv format).

Date Status 55Ls Found Requester
(021452013 133358 Suceesshl 72 admin
5021'1-“’2013 11:10:43 Successful T2 admin

1132013 15:54:46 Succasaul T2 admin
132013 14,5332 Successful 72 admin
(D2t13r2013 12:45:25 Succassiul 72 agmn 00000
Run Control Starts the report generation.

7.5 SSL Certificates Reports

The 'SSL Certificates' option enables the RAO/DRAO SSL administrators to generate and view reports that reflect an activity and
other statistics related to usage, provisioning and monitoring of SSL certificates. The administrator is able to generate the
following types of reports: Requested, Issued, Revoked and Expired SSL certificates. Additionally, there is an ability to filter the
certificates by date of request, issuance, revocation or expiration. Once the 'SSL Certificates' type of reports is selected the
following form appears:

Dashboard Certificates Discovery Admins Settings About
Reports: 33L Certificates
Current Status: Ary
Date Selection: lssued Date
From: E
To: s

Organization/Department; ] Demo Organization

[ Test Organization

Expand All Select All

| Refresh
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7.5.1 Report Type: SSL Certificates - Table of Parameters

Form Element Control Description

Current Status Drop-down list Enables the administrator to generate a report in .csv format for SSL
Any B certificate with a specific current status:

Any - Generates a report for ALL SSL certificate types regardless of their
current status.

Requested
Issued

Revoked

Expired Requested - Generates a report only for SSL certificate types that have

been requested.

Issued - Generates a report of those SSL certificates that have been
issued successfully.

Revoked - Generates a report only for SSL certificates that have been
revoked.

Expired - Generates a report only for SSL certificate types that have
expired and are due for renewal.

Date Selection Drop-down list Enables the administrator to set a specific date parameter for the report.
lssued Date B The parameters are Issued Date, Requested Date, Revoked Date and
Recucsiod Dol Expiration Date. The choices displayed on this drop-down menu is

Issued Date dependent on the status chosen in the 'Current Status' drop down.
Revoked Date
E:;r)aﬂeon Date Clicking on the calendar buttons beside from: and To: text boxes enables

the administrator to select a date range for which the report has to be
generated.

If no dates are specified, the report will be generated for all the scans,
regardless of the dates.

Organization/Dep | Check-boxes Enables the administrator to specify reports containing SSL certificates
artment belonging to particular Organizations/Departments.

If multiple Organizations/Departments are selected then the administrator
will receive a single report that covers those selected
Organizations/Departments. Each Organization will be displayed on a
separate row in the 'Organizations' column and each Department will be
displayed in a separate row in the 'Departments' column.

Clicking on Expand All expands the tree structure to display all the
Departments under each Organization.

Clicking on Select All will generate a report for ALL Organizations that
were assigned to that administrator.

If NO Organization/Department is selected, the report will be generated
for all the Organizations/Departments, delegated to the specific
administrator.

Refresh Control Enables administrator to update the information in the form.

Run Control Starts the report generation.

7.6 Code Signing Certificates Report

The 'Code Signing Certificates' option enables the RAO/DRAO Code Signing administrators to generate and view reports that
reflect an activity and other statistics related to usage, provisioning and monitoring of Code Signing certificates. The
administrator is able to filter the reports by certificate status. The certificate statuses can be Any, Enrolled - Downloaded,
Enrolled - Pending Download, Revoked and Expired. Reports can also be filtered by Organization, status specific dates and time
interval. Once the 'Code Signing Certificates' type of reports is selected the following form appears:
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Dashboard Certificates Admins Settings About
Reports: Code Signing Certificates [~
Current Status: Any B
Date Selection: lzssued Date B
From: [
To: [

Organization/Department: ] Demo Organization

[| Test Organization

Expand All Select All

7.6.1 Report Type: Code Signing Certificates - Table of Parameters

Form Element Control Description

Current Status | Drop-down list Enables administrator to generate a report in .csv format for Client

A Certificates with a specific current status:
ny E|
Any - Generates a report for ALL code signing certificates regardless of

Enrolled - Downloaded their current status. Does not display any SSL certificates.

Enrolled - Pending Download

Revoked Enrolled - Downloaded - Generates a report of those code signing

Expired certificates that have been successfully enrolled for by the End-User and
subsequently downloaded.

Enrolled - Pending Download - Generates a report of those code
signing certificates that have been successfully enrolled for by the End-
User but have not yet been downloaded.

Revoked - Generates a report for client certificates that have been
revoked.

Expired - Generates a report only for client certificates that have expired
and are due for renewal.

Date Selection | Drop-down list Enables administrator to set a specific date for collecting a report. It can
lssued Date B be date of sgnding invitation by the ad_ministr.ator, certificate enroliment,
= Dotn date of certificate request, date of certificate issuance, download, date of
Requested Date certificate revocation or expiration. The choices displayed on this drop-
Issued Date down menu is dependent on the status chosen in the 'Current Status'
Downloaded Date d down
Rev_okgd Date rop down.

Expiration Date Clicking on the calendar buttons beside from: and To: text boxes enables
the administrator to select a date range for which the report has to be
generated.

If no dates are specified, the report will be generated for all the scans,
regardless of the dates.
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Form Element Control Description
Organization/De | Check-boxes Enables the administrator to generate reports for specific
partment Organizations/Departments.

If multiple Organizations/Departments are selected then the administrator
will receive a single report that covers those selected
Organizations/Departments. Each Organization will be displayed on a
separate row in the 'Organizations' column and each Department will be
displayed in a separate row in the 'Departments' column.

Clicking on Expand All expands the tree structure to display all the
Departments under each Organization.

Clicking Select All will generate a report for ALL Organizations that were
assigned to that administrator.

If NO Organization/Department is selected, the report will be generated
for all the Organizations/Departments, delegated to the specific
administrator.

Refresh Control Enables the administrator to update the information in the form.

Run Control Starts the report generation.

1.7 DCV Report

The 'DCV Report' option enables RAO/DRAO SSL administrators to generate and view reports that contain a list of all domains
with their validation status and expiration of the DCV process. The administrator is able to filter the reports based on the DCV
status. The DCV status can be Any, Awaiting Submittal, Submitted, Validated, Validated Renewing and Expired. Reports can also
be filtered by Organization/Department, specific dates and time interval. Once the 'DCV Report' type of reports is selected the
following form appears:

Dashboard Certificates Discovery Admins Settings About
Reports: DCVY Report
Current Status: ANY

Expiration Date:
From:
To:
Organization/Department:

[l pemo Organization

[ | Test Organization

Expand All Select All

| Refresh :

Run. |
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7.7.1

Form Element

Report Type: DCV Report — Table of Parameters

Control

(e /

S .,f"ll

=

/

Description

Current Status

Drop-down list

ANY

Mot Started
Awaiting Submittal
Submitted
Validated

Validated Renewing
Expired

Enables the administrator to generate a report in .csv format for DCV
report of Domains with a specific current DCV status:

= Any - Generates a report for Domains regardless of their current status.

Not Started - Generates a report on domains that have been added to
CCM but have not yet started the DCV process

Awaiting Submittal - Generates a report only for Domains that are
being waiting for submission of DCV request to the Domain administrator.

Submitted - Generates a report only for Domains for which DCV request
has been submitted.

Validated — Generates a report on domains that have been successfully
validated.

Validated Renewing - Generates a report only for Domains that require
renewal of Validation.

Expired - Generates a report only for Domains for which the DCV request
has expired.

Expiration Date

Enables the administrator to set an expiration date range for DCV request
to generate a report on Domains whose DCV request is expiring within
the date range.

Clicking on the calendar buttons beside From: and To: text boxes enables
the administrator to select a date range for which the report has to be
generated.

If no dates are specified, the report will be generated for all Domain
Control Validated domains, regardless of the dates.

Organization/Dep
artment

Check-boxes

Enables the administrator to select Organizations/Departments to
generate report on Domains of specific Organizations/Departments.

If multiple Organizations/Departments are selected then the administrator
will receive a single report that covers those selected Organizations /
Departments. Each Organization will be displayed on a separate row in
the ‘Organizations’ column and each Department will be displayed in a
separate row in the '‘Departments' column.

Clicking on Expand All expands the tree structure to display all the
Departments under each Organization.

Clicking on Select All will generate a report for ALL Organizations that
were assigned to that administrator.

If NO Organization/Department is selected, the report will be generated
for all the Organizations/Departments, delegated to the specific
administrator.

Refresh

Control

Enables administrator to update the information in the form.

Run

Control

Starts the report generation.

8 Version and Feature Information

The 'About' tab enables the administrator to view the CCM version and the features that are enabled for the subscription.

* RAO and DRAO can only see a list of features related to SSL, Client Certificate and/or Code Signing Certificate
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according to their administrative role.

Dashboard H Certificates H Discovery H Reports H Admins H Settings | About

State
Version 46
Current Agent Version 15
Domain
Domain Dual Approval by MRAC Disabled
SSL Certs
Allow S5L Enabled
Web API Enabled
DCY Validation Disabled
Client Certs
Allow Client Certs Enabled
Web API Enabled
Allow principal name in certificates Enabled

Allow customization of principal name SAN field Enabled
Web Enrollment Type

Invitation Enabled
AccessCode Enabled
SecretID Enabled
Auto Revoke Enabled
Allow Empty PIM Enabled
Allow send notification upon upload from csv Disabled
Code Signing Certs
Allow Code Signing Certificates Enabled
MaxTerm 1

9 My Profile

The 'My Profile' area contains a details summary for the Administrator that is currently logged into the system. Administrators can
view their login name, their full name, the email address that is associated with their account and their administrative role. The
administrator can also change the interface language and their password from this interface.

To access this interface, click the username text link beside the 'Logged as' label at the top right side of the interface.
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@ged as: Alice Greenwood |
F
[+ Logout

Login alice-rao-ssl
Mame Alice Greenwood
E-mail e e ok
Raole RAO Admin - §5L, RAQ Admin - Smime, RAOQ Admin - Code Signing
Title: RAD S3L Administrator
Telephone Mumber: 0123456739
Street: Street Mame
Locality: Locality Mame
State/Province: State Mame
Postal Code: 123456
Country: United States EI
Relationship:
Current locale enE|
Password
| Save | | Cancel |

This area also allows the the Administrator to edit the following details:
Address Details:

o Title

e Telephone Number
e Street

e Locality

«  State/ Province

*  Postal Code

«  Country

*  Relationship
Preferences:

* Interface Language - CCM interface is available in multiple languages. The 'Current locale' drop-down menu enables
the administrators to change the interface language according to their preferences. The settings will take effect only on
clicking the 'Save' button.

»  Password - To change the administrators password, click the ‘Change' button next to 'Password’ label.
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Change Password
21d Password:™ TTII I
Mew Fassword:® Il 9

Confirm Mew Password”™ sssssssssss

| Ok || Cancel

Hover the mouse cursor on the help button to view the password policy and change the password accordingly.

e Grid Settings — Click Reset to default to adjust the column widths and sorting preferences customized in various
interfaces of CCM to default values.

10 Logging out of Comodo Certificate
Manager

Administrator can log out from the interface by clicking on the 'Logout’ button located at the top right side of the interface.

& Logged as: Bob Duncan [

Certiicate Manager

6 Are you sure you wantto logout?

| ok || cancel W
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication (Two-
Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo CA Limited

3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
Salford, Greater Manchester M5 3EQ,

United Kingdom.
Tel : +44 (0) 161 874 7070
Fax: +44 (0) 161 877 1767

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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