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1. Introduction to Comodo
Cleaning Essentials

Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify
and remove malware and unsafe processes from infected computers.

Major features include:

*  KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop any unsafe
processes that are running on their system.

*  Malware scanner - Fully customizable scanner capable of unearthing and removing viruses, rootkits, hidden
files and malicious registry keys hidden deep in your system.

CCE is a lightweight, portable application which requires no installation and can be run directly from removable media
such as a USB key. Home users can quickly and easily run scans and operate the software with the minimum of fuss.
More experienced users will enjoy the high levels of visibility and control over system processes and the ability to configure
customized scans from the granular options menu.

COMODO

Cleaning Essentials

Full scan
This section allows you scan your entire system for
malwares, viruses and spywares.

Custom scan
This section allows you run a customized scan of your

system for malwares, viruses and spywares.

Open KillSwitch
E Open KillSwitch to manipulate processes and services

on your computer.

€/ The virus signature database is up-to-date. Ver16.183539.73

Guide Structure

This guide is intended to take you through the step-by-step process of organization, configuration and use of Comodo
Cleaning Essentials application.

e Section 1, Introduction to Comodo Cleaning Essentials, is a high level overview of the solution and serves as
an introduction to the main themes and concepts that are discussed in more detail later in the guide.

e System Requirement - Minimum required hardware and software for the application.
*  Downloading Comodo Cleaning Essentials - A brief outline of the download procedure.
e Starting Comodo Cleaning Essentials - How to run the application.
*  The Main Interface - Description of menus and options in the main interface.
e Section 2, Scanning your System, explains the various methods of running a scan.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 4
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e Full Scan - Explains how to run a full scan of your system.
e Custom Scan - How to customize your scan.

e Section 3, Introduction to KillSwitch - is a high level overview of KillSwitch, a powerful built-in system
monitoring tool and serves as an introduction to the main themes and concepts of KillSwitch.

»  Starting KillSwitch - How to start the tool.
*  The Main Interface - Description of menus and options in the main interface.
*  Viewing and Handling Processes and Services - explains the various features and how to use them.
*  Processes
»  Services
*  Network Connections
«  Browser Helper Objects
»  Layered Service Providers
*  The Tools Menu - Explains how to configure the tool and to access additional functionality
*  Viewing System Information
»  Configuring KillSwitch
* Managing Plug-ins
»  Creating a new Windows service
e Scanning Your System for Hidden Processes
*  Viewing the Page Files in Your System
«  Verifying authenticity of Applications
*  Repairing Windows Settings and Features
e Managing Currently Logged-in Users - Explains management of users through KillSwitch.

*  Help and About Details - How to open the online help guide and find the version number and other
miscellaneous details about the application.

»  Section 4, Configuring Comodo Cleanin Essentials - Explains how to configure the application.
e Quarantined ltems - How to quarantine and restore suspicious files.
*  Manage Trusted Vendors - Adding and removing vendors to the Trusted Vendor List.
*  Options - How to configure the overall behavior of the application.

*  Section 5, Help and About - How to open the online help guide and find the version number and other
miscellaneous details about the application.

1.1. System Requirements

To ensure optimal performance of Comodo Cleaning Essentials , please ensure that your PC complies with the minimum
system requirements as stated below:
e« Windows 7 (Both 32-bit and 64-bit versions), Windows Vista (Both 32-bit and 64-bit versions) or Windows
XP (Both 32-bit and 64-bit versions)

e 128 MB available RAM
e 210 MB hard disk space for both 32-bit and 64-bit versions

1.2. Downloading Comodo Cleaning Essentials

Comodo Cleaning Essentials is available for 32bit and 64 bit versions of Windows XP, Vista or Windows 7 and can be
downloaded from the following locations:

32 Bit Operating Systems:
http://download.comodo.com/cce/download/setups/cce_1.6.183539.73_x32.zip
64 Bit Operating Systems:
http://download.comodo.com/cce/download/setups/cce_1.6.183539.73_x64.zip

After downloading the Comodo Cleaning Essentials setup files, simply double click on CCE.exe to start using the
application. No installation is required to use CCE, but the latest virus definitions will be downloaded upon first startup.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 5
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1.3.  Starting Comodo Cleaning Essentials

CCE is a lightweight, portable application which requires no installation and can be run directly from removable media
such as a USB key.

To start the CCE application
*  Navigate to the CCE folder containing the files.

. Double-click on the ECCE.exefile.

When you are starting the application for the first time, you will be asked to accept the End-User License Agreement
(EULA). It is mandatory for you to read and accept the EULA to continue using the application.

€ COMODO Cleaning Essentials License Agreement X

END USER LICENSE AND SUBSCRIBER AGREEMENT
COMODO CLEANING ESSENTIALS

nmj »

IMPORTANT - PLEASE READ THESE TERMSE CAREFULLY BEFORE
DOWYNLOADING, INSTALLING, OR USING COMODO'S CLEANING ESSENTIALS
'PRODUCTS". BY DOWNLOADING, INSTALLING, OR USIMNG THE PRODUCTS, OR
BY CLICKING OM "l ACCEPT" BELOWY, YOU ACKMOWYLEDGE THAT YOU HAVE
READ THIS AGREEMENT, THAT ¥OU UNDERSTAMND T, AND THAT YOU AGREE TO
BE BOUMD BY TS TERMS. IF ¥YOU DO NOT AGREE TO THE TERMS HEREIN, DO
NOT DOWYNLOAD OR LUSE THE SOFTWARE, SUBSCRIBE TO OR USE THE
SERVICES, OR CLICK ON "l ACCEPT"

This end user license and subscriber agreement is between you (you" or "Subscriber”),
as either an individual or as a business entity, and either:

a. if you are not located in China, Comodo Security Solutions, Inc., which has
its principal place of business at 525 Washington Blvd. | Suite 1400, Jersey
City, Mew Jersey 07310, or

b. if you are lacated in China, Beijing Comodo Software Developrment Co. Ltd. |«

Print: Decline

*  Read the agreement and click 'Accept’. If you do not want to use the application, click 'Decline’.

You need to accept the EULA only when you are starting the application in your computer for the first time. From the next
time onwards, the EULA will not be displayed.

1.4. The Main Interface

Comodo Cleaning Essentials’ streamlined interface provides fingertip access and control over all functional areas of the
software.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 6
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Cleaning Essentials

Full scan
This section allows you scan your entire system for
malwares, viruses and spywaras.

Custom scan
This section allows you run a customized scan of your

system for malwares, viruses and spywares

Open KillSwitch
E Open KillSwitch to manipulate processes and services

on your computer

C| The virus signature database is up-to-date.

The main interface of the application has the following areas:
»  Scan Configuration and Utility Area;
«  Title Bar Controls;

e Status Bar.
Scan Configuration and Utility Area

The Scan Configuration and Utility Area contains links that allow you to start scanning your system for potential malware
and also contains the KillSwitch utility.

Full Scan - This section allows you to run a full scan of your system for malwares, viruses and spywares.

Custom Scan - This section allows you to customize your scan for malwares, viruses and spywares in your
system.

Open KillSwitch - Launches the KillSwitch, an advanced system monitoring tool that allows you to identify,
monitor and stop any unsafe processes that are running in your system.

Title Bar Controls

The top right corner of the main interface contains the links 'Options’ and "Help’ that allow you to configure the application
and launch the online help guide.

Options - You can configure various settings in the application through this link.

Help - Launches the online help guide

Status Bar

At the bottom of the main interface, the status of the virus signature database and version information of the software are
displayed.

2. Scanning Your System

Comodo Cleaning Essentials allows you to perform a full system scan or a custom scan as
per your requirements. Customized scanning is very useful if you want to scan only a
particular file/folder/drive or if you have installed a program and suspect it may be infected.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 7
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Refer to the following sections for more details on:
*  Full Scan

e Custom Scan

2.1. Full Scan

It is essential to run a full scan of your system periodically to detect any malware or viruses. After scanning is complete,
the results panel will allow you to:

*  Move any threats identified by the scan into quarantine

» Disinfect the selected file/application if an exclusive disinfection routine is available
* Delete any infected files, folders or applications

*  Exclude an application you consider as safe from the threat list

To run a full scan of your system

e Click the "Full Scan’ option in the main interface.

- X

COMODO

Cleaning Essentials Tools Help

Full scan
This section allows you scan your entire system for

Ma|Scan entire system [nd spywares.

Custom scan
This section allows you run a customized scan of your

system for malwares, viruses and spywares.

Open KillSwitch
@ Open KillSwitch to manipulate processes and services

On your computer.

€/ The virus signature database is up-to-date,

When you select this option, the application will ask your permission to restart the computer to perform rootkit scanning.

COMODO Cleaning Essentials(21)

8z the part of the scanning process, wour computer will now be restarted
in order ko perform the rootkit scanning.
Wiauld wiou like ko restart it now?

Yes Mo

A rootkit is a type of malware that is designed to conceal the fact that the user’s system has been compromised. Once
installed, they camouflage themselves as (for example) standard operating system files, security tools and APIs used for
diagnosis, scanning, and monitoring. Rootkits are usually not detectable by normal virus scanners because of this
camouflage. However, CCE features a dedicated scanner that is capable of identifying rootkits and, if any, the hidden files
and the registry keys stored by them.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 8
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The restart dialog window will start a count down from 30 and if you do not choose either 'Yes’ or 'No’ option, the system
will automatically restart when the count down reaches O.

e Click Yes to restart the system to perform the rootkit scanning.
. If you click No, the full scan function will not be performed.

Note: The full scan will be performed only if you select Yes to restart the system to perform rootkit scanning.

After the system has restarted, the virus database will be updated

€ Virus Database Update (50%) x

1V Please wait while the virus database is being updated.
This might take a Few minukes, .,

applving the updates, .,

and full scanning of your computer will start.

€ COMODO Cleaning Essentials - Scanning

Scanning; Memory
Skatus: C:\Program FilestCOMODOUnite) Thintnc, exe

ﬂ Ohbijecks Scanned: 36 Start Time:  2/10J2011 2:08:54 PM
‘; Threats Found: 1] Duration: 00:00:17
[ show on top | ':_;- Pause | ij Stop Scan

On completion of scanning, the 'Scan Finished’ dialog will be displayed.

€ COMODO Cleaning Essentials - Scan Finished

Scanning: Full scan

Skatus: Scan Finished
@- Objects Scanned: 268136 Start Time:  2/10/2011 2:08:54 PM
ﬁ Threats Found: 26 Duration: 005752

[ show on kop Resulks

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 9
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e Click 'Results’ to view the Scan Results window. If malicious executables are discovered on your system, the
scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits,
Malware and so on).

€ COMODO Cleaning Essentials- Scan Results - O X

[ Threat Mame Risk 5
=] Application.Win32.LeakTest.~TM2@1 L
- [£] C\Documents and Settings)AdministratoriDeskioph testmyposecuritylExtracte, .

L [5] CRECYCLER|S-1-5-21-2052111302-602609370-1801674531-5000Dc4 . dil

=] Application.Win32.LeakTest.dmci@l Loy
- [£] CiDocuments and SettingshAdministrakor Deskbopl testrypesecurityopil _suite, ..

- [E CiDocuments and SettingstadministratorDeskiop! testryposecarity| Extracte, .

L [5] CiSystem Volume Information_restore{30A36904-5F00-47493-B5CE-E3A515. ..

-] Application.Win3Z.LeakText.~TMY@ 1 Lo

- [E CiDocuments and SettingstadministratorDeskiop! testrmyposecarity| Extracte, .

L[] C\RECYCLER|S-1-5-21-2052111302-602609370-1801674531-5000Dc 1 exe

—| Application.Win32Z.LeakTest.~dmd@1 Lo

- [E CiDocuments and SettingstadministratorDeskiop! testrmyposecarity| Extracte, .

- [£] C\Documents and Settings)AdministratoriDeskioph testmypesecuritylExtracte, .

- [E] CORECYCLER|S-1-5-21-2052111302-602609370-1801674531-500Dc2. dll

L[] C\RECYCLER|S-1-5-21-2052111302-602609370-1801674531-50000c3, dll

=]\ Documents and Settings\AdministratoriDeskbopitestmypcsecoricy FPRL zip Lo
L= application.Win32.LeakTest.~FPR@({9460415, 8073497, 9458817, ...) Lo

irxzx (ma (marx (mrl

Clean |« Ignore
A

Tip: You can sort the scan results by alphabetical order by clicking the 'Threat Name’ column header. Similarly you can
sort the scan results based on the risk level by clicking the 'Risk’ column header. To select all the entries for actions such
as moving them to quarantine or disinfect, select the check box beside the 'Threat name’.

To move selected executables detected with threats to Quarantined Items

e Select the application from the results, click the drop-down button beside 'Clean’ and select 'Quarantine’.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 10
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Cleaning Essentials- Scan Results

[ Threat Mane Risk. “
: =] Application.Win32.LeakTest.~TM2@1 Lo
M I [5] CriDocuments and Settings)AdministratoriDeskbopitestmypesecurity|Extracte. ..
M L [5] CHRECYWCLERYS-1-5-21-2052111302-602609370-1801674531-50040c4. dl =
=] Application.Win3z.LeakTest.dmc@1 Loy
M - [E] CHDocuments and Settings)AdministratoriDeskbopitestmypesecuritylopil_suite. ..
M - [5] CiDocuments and Settings)AdministratoriDeskbopitestmypesecurity|Extracte. .
= L [5] Ci\System Volume Information’_restore{90A36904-5F00-4749-B5CB-E348515. ..
=] Application.Win32.LeakText.~TMYm1 Loy
W - [E] CHDocuments and Settings)Administratori Deskbopitestmypesecurity|Extracte, .
W L 5] CHRECYCLERS-1-5-21-2052111302-602609370-1801674531-50010c1  exe
=] Application.Win32.LeakTest.~dmdi®@1 Loy
W - [E] CHDocuments and Settings)Administrator Deskbopitestmypesecurity|Extracte, .
W I [E] Ci\Documents and SettingstAdministrator| Deskiopitestmypcsecurity|Extracte, .
M I [5] CHRECYCLERYS-1-5-21-2052111302-602609370-1801674531-500Dc2, dI
M L [5] CH\RECYCLERYS-1-5-21-2052111302-602609370-1801674531-5000Dc3 . dl
M =] C:\Documents and SettingsiAdministratorDeskiophtestmyposecurity i FPR. zip Low

L= Application.Win32.LeakTest.~FPR@{9460415, 8073497, 9458817, ...) Law

Clean | Ignore  »

A

Disinfect

Cuarantine

The selected items in the results window will be moved into quarantine. Click 'Options’ > 'Quarantined ltems’ to view
quarantined applications, files/folders.

To disinfect the file / application detected with a threat

e Select the application from the results, click the drop-down button beside the 'Clean’ button and select
'Disinfect’.

€ COMODO Cleaning Essentials- Scan Results

[~ Threat Mame Risk 5
i =] Application.Win32.LeakTest.~TM2@1 Lo
M I [£] Ci\Documents and SettingstAdministrator| Deskiopitestmyposecurity|Extracte, .
M L [5] CY\RECYCLERYS-1-5-21-2052111302-602609370-1801674531-5004Dcd. dll =
=] Application.Win32.LeakTest.dmc@1 Low
= - [5] Cii\Documents and SettingshadministratorDeskiopitestmyposecurity|cpil_suite. ..
= I [£] Ci\Documents and Settingstadministrator| Deskiopitestmyposecurity|Extracte, .
= L [5] Ci\System Volume Information)_restore{90436904-5F00-4749-B5CE-E3A515, ..
=] Application.Win3Z.LeakText.~TMYi@1 Lo
M I [2] Cr\Documents and Sekkingstadministrator| Deskiopitestmyposecurity| Extracte, .
W L [5] CHRECWILERYS-1-5-21-2052111302-602609370-1801674531-5001Dcl  exe
=] Application.Win32.LeakTest.~dmdi@1 Loy
M I [5] CriDocuments and Settings)AdministratoriDeskbopitestmypesecurity|Extracte. ..
M - [5] CriDocuments and Settings)AdministratoriDeskbopitestmypesecurity|Extracte. ..
M - [E] CHRECYWCLERYS-1-5-21-2052111302-602609370-1801674531-50040cz . dl
M L [5] CRECYWCLERYS-1-5-21-2052111302-602609370-1801674531-50040c3.dl
= =l CADocuments and SettingsiadministratoriDeskkopitestmyposecurityiFPR. zip Loy

L= application.win32.LeakTest.~FPR@{9460415, 8073497, 9458817, ...) Law

Clean | Ignore  »

i

Disinfeck

Cuarantine

The antivirus disinfects the file if there exists a disinfection routine defined for the file and the file is recovered to its pre-

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 11
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viral state. If no any disinfection routine is available, the file is deleted permanently from your system.

To delete an application detected with a threat
e Select the applications from the results, click the 'Clean’ button.

C COMODO Cleaning Essentials- Scan Results - 0 X

I Threat Mame Risk. =
=] Application.Win32.LeakTest.~TM2Z2@1 Lo
- [E CiDocuments and SettingstadministratorDeskiop! testrmyposecarity| Extracte, .
L[] C\RECYCLER|S-1-5-21-2052111302-602609370-1801674531-50000c4 . dll

—| Application.Win32.LeakTest.dmc@1 Lo
- = CiDocuments and Settingstadministratori Deskiop testryposecurityicpil_suite. ..

- [E] C\Documents and Settings)AdministratoriDeskioph testmyposecuritylExtracte, .

L [5] CiSystem Volume Information_restore{30A36904-5F00-4749-B5CE-E3A515. ..

=] Application.Win32 LeakText.~TMY@1 Ly

- [£] C\Documents and Settings)AdministratoriDeskioph testmyposecuritylExtracte, .

L[] CRECYCLER|S-1-5-21-2052111302-602609370-1801674531-5000Dc 1 exe

=] Application.Win32.LeakTest.~dmd@1 Ly

- [£] C\Documents and Settings)AdministratoriDeskioph testmyposecuritylExtracte, .

- [£] Ci\Documents and Settings)Adrinistrator Deskioph testryposecurity|Extracte,

- [ CRECYCLER|S-1-5-21-2052111302-602609370-1801674531-50000c2. dll

L[5 CRECYCLER|S-1-5-21-2052111302-602609370-1801674531-50000c3. dll

=l Documents and SettingsiadministratoriDeskiopitestmypcsecurityiFPRL, Zip Lo
L= Application.win32.LeakTest.~FPR@(9460415, 8073497, 9458817, ...) Law .,

- Ignore 3

A

rrxx (mxm (maa (&

The selected applications will be deleted from your system.

To ignore an application / file you consider as safe from the threat list

e Click the "Ignaore’ button

€ COMODO Cleaning Essentials- Scan Results - 0 X

= Threat Name Risk. k-
=] Application.Win32.LeakTest.~TMZ@1 Loy
[F] C:\Documents and SettingshAdministrator\Desktopitestmypesecurity\Extracte. .
[E] CHRECYCLERYS-1-58-21-2052111302-602602370-1801674531-5004Dcd di
=] Application.Win32.LeakTest.dmc@({117030777, 1) Law
—  [E C\Documents and SettingsiAdministratorDeskiopitestmypcsecurity\Extracte. .
—  [E Caystem volume Information_restore{90A436904-5FD0-4749-B5CE-E3A515. .
—  [E CaSvstem Yolume Information_restore{90436904-5F00-4749-B5CE-E3A515. .
L[5 C\System Yolume Information)_restore{90436904-5FDD-4749-B5CE-E3A515. ..
[=] Application.Win32.LeakText.~TMY@{117030909, 1} Law

- [E Cibocuments and SettingsiAdministratorDeskkopitestmypesecurity\Extracte.

- [E CARECYCLERYS-1-5-21-2052111302-602609370-1801674531-5000Dc 1, exe

—  [E Caystem volume Information_restore{90A436904-5FD0-4749-B5CE-E3A515. .

L [E Ciaystem volume Information,_restore{90A36904-5FD0-4749-B5CE-E3A515. .

(=] Application.Win32. LeakTest.~dmd@{117030827, 1) Low

- [E C\bocuments and Settings)AdministratorDeskkopitestmypesecurity\Extracte. .

—  [E Cibocuments and SettingsiAdministratorDeskkopitestmypesecurity\Extracte. .

—  [E CARECYCLER}S-1-5-21-2052111302-602609370-1801674531-5004Dc2, di L,

ajo|a] |(O|ajgog| |(g|jgja®| |(g|g

Clean |+ Ignore  » once

Report this ko COMODO as a False Alert

Selecting Ignore provides you with two options.

e Once - Ifyou click 'Once’, the virus is ignored only at that time only. If the same application invokes again,
an Antivirus alert is displayed.

*  Report this to COMODO as a False Alert - If you are sure that the file is safe, select 'Report this to
COMODO as a False Alert’. The CCE sends the file to Comodo for analysis. If the file is trustworthy, it is
added to the Comodo safelist.

When you close the results window after you have exercised your option to delete, disinfect or quarantine, CCE will ask
your permission to restart the system to ascertain that the selected threats are indeed acted upon as opted. The restart
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dialog window will start a count down from 30 and if you do not choose either "Yes’ or 'No’ option, the system will
automatically restart when the count down reaches 0.

»  Click Yes' to restart the system and to verify that the selected threats are removed or quarantined and to
continue scanning for hidden services.

COMODO Cleaning Essentials(23)

Your computer will now be restarted in order o verify that all selected
threats are removed or quarantined, and continue to scan For hidden
services,

Yes Mo

If you click 'No’ the system will not restart. However, right-clicking the CCE system tray icon will provide you with two
options:

e Restart system and continue scan

. Exit

Restart syskem and continue scan

Ezxit

T E [ LLiU A

»  Click "Restart system and continue scan’ to display the cleanup results or 'Exit’ to exit the application.

When the system has restarted, CCE will display the cleanup results.

€ Cleanup results - {3 Threats) X

Threat Mame Oper ation Status
i =] Application.Win32.LeakTest.dmc@l (1)
L CSvstern Wolume Information)_restore{90A36904-SFDD-4749-B5CE-E3AS, ., Disinfect Ok,
=] Application.Win3z.LeakTest.dmc@117030777 (1)
L ChDocuments and Settings\Administrator\Desktopitestmyposecurity Extract, .. Ignore and report Ok,
=] Application.Win3Z.LeakTest.~TMZ@1 (1)
L CORECYCLER)S-1-5-21-2052111302-602609370-1501 674531 -5000Dcd . dil Disinfect Ok
Close
A

e Click the 'Close’ button and the application will be closed.
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2.2. Custom Scan

The custom scan feature allows you to check for viruses in any particular file/folder or drive. You may have just
downloaded some files from the internet and not sure whether it is free from malware or not. The custom scan feature in
CCE allows you to select a file or folder to check for malware or viruses. The custom scan feature is a useful and flexible
complement to periodically running a 'regular’ full scan of your system.

Custom Scan is relatively agile scan method. You can choose what would you want to scan, and where would you want to
scan. Also, it doesn’t need restart before scan. Accordingly, you have no way to do the extra scanning during startup.

e Click the Custom Scan feature in the main interface.

COMODO

Cleaning Essentials

Full scan
This section allows you scan your entire system for
malwares, viruses and spywares.

Custom scan

This section allo O [Un 3 omized scan of your
system for malwa|Choose what to scan pywares.

Open KillSwitch

Open KillSwitch to manipulate processes and services
on your computer.

€/ The virus signature database is up-to-date. Verl.6.183539.73

The Custom Scan Setting dialog window will be displayed.
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€ Custom Scan Setting X

Scan options

[C] Scan memory on start

[[] Scan critical areas

[C] 5can critical system settings

[C] 5can hidden registry objects

[C] 5can selected drives for hidden filesfolders

[C] Don't scan for viruses

Scan Target
-8 My Computer Add Files...
- Local Disk{C:\)
- New Volume(D:Y) Add Falder...

QK Cancel

]

You can select which options you prefer for the custom scan and also choose which specific files, folders or drives are to
be included in the scan in the Scan Target area..

Scan Options

e Scan memory on start - When selected, CCE scans the system memory during the start of any custom scan.

*  Scan critical areas - When selected, CCE scans the Program Files folder and WINDOWS folder of the Operating
System of your computer during the start of any custom scan.

*  Scan critical system settings - When selected, CCE scans the system settings during the start of any custom
scan.

Note: If this option is selected:

e CCE scans important registry keys and operating system settings. If any of these have been modified from their
defaults then these will be listed in the results. Selecting 'Cleanup/Disinfect’ will revert the settings back to their
original values

*  Scan hidden registry objects - When selected, all the hidden registry objects will be scanned by CCE during
the start of any custom scan.

»  Scan selected drives for hidden files/folders - When selected, CCE scans hidden files and folders in the drives
that are selected in the Scan Target area.

. Don’t scan for viruses - When selected, CCE will not check for viruses in the target areas.

Note: If this option is selected:
e CCE won't invoke AV engine entirely.
e 'Scan Memory on start’ and 'Scan critical areas’ will become greyed out and unavailable.
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¢ You must choose at least one of the remaining options:
i. Scan critical system settings
ii. Scan for hidden registry objects
iii. Scan selected drives for hidden files/folders
You will not be able to run a scan on any targets unless one of the above is chosen.

Scan Target

By default, all the drives in your system will be selected for custom scan.

Scan Target
-8 My Computer Add Files...
. Local Disk({C:\)
- New Volume(D:V) Add Falder. ..

QK Cancel

'/
To add files and run a custom scan
*  Click the " Add Files’ button in the Scan Target area
Scan Target
=-[#:8 My Computer Add Files. ..
- Local Disk{C:\)

- Mew Vaolume(D:) Add Folder. ..

oK Cancel
A
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Browse to the required file and click Open

Laak ir; | = cpil_suite w | y ¥ [ M-
Ty Ecpil
LL EB | %) cPiLz.di
by Recent LJ“ﬂ CPILE. I
Documents %] cpil.di
ﬁ_:% T CPILSuike
Desktop
ky Documents
My Comnputer
File narne: |I:F'ILS uite W | [ Open ]
Q Files of type: |.-'1'~|| Files[®.") w | [ Cancel ]
My Netlwnrk [] Open az read-only
The selected file will be added to the custom Scan Target area.
Scan Target
=0 :} My Computer &dd Files. ..
[(Jee A5
[J5e Local Diski:) Add Folder. ..

=) Custarn
H CDocuments and SettingstAdministrakoriDeskb

b Remove

Ik Zancel

A

e Click 'Add Files’ to add another file

Note: You can add files and folders simultaneously for a custom scan.

Click 'OK’ to run the custom scan

The custom scan for the added file will be performed...
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ﬁ Ohbjects Scanned:
* Threats Found:

[ show on kop

Scanning:
Skatus;

1
0

Infected Files

CiDocuments and SettingshadminiskratoriDesk, , \CPILSuite exe

Start Time:

Duration:

| _;. Pause

211142011 2:59:40 PM
a0:00:03

[ | ﬁ Skop Scan

...and when the custom scan for the selected file is completed, the Scan Finished dialog will be displayed.

€ COMODO Cleaning Essentials - Scan Finished

ﬁ Objects Scanned:
@  Threats Found:

[+ show on kop

Scanning:
Skatus;

Custom scan

Scan Finished

Start Time:

Duration:

2/11/2011 2:59:40 PM
oo:o0:aa

Resulks

e Click the 'Results’ button to open the Scan Results window.

COMODO

Creating Trust Online®
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€ COMODO Cleaning Essentials- Scan Results

) Threat Mame Risk
] =] Application.Win32.LeakTest.dmc@1 Lo
¥ L [ S\Documents and SettingstAdministratorDeskiop testmyposecurity Extracked Fil, .
Clean | Ignore
A

Click the following links to find out how to:
*  Clean the infected file/application
« Disinfect the file/application
*  Quarantine the file/application

* Ignore the affected file/application

To add folders and run a custom scan

e Click the " Add Folder’ button in the Scan Target area

Scan Target
-8 My Computer Add Files...

- Local Disk{C:\)
- New Volume(D:V) Add Falder. ..

QK Cancel

e Browse to required folder and click 'OK’
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Browse For Folder

Select and add a Folder For cuskarm scan.

@ Deskiop

My Documents
4 My Computer
‘ﬂ Py Metwork Places
2| Recycle Bin
I ccE
Iy c1ssa
|50 EasyvrN
|53 ProcessHacker
] kestmyprsecurity

[ Make Mew Folder ] [ (] 4 ] [ Cancel

The selected folder will be added to the custom Scan Target area.

Scan Target

d -j My Computer Add Files. ..
[(Jee A1
[J5e Local DiskiC:) Add Folder...
3= Cuskarn

[ CH\Docurments and SettingsiadministratoriDeskiop!

F m 3 Femove

Ik Cancel

o

e Click 'Add Folder’ to add another folder

Note: You can add files and folders simultaneously for a custom scan.
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¢ Click 'OK’ to run the custom scan

The custom scan for the added folder will be performed...

€ COMODO Cleaning Essentials - Scanning

Scanning: Infected Files
Skakus: Zi\Documents and SettingstAdministratoriDeskiopit, . \WZPILZ. I

@ Cbjecks Scanned: 18 Start Time:  2/11)2011 4:11:23 PM
a Threats Found: T Duration: 00:00:04
[ Show on top () Pause | () StopsScan

...and when the custom scan for the selected folder is completed, the Scan Finished dialog will be displayed.

€ COMODO Cleaning Essentials - S5can Finished

Scanning: Custom scan

Skatus; Scan Finished
ﬁ Ohijecks Scanned: 58 Start Time:  2/11)2011 4:11:23 PM
# Threats Found: 19 Duration: 00:00: 15
[ Showe on kop Results

e Click the 'Results’ button to open the Scan Results window.
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€ COMODO Cleaning Essentials- Scan Results

O} Threat Mame Risk a3
=] Application.Win32.LeakTest.~TM2@1 Low

[} L [Z] Ci\Docurnents and Settings|AdministratorDeskbopkestmypesecurityl Extracte, .
—| Application.Win3z.LeakTest.dmc@ 1 Lo

M L [Z] Ci\Docurments and Settings|AdministratorDeskbopkestmypesecurityl Extracte, . =
—| Application.Win3Z.LeakText.~TMY@ 1 Lo

O L [Z] Ci\Docurments and Settings|AdministratorDeskbopkestmypesecurityl Extracte, .
—| Application.Win3z.LeakTest.~dmd@ 1 Lo

o [E CiDocuments and Setkings|AdministratoriDeskbopitestrmypesecurityiExtracte. ..

1= L [E CiDocuments and Setkings|AdministratoriDeskbopitestrmypesecurityiExtracte. ..

o =] C\Dacuments and Settings)AdministratorDeskkoptestmyposecurity | FPR. zip Low

L= application.Win32.LeakTest.~FPR@(9460415, 8073497, 9458817, ...) Lo
[l FPR/IE-Fpr-bexe
[l FPRIE-Fpr . exe
[ FPR/surfload exe

[ FPRftisdil.dl
o =] C\Docurments and Settings\administratoriDeskkopitestmypcsecuribyiFireHole, zip Low
L;'I ApplicUnsal.Win32.DemoLeakTest@114161 Low L
Clean |« Ignore  »
A
Click the following links to find out how to:
*  Clean the infected file/application
« Disinfect the file/application
*  Quarantine the file/application
* Ignore the affected file/application
To remove files/folder from the Scan Target area
»  Select the file/folder that you do not want for a custom scan
Scan Target
=-]% My Computer Add Files. ..
[(Jee &2
[Jeee Local Disk{C:h) Add Folder. ..
=) Custom
H CADocuments and SettingstAdministratoriDeskh
[C3:ic:\Documents and Settings) AdministratoriDeskh
Fi m 3 Remove
Ok Cancel
A

¢ (Click the 'Remove’ button
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Scan Target

=R | '_’J My Computer Add Files. .,
[Jes A
[J5s Local Disk{C:A) Add Falder. ..
=) Custom

B Ci\Documents and Setkings)AdminiskratorDeskk
[ iC: Dacuments and Settings) Administrator) Deskb

F m } Remove

Ik Cancel
e
The selected file/folder will be removed from the custom scan area.
Scan Target
=0 :} My Computer &dd Files...
=N
[(J5e Local DiskiT:h) Add Falder. ..
=) Custom
H C:\Documents and SektingsiadministratorDeskk
r m b Remowve
K, Cancel
A

e Click 'OK’ to proceed with the custom scan of the remaining files/folders.

The differences between a full and custom scan can be summarized as follows:
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"Custom’ Scan

Scan Type Note/Description ‘Don’t Scan for 'Don’t Scan for
Viruses’ Viruses’
not selected selected
Basic F|Ie.scanner of local AV ‘/ x
engine
Cloud based File ‘/ x
Lookup Scanner
Cloud based
verification of a file's \/ X
FLS L X
digital signature
Scanner
Local check that the
creator of the file is on \/ X
the trusted vendor list
File is uploaded to
Comodo Automated
CAMAS Malware Analysis v x
System (CAMAS) for
inspection
Scan
Memory on Requires restart Optional X
start
Scan
Critical - Optional X
Areas
Scan
Critical .
System - Optional X
Settings
Options Scan
hidden . .
registry - Optional Optional
objects
Scan
hidden ) .
registry - Optional Optional
objects
Scan
selected
drives for - Optional Optional
hidden
files/folders
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3. Introduction to KillSwitch

KillSwitch is an advanced system monitoring tool that allows users to quickly identify,
monitor and terminate any unsafe processes that are running on their system. Apart from
offering unparalleled insight and control over computer processes, KillSwitch provides you
with yet another powerful layer of protection for Windows computers.

The unsafe processes addressed by KillSwitch are often triggered by malware that has been introduced onto your system.
These harmful programs can gain entry onto your system in many different ways. For example, you may encounter
malware by visiting a malicious website, by double clicking an attachment in a unsolicited e-mail message or on clicking
on a deceptive pop-up window. Once installed, most malware will embed itself into your system as a resident program then
attempt to initiate an attack. These attacks can take a variety of forms and include operating system exploits and scripts
that could turn your computer into a zombie PC or allow the easy theft of your private data. Worst still, many of these
processes are so well hidden they are completely invisible to the average user. This is where KillSwitch comes in.

KillSwitch can show ALL running processes - exposing even those that were invisible or very deeply hidden. It allows you to
identify which of those running processes are unsafe and to shut them all down with a single click. You can also use
KillSwitch to trace back to the malware that generated the process.

The KillSwitch section of this guide is broken down into the following sections:
+  Starting KillSwitch
+  The Main Interface
* Viewing and Handling Processes and Services

*  Processes
»  Stopping, Starting and Handling the Processes
»  Viewing Properties of a Process
«  Searching for Handles or DLLs

*  Services
«  Stopping, Starting and Deleting the Services
* Viewing the Properties of a Service

*  Network Connections
* Inspecting and Closing Network Connections

«  Browser Helper Objects

* Layered Service Providers

*  The Tools Menu

*  Viewing System Information
»  Configuring KillSwitch
* Managing Plug-ins
»  Creating a new Windows service
« Scanning Your System for Hidden Processes
»  Viewing the Page Files in Your System
«  Verifying authenticity of Applications
* Repairing Windows Settings and Features
* Managing Currently Logged-in Users

e Help and About Details

3.1.  Starting KillSwitch

KillSwitch can be started by the following ways:

*  From the Comodo Cleaning Essentials interface
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e From the folder containing Comodo Cleaning Essentials files

» By replacing Windows Task Manager with KillSwitch

3.1.1. From the Comodo Cleaning Essentials Interface

*  Click on 'Open KillSwitch’ option from the main interface of Comodo Cleaning Essentials

COMODO

Cleaning Essentials

Full scan
This section allows you scan your entire system for

malwares, viruses and spywares.

Custom scan
This section allows you run a customized scan of your

system for malwares, viruses and spywares.

Open KillSwitch
E Open KillSwitch to manipulate processes and services

on your computer.

€/ The virus signature database is up-to-date. Ver1.6183539.73

The KillSwitch main interface will be opened.

3.1.2. From the Folder Containing Comodo Cleaning Essentials
Files

*  Navigate to the folder containing the Comodo Cleaning Essentials files

*  Double click on the file 'KillSwitch.exe’ from the Windows Explorer window.
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EEX

File Edit  View Favorites  Tools  Help

@Back - \J @ /._\J Search H_\?‘_-Folders v

Address C\Documents and SettingsyadministratoriDeskboplcce_1.5,179231,52_Geskbuddy_x32\x32 b | Go
: ~

cE [ ™ ccedl E
File and Folder Tasks COMODD Cleaning Essentials 'ﬁ 1.5.45159.52
il COMODD COMODG Cleaning Essentials
(9 Make a new Foldsr »
- h ) ccekrnl | CCERes.dll
@ E\';I:ISSh this Folder ko the DAT File .ﬁ 1.5.43150.52
N 57 KR COMODG Cleaning Essentials
id Share this Folder
= canfig | & By DacsCorm.dll
i Configuration Settings 'ﬁ 1.0.1.75
oOther Places 2 1KB Comoda DACS COM Dl
[ cce_1,5.179231.52_Geekb 2 EuLa [ ™ Frameworkdi
== | TextDocument 'ﬁ 1.5.47004,50
[} My Documents jua 44 KB COMODO Cleaning Essentials
[y Shared Documents
- KillSwitch KillSwitch
My C 1 s
_j y Computer @ COMODO Cleaning Essentials H System File
\g Iy Metwark Places COMODD —= | I7TkKB
[ ™ rshelper.d ) LICENSE
Detail ¥ ﬁ 1.5.45159.52 == | TextDocument
COMODO Cleaning Essentials e 36 KE
pEviE | : platFarrm.dll
PE Yiewer X 1.5.47004.50 w
" kK L .

The KillSwitch main interface will be opened.

3.1.3. Replacing Windows Task Manager with KillSwitch

KillSwitch can be configured to replace Windows Task Manager. Doing so will mean that KillSwitch can be opened by:
*  Pressing Ctrl + Alt + Del and clicking Task Manager;
e Right-clicking on the Task Bar and selecting "Task Manager’ from the pop-up menu;
. Pressing Ctrl + Shift + Esc;
e Clicking 'Start’ > 'Run’ and typing the command "taskmgr’.

To replace Task Manager with KillSwitch, you first need to start the application by one of the methods explained above,
click "Tools’ > 'Options’ > 'Advanced’ and enable 'Replace Task Manager with KillSwitch’.
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FF Killswitch [ADMIN-CD9ABCCF B\ dministrator]+

Killswitch  Wigw @ Users  Help

Proceszes | Sery  Swskem Information ChelH+I

o L CPU 1D
= system | I o2y
= [ syste Create Service,
2 = Hidden Processes
= Pagefiles
=] ﬂ ‘Werify File Signature. .. Options
=] Cuick Repair...

FlcLPSLSexe 1072 Safe GE’”“'SV”‘W'S Graphs

A vrnacthip.exe 1084 Safe

B[] svchostexe 1104 Safe

M unsecapp.. 1818 Safe

M wmiprse.. 3076 Safe

] svchost exe 1188 Safe [C] Chedk images For digital signatures and packing

A cmdagentexe 1332 Safe

= [ svchostexe 1364 Safe

% wuauchtexe 3332 Safe

E svehost exe 1534 Safe [¥/] Replace Task Manager with KillSwikch

] svchost exe 1664  Safe

] =poolsv exe 1744  Safe

A feprofitexe 1884 Safe
Al . - -

[ Enable warnings
[#/] Enable kernelmade driver
[#] Hide unnamed handles

[ Resolve addresses For netwark connections

[C] Indude CPU usage of children in collapsed processes

4 m

Ok | Cancel

For more details, refer to the description of 'Replace Task Manager with KillSwitch’ in the section "Tools’ > 'Options’ >
'Advanced Settings’.

3.2. The Main Interface

KillSwitch’s streamlined interface provides access to all important features and options of the application at finger tips.
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2 KillSwitch [ADMIN-CDIABCCFEWM dministrator]«

Y Yl { Shortcut I
Frocesses  Services | Melwok | BHO | LSP fcons
Structure | | -
Mame PID  “erdict cCPU W Total  Powate .. User Mam <
= [ swstem ldie Frocess a 98 44 0 HNTAUTHC
= [ system 4 Bafa 0 NTAUTHC
=™ smse.ama 540 Safa 168 kB NTAUTHC
[ esresane G604 Safa 1.54 MB  HNTAUTHC
= M@ winlogon exe 628 Sale 6.11MB HNTAUTHC
= [ zenices exe 672 Safe 1.56 165 MB MNTAUTHCE
= vmacthip exe B0 Safe SEE KB NTAUTHC
A swehost ene BS2  Sala 262 MB NTAUTHC
A swenost exe 936 Sale 1.73MB  NTAUTHC
= [ svehost exe 1032 Safe 11 43 MB  NTAUTHC
@ wuaucltexe 1844 Safe 542 MB ADMIMN-ZD
™ swehost exe 1080 Safa 113 MB NTAUTHC
A svenostexe 1144 Safe 1.6MB NTAUTHC
3 spoolsvexe 1380 Safe 2136 MB  NT AUTHC
[E'I WhitwareSend .. 1612 Safe 1.65MB HNTAUTHC
[ algexe 1976 Safe 107 M8 MWTAUTHC
[ 1sass exe G634  Gafla 35MB NTAUTHC _
h‘ e L] " F y,

ory: 65.91%  Processes: 23

Status Bar

The interface is divided into four main areas:
« The File Menu bar;
e Shortcut Icons;
«  Tab Structure;
*  Main display Pane;

«  Status Bar.

The File Menu Bar

The file menu bar displays the controls for executing various tasks and configuring the overall behavior of the application.

Menu Option Description

KillSwitch Contains options related to handling processes, objects and dll files
collectively, shortcuts for running command line interface programs
and switching power state of your system.

Terminate All Unsafe Processes Stops all the currently running processes that are identified as
unsafe by KillSwitch.

Note: By stopping a running process you will lose any unsaved data
being used by the application that generated the process. Save data
in all running applications before selecting this option.

Suspend All Unsafe Process Temporarily halts all the currently running processes that are
identified as unsafe by KillSwitch in their current states. Suspended
processes can be resumed by right clicking on the process in the
process tab and selecting 'Resume’ from the context sensitive menu.

Delete All Unsafe Objects Deletes data and files that have been identified as unsafe by
KillSwitch. An 'object’ is a process or library that has been loaded
into memory. Every process is an object but not every object is a
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process.

Rename All Unsafe Objects

Renames data and files that have been identified as unsafe by
KillSwitch.

Unload All Unsafe Dlls

Removes all the dll files that are identified as unsafe by KillSwitch,
from the system memory.

Run

Opens the Windows 'Run’ dialog for executing command line
interface programs with administrative privileges.

Run as Limited User

Opens the Windows 'Run’ dialog for executing command line
interface programs with default limited user privileges.

Run As Opens the Windows 'Run’ dialog for executing command line
interface programs with privileges granted to a specified user of the
computer.

Save Opens the 'Save as’ dialog to save the currently displayed list in the

main display area as a .txt file or .csv file.

Find handles or DLLs

Opens a 'Filter’ dialog that enables you to make a quick search to
identify the Handles, DLLS that are triggered or loaded to system
memory or mapped files , by entering the name of the object.

Refer to the section Searching for Handles or DLLs for more
details.

Computer

Enables you to switch the power state of your computer. Hovering
the mouse cursor options opens a sub-menu containing the
following options:

. Lock;

. Log-off;

e Sleep;

e Hibernate;
. Restart;

e Shutdown;

. Power-off.

Exit

Closes the KillSwitch application.

View

Contains options related to display nature of the application.

Tray Icons

Enables you to select the tray icons displayed in the system tray at
the bottom right corner of the screen. The icons are displayed as
usage/history indicators of various system hardware resources. The
choices available are:

e« CPU History

e CPU Usage

e |/O History

e Commit History

e Physical Memory History

Right clicking the tray icons opens a panel containing shortcuts for
executing various tasks. For more details, refer to the next section
System Tray Icon.

Show Only the Unsafe Images in
Memory

Displays only the program images identified as unsafe by KillSwitch
currently loaded to system memory in the main display area.

Hide Safe Objects

Displays only the items identified as unsafe by KillSwitch in the main
display area, relevant to the tab selected. This is useful to identify the
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unsafe objects just at-a-glance.

Always on Top Selecting this makes the KillSwitch window to displayed on top of all
the windows that are currently open in your system.

Opacity Enables you to set the transparency of KillSwitch window. The
choices range from 10% to full opaque, in the intervals of 10.

Refresh Updates and refreshes the KillSwitch window.

Update Interval Enables you to set the interval at which KillSwitch automatically
refreshes itself and updates the details in the main display area. The
choices range from fast (0.5 seconds) to Very Slow (10 seconds)

Update Automatically KillSwitch automatically refreshes and updates the details displayed
in the main display area only if this option is selected. If you want to
view the details fetched at a specific moment and wish to keep it
without updates for some time e.g. for analysis purposes, you can
temporarily disable this option.

Tools Contains options for viewing graphical representations of
usage/history of your system resources, configuring overall behavior
of the application and accessing additional utilities. Refer to the
section 'The Tools Menu’ for more details.

System Information Opens the System Information panel that shows the graphical
representations and statistics of the usage/history of your system
resources. Refer to the section 'Viewing System Information’ for
more details.

Options Opens the 'Options’ dialog that enables you to configure the overall
behavior of the application. Refer to the section 'Configuring
KillSwitch’ for more details.

Plug-ins Opens the "Plug-ins’ dialog that enables you to configure various
plug-ins added to KillSwitch application for executing tasks like
raising notifications, controlling Windows Services etc. Refer to the
section 'Managing Plug-ins’ for more details.

Create Service Enables you to create your own user-defined Windows Service for
Windows applications and some 16-bit applications. Creating a
service for applications allows them to be started along with Windows
irrespective of the user that logs-in to the system. Refer to the
section 'Creating a Windows Service’ for more details.

Hidden Processes Enables you to initiate a scan for hidden processes running currently
in your system. Most of the malware/spyware trigger their process
and run them concealed, so that they would not be visible in the list
of processes. The 'Hidden Processes’ feature enables you to scan
your system for such processes and to check whether any
malware/spyware is currently running in your system. Refer to the
section 'Scanning Your System for Hidden Processes’ for more
details.

Page files Opens the 'Pagefiles’ dialog that displays a list of page files that are
currently stored on secondary storage, e.g. different drive partitions
of your hard disk drive. Refer to the section 'Viewing Page Files in
Your System’ for more details.

Verify File Signature Enables you to check whether applications/programs installed and
files stored in your system are trusted and digitally signed to confirm
the authenticity of them. Refer to 'Verifying Authenticity of
Applications’ for more details.

Quick Repair Provides a shortcut to troubleshoot and and repair important
Windows settings and features. Refer Repairing Windows Settings
and Features for more details.
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Users Enables to manage the status of user(s) that have currently logged-
on to the system. Refer to '"Managing Currently Logged-in Users’
for more details.

Help Contains options to get help and support on usage of the product
and to view the 'About’ dialog. Refer to Help and About Details for
more details.

Search Opens online Comodo Cleaning Essentials help guide.
About Opens KillSwitch 'About’ dialog that contains the version, license and

copyright information and an option to diagnose the KillSwitch
installation in your system.

Shortcut Icons

This area displays several shortcuts. The icons enable you to directly execute certain tasks, which can otherwise be
executed from the menus and options in the file menu bar.

Icon Task Executed

Updates and refreshes the KillSwitch window.

Opens the 'Options’ dialog that enables you to configure the overall behavior of the application. Refer to
the section 'Configuring KillSwitch’ for more details.

Opens a 'Filter’ dialog that enables you to make a quick search to identify the Handles, DLLS that are
triggered or loaded to system memory or mapped files , by entering the name of the object.

B ] [

Refer to the section Searching for Handles or DLLs for more details.

Opens the System Information panel that shows the graphical representations and statistics of the
usage/history of your system resources. Refer to the section 'Viewing System Information’ for more
details.

3]

ml

Shows the application window corresponding to the process/service selected from the main display pane
until you keep the icon clicked.

Note: Clicking the 'Show Window’ shows only the application window that is in open state and not the
windows minimized to task bar.

Shows the application window corresponding to the process/service selected from the main display pane
until you keep the icon clicked and displays the 'Properties’ dialog of the selected process with the
'Threads’ tab opened to view the threads associated with the process.

[&d]

Tab Structure

The Tabs area contains a set of tabs for selecting the items you wish to view in the main display area and to control them
through context sensitive menu.

Tab Items Displayed

Processes Displays the currently running processes in your system

Services Displays the Windows Services started along with your system
Network Displays the currently running processes that are involved in network connection activities.
BHO Displays the list of plug-ins added to Internet Explorer. Examples include plug-ins that help in opening

files of different formats in the browser window, plug-ins for displaying additional tool bars.

LSP Displays a list of Layered Service Provider dll files which are currently installed in your system for
regulating Internet traffic from/to applications like web browser, email client that access Internet.
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Main Display Pane

The main display pane displays the list of items like Processes, Services etc. as per the selected tab with required details
on each entry as a table. Right clicking on an entry opens the context sensitive menu with the options relevant to the items
displayed.

The Status Bar
The status bar at the bottom of the interface displays the current CPU usage and the occupied volume of the system

memory (in percentage) by the currently running processes and the total number of processes currently running in your
system.

3.2.1. The System Tray lcons

KillSwitch displays icons in the system tray at the bottom right corner of the screen as set through View’ > "Tray Icons’
option. Each icon is displayed as a graphical representation of the history/usage of the respective hardware/software
resource as chosen from the options given below:

* CPU History; & KillSwitch [ADMIN-CD9ABCCFB\Administrator]

° CPU Usage; KillSwitch  View Tools Users Help
. I/0 History; —fj‘, o) g Traylcons ¥ w CPU History
o P Show Only the Unsafe Images in Memory v CPU Usage
* Commit History; 19eeS®  Hids Safe Objects 1/ Histary
. i i Marne Commit; Hist
Physical Memory History. T s ommit Fistory
=] E Sy _ Physical Mernory History
Opacity 3
=28
=] Refresh F5 148 k
Update Inkerwval 3 1.6M
v Update Automatically Pause a.7am

Right clicking on any of the system tray icon opens a context sensitive menu that contains the following options:

«  Show/Hide KillSwitch; ShowHide Kill5witch

«  System Information; System Information
* Notifications; Motifications J
Processes b
¢ Processes;
3
«  Computer; Cormnpuber
E:xik

. Exit;

*  Show/Hide KillSwitch - Enables you to switch between Show and Hide states of KillSwitch application window.

Tip: Double clicking on any of the system tray icon also allows you to switch the KillSwitch application window between
Show and Hide states

e System Information - Opens the System Information panel that shows the graphical representations and
statistics of the usage/history of your system resources. Refer to the section 'Viewing System Information’ for
more details.

* Notifications - KillSwitch can instantly alert you with a balloon messages whenever certain events like start/stop
of a process/service happen. The balloon messages pop-out from the right corner of the screen.

i) Service Started X

The service kmixer (Microsoft Kernel \Wave Audio Mixer) has
been started.
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The notification option in the context sensitive menu allows you to configure precisely which events will trigger a
notification.

Enable All
Disable all

v [Mew Processes
v Terminated Processes
W [Mew Services

v Started Services ShaowefHide KillSwitch

Systerm Information
rokifications k

v Stopped Services
v Deleted Services

Processes

Compuker
E:xit

309 PM

. Enable All - Raises an alert on all the events.
. Disable All - Switches alerts off.

*  New Processes - Raises an alert whenever a new process is created/started by the system or when
the user starts certain applications.

»  Terminated Processes - Raises an alert whenever a running process is stopped/killed by the system
or when the user closes certain applications.

*  New Services - Raises an alert whenever a new service is created by the system or when the user
starts certain applications.

e Started Services - Raises an alert whenever a stopped service is restarted by the system or when the
user starts certain applications.

»  Stopped Services - Raises an alert whenever a running service is stopped.
«  Deleted Services - Raises an alert whenever a running/stopped service is deleted by the user.

*  Processes - Displays a list of the processes running in your system and allows you to stop, suspend, resume, set
priority and view the Properties dialog of any process by hovering the mouse cursor over it and selecting the
option from the mouse-over options.

Terminake explorer. exe (ZR3Z)

Suspend Killswitch.exe | 1 ShawHide KillSwiteh
Resurme smnss, exe (1003) Swstem Informatian
Priarity soffice, exe (980) Mokifications

Properties wWInare-vrix . exe (3103) Frocesses

Compuker
Exit

Tip: By default, five processes are displayed in the 'Processes’ sub-menu pane. You can change the number of
processes to be displayed by setting the value of 'lcon Processes’ field under 'General’ tab of 'options’ dialog. Refer to
"Tools’ > 'Configuring KillSwitch’ > 'General Settings’ for more details.

»  Computer - Enables you to switch the power state of your computer. Hovering the mouse cursor options opens a
sub-menu containing the following options:

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 34



COMODO

Creating Trust Online®

. Lock;
. Log-off;
e Sleep;

ShioweHide Process Hacker
System Information

*  Restart; Matifications C
¢ Shutdown; Processes r

. Hibernate; Hibernate

Restart
Shukdawwn
Povweraff

e Power-off. Computer
Computer

4:04 PM

*  Exit - Closes the KillSwitch application.

3.3. Viewing and Handling Processes and Services

The main display pane of the application window displays the list of currently running processes, services etc., based on
the tab selected from the tab structure. Right-clicking on each entry opens context sensitive menu that enables
starting/stopping the processes/services, viewing properties of the processes etc. The tab structure contains the following
tabs:

. Processes;

«  Services;

¢ Network Connections;

«  Browser Help Objects (BHO);

«  Layered Service Providers (LSP).

3.3.1. Processes

The Processes tab displays all the processes that are currently running in your system as a table in the main display pane.
e The processes can be viewed in tree view or as a list.
e The new processes started and the processes that are stopped are highlighted.

*  Right clicking on a process opens a context sensitive menu that enables you to perform various operations like
stop, restart, set priority, view properties, etc, on the process. You can even select multiple process (by holding
the "Ctrl’ key while selecting the processes) to execute these actions.
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1Switch [ADMIN-CD9ABCCF B\Administrator]

Killswitch  Wiew Tools Users Help
om0
Processes | Services | Mebwork | BHO | LSP
Mame PID  Werdict PU IO Total  Private B...  Use =
= E System Idle Process i] 96,09 0 MTF
= 5 system 4 safe 0.76 0 NTE
=[] smss.exe 760 Safe 172 kB NT§
E C5hss,.exE 820 safe 12 Bls 1.79MB NTE=
= n winlogon exe 944 Safe TISME NTE
= [ services.exe 885 Safe 4,13MB NTE
= [ svchast.exe 1080 Safe 2.86MB NTE
Fligexsrvc.exe 1656 Safe 992 KB COM
ﬁ wilcomm.exe 3044 Safe 19.18MB COMN
ﬁ WIIPEYSe, .. 2592 Safe 29MB NT#
ﬁ svchost.exe 1128 Safe 1.88MB NT#
ﬁ sychost. exe 1776 Safe 19.37 MB  MT £
ﬁ sychost. exe 2000 Safe 1.54MB NT £
E sychost, exe 196 Safe 1.25MB NT#
[ spoolsv.exe 476 Safe 3.02ME NT ¢
E sychost, exe 61z Safe 1.29MB NT#
qus.exe 1312 Safe 2Z19ME NTE
E MDM,ERE 1328 Safe Q96 kB NT £
E nvsYC32 exe 1352 3Safe 262ME NTE
E vmware-usha, ., 1720 safe 4 Efs 03 KE MNT &
4 i m ” : 7
CPU Usage: 3.13%  Physical Memory: 81.28%  Processes: 49

Process Table - Descriptions of Columns

Column Description

Name Displays the name of the processes. Clicking on the column header enables sorting the entries in
tree structure, ascending or descending alphabetical order of the processes names.

PID Displays the Process Identification number. Clicking on the column header enables sorting the
entries in ascending or descending order of the PID numbers.

Verdict Displays the result of analysis on each process by KillSwitch using different scanners such as
CAMAS. Processes are indicated as 'Safe’ or 'Unsafe’ as per the analysis.

CPU Displays the CPU usage of the process as a portion of overall CPU usage by the process in
percentage.

Note: For the processes which are collapsed in the display, the shown CPU usage will include the
usage by the child processes only if the option 'Include usage of children in collapsed
processes’ is enabled under the 'Advanced’ tab of "Tools’ > 'Options’ dialog. Else, only the usage
by the parent process will be displayed.

1/0 total Shows the speed at which data is input to/output from the process.

Private Bytes Shows the current size of system memory allocated to the process that cannot be shared with
other processes.

User Name Displays the user that has initiated the process.

Description Describes the nature of the processes.

*  Placing the mouse cursor over a process displays a tool-tip that contains the details of the process.
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™ igfxpers.exe 726 Safe 696 kE
| rundl3z.exe 1116 safe Z39ME
ES AdobedRM.exe 1265 Safe 4,06 ME  C
&__?h MSMMSgr, exe h 865 Safe 40.75ME  C
= :;Z:Z;Eﬁ;exe‘ ;':(ii;'I;Program Filesiindows LiveiMessenaerimsnmsar, exe” [background 66?5142;: E
2 & iexplore.exe C\Program FilesiWindows LiveiMessengermsnmsar. exe FEIME
-é iexplore.e Windows Live Mess_enger 14.0,5117.0416 EME O
wmplaver, exe Microsoft Corporation BIME O

3.3.1.1. Stopping, Starting and Handling the Processes

The "Processes’ tab allows you to stop, suspend, restart, set priority, view properties etc. of individual processes, by right
clicking on the processes and selecting the option from the context sensitive menu.

Tip: KillSwitch can identify all unsafe processes and objects and then, according to your preference, Terminate,
Suspend, Delete, Rename or Unload them all at once. To do this, click 'KillSwitch’ from the file menu bar and select the
required option.

*  Right click on a process to open the context sensitive menu.

Terminate Dl
Terminate Tree Shift+Del
Suspend

Resume

Delete

Restart

Debug

Reduce Waorking Sek

AFFiniky:

Create Dump File. ..

Terminator

Miscellaneous *
Priarity »

Properties Enter

Search COnline kel
Send To »
Copy ChrlHiC

*  Terminate - Terminates the selected process(es). KillSwitch can, except under extraordinary circumstances, be
able to terminate any process, including ones protected by rootkits or security software.

»  Terminate Tree - Terminates the selected process and its descendants (child processes).

e Suspend - Suspends the selected process(es). KillSwitch can suspend any process, including ones protected by
rootkits or security

*  Resume - Resumes the selected (suspended) process(es). KillSwitch can resume any process, including ones
protected by rootkits or security software.

*  Delete - Deletes the selected (running or suspended) process(es) from the disk. KillSwitch can delete any
process, including ones protected by rootkits or security software. You will be asked for confirmation before
deleting a process. Your computer will need a restart for this action to take effect.

Warning: Deleting a process will permanently remove the application that has triggered the process.
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» Restart - Restarts the selected process with the same command line arguments and working directory.

*  Debug - Starts the debugger, for the selected process. This is useful for the software developers and testers, to
debug the applications that are newly installed in their systems.

*  Reduce Working Set - Empties the working sets involved with the selected process(es). This is a safe function;
the process will eventually reclaim most of its working set.

Background Note: The working set of a process is the collection of information referenced by the process periodically.
This collections are stored as page files in the secondary memory, such as the portion of the hard disk partitions allotted
as virtual memory.

»  Affinity - Enables you to view and modify the process’ processor affinity (the CPU to which the process is
allocated) in a in a symmetric multiprocessing operating system e.g. to reduce cache related problems.

Affinity X

Affinity controls which CPUs threads are allowed ko
execuke an,
[ CPUD CPU S CPU 16 CPU 24
[ Pt CPU 9 CPU1L7 P25
cPU 2 CPU 10 CPU 15 CPU 26
CPU 3 CPU 11 CPU 19 CPU 27
CPL 4 CRU 12 CPU 20 CPU 25
CPUS CRU1G CPU 21 CPU 29
CPUE CPU 14 CPU 22 P S0
cPU Y CPU 15 CPU 23 _PU 51
Cancel

Background Note:

In a symmetric multiprocessing operating system, each task (process or thread) in the queue is assigned with a tag
indicating its preferred processor so that it is allocated to the preferred processor during allocation time.

Some remnants of a process may remain in one processor’s cache from the last execution. Scheduling the same process
to run on the same processor next time will increase the efficiency of the process, when compared to running on another
processor. For example, an application which does not use multiple threads, such as some graphics-rendering software
is run on multiple instances, allocating it to the same processor will reduce the performance-degradation due to cache
misses and increase the overall system efficiency.

e Create Dump File - Enables you to create a crash dump file for the process. This operation does not actually
cause the process to crash or terminate.

«  Terminator - Selecting this option initiates an in-built terminator tool that kills the selected process(es) using
various techniques, if the process cannot be terminated directly by KillSwitch.

*  Miscellaneous - Contains options to view miscellaneous details and to perform miscellaneous operations on the
selected process.

JEUULS YWLTRIN 2l

AFFiniky
Create Dump File. ..
Terrninakor - -
Miscellaneous ¥ Detach from Debugger
Prioriky ¥ GDI Handles
Heaps

Properties Enter Inject DLL...

_ RFun As...
Search Online CkrlH-M Bun As This Liser ..
Send To r
Copy Chel+C |
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e Detach from Debugger - Disassociates the process from any running debugger. This will cause any
attached debuggers to stop working.

»  GDI Handles - Displays the list of Graphics Device Interface (GDI) handles (brushes, pens, fonts,
bitmaps, and others) associated with the selected process.

*  Heaps - Shows the memory heaps created by the selected process.

Warning: A temporary thread will be created in the process for displaying the heaps.

e Inject DLL - Enables you to select a DLL file (or any other PE image) for injecting into the selected
process.

Note: On Windows XP, this option is only available for processes running in the same session as KillSwitch (usually
processes in the same user account). On Windows Vista and above, there is no such restriction.

« Run As - Opens the 'Run As’ dialog for executing the application associated with the process with the
privileges granted to any user of the computer.

* Run As This User - Opens the 'Run As’ dialog for executing the application associated with the
process with the privileges granted to the currently logged-in user of the computer.

»  Priority - Enables you to sets the priority for the process. The available options are:

° Real T|me' gl LIJTHE FHE
) ' Terminakar
‘ High; Miscellaneous »
*  Above Normal; Priarity ¥ Real Time
. Normal; High
R Below Normal: Properties Enter Above Mormal
' v Mormal

. [dle. Search Online kel

cerd T Below Mormal

end Ta
Idle
Copy Chrl+C

Note: This option is not available when multiple processes are selected.

*  Window - Allows you to position/re-size the process’ window, if one was found. If the process does not have any
visible windows, the menu is disabled. The options available are:

e Bringto Front;

Miscellaneous L
) Restore; Priority 4
* Minimize; Window ¥ Bring to Front
«  Maximize; Properties Enter Restore
. Minimize
«  Close. Search Online CErl+r Masirize
Send To 3
Copy Chrl+C Close

*  Properties - Opens the properties dialog of the selected processes. Refer to the section Viewing the Properties
of a Process for more details.

«  Search Online - Opens the default web browser of your system with the search engine specified and searches
for information on the process on the web. You can specify the search engine as per your choice by clicking
"Tools’ > 'Options’ > 'General’ > 'Search Engine’.

» Send To - Submits the application that has triggered the process for analysis to virustotal.com or
virusscan.jotti.org as selected from the sub-menu. You can submit the files which you suspect to be a malware.
The files will be analyzed by experts and added to white list or black list accordingly.

*  Copy - Copies the row of the selected process from the list of processes into your clipboard.
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3.3.1.2. Viewing Properties of a Process

To view the properties dialog, just double click on the process in the main display pane or right click on the process from
the main display pane and select 'Properties’ from the context sensitive menu. 'Properties’ is used to cover the large
amount of information that surrounds each process. Because the amount of data is so large, the 'Properties’ interface is
broken down into ten separate tabs, each containing important information and functionality related to the particular
process.

22 AdobeARM.exe (1268) Properties

Modules Memory Environment Handles
General Werdick Statistics Performance Threads Token

fdobe Resder and Acrobat Manager

Further details are available on each tab by clicking the following links :
e General;
«  Verdict;
o Statistics;

*  Performance;

¢ Threads;
*  Token;

*  Modules;
. Memory;

. Environment;

. Handles;

General Properties

The 'General’ tab displays the basic information about the process and its image file. You can also view/change its Data
Execution Prevention (DEP) status etc You can also protect/unprotect the process if you are using Windows Vista and
above.
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AdobeARM.exe (1268) Properties

Modules Mematy Environment Handles
General Yerdick Statiskics Performance Threads Token
File

Adobe Reader and Acrobat Manager

Adobe Systems Incorporated
Version: 1.4.7.0

Image File Mame:
C:\Program Files\,Common Files\Adobet ARMY 1. 0YAdobe ARM, exe

Process
Command Line: "Z:\Pragram Files\Common Files)Adobe\ARMY 1. OVAdobesR

Current Directory: | C\Documents and SettingshAdministrator!,
Started; & hours and 57 minutes ago (2/15/2011 9:44:49 AM)

PEE Address: | 0x7fFd4000

Parent: gxplorer.exe (1448) =
DEP: Disabled d
Prokection: 4
Perrnissions Termninate
Close

¢ Permissions - Clicking 'Permissions’ enables you to configure the access rights of the application to the
registered users of the computer.

Permissions for AdobeARM.exe T X
Security
Group or user names:
ﬁ idministrator [A0MIN-CD9AECCF S dministratar)
€3 SvSTEM
Add... Bemove
Permizsiohs for &dminiztrator Allow Dy
Full control | £ 3
Queny information | O |g
Set information | ]
Set quotas | £
Set zeszion 1D | ]
Create threads %} ] L,
Fc_ur zpecial permiszions or far advanced settings, Advanced
click Adwanced.
Ok Cancel Apply
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*  Terminate - Clicking "Terminate’ stops the process. You will be asked for confirmation before stopping
the process.

' ‘: Are wou sure vou wank ko berminate AdobeARM, exe?
.

Click here to go back to list of properties.

Verdict

The 'Verdict’ tab displays list of scanning tests performed by KillSwitch on the process through its native scanner, CAMAS
and the results pertaining to each scan.

To view the details of scan result, press Verdict tab.

= soffice.exe (1612) Properties

Modules Memory Environment Handles
General Verdict Statistics Performance Threads Taken
Scanner Werdict
Basic Undetected
FLS Unknawn
CAMAS Error(FileToolLarge)
Close

See the following scan results:

Scan
Result
Basic To ensure the most accurate scan results, please
File scanner of local AV engine update the AV database prior to running an AV
scan.
FLS Cloud based file scanner -
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Cloud based verification of a file’s digital signature | -

Checks that the file has a digital signature. If it
does, then checks this signature is in the trusted
vendor list.

Local verifier of trusted vender Local check that
the creator of the file is on the trusted vendor list

CAMAS Use private communication protocol to send the
file to CAMAS for analysis. Public CAMAS URL:

http://camas.comodo.com

File is uploaded to Comodo Automated Malware
Analysis System (CAMAS) for inspection

Verdict column shows the final verdict only according to the priorities.

The priority of scan result is following (High to low):
1. Basic.Malware

FLS.Malware

FLS.Safe

CAMAS .Detected

CAMAS.Malware

CAMAS.Suspicious

CAMAS.SuspiciousP

CAMAS.SuspiciousPP

FLS.Unknown

10. FLS.Absent

© 00 N O o~ WD

Click here to go back to list of properties.

Statistics

The 'Statistics’ tab displays the statistics and performance information like CPU usage, 1/0 activity, Memory usage etc. This
data can help advanced users track the resource overhead of a process at a granular level.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 43


http://camas.comodo.com/

COMODO

Creating Trust Online®

A AdobeARM.exe (1268) Properties

Modules Mernory Environment Handles
General Verdick Statistics Performance Threads Token

P ¥ {n]
Priority 3 Reads 178
Cycles MG Read Bytes 7.55 MB
Kernel Time 00:00:00, 140 Wrikes 14
User Tirme 00:00:00, 296 Wrike Bytes 146.2 kB
Total Time 00:00:00,437 Qther B3

Cther Bytes 11.43 kB
Memary 1/ Priority M
Private Bytes 4,068 ME
Peak Private Bytes  41.31MB | [ -ther
working Set 775mp || Handes 141
PeakWorking et g3.21mp | | PeakHandles hifa
Virtual Size s3.71mg || GDIHandes 30
Peak Yirtual Size 133.84 Mg | | USER Handles 25
Page Faults 30,4585
Page Priority MiA

Close

*  Viewing Statistical Report on Handles - Clicking Details in 'Others’ area opens the 'Handle Statistics’
dialog that displays a statistical report on the Handles currently running in your system.

Handle Statistics X

Type Counk -
Deskkop 1

Direckory 3

Event 93

File 26

[oCompletion 7

Key 56 =
KevedEvent 1 T
Mukank 21

Park 5

Process 1

Seckion 14

Semaphore 33

Thread 12

Timer 2

Windowstation Z b

Click here to go back to list of properties.

Performance

The "Performance’ tab displays three graphs relating to the process’ performance - CPU Usage, Private Bytes, and 1/0
activity. This window helps the advanced users to track the resource overhead of a process pictorially. You can hover your
mouse over the graphs to view details.
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22 AdobeARM.exe (1268) Properties

Modules Mematy Environment Handles
General Verdick Statistics Performance Threads Token

Close

Click here to go back to list of properties.

Threads

The 'Threads’ tab displays a list of threads of the process, including their symbolic start addresses. You can click on a
thread to view more information, or double-click a thread to view its call stack.
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A~ AdobeARM.exe (1268) Properties

Modules Memory Environment Handles
General Yerdict Statistics Performance | Threads © Token
TID Context. .. Start Address Priority
3930 kernel32. dillCreateThread+0x22 Mormal
3020 AdobeARM, exe+0x28103 Marmal
Z100 ISERENY . dlll RegisterGPMotificat...  Mormal
2096 ntdll, dliREDowncaselnicodestri,. . Mormal
1528 AdobeARM, exe+0x28103 Mormal
1400 AdobeARM. exe+0x2727a Marmal

Skart Module: | C:\Program Files\Common Filestadobel ARMLL.0VAdobedRM.e | | [ ]

Skarted: 2/15/2011 9:44:49 AM

Stake: WaitiUserRequest

kernel Time: 00:00:00.075 Priority: 9
Iser Time: 00:00:00.251 Base Prioriky: &
Context Switches: 4,416 100 Priority: WA
Cwcles:  NiA Page Priority:  MiA

Close

Handling Threads

Right-clicking on a thread opens a context sensitive menu that enables you to perform various actions on the threads.

Inspect

Terminate Dl
Suspend

Resume

AfFinitsy

Permissions

Analyze r
Priarity »

Copy ChrlHiC

* Inspect - Analyzes the thread and displays a list of stacks in the thread.
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I Stack - thread 3048 X

Mame

nikdll, dll!kiF astSyskemCallR.et

kernel3z  dillwaitForSingleObject+0x12
AdobeARM,. exe+0x56fZa

AdobeARM, exe+0x5774d

AdobeARM, exe+0x40079

AdobeARM, exe+0x27 20F

kernelsz  dil'R.eqgisteri aitForInputIdle+0:x49

Lo ) I T e R e |

Copy Refresh Close

»  Terminate - Stops the selected thread. You will be asked for confirmation before terminating the thread.

*  Suspend - Temporarily stops the selected thread. You can resume the thread by clicking 'Resume’ in the
context sensitive menu.

*  Resume - Resumes selected (suspended) thread.

»  Affinity - Enables you to view and modify the selected thread’s’ processor affinity (the CPU to which the
thread is allocated) in a in a symmetric multiprocessing operating system e.g. to reduce cache related

problems.
Affinity x

Affinity controls which CPUs threads are allowed ko
execuke an,
[ CPUD CPU S CPU 16 CPU 24
[ Pt CPU 9 CPU1L7 P25
cPU 2 CPU 10 CPU 15 CPU 26
CPU 3 CPU 11 CPU 19 CPU 27
CPL 4 CRU 12 CPU 20 CPU 25
CPUS CRU1G CPU 21 CPU 29
CPUE CPU 14 CPU 22 P S0
cPU Y CPU 15 CPU 23 _PU 51
Cancel

»  Refer to the Background note in the section 'Stopping, Starting and Handling the Processes’ for more
details.

*  Permissions - Opens the 'Permissions’ dialog that enables you to configure the access rights for the thread
to the registered users of the computer.
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Permissions for Thread 3588

Security
Group or user names:
ﬂ iAdminiztrator (A0 kIN-CD388CCF 8 dministrator)
€7 SvSTEM
Add.. Bemove
Permizsions for Adminiztrator Allow Dery
Full contral M O 5
[uery information i) o |2
Set information | ]
Get context M O
Set contest | £
Set baken | £ -
qu zpecial permiszions or for advanced settings, Advanced
click Adwanced,
Ok Cancel Apply

e Token - Displays a list of access tokens of the selected thread.
*  Analyze - Analyzes the selected thread to check waiting status and provides a detailed report.

M Information X

Thread is waiting {alertable, wait all) For: -
Handle 0:x380 (Event): {unnamed object)

Handle Ox384 (Event): \BaseMamedObjectsiuserany: Machine Group Policy has been app
Handle 0x3588 (Event): \BaseMamedObjectsiusereny: User Group Policy has been applied

Save, .. Copy

e Priority - Enables you to sets the priority for the selected thread. The available options are:

e Time Critical;

. Highest;
¢« Above Normal; Analyze A
Priority ¥ Time Critical
. Normal; )
c ChltC Highest
. Below Normal; opYy ¥ above Normal
*  Lowest; v Mormal
. Idle. Below Marmal
Lowesk
Idle
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e Copy - Copies the row of the selected thread from the list of threads into your clipboard.
Click here to go back to list of properties.

Token

The Token tab displays the primary token of the process. The token of a process is an object which describes security
attributes such as the user, groups and privileges.

22 AdobeARM.exe (1268) Properties = B &

Handles
Threads Token

Modules Mematy Environment

General YWerdick Statiskics Performance

Idser: COMODOYAdministrator

User SIDv - 5-1-5-21-1708537763- 746137 067-342925246- 12375

Session; 0 Elevated: MiA Wirtualized: M/&

Marme Flags

BUILTIM\Administrators Mandatory (Default Enabled)
BUILTIM\Users Mandatory (Default Enabled)
COMODODomain Users Mandatory (Defaulk Enabled)
Everyvone Mandatory (Default Enabled)
LioizaL Mandatory (Defaulk Enabled)
MNT AUTHORITY\Authenticate.,. Mandatory (Defaulk Enabled)
MNT AUTHORITY\INTERACTIVE  Mandatory (Defaulk Enabled)
3-1-5-5-0-91429 Logon 1D {Default Enabled)

Marne Status Description -

Back up files and directories
Bypass traverse checking
Create global objects
Create a pagefile

SeBackupPrivilege  Disabled
Sei_hangehotify... Default Enabled
Se_reateGlobalP. .. Default Enabled
Sei_reatePagefil,.. Disabled

SeDebugPrivilege  Disabled Debug programs

SeEnablebelega... Disabled Enable computer and user acc...
SelmpersonateP... Default Enabled Impersonate a client after aut. ..
Selncreasefase... Disabled Increase scheduling priority
SelncreaseCuat... Disabled Adjust memory quotas for a p...
SeloadDriverPri... Enabled Load and unload device drivers
SefMachinefccou, ., Disabled Add workstations ko domain "

Close

Enabling and Disabling Privileges to Tokens

Right-clicking on the token privileges displayed in the bottom pane opens a context sensitive menu that enables you to
switch between enabled/disabled states of them.

Marne Stakus Descripkion -
SeBackupPriviege  Disabled Prmmbesim o m i kg
SeChangeMotify, .. Default Enabled Enable 0

m

SeCreateGlobalP... Default Enabled Disable
Sei_reatePagefil,.. Disabled

Disabled

Remove

SeDehyaPrivilens

Copy Chrl+C

*  Enable - Enables the selected privilege to the token.

» Disable - Disables the selected privilege to the token

*  Remove - Removes the selected privilege for the token

*  Copy - Copies the selected row to your clip-board.

»  Clicking the 'Advanced’ button opens the Token Properties dialog.
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Click here to go back to list of properties.

Modules

The 'Modules’ tab displays the modules loaded by the process. Modules are the dynamic link library (DLL) files that are
loaded to the system memory by the selected process.

22 AdobeARM.exe (1268) Properties - 0 %
General ‘Werdick Statistics Performance Threads Token
Modules Memary Enviranment Handles
Marne Werdick Base Address Size  Descripti| =
AdobeARM.... Safe Ox4 00000 936 kB Adobe R
ADYAPIZZ Ol Safe 0x77dd0000 620 kE Advancer
CLECATQ.OLL  Safe Ox76Fd0000 503 kB
COMCTLEZ dl - Safe 07 73d0000 1.01 ME User Exp
COMDLGIZ.dIl Safe Ox763b0000 292 kB Common
COMRes. dll Safe 0x 77050000 746 kB
CRYPT32.dl Safe O 77a80000 596 kB Crypto Al L
cryptnet, dil Safe 0x75ea0000 7o kB Crypkoh —
ckype.nls 370000 12 kB
GDI3Z.dl Safe Ox77F10000 292 kB GDI Clien
iertutil, dll Safe x3dFdO00n 1.91 ME Run time
IMAGEHLP. Il Safe Ox7Ec90000 160 kE  Windows
IMM32.0LL Safe 0x7E5390000 116 kE  Windows
kernel3z . dl Safe 0x7ca00000 954 kB Windows
locale.nls 0290000 260 kB
M345M1 . dI Safe 0x77bZ0000 72kE  ASM.1RL
M3CTE. dl Safe Ox74 720000 304 kB  MSCTF 3¢
msckfime.ime Safe 0x755c0000 184 kB Microsoft
msi.dll Safe 0x7d1e0000 273ME  Windows
msvwerk. dil Safe 0x77c10000 352 KE  Windows
netapizz.dl Safe 0x5ba60000 I40kE  Met Win3
nikdll.dll Safe 0x7c300000 712 kB MT Laver
ole3z.dl Safe 07740000 1.24 ME  Microsoft
CLEAUTIZ Il Safe 0x77 120000 556 kB
oledlg.dl Safe Ox7dFFo000 136 kB Microsoft
PSAPL.OLL Safe 0x75bFO000 44 kB Process S =
4 (1] k
Close

Handling the Modules

Right-clicking on a module listed opens a context sensitive menu that enables you to perform various actions like
unloading the module from the memory.

Marne Werdick Base Address Size  Descripti #
AdobeARM.... Safe os ~=c B Adobe R
ADVAPIZZ.OI  Safe Unload Advancer
COMCTLIZ dl - Safe Delete User Exp
COMDLEIZ Il Safe Zommon
CRYPT3Z.dIl Safe Inspect Crypho Al
cryprdll.dll Safe Search Online Crypkogr.
crvnknet. dll Safe Send Ta b Crynko B

Cpen Containing Folder
Copy Chrl+C
Properties

*  Unload - Unloads the selected module from the system memory.

*  Delete - Removes the selected module from your computer. You will be asked for confirmation before
deleting the module.
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Warning: Deleting some critical modules of an application may render the application unusable.

* Inspect - Opens the Import and Export table of the module in the PE viewer. You can specify the PE viewer
to display the properties dialog as per your choice in the PE Viewer field under the General tab of 'Options’
dialog. Refer to "Tools’ > 'Configuring KillSwitch’ > 'General Settings’ for more details.

C:AWINDOWS\system32\igfxpers.exe Properties

General | Imports | Exports |

Target machine: 336

Timne skamp: B/6/2007 2:52:40 AM

Checksum: 0x30a77 {correct)

Subsystem: Windows GlI

Subsystem Mersion: 4.0

haracteristics: Executable

Seckions:
Marne Wi Size
ek 1000 O 17000
.rdata 018000 05000
.data Dx1d000 Ox2000
JFSrC Ox21000 01000

(0] ] [ Cancel

»  Search Online - Opens the default web browser of your system with the search engine specified and
searches for information on the module on the web. You can specify the search engine as per your choice
by clicking "Tools’ > 'Options’ > 'General’ > 'Search Engine’.

»  Send To - Submits the module for analysis to virustotal.com or virusscan.jotti.org as selected from the sub-
menu. You can submit the files which you suspect to be a malware. The files will be analyzed by experts and
added to white list or black list accordingly.

e Open Containing Folder - Opens the folder in which the module is stored, in Windows Explorer window.
*  Copy - Copies the row of the selected module from the list of module into your clipboard.
*  Properties - Opens the 'Properties’ dialog of the module.

e Clicking 'Hide Safe’ button conceals the processes identified as safe bt KillSwitch and displays only the
unsafe processes

Click here to go back to list of properties.

Memory

The 'Memory’ tab displays the virtual memory regions allocated to the process.
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2 AdobeARM.exe {1268) Properties

General Werdick Statiskics Performance Threads Token
Modules Mermary Environment Handles
Skrings. .. Refresh
Marme Address Size Protec... -
Free 0x0 64 kB A =
Private (Commit) 010000 4 kB R
Free O=11000 60 kE MA
Private (Commit) Q20000 4 kB =
Free O=Z1000 60 kE MA
Private (Reserve) Q30000 1,003 kB
Private (Commit) x12c000 4 kB R4z
Private (Commit) Ox12d00n 12 kB R
Mapped (Commit) 130000 12 kB R
Free O=133000 52 kB MA
Mapped {Commit) Dx140000 g kB R
Free O=142000 56 kB MA
Privake (Commit) 150000 696 kB R
Private (Reserve) Ox1Fe000 12 kB
Private (Commit) 0x201000 12 kB R
Private (Reserve) Dx204000 28 kB
Private (Commit) Dxz0b00o 56 kB =
Private (Reserve) 219000 220 kB
Private (Commit) DxZ50000 24 kB R
Private (Reserve) 256000 40 kB
Mapped (Commit) Ox260000 12 kB R
Mapped (Reserve) Jx263000 52 kB
unicode. nls; Mapped (Co,., 0x270000 a3 kB R
Free O=256000 40 kB MA
locale.nls: Mapped (Com,.,  Ox290000 260 kB R
Free Ox2d1000 &0 kB MA
sortkey.nls: Mapped (Co... Ox2e0000 260 kB R -
Close

View, Read/Write Memory Regions

Right-clicking on a memory region opens a context sensitive menu that enables you to perform various actions like Read,
Write data at required locations, and to perform other actions.

Skrings... Refresh
harne Address Size Protec, .. <
Free 00 &4 kB MA, =
Private {(iZgpareit Oacd OO0 4 kB [
Free Read,/Write Memory 60 kB &
Privabe (Col  Save... 4 kB R
Free hange Protection,.. 60 ki M
Private (R.e Free 1,004 kE
Privabe (Col ] 4 kB R+
Private (Cpo  Decommit 16 kB R
! d {iC 17 kE R

SRS Read/\Write Address... :

Copy ;

e Read/Write Memory - Opens the window that shows the bytes of data written in the memory locations of the
virtual memory regions of the module. This window also enables you to alter the values at required memory
addresses.
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AdobeARM.exe (3612) (0x150000 - 0x22e000)

00000000 c& 00 00 00 3b 0L OO0 00 £f ee £€ ee 02 00 00 00 ... iuennannns -
00000010 00 00 00 00 00 £e OO0 OO0 OO0 OO0 10 00 00 20 00 00 ....cvveunnn. .
00000020 00 02 00 00 00 20 00 00 de le 00 00 ££ ef £4 7€ ... coovioots
00000030 01 00 05 06 00 00 00 00 00 00 00 00 00 00 00 00 ...cevvunnnnnnnn
oo0ooo40 00 00 00 00 a3 05 15 00 0f 00 00 00 £58 £€ ££f £ ... ovvvnnnnnnnn
0o00o0s0 50 00 15 00 50 00 15 00 40 06 15 00 00 00 00 00 P...P...0.......
000000&0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... vvunnnnnnnn
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 0L 00 00 ...evvunnnannnn
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....cevvunnnnnnnn
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuseevvnnnnnnnnn
000000a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... .evvnnnnannnn
000000b0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...vvunnnannnn
000000c0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....ceevunnnannnn
000o0oodo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....cevvunnnnnnnn
000000e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuseevvnnnnnnnnn
000000EQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...evvnnnnannnn
00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....vvunnnnnnnn
00000110 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....cevvwnnnnnnnn
00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....cevvunnnnnnnn
00000130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuseevvnnnnnnnnn
00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... evvnnnnannnn
00000150 00 00 00 00 00 00 00 00 le e2 86 0e 00 80 08 40 ... iveunnnnns ]
00000160 30 21 00 00 00 00 00 00 05 00 00 00 0% 00 00 00 O'....eeeenaenns
00000170 00 00 00 00 00 00 00 00 85 6a 24 00 18 Se 21 00 ......... Jg... 0.
000ools0 &0 01 15 00 80 0L 15 00 90 ad 1b 00 30 6a 19 00 ueevvnnnss 03..
o00oola0 30 oa 24 00 75 dl Z0 00 98 Sb 20 00 95 o8 la 00 O38.x. ..[ .....
000001lald a0 01 15 00 a0 01 15 00 a8 01 15 00 a8 01 15 00 ....ovvunnnnnnn
anannTkn ko N1 158 N0 wh Nl 18 Aan k& N1 15 N0 kA A1 15 0N

m

Re-read Wirike Goto... Save. ., Close

e Save - Saves the selected memory region as a binary file.

»  Change Protection - Opens 'Memory Protection’ dialog that enables you to configure the protection status
of the memory region.

Possible values:

Ox01 - PAGE_NOACCZESS

0=0z2 - PAGE_READOMLY

0x04 - PAGE_READWRITE

008 - PAGE_WRITECOPY

Ox10 - PAGE_EXECUTE

=20 - PASE_EXECUTE_READ

x40 - PAGE_EXECUTE_READWRITE
=80 - PASE_EXECUTE_WRITECOPY
Modifiers:

0x100 - PAGE_GUARD

=200 - PAGE_MOCZAZHE

0400 - PAGE_WRITECOMEBIME

Mew valua: | |

(a4 Cancel

¢ Free - Unmaps the memory region and makes it free for use by other modules. You will be asked for
confirmation before unmapping.

e Decommit - Uncommits the memory region from the module, so that the memory region can be used for
other modules.

* Read/Write Address - Enables you to read the bytes of data from specific addresses within the selected
memory region.
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Read/Write Address x

Erter an address:

| -

Ik, Cancel

*  Copy - Copies the row of the selected memory region from the list into your clipboard.

e Clicking the 'Strings..." button enables you to start a scan for search for strings of specified size within the
memory regions of the processes.

String Search x

Minirmum Length: | 10
[#] Detect Unicode
Search in the Following types of memory regions:

[ Private [C] Image [C] Mapped

Click here to go back to list of properties.

Environment

The "Environment’ tab displays the process’ environment variables, which are the variables accessible to process
describing the operating system environment. Environment variables are normally inherited by child processes.

2 AdobeARM.exe {1268) Properties - 0 X
General YWerdick Statiskics Performance Threads Token
Modules Memary Environmenk Handles

Marme Yalue

ALLUSERSPROFILE C:\Documents and Settings\all Users
APPDATA CDocuments and SettingstAdmini ...
CLIENTMAME Console

CommonProgramFiles C:\Program Files\Common Files
COMPUTERMNAME C55wW0s03-CR

Com3pe: CA W INDOMY Shsystem 32 omd, exe
FP_MO_HOST _CHECK M

HOMEDRIVE Z:

HOMEPATH \Documents and Settings\Administrator
LEoMNSERYER. PCHR-DiC

NUMBER._OF _PROCESS.., =2

05 Wyindows_NT

Path CAMIMDOM Shsystem32; O WIND O, .
PATHERT JCOM; ERE; BAT; MDDy VES; WEE; DL

PROCESSOR_ARCHITEC.., =86
PROCESSOR_IDEMTIFIER. 86 Family & Model 23 Stepping 6, G...

PROCESSOR,_LEVEL =]

PROCESSOR _REVISION 1706

ProgramFiles C:\Program Files

SESSIOMMAME Console

SwstemDrive [of

SyskemPoot W IO S

TEMP CADDCUMER DADMIMI~ VLOCAL S, L.
TMP CADOCUMER 1WDMIMI - 1LOCALS~. ..
USERDMNSDOMAIM COMODOMET

USERDOMAIN COMODO

USERMAME Adrminiskrator

USERPROFILE C\Documents and Settingst Administrator
windir W IO S

Close
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Click here to go back to list of properties.

Handles
The 'Handles’ tab displays the process’ handles - resources it has opened. A handle refers to the value used to uniquely
identify a resource,such as a file or a registry key, accessed by the process or the application.

22 AdobeARM.exe (1268) Properties - 0 %
General Werdick Statistics Performance Threads Token
Maodules Memary Enviranment Handles

] Hide unnamed handles
Type Mame Handle -
Deskkop \Default 0x30
Direckary \KnownDlls 0x3
Direckary \Wwindows Ox14
Direckary \BaseMamedObijects %36
Event \BaseMamedObijects\crypt32LlogoffE, .. Oxfc -
Event \BaseMamedObjectsiuserery: User .., 0x80 1
Event \BaseMamedObjectsiusereny: Machi... Oxfc
Event \BaseMamedObjects\usereny: User ... Ox108
File C:\Documents and Settings Admini ... Oxc
File CWTMDONY S WinSxShxE6_Microsaf,.,  0x10
File CWTMDONY S WinSxShxE6_Microsaf,,,  Ox<0
File \Device\ksecDD IFCE)
File CWTIMDOM SV WInSxShx 86 _Microsof, ., O0xG4
File CADOCUME~ D ADMINI~ DLOCAL S, ., 0x390
File \DevicelMamedPipe! 1440015004, .. Dxcd
File C:\Documents and Settingst Admini ... Ox264
Eevy HELM =24
Key HECU Sofbwarel Classes O
Key HKCUY Sofbwarel ClassesyCLSID x50
Kevy HEZU =585
Key HKLMYSOFTWARE \MicrosofthInterne...  Ox64
Key HEU 0x94
Key HELMYSOFTWARE\MicrosaftSwstem, .,  Ox10c
Eevy HExZU O=110
Key HELMYSOFTWARE\Microsoft\Enterpri.,. Ox113
Key HELMYSOFTWARE\MicrosoftSwstem, .. Ox124
Kevy HEZU O=125
Kry HEC] Y Snfrwarel MirrnsnfH SwsbemiCe. . Ovl2e i
Close

*  Right-clicking on an handle opens a context sensitive menu that enables to close view the properties of the
handle.

[+1 Hide unnarmed handles
Type Marne Handle <
Deskkop \Defau™ Ox20
Direckary \Know Close Del 0x3
Direckary \Windd  Protected Oxl4
Directory 'Basel  Inherit Ox3c
File 2T [E%s
Y Copy ChrlHC
' Properties

*  Close - Closes the Handle. Closing a process handle does not terminate the associated process or
remove the process object.

*  Protected - Protects the handle from changes

. Inherit - Enables the child processes of the Process associated with the handle to inherit it, so that the
child processes will have the same value and access privileges for the handle as those of the parent
process.

*  Copy - Copies the row to your clip-board.
*  Properties - Opens the 'Properties’ dialog of the Handle
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Handle Properties x

General | Security

~ Basic Information -
Mame: SDefaul]
Type:  Desktop
Object Addrezs:  0x89b63abs
Granted Accesz QWFOTEH (Full contral)

L, -

~ References (uota Charges ——
References: 3316 Paged: 1]
Handles: an Mon-Paged: 0
OF. Cancel

Click here to go back to list of properties.

3.3.1.3. Searching for Handles or DLLs

KillSwitch contains a built-in search tool to find specific handles, DLLs and mapped files of the currently running
processes by entering their names.

To search for a specific handles, DLLs and mapped files

1. Click 'KillSwitch’ > 'Find Handles or DLLs’ or click the icon from the shortcut icons area. The 'Find Handles
or DLLs’ dialog will open.

I Find Handles or DLLs X

Filber: | | Find

Process Type Marne Handle

2. Enter the name of the object you wish to search, in the Filter text box. The entered string can be a sub-string of
the object name. The search key is not case-sensitive

3. Click "Find".

The results window will contain the process(es) associated with the object, the type of the object and its handle as a table.
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I Find Handles or DLLs X

Filker: | FLTLIE Find
Process Type Marne Handle
fsproflt.exe (13200 DLL CHAWINDOWS system3Z\FLTLIB. DLL Ox4Ffe0000
hF exe (1468) oLL CHWINDOWS system32\FLTLIB.DLL  Ox4fFe0000

¢ Right clicking on the results open a context sensitive menu, that enables you to close the Handle and view the
properties of the Handle.

I Find Handles or DLLs

Filker: | FLTLIE Find
Process Tvpe Marme Handle
Fsproflt.exe (13200 DLL A TRID S cckar 3P FLTLIE, DLL Ox4FFe000n
hF exe (14680 DLL Close Cel Z\FLTLIE.DLL O=4fFe0000

Process Properties
Properties
Copy Chrl+C

*  Close - Closes the selected Object. This option only allows you only to close the handles. Closing a process
handle does not terminate the associated process or remove the process object. If you wish to "unlock" a file
which is loaded as a DLL or mapped, you must open the Properties dialog for the relevant Process using the
Process Properties option from the same menu, select the Modules tab, right-click the relevant item, and
select 'Unload’.

*  Process Properties - Opens the Properties dialog of the associated Process. Refer to Viewing Properties of
a Process for more details.

*  Properties - Opens the Properties dialog of the Object.

FLTLIB.DLL Properties ? X
General | Wersion | Summary
fg.l FLTLIB.DLL
Type of file:  Application Extension
Opens with:  Unknown application Change. ..
Location: CVWIMDOMW S system 32
Size: 16,5 KB (16,896 bytes)
Size ondisk: 20,0 KE {20,480 bytes)
Created: Saturday, September 19, 2009, 12:38:20 AM
Modified: Wednesday, October 31, 2007, 12:31:44 AM
Accessed: Today, February 24, 2011, 10:19:43 AM
Attributes: O] Read-only  [C] Hidden Advanced. ..
Ik Zancel Applky

*  Copy - Copies the row to your clip-board.
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3.3.2. Services

The "Services’ tab displays all the Windows Services/drivers loaded in your system as a table in the main display pane. It
also allows your to start, stop, restart or delete them as required.

*  The services associated with the processes/applications are indicated by icon.

e The drivers are are indicated by Elicon.

e Right clicking on a Service opens a context sensitive menu that enables you start, stop, restart or delete it. You
can even select multiple services (by holding the 'Ctrl” key while selecting the services) to execute these actions.

¥ KillSwitch [ADMIN-CD9ABCCF B\ dministrator]

Kill3witch  Wiew  Tools Users  Help
on+ 00
Processes | Services | Metwork | BHO LSP
Marne Display Mame Tvpe Status Start Type PID -

i Abiosdsk Ahiosdsk Driver Stopped Disabled =
;¢ abp480nS  abp480nS Driver Stopped Disabled
g8 ACPI Microsoft ACPI Driver Driver Running Book Stark
ad BCPIEC ACPIEC Driver Stopped Disabled
“of adpulédm  adpul&om Driver Stopped Disabled
L A Microsoft Kernel Acoustic Echo ... Driver Stopped Demand Skart
Lo BFD AFD Driver Running Syskbem Start
Lo BhalSdx AhalSdx Driver Stopped Disabled
i |lcTEuz aic7auz Driver Stopped Disabled
s AT E aic 7 Driver Stopped Disabled
[ alerter Alerter Share Process Stopped Disabled
Ij AL Application Layer Gateway Service  Own Process Stopped Demand Skart
i Alilde alilds Diiver Stopped Disabled
s amsink amsint Diiver Stopped Disabled
1 appMgrat Application Management Share Process Stopped Demand Skart
s ast asc Driver Stopped Disabled
L A503350p asc3350p Driver Stopped Disabled
L asc3550 asc3550 Driver Stopped Disabled
ﬁ aspnet_st... ASP.MET State Service Own Process Stopped Demand Skart:
of BsyncMac  RAS Asynchronous Media Driver Driver Stopped Demand Skart:
s akapi Standard IDESESCI Hard Disk Co...  Driver Running Book Stark -

CPU Usage: 2.34%  Physical Memory: 78,85%  Processes: 43

Services Table - Descriptions of Columns

Column Description

Name Displays the name of the processes. Clicking on the column header sorts the entries in ascending
or descending alphabetical order of the names.

Display Name Shows the name by which the service is indicated in the Windows System Configuration Ultility.
Clicking on the column header sorts the entries in ascending or descending alphabetical order of
the display names.

Type Displays the type of the service, viz. shared processes (in svchost.exe instances), separate
processes (processes on their own), or drivers. Clicking on the column header sorts the entries in
ascending or descending order of the types.

Status Displays the status of the service, i.e. whether it is running, stopped or disabled. Clicking on the
column header sorts the entries in based on their status.

Start Type Indicates how the service can be started, i.e. whether it automatically starts with Windows, started
on demand or disabled. Clicking on the column header sorts the entries in based on their start
types.

PID Displays the Process Identification number of the process associated to the service. Only the PIDs

of the currently running services are displayed. Clicking on the column header enables sorting the
entries in ascending or descending order of the PID numbers.
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3.3.2.1. Stopping, Starting and Deleting the Services

The "Services’ tab allows you to start, stop and delete the services, by right clicking on the services and selecting the
option from the context sensitive menu.

*  Right click on a service to open the context sensitive menu.

G0 to Process

Pause
Skap
Restart
Delete

Copy ChrlHC
Properties Enter

*  Go to Process - Switches the display to the Processes tab and highlights the process associated with the service.
This is useful when you want to terminate or suspend the process associated with the service.

e Start - Starts the selected service. This option is available only for the services with 'Stopped’ status.

*  Continue - Resumes the suspended/paused service. This option is available only for the services with 'Paused’
status.

*  Pause - Suspends the running service. This option is available only for the services with 'Running’ status.
e Stop - Halts the running service. This option is available only for the services with 'Running’ status.
*  Restart - Restarts the running service. This option is available only for the services with 'Running’ status.

*  Delete - Deletes the selected (running, stopped, paused or disabled) service(s) from the disk. KillSwitch can
delete any service, including ones protected by rootkits or security software. You will be asked for confirmation
before deleting a service.

Warning: Deleting a critical service may render your computer unusable. Use this option only if you are an advanced
user with thorough knowledge on services.

*  Copy - Copies the row of the selected service(s) from the list of services into your clipboard.

*  Properties - Opens the properties dialog of the selected service. Refer to the section Viewing the Properties of a
Service for more details.

3.3.2.2. Viewing the Properties of a Service

To view the properties dialog, just double click on the service or right click on the service from the main display pane and
select 'Properties’ from the context sensitive menu. 'Properties’ is used to cover the large amount of information that
surrounds each service. Because the amount of data is so large, the 'Properties’ interface is broken down into five
separate tabs, each containing important information and functionality related to the particular process.

NVSvc Properties

General | Security | Fecovery | Dependsncies | Dependents

Provides systern and deskbop level zsupport to the MDA dizplay driver -

Further details are available on each tab by clicking the following links:
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* General;

e Security;

. Recovery;

»  Dependencies;
. Dependents;

General Properties

The General tab displays the basic information about the service and its type. You can also view/change its type, start type,
Error Control type, Group, change the binary or executable file associated with the service from this interface.

NVSvc Properties x

General | Security | Recovery | Dependencies | Dependents

Provides systern and deskbop level support to the MDA dizplay driver -
Type: | Owin Process w | Start Tpe: | Auto Start -
Error Contral: | Marmal w |  Group:

Binarp Path: | C:wINDOWS Sspstem 32 nvsve 32.exe Browse. ..

Uzer Account: | LocalSystemn
Pazzword: TTTITTIT) cl

Service DLL:  |N/A

Delayed start

ak Cancel

Click here to go back to list of properties.

Security

The "Security’ tab enables you to view and change the permissions granted to different users/user groups of your computer
and other users/user groups on your network to access this service.
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MV5vc Properties x

General | Secunty | Recovery  Dependencies | Dependents
Group or uzer names;
ﬁé.&dministraturs [CE5W0R09-CR A dministrators)
ﬁ Authenticated Users
ﬁ Pawer Users [C55W0309-CRAPower Users)
€ SvSTEM
Add... Remove
Permiszions for Administrators Allow Dery
Full contral [+ [ 3
Cluemy gtatus ] c 3
[uery configuration ] c 1
Modify configuration [+ [
Enumerate dependents [+ I
Start ] [ -
For special permizgions or for advanced settings, Ldvanced
click Advanced. =
(] Cancel

Click here to go back to list of properties.

Recovery

The 'Recovery’ tab enables you for granular configuration for restarting the service in case of failures.

NVSvc Properties x

General | Security | Fecovery | Dependencies | Dependents

Firzt failure: Take no achon i
Second failure; Take no action -
Subzequent failures: Take no action -
Fezet fal count after; |0 days

Enable actionz for stops with emaors

Festart Computer Options. ..
Run program

Browsze. .

(] Cancel

Click here to go back to list of properties.
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Dependencies

The 'Dependencies’ tab shows a list of other services, upon which the selected service depends. Also you can start or
pause the listed services from this interface.

NetDDE Properties X

General | Securty | Recovery  Dependencies | Dependents

Thiz zervice dependz on the following services:

Mame Display Mame
MetDDEdsdm Metwork DDE DSDM

Manages Dynamic Data Exchange (DDE) networlk shares, IF this service is
stopped, DDE network shares will be unavailable, IF this service is disabled, any
services that explicitly depend on it will Fail to start,

Stark Pauze

ak Cancel

Click here to go back to list of properties.

Dependents

The 'Dependents’ tab shows a list of other services, which the depend on selected service. Also you can start or pause the
listed services from this interface.

NetDDE Properties x

General | Secuity | Recovery | Dependencies | Dependents

The following services depend on this service:

Mame Display Mame
ClipSry ClipBaak,

Enables ClipBook Yiewer ko store information and share it with remote computers,
If the service is stopped, ClipBook Yiewer will not be able to share information with
remote computers, IF this service is disabled, any services that explicitly depend
on it will Fail bo start,

Stark Pause

ak Cancel

Click here to go back to list of properties.

3.3.3. Network Connections

The 'Network'’ tab displays all the network connections that are currently running in your system as a table in the main
display pane.

e The new connections that are started and the connections that are stopped are highlighted.

*  Right clicking on a connection opens a context sensitive menu that enables you to view the process associated
with the connection, ping the remote host, trace the route to the remote host, perform Whois analysis and close
the connection.
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Killswitch  Wiew Tools Users Help
Y B =l
Processes | Services | Metwork | BHO | LSP

Process Local Address Loca...  Remote Address Rem... Pro. State Owner -
[#svchost.exe ... username.natwork. .. 135 TCP&  Listen Rpcss
[#svchost.exe ... username.natwork. .. 49153 TCP Listen Eventlog
[# T svchost.exe ... username.nebwark, .. 49153 TCP&  Listen Eventlog
[" T svchost.exe ... username.network, .. 49154 TCP Listen Schedule
[""svchost.exe ... username.netwark,.. 49154 TCP6  Listen Schedule
["7sychost.exe ... username.netwark,.. 500 LUDP IKEEXT
[Fsvechost.exe ... username.netwark. . 4500 UoP IKEEXT
[#5svchost.exe ... username.nstwork... 500 DR IKEEXT
@svchost.exe ... Username.network.., 63561 UDP gpsvC
(W sychost.exe ... username.network. .. 123 upp W3ZTime £
[msvchost.exe ... username.netwark... 1900 uop SSDPSRY
Esvchost.exe ... username.netwoark. .. 1900 LDP SS5DPSRY
Esvchost.exe ... username.network, .. 3702 LDP FOResPub
Esvchost.exe ... username.network, .. 45152 LDP FOResPub
stchost.exe .. username.netwark, ., 56525 UoP S5DPSRY
[#svchost.exe ... username.network. .. 36520 (Wny SSDPSRY
[#sychost.exe ... username.network. ., 123 UDPg W32Time
[#sychost.exe ... username.network. ., 1300 UDPE S5DPSRY
[#sychost.exe ... feB0::141d:b447: 1., 1300 UDPE S5DPSRY
[#svchost.exe ... username.network, ., 1900 UDPE SSDPSRV v
| m |

CPU Usage: 2.34%  Physical Memory: 80,28%  Processes: 43

Network Connections Table - Descriptions of Columns

Description

Process Displays the process associated with the connection. Clicking on the column header sorts the

entries in ascending or descending alphabetical order of the process names.

Local Address Shows the local address of the connection. Clicking on the column header sorts the entries in

ascending or descending numerical/alphabetical order of the addresses.

Note: The host names are displayed only if the option 'Resolve addresses for network
connections’ is enabled under the 'Advanced’ tab of "Tools’ > 'Options’ dialog. Else only the IP
addresses are displayed.

Local Port Displays the local port number through which the connection is established. Clicking on the

column header sorts the entries in ascending or descending order of the port numbers.

Remote Address Shows the address of the remote host of the connection. Clicking on the column header sorts the

entries in ascending or descending numerical/alphabetical order of the addresses.

Note: The host names are displayed only if the option 'Resolve addresses for network
connections’ is enabled under the 'Advanced’ tab of "Tools’ > 'Options’ dialog. Else only the IP
addresses are displayed.

Remote Port Displays the port number of the remote host through which the connection is established. Clicking

on the column header sorts the entries in ascending or descending order of the port numbers.

Protocol Shows the connection protocol. Clicking on the column header sorts the entries in based on the
protocols.

State Shows the status of the connection. Clicking on the column header sorts the entries in based on
the status of each connection.

Owner Shows the service associated with the network connection. Clicking on the column header sorts

the entries in based on the alphabetical order of the owner names.
Note: The owner information is displayed only in Windows Vista, Windows 7 and Windows 2008.
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3.3.3.1. Inspecting and Closing Network Connections

The 'Network’ tab allows you to inspect a connection for trouble shooting and closing a connection if required, by right
clicking on the connection and selecting the option from the context sensitive menu.

*  Right click on a network connection to open the context sensitive menu.

Go to Process Enter
Tools »
Wiew Stack

Close

Copy Chel+C

* Goto Process - Switches the display to the Processes tab and highlights the process associated with the
connection. This is useful when you want to terminate or suspend the process associated with the connection.

»  Tools - Contains tools to inspect the connection with the remote host. This is useful for troubleshooting purposes.

Lo ko Process Enker i

Tools ¥ PFing

Wigw Stack Traceroute
Close Whiis

*  Ping - Pings the remote host by sending Internet Control Message Protocol (ICMP) echo request
packets to the remote host and provides the results as the round trip time, to analyze the ability to
reach the remote host.

Finished.

Pinging 203.84.220,39 with 32 bytes of data:

Reply From 203.84.220,39; bytes=3Z2 time=37ms TTL=53
Reply from 203.54.220.39: bytes=3Z2 time=38ms TTL=58
Reply From 203.84.220.39: bytes=32 time=37ms TTL=53
Reply From 203.84.220,39; bytes=3Z2 time=3%ms TTL=53

Pinig statistics For 203.54.220,39:

Packets: Sent = 4, Received = 4, Lost = 0{0% loss),
Approximate round krip times in mili-seconds;

Minimurn = 37ms, Maximum = 39ms, Average = 37ms

» Trace Route - Sends a sequence of Internet Control Message Protocol (ICMP) packets to the remote
host host and measures the route path and transit times of packets across the network
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Finished.
Tracing rouke ko [1,ves, vip.in.yahoo.com [203,84,220,39]
over a maximum of 30 hops:
1 <1lms <1ms <1ms Fwl.thoffice.net [111.111.111.1]
2 2ms 1ms 1ms 125.17.12.17
3 40ms 41lms 40ms 203.101.100.137
4 169ms $ms 44ms 125.21,.255.140
5 43ms 43ms 44 ms xe-1-0-0.msrl.in.yvahoo,.com [203,104,23,208]
6 39ms 42ms 41 ms te-9-3.bas-al.in.vahoo.com [121.101.156.221]
7 38ms 42ms 57 ms |l.ves.vip.in.yahoo.com [203.84.220.39]
Trace complete,

e Whois - Opens the default browser of the system, takes you to the Whois database and enables you to
obtain contact information of the remote host connected. This is very much useful in law enforcement
and business applications.

(= KPNIC - Query the APMIC Whois Database - Windews Internel Fxplorer

‘ v et o e X
{ Bl Edt Vew Faeoites Took  Help

i Favorites (3 APNIC - Guary the APNEC Whois Diakabacs

-
APNIC - Query the APNIC Whois Database
To assist you with d.ehuggmg problems, this wihois query was received from [P Address
Wour web client may be behind a web proxy.
I % aFFIC found the following authoritative answer from: whols.apnic.net
&
% Wheia date cop http e . gpnd e pet S de decepyrra ohe . hiEm
Lrvetnum 2 6.4.0 — 202.86.7.255
Th =
Web Services India Bve Led, Iacernsc Contsent Frovider
crganisation’'s account
he=changedfapnic.net 20 T
& Internat fg v Wosw -

»  View Stack - Opens the Network Stack dialog that displays a list of protocols in the stack.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 65



Comodo Cleaning Essentials- UseFG u ir_f,_d’e COMODO

Creating Trust Online®

.-/ g

Mame

mswsock, dl4+0x6a32

mswsock, dil4+0x542d

Wz 32, dllconnect+0x53

nspra, dlllPR_DestrovSocketPollFd+0:xeh

wul, dilERE_main+0x3503

xul,dlilgFxFontGroup: ;FontResolverProc+0x69a
xul. dlllgfxFontGroup: :FontResolverProc+0x595
sqlite3.dllsqlites_result_text1gle+0xad36
sglite3. dilsglite3_shutdown+0x1925
Firefon: . exe+0x 30306

wpcom.diH0xz2eb7he
sglite3.dll!sglite3_result_textlale+0xadat
sqlite3.dl!sqlite3_shutdown+0:x1923
firefox.exe+0x2a0d

firefoux.exe+0x5e57

Close

¢ Close - Closes the network Connection.

*  Copy - Copies the row of the selected connection from the list of connections into your clipboard.

3.3.4. Browser Helper Objects

The 'BHO' tab displays all the Browser Helper Objects (BHO) that are currently installed in your system as a table in the
main display pane. It also allows you to delete the BHOs which are of no use, from your system

Background Note: A Browser Helper Object (BHO) is a DLL module added as a plug-in for Microsoft’s Internet Explorer
web browser to provide added functionality. BHOs are of different types corresponding to the additional functionality they
provide o IE. Some examples are given below:

*  BHOs for enabling the display of different file formats which are not the native file formats supported by the
browser. For example, for opening the pdf files in the IE window, it needs an Adobe Acrobat plug-in installed.

«  BHOs for displaying toolbars in IE window. For example, to display the Google toolbar in IE, it needs a Google
toolbar plug-in to be installed.
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1Switch [ADMIN-CD9ABCCF B\Administrator]

Killswitch  Wiew Tools Users Help
Sohn OO

Processes | Services | Mebwork BHO | LSP

GUID

{18DF081 C-EGAD-4283-A5596-FASYC2. .
{BEBF7485-155F-4bft-A14F-BIEIAALLCA. .
{9030D464-4CO2-4ABF-BECC-5164760. .

{DBECB0044-A445-435b-BC74-9C25C1C. .
|
!

Path

CAProgram Files\Common FileshAdob.
CAProgram Files\WicrosoftvSearch En...
CAProgram Files\Common FilesWicro. .
CAProgram FilesWavaljreBibinyp2s sy dil
CAProgram Files\WWindows Live\Toolba...

E15A80C0-8516-42A1-81EA-DC4EC. .
CAProgram Files\avayjreBiibvdeployyjg. .

E/7EEFO031-17 CE-4CO7-BCEE-EABFES. .

CPU Usage: 3.91%  Physical Memary: 79.93% | Processes: 48

LSP Table - Descriptions of Columns

Column Description

Displays the globally unique identifier (GUID) of the BHO. Clicking on the column header sorts the
entries in ascending or descending order of the GUIDs.

GUID

Displays the location at which the DLL is stored in your computer. Clicking on the column header

Path
sorts the entries in ascending or descending order of the paths.

3.3.4.1. Deleting Unused BHOs

Just right click on the BHO and click 'Delete’ from the context sensitive menu.

GEBF74535-159F-4bfA14F-BIE3AACY. . CAProgram Files\MicrosofiSearch En...
Program Files\Commaon FilesWWicra. ..

{

!

{2030D464-4C02-4ABF-BECT [0

{DECB0044-A445-435b-BCY 4- 7vmrw—v—' ~Prograrm Files\avajreBibinyp2ssv. dil
{ C:AProgram Files\Windows Live\Toolba. ..
!

E15430C0-8516-42A1-81EA-DCSAEC. .
CAProgram Files\avayjreBilibvwdeployyjy. .

GUID Path
180F081C-EBAD-4283-A506-FASTECZ...  C\Program Files\Common Files\Adob..
E7EEFO31-17 CE-4C07-BCEE-EABFES. .

3.3.5. Layered Service Providers

The 'LSP’ tab displays all the Layered Service Providers (LSP) that are currently installed in your system as a table in the
main display pane. It also allows you to delete the LSPs which are of no use, from your system

Background Note: A layered Service provider is a DLL that intercepts and modifies the Internet traffic for the processing
requirements of the applications/programs (such as a web browser, the email client, etc) that access Internet. For
example the LSP associated with a security program will analyze the traffic for searching for viruses or other threats

67
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Killswitch  Wiew Tools Users Help

o8+ 0O

Processes | Services | Mebwork | BHO | LSP
GUID Protocol Path
{E7OFLAAD-ABEE-11CF-8CAT-00S0SF48A192)  MSAFD Tepip [TCP(IP] S5y stemRont s systemz|ms
{E7OFLAAD-ABEE-11CF-8CAT-00B0SF484192)  MSAFD Tepip [UDPYIF] ah5ystemRontablsystem2|ms
{E7OF1AAD-AEEE-11CF-8CA3-00805F48A192) MSAFD Tepip [RAWIIF] oSy shemR ook system32ims
!

{9DE0AIED-337A-1100-B085-0000CO32EE9A)
{9DE0AIED-3374-1100-B085-0000C032E694)
{57080 4E-67B2-42 CE-9262-0CD330G30542}
{570ADC4B-67B2-42CE-92B2-MCD330650842}
{8DSF1830-C273-11CF-95C8-00805F484192}
4BDSF1830-C273-11CF-95C8-00305F484192;
48DSF15830-C27 3-11CF-95C8-00305F43A 192
{EDEF1830-C273-11CF-95C8-00305F4834 1921
{BDEF1830-C273-11CF-95C8-00305F43A 192)
{B0SF1830-C273-11CF-95C8-00305F43A192)
{8DSF1830-C273-11CF-95C8-00805F484192}
{80SF1830-C273-11CF-95C8-00805F48A192}
48DSF15830-C27 3-11CF-95C8-00305F43A 192
{EDEF1830-C273-11CF-95C8-00305F4834 1921

4

REYP UDP Jervice Provider
REWP TCP Service Provider
WMCI sackets DERAM
WMCT sockets STREAM

MSAFD MetEIOS [\Device\NetBT_Tepip_{7DDE. ..
MSAFD MetBIOS [\Device\NetBT_Tepip_{7DDE. ..
MSAFD MetEIOS [\Device\NetBT_Tepip_{1142. .,
M5AFD MetEICS [\Device\NetBT_Topip_{1142. .,
MSAFD MetEIOS [\Device\MetBT_Tepip_{67F10,..
MSAFD MetEIOS [\Device\MetBT_Tepip_{67F10...
MSAFD MetBIOS [\Device\MetBT_Tepip_{9377...
MSAFD MetBIOS [\Device\MetBT_Tepip_{9377...
MSAFD MetEIOS [\DevicelNetBT_Tepip_{A403...
MSAFD MetEICS [\DevicelNetBT_Tepip_{A403...

%o SystemRoot%:\system32  revy
%aSystemRoot % system32 ravy
CiAProgran Files| YMware viMwg
CriProgram Files! iMwaret iy
%oSystemR oot system3zims
%eSystemR oot \system3zims
e SystemR oot system3zims
%haSystemRoot%ssystem32ims
oSy shemR ook system32ims
oSy shemR ook system32ims
%oSystemR oot system3zims
%o SystemR oot \system32 i ms
e SystemR oot system3zims
%haSystemRoot%ssystem32ims

CPU Usage: 1.56%

Physical Memaory: 76.51% | Processes: 48

LSP Table - Descriptions of Columns

Column

Description

GUID

Displays the globally unique identifier (GUID) of the LSP. Clicking on the column header sorts the
entries in ascending or descending order of the GUIDs.

Protocol

Shows the connection protocol of the LPC. Clicking on the column header sorts the entries in

ascending or descending alphabetical order of the protocols.

Path Displays the location at which the DLL is stored in your computer. Clicking on the column header

sorts the entries in ascending or descending order of the paths.

3.3.5.1. Deleting Unused LSPs

Just right click on the LSP and click 'Delete’ from the context sensitive menu.
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{E7OFLAAD-AB3E-11CF-3CA3-00805F43A192}
{E7OF1AAD-ABSE-11CF-3CA3-0080SF45A192}
{90E0AIED-337A-1100-BDEE-0000C032E624 T
{A0E0AIED-337A-1100-BDEE-0000C0O32E694A ]
{570ADC4B-67E2-42CE-92B2-ACD 330680
{570ADCHE-67B2-42CE-92E2-ACD330EE0
{805F1530-C273-11CF-95C8-00805F45A192)
{80EF1830-C273-11CF-95C8-00805F48A1 92}
{805F15§30-C273-11CF-95C8-00805F48A1 92}
{805F1530-C273-11CF-95C8-00805F4584192)
{805F1530-C273-11CF-95C8-00505F45A192)

M3AFD Topip [UDPIIP]
MSAFD Tepip [Rew)/TP]
FSYP UDP Service Provider
RSWP TCP Service Provider

Delate ks DiGRAM
—Ets STREAM

MSAFD NetBIoS [\Device\MetBT_Tcpip_{7D0E...
MSAFD NetB1os [\Device\MetBT_Tcpip_{7004...
MSAFD NetBIOS [\Device\MetBT_Tepip_{1142...
MSAFD NetBIOS [\Device\MetBT_Tepip_{1142...
M3AFD NetBI0S [\Devicel\MetBT_Tcpip_{67F10..,

YoSwstemR oot syskem3z2ims
HeTystemRookisystem3Zims
HaSystemPookdtsystem32irsv
HaSystemPookdssysbem32irsv
C\Program FilesiyiMware) v
C\Program FilestyPMware) e
HeTystemRookisystem3Zims
HeSyskemPooktsystem32ims
eSyskemRookssystem32ims
YoSwstemR oot syskem3z2ims
%o SvstemR oot syskem3zims

{805F1630-C273-11CF-95C8-00805F 454192}

MSAFD NetBI10S [\Device\MetBT_Tcpip_{67F10..,

eTystemRookdsystem3Zims

3.4. The Tools Menu

The Tools menu in the file menu bar caters options for viewing various critical information of your system and for granular
configuration of the overall behavior of the application.

¥ KillSwitch [ADMIN-CD9ABCCF B\ dministrator]+

Killswitch  Wiew  Tools  Users  Help
—r‘-“:-', & #8 =% System Information Chrl+I
Oplions...
Processes | Sep Plugins. .
Mame Create Service... ct CPU IiQ Total Frivate ... LUlserMame 2
| =7 Systerm | Hidden Processes 65.63 0 NTAUTHORT
Pagefiles
verify File Signature. ..
Quick Repair. ..

The options available are:
*  Viewing System Information;
*  Configuring the Application;
* Managing plug-ins;
»  Creating a new service;
*  Scanning Your System for Hidden Processes;
« Viewing the Page Files in Your System;
»  Verifying authenticity of Applications;

*  Repairing Windows Settings and Features.

3.4.1. Viewing System Information

The system information pane displays the dynamic graphical representations of your CPU usage, I/0 activity and physical
memory usage of your system, along with the detailed statistics on current usage of various system resources.

e Toview the System Information pane, click "Tools’ > 'System Information’.

Tip: You can also open the System Information pane by clicking the icon from the shortcut icons area.
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Fhysical Memary
jos.exe (12643 R4+0: 5,42 ME, W 4.78 kB

2/17/2011 12:57:35 PM

System kernel Pools Ijo
Processes Paged Phys, 58,21 MB Reads THE,37E
Threads Paged Wirt, A4, 535 ME Read Eytes 5.75 GE
Handles Paged allocs 6,420,006 Writes A, 395
Upkime Paged Frees 6,253,515 Write Bytes 1.69GE
- Paged Limit no symbols Other 5,796,472
o haioe Non-Paged Usage 15.43ME | | Other Bytes 200.55 ME
g;';f”t Mon-Paged Allocs Lo78,788 |
e Mon-Paged Frees 1,030,105 - _
Mon-Paged Limit no symbols onkext Switches 35,818,769
i Interrupts 9,124,330
Physical Mematy Page Faults System Calls 134,377,402
Current Total 16,506,209
System Cache Copry-on-wirite 246,301
Tatal Transition 7,946,045
Cache 2,760,127
[C] Alwarys on Top Close

Graphical Reports

*  CPU - Shows a dynamic graphical representation of the usage of CPU over time. You can hover your mouse over
the graph to view details. In multiprocessor operating system, you can make the pane to display individual graph
for each CPU by selecting the check box 'Show one graph per CPU’ at the bottom left of the interface.

e 1/0 - Shows a dynamic graphical representation of Input/Output activities of the computer over time. You can
hover your mouse over the graph to view details.

*  Physical Memory - Shows a dynamic graphical representation of the usage of physical system memory over
time. You can hover your mouse over the graph to view details.

Statistical Reports

»  System - Displays a detailed statistics on the number of processes, threads and handles running on the
computer.

*  Commit Charge- Displays a statistics on virtual memory allocated to programs and the operating system. As the
memory is copied to the paging file(s) in you hard disk drive , the value listed under Peak may exceed the
maximum physical memory.

*  Physical Memory - Displays a statistics on the total physical memory, also called RAM, installed on your
computer.

* Available - Represents the amount of free memory that is available for use.
»  System Cache - Shows the current physical memory used to map pages of open files.
»  Kernel Pools - Shows a statistical report on memory used by the operating system kernel and device drivers.

e Paged memory types - Memory that can be copied to the paging file, thereby freeing the physical
memory. The physical memory can then be used by the operating system.

¢ Non-paged memory types - Memory that remains resident in physical memory and will not be copied
out to the paging file.

»  Page Faults - Shows a statistical report on the page faults, The page fault is the direct access to the page that is
mapped in the virtual memory but not loaded in the physical memory.

* /O - Shows a statistical report on the Input/Out put activities of your computer.
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e CPU - Shows a statistical report on the activities on the CPU.

Check Boxes

*  Show one graph per CPU - Displays individual graphs for each processor in a multiprocessor operating system.
Hence this option will be enabled only in multiprocessor operating system environment.

Il System Information - 0O X

CPU

»  Always on Top - Always Positions the System Information pane above all the other open windows on the display.

3.4.2. Configuring KillSwitch

The overall behavior of the KillSwitch application can be configured through the 'Options’ dialog.

»  To open the Options dialog, click 'Tools’ > 'Options’.

eneral | advanced | Symbols | Graphs

Search Enging: | http:/fwww.google. comysearch?g="%.s"|
PE Viewer: pEvien, exe "V
Mazx, Size Unit:  |EB i

Icon Processes: | 5§

Log level: Threats -
[C] Hide when closed [[] Collapse services on start
[C] Hide when minimized [C] single-click tray icons
[C] skart hidden [+ Enable plugins
Font...

K Cancel

The 'Options’ dialog enables granular configuration of the application under four tabs:
*  General
* Advanced
*  Symbols
e Graphs

34.2.1. General Settings

The 'General’ tab allows you to configure the general properties and look and appearance of the application interfaces.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 71



_._-—-—'—'_'_’:'_'_._'_'_7_'_'_

Comodo Cleaning Esse ntj_g_ls—-—-—-:"‘Ué__ér Gu i_},_d"é eblilele)

/

./ =

eneral | Advanced | Symbols | Graphs

Search Engine: | http:/ v google, comysearch?g="%.s"|
FPE Viewer: peview, exe "Yes"
Max, Size Unit:  |EE -

Icon Processes: | 5

Log level: Threats -
[C] Hide when closed [[] Collapse services on start
[C] Hide when minirmized [C] single-click kray icons
[C] start hidden [+ Enable plugins
Font...

(0] Cancel

»  Search Engine - Enables you to set the default search engine for use by the 'Search Online...” option in the
context sensitive menu of the process tab. You need to alter the address by only replacing the portion of http://
www.domain.com and retain the other portions. %s will be replaced by the name of the selected process.

*  PE Viewer - Enables you to set the PE viewer for use in displaying the Import/Export tables of Modules, on
clicking Inspect from the context sensitive menu under Modules tab of Process Properties dialog. You need to
specify only the executable file name of the PE viewer. %s will be replaced by the name of the selected module.

e Max. Size Unit - Enables you to specify the maximum data size unit for displaying the statistical reports in the
interfaces of KillSwitch. Data of sizes which can be displayed as 1024 or less in a smaller unit will be displayed in
that smaller unit, while sizes requiring a larger unit will use units up to the maximum unit specified here.

@eneral | advanced | Symbols | Graphs

Search Enging: | htkp: /v google, com/search?g="%s"

PE Wiewer: peview, exe "Yhs"
Mazx, Size Unik: | EB -
B
Icon Processes: kB
ME
Log lewel: P -
TE
PE
EE

* |con Processes - Enables you to set the maximum number of processes that can be displayed in the sub-menu
pane on right clicking the KillSwitch system tray icon and hovering the mouse cursor over 'Processes’ option.

*  Log level - Allows you to select the option for creating log reports.

Icon Processes: | 5

Log level: Threats -
Disable
[C] Hide when dofth o aks [[] Caollapse services on stark
Ll o
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You have three options from the drop down box:

» Disable - Instructs KillSwitch to not to generate log reports for the scans completed.
» Threats - Instructs KillSwitch to generate log reports containing files that it has detected as threats.
e All - Instructs KillSwitch to generate log reports for all the files that it has scanned.

Refer to the section Logs for more details on how to view the logs generated.

. Hide when closed - If enabled, KillSwitch will automatically hide itself when it is closed. You can double-click on
the system tray icon to reopen the application.

. Hide when minimized - If enabled, KillSwitch will automatically hide itself when it is minimized. You can double-
click on the system tray icon to reopen the application.

»  Start hidden - If enabled, KillSwitch will start hidden. You can double-click on the system tray icon to show
KillSwitch window.

*  Collapse services on start - If enabled, KillSwitch will collapse the services.exe tree, hiding all services at
startup.

»  Single-click tray icons - If enabled, KillSwitch will show/hide itself with just a single click on its system tray
icon(s). Else, a double-click is needed to start the application from the system tray icon.

*  Enable plugins - KillSwitch uses several plug-ins for various additional functions. These plug-ins will be enabled
only if this option is selected. This option allows you to enable or disable plug-ins on the whole. For more details
on granular management of plug-ins refer to the section Managing Plug-ins.

*  Font Settings - Clicking the Font button opens the Font dialog that enables you to set the fonts types, sizes and
styles for the information displayed in all of the KillSwitch interfaces.

Font ? X
Fant: Faont style: Size:
| Regular 10 ak
) @énial Unicode M5 |« | | Fegular 10 - C |
()} Agercy FB = | ltalic 1 el
(} algerian =/ |Bold 12 =
€} Arial Bald Italic 14
() diial Black 16
€} sl Marow 18
€} arial Rounded MT Boll = 20 i
Effects Sample
] Shrikeout
[ Underling
LColar:
I E =k - Seripk:

34.2.2. Advanced Settings

The 'Advanced’ tab allows you to configure the application for advanced level options.
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eneral | Advanced | Symbols | Graphs

[ Enable kernel-mode driver

[ Hide unnarned handles

[C] Check images For digital signatures and packing

[+ Resolve addresses For network connections

[C] Inchade CPU usage of children in collapsed processes

[C] Replace Task Manager with KilZwitch

(0] Cancel

*  Enable Warnings - The confirmation dialogs displayed on execution of critical actions, e.g. terminating a
process, will appear only if this option is selected.

*  Enable kernel-mode driver - Some handles cannot be displayed by a user-mode program like KillSwitch.
Enabling this option starts a built-in tool that allows KillSwitch to display all handles and bypass rootkits/security
software in limited ways. If enabled, it will be loaded the next time KillSwitch is started.

. Hide unnamed handles - If enabled, unnamed handles will be hidden by default under the 'Handles’ tab of
Process Properties window. This can be changed ad hoc in the 'Process Properties window’ > 'Handles’ tab
when required.

»  Check images for digital signatures and packing - If enabled, Kill will check process images for digital
signatures and determine whether they are packed. This features requires Internet connection.

. Resolve addresses for network connections - If enabled, KillSwitch retrieves the host names for all the network
connections for display in the 'Local Address’ and 'Remote Address’ columns under the 'Network’ tab of the
main interface. If not enabled, only the IP addresses of the local host and the remote host are displayed in the
interface.

* Include CPU usage of children in collapsed processes - If enabled, the 'CPU Usage’ shown for processes
which are collapsed under the 'Processes’ tab, will include the sum the usages both by the parent process and
the child processes.

*  Replace Task Manager with KillSwitch - If enabled, any attempt to start Windows Task Manager, (e.g. press Ctrl
+ Alt + Del > Click 'Task Manager’ or right-click on the Task Bar and select 'Task Manager’ from the pop-up
menu) will start KillSwitch instead. To re-enable Windows Task Manager when Ctrl + Alt + Del is pressed (or 'Task
Manager’ is selected by another method), simply disable this setting and click 'OK’.

3.4.2.3. Symbols

The 'Symbols’ tab enables you to configure for the images that are displayed in the KillSwitch interfaces.
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eneral | Advanced | Symbols | Graphs

Cbghelp.dll path: | dbghelp.dil Browse, ..

Search path:

(0] Cancel

e Dbghelp.dll path - Enables you to change the path of the dbghelp.dll file stored in your computer if you have
replaced it from the standard version.

Background Note: dbghelp.dll is a Windows Image Helper. It is a system process module that contains functions used
for the symbol engine and for the symbol and module enumeration. The module is needed for your Windows system to
work properly. If the module has got corrupted, you may be having trouble with your Windows image viewing and editing
programs. In that case you should replace your existing version with a new one.

«  Search Path - Enables you to specify the path of the symbol server of your choice. Most users wish to use the
following: SRV*C:\Users\USERNAME\Symbols*http://msdl.microsoft.com/download/symbols. This will have any
needed symbols downloaded from Microsoft's symbol server to the specified directory.

e Undecorate Symboals - If enabled, C++ symbol names will be undecorated (unmangled). This is most useful for
methods with complex signatures.

34.24. Graphs
The 'Graphs’ tabs enables you to configure the look and feel of the graphs shown in:

*  'Process Properties’ dialog > 'Performance’ tab;

*  'Tools Menu’ > 'System Information’.
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General | Advanced | Symbols | Graphs

CPU Kernel:
ZPU User:
0 R+
T e

Private Bytes:

JRNUEN

Phsical Memory:

(0] Cancel

’

*  Show Text - The text representing the current usage will be displayed on each graph under 'Process Properties
dialog > 'Performance’ tab and "Tools”> 'System Information’ window, only if this option is enabled.

This interface also enables you to select the color of the line in the graphs indicating the history/usage information of:

e CPU Kernel;
« CPU User;
* /0 R+0;

< 1/OW;

. Private Bytes;
e Physical Memory.
To change the color of a desired line

1. Click on the color patch beside the required parameter. The 'Color’ window will be displayed with the default
color selected.

Color

Baszic colors:

THEEET

LCustom colors:

Hue: |0 Bed: | 255
Sat; [ 240 Green: O
CalorlSalid | o [120 Blue: |0

Define Cuztom Colors 23

Ok Cancel Add to Custom Colors

2. Choose the color in which you wish the parameter to be indicated in the graph. You can do this by two ways:

e Directly choose the color from the palate; or

*  Type the RGB or Hue, Saturation and Luminance values in the respective fields to create a custom
color, then click 'Add to Custom Colors’ to add the color to the palate.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 76



e

Comodo Cleaning Esse nt__i_g_ls—-—-—-:"'Ué__é#rfau

Creating Trust Online®

|d’e COMODO

,""-/’ f

3. Click OK.

The graphs will be displayed with the colors you have chosen.

3.4.3. Managing Plug-ins

KillSwitch is shipped with a set of plug-ins that provide additional functionality to it. Comodo keeps on developing the plug-
ins which will be added to KillSwitch in user computers upon updates to the program which will in-turn keep on adding
new functionality to the product.

Note: For the plug-ins to be operative the option 'Enable Plug-ins’ should have been selected under the 'General’ tab of
"Tools’ > 'Options’.

The Plug-ins option in the Tools menu enables you to configure the plug-ins that are used with the application.

¥ KillSwitch [ADMIN-CD9ABCCF B\ dministrator]+

KillSwitch  Wiew  Tools  Users  Help

b #8 w+4 System Information Chr+I
Cipkions. ..
Processes | Sep e —
MHame Create Service.., ot ZPLU i Total  Private .. UserMame | 2
= 7" Systern | Hidden Processes G563 0 MNTAUTHORIT
| Pagefiles |
werify File Signature. ..
Cuick Repair. ..

To configure the Plug-ins, click 'Plugins...” from the "Tools’ menu. The Plugins dialog will open.

Mame Authar
Extended Matifications Wiz
Extended Services wjsz
Metwork, Tools wjsz
Onling Checks Wiz
Toolbar and Status Bar wj3z
~Plugin
Mame: Extended Motifications Version: 1.1
Internal Mame:  KillSwitch, Extendediotifications
Author; W32
File name: FitComodo Cleaning Essentialsx 323 pluginsiExtendedMotificati
Description:
Filters notifications.
Options. ..
Cleanup Close

The upper pane of the dialog displays a list of the KillSwitch plug-ins available in your computer. Clicking on a plug-in will
display the details of the plug-in in the lower pane. Some of the plug-ins allow you to configure their usage with respect to
processes and services, by clicking the 'Options’ button.
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Processes | Sepvices
You can configure processes For which notifications are displaved.
Wildcards can be used, and ordering is considered,
[Include] * Mave Lip
Mamwe Doven
@ Include () Exclude
AddfUpdate Femoye
Examples:
noke* exe
Chindowssyskem3z i omd . exe
Cwindows*
oK Cancel

Clicking 'Clean-up’ removes the unused plug-ins from your computer.

Options. ..

Cleanup Close

344, Creating a Service

KillSwitch enables you to create new services to start/run with Windows for drivers, applications, programs or any
executable files. Once created as a service, the driver or the executable is loaded into system memory when Windows is
started irrespective of the user that logs-in and started as you configure. One example of usage of this feature is

configuring a self developed or user-defined security software or a driver for a third-party hardware to start along with
Windows.

To create a new service

1. From the Tools menu, select 'Create Service’.

¥ KillSwitch [ADMIN-CD9ABCCF BMidministrator]+
KillSwitch  Wiew  Tools  Users  Help

_.} & #8 =% System Information Chrl+I
Oplions...

Froceszes | Gep Plugins. .

Mame Create Service... rt CPU IiQ Total Frivate ... LUlser Mame -

| =7 Systerm | Hidden Processes B5.63 0 NTAUTHORIT |
Pagefiles
verify File Signature. ..
CQuick Repair...
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The 'Create Service’ dialog will open.

Marme: Test Service

Display Mame: | Tesk Service

Type: Cuan Process G

Start Twpe: Dermand Stark A

Error Contral: | Ignore G

Binary Path: Browse, .,

(0] Cancel

2. Enter the name and display name of the new service to be created in the respective text boxes. The service will
be identified with the names you are entering, under the 'Services’ tab of the main interface.

3. Select the type of the service from the 'Type’ drop-down.

Display Mame: Tesk Service

Tvpe: Own Frocess -

Driver

Skark Type: FS Driver

N Process

Error Conkrol: Share Process

Own Inkeractive Process
Share Inkeractive Process

4.  Select how the service should start from the "Start Type’ drop-down.

IYpe. LT

Stark Type: Dermand Stark -
Disabled

Error Control: ook Skark

Syskem Skart

Auto Skart

Demand Stark

5. Select how the service should respond in case of an error in the "Error Control” drop-down.

Skark Twpe: Dernand Stark -
Error Control: | Ignore B
. Ignore
Binary Path: Ngcurmal Browse, .,
Severe
Crikical

6. Enter the path of the driver or the executable file stored in your computer in the Binary Path text box. You can
click the 'Browse’ button and browse to the location where the executable is stored.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 79



Comodo Cleaning Esse ntj_g_ls—-—-—-:"‘Ué__ér Guide eblilele)

> i
— i

abart Iype. Lremand 2Cart

Error Control: | Ignore B

Binary Path:

Browse, ..

QK

Look ir: | [ Test Programs - o ? & [T
=4 “knack
£y
by E_o’i'nputer
File name: knack - Open
‘g Files of type: Executable files [*.ene;" sps) - Cancel
by Metwork, [[] Open as read-only

The selected file will be added.

MNarne: Tesk Service

Display Mame: | Test Service

Type: Cwwn Process x
Stark Twpe: Demand Stark -
Errar Control: | Ignore x
Binary Path: C:Program Files\ Test Programsiknack, exe Browse. .,

QI Cancel

7. Click OK. The service will be added to your computer and will start as you specified in the 'Start Type’ option,
from the next restart of the computer. You can view the service listed in the 'Services’ tab of the main interface.
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¥ KillSwitch [ADMIN-CD9ABCCF B\ dministrator]+

KillSwitch  Wiew  Tools  Users  Help

om0

Processes | Semvices | Network | BHO - LSP

Marme Display Mame Type Status Start Type FID =
“ui TOTCP TOTCR Criver Running Demand Start
“uf TermDD Terinal Dusucpulw S Eunning Systern Start
er... Terminal Services Share Process Running Deman 856
[] Test Serv.. Test Service Cwet Process Stopped Demand Start
| Themes Share Process Running Autn 1016
| TirtSwr Telnet T T e stopped Disabled
3.4.5. Scanning Your System for Hidden Processes

KillSwitch can scan your computer for the processes that run hidden and not visible under the "Process’ tab of the main
interface. The users can find malicious attempts like a spyware through rootkits, buffer overflow or Denial of Service (DoS)
attacks running silently in the computer and terminate them to safeguard their valuable and confidential data from being
stolen or corrupted.

To scan your computer for hidden processes

1. From the "Tools’ menu, click 'Hidden Processes’

7F KillSwitch [ADMIN-CD9ABCCF B\ dministrator]+

Killswitch  Wiew  Tools  Users  Help

-f__’:, ) g ==t System Information Chrl+I
Cpkions. ..
Processes | Sep Pluging

Mame Create Service.., rt CPU 1iC Total Frivate ... LUserMame .
= = systemn | Hidden Processes FA A3 0 MNTAUTHORIT: |
Pagefiles

Werify File Signature. ..
Cuick Repair. ..

The hidden Processes dialog will open.

Il Hidden Processes X

Processes highlighted red are hidden while those highlighted grey hawve terminated.
Process PID
ZSR Handles - Terminate Save... Scan Close

2. Select whether you want to scan your system for 'CSR Handles’ or 'Brute Force’ attacks from the drop-down at
the bottom left corner of the dialog.
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SR Handles - Terminate Save... Scan Close

Bruke Farce
C5R Handles

3. Click Scan. On completion of the scan, all the processes running in your system will be listed. The processes that
are running hidden will be highlighted with red color and the processes that are found hidden and terminated
automatically will be highlighted with gray color.

Il Hidden Processes X

Processes highlighted red are hidden while those highlighted grey have terminated.

Process PID 3
C:\Documents and Settings\All Usersiapplication DataiMozilla ... 3980
C:WProgram Files\Cormmon Files! JavalJava Updatetjucheck.exe 3132
C:\Program Files\Common Files! JavalJava Updatejusched . exe 824
CWProgram Files\Cormmon FilesMicrosoft Shared\WS7DEBUGIM.., 1324
C:WProgram Files\Common Files)yMwaretUSE vmiware-usbarbit, .. 534

C\Program Files)Javaljredibintias. exe 1305
CWProgram Files\MicrosofttSearch Enhancement PackiSeaPort, .. 1696
C:\Program FilesiMozilla Firefoxfirefox. exe 1020
C\Program Files\Mozilla Firefox\plugin-container exe 2580
C:WProgram Files\Opendffice. org 3programisoffice . bin ZZz0
C\Program Files\Openffice org 3iprogramsoffice. exe 221z
CWProgram Files\Paint, METYPaintDotMet  exe 2972
CAProgram Files) YMware\WMware Plaveribgtray . exe 1568
C\Program Files)YMware\YMware Plavervmplayver, exe 3680
CAProgram Files\YMware\WMware Plaveriymware-authd, exe 1588
CAProgram Files) yMware\Wware Plavervmware-unity-helper... 1380 =
AP e e Cile b LR m e = VLR mem Pl im b i i mem 1 ammns s Lelnl=F

0 hidden processies), 1 terminated process(es).

Brute Force ¥ Terminate i Save.., | Scan Close

«  To stop a processes, select the process and click 'Terminate’.
e To save the scan results as a .txt file, click 'Save’

3.4.6. Viewing the Page Files in Your System

A page file is a reserved potion in the partition(s) of your hard disk drive, to acts as Virtual Memory - an extension for the
system memory (RAM). A page file can be accessed as one contiguous chunk of data and enables faster access than
accessing data from many different original locations. Windows automatically moves the least accessed data located in the
system memory to the page file. As the user switches to other programs or files, this seamless process continues, using
the page file as a container. Going back to a previous program will cause the system to swap contents in the page file for
contents in RAM, thus increasing the efficiency and performance speed of the system.

Windows creates page files in your hard disk with size in proportion to the system memory capacity, during installation.
Advanced users can reconfigure the system-provided default size value of the page file to meet their particular needs.

KillSwitch enables you to view the page file(s) created in your system.
To view the page files

e From the 'Tools’ menu, click 'Pagefiles...’

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 82



Creating Trust Online®

Comodo Cleaning Essentjg_ls—-—-—-z*"‘Uéér Gui_},d’é COMODO

./ =

P

/

= KillSwitch [ADMIN-CD9ABCCFBMAdministrator]+

killswikch  Wiew  Tools  Users  Help

-v?g. o] B =ef  System Information Chrl+I
Opkions...
Froceszes | Sep Plugins. .

Marme Create Service... ot CPU Ii0 Taotal - Private .. User Mame
- " Systern | Hidden Processes B5.63 0 MTAUTHORIT
Panefiles

werify Filz Signature. ..
Ciuick Repair, ..

The page files dialog will open. It contains a list of the page files created in different partitions of your hard disk drive.

Pagefiles X

File name |Jsage Peak usage Tatal
Ciipagefile, sys 71.68 ME 75.73ME ZGE
F:\pagefile.sys 70.82 MB 75.31 MB 1,99 GB
Refresh | Close

3.4.7. Verifying Authenticity of Applications

A software application can be treated as a "Trusted’ one if it is published by a Trusted Software publisher/vendor. To ensure
the authenticity, the publisher/vendor digitally sign their software using a code signing certificate obtained from a Trusted
Certificate Authority (CA). Ensuring whether a software/application is signed by a vendor ensures that the soft ware is
trusted. Refer to the Background details given below for more information.

KillSwitch enables you check whether an application/program is digitally signed by the vendor and to ensure whether the
program is trusted and free from malice.

To check whether an application/program installed in your computer is digitally signed

e From the 'Tools’ menu, click 'Verify File Signature...’

7" KillSwitch [ADMIN-CD9ABCCF B\ dministrator]+
Killswitch  Wiew  Tools  Users Help

-"-‘:-'9. - =4 System Information Ctr+I

Opkions...
Froceszes | Sep Plugins. .

Mame Create Service.., rt ZPU 1iC Total Private .. UserMame | #
= T 5ystern | Hidden Processes B5.63 |

0 MTAUTHORIT

Panefiles
werify Filz Signature. ..
Quick Repair. ..

...and navigate to the folder containing the files of the program and select the binary/executable file.

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 83



COMODO

Creating Trust Online®

P

Look irc | 1) Test Programs - 3 ? ] ,

B @_Iangs
L;b" 2] Kngle.dl
My Recent [T knick,
Documents @ Servicestarter

!7-'-[: ﬁuninsﬂﬂﬂ

Desktop

by Documents

a

ty Computer
File name: kmick. * Open
‘g Files of type: Executable files [* exe;”.dll* ocx:” sys” scr”cp = Cancel
Fy Hetwark, [[] Dpen as read-anly

e Click 'Open’. KillSwitch will immediately display the result which indicated whether the program id signed or not
signed.

e |f the program is signed:

1 } "C1\Program Filestknickiknick. exe” is trusted and signed by "2 Publisher",

K

e |f the program is not signed:

J() "C1\Program FilesiTest Programsiknack.exe” does not have a digikal signature,

Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to verify:

*  Content Source: The software they are downloading and are about to install really comes from the publisher that
signed it.

*  Content Integrity: That the software they are downloading and are about to install has not be modified or
corrupted since it was signed.

In short, users benefit if software is digitally signed because they know who published the software and that the code
hasn’t been tampered with - that are are downloading and installing the genuine software.
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The 'Vendors' that digitally sign the software to attest to it's probity are the software publishers. These are the company
names you see listed in the first column in the graphic above.

However, companies can’t just 'sign’ their own software and expect it to be trusted. This is why each code signing
certificate is counter-signed by an organization called a "Trusted Certificate Authority’. 'Comodo CA Limited’ and 'Verisign’
are two examples of a Trusted CA’s and are authorized to counter-sign 3rd party software. This counter-signature is critical
to the trust process and a Trusted CA only counter-signs a vendor’s certificate after it has conducted detailed checks that
the vendor is a legitimate company.

If a file is signed by a Trusted Software Vendor and the user has enabled "Trust Applications that are digitally signed by
Trusted Software Vendors’ then it will be automatically trusted by Comodo Internet Security (if you would like to read more
about code signing certificates, see http://www.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in
question. For example, the main program executable for Comodo KillSwitch is called "KillSwitch.exe’” and has been digitally
signed.

e Browse to the folder containing the Comodo Cleaning Essentials files

*  Right click on the file KillSwitch.exe.

e Select 'Properties’ from the menu.

*  Click the tab 'Digital Signatures (if there is no such tab then the software has not been signed).

This displays the name of the CA that signed the software as shown below:

KillSwitch Properties

| General | Wersian | Eu:umpatibilit_l,l| Drigital Signatures | Security | Summary |

— Signature list

Mame of signer: | E-mail address: | Timestamp |

Comoda Security .. Mat available Fridaw, Februam 18, 2.

Dretailz |

Select the certificate and click the 'Details’ button to view digital signature information. Click 'View Certificate’ to inspect the
actual code signing certificate. (see below)
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Digital Signature Details | Certificate

General | Advanced | General | Details | Certification Path |

=05, Digital Signature Information
%] This dgitad signabure is OK. Certificate Information

This certificate is intended for the following purpose(s)
+Ersures software came from software publisher

Sagrier infarmation

MName: |Cc|rnuc|u Security Sobations, Inc. *Protects software from alteration after publication
E-mail: [t avalatiz
Signing Eime: |Fr|da‘;r. February 18, 2011 1:23:19 PM

T * pefer bo the certification authorky's statemert for detals,

Issued bo:  Comodo Securty Solutions, Inc,

Countersignatures
Issued by: UTN-USERFrst-Cbject
Mame of signer! E-mail address: Timestamp |
COMODC Time 5... Mot avaliable Friday, February 18,... |
Valid from 4/8/2009 to 4/6/2012

e..] | Issuer statement

It should be noted that the example above is a special case in that Comodo, as creator of 'KillSwitch.exe’, is both the signer
of the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures’ box). In the vast majority of
cases, the signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are different.

3.4.8. Repairing Windows Settings and Features

KillSwitch allows you to quickly troubleshoot and repair very important Windows settings and features which are other wise
hard to reach. This feature greatly benefits users at beginner level. If crucial Windows settings go wrong, they can be fixed
only experienced and skilled geeks. But with KillSwitch even inexperienced users can troubleshoot and fix those problems
with a few clicks.

To check start repairing the Windows settings and features

1. From the "Tools’ menu, click 'Quick Repair...".

=¥ KillSwitch [ADMIN-CD9ABCCFB\Administrator]+
KillSwitch  Wiew Tools  Users  Help

-f_} & ot Swstem Information Chrl+I
(Oplions...
Processes | Sen Plugin. .
Mame Create Service. .. ct P |0 Total Private ...  UserMame  *
= 7 Systern | Hidden Processes 93.75 0 MNTAUTHORITY
= 77 Gystel  Pagefiles 313 0 MNTAUTHORIT
Verify File Signature. ..
Quick Repair. ..

The Quick Repair dialog will appear with a list of features that can be repaired and their current status.
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Quick Repair X

Select ikems ko repair:
Marme Skatus
4~ Crmd Consale )
ﬂ Conkext Menu QK
G‘ Contral Panel Ok,
MsCanfig oK
g& My Computer 074
L Regedit oK
=IRun 0K,
- Search 4
Swstem Reskore Disahled
!Task Manager K
@Task Scheduler oK,
= Folder Cptions K
Hidden Crive oK
Explorer QK
HSaFe Mode K
[#] Select All Repair Close

2. Select the checkboxes beside the items you wish to troubleshoot and repair.

Note: The checkboxes will appear only for the items that require fixing.

3. Click Repair. KillSwitch will automatically fix the errors in the settings of the selected item. A completion dialog
will appeatr.

Wl) Repair completed

oK

3.5.  Managing Currently Logged-in Users

The "Users’ menu in the file menu bar lists the user(s) that have logged-in to the system either directly on to the desktop or
through remote desktop connection. You can easily switch the user, log-off and communicate with a concurrently logged-
in user (either locally or through remote desktop).

To view the the currently logged-in users, click the "Users’ menu from the file menu bar.

27 KillSwitch [ADMIN-CD9ABCCF B\ dministrator]+

Killswitch  Wiews Tools Users Help

2, b g ot [ 0 ADMIN-CDSASCCRE|Administrator 3
. _ 21 ADMIN-CDIASCCRE User A >
rcesses | Services T 5, AnMIN-CDOABCCRE\User B bl
| Mame =31l TTEFILT L] W Total Prival

Hovering the mouse cursor over an user opens an options panel with the following options:
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I KillSwitch [ADMIN-CD9ABCCF B\A dministrator]+

Killswitch  Wiew  Tools  Users  Help

SN A 0 ADMIN-CDA3CCFS Adminiskrakar k|
- 1: ADMIN-CO9ASCCRE| ser A ¥ Connect
Processes  Services 1 3 AoMIN-CDOBBCCRE\User B ¥  Disconnect
[ ryarme ey SRR il Lagaff
Send Message. ..
Properties

*  Connect - Enables you to connect to the selected user’s account to your Windows session and access the user’s
files, programs etc. You will be prompted to enter the password of the selected user to connect.

Passward:

Ik Zancel

»  Disconnect - Enables you to disconnect the connected user account from your Windows session.
e Log off - Forcedly log off the selected user from your computer.

*  Send Message - Opens a message dialog that enables you to communicate your messages like information,
warnings, questions etc. to the selected user.

Title: Message From ADMIMN-CDIASCCFEADmInistrakor
Text: Hi, i
You can now callect waur Files from the server,
-Admin.
Icon: Mone i
Timeout (s):
(0]4 Cancel

To send a message to a selected user

e Enter your message in the "Text’ field.

e Depending on the type of your message, select the icon to be displayed along side the message from
the 'lcon’ drop-down. The options available are given in the table below:

Icon: MNome -

Mone
Information
\Warning
Error _ K
Queskion

Timeout {s):
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Option Icon Displayed
None No icon will be displayed
Information —

1)
Warning
ALY
Question 2
-
Error @

e Enter the period (in seconds) till which the message has to be displayed in the user’'s desktop
irrespective of whether the user views or not in the "Timeout’ text box. If you leave the box blank, the
time out period is set infinite.

e Click OK.
The message will be displayed in the user’s desktop with the icon you selected.

Message from ADMIN-CD9ABCCF B\Administrator E

. Hi
e
‘*:!1) Yo can now callect your files fram the server,

-Admin.

*  Properties - Opens the 'Properties’ dialog of the selected user, that displays the user’s session properties.

User narne: ADMIM-CDOASCCFR User &
Session I0: 1

Stake: Disconnected

Logon time: ZIZ312011 4:40:49 PM
Client name: A

Client address:  MNja
Client displary: TS

Close

3.6. Help and About Detalls

The 'Help’ menu in the file menu bar enables you to access the online help guide and know about the version number of
KillSwitch in your system.

r? KillSwitch [ADMIN-CD9ABCCF B\A dministrator]+

Killawitch  Wiewe Tools Users Help
)

S R w2 | [ B Search
About
Proceszes | Services  Mebwork -

Clicking on the Help menu has the two options:

e Search
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e About
3.6.1.1. Help

Selecting the 'Search’ option from the Help menu opens the online help guide hosted at http://help.comodo.com/. Each
area has its own dedicated page containing detailed descriptions of the application’s functionality.

/= Comodo Cleaning Fssentials - Introduction | The security products, anti virus - Windows Internet Explorer EWEE'
@ Yo i A.g_ T R o =T r Sl

©oBle Edt Wew  Favortss  Tooks  Help

o Favaribas ﬂCDmudu Clearing Exsentals - Introduction | The sscur, .

COMODO HELP Search help Q,

Craating Trust Onling™

Version 1.6 English o m{_’

31 Comodo Cleaning Essentials
-

[mtroduction To Comodo Clesning Essentials

H Introdection To Comodo Cleaning

-, Introduction to Comodo Cleaning Essentials
Cystem Reduirements

Comodo Cleaning Essenbials (CCE) is 3 set of computer secunity tools designed to help users identify and
remove malware and unsafe processes from infected computers.

arting Comada Cleaning Majar features include:
ntials

muy mo

» KillSwitch - an advanced system
The Main Interface unsale processes that are nanning

maonitonng tool that allows users to identify, monitor and stop any
T

B Scanning Your System = Malware scanner - customizable scanner capable of unearthing and removing vinuses, rootlts

r ; ~ ) hadden fles and malcous registry keys ndden deep in yowr system,

B Introduction To KillSwitch N .

® Configuring Comodo Cleaning
Essentials

from removable
18 S0 [
bility and control over system

5 I,

rtable application which reguires no installation and can be run d
ay, CD D WSErs ¢ € e g :

HHelp And About Details
Abowt Comodo

You can also print or download the help guide in pdf format from the webpage.

3.6.1.2. About

Clicking the "About’ option from the Help menu opens the 'About’ information dialog of KillSwitch.

KillSwitch 1.6.183539.73
E Licensed under the GMU GPL, v3.
Copyright (c) 2010 COMODO, All rights reserved.
KillSwitch is based on open source ProcessHacdker project:

htto: {kdllzwitch. sourceforgs.net

Diagnostics OK

The About dialog displays the Version Number of KillSwitch, copyright information and a link to the project website.
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Clicking the 'Diagnostics’ button checks the integrity of the application in your system and outputs the report.

I Information X

QBJIECT INFORMATION -
PhObjectTypeDbject: 23 abjects
Ph3tringType: 1381 objects
PhansistringType; 0 objects
PhFUllStringType: O abjects
PhListType: 7088 objects
PhPointerListType: 19 objects
PhQueueTvpe: O objects
PhHashtableType: S objects
PhFileStreamType: O objects
PhaymbalProviderType: 0 objects
PhProcessItemType: 45 objects
Ph3erviceltemType: 274 objects
PhMetworkItemType: O objects
PhModuleProvider Type: 0 objects
PhModuleltemType: O objects
PhThreadProviderType: 0 objects
PhThreadltemType: O objects

Save. .. Copy

4. Configuring Comodo Cleaning
Essentials

The 'Tools” menu at the top right enables configuring the application according to user
preferences. You can manage various functions such as scanning suspicious MBR entries,
automatic virus updates before, CAMAS (Comodo Automated Malware Analysis System)
connection timeout and more. You will also be able to manage quarantined items and
trusted vendors.

cCOMODO —

Cleaning Essentials Tox . ,
Quarantined Ikems.. .

Manage Trusted Yendors...

Qptions. ..

The "Tools” menu has the following options:
*  Quarantined ltems - Enables to manage the items moved to quarantine after running scans.
*  Manage Trusted Vendors - Enables you to add and manage the vendors as Trusted Vendor List

*  Options - Enables you to configure the overall behavior of the application.

4.1. Quarantined Items

The quarantine facility removes and isolates suspicious files into a safe location before analyzing them for possible
infection. Any files transferred in this fashion are encrypted- meaning they cannot be run or executed. This isolation
prevents infected files from affecting the rest of your PC. If a file cannot be disinfected, then it provides a reliable safe-
house until the virus database is updated- neutralizing the impact of any new virus.

To access the 'Quarantined Items’ interface, Click "Tools’ > 'Quarantined ltems’.
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€ Quarantined ltems

Ttem Location Date/Time -
Application. Win3Zz LeakTest.... CihSwstem Yolume Inform... 14 Feb 11 16:10
application win3z. LeakTest.... [ Cr\Documents and Settin... 14 Feb 11 15:23 Dokl
Application, \Wwin3z.LeakTest.... [ C\Documents and Settin.,, 14 Feb 11 15:23 Restare
ApplicUnwnt. win3z2.Leakkest.... [ C:\Documents and Settin... 14 Feb 11 15:23
application. Win32 LeakTest.... [=C:\Documents and Settin... 14 Feb 11 15:23 Clear Al
Application, \win3z.LeakText.... [ C\Documents and Settin.,, 14 Feb 11 15:23 =
Application. win3z LeakTest.... [ C:\Documents and Settin... 14 Feb 11 15:23
Application. Win3z2 LeakTest.... [ C:\Documents and Settin... 14 Feb 11 15:23
Application, \Wwin3z.LeakTest.... [ C\Documents and Settin.,, 14 Feb 11 15:23
Application. win3z LeakTest.... [ C:\Documents and Settin... 14 Feb 11 15:23
Application. \Win32.LeakText.... |5 CRECYCLER|S-1-5-21-2... 14 Feb 11 16:10
Application, \Win32 LeakTest..., (E]CRECYCLER|S-1-5-21-2.., 14 Feb 11 16:10
Application. win3z LeakTest.... [ C\RECYCLERYS-1-5-21-2... 14 Feb 11 16:10
ApplicUnsaf . in32.Demolea... [T C:\Documents and Settin... 14 Feb 11 15:23 E

Close

£

From this interface you can:

» Delete a selected quarantined item from the system
* Restore a quarantined item
* Delete all quarantined items

Column Descriptions

» ltem - Indicates which application or process propagated the event;
e Location - Indicates the location where the application or the file is stored;
. Date/Time - Indicates date and time, when the item is moved to quarantine.

To delete a quarantined item from the system
e Select the item and Click 'Delete’.

This deletes the file from the system permanently.

To restore a quarantined item to its original location
e Select the item and click 'Restore’.

To remove all the quarantined items permanently
+  Click "Clear All"

This deletes all the quarantined items from the system permanently.

Note: Quarantined files are stored using a special format and do not constitute any danger to your computer.

4.2.  Manage Trusted Vendors

In Comodo Cleaning Essentials, there are two basic methods in which an application can be treated as safe. Either it has to
be part of the 'Safe List’ (of executables/software that is known to be safe) OR that application has to be signed by one of
the vendors in the "Trusted Software Vendor List'.

From this point:
e |F the vendor is on the "Trusted Software Vendor’ List, the application will be trusted and allowed to run.

Software publishers may be interested to know that they can have their signatures added, free of charge, to the 'master’
Trusted Software Vendor List that ships to all users with CCE. Details about this can be found at the foot of this page.

To access the 'Trusted Software Vendors' interface, Click 'Tools’ > 'Manage Trusted Vendors'.
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€ Trusted Software Yendors

Vendors (Signer Mame in the Code Signing Certificate) Defined By - add 3
0823706 B.C, LTD COMODO E
Olrfinito s.r.1, COMODO RSO
1 mal 1 Software GmbH COMODO
1 und 1 Internet AG COMODO
10inG Inc, COMODO
11com? design & media GmbH COMODO
1234 MicroTechnologies Inc, COMODO
128 Consulting COMODO
12Ghosts AG COMODO
12Ghosts Inc. COMODo
15 Million Elephants, L3C COMODO
1Z Comparry COMODo
imedia COMODO
2 PLAMN LIMITED COMODO
20120 INSIGHT PTY LTD COMODO
20-20 Technologies Inc, COMODO
2066562 Ontaria Inc, COMoDo 2
P

Click here to read background information on digitally signing software
Click here to learn how to Add / Define a user-trusted vendor

Software Vendors - click here to find out about getting your software added to the list

Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to verify:

i. Content Source: The software they are downloading and are about to install really comes from the
publisher that signed it.

i. Content Integrity: That the software they are downloading and are about to install has not be modified or
corrupted since it was signed.
In short, users benefit if software is digitally signed because they know who published the software and that the code
hasn’t been tampered with - that are are downloading and installing the genuine software.

The 'Vendors’ that digitally sign the software to attest to it's probity are the software publishers. These are the company
names you see listed in the first column in the graphic above.

However, companies can't just 'sign’ their own software and expect it to be trusted. This is why each code signing
certificate is counter-signed by an organization called a 'Trusted Certificate Authority’. 'Comodo CA Limited’ and 'Verisign’
are two examples of a Trusted CA’s and are authorized to counter-sign 3rd party software. This counter-signature is critical
to the trust process and a Trusted CA only counter-signs a vendor’s certificate after it has conducted detailed checks that
the vendor is a legitimate company.

If a file is signed by a Trusted Software Vendor and the user has enabled 'Trust Applications that are digitally signed by
Trusted Software Vendors’ then it will be automatically trusted by CCE (if you would like to read more about code signing
certificates, see http://www.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in
question. For example, the main program executable for CCE is called 'cce.exe’ and has been digitally signed.

e Browse to the (default) installation directory of Comodo Cleaning Essentials.

*  Right click on the file cce.exe.

e Select 'Properties’ from the menu.

*  Click the tab 'Digital Signatures (if there is no such tab then the software has not been signed).
This displays the name of the CA that signed the software as shown below:

Comodo Cleaning Essentials User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 93


http://www.instantssl.com/code-signing/

Comodo Cleaning Essentials coM0DO

Creating Trust Online®

CCE Properties

| General | Yersion | Compatibiity | Digital Signatures | Summary |

Signature lizt
M arme aof signer: E-mail address: Timestamp
Comodo Securty ... Mot available Wednesday, February. ..
Dietailz

Click the 'Details’ button to view digital signature information. Click 'View Certificate’ to inspect the actual code signing
certificate. (see below)

Digital Signature Details

| E' Certificate

aeneral | advanced | General | Details | Certification Path |

+ Digital Signature Information

This digital signature is OK. Certificate Information
e e This certificate is intended for the following purpose{s):
+Ensures software came from software publisher
Mame: |C0m0d0 Security Solutions, Inc. +Protects software from alteration after publication
E-mail: Mot available
Signing tirne: |Wednesday, February 09, 2011 2:04:38 PM
* Refer ko the certification authority's statement For details.
—
‘ Wiew Ce > . i
Issued bo: Comodo Security Solutions, Inc.
Countersignatures
Issued by: UTN-USERFirst-Object
Mamne of signer: E-mail address: Timestamp
COMODO Time 5., Mok available wednesday, Februa. ..

valid from 4/8/2009 to 4/g(2012

[Install Certificate...] [ Issuer Statement ]

It should be noted that the example above is a special case in that Comodo, as creator of 'cce.exe’, is both the signer of
the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures’ box). In the vast majority of

cases, the signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are different. See this example for
more details.

Adding and Defining a User-Trusted Vendor

A software vendor can be added to the local "Trusted Software Vendors' list by reading the vendor’s signature from an
executable file on your local drive.
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Read from a signed executable. .,

Remove

Click the add button on the right hand side and select 'Read from a signed executable...”. Browse to the location of the
executable your local drive. In the example below, we are adding the executable 'YahooMessenger.exe’'.

5elect the application

Laak i | [ Messenger w | Q¥ -
Ty [icache @intl | %] vacsui.di | %] vPagerChecks
I_“§ [hlogs L_’{l] kdu_w32R.dl = fahooMessenger L.J*f'] ypagerps.dil
by Recent [CiMedia Lﬂ libexpat.dil Lﬂ valertcentertd, dil Lﬂ YPluginR egist
Documents | [Z5)Prafiles login %) vePFoundation. di ystats B
— [Syresources |2 modules | %] vopsaL.di 2] il
L [ skins L.J*:'] nispra . dil L.J*:'] YHTTR.dIl L.J*:'] yicupl, dil
Deskiop avthost |%] Photoshare.dl | %] vImage. di %] v il
L’{l] core_video.dl Pluginkey_pub.pem L.J*:'] YIniDom,dll
. & |default 2 rG.di %] vlog.di
J filker1.enc ﬁ rme_audio,dll ﬁ ymdm_audio.dll
™ | FIFl_bg 1% rmc_video,dll | %] ymdm_videao.dl
My Documents || isren.di sb 2] vl
1@generic_messenger |=]sb L’Lﬂ wmsdk, dll
i %) i3t di &unwise 2] ymsglite.di
5 E] IMNSTALL Lﬂ yacscom, dil E"."msgr_tray
ty Computer
L L | *.
" File name: |Yahu:u:uM ersenger V| [ Open l
by Metwark Files of type: |.~'3.II Files [*.7] “ | [ Cancel ]

After clicking 'Open’, CCE checks that the .exe file is signed by the vendor and counter-signed by a Trusted CA.
vendor (software signer) is added to the Trusted Vendor list (TVL):

If so, the

|E\rg| € Trusted Software Vendors

Digital Signature Details

General | Advanced | ‘endors (Signer Mame in the Code Signing Certificate)) Defined By - Add b
Digital Signature Information Z-Software GmbH COMODO
This digital signature is OK. ZTE CORPORATION COMODD Beiog
Zubeo, Inc, COMODO
Signer information Zugo Bilgi Sistemleri 4.5, COMOD0
e |\r'ahuu| = Zumesaft Solutions PTY COMODO
- Zupa Aps COMODO
E-mail: |Nnt avallable Zuplo, LLC COMODO
i Zuwe Hofpoart Ziekenhuis COMOD0
Signing time: [wednesday, august 19, 2009 6:57:03 AM FUMHEZ Entertainment AG COMODO
2% Computing INC COMODOD
Zyba Ltd COMODC
; Zylom Media Group B.Y. COMOD0
Counkersignatures ZFymerd LLC COMODO
Mame of signer: E-mail address: Timestamp N Zyo Computer Technology Corp. COMODO
“weriSign Time 5t... Mot available wednesday, August ... \ 2Zy#EL Communications UK Ltd COMODO
N ZZEE TOOLS Corp, COMODC =
E@Yahnn\ Inc. USER. .:
A
il

In the example above, CCE was able to verify and trust the vendor signature on YahooMessenger.exe because it had been
counter-signed by the trusted CA 'Verisign’. The software signer 'Yahoo! Inc.” is now a Trusted Software Vendor and is
added to the list. All future software that is signed by the vendor 'Yahoo! Inc.” is automatically added to the Comodo
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Trusted Vendor list.

The Trusted Vendor Program for Software Developers

Software vendors can have their software added to the default Trusted Vendor List that is shipped with CCE. This service is
free of cost and is also open to vendors that have used code signing certificates from any Certificate Authority. Upon
adding the software to the Trusted Vendor list, CCE automatically trusts the software and does not generate any warnings
or alerts on installation or use of the software.

The vendors have to apply for inclusion in the Trusted Vendors list through the sign-up form at
http://internetsecurity.comodo.com/trustedvendor/signup.php and make sure that the software can be downloaded by
our technicians. Our technicians check whether:

e The software is signed with a valid code signing certificate from a trusted CA;
e The software does not contain any threats that harm a user’s PC;
before adding it to the default Trusted Vendor list of the next release of CCE.

More details are available at http://internetsecurity.comodo.com/trustedvendor/overview.php.

4.3. Options

The Options interface enables you to configure the overall behavior of the application. To access the Options interface,
click "Tools’ > 'Options’.

€ Options x

~MER Options {Valid for single boot computer

[C] Scan suspicious MBR. modifications in full scan

[C] Repaort all MBR. modifications in full scan

~Virus scanner
[C] Restore any kernel hooks before the scan
Heuristics Scanning Level Low -

Do not scan files larger than 40 ME

~CAMAS

[#] Scan unknown processes in memory with CAMAS
CAMAS timeout 300 Second(s)

~Settings

']

[ Automatically update the virus database before scanning

[C] Create a windaws restore point before performing the scan

Log level Threats -

Select Language Default - English (United Stat =

oK Cancel

MBR Options

e Scan for suspicious MBR entries in full scan - When selected, CCE will automatically scan MBR (master boot
record) for unknown or suspicious entries during full scan.

*  Report all MBR modifications in full scan - When selected, CCE will record MBR modifications, if any, in the
log file.

Note:The settings under MBR options are valid only for single boot computers and not applicable for multi-operating
system computers.
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Virus Scanner Settings

* Restore any kernel hooks before the scan - When selected, kernel hooks that are unhooked will be restored
before the scanning process. This option is for advanced users only and you will warned when you modify this
option.

*  Heuristics Scanning/Level - CCE employs various heuristic techniques to identify previously unknown viruses
and Trojan horses. "Heuristics’ describes the method of analyzing the code of a file to ascertain whether it
contains code typical of a virus. If it is found to do so then the application deletes the file or recommend it for
quarantine. Heuristics is about detecting virus-like behavior or attributes rather than looking for a precise virus
signature that matches a signature on the virus blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the scan engine to
'predict’ the existence of new viruses - even if it is not contained in the current virus database.

The drop-down menu allows you to select the level of Heuristic scanning from the four levels:

»  Off - Selecting this option disables heuristic scanning. This means that virus scans only uses the
'traditional’ virus signature database to determine whether a file is malicious or not.

* Low -’Lowest sensitivity to detecting unknown threats but will also generate the fewest false positives.
This setting combines an extremely high level of security and protection with a low rate of false
positives. Comodo recommends this setting for most users.

. Medium - Detects unknown threats with greater sensitivity than the "Low’ setting but with a
corresponding rise in the possibility of false positives.

»  High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more false
positives too.

* Do not scan files larger than - This box allows you to set a maximum size (in MB) for the individual files to be
scanned during manual scanning. Files larger than the size specified here, are not scanned. Default = 40 MB

CAMAS Settings

CAMAS - CAMAS (Comodo Automated Malware Analysis System) is a cloud based analysis system where the submitted
files will undergo a thorough inspection by our cloud virus scanning and behavior monitoring systems to try to establish
whether they contain malicious code. If the file exhibits malicious behavior, it will be added to the global blacklist. Once the
global lists have been updated, any other users that have the same file on their machines will receive an almost instant
verdict as to the files safety.

*  Scan unknown processes in memory with CAMAS - When this check box is selected, any unknown process or
processes in memory will be automatically submitted to CAMAS (Comodo Automated Malware Analysis System).

*  CAMAS timeout - This box allows you to set the time (in seconds) for which the files will be submitted to
CAMAS. If the timeout is exceeded then CCE will stop attempting to contact the CAMAS servers and it is possible
that no result will be returned to you.

Miscellaneous Settings

*  Automatically update the virus database before scanning - When selected, CCE checks for and downloads
the latest virus updates from the Comodo website before scanning

e Create a Windows restore point before performing the scan - When selected, CCE will creates a Windows
restore point before embarking on the scanning process. Should problems occur after wards, you will be able to
restore your system to the state just before your started the scan.

* Log level - This drop down box allows you to select options for CCE event logs. There are two main types of log
file - KillSwitch logs and CCE (scan) logs . The following options apply to both types of log:

» Disable - If you select this option, CCE will not create any log files.

e Threats - If this option is selected, CCE will generate log reports containing files that it has detected as
threats.

e All - If this option is selected, CCE will generate log reports for all files that it have been scanned and
will record all events. The log file will contain system information, cleanup results, details about the file
path, whether it is malicious, the action taken and whether the action has been implemented.

Logs are saved in the "Logs’ sub-directory of the CCE folder:
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Double-click or right click and open the Logs folder. The folder will contain logs stored as time stamped text files.
Select Language- CCE is available in several languages and the default language is US English.
e Click 'OK’ for the settings to take effect .

5. Help and About Detalls

The Help link at the top right corner of the main interface enables you to access the online help guide and know about the
version number of CCE in your system.

COMODO

Cleaning Essentials

Full scan
This section allows you scan your entire system for
malwares, viruses and spywares

Custom scan
This section allows you run a customized scan of your
system for malwares, viruses and spywares

Open KillSwitch

Open KillSwitch to manipulate processes and services
on your computer,

€| The virus signature database is up-to-date.
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b.1. Help

Click the Help link to open the online help guide hosted at http://help.comodo.com/. Each area has its own dedicated
page containing detailed descriptions of the application’s functionality.

/= Comodo Cleaning Fssentials - Introduction | The security products, anti virus - Windows Internet Explorer EWEE'
@._- yv e A1 541 comada.com 1 o =i
©oBle Edt Wew  Favortss  Tooks  Help

o Favaribas ﬂcmm:m-mmrnuwu...
-
COMODO HELP Search help Q
Craating Trust Onling™
v, H H Version 1.6 Eriglish -
31 Comodo Cleaning Essentials o J s o
-
Imtroguction = HTood Clems g Ezsentials
H Introdection To Comodo Cleaning
-, Introduction to Comodo Cleaning Essentials
System Regquirements
Downiozding Comodo Cleaning Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify and
Essentials remove malware and unsafe processes from infected computers.
Starting Comada Cleaning Major features incdude:
Essentials . _
- + KillSwitch - an advanced system monitoring tool that allows users to identify, moretor and stop any
he Main Interface wngale processas that are runmndg an thair 1 M.
B Scanning Your System = Malware scanner - v customizable scanner capable of unearthing and removing vinuses, rootkits
r hadden fles and malcous registry keys ndden deep in yowr system,
B Introduction To KillSwitch SURIEE z . =
: -Cohﬂnl..ltlllll Comedo Cleaning CCE is a lightweight, portable application which reguires no installation and can be run d
Essentials media such as a USE key, CD or DVD. Home wsers can quickly pasHy run SCans Bnc the software
o] - with the minimum of fuss. More experie users will enjoy the high levels of bility and control over system
HEID And About Details procEsses pnd the ity B canf ure custom Fd scams from the -:_:'.|'|||I M QLGNS MmN,
Abowt Comodo
L v
i Inbemes iy =] ®ioow -

You can also print or download the help guide in pdf format from the webpage.

5.2.  About

Click "About’ to view the 'About’ information dialog.

€ About COMODO Cleaning Essentials

COMODO

Cleaning Essentials

Product Version: 1.6.183539.73

Virus Signature Database Version: 7987

Paterts Pending

Copyright {c) 2004-2010 COMODO. All ights reserved.

You can view information about the Version Number of Comodo Cleaning Essentials and virus database that is in your
computer and the unique serial number of the application. The serial number is used to identify the application currently
used in your system and is necessary for support purposes.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet.
Comodo CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content
Authentication (Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In
addition, with over 10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an
extensive suite of endpoint security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish
the Comodo companies as vital players in the Internet’s ongoing development. Comodo, with offices in the US, UK, China,
India, Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000

business customers and millions of consumers, providing the intelligent security, authentication and assurance services
necessary for trust in on-line transactions.

Comodo Security Solutions, Inc. Comodo CA Limited

525 Washington Blvd. Jersey City, 3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
NJ 07310 Salford, Greater Manchester M5 3EQ,

United States United Kingdom.

Tel- +1 888.256.2608 Tel : +44 (0) 161 874 7070

Tel: +1.703.637.9361 Fax: +44 (0) 161 877 1767

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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