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1. Introduction to Comodo Cleaning
Essentials

Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify and remove
malware and unsafe processes from infected computers.

Major features include:

+  KillSwitch - An advanced system monitoring tool that lets you identify, monitor and stop any unsafe
processes that are running on their system.

«  Malware scanner - Fully customizable scanner capable of revealing and eliminating viruses, rootkits,
hidden files and malicious registry keys hidden deep in your computer.

Autorun Analyzer - An advanced utility to view and handle services and programs that were loaded when
your system booted-up.

CCE is a lightweight, portable application which requires no installation and can be run directly from removable
media such as a USB key. Home users can quickly and easily run scans and operate the software with the minimum
of fuss. More experienced users will enjoy the high levels of visibility and control over system processes and the
ability to configure customized scans from the granular options menu.

cCOMODO skl

Cleaning Essentials Optionz  Toolz = Help w

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious registry keys
hidden deep within your system.

Smart Scan Full Scan Custom Scan

11.0.0.6744

When started in aggressive mode, CCE forcibly terminates all existing processes running under explorer, and
explorer itself for fast and efficient scanning.

Guide Structure
This guide is intended to take you through the step-by-step process of organization, configuration and use of
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Comodo Cleaning Essentials application.

«  Section 1, Introduction to Comodo Cleaning Essentials, is a high level overview of the solution and
serves as an introduction to the main themes and concepts that are discussed in more detail later in the
guide.

«  System Requirements - Minimum required hardware and software for the application.
- Download Comodo Cleaning Essentials - How to get CCE.

«  Start Comodo Cleaning Essentials - How to run the application.

«  The Main Interface - Description of menus and options in the main interface.

+  Section 2, Scanning your System, explains the various methods of scanning your computer.

+  Smart Scan - Explains how to run a scan on critical areas of your system.
«  Full Scan - Explains how to run a full scan of your system.
«  Custom Scan - Explains how to scan on selected items.

«  Comparison of Scan Types - Provides details on scanners used and the scan sequences followed for
different types of scans in CCE.

«  Section 3, Configure Comodo Cleaning Essentials - Explains how to configure the overall behavior of the
CCE.

«  Section 4, The Tools Menu - Explains how to use the tools in CCE.

« Manage Quarantined Items - How to manage and restore quarantined files.
+ Manage Trusted Vendors - How to add or remove vendors to/from the Trusted Vendor List.

« Import Antivirus Database - How to import virus database from local storage or from network
computer.

+  Check for Software Updates - How to manually check for program updates

+  Section 5, Introduction to KillSwitch - is a high level overview of KillSwitch, a powerful built-in system
monitoring tool and serves as an introduction to the main themes and concepts of KillSwitch

- Start KillSwitch - How to start the KillSwitch tool
«  The Main Interface - Description of menus and options in the main interface

« View and Handle Processes, Applications and Services - explains how to view the list of currently
running processes, applications and services and handle them

+  Processes
+  Applications
- Services

« View and Handle Network Connections and Usage - explains how to view the details of currently
active network connection and handle it

«  Network Connections

+ Network Utilization
- Configure KillSwitch - Explains how to configure the overall behavior of KillSwitch
+  KillSwitch Tools - Explains how to use the tools in KillSwitch

+ View System Information

+  Repair Windows Settings and Features

«  Analyze Program Usage

« Search for handles or DLLs

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 5
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+  Verify Authenticity of Applications

+ Bootlog and Handle Modules

+  Run Programs from Command Line Interface

« View KillSwitch Logs

+ Find Process of Active Window

« Manage Currently Logged-in Users - Explains management of users through KillSwitch.

+  Help and About Details - How to open the online help guide and find the version number and other
miscellaneous details about the application.

+  Section 6, Introduction to Autorun Analyzer - is a high level overview of Autorun Analyzer, a powerful tool to
analyze and handle services and programs that were loaded when your system booted-up and serves as an
introduction to the main themes and concepts of Autorun Analyzer.

«  Start Autorun Analyzer - How to start the Autorun Analyzer tool.
«  The Main Interface - Description of menus and options in the main interface.

« View and Handling Autorun Items - Explains how to view the details of services and programs that were
loaded when your system booted-up.

+  Help and About - Explains how to view the online help and the About dialog of Autorun Analyzer.

«  Section 7, Help and About - How to open the online help guide and find the version number and other
miscellaneous details about the CCE application.

+  Section 8, Use the Command Line Interface - Explanation on how to run various tasks of CCE application
from Windows command line interface

«  Run a Smart Scan from the Command Line Interface - How to run a Smart Scan
«  Run a Custom Scan from the Command Line Interface - How to run a Custom Scan

+ Run a Virus Database Update Task from the Command Line Interface - How to update local virus
database

+  View Help - How to view online help guide of CCE application.

1.1.System Requirements

To ensure optimal performance of Comodo Cleaning Essentials, please make sure your PC meets the following
minimum requirements:

« Windows 10 (Both 32-bit and 64-bit versions), Windows 7 (Both 32-bit and 64-bit versions), Windows Vista
(Both 32-bit and 64-bit versions) or Windows XP (Both 32-bit and 64-bit versions)

« 128 MB available RAM
« 210 MB hard disk space for both 32-bit and 64-bit versions

1.2.Download Comodo Cleaning Essentials

CCE is available in 32bit and 64 bit versions for Windows XP, Vista, Windows 7 and Windows 10, and can be
downloaded from the following locations:

32-Bit:

http://download.comodo.com/cce/download/setups/cce_public_x86.zip

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 6
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64-Bit:
http://download.comodo.com/cce/download/setups/cce_public_x64.zip

Download the setup file then run CCE.exe to start using the application. No installation is required, but the latest
virus definitions will be downloaded on startup.

1.3.Start Comodo Cleaning Essentials

CCE is a portable application which does not require installation. You can even run it directly from removable media
such as a USB key.

You can start CCE in two modes, depending on the infection level of your computer:
«  Normal Mode
« Aggressive Mode

Normal Mode

In normal mode, CCE scans your computer for malware, viruses and rootkits without terminating any currently
running processes.

To start the CCE application in normal mode

«  Navigate to the folder containing the CCE files.

-

«  Double-click on the CCE.exe file.

Aggressive Mode

In aggressive mode, CCE terminates all existing processes running under explorer (and explorer itself) so it can
perform a deep system scan.

Warning: Make sure you have saved everything you need before you run CCE in this mode. Aggressive mode will close all
running applications, and will close this help page too.

« Killing explorer leaves you at least temporarily without a desktop and start menu.

« Ifrequired, you can manually start explorer by pressing the Windows start button + 'R’ then typing
‘explorer.exe’ in the 'Open' text box.

« Please note that starting explorer.exe may restart viruses if they are registered as explorer autoruns. You
can check this with the 'Autoruns' tool.

Start CCE in aggressive mode
+  Locate CCE.exe on your local or removable drive
«  Press and hold the 'Shift' key and double-click on CCE.exe

If you are starting CCE from Comodo Internet Security (CIS), then you can open CCE in aggressive mode as
follows:

+  Navigate to the CIS installation folder (C:\Program Files\COMODO\COMODO Internet Security)
+  Press and hold the 'Shift' key and double-click on CCE.exe

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 7
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OR
«  Open CIS (double-click on the CIS tray icon)
«+  Click 'Tasks' > 'Advanced Tasks'
«  Press and hold the 'Shift' key and click on 'Clean Endpoint'
You will be asked to accept the end user license agreement (EULA) the first time you run the app:

cCOMODO

Cleaning Essentials

END USER LICENSE AGREEMENT
COMODO CLEANING ESSENTIALS

Version 2.0

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE AND CLASS ACTION
WAIVER

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE DOWHNLOADING,
INSTALLING, OR USING COMODO'S CLEANING ESSENTIALS ("PRODUCTS™). BY
DOWHNLOADING, INSTALLING, OR USING THE PRODUCTS, OR BY CLICKING ON
SACCEPT BELOW, ¥OU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT,
THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO BE BOUND BY ITS TERMS.
IF ¥OU DO NOT AGREE TO THE TEEMS HEREIN, DO NOT DOWMNLOAD OR USE THE
SOFTWARE, SUBSCRIBE TO OR USE THE SERVICES, OR CLICK ON “ACCEPT".

This end user license agreement is between you ("You™), as either an individual or as a
business entity, and Comodo Security Solutions, Inc_, which has its principal place of
business at 1255 Broad Street, Clifton, MJ 07013,

11.0.0.6744 Print | Accept

+  Read the agreement and click 'Accept'. If you do not want to use the application, click 'Exit’

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 8
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1.4.The Main Interface

Comodo Cleaning Essentials' streamlined interface provides fingertip access to all functional areas of the software.

Title Bar Controls

COMODO

Cleaning Essentials Optionz  Toolz + Help -

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious registry keys
hidden deep within vour system.

Smart Scan Full Scan Custom Scan

11.0.0.6744

Version Information Scan Configuration Area

The main interface of the application has the following areas:
+ Scan Configuration Area
- Title Bar Controls
«  Version Information

Scan Configuration Area

The scan configuration area lets you run in-depth malware scans on your system. You can run the following types of
scan:

«  Smart Scan - A targeted scan of the most important areas of your computer. Areas scanned include system
memory, auto-run entries, hidden services, registry keys, boot sectors, and other critical areas.

«  Full Scan - Scans every file and folder on your system.
«  Custom Scan - Create your own scan of specific files/folder or drives.

Title Bar Controls

The top-right of the application contains the following items:

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 9
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«  Options - Configure various settings in the application.

« Tools - Manage quarantined items, trusted vendors, and the virus database. Also contains shortcuts to
open KillSwitch and Autorun Analyzer.

«  Help - Launches the online help guide.

Version Information

At the bottom of the main interface, you can see the version information of the software

2.5can Your System

Comodo Cleaning Essentials allows you to perform various types of scan on your computer. These include a smart
scan of critical areas in your computer, a full system scan of every file and folder, or a custom scan of just the areas
you want to scan.

You can also scan an individual folder or a file by dragging and dropping it onto the CCE interface.
See the following sections for help with each scan type:

- Smart Scan

+  Full Scan

«  Custom Scan

2.1.Smart Scan

« Asmart scan is a targeted scan of critical areas of your computer which are highly prone to attack by
malware.

«  These include system memory, auto-run entries, hidden services, boot sectors, critical registry keys,
and important operating system files/folders.

«  These areas are responsible for the stability of your computer so keeping them clean is essential.

+  Your computer will be restarted during a smart scan so that CCE can search for hidden services and
drivers.

«  Hidden services/drivers are threats which are designed to evade regular antivirus scans. These include
rootkits and advanced persistent threats.

«  These attacks run silently in the background and can enable hackers to steal your identity and
confidential information like credit card details.

After a smart scan is complete, you can:
+  Clean the detected threats, or move them to quarantine.
+  Exclude an application you consider as safe from the threat list
+  Report the threat as a 'False Positive' to Comodo
Start a Smart scan
+  Open Comodo Cleaning Essentials

«  Click the 'Smart Scan' icon on the left:

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 10
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COMODO S e

Cleaning Essentials Optionz Tools = Help =

Start Scan

Start a scan to unearth and remave viruses, rootkits, hidden files and malicious registry keys
hidden deep within vour system.

Smart Scan Full Scan Custom Scan

11.0.0.6744

The application will check for virus database updates before starting the scan:

COMODO smlimenle

Cleaning Essentials Toolz = Help «

Updating virus signature database...

Keep virus signature database up to date so that COMODO Cleaning Essentials can detect
and remove the [atest viruses and rootkits.

Finalizing...

11.0.0. 6744

We advise you always let the application update itself so you are protected against the very latest threats. Click
'Skip' if you don't want to download the update at this time.

The scan will start. Scan progress and results are shown in real-time:

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 11
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cCOMODO —

Cleaning Essentials Tools = Help «

Scanning Autorun Entries

HEEY _LOCAL_MACHIMEYSystemiControl5et00 N ControlsafeBootWAlternateShell

(%) Object(s) Scanned: (O start Time: 1126/2017 7:21:13 AM

4 Threat{s) Found: I Curation: 00:00:03

11.0.06744 Pause

Click the "Threat(s) Found' link at any time to view more details about the malware discovered on your system.

Results

Full results are shown at the end of the scan.

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 12
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Comodo Cleaning Essentials-USe?éuj_ e coMoDo

- [ O X

Tools -+ HEE|FZI -

Operation =

=) Threats
L=) Win32.Jeefo. A@66574
|: ChUsershjulitAppDatatRoaming\MicrosoftyWin...

ChlUsersyjulbAppData\Roaming\ MicrosoftyWin..,

11.0.0.6744

«  The results show the names and location of all malware found

+  Click the text in the 'Operation >' column to take actions on the reported malware:

COMODO

Cleaning Essentials

Results

Mame

Toolz + Help +

Operation >

=] Threats
Lol Win32Jeefo. A@GE5T4

- ChUsers\jultAppData\RoamingiMicrosoftiWin...

11.0.06744

= ChlUsers\julihAppDatahReaming' Microsoft\Win...
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The following actions are available:

+  Clean - The file will be deleted or moved to quarantine. You can later delete the file from
quarantine if required. See Manage Quarantined Items for more details.

+ Ignore - CCE will take no action on the file. Note - the file will be caught by the next scan you run.

+  Report - Submit the file as a false-positive to Comodo. Do this if you think the file is safe, and CCE
was incorrect to flag it as malicious. The file will be analyzed by Comodo technicians.

+  Click on the 'Operations >' column header to apply one action to all files in the list.
+  Click 'Apply' to implement your actions.

«  You now need to restart your computer. This is so CCE can check whether the threats have been
completely removed, and to scan for hidden services and drivers:

Your computer will now be restarted in arder to verify that all the selected
threats are deaned, and continue scanning for hidden services.
Would you like to restart it now?

«  Save all your work first, then click 'Yes' to restart your computer. If you plan to apply the operations at a later
time, click 'No'. The clean operations will be implemented the next time you restart your computer.

COMODO

Cleaning Essentials Tools + Help =

Applying the Selected Operations

212

{00 0160 100 00 €160 0000101 010020100 €01 8010 01000 00 VLM 4
Finished.

11.0.0.6744

Atter the restart, CCE will scan for and clean any hidden processes. Results are shown as follows:
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Mame Operation > Result

[=] Threats
Lo Win32.Jesfo.A@66574
|: ChUsers\julbAppDataiRoaming'...
ChUsershjulibAppDataiRoaming'...

11.0.06744

2.2.Full Scan

« ltis essential to regularly run a full scan of your computer to detect the latest malware or viruses.

« Afull' scan covers all areas of your computer, including all hard drive partitions, the registry and system
memory.

+  Before the scan begins, the application will restart your system in order to identify any hidden services or
drivers. Save all your work before starting a full scan.

When the scan is complete, you can:
«  Clean detected threats, or move them to quarantine.
+  Create exclusions for items detected as a threat, but you consider to be safe.
+  Report potential false positives to Comodo
Start a Full scan
+  Open Comodo Cleaning Essentials

«  Click the 'Full Scan'icon in the middle of the interface.

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 15
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cCOMODO b

Cleaning Essentials Options Toolz + Help =

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious registry keys
hidden deep within your system.

Smart Scan Full Scan Custom Scan

11.0.0.6744

The application will ask your permission to restart the computer to perform rootkit scanning.

COMODO NNl

Cleaning Essentials Toolz + Help +

As the part of the scan process, your computer will be restarted automatically after
15 seconds in order to perform rootkit scanning. Do you want to restart now?

11.0.06744 Restart

« Arootkit is a type of malware that is designed to avoid traditional antivirus scanners.

+  Once installed, they camouflage themselves as (for example) standard operating system files, security tools
and APIs.

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 16
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+  Rootkits are usually not detectable by normal virus scanners because of this camouflage. However, CCE
features a dedicated scanner that is capable of identifying rootkits, hidden files and malicious registry keys.

The restart dialog window will start a count down from 30 and if you do not choose either 'Restart' or 'Exit' button, the
system will automatically restart when the count down reaches 0.

+  Click 'Restart' to restart the system to perform the rootkit scanning
« Ifyou click 'Exit', the full scan function will not be performed

Note: The full scan will be performed only if you select 'Yes' to restart the system to perform rootkit scanning.

Atfter the system restart, the application will check for updates before starting the scan:

COMODO

Cleaning Essentials Toolz = Help +

| e x

Updating virus signature database...

Keep virus signature database up to date so that COMODO Cleaning Essentials can detect
and remove the latest viruses and rootkits.

Finalizing...

11.0.0.6744

We advise you always let the application update itself so you are protected against the very latest threats. Click
'Skip' if you don't want to download the update at this time.

The scan will start. Scan progress and results are shown in real-time:
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Scanning Files

CARRecycle Bints-1-5-21-3990093461-1860716197-1760822160-500
WRMNAXHFIWFPR Zip|FFR/commaon/unhook.h

(%) Objectis) Scanned: 563096 () start Time:

¢~ Threat(s) Found: 302 I Duration:

11.0.06744 Pause

COMODO

Creating Trust Online®

| i x

Toolz + Help +

3/6/2019 4:01:43 PM

00:30:23

Click the 'Threat(s) Found' link at any time to view more details about the malware discovered on your system.
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cCOMODO =

Cleaning Essentials Toolz =+ Help «

Scanning...(50%)

Mame

=) Threats
L3 C:\SRecycle.Bin\5-1-3-21-3990003461-1860716197-1760822...
H=l ApplicUnwnt.Win32.Leaktest. CopyCat@ 187034
L ¢ A\ SRecycle.Bin\5-1-5-21-3990093461-1860716197-...
H=) ApplicUnwnt@#1 mhxdflomenp
C:\SRecycle.Bin\5-1-5-21-3990093461-1860716197-..,
H=1 ApplicUnwnt@#1mc1h28baizbd
I: C:A\SRecycle.Bin\5-1-5-21-3990093461-1860716197-...
C:h\SRecycle.Binh5-1-5-21-3990093461-1860716197-..,
-=| ApplicUnwnt@#3bk20t53p8215
C:\SRecycle.Bin\5-1-5-21-3990093461-1860716197-...
H=) ApplicUnwnt@#17o0zjz1489i8z
C:h\SRecycle.Binh5-1-5-21-3990093461-1860716197-..,
H=1 fnnlicl Insentf@uedGuee-thaf Tah

11.0.0.6744

Results

Full results are shown at the end of the scan.
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Results

Mame Operation »
L Ch\SRecycle.Bin'5-1-5-21-3990093461-1860...
H=1 ApplicUnwnt@#1mkdflomen2p
L C\SRecycle.Bin\5-1-5-21-3990093461-1860716...

H=) C\SRecycle.Bin\5-1-5-21-3990093461-1860716197- ...

L=) Applicnwnt@# mixdflomendp
C\SRecycle.Bin'5-1-5-21-3990093461-1360...
H=) C\SRecycle.Bin\5-1-5-21-3990093461-1860716197-...

H=) ApplicUnwnt@#1mclh28baizbsd
C\SRecycle.Bin'5-1-5-21-3990093461-1860...
C\SRecycle.Bin'5-1-5-21-39090003461-1360...

H=l ApplicUnwnt@#3bk20t53p8215
Ch\SRecycle Bin\5-1-5-21-3990093461-1860..,

H=l ApplicUnwnt@#170zjz1489i8z

CASRervrle Rint5-1-5-21-39000593401 - 18A(0...

11.0.0.6744

«  The results show the names and location of all malware found
+  Click the text in the 'Operation >' column to take actions on the reported malware:

COMODO =l

Cleaning Essentials Tools + Help +

Results

Marne Operation >

L C:\SRecycle.Bin\5-1-5-21-3990093461-1860...
H=) ApplicUnwnt@21mkdflomenp
L ChSRecycle.Bin\5-1-5-21-3990093461-1360716...
-=| C:\SRecycle.Bin\5-1-3-21-3990093461-1860716197-...
L= ApplicUnwnt@# 1 mixdflormendp
ChSRecycle.Bin5-1-5-21-3990093461-1860..,
~=| C:\SRecycle.Bin\5-1-3-21-3990093461-1860716197-...
H=1 ApplicUnwnt@#1mc1h28baizbd
|: C:\SRecycle.Bin\5-1-5-21-3990093461-1860...
ChSRecycle.Bin5-1-5-21-3990093461-1860..,

H=l ApplicUnwnt@#3bk20t53p8215
ChSRecycle.Bin\5-1-53-21-3990093461-1860...
H=) ApplicUnwnt@#170zjz1489i%z
CASRervele Rinh§-1-5-21-3900053461 - 18A/0...

11.0.0.6744

The following actions are available:

«  Clean - The file will be deleted or moved to quarantine. You can later delete the file from quarantine if
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required. See Manage Quarantined Items for more details.

+ Ignore - CCE will take no action on the file. Note - the file will be caught by the next scan you run.

+  Report - Submit the file as a false-positive to Comodo. Do this if you think the file is safe, and CCE
was incorrect to flag it as malicious. The file will be analyzed by Comodo technicians.

+  Click on the 'Operations >' column header to apply one action to all files in the list.
+  Click 'Apply" to implement your actions.

«  You now need to restart your computer. This is so CCE can check whether the threats have been
completely removed, and to scan for hidden services and drivers:

P )

Your computer will now be restarted in order to verify that all the selected
threats are deaned, and continue scanning for hidden services.
Would you like to restart it now?

+  Save all your work first, then click 'Yes' to restart your computer. If you plan to apply the operations at a later
time, click 'No'. The clean operations will be implemented the next time you restart your computer.

cCOMODO =

Cleaning Essentials Toaols = Help

| o

Applying the Selected Operations

133133

10 € 6000 0 01 600020100 €160 0020040 0108000010060 18 1 1M
Finished.

11.0.0.6744

Atfter the restart, CCE will scan for and clean any hidden processes. Results are shown as follows:
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Cleaning Essentials Toolz =+ Help +

Marne Operation =

=) Threats

H=) ApplicUnwnt@23rw3Tjwouupdp
ChSRecycle.Bin\5-1-3-21-39900..,
C:\SRecycle Bin\5-1-5-21-39900...

H=I ApplicUnwnt@22tnlf2subSygh
ChSRecycle.Bin\5-1-5-21-39900...
ChSRecycle.Bin\5-1-3-21-39300..,

H=l Application.Win32.45hared. G@3043...

L cASRecycleBin\S-1-5-21-39900...

H=) ApplicUnwnt@21hzrzqjbcgonl
ChSRecycle.Bin\5-1-3-21-39900..,
C:\SRecycle Bin\5-1-5-21-39900...
C:\SRecycle Bim\5-1-5-21-39900...
ChSRecycle.Bin\5-1-5-21-39900...

11.0.0.6744

2.3.Custom Scan

«  The custom scan feature allows you to check for malware in specific files/folders/drives.

+ You will need to restart your computer if you choose to scan memory, critical areas, or hidden registry
services/files/folders.

When the scan is complete, you can:
+  Clean the detected threats, or move them to quarantine
+  Exclude an application you consider as safe from the threat list
+  Report false positives to Comodo.
See the following areas for more help:
+  Start a Custom Scan on selected folder(s)/file(s) with configuration of scan options
+ Instantly scan a file or folder

Start a Custom Scan

+  Open Comodo Cleaning Essentials

+  Click the 'Custom Scan' icon on the right:

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 22



COMODO

Creating Trust Online®

COMODO S e

Cleaning Essentials Optionz Tools = Help =

Start Scan

Start a scan to unearth and remave viruses, rootkits, hidden files and malicious registry keys
hidden deep within vour system.

Smart Scan Full Scan Custom Scan

11.0.0.6744

You can now configure which locations you want to scan:

COMODO

Cleaning Essentials Options Tools + Help =

@ Custom Scan Options

] Memaory

[ Don't scan for viruses

=] D My Computer
[C] Critical areas and boot sector i Local Disk(C:\)

[[] Hidden registry objects and senvices

[[] Hidden files and folders

Add File... H Add Folder... H

11.0.0.6744

Select your scan preferences on the left. Choose which files, folders or drives you want to scan on the right.
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+ Memory - CCE scans system memory at the start of the scan.

+  Critical areas and boot sector - CCE scans the 'Program Files' and 'Windows' folders, all user
folders, important registry keys, and the system startup area of your hard drive.

+ Hidden registry objects and services - CCE will identify and scan obfuscated files and services.
+ Hidden files and folders - CCE scans any invisible items on drives in the 'Scan Target' area.

«  Don't scan for viruses - CCE will NOT scan any target in the box on the right (it will be grayed out). If
this option is selected, you must choose at least option on the left.

| o

cCOMODO =

Cleaning Essentials Options Tools + Help =

@ Custom Scan Options

] Memaory

[ Don't scan for viruses

=] D My Computer

[C] Critical areas and boot sector i Local Disk(C:\)

[[] Hidden registry objects and senvices

[[] Hidden files and folders

Add File... H Add Folder... H Remove

11.0.0.6744

+  Use the 'Add File..."and 'Add Folder..." buttons to browse for specific items.
«  Click 'Scan' to run your scan
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cCOMODO =

Cleaning Essentials Toolz =+ Help +

Scanning Files

CARRecycle Bints-1-5-21-3990093461-1860716197-1760822160-500
WRMNAXHFIWFPR Zip|FFR/commaon/unhook.h

(%) Objectis) Scanned: 563096 (O startTime:  3/6/2019 4:01:43 PM

4¢- Threat(s) Found: 302 I Duration: 00:30:23

11.0.06744 Pause

Click the 'Threat(s) Found' link at any time to view more details about the malware discovered on your system.

COMODO =

Cleaning Essentials Toolz + Help «

| o

Scanning...(50%)

Mame Rizk

=) Threats
L3 C:\SRecycle.Bin\5-1-3-21-3990003461-1860716197-1760822...
H=l ApplicUnwnt.Win32.Leaktest. CopyCat@ 187034
C:A\SRecycle.Bin\5-1-5-21-3990093461-1860716197-...
H=) ApplicUnwnt@#1 mhxdflomenp
C:\SRecycle.Bin\5-1-5-21-3990093461-1860716197-..,
H=1 ApplicUnwnt@#1mc1h28baizbd
C:A\SRecycle.Bin\5-1-5-21-3990093461-1860716197-...
C:h\SRecycle.Binh5-1-5-21-3990093461-1860716197-..,
-=| ApplicUnwnt@#3bk20t53p8215
C:\SRecycle.Bin\5-1-5-21-3990093461-1860716197-...
H=) ApplicUnwnt@#17o0zjz1489i8z
C:h\SRecycle.Binh5-1-5-21-3990093461-1860716197-..,
H=1 fnnlicl Insentf@uedGuee-thaf Tah

11.0.0.6744
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Results

Full results are shown at the end of the scan.

COMODO e |

Cleaning Essentials Toolz + Help +
Results
MName Risk Operation >

L Ch\SRecycle Bin\5-1-5-21-3990093461-1860...
H=l ApplicUnwnt@21mkdflomenp
L C\SRecycle.Bin\5-1-5-21-3990093461-1860716...
-=| C:\SRecycle.Bin\5-1-3-21-3990093461-1860716197-...
L= ApplicUnwnt@# 1 mixdflormendp
ChSRecycle.Bint5-1-5-21-3990093461-1860..,
~=| C:\SRecycle.Bin\5-1-5-21-3990093461-1860716197-...
H=1 ApplicUnwnt@#1mc1h28baizbd
C\SRecycle.Bin\5-1-5-21-3990093461-1860...
ChSRecycle.Bint5-1-5-21-3990093461-1860..,
H=l ApplicUnwnt@#3bk20t53p8215
C\SRecycle Bin\5-1-5-21-3990093461-1860...
H=) ApplicUnwnt@#170zjz1489i%z
CASRecvrle Rinh§-1-5-21-3900053461 - 18A/0...

11.0.0.6744

«  The results show the names and location of all malware found
+  Click the text in the 'Operation >' column to take actions on the reported malware:
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Cleaning Essentials Toolz = Help +

Results

Mame Risk Operation »
L Ch\SRecycle Bin\5-1-5-21-3990093461-1860..,
H=l ApplicUnwnt@21mkdflomenp
L C\SRecycle.Bin\S5-1-5-21-39900093461-1860716...

H=) C\SRecycle.Bin\5-1-5-21-3990093461-1860716197-...
L= ApplicUnwnt @21 mixdflomendp
C:\SRecycle Bin\5-1-5-21-3990093461-1860...
-=) C:\SRecycle.Bin\5-1-3-21-3990093461-1860716197-...
H=l ApplicUnwnt@%1mclh28baizb4d
Ch\SRecycle Bin\5-1-5-21-3990093461-1860..,
C:\SRecycle Bin\5-1-5-21-3990093461-1860...
H=) ApplicUnwnt@%3bk20t53p3215
L C:\SRecycle Bin\5-1-5-21-3990093461-1860...
H=l ApplicUnwnt@#170zjz1489i%z
ChASRecvrle Rinh5-1-5-71-3990093401 - 18A(0...

11.0.0.6744

The following actions are available:
«  Clean - The file will be deleted or moved to quarantine. You can later delete the file from
quarantine if required. See Manage Quarantined Items for more details.

+ Ignore - CCE will take no action on the file. Note - the file will still be caught by the next scan you
run.

+  Report - Submit the file as a false-positive to Comodo. Do this if you think the file is safe, and CCE
was incorrect to flag it as malicious. The file will be analyzed by Comodo technicians.

Click on the 'Operations >' column header to apply one action to all files in the list.
«  Click 'Apply' to implement your actions.

+ You now need to restart your computer. This is so CCE can check whether the threats have been
completely removed, and to scan for hidden services and drivers:

P "

Your computer will now be restarted in order to verify that all the threats
are removed.
Would you like to restart it now?

«  Save all your work first then click 'Yes' to restart your computer. If you plan to restart later, click 'No'. The scan will run
the next time you restart your computer.
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cCOMODO — -1

Cleaning Essentials Toolz + Help «

Applying the Selected Operations

1010

1060 60/ 10 00 001 0
Finished.

11.0.0.6744

Atfter the restart, CCE will scan for and clean any hidden processes. Results are shown as follows:

COMODO i

Cleaning Essentials Toolz = Help +

Mame Operation = Risk Result

=) Threats

H=l ApplicUnwnt@23rw3Tjwouupdp
C:\SRecycle Bim\5-1-5-21-39900...
C\SRecycle.Bin\5-1-5-21-39900...

H=) ApplicUnwint@22tnlf2subSygh
C:\SRecycle Bin\5-1-5-21-39900...
C:\SRecycle Bim\5-1-5-21-39900...

H=] Application.Win32.45hared. G@3043...
ChSRecycle.Bin\5-1-3-21-39300..,

H=l ApplicUnwnt@21hzrzqjbcgonl
C:\SRecycle Bim\5-1-5-21-39900...
ChSRecycle.Bin\5-1-5-21-39900...
ChSRecycle.Bin\5-1-3-21-39900..,
C:\SRecycle Bin\5-1-5-21-39900...

11.0.0.6744
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Instant Scans
« You can scan a folder or file any file or folder by dragging it on to the CCE interface:

] = | Suspicious file = O *
“ Home Share View [ 7]
= v Ao » This PC » Local Disk (C:) » Suspicious file w Search Suspicious file o

. Name i Date modified Type Size

3 Quick access

3 BITStester 11/13/2018 12:05 ... Compressed [zipp... 435 KB
[ Desktop o+ E

; COPNG 11/13/2018 1405 ...  Compressed (zipp... 1 KB
¥ Downloads J DNStest 11/13/201812:05.. Compressed (zipp... 4KB
=/ Documents [ eicar 3/7/2019 02 PM  MS-DOS Applicati.. 0 KB
=| Pictures + i FireHole 11/13/2018 1205...  Compressed (zipp... 1KB

config f’ keylogtest 11/13/2018 1205 ... Compressed (fipp... TEB
i Local Disk (C1) 5 Prock 11/13/2018 1205 ...  Compressed (zipp... 51 KB
Share g sss 11/13/2018 1205... Compressed (zipp... 12 kB
Shield Agent CDMDDD -3 ®
& OneDrive Cleaning Essentials Options Toolz » Help w
Bitems Start Scan

Start a scan to unearth and remove viruses, rootkits, g5 and malicious registry keys
hidden deep within vour system

Smart Scan Full Scan Custom Scan

11.0.0.6744

The folder/file will be scanned immediately.
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O o

COMODO =

Cleaning Essentials Toolz = Help +

Scan Finished

(%) Object(s) Scanned: (O start Time: 11262017 3:33:11 AM

4 Threat(s) Found: 1 Duratian: 00:00:09

11.0.06744 Finish

Results are shown at the end of the scan. See Results if you want help with the actions you can take on this screen.

2.4.Comparison of Scan Types

Scanners
The following table shows the types of scanners in Comodo Cleaning Essentials:

Scanner Description

Basic Local, signature based antivirus scanner.

FLS File Lookup System. The FLS attempts to establish the trust rating of a file by running three
sequential scans. First, a file is checked against the local Trusted Vendors List (TVL). If the file is
not present on the TVL then it passes onto Cloud Vendor Verification (CVV). If the CVV test
yields no results then it passes onto Comodo’s cloud based AV scanner.

CAMAS COMODO Automated Malware Analysis System (CAMAS). CCE uploads files that have an
unknown trust rating to CAMA for further inspection. This needs to be enabled in options.

Memory Scans running processes and modules.
Hidden file Scan for invisible files and directories.
Hidden key Scan for invisible keys and values.

Hidden service  |Scan for invisible services and drivers (requires restart).

Critical areas Scan important registry keys, user data folders, and system files/folders
MBR Scan boot sector (available if enabled in options).
Scan Types

The following table shows the sequence of scanners used during different scan types.
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For example, ‘Basic > FLS’ means that the item is first checked using the Basic (local) AV scanner. If the item is not
identified as malware then it passes onto the next scan type - ‘FLS’.

Scan Options

Smart Scan

Full Scan

Custom Scan

(Scanners are the same as Full

Memory

Basic > FLS

Scope: all running modules

Basic > FLS > CAMAS >
Memory

Scope: all running
modules

Scan)

Optional. Scope: all running modules

Critical areas and
boot sector

Critical areas > MBR

Scope: entire areas

Critical areas > MBR

Scope: entire areas

Optional. Scope: entire areas

Hidden registry
objects and
services

Hidden keys > Hidden
services

Scope: autorun registry
entries

Hidden key > Hidden
service

Scope: entire registry

Optional. Scope: entire registry

Hidden files and
folders

Hidden files/folders

Scope: autorun files

Hidden files/folders

Scope: files in all drives

Optional. Scope: files in all drives

Virus

Basic > FLS

Scope: autorun files

Basic > FLS

Scope: files in all drives

Optional. Scope: Customizable

3.Configure Comodo Cleaning Essentials

+  Click 'Options' in the title bar to configure CCE to your preferences:
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COMODO

Cleaning Essentials Options Toals + Help w
S
Start Scan

Start a scan to unearth and remove yicsee®, rootkits, hidden files and malicious registry keys
hidden deep within vour sysia

[ Scan for suspicious MBR modifications
[[] Report all MBR modifications

[[] Release any kernel hooks before the scan

[ Scan archive files (e.g. =.zip, =.rar)

Heuristics Scanning Level

Do not scan files larger than

"

~CAMAS

[ Scan unknown processes in memary with CAMAS

CAMAS timeout 300 Second(s)
~Settings N

[[] Create a Windows restore point before performing the scan

Log Level Threats -

When 3G network is connected Ask me before updating viruz |+
Language Default - English (United Stat |+

0.4 ] [ Cancel
MBR Options

Scan for suspicious MBR modifications - CCE automatically scans the master boot record (MBR) for
malware, unknown files and suspicious changes. The MBR is a favorite target of advanced persistent
threats.

Report all MBR modifications - CCE records MBR modifications in a log file.

Virus Scanner Settings

Release any kernel hooks before the scan - Advanced users only. Releasing the kernel hooks will
deactivate any other security products installed on your system. This may cause system instability and lead
to potential data loss. Select this option only if you are an advanced user and have knowledge on the risks
of the process.

Scan archive files (e.g. *zip, *rar) - Comodo Cleaning Essentials scans all types of archive files. These
include RAR, WIinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives. (Default = Enabled)

Heuristics Scanning/Level - CCE employs various heuristic techniques to identify previously unknown
viruses and Trojan horses. Heuristics means analyzing a file to see whether it contains code typical of a
virus. If it is found to do so then the application recommends it for quarantine. Heuristics detectis virus-like
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attributes rather than looking for a malware signature that matches a signature on our blacklist.

The drop-down menu lets you select from four levels of heuristic sensitivity. The sensitivity determines how likely the
scanner is to decide a file is malware based on its code.

- Off - Disable heuristic scanning.

Low - A high level of protection with a low rate of false positives. Comodo recommends this setting
for most users.

«  Medium - Better at detecting previously unknown malware than the 'Low' setting, but has a higher
chance of producing false positives.

- High - Highest sensitivity to detecting unknown threats, but with a raised level of possible false
positives.

« Do not scan files larger than - Set the maximum size of files that CCE should scan. CCE will skip files
larger than the size specified here. (Default = 40 MB)

CAMAS Settings

+  CAMAS (Comodo Automated Malware Analysis System) is our cloud-based file analysis system. Unknown
files submitted to CAMAS undergo thorough inspections by our cloud virus and behavior monitoring
systems.

- Files which behave maliciously are added to the global blacklist. This list is passed to all CCE users via our
regular database updates, protecting everyone against the newest threats.

You can set the following options regarding CAMAS:

+  Scan unknown processes in memory with CAMAS - Unknown processes running in memory will be
automatically submitted to CAMAS for testing. (Default=Enabled)

«  CAMAS timeout - Set the maximum length of time (in seconds) that CCE should spend submitting files to
CAMAS. If the timeout is exceeded then CCE will stop attempting to contact CAMAS, and it is possible that
no results will be returned. (Default=300 seconds)

Miscellaneous Settings

+  Create a Windows restore point before performing the scan - CCE will create a Windows restore point
just before starting a scan. You can revert your system to this previous state if any problems occur after the
scan.

+ Log level - Select CCE event log options. There are two types of logs - KillSwitch logs and CCE (scan)
logs. The following options apply to both:
 Disable - CCE does not create any log files.
«  Threats - CCE creates a log entry when it detects a malicious file. Default.

«  All - CCE creates log entries for all scanned files and all events. The log includes system
information, cleanup results, file path and file verdict, actions taken on the file, and whether the
action has been implemented.

Logs are saved in the CCE folder at Data\CCE\Logs:
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|
|

| b = | Logs = O X
Home Share View v @
“— w « Downloads » CCE » Data » CCE » Logs w Search Logs 2
it Mame Date modified Type Size
# Quick access -
|E] CCE_20190207_173109 3772019 5:31 PM Text Document 1KEB
[ Deskiop A
4 Downloads
E Documents o
[&= Pictures »*
ofi
config L
1item o=l

To view the logs:

+  Click Tools' > 'Browse Logs'

« When 3G network is connected - Specify how updates should be handled if CCE detects you are on a 3G
connection. 3G networks are slower than regular connections and may incur additional bandwidth charges.

«  Ask me before updating the virus database - CCE requests your permission before downloading
updates over 3G.

«  Always update virus database - CCE automatically downloads updates even if you are on a 3G
connection

«  Skip updating virus database - CCE never downloads updates if you are on a 3G connection

«  Select Language - CCE is available in several languages with the default being English (US). Use the
drop-down menu to change language if required.

+  Click 'OK' for your changes to take effect .

4. The Tools Menu

Click "Tools' on the top-right menu to open this interface.

The "Tools' menu lets you:

- Manage Quarantined Items

- Manage the Trusted Vendor list
« Import Antivirus Database

+ Browse Logs

+  Check for Updates

+  Open the KillSwitch Utility

«  Open the Autorun Analyser
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COMODO

Cleaning Essentials Optionz Tools + Help +

Cuarantined ltems...

Start Scan Manage Trusted Vendors...
Start a scan to unearth and remove viruses, rootkits, hidden files and malicious red i
hidden deep within your system. Import Virus Database

Browse Logs...

Check for Updates...

Open KillSwitch

Open Autorun Analyzer

Smart Scan Full Scan Custom Scan

11.0.0.6744

4.1.Manage Quarantined ltems

Click "Tools' > 'Quarantined ltems' to open this area.

«  CCE places suspicious and harmful files in the quarantine area, where you can review them and take
further actions.

«  Quarantined files cannot be run or executed. This isolation prevents infected files from affecting the rest of
your PC.

You can take the following actions on quarantined items:
+ Delete / Delete All - Remove the selected files from your system.

»  Restore - Return the file to its original location. If the file is actually malware then it will be detected by
future antivirus scans.
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Cleaning Essentials Options Tools = Help +

Cluarantined ltems.

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and
hidden deep within yvour system.

Manage Trusted Vendors...
Import Yirus Database

Browse Logs...

Check for Updates...

Open Killswitch
Open Autorun Analyzer

Cuarantined ltems

[tem Location Date/Time L

ApplicUnwnt@#20vcd7s5k...

CM\SRecycle.Bin\5-1-5-21-3...

06 Mar 19 18:22

ApplicUnwnt@#1 ph7bdbh...
ApplicUnwnt@# 1 mbadflom...
Application.Win32 LeakTest...
ApplicUnwnt@#3bk20t53p...
ApplicUnwnt@#1 jyvesdnd...
ApplicUnwnt@E3c36rkyieiy...
ApplicUnwnt.Win32 Leakte..,
ApplicUnwnt@#20vcd7s5k...
VirTool Win32.50TPatch.~A...
ApplicUnwnt@22f%ofbuv...
ApplicUnwnt@#35ueSmwe...
ApplicUnwnt@#1hzrzgjbcg...

CM\SRecycle.Bin\5-1-5-21-3...
Ch\SRecycle.Bin\5-1-5-21-3...
Ch\SRecycle.Bin\5-1-5-21-3...
Ch\SRecycle.Bin\5-1-5-21-3...
CA\SRecycle.Bin\5-1-5-21-3...
Ch\SRecycle.Bin\5-1-5-21-3...
Ch\SRecycle.Bin\5-1-5-21-3...
Ch\SRecycle.Bin\5-1-5-21-3...
CA\SRecycle.Bin\5-1-5-21-3...
Ch\SRecycle.Bin\5-1-5-21-3...
Ch\SRecycle.Bin\5-1-5-21-3...
Ch\SRecycle.Bin\5-1-5-21-3...

06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22
06 Mar 19 18:22

4.2.Manage Trusted Vendors

There are two way that an application can be treated as safe in Comodo Cleaning Essentials.
« Itis whitelisted. This means it is on Comodo's list of software which we have tested and know to be safe.
+ ltis signed by one of the vendors in the Trusted Software Vendor' list.

From this point:
+ IF the vendor is on the 'Trusted Software Vendor' list, the application will be trusted and allowed to run.

Software publishers may be interested to know that they can have their signatures added, free of charge, to the
'master' Trusted Software Vendor list that ships to all users with CCE. Details about this can be found at the foot of
this page.

To access the 'Trusted Software Vendors' interface, click "Tools' > 'Manage Trusted Vendors'.
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cCOMODO

Cleaning Essentials Options  Tools + Help +

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious regisi
hidden deep within your system.

Browse Logs...

Check for Updates...

Open KillSwitch
Open Autorun Analyzer

=5 HCR~>

Vendors (Signer Mame in the Code Signing Certificate) Defined By .1
alcatel-lucent.com COMODO

Thomas Wallstein COMODO
Macigj Kaczyriski COMODO

Curse, Inc. COmMQODO

TigerText Inc ComMoDo

Pinterest Inc ComMoDo

AVAST Software s.ro, cComMona

Tebit Software cComMona

Vision Data Technologies, Inc comMona

SUPERANtiSpyware.com ComMoDa

AtHoc, Inc. COMODO

FHFAFE (B8 REREERLE COMODO

PANDANET Inc. COMODO

Pluck Corp. COMODO

TECMO KOH GAMES CO., LTD. COMODO

CollabMet, Inc. COMODO

Lumenera Corporation COMODO

Synipp GmbH COMODO ~

Column Descriptions
«  Vendors - The company that published the software, and digitally signed their software.

«  Defined By - Indicates whether the vendor was added to "Trusted Software Vendor' list by Comodo
(the vendor is globally whitelisted), or by the user

+  Click here to read background information on digitally signing software

+  Click here to learn how to Add / Define a user-trusted vendor

- Software Vendors - click here to find out about getting your software added to the list
Background
Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to
verify:

i. Content Source: The software they are downloading and are about to install really comes from the
publisher that signed it.

i. Content Integrity: The software they are downloading and are about to install has not be modified or
corrupted since it was signed.
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However, companies can't just 'sign' their own software and expect it to be trusted. This is why each code signing
certificate is counter-signed by an organization called a 'Trusted Certificate Authority'. '‘Comodo CA Limited" and
'Symantec' are two examples of Trusted CA's and are authorized to counter-sign 3rd party software. This counter-
signature is critical to the trust process and a Trusted CA only counter-signs a vendor's certificate after it has
conducted detailed checks that the vendor is a legitimate company.

If a file is signed by a Trusted Software Vendor and the user has enabled ‘Trust Applications that are digitally signed
by Trusted Software Vendors' then it will be automatically trusted by CCE (if you would like to read more about code
signing certificates, see http://www.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in
question. For example, the main program executable for CCE is called 'cce.exe' and has been digitally signed.

- Browse to the (default) installation directory of Comodo Cleaning Essentials

«  Right click on the file cce.exe

+  Select 'Properties' from the menu

+  Click the tab 'Digital Signatures' (if there is no such tab then the software has not been signed).
This displays the name of the CA that signed the software as shown below:

& CCE Properties >
Security Details Previous Versions
General Compatibility Digital Signatures
Signature list

Mame of signer: Digest algorthm Timestamp

Comodo Security ... shal Monday, December 1...
Comodo Security ... shaZbe Monday, December 1...

Details

Conca | [RGB

«  Click the 'Details' button to view digital signature information

«  Click 'View Certificate' to inspect the actual code signing certificate. (see below)
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Digital Signature Details Certificate
General | Advanced General | Details | Certification Path
=k Digital Signature Information
gf This digital signature is OK. | = a Certificate Information

This certificate is intended for the following purpose(s):

Signer information ”
» Ensures software came from software publisher

Mame: "omodo Security Solutions, Inc. » Protects software from alteration after publication
E-mail: INot avaiable /
Signing time: | Thursday, January 12, 2017 11:56:01PM L~

g *Refer to the certification authority's statement for details.

e — /’
View Certificate
‘9 Issued to:  Comodo Security Solutions, Inc.

Countersignatures
Issued by: COMODO Code Signing CA 2
Mame of signer: E-mail address: Timestamp
COMODO SHA-1... Mot available Thursday, January 1... Valid from 1/ 5/ 2017 to 1/ 6/ 2018

Details

Install Certiﬁate...] I Issuer Statement
Learn more about certificates

It should be noted that the example above is a special case in that Comodo, as creator of 'cce.exe’, is both the
signer of the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the vast
majority of cases, the signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are different. See
this example for more details.

Add and Define a User-Trusted Vendor

A software vendor can be added to the local 'Trusted Software Vendors' list by reading the vendor's signature from
an executable file on your local drive.

.

= [[-E- ]S

. Add =

Read from a signed executable...

«  Click the 'Add' button on the right and select 'Read from a signed executable...". Browse to the location of
the executable your local drive. In the example below, we are adding the executable 'Viber.exe'

«  After clicking 'Open', CCE checks that the .exe file is signed by the vendor and counter-signed by a Trusted
CA. If so, the vendor (software signer) is added to the Trusted Vendor list (TVL):

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 40



COMODO

Creating Trust Online®

Digital Signature Details
General | Advanced
—_, Digital Signature Information
g This digital signature is OK. EI
Signer information Vendors (Signer Name in the Code Signing Certificate) Defined By -
Name: [iber Media S.ar., VIALINK COMODO -
Eas Mot available \ ViaNova Systems AS COMODO
. ViaSat, Inc. COMODO
Signing time: Monday, 1 16, 2017 8784;12 AM - - :
I = viasys Intelligent Video GmbH COMODO
View Certiﬁa Viatech Technologies Inc. COMODO
Viber Media Inc. COMODO
— - \ ViberbtediaSmrd—_ COMODO
ouniersenatres M&lViber MediaSarl. ) COMODO
Name of signer: E-mail address: Timestamp Vibrant TechT mﬁm COMODO
Symantec Time ... Not available Monday, January 16... Vibraslim Inc. COMODO
Vibration Research Corporation COMODO
Vicentas COMODO
- ViCen GmbH COMODO
P Vicon Industries Inc. COMODO |
Victor Company of Japan,Limited COMODO I
Victor Ewert COMODO
II Victor G. Kopp, CD Reller CEQ COMODO ¥

In the example above, CCE was able to verify and trust the vendor signature on Viber.exe because it had been
counter-signed by the trusted CA 'Symantec'. The software signer 'Viber Media S.a r.l." is now a Trusted Software
Vendor and is added to the list. All future software that is signed by the vendor 'Viber Media Inc." is automatically
added to the Comodo Trusted Vendor list.

The Trusted Vendor Program for Software Developers

Software vendors can have their software added to the default Trusted Vendor list that is shipped with CCE. This
service is free of cost and is also open to vendors that have used code signing certificates from any Certificate
Authority. Upon adding the software to the Trusted Vendor list, CCE automatically trusts the software and does not
generate any warnings or alerts on installation or use of the software.

The vendors have to apply for inclusion in the Trusted Vendors list through the sign-up form at
http:/linternetsecurity.comodo.com/trustedvendor/signup.php and make sure that the software can be
downloaded by our technicians. Our technicians check whether:

«  The software is signed with a valid code signing certificate from a trusted CA
«  The software does not contain any threats that harm a user's PC
before adding it to the default Trusted Vendor list of the next release of CCE

More details are available at http://internetsecurity.comodo.com/trustedvendor/overview.php.

4.3.Import Antivirus Database

+  CCE will periodically check Comodo servers to see whether a virus database update is available for
download.

+  Alternatively, you can import the updates from local storage, or from any other computer in your network
that uses the same database.

«  This can accelerate updates across large networks of endpoints and reduce bandwidth costs.
Example Scenarios:

+ Ifyou also have Comodo Internet Security (CIS) installed, and it is configured to regularly receive database
updates, then you can configure CCE to collect it's updates from your CIS folder. To do this, you just need
to point CCE to the CIS folder that contains the (updated) bases.cav file. See instructions below.
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Similarly, if you are connected to a local network, you can import the updated database from any network
folder that contains the latest bases.cav. For example, from another computer that has CCE or CIS
installed.

Import a virus database

+  Click Tools' > 'Import Virus Database'

X

COMODO — |

r:|EEI’I!I’II_:_I Essentials I:]Fjﬁljn:z: Tools - HEelp -

Cuarantined ltems...

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious
hidden deep within vour system.

Manage cted Yendors...

Import Yirus Database

Browse Logs...

Check for Updates...

Open KillSwitch

Open Autorun Analyzer
i

Smart Scan Custom Scan

Comodo Cleaning Essentials >

You can download offline database from the following location:

htkps: v, comodo, comfhome/inkernet-securicy fupdates vwdpfdatabase. php

Browse... Close

11.0.0.6744

The dialog containing the last updated database will be displayed.

+ Ifrequired, click the link to download the latest database from the Comodo web site. Save the file to a local
or network location.

«  Click 'Browse' to select and open a local/network copy of the database.

Tip: If you are importing the database from your CIS installation, the bases.cav will be available in the folder
<installation drive>:\Program Files\COMODO\COMODO Internet Security\scanners.

The database file will be immediately imported to CCE.

4.4.Check for Software Updates

CCE will periodically check for application updates. If an updated version is available you will be prompted to
download the new version.
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COMODO

Cleaning Essentials Cptions  Toolz + Help w

Cuarantined ltems...

Start Scan

Start a scan to unearth and remaove viruses, rootkits, hidden files and malicious
hidden deep within vour system.

Manage Trusted Vendors...

mport Virus Database

Bybwse Logs...

Fheck for Updates...

Open KillSwitch
Open Autorun Analyzer

Smart Scan COMOD O cleaning Essentials
Check for Updates

Checking for updates, please wait...

11.0.06744

The updater checks for updates using Internet Explorer's
connection settings.

To manually check for the software updates
+  Click Tools' > 'Check for Updates'

The application will connect to Comodo servers and check for updates:
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COMODO Cleaning Essentials

Check for Updates

This version is up-to-date.

The updater checks for updates using Internet Explorer's
connection settings.

«  Clicking 'Download' will launch your default browser to download the latest version.
« Ifno updates are available, you will receive a message that your software is up-to-date..

5. Introduction to KillSwitch

KillSwitch is an advanced system monitoring tool that allows users to quickly identify, monitor and terminate any
unsafe processes that are running on their system. Apart from offering unparalleled insight and control over computer
processes, KillSwitch provides you with yet another powerful layer of protection for Windows computers.

«  The unsafe processes addressed by KillSwitch are often triggered by malware that has been introduced
onto your system.

+  These harmful programs can gain entry onto your system in many different ways.

«  For example, you may encounter malware by visiting a malicious website, by double clicking an
attachment in a unsolicited e-mail message or on clicking on a deceptive pop-up window.

«  Once installed, most malware will embed itself into your system as a resident program then attempt to
initiate an attack.

«  These attacks can take a variety of forms and include operating system exploits and scripts that could turn
your computer into a zombie PC or allow the easy theft of your private data.

«  Worst still, many of these processes are so well hidden they are completely invisible to the average
user. This is where KillSwitch comes in.

+  KillSwitch can show ALL running processes - exposing even those that were invisible or very deeply hidden.

+ ltallows you to identify which of those running processes are unsafe and to shut them all down with a single
click.

+  You can also use KillSwitch to trace back to the malware that generated the process.
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«  When started in aggressive mode, KillSwitch terminates all running applications and processes created by
the currently logged-in user.

«  Enables the user to analyze the processes that were invoked automatically, in order to identify the
harmful processes invoked by malware and hence to identify the malware.

The KillSwitch section of this guide is broken down into the following sections:
+ Introduction to KillSwitch

- Start KillSwitch
+  The Main Interface

+ View and Handle Processes, Applications and Services

+  Processes
+  Stop, Start and Handle the Processes
« View Properties of a Process
« Applications
« Handle the Applications
- Services
«  Stop, Start and Delete the Services
+ View and Handle Network Connections and Usage
+  Network Connections
+ Inspect and Close Network Connections
«  Network Utilization
«  Configure KillSwitch
+  KillSwitch Tools

+  View System Information

+ Repair Windows Settings and Features

+  Analyze Program Usage

+  Search for Handles or DLLs

«  Verify Authenticity of Applications

+ Boot Log and Handle Loaded Modules

+  Run Programs from Command Line Interface
+  View KillSwitch Logs

+ Find Process of the Active Window

+  Manage Currently Logged-in Users

+  Help and About Details

5.1.Start KillSwitch

KillSwitch can be started in the following ways:
+  From the Comodo Cleaning Essentials interface
«  From the folder containing Comodo Cleaning Essentials files

« By replacing Windows Task Manager with KillSwitch
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5.1.1. From the Comodo Cleaning Essentials Interface

Open CCE
Click 'Tools' > 'Open KillSwitch'
Hold 'Shift' then click "Tools' > 'Open KillSwitch' to open the app in aggressive mode

»

COMODO ——

Cleaning Es=zentials Optionz Tools + Help »

Cluarantined ltems...

Start Scan

Start a scan to unearth and remaove viruses, rootkits, hidden files and malicious
hidden deep within vour systam.

Manage Trusted Vendors...
Import Virus Database

Browse Logs...

Check for Updates...

Open KillSwitch

Open Autorun Analyzer

Smart Scan Full Scan Custom Scan

11.0.0.6744

5.1.2. From the Folder Containing Comodo Cleaning Essentials Files

Open the folder containing the CCE files
Open 'KillSwitch.exe' (double-click the file)

Hold 'Shift' then double-click to open the app in aggressive mode

COMODO

Creating Trust Online®
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| = | CCE Application Tools = O *
Home Share View Manage ﬂ

— S « Downloads » CCE w | T Search CCE_Haibod 2
o Mame Date modified Ty &

# Quick access | | ccekrnl.dat 10/18/2017 345 AM DA

B Desktop  # [ ] ccekenlxp.dat 5/22/2018 6:52 PM DA

* Downloads  # chks_cce_xbd std 3/87201912:32 PM Ap

y ] 5/11/2018 3:33 PM. £
Documents  # dbghelp.dll &/11,/201 PM Ap
] EULA_CCE 6/11,/2018 533 PM Tes
[&] Pictures - : - s

_ 2 framework.dll 97772017 2:05 PM Ap

config dr 12/17/2018419PM  Ap
s Local Disk (C) platform.dl| 9/7/2017205PM  Ap

Share o o 3
20items 1 itemn selected 10.4 MB =2 =]

5.1.3. Replace Windows Task Manager with KillSwitch

You can configure your system to open KillSwitch instead of Windows Task Manager. If enabled, KillSwitch will open
when you perform any of the following actions:

+  Press Ctrl + Alt + Del then select 'Task Manager'

+  Right-click on the Windows task bar and select 'Start Task Manager'

«  Press Ctrl + Shift + Esc

+  Click 'Start' > 'Run" and type 'taskmgr'.

« Hold 'Shift' + any of the above to open KillSwtich in aggressive mode

Replace Task Manager' as follows:

« Open CCE

+  Click Tools' > 'Open KillSwitch'

«  Click 'Options' > 'Replace Task Manager":
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View Tools Users Help

Alwa 5
: Replace Task Manager i
Mame : Hide When Minimized ting CPU  Workin
= @Sygta Confirm Kill/Delete/Suspend/Restart 96.87
mIn | | CPU History in Tray Icon :
IED I/C History in Tray lcon
- DS}: Resolve Metwaork Address I 1
| ) , dsted 2
= Threats Logging Level 3 Lo
-
(] CSIS5,| : et Usted 3.9
=) [Elwinin g5  Configure Symbols... asted 5,02
=) [ se Configure Highlighting... Jsted 6,3¢
n Language 3 psted LS
= — el sted 46,70
|: @ctfmun.exe 24 Trusted 1,0
8| dasHost. exe 1296 Trusted 5

See 'Replace Task Manager with KillSwitch' in 'Configure KillSwitch', for more details.
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5.2.The Main Interface

KillSwitch's streamlined interface provides easy access to all important features and options:

Performance Graphs show

Tab Structure i in Di
File Menu Bar e e current System Information

a

B COMODO Killjwitch x

: Killswiteh
FETETN B Metwork
Processes (B7)
MNams PiD R.!tm\} CPU Wnrl:mg St User Mame []ﬂrrlph on ™

Opi ns  View Tools Users Help

Fa)

=l [ System Idle Process 0 25.0% BKE
E_-l_.Elnl:arrupl:s
|; [Eipecs
=) [ Systermn 4 152 KB LOCAL_SYSTEM

0= srmss. exe 312 Trusted Q4 KB NT AUTHORITYASY... Windows Ses

Caption Process D Thread IO ™
G124 3504
COMODO Cleaning Essentials 2880 5064
COMODO KillSwitch 4308 4312
| Microsaft Edge 4744 4358
Microsoft Edge 5776 2940

Services (906) Lol

Mamez Display Mame Type Stabus Start Type L

LoF 13%ohci 1394 OHCI Compliant Host Co..  Driver Stopped Dermand Start
oF Jwsare Zwware Diriver Stopped Dermand Start

P ACP Microsoft ACPI Driver Diriver Running Boot Start

o AcpiDey ACP Devices driver Drriver Stopped Dernand Start

P acpier Plierasaft ACPIEx Drives Diriver Running Bool Start

F acpipagr ACP| Processor Aggregator Do, Driver Stopped Demand Stark

o AcgiPmi ACP| Power Meter Driver Driver Stopped Dernand Start i

Status Bar displays the CPU usage,| |T44] Bar contains shorteuts to
currently logged-in User Name and useful Killswitch utilities

Version Information

The interface is divided into six main areas:
+  The File Menu bar
«  Tab Structure
«  Main display Pane
«  Graphical Reports Pane
- Tool Bar

. Status Bar

The File Menu Bar
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The file menu bar displays the controls for executing various tasks and configuring the overall behavior of the
application.

Menu Option Description

KillSwitch Contains options related to handling unsafe processes, saving
current state and switching power state of your system.

Kill All Untrusted Processes Stops all running processes that KillSwitch has identified as unknown.

« Anuntrusted process is one with an 'unknown' trust
rating. The process is not in our malware blacklist, but is
also not on our whitelist of safe processes.

« Al malware starts life as an unknown process. It is only
after the process has demonstrated malicious intent that
the virus companies will add it to their blacklists.

« By Kkilling unknown processes you ensure that only
verified safe processes are running on your machine.

Note - stopping a process means you lose any unsaved data being
used by the application. Save all data you need before selecting this
option.

Suspend All Untrusted Process Temporarily halts all running processes that KillSwitch has identified as
unknown.

«  Processes will be held in their current states.

«  They can be restarted in the 'Process' tab by right-
clicking on the process and selecting 'Resume’.

Save Current View Export the data currently shown in the main display area as a
.csv file.

Save Export the data in all displayed panes as a .csv file.

Shutdown Perform power and login actions. Place your mouse over the
shut-down options to open the following menu:

«  Shutdown
«  Power-off
+  Restart

- Sleep

+  Hibernate
«  Lock

+ Log off

Exit Closes the KillSwitch application.

Options Configure the overall behavior of the application. See 'Configure
KillSwitch' for more details.

View Options related to application display:
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System Information Statistics about system resource usage. See 'View System
Information' for more details.

Show Only the Untrusted Images | Display only memory items considered risky by KillSwitch

in Memory

Show Only Untrusted Processes | Display only running processes that KillSwitch considers
unknown.

Show Only Sandboxed Display only applications that are running in the container.

Processes

Hide Processes Signed by Temporarily remove Microsoft certified processes from the list.

Microsoft This makes analysis easier by reducing the number of processes
on display.

Show All Processes Display all running applications, startup programs, system
resources and more.

Opacity Set the transparency level of the KillSwitch window. The choices
range from 10% to full opaque.

Refresh Now Updates and renews the KillSwitch window.

Set Refreshing Rate Set the interval at which KillSwitch will update details in the main
display area. Choices range from fast (0.5 seconds) to very slow
(10 seconds).

Performance Graphs Switches the display of the performance graphs at the right hand
side of the main interface.

Toolbar Switches the display of the toolbar containing shortcuts to utilities
at the bottom of the interface.

Select Columns Configure which column are shown in different KillSwitch
screens. See 'Column Selection' for more details.

Tools Contains shortcuts for important utilities and options for handling
processes, objects and dll files collectively, shortcuts for running
command line interface programs and so on. See 'The Tools
Menu' for more details.

Start Comodo Cleaning Opens the scan interface which allows you to run full, smart or

Essentials custom scans on your system. See Scan Your System for more
details.

Autorun Analyzer Opens the Autorun Analyzer utility to view and handle services
and programs that were loaded when your system booted-up.

Quick Repair Opens the 'Quick Repair' interface to troubleshoot and and repair
important Windows settings and features. See Repair Windows
Settings and Features for more details.

Program Usage Analyzer Open the 'Program Usage Analyzer' window that displays a
summary of usage of all the programs installed in your computer
by different users. See Analyze Program Usage for more
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details.

Find Handles or DLLs Opens a 'Filter' dialog that enables you to make a quick search to
identify the Handles, DLLS that are triggered or loaded to system
memory or mapped files , by entering the name of the object. See
Search for Handles or DLLs for more details.

Verify File Signature Enables you to check whether applications/programs installed
and files stored in your system are trusted and digitally signed to
confirm the authenticity of them. See 'Verify Authenticity of
Applications' for more details.

Enable Boot Logging Instructs KillSwitch to log all modules loaded from next boot
onwards and show them in its window automatically. See Boot
Log and Handle Loaded Modules for more details.

Run Opens the Windows ‘Run' dialog for executing command line
interface programs with default limited user privileges. See Run
Programs from Command Line Interface for more details.

Run as Administrator Opens the Windows 'Run'’ dialog for executing command line
interface programs with administrative privileges.

Browse Logs Open the KillSwitch logs saved in Data\KillSwitch\KS Logs sub-
folder inside the folder that contains the CCE files. See Viewing
KillSwitch Logs for more details.

Users Enables to manage the status of user(s) that have currently
logged-on to the system. See 'Manage Currently Logged-in
Users' for more details.

Help Contains options to get help and support on usage of the product
and to view the 'About' dialog. See Help and About Details for
more details.

Search Opens online Comodo Cleaning Essentials help guide.
About View product version, license and copyright information.

Tab Structure

The tab pane contains a set of tabs for selecting the items you wish to view in the main display area and to control
them through context sensitive menu.

Tab Items Displayed

System Shows currently running processes, applications and services. Click the rows to
expand each pane:

Processes | Displays the currently running processes in your system

Applications | Displays the currently running applications in your system
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Services Displays the windows services started along with your system
Network
Network Running processes that have active network connections.
Connections
Network Shows how much network traffic is used by your system.
Utilization
Main Display Pane

The main display pane shows processes, applications, services etc as per the selected tab. Right-click an entry to
open a menu with relevant options.

Graphical Reports Pane

The pane shows dynamic graphical representations of your CPU usage, 1/O activity and physical memory usage and
network usage of your system. You can switch the display of this pane On and Off by selecting/deselecting the
option 'Performance Graphs' under 'View' menu in the File Menu bar.

The Tool Bar

The Tool bar displayed beneath the Main Display pane contains shortcut icons to important utilities of KillSwitch.

Icon Description

@ Opens the scan interface, allowing you to launch smart, full or custom scans on your system.
See Scan Your System for more details.

Opens Autorun Analyzer utility to view and handle services and programs that were loaded
when your system booted-up.

Opens the 'Quick Repair' interface to troubleshoot and and repair important Windows settings and
features. See Repair Windows Settings and Features for more details.

X

W
[l
o

E N
.-"'I

Opens the 'Program Usage Analyzer' window that displays a summary of usage of all the
programs installed in your computer by different users. See Analyze Program Usage for more
details.

Starts the 'Find Window' utility that allows the user to find process related to active application
window or window components. See Find Process of the Active Window for more details.

Opens a 'search' dialog that enables you to make a quick search to identify the Handles, DLLS
that are triggered or loaded to system memory or mapped files, by entering the name of the
object. See Search for Handles or DLLs for more details.

Opens the windows 'Run' dialog for executing command line interface programs with default
limited user privileges. See Run Programs from Command Line Interface for more details.

N
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| F., Opens the System 'Information' panel that shows the graphical representations and statistics of
. the usage/history of your system resources. See 'View System Information' for more details.

The Status Bar

The status bar at the bottom of the interface displays the current CPU usage, currently logged-in user name and the
current version of KillSwitch.

5.2.1. The System Tray Icon

«  The KillSwitch tray icon is located at the bottom-right corner of the screen.

+  You can make it show CPU history, or I/O history as required:

B COMODO KillSwitch
! Killswitch [Sogd View Tools Users Help
Always on Top
Replace Task Manager
Hide When Minimized Eitirlg CPU  Working Set

Confirm Kill/Delete/Suspend/Restart 950 KB
CPU History in Tray lcon Wiend KB
/0 History in Tray lcon 5,028 KB
_ Resolve Metwork Address
| 55,676 KB
Threats Logging Level +
Scan for Hidden Services
] Scan for Hidden Processes i
Application k
] | {g} Configure Symbaols... |
Capticn
. Configure Highlighting...
" |
L L .
& Comodo fnguage . curity Products, Antivirus - Co...
Bl COMODO KillSwitch
Microsoft Edge

See Configure KillSwitch for more details.
Right-clicking on the system tray icon opens a context sensitive menu that contains the following options:

«  Shutdown

+  System Information
«  Open KillSwitch
+ Close KillSwitch

Shutdown k

System Information...

Open KillSwitch

Cloze Killswitch
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+  Shutdown - Enables you to switch the power state of your computer. Hovering the mouse cursor options
opens a sub-menu containing the following options:

Shut Down
Power Off
Restart
+  Shutdown
Sleep «  Power off
Hibernate
+ Restart
Lock . Sleep
Log Off Shutdown » .
: «  Hibernate
Systemn Information...
«  Lock
Open KillSwitch
«  Log off

Close Killswitch

«  System Information - Opens the System Information panel that shows the graphical representations and
statistics of the usage/history of your system resources. See 'View System Information' for more details.

+  Open KillSwitch - Displays the 'KillSwitch" main interface window.

«  Close KillSwitch - Exits the 'KillSwitch' application.

5.3.View and Handle Processes, Applications and Services

+  Click Tools' > 'Open KillSwitch'

«  Click the 'Services' tab on the KillSwitch home screen

«  There are separate sections for running processes, applications, and services.
Click the links below for an explanation of each:

« Processes

+  Applications

«  Services

9.3.1. Processes
«  Click 'Tools' > 'Open KillSwitch'

+  Click the 'System' tab on the KillSwitch home screen
+  Click the 'Processes' stripe to expand the area. The default view is all running processes.

- Different colors are used for different types of processes and the process status. Clicking 'Options' >
'Configure Highlighting' to configure these colors.

+  Right-click on a process to stop, restart, set process priority, view properties etc.
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+  You can select multiple process by holding the 'Ctrl' key.

BEg COMODO KillSwitch

Wiewr Tools Users Help

Name PR Rating CPU  Working 5et User Name Descripbon &

=) [ Systern |dle Process 0 2760 KE
._!ilnl:zrrupl::.
i opcs
=l 877 Systern 4 152 KB LOCAL_SYSTEM
[3= smas.eve 284 Trusted 656 KB NT AUTHORITYSY... Windows Se e

[ esres.exe 372 Trusted 2 BZREE NT AUTHORITSY... Client Server

=l [ waninit e A4 Trusted A 020 KE NT AUTHORITYASY ... Windows Sta
k=l O services.exe 544 Trusted 1.53 6,812 KB NT AUTHORIT¥\5Y... Services and

- [85 sechost.exe 624 Trusted 26,000 KB NT AUTHORITY\LO... Host Process

Hel 3= svchost.exe 684 Trusted 22 580 KB NT AUTHORITYSY... Host Process

"l'-‘_iihellhp:ﬂ enceHost ee 3028 Trusted 2,792 KB DESKTOP-TTPOSPR., Windows She

- [#= RuntimeSroker.exe 3284 Trusted 6,736 KE DESKTOP-TTPO%PR... Runtime Brol

- [aE Runtimefroker,exe 2440 Trusted 13,468 KB DESKTOP-TTPOUPR.., Runtime Brol
- 5 browser_broker.exe 3834 Trusted 8,336 KB DESKTOP-TTPOSPR... Browser_Brok
- [55 dilhost.ece 4072 Trusted 5,912 KB DESKTOR-TTPOSPR... COM Surrog:
|- G SearchUlexe 2184 Trusted 4672 KB DESKTOR-TTPOSPR.., Search and C
B ﬂi'ﬂ.‘mip nSEexe *32 4236 Trusted 16,340 KB NT AUTHORITY\SY... WM Provide

- [= RuntimeSroker.exe 2420 Trusted 5,112 KB DESKTOR-TTPOSPR.. Runtime Brol

@UXOmMmL-

The table below shows the default table columns. You can add or remove columns in 'View' > 'Select Columns'.

Process Table - Descriptions of Columns

Description
Name Labels of the parent and child processes.
PID Windows process identification number.
Rating Trust rating of the process.

Trusted - The process is on our white-list and is verified as safe to run.

Untrusted - A process with an 'unknown' trust rating. The process is not in our malware
blacklist, but is also not on our whitelist of safe processes.

Signer The name of the entity that digitally signed the software. This is usually the company that
created the software behind the process.

CPU Processor usage as a percent of total available processor power.

Working Set The number of page files in virtual memory referenced by the process.

Background Note: The working set is the collection of information referenced by the process.
Collections are stored as page files in secondary memory.

User Name The user that started the process.

Description Additional information about the process. This is usually provided by the software vendor to
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explain the purpose of the process.

Network Received | The total volume of traffic data received by the process since opening KillSwitch.
Traffic

Network Send The total volume of traffic data sent by the process since opening KillSwitch.
Traffic

+  Place your mouse over a process to view the location of the process:

= csrss.exe 368 Trusted 4,164 KB NT AUTHORITYA\SY... Client Server Runtime ...

ﬂ winlogon.exe 396 Trusted 616 KB NT AUTHORITW\SY... Windows Logon Appli...
=] e soffice.exe 1000 Trusted 304 KB jbvma2\juli OpenOffice.org 3.2
| sof 3,776 KB jbvm2Yjuli OpenOffice.org 3.2

T[ CA\Program Files\COpenOffice.org 3\program’soffice.exe ]
= B CCEexe 2T TTosted 15.00 89,348 KB jbvm\juli COMODO Internet Sec..

Column Selection

If you wish to view more details on each process, you can add more columns to the table:

«  Click 'View ' > 'Select Columns'
Or

Right-click on the table header and select 'Select Columns' from the context sensitive menu.

Eg COMODO KillSwitch

! KillSwitch Options  View
Processes (94)
Mame ( S CPU  Working Set Use.. De

Tools Users Help

- Select Columns.., I

& WmiPrSEexe®32 L r— ! 11,052 KB NT ...
nﬂfiniPwSE.ae *32 4236 Trusted 26,660 KB MT ...
nEfiniPmSE.ae 5624 Trusted 10,672 KB MNT ...
[5=] WinStore. App.exe 7124 Trusted 16,636 KB DES... !
Ewinlogon.exe 520 Trusted TO912KB NT ...
[®=] wininit.exe 444 Trusted 3,936 KB MNT ...
[ Windows. WARP JITService. exe 3408 Trusted 4 440 KB MT ...
E"‘]Team‘-fiewer_ﬂewice.exe *32 1840 Trusted 11,840 KB MT

B=|taskhostw.exe 256 Trusted 14 364 KB DE

Cn ot 14~ 0O e a7 5t fa

Click the tab which corresponds to the interface whose columns you want to configure:
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Killswitch.

[ PID (Process Identifier)
[ User Mame

[ Description

[[] Company Mame

[C] verified Signer

[+ Rating

Be Select Columns =
Process Performance Process Memory . NET
Process Metwerk Process Disk Process GPU
Process Image Module Service Handles

Select the columns that will appear on the Process view of

[[] Session ID

[C] Command Line
[[] version

[C] DEP Status

[C] Token Virtualized
[]Image Path

[C] Integrity Level

ok || cancal

See the following for more details on each tab:
+ Process Image
+  Process Performance
«  Process Memory
«  Process Disk
«  Process Network

+  Process GPU

- .NET

+  Module

- Service

« Handles

Process Image

COMODO
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The process image tab lets you select which columns are shown in the ‘Process’ window. The columns in this tab

provide general information about the process.
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Killswitch.

[ PID (Process Identifier)
[ User Mame

[ Description

[[] Company Mame

[C] verified Signer

[+ Rating

Be Select Columns =
Process Performance Process Memory . NET
Process Metwerk Process Disk Process GPU
Process Image Module Service Handles

Select the columns that will appear on the Process view of

[[] Session ID

[C] Command Line
[[] version

[C] DEP Status

[C] Token Virtualized
[]Image Path

[C] Integrity Level

ok || cancal

+  Use the check-boxes to specify which columns are shown in the process list

- Click 'OK" for your configuration to take effect.

Process Performance

COMODO

Creating Trust Online®

The process performance tab lets you select which columns are shown in the 'Process’ window to provide the
detailed statistics and performance information like CPU usage, I/0 activity and so on. This data is useful to track the

resource overhead of a process at a granular level.
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KillSwitch.

[+ CPU Usage

[C] Handle Count

[C] Base Priority

[C] Context Switches
[[]cPU Cydes

[ Read Count

[[] Read Count Delta

[C] Write Count

[C] wirite Count Delta

[C] Other Count

[[] Other Count Delta

[[] Total 10 Count

[[] Total 10 Count Delta

Bg Select Columns =
Process Image Madule Service Handles
Process Metwork Process Disk Process GPU
Process Performance Process Memory .MET

Select the columns that will appear on the Process view of

[C] CPU Time

[C] Threads

[[] Start Time

[C] Context Switch Delta
[C] cPU Cydes Delta

[]Read Bytes

[[1 Read Bytes Delta

[C] Write Bytes

[C] wirite Bytes Delta

[[] Other Bytes

[[] other Bytes Delta
[C] Total I/ Bytes

[C] Total I/ Bytes Delta

ok || Ccancal

+  Use the check-boxes to specify which columns are shown in the process list.

- Click 'OK" for your configuration to take effect.

Process Memory

COMODO
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The process memory tab lets you select which columns are shown in the 'Process' window. These columns provide

granular details about the memory usage of a process.

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved

60



Comodo Cleaning Essen}_t,_i,als—-—-—--*U"s"'é”r"_’éﬁ:ij e coMoDo

Creating Trust Online®

.-’/

Be Select Columns =
Process Image Madule Service Handles
Process Metwork Process Disk Process GPU
Process Performance Process Memory .MET

Select the columns that will appear on the Process view of

KillSwitch.

] Page Fault [[] Page Fault Delta

[C] Private Bytes [] Peak Private Bytes

[C] virtual Size [C] Memaory Priarity

[ Working Set [] Peak Working Set Size
[[1 Paged Poal [] Mon-paged Poal

[C] GOI Object [C] USER Objects

ok || Ccancl

+  Use the check-boxes to specify which columns are shown in the process list.
- Click 'OK" for your configuration to take effect.

Process Disk

The process disk tab lets you select which columns are shown in 'Processes' window. This data is useful to track
disk access activities by processes.
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Be Select Columns =
Process Image Madule Service Handles
Process Performance Process Memory . MET
Process Metwork Process Disk Process GPU

Select the columns that will appear on the Process view of
KillSwitch. (Requires Administrator rights)

[]reads [[] read Traffic
[[] Delta Reads [[] Delta Read Traffic
[[] wirites [C] wirite Traffic
[[] Delta Writes [C] Delta Write Traffic
O] Other [C] Other Traffic
[[] Delta Other [[] Delta Other Traffic

[[] Delta Total Traffic

ok || Ccancal

+  Use the check-boxes to specify which columns are shown in the process list.
- Click 'OK" for your configuration to take effect.

Process Network

The process network window lets you configure which columns are shown in 'Process' list. This is useful to track how
and which processes are handling network traffic. This data helps to monitor and log internet usage, to provide
details which applications consumed that data.
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Be Select Columns =
Process Image Madule Service Handles
Process Performance Process Memory . MET
Process Metwork Process Disk Process GPU

Select the columns that will appear on the Process view of
KillSwitch. (Requires Administrator rights)

[[] Receives [[] Receive Traffic

[[] Delta Receives [[] Delta Receive Traffic
[] sends [[] send Traffic

[[] Delta Sends [[] Delta Send Traffic
[C] Other [C] Other Traffic

[[] Delta Other [[] Delta Other Traffic

[[] Delta Total Traffic

ok || Ccancl

+  Use the check-boxes to specify which columns are shown in the process list.
- Click 'OK" for your configuration to take effect.
Process GPU

The GPU processing tab lets you configure which columns are shown in under the 'GPU'" area. This is useful to track
how and which processes are handling graphic memory. This processor manipulates computer graphics and renders
images.
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Be Select Columns =
Process Image Madule Service Handles
Process Performance Process Memory . MET
Process Metwork Process Disk Process GPU

Select the columns that will appear on the Process view of

KillSwitch.
[[] GPU Usage [[]1 GPU Committed Bytes
[[] GPU Private Bytes [[] GPU Shared Bytes

ok || Ccancl

+  Use the check-boxes to specify which columns are shown in the process list.
- Click 'OK" for your configuration to take effect.
NET

The Net tab lets you configure which columns are shown in the .Net performance' tab. Each column provides insight into the
performance of .NET on your system.
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Be Select Columns

Process Image
Process Metwork

Loading

[C] AppDomains
[[] Classes Loaded
[[] Assemblies
Memary

[] Gen 0 Collections

[[] Gen 1 Collections
[[] Gen 2 Collections
Security

[[] Runtime Checdks
Locks
[[] Contentions

Process Performance

s
Senvice Handles
Process Disk Process GPU
Process Memory MET

Select the .MET performance counter columns that will
appear on the Process view of KillSwitch.

[C] %% Time in JIT

[[] Total AppDomains
[[] Total Classes Loaded
[[]1 Total Assemblies

[C] =% Time in GC
[[] Allocated Bytes/s
[[1Heap Bytes

ok || Ccancal

+  Use the check-boxes to specify which columns are shown in the process list.

- Click 'OK" for your configuration to take effect.

Module

COMODO
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The module tab lets you configure the columns shown in the ‘Modules' tab. See View Properties of a Process >
Modules, for more details on the 'Properties' dialog and the 'Modules' tab.
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Bgl Select Columns =
Process Network Process Disk Process GPU
Process Performance Process Memory . MET
Process Image Module Service Handles

Select the columns that will appear on the Module view of
KillSwitch.

................

[+] Base Address
[ Size

[ Description

[[] Company Mame
[C] wersion

[C] File Name

I Type

[C] sSigner

ok || Ccancl

+  Use the check-boxes to specify which columns are shown in the process list.
- Click 'OK" for your configuration to take effect.
Service

The service tab lets you select which columns are shown in the 'Services' window. See Services > Select Columns
for more details.
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Be Select Columns =
Process Network Process Disk Process GPU
Process Performance Process Memory . MET
Process Image Module Service Handles

Select the columns that will appear on the Service view of
KillSwitch.

|
M Type

V] Status

[ Start Type
CIpPD

[C] Binary Path
[C] Error Contral
[[] Group

[[] Load Order

ok || Ccancl

+  Use the check-boxes to specify which columns are shown in the process list.
- Click 'OK" for your configuration to take effect.

Handles

The handles tab lets you select which columns are shown in the 'Handles' window. See View Properties of a
Process > Handles, for more details on the properties dialog and the handles tab.
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Be Select Columns =
Process Network Process Disk Process GPU
Process Performance Process Memory . MET
Process Image Module Service Handles

Select the columns that will appear on the Handle view of
KillSwitch.

.............

[ value

V] Object

[ References
[]Handles

[C] Access

ok || Ccancal

+  Use the check-boxes to specify which columns are shown in the process list.

- Click 'OK" for your configuration to take effect.

5.3.1.1. Stop, Start and Handle the Processes
+  Click Tools' > 'Open KillSwitch'
«  Click the 'Services' tab on the KillSwitch home screen
+  Click the 'Processes' stripe to view all running processes.

You can right-click on a process to perform various actions:
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Set Affinity...

Set Priarity +
Set /O Priority 4
Kill Process Del
Kill Process Tree  5hift+Del
Force Terminate

Delete

Restart

Suspend

Debug

Create Dump 4
Properties...

Jump to Folder

Search Online

send to COMODO r

«  Window - Re-position/re-size the process window, if one was found. The menu is disabled if the process
doesn't have any open windows. The options available are:

Window r Bring to Front
Set Affinity... Restore

Set Priority r Minimize

Set /'O Priority L4 Maximize

Kill Process Del Close

Kill Process Tree  Shift=Del

+  Set Affinity - View and modify the processor affinity (the CPU to which the process is assigned) in a
symmetric multiprocessing operating system.
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Be Processor Affinity ot

The Processor Affinity setting controls which CPUs the process
will be allowed to execute on.

M crPun CPU 8 CPU 16 CPU 24

0 il B il Ll Il R I il T s

gl il L Il B Il s

L B L B il B .4 Il

gl Sl R e Bl S ol

Background Note:
+ Inasymmetric multiprocessing operating system, each task (process or thread) is assigned a tag which
indicates its preferred processor. This processor is assigned to the task at run time.
+  Some remnants of a process may remain in one processor's cache from the last execution.

+  Scheduling the same process to run on the same processor next time will increase the efficiency of the
process, when compared to running on another processor.

«  For example, an application which does not use multiple threads, such as some graphics-rendering
software. is run on multiple instances. Allocating it to the same processor will reduce the performance-
degradation due to cache misses and increase overall system efficiency.

Note: This option is not available when multiple processes are selected.

+  Set Priority - Set the importance of the process. The available options are:

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 70



+ Realtime

« High

+  Above Normal
«  Normal

+  Below Normal
« ldle

Set Affinity...

Set Priority

Set 'O Priority

Kill Process Del
Kill Process Tree  Shift+Del
Force Terminate

Delete

Restart

Suspend

COMODO

Creating Trust Online®

Realtime:24
High:13

Above Mormal:10
Mormal:d

Below Mormal:é

Idle:4

+  Set I/O Priority - Allows windows to control and gauge the value of all processes. This setting reduces
performance bottlenecks. The available options are:

+  High

«  Normal (Default)
+  Low

«  Very Low

Set Affinity...
Set Priority
Set IO Priority

Kill Process

Del

Kill Process Tree  Shift+Del

Force Terminate
Delete

Restart
Suspend
Debug

Create Dump
Properties...
Jump to Folder
Search Online

Send to COMODO

In most cases, the level estimated by the operating system is an appropriate background mode or very low priority.

+ Kill Process - Terminates the selected processes. KillSwitch can, except under extraordinary
circumstances, terminate any process. This includes processes which are protected by rootkits or security

software.

+  Kill Process Tree - Terminates the selected process and its descendants (child processes).

«  Force Terminate - Stops the selected process(es) abruptly. This option helps for closing any programs that

are under 'Not Responding' status.
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+  Delete - Omits the selected (running or suspended) process(es) from the disk. KillSwitch can destroy any
process, including the ones protected by rootkits or security software. The application requests for
confirmation before eliminating a process. Your computer should restart for this action to take effect.

Warning: Deleting a process will permanently remove the application that triggered the process.

+  Restart - Reboots the selected process with the same command line arguments and working directory.

«  Suspend - Temporarily stop the selected processes. KillSwitch can hang any process, including ones
protected by rootkits or security

+  Debug - Starts bug fixing for the selected process. This is useful for software developers and testers to find
issues in applications.

«  Create Dump - Enables you to create a crash log file for the process. This operation does not actually
cause the process to crash or terminate. The available options are:

Suspend +  Create Minidump... - Creates a
Debug small dump file containing only
Create Dump r Create Minidump... essential data.

Properties... Create Full Dump... +  Create Fulldump... - Creates a

dump containing all available

Jump to Folder
data.

Search Online

Send to COMODO 3

«  Properties - displays the various attributes of selected process in a dialog. See View the Properties of a
Process for more details.

« Jump to Folder - Directly opens the folder containing the file in Windows Explorer.

«  Search Online - Opens the default web browser with the specified search engine and searches for
information on the process.

+  Send to COMODO - Submits the application that has triggered the process for analysis to Comodo, as
'False Positive' (if identified as suspicious by KillSwitch) or as 'Suspicious' file as selected from the sub-
menu. You can submit the files which you suspect to be a malware. The files will be analyzed by experts
and added to global white list or black list accordingly to assist all the users.

Properties...
Jump to Folder
Search Online

Send to COMODO k

Report Suspicious
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5.3.1.2. View Properties of a Process

+  Open CCE > right-click on a process > select 'Properties'

«  The 'Properties’ interface is divided into 11 separate tabs, each containing important information about a
process.

Bg WmiPrvSE.exe:1692 Properties — O >

Handles Strings Threads Modules | Disk and Metwork | GPU Graph
Image | Rating @ Performance = Performance Graph | Security | Environment

Registry
M/A
Version: M A

Signer:

Image File Mame:
Registry

[ e lse-alal lal—H
Lo a I=H

Click the following links for more details on each tab:
+ Image
- Rating
«  Performance

+  Performance Graph

+  Security

«  Environment

« Handles

+  Strings

« Threads

«  Modules

Disk and Network

+  GPU Graph
Image

The image tab shows the basic information about the process and its image file. You can also view its command line,
Data Execution Prevention (DEP) status, terminate the process and so on. The dialog also lets you make the parent
application window of the selected process active and terminate the process.
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Be WmiPrvSE.exe:1692 Properties = O >

Handles | Strings | Threads @ Modules | Disk and Metwork | GPU Graph = Job
Image | Rating | Performance = Performance Graph | Security | Environment

~Imaoe F

ﬁ_ WMI Provider Host (32 Bits)
Microsoft Corporation

Version: 10.0.17134. 1 {(WinBuild. 160101.0800)

e -

Signer: Microsoft Windows

Image File Mame:

| C:\Windows \SysWOWsH wbem\WmiPrvSE. exe |

Command Line:

| C\WINDOWS \sysWOW&4whemwmiprvse. exe Embedding |

Current Directory:

| C:\WINDOWS \system3z2) |

Parent: svchost.exe(678)

User: MT ALTHORITY\SYSTEM

Started: 3/13/2019 1:26:09 PM Kil Process
Comment: |

Data Execution Pratection (DEF) Status: DEP (Permanent)

«  Terminate - Click 'Kill Process' to stop the process. Confirm termination before stopping the
process by clicking 'Yes' in the confirmation dialog.

COMODO Killswitch

o Are you sure to terminate WmiPrvSE, exe?

Click here to go back to list of properties.
Rating

The rating tab shows a list of scanning tests performed by KillSwitch on the process through its native scanner,
CAMAS and the results pertaining to each scan.
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Be WmiPrvSE.exe:1692 Properties = O >

Handles | Strings | Threads | Moedules | Disk and Metwork | GPU Graph = Job
Image | Rating @ Performance = Performance Graph | Security | Environment

Scanner Rating
Cloud Trusted

You can see the following scan results:

Scan
EH
Basic To ensure the most accurate scan results,
File scanner of local AV engine please update the AV database prior to running
an AV scan.
FLS Cloud based file scanner -

Cloud based verification of a file's digital
signature

Local verifier of trusted vender Local check that | Checks that the file has a digital signature. If it

the creator of the file is on the trusted vendor does, then checks this signature is in the
list trusted vendor list.

CAMAS File is uploaded to Comodo Automated Use private communication protocol to send
Malware Analysis System (CAMAS) for the file to CAMAS for analysis. Public CAMAS
inspection URL: http://lcamas.comodo.com

The rating list shows the final rating only according to the priorities. The priority of scan results are the following
(High to low):

1. Basic.Malware
2. FLS.Malware
3. FLS.Trusted
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CAMAS.Detected
CAMAS .Malware
CAMAS.Suspicious
CAMAS .SuspiciousP
CAMAS.SuspiciousPP

© © N o g M

FLS.Unknown
10. FLS.Absent

Click here to go back to list of properties.

Performance

The performance tab shows the statistics and performance information like CPU usage, I/0 activity, memory usage
etc. This data can help advanced users track the resource overhead of a process at a granular level.

BEe WmiPrvSE.exe: 1692 Properties = O >
Handles Strings Threads Modules | Disk and Metwork | GPU Graph
Image @ Rating | Performance | Performance Graph | Security | Envircnment
r"i::'.._ -y r":_'::' -

Priarity a8 IfQ Priarity Maormal
Kernel Time 00:00:00,703 Reads 4
Iser Time 00:00:00.000 Read Delta ]
Total Time 00:00:00,703 Read Bytes Delta i]
Cydes 3,582,010,644 Wirites 4,868
- : | Write Delta 0
~Virtual Memory -
] Write Bytes Delta i]
Private Bytes 334.00 KB
Other 373
Peak Private Bytes 72,18 ME
Other Delta i
Virtual Size 86,69 MEB
Other Bytes Delta i]
Peak Virtual Size 146.31 MB
Page Faults 151,686 B ’
~lmner '
Page Faults Delta ]
A ) Handles ]
~Physical Memory - GDI Handles a
Memory Priority 3 IUSER Handles a
Working Set 3.69MB & 5
WS Private 108.00 KB
WS Shareable 3.59MB
Peak Working Set 83,20 MB
Close
A

Click here to go back to list of properties.

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 76



o

Comodo Cleaning Essentials=User Guide ~ comooo

o /

The performance graph tab represents three graphs of the process' performance - CPU Usage, Private Bytes, and
/0 activity. This window helps the advanced users to monitor the resource overhead of a process pictorially. You can
hover your mouse over the graphs to view details.

Performance Graph

B WriPrvSE.exe: 1692 Properties — | X

Handles Strings Threads Modules | Disk and Metwork | GPU Graph
Image | Rating | Performance | Performance Graph | Security | Environment

Click here to go back to list of properties.

Security

The security tab shows the primary tokens of the process. The primary token of a process is an object which
describes security attributes such as the user, groups and privileges.
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Be WmiPrvSE.exe:1692 Properties

SeProfileSingleProcessPrivilege

SelncreaseBasePriarityPrivilege
C i rmatm Ml el mDeis ailmmn -

Handles | Strings | Threads = Moedules

Image | Rating | Performance | Performance Graph

User: MT AUTHORITY\SYSTEM

Session: ] Virtualized: MN/fA
Group Flags
Mandatory Label\System Mandatory L.  Integrity
Everyone Mandatory
BUILTINRemote Desktop Users Mandatory
BUILTIMY Users Mandatory
MT AUTHORITY\SERVICE Mandatory
COMSOLE LOGOM Mandatory
MT AUTHORITY Authenticated Users Mandatory
MT AUTHORITY This Crganization Mandatory
MT SERVICENBDESVC Owner
£

SID: 5-1-5-18
Privilege Flags
SefssignPrimary TokenPrivilege Dizabled
SeLockMemoryPrivilege Default Enabled
SelncreaseCuctaPrivilege Dizabled
5eTcbPrivilege Default Enabled
SeSecurityPrivilege Dizabled
SeTakeOwnershipPrivilege Dizabled
SelLoadDriverPrivilege Dizabled
SeSystemProfilePrivilege Default Enabled
SeSystemtimePrivilege Dizabled

Default Enabled
Default Enabled

[ Y £ e N |

— | >

Disk and Metwork | GPU Graph | Job
Security

Environment

Click here to go back to list of properties.

Environment

COMODO

Creating Trust Online®

The environment tab lists the process' environment variables, which are the variables accessible to process
describing the operating system environment. Environment variables are normally inherited by child processes.
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B WmiPrvSE.exer 1692 Properties

Handles
Image

Strings = Threads

Rating

Variable

ALLUSERSPROFILE
APPDATA
CommonProgramFiles
CommonProgramFiles(x8g)
CommonProgramWed32
COMPUTERMAME
CombSpec

DriverData
LOCALAPPDATA
MUMBER_OF_PROCESSORS
05

Path

PATHEXT
PROCESSOR_ARCHITECTURE
PROCESSOR_ARCHITEWE432
PROCESSOR_IDEMTIFIER
PROCESSOR_LEVEL
PROCESSOR_REVISION
ProgramData

ProgramFiles
ProgramFiles(x86)
ProgramWe432
PShodulePath

PUBLIC

SystemDrive

SystemPoot

TEMP

TMP

USERDOMAIN

Performance

Modules | Disk and Network | GPU Graph lob

Performance Graph | Security

Value

Ch\ProgramData
CAWINDOWS\systerm 32\ confighsystermprofi
C\Program Files (x86)\Commaon Files
C\Program Files (x88)\Common Files
C:\Program Files\Common Files
DESKTOP-TTPOSPR
CAWINDOWS\system 32 cmd.exe
ChWindows\System 32\ Drivers\DriverData
CHANWINDOWS\system 32\ confighsystemprofi
1

Windows_NT
CAWINDOWS system 32 CAVWINDOWS; CLVW
JCOM: EXE: BAT: CMD: VBS: VBE: J5; JSE: \W5F
el

AMDEA

Inteléd Family & Model 94 Stepping 3, Genui.
&

5e03

ChvProgramData

C\Program Files (x8&)

CvProgram Files (x86)

C\Program Files

Z%ProgramFiles%\ WindowsPowerShell\ Mod
ChUsersiPublic

]

CAWINDOWS
CAWINDOWS\TEMP
CAWINDOWS\TEMP
CHMNTW

Environment

Click here to go back to list of properties.

Handles

The handles tab displays the process' handles - resources it has opened. A handle refers to the value used to
uniquely identify a resource, such as a file or a registry key, accessed by the process or the application.

Tip: The columns displayed in 'Handles' interface can be configured to display the details as required. See Column

Selection > Handles for more details.

+ Hide unnamed handles - Select this option to remove the handles that do not have a name from the

list of handles displayed.

+  Right-clicking on an handle opens a context sensitive menu that enables you to close or view the

properties of the handle.
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Desktop Default 028 (aB52AD048
WindowStation  4Sessigns® - Aot L (e c 0xB52A8BA0
Key YWREGISTF Close Handle Del  [0x30 0:Q6EB1F10

Thread soffice.b . 058 (xE3EDEDAE
Process soffice.n | Properiies... DiSc 0:B3EBF378

Key YREGISTRYYLUSERMNS-1-5-21-392... 008 0:O96EBDLT0
Key YREGISTRY'MACHIME\SOFTW... Mwhc OORERDC2E

COMODO
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+  Close Handle - Closing a process handle does not terminate the associated process or remove

the process object.

«  Properties - Opens the 'Handle Properties' dialog. Also you can open this dialog by double-

clicking a handle.

Eg Handle Properties pd

~Basic g
Mame: \BaseMamedObjects
Handle Value: Ox
Type: Directory
Description: An Object Manager namespace directory.
Object Address:  0xFFFFC 1895 2A0E080

~References Quota Charges ————
References: 1479384 Paged: a3
Handles 45 Mon-Paged: 344

Click here to go back to list of properties.

Strings

The strings tab shows a list of ASCII and Unicode strings that are loaded to the process. You can choose to extract the threads

loaded to process image or process memory.
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Be WmiPrvSE.exe:1692 Properties = O >

Image @ Rating | Performance @ Performance Graph | Security | Envircnment
Handles | Strings | Threads | Modules | Disk and Metwork = GPU Graph lob

Printable strings found in the scan:

Result &

IThis proagram cannot be run in D05 mode,
Richiz

dext

“.data

Jidata

@.didat

Jrsrc

@.reloc

WIMIPIYse, exe

ClearAfter
__BventProviderCacheControl=@
__ObjectProviderCacheControl=@
SOFTWARE\Microsoft  WBEMA\CIMOM\SecuredHostProviders
PerlzerSchema
ReSynchroniseQnMamespacelpen
ResultSetCueries
UnSupportedCueries
ReferencedSetCueries
CacheRefreshinterval
__InstanceProviderRegistration
__CLASS
__ClassProviderReqistration
__MethodProviderRegistration

Interartinn Tune s
< >
(@) Image () Memory Save ] [ Find ]
Close

+  Select ‘Image’ or ‘Memory’ to extract and view the strings from process image or the process memory
respectively.

«  Click 'Save' to store a copy of the list of strings as a text file.

Threads

The threads tab shows child processes started by the process, including their symbolic start addresses. You can
click on a thread to view more information, or double-click a thread to view its call stack and modules.
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Be WmiPrvSE.exe:1692 Properties = O >
Image = Rating | Performance @ Performance Graph | Security | Envircnment
Handles | Strings | Threads | Modules | Disk and Metwork = GPU Graph lob

TID Cycles Delta Start Address Pric
3364 wmipryse,exe+ 02 2bf0 Mo
3830 wmiprvse.exe+elc230 Mol
552 NCCObAPLDLL+Owedf00 Mol
£.24 ntdlldll+ 051440 Mol
6323 ntdildll+ 051440 Mol
3228 CorperfmonBt.dll+0x124c0 Mol
T024 WrniPerfClass.dll+ 03770 Mol
£ >

Thread ID: 3354 Stack l l Module
Started: 3132015 1:26:09 PM
State: Wait:WrllserRequest Base Priority: 8
Kernel Time: 00:00:00.046 Dynamic Priority: 10
Lser Time: 00:00:00,000 10 Priority: Mormal
Context 90 Memory Priority: 5
kil || Suspend |
Close
A

Handle Threads

«  Stack - Analyzes the thread and displays a list of stacks in the thread.
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Be WmiPrvSE.exe:1692 Properties = O >
Image = Rating | Performance @ Performance Graph | Security | Envircnment
Handles | Strings | Threads | Modules | Disk and Metwork = GPU Graph lob

TID Cycles Delta Start Address Pric
3364 wmipryse,exe+ 02 2bf0 Mo
3830 wmiprvse.exe+elc230 Mol
552 NCCObAPLDLL+Owedf00 Mol
£.24 ntdlldll+ 051440 Mol
6323 ntdildll+ 051440 Mol
3228 CorperfmonBt.dll+0x124c0 Mol
T024 WrniPerfClass.dll+ 03770 Mol
£ >

Thread ID: 3354 Stack l l Module
Started: 3132015 1:26:09 PM
State: Wait:WrllserRequest Base Priority: 8
Kernel Time: 00:00:00.046 Dynamic Priority: 10
Lser Time: 00:00:00,000 10 Priority: Mormal
Context 90 Memory Priority: 5
kil || Suspend |
Close
A

«  Module - Opens the 'Properties' dialog of the module that has invoked the process.
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@l wmiprvse Properties X

General Securty Details  Previous Versions

Eﬂ |wmipnrse

Type of file:  Application (.exe)

Descrption:  WMI Provider Host

Location: CHWINDOW S \aysWOWES whem
Size: 416 KB (426,496 bytes)
Size on disk: 420 KB (430,080 bytes)

Created: Thursday, April 12, 2018, 5:04:55 AM
Modified: Thursday, Aprl 12, 2018, 5:04:55 AM
Accessed: Today, March 13, 2019, 34 minutes ago

Attributes: [ 1Readonly [ ] Hidden i Advanced... |

e 1

oK | Camcel | Aeply

+  Kill - Terminates the thread. Terminating the thread does not stop the associated process or remove the
process object.

+  Suspend - Temporarily stops the thread.
Click here to go back to list of properties.

Modules

The modules tab displays the executable files(DLL files) loaded by the process. Modules are the dynamic link library
(DLL) files that are loaded to the system memory by the selected process. You can also open this window by double
clicking on a module that opens its 'Properties' dialog.
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Be WmiPrvSE.exe:1692 Properties O >
Image @ Rating | Performance @ Performance Graph | Security | Envircnment
Handles | Strings | Threads | Modules | Disk and Metwork = GPU Graph lob

Mame Rating Base Address Size [h ™
rasman.dll Trusted CheQ0O00000EFS00000 168.00 KB Re
MCObjAPLDLL Trusted Ooe000000006FB 0000 72.00 KB
wowbdcpu.dll Trusted Coc000000007 7B 0000 A0.00 KB Al
sechost.dll Trusted Oac000000007A630000 27200 KB Hs
SortDefault.nls Ooc00000000002 B0 3.21 MB
RPCRT4.dll Trusted Ooe000000007A530000 T68.00 KB Re
CRYPTBASE.dIl  Trusted OocD00000007A4 70000 40,00 KB Bz
mscoree.dll Trusted CheQOO0OD000EFABOO00 340,00 KB M
SHLUWAPL.dII Trusted OocD00000007 7 ASDD00 276.00 KB Sk
KERMELBASE.dIl  Trusted Ooe0000000075260000 1.89 MB W
shcore.dll Trusted Ooc000000007 5050000 544.00 KB Sk
wowbdwin.dll Trusted Oae0000000077ADDND0 430,00 KB W
wimiutils.dll Trusted OocD00000006FEB 30000 120,00 KB W
userd2.dil.mui Trusted Ooc00000000002 30000 20,00 KB M
whemsve.dll Trusted OocD00000007 1 300000 64.00 KB W
WERSICM.dII Trusted Oae0000000073BR0000 32.00 KB Ve
weyvtapi.dll Trusted OocD00000006FBADDOD 296.00 KB Ev
advapii2.dll Trusted Ooe000000007 5560000 430,00 KB Ac
ntdll.dll Trusted OocD000000077BCO000 1.56 MB M
mscoreei.dll Trusted CheQ0O00000EFAIN000 500,00 KB M
cfgrmgr32.dil Trusted Ooc000000007ATA0000 22800 KB Ce
FastPromx.dll Trusted Ooc000000007 1430000 730,00 KB W
GDI32.4dll Trusted OocD000000075230000 136.00 KB GI
WTSAPIZ2.dII Trusted Oae0000000073B30000 &0.00 KB W
clbecatg.dll Trusted Ooc00000000756F0000 524.00 KB Ct
W52_32.dll Trusted Ooe000000007ECE0000 A2.00KB W
£ >
[C] Hide Trusted
Close
A

COMODO
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Tip: The columns displayed in Handles interface can be configured to display the details as required. See Column

Selection > Module for more details.

+  Hide Trusted - Removes DLL modules identified as trusted by KillSwitch and displays only unknown and

untrusted modules.
Handle the Modules

Double-clicking on one of the modules open the 'Properties' dialog of the module.
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B SortDefault.nls Properties et

Image |Rating  Strings

Description:
Company:
Version:

Signer:

Image File Name: | C:\Windows\Globalization\Sorting\SortDefault.nls | [ ]

Process: WmiPrvSE.exe(1692)
Base Address: 0x00000000002B0000
Mapped Size: 3.21ME

Mapping Type: Mapped Files

Close

The dialog provides complete details of the DLL module in three tabs 'Image’, 'Rating' and 'Strings'.

Right-clicking on a module listed opens a context sensitive menu that enables you to perform various actions like
unloading the module from the memory.

apphelp.dil Trusted (754 B0000 300,00 KB Application Corr
USER3Z.dll T . W00 KB Multi-User Wind
USP10.dlI T Elete .00 KB Uniscribe Unicoc
MASYCRI0. I T Search Online W00 KB Mlcms_uftlﬂl C _F‘.L
SHLWAPLAII T W00 KB Shell Light-weigh
kernel32.dl1 T Send to COMODO b 00 KB Windows MNT B4
ntdll.dll T - 23 MB NT Layer DLL
mevert.dl T Open Containing Folder {4y v Windows NT CR
LPE.dIl T Properties 1,00 KB Language Pack
ADVAPLS2.dI Trosren T U w00 KB Advanced Windc
20727 All T 1 vt el 1 TC NN MI00 FB =0T T et T

+ Delete - Removes the selected module from your computer. You need to confirm before deleting the
module.
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Warning: Deleting some critical modules of an application may render the application unusable.

«  Search Online - Opens the default web browser with the specified search engine and searches for
information on the module.

«  Send to Comodo - Submits the module for analysis to Comodo as 'Suspicious' or 'False Positive'. The
files will be analyzed by experts and added to white list or black list accordingly.

«  Open Containing Folder - Displays the folder in which the module is stored, through "'Windows
Explorer'.

«  Properties - Shows the 'Properties' dialog of the module.
Click here to go back to list of properties.

Disk and Network

The disk and network tab contains two areas which display a range of network and disk I/O (input/output) statistics
per program.

Be svchost.exe:1464 Properties = O ot

Image | Rating | Performance  Performance Graph | Security | Environment
Handles | Strings | Threads | Medules | Disk and Metwork | GPU Graph | Service

~Metwork 1/O -~ ~Disk IfO w

Receives i Reads 57
Receive Delta 0 Fead Delta ]
Receive Bytes 0 Read Bytes 377,50 KB
Receive Bytes Delta ] Read Bytes Delta 0
Sends i Writes 0
Send Delta 0 Write Delta ]
Send Bytes ] Write Bytes ]
Send Bytes Delta ] Write Bytes Delta 0
Other 0 Other ]
Other Delta i Other Delta 0
Other Bytes ] Other Bytes 0
Other Bytes Delta ] Other Bytes Delta ]

Close
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Click here to go back to list of properties.

GPU Graph

The GPU graph represents four graphs of the graphical memory process' performance - GPU Usage, Dedicated
GPU Memory, Shared GPU Memory and Committed GPU Memory. This window helps the advanced users to
monitor the resource overhead of a process pictorially. You can hover your mouse over the graphs to view details.
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Be WmiPrvSE.exe:1692 Properties = O >

Image = Rating | Performance @ Performance Graph | Security | Envircnment
Handles | Strings | Threads | Modules | Disk and Metwork | GPU Graph lohb

GPU Usage

0.00%%
Dedicated GPU Memory

0
Shared GPU Memory

]

Committed GPU Memaory

a _

Close

Click here to go back to list of properties.

9.3.2. Applications
«  Open CCE > click the 'System' tab > click the 'Applications' bar.

«  The applications window shows all programs that are currently running in your system.

« Right-click on an application to close the application, access the application process and more.

COMODO

Creating Trust Online®
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B COMODO KillSwitch

¢ KillSwitch Options  View Tools Users  Help
_{ Mebwiork Oy —_—
Processes (02) e
Applications (11} A
Caption Process D Thread D' Stz
' 3206 4772 P
CCE_Haibo2 308 319 Fu i
(& COMODO Cleaning Exsentials 1336 1356 Fours [
ﬂ( omadn © Iunlng Essertials V0D - Introduchion | The ‘IHI.IHE',I Products, Aninarus - Co,.. 8128 E132 Rus
g COMODO KillSwitch 1276 £2%6 Rus
] Microsoft Edge 2292 3200 Rus
[ Microscft Edge £140 5683 No
[ Microsoft Edge 1988 1048 No
[=IMicrosoft Edge 6608 £552 No
=] Microsoft Store 3000 5883 No e

2292 6784 Fus [

] Microsaft Store

Applications Table - Descriptions of Columns

Column Description
Caption The names of the applications. Click the column header to sort items in ascending or descending
order.
Process ID The unique process identification number of the process started by the application. Click the column

header to sort items in ascending or descending order.

Thread ID The unique thread identification number of the thread started by the application. Click the column
header to sort items in ascending or descending order.

Status The current execution status of the application. For example, 'Running’, 'Not running' etc.

5.3.2.1. Handle the Applications

+  Open KillSwitch > click the 'System' tab > click the 'Applications' bar > right-click on an application:
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&/ COMODO Cleaning Essentials
Egl COMODO KillSwitch
" Mew Tab - Comodec ™

il share (\\whboxsry) (F Switeh to

| Untitled - Notepad Restore

=|W. Somerset Maugl Minimize Writer
Maximize
Close

Go to Process

+  Switch to - Makes the application active, minimizing the KillSwitch window
+ Restore - Resurrects a minimized application to its last state

+  Minimize - Move the application window to the Windows task bar

+  Maximize - Run the application in a full-screen window

+  Close - Exit the application

«  Go to Process - Opens the 'Process' window with the process invoked by the application highlighted. This
is useful when you want to terminate or suspend the process associated with the application. See Stop,
Start and Handle Processes for more details.

5.3.3. Services
+  Click 'Tools' > 'Open KillSwitch'
+  Click the 'System' tab > click the 'Services' bar.

The services area shows all windows services/drivers loaded in your system. You can review, start, stop, restart or
delete services as required.

- [ - The service is associated with a process/application

« & -The service is associated with a driver

+  Right-click on a service to start, stop, restart or delete the service. Hold the 'Ctrl' key to select multiple
services.
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Services (596) ;
Mame Display Marme Type Status Star Type 4
2 138 4ohai 1324 OHC! Compliant Host Co...  Drver Stopped Demand Start
o Tware e Dirrver Stopped Demand Start
S ace Microscft ACPI Diver Dirreer Funning Ecok Start
L Bepiliesr ACPI Devices driver Dirrcer Stopped Demand Start
S BC i Microsoft ACPIEx Driver Dirvver Funning Boot Start
S scpipagr &CPI Processar Agqregator Driv_ Drver Stopped Demand Starr
s BepiPmi ACPI Power Meter Driver Dirveer Stopped Demand Star
4 acpatime ACPl Wake Alsrm Driver Dirreer Stopped Demand Start
s ADPEOK ADPRNKK Dirreer Stopped Demand Start
L AFD Ancillary Function Driver for Wi... Drreer Funning Syrstern Start
o afunie afunix Dirvver Running 1 1= J N | =0 - | | | [ [ | |
o shcache Application Compatibility Cache Drrver Running Syrstem Start
= AR auter Allloyn Rowter Sendce Share Proc... Stopped Demand Start
EALG Applicstion Layer Gatewey Serv... Own Proc... Stopped Demand Start
o AmAdKR AMD K2 Processor Driver Dirveer Stopped Demand Start
s ArndPPM AMD Processor Driver Dirvver Stopped Demand Start
o smdsata amdsata Direcer Stopped Demand Start
i smdshs amidshs Direver Stopped Demand Start
o smchoata amicheata Drvcer Stopped Demand Start
S BppiD ApplD Driver Drvver Stopped Demand Starr
] AppiDSwe Application [dentiny Share Proc... Stopped Demand Star
(| Appinfo Application Information Share Proc... Running Demand Star
o applockerflir  Smartlocker Filter Driver Dirreer Stopped Demand Start
5] Apphigmi Apglication Management Share Proc... Stopped Demand Start
] AppReadiness App Feadiness Share Proc... Demand Start o

The table below describes the columns that are displayed by default. You can add or remove the columns as per
your requirement. See Column Selection for more detailed explanation on this.

Services Table - Descriptions of Columns

Description

Name «  The title of the service.

+  Clicking the column header sorts the entries in ascending or descending order of the
names.

Display Name «  Shows the title by which the service is indicated in the Windows System
Configuration Utility. Clicking on the column header sorts the entries in ascending
or descending order of the display labels.

Type «  The category of the service, viz. shared processes (in svchost.exe instances), Own
processes (processes on their own), or drivers.

+  Clicking on the column header sorts the entries in ascending or descending order of
the types.

Status +  Displays the situation of the service, i.e. whether it is running, stopped or disabled.

«  Clicking on the column header sorts the entries in based on their status.

Start Type « Indicates how the service can be initiated, i.e. whether it automatically starts with
Windows, starts on demand or disabled.

«  Clicking on the column header sorts the entries in based on their start types.
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Column Selection
The services window displays details about each process in five columns. Advanced users can view more details by
adding more columns as required.
+  Toadd or remove columns in the 'Services' window, right-click on the table header and select 'Select
Columns' from the context sensitive menu.

Bgl COMODO KillSwitch

! Killswitch Options  View Tools Users Help

_55_ Metwaork

Processes (91)

Applications (11)

Services (596)

Mame Display ™ e Status Start Type

Select Columns.., E
,,_,j' 13%94ohci 1394 GF.ue'wu'-',uiman"-'w.-'w'w.:;.:'"ﬂu#er StDFI'FI'Ed Demand Start
y# dware Jware Driver Stopped Dernand Start
5 ACPI Microsoft ACPI Driver Driver Running Boot Start
Acoilev ACPI Devices driver i 3

The 'Select Columns' dialog opens.
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Be Select Columns =
Process Performance Process Memory . NET
Process Metwork Process Disk Process GPU
Process Image Module Service Handles

Select the columns that will appear on the Service view of
KillSwitch.

[ Display Name
M Type

V] Status

[ Start Type
CIpPD

[C] Binary Path
[C] Error Contral
[[] Group

[[] Load Order

ok || Ccancl

- Enable the columns by choosing the respective check-boxes
+  Click 'OK' for your configuration to take effect.

See Processes for more information.

5.3.3.1. Stop, Start and Delete Services

In the services window, you can start, stop and delete services by right-clicking the selected service and selecting
the desired option from the context sensitive menu:

C“FPH:- -

P I [ ':LEI"-"ECF'_S-

[ Dcor ELLLLE g rocess Launc
5] defra ter
s DfsC Stop : Client Dirive
[ Dhep Delete
yAdisca Start Type p ElCache
o7 Disk
IE] 5 Copy  Ctrl+C

nsc
B dot3sve Wired AutoConfig
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«  Go to Process - Switches the display to the 'Processes' window and highlights the process associated with
the service. This is useful when you want to terminate or suspend the process associated with the service.
See Stop, Start and Handle Processes for more details

«  Start - Initiates the selected service. This option is available only for the services with 'Stopped' status
«  Stop - Terminates the running service. This option is available only for the services with 'Running' status
« Restart - Reboots the running service. This option is available only for the services with 'Running' status

+ Delete - Removes the selected (running, stopped, paused or disabled) service(s) from the disk. KillSwitch
can delete any service, including ones protected by rootkits or security software. You need to confirm before
deleting a service

Warning: Deleting a critical service may render your computer unusable. Use this option only if you are an
advanced user with thorough knowledge on services.

«  Start Type - Enables you to define when and how a particular service should commence. Hovering the
mouse cursor over 'Start Type' will open a sub-menu with the options:

B COMSysApp  COM-+ Systemn Application Own Proc... Stopped
~credisk Crerisl Filter Niriver ~ Driver Stopped
@Cr}rptﬂvc Cry Share Proc.. Running
[ Decomlaunch DC Start er  Share Proc.. Running
@defragwc Dis Cwn Proc.,., Stopped
o8 DfsC DF Delete FS Driver Stop Per
E]D.h':p N Start Type ¥ ||V | Disable
~idiscache Sy

b Disk Did Copy Ctrl=C Boot Start

7| Dnscache DNS Client System Start

[m] dot3swc Wired AutoConfig Auto Start

=5 pps Diagnostic Policy Service Demand Start

Hovering the mouse cursor over the 'Start Type' will open a sub-menu with the options:
+ Disable - The service stops from running
+  Boot Start - The service loads by the boot loader and starts when the system is booted
«  System Start - The service starts during kernel initialization automatically

+ Auto Start - The service starts automatically upon each restart of the computer and will run even if
the user is not logged-in

« Demand Start - The service starts only on demand by an application
«  Copy - Replicates the row of the selected service(s) from the list of services into your clipboard

5.4.View and Handle Network Connections and Usage
«  Click 'Tools' > 'Open KillSwitch'
«  Click the 'Network' tab

«  The network tab contains details about currently active connections on your system:
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»  Network Connections - A list of all open connections. Right-click on a connection to manage the
connection

+  Network Utilization - A chart which shows traffic usage in real-time

«  CPU, I/O and memory usage are shown on the right

gl COMODO KillSwitch - o x

D KiltSwitch  Options  View  Tools  Users  Help

7 sysem
chmt_ﬁﬂl L

Pratocol Local Address Local Port Remaote Address Remate Port State Sentt Tral #

2 [ svchostexe(764) il
- TCP DESKTOP-TTRG 135 DESKTOP-TTROGPR Listen
= TCPE DESKTOP-TTRG 133 DESKTOP-TTROGPR Listen
= =7 Systern(4) 1907 KB
~ TP DESKTOP-TTRO 139 DESKTOP-TTPOGPR Listen
- TCp DESETOP-TTRG 445 DESKTOP-TTRCAPR Lisker
- TCP& DESETOP-TTRG 445 DESKTOP-TTRCAPR Lisken
~ upe DESKTOP-TTRO 137
L uno NESETND. TN 138 b
L 4 >
Hetwark Utilization ~l
Ethermel

FAdapter Name  Input Ubhizstion  Output Utihzebon Lk Spesd Satus Guin
Ethernst 0 i} 1,000 Mbps  Operational  [BCEPCF43-5020-861A-ARL5-TBTTTEFZ190F}

CPUUsage: TH2%  DESKTOP-TTPCAPR\Vega

See the following for more details:
+  Network Connections

« Network Utilization

5.4.1. Network Connections
«  Click 'Tools' > 'Open KillSwitch'

«  Click the 'Network' tab > Click the 'Network Connections' bar

- Right-click on a connection to view the process associated with the connection, and to close the
connection.

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 97



Comodo Cleaning Essentials<U | coMoDo

Creating Trust Online®

-

Fg COMODO KiltSwitch
1 Killswitch Optsons  View

Protacol Local Address Local Port Remete Address Rermate Port State Sent Trat ™
I- unPe DESKTOP-TTPO... 5353 |
UDPE DESKTOP-TTPO... 56701
=) [ ITSMEervice. mea 1852) 95.55 KB
TCP DESKTOP-TTPO.. 20777 DESTOR-TTPOSPR Listen
- TCP DESKTOP-TTPO.. 20777 DESKTOR-TTPOSPR 42586 Ectablished
lay DESKTOR-TTPO.. 43699 ec2-18-197-8-210.eu-central-1.comput... £43 Established S O O UL P PO e e e O N I I
TCF DESKTOR-TTPO.. 43670 DESRTOP-TTPOSPR Listen |
TCPa DESKTOR-TTPO... S96T0 DESETOR-TTPOSPR Listen
=) [ waminit exeld36) 0
|: 1CF CESKTOR-TTRO. A6 DESKTOP-TTPOSPR Listen
TCRE DESKTOP-TTRO, 49664 DESKTOP-TTPOYPR Listen
& [ swchost et 980) o
|: TCR DESKTOP-TTP(... 43665 DESKTOP-TTPOSPR Listen
TCPE DESKTOP-TTPQ... 43665 DESKTOP-TTPOMPR Listen e IEEEEE NN ED 1l
(= [38 swchost.eae(936) K
TCP DESKTOP-TTRQ... 20666 DESXTOR-TTPOSPR Listers
TCR DESKTOR-TTRQ... 49685 A0.6T.252.206 442 Established
TCPE DESKTOP-TTPC... 9666 DESKTOPR-TTPOSPR Listem
une DESKTOR-TTRO, 56445
=l o= cpoolee mee(1513) o
t TCP DESKTOR-TTPO_ 49667 DESKTOR-TTPOSPR Listen
TCPE DESKTOP-TTPO... 43667 DESKTOP-TTRPOSPR Listen
(=) [ senvices.axe(336) o
TCPG CESKTOP-TTPO... 43668 DESKTOP-TTPOSPR Listen
=l [0 lemen i 5y

Network Connections Table - Descriptions of Columns

Description

Protocol «  Shows the connection protocol type.

+  Click on the column header to sort the entries in based on the protocols.

Local Address +  Shows your system's name

+  Click on the column header to sort the entries in ascending or descending
numerical/alphabetical order of the addresses.

«  Note: The host names are displayed only if the option 'Resolve addresses for
Network Address' is enabled under 'Options' menu.

«  Else only the IP addresses are displayed.

Local Port «  Shows the system port number through which the connection is established.

+  Click on the column header to sort the entries in ascending or descending order of
the port numbers.

Remote Address +  Shows the system name of the remote host of the connection.

«  Click on the column header to sort the entries in ascending or descending
numerical/alphabetical order of the addresses.

+  Note: The host names are displayed only if the option 'Resolve addresses for
Network Address' is enabled under 'Options' menu.
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«  Else only the IP addresses are displayed.

Remote Port +  Shows the port number of the remote host through which the connection is
established.

«  Click on the column header to sort the entries in ascending or descending order of
the port numbers.

State - Shows the level of the connection established

«  Click on the column header to sort the entries in based on the status of each
connection.

5.4.1.1. Inspect and Close Network Connections
+  Click Tools' > 'Open KillSwitch'
«  Click the 'Network' tab > Click the 'Network Connections' bar

+  Right-click on a connection:

|— TCP JOHMSOMNCOM...

Go to Process JOHMNSONCOM...
TCE JOHNSOMNCOM...
Close
TCE JOHNSOMCOM...
TCE Copy  CQ=C oy insoMCOM...

= 'ﬂ%‘iexplcr&.&x&fﬂlh

«  Go to Process - Switches the display to the Processes window and highlights the process associated with
the connection. This is useful when you want to terminate or suspend the process that brokered the
connection.

- Close - Exits the network connection.

+  Copy - Add information from the connection row to the clipboard

5.4.2. Network Utilization
«  Click 'Tools' > 'Open KillSwitch'
«  Click the 'System' tab > click the 'Network Utilization' bar

+  The network utilization window shows how much traffic is being used over time by adapters on your
computer.
+  Hover your mouse cursor over the graph to view further details.

«  The name and details of the adapter are shown under the graph.
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Network Utilization Table - Descriptions of Columns

Column Description

Adapter Name Shows the title of the network adapter.

Input Utilization Shows the incoming traffic utilization in percentage.

Output Utilization | Shows the outgoing traffic utilization in percentage.

Link Speed Shows the connection speed of your computer with the network.
Status Shows the traffic flow operation position through the network connection.
GUID Shows 32 character Globally Unique Identifier of the connection.

5.5.Configure KillSwitch

The 'Options' menu lets you configure 'KillSwitch' at a granular level:

Bgl COMODO KillSwitch

! Killswiteh [0S0l View Tools Users Help

Always on Top

Processes Replace Task Manager i
Mame Hide When Minimized fting CPU  Working Set User Mame
- Confirm Kill/Delete/Suspend/Restart _' ) ESRTOP-T 1T
- CPU History in Tray lcon 1sted 628 KB DESKTOP-T
~ /O History in Tray lcon usted 3,420 KB DESKTOP-TT
i Resolve Metwork Address Jsted 8,028 KB NT AUTHOF
— ) usted 6,908 KB DESKTOP-T
Threats Logging Level L ) .
~ _ _ asted 1,904 KB DESKTOP-
| Scan for Hidden Services stted 496 KB DESKTOP-T1
L Scan for Hidden Processes beted 1252 KB DESKTOR-T
— {g{} Configure Symbals... usted 1,520 KB DESKTOP-T
B O Configure Highlighting... ?JStEd 6,648 KB MT AUTHOR
H=l [ asted 1,524 KB NT AUTHOF
< : Language 3 1
Applicatons (12)
Services (595)

Type Status Start Type

«  Always on Top - When non-minimized, the KillSwitch window is always visible ahead of any other
applications. Other applications will appear in the background.

+  Replace Task Manager - All methods used to open Windows Task Manager will instead open KillSwitch.
Example methods include:

«  Ctrl + Alt + Del > Click 'Task Manager'
+  Right-click on the Windows task-bar and click 'Task Manager' Task Bar
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+  Hide When Minimized - KillSwitch automatically runs in the background when it is minimized. You can
double-click on the system tray icon to reopen the application.

«  Confirm Kill/Delete/Suspend/Restart - KillSwitch shows a confirmation dialog whenever you take actions
on a process:

=

.-"-_-'\.
I | Areyou sure you want to kill the selected processes?

k- 4

e I n

«  CPU History in Tray Icon - A KillSwitch icon is shown in the system tray at the bottom-right corner of the
screen. The icon provides a fast way to open or close the application, shutdown your system and so on.
See 'The System Tray Icon' for more details.

« /O History in Tray Icon - The tray icon shows graphics to represent the input/output activities of your
computer.

«  Resolve Network Address - If enabled, KillSwitch shows host names in the 'Local Address' and 'Remote
Address' columns in the 'Network Connections' window. If not enabled, only the IP addresses of the local
host and remote hosts are shown.

«  Threats Log Level - Select which types of events you want to record in a log.
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Always on Top

Prmm: Replace Task Manager .L
Mame _ Hide When Minimized tting CPU  Working Set User [
L Confirm Kill/Delete/Suspend/Restart iJStEd 1,540 KB DESKT
- CPU History in Tray lcon Jsted 13,628 KB MT AL
I~ I/C History in Tray lcon ;JStEd 3,996 KB DESKT
B Resolve Metwork Address ;JStE':! T‘} fE EEE:\
: Threats Logging Level L Log All Events
L Scan for Hidden Services Log Threats Only
T Sean for Hidden Processes Log Threats and Unknown Files
Hal o {gu; Configure Symbaols... Disable Logging
L Configure Highlighting... asted 996 KB NT A
H=l [a isted 25712 KB NT A
g Language L4 1
Applications (12)
Services (595)
Mame Display Mame Type Status Start Type
#13%4ohei 1384 OHCI Compliant Host Co...  Driver Stopped Dernand Start

are Iware Drriver Stopped Demand Start

« Log All Events - Record every event that takes place. This produces the most comprehensive
reports but at the cost of larger file sizes.

+  Log Threats Only - Record only those events where KillSwitch detected a malicious process or
service.

+ Log Threats and Unknown Files - Record events which concern malicious processes, and
processes for which no trust rating exists. 'Unknown’ processes have not yet been tested to
establish whether they are safe to run or not.

- Disable Logging - Do not record any events.
«  Scan for Hidden Services - KillSwitch will run an instant scan for services running in the background

«+  Scan for Hidden Processes - KillSwitch will run an instant scan for programs running invisibly

«  Configure Symbols - KillSwitch uses the program database symbols to resolve their function names to find
the start addresses and stack locations of threads.

«  This is displayed in the 'Threads' tab of the process in properties dialog.
« If you have relocated the pdb files, you can specify the new path of the file through this option.
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Bel Configure Symbols bt

~Symbals 5

Lo

KillSwitch uses symbals to resalve function names when displaying
thread start addresses and thread stack locations on the thread tab
of process properties dialog.

Symbols path:

ok || Ccancl

»  Configure Highlighting

+  Click Tools' > 'Configure Highlighting'
+  KillSwitch color codes processes as follows:
+  Processes window - Running, stopped, suspicious or hidden processes
«  Applications window - New applications and applications that are closing
- Services window - New services and services that are closing
«  Network Connections window - New connections and connections that are closing
«  Graphs (on the right) - Various colors to represent different resources
The highlighting screen lets you change these color to your preferences:

By Colors =
~ Highlighting Rating y
Mew Unknown E}
Terminating Suspicious E}
Virtualization Hidden E]
~Graph N
Kernel CPU E] Physical Memary
User CPU E] Private Bytes E]
I/OR+0 Metwaork Input
Ifow E] Metwork Quiput
ok | [..cancal |

+ Highlighting - Set the colors you want to use for various process statuses
+  Rating - Set the colors you want to use for the trust rating of a process
«  Graph - Select the color of each line on a KillSwitch chart:

«  CPU usage by Kernel

«  CPU usage by User initiated applications and processes

+ 1/O Read Only

« /0O Write
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Physical Memory Usage
Private Bytes
Network Input
Network Output
To change the color of a desired line

1. Click on the color patch beside the required parameter. The 'Color' window opens with the default color
selected.
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Virtualization [ 1= Hidden

[ ~

Kernel CPU (W) Physicel Memory
jp —

User CPU B automatic Color Bytes E]

IJOR+D EEEENENENEN:nput
oW ........qﬂutput
| EREEERENR
[ | [ | H R
ok || Cancel |
Mare Colors...

2. Choose the color for highlighting or the graph line. You can do this by two ways:

+  Directly choose the color from the palate; or
+  Click on 'More Colors..." to add a custom color to the palate and select it.
3. Click 'OK".
The highlighting and/or graph lines will be displayed with the colors you have chosen.

+ Language - KillSwitch is available in several language. Hovering the mouse cursor over 'Language' in the
'Options' menu shows the list of languages. You can select the language for application from the list.

5.6.KillSwitch Tools

«  Click 'Tools" in the menu-bar OR click a specific utility in the shortcut-bar under the main display.

KillSwitch utilities let you manage processes, troubleshoot issues, repair settings, and more:
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Switch  Options  View @LLIE Users Help

_______ @ Start COMODO Cleaning Essentials
Processes (89) ﬁ Autorun Analyzer i
MName &2 Quick Repair.. W Working Set User Name De
': [&] Applicationf @ Program Usage Analyzer.. 3,036 KB DESKTOP-TTPO9PR... Ap
[®=|RuntimeBro| @ Find Handles or DLLs... Ctri=F | 840 KB DESKTOP-TTPOSPR... Fu
............................ " \MicrosoftPl [,  verity File Signature | 492KB DESKTOP-TTPOSPR..
[ RuntimeBro Enable Boot Logging 720 KB DESKTOP-TTPOSPE... Fu
[®=|RuntimeBro 1,080 KB DESKTOP-TTPOSPR... Ru
| @svchostere | T | PU- cri-R 7,004 KB NT AUTHORITY\NE... Heo
H=l [#] svchost.exe e B 1,128 KB NT AUTHORITY\LO... Ho
L [ Windows. W, Browse logs... 924 KB NT AUTHORITYLO...
H=l [85] svchost.exe ' B S00 Trusted i 22,784 KB NT AUTHORITY\SY... Hc
[8=] dasHost.exe 2004 Trusted 996 KB NT AUTHORITY\LO... De
ctfmon.exe 2776 Trusted 4940 KB DESKTOP-TTPOSPR... CT
<
| Applications (12)
Drriver Stopped Dernand Start
Drriver Stopped Demand Start
Vi Driver Running System Start
Driver Running Systern Start
“he Driver Running System Start

Icon Description

Scan menu - Run full, custom or smart malware scans on your system. See Scan Your System
for more details.

()

Autorun Analyzer - View and handle services that were loaded when your system boots-up.

Quick Repair - Troubleshoot and fix important windows settings and features. See Repair
Windows Settings and Features for more details.

X &
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Program Usage Analyzer - Shows a history of all programs used on your computer by all users.
See Analyze Program Usage for more details.

Find Window utility - Find processes related to the active application. See Find Process of the
Active Window for more details.

Search for handles and DLL's - Enter the name of the object.

See Search for Handles or DLLs for more details.

Windows 'Run' dialog - Open programs from the command line interface.

See Run Programs from Command Line Interface for more details.

Windows system information - Shows charts and stats about the usage/history of your system
resources.

L

See 'View System Information' for more details.

Click the links below for detailed explanations on KillSwitch Utilities:

+  View System Information

+  Repair Windows Settings and Features

+ Analyze Program Usage

«  Search for Handles or DLLs

Verify authenticity of Applications

« Enable Boot Logging

+  Run a Command Line Interface program

+  Run a Command Line Interface program as Administrator

+  Browse KillSwitch Logs

5.6.1. View System Information

«  The system information pane shows the dynamic graphical representations of your CPU usage, 1/O activity
and physical memory usage of your system.

+ Italso shows the detailed statistics on current utilization of various system resources.

+  Click 'View' > 'System Information’, to view the system information pane.
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i Killswitch Options BMGEUE Tools Users Help

System Information

Show Only the Untrusted Images in Memory e
Mame Show Only Untrusted Processes ]l Working 5et User Name Desc
(=] Appl Show Only Sandboxed Processes 2,840 KB DESKTOP-TTPO9PR... App
(%] Runt Hide Processes Signed by Microsoft b 840 KB DESKTOP-TTPOSPR... Runt
@;_@ Show All Processes i MKBDE@W—W%
ﬁWmi _ 8,204 KB NT AUTHORITYA\SY... W
[&IRunt Opacity ' 720 KB DESKTOP-TTPO9PR... Runi
[®=]Runt @ Refresh Now F5 1,080 KB DESKTOP-TTPOSPR... Runt
—  [Elsvchost. Set Refreshing Rate 3 T84 KB NT AUTHORITY\ME... Host
H=l [®E] svchost. Performance Graphs 1,128 KB NT AUTHORITY\LO... Host
L [®=]Wing - 924 KB NT AUTHORITY\LO...
L=l [ svchost. 25,772 KB NT AUTHORITWASY... Host
F [ dask select Columns... 996 KB NT AUTHORITVALO... Devic
<
] Services (595) L e T i

«  Alternatively, click the 'System Information icon from the tool bar.

The system Information dialog opens at the 'Summary' tab:

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 109



Creating Trust Online®

Comodo Cleaning Essentials - User Guide ~ comooo

B

i

B Systern Information = O X

Summary | CPU |Memory /O | GPU
CPU Usage

32.81% —

System Commit

1L.71GB —

Physical Memary
]

1.07GB
o

48.54 KB
MNetwork

The 'Summary' tab:

«  CPU - Shows a dynamic graphical representation of the usage of CPU over time. In multiprocessor
operating system, you can make the pane display individual graph for each CPU by selecting the otption
‘Show one graph per CPU' at the bottom left of the interface.

+  System Commit - Shows a dynamic graphical representation of performance system commit.

«  Physical Memory - Shows a dynamic graphical representation of the usage of physical system memory
over time.

« /0 - Shows a dynamic graphical representation of Input/Output activities of the computer over time.

«  Network - Shows a dynamic graphical representation of how much network traffic is used over time by
services and applications running on your computer.

+  Disk - Shows a dynamic graphical representation of disk usage.
The 'CPU' tab:
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Bd Systern Information _ 0 %

Summary, CPU  Memory, /O | GPU

CPU Usage

19.04%

Handkes 40,129 Context Switch Delta %8
Threads 1,090 Interrupt Defta 2,255
Processes a0 DPC Delta 289

7] Show one graph per CPU

- Totals - Shows detailed statistics on the number of processes, threads and handles that run on the
computer.

« CPU and /0 - Shows a statistical report on the CPU activities and Input/Output activities of your computer.

«  Show one graph per CPU - Displays individual graphs for each processor in a multiprocessor operating
system. Hence this option will be enabled only in multiprocessor operating system environment.

The 'Memory' tab:
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System Information = O >
Yy

Summary, CPU |Memory | /O | GPU
System Commit

1.73GB
Physical Memaory

1.15GB
~Commit Charge (K} ———— ~Kernel Memory (k) ————— ~Paging Lists (K}

Current 1,810,520 Paged WS 85,340 Zeroed 9,564
Limit 3,014,196 Paged Virtual 102,708 Free 5,948
Peak 2,276,028 Paged Limit no symbols Maodified 9,832
ModifiedNaWrite 108
Peak/Limit 75.51% Nonpaged 62,736 STOBI": dE o 75 512

Current/Limit 60.07% Monpaged Limit no symbols Y "
~Physical Memory (K} ————  ~Paging Eoonitgt 2,328
o = Priority 1 2,448
Total 2,096,632 Page Fault Delta 6,826 Priority 2 2,288
Available 895,324 Page Read Delta i} Friority 3 a
Cache WS 11,244 Paging File Write Delta 0 Priority 4 3,964
Kernel WS 2,512 Mapped File Write Delta [i} Priority 5 637,336
Driver WS 3,998 Priority & 17,380
Priority 7 163, 568

A

«  Commit Charge - Shows statistics on virtual memory allocated to programs and the operating system in
KB. As the memory is copied to the paging file(s) in you hard disk drive, the peak value listed may exceed
the maximum physical memory.

+  Current - Shows the current amount of the system commit charge

+  Limit - Indicates the amount of physical memory and size of all paging files combined. This is the
maximum total memory size which the system is allocated

+  Peak - Displays the maximum amount of the system commit charge since the last reboot the operating
system

«  Peak/Limit - The percentage the peak of the system charge comparing to the system commit limit since
the last reboot

«  Current/Limit - The percentage of the current value of the system commit charge comparing to the
current value of the system commit limit

«  Physical Memory - Shows statistics on the total physical memory, also called RAM, installed on your
computer in KB.

+  Total - Represents the amount of total Physical Memory.

+ Available - Represents the amount of free memory that is available for use.

«  System Cache - Shows the current physical memory used to map pages of open files.
«  Kernel - Shows the current kernel-mode time usage.

+  Driver - Shows the kernel-mode drivers that are in currently enabled on the system.

+  Kernel Memory - Shows a statistical report on memory used by the operating system kernel and device
drivers in KB.

«  Paged Virtual - Memory that can be copied to the paging file from virtual memory.
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«  Paged Physical - Memory that can be copied to the paging file from physical memory, thereby freeing
the physical memory. Operating system uses physical memory.

«  Nonpaged - Memory that remains resident in physical memory and are not copied to the paging file.
« Nonpages limit - The current maximum memory that remains and are not copied to the paging file

«  Paging - Shows a statistical report on the page faults. The page fault is the direct access to the page that is
mapped in the virtual memory but not loaded in the physical memory.

«  Paging Limits - The current maximum of page fault mapped in the virtual memory but not loaded in the
physical memory in KB.

The 'l/O' tab:
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Bd Systemn Information = O x

Summary| CPU |Memory IO | GPU

Read Delta X% Receive Delta 3 Read Delta 158
Read Bytes Delta BE7E Receive Bytes Delta 2168 Read Bytes Delta 2.35MB
Write Delia 7 Send Delta D Wirite Delta i
Wirite Bytes Delta 8.70 KB Send Bytes Delta 0 Wirite Bytes Delta 127.29 KB
Other Delta 2,882 Other Delta 0 Other Delta 7
Other Bytes Delta 24.46 KB Other Bytes Delta o Other Bytes Delta 24.96 KB

/0 - Shows the amount of 1/O operations generated by a process in KB (including files, network, and
device 1/0s)

«  Network - Shows the amount of network input/output operations generated by a process in KB

+  Disk - Shows the amount of disk input/output operations generated by a process in KB
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Summary, CPU Memory| /O | GPU

0 _

GPU Usage

0.00%
GPU Dedicated

GPU Shared
32,00 KB _
Current 0 Current 32
Limit u] Limit 8,386,763
View individual GPU engine usage and select engines used for GPU usage calculations: Engines...

»  Dedicated GPU Memory (K) - The exclusive source of video memory leaving the RAM of your system
untouched.

+  Shared GPU Memory (K) - This memory division is shared by RAM of your system and does not have an
independent memory
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5.6.2. Repair Windows Settings and Features

+  KillSwitch lets you quickly troubleshoot and repair very important Windows settings and features which are
other wise hard to reach.

«  This feature greatly benefits users at beginner level.

+ If crucial Windows settings does not work, they can be fixed only experienced and skilled geeks.

+  But with KillSwitch even inexperienced users can troubleshoot and fix those problems with a few clicks.
To repair the Windows settings and features

1. Click '‘Quick Repair...". from the "Tools' menu

Eg COMODO KillSwitch

Switch  Options  View BLELIEE Users Help

B Network © start COMODO Cleaning Essentials

Processes (92) | ‘ Autaorun Analyzer i
Mame ;EQUWK Repair... :::’ :’U Working Set User Man
B nﬁfiniPwSE.ef @ Program Usage Analyzer... 32,183 KB NT AUTH
~ [ Applicationf @ Find Handles or DLLs... Cti=F | 2,232 KB DESKTOP
~ @ WmiPrvSE.el [, verify File Signature 5 12,268 KB NT AUTH
— E]Runtimeﬂro; Enable Boot Logging 416 KB DESKTOP
= : A4 KB DESKTOP-
- Run.. el 420 KB DESKTOP-
- [55|RuntimeBro| Run as Administrator i 224 KB DESKTOP-
—  [mE]svchost.exe Browse logs... TA80 KB NT 4UTH
H=l [8El svchost.exe 824 Trusted . 232 KB NT AUTH
L & Windows WARPJITService.2.. 2120 Trusted 260 KB MT
| svchost.exe 300 T
N
.&\
- Alternatively, click the 'Quick Repair' icon from the Tool bar.

The 'Quick Repair' dialog lists set of features that can be repaired and their current status.
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Bl Quick Repair »
Select items to repair:
Mame Status
- Local user L. i Gmd Consale O
Global W Context Menu OK
Profile [£2] Control Panel oK
SYSTEM & MsConfig oK
LOCAL B My Computer OK
SERVICE B Regedit 0K
NETWORK {5/ Run oK
SERVICE ;-f Windows Search ]
Vega 17 Task Manager QK
Acronis Folder Options 0K
Agent User || 2, Hidden Drive 0K
Administratc " WinLogon QK
] P Safe Mode Disabled

Security Center 0K

¥ DNS oK

2 IE Proxy oK

| | Hosts oK

_JExeFile QK

@ Internet Options Ok

Y Security Tab oK

B UAC oK

(2 IE Home Page 0K

¥ Select Al — ] [ Close

You can change the profile from the left hand side pane so as to switch the display of the statuses of features are as
per the selected administrator's/user's profile.

2. Select the checkboxes beside the items you wish to troubleshoot and repair.

Note: The checkboxes are active only for the items that require fixing. If you want to select all the items that need
fixing, check "Select All"

3. Click 'Repair'. KillSwitch will automatically fix the errors in the settings of the selected item. A completion
dialog will appear.

5.6.3. Analyze Program Usage

«  The usage analyzer shows useful information about programs that are running, or have run on your
computer.

Open the Program Usage Analyzer

+  Click Tools' > 'Program Usage Analyzer":
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Eel COMODO KillSwitch

ch Options '-.-"l:'.-\-MLlncu Help

ﬁ Start COMODO Cleaning Essentials

Processes (92) | ' Autorun Analyzer L
hame | & L e W Working Set User Mame Description
I [@]RuntimeBro 9,596 KB DESKTOP-TTPOSPR... Runtime Broke:
- ﬁijiFr\"SE.E @ 3 Ctri+F 28,132 KB NT AUTHORITYASY... WMI Provider Ho
— [ Applicationf 3, verify File Signature 2,228 KB DESKTOPR-TTPOYPR... Application Frame
- = RuntimeBro Enable Boot Logging _ 416 KB DESKTOP-TTPOSPR... Runtime Broker
L [EHRuntimeBro| = . RuM-- CHi=R 420 KB DESKTOP-TTPOSPR... Runtime Broke:
L [ RuntimeBro L e 224 KB DESKTOP-TTPOSPR... Runtime Broker
- [aElsvchost.exe Browse logs... 7.408 KB NT AUTHORITYAME... Host Process for W
H=l [#svchost.exe ’ 824 Trusted 232 KB NT AUTHORITY\LO... Host Process for W
L (a1 Windows. WARP JITService.e... 2180 Trusted 260 KB NT AUTHORITY\LO...
H=l [#= svchost.exe 900 Trusted 30,160 KB NT AUTHORITY\SY... Host Process for W
<
| Applications (12)
P
I.
- Alternatively, click the program usage icon in the tool bar.

The usage analyzer shows all programs installed by, or available to, the currently logged-in user:
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Bg Program Usage Analyzer ey

User: | Administrator | =

Mame Path Usage Last run tirne Stat ™
[ Bz lcellragon ChFrogram bilest COMODOAN cellragontucedr.. Mever or Al.. Run

[8=| Registerlcedr... C\Program Files\COMODO"\IceDragon\Regi... Mever or Al...

&) |ceDragon ChProgram Files\COMODON ceDragonticedr.. Infrequently  3/14/2019 6:39:2...

|#| Pick an app CAWINDOWShsystem 32\ OpenWith.exe Mever or Al..

(8] Runtime Bro... CAWINDOWS\system32\RuntimeBroker.exe  Mever or Al... Run
"4, Forensic Ana... Ch\Users\Vega'\Downloads\Microsoft.Skyped... Almost Mever 2/25/201912:0%:...

4 Forensic Ana... ChProgram Files (x26)\ComodoiForensicAn... Very Rarely 3712019 4:06:44..,

s Forensic Ana... C\Program Files (x26\COMODO\Forensich... Mever or Al..

"W Forensic Ana.. Ch\Users\Vega\Downloads\ForensicAnalysisT... Very Rarely — 3/1/2019 4:06:08...

[5=| BITS adminis... C\Blood test reports\BITStester\BITStester\b... Never or Al..  2/28/2019 11:57:...

& CoMOoDO In... ChUsers\VegatAppDatatLocal\ TemphTempl... Mever or Al.. 3/4/201912:38:1... W
£ >

Ccan Fo

m

[ <Program Files=

M =windows > [C] indude missing programs
indows

[ Other folders

Program Usage Analyzer - Descriptions of Columns

Description
Name The title of the program/application. Click the column header to sort entries in alphabetical
order
Path The location of the program's installation folder.
Usage How often the program is run by the user.
Last Run Time Date and time the program was most recently executed.
Status The current runtime status of the program.

+  User - Choose which user's programs are shown.
«  Scan Folders - Choose the folders from which the list of programs is drawn.

+ Include missing programs + 'Run Scan' - Finds programs and Windows components which were uninstalled
from the computer.

- Right-click on an entry to open the installation folder of the program and access the process invoked by the
program.
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&l Microsoft Scr... C: KWmu:Iu:uws\s,}rstemﬂhmagmf}r exe Mever or A

; Gamed\Salitaireh  Blever ar 0
= Windows Exp... C\Windows\explorer.e Open Containing Folder
EWinHﬁ;R arch... C\Program Files\WinRARVWIinRAR exe Mever or Al
& comoDOoIn... C‘-LUsers‘-‘SamAdm|n|5tratDrEDesktnpicce ¥ Gcca:icne"
= FaalVialsalm CA | Jegre\ Sam b drminictrator Declbant e b |

+  Open Containing Folder - Opens the installation folder of the program in Windows Explorer.

5.6.4. Search for Handles or DLLs

The find handles or DLLs tool enables you to search for specific handles, DLLs and mapped files of the currently
running processes by entering their names.

To search for a specific handles, DLLs and mapped files
+  Click Tools' > 'Find Handles or DLLs'

Bg COMODO KillSwitch

i Killswitch I‘]pticmﬂ View BLLIE Users Help

@ Start COMODO Cleaning Essentials

Frum{!i:ﬂ { " Autorun Analyzer 1
Mame | &2 «Quick Repair... W Working S¢
- @Runtimeﬂruf a Program Usage Analyzer... BATZK
— @ WmiPrvSEE L] Find Handles or DLLs... > Ctrl=F | 32,976 K
— [ Applicationf [FJ  Verify File Signature 2,220K
— @Huntlmeﬁrog Enable Boot Logging ' 46K
- I hicroeniip A4 KE
o on | T3 Run... Ctri=R L‘m
—  [EE|RuntimeBro)| : 420 KE
| nﬁﬁWmiPwSE.é Run as Administrator 12,820 KI
= Elﬂuntimeﬁro; Browse logs... 224 KE
—  [mEcuchostexe TEO Trusted 7,188 KE
=
I
- Alternatively, click the Find Handles or DLLs icon from Tool bar.

The 'Find Handles or DLLs' dialog will open:
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Be Killswitch Search >

Handle or DLL substring: | | | [ Search l [ Cancel

Process PID Type Handle or DLL

There are no items to show,

A

- Enter the name of the object you wish to search, in the filter text box. The entered string can be a sub-string
of the object name. The search key is not case-sensitive

«  Click 'Find'".
The results window will contain the process(es) associated with the object, the type of the object and its handle as a
table.
Bgd KillSwitch Search *

Handle or DLL substring: | [ Stop l [ Cancel
Process PID Type Handle or DLL &
System 4 Handle explorer.exe (3212)

System 4 Handle explorer.exe (3212)

System 4 Handle explorer.exe (3212)

System 4 Handle explorer.exe (3212)

System 4 Handle explorer.exe (3212)

System 4 Handle explorer.exe (3212)

System 4 Handle explorer.exe (3212)

System 4 Handle explorer.exe (3212)

System 4 Handle explorer.exe (3212)

System 4 Handle explorer.exe (3212)

CEr55,EXE 456 Handle explorer.exe (3212): 4528

CEISE. EXE 456 Handle explorer.exe (3212): 3628

CEISE, EXE 456 Handle explorer.exe (3212): 5184

C5I55,EXE 456 Handle explorer.exe (3212): 3428

CEr55,EXE 456 Handle explorer.exe (3212)

CEISE. EXE 456 Handle explorer.exe (3212): 3216

CEISE, EXE 456 Handle explorer.exe (3212): 4532

C5I55,EXE 456 Handle explorer.exe (3212): 4432

CEr55,EXE 456 Handle explorer.exe (3212): 3570

CEISE. EXE 456 Handle explorer.exe (3212): 3840 W

A

Handle or DLL search results window - Descriptions of Columns

Description

Process The title of the activity triggered by the handle or the DLL. Clicking the column header sorts
the entries in alphabetical order of the process names.

PID Process Identification number of the activity. Clicking the column header sorts the entries in
numerical order of the PIDs.
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Whether the process is triggered by Handle or DLL.

Handle or DLL

The executable file that has triggered the process along with its storage location.

5.6.5. Verify Authenticity of Applications

A program is considered safe to run if it is digitally signed by a 'Trusted Software publisher'. To prove their software is
the genuine article, publishers digitally sign their software using a code signing certificate. If you would like to know
more about this process, see Background details later in this section.

To check whether an application/program installed in your computer is digitally signed:

«  Select a process in the KillSwitch process list

+  Click 'Tools' > 'Verify File Signature'
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v TPl Ibting Fuc s

» @ (i & hitps/theplanets.org Sl A, Sear i @ G

I Getting Started G reddit: the front page ... EE Dicticnary.com | Mea... 5] From Internes Explorer

T H E P LA N ETS PLANETS SOLAR SYSTEM OBJECTS GALAXIES TooLs

SEARCH THE UNIVERSE

| seaccn e ers: |

THE PLANETS OF THE
SOLAR SYSTEM

This website is an easy-to-follow overview of the
historical, scientific, cultural and mythological facts of
our solar system. Topics include space facts, the
planets, galaxies, black holes and other objects
found in the solar system.

Thare are manv interartiye sections to the site such

Transferring dats from theplanets.ong...
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Fa COMODO KillSwitch

i K itch stion

Frocesszes (79) e
MName PID Rating CPU  Working Set User Name Description [t
F [EITsMService.ene *32 1948 Trusted 58,002 KB Endpeint Manager Service Appl
[ RmmSenice.se *32 2020 Trusted 10044 KB RMM Service
- [8° svchost.exce 2032 Trusted 6716 KB Huost Process for Windaws Send
F  [¥ SecurityHealthService. exe 2044 Trusted 13,900 KB Windows Security Health Servic
F [85 svchost.exe 2200 Trusted 9172 KB Huost Process for Windows Servi
F  [# svchostiexe 2316 Trusbed 6,640 KB Hast Process for Windows Servi
= [ swchost.exe 3236 Trusted 35424 KB DESKTOP-TTPOYPR... Host Process for Windows Servi
- [3= SgrmBroker.exe 4236 Trusted 384 KB System Guard Runtime Monitol
[0 sedsve.exe 4344 Trusted 10,604 KB sedsve
L g Searchindexer.exe 5300 Trusted 16,228 KB Microsoft Windows Search Inde
—  [#lsass.exe 582 Trusted 11,924 KB Local Secunty Authorty Proces
— [Elfontdrvhost.ee BEE Trusted 2912 KB Usermode Font Drrver Host
B=| CErEE ENE 468 Trusted 4,244 KB Client Server Runtime Process
=] [;T_'A_'winlug on.exe 332 Trusted 7,300 KB Windows Logon Application
[Elfontdrvhost e 620 Trusted 4140 KB Usermede Font Driver Host
(%] dwem exe B68 Trusted 60,622 KB Desktop Window Manager
& ITSMAgent.exe *32 3148 Trusted 16,208 KB DESKTOP-TTPOSPR... Endpoint Manager Tray Applica
[zl “ry explorer exe 3628 Trusted 106,720 KB DESKTOP-TTPOSPR... Windows Explorer
mMS.C\SCuiL.uu: 5532 Trusted 8,396 KB DESKTOP-TTPOSPR... Windows Defender notification
i OneDrive. o *32 5624 Trusted 57,500 KB DESKTOP-TTPOSPR... Microsoft OneDrive
E_ KillSwitch. exe 5936 Trusted 6.25 274, 564 KB DESKTOP-TTPOSPR... COMODO Internet Securnty
I: &) icedragon.exe 212 Trusted 227,836 KB DESKTOP-TTPOSPR... lceDragon
wiredragon.ue 5416 Trusted 81,572 KB DESKTOP-TTPOSPR... lceDragon w
£ >
| Services (595) v,
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i Killswitch Options  View Tools Help

1: DESKTOP-TTPOSPR! L4 Disconnect
e e e i ol Lo
Mame PID Rating q Send Message ime De
= = System Idle Process 0 9 Properties
@ |nterru pts ..............................................
@ DPCs
4 120 KB LOCAL_SYSTEM
|: SITS5.EXE 316 Trusted 692 KB NT AUTHORITY\SY... Wir
T AT TR T e ey i
"Mermory CUmFJrESSIDn i i T i i i iyt il
= A0 Errorthot Fo A7AS KR NTAUTHORITYSY
‘ ’-_-I Elwchost ee T 00 Trusted 36,708 KB NT AUTHORITY\SY... Host Proce
L (@ dasHost.exe 2004 Trusted 2,308 KB NT AUTHORITY\LO... Devi

The 'Verify Signatures' dialog will open:

B Verify Signatures >

F”ENEE Send Message x

Message title:

Message from DESKTOP-TTPOSFRY

™ tFiles
Message:

Please log out temporarily,

ok || Cancl

You can check the authenticity of a specific executable or make KillSwitch to scan a folder to identify all the .exe, .dll,
.msi and .sys files in it and verify their authenticity.

«  Click 'Select Files' and navigate to the folder containing the files of the program and select the
binary/executable file, to check for authenticity of a file.

+  Click 'Select Folder' and navigate to the folder , to scan a folder for binaries and verify their
signatures. KillSwitch will identify the .exe, .sys, .msi and .dll files in the selected folder. If you want
KillSwitch to check the files in the sub-folder(s) of the selected folder, select 'Include files in sub-
folders'.
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Message from DESKTOP-TTPO9PR\Vega
Please log out temporarily.

KillSwitch will immediately scan the files and if signatures are present, displays the signer information under the
Signer column else, leaves the column blank.

Verify Signatures (Verificatio| x

&g Verity Sig e B Session Properties *

| E; 2 ]
(e Moms User name: DESKTOP-TTPOSPRY o : i
C:\Users\Vega\Downloads'\02() Comode Security Soluti
Ci\Users\Vega\Downloads\02)| Session ID: i Comode Security Soluti
Ch\Users\\Vega\Diownloads\ 030 Comodo Security Soluti

| C\Uzers\Vega\Downloads\030  State: Active Comodo Security Soluti
|Ch\Users\Vega\Downloads\030) _ Comodo Security Soluti
|C:\Users\Vega\Downloads\030) Client name: A Comodo Security 5~
Ci\Users\Vega\Downloads\030) . Comodo Security 5| o~ 4. -
| C\Users\Vega\Downloads\030 Client address: N/A Comodo Security 5 2;1?153.:”
Ci\Users\Vega\Downloads\020) : : — Comodo Security 5

| C\Users\Vega\Downloads\030) Client display resolution: N/A Comede Security 5|3/ 14/201!
Ci\Users\Vega\Downloads\020) Comode Security Soluti
|G\ Users\Vega\Downloads\030) Comodo Security Soluti
C\Users\Vega\Downloads\030) Comodo Security Soluti

| C\Users'\Vega\Downloads' 030 Comodo Security Soluti
|Ch\Users\Vega\Downloads\D3051% cce_xbdhcece_2.5.242 177201 _xbdh\cce_xbd\scanners\dunpack.cav Comodo Security Soluti
Ci\Users\Vega\Downloads\030519 cce_xbd\coe_2.5.242177.201_xbdhcoe_xbd\ scanners\ extra.cav Comodo Security Soluti
Ci\Users\Vega\Downloads\03051 % coe_xbd\cce_2.5.242177.201 ebdhcce_wbd scannersipe.cav Comode Security Soluts

| C\Users\Vega\DownloadsW03051Pcce_xbd\cce_2.5.242177.201_xbPcce_xBscannersigunpack.cav Comodo Security Soluti

| CAUsers\Vega\Downloads\D3051Pcce_xbdh\cce_2.5.242777.201 xbdhcce_xbd\scannersiheur.cav Comode Security Soluts
|C\Users\Vega\Downloads'W02051 M cce_xbd\cce_2,5.242177.201_xbd\cce xbd\scannersimach32.dll Comodo Security Soluti
|C\Users\Vega\Downloads' 03051 cce_xbd\cce 2.5.242177.201_xbd\cce xBd\scannersimem.cav Comodo Security Soluti
Cih\Users\Vega\Downloads\ 03051 % cce_xbdh\cee_2,5.242177.201 _xbdcce xBd signmgr.dil Comodo Security Soluti
Ch\Users\Vega\Downloads\ 03051 P cce_wbdeee 2.5.242177.207 _xbdhece wfP KillSwitch. ece Comodo Security Soluti
Ci\Uszers\Vega' Downloads\020519 cce_x64\coe_2.5.242177.201 _xbdcee_wbd\ HijackCleanertd. exe Comodo Security Soluti
Ci\Users\VegaDownloads\03051 % cce_xbdvcce_2.5.242177.201_xbhcce_xbdccekrnlap.dat Comode Security Soluti

| C\Users\ Vega\DownloadsW03051% coe_xddoce_2.5.242177.201 _bbcce_xbd coekrnl.dat Comodo Security Soluts
C:\Users\Vega\Downloads\03051 9 cce_xbdoce_2.5.242177.201 _ubdhcoe_wbd\ CCElmageRes.dil Comodo Security Solut .,

| € E COMODO Eillswitch >

MName PID Rating CPU| Working
=) (27 System Idle Process 0 20.00 g
@Interrupts
7 DPCs
’~ (8] smiss.exe 216 Trusted fO2
- Fremory Compression TA0E-ErrariMot Fai,
Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to
verify:

«  Content Source: The software they are downloading and are about to install really comes from the
publisher that signed it.

«  Content Integrity: That the software they are downloading and are about to install has not be modified or
corrupted since it was signed.

Comodo Cleaning Essentials User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 130


http://help.comodo.com/

COMODO

Creating Trust Online®

Comodo Cleaning Essent_i_a.ls---=-"t‘J"s"éﬂrxéafij e

COMODO HELP

Creating Trust Online™

Find the desired product help

— =

Search help Q

P_ Comodo Cleaning Essentials

we

Irtroduction To Comodo Cleanan

3 Introduction To Comodo
Cleanlng Essentlals

System Reguirements
“Download Comodo Cleamng
Essentials
Start Comodo Cleaning
Essentizls
The Main Inkterface
Hscan ¥our System

Configure Comodo Cleaning
Essentials

HThe Tools Men

Version 11.0 English =

g Essentals

Introduction to Comodo Cleaning Essentials

Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify and
remove malware and unsafe processes from infected computers.

Major features include:

= Killswitch - an advanced system monitoring tool that allows users to identify, monitor and stop any
unsale processes that are runneng on thesr sysbam,

s Malware scanner - Fully customizable scanner capable of revealng and elmenatmg wiruses, rootkts,

hidden files and malicious registry keys hidden deep in your computer.

« Autorun Analyzer - an advamced utility to view and handle services and programs that were loaded
wihen your system booted-up.

CCEis a hghtwesght, portable applicabion which reguires mo mstallabon and can be run directly from removable

A atroduction To KillSwitch media such as a USE key, CD or DVD. Home users can quickly and easily run scans and operate the software
4 with the minimum of fuss. More expenenced users will enjoy the high levels of visibility and control over system
Introduction To Autorun Analyzer processes and the abdity to configure customized scans from the granular options menu.

Help And About Detalls

Hsing The Command Line
Interface

About Comodo Security Solutions

cCOMODO =alsShlmi

Cleaning Essenliale Cphon:  Todls w Help v

Start Scan

Start a scan to unearth and remowve viruses, roctkits. hidden files and malicious registy keys
hiddean deep within your sysiem

In short, users benefit if software is digitally signed because they know who published the software and that the code
hasn't been tampered with - that are are downloading and installing the genuine software.

B About COMODO KillSwitch >
E COMODO KillSwitch
Product Version: 11.0.0.6744

Patents Pending
Copyright {c) 2005-2018 COMODO. All rights reserved.

The 'Vendors' that digitally sign the software to attest to it's probity are the software publishers. These are the
company names you see listed in the first column in the graphic above.

However, companies can't just 'sign' their own software and expect it to be trusted. This is why each code signing
certificate is counter-signed by an organization called a 'Trusted Certificate Authority'. 'Comodo CA Limited' and
"Verisign' are two examples of a Trusted CA's and are authorized to counter-sign 3rd party software. This counter-
signature is critical to the trust process and a Trusted CA only counter-signs a vendor's certificate after it has
conducted detailed checks that the vendor is a legitimate company.

If a file is signed by a Trusted Software Vendor and the user has enabled 'Trust Applications that are digitally signed
by Trusted Software Vendors' then it will be automatically trusted by Comodo Internet Security (if you would like to
read more about code signing certificates, see http://www.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in
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question. For example, the main program executable for Comodo KillSwitch is called 'KillSwitch.exe' and has been
digitally signed.

- Browse for the folder containing the Comodo Cleaning Essentials files

+ Right-click on the file KillSwitch.exe

+  Select 'Properties' from the menu

+  Click the tab 'Digital Signatures' (if there is no such tab then the software has not been signed).

This displays the name of the CA that signed the software as shown below:

T2 Killswitch Properties
Securty I Details | Previous Versions |
General | Compatibility | Digital Signatures
Signature list
MName of signer: E-mail address: Timestamp
Comodo Securty ... Mot available Thursday, January 12...
Details
| ok || Cancel Apply

«  Select the certificate and click the 'Details' button to view digital signature information
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COMODO N

Cleaning Essentials Cptions w Help w

Cuarantined ltems...

Start Scan Manage Trusted Vendors..,
Start a scan to unearth and remove viruses, rootkits, hidden files and malicious _
hidden deep within your syster. Impart Virus Database

Browse Logs...

Check for Updates...

Open KillSwitch

Open Autorun Analyzer

Smart Scan Full Scan Custom Scan

11006744

+  Click the 'View Certificate’ to inspect the actual code signing certificate. (see below)

Digital Signature Details

‘ Certificate
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I Killswitch Options  View BERIEE Users  Help

@ Start COMODO Cleaning Essentials

Processes (109) (Autn run Analyzer : :L

Mame [ ﬁ’ Quick Repair... w Working Set User Mame
(=l [®7 System Idle Process : @ Program Usage Analyzer... 3KB
B Interrupts @ Find Handles or DLLs... Ctri+F
TR e [G \erify File Signature
=) @7 System 120 KB LOCAL _SYSTE

Enable Boot Logging

[m=] srss.exe 092 KB MT AUTHORIT

I Run.. Cti=R | .

[ csrss.ene Browse logs... 2,916 KB NT AUTHORIT
=] (e wininitexe AT6 Trusted 3,028 KB NT AUTHORI
’_:,__ B=| services, exe 572 Trusted 303 2,376 KB MT AUTHCOR!

I_. | TSl cvrhinet gve 244 Tricted IPTIE KR MT ALIT

It should be noted that the example above is a special case in that Comodo, as creator of 'KillSwitch.exe', is both the
signer of the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the vast
majority of cases, the signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are different.

5.6.6. Boot Log and Handle Loaded Modules

«  The Boot logger feature records all modules loaded when your system boots.
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«  These include items like drivers, system files, DLLs, executables and so on.

+  KillSwitch displays these modules in a new 'Loaded Modules' tab after your system has rebooted.

«  This functionality lets you check whether unsafe (or even just unwanted) modules are being loaded. In
extreme cases, it will allow you to detect and delete malicious boot items installed by spyware, key loggers,
rootkits or other malware.

| A [ L% | CCE_Haiba2 - 8 e
“ Home Share Wiew ﬂ
= v P + ThisPC + Deownloads # CCE_Haibo2 w 0 Search CCE_Haibo2 2
Mame B Date modified Type Size
# Quick access
Dt 31572019 4:57 PM File folder
= Desktop of database 12 T2 8 458 Pl o ke
; Devnlzads & SCAnmers 31552019 232 PN Fale folder
= Documents o thermes cider
&=| Fictures * trarslations de
ci_tnlig L Application edens... 408 KE
i Local Disk (C) ation 95341 KE
- T File 64 KB
Ehiald Acest % CCEdN Application ectens... 5,460 KB
el Age ® cce ation 5406 KB
o Uneliree | CCElmageResdll cation edens... 1B EE
] ccekmldat Ie 183 KB
D . | ooel
L | coekmlxp.dat File 168 KB
i Metwark [ ches_coe i std 38 cation 15,911 KE
| dbghelp.dil &1 Application extens... 1 339 KE
= BULA_CCE 81 Text Docurment 2TKE
5| frameworkdil =T Application extens... 166 KB
g Killswitch 12417, Application 10,716 KE
o platfesen.dil QT Application exens 233 KE
%| signmgr.dil 172017 2:05 PM Application extens... MITKE
To configure for Boot Logging
1. Click 'Tools' > 'Enable Boot Logging'
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File Menu Bar Main Display Pane
@ comoDQAutorun Analyzer - Show All Entries = O *
i File Entry View User Help
Categories * [} Autorun Entry Description | Publisher Rating |Image Path 8y
[E" Everything (1383) ] =] £ CAUsers\Vegal...
@ Logon (26) t M all_tests.. Chlsers\Wega\AppData\RoamingMicr...
& Explorer (149) M | trojansi... Chlsers\Wega\AppData\ReoamingMicr...
@& Internet Explorer (2) = QHKEY—CURREN"‘
@& Scheduled Tasks (171) ) L ¥ OneDrive Microsoft O... Microsoft Corpor.. Trusted C\Users\Vega\AppData\Local\Microsof...
W, Services (260) 2 QHKW-LOQL-"'
B, Drivers (352) V% Microso... Microsoft W... Microsoft Corpor., Trusted CAWindows\Systern32\unregmp.exe
EI Codecs (164) V% Microso... Microsoft W... Microsoft Corpor... Trusted  C\Windows\Systern32\unregmp2.exe
M 4] nfa Micresoft \M... Microsoft Corpor.. Trusted  CA\Windows\System32\mscories.dll
[ Boot EXEfUtE @) M | Themes... File not found: /Userlnstall
) ez A0z = W[5 Web Pla... IE Per-User |... Microsoft Corpor.. Trusted  CAWindows!\System32\ieduinit. exe
(£ Appinit (32) ¥ | Window... File not found: U
E| KnownDLLs (31) = ﬁHKE‘f’_LOCAL_...
8 viniogon @) WU B conco. Convers P VicrosoftComor.. Tusted C\Windows\System32\conCodecSenic. |
W Winsock Providers =l ﬁHKE‘:‘_LOCAL_..,
(4?3 L @ m explorer.. Windows Ex.. Microsoft Corpor.. Trusted CA\Windowsh\explorer.exe
iy Print (3) =) gl HKEY_LOCAL .
e L FE CAWIN.. Userinit Leg.. Microsoft Corpor... Trusted  CA\Windows\Systern32\userinit.exe
¥ Network (68) =) @ HKEYV_LOCAL_..
B Sidebar Gadgets (1) # o Microso... Microsoft W... Microsoft Corpor... Trusted  C\Windows\System32\unregmp2.exe
V% Microso... Microsoft W... Microsoft Corpor., Trusted CAWindows\Systern32\unregmp.exe
M [ ] nfa Windows ho... Microsoft Corpor... Trusted C\Windows'\SysWOWGerundl32.exe

IconCodecService.dl Size: 14.00KE Converts a PNG part of the icon to a legacy bmp icon
Time: 4/12/2018 5:04:25 AM Version: 10.0,17134.1 (WinBuild. 160101.0800) Microsoft Corporation

IconCodecService. dll
Ready User: DESKTOP-TTPOSPRY! | Untrusted: 8| 11.0.0.6744 .

Cat ] Status Bar displays currently Logged-in
Salegtqry P Information | |user, number of detected Untrusted
OSSN WA 26T Items and Version Information

KillSwitch will request a restart of your computer to log all the modules that are loaded during the next re-boot.

COMODO Killswitch

KillSwitch is configured to log loaded modules during next boot.
Do you want to restart system now?

2. Save all your work and click 'Yes'. Your system will re-start. Upon restart, KillSwitch will be started
automatically and show all the loaded modules loaded to your system.
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Mame Load Timeis) Rating Deescription Compary Narm ™

e Dokdumpasys CAWndows! Systern32\ drvers\ Diskdump.sys 27340 Trusted
4# storahcisys CAWianderws' Systern 32, drvers' storabei_sys 2.TB50 Trusted
4% dumpfee.sys ChAMndows! System3 i drieers\ dumpfee.sys 2.T650 Trusted
3 crashdmp.sys CAMRndowes\System32drrvershorashdma,sys 2,7340 Trusted
o edromusys CAWmdews! System3d drvers\cdrem.sys 30560 Trusted
it tbssys CoMWndonws Systemn I drversthe.sys 30TID Trusted
4 filecryptsys CAMWIndowesh System32 drveersfilecrypt sys 117D Trusted
S rallsys CAWindowes System32driversinull.sys 32180 Tristed
L beepuys CoWhndeves! System 32 drvers\ beepusys 32340 Trusted
¢ watchdog.oys CoMWndows Systermn3Z drverswatchdog.sys 3.3280 Trusted
“##vmnblomiclrsys CAMWindows) Systemn 32, drivers\wmbiomlr.sys 3.3430 Trusted
Lt chigkrnlsys CAMGndows) Systemn 32 drivers\ dugkrnlLsys 33430 Trusted
9 BasicDisplaysys  CA\Wndowes! System3 2 drivers\BasicDisplay.sys 33430 Trusted
¢ Baucflendersys  Ch\Window\ System3d drverd\BasscHender sy 3.3580 Trusted
2 npf.oyx CAMWEndows Systermn 32 drvers\npfs.oys 34210 Trusted
St ot ssys CAWIndows! System3A drieersymisfs.sys 34530 Trusted
Sitdisys CAWndows System 32 driversitdi.sys 34680 Trusted
Sty Co\Wndews! System 32 drvers\bdesys 680 Trusted
¢ netbt.sys CAMndows Systermn32 drvers i net bt sys 34840 Trusted
o afunicsys CAWindows! System32\drvershafunicsys 3.5000 Trusted
it afd.eys CAWRndows! Systemaddreers\afd sys 3,7030 Trussted
Srwwififit.sys ChWmdows! System3 driverswwififlt.sys 3.7030 Trusted
F pacersys CAMWmndows System3d dverd\pacer.sys 30500 Trusted
48 netbios.sys ChWndows! Systerm3Z\drnversinetbios.sys 3.7960 Trusted Ll e
4t ridbsssys CAWindenws) Systern 22 drivers\ rdbsssys 3.8590 Trusted
o CRLSYE CoWmdows\ System 32 drivers\csc.sys 28750 Trusted
S sip Gy Sy CoWindens! System 33 drvers\ nemprosy.sys 38900 Trusted
F npsvetrigsys COWndows System32\ drvers\npsvetrigsys 39060 Trusted
¢ masmibios.sys C\Windewss) Systern 32 drivers\ missmbics.sys 39210 Trusted
o gpuenergydnesys  COMWEndonus) Systemnd? drivers\ gpueenengydnesys 39370 Trusted o

£

Loaded Modules window - Descriptions of Columns

Column Description

Name The title of the module. Click the column header to sort the entries in alphabetical order
of the module names.

Path The storage location of the module.

Load Time (in seconds) | The time taken for loading the module.

Rating The result of scanning performed by KillSwitch on the module. Modules that are rated as
false positive, unsafe or unknown are highlighted for easy identification.

Description A brief information of the module.

Company Name The vendor of the module.

Tip: Click on any of the column header to sort the list in alphabetical/numerical order of the entries in it.

+  Double-click on a module to open its 'Properties' dialog

Filter the Loaded Modules List
Click 'View' > 'Hide Trusted Loaded Modules' to show only modules identified as 'untrusted' or 'unknown':
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i KillSwitch

Options

¥ System _‘?.E_ MNetwo

Mame

o2 Diskdump.sys
.2 storahcisys
o7 dumpfve.sys
5f crashdmp.sys
“af cdrom.sys
Loithssys

2 filecrypt.sys
o nullsys

5f beep.sys

i watchdog.sys
2vmbkmelrsys
<7 dxgkrnl.sys
.7 BasicDisplay.sys
7 BasicRender.sys
5f npfs.sys

2 msfs.sys

WL Tools Users Help

E System Information Ctri=l
P Show Only the Untrusted Images in Memaory Load Time(s) Rating
C ide Trusted Loaded Modules 2.7340 Trusted
. q;h:o:u;_omy Untrusted Processes _::::) 27630 Trusted
g 2.7650 Trusted
g 2.7340 Trusted
d Hide Processes Signed by Microsoft 31560 Trusted
C Show All Processes 31710 Trusted
d Opacity N 3.1710 Trusted
g 3.2180 Trusted
q @; Refresh Maow F5 2.2240 Trusted
C Set Refreshing Rate r 3.3280 Trusted
q Performance Graphs e
g 3.3430 Trusted
C Toolbar 3.3430 Trusted
d Select Columns... 3.3590 Trusted
CAWindows\Systern32\driversinpfesys 3.4210 Trusted
ChWindowsh\System32\driversimsfs.sys 3.4530 Trusted
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Description

Crash Durmp [
M5 AHCI Sto
Bitlocker Drive
Crash Dump
SCS| CD-ROI
Export driver
Windows san
MULL Driver
BEEP Driver
Watchdog D
Hyper-V VME
Direct® Grap
Microsoft Bas
Microsoft Ba
MPFS Driver

Mailslot ¢

Handle Loaded Modules

You can view properties or remove loaded module by right-clicking on it and selecting the required option from the
context sensitive menu.

@ COMODO Autorun Analyzer - Shaw All Entries = O >
File Entry View User Help
Categories # ¥ Autorun Entry Description | Publisher | Rating | Image Path | b
7 Everything (1323) | 4 HKEY_CURREN... |
@ Logen (26) |: V FileSyn... Micresoft Q... Microsoft Corpor.. Trusted Ch\Users\Vega\AppData\Local\Microsof...
[ﬂ Explorer (149) ] M 2] FileSyn... Microsoft O... Microsoft Corpor... Trusted C\Users\Vega\AppData\Local\Microsof...
@ Internet Explorer (2) = ﬁHK%‘_CURREN...
& Scheduled Tasks [171) |: Vu FileSyn... Microsoft Q... Microsoft Corpor.. Trusted  ChUsers\Vega\AppData\Local\Microsof...
' Services (260) ) M ] FileSyn... Microsoft Q... Microsoft Corpor.. Trusted — C:\Users\Vega\AppData\Local\Microsof...
W, Drivers (352 =) @ HKEY_CURREN...
Codecs (164) |: % |j FileSyn... Microsoft O... Microsoft Corpor.. Trusted Ch\Users\Wega\AppData\Local\Microsof...
' |2 FileSyn... Microsoft O... Microsoft Corpor.. Trusted C\Users\Vega\AppData\Local\Microsof...
™1 Boot Execute (3] =1 8 HKEY LOCAL ..
| eI 2 - F‘ﬂ applicat... Microsoft N... Microsoft Corpor... Trusted  C\Windows\System32\mscoree.dll
[ Appinit 32) — M % applicat.. Microsoft N... Microsoft Corpor... Trusted  CA\Windows\SysWOW64\mscoree.dll
[ KnownDLLs (31) — M |2 applicat.. Microsoft N... Microsoft Corper... Trusted  C\Windows\System32\mscoree.dll
@ Winlogon (40) — M % applicat.. Microsoft N... Microsoft Corpor... Trusted  C\Windows\SysWOW64\mscoree.dll
& Winsock Providers — M |2 applicat.. Microsoft N... Microsoft Corper... Trusted  C:\Windows!System32\mscoree.dll
(4';33 L ¥ |2 applicat.. Microsoft N... Microsoft Corper... Trusted  C:AWindows\SysWOWB4\mscoree.dll
&=y Print (3) ) @ HKEV_LOCAL ...
@ LSA Providers (4) ;
¥ Network (62) - Microsoft (R.. Microsoft Corpor.. Trusted  CAWindows\SysWOWE4\mshtml.dll
B Sidebar Gadgets (1) - OLE32 Exten... Microsoft Corpor... Trusted  CA\Windows\Systern32\urlmon.dll
- OLE32 Exten... Microsoft Corpor.. Trusted  CAWindows\SysWOWed urlmon.dll
- ActiveX cont.. Microsoft Corpor.. Trusted  CAWindowsh\System32\MSVidCtl.dll
e [ o A a wr . e o - P PR T T AT A RSNIALS AN R A Ll L
IconCodecService. dll Size: 14.00 KB Converts a PNG part of the icon to a legacy bmp icon
Time: 4/12/2018 5:04:25 AM Version: 10.0.17134. 1 (WinBuild, 160101.0800) Microsoft Corporation
IconCodecService. di
Ready User: DESKTOP-TTPOY9PR\Vega Untrusted: 8| 11.0.0.6744
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+  Delete - Removes the module from your system. This ensures that the module is not loaded to your system
from the next boot onwards.

«  Open Containing Folder - The location having the module in windows explorer.

«  Properties... - The attributes dialog of the selected Module.

| crashdmp.sys Properties >

General Digital Signatures  Securty Details  Previous Versions

iy |crashdmp.sys

Type of file:  System file {.sys)

Opens with:  Unknown application Change...

Location: C:Windows '\ System 32 drivers
Size: 86.3 KB (88,472 bytes)
Size on disk:  88.0 KB (30,112 bytes)

Created: Thursday, July 12, 2018, 11:15:56 AM
Modffied: Sunday, May 20, 2018, 5:23:11 FM
Accessed: Today, March 14, 2019, 8 minutes ago

Aitributes: []Read-only  []Hidden Advanced...

I Fa 1V I i~ 1 B L
ﬂ COMODO Autorun Analyzer - Show All Entries

VMiew User Help

Catege X Delete Del Ery Description | Publisher
[E Ey Lopy ersiVegal...
@ L Jump to Entry.. Qv all bt
B E Jump to Folder... trojansi...
@ In'y  Enabled R
& 5:5 ;earch Oniine Ctrle M i Onelrive Microsoft ... Microsoft C
3 = W EOCAL
D IE Properties...  Alt+Enter Microso... Microsoft W... Microsoft Cc

M o Microso... Microsoft W... Microsoft Co
V|__-| n/a Microsoft \M... Microsoft Cc
M | | Themes..

¥[8z Web Pla... |E Per-User |... Microsoft

Codecs (164)
Boot Execute (3)

Image Hijacks (32}

| [N ER: o

«  Search Online - The default web browser of your system with the search engine specified and searches for
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information on the module.

u' COMODO Autorun Analyzer - Show All Entries
File Entry View User _
Categories * ¥ Autorun Entry | Description | Publisher | Rating |l
(7 Everything (1383) | | = ‘T C\Users\Vega\..
@ Logon (26) | & B0 ateas AR
B3 Explorer (149) L W[y X Delete Ctrl+D C
& Internet Explorer (2) Bl |iﬁ> HKEY_C Lopy Ctrl+C
® Scheduled Tasks (171) | M&d  mptoEntry.. “orpor... Trusted
W Services (260) QHKE\H‘U Jump to Folder...
. - Pfﬂ I orpor. Trusted
B Drivers (332) Vﬂ- y ¥ Enabled 1 Trusted
K5 Codecs (164) . [Orpar.. TSt
— 1% n Search Online..  Ctrl+M “orpor... Trusted
[T Boot Execute (3) ]
I ke (20 — M| T |[J] Properties.. Alt+Enter
[8 Image Hijacks (32) — M [#E Web Pla TE Per-User ... Microsoft Corpor... Trusted
[ Applnit (32) - M | Window...
[E] KnownDLLs (31) E ﬁ’HKE‘r’ LOCAL
@ Winlogon (40) L ® [ lconCo.. Converts a P... Microsoft Corpor... Trustec

«  Send to COMODO - Submit the module to Comodo for analysis:
+  Report Suspicious - Submit items you believe are malicious but have been deemed safe by KillSwitch
+  Report 'False Positive' - Submit items you think KillSwitch has falsely identified as suspicious.
Submitted files will be analyzed by experts and added to the global white list or black list accordingly.
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g unregmpd Properties >
General Securty Details  Previous Versions u_nkr‘u: .
Trusted
g |unregmp2 | .Im oW
rF—
Trusted
Type of file:  Application (.exe) Trusted
T.. ._J.E :l
@] stobject.dll Descrption:  Microsoft Windows Media Player Setup Utility Ed
|%| batmeter.dl| ed
%) OobeFldr.dll Location: C\Windows'System32 Truct
sapi.cp Size: 249 KB (254,976 bytes)

Size on disk: 252 KB (258,048 bytes)

Created: Thursday, April 12, 2018, 2:46:20 PM
Madified: Wednesday, Aprl 11, 2018, 12:05:00 PM
Accessed: Today, March 25, 2019, 2 hours ago

Atributes: [1Readonly [ ] Hidden Advanced...

Corca | (10008

5.6.7. Run Programs from Command Line Interface

KillSwitch lets you run programs from the command line interface with admin privileges or the privileges of the
currently logged-in user.

To run a program with the privileges of the currently logged-in user:

«  Click "Tools' > 'Run'
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@ COMODO Autorun Analyzer - Show &Il Entries = O *

: File Entry View User Help

Categories ¥ Autorun Entry Description | Publisher | Rating | Image Path i

[E-‘ Everything (1382) ] =) EdCAUsers\Vegal,...

@ Logon (26) t =] all_tests ... ChUsers\Vega\AppData\RoamingiMicr...
& Explorer (149) ) M trojansi... ChUsers\Vega\AppData\Roaming\Micr...
@& Internet Explorer (2) = QHKEY—CURREN"'

& Scheduled Tasks (171) ) L W@ OneDrive Microsoft O... Microsoft Corpor... Trusted Ch\Users\Vega\AppData\Local\Microsof...
9 Services (260) L Gl
W Drivers (351) || P Microso... Microsoft W... Microsoft Corpor... Trusted _ C:AWindows\System32\unregmp2exe
- Codecs (164) V% Microso... Microsoft W... Microsoft Corpor... Trusted  C\Windows\System32\unregmp2.exe

odecs
iy Boot Execute (3 M 2] n/a Micresoft \M... Microsoft Corpor.. Trusted CA\Windows\System32\mscories.dll
[ Boot Execute (3) M | Themes... File not found: /Userlnstall

=) Lezzlazd = W[5 Web Pla... IE Per-User |... Microsoft Corpor.. Trusted  CAWindowsh\System32\ieduinit. exe

:| Applnit (32) M | Window... File not found: U
[B KnownDLLs (31) = ﬁHKE‘r‘_LOCﬁL_...
& Winlogon (40) L V|_'| lconCo... Converts a P... Microsoft Corpor... Trusted  CA\Windows\Systemn32\lconCodecServi...
¥ Winsock Providers = ﬁHKE‘r‘ LOCAL ...
(40 = N ' : .
‘4_J L # r explorer.. Windows Ex... Microsoft Corpor.. Trusted C\Windows\explorer.exe
= Print (%)

=) g HKEY_LOCAL .
L P cAWIN.. Userinit Leg... Microsoft Corpor.. Trusted  CAWindows\System32\userinit.exe
=l g HKEY_LOCAL....
B Sidebar Gadgets (0] o Microso... Microsoft W... Microsoft Corpor... Trusted  C\Windows\System32\unregmp2.exe
V% Microso... Microsoft W... Microsoft Corpor., Trusted CAWindows\Systern32\unregmp2.exe
M| ] nsa Windows ho... Microsoft Corpor... Trusted C\Windows'\SysWOWGerundll32.exe

i R T S P

unregmp2.exe  Size: 249.00 KB Microsoft Windows Media Player Setup Utility
@ Time: 4/12/2018 2:46:20 PM Version: 12.0.17134. 1 (WinBuild. 160101.0800) Microsoft Corporation
< BoSystemRoot 3 lsystem32\unreagmp2.exe [FirstLogon
Ready User: DESKTOP-TTPOSPR! | Untrusted: 8| 11.0.0.6744

@ LSA Providers (4)
g Network (68)

+  Alternatively, click the run /& icon from the toolbar.

= Run pod

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,

Open: Enter the cormmand line here v

QK Cancel Browse...

+  Enter the command or browse to the file/program you wish to open by clicking '‘Browse'".
+  Click 'OK'".
To run programs that require Administrative privileges:

«  Click 'Run as Administrator', on the 'Tools' menu.
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E COMODO KillSwitch
: Switch  Options  View Users Help

@

Start COMODO Cleaning Essentials

Mame Path " Autorun Analyzer . Load Time(s) Rating Descri
ot Diskdump.sys CHWind ﬁ Quick Repair... 2.7340 Trusted Crash [
o2 storahci.sys CHWinds @ Program Usage Analyzer... 2.7650 Trusted MS AH
@ Find Handles or DLLs... Ctri=F Fitlock
Crash [
[ erify File Signature SC5) Ol
prthssys C:\Winds 3.1710 Trusted Export ¢
o filecryptsys C\Wind{ 5= pyp CtrisR 3.1710 Trusted Windo
enullsys C:A\Winds N 3.2180 Trusted NULL D
2 beep.sys C:A\Winds 3.2340 Trusted BEEP Dr
2watchdog.sys C:A\Winds Browse logs... 3.3280 Trusted Watchdc
Gvmbkmelrsys  C\Windows\System32\drivers\vmbkmdlrsys 3.3430 Trusted Hyper-\
2 dxgkrnl.sys ChWindows\System32\drivers\ dxgkrnl.sys 3.3430 Trusted DirectX «
?BasicDisplay.sys  Ch\Windows\System32\drivers\BasicDisplay.sys 3.3430 Trusted Micr

[ P | i % LA i A 2 Arivaret Baci~R J

«  The 'Run' dialog opens. Enter the command or browse to the file/program you wish to open with
administrative privileges Dby clicking 'Browse'.

= Run ot
=7 Run the program with administrator privilege.
Open ~
oK Cancel Browse...

«  Click 'OK".
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ﬂ' COMODO Autorun Analyzer - Show All Entries

i File Entry View

Categories NT AUTHORITV\SYSTEM ilisher Rating |lmage Path
IE" Everything (1367] NT AUTHORITYALOCAL SERVICE
@ Logon (24) NT AUTHORITYANETWORK SERVICE rosoft Corpor... Trusted ChAWindow
Bl Explorer (136) DESKTOP-TTPOSPR\Vega
@ Internet Explorer DESKTOP-TTPO9PR\Acronis Agent User rosoft Corpor... Trusted CAWindow
@ Scheduled Tasks| v DESKTOP-TTPO9PR\Administrator rosoft Corpor... Trusted Ch\Window
% Services (260) rosoft Corpor... Trusted CA\Window
WY Drivers (351) ¥ | Themes... File not fou
EI Codecs (164) W [8] Web Pla... IE Per-User I... Microsoft Corpor... Trusted  C:\Window
] Boot Execute (3) # || Window.. Filenotio:
: o =| @ HKEY_LOCAL ..

L Image Hijacks (32) | L w lconCo... Converts a P... Microsoft Corpor... Trusted C

Applnit (32)

=l @l HKEY LOCAL ...
|

5.6.8. View KillSwitch Logs

«  KillSwitch maintains a log of threats and the actions taken against them.
+  Logs can be configured in 'Options' > 'Threats Logging Level'.

«  Thelogs are stored as date stamped text files in the folder ...\CCE\Data\KillSwitch\KsLogs.

utorun Analyzer - Show ntries
@ comonoa Analyzer - Show All Entri
i File Entry View User
Categories i Search F1 Description | Publisher Rating. .| lmage
(7 Everything (1367) | About... N
@ Logon (24) L ¥ @ OneDriv... Microsoft O... Microsoft Corpor.. Trusted C
Bl Explorer (126) =) @ HKEY_LOCAL ...
@ Internet Explorer (2) = P;'% Microso... Microsoft W... Microsoft Corpor... Trusted T\
@ Scheduled Tasks (171) n P"u Microso... Microsoft W... Microsoft Corpor... Trusted CW
&, Services (260) - M |2 n/a Microsoft \M... Microsoft Corpor... Trusted T
W Drivers (351) — M| Themes.. | F||.E
K5 Codecs (164) — M Web Pla... IE Per-User l... Microsoft Corpor... Trusted 2\
odecs

~ M| | Window... F

=] Boot Execute (3)

b=l HKEY LOCAL

To view the log files:
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- ¢ @ (O @ httpsy//help.comodo.com/tc B - @ ¥ | Q search n @O & =
4+ Most Visited @ Getting Started
el
COMODO HELP TE—
ICreating Trust Online™
Find the desired product help
P Comodo Cleaning Essentials Il s
-
Introduction To Comodo Cleaning Essentials
b o i o) C o Introduction to Comodo Cleaning Essentials
Cleaning Essentials
E""Ss-'stem Requirements . ) ) ) )
Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help user
“Download Comodo Cleaning remove malware and unsafe processes from infected computers.
Essentials _ _
_ Major features include:
“Start Comodo Cleaning
| Essentials = KillSwitch - an advanced system monitoring tool that allows users to identify, monitor
_ unsafe processes that are running on their system.
“The Main Interface
o +« Malware scanner - Fully customizable scanner capable of revealing and eliminating wire

"Scan Your System hidden files and malicious registry keys hidden deep in your computer.

""Configl:lre Comodo Cleaning « Autorun Analyzer - An advanced utility to view and handle services and programs that

Essentials when your system booted-up.

- . . . N . . . . .

The Tools Menu CCE is a lightweight, portable application which requires no installation and can be run directly fr
H-Introduction Te KillSwitch media such as a USB key, CD or DVD. Home users can quickly and easily run scans and operate
- . with the minimum of fuss. More experienced users will enjoy the high levels of visibility and contrc

Introduction To Autorun Analyzer processes and the ability to configure customized scans from the granular options menu. o
< >

+  Click Tools' > 'Browse Logs'

Fg COMODO Killsw About Autorun Analyzer >
Killswitch  Cptiol

g COMODO Autarun Analyzer

Marne Product Version: 11.0.0.6744 d Time(s) Ratinc
¢ Diskdurmp.sys 27340 Truste
% storahci.sys Copyright (c) 2005-2018 COMODO, All rights reserved. e
2.7650 Truste
Ok :
C:\Wind able Boot Logging 3.1710 Truste
s filecrypt.sys CAWiIndi 5=y gy Ctril<R | 3.1710 Trust:
¢ nullsys C\Wind: n 3.2130 Truste
[ R Ad trat
Lo beep.sys ChWind e 3.2340 Truste
o2 watchdog.sys C:AWinds Browse logs... 3.3280 Truste
S2vmbkmclr.sys ChAWindows\System riversiywmbkmelr.sys 3.3430 Truste
drghrnl.sys ChWindows\System 32\ drivershdxgkrnl.sys 3.3430 Trust:
Svstemn32drivers\BasicDisplay.sys 3.3430 Tru

The logs folder will open in Windows Explorer.
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[ = | Kslogs = O >
File Home Share View b o
u N <« CCE_Haibo2 » Data » KillSwitch » KsLogs v Search KsLogs 2

Fay
f'« [larae Clate oo edificd pe Civa

COMODO sl

Cleaning Essentials Cptionz Toolz +  Help w

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious registry keys
hidden deep within your systam.

Smart Scan Full 8can Custom Scan

11.0.0.6744

+  Double-click on the file you wish to view.

5.6.9. Find Process of the Active Window

About COMODO Cleaning Essentials X

cOMODO

Cleaning Essentials

Product Version: 11.0.0.6744
Virus Signature Database Version: 30528

Fatents Pending
Copyright {c) 2005-2018 COMODO.
All rights reserved.

The find window tool enables you to identify the process associated with the active application window or the window
components in it.

To find the process related to active application window:

1. Click on the find window icon in the Toolbar
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=

2. Drag the bulls-eye to the portion of the window for which you want to find the process

= The Planets: Interesting Factz - 3 [ S a
x ﬁl‘ i theplanets.org s B 1T i o ﬂ =
E irig Started cl reddit: the front page ... ET; Dicticnary.com | Mea... r | From Internet Explorer

TH E P LAN ETS PLANETS  SOLARSYSTEM  OBJECTS  GALAXIES  TOOLS

F |

B C\Windows\system32iemd.exe = | Bl |

Microsoft Windows [Wersion 6.1.76811
Copyright <c» 2009 Microsoft Corporation. All rights reserved.

C:sUsers~Username>

3. On release of the mouse button, the process related to the highlighted window will be shown highlighted in
the 'Processes' window of KillSwitch.
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/

i /

Fa COMODO KillSwitch

MName PID Rating CPU  Working Set User Name Description [t
F [EITsMService.ene *32 1948 Trusted 58,002 KB Endpeint Manager Service Appl
[ RmmSenice.se *32 2020 Trusted 10044 KB RMM Service
- [8° svchost.exce 2032 Trusted 6716 KB Huost Process for Windaws Send
F  [¥ SecurityHealthService. exe 2044 Trusted 13,900 KB Windows Security Health Servic
F [85 svchost.exe 2200 Trusted 9172 KB Huost Process for Windows Servi
F  [# svchostiexe 2316 Trusbed 6,640 KB Hast Process for Windows Servi
= [ swchost.exe 3236 Trusted 35424 KB DESKTOP-TTPOYPR... Host Process for Windows Servi
- [3= SgrmBroker.exe 4236 Trusted 384 KB System Guard Runtime Monitol
[0 sedsve.exe 4344 Trusted 10,604 KB sedsve
L g Searchindexer.exe 5300 Trusted 16,228 KB Microsoft Windows Search Inde

—  [#lsass.exe 582 Trusted 11,924 KB Local Secunty Authorty Proces
— [Elfontdrvhost.ee BEE Trusted 2912 KB Usermode Font Drrver Host
B=| CErEE ENE 468 Trusted 4,244 KB Client Server Runtime Process
=] [;T_'A_'winlug on.exe 332 Trusted 7,300 KB Windows Logon Application
|: [Elfontdrvhost e 620 Trusted 4140 KB Usermede Font Driver Host
(%] dwem exe B68 Trusted 60,622 KB Desktop Window Manager
& ITSMAgent.exe *32 3148 Trusted 16,208 KB DESKTOP-TTPOSPR... Endpoint Manager Tray Applica

[zl “ry explorer exe 3628 Trusted 106,720 KB DESKTOP-TTPOSPR... Windows Explorer
mMS.C\SCuiL.uu: 5532 Trusted 8,396 KB DESKTOP-TTPOSPR... Windows Defender notification
i OneDrive. o *32 5624 Trusted 57,500 KB DESKTOP-TTPOSPR... Microsoft OneDrive
E_ KillSwitch. exe 5936 Trusted 6.25 274, 564 KB DESKTOP-TTPOSPR... COMODO Internet Securnty
I: &) icedragon.exe 212 Trusted 227,836 KB DESKTOP-TTPOSPR... lceDragon

wiredragon.ue 5416 Trusted 81,572 KB DESKTOP-TTPOSPR... lceDragon w
£ >
| Services (595) v,

5.7.Manage Currently Logged-in Users

«  The 'Users' menu in the file menu bar lists the user(s) that are logged-in to system either directly on to the
desktop or through remote desktop connection.

+ You can easily switch the user, log-off and communicate with a concurrently logged-in user (either locally or
through remote desktop).

+  Click the 'Users' menu from the file menu bar, to view presently logged-in users.

«  Hover the mouse cursor over a user , to open an option menu.
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Eg COMODO KillSwitch

i Killswitch Options  View Tools Help

................................. T — - i Disconnect
........................ Logort -
PID Rating q Send Message ime De
= = System Idle Process 0 9 Properties :
': Bliterrups ——
mDPCs
Lol © System 120 KB LOCAL_SYSTEM

i
B=|smiss.exe
T T IO

892 KB NT AUTHORITY\SY... Wi
"Mermiony Compression ;

o Eren /It Fr 4788 KB NT AUTHORITY SV
The following options are available:
«  Disconnect - Enables you to dissociate a user account from your windows session.

+ Log off - Forcefully sign out the selected user from your computer.

«  Send Message - Opens a message dialog that enables you to communicate your messages like
information, warnings, questions etc. to the selected user.

B Send Message x

Message title:

Message from DESKTOP-TTPOSFRY

Message:

Please log out temporarily,

To send a message to a selected user

+  Enter your message in the 'Text' field and click 'OK'.

Tip: Press 'Ctrl' + 'Enter' for moving to next line while typing messages with more than one line. Pressing just
'Enter' from your keyboard will immediately send the message.

The message will be displayed in the user's desktop.
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Message from DESKTOP-TTPO9PR\Vega

Please log out temporarily.

+  Properties - Provides the user's session information.

B Session Properties *
User name: DESKTOP-TTPOSPRY
Session ID: 1
State: Active
Client name; M A
Client address: M/A
Client display resolution: M A

5.8.Help and About Details

The 'Help" menu in the file menu bar enables you to access the online help guide and know about the version
number of KillSwitch in your system.

Egl COMODO KillSwitch
! Killswitch Options View Tools Users
search F1

Name " PID ~ Rating CPU  Working
=) (27 System Idle Process 0 20.00 g
@Interrupts
7 DPCs
’~ (8] smiss.exe 216 Trusted fO2
= Kemory Comprescion T ErrariNot Foi

The 'Search' option opens the online help guide hosted at http://help.comodo.com/. Each area has its own
exclusive page containing detailed descriptions of the application's functionality.
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CUMGED HELF Search help o“

Creating Trust Online™

=4 product oo :

P_ Comodo Cleaning Essentials version 11.0 English =
- Introduction To Comodo Clean Eszentals
7 Introduction To Comode Introduction to Comodo Cleaning Essentials

Cleanlng Essentlals
System Reguirements . . . L . . .
! q N Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify and
“Download Comodo Cleamng remove malware and unsafe processes from infected computers.
Essentials R
Major features include:
Start Comodo Cleaning
Essentizls » Killswitch - an advanced system monitoring tool that allows users to identify, monitor and stop any
unsale processes that are runneng on thes system,

The Main Inkterface

= Malware scanner - Fully customizab cannar capable of revealkng and elmanatmg w
Hscan ¥our System hidden files and malicdious registry keys hidden deep in your computer.

Configure Comodo Cleaning

ses, roothkts,

: « Autorun Analyzer - an advamced utility to view and handle services and programs that were loaded
Essentials wrhan your system booted-up.

HThe Tools Men

CCEis a hghtwesght, portable applicabion which reguires mo mstallabon and can be run directly from removable

A atroduction To KillSwitch media such as a USE key, CD or DVD. Home users can quickly and easily run scans and operate the software
4 with the minimum of fuss. More expenenced users will enjoy the high levels of visibility and control over system
Introduction To Autorun Analyzer processes and the abdity to configure customized scans from the granular options menu.

Help And About Detalls

Hsing The Command Line
Interface

About Comodo Security Solutions

cCOMODO =alsShlmi

Cleaning Essenliale Cphon:  Todls w Help v

Start Scan

Start a scan to unearth and remowve viruses, roctkits. hidden files and malicious registy keys
hiddean deep within your sysiem

You can also print or download the help guide in pdf format from the webpage.

The 'About' dialog displays the KillSwitch version number and copyright information.

B About COMODO KillSwitch >
E COMODO KillSwitch
Product Version: 11.0.0.6744

Patents Pending
Copyright {c) 2005-2018 COMODO. All rights reserved.
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6.Introduction to Autorun Analyzer

« Open CCE > Click 'Tools' > 'Autorun Analyzer'
OR
+  Open the folder containing the CCE files > Run 'autoruns.exe'

An autorun is an executable that automatically starts when you boot your computer. Autoruns include services,
drivers, scripts, system files and programs.

+  Certain programs and services must be loaded at start-up because they are essential to your computer's
security and smooth operation.

+  Unfortunately, malware can also add their own start-up items which run in the background as soon as your
computer starts.

«  The 'Autorun Analyzer' thoroughly checks your start-up items and assigns a trust rating to each one.

«  You can then decide precisely which programs and services are allowed to run, and delete malicious and
unknown items.

The 'Autorun Analyzer' section of this guide is broken down into the following sections:
+ Introduction to Autorun Analyzer

- Start Autorun Analyzer
+  The Main Interface

« View and Handle Autorun ltems

« Handle Autorun ltems

+  Filter Entries based on Categories

+  View Autorun Items for other User Accounts
«  Help and About Autorun Analyzer

6.1.Start Autorun Analyzer

Autorun Analyzer can be started as follows:
+  From the Comodo Cleaning Essentials interface
«  From the KillSwitch interface

+  From the folder containing Comodo Cleaning Essentials files

6.1.1. From the Comodo Cleaning Essentials Interface

+  Open Comodo Cleaning Essentials

+  Click 'Tools' > 'Open Autorun Analyzer'
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