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1.Introduction to Comodo Client Security

Overview

Comodo Client Security (CCS) offers complete protection against internal and external threats by
combining a powerful antivirus, an enterprise class packet filtering firewall and an advanced host intrusion
prevention system (HIPS).

When used individually, each of these modules delivers superior protection against their specific threat challenge.
When used together they provide a complete 'prevention, detection and cure' security system for your computer.
Once installed on a Windows endpoint, CCS can be remotely configured and monitored from the Endpoint Manager
console.

CDMDDO Client - Security 11 L e

SETTINGS

|| Secure | The virus signature database is NOT up-to-date
GEMERAL TASHS FIREWALL TASKS COMTAINMEMNT TASKS ADVANCED TASKS Q,
' View Quaranti '
Iew Wudrantine
2y Scan S
= : sor Eneins . ; I View and manage threats quarantined by virus
2Can your computer or viruses ar d Spyware.

scanner

Update g
Run the updater to check for program and virus

database updates.

L *
s Unblock Autoruns

| [-‘5"1 Re-enable prewiously blocked Windows services
. auto-start items or scheduled tasks.

The software is designed to be secure 'out of the box' - so even the most inexperienced users need not have to deal
with complex configuration issues after installation.

Comodo Client Security - Key Features:

+ Antivirus - Proactive antivirus engine that automatically detects and eliminates viruses, worms and other
malware. Apart from the always-on virus monitor and scheduled scans, you can instantly check any file by
right-clicking on it. The antivirus also scans any removable storage plugged-in to your computer.

«  Firewall - Highly configurable packet filtering firewall that constantly defends your system from inbound and
outbound Internet attacks.

»  Host Intrusion Protection (HIPS) - A rules-based intrusion prevention system that monitors the activities of
all applications and processes on your computer. HIPS blocks the activities of malicious programs by
halting any action that could cause damage to your operating system, system-memory, registry keys or
personal data.

- Containment - Authenticates every executable and process running on your computer and prevents them
from taking potentially damaging actions. Unrecognized processes and applications will be automatically

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 6
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run inside a security hardened environment known as a container. Once inside, they will be strictly
monitored, will not be able to access other processes and will write to a virtual file system and registry. This
gives untrusted (but harmless) applications the freedom to operate while untrusted (and potentially
malicious) applications are prevented from damaging your PC or data.

» Virtual Desktop - A sandbox environment in which you can run programs and browse the internet without
fear those activities will damage the host computer. Applications in the virtual desktop are isolated from the
host operating system, write to a virtual file system, and cannot access user data.

« Advanced Protection - A collection of prevention based security technologies designed to preserve the
integrity, security and privacy of your operating system and user data.

- Viruscope - Monitors the activities of processes running on your computer and alerts you if they take
actions that could potentially threaten your privacy and/or security. Using a system of behavior
'recognizers', Viruscope not only detects unauthorized actions but also allows you to completely undo
them. Apart from representing another hi-tech layer of protection against malware, this also provides
you with the granular power to reverse unwanted actions taken by legitimate software without blocking
the software entirely.

* Rescue Disk - Built-in wizard that allows you to burn a boot-disk which will run antivirus scans in a pre-
Windows / pre-boot environment.

- Additional Utilities - The advanced tasks section contains links that allow you to install other, free,
Comodo security products - Comodo Cleaning Essentials and KillSwitch.

Guide Structure

This introduction is intended to provide an overview of the basics of Comodo Client Security and should be of
interest to all users.

* Introduction
» Special Features
« System Requirements
+ Installation
- Start Comodo Client Security
«  The Main Interface
» Understand Security Alerts
The remaining sections of the guide cover every aspect of the configuration of Comodo Client Security.

«  General Tasks - Introduction

« Scan and Clean your Computer
*  Run a Quick Scan
* Run aFull Computer Scan
* Run aRating Scan
* Run aCustom Scan
« Automatically Scan Unrecognized Files
+ Instantly Scan Files and Folders
« Processing Infected Files
» Manage Virus Database Updates
* Manage Blocked Autoruns
» Manage Quarantined Items
» Firewall Tasks - Introduction
« Configure internet access rights for applications
«  Stealth your Computer Ports
« Manage Network Connections
- Stop all Network Activities

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 7
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« View Active Internet Connections
«  Containment Tasks - Introduction

* Run an Application in the Container
* Reset the Container
+ Identify and Kill Unsafe Running Processes
«  Open Shared Space
»  The Virtual Desktop
« Containment Statistics Analyzer
» Advanced Tasks - An Introduction

» Create a Rescue Disk
* Remove Deeply Hidden Malware
« Manage CCS Tasks
» View CCS Logs
«  Submit Files for Analysis to Comodo
» View Active Process List
+ CCS Advanced Settings

» General Settings
»  Customize User Interface
« Configure Virus Database Updates
* Log Settings
+ Manage CCS Configurations
«  Antivirus Configuration
* Real-time Scanner Settings
»  Scan Profiles
»  Firewall Configuration
»  General Firewall Settings
« Application Rules
« Global Rules
» Firewall Rule Sets
»  Network Zones
« Port Sets
« HIPS Configuration
» HIPS Settings
* Active HIPS Rules
» HIPS Rule Sets
»  Protected Objects - HIPS
«  HIPS Groups
»  Containment Configuration
« Containment Settings
+ Auto-Containment Rules
» Protected Objects - Containment
Virtual Desktop Settings
« Containment - An Overview
* Unknown Files: The Scanning Processes

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 8
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» File Rating Configuration
 File Rating Settings
»  File Groups
» File List
«  Submitted Files
* Vendor List

« Advanced Protection Configuration
»  VirusScope Settings
» Scan Exclusions
» Device Control Settings
»  Script Analysis Settings
» Miscellaneous Settings

« Appendix 1- CCS How to... Tutorials
» Enable / Disable AV, Firewall, Auto-Containment and Viruscope Easily
«  Set up the Firewall For Maximum Security and Usability
« Block Internet Access while Allowing Local Area Network (LAN) Access
«  Set up the HIPS for Maximum Security and Usability
» Create Rules for Auto-Containing Applications
* Run an Instant Antivirus Scan on Selected Items
» Create an Antivirus Scanning Schedule
*  Run Untrusted Programs inside the Container
* Run Browsers Inside the Container
* Restore Incorrectly Quarantined Item(s)
»  Submit Quarantined Items to Comodo for Analysis
« Enable File Sharing Applications like BitTorrent and Emule
» Block any Downloads of a Specific File Type
« Disable Auto-Containment on a Per-application Basis
»  Switch Off Automatic Antivirus and Software Updates
«  Suppress CCS Alerts Temporarily
«  Control External Device Accessibility

» Appendix 2 - Comodo Secure DNS Service

1.1.Special Features

Auto-Containment

+ Automatically runs unknown files inside a secure container which is isolated from the rest of your computer

«  Contained programs cannot cause damage because they are denied access to the operating system, to the
registry, and to user data

«  This nullifies malware and ransomware by totally removing their ability to interact with the host computer
«  Simultaneously, the file is analyzed by our cloud systems to establish the trust rating of the file
Viruscope

«  Monitors the activities of processes running on your computer and alerts you if their actions could
potentially threaten your privacy and/or security

« Ability to reverse potentially undesirable actions of software without necessarily blocking the software

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 9
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Host Intrusion Prevention System
+  Bulletproof protection against root-kits, inter-process memory injections, key-loggers and more;

»  Monitors the activities of all applications and processes on your computer and allows executables and
processes to run if they comply with the prevailing security rules

»  Blocks the activities of malicious programs by halting any action that could cause damage to your operating
system, system-memory, registry keys or personal data.

»  Enables advanced users to enhance their security measures by quickly creating custom policies and

rulesets using the powerful rules interface.

Comprehensive Antivirus Protection
- Detects and eliminates viruses from desktops, laptops and workstations;
«  Cloud based scans mean you still get 100% protection even if your database is outdated.
Heuristic techniques identify previously unknown viruses and Trojans;
«  Scans registry and system files for possible spyware infection and cleans them;
«  Highly configurable on-demand scanner lets you run custom scans on any file, folder or drive;
+  Daily, automatic updates of virus definitions;
» Automatically scans external devices when they are plugged in;
+ Isolates suspicious files in quarantine preventing further infection;
+  Builtin scheduler allows you to run scans at a time that suits you;
«  Simple to use - install it and forget it - Comodo AV protects you in the background.

Intuitive Graphical User Interface
«  Summary screen gives an at-a-glance snapshot of your security settings;
» Easy and quick navigation between each modules;
«  Simple point and click configuration - no steep learning curves;

«  New completely redesigned security rules interface - you can quickly set granular access rights and
privileges on a global or per application. The firewall also contains preset policies and wizards that help
simplify the rule setting process.

Comodo Client Security - Extended Features

Highly Configurable Security Rules Interface

Comodo Client Security offers more control over security settings than ever before. Users can quickly set granular
Internet access rights and privileges on a global or per application basis using the flexible and easy to understand
GUI. This version also sees the introduction of preset security policies which allow you to deploy a sophisticated
hierarchy of firewall rules with a couple of mouse clicks.

Application Behavior Analysis

Comodo Client Security features an advanced protocol driver level protection - essential for the defense of your PC
against Trojans that run their own protocol drivers.

Cloud Based Behavior Analysis

Comodo Client Security features cloud based analysis of unrecognized files, in which any file that is not recognized
and not in Comodo's white-list will be sent to Comodo Instant Malware Analysis (CIMA) server for behavior analysis.
Each file is executed in a virtual environment on Comodo servers and tested to determine whether it behaves in a
malicious manner. If yes, the file is then manually analyzed by Comodo technicians to confirm whether itis a
malicious file or not. The results will be sent back to your computer in around 15 minutes.

Event logging
Comodo Client Security features a vastly improved log management module - allowing users to export records of

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 10
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Antivirus, Firewall and Advanced Protection activities according to several user-defined filters. Beginners and
advanced users alike are greatly benefited from this essential troubleshooting feature.

Memory Firewall Integration

Comodo Client Security now includes the buffer-overflow protection original featured in Comodo Memory Firewall.
This provides protection against drive-by-downloads, data theft, computer crashes and system damage.

'Training Mode' and 'Clean PC' Mode

These modes enable the firewall and host intrusion prevention systems to automatically create "allow' rules for new
components of applications you have decided to trust, so you won't receive pointless alerts for those programs you
trust. The firewall learns how they work and only warn you when it detects truly suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)

The Firewall includes an extensive white-list of safe executables called the 'Comodo Safe-List Database'. This
database checks the integrity of every executable and the Firewall alerts you of potentially damaging applications
before they are installed. This level of protection is new because traditionally firewalls only detect harmful
applications from a blacklist of known malware - often-missing new forms of malware as might be launched in day
zero attacks.

The Firewall is continually updated and currently over 1,000,000 applications are in Comodo Safe list, representing
virtually one of the largest safe lists within the security industry.

Self Protection against Critical Process Termination

Viruses and Trojans often try to disable your computer's security applications so that they can operate without
detection. CCS protects its own registry entries, system files and processes so malware can never shut it down or
sabotage the installation.

Containment as a security feature

Comodo Client Security's 'Containment' is an isolated operating environment for unknown and untrusted
applications. Because they are virtualized, applications running in the container cannot make permanent changes to
other processes, programs or data on your 'real' system. Comodo have also integrated auto-containment directly into
the security architecture of CCS to complement and strengthen the Firewall, Advanced Protection, Containment and
Antivirus modules.

Submit Suspicious Files to Comodo

Are you the first victim of a brand new type of spyware? Users can help combat zero-hour threats by using the built
in submit feature to send files to Comodo for analysis. Comodo then analyzes the files for any potential threats and
update our database for all users.

Device Control

CCS allows you full control over which type of external devices, such as USB pen drives and hard drives, can be
connected to endpoints. Allow selected device class or block them all.

1.2.System Requirements

For Comodo Client Security to perform optimally, please ensure your systems comply with the following minimum
system requirements:

Windows Endpoints
Windows 10 (Both 32-bit and 64-bit versions) » 384 MB available RAM
Windows 8 (Both 32-bit and 64-bit versions) « 210 MB hard disk space for both 32-bit and 64-
Windows 7 (Both 32-bit and 64-bit versions) bit versions
Windows Vista (Both 32-bit and 64-bit versions) »  CPU with SSE2 support

» Internet Explorer Version 5.1 or above
Windows XP (Both 32-bit and 64-bit versions) + 256 MB available RAM
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« 210 MB hard disk space for both 32-bit and 64-
bit versions

»  CPU with SSE2 support
+ Internet Explorer Version 5.1 or above

Windows Servers
«  Windows Server 2003
«  Windows Small Business Server 2003
«  Windows Server 2008
«  Windows Small Business Server 2008
«  Windows Server 2008 R2
*  Windows Small Business Server 2011
«  Windows Server 2012
«  Windows Server 2012 R2
«  Windows Server 2016
All operating systems
You will also need to open some ports on your firewall to allow updates and various Dragon and C1 services to
function correctly:
«  USA customers - Click here for port information
»  EU customers - Click here for port information

1.3.Install Comodo Client Security

You can use the Endpoint Manager (EM) interface to deploy Comodo Client Security (CCS) to your endpoints. You
can purchase EM as stand-alone application or as a part of the Comodo Dragon or Comodo One platform.

Please see the following links if you do not already have an EM license:

» Dragon/ C1 - Sign up for Dragon at https://platform.comodo.com/signup or C1 at
https:/lone.comodo.com/signup

«  After signup, login and click 'Licensed Applications > 'Endpoint Manager'.
- Stand-alone Endpoint Manager

« Visit https:/Isecure.comodo.com/home/purchase.php?pid=98&license=try for the trial version, or
https://secure.comodo.com/home/purchase.php?pid=98 for the full version.

* You can access your EM instance at the URL provided during setup.
The following tutorial covers user and device enrollment before moving onto CCS installation:

» Step1-Enroll Users
» Step 2 - Enroll Devices
+ Step 3 - Deploy CCS
Note - you can skip to step 3 if you have already enrolled your target devices.

Step 1 - Enroll Users

You can deploy CCS onto endpoints only after adding users to Endpoint Manager.
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« Dragon MSP / Comodo One MSP customers - You can create multiple companies in the Dragon / C1
interface, and can enroll users to any of these companies.

» Dragon Enterprise / C1 Enterprise and stand-alone Endpoint Manager customers - All users are
enrolled to the default company.

Add a user
«  Click 'Users' > 'User List' > click the 'Create User' button

or

e (Click the 'Add' button on the menu bar and choose 'Create User'.

-
Endpoint Manager = userList e )

& Crpate User

DASHEOARD

= % Enroll Device
DEVICES L: £+

Enroll Device Cm%ﬂr
@ vsens

User List MAME

User Groups

Role Management L] @ johnsmith

The 'Create new user' form will open.

Create New User »

User Name*
Jahin

Email*

fiatlienag@gmail.com

Phone Number
Company*

Star Inc v
Assign Role

Users ¥

«  Type alogin username (mandatory), email address (mandatory) and phone number for the user

« Company

- Dragon MSP and C1 MSP customers can add users from companies/organizations enrolled in
their account.

- Dragon Enterprise, C1 Enterprise, and EM stand-alone customers can only add users to the
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default company.
* Role
A'role' determines user permissions within the Endpoint Manager console itself. Endpoint Manager ships
with two default roles:
+  Administrator - Full administrative privileges in the Endpoint Manager console. The permissions
for this role are not editable.

+ User - In most cases, a 'user' will simply be an owner of a managed device who should not require
elevated privileges in the management system. Under default settings, 'Users' cannot login to
Endpoint Manager.

«  Click "Submit' to add the user to Endpoint Manager.

A confirmation message is shown:

You have created «John= user

Email: fiatliena@gmail. com
Company: Star Inc.
Role: Users

Within a few minutes the user will get an email with instructions to proceed if his role
supports it.

»  Repeat the process to add more users.
«  New users are added to the 'Users' interface (click 'Users' > 'User List')

Tip: You can also bulk import users from a .csv file. See https://help.comodo.com/topic-399-1-786-12973-
Import-Users-from-a-CSV-File.html for more details.

Step 2 - Enroll Devices
The next step is to enroll user devices so you can manage them with Endpoint Manager.
«  Click 'Users' then 'User List'
«  Select the user(s) whose devices you wish to enroll then click the 'Enroll Device' button
Or

Click the 'Add' button on the menu bar and choose 'Enroll Device'.
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&, 2

Create User  Manage Profiles

& Create User

NAME % Enroll Device

The "Enroll Devices' dialog opens, pre-populated with the users you selected:

Enroll Devices »

Please choose the device owner(s)

Show Enrollment Instructions Email Enroliment Instructions

»  You can add more users by typing the first few letters of their username and choosing from the
suggestions.

»  Show Enrollment Instructions - Displays enrollment advice in a pop-up. Useful for administrators
attempting to enroll their own devices.

«  Email Enrollment Instructions - Will send device enrollment instructions to all selected users.
Users must enroll their own devices by following the instructions in the email. The following
confirmation message will be shown after clicking this button:

Enroll Devices »

Instruction email has been sent to selected user(s). The user should navigate to the link on
a device that is going to be enrolled

Show Enrollment Instructions Ok

An example mail is shown below:

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 15



Comodo Client Secud_ri,tyf-USequfiaéH comono

Creating Trust Online®

[

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 16



Comodo Client Secu ri}ty,-USe'r’Gq__ifcffe'

.-’/’--

Endpoint Manager

Welcome to Endpoint Manager!

You are receiving this mail because your administrator wishes to enroll your smartphone,
tablet, macOS, Linux or Windows device into the Endpoint Manager system. Doing so will
malke it easier and more secure to connect your personal devices to company networks. This
mail explains how you can complete the enroliment process in a few short steps.

MNote:

- Make sure you select the procedure appropriate for your device type i.e. mac0S, Windows,
Linux, i0S or Android and complete the necessary steps from the phone, tablet or deskiop
machine.

This product allows the system administrator to collect device and application data,
add/remove accounts and restrictions, list, install and manage apps, and remotely erase data
on your device.

Device Enrollment:

Click this link to enroll your device

Sincerely, Endpoint Manager team.

COMODO

Creating Trust Online®

Users must open the mail on the device itself. They need to click the enrollment link to register their device.

The user is then taken to a web page containing the agent download link.
Click the enroll link under 'For Windows Devices":
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- | Welcome to Endpoint
Manager!

You are receiving this mail because your administrator wishes to
enroll your smartphone, tablet, macOS, Linux or Windows device
into the Endpaint Manager system. Doing so will make it easier and
more secure to connect your personal devices to company
networks. This mail explains how you can complete the enroliment
process in a few short steps.

NOTE:

Make sure you select the procedure appropriate for your device
type i.e. mac OS, Windows, Linux, iOS or Android and complete
the necessary steps from the phone, tablet or desktop machine.

This product allows the system administrator to collect device and
application data, add/remove accounts and restrictions, list, install
and manage apps, and remotely erase data on your device.

== FOR WINDOWS DEVICES

Enroll using this link:
hitps://domeaspchennai-domeaspchennai-msp.dmdemo.comodo.c
om:443/enrollfiwindows/msitoken/c400cf07 76dd7 7b625b1 bbd8ad0
a097a

* Run the setup file to install the agent and enroll the target device

The following icon appears at the bottom-right of the endpoint screen after successful enroliment.
Background Note on Endpoint Manager Agent:

« The agent is a small application installed on managed endpoints to facilitate communication between the
endpoint and the Endpoint Manager server.

» The agent is responsible for receiving tasks and passing them to Comodo Client Security.

«  Example tasks include run a virus scan, update the antivirus database or generate a report.

- Each agent can only communicate with the instance of Endpoint Manager which provisioned the agent.
This means the agent cannot be reconfigured to connect to another Endpoint Manager service.

Step 3 - Deploy Comodo Client Security

Note - Please uninstall any other antivirus products from target endpoints before proceeding. Failure to do so could
cause conflicts that mean CCS does not function correctly.
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Endpoint Manager allows you to install Comodo applications such as Comodo Client Security (CCS) and other third-
party MSI packages from the 'Device List' interface.

Install CCS
» Log into Dragon or Comodo One
»  Click 'Applications' > 'Endpoint Manager'
«  Click 'Devices' > 'Device List'
»  Click the 'Device Management' tab

«  Click the funnel icon on the right and select 'Windows', to see only Windows endpoints
«  Click 'All Devices' to view every device added to Endpoint Manager
«  Select your target Windows devices using the check-boxes on the left

»  Click 'Install or Update Packages' > 'Install Additional Comodo Packages'":

¢ Tg Group Management Device Management

L o 0 5 > L 2
Enroll Device  Remote Control  Remote tools  Run Procedure  Manage Profiles Refresh Device Reboot Owne
BETA | Information
Install Additional Comodo Packages
Install Custom MSI/Packages
0S  NAME ACTIVECOMPONENTS ~ paj  Install macOs Packages

Install Linux Packages

O John Comp... ., Update Additional Comodo Packages

@& comodo-Vir.. Saddle and Pe.. Herald

@ samsung_S.. Default Compa... Dyanora

»  Make sure 'Install Comodo Client - Security' is selected in the packages dialog:
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Install Additional Comodo Packages

®| Install Comodo Client - Security

Reboot options
(&) Force the reboot in

95 minutes w

() Suppress the reboot @
(0 Warn about the reboot and let users postpone it

Reboot message

Your device will reboot in 5 minutes because it's required by your administrator

Install

« The endpoint needs to be restarted to complete the installation. You have the following reboot options:

» 'Force the reboot in...' - restart the end-point a certain length of time after installation. Choice of 5,
10, 15 or 30 minutes:

« 'Suppress the reboot' - Do not restart the machine after installation. CCS will only become fully
functional after the device is restarted.

- 'Warn about the reboot and let users postpone it' - Show an alert to the user which advises
them that their computer needs to be restarted. You can enter a custom message which is shown
to the user:

COMODO ONE Client - Communication Reboot

Your device need reboot because it's required by your administrator

Remind me in | 10 minutes

Reboot now Postpone

Users can restart immediately by clicking 'Reboot now', or postpone the restart by picking a time in the
drop-down.

«  Click 'Install' to begin installation.
»  The endpoint agent will download and install CCS
«  The device will restart depending on the option chosen in the 'Install Additional Comodo Packages' dialog.
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Comodo Client Securif_c_y.....=---U'Sé"'r'"'éﬂ_i:ae coMODO

COMODO diient - security 1

]

Secure

The virus signature database is NOT up-to-
date

FIXIT!

MAMNAGE PROTECTIONM

Scan

Update

View Quarantine

Open Task Manager

]x SILENT MODE ©)
»  Click 'Fix It!" to update the virus database.
The virus database will start downloading and...
COMODO update ¥ i

TASK: Download signatures
DOWNLOAD SPEED: 850.00 KB/s

DOWNLOADED: 280.00 MBE
STATUS: Downloading: BASE_END USER_v27385.cav [280.00 MB/280.00 ME]

TASK

@ Check for signature updates

Download signatures

STATUS

Completed

In Progress (80.0%)

SEND TO BACKGROUND
e

i
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... on completion, the virus signatures will be installed and system updated.

COMODQO Cclient - security 11 - b4

@
B

Scan View Quarantine
Secure
All systems are active and running Py
© E
Update Open Task Manager

MAMNAGE PROTECTIONM

« Please note the settings in CCS will be configured automatically according to the applied Endpoint Manager
profile.

»  CCS will retain its default settings if no profiles are applied after installation. The default settings are
mentioned in the guide for various configuration screens.

«  CCS will retain the settings of the last applied profile if no profiles are applied at any point of time.

+ Visit https://help.comodo.com/topic-399-1-786-10197-Profiles-for-Windows-Devices.html for help to
configure Windows profiles.

1.4.Start Comodo Client Security

After installation, Comodo Client Security automatically starts whenever you start Windows.
CCS has two modes:
«  Normal Mode - Allows you to access the entire CCS interface.
«  Virtual Desktop Only Mode - You can only open the Virtual Desktop and Virtual Desktop settings.
The mode available to you depends on the Endpoint Manager (EM) profile active on the device.
Normal Mode
There are 5 different ways to open CCS if it is in normal mode:

«  Windows Start Menu
*  Windows Desktop

+  Widget

« System Tray Icon

»  Windows Defender
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S ;

Start Menu

«  Click Start and select All Apps > Comodo > Comodo Client Security
(Please note the start menu varies slightly for different Windows versions.)

Google Chrome
Motepad
Controld Paned

Command Prompt

) OpenVPN GUI

R ot Deskto P Comnection

0¥ Builder

Calculator

Calendar

|.ﬂ.si: me anything

Windows Desktop

»  Double-click the desktop shortcut to start Comodo Client Security. The shortcut is only visible if 'Show
Desktop Shortcut' is enabled in the Endpoint Manager profile active on the endpoint.

(7]
COMODO
Client - ...

Widget

»  Click the information bar in the widget to start CCS. The shortcut is only visible if 'Show Widget' is
enabled in the Endpoint Manager profile active on the endpoint.
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cCOMODO

1l Secure

CREE
coe

The widget also contains other useful data and features. See 'The Widget' for more details.

CCS Tray Icon

«  Double-click the shield icon to start the main interface.

You can also right-click on the tray icon and select 'Open...".
Windows Defender

»  Double-click on the Windows Defender icon to open the application
OR
»  Right-click on the tray icon and select 'Open...".

«  Click the 'Virus & threat protection' tile
«  Click 'Open COMODO Antivirus' to open the Comodo Client Security interface:
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< Windows Defender Security Center — 0 b

O Virus & threat protection

(ay View threat history, scan for viruses and other threats, specify protection
settings, and get protection updates.

Q COMODO Antivirus

COMODO Antivirus is installed as an antivirus provider.

& Mo actions needed.

B & Open COMODO Antivirus =

=y

@ Windows Dé&fender Antivirus options A
h

g

COMODO cient - Security 1

$/
H__.ﬂ

Scan View Quarar

Secure

All systems are active and running ﬁ —_—

R HE MM e o e i ) o ey

Virtual Desktop Only mode

+  This mode means you can only open the Virtual Desktop and access Virtual Desktop settings. You cannot
access any other areas of the CCS interface.

»  Endpoint Manager admins - You can enable or disable this setting in the ‘Ul Settings’ section of a
profile.

»  See https://help.comodo.com/topic-399-1-786-10572-Communication-Client-and-Comodo-
Client---Security-Application-Ul-Settings.html if you want to read more on this.

In 'Virtual Desktop Only' mode:

»  The system tray icon and the desktop widget are hidden
»  The CCS desktop shortcut and Windows start menu entry lead to the following menu:
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COMODO virtual Desktop iy X
Qi | Run Virtual Desktop
T Create a secure virtual desktop and start using it.

Open Virtual Desktop Settings
Access and configure various virtual desktop options.

* Run Virtual Desktop - Opens the virtual desktop. See The Virtual Desktop for more help on this.

«  Open Virtual Desktop Settings - Opens the virtual desktop settings area in CCS. See Virtual Desktop
Settings for help with these settings.

End-users cannot access any other area of CCS.

What is an Endpoint Manager profile?
«  Endpoint Manager (EM) is a product which allows admins to manage Comodo Client Security on network
endpoints.
< An EM profile is a template which contains all the security settings and privileges that the admin wants to
implement on the endpoint.

«  Admins can allow local changes to CCS by activating 'Enable local user to override profile configuration'.
See https:/lhelp.comodo.com/topic-399-1-786-11186-Client-Access-Control.html for help with this.

1.5.The Main Interface

The CCS interface is designed to be as clean and informative as possible while letting you carry out tasks with the
minimum of fuss. Each tile on the home screen contains important security and update information and lets you

quickly delve further into areas of interest.

»  Click the 'Home/Tasks' button at the upper-left to switch between the 'home screen’ and the 'tasks'
interface.

«  Switch on 'Silent Mode' to make sure nothing interrupts you while you are on an important task.

«  The tiles on the right give you one-click access to important features, including the antivirus scanner,
updates, task manager and more.
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Toggle between Open the
‘Home' and 'Tasks' ‘Advanced Settings’
screens interface

COMODO client-

ecurity 1

]
\/ & @]
Scan View Quarantine
Secure )
All systems are active and running =
o—
Update Open Task Manager
MANAGE PROTECTION .
Switch to | |Shortcut to manage | | Security status Shortcuts for Get help and
silent mode | | protection settings information frequently support information
executed tasks

Click the following links for more information:
« The Home Screen
»  The Tasks Interface
+  The Widget
»  The System Tray Icon

1.5.1. The Home Screen

You can switch between the home and tasks screens by clicking the 'Home/Tasks' button at the top-left of the

interface:
{ HOME

« The home screen has an easy to use interface that lets you quickly run common tasks and manage
program settings.

»  The large 'security information’ tile on the left shows your overall security level and lets you quickly deal with
any threats.
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The 'Manage Protection’ button lets you turn security components on or off and open advanced settings.

Toggle between Open the
‘Home' and 'Tasks' ‘Advanced Settings’
screens interface

COMODO client-

Scan View Quarantine
Secure )
All systems are active and running —
o—
Update Open Task Manager

MANAGE PROTECTION

Switch to | |Shortcut to manage | | Security status Shortcuts for
silent mode | | protection settings information frequently

executed tasks

Get help and
support information

The security information tile on the left will inform you if any component is disabled or if other problems are found:

At Risk

Antivirus protection is disabled!

FIX IT?

MANAGE PROTECTION

You can easily rectify the issue by clicking the 'FIX IT" button. 'Silent Mode' and 'Help Window' are common to both
home and tasks screen.
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From the home screen you can:
» Add shortcuts tasks
« Manage protection settings
+ Set CCS to silent mode
« View the help options
Add tasks to the home screen

The tasks pane on the right contains a set of shortcuts which will launch common tasks with a single click. The
handles at the right and left allow you to scroll through the tasks pane.

Scan View Quarantine

© E

Update COpen Task Manager

You can add tasks to this pane as follows:
«  Open the 'Tasks' interface (click the button at top left to switch between the tasks and home screens).
»  Click any of the 'General', 'Firewall', 'Containment' or 'Advanced' tabs
» Right-click on the task you wish to add then click 'Add to Task Bar":
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COMODO dlient - Security 11 - Y

|| Secure | All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q,
» P 4

Allow Application Manage Networks

Allow or block connections from other
computers in detected ny

<
)

Allow an applcation to connect to the internet, 4
Add to Task Bar |
i

M - L J  d
=3 Block Application Q=7 Stop Network Activity
E.I Block an application from accessing the internet. [ "EJ‘T Block all network activity to and from this PC.
E 4 . . 4
Stealth Ports xE/T View Connections
@ Manage this PC's network visibility from other g view applications which are connected to the

PC's internet.

« Alternatively, you can add task shortcuts to the home screen by clicking the 'pin' button at the top-right
of any tile.

»  The selected task will be added to the tasks pane.

Manage Metworks Clean Endpoint

~—

(75
v&'

G @

View Logs Scan

]

- Toremove a task shortcut from the pane, right click on it and choose 'Remove from Task Bar'.
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Managg Flemu'.-el:fr-:-m Task Bar h Endpoint

J

© ®

View Logs Scan

Manage Protection Settings
Click the 'Manage Protection' button on the home screen to enable or disable various security components.
«  Click on any component name to open its dedicated settings screen.
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SETTINGS

@ Antivirus m @
£\ Firewall
@ Firewa )

Scan
ﬁ Auto-Containment m
il ies &0
@ VirusScope m @

A Update

Jpdate

N

MAMAGE PROTECTION

See the following sections for more details about each of the protection settings:
»  Antivirus Configuration
« Firewall Configuration
«  Auto-Containment
« HIPS Configuration
« VirusScope Configuration
Silent mode

Silent mode lets you use your computer without interruptions from CCS. Operations that could interfere with your
work are either suppressed or postponed.

In silent mode:

«  All protection components remain 100% active
»  HIPS/Firewall alerts are suppressed.
» AV updates and scheduled scans are postponed
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Switch to Silent mode
«  Click the 'Silent Mode' button at the bottom-left of the home screen

MANAGE PROTECTION .

COM D‘D Client - Security 11 A w

=(B
Manage Networks Clean Endpoint

Silent Mode )

All systems are in silent mode @ o @

View Logs Scan

MAMNAGE PROTECTION
«]d SILENT MODE

«  Deactivate 'Silent Mode' to resume alerts and notifications.

Help Options

The 'Help' button lets you view our online help guide, run a diagnostics test on your installation, and view the product
version.

Online Help

Diagnostics
About

*  Online Help - Opens Comodo Client Security's online help guide at http://help.comodo.com
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- Diagnostics - Helps to identify any problems with your installation.
+  About - Contains version details and legal information:

COMODO about

COMOUVO

Client - Security 1

Product Version:

-

Database Version:

File Rating Database Version:

Valkyre:

Patents Pending.

11.4.0.7599
30983 Import Virus Database
1546416603

Activated Show

VirusScope Details

Copyright © 2005-2019 COMODO.

*  Product Version - The CCS version number.

- Database Version - The version of the virus database you currently have installed. Click 'Import Virus
Database' to replace the current version with a locally stored database.

« File Rating Database Version - The version of the file rating database used by Endpoint Manager.
Click 'Security Sub-Systems' > 'Application Control' in Endpoint Manager to view the file rating
interface.

+  Valkyrie - Indicates whether or not Valkyrie is enabled. Click ‘Show' to view your Valkyrie account
activation number.

«  Click VirusScope Details to view the VirusScope recognizers that are active on your system. See
'VirusScope Settings' for more details.

1.5.2. The Tasks Interface

«  Click 'Tasks' on the top-left of the home screen

« The tasks area lets you configure every aspect of Comodo Client Security.
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COMODO Cclient - Security 11 = %

{ HOME SETTINGS

@ Secure ' All systems are active and running

GEMERAL TASKS FIREWALL TASKS COMTAINMENT TASKS ADVANCED TASKS 0‘
- . . 1
Scan — View Quarantine
Scan your computer for viruses and spyware. '.1:_. View and manage threats quarantined by virus

scanner.
I

Update

Run the updater to check for program and virus
="
L’

database updates.

Unblock Autoruns o

Re-enable previously blocked Windows services,
auto-start items or scheduled tasks.

Tasks are broken down into four main sections. Click the following links for more details on each:
»  General Tasks - Run antivirus scans and update the virus database. See 'General Tasks' for more details.

»  Firewall Tasks - Allow or block internet access for specific applications, manage networks, view active
connections, and more. See 'Firewall Tasks' for more details.

«  Containment Tasks - Run applications in a secure virtual environment, start the virtual desktop, view active
processes, and more. See 'Containment Tasks' for more details.

« Advanced Tasks - Create a boot disk to clean highly infected systems, submit files to Comodo for analysis,
install other Comodo security software, and more. See 'Advanced Tasks' for more details.

1.5.3. The Widget

« The CCS widget is a handy control that lets you launch key tasks, view your security status, and more.

- The widget is disabled by default but can be enabled from the 'System Tray Icon' or the 'User Interface'
settings screen.

«  Right-click on the widget to enable or disable CCS components and configure various settings. The menu is
similar to the one available if you right-click on the system tray icon. See 'The System Tray Icon' for more
details.

COMODO coOMODO cCOMODO cCOMODO

<} Secure A At Risk Silent Mode

OEBO OGO OGO OIS O
ce@ee cc@e cc@e ccee

=
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»  The color-coded bar at the top of the widget shows your current security status.

»  Double-click on 'At Risk' or 'Needs Attention' statuses to view the recommended fixes.
»  The second row tells you about various CCS processes:

ﬁ -
»  The first button shows the number of programs/processes that are currently running in the
container.

»  Click the button to view a list of all processes running in the container.
« See View Active Process List and Identify and Kill Unsafe Processes for more details.

»  The second button _ shows the number of CCS tasks that are currently running. Click the button
to open the ‘'Task Manager' interface.

+  The third button - shows how many unrecognized files have been added to the file list and are
pending submission to Comodo. Click the button to view a list of these files.

The status pane is disabled by default. Right-click on the tray icon then select 'Widget' > 'Show Status Pane'
to enable it.

«  The third row contains shortcuts for the common tasks you see on the CCS home screen.

»  Click a shortcut on the widget to run the task.

«  The common tasks row is disabled by default. Right-click on the tray icon then select 'Widget' >
'‘Common Tasks' to enable it.

«  The fourth row shows browsers installed on your computer.

«  Click a browser icon to run the browser in the container. You can tell the browser is running in the
container because it has a green border around it. See 'Run an application inside the container'
if you want to read more on this.

«  The browsers row is disabled by default. Right-click on the tray icon then select 'Widget' > 'Show
Browsers Pane' to enable it.

*  You can expand or collapse the widget by clicking the arrow at the bottom.

1.5.4. The System Tray Icon

«  Double-click the tray icon to quickly open the CCS interface
+ Right-click on the tray icon to enable or disable various security settings.

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 36



COMODO

Creating Trust Online®

Antivirus >
Firewall ¥
Auto-Containment ¥
HIPS ¥
Virus5cope -]
Silent Mode

Widget ¥

View Logs

Open...

oy |_|_.'1 pr
»  Antivirus - Enable or disable the real-time virus monitor.
«  Firewall - Enable or disable the firewall.

«  Auto-Containment - Enable or disable auto-containment. See 'Auto-Containment Rules' for
more details.

« HIPS - Enable or disable the host intrusion protection system.
» VirusScope - Enable or disable VirusScope.

The security panel and the widget will turn red if you disable any of the security components listed above. You will
also see a pop-up which lets you specify how long to keep the feature disabled:

COMODO client - security X

Turn Off
You have just turned off a realtime secunty component.

Disabling a security component reduces the protection on this
computer.

How long should it stay disabled?

15 minutes -

o o

»  Select the period and click 'OK'.

Unless you select 'Permanently’, the security component will be re-enabled after the set time period. You can
manually re-enable the component at any time by right-clicking the tray icon and selecting 'Enable'.

+ Silent Mode - Disables CCS alerts and activities that could potentially interrupt your work.
In silent mode:

«  All security and protection technologies remain fully active
»  HIPS/Firewall alerts are suppressed
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» AV updates and scheduled scans are postponed

Deactivate silent mode to resume alerts and scheduled scans.

»  Widget - Select whether or not the Widget is shown, and configure widget elements:

Antivirus ¥
Firewall ¥
Auto-Containment ¥
HIPS ¥
VirusScope ¥
Silent Mode

Show Widget -]

Always on top

" Show Status Pane

" Show Common Tasks Pane

G437 FIVI

D) oone

" Show Browsers Pane

«  Show: Toggle widget visibility. (Default = Disabled)

«  Always on top: Shows the widget on top of all windows currently running on your computer.
(Default = Disabled)

«  Show Status Pane: Show overall security status in the widget (Default = Disabled)

«  Show Common Tasks Pane: Show shortcuts to common CCS tasks in the widget. (Default =
Enabled)

- Show Browsers Pane: Show shortcuts to browsers in the widget. (Default = Enabled)

«  View Logs - Opens the CCS log viewer module. The log viewer contains a history of events from various
CCS security modules. See View CCS Logs for more details.

»  Open - Opens the CCS interface.
«  Exit - Closes the CCS application.

1.6.Understand Security Alerts

«  Alerts Overview
o Alert Types
«  Severity Levels
» Descriptions
*  Antivirus Alerts
« Auto-Scan Alerts
»  Firewall Alerts
« HIPS Alerts
» Device Driver Installation and Physical Memory Access Alerts
» Protected Registry Key Alerts
» Protected File Alerts
+ Containment Alerts
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«  Containment Notification
» Elevated Privilege Alerts
» File Rating Alerts

»  VirusScope Alerts
» Device Control Notifications
Alerts Overview
«  CCS alerts warn you about security related activities at the moment they occur.

< Each alert contains information about a particular issue so you can make an informed decision about
whether to allow or block it.

« Alerts also let you specify how CCS should behave in future when it encounters activities of the same type.
«  The following screenshot shows the basic layout of a CCS alert:
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Type of Alert Clicking the
handle opens
Can be Antivirus, Description the alert
Firewall, HIPS, of activity or description
Containment, connection which contains
VirusScope, Rating attempt advice about
Scanner or Device how to react to
meabw

Color indicates
severity of the

Alert TSServ.exe is trying to mudify a protected
Firewall, HIPS and registry key

Containment alerts
are color coded to
i i i o u
indicate risk level B

TSSen.exe Modify Key

C@MODO Hirs

WARNING! C:\Suspicious Files\TrojanSimulator\TSServ.exe is a known

ngh VISlIbI|Ity Icons malicious file trying to modify HKLM\Software\Wow6432MNode
quickly inform you \Microsoft\Windows\CurrentVersion\Run. You MUST block this
which applications request.

and techniques are
involved in an alert.
Clicking the name of
the executables
here opens a

window containing Block
more information ® Blocks the application from pefrming the action "

Allow

Allows the application to perform the action above

about the above

application in

question I

reat as
~
Lets you choose a ruleset to apply Click 'Show
Activities' to open a
(] Remember my answer Show Adiw’& list of activities

performed by the
process

Click these options to allow,
block or otherwise handle the
request

Alert Types

The type of alert you see depends on the security module which generated the alert. Click the links below to find out
more about each alert type.

»  Antivirus Alerts - Shown whenever virus or virus-like activity is detected. AV alerts are shown if the
antivirus is enabled and 'Do not show antivirus alerts' is disabled in Real-time Scanner Settings.

» Auto-Scan Alerts - Shown when you connect an external storage device to your computer. Auto-scan
alerts are shown if antivirus is enabled and 'Do not show auto-scan alerts' is disabled in Real-time
Scanner Settings.

«  Firewall Alerts - Shown whenever a process attempts unauthorized network activity. Firewall alerts will
be displayed only if firewall is enabled and the option 'Do not show popup alerts' is disabled in
Firewall Settings.
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»  HIPS Alerts - Shown when a process attempts an unauthorized action or tries to access protected
areas. HIPS alerts are shown if HIPS is enabled and Do NOT show popup alerts is disabled.

+  Containment Alerts (including Elevated Privilege Alerts) - Shown when CCS automatically contains
an file. This usually happens if the file has an 'unknown' trust-rating. If privilege elevation alerts are
enabled in Containment Settings, you will also see this type of alert if a program requires admin
privileges to run.

»  VirusScope Alerts - Shown when a running process tries to perform a suspicious action. VirusScope
alerts let you quarantine the process & reverse its changes, or let the process go ahead. Be especially
wary if a VirusScope alert appears "out-of-the-blue' when you have not made any recent changes to
your computer. VirusScope alerts are generated if VirusScope is enabled in advanced settings.

« Device Control Notifications - Shown when an external device that is blocked by the admin is
connected to your system. These alerts are shown if 'Device Control' and 'Show notifications when
devices..."' are both enabled in Device Control Settings.

Alerts may contain very important security warnings, or may simply occur because you are running a certain
application for the first time. Your reaction should depend on the information in he alert.

Note: This section is concerned with alerts generated by CCS security modules (antivirus, firewall, HIPS etc). See
Comodo Message Center notifications, Notification Messages and Information Messages for other types of
alert.

Severity Level
The color of the alert shows the risk level of the reported activity.

«  Yellow - Low Severity - In most cases, you can safely approve these requests. The 'Remember my answer'
option is automatically pre-selected for safe requests

«  Orange - Medium Severity - Read the information in the alert description area before making a decision.
These alerts could be the result of harmless activity by program you trust, but could also indicate malicious
activity. If you know the application to be safe, then it is usually okay to allow the request. If you do not
recognize the application or connection request then you should block it.

* Red - High Severity - Known malware discovered, or highly suspicious behavior by an application/process.
Carefully read the information provided when deciding whether to allow it to proceed.

Note: Antivirus alerts are not ranked in this way. They always appear with a red bar.

Alert Description

The description is a summary of the nature of the alert and can be revealed by clicking the handle as shown:
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E unit.exe is trying to modify a protected file or

directory

E

unit.exe Installer arflpdater

unit.exe is a safe application signed by Comodo Security Solutions, Inc.
It is about to modify the contents of C\ProgramData\Comodo
\Ipsd\lps-ca\wt.db-journal. This usually happens when you try to install
or update an application. If you are not performing any of these
operations, you may consider blocking this request.

The description tells you the name of the software/executable that caused the alert; the action that it is attempting to
perform and how that action could potentially affect your system. You can also find helpful advice about how you
should respond.

Now that we have outlined the basic construction of an alert, let's look at how you should react to them.
Answer an Antivirus Alert

Comodo Client Security generates an antivirus alert whenever a virus or virus-like activity is detected on your
computer. The alert contains the name of the virus detected and the location of the file or application infected by it.
Within the alert, you are also presented with response-options such as 'Clean’ or 'Ignore'.

Note: Antivirus alerts will be displayed only if the option 'Do not show antivirus alerts' is disabled. If this setting is
enabled, only antivirus notifications are shown. This option is found under 'Settings > Antivirus > Realtime Scan'.
See Real-time Scan Settings for more details.
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COMODO -Antivirus Alert 7

Malware@#3bei506xtafzg

Location: CAProgram Files (x86)\As..\Dawes2.exe

More information:  Unavailable

Clean (Recommended)
Quarantines the file

Ignore
9 | . ~
Ignores the alert and allows the file operation

Show Activities

The following response-options are available:

« Clean - Disinfects the file if a disinfection routine exists. If no routine exists for the file then it will be moved
to quarantine, an isolated storage in which the item is encrypted and stored. Files in the quarantine cannot
be executed. If desired, you can submit the file/application to Comodo for analysis from the Quarantine
interface. See Manage Quarantined Items for more details on quarantined files.

« Ignore - Allows the process to run and does not attempt to clean the file or move it to quarantine. Only click
'Ignore’ if you are absolutely sure the file is safe. Clicking 'Ignore’ will open three further options:

.

_____ e e e e

Maore information:  Unavailable

Ignore
Ignores the alert and allows the file operation

o Ignore Once
o Ignore and Add to Exclusions

o Ignore and Report as False Alert

Show Activities

» Ignore Once -The file is allowed to run this time only. If the file attempts to execute on future
occasions, another antivirus alert is displayed.

+ Ignore and Add to Exclusions - The file is allowed to run and is moved to the Exclusions list -
effectively making this the 'lgnore Permanently' choice. No alert is generated if the same application
runs again.

- lIgnore and Report as a False Alert - If you are sure that the file is safe, select 'lgnore and Report as a
False Alert'. CCS will then submit this file to Comodo for analysis. If the false-positive is verified (and
the file is trustworthy), it will be added to the Comodo safe list.
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Antivirus Notification

If you have chosen to not to show Antivirus Alerts through Settings > Realtime Scanner Settings by leaving the
option 'Do not show antivirus alerts' enabled (default=enabled) and If CCS identifies a virus or other malware in real
time, it will immediately block malware and provide you with instant on-screen notification:

Malware Stopped

Answer Auto-Scan Alert

Auto-scan alerts appear when you plug a removable device into your computer (USB stick, portable HDD, etc). The
alert asks you whether you want to scan the device for viruses.

These alerts are only shown if 'Do not show auto-scan alerts' is disabled in 'Settings > Antivirus > Realtime Scan'.
See Real-time Scan Settings if you want to read more.

CO MO D 0 Antivirus ?

We've just detected that new removable media device has

been connected (D). We recommended to scan it

Scan
Scan the device to make sure it's not infected.

Ignhore
Skip the scan, Mote: mahware undetected now may harm

your and other computers later,

[[] Remember my answer

« Scan - CCS checks the device for viruses using the settings in the 'Manual Scan' profile. If this is not
available then the scan uses the settings in the 'Full Scan' profile.

+ Ignore - The device is not scanned

«  Remember my answer - CCS will automatically carry out your choice of scan or ignore when the
device is connected in future. This only applies to the specific device. You will still see an alert if
you connect a different device.

Answer Firewall Alerts

CCS generates a firewall alert when it detects unauthorized network connection attempts or when traffic runs
contrary to one of your application or global rules. Each firewall alert allows you to set a default response that CCS
should automatically implement if the same activity is detected in future. The followings steps will help you answer a
Firewall alert:
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@D WerFault.exe is trying to connect to the Internet @

Application:  WerFault.exe
Remote: 65.52.108.29 - TCP
Port: https(443)

Allow
Allows the connection request

Block
S
Blocks the connection request

Treat as
Lets you choose a ruleset to apply

U] Remember my answer Show Activities

Tip: Click 'Show Activities' to view actions performed by the process in question.
This link is only shown if VirusScope is enabled in Settings > VirusScope.

The 'Show Activities' link is grayed-out if the process had not started before the alert was generated.

1. Carefully read the information displayed in clicking the down arrow in the alert description area. The Firewalll
can recognize thousands of safe applications. (For example, Internet Explorer and Outlook are safe
applications). If the application is known to be safe - it is written directly in the security considerations
section along with advice that it is safe to proceed. Similarly, if the application is unknown and cannot be
recognized you are informed of this.

COMODO rirewall 7

&D WerFault.exe is trying to connect to the Internet @

Application: WerFault.exe
Remote: 65.52.108.29 - TCP
Port: https(443)

WerFault.exe is a safe application. You can safely allow this request.

If it is one of your everyday applications and you want to allow it Internet access to then you should select
Allow.

In all cases, clicking on the name of the application opens a properties window that can help you determine whether
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Security Details 4
General Comodo Digtal Signiats tﬁa WerFault.exe is trying to connect to the Internet (1)

@ |WerFa|.||t —
Application: erfault.exe

Type of file:  Application (exe) @ Remote: 65.02108.29 - TCP
Description:  Windows Problem Reporting Port: https(443)

Location: C:\Windows\SysWOWE4 Allow

Size: 254 KB (260,560 bytes) Allows the connection request

Size on disk: 256 KB (262,144 bytes)

Block
Blocks the connection request

Created: Friday, Juty 10, 2015, 4:00:34 AM
Modified: Friday. Juty 10, 2015, 4:00:34 AM
Accessed: Friday, Juty 10, 2015, 4:00:34 AM

Treatas
Lets you choose a ruleset to apply

® 0 ©
<

Attributes: [JRead-only  []Hidden

[] Remember my answer Show Activities

0K || Cancel

If you don't recognize the application then we recommend you Block the application. By clicking the handle
to expand the alert, you can choose to 'Block' the connection (connection is not allowed to proceed), 'Block
and Terminate' (connection is not allowed to proceed and the process/application that made the request is
shut down) or 'Block, Terminate and Reverse' (connection is not allowed to proceed, the process/application
that made the request is shut down and the changes made by the process/application to other
files/processes in the system will be rolled back).
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Application: WerFault.exe

@ Remote: 65.52.108.29 - TCP

Port: https{d43)

Block @
Blocks the connection request

s Block Only
o Block and Terminate

o Block, Terminate and Reverse

Treat as
~
Lets you choose a ruleset to apply
[ ] Remember my answer Show Activities

Note: 'Block, Terminate and Reverse":
« This option is only available if VirusScope is enabled in Settings > VirusScope.

- The option is only shown if the process in question has actually started by the time the alert was
generated.

2. Ifyou are sure that it is one of your everyday application, try to use the 'Treat As' option as much as
possible. This allows you to deploy a predefined firewall ruleset on the target application. For example,
you may choose to apply the policy Web Browser to the known and trusted applications like ‘Comodo
Dragon', 'Firefox' and 'Google Chrome'. Each predefined ruleset has been specifically designed by Comodo
to optimize the security level of a certain type of application.
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Iﬁ Application: COT.exe
Remote: 74.52.245.98 - ICMPv4

Treat as
Lets you choose a ruleset to apply

0 Web Browser

o Ftp Client

0 Allowed Application
0 Blocked Application

0 Outgoing Only

[] Remember my answer Show Activities

Remember to check the box 'Remember My Answer' for the ruleset to be applied in future.

3. Ifthe Firewall alert reports a behavior, consistent with that of a malware in the security considerations
section, then you should block the request AND select Remember My Answer to make the setting
permanent.

Answer HIPS Alerts

Comodo Client Security generates a HIPS alert based on the behavior of applications and processes running on
your system. Please read the following advice before answering a HIPS alert:
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TSServ.exe is trying to modify a protected
registry key

|
e

TSServ.exe Modify Key

Allow

Allows the application to perform the action above

Block
® Blocks the application from performing the action ~

above

Treat as
Lets you choose a ruleset to apply

[] Remember my answer Show Activities

Tip: Click 'Show Activities' to view actions performed by the process in question.
This link is only shown if VirusScope is enabled in Settings > VirusScope.

The 'Show Activities' link is grayed-out if the process had not started before the alert was generated.

1. Carefully read the information displayed after clicking the handle under the alert description. Comodo Client
Security can recognize thousands of safe applications. If the application is known to be safe - it is written
directly in the security considerations section along with advice that it is safe to proceed. Similarly, if the
application is unknown and cannot be recognized, you are informed of this.

COMODO nires ?

TSS5erv.exe is trying to modify a protected
registry key

=t

TSServ.exe Med' Key

WARNING! C:\Suspicious Files\TrojanSimulator\TS5erv.exe is a known
malicious file trying to modify HKLM\Software\Wow6432MNode
\Microsoft\Windows\CurrentVersion\Run. You MUST block this
request.
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If it is one of your everyday applications and you simply want it to be allowed to continue then you should
select Allow.

If you don't recognize the application then we recommend you select Block the application. By clicking the
handle to expand the alert, you can choose to

«  'Block' - The application is not allowed to run

+  'Block and Terminate' - The application is not allowed to run and the processes generated by it are
terminated thereby shutting down the application

«  'Block, Terminate and Reverse' - The application is not allowed to run, the processes generated by
it are terminated and the changes made by the processes/application to other files/processes in
the system will be rolled back.

?
COMODO wies :
TSServ.exe is trying to modify a protected
registry key
* n
ok =
s
TSSernv.exe Modify Key

Block
® Blocks the application from performing the action
above

o Block Only

o Block and Terminate
o Block, Terminate and Reverse
Treat as
~
Lets you choose a ruleset to apply
[ Remember my answer Show Activities

Note: 'Block, Terminate and Reverse' is only shown if VirusScope is enabled in Settings > VirusScope.

2. Ifyou are sure that it is one of your everyday applications and want to enforce a security policy (ruleset) to
it, please use the "Treat As' option. This applies a predefined HIPS ruleset to the target application and
allows the application to run with access rights and protection settings as dictated by the chosen ruleset.
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TSServ.exe is trying to modify a protected
registry key
* .
i e
mm
TSServ.exe Modify Key
Treat as @
Lets you choose a ruleset to apply
o Installer or Updater .
o Allowed Application
o Windows System Application
o Isolated Application
©  Limited Application Jm .
[] Remember my answer Show Activities

Avoid using the Installer or Updater ruleset if you are not installing an application. This is because treating
an application as an 'Installer or Updater' grants maximum possible privileges onto to an application -
something that is not required by most 'already installed' applications. If you select 'Installer or Updater', you
may consider using it temporarily with Remember My Answer left unchecked.

3. Pay special attention to Device Driver Installation and Physical Memory Access alerts. Again, not many
legitimate applications would cause such an alert and this is usually a good indicator of malware / rootkit
like behavior. Unless you know for a fact that the application performing the activity is legitimate, then
Comodo recommends blocking these requests.

COMODO +irs ?  COMODO s !
drvinst.exe is trying to modify a protected file or TSServ.exe is trying to access TSServ.exe in
directory memory
B i
drvinst.exe Installer or Updater TSServ.exe TSServ.exe

Allow

Allows the application to perform the action above

Allow
Allows the application to perform the action above

©
O

Block Block
Blocks the application from performing the action ~ Blocks the application from performing the action ~
above above
Treat as Treat as
~- ~~
Lets you choose a ruleset to apply Lets you choose a ruleset to apply
] Remember my answer Show Activities [0 Remember my answer Show Activities
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4. Protected Registry Key Alerts usually occur when you install a new application. If you haven't been
installing a new program and do not recognize the application requesting the access , then a 'Protected
Registry Key Alert' should be a cause for concern.

COMODO nires ?

TSServ.exe is trying to modify a protected
registry key @

¢.
qu?

T5Serv.exe hModify Key

Allow

Allows the application to perform the action above

Block
® Blocks the application from performing the action ~

above

Treat as
Lets you choose a ruleset to apply

[] Remember my answer Show Activities

5. Protected File Alerts usually occur when you try to download or copy files or when you update an already
installed application.

COMODO s ? COMODQO s ?

E unit.exe is trying to modify a protected file or @ Ei taskhostw.exe is trying to access a protected

directory

unit.exe Installer or Updater taskhostw.exe Access COM Interface
Allow Allow
Allows the application to perform the action above Allows the application to perform the action above
Block Block
Blocks the application from performing the action ~ Blocks the application from performing the action ~
above above
Treat as Treatas

~ ~
Lets you choose a ruleset to apply Lets you choose a ruleset to apply
[0 Remember my answer Show Activities [ Remember my answer Show Activities

Were you installing new software or trying to download an application from the Internet? If you are
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downloading a file from the 'net, select Allow, without selecting Remember my answer option to cut down
on the creation of unnecessary rules within the firewall.

If an application is trying to create an executable file in the Windows directory (or any of its sub-directories)
then pay special attention. The Windows directory is a favorite target of malware applications. If you are not
installing any new applications or updating Windows then make sure you recognize the application in
question. If you don't, then click Block and choose Block Only from the options, without selecting
Remember My answer option.

If an application is trying to create a new file with a random file name e.g. "hughbasd.dll" then it is probably
a virus and you should block it permanently by clicking Treat As and choosing 'Isolated Application’ from
the options.

6. IfaHIPS alert reports a malware behavior in the security considerations area then you should Block the
request permanently by selecting Remember My Answer option. As this is probably a virus, you should
also submit the application in question, to Comodo for analysis.

7. Unrecognized applications are not always bad. Your best loved applications may very well be safe but not
yet included in the Comodo certified application database. If the security considerations section says "If xxx
is one of your everyday applications, you can allow this request", you may allow the request permanently if
you are sure it is not a virus. You may report it to Comodo for further analysis and inclusion in the certified
application database.

8. IfHIPS is in 'Paranoid' mode, you probably are seeing the alerts for any new applications introduced to the
system - but not for the ones you have already installed. If required, you may review files with
'Unrecognized' rating in the 'File List' interface and remove them from the list.

9. Avoid using Trusted Application or Windows System Application policies for you email clients, web
browsers, IM or P2P applications. These applications do not need such powerful access rights.

Answer a Containment Alert

Comodo Client Security generates a containment alert if an application or a process tries to perform certain
modifications to the operating system, its related files or critical areas like Windows Registry and when it
automatically contained an unknown application.

Please read the following advice before answering a Containment alert:
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COMODO containment 7

loxplore.exe could not be recognized and
requests unlimited access to your computer

D loxplore.exe
Acirosoft Corporation

Although Acirosoft Corporation has digitally signed their application,
they are not yet whitelisted by us. If you trust Acirosoft Corporation

and are installing or updating their application, you can press the "Run
Unlimited" button.

Run inside the Container (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block

Stops execution of the application above

[ Trust this application

«  Carefully read the information displayed after clicking the handle under the alert description. Comodo Client
Security can recognize thousands of safe applications. If the application is known to be safe - it is written
directly in the security considerations section along with advice that it is safe to proceed. Similarly, if the
application is unknown and cannot be recognized, you are informed of this.
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COMODO containment 7

loxplore.exe could not be recognized and
requests unlimited access to your computer

D loxplore.exe
Acirosoft Corporation

Although Acirosoft Corporation has digitally signed their application,
they are not yet whitelisted by us. If you trust Acirosoft Corporation
and are installing or updating their application, you can press the "Run
Unlimited" button.

+ Ifyou are sure that the application is authentic and safe and you simply want it to be allowed to continue
then you should select Run Unlimited. If you want the application not to be monitored in future, select
"Trust this application' checkbox. The application will be added to Trusted Files list.

Run inside the Container (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block
Stops execution of the application above

[ Trust this application

« Ifyou are unsure of the safety of the software, then Comodo recommends that you run it with limited
privileges and access to your system resources by clicking the 'Run Isolated' button. See Unknown Files:
The Scanning process for more explanations on applications run with limited privileges.

«  Ifyou don't recognize the application then we recommend you select to 'Block' the application.
Run with Elevated Privileges Alert

The container will display this kind of alert when the installer of an unknown application requires administrator, or
elevated, privileges to run. An installer that is allowed to run with elevated privileges is permitted to make changes to
important areas of your computer such as the registry.

« Ifyou have good reason to trust the publisher of the software then you can click the 'Run Unlimited' button.
This will grant the elevated privilege request and allow the installer to run.
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- Ifyou are unsure of the safety of the software, then Comodo recommends that you run it with restricted
access to your system resources by clicking the 'Run Isolated' button.

- Ifthis alert is unexpected then you should abort the installation by clicking the 'Block' button (for example,
you have not proactively started to install an application and the executable does not belong to an updater
program that you recognize)

« Ifyou select 'Trust this application’ then CCS will include this to Trusted Files list and no future alerts will be
generated when you run the same application.

Note: You will see this type of alert only if you have enabled the 'Detect programs which require elevated privileges
e.g. installers or updaters' option and disabled the 'Do not show privilege elevation alerts' option in containment
settings. See Containment Settings for more details.

There are two versions of this alert - one for unknown installers that are not digitally signed and the second for
unknown installers that are digitally signed but the publisher of the software has not yet been white-listed (they are
not yet a ‘Trusted Software Vendor').

COMODO Containment f COMOQO Containment ?

WideSniffer.exe could not be recognized and loxplore.exe could not be recognized and

requests unlimited access to your computer @ requests unlimited access to your computer @
WideSniffer.exe D loxplore.exe
Unidentified Publisher h Acirosoft Corporation

Although Acirosoft Corporation has digitally signed their application,

Run inside the Container (Default) they are not yet whitelisted by us. If you trust Acirosoft Corporation
Runs the application with limited access rights and are installing or updating their application, you can press the "Run

Unlimited" button.

@ Run Unllrlnllted o Run inside the Container (Default)
Grants unlimited access to the application above Runs the application with limited access rights

Block Run Unlimited
Stops execution of the application above

Grants unlimited access to the application above

[ Trust this application
Block
Stops execution of the application above

[ Trust this application

Unknown and not digitally signed Unknown and digitally signed but the publisher not
yet whitelisted (Not yet a 'Trusted Vendor')

« Unknown and unsigned installers should be either isolated or blocked.

«  Unknown but signed installers can be allowed to run if you trust the publisher, or may be isolated if you
would like to evaluate the behavior of the application.

» 'Unknown Files: The Scanning Processes' - to understand process behind how CCS scans files.
« 'Vendors List' - for an explanation of digitally signed files and trusted software vendors.
Containment Notification

CCS shows a notification when it run an application inside the container. This usually happens if the application has
an 'unknown' trust-rating.
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Hide These Alerts Don't Isolate It Again

» Hide These Alerts - CCS will not show an alert if the same app is auto-contained in future.

« Don'tIsolate It Again - The application will not be auto-contained in future. An 'Ignore' rule is created
for the application in auto-containment rules. See Auto-Containment Rules for more on this.

Answer File Rating Alerts

CCS checks a file's trust rating on our cloud severs as part of a real-time scan. The software can generate alerts
when it finds a file with 'Malicious' rating.

You will see these alerts if you have disabled 'Do not show popup alerts' in 'Settings' > 'File Rating' > 'File Rating
Settings'.

An example alert is shown below:

COMODO Rating Scanner Alert !

Location: CASuspicious\AntiTesty AntiTest.exe

More information:  Unavailable

Clean (Recommended)
Quarantines the file

Ignore
9 . ) S
gnores the alert and allows the file operation

Show Activities

You can choose from these actions:

+  Clean - The program is blocked and quarantined

« Ignore - Allows the file to run. Does not attempt to clean the file or move it to quarantine. Only click
'Ignore’ if you are absolutely sure the file is safe. Clicking 'Ignore’ will open three further options:
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Ignore
g . ) e
Ignores the alert and allows the file operation

o Ignore Once

o Ignore and Add to Exclusions

o Ignore and Report as False Alert

Show Activities

« Ignore Once - The file is allowed to run this time, but it will still be flagged as a threat by
future scans.

- Ignore and Add to Exclusions - The file is allowed to run this time, and will not be flagged as
a threat in future scans. The file is placed on the Exclusions list, meaning it is ignored
permanently by the scanner.

- Ignore and Report as a False Alert - The file is allowed to run this time, and submitted to
Comodo for analysis. Select this option if you think the file is safe, and that CCS was wrong to
flag it as a threat. Comodo will re-examine the file.

Answer a VirusScope Alert

Comodo Client Security generates a VirusScope alert if a running process performs an action that might represent a
threat to your privacy and/or security. Please note that VirusScope alerts are not always definitive proof that
malicious activity has taken place. Rather, they are an indication that a process has taken actions that you ought to
review and confirm because they have the potential to be malicious. You can review all actions taken by clicking the
‘Show Activities' link.

Please read the following advice before answering a VirusScope alert:

1. Carefully read the information displayed in the alert. The 'More Information' section provides you the nature
of the suspicious action.

COMODO virusscope ?

.@. Suspicious File Found vt.exe (6348)

Application: ChUsers\Tester\Desktophwit_ver1_10\x64\vt.exe

More information:  Genencinfector.d

Clean (Recommended)
@ Quarantines the file and undoes all of the changes done

by it

Ignore
9 | . ~
Ignores the alert and allows the file operation

Show Activities

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 58



Creating Trust Online

Comodo Client SeCU,_ri,tyf‘US'equ__iafé comono

L ,l"

- Ifyou are not sure on the authenticity of the parent application indicated in the 'Application’ field, you can
safely reverse the changes effected by the process and move the parent application to quarantine by
clicking 'Clean'.

« Ifitis a trusted application, you can allow the process to run, by clicking 'Ignore' and selecting the option
from the drop-down.

More information:  Generic.Infector.d
Ignore @
gnores the alert and allows the file operation
o Ignore Once
o Ignore and Add to Exclusions
o Ignore and Report as False Alert

Show Activities

« lIgnore Once - The process is allowed to run this time only. Another alert is shown if the process
attempts to execute on future occasions.

» Ignore and Add to Exclusions - The file is allowed to run and will not be contained in the future.
See Auto-Containment Rules for help to configure which types of files should be auto-contained.

« lIgnore and Report as False Alert - Select this if you think the file is trustworthy and CCS is wrong
to block it. CCS will submit the file to Comodo for analysis. If the false-positive is verified (and the
file is trustworthy), it will be added to the Comodo safe list.

«  Click the 'Show Activities' link to view the actions of the process:
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COMOD O rrocess Activities List ? O ®

Application Activities PID Data &
o] E viexe 5576

1 Load image file CAWindows\System32\guard&4.dll

3 Load image file ChAWindows\System32\imm32.dll

F1 Load image file ChWindows\System32\version.dll

E] Load image file Chwindows\System32\oleaut32.dll

ﬂ Load image file CAWindows\System32\fltLib.dll

F1 Load image file ChwWindows\System32\cmdvrigd.dll

F1 Load image file ChWindows\System32\KernelBase.dll

W

CLOSE

]

«  Application Activities - The action executed by each of the processes run by the parent application.

. - File actions: The process performed a file-system operation (create\modify\rename\delete file)
which you might not be aware of.

-H- Registry: The process performed a registry operation (created/modified a registry key) which
might not be authorized.

« [=] - Process: The process created a child process which you may not have authorized or have
been aware of.

« =1 - Network: The process attempted to establish a network connection that you may not have been
aware of.

 Ifthe process has been terminated, the activities will be indicated with gray text and will appear in
the list until you view the 'Process Activities List' interface. If you close the interface and reopen the
list within five minutes, the activities will appear in the list. Else, the terminated activities will not be
shown in the list.

»  PID - The process identification number.
« Data - The file affected by the action.

Device Control Notifications

These notifications are shown when you connect an external device to your computer (USB stick, external HDD etc).
The alert indicates whether the device is allowed or blocked.

*  You can add blocked devices in 'Settings' > 'Advanced Protection' > 'Device Control
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COMODQO pevice control ? o

F JetFlash Transcend 8GE USE Device device has been

disabled by External Devices Control subsystem

[] Hide These Alerts

»  See Device Control Settings to find out more.

1.7.Password Protection

- Inacorporate setup, CCS settings are determined by the Endpoint Manager profile applied to the endpoint.

»  One of these settings is the ability to password protect access to the client interfaces. This stops
unauthorized users from opening the local clients and making potentially damaging changes.

« Password protection blocks access to the settings area, the various ‘Tasks’ areas, and the right-click
options of the CCS tray icon.

« Local users can, however, still run certain tasks. See Exceptions at the end of this section for more details.
There are two password options you can set in Endpoint Manager:
«  Computer administrator - CCS requires a local admin password to access the settings area.
« Admins that are already logged-in can access the settings area without a password.
»  All other users need to enter the admin username/password.
+  Custom password - An unique key which is set in the Endpoint Manager profile.

«  See https://help.comodo.com/topic-399-1-786-11186-Client-Access-Control.html for details
on the difference between these passwords.

»  CCS will request a password if a user tries to access a protected area:
COMODO cnter password ? X
Please enter your credentials in order to continue:

Computer administrator (a Windows account with
administrative privileges)

Domain: | |

Login: | |

Password: | |

Remote access

Password: | |

T
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Exceptions
Users can run the following tasks even if password protection is enabled in the Endpoint Manager profile:
On-demand antivirus scans
»  Click 'Scan' on the CCS home screen and choose a scan option.
«  Click 'Tasks' > 'General Tasks' > 'Scan' > Choose a scan option.
»  Right-click on an item and choose 'Scan with COMODO antivirus'.
» See Scan and Clean Your Computer and Instantly Scan Files and Folders for more details
Virus signature database updates
»  Click Tasks > 'General Tasks' > 'Update’.
»  See Manage Virus Database Updates for more details.
Manually run programs inside the container
»  Click Tasks' > 'Containment Tasks' > 'Run Virtual'.
» Right-click on an item and choose 'Run in COMODO container'.
»  See Run an Application in the Container for more details
Run Virtual Desktop
«  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'.
»  See Start the Virtual Desktop for more details.
Create Comodo Rescue Disk
+  Click 'Tasks' > 'Advanced Tasks' > ‘Create Rescue Disk'.

»  See Create a Rescue Disk for more details.

2.General Tasks - Introduction

+  Click 'Tasks' > 'General Tasks'
»  The general tasks area lets you:
Quickly run antivirus scans
»  Update the virus database
»  View and manage items moved to quarantine
» Manage blocked autorun items, Windows services and scheduled tasks.
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{ HOME SETTINGS
| J Secure | The virus signature database is NOT up-to-date
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS C'\
' View Quaranti g
lew Luarantine
. Scan @I
Scan your computer For viruses and spyware g View and manage threats quarantined by virus
. e =S scanner

Update '
@ Run the updater to check for program and virus

database updates.

— Unblock Autoruns *

| [-_‘i"i Re-enable previously blocked Windows services
. auto-start items or scheduled tasks.

See the following sections for help with each area:
« Scan and Clean your Computer
+ Instantly Scan Files and Folders
« Process Infected Files
» Manage Virus Database Updates
» Manage Blocked Autoruns
« Manage Quarantined Items

You might need to enter a password to access these tasks if so configured in the Endpoint Manager profile. See
'Password Protection' for more details.”

2.1.Scan and Clean Your Computer

e Click 'Tasks' > 'General Tasks' > 'Scan'

»  CCS leverages multiple technologies, including real-time monitoring and on-demand scans, to keep
endpoints totally free of malware

»  You can schedule a scan to run at a specific time, and also create your own scan profiles to check specific
files, folders and drives.

Run an on-demand virus scan
»  Click the 'Scan' tile on the CCS home screen
OR

o Click 'Tasks' > 'General Tasks' > 'Scan'
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SETTINGS
|| Secure All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q

L]

Scan View Quarantine
Scan your computer for viruses and spyware. l;rn;r:_l manage threats quarantined by virus
]
Lt '
COMODO scan X
7~ Quick Scan LAST SCAN:
(== 1))
W/  Scans commonly infected areas and memory. Never
Full Scan LAST SCAN:
Scans all the files and folders in the computer. Never

Quick Rating Scan

|.| i LAST SCAN:
: : Scans Fccur“lmclnly infected areas and memory in the 34-05-2019
> cloud for file reputation.
Custom Scan
) Custom Sca _ ~
// Scan files and folders or run custom scan profiles.

«  Quick scan - Checks important and commonly infected areas
»  Full scan - Checks your entire computer

» Rating scan - Searches for unknown files on your computer. Assigns a trust rating to your files where
possible.

»  Custom scan - You choose specific areas to scan.
The following sections explain more about each scan type:

*  Run a Quick Scan

*  Run aFull Computer Scan

* RunaRating Scan

* Run aCustom Scan

» Scan a Folder
« ScanaFile
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«  Create Schedule and Run a Custom Scan
« Automatically Scan Unrecognized Files

+ Instantly Scan Files and Folders
» Process Infected Files

* Manage Blocked Autoruns

« Manage Quarantined Items

2.1.1. Run a Quick Scan

«  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Quick Scan'
»  The quick scan profile scans important areas of your computer which are most prone to attack.
« This includes system files, auto-run entries, hidden services, boot sectors, and important registry keys.

- These areas are of great importance to the health of your computer, so it is essential to keep them free of
infection.

« Note - You can change the settings of a quick scan in 'Settings' > 'Antivirus' > 'Scans'. See
Antivirus Configuration > Scan Profiles for help with this.

Run a Quick Scan
e Click the 'Scan' tile on the CCS home screen
»  Select 'Quick Scan' from the 'Scan' interface

COMODO scan 7 >

f*s' Quick Scan LAST SCAN:
Scans commenly infected areas and memory. Never

Full Scan LAST SCAN:
Scans all the files and folders in the computer. Never

Quick Rating Scan

|I| i LAST SCAN:
= Scans commonly infected areas and memory in the MNever
— cloud for file reputation.
Custom Scan
) Custom Sca , ~
& Scan files and folders or run custom scan profiles.

«  The scanner will start and first check whether your virus database is up-to-date:
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COMODO scan ? — O *

TASK: Check for signature updates

STATUS: Virus Database Update {5.0%): Checking for updates...

ELAPSED TIME: 00:00:47

(&%) THREAT(S) FOUND: 0

Threat Name

O Turn off this computer if no threats are found at the end of the scan

[ sTop SEND TO BACKGROUND

B

« The scans starts after any updates have been installed:
COMODO san G

TASK: Quick Scan

6 5 % STATUS: CAWindows\System32\rdpclip.exe

ELAPSED TIME: 00:08:59

(%) THREAT(S) FOUND: 1

Threat Name

ChAWindowshSystem32\poison2
Malware@#13tm1ukrdwdg0

[] Turn off this computer if no threats are found at the end of the scan

B stoP m SEND TO BACKGROUND

A

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed. Click 'Settings' > 'Antivirus' > 'Scans' to view these thresholds.
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» You can pause, resume or stop the scan by clicking the appropriate button.

« Send to Background - Runs the scan as a background process which consumes fewer resources. You can
still keep track of the scan in the task manager - 'Tasks' > 'Advanced Tasks' > 'Open Task Manager'.

Scan results are shown when the scan finishes:

COMODO scn 7 = O e

TASK: Quick Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:13:11

(A TUREATICY FOUND: 7
s THREAT(S) FOUND: 2

Threat Name Q) | Action iclean L

E Malware@ (#13tm1ukrdwdg0, #3fxg3e8df3its)

}— L] CA\Windows\System32\poison2

|— L] Cawindows\System32\wvenom

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

P

The results window contains two tabs:
»  Threats Found: The number of files scanned and the number of viruses found.
«  Use the drop-down to choose whether to clean, quarantine or ignore the threat.

»  See 'Process infected files' if you need help with these options.

- Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).

Note: You will only see the drop-down menus if 'Automatically clean threats' is disabled for quick scans in 'Settings'
> 'Antivirus' > 'Scans'. See Scan Profiles for help with this.

2.1.2. Run a Full Computer Scan
»  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Full Scan'

+  Afull scan checks every file, folder and drive on your computer. USB and other external drives are also
scanned.

= Note - You can change the settings of a quick scan in 'Settings' > 'Antivirus' > 'Scans'. See
Antivirus Configuration > Scan Profiles for help with this.

Run a Full Computer Scan

»  Click the 'Scan' tile on the CCS home screen
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«  Select 'Full Scan";

COMODO scan ? X
7=\ Quick Scan LAST SCAN:
W=c= 1]
K&ﬁ_}_ﬂfj Scans commonly infected areas and memaory. Never
Full Scan LAST SCAN:
Scans all the files and folders in the computer. Never
i Quick Rating Scan LAST SCARE
. Scans commonly infected areas and memory in the Never
_— cloud for file reputation.
V) Custom Scan —
(._"}’ Scan files and folders or run custom scan profiles.
«  The scanner will start and first check whether your virus database is up-to-date:
COMODO scan ? = O 4

TASK: Check for signature updates

STATUS: Virus Database Update {5.0%): Checking for updates...

ELAPSED TIME: 00:00:47

""é" THREAT(S) FOUND: 0

Threat Name

[ Turn off this computer if no threats are found at the end of the scan

B sTopP SEND TO BACKGROUND

B
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« The scans starts after any updates have been installed:
COMODO san o= b

TASK: Full Scan

STATUS: C\Program Files\WindowsAppsiking.com.CandyCrushFriends_1.13.5.0_x86__kggvn...

ELAPSED TIME: 00:07:14

(&%) THREAT(S) FOUND: 0

Threat Name

[ Turn off this computer if no threats are found at the end of the scan

B sTOP m SEND TO BACKGROUND

EA

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed. Click 'Settings' > 'Antivirus' > 'Scans' to view these thresholds.

* You can pause, resume or stop the scan by clicking the appropriate button.

« Send to Background - Runs the scan as a background process which consumes fewer resources. You can
still keep track of the scan in the task manager - ‘Tasks' > 'Advanced Tasks' > 'Open Task Manager'.

COMODO sendTo Background X

What is a Background Task?

A task which runs in the background without interfering with
your normal PC activities.

Send To Background action, where available, makes the task such as
scanning or updating continue running in the background. These tasks are
going to take longer to complete but resource usage of the computer is
going to be minimal.

Flease use Task Manager in order to access them later.
[] Do not show this message again “

*  You can keep still track of scan progress in 'Tasks' > 'Advanced Tasks' > 'Open Task Manager'.
«  Scan results are shown when the scan finishes:
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TASK: Full Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 02:03:06

(&%) THREAT(S) FOUND:8 () SKIPPED FILES: 18
Threat Name Q. Action | Clean v :
B Malware@ (#vigyacklh7gw, #jgft8m0jxmvk, #3bgdivss3iryf, #2hr...

— L] C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || €\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || ¢\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean L]

— L_| C\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— L] cxShare\Malware-Samples-master\Malware-Samples-mast... | +" Clean L]

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

L

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

P
The results window contains two tabs:

» Threats Found: The number of files scanned and the number of viruses found.

»  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
«  See 'Process infected files' if you need help with these options.

Note: You will only see the drop-down menus if 'Automatically clean threats' is disabled for full scans in 'Settings' >
'Antivirus' > 'Scans'. See Scan Profiles for help with this.

«  Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 70



COMODO

Creating Trust Online®
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TASK: Full Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 02:03:06

(i)

(43 THREAT(S) FOUND:8 () SKIPPED FILES: 18

Path

ChShare\Firefox Setup 13.0.1.exe
ChShare\Firefox Setup 13.0.1.exe
ChShare\em_iSTJHX5f_installer.msi
ChShare\em_iSTJHX5f_installer.msi
CAShare\Paint.MET.3.5.10.Install.exe
Ch\Share\Paint.MET.3.5.10.Install.exe
Ch\Share\Paint.MET.3.5.10.Install.exe

ChShare\paint.net.4.1.5.install.exe

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

2.1.3. Run a Rating Scan

»  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Rating Scan'
« Arating scan checks the trust-rating of files on your computer.
»  Trustratings are as follows:

«  Trusted - The file is safe to run.

» Malicious - The file is malware. Depending on your settings, CCS will either quarantine the file
immediately or present you with disinfection options.

- Unrecognized - Comodo does not currently have a trust rating for the file. Unrecognized files
should be run in the container to prevent them potentially attacking your computer. You can
simultaneously submit them to Comodo for a trust-rating analysis.

Run a Rating scan
«  Click the 'Scan' tile on the CCS home screen (click here for alternative ways to open the scan interface)
«  Select 'Ratings Scan':
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COMODO scan ? ol

ﬁ\f Quick Scan LAST SCAN:
wee i , -

k‘g;,__é’ Scans commonly infected areas and memory. 10/10/2018

Full Scan LAST SCAN:

Scans all the files and folders in the computer. 10/10/2018

I Quick Rating Scan o

. Scans commonly infected areas and memory in the 10/10/2018

—_— cloud for file reputation.

Custom Scan
) Custom Sca _ ~
(:"_’/ Scan files and folders or run custom scan profiles.

CCS will analyze all files on your computer and assign them a trust rating. File ratings are shown in the results table
at the end of the scan:
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Running Files: 731

TRUST LEVEL:
99 72(y Unreco ed Files: Autorun Files: 483
y 0 Malicious Files: Average File Age: 8 months
SHOW |zl hd

File Name Q. | Rating Age Autorun Action Mo Action |" o
[4 shella2.dll v Trusted  1day &
% Namatorexe v Trusted 12 months &
@ quartz.dl " Trusted 2 months o]
[x¥ rdpclip.exe v Trusted 2 months o
9 cofiredm.dil v Trusted 12 months o]
¥ userinitexe v Trusted 12 months &
"
Turn off this computer if no threats are found at the end of the scan

m APPLY SELECTED ACTIONS

Rating Scan Results Table - Column Descriptions

Column Header Description
File Name The label of the scanned item
Rating The trust level of the file as per the cloud based analysis. The possible values are:
o Trusted

«  Unrecognized

«  Malicious
Age The length of time the item has been on your computer
Auto-run Whether or not the file automatically runs without user intervention.
Action Select how you want to deal with the listed item. See the explanations given below:

The drop-down menus on the right let you handle unrecognized and malicious items:
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EIRInIN Malicious Files b

File Name Q| Rating Age Autorun Action | No Action | ¥
[ mshta.exe (D) malici.. 12 months Clean v
7\
Clean
Mo Action
Trust

«  Clean - Available only for malicious items. The threat is placed in quarantine for your review. Click
‘Tasks' > 'General Tasks' > 'View Quarantine' to open this area. You can restore or permanently
delete files from quarantine as required. See Manage Quarantined Items for more details.

« No Action - Ignores the warning this time only. The file not placed in quarantine. Use this option
with caution. The file will be caught again by the next rating scan you run.

« Trust - The file is awarded trusted status in the File List ('Settings' > 'File Rating' > 'File List'). The
file will be excluded from any future rating scans. Only select this option if you are sure the item is
trustworthy.

» CCSlogs all actions taken in the results screen. You can view the logs at 'Tasks' > 'Advanced Tasks' > 'View
Logs'. See File List Changes Logs for more details.

«  Use the drop-down in the ‘Action’ column header to apply your choice to all listed files:

File Name Q, | Rating Age Autorun Action | Clean -
i | Clean
[ mshtzexe (D Malici... 12 months Clean
...................... No Action
Q AlterHostsFile.exe @ Malici... 1 month Clean | Trust
5| cpil.exs @ Malici... 4 months Clean v
[ criz.du (I) Malici... 4 months Clean v
@ cpiLz.dil (D malici.. 4 months Clean v
1 mshtaexe (@) Malici.. 12 months Clean v
Turn off this computer if no threats are found at the end of the scan
m APPLY SELECTED ACTIONS

2.1.4.Run a Custom Scan
»  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan'
« Acustom scan lets you check specific files, folders, drives and areas on your computer.

Run a custom scan
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»  C(lick the 'Scan' tile on the CCS hoe screen

»  Select 'Custom Scan":

COMODO scan ? X
f**"; Quick Scan LAST SCAN:
\‘:,; Scans commonly infected areas and memory. 03-05-2019

Custom Scan
Scan files and folders or r%ustnm scan profiles.

Folder Scan
Select and scan a folder.

File Scan
Select and scan a file.

[Peal

More Scan Options
Run custom scan profiles.

®

You now have the following options:
»  Folder Scan - scan individual folders
»  File Scan - scan an individual file

»  More Scan Options - create a custom scan profile

2.1.4.1. Scan a Folder

»  Click Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan' > 'Folder Scan'
»  Folder scans let you check specific folders on your hard drive, CD/DVD, or external device.

Tip: Alternatively, simply right-click on a folder then select 'Scan with COMODO Antivirus'.

Scan a specific folder
«  Click the 'Scan' tile on the CCS home screen
«  Select 'Custom Scan' > 'Folder Scan'
»  Browse to the folder you want to check then click 'OK'":
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7=y Quick Scan LAST SCAN:
"“{‘._ru_-_:x”' Scans commonly infected areas and memory. 03-05-2019
Custom Scan
Y ‘ , , e
{// Scan files and folders or run custom scan profiles.

[— Folder Scan
Select and scan a iulde@

g Scan

Browse For Folder >

m Videos L
w i Local Disk (C)
Astrolog
Bistone
Cls
Federal Bank Statements
Old Man Apps

old man files

Make Mew Faolder Cancel

«  The CCS starts scanning the items in the folder.

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed. Click 'Settings' > 'Antivirus' > 'Scans' to view these thresholds.

»  Scan results are shown when the scan finishes:
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TASK: CADId Man Apps

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:04:33

(42) THREAT(S) FOUND: 1
Threat Name Q. Action | Clean v
= || c\old Man Apps\uTorrent.exe | « Clean v

E Malware@#brsxpalloshg

|— Ch0Old Man Apps\uTorrent.exe|Unsfx|WizardPages.dll

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

4
The results window has two tabs:

« Threats Found: The number of files scanned and the number of viruses found.

»  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
« See 'Process infected files' if you need help with these options.

- Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).

2.1.4.2. Scan a File
+  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan' > 'File Scan'
«  File scans let you check specific files on your hard drive, CD/DVD, or external device.
»  For example, you might have downloaded a file from the internet which you want to scan before running.

Tip: Alternatively, right-click on file then select 'Scan with COMODO Antivirus'.

Scan a specific file
«  Click the 'Scan' tile on the CCS home screen
«  Select 'Custom Scan' > 'File Scan'
»  Browse to the file you want to scan and click 'Open’.
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COMODO scn e K
7=. Quick Scan LAST SCAN:
iﬁ;f Scans commonly infected areas and memary. 03-05-2019

Custom Scan
Y ‘ , , e
(/ Scan files and folders or run custom scan profiles.
—j Folder Scan
Select and scan a folder.

File Scan

Select and sca@ja file.

More Scdn Options

E open >
Loak in: | poison V| a' ? = "'
i Mame a Date modified Type
|j hazard.bin 26-05-2017 10:54 BIM File

Quick access

Desktop

m
Likrraries

Thi;s III:'C
$ }

Metwaork
File name: hazard > |

Files of type: Al Files (.7) o |  Caneel

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed in 'Full Scan' profile. Click 'Settings' > 'Antivirus' > 'Scans' to view these thresholds.

«  Scan results are shown when the scan finishes:
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TASK: CADId Man Apps\poisonTyhazard.bin

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:00:07

Threat Name Q Action gclean b

E Malware@#3fxgleddfits

|— L] C\Old Man Apps\poison1ihazard.bin " Clean v

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

P

The results window has two tabs:
«  Threats Found: The number of files scanned and the number of viruses found.

»  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
»  See 'Process infected files' if you need help with these options.

- Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).

2.1.4.3. Create, Schedule and Run a Custom Scan
»  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan' > 'More Scan Options'
»  Acustom scan profile lets you configure your own scan with your own settings.

»  You can define exactly which files and folders to scan, what time they should be scanned, and configure
scan settings.

»  Once saved, you can select and run your custom scan at any time
+  See the following for more help:
» Create a Scan Profile
* Runacustom scan
Create a custom profile
«  Click the 'Scan' tile on the CCS home screen
«  Select 'Custom Scan' then 'More Scan Options'

The scans page shows pre-defined and user created scan profiles. You can create and manage new profiles in this
page:
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COMODO scan ? x

ff—f‘{lﬁ Quick Scan LAST SCAN:

W= 1l - - -

We—y/ Scans commonly infected areas and memary. 29-05-2019
Custom Scan

M om Sca , P

(.‘_,/ Scan files and folders or run custom scan profiles.

—j Folder Scan
Select and scan a folder.

[— S File Scan

== Select and scan a file.

More Scan Options
Run custom scan profiles.

5
v

COMODO Advanced Settings ? i 0 %

~ General Settings
b @ Scans
Antrvirus

This page allows you to add, remove and edit scan profiles and scheduled scans.

Realtime Scan

x
; Remove
~ Firewall
v HIPS [1 MName Action Last Scan Status
~ Containment [1  Full Scan Scan MNever m
v File Rating O  QuicksSean Scan si2o720191251:19em (@D

w Advanced Protection

Tip: You can also get to this screen by clicking 'Settings' > 'Antivirus' > 'Scans'.

«  Click 'Add' to create a new custom scan profile.
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COMODO scan ? O *

Scan Name: | Old man documents

Define items to be scanned, scanning options and running schedule

TEMS OPTIONS SCHEDULE

S -] x| x

Add Files Add Folder Add Area Remove

Profile

First, create a name for the profile. The next steps are:

« Select items to scan

«  Configure scan options for the profile (optional)

»  Configure a scan schedule (optional)
Select items to scan

»  Click the 'ltems' button at the top of the scan interface.
You can add items as follows:

« Add File - Add individual files to the profile. Click the 'Add Files' button and browse to the file you
want to include.

- Add Folder - Add entire folders to the profile. Click the 'Add Folder' button and choose the folder
you want to include. All files in the folder are covered by the scan.

« Add Area - Scan a specific region. The choices are 'Full Computer', 'Commonly Infected Areas'
and 'System Memory'. See screenshot below:
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5 10 De scanned, scanning oplons and runn

TEMS OPTIONS SCHEDULE

R N

Add Files Add Folder ﬁ-ﬁ Area Remowve

N

Profile

COMODO choosea Region

Entire Computer

Commonly Infected Areas

0000 Memory

Repeat the process to add more items to the profile. You can mix-and-match files, folders and areas in your

custom scan.
Configure Scan Options

Click 'Options' at the top of the scan interface

82
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Scan Name: ‘

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS SCHEDULE

Decompress and scan compressed files

This option allows scanner to decompress archive files e.q. .zip, .rar, etc. during scanning
[] Use cloud while scanning

This option allows scanner to connect to cloud to query file ratings
[ Automatically clean threats Quarantine Threats =

When the threats are identified, perform the selected action automatically

Show scan results window

This option enables to view results of scans launched as per schedule or from the management portal, as well as
removable media scans.

Use heuristics scanning | Low v|

Use the selected level of sensitivity while scanning heuristically

Limit maximum file size to MB

While scanning, if a file size is larger than specified, it is not scanned

(] Run this scan with Background ¥

Priority of scanner determines how much of the computer resources are used among other tasks

Update virus database before running

This option makes sure the database is updated before running the scan

[] Detect potentially unwanted applications
Potentially unwanted applications are programs that are unwanted despite the possibility that users consented to
download them.

(] Apply this action to suspicious autorun processes Terminate and Disable b

The selected action will be automatically applied if unrecognized Windows services, autostart entnies or
scheduled tasks are detected.
Limit scan time of a single file to m rmin(s)

When the set time limit is reached, the file will be skipped and antivirus will proceed scanning other files.

« Decompress and scan compressed files - The scan will include archive files such as .ZIP
and .RAR files. Supported formats include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB
archives (Default = Enabled).

«  Use cloud while scanning - Improves accuracy by augmenting the local scan with an online look-
up of Comodo's latest virus database. This means CCS can detect the latest malware even if your
virus database is out-dated. (Default = Disabled).

» Automatically clean threats - Select whether or not CCS should automatically remove any
malware found by the scan. (Default = Enabled).
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- Disabled = Results are shown at the end of the scan with a list of any identified threats. You
can manually deal with each threat in the results screen. See Process Infected Files for
guidance on manually handling detected threats.

« Enabled = Threats are handled automatically. Choose the action that CCS should
automatically take:

« Quarantine Threats - Malicious items will be moved to quarantine. You can review
quarantined items and delete them permanently or restore them. See 'Manage
Quarantined Items' for more details.

- Disinfect Threats - If a disinfection routine exists, CCS will remove the virus and keep
the original file. If not, the file will be quarantined. (Defaulf)

»  Show scan results window - You will see a summary of results at the end of the scan. This
includes the number of objects scanned and the number of threats found.

» Use heuristic scanning - Select whether or not heuristic techniques should be used in scans on
this profile. You can also set the heuristic sensitivity level. (Default = Enabled).

Background. Heuristics is a technology that analyzes a file to see if it contains code typical of a
virus. It is about detecting 'virus-like' attributes rather than looking for a signature which exactly
matches a signature on the blacklist. This means CCS can detect brand new threats that are not
even in the virus database.

If enabled, please select a sensitivity level. The sensitivity level determines how likely it is that
heuristics will decide a file is malware:

» Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts.

Despite the name, this setting combines a very high level of protection with a low rate of false
positives. Comodo recommends this setting for most users. (Default)

»  Medium - Detects unknown threats with greater sensitivity than the low setting, but with a
corresponding rise in possible false positives.

« High - Highest sensitivity to detecting unknown threats. This also raises the possibility of more
alerts and false positives.

« Limit maximum file size to - Specify the largest file size that the antivirus should scan. CCS will
not scan files bigger than the size specified here. (Default = 40 MB).

» Run this scan with - If enabled, you can set the priority of scans on this profile The available

options are:
« High
*  Normal
Low

»  Background
» Disabled = The scan will be run in the background (Default)

« Update virus database before running - CCS checks for and downloads the latest virus
signatures before starting a scan. (Default = Enabled).

« Detect potentially unwanted applications - The antivirus also scans for applications that (i) a
user may or may not be aware is installed on their computer and (i) may contain functionality and
objectives that are not clear to the user. Example PUA's include adware and browser toolbars.
PUA's are often bundled as an additional utility when installing another piece of software. Unlike
malware, many PUA's are legitimate pieces of software with their own EULA agreements.
However, the true functionality of the utility might not have been made clear to the end-user at the
time of installation. For example, a browser toolbar may also contain code that tracks your activity
on the internet. (Default = Enabled).

»  Apply this action to suspicious autorun processes - Specify how CCS should handle
unrecognized auto-run items, Windows services and scheduled tasks.

« lIgnore - The item is allowed to run (Default)
- Terminate - CCS stops the process / service
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» Terminate and Disable - Auto-run processes are stopped and the corresponding auto-run
entry removed. In the case of a service, CCS disables the service.

* Quarantine and Disable - Auto-run processes are quarantined and the corresponding auto-
run entry removed. In the case of a service, CCS disables the service.

Note 1 - This setting only protects the registry during the on-demand scan itself. To monitor the
registry at all times, go to '‘Advanced Settings' > 'Advanced Protection' > 'Miscellaneous'.

»  See Miscellaneous Settings for more details

Note 2 - CCS runs script analysis on certain applications to protect their registry records. You can
manage these applications in 'Advanced Settings' > 'Advanced Protection' > 'Script Analysis' >
'Autorun Scans'.

« See'Autorun Scans' in Script Analysis Settings for more details

+ Limit scan time of a single file to - Set the maximum time allowed to scan an individual file. CCS
will skip files that take longer to scan than the specified time. Omitted files are shown in the
'Skipped Files' tab in the results screen.

Schedule the scan
«  Click 'Schedule' at the top of the 'Scan' interface.

COMODO san ? O X

Scan Name: ‘

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS

Frequency: S
{®) Do not schedule this task

O every few hours

O Every Day

O every Week

QO Every Month

Additional Options

] Run only when computer is not running on battery
] Run only when computer is IDLE
] Turn off computer if no threats are found at the end of the scan

] Run during Windows Automatic Maintenance W

» Do not schedule this task - The scan profile is created but not run automatically. The profile will
be available for on-demand scans.

«  Every few hours - Run the scan at the frequency set in 'Repeat scan every NN hour(s)'
«  Every Day - Run the scan every day at the time specified in the 'Start Time' field.
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»  Every Week - Run the scan on the days specified in 'Days of the Week', at the time specified in
the 'Start Time' field. You can select the days of the week by clicking on them.

«  Every Month - Run the scan on the dates specified in 'Days of the month', at the time specified in
the 'Start Time' field. You can select the dates of the month by clicking on them.

*  Run only when computer is not running on battery - The scan only runs when the computer is
plugged into the power supply. This is useful when you are using a laptop or other mobile device.

*  Run only when computer is IDLE - The scan only runs if the computer is in an idle state at the
scheduled time. Select this option if you do not want the scan to disturb you while you are using
your computer.

»  Turn off computer if no threats are found at the end of the scan - Will turn off your computer if
no threats are found during the scan. This is useful when you are scheduling scans to run at
nights.

*  Run during Windows Automatic Maintenance - Only available for Windows 8 and later. Select
this option if you want the scan to run when Windows enters into automatic maintenance mode.
The scan will run at maintenance time in addition to the configured schedule.

The option 'Run during Windows Maintenance' will be available only if 'Automatically Clean
Threats' is enabled for the scan profile under the 'Options' tab. See Automatically Clean Threats.

Note: Scheduled scans will only run if the profile is enabled. Use the switch in the 'Status' column to turn the profile
on or off.

»  Click 'OK' to save the profile.
The profile will be available for deployment in future.
Run a custom scan

«  Click 'Tasks' > 'General Tasks' > 'Scan'

«  Click 'Custom Scan' from the 'Scans' interface

»  Click 'More Scan Options' from the 'Custom Scan' pane
The 'Advanced Settings' interface will open at the 'Scans' panel.

+  Click 'Scan' beside the required scan profile.
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w General Settings
i @ Scans
— Antivirus

Raaltirie Sean This page allows you to add, remove and edit scan profiles and scheduled scans.

~ Firewall St Ao

v HIPS 1 MName Action Last Scan Status
v Containment [ Fullscan Scan Never a
v File Rating O  QuickSean Scan 6/1172019 11:5259 am (D
w Advanced Protection O

Shared Folder Scan an Never ‘)

The scan will start immediately. Results are displayed afterwards:
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TASK: Shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

(&) THREAT(S) FOUND:8 () SKIPPED FILES: 24
Threat Name Q| Action | Clean v =
E Malware®@ (#vigyaoklh7gw, #jgftdm0jxmvk, #3bgdivs83inyf, #2hr...

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || €\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean ]

— || ¢\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

L

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

The results window contains two tabs:
» Threats Found: The number of files scanned and the number of viruses found.

»  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
«  See 'Process infected files' if you need help with these options.

Note: You will only see the drop-down menus if 'Automatically clean threats' is disabled for the selected scan profile
in 'Settings' > 'Antivirus' > 'Scans'. See Scan Profiles for help with this.

«  Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).
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TASK: Shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

()

(48 THREAT(S) FOUND:8 (%)) SKIPPED FILES: 24

Path

ChShare\Firefox Setup 13.0.1.exe
ChShare\Firefox Setup 13.0.1.exe
ChShare\icedragonsetup.exe
ChShare\icedragonsetup.exe
Ch\Share\Firefox Setup 13.0.1.exe
Ch\Share\Paint.MET.3.5.10.Install.exe
Ch\Share\Paint.MET.3.5.10.Install.exe

ChShare\Paint.MET.3.5.10.Install.exe

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

2.1.5. Automatically Scan Unrecognized and Quarantined Files
»  Click 'Settings' > 'File Rating' > 'File Rating Settings'

«  CCS can periodically re-scan unknown and quarantined files to check whether a new trust rating is
available for them.

+ This area lets you specify a schedule and settings for these scans.
File Rating
»  CCS checks files when they are run and rates them as 'trusted', 'malicious' or 'unrecognized'.
« The rating is obtained by checking the file's reputation on our master whitelist and blacklist
+ If nofile rating is available then CCS checks the trust rating of the software vendor

»  CCS will apply the vendor reputation to the file if one exists. CCS first checks the vendor's local
reputation in the 'Vendor List'. If no local rating is available then it checks the file lookup service.

- There are two ways a file can get an 'unrecognized' rating:

1. Because there is no rating for the file on Comodo's black or whitelists, and no user has assigned a
malicious/trusted rating to the file.

OR
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2. Because an admin, user or Comodo specifically assigned an 'unrecognized' rating to the file.

To view the rating:

+  Goto 'Settings' > 'File Rating' > 'File List' > select an unrecognized file > Click 'File Details'
+  Click the 'File Rating' tab

The following examples show files with and without ratings:

» The interface lists 3 ratings, one each from the = Acolored icon in the file rating column indicates
user (you), the admin and Comodo. it has been rated.
+  Unknown files with no rating are shown with a +  Yellow - Unrecognized
gray ? lcon. +  Green - Trusted
COMODO File petails e X *  Red - Malicious
COMODDO File petails ? x
OVERVIEW
OVERVIEW
Final Rating Unrecognized
Final Rating Unrecognized
Prowider Date File Rating
Administrator n Unrecognized Prowider Date File Rating
i ﬂ e Administrator unrecognized
Comodo ﬂ Unrecognized L ﬂ Bate Now
Comodo Valkyrie 10/10/201 8 8:23:00 P ﬂ Unrecognized
+  You can assign a local rating by clicking 'Rate “ m
Now'

CCS will handle unrecognized files differently depending on whether the rating was proactively applied or not:
»  Files awarded an unrecognized rating by admin, user or Comodo are not uploaded to Valkyrie.

Al other unrecognized files are uploaded to Valkyrie when executed or discovered by a rating scan. You
can also submit them manually.

Regardless of the above, all unrecognized files are run in the container by default. If required, you can change auto-
containment rules in 'Settings' > '‘Containment’ > 'Auto-Containment'. See 'Auto-Containment Rules' for more
information.

Quarantined Files
«  The antivirus scanner moves threats to quarantine to prevent them from infecting your system.
« Allfiles in quarantine are encrypted, so they cannot run or cause harm.

*  You can also manually move suspicious items to quarantine. See Manage Quarantined Items for more
details.

Configure scan settings for unrecognized and quarantined files
+  Click 'Settings' on the CCS home screen
Click 'File Rating' > 'File Rating Settings'
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~ General Settings o
i File Rating Settings
W Antivirus
N
~ Firewall Enable Cloud Lookup (Recommended)
w HIPS Analyze unknown files in the cloud by uploading them for instant analysis
(Privacy Policy)

v Containment
Upload metadata of unknown files to the cloud

— File Ratin
Do not show popup alerts

File Rating Settings This option, when enabled, automatically terminates and guarantines malware detected by
rating scan.

File Groups
Rate applications according to their vendor rating
Submitted Files
Trust files installed by trusted installers
v Advanced Protection
[ Detect potentially unwanted applications

Automatically purge the file list from invalid records every |4 C| |h0ur(s) ¥

The file list will be cleaned from records on files no longer existing on this computer. It
will not affect records on quarantined files and files rated by administrators.

[ Use proxy when performing closd-teakus

Automatically scan unrecognized files and re-evaluate quarantined files at equal
intervals Edit scan options

« Automatically scan unrecognized files and re-evaluate quarantined files at equal intervals - Activate
periodic re-scans of unrecognized and quarantined files. CCS will check whether new trust ratings are
available for the files on Comodo's master black and white lists. (Default = Enabled and set for every 4
hours)

»  Click 'Edit scan options' to open the predefined 'Unrecognized File Scanning' profile
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COMODO scn ? O e

Scan Name: ‘ Unrecognized and Quarantined Files Scanning

Define items to be scanned, scanning options and running schedule

TEMS OPTIONS SCHEDULE

5 x

Add Files Add Folder a Remove

1 Profile

[l  Unrecognized Files

[1  Quarantined Files

E

« Scan Name - The label of the scan. This is pre-configured and cannot be edited.

« Items - The files that are scanned by the profile. 'Unrecognized' and 'Quarantined' files are the
defaults. You cannot edit or add files to this profile.

«  Scan Options - Configure scan technolgies, how to handle threats, and more. See Configure scan
options for the profile in the previous section for help with this.

«  Schedule - Specify the frequency of the automated scans. See Configure a scan schedule in the
previous section for help with this. (Default = Every 4 hours).

»  Click 'OK' to save your changes

« Click 'OK"in the 'Advanced Settings' screen for your settings to take effect.

2.2.Instantly Scan Files and Folders

+ You can scan individual files, folders or drives to instantly to check whether they contain threats.

»  Forexample, this is useful if you are wary about an item you have copied from an external source or
downloaded from the internet.

Instantly scan an item

+ Right-click on the item and select 'Scan with Comodo Antivirus' from the menu:
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..-’/’---
| = | poisoni
Home Share Wiew
D b Cut @« Moveto - M Delete - T B .
w.| Copy path ﬂ*
Pin to Quick Co Paste _ - Mew Properties
access 2 [#] Paste shortcut B Copy to = Ko folder p" 4
Clipboard Organize Mew Open
- v A #» ThisPC » Local Disk (C:) » Suspicious * poisonl v | 0 Searc
Mame Date modified Type
7+ Quick access
D hazard.bin 26-05-2017 10:54 BIM
B Decktop -
Open with
; Downloads - |
T-Zip 2
= Docurments - CRC SHA >
| Pictures e
< Scan with COMODO antivirus >
: ODO cohtain
& Share
Restore previous versions
Send to b
Cut
Copy
Create shortcut
Delete
Rename
Properties

The item will be scanned immediately.

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed.

Click 'Settings' > 'Antivirus' > 'Scans', then open the 'Full Scan' profile to view these thresholds.

«  Scan results are shown when the scan finishes:
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COMODO scan ? m oot e

TASK: CADId Man Apps\poisonTyhazard.bin

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:00:07

Threat Name Q Action gclean b

E Malware@#3fxgleddfits

|— L] C\Old Man Apps\poison1ihazard.bin + Clean v

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

A

The results window has two tabs:
« Threats Found: The number of files scanned and the number of viruses found.

»  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
« See 'Process infected files' if you need help with these options.

»  Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).

2.3.Process Infected Files

The results screen at the end of a scan lets you clean, quarantine or ignore any detected threats. The screen
contains two tabs:

« Threats Found: Number of malicious items discovered by the scan. You can clean, quarantine or ignore
the threats.

«  Skipped Files: Files that were omitted because they took longer to scan than the time limit.
View identified threats and take actions
»  Click the 'Threats Found' tab (if it is not already open)
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COMODO scan ? = B

TASK: Shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

(&) THREAT(S) FOUND:8 () SKIPPED FILES: 24
Threat Name Q| Action | Clean v =
E Malware®@ (#vigyaoklh7gw, #jgftdm0jxmvk, #3bgdivs83inyf, #2hr...

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || €\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean ]

— || ¢\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

L

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

«  Use the drop-down menus to apply actions to individual files:
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COMODO scan ? - o X

TASK: Share Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:06

(42) THREAT(S) FOUND: 8 SKIPPED FILES: 18

Threat Name Q1 | ‘Action |C|ean v

E Malware@ (#vigyaoklh7gw, #jgftdm0jxmvk, #3bgdivss3inyf, #2hr...

}— L] C:\Share\MaIwarE—SampIes—masTeﬁMaIware—M| +" Clean "
o Clean
— Ignore Once

-+ Add to Trusted Files
(i) Report as a False Alert
~+ Add to Exclusions

}— | ] cxShare\Malware-Samples-master\Malware-Samples-mast...

»  Oruse the 'Action' drop-down at top-right to apply your choice to all threats at once.

COMODO sen ? moEL

TASK: Share Folder Scan

1 OO% STATUS: Scan Finished

ELAPSED TIME: 00:03:06

(&8 THREAT(S) FOUND:8 (@) SKIPPED FILES: 18
. | ]
Threat Name Q, Action [ Clean |»|
: ; : ; Clean
E Malware®@ (#vigyaoklh7gw, #jgftem0Ojxmvk, #3bgdivsa3inyd, #2hr...
! Ignore Once
fShare\Malware-Samples-master\Malware-Samples-mast... # Cle| Add to Trusted Files

Report as a False Alert
Add to Exclusions

Available actions are:

« Clean - The virus is removed from the file if a disinfection routine is available. The cleaned file is
left in its original location. If no routine exists, the file is quarantined. Click ‘Tasks' > 'Advanced
Tasks' > 'View Quarantine' to view this area. You can restore or permanently delete files from
quarantine as required. See Manage Quarantined Items for more details.

» Ignore Once - Allows the file to run this time only. The file will still get flagged as a threat by future
antivirus scans.

» Add to Trusted Files - Creates an exception for the file by giving it a "Trusted' rating in the File
List ('Settings' > 'File Rating' > 'File List'). The AV scanner will not detect the file as a threat in
future scans. Only select this option if you are sure the file is trustworthy.
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» Report as a False Alert - Sends the file to Comodo for further analysis. Submitting a false positive
will also add the item to trusted files, so it won't get flagged by future scans. The file will be added
to the global whitelist if Comodo confirms the false-positive

« Add to Exclusions - Creates an exception for the file so it won't get flagged by future virus scans.
You can review exclusions at 'Settings > 'Advanced Protection' > 'Scan Exclusions'. The file's
trust rating does not change.

«  Click 'Apply Selected Actions'. The result is shown in the 'Actions' column:

COMODO scn ? e

TASK: shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

(&%) THREAT(S) FOUND:8 (&) SKIPPED FILES: 24

Threat Name Q, Action | Clean hd 2

E ApplicUnwnt@#2bzoprs4rgére
Ch\Share\WorkingTimeManagerSetup.exe Cleaned

E Malware@ (#vigyaoklh7gw, #jgftam0jxmvk, #3bgdivsa3iryf, #2hrwdh...
CA\Share\Malware-Samples-master\Malware-Samples-master\... Cleaned
CA\Share\Malware-Samples-master\Malware-Samples-master\... Cleaned
Ch\Share\Malware-Samples-master\Malware-5amples-master... Cleaned
Ch\Share\Malware-Samples-master\Malware-5amples-master,... Cleaned

< > oW

Turn off this computer if no threats are found at the end of the scan

CLOSE

View skipped files
»  Click the 'Skipped Files' tab
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COMODO scan ? - 0 =

TASK: Share Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:06

oy

(%% THREAT(S) FOUND: 8 SKIPPED FILES: 18

Path
ChShare\patch_management_agent.msi
ChShare\TeamViewer_Setup.exe
ChShare\TeamViewer_Setup.exe
ChShare\TeamViewer_Setup.exe
Ch\Share\Silverlight.exe
ChShare\Silverlight.exe
ChShare\Silverlight.exe

ChShare\Silverlight.exe

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

The 'Skipped Files' tab shows files that were omitted from the scan. These files took longer than the max. time
allowed to scan a single file. The max. time allowed depends on the profile used for the scan. To view the max. scan
time

»  Click 'Settings' > 'Antivirus' > 'Scans'

«  Open the profile used by the scan
»  View/edit the max. scan time as required.

Note - The skipped files tab does not show excluded files, or files that were skipped because they exceeded the
maximum file size. It only shows files skipped because they exceeded the max. scan time.

2.4.Manage Virus Database Updates

»  Click 'Tasks' > 'General Tasks' > 'Update'

In order to guarantee continued and effective antivirus protection, it is imperative that your virus database is kept up
to date. Updates can be downloaded manually or automatically

Prerequisite - You must be connected to the internet to download updates.

Manually check for the latest virus and program updates
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«  C(lick 'Tasks' > 'General Tasks'
«  Click the 'Update' tile:

COMODO client - security 11 e

SETTINGS

&l’ Secure The virus signature database is NOT up-to-date

GEMNERAL TASKS FIREWALL TASKS CONTAINMEMNT TASKS ADVAMNCED TASKS Cl\
© View Q i i
iew Quarantine
Scan E@
Scan your computer for viruses and spyware. — c'i';ni':"' manage threats quarantined by virus

Update

Run the updater to check for program and virus
database updates.

Unblock Autoruns o

|—l
B_

Re-enable previously blocked Windows services
auto-start items or scheduled tasks.

Signature updates are downloaded first if they are available:

COMODO update ? — O b4

1 8 ty TASK: Install signatures
(0

STATUS: Finalizing...

TASK STATUS
@ Check for signature updates Completed
@ Download signatures Completed
Install signatures In Progress (90.0%)

View Logs

m STOP SEND TO BACKGROUND
i

]

The updater then checks for web filter, VirusScope, and program updates:
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COMODO update 7 - O Py

8 0 (y TASK: Check for program updates
(0]

STATUS:

TASK STATUS

@ Check for signature updates Completed

@ Download signatures Completad

@ Install signatures Completed

@ Check for websites database updates Completed

@ Check for recognizer updates Up to date
Check for program updates In Progress

View Logs

m 5TOP SEND TO BACKGROUND
i

o

CCS will ask you to confirm the update at the following dialog:

COMODO client - security 11 X

Updates are ready to be installed.

Would you like to install them now?

«  Click 'Yes' to begin installation:

You need to restart the computer to complete the update process. You can restart immediately or postpone the
restart until later:
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COMODO client - security 11 ?

Restart Computer
Your computer needs to be restarted to complete the process.

D
/

=
N

You may choose to restart it now or postpone this to a later time.

Remind me in:

30 minutes -

RESTART NOW POSTPONE

Automatic Updates

By default, CCS automatically checks for and downloads database updates. You can modify these settings in
Settings > General Settings > Updates.

CDMO D] O Advanced Settings ? o o X
= General Settings
@ Updates
User Interface
B Check for database updates every |1 §“$--| |'10ur(51 »
-09ging Options

IR [J Do not check for updates if | am using these connections

v Antivirus L] Do not check for updates if running on battery

» Firewall [0 Check for updates during Windows Automatic Maintenance

v HIPS O send requests to COMODO online services only if internet connection is present
v Contsinment Proxy and Host Settings

w File Rating

w Advanced Protection

You can also configure Comodo Antivirus to download updates automatically before any on-demand scan. See
‘Scan Profiles' for more details.
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Click 'Tasks' > 'General Tasks' > 'Unblock Autoruns'
The 'Unblock Autoruns' area shows applications that were blocked by the boot protection feature of CCS.

The feature monitors changes attempted to the registry records of Windows services, auto-start entries and
scheduled tasks. The feature can be managed in the following locations:

» Realtime Scans - Click 'Settings' > 'Advanced Protection' > 'Miscellaneous' > ' Apply the selected
action to unrecognized autorun entries to new/modified registry items'

»  On-Demand Scans - Click 'Settings' > 'Antivirus Settings' > 'Scans' > 'select the scan profile' >
'Options' > 'Apply this action to suspicious auto-run processes'

CCS will terminate and disable apps that attempt to modify protected registry items, if ‘Terminate and
Disable" is chosen for 'Apply this action to suspicious auto-run processes'

If you feel that a particular application is safe, you can unblock it.

View and manage blocked autorun items

Click 'Tasks' > 'General Tasks'
Click the 'Unblock Autoruns' tile
The interface shows all auto-run items blocked by CCS:
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E|/ Secure | All systems are active and running

GENERAL TASKS CONTAINMENT TASKES ADVAMNCED TASKS l:l‘

1
=y Scan View Quarantine
AN ﬂ'ra'}
F cren o computer for viruses and spyware s iew and manage threats quarantmed by virus
) = sCanner
/:;“\I\ Update
k(:,/'l Run the updater to check for program and virus
database updates
Unblock Autoruns
Re-enable previously blocked Window
t items or scheduled tasks
COMOOO Unblock Autoruns ? T a X

Below is the list of currently disabled autorun items. You can unblock any of them, if you are sure they are safe.

)

Delete All

] MName Q  Type T =DeiectedBy ¥ Date/Time (3] Action ¥ Location Q
O nuWIRE Autorun File  Autoruns Scanner  1/10/201% 11:065... Disabled nw C\Program Files {x86)...

] Application R..  Autorun File  Autoruns Scanner  1/11/2019 2:41:54.. Disabled nw C)\Program Files (x86)...

e |

Unblock Autoruns - Column Descriptions

Column Header Description
Name The label of the blocked item
Type The category of item. For example, 'Autorun File', 'Scheduled Task' or 'Windows
Service'.
Detected By The security module which identified the threat
Date/Time When the item was detected
Action The response to the threat. The possible actions are:
+ Ignore
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« Terminate
« Terminate and Disable
«  Quarantine and Disable

Location Path of the identified application

Restore blocked autorun items
«  Click 'Tasks' > 'General Tasks' > 'Unblock Autoruns'
«  Select the items you want to release
«  Click the 'Unblock' button:

COMODO unblock Autoruns ? — O *

Below is the list of currently disabled autorun items. You can unblock any of them, if you are sure they are safe.

v e
Unblock Delete All
] MName Q  Type T 4 Detected By T Date/Time [71 Action ¥ Location Q
] nuWIRE Autorun File  Autoruns Scanner  1/10/2019 11:06:5... Disabled nw C\Program Files (x85)...

pplicatl'onR... Autorun File  Autoruns Scanner  1/11/2019 2:41:54... Disabled nw C:\ProgramFiIes@

COMODO ciient- Security/ X

excluded files too?

@ Would you like to add these files to your antivirus

T
oo | cox
o

An option will be provided to add the file(s) to Scan Exclusions list.

«  Click 'Yes' to add the item(s) to the 'Scan Exclusions' list. The items will be restored to their original
locations and will be skipped in the future scans.

»  Click 'No' to ignore the item once. The item will restored to its original location. It will be flagged as a threat
during the next scan.

Delete blocked autoruns entries
«  Click 'Tasks' > 'General Tasks' > 'Unblock Autoruns'
«  Select the items you want to remove
«  Click the 'Delete" button

The item will be removed from your computer.

2.6.Manage Quarantined ltems

e C(Click 'Tasks' > 'General Tasks' > 'View Quarantine'

« The 'Quarantine' interface contains a list of malicious files which CCS has isolated to prevent them from
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infecting your system.
« Allfiles in quarantine are encrypted, so they cannot run or cause harm.

» ltems are usually quarantined by the antivirus scanner, but it is also possible to manually quarantine items.
See 'General Tasks' > 'Scan and Clean Your Computer' if you want to learn about the AV scanner.

Open the 'Quarantine’ interface
»  (Click 'Tasks' on the CCS home screen
»  Click 'General Tasks' > 'View Quarantine'

COMODO client - Security 11 Sy

SETTINGS

|| Secure All systems are active and running
GENERAL TASKS FIREWALL TASKS COMNTAINMENT TASKS ADVANCED TASKS C'\
1 Vi :
> Scan e iew Quarantine
Scan your computer for viruses and spyware’ 0~ )| view and manage threats quarantined by virus
' : — . Scanmer.
i
m Update
O Run the updater to check for g e
g 7 S
COMODO auarantine ! O *

v

Submit

Item

Malware@#jgft8BmOjxmvk

Malware@#vigyacklhTgw

Malware@#vigyacklhTgw

Malware@#1ienpeuxrw2dy

Malware@#3dnosldkeovjrs

Malware @#vigyacklh7gw

1 0Op0) OO0 0O 0 el

habware@#30Amh7Todndes

Location Q

CA\Suspicious\Malware-Samples-mas...
Ch\Suspicious\Malware-Samples-mas...
Ch\Suspicious\Malware-Samples-mas...
Ch\Suspicious\8200755cbeddef15eec...
Ch\Suspicious\AntiTestyAntiTest.exe

Ch\Users\giri \AppData\LocalGoogle...

f@ callsersumiriTvAnnDatavl ocah Temnh...

»  Item - The name of the malicious component

Date/Time

5/28/2019 3:58:15 PM

5/28/2019 3:58:07 PM

5/28/2019 3:58:02 PM

5/28/2019 3:57:40 PM

5/28/2019 3:54:06 PM

5/28/2019 3:52:56 PM

5/29/2019 3:52:56 PM
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» Location - The file path of the item
« Date/Time - When the item was moved to quarantine.
The interface lets you review quarantined files and take the following main actions:

»  Permanently delete the file
» Restore the file to its original location
«  Submit the file to Comodo Valkyrie for analysis
*  Manually add files to quarantine
Search and filter options:
+  Click any column header to sort the items in alphabetical order
Click the search icon in the 'ltem' column to search for a file by name.
+  Click the search icon in the 'Location' column to search by file-path.

«  Click the icon in the 'Date/Time" column to filter results by time period.

COMODQO oquarantine i = O *
e &) e v
Delete Restore Delete All Subrnit
[ Item QL Location Cy - Date/Time
[l  Malware@#1ljgilp93a2m7 ] C:\Suspicinus‘\poé (® (No filtering)
| (O Within last
[J Backdoor.win32.Rbot.~gen [1 C\Suspicious\po,
() Except last
| (O Today

() Current week
() Current month

(") Within the period of

Manually add files to quarantine
Files or folders that you are suspicious of can be manually moved to quarantine:
+  Click 'Tasks' on the CCS home screen
«  Click 'General Tasks' > 'View Quarantine'
»  Click the 'Add' button at the top
» Navigate to the file you want to add to the quarantine and click 'Open'.
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@ (&5 ® o

Submit

Delete Restore Delete All
Location

ﬂ CA\Suspicious\poison2\smb-id9dl67p... 5/2/20

Backdoor.win32.Rbot.~gen Y CASuspicious\poison1\smb-b_8ti77_

Open x

Look in: | poison2 v| @ " g v
i Mame Date modified Type
(=] venom 13-10-2014 19:10 Applicatic

Cuick access

Desktop

|
Libraries

]

This PC

P . ;

Metwork

File name: VEnom e | | Open

o N|Fﬂes{“‘} v : Canm .

The file will be added to 'Quarantine’. You can even send the file for analysis to Comodo Valkyrie, for inclusion in the
white list or black list, by clicking the 'Submit' button.

Remove a quarantined item
«  Click 'Tasks' on the CCS home screen
«  Click 'General Tasks' > 'View Quarantine'
«  Select the items in the quarantine interface and click the 'Delete’ button at the top.
»  Click the 'Delete All' button if you want to permanently remove all quarantined items.
«  Thefiles will be deleted from your computer
Restore a quarantined item
«  Click 'Tasks' on the CCS home screen
«  Click 'General Tasks' > 'View Quarantine'
«  Select the items to be moved back to their original locations and click the 'Restore' button at the top.
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Delete All Submit
Ttem Q. Location Q. Date/Time |
GenericInfector.d [T C\Users' g\ Desktop\x86\vt.exe 4/10/2017 6:20:16 AM
co MO D O Internet Security X

Would you like to add these files to your antivirus
excluded files too?

1 -

S | aos

You will be asked if you want to add the item to the Scan Exclusions list:

'Yes' - The file will be restored to its original location. It will not be flagged as dangerous nor quarantined by
future antivirus scans.

'No' - The file will be restored to its original location. If the file contains malware it will be re-quarantined by
the next antivirus scan.

Submit selected quarantined items to Valkyrie for analysis

Valkyrie is Comodo's file testing and verdicting system. After submitting your files, Valkyrie will analyze them with a
range of static and dynamic tests to determine the file's trust rating.

Click 'Tasks' on the CCS home screen
Click 'General Tasks' > 'View Quarantine'
Select the items you want to submit. You can send several files at once.

Click 'Submit' > 'Submit to Valkyrie' in the top-menu. The files will be immediately sent to Valkyrie for
analysis.

Tip: Alternatively, right click an item then choose 'Submit to Valkyrie' from the menu.

All submitted files are analyzed at Valkyrie. If they are found to be trustworthy, they will be added to the
Comodo safe list (white-listed). Conversely, if they are found to be malicious then they will be added to the
database of virus signatures (blacklisted).

3.Firewall Tasks - Introduction

Click 'Tasks' > 'Firewall Tasks'

The firewall offers the following main benefits:
»  Monitors all network traffic to protect your computer against inbound and outbound threats
«  Hides your computer's ports from hackers
»  Blocks malicious software from transmitting your confidential data over the internet.

The firewall tasks area lets you configure internet access rights per-application, stealth your computer ports,
view active connections, and even block all traffic in-and-out of your computer.
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'Firewall",

COMODO client - Security 11

{ HOME

SETTINGS

» Inaddition to this tasks screen, you can also configure advanced firewall settings at 'Settings' >

COMODO
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/

@ Secure ‘ All systems are active and running

ADVANCED TASKS Q,

GEMERAL TASKS FIREWALL TASKS

»

Allow Application

v

Allow an application to connect to the internet,

b 4

Block Application

Block an application from accessing the internet.

Stealth Ports of

Manage this PC's network visibility from other
PC's.

=

CONTAINMENT TASKS

Manage Networks ol

Allow or block connections from other
computers in detected networks,

Stop Network Activity

Block all netwaork activity to and from this PC.

View Connections

\iew applications which are connected to the
internet.

See the following sections for help with each area:
- Configure internet access rights for applications
»  Stealth your computer ports
» Manage network connections
- Stop all network activity
» View active Internet connections

You might need to enter a password to access these tasks if so configured in the Endpoint Manager profile. See
'Password Protection' for more details.”

3.1.Configure internet access rights for applications

«  Click 'Tasks' > 'Firewall Tasks' > 'Allow Application' or 'Block Application'
«  The firewall tasks screen lets you quickly allow or block applications from accessing the internet.
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COMODDOD client - Security 11

SETTINGS

‘!,.

@ Secure All systems are active and running

GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS C'\
r e ™
- » *
= Allow Application = Manage Networks
v , ) N . l/f%T Allow ar block connections from other
Allow an application to connect to the internet. o g g ey e oar Shnue o
* Stop N k A ’
S -5 Stop Network Activi
= Block Application ,33,— T P ty
EI - . . "B Block all network activity to and from this PC.
Block an application from accessing the internet.
L ’
* -

Stealth Ports
E kanage this PC's network visibility from other

PC's

Allow an application to connect to the internet

Click 'Tasks' > 'Firewall Tasks'

Click 'Allow Application'

b4

Browse to the main executable file of the application

Click 'Open'.

View Connections

View applications which are connected to the
nternet

This will create an 'Allow Request' rule for the application in 'Settings' > 'Firewall' > 'Application Rules'

Block an application's Internet access rights

Click 'Tasks' > 'Firewall Tasks'

Click 'Block Application'

Browse to the main executable file of the application

Click 'Open'.

This will create an 'Block Request' rule for the application in 'Settings' > 'Firewall' > 'Application Rules'

See 'Application Rules' for more info about creating internet access rules.

Tip: If you plan to regularly allow/block applications, right-click on the appropriate tile then select 'Add to Task Bar'.
You can then quickly access the action on the CCS home screen and the widget:

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 110



COMODO

Creating Trust Online®

»

Allow Application

Allow an application to connect to the internet.

Block Application Ib Addto Task Bar r

Block an application from accessing the internet.

COMODO cien - Security 11 - =

COMODO

Secure Block Application

All systems are active and runming

3 r2s |
3 1ot
Ao

hoan View Juarantme

WA HAGE PROTECTIN

3.2.Stealth your Computer Ports

«  Click 'Tasks' > 'Firewall Tasks' > 'Stealth Ports'

»  Port stealthing is a security feature which hides your ports to the outside world, providing no response to
port scanners.

What is a port? Your computer sends and receives data through an interface called a 'port'. There are over 65,000
numbered ports on every computer - with certain ports being traditionally reserved for certain services. For
example, your machine almost definitely connects to the internet using ports 80 and 443. Your email application
connects to your mail server through port 25. A 'port scanning' attack consists of sending a message to each of
your computer ports, one at a time. This information is used by hackers to find out which ports are open, and which

ports are being used by services on your machine. With this knowledge, a hacker can determine which attacks are
likely to work against your machine.

«  Stealthing a port effectively makes your computer invisible to a port scan. This differs from simply 'closing’ a
port as NO response is given to any connection attempt. A closed port responds with a 'closed' reply, which
reveals that there is a PC in existence.

« Ifa hacker or automated scanner cannot 'see' your computer then they will move on to other targets. You

can still connect to the internet and transfer information as usual, but remain invisible to outside threats.
Stealth ports on your computer

«  Click 'Tasks' > 'Firewall Tasks'
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«  C(lick 'Stealth Ports'

COMODO stealth ports ? X

Ports allow your computer to communicate with other computers in a network. By
stealthing them, you may configure this computer's visibility to others.

Block Incoming Connections
Block all incoming connections and make this PC invisible to all

computers

Alert Incoming Connections
Lets you decide when to make this PC invisible on a case basis by
Block Applicati

showing popup alerts

I |J:| Block an applicat -.f:,rj.r; FTEFTaT AAR"A

Stealth Ports

ianage thi@-:'s network visibility from other
PC's.

» Block incoming connections - Your computer's ports are invisible to all networks, regardless of whether
you trust them or not. The average home user (using a single computer that is not part of a home LAN) will
find this option the most convenient and secure. You are not alerted when the incoming connection is
blocked, but the rule adds an entry to the firewall event log file. Specifically, this option adds the following
rule in the 'Global Rules' interface:

Block And Log| IP | In|] From Any IP Address| To Any IP Address | Where Protocol is Any

[l E Block IP In From MAC Any To MAC Any Where Protocol Is Any

If you would like more information on the meaning and construction of rules, please click here.

- Alert incoming connections - You will see a firewall alert every time there is a request for an incoming
connection. The alert asks your permission on whether or not you want the connection to proceed. This can
be useful for peer-to-peer and remote desktop applications which need to access your ports in order to
connect. Specifically, this option adds the following rules in the 'Global Rules' interface:

Block ICMPv4 In From <Any IP Address> To <Any IP Address> Where Message is <Message>
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Block ICMPv4 Out From MAC Any To MAC Any Where ICMP Message Is PROTOCOL UNREACHABLE

Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 17.0

[l
l
[] Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 15.0
[] Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 13.0
[

Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is ECHO REQUEST

If you would like more information on the meaning and construction of rules, please click here.

3.3.Manage Network Connections

»  Click 'Tasks' > 'Firewall Tasks' > 'Manage Networks'

< The manage connections interface lets you quickly view all wired and wireless networks to which your
computer is connected.

«  The lower half of the panel show each network's name, IP address and gateway.
«  You can choose to allow or block a connection from this interface

View all network connections
»  Click 'Tasks' > 'Firewall Tasks'

«  Click 'Manage Networks'
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IREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS C'\

2 - Manage Networks *

oo to Aheanternd /(-;6 Allownor block connections from other

compg Jers in detected networks.

Stop Network Activity

cCOMODO Manage Networks 7 x

; DESKTOP-FKQFSQT (This Computer)

Work #1 Work #2
S a

+ TRUST NETWORK 2 BLOCK NETWORK +* TRUST NETWORK X BLOCK NETWORK

«  Use the handles (< >) to scroll through all available networks or computers

»  Trust Network and Block Network - You can allow or ban a network by clicking the appropriate button
under the network in question. You will not receive any inbound or outbound traffic from blocked networks.

» Refresh - Reloads the list with the latest network connections. Click this button if you have recently made
network changes that are not yet visible in the interface.

« Toview, create or block Network Zones, click 'Settings' > 'Firewall' > 'Network Zones'

3.4. Stop all Network Activities

Click 'Tasks' > 'Firewall Tasks' > 'Manage Networks'

»  The 'Stop Network Activity' feature terminates all inbound/outbound communication between your computer
and outside networks (including the internet).

«  Connections will remain closed until you re-enable them by clicking 'Restore Network Activity'.
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«  This lets you quickly take your computer offline without having to delve into Windows network settings, and
without unplugging cables.

COMODO dlient - security 11 e
SETTINGS
|| Secure All systems are active and running
GENERALTASKS ~ FIREWALLTASKS  CONTAINMENT TASKS  ADVANCED TASKS Q
_— » F
=1 Allow Application /_ T Manage Networks
v Allow an application to connect to the internet. /;T‘C-J Allow or black connections from other

computers in detected networks

Block Application Stop Network Activity
5 Block an application from accessing the inte Block all n@mrk activity to and from this PC,
* ) . *
Stealth Ports -E/ View Connections
@ Manage this PC's network visibility from other Iq:] View applications which are connected to the
PC's nternet.
Manage network activities from your computer:
»  Click 'Tasks' > 'Firewall Tasks'
»  Click 'Stop Network Activity' to disconnect your computer from all networks
+  Click 'Restore Network Activity' to re-enable connectivity
o + *
.S_..T Stop Metwork Activity (=% Restore Network Activity
"{"% Block all network activity to and from this PC. [ "'6] Restore all network activity to and from this PC.

- Restoring activity just re-enables your existing firewall rules. Therefore, any networks that you have
previously blocked in ‘Manage Network Connections' or ‘Network Zones' will remain blocked

»  You can assign networks to network zones in the 'Network Zones' area
*  You can configure rules per network zone in the 'Global Rules' area

*  You can view all network connections and enable/disable connectivity on a per-network basis in the
'Manage Network Connections' area
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3.5.View Active Internet onnections

»  Click 'Tasks' > 'Firewall Tasks' > 'View Connections'
» View connections shows which applications and services currently have an active internet connection.

*  You can view the individual connections that each application is responsible for, the direction of the traffic,
the source IP/port, and the destination IP/port.

» You can also see the total amount of traffic that has passed in and out of your system over each
connection. The list is updated in real time whenever an application opens or drops a connection.

« 'View Connections' is extremely useful when testing firewall configurations or troubleshooting firewall
policies and rules. You can also use it to terminate unwanted connections.

View active internet connections on your computer
»  Click 'Tasks' > 'Firewall Tasks'

«  Click 'View Connections'

Tip: You can also get to this screen by clicking the number below 'Inbound' or 'Outbound' in the home screen
(advanced view).

COMOD O view Connections ? O b 4

Protocol Source Destination Bytes In Bytes Cut

] E smartscreen.exe [3752]
L TCP QUT 10.108.51.194:57606 23.101.182.153:443 TSKB{5TK. 26KB{2.0..

& E MyWeather.exe [7160]

}— TCP OUT 10.108.51.194:57616 23.203.134.90:443 436.0 KB {68... 9.3 KB {14...
}~ TCP QUT 10.108.51.194:57623 185.53.175.8:80 0B 196 B
L TCP OUT 10.108.51.194:57636 185.53.178.8:80 0B 193 B {14 ...

E Evernote.exe [1984]
}~ TCP OUT 10.108.51.194:57617 35.186.213.138:443 66 B 66 B

}~ TCP QUT 10.108.51.194:57619 35.186.213.138:443 66 B 66 B
s

T T

»  Protocol - The application that is making the connection, the protocol it is using, and the direction of the
traffic. Each application may have more than one connection at any time. Click + to expand the list of
connections.

« Source (IP : Port) - The IP address and port number of the origin of the traffic. If the application is waiting
for communication and the port is open, it is described as 'Listening'.

« Destination (IP : Port) - The IP address and port number of the target. This is blank if the 'Source' column
is 'Listening'.
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» Bytes In - The total bytes of incoming data since the session started.
«  Bytes Out - The total bytes of outgoing data since the session started.

Context Sensitive Menu
» Right-click on an item to open the context sensitive menu:

MService.exe [1664)

CP OUT 10.0.2.15:49162 69.4.89.243
Show Full Path
CPouT 10.0.2. Terminate Connection 157.49.4

Jump to Folder
m [4]

«  'Show Full Path' - view the location of the application

- 'Terminate Connection' - close the application's connection

«"Jump to Folder' - Open the folder containing the application executable
Identify and kill unsafe network connections

KillSwitch is an advanced system monitoring tool that allows users to quickly identify, monitor and terminate unsafe
processes and network connections that are running on their computer. Apart from offering unparalleled insight and
control over computer processes and connections, KillSwitch provides you with yet another powerful layer of
protection for Windows computers.

Comodo KillSwitch can show ALL running processes in granular detail - exposing even those that were invisible or
very deeply hidden. You can simultaneously shut down every unsafe process with a single click and can even trace
the process back to the parent malware.

+  Click the 'More' button in the 'View Connections' to directly access Comodo KillSwitch

& firefox.exe [768]
}— TCP OUT 10.0.2.15:49304 54.88.32.157:80 60 B 66 B

L TCP OUT 10.0.2.15:49305 178.18.231.91:80 60 B 66 B

e

If Comodo KillSwitch is already installed in your computer, clicking 'More' will open the application. If not, CCS will
download and install Comodo Killswitch. Once installed, clicking this button in future will open the Killswitch interface.
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- Install Required Packages

The feature requires installation of additional packages.

Package Mame License Agreement Size

COMODO Killswitch View License Agreement 7MBE

By pressing “Agree and Install”, you agree with user license agreements for all the packages listed above.

AGREE AND INSTALL

«  Click 'View License Agreement' to read the license agreement
«  Click 'Agree and Install' to download and install the application.

COMODO client- Security 11 = X

- Install Required Packages

The feature requires installation of additional packages.

Installing COMODO KillSwitch... 99 %

CANCEL

+  KillSwitch will open when installation finishes:
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¥ COMODO KillSwitch

i Killswitch Options View Tools Users Help

¥ System m
Network C i ) Show netwark traffic 'Z:'-\_;,"
Protocol Local Address Local Port Remote Address Remote Port State Owner [+
=) [ svchost.exe(824)
|: TCP jbvm2 135 jbvma2 Listen  RpcSs
TCP& jbvm2 135 jbvm2 Listen  RpcSs
=) 57 System(d)
TCP jbvm2 139 jbvma2 Listen
TCP jbvm2 49155 192.168.70.39 445 Establis...
TCP jbvm2 445 jbvma2 Listen
TCP jbvma2 5357 jbvrn2 Listen
TCPG jbvm2 445 jbvma2 Listen
TCP& jbvma2 5357 Jbvm2 Listen
upp jovma2 137
upp jovma2 138
(= ITSMService, exe(1664)
TCP jovma2 20777 jbvm2 Listen
TCP localhost.cmdm... 20777 lecalhost.crdm.comedo.net 49173 Establis...
TCP jbovma2 49162 243.89.4.69.in-addr.arpa 443 Establis...
TCP jbvm2 49291 ec2-35-157-49-4.eu-central... 443 Establis...
TCP jbvm2 21185 jbvma2 Listen
TCP& jbvm2 21185 jbvm2 Listen
TCP jbvm2 49454 ec2-52-59-11-165.eu-centra... 443 Establis...
= [55 wininit.exe(480)
|: TCP jbvm2 49152 jbvrn2 Listen
TCPG jbvm2 49152 jbvma2 Listen
= (57 svchost.exe(984)
1

n

sl L .F Jo%

4.Containment Tasks - Introduction

»  Click 'Tasks' > 'Containment Tasks'

«  The container is a secure, virtual environment in which you can run unknown, untrusted, and suspicious
applications.

«  Applications in the container are isolated from the rest of your computer. They are denied access to other
processes, write to a virtual file system and registry, and cannot access your personal data.

«  This makes it an ideal environment for surfing the internet, because nothing you download can spread to
your host system.

»  You can run applications in the container on an ad-hoc basis, and you can also create desktop shortcuts to
always launch a program in the container.
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COMODO client - security 11 - %

< HOME SETTINGS
| | Secure | All systems are active and running
GEMERAL TASKS FIREWALL TASKS COMNTAINMENT TASKS ADVANCED TASKS Q
- » »
U Run Virtual Open Shared Space
— ——
| =] | Run applications in the container and create "@ Open the storage space shared between virtual

shortcuts for them on the desktop. and real applications.
o Watch Activity o

Open COMODO KillSwitch to monitor advanced
process and system activity.

Reset the Container

/-ﬁi
Clean container data by erasing all its content,

Run Virtual Desktop of Containment Statistics Analyzer of

Create a secure virtual desktop and start using | ol
it.

&

S

View analysis of Containment events and
protection statistics of the component.

Note: Containment is not supported on Windows XP or Windows Server 2003

Containment tasks has the following areas:
* Run Virtual - Run individual applications in the container.

«  Open Shared Space - Shared space is a folder which you can access from both your real desktop and the
virtual desktop. When in the virtual desktop, save your files in shared space if you want to open them on
your host computer.

Background. Applications in the container write to a virtual file system and not your local drive. This
prevents them from making potentially malicious changes to your files and folders.

The one exception to this is a folder called 'Shared Space'. This folder can be accessed by both your
host operating system and contained programs. Use the folder to share files between your computer
and the container.
The folder is located at 'C:\Documents and Settings\All Users\Application Data\Shared Space'.

» Reset Containment - Clears all data written by programs inside the container.

«  Watch Activity - Open Comodo KillSwitch to identify unsafe processes and manage system activity.

* Run Virtual Desktop - Start the virtual desktop environment.

« Containment Statistics Analyzer - Detailed information about the processes running on your computer.
Processes are split into contained and non-contained processes.

You might need to enter a password to access these tasks if so configured in the Endpoint Manager profile. See
'Password Protection’ for more details.”

4.1.Run an Application in the Container

e Click 'Tasks' > 'Containment Tasks' > 'Run Virtual'
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»  Choose the program you want to run
«  Click 'Open'

This method above will run the application in the container one-time only. On subsequent executions it will not run in
the container. You need to create an auto-containment rule if you want it to always run in the container.

You can also create desktop shortcuts to always launch an application in the container:

Driving Speed
2 Application

Run an application in the Container
«  (Click 'Tasks"™ 'Containment Tasks'
e Click 'Run Virtual":

COMODDOD client - Security 11

SETTINGS

@ Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS A DVA

LL Run Virtual

-
[ = I Run applications in the container and create
shortcuts them on the deskiop.

NI\""‘~-|._
Reset th r'\COMODO Run Virtual ! &

You can run applications inside the container isolated from the rest of the
computer, to prevent them from making permanent changes to the system.

r‘ij Choose and Run

v Select an application and run it inside the container.

[ Create a virtual desktop shortcut

«  Click 'Choose and Run', browse to your application then click ‘Open'.

»  The contained application will have a green border around it. Enable 'Create a virtual desktop shortcut' if
you plan to run the application in the container in future.
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& open >
T <« Progra.. » DrivingSpeed2 » w | Search Driving5peed2 o)
Organize = MNew folder =z »  [H o
# Quick access i Mame Date modified Type
B Desktop - data 28-10-2016 16:43 File folder
& Downloads & DrivingSpeed 06-01-2012 15:58 Applicatig
Iﬁ Documents  # ﬁ_%! unins000 28-10-2016 16:42 Applicatid
o 71| website 26-08-2007 15:13 Internet 5
= Pictures -
= Local Disk (C:)
Jﬁ Music
SpreadSheets
m Videos
‘@ OneDrive
3 This PC
— WL 3
File name: | DrivingSpeed ~| | Applications (*.exe) w
Open - Cancel

You can also run an applications in the container from the right-click menu:
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# Quick access

B Deskiop

v" Downloads

|5 Documents

= Pictures

‘i Local Disk (C:)

J Music
SpreadSheets

| videos

i OneDrive
E This PC

g Network

8 itemms

Share

« Local Disk (C:) * Program Files (x86) * DrivingSpeed2 »

W oW N W

Application Tools

View

Mame

data
& DrivingSpeed
u eula
|®| helpfag
ﬁ readme
L] unins00.dat
ﬂ unins000
71| website

1 itern selected 1.12 MB

Driving5peed2

Manage

I

Date modified

28-10-2016 16:43

06-01-2012 15:58
Open

® Run as administrator
Troubleshoot compatibility
Pin to Start

B 5can with COMODO antivirus
E Runin COMODO caE}uine:

PFin to taskbar

Restore previous versions

Send to p

Cut
Copy
Create shortcut

& Delete
9 Rename

Properties

W

o

-— O x
0

Search DrivingSpeed? 2
Type Size
File folder
Application 1.15T KB
Text Document QKB
Firefox HTML Doc... 3KB
Text Document 4FKE
DAT File 208 KB
Application 659 KB
nternet Shortcut 1KB

»  Choose 'Run in Comodo container' from the context sensitive menu
Run browsers in the container

The CCS widget contains shortcuts to run your browsers in the container:

cCOMODO

» The green border indicates that the browser is in the container:
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+= Rummy Online | Play Rummy Inc X +

= & ) hittps//www.ace2three.com & % m ==}
1 Apps R YouTube EF Maps @ Mews [ Gmai

ace2three

India’s No.1 Rummy Game

User ID

Password - [l

l. CRICKET . BUMMY . REPEAT
150% WELCOME BONUS
GetUpto X 2500

~ Bonus Code : RUMMY150

: By signing up, yo
PLAY NOW and that you

Tip: Running a browser in the container deletes all traces of your activities. This includes your browsing history,
cookies, and offline data stored by the websites you visit. Virtualization protects your computer from anything
malicious that is downloaded. See The Virtual Desktop for more details.

4.2.Reset the Container

o Click 'Tasks' > 'Containment Tasks' > 'Reset the Container'

»  Programs in the container write all data and system changes to a virtual file system. This means the
program cannot harm your computer or sensitive data.

»  Files saved in the container could contain malware downloaded from websites, or private data in your
browsing history.

»  Periodically resetting the container will clear all this data and help protect your privacy and security. If data
has accumulated over a long period of time, then a reset will also help the container operate more smoothly.

»  The 'Reset the Container' option lets you delete all items saved in the container.
Clear the container

«  Click 'Tasks' > 'Containment Tasks'

»  Click 'Reset the Container'

»  Click 'Erase Changes".
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COMODDOD client - Security 11

SETTINGS

@ Secure | All systems are active and running

GEMNERAL TASKS FIREWALL TASKS COMNTAINMENT TASKS ADVAMNCED TASKS

4

Lt, Run Virtual Open Shared Spat
- _j
22
E = Run applications in the container and create %o ipen the st
shortcuts for them on the deskiop and real a
1t
E

— Run Virtual Desktop

Reset the Container

Clean containe&lata by erasing all its content

COMOD O Rreset the Container ? X

You may reset the container to eradicate all the changes made by contained
applications.

f'ﬁ Erase Changes
| X I Cleans all data saved by the containment module

The contents in the container will be deleted immediately.

CO M O D O Reset the Container bt

The container has been successfully reset.

CONTINUE

»  Click 'Continue' to close the dialog.
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4.3.Identify and Kill Unsafe Running Processe

»  Click 'Tasks' > 'Containment Tasks' > 'Watch Activity'

KillSwitch is an advanced system monitor that lets you identify and terminate any unsafe processes on your
computer. Apart from offering unparalleled insight and control over computer processes, KillSwitch provides another
powerful layer of protection for Windows computers.

KillSwitch can even show processes that were invisible or very deeply hidden. You can identify all unsafe processes
with a single click then quickly shut them down. You can also trace back to the software that generated the process.

Open KillSwitch
«  Click Tasks' > 'Containment Tasks'
«  Click the "Watch Activity' tile

COMODO client - Security 11

SETTINGS

@ Secure | The virus signature database is NOT up-to-date

GEMNERAL TASKS FIREWALL TASKS COMTAINMENT TASKS ADVAMNCED TASKS Cl\

* *

:} Open Shared Space
o2
N0

Run Virtual

Run applications in the container and create
shortcuts for them on the desktop

U

3

Open the starage space shared between virtual
and real applications

Reset the Container

Clean container data by erasing all its content

Run Virtual Desktop

Create a secure virtual deskiop and start using

e x

<>».

Watch Activity

Open COMODO KillSwitch to monitor advanced
process and system activity.

Containment Statistics Analyzer

View analysis of Containment events and

el

protection statistics of the component

« If Comodo KillSwitch is already installed in your computer, clicking "Watch Activity' will open the application.
If not, CCS will download and install KillSwitch.
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- Install Required Packages

The feature requires installation of additional packages.

Package Mame License Agreement Size

COMODO Killswitch View License Agreement 7MBE

By pressing “Agree and Install”, you agree with user license agreements for all the packages listed above.

AGREE AND INSTALL

«  Click 'View License Agreement' to read the license agreement
«  Click 'Agree and Install' to download and install the application.

COMODO client- Security 11 = X

- Install Required Packages

The feature requires installation of additional packages.

Installing COMODO KillSwitch... 99 %

CANCEL

«  KillSwitch will open when the installation is over:
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View Tools  Users

Hame Vitualizati.. CPU Working 5et User Mame
=) [57 System Idle Process ] B5.93 4 KB
Jn-ilrme'rupu
Edppcs
= W7 Gystemn 4 Hane [esabled 132 ¥B LOCAL SYSTEM
|: SLHET T 340 Trusted Hone Dhesabled 565 KB NT AUTHORITYWSY.
B Mernory Compression 202 191,372 KB NT AUTHORITYAY.
FIE corssoene dadd Trusbed Hone Dhesabiled 3, T8 BB NT AUTHORITYASY,
= [0 waminit, exe HE Trusted Mone Lresabiled 4,250 BB NT AUTHORITYASY,
Pl [ services e 352 Trusted Mare [resabiled 302 8,324 KB NT AUTHORITYSY,
Rl (o] svehest e 223 Trushed Mane Lrezabled B, 62 KB MT AUTHORITYWSY
— [ WUDFHest, exe 1164 Trushed Mame [rsabled TR0 KB MT AUTHORITYWLO
-2 ) TabTip. exe 4924 Trushed Mame [rzabled 14,524 KB DESETOR-HIBS0EM
L @ TabT ipdd.eme "32 4984 Trushed Mome [rsabled 5,862 KB DESKTOP-HIBS0EM,
Rzl {8 svehost exe T16 Trusted Mane Dizabiled 20,732 KB NT AUTHORITYASY
— [ Searchif pe 1T Trusted Mare Dizalyled 85,006 KB DESRTOP-HIBS0EM
~ i WmiPrySEexe =32 2700 Trusted Maone Disabiled 34,082 KB MT AUTHORITYLSY,
— [ RuntimeBroker.exe 3064 Trusted Mome [Hsabled 19,2082 KB DESETOP-HIG50BM
— [ ShellExperienceHost e 4154 Trusted Hone [sabled 54420 KB DESETOR-HIG50BM
~ ) WmiPrSE exe 4442 Trusted Nome Disabled 9,760 KB MT AUTHORITYASY.
~ [ ApplicationFrameHost exe AT60 Trusted Nome Disabled 20,625 KB DESKTOR-HIDS0ER,
- E!';ysrrm'iftringﬁ.m 5380 Trusted Mane Desabled 38 957 KB DESETOR-HIGS0RMY,
— [ covwponen B0 Trusted Mane Dsabled 51,045 KB WT ALUTHORTYEY.
- I swchost.oee TéL Trusted Mane Disabled 11,625 KB NT AUTHORTY ME
- [ svchost.exs B Trusted Hane Dizabled 19840 KB WT AUTHORITYUME
£ >
Applicalons ()

«  See the KillSwitch guide for help to use the product - http://help.comodo.com/topic-119-1-328-3529-The-
Main-Interface.html.

4.4.0pen Shared Space

«  Click Tasks' > 'Containment Tasks' > 'Open Shared Space'

«  Applications in the container are not allowed to write to your local drive for security reasons. Instead, they
write all data, and save all files, to a special folder called 'Shared Space'.

- Files in shared space can also be accessed by non-contained applications (those running as normal on
your compulter).

« Ifyou want to access files in the container from your local system, then you should download them to
shared space.

»  The default location of shared space is 'C:/Program Data/Shared Space'
Open shared space
»  Click 'Tasks' > 'Containment Tasks' > 'Open Shared Space”:
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COMODO Cclient - security 1i T

SETTINGS

@ Secure The virus signature database is NOT up-to-date

GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Cl\
. +*
Lt, Run Virtual Open Shared Space
= [ ——
= Run applications in the container and create < < Open the storage space shared between virtual
shortcuts for them on the desktop "'--._____Eﬂ_m:' applications

» »

i Watch Activi
~{t~ Reset the Container D) ty
| = <€p Open COMODO KillSwitch to monitor advanced

Clean container data by erasing all its content n P .
' process and system activity.

Run Virtual Desktop ' ogP Containment Statistics Analyzer

Create a secure virtual desktop and start using _u_n_l]_ﬂ View analysis of Containment events and
t. protection statistics of the component

4.5.The Virtual Desktop

e (Goto 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'

»  The virtual desktop is a sandbox environment in which you can run programs and browse the internet
without fear those activities will damage your computer.

« Applications in the virtual desktop are isolated from the rest of your computer, write to a virtual file system,
and cannot access your personal data.

«  This makes it ideal for risk-free internet surfing and for testing out beta/unstable software.
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e | www.addictinggames.com

w5 P Gmai

P Games .‘ Hot )Multip ayer | Register  Login

INSTANT GAMES View all »

3 "": I

i

C COMODO Virtusl
Desidop

®.PIN

TR WLk

C c, Games - Free Online

Virtual Desktop at a glance:

»  The virtual desktop can run any program that you normally run in Windows. It is ideal for running untested,
unknown and beta software. You can also use it to visit websites that you are not sure about.

«  Any changes made to files and settings in the virtual desktop will not affect the originals on your host
system. Similarly, any changes made by malicious programs or unstable beta software will not damage your
real computer.

«  Use the 'Shared Space' folder to save any files you want to access from Windows. This folder is the only
place that the virtual desktop can write to on the host file system.

»  You can also configure virtual desktop to access removable storage devices like USB sticks and external
hard disk drives to store data from it.

«  The virtual keyboard lets you to securely enter confidential passwords without fear of key-logging software.

»  Apart from testing software, parents may want to consider the virtual desktop as a secure area for children
to run programs and surf the web. Any actions they take will not damage the host computer. The virtual
desktop can be reset and all changes cleared at the end of every session.

«  The virtual desktop can be password-protected and configured to start automatically at user logon.
» You can create shortcuts on the host desktop to launch applications in the virtual environment.
*  You can white-label the virtual desktop with your own company logos in the Endpoint Manager console.

»  See https://help.comodo.com/topic-399-1-786-10572-Communication-Client-and-Comodo-
Client---Security-Application-Ul-Settings.html for more on this

See the following sections for more help:
- Start the Virtual Desktop
«  The Main Interface
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* Run Browsers inside Virtual Destop
»  Open Files and Run Applications inside Virtual Desktop
» Pause and Resume the Virtual Desktop

» Close the Virtual Desktop

4.5.1. Start the Virtual Desktop

»  Click 'Tasks' on the home screen
»  Click 'Containment Tasks' > 'Run Virtual Desktop'

You can start the virtual desktop from the home-screen shortcut, from the widget, or from the '‘Containment Tasks'
screen. You can also configure the virtual desktop to start automatically after you login to Windows.

Note. If CCS is in Virtual Desktop mode, you can start the application by simply clicking the desktop shortcut.

See the following sections for more help:

«  Open the virtual desktop from CSS or the widget

+ Launch the virtual desktop at user logon

-+  Start the virtual desktop from the containment tasks screen
Start the virtual desktop from CCS or the widget

«  Click the virtual desktop icon on the CCS home screen, or on the CCS widget:

COMODO client - Security 11 EERER

3 Secure

©

Run Virtual Desktop Update
Secure /
The virus signature database is NOT up-to- =
date @ H@

1
FIX IT! Scan View Quarantine

MAMNAGE PROTECTION

Note: The home screen and widget shortcuts are only available if you have added the 'Virtual Desktop' shortcut:
«  Click 'Tasks' on the home screen

+  Click 'Containment Tasks'
+ Right-click on the virtual desktop tile
«  Select 'Add to Task Bar'
See 'Add tasks to the home screen' if you need more help with this.
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The virtual desktop opens at the session seection screen.
Launch the virtual desktop at user logon
*  You can configure the virtual desktop to start automatically whenever certain users login to Windows.
»  This means the virtual desktop becomes the default operating environment for those users.
Add users
«  Click 'Settings' on the home screen
«  Click 'Containment ' > 'Virtual Desktop'
«  Select the 'Users' tab
+  Click 'Add'

— termination

APPLICATIONS USERS

Users for whom Virtual Desktop will be launched as a primary working environment:

O
S Reset to
Remuowve Default
[ ] User or Group Q. Enable
Guests m
Alice m
Select User or Group x
Select this object type:
|User. Group, or Built4in security principal | [ Object Types... |

From thig location:
[DESKTOP-BGTTSH? || Locations... |

Enter the object name to select (examples):

Check Names

Advanced.. | oK | Cancel |

«  Select the users or groups to whom you want the rule to apply.

«  Type the names of users or groups in the format <domain name>\<user/group name> or
<user/group name>@<domain name>.
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» Alternatively, click 'Advanced' then 'Find Now' to locate specific users/ groups.
«  Click 'OK' to confirm.

Select User or Group >

Select this object type:

|User. Group, or Builtin securty principal | | Object Types...

From this location:
|DESHTDF‘-E|GTI’5H? | Locations.

Enter the object name to select (examples):

| Check Mames
| oK Cancel

Select User or Group >
Select this object type:
|User. Group, or Builtin securty principal | Object Types...
From this location:
|DESKTOP-BGTTSH7 || Locations...

Commaon GQueries

Starts with Columns ..

Starts with

Disabled accounts

Mon expiring password

Coce

Mame In Folder "

M Access Cortr.. DESKTOP-BGT...
) Administrator  DESKTOP-BGT...
M pdministrators  DESKTOP-BGT...
2. Alice DESKTOP-BGT...
42 Backup Oper.. DESKTOP-BGT...

Search results: *

. Y Baob DESKTOP-BGT...
42 Cryptographic... DESKTOP-BGT...
&) DefaultAccount  DESKTOP-BGT...

M2 Device Owners  DESKTOP-BGT...
M2 Distibuted .. DESKTOP-BGT...

The user / user group will be added to the list.
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termination

APPLICATIONS USERS

Users for whom Virtual Desktop will be launched as a primary working environment:

L » (&

A S Reset to

Add Remove Default
| User or Group €} Enable
O  Guests g
O] Alice m
O  eob a

*  Repeat the process to add more users.
»  Click 'OK' to save your settings
«  Click 'OK"in the 'Advanced Settings' dialog for your changes to take effect

«  See 'Virtual Desktop Settings' if you need more help with this
The virtual desktop opens at the session selection screen when the selected users log-in.

Start the virtual desktop from the containment tasks screen

»  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
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COMODO Cclient - security 1i S

SETTINGS

@ Secure All systems are active and running

GEMERAL TASKS FIREWALL TASK: DWVANCED TASKS C'\
. +
Lt, Run Virtual Open Shared Space
=
= Run applications in the container and create < Open the storage space shared between virtual
shortcuts for them on the desktop and real applications

» »

i Watch Activi
~{t~ Reset the Container D) ty
| = <€p Open COMODO KillSwitch to monitor advanced

Clean container data by erasing all its content o I &
) process and system activity.

Run Virtual Desktop

Create a secure virtual desktop and start using

_ it.

Containment Statistics Analyzer

View analysis of Containment events and
protection statistics of the component

The virtual desktop opens at the session selection screen.
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C COMODO Virtual Desktop

14:47 16-05-2019

Last Session Duration: 00:00:53

Start Virtual Desktop Session

E Switch to Windows View

«  Click the 'Start Virtual Desktop Session' button
»  Click 'Accept' at the disclaimer screen to open the virtual desktop.

C Virtual Desktop - Disclaimer

You are about to launch new Virtual Desktop session. Please read the following carefully
before you continue.

¢Insert disclaimer text here:

Note: This screen is only relevant for customers who white-label the interface. It can be safely ignored by most
customers and end-users.
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If you do want to white-label the interface, you can configure the disclaimer message at 'Settings' > 'Containment' >
'Virtual Desktop'. You can also disable the disclaimer entirely from there.

See 'Show disclaimer upon Virtual Desktop startup' to view help with this. Details on how to white-label CCS
are in a wiki article here.

» You will see a four digit access code If session protection is enabled:

C Virtual Desktop - Session Access Protection

Please use the following PIN to access the current session, if you pause it
Before you pause the session, you will be able to view the PIN via Virtual
Desktop widget or start menu.

7013

- This feature lets you suspend a virtual desktop session and resume it later without losing any data. The PIN
is required to unlock the suspended session.

»  Please make a note of the PIN number. See Pause and Resume the Virtual Desktop for more details

» Tip: You can view the PIN at any time by clicking the 'Show PIN" icon m in the virtual desktop start
menu

4.5.2. The Main Interface

«  Click Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
«  Click the 'Start Virtual Desktop Session' button
» The virtual desktop contains shortcuts for selected applications on the left.

«  The start menu contains shortcuts for selected applications and controls for pausing the session and
closing the virtual desktop.

*  You can add desktop shortcuts and start menu items for applications you frequently want to open
in the virtual desktop from the 'Settings' > 'Containment' > 'Virtual Desktop' interface. See Add
applications to virtual desktop in Virtual Desktop Settings for more details.

«  The tools box at the bottom-right contains controls for pausing and closing the virtual desktop session.
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The 'Start' menu

Click the red 'C" icon to open the start menu:
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COMODO Virtual Desktop
explorer
Google Chrome

MyWeather

3

give_a_dog_a_bone

paddy_whack
MEFreefstrologyBirthChart

firefox

Pause Virtual Desktop Session

Close Virtual Desktop Session

Show PIN

The menu has the following options:

« Browsers and other applications - The start menu contains shortcuts for Windows Explorer and
the default browser of your computer by default. You can add shortcuts for other browsers and
applications that you often open inside the virtual desktop. See Add applications to virtual
desktop in Virtual Desktop Settings for more details.

»  Click on an item to open it inside the virtual desktop.

» Pause Virtual Desktop Session - Temporarily close the virtual desktop. If PIN protection is
enabled, you need the PIN to resume a paused session. See Pause and Resume the Virtual
Desktop for more details.

+  Close the Virtual Desktop Session - Exit the virtual desktop and return to your Windows system.
If your virtual desktop is password protected, you have to enter the password to exit. See Close
the Virtual Desktop for more details.

«  Show PIN - Displayed only if PIN protection is enabled for virtual desktop. Shows the PIN number
generated for the current session. This is required for you to resume a paused session. See
Pause and Resume the Virtual Desktop for more details.

Tools and Taskbar

- Keyboard layout - Click the language button m at bottom-right and select the keyboard layout you
want to use .
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English (India)
English (India) keyboard

To switch input methods, press
Windows key+5Space.

I:"ﬁﬁlG

1604
© 16-05-2019

 Virtual keyboard - Click the keyboard icon on the system tray to open a virtual keyboard.

Home PgUp
End PgDn
Insert Pause
PriSen Serlk

Options Help
C COMODO Virtual

I EREREREREREREHhEhEhEEEEEEE———S————II——S———MhM———"
Desktop

® &

«  You can use this to enter confidential data online (usernames, passwords and credit card numbers
etc).

» The keyboard can also be used with touch screen displays.
« Tools Box - The tools box at the bottom-right contains controls for pausing and closing the virtual desktop.

COMODO Virtual
Desktop

ON s

. - Pauses the virtual desktop session. If PIN protection is enabled, you need the PIN to
resume a paused session. See Pause and Resume the Virtual Desktop for more details.

=

. - Closes the session and returns to real windows system. If your virtual desktop is password
protected, you have to enter the password to exit. See Close the Virtual Desktop for more
details.

. m - Displayed only if PIN protection is enabled for virtual desktop. Shows the PIN number
generated for the current session. This is required for you to resume a paused session. See
Pause and Resume the Virtual Desktop for more details.

4.5.3. Run Browsers inside the Virtual Desktop
»  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
«  Click the 'Start Virtual Desktop Session' button

»  The virtual desktop provides an extremely secure environment for internet related activities because it
isolates your browser from the rest of your computer.
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» Just by visiting them, malicious websites can install viruses malware, rootkits and spyware onto your
computer.

- Surfing the internet from inside the virtual desktop removes this threat by preventing websites from
installing applications on your real computer.

«  Furthermore, the virtual keyboard lets you securely enter your user-names and passwords without fear of
key-loggers recording your keystrokes.

Add browser shortcuts inside the virtual desktop
»  The virtual desktop start menu contains a shortcut to your default browser.
«  You can add shortcuts for other browsers as follows:

»  Click 'Settings' > 'Containment' > 'Virtual Desktop Settings'
Click the 'Add" button in the applications section:

COMODO Advanced Settings ? = O ><
v General Settings
Virtual Desktop
w Antivirus =
v Firewall [ Request password when exiting Virtual Desktop Create/Change password
v HIPS Launch Virtual Desktop upon user login

G Protect paused Virtual Desktop session with PIN
— Containment

Duration of paused Virtual Desktop session before its =
inme e ¥ . o 1 [ hour(s
Containment Settings automatic termination )

Auto-Containment

Protected Objects .

tual Daskton Applications quickly accessible via Virtual Desktop shortcuts or start menu:

w File Rating x %4
Reset to
Rermove s
w Advanced Protection e
Application@ Q. Desktop Start Menu
Running Protésses
rer.exe m
[ C\Program Files (x86)\Google\Chrome\Applic... m

P

« Add a browser as follows:
«  Click 'Add' > 'Applications' > locate the executable file of the browser > click 'OK'.
OR

«  Start the browser on the host computer

«  Click 'Add' > 'Running Processes' > locate the browser process > click 'OK'".
»  Use the 'Desktop’ and 'Start Menu' switches to enable/disable each type of shortcut.
«  Click 'OK' to save your settings
« Click 'OK"in the 'Advanced Settings' dialog for your changes to take effect
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» See Add applications to virtual desktop in Virtual Desktop Settings if you need more help on
this.

The shortcuts are now available inside the virtual desktop.

Run browsers inside virtual desktop

»  Use the desktop shortcuts or start menu items of the browser that you want to run

COMODO Virtual Desktop
explorer
Google Chrome

i MBFreeAstrologyBirthChart
firefox

launcher

Pause Virtual Desktop Session

Close Virtual Desktop Session

Show PIN

The selected browser will open at its home page.
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»  Your browsing history and other internet activity are not stored on your computer when you close the
session.

4.5.4. Open Files and Run Applications inside the Virtual Desktop
»  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
«  Click the 'Start Virtual Desktop Session' button
You can use any of the following methods to launch a local program or file in the virtual desktop:
«  Open applications/files from the desktop shortcuts and start menu items
« Navigate to the application/file
Desktop shortcuts and start menu items
«  The virtual desktop start menu contains a shortcuts to Windows Explorer and your default web browser.

* You can create desktop shortcuts / start menu items which will open your favorite applications in the virtual
desktop.

»  Click Settings > Containment > 'Virtual Desktop Settings'
»  Click the 'Add' button in the applications section:
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COMODO Advanced Settings ? = O W

w General Settings
i Virtual Desktop
w Antivirus =2
~ Firewall [ Request password when exiting Virtual Desktop Create/Change password
w HIPS Launch Virtual Desktop upon user login

i Protect paused Virtual Desktop session with PIN
— Containment

= Duration of paused Virtual Desktop session before its hour(s)

Containment Settings automatic termination

Auto-Containment
Protected Objects .

w File Rating

Reset to
Default

w Advanced Protection
APF‘“‘“”"@ Q) Desktop Start Menu

Running Protésses

rer.exe m

O C\Program Files (x86)\Google\Chrome\Applic...

» Add an application as follows:
«  Click 'Add' > 'Applications' > navigate to the file
OR

- Start the application on the host computer

«  Click 'Add' > 'Running Processes'

»  Select the application's process and click 'OK'
»  Use the 'Desktop’ and 'Start Menu' switches to enable/disable each type of shortcut.
«  Click 'OK' to save your settings
»  Click OK in the 'Advanced Settings' dialog for your changes to take effect

» See Add applications to virtual desktop in Virtual Desktop Settings if you need more help on
this.

The shortcuts are now available inside the virtual desktop.
»  Use the desktop shortcuts or the start menu items to open the application / file.
«  Changes made in the virtual desktop are not be saved to the host system.
Navigate to Application / File

»  Click the 'C' button at bottom-left, then 'explorer’
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COMODO Virtual Desktop

explorer
3

Google Chrome

| MBFreeAstrologyBirthChart

firefox

launcher

SWiter

give_a_dog_a_bone

Pause Virtual Desktop 5

Close Virtual Desktop 5

Show PIN

« Navigate to the application / file and open it. The file will open in the virtual desktop.
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»  The changes made will not be saved to your real Windows system.

4.5.5. Pause and Resume the Virtual Desktop
«  You can pause a virtual desktop session and resume it at a later time without data loss.

« If pause PIN protection is enabled, you will need to enter a (randomly generated) 4-digit number to resume
the virtual desktop.

»  Other users of the computer cannot resume the paused session without knowing the PIN.
« The PIN is auto-generated for every session and shown at start up:

C Virtual Desktop - Session Access Protection
Please use the following PIN to access the current session, if you pause it.

Before you pause the session, you will be able to view the PIM via Virtual
Desktop widget or start menu.

7013

»  Click 'Show PIN' m in the start menu / tools box to view the number at any time.

»  See Secure virtual desktop sessions with a PIN in Virtual Desktop Settings for more details
on configuring PIN protection for virtual desktop
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Pause a virtual desktop session
«  Click the 'Pause' button in the tools box at the bottom-right

COMODO Virtual

__ 12:26
T 17-05-2019

«  Alternatively, click the 'C' button at bottom-left, then 'Pause Virtual Desktop Session'

The session temporarily closes:

C COMODO Virtual Desktop

12:34 17-05-2019

Current Session Duration: 00:45:43

Continue Paused Session

Close Virtual Desktop Session

Switch to Windows View

»  Click 'Switch to Windows View' if you want to open your real Windows system.

« If password protection is enabled, you will be asked to enter the exit password for the virtual desktop.
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COMODO center password X

Password: |

o o

«  Enter the password and click 'OK'
The virtual desktop tool box is shown at the bottom-right corner of the screen:

COMODO Virtual
Desktop

=] . o

12:40

D) NG o oor0 B

The box contains the following controls:

- Retumns to the paused virtual desktop session

m - Closes the paused desktop session. See Close the Virtual Desktop for
more details.

m - Only shown if PIN protection is enabled. Click to view the PIN for the
current session.

Resume a paused virtual desktop session

-
»  Click the return icon the to re-open the virtual desktop:
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C COMODO Virtual Desktop

12:55 17-05-2019

Current Session Duration: 00:45:43

@ Continue Paused Session

. Close Virtual Desktop Session

E Switch to Windows View

»  C(Click 'Continue Paused Session'
« If PIN protection is enabled, you will be asked to enter the PIN:

C Virtual Desktop - Session Access Protection

Enter PIN for continue paused session

0000 | continue

+  Enter the PIN you noted down during the start of the session and click 'Continue'
« If PIN protection is not enabled, you will be directly taken to your virtual desktop.
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4.5.6. Close the Virtual Desktop

+  Click the 'Close' button in the tools box at the bottom-right

COMODO Virtual

= 17-05-2019

«  Alternatively, click the 'C' button at bottom-left then select 'Close Virtual Desktop Session'.
*  You will return to the Virtual Desktop start screen:

C COMODO Virtual Desktop

13:30 17-05-2019

Last Session Duration: 00:07:09

Start Virtual Desktop Session

E Switch to Windows View

»  Click 'Start Virtual Desktop Session' to open a new session
»  Click 'Switch to Windows View' to return to the host desktop
»  You will need to enter an exit password if password protection has been enabled:
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~ [

[

COMODO center password X

Password: |

o o

«  Enter the password and click 'OK'
»  The virtual desktop tools box is displayed at the bottom-right corner of your Windows screen.

COMODO Virtual
Desktop

=] X

-
»  Click to return to the virtual desktop and start a new session
«  Click m to completely close the virtual desktop

Terminate a paused virtual desktop session

When a virtual desktop session is paused, it shows the tools box at the bottom-right of your Windows screen.

COMODO Virtual
Desktop

E x F{nlﬂ

12:40 E
17-05-2019 8

i) ENG

-
e Click to return to the virtual desktop and start a new session
«  Click m to completely close the virtual desktop
- Enter password if configured in 'Advanced Settings' > 'Containment' > 'Virtual Desktop' > 'Request

password when exiting Virtual Desktop'
«  Click 'OK..

4.6.Containment Statistics Analyzer

+  Click 'Tasks' > 'Containment Tasks' > 'Containment Statistics Analyzer'
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«  The containment statistics area lets you view the activities of processes on your computer and those in the
container.

Open Containment Statistics Analyzer

»  Click 'Tasks' > 'Containment Tasks'

«  Click the 'Containment Statistics Analyzer' tile

COMODO client - security 1 = X
SETTINGS
GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Cl\
LL Run Virtual 2 Open Shared Space 2

]

=
E = Run applications in the container and create Open the storage space shared between virtual
shorteuts for them on the desktop and real applications

» »

Reset the Container Watch Activity

[0
&3

Open COMODO KillSwitch to monitor advanced

Clean container data by erasing all its content o L N
' process and system activity.

0= Run Virtual Desktop - oJ’o Containment Statistics Analyzer of
TT Create a secure virtual desktop and start u nollll View anglysis of Containment events and
t. ' protectR._J statistics of the component.
«  CCS will install the analyzer if it is not yet on your system:
COMODO client- Security 11 o X

- Install Required Packages

The feature requires installation of additional packages.

Package Name License Agreement Size

Containment Stats Analyzer View License Agreement 1MEBE

By pressing "Agree and Install", you agree with user license agreements for all the packages listed above.

AGREE AND INSTALL

»  Click 'View License Agreement' to read the license agreement
«  Click 'Agree and Install' to download and install the application.
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~

COMODO client - security 11 - x

L2 Install Required Packages
- The feature requires installation of additional packages.

Installing Containment Stats Analyzer.. ?? %

«  The main interface opens when installation is complete:

SECURED/VALIDATED CONTAINMENT

! YOUR PC

* gvchost.exe{96
* smss.exe{316)
ss.exe({404)
* wininit.exe(472) FILES
= corss.exe(484)
* winlogon.exe{560) REGISTRY
= services,exe( 596

* |sacs exe( 604 COM

«  Processes running on your host computer are shown on the left
*  Process running in the container are shown on the right.
«  Click a process to view its child processes and resource usage:.

»  Files - Number of files accessed by the process

* Registry - Number of registry keys accessed by the process

»  COM - The inter-process component object model (COM) interfaces used by the process
« IMA - Other processes, to which the selected process performs write operation
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» APIs - The protected API's accessed by the process

5.Advanced Tasks - Introduction

e Click 'Tasks' > 'Advanced Tasks'

»  Advanced tasks lets you view event logs, manage CCS tasks and to take advantage of several other
Comodo utilities.

COMODO client - Security 11 = x
< HOME SETTINGS
| | Secure | All systems are active and running
GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q

7= Create Rescue Disk * Clean Endpoint *
Create a bootable CD or USE Flash Drive to Run COMODO Cleaning Essentials tool to clean

clean up heavily infected PC's. 2 persistent infections.

1
= Open Task Manager ! = View Active Processes *
8 — Open the task manager to view running security I|||| View the details of the processes active on this
tasks in progress. computer.

& View Logs * fr.  SubmitFiles i
@ View a record of security events, activity and § You can submit as many files as you wish to
alerts. COMODO for analysis.

See the following sections to find out more about each feature:
« Create Rescue Disk - Burn a bootable ISO that lets you run virus scans in pre-boot environments
- Task Manager - Stop, pause and resume currently running CCS tasks like antivirus scans and updates
«  Clean Endpoint - Deploy Comodo Cleaning Essentials to remove persistent infections from your PC

« View Active Process List - Manage processes which are currently running on your PC. Click the 'More'
button to open Comodo KillSwitch.

« CCS Logs - View the event logs of firewall, antivirus, containment and HIPS modules
«  Submit Files - Upload unknown/suspicious files to Comodo Valkyrie for analysis

You might need to enter a password to access these tasks if so configured in the Endpoint Manager profile. See
'Password Protection' for more details.”

5.1.Create a Rescue Disk

«  C(lick 'Tasks' > 'Advanced Tasks' > 'Create Rescue Disk'

Comodo Rescue Disk (CRD) is a bootable disk image that lets you run virus scans in a pre-boot environment (before
Windows loads). CRD runs Comodo Cleaning Essentials on a lightweight distribution of the Linux operating system.
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It is a powerful virus, spyware and root-kit cleaner which works in both GUI and text mode.
«  CRD can eliminate infections that are preventing Windows from booting in the first place.

» ltis useful for removing malware which has embedded itself so deeply that regular AV software cannot
remove it.

»  CRD contains tools to explore files in your hard drive, take screen-shots and browse web pages.

«  Click Tasks' > 'Advanced Tasks' > 'Create Rescue Disk' to download and burn to ISO, CD/DVD, USB or
other drive. See Download and Burn Comodo Rescue Disk for a walk-through of this process.

COMODO client - Security 1

SETTINGS

@ Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS COMTAINMENT TASKS ADVANCED TASKS

Create Rescue Disk Clean Endpoint

Create a bogtable CD or USE Flash Drive to Run COM
clean up he%y infected PC's. persistent inf

1
Open Task Mana;x ' = View Active Proces:

Sl COMODO Rrescue Disk ? i x

é\ Bootable CD/DVD or USB Rescue Disk
e The rescue disk 1SO image is required to create a bootable disk.

Select IS0 File {Optional)

1 %":.‘ii If you have already downloaded the 1SO file, click here to choose it.

Otherwise it will be downloaded from the internet.

Select Target Drive

Select where the rescue disk should be created e.g. a USE drive or a
writable CD/DVD drive.

3 Start
If you have selected the target drive, start burning process now.

After you have burned the ISO, you need to boot your system to the rescue disk. This will open the scanner in your
pre-boot environment.

«  Change the boot order on your computer - http://help.comodo.com/topic-170-1-493-5227-Changing-
Boot-Order.html

« Start using CRD - http://help.comodo.com/topic-170-1-493-5228-Booting-to-and-Starting-Comodo-
Rescue-Disk.html

«  Run scans on your pre-boot environment - http://help.comodo.com/topic-170-1-493-5216-Starting-Comodo-
Cleaning-Essentials.html and http://help.comodo.com/topic-170-1-493-5217-CCE-Interface.html

5.1.1. Download and Burn Comodo Rescue Disk

«  Click 'Advanced Tasks' on the CCS home screen
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»  C(lick 'Create Rescue Disk'":

COMOD O client - Security 1

SETTINGS

@ Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS COMTAINMENT TASKS ADVANCED TASKS

Create Rescue Disk Clean Endpoint

Create a bogtable CD or USB Flash Drive to Run COM
clean up he%y infected PC's. persistent inf

o — Open Task Mana;x ! = View Active Proces:
o — —~ .
S| COMODO Rescue Disk ? = X

Bootable CD/DVD or USB Rescue Disk
+

The rescue disk 1SO image is required to create a bootable disk.

Select 1SO File (Optional)

1 %":.’i; If you have already downloaded the 1SO file, click here to choose it.

Otherwise it will be downloaded from the internet.

Select Target Drive

Select where the rescue disk should be created e.g. a USE drive or a
writable CD/DVD drive,

3 Start
If you have selected the target drive, start burning process now.

The setup screen shows the steps to create a new rescue disk:
Step 1- Select the ISO file

Optional. If you have already downloaded the rescue disk ISO from Comodo then please select it here. If you haven't
yet downloaded then please ignore this step - it will be downloaded automatically during Step 3.

Step 2 - Select target drive

Select the CD/DVD or USB on which you want to burn the rescue disk. You will boot to this disk to run the antivirus
product.

Burn to CD or DVD
« Label a blank CD or a DVD as "Comodo Rescue Disk - Bootable" and load it in your CD/DVD drive.

»  Click 'Select Target Drive' in the 'Rescue Disk' then choose the drive in the 'Select Target Drive' dialog
« Click 'OK'

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 156



COMODO

Creating Trust Online®

COMODO Rescue Disk ? — s

Bootable CD/DVD or USE Rescue Disk

The rescue disk IS0 image is reguired to create a bootable disk.

Select 150 File (Optional)

1 If you have already downloaded the IS0 file, click here to choose it
Otherwise it will be downloaded from the Internet,

Select Target Drive

Select where the rescue disk should be created e.g. a USB drive or a
writable CD/DVD drive.

COMODO sclect Target Drive ? bt
Disk Type
G;x CD\DVD RW Drive )
E3, Removable Disk

B
Burn to a USB drive

« Insert a formatted USB stick in a free USB port on your computer
»  Click 'Select Target Drive' in the 'Rescue Disk' dialog
«  Select the drive from the 'Select Target Drive' dialog and click 'OK'
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COMODO Rescue Disk ? = >

Bootable CD/DVD or USBE Rescue Disk

The rescue disk ISO image is required to create a bootable disk.

1 Select ISO File {Optional)

%' J| If you have already downloaded the IS0 file, click here to choose it.
Otherwise it will be downloaded from the Internet.

Select Target Drive

Select where the rescue disk should be created e.g. a USE drive or a
writable CO/OVD drive.

COMODO select Target Drive ? X
Diik T}.I']J‘E
DA CD\DVD RW Drive

< E3, Removable Disk >
o | o

Step 3 - Burn the Rescue Disk
e Click 'Start'

+ Ifyou selected a local ISO in step 1 then burning will start immediately. If not, the ISO will be downloaded
from Comodo servers:
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COMODO ciient- Security 1 — X

- Install Required Packages

The feature requires installation of additional packages.

Downloading COMODO Rescue Disk...

After downloading, setup will burn the ISO to your target drive:

COMODO -rescue Disk o

Writing Rescue Disk 1SO image... 79%

«  Wait until the write process is complete - do not eject the CD/DVD/USB drive early. The CD/DVD/USB will
be ejected automatically once the burning process is finished.
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T

COMODO Rescue Disk >

A

COMODO Rescue Disk has been successfully created.

CONTINUE

Your bootable Comodo Rescue Disk is ready.
«  Click 'Continue' to go back to the CCS interface

9.2.Remove Deeply Hidden Malware

»  Click Tasks' > 'Advanced Tasks' > 'Clean Endpoint'

«  Comodo Cleaning Essentials (CCE) help users identify and remove malware and unsafe processes from
infected computers.

Major features include:

« KillSwitch - A system monitoring tool that lets you identify and terminate unsafe processes on your
computer.

« Malware scanner - Fully customizable scanner capable of unearthing and removing viruses, rootkits and
malicious registry keys hidden deep in your system.

+  Autorun Analyzer - Allows you to view and control the services and programs which are loaded when your
computer boots-up.

Run CCE from CCS interface
»  Click 'Tasks' > 'Advanced Tasks' > 'Clean Endpoint'

« Ifyou have already installed Comodo Cleaning Essentials, clicking 'Clean Endpoint' will open the CCE
interface directly.

« When you click 'Clean Endpoint' for the first time, CCS will download and install Comodo Cleaning
Essentials. After it is installed, clicking this tile in future will open the CCE interface.

Comodo Client Security User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 160



COMODO

Creating Trust Online®

SETTINGS

g Secure The virus signature database is NOT up-to-date

GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q

?; :\\I Create Rescue Disk
K@/ Create a bootable CD or USE Flash Drve to

= clean up heavily infected PC's,

COMODO cdiient - Security 11

i Install Required Packages

The feature requires installation of additional packages.

Package Name License Agreement Size

COMODO Cleaning Essentials View License Agreement TMB

By pressing “Agree and Install”, you agree with user license agreements for all the packages listed above.
AGREE AND INSTALL

«  Click 'View License Agreement' to read the license agreement
«  Click 'Agree and Install' to download and install the application.
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COMOD O dclient - Security 11 — e

Install Required Packages
- The feature requires installation of additional packages.

Installing COMODO Cleaning Essentials... 50 %

After installation, the Comodo Cleaning Essentials application will open:

COMODO

Cleaning Essentials Options  Tools + Help »

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious registry keys
hidden deep within vaur svstem.

Smart Scan Full Scan Custom Scan

12.0.06810

See http://help.comodo.com/topic-119-1-328-3525-The-Main-Interface.html if you'd like more information on
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using Comodo Cleaning Essentials.

5.3.Manage CCS Tasks

«  Click 'Tasks' > 'Advanced Tasks' > 'Open Task Manager'
«  Comodo Client Security can run several tasks simultaneously.
»  Forexample, virus scans and virus signature database updates can run concurrently.
»  The 'Task Manager' interface lets you view all currently running tasks.
Open the task manager
+  Click 'Tasks' on the CCS home screen
Click 'Advanced Tasks' > 'Open Task Manager'

COMODO client - Security 1

SETTINGS

@ Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS COMTAINMENT TASKS ADVAMCED TASKS

. *
Create Rescue Disk - Clean Endpoint
v

Create a bootable CD or USE Flash Drive to
: e . arcictant inferdic
clean up heavily infected PC's. persistent ir

-

% pen Task Manager View Active Processes
g: Open the t{lgk manager to view running security View the dets
tasks in pragress. computer
View L s Submit Fil
/:Jffg_ iew Logs "ﬁ'!‘.\ ubmit Files
COMOD O Task Manager ? o x

Running Tasks Elapsed Time Status Priority Action
Wirus Scan - Full Scan 00:00:37 (L Starting Background
Updater - Database Update 00:00:37 . Running (... Low mn
Rating Scan 00:00:20 # Running Low mn

CLOSE ERING TO FRONT ‘

A
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From the 'Task Manager' interface, you can: f
+ Reassign task priorities to the tasks
+ Pause, resume, or stop a running task
+ Bring a selected task to foreground
Reassign task priorities

The 'Priority' column show the level of resources committed to the task at run. A higher priority means the task runs
more smoothly, but consumes more system resources.

Change the priority of a task
+  Click the current priority and select the new one you want to assign:

COMOD O Task Manager ? U X
Running Tasks Elapsed Time Status Priority Action
Rating Scan 00:01:27 i Running Low
Wirus Scan - Full Scan 00:01:23 (L starting L
High
Updater - Database Update 00:01:23 ** Running (... Mormal
Low
Background

CLOSE BRING TO FRONT

Pause/resume or stop running tasks
Use the buttons in the action column to pause, resume or stop a process:

«  Click the 'Pause' button to temporarily stop a running task

COMODO r1ask Manager 7 4
Running Tasks Elapsed Time Status Priority Action
Wirus Scan - Full Scan 00:02:09 Il Paused MNormal
Virus Scan - CAinstall 00:01:58 {"* Running (.. Background O

»  Click the 'Resume’ button to restart a suspended task
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COMODQO rask Manager ? x

Running Tasks Elapsed Time  Status Priority Action

Virus Scan - Full Scan 00:02:09 Il Paused Normal O

»  Click the 'Stop' button to terminate a running task

COMODO rask Manager ? 4
Running Tasks Elapsed Time  Status Priority Action
Virus Scan - Full Scan 00:02:09 Il Paused MNormal O
Virus Scan - CAjinstall 00:01:58 Running g

Bring a running task to the foreground
- To view the progress of a background task, select the task and click 'Bring to Front'

COMODO rask manager ? O x
Running Tasks Elapsed Time  Status Priority Action
Rating Scan 00:04:00 i Running (.. MNormal
Virus Scan - Full Scan 00:03:55 & Starting Low
Updater - Database Update 00:03:54 ** Running (..  Background
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5.4.View CCS Logs

«  Click Tasks' > 'Advanced Tasks' > 'View Logs'
»  CCSlogs all events generated by the antivirus, firewall, HIPS, containment and other modules.
Open the log viewer

e C(lick 'Tasks' on the CCS home screen.

«  Click 'Advanced Tasks' then 'View Logs":

COMODO Cclient - Security 11 = x
SETTINGS
|| Secure | All systems are active and running
GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Cl\
- -* . 4
Create Rescue Disk Clean Endpoint
Create a bootable CO or USE Flash Drve to = Run COMODO Cleaning Essentials tool to clean
clean up heavily infected PC's. persistent infections.
1 ) . »
=—1 Open Task Manager = View Active Processes ’
g — Open the task manager to view running security ||I|| View the details of the processes active on this
tasks in progress computer

View Logs Submit Files

You can submit as many files as you wish to

View a record[lf security events, activity and _
COMODO for analysis.

alerts.

+  Alternatively, right-click on the CCS tray icon and select 'View Logs'.
The logs dashboard contains a summary of recorded events:
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co MO D O View Logs - Entire period ? o o x
SHOW | ™| »® O
Events Summary - F“:ﬁ:jb.i-'!;rgzte Open log file I::lea?i'rep — Refresh
A
SECURITY EVENTS PROTECTION
Infections prevented: 89
Unknown programs detected: 371
67.0% Suspicious activities blocked: 18

MNetwork activities blocked: 146

CLOUD LOOKUP OF UNKNOWN FILES

10.2% 14.9% Good files detected: T
- - Bad files detected: [
N Submitted files: 0

B Antivirus Events
B HIPS Events UPDATES
B Containment Events

) Last update: 5/31/2019 11:21:04 AM
B VirusScope Events
B Firewall Events Program version: 11.2.2.7373

CLOSE

A

«  Use the drop-down at top-left to view a specific type of log.

»  Open log file - Browse to and view a saved log file.

« Cleanup log file - Delete the selected event log

» Refresh - Reload the current list and show the latest logs
The following sections contain more details about each type of log:
'Logs per Module":

»  Antivirus

«  VirusScope

+ Firewall

« HIPS

« Containment
‘Other Logs":

» Device control

»  Autorun events

» Alerts displayed

» Tasks launched

« File List settings changes
» Vendors List changes

» Configuration changes
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+ Virtual Desktop events

5.4.1. Antivirus Logs
«  Click 'Tasks' > 'Advanced Tasks' > 'View Logs'
«  Select 'Antivirus Events' from the 'Show' drop-down
«  CCS documents all antivirus actions in extensive but easy to understand logs.

« Each log contains stats about scanned objects, the settings used for each task, and a history of actions
performed on individual files.

« Logs are also recorded for real-time protection events, antivirus database updates and more.
View the 'Antivirus' Logs

»  Click 'Tasks' on the CCS home screen

»  Click 'Advanced Tasks' > 'View Logs'

«  Alternatively, right-click on the CCS tray icon and select 'View Logs'
»  Select 'Antivirus Events' from the 'Show' drop-down:

COMODO view Logs - Entire period ? 7 o x
SHOW T [l - » =
4
Date & . Location Malware Mame Action Status Alert Activities 2
11/11/20... || CA\Suspicious File.. ApplicationWin32.Lle... Ignore Success Related alert
11/11/20... | | CASuspicious File... ApplicationWin32.Le... Quarantine Success Related alert
11/11/20... | ] CASuspicious File... ApplicationWin32.Le... Ignore Success Related alert
11/11/20... || C\Suspicious File.. ApplicationWin32.Le... Ignore Success Related alert

11/11/20... | ] C\Suspicious File.. ApplicationWin32.Le.. Quarantine Success

11/11/20... | | CA\Suspicious File... ApplicationWin32.Lle.. Quarantine Success

11/11/20... ] CA\Program Files .. Malware@#3ridye99.. Quarantine Success Related alert
11/11/20... | | CA\Program Files... Malware@#2nm567u... Quarantine Success Related alert
11/11,/20... |_| C\Program Files ... Malware@#1i04f6cqg... Quarantine Success Belated alert

CLOSE

« Date & Time - When the event occurred.

» Location - The installation path of the suspicious application

«  Malware Name - The malicious item that was detected

»  Action - How the malware was handled by CCS.

«  Status - Whether the action taken was a success or failure

« Alert - Click 'Related Alert' to view the notification generated by the event

Note: Alerts are only shown if 'Do not Show Antivirus Alerts' is disabled in 'Settings' > 'Antivirus' > 'Real-time Scan'.
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See Real-time Scan Settings for more details.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.

«  Cleanup log file - Delete the selected event log

» Refresh - Reload the current list and show the latest logs

»  Click any column header to sort the entries in ascending \ descending order

9.4.1.1. Filter Antivirus Logs

Filters allow you to view a specific sub-set of logs.
You can use the following types of filters:

»  Preset Time Filters

» Advanced Filters
Preset Time Filters:

»  Click 'Filter by Date and Time' to view logs for a specific time period:

COMODO view Logs - Today ? - m} *
SHOW T | [~ » O
4
Date & . Location Malware Mame > (No fiering) Activities
1 Within last : g} -
" Except last 1 N hour(s) =
@ Today
) Current week

1 Current month

= ‘Within the period of

» Nofiltering - Show every event logged since CCS was installed. If you have cleared the logs since
installation, this option shows all logs created since that clearance.

»  Within last - Show all logs from a certain point in the past until the present time.
»  Except last - Exclude all logs from a certain point in the past until the present time.
« Today - Show all events logged today, from 12:00 am to the current time.
»  Current Week - Show all events logged from the previous Sunday to today.
«  Current Month - Display all events logged from 1st of the current month to today.
«  Within the period of - Show logs between a custom date range.

You can also right-c