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1. Introduction to Comodo Client - Security
for Linux

Comodo Client Security for Linux (CCS) offers complete protection against viruses, worms and Trojan horses for
Linux based computers. The software is easy to setup and features real-time virus monitoring, full event logging,
scheduled scans and more.

»  Click 'Scan Now' on the summary screen to run a scan of your system
+ Drag files and folders into the scan box to check individual items

Features
« Detects, blocks and eliminates viruses from desktops and networks

«  Constantly protects with real-time and on-access scanning

+  Scheduler allows you to run scans at a time that suits you

+ Isolates suspicious files in quarantine preventing infection

Daily, automatic updates of virus definitions

+  Device control allows you to block access to unknown external storage devices

COMODO Client - Security For Linux

Antivirus a
Antivirus & On Access

The virus database has been updated on Thu Aug 23 10:02:10 2018
@ othreat(s) detected so Far

All systems are active
and running.

'f."; S5can Now

Drop files here to scan by virus scanner

Guide Structure
Click the links below to jump to the section that you need help with.
Introduction - An overview of Comodo Client - Security for Linux.

» Features

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| Al rights reserved. 4
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»  System Requirements
« Install Comodo Client - Security for Linux
» Start CCS for Linux
* Understand CCS Alerts
The Summary Screen - At-a-glance details of important settings, activity and other information.

Antivirus Tasks - Introduction - Run scans, configure settings, schedules, updates, scan profiles and more.

*  RunA Scan
» Update Virus Database
« Scheduled Scans
+ Quarantined Items
« Scan Profiles
»  Scanner Settings
* Real Time Scan
« Manual Scan
» Scheduled Scan
+ Exclusions
More Options - Introduction - Overall configuration of Comodo Client - Security and view logs.

» Preferences
« Language Settings
* Log Settings
» Connection Settings
» Update Settings
« External Device Control Settings
» Manage My Configurations
» Diagnostics
* View Antivirus Events
» Log Viewer Module
«  Antivirus Logs
+  Filter Antivirus Logs
« Device Control Logs
Filter Device Control Logs
»  Alerts Displayed Logs
»  Filter Alerts Displayed Logs
» Tasks Launched Logs
Filter Tasks Launched Logs
»  Configuration Changes Logs
 Filter Configuration Changes Logs
»  Browse Support Forums
* Help
+ About
Appendix 1 CCS for Linux How to... Tutorials
»  Scan your Computer for Viruses
*  View Antivirus Events
« Configure Database Updates

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| Al rights reserved. 5
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+  Quickly Set up Security Levels

« Change CCS Language Settings

* Run an Instant Antivirus Scan on Selected ltems
» Create a Scheduled Scans

» Restore Incorrectly Quarantined Item(s)

»  Switch off Automatic Antivirus Updates

«  Control External Device Accessibility

1.1.Features

»  Detects and eliminates viruses from desktops, laptops and servers

«  Cloud based scans mean you get the highest protection even if your database is outdated
+  Heuristic techniques identify previously unknown threats

»  Rootkit scanner identifies malware deeply hidden on you system

Daily, automatic updates of virus definitions

Built-in scheduler allows you to run scans at a time that suits you

«  Simple to use - install and forget while CCS protects you in the background

«  Control over access to external devices like USB sticks and external drives.

1.2.System Requirements
Supported Operating Systems
« Ubuntu 16.04.2 LTS x64 or higher

»  Debian 8.8 x64 or higher
» Red Hat Enterprise Linux Server 7 x64 or higher

Please note: The real-time or on-access antivirus scanning is not supported in Debian.

1.3.Install Comodo Client - Security for Linux

You can use Endpoint Manager (EM) to deploy Comodo Client Security (CCS) to your endpoints. You can purchase
EM as stand-alone application or as a part of the Comodo Dragon/C1 platforms.

This section covers how to:
»  Subscribe for Endpoint Manager
» Enroll users
+ Enroll devices

Subscribe for Endpoint Manager

You can purchase Endpoint Manager as stand-alone application or as part of the Dragon or Comodo One suite:
Dragon / C1
+ Dragon - Sign up for Dragon at https://platform.comodo.com/signup

«  Comodo One - Customers who already purchased Advanced Endpoint Protection (AEP) licenses from
Comodo or its resellers can sign-in to C1 at https://one.comodo.com/app/login

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| Al rights reserved. 6
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»  Use your username / password of your Comodo account created during purchase of AEP licenses
«  Set-up your C1 MSP / Enterprise account
«  After sign-up, login to the portal then click 'Applications > 'Endpoint Manager'.

Stand-alone Endpoint Manager

- Visit https://secure.comodo.com/home/purchase.php?pid=98&license=try for the trial version or
https://secure.comodo.com/home/purchase.php?pid=98 for the full version.

*  You can access your EM instance at the URL provided during setup.

Enroll Users

You must add users to Endpoint Manager before you can install CCS on your endpoints.
» Dragon MSP / C1 MSP customers - You can create multiple companies and enroll users to any of them.

« Dragon Enterprise / C1 Enterprise, and stand-alone Endpoint Manager customers - All users are
enrolled to the default company.

Add a user
«  Open Endpoint Manager
«  Click 'Users' > 'User List'
«  Click 'Create User'

or

«  Click the 'Add' button on the menu bar and choose 'Create User'.

-
Endpoint Manager = UserList e A &

DASHBOARD & Crpate User

2 % Enrcll Device
DEVICES [": ;-9+

Enroll Device},  Creapfliser
@ v

User List NAME

User Groups

=1 johnsmith

Role Management

The create user form will open:

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 7


https://secure.comodo.com/home/purchase.php?pid=98
https://secure.comodo.com/home/purchase.php?pid=98&license=try
https://secure.comodo.com/home/purchase.php?pid=98&license=try

Creating Trust Online®

Comodo Client - Security fo coMoDO

.-’/

Create New User »
User Hame*
Jahin

Email*

fiatlienag@gmail.com

Phone Mumber
wone Numbe
:(;IFIFI.'II'I}"
EStar Inc v
Assign Role
Users ¥

« User Name - Enter the login username of the user. They will appear under this name in the EM interface.
»  Email - Account and device activation mails will be sent to this address.

»  Phone Number - The contact number of the user.

«  Company - The organization to which you want to add the user.

*  Role

A'role' determines user permissions within the Endpoint Manager console itself. Endpoint Manager ships
with two default roles:

+  Administrator - Full privileges in the Endpoint Manager console. The permissions for this role are
not editable.

« User - In most cases, a user is simply an owner of a managed device. They should not require

access to the Endpoint Manager console. Under default settings, users cannot login to Endpoint
Manager.

+  Click "Submit' to add the user to Endpoint Manager.
A confirmation message is shown:

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| Al rights reserved. 8
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You have created «John= user

Email: fiatliena@gmail. com
Company: Star Inc.
Role: Users

Within a few minutes the user will get an email with instructions to proceed if his role
supports it.

»  Repeat the process to add more users.
«  New users are added to the 'Users' interface (click 'Users' > 'User List')

Tip: You can also bulk import users from a .csv file. See https://help.comodo.com/topic-399-1-786-12973-
Import-Users-from-a-CSV-File.html for more details.

Enroll Devices

The next step is to add user devices so you can manage them with Endpoint Manager.
Enroll devices
«  Click 'Users' > 'User List'
«  Select users for whom you want to enroll devices
Click the 'Enroll Device' button above the table
Or

»  Click the 'Add' button o on the menu bar and choose 'Enroll Device'.

8, 52

Create User  Manage Profiles

& Create User

MAME % Enroll Device

This starts step 1 of the device enrollment wizard:
Step 1 - Device Options

»  Current device - Enrolls the device you are currently using. You may disregard this option at this stage as
we are adding multiple devices with the 'Other device' option.

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| Al rights reserved. 9
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«  Other device - Add devices owned by the users you selected previously. Those users should already be
listed in the 'Specify User' box:

Enrollment Wizard @ Supporied Device Platforms ‘ @ Closs |

Select Device

) Installation Summary r:: Current device E- Other device

= . )
[ 4) Insta ation Instructions

Specify User

Create Mew Uiser

» You can add additional, existing users by simply typing their email address in the box. Endpoint Manager
will auto-suggest users that have already been created.

» Create New User - Click if you want to add a new user to Endpoint Manager. You cannot add devices
unless you have first added the users that own them.

»  Click 'Next' to proceed to step 2.

Step 2 - Enroliment Options

Enroliment Type

Applies to Windows, Mac and Linux devices.
«  Enroll and Protect - Installs both the communication client and the security client.
» Just Enroll - Installs only the communication client

Background. There are two types of client:

+  Communication Client - Connects the device to Endpoint Manager for central management. It is
mandatory to install this client.

«  Security Client - This is the security software. Depending on the operating system, it includes antivirus,
firewall, threat-containment, web-filtering, and more. It is optional to install this client.

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 10
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Enrollment Wizard | (D supported Device Piatforms | @ Ennolment Instruction 2 Cloze

Select Operating System of The Device

o Enrollment Oplions
_\'I wetalation CUETmany
fi’, r il Hmma .-
- 1 ‘
I:-_i} nstallation Instruction
Window vacls 05
1 <
L F
Andraad Mol Specified

Select Enrollment Type

TLDR - ‘Not specified’ only installs the communication client so the device can connect to Endpoint Manager. It does
not install the security client. Click one of the operating system tiles if you also want to install the security client.

Option 1 - Enroll + Protect - Single Operating System
»  Choose this if you want to deploy both communication and security clients

«  Click the Linux OS box. Please make sure all your target devices use this operating system.
«  The wizard will send enrollment mails which only contain download links for the Linux clients.

*  You can customize enrollment options as required. You can configure items such as enrollment type,
Linux OS version and device name.

« Note - Please uninstall any other antivirus products from target endpoints before proceeding. Failure to
do so could cause conflicts that mean CCS does not function correctly.

Option 2 - Enroll Only - Multiple Operating Systems

«  Choose this if you only want to deploy the communication client. If required, you can install the security
client later after enrolling the endpoint.

«  Click 'Devices' > 'Device List'

»  Select the target devices

+  Click the 'Install or Update Package' button > Choose 'Install Comodo Client — Security'.
Click 'Next' to skip to step 3 if you are happy with your choices thus far
OR

See the table below for more information about the options on this page

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 11
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Setting Description

Choose platform Select Linux OS version

«  Ubuntu / Debian (Hybrid Package)

e RHEL/ CentOS (Hybrid Package)

+  ‘Hybrid’ just means the package is suitable for both types of OS.

Device Name Options « Do Not Change - The device’s existing name is used to identify the
device in Endpoint Manager.

»  Change - Enter a new device name. Note - You can restore the
original name from the device list screen if required.

»  Click 'Next' to proceed to step 3

Step 3 - Installation Summary

Review your choices so far.

Enrollment Wizard (D Supported Device Platforms | | (D Enroliment Instruction 2 Clse
€ Device aptions R
Device Infarmation L

Enrollment Options _
o _@_ Enroliment h'pe .
° Installation Summary )

Opearating system

"'\-f-/ TR L Choose platfonm

Device Hame

«  Click ‘Back’ or 'Change Configuration' (top-right) to revise your choices.
»  Click 'Next' to proceed to step 4

Step 4 - Installation Instructions
The final step is to send out the enrollment emails to the device owners:

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 12
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Enrollment Wizard

a Device options
@ Encoliment options
o stallation Summany

o Installation Instructions

‘ (D Supported Device Platforms | (@ Enrpliment Instruction | ‘  Cuoss

Enrollment Link

htips:/herculespopular-msp. cmdm.comode.com/enroll/device! by/token, 88b3 7ac4d262eb45cl O

Send To Email

What's next?

"u"
[ L = T a——— i — Kon Dacka
:: Enrall Another Device =1 Goto Bulk Installation Packa
=2 =1

e

+ Send To Email - Click this to send enrollment mails to users with the settings you choose in steps 1 -
3.

o e
/i

=y —

=@

%

)

Ls)

Instruction email has been sent to selected user successful!

«  Enroll Another Device - Takes you back to step 1

« Go to Bulk Installation Package - Takes you to bulk installation package screen to configure and
enroll users in bulk. See 'Bulk Enroliment of Devices'

«  Click 'Finish' to close the window.

An example mail is shown below:

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| Al rights reserved.
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Dear Grey Pelican,

Congratulations, your Endpoint Manager account has been successfully created.
Please click the following link to activate your account and set up your password:

https://herculespopular-msp.cmdm.comodo.com/user/site/activate/username
[Grey+Pelican/key/499cdc1039e5fd03080347b55a7 76adca58c5c7 7

Sincerely, Endpoint Manager teamn.

The user experience is as follows:
» User opens the email on the Linux endpoint you want to enroll.
«  Click the enrollment link in the email to open the device enroliment page
«  Click the 'Download Linux Installer button:

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 14
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Welcome to Enrollment Wizard

In order to complete the connection of your device, follow the instruction below

Installer

{ Download Linux Installer

Installation Instruction

Step 1 Step 2
Run installer of Your device will be enrolled
Communication Client after and appears in Device List

download complete

You can install the communication client on the Linux device by completing the following:
1. Change installer mode to executable - enter the following command:
$ chmod +x {$installation file$}
2. Runinstaller with root privileges - enter the following command:
$ sudo ./{Sinstallation file$}
For example:
chmod +x itsm_cTjlw6gG_installer.run

sudo./itsm_cTjlw6gG_installer.run

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 15
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c1@c1-VirtualBox: ~/Downloads
cl@cl—VtrtualEDW'-S ls

km-8409.ini Pictures

T examplec desktop Music Publis

1-VirtualBox:~5% cd DOWﬁlOdd‘f

dgcl-VirtualBox:~/Do S 1s
itsm _cTjIwsgG_ 1nftallpr run
cl@cl-VirtualBox:~/DownloadsS chmod +x itsm_cTjIw6gG_installer.run
cl@cil-VirtualBox:~fDownleadsS sudo ./fitsm_cTjIws6gG_installer.run
[sudo] password for cl
Verifying archive integrity... All good.
Uncompressing Linux ITSM Agent 100%
systemd system
cTjIwegG
Created symlink from ,etLjqutemdijstemfmulti—user,target.wants;itﬁm,service to

Jetc/systemd/system/itsm.service

Your device is now enrolled!
Service started
ci1@cl-VirtualBox:~/Downloadss |}

»  After installation, the communication client will connect to the Endpoint Manager and enroll the device. The
EM communication client icon & appears at the top-right of the endpoint screen.

»  Protection is effective immediately after the computer restarts.
An Endpoint Manager (EM) security profile is applied to the device.

« Ifthe user is already associated with a configuration profile in EM, then those profiles will be applied to the
device. See Assign Configuration Profile(s) to User Devices and Assign Configuration Profiles to a
User Group for more details.

« Ifno profiles are defined for the user then the default Linux profile(s) will be applied to the device. See
Manage Default Profiles for more details.

The device can now be remotely managed from the EM console.

1.4.Start CCS for Linux

» Afterinstallation, Comodo Client Security (CCS) will load at computer start-up.

» Real-time protection and on-access scanning is automatically enabled, so you are protected immediately
after the restart.

»  You need to open the management interface to configure application settings.
There are three ways you can open the interface:

» Applications Menu

»  Desktop Menu

+ Dock Icon

Applications Menu

»  Click 'Applications' to view CCS product group icons:
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42plymouthjpg

The applications menu provides shortcuts to:
« Comodo Client Security — Double-click to start the application.
* Run Diagnostics
+ View Logs

Desktop Menu

»  Double-click the CCS icon in the desktop to start Comodo Client — Security.

v

COMODO Client -
Security For Linux

Dock icon

»  Double-click the CCS icon in the dock area to start Comodo Client - Security.
T Qo 1 B v 222Pm i
L
+  Right-click on the dock icon to access CCS options:

T 1 B o 243Pm 3
Antivirus Security Level >

Configuration >

Open...
Exit

See Real Time Scan and Manage My Configurations for more details.

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 17
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1.5.Understand CCS Alerts

«  Antivirus alerts inform you if a virus has been detected and provide options on how to handle the threat.

«  Alerts can also be used to instruct CCS on how it should behave in future when it encounters activities of
the same type.

Antivirus Alert

A malicious item has been

detected!
Name: Trojware. HTML.Iframe.x@286974125
Location: fhome/tester/Documents/test se...

More information: Unavailable

W How should | answer? J Clean ' lgnare =

Note: Real-time scans are not supported on Debian. Hence, antivirus alerts are not shown on Debian.

Answer an antivirus alert

»  Alerts are generated whenever malware is detected.
»  The alert contains the name of the virus, its location on your disk, and other information about the virus.
You can clean the threat or ignore it:

Antivirus Alert

A malicious item has been

detected!
Mame: TrojwWare. HTML.Iframe.x@286974125
Location: /home/tester/Documents/test se...

More information: Unavailable

@ How should | answer? ‘» Ignaore =

« Clean - Disinfects the file if a disinfection routine exists. If no routine exists then the file is moved to
Quarantined Items.

+ lIgnore - Dismisses the alert and allows the file to run. Only do this if you are 100% sure the file is safe.

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 18
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Antivirus Alert

A malicious item has been
detected!

Name: TrojwWare JS TrojanDownloader.A...

Location: /home/ftester/Documents/test se...

Maore information: Unavailable

& How should | answer? k3 Clean

Add to Exclusions

«  Two options are available if you select 'Ignore":

»  Once -The file is allowed to run this time only. The file will still be detected as a threat by future scans
and another alert shown.

- Add to Exclusions — Allow the file to run and create a permanent exception for the file. Future scans
will not flag the file as a threat nor raise an alert. The file is also added to the Exclusions list.

Antivirus Notification

»  You can configure the on-access scanner to automatically quarantine any threats it finds.

« Ifenabled, you will see a notification when CCS quarantines a file:

® COMODO Client - Security Alert

Malware@#13tm1ukrdwdg0
malware found and stopped
/homefcomodo/Downloads/2409fb21fe377Fi

‘Hide these alerts:

+  Hide these alerts — CCS will still quarantine the threat but will not show the notification.

2. The Summary Screen

«  The summary area is shown by default when you open the application
« It provides an at-a-glance summary of protection and update status

»  You can also run a virus scan with a single click from here.
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@ Antivirus E

A Antivirus @ On Access
4 The virus database has been updated on Fri May 10 13:35:17 19

@ 12 threat(s) detected so far

All systems are active
and running.

&) scan Now

Drop files here to scan by virus scanner

*  You can scan files and folders by simply dragging them onto the scan box.
The summary screen contains the following information:

1. System Status

The shield icon on the left shows your current protection level. There are three colors - yellow, green and
red

»  Yellow - Your security is at risk. For example, because you need to run a full scan, because the
database is outdated, or because the real-time scanner is switched off.
»  Green - All systems are active and running.
» Red - Serious security risks. For example, you have malware on your system.
2. Antivirus

Scanner status - Shows whether the 'always-on' virus monitor is active or not. Possible states are:

«  On Access: Real-time virus protection is enabled. All files you open or download are scanned
before they are allowed to open.

« Disabled: Real-time protection is switched off.
Click the status link to configure real-time protection.

See Scanner Settings for more help with this area.

Database Updates
»  The date when the virus database was last updated is shown as a link.
»  Click the link to run a database update.
«  See Update Virus Database for more details
Number of Detected Threats
»  The number of threats found in this session.
«  Click the number to view a list of threats detected. See Antivirus Events for more info on this
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screen.
Scan Now
»  Click the 'Scan Now' link to start a virus scan.
3. Scan Box

«  Drag any file, folder or drive into the box to run an instant virus scan on it.
«  The results screen has controls that let you deal with any identified threats.

3. Antivirus Tasks — Introduction

«  Click the 'Antivirus' tab on the CCS home-screen to open this interface.
»  The tasks screen lets you run on-demand virus scans and configure scanner settings.

* You can also set up a scan schedule, manage quarantined items, update the virus database, and create a
custom scan profile.

COMODO Client - Security for Linux

COMODO e Summary ‘ @ Antivirus e More

Client - Security

7 7
EJ Run a Scan .g; Update Virus Database

This section allows you to scan your This section allows you to check for
hard drive for malware, viruses and the latest virus database and
spyware. download the updates if any.

All systems are active ﬁ

and running. Scheduled Scans .‘i'l Quarantined Items

This section allows you to modify the Use this section to see and manage
scheduled virus scanning settings in the threats quarantined by the virus
order to have your PC periodically scanner.

scanned.

Scan Profiles w Scanner Settings

Use this section to add/remove new This section allows you to change the
scanning profiles which are used by advanced settings that affect how the
the virus scanner to determine the virus scanner works.

objects to be scanned.

Background — How antivirus scans work
1. Files on the host are checked against the local virus database and Comodo's master, cloud database.

»  Note — Realtime scans only use the local virus database.
2. Discovered malware is handled per the scanner settings. You can automatically quarantine threats, or have
an alert shown which lets you choose what to do with each threat.

3. Ifthe file's signature is not available in FLS, then the file is given an 'unknown' trust rating. Unknown files
are submitted to Valkyrie for analysis if so configured in the Endpoint Manager profile.

+  Valkyrie is Comodo's online file rating system. It tests the runtime behavior of unknown files in order to
identify those that are malicious.
» Note - You need to enable 'Enable Cloud Scanning' in settings to activate this feature.
4. Unknown files run normally until Valkyrie analysis is complete.

5. If Valkyrie finds that the file is malicious then it is added to the malware blacklist. CCS will flag the file as a
virus on the next scan.

Tip: The logs area contains a record of all virus events, tasks, scans and configuration changes. Click 'More' >
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'View Antivirus Events' to open it. See View Antivirus Events if you need help.

The following sections explain more about each task:
* RunaScan
« Update Virus Database
« Scheduled Scans
+ Quarantined ltems
»  Scan Profiles

»  Scanner Settings
3.1.Run a Scan

Click 'Antivirus' > 'Run a Scan'
- The'Runa Scan' area lets you launch an on-demand scan on an item of your choice.
« Theitem scanned can be anything you choose - your entire computer, a specific drive, or even a single file.

»  You can also scan a wide range of removable storage devices, including external hard-drives, USB sticks,
digital cameras and more.

Run an on-demand virus scan
«  Open Comodo Client Security
«  Click the 'Antivirus' tab
+  Click 'Run a Scan' in the antivirus tasks area

Please select an item to launch a scan:

Profile name | Profile type |
My Computer Predefined
Critical Areas Predefined

"NEEHY Custom Scan Profile

«» What do these settings do? Create New Scan] [ Scan ] [ Close

Choose one of the following options:
+ Profile name - A scan profile defines the folders, drives or areas that are covered by the scan.

CCS ships with two pre-defined scan profiles - 'My Computer' and 'Critical Areas'. These cannot be edited
or removed:

* My Computer - Scans every drive, folder and file on your system, including external connected
devices
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/
- Critical Areas - A targeted scan of important operating system files and folders.
»  Profile type - Shows whether the profile is predefined (created by Comodo) or user-defined.
« Create New Scan — Create your own custom scan of specific files, folders or drives.
Click 'Scan' after making your selection.

Custom Scan

You need to create a scan profile in order to run a custom scan. Once created, you can re-run the scan in future.
«  Open Comodo Client Security
«  Click the 'Antivirus' tab
+  Click the 'Run a Scan' box
«  Click 'Create New Scan'
+  Type a name for your new profile. For example, 'My External Drives'.
»  Click 'Add' to choose files, folders or drives you want to include in the profile
«  Click 'Apply". Your new profile will be listed in the 'Run a Scan' dialog
» Note - You can also create custom scan profiles in the scan profiles area.
»  Select your new profile in the list and click 'Scan'
+ Next, see:
« Scan progress and results
« Create a custom scan profile
* Instantly scan items

Tip: If you just want to scan on a file or folder, you can just drag it into the scan box in the 'Summary' area.

Scan progress and results

Before running the scan, Comodo Client Security will first check for AV database updates. If updates are available
they will be downloaded and installed.

Virus Database Update (90%) X

b
% Please wait while the virus database is being updated.
This might take a few minutes...

Finalizing...

PIIIIIIIIIIIIIIIIIIIY o
What do these settings do? ide
Mhat do ti t i Hid

The scan, based on the profile you selected, will begin immediately.

The progress dialog shows the profile name, the location that is currently being scanned, the start time and duration
of the scan, the total number of objects scanned so far, and the number of threats found:
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Scanning: My Computer

Scanning: My Computer

Status:  /snmap/gnome-3-28-1804/116/usr/lib...ules/module-rygel-media-server.so
) Objects Scanned: 4457 Start Time: Thu Apr 30 11:28:33 2020
4# Threats Found: o Duration: 00:00:16
¥ Show on top
What do these settings do? i, Pause Stop Scan:
«  Click 'Pause' to suspend the scan
+  Click 'Resume' to recommence the scan
+  Click 'Stop Scan' to abort the scan altogether.
Results are shown at the end of the scan:
Scanning: My Computer - Scan Completed - =

Scanning: My Computer

Status:  Scan Completed

& Objects Scanned: 271025
4# Threats Found: 12
® Show on top

&) What do these settings do?

Start Time: Thu Apr 30 11:28:33 2020

Duration: 00:20:39

»  Click the 'Results' button to see detailed file information.

«  The results window lists all threats discovered by the scan and provides controls which let you deal with the

them:
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COMODO Client - Security - Scan Results

' All Threat Name v Risk

' Malware@(#13tm1lukrdwdg0, #jgftBm0jxmvk, #13tmlukrdwdgo, ...) ws= High
J/homefelaine/Downloads/02ab39d5ef83ffd09e3774a67b783bfa345505d3cb86694c5b0f0c94980e5a28
J/home/elaine/Downloads/0636d8749ecb285c293dc533c9b7690bal7ac7902488bf39164129a12d54cl...
J/homefelaine/Downloads/0ffa%e646e881568c1f65055917547b04d89a8a2150af45faab6beb2733e7427
J/homefelaine/Downloads/2409fb21fe377f7el12dda392f26d7c93b7715239169d362dd907fed499ab38e9
J/homefelaine/Downloads/2409fb21fe377f7el12dda392f26d7c93b7715239169d362dd907fed99ab3Bea .
J/homefelaine/Downloads/2815c35a00c6abadc?2aa61b888cb144bc51458d08196794f15d06851d185...
/homefelaine/Suspicious files/02ab39d5ef83ffd09e3774a67b783bfa345505d3cbB6694c5b0f0c94980e...
J/home/elaine/Suspicious files/0636d8749ecb285¢293dc533c9b7690bal7ac7902488bf39164129a312d...
fhome/elaine/Suspicious files/0ffa9e646e881568c1f65055917547b04d89a8a2150af45faa66beb2733. ..
J/home/elaine/Suspicious files/2409fb21fe377f7212dda392f26d7c93b7715239169d362dd907fed99ab...
Jhome/elaine/Suspicious files/2409fb21fe377f7e12dda392f26d7c93b7715239169d362dd907fe499ab...
J/homefelaine/Suspicious files/2815c35a00c6abadc223ab1b888cb144bc51458d08196794f15d06851d...

RYLENEE YRR R R RN

¥ What do these settings do? Save Results Clean l [ Ignore vl [ Close

«  Click the 'Threat Name' column header to sort results in alphabetical order
+  Click the 'Risk' column header to sort results by risk level

«  Select 'All'if you want to apply 'Clean’ or 'lgnore' actions to every threat.

+ Save Results - Click the link to store the scan results as a text file.

« Clean - If a disinfection routine exists, CCS will remove the infection and retain the original file. If no
disinfection routine exists, CCS will move the file to Quarantine.

+ Ignore - Two options:

«  Once - The file is removed from the threat results. The file isn't, however, added to the list of
exclusions. The file will be detected as a threat again by the next scan.

« Add to Exclusions - The file is moved to the Exclusions list. CCS will skip this file in future scans and
not consider it to be a threat.

Create a Scan Profile
'Scan Profiles' let you set up custom scans on specific areas on your system. Scan profiles can be run on-demand at
any time.

»  Open Comodo Client Security

«  Click the 'Antivirus' tab > Click 'Run a Scan'

«  C(lick 'Create New Scan'
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Please select an item to launch a scan:

Profile name Profile type

My Computer Predefined

Critical Areas Predefined

% What do these settings do?

(| Create New Scan ]
I il

Scan Profile x

Scan H Close ]

MName:
| |
List of items to be scanned:
Path |
remor
¥ What do these settings do? [ Apply l [ Cancel

»  Name - Enter a label for the scan profile.
»  Click 'Add' to select the items you wish to include in the scan
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Please drag and drop your selection in the Selected items section x

Add new item

| )

Existing items Selected items
| Name |Size |Type [B
=- B ¢ Drive
&8 bin Folder
& B9 boot Folder
& B cdrom Folder
E- [ dev Folder
& etc Folder
& B home Folder
&-B8 lib Folder
&8 lib32 Folder
&-FH lib6a Folder | |
Bl libx32 Folder
-9 lost+found Folder
E- B media Folder
E- B mnt Folder
-9 opt Folder
& B9 proc Folder |
E- ¥ root Folder
- run Folder @
chin Cnld
1 - | (1]
& What do these settings do? Apply ] [ Cancel

You can add items in two ways:

«  Manually enter the path in the 'Add new item' field and click the '+' button
» Drag and drop the files, folders and/or drives you require from the left pane to the right pane.
»  Repeat the process to select multiple items

»  Click 'Apply'
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Scan Profile x

Name:
|‘u'u'ieeklyr Custom Scan Profile ]
List of items to be scanned:
Path
[)
..... fhnme,."
remor
& What do these settings do? [ Apply l [ Cancel

«  Click 'Apply" in the scan profile dialog

Please select an item to launch a scan:

Profile name | Profile type |
My Computer Predefined
Critical Areas Predefined

"u'l.l‘u=ﬂ=_-lccl1j|r Custom Scan Profile

«» What do these settings do? [Create New Scan] [ Scan ] [ Close

You can also create profiles in the Scan Profiles area (open CCS > 'Antivirus' tab > 'Scan Profiles’).

Instantly scan objects

+ Drag items into the scan box on the summary screen.

+  You can drag virtually any type of item - files, folders, photos, applications or drives.
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COMODO Client - Security For Linux

COMODO f@ Summary a Antivirus e

Clisnt - Secufity

Antivirus & On Access
The virus database has been updated on Mon Aug 27 08:23:09 2018

] 2 threat(s) detected so Far

e Scan Now

Drop files here ko scan by virus scanner

3.2.Update Virus Database

Click 'Antivirus' > 'Update Virus Database'
The virus database must be kept up-to-date to ensure your system is constantly protected against threats.
There are two ways to download updates from Comodo's servers:
» Download update manually
» Download update automatically
Manually check for and download the latest updates
«  Open Comodo Client Security
«  Click the 'Antivirus' tab
+  Click 'Update Virus Database' on the tasks screen

Note: You must be connected to internet to download the updates.

The following notifications are shown during the update process:

Virus Database Update (90%) *

.‘.'1.!
¥ Please wait while the virus database is being updated.
This might take a few minutes...

Finalizing...

VIIIIIIII I I I I 77777777/
& What do these settings do?
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The following notification will appear when the update process is complete:

_ﬂ The virus signature database is up-to-date.

@ What do these settings do? | Close

When infected or possibly infected files are found, if the anti-virus database has been not updated for a critically long
time, or your computer has not been scanned for a long time, the main window of Comodo Client - Security
recommends a course of action and gives a supporting explanation.

Automatic updates

« By default, CCS is set to automatically check for and download updates from the Comodo servers before
commencing a scan of any type.

»  You can configure CCS to download updates on a per-scanner basis in 'Scanner Settings'. See Real Time
Scan, Manual Scan and Scheduled Scan for more details.

«  'Manual Scanning' refers to ‘on demand' scans carried out on items when, for instance, they are dragged in
the scan box or the Comodo dock icon.

3.3.Scheduled Scans

Click 'Antivirus' > 'Scheduled Scans'
+  The highly customizable scheduler lets you timetable virus scans according to your preference.

* You can schedule a scan of your entire computer or specific areas. You can create an unlimited number of
schedules.

* You can run scans at daily, weekly, monthly or custom intervals.

»  Managed endpoints — scheduled scans should be configured in an Endpoint Manager profile.

«  Click 'Antivirus' > 'Scanner Settings' > 'Scheduled Scanning' to configure general settings for scheduled
scans.

See the following help to create a schedule in CCS:

» Create a scheduled scan

+ Edit a pre-scheduled scan

« Cancel a pre-scheduled scan
Create a scheduled scan

»  Open Comodo Client Security

«  Click the 'Antivirus' tab

+  Click 'Scheduled Scans' in antivirus tasks
«  Click 'Add' to create a new schedule:
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/

Scheduled Scans x

Schedule Name | Add...
- Weekly Virus Scanning
Weekly custom scan schedule Edit...
Remove
What do these settings do? [ Apply ] [ Cancel

+  Configure your schedule in the following settings screen:

MName:

[

Profile:

My Computer M
Days of the week:

% Monday

X Tuesday

% Wednesday

% Thursday

% Friday

X Saturday

X Sunday

Start time: 12:00AM = |

-

LApply || cancel

«  Name - Enter a label for the new schedule. E.g. 'Daily scan of external devices'

«  Profile — The profile determines which areas of your computer are scanned. 'Full Scan' and 'Quick
Scan' are the default options. You can also create your own profile of specific targets.

»  See Scan Profiles for help to create a custom scan profile.
» Days of the week — Select the weekdays the scan should run.
- Start time — Select the time the scan should start on the specified weekdays
«  Click 'Apply".
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Scheduled Scans x

Schedule Name | Add...
- Weekly Virus Scanning
Weekly custom scan schedule Edit...
Remove
What do these settings do? Apply ] [ Cancel

» Repeat the process to create more scan schedules.
Edit a scheduled scan
+  Select the schedule from the list
»  Click 'Edit'in the 'Scheduled Scans' setting panel
Edit the necessary fields in the 'Scan Schedule' panel
«  Click 'Apply".
Remove a scheduled scan
«  Select the scan schedule profile you wish to cancel
«  Click 'Remove'.

3.4.Quarantined ltems

Click the 'Antivirus' tab > 'Quarantined ltems'
» Quarantine is an encrypted holding area for threats detected by the antivirus scanner
» Quarantined files cannot be executed, so they present no danger to your computer or data

+ You can analyze the trustworthiness of these items and take actions like permanently remove them from
your computer or restore them to their original location.

The quarantine interface lets you:
» View quarantined items
« Manually quarantine files
+ Delete quarantined items from your computer
» Restore a quarantined item
» Delete all quarantined items
View quarantined items
«  Open Comodo Client Security
«  Click the 'Antivirus' tab
+  Click 'Quarantined ltems'
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Quarantined Items X

| Item | Location | Date/Time | Add...
-~ Malware@#vigyaoklh7gw  /home/elaine/Downloads/02ab39d5ef... Thu Apr 30 11:59:41 2020
- Malware@#vigyaoklh7gw  /home/elaine/Suspicious files/02ab39... Thu Apr 30 11:59:45 2020 Delete
- Malware@#jgft8mojxmvk  /home/elaine/Downloads/0636d8749e... Thu Apr 30 11:59:42 2020
- Malware@#jgftBmOjxmvk  fhomejelaine/Suspicious files/0636d8... Thu Apr 30 11:59:46 2020 Restore

Malware@# 3fxgBe8df3its fhomefelaine/Downloads/2815c35a00... Thu Apr 30 11:59:45 2020
- Malware@#3fxg8e8df3its  /home/elaine/Suspicious files/2815c¢3... Thu Apr 30 11:59:47 2020

- Malware@#3bqdivs83Iryf  fhome/elaine/Downloads/0ffade646e8... Thu Apr 30 11:59:43 2020 glear
- Malware@#3bqdlv383Iryf  /homejelaine/Suspicious files/0ffade6... Thu Apr 30 11:59:46 2020
-Malware@#13tmlukrdwdg0 fhome/elaine/Downloads/2409fb21fe... Thu Apr 30 11:59:43 2020

- Malware@#13tmlukrdwdg0 /homejelaine/Downloads/2409fb21fe... Thu Apr 30 11:59:44 2020

- Malware@#13tm1lukrdwdg0 /homejelaine/Suspicious files/2409fb2... Thu Apr 30 11:59:46 2020

- Malware@#13tmlukrdwdg0 /home/elaine/Suspicious files/2409fb2... Thu Apr 30 11:59:46 2020

What do these settings do? Refresh l [ Close

+ ltem - The application or process that was quarantined
+ Location - Path of the malicious item
- Date/Time - Date and time when the item was moved to quarantine.

Manually add files to quarantine

You can quarantine items that you suspect are malicious but were not detected by the scanner.
«  Open Comodo Client Security
+  Click 'Antivirus' > 'Quarantined Items'
+  Click '‘Add'
«  Browse to the file you want to quarantine and click 'Open’

Delete quarantined items from your system

»  Open Comodo Client Security
+  Click 'Antivirus' > 'Quarantined Items'
«  Select the item and click 'Delete'.
This deletes the file from your computer permanently.

Restore a quarantined item to its original location

«  Open Comodo Client Security
«  Click 'Antivirus' > '‘Quarantined Items'
«  Select the items to be moved back to their original locations and click the 'Restore'
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Add...

Location Date/Time

Malware@#vigyaokih7gw fhomefelaine/Downloads/02ab39d5ef... Thu Apr 30 11:59:41 2020 |
Malware@#vigyaoklh7gw fhome/elaine/Suspicious files/02ab39... Thu Apr 30 11:59:45 2020
Malware@#jgftBm0jxmvk fhomefelaine/Downloads/0636d874%e... Thu Apr 30 11:59:42 2020
Malware@#jgft8m0jxmvk /homefelaine/Suspicious files/0636d8... Thu Apr 30 11:59:46 2020 |
Malware@# 3fxg8e8df3its fhomefelaine/Downloads/2815¢35a00... Thu Apr 30 11:59:45 2020
Malware@# 3fxg8e8df3its fhomefelaine/Suspicious files/2815c3... Thu Apr 30 11:59:47 2020/
Malware@#3bqdIvs83Iryf  fhomefelaine/Downloads/0ffad9e646e8... Thu Apr 30 11:59:43 2030
Malware@#3bqdlv583Iryf  fhome/elaine/Suspicious files/0ffades...
- Malware@#13tmlukrdwdg0 /home/elaine/Downloads/2409fb21fe...
Malware@#13tmlukrdwdg0 fhomefelaine/Downloads/2409fb21fe...
Malware@#13tmlukrdwdgd fhome/elaine/Suspicious files/2409fb2... Thu Apr 30 11:5#:

Restore

o _

Clear

COMODO Client - Security

@ Would you like to add these files to your excluded files too?

O || @ |

You will be asked if you want to add the item to the Scan Exclusions list:

« 'Yes'- The file is restored to its original location. It is not flagged as dangerous nor quarantined by future
antivirus scans. You can manage excluded items in the Scanner Settings interface (‘Antivirus' > 'Scanner
Settings' > 'Exclusions'). See Exclusions for more details.

« 'No'- The file is restored to its original location. If the file contains malware it will be re-quarantined by the
next antivirus scan.

Permanently delete all quarantined items

«  Open Comodo Client Security
e Click 'Antivirus' > 'Quarantined ltems'
e Click 'Clear".

This deletes all quarantined items permanently.
3.5.Scan Profiles

«  Scan profiles let you choose specific folders, drives or areas to scan. Once saved, you can apply a scan
profile to a scheduled or on-demand scan.

+ You can create as many custom scan profiles as you want

+ Note: Managed endpoints — scan profiles should be configured in the Endpoint Manager profile.
Open the Scan Profiles interface

«  Open Comodo Client Security

+  Click the 'Antivirus' tab

+  Click "Scan Profiles'

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 34



COMODO

Creating Trust Online®

 scan Profiles

Profile Name Profile type Add...
Critical Areas Predefined Edit
My Computer Predefined
Remove
@ What do these settings do? Apply || Cancel

CCS has two default profiles: 'Critical Areas' and 'My Computer'. These two profiles are predefined and cannot be
edited or removed.

« My Computer - Scans every local drive, folder and file on your system.

« Critical Areas - A targeted scan of important operating system files and folders.
The following sections explain how to:

» Create a scan profile

- Edit a scan profile

« Remove a custom scan profile
Create a new scan profile

«  Click 'Scan Profiles' in the 'Antivirus' tasks interface.

+  Click 'Add". The 'Scan Profile’ dialog appears:
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Scan Profile x

Name:
|‘u'u'ieeklyr Custom Scan Profile ]
List of items to be scanned:
Path
[)
..... j'hnmef
remor
& What do these settings do? [ Apply H Cancel

»  Name - Enter a label for the scan profile.
«  Click 'Add' to select the items you want to include in the scan.

Please drag and drop your selection in the Selected items section X

Add new item |

| L+ ]

Existing items Selected items |
. 1

| Name |5ize |Type |=4

=- = Drive
B--FA bin Folder |
- boot Folder |
- [ cdrom Folder |
- B dev Folder |
B etc Folder |
- home Folder |
&9 lib Folder | = '
-9 lib32 Folder | ; '
@ [ lib64 Folder | <-
-8 libx32 Folder
- #9 lost+found Folder
& [ media Folder
& [ mnt Folder
- opt Folder
- [ proc Folder
- [ root Folder —
B [ run Folder 'T;
[il.. Al ehin Ealdae

(4] | )

¥§ What do these settings do? Apply Cancel

There are two ways to add scan locations:
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«  Manually enter the path in the 'Add new item' field. Click '+' to add the item.
« Drag and drop items from the left pane to the right pane. You can also use the arrow buttons.

«  Click 'Apply".
»  Repeat the process to add more items.
«  Click 'Apply"in the scan profile dialog
The new profile will be available in the 'Run a Scan' panel:

™ Scan Profiles

Profile Name | Profile type [ Add...
Critical Areas Predefined Edit
My Computer Predefined

@ What do these settings do? | Apply || Cancel

It is also available for selection during a scheduled scan. See Scheduled Scans for more details.

Scan Schedule

Mame:

Profile:

My Computer
Critical Areas

Custom Profile

uesday
® Wednesday

X Thurs
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Edit a custom scan profile

« Open Comodo Client Security
«  Click the 'Antivirus' tab
«  Click 'Scan Profiles'

»  Select the profile you want to update from the list and click 'Edit". The procedure to update a scan profile is
the same as adding a profile (explained above).

Remove custom scan profiles
+  Open Comodo Client Security

+  Click the 'Antivirus' tab
«  Click 'Scan Profiles'
«  Select the profile you want to remove from the list and click 'Remove'
Note: You cannot delete predefined scan profiles ('Critical Areas' and 'My Computer).

3.6.Scanner Settings

Click 'Antivirus' > 'Scanner Settings'
The settings area lets you configure real-time scans, manual scans, scheduled scans and exclusions.

»  The settings you implement here will apply to all future scans of that type.

- ltems added to 'Exclusions' are omitted from all types of scan

« Note: Managed endpoints — scanner settings should be configured in an Endpoint Manager profile.
Open scanner settings

»  Open Comodo Client Security

«  Click the 'Antivirus' tab

»  Click 'Scanner Settings'
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Virus Scanner Settings x

Real Time Scanning |_Ma_nu_al Scar!nipg_] Scheduled Scanning ] Exclusions ]

Real-Time Scanning

C> On Access
- Real-time scanner is enabled
- Everything is scanned on-access
- Threats are going to be detected before
they can do any harm
Disabled
Detection

® Automatically update virus database
X Automatically quarantine threats found during scanning
Show notification messages

Heuristics Scanning Leve| Low -
Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

¥ What do these settings do? oK ] [ Cancel

Antivirus settings are broken down into the following areas:
» Real Time Scan - Configure the 'always-on' virus monitor

e Manual Scan - Configure on-demand scans
»  Scheduled Scan - Configure a scan schedule

» Exclusions - View and manage items which will be skipped by virus scans.

3.6.1. Real Time Scan

Click 'Antivirus' > 'Scanner Settings' > 'Real Time Scanning'

- The real-time scanner is the "always on' virus monitor which runs in the background, checking files when
they are opened, copied or downloaded.

«  The real-time scanning area lets you enable or disable the scanner and configure scan options. We highly
recommend you keep the real-time scanner active at all times.

» Note: Managed endpoints — scanner settings should be configured in an Endpoint Manager profile.
Configure real time scan settings

»  Open Comodo Client Security
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e Click 'Antivirus'

+  Click "Scanner Settings' > 'Real Time Scanning'":

Virus Scanner Settings x

Real Time Scanning | Manual Scan.nirjg.] Scheduled Scanning ] Exclusions ]

Real-Time Scanning

(> On Access
- Real-time scanner is enabled
- Everything is scanned on-access
- Threats are going to be detected before
they can do any harm
Disabled
Detection

® Automatically update virus database
¥ Automatically quarantine threats found during scanning
Show notification messages

Heuristics Scanning Leve| Low -

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

& What do these settings do? OK ] [ Cancel

Real-Time Scanning
»  Use the slider to activate or deactivate the real-time virus monitor:

« OnAccess - Any file opened is scanned before it is allowed to run.
« Disabled - Switches the real-time scanner off.

Please note: Real-time scanning is not supported on Debian. This feature is not available on Debian.

Detection Settings
« Automatically update virus database - CCS checks for and downloads the latest database at system
start-up and regular intervals thereafter (Default = Enabled).
However, some people like to have control over what gets downloaded and when it gets downloaded

Automatic updates may be inconvenient if you have a slower connection, or have many downloads going at
the same time. Network admins may not want automatic downloads because they take up to much
bandwidth during the day.

If you disable this option then you need to periodically select 'Update Virus Database'.
«  Automatically quarantine threats found during scanning - Whether or not CCS should automatically
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take action against malware found by the scan. (Default = Enabled).

« Enabled = CCS moves detected malware into an encrypted holding area known as 'quarantine’.
Files in quarantine cannot run and pose no threat to your system.

+  Click 'Antivirus' > 'Quarantined Items' to review quarantined files. You can restore items to
their original location or permanently delete them.

« Disabled = CCS shows an alert when a malware is found, with its details. You can choose to clean
the malware or to ignore the alert.

»  See Understand CCS Alerts for more details.

- Show notification messages — Alerts appear at the bottom-right of the screen whenever malware is found
and moved to quarantine. Available only if '‘Automatically quarantine threats found during scanning' is
enabled. (Default = Disabled).

» Heuristics Scanning Level - Heuristics is a technology that analyzes a file to see if it contains code typical
of a virus. It is about detecting 'virus-like' attributes rather than looking for a signature which exactly
matches a signature on the blacklist. This allows CCS to detect brand new viruses even that are not in the
current virus database.

The drop-down menu lets you select a sensitivity level. The sensitivity level determines how likely it is that
heuristics will decide a file is malware:

- Off - Disable heuristic scanning. This means that virus scans only use the 'traditional’ virus
database to determine whether or not a file is malicious.

» Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts. Despite
the name, this setting combines a very high level of protection with a low rate of false positives.
Comodo recommends this setting for most users. (Defaulf)

»  Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a
corresponding rise in the possibility of false positives.

+ High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more
false positives.

« Do not scan files larger than - Specify the largest file size that the antivirus should scan. CCS will not
scan files bigger than the size specified here (Default = 20 MB).

«  Keep an alert on the screen for - Specify the length of time that virus alerts should stay on the
screen. (Default = 120 seconds).

«  Click 'OK' to apply your changes.

3.6.2. Manual Scan

Click 'Antivirus' > 'Scanner Settings' > 'Manual Scanning'.
+ Note: Managed endpoints — scanner settings should be configured in an Endpoint Manager profile.

The options you set here will apply to all on-demand scans on your computer. For example, these settings will be
used when:

»  You click 'Scan Now' on the home screen then run a full or quick scan
*  You scan an item by dragging it into the scan-box on the home screen
»  You scan afile in the 'Run A Scan' from the 'Antivirus' menu

Configure manual scan settings

«  Open Comodo Client Security
«  Click 'Antivirus'

Click "Scanner Settings' > 'Manual Scanning":
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Virus Scanner Settings x

Real Time Scanning Scheduled Scanning | Exclusions

Detection

X Scan archive files (e.g. *.zip. *.rar)
® Automatically update virus database before scanning
Enable cloud scanning

Heuristics Scanning Level Low -

Do not scan files larger than (MB) 20

What do these settings do? oK ] [ Cancel

»  Scan archive files - The scan will include compressed file formats such as .ZIP and .RAR files.
Supported formats include RAR, WIinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives (Default =
Enabled).

+ Automatically update virus database before scanning - Check for and download the latest virus
signature database prior to running a scan (Default = Enabled).

« Enable cloud scanning - Improves scan accuracy by augmenting the local scan with an online look-
up of Comodo's latest virus database. Cloud Scanning means CCS can detect the latest malware even
if your database is out-dated (Default = Disabled).

« Note — This setting needs to be enabled if you want to submit unknown files to Valkyrie for
analysis. Valkyrie is configured in an Endpoint Manager profile.

» Heuristics Scanning Level - Heuristics is a technology that analyzes a file to see if it contains code typical
of a virus. It is about detecting 'virus-like' attributes rather than looking for a signature which exactly
matches a signature on the blacklist. This allows CCS to detect brand new viruses even that are not in the
virus database.

The drop-down menu lets you select a sensitivity level. The sensitivity level determines how likely it is that
heuristics will decide a file is malware:

«  Off - Disable heuristic scanning. This means that virus scans only uses the 'traditional' virus
signature database to determine whether or not a file is malicious.

» Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts. Despite
the name, this setting combines a very high level of protection with a low rate of false positives.
Comodo recommends this setting for most users (Defaulf).

*  Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a
corresponding rise in the possibility of false positives.

» High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more
false positives.

- Do not scan files larger than - Specify the largest file size that the antivirus should scan. CCS will not
scan files bigger than the size specified here (Default = 20 MB).

+  Click 'OK" to apply your changes.
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3.6.3. Scheduled Scan

Click 'Antivirus' > 'Scanner Settings' > 'Scheduled Scanning'

The options you set in the 'Scheduled Scanning' tab will apply to all your scheduled scans. See Scheduled Scans
for help to actually create a scan schedule.

«  Note: Managed endpoints — scanner settings should be configured in an Endpoint Manager profile.
Configure schedule scan settings

«  Open Comodo Client Security

+  Click 'Antivirus' > 'Scanner Settings'

+  Click "Scheduled Scanning":

Virus Scanner Settings x

Real Time Scanning ]_Ma_nu_al Scanning Scheduled Scanning | Exclusions ]

Detection

% Scan archive files (e.g. *.zip, *.rar)

Automatically quarantine threats found during scanning
X Automatically update virus database before scanning
¥ Show scanning progress

Enable cloud scanning

Heuristics Scanning Leve| Low -

Do not scan files larger than (MB) 20

¥ What do these settings do? QK ] [ Cancel

The detection settings are as follows:

«  Scan archive files - The scan will include compressed file formats such as .ZIP and .RAR files.
Supported formats include RAR, WIinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives. (Default =
Enabled).

« Automatically quarantine threats found during scanning - Whether or not CCS should
automatically take action against malware found by the scan. (Default = Disabled)

« Enabled = CCS moves detected malware into an encrypted holding area known as 'quarantine’.
Files in quarantine cannot run and pose no threat to your system.

«  Click 'Antivirus' > 'Quarantined Items' to review quarantined files. You can restore items to
their original location or permanently delete them.

« Disabled = CCS shows a results screen at the end of the scan. The results screen lists all threats
discovered by the scan and provides controls for you to deal with them. See Scan Progress and
Results screen in Run a Scan for more details.

- Automatically update virus database before scanning - Check for and download the latest virus
database prior to running a scan. (Default = Enabled).

«  Show scanning progress — A progress bar is shown on start of a scheduled scan. Clear this box if
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you do not want to see the scan progress status. (Default = Enabled).

» Enable cloud scanning - Improves scan accuracy by augmenting the local scan with an online look-
up of Comodo's latest virus database. Cloud Scanning means CCS can detect the latest malware even
if your virus database is out-dated. (Default = Enabled).

» Note - This setting needs to be enabled if you want to submit unknown files to Valkyrie for
analysis. Valkyrie is configured in an Endpoint Manager profile.

» Heuristics Scanning Level - Heuristics is a technology that analyzes a file to see if it contains code typical
of a virus. It is about detecting 'virus-like' attributes rather than looking for a signature which exactly
matches a signature on the blacklist. This allows CCS to detect brand new viruses even that are not in the
virus database.

The drop-down menu lets you select a sensitivity level. The sensitivity level determines how likely it is that
heuristics will decide a file is malware:

- Off - Disable heuristic scanning. This means that virus scans only uses the 'traditional' virus
signature database to determine whether or not a file is malicious.

« Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts. Despite
the name, this setting combines a very high level of protection with a low rate of false positives.
Comodo recommends this setting for most users. (Defaulf)

»  Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a
corresponding rise in the possibility of false positives.

+ High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more
false positives.

« Do not scan files larger than - Specify the largest file size that the antivirus should scan. CCS will not
scan files bigger than the size specified here. (Default = 20 MB).

«  Click 'OK"to apply your changes.

3.6.4. Exclusions

Click 'Antivirus' > 'Scanner Settings' > 'Exclusions'
«  The exclusions area shows files and paths that you have chosen to skip during virus scans.

»  CCS will not generate an alert for an excluded item, even if the item is rated as malicious in the global
blacklist.

» ltems may have been added to this list because you selected 'Ignore' at the scan results window, or
because you added them to exclusions at an alert.

»  Use this interface to add or remove exceptions.

«  Note: Managed endpoints — scanner settings should be configured in an Endpoint Manager profile.

Add scan exclusions
+  Open Comodo Client Security
e Click 'Antivirus'

+  Click "Scanner Settings' > 'Exclusions":
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Virus Scanner Settings x
_ Real Time Scanning | Manual Scanning | Scheduled Scanning C- E*C'US‘WE)
Exclusions
Jopt/COMODOJCCS/*
Remove
@ What do these settings do? oK ] [ Cancel

»  Click the 'Add' button.
«  There are two ways to choose the application that you want to exclude:

Virus Scanner Settings X

 Real Time Scanning | Manual Scanning | Scheduled Scanning | Exclusions

Exclusions
Jopt/COMODOJCCS/*

Browse Files...
Browse Running Processes

» Browse Files... - Browse to the file you want to exclude.

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 45



COMODO

Creating Trust Online®

Please drag and drop your selection in the Selected items section x

Add new item

| )

Existing items Selected items
| Name |Size |Type [B
=- B ¢ Drive
&8 bin Folder
& B9 boot Folder
& B cdrom Folder
E- [ dev Folder
& etc Folder
& B home Folder
&-B8 lib Folder
&8 lib32 Folder
&-FH lib6a Folder | |
Bl libx32 Folder
-9 lost+found Folder
E- B media Folder
E- B mnt Folder
-9 opt Folder
& B9 proc Folder |
E- ¥ root Folder
- run Folder @
chin Cnld
1 - | (1]
& What do these settings do? Apply ] [ Cancel

«  Browse Running Processes - Choose the target application from a list of processes running on your PC.
The parent file of the process is added to exclusions.
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Application | PID | PPID [« ]
=3 (init) ‘0 0
E- 3 (systemd) 1 0
-] (wpa_supplicant) 462 1
-] (whoopsie) 841 1 B
-] (upowerd) 1052 1
-3 (unattended-upgr) 717 1
-] (udisksd) 471 1
[ (systemd-udevd) 308 1
-3 (systemd-timesyn) 391 1
[ (systemd-resolve) 393 1
-~ (systemd-logind) 451 1
-~ (systemd-journal) 281 1
- (systemd) 1494 1
- (xdg-permission-) 1690 1494
- (xdg-document-po) 1677 1494
- (xdg-desktop-por) 1673 1494
- (xdg-desktop-por) 1706 1494
-3 ((sd-pam)) 1497 1494
- (pulseaudio) 1515 1494
- (ibus-x11) 1820 1494
-7 (ibus-portal) 1833 1494
-~ lgvfs-udisks2-vo) 1779 1494
-3 (gvfs-mtp-volume) 1788 1494
- (gvfs-gphoto2-vo) 1811 1494
~J (gvfs-goa-volume) 1797 1494 -
-~ lgvfsd-metadata) 2207 1494 -
& What do these settings do? Select Cancel

»  Click 'OK' to register your exclusions.

4. More Options — Introduction

»  Click the 'More' tab on the CCS home-screen to open this interface
»  You view and modify various program settings
»  You can use utilities and shortcuts to help enhance your experience with Comodo Client Security
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COMODO Client - Security for Linux

COM 0 D 0 B Summary @ Antivirus

Client - Security

w Preferences ?] Browse Supporkt Forums

This section lets you configure general Need Help? Find the answers to your
settings like password protection, gquestions in COMODO forums. Our
update options, language, theme etc. developers regularly post and we
All systems are active would love to hear from you.
and running. : G
9 E{L Manage My Configurations @ Help

This section allows you to Do you want to learn more about your
import/export/delete your COMODO COMODO Client - Security? You can
Client - Security configuration settings. use this section to view the help File.

Diagnostics \D About

Did your COMODO Client - Security View copyright and version
report an error? This tool may help you information of your COMODQ Client -
to identify the problem. Security.

View Antivirus Events

This section allows you to view a
record of the events, alerts and
actions taken by the virus scanner.

The following sections explain about each option in detail:

» Preferences - Configure general CCS settings (interface language, log storage, update options, external
device control, and so on).

« Manage My Configurations - Manage, import and export CCS security settings as configuration profiles.
+ Diagnostics - Identify any problems with your installation.

- Browse Support Forums - Links to Comodo User Forums.

*  Help - The online help guide.

«  About - Version and copy-right information about the product.

« View Antivirus Events - Manage logs of all antivirus events including files intercepted by real-time
protection, manual scans, virus signature database updates and more.

4 1.Preferences

«  Open Comodo Client Security

«  Click 'More' > 'Preferences' tab

« The preferences area lets you specify top-level settings regarding the interface.
« Thisinclude updates, language, event logs, external devices, and more.
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Preferences

Language | Logging @ Connection | Update | Device Control

Language: English{United States) - Default b

@ What do these settings do? | OK

Cancel

Click the following for more information:
+ Language
* Logging
« Connection
« Update

» Device Control

4.1.1. Language Settings

Click 'More' > 'Preferences' > 'Language’

The language tab lets you choose the language which is shown in the CCS interface.
«  Open Comodo Client Security
»  Click 'More' > 'Preferences' > 'Language".
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Preferences

Language | Logging | Connection | Update | Device Control

Language: English(United States) - Default T
Enalish{United States) - Default

FI3(ifK) - By COMODO I

fR3(5£E2) - By COMODO

Pycckuia - By COMODO

Tirkge - By COMODO

au =ll - By Community

Portugués (Brasil) - By Community

Brnrapcku - By Communiky

hrvatski - By Community E
Cestina (Czech) - By Community

@ What do these settings do? [ OK | | Cancel

» Language - Choose your preferred language from the drop-down (Default = English (United States)).
+  Click'OK'
*  You must restart the application for the change to take effect.

4.1.2. Log Settings

Click 'More' > 'Preferences' > 'Logging'

« Logs are a record of antivirus events. For example, a log entry is created when CCS detects a piece of
malware.

« CCS logs all events by default. You can view the logs themselves in 'More' > 'View Antivirus Events'.
The log settings area lets you:

+  Enable or disable logging.

«  Configure how CCS should behave once a log file reaches a certain size.

+  Configure how logs should be written (to file and/or to syslog server)
Configure logging settings

+  Open Comodo Client Security

+  Click 'More' > 'Preferences' > 'Logging':
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Language | Logging | Connection | Update @ Device Control

Logging options allow you to manage recording of critical events like malware events, etc.

X \Write to Local Log Database (COMODO Format)
write to Syslog Server (CEF Format)

Wwrite to Log File (CEF Format)

Log file managment

when log file reaches 100 MB

e Keep on updating it removing the oldest records

Move it to the specified folder and start new one

@ What do these settings do? | OK | | Cancel

General Log File Options

»  Write to Local Log Database (COMODO format) - CCS records events in a local database. Log storage
depends on the settings in the log file management section below. (Default = Enabled)

»  Write to Syslog Server (CEF Format) - CCS forwards the logs to an external Syslog server integrated with

Endpoint Manager (EM). Enter the IP/hostname and port of the Syslog server in fields provided. (Default =
Disabled).

»  Host - Specify the server details (IP or host name)
«  Port — Enter port number at which CCS will connect to the Syslog server
»  Write to Log File (CEF Format) - CCS stores the logs at a specific location. Click 'Browse' to select the
storage location (Default = Disabled).
«  Path - Specify the location in the local computer (network path not supported)
Log File Management

»  When log file reaches (MB) - Configure how to handle a log file when it reaches a certain size.

»  When the log file reaches - Specify the maximum size of a log file (Default = 100 MB).

- Keep on updating it removing the oldest records - When a log file reaches the max. size, CCS will
delete the earliest log entries to make room for the new entries. (Default = Enabled)

+ Move it to the specified folder - When a log file reaches the max. size, CCS starts a new log file and
moves the old one to a folder of your choice. (Default = Disabled)
»  Select the option and click 'the specified folder' to choose the storage folder:

The selected folder path will appear beside 'Move it to":
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Language | Logging | Connection | Update @ Device Control

Logging options allow you to manage recording of critical events like malware events, etc.

X \Write to Local Log Database (COMODO Format)
write to Syslog Server (CEF Format)

write to Log File (CEF Format)

Log file managment

when log file reaches 100 MB

Keep on updating it removing the oldest records

@ /home/susan/comodo/Log Archive and startneD

@ What do these settings do? _ OK | | Cancel

Once the log file reaches the maximum size, it is automatically moved to the selected folder. A new log file is created
with events occurring from that instant.

»  Click 'OK' to save your settings.

4.1.3. Connection Settings

Click 'More' > 'Preferences' > 'Connection'

«  The connection area lets you configure how CCS should connect to Comodo servers in order to receive
antivirus database updates.

«  This is useful if you want CCS to connect through a proxy server

Configure proxy connection settings to receive virus signature database updates
«  Open Comodo Client Security
«  Click 'More" > 'Preferences' > 'Connection':
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Preferences

Language | Logging | Connection | Update | Device Control

Server: Port:
Login: Password:
@ What do these settings do? | OK || cCancel

«  Use http proxy — CCS connects to a proxy server to download updates (Default = Disabled)
«  Server — Specify proxy server details (IP address or name)

»  Port - Enter the port number via which the proxy server will connect to Comodo servers

»  Proxy server requires authorization - If required, enter appropriate credentials in the fields
provided (Default = Disabled).

« Click 'OK' to save your settings.

4.1.4. Update Settings

Click 'More' > 'Preferences' > 'Update’
The update area lets you:

»  Enable or disable automatic virus database updates

»  Choose the host from which updates should be downloaded. Default = https://download.comodo.com.
Configure update settings

«  Open Comodo Client Security

«  Click 'More' > 'Preferences' > 'Update”:
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Preferences

Language | Logging | Connection | Update | Device Control

Enable i Add
X ://download.comodo.com '
Remove
Move Up
Move Down
@ What do these settings do? | . OK || Cancel

» By default, CCS downloads updates direct from Comodo servers. Alternatively, admins can download
updates to a local server first.

« Individual endpoints can then fetch updates from this local server instead of from Comodo servers. This
helps save bandwidth and accelerates updates when a large number of endpoints are involved.

Note: You need to install the 'ESM Update Mirror' utility to download updates to the local server.

»  Download the setup file from
https://drive.google.com/file/d/0B4qKr5xfENWBSOFOUHM2VDFQMnc/view.

*  Run the setup file on a Windows server and follow the wizard to install the application
»  Ensure that the service has started:

* 'Run'> Enter 'services.msc' > locate 'Apache2.2'
«  Click the 'Start' link on the left if the service is not running

Add a host:

»  Click 'Add' and enter the URL or IP address of the host in the next row that appears.
»  Repeat the process to add multiple hosts.
»  Use 'Move Up' and 'Move Down' buttons to re-order the priority of host.

«  CCS for Linux will automatically check the host specified here and download updates from the
host even when you are offline.

+  Click 'OK' for your settings to take effect.
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4.1.5. External Device Control Settings

Click 'More' > 'Preferences' > 'Device Control'
«  Device control lets you block access to external devices like USB sticks and external drives.

«  You can also define exclusions for selected devices. The selected devices will be allowed to connect, but all
others will be blocked.

Configure device control
«  Open Comodo Client Security
«  Click 'More' > 'Preferences' > 'Device Control"

Preferences -

Language  Logging Connection | Update | Device Control

Enable Device Control
This option blocks devices of a client computer From accessing, such as USB Storage devices

% Log detected devices

Exclusions
Device Name Identification Add b
Edit
Remove
KE| [«I*]
@ What do these settings do? OK | | Cancel

- Enable Device Control - Prohibits access to external storage devices like USB cards and external drives.
You can define exclusions to allow selected devices to connect (Default = Disabled).

» Log detected devices - All device connection / disconnection events, whether allowed or blocked, are
added to CCS logs. You can view the logs in the 'Log Viewer' module (Default = Enabled).

«  (Click 'More' > 'View Antivirus Events' > 'More' > 'Device Control Events'
« See Device Control Logs for more details.

» Exclusions - Add exceptions to device control. Devices specified here are allowed access to your
computer even if 'Device Control' is active. For example, if your company uses USB tokens to authenticate
remote VPN connections, you should create exceptions for those tokens.

Add exclusions
You can specify the exceptions in two ways:

» Select from currently connected devices
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»  Specify a custom device
Connect a device then create an exclusion for it
Note - You need to create your exceptions before enabling device control.

»  Make sure the external device is connected to the computer
« Open Comodo Client Security

e Click 'More' > 'Preferences' > 'Device Control";

«  Click the 'Add' button then choose 'Existing Device' from the drop-down

Preferences

je Logging Connection =Update | Device Control

sle Device Control
This option blocks devices of a client computer From accessing, such as USB Storage devices

detected devices

ONs

Device Name Identification

PO T

Existing device

. R oy
Llovwin wevICE

Select devices

Device Name Identification
- 3 v150w usb\VIDO3F0&PID7d40\E60072816EFE3A39

@ What do these settings do? Cancel

The screen lists all devices that are currently connected to your computer.
«  Select the devices you want to add to exclusions and click 'OK'
»  The device is added to the exclusions:
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Language | Logging Connection = Update | Device Control

Enable Device Control
This option blocks devices of a client computer from accessing, such as USB Storage devices

X Log detected devices

Exclusions
1
Device Name | Identification | Add 7
V150w usb\VID03f0&PID7d40\EG0072816EFE3A39 Edit
Remove
(] : [«]+]
@ What do these settings do? _ OK | | Cancel

»  Repeat the process to exclude more devices
»  Click 'OK"in for your settings to take effect
Specify custom devices to be excluded
»  Open Comodo Client Security
«  Click 'More" > 'Preferences' > 'Device Control'
»  Click the 'Add' button beside 'Exclusions' then choose 'Custom Device' from the drop-down

Preferences

e Logging Connection =Update | Device Control

le Device Control
his option blocks devices of a client computer From accessing, such as USB Storage devices

detected devices

NS

Device Name Identification

Existing device
Custom device

Add Custom Device

Enter device identificator (e.g. usb\VIDxxxx&PIDxxxx\serial)

lusb\viD] &PID \

@ what do these settings do? Apply Cancel
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Enter the vendor identifier and product identifier in the respective areas. Example: VID0951&PID1643. You
can use wildcard character to add a series of devices to exclusions. E.g. VID0951&PID16*

Click 'Apply" in the 'Add Custom Device' dialog
Click 'OK" in the 'Preferences' dialog for your settings to take effect.

4.2.Manage My Configurations

Click 'More' > 'Manage My Configurations'

A configuration profile is a template of Comodo Client Security settings. You can import and export
configuration profiles as required.

The 'Active' profile is actually a record of your current configuration. It contains all changes you have made
since installation (or since you last changed the active profile).

Exporting your settings can be a great time-saver if:

+ You need to uninstall and re-install CCS for any reason. For example, if you are upgrading your
computer.

*  You are a network admin looking to roll out a standard security configuration to multiple computers.

™ Configurations

My Configurations |
- COMODO Client - Security Active
Remove
Import...
Export...
W What do these settings do? Close

See the following sections for more details about:

Comodo Preset Configurations

Import / Export and Manage Personal Configurations

4.2.1. Comodo Preset Configuration

Click 'More' > 'Manage My Configurations'

The profile that is currently in use is the 'Active' profile. The active profile is a record of your current
configuration.

The default profile installed with CCS is called '‘Comodo Client - Security'.
This profile has the following settings:

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 58



COMODO

Creating Trust Online®

Setting
Preferences
Language English (US)
Logging Settings:
»  Write to Local Log Database Enabled
»  Write to Syslog Server (CEF Format) Disabled
»  Write to Log File (CEF Format) Disabled
«  Maximum log file size 100 MB
* Log file size action Keep on updating it removing the oldest
records
Connection Settings:
»  Use http proxy Disabled
Update Settings:
»  Update Server http://download.comodo.com

Scanner Settings

Realtime Scanning Settings:

«  Enable Real-time Scan Enabled

«  Automatically quarantine threats found during scanning | Disabled

»  Automatically update virus database Enabled

+  Show notification messages Disabled

*  Heuristics Scanning Level LOW

« Do not scan files larger than 20 MB

*  Keep an alert on the screen for 120 Seconds

Manual Scanning Settings:

« Scan archive files (e.g. *.zip, *.rar) Enabled

»  Automatically update virus database before scanning Enabled

»  Enable cloud scanning Disabled
*  Heuristics Scanning Level LOW
» Do not scan files larger than 20 MB

Scheduled Scanning Settings:

«  Scan archive files (e.g. *.zip, *.rar) Enabled
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Setting Value

«  Automatically quarantine threats found during scanning | Disabled

+  Automatically update virus database before scanning Enabled

»  Show scanning progress Enabled
«  Enable cloud scanning Disabled
«  Heuristics Scanning Level LOW
Do not scan files larger than 20 MB

Scan Profiles:

«  Predefined Scan Profiles My Computer, Critical Areas

»  Custom Scan Profiles None

Scan Schedules:

»  Weekly Virus Scanning

«  Scan Profile "My Computer' profile

»  Schedule Weekly, on Sunday at 12:00 AM.

« Note: Managed endpoints — The default CCS profile is configured and deployed by your Endpoint Manager
admin. Because of this, the settings in your 'default' profile may differ to those listed above.

4.2.2. Import /Export and Manage Personal Configurations

Click 'More' > 'Manage My Configurations'
«  The configurations interface lets you export your current CCS settings as a profile.

*  You can also import and implement a saved profile. This is useful if you wish to roll out a standard
configuration to multiple endpoints.

« Al settings in the CCS application will be configured as per the imported configuration.

»  Note: Managed endpoints — The default CCS profile is configured and deployed by your Endpoint
Manager admin.

Open the configurations interface
»  Open Comodo Client Security
»  Click 'More > 'Manage My Configurations'
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™ cConfigurations

My Configurations [ Activate |
L COMODO Client - Security Active
Remove
Import...
Export...
@ What do these settings do? Close

By default, the interface contains one preset configuration - 'Comodo Client - Security'.
The current configuration is labeled as 'Active' in this interface.

The 'Active' configuration is a record of your current configuration. It contains all your settings, changes and
preferences.

Click the area on which you would like more information:

Export the current configuration
Import a saved configuration
Select a different active configuration setting

Delete a inactive configuration profile

Export your current configuration to a file

Open Comodo Client Security
Click 'More' > 'Manage My Configurations'
Select the currently active configuration and click 'Export'

Type a file name for the configuration (e.g., 'Custom CCS for Linux Profile') and save to the location of your
choice.
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® Configurations

Remove

My Configurations
- COMODO Client - Securi

Import...

Save As
Look in: B/ -1 0 0 O A Al (]
g Computer ™™ bin B mnt ™ usr
P comodo | ™™ boot P opt ™ var
M= cdrom = oroc
9 dev B root
. etc B run
B home B9 sbin
== |ib B <nap
™ lib6a N srv
B lost+found B sys
B8 media B tmp
File name: 5
Files of type: | CAV xml configuration file (*.cFgx) = Cancel

«  Type a file name for the profile (e.g. 'Custom CCS Profile') and save to the location of your choice.
A confirmation dialog will appear if the export is successful:

™ COMODO Client - Security

6 The configuration has been exported successfully.

oK

Import a saved configuration from a file

«  CCS allows you to import profiles in .cfgx format.

«  Any profile you import will not become active until you click the 'Activate' button
Import a configuration file
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»  Open Comodo Client Security
«  Click 'More' > 'Manage My Configurations'
«  Click 'Import' in the 'Configurations' interface

Look in: 8 /home/tester/Docu...CCS Configuration | @ @ © @& ) B
g Computer . Custom CCS Profile.cFgx

B9 tester

File name: | Custom CCS Profile.cfgx ,,QES!!__.;]
Files of type: | All Files (*.*) || Cancel

« Navigate to the location of the saved configuration file, select it, and click 'Open'.
- Create a name for the profile you want to import and click 'OK'".
«  This doesn't change the filename. It is just a label for the profile in the CCS interface.

™ Import As

Enter a name for this configuration:
| Custom CCS Profile - Imported|

oK Cancel

*  You will see the following confirmation after import:

™ COMODO Client - Security

6 The configuration has been imported successfully.

oK

«  The profile is now available for activation if required:
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My Configurations Active l Activate
~— Custom CCS Profile - Imported
COMODO Client - Security Active Remove
Import...
Export...
@ What do these settings do? Close

Select and implement a different configuration profile

The configurations interface lets you quickly switch between different security profiles.
« Open Comodo Client Security
«  Click 'More' > 'Manage My Configurations'
+  Select the configuration profile you want to use
+  Click the 'Activate' button.
You will see the following confirmation dialog:

® COMODO Client - Security

6 The configuration has been activated successfully.

oK

The profile is marked as 'Active' in the profile list:
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™ configurations

|M1.r Configurations |Active | Activate
COMODO Client - Security

Custom CCS Profile - Imported Active Remove

Import...

Export...

@ What do these settings do?  Close

Delete an inactive configuration profile

+  You can remove inactive profiles that you no longer require
*  You cannot delete the active profile.
Remove an unwanted profile
«  Open Comodo Client Security
+  Click 'More' > 'Manage My Configurations'
»  Select the profile and click the 'Remove' button.
+  Click 'Yes' at the confirmation dialog:

© COMODO Client - Security

Are you sure to delete the selected configuration
@ permanently?

No | Yes

The profile will be removed from your computer:
™ COMODO cClient - Security

6 Configuration successFully removed!

oK
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4.3.Diagnostics

Click 'More' > 'Diagnostics'
The diagnostics scanner checks your system to make sure that the application is installed correctly.
It checks:

«  File System - Checks all Comodo system files are present and correctly installed.

»  Incompatible software - Checks whether your computer has software that has compatibility issues with
CCS.

Open the diagnostics tool
«  Open Comodo Client Security
»  Click 'More' > 'Diagnostics'
OR

«  Click 'Run Diagnostics' Sy

« Note: diagnostics can only be run by root users (admins). If you are not logged in as root, then you will
need to provide the root password before proceeding:

: Authenticate

(& Authentication is required For CCS Diagnostics application
il R . . .
4% Anapplication is attempting to perform an action that requires

privileges. Authentication is required to perform this action.

Password:

+ Details

Cancel Authenticate

*  You will see the following message if your installation does not have any errors:

© COMODO Client - Security

-

l\i‘) The diagnostics utility did not find any problems with your installation.

« Iferrors are found, then the utility will attempt to fix them. You will see the following message:

COMODO cClient - Security

o The diagnostics utility has fixed all the problems.
‘\11) You may need to restart your PC.

»  Click 'OK'. The diagnostics utility automatically fixes the problems and prompts you to restart the computer

«  Restart your computer for the changes to take effect.
«  If the utility could not fix the problems, it will prompt you to create a diagnostics report:
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{ i The diagnostics utility could not fix some of the problems.
\i) Would you like to create a diagnostics report?

4.4 .\/iew Antivirus Events

»  Open the Comodo Client Security home screen
Click the number in front of 'threat(s) detected so far'
Or

«  Click 'More" > 'View Antivirus Events'
Antivirus events are a record of the actions taken by CCS when it encounters malware.
The log viewer tells you:

«  The name of the malware and the location it was detected on your computer

« The date and time it was detected

« The action that was taken on the malware, and whether or not the action was successful.
View antivirus events

«  Open Comodo Client Security

«  Click 'More" > 'View Antivirus Events'

COMODO

Creating Trust Online®

Antivirus Events

Date | Location | Malware Name | Action | Status
06/27/2019 12:32:16 éjhome;’susanfi)oubtful;’Files;'.ﬂ.dylkuz... Malware@#1ie... | Detect Success
06/27/2019 12:33:34 /home/susan/Doubtful/Files/adylkuz... |Malware@#1ie... | Quarantine |Success
06/27/2019 12:36:17 /home/susan/Doubtful/Files/Bitcoin ... | TrojwareWin3... Quarantine |Success
06/27/2019 12:36:59 /home/susan/Doubtful/Files/Bitcoin ... | Trojwarewin3... Quarantine |Success
06/27/2019 12:37:28 /home/susan/Doubtful/Files/Bitcoin ... |Trojwarewin3... |Detect Success
06/27/2019 12:37:29 /home/susan/Doubtful/Files/Bitcoin ... | Trojwarewin3... Quarantine |Success
06/27/2019 13:08:24 /home/susan/Doubtful/Files/Ranso... |Malware@#30... |Detect Success
06/27/2019 13:08:24 /home/susan/Doubtful/Files/Ranso... |Malware@#2r... |Detect Success
1] | (4] ]

@ What do these settings do? [ Refresh J More... Close

Antivirus Events - Column Descriptions

Column Header Descriptions
Date When the malware was detected and the action taken against it.
Location The path where the malware was detected.
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Action

How CCS attempted to deal with the malware

Status

Whether or not the action was successful

+  Click any column header to sort items in order of the entries in that column.

«  Click the 'More' button to open the 'Log Viewer Module'.

. Log Viewer Module

«  CCS records all antivirus events in extensive but easy to understand logs.

» Logs are created when malware is found, after running an update, and for various other reasons.

Open log viewer panel

»  Open Comodo Client Security

o Click 'More' > 'View Antivirus Events'

«  (Click 'More' in the 'Antivirus Events' interface

OR

«  Click 'View Logs'

in the 'Applications' panel

Log Viewer

File View

Today Current Wesk

21 Current Month

Entire Period

Logs

& Antivirus Events [ i

E Logs per Module

. &l Antivirus Events

. &% Device Control Events
E-[E] other Logs

@ Alerts Displayed

Tasks Launched

o2 Configuration Changes

Date

Location

Malware N

06/27/2019 13:08:24

1
2|
3|
A
5|
o
7|
8|

oavi
logviewer e

& June 2019

10 11 12 13 14 15
17 18 19 20 21 22

26 27 [l 2o

& July 2019

8 9 10 11 12 13
15 16 17 18 19 20
22 23 24 25 26 27

16
23
30

14
21
28

&

3

06/27/2019 12:32:16

0612772019 12:3330
062772019 12:36:17 |
0612772019 12:36:59
061272019 12:37:28

06/27/2019 12:37:29

06/27/2019 13:08:24

Jhomeyfsusan/Doubtful/Fles/Adylkuzz/82...

Jhome/susan/Doubtful/Files/Adylkuzz/g2...
Jnome/susan/DoubtfullFiles/Bitcoin mine....
Jhome/susan/DoubtfulfFiles/itcoin mine ...

Jhome/susan/Doubtful/Fles/Bitcoin mine

Jhome/susan/DoubtfulfFiles/Bitcoin mine

Jhome/susan/Doubtful/Fles/Ransomware...

Jhome/susan/Doubtful/Files/Ransomware...

1 R

Malware@# lienpeuxr
Malware@# lienpeuxry

TrojWare.Win32.CoinMi

TrojWare.Win32.CoinMi

Malware@#2rnh8t18of]

TrojWare.Win32.CoinMi

TrojWare.Win32.CoinMi

Malware@# 3Jodz9hhlvr

a0

Records: 8
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The panel on the left lists the various types of logs available. Choose the type of log you want to see:

+  Antivirus Events - Shows logs generated by the antivirus module. For example, a log is created when
malware is found, when an alert is generated, and when an item is quarantined.

« Device Control Events - Events where an external device was connected or disconnected. Example
devices are USB sticks and external storage drives.

«  Other Logs:

»  Alerts Displayed: Lists all warnings that were displayed to the user. Includes the response given
by the user to those alerts and alert details.

» Tasks Launched: Various antivirus tasks that have taken place, including database updates and
scans. This area contains a log of all scans and the result of the scan.

« Configuration Changes: Log of all settings changes made by the user.
«  The events themselves are shown in the main panel on the right.

«  Thelinks along the top of the interface let you filter the logs by date.

« Today - Shows events logged since 12 AM on today's date.

«  Current Week - All logged events during the current week. The current week is calculated from the
Sunday to Saturday.

«  Current Month - All logged events during the month.

+ Entire Period - Every event logged since CCS was installed. If you have cleared the log history since
installation, this option shows all logs created since that clearance.

You can also use the advanced filter feature to filter by various other criteria. For example, you can choose to show
all events where an item was quarantined.

Export Log Files

«  There are two ways to export log files:
1. Right-click the log file you want to export > select 'Export'.

2. File menu:
- Select the event you want to export.

+  Click 'Export' in the 'File' menu
The following sections contain more details about each type of log:
»  Antivirus Logs
» Device Control Logs
» 'Alerts Displayed' Logs
» 'Tasks Launched' Logs

» Configuration Change Logs

4.4.1.1. Antivirus Logs

«  Click 'More' > 'Preferences' > 'View Antivirus Events' > 'More' > 'Antivirus Events'
»  Antivirus logs contain statistics on all discovered threats.
«  This includes the time of the event, the malware name, and the action taken on the threat.
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File View
Today Current Week 2] current Month Entire Period
Logs & Antivirus Events [] I
c- s .fi odle Date Location Malware N
‘Antivirus Events
.- & Device Control Events 06/27/2019 12:32:16 | /home/susan/Doubtful/Files/Adylkuzz/82... | Malware@# lienpeuxrv
&[] Other Logs

O Alerts Displayed
_ Tasks Launched
- % Configuration Changes

06/27/2019 12:33:34

Jhome/susan/Doubtful/Fles/Adylkuzz/82...

Malware@# lienpeuxrv

06/27/2019 12:36:17

Jhome/susan/Doubtful/Files/Bitcoin mine...

TrojWare.Win32.CoinMil

06/27/2019 12:36:59

Jhome/susan/Doubtful/Files/Bitcoin mine...

TrojWare.Win32.CoinMil

06/27/2019 12:37:28

Jhomeysusan/Doubtful/Fles/Bitcoin mine...

TrojWare.Win32.CoinMi|E

06/27/2019 12:37:29

Jhome/susan/Doubtful/Fles/Bitcoin mine...

g'ﬁojWare,WinBQ,CoinMili

06/27/2019 13:08:24

Jhome/susan/Doubtful/Files/Ransomware...

Malware@#304z9hhlvr

06/27/2019 13:08:24

1
2|
3|
A
B
6
7]
8

Jhome/susan/Doubtful/Fles/Ransomware...

Malware@#2rnh8t180f

Antivirus Events - Column Descriptions

Column Header

Descriptions

Date Filter

LS June_ 2019 4

10 11 12 13 14 15 16

17 18 19 20 21 22 23

24 25 26 27 ] 20 30

- July_ 2019 *

8 9 10 11 12 13 14

15 16 17 18 19 20 21

22 23 24 25 26 27 28 . e )
Records: 8| »

Date

When the malware was detected and the action taken against it.

Location

Path where the file was detected

Malware Name

The type of the malware and its identifier

Action How CCS attempted to deal with the file
Status Whether the action was a successful
Alert Click 'Related Alert' to view details of the alert shown at the time of the event. You'll also

see the user's response. See 'Alerts Displayed' Logs for more details.

»  Right-click anywhere inside the log viewer to view further options:

Refresh (F5)

[ | Advanced Filter

Export...

/home/comod
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» Refresh — Adds recently created logs to the list
« Advanced Filter — Filter AV events by various criteria, including action, type and more.

«  Export...- Save the events list as an HTML file.

4.41.1.1. Filter Antivirus Logs

You can create custom views of all logged events according to the following criteria:
« Action - Filter events according to the response (action taken) by the antivirus
» Location - Filter events by the path at which the malware was found
« Malware Name - Display only those events that reference a specific piece of malware

«  Status - Filter events according to whether the attempted action was successful or not. Status options are
‘Success' or 'Fail'

Configure Event Filters
»  Open Comodo Client Security
«  Click 'More" > 'View Antivirus Events'
»  Click the 'More' button to open the log viewer module
«  Select 'Antivirus Events' in the left-menu
» Right-click inside the log viewer module and select '‘Advanced Filter'
OR
+  Click 'View' on the menu bar and select '‘Advanced Filter'
There are 4 types of filter. Each of these can be further refined by selecting or deselecting specific parameters.

«  Select a filter criteria and click 'Add'

Location
Malware Mame
Status

. I Antivirus Events
=[] Other Logs

i Alerts Displayed

1. Action: Filter logs by the response to the threat. You can then select a specific action. For example, only
show events where the threat was quarantined.
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Hile | View

“day ™ currentWeek B Current Month

Artion Equal Tl | Quarantne [~ Ignore [~ Ask | Remiowe
I Remave [ Detect [ Restons

Mdvanced Riter 1914

Logs |80 | & antivines Events [
= s e =
G- (3 Logs per Module Tl ! | Date | Lacation | Malvears Marms | Al
=] Cther Logs 1 05/10/2019 12:18:41 homeicomodoDowndsadsD2abiodsefaifido... |Malware@s

B Aerts Displayed

»  Select 'Equal' or 'Not Equal' from the drop-down.
»  Equal - Show only events which feature the action you select. You can select multiple actions.

* Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Ignore' to view every event except
those that were ignored.

»  Choose the events you want to view:

« Quarantine: Events where the threat was placed in quarantine
» Remove: Events where the user chose to delete a threat

+ Ignore: Events where the user allowed the threat to proceed

»  Detect: Events where a piece of malware was first identified

»  Ask: Events where the user was asked to provide a response to a discovered threat. Users are asked
for their response at an alert, or the results screen at the end of a scan. The response from the user
might be '‘Quarantine’, 'Remove', 'lgnore' or 'Restore’".

» Restore: Events where the user removed the threat from quarantine and moved it back to its original
location.

2. Location: View logs that concern files at a specific path. You need to enter the path in the field provided:

Log Viewer
File View
% Today = Current Week 2 Current Month | [ Entire Perind
Advanced Rilker [‘?lﬁ
{ =
Location Contains - | | fensas |
Does Mol Contain =
LECHIE iy | A0 =
Logs Hix L & Antivirus Events

»  Select 'Contains' or 'Does Not Contain' from the second drop-down:
«  Contains — Show only events which concern items at the location you specify. You can add multiple
locations.
» Does Not Contain — Inverts your choice. Show all events except those at the location you specify.

3. Malware Name: Filter logs by the label of the malicious item. You need to enter the name of the malware in
the field provided:
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Log Viewer
Fle  View

5 Today | = Current Week = Current Menth | Entire Period

Advanced Altar I8 |
Malware Name Cantains = [ H 3L L] ]
_ S | Does Not Contain £|
Maiware Name |~ | add | =
T L
Lags H1%) [ &) Antivirus Events [

S Loax ber Module
Logs per Modul Daka

«  Select 'Contains' or 'Does Not Contain' from the second drop-down:
+  Contains — Show only events which concern the malware named in the text field. You can add multiple
malware names.

- Does Not Contain - Inverts your choice. Show all events except those that involve the malware you
specify.

4, Status: Filter logs by whether or not the action taken on the threat was successful. You can view only
successful actions, or only failed actions.

¥ Today | [S Current Week 8 Current Month %3 Entire Period I
hibvarioed Fiter E1E]
Status ‘Equal v/ | success ||_mm°"e ) 1
Mot Equal I~ Failure -
Ekarar T waa ] 3
—_—
Logs 813 | &% Antivires Events 3 | |
— . —
£ Bil Logs por Modula | Date Lacation | Malware Name ! Actiol *}
5] Other Logs 1 05142019 14:45:25 fhomiefcomod ofDownloads 2ab 3945« FR3FH0 Malwareg#vigyaoklhTgw Dintect
) Alerts Displayed |
5 Tarsks Launched 21 05/14/2019 14:49:26 homefcemod oDownloads 063648740 cb 285
00 Configuration Changes

»  Select 'Equal' or 'Not Equal' from the drop-down.

«  Equal - Show only events which feature the result you select.

« Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Success' to view every event except
those that were successful.

«  Choose the outcomes you want to view:

»  Success: View events where the task in the 'Action’ column was completed.
« Failure: View events where the task in the 'Action’ column was not completed.

4.4.1.2. Device Control Logs

e Click 'More' > 'Preferences' > 'View Antivirus Events' > 'More' > 'Device Control Events'

+  Device control logs show events where an external device was connected, or disconnected, from the
endpoint. The log also tells you if the connection was allowed or blocked.

« Each log shows the time of the connection, the device connected and whether the connection was allowed
or blocked.

View external device connection logs
«  Click 'More" > 'View Antivirus Events'
«  Click the 'More' button to open the log viewer module
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Log Viewer
File View
Today Current Week = Current Month Entire Period
Logs &Z] Antivirus Events || | ©% Device Control Events [Z] 1
& [ Logs per Module Date / Name Identifier State |*]
= Antivirus Events
E % Device Control Events 1 |06/27/2019 14:11:44 |v150w usb\VIDO3fO&PID7d40\EGODT728... | Connected/Allowed
&-[E] other Logs —
@ Alerts Displayed 2 |06/27/2019 14:13:58 |v150w usb\VIDO3fO&PID7d40\E6D0T28... | Connected/Allowed
Tasks Launched e
..... & Configuration Changes 3 |06/27/2019 14:14:46 |v150w usb\VIDO3fO&PIDTd40\E600728... | Disconnected
4 |06/27/2019 14:15:54 |Firebird65p9 (Cr... |usb\VIDO781&PID5530\012345... |Connected/Blocked
5 [06/27/2019 14:17:30 |Firebird6Sp9 (Cr... |usb\WIDO7B1&PID5530\012345... |Disconnected
6 |[06/27/2019 15:41:36 |v150w usb\VIDO3fO&PID7d40\EBO0728... | Connected/Allowed
7 |06/27/2019 15:41:44 | v150w usb\WIDO3fO&PIDTd40\EG00T728... | Disconnected
e i 8 [06/27/2019 15:41:51 |v150w usb\VIDO3fO&PID7d40\EBO0728... | Connected/Allowed
9 |06/27/2019 15:45:20 |v150w usb\VIDO3fO&PID7d40\EBO0D728... | Disconnected
- June 2019 3> e
10 11 12 13 14 15 16 |[10|06/27/201915:52:57 |v1iS0w usb\VIDO3f0&PID7d40\E600728... | Connected/Allowed
718 19 20 21 22 23 [ 1l17 |06/27/2019 15:55:00 |v1S0w usb\VIDO3f0&PIDTd40\E600728... | Disconnected
* July_ 2019 * 12 | 06/27/2019 16:18:27 |v150w usb\VIDO3f0&PID7d40\E600728... | Connected/Allowed
8 9 10 11 12 13 14 rEEEE : E
15 16 17 18 19 20 21 1.': 06/27/2019 16:22:22 |v150w qu\VIDO3f0&F‘ID?d40\E6T0?28... Disconnected
N 2

Column Header

Device Control Events - Column Descriptions

Descriptions

Records: 13|

Date Date and time the USB storage device connection event.

Name The label of the device.

|dentifier The unique identification string of the device. The identifier Is a combination of the
vendor identification number (VID) and the product identification number (PID).

State Whether the device was connected or disconnected and whether the connection was
allowed or blocked.

+ Right-click anywhere inside the log viewer to view further options:

06/27/2019 14:11:44 |v150w

Export...

« Refresh — Adds recently created logs to the list
» Advanced Filter - Filter device control events by various criteria, including name, identifier and state.

»  Export...- Save the events list as an HTML file.
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44.1.2.1. Filter Device Control Logs

You can create custom views of all logged events according to the following criteria:

»  Name - Show events that involve specific devices

- ldentifier — Show events that involve devices with a specific ID code

+  State - Filter events by whether the connection attempt was successful or not
Configure event filters

+  Open Comodo Client Security

«  Click 'More" > 'View Antivirus Events'

«  Click the 'More' button to open the log viewer module

«  Select 'Device Control Events' in the left-menu

+ Right-click inside the log viewer module and select 'Advanced Filter'

OR

«  Click 'View' on the menu bar and select '‘Advanced Filter'

There are 3 types of filter. Each of these can be further refined by selecting or deselecting specific parameters.

»  Select a filter criteria and click '‘Add'

Identifier
State

1. Name: Filter logs based on the label of the device

Name Contains | ‘ Remove | ‘
Does Mot Contain ‘
Name - | | Add

«  Select 'Contains' or 'Does Not Contain' from the second drop-down:

+ Contains - Show only events which concern device name you specify.

« Does Not Contain - Inverts your choice. Show all events except those involving the device name you
specify.
Enter your filter criteria in the text field

2. ldentifier: Filter entries based on the device ID of the external device.

Advanced Filter

Identifier

Contains ‘ || Remove |

Does Not Contain

J

»  Select 'Contains' or 'Does Not Contain' from the second drop-down:
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«  Contains — Show only events which concern device ID you specify.
« Does Not Contain — Inverts your choice. Show all events except those involving the device ID you
specify.
»  Enter the device ID in part or full as your filter criteria in the text field
3. State: Filter events based on whether the device connection attempt was allowed or blocked.
«  Select 'Equal’ or 'Not Equal' from the drop-down.

« Equal - Show only events that meet the criteria you select.

»  Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Allowed' to view every event
except those where devices were allowed.

«  Now select the state from ‘Allowed’ or ‘Blocked’

4.4.1.3. 'Alerts Displayed' Logs

«  Click 'More' > 'Preferences' > 'View Antivirus Events' > 'More' > 'Alerts Displayed'
«  These logs show a user's response to a threat alert
»  The action taken on the threat depends on how the user responded to the alert

File View

Today Current Week E Current Month ‘ Entire Period ‘

Lags &% Antivirus Events | | | @ Alerts Displayed [£J i
EH [E Logs per Module T
e - Date ! T De t
. -~ & Antivirus Events g ype b i
&X Device Control Events 1 |06/27/2019 12:32:16 | Antivirus Alert |Malware@# lienpeuxrw2dy
E--[=] Other Logs
I Alerts Displayed 2 |06/27/2019 12:33:34 Antivirus Alert | Malware@# lienpeuxrw2dy

..... Tasks Launched
- % Configuration Changes

Date Filter

June 2019

10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 [ 22 30

July_ 2019 2

8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 2B

Records: 2|

&

Comodo Client - Security for Linux User Guide | © 2020 Comodo Security Solutions Inc.| All rights reserved. 76



COMODO

Creating Trust Online®

'Alerts Displayed' Logs - Column Descriptions

Column Header Descriptions

Date The time the alert was shown.

Type The alert category. Currently, 'Antivirus' is the only alert type.

Description Malware name.

Advice Location where the malware was detected.

Answered Whether the user responded to the alert. If yes, you will see the date and time of the
response.

Answer The response provided by the user.

Flags Not used.

Treat as Not used.

Event Click 'Related Event' to view details of the event that triggered the alert. You'll also see
the action taken by CCS on the event. See 'Antivirus Logs ' for more details.

+ Right-click anywhere inside the log viewer to view further options:

s Alert |Malware@#3fxal

» Refresh - Adds recently created logs to the list
« Advanced Filter - Filter alert events by various criteria, including answer, date of alert, and more
»  Export... - Save the events list as an HTML file.

4.41.3.1. Filter 'Alerts Displayed' Logs

You can create custom views of all logged events according to the following criteria:
» Advice: Filter events by the path at which the malware was found
- Answer; Filter events according to the user's response. For example,'Skip once'.
« Answered: Filter events by specific dates
«  Description: Filter events by malware name
»  Flags: Not used
+ Treat As: Not used
« Alert Type: Filter events by alert category. Currently, 'Antivirus' is the only category available.
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Configure Event Filters
«  Open Comodo Client Security
«  Click 'More" > 'View Antivirus Events'
«  Click the 'More' button to open the log viewer module
»  Select 'Alerts Displayed' in the left-menu
+ Right-click inside the log viewer module and select 'Advanced Filter'
- OR
«  Click 'View' on the menu bar and select 'Advanced Filter'
There are 5 types of filter. Each of these can be further refined by selecting or deselecting specific parameters.

»  Select a filter criteria and click '‘Add’

Log Viewer

File Wiew

Today Current Week  [&} Current Month

Advice
Answer
Answered
Description

Alerts Displayed
- [33 Tasks Launched

Configuration Changes

1. Advice: View logs that concern files at a specific path. You need to enter the path in the field provided:

Fila ‘iew
% ®mday = cumrent week = Current Month [ [ Entire Period
Advanced Filter 151X
-
hdvice Caontains = | fhome Remave
o y Does Kol Conbain :
Advice [=] | add b
Legs % | alerts Oisplayed 0
H- & Logs per Module Description Advice 4
-- &) Antivirus Events | I—' Trpe | Pt i
= Other Logs 11 | Antiwirys Slert Malware@dvigyaokihTow amie feomodoTownloads 02 ab30dSelBINd 000 3T T4 06 THTE
B Taskcs Launched ‘ Anithvirus Alart Malwarem#vigyackhTay £

»  Select 'Contains' or 'Does Not Contain' option from the drop-down.

+  Contains - Show only alerts which concern items at the location you specify. You can add multiple
locations.

- Does Not Contain - Inverts your choice. Show all alerts except those about items in the location you
specify.
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2. Answer: Filter logs by the action taken by the user at the alert. You can then filter by a specific type of
action. For example, show events where the threat was quarantined.

Fibe  Wiew

B2 Today = Current Weck = Current Month | = Entire Period

Atvanced Fier [P9]
Answer Eqquial - Ramove 'i
[T Unknown M Deny [T Sancdbax ™ Disinlect ™ Skip Once r
™ allow T Treatas [ Time-out [~ Quarantine [~ Add To Exclusic -
o 213 [ © st ipared B |
e I —— i i

[

= Othar Lags \ 1 Malwars@#vigyackih T gw Thome/comoedoDownloadsi0F b 300588 3d0ie 37 7436 Th T8 3bfia 24 55054 3chi 14

»  Select 'Equal’ or 'Not Equal' from the drop-down.
« Equal - Show only events which feature the action you select. You can select multiple actions.
»  Not Equal - Inverts your choice. For example, select 'Not Equal' + '‘Quarantine' to view every alert
except those that where the threat was quarantined.
«  Select the action you want to view:
* Unknown - Events where the user did not respond to the alert.
« Quarantine - Events where the user chose to place the threat in quarantine
«  Skip Once - Events where the user chose to allow the threat.
- Add to Exclusions - Events where the user created an exception for the threat at the alert.
»  Note — Other actions shown in the screen are not applicable.

3. Answered: Filter logs by date of the response. You need to enter the date in the field provided. You can
then refine your filter with other parameters:
Fila  View

= Today = Current'Week = Current Manth | *| Entire Period
Adreanced Filter =l

Answered Exqual i I=| [o1ero0 5

[+

Greater than L
[ | i i d
Answered -+ | Add E;::tt;raf_l an or Equal =
Logs % | ) alerts Displayed £ | 'ﬁef:m;i or Equal
-3 Logs per Module |

I __ Description oo . — [ =

W) Antfvines Ewve
t fhomefcomaodo/Downloadsi 2 ab39d5efE3ffd09e 37 T4a6Th TE2Efa345505d3cha

«  Select any of the following options in the drop-down:
»  Equal - Show only events that occurred on the specified date
+  Greater than - Show only events that occurred later than the specified date
»  Greater than or Equal — Show only events that occurred on, or after, the specified date
+ Less than - Show only events that occurred before the specified date
» Less than or Equal — Show only events that occurred on, or before, the specified date
«  Not Equal — Show events that occurred at any time except the specified date

4. Description: Filter logs by the name of the malicious item. You need to enter the name of the malware in
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the field provided:

File  Wiew
2 Ty E| Current Week =) Current Manth j Entire Period

Adwanced Alter EIE
-

Description Remove
r " ."
| [Description || | add -

Ligs SiX [ @ Alerts Displayed [
= s Logs per Module Date T
&5 Antivirus Events _I | L pti

§1705/1v2019 14:22:15 Antiwinus Abert ApplicUnwiit@#2975xfkBs2pql fhomelcomodo/Downloads el car. oo
LV2019 14:22:3 Antivirus Alert ApplicUnwntiE# 297 5xfkBs2pg fromercemodoDownleads/eicar. oo

«  Select 'Contains' or 'Does Not Contain' from the drop-down:
Contains — Show only those events which concern the malware named in the text field. You can add

multiple malware names.
« Does Not Contain - Show only those events which did not involve the malware named in the text field.

5. Type: Filter events by alert category. Currently, 'Antivirus' is the only category available.

Fle  Wiew

“¥ Today ' Current Week | Current Month | | Entire Period
Melvanced Filter

(it
3 [

L E"}“ﬂ‘ o _*| [T Antivirus Alert [T Defense+ Alert [T Execution Alert

| Remove J
1 ™ FArewall dlert - BD Alert T Sandbox Alert

G

Logs 0% | @ alens Displayed £ |
EH[E Logs per Module - e -
& Anlivirus Evenls | Data I Type L Description I =
Antivirus alert Malwarzi@#vigyaoklhTgw fhomeajcomada/Downloads02a |

5] othar Lﬁ.-is I 05/10y2019 14:20:47
r . 05102019 14 o2 Antivirus Alert Malwared #vicyyackih Tgw fhomaycomadod Downloed=s02 o

»  Select 'Equal’ or 'Not Equal' from the drop-down.
«  Equal - Show only events which feature the alert type you select.
*  Not Equal - Inverts your choice.

4.4.1.4. 'Tasks Launched' Logs

e Click 'More' > 'Preferences' > 'View Antivirus Events' > 'More' > 'Tasks Launched'

»  Task logs show all activities run by either CCS or the user.
Example tasks are virus database updates and virus scans. Each row shows the type of task and various
other details.
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File View

Today

Current Week

B Current Month Entire Period

Logs

El-[E Logs per Module
- &%) Antivirus Events

EID Other Logs
- ) Alerts Displayed
e Ta

: Launched
- % Configuration Changes

- &% Device Control Events

Date Flter

June 2019

lo gviewer
10 11 12 13 14
17 18 19 20 21

26 27 |

* July_ 2019
g8 9 10 11 12
15 16 17 18 19
22 23 24 25 26

&%) Antivirus Events || ] Tasks Launched [ i

Date / Type Parameter Completed |2

1 |06/27/2019 11:59:38 Antivirus Update 06/27/2019 12:05:03

2_ 06/27/2019 12:33:30 Antivirus Update 06/27/2019 12:33:42

3_ 06/27/2019 12:40:06 Antivirus Update 06/27/2019 12:40:14

4_ 06/27/2019 12:40:15 Antivirus Scan Critical Areas |06/27/2019 12:45:08

5_ 06/27/2019 12:54:55 Antivirus Update 06/27/2019 12:55:01

Ei_ 06/27/2019 12:55:01 Antivirus Scan My Computer |06/27/2019 13:08:27

?_ 06/27/2019 13:28:58 Antivirus Update 06/27/2019 13:29:00

8_ 06/27/2019 14:02:22 Antivirus Update 06/27/2019 14:02:24

9_ 06/27/2019 14:11:02 Antivirus Update 06/27/2019 14:11:09

; 06/27/2019 14:41:09 Antivirus Update 06/27/2019 14:41:14

? 06/27/2019 15:11:15 Antivirus Update 06/27/2019 15:11:17

;; ;2 112 | 06/27/2019 15:41:17 Antivirus Update 06/27/2019 15:41:19

29 3 E 06/27/2019 16:11:19 Antivirus Update 06/27/2019 16:11:21

3 : 06/28/2019 10:07:10 Antivirus Update 06/28/2019 10:14:37

;3 ;‘i 15 | 06/28/2019 10:44:38 Antivirus Update 06/28/2019 10:44:45
27 28 E NARMIZRIZA1G ]J‘]::d:':':ﬂﬁ _gmmm‘.q lIndata NRIZAMINIG "‘MIEBE

Column Header

"Tasks Launched' Logs - Column Descriptions

Descriptions

Records: 26|

Date When the task was launched.

Type The category of the task. For example, 'Antivirus Scan', 'Antivirus Update'.
Parameter Name of the scan profile. For example, full scan, quick scan, custom scan.
Completed When the task was finished.

Code Internal CCS code for the task type.

Info and Additional Info

identified malware.

Details of the task. For example if the task is an antivirus scan, the 'Info' column shows
the number of files scanned and the 'Additional Info' column shows the number of

»  Right-click anywhere inside the log viewer to view further options:

[45)

Parameter
|
I'US J1E

Refresh (F5)

| | Advanced Filter

|05/15
Export... !

| | 05/15
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» Refresh - Adds recently created logs to the list
« Advanced Filter - Filter task events by various criteria, including code, completed and more
«  Export... - Save the events list as an HTML file.

44141, Filter Tasks Launched' Logs

You can create custom views of all logged events according to the following criteria:
»  Code - Filter events by the internal CCS code for the task
«  Completed - Filter by task end date and time

«  Parameter - Filter by AV scan type. Scan types include full scan, manual scan and quick scan. You can also
filter by any custom scan type that you have created.

« Type - Filter by task category. Example task categories include antivirus updates, antivirus scans and log
clearing.

Configure Event Filters
»  Open Comodo Client Security
«  Click 'More" > 'View Antivirus Events'
»  Click the 'More' button to open the log viewer module
«  Select 'Tasks Launched' in the left-menu
» Right-click inside the log viewer module and select '‘Advanced Filter'
OR
«  Click 'View' on the menu bar and select '‘Advanced Filter'
There are 4 types of filter. Each of these can be further refined by specific parameters.

«  Select a filter criteria and click 'Add'

Log Viewer

File Wiew

Today Current Week |2 Current Mo+

Completed
Parameter

| Type Dgs B | B Tasks
=EE 0005 per Module
& Antivirus Events

1. Code: Filter logs by the CCS code for the task. You need to enter the code value in the field provided.
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File wiew
S Teday ™ CurrentWeek = Current Month | [ Entire Period |
Adwanced Alker I
|
e ’ . - | ] Remave ]
Greater than E
_| ! Greater than or Equal
Cods izl A | Less than A
Logs 5% Less than or Equal
== Logs per Module E | E ek aunded ) J’_I—H‘_N“ Egual
€ Antivirus Events ‘ i Duts P | parameter | Compieted o U—I
= D Other Logs 141 | 050972019 17:47:30 Antivirus Update 05082019 175257 DxDOR000D0 L
b alerts Displayed e
17 e e

«  Select any of the following options from the drop-down.

»  Equal - Show only events matching the CCS Code
«  Greater than - Show only events with a CCS code higher than the specified value

»  Greater than or Equal - Show only events with a CCS code which matches, or is higher, than the
specified value

» Less than - Show only events with a CCS code lower than the specified value

+ Less than or Equal - Show only events with a CCS code which matches, or is lower, than the specified
value

«  Not Equal - Inverts your choice. Show all events except those that have the task code you entered

2. Completed: Filter logs by task end date. You need to specify the date in the field provided. You can then
refine your filter by specifying more parameters.

Log Viewer

Rle  iew
S Today = Cwrentwesk  [2 Cument Month  *% Entire Period
Advanced Filter | =
-
Completed iEEaE =| o100 |2 | Remave
- Greater aan : .
r 1 | Greater than or Equa -
| [Completed |+ | add | et
L SIES - Launc] Less than of Equal
Bl [ Logs per ::Iulq_ 5 et | Hot Equal
I COgE par g Data Type Parameter Tomplatad Codda =
1 - &% Antivirus Events | | | P I
El j Other Logs 1 05/0%,/2019 17:47:30 Antivines Update 05092019 17:52:57 Ox00000000 4
Alarts Displayed e
2 05/09/2019 1B:22:57 Anthvires Update 05092010 18:23:03 Ox00000001
@ Configuration Changes

«  Select any of the following option from the drop-down.

»  Equal - Show only tasks that occurred on the specified date

»  Greater than - Show only tasks that occurred later than the specified date

«  Greater than or Equal - Show only tasks that occurred on, or later than, the specified date
» Less than - Show only tasks that occurred before the specified date

« Less than or Equal - Show only tasks that occurred on, or before, the specified date

»  Not Equal - Show tasks that occurred on any dates except the date you specified.

3. Parameter: Filter logs by antivirus scan type. For example, full scan, manual scan, scan profile. You need
to enter the parameter in the text field provided.
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Log Viewer
File wiew
5 Teday 2 currentWeek 2 Current Month | 2 Entire Perind
Advanced Filker =l
-
- - ;
Farameter Cantains = | l Famawe I
. | Does Mot Contain .:
| [Parameter =] | asa | -
Logs. [37] Tasks Launched ﬂ
= b Logs per Madule | '
BN Logs pe I Type Farameter Cempletad Code H]
& Antivirus Events I—' I I I e
E Othar Logs 0509/201% 17-47:30 Anitivirus Updale 05092019 17:-52:57 Ox00000000 i}
[y Alerts Displayed
| I Tasks Launched 092019 18:22:57 Antivirus Update 15092019 18:23:03 MRO0O00001

+  Select 'Contains' or 'Does Not Contain' from the second drop-down:

«  Contains - Show only events which concern the scan type you entered. You can add multiple scan
types.
» Does Not Contain - Show all scan types except the type you entered.

4. Type: Filter by task category.

Log Viewer

HRle  View
S Today = Currentweek = Cuwmrent Month | °% Entire Period
-
Type I & Update [~ Log Cleasing [ Upgrade | Remove ’—
™ A Scan [T Guarantes Activation
-
-
Logs [E [ 55 Tasks Launched £
El [is Logs per Madube : i
T 5 Artivirus Bvents ! Date =) Type | Parameser Completed [ cCode |+
: Other Logs i &% 052019 17:47-30 Antiwirus Lipdabe 050502019 17:52:57 xR0 q
i alerts O ayed

« Select 'Equal' or 'Not Equal' from the drop-down.

« Equal - Show only events which feature the task category you select. You can select multiple
categories.

* Not Equal - Inverts your choice. For example, select 'Not Equal' + 'AV Update' to view every type of
task except AV updates.

»  Select the specific type you want to view from:

» AV Update — Antivirus database updates

« AV Scan - Antivirus scan events

» Log Clearing — Events where logs were deleted

*  Upgrade — Not used.

»  Guarantee Activation — Not used

4.4.1.5. Configuration Change Logs
«  Click 'More' > 'Preferences' > 'View Antivirus Events' > 'More' > 'Configuration Changes'

- Configuration change logs record all modifications to CCS settings since installation:
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File View
Today Current Week 4 Current Month Entire Period
Logs &%] Antivirus Events || ] ©& Configuration Changes [ I
B[ Logs per Module Date / Action Modifier Object
- &% Antivirus Events
: - &% Device Control Events 1 |06/27/2019 12:07:56 |Option Changed |User Antivirus: Mode
=[] other Logs —
@ Alerts Displayed 2 |06/27/2019 12:31:01 |Option Changed |User Antivirus: Mode
Tasks Launched P ) - ) )
Cenfiguration Changes 3 |06/27/2019 12:34:43 | Option Changed |User Antivirus: Real-Time Auto Quarantine
4 106/27/2019 12:37:09 | Option Changed |User Antivirus: Real-Time Show Alerts
5 |06/27/2019 14:12:52 |Object Added User Device Control: Exclusion ug
Date Filter 6 |06/27/2019 14:13:57 |Option Changed |User Device Control: Enable Device Con...
' June_ 2019 3 7 |06/27/2019 15:23:24 | Object Removed |User Device Control: Exclusion ug
10 11 12 13 14 15 16 8 |06/27/2019 15:23:24 | Option Changed |User Device Control: Enable Device Con...
17 18 19 20 21 22 23 | |[F : : :
24 25 26 27 - 29 30 9 |06/27/2019 15:45:00 |Object Added User Device Control: Exclusion us|
July_ 2019 3 10 |06/28/2019 15:37:49 | Option Changed |User Antivirus: Real-Time Auto Quarantine
8 9 10 11 12 13 14 11 |06/28/2019 15:37:49 | Option Changed |User Antivirus: Real-Time Show Alerts
15 16 17 18 19 20 21 —
22 23 24 25 26 27 28 4 e | o

Records: 11|

'‘Configuration Changes' Logs - Column Descriptions

Column Header Descriptions
Date When the setting was changed.
Action The nature of the configuration change. For example, AV profile added.
Modifier The user that made the configuration change.
Object The CCS setting that was affected by the change.
Name The scan profile that was changed.
Old Value The setting before the configuration change.
New Value The setting after the configuration change.

+ Right-click anywhere inside the log viewer to view further options:
act

Refresh [51
[ | Advanced Filter

Export... download

an Cloud

» Refresh — Adds recently created logs to the list
« Advanced Filter - Filter configuration events by various criteria, including action, type and more.
» Export...- Save the events list as an HTML file.
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4.4.1.5.1. Filter 'Configuration Change' Logs

You can filter logged events by the following criteria:

Action: Filter by the activity performed on the item in the 'Object' column. For example, 'Added', 'Changed'.
Status: Not used

Modifier: Filter by who, or what made the change.

Name: Filter by the scan profile affected by the change, if any.

Object : Filter logs based on the setting affected by the change.

Configure Event Filters

Open Comodo Client Security

Click 'More' > 'View Antivirus Events'

Click the 'More'" button to open the log viewer module

Select 'Configuration changes' in the left-menu

Right-click inside the log viewer module and select 'Advanced Filter'
OR

Click 'View' on the menu bar and select 'Advanced Filter'

There are 4 types of filter. Each of these can be further refined by specific parameters.

1.

Select a filter criteria and click 'Add'

Log Viewer

File View

Today Current Week =i

- & Antivirus Events
=[] Other Logs

i Alarke Micenlaved

Action: Filter events by the activity which was recorded. For example, 'Object added', 'Object removed', or
'Option changed'.
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Fle  Wiew
¥ Today = CurrentWeek [ Curent Menth | [ Entire Period
Addvanced Filter HX
: ‘Lj [T Obpect Added [T Object Remowed [T String Added Remave |-‘
[~ Object Changed [~ Option Changed [~ String Removed F
Logs EI¥ [ o0& Configuration Changes [ |
=1 [ Logs per Maodube e 5 T o T F e - =
&5 Antivirus Events Actian Miodili Object Name
[=] Oeher Logs ged

«  Select 'Equal' or 'Not Equal' option from the drop-down.
»  Equal - Show only events which feature the action you select. You can select multiple actions.
» Not Equal - Inverts your choice. For example, 'Not Equal' + 'Object Added' shows every event except
those where objects were added.
«  Select the actions you want to view:
»  Object Added - Events where an item was created
« Object Changed - Events where an item was modified. For example, an update to a scan profile.
«  Object Removed - Events where an item was deleted
«  Option Changed - Events where a setting was modified. For example, 'Show scan progress' was
changed from enabled to disabled.
»  String Added - Not used.
«  String Removed — Not used.
2. Modifier: Filter events by the agent that made the change. 'User' is the only possible option.

Log Viewer

Fle  Wiew
B Today ™ Currentwieek S Current Month ["‘“‘ﬁm—rhﬂ

Artvariced Filer (1]
-
Madifier Equal - Rermowe t

™ user [T Antivirus alert [T Defense+ dlert [T Executi
T Auto Leamn [~ Frewall alert [T BO Alert }%

Logs ’ﬂﬂ| 4% Configuration Changes £ |
= [i# Logs per Module g . . " =
& Antivinus Evants | T _Date ! [ L E i MEH i T R ObjEL't [ P
= [5] Other Logs 1| 05/10/2019 10:20:38 Option Changed User Antivirus: Mode

@ Werts Displayed

«  Select 'Equal' or 'Not Equal' option from the drop-down.
«  Equal - Show only events which feature the action you select. You can select multiple actions.
» Not Equal - Inverts your choice. For example, 'Not Equal' + 'User' shows every modification except
those by a user.
«  Select the configuration changes you want to view:
»  User — Show changes which were made by a user
«  Antivirus Alert - Not used
» Auto Learn - Not used
»  Firewall Alert - Not used
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« Defense+ Alert - Not used
«  BO Alert - Not used
»  Execution Alert - Not used

3. Name: Filter events by the profile label involved in the configuration change. For example, a folder was
added to a particular scan profile. You need to enter the profile name in the field provided:

Log Viewer
Ale View
“Today [ CurrentWeek [ Current Month = Entire Period
Artvanced Fmer 1=
Mame: Containg vi| | Remaove |

108

— | Daes ot Conkain
IName |+ | Add
otees o [#E [ o6 configuration Changes [] |
= LDQSOEI’M Libe :l | m’.l?d | Hame Ol Viak

Antivirus: Mode On Access o

q

«  Select 'Contains' or 'Does Not Contain' from the drop-down:
«  Contains — Show only events which concern the items you specify.
+ Does Not Contain — Show all events except those that concern the items you specify.

4. Object: Filter events by the item that was changed. Examples include AV profile, AV schedule, AV alert
timeout, and more.

Log Viewer

File  View
B Teday %5 curentWeek %) Cument Month | * Entire Pariad
i T T RIS SR ST CTOuRy i [ Remave ] i_
o L F antivirus: Scheduled Scan Rootkit - L
' 1 L S
Logs 51X | ot Configuration Changes £ |
e Aetion | moamer | objec ame IE
Arit L q

»  The following list shows all available object types:

»  Antivirus Mode

»  Antivirus Timeout

»  Antivirus Realtime AutoUpdate

»  Antivirus Realtime Auto Quarantine
*  Antivirus Realtime Heuristics Level
»  Antivirus Realtime Size Limit

*  Antivirus Realtime Time Limit

»  Antivirus Manual Scan Archives

*  Antivirus Manual Auto Update

»  Antivirus Manual Heuristics Level
»  Antivirus Manual Size Limit

» Antivirus Manual Scan Cloud
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Antivirus Scheduled Scan Archives
»  Antivirus Scheduled AutoUpdate
«  Antivirus Scheduled Auto Quarantine,
*  Antivirus Scheduled Heuristics Level
Antivirus Scheduled Size Limit
«  Antivirus Scheduled Scan Cloud
+  Antivirus Profile
*  Antivirus Schedule
»  Antivirus Exclusion
+  Antivirus Disable Logging
» Active Configuration Index
»  Password Protection
»  Use Proxy
+  Proxy Authentication
»  Proxy Server
»  Proxy Port
»  Proxy Login
*  Proxy Password
»  GUILanguage
« Password
*  Updates Host
«  Log File Size Limit
»  Log overflow handling
» Log Backup Folder
Select 'Equal’ or 'Not Equal' option from the drop-down.

»  Equal - Show only events which feature the action you select. You can select multiple actions.

» Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Antivirus: Alert Timeout' to view
every configuration change except changes to alert timeouts.

4.5.Browse Support Forums

Click 'More' > 'Browse Support Forums'

You can post questions and suggestions about CCS in our community forum, a message board to discuss anything
related to our products.

Visit the forum

»  Open Comodo Client Security

+  Click the 'More' tab

»  Click 'Browse Support Forum' to visit the message board

«  New users will need to create an account. Registration is free.

«  Post away!! You'll benefit from expert feedback from developers and fellow users alike.
Online Knowledge Base

The knowledge base contains a range of articles and FAQs about Comodo products. It also features a support
ticketing system. Visit the knowledgebase at http://support.comodo.com. Registration is free.
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4.6.Help

Click 'More' > 'Help'

»  The help link opens the online user guide at https://help.comodo.com/. Each area has its own dedicated
page and contains detailed descriptions of the application's functionality.

«  Open Comodo Client Security
»  Click 'More' > 'Help'

COMODO HELP

Croating Trust Online™

Search help Q

i Comode Ciient - Security for  Enghish o P
P e &%
Manaqger

Introducson To Comode Chem - Security For L

El introduction To Comodo Client -
Security For Linux

Introduction to Comodo Client - Security for Linux

I 5|:3|:|;.| Featres Comoga Chant EEI.'L'Illj" for Limux (CC%5) offers complese protacton aga N5t WIFLISES, WOrms and Ir'.||ar harses for Lines based
H COMpLASTE. Thne sofwans |5 BESY D SEUp and featres real-ime vins MOnoeng AUl evant Ii-;g:ﬂg. schaduiad Scans and maore

I Sysiem Requiraments

i N & Click 'Scan Mow' on Fie SUMIMARY SCreen I rin a8 Scan of your syalem
install Comodo Client - Security Far

Linux « Dvag Sles and okders inio the scan box o check indiidual ims

Start CCS For Linux Features

Understand CCS Alans & Deiects, biocks and eliminaes vinses om deskiogs and neponks
The Summary Screan « Conslanily prolects with real-sme and on-access scanning

H fntivirus Tasks - Infroduction
H pMore Options - Iniroduction

B fppendix 1 - CCS For Linug How To
Tuiorials

= Scheduler allows you D nin scans a1 a ime hat suis you

» zolaies sispickous files in guarantine preventng infection

& Daily, awnomate updales of virus definidons

You can also click the pdf icon at top-right to download the guide in PDF format.

4.7.About

The about dialog shows copyright information and the software version number.
»  Open Comodo Client Security
«  Click 'More" > 'About'

About COMODO Client - Security

cCOMODO

Client - Security

Product Version: 2.2.1.475
Virus Signature Database Version: 31089

Patents Pending
Copyright (c) 2011-2019 COMODQ. All rights reserved.
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Appendix 1 - CCS for Linux How To...
Tutorials

This section contains tutorials on key tasks in Comodo Client Security.
Use the links below to go to each tutorial's page:
»  Scan your Computer for Viruses - How to automatically or manually scan your computer
»  View Antivirus Events - How to view logs made by the virus scanner
« Configure Database Updates - Specify how virus signature updates should be handled
«  Quickly Change Security Levels - How to enable or disable real-time virus scans
« Change CCS Language Settings - Change the language used in the CCS interface
* Run an instant Antivirus scan on Selected Items - How to run custom scans on specific items or areas
» Create a Scheduled Scan - Setup up a virus scan which automatically runs at regular intervals
* Restore Incorrectly Quarantined Item(s) - Revert quarantined files to their original location
«  Switch Off Automatic Antivirus Updates - Disable automatic and virus signature database updates
- Control External Device Accessibility - Restrict access to external devices such as USB pen drive

Scan your Computer for Viruses

You can run a full scan, a quick scan, or create a custom scan according to your preferences.
Run an on-demand virus scan

«  Open Comodo Client Security

»  Click the 'Antivirus' tab

«  Click 'Run a Scan'in the antivirus tasks area

Please select an item to launch a scan:

Profile name | Profile type |
My Computer Predefined
Critical Areas Predefined

’u"l.l‘szeekclwr Custom Scan Profile

¢ What do these settings do? Create New Scan] [ Scan ] [ Close

CCS ships with two pre-defined scan profiles
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» My Computer - Scans every drive, folder and file on your system, including external devices.
» Critical Areas - A targeted scan of important files and folders.
Select the profile you want to use then click 'Scan'.

« Create New Scan. Create your own custom scan of specific files, folders or drives. See custom scan
to find out more.

CCS will check for and download any available updates before starting the scan. The scan will commence after
updates have been installed:

Scanning: My Computer - @

Scanning: My Computer
Status:  /snmap/gnome-3-28-1804/116/usr/lib...ules/module-rygel-media-server.so

) Objects Scanned: 4457 Start Time: Thu Apr 30 11:28:33 2020
4# Threats Found: o Duration: 00:00:16
¥ Show on top

& What do these settings do? i, Pause Stop Scan:

Results are shown at the end of the scan:

Scanning: My Computer - Scan Completed

Scanning: My Computer
Status:  Scan Completed

@& Objects Scanned: 271025 Start Time: Thu Apr 30 11:28:33 2020
4% Threats Found: 12 Duration: 00:20:39
¥ Show on top

What do these settings do?

»  Click the 'Results' button to see detailed file information.

» The results window shows any threats discovered by the scan and lets you decide how to handle them:
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COMODO Client - Security - Scan Results

' All Threat Name v Risk

' Malware@(#13tm1lukrdwdg0, #jgftBm0jxmvk, #13tmlukrdwdgo, ...) ws= High
J/homefelaine/Downloads/02ab39d5ef83ffd09e3774a67b783bfa345505d3cb86694c5b0f0c94980e5a28
J/home/elaine/Downloads/0636d8749ecb285c293dc533c9b7690bal7ac7902488bf39164129a12d54cl...
J/homefelaine/Downloads/0ffa%e646e881568c1f65055917547b04d89a8a2150af45faab6beb2733e7427
J/homefelaine/Downloads/2409fb21fe377f7el12dda392f26d7c93b7715239169d362dd907fed499ab38e9
J/homefelaine/Downloads/2409fb21fe377f7el12dda392f26d7c93b7715239169d362dd907fed99ab3Bea .
J/homefelaine/Downloads/2815c35a00c6abadc?2aa61b888cb144bc51458d08196794f15d06851d185...
/homefelaine/Suspicious files/02ab39d5ef83ffd09e3774a67b783bfa345505d3cbB6694c5b0f0c94980e...
J/home/elaine/Suspicious files/0636d8749ecb285¢293dc533c9b7690bal7ac7902488bf39164129a312d...
fhome/elaine/Suspicious files/0ffa9e646e881568c1f65055917547b04d89a8a2150af45faa66beb2733. ..
J/home/elaine/Suspicious files/2409fb21fe377f7212dda392f26d7c93b7715239169d362dd907fed99ab...
Jhome/elaine/Suspicious files/2409fb21fe377f7e12dda392f26d7c93b7715239169d362dd907fe499ab...
J/homefelaine/Suspicious files/2815c35a00c6abadc223ab1b888cb144bc51458d08196794f15d06851d...

RYLENEE YRR R R RN

¥ What do these settings do? Save Results [ Clean H Ignore v” Close l

+  Clean - If a disinfection routine exists, CCS will remove the infection and retain the original file. If no
routine exists, CCS will move the file to Quarantine.

* lIgnore - Two options:

Once - The file is removed from the threat results and remains in its current location. The file will
be detected as a threat again by the next scan.

Add to Exclusions - Creates an exception for the file. The virus scanner will skip the file in future
and not consider it to be a threat. The file is added to the Exclusions list.

» Save Results - Export the scan results to a text file.
«  Select 'All'if you want to apply 'Clean’ or 'lgnore' actions to every threat.

Create a new scan profile
« Open Comodo Client Security
«  Click the 'Antivirus' tab > Click 'Run a Scan'

e Click 'Create New Scan'
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Please select an item to launch a scan:

Profile name Profile type

My Computer Predefined

Critical Areas Predefined

% What do these settings do?

(| Create New Scan ]
I il

Scan Profile x

Scan H Close ]

MName:
| |
List of items to be scanned:
Path |
remor
¥ What do these settings do? [ Apply l [ Cancel

«  Name - Create a label for the scan profile.
«  Click 'Add' to select the files/ folders/ drives you want in the scan
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Please drag and drop your selection in the Selected items section x

Add new item

| )

Existing items Selected items
| Name |Size |Type [B
=- B ¢ Drive
&8 bin Folder
& B9 boot Folder
& B cdrom Folder
E- [ dev Folder
& etc Folder
& B home Folder
&-B8 lib Folder
&8 lib32 Folder
- E lib64 Folder | |
Bl libx32 Folder
-9 lost+found Folder
E- B media Folder
E- B mnt Folder
-9 opt Folder
& B9 proc Folder |
E- ¥ root Folder
&9 run Folder @
chin Cnld
1 - | (1]
& What do these settings do? Apply ] [ Cancel

There are two ways to add items:

+ Manually enter the path in the 'Add new item' field > Click the '+' button

OR

« Drag and drop items from the left pane to the right pane.
»  Repeat the process to add multiple items

«  Click 'Apply".
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Scan Profile x

Name:
|‘u'u'ieekl1,r Custom Scan Profile ]
List of items to be scanned:
Path
[)
..... j'h{:mef
Add... Remove
& What do these settings do? [ Apply l [ Cancel

«  Click 'Apply" again to save the profile.
You can also create profiles in the Scan Profiles area (open CCS > 'Antivirus' tab > 'Scan Profiles')
« Note: Managed endpoints — Scan profiles should be configured in an Endpoint Manager profile.

Instantly Scan Objects

+ Drag items into the scan box on the summary screen.
«  You can drag virtually any type of item - files, folders, photos, applications or drives.

COMODO Client - Security For Linux

Summary | a Antlvirus e

Antivirus & On Access
The virus database has been updated on Mon Aug 27 08:23:09 2018

] 2 threat(s) detected so Far

Clisnt - Secufity

e Scan Now

Drop files here ko scan by virus scanner
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See Run an Instant Antivirus Scan on Selected Items for more help with this.

View Antivirus Events

The events area is a log of actions taken by CCS when it encounters a malicious file.
The basic event viewer shows:

«  The name of the malware and the location where it was detected on your computer

»  The date and time it was detected

« The action that was taken on the malware by CCS, and whether or not the action was successful.
View antivirus events

»  Open Comodo Client Security at the summary screen

»  Click the number in front of 'threat(s) detected so far' on the home screen

Or
«  Click 'More" > 'View Antivirus Events'

COMODO Client - Security

COMODO

Client = Security

Antivirus

e Scan How
* Antivirus Events

Location |

| Action | Status | Date FL]
/home/ftester/Documents... Malware@#34papdaxq0... Ignore

Malware Name

Success 17:52:30

/home/ftester/Documents...
/home/ftester/Documents...
fhome/tester/Documents...
fhome/ftester/Documents. ..

fhomeftester/Documents...

Trojware HTML.IFrame.x. ..
Trojware.BAT.Agentwa...
Trojware.Js.TrojanDownl...
Malware @#1es8yudwsrokrr

Trojware.JS.Redirect.brn...

Ignore Success
Block success
Block Success
Ignore Success

Add To E... Success

17:52:33
17:54:33
17:56:33
17:57:43

17:57:49

/home/ftester/Documents... | VirusVBS.Ramnit.c@298... Add ToE... Success 17:57:53
/home/ftester/Documents... | Trojware VBS.StartPage.... Quarantine Success 17:57:55
/home/tester/Documents... Backdoor.PHP.Pbot.A@1... |Quarantine Success 17:57:56
fhome/tester/Documents... | Exploit.Js.Pdfka.cljk@27... |Quarantine Success 17:57:57
fhome/tester/Documents... Trojware.JS.Agent.rm@2... | Quarantine Success 17:57.58
fhomeftester/Documents... | TrojWare.HTMLIframe.x... |Quarantine Success 17:58:04
fhome/tester/Documents... Malware@#3pngisdffméml | Quarantine Success 17:58:05 @
& What do these settings do?  Refresh More... Close

L

«  See View Antivirus Events for more help with event logs.

«  Click the 'More' button to open the 'Log Viewer Module'.
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Configure Database Updates

It is essential you have the latest virus database to ensure you are protected against the newest threats.
+ Note: Managed endpoints — Database update settings should be configured in an Endpoint Manager profile.
The default policy of CCS for Linux:
i. Periodically check for and download database updates
ii. Automatically update the virus database before starting a scan.
See the following links for more details:
» Manually update the virus database
» Configure automatic database updates
Manually update the virus database
«  Open Comodo Client Security
«  Click the 'Antivirus' tab
+  Click 'Update Virus Database' on the tasks screen

CCS will contact Comodo servers and download any available updates. Please ensure you are connected to the
internet.

COMODO Client - Security for Linux

COMQI’JO

Clignt - S )

k_-f Run a Scan

This section allows you te scan your hard drive For
malware, viruses and spyware.

™ scheduled Scans

This section allows you te modify the scheduled Use this section to see and manage the threats
virus scanning settings in order to have your PC quarantined by the virus scanner.
periodically scanned.

28 @ Virus Database Update (90%)

Usi _ . . he
pre ¢ ]} Please wait while the virus database is being updated. i scanner.

del ¥ This might take a few minutes...

* Finalizing...
90%

@ what do these settings do?

Configure automatic database updates
«  Open Comodo Client Security
»  Click 'Antivirus' > 'Scanner Settings'
»  Select 'Real Time Scanning'
»  Enable the 'Automatically update virus database' option
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Virus Scanner Settings x

Real Time Scanning | Manual Scanning ] Scheduled Scanning ] Exclusions ]

Real-Time Scanning

C> On Access
- Real-time scanner is enabled
- Everything is scanned on-access
- Threats are going to be detected before
they can do any harm
Disabled
Detection

@utnmatically update virus database
X Automatically quarantine threats found during scanning
Show notification messages

Heuristics Scanning Level Low -

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

& What do these settings do? oK l [ Cancel

+ Note - You can enable or disable pre-scan updates for manual and scheduled antivirus scan types.
See 'Scanner Settings' if you need more help with this.

Quickly Set up Security Levels

« Right-click on the CCS menu bar icon to quickly view or change the current security level:

y B o 1005am 3%
Antivirus Security Level >

Configuration >

Open...
Exik

«  Move your mouse cursor over ‘Antivirus Security Level'
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€ 1y Bl o 1005am 3
* On Access lAntivirus Security Level >

Disabled ‘Configuration >
Open...
Exilt

« OnAccess - Files will be scanned as soon as you open them. 'On access' is another name for the
'Real-Time Scanning' feature that is mentioned elsewhere in the interface. We highly recommend
you leave this enabled.

» Disabled - Not recommended. Files are not scanned when they are opened, increasing the
liklihood that your system will get infected.

The currently active configuration is shown with a check-mark next to it. See Real Time Scan for more details.

You can also access these settings from the summary screen.
Change CCS Language Settings

»  Open Comodo Client Security
«  Click 'More' > 'Preferences'
»  Click the 'Language' tab
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Client - Security

& Preferences -?1 Browse Support Forums

o srrTets you configure general MNeed Help? Find the answers to your
settings like password protection, questions in COMODO Forums. Qur
updatdpptions, language, theme etc. developers regularly post and we

All systems are active would love to hear from you.

andrunning wy Manage MY Configurations @ Help

This section allpws you to Do you want to learn more about your

Preferences

Logging | Connection | Update | Device Control

Language: English{United States) - Default b

@ What do these settings do? OK Cancel

»  Choose the language you wish to use from the drop-down menu
«  Click 'OK' then restart the application to apply your changes:

® COMODO Client - Security

You need to restart the application For the changes to take
é effect. Would you like to do it now?

«  Note: Managed endpoints — You should configure language preference in an Endpoint Manager profile.
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Run an Instant Antivirus Scan on Selected ltems

+  You can instantly scan a file, folder or drive by dragging them into the scan box on the 'Summary' screen
*  You can also drag them onto the Comodo icon on the dock
Instantly scan items
«  Open Comodo Client Security
 Drag the items into the scan box in the 'Summary' interface
+  You can drag virtually any type of item - files, folders, photos, applications or drives.

COMODO Client - Security For Linux

COMODO :- a summary ' a Antivirus e

Client - Security

Antivirus & On Access
The virus database has been updated on Mon Aug 27 08:23:09 2018

@ 2threat(s) detected so far

ﬂ Scan Now

Drop files here ko scan by virus scanner

CCS will first check for AV database updates. If updates are available they will be downloaded and installed:

Virus Database Update (90%) X

I
¥ Please wait while the virus database is being updated.
This might take a few minutes...

Finalizing...

What do these settings do? Hide
9

The scan will begin immediately after the updates are installed.
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Scanning: My Computer

Scanning: My Computer
Status:  /snmap/gnome-3-28-1804/116/usr/lib...ules/module-rygel-media-server.so

) Objects Scanned: 4457 Start Time: Thu Apr 30 11:28:33 2020
4# Threats Found: o Duration: 00:00:16
¥ Show on top

& What do these settings do? i, Pause

The results will be shown at the end of the scan. The results show any threats found along with their location and
severity level.

See Run a Scan for help on how to react if infected item(s) are found.

Create a Scheduled Scan

+  The highly customizable scheduler lets you timetable virus scans to run when you decide.

»  You can schedule a scan of your entire computer or specific areas. You can create multiple schedules.

»  You can run scans at daily, weekly, monthly or custom intervals.

- Note: Managed endpoints — You should configure scan schedules in an Endpoint Manager profile.
Create an antivirus scan schedule

«  Open Comodo Client Security

«  Click the 'Antivirus' tab

+  Click 'Scheduled Scans'

+  Click 'Add' to create a new schedule:
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COMODO Client - Security For Linux

CO MO D 0 e Summary @ Antivirus e

Client - Security

i 7
EJ Run a Scan U' Update Virus Database

This section allows you to scan your hard This section allows you to check for the
drive for malware, viruses and spyware. latest virus database and download the

updates if any.
The antivirus protection is j Sscheduled Scans
disabled!

This sedrion allows you to modify the Use this section to see and manage the
d virus scanning settings in order threats quarantined by the virus scanner.

:'+ I Quarantined Items

Enable now

Scheduled Scans

Schedule Name
- Weekly Virus Scanning

Remove
Scan Schedule
Name: [ Apply H Cancel
[ |
Profile:
My Computer -

Days of the week:

® Monday

¥ Tuesday

® Wednesday
¥ Thursday
¥ Friday

® Saturday
¥ Sunday

-

Start time: 12:00 AM

-

Apply H Cancel

» Name - Create a label for the new schedule. E.g. 'Daily scan of external devices'

»  Profile - The profile determines which areas of your computer are scanned:
»  Full Scan - Scans every file, folder and drive on your system
«  Quick Scan - Atargeted scan of important operating system and user files/folders
«  Custom Scan - A user-created scan of specific items
»  See Scan Profiles for more advice on profiles

» Days of the week - Select the weekdays the scan should run.

«  Start time - Select the time the scan should start on the specified weekdays

«  Click 'Apply".
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Your new schedule will be listed in the scheduled scans interface:

scheduled Scans X

Schedule Name | Add...
“ Weekly Virus Scanning -
Weekly custom scan schedule Edit...
Remove
¥ What do these settings do? Apply ] [ Cancel

«  Click 'Edit' to modify a profile.
«  Click 'Remove' to delete a profile.
«  For more details, see Scheduled Scans.

Restore Incorrectly Quarantined Item(s)

You can restore items you believe were incorrectly quarantined to their original location:
»  Open Comodo Client Security
«  Click the 'Antivirus' tab
+  Click 'Quarantined Items'
«  Select the items you want to restore. Hold down the command key to select multiple items
«  Click 'Restore'
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Add...

Location Date/Time

Malware@#vigyaokih7gw fhomefelaine/Downloads/02ab39d5ef... Thu Apr 30 11:59:41 2020 |
Malware@#vigyaoklh7gw fhome/elaine/Suspicious files/02ab39... Thu Apr 30 11:59:45 2020
Malware@#jgftBm0jxmvk fhomefelaine/Downloads/0636d874%e... Thu Apr 30 11:59:42 2020
Malware@#jgft8m0jxmvk /homefelaine/Suspicious files/0636d8... Thu Apr 30 11:59:46 2020 |
Malware@# 3fxg8e8df3its fhomefelaine/Downloads/2815¢35a00... Thu Apr 30 11:59:45 2020
Malware@# 3fxg8e8df3its fhomefelaine/Suspicious files/2815c3... Thu Apr 30 11:59:47 2020/
Malware@#3bqdIvs83Iryf  fhomefelaine/Downloads/0ffad9e646e8... Thu Apr 30 11:59:43 2030
Malware@#3bqdlv583Iryf  fhome/elaine/Suspicious files/0ffades...
- Malware@#13tmlukrdwdg0 /home/elaine/Downloads/2409fb21fe...
Malware@#13tmlukrdwdg0 fhomefelaine/Downloads/2409fb21fe...
Malware@#13tmlukrdwdgd fhome/elaine/Suspicious files/2409fb2... Thu Apr 30 11:5#:

Restore

o _

Clear

COMODO Client - Security

@ Would you like to add these files to your excluded files too?

O || @ |

You will be asked if you want to add the item to the Scan Exclusions list:

« 'Yes'- The file is restored to its original location. It is not flagged as dangerous nor quarantined by future
antivirus scans. You can manage excluded items in the Scanner Settings interface (‘Antivirus' > 'Scanner
Settings' > 'Exclusions'). See Exclusions for more details.

« 'No'- The file is restored to its original location. If the file contains malware it will be re-quarantined by the
next antivirus scan.

Switch off Automatic Antivirus Updates

» By default, Comodo Client Security automatically checks for software and virus database updates.
»  However, some users like to have control over what gets downloaded and when it gets downloaded.

»  For example, network admins might not want automatic downloads because they take up too much
bandwidth during the day.

«  CCS provides full control over virus and software updates.

» Note: Managed endpoints — Automatic antivirus updates should be configured in an Endpoint Manager
profile.

Automatic updates can be disabled on a per-scanner basis. The following links explain how to do this for each type:
»  Switch off automatic updates in general
»  Switch off updates prior to manual scans
»  Switch off updates prior to scheduled scans
Switch off automatic updates in general
Disabling updates here means CCS will not download updates in the background.
»  Open Comodo Client Security
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»  Click 'Antivirus' > 'Scanner Settings'
«  Click the 'Real Time Scanning' tab
»  Deselect 'Automatically update virus database'":

COMODO Client - Security for Linux

Summary

_ =
h_p-il Run a S5can % Update Virus Database

This sectien allows you to scan your hard drive For This section allows you to check for the latest virus
malware, viruses and spyware. database and download the updates iF amy.

Scheduled Scans ‘i'_f Quarantined Items

This section allows you to modify the scheduled Use this section to see and manage the threats
virus scanning settings in order to have your PC quarantined by the virus scanner.
periodically scanned.

scan Profiles QL scanner Settings

Use this section to add/remove new scanning This section allows you to change the advanced

profiles which are used by the virus scannep settings that affect how the virus scanner works.
determine the objects to be scanned.

Virus Scanner Settings

Real Time Scanning Manual Scanning | Scheduled Scanning | Exclusions

Real-Time Scanning
L? On Access

- Real-time scanner is enabled

- Everything is scanned on-access

- Threats are going to be detected before they can
do any harm

Disabled

Detection

Automatically update virus database
Aulo ats Found during scanning

Show notification messages

Heuristics Scanning Level Low ¥

Do not scan Files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

W What do these settings do? OK Cancel

«  Click 'OK'

*  You can still update the database manually by clicking the 'Update' tile on the home screen.
Switch off updates prior to manual scans

«  Open Comodo Client Security

+  Click 'Antivirus' > 'Scanner Settings'

»  Click the 'Manual Scanning' tab

+  Deselect 'Automatically update the virus database before scanning":
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Antivirus [ o

"
% Update Virus Database

SUmmary

E_,J Run a Scan

This sectien allows you to scan your hard drive for This section allows you to check for the latest virus
malware, viruses and spyware, database and download the updates if any.
ey
| Scheduled Scans "'_E Quarantined Items
This section allows you to modify the scheduled Use this section to see and manage the threats
virus scanning settings in order to have your PC quarantined by the virus scanner.

periodically scanned.
E Scan Profiles

Use this section to add/remove new scanning wereftis you to change the advanced
profiles which are used by the virus scanngetfo settings that affect how the virus scanner works.

determine the objects to be scanned

Virus Scanner Settings

Real Time Scanning Scheduled Scanning | Exclusions

Detection

P

X Scan 3”""".L TS 1:1:.9. LI, . Tar)

Automatically update virus database before 5@
laud scanning

Heuristics Scanning Level Low hd

Do not scan Files larger than (MB) 20

@ What do these settings do? oK Cancel

« Click 'OK'

«  This action means CCS will not check for updates prior to running a manual scan.
Switch off updates prior to scheduled scans

»  Open Comodo Client Security

+  Click 'Antivirus' > 'Scanner Settings'

«  Click 'the Scheduled Scanning' tab

» Deselect 'Automatically update the virus database before scanning":
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sSummary Antivirus

E "
E_,J Run a Scan % Update Virus Database

This sectien allows you to scan your hard drive for This section allows you to check for the latest virus
malware, viruses and spyware, database and dewnlead the updates iF amy.
b 1
e active | Scheduled Scans "'f Quarantined Items
This section allows you to modify the scheduled Uze this section to see and manage the threats
virus scanning settings in order to have your PC quarantined by the virus scanner.

periodically scanned.
E,. Scan Profiles

w‘ scanner Settings

i< you to change the advanced

Use this section to addfremove new scanning -
settings that affect how the virus scanner works.

profiles which are used by the virus scanner to
determine the objects to be scanned.

Virus Scanner Settings

Real Time Scanning | Manual Scanning

Detection

scheduled Scanning Y Exclusions
% Scan archive files (e.g. *.zip, *.rar)

Automatj ring scanning
.1 Automatically update virus database before scannin
% Show scan
Enable cloud scanning

Heuristics Scanning Level Low .

Do not scan files larger than (MB) 20

@ What do these settings do? OK Cancel

«  Click 'OK".
CCS will no longer automatically check for download database updates prior to running a scan.

Control External Device Accessibility

+  Click 'More' > 'Preferences' > 'Device Control'
+  The device control panel lets you block access to external devices such as USB sticks and external drives.

« You can also define exclusions for selected devices. The selected devices will be allowed to connect, but all
others will be blocked.

Configure device control
»  Open Comodo Client Security
»  Click 'More' > 'Preferences' > 'Device Control"
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COMODO

Client - Security

ﬁ Browse Support Forums

ets you configure general Meed Help? Find the answers to your

password protection, guestions in COMODO Forums. Our
developers regularly post and we
would love to hear from you.

dy Configurations @ Help

This section'Wlows you to Do you want to learn more about your

Preforences

Language | Logging @ Connection | Update {(Device Control

Enable Device Control
This option blocks devices of a client computer from accessing, such as USB Storage devices

% Log detected devices

Exclusions
Device Name Identification Add 7
Edit
Remove
(] [«]*]
@ What do these settings do? OK | | Cancel

- Enable Device Control - Prohibits access to external storage devices like USB sticks and external drives.
You can define exclusions to allow certain devices to connect. (Default = Disabled)

» Log detected devices - All device connection / disconnection events, whether allowed or blocked, are
added to CCS logs. You can view the logs in the 'Log Viewer' module.(Default = Enabled)

«  Click 'More' > 'View Antivirus Events' > 'More' > 'Device Control Events'
»  See Device Control Logs for more details.

»  Exclusions - Add exceptions to device control. Excluded devices are to connect to your computer even if
'Device Control' is active. For example, if your company uses USB tokens to authenticate remote VPN
connections, you should create exceptions for those tokens.

»  Click here for more help on adding devices to exclusions list.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email; EnterpriseSolutions@Comodo.com
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