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1. Introduction to Comodo Client - Security
for MAC

Comodo Client - Security (CCS) for MAC offers complete protection against viruses, worms and Trojan horses for
MAC OS X based computers. The software is easy to use and features real-time virus monitoring, full event logs,
cloud-based analysis of unknown files and more.

» Torun a virus scan, click the 'Scan Now' link on the summary screen.
» To scan individual items:

»  Drag them into the scan box in the 'Summary' area

OR
»  Drag them onto the Comodo dock icon

Features at a glance

»  Detects, blocks and eliminates viruses from desktops and networks

«  Constantly protects you with real-time and on-access scanning

»  Scheduler allows you to run scans at a time that suits you

«  Automatically runs unknown files inside a secure container which is isolated from the rest of your computer

Daily, automatic updates of virus definitions

«  Simple to use: install and forget while CSS protects you in the background
eoe

COMODO | 0 | pemeis B Antivirus

Cliant - Sacurity

Summary

Antivirus @ On Access
The virus database has been updated on Apr 28, 2018 at 10:00 PM
@ 32 threst(s) detected so far

All systems are active
and running.

@ scanMew

Drag'n'Drop files here to scan by virus scanner

Guide Structure

This guide explains the basic usage of CCS to Endpoint Manager admins and end-users.

* Introduction to Comodo Client - Security
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System Requirements

Install Comodo Client Security for Mac
Start CCS

Understand CCS Alerts

¢ The Summary Screen

View Antivirus Events

Antivirus Tasks - Introduction

Run a Scan

Update Virus Database
Quarantined Items
Scanner Settings

» Real Time Scan

¢ Manual Scan

»  Scheduled Scan

» Exclusions
Scheduled Scans
Scan Profiles

»  More Options - Introduction

Preferences

Language Settings
Log Settings
Update Settings

Manage My Configuration
Diagnostics

Browse Support Forums
Help

About

View Logs

« CCS How To... Tutorials

Scan your Computer for Viruses

View Antivirus Events

Configure Database Updates

Quickly Set up Security Levels

Change CCS Language Settings

Run an Instant Antivirus Scan on Selected Items
Create a Scheduled Scans

Restore Incorrectly Quarantined Item(s)

Switch off Automatic Antivirus Updates
Suppress Alerts with Silent mode
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1.1.System Requirements

To ensure optimal performance of Comodo Client - Security, please ensure that your computer complies with the
minimum system requirements as stated below.

CSS for MAC solution should be compatible with the following hardware platforms:
*  Mac Intel x86_64

Operating systems:
«  MacOS X 10.11.x
«  MacOS X 10.12.x
« MacOS X 10.13.x

1.2.Install Comodo Client - Security for MAC

You can use the Endpoint Manager (EM) interface to deploy Comodo Client Security (CCS) to your endpoints. You
can purchase EM as stand-alone application or as a part of the Comodo Dragon or Comodo One platform.

This section covers how to:
»  Subscribe for Endpoint Manager
» Enroll users
» Add Devices
» Deploy CCS on Mac endpoints
Skip to straight to Deploy CCS if you have already completed the first three steps.

Subscribe for Endpoint Manager

You can purchase Endpoint Manager as stand-alone application or as part of the Dragon or Comodo One suite:

- Dragon/C1-
Sign up for Dragon at https://platform.comodo.com/signup, or C1 at
https:/lone.comodo.com/signup

- After sign-up, login to the portal then click 'Applications > 'Endpoint Manager'.

«  Stand-alone Endpoint Manager
» Visit https://secure.comodo.com/home/purchase.php?pid=98&license=try for the trial version or
https://secure.comodo.com/home/purchase.php?pid=98 for the full version.

«  After sign-up, you can access your Endpoint Manager at the URL provided during setup.
Enroll Users

You must add users to Endpoint Manager before you can install CCS on your endpoints.

» Dragon MSP / C1 MSP customers - You can create multiple companies and can enroll users to any of
them.

« Dragon Enterprise / C1 Enterprise, and stand-alone Endpoint Manager customers - All users are
enrolled to the default company.

Add a user
«  Open Endpoint Manager
«  Click 'Users' > 'User List'
«  Click 'Create User'

or

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 6
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e Click the 'Add' button on the menu bar and choose 'Create User'.

Endpoint Manager = UserList

|7 o\
License Options i

& Create User

55 DASHBOARD
=1 DEVICES _ |_:' 3+ =% Enroll Device
Enroll Device Creaﬂbsm Mz
I User List ] MAME &
User Groups
Role Management ] @ admin

CONFIGURATION TEMPLATES

The create user form will open:

Create New User

User Mame™*

Oxford

Email*

mmoxford@yahoo.com

Phone Mumber
0876543210

Company™

Default Company -

Assign Role

Users e

» User Name - Enter the login username of the user. They will appear under this name in the EM interface.

- Email - Account and device activation mails will be sent to this address.
*  Phone Number - The contact number of the user.

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 7



Creating Trust Online®

Comodo Client - Security for MAC '?"Uﬂé_éﬁrx(l;;&de comMoDo

.-’/

«  Company - The organization to which you want to add the user.

« Assign Role - Arole determines user permissions within the Endpoint Manager console itself. EM ships
with two default roles:

« Administrators - Full privileges in the EM console. The permissions for this role are not editable.

« Users - In most cases, a user will simply be an owner of a managed device and should not require

elevated privileges in the management system. Under default settings, 'Users' cannot login to
Endpoint Manager.

«  Click "Submit' to add the user to Endpoint Manager.
You should see the following confirmation message:

Create New User

You have created «Oxford» user.
Email: mmoxford@yahoo.com
Phone number: 9876543210
Company: Default Company
Role: Users

Within a few minutes the user will get an email with instructions to proceed if his role
supports it.

»  Repeat the process to add more users.
«  New users will be listed in 'Users' > 'User List'

Tip: You can also import a list of users from a .csv file, and bulk enroll users/endpoints from Active Directory (AD).
See https:/lhelp.comodo.com/topic-399-1-786-10125-Create-New-User-Accounts.html if you want to learn
more about these options.

Enroll Devices
The next step is to add devices which belong to your users. You can then manage the devices using Endpoint
Manager.
Enroll devices
»  Click 'Users' > 'User List'
»  Select users for whom you want to enroll devices

»  Click the 'Enroll Device' button above the table
Or

«  (Click the 'Add' button at the menu bar and choose 'Enroll Device'.

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 8
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00 & Create User

DASHBOARD
......... =% Enpoll Device
DEVICES ﬁ
@ Enroll Revice
0
‘ \
I User List I:l NAME

User Groups

Role Management ® Wile

CONFIGURATION TEMPLATES w0

The "Enroll Devices' dialog will open:

Enroll Devices

Please choose the device owner(s)

Wile(frontfork) -

Show enrollment instructions Email enrollment instructions

The device owners field is pre-populated with the users you selected in the previous step.

« To add more users, start typing first few letters of their username and choose from the results

«  Show Enrollment Instructions - Show advice on how to add a device in a pop-up window. Useful for
admins who want to enroll their own devices.

«  Email Enroliment Instructions - Send device enroliment instructions to all selected users. Users must
enroll their own devices by following the instructions in the email. The following confirmation is shown
after clicking this button:

Enroll Devices »

Instruction email has been sent to selected usen(s). The user should navigate to the link on
a device that is going to be enrolled

Show Enrollment Instructions

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 9
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An example mail is shown below:

Endpoint Manager

Welcome to Endpoint Manager!

You are receiving this mail because your administrator wishes to enroll your smartphone,
tablet, macOS, Linux or Windows device into the Endpoint Manager system. Doing so will
malke it easier and more secure to connect your personal devices to company networks. This
mail explains how you can complete the enrollment process in a few short steps.

MNote:

- Make sure that you selected the operating system of the device that you want to enroll.

This product allows the system administrator to collect device and application data,
add/remove accounts and restrictions, list, install and manage apps, and remotely erase data
on your device.

Device Enrollment:

Click this link to enroll your device

Sincerely, Endpoint Manager team.

« The link takes the user to a page which lets them download the communication client and profile:

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 10
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o | Welcome to Endpoint
.4 Manager!

Yo e receiing fhis mai berause your administratior wishes (o
ervol your smartphone, tabiel, macCE, L or Windows device
inlz the Endpoint Marager system. Doing 50wl make | easier
rvd more SECUPE 10 [onrecl your personal devices i © mpany
reztwnrks This mail explairs how you can compiele the enraliment
process in a few shor sieps

HOTE
Make sure fhat you ssiected e operaling sysiem of the device
et you wan o errol

This product alows the system adminisirator io collect device and
application data. addremove accounts and restriclions, §st install
and manage apps. and remobely erase data on your device

== FOR WINDOWS DEVICES
Ennoil using this Ink
Hepes (Tronstork-ms . d mdem

SokeniTEIT 4224 Bb0a00dBd

‘3 FOR MADDS DEVICES
o AT L s

» Enrolimant wih MOM profie - Reommenesd
Dceam iCead @ ingtall Communication Chent oy choking me
Bodbowng ik

e TrOnaCrK-Trea . OTeck

0T TAE M B e

o e NokaniT 2T a2 48

Ap el

» Enroiimant winout MOM prodie
Cocram o @red ingtall Commurication Chent by cEcking me
Bl lirk

e T - 1T 147 ol Mo e

o ok niT 52748, 0T TAE M B e

AppePTOEk
P noke that woul will redl D sl 1 manape Cerlifiane
Resstichions. VPN and WiF prodie secions of macds
cericas erwnled wihoul MOM prodis

#l rorwsomvces

DX o2 Woliceis W ek o he noeases of The deice ol Wl bo

You can add MAC devices either with or without installing the Endpoint Manager (EM) profile.

»  Background - Apple only allow one portal to manage network features on a MAC device. This causes issues
with customers who want to use Endpoint Manager in conjunction with another management platform.

- 'Profile-less' enrollment lets you use EM to manage security/remote control while using another platform for
general Mac management.

»  However, you cannot use EM to manage certain items if you use profile-less enroliment. See the following
table for details:

Enroll with MDM Profile 'Profile-less' enroliment

Use Endpoint Manager to manage: Use Endpoint Manager to manage:
»  Antivirus Settings *  Antivirus Settings
*  Remote Control Settings *  Remote Control Settings
«  Valkyrie Settings «  Valkyrie Settings
+  Certificates

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved "
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»  Restrictions
« VPN
o Wi-Fi

Click the following links for help with either method:

«  Enroll with MDM Profile
«  Enroll without MDM Profile

Enroll with MDM Profile

»  Users should open the mail on the device you want to enroll
«  They should scroll to the 'FOR MAC OS DEVICES' section.
»  Click the 'Enroliment with MDM profile" link:

application data, add/remove accounts and restrictions, list, install

and manage apps, and remotely erase data on your device.

o FOR MACOS DEVICES

Choose enroliment type:

f 3
« Enroliment with MDM profile - Recommended

Download and install Communication Client by clicking the
following link:
https:/ffrontfork-msp dmdemo comodo com:443/enroll/osx/p
ackagefoken/T5274a24500a00d8deTeb T fidef0cbS4/install

AppleProfiles

= Enrollment without MDM profile
Download and install Communication Client by clicking the
following link:
https:/ffrontfork-msp.dmdemo.comodo.com:443/enrollfosx/p
ackage/token/7T5274a245b0a00d8de 7eb7ifdef0cbadfinstall
AppleProfile
Please note that you will not be able to manage Certificate,
Restrictions, VPN and WiFi profile sections of macOS
devices enrolled without MDM profile.

-
‘ FOR 10S DEVICES

1} Open the following link on the browser of the device you want to

This will start the installation wizard:

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 12
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L0 w Install COMODO Client - Communication [
Welcome to the COMODO Client - Communication Installer

You will be guided through the steps necessary to install this

¢ Introduction software, version 6.29.27265.19070.

Destination Select
Installation Type

Installation

Summary

Continue
»  The user follows the wizard and completes the installation.
«  The device profiles screen appears when installation is complete:
[ £ HH Profiles Qs
Device Profiles .
. Comodo Endpoint Manager
Comodo Endpoint Mana COMODO GROUP LTD. Verifi
@) : “OMODO GROUP LTD. Verified
2 settings
:"f;?li' Security Level Configuration Endpoint Manager
- - . dmdemo.comodo.com
| 16-Jul-2019 at 1:40 PM
. Mobile Device Management
SCEP Enroliment
DETRILS
Mobile Device Management
COMODO GROUP LTD.
+[— ?

The client connects to the EM server:

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 13
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e " e Install COMODO Client - Communication al

The installation was completed successfully.

¢ Introduction
© Destination Select
¢ Installation Type

o Installation

© Summary The installation was successful.

The software was installed.

Enroll without MDM Profile

»  Users should open the mail on the device you want to enroll
«  They should scroll to the 'FOR MAC OS DEVICES' section.
«  Click the 'Enroliment without MDM link:

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 14
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application data, add/remove accounts and restrictions, list, install

and manage apps, and remotely erase data on your device.

o FOR MACOS DEVICES

Choose enrollment type:

e Enroliment with MDM profile - Recommended
Download and install Communication Client by clicking the
following link:
https:/ifrontfork-msp.dmdemo.comodo.com:443/enrollfosx/p
ackagefoken/75274a245b0a00d8deTeb7fdefOcbad/install
AppleProfile/1

« Enrollment without MDM profile
Download and install Communication Client by clicking the
following link:
https-/ifrontfork-msp dmdemo comodo.com-443/enroll/osx/p
ackage/token/75274a24.b0a00d8de 7 eb7ff4ef0cbo4/install
AppleProfile
Please note that you will not be able to manage Certificate,
Restrictions, VPN and WiFi profile sections of macOS
devices enrolled without MDM profile.

.
o
' FOR 105 DEVICES

1} Open the following link on the browser of the device you want to

This will start the installation wizard for the communication client;

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 15
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® w Install COMODO Client - Communication =

Welcome to the COMODO Client - Communication Installer

You will be guided through the steps necessary to install this

¢ Introduction software, version 6.29.27265.19070.

Destination Select
Installation Type

Installation

Summary

Continue
»  The user follows the wizard and completes the installation.
«  Once installation is complete, the client starts communicating with the EM portal.
@ - & Install COMODO Client - Communication ﬂ_‘!

The installation was completed successfully.

¢ Introduction
© Destination Select
¢ Installation Type

o Installation

¢ Summary The installation was successful.

The software was installed.

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 16
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Deploy Comodo Client Security
Note - Please uninstall any other antivirus products from target endpoints before proceeding. Failure to do so could
cause conflicts that mean CCS will not function correctly.
Install CCS
» Log into Dragon / Comodo One
«  Click 'Applications' > 'Endpoint Manager'
»  Click 'Devices' > 'Device List'
+  Click the 'Device Management' tab

«  Click the funnel icon on the right and select 'MacOS', to see only Mac OS endpoints
«  Click 'All Devices' to view every device in Endpoint Manager
«  Select your target Mac OS device(s) using the check-box(es) on the left

Click 'Install or Update Packages":

E4 E :'D'LIP Mana; ament Device Ma nagement Discovered Devices |BETA
- &
-8 ¥ iy
B O & & 2 .
Enroll Device  Remone Comirel — File Tanafer  Remooe Tools  Run Procedure  Manage Profiles Refresh Device Rt ewner More
Information

0% NAME ACTIVE COMPONENTS paTcH €]] Bcki N USER LAST ACTIVITY
@ @ comodo's Mac mini [ i | v | ale " E;ar - O 2O1904r2d D2E053 P
® DESKTOP-Q2O0OSTE : O a Saddle and Pedals DESKTOP-020. 47 2019/04/29 02:31:45 PM
DESKTOP-TTROSPR [ 1 herculespopular DESKTOP-TTF. i 2019/03/29 04:20:55 PM
CESKTOP-HIGS08N - mmﬂ@ z Saddie and Pedals DESKTOP-HI9S DI:! J01EMAF20 12:01:33 PM
< >

+  Select 'Install macOS Packages' from the drop-down.
+  Choose 'Install Comodo Client - Security'
«  Click 'Install":

Install macOS Packages

Install COMODO Client - Security

Install

«  Acommand will be sent to target endpoints to install CCS
«  The EM agent on the endpoint will download and install CCS
The application will become effective immediately after installation.
«  You can configure CCS settings in the EM profile which is applied to the endpoint.

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 17
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»  See https://help.comodo.com/topic-399-1-786-10854-Profiles-for-Mac-OS-Devices.html for more
details on this.

1.3.Start CCS

After installation, Comodo Client Security (CCS) will load at computer start-up. Real-time virus monitoring is
enabled.

« Ifyou need to access the local interface, you can do so using the following methods:

o Taskbar
« Launchpad
*  Dock

Taskbar icon

The '"Taskbar' (top-right) lets you open the application, enable/disable real-time scanning, switch to silent mode, and
manage your CCS configurations.

= LI s
b {%‘ : Aﬁtlﬁ.rlrus Security L:.wei [ ] _"F =
| Silent Mode |
Configuration (2 P
e : Exit p |
= r

- Antivirus Security Level - Enable or disable the real-time virus monitor:
» OnAccess - Any file opened is scanned before it is allowed to run.
» Disabled - Switches the real-time scanner off.

«  Silent Mode - Temporarily disables alerts so they don't interrupt you when running a full screen
presentation or playing a game. Protection remains enabled.

»  Configuration - Create, import and export CCS security configurations. This is useful if you want to
implement specific settings on multiple endpoints.

«  Open... - Open the CCS main interface.
«  Click 'Open' to launch the application.

The application will open at the 'Summary' screen:

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 18
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COMODO I ar ¥ Antlvirus

Cliant - Sacurity

Summary

Antivirus @ On Access
The virus database has been updated on Apr 28, 2018 at 10:00 PM
& 32 threat(s) detected so far

All systems are active
and running.

@& scanMew

Drag'n'Drop files here to scan by virus scanner

Note: We recommend your first task should be a full scan of your computer. Click 'Antivirus' > 'Run a Scan' > 'Full
Scan' to do this.

Launchpad

»  Open the launchpad on your Mac device

M0 9l aBBBO :m@®AT ¥ mmy

«  Click the Comodo Client Security icon to open the application

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 19
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Dock icon

Use the quick launch icon on the MAC OS dock to open the interface at any time:

Tip: You can run scans on any file or folder by simply dragging it onto the CCS dock icon. If this icon is not present
you can add it as follows:

e Click the 'Finder" icon on the Dock

»  Click 'Applications' on the left menu

»  Click, hold and drag 'Comodo Client Security" icon onto the dock.

1.4.Understand CCS Alerts

« Antivirus alerts immediately inform you if a virus has been detected and provide options on how to proceed.

«  Alerts can also be used to instruct CCS on how it should behave in future when it encounters activities of
the same type.

COMODO Antivirus Alert

A malicious item has been

detected!
Name: ApplicUnwnt@341617337
Location: Svarffolders/Lh/mmc_bgrxlxg404 3cmewky. .

More information: ApplicUnwnt@341617337

d How should | answer?

2 Clean « || ™ 1gnore b
o |G

Answering an Antivirus Alert

« Alerts are generated whenever a virus or malware tries to be copied to or run on your system.
«  Alerts appear at the bottom right hand side of your computer screen.

«  The alert contains the name of the virus detected and the location of the virus on your disk and, if available,
more information about the virus.

Each alert has two main options - 'Clean' and 'Ignore’. Select either of these to view further options.
« 'Clean' presents you with the following options:
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«  Clean the file - Will delete the file.
¢ Quarantine the file. This will move the file to Quarantined Items
OR
« Disinfect the file,
» If CCS has a disinfection routine available it will disinfect the file.
« If not, then the file will be deleted.
+ 'lgnore’ presents you with the following options:

»  Once - Ignore the file this time only. If the same file is detected at another time then another alert
will be shown.

» Add to Exclusions - The virus is added to your local Exclusions list. Comodo Client - Security will
no longer report this file as malicious or raise an alert the next time the file is detected.

To clean the file or application form your system
»  Click the drop-down arrow beside the 'Clean’ button and select 'Clean’ from the 'Clean’ options.

COMODO Antivirus Alert

A malicious item has been

detected!
Marme: ApplicUnwnt@3£41617337
Location: Jvar ffolders) Lhfmmec_bgrxlxgd 04 3cmwwko. .

More information: ApplicUnwnt@341617337

d How should | answer?

@ Clean - | | u lgnore 3 |

| Disigfect |

' Quarantine |

To move a file or an application to Quarantine

«  Select 'Quarantine' under the 'Clean' drop-down button.
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A malicious item has been

detected!
Marme: ApplicUnwnt@341617337
Location: Jvarffolders/ 1h/mmec_bgrxlxg404 Icmwwky. .

Mare information: ApplicUnwnt@341617337

e =
t“ How should | answer? | G Clean - | |[ o lonore

' Clean |
| Disinfect |

To disinfect the file or application

»  Select 'Disinfect’ under the 'Clean’ drop-down button.

COMODO Antivirus Alert

A malicious item has been

detected!
Marme: ApplicUnwnt@341617337
Location: Jvarffolders/ 1h/mmc_bgrx1xg4 04 3cmewlos. .

Maore information: ApplicUnwnt@341617337

@ How should | answer?

G Clean - | | Ifj lgnore 3

' Clean |

D

| Quarantine |

CCS will attempt to disinfect the file. If this is not possible then the file will be deleted.
To ignore an alert to trust a file/application

«  Click 'Ignore" at an alert.
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A malicious item has been

detected!
Marme: ApplicUnwnt@341617337
Location: fvarffolders/1h/mmc_bgrxlxg4043cmemwio. .

Mare information: ApplicUnwht@341617337

 Once
& How should | answer? i E; Clean 119 Ignare * Ad : :
shot _ | | R d to Exclusions
g

»  This provides you with three options:

»  Once - The file is ignored this time only. If the same file is detected at a later date then another alert will
shown

« Add to Exclusions - If you click 'Add to Exclusions', the virus is moved to Exclusions list. This means
Comodo Client - Security will no longer report this file as malicious or raise an alert the next time the
file is detected.

Note - When an alert is shown, the item will be blocked access from other applications. If you choose not to answer
the alert or if the alert time runs out, then no action is taken against it. The alert will be shown next time when it is
accessed again.

2. The Summary Screen

»  The summary area is shown by default when you open the application
« It provides an at-a-glance summary of protection and update status
»  You can also run a virus scan with a single click from here
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COMODO | 0 | ey B Antivirus

Cliant - Sacurity

Summary
Antivirus @ On Access

The virus database has been updated on Apr 28, 2018 at 10:00 PM
@ 32 threst(s) detected so far

All systems are active
and running.

@& scanMew

Drag'n'Drop files here to scan by virus scanner

To scan individual files for viruses, drag them into the scan area.
The summary screen contains the following information:

1. System Status

The shield icon on the left of the interface is a high visibility indicator of your current protection level. There

are four CCS indicators: yellow, green, red and blue

»  Yellow - There are actions you need to take. For example, because you need to run a full scan or
because the real-time scanner is switched off.

«  Green - All systems are active and running.
» Red - Serious security risks. For example, when the EM agent is not running or a CCS setting is

corrupted.
*  Blue - Silent mode is active. Alerts are temporarily disabled.
2. Antivirus

The 'Antivirus' summary box contains:

i. Status of Real Time Virus Scanning
«  The status of the virus scanning setting is displayed as a link (on Access in the example).
+  Click 'On Access' to open the 'Virus Scanner Settings' panel.

»  To quickly set the 'Real Time Scanning' level, move the status slider. See Scanner Settings for
more details on Virus Scanner Settings.

i. When the Virus Database was Last Updated
» The date when the virus database was last updated is shown as a link.
«  Click the link to start the the database update.
i. Number of Detected Threats
«  The number of threats detected from the start of the current session of Comodo Client - Security.

»  Click the <number> link to open the 'Antivirus Events' panel. For more details, see Antivirus
Events.

iv. Scan Now
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Click the 'Scan Now' link to instantly run a scan.

2.1.View Antivirus Events

The 'Antivirus Events' viewer contains a log of actions taken by the virus scanner when it encountered a malicious
file.

The viewer tells you:
» The date and time a particular virus was detected
»  Location and the action that was taken by Comodo Client - Security in response
«  Click the number in front of 'Threat(s) detected so far' on the 'Summary' screen to open the event viewer.

Location Malware Mame Action Status Date
fUsersfcomodo/Desktop/Unknow... Malware@#2256... Quaran.. Success Apr 26, 2019..
JUsers/comodo/Desktop/Unknow... Malware@#27s8... Quaran... Success Apr 26, 2019...
JUsers/comodo/Desktop/Unknow... Malware@#2256... Quaran... Success Apr 26, 2019...
JUsers/comodo/Desktop/Unknow... Malware@#27s8... Quaran... Success Apr 26, 2019...
fUsersfcomodo/Desktop/Unknow... ApplicUnwnt@#2... Quaran.. Success Apr 26, 2019..
JUsers/comodo/Desktop/Unknow... Malware@#27s8... Quaran... Success Apr 26, 2019...
fUsersfcomodo/Desktop/Unknow... ApplicUnwnt@#2... Quaran.. Success Apr 26, 2019..
JUsers/comodo/Desktop/Unknow... Malware@#2256... Quaran... Success Apr 26, 2019...
fUsersfcomodo/Desktop/Unknow... Malware@#2256... Quaran... Success Apr 26, 2019..
JJsersfcomodo/Desktop/Unknow... Malware@#27s8... Detect Success Apr 26, 2019...
JJsersfcomodo/Desktop/Unknow... Malware@#27s8... Detect Success Apr 26, 2019...
JJsersfcomodo/Desktop/Unknow... ApplicUnwnt@#2... Detect Success Apr 26, 2019...
JJsers/comodo/Desktop/Unknow... ApplicUnwnt@#2... Detect Success Apr 26, 2019...
@ What do these settings do? Refresh Maore... Close

Column Descriptions

» Location - The path of the malicious file

«  Malware Name - The label of the malicious file

«  Action - Indicates how CCS acted on the malware. Possible actions include 'Detect’, '‘Quarantine' and
'Ignore'

- Status - Whether or not the action was successful

» Date - The date and time of the event

Controls
»  Refresh - Click to load the very latest events
«  More... - Opens the 'Log Viewer' screen. See View Logs for more details.
»  Close - Exit the 'Antivirus Events' screen

3. Antivirus Tasks - Introduction

»  Click the 'Antivirus' tab on the CCS home-screen to open this interface.
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»  The tasks area lets you run on-demand virus scans and configure how you want the scanner to behave.
»  You can alter settings for each scan type and create schedules to run scans at regular intervals.

*  You can also create custom scan profiles, view event logs, change update settings and review quarantined
files

COMODO

Client - Security

Tasks

Run a Scan Update Virus Database

= Thig saction allows you to scan your hard drive for Thiz section allows you 1o check for the |atest virus
All systems are active makwars. viruses and spywars database and download the vpdates if any.
and running.
™=  Scheduled Scans +j Quarantined [tems
I This section allows you te modify the scheduled [ Use this seciion to see and manage the threats

Wirus BCAnNing eettings in order 1o have your PC guarantingd by the virug ecannes.
periodically scanned

& Scan Profiles ﬂ} Scanner Settings
Use this section 10 aodinemows new Scanning Thiz section allows you 1o change the advanced
profiles which are used by the virus scanner to seilings that affects how the virus scanner works,

datermine the objects to be scanned.

Background - How antivirus scans work
1. Files on the host are checked against the local virus database and Comodo's master, cloud database.

» Note - Realtime scans only use the local virus database.

2. Discovered malware is handled per the scanner settings. You can automatically quarantine threats, or have
an alert shown which lets you choose what to do with each threat.

3. Ifthe file's signature is not available in FLS, then the file is given an 'unknown' trust rating. Unknown files
are submitted to Valkyrie for analysis if so configured in the Endpoint Manager profile.

+  Valkyrie is Comodo's online file rating system. It tests the runtime behavior of unknown files in order to
identify those that are malicious.

« Note - You need to enable 'Enable Cloud Scanning' in settings to activate this feature.
4. Unknown files run normally until Valkyrie analysis is complete.

5. If Valkyrie finds that the file is malicious then it is added to the malware blacklist. CCS will flag the file as a
virus on the next scan.

The following sections explain more about each task:
* RunaScan
« Update Virus Database
» Quarantined Items
»  Scanner Settings
» Scheduled Scans
» Scan Profiles
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3.1.Run a Scan

» The'Runa Scan' area lets you launch an on-demand scan on an item of your choice.
- Theitem scanned can be anything you choose - your entire computer, a specific drive, or even a single file.

* You can also scan a wide range of removable storage devices, including external hard-drives, USB sticks,
digital cameras and more.

Run an on-demand virus scan
+  Open Comodo Client Security
+  Click the 'Antivirus' tab
«  Click the 'Run a Scan' box

Please select an item to launch a scan:
Profile Name
Full Scan
Quick Scan
@ What do these settings do? Create New Scan Scan Close

Choose one of the following options:
« Full Scan - Scans every drive, folder and file on your system, including external connected devices

»  Quick Scan - Scans important operating system files, system memory, auto-run entries, registry keys and
hidden services.

« Create New Scan - Create your own custom scan of specific files, folders or drives.

Click 'Scan" after making your selection (or just double-click the profile name).

Custom Scan

You need to create a scan profile in order to run a custom scan. Once created, you can re-run the scan in future.
«  Open Comodo Client Security
+  Click the 'Antivirus' tab
+  Click the 'Run a Scan' box

»  Click 'Create New Scan'

»  Type a name for your new profile. For example, 'My External Drives'.

«  Click 'Add' to choose files, folders or drives you want to include in the profile
*  Repeat the process to add multiple items
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»  Click 'Apply". Your new profile will be listed in the 'Run a Scan' dialog
«  Select your new profile in the list and click 'Scan'
« Next, see:

» Scan progress and results

»  View the results window

«  Save results as a text file

* Remove selected items

*  Move threats to quarantine

 Disinfect / delete threats

+ Ignore a result once / ignore and create an exception

Tip: Drag an item into the scan box on the 'Summary' screen for a quick scan. You can also drag items onto the
CCS dock icon.

Tip: For more details on scan profiles, see Scan Profiles for more details.

To scan progress and results

Before running the scan, Comodo Client - Security will first check for AV database updates. If updates are available
they will be downloaded and installed.

o9 Virus Database Update (69%)

.-.?'. Please wait while the virus database |5 being updated.
w‘ This might take a few minutes...

Applying the updates. ..

& What do thesa settings do? Hide

The scan will begin immediately after updates have been installed.

The progress dialog shows you the profile name, the location that is currently being scanned, the start time and
duration of the scan, the total number of objects scanned so far, and the number of threats found.

Scanning: Full Scan

Status: {Applications/iBooks.a...oreAccessibility.strings
€ Objects Scanned: 15,402 Start Time: Mar 22, 2018, 3:38 PM
Q Threats Found: 0 Duration: 00:00:08
Show on top
9 0 ' ettings ¢ (J Pause O Stop Scan
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»  Click the 'Pause’ to suspend the task
+  Click the 'Resume' to resume a paused task
»  Click 'Stop Scan' to abort the scan process altogether.
Once the scan is complete, the results window opens:
View the Scan Results Window

The results screen lists the name and severity of all threats found:

. Comodo Client - Security - Scan Results

@ A7 Threat Name Risk

¥ Malware@(#rdevwovijljgg, #18f950r7g3buz) High o
JUsersftester/Documents/test_set/testset_all_virus/2eald3...
JUsers/tester/Documents/test_setftestset_all_virus/Viruss...

¥ Exploit.JS.Pdfka.hs@#283139321 High o -
JUsers/tester/Documents/test_set/testset_all_virus/4b5cd...

¥ Suspicious@#655qru3s3fnb High o -
JUsers/tester/Documents/test_set/testset_all_virus/Viruss...

@ What do these settings do? Save Results Clean - lgnore L

»  (Click the Threat Name' column header to sort results in alphabetical order

»  Click the 'Risk' column header to sort results by risk level

+  Select 'All'if you want to apply 'Clean’ or 'Ignore' actions to every threat.
Save the scan results as a text file

«  Click the 'Save Results' link on the bottom

- Type a name in the 'Save' dialog, enter the location and click 'Save'.

Save
Save As:|scan results_ﬂ32813.t:-:tl | h
Tags:
Where:  |[O Desktop B

Cancel Save
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Remove selected items
«  Select the file from the results
»  Click the 'Clean’ drop-down and select 'Clean'.

@ Comodo Client - Security - Scan Results

All? Threat Mame Risk

¥ Exploit.JS.Agent.va@#300070235 High o -
Molumes/run-test/AV_Engine/Smart/Samples/\irusShare_0f...
¥ Nolumes/run-test/AV_Engine/Smart/Samples/VirusShare_1c87...

¥ Malware @#3b9n22admmmgc High o -
inst.exe
¥ (Volumes/run-test/AV_Engine/Smart/Samples/VirusShare_01b1...
¥ Malware @(#2rvyidxaeStrt, #2shf830p9uot9, #ew8vef... High o -

Unsfx|mrp.vbs
Unsfx|367.cmd
Unsfx|run.cmd
Unsfx|to.cmd
Unsfx|winare.vbs

¥ Exploit.JS.Pdfka.baa@#289993298 High T
{Volumes run-test/AV_Engine/Smart/Samples/VirusShare_0...
¥ TrojWare.JS.Agent.ty@#287090038 High o -

Malirmoe rninatoct 8 EnminalSmaortiSommplocbinieSharg 16

@ What do these settings do? Save Results Clean @ Ignore
Clean
Disinfect
Quarantine

»  Click 'Yes'in the confirmation dialog box:

Are you sure you want to delete the
selected item(s) from your computer?

No Yes

The file will be deleted permanently from your system.
Move selected threats to quarantine
«  Select the file from the results
»  Click the 'Clean' drop-down and select 'Quarantine'.
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Are you sure you want to quarantine the
selected items?

No Yes

»  Click 'Yes'in the confirmation dialog box.
The selected file is moved to the Quarantined items.
Disinfect a file

«  Select the file from the results

»  Click the 'Clean' drop-down and select 'Disinfect'.

Are you sure you want to delete the
selected item(s) from your computer?

No Yes

»  Click 'Yes' at the confirmation dialog box.

CCS will disinfect the file if a disinfection routine exists. The file will be returned to its pre-viral state. If no disinfection
routine is available, the file is deleted permanently from your system.

Ignore a result if you consider the file safe
«  Select the application / file from the results
«  Click the 'Ignore' drop-down

Comodo Client - Security - Scan Results

All?  Threat Name Risk
¥ Malware@(#rdevwovjljgg, #18f850r7g3buz) High o -
fUsers/tester/Documents/test_set/testset_all virus/2ea03...
fUsersjtester/Documents|test_set/testset_all_virus/\VirusS...
T Explait.JS . Pdfka hs@#283139321 High - -
MUsersjtester/Documents/test_set/testset_all virus/dbScd...
¥ Suspicious@#665gruds3inb High o -
fUsersfiester/Documents/test_set/testset_all_virus/Viruss...
Once
W What do t ett t Clean - Ignigre v Add to Exclusions
—
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'Ignore’ provides you with two options:

«  Once - The threat is ignored this time only. The virus scanner will detect the file as a threat on the next
scan, and show another alert.

« Add to Exclusions - Create an exception for the file. The file is placed on the exclusions list and the
scanner will not flag it as a threat on subsequent scans.

Create a Scan profile

A custom scan profile is a scan of specific files, folders and drives. You choose which items are scanned, You can re-
run your custom scan profile at any time.

+  Open Comodo Client Security
«  C(Click the 'Antivirus' tab > Click 'Run a Scan'

o Click 'Create New Scan'

Please select an item to launch a scan:
Profile Mame

Full Scan
Quick Scan

@ What do these settings do? Create New Scan Scan Close

'Add New Profile' dialog opens:
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] Add New Profile

Mame:

List of items:

Path

Add... Remove

&9 What do these settings do? Cancel Apply

»  Type a name for the scan profile in the '"Name' box

+  Click 'Add' to select the items you wish to include in the scan
» Repeat the process to create more scan profiles

«  Click 'Apply".

Please select an item to launch a scan:
Profile Name

Full Scan
Quick Scan

My Custom Scans

@ What do these settings do? Create New Scan Scan Close

« Note 1: You can also create new Scan Profiles by accessing Scan Profiles in the 'Antivirus' task interface.
« Note 2: Managed endpoints - Scan profiles should be configured in the Endpoint Manager profile.
Instantly Scan Objects

You can instantly virus scan virtually any file, folder, photo, application or hard-drive by simply dragging the item into
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3.2.Update Virus Database

To ensure your system remains virus-free, it is imperative that the virus database is kept up-to-date.

You can download updates from Comodo's update servers to your system in two ways:
» Download updates manually
» Download updates automatically

Manually check for the latest virus database and then download the updates

+  Open Comodo Client Security
+  Click the 'Antivirus' tab
«  Click 'Update Virus Database' on the tasks screen

Note: You must be connected to the internet to download the updates.

The following notification is shown when the update is complete:

®® Virus Database Update (69%)

.u?'. Flease wait while the virus database s being updated.
w‘ This might take a few minutes...

Applying the updates...

€ What do these settings do? Hide

The following notification will appear when the update process is complete:
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a What do these setiings do’ Close

When infected or possibly infected files are found, if the anti-virus database has been not updated for a critically long
time, or your computer has not been scanned for a long time, the main window of Comodo Client - Security
recommends a course of action and gives a supporting explanation.

Automatic Updates

« By default, CCS is set to automatically check for and download updates from the Comodo servers before
commencing a scan of any type.

»  You can configure whether these automatic checks updates take place on a 'per scanner' basis in the
'Scanner Settings. See Real Time Scanning Settings and Scheduled Scanning Settings for more
details.

»  'Manual Scanning' refers to ‘on demand' scans carried out on items when, for instance, they are dragged in
the scan box or the Comodo dock icon.

3.3.Quarantined ltems

« Quarantine is an encrypted holding area for threats identified by the antivirus scanner.

» Quarantined files cannot be executed, so they present no danger to your computer or data.
The quarantine interface lets you:

»  Manually quarantine files

+ Delete quarantined files from your computer

» Restore a quarantined item

» Delete all quarantined items
View Quarantined ltems

«  Open Comodo Client Security

«  Click the 'Antivirus' tab

+  Click ‘Quarantined ltems'
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L Quarantined Iltems
Item Location Date/Time Add...
ApplicUnwnt... /Usersfc1-mac/.. & 24-Aug-2018 at
ApplicUnwnt... /Usersfel-mag/.. & 24-Aug-2018 at Delete
ApplicUnwnt... fUsersfcl-mac/.. ¥ 24-Aug-2018 at Restore

€

24-Aug-2018 at
24-Aug-2018 at Clear
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-dun-2018 at

ApplicUnwnt... /Usersfcl-mac/...
ApplicUnwnt.. /Usersfcl-mac/...
ApplicUnwnt... /Usersfcl-mac/...
ApplicUnwnt... /Usersfel-mac/...
ApplicUnwnt.. fUsersfcl-mac/...
ApplicUnwnt... /Usersfcl-mac/...
ApplicUnwnt... /Usersfcl-mac/...
ApplicUnwnt... /Usersfcl-mac/...
ApplicUnwnt... /Usersfcl-mac/...

Arnliel lmwnt Nlsarefel-mar/

CLECLEEEE

@ What do these settings do? Refresh Close

« Item The application or process that was quarantined
« Location - Path of the malicious item
+ Date/Time - Date and time when the item was moved to quarantine.
Manually add files to quarantine
You can quarantine items that you suspect are malicious but were not detected by the scanner.
»  Open CCS > Click 'Antivirus' > 'Quarantined ltems'
+  Click 'Add'
»  Browse to the file you want to quarantine and click 'Add'
Delete a quarantined item from the system
»  Open CCS > Click 'Antivirus' > 'Quarantined ltems'
«  Select the item and click 'Delete'.
This deletes the file from your computer permanently.
Restore a quarantined item to its original location
«  Open CCS > Click 'Antivirus' > 'Quarantined ltems'
+  Select the item and click 'Restore'.

» Ifthe restored item does not contain a malware, it operates as usual
« Ifit contains a malware, it is detected as a threat immediately
Delete all quarantined items

«  Open CCS > Click 'Antivirus' > 'Quarantined ltems'
«  Click 'Clear'
This deletes all the quarantined items from the system permanently.
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3.4.Scanner Settings

The 'Settings' area lets you configure real-time scans, manual scans, scheduled scans and exclusions.

+  The settings you implement will apply to all future scans of that type.

« ltems added to 'Exclusions' are excluded from all types of scan

« Note: Managed endpoints - Scanner settings should be configured in the Endpoint Manager profile.
Open Scanner Settings

+  Open Comodo Client Security

+  Click the 'Antivirus' tab

+  Click 'Scanner Settings'

L N Virus Scanner Settings
SRt hhis e Manual Scanning  Scheduled Scanning  Exclusions

Real Time Scanning

On Access Real-time scanner is disabled
Nothing is scanned on-access
Threats may NOT be detected before they can do any harm

Disabled
Detection

Automatically quarantine threats found during scanning
Automatically update virus database before scanning

Enable realtime scanning of files on network

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

& What do these settings do?

Antivirus settings are broken down into the following areas:
» Real Time Scan - Configure the 'always-on' virus monitor
¢ Manual Scan - Configure on-demand scans
«  Scheduled Scan - Configure a scan schedule
» Exclusions - View and manage items which will be skipped by virus scans.

3.4.1. Real Time Scan

« The real-time scanner is the 'always on' virus monitor which runs in the background, checking files when
they are opened, copied or downloaded.

»  We highly recommended you keep the real-time scanner active at all times.
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»  The real-time scanning area lets you enable or disable the scanner, and configure scan options.

« Note: Managed endpoints - Scanner settings should be configured in the Endpoint Manager profile.
Set the 'Real Time Scanning' level

«  Open Comodo Client Security

»  Click 'Antivirus' > 'Scanner Settings' > 'Real Time Scanning':

L N Virus Scanner Settings
Gt his i Manual Scanning  Scheduled Scanning  Exclusions

Real Time Scanning

On Access Real-time scanner is disabled
Nothing is scanned on-access
Threats may NOT be detected before they can do any harm

Disabled
Detection

Automatically quarantine threats found during scanning
Automatically update virus database before scanning

Enable realtime scanning of files on network

Do not scan files larger than (MB) 20

Keep an alert on the screen for (seconds) 120

& What do these settings do?

Use the slider to enable or disable the real-time virus monitor:

» OnAccess - Any file opened is scanned before it is allowed to run.
» Disabled - Switches the real-time scanner off.
Detection Settings
- Automatically quarantine threats found during scanning - Select the action to be taken when CCS
finds malware on your computer.

» Enabled - Detected threats are moved to quarantine, a secure holding area for suspicious files.
Quarantined files cannot be executed so pose no threat to your computer. See Quarantined
Items for more details. (Default).

» Disabled - Detected threats are not quarantined. Instead, an alert is shown with details about the
threat. You can block or ignore the threat at the alert. See Understand CCS Alerts for more help
with this.

« Automatically update virus database before scanning - CCS will check for and download the latest
virus database prior to running a scan (Default = Enabled).

« Enable realtime scanning of files on network - Activate or deactivate automatic scans of files on
network drives.

- Enabled - CCS checks all files you interact with on a network drive, even if you do not copy it to
your local machine.
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- Disabled - Network files are not checked unless you copy them to your local machine (Defaulf).

» Do not scan files larger than - Set the maximum file size that the real-time scanner should scan. Files
larger than the size specified here are not scanned (Default = 20 MB).

«  Keep an alert on the screen for - Set the length of time that the alert message should stay on the
screen (Default = 120 seconds).

e Click 'Close'

3.4.2. Manual Scan

The options in the manual scanning area apply to any on-demand scans you run. For example, these settings are
used when:

»  Youclick 'Scan Now' on the home screen then run a full, quick or custom scan

* You drag an item into the scan-box on the home screen

+  You right-click on a file and select 'Scan with COMODO Client — Security'".
Note: Managed endpoints — scanner settings should be configured in an Endpoint Manager profile.
Configure Manual Scans

»  Open Comodo Client Security

+  Click 'Antivirus' > 'Scanner Settings' > 'Manual Scanning':

L] Virus Scanner Settings

Real Time Scanning Scheduled Scanning  Exclusions
Detection
Scan archive files
Automatically quarantine threats found during scanning
Automatically update virus database before scanning

Enable cloud scanning

Do not scan files larger than (MB) 20

& What do these settings do?

« Scan archive files - The antivirus will scan archive files such as .ZIP and .RAR files. You are alerted to
the presence of viruses in compressed files before you even open them. These include RAR, WinRAR,
ZIP, WinZIP ARJ, WinARJ and CAB archives (Default = Enabled)

- Automatically quarantine threats found during scanning - CCS will place any threats it finds in
quarantine, a secure holding area for suspicious files. Files can be restored or deleted from quarantine
at your will (Default = Enabled).
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- Automatically update virus database before scanning - Instructs CCS to download the latest virus
database before starting an on-demand scan (Default = Enabled).

There are separate update options for real time, manual and scheduled scans. You can also manually update by
clicking 'Antivirus' > 'Update Virus database'. See 'Update Virus Database' for more details.

« Enable cloud scanning - CCS will use the latest online database to check whether a file is malware.
The local scan is augmented with a real-time look-up of Comodo's online signature database. This
makes it possible to detect zero-day malware even if your local database is outdated. (Default =
Disabled).

« Note - This setting needs to be enabled to submit unknown files to Valkyrie for analysis. Valkyrie is
configured in the Endpoint Manager profile.

« Do not scan files larger than - Set the maximum file size that the AV should attempt to scan. Files
larger than the size specified here are not scanned (Default = 20 MB).

e Click 'Close'

3.4.3. Scheduled Scan

The options you set in the 'Scheduled Scanning' area will apply to every scheduled scan you create.

» Note: Managed endpoints - Scanner settings should be configured in the Endpoint Manager profile.
Configure scheduled scan options

»  Open Comodo Client Security

+  Click 'Antivirus' > 'Scanner Settings' > 'Scheduled Scanning":

L ] Virus Scanner Settings
Real Time Scanning  Manual Scanning Exclusions
Detection
Scan archive files
Automatically quarantine threats found during scanning
Automatically update virus database before scanning
Show scan progress

Enable cloud scanning

Do not scan files larger than (MB) 20

& What do these settings do?

You can choose to run scheduled scans at a certain time on a daily, weekly, monthly or custom interval basis.
You can also choose which specific files, folders or drives are included in that scan by choosing the scan profiles.

« Scan archive files - The antivirus will scan archive files such as .ZIP and .RAR files. You are alerted to
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the presence of viruses in compressed files before you even open them. These include RAR, WinRAR,
ZIP, WinZIP ARJ, WinARJ and CAB archives (Default = Enabled)

«  Automatically quarantine threats found during scanning - CCS will place any threats it finds in
quarantine, a secure holding area for suspicious files. Files can be restored or deleted from quarantine
at your will (Default = Enabled).

+ Automatically update virus database before scanning - Instructs CCS to download the latest virus
database before starting an on-demand scan (Default = Enabled).

There are separate update options for real time, manual and scheduled scans. You can also manually update by
clicking 'Antivirus' > 'Update Virus database'. See 'Update Virus Database' for more details.

« Enable cloud scanning - CCS will use the latest online database to check whether a file is malware.
The local scan is augmented with a real-time look-up of Comodo's online signature database. This
makes it possible to detect zero-day malware even if your local database is outdated. (Default =
Disabled).

» Note - This setting needs to be enabled to submit unknown files to Valkyrie for analysis. Valkyrie is
configured in the Endpoint Manager profile.

» Do not scan files larger than - Set the maximum file size that the AV should attempt to scan. Files
larger than the size specified here are not scanned (Default = 20 MB).

e Click 'Close

3.4.4. Exclusions

The 'Exclusions' tab shows threats which you ignored and and created an exception for. You can create exceptions
at a virus alert, or in the results at the end of a scan.

Use this interface to add more exceptions or remove existing exceptions.

» Note: Managed endpoints - Scanner settings should be configured in the Endpoint Manager profile.
To set the 'Exclusions Scanning' level

»  Open Comodo Client Security

+  Click 'Antivirus' > 'Scanner Settings' > 'Exclusions":
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Virus Scanner Settings

Real Time Scanning  Manual Scanning Scheduled Scanning

Exclusions

Add 4
JLibrary/Application Support/COMODOfCCS/*
JApplications/COMODOJCCS/* Edit
JApplications/COMODO Client - Security.app/*
Remove

&) What do these settings do?

All items listed in the 'Exclusions' area are excluded from future scans of all types.
Also, you can manually define trusted files or applications to be excluded from a scan.

To define a file/application as excluded from scanning

»  Click 'Add". There are two methods available to choose the application that you want to trust: '‘Browse
Files..."and 'Browse Running Processes".

Browse Files...

Browse Running Processes g

» Browse Files... - This option is the easiest for most users and simply allows you to browse the files
which you want to exclude from a virus scan.

« Browse Running Processes - As the name suggests, this option allows you to choose the target
application from a list of processes that are currently running on your computer.

When you have chosen the application using one of the methods above, the application name appears along with its
location.

+  Click 'Close'
To edit the path (location) of an Excluded application
»  Select the file or application for the list of excluded items
«  Click 'Edit'
«  Make the required changes for the file path in the 'Edit Property' dialog.
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| ] Edit File Path

[System/Library/Accounts/MNotification/AQSKitMotificationPlugin.bu

@ What do these settings do? Cancel Apply

«  Click 'Apply'

3.5.Scheduled Scans

«  The highly customizable scheduler lets you timetable virus scans according to your preference.

= You can schedule a scan of your entire computer or specific areas. You can create an unlimited number of
schedules.

* You can run scans at daily, weekly, monthly or custom intervals.
» Note: Managed endpoints - Scheduled scans should be configured in the Endpoint Manager profile.
See the following for more help:

» Create a scheduled scan
» Edit a pre-scheduled scan
« Cancel a pre-scheduled scan

+ Note. Click 'Antivirus' > 'Scanner Settings' > 'Scheduled Scanning' to configure general settings for all
scheduled scans.

Create a scheduled scan
+  Open Comodo Client Security
«  Click the 'Antivirus' tab
+  Click 'Scheduled Scans'
+  Click 'Add' to create a new schedule:

® Scheduled Scans

Schedule N
chedaula Name ﬂ.dd
Weekly Virus Scanning
Edit...
Remove
@ What do these settings do? Close

+  Configure your schedule in the following settings screen:
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L N ] Scan Schedule

Mame:

| Weekly Custom Schedule |

Profile:

Full Scan B

Days of the week:

Monday
Tuesday
Wednesday
Thursday
Friday

| Saturday

| Sunday

-~

Start time: 3:00 AM 2

Cancel Apply

»  Name - Enter a label for the new schedule. E.g. 'Daily scan of external devices'

«  Profile - The profile determines which areas of your computer are scanned. 'Full Scan' and 'Quick
Scan' are the default options. You can also create your own profile of specific targets.

»  See Scan Profiles for help to create a custom scan profile.
» Days of the week - Select the weekdays the scan should run.
«  Start time - Select the time the scan should start on the specified weekdays
«  Click 'Apply".
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® Scheduled Scans

Schedule N
chequla Mame .ﬂ.dd
Weekly Virus Scanning
Weekly Custom Schedule Edit...
Remove
@ What do these settings do? Close

*  Repeat the process to create more scan schedules.
Edit a scheduled scan

«  Select the schedule from the list.

+  Click 'Edit" in the 'Scheduled Scans' setting panel.

»  Edit the necessary fields in the 'Scan Schedule' panel.

«  Click 'Apply".
Remove a scheduled scan

«  Select the scan schedule profile you wish to cancel

«  Click 'Remove'.

3.6.Scan Profiles

»  Scan profiles let you choose specific folders, drives or areas to scan. Once saved, you can apply a scan
profile to scheduled and on-demand scans.

« You can create as many custom scan profiles as you want
» Note: Managed endpoints - Scan profiles should be configured in the Endpoint Manager profile.
Open the Scan Profiles interface
«  Open Comodo Client Security
»  Click the 'Antivirus' tab
«  Click 'Scan Profiles' in the antivirus tasks interface.
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® Scan Profiles

Profile Mame Add
Full Scan
Quick Scan Edit...
Remaove
@ What do these settings do? Close

Comodo Client - Security has two default profiles: 'Full Scan' and 'Quick Scan'. These two profiles are predefined
and cannot be edited or removed.

»  Full Scan - CCS scans every local drive, folder and file on your system.

*  Quick Scan - CCS runs a targeted scan of important operating system files and folders.
The following sections explain how to:

» Create a scan profile

* Remove a custom scan profile
To create a new scan profile

«  Click "Scan Profiles' on the 'Antivirus' tasks interface.

«  Click 'Add". The 'Scan Profile' dialog appears:
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] Add New Profile

Mame:

List of items:

Path

Add... Remove

&9 What do these settings do? Cancel Apply

»  Name - Enter a label for the scan profile.
«  Click 'Add' to select the items you wish to include in the scan.

[ ] Add New Profile

Mame:

My Custom Scans
List of items:

Path

fUsersftester/Documents/test_set

Add... Remove

&9 What do these settings do? Cancel Apply

« Toremove an item, select it from the dialog and click 'Remove'.
«  Click 'Apply' for the created profiles to take effect.
The new profile will become available for selection in the '‘Run a Scan' panel:
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Please select an item to launch a scan:

Profile Name

Full Scan
Quick Scan

My Custom Scans

u\ What do these settings do? Create New Scan Scan Close

It is also available for selection during a scheduled scan. See Scheduled Scans for more details.
Remove a custom scan profile

«  Select the profile you want to remove from the list and click 'Remove'

Note: You cannot delete predefined scan profiles (Full Scan and Quick Scan).
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4. More Options - Introduction

The 'More Options' area lets you view and modify various program settings. It also contains utilities and shortcuts to
help enhance your experience with Comodo Client Security.

COMODO 4% Antivirus

Client « Security

More

Preferences Browse Support Forums

Thig Section IeLE you configure general Satings ke - MNeed Hep? Find the anSwers 1o your questons in
S language. update oplions etc. COMODO forums. Our developers reguilarly post
All systems ar,E active and we would love to hear from you.
and running.
m Manage My Configurations @ Help
" This section allows you to importexportdelets your Do you want to leam more about your Antivirus?

Antivinue configuration settings. You can wse this sacton o view tha halp file.

gﬁ' Diagnostics J About

i Déd yOur Antivirug repon an emor? This 10ol may Viesw copyright and version information of
help you identify the problem. your Antivirus.

l View Logs

This section allows you to view a necord of the
events, alerts and actions taken by tha virue
SCANNET,

The area has shortcuts for the following tasks:
- Preferences - Configure interface language, update options and log preferences.
« Manage My Configurations - Import/export CCS configuration profiles
+ Diagnostics - Identify any problems with your installation
»  Browse Support Forums - Link to Comodo community forums
*  Help - Open the online help guide
+  About - View product version and copyright information

» View Logs - Manage event logs

4 1.Preferences

+  Open Comodo Client Security
«  Click 'More' on the home screen then 'Preferences'
«  The preferences area lets you specify top-level options regarding language, updates and event logging.
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Preferences

Logging Update

Select Language = Default - English (United States)

@ What do these settings do?

Click the following for more information:

+ Language
» Logging
+ Update

4.1.1. Language Settings
The 'Language’ area lets you choose the language which is shown in the CCS interface.
To open the language interface screen
« Open Comodo Client Security
«  Click 'More' > 'Preferences' > 'Language":
The settings screen will open:
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Preferences

Logging  Update

Select Language = Default - English (United States)

@ What do these settings do?

CCS for Mac is available in multiple languages.

»  Select Language - Choose your preferred language from the drop-down (Default = English (United
States)).

«  Click 'Close'
»  You must restart the application for your language to take effect.

4.1.2. Log Settings

«  Click 'More' on the home screen
+  Click 'Preferences' > 'Logging'
The log settings area lets you:

« Enable or disable logging. (Note: Managed endpoints - Log settings should be configured in the Endpoint
Manager profile)

«  Configure how CCS should behave once a log file reaches a certain size.

«  CCSlogs all events by default. Logs can be viewed by clicking 'Antivirus' on the home screen then 'View
Antivirus Events'.

The settings screen opens:
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Preferences

Language Update

Logging options allow you to manage recording of critical events like malware events, firewall
events, etc.

Write to Local Log Database (COMODO Format)

Log File Management

When log file reaches 100 MB

© Delete it and create a new one

' Move it to the specified folder and start a new one

@ What do these settings do?

General Log File Options

« Write to local log database (COMODO format) - CCS logs events in Comodo format and the log storage
depends on settings done in Log File Management section below. (Default = Enabled)

Log File Management

«  When log file reaches (MB) - Configure how to handle a log file when it reaches a spec size.

«  When the log file reaches... - Specify the maximum size of a log file (Default = 100 MB).

« Delete it and create a new one - Creates a blank new file when the max. size is reached, and deletes
the old one.(Default = Enabled).

+ Move it to... - Starts a new file once the log reaches the max size. The old log is archived in the
location you specify. (Default = Disabled).
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Preferences

Language Update

Logging options allow you to manage recording of critical events like malware events, firewall
events, etc.

Write to Local Log Database (COMODO Format)

_ Log File Management

When log file reaches 100 MB

" Delete it and create a new one
{'-UTA_UUE it to the specified folder and start a new one >

oK

EC] e %m e & c1-mac

- Q
Favorites
% Applications *
@ Recents B9 Desktop .
¢ iCloud Drive I8 Documents .
E5) Desktop & Downloads "
bt
M Documents i Movies >
ﬁ l-mac o Music >
Devices & Pictures "
@ C1-Mac's Ma... & Public -
(&) Remote Disc
[[} comopo.. = § ©
e | | untitled folder -
L) coMoDO.. 4
Shared
@ Al
Tags

The selected folder path will appear beside 'Move it to'.
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Preferences

Language BEshshisis Update

Logging options allow you to manage recording of critical events like malware events, firewall
events, etc.

Write to Local Log Database (COMODO Format)

Log File Management

When log file reaches 100 MB

I Delete it and cre
© Move it § /Users/comodo/Desktop/CCSM Logs add start a new one

& What do these settings do?

Once the log file reaches the maximum size, it will be automatically moved to the selected folder. A new log file will
be created with events occurring from that instant.

4.1.3. Update Settings

The 'Update’ area lets you:
«  Enable or disable automatic updates for CCS
»  Choose the host from which updates should be downloaded. Default = http://download.comodo.com
» Note: Managed endpoints - Update settings should be configured in the Endpoint Manager profile.
To access the 'Updates’ settings interface
«  Open Comodo Client Security
»  Click 'More' > 'Preferences' > 'Update”:

The settings screen opens:
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Preferences
Language Logging peli/slsEii)
Enahble Host Add
http://download.comodo.com/
Remaowve
Maove Up
Mowve Down

& What do these settings do?

+ By default, updates are downloaded from http://download.comodo.com
»  Leave this setting alone if you always want to download updates from Comodo servers

+  You can add the URL of an alternative download host if required. For example, you may want to store
updates on a server on your local network prior to distribution to endpoints.

To add a host

»  Click 'Add' and enter the URL or IP address of the host in the next row that appears.
»  Repeat the process to add multiple hosts.
»  Use 'Move Up' and 'Move Down' buttons to re-order the priority of host.

»  CCS for MAC will automatically check the host specified here and download updates from the host
even when you are offline.

e Click 'Close'

4.2. Manage My Configurations

Comodo Client - Security allows you to maintain, save and export multiple configurations of your security
settings.

«  Exporting your settings can be a great time-saver if:

*  You need to uninstall and re-install CCS in order to upgrade your system.
*  You are a network admin looking to roll out a standard security configuration to multiple computers.

- Comodo Preset Configurations

« Import /[Export and Managy Personal Configurations

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 55


http://download.comodo.com/
http://download.comodo.com/

COMODO

Creating Trust Online®

4.2.1. Comodo Preset Configurations
Click 'More' > 'Manage my configurations' to open this area.

«  Comodo Antivirus ships with preset security profiles that strike a good balance between security and
usability.

«  The profile that is currently in use is the ‘Active’ profile.
The 'Comodo Client - Security' profile has the following default settings:
»  Automatic Virus Updates - ON
« Do not scan files larger than - 20 MB (all scanner types)
» Real Time Scanning - On Access
Click 'Restore Defaults' to revert to the the settings above.
«  The 'Active’ profile is updated over time if you make changes to your configuration.
+  Exporting the active profile will, therefore, export your settings as they currently stand.

4.2.2. Import / Export And Manage Personal Configurations
To access the configurations interface

»  Open Comodo Client Security

+  Click 'More' > 'Manage My Configurations'.

® Configurations

My Configurations Active Activate
Comodo Client - Security Active
Remove
Import...
Export...
Restore Defaults
G What do these settings do? Close

By default, the interface contains one preset configuration - ‘Comodo Client - Security'. The current configuration is
labeled as 'Active' in this interface.

»  Click the area on which you would like more information:
»  Export stored configuration to a file
» Import a saved configuration from a file
» Select a different active configuration setting
» Delete a inactive configuration profile
» Reset to a default profile
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Export stored configuration to a file

»  Open CCS > select 'More'
«  Select 'Configuration' > 'Export'
«  Type a file name for the profile (e.g., 'Custom CCS for MAC Profile') and save to the location of your choice.

[ N N Configurations

My Configurations Active Activate

Comodo Client - Security Active
Remove

Import...

Save

Save As:| Custom CCS Mac Profile - Expurted.cfg:-‘ v Restore Defaults

Tags:

— Where: | Desktop B n

o wi Close

Cancel Save
1 [Save |

=

A confirmation dialog will appear if the export is successful:

The configuration has been exported
successfully.

Import a saved configuration from a file

«  CCS allows you to import profiles in .cfgx format.

«  Any profile you import will not become active until you click the 'Activate' button
To import a configuration file:

»  Open CCS > select 'More'

«  Select 'Configuration' > 'Import'

»  Browse to the location of the saved profile and click 'Open'.
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] 2 =) | B tester c D = R
Gt B Custom CCS..Profile.c
<\ icloud Dri B Desktop [8
e L [ Documents S
yﬂl‘-{ Applications [ Downloads L
2} tester @ Movies »
9 Music [8
Davices [ Pictures >
: 3 Public IS
[ ElCapitan .
P Custom CCS for Mac Profile.cfgx
Shared

Document - 5 KB
Created Today, 12:25 PM
Modified Today, 12:25 PM
Last opened Today, 12:25 PM
Add Tags...

| Cancel Open

« Inthe 'Import As' dialog that appears, assign a name for the profile you wish to import and click 'OK'.

L N ] Import As

Enter a name for this configuration:

|CLI5t1‘.‘rI'I'I CCS for Mac Profile| |

A confirmation dialog will appear indicating the successful import of the profile.

The configuration has been imported
successfully.

Click the 'Activate' button if you want to implement the profile in this installation of CCS.
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® Configurations

My Configurations Active Activate

Custom CCS for Mac Profile

Comodo Client - Security Remove
Import...
Export...

Restore Defaults

t} What do these settings do? Close

Select and Implement a different configuration profile

You can change the active configuration profile at any time from the '‘Configurations' panel.
*  Open CCS > 'More' > 'Manage My Configurations'
»  Click on the profile you want to select and activate
«  Click the 'Activate' button.
»  Click 'OK' at the confirmation dialog:

o200 Configurations

My Configurations Active

Custom CCS for Mac Profile Active

Comodo Client - Security Remove

Import...
Export...
The configuration has been activated
successfully. Restore Defaults
oK
1 o
& What Close

The profile will be marked as 'Active’ in the profile list:
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® Configurations

My Configurations Active Activata
Custom CCS for Mac Profile Active
Comodo Client - Security Remove
Import...
Export...
Restore Defaults
& What do these settings do? Close

Delete an inactive configuration profile

*  You can remove unwanted configuration profiles from the list of stored configuration profiles.
*  You cannot delete the 'Active' profile. You can only delete inactive profiles.
To remove an unwanted profile
»  Open CCS > select 'More' >'Manage My Configurations'
+  Select the profile and click the 'Remove' button. Click 'Yes' at the confirmation dialog:

o000 Configurations
My Configurations Active Activate
Custom CCS for Mac Profile
Comodo Client - Security Active

Import...

Export...
Are you sure to delete the selected
configuration permanently? Restore Defaults
| MNo Yes P
& WhHE Close

= The profile will be removed from your computer:
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The selected configuration has been
deleted successfully.

Reset to a default profile

«  Select the profile and click 'Restore to Defaults' button.

A confirmation dialog will appear:

Configurations

All the configurations will be reverted to the default.
This action cannot be undone. Would you like to

proceed?

o Click 'Yes'.

4.3.Diagnostics
The diagnostics scanner checks your system to make sure that the application is installed correctly.

It checks:

»  File System - Check that all of Comodo's system files are present and have been correctly installed.

» Registry - Check that all of Comodo's registry keys are present and in the correctly installed.

« Incompatible software - Checks for software that is known to have compatibility issues with CCS.
To open the diagnostics tool

»  Open Comodo Client Security

+  Click the 'More' tab > Click 'Diagnostics' in the tasks interface.

Diagnostics

Please wait while Comodo Client - Security is verifying the
integrity of the installation.

— Abort

Checking files...

 If your installation does not have any errors, you will see the following dialog:
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Comodo Client - Security

The diagnostics utility did not find any problems with

your installation,

«  If the utility finds errors you will be prompted to fix them:

Comodo Client - Security

The diagnostics utility has found some problems with
your installation.
Would you like to fix them?

No | SERCCEES

+  Click 'Yes'. The diagnostics utility automatically fixes problems and prompts you to restart the
computer.

Comodo Client - Security
The diagnostics utility has fixed all the problems.

You may need to restart your PC.

»  Restart your computer for the changes to take effect.
« Ifthe utility could not fix the problems, it will prompt you to create a diagnostics report:

Comodo Client - Security

The diagnostics utility could not fix some of the

problems.
Would you like to create a diagnostics report?

No | ERCCEE
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4.4 .Browse Support Forums

You can post questions and suggestions about CCS in our community forum, a message board to discuss anything
related to our products.

Visit the forum
«  Open Comodo Client Security
«  Click the 'More' tab
«  Click 'Browse Support Forum' to visit the message board
«  New users will need to create an account. Registration is free.
- Post away!! You'll benefit from expert feedback from developers and fellow users alike.

Online Knowledge Base

The knowledge base contains a range of articles and FAQs about Comodo products. It also features a support
ticketing system. Visit the knowledgebase at http://support.comodo.com. Registration is free.

4.5.Help

The 'Help' link lets you view the CCS online help guide at http://help.comodo.com/. Each area has its own
dedicated page and contains detailed descriptions about the functionality of our applications.

Open the online guide
»  Open Comodo Client Security
«  Click the 'More' tab
»  Click 'Help'

L] ® [ comoooCllant - Securtyfar s x +

c i htips:fihelp.comodo.comtopic-389-1-824-1247 3-Iniroduction-to-Comado-Client - - -Security-for-MAC. hitrml b+ B
COMODO HELP i a,
Creating Trust Dniine™

Find the desired product help

: i i £y L
™ Endpoint Manager S o ) =T
Mamager 2
Intreduction To Comodo Chent - Security For MAC

O Introduction To Comodao Client - " s

iy Introduction to Comodo Client - Security for MAC

System Reguirements Comado Chant ‘E-Dl'l.’._r' I:l_..r_a;l for MAC affers ::\mplarn protactian aga nst VIFUSES, WOrms anad T"a_':\r harsas for

- MAC OS X based computers, The saftware is aasy 10 Use and features real-time vIFUS menitonng, MUl event logs,
Trstall do Clisnt - Sacurily ’
TR Do LTen - Seaey cloud-based anatysic of Unknown Al and Mo,

Far MAC
Start CC5 + To run a virus scan, click the *Scan Now'® link an the summary screen.
Understand £05 Alerts + To scan individual items

FiThe Summary Scrasn & Drag them into the scan box in the "Summary” ares

E antivirus Tasks - Introduction OR

FiMare Options - Introduction + Drag them onto the Cormodo dock icon

“lAppandix 1 - CCS For Mac How

Features at a ql.rlncr:

You can also download the .pdf version of the guide from here.
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4.6.About

The 'About' dialog shows copyright information and the software version number.
To view the "About' information

«  Open Comodo Client Security

«  Click the 'More' tab

+  Click the 'About' option

About COMODO Client - Security

COMODO

Client - Security

Product Version: 2.4.3.826

Virus Signature Database Version: 30803

Patents Pending

Copyright () 2004-2012 COMODO. All rights reserved.

4.7.View Logs

»  CCS for MAC records all antivirus events in extensive but easy-to-understand logs.
To view logs

«  Open Comodo Client Security

+  Click the 'More' tab

«  Click 'View Logs'
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Ide

.'/

E Today E Current Week m Current Month E Entire Period
v 3 — M
|irl:-'.- e g Quarantine Remove ignare e
¥ Other Logs Antivirus Events
Alerts Displayed Date Location Malware Hama Action Status Scan UID
Tasks Launched Apr 26, 2019.. [Users/comod... ApplicUnwnt.. Quarantinae Success D7650D
Configuration Changes Apr 26, 2019... [Usersfcomod... ApplicUnwnt... Quarantine Success BOATFAE
Apr 26, 2019.. [Users/comod.. Malware@#27.. Quarantine Success 6OATFAE
Apr 26, 2019... [Usersfcomod... ApplicUnwnt... Quarantine Success GOATFAE
Apr 26, 2019.. [Users/comod... Malware@#Z2... Quarantine Success GOATFAE
Apr 26, 2019... [Users/comod... Malware@#27... Quarantine Success BOATFAE
Apr 26, 2019.. [Users/comod.. Malware@#2.. Quarantine Success B0ATF4E
Apr 26, 2019.. [Users/comod... Malware@#27.. Quarantine Success 2832E3(
Apr 26, 2019... [Users/comod... ApplicUnwnt... Quarantine Success 2832E3
Apr 26, 2019... /Users/comod... Malware@#27... Quarantine Success 2832E3
Apr 26, 2019,.. [Usergfecomod.. ApplicUnwnt.. Quarantine Success 2832E3(
Apr 26, 2019.. [/Users/comod... Malware@#2... Quarantine Success 28B32E3t
Apr 26, 2019... [Users/fcomod... Malware@#2... Quarantine Success 2832E3C
Apr 26, 2019.. /Users/fcomod.. Malware@#27.. Detect Success AABE3B
May 2019 <4 & » Apr 26, 2019.. [Users/comod... Malware®#27... Detect Success AABE3B
: - __ . 'ﬂ Apr 26, 2019.. [Users/comod... ApplicUnwnt... Detect Success AABE3B
S s 78 o Apr 26, 2019.. [Users/comod... ApplicUnwnt... Detect Success AMGE3B
2 13 18 15 e 1 18 Apr 26, 20719.. [Usersfcomod.. Malware@#2.. Detect Success AABE3B
T Apr 26, 2019... [Users/comod.. Malware@#2.. Detect Success AABGE3B
36 47 38 20 A0 &1 Apr 28, 2019.. [Users/comod.. Malware@#27... |lgnore Success 6FA976E
Apr 29, 2019.. [Usersfcomod... ApplicUnwnt.. Ignore Success BFA976E
Apr 29, 2019.. [Users/comod... Malware@#27.. Ignore Success BFAG7EE

»  Choose the type of log you want to see from the list on the left:

+ Antivirus Events - Shows all events generated by the antivirus module

« The 'Other Logs' options contains logged events of the following:

Alerts Displayed: The list of various alerts that were displayed to the user, the response given by
the user to those alert, and other related details.

» Tasks Launched: Various 'Antivirus' tasks such as updates and scans that have taken place. This
area will contain a log of all on-demand and scheduled AV scans and the result of that scan.

- Configuration Changes: Log of all configuration changes made by the user in the CCS for MAC
application.

» The events themselves are shown in the main panel on the right.
«  The links along the top of the interface let you filter the logs by date.

- Today - Shows events logged since 12 AM on today’s date.

»  Current Week - All logged events during the current week. The current week is calculated from the
Sunday to Saturday.

«  Current Month - All logged events during the month.

»  Entire Period - Every event logged since CCS was installed. If you have cleared the log history since
installation, this option shows all logs created since that clearance.

»  You can also use the 'Advanced Filter' bar to filter by various other criteria. For example, you can choose to
show all events where an item was quarantined.

The following sections contain more details about each type of log:
'Logs per Module":
»  Antivirus Events
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'Other Logs":

»  Alerts Displayed Logs

» Tasks Launched Logs

« Configuration Changes Logs

4.7.1. Antivirus Logs

.'/
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Antivirus logs contain statistics on all discovered threats. This includes the time of the event, the malware name, and
the action that taken on the threat.

m Today E Current Week m Current Month m Entire Period
¥ Logs per Module i £ &
.nims s e Equal Quarantine Remove Ignare e
¥ Other Logs Antivirus Events
Alerts Displayed Date Locarion Malware Nama Action Sratus Scan UID
Tasks Launched Apr 26, 2019... [Users/comod... ApplicUnwnt... Quarantine Success 076500
Configuration Changes Apr 26, 2019... /Users/comod... ApplicUnwnt... Quarantine Success BOATF4E
Apr 26, 2019.. [Users/comod... Malware@#27... Quarantine Success 6OATFAE
Apr 26, 2079... [Users/comod... ApplicUnwnt... Quarantine Success BOATFAE
Apr 26, 2019... /Users/comod.. Malware@#2.. Quarantine Success GOATFAE
Apr 28, 2019.. [Usersfcomod... Malware@#27... Quarantine Success BOATFAE
Apr 26, 2019.. [Users/comod.. Malware@#2... Quarantine Success GOATFAE
Apr 26, 2019... [Users/comod.. Malware@#27... Quarantine Success 2832E3(
Apr 26, 2019... [Users/comod.. ApplicUnwnt... Quarantine Success 2832E3
Apr 26, 2019.. [Usersfcomod... Malware@#27... Quarantine Success 28B32E3L
Apr 26, 20719,., [Users/comod.. ApplicUnwnt... Quarantine Success 2832E3(
Apr 26, 2019... /Users/comod.. Malware@#2.. Quarantine Success 2832E3(
Apr 28, 2019.. [Usersfcomod.. Malware@#2.. Quarantine Success 2832E3(
Apr 26, 2019.. [Usersfcomod... Malware@#27... Detect Success AABE3B
St e Apr 26, 2019.. /Users/comod... Malware®#27... Detect Success AAGE3B
: : __ 5 .a Apr 26, 2019.. /Usersfcomod... ApplicUnwnt... Detect Success AAGE3B
) - . Apr 26, 2019.. [Usersfcomod... ApplicUnwni... Detect Success AMGE3B
o 1: ]2 1: '1‘; ]; Apr 26, 2019... [Usersfcomod... Malware®#2.. Detect Success AABE3R
18 20 21 22 23 26 28 Apr 26, 2019... /Jsers/comod.. Malware@#2.. Detect Success AAGE3B
6 27 38 20 30 £1 Apr 289, 2019.. [Users/comod.. Malware@#27... lgnore Success BFAS76E
Apr 29, 2019.. [Users/fcomod... ApplicUnwnt... Ignore Success 6FA876E
Apr 29, 20719.. sers/comod.. Malware@#27... lgnore Success BFA976E

I

Date - The time of the event.

Malware Name - Malware label

Location - The path where the threat was found

own UID. All zeroes = code for a real-time scan.

Double-click on an entry to view a summary of the log:

Status - States whether the attempted action succeeded or failed.

Action - Action taken on the malware. This can be 'Quarantine’, 'Detect' or Ignore'.

Scan UID - The unique identification code of the scan profile that caught the malware. Each profile has its
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View Antivirus event

Location:

JUsersfcomodo/Desktop/Unknown files/eicar.com.txt
Date: Apr 28, 2019 at 2:53 PM
Malware Name:  ApplicUnwnt@#2975xfkBs2pagl
Action: Quarantine

Status: Success

Previous MNext Close

You can right-click on an item to view further options:

PEC |

ers/testerf... ApplicUnwnt... Detect

sersftes  Refresh Detect
sersftes |Detect
sers/tes v Advanced Filter  patact
sersftes Export... |Detect

':-EFS,"IESL\_..;... T R TS TR T LT DEtEEt
[tester/... ApplicUnwnt... Detect

» Refresh - Adds recently created logs to the list
» Advanced Filter - Filter AV events by various criteria, including action, type and more.
«  Export...- Save the events list as an HTML file.

4.7.1.1. Filter Antivirus Logs

You can create custom views of all logged events according to the following criteria:
» Action - Filter events according to the response (action) of the antivirus
« Location - Filter events by the path at which the malware was found

«  Status - Filter events according to whether the attempted action was successful or not. Status options are
‘Success' or 'Fail'

» Malware Name - Display only those events that reference a specific piece of malware
Configure Event Filters

e Open CCS.

+  Click 'More' > 'View Logs' > 'Antivirus Events'

+ Right-click inside the log viewer module and choose 'Advanced Filter'
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There are 4 types of filter. Each of these can be further refined by selecting or deselecting specific parameters.

Today Current Week Current Month
|
¥ Logs per Module Ao T
Antivirus Events Location 3
¥ Other Logs Malware Name |
Alerts Displayed [oate  ccation

Tasks Launched

Configuration Changes ﬁpr 25 2019 jUsers-:::

= IM10

Action: Filter logs by the action taken by CCS on the detected threat. You can then filter by a specific type
of action. For example, to only show events where the threat was quarantined.
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E Today DCU-’T‘E"I'. Wask B Current Month m Entire Period
YMEQ per hModule Action m Quaranting Remove lgnarg Dartact ALK Festore T
| - Not Egual "L
¥ Other Logs | AFEIViNuS. EVBdyte: -rrm—
Alerts Displayed !Cdt\' Location Malkware Name hation Status Soan UID Al
Tasks Launched | Agw 26, 2019...  JUsersicomad... ApplicUnwnt...  Quaranting Success D7650068-9.
Corfiguration Changes | Agw 26, 2019...  fUsersjcomed... ApplicUnwnt..  Quarantine Success E0AIFABO-EQ...
| Apr 28, 2018, /Userscomod.. Malware@#27.. Quarantine Success GOATF4B0-ED...
| Apr 26, 2019... MUsers/comod... ApplicUnwnt. Quarantine Success B0AIFAB0-E0...
;:'\;Jf 28 201M2... fUsersicomad.. Malware@a2.. Quarantine SutcEns EOMIFAB0-EOD. ..
| Apr 268, 2079...  Usars/comod... Malware®#27.. Quaranting Success S0ATFAB0-ED...
| Apr 28, 2019, [Usersicomed.. Malware@#2.. Quarantine Success GOAIFABO0-ED-..
;A.pf 28 20M8.. Users/comod.. Malware@#27.. Quarantine Success FRAFEIACE-B_
| Ape 26, 2079, [Usersicomed... ApplicUrmnt.  Quarantine Success 2B32E3CE-B
éhw 28, 20M9.. [Userg/comod.. Malware@WN27.. Quaranting Success 2BI2EACE-B_.
| Apr 28, 207%...  Usarsicomod... ApplicUment..  Quaranting Success 2832E306-B
EA:x 26, 2009... JfUsers/comod.. Malware@#2.. Quarantine Success 2B3I2EACE-B..
{Apr 268 2018, [Users/comod... Malware@#2... Quarantine Success FBAZEACE-B_.
| Apr 26, 2019,  MUsersicomed.. Malware@#27.. Detect Success AAGEIBEO-4.,
|k::r 28, 20M9..  fUsergfcomad.. Malwere@N2Z7.. Deltect Success AABEIBED-4...
il.pc 28 20M8.., [Userg/icomod... ApplicUrwnt.  Datect Success AAGEIBED-4..,
May 2019 P ;A::r 26, 20N9.. fUsers/comod... ApplicUmant.. Detect Success AAGEABS0-4...
| Apr 268, 2078,  fUseérsfcomod.. Malware@N2... Detect SuscEss AMBEIBED-4...
1 : iA:r 26, 2N%.. J/Users/comed.. Malwars@#2. Detect Success AAGEIBEO-4..,
SO ooocC | Ape 20, 2019, Moersfcomod... Malware@HIT... Ignore Success EF497EBE-D...
121314 18 18 17 A !ﬂ:\r 29 20M9.. JUsersicomod... ApplicUmant_  Ignone Success EF4076RR-D..
190 M ¥ IR TA RS | Apr 28, 2079... [Users/comed... Malware@#27... Ignore Success GF49T6BB-D..
26 IF I8 29 30 5 F\.Jr 28, 20M9..  [Users/comad... ApplicUmwnt._  lgnone Success EF48TEBRE-D.-
| Apr 28, 2079... [Usersicomod.. Malware®#2.. Ignore Success SFAGTERB-D..
%M-r 29, 2015... fUsers/comod.. Malwers@a2. Ignore Success GFASTEBRE-D..

«  Select 'Equal' or 'Not Equal' from the drop-down.

«  Equal - Show only events which feature the action you select. You can select multiple actions.

* Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Ignore' to view every event except
those that were ignored.

«  Select the specific actions you want to view from:

+ Quarantine: Events where the threat was placed in quarantine
« Remove: Events where the user chose to delete a threat

» lIgnore: Events where the user chose to ignore an item

« Detect: Events where the malware was first detected

»  Ask: Events where the user was asked to provide a response to a discovered threat. The response
from the user might be 'Quarantine’, 'Remove’, ‘Ignore' or 'Restore’. Users are asked for their response
at a threat alerts, and at the scan results screen.

» Restore: Events where the user removed the threat from quarantine and restored it to its original
location.

Status: Filter logs by whether or not the action taken on the threat was successful. You choose to
view only successful actions, or only failed actions.
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B roday ] current Wesk [ current Month
[
m‘w Ripea Mhodule Status Eoua
¥ Other Logs | Aritivirus Events
Alarts Displayed éc-\lt\' Location
Tasks Launched EM-' 28, 2019... [Usersicomed...
Corfiguration Changes | Ape 26, 2019, fUsersjcomed...
| Apr P8, 20M%...  /Usarsicomod..,.
| Apr 26, 2019... /Users/comed...
| hpw 28, 2048, [Usersjcomed...
| Apr 26, 2079... Usars/comod...
| Apr 26, 2019... /Usersicomed...
| hpe 28, 2018...  MUsers/comed...
| Ape 26, 2078, [Users/comed..,
| Ape 26, 2019...  [Usersfeomod..
| Apr 28, 207%9... Usarsfcomod..,
éa:x 26, 2019... fUsers/comod...
Apr 28 20M2..  [Users/comod...
| Apr 26, 2078, Usars/comod...
| Aor 26, 2019 JUsersfcomed...
| Ape 78, 2018, JUsarsjcomad..,
May 2019 P iA::r 26, 20n9.. fUsers/comod...
| Apr 28, 2078...  Usersfcomod...
1 ER | Apr 28, 207%..,  [Usersicomad..,
SCOoo0ooE {Apr 28, 2019.. JUsersicomed...
121314 15 18 17 A |Apr 28 201M9...  Usersfcomod...
TR i ] ER:!' 28, 201%... J[Users/comod...
6 IF 38 3@ 30 3 | Aoe 20, 2019, [Usersjconmed...
| Apr 28, 2078, [Usarsfcomed..,
Eh:w 20, 2019... [Usersfeomed...

m Entire Period

B Succass

Makware Hame
ApplicUnwnt..
ApplicUrmant..

ApplicUnwnt...
MalwaraGH2...

Malware@N2...
ApplicUnwnt..

ApplicUrwnt,.
Malwara@H2...
Malware@#2...

ApplicUrmwnt,
ApplicUrwnt..
Malware@N2...
Malwara@#2,

ApplicUrmunt.
ApplicUrmnt.

Malwara@#2,..
Malwara@H2...

Malware @#27..,

Malwars@#27..,

Malwara@#27...

Malwara@N27...

Malwara@#27..
Malwara@¥27...

Malwara@W27..,

Malwara@#27...

Faiura

Action
Quaranting
Quarantine
Quarantine
Quaranting
Quaranting
Quaranting
Quarantine
Guaranting
Guaranting
Quarantine
Quaranting
GQuarantine
Guaranting
Datect
Datact
Datect
Datect
Detect
Datect
Ignene
Ignione
Igmore
Igrise
Ignone
Ignaee

Status

Success
Success
SucCRss
Success
Success
Success
Success
Success
Success
Sucoess
Success
Success
Success
Success
Sutcess
Success
Success
Success
Success
Success
Sucopss
Success
Sutcess
Success
Success

Soan UID

DPES0D6E-0..
BOAIFABD-ED...
S0ATF4ABO-ED...
E0AIFABO-ED...
EDAFAB0-ED...
S0ATFAB0-ED...
BOAIFAE0-ED...
2832E3C6-B....

2BI2E3CE-B

2B32E3CE-B_..

2B32E3CE-P

2BI2EACH-B..
2BAZEICE-B_.
AMGEIBEO-A..,
AMBEIBED-4...
AMNBEARED-A..,
AMBEIBSO0-4..,
AMBEIBED-4...
AMAGEIBED-A..,
EF49760B-D...
BFAOTERE-D...
SF48TEBB-D..

EF48760B-0..
BFA9TERB-D..

EFA49768B-0...

»  Select 'Equal' or 'Not Equal' from the drop-down.
«  Equal - Show only events which feature the result you select.

» Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Success' to view every event except
those that were successful.

+  Select the specific results you want to view:

»  Success: View events where the task in the 'Action' column was completed.
+ Failure: View events where the task in the 'Action' column was not completed.

» Location: View logs that concern files at a specific path. You need to enter the path in the field provided:
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ETQ:'E!}' DCurm'l'. ‘Waek E Current Month D Entire Period
|
‘Loiz;‘\"l;?:n;::ﬂﬂ Location Coriains - .lhs:ers![ [#]
¥ Other Logs Antivirus Events
Alarts Displayed =10 Leeatior Makanra Mams Acgian Stanus Sean LD Aa
Tasks Launched Apr 28 20M9..  Usergicomod... ApplicUment_  Quarantine SUCCRES DTERODES-G.
Configuration Changes Apr 26, 2079..  JUsersicomad... ApplicUnwnt.  Quarantine Success BOAIFABO-ED...
Apr 28 2018..  MUsers/comod.. Malware@#27.. Quarantine Success BOAFABO-EO_..
Apr 26, 2019... MUsers/comed.. ApplicUrwnt. Quaranting Success BOAIFABO-ED..,
Ape 28, 20M9...  fUsersfcomad... Malware@#2.. Quarantine Success BOATFAB0-EQ...
Apr 28 20M9.. [Usergicomod... Malware@#27... Quarantine Surcess BOMFAB0-ED....
Apr 26, 2079, Usersicomod.. Malware@#2.. Quaranting Suocess S0AIFAB0-E0...
Apr 28 20180, Users/comod... Malware@#27.. Quaranting Success 2B32E3CE-B_
Apr 26, 2079,  Msersicomed.. Appliclimwnt.. Quaranting Success 2BI2EICH-B
Apr 26, 2019... [Users/comod... Malware@#27.. Quarantine Success 2B32EACE-B..
Apr 28 20M9..  Usersfcomod... ApplicUment_ Quarantine Surcess FEIZEACE-B_.
Apr 26, 2079,  Users/comod.. Malware@#2.. Quaranting Success ZBI2EICH-B.
Apr 28 20180, MUsers/comod.. Malware@#2.. Quaranting Success 2B32EACE-B._.
Apr 26, 2008,  MJsersicomed.. Malware@#27.. Datect Success AAGEIBGO0-4..,
Apr 26, 2019, MUsers/comed.. Malware@#27.. Detect Sutcess AABEIBE0-4..
Apr 28 20M8..  Userg/comod... ApplicUmunt._  Detect Success ANGEIBRD-4..
May 2019 P Apr 26, 2009,  Usersicomod... ApplicUnwnt..  Oatect SuCcess AMAGEIBS0-4...
Ape 28, 2078..  fUsersfcomod.. Malware@w2.. Detect Success AABEIBED-4...
1 : Apr 28, 207%.,., /Usersicomod.., Malware@#2.. Ostect Success AAGEIBED-4,,
B E T B 9100 Apr 28, 2019,  MUsers/icomod.. Malware@#27. Ignore Success GFAOTERE-D..
12 13 14 15 18 1T 18 Agpr 20 20M9..  MUsergicomad_. ApplicUment . Ignone Success EF4O0TERB-D.
19 0 F TE IR T P8 Apr 28, 207%... Usars/comod.. Malware@#27.. Ignons Success GFASTEBE-D..
26 IF 28 19 30 3 Aor 29, 2079, [Usersicomad... ApplicUment_  Ignene Sutcess EF4876BB-D...
Apr 29, 2078, [Usarsicomod.., Malware@#2.. Ignors Success BFAGTERB-D...
Apr 28, 20M9...  MUsersicomod.. Malware@#2.. Ignore Success GFASTEEE-D..

+  Select 'Contains' or 'Does Not Contain' from the second drop-down:

- Contains - Show only those events which concern items at the location you specify. You can add
multiple locations.

» Does Not Contain - Show events which did not concern files at the locations you specify.

«  Malware Name: Filter logs by the name of the malicious item. You need to enter the name of the malware
in the field provided:
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L Log Viewer

D Today DCurr\a'r. Wask D Current Month D Entire Period
7 Legs p_»e.r e Malware Mame Contains applid +
Antivirus Events
 Other Logs |Antivirus Events
Alerts Displayed ?C-\RE Location tatware Name Action Status Scan UID At
Tasks Launched éﬁ::-' 26, 2019... fUsersicomed.. ApplicUnwnt.  Quaranting SuCcess D7650068-9.
Configuration Chenges | ape 26, 2019... /Usersjcomed... ApplicUnwnt.  Guarsntine  Suceess BOAIFAB0-ED...
| fpr 3B, 207%...  [Usersicomod... applicUment..  Cuarantine SuCCRSS BOATF4AB0-ED...
EA:H 26, 20M9... fUsers/comed.. ApplicUnwnt. Quarantine Success 2BI2EICE-B.
|'\.Jf 28 201M2... fUsersicomad.. ApplicUmwnt.. Quarantine SutcEnE 2B32EACE-B_.
| Apr 26, 2019... JUsersicomed... ApplicUnwnt..  Cetect Success AAGEIBS0-4..
| Apr 28, 2019...  Usersicomod... ApplicUmwnt._  Detect Success AABEIES0-4...
;A.pf 29 20M8.. Users/comod... Appliclmant..  Ignore Success BF4976RRB-0..
| Apr 20, 2019... /Users/comed... ApplicUnwnt.  Ignore Success EF49TEEE-D..
Ehw 30, 20M9... [Usersicomed... ApplicUmwnt.  lgnone Succeas 0D0000OD-0..
EA::-' 30, 2M%...  fUsarsfcomod.. ApplicUrent..  Ignora Success QO0GO000-0.

May 2079 L

i 2 ¢
5 & T E 910 1
12 13 714 15 16 7 @
190 A XE IS TA P |
16 IF I8 ™ 30 3

«  Select 'Contains' or 'Does Not Contain' from the second drop-down:

» Contains - Show only those events which concern the malware named in the text field. You can add
multiple malware names.

« Does Not Contain - Show only those events which did not involve the malware named in the text field.

4.7.2. 'Alerts Displayed' Logs

Alert logs are a history of security alerts shown to users when a threat was detected. The action taken depends on
how the user responded to the alert.

L] Log Viewer

D Today DCumﬂt Weak Dcurrer‘l Menth D Entire Period
iy b o Advice Contars 3
Antivirus Events -
¥ Other Logs Merts Displayed
Miny Ty Dimizispalicn At Anvenned A Flaga  Troaat Aa Fuadl
Tasks Launched Apr20,2000_  Antivires Alert  ApplcUrwnt.  [fUsersicomod.. Agr 20, 2010.. Skip Once Aciated gvant
Configuration Changes Apr 20, 2010_.  Antivirus Alert  ApplieUnwnt.. [Usergjeomod... Ape20,2010.. Skip Ones Aelated svant
Apr 28, 2003_.  Antivirus Adert  AppdcUrwnt..  [fUsersjcomod.. Apr 28 2018.. Skip Once Aelated gvent
Apr 28, 2019 Antivirus Alert  ApplcUnwnt..  [Usersicomod.. Agr 28, 2018.. Skip Once Flelated avant
Apr 30, 2019, Antivirus Alert  ApplcUrwnt.. [fUsersicomod.. Agr 30, 2019.. Skip Once Amlated gvant
Apr 30, 3NG...  Antivirus Alert  ApplcUnwnt.  fUsersjcomod. Apr30, 2018..  Skip Once Aelated avant
Apr 30, 20N, Antivirus At Malwere@&27., [Usersicomod.., Agr 30, 2018, Skip Once Flelated avant

May 2018 LI N

1 N
S 8 F &8 @M
TE 13 M 1% 17 I8
19 20 21 22 23 24 IS
I8 T7 38 W A0 M
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1. Date - The time the alert was shown.

2. Type - The alert category. Categories include antivirus alerts and execution alerts. Note - execution alert
are coming in later versions of CCS.

Description - Malware name

Advice - Location where the malware was detected

Answered - Whether the user responded to the alert. If yes, you will see the date and time of the response.
Answer - The response given by the user.

Flags - Not used.

Treat As - Not used.

© N o g B~ ow

9. Event - Click 'Related Event' to view a summary of the incident.

To view full details of a particular alert event, double-click the entry:

& 8 View Alerts event
Date: Apr 30, 2019 at 10:58 AM
Description: ApplicUnwnt@#2975xfk8s2pal
Advice: JUsersfcomodo/Desktop/Unknown files/eicar.com.txt
Type: Antivirus Alert
Answered: Apr 30, 2019 at 10:59 AM
Answer: Skip Once
Treat As: (Empty)
Flag: (Empty)
Frevious Mext Close

Right-click inside the log viewer to view further options:

Alert  ApplicUnwnt... [Users/te
[rUsS  pefresh [Users|iesie
VIruS | /Users/tester
virus ¥ Advanced Filter | jUsers/tester
VINUs | /Usersftester,

rus Expﬂr_t._.. ! [Users/tester

Alert ApplicUimwnt. jUsers/t

« Refresh - Adds recently created logs to the list
» Advanced Filter - Filter alert events by various criteria, including answer, date of alert, and more
»  Export...- Save the events list as an HTML file.
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4.7.2.1. Filter 'Alerts Displayed' Logs
You can create custom views of all logged events according to the following criteria:
+ Advice: Filter events by the path at which the malware was found
< Answer: Filter events according to the user's response. For example,'Skip once'.
« Answered: Filter events by specific dates
» Description: Filter events by malware name

» Treat As: Not used

» Type: Filter events by alert category. Possible categories are antivirus alerts and execution alerts.
Execution alerts are coming in a future version of CCS.

Configure Event Filters
»  OpenCCS.
«  Click 'More' > 'View Logs' > 'Other Logs' > 'Alerts Displayed'
+ Right-click inside the log viewer module and choose 'Advanced Filter'

There are 6 types of filter. Each of these can be further refined by selecting or deselecting specific parameters.

Today Current Week Current Month Entire Pericd
|
Advice | -
v R
o Pt Mo  Answer . (TG R
Antivirus Events Answered ¥ :
¥ Other Logs Description
| Alerts Displayed Treat As Type Description
£ i . . .
Tasks Launched ”__,__yp_e_, ______ Antivirus Alert ApplicUnwnt... /U
Configuration Changes | Apr 29, 2019... Antivirus Alert  ApplicUnwnt... /Us

Apr 29, 2019... Antivirus Alert  ApplicUnwnt...
Apr 29, 2019...  Antivirus Alert  ApplicUnwnt...
Apr 30, 2019...  Antivirus Alert  ApplicUnwnt...

(L=

A

Antivirus Alert  ApplicUnwr

- Advice: View logs that concern files at a specific path. You need to enter the path in the field provided:
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L] Log Viewer

m Today m Current Week m Currant Month m Entira Pariod

¥ Logs per Module

Anivirus Events 0 e -
¥ Other Logs Alerts Displayed

Alerts Displmred Date Type Degcriplion Advice Answered AR Flags

Tasks Launched Apr 20, 2019... Antivirus Alert  ApplicUnwnt... [Usersjcomod... Apr 20, 2019... Skip Once

Configuration Changes Apr29, 2019... Antivirus Alert  ApplicUnwnt.. /Users/comod.. Apr 29 2019.. Skip Once

Apr 29, 2019... Antivirus Alert  ApplicUnwnt.. /Usersjcomod.. Apr 29, 2018... Skip Once
Apr 29, 2019... Antivirus Alert  ApplicUnwnt.. /Usersjcomod.. Apr29, 2019.. Skip Once
Apr 30, 2019...  Antivirus Alert  ApplicUnwnt..  /Usersfcomed.. Apr30, 2018.. Skip Once
Apr 30, 2019.. Antivirus Alert  ApplicUnwnt.. (Usersjcomod... Apr 30, 20018... Skip Once
Apr 30, 20M9...  Artiwirus Alert  Mahyware@#27.. [Usersjcomod... Apr 30, 2019...  Skip Once

Apr 2019 “er

2 3 &4 § 6
810 1112 13
6 17 9B 1@ 20
23 24 26 26 7

oo

ME

Z

L]

+  Select 'Contains' or 'Does Not Contain' option from the drop-down.

- Contains - Show only those events which concern items at the location you specify. You can add
multiple locations.

» Does Not Contain - Show events which did not concern files at the locations you specify.

» Answer: Filter logs by the action taken by the user on the detected threat. You can then filter by a specific
type of action. For example, to only show events where the threat was quarantined.
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L Log Viewer

D Today D Current Week E Current Month D Entire Period

¥ Logs per Module Quarantine Skip Once Add To Exclusions | Fals:

e et L T
¥ Other Logs Alerts Displayed
Alerts Displayad Type Description Advice Answered Answer Flags .. Ewent
Tasks Launched Antivirus Alert  ApplicUnwnt... Jsersicomod... Apr 29, 2019.. Skip Once Felated avent
Configuration Changes Antivirus Alert  ApplicUnwnt... MJsersicomed... Apr29, 2019.. Skip Once Eiglated aven!
Antivirus Alert  ApplicUnwnt...  /Msersfcomed... Apr29, 2018... Skip Once Felated event
Antivirus Alert  ApplicUnwnt... /Usersjcomod... Apr29, 2019, Skip Once BRelated even|
Antivirus Alert  ApplicUnwnt.. Msersfcomed.. Apr 30, 2018...  Skip Once Related event
Antivirus Alert  ApplicUnwnt... /sersfcomod... Apr 30, 20M19.. Skip Once Related even!
Antivirus Alert  Malware@#27.. /Jsersicomod.. Apr 30, 2019.. Skip Once Belated event

Apr 2019 L

2 3 4 5 &
F B 20 M 23
14 15 16 17 18 19 20
F1 27 23 P4 25 26 E7

»  Select 'Equal' or 'Not Equal' from the drop-down.

»  Equal - Show only events which feature the action you select. You can select multiple actions.

»  Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Quarantine' to view every event
except those that were quarantined.

»  Select the specific actions you want to view from:

»  Unknown - Events where the user did not respond to alerts.

- Disinfect - Events where the user chose to run a disinfection routine on the malware

- Delete - Events where the user chose to clean (delete) the file

* Quarantine - Events where the user chose to place the malware files in quarantine

«  Skip Once - Events where the user chose to ignore the alert once

- Add To Exclusions - Events where the user chose to include the files to exclusions list
» False Positive - Not used.

» Answered: Filter logs by date of the response. You need to enter the date in the field provided. You can
then refine your filter with other parameters:
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L] Log Viewer

E Today E Current Week B Current Month E Entire Period

¥ Logs per Module

L | [ Answared Equal 0305/ 2019 a3 +
Antivirus Events i
¥ Other Logs | Alerts Displayed
Alerts Displayed Type Description Agvice Answered Angwar Flags .. Evant
[{ramcs Lot | Antivirus Alart  Malware@#27... Usersicomod... May 3, 2019 at 11:21 AM _ Skip Once Related avent
Configuration Chenges | Antivirus Alert  ApplicUnwnt.  /Users/comod... May 3, 2019 at 11:21 AM _ Skip Once Related event
Antivirus Alert  Mabwere@#2 . Users/comod.. May 3, 2018 at 11:21 AM  Skip Once Helay i

Apr 2018 18k

T ¥ 3 4 5 B
B B0 M 123
T4 15 18 1F 18 18 20
Z1 22 23 14 15 26 &7

»  Select any of the following options in the second drop-down:

« Equal - Show only events that occurred on the specified date

«  Greater than - Show only events that occurred later than the specified date

«  Greater than or Equal - Show only events that occurred later than or on the specified date
« Less than - Show only events that occurred before the specified date

» Less than or Equal - Show only events that occurred before than or on the specified date
»  Not Equal - Show events that occurred on all dates except the specified date

« Description: Filter logs by the name of the malicious item. You need to enter the name of the malware in
the field provided:
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L] Log Viewer

5] Today [ current Week [ current Month [ entire Period
* Logs per Module ! : : VN
i ! | Description Contains +
Antivirus Events | i mal
¥ Other Logs
Alerts Displayed |
Tasks Launched ‘Alerts Displayed
Canfiguration Changes | Tvpe Description Advice Answared Answer Flags . Event
| Antivirus Alert  Malware®@#27... Jsersicomod... Aor 30, 2018 at 11:42 A... Skip Once Relaied avent
. Antivirus Alart  Malware@#27... Usersicomod... May 3, 2019 at 11:21 AM  Skip Once Rslated event
| Antivirus Alert Malware@#2..  Usersicomod... May 3, 2019 at 11:21 AM  Skip Once Related avent

Apr 2019 48 F

T3 3 4 5 B
}PE OBIDONIZ G
14 15 16 ¥ 8 19 20
71 22 23 74 25 26 7

«  Select 'Contains' or 'Does Not Contain' from the second drop-down:
«  Contains - Show only those events which concern the malware named in the text field. You can add
multiple malware names.
« Does Not Contain - Show only those events which did not involve the malware named in the text field.

» Type: Filter events by alert category. Possible categories are antivirus alerts and execution alerts.
Execution alerts are coming in a future version of CCS.
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o Log Viewer

E Today

¥ Logs per Module
Antivirus Events
¥ Othar Logs

Tasks Launched
Configuration Changes

Apr 2019 4%

i1 2 3 4 58 B
7T B 310 111213
4 15 18 17 18 1% 20
2 2 23 74 5 26 7

E Current Week

Type Equal Antivinus Alert
Alerts Diaplayed
Date Tyoe Dezcrption
Apr 28, 20480, Antivirus Slert ApplicUmani...
Apr 20, 2019, Antivirus Alert  ApplicUrwnt.
' Apr 28, 201%..  Antivirus Alert  ApplicUnwnt...
| Apr 28, 2018.., Antivirus Alert  ApplicUmant..,
Apr 30, 2018...  Antivirus Alert  ApplicUnnt_.
Apr 30, 2019... Antivirus Alert  ApplicUnwnt..
Apr 30, 2018...  Antivirus Alert  MabwareS#27 ...
May 3, 2019 a.. Antivirus Alert  Mabuare@#27..
May 3, 2019 a.. Antivirus Alert  ApplicUmwni.,
May 3, 2013 a... Antivirus Alert  Mabwars@H2..

E Current Manth E Entire Period

Exacution Alert

Agce Answened
SUsersicomod.,, Ape 29, 2019,
JUsergjeomod... Apr 29, 2019..
JUsarsfcomod.. Apr 28, 2019..
Msersicomod,,, Apr 29, 2019,
JUzersicomod... Apr 30, 2019...
JUsarsfcomod.. Apr 30, 2018...
JUsarsfoomod... Apr 30, 2019,..
fUsersicomod... May 3, 2019 a.
JUsersfcomod.. May 3, 2019 a.
[Usarsfcomod.., May 3, 2019 a.

A

Skip Qnce
Skip Once
Skip Once
Sk Once
Skip Once
Skip Once
Skip Once
Skip Once
Skip Once
Skip Once

Treat fs

oo

(=== - =

»  Select 'Equal’ or 'Not Equal’ from the second drop-down.

« Equal - Show only events which feature the alert type you select.

« Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Execution Alert' to view all antivirus
alert events.

4.7.3. Tasks Launched Logs

Arecord of all tasks launched by CCS and the user. Example tasks are virus database updates and virus scans.
Each row shows the type of task and various other details.

b Log Viewer

m Today m Current Week m Current Month m Entire Period
|
i mi?f::ﬂﬂ";;i; Il { Coda Equal *
¥ Other Logs | N a i
Alerts Diaplayed Cate Type Paramweter Completed Code nifot Infa2
. Apr 28, 2018 Antivirus Upd.. Apr 28, 2019 1 Old databasze.. MNew database 30781
Caonfiguration Changes | Apr 28, 2019...  Antivirus Upd... Ape 28, 2019.., O Old database... New database 307...
[ Apr 28, 20159... Antivirus Upd... Apr 28, 2018. 1 Old database... MNew database 307 ..
Apr 28, 2M8...  Antivirus Upd.. Apr 28 2019... 0 Old database... New databaze 307...
|| Apr 28, 2019... Antivirus Upd... Apr 28, 2018. 1 Old database... MNew database 307..
. Apr 28, 2018, Antivirus Upd... Apr 2B, 2018, 1 Old database.. New database 307..
|| Apr 28, 2018...  Antivirus Upd.. Apr 28, 2019.. 0 Old database... MNew database 207,
|| Apr 28, 2019...  Antivirus Upd... Apr 28, 2018. 1 Old databaze... MNew detabase 307..
{ Ape 28, 2019, Antivirus Upd.. Apr 28 2018 1 Old databage... New databaze 307..
|| Apr 28, 2018...  Antivirus Upd... Apr 28, 2018.. 0 Old database... MNew database 207..
Apr 2B, 2018  Antivirus Upd.. Apr 2B 2018 1 Old database.. MNew database 307..
i Apr 28, 2019...  Antivirus Upd... Apr 28, 2019... 1 Old database.. Mew database 307..
Apr 28, 20159... Antivirus Scan Full Scan Apr 28, 2019.. 0 Scanned 345.. Found 6
Apr 20, 2019, Antivirus Upd.,. Apr 20, 2019.. 0 Qld database... New database 307,
Lty d0C Apr 29, 2019...  Antivirus Upd... Apr 29, 2019.. 0 Old database.. Mew database 307...
s 3 e s s Apr 20, 2018..  Antivirus Upd... Apr 20, 2019.. 1 Old database... New database 307..
20 6T o o o Apr 28, 2018.. Antivirus Scan Manual Scan Apr 28, 2018.. 0 Scanned 1 Found 0
00 A e Apr 28, 2018.. Antivirus Upd... Apr 28, 2018.. 1 Old detabase.. Mew detabase 307..
T P PR ) P e Apr 20, 2019, Antivicus Upd.,. Apr 20 2019, 1 Old database... Mew database 307..
B Apr 28, 2019.. Antivirus Upd... Apr 28, 2018 0 Old database.. Mew database 307..
Apr 20, 2019, Antivirus Upd.. Apr 20 2018 1 Old database.. MNew database 307._
Apr 28, 20M9... Antivirus Upd... Apr 28, 2019.. 1 Old database.. Mew database 307..
Ape 30 28 ___Antivinis Lind Ape 30 201 0 Oid darabese _Mew database 30009
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1. Date - The time the task was launched.

Type - The category of task. For example, 'Antivirus Scan'.

Parameter - Name of the scan profile. For example, full scan, quick scan, custom scan.
Completed - Date and time the task finished.

Code - Internal CCS code for the task type.

o o oW N

Info 1 & Info 2 - Additional information of the task. For example, these columns will shown the number of
files scanned and number of infected items if the task type = 'Antivirus Scan'.

To view full details of a particular tasks event, double-click the entry:

[ ] View Tasks Launched event

Date: May 3, 2019 at 1:23 PM
Type: Antivirus Scan
Parameter: Impartant Documents
Completed: May 3, 2019 at 1:23 PM
Code: 0
Info: Scanned 4
Info2: Found 2
Previous Mext Close

Right-click inside the log viewer to view further options:

15 Sc — olar 28, 201
rus Sc far 28, 2018

rus Sci o Advanced Filter  @r 28, 2018

Export...

» Refresh - Adds recently created logs to the list
« Advanced Filter - Filter alert events by various criteria, including code, completed and more
»  Export...- Save the events list as an HTML file.

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 80



COMODO

Creating Trust Online®

4.7.3.1. Filter 'Tasks Launched' Logs

You can create custom views of all logged events according to the following criteria:
« Code - Filter events by CCS internal code for the tasks
« Completed - Filter by task end date and time

«  Parameter - Filter by AV scan type. Scan types include full scan, manual scan and quick scan. You can also
filter by any custom scan that you have created.

» Type - Filter by task category. Example task categories include antivirus updates, antivirus scans, log
clearing and upgrade.

Configure Event Filters
«  Open CCS.
+  Click 'More' > 'View Logs' > 'Other Logs' > 'Tasks Launched'
+ Right-click inside the log viewer module and choose 'Advanced Filter'
There are 4 types of filter. Each of these can be further refined by various parameters.

Ti::-l:iag..r Current e E!"""‘urren'-.
Code
Completed [
Parameter
v e
Logs ;?E1r Meodule - T (Equal
Antivirus Events " —
¥ Other Logs !!Tasks Launched
Alerts Displayed Date T

Tacke | aiimched

«  Code: Filter logs by CCS internal code. You need to enter the code value in the field provided.

Code values are as follows:

» 0-Success

« 1-Failure

+ 2 - Connection Error (internet connection failed)

e T7-User Cancel (when AV update dialog is closed midway)
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[ roday lourent week [ current Montn [ Entire Perisd

¥ Logs per Module | I Code |1 Equal 1 +

Antivirus Events |
¥ Other Logs Tasks Launchad
Alarts Displayed Date Type Compieted Farameter Code nifnl Into2
Tasks Launched Apr 2B, 2079.. Antwirus Upd.. Apr 28, 2000 at 1:55 AM i database.. New database 30781

Configuration Changes Apr 26, 2009..  Antwirus Upd.. Apr 28, 2010 at 5:55 AM
Ape 2B, 2079.. Antwirus Upd.. Apr 28, 2010 at 955 AM

Ape 2B, 2018..  Antwvirus Upd.. Apr 26 2018 at 11:55 AM

Ape 2B, 2079... Antwirus Upd_. Apr 2B 2010 st 356 P8

| e 2B, 20M9.. Antwirus Upd... Ape 28 2010 al 6:66 PA

Ape 2B, 2078..  Antivirus Upd.. Apr 28 2010 at 9:55 PM
Ape 2B, 2009... Artivirus Upd_.. Apr 28, 2010 at 10:00 PM

Oid database_.  Mew dotabase 30782
O database . New database 30783
Oid databese.. New database 30783
Oid database_.  New database 30784
Did database . MNew database 30784
Oid database . New dalabase 30785
Oid dotabase_.  New database 30785

A 20, 2019 .. Apr249 2010 at 3113 PM i database MNow database 20789
Apr 20, 2079 .. Apr29 2010 at 3:65 PM Qid database . MNow database 30785
Apr 39, 2079 . Apr 29 2019 at 5:556 PM Qid database Mew database 30785

| Apr 20, 20M9..  Antivirus Upd.., Apr 29, 2010 at 9:53 PM
Apr 20, 2079, Antivirus Upd.., Apr 24, 2009 at 11:53 PM
Apr 30, 2078...  Antivirus Upd... Apr 30, 2018 at 3:53 AM

Oid databasa Maw databasae 20760
Oid databasa...  Naw database 30750
Oid database... New database 30781

Apr2019 R Apr 30, 2018, Antwvirus Upd.. Apr 30, 2018 at 7:53 AM Old database... New database 30792
Apr 30, 2079, Antivirus Upd.., Apr 30, 2019 at 10:57 AM Cid database.. MNew database 30793

T 3 3 48 @ Apr 30, 2079, Antvirue Upd.. Apr 30, 2009 at 17:00 AM Oid database_. New dotabase 30793

T8 B0 MN20E Apr 30, 20M8...  Antivirus Upd.., Apr30, 2018 at 19:11 AM Old detabase_. New databese 30793
14 15 18 1F 18 19 20 Apr 30, 2079, Antwirus Upd.. Apr 30, 2010 at 11:371 AM Oid database . New database 30793
7122 22 34 1 28 7 Apr 30, 3019, Antiwirus Upd... Apr 20, 2010 at 11:35 AM Oid databaze . MNew database 30793

Did database New dalabase 30723
Oid database . New dalabase 30724
Ol database . New daslabase 30794

Apr 30, 2019..  Antwirus Upd_. Apr 30, 2010 at 11:53 AM
Ape 30, 2079...  Antivirus Upd... Apr 30, 2010 al 3:68 PM
Apr 30, 2079, Antwvirus Upd... Apr 20, 2010 at 5:68 PW

«  Select any of the following options from the second drop-down.
« Equal - Show only events matching the CCS Code

»  Greater than - Show only events where CCS code is higher than the specified value

«  Greater than or equal - Show only events where CCS code is higher or same as the specified value
« Less than - Show only events where CCS code is lower than the specified value

» Less than or Equal - Show only events where CCS code is lower or same as the specified value

»  Not Equal - Inverts your choice. For example, select 'Not Equal' + enter 1" to view all events except of
CCS code of 1"

«  Completed: Filter log entries by their end dates. You need to specify the date in the field provided. You can
then refine your filter by specifying more parameters such as greater than the specified date and so on.
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E Today D Current Wask EC.Jr'enl Monith E Entire Period
RIS LR, it Compieted - | Enual 0305 2018 S
Antivirus Events
¥ Other Logs Tasks Launched
Alerts Displayed Drate Tvpe Comaletsd Pararrster Code Il Irfa2
Tasks Leunched May 2, 2018 a... Antivirus Upd... May 3, 2019 at 12:41 AM Cid database... Mew data..
Configuration Changes May 3, 2019 a.. Antivirus Upd... May 3, 2010 at 2:41 AM 0id database... Mew data..
May 3, 2010 a.. Antivirus Upd.. May 3, 2019 at 4:471 AM Old database.. Mew data..
May 3, 2018 a.. Antivirus Upd.. May 3, 2010 at 6:41 AM Old detabase.. Mew data...
May 3, 2019 a.. Antivirus Upd... May 3, 2019 at B:471 AM Old database... Mew data...
May 3, 2019 a.. Antivirus Upd... May 3 2019 at 9:26 AM Old database_.. Mew data..
May 3, 2019 &, Antivirus Sean May 3 2019 at 928 AM Manusl Sean Scanmed B Found &
May 3, 2019 a.. Antivirus Upd... May 3, 2079 at 9:28 AM Old database... Mew data...
May 3, 2019 a... Antivirus Scan May 3, 2019 at 9:28 AM Manual Scan Scanmed 8 Found &

May 3, 2019 a... Antivirus Upd.. May 3, 2019 at 10:41 AM

May 3, 2018 a.. Antivirus Upd.. May 3, 2018 at 11:05 AM

May 3, 2018 a.. Antivirus Scan  May 3, 2018 &t 11:05 AM Manual Scan
i May 3, 2018 & Antivirus Upd_.. May 3, 2018 at 12:41 PM

|| May 3, 2019 a.. Antivirus Upd... May 3, 2019 at 1:23 PM

0Oid database.. Mew data..
0id database.. Mew data..
Scanmed 8 Found &

Old database . Mew data_.
Old database_. Mew data..

B ) P o P Y

Ape 213H L I May 3, 2019 a.. Antivirus Sean May 3, 2019 at 1:23 PM Important De... Seanned 4 Found 2
May 3, 2019 a... Antivirus Upd.., May 3, 2019 at 2:41 P Did database.. Wew data.,
123486 |
OB 8011 3

15 I8 17 18 18 20
I F?2 33 34 35 & IT

«  Select any of the following option from the second drop-down.

»  Equal - Show only events that occurred on the specified date

«  Greater than - Show only events that occurred later than the specified date

»  Greater than or equal - Show only events that occurred later than or on the specified date
» Less than - Show only events that occurred before the specified date

» Less than or Equal - Show only events that occurred before than or on the specified date
» Not Equal - Show events that occurred on all dates except the specified date

« Parameter: Filter logs by antivirus scan type. For example, full scan, manual scan, scan profile. You need
to enter the parameter in the text field provided.
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L Log Viewer
nTnday ﬂCur'ent Week : Current honth ﬂEntlre Period
r d
Logs p.er Module Parametar T | | Contains s +
Aniw"—us Em Cemnee e e e e e B T T T T T,
¥ Other Logs Tasks Launched
Alaris Displayed DAt Typa COompaRtan ParAmeT Coon It Into?
Tasks '-‘“"‘d“d Ape 20, 2019, Antivirus Scan  Apr 20, 2019 at 3:13 PM Manual Sean 0 Seanned 1 Found O
Configuration Changes May 3, 2019 a_.. Antivirus Scan  May 3, 2019 at 326 AM Manual Sean 0 Seanned B Found &
May 3, 2019 a.. Antivirus Scan May 3, 2019 a1 328 AM Marual Scan 0 Scanned B Found &
{May 3, 2019 a.. Anfivirus Scan  May 3, 2019 at 11:05 AM Manual Scan i} Scanmied B Found &
Apr 2018 a8
& 4 & 5 B
T B B M2
14 15 16 17 1B 18 20
F2F R OI4 IS 28 27

«  Select 'Contains' or 'Does Not Contain' from the second drop-down:

- Contains - Show only events which concern the parameter (scan type) you enter. You can add multiple
parameters.

» Does Not Contain - Show events which did not concern parameters you specify.

« Type: Filter by tasks category. You can then filter by a specific type of category. For example, to only show
AV update events.

m Toclay m Current Week m Current Month m Entire Period
¥ Logs per Module b i A Updata A Scan ~Log Clearing " Upgrade &
Antivirus Events i
¥ Other Logs | Tasks Launched
.MGF[E DiEth‘Eﬁ | Date Type Faramater Completed Code nfpl Info?
L aunched Apr 28, 2018.. Antivirus Upd... Apr 28, 2010.. 1 Old database.. Mew database 3...
Configuration Changes |l por 28, 2019...  Antivirus Upd.. hpr 28, 2009, O Old database.. New database 3.
|| Apr 28 2018, Antivirus Upd... Apr 28 20M9.. 1 Old database.. Mew datsbase 3.
[ Apr 28, 2019... Antivirus Upd.. Apr 28 2019.. 0 Old database.. Mew database 3...
|| Apr 28 2018, Antivirus Upd... Apr 28 2019 1 Old database.. Mew database 3.
;: Apr 28, 2019... Antvires Upd... Apr 28 2019.. 1 Old database.. Mew database 3.
[ Apr 28, 2018, Antrvinus Upd... hpr 28, 2018... O Old database.. New database 3.,
Apr 28 2018.. Antivirus Upd_.. Apr 28 2019.. 1 Old database.. Mew datzbase 3.
Apr 28, 201%..  Antivirus Upd.. Apr 28, 2018.. 1 Qld database.. Mew database 3.
|| Apr 28, 2019, Antivirus Upd... Apr 28 20M49.. 0 Old databage.. Mew datsbhaze 3.
|| Apr 28, 2019... Antivirus Upd... Apr 28, 2018.. 1 Old database.. MNew database 3...
| Apr 28, 2019,  Antivirus Upd... Apr 28 2019, 1 Old database.. New database 3.,
! Apr 28 2015.. Antivirus Scan Full Scan Apr28 20M6.. 0 Scanned 345... Found &
Apr 29, 2019...  Antivirus Upd.. Apr 29, 2019.. 0 Old databass.. Mew database 3.
Apr 2010 e Apr 29 2018...  Antivirus Upd._ . Apr29 20149 0 Old database.. Mew datsbase 3.
: : Apr 29, 2019... Antivirus Upd... Apr 29, 2079.. 1 Old database.. Mew database 3..
- : 1: I‘: j 1; | A 29 2078, Antivires Scan Manual Scan Apr 29 20718, 0 Scanned 1 Found 0
0 1 5B O3 €950 Apr 29 2018.. Antivirus Upd... Apr 29 2019.. 1 Old database.. Mew datsbase 3.
3122 23 24 25 25 2T Apr 29, 2015...  Antnvirus Upd.. Apr 29, 2019... 1 Old database.. MNew database 3.
B Apr 29 2019, Antivirus Upd_.. Apr29 2018 0 Old database.  Mew datsbase 3.
Apr 28, 2018...  Antivirus Upd... Apr 29, 2018.. 1 Old database.. Mew databasae 3.
Apr 29 2019...  Antivires Upd... Apr 29 2019, 1 Old database..  New database 3.
Amr 30 2G5 Artivings Limd Apr 30 200 N Ol datahags Maw datshase 3

« Select 'Equal’ or 'Not Equal' from the second drop-down.

Comodo Client - Security for MAC - User Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved

84




COMODO

Creating Trust Online®

»  Equal - Show only events which feature the task category you select. You can select multiple
categories.

* Not Equal - Inverts your choice. For example, select 'Not Equal' + 'AV Update' to view every event
except 'AV Update' types.

«  Select the specific type you want to view from:
» AV Update - Task events of antivirus database updates
e AV Scan - Events of antivirus scans
* Log Clearing - Events of all logs deleted.
*  Upgrade - Not used.

4.7.4. Configuration Change Logs

Configuration change logs record all modifications to CCS settings since installation:

ﬂ Today D Current Weak D Current Month D Entire Period
¥ Logs per Moduls Fewm sl Object Addad Objact Changed Object Remeved | Option Changed Siring Added Sir e
T Other Logs Configuration Changes
Alarts Displayed Dt Betine MhediFiar et M Qi Valus
Tasks Launched Apr 28, 2079.. Option Chang.. User Antivirus: Mods Disabied
Conflguration Changes | Apr 20, 2019...  Added User Antivirus Profde Important Files
Apr 30, 2019.. Changead Usar Antivirus Profile [PLID™"F1440...
Apr 20, 2018.. Addad Usar Antivirus Profile Suspicious Fil., {"Paths"["fAp...
Apr 30, 2019.. Changed Lzar Aritiwirug Prafile [{"D""F140..  [{"uiD*:mFa0._
Apr 30, 2078.. Added Usar Antivirus Profile Suspicious files {*Paths™:["fUs...
Apr 30, 20M8... Changed Liser Antivirus Profde WUID"MFIad.,.  [{"UIDtF40.
Apr 30, 2019.. Added Uger Antivirus Profile Suspicious files {*Paths":["/Us...
Apr 30, 2018,. Changed Lisar Antivirus Profis LD Fad,,  [{“UID 40
Apr 30, 2019.. Changed Uzar Antivirug Prafile LD "F140... [{"UID":*F140.
Apr 30, 2079.. Added Usar Antivirus Excl..  fSystem/Libra.. {System/Libra..
Apr 30, 2019... Changed Liser Antivirug Excl. fibrargfdppli_.  Libraryidppli...
Apr 30, 2019.. Changed User Antivirug Sch... "Mirute:0".. H"UID":™175F...
Apr 30, 2008.. Added Uisar Antivirus Sch...  Test Mac scan {"UID";"CE34..,
Apr 2019 e | Apr 30, 2019.. Changed User Anthvirus Seh._ [("WID"M7EE.. [{"UIDTM7BEL.
- |m:-r 30, 2019.. Option Chang.. Usar Antivirus: Moda On Access Disablad
PEe s aE ;Il.pr 30, 2M8.. Option Chang... Lsar Antivirus: Rea.., Ot On
P E @G 11 12 13 t R o R
T g {Apr30, 2019.. Option Cheng.. User Aritivirus: Mode Dizalled On Access
g { Apr 30, 209%... Option Chang... Usar Antivirus: Rea... On Off
- Eknr 30, 2019.. Changed Lis&r Artivirus Seh_.  Weekly Virus..  {"UID*:"7EF6.. {*UID":"175FA...
| Apr 30, 2079.. Changad Usar Antivirus Sch... [UID*P5F.  [{MUID"=175F ..
| Apr 30, 2019.. Option Chang... User Updates host {"Enable"Aru.. [{"Enable®:tru.
;knr 30 20159 Cintinn R | lagr | Jewd it ey hanisit I"Erahla"teii il

1. Date - The time of the configuration change.

Action - The nature of the configuration change. For example, AV profile added.
Modifier - The user that made the configuration change.

Object - The CCS setting that was affected by the change.

Name - The rule, program or the file that was changed.

o o B~ o Db

Old Value - The setting before the configuration change.
7. New Value - The setting after the configuration change.

Double-click on an entry to view a summary of the log:
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L N View Configuration changes
Date: Apr 30, 2019 at 3114 PM
Name: ITSM Configuration
Old Value: ITSM Configuration
New Value: Comodo Antivirus for Mac
Action: Option Changed
Object: Active configuration index
Madifier: User
Previous Mext Close

Right-click inside the log viewer to view further options:

135, ... WPLION LNdng... Wsel
2018,... Option Chang... User An
2018,.. ¢~ o Ani
e " ———
2018,... ( Refresh | Ani
. 2018,... € Advanced Filter | An
. 2018,... 4 _ Ani
 2018,.. ( Export.. An

» Refresh - Adds recently created logs to the list
» Advanced Filter - Filter alert events by various criteria, including action, modifier and more.

«  Export...- Save the events list as an HTML file.
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4.7.4.1. Filter 'Configuration Change' Logs

You can create custom views of logged events according to the following criteria:
« Action: Filter by the activity performed on the item in the 'Object' column. For example, 'Added', 'Changed'.
« Maodifier: Filter by who, or what made the change.

« Name: Filter by the file/folder/path involved in the configuration change. For example, a particular folder/file
was added to a scan profile.

»  Object : The antivirus feature that was modified in the event. For example, AV profile, AV exclusion and so
on.

Configure Event Filters
«  Open CCS.
+  Click 'More' > 'View Logs' > 'Other Logs' > 'Configuration Changes'
+ Right-click inside the log viewer module and choose 'Advanced Filter'

There are 4 types of filter. Each of these can be further refined by selecting or deselecting specific parameters.

Current Week Current Mo

¥ Logs per Module m" Equal
Antivirus Events Madifier

¥ Other Logs Name n Changes

Alerts Displayed Olbject Action

Tasks Launched Apr 29, 2019... Option C

Configuration Changes Apr 30, 2019... Added

{t Apr 30, 2019... Change
Apr 30, 2019... Added
Apr 30, 2019... Ch

Today

« Action: Filter events by updates to the configuration settings such as profile added and so on. You can filter
by a specific type of action. For example, to only show events where an object was added.
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S
Today Current Week Current Month Entire Period
¥Logs ;?e‘r Module Gt &l feil 2 | Object Added | Object Changed | Object Removed " Option Changed [ String Added -
Gl e ptenion. s paudh hd
¥ Other Logs Configuration Changes
Alerts Displayed Date Action Modifier Object MName Old Value New Value
Tasks Launched Apr 20, 2019... Option Chang... User Antivirus: Mode Disabled On Access
Apr 30, 2019... Added User Antivirus Profile Important Files {"Paths":["/Application...
Apr 30, 2019... Changed User Antivirus Profile [{*UID*:"F140... [{"UID":"F140D794-60...
Apr 30, 2019... Added User Antivirus Profile Suspicious Fil... {"Paths":["/Application...
Apr 30, 2019... Changed User Antivirus Profile [{"UID":"F140... [{"UID":"F140D794-60...
Apr 30, 2019... Added User Antivirus Profile Suspicious files {"Paths":["/Users/com...
Apr 30, 2019... Changed User Antivirus Profile [{"UID":"F140... [{"UID":"F140D794-60...
Apr 30, 2019... Added User Antivirus Profile Suspicious files {"Paths":["/Users/com...
Apr 30, 2019... Changed User Antivirus Profile [{"UID":"F140... [{"UID":"F140D794-860...
Apr 30, 2018... Changed User Antivirus Profile [{"UID":"F140... [{"UID":"F140D794-60...
Apr 30, 2019... Added User Antivirus Excl... [System/Libra... /System/Library/CoreS...
Apr 30, 2019... Changed User Antivirus Excl... JLibrary/Appli... /Library/Application Su...
Apr 30, 2019... Changed User Antivirus Sch... [{"Minute":0"... [{"UID":"175F6715-59E...
Apr 30, 2019... Added User Antivirus Sch... Test Mac scan {"UID":"CB347FFF-A3...
Apr 2019 e Apr 30, 2019.. Changed User Antivirus Sch... [{"UID":"175F... [{"UID":"175F6715-59E...
R Apr 30, 2018... Option Chang... User Antivirus: Mode On Access Disabled
; ; ; 1; :I 1: 1; Apr 30, 2019... Option Chang... User Antivirus: Rea... Off On
. Apr 30, 2018... Option Chang... User Antivirus: Mode Disabled On Access
T T — Apr 30, 2019... Option Chang... User Antivirus: Rea... On Off
Apr 30, 2018... Changed User Antivirus Sch... Weekly Virus... {"'UID":"175F6... {"UID":"175F6715-58E...
& Apr 30, 2019... Changed User Antivirus Sch... [{*UID*:"75F... [{"UID":"175F6715-59E...
Apr 30, 2019... Option Chang... User Updates host [{"Enable":tru... [{"Enable":true"Host":...
Aor 30, 2019, Ootion Chana, . _liser Lindates host [{'Enablettr, [

»  Select 'Equal' or 'Not Equal' option from the second drop-down.

«  Equal - Show only events which feature the action you select. You can select multiple actions.

«  Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Object Added' to view every event
except those that were objects were added.

«  Select the specific actions you want to view from:
»  Object Added - Events where an item was created

»  Object Changed - Events where an item was modified. For example, an update to a scan profile.
«  Object Removed - Events where an item was deleted

«  Option Changed - Events where a setting was modified. For example, 'Show scan progress' was
changed from enabled to disabled.

«  String Added - Not used.
+  String Removed - Not used.
«  Modifier: Filter events by entity that updated the configuration.
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E Today D Current Week G Current Month D Entire Pericd
¥ Logs per Module I e Eaual ~User Ao Learn ! Antivinus Alert T Execution Alert +1
T Other Logs |Configuration Changes
Alerts Displayed | Date Aotion winditier Dbject Ham Old Value e Vaiue
Tasks Launched [ Apr 23, 2019_  Option Cheng... User Antivirua: Sch o on
Configuration Changes | Apr23, 2019.. Option Cheng... User Antivirus: Sch... off On
gApr 23, 2018 Changed User Antivirus Excl... ILibraryfAppli..
| Apr 23, 2019.. Changed User Antivirus Profile i [{"WD":"F140..,
| Apr 23, 2019... Changed User Antivirus Sch.. 0 [{"UID":"175F...
| Apr 23, 2019.., Option Chang... User Auto check u... off On
é.ﬂpr 23 2019, QOption Chang... User Show balloon... On off
EApr 23, 2019 Option Cheng.. User Updetes host [{“Emable®:tru.. [[“Eneble®:tru...
| Apr 23, 2010  Option Chang... User Active config.. Comodo Clen.. Comodo Chen.. Comodo Antiv..
EApr 26, 2018... Option Chang... User Antivirus: Mode On Access Disabled
| Apr 26, 2019... Ogtion Chang... Usar Antivirus: Mode Disabled On Access
. Apr 26, 2019... Option Chang... User Antivirus: Mode On Access Disabled
| Apr 26, 2019, Option Chang.., User Antivirus: Mode Disabled On Acoess
E.Apr 26, 2018 Option Cheng... User Antivirus: Mode On Access Disebled
May 2018 JLb é.nnr 26, 2019  Option Chang... User Show balloon... Ofif On
= RGN E.Apr 26, 2018.. Option Chang... User Updates host [{“Emable®:tru.. [{"Emable®:tru...
sEm a0 c r " EApr 26, 2019.. Option Chang.. Usar Antivirus: Mode Cisabled On Access
= B B T T g.ﬂpr 26, 2019.. Option Chang... User Antivirus: Ma... On off
R & SR e B | Apr 26, 2019... Option Chang... User Antivirus: Sch.., On off
26 37 28 20 30 3 | Apr 20, 2019.. Option Chang... User Antivirus: Mode Disabled On Acoess
| Apr 30, 2019, Added User Antivirus Profile Important Files {"Paths":[*/Ap..-
E.Anr 30, 2018.. Changed User Antivirus Profile [{*UID":"F140... [{"UID":"F140...
| Aor 302018 Added L isar Antivirus Profile Suspicious Fil {"Paths"-["{An

»  Select 'Equal’ or 'Not Equal' option from the second drop-down.

«  Equal - Show only events which feature the action you select. You can select multiple actions.

» Not Equal - Inverts your choice. For example, select 'Not Equal' + 'User' to view every event except
those that were modified by the user.

- Select the specific actions you want to view from:

«  User - Events that were modified by the user

«  Auto Learn - Not used.

»  Antivirus Alert - Not used.

«  Execution Alert - Execution alert is reserved for future version of CCSM

«  Name: Filter events by files/folders/path of files that was involved in the configuration change. For example,
a particular folder/file was added to a scan profile. You need to enter the label in the field provided:
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D Today E Current Week ECur'Bnt Month B Entire Period
Tiogh pesModie Hame Containg g o+ |
¥ Other Logs Configuratien Changes
Alerts Displayed [ate Action Wi ther Object Mama kg Vlue
Tasks Launchid | Apr 26, 2010 at 2:57 PM Option Chang... Usar Antivirus: Ma_.. On
Configuration Changes Apr 26, 2010 at 2:57 PM Option Chang... User Antivirus: Sch.. On
Apr 28, 2078 at 11114 AM Option Chang... User Antivirus: Mode Disabled
Apr 30, 2019 at 10:54 AM Addad Usar Antivirus Profile Important Files
Apr 30, 2019 at 10:55 AM Changed User Antivirus Profile [{"UID":"F140.,
Ape 30, 2078 at 10:57 AM Added User Antivirus Profile Suspicious Fil...
| Apr 30, 2079 at 10:58 AM Changed Liser Antivirus Prafile [{"LUID®:*F140.,
Apr 30, 2019 at 11:00 AM Added User Antivirus Prafile Suapicicus files
| Apr 30, 2078 at 11:00 AM Changed User Antivirus Profile [{"LID":*F140..
Apr 30, 2078 at 11:02 AM Added Usar Antivirus Profile Suspicious files
Ape 30, 2019 at 11:03 AM Changed User Antivirus Profile [{"uiC":"F140..
Ape 30, 2079 at 11:08 AM Changed User Antivirus Prafile [("UIE""F140.,
| Apr 30, 20719 at 118 PM Added User Antivirus Excl.., [System/Libra..,
Apr 30, 2079 at 1:18 P Changed User Antivirus Excl... fLibrary/Appli..
May 2018 4 ®+ | Apr 30, 2010 at 2:02 PM Changed User Antivirus Sch... [{"Minute™:0..
T Apr 30, 2018 at 2:02 PM Added User Antivirus Sch.. Test Mac scan
c s 78 8o { Apr 30, 20719 at 2:04 PM Changed Usar Antivirus Sch... [{"LID=:*175F..
BB T Apr 30, 20719 at 2104 PM Option Charg... User Antivirus: Mode On Access
o & 5 £ B B R | Apr 30, 2019 at 2:06 PM Option Chang... User Antivirug: Red.. off
38 27 38 29 30 3 | Apr 30, 20719 at 2:06 PM Option Chang... Lser Antivirug: Mode Disakled
| Apr 30, 2079 at 2:05 PM Option Chang... Usar Antivirua: Rea... On
Apr 30, 2019 at 2:45 PM Changed User Antivirus Sch... Weekly Wirus_. {*UID":"175F6.

»  Select 'Contains' or 'Does Not Contain' from the second drop-down:

«  Contains - Show only those events which concern items that you specify. You can add multiple names.
« Does Not Contain - Show events which did not concern names that you specify.

«  Object: Filter events by the item that was changed. Examples include AV profile, AV schedule, AV alert
timeout, and more.
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E Today D Current Week G Current Month E Entire Pericd
¥ Logs per Module . Objsct £aual ' Antivirus: Mode ! Antivirus: Alert Timeout o
Antivirus Events R A e b )
¥ Other Logs |Configuration Changes
Aberts Displayed I Date Action winditier Dbject Ham Oid Value Mra Vaiue
Tasks Launched E.Anr 23, 2019_  Option Cheng... User Antivirua: Sch o On
Configuration Changes | Apr23, 2019... Option Cheng... User Antivirus: Sch... off On
EApr 23, 2018 Changed User Antivirus Excl... ILibraryfAppli..
| Apr 23, 2019.. Changed User Antivirus Profile i [{"WD":"F140..,
;:“Df 23, 2019... Changed User Anlivirus Sch.. 0 [{"ID":"175F ..,
| Apr 23, 2019.., Option Chang... User Auto check u... off On
;.Apr 23 2019, Option Chang... User Show balloon... On off
E.Apr 23, 2019 Option Cheng.. User Updetes host [{“Emable®:tru.. [["Eneble®:tru..
| Apr 23, 2010 Option Chang... User Active config.. Comodo Clen.. Comodo Clien.. Comodo Anti..
éApr 26, 2018... Option Chang... User Antivirus: Mode On Access Disabled
| Apr 26, 2019...  Option Chang.. User Antivirus: Mode Disabled On Access
. Apr 26, 2019... Option Chang... User Antivirus: Mode On Access Disabled
| Apr 26, 2019...  Option Chang... User Antivirus: Mode Disabled On Acoess
| Apr 26, 2019.. Option Chang... User Antivirus: Mode On Access Disebled
Ly e | Apr 26, 20M19..  Option Chang... User Show balloon... Ofif On
= RGN E.Apr 26, 2018.. Option Chang... User Updates host [{“Emable®:tru.. [{"Enable®:tru...
sEm a0 c r " éApr 26, 2019.. Option Chang.. Usar Antivirus: Mode Cisabled On Access
= B B T T gApr 26, 2019.. Option Chang... User Antivirus: Ma... On off
18 20 21 22 23 24 25 | Apr 26, 2019... Option Chang... User Antivirus: Seh., on off
36 37 28 38 30 B E.Apr 20, 2019... Option Chang.. User Antivirus: Mode Disabled On Acoess
| Apr 30, 2019,  Added User Antivirus Profile Important Files {"Paths":[*/Ap..-
E.Anr 30, 2018.. Changed User Antivirus Profile [{"UID":"F140.. [{"UID":"F140...
| Aor 302019 Added Lisar Antivirus Profile Suyspicious Fil {"Paths"-["lAn

»  Select 'Equal’ or 'Not Equal’ from the second drop-down.

« Equal - Show only events which feature the action you select. You can select multiple actions.

* Not Equal - Inverts your choice. For example, select 'Not Equal' + 'Antivirus: Alert Timeout' to view
every event except those of changes to AV alert timeout settings.

- Select the specific actions you want to view from:

*  Antivirus: Mode

« Antivirus: Alert Timeout

*  Antivirus: Real-Time Show Alerts

*  Antivirus: Real-Time Scan Memory

» Antivirus: Real-Time Auto Update

»  Antivirus: Real-Time Auto Quarantine
*  Antivirus: Real-Time Size Limit

«  Antivirus: Real-Time Time Limit

«  Antivirus: Manual Scan Archives

«  Antivirus: Manual Scan Memory

*  Antivirus: Manual Auto Update

«  Antivirus: Manual Size Limit

«  Antivirus: Scheduled Scan Archives

*  Antivirus: Scheduled Scan Memory

» Antivirus: Scheduled Scan Auto Update
« Antivirus: Scheduled Auto Quarantine
*  Antivirus: Scheduled Size Limit

»  Antivirus Profile

»  Antivirus Schedule

»  Antivirus Exclusion

» Antivirus: Disable Logging
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« Active configuration index

»  Password protection

»  Antivirus: Suppress Alert when password protected
«  Show balloon messages

» Auto check updates

*  GUllanguage

» Password

»  Updates host

» Log file size limit

» Log overflow handling

»  Log backup folder

»  Antivirus: Write to syslog server
»  Syslog server host

«  Syslog server port

Appendix 1 - CCS for Mac How To...
Tutorials

The 'How To..." section of the guide contains guidance on key tasks of Comodo Client - Security.
Use the links below to go to each tutorial's page:
«  Scan your Computer for Viruses - How to automatically or manually scan your computer
+ View Antivirus Events - How to view logs made by the virus scanner
«  Configure Database Updates - Specify how virus signature updates should be handled
*  Quickly Change Security Levels - How to enable or disable real-time virus scans
« Change CCS Language Settings - Change the language used in the CCS interface
* Run an instant Antivirus scan on Selected Items - How to run custom scans on specific items or areas
» Create a Scheduled Scan - Setup up a virus scan which automatically runs at regular intervals
* Restore Incorrectly Quarantined ltem(s) - Revert quarantined files to their original location
»  Switch Off Automatic Antivirus Updates - Disable automatic virus updates

«  Suppress Alerts with Silent mode - Switch off alerts and notifications to avoid interruption during
important tasks.

Scan your Computer for Viruses
You can run a full scan, quick scan, or create a custom scan profile according to your preferences.
Run an on-demand virus scan

+  Open Comodo Client Security

«  Click the 'Antivirus' tab

«  Click the 'Run a Scan' box
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Please select an item to launch a scan:
Profile Name
Full Scan
Quick Scan
¥ What do these settings do? Create New Scan Scan Close

Choose one of the following options:

« Full Scan - Scans every drive, folder and file on your system, including external connected
devices

*  Quick scan - Scans important operating system files, system memory, auto-run entries,
registry keys and hidden services.

- Create New Scan - Create your own custom scan of specific files, folders or drives. See custom
scan to find out more.
+  Click 'Scan' after making your selection (or just double-click the profile name).

CCS will check for and download any available updates before starting the scan. The scan will commence after
updates have been installed:

Scanning: Full Scan

Status: fApplications/iBooks.a...oreAccessibility.strings
el Objects Scanned: 15,402 Start Time: Mar 22, 2018, 3:38 PM
Q Threats Found: 0 Duration: 00:00:08
Show on top
o N ' ettings ¢ (U Pause O Stop Scan

The results will be shown at the end of the scan. The results show any threats found along with their location and
severity level.
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| ] Comodo Client - Security - Scan Results

@ Az Threat Name Risk

¥ Malware @(#rdevwovijljag, #18f850r7g3buz) High o
[Users/tester/Documents/test_set/testset_all_virus/2eal3...
{Users/tester/Documents/test_set/testset_all_virus/Virus5s...

¥ Exploit.)S.Pdfka.hs@#283139321 High o -
JUsers/tester/Documents/test_set/testset_all_virus/4b5cd...

¥ Suspicious @#655qru3s3fnb High o -
JUsers/tester/Documents/test_set/testset_all_virus/Virus5s...

@ What do these settings do? Save Results Clean - Ignore ¢

Use the check-boxes on the left to select specific files, or select 'All?" to choose every file. Then pick one of the
following options:

» Clean - CCS will deal with the threats. They will either be deleted, disinfected, or moved to Quarantine,
depending on the type of threat found.

- Ignore - Take no action on the threat. You can also create a permanent exclusion for the file.
*  You can export the results to a text file by clicking the 'Save Results' link.

See Quarantined Items for more details on quarantined applications.

See Ignore an application/file for more details on the 'Ignore' options.

Create a Scan profile

»  Click 'Create New Scan' in the 'Run a Scan' interface.
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Please select an item to launch a scan:
Profile Mame

Full Scan
Quick Scan

@ What do these settings do? Create New Scan Scan Close

«  Type a name for the scan profile. Click 'Add' to select the items you want to include in the scan.

[ ] Add New Profile

Mame:

My Custom Scans
List of items:

Path

fUsers/tester/Documents/test_set

Add... Remove

&9 What do these settings do? Cancel Apply

*  Repeat the process to add more items.
«  Click 'Apply" to save your profile.
«  You can now select this profile after clicking 'Run a scan' or 'Scan Now'.

For more details on custom scan creation, see Creating a Scan profile.

Instantly Scan Objects

»  Drag files/folders into the scan box on the summary screen
OR
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© s vow

View Antivirus Events

The antivirus events area contains logs of all actions taken by the virus scanner.

The basic event viewer shows:
» The date and time the threat was detected
«  The location of the threat
» The action taken against it.
View Antivirus Events
»  Open CIS at the summary screen
«  Click the number in front of 'Threat(s) detected so far'
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COMODO

Client - Security

Antivirus

@ OnAccess

he virus database has been updated on Mar 22, 2018, 4:53 PM
W 56 threat(s) detected so far

Antivirus Events

Locatien Malware Mame Action Status Date
{Volumes/run-test/testset_all_viru.. Malware@#18f95... Ignore Success Mar 22, 2018...
fUsers/tester/Documents/test_set... TrojWare.JS.Troja... Quaran.. Success Mar 22, 2018...
[Users/tester/Documents/test_set... TrojWare HTML.If... Quaran... Success Mar 22, 2018...
[Users/tester/Documents/test_set... TrojWare.JS.Redi... Remove Success Mar 22, 2018..
fUsers/tester/Documents/test_set... Malware@#6081... Ignore Success Mar 22, 2018... |
{Usersftester/Documents/test_set... Malware@#34pa... Ignore Success Mar 22, 2018...
{Users/tester/Documents/test_set... TrojWare HTML.If... False P... Success Mar 22, 2018...
fUsers/tester/Documents/test_set... False P... Success Mar 22, 2018...
{Users/tester/Documents/test_set... TrojWare.BAT.Ag... Detect Success Mar 22, 2018...
[Users/tester/Documents/test_set... TrojWare.JS.Troja... Detect Success Mar 22, 2018...
fUsers/tester/Documents/test_set... Malware@#1eByu... Detect Success Mar 22, 2018...
fUsers/tester/Documents/test_set... TrojWare.JS.Redi... Detect Success Mar 22, 2018...
{Users/tester/Documents/test_set... Virus.VBS.Ramnit... Ignore Success Mar 22, 2018...
@ What do these settings do? Refresh More... Close

«  See View Antivirus Events for more help with event logs.

Configure Database Updates

To ensure maximum protection against the latest viruses, it is essential that you have the most recent virus database
installed.

The default policy of CCS for MAC:

i. Periodically check for and download database updates

ii. Automatically check and update the virus database before starting any scan.
Please see the following links if you would like to manage updates:

* Manually update the virus database
« Configure automatic database updates
Manually update the virus database

»  Open Comodo Client Security
«  Click Antivirus' > 'Update Virus Database'
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»  CCS will contact Comodo servers and download any available updates. Please ensure you are connected
to the internet.

COMODO

Client - Security

Tasks

Run a Secan
=+ Thiz section allows you 10 scan your hard drve for
mabyare, viruses and spywang,

Update Virus Database
This section alows you b check for the latest wiru

o database and download the updates if any.
The virus signatura AEASE AN down LA

databasa Is NOT up-to-
date.

Update Now

Quarantined ltems
Use this section to ses and manage the threats
quarantined by the wirus scannar.

'W Scheduled Scans | +J
Thiss section allows you 1o modify the scheduled s
virus scanning settings in onder o have your PC
pefiodically scarned

Virus Database Update (63%)

Uss A Etease wan while e virus dalabace i beng updated ¥ou o chengm the advenced
proll ¥ Tnis might take & few minutes. . hio Ve WirLS SCANNEr works

Applying the wpOatas.

@ Wrae oo shase serungs do? Hide

Configure automatic database updates before scanning
«  Open Comodo Client Security
«  Click 'Antivirus' > 'Scanner Settings'
«  Select 'Real Time Scanning', 'Manual Scanning' or 'Scheduled Scanning'
«  Enable or disable the 'Automatically update virus database before scanning' check-box
»  You can also enable or disable pre-scan updates for each scan type
See 'Scanner Settings' if you need more help with this.

Quickly Set up Security Levels
Right-click on the system tray icon to quickly view or change the current security level:

@ MK < I Fri644aPM COMOD
"N Antivirus Security Level » I

v Silent Mode le
start to
Configuration p Ftonigl

Open... -0
Exit

»  Move your mouse cursor over the 'Antivirus Security Level'
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» On Access Antivirus Security Level

Disabled
v Silent Mode

Configuration

Open...
Exit

» OnAccess - Files will be scanned as soon as you open them. 'On access' is another name for the 'Real-
Time Scanning' feature that is mentioned elsewhere in the interface. We highly recommend you leave this
enabled.

« Disabled - Not recommended. Files are not scanned when they are opened, strongly raising the possibility
that your system could get infected.

The currently active configuration is shown with a check-mark next to it. See Real Time Scan for more details.

You can also access these settings through the the summary screen.

Change CCS Language Settings
To view or modify the language

+  Open Comodo Client Security

«  Click ‘More’ tasks > 'Preferences'

+  Click 'Language'

»  Choose the language you wish to use from the drop-down menu. The currently active language will have a
check-mark next to it:
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CDMODD _-ﬁ Antivirus

Client - Security

Preferences
This section lets you configure general settings like:
language, updase options atc.

7} Browse Support Forums

J Meesd Help? Find the answers to your quastions in
COMODO forums. Our developers regularly post
and wiz would love 1o hear Trom you

You haven't performed a
full scan yet!

Configurations @ Help
* This section SMgws you 10 imporaxport/dalets your Do you want to learn more about your Anthirus?
Anlivirus configudglion satings. Yol GO0 uSe this Section 1o view the help file

Diagnostics
Settings

Logging  Update

Select Language | Default - English (United States)

& What do these settings do?

»  Click 'OK' then restart the application to apply changes:

You need to restart the application for the
changes to take effect. Would you like to do
it now?

Run an Instant Antivirus Scan on Selected Items

You can instantly scan a file, folder or drive by dragging them into the scan box on the 'Summary' screen. You can
also drag them onto the Comodo icon on the dock.

Scan selected item(s):
»  Open Comodo Client Security
+ Drag the items into the scan box in the 'Summary' interface
»  Alternatively, drag the items onto the Comodo icon on the dock.
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CCS will first check for AV database updates. If updates are available they will be downloaded and installed:

L Virus Database Update (69%)

.-.su Please wait while the virus database |5 being updated.
w‘ This might take a few minutes...

Applying the updates_ .

¢ What do these settings do? Hide

Scanning will commence immediately after the updates are installed.

Scanning: My Custom Scan Profile

Scanning: My Custom Scan Profile
Status: MNolumesfrun-test/AV_...b1136f5327b200bf72

ﬂ Objects Scanned: 174 Start Time: Mar 28, 2018, 1:53 PM

£} Threats Found: 3 Duration: 00:00:04

¥| Show on top

@ What do these settings do? 'l_; Pause l;i Stop Scan

The results will be shown at the end of the scan. The results show any threats found along with their location and
severity level.

See Run a Scan for help on how to react if infected item(s) are found.

Create a Scheduled Scan

+  The highly customizable scheduler lets you timetable virus scans to run when you decide.

* You can schedule a scan of your entire computer or specific areas. You can create an unlimited number of
schedules.
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» You can run scans at daily, weekly, monthly or custom intervals.
« Note: Managed endpoints - Scheduled scans should be configured in the Endpoint Manager profile.
Create an antivirus scan schedule

«  Open Comodo Client Security

«  Click the 'Antivirus' tab

«  Click 'Scheduled Scans'

«  Click 'Add' to create a new schedule:

COMODO

Cilent » Security

Tasks

Run a Scan
ot This section allows you to scan your hard drivg
makvare, viruges and spywars.

Update Virus Database

. This section allows you o check for the |atest virus
! . database and download the updates il any.

The wirus signature

database is NOT up-to-

data.
Update Now Scheduled Scans [ ] Quarantined Items
Thig section allows you 1o modify the schaduled el Use this saection o see and manage the threats

guarantined by the virus scanner.

virus scanning settings in order to have youwr PG
__—‘.

Scheduled Scans

®

i

Schedule Name

Weekly Virus Scanning
o0 Scan Schedule

Mame:

Edit...

Remove

\Weekly Custom Schedule |

Profile:

Full Scan

Days of the week:

Monday
@ What Tuesday Close
Wednesday
Thursday
Friday

| Saturday

| Sunday

-

Start time: 3:00 AM 2

Cancel Apply

«  Name - Enter a label for the new schedule. E.g. 'Daily scan of external devices'

»  Profile - The profile determines which areas of your computer are scanned. 'Full Scan' and 'Quick
Scan' are the default options. You can also create your own profile of specific targets.
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»  See Scan Profiles for help to create a custom scan profile.
« Days of the week - Select the weekdays the scan should run.
«  Start time - Select the time the scan should start on the specified weekdays
«  Click 'Apply".
The 'Scheduled Scans' interface lists all current schedules:

® Scheduled Scans

Schedule Name Add...
Weekly Virus Scanning
Weekly Custom Schedule Edit...
Remove
@ What do these settings do? Close

«  Click 'Edit' to modify a profile. Click 'Remove' to delete a profile.
«  For more details, see Scheduled Scans.

Restore Incorrectly Quarantined ltems
You can restore items you believe were incorrectly quarantined to their original location:
«  Open Comodo Client Security
«  Click the 'Antivirus' tab
+  Click 'Quarantined Items '
»  Select the items you wish to restore. Hold down the command key to select multiple items.
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The virus signature
database is MOT up-to-
date.

Update Now

[temn

Arnnlicl Inwnt

Tasks

Run a Scan
= This sacton allows you to scan your hard drive for
mabkwvane, viruses and spewane

Scheduled Scans
This section allows you to modify the scheduled
vinsa acanning sattings in order to have your PC
periodicaly scanned

Scan Profiles
Use this seclion to addiremove new scanning

profies which ane used by the virus scanner to
doterming the objecis to be scanned.

ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...
ApplicUnwnt...

B Summary

Location

JJsersfcl-mac/...
JJsersfel-mac/...
JJsersfel-mac/...
JJsersfcl-mac/...
JJsersfcl-mac/...
JJsersfel-mac/...
/Jsersfel-mac/...
JJsersfcl-mac/...
JJsersfel-mac/...
/Jsersfel-mac/...
JJsersfcl-mac/...
JJsersfe1-mac/...

lllearale1-mard

& What do these settings do?

Quarantined ltems

Date/Time

]
-
i

SR R SR TR SE SR SR SE SR SR SR

24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Aug-2018 at
24-Min-2018 at

Refresh

Update Virus Database
Thig section allows you 1o check for the latest virus
database and download the updates it any,

Quarantined |tems
Use this section to see and manage the threats
quarantined by tha wirus scannar.

Scanner Settings
This section allows you o change
setlings that affects how the virus scinner works

Add...

Delete

Clear

Close

e Click 'Restore'

All selected files will be restored to their original locations immediately.

See Quarantined Items for more details.

Switch off Automatic Antivirus Updates

» By default, Comodo Client Security automatically checks for software and virus database updates.

advanced

COMODO

Creating Trust Online®

»  However, some users like to have control over what gets downloaded and when it gets downloaded.

»  For example, network admins might not want automatic downloads because they take up too much

bandwidth during the day.

«  CCS provides full control over virus and software updates.

+  Note: Managed endpoints - Automatic antivirus updates should be configured in the Endpoint Manager

profile.

Automatic virus updates can be completely switched off, or can be switched off for individual scans.
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Click the link appropriate to your requirements:

«  Switch off automatic virus updates

- Switch off updates prior to a Manual Scan

«  Switch off updates prior to a Scheduled scan
Switch off automatic virus database updates

+  Open Comodo Client Security

»  Click 'Antivirus' > 'Scanner Settings'

»  Click the 'Real Time Scanning' tab

» Deselect 'Automatically update virus database before scanning":
L]

COMODO

Client - Security

Tasks

Run a Scan
= This saction allows you to ecan your hard drive for
malware, viruses and spyware

% Update Virus Database
\ This section allows you to check for the latest virus

. dalabage and downioad the updates If any.
All systems are active

and running.

Scheduled Scans [ J (Cluarantined Items
This section allvws you to modiy the scheduled e s this section 1o & and manage the threals
virus scanning seitings in order to have your PC glarantined by the vines scanner.

penodically ecanned.

Scan Profiles
Use: this section to addiremowe new scanning

profiles which are used by the virus scanner to
determing the objects 10 be scanned

Scanner Seitings
This section allows you to change the advanced
softinge that affacis how the vins scanner wo

Virus Scanner Settings
CEEIRIT RSB Manual Scanning  Scheduled Scanning  Exclusions

Real Time Scanning

On Access Real-time scanner is enabled
Everything is scanned on-access
Threats are going to be detected before they can do any harm

Disabled

Detection

| Automatically quarantine threats found during scanning

| Automatically update virus database before scanning

«  Click 'OK".
Switch off virus database updates prior to a Manual Scan
»  Open Comodo Client Security
«  Click 'Antivirus' > 'Scanner Settings'
«  Click the 'Manual Scanning' tab
+  Deselect 'Automatically update the virus database before scanning":
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Tasks

Run a Scan
- This section allows you to scan your hard drive for
malware, vinses and spyware.

Update Virus Database
This saction allows you to check for the latest virua

s database and download the upda!BE i any.
All systems are active

and running.

Scheduled Scans
This SEeion alows you to modily the Schisduled
virus scanning settings in order to have your PG
peniodcally scanned.

] Quarantined ltems
Lig this SECHON 10 S6e and Manage the thieas
gquarantined by the vinss scannar.

Scan Profiles
Uiss this section to addiremove new scanning

profilas which are used by the virus scanner o
dielgrming the objects 1o be scanned

Scanner Settings
This section allows you to change the advanced
safiinge that affecis how the virss scanner works.

Virus Scanner Settings

Real Time Scanning LERIEIRGELGINEEE Scheduled Scanning  Exclusions

Detection

Scan archive files

Automatically guarantine threats found during scanning

Automatically update virus database before scanning

Enable cloud scanning

Do not scan files larger than (MB) 20

@& What do these settings do?

« Click 'OK".
Disable updates prior to a scheduled scan
« Open Comodo Client Security
»  Click 'Antivirus' > 'Scanner Settings'
Click 'the Scheduled Scanning' tab
»  Deselect 'Automatically update the virus database before scanning:
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Tasks

Run a Scan
= This section allows you to scan your hard drive for
malware, vinses and spyware

. Update Virus Database
This section allows you to check for the latest vinua

. . database and download the updates I amy.
All systems are active

and running.

Scheduled Scans "i-] Juarantined ltems
This SEcion alows you to modily the Sehiduled | Lifg this SECHON 10 See and Manage thie theals
virus scanning settings in order to have your PG quaMgntined by the vinss scanner.

penodcally scannad.

Scan Profiles
Uiss this section to addremove new scanning

profilas which are usad by the virus scanner to
dilerming the objects 1o bi scanned

Scanner Settings
This section allows you to change the advanced
saltings that affecis how the vins scannar works.

Virus Scanner Settings

Real Time Scanning  Manual Scanning R IEGIEGEERLINGE  Exclusions

Detection

Scan archive files

Automatically quarantine threats found during scanning

| Automatically update virus database before scanning

Show scan progress

Enable cloud scanning

Do not scan files larger than (MB) 20

& What do these settings do? m

+  Click 'OK".

CCS will no longer automatically check for download database updates prior to running a scan.
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Suppress Alerts with Silent mode

+  Silent mode temporarily disables alerts so they don't interrupt you when playing a game or running a full
screen presentation.

»  Scheduled virus scans and database updates are also postponed until this mode is disabled.

« Al protection components are 100% active in silent mode. Any threats are automatically blocked.
Enable silent mode

« Right-click on the CCS system tray icon.

«  Select 'Silent Mode' from the options:

E @D MK <> L] Frig:44PM COMOD
Antivirus Security Level

v Silent Mode le

start 1o
Configuration p [ tonigl

Open...
Exit

Deactivate 'Silent Mode' to resume alerts, updates and scheduled scans.
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About Comodo ecurity Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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