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1. Introduction to Comodo Cloud Antivirus

Comodo Cloud Antivirus (CCAV) is a lightweight and powerful application that uses automatic threat containment
and real-time cloud scanning to immediately neutralize both known and unknown malware. The Valkyrie feature
automatically analyzes unknown files (those files which could not be classified as either "Trusted' or ‘Malicious') in
order to identify zero-day threats.

COM DDO Cloud Antivirus
G

©

Trusted

Being analyzed

Guide Structure

This guide is intended to take you through the configuration and use of Comodo Cloud Antivirus and is broken down
into the following main sections.

« Introduction

«  System Requirements
+ Installation
- Starting Comodo Cloud Antivirus
+  Lucky You Statistics
+ Understanding CCAV Alerts
« Scan and Clean your Computer

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 5
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»  Run a Quick Scan
*  Run a Full Computer Scan
* Run a Certificate Scan
*  Run a Custom Scan
+  Processing Infected Files
« Managing Detected Threats
«  Viewing Valkyrie Analysis Results
«  Sandbox

«  Run an Application or Browser in the Sandbox
« Manage Sandboxed ltems
« View CCAV Logs

« Sandbox Logs

Antivirus Logs

«  Setting Changes Logs

«  ScanActions Logs
« View and Manage Quarantined ltems
«  CCAV Settings

+  General Settings

Antivirus Settings

«  Sandbox Settings

«  File Rating Settings

+  Advanced Protection Settings
+  Getting Live Support
« Viruscope - Feature Spotlight

»  Comodo Support and About Information

1.1.System Requirements

To ensure optimal performance of Comodo Cloud Antivirus, please ensure that your PC complies with the minimum
system requirements as stated below:

Windows 10 Support (Both 32-bit and 64-bit versions) + 384 MB available RAM
Windows 8 (Both 32-bit and 64-bit versions) « 210 MB hard disk space for both 32-bit and
Windows 7 (Both 32-bit and 64-bit versions) 64-bit versions

«  CPU with SSE2 support
 Internet Explorer Version 5.1 or above

Windows XP (32-bit) + 256 MB available RAM

« 210 MB hard disk space for both 32-bit and
64-bit versions

e CPU with SSE2 support
« Internet Explorer Version 5.1 or above

Windows Vista (Both 32-bit and 64-bit versions)

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 6
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Important note: The auto-sandbox is not supported on Windows Server 2003 64 bit.

1.2.Installation

Note - Before beginning installation, please ensure you have uninstalled any other antivirus products that are on your
computer, including Comodo CIS/CES. Failure to remove 3rd party AV products and CIS/CES could cause conflicts
that mean CCAV will not function correctly. Users should consult their vendor's documentation for the latest
guidelines, however the following steps should help most Windows users:

«  Click the Windows 'Start' button

«  Select 'Control Panel' > 'Programs and Features' (Win 10, Win 8, Win 7, Vista), or 'Control Panel' > 'Add or
Remove Programs' (XP)

«  Select your current antivirus program(s) from the list
«  Click 'Remove/Uninstall'
»  Repeat the process until all required programs have been removed

To install, download the Comodo Cloud Antivirus setup files to your local drive. (setup file can be downloaded from
https://antivirus.comodo.com/cloud-antivirus.php)

Once download is complete, double-click on the ccav_installer file &4 10 start the installation wizard:

The language selection dialog will be displayed.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 7
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COMO DO cloud Antivirus

Welcome!

«  Select the language in which you want CCAV to be installed from the drop-down menu at the bottom

- Before proceeding with the installation, read and agree to the license agreement at the bottom of the
interface

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 8
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«  Click the 'Close' button to return to the installation configuration screen

«  Click 'l agree' to begin the installation wizard. This will start the installation of CCAV and, if you do not have
it installed already, Comodo Internet Security Essentials (CISE). See Comodo Internet Security Essentials
to find out more about CISE.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 9
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Installation Directory:

CA\Program Files\COMODON\COMODO Cloud Antivirus

»  The default installation location is C:\Program Files\COMODO\COMODO Cloud Antivirus. If you want to
change this, click the 'Browse..." button, navigate to the desired location and click 'Open’.

«  Enter your email address in the second field if you would like to subscribe for Comodo news and get offers
and discounts from Comodo.

»  Cloud Based Behavior Analysis. If enabled, any file that is identified as unknown is submitted to Comodo
Valkyrie for behavior analysis. Unknown files are subjected to a range of static and dynamic tests to
determine whether they behave in a malicious manner. The results will be sent back to your computer in
around 15 minutes. Comodo recommends users leave this setting enabled.

»  Protection against Man-in-the-Middle attacks (MITM). Will also install Comodo Internet Security Essentials
(CISE). CISE protects you online by verifying that the websites you visit are using SSL certificates signed
by a trusted CA.

»  Click the 'Install' button.

The installation progress will be displayed and on completion...

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 10



e

Comodo Cloud Antivirq/s/,-..use’r"Gfufia/e’"" comMono

Creating Trust Online®

~

Ll

COMODO cloud Ant

Cloud Antivirus

Cloud-based antivirus scan enables to detect safe, unknown or
malicious files. Cloud-based antivirus database provides users a
lightweight experience and up-to-date signature base ensuring
protection from zero-day attacks.

Learn More

...the success message will be displayed.
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COMO DO cloud Antivirus

Congratulations!

You have successfully completed the installation.

Click 'Finish'
After successful installation, CCAV will automatically launch a quick virus scan and will display a welcome screen:

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 12
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Cloud Antivirus

The welcome screen will appear every time you start your system. If you do not want to view the screen every start
up, select 'Do not show this window again' before closing the window.

You will be offered the opportunity to set your search engine provider to Yahoo:

'€ cOMODO Cloud Antivirus
1

Enhance your browsing experience!

Enhance my browsing experience by setting Yahoo! my home page. new tab and default search
engine (All supported browsers).

|:| Confirm the above recommended changes.

Currently supported browsers are Mozilla Firefox, Google Chrome, Internet Explorer, Comodo Dragon, Comodo
IceDragon, Chromodo and Opera.

Making Yahoo! your default search engine means:

« When you enter a search item into the address bar of a supported browser, the search will be carried
out by Yahoo

»  A‘Search with Yahoo' menu entry will be added to the right-click menu of supported browsers

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 13
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»  Yahoo will be set as the default search engine in the ‘Search’ box of supported browsers

» The instant ‘search suggestions’ that you see when you start typing a search item will be provided by
Yahoo!

»  Click 'Decline' to continue using your current search engine and home page.

CCAV will commence a quick scan automatically after the installation. The areas scanned are system memory, auto-
run entries, hidden services, boot sectors and other critical areas (including files that could be launched on system
startup).

COMOD O cloud Antivirus Scan

Task: Quick Scan

Elapsed time: 00:00:13
6 % Status: cAwindows\system32\usbceip.dil

&\ Files Scanned: 67 Threat(s) Found: 0

e

Threat Name

Scan results will be shown once the scan is complete. See 'Processing Infected Files' to learn how to manage
infected files.

You will be prompted to restart the system after the scan. Please note that the application will work to its full potential
only after the restart.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 14
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You may choose to restart it now or postpone this to a later time.

Remind me in

30 minutes -

RESTART NOW

- If your want to restart the computer immediately, save all your work and click 'Restart Now'

« If you want to restart the computer at a later time, select when you want to be reminded from the drop-down
and click 'Postpone’.

The CCAV widget is displayed every time you start your computer. It contains five stripes with shortcuts for executing
different CCAV tasks:

COMODO
SECURE

- The first stripe displays the current security status of your computer and acts as a shortcut to open the
CCAV application.

» The second stripe displays a summary on threats detected by real-time and on-demand scans and
applications running currently inside Sandbox.

«  The third stripe contains shortcuts for common CCAV tasks:
- Startascan
«  Select an application and run it in the Sandbox
« View logs

» View quarantine

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 15



COMODO

Creating Trust Online®

«  The fourth stripe contains shortcuts which will launch your browsers inside the secure container. Browsers
running inside the container are isolated from the rest of your computer and your private data, protecting
you from online threats.

»  The fifth stripe contains shortcuts to social networking sites like Twitter and Facebook.

For more details about the widget, refer to the section The Widget.

1.3.Starting Comodo Cloud Antivirus

After installation, Comodo Cloud Antivirus will automatically start running in the background whenever you start
Windows. In order to configure and view settings within CCAV, you need to open the main interface.

There are 4 different ways to open Comodo Cloud Antivirus:
+  Windows Start Menu
»  Windows Desktop
«  Widget

- System Tray Icon

Windows Start Menu
«  Click 'Start' and select 'All Programs'/'All Apps' > 'COMODOQ' > 'COMODO Cloud Antivirus'

Calculator

Calendar
Camera

COMODO

COMODO Cloud Antivirus

Chromodo Help Pag%

Comodo Dragon

Windows Desktop

«  Double click the ‘Comodo Cloud Antivirus' shortcut on your desktop:

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 16
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Widget
Click the information bar on the widget to start CCAV.

COMODO
SECURE

g

You can also view other details in the widget such as current security status, number of threats detected from scans,
number of applications currently running in the sandbox, links to social media sites and more. Refer to "The Widget'
for more details.

System Tray Icon

»  You can also double click the CCAV tray icon to open the application:

Right-click on the tray icon to quickly access important settings. These include settings related to the Antivirus,
Sandbox, Game Mode options and more. Refer to 'The System Tray Icon' for more details.

1.3.1. The Main Interface

The CCAV interface is designed to be as clean and informative as possible while allowing to you carry out tasks with
the minimum of fuss.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 17
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Side Menu Icons Bar || Security Status Panel || Game Mode Switch

cCoOMODO

L.
i2l
Check for

Updates
Button

Task Bar

Dashboard
Statistics
and Quick
Access
Panel

Side Menu Icons Bar

«  Settings - Configure protection and general settings, including antivirus configuration, sandbox
configuration, manage trusted applications and more. Refer to 'CCAV Settings' for more details.

Live Support - Chat with a Comodo technician should you have any problems with the application.
Refer to 'Getting Live Support' for more details.

«  Lucky You I 'Lucky You' files are unknown files discovered on your computer which were subsequently
identified as malware by Comodo Valkyrie. The 'Lucky You' description means CCAV detected and blocked
the file before any other AV product in the industry viewed it as malicious. Refer to "Lucky You Statistics' for
more details.

- Send Feedback. - Allows you to provide comments to Comodo on the product. You can submit
feedback over email or by leaving a comment on the Comodo forums.

»  Mobile l Download Comodo Mobile Security apps for Android phones and tablets. Click 'Mobile' to get
Android apps such as 'Comodo Mobile Security', '‘Comodo Anti-Theft', 'Comodo Back Up' and '‘Comodo App
Lock'. You can also get apps from our website, https://m.comodo.com/ or from the 'Google Play' app store.

* Help . - Click 'Help' for the following options:

«  User Guide - Opens the CCAV online help guide at https://help.comodo.com

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 18
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«  Live Support - Click this link to chat with our technician for technical help for CCAV. Refer to 'Getting
Live Support' for more details.

Submit File - Allows you to manually submit a suspicious file from your computer to Valkyrie for
analysis. Valkyrie analysis involves automated and manual testing in order to discover whether or not
the file is malicious. Note: Valkyrie results only show verdicts for items that have run in the sandbox.
The results will be sent back to your computer once the analysis is complete. The results will be added
to the global whitelist and blacklist to help fellow CCAV users who encounter the same file. Refer to
Viewing Valkyrie Analysis Results for more details.

« Diagnostics Report - Runs a comprehensive diagnostics report on your system. Reports include items
like loaded modules, services, Windows errors, Auto codes, IDE and more.

«  Check for Updates - Checks for and installs any available CCAV updates. Release notes are available
for each major update

«  About - Displays the product version, details of active Viruscope recognizers, copyright information and
release for upcoming updates. Refer to Comodo Support and About Information for more details.

Tasks Bar

« Scan - Do a quick AV scan, full computer scan, certificate scan or configure a custom scan. Refer to 'Scan
and Clean your Computer' for more details.

« Run Virtual - Run a browser or any application inside the sandbox for full security. Refer to 'Run an
Application or Browser in the Sandbox' for more details.

«  View Logs - Allows you to view the logs of AV, sandbox and setting changes. Refer to 'View CCAV Logs' for
more details.

+ View Quarantine - Manage the quarantined items from this interface. Refer to 'View and Manage
Quarantined ltems' for more details.

Security Status Pane

The security status pane shows your overall protection levels and messages about individual security modules:

COMODO Cloud Antivirus

The text below the shield states your current security status. See 'Antivirus Configuration' and 'Sandbox
Configuration' for more details.

- Secure - Indicates real-time protection is active.

«  Atrisk - Indicates one or more protection systems are not active or require updates. Click 'Fix it' to resolve
the issue.

«  Game Mode - Indicates whether the 'Game Mode' is switched on or off

The pane also displays status messages such as from Valkyrie, initial quick scan is running and so on.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 19
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Dashboard Statistics and Quick Access Pane

The upper-right pane shows the number of threats detected by the antivirus (all time), and the number of
applications currently running in the sandbox. The left-hand pane displays the verdicts on unknown files submitted to
Valkyrie for analysis. The 'Unknown' details will be available if the 'l want to enable Cloud Based Behavioral Analysis'
check box is disabled in Sandbox Settings. The 'Realtime Protection' pane allows you to enable or disable the
antivirus and sandbox components.

Realtime Protection
Antivirus

Sandbox

+ Detected Threats - Displays the number of threats detected by CCAV during real-time scanning as well as
during manual scanning. Click on the number to open the 'Detected Threats' interface to lets you take
actions on the threats. Refer to the section 'Managing Detected Threats' for more details.

«  Sandboxed Apps - Displays the number of applications that are currently running inside the sandbox
environment. This includes automatically sandboxed applications and those which were manually added to
the sandbox. Refer to the section 'Managing Sandboxed Applications' for more details.

«  Valkyrie Analysis - Summary of verdicts on unknown files submitted to Valkyrie for analysis.

»  The pie-chart shows the comparison of numbers of files with different verdicts with an indication of
current Valkyrie detection status.

- Indicates that you need to run a full scan to identify unknown files on your computer.

Indicates that the detected unknown files were submitted to Valkyrie and are currently under
analysis after auto-submission. You can also submit unknown files manually for Valkyrie
analysis:

+  Refer to the explanation above for details on manually submitting files.

+  Refer to the section Sandbox Settings for more details on configuring CCAV to
automatically submit unknown files for analysis.

Indicates that all unknown files have been submitted and analyzed by Valkyrie and there is no
unknown or pending files left in your computer.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 20



COMODO

Creating Trust Online®

«  Atthe right of the pie chart, the numbers of files with different Valkyrie Analysis status are
displayed:

«  Trusted - Number of files identified as trustworthy by Valkyrie Analysis
« Malicious - Number of identified as malicious by Valkyrie Analysis
« Being analyzed - Number of files submitted to Valkyrie, but yet to be analyzed

+ Unknown - This will be available if the auto-submission of detected unknown files is disabled
in Sandbox Settings. Displays the number of unknown files that are to be submitted to Valkyrie
for analysis.

»  Click the numbers beside 'Trusted', 'Malicious', 'Being analyzed' and 'Unknown' to open the
respective results interface.

To enable/disable real-time protection

»  Use the toggle switches under 'Realtime Protection' section to enable or disable real-time 'Antivirus' and
‘Sandbox' protection. If disable a protection setting, the status under 'Security Status' icon will show as 'At
Risk'

«  Click the 'Antivirus' and 'Sandbox' links to open the 'Settings' screen for configuring the respective module

Game Mode

The 'Game Mode' enables you to play your games without interruptions or alerts. Operations that can interfere with a
user's gaming experience are either suppressed or postponed.

In game mode:
« AV and Sandbox alerts are suppressed.

«  Automatic isolation of unknown applications and real-time virus detection are still functional.
To switch to Game mode
»  Click the 'Game Mode' switch at top-right of the main interface.

The 'Security Status' pane will indicate 'Game Mode' status in blue:

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 21
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¢+5 Check for Updates

COMOD O cloud Antivirus

all systems are in game mode

ey
©

¢t Check for Updates

+  To return to normal mode and resume alerts and notifications click the ‘Game Mode' button again.

Check for Updates

»  Click the 'Check for Updates' button to start the manual search for updates

1.3.2. The Widget

The CCAV Widget is a handy control that provides at-a-glance information about your overall security, antivirus
scans, sandbox status and more.

It contains,
shortcuts for executing common CCAV tasks
«  shortcuts for opening browsers in the sandbox
 links to popular social networking sites.

Right-click on the widget to enable or disable CCAV components and to configure various settings. See The System
Tray Icon for more details.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 22
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«  The color coded row at the top of the widget displays your current security status. Clicking on the top row
opens the CCAV main interface.

» The second row displays AV and sandbox statistics:

«  The first button H displays the number of threats detected by real-time and manual AV
scans. Click the button to open the 'Detected Threats' interface, allowing you to take further
actions. Refer to the section Managing Detected Threats for more details.

»  The second button _ displays the number of applications currently running inside the
sandbox. Click the button to open the 'Sandboxed Applications' interface, which displays all
currently sandboxed applications and allows you to take further actions. Refer to The Sandbox for
more details.

The statistics row will be shown only if 'Show Statistics Pane' is enabled. This setting can be found by right-
clicking on the system tray icon or the widget. Refer to The System Tray Icon for more details. (Defaulf =
Enabled)

+  The third row contains shortcuts for the four common tasks (Scan, Run Virtual, View Logs and View
Quarantine) available in the task bar in the main interface. Clicking the shortcut on the widget will run the
task.

The 'Common Tasks' row is displayed only if 'Show Common Tasks Pane' is enabled under 'Widget' options
of the CCAV tray icon or the widget right-click menu. Refer to section The System Tray Icon for more
details. (Defaulf = Enabled)

«  The fourth row contains shortcuts for browsers installed on your computer. Click a browser icon to open the
browser inside the sandbox for a secure browsing session. The browser window will have a green border
around it as it is running inside the sandbox. Refer to The Sandbox for more details.

The row is displayed only if 'Show Browsers Pane' is enabled under 'Widget' section of the CCAV tray right-
click menu or the widget right-click menu. Refer to the section The System Tray Icon for more details.
(Default = Enabled)

»  The last row on the widget provides links to social networking sites.

This row is displayed only if 'Show Connect Pane' is enabled under 'Widget' section of the CCAV ftray right-
click menu or the widget right-click menu. Refer to the section The System Tray Icon for more details.
(Default = Enabled)

«  The up arrow at the bottom allows you to collapse or expand the widget
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1.3.3. The System Tray Icon

Double-clicking the system tray icon B il quickly open the CCAV interface. Right-clicking the icon opens a context
sensitive menu that allows you to configure various application settings:

Antivirus
Sandbox
Game Mode

Widget

Sandbox Settings

Antivirus Settings

Scan

Open...

«  Antivirus - Allows you to switch on/off AV protection settings. A check mark indicates that protection is on.
«  Sandbox - Allows you to switch automatic sandboxing on or off. A check mark indicates that it is on.

«  Game Mode - Allows to switch 'Game Mode' on or off. A check mark indicates that 'Game Mode' is on.
Refer to the explanation of Game Mode in the previous section for more details.

«  Widget - Allows you to select whether the Widget is to be displayed and which widget components are
included:

" Antivirus
" Sandbox
Game Mode

'  Show I Widget h >
Always on top Sandbox Settings
»  Show Statistics Pane Antivirus Settings
"  Show Common Tasks Pane Scan
+  Show Browsers Pane Open..
+  Show Connect Pane
Exit

319 PM
32007

4
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«  Sandbox Settings - Opens the 'Sandbox Settings' interface for configuring the behavior of Sandbox. Refer
to the section 'Sandbox Settings' for more details.

+  Antivirus Settings - Opens the 'Antivirus Settings' interface for configuring the behavior of Antivirus. Refer to
the section 'Antivirus Settings' for more details.

« Scan - Opens the scan dialog. Refer to the section 'Scan and Clean your Computer' for more details.
«  Open - Opens the CCAV application.
+ Exit - Closes the CCAV application.

For more information, see 'Lucky You' Statistics' section.

1.4.'Lucky You' Statistics

The 'Lucky You' page displays unknown files found on your computer that were subsequently identified as malware
by Comodo Valkyrie - before any other antivirus company detected them as such.

The 'Lucky' part is because traditional antivirus solutions would have allowed this malware to run on your computer.
Fortunately, Comodo's Containment and Valkyrie technologies were on hand to protect you throughout. Containment
keeps the files locked away in a secure sandbox environment where they can do no harm while Valkyrie tests
whether or not the file is trustworthy. Note: Valkyrie results only show verdicts for items that have run in the sandbox.

You can also set your previous antivirus vendor so you can see how many threats were caught by CCAV that would
previously have been missed.

«  To view your 'Valkyrie Lucky You Statistics' details, click the 'Lucky You' icon on the menu icon bar.
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COMOD O cloud Antivirus

{C)} r . s . = :
o Jfault Deny Shiekls Are On

¢15 Check for Updates

COMODO Lucky You

You are lucky because COMODO Cloud Antivirus detected the following threats
before any other security vendor!

Unparalleled Protection by COMODO

Rated as Malicious Undetected by Antivirus
Industry

Valkyrie File Statistics

mMalicious Submitted

Trusted

mMalicious

s Being analyzed
2017-08-17

The 'Lucky You' page displays the total number of threats identified by Valkyrie from your computer within a selected
period of time, with a comparison of threats that would been missed by other antivirus software vendors and
statistics of files uploaded and their verdicts.

Protection by Comodo

The first row displays the comparison of numbers of items identified as malicious by CCAV with other AV software,
within a selected period of time.

»  Choose the time period for which you wish to see the comparison from the drop-down at the left.
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The comparison will be displayed.

Unparalleled Protection by COMODO

« Rated as Malicious - Displays the total number of items identified as malicious from your computer by
Valkyrie, within the chosen period of time. Click the number to view a list of all files identified as malware.

«  Undetected by Antivirus Industry - Displays the number of malicious items from your computer, which are
zero-day threats, discovered for the first time and have not been discovered yet by all other AV software
vendors. Click the number to view a list of files identified as zero-day threats.

«  Undetected by your previous AV vendor - Displays the number of malicious items identified from computer,
which would not have been detected by your previous AV vendor. Click the number to view a list of files
identified as threats exclusively by CCAV.

You should have specified your previous vendor to have this comparison from the 'Antivirus Settings'
interface. If you haven't done yet, you can click the 'Set my previous antivirus vendor' link to open the
‘Antivirus Settings' interface and choose the vendor from the 'Set my previous security vendor' drop-down.
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COMOD O settings

General Settings t:l Antivirus Settings

Use erface
e e |:| Enable Realtime Scan

Up e < E
i Action to perform when a threat is detected

Antivirus Max file size limit

Antivirus Settings Cloud file checking timeout

Exclusions Start full scan automatically every 30

Sandbox Set my previous antivirus vendor Ad-Aware
Sandbox Settings [+l When performing manual scan, check only executables, libraries and scripts.

Sandbox Rules

Valkyrie File Statistics

The file statistics area displays a summary of numbers of items identified as malware, trusted and pending to be
analyzed.

»  Choose the time period for which you wish to see the comparison from the drop-down on the right.

The statistics for the chosen period will be displayed.

COMODO Lucky You

¥ou are lucky because COMODO Cloud Antivirus detected the following threats
before any other secunty vendor!

Unparalleled Protection by COMODO

-

Rated as Malicious Undetected by Antivirus Undetected
Industry

Valkyrie File Statistics

Trusted Malicious r Submitted

Weekly Chart

Trusted

Malicious

— . Being analyzed

2017-07-17 2017-08-17
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Click on the numbers to display a list of files identified with respective verdicts.

The graph displays the comparison of statistics on weekly basis.

1.9.Understanding CCAV Alerts

CCAV alerts warn you about security related activities at the moment they occur. Each alert contains information
about a particular issue so you can make an informed decision about whether to allow or block it. Alerts also let you
specify how CCAV should behave in future when it encounters activities of the same type. The alerts also enable you
to reverse the changes made to your computer by the applications that raised the security related event.

Alert Types

Comodo Cloud Antivirus alerts come in three main varieties. Click the name of the alert (at the start of the following
bullets) if you want more help with a particular alert type.

«  Antivirus Alerts - Shown whenever virus or virus-like activity is detected. AV alerts will be displayed only
when 'Enable Realtime Scan' is selected and the option 'Alert’ for 'Action when threat is detected' is
selected in Real-time Scanner Settings.

« Sandbox Alerts - Shown whenever an application tries to modify operating system or related files and when
the CCAV sandboxes an unrecognizable file. Sandbox Alerts will be displayed only if 'Enable Auto-Sandbox'
is enabled.

« Viruscope Alerts - Shown whenever a sandboxed process attempts to take suspicious actions, and when a
non-sandboxed installer or updater takes suspicious actions. Viruscope alerts allow you to quarantine the
process or let the process continue. Be especially wary if a Viruscope alert pops up 'out-of-the-blue' when
you have not made any recent changes to your computer. Viruscope Alerts will be displayed only when
Viruscope is enabled under Sandbox.

«  Valkyrie Alert and Notification- Alerts are shown whenever CCAV receives a verdict on an 'Unknown' file
submitted to Valkyrie. A notification will also be displayed if an unknown file is discovered but 'Submit
unknown files automatically' is disabled in Sandbox Settings.

«  Browser Protection Alert - Shown when an application attempts to change your browser settings for the first
time (e.g. default search engine, home page, privacy setting etc). Browser Protection Alerts will be
displayed only if the alert type is enabled under Browser Settings Protection.

»  Crash Encountered - Shown whenever the antivirus module encounters a crash. You can help Comodo
rectify the issue by sending the error report to Comodo for analysis.

 Potentially Unwanted Applications (PUA) Detection - Shown if you attempt to download a piece of software
from a domain that is known to serve potentially unwanted software (PUA). A PUA is a piece of software
that a user may not be aware is installed on their computer, and/or may have functionality and objectives
that are not clear to the user. Example PUA's include adware and browser toolbars.

In each case, the alert may contain very important security warnings or may simply occur because you are running a
certain application for the first time. Your reaction should depend on the information that is presented at the alert.

Answering an Antivirus Alert

Comodo Cloud Antivirus generates an 'Antivirus' alert whenever a virus or virus-like activity is detected on your
computer. The alert contains the name of the virus detected and the location of the file or application infected by it.
Within the alert, you are also presented with response-options such as 'Clean’ or 'Ignore’.

Note: Antivirus alerts will be displayed only when 'Enable Realtime Scan'is selected and the option 'Alert' for
'Action when threat is detected' is selected in Real-time Scanner Settings.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 29



Comodo Cloud Antivirus - User Guide” comono
e /

~

Ll

COMO DO antivirus Alert

& Application.Win32.LeakTest AWFT

Location: FASuspicious files\All tests\AWFT\AWFT\setup.exe

O

The following response-options are available:

« Clean - Disinfects the file if a disinfection routine exists. If no routine exists for the file then it will be moved
to Quarantine. If desired, you can submit the file/application to Comodo for analysis from the Quarantine
interface. Refer to View and Manage Quarantined Iltems for more details on quarantined files.

« Ignore - Allows the process to run and does not attempt to clean the file or move it to quarantine. Only click
'Ignore’ if you are absolutely sure the file is safe. Clicking 'Ignore’ will open three further options:

COMOD O Antivirus Alert

&:\ Application.Win32.LeakTest AWFT

Location: FEASuspicious filesiall tests\AWFTWAWFT\setup.exe

« Ignore Once - The file is allowed to run this time only. Another alert will be shown If the file attempts to
execute on future occasions.

+ Ignore and Add to Whitelist - The file is allowed to run and is added to Trusted Applications. - effectively
making this the 'lgnore Permanently' choice. No alert is generated if the same application runs again.

 Ignore and Report as False Alert - Allows the process to run and the file will be submitted as false positive
and added to the trusted applications list. Select this option only if you are absolutely sure the file is safe.
No alert will be generated for this file in the future.

Antivirus Notification
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If you have chosen either 'Block' or '‘Quarantine' for the option 'Action when threat is detected' in Real-time Scanner
Settings, it will be immediately blocked or quarantined and provide you with instant on-screen notification.

COMOD O Antivirus

& Malware Quarantined

Please note that these antivirus notifications will be displayed only when you have chosen either 'Block' or
‘Quarantine' for the option 'Action when threat is detected' in Real-time Scanner Settings, and 'Show notifications'
check box is enabled in 'General Settings' > 'Customize User Interface' screen.

+ If you do not want these notifications to be displayed in future, select the 'Hide notifications' checkbox.
Answering a Sandbox Alert

Comodo Cloud Antivirus generates an 'Sandbox' alert whenever an application rated as 'Untrusted' or 'Unknown’ is
executed. The alert contains the location from which the application is trying to execute. Within the alert, you are also
presented with response-options such as 'Run in Sandbox', 'Run outside Sandbox' and 'Block'.

[ ] Remember my choice

Note: Sandbox alerts will be displayed only when 'Enable Auto-sandbox' is selected and the option 'Alert for
untrusted files' is chosen in Sandbox Settings.

* Runin Sandbox - The application will be run inside the sandbox. This is useful, for example, if you wish to
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sandbox an application from a trusted vendor. Similarly, you may wish to sandbox your internet browser so
that you can surf from within a security hardened environment.

« Run Outside Sandbox - The application will be run outside of the sandbox. This is useful, for example, if you
wish to create an exception for an application that CCAV considers untrusted. This situation can occur for
beta software, unsigned software or applications from relatively new vendors. CCAV will generate alert if
you execute the application in future unless you select 'Remember my choice' at the bottom of the alert.

«  Block - The application will be prevented from running by CCAV.

« Ifyouwant CCAV to take the same action as you have chosen for the application in future, select
'Remember my choice' check-box at the bottom of the alert.

Sandbox Notification

If you have chosen 'Sandbox all untrusted files' in the 'Sandbox Settings' interface any untrusted application that is
executed will be automatically sandboxed and a notification will be displayed.

»  Clicking 'Don't sandbox it again' assigns 'Trusted' status to the file, so that the application will not be auto-
sandboxed in future. Choose this option if you are absolutely sure that the executable is safe.

- If you do not want these notifications to be displayed in future, select 'Hide notifications' checkbox.

Please note that these 'Sandbox' notifications will be displayed only when you have chosen 'Sandbox all untrusted
files' in the 'Sandbox Settings' interface and 'Show notifications' check box is enabled in 'General Seftings' >
‘Customize User Interface' screen.

Answering a Viruscope Alert

CCAV generates a Viruscope alert if a sandboxed process performs an action that might represent a threat to your
privacy and/or security. Please note that Viruscope alerts are not always definitive proof that malicious activity has
taken place. Rather, they are an indication that a process has taken actions that you ought to review and confirm
because they have the potential to be malicious. You can review all actions taken by clicking the 'Show Activities'
link.

Please read the following advice before answering a Viruscope alert:

1. Carefully read the information displayed in the alert.
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COMODQ viruscope

&:\ GenericInfector 4

Location: ChUsers\764DesktopivtPath32.exe

« If you are not sure of the authenticity of the parent application indicated in the 'Location' field, you can move
it to quarantine by clicking ‘Clean’.

« Ifitis an application you trust, you can allow the process to run by clicking 'Ignore'.

- To view the activities of the process, click the 'Show Activities' link at the bottom right. The 'Process
Activities List' dialog will open with a list of activities exhibited by the process.

COMODO

Application Activities

The activity that the process
performed as detected by

Displays the name and location

aof the file affected by the action

Column Descriptions
« Application Activities - Displays the activities of each of the processes run by the parent application.
« Data - Displays the file affected by the action.

You can save the activities list for analysis at a later time by clicking the 'Export..." button at the bottom.
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Answering a Valkyrie Alert

These alerts are shown when an unknown file is found to be malicious after analysis by Comodo Valkyrie. Users
have the option to automatically upload unknown files which are running in the sandbox. Users can also manually
upload files to Valkyrie for analysis.

cCOMODO

Results are in!
That unknown file we intercepted for you turned out to be a
Malicious File!

Location: CAProgram Files (xB6)\Mas\luyas.exe

O

The following response-options are available:

+  Clean - Moves the file to '‘Quarantine’. Refer to View and Manage Quarantined ltems for more details on
quarantined files.

 Ignore - Allows the file and does not attempt to clean the file or move it to quarantine. The file will be
identified as Malicious in the future scans.

Valkyrie Notification

The following notification will be displayed if an unknown file is detected but you have chosen to disable 'l want to
enable 'Cloud Based Behavioral Analysis” of unrecognized programs ..." in Sandbox Settings.
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[+] Enable Cloud An alysis

The 'Enable Cloud Analysis' check box will be enabled by default. If you click 'OK" with this selected then these
notifications will no longer be shown and unknown files will be automatically uploaded to Valkyrie in future. The 'l
want to enable “Cloud Based Behavioral Analysis” of unrecognized programs..." box in Sandbox Settings will be
enabled.

If you choose not to enable cloud analysis, you have the option to be reminded daily, once a week or never.

sis to determine if they

nity by

|:| Enable Cloud Analysis

Remind me:  tomorrow

tomaorrow
k later

t ask again

To select an option, deselect 'Enable Cloud Analysis' check box, select the option and click 'OK'. If you select the last
option, 'Don't ask again', the notification will not be displayed anymore. If this option is selected then in order to
submit unknown files automatically to Valkyrie, you have to enable the option in the 'Sandbox Settings' interface.
Please note you can also submit files manually by right-clicking on a file, then selecting '‘Comodo Cloud Antivirus' >
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‘Submit to Valkyrie' from the context sensitive menu.

Browser Protection Alert

CCAV generates a Browser Protection Alert when an application tries to modify your browser settings for the first
time. All such attempts by an application will be blocked but the alert message will be shown only for the first attempt
for every application.

The alert shows the name of the application that attempted the modification.

Blocked applications will automatically be added to the '‘Browser Settings Protection' area of CCAV. You can
subsequently change access permissions for each application from this interface. You can also use this interface to
manually add applications that you want to restrict.

Browser Settings Protection
Antivirus
Antivirus Settings
Exclusions
Sandbox
Permission

CAWindows\System32\notepad.exe Mot Allowed

Protected Files/Folders

File Rating

File Rating Settings

Trusted Vendors
Advanced Protection

Browser Settings Protection

Note: Browser Protection Alerts will be displayed only if the option 'Enable browser protection settings' is enabled
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‘ under Browser Settings Protection.

Answering a Crash Reporting Alert

This alert is shown when one of the CCAV modules encounters a crash. CCAV generates a report that you may
choose to send to Comodo to help improve the performance of the application.

COMO D O crash Encountered

One of COMODO Cloud Antivirus modules has encountered a crash

tell COMODO about this problem

rror report that will allow us to diag

Answering a Potentially Unwanted Application detection Alert

These are alerts that are shown when a potentially unwanted application is detected by CCAV. This option is enabled
by default in 'File Rating' settings.

COMODO

&) PotentiallyUnwanted (from PUA domain)

Location: CiAUsers\umesh\Downloads\PuaTest(1).exe

Refer to File Rating Settings to find out more.
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2. Scan and Clean your Computer

Comodo Cloud Antivirus leverages multiple security technologies to immediately start removing or quarantining
suspicious files from your hard drives, shared disks, emails, downloads and system memory. The application also
features full event logging, quarantine and file submission facilities. CCAV scans any file you open and immediately
deletes or quarantines it if it is malware. When you want to run a virus scan on your system, you can launch an On-
Demand Scan using the 'Scan' option. This executes an instant virus scan on the selected item or on the full
computer. You can also use the right-click options to scan individual items.

To open the 'Scan' interface

«  Click 'Scan' from the 'Tasks Bar'.

COM DD 0 Cloud

%
©

Quick Scan

Scans commonly infected areas

Full Scan

Scans all the files and folders in the computer.

Certificate Scan

Scans for untrusted root certificates in the computer.

File Scan

OR

»  Click the Scan shortcut button from the widget
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OR
» Right-click on the CCAV system tray icon

There are multiple types of antivirus scans that can be run from the 'Scan' interface. The following sections explain
more about each scan type:

+  Run a Quick Scan

* Run a Full Computer Scan
* Run a Certificate Scan

*  Run a Custom Scan

« Scan a Folder
« Scan aFile
Processing Infected Files

« Managing Detected Threats
 Viewing Valkyrie Analysis Results

2.1.Run a Quick Scan

The 'Quick Scan' feature enables you to quickly scan those important areas of your computer which are highly prone
to infection. Areas scanned include system memory, auto-run entries, hidden services, boot sectors and other
significant areas like important registry keys and system files. These areas are of great importance to the health of
your computer so it is essential to keep them free of infection.

To run a Quick Scan

«  Click 'Scan' from the Task bar' or clicking on the scan button from the widget > 'Quick Scan'
COM DD 0 Cloud Antivirus Scan

Quick Scan

Scans commonly infected areas

Full S5can

Scans all the files and fol

Certificate Scan

Scans for untrusted root certificates in the computer.

Folder Scan — 5 File Scan

Select and scan a folder. Select an
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The scanner will start and the scan progress will be displayed:

cOMODO

Task: Quick Scan

Elapsed time: 00:00:08
4 % Status: c\program files\vs revo groupirevo uninstaller pro\revouninpro.exe

o
"J(l‘ Files Scanned: 43  Threat(s) Found: 0

Threat Name

»  You can pause, continue or stop the scan by clicking the appropriate button

The results window will be displayed on completion of the scanning process.

COMODO

Creating Trust Online®
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cCOMODO

Task: Quick Scan

Elapsed time: 00:01:19
1 00 % Status: Complete

'*)"‘* Files Scanned: 961 Threat(s) Found: 3

Threat Name Action

The results window shows the list of objects scanned and the number of threats (Viruses, Rootkits, Malware). Use
the drop-down menu to choose whether to clean, quarantine or ignore the threat. Refer to Processing the infected
files for more details.

2.2.Run a Full Computer Scan

A 'Full System Scan' scans every local drive, folder and file on your system. External devices such as USB drives,
storage drives and digital cameras will also be scanned.

To run a Full Computer Scan

»  Open the 'Scan' interface by clicking 'Scan' on the CCAV home screen, or by clicking on the scan button on
the widget

«  Choose 'Full Scan' from the options:
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Full Scan
Scans all the files and folders in the computer.

Certificate Scan
Scans for untrusted root certificates in the computer.

‘__*_—, Folder Scan
and scan a folder.

Select and sc

The scanner will start and the scan progress will be displayed:

COMODO clous

Task: Full Scan

Elapsed time: 00:00:02
5 % Status: C:\Config.Msi\546445.rbf

f% Files Scanned: 17 Threat(s) Found: 0

Threat Name
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»  You can pause, continue or stop the scan by clicking the appropriate button

The results window will be displayed after the scanning process is completed.

cCOMODO

Task: Full 5can
Elapsed time: 00:53:04
1 00 % Status: Complete

T Files Scanned: 24624 Threat(s) Found: 322

Threat Name Action

The scan results window displays the number of objects scanned and the number of threats detected (viruses,
rootkits, malware and so on). You can choose to quarantine files or ignore the threat based in your assessment.
Refer to Processing the infected files for more details.

2.3.Run a Certificate Scan

The 'Certificate Scan' feature checks all root SSL certificates on your computer against an internal trusted store of
roots.

This helps,

«  protect you from malware that installs fraudulent root certificates on your computer in order to trick you into
thinking a phishing website is the real site (a man-in-the-middle attack).

« the certificate scan feature performs a check similar to that found in Comodo Intemet Security Essentials.
To run a Certificate scan

»  Open the 'Scan' interface by clicking 'Scan' on the CCAV home screen, or by clicking on the scan button on
the widget

»  Choose 'Certificate Scan' from the options:
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Full Scan

Scans all the files and folders in the computer.

Certificate Scan
Scans for untrusted root certificates in the computer.

‘__*_—, Folder Scan
and scan a folder.

Select and sc

The scanner will start and scan certificates against the list of trusted store of roots:

COMODO clouc

Task: Certificate 5can

Elapsed time: 00:00:00
1 0 % Status: Symantec Enterprise Mobile Root for Microsoft

i
:‘):1: Certificates Scanned: 4 Threat(s) Found: 0

Path
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»  You can pause, continue or stop the scan by clicking the appropriate button

The results window will be displayed when the scan is finished:

cCOMODO

Task: Certificate Scan
Elapsed time: 00:00:01
1 00 % Status: Complete
/‘f\ Certificates Scanned: 41 Threat(s) Found: 1

Path £ Action 'gnore

The results screen shows the number of certificates scanned and the number of threats detected. In this case, a
threat is an untrusted certificate.

«  Path: The name of the untrusted certificate.

« Action: You can choose to ignore or clean the certificate. Cleaning will remove the certificate from your
system.

For an action to be applied to all certificates, use the drop-down at the top of the 'Action’ column:
COMODO

Task: Certificate Scan

Elapsed time: 00:00:01
1 00 % Status: Complete

/‘f\ Certificates Scanned: 41 Threat(s) Found: 1

Path Q Action 'gnore
Ignore

Clear

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved




COMODO

Creating Trust Online®

 Ignore - If you want to ignore the untrusted certificate, select 'Ignore'. The certificate will be ignored only
once and will be reported as untrusted on subsequent scans.

»  Clean - Comodo Antivirus will delete the certificate.
For the action to be applied to an individual certificate, select from the 'Action’ drop-down beside each item:

Task: Certificate scan
Elapsed time: 00:00:01
1 00 % Status: Complete
L

Aol

> Certifica canned: 41 Threat(s) Found: 1

Action

«  Click 'Apply Actions' to implement your choices for the items. The selected actions will be applied.

COMODO

Task: Certificate Scan

Elapsed time: 00:00:01
1 00 % Status: Complete

ﬁf"* Certifica canned: 41 Threat(s) Found: 1

Path Q Action

0810

2.4.Run a Custom Scan

Comodo Cloud Antivirus allows you to scan specific areas, drives, folders or files in your computer.
To run a custom scan
«  Open the 'Scan' interface by clicking 'Scan' from the "Task bar'
OR

+  Click on the scan button from the widget and click Folder Scan' or 'File Scan' from the ‘Scan' interface.
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Cloud Antivirus Scan

Quick Scan

Scans commeonly infected areas

Full Scan

Scans all the files and folders in the computer.

Certificate Scan

Scans for untrusted root certificates in the computer.

Folder Scan = File Scan

Select and scan a folder. Select and scan a file.

The following sections explain more on:
« Folder Scan - scan individual folders

«  File Scan - scan an individual file

2.4.1. Scan a Folder

The 'Folder Scan' option allows you to scan a specific folder on your hard drive, CD/DVD or external device. For
example you might have copied a folder from an external device or downloaded from the internet and want to scan it
for threats before you open it.

To scan a specific folder
»  Click 'Scan'in the CCAV home screen OR click the scan button on the widget
»  Click 'Folder Scan' from the options

«  Browse to the folder you want to scan and click 'OK'
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Certificate Scan

Secans for untrusted root certificates in the computer. -1 2017

Folder Scan

Browse For Folder =

Browse for folder

Probably infected files L
sample_setup_files
Share
v Suspicious files
All_tests
Surfer

Unknown files

Folder: Suspicous files

Cancel

+  Alternatively, right-click on a folder and select 'Scan with Comodo Cloud Antivirus' from the context-sensitive
menu.
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e /

e

a | = | Extemal_disk (F:) - O x
“ Home Share View ©
&« = ~ P o » Bdemal_disk (F) w | Search External disk (F: o
e MName Date modified Type ™
3 Quick access CUIBUY LN SELUTILY e BT | mrenT
B Deskiop Iy Safe Programs 11/18/2016 1:06 PM  File fo
Open Open Office 11/18/2016 1:06 PM  File fo
Open in new window Oracle_extension_pack 1171872016 1:06 PM  File fo
) i 114189016 1-0F P -
Pin to Quick access e ' PM  Filefo
sample_setup_files 11/18/2016 1:07 PM  File fo
Share with = Share 11/4/2016 2:39 PM File fic
Restore previous versions Suspicious files 11/18/2016 1:09 PM  File fol
COMODO Cloud Antivirus > A Scan with COMODO Cloud Antivirus 350FM  Filefo
: % 61:00 PM  File fo
Include in libra
Pi 5 ; All_tests 3,13/2014 131 PM WinRa
in to Start
E eula.1028 2
B Uninstall with Revo Uninstaller Pro sl 1
E Add to archive.. eula. 1033

Add to "Suspicious files.rar

The folder will be scanned instantly and the results will be displayed with a list of any identified infections.

COMODO clouc
Task: Custom Scan
Elapsed time: 00:02:05
1 00 % Status: Complete
"f Files Scanned: 174 Threat(s) Found: 110

Threat Name Action CQuara

The scan results window displays the number of objects scanned and the number of threats detected (viruses,
rootkits, malware and so on). You can choose to quarantine files or ignore the threat based in your assessment.
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Refer to Processing the infected files for more details.

2.4.2. Scan a File

The 'File Scan' option allows you to scan a specific file on your hard drive, CD/DVD or external device. For example,
you might have downloaded a file from the internet or dragged an email attachment onto your desktop and want to
scan it for threats before you open it.

To scan a specific file

«  Click 'Scan'in the CCAV home screen OR click the scan button on the widget.
«  Choose 'File Scan', browse to the file you wish to scan then click 'Open":

Open .z e
A + Exter.. » sample_sstup f.. » w Search sample_setug_files el
Organize = Mew Folder = MM 9
s
-'.- Downloads & ™ Mame Date modfie: Type
Shared Space # driver_demo 117182016 107 PM File
|= Documents Surfer 242272017 200 PM ile fo
&= | Pictures [ 721604 11/9/2016 1:36 PM fpplic
CCS Configurati  247mp_sewup /372016 36 PM Applic
3 BN a0mtrial 11/9/2016 1:36 PM Applic
8y Apache OpenOffice 4.1.3 Win_x85 instal.. 11792016 1:56 P Appl
rmimilogs
e Astrocalcsetuphi2 11/9/2016 1:56 PM fpplic
Yersion 1.9 a
[E] copycat 1171520156 08 PM Applic
fil Onelvive ael:' CurrencyConverter 1 N6 1:56 PM Applic o,
o w £ b3
File name: | copycat w| | EME Filesi.exe) v

«  Alternatively, right-click on the file and select 'Scan with Comodo Cloud Antivirus' from the context-sensitive
menu.
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Compress bo "copycatrar” and email

= sample_setup_files Applicati... - 0 x
Home Share Wiew Manage o
&~ F v 4 » Exter.. + samgle_. il Search sam., 2@
. Name - Datel
vk Quickscces driver_demi 11 155
B Deskiop * Sufer o
l- Downloads & [ 721604 i ‘
Shared Space # g- 24¢Trmp_setup 11794
% Documents B® AoMTral 11794
| Pictures + &5 Apache OpenOffice_4.1.3 Win_x86 inctal... 1;
CC5_Configurati s Astrocalesetuph? 11 -
o EA [¥ copycat o e
mmmiogs eec CurremcyCof e i
E FinCalc Q Run as administrator
Verzion 1.9 ﬁ SetupDriving Troubleshoot cnrnp.:rl:ibﬂrl‘y
& OneDrive [ tdddemo Pin to Start
pd s cammun! ¥ Install wath Revo Uninstaller Pro
» I This PC {8 vaniv_Card_{ T s 5 . e
= ou tivinus Scan with COMODO Cloud Antivirus
* mu Extemal disk (F) , B Addto archive. E Runin COMODO Cleud Antivirus Sendbon
14 items  1item selected 53.5KB E Add o "copyeat.rar” Bl Run a2 Trusted Application
B Compress and email... B3 submit to Valkyrie
B

Pin to taskbar

Restore previous versions

Send to >

Cut

Copy

Paste

Create shortcut
[Dielete

Rename

Properties

The file will be scanned instantly and the result will be displayed.
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Task: Custom Scan

Elapsed time: 00:00:03
1 00 % Status: Complete

T Files Scanned: 1 Threat(s) Found: °

Threat Name Action

The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits,
Malware and so on). You can choose to quarantine files or ignore the threat based in your assessment. Refer to
Processing the infected files for more details.

2.5.Processing Infected Files

The scan results screen lists all detected threats and allows you to take appropriate actions. You can quarantine the
file, ignore the alert, trust the file or report it as a false positive.

«  Choose an action to be taken on all threats from the 'Action’ drop-down at top right:
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COMODO

Task: Full Scan
Elapsed time: 00:55:10
1 00 % Status: Complete

%f'* Files Scanned: 24848  Threat(s) Found: 384

Threat Name Action

Quaranting

 apuaplptese

Threat Name ' Action ’ QU-EFEIH‘[‘II‘LE o

Quarantine

Quarantine

The available actions are:
«  Quarantine - The files will be moved to quarantine. For more details on quarantine feature, refer to the
section 'View and Manage Quarantined Items'.

+ Ignore - If you want to ignore the threat this time only, select 'Ignore'. The file will be ignored only at that
time and if the same application invokes again, the AV scanner will report it as a threat.

« Add to trusted applications - If you trust the file, select 'Add to trusted applications'. The file will be
assigned 'Trusted' status in the Trusted Applications'. The alert will not generated if the same
application invokes again.

-« Submit as False Positive - If you are sure that the file is safe, select 'Submit False Positive'. The file will
be sent to Comodo for analysis. If the file is trustworthy it will be added to the Comodo safe list.

«  Add to Exclusions - The file will be moved to an 'Exclusions' list maintained by CCAV and will not be
scanned in future. The alert will not generated if the same application invokes again.

«  After selecting the action(s) to be applied, click 'Apply'. The files will be treated as per the action selected
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and the progress will be displayed.
On completion the action taken against each threat will be displayed.
COMODO clous

Task: Full Scan
Elapsed time: 00:55:10
1 00 % Status: Complete
"f' Files Scanned: 24848 Threat(s) Found: 384

Threat Name Action

COMODO
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If you choose to close the results window without taking any action, the threats will be added to the 'Detected
Threats' list.
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Task: Full Scan

Elapsed time: 00:53:04
1 00 % Status: Complete

%f"* Files Scanned: 24624 Threat(s) Found: 322

Threat Name Action

COMODO

The 'Detected Threats' interface allows you to take action such as '‘Quarantine’, 'Trust' or 'Trust and Report False
Positive' later on. Refer to the section 'Managing Detected Threats' for more details.

2.6.Managing Detected Threats

The 'Detected Threats' interface shows items identified as malicious, but which have yet to be processed. The
interface also displays the current status of each item - whether it is quarantined, removed, trusted or submitted as a
false positive to Comodo. You can also apply additional actions like moving the detected threats to '‘Quarantine’,
"Trusted files' list or 'Submit as False Positive' to Comodo.

To open the 'Detected Threats' interface
»  Click the number under 'Detected Threats' in the CCAV home screen.

+ Alternatively, click the 'Detected Threats' icon on the widget.
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e Quarantine

COMODO

SECLURE

COMODO

Date/Time Virus Mame ] Sewverity Status Action
L
&

Clear All

Column Descriptions:
« Date/Time - The date and time at which the threat was detected
« Virus Name - The name of the malware contained in the application detected as threat
« Path - The location of the application in the system
«  Severity - Indicates the risk level presented by the activity or request of the detected threat
- Status - Indicates the status of the action taken. It can be either 'Quarantined', 'Removed' and 'Trusted'
« Action - Displays a drop-down with options for handing the item:
The available actions are:

Quarantine - Item will be moved to Quarantine and saved in an encrypted manner. You can
analyze the item at a later time and:

- Restore it to the original location if it is trustworthy or

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 56



COMODO

Creating Trust Online®

+  Delete the item from your computer if it is @ malware

from the Quarantine interface. Refer to the section View and Manage Quarantined ltems for more
details.

«  Trust- The item will be added to the Trusted Applications and will be excluded from the future
scans. Choose this option only if the item is trustworthy.

- Submit as False Positive - The item will be added to the Trusted Applications and will be excluded
from the future scans. Also it will be submitted to Comodo for analysis. If the file is found harmless
by our experts, it will be added to the global safe-list.

«  To search for a specific application, click the search icon @ beside the 'Path’ column header and enter the
name of the application in part of full.

- Tofilter items by the action to be executed on them, click the funnel icon beside the 'Action’ header and
select an action:

» To move an item to quarantine, choose 'Quarantine' from the 'Action’ drop-down in the item row
«  To exclude an item from future scans, choose 'Trust' from the 'Action’ drop-down in the item row

»  To submit an harmless item identified as malware by CCAV by mistake for analysis by Comodo,
choose 'Submit as False Positive' from the 'Action’ drop-down in the item row

«  Click 'Apply" for your actions to take effect

2.7.Viewing Valkyrie Analysis Results

Valkyrie is a online file verdict system that tests unknown files with a range of static and behavioral checks in order to
identify those that are malicious. Valkyrie is very effective at detecting zero-day threats missed by the signature-
based detection systems of classic antivirus products.

«  Unknown files running in the sandbox will be automatically submitted to Valkyrie for analysis if auto-
submission is enabled in 'Sandbox Settings' (refer to Sandbox Settings for more details on this).
If not enabled, the results screen of each full scan allows you to manually upload unknown files. Refer to
Running a Full Scan for more details.

«  You can also manually upload files to Valkyrie by right-clicking on a file. For example, you could upload an
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executable that you recently downloaded from the internet to establish its trustworthiness.

To manually submit a file
« Right-click on the file you want to upload and select 'COMODO Cloud Antivirus' > 'Submit to Valkyrie'
OR

»  Select 'Submit File' from the 'Help' icon on the side menu icon bar

- | ] ;__ = Application Tools  External_digk (F:) = ] x
Home Share View Manage [ 7]
= =% = i » ThisPC » Bxternal_disk (F) » w | & Search External disk [F:) 2
ke Mame Date modified Type 4
ik Quick access ER A_TESES F 1AL IS K31 P VEIRRER £1F a1
B Deskicp o J euls 1028 1 : 30 PRA Test Documen
& Downloads =] eula 1031 1 30 Prd Tet Documen
la, 1033 1 et Documes
Shared Space # £l euls - men
=] euls. 1036 117372007 8 30 Text rocumen
% Documents o ] eula, 1040 i Test ocumen
=] Pictures L 2| eula.1047 ] Text Documen
CCav =| eula. 1042 1 Text locumen
CC5 Contigurat: = eula.2052 ] Test Documen
<7 EA =] eula.3082 1 L0 20.08 Feut Documen
= Open e
mmilogs | globdata i :af|=un.t|c
(1= goodapp N ) Fun as administrator Mlication
& Onelinve ¥ install . Troubleshoot compatibily Hication
- fal Pin ko Start {fig ation
[ This BC 1] install éaﬂ:m i
o %] install.res. 102 ¥ Install with Revo Uninstaller Pro Mication ex
External_dizk (F:) % install.res. 10 = i
- £ installres 10 gy cOMODO Cloud Antivirus | A Scanwith COMODO Cloud Antivirus
Py (8] installres. 108 oo R e T Y serstcoy] 1
¥ Metwork = 3 A ts fechig . [ Runin COMODO Cloud Antivirus Sandbo
< I ¥
- - L * g #ﬂdtu'gnaﬂapp.rar" | E Run as-Tmsfrd.hppllcuhun
49 iterns 1 itemn selected 71.5 KB

B compress and email.. { Subimit ta Valkyrie
ﬂ Compress to "goodapp.rar” and email ]
Pin to taskbar

Restore previous versions

Send to 3

Cut
Copy

Paste

Create shortcut
Delete

Rename

F'mpertiz:-

Submitted files will undergo a series of automated and manual behavioral tests. The results will be sent back to your
CCAV installation once the analysis is complete.

The 'Valkyrie Analysis Results' pane on the home screen displays statistics and messages from Valkyrie.
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COM DDO Cloud Antivirus

&
®)

Valkyrie Analysis Results

A

[
\
A f \ I_|"_-._

Trusted 0 Antivirus

Malicious 2 sandbox

The icons show verdicts on unknown files on your computer.

- Indicates that you need to run a Full scan to identify unknown files on your computer.

- Unknown files were detected, automatically submitted to Valkyrie, and are currently
undergoing analysis. The circle also provides a rough indication of Valkyrie results. A red
section indicates that Valkyrie returned a malicious verdict on some files files. Green sections
mean that the files were found to be safe. The exact quantities of each are shown in the
legend under the circle.

«  See the explanation above for details on how to manually submit files.

«  To enable automatic submission of unknown files:

«  Click the 'Settings' button at the top of the left menu to open the
'Settings' interface

«  Click 'Sandbox' > 'Sandbox Settings'

«  Enable the checkbox labeled: 'l want to enable 'Cloud based Behavioral
Analysis of unrecognized programs by submitting them to Comodo
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automatically in compliance with Comodo Privacy Policy'

Sandbox programs by submitting

Sandbox Settings

Sandbox Rules

) There are no unknown files on your computer. All unknowns have been submitted and
analyzed by Valkyrie and there are no pending files.

« Trusted - Displays the number of files uploaded from your computer and identified as ‘Trusted' by Valkyrie
Analysis.

»  Click the number to see the list of files identified as 'Trusted'
COMODO

Path 9] Date,/Time

«  Malicious - The number of files uploaded from your computer that Valkyrie found to malware.
«  Click the number to view a list of 'Malicious' files
cCoOMODO

Path Q Date/Time

« Being Analyzed - Displays the number of files uploaded from your computer which are currently being
examined by Valkyrie. The verdicts on these files will be returned to your computer once the analysis is
complete.

+  Click the number to view the list of pending files
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Path ] Date/Time

0

Unknown - This will be available when the auto-submission of unknown files to Valkyrie is disabled in the
Sandbox Settings. Displays the number of files that are detected as 'Unknown' and awaiting manual
submission. Refer to the explanation above for details on manually submitting files.

3. The Sandbox

The sandbox is a security hardened operating environment for unknown applications (those that are neither
trusted/safe nor definitely malware). A sandboxed application has no opportunity to damage your computer because
it is run isolated from your operating system and your files. Sandboxed items have greatly restricted access
privileges and write to a virtual file system and registry. This delivers a smooth user experience by allowing unknown
applications to run and operate as they normally would while denying them the potential to cause damage. You can
create specific sandbox rules for any application or file. See 'Sandbox Rules' for more details.

By default, all 'unknown' applications detected by CCAV will be automatically run in the sandbox environment.
Applications in the sandbox have a green border around them. For example, this is how Open Office Writer looks in
the sandbox:
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E avanti_studebaker.odt - OpenOffice Writer EI
File Edit View Insert Format Table Tools Window Help X
B-rE2-He B Eas $E B¢ -0 @@E-w W [ frdTer ]
¢ [@d | Heading2 [=] |Arial (x| 14 Eu E = = i T €5 «= &
L N T R P R T | - E,:
. i F-
Studebaker Avanti

- |The Studebaker Avanti is a personal luxury coupe that was built by the Studebaker Corporation :ﬁ*
_, |between June 1962 and December 1963. The antomaker referred to the Avanti as "America's Only 4 -

- |Passenger High-Performance Personal Car" in its sales literature. J =

: @ |
. |Design

. |The Avanti was developed at the direction of the automaker's president, Sherwood Egbert. "The car's B

design theme is the result of skeiches Egbert "doodled" on a jet-plane flight west from Chicago 37 davs

- b hmmmamnio e menmiAdamt ol Chvndathalene fo; Tabrsamese TOE] Thnmimmad bhee T avramnmoan AT nmseme'n fmmumn ~ad Tauma @
1 - : g llis s | b e
Pagel/1 | Default | English (USA) |INSRT |STD |*| | Outline Numbering:Level2 | OO (0 @ ——&—— ® |100%

All executables identified as 'Unknown' will automatically run inside the sandbox by default. You can enable/disable
auto-sandboxing from the CCAV home screen, from the widget, or by right-clicking on the system tray icon:

« Main interface. Use the 'Sandbox' switch to enable/disable auto-sandboxing

Detected Threats

In Sandbox Apps

«  Click the 'Sandbox' link to open the 'Sandbox Settings' interface. Refer to Sandbox Settings for
more details.

« Tray Icon/ Widget. Right-click on the CCAV tray icon or widget. Enable or disable the sandbox as shown
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below:

Sandbox Settings
Antivirus Settings

Scan

Open...

Exit

Following sections explain more on:
«  Running an Application or Browser in the Sandbox

« Managing Sandboxed ltems

3.1.Run an Application or Browser in the Sandbox

You can also manually run applications and internet browsers in the CCAV sandbox. For example, you may want to
test beta or new software in the sandbox where they cannot impact the rest of your computer. Running your browser
in the sandbox makes for a more secure online experience as all downloaded files (and potential threats) will
automatically sandboxed.

There are various methods you can use to manually run applications/browsers inside the sandbox:
Running an application from context sensitive menu

Adding an application to Sandbox
«  Running Browsers from shortcuts in the Widget

Run an Application from the Context Sensitive Menu

You can quickly run an application or file in the sandbox by right-clicking on it.
«  Locate the file/application you wish to run in the sandbox

» Right-click on the item and choose 'COMODO Cloud Antivirus' > 'Run in COMODO Cloud Antivirus
Sandbox' from the context sensitive menu.
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Properties

Add and Run Applications in Sandbox

You can add applications and browsers to CCAV sandbox, allowing you to run those applications from CCAV home
screen, inside the sandbox.

To add an application to the sandbox
»  Click 'Run Virtual' from CCAV main interface
OR

»  Click the 'Select an application and run it in Sandbox' button . from the CCAV desktop widget
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COMODO runan

The 'Run an Application in Sandbox' interface will open:

The interface contains shortcuts to open all browsers installed on your computer inside the sandbox. It also allows
you to add applications to the list.

«  Click 'Browse" navigate to the location of the executable and click '‘Open’
« Click 'OK'
The application will start and run within the sandbox.

The application will also be listed under 'Recent' in the 'Run an Application in Sandbox' interface. For subsequent
execution of the same application inside the sandbox, you can open the 'Run an Application in Sandbox' interface by
clicking 'Run Virtual' from the CCAV main interface and clicking on the application.

Run Browsers from Shortcuts in the Widget
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The CCAV desktop widget displays shortcuts to the browsers you have installed:

» To start a secure browsing session inside the sandbox, click on a browser icon.

COMODO
SECURE

»

i Budget Planner — Free o X

&€ = C [ @ The Money Advice Service [GB] | https.//www.moneyadviceservice.org.uk/en/tools/budget-planner ¥ |
the Money
ﬁ Advice Service
Debt & Homes & Bu - Work & Retirem Fi Cars & Insurance

Borrowing = Moﬂ.g:;uv d"“in?r Benefits ~ - ent .T'l, Travel = -
Home Budgeting and managing moneay Managing money
Budget Planner
Your detailed spending breakdown
Our free Budget Planner puts you in control of your household spending it

The browser will be started and executed inside the sandbox at 'Fully Virtualized' level. If "Show highlight frame for
virtualized programs' is enabled in Sandbox Settings then CCAV displays a green border around the sandboxed
browser.

Tip: You can also start a browser inside the sandbox by clicking 'Run Virtual' from the main interface and selecting
the browser from the 'Run an application inside Sandbox' interface.

3.2.Manage Sandboxed Items

The number of currently sandboxed applications is shown in the 'Sandboxed Apps' area of the CCAV home screen.
This figure includes both auto-sandboxed and manually sandboxed applications.

« To view and manage sandboxed applications, click the number in the 'Sandboxed Apps' section:
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Run Virtual View Logs View Quarantine

Det Threats

Apps in Sandbox

Application Name User Name

»  To view more details about an application, right-lick on it and choose an option from the context sensitive
menu.

[ev] emd.eve Windows Command Pr..

I conhost.exe PR S el e
Show Full Path

Show full Path - Will display the exact storage location in which the executable resides

Viruscope Activities - Displays the list of malicious activities, if any, as detected by Viruscope. For
more details, refer to the section Viruscope - Feature Spotlight.
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+  Submit - Will submit the file to Comodo for analysis. Comodo Labs will run behavior analysis on
the file to determine whether it is trustworthy or malicious and add it to the global whitelist or
blacklist.

«  Jump to Folder - Will open the file location in Windows Explorer.

Depending on the nature of the file, you can release it from the sandbox, quarantine it or terminate the process.

< To apply an action to a sandboxed item, choose it from the 'Action' drop-down beside the item. The
available actions are:

E conhost.exe Console Window Host DESKTOP-HI9S0BMN\AG...

chrome.exe Google Chrome

»  Quarantine - Stops execution of the file and adds it to Quarantine. Refer to the section View and
Manage Quarantined Items for more details

«  Don't Sandbox - Stops execution of the file inside the sandbox and allows you to start the
application normally. From the next execution the application will not be auto-sandboxed

» End Task - Terminates the application

- To apply same action to all applications choose the action from the 'Apply this action for all' drop-down at
the bottom right

«  After selecting the action(s) to be applied, click 'Apply'. The files will be treated as per the action selected
- Toreload the dialog with the latest data, click 'Refresh'’

- Toremove all applications from the sandbox, click the 'Clean Sandbox' button.

COMUDO Cloud Antivirus

«  Click “Yes” to confirm the removal:
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CONTINUE

Also see Sandbox Configuration and Sandbox Logs.

4. View CCAV Logs

CCAV logs are records of all antivirus events, sandbox events, configuration changes and other user initiated
actions. The 'Log' interface allows you to view and manage the logs.

To open the 'Log' interface
+  Click 'View Logs' from the 'Tasks Bar' of the CCAV main interface
OR

+  Click the 'View Logs' shortcut button . from the widget
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By default, a summary displays logs of all events. The drop-down at the top allows you to choose specific log types.

The interface allows you to save logs from individual modules, open saved log files and clear log files. This is helpful
if you want to backup/archive your log files or clear the log module periodically to save disk space.

- To save/archive a log, choose the log type from the drop-down menu and click the 'Save'" icon.

- To open a stored log file, click the 'Open log file' button and browse to the location where the log file is
saved.

» Toclear alog, choose the log type from drop-down and click 'Clear Logs'.
« To refresh the logs, click the 'Refresh’ button.
The following sections contain more information about:

Antivirus Logs
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«  Executed Applications Logs (Sandbox Logs)
«  Setting Changes Logs

«  ScanActions Logs

4.1.Antivirus Logs

CCAV keeps a history of all items identified as malware by the virus scanner from the real-time scans, manual scans
run by the user and files identified as malicious by Valkyrie analysis.

To view Antivirus logs
»  Click 'View Logs' on the CCAV home screen OR click the 'View Logs' button on the widget
«  Select 'Antivirus' from the 'Log Type' drop-down at the top left

COMODO o9

Antivirus

Date/Time o] Type Status
2017-08-11 06:53:31 EfSuspicious fileyviruses_in_folders\viruses ... \patra.exe Manual Scan Reported
iruses_in_fold iruses_... \lo xe Manual Scan Quarantined

Column Descriptions

1. Date/Time - The precise date and time of the antivirus event
Path - The installation/storage path of the file identified as malware

Type - Indicates the type of scan from which the item was identified

el

Status - Gives the status of the action taken. It can be either 'Ignored’, 'Blocked' 'Quarantined’ or 'Reported'
(‘Reported' appears when a user select "Submit as False Positive" for action to be taken)

»  To export the logs as a "log' file, click the 'Save' button

- To open a stored log file, click the 'Open' log file button
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» To update the list with the latest antivirus events, click the 'Refresh' button

+ To clear the antivirus logs, click the 'Clear Logs' button.

4.2.Executed Application Logs (Sandbox Logs)

Comodo Cloud Antivirus records a history of all actions taken by the 'Sandbox' module. For example, logs are
created whenever CCAV auto-sandboxes a file and when a file is manually sandboxed by the user.

To view Executed Applications Logs (Sandbox logs)
»  Click 'View Logs' on the home screen OR click the 'View Logs' button on the widget

»  Choose 'Executed Applications' from the 'Log Type' drop-down at top left:
COMODO o9

og Type:

Executed Applications Save Clear Logs Refresh

Date/Time Q Type File Description

2017-08-11 07:56:17  CA\Program Files\Google\Update\GoogleUpdate.exe  Trusted Installer Google Installer

Trusted Installer
Trusted Installer Comodo Dragon

Trusted Installer Comodo Dragon

Trusted Installer Comodo Dragon

exe Trusted Installer Comodao

Column Descriptions

1. Date/Time - The precise date and time of the sandbox event
2. Path - The location the file or application that was run in the sandbox

3. Type - Indicates how the application was sandboxed - Whether it was sandboxed automatically due to its
trust rating or manually sandboxed by the user

4. File Description - The name of the file that generated the event
5. Cloud Rating - Indicates the rating of the file, whether malicious, unknown or safe

«  To export the logs as a "log' file, click the 'Save' button
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« To open a stored log file, click the 'Open' log file button
» To update the list with the latest events, click the 'Refresh' button

« To clear the 'Executed Application' logs, click the ‘Clear Logs' button.

4.3.Setting Changes Logs
Setting changes logs are a record of all software configuration changes that you make.
To view 'Setting Changes' logs:
»  Click 'View Logs' on the home screen OR click the 'View Logs' button on the widget

«  Choose 'Setting Changes' from the 'Log Type' drop-down at the top left of the 'Log" interface

COMODO Log

Clear Logs

Date/Time Object 0ld settings New Settings

2017-08-11 06:40:41 Policy_ScanProc... ©n

Column Descriptions:

1. Date/Time - The precise date and time of the configuration change
Object - The configuration parameter or setting that was modified

Old Settings - The value of the parameter/setting before the change

el

New Settings - The value of the parameter/setting after the change
« To export the logs as a "log' file, click the 'Save' button
« To open a stored log file, click the 'Open' log file button

- To update the list with the latest events, click the 'Refresh' button

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 74



Creating Trust Online®

Comodo Cloud Antiviry/s,,-/usemﬁida/ comoDo

» To clear the 'Setting Changes' logs, click the 'Clear Logs' button.

4.4.Scan Actions Logs

CCAV keeps a record of all manually initiated virus scans. This includes manual full scans, quick scans, certificate
scans and custom scans. Refer to Scan and Clean your Computer to read more about running a scan.

To view 'Actions' logs
»  Click 'View Logs' on the home screen OR click the 'View Logs' button on the widget

»  Choose 'Scan Actions' from the 'Log Type' drop-down at the top left of the 'Log' interface

cCOMODO

Date/Time Type Path ' End Time
2017-08-11 06:57:44 Custom Scan f The Voice-CRACKED-ARGENTINA-CRACKL.exe 2017-08-11 06:57:44

Column Descriptions

1. Date/Time - The precise date and time of the scan
Type - The type of scan

Path - The location scanned. This will be available for 'File', 'Folder' and 'Custom' scan

el

End Time - Date and time at which the scan was completed

« To export the logs as a "log' file, click the 'Save' button

- To open a stored log file, click the 'Open' log file button

- To update the list with the latest events, click the 'Refresh' button

»  To clear the scan logs, click the 'Clear Logs' button

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 75



Comodo Cloud Antivirus - User Guide comono

.-'/

5. View and Manage Quarantined ltems

The 'Quarantine' interface displays a list of files which have been isolated by Comodo Cloud Antivirus to prevent
them from infecting your system. Items are generally placed in quarantine as a result of an on-demand or real time
antivirus scan. Any files transferred to quarantine are encrypted - meaning they cannot be run or executed. You can
also manually quarantine items you believe are suspicious. Conversely, you can restore a file to its original location if
you think it has been quarantined in error, and/or submit files as false positives to Comodo for analysis.

«  (Click 'View Quarantine' on the main interface

OR

Click the '‘Quarantine' icon . on the CCAV desktop widget
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Date/Time Virus Name

Column Descriptions

Date/Time - The precise date and time at which the item was moved to quarantine

Virus Name - The name of the malware that was quarantined
Path - The location where the file was discovered

Action - Displays a drop-down with options for handling the item.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved




COMODO

Creating Trust Online®

i

The available actions are:

« Restore - The item will be restored to its original location. However, subsequent scans will still
identify it as malicious and will quarantine the file.

« Restore and Trust - The item will be restored to its original location and will be added to 'Trusted
Applications' list in your local file list. The file will be excluded from future scans.

+ Delete - The item will be removed from your computer.

You can also apply an action to all quarantined items at once using the 'Apply this action for all' drop-down at bottom
right:

« To filter items based on the actions to be executed on them, click the funnel icon in the 'Action' column:

and Trust
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The 'Quarantine’ interface also allows you to:

«  Manually add items to quarantine

« Delete quarantined items

+ Restore a quarantined item to its original location

+  Submit false positives to Comodo for analysis
Manually add items to quarantine

Files or folders that you are suspicious of can be manually moved to quarantine:

To manually add a Quarantined ltem

+ Right-click anywhere inside the '‘Quarantine’ interface and choose 'Add'

» Navigate to the file you want to add to quarantine and click '‘Open'

COMODO auarantine

Date,/Time Virus Name [ Action

B Open
4 e All_tests » AWFT » AWFT
Organize = Mew folder
= Pictures g Marne
coav [7 file_id.diz
COS_Configurati [£ License
a2 B\ 1= readme

rmmiogs l; Release

'ﬂ setup

|Z] TFL_20161108_2341

i OneDrive
B This PC
- Dxternal_disk (F:)

# Network v £

File name: |cetup w | LAl Files(®.")

Cancel

»  Click 'Apply' to quarantine the file

To delete quarantined item(s)

« Todelete a single item, choose 'Delete’ from the 'Action' drop-down in the item row.

« To delete all quarantined items at once, choose 'Delete’ from the drop-down beside 'Apply this action to
all' at the bottom right of the interface.

«  Click 'Apply' for your changes to take effect.
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The file(s) will be deleted from the system permanently.

To restore quarantined item(s) to its/their original location(s)

+ Torestore a single item, choose 'Restore’ from the 'Action' drop-down in the item row.

» Torestore a single item and exclude it from future scans, choose 'Restore and Trust' from the 'Action’
drop-down in the item row.

- Torestore all items, choose 'Restore' from the "Apply this action to all' drop-down at bottom right.

« Torestore all items and exclude them from future scans, choose 'Restore and Trust' from the 'Apply
this action to all' drop-down at bottom right.

»  Click 'Apply' for your changes to take effect.
Any restored files will be moved back to their original locations.

To submit a selected quarantined item to Comodo for analysis
«  Select the item from the 'Quarantine’ interface, right-click on it and choose 'Submit False Positive' from
the options.

cOMODO

Date/Time Virus Name [ Action

2017-02-23 160236  ApplicUnwnt.Win32... i T T “ata\roaming\mic...
Submit as False Positive

«  Click 'Apply' for your changes to take effect

You can submit suspicious files to Comodo for deeper analysis. You can also submit files which you think are safe
but have been identified as malware by CCAV (false positives). Comodo will analyze all submitted files. If they are
found to be trustworthy, they will be added to the Comodo safe list (whitelisted). Conversely, if they are found to be
malicious then they will be added to the database of virus signatures (blacklisted).

Note: Quarantined files are strongly encrypted, cannot be executed and do not constitute any danger to your
computer.

6. CCAV Settings

The 'Settings' interface allows you to configure every aspect of the operation, behavior and appearance of Comodo
Cloud Antivirus (CCAV).

«  The 'General Settings' section lets you specify top-level preferences regarding the interface and updates.

«  The other sections let advanced users delve into granular configuration of the 'Antivirus', Sandbox', 'File
Rating' and 'Advanced Protection' modules:
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«  The 'Antivirus' settings area lets you enable/disable real-time scanning, configure detection actions,
create exclusions and more.

« The 'Sandbox' settings' area lets you configure the behavior of the Sandbox, add programs which
should always run inside the sandbox and more.

» 'File Rating' settings lets you add trusted files to be excluded from scans and monitoring, view files
submitted to Comodo for analysis and to manage the 'Trusted Vendors' list.

« The 'Advanced Protection' area lets you configure whether 3rd party applications are allowed to modify
browser settings.

»  To open the 'Settings' interface, click 'Settings' from the top menu

COM ODO Cloud Antivirus

¢
)

(75 Check for Updates

COMODO

General Settings B= | User Interface

User Interface

Antivirus

Sandbox

Configuration

File Rating

The following sections explain the various settings areas in more detail:
«  General Settings - Allows you to configure the appearance and behavior of the application

»  Customize User Interface
«  Configure Program and Updates
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+  Antivirus - Allows you to configure the 'Antivirus' module

Antivirus Settings
«  Exclusions
«  Sandbox - Allows you to configure the 'Sandbox' module

«  Sandbox Settings
« Sandbox Rules
»  Protected Data Folders

«  File Rating - Allows you to view and manage Trusted applications list, files submitted to Comodo and
Trusted Vendors list

+  File Rating Settings

«  Trusted Applications
Submitted Applications
+  Trusted Vendors

«  Advanced Protection - Allows you to configure whether applications are allowed or blocked from modifying
browser settings.

- Browser Settings Protection

6.1.General Settings

The 'General Settings' area enables you to customize the appearance, theme, background color and overall
behavior of Comodo Cloud Antivirus. You can configure general properties like the interface language, notification
messages, automatic updates and more. Also, you can export the current CCAV configuration as an XML file and
import configurations when needed.

COMOD O settings

General Settings |._| User Interface

User Interface

Sandbox
Sandbox Settings
Sandbox Rules

Protected Files/Folders

File Rating

Trusted Vendors
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The category has the following sections:
+  User Interface

» Updates

6.1.1. Customize User Interface

The 'User Interface' settings area lets you choose the interface language, theme, background color, startup options
and how messages should be displayed. You can export your current CCAV configuration as an XML file, allowing

you to import the configuration to other computers, or to quickly re-implement your settings if you uninstall then re-

install the application.

To open 'User Interface' settings,
»  Click the 'Settings' icon on the left of the home screen
»  Click 'User Interface' under 'General Settings' on the left:

coMODO

General Settings
User Interface

Antivirus

«  Theme Settings - The 'Themes' drop-down allows you to choose colors and appearance of the
GUlI as you prefer. (Default = Dark theme and background color)

+ Language Settings - Comodo Cloud Antivirus is available in multiple languages. You can choose
the language which is displayed in the interface from the 'Set program language to' drop-down.
(Default = English)

«  Show notifications - CCAV displays notifications at the bottom-right corner of your screen to inform
you about actions that it is taking and about any CCAV status updates. For example, notifications
are displayed when CCAV automatically quarantines a file after a real-time scan or when it runs a
program inside the sandbox. An example is shown below.
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Don't sandbox it again

Antivirus notifications will also be displayed if you have selected 'Quarantine' or 'Block' in the 'Action when
threat is detected' setting in the 'Antivirus' settings screen.

«  Clear this check box if you do not want to see these system messages (Default = Enabled).

Tip: Selecting 'Hide notifications' in any alert will automatically disable this setting.

«  Start program when | start Windows - By default, CCAV will start automatically every time you start
your computer in order to provide continuous protection. Clear this setting if you do not want the
application to load when you start Windows. (Defaulf = Enabled)

«  Show messages from COMODO Message Center - If enabled, Comodo Message Center
messages will periodically appear to keep you abreast of news in the Comodo world. An example
is shown below. (Defaulf = Enabled)

cOMODO

e?*°\f€7m

50% off CIS PRO

Play sound when alert pops up - CCAV generates a chime whenever it raises a security alert to
grab your attention. If you do not want the sound to be generated, clear this check box. (Defaulf =
Enabled)

«  Send anonymous program usage statistics to COMODO - If enabled, CCAV will periodically send
anonymous program usage statistics to Comodo servers through a secure and encrypted channel.
This data is useful to Comodo as it helps us identify the areas of the program which need to be
improved. Disable this option if you do not want to send usage statistics (Defaulf = Enabled)

»  Click 'Apply' for your changes to take effect

Exporting your Security Configuration - Allows you to export your current CCAV configuration, including your custom
Antivirus settings, Sandbox settings, Sandbox rules etc. to an XML file, and to reset CCAV configuration back to
factory settings. You can also import configurations from a saved .XML file. This is especially useful if you are a
network administrator looking to roll out a standard security configuration across multiple computers. Exporting your
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settings can also be a great time-saver if you get a new computer. After re-installing CCAV you can import your
previous settings to avoid having to configure everything over again.

The following sections explain how to:
«  Export a configuration to a file
 Import a saved configuration from a file
« Reset to default a configuration setting
To export your current configuration
+  Click the 'Export' link in the 'User Interface’ settings area

The 'Save As' dialog will open:

Configuration

E Save s
“ - A » Bxternal_d.. » CCAV_configs
Organize « Mew folder
CCS_Configurati ™ Name

wt EX

rrnmlogs

7 OneDrive

B This PC

- External_disk (F:)

gF Metwaork LT 4 3
File name: | config 022417 =
Save as type: | XML Filelxml) w

» Hide Folders Cancel

» Navigate to the location where you want to save the configuration file, type a name (e.g., 'CCAV_configs')
for the file and click 'Save'.

A confirmation dialog will appear indicating the successful export of the profile.

COMODO Cloud Antivirus

Import a saved configuration from a file

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 85



Creating Trust Online®

Comodo Cloud Antivirus - User Guid e comono

.//

Ll

+  Click the 'Import' link in the 'User Interface' settings area

The 'Open' dialog will open:

Configuration

s » External_d... » CCAV_confige

o
Organize Mew falder o g ﬂ

P

= Pictures Marme Date modified Type

coav = config 022417 22472017 108 FM XML Doc
CC5 Configurati

a8 EX
rramilogs

£ Onelirive

B This PC

- External_disk [F:)

[ Y— e 20 -

ML File{ i) s

File name: | config 022417 =

» Navigate to the location of the saved profile and click 'Open’.

A confirmation dialog will appear indicating the successful import of the profile:

COMODQ cloud Antivirus

Restore your CCAV installation to Factory Default settings
«  Click the 'Restore Default' link to reset CCAV to factory settings:

A dialog box confirming the theme and settings changes will be shown:
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Export

COMODO

6.1.2. Configure Program Updates
The 'Updates' area lets you configure settings that govern CCAV program updates.
To open update settings:

»  Click the 'Settings' icon on the left of the home screen

»  Click 'Updates' under 'General Settings' on the left:
COMOD O settings

General Settings l\_(i,) Updates

User Interface

[] check for program updates every il
Updates [¥] Automatically install program updates (recommended)
Antivirus [] Update recognizers automatically

Antivirus Settings Proxy and Host Settings

Exclusions
Sandbox
Sandbox Settings
Sandbox Rules
Protected Files/Folders
File Rating
File Rating Settings
Trusted Applications
Submitted Applications

Trusted Vendors

«  Check program updates every NN day(s) - Enables you to specify the interval at which CCAV will
check Comodo servers for the availability of new versions and program updates. Set the time
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interval (in days) from the drop-down combo box. (Defaulf = 1 day)

+  Automatically install program updates (recommended) - CCAV automatically downloads and
installs program updates as soon as they are available. (Default=Enabled)

«  Update recognizers automatically - If enabled, CCAV will automatically download and implement
any new recognizers which become available. (Defaulf = Enablead)

«  Proxy and Host Settings - Allows you to select the host from which updates are downloaded. By
default, CCAV downloads updates from Comodo servers. However, advanced users and network
admins may wish to first download updates to a proxy/staging server and have individual CCAV
installations collect the updates from there. The 'Proxy and Host Settings' interface allows you to
point CCAV at this proxy/staging server. This helps to conserve bandwidth and accelerate the
update process when a large number of endpoints are involved.

To configure updates via proxy server

»  Click 'Proxy and Host Settings' link. The 'Proxy and Host Settings' interface will open:

recommended)

[ use

Host

» Enable the 'Use Proxy' check-box.

»  Enter the host name and port numbers. If the proxy server requires access credentials, select the 'Use
Authentication' check-box and enter the login / password accordingly.

+  Click 'OK" for your settings to take effect.
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«  Click 'Apply' for your changes to take effect.

6.2. Antivirus Settings

The 'Antivirus' settings area allows you to enable or disable antivirus protection, and to configure file size limits, time-
out periods and scan exclusions.

COMODQ settings

. —1 - :
General Settings — Antivirus Settings

sar Interface :
[T [] Enable Realtime Scan
Antivirus

Antivirus Settings

Exclusions

Sandbox

File Rating

File Rating Settings

Click the following links to find out more about each area:
Antivirus Settings

»  Exclusions

6.2.1. Antivirus Settings

CCAV's real-time scanner constantly monitors all files and processes on your computer for potential threats. If you
launch a program or a file which poses a threat, then the scanner blocks it and alerts you immediately. The Antivirus
settings interface allows you to enable/disable the real-time scanner and to configure scan parameters.

To open the 'Antivirus Settings' area
This can be done in three ways:
1. Click the 'Settings' icon on the left then 'Antivirus' > 'Antivirus Settings'
OR
2. Click the 'Antivirus' link under 'Realtime Protection’

OR

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 89



Comodo Cloud Antivirus - User Guide” comono

& /

3. Right-click the CCAV system tray icon (or the widget) and choose 'Antivirus Settings' from the options.

¥ Antnvirus
«  Sandbox

Game Made

Widget

Sandbox Settings
Antivirus Settings

cOMODO

General Settings Antivirus Settings

Enable Realtime Scan

Antivirus

Antivirus Settings

Sandbox

File Rating

« Enable Realtime Scan - Enable or disable Real-time virus monitoring. It is strongly recommended you leave
this option selected. (Defaulf = Enablea)

Background Note: The real-time scanner (aka 'On-Access Scan') is always ON and checks files in real time when
they are created, opened or copied (as soon as you interact with a file, Comodo Cloud Antivirus checks it). This
instant detection of viruses assures you, the user, that your system is perpetually monitored for malware and enjoys
the highest level of protection.

The real-time scanner also scans system memory on start. If you launch a program or file which creates destructive
anomalies, then the scanner blocks it and alerts you immediately. Should you wish, you can specify that CCAV
does not show you alerts if viruses are found but automatically deals with them (choice of auto-quarantine or auto-

block).
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Action to perform when a threat is detected - Configure how CCAV should react when malware is detected
by the real-time protection engine (Defaulf = Alery.

The available options are:

«  Ask-An alert will be displayed whenever a malware is identified. An example of antivirus alert is
shown below:

COMODO ant

&\ ApplicUnwnt.Win32.Leaktest.CopyCat

Location: FASuspicious files\All tests\copycat\copycat.exe

O

You can choose to clean, ignore, submit the file as false alert or add the file to trusted files list. If you need
more details about these options, refer to Antivirus Alerts in Understanding CCAV Alerts. Choosing not show
antivirus alerts in favor of automatically quarantining or blocking will minimize disturbances but at some loss
of user awareness.

+  Quarantine - The detected threat(s) will be automatically moved to quarantine for your later
assessment and action. Refer to the section View and Manage Quarantined ltems for more details.

«  Block - Stops the application or the file from execution.

«  Maxfile size limit - Allows you to set the maximum size of a file that CCAV should scan. Files larger than the
size specified here will not be scanned. (Defaulf = 100 MB)

+  Cloud file checking timeout - Allows you to configure the maximum time for which CCAV can run an
antivirus scan on a single file over the cloud. If CCAV has not completed scanning a particular file by the
end of this time period then the file will be skipped (Defaulf = 2500 Ms)

- Start full scan automatically every - Allows you to schedule a full scan to run automatically after a set
number of days. (Defaulf = 30 days)

«  Set my previous antivirus vendor - Allows you to specify your previous antivirus software vendor for the
'Lucky You' statistics page. Once set, the 'Lucky You' page will show you how many threats have been
blocked by CCAV that would have been allowed by your previous vendor. See 'Lucky You' Statistics' for
more details.

«  When performing manual scan, check only executables, libraries and scripts - Allows you to limit the file
types to be scanned during an on-demand/manual scan. By default, CCAV scans only executable files,
library files (e.g. .dll files) and scripts in the target location. This helps save time because, statistically, those
file types are far more likely to contain malware. If you want to scan every file in a location then clear this
check-box. For more derails on on-demand/manual scans, refer to the section Scan and Clean your
Computer. (Defaulf = Enabled)
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6.2.2. Exclusions

CCAV allows you to create a list of files and folders that should be excluded from antivirus scans. This list also
includes files for which you have selected 'Ignore ' from the Scan Results window.

The 'Exclusions' panel displays all currently excluded items and allows you to manually add or remove items.
To open the Exclusions panel
»  Click the 'Settings' icon on the left of the home screen

»  Select 'Antivirus' then 'Exclusions'

COMODO settings
General Settings I_I Exclusions
User Interface
Excluded Applications
Updates
Antivirus
Antivirus Settings
Exclusions
Sandbox

odo cloud antivirusy*

Protected Files/Folders

File Rating

File Rating Settings

Trusted Applications

The 'Exclusions' panel has two tabs:

«  Excluded Paths - Displays a list of paths/folders/files on your computer which are excluded from real-time,
on-demand and scheduled antivirus scans. Refer to the section Excluding Drives/Folders/Files from all
types of scans for more details on adding and removing exclusion items in this interface.

«  Excluded Applications - Displays a list of applications which are excluded from real-time antivirus scans.
ltems can be excluded by clicking 'Ignore' in the virus Scan Results or by clicking 'Ignore' at an Antivirus
Alerts, or by excluding it manually. Note - excluded items are skipped by the real-time scanner but will be
scanned during on-demand scans. Refer to Excluding Programs/Applications from real-time scans for more
details on manually adding and removing exclusions.

Excluding Drives/Folders/Files from all types of scans
You can exclude items from any type of virus scan by adding them to 'Excluded Paths'.
To add file to excluded paths

»  Click the 'Excluded Paths' tab from the 'Exclusions' interface
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You can add a:

+ Anindividual File
OR

«  Drive partition/Folder

Adding an individual File

You can specify individual files as excluded path.
+  Click 'Settings' on the CCAV home screen
Click 'Antivirus' > 'Exclusions'
»  Choose 'File' at the top

COMODAO settings

General Settings Exclusions

Antivirus
Exclusions

Sandbox

s E open

y i » External_d... » CCAV_configs

Organize Mew folder
Pictures *  MName
CCAN_configs |&] woav_config
CC5_Configurati
&1 EN
rmrlogs
fia OneDmve

B This PC

- Extemal_disk (F:)

ol Mohwnrl Ll *

File name: || v| Al Files{~) "

Open  |w Cancel

« Navigate to the file you want to add to excluded paths and click ‘Open'.

7
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COMOD O settings

General Settings h 1 | Exclusions

User Interface
Excluded Applications
Updates
Antivirus
Antivirus Settings
Exclusions
Sandbox

odo cloud antivirusy*

E\CCAV_configs\ccav_config.xml

File Rating
File Rating Settings

Trusted Applications

The file will be added to excluded paths.
»  Repeat the process to add more paths.

+  Click 'Apply' for your settings to take effect. ltems added to 'Excluded Paths' will be omitted from all types of
virus scan in the future.

Adding a Drive Partition/Folder
»  Click 'Settings' on the CCAV home screen
+  Click 'Antivirus' > 'Exclusions'
»  Select 'Excluded Paths'
»  Choose 'Folder' at the top
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COMODO s«

General Settings Exclusions

Antivirus

Exclusions

Sandbox

Browse For Folder

Browse for folder

Comoda Client Security
My Safe Programs
Mew folder

MNew folder [2)

File Rating

Eoider: My Safe Programs

Make Mew Folder

The 'Browse for folder' dialog will appear.
» Navigate to the drive partition or folder you want to add to excluded paths and click 'OK'.

COMOD QO settings

General Settings W Exclusions

User Interface

Excluded Applications
Updates

Antivirus o v ”®

. i Folder Edit Remove
Antivirus Settings

Exclusions Path
Sandbox Awindows\winsxs\*
sandbox Settings ‘\program files\comodo\comodo cloud antivirus\*
Sandbox Rules WCCAV_configs\ccav_config.xm
Protected Files/Folders Ex\my safe programs\*
File Rating
File Rating Settings
Trusted Applications
Submitted Applications

Trusted Vendors
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The folder/partition will be added to the list of excluded items:

»  Repeat process to add more folders

«  Click 'Apply' for your settings to take effect. ltems added to 'Excluded Paths' will be omitted from all types of
antivirus scans in future.
Search Options

You can use the search option to find a specific excluded path, folder or file from the list by clicking the search icon at
the top right.

Exclusions

Exclusions

Exmy safe programsy®

«  Enter the path, folder name or file name to be searched in full or part in the search field.
» The search results will be displayed.
»  Click the icon 'X"in the search field to close the search option.
To edit the path of an added item
»  Double click on the item
OR
»  Select the target item and click 'Edit at the top'
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COMODO setiing:

General Settings (" Exclusions
User Interface
Excluded Applications
Updates
Antivirus
Antivirus Settings
Exclusions
Sandbox

oud antivirus\

EA\my safe programs\*

»  Next, click the 'Browse..." button and navigate to the file you want to modify or make the required changes
for the file path in the 'Edit Exclusion' dialog and click ‘Apply'.

To remove item(s) from Excluded Paths

«  Select the target item(s) and click 'Remove' at the top:
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COMODO

General Settings g Exclusions

Antivirus

Exclusions

Sandbox

EANCCAV_configsh\ccav_configaoml

File Rating

«  Click 'Apply' for your settings to take effect.

Excluding Programs/Applications from Real-time Scans

»  The 'Excluded Applications' screen lets you exclude programs from real-time virus scans.

«  Applications which you chose to 'Ignore' in an antivirus alert or in the Scan Results window are
automatically added to this list.

*  You can manually add and remove programs to/from the list as required
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COMODO setiings

General Settings Tr Exclusions

User Interface
Excluded Paths
Updates
Antivirus L 4 ®

Edit Remove
Antivirus Settings I

Exclusions LI | path
Sandbox

Sandbox Settings

Sandbox Rules

Protected Files/Folders
File Rating

File Rating Settings

Trusted Applications

Submitted Applications

Trusted Vendors

Manually adding applications to the 'Exclusions’ list

You can add applications to be excluded, by selecting the applications installed on your computer or by choosing a

currently running process.
To add an item to Excluded Applications
»  Click 'Add" at the top of the 'Excluded Applications' pane.
coOMODO

General Settings Exclusions

Exclusions Applications
Sandbox

sandbox Settings

sandbox Rufes

You can choose to add an application by:

Browsing your computer for the application - This option is the easiest for most users and simply allows you
to browse the files which you want to exclude from a virus scan.

Selecting it from the running processes - This option allows you to browse to the files which you want to
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exclude.
Browsing to the Application
»  Choose '"Applications' from the 'Add' drop-down

- Navigate to the file you want to exclude and click 'Open’.

coMODO

General Settings Exclusions

Antivirus

Exclusions Applications
Sandbox

L E Open
- w « Chrome » Application »

Organize « Mew folder ks -
B videos * Name Diate modified
& Local Disk () 56.0.2924.57
Perflogs Dictionaries
Program Files SetupMetrice 22172007 555 AM
Program Files ( @ chrome 2/20/2017 12:37 PM
Users
Windows
Windows.old
Windows10Up
W CD Drive (D) Vir v ¢ 3

File name: | chreme | ENE Files{*.exe) e

The file will be added to excluded applications.
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General Settings Exclusions

User Interface
ded Paths
I._I[:

Antivirus

Exclusions

] C\Program Files\Google\Chrome\Applicatiom\chrome.exe

File Rating

File Rating

»  Repeat process to add more items.
Click 'Apply' for saving your settings. Excluded items will be skipped from future real-time scans.
Adding application from running processes

«  Choose 'Running Processes' from the 'Add' drop-down
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COMODO settings

General Settings Exclusions

Antivirus
Exclusions

Sandbox

: ._.1n]".,l"-.u.‘n.rrglf-\,i"_:r- rome' 4 F_\Flll.rHfll'lrlll..-!'h[l'Jl'l'IE'.E'Z{F-

Sandbox Se COMDDD -
Sandbox Ru
Application Mame

Alist of currently running processes in your computer will be displayed.

»  Select the process whose target application you wish to exclude and click 'OK'.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 102



Creating Trust Online®

Comodo Cloud Antiviry/s,,-/usemﬁida/ comoDo

COMODO s«

General Settings Exclusions

User Interface
Excluded Paths
Updates

Antivirus + p

Add E l'i it

Antivir
[

Exclusions

Sandbox

D CAProgram Files\Mozilla Firefox\firefox.exe

File Rating

File Rating Set

«  Repeat the process to add more items
»  Click 'Apply' for saving your settings. The applications will be skipped from future real-time scans
Search Options

You can use the search option to find a specific excluded application from the list by clicking the search icon at top-
right.
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Exclusions

. CAProgram Files\hMozilla Firefoxyfireiowexe

OO0

| Settings Exclusions

dnterfa: .

CAProgram Files\Mozilla Firefox\firefox.exe

«  Enter the name of the application in full or part in the search field
«  The search results will be displayed
»  Click the icon 'X" in the search field to close the search option
To edit the path of the application added to Excluded Application
»  Double-click on the item
OR
»  Checkbox the application and click 'Edit' at the top

COMOD O cdit Exclusion

»  Next, click the 'Browse..." button, navigate to the file you want to modify and click 'Apply'. Alternatively, type
the file path into the field and click '‘Apply".

To remove item(s) from the Excluded Applications

«  Select the item(s) and click 'Remove' from the top.
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COMODO settings
General Settings N1 Exclusions

User Interface
Excluded Paths
Updates

Antivirus

CAProgram Files\Google\Chrome\Application\chrome.exe
Protected Files/Folders
File Rating

File Rati

Trusted Vendors

+  Click 'Apply" in the 'Settings' dialog for your settings to take effect.

6.3.Sandbox Settings

If CCAV encounters a file that has a trust status of 'Unknown' then you have the option to automatically run that file in
the sandbox. Files running in the sandbox are isolated from the rest of your computer and your data to prevent them
from causing damage. The sandbox configuration section allows you define how unknown files should be handled
and to configure sandbox rules.
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COMODO set

General Settings

-_l | Sandbox Settings

User Interface
LT IR |:|Enab|e Auto-Sandbox
Antivirus

Antivir

Exclusions
Sandbox

Sandbox Settings

d File
File Rating
File Rating Se

» the interr

Refer to the following sections for more details:
«  Sandbox Settings
« Sandbox Rules

«  Protected Files/Folders

6.3.1. Sandbox Settings

The sandbox settings area allows you to configure your overall sandbox policy.
To open sandbox settings
»  Click the 'Settings' icon on the left then 'Sandbox' > 'Sandbox Settings'
OR
+  Click the 'Sandbox' link under 'Realtime Protection' on the home screen
OR

»  Right-click on the CCAV system tray icon (or the widget) and choose 'Sandbox Settings' from the options.
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"  Sandbaox
Game Made

Widget

Antiirus Settings

Scan

Open...

COMODO
General Settings Sandbox Settings

Enable Auto-S5andbox

Antivirus

Sandbox

Sandbox Settings

Met Traffic Contrel Over Sandboxed Apps

File Rating

+  Enable Auto-Sandbox - Switch automatic sandboxing on or off. Default = On.
« Ifyou disable the sandbox then any sandbox rules you have created will be disregarded.
« If you enable the sandbox, you have the following options:

»  Sandbox all untrusted applications - CCAV will automatically run 'unknown' files and
applications in the sandbox. A file can have one of three trust statuses - Trusted, Untrusted or
Unknown. ‘Trusted' files are those that are either on the Comodo white-list of known-good
applications or have been manually trusted by the user. Trusted files are allowed to run
outside the sandbox. 'Untrusted' files are usually viruses and other forms of malware and will
be quarantined by the antivirus scanner. '‘Unknown' files are those which are neither 'Trusted'
nor 'Untrusted'. As their precise intentions are not yet known, we run these applications in the
sandbox. If they later transpire to be malicious, they will not have been able to cause damage
to your computer or data because they were sandboxed.

»  Run only safe applications - Only applications from Trusted Vendors or those in your list of
Trusted Applications will be allowed to run on your computer. All other applications will be
blocked.
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+  Ask for untrusted files - Instead of automatically sandboxing unknown files, CCAV will show
you an alert and offer you the choice of sandboxing the application or running it normally.

« Enable Sandbox indicator - CCAV will display a green border around an application if it is running
in the sandbox. Disable this setting if you do not want to see this border.

« Enable Viruscope - Viruscope monitors the activities of processes running on your computer and
alerts you if they take actions that could potentially threaten your privacy and/or security. Viruscope
alerts give you the opportunity to quarantine the process & reverse its changes or to let the
process continue. Viruscope forms another layer of security on top of the core antivirus protection
and helps CCAV to control and evaluate the behavior of sandboxed applications.

« Do NOT show Viruscope pop-up alerts - Allows you to configure whether or not CCAV should
show an alert if Viruscope detects a suspicious activity. Choosing 'Do not show" will minimize
disturbances but at some loss of user awareness. If you choose not to show alerts then detected
threats are automatically quarantined and their activities are reversed.

« | want to enable 'Cloud based Behavioral Analysis of unrecognized programs by submitting them
to Comodo automatically in compliance with Comodo Privacy Policy' - Any file that is identified as
unknown is sent to the Cloud server for behavior analysis. Each file is executed in a virtual
environment on Comodo servers and tested to determine whether it contains any malicious code.
The results will be sent back to your computer in around 15 minutes. Comodo recommends users
leave this setting enabled. If you disable this setting, an alert to submit unknown files will be
displayed. Refer to 'Understanding CCAV Alerts' for more details.

«  Copy any shortcuts created by sandboxed applications to my desktop - Will place a duplicate of
any shortcuts created by sandboxed applications onto the desktop of your local machine. This
allows you to open the application faster and also alerts you to the fact that the application created
a shortcut. Clicking the local shortcut will run the application in the sandbox.

»  Net Traffic Control Over Sandbox Apps

+  Block incoming connections to sandboxed applications (so they can't act like a server or listen
for connections) - Will prevent sandboxed applications from accepting TCP internet
connections from external sources. This stops potentially malicious applications from receiving
instructions from their control server.

- Block outgoing connections from sandboxed applications (so they can't send data out of your
system) - Will prevent sandboxed applications from making TCP internet connections to
external sources. This stops potentially malicious applications from broadcasting your
confidential data without your knowledge.

«  Add these applications to Exclusion and allow them to connect to the internet by overriding
the above settings - Specify applications that will be allowed incoming or outgoing connections
to the internet, even if sandboxed.

To define exclusions for items

+  Click the 'Exclusion' link. The 'Exclusions' dialog will contain ‘Applications' and
'Running Processes' options available at top-right:
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COMO DO Exclusions

Running

»  Applications - Specify applications that will be added to the exclusion

« Running Processes - Allows you to select an application from the list of currently running
processes, so that the parent application of the chosen process will be added to the exclusion.

» To edit an exception, select it from the list, click the 'Edit' at the top or double-click on it
«  Change an application location path and click 'Apply' to implement your settings

Note: Sandboxed applications will not have access to the clipboard. This is to prevent apps from transferring
potentially malicious content outside the sandbox.

«  Click 'Apply" for your settings to take effect.

6.3.2. Sandbox Rules

The 'Sandbox Rules' interface allows you to add custom sandboxing rules for particular applications. This can be
useful, for example, for creating exceptions to your overall sandbox policy.

To open the 'Sandbox Rules' interface
«  Click the 'Settings' icon on the left of the home screen

e Click 'Sandbox' > 'Sandbox Rules'
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General Settings Sandbox Rules

Antivirus
Action

CAProgram Files\windowsapps\” Run outside Sandbox

Sandbox Rules

File Rating

The interface displays a list of existing rules along with the application path and the sandbox action associated with
it.

Adding a new rule
You can add new sandbox rules by specifying an application and the sandbox actions that should be applied to it.

To add a sandbox rule
«  Click 'Add" at the top of the 'Sandbox Rules' interface to open the 'Add Sandbox Rule' dialog.
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COMODQ setiing:
General Settings
User Interface

Updates

Antivirus

Antivirus Settings Path

Exclusions [ ] c\program files\windowsapps\®

Sandbos COM O D O Add sandbox Rule

ndbo Run in Sandbox

»  Choose the action to be applied from the drop-down at the top. The available choices are:

« Runin Sandbox - The application you choose will always run in the sandbox. This is useful, for
example, if you wish to sandbox an application from an untrusted vendor. Similarly, you may wish to
sandbox your internet browser so that you can surf from within a security hardened environment.

« Run outside Sandbox - The application you choose will always run outside of the sandbox. This is
useful, for example, if you wish to create an exception for an application that CCAV considers
untrusted. This situation can occur for beta software, unsigned software or applications from relatively
new vendors.

+  Block -The application you choose will be prevented from running by CCAV.
»  Next, specify the application or folder to which the rule should apply. You have the following options:
«  Enter the path of the application \ folder directly - Type or paste the full path of the in the field provided.

- Browse your computer for the application \ folder - Click the 'Browse' button and select 'Application’ or
'Folder

Select an application from running processes - Click the 'Browse' button and choose 'Running
Processes' to select an application from processes which are currently running on your PC.

«  After choosing your application/folder, click '‘Apply" in the 'Settings' dialog for your rules to take effect.
*  Repeat the process to add more rules.
«  Click 'Apply' from the 'Settings' dialog for your rules to take effect.

Editing a rule

» To edit a rule, double click on it.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved il



Creating Trust Online®

Comodo Cloud Antivirus - User Guide”™  comono

=

-

COMDDO Add Sandbox Rule

Run in Sandbox

CA\Program Files\Rainmeter\Rainmeter.exe

The edit dialog is similar to the 'Add Sandbox Rule' dialog. Refer to the explanation above for more details.
- Toremove a rule, select the check-box next to the rule name and click 'Remove'.

Note 1. You must enable the sandbox in 'Sandbox Settings' if you want to implement rules. If you disable the
sandbox then all rules will be disregarded.

Note 2. If the sandbox is enabled, then CCAV prioritizes rules as follows:
1. Sandbox rules for a particular application have top priority.

2. Sandbox settings have 2™ priority (the check-boxes next to 'Enable Auto-Sandbox):

6.3.3. Protected Files/Folders

Protected files and folders cannot be seen, accessed or modified by any application running inside the sandbox. The
protected file/folders area lets you define the paths of the items you wish to protect.

To open the “Protected Data Files/Folders” area
«  Click the 'Settings' icon on the left of the home screen

«  Select 'Sandbox' > 'Protected Files/Folders'
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Antivirus
Antivir

Exclusions
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Protected Files/Folders
File Rating
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The interface displays a list of protected files or folders and their paths.

To add a new file/folder
»  Click the 'File' or 'Folder" at the top of the 'Protected Files/Folders' interface

«  Browse to the file or folder you wish to protect
«  Click 'OK'/'Open":
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The file/folder will be added to the 'Protected File/Folder' list.

»  Repeat the process to add more files or folders

«  Click 'Apply' from the 'Settings' dialog for your settings to take effect

To edit a folder
«  Select the folder you wish to edit
+  Click the 'Edit' button (or simply double click on it).
« The 'Edit Protected File/Folder' dialog will appear:

Click 'Browse' to change the file or folder path
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«  Click 'Apply" to save your changes
+  Click 'Apply" in the 'Settings' dialog for your rules to take effect.

6.4.File Rating Settings

The file rating system is a cloud-based file look-up service (FLS) that ascertains the reputation of files on your
computer by consulting a global database. Whenever a file is first accessed, CCAV will check the file against our
master whitelist and blacklists and will award it trusted status if:

»  The application/file is included in the local "Trusted Applications' list
»  The application is from a vendor included in the 'Trusted Vendors' list
«  The application is included in the extensive and constantly updated Comodo safelist

Trusted applications are excluded from monitoring by Auto-Sandbox - reducing hardware and software resource
consumption.

The 'File Rating' area allows you to view and manage the list of Trusted Applications and Trusted Vendors and to
view the files submitted to Comodo for analysis.
COMODO settings
General Settings 5 File Rating Settings
User Interface
Updates

Antivirus

File Rating

File Rating Settings

Trusted Applications

Submitted Applications

Click the following links to jump to the section you need help with:
« File Rating Setftings - Configure settings that govern the overall behavior of file rating.
«  Trusted Applications - Add and manage applications to local "Trusted Applications' list.
+  Submitted Files - View any files already submitted to Comodo for analysis.

+  Trusted Vendors - View the list of trusted software vendors and manually add vendors.
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6.4.1. File Rating Settings

The 'File Ratings Settings' area lets you configure the length of time that file ratings from the cloud server are
considered valid.

To open the 'File Rating Settings' interface
»  Click the 'Settings' icon at the top left of the CCAV home screen
»  Click 'File Rating' > 'File Rating Settings' on the left

COMO DO settings

General Settings s File Rating Settings
User Interface
Updates t potentially un

Antivirus

Sandbox

Protected Files/Folders

File Rating

File Rating Settings

+  Cloud file rating expires after NN days - In order to determine its run-time privileges, CCAV consults a
file's rating whenever you access the file. This rating is obtained from Comodo's cloud-based file
ratings server and is then cached locally to speed-up subsequent executions. This settings allows you
to specify the number of days for which a cached rating should be considered valid (Defaulf = 10 days).
When this period has elapsed, CCAV obtains updated ratings from the cloud server.

«  Detect potentially unwanted applications - When this check box is selected, CCAV also scans for
applications that (i) a user may or may not be aware is installed on their computer and (i) may
functionality and objectives that are not clear to the user. Example PUA's include adware and browser
toolbars. PUA's are often installed as an additional extra when the user is installing an unrelated piece
of software. Unlike malware, many PUA's are 'legitimate’ pieces of software with their own EULA
agreements. However, the 'true' functionality of the software might not have been made clear to the
end-user at the time of installation. For example, a browser toolbar may also contain code that tracks a
user's activity on the Internet. (Default = Enabled)

«  Click 'Apply' for your settings to take effect.
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6.4.2. Trusted Applications

Files with a 'Trusted' rating are automatically allowed to run outside the sandbox. Files are given 'trusted' status if:

«  The application is from a vendor included in the Trusted Software Vendors list;
«  The application is included in the extensive and constantly updated Comodo safelist.
» The application has been added to the "Trusted Applications' list.

For files assigned 'Trusted' status by the user, CCAV generates a hash or a digest of the file using a pre-defined
algorithm and saves in its database. When you open a file, a new digest is instantly created for it and compared with
the database of hashes belonging to trusted files. So, even if the file name is changed later, it will retain its "Trusted'
status as the hash remains same.

By granting 'Trusted' status to executables you can reduce the amount of alerts that the sandbox generates while
maintaining a high level of security. This is particularly useful for developers that are creating new applications that
are unknown to the Comodo safe list.

Creating your own list of Trusted Files' allows you to define a personal safe list of files to complement the default
Comodo safe list.

The Trusted Applications' interface allows you to add and manage files to 'Trusted Applications' list.
To open the Trusted Applications' interface
+  Click the 'Settings' icon at the top left of the CCAV home screen

«  Choose 'Trusted Applications' under 'File Rating' on the left

COMODQO setiinc:
General Settings Trusted Applications

User Interface

Updates
Antivirus Q. Application Name

atayl Comodo Dragon

nsISON NSIS plug-in

Protected Files/Folders

File Rating

File Rating S

Trusted Applications

The interface displays a list of files added as "Trusted Applications' with the following details:

« Path - The installation path of the application/executable file
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«  Application Name - The name of the application/executable file

You can search for specific application(s) from the list by clicking the search icon ® i the table header and entering
the name of the application in part or full.

To add an item to the Trusted Applications list
»  Click the 'Add' button at the top of the 'Trusted Applications' interface

COMODO seting:

e Trusted Applications
User Interface

Updates

Antivirus

Applications

Running Processes

Exclusions

You can add an application by :

«  Browsing your computer - Enables you to select files on your hard drive(s) that you want to add to your list
of trusted applications.

Selecting from running processes - Enables you to choose files from processes which are currently running
on your system.

To add an application from your computer
»  Choose '"Applications' from 'Add' drop-down

» Navigate to the file you want to add to 'Trusted Applications' in the 'Open’ dialog and click 'Open’.
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COMODO:

General Settings

User Interface

Antivirus
Applications
Antivirus Seftings Running Frocesses
] i bution\down
Exclusions
£
Open >
- S ; » ThisPC * Downloads v O Search Downloads L
Organize « Mew folder Bz~ [N 0
@ Docurments i Mame Date modified Type ™
< Downloads Y cesetups23 (1) 11/10/2016 £07 PM  Applic
D Music L) cesetup523 11/10/2016 409 PM  Applic
| Pictures @ CCViewer (1) 1172172016 2238 PM Windo
B videos ﬁ_.'-?—r! CCViewer 11/17/2016 518 PM Windo
e || ocal Disk (C3) ﬁ'_:jjl cocc_2fDmBEKZ_installer 12/20/2016 3:54 PM Windao
8% CD Drive (D) Vi i cocc_ddj0Irdi_installer 10/25/2016 257 PM  Windo
’ rive (D) Vir
ﬁ! cocc_mB81TWWVRYw_installer 10/25/2016 &18 PM Windo
External_disk (F:
R ﬁg cocc_wedpllls_installer 111472016 1:33 PM Windo
o External_disk (F:) ﬁ_."?'r! cocc_AMNfkW3nE_installer 10/25/2016 3:07 PM - Windo
L >
File name: | CCViewer | | All Files{**) w |
Open hal Cancel

This file will now be added to the trusted applications list.
*  Repeat the process to add more items.
«  Click 'Apply' to save your settings.

To add applications from Running processes

+  Choose 'Running Processes' from the 'Add' drop-down.
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COMOD O settings

General Settings (’:f__;. Trusted Applications

User Interface

Updates : b

Antivirus &

e e

Antivirus Settings :
g Running Processes

| P =

- __Ttwaredistnbutionh o
Exclusions

COM DDO Browse for Processes

Application Name

Memory Compr

BB cervices.ex

»  Select the application from the running process you wish to add to trusted applications and click 'OK'".

The selected applications will be added to the "Trusted Applications' list.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved




Comodo Cloud Antivi(g/s,,:,Hseﬁft]ide// comoDo

Creating Trust Online®

COMODQO settings
General Settings C Trusted Applications
User Interface
Updates
Antivirus Application Name
Antivirus Settings
Exclusions

Sandbox :
ugin.dil

CH\ empro \ W Comodo Dragon

File Rating

0
0
0
U
O
0
0
0

o
.
c\y
(3

E\Rainmeter-4.1-r2838-beta.exe Rainmeter Installer
File Rating S

Trusted Applications

»  Repeat the process to add more items.
«  Click 'Apply" to save your settings.
To remove item(s) from the Trusted Applications list
«  Select items to be removed from the "Trusted Applications' list and click the 'Remove' button at the top.
«  Click 'Apply' for your changes to take effect
To Purge item(s) from the Trusted Applications list
«  Click 'Purge'

CCAV will verify that all files in the list are actually installed on your computer at the paths specified. If not, the file will
be removed (‘purged') from the list.

6.4.3. Submitted Applications

Files identified as 'unknown' or 'malicious’ are uploaded to Comodo for Analysis. You can submit files that you
suspect of being 'false positives' (those files that you feel CCAV has incorrectly identified as malware). Once
uploaded, the files will undergo a series of automated tests to establish whether or not they are trustworthy. After
manual classification by Comodo Labs, they will be added to global white or black list accordingly.

The 'Submitted Applications' area allows you to view files you have submitted for analysis to Comodo.
To open the 'Submitted Applications' interface

«  Click the 'Settings' at the top left of the CCAV home screen to open the 'Settings' interface

«  Click 'Submitted Applications' under 'File Rating' on the left
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General Settings Submitted Applications

Antivirus

File Rating

Submitted Applications

The list of submitted file will be displayed with their details:
« Path - Indicates the location of the file on your computer
- Status - The precise status of the file submitted

« Type - Indicates the type of submit. This can include false positives and file submissions to Valkyrie. To see
the latest file verdict, scan the file again.

The are two available statuses on completion:
* Inprogress: The file is in queue, yet to be submitted
«  Submitted: File has been submitted successfully

You can search for specific application(s) from the list by clicking the search icon ® i the table header and entering
the name of the application in part or full.

» To remove all items from the list, click 'Clean’

» To refresh the list to view the latest items, click 'Refresh’

6.4.4. Trusted Vendors

There are three basic methods in which an application can be treated as safe. Either it has to be part of the Comodo
'Safe List' (of known-safe software), or the application is signed by one of the vendors in the "Trusted Software
Vendor List', or the file is added to 'Trusted Applications' list by the user.

Software publishers may be interested to know that they can have their signatures added, free of charge, to the
'master' Trusted Software Vendor List that ships with CCAV. Details about this can be found at the foot of this page.

The "Trusted Vendors' area in the settings interface allows you to view the list of Trusted Vendors added to CCAV by
default and allows you to add or remove Trusted Vendors.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 122



Creating Trust Online®

Comodo Cloud Antiviry/s,,-/usemﬁida/ comoDo

To open the Trusted Vendors' interface
«  Click the 'Settings' at the top left of the CCAV home screen to open the 'Settings' interface
»  Choose 'Trusted Vendors' under 'File Rating' on the left
COMOD O settings
Updates Trusted Vendors
Antivirus
Antivirus Settings

Exclusions

Sheridan !

File Rating

Continuing Education of the Bar
File Rating Settings

EXNP Inc

Trusted Vendors
Advanced Protection Akzentum GmbH

Browser Settings Protection ATP Tech., J5C

You can search for specific vendor(s) from the list by clicking the search icon ® in the table header and entering the
name of the vendor in part or full.

Click here to read background information on digitally signing software

«  Click here to learn how to Add / Define a user-trusted vendor

- Software Vendors - click here to find out about getting your software added to the list
Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to
verify:
i. Content Source: The software they are downloading and are about to install really comes from the
publisher that signed it

i. Content Integrity: That the software they are downloading and are about to install has not be modified
or corrupted since if was signed.

In short, users benefit if software is digitally signed because they know who published the software and that the code
hasn't been tampered with - that they are downloading and installing the genuine software.

The 'Vendors' that digitally sign the software to attest to it's probity are the software publishers. These are the
company names you see listed in the graphic above.

However, companies can't just 'sign’ their own software and expect it to be trusted. This is why each code signing
certificate is counter-signed by an organization called a 'Trusted Certificate Authority'. ‘Comodo CA Limited' and
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'Symantec' are two examples of a Trusted CA's and are authorized to counter-sign 3rd party software. This counter-
signature is critical to the trust process and a Trusted CA only counter-signs a vendor's certificate after it has
conducted detailed checks that the vendor is a legitimate company.

If a file is signed by a Trusted Software Vendor' then it will be automatically trusted by Comodo Cloud Antivirus (i
you would like to read more about code signing certificates, see http:/www.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in
question. For example, the main program executable for Comodo Cloud Antivirus is called 'ccav.exe' and has been
digitally signed.

»  Browse to the (default) installation directory of CCAV.

« Right-click on the file 'ccav_installer.exe'.

»  Select 'Properties' from the menu.

«  Click the tab 'Digital Signatures (if there is no such tab then the software has not been signed).

This displays the name of the CA that signed the software as shown below:

ccav_installer Properties X
Security Details Previous Versions
General Compatibility Digital Signatures
Signature list

Mame of signer: Dligest algorthm Timestamp

Comode Securty ... shal Tuesday, February 21...
Comodo Securty ... shaZ2be Tuesday, February 21...

Detail=

Cancel Apply

»  Select the CA and click the 'Details' button to view digital signature information.

«  Click 'View Certificate' to inspect the actual code signing certificate (see below):
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Digital Signature Details 7 =

General  Advanced
— » Digital Signature Information
s This digital signature is OK,

Signer information

Mame:

|comoda Security Solutions, Tne
E-mail: |Nnt available
Sagring time: [Tuesday, February 21, 2017 7:58:49 FM

Countersignatures

E-mail address:

i COMODO SHA-2... Mot available

E MName of signer:

Timestamp
Tuesday, February 2...

p | Certificate e

Generel | Detals  Certification Path

B Certificate Information

This certificate is intended for the following purpose(s):

» Ensures software came from software publisher
= Protects software from alteration after publication

* pefer to the certification authority's statement for details.

Isswed to:  Comodo Security Solutions, Inc

Issped by: COMODO RS54 Extended Validation Code Signing
CA

Valid from 1/12/2016 to 1/12/2013

Install Certificate... | | Issuer Statement

OK

It should be noted that the example above is a special case in that Comodo, as creator of ‘ccav_installer.exe', is both
the signer of the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the
vast majority of cases, the signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are different.

See this example for more details.

Adding and Defining a User-Trusted Viendor

A software vendor can be added to the local 'Trusted Software Vendors' list by reading the vendor's signature from

an executable file on your local drive.

To add a trusted vendor
»  Click the 'Add' button at the top of the interface
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COMODO

General Settings Trusted Vendors

Antivirus

H open

sandbox R 4 B » ThisPC » Downloads

Organize - Mew folder

al Mame

B This PC

[ Decktop i) cosetup523 02076 408
[ Documents nF’“ﬂD-SEt'-'F' 1171572016 :17PM  Applic
‘ Downloads Ig in_ﬂal::rul’u windons B \ , I _ - - e
iviewdd?_setu 11/9 6 1:35 PM Applic
d Misic :_a.nainmet;r-z-: U/ ISOPM  Appli
&=/ Pictures B revosetup
B videos B smart-defrag-cetup
. Local Digk () ‘-El studyminder_setup
\? CD Drive (O8) Vir m WMC-Viewer-8.0.1-Windows-64bit
Evtarnal dick 1Y % *
File name: WM -Viewer-6.0.1-Windows-64bit x EXE Files(*, exe) bt
__OFIT |v Cancel

» Navigate to the location of the executable your local drive. In the example above, we are adding the
executable 'VNC-Viewer-6.2.0-Windows-64bit.exe'.

»  Click 'Apply' for your settings to take effect.

On clicking 'Open’, CCAV checks that the .exe file is signed by the vendor and counter-signed by a Trusted CA. If so,
the vendor (software signer) is added to the Trusted Vendors list (TVL):
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General Settings 7 %

General | Advanced

Digital Signature Information
det | This digitel Sgnature is O,
Antivirus

Sgner infarmation

Mame: [Reavne Ltd

vendors (Signer Mame

E-mail: Mot avalabie

Sandbox

Siggg time: [Fricay, Movember 18, 2016 11:36:21PM

View Certificate
Counlersgnatures
RealvmC Ld Mame of signer: E-mal address: Timestamp
File Rating — ) Symantec SHAZ., Mot avaiable Friday, Navember 18...

Trusted Vendors

In the example above, CCAV was able to verify and trust the vendor signature on 'VNC-Viewer-6.2.0-Windows-
64bit.exe' because it had been counter-signed by the trusted CA 'Symantec'. The software signer 'RealVNC LTD' is
now a ‘Trusted Software Vendor' and is added to the list. All future software that is signed by the vendor '‘RealVNC
LTD'is automatically added to the Comodo Trusted Vendor list.

If CCAV cannot verify that the software certificate is signed by a Trusted CA then it does not add the software vendor
to the list of Trusted Vendors'.

Note: The 'Trusted Software Vendors' list displays two types of software vendors:

«  User defined trusted software vendors - As the name suggests, these are added by the user by the
method outlined earlier. These vendors can be removed by the user by selecting and clicking the
'Remove' button.

«  Comodo defined trusted software vendors - These are the vendors that Comodo, in it's capacity as a
Trusted CA, has independently validated as legitimate companies. If the user needs to remove any of
these vendors from the list, it can be done by selecting the vendor, clicking ‘Remove' and restarting
the system. Please note that the removal will take effect only on restarting the system.

The Trusted Veendor Program for Software Developers

Software vendors can have their software added to the default 'Trusted Vendor List' that is shipped with Comodo
Cloud Antivirus. This service is free of cost and is also open to vendors that have used code signing certificates from
any Certificate Authority. Upon adding the software to the Trusted Vendor list, CCAV automatically trusts the software
and does not generate any warnings or alerts on installation or use of the software.

The vendors have to apply for inclusion in the Trusted Vendors list through the sign-up form at
http://internetsecurity.comodo.com/trustedvendor/signup.php and make sure that the software can be downloaded by
our technicians. Our technicians check whether:
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« The software is signed with a valid code signing certificate from a trusted CA;

«  The software does not contain any threats that harm a user's PC;
before adding it to the default Trusted Vendor list of the next release of CCAV.

More details are available at http:/finternetsecurity.comodo.com/trustedvendor/overview.php.

6.5.Advanced Protection Settings

The 'Advanced Protection' section allows you to view and configure whether 3rd party applications are allowed to
modify browser settings.

COMODOD
Browser Settings Protection

Antivirus

Permission

File Rating

Advanced Protection

Browser Settings Protection

Refer to the following section for more details:

- Browser Settings Protection

6.5.1. Browser Settings Protection

Browsers that are protected include IE, Comodo Dragon, Ice Dragon, Firefox, Chrome and Chromodo. If protection
is switched on, the blocked apps will be automatically added to the list. You can also manually add individual apps
and configure their browser access settings.

To open the 'Browser Settings Protection’ interface
«  Click the 'Settings' at the top left of the CCAV home screen to open the 'Settings' interface

»  Choose 'Browser Settings Protection' under 'Advanced Protection’ on the left
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Browser Settings Protection

Antivirus

Permission

File Rating

Advanced Protection

Browser Settings Protection

- Enable browser settings protection - Switch browser protection on or off.
- Ifdisabled, any protection that you have created will be disregarded.
« If the protection is switched on, the blocked apps will be automatically added to the list.
The interface displays a list of applications added with the following details:

« Path - The installation path of the application
+  Permission - Indicates whether 3" party applications are allowed to alter the browser settings or not

You can search for specific applications(s) from the list by clicking the search icon ® i the table header and
entering the name of the browser in part or full.

Adding an application
You can add new a application and the protection status that should be applied to it.

To add applications to the protection list

»  Click 'Add" at the top of the 'Settings' interface to open the 'Browser Settings' dialog.
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> Browser Settings Protection

Sandbox
Sandbox Settings Q Permission
Sandbox Rules
Protected Files/Folders

File Rating

File Rating Settings

Submitted Appli

Trusted Vendors

«  Choose the action to apply from the drop-down at the top.
The available choices are:

+  Allowed - Browsers in the system will allow 3" party applications to modify the settings, for example, to
gather information by accessing cookies to analyze your browsing habits and so on.

+  NotAllowed - CCAV will block 3" party applications from altering browsers' settings and provide an
alert.

«  Next, specify the application for which the settings should apply.
You have the following options:

»  Enter the path of the application - Type or paste the full path of the application in the field provided.

«  Browse your computer for the application - Click the 'Browse' button and select 'Application’, navigate
to the application and click 'Open’

»  Select an application from running processes - Click the 'Browse' button and choose 'Running
Processes' to select an application's processes which are currently running on your PC.

«  After choosing your application, click 'Apply' for your settings to take effect.
«  Repeat the process to add more applications.
«  Click 'Apply' from the 'Settings' dialog for your protection settings to take effect.

If you feel that a safe application is blocked from modifying the browsers' settings, you can edit the settings to allow
it.

Editing browser settings

«  Select and click the 'Edit' button at the top or simply double-click on it.
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COMO D O erowser Settings

Mot Allowed -

chprogram files (x86)\mozilla firefox\firefox.exe

The edit dialog is same as 'Browser Settings' dialog. Refer to the explanation above for more details.

» Toremove an application from the list, select the check-box next to the application's name and click
'‘Remove'.

An example of the alert for a protected browser is shown below:

7.Getting Live Support

Comodo GeekBuddy is a personalized computer support service provided by friendly computer experts at Comodo.
GeekBuddy technicians can help solve most computer issues through web-based chat sessions. Do you need help
to get rid of a particularly nasty virus? Has your computer slowed down to a crawl for no apparent reason? Are you
having trouble setting up that wireless router you just bought? GeekBuddy techs can offer you expert guidance and,
with your permission, can even remote-desktop into your computer and fix your problems while you sit back and
watch. No longer do you need to make time consuming calls to impatient help desk support staff. Instead, just sit
back and relax while our friendly technicians do the work for you.

To get instant support

»  Click the 'Live Support'icon on the menu icon bar
OR
«  Click the 'Help" icon at the top right of the interface and choose 'Live Support'

A web based chat will start on your default browser. You will be connected to a Geekbuddy technician.

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 131



COMODO

Creating Trust Online®

B GeekBuddy Chat X .

€ s |'-'-.'5.Iivepcsuppﬂrt-CUm.-"'I35' fi"| =

We are connecting you to a support technician. Type your issue or your invitation
code below.

Mever fear.
GeekBuddy
is here!

My computer is sluggish. Can you help speeding it up?|

Send

Chat away! Ask for help with any issue that you are experiencing with your PC. The technician will assess your
problem, offer advice, work with you to fix issues, and can even connect to your PC and perform system
maintenance.

Visit https://www.geekbuddy.com/ for more details.

8. Viruscope - Feature Spotlight

Comodo Cloud Antivirus (CCAV) provides unrivaled protection against new malware by automatically running
unknown files inside a sandbox. Unknown files are those that are neither definitely bad (blacklisted malware) nor
definitely good (whitelisted). If the file is harmless it will run as normal. If the file turns out to be malicious, it will not
have been able to cause damage because it was denied access to your data and the underlying operating system.

But what do we do to evaluate the behavior of unknown files in the sandbox? Enter Viruscope.

Viruscope is a behavior analysis technology built into CCAV that monitors the activities of sandboxed processes and
installers and alerts you if they take actions that could threaten your security.

You will see an alert if Viruscope discovers a sandboxed process or an installer/updater is behaving in a suspicious
manner:

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 132


https://www.geekbuddy.com/

Comodo Cloud Antivirus - User Guide”  comono

Creating Trust Online®
-~

COMODQ viruscope

&:\ GenericInfector 4

Location: ChUsers\764DesktopivtPath32.exe

« If you are not sure of the authenticity of the parent application indicated in the 'Location' field, you can move
it to quarantine by clicking 'Clean'.

« Ifitis an application you trust, you can allow the process to run by clicking 'lgnore'.

« To view the activities of process, click the 'Show Activities' link at the bottom right of the alert:

COMODO

Application Activities

The activity that the process
performed as detected by
Viruscope

Displays the name and location

aof the file affected by the action

Viruscope identifies zero-day malware by using a sophisticated set of behavior 'Recognizers', each of which can
detect actions typical of a malicious application.

What are behavior recognizers?

Viruscope behavior recognizers detect suspicious activities in multiple functional areas. Recognizers monitor the
following activity events:
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File activities:
«  Create/Modify/Rename/Delete file.
«  Setfile attributes.
»  Setfile time to past.
Registry activities:
«  Create/Rename/Delete registry key.
»  Set/Delete registry key value.
Process activities:
»  Create/Terminate process.
« Load file image.
«  Other process activities.
Technically, the core Viruscope technology contains the following items:
» Tree of all active processes. This tree includes all processes-tracked or not.

«  Queue of activities. |0 threads receive activities from a target application and pushes them to a queue.
These activities are then processed sequentially by a worker thread.

»  Per-process activity list. Each process has a list of activities which belong to it. A Viruscope worker thread
audits all activities executed by a running process and adds them to the activity list for this particular
process.

It will use these items to execute the following tasks:

«  After queuing the activities of each process, the worker thread will sequentially send each one to the
behavior recognizers for analysis.

«  Arecognizer may traverse the entire process tree and activity list created by Viruscope.

«  Arecognizer may build its own process tree (the default recognizer uses this technique) and/or queue of
activities (the default recognizer doesn't use a cache of activities)

This flowchart describes the activity inspection process of a sample Viruscope recognizer:
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Viruscope is another key layer of security in the CCAV arsenal, taking our protection beyond that found in any other
antivirus product. Our real-time virus monitor protects you against known threats, while auto-sandboxing protects you
against unknown threats. With Viruscope on top, you also get proactive warnings about brand new malware.

9. Comodo Internet Security Essentials

What is Comodo Internet Security Essentials?

Comodo Internet Security Essentials (CISE) protects you from man-in-the-middle attacks during online banking and
shopping sessions by verifying that sites you connect to are using a trusted SSL certificate.

CISE runs as a background process and will alert you if a site uses a potentially malicious certificate. You will have
the option to discontinue the connection (recommended) or to continue.

Internet Security Essentials

Warning! A potential security breach has been detected.
Leam More

chrome exe E

www.example com

What would you like to do a

| N Protect me and block the website access

> I choose to continue

Website will be opened In current browser

CISE blocks man-in-the-middle attacks attempts by verifying certificates against Comodo's trusted root certificate list.
This functionality is especially important if you are accessing sensitive websites while on a public Wi-Fi such as
those found in an cafe, park or airport.

What is a man-in-the-middle attack?

Man-in-the-middle attacks occur when an attacker forces a client to connect to a server other than the one that the
client intended to connect.
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By injecting a fake root certificate into the Windows certificate store, malicious actors can often fool browsers into
trusting a connection to a server operated by an attacker. This is known as certificate root poisoning and is the most
commonly used technique for launching man-in-the-middle attacks. If successful, all data sent from your browser
would be routed through the attacker’s server. The following diagram shows a typical man-in-the-middle attack:

@ .

Malware embeds a fake

trusted root certficae in users * —
cartificate store ®
o _@_ = — " Browser shows trusted lock

because the fake root

~Malicious Software ceriificate has already been
in stalled on end point installed Local
User requests access to
https: hww shop.com
but in fact connects to a @ Proxy re-encrypts the data with
MITM server set up by Fake fake certificate for
the attacker. i SR Gl www.shop. com and relays it
bl el back to user over secure’
connection. This maintains the
ilusion that the use is connected
to the genuine website
‘.f & A

® STINE AN HTTPS traffic between the user and
';1 (a. E‘ the real websit e is intercepted and
decrypted by the MITM server. This can
include credt card data, social security
(®)  numbersand other confidential data

MITM server detects a HTTPS
reguest generafes a fake ¥
certificate for www shop.com

and sends it to the browser -
thus establishing a trusted and t =
secure connection. -

MITM Web Genuine www.shop.com
Sewer website

MITM server simultaneously impersonates end-user
by negotiating a separate conneclion o Internet
ww shop. com, requesting its (genuine) certificate. It
takes the users passwords to login atthe genuine
website,

How does Comodo Internet Security Essentials protect me from a man-in-the-middle attack?

Comodo Internet Security Essentials blocks these attacks by independently verifying all certificates used for secure
connections against an internal, verified list of trusted root certificates. The following diagram shows hows CISE will
thwart a man-in-the-middle attack:
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Malware embeds fake trusted ”

rOd_CEI‘tiﬂCETE in users : — User can block the connection
cerificate store on endpoint @ and is protected fromthe MITH
: aftack
- - - —

Malicous Software
installed on endpoint

® ® Local
#ns:; ;mﬁsi::pc&srﬁ to Internet Se.'_ul.'t,' Essentials Comodo Internet Security
h i feticar st o 0 Essentials intercepts the
MITM server set up by certificate, discovers it is not
the attacker == signed by a root in its trusted
@ store and shows an alert to the
Eake user.
wisw. shop.com
A
As before, MITM server detects
a HTTPS request, generates a
fake certificate for
www.shop.com and sends it to
the browser. lnternet
MITHM Web Genuine wwaw. shop.com
Server website
MITM server never receives customer credentials so
cannat login o the user's account at the genuine
website. '

What is the install location of Comodo Internet Security Essentials?
By default, Comodo Intenet Security Essentials is installed at:

C:\Program Files (x86)\Comodo\Internet Security Essentials

How do | remove Comodo Internet Essentials?

Internet Security Essentials installs as a standalone program and must be removed separately. Uninstalling the
application that CISE was bundled with will not remove nor deactivate the program.

To remove Comodo Internet Security Essentials:

«  Open the Windows control panel then open 'Programs and Features' (or '"Add/Remove Programs' on older
versions of Windows)

«  Select 'Internet Security Essentials' in the list of programs
+  Click 'Uninstall’
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Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall

Marme Publisher

& Intel® USB 3.0 eXtensible Host Controller Driver Intel Corporation
|Ir1terr1et Security Essentials Comodo

[£:Java 8 Update 77 Oracle Corporation

D Lenowveo Aute Scroll Utility

+  The uninstallation wizard will start. Click 'Uninstall' to remove the program:

C O M O D O internet Security Essentials x

|ty Essentials

R Repair
Fix issues that might have caused slowdowns or crashes.

Uninstall

Uninstall Internet Security Essentials
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COMODO internet Security Essentials

% Repair
Fix issues that might have caused slowdowns or crashes.

Uninstall

Uninstall Internet Security Essentials

» Please provide us with valuable feedback by specifying the reason that you are uninstalling Comodo
Internet Security Essentials:
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curity Essentials

Please tell us why you are leaving:

[O] This product took up too much of my PC's resources
[C I received too many alerts

[O] This product was blocking programs I wanted to run
[ Mot satisfied with overall product

[[] 1 found another program I like more

Other (please specify)

«  Click 'Next' to complete the uninstall:
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Delete Drivers... 80%

That's it! Click 'Finish' to close the program.

9.1.Understanding Alerts

If Comodo Internet Security Essentials (CISE) detects that a website is potentially using a fraudulent certificate, it will
present you with an alert similar to the following:
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Internet Security Essentials

u Warning! A potential securnity breach has been detected.

Learmm More

chrome. exe E

WWW_example. com

What would you like to 1o a

| o Protect me and block the website access

> I choose to continue

Website will be opened in current browse

The alert means that the website you are visiting may be fraudulent as it is using a certificate signed by a root that is
not in CISE's internal store of trusted root certificates.

« Protect me and block website access - Closes your connection to the website (recommended)

+ | choose to continue - Allows the connection to proceed as normal. Only choose this option if you are sure
the website can be trusted or is using, for example, a self-signed certificate that you have already been
made aware of. Do not choose this option if this is one of your regular shopping or banking websites.

You can exclude websites from CISE checks by clicking the cog icon in the alert:

chrome.exe E

www. example .com

What would you like to do? —} 'n'

This will open the CISE white-list configuration screen:
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Internet Security Essentials

Internet Security Essentials

Internet Security Essentials offers you a secure e-shopping environment by detecting and
eliminating potential security breaches. It protects your sensitive information; credit card and
financial data as well as protection against password theft.

EMABLE PROTECTION

While enabled, by default all HTTPS web sites will b2 monitored against man in the middle
attack.

Flease use following section to define any exclusion list of web sites that should not be
monitored while protection for all web sites is enabled:

b 4

Remove

[l | wWebsite Action Status

+  Click the 'Add' button to open the white-list configuration dialog:

Add White List 7 X

White list domain name: {e.g. www.google.com)

www.examplel.cam

Select the action when this website is visited | 0 20N ¥

oM -

Select the status when this website is visited
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+  Enter the URL of the web site you wish to exclude in the field provided.
- Select action when this web site is visited - 'No action' means CISE protection is switched off.
Select status when this website is visited - allows you to enable or disable the website action.

«  ON - Will apply the 'No action' action i.e. CISE protection is disabled for this site
«  OFF - Will not apply the 'No action' action - CISE protections will be enabled for this site.
To exclude a site, make sure the drop-down boxes are set to 'No action' and 'ON'".

+  Click 'Apply' to add the site to the white-list:

Internet Security Essentials

Internet Security Essentials

Internet Security Essentials offers you a secure e-shopping environment by detecting and
eliminating potential security breaches. It protects your sensitive information; credit card and
financial data as well as protection against password theft.

EMABLE PROTECTION

While enabled, by default all HTTPS web sites will be monitored against man in the middle
attack.

Please use following section to define any exclusion list of web sites that should not be
monitored while protection for all web sites is enabled:

b 4

Remove

Website Action Status

www.example.com Mo action OM

+  Click the 'Edit' button if you wish to modify CISE protection for a site

+  Click 'Remove' to delete a site from the white-list. Removing a site will automatically re-enable CISE
protection.

Click Here to find out more about Comodo Security Essentials.
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10. Comodo Support and About
Information

The 'Help" icon from the side menu icon bar lets you view the Comodo Cloud Antivirus online help guide; start a chat
support session with a technician at Comodo, submit suspicious files for analysis, check the application for upcoming
updates, collect system information to report for further sending it to our technicians, and view the current product
version, copyright information, and viruscope details.

Valkyrie Analysis Results

User Guide
Live Support

Submit File

Diagnostics Report

Check for Updates

«  User Guide - Opens the CCAV online help guide at hitps://help.comodo.com

« Live Support - Choose this option to chat with our technician for technical help for CCAV. A chat session will
start in your browser window and you will be connected to a Microsoft certified support technician at
Comodo. The expert support is available 24/7. Refer to the section Getting Live Support for more details.

Submit File - Allows you to manually submit a suspicious file to Valkyrie for analysis. Valkyrie analysis
involves automated and manual testing in order to discover whether or not the file is malicious. The results
will be sent back to your computer once the analysis is complete. The results will be added to the global
white-list and black-list to help fellow CCAV users who encounter the same file. Refer to the section Viewing
Valkyrie Analysis Results for more details.

- Diagnostics Report - Generates a full report about your system, including loaded modules, services,
Windows errors, Auto codes, IDE and more.
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«  Check for Updates - Peremptory antivirus database update as regularly as possible.

« If updates are available, click 'Apply' to start the installation
»  Click 'Restart System Now" in order to your updates take affect
«  Click 'l will restart late' to postpone for later on

« About - Displays the product version, details of active Viruscope Recognizers, release notes for upcoming
updates and copyright information.

cCOMODO

—

« To view the Viruscope Recognizer version installed on your computer, click the 'Viruscope Details' link
COM OD 0 Viruscope Details
File Name e
recognizerCryptolocker.dll

recognizer_v9.0.0.4737.dll
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Appendix 1 - How to Tutorials

The following 'How To..." tutorials contain help with common tasks in Comodo Cloud Antivirus:
How to..

- Enable / Disable AV, Sandbox and Game mode - How to enable or disable various CCAV components

«  Run an Antivirus scan on selected items - How to start a manual scan on selected folders/files to check for
viruses and other malware.

+  Block Incoming / Outgoing Internet connection to sandboxed applications - How to control connections to
applications in the container

« Add exclusions by allowing Internet connection to sandboxed applications - How to configure exceptions for
contained applications to allow internet connection.

« Enable/ Disable reatime scan - How to scan your computer manually or automatically
«  Run a Virus scan on your computer - How to run various types of virus scan
« Run a Certificate scan on your computer - how to scan your computer

«  Running an Application or Browser in the sandbox - How to run your browser, inside the container to make
internet surfing much more secure

«  Configure antivirus exclusions - How to skip applications while running a scan

«  View lucky you statistics - How to view zero-day threats that were blocked by Comodo before any other
antivirus company had recognized them as malicious.

«  Switch Off Automatic Antivirus and Software Updates - How to stop automatic software and virus updates
Evaluate the behavior of unknown files in the sandbox - How to assess the behavior of unknown files

«  Detect Potentially Unwanted Applications (PUA) - How to detect files whose activities are questionable or
unclear.

«  Manually add items to quarantine - How to add files to isolated environment

« Delete quarantined items - How to remove quarantined files

+ Restore a quarantined item - How to restore an isolated file back to its original location

«  Submit as False Positive - How to send files that you feel have been mis-identified as malware to Comodo
for re-evaluation.

«  Configure Proxy and Host Settings - How to set up proxy and host settings for provisioning CCAV updates

« Enable / Disable Sandbox indicator - How to enable / disable the green border around sandboxed
applications

« Enable / Disable viruscope - How to enable or disable Viruscope, the advanced behavior monitor for
sandboxed processes.

«  Respond to CCAV alerts - How to manage, understand and answer Cloud Antivirus alerts
« View CCAV Logs - How to view CCAV and manage CCAV logs

«  Getinstant support - How to get fast and accurate support for any Computer related issue you may be
experiencing.
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Enable / Disable AV, Sandbox and Game mode

Right-click on the system tray icon to quickly enable or disable the Antivirus, Sandbox and Game Mode

Antivirus
Sandbox
Game Mode

Widget

Sandbox Settings
Antivirus Settings

Scan

Open...

Antivirus
To enable/disable the Antivirus
1. Right-click on the CCAV tray icon

2. Click on the option 'Antivirus'
-

Antivirus
Sandbox
Game Mode

Widget

Sandbox Settings

Antivirus Settings

Scan

Open...

Exit

All antivirus protection will be disabled. Comodo recommends you re-enable the antivirus at the earliest opportunity
to ensure you are protected from malware and attacks.

You can also view the status in Antivirus Seftings.
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Sandbox

To enable/disable the sandbox

+ Right-click on the CCAV tray icon
»  Click on the option 'Sandbox'

Antivirus
Sandbox
Game Mode

Widget

Sandbox Settings

Antivirus Settings

Scan

Open...

Exit

==

307 PM

AW ooy B

The Sandbox will be disabled if in enabled mode. By default the Sandbox option is enabled.

You can also view the status in Sandbox Settings.
Game Mode

To enable/disable the game mode

»  Right-click on the CCAV tray icon
«  Click on the option '‘Game Mode'
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Sandbox Settings
Antivirus Settings

Scan

Open...
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Game Mode will be activated, suppressing all alerts. Protection will, of course, remain active. By default the game

mode option is disabled.

You can also view the status in Game mode.

Run an Antivirus scan on selected items

To run a virus scan on your system, launch an On-Demand Scan using the 'Scan' option. This executes an instant
virus scan on the selected item on your computer. You can also use the right-click options to scan individual items.

To run a scan on selected items

»  Click 'Scan' from the 'Tasks Bar'.

OR

»  Click the Scan shortcut button from the widget

OR

» Right-click on 'Scan' from the CCAV system tray icon

+  Click 'Folder Scan' if you want to scan a folder from the 'Scan' interface.

OR

»  Click 'File Scan'if you want to scan file from the 'Scan' interface.
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Certificate Scan

scans for untrusted root certificates in the computer.

Folder Scan

Browse For Folder X

Browse for folder

Probably infected files ~
sample_setup_files
Share
W Suspicious files
All_tests
Surfer

Unknown files

Folder: Suspicious files

Cancel

+  Alternatively, right-click on a folder and select 'Scan with Comodo Cloud Antivirus' from the context-sensitive
menu.
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al M = | Extemnal_disk (F:) - | *
Hame Share View 7]
&« = ~ P o » Bdemal_disk (F) v | Search External_disk (F:) 0
e MName Date modified Type ™

o Cuick access LTI LI JELUTILY ULF 1Oy EU U T0U FIVE I DU
B Deskiop + vy Safe Programs 11/18/2016 1:06 PM  File fol
I_ Open Office 11/18/2016 1:06 PM  File fol

Open i
Open in new window | Oracle_extension_pack 111872016 1:06 PM  FRile fol

[ 171872016 1:06 PM
Pin to Quick access Probably infected files 11/1 16 1:06 PM  File fol
sample_setup_files 11/18/2016 1:07 PM  File fol
Share with 2 § share 11/4/2016 239 PM  File fol
Restore previous versions | Suspicious files 11/18/2016 1:09 PM  File fol
COMODO Cloud Antivirus > Scan with COMODO Cloud Antivirus FH0PM  Filefol
TR 5 el 1:08 PM  File fol
nclude in libra
Pi % . All_tests 813/2014 231 PM  WinRa&
to Start
e eula. 1028 11/7/2007 &30 M Text Dt
Uninstall with Revo Uninstaller Pro : ~ o o
£ eula.1031 : ;

Add to archive...

i -
§| eula, 1033

Add to "Suspicious files.rar eula. 1025

Compress and email.,,

"L

The folder will be scanned instantly and the results will be displayed with a list of any identified infections.

Similarly you can individually scan files on your computer.

Block Incoming / Outgoing Internet connection to sandboxed
applications

To open scan interface:
»  Click 'Scan' from the 'Tasks Bar'.
OR

»  Click the 'Scan' shortcut button from the widget
OR
» Right-click on 'Scan' from the CCAV system tray icon
To control internet traffic:
«  Click 'Sandbox Settings' on the scan interface
«  Click 'Block incoming connections to sandboxed applications'
OR

»  Click 'Block outgoing connections from sandboxed applications'
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General Settings Sandbox Settings

Enable Auto-Sandbox

Antivirus

Sandbox

Sandbox Settings

et Traffic Control Over Sandboxed Apps

File Rating

Add exclusions by allowing Internet connection to sandboxed
applications

To add exclusions to the above settings:
Open the scan interface as mentioned earlier.

Select the 'Add these applications to Exclusion ... override the above settings' option
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General Settings Sandbox Settings

Enable Auto-Sandbox

Antivirus

Sandbox

Sandbox Settings

MNet Traffic Control Over Sandboxed Apps

File Rating

Enable/ Disable Realtime scan

To open scan interface:
»  Click 'Scan' from the 'Tasks Bar'.

OR

»  Click the 'Scan' shortcut button from the widget

OR
» Right-click on 'Scan' from the CCAV system tray icon
Click 'Antivirus Settings' in the scan interface

«  Select the 'Enable Realtime Scan' option
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COMODO

General Settings Antivirus Settings

Enable Realtime Scan

Antivirus

Antivirus Settings

Sandbox

File Rating

Run a virus scan on your computer

CCAV offers multiple ways to run virus scans on your computer. To get started:

«  Click 'Scan' on the CCAV home screen to open scan options
Quick Scan

A quick scan covers the important areas of your computer that are frequently targeted for attack by malware.
To run a Quick Scan
»  Click 'Scan' on the CCAV home screen then 'Quick Scan'
OR

«  Click the scan button on the widget then 'Quick Scan'

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 155



COMODO o
Quick Scan

scar

Full Scan
S all the

Certificate Scan

or untrusted roo

The scanner will start and the scan progress will be displayed:

cOMODO

Task: Quick Scan

Elapsed time: 00:00:08
4 % Status: c\program files\vs revo group\revo uninstaller proyrevouninpro.exe

% Files Scanned: 43  Threat(s) Found: 0

Threat Name

» You can pause, continue or stop the scan by clicking the appropriate button

The results window will be displayed when the scan is complete:

7
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Task: Quick Scam
Elapsed time: 00:01:19
1 00 % Status: Complete

ﬁr Files Scanned: 961 Threat(s) Found: 3

Threat Name Action

Quarantine

Apply Actions

Use the drop-down menu to choose whether to clean, quarantine or ignore the threat. Refer to Processing infected
files for more details.

Full Scan

A'Full System Scan' scans every local drive, folder and file on your system. External devices such as USB drives,
storage drives and digital cameras will also be scanned.

To run a Full Computer Scan
e Click 'Scan' on the CCAV home screen then 'Full Scan'
OR

«  Click the scan button on the widget then 'Full Scan'
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Quick Scan

Full Scan Last Scan
Scans all the files and folders in the computer. Mever

Certificate Scan Last Scan
Scans for untrusted root certificates in the computer. | MNewver

‘__*_—, Folder Scan
and scan a folder.

Select and sc

The scanner will start and the scan progress will be displayed:

COMODO clous

Task: Full Scan

Elapsed time: 00:00:02
5 % Status: CAConfig.Msi\546445.rbf

(5:1’\ Files Scanned: 17 Threat(s) Found: 0

Threat Name

» You can pause, continue or stop the scan by clicking the appropriate button

The results window will be displayed when the scan is complete:
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Task: Full 5can

Elapsed time: 00:53:04
1 00 % Status: Complete

%f'- Files Scanned: 24624 Threat(s) Found: 322

Threat Name Action

The scan results window displays the number of objects scanned and the number of threats detected (viruses,
rootkits, malware and so on). You can choose to quarantine files or ignore the threat based in your assessment.
Refer to Processing the infected files for more details.

Custom Scan
There are two types of custom scan:
Folder Scan - scan individual folders
File Scan - scan an individual file
To scan a folder:
»  Click 'Scan'in the CCAV home screen OR click the scan button on the widget
«  Click 'Folder Scan' from the options

- Browse to the folder you want to scan and click 'OK’
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Scans for untrusted root

Folder Scan

Browse For Folder *

Browse for folder

Probably infected files ~
sample_setup_files
Share
w Suspicious files
All_tests
Surfer

Unknown files

Folder: Suspidous files
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+  Alternatively, right-click on a folder and select 'Scan with Comodo Cloud Antivirus' from the context-sensitive

menu.
+  The folder will be scanned instantly. The results will show any identified infections:

cCOMODO

Task: Custom Scan
Elapsed time: 00:02:05
1 00 % Status: Complete
Files Scanned: 174 Threat(s) Found: 110

Threat Name Action

«  The scan results window displays the number of objects scanned and the number of threats detected
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(viruses, rootkits, malware and so on). You can choose to quarantine files or ignore the threat based in your
assessment.

Run an Application or Browser in the sandbox

You can run browsers or untested applications in the sandbox to prevent them from potentially infecting your PC.
Both application types will run as normal in the sandbox, but will not be allowed to access other processes or user
data. There are various methods you can use to manually run applications/browsers inside the sandbox:

- Sandbox an application from the context sensitive menu
» Manually add an application to the sandbox
»  Use the browser shortcuts on the Widget
To sandbox an application from context sensitive menu:
»  Locate the file you wish to run in the sandbox

« Right-click on the item and choose 'COMODO Cloud Antivirus' > 'Run in COMODO Cloud Antivirus
Sandbox' from the context sensitive menu.

1+ + | sample_setup_files Application Tools - O x|
Home Share View Manage [ 7]

= - 4 « Bden. r sample_,. v O Search sample_setup_files 2
4 Mame Date modified
i Quick access
driver_d
B Decktop o A=
Surfer
‘& Downloads 21604
Shared Space o B 24:Tmp_setup
|Z Documents B nonTrial
| Pictures o+ = Apache_OpenOffice_4.1.3_Win_x86_instal...
CC5_Configurats we AstrocalcsetupV? 6 1:56 P
2 B E_: copycat . s 19 AR FIATE s ]
& Currency( e
rmlogs g FinCale | @ Run as administrator
Version 1.9 ﬁ‘} SetupDrivi Troubleshoot compatibility
& OneDrive [#] tdddemo | Bin to Start
B vs_commd ¥ Install with Revo Uninstaller Pro
= This PC = ; ;
v { COMODO Cloud Artrvirus > Sean with
1 items T tem selected 555 KB T e e e Run in COMODO Cloud Antivirus Sandbox

1 a Add to archive... :
| B Addto “copycatrar | & Run as Trusted Application
| B Submit to Valkyrie

| B Compress and email..
| a Compress bo "copycat.rar” and email
Pin to taskbar

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

To add an application to the sandbox:
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e Click 'Run Virtual' button B
OR

on the CCAV main interface

«  Click the 'Run Virtual' button . on the CCAV desktop widget
COMODO ciouc

&
o

COMODD
SECURE

COMODO

The 'Run an Application in Sandbox' interface will open:

» The interface contains shortcuts to all browsers installed on your computer. Simply click any browser and it
will be launched within the sandbox environment

You can run other applications in the sandbox too:
«  Click 'Browse" and navigate to the location of the executable you wish to sandbox and click 'Open’
+  Click 'OK'

The application will start and run within the sandbox.

You can also launch browsers in the sandbox by clicking the links in the widget:
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HowStuffWorks - Learn & X

& @ www.howstuffworks.com

howstuffwarks

¥

. NUCLEAR RADIATION:

Test your nuclear radiation knowledge here!

The browser will be started and executed inside the sandbox at 'Fully Virtualized' level. If 'Show highlight frame for
virtualized programs' is enabled in Sandbox Settings then CCAV displays a green border around the sandboxed
browser.

Run a Certificate Scan on your computer

«  The 'Certificate Scan' feature examines all root SSL certificates installed on your computer and identifies
any untrusted roots.

» Root certificates are used by browsers to validate the websites that you connect to. They are also used by
operating systems to check the legitimacy of software that you download.

- For example, when you connect to a secure website, Mozilla Firefox and Google Chrome use these root
certificates to check the SSL certificate on the website. If the website certificate is not signed by a trusted
root then those browsers will warn you and recommend you do not continue. Similarly, Microsoft Windows
uses these root certificates to check that any software you download is legitimate. If the software is not
signed by a trusted root then Windows will warn you that you are taking a risk by installing it.

»  All root certificates are embedded in what is known as the 'certificate store' in your Windows OS. If a
malicious actor managed to get a root in your local certificate store then it could mean your browser and/or
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operating system would trust a fraudulent website or a piece of malware.
A certificate scan will find all root certificates that are not part of the major root programs run by browsers
and operating systems.

To run a Certificate scan
«  Click 'Scan' on the CCAV home screen OR click the scan button on the widget

»  Click 'Certificate Scan' in the scan options page

COMOD 0' Cloud Antivirus Scan

Quick Scan

Full Scan

Scans all the files and f

Certificate Scan

Scans for untrusted root certificates in the computer.

The scan will check roots installed on your PC against the list of trusted store of roots:
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Task: Certificate Scan

5 5 % Elapsed time: 00:00:01

Status: GTE CyberTrust Global Root

r&‘f Certificates Scanned: 26 Threat(s) Found: 2
Path

*  You can pause, continue or stop the scan by clicking the appropriate button

COMODOc

Task: Certificate Scan

1 00 % Elapsed time: 00:00:02

Status: Complete

(Er'} Certificates Scanned: 47 Threat(s) Found: 2

Path Action

The results show the total number of root certificates found on your system, and lists all untrusted
certificates.

You can take the following actions against untrusted certificates:

+ Ignore - Will take no action on the certificate. The certificate will be flagged as untrusted by subsequent
scans.

«  (Clean - Delete the certificate.
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Task: Certificate Scan

1 0 0 % Elapsed time: 00:00:02

Status: Complete

_ Certificates Scanned: 47 Threat(s) Found: 2

Action

Ignore

«  Click 'Apply Actions' to implement your choices.

Configure Antivirus Exclusions

«  The exclusion section allows you to create a list of files and folders that should be skipped during antivirus
scans.

«  The section displays all currently excluded items. This includes manually excluded items and items which
you chose to ignore at the Scan Results window or an Antivirus Alert.

To open the 'Exclusions' interface
+  Click the 'Settings' icon on the on the CCAV home screen

«  Select 'Antivirus' then 'Exclusions'
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General Settings I i | Exclusions

User Interface

Updates
Antivirus

Antivirus Settings

Exclusions
Sandbox

Sandbox Settings

The panel has two tabs:
«  Excluded Paths - Exclude files or folders from real-time, on-demand and scheduled antivirus scans.

»  Excluded Applications - Exclude applications from real-time antivirus scans.

Exclude file/folders from virus scans

»  Click 'Settings' on the CCAV home screen

»  Click 'Antivirus' > 'Exclusions' in the left-hand menu

«  Click the 'Excluded Paths' tab

«  Click '+ File" to exclude a file, or click "+Folder' to exclude a folder
»  Browse to the file or folder you wish to exclude

»  Click 'Open'

»  The file/folder will be added to the excluded paths list:
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COMOD O settings

General Settings h 1 | Exclusions

User Interface
Excluded Applications
Updates
Antivirus
Antivirus Settings
Exclusions
Sandbox

odo cloud antivirusy*

E\CCAV_configs\ccav_config.xml

File Rating
File Rating Settings

Trusted Applications

»  Repeat the process to add more files/folders

Click 'Apply' for your settings to take effect. ltems added to 'Excluded Paths' will be omitted from all types of
virus scan in future.

+ Use the 'Edit' and 'Remove' buttons to modify/delete items as required.

Exclude Programs/Applications from Real-time Scans

+  Click 'Settings' on the CCAV home screen

Click 'Antivirus' > 'Exclusions' in the left-hand menu
»  Click the 'Excluded Applications' tab

+  Click the 'Add" button:

- Select 'Applications' to browse your hard drive for a specific application you want to exclude
OR

»  Select 'Running Processes' to exclude an application that is currently running on your computer
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General Settings Exclusions

Antivirus
Tivir

Exclusions Applications
Sandbox

Sandbox Settings

Sandbox Rules

Select the application you wish to exclude
Click 'Open'
The application will be added to the excluded paths list:

COMOD QO settings

General Settings Y‘/ Exclusions

User Interface

Excluded Paths
Updates

Antivirus L 4 ®
Add Edit Remove

] Path

Antivirus Settings
Exclusions
Sandbox ] C\Program Files\Google\Chrome\Application\chrome.exe
Sandbox Settings
Sandbox Rules
Protected Files/Folders
File Rating
File Rating Settings
Trusted Applications
Submitted Applications

Trusted Vendors

Repeat the process to add more applications

Click 'Apply' for your settings to take effect. Applications added to 'Excluded Applications' will be omitted
from all types of virus scan in future

Use the 'Edit' and 'Remove' buttons to modify/delete items as required
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View lucky you statistics

«  The 'Lucky You' interface shows statistics on brand new malware that was found on your system. These are
files that were identified as malicious by Comodo before any other antivirus company detected them as
such.

- Eachfile in this interface started life as an 'Unknown’ file. This means it was neither definitely safe nor
definitely malware. In this circumstance, Comodo Cloud Antivirus locks the file in an secure environment
called the container where it can do no harm. Meanwhile, our Valkyrie system rigorously tests the file in the
cloud to evaluate its behavior.

+ If the Valkyrie tests show the file is malicious, it is immediately quarantined/deleted and the file is added to
the 'Lucky You' statistics. You are 'Lucky' because traditional AV solutions would have allowed these
'Unknown' files to run freely on your computer.

»  You can also set your previous antivirus vendor so you can see how many threats were caught by CCAV
that would previously have been missed.

To view your 'Valkyrie Lucky You Statistics":

+  Click the 'Lucky You' icon at the top-left of the CCAV interface:

COMODO

You are lucky because COMODO Cloud Antivirus detected the following threats before any
other security vendor!

Unparalleled Protection by COMODO

Valkyrie File Statistics

Weekly Chart

2016-10-04
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«  The 'Lucky You' page shows the number of brand new threats identified on your system by Comodo's
Valkyrie system.

»  The 'Undetected by' stats show how many of these threats would have been missed by other antivirus
software vendors.

»  Click the numbers themselves to view a list of the actual files discovered:

Unparalieled Protection by COMODO

*  You can change the time-period shown using the drop-down on the right;

u

» You can choose your previous antivirus vendor as follows:

+  Click 'Settings' on the CCAV home screen
+  Click 'Antivirus' > 'Antivirus Settings'

«  Choose your previous vendor from the 'Set my previous security vendor' drop-down.

COMODOs

General Settings | =~ Antivirus Settings

User Interface
LEETITGERRGE [+] Enable Realtime Scan

Updates

Antivirus

Antivirus Settings

Excl

Sandbox

Sandbox Rules
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Switch Off Automatic Antivirus and Software Updates

To switch off Automatic antivirus and software updates:

+  Click the 'Settings' icon on the home screen

OR
»  Right-click on the system tray icon and select 'Antivirus settings'
»  Click 'Updates' option in the left-hand menu:

cCOMODO

General Settings U pd.‘-ll{‘_‘-‘.

Updates

Antivirus

Sandbox

File Rating

Advanced Protection

»  Deselect “Automatically install program updates (recommended)” to disable updates

- Please note this option is enabled by default as we recommend auto-updates are left enabled.

Switch Off Automatic Antivirus and Software Updates

To switch off Automatic antivirus and software updates:

+  Click the 'Settings' icon on the home screen
OR
»  Right-click on the system tray icon and select 'Antivirus settings'

»  Click 'Updates' option in the left-hand menu:
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General Settings

Updates

Antivirus

Sandbox

File Rating

Advanced Protection

«  Deselect “Automatically install program updates (recommended)” to disable updates

» Please note this option is enabled by default as we recommend auto-updates are left enabled.

Enable/ Disable browser settings protection

By protecting your 'Browser settings' you can avoid third party applications from making changes to your browser
settings.

To Enable / Disable the 'Browser Settings Protection' interface

«  Click the 'Settings' icon at the top left of the CCAV home screen to open the 'Settings' interface

«  Choose 'Browser Settings Protection' under 'Advanced Protection' on the left menu
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COMODO

Browser Settings Protection

Antivirus

Permission

File Rating

Advanced Protection

Browser Settings Protection

- Enable browser settings protection - Switch browser protection on or off.
« If deselected, any protection that you have created will be disregarded.
« If the protection is switched on, the blocked apps will be automatically added to the list.

Evaluate the behavior of unknown files in the sandbox

Viruscope is a behavior analysis technology built into Comodo Cloud Antivirus that monitors the activities of
sandboxed processes and alerts you if they take actions that could threaten your security.

You will see a Viruscope alert if a sandboxed process or an installer/updater behaves in a suspicious manner:
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COMODQ viruscope

&:\ GenericInfector 4

Location: ChUsers\764DesktopivtPath32.exe

« If you are not sure about the parent application shown in the 'Location’ field, you can move it to quarantine
by clicking 'Clean’.

< Ifitis an application you trust, you can allow the process to run by clicking 'lgnore'.

»  Click 'Show Activities' at the bottom right of the alert to view a detailed breakdown of its actions:

COMODO

Application Activities

The activity that the process
farmed as detected by
Viruscope

Displays the name and location

of the file affected by the action

Viruscope identifies zero-day malware by using a sophisticated set of behavior 'Recognizers', each of which can
detect actions typical of a malicious application.

Detect Potentially Unwanted Applications (PUA)

« APUAIs software that, while not explicitly malicious, may contain functionality that has not been made clear
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to the user.

«  An example would be a browser toolbar which ostensibly provides weather updates, but also tracks the
user's online activity.

»  Unlike malware, PUAs are usually installed with the users permission and often have their own EULA.
Other example PUA's include adware, grayware and spyware.

You will receive an alert when a potentially unwanted application is detected by CCAV. This option is enabled by
default in 'File Rating' settings. Unlike malware, many PUA's are 'legitimate’ pieces of software with their own EULA
agreements. However, the 'true’ functionality of the software might not have been made clear to the end-user at the
time of installation. For example, a browser toolbar may also contain code that tracks a user's activity on the Internet.
By default PUA detection is enabled for improved protection.

COMOD O settings

General Settings <2 File Rating Settings

File Rating

File Rating Settings

To view settings for PUA detection:

»  Click the 'Settings' icon at the top left of the CCAV home screen to open the 'Settings' interface
»  Click File Rating > 'File Rating Settings' to open the file rating interface

»  Deselect the 'Detect potentially unwanted applications' option if you do not want PUAs to be identified

Manually add items to quarantine

You can manually quarantine the files or folders that you feel are suspicious in nature.
To do this:

«  Click anywhere on the quarantined interface and choose 'Add'
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Date/Time Virus Name

E Open
4 « All_tests » AWFT » AWFT

COrganize « New folder
= Pictures " Mame
EE |] file_id.diz
CC5_Configurati B License
a3 B\ = readme

rmlogs [E Release
@ setup

@ Oneliive |2 TFL_20161108_2341

Bl This PC
e External_disk (F:)

@ Network vy

File name: | setup ~ | | All Files{*."}

«  Select the file you wish to quarantine and click ‘Open’

«  Click 'Apply" to quarantine the chosen file

Delete quarantined items

« Todelete a single file / folder, choose 'Delete’ from the drop-down beside

« To delete all the quarantined items at the same time, select 'Delete’ from the bottom left menu
»  Click 'Apply' to save your changes.

The file(s) will be deleted from the system permanently.

Restore a quarantined item

- Torestore a single file / folder, choose 'Restore' from the 'Action’ drop-down menu in the item row

» Torestore all items, choose 'Restore' from the "Apply this action to all' drop-down at bottom right.

» To restore all items at once and exclude from future scans, click 'Restore and Trust' from the 'Action drop-
down in the item row.
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« Torestore a single item and exclude it from the future scans, choose 'Restore' and Trust' from the 'Apply
this action to all' drop down menu in the item row.

«  Click 'Apply" to save your changes

Any restored files will be moved back to their original locations

Submit as False Positive

'Submit as False Positive' is an option present in the CCAV scan results. If you feel that a file identified as malware
is safe, you can choose the Submit to False Positive option provided by CCAV. The file will be sent to Comodo for
analysis. If the file is trustworthy it will be added to the Comodo safe list.

COMODO

Task: Full Scan

Elapsed time: 00:55:10
1 00 % Status: Complete

*r'* Files Scanned: 24848 Threat(s) Found: 384

Threat Name Action

Cuarantine

. -_51;:-14..-'..|p1apl.-_*xe

» To submit as False Positive follow the below procedure:

« The scan results screen lists all detected threats and allows you to take appropriate actions. You can
quarantine the file, ignore the alert, trust the file or report the file as a false positive.

»  Choose 'Submit as False Positive' option from the 'Action' drop-down at top right, to move the file as safe
list.

Configure Proxy and Host Settings

»  Advanced users and system administrators may wish to first download updates to an intermediary server
and have individual CCAV installation establishments gather their updates from that server.

«  This helps to conserve bandwidth and accelerate the update process when a large number of endpoints are
involved. By default, CCAV downloads updates from Comodo proxy servers.
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You can choose the host from where updates are downloaded through the 'Proxy and Host Settings' interface

To configure updates via proxy server

«  Click 'Proxy and Host Settings' link. The 'Proxy and Host Settings' interface will open:

ck for program updates every 1

dates (recommended)

ost Settings

»  Enable the 'Use Proxy' check-box.

»  Enter the host name and port numbers. If the proxy server requires access credentials, select the 'Use
Authentication' check-box and enter the login / password accordingly.

+  Click 'OK' to save your settings
«  Click 'Apply' for your changes to take effect.

Enable/ Disable Sandbox indicator

By default, CCAV will display a green border around an application in the event that it is running in the sandbox. You
can enable/disable this border as follows:

+  Click the 'Settings' icon on the home screen then 'Sandbox' > 'Sandbox Settings'

OR
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«  Click the 'Sandbox' link under 'Realtime Protection' on the home screen
OR
+ Right-click on the CCAV tray icon and choose 'Sandbox Settings' from the options.

COMODO
General Settings Sandbox Settings

Enable Auto-Sandbox

Antivirus

Sandbox

Sandbaox Settings

Met Traffic Control Over Sandboxed Apps

File Rating

The sandbox settings interface will open:

»  Deselect 'Enable Sandbox indicator' to remove the green border. You can re-enable the border at any time
by returning to this section.

Enable / Disable viruscope

Viruscope monitors the activities of sandboxed processes and alerts you if they take actions that could potentially
threaten your privacy. Viruscope is enabled by default to ensure your computer enjoys the highest levels of
protection.

To enable / disable viruscope
»  Click the 'Settings' icon on the home screen then 'Sandbox' > 'Sandbox Settings'
OR
+  Click the 'Sandbox' link under 'Realtime Protection' on the home screen

»  Enable or disable the 'Enable Viruscope' option as required:
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General Settings Sandbox Settings

Enable Auto-Sandbox

Antivirus

Sandbox

Sandbox Settings

MNet Traffic Control Over Sandboxed Apps

File Rating

Respond to alerts

Comodo Cloud Antivirus alerts provide warnings about security threats. You should understand how to respond to
these alerts to ensure the safety of your computer.

There are different categories of alerts:

Antivirus alerts

«  Sandbox alerts

+  Viruscope alerts

+  Valkyrie alerts

+  Browser Protection alerts
+  Crash Reporting alerts

»  PUADetection alerts

Antivirus alerts:

The AV alert will be shown when your computer encounters malware. The alert message contains the name of the
virus detected and the location of the file or application infected.

Note: Realtime scanning must be enabled to activate this type of alert (highly recommended)

When you receive an AV alert, the following options are available:
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« (Clean - Disinfects the file if a disinfection routine exists. If no routine exists for the file then it will be moved
to Quarantine.

« Ignore - Allows the process to run and does not attempt to clean the file or move it to quarantine. Click
'Ignore’, only if you are sure the file is safe. Clicking 'Ignore’ will open three further options:

COMODO ant

&:\ Application.Win32.LeakTest AWFT

Location: FEASuspicious filesiall tests\AWFTWAWFT\setup.exe

O

« Ignore Once - The file is allowed to run temporarily. Another alert will shown by the real-time scanner the
next time the file runs. It will also be flagged the next time you run an antivirus scan.

 Ignore and Add to Whitelist - The file is allowed to run and is added to Trusted Applications. The file will no
longer be flagged as malicious by the antivirus.

 Ignore and Report as False Alert - Allows the process to run and the file will be submitted as false positive
and added to the trusted applications list.

Sandbox alerts:

Sandbox alerts are shown when an untrusted application is opened. The alert presents you with the following
options:

* Runin Sandbox - Recommended. Runs the application in a secure, isolated environment. The application
will not be able to modify other processes and will be completely blocked from making changes to your
computer while in the sandbox.

»  Block - Stops the application from running

*  Run outside Sandbox - Allows the application to run as normal on your computer. Unless you are sure the
application is safe, Comodo recommends you run unknown applications in the sandbox. The application will
function as normal in the sandbox, but is prevented from causing damage to your computer.

Note: 'Enable Auto-Sandbox' must be switched on for you to receive this type of alert.
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COMODQ sandbc

Runs the application in Sand

Hlocks the application

[ ] Remember my choice

Note: If your sandbox setting is 'Sandbox all untrusted files' then you will receive the “Application Isolated” alert for all
untrusted files. You can choose to make it a trusted file by clicking “Don't sandbox it again”.

COMO DO sandbc

Application Isclated

Viruscope alerts:

This alert is shown when applications in sandbox run unauthorized events and when non- sandboxed programs like
installers / updaters take suspicious actions. You need to be watchful of alerts when you have not made changes to
your computer.

Note: You need to enable Viruscope in the sandbox settings to enable this alert.
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cCOMODO

é&) GenercInfector 4

Location: ChUsers\764DesktopivtPath32.exe

O

« Clean - Click 'Clean’, If you are not sure of the authenticity of the parent application indicated in the
'Location’ field to quarantine it

« Ignore - Click 'lgnore', if it is an application you trust, to allow the process to run

«  Show Activities - Click this link at the bottom right, to view the list of activities exhibited by the process
though the 'process activities List'

Valkyrie Alerts

This alert is shown whenever CCAV receives a verdict of an 'Unknown’ file that was submitted to Valkyrie. A
notification will also be displayed if an unknown file is discovered but "Submit unknown files automatically' is disabled
in Sandbox Settings.

COMODO

Results are in!
That unknown file we intercepted for you turned out to be a
Malicious File!

Location: CAProgram Files (xB6)\Mas\|uyas.exe

O

The following response-options are available:

»  Clean - Moves the file to 'Quarantine’.

+ Ignore - Allows the file and does not attempt to clean the file or move it to quarantine. The file will be
identified as Malicious in the future scans.
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The below notification will be displayed when an unknown file is detected but you have chosen to disable 'l want to
enable 'Cloud Based Behavioral Analysis” of unrecognized programs ..." in Sandbox settings

COMDDO Submit Files for Analys

o upload these files to C 0 for analysis to determine if they

nity by

[+] Enable Cloud Analysis

If you click 'OK" with this selected then these notifications will no longer be shown and unknown files will be
automatically uploaded to Valkyrie in future. Clicking 'OK" also enables the 'l want to enable “Cloud Based Behavioral
Analysis” of unrecognized programs...'option.

To select an option, deselect 'Enable Cloud Analysis' check box, select the option and click 'OK'.

« If you select the last option, 'Don't ask again', the notification will not be displayed anymore.

+ If this option is selected then in order to submit unknown files automatically to Valkyrie, you have to
enable the option in the 'Sandbox Settings' interface.

Browser Protection alerts

This alert is shown when an application attempts to change your browser settings for the first time (e.g. default
search engine, home page, privacy setting efc).

Blocked applications will automatically be added to the 'Browser Settings Protection’ area of CCAV. You can
subsequently change access permissions for each application from this interface. You can also use this interface to
manually add applications that you want to restrict.
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COMODO:s

Browser Settings Protection

Permission

CAWindows\System32\notepad.exe Mot Allowed

File Rating
File R
Trusted Appl
Submitted App
Trusted V

Advanced Protection

Browser Settings Protection

Crash reporting alerts

This alert is shown whenever the antivirus module encounters a crash. You can help Comodo rectify the issue by
sending the error report to Comodo for analysis.
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COMO D O crash Encounterec

One of COMODO Cloud Antivirus modules has encountered a crash

Don't Send

PUA detection alerts

These alerts are shown if you attempt to download a piece of software from a domain that is known to serve
potentially unwanted software (PUA). Example PUA's include adware and browser toolbars.

cCOMODO

&) PotentiallyUnwanted (from PUA domain)

Location: CAUsers\umesh\Downloads\PuaTest(1).exe

View CCAV Logs

CCAV logs are a record of all antivirus events, sandbox events, configuration changes and other user initiated
actions. The 'Log' interface you to view and manage logs.

To view the main "Log' interface
»  Click 'View Logs' on the of the CCAV home screen
OR
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't Check for Updates

P . Y
COMODO

A summary of all available logs will be shown. You can choose the type of logs you wish to see from the drop down
menu at top left.

- To save/archive a log, choose the log type from the drop-down menu and click the 'Save'" icon.

- To open a stored log file, click the 'Open log file' button and browse to the location where the log file is
saved.

» Toclear alog, choose the log type from drop-down and click 'Clear Logs'.

The various individual log interfaces are:

Antivirus Logs
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«  Executed Applications Logs (Sandbox Logs)

«  Setting Changes Logs

«  ScanActions Logs
In all log interfaces, you will be able to perform the below activities:

» To export the logs as a '.log' file, click the 'Save' button

« To open a stored log file, click the 'Open' log file button

» To update the list with the latest events, click the 'Refresh' button

« To clear the 'Executed Application' logs, click the ‘Clear Logs' button.
Antivirus Logs

CCAV has a record of all files and folders that are declared malware by the virus scanner through real-time scans,
manual scans and Valkyrie analysis.

To view Antivirus logs
»  Click 'View Logs' on the CCAV home screen OR click the 'View Logs' button on the widget
«  Select 'Antivirus' from the 'Log Type' drop-down at the top left

COMODO Log

Date/Time Q Type Status

2017-08-11 06:53:31 Manual Scan Reported

Executed Application Logs (Sandbox Logs)

CCAV records a history of all actions taken by the 'Sandbox' module. For example, logs are created whenever CCAV
auto-sandboxes a file and when a file is manually sandboxed by the user.
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To view Executed Applications Logs (Sandbox logs)
»  Click 'View Logs' on the home screen OR click the 'View Logs' button on the widget

»  Choose 'Executed Applications' from the 'Log Type' drop-down at top left:
COMODO o9

Date/Time Q Type File Description

2017-08-11 07:56:17 Trusted Installer Google Installer

rusted Installer
rusted Installer

rusted Installer

rusted Installer

rusted Installer

Setting Change logs
Setting changes logs are a record of all software configuration changes that you make.
To view 'Setting Changes' logs:
«  Click 'View Logs' on the home screen OR click the 'View Logs' button on the widget

»  Choose 'Setting Changes' from the 'Log Type' drop-down at the top left of the 'Log" interface

Comodo Cloud Antivirus User Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved 191



Creating Trust Online®

Comodo Cloud Antiviry/s,,-/usemﬁida/ comoDo

COMODO Log

Date/Time Object 0ld Settings New Settings

2017-08-11 06:40:41  Policy_ScanProc.. On

Scan Action Logs

CCAV keeps a record of all manually initiated virus scans. This includes manual full scans, quick scans, certificate
scans and custom scans. Refer to Scan and Clean your Computer to read more about running a scan.

To view 'Actions' logs
»  Click 'View Logs' on the home screen OR click the "View Logs' button on the widget

»  Choose 'Scan Actions' from the 'Log Type' drop-down at the top left of the 'Log' interface
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cCOMODO

Date/Time Type Path ' End Time
2017-08-11 06:57:44 Custom Scan f The Voice-CRACKED-ARGENTINA-CRACKL.exe 2017-08-11 06:57:44

Get instant support

To get instant support from Comodo for Comodo Cloud Antivirus application:
»  Click the help icon on the bottom left of the CCAV home screen

»  Click the 'Live Support' option from the drop down menu displayed
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About Comodo

The Comodo organization is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Building on its unique position as the world's largest certificate authority, Comodo authenticates,
validates and secures networks and infrastructures from individuals to mid-sized companies to the world's largest
enterprises. Comodo provides complete end-to-end security solutions across the boundary, internal network and
endpoint with innovative technologies solving the most advanced malware threats, both known and unknown. With
global headquarters in Clifton, New Jersey, and branch offices in Silicon Valley, Comodo has international offices in
China, India, the Philippines, Romania, Turkey, Ukraine and the United Kingdom. For more information, visit

comodo.com.
Comodo Security Solutions, Inc. Comodo CA Limited
1255 Broad Street 3rd Floor, 26 Office Village, Exchange Quay, Trafford

Clifton, NJ, 07013 Road, Salford, Greater Manchester M5 3EQ

United States United Kingdom
Tel : +44 (0) 161 874 7070

Fax : +44 (0) 161 877 1767

Email: EnterpriseSolutions@Comodo.com
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