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1.Comodo Disk Encryption - Introduction

What is Comodo Disk Encryption?
Comodo Disk Encryption (CDE) protects your sensiive <= comono Tk opons ek ISTEY
information by enabling you to encrypt any disk on your R rcrvption

system with the strongest algorithms available, even
root disks. You can also mount encrypted virtual disks
in your hard drive and save your information in them

securely or encrypt specific files/folders in a single o
encrypted ZIP file. ‘ Yy

Comodo Disk Encryption Offers Three Disk Virtual Disk zIP

Varieties of Data Protection: Encryption Encryption Encryption
« Disk Encryption - You can encrypt any
physical disk that contains information to be
secured, with different encryption algorithms. 7 e —
Even the physical disks which contain =
Operating Systems, can be encrypted.

«  Virtual Disk Encryption - You can also
create encrypted virtual disks in your hard
drive and save your information in them securely. This functionality will use (create/open) a file to emulate a physical
disk.

< ZIP Encryption - You can also create encrypted ZIP containers where you can save several files and folders. Physical
disk encryption can be carried out with different authentication types, increasing the security.

An additional layer of security can be added if you choose to implement user authentication before a drive can be decrypted.
CDE offers the following authentication types:

- Password Authentication - Set a password of your choice as authentication key to encrypt and decrypt the required
disks. The password must be entered whenever the system is started to successfully access the encrypted disks.

« USB Memory Key Authentication - Configure a USB memory as authentication key to encrypt the required disks.
This key must be plugged-in to the system whenever the system is started to successfully access the encrypted disks.

«  Authentication with both Password and USB memory key - Combination of both password and USB keys for
authentication. This is a highly secure practice that meets the classic two factor authentication criteria of 'something
you own' plus 'something you know'.

Once the user is authenticated and the disk has been decrypted, the disk will behave 'as normal'. Users can save, view and
modify files on the disks as before. All encryption/decryption processes are performed on the fly with no reboot needed.

Why do you need Comodo Disk Encryption?
- Keep data totally protected from hackers, thieves, and all unauthorized viewing;
«  You don't want private data to be accessed when you're away from your computer;
«  If your desktop or laptop is stolen, the thieves will not have access to personal data;
«  Share your computer with other people knowing that they can't view your personal files;

«  To be the only person that is able to start a specific computer.

Guide Structure

This guide is intended to take the user through the installation, configuration and use of Comodo Disk Encryption.

«  Comodo Disk Encryption - Introduction
«  System Requirements
» Instaling Comodo Disk Encryption
- Starting Comodo Disk Encryption
«  The Main Interface

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 3
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» Understanding Authentication
«  Understanding Passwords
«  Disk Encryption
«  Encrypt Disk
+  Decrypt Disk
Edit Disk
+  Change Password
«  Change Master Password
«  Change User Password
«  Change Encryptions Settings
»  Set User Password
- Status
«  Virtual Disk Encryption
»  Create New Virtual Disk
e Mount Existing Virtual Disk
«  Unmount Existing Virtual Disk
Edit Virtual Disk
«  Change Password
«  Change Master Password
«  Change User Password
«  Change Encryptions Settings
«  Set User Password
- Status
«  ZIP Encryption
«  Create New
- Open Existing

« Tools
«  Format Virtual Disk
«  Options
*  Help
« Contents
e Support
«  Check for Updates
«  About

«  Uninstalling Comodo Disk Encryption
«  Appendix - 1 Cipher Algorithms - A Brief Overview
«  About Comodo.

1.1.System Requirements

Comodo Disk Encryption System Requirements

Operating Systems - 32 bit Operating Systems - 64 bit
Windows Vista Windows Vista
Windows XP Windows XP
Windows 2000 Windows Server 2003

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 4
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Comodo Disk Encryption System Requirements

Windows Server 2003
32 MB RAM 32 MB RAM
6 MB Hard Disk Space 6 MB Hard Disk Space

1.2.Installing Comodo Disk Encryption

Before you install Comodo Disk Encryption, please make sure to quit all other Windows programs.
You must also have local Administrator privileges to run this installer. After downloading the setup file to your local hard drive,

L

o

double click on Setup.exe to start the installation wizard.

Step 1

A Welcome screen appears. Click 'Next'.

COMODO Disk Encryption 2.0

welcome to the COMODO Disk Encryption Installer.

The Installer wil instal COMODO Disk Encryption on your computer. Click Mext to continue or Cancel to
exit the Instaler,

= Back | | Mest | | Cancel

powered by COMODO

Step 2
End User License Agreement - In order to finalize installation, you must first read and accept the license agreement:

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved
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COMODO Disk Encryption 2.0

License Agreement
Please read the folowing license agreement carefully,

Press PAGE DOWN key to see the rest of the agreement.

END USER LICENSE AGREEMENT |
Comodo Disk Encryption

Please note this program uses passwords to encrypt and secure information. The passwords
are your sole responsibility and Comedo does not backup or restore any information that is
password protected. K you lose or forget your password, your data will be completely
irretrievable. YU BEAR ALL RISK OF LOSS ASSOCIATED WITH YOUR USE OF THIS PROGRAM AHD AHY
EHCRYPTED INFORMATIOHN.

IMPORTAMNT- PLEASE READ THESE TERMS AWD COMDITICONS CAREFULLY BEFORE DCAMRLOADING,
INSTALLING, OR USING COMODO DISK ENCRYPTION (THE "PROGRAM™). BY DCWMLOADING INSTALLING OR:
LSRG THE PROGRAM, OR BY CLICKIMNG O "l ACCERPT" BELCW, Y OU ACKNOWLEDGE THAT YO HAYE READ
THIS LICEMNSE AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT %OU AGREE T BE BOUND BY ITS TERMS.
IF 0L DO MOT AGREE T THE TERMS AMD COMDITIONS OF THIS LICEMNSE AGREEMERNT, DO MOT DOVANLOAD
COR INSTALL THE PROGRAM OR CLICK ON " ACCEPT". E

powered by COMODO | < Back | | I ACCERT | | I DECLINE |

Click on 'l ACCEPT' button if you agree with EULA terms . If you don't want to continue the installation, click on 'l DECLINE'
button and exit from the setup.

Step 3
Choose destination folder - By default, Comodo Disk Encryption will be installed in C:\Program Files\Comodo\Comodo Disk
Encryption.

COMODO Disk Encryption 2,0

Choose destination folder

Select folder where Setup will install files .

Setup will install COMODO Disk Encryption in the following folder,

Toinstall to this folder click next, To instal to a different folder, click Browse and select another
folder.

Destination folder

C:\Pragram Files\COMODOLCOMODO Disk Encryption,

powered by COMODO | Disk Usage | | « Back | | Install | | Cancel |

| =
If you want to install the application in the default folder, click ‘Next'. If you want to install the application in a different folder, click
'‘Browse', navigate to your desired folder and click ‘Next'.

Step 4
Setup progress - You will see a progress bar indicating the status of your installation.

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 6
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COMODO Disk Encryption 2.0

Installing COMODO Disk Encryption

Please wait while the Instaler installs COMODO Disk Encryption. This may take several minutes,

sogsocococDOCOOOOOOOOODOOODOOOODOODOOE

powered by COMODO | < Back || Mest || Cancel |

Step 5

Product Activation - The product Activation dialog is displayed. Comodo Disk Encryption is activated at free of cost for lifetime

usage. If you wish to sign up for news about Comodo products, then enter your email address in the space provided (this is
optional) and click 'Next'.

COMODO Disk Encryption 2,0

Free registration

Receive the latest Comodo products news, updates and offers

Enter your email address (optional)

};A COMODO will NOT share your information with any third parties,

Privacy Policy

powersd by COMODO | < Back || Bt || Cancel |

Step 6

Finish - The Finish dialog is displayed indicating the successful completion of installation. For the installation to take effect, the

system has to be restarted. Please save any unsaved data and click 'Finish' to restart the system. If you want to restart the
system at a later time, uncheck Restart the computer box and click 'Finish'.

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved
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Completing the COMODO Disk Encryption Installer

I+ Restart the computer

powered by COMODO < Back | | Firiish | | Cancel

Note: The installation will take effect only on the next restart of the computer.

1.3.Starting Comodo Disk Encryption

You can access Comodo Disk Encryption through the Windows Start Menu or through the desktop shortcut.

1. Start Menu

After downloading and installing a Comodo Disk Encryption, the setup procedure creates an entry in the 'Programs' section of

Windows Start Menu. You can start Comodo Disk Encryption by hitting the 'Start' button and navigating to: Start > All Programs
> Comodo > Disk Encryption.

All Programs

» | M@ DiskEncryption » | == C sk Encryplion

B © =
Log OFFf Turn OFf Computer
-] — I BT ﬁa Uninstall & Repair

2. Desktop Shortcut
Users can also start Comodo Disk Encryption by double-clicking on the desktop shortcut created during installation:

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved
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1.4.The Main Interface

The main interface of Comodo Disk Encryption has three main function areas:
«  Menu Bar

»  Wizard Navigation Panel
- Status Bar

{ Wizard Navigation Panel |
S~ COMDDO (TDD|5 Options Help] [’E‘““;\fj
Disk Encryption
- =
Disk Virtual Disk ZIP
Encryption Encryption Encryption
( N" COMODO Disk Encrypion is up to date, m i

Disk Encryption Menu Bar
The Menu bar provides access to 'Tools', 'Options', 'Help' menus of Comodo Disk Encryption.

Disk Encryption Wizard Navigation Panel

The Wizard Navigation Panel displays the icons for starting various tasks in Comodo Disk Encryption.

Disk Encryption Status Bar
This area shows any status messages regarding the Disk Encryption application. Any program errors will be shown in this area.
If the program is running smoothly, then the standard message is ‘Comodo Disk Encryption is up to date’".

1.5.Understanding Authentication

Once encrypted, a drive can only be accessed if the user presents up to two authentication factors. These include:

- Password Authentication - You can use a password of your choice as authentication key to encrypt the required
drive. This password is necessary to access the drive, decrypt the drive, change the encryption settings, etc. The
password must be entered whenever Windows is started to enable access to the encrypted drives.

- USB memory key Authentication - You can use a USB memory as a key to encrypt the required drive. This key is
necessary to access the drive, decrypt the drive, change the encryption settings, etc. This key must be plugged-in in
the system whenever Windows is started to enable access to the encrypted drives.

Note: The USB memory will be configured as a key for encrypting the drives in your system. This USB should not contain any
information you wish to keep. Once it has been used to store encryption settings it will have no other function that to act as a
key for your encrypted drives.

«  Authentication with both Password and USB memory key - Both the password and the USB key are required to
decrypt the drive, change the encryption settings, etc. Encrypting a drive using both password and USB stick is a
highly secure practice that meets the classic two factor authentication criteria of 'something you own' plus 'something

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 9
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you know'.

If you choose to encrypt your Windows boot drive and use both of the authentication factors listed above then you will have
implemented 'whole disk encryption with two factor authentication' on your machine. This prevents the machine from being
started (and the confidential data upon it from being read) until both authentication factors have been provided. Both factors are
required at boot time before Windows starts and before the regular Windows logon screen. Not only that whole disk encryption is
an extremely effective way of safeguarding your data from prying eyes on shared machines or networks, but it can also
effectively render a lost or stolen laptop useless to whoever comes into possession of it.

1.6.Understanding Passwords

Comodo Disk Encryption uses a two tier password system. Master passwords can be used to encrypt/decrypt/modify all drives
in (for example) a network environment. User passwords allow the user to access but not modify encrypted disks. For example,
a user password may be assigned to individual users to decrypt only specific drives (for example, only the drive in their laptop or
only the drive that belongs to their department). Please read on for more details.

Master Password

The Master Password is set the first time a user encrypts a physical disk or creates a virtual disk. With the Master Password,
the user is able to encrypt new disk, decrypt existing disks and change encryption settings such as algorithm or mode. In this
way, the Master Password serves as a key that can access all encrypted disks and virtual disks. The Master Password is also
required for changing the Master Password itself. In corporate environments, the Master Password may, for example, be set by
a network administrator that is implementing whole disk encryption on employee laptops. In a home environment, the Master
Password could be used by the predominant user of the computer system or systems (for example, the parent of a child).

User Password
The User Password is a secondary, optional password with limited privileges that can be set at anytime for any encrypted disk or
virtual disk. This is done via the Edit Disk or Edit Virtual Disk options.

User Passwords allow the user to access and use encrypted disks but do not allow them to encrypt, decrypt or change the
encryption settings of those disks. This means that a user in possession of only the User Password will be able to enter that
password at system start up and start their machine/access encrypted disks but they will not be able to decrypt, re-encrypt or
change encryption settings..

In a corporate setting a User Password may, for example, be provided to an employee by a network administrator so that the
employee can gain access to encrypted disks (or to start their laptop). In a home environment, the Master Password could
equally be given to subordinate users of a shared computer system (for example, a parent may provide it to their children).

Note 1: If the administrator changes the encryption settings, encrypts an additional disk or changes the Master Password, the
User Password will be reset - meaning the User Password will be completely removed. The administrator needs to create a
new User Password and notify it to the other users of the system, to enable them access to the encrypted disks.

Note 2: If you mount a virtual disk using the user password, this virtual disk will not be mounted persistently, meaning that you
have to manually mount it again after system restart.

Zip Encryption

Zip Encryption, which allows encryption of individual files/folders, requires a zip encryption specific password in addition to the
Master Password. The specific password is created during the first zip encryption operation and is common for all the
successive zip operations. This password must be entered to access the encrypted zip files.

2.Disk Encryption

Comodo Disk Encryption (CDE) protects your sensitive information by enabling you to encrypt any disk on your
system with the strongest algorithms available.

To access this feature click on the Disk Encryption button on the Main Interface.

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 10
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|

f

Tools Options Help i Tools Options Hel —_r
B~ Sgﬂg?r;)ﬁon @ COMODO Disk Encryption :
<Go Home

Disk encryption actions

/) ' . B @

Encrypt Decrypt Edit

Disk Virtual I?isk ZIP Disk Disk Disk
Encryption Encryption Encryption
| %/ COMODG Disk Encryption is up to date. %/ COMODD Disk Encryption is up to date. | status

From this interface, you can:

«  Encrypt a disk
«  Decrypt an encrypted disk
« Edit encryption parameters like passwords and encryption settings

«  View the status of your encrypted disks

2.1.Encrypt Disk

Comodo Disk Encryption allows you encrypt any disk using your choice of the strongest available algorithms.

G~ Tools  Options Hel e [l |
%ﬁf COMODO Disk Encryption i —

<Go Home

Disk encryption actions

Decrypt Edit
Disk Disk

v COMODO Disk Encryplion is up to date.

J

Encrypting a drive protects the confidential information stored in it from being accessed by anybody until the correct
authentication credentials have been supplied.

Note: If you try to mount a foreign encrypted disk and you provide the correct master password, you are prompted to change
that password with the master password of the host computer in order to mount it persistently.

Encrypting a drive involves the following steps:

Step 1: Choose disk drive
Step 2: Select authentication factor(s)

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 1
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Step 3: Choose encryption settings

Step 4: Confirm your settings so far

Step 5: Execute the encryption

Step 6: Check the status of encrypted drive

Step 1 Choose disk drive

Select from the list, the disk drive which you want to encrypt. Only unencrypted disk drives will be active for selection.

Tools Options  Help Tools Options  Help (=3

Qi COMODO Disk Encryption

=Go <Go Home

‘%ﬁ COMODO Disk Encryption

Disk encryption actions Select the physical disk:

PhysicalDrive0  PhysicalDrivel Raiiatetlol 7w

cal Dik{C:Y) it Local DiskiF:\)
& a. Local Disk(C:\) Local Disk(E:1) Locad Disk(GA)

Decrypt Edit
Disk Disk
| previous |
W COMODO Disk Encryption is up to date. R_ W COMODO Disk Encryption is up ko date. u_
Step 2 Input authentication factors
You must type in the following controls: Qji COMODO Disk Encryption e
<Go Home
«  New master password: the new pass-
phrase, if the current disk is the first to Input the authentication:
be encrypted Password authentication
OR LISE ke authentication
Current master password. USE key dive letter:
«  Current master password: the current =
pass-phrase, the same for other
encrypted disks.
«  USB drive letter: the drive letter of new
encryption USB key
For more information about authentication click
hel'e L W COMODO Disk Encryption is up bo date. u_

To understand Passwords click here.

Step 3 Encryption settings

The encryption level:
«  High Security: Cipher algorithm AES, Cipher mode OFB
«  Medium Security: Cipher algorithm Twofish, Cipher mode CBC
»  Low Security: Cipher algorithm Cast6, Cipher mode NONE

»  Custom: Select a combination of a Cipher algorithm and a Block Cipher Mode

Select The encryption level you wish to apply to the selected drive. Comodo Disk Encryption provides you with selection of
Cipher Algorithms and Block Cipher Modes. Each has its own advantages in terms of performance and strength. The slider
allows you to quickly switch between Comodo suggested combinations of algorithm and cipher mode. You can, however, create
your own combination by directly modifying the two drop down menus.

For more information click here.

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 12
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% COMODO Disk Encryption

Select the encryption settings:

High Security
M ediurn Security
Lo Securty

= Custom

Tools Options Help lgl:“

Cipher Algorithm:

Castt
Block Cipher Mode:
Mone

provous | et |

v All components are up and running. E
Step 4 Warning screen
You can check fail safe crypto in order to perform a slower but safer encryption process.
Note: The user password will be reset (if any defined).
ran Tools  Options Hel —
% COMODO Disk Encryption ’ —
<&@o Home

Warning!

“Y'ou are about to perform a disk encryption operation.

“rour computer might slow down during this process.

Thiz iz a time consuming and critical task,

If pou don't chooze Fall safe cropto then please do not power off
the computer and backup pour data before starting this process.
The uzer pazaword will be rezeted.

Fail safe crypto (patent pending])

prevous | st |

Q? COMODO Disk Encryption is up ko date.

Step 5 The operation progress

The application will encrypt the selected drive. This may take some time depending on the size of your disk. Do not power-off
the system till the process is completed. The encryption progress is indicated at the progress bar and the remaining time for

completion of encryption is displayed above the bar.

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 13
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o~ Tools  Options Hel — | |
@ COMODO Disk Encryption ’ id

<Go Home

Action in progress...

Operation completed successfully.

v COMODO Disk Encryption is up to date.
On completion click Finish.
Step 6 Check the status of your disks
Click on Status button to view your encrypted disk.
=yl R . Tools  Options Help )
%j COMODO Disk Encryption —
<Go Home
Status
[=] Physical disks:
P e .‘1'
PhysicalDrivedD  PhysicalDrivel [RliVET1LTY]
Local Disk{C:y) Local Disk(E:\) t:;‘gj:‘:;l"j |
Wirtual disks: I
“ COMODO Disk Encrypion is up ko date.

2.2.Decrypt Disk

Decrypting an encrypted drive partition brings back the drive to its original (unencrypted) form, the drive becomes
accessible by anyone. The protection offered by encrypting the drive is disabled.
Decrypting a drive involves the following steps:

Step 1: Choose disk drive

Step 2: Input the authentication
Step 3: Warning screen

Step 4: The operation progress

Note: Make sure that the USB memory key is inserted into the USB slot of your system before decrypting a drive partition
which was encrypted using USB key or both Password and USB key authentication types.

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 14
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f

Step 1 Choose disk drive

Select from the list, the disk drive which you want to decrypt. Only encrypted disk drives will be active for selection.

Tools Options  Help

o & Tools Options  Hel — =
@ COMODO Disk Encryption @ COMODO Disk Encryption ’ ——

<Go, <Go Home

Disk encryption actions Select the physical disk:

-

PhysicalDrive0  PhysicalDrivel l‘-’hysica!Drive!

o Disk(C:)) HNew Volume{F:\}
Eﬁ B}' Local DiskiC:\) Local Disk{E:1) N::\J’{hxt;:'\]
Encrypt Edit

Disk Disk

%/ COMODO Disk Encryption is up to date. | Status |

%/ COMODO Disk Encryption is up ko dats.

Step 2 Input the authentication
You must type in the following controls:

«  Current master password: the current pass-phrase, the same for other encrypted disks.
«  USB drive letter: the drive letter of current encryption USB key
For more information about authentication click here.

To understand Passwords click here.

. : . Tools Options Help — |
%ﬁ COMODO Disk Encryption —
<Go Home
Input the authenticatien:

Password authentication
|:| USE ke authentication

Current maszter pazsword:

ﬁ? COMODO Disk Encryption is up to date,
(&

Step 3 Warning screen

Warning screen will inform you that you are about to perform a disk decryption operation, your data from this disk will be
decrypted and accessible to unauthorized users and this is a time consuming and critical task.

Note: If you don't choose fail safe crypto then please do not power off the computer during the decryption process and backup
your data before starting this.

You can check fail safe crypto in order to perform a slower but safer decryption process.
Click 'Next' to continue.

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 15
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T Tools Options Hel — | =
% COMODO Disk Encryption ’ ks
<Go Home
Warning!

“r'ou are about to perform a disk decryption operation.

“'our data will become decrypted and accessible to unauthorized users.
“'our computer might zlov down during this process.

Thiz iz a time consuming and critical tazk,

If pou don't chooze fail zafe crypto then pleaze do not power off

the computer and backup pour data before starting this process.

|:| Fail safe crypto {patent pending)

v All components are up and running. E
(&

Step 4 The operation progress

The application starts decrypting the selected drive. This may take some time depending on the size of your disk. Do not power-
off the system till the process is completed. The decryption progress is indicated at the progress bar.

iy Tools Options  Hel, ~ [
[ Q@i COMODO Disk Encryption .

Tools Options  Help 5
[ @f‘ COMODO Disk Encryption

<Goy

<Go Home
Action in progress... Action in progress...
Operation completed successfully,
Decrypting physical disk...
T f
e
L @ All components are up and running, l v All components are up and running. u |

On Completion, click 'Finish'.
2.3.Edit Disk
Comodo Disk Encryption allows the user to manage the settings for the encrypted physical disks.

The user can change the master password , create/change a user password and change encryption settings for a specific disk.

iy Tools Options  Hel = i Tools Options  Hel, = e
%f‘ COMODO Disk Encryption ’ — % COMODO Disk Encryption ’ e

<Go Home <Go Home

Disk encryption actions Edit disk options:

® Change Password
(®) Change Master Password
(O change User Password

B B

Encrypt Decrypt
Disk Disk

() Change Encryptions Settings

() 5et Usar Password

%/ COMQDO Disk Encryption is up ko date.

%/ COMODO Disk Encryption Is Up to date. | Status |

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 16
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Click the links below for detailed description:

«  Change Password
- Change Master Password
«  Change User Password

«  Change Encryption Settings

«  Set User Password

2.3.1. Change Password

When you create an encrypted disk for the first time you need to choose a master password. This master password
enables you to access all encrypted disks from your computer and create new ones.

For your encrypted disk you can create a user password to allow other users to access your confidential data. To learn how to
create a user password click here.

To understand Passwords click here.

Comodo Disk Encryption allow you to:

«  Change Master Password

«  Change User Password

2.3.1.1. Change Master Password

With the Master Password you can encrypt/decrypt a disk, change the encryption settings and manage the user
password.

Changing a Master Password involves the following steps:

Step 1: Select Change Master Password

Step 2: Input the authentication and click Next
Step 3: Input your new Master Password

Step 4: Warning screen

Step 5: The operation progress

Step 1 Select Change Master Password
From Edit Disk interface select Change Master Password and click 'Next'.
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T Tools Options Hel — | »
@ COMODO Disk Encryption ’ ks
=Go Home
Edit disk options:

@ Change Password

®) Change Master Password
() Change User Password

O Change Encryptions Settings

() Set User Password

provous | et |

¢ COMODO Disk Encryption is up to date.

Step 2 Input the authentication and click 'Next'
You must type in the following credentials:

«  Current master password: the current pass-phrase, the same for other encrypted disks.
or
«  Current master password: the current pass-phrase, the same for other encrypted disks.
«  USB drive letter: the drive letter of current encryption USB key
For more information about authentication click here.

To understand Passwords click here.

~ Tools  Options  Hel =[x
{ Qi COMODO Disk Encryption g
<Go Home
Input the current master authentication factors:

Password authentication
[ ] usE key authentication

Current master passwaord:

[ previous | “Next |
%/ Al components are up and running, | Status
Step 3 Input your new Master Password g
. . i R X Tools ~ Options  Hel =E
You must type in the following controls: N COMODO Disk Encryption
<Go Home
«  New master password: the new pass-phrase.
OR Input the new master authentication factors:
Password authentication
«  New master password: the new pass-phrase. U8 ey autrentcation
« USB drive letter: the drive letter of new || Mewmsserpassuond
encryption USB key |
Retype master passwond:
For more information about authentication click here. :
To understand Passwords click here.
[ vrevous | “Wext
Step 4 Warning screen | W All components are up and Funning. u‘
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Warning screen will inform you that you are about to change the authentication for disk encryption. Click 'Next' to continue.

il : . Tools  Options Help lggj
@_‘ COMODO Disk Encryption
=G0 Home
Warning!
“r'ou are abaout ta change the authentication for disk encryptian,
¢ All cormponents are up and running.
- ]

Step 5 The operation progress

The application starts changing the master password for your encrypted disks. Do not power-off the system till the process is
completed. The changing progress is indicated at the progress bar.

= : . Tools Options Help lﬂﬁ]
“g:‘ COMODO Disk Encryption
<Go Home

Action in progress...

Operation completed successfully.

N

e{’ All components are up and running.
(&

On completion, click 'Finish'.

2.3.1.2. Change User Password

The User Password provides limited access to your secure information.

For more information about Passwords click here.

Changing a User Password involves the following steps:

Step 1: Select Change User Password
Step 2: Input the authentication

Step 3: Input your new User Password
Step 4: Warning screen

Step 5: The operation progress

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 19



Guide <oMo20

Comodo Disk Encryption - User

|

Step 1 Select Change User Password
From Edit Disk interface select Change User Password and click Next.

— Tools  Options Hel —_
Q3 COMODO Disk Encryption 4
<=Go Home
Edit disk options:

® Change Password
() Change Master Password
® Change User Password

O Change Encryptions Settings

() Set User Passward

previous | “ext |

¢ Al components are up and running.
=

Step 2 Input the authentication and click Next
You must type in the following controls:

«  Current master password: the current pass-phrase, the same for other encrypted disks.

OR
«  Current master password: the current pass-phrase, the same for other encrypted disks; and
»  USB drive letter: the drive letter of current encryption USB key

For more information about authentication click here.

To understand Passwords click here.

e ) . Tools Options Help lggj
% COMODO Disk Encryption
<Go Home
Input the current user authentication factors:
Password authentication
D USE kew authentication
Current uger pazsword:
| semne
et |
ei All compaonents are up and running. E

Step 3 Input your new User Password
Enter your new User Password and click 'Next'.
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et Tools  Options Hel @
% COMODO Disk Encryption ’ S

<Go Home

Input the new user authentication factors:

Mew uzer password:

Fietype uzer pazzword:

Step 4 Warning screen
Warning screen informs you that

you are about to change the [ “Next |
authentication for disk encryption.
Click 'Next' to continue. L %/ &ll components are up and running. | Status |
- Tools  Options Hel |
@ COMODO Disk Encryption ’ -
<Go Home
Warning!

“r'ou are about to change the authentication for dizk encrpption.

previous | Next |
v All components are up and running. h tatus J
(=

Step 5 The operation progress

The application starts changing the user password for your encrypted disks. Do not power-off the system till the process is
completed. The changing progress is indicated at the progress bar.

T Tools  Options Hel s |
Qg COMODO Disk Encryption s

<Go Home

Action in progress...

Operation completed successiully,

v Al components are up and running.
L
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On completion click Finish.

2.3.2. Change Encryption Settings

Comodo Disk Encryption ships with four encryption levels
+  High Security: Cipher algorithm AES, Cipher mode OFB

¢ Medium Security: Cipher algorithm Twofish, Cipher mode CBC
«  Low Security: Cipher algorithm Cast6, Cipher mode NONE

»  Custom: Select a combination from an Cipher algorithm and Block Cipher Mode

Comodo Disk Encryption provides you with selection of Cipher Algorithms and Block Cipher Modes. Each has its own
advantages in terms of performance and strength. The slider allows you to quickly switch between Comodo suggested
combinations of algorithm and cipher mode. You can, however, create your own combination by directly modifying the two drop
down menus. For more information about algorithms click here.

Changing Encryption settings involves the following steps:

Step 1: Select Change Encryption Settings
Step 2: Select your encrypted disk

Step 3: Input the authentication

Step 4: Select the new encryption settings
Step 5: Warning screen

Step 6: The operation progress

Step 1 Select Change Encryption Settings

From Edit Disk interface select Change Encryption Settings and click 'Next'.

o~ . i Tools  Options Help lglﬂl
@j COMODO Disk Encryption
<G&o Home
Edit disk options:
() Change Password
(@) Change Master Passward
() Change User Password
@ Change Encryptions Settings
) et User Password |
Q? All compaonents are up and running.

Step 2 Select your encrypted disk
In the interface you can select only encrypted disks. Click on the encrypted disk for which you want to change the encryption
settings.
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T Tools  Options Hel — | =
% COMODO Disk Encryption ’ ks

<Go Home

Select the physical disk:

PhysicalDrive0 PhysicalDrivel Ryiiile1lslgi7:y]

Local Disk{C:\) Local Disk(E:1)

Previous

@ All components are up and running.

Step 3 Input the authentication and click Next
You must type in the following controls:

+  Current master password: the current pass-phrase, the same for other encrypted disks.
OR
+  Current master password: the current pass-phrase, the same for other encrypted disks.
«  USB drive letter: the drive letter of current encryption USB key
For more information about authentication click here.

To understand Passwords click here.

=~ : . Tools  Options Help lglﬂl
% COMODO Disk Encryption
<Go Home
Input the authentication:
Password authentication
I:‘ USE key authentication
Current master password:
| (L1 L]
| previous |
@ All components are up and running.

Step 4 Select the new encryption settings
Select your new encryption level and click "Next'. For more information about algorithms click here.
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= ) . Tools Options Help lﬁﬂ]
%}; COMODO Disk Encryption
<Go Home
Select the new encryption settings:
High Security
Cipher Algorithm:
= M ediurn S ecurity Twafish
Laow Security Block Cipher Mode:
Cipher-black chaining [CEC)
Custom
prevous | et
¢ All components are up and running. E

Step 5 Warning screen
Warning screen inform you that you are about to perform a disk re-encryption according with your new settings and your
computer might slow down during this process because it is a time consuming and critical task.

Note: This process will reset your user password. To create a new user password click here.

You can check fail safe crypto in order to perform a slower but safer encryption process.

Click 'Next' to continue.

— Tools Options Hel —
@ COMODO Disk Encryption ’ —

<Go Home
Warning!

‘fou are about to perform a disk re-encreption operation according to the new encryption settings.
‘r'our computer might zlow dovn during this process.

This is a time consuming and critical task,

The uzer pazzword will be ressted.

|:| Fail safe crypto {patent pending)

prevous | st |

v Al companents are up and running.
=

Step 6 The operation progress
The application starts decrypting the selected drive. This may take some time depending on the size of your disk. Do not power-
off the system till the process is completed. The progress is indicated at the progress bar.
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~ . i Tools  Options Help i ) . Tools  Options Help EEJ
g&" COMODO Disk Encryption % COMODO Disk Encryption
<Go <Go Home
Action in progress... Action in progress...
Operation completed successhuly
Changing physical disk encryption seftings...
1 N )
=
%/ All components are up and running. q %/ all components are up and running. | status ||
B

On Completion, click Finish.

2.3.3. Set User Password

For your encrypted disks you can create a user password to allow other users to have limited access.
Creating a User Password involves the following steps:

Step 1: Select Set User Password
Step 2: Input the authentication
Step 3: Input your User Password
Step 4: Warning screen

Step 5: The operation progress

Step 1 Select Set User Password
From Edit Disk interface select Set User Password and click ‘Next'.

G~ Tools  Options Help lglﬂl
'@f COMODO Disk Encryption
<Go Home
Edit disk options:
() Change Password
(@) Change Master Passwaord
() Change User Passward
O “hange Encryptions Settings
® Set User Password
| previous |
@' All components are up and running.
(= _

Step 2 Input the authentication

You must type in the following controls:
- Current master password: the current pass-phrase, the same for other encrypted disks.

OR
«  Current master password: the current pass-phrase, the same for other encrypted disks; and
«  USB drive letter: the drive letter of current encryption USB key

For more information about authentication click here.

To understand Passwords click here.
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= Tools  Options Hel — |
% COMODO Disk Encryption ’ kS

<Go Home
Input the current master authentication factors:

Passward authentication
I:‘ USE key authentication

Cument master passwond:

@ All components are up and running.
(&

Step 3 Input your User Password
Enter your new User Password and click 'Next'.

Tools Options Help lg acs

% COMODO Disk Encryption

<Go Home

Input the user authentication factors:

Uszer pazsword:

Fietype user passward:

w All components are up and running.
(&

Step 4 Warning screen
Warning screen will inform you that you are about to change the authentication for disk encryption. Click 'Next' to continue.
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T Tools  Options Hel — |
% COMODO Disk Encryption ’ =k

<Go Home

Warning!

‘rou are about to change the authentication for dizk encryption.

v Al compaonents are up and running.
=

Step 5 The operation progress

The application starts creating the user password for your encrypted disks. Do not power-off the system till the process is
completed. The progress is indicated at the progress bar.

. Tools  Options Hel — [
% COMODO Disk Encryption ’ —

<Go Home

Action in progress...

Operation completed successfully.

@ All components are up and running.
=

On completion, click Finish.

2.4 Status

The Status interface provides a visual representation of your disks.

You can find out which disks are encrypted or and which are not at a glance. To access the interface click on the Status button
from the Status Bar.
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= ) . Tools Options Help lﬁﬂ]
@ COMODO Disk Encryption
<Go Home
Status
[=] Phyysical disks:
PhysicalDrive0 PhysicalDrivel PhysicalDrive2
Local Disk{C:\]) Local Disk({E:\} IL':::
Wirtual disks:
@ All components are up and running.

3.Virtual Disk Encryption

A Virtual drive is a drive partition that is created to emulate an optical disk (such as a dvd or cd) or a hard drive
partition.

Comodo Disk Encryption contains a wizard that allows you to create two types of virtual drives
depending on your requirements:

«  Virtual Memory drives, which reside in the system memory, enable very fast read write access but last only till the
system is turned-off. The memory drive is created in the system memory, i.e. a portion of RAM is set up to act as a
hard drive partition. The memory drive has fast read/write access. Because of the volatile nature of the system
memory, the memory drive will last only till the system is powered-off. Memory drives can be used while working with a
decrypted copy of an encrypted document and to hold larger files like image files for shorter period of times, e.g. when
working on several images using image editing software. To create a virtual memory drive, select ' Memory Drive' as
the " disk type' during the virtual drive creation wizard. See ' Creating New Virtual Disk' for more details.

«  Virtual File drives, which reside in your hard disk. The file drive is created as single disk image file at any location of
your choice in your hard drive. This file acts as a disk image, resembling a separate hard drive partition. You can set
any drive letter of your choice to this virtual drive partition and encrypt with any hash and encryption algorithms. The
virtual drive will be displayed as a hard drive partition in My Computer Explorer window. You can format this drive and
store your data to be protected in it for permanent storage. To create a virtual file drive, select ' File Drive' as the ' disk
typestore location' during the virtual drive creation wizard. See ' Creating New Virtual Disk' for more details.

A new drive letter can also be assigned for a virtual drive and this will resemble a hard drive partition in My Computer Explorer
window.

To access this feature click on the Virtual Disk Encryption button on the Main Interface.

Comodo Disk Encryption User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 28



COMODO

Creating Trust Online®

als ions el gl ) i Tools Options  Help s
o~ COMODO Tk e @ COMODO Disk Encryption —
Disk Encryption P
Virtual disk encryption actions
T
s a a4 4 9
Create New Mount Existing Unmount Existing Edit
Disk Virtual Disk ZIP Virtual Disk Virtual Disk Virtual Disk Virtual Disk
Encryption Encryption Encryption
| 57 Al compenents are up and runring. | &/ Al components are up and runming,  =—

From this interface, you can:

«  Create New Virtual Disk

*  Mount Existing Virtual Disk

«  Unmount Existing Virtual Disk
«  Edit Virtual Disk Parameters

«  View status of the virtual disks

3.1.Create New Virtual Disk

Comodo Disk Encryption allows you to create Virtual Disks on your system using the strongest encrypt algorithms
available.

Encrypting a Virtual Disk protects the confidential information stored in it from being accessed by anybody until the correct
authentication credentials have been supplied.

Creating a Virtual Disk involves the following steps:

Step 1: Create New Virtual Disk
Step 2: Choose the disk type

Step 3: Input authentication factors
Step 4: Encryption settings

Step 5: Warning screen

Step 6: The operation progress

Step 1 Select Create New Virtual Disk
Click on Create New Virtual Disk from Virtual disk encryption interface.
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Tools Options Help lg L)

@ COMODO Disk Encryption

Virtual disk encryption actions

4 9 9

Create New Mount Existing Unmount Existing Edit
Virtual Disk Virtual Disk Virtual Disk Virtual Disk

@ All components are up and running.
(&

Step 2 Choose the disk type
In the virtual disk settings interface, you can create a Memory Drive or a File Drive.

«  Memory Drive - The memory drive is created in the system memory, i.e. a portion of RAM is set up to act as a hard
drive partition. The memory drive has fast read/write access. Because of the volatile nature of the system memory, the
memory drive will last only till the system is powered-off. Memory drives can be used while working with a decrypted
copy of an encrypted document and to hold larger files like image files for shorter period of times, e.g. when working
on several images using image editing software. Click here for more details on Memory Drive.

— Tools  Options Help lgﬂj
“3‘ COMODO Disk Encryption
=G0 Home
Select the encrypted virtual disk settings:

Choose the disk type Diive Letter:

® Memory Disk

) File Disk

olume Label
Image file path: [ Memary Disk
[ | File System:
FAT32

Yirtual disk size:

e |

| 41 lga B

%/ Al components are up and running.
(&

- File Drive - The file drive is created as single file at any location of your choice in your hard drive. This file acts as a
disk image, resembling a separate hard drive partition. You can set any drive letter of your choice to this virtual drive
partition and encrypt with any hash and encryption algorithms. The virtual drive will be displayed as a hard drive
partition in My Computer Explorer window. You can format this drive and store your data to be protected in it for
permanent storage. Click here for more details about File Drive.
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e Tools  Options Heal s
Q) COMODO Disk Encryption : | —

=Go Home

Select the encrypted virtual disk settings:

Choose the disk type : Diive Letter:
) Memory Disk
® File Disk
“olume Label:

Irnage file path:

i CtiDocurments and SettingsitestDeskioplFile C

File Syatern:
Browse ...
NTFS
irtual disk size:
ER -1
¢ All components are up and running.
- =

« Image file path - Refers to the file location where the encrypted virtual disk should be saved. This field is enabled only
if you choose to create an encrypted file disk. This will become active if you select File disk type.

«  Virtual disk size - This control will be activated after you select the image file path. The size depends on free space
available on the drive where the image file is saved. This is the size of the encrypted virtual disk to be created.

«  Drive Letter - The drive letter which will appear in Windows Explorer for the encrypted virtual disk.
*  Volume Label - A short description or name for the encrypted virtual drive.
«  File System - The file system to be used for the encrypted virtual drive. This can be FAT, FAT32 or NTFS.

After making your settings click "Next'.

Step 3 Input authentication factors
You must type in the following credentials:

e Tools Options  Hel | @y
% COMODO Disk Encryption g

«  New master password: the new e
pass-phrase, if the current disk is
the first virtual disk to be Input the authentication:
encrypted
OR
«  Current master password: the New password:
current pass-phrase, the same for [oeeee N |

other virtual disks. A \
etype password:

prevos | st

U

v All components are up and running.
(=

Step 4 Encryption settings
The encryption level:

«  High Security: Cipher algorithm AES, Cipher mode OFB
*  Medium Security: Cipher algorithm Twofish, Cipher mode CBC
«  Low Security: Cipher algorithm Cast6, Cipher mode NONE

»  Custom: Select a combination from an Cipher algorithm and Block Cipher Mode
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Select The encryption level you wish to apply to the selected drive. Comodo Disk Encryption provides you with selection of
Cipher Algorithms and Block Cipher Modes. Each has its own advantages in terms of performance and strength. The slider
allows you to quickly switch between Comodo suggested combinations of algorithm and cipher mode. You can, however, create
your own combination by directly modifying the two drop down menus.

For more information about algorithms click here.

e : . Tools Options Help EE
%‘;‘ COMODO Disk Encryption
<Go Home
Select the encryption settings:
High 5 ecurity
Cipher Algorithm:
M ediumn Security Cacts
Low Security Block Cipher Mode:
Mone
= Custom
provous | et |
@ All components are up and running. E
(&

Step 5 Warning screen
Warning screen will inform you that you are about to create and mount a new virtual disk.

Note: This process will reset your user password. To create a new user password click here.

Click 'Next' to continue.

. Tools  Options Help lElEJ
'@j COMODO Disk Encryption
=G0 Home
Warning!
“ou ars about to create and maount & new vitual disk.
The zize of the image file expandsz to the vittual encrypted disk size az data iz saved tait.
The uzer pazzword will be rezeted.
previous | et |
Q? All components are up and running. E
(& _

Step 6 The operation progress
The application starts to create and mount the new virtual disk . This may take some time depending on the size of your disk. Do

not power-off the system till the process is completed. The progress is indicated at the progress bar.
Click 'Finish' to continue.
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. ) . Tools Options Help lggj
%ﬁ COMODO Disk Encryption
<Go Home
Action in progress...
Operation completed successfully.
@ All components are up and running.

3.2.Mount Existing Virtual Disk

Comodo Disk Encryption allows you to mount Virtual Disks created on your computer or imported from other
computers.

Mounting a Virtual Disk involves the following steps:

Step 1: Select Mount Existing Virtual Disk
Step 2: Select the encrypted virtual disk image
Step 3: Input authentication factors

Step 4: Warning screen

Step 5: The operation progress

Step 1 Select Mount Existing Virtual Disk
Click on Mount Existing Virtual Disk from Virtual disk encryption interface.

Tp . . Tools  Options Help LEEJ
@;‘ COMODO Disk Encryption
<Go Home
Virtual disk encryption actions
! % 9
’
Create New LTS 0l Unmount Existing Edit
Virtual Disk Virtual Disk virtual Disk Virtual Disk
@ All components are up and running.
(& -
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Step 2 Select the encrypted virtual disk image
«  Choose the location to open the file: Select the path to the image file of your encrypted virtual disk.

»  Drive Letter: The drive letter of the mounted virtual disk.

«  Read-Only: The access rights for that virtual drive.

i : . Tools Options Help lgEJ
“,:‘ COMODO Disk Encryption
<Go Home
Select the encrypted virtual disk image:
Choose the location to open the file
i CriDocurments and SettingsiktestiDeskiopiFile C
Browse ...
Dirive Letter:
(¥
|:| Read-only
@ All components are up and running. E .
«  Click 'Next' to continue.
. . Ty . . Tools  Options Help gzj
Step 3 Input authentication factors N COMODO Disk Encryption
. . . <Go Hol
You must type in the following credentials: i
«  Current master password: the current = NPut the current authentication:
pass-phrase, the same for other
Vll‘tua| dISkS Current password:
| aane|
OR :
e Current user password: the current
pass-phrase, the same for other
virtual disks.
[ previous | Next |
. %/ &l camponents are up and running. u‘

Note: If you mount a virtual disk using the user password, this virtual disk will not be mounted persistently, meaning that you
have to manually mount it again after system restart.

Note: If you try to mount a foreign virtual disk image and you provide the correct master password of the image, you will be
prompted to change that password with the master password of the host computer in order to mount it persistently.

Step 4 Warning screen

Warning screen will inform you that you are about to mount an encrypted virtual disk and after this operation your information
will be accessible on this operating system.
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<Go Home
Warning!

“r'ou are about to mount an encrypted wirtual disk.
After perfarming thiz operation, your encivpted data will be accessible in the operating system.

@ All components are up and running.
(&

Step 5 The operation progress
The application starts to mount the existing virtual disk. The progress is indicated at the progress bar.

- Tools  Options Hel e £
Q4 COMODO Disk Encryption g ——

=Go Home
Action in progress...

Operation completed successfully.

@ All components are up and running.
(=

On completion, click 'Finish'.

3.3.Unmount Existing Virtual Disk

Comodo Disk Encryption allows you to unmount Virtual Disks from your computer.

Unmounting a Virtual Disk involves the following steps:

Step 1: Select Unmount Existing Virtual Disk
Step 2: Choose the virtual disk to be unmouted
Step 3: Warning screen

Step 4: The operation progress

Step 1 Select Unmount Existing Virtual Disk

Click on Unmount Existing Virtual Disk from Virtual disk encryption interface.
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Create New Mount Existing FINIST @S G 1] Edit
Virtual Disk Virtual Disk Virtual Disk Virtual Disk

@ All components are up and running.
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Step 2 Choose the virtual disk to be unmouted
Select your virtual disk that you want to unmount and click 'Next'.

T . ) Tools  Options Help lglﬂj
% COMODO Disk Encryption
<Go Home
Unmount encrypted virtual disk:
1=\ M:\
File Disk File Disk
I:‘ Delete image file after unmount
@ All compaonents are up and running.
(& -

Delete image file after unmount - Deletes the virtual disk image file from your computer after unmount.
«  Click 'Next'".
Step 3 Warning screen

Warning screen inform you that you are about to unmount an encrypted virtual disk, you need to close all processes which are
using this virtual disk, because all the information will not be accessible.

To continue click 'Next'.
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T Tools Options Hel — |
% COMODO Disk Encryption ’ ks

<Go Home
Warning!

‘rou are about bo unmount an encrppted wvirtual disk.

Flease cloze all processes which are using this encrypted virtual disk.

After performing this operation the encrppted virtual disk will not be accessible.
Usze mount existing virtual disk action in order to mount it back,

v Al compaonents are up and running.
=

Step 4 The operation progress
The application starts to unmount the existing virtual disk . The progress is indicated at the progress bar.

T Tools Options Hel — [
% COMODO Disk Encryption ’ _

<Go Home
Action in progress...

Operation completed successfully.

¢ Al components are up and running.
| |

On completion, click Finish.

3.4.Edit Virtual Disk

Comodo Disk Encryption allows the user to manage the settings for his encrypted virtual disks.

The user can change the master password , create/change a user password and change encryption settings for a specific virtual
disk.
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&4 COMODO Disk Encryption @ COMODO Disk Encryption

<Go <Go Home

Virtual disk encryption actions Edit virtual disk options:

® Change Passward

IEJ I& |& “ @ Changes Master Password
] 1 | £/

.| () Change User Password

Create New Mount Existing Unmount Existing Edit © hange Encryptions Settings

Virtual Disk Virtual Disk Virtual Disk Virtual Disk ) Set User Password

W All components are up and running. @ All components are up and running. h b _J
L

Click the links below for detailed descriptions:

«  Change Password
«  Change Master Password
- Change User Password

«  Change Encryption Settings

«  Set User Password

3.4.1. Change Password

When you create an encrypted virtual disk for the first time, you need to choose a master password. This master
password enables you to access all the encrypted virtual disks from your computer and create new ones.

For your encrypted virtual disk you can create a user password to allow other users to access your confidential data. To learn
how to create a user password click here. To understand Passwords click here.

Comodo Disk Encryption allow you to:
- Change Master Password

«  Change User Password

3.4.1.1. Change Master Password

With the Master Password you can encrypt/decrypt, mount/unmount a virtual disk, change his encryption settings
and manage the user password.

Changing a Master Password involves the following steps:

Step 1: Select Change Master Password

Step 2: Input the authentication and your new Master password
Step 3: Warning screen

Step 4: The operation progress

Step 1 Select Change Master Password
From Edit Virtual Disk interface select Change Master Password and click 'Next'.
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T Tools Options Hel — | =
% COMODO Disk Encryption ’ ks

<Go Home

Edit virtual disk options:

® Change Password
® Change Master Password
() Change User Password

O Change Encryptions Settings
() Set User Password

provous | et |

J

v All components are up and running.

Step 2 Input the authentication and your new Master password
You must type in the following credentials:

»  Current master password: the current pass-phrase, the same for other encrypted virtual disks.

«  New master password: the new pass-phrase.

For more information about authentication click here.

To understand Passwords click here.

T Tools Options Hel e L .
@ COMODO Disk Encryption ’ =

<Go Home

Input the master authentication factors:

Current master pazsword:

Mew master pazzword:

Fetype master pazsword:

provous | et |

Q? All components are up and running.
(= _J

Step 3 Warning screen
Warning screen inform you that you are about to change the authentication for virtual disk encryption. Click 'Next' to continue.
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T~ Tools  Options Hel — | »
% COMODO Disk Encryption ’ ks

<Go Home
Warning!

“t'ou are about to change the master pazsword for wirtual disk encryption.

@ All components are up and running.

Step 4 The operation progress
The application starts changing the master password for your encrypted virtual disks. Do not power-off the system fill the
process is completed. The changing progress is indicated at the progress bar.

@ COMODO Disk Encryption T —
=Go Home
Action in progress...
Operation completed successfully.
L @ All components are up and running. |

On completion, click 'Finish'.

3.4.1.2. Change User Password

The User Password provide limited access to your secure information.

For more information about Passwords click here.

Changing a User Password for your virtual disks involves the following steps:

Step 1: Select Change User Password

Step 2: Input the authentication and your new User password
Step 3: Warning screen

Step 4: The operation progress

Step 1 Select Change User Password
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From Edit Virtual Disk interface select Change User Password and click ‘Next'.

iy : . Toals Options Help lEEJ
% COMODO Disk Encryption
=G0 Home
Edit virtual disk options:
(® Change Password
() Change Master Password
® change User Password
O Change Encryptions Settings
() Set User Password
previous | et |
v All components are up and running. E
(& =

Step 2 Input the authentication and your new User password
You must type in the following credentials:

«  Current user password: the current pass-phrase, the same for other encrypted virtual disks.

«  New user password: the new pass-phrase.

For more information about authentication click here.

To understand Passwords click here.

-t Tools  Options Hel = 3w
@ COMODO Disk Encryption ’ akd

<Go Home
Input the user authentication factors:
Current uzer passwoard:
| L1 LY 1) |
Mew user pazsward:
| L1111 1)) | I I
Fetype user passwoard:
| L1111 1)) |
provious | Wt
¢ Al components are up and running.
= ]

Step 3 Warning screen
Warning screen will inform you that you are about to change the authentication for virtual disk encryption. Click ‘Next' to
continue.
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T . . Tools Options Hel — | .
% COMODO Disk Encryption : =L

<Go Home
Warning!
‘f'ou are about to change the user password for an encrypted virtual disk.
et
Q? All compaonents are up and running.
= _

Step 4 The operation progress

The application starts changing the user password for your virtual encrypted disks. Do not power-off the system till the process
is completed. The progress is indicated at the progress bar.

e : . Toals Options Help lgzj
% COMODO Disk Encryption
<Go Home
Action in progress...
Operation completed successfully.
" """
%/ Al components are up and running.

On completion, click 'Finish'.

3.4.2. Change Encryption Settings

Comodo Disk Encryption ships with four encryption levels
«  High Security: Cipher algorithm AES, Cipher mode OFB

¢ Medium Security: Cipher algorithm Twofish, Cipher mode CBC
»  Low Security: Cipher algorithm Cast6, Cipher mode NONE

»  Custom: Select a combination from an Cipher algorithm and Block Cipher Mode

Comodo Disk Encryption provides you with selection of Cipher Algorithms and Block Cipher Modes. Each has its own
advantages in terms of performance and strength. The slider allows you to quickly switch between Comodo suggested
combinations of algorithm and cipher mode. You can, however, create your own combination by directly modifying the two drop
down menus. For more information about algorithms click here.
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Changing Encryption settings of one of your virtual disks involves the following steps:

Step 1: Select Change Encryption Settings
Step 2: Select the encrypted disk

Step 3: Input the authentication

Step 4: Select the new encryption settings
Step 5: Warning screen

Step 6: The operation progress

Step 1 Select Change Encryption Settings
From Edit Virtual Disk interface select Change Encryption Settings and click ‘Next'.

= : . Tools  Options Help lﬂﬂ]
@j COMODO Disk Encryption
<Go Home
Edit virtual disk options:
() Change Password
@) Change Master Password
() Change User Password
'@ Change Encryptions Settings
() Sek User Password
| Previous |
%/ Al components are up and running.
(&

Step 2 Select the encrypted disk
Next, select the encrypted virtual disk for which you want to change the encryption settings and click 'Next' to continue.

— Tools  Options Hel —
@ COMODO Disk Encryption ’ —

<Go Home
Select drive letter:
M:\
File Disk
v Al companents are up and running.
=

Step 3 Input the authentication
Enter the following credentials:

«  Current master password: the current pass-phrase, the same for other encrypted virtual disks.
For more information about authentication click here.

To understand Passwords click here.
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T . i Tools  Options Help lglﬂl
%ﬁ COMODO Disk Encryption
<Go Home
Input the authentication:
Current master passward:
i ........l
het |
@ All components are up and running. E

Step 4 Select the new encryption settings
Select your new encryption level and click "Next'. For more information about algorithms click here.

—_ Tools Options Hel s |
@ COMODO Disk Encryption ’ —

<Go Home
Select the encryption settings:
High Security
Cipher Algorithm:
= tediurn Security Twafish
Lawy Security Block Cipher Mode:
Cipher-black chaining [CEC)
Custom
prevous | ext |
v Al components are up and running.
[S

Step 5 Warning screen

Warning screen will inform you that you are about to perform a virtual disk re-encryption according with your new settings and
your computer might slow down during this process.

Note: This process will reset your user password. To create a new user password click here.

Click 'Next' to continue.
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T Tools Options Hel — |
% COMODO Disk Encryption ’ ks

<Go Home
Warning!

“rou are about to perform a wirtual disk re-encryption operation according to the new encryplion settings.
This operation will unmaount your encrepted vittual disk.

Fleaze cloze all applications which are using this encrppted virtual disk.

After performing this operation, your encrypted data will be accessible in the operating system.

‘r'our computer rmight glow dowvn during this process.

The uzer pazzword will be rezeted.

v Al compaonents are up and running.
=

Step 6 The operation progress
The application starts re-encrypting the selected virtual drive. This may take some time depending on the size of your virtual
disk. Do not power-off the system till the process is completed. The re-encrypting progress is indicated at the progress bar.

Tl Tools  Options Hel |
% COMODO Disk Encryption ’ —

=Go Home
Action in progress...
Operation completed successfully.
o
] Q? All components are up and running.

On completion, click 'Finish'.

3.4.3. Set User Password

For your encrypted virtual disks you can create a user password to allow other users to have limited access.

Creating a User Password for tour virtual disks involves the following steps:

Step 1: Select Set User Password

Step 2: Input the authentication and your new User password
Step 3: Warning screen

Step 4: The operation progress

Step 1 Select Set User Password
From Edit Virtual Disk interface select Set User Password and click 'Next'.
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T~ Tools  Options Hel . =3
@ COMODO Disk Encryption ’ =

<Go Home

Edit virtual disk options:

() Change Passward
(@ Change Master Password
() Change User Passward

O Change Encryptions Settings

® Set User Password

Q? All components are up and running.

Step 2 Input the authentication and your new User password
Enter the following credentials:

«  Current Master password: the current pass-phrase, the same for other encrypted virtual disks.

«  New user password: the new pass-phrase.

For more information about authentication click here.

To understand Passwords click here.

T~ . A Tools  Options Help [— [ x]|
@ COMODO Disk Encryption
<Go Home
Input the authentication:
Current master pazsword:
| LLL1]] |
Uszer pazsword:
| LLL1]] |
Fietype uzer pazsword:
| *Eee |
|:| Read only access
| Previous |
@ All compaonents are up and running.

Step 3 Warning screen
The warning screen will inform you that you are about to change the authentication for disk encryption. Click 'Next' to continue.
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G . ) Tools  Options Help [ — | x|
'@f COMODO Disk Encryption
<Go Home
Warning!
rou are about to zet the uzer passwaond.
v All compaonents are up and running.
(. =

Step 4 The operation progress

The application starts creating the user password for your encrypted virtual disks. Do not power-off the system till the process is
completed. The changing progress is indicated at the progress bar.

e Tools  Options Hel i o0
Q3 COMODO Disk Encryption 4 ——

<Go Home
Action in progress...
Operation completed successfully.
L
Q? All components are up and running.
= _J

On completion, click 'Finish'.

3.5. Status

Status interface provide a visual representation of your virtual disks.

In a moment you can find out what virtual disks are mounted or not. To access the interface click on the Status button from the
Status Bar.
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o . . Tools Options Help lggj
% COMODO Disk Encryption
<Go Home
Status
Phesical disks:
[=] wirtual disks:
=X
File Disk
@ All components are up and running.
(& -

4.ZIP Encryption

You can create encrypted ZIP containers where you can save several files and folders with the encryption level of
your choice.

To access this feature click on the ZIP Encryption button on the Main Interface.

=-._ COMODO Tools Options  Help B (DO Disk Enc . Tools Options  Halp [C %
5 . % ryption
Disk Encryption |

Encrypted ZIP actions

1 B i iq
2 W HE I
) Create Open
. . - N Existil
Disk Virtual Disk ZIP - s
Encryption Encryption Encryption
| &/ Al companents ars up and uming. L /" &l components are up and runing. ==

From this interface, you can:
«  Create New Zip Container

«  Open existing Zip Container

4 .1.Create New

You can protect specific files and folders including them in a secure ZIP encrypted container.

Creating a ZIP encryption involves the following steps:

Step 1: Select Create New

Step 2: Add files and folders
Step 3: Input the authentication
Step 4: Encryption settings
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Step 5: ZIP destination
Step 6: Warning screen
Step 7: The operation progress

Step 1 Select Create New
From Encrypted ZIP interface click on 'Create New'.

Tp . . Tools  Options Help [— [ x]
“ﬁ COMODO Disk Encryption
<Go Home
Encrypted ZIP actions
W
i
Open
Existing
v All components are up and running.

Step 2 Add files and folders

Manage your file/folders that you want to include in the ZIP container using Add files, Add folders and Remove. Click 'Next' to
continue.

Add files - add files for the new encrypted ZIP
Add folder - add folders for the new encrypted ZIP
Remove - remove file/folder from the list of the new encrypted ZIP

gl ) . Tools  Options Help lEEJ
'@_;‘ COMODO Disk Encryption
=G0 Home
Add files and folders to the Encrypted ZIP:
Mame Path
-__f Mews Text Docurnent, bxt CriMew Text Document. bxt
I Mew Wardpad Document, doc CiMew Wordpad Document.doc
‘9 Mew Folder C:\Mew Faolder
A s | pd Toder | Selct Al previous | et |
@ All components are up and running.
(=

Step 3 Input the authentication
You must type in the following credentials:

«  New specific password: the new pass-phrase.

To understand Passwords click here.
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— : . Tools Options Help lglﬂl

%}; COMODO Disk Encryption
<Go Home

Input the authentication:

Mew password:

i I I I

Fetype password:

i LLILL1lL]]

@ All components are up and running. E

Step 4 Encryption settings

The encryption level:
«  High Security: Cipher algorithm AES, Cipher mode OFB
¢ Medium Security: Cipher algorithm Twofish, Cipher mode CBC
«  Low Security: Cipher algorithm Cast6, Cipher mode NONE

»  Custom: Select a combination from an Cipher algorithm and Block Cipher Mode

Select The encryption level you wish to apply to the selected drive. Comodo Disk Encryption provides you with selection of
Cipher Algorithms and Block Cipher Modes. Each has its own advantages in terms of performance and strength. The slider
allows you to quickly switch between Comodo suggested combinations of algorithm and cipher mode. You can, however, create
your own combination by directly modifying the two drop down menus.For more information about algorithms click here.

= : . Tools Options Help li""lEJ
%ﬁ COMODO Disk Encryption
<Go Home

Select the encryption settings:

High 5 ecurity

Cipher Algorithm:
I ediurn S ecurity Casts
Law Securty Block Cipher Mode:
Mone
= Custom
@ All components are up and running. E

Step 5 ZIP destination

Select where you want to save your Encrypted ZIP on your computer.
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o~ Tools  Options Hel — |
@ COMODO Disk Encryption ’ —

<Go Home

Input the encrypted ZIP destination:

Encrypted ZIP file path:

@ All components are up and running.
(&

Click 'Next' to continue.

Step 6 Warning screen
The warning screen will inform you that you are about to create a new encrypted ZIP file.

e Tools  Options Hal —_
Q4 COMODO Disk Encryption a

=Go Home
Warning!
‘rou are about to create a new encrypted zip file,
‘f'our computer might slow doven during this process.
| Previous |
| v All companents are up and running. .

Click 'Next' to continue.

Step 7 The operation progress
The application starts creating the encrypted ZIP file. Do not power-off the system till the process is completed. The progress is
indicated at the progress bar.
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- Tools  Options Hel — [
% COMODO Disk Encryption ’ —

=Go Home
Action in progress...
Operation completed successfully.
|
@ All components are up and running.
=

On completion, click 'Finish'.

4.2.0pen Existing

The files that are protected in the secure ZIP encrypted container can be accessed at any time by providing the
correct authentication credentials.

Opening a ZIP encryption involves the following steps:

Step 1: Select Open Existing

Step 2: Input the authentication and make your settings
Step 3: The content of encrypted ZIP (files and folders)
Step 4: Warning screen

Step 5: The operation progress

Step 1 Select Open Existing
From Encrypted ZIP interface click on Open Existing.

i . . Tools  Options Help [— [ x]
“‘r COMODO Disk Encryption
<Go Home

Encrypted ZIP actions

]

Create

New

@ All components are up and running.
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Step 2 Input the authentication and make your settings

Select your ZIP file, select where you want to extract the files, input your the specific password for the encrypted Zip and click
Next' to continue.

File path: the location of encrypted ZIP
Destination folder: location where to extract encrypted ZIP
Pass-phrase: the pass-phrase specific to encrypted ZIP

— . . Tools  Options Help lglﬂl
% COMODO Disk Encryption
<Go Home
Extract encrypted ZIP:
Encrypted ZIP file path:
e o
Destination Folder:
| C:\Mew Falder |
Fazz-phrase:
| LL1l]) |
| previous |
@ All components are up and running.
(&

Step 3 The content of encrypted ZIP (files and folders)
From this interface you can browse the encrypted ZIP file. Click Next to continue.

— Tools  Options Hel — |
% COMODO Disk Encryption ’ —

<Go Home
Browse encrypted ZIP:
W8 Mew Folder
15 Mew Text Docurnent bk
& Mew Wordpad Document.doc
| Previois |
%/ Al components are up and running.
=

Step 4 Warning screen

The warning screen will inform that you are about to extract the encrypted file in the destination folder and your data will be
decrypted. Click "Next' to continue.
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e Tools  Options Hel — [
% COMODO Disk Encryption ’ —

<Go Home

Warning!
‘rou are about to extract an encrypted zip file.
Attention! “our data will be decrepted and saved to the destination folder.
“r'our computer rmight slow down during this process.

e

@ Al compaonents are up and running.
= ]

Step 5 The operation progress

COMODO

Creating Trust Online®

The application starts decrypting your ZIP file. Do not power-off the system till the process is completed. The progress is

indicated at the progress bar.

T~ . . Tools  Options Help [— | %]
@j COMODO Disk Encryption
=G0 Home
Action in progress...
Operation completed successfully.
([
v All cormponents are up and running.

On completion, click 'Finish'.

5.Tools

The Tools menu in Comodo Disk Encryption allows you to perform additional tasks which are related to Comodo Disk

Encryption.
These Tools menu options can be accessed by clicking on the Tools in the menu bar.
[ = COMODO Options  Help (= | %]
Disk Encryption | Permels Wil IO &
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Click on the following link for detailed description on the option available under Tools.
»  Format Virtual Disk

5.1.Format Virtual Disk

Once a blank virtual disk is mounted, it needs to be formatted first to the required file system in order to store Folders/Files and
to perform other disk operations. Also formatting a disk stored with unnecessary files enables complete wiping of the files so that
the files are rendered unrecoverable by using any third party file recovery software.

The 'Format Virtual Disk' option under Tools menu enables you to format a pre-mounted virtual disk, with the options of
assigning a new Volume Label (name given to a specific drive), and selecting the file system for the mounted virtual disk.

Note: You should have at least one virtual disk mounted with full read/write access, to format. Refer to Virtual Disk
Encryption > Create New Virtual Disk for more details on creating a Virtual Disk.

To format a virtual disk
1. Click Tools > Format Virtual Disk. The Format Wizard will start.

- COMODOD
! % Disk Encryption - Format Virtual Disk

Select drve letter;

Yalume Label:

File Systen:

NTFS .

2. Select the virtual drive to be formatted from the Select drive letter: drop-down menu.

- COMODO
Disk Encryption - Format Virtual Disk

Select drive letter;

o

I Test Virtual Drive

File System

MTF=
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3. Type a new name for the drive in the 'Volume Label:" text box. Leaving this box blank will keep a default name 'New
Volume' to the formatted drive.

4.  Select the file system for the formatted drive from the 'File System:' drop-down menu.

5. Click 'Format'. A warning dialog will be displayed. Formatting will erase all the data contained in the disk.

= COMODO
Disk Encryption

fi. WARMING: Formatting will erase ALL data on this disk. To format the disk,

Click OK. To quit, click CANCEL.

6. Make sure that you are formatting a blank virtual drive or drive containing unwanted files and click 'OK'. The selected
disk will be formatted and a 'Format Complete' dialog will be displayed.

—-. COMODO
Disk Encryption

i Format complete.

7. Click "'OK".

6.0ptions

The Options menu in Comodo Disk Encryption allows you to configure miscellaneous settings concerning the overall behavior
of the application.

These Options menu can be accessed by clicking on the Options in the menu bar.

o~ COMODO b e BB
Disk Encryption

<Go Home

Options

Boot meszage prompt:

| Enter the password:

D Mo echo during book password typing
I:‘ Automatically start application with Windows
|:| Automatically check For updates

i:‘ Minimize to tray

Q? All components are up and running.
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You can configure the following settings from the Options panel:
«  Set Boot message prompt for boot time password;
«  Automatically start application with Windows;
«  Automatically check for updates;
*  Minimize to tray.

Boot message prompt - The disks encrypted using Password authentication type or both Password and USB key
authentication type cannot be accessed unless the password you have set during encrypting a drive, is entered during system
start-up. By default, a message 'Enter the password:" will be displayed during the system start up, to prompt you to enter the
password that you have set for the encrypted disks. If you want the system to display a prompt message of your choice, you can
enter your customized message (E.g. 'Type the password for Comodo Disk Encryption' or 'Enter the password for accessing
encrypted drives') in the text box below 'Boot message prompt'.

Note: This option is activated if at least one of your drives is encrypted.

If you have cleared this text box, no prompt will be displayed during system start-up, but the system waits for you to enter the
password. If you type the password and press Enter, the system starts normally and you can access the encrypted drive. If you
do not type the password or type a wrong password and press enter, the system will start-up but you cannot access the
encrypted drive. If the OS drive is encrypted, the system will start only on input of the correct password.

No echo during boot password typing - By default, the password you are typing during system start up in order to access the
encrypted drive, will be displayed as asterisk characters. If you don't want the asterisk characters to be displayed, select this
option.

Automatically start application with Windows - Enabling this option starts Comodo Disk Encryption every time during system
start-up automatically. You can also start the application by clicking Start > All Programs > Comodo > Disk Encryption.

Automatically check for updates - Enabling this option makes the application to connect to Comodo server and check for
product updates every time the application is started. If any updates are available, you will be prompted to download and install
the updates. You can also manually check for updates.

Minimize to Tray - By default, on clicking the minimize button from the windows controls of the application GUI, the application
minimizes to the Windows Task Bar. Enabling this option will make the application to minimize into the system tray and to be
displayed as a system tray icon as shown below.

o (80
You can always restore the application by double-clicking on the system tray icon.
«  Click "OK' for your settings to take effect.

/.Help

The Help menu allows you to access different options which aid you in using Comodo Disk Encryption.

S COMODO Tk Tiae (- [x]
Disk Encryption [E]contents
@Suppurt
@Check for Updates
16 about

Click on the links below to get details on options in the Help menu.

+  Contents;
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«  Support;
*  Product Updates;
«  About.

7.1.Contents

Clicking the Content option in the Help menu opens the online Help guide for Comodo Disk Encryption. Each functionality of
Comodo Disk Encryption, has its own dedicated page containing detailed descriptions of it in the help guide.

£} Comado Help - Mozilla Firefox E|E|E|
Bk Edt  YWew  Highory  Gookmerks  Tools  Helo

@ ~ € X dar [T bmhela.comado-com] T | |2 e A

[ ] ptost wisibad || Getting Stacted (2] Latest Hoadines

gljlfumndul-leh |+ |

COMODO HELP Search help Q

Creating Trust Online™

=md the desired product help gt pradu o | Seect version v rennge b See He
nd the desired product help Seiect praduct Spiect versi Seloct| See Help

Select the product
Get Suppott Help
Choose the product: that you are experiencing problems with to get help for

Comodo Systern Cleaner Cormodo Internet Sacurity Caormodo Cloud Scanner
t Gee Help EEEEE  see Help o + Bes Help Get Help from an Expert
- b Product Page v = F Product Page ‘4? ¥ Produck Page
= g

Comodo Programs
g

Dore

7.2.Support

The fastest way to get further assistance on Comodo Disk Encryption is by posting your question on Comodo Forums, a
message board is exclusively created for our users to discuss anything related to our products.

To access Comodo Forum
»  On the Help menu, click Support option.

This will open the website at http://forums.comodo.com. Registration is free and you'll benefit from the expert contributions of
developers and fellow users alike.
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Comodo Disk Encry tion - User

") Welcome to the Comode Forum - Index - Mozilla Firefox
Gle EdR  View FHgtory Bockmerks Tocks Help

'-'—: C X |E|Htur.'.lfuums.mmudo.comr 5] 5 ;"—" g F
IqueCwno\thull-lndmm e

cOMODO

Creating Trust Online™

@About

S v |
410658 Posts

45683 Topics

103216 Members

Labest Member; alfons 123

o t. Please login ar register.
July 26, 2010, 02:07:52 AM

| [Forever =] _Logh
Login vith username, password and session length

| Thu, 22 Jul 2010 08:00:00 EST
Comodo Ranks # 1 Provider of High Assurance Certificates
Pom, 19 Jul 2000 08:00:00 EST
Comodo Targets Web Hosting Companies with New Security Solutions at HostingCon in Austin
FOFG

Search |

Online Knowledge Base

We also have an online knowledge base and support ticketing system at http://support.comodo.com. Registration is free.

7.3.Check for Updates

The Check for Updates option in the Help menu allows you to manually check for the availability of the updated version of
Comodo Disk Encryption from the Comodo server. You can also configure the application to check for updates automatically
by accessing the Options panel.

Kl (0
Cu:untents
@Suppnrt

& Check for Updates

@I.ﬁ.hnut

To manually check for updates
»  On the Help menu, click Check for Updates option. The application will start checking any available updates
from the Comodo Servers.

- Ifany updates are available, the application will start downloading and installing the updates.

« If you have the latest version installed in your system and no updates are available, a dialog will be
displayed indicating that you have the up-to-date version.

—-. COMODOD
Disk Encryption

Zi COMODO Disk Encryption is up to date.
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7.4.About

The About option in the Help menu displays the Comodo Disk Encryption About dialog.

=Es
Cl:untents
@Suppnrt

@Check for Updates

Ii' abaut

To open About dialog
«  On the Help menu, click About option.

COMODO
w Disk Encryption
q.,_u.x COMODO Disk Encryption

Version: 2.0
Copynight © 2010 Comodo Secunty Solutions, Inc.

All Rights Reserved.

The About dialog will display the version information and copyright information of Comodo Disk Encryption installed in your
system.

8.Uninstalling Comodo Disk Encryption

To unlnstall Disk Encryption:
Click Start > Settings > Control Panel

* Inthe Control Panel, double-click Add/Remove Programs
« Inthe list of currently installed programs, click Comodo Disk Encryption
«  Click the 'Remove' button.
Or
»  Click Start > Programs > Comodo > Disk Encryption > Uninstall & Repair

v | T Disk Encryption S COMODD Disk Encrypkion

OFF |’{D | Turn OfF Computer

»  Select Remove from the 'configure' dialog and click Next to continue.
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Creating Trust Online®

COMODO Disk Encryption 2.0

COMODO Disk Encryption configure

Select the operation you wish to perform,

O Upgrade / Repair
Select this option to upgradefrepair COMODO Disk Encryption from your computer,

® Remove
Select this option to completely remove COMODO Disk Encryption from your computer,

O Close this wizard
Select this option to clase this window and exit the installation wizard,

powered by COMODO < Back | | Mest || Cancel

»  Please wait while the installer removes Comodo Disk Encryption from your computer.

COMODO Disk Encryption 2.0

Remoying COMODO Disk Encryption

Please wait while the Instaler removes COMODO Disk Encryption, This may take several minutes,

powarsd by COMODO | < Back | | Mt | | Cancel

«  On completion, you will be prompted to restart your computer. Click on 'Finish’ to continue.
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COMODO Disk Encryption

Completing the COMDDO Disk Encryption Installer

|+ Restart the computer

powered by COMODO | = Back || Einish || Caniel |

«  Click on Finish. Your system will be restarted for the uninstallation to take effect. If you want to restart the system
at a later time, uncheck 'Restart the computer' and click 'Finish'.

Note: The uninstallation will take effect only on restarting your system.
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Appendix - 1 Cipher Algorithms - A Brief
Overview

Different algorithms are used for encryption, but all of them have certain common elements.

There are several classes of algorithms, in Comodo Disk Encryption are used the strongest types. At it's most simple level,
encrypting your data prevents it from being stolen, modified or accessed by unauthorized persons.

ENCRYPTION

[&ny procedure to convert
plairtext into ciphertext)

N\

PLAINTEXT CIPHERTEXT
[The ariginal information [The hidden infarmation)
to be hidden)
DECRYPTION

[&ny procedure to convert
ciphertext into plaintext)

The only person with the ability to view the data is the person in possession of the encryption key that was used to encrypt it. In
the case of Comodo Disk Encryption, this key, and other crucial encryption settings, can be stored on the USB drive that must
be inserted in your machine at boot up and/or within your system with a password which is to be entered during boot-up. With
the USB inserted/password entered, CDE is able to load the key and decrypt your drive, making it available for use. If you do not
insert the USB / do not enter the password at start up, the drive will not be useable by anyone - including thieves and hackers. If
(as Comodo strongly advise) you select encryption algorithms of 128 bits and above, then you will be creating a drive so secure
that it is computationally infeasible that it could be decrypted and accessed by unauthorized persons.

To generate this secret USB key, CDE uses a keyed-Hash Message Authentication Code (HMAC or KHMAC). This is a type of
message authentication code which is figured out using a specific algorithm: combination of cryptographic hash function with a
secret key. The cryptographic strength of the HMAC depends upon the cryptographic strength of the underlying hash function,
on the size and quality of the key and the size of the hash output length in bits.

To encrypt data CDE uses symmetric algorithms, they represented by stream ciphers and block ciphers. Stream ciphers encrypt
the bits of the data one at a time, and block ciphers take a number of bits and encrypt them as a single unit.
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Generate secret USB key

Visual representation

Description

USB memory , )
During Encryption, You are:
USB Key 1. Inserting the USB memory;
J, %Hash Algorithm 2. Selecting the Hash and Encryption algorithms to
Plain text Encryption Algorithm be used.
Since KHMAC is used, the selected hash algorithm
Cipher text generates a secret key and stores it in the USB memory.

The hash algorithm, in combination with the selected
encryption algorithm, encrypts the contents of the disk.

Encryption Algorithms

Block Size /
Algorithm Encryption Brief Description
level

Recommendation

Symmetric key block cipher with a block

AES 128 bits/ Also known as Rijndael. This cipher is | Ideal for both domestic and exportable
Strongest used for encryption by default. use.
Twofish 128-bit block/

28-,192-, or ; ; ; A widely used and recommended choice
256-bit key/ Zﬁse of 128 bits and key sizes up to 256 for most cases.
strong/ '
Cast6 CAST-256 is composed of 48 rounds, A widelv used and recommended choice
128 medium sometimes described as 12 "quad- y
rounds" for most cases.

Block Cipher mode

Algorithm Brief Description

None mode Identical plaintext blocks are encrypted into identical ciphertext blocks. Thus, data
patterns are not hidden well. This encryption mode is very fast but it is not recommended
for use when you are encrypting text messages or intuitive data patterns

cryptography.

Any other mode Each ciphertext block is dependent on all plaintext blocks processed up to that point. An
initialization vector must be used in the first block to make each encrypted message
unique. This encryption modes are a little bit slower, but are recommended for use in
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc. Comodo CA Limited

525 Washington Blvd. Jersey City, 3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
NJ 07310 Salford, Greater Manchester M5 3EQ,

United States United Kingdom.

Tel : +44 (0) 161 874 7070
Fax : +44 (0) 161 877 1767

Tel: +1.888.256.2608
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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