/ COMODO

Creating Trust Online®

COMODO ONE
p MsP

Comodo Dome Shield

Software Version 2.0

e ————

Administrator Guide

Guide Version 2.0.113018

Comodo Security Solutions
1255 Broad Street
Clifton, NJ 07013



cCOMODO

Creating Trust Online®

Table of Contents

1 Introduction to COmodo DOme Shield...........coeceurirerinirerirere s s 3
1.1 PUICRASE @ LICENSE ...verercecrrrrecssssssesessssssssesss s sessssssse s ssssesesssssssessssssssessss s sessssssssesesssssnssesssnsnssesssssnsnensanes 4
1.2 Login to DOME Shild.........ccvciiniiiniisss s 13
1.3 Setup Options EXPlAINEU.......ccoceuirimreiennrirrcesrsese s s s sns s 15

1.3.1 Tutorial to Add Networks to Dome Shield............ccocirninn s —————— 16
1.3.2 Tutorial to Add Roaming Endpoints to Dome Shield............ccoummnmn, 17
1.3.3 Tutorial to Add Mobile DEVICES.........ccecvrmririnirmi s 18
1.3.4 Tutorial to Deploy Shield Virtual APPlANCES ........oococrererereererrscesrresese e ssesesenss 19
1.3.5 Setup Wizard - Add NEtWOIKS ... ss s s sssses s sesssssesens 20
1.3.6 Setup Local Resolver Virtual Machines and Import Sites..........commmmn, 22

2 The AdMIN CONSOIE......curereecrerrereessseresesssssesesssssse s s sssse s s e e s sssesessssssssesssssssesesssssnssessassnsseseassnsnesssssssnnssenensns 31

3 The DashDOAr..........couririiiii e e e 34
B IR L= (0 35
3.2 SECUIILY OVEIVIBW. ...vuiucsiussisssisssiss s R R R 56
3.3 VIBW OGS it ssss st s s s s sa e e e e e e se e e e e e e e e R AR R R e e 64

4 Add Networks, Roaming Endpoints and Mobile Devices to Dome Shield...........cococorrererescrrencseneresessssenenenes 67
4.1 Manually Add Networks to Dome Shield...........cccournrnnnmnmn s ———— 68
4.2 Add Roaming Endpoints to Dome Shield...........c.ccvsns 75
4.3 Add Mobile Devices to DOME SHI€ld............cccoeorrrerenrnnnrmnesssrsess e sssssssssssenes 83
4.4 Manage Imported Sites and Virtual AppliancCes.........coccurrevenenmenensnsrnss s sssees 103

4.4.1 Add Internal NetWOTKS.........courmimmnimmsssssss s s 105
4.4.2 Add Internal DOMAINS........c.occiureresensssiresissssse s s se s s s s se s 109

5 Manage Shield RUIES...........ceirccsiircs e b a e b ep s s 112
5.1 Manage Security RUIES........ccumrnii s 113
5.2 Manage Category RUIES..........ccuirinnsssss s 116
5.3 Manage Domain Blacklist and Whitelist............cccounnsssssns 121
5.4 Manage BIOCK Pages..........cuuiumnmninmninmisssssssssssissssssssssssssss s s s 126

6 Apply Policies to Networks and Roaming/Mobile DeViCes..........ccuevurmrnmresmmmnesessnsssess s sssssessssssssesssenes 143

7 Domain Classification REQUESES..........cccvrercsmrieresmssnsesssssss s s ssssessssssssessssssssesssssssssssssens 150

8 View Protection Details by CUStOMET ..o 156

LI =T o o -SSR 157

10 VieW ACCOUNE DELAIIS.......cccovurereccesrrereesssesesesssssesessssesess e sessssssesessssssesessssssssesessssssesessassnssesassessnssssesessnnens 158

About Comodo Security SOIULIONS........cccnmn i ——————————————— 160

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 2



cCOMODO

Creating Trust Online®

.-’/’--

1 Introduction to Comodo Dome Shield

Comodo Dome Shield is an enterprise web filtering solution that provides comprehensive, DNS based security for
networks of all sizes. The solution scans all inbound and outbound web traffic to provide real time protection against
the latest threats. Dome Shield also features advanced reporting, custom B/W lists and a granular policy manager
which allows you to create location-specific filtering policies.
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Features

+  Default rules which provide blanket protection from malware, botnets and high risk sites for networked,
roaming and mobile devices

«  Website categories make it easy to create a custom filtering policy
+  Create your own domain blacklists and whitelists.

«  Fastimport of networks and roaming devices. Local resolvers can encrypt and forward DNS queries from
endpoints to Dome Shield DNS servers

- Advanced reporting grants full visibility of events on your Dome Shield perimeter
+  Easy to setup. Just set your DNS servers to Dome Shield
Guide Structure

This guide is intended to take you through the configuration and use of Dome Shield and is broken down into the
following main sections:

« Introduction

« Purchase a License
« Login to Dome Shield
+  Setup Options Explained
+  Tutorial to Add Networks to Dome Shield
+  Tutorial to Add Roaming Endpoints to Dome Shield
+  Tutorial to Add Mobile Devices
+  Tutorial to Deploy Shield Virtual Appliances
+  Setup Wizard - Add Networks
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+  Setup Local Resolver Virtual Machines and Import Sites
« The Admin Console
+  The Dashboard
+  Web Overview
«  Security Overview
« View Logs
« Add Networks, Roaming Endpoints and Mobile Devices to Dome Shield

»  Add Networks to Dome Shield
+  Add Roaming Endpoints to Dome Shield
« Add Mobile Devices to Dome Shield
+  Manage Imported Sites and Virtual Appliances
«  Add Internal Networks
« Add Internal Domains
« Manage Shield Rules

+  Manage Security Rules
+ Manage Category Rules
«  Manage Domain Blacklist and Whitelist
- Manage Block Pages
«  Apply Policies to Networks and Roaming Devices

» Domain Classification Requests
+  View Protection Details by Customer
+  Reports

«  View Account Details

1.1 Purchase a License

Two license types are available for Dome Shield:

«  Gold - Free for enterprises and MSPs.

+  Platinum - Paid version with several additional features
Click here to compare packages.
The are two ways to enroll for Dome Shield:

+  Stand-alone customers (Enterprise licenses only) - Sign-up for a free license at
https:/lwww.comodo.com/cdomeshield/freelicense/

«  Comodo One customers (Enterprise and MSP licenses) - Dome Shield is automatically activated in your
account

«  US customers - https://us.one.comodo.com/
+  Other countries - https://one.comodo.com/
Dome Shield Stand-alone Customers:

Note — Applies to customers that purchased an Enterprise license via
https:/lwww.comodo.com/cdomeshield/freelicense/

+ GetaGold license

«  Get a Platinum license

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 4
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Sign up for a Gold (free) license

+  Visit https:/lwww.comodo.com/cdomeshield/freelicense/

cCOMODO

Dome Shield

L YOURDNS TO
DOME SHIELD NOW!

DNS based security solution providing easiest way to block
omains and ap )
Simple, yet extremely effective.

UNLIMITED FREE USERS ¢ UNLIMITED FREE USERS
INDIVIDUAL ] MSP

[ LEARN MORE ‘

+ 'Enterprise’ licenses - Single business licenses.
+  Login at https://shield.dome.comodo.com/login

«  Note 1 -"Individual' licenses are no longer offered. All existing individual licenses have been
updated to enterprise license types.

«  Note 2 - If you get an MSP license instead then you must access Shield via the Comodo One
portal at https://one.comodo.com

«  Click 'Enterprise' (orange button) to open the order form:

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 5
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Shopping Carnt Account Details Complete Order

Dome Shield GOLD

COMODO

‘.ﬁ.“' ......
DOME  Free - § 0.00

TOTAL : $000 |

ENTER CUSTOMER DETAILS

() Existing Comodo User Register a new Comodo account with your e-mail address.

f E-mail address
@ Mew Comodo User

Password * :

Number of Employees * :
| 1-1.000 v

[ 1have read and agree to the End User license/Service Agreement A Continue »

- Existing customers - If you already have a Comodo account, select 'Existing Comodo User' and enter your
user name and password.

«  New customers - Create a new account by selecting '"New Comodo User'
+  Select the number of user-devices you want to protect from the employees drop-down
« Read and agree to the the end-user license agreement then click 'Continue'.

You will be taken to the order confirmation page:

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 6
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Shopping Cart Account Details Complete Order

{‘\xf Congratulations! Your Order is complete.

Thank you for your purchase. The order confirmation has already been sent to your email.

Comodo Dome

LICENSE KEY e20e734c-3509-4df9-9e23-5b6b9f0et5ch
ORDER NUMBER 22341374-8 SUBSCRIPTION ID 8c11ae32sb

» Comodo Dome

How to Get Started

You have an unlimited Dome Shield account.

It only takes minutes to start using your Dome Shield semvice.
Please follow below steps to start your senvice.

1. Go to hitps://cdome.comodo.comyshield and hit LOGIN.
2_ Login with your Comodo account credentials.
3. Follow the steps provided in SETUP to configure your Dome Shield.

In order to use Dome Shield within C1 Portal, please follow below steps:

1. Login to C1.

2. Go to App Store, find Dome Shield and click "Get Module".
3. Select your license from "Existing Licenses” section.

4. Follow the rest of the steps.

If you encounter any issues at configuration or want to make further queries feel free to contact us using below e-mails:

Support: domesupport@comodo.com

Sales: domesales@comodo.com

+  You will receive a confirmation email which contains a summary of your order.
+  You will also receive an account activation email. Click the link in this mail to activate your account

+  Follow the instructions on the page to get started with Dome Shield

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 7
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To purchase a Platinum package
«  Visit https://lwww.comodo.com/cdomeshield/freelicense/
+  Click 'Learn More' > '‘Compare Packages'
+  Click 'Buy Now' in the 'Dome Shield Platinum for Enterprises' tile

COMODO | creating Trust Oniine 808-351.7956 Tl

Shopping Can Account Details Complete Order

Dome Shield Platinum

COMODO
. Please select license period :
DOME Oy tmonth (O Imonths (O Gmonths (@ 1year () 2 years ) 3 years
Humber of users : 100
Dome Shield Platinum(100-249 Users) ﬂ $2.578.00

TOTAL : $2,578.00

ENTER CUSTOMER DETAILS

2 Register a new Comodo account with your e-mail address,
() Existing Comodo User ' - sl

[ E-mail address * :
| @ New Comodo User _

PAYMENT DETAILS

Cardholder Name * :

Credit Card No. *:

Satisfaciion Guaranteed,
L i 3 ®
CUV s Expiration Date * : No Giuestions Azked *

.'-; i v

Continue »

[] Yhave read and agree to the End User license/Service Agreement

- Existing customers - If you already have a Comodo account, select 'Existing Comodo User' and enter your
user name and password.

»  New customers - Create a new account by selecting 'New Comodo User'
+  Select the number of user-devices you want to protect

«  Provide your payment details.

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 8
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« Read and agree to the the end-user license agreement then click 'Continue'. Complete the order process.

«  We will send order confirmation and license emails to your registered address.

Comodo One Customers

+  US customers - https://lus.one.comodo.com/
+  Other countries - https://one.comodo.com/
A Dome Shield Gold license is automatically activated in your account when you sign-up for a C1 account.

To upgrade to a Platinum license
«  Login to your C1 account at https://one.comodo.com/ or https://us.one.comodo.com/
+  Click 'Management' > 'Applications'

«  Select 'Dome Shield' then click the 'Subscriptions' tab

Applications

©

Endpoint Manager

e ——
coMODo DhDMEd
] el

Dome Shield

Subscriptions Usage Eilling Settings

e —
Subscription List (LRI '

[ Dome Shield GOLD MSP FREE Deta
facBdeBdcl 5 TRIAL

Start Date: 072002018 LnlEnited ITarian License

+  Click 'Add New Subscription'

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 9
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Shopping

Buy New Subscription Dome Shield

Login *
esehgrawiyoprmail.com

Password *

5, Payment Options

FAEEEEERES
6. Order Surmmary

«  The account username will be pre-populated.

- Enter your Comodo password and click 'Login’

Buy New Subscription Dome Shield

Subscriptions assigned to this Comodo One Account
1. Lagin -

Z, Comodo ONE Account you do nat have any avallable license to activate. Flease continue purchasing by cicking "BUY NEW button.

ID: 2ca%eT91-174e-45d47-b248-1edfdda8abe T

IN-USE Dome Shield GOLD

Start Date: D&A14/2017

Back Buy Hew

Activate Selected — Platinum licenses bought via your Comodo Accounts Manager (CAM) account can be
activated for use in Comodo One.

«  Buy New - Purchase a new Platinum license.

+  Select the number of users you require and the term of the license:

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 10
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Configure Subscription

$14.98 per 1000 users for 1 year = $14,980.00

$14,980.00

«  Click 'Next' and complete the customer information form.

Buy Mew Subscription Dome Shield

Customer Information

ACCount Company Name

Great M5

. Customer Information
Company Website

12345678

6. Order Summary

Street Address *

Strest 1 Street 2
City * Country *
Chenana: ndla

State or Frovince

- BOO042

Bllling Information
« The same as Contact Information

Terms and Conditions
o | have read and agree the End User License/?

«  Agree to terms and conditions and click 'Next'

«  Complete your payment details

Amount of Users 1 006 # | Users
3. Configure Subscription
sstomer Information 100 250 500 1000 2500 5000 10000 25000 1E0O000
a. Payment
£29.38 £25.78 £21.02 £16.20 S$14.98 £14.40 $18.82 $13.18 $£12.60
per user DEer user per user per user per user per user per user per user PEr user
Select Period
1 meonith 3 months | @ manths 2 years 3 yRErS

Phone Nurmber *

Street Address 2

Postal Code *

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved.
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Order Confirmation

PRODUCT LICENSE PERIOD FULL PRICE
Dome Shield Platinumd1000-2499 Usars) 1 ¥ear $14,980.00
TOTAL £14, 980,00
Payment Options
Credit Card Mumbser Vi e
-
Card Halder Mame Expiration Date -
w e o

wihen paying by credit card, the billing information should be exactly as it appears on your
credit card statement. For credit card verification, please ensure that your first and last name
are entered as they appear on your card.

+  Click 'Next' to place your order.

Compare Dome Shield Packages

Dome Shield — Package Details

Feature Gold Platinum Platinum
-Free - For Enterprises For MSPs
Enterprises & MSPs
Control, monitor & manage multiple x x v
companies
Create internal IP, subnet, IP block and site x v v

based policies

Monitoring of internal IPs x v v
Encrypt all DNS traffic x v v
Resolve virtual appliances to your sites. x v v
Bypass domains to internal DNS servers x v v
(needed for Active Directory sites)

Control DNS egress points of your networks x v v

by site and DNS server.

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 12
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All packages include the following:

+  Anycast DNS
+  Protection against advanced threats
+  Stop malicious domain requests and IP responses
«  Off-network protection
+  Enforce policies & gain visibility
+  Customizable block pages
+  Real-time, full customizable reporting
+  Protect mobile devices (i0OS and Android)
«  Domain filtering
+  Use real-time updated Threat Intelligence of Comodo Threat Research Labs
+  Multi-office & roaming user protection
« 24 x 7 email support
DNS Requests Limitation for Licenses
+  Platinum License

+  Unlimited DNS requests
+ Gold license

«  DNS requests are capped at 300 K per month for the account. Account = requests from all your
endpoints/networks.

«  DNS requests are mainly used up by first-time requests to external sites. Subsequent requests for
the same site are handled by the local cache until TTL expires.

«  Requests to the Dome Shield Portal are not included in the 300 K limit.
«  Once 300 K limit is reached:

«  Allexisting policies will continue to function as before.
« You can edit existing rules and policies
+  You cannot add new rules, policies or objects. Objects = networks, roaming agents and mobile
agents.
«  The request count is reset to zero at the beginning of each month. At this point you can add new
objects, policies and rules.

Click here for more information about Shield license package details.

1.2 Login to Dome Shield

Login to Dome Shield
Stand-alone Dome Shield portal

+  Note — Applies to enterprise customers that purchased a license from the Dome website at
https://cdome.comodo.com/

+  Login at https://shield.dome.comodo.com/login and select 'Dome Shield'

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 13
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Sign in to Dome Shield.

Please fill in the credentials to sign in.

Login with:

cCoMODD

Dome JTItI ONC

Usarname

Write your usarnamo haro

Password

Write vour password hera

Faraot password? =

LA ACCOUINt

« Username and password are case sensitive. Make sure you use the correct case.

+  Click 'Forgot password?" if you can't remember your password. Select 'Dome Shield User' account
type:

Forgot password? ~

Domea Shield User

Comodo One User

+  You will be taken to https://accounts.comodo.com/account/forget_password. to reset your
password.

Comodo One Portal

+  Login to your C1 account:

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 14
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+  US customers - https://lus.one.comodo.com/app/login
+  Other countries - https://one.comodo.com/app/login
« Username and password are case sensitive. Please make sure that you use the correct case.

+  Click 'Forgot password?" if you can't remember your password. A mail will be sent to your registered
email address with a link to reset it.

«  Click 'Applications' > 'Dome Shield' to open the Shield interface.

COMDDD

ONC czz=3 i1 APPLICATIONS ~ “3 MANAGEMENT ~ B REPORTS =

g ENROLL NEW DEVICE IT and Security Manager

RMM

Patch Management

Device Management
Procedures

Service Desk

=0

Quote Manager
Guide Tour Forum

All Applications

1.3 Setup Options Explained

There are three alternative ways you can setup Dome Shield protection:

1. Setup wizard

+  Click 'Setup Wizard" at the top-right of the interface to get started
«  Follow the steps to add your networks
+  Click here for help with the wizard

2. Manual

+  Click 'How-to" at the top-right of the interface

«  There are four tutorials - add networks, add roaming endpoints, add mobile devices and how
to deploy local resolver virtual appliances.

+  Follow the steps in the tutorials to setup Dome Shield

3. Install local resolvers

+  You install a local resolver (LR) as a virtual appliance on the network

+  Once deployed, your networks will be automatically imported to Dome Shield

+  The resolver will forward public DNS queries from your endpoints to Dome DNS servers
«  The resolver method offers some key advantages over the 'direct’ methods

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 15
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+  Click here for help to setup the local resolvers

1.3.1
+  Login to Dome Shield

+  Click 'How-to" at the top-right to open the tutorial menu:

cCOMODO

Creating Trust Online®

Tutorial to Add Networks to Dome Shield

CoOMODO — .
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Set up your network to Dome Shield

Tip: Suggested for co

T
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rarineg andpaints behind rowtars with dynorie IP

addressos o roaming corparoto loptops
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o ok figure s Oljoces » batwsork
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+  Click the network icon on the left to open the network setup guide:
1 Eld Motwork L Eak DHE A Crparin Poloy & Sk

There are four main steps in the tutorial:
«  Add Network - Import your network to Dome Shield.

«  Set DNS - Set your DNS server, router or firewall to use the Dome Shield DNS service.

+  Create Policy — Create content filtering rules and domain black/whitelists.

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 16
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«  Analyze - View traffic trends on your network.

1.3.2 Tutorial to Add Roaming Endpoints to Dome Shield
+  Login to Dome Shield

+  Click 'How-to" at the top-right to open the tutorial menu:

+  Click the laptop icon to open the guide:

COMODN =
Dome Shield Ovorio W Roponting Corfigum  ACCIRY

PLATIVURY

L

Sad up your nabwark b Domes Shinkd tup your ":':'”'":”.lj'-":"“ 3 ko Do Shighd

+  Click the device icon to open the roaming endpoints setup guide:

cCOMODO

Creating Trust Online®

E:;:r:'; S}'IiE{d Sranrvmwe Boperting Corligum Socoiant B How =
CONFIBURE AGENT
LAgont Frovisioning in MNotwork 2 Agoe Prosisioning out of Motwork 5. Croote Policy & anakyo
Errpdor pin sk 1o o & resbustrrk you Ernlnal, prisias o r :..-..:onn;uu » Objects = Ratworks oo ook il
Step 1) First, go to Configure -» Objects -3 Roaming Devices poge and click “Downlond Agent” button locoted ot the
top-right of tho page.
There are four main steps covered in the tutorial:
«  Agent Provisioning in Network - Enroll devices inside your network
«  Agent Provisioning out of Network - Enroll devices outside your network
«  Create Policy - Create content filtering rules and domain black/whitelists.
«  Analyze - View traffic trends on your network.
Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 17



Creating Trust Online®

Comodo Dome Shield - Admin Guide coMono

~ =

1.3.3 Tutorial to Add Mobile Devices

+  Login to Dome Shield

+  Click 'How-to" at top-right to open the tutorial menu:

Owverview  Roporting  Corfigure  Acooun - Wi

COMDBOn

Dome Shield
A
SETUP GUIBE
- ——
584 up your netwark b Domes Shind Sat up Four reaming anopoints to Dome Shinkd
TifEs St for PRI eriworts vt SICE IP oo s Tip: SuGEnst = F

=
—m
O
} Daplsy Shiakd virtual Applianses
+  Click the mobile device icon to open the setup guide:
bﬂI‘I'ILE' FJ;hIE'ld Ovorvici ROpOming  Configrs Account [ro— [
Stop 1) Gote Configune page and select “Mobile Devices™.
o El P = oyl il
Smpilh:llck “Add How Mobile Device bution lecoied ot the top-rigit

The tutorial explains how to add mobile devices to Shield.

- See 'Add Mobile Devices to Dome Shield' for more information.
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1.3.4 Tutorial to Deploy Shield Virtual Appliances

+  Login to Dome Shield

+  Click 'How-to" at the top-right to open the tutorial menu:

COMOOD ——
YNNI .o ot Contign scceurs e )
PLATIN —
o>
-
- L - ____J

Protect Your Mobiln Dovicas

5 anvd Arciroid dov

+  Click the appliances icon to open the 'Shield Virtual Appliances' setup guide:

COMDOn -~

Dome Shield
HOW TO DEFLOY BHIELD VIRTUAL APPLIANCES

A Irtroduction What Are Shield Local Resalver Virtual Applionces £ How Do They Work?

B Pracuiaites

. Doployment Guidines

* Vbl DA Dgreas - § zrac EESEEEEsrEETs EE A SSEET RS EEEEAERS I SSIESEERSIE TR RTEAE
H H
H H
0. Deplay Shiskd Locol Pesalvers H H
c H H
5 own H
c H H
: s :
H L]

N\ [z

The instructions explain how Shield local resolvers work and how to setup virtual appliances.

+  See 'Setup Local Resolver Virtual Machines and Import Sites' if you need more help.
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1.3.5 Setup Wizard - Add Networks

«  The setup wizard lets you quickly enroll your networks to Dome Shield protection.
+ Ifyou have not yet added any networks then the wizard will start automatically after logging in.

+  You can also start the wizard at any time by clicking the 'Setup Wizard' link at top-right:

COMODO —

Dome Shie comooo —

B Dome Shisld # g
Wik Crmnimey I
B SETUR WIZARD

Welcomsa licencetype@zippiex.com
You're about to etart securing your network with Dome Shisld!

izire Sl privicies Wb Viibilty, Control orel Prefection o thi DS ke,

This winart vl olp you Satup Dorma 5o under 7 minates!

W S00urn vy redveork rowd

+  Click "Secure my network now!"
Step 1 - Add your IP Address

SETUP WIZARD

@ : ;

Add Your Network
Please enter IP Address of your Network
IPva address | FQDN Salact Company

19212.3/24 wtiger

You can continue with your Public IP or add another IP I you prefer so.

Skip Wimond

« |P Address / FQDN
«  The IP address or fully qualified domain name of your network. Enter the address in CIDR
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(Classless Inter-Domain Routing) notation.
+  Dome Shield can accept network prefixes from /24 to /32.

« By default, this field shows the public IP of the network from which you are connecting to Dome
Shield. This network is automatically activated after initial enroliment.

You can also add the IP address of a different network that you want to protect.

«  Note 1-Any IP address you add here will be automatically activated for protection. Make sure you
have access to change the network's DNS settings to Dome Shield, as explained in step 3.

+  Note 2 - Shield also supports dynamic IP addresses. You need to download the 'Windows Dynamic IP
Updater' agent and install it on a network endpoint. See 'Manually Add Networks to Dome Shield' for
more information.

+  Select Company - This applies only to MSP accounts.
«  Click 'Next' to configure rules for the default policy.
Step 2 — Configure Rules for your Policy

+  Configure security and website category rules for the default policy. These will be immediately applied to the
network on enroliment.

SETUP WIZARD

0 2 3

Following Threats will be blocked*: Following Website Cotegories will be blocked*:
(:I Fhishing (} Eruta Farcar/Sconner .(:] Tastakss & Cifansiva (:I Adult Contant
(:I Bt [ C & C Sarvars (:I Dt by Dl oatacl ‘:‘J Ihagal Sofmwars (-J Mgy
[:] hMalwane Domaing (} Sfrywara [:] gyl Drugs [:] Formogrosiny
(j Wisbapar [:I Cryptominens | Divcain Rekated] '(:] Aleahal & Taboated D Dsting

i Weizard

«  All'rules are enabled by default. You can enable / disable rules here as required.

+ Ifyou are unsure, then a good rule of thumb is to just leave everything enabled. This will give you
maximum protection, and you can easily modify the settings later if any issues transpire.

+  You can modify the policy later by clicking 'Policy Settings' in the left-hand menu. See 'Manage
Security Rules' and 'Manage Category Rules' if you need help with these areas.

«  Click 'Confirm' to apply your policy.
Step 3 - Change your DNS Settings
«  Change your DNS addresses to following Dome Shield addresses:

+  Preferred DNS server - 8.26.56.10
Alternate DNS server - 8.20.247.10
«  Click 'Yes, My DNS is set to Shield" after configuring the DNS settings.
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SETUP WIZARD

CONGRATULATIONS!

Your network is now secured by Dome Shield!

‘Whaot slse con you secure and control with Domae Shiald? What alse can you apply on these objacts?

* MNoetworks * Waoky Filtesring rulos Besod on B0+ catadgorios

= internal IPs/Subnats and IP Blocks = Blocklists ond Whitelists to creote axceptions
* MAC and Windows Roaming Loptops + Wabr-Protoction Polickes with 20 cotegoras

= {35 ond Android SmartphonesTablats = Custom Block Poges

@loomMore @ Ooto Configure Poge

That's it. You have now added a network to Dome Shield.
- Click 'Configure' > 'Objects' > 'Networks' in the Dome interface to see all networks that you have added.
«  The specified static IP address for your network will automatically become active.

+  Note - To support dynamic IP addresses, you need to download the 'Windows Dynamic IP Updater' agent
and install it on a network endpoint. See 'Manually Add Networks to Dome Shield' for more information.
Next, see:

+ Policies - See 'Manage Shield Rules' and 'Apply Policies to Networks Roaming and Mobile Devices'

«  Adding networks, roaming and mobile devices - See ' Add Networks, Roaming Endpoints and
Mobile Devices to Dome Shield'

- Dashboard - See 'The Dashboard'

1.3.6 Setup Local Resolver Virtual Machines and Import Sites
«  The local resolver VM is an alternative method of importing networks to Dome Shield.

«  The resolver is deployed as a virtual machine on your network and will forward public DNS queries to Dome
Shield global DNS servers.

+  Once deployed, the network will be automatically imported to Dome Shield.

«  The resolver import method offers some key advantages over the 'direct’ method of the wizards:
Benefits:

«  DNS data is encrypted in transit, enhancing your network security.

+  The resolver records the IP address of the client from which the DNS request originated. These addresses

are included in Dome Shield logs and reports, which gives you insight into the browsing patterns of your
endpoints.

+  You can apply different policies to internal IP addresses and sub-nets, giving you granular control over the
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network

«  See Add Internal Networks for more on defining internal address blocks for different policies

+  You do not need to install agents on endpoints. The endpoint DNS settings just need to be pointed to the
resolver's local IP address.

+  Local resolver virtual machines require minimal configuration (only one CPU and 1GB of RAM) to process
millions of DNS queries.

Best Practices:

+  For high-availability, we recommend you deploy two local resolvers (LR's) for each network you import. The
resolvers can be configured in a master-slave relationship. If the master fails, the slave will continue to
forward queries to Dome Shield DNS.

«  Master and slave resolvers should be implemented on separate servers/hosts.

+  If you have multiple DNS egress points from separate sites, you will need to deploy separate pairs for each
site of the same office/environment.

Minimum System Requirements:
The local resolver VA can be setup using virtual machine applications like VMWare, VirtualBox or Hyper-V manager.
The virtual appliance should be configured with the following minimum hardware configuration:

+  One virtual CPU

« 1024 MB of RAM

« 7 GB of disk space

Important Note: If you believe you will have a high-traffic site, we recommend you to use 2 virtual CPUs and 2048
MB of RAM for each VA. A high-traffic site is one that receives more than 500 DNS queries per second from the
overall network.

The rest of this section explains the step-by-step installation process of the LR VA's
Setup the Local Resolver(s)

+ Step 1- Download the Setup File

«  Step 2 - Setup the Master Virtual appliance

+  Step 3 - Register the Master VA

- Step 4 - Setup the Slave VA (Optional)

«  Step 5 - Configure DNS Settings in the endpoints to point to the Local Resolvers
Step 1 - Download the Setup File

+  Login to Dome Shield

+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'

+  Click 'Download Component' at the top-right
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CoMODD -
1 Ovarviow  Reporting Configure CCount FSetup Wioond | B Howet
Dome Shield ’ = e
I8 Siles & Virtual Apphonces How to Deploy Vas  Registor Component] & Download Sermpanant
» whigor
El bama &
ey 3 e L Narr Status Warsion Actions
DOWHNLOAD COMPOMNENTS x [0 ']
Dereriond thi Local DG Resalves (LR) as @ Viruel Apglionce (Va] 1o be able to starl configuring rules ond policios Based on your
Sitas o INDerncl Networks in your compary while Raving Intarmial Domang alowedd
Dol Wirtuiol Appianca for Vimwioens EsdVirtuoBox Dovenlaod - s Wit t

Downlood Virtual Apphoence for Hypee-\

Mote; Wa recommend you to depioy 2 Vas for each Site to ensure high-oeallobiity for your LRs

Chiaek Hoe To Depdoy to short)

The resolver VA can be setup on virtual machine applications like VMWare, VirtualBox and Hyper - V.

+  Click the 'Download' button beside the VM application you want to use
+  The setup package will be downloaded in .zip format

+  The package contains an OVA or HYPER-V file depending on the VM application you chose. The package
also contains a text file with login credentials to access the appliance.

Step 2 - Setup the Master Virtual appliance
«  Copy the package to the hosts on which you want to setup the appliance.
«  Extract the package.
« Install the virtual appliance.
The Dome interface contains tutorials to help you install the VA on VMWare, VirtualBox and Hyper-V.
«  Click Configure > Objects > Sites & Virtual Appliances
+  Click 'How to Deploy VAs'
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DDme Sh|eld Ovarviesy  Ropor ~ ety Fetup Wizord | B How-10
= Sites & Virual Appliances Rogistor Componaent 4 Downlood Sompanant
~ wiiger

o M Typs [ Sratiin Wiargion Actiang

1 DD ool Besoher W03 1E? noctivea aza - |

The instructions page explains how to install the VA on VMWare, VirtualBox and Hyper-V:

CoMObDO — .
DDITIE Shield Ovarview  Reporting  Configurs Account # Setup Wiard BN How—ta
LA TN

HOW TO DEPLOY SHIELD VIRTUAL APPLIANCES

A Introduction What Are Shield Local Resolver Virtual Appliances & How Do They Work?
& Wihat Are Shisld Local Resclver Vidual . . "
Applionces & How Da Thay Work? Comado Domie Shinld Local
WirtuclBox, Widhaarn X1 and 'Windoy
Shigdd Locol Resolver Virtual Applic

wirtual mochinas thot are compotibie with
diticral DS forne

ar Wirtual Appla shield L%

% Hypar-¥ hyp s ACting o cox
a3 fonsard public

ancrypting ond authantication DNE dota to enhance secu

amoda Dome

® Wiy Should | Use Comodo Dome Shickd
LoGal Resshvars?

quanas to Dome hald's global DNS sansers, whiks

ty. cnd recording tha internal IP address of the clisnt
thet DRE raguest is rosoivad from
B, Prequisites thest DNS roguast is resoidd from.

* Prequisites When lounched as DN fonsarcars on your network and registarad 1o Shiekd Portal, Shéald Vs ora disployed s

objects in Shiskd Portol to be wsed In rukes and policies for your natwork. Lastly, since Shiskd Vas are oble to record
C. Deployment Guidlines the intarnal 1P inde of DHE regquests in your nobwark, thay pravide you with the aption o irack down legs lor each
¥ Intro intarma [P in your netwoerk

& Dadundoney

® RAURIpE DS Bgracs - Sngle DNS Egrass

o

N\ /="

D. Deploy Shield Local Resolvers

® Birlann Dl

Configure the Local Resolver

«  Start up the VA once installation is complete.
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buntu 16.04.4 LTS localresoluer tiyl

localresoluver login:

E G Iﬁ @ EI i fy} @ @ Right Contral

«  Login to the appliance with the username and password in credentials.txt. This file is in the VA package you
downloaded.

buntu 16.04.4 LTS localresoluer ttyl

localresoluer login: shield_Ir

assword :

.ast login: Hon May 28 10:19:21 +03 2018 on iyl

elcome to Ubuntu 16.04.4 LTS (GHU-Liwux 4.4.0-119-generic x86_64)

* Docunentation: https:i- -help.ubuntu.com

=» Management : = landscape .canonical .com
= Support: tps LA 2ubuntn . consaduantage
chield lr@localresoluer:™5 sudo su

[sudo]l password for shield_lr:

@ - e ]l 0§ [#] right Control

+  Run the 'sudo su' command and enter the root password contained in the 'credentials.txt'. This will give you
root access.

Run 'lr-gui' command as shown below to open the resolver configuration screen:
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buntn 16.04.4 LTS localresoluer ttyl

localresoluer login: shield_Ir

assuword :

.azt login: Hon May 28 10:19:71 +03 2018 on ttyl

elcone to Ubuntu 16.04.4 LTS (GHU-Linux 4.4.0-119-generic xB6_64)

= Docunentation: https:is-help.ubuntu.comn

= Management : https:i-~landscape.canonical .com
= Support.: http=s: svubuntu . comsaduvantage
=hield_lrBlocalresolver:™5 sudo su

[sudo] password for shield_lr:
'oot@localresolver : shonesshield _lr# 1r_gui

The LR configuration screen will open.

/]

Dome Shield Local DNS Forwarder Configueation

Hame: Local DHS 1:
Local DHE 2:
This name will appear on Dome Shield UT.

Local domains must be set from
Gateway: Dome Shield UI.

Hode : MASTER _ Local Resoluer ID:
348867cB-5ffb-11e8-8794-080027f2a893

Status:
We put status info here.

G ) 0P o & [ 3 [#] right Control

LR Configuration Screen

Form Element Description
Name Type a label to identify the master VA. This name will appear in the Dome Shield
interface after registration.
IP Assign an IP address to the local resolver.
Netmask Enter the LR netmask
Gateway Enter the IP address of the network gateway.
Mode Select 'Master' if this is the first resolver on the network.
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Local DNS 1 and Local | Enter the IP addresses of the primary and secondary DNS servers in the network.

DNS 2

Local Resolver ID Make a note of this ID string. You need this to register the resolver and import the
network into Dome Shield. See Step 3 - Register the Master VA for more help.

Status Progress of the VA setup process.

+  Configure the parameters, select OK and press 'Enter’

Your configuration will be saved.

/]

Dome Shield Local DNS Forwarder Configuration

Hame» SHIELD_LE Local DHS 1: 16.100.129. 100
Local DHS 2Z2: 192 .168.0.20

This name will appear on Dome Shield UT.

IP: 10.100,136.153

Netmask: £35.255.255 .0 Local domains must be set from

Gateway: 10.100,.136.1 Dome Shield UI.

Hode : MASTER Local Resoluer ID:
348867c8-5ffbh-11e8-8794-080027f2a093

Status:
Successfully Setup. Go to Shield UT.

B ) 0P & [ 3 [#] right Control

The next step is to register the LR with Dome Shield.
Step 3 - Register the Master VA
+  Login to Dome Shield
+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'

+  Click 'Register Component'
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E= Sites & Virtual Applioncas How to Daploy VA k Download Componant
ADD LOCAL RESOLVER 4—-""""_-*-_ x

~ wliger

Enter Registration 1D of the Component

It you have installad 1 LR for your site, anter its registration IDL you have installed
mnore than 1 LR, you con enter Ragistration D of any of them os others will
outomaticaolly be retrieved into your site to provide high-availability. Reod more
obout it here

Enter Site Name

Type a new Site name you wont your LRs to be assigned

Select Company

Select the company you want the Site and its LRs to be ossigned.

Unchaar? Pleoso chack How |-§'§'!F: ay tl(‘:::II"

The 'Add Local Resolver' dialog will appear.

'Add Local Resolver' dialog - Table of Parameters

Form Element Description
Enter Registration ID of the The local resolver ID generated for the resolver during setup. See the last
Component screen in Step 2 - Setup the Master Virtual appliance if you need help.
Enter Site Name Type a label for the network you are about to import. The name is used to

identify the network in the Dome Shield interface.

Select Company Only available for MSP customers.
+  Choose the customer company whose network you want to import

+  Click 'Save' to register the local resolver and import the network

Click 'Sites & Virtual Appliances' to view the local resolver. You can apply policy to the whole network, or to internal
network segments. See Manage Imported Sites and Local Resolver Virtual Appliances for more details.

Step 4 - Setup the Slave VA (Optional)

+ Install a local resolver Virtual Appliance on a different server/host on the network. The process is similar to
setting up the master LR.

«  Start the VA and open the configuration screen as explained above. Setup the VA as a slave resolver:
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Dome Shield Local DNS Forwarder Configureation

Hame» . SHIELD_LE Local DHS 1: 16.100.1293. 100
Local DHS 2: 192 .168.0.20

This name will appear on Dome Shield UT.

IF: 10.100.136.152

Netmask: £35.255.255.0 Local domains must be set from

Gateway: 10,100 .136.1 Dome Shield UI.

Hode : SLAVE Local Resoluer ID:
Haster IP: 10.100.136.153 348867c8-5ffbh-11e8-8794-080027f2a093

Status:
Succeszfully Setup. Go to Shield UI.

@ g Iﬂ ﬁ E] i m @ @ Right Control

LR Configuration Screen - Table of Parameters

Form Element Description
Name Type a label to identify the slave VA.
P Assign an IP address to the local resolver.
Netmask Enter the LR netmask
Gateway Enter the IP address of the network gateway.
Mode Select 'Slave'
Master IP Apptlaars after choosing 'Slave' as the mode. Enter the IP address of the master local
resolver.

Local DNS 1 and Local | Enter the IP addresses of the network's primary and secondary DNS servers.

DNS 2

Local Resolver ID Make a note of this ID string. You need this to register the resolver and import the
network into Dome Shield. See Step 3 - Register the Master VA for more help.

Status Progress of the VA setup process.

+  Configure the parameters, select OK and press 'Enter’

Your configuration will be saved. The Local Resolver will be automatically registered as 'Slave' to the pre-registered
'Master' LR.

Step 5 - Configure endpoint DNS Settings to point to the Local Resolvers

The next step is to configure your endpoints to forward DNS queries to the local resolvers. Open the DNS
configuration screen on your endpoints and use the following settings:
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+  Preferred DNS server - IP address assigned to the Master LR VA
«  Alternate DNS server - IP address assigned to the Slave LR VA

2 The Admin Console

The admin console contains statistics and charts about your protected environment. From here, you can add
networks and mobile/roaming devices, create security policies, analyze statistics and more.

COMOD0D — =
Dome ShiEJd Cvarview FRoportng Confgure  Account # B H
Wab Charviaw T 3 o+ e 106 ofia aroiabic for poging uliger 7 v r
Top Targat Domains Roomiéng Agant Web Browsing Trend Top Blocked Domoins
G ]
= d drag i the phot el to Bosm
in
S0
7.5k
A0
=00
3k H
o
200
ok
P ST S 2 1o & A
P o Py &
& a ’ &
Fa [ £ #
¥ 1. H Hiaw 5. Min Hi

Overview - Contains the web and security dashboards. — EEi TR : _
These are charts and graphs which show browsing Dome Shield TR
trends, security trends, top URL categories and more. _
See 'The Dashboard' for more details. HebOveniew

1 2 3 + = 1toB of¥availablk

Top Target Domains

COMODO =~ T~ onioure Account Reporting - View reports on threats detected on your
Dome % il assets, security trends, web browsing trends and more.

You can choose from a range of pre-configured reports
or create a custom report.

You can schedule reports to be auto-generated at
specific intervals and sent to recipients of your choice.

Wab Activity Overall Web Browsing Trend

Overall Web Browsing
Trend

Dafoult Section

See 'Reports' for more details.
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Configure - Add networks and individual endpoints to €OMODO ——~ o

Dome Shield and apply security policies to them. Dome creen P

+  Policy - Create and deploy policies to protected [
networks and endpoints. Each policy is made
up of security rules, category rules and/or
black/white lists. See 'Apply Policies to
Networks, Roaming and Mobile Devices' for
more details.

=2 policies

E Poliey Mama

1 Damo PC Policy

+  Security Rules - Create and manage rules to
block websites which host specific types of
threat. See 'Manage Security Rules' for more
details.

+  Category Rules - Create and manage rules to
block sites by content type. See 'Manage
Category Rules' for more details.

+  BIW Lists - Create and manage lists to block or
allow specific domains. See '‘Manage Domain
Blacklist and Whitelist' for more details.

+  Block Pages - Configure pages which are
shown to end-users when access to a website
is blocked. See Manage Block Pages for more
details.

+  Networks - Add and manage protected
networks. See 'Add Networks to Dome
Shield' for more details.

+  Roaming Devices - Add and protect roaming
devices outside your network. See 'Add
Roaming Endpoints to Dome Shield' for more
information.

+  Mobile Devices - Add and protect Android and
iOS devices. See 'Add Mobile Devices to
Dome Shield' for more details.

+  Sites & Virtual Appliances - Add networks by
configuring local resolver virtual machines. See
Import Sites to Dome Shield by Deploying
Local Resolver Virtual Appliances for more
details.

+ Internal Networks - Add single
internal IPs or ranges. See Add
Internal Sites for more details.

+ Internal Domains - Add internal
domains inside the imported site. The
local resolvers use local DNS servers
in the network to handle client
requests for internal domains. This is
instead of forwarding them to global
DNS servers, reducing your bandwidth
usage. See Add Internal Domains for
more details.

+  Customers - View details about customer
networks and roaming agents. This section is
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Details by Customer' for more information.

coMOoDO —

Dome Shield

PLATINUIM

Ovarviow Roporting Conﬁgur

ACCOUNT INFO

User Info

How-to - Tutorials on how to enroll networks and
endpoints, configure rules and policies and view reports.

Wialooma sonoatypoiiizippion.com
544 PO U 10 SO SOEUPINGY YOUT NOtWR With Demo Shisid!

Wk sty Casdrel - it

Feedback — Send your comments, questions or report a
bug.
«  Click 'Report Issue' at the bottom of the
interface

+  Use the tools at the top of the feedback form to
mark, point, highlight or comment on the Shield
interface.

+  Complete the feedback form and click 'Send'

«  Aticket will be created and our support team
will respond to your query.

Rate Us — Click this button and select how likely are you
to recommend Shield to your friends. Also provide your
valuable suggestions to improve the product.

CcCOMODO

Creating Trust Online®

Account - View your account details and keep track of
DNS requests. See 'View Account Details' for more
information.

Setup Wizard - Add a network in three steps and apply
policy.

r@ usersnap _ X
-

Yiour e-mz

POWENED Oy LIseranag
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3  The Dashboard

+  Click 'Overview' in the top-menu to open the dashboards.

The dashboard is an 'at-a-glance' summary of your security posture under Dome Shield. Using a range of statistics
and charts, the dashboard shows vital information about your policy deployment and allows you to drill-down to
further areas of interest. Charts include overall web browsing trends, roaming devices, overall security trends, top
URL categories, top visited domains and top blocked domains.

The dashboard is divided into two sections:

«  Web Overview - Statistics about the websites visited by endpoints in your network.
«  Security Overview - Statistics about security incidents and blocked threats on your network.

coMoDg

Dome Shle’ld Ovarview Foporting Confgure  Account # Sotup Wizord B Hoeet
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o ¥ & e F r L
. | -
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3
x

MSP customers can view statistics for particular customers. Possible data ranges are from the last 12 hours to the
previous 7 days.

The following sections explain more about:
«  Web Overview
+  Security Overview

+  Viewing Logs from Dashboard
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3.1 Web Overview

The 'Web Overview' contains data on browsing activity and domains blocked on your enrolled networks and devices.

+  Click 'Overview' > 'Web Overview' to open the section
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‘Web Overview' contains the following tiles:
« Top Target Domains
+  Roaming Agent Web Browsing Trend
«  Top Blocked Domains
«  Top Blocked Domains from Networks
«  Top Blocked Domains from Agents
+  Overall Web Browsing Trend
«  Overall Security Trend
« Top URL Categories
+  Top Target Domains of Mobile Users
«  Web Traffic of Mobile Users
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+  Top Blocked Categories of Mobile Users
+  Sites - Top Target Domains

+  Sites - Overall Web Browsing Trend

+  Sites - Top Blocked Categories

MSP customers can view statistics for particular customers. Possible data ranges are from the last 12 hours to the
previous 7 days.

vtiger [ 7 Days E
12 Hours
ains 24 Hours

2 Days

3 Days

5 Days

Top Target Domains

Shows the websites which were most often visited by users in enrolled networks. Results are displayed for the top
10 domains.

+  The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in
your network(s) or roaming devices.

«  Place your mouse cursor over a bar to view further details.
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+ By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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+  Click '‘Back' to return to the original view.
+  Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more
details.

Roaming Agent Web Browsing Trend
Displays the number of domain access requests by roaming devices over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.

- Place your mouse cursor over a point in the chart to view further details.
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Roaming Agent Web Browsing Trend

Click and drag in the plot area to zoom in
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Top Blocked Domains

Shows those websites that were most often blocked by your security policies. The results are displayed for the top
10 blocked domains.

+  The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in
your network(s) or roaming devices.

«  Place your mouse cursor over a bar to view further details.
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By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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- Click 'Back' to return to the original view.
+  Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more
details.

Top Blocked Domains from Networks

Shows the websites that were most often blocked for endpoints in your networks. Results are displayed for the top
10 domains.
«  The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in
your network(s) or roaming devices.

+  Place your mouse cursor over a bar to view further details.

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 41



cCOMODO

Creating Trust Online®

Top Blocked Domains From Networks
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By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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- Click 'Back' to return to the original view.
Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more

details.
Top Blocked Domains from Agents
Shows the websites that were most often blocked for your roaming devices. Results are displayed for the top 10

domains.
The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in

your network(s) or roaming devices.
Place your mouse cursor over a bar to view further details.
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Top Blocked Domains From Agents

25

www_technologyreview.com

Top Blocked Domains From Agents: 7.0

+ By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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Top Blocked Domains From Agents
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- Click 'Back' to return to the original view.
Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more

details.

Overall Web Browsing Trend
Shows the number of domain access requests from all protected network(s) and endpoints over time.

Results are available from the last 12 hours up to a maximum of 7 days.

Place your mouse cursor over a point in the chart to view further details.
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Overall Web Browsing Trend

Click and drag in the plot area to zoom in
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Overall Security Trend
Shows the number of harmful sites blocked on your network(s) and endpoints based on security rules over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.

+  Place your mouse cursor over a point in the chart to view further details.
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Overall Security Trend

Click and drag in the plot area to zoom in
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Top URL Categories
«  The website categories and whitelisted domains most often visited by your users.
«  Place your mouse cursor over a sector to view further details.

+  Click on a sector to see a log of requested domains in that category. See 'View Logs' for more details..
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Top Target Domains of Mobile Users

Shows websites which were most often visited by mobile users in your organization. Results are available for the top
10 domains.

«  The X-axis displays the name of the domain. The Y-axis displays the number of requests from the mobile
devices.

+  Place your mouse cursor over a bar to view further details.
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Top Target Domains of Mobile Users
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+ By default, the chart shows the top five domains. Click 'Other' on the right to view the next five domains.
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- Click 'Back' to return to the original view.

+  Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more
details.

Web Traffic of Mobile Users
Displays the total number of domain access requests from all mobile devices over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.

+  Place your mouse cursor over a point in the chart to view further details.
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Top Blocked Categories of Mobile Users

«  The website categories and blacklisted domains that were most often blocked to mobile users by category
rules in your security policies.

+  Place your mouse cursor over a sector to view further details.
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Top Blocked Categories of Mobile Users
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+  Click on a sector to see a log of blocked categories for mobile users. See 'View Logs' for more on this.
Sites - Top Target Domains

The domains most often visited by users in networks imported by local resolvers. Results are shown for the top 10
domains.

+  X-axis - Name of the domain. Y-axis - Number of requests from the network.

+  Place your mouse pointer over a bar to view more details.
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By default, the chart shows top five domains. Click 'Other' on the right to view the next five domains.
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Click 'Back' to return to the original view.
Click on a chart bar to view domain request logs. See 'View Logs' for more details.
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Sites - Overall Web Browsing Trend
The domains most often visited by users of all endpoints imported by local resolvers.
+  Results are available from the last 12 hours up to a maximum of 7 days.

+  Place your mouse cursor over a point in the chart to view further details.

Sites - Overall Web Browsing Trend
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+  Click and drag on the chart to zoom into a particular time period.

+  Click 'Reset Zoom' to return to the full chart.
+  Click a particular point on the chart to view domain request logs. See 'View Logs' for more details.

Sites - Top Blocked Categories

«  Website categories and blacklisted domains that were most often blocked by category rules in imported
network sites.

+  Place your mouse cursor over a sector to view further details.
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Sites - Top Blocked Categories
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«  Click on a sector to see a log of blocked categories. See 'View Logs' for more on this.

3.2 Security Overview

The 'Security Overview' section contains data on security incidents and websites blocked by rules in your policies.
+  Click 'Overview' > 'Security Overview'
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The 'Security Overview' dashboard contains the following tiles:
- Roaming Agent Security Incidents
+  Overall Advanced Threats

- Roaming Agent Advanced Threats
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+  Overall Security Incidents
« Most Blocked Mobile Threats
. Sites - Most Blocked Threats

MSP customers can view statistics for particular customers. Possible data ranges are from the last 12 hours to the
previous 7 days.

Roaming Agent Security Incidents
Shows the number of incidents in which harmful sites were blocked on roaming devices over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.

- Place your mouse cursor over a point in the chart to view further details.

Roaming Agent Security Incidents
Chck and drag in the plot area to zoom In
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Overall Advanced Threats

Shows the websites that were most often blocked by your security rules. The results cover both enrolled network(s)
and roaming devices.

«  The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in
your network(s) or roaming devices.

+  Place your mouse cursor over a bar to view further details.
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By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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«  Click 'Back' to return to the original view.
Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more

details.

Roaming Agent Advanced Threats
Shows the websites that were most often blocked by your security policies after requests from your roaming devices.

The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in

your network(s) or roaming devices.
Place your mouse cursor over a bar to view further details.
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By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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Roaming Agent Advanced Threats
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- Click 'Back' to return to the original view.
Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more

details.
Overall Security Incidents
Shows the number of incidents in which harmful sites were blocked on your enrolled network(s) and roaming devices

over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.

Values

Place your mouse cursor over a point in the chart to view further details.
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Most Blocked Mobile Threats

Web categories and blacklisted domains most often blocked to mobile users by security rules in your policies. These
sites usually contain threats such as malware, phishing, spy-ware and drive-by-downloads.

«  Place your mouse cursor over a sector to view further details.
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«  Click on a sector to see a log of most blocked categories for mobile users. See 'View Logs' for more on
this.

Sites - Most Blocked Threats

Web categories and blacklisted domains most often blocked to users on imported network sites. Categories and
blacklisted domains are specified in security rules in your policies. These websites usually contain threats such as
malware, phishing, spy-ware and drive-by-downloads.

+  Place your mouse cursor over a sector to view further details.

Sites - Most Blocked Threats

Blacklisted Domain
Sites — Most Blocked Threats: 200% (1)

Eladdisted Domain
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«  Click on a sector to see a log of most blocked categories for mobile users. See 'View Logs' for more on
this.
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3.3 View Logs

+ You can view logs by clicking on a data item in a dashboard chart. For example, click a specific bar in a bar-
chart or a specific point in a line-graph.

+  Each log shows more details about the item you clicked on. You can filter the logs by date and by various
other filter types. Logs are fully searchable and can be exported to .csv.

To view logs from a chart
+  Click 'Overview'
«  Select 'Web Overview' or 'Security Overview'

«  Click on a point in the chart to view logs for that item:

Sites - Overall Web Browsing Trend

Click and drag in the plot area to zoom in
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View Logs - 5ites - Overall Web Browsing Trend
Choose Time Interval # Time Metwark Destination  Category Action Agent Name
From To
10036200 | wpedu
up.edu
Filter Type
upedu
~ L4
5 up.edu
£ up.edu
7 20180621 18:22:01 up.ed
B018-06-21 18:22:01 up.edu Educsnan & Reference BLOCKED | LR_TEST
B-06-2 ] p.edu Educstan & Reference BLOCKED  LR_TEST
2018-D6-21 18:23-01 upedu Educatian & Reference BLOCKED | LR_TEST
P 24 Taal hems, Page 1 of 3 12 3 Next Llast
m & Export as C5V

«  The panel on the left allows you to filter by time period and by other parameters.
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«  The right of the window lists all events in the category along with other details.

«  The details on the right depend on the type of chart for which you are viewing logs. The following table
show all possible columns:

View Logs - Table of Column Descriptions

Column Header Description

Network / Location | The IP address of the network from which the traffic originated.
Charts for networks imported by the resolver also show the IP address of the endpoint.

Destination The name of the website the user attempted to visit.

Category The genre of website to which the site belongs.
You can view website categories in the 'Settings' area of a category rule. Click 'Configure' >
'Policy Settings' > 'Category Rules' > ‘Create Category Rule' > 'Settings'.

Action Action taken by Dome Shield. Can be 'Allowed' or 'Blocked'.

Reason The reason for the action taken. For example, a website connection was 'Allowed' because
the site is in an allowed category.

Agent Name 'Roaming Device' charts - This column shows the name of the roaming device

'Imported site' charts - This column shows the name of the virtual appliance through which
the network connects to Dome Shield.

Domain / Target The name of the domain that was visited / blocked
Domain

Source The mobile device VPN ID.

Source IP The IP of the agent / network

Select Time Interval

Logs initially show data for the time period you clicked on the graph. You can change the date and time from the
'Choose Time Interval' section:

Choose Time Interval

From To

2017-08-04 15:30 = 20M7-08-04 16:30 =

+  To change the period, click the calendar icon and select the 'From' and "To' dates or enter the period
directly in the fields.

«  To change the time, enter the 'From' and 'To' time in the respective fields beside the date.
Filter Types

Filter types allow you to refine the events shown as required. You can filter by multiple parameters.
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Choose Time Interval

From To
2017-08-04 15:30 = 2017-08-04 16:30 =
Filter Type
Network £ v

«  Select a filter parameter from the drop-down. The options available depend on the type of chart
«  Enter a relevant search term

+  Click the check-mark to add the filter

+  Repeat the process to add more filters if required

+  Click 'Search":

Filter Type
Category ~ Y
Network 10.108.51.160 i
Destination 18xn.com i
Category Malware o

(Q search

«  Click the trash can icon beside a filter to remove it
« To reset the view, delete all filters and click the 'Search' button again.
+  Click 'Export as CSV' to download the logs in .csv format.

The following types of logs are available:

Chart Type Logs Displayed

Web Overview +  Click on a bar to view the logs of access
Top Target Domains requests made for the that domain
Top Blocked Domains The log viewer shows details of the time,

network/endpoint from which the domain access request
_ originated, the category of the domain, whether the
Top Blocked Domains From Agents access was allowed or denied and the reason for the

Top Target Domains of Mobile Users action taken.

Sites - Top Target Domains

Top Blocked Domains From Networks

Security Overview
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Roaming Agent Security Incidents
Overall Security Incidents

Web Overview +  Click on a point the graph to view the logs of
Roaming Agent Web Browsing Trend web browsing activities in that period of time
Overall Security Trend The log viewer shows details of the visited domains,

, . network/endpoint from which the domain access request
VYeb Traffic of Mobile Userls originated, the category of the domains, whether the
Sites - Overall Web Browsing Trend access was allowed or denied and the reason for the

Security Overview action taken.
Overall Advanced Threats
Roaming Agent Advanced Threats
Most Blocked Mobile Threats
Sites - Most Blocked Threats

Web Overview - Click on a sector to view logs of access history
Top URL Categories of domains in that category
Top Blocked Categories of Mobile Users The log viewer shows details of the visited domains,

network/endpoint from which the domain access request
originated, the category of the domains, whether the
access was allowed or denied and the reason for the
action taken.

Sites - Top Blocked Categories

4 Add Networks, Roaming Endpoints
and Mobile Devices to Dome Shield

«  Click 'Configure' in the Dome Shield top-menu:

coMODO —

Dome Shield
L ruarmon |

# Compony Nama Typa P | FQDM Dynamie P Activation
i 1 name MyNatwork_2018-T-08 sStotic 72123/32 Nja
—_. 2 eyl MyNotwork_2018-1-07 static Wa20012/32 MiA

3 wtiger gorde Static 100003620832 Nja

4 wliger damo_ip Stotic I0M0012626/32  NfA

B viiger MyNetwork_2018-1-02 Stotic 01547 B5/32 Nia

1-* Manchestar2 Static 172312123432 M/

+  Objects - Manually add networks, roaming and mobile devices to Dome Shield.

+  Alternatively, you can automatically import networks by deploying local resolvers. Click 'Sites and
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Virtual Appliances' to get started with this method.

+  Note. The public IP of the network from which you are connecting will be automatically added
during enrollment. This network will become active immediately.

Policy Settings - Configure and apply web protection policies to your added networks/endpoints.

See Setup Options Explained for an overview of choices to add networks.

See the following sections for help to add networks:

4.1

coMODO —

Dome Shield
| riarmon |

Manually Add Networks to Dome Shield
Add Roaming Endpoints to Dome Shield
Add Mobile Devices to Dome Shield

Manage Imported Sites and Local Resolver Virtual Appliances

Manually Add Networks to Dome Shield

Click 'Configure' > 'Objects' > 'Networks' to add, edit and manage protected networks.

The IP of the network from which you are connecting was automatically added during enrollment. This
network is already active.

Any additional IPs that you add will have a status of 'Pending' until they are approved by Comodo. Please
contact your Comodo account manager or domesupport@comodo.com if you have questions on pending
networks.

You can add IP addresses in CIDR notation with network prefixes from /32 to /24. You can add any
combination of CIDR ranges and/or individual IP addresses.

Dynamic IP addresses. We provide an agent which auto-updates your Dome Shield policies with any
address changes in a dynamic network. The agent should be installed on an endpoint in your target
network. After you add a network which uses dynamic IPs, Dome Shield will create an activation code for
the agent (click 'Configure' > 'Objects' > 'Networks' to view the code). Enter the code in the agent to enroll
the network.

Please also make sure endpoints in protected networks are configured to use Shield DNS (Preferred DNS
server - 8.26.56.10. Alternate DNS server - 8.20.247.10)

# Company Nama Type # { FQDN Dynamic IP Activation
1 nanne MyNatwork_2018-T-08 sStotic 72123/32 Nja
2 eyl MyNotwork_2018-1-07 static Wa20012/32 MiA
3 vtigar gozda Static 100003620832 Nja
4 wliger dama_ip Stotic IDA00IZE26/32  NfA
B vtiger MyNatwork_2018-11-02 Static 101547 ER/32 N,"-!n.

1-* Manchestar2 Static 172312123432 M/
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Networks - Table of Column Descriptions

Column Header Description

Company Applies to MSPs only. Name of the organization to which the network belongs.

Name The label of the network.

Type Indicates whether the network uses static or dynamic IP addresses.

IP / FQDN The public IP address or Fully Qualified Domain Name (FQDN) of the network.

Dynamic IP (Only networks with dynamic [P addresses). The token string used to connect the network to

Activation Code Dome Shield. See Add Networks with Dynamic IP addresses for more details.

Agents Behavior Indicates whether the roaming agent is active or not when the roaming device is inside the
enrolled network.

Status Can be 'Active’ or 'Pending'. Active networks are available for Dome protection. 'Pending'
means the IP address/FQDN is awaiting approval by Comodo.

Remark Description of the network.

Actions Update or delete a network.

The interface allows you to:
«  Add new networks
+  Edit the details of a network
» Delete a network
Add New Networks
You can add both networks with static IP address(es) and Dynamic Address(es).

«  Add Networks with Static IP Address(es) - Specify an IP address/range in CIDR notation, or a fully
qualified domain name. See Add Networks with Static IP addresses for more details

+  Add Networks with Dynamic IP Address(es) - Download the IP Updater agent from the network setup
wizard and install it on a network endpoint. The software will keep Dome Shield and your policies updated
with the address of the network. An activation code is generated for each agent which is needed to connect
the network to Dome Shield. See Add Networks with Dynamic IP addresses for more details.

Add Networks with Static IP Address(es)
«  Click 'Configure' > 'Objects' > 'Networks'
+  Click 'Add New Network":
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Add Networks - Form Parameters

Description

Name Enter an appropriate name for the network

IP Address / FQDN The IP address or Fully qualified domain name of your network.

«  Enter the IP address of the network in CIDR (Classless Inter-Domain Routing)
notation.

«  Dome Shield can accept network prefixes from /24 to /32.

Note: By default, this field will show the public IP address of the network from which you
are connecting to Dome Shield. This will automatically become active after initial
enrollment. Any new IP address that you add here will remain in pending status until
approved by Comodo.

Dynamic - Select if you are enrolling a network with dynamic IP addresses. See Add
Networks with Dynamic IP addresses for more details.

Trusted Network Disable Roaming Agent when on this network - applies to roaming devices.

Behavior +  If selected, the Shield agent on devices will be disabled when they are inside the

network. The network policy will apply to the roaming device.
- If not selected, the roaming device's policy will remain active.

Select Company Applies to MSPs only. Select the company for which you want to enroll the network.

Remark Enter any notes about the network being added.
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Additional Settings - These settings apply only to roaming devices which have the Dome agent installed.

«  Aroaming device cannot connect to internal hosts when inside the office network. This is because Shield
DNS is an external DNS which cannot resolve internal domains. Configure the 'Host File' fields to allow
devices to reach internal domains when it has an agent installed. These settings will automatically be
deployed to your device's host file.

+  See'Add Roaming Endpoints to Dome Shield' for more details about how to install Shield agents onto
devices and connect to Dome Shield.

Host File Configuration | Enter the name and IP address of your host in the respective fields. Click the '+' button to
add more host entries. To remove an entry, click the corresponding trash can icon.

+  Click 'Add' when done.
The network will be added and displayed in the list.

The next step is to configure your network's DNS to forward queries to Shield DNS. This will ensure all the endpoints
in the networks are protected. Alternatively, you can set Shield DNS on the required endpoints (there are various
ways to do this, including DHCP setting, Windows GPO and AD configuration). For more details refer to our
instructions at https://www.comodo.com/secure-dns/switch/computer.html .

«  Change your DNS addresses to following Dome Shield addresses:
+  Preferred DNS server - 8.26.56.10
+  Alternate DNS server - 8.20.247.10

Please note no rules will be applied to the newly enrolled networks by default. You have to apply a policy to this
network according to your requirements. See 'Apply Policies to Networks, Roaming and Mobile Devices' for
advice on how to deploy web protection rules to networks.

Note: Any external IPs you add which are different to the one detected by Comodo Dome Shield will need to be
approved by Comodo. To activate these networks, please contact our support at domesupport@comodo.com

Important Note:

+  Admins also need to manually add entries for all internal domains to the host files of endpoints that are
inside the network(s). This is because Shield DNS cannot resolve internal domains.

«  Forroaming endpoints with the Shield agent, internal domains can be configured in 'Add/Update Network'
> 'Additional Settings' > 'Host File Configuration' field

+  Please contact our support at domesupport@comodo.com if you face any problem regarding this.

Add Networks with Dynamic IP Address(es)
Adding new networks with dynamic IP addresses involves two steps:
+  Step 1 - Install the Dome Shield IP Update agent to an endpoint in the network
«  Step 2 - Activate the agent
Step 1 - Install the Dome Shield IP Updater agent on an endpoint in the network
«  Click 'Configure' > 'Objects' > 'Networks'
+  Click 'Add New Network'":

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 71


mailto:domesupport@comodo.com
mailto:domesupport@comodo.com
https://www.comodo.com/secure-dns/switch/computer.html

cCOMODO

Creating Trust Online®

CoMODOo — —
Dnme Shield Ovarviows  Reporting  Configure  Account #SchupWiord | Bl How-to

i Hetworks

‘ackd Network é._..--"'"-_ )
a Company Ha an

Hormm

CR T T Ty PO T

MiA = i Dynamic ¥

Trustad Matwork Bahaviour

[ pisabie Beaming Agent when on this network

Do Shiakd Dynamic IP Updater holps mabworks with Dynamic IP addressas to upkdate Doma Shiekd Sendca with the
addrags of the natwork Thi to natworks with Dy ¢ IP addragges Syetar wil
continously update the krtast I of the nebwark you wont to secune and users will hove urintamupted securityfwels occess

cLprant P

a4 COMNOUE SoCUr

policies opplied
Culdolnog

- Dewsenicod ond install the Dynomic IP Usooter Agant to o stotiordany compuber within the neksork

el should nat be moved sut of the natwark you wanl 1o socura,

erlian, Activation Coda shown in Notworks table should Bo enterdd in e Dynamic [P
Upckatar Agant's Activation tab. Ones this stap is donag, Stortus shouid ba shown 0s Active in tha Natworks tabie.
= Casrant IP oddress of tha network con bae sean in Metworks taoble

Bowrlaad

Windows Dynamic P Updator

Plaaes snlact company

BTk

Additional Settings 4+

Piraminie

Add Networks - Form Parameters

Description

Name Enter an appropriate name for the network

IP Address / FQDN / Select the 'Dynamic' checkbox to enroll a network with dynamic IP addresses.

Dynamic A message box will appear with guidance on enrolling networks with dynamic IP
addresses..
+  Click the 'Windows Dynamic IP Updater' link under Download in the message
box and save the agent setup file.
Trusted Network Disable Roaming Agent when on this network - applies to roaming devices.
Behavior

- If selected, the Shield agent on devices will be disabled when they are inside the
network. The network policy will apply to the roaming device.
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- If not selected, the roaming device's policy will remain active.

Select Company Applies to MSPs only. Select the company for which you want to enroll the network.

Remark Enter a description for the network being added.

Additional Settings - These settings apply only to roaming devices which have the Dome agent installed.

- Aroaming device cannot connect to internal hosts when inside the office network. This is because Shield
DNS is an external DNS which cannot resolve internal domains. Configure the 'Host File' fields to allow
devices to reach internal domains when it has an agent installed. These settings will automatically be
deployed to your device's host file.

+  See'Add Roaming Endpoints to Dome Shield' for more details about how to install Shield agents onto
devices and connect to Dome Shield.

Host File Configuration | Enter the name and IP address of your host in the respective fields. Click the '+' button to
add more host entries. To remove an entry, click the corresponding trash can icon.

+  Click 'Add" in the 'Add Network' dialog.

The network will be added with the status 'Pending'. Also, an 'Activation code' will be generated and displayed in the
row of the network.

+  Transfer the agent setup files to an endpoint in the target network

Note: Choose an endpoint which is always powered up and always connected to the network. This will let the agent
monitor IP address changes and send updates to Dome Shield.

«  Double-click on the setup file on the endpoint, or right click and select 'Install' from the context sensitive
menu.

Step 2 - Activate the agent
After installing the agent, the activation dialog will be displayed:

Dome Shield Dynamic IP Updater Activation by

Installation is complete,

Please submit your Activation Code that can be found on Dome
Shield's Network Menu. (Configure > Objects > Network = 'Dynamic
IP Activation code' column)

Activation Code

Submit
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- Click 'Configure' > 'Objects' > 'Networks' in the Dome Shield interface to view the activation code:

E Natworks

#  GCompany Hama Typa 1P | FODe Deyreamie IF Activotion Code
1 nome Mtyhiertwork_2018- - DB Static waizafaz Mz
Wiyhietwork_2018- 107 totic B0
wiigar goacka St MUO0EE 083D MiA
vliger  dema i Dryrecimenic: SETE028/22 SoE3adl- BI040k 8- ba &8 Tossabad 1307

Agerits Behowior

Disokiio

o A Miny Holwesrk

Sterius Farnark Actions
Actie # i
Actun s 8
Actig # B
Actwnn |

s B

«  Enter code in the IP updater activation dialog.
+  Click "Submit'

After successful activation, the network will be added and displayed in the list. Please note no rules will be applied to
the newly enrolled networks by default. You can apply network specific policy according to your requirements. See
'‘Apply Policies to Networks, Roaming and Mobile Devices' for advice on how to deploy web protection rules to

networks.
Edit the details of a network

«  To update details of a network, click the edit button beside the network.

+ Adkd Maw Natwark
Update Network »
Rermark Actions
Homa P
MyMotwork_2018-T-07 ‘_____@
S 0B )
domasupportficomodo.com s o

IPv4 Address [ FQDN 4

198.20012/32 O i= Dynamie ?

Trusted Network Bahaviour

[ pizable Roaming Agent whan on this netweork

Plaasa select company

mama -

The 'Update Network' dialog will be displayed. Modify the details per your requirements. The process is similar to
adding a new network explained above.

+  Click the 'Update' button

Delete a network
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Please note that when you delete a network, web protection policies will no longer be applied to network endpoints.
+  Click the trash can icon beside a network to delete it.

A confirmation dialog will be displayed.

© Delete Network ®

Do you want to delete this network?

Cancel m

«  Click 'OK" to confirm removal of the network from the list.

4.2  Add Roaming Endpoints to Dome Shield

+  You can protect Windows and Mac devices outside your network by installing the Shield agent on each
roaming device.

«  Click 'Configure' > 'Objects' > 'Roaming Devices' > 'Download Agent'

+  You can manually install the agent on devices, or install it remotely through Endpoint Manager
(formerly ITSM).

+  Once installed, you can deploy policies to the devices as required.

+  Roaming devices will not be able to connect to internal domains unless configured appropriately in the
'Network' interface.

See 'Additional Settings' for more about configuring internal DNS and hosts file.

+  Click 'Configure' > 'Objects' > 'Roaming Devices' to view all enrolled roaming devices:

EOMOOD -
Dome Shield A Sorfigure hecourt R
o

& Downlood sgont

Computor Nomo 05 Vorsion Dovwic Uriquo I Agont Vorsion Aotions

CARMAT-LVTTIP Y Windows i ATEENNC PR NDOAAATT AFCSON oAl s

Roaming Agents - Table of Column Descriptions

Column Header Description

Company Applies to MSPs only. The name of the company to which the roaming device is enrolled.
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Computer Name The name of the endpoint.

OS Version Windows OS version used by the endpoint.

Device Unique ID | A unique ID generated by the shield agent for the device.

Agent Version Version number of the Shield roaming agent deployed on the endpoint

Actions Controls for removing endpoints

Search and Filtering options:

+  Use the search box at top-right to search by company name, computer name, OS version, Device Unique
ID. Matching results will be automatically displayed.

The interface allows you to:

« Add new roaming devices

+ Delete a device
Add new Roaming Device(s)

+  Click 'Configure' > 'Objects' > 'Roaming Devices' > 'Download Agent'
There are two ways you can add roaming devices:

+  Manually install the agent on endpoints - Click '‘Configure' > 'Objects' > 'Roaming Devices' > 'Download
Agent'. Manually Install the agent on target devices. The devices will be automatically enrolled.

+  Import from Endpoint Manager (formerly ITSM) - You can remotely install the agent on managed
Windows endpoints from the Endpoint Manager console.

Click 'Download Agent' to get the installation package.
To add new devices
+  Click 'Configure' > 'Objects' > 'Roaming Devices'

+  Click 'Download Agent' at the top-right:

Account # Setup Wizord B How-to

& Download Agent

Download Agent {-—'—‘__'-_'——-_P——_ x Q

viiger ot

. Downilood hor Windows: ‘ Doswnicod for mocOS > Get ITSM Agent Windows Link

Choose your download options in the 'Download Agent' dialog:
+  Select Company - Applies to MSPs only. Select the company for which you want to enroll devices.

«  Download for Windows - Download the agent installation package for Windows devices. See Enroll
Windows devices for more details.
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«  Download for mac OS - Download the agent installation package for Mac OS devices. See Enroll Mac 0S
devices for more details.

«  Get Endpoint Manager Agent Windows Link - Reveals the link you need to remotely install the agent on
Windows endpoints through Endpoint Manager. See Import Windows Devices from Endpoint Manager
(formerly ITSM) for more details.

Enroll Windows devices
+  Click 'Download for Windows' in the 'Download Agent' dialog. The installation file is in .msi format.
- Transfer the setup files to the Windows devices you want to enroll.

Next, install the agent on the device(s).
+  Double-click the setup file i or right-click and select 'Install' from the context sensitive menu.

The installation wizard will start.

17 Comodo Shield Agent Setup — x

Welcome to the Comodo Shield Agent Setup
Wizard

The Setup Wizard will install Comodo Shield Agent on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

«  Click 'Next' and complete the agent installation wizard.
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# Comodo Shield Agent Setup — ot

Completed the Comodo Shield Agent Setup
Wizard

Click the Finish button to exit the Setup Wizard.,

Back Cancel

+  Click 'Finish'
That's it. The device will be added and will be displayed in the 'Configure' > 'Objects' > 'Roaming Devices' interface.

+  Note - no security rules are applied to roaming device by default. You can create and apply device specific
policies according to your requirements.

«  See 'Apply Policies to Networks, Roaming and Mobile Devices' for advice on how to configure and
deploy security policies to roaming devices.

Enroll Mac OS devices
+  Click the 'Download for Mac OS' button in the 'Download Agent' dialog. The installation file is in .pkg format.
- Transfer the agent to the Mac OS devices that you want to enroll.

Next, install the agent on the device(s).

+  Double-click the package file to start the installation wizard.
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'Y « Install cShield Agent g

Welcome to the cShield Agent Installer

You will be guided through the steps necessary to install this

¢ Introduction
software.

Destination Select
Installation Type
Installation

Summary

coMODO — —

Dome ShEkj Continue

+  Click 'Continue'
The next step allows you to choose the location at which the agent is to be installed.

L N « Install cShield Agent =5

Select a Destination

Select the disk where you want to install the cShield

Introduction
Agent software.

© Destination Select

Installation Type —
Installation i
Summary

Macintosh HD

4729 GB available
250,79 GB total

Installing this software reguires 4 MB of space.

You have chosen to install this software on the disk
“Macintosh HD"

cCOMODO — —

Dome Shield Go Back Continue
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« Toinstall the agent in the default location, click 'Continue'. To install the agent in a different location, click
the disk icon, navigate to the new location and click ‘Continue'.

The next step allows you to choose the installation type and start the installation.

0 & Install cShield Agent a8

Standard Install on "Macintosh HD"

o liidiction This will take 4 MB of space on your computer,

» Destination Select Click Install to perform a standard installation of this software
- on the disk "Macintosh HD".
= Installation Type
Installation

Summary

Change Install Location...
COMODO — —

Dome ShEId Go Back Install

«  Click 'Install

The installation requires your user account to continue.
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®e «¢ Install cShield Agent B

Introducting -~ Installer is trying to install new software.

¢ Destination S
o Installation

Installation

Enter your passweord to allow this.

User Mame: | <user names=

Password:
Sumrmary

Cancel

Change Install Location...

coOMODO — —

Dome Sheld Go Back

- Enter your device user name and password in the respective fields and click 'Install Software'

«  The installation will begin:

& s Install cShield Agent o

Installing cShield Agent

Introduction
Destination Select
Installation Type

© Installation Validating packages...

Summary
.|

coMOoDOo — —

Dome Shield

«  Click 'Close' to exit the wizard when installation is finished:
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| N ] & Install cShield Agent =5

The installation was completed successfully.

Introduction
Destination Select
Installation Type

Installation

Summary The installation was successful.

The software was installed.

¢ & & & @

COMODO —

Dome Shield [ Close |

Once installed, the agent will start communicating with the Dome Shield server. The device will be visible in
'Configure' > 'Objects' > 'Roaming Devices'.

+  Note - no security rules are applied to roaming device by default. You can create and apply device specific
policies according to your requirements.

«  See 'Apply Policies to Networks, Roaming and Mobile Devices' for advice on how to configure and
deploy security policies to roaming devices.

Import Windows Devices from Endpoint Manager (formerly ITSM)
+  Click 'Get ITSM Agent Windows Link":

Download Agent %

‘ Download for Windows & Download for macOS

ITSM Agent Download link is https://shield.dom

Get ITSM Agent Windoyvs Link

m

comodo.com/api/fagent/download/S1eNZNoGX

«  Use this link as the 'Package URL' to install the agent on managed endpoints.

Process in brief:
+  Login to Endpoint Manager
+  Click 'Devices' > 'Device List' > 'Device Management' tab
+  Select the Windows device(s) on which you want install the packages
+  Click 'Install or Update Packages' and select 'Install Custom MSI/Packages'
+  Paste the agent download link into the 'MSI/Package URL' field
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«  Configure the other remote installation options as required
+  Click 'Install'

+  See https://help.comodo.com/topic-399-1-786-10139-Remotely-Install-and-Update-Packages-on-
Windows-Devices.html if you need additional help to install packages via Endpoint Manager.

Delete a Roaming Device
Web protection policies will no longer apply if you remove a roaming device.
«  Click the trash can icon beside a device to delete it.

A confirmation dialog will be displayed.

@ Delete Roaming Agent x

This agent will be deleted permanently. cShield Agent will stop working in this
endpoint. Please uninstall the agent from your computer. Do you want to delete
this roaming agent?

«  Click 'OK" to confirm device removal

4.3 Add Mobile Devices to Dome Shield

Click 'Configure' > 'Objects' > 'Mobile Devices' to view this interface.
+  Dome Shield can protect iOS and Android devices using its VPN service.
«  You need to install the Dome mobile app VPN profile OR on each mobile device.

«  Dome Shield App - The Dome Shield app includes a VPN client and profile.
« VPN Profile - Requires you to install the StrongSwan VPN tool.

+  You should use different email addresses to download the app/profile to each device. The same email
should not be used on different devices to download the app/profile.

«  Supported versions: Android - 4.4 and above; iOS - 9 and above.
«  Once installed, you can deploy polices to mobile devices as required.

«  Click 'Configure' > 'Objects' > 'Mobile Devices' to view all enrolled mobile devices:
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Mobile device interface - column headers

Company The name of the company to which the mobile device is enrolled. Applies to MSPs only.
Email The address to which the enrollment invitation is sent.

Remark Comments about the account.

Mode Indicates whether 'VPN Profile' or 'VPN + Mobile Agent' is installed on the device.
Status The state of the mobile device's connection to Shield.

+ Installed, Active - Shield profile is installed and the user is connected.
+ Installed, Not Active - Shield profile is installed and user is not connected

+  Notinstalled - The enroliment mail was sent to the user but the Shield profile /
mobile app is not yet installed

Last Login/Logout | User login information.

Activity - Login - Indicates the device is connected to Shield
«  Logout - Indicates the device is disconnected from Shield.
Actions Controls for removing endpoints

Add a mobile device
+  Click 'Configure' > 'Objects' > 'Mobile Devices'
+  Click 'Add New Mobile Device' at top-right:
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Enter ermail oddressaes of mobile usars

@ven  CIvPN+ Maobile Aot

Ploasa select company

+  Enter the email addresses of mobile users - You can enter multiple email addresses. Please note - each
device requires a unique email address. You cannot use the same email address on different devices.

« VPN and VPN + Mobile Agent

« VPN + Mobile Agent — This is the Shield mobile app. If you select this, the user need not install any
third party VPN client. Click here to see instructions for this option.

« VPN - If you select this, the user has to install the StrongSwan VPN app). This applies to Android
devices only, and is not required for iOS devices. Click here to see instructions for this option.

VPN
+  Select Company - applies to MSPs only. Select the company to which the mobile devices should be
enrolled.
«  Click 'Add'

Shield will send device enroliment emails to all users that you added.

The user is initially added to the list with a device status of 'Not installed':

= Mobile Devices + Acikd Maw Mabile Device
Q
# Coompsany Ermail Bamark Moda Siofus Lasi la-g:nflngnut Acthity Actlons
viiger fiatkara@gmailcorm VPN Ml ]
vtigor ged okni@igmailoom VPN Mot instoled Mia )
3 viiger licenaalypafippieccom WPH + Mobile Agant Mot installed HiA []

«  Users should open the email on their device.
- The email contains instructions to enroll their device and three attachments:

« i0S_VPN_Profile.mobileconfig - iOS device users should select this.
+  Android_VPN_Profile.sswan - Strongswan VPN profile for Android users
+  Android SSLCert.pem — This SSL certificate needs to be imported to Android devices to secure the
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VPN connection.
Instructions for i0OS
«  Tap the attachment 'iOS_VPN_Profile' in the mail

« Install the profile as shown below:

Mail seese = 00:18 @ + %58 W

Cancel Install Profile

@ Comodo SHIELD VPN

Signed by dome.comodo.com
Verified v/

Install

Contains VPN Settings
2 Certificates

More Details

That's it. The VPN profile is installed on the device.

+  You also need to trust the SSL certificates in iOS in order to view HTTPS pages over the VPN.

Go to 'Settings' > 'General' > 'About' > ‘Certificate Trust Settings' and enable full trust for root certificates.
Once connected, the VPN icon will appear on the navigation bar:

sevee T 9:41 AM

£ 100% .

Instructions for Android

Open the enrollment mail and select 'Android_VPN_Profile'
+  Open StrongSwan VPN app:

VodafoneIN ¥ 1 w B V. dn4aa8

% ADD VPN PROFILE

Status: No active VPN

No VPN profiles.

Select 'Add VPN Profile' > 'Import VPN profile":
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VodafoneIN ¥ w e V. 4N 450

% Import VPN profile

Status: No activ CA certificates

No VPN profiles. CRL cache

View log

«  Choose 'Android_VPN_Profile' from the downloaded location

VodafoneIN ¥ w e V.| 4 %455

X Import VPN profile IMPORT

Profile name

Shield VPN
vpn.dnsbycomodo.com

VPN Type

IKEv2 EAP-TLS (Certificate)

Select user certificate
Select a specific user certificate

IMPORT CERTIFICATE FROM VPN PROFILE

Shield
ShieldVPN CA

«  Select 'Import Certificate from VPN Profile'
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VodafoneIN ¥ 1 w & V. dna5

Extract from Certificate for
"Shield VPN"

Type the password to extract the certificates.

CANCEL OK

+  Enter the password in the email and select 'OK'

VodafoneINA + 1 YE 9. 4i@s50n

Choose certificate

The app strongSwan VPN Client has requested
a certificate. Choosing a certificate will let the
app use this identity with servers now and in the
future.

Certificate for "Shield VPN"
CN=db17165e-9e6c-42cd-8aaa- @
c¢c8d98236b8f,0=Comodo Shield
VPN,C=US

You can install certificates from a PKCS#12 file
with a .pfx or a .p12 extension located in
external storage.

INSTALL

DENY ALLOW

«  Tap 'Allow' instead of 'Install'

CcCOMODO

Creating Trust Online®
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VodafoneINA ¥+ YE . 48504

X Import VPN profile IMPORT

Profile name

Shield VPN

Q

vpn.dnsbycomodo.com
VPN Type
IKEv2 EAP-TLS (Certificate)

User certificate

Certificate for "Shield VPN"
CN=db17165e-9e6c-42cd-8aaa-cc8d98236b8f,
0=Comodo Shield VPN, C=US

CA certificate

Shield
ShieldVPN CA

d

«  Select 'Import' at the top-right

VodafoneINA 1 1 yE v A n 506

8 ADD VPN PROFILE

Status: No active VPN

Shield VPN

+  Open the profile you just imported to start the connection to Dome Shield:
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% ADD VPN PROFILE

Status: Connecting...
Profile: Shield VPN

CANCEL

Shield VPN
Server: vpn.dnsbycomodo.com
1 db17165e-9e6c-42cd-Baaa-

You will see the following screen when connected:
VodafoneIN@ A @& ¥+ 3 or W | 4 § 500

% ADD VPN PROFILE

Status: Connected
Profile: Shield VPN

DISCONNECT

Shield VPN

Server: vpn.dnsbycomodo.com
identity: db17165e-9e6c-42cd-8aaa-
236b8f
certificate: Certificate for "Shield VPN"

Note: You also need to trust the SSL certificates in order to view HTTPS pages over the VPN.

+ (o to 'Settings' > 'Security' > 'Credential Storage' > 'Install from SD card'. Please note this may vary
depending on the Android version.

+  Select the 'AndroidSSLCert.pem’ certificate from the download location, enter the name and tap 'OK'
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Name the certificate

Certificate name:
Android SSLCert

Credential use:
VPN and apps

The package contains:
one CA certificate

CANCEL OK

You can view the certificate in 'Settings' > 'Security' > 'Trusted Credential' > 'User'. Note — The storage path may vary
depending on the device and Android version.

The mobile device will be enrolled and shown as follows:

2 Mobile Devices + il New Moblle Devica
Q
u Compsany Ermnail Romuar—k Modao Status Lost Login{Logout Activity Actions
1 wiiger Meatliena@@gmoileam WM wialled, Active H0E-THI2 TS - Login ]
2 whiger grdoknifigmoilcom VPN Mot nsiollad HA B
<} whiger licancatypeifizippiaxcom WFMN + Mobda Agant Mot instollad & B

+ Norules are applied to mobile devices by default.

+ You can apply device specific policy according to your requirements. See 'Manage Shield Rules' and
'‘Apply Policies to Networks, Roaming and Mobile Devices' for help to configure and deploy security
policies to mobile devices.

Shield Mobile Device App
+  Select 'VPN + Mobile Agent' in the 'Add Mobile Device' dialog
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ADD MOBILE DEVICE b 4

CvPN @ VPN + Mobile Agent

NOTICE: Please do not share same emails for multiple devices. Each email should
be used for a single Mobile Agent / App.
Please select company

vtiger

+  Select Company - applies to MSPs only. Select the company to which the mobile devices should be
enrolled.

+  Click 'Add'
+  Shield will send device enrollment emails to all users that you added.

« Users are initially added to the list with a device status of ‘Not installed":

2 Mobile Devices + bl New Moblle Device
Q
o Compsany Email Romork Modo Status Lost LoginfLogout Aotivity Actions
1 whiger fictlienafgrmail com VPH + Mobile Agernt Hi& ]
2 whiger gradoknigmailoom WFH Hot installad K& B
3 whiger fcancetypaiivippiaccom VM + Mobile Agant Hot installad HiA -]

«  Users should open the email on their device. The email contains clear instructions how to install the Shield
app on Android and iOS devices:
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Comodo cDome Shield

Welcome

s using Comeodo Dome Shield to protect your company
against web based attacks and sent you this e-mail to enable protection on your
mobile device(s).

Cnce you finish the setup steps mentioned in this e-mail, vou will be able to secure
your device against all advanced threats regardless of where you are connecting
the intemet from. Web security provided with Dome Shield will work seamlessly
across 26, 3G, 4G, LTE cellular networks and Wi-fi. Just tap on the attacment, to
start protecting your device against malware, phising, botnet, all types of advanced
web attacks and hackers.

Just follow the steps to start using Dome Shield App!

INSTALL SHIELD APP FROM STORES

Install the Dome Shield App and come back to this emai

Instructions for iOS
+  Open the enroliment mail on the iOS device
«  Select 'App Store' and download the app from the Apple store.
+  After installation, select 'Activate iOS App' in the mail.
«  Next, open the app and tap the 'Shield' button
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“Dome Shield"” Would Like to
Add VPN Configurations

All network activity on this iPhone may
be filtered or monitored when using
VPHN.

Don't Allow

«  Select 'Allow'

+  Provide the device password if requested:
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Enter iPhone passcode for
"Settings”
Add VPN Configurations

Cancel

That's it. The iOS device is successfully enrolled to Dome Shield.

+  You also need to trust the SSL certificates in iOS in order to view HTTPS pages over the VPN.

+ (o to 'Settings' > 'General' > 'About' > 'Certificate Trust Settings' and enable full trust for root certificates.

Instructions for Android
«  Open the enroliment mail.
+  Select 'Google Play' and install the app from the Play Store.

«  Please note, the screens may vary depending on the Android version.
«  After installation, select 'Activate Android App' in the mail.

«  The activation password is copied to the clipboard after selecting 'Activate Android App'.

+  Next, tap the 'Shield" icon:
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7l 77%m10:34

Extract from
a3c66a3f-1f74-4187-83cd-d761a...

Enter the password to extract the
certificates.

CANCEL OK

Long press in the password field and select 'Paste’
Select 'OK'’

The certificate name field is auto-filled with the certificate's unique identifier:

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 96



CcCOMODO

Creating Trust Online®

Certificate name

Certificate name
6a3f-1f74-4187-83cd-d761a7fcdd7c

Used for
VPN and apps v

Package contains:

One user key
One user certificate
One CA certificate

CANCEL 0K

9 ollo @

Main Reports About

Touch 'OK'

The VPN certificate is pre-selected in the 'Select certificate' screen:
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Select certificate

Dome Shield has requested a certificate.
Agreeing to this request will allow the
application to use this certificate with
servers from now on.

a3c66a3f-1f74-4187-83cd-d..

CN=a3c66a3f-1f74-4187-83cd- @
d761a7fcd4d7c,0=Comodo Shield
VPN,C=US

390e60a5-0394-4475-8a43-6..

CN=390e60a5-0394-4475-8a43-6
4370c7cb6f4,0=Comodo Shield
VPN, C=US

Certificate for "c19e9d4d-77..

CN=c19e9d4d-7757-4cBc-8dal-
cal4251e5312,0=Comodo Shield
VPN,C=US

59bafaab-466c-4f7b-841b-9..

CM=5%9bafaab-466c-4f7b-841b-9 O
85ch62d0b37,0=Comodo Shield
VPN,C=US

DENY ALLOW

cCOMODO

Creating Trust Online®

That's it. The app is activated and the device enrolled. Device details are shown in the 'Mobile Devices' screen in

Dome Shield:
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2 Mobile Devices + il New Moblle Device
Q
u Compsany Ermail Romuar—k Modao Status Lost Login{Logout Activity Actions
1 whiger {r'_ll anagmoileom WPH + hiokda Agent natalled, Active 20E-TH12 E233:22 - Logan (] ]
2 whiger grdoknifigmoilcom WFH Mot nstollad & B
<} whiger licancatypaifzippiaxcom WFMN + Mobda Agant Mot instollad & ]

Important Note:
You also need to trust the SSL certificates in order to view HTTPS pages over the VPN.
+  Go to 'Settings' > 'Security'
+  Select 'Install from SD card'
+  Select 'AndroidSSLCert.pem'
«  Enter 'AndroidSSLCert' in the 'Name the certificate' screen.
+  Hit'OK" when finished

The Shield app on the mobile device (iOS and Android) can be connected or disconnected by the user. Please note,
protection is only available if the app is connected.

+  Tap the Shield icon

The Shield app will open:

«  Main - Select the icon to connect to Shield / disconnect from Shield.
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Vodafone IN & & oW . 4dm253

v ollo ®

Main Reparis About

4 O O

+  Reports - View reports for:
+  Overall Web Browsing Trend
+  Top Target Domains
«  Top Blocked Domains
Overall Advanced Threats
«  Top URL Categories
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Vodafone IN & & oW AW 25

Reports

12h 24h 2d 3d 5d 7d

Shiedd

Overall Web Browsing Trend

40
a0 - 30
20 20
1] 0

@ 1] ®

Iain Reports About

< @] O

«  About - Detailed information about Dome Shield
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Vodafone IN &l & oW dE25
About

Shield

What is Dome Shield

How to Enable/Disable
Can't login to Captive Portal
Share

Rate Us

How to Remove VPN

Y, olln o

Main Reports About

< @] O

«  What is Dome Shield - Brief description about the product

«  How to Enable / Disable - Instructions how to connect / disconnect to Shield

«  Can'tlogin to Captive Portal - Troubleshooting instructions

+  Share - Send the app location details to your friends

« Rate Us - Rate the Shield app

+  How to Remove VPN - Instructions how to remove the Shield VPN
Deleting a mobile device

Web protection policies will no longer be applied when you delete a mobile device.
+  Click the trash can icon beside a device to delete it.
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© Delete Mobile Device 4

Do you want to delete this mobile device?

«  Click 'OK' to confirm removal of the device from the list.

4.4 Manage Imported Sites and Virtual Appliances

+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'
The 'Sites & Virtual Appliances' area lets you:

+  Download local resolver virtual appliances for installation on your network sites

+  Register the resolvers so the networks are imported to Dome Shield

+  Manage the network sites which you have imported
See ISetup Local Resolver Virtual Machines and Import Sites if you need help to install and register the
resolvers.

To manage imported sites

+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'

':D";;:;; s-hield iy I-"up-r.lrlil'.ul". # 5ot FE—
L oo |

B Sites £ Virtuol Applionoes How to Daploy VAs  Bogister Componoem & Downlond Componont

~ utiger

Hamwo Typo L Statue Vorsion Actions

MERE) Lenl Resshr 000182 ractive aza [ ]

+  The links on the right side of the title bar let you download and register the VA's:

+  How to Deploy VAs - Opens guides which explain how to deploy the local resolver VA's.

+  Register Component - Register a virtual appliance that you have already deployed, and import
the network on which it is implemented. See Step 3 - Register the Master VA in Setup Local
Resolver Virtual Machines and Import Sites for more details.

«  Download Component - Download the package required to deploy the virtual appliance. See
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Step 1 - Download the Setup File in Setup Local Resolver Virtual Machines and Import Sites
for more details.

«  The interface shows a list of registered virtual appliances.

«  MSP customers can sort the list by company name.

Sites & Virtual Appliances - Column Descriptions

Column Header Description
Name Label assigned to the virtual appliance (VA) during initial configuration.
Type The kind of VA which is installed on the network.
IP IP address assigned to the VA.
Status Connection status of the VA. The VA needs to be connected for Dome Shield to apply the
policies to endpoints.
Version Software version number of the VA.
Actions Remove the appliance.

The interface lets you:
+  Edit the name of the network site
+ Remove a virtual appliance
To edit the name of a site
+  Click the pencil icon beside the site name

- Enter a new name for the site

Type

ACME

# Name Type

+  Click the 'Save'icon
To remove a virtual appliance
+  Click the trashcan icon in the row of the appliance

A confirmation dialog will be displayed.
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©® Delete Last Local Resolver In This Site »

This is the last Local Resolver in this site. Deleting it will also delete Sites and
Internal Networks connected to it. Do you want to proceed ?

+  Click 'OK' to confirm removal of the appliance.
The appliance will be deleted from Dome Shield.

«  Web protection policies are no longer applied to endpoints.

«  The site will also be removed if no other appliance is registered on the same network.
Define Internal Networks and Internal Domains

+  You can define internal IP addresses or ranges within the site as network objects. This lets you apply
different web protection policies to them as required. See Add Internal Networks for more details

+ You can specify internal domains within imported sites. The resolvers will use local DNS servers to resolve
requests from the clients for these domains. This reduces bandwidth usage as requests are not forwarded
to global DNS servers. See Add Internal Domains for more details.

441 Add Internal Networks

«  Click 'Configure' > 'Objects' > 'Internal Networks'
The local resolver lets you apply tailor-made security policies to individual endpoints and internal sub-nets.

«  The internal networks interface lets you define individual IPs or ranges as objects. You can then apply
security policies to these objects.

Process in brief:
+  Add the IP address of the endpoint and/or IP range.
+  Create rules for the endpoints/internal networks.

+  Create a policy which uses the rules. The addresses you added earlier can be selected from the 'Objects'
drop-down as policy targets.

Note - A policy applied to a 'Site’ will over-rule any policy applied to its internal network objects. Dome Shield will
apply the site policy to the individual objects and ignore any individual policies for those objects.

To manage Internal Networks

+  Click 'Configure' > 'Objects' > 'Internal Networks'
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Dome Shield e
I intornol Notworks + Add Mew Inftomiol Network
# CoamporTy Site Hama 1 Aotions
whigar Domo domo,_po Fa |
whigar Domo Koz oaOaEG24e/32 FAR |

Internal Networks - Column Descriptions

Column Header Description
Company MSPs only. Name of the organization to which the network site belongs.
Site The network to which the endpoints or the sub-net belongs.
Name The label of the endpoint or sub-net.
IP The address of the endpoint or sub-net.
Actions Edit or remove the endpoint/internal network.

The interface lets you:
« Add internal networks
+  Edit internal networks
« Remove internal networks
Add Internal Network Objects
«  Click 'Configure' > 'Objects' > 'Internal Networks'
+  Click 'Add New Internal Network'
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orksg | Mome =+ ncel Mow Internal Notwork
Comp P Actions
Vit Please salect company 0001361632 |
wtige i W0H00136.249(32 |

Please select site

IP Subnat

32 |=

'Add Internal Network' dialog - Table of Parameters

Form Element Description

Name Label of the internal network object. This name appears in the object drop-
down under the network site when you create a policy.

Please select company MSP customers only.
+  Choose the company for whom you want to add the network

Please select site Choose the site to which the internal network belongs

P |P address of the internal network in CIDR notation.

+  Enter the start IP address of the internal network block.

+  Select the network prefix from the 'Subnet' drop-down.

» Dome Shield can accept network prefixes from /24 to /32.

+ Toadd a single endpoint, enter the IP address of the endpoint and
choose 32 as network prefix

+  Click 'Add'
The internal network object will be added to the list. It will be available in the 'Object' drop-down as a target when
creating a new policy. See Apply Policies to Networks, Roaming and Mobile Devices for more details.
Edit Internal Network Objects
You can change the site/IP address range of an internal network object at anytime.
To edit an internal network object
+  Click 'Configure' > 'Objects' > 'Internal Networks'.

+  Click the pencil icon beside the internal network object to be edited.
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The 'Update Internal Network' dialog will open.
«  The dialog is similar to 'Add Internal Network' dialog.
+  You cannot edit the name of the internal network object
+  You can edit the company, site and the IP range for the object. See the explanation above for more details
+  Click 'Update' to save your changes

The policy in effect on the internal network object will now be applied only to the endpoints covered by the new IP
address range.
Remove Internal Network Objects

The internal network objects that are no longer needed to be applied with the specific policy can be removed from
the Internal Networks list.

Once removed:

« Ifapolicy exists for the parent site to which the internal network object is a member of, the same policy will
be applied to the endpoints covered by the internal network

« Ifno policy is applied to the parent site, the default security policy will be applied to the endpoints covered
by the internal network

To remove an internal network object
+  Click 'Configure' > 'Objects' > 'Internal Networks'.

+  Click the trash can icon beside the internal network object to be removed.
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+ Add Now Intaernal Notwaork

30 wou want to delote this internol network?

. -

+  Click 'OK" in the confirmation dialog to remove the internal network object.

4.4.2 Add Internal Domains

+  Click 'Configure' > 'Objects' > 'Internal Domains'
«  The resolvers will first check for local DNS requests from endpoints in imported sites

+ Ifthe request is for an internal domain then the resolver handles it using local DNS servers. This is instead
of sending the request to Dome's public DNS servers, saving your bandwidth.

To manage internal domains in imported sites

+  Click 'Configure' > 'Objects' > 'Internal Domains'

CoOMODO x
Dome Shield Cvorvice H:FDnllA:ccum # Sobup Waord EEE
L roaro |

H Internal Domains = &dd Kew Intarnal Domain

& L= e Do P L Aoty
Al RFC-HNA Han-publcy routobila oddress spocas

&l [ * ool

Internal Domains - Column Descriptions

Column Header Description
Company MSPs only. Name of the organization to which the internal domain belongs.
Domain The name of the internal domain.
Remark A short description of the internal domain.
Actions Edit or remove the internal domain.

The list contains two default items, including non-publicly routable address spaces and the local domains in the
networks.

The interface lets you:
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« Add internal domains
« Edit internal domains
+ Remove internal domains
Add Internal Domains
+  Click 'Configure' > 'Objects' > 'Internal Domains'
+  Click 'Add New Internal Domain'

- #Setup Wizord  EEHow-to
Add Internal Domain

x
Domain Name + Add New Internal Domain

Actions

Pleose selact company

‘ id

Romark

'Add Internal Domain' dialog - Table of Parameters

Form Element Description

Domain Name The registered name of the internal domain.

+  Enter the full domain name (without https:/, http://, or www)

+  Prefix the domain with a wildcard character to include all sub-
domains. Wildcard character = *.

For example: *.internaldomain.com

Please select company MSP customers only.
+  Choose the company for whom you want to add the network

Remark A short description of the internal domain

«  Enter the parameters and click 'Add".

The internal domain will be added to the list.

Edit Internal Domains
+  Click 'Configure' > 'Objects' > 'Internal Domains'
«  Click the pencil icon beside the internal domain you want to edit.

«  Enter the domain name, company and any remarks in the configuration dialog:
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MY COMPany.com

| Please solect company

viigar

| Remark

+  Click 'Update' to save your changes.
+  Configuration is similar to the 'Add Internal Domain' process

+  You can edit the company and internal domain name. See the explanation above for more details
Remove Internal Domains

+  Click 'Configure' > 'Objects' > 'Internal Domains'

«  Click the trash can icon beside the internal domain to be removed.

© Delete Internal Domain 4

Do you want to delete this internal domain?

+  Click 'OK" in the confirmation dialog to remove the internal domain from the list
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5 Manage Sield Rules

The 'Policy Settings' area lets you create and manage security rules which can be added to your security policies.

+  Click 'Configure' on the top menu. The 'Policy Settings' menu is on the left:

COMODO —

PR ARl Overview Reporting Configure Jccount

fcurity Rules

Policy Settings
# Rule Name

Security Rules

1 Default Security Rule
2 All Security Categories Included
3 Block Phishing - Malware - Botnet

- Policies consist of security rules, category rules, and blacklist/whitelist rules. You can add one rule of each
type to a policy.

+ You can also create block pages which are shown to users who visit resources that you have banned.

«  There is a default security rule that blocks phishing, malware and spyware websites. This rule can be used
as part of a policy, or you can configure new security rules as required.

+  Rule changes are instantly deployed. Any edits you make to a rule are automatically reflected in any
policies which use the rule.

+  You can customize the block pages used in a policy. For example, you can specify different block pages for
category, security and blacklist rules. You can create custom block page messages and have the option to
redirect users to a different URL.

- Black and whitelists over-rule any 'Security' or 'Category' rules, allowing you to create exceptions in your
policy.
- Click 'Configure' > 'Policy' > 'Check Domain Category' to view the details of each category.
Click the links below for more help:
« Manage Security Rules
+  Manage Category Rules
- Manage Domain Blacklist and Whitelist
«  Manage Block Pages
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5.1 Manage Security Rules

«  Comodo operates a huge database of harmful websites categorized by threat type. Dome Shield uses this
database to power its security rules.

+  Security rules let you block access to sites known to host specific types of threat. Security rule categories

include:

+  Malware «  P2P Nodes +  PUADomains

+ Botnet/c2c Servers/Bot - FakeAV -+ Remote Access
Infected Sources . Blackhole/Sinkhole Services

+  Phishing Systems «  Self Signed SSL Sites

+  Spyware « VPN Servers +  Domains with no MX

« Webspam - Mobile Threats records

«  Drive-by Downloads « Known DDoS Sources - Spam Sources

« Tor Nodes - Bitcoin Related - Brute Forcer/Scanner

+  Click 'Configure' > 'Policy' > 'Check Domain Category' to view these categories in the interface.

«  Dome Shield ships with a default security rule that blocks phishing, malware and spyware websites. You
can use this rule in a policy, or you can configure custom rules as required.

«  Click 'Configure' > 'Policy Settings' > 'Security Rules' to open the 'Security Rules' area:

COMODO —

Dome Shleld Overview Reporting m Ac

Security Rules

Policy Settings
# Rule Name

Security Rules | ;
w 1 Default Security Rule

2 All Security Categories Includec

3 Block Phishing - Malware - Botne

kA i e il OO0 T

Security rules interface - Column descriptions

Rule Name The name of the rule
Remark Comments provided for the rule
Actions Controls to edit / delete the rule
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The interface lets you:
+  Create a new security rule
- Edit a security rule
+ Delete a security rule
Creating a new security rule
+  Click 'Configure' > 'Policy Settings' > 'Security Rules'
«  Click ' + Create Security Rule' at the top-right

+ Create Security Rule

Remark Actions

Create Security Rule é"'/, b4

Name Settings

Name

Remark

«  Name and remarks - Create a label for the rule and add any comments. These should help you, or another
admin, identify the purpose of the rule.

+  Click 'Next' if you want to save your rule at this point.
OR

+  Click 'Settings' to configure the security categories that you want to allow/block:
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Create Security Rule

Name Settings

Malware Domains
Botnet/C2C Servers/Bot Infected Sources
Phishing

Spywaro

x
™~
Allowed
Allowed
Allowed
Allowed
L
Crecte

+  Use the switches on the right to allow or block sites in a specific category

+  Click the 'Create' button to save your rule

Your new security rule will now be available for selection when creating a policy.

Edit a security rule

. Clickthe edit # button on the right side of the rule you wish to edit:

[
Update Security Rule

7 Setup Wizard B How-to

onon o nls s updoted alf raloted palioyfpolicios will bBe update? -I-Gmomsaaﬂﬂty Rula
Name Settings -

MIE o | 1o block PhIer\g,fMah\mm

[ g

| Al Security Categories Included
. I
o Ramark
e 4 Security Rule |
g 1 Security Rule ra i
e 1 Securlty Rule 78
joné 1 Sacurity Ruls T

(Tt A Emms voits Byl R

The 'Update Security Rule' dialog will appear. The dialog is similar to the 'Create Security Rule' dialog explained

above.

+  Modify the name, description and/or category settings per your requirements.

«  Click the 'Update' button

Any policies containing the rule will be updated accordingly.
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Delete a security rule
You cannot delete a rule that is currently active in a policy. You have to remove the rule from all policies before
deleting it.

«  Click the trash can icon o beside a rule to delete it.

A confirmation dialog will be displayed:

@ Delete Security Rule ®

Do you want to delete this rule?

Cancel m

«  Click 'OK' to confirm rule deletion.

5.2 Manage Category Rules
«  Category rules let you control access to websites based on their content type. For example, you may wish

to block access to adult websites, comedy sites, social media sites or sports websites.

«  Security rules focus on harmful categories like phishing and malware. Category rules let you apply
policy to sites falling under a broader range of topics.

+  You can add multiple website categories to a single category rule. Category rules are another component of
a policy, in addition to security rules and B/W lists.

+  Click 'Configure' > 'Policy Settings' > 'Category Rules' to open the category rules area:
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Dome Shield

== Category Rules

Policy Settings
3 Rule Name

=

News
Category Rules |

2 Shopping

[

Sports

Category Rules - Table of Column Descriptions

Column Header Description
Rule Name The label of the rule
Remark Comments provided for the rule
Actions Edit / delete the rule

Related information:

«  Click 'Configure' > 'Policy' > 'Domain Classification Requests' to find the category of a particular site.

+ You can also propose a new category and recommend that an unclassified site is added to our database.
See Domain Classification Requests if you need help with this.

The category rules area lets you:
«  Create a new category rule
- Edit a category rule
+ Delete a category rule
Create a new category rule
+  Click 'Configure' > 'Policy Settings' > 'Category Rules'
«  Click 'Create Category Rule' at the top right
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# Setup Wizard =8 How-to

+ Create Categ 0@

Create Category Rule / x

Name Settings

Name

Remark

«  Enter an appropriate name for the category rule in the ‘Name' field.
+  Enter a description of the rule in the 'Remark’ field, if required.

- Click 'Settings' or 'Next' to choose which categories you want to block/allow:
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Create Category Rule x

Name Settings

Select Category

None -
I x| 2
b
Adult [ Sexual
Mudity
Fornography

Adult Content

Intimate Apparel 8 Swimwear
Personals & Dating

Arts & Entertainment

Media Sharing

«  Use the 'Select Category' drop-down to choose the types of website you wish to block.

«  Main categories are shown in bold text, with sub-categories listed underneath. If you select a main
category, all sub-categories will be automatically selected. Please review and deselect any sub-categories
you wish to allow.

+  You can add multiple categories to your rule. The number of categories you have added will be displayed at
the end of the list:

Create Category Rule x

Name Settings

Select Category

Media Sharing, Information Security, Online Services, .. (5} -

+  Click the 'Create’ button at the bottom of the dialog when done.
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The website category rule will be added to the list and will be available for selection when creating a policy.

Edit a category rule
. Clickthe edit # button on the right of a rule:
Overview Roporting & = - # Setup Wiard B How-to
Update Cotagory Rule %

= Category Rules Onca o nie s updoted ol reloted polcy/policie: 4 Create Cotegary Rulo
P Mame  Settings

T Hews Marmo s a
2  shapping Sparts

EE —

4 ForComado , B
[ Education & Rofere L |
6 Gambling Fa |
T Computing & Tech Fa
B For Comgany X s
B For Company LTD |

The 'Update Category Rule' dialog will appear. The dialog is similar to 'Create Category Rule' dialog explained
above.

+  Modify the name, description and/or category settings per your requirements.
«  Click the 'Update' button
Any policies which use this rule will be updated accordingly.
Delete a category rule
You cannot delete a category rule that is currently active in a policy. You have to remove the rule from all policies
before it can be deleted.
- Click the trash canicon @ beside a rule to delete it,

A confirmation dialog will be displayed.

@ Delete Category Rule x

Do you want to delete this rule?

«  Click 'OK" to confirm removal of the rule from the list
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5.3 Manage Domain Blacklist and Whitelist

Black and white lists let you block or allow specific domains. Black/white lists are often used to create exceptions to
security/category rules.

+  You can add specific websites to a blacklist or whitelist according to your organization's web security
policies.

«  Black and whitelists over-rule category and security rules. E.g. - If you block shopping sites in a category
rule, but add 'shop.com' to the whitelist, then 'shop.com' is allowed.

+ Ifyou enable 'Only B/W Mode' when configuring a policy, then only the black and white lists are consulted.
All security and category rules are ignored.

+  Click 'Configure' > 'Policy Settings' > 'B/W Lists' to open the 'B/W Lists' area:

coOMODO —~
Dom e Shleld Overview Reporting Account

= Domain BfW Lists

Policy Settings
# Rule Name

1 Blacklisted Domains
B/W Lists vb 2 Whitelisted Domains
3 sharefile.com

4 For Company LTD

MSP Control 5 Whitelist Test

The list of B/W list rules will be displayed.

Domain B/W Lists - Table of Column Descriptions

Column Header Description
Rule Name The name of the domain B/W list
Remark Comments provided for the rule
Type Indicates whether the rule is categorized as Whitelist or Blacklist
Actions Controls to edit / delete the rule

The interface allows you to:
«  Create a new domain blacklist / whitelist
- Edit a domain blacklist / whitelist

+ Delete a domain blacklist / whitelist
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Create a new domain blacklist / whitelist
+  Click 'Configure' > 'Policy Settings' > 'B/W Lists'
+  Click 'Create B/W List' at the top right

co =t #sowpWizord B8 How-to
Create Bf/W List ﬁ——.________‘____-__:_
Nome  Settings @
Nama Type Actions
ins Blackiist PR
- —— Whitelst el
Whitelist |
D Whitelist s a8
Whitelkst '
par whitelist s 0
hsitesnet Whitelist s a

«  Enter an appropriate name for the list in the 'Name' field.
+  Enter a short description for the B/W list in the 'Remark’ field, if required.

+  Click 'Next' or 'Settings' to add domains you want to blacklist or white-list.
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Create BfW List »

Name Settings

If you want to whitelist/blacklist main domain and all of its subdomains, please
add main domain to the list.

Example: 'domain.com’

Whitelist @ Blacklist

Domains

Please add at least one domain.

«  Select Whitelist' or 'Blacklist' as required and enter the domain name without the 'http://' or 'https:/I" prefix.

+  Click the '+' button to add the domain to the rule. Repeat the process to add more domain names.
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Create BfW List »

Name Settings

If you want to whitelist/blacklist main domain and all of its subdomains, please
add main domain to the list.

Example: 'domaincom’

@ whitelist Blacklist
Domains
www.pizzahut.com o
www.saravanabhavan.com o
+ |
Crecte

«  Toremove a domain name, click the trash can icon @
+  Click the 'Create' button at the bottom of the dialog when finished.
The domains will be added to B/W list and the list will be available for selection when creating a policy.

Editing a domain blacklist / whitelist

«  To update a B/W list, click the edit # button beside the rule
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b= —mm A F sotup Wizord  BEHOW-10
| Update B/W List

Once a rue is updated all reoted :JUIIC','|I|_'IGII|L£'5. will ba upl

M Settings

[ Hamo
e Whitelisted Dormains
Remark Whitalist
WhitelList
Whitelist
hou Whitalist
Jite Whitelist
Blocklist
- - e

The 'Update B/W List' dialog will appear. The dialog is similar to 'Create B/W List' dialog explained above.
+  Modify the name, description and/or domains in the B/W list as per your requirements.
+  Click the 'Update' button.

Please note that the policy/policies containing the B/W list will also be updated according to the new settings and
name.

Deleting a domain blacklist / whitelist
Please note that you cannot delete a B/W list that is currently active in a policy. You have to disable the B/W list in all
policies before deleting it.

- Click the trash canicon ¥ beside a B/W list to delete it.

A confirmation dialog will be displayed.

© Delete B/W Rule x

Do you want to delete this rule?

Cancel m

«  Click 'OK" to confirm removal of the rule from the list
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5.4 Manage Block Pages
+  Click 'Configure' > 'Policy Settings' > 'Block Pages'
Block pages are shown to end-users when they attempt to visit a site that is banned by one of your policies.
+ You can create any number of block pages and apply them to different policies.
+  You can customize the content and behavior of block pages. The available options are:

«  Show the same block page for all types of of rule violation

- Show different block pages for category, security and blacklist rule violations
«  Display custom block messages with your custom banners

+  Redirect users to a specific web-page

+  You need to install the Dome Shield SSL certificate on all protected endpoints. This so the block page
displays correctly over HTTPS connections.

coMoDo :
Dome Sh|e|d Overviews  Roporting - oLl #F sotup Wiord | Il How-10
block Poges & Downdood Cortificate 4 Add o New Block Paga
= Marmia Rarmork Actions
1 Blockpage |

Block Pages - Table of Column Descriptions

Column Header Description
Name Label of the block page
Remark Comments provided for the page. The name and remark should identify the purpose of the
page.
Actions Controls to edit / delete the block page

The following sections explain how to:
+  Create a new block page
- Install an SSL certificate for block pages
- Edit a block page
+ Delete a block page
Create a Block Page
+  Click 'Configure' > 'Policy Settings' > 'Block Pages'
Click 'Add a New Block Page' at top-right
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# 5ah p Wirard B How-to

& Download Certificatel_4 Add a New Block Page
Create Block Page 6’_’_’_’_/—_ % oo

'

Marme Sattings

Nama

Remark

«  Name - Enter a descriptive label for the block page

+  Remark - Type internal notes/comments about the page if required. Text you enter here will not be shown in
the block page itself.

«  Click 'Next' or 'Settings' to configure the block page

Create Block Page x

Name Settings

1. Choose Block Page Contont (8) show o single page for ol biseked domeine O Shonw cifferant poges for blocked domains

Redirect to url

2 Choose Logo

& Upload image

Domain Blocked @
Your message goos hare

[ie}
m

Your image goes her

B Create

You now need to create your block page content and upload your logo:
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Step 1 - Configure Block Page Content
First, choose whether to show a single block page or different block pages:
«  Show a single page for all blocked domains - A single block page or redirect page is shown
regardless of which type of rule is violated.

- Show different pages for blocked domains - Show specific block pages if a certain type of rule is
violated. You can show different pages for category rule breaches, security rule breaches and blacklist
rule breaches:

Create Block Page x

Name Settings

1. Choose Block Pﬂgﬂ Content O Show a singla poga for all blockad domons @ Show differant poges for blocked domains

Category

Redirect to url

Sacurity

Redirect to url

Blocklist

Redirect to url

+  You can type a custom message for each page if required.

+  Alternatively, you can use the default message of 'Please contact your system administrator for your access
policy'

+  You also have the option to redirect to a specific URL instead. Please specify the full URL if you use this
option. For example, https://www.example.com/security-redirect-page.php .

Step 2 - Upload Your Logo
«  The interface shows the Dome Shield logo on the block page by default.

+  You can change this to your own company logo by uploading a suitable .png or .svg file
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comooo Domain Blocked @
Dome ’S‘" ]t@ld Please contact system administrator for your access policy.

+  Click 'Upload Image" under 'Choose Logo'. Browse to the location of your image and click 'Open’

Block page preview

. Domain Blocked @
Your IMmage 50es here Your message goes here

I Category View |~

Note: Max. file size = 50 kb. Images must be in.png or .svg format

Your image will appear on the left:

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 129



cCOMODO

Creating Trust Online®

2. Choose Logo

Block page preview

Domain Blocked @
The website is blocked as per
netwark policy

I Category View |v Use defaultimage

«  Use the slider below the image to enlarge or reduce the image. Position the image within the red border as
desired.

A preview of your block page will appear on the right.
+  Use the drop-down below the preview to view your block pages for security, category and blacklist rules.
+ 'Use defaultimage' — The Dome Shield logo is shown as the block page.
+  Click 'Create'

The new block page will be available for selection when creating a policy.

Install SSL certificate for block pages
+  Endpoint browsers may show an error message when some HTTPS pages are blocked by Dome Shield.
+  You can avoid these errors by installing the Dome SSL certificate on all protected endpoints.
Download and install the certificate
+  Click 'Configure' > 'Policy Settings' > 'Block Pages'
+  Click 'Download Certificate' at top-right
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Opening blockpage.pem w

You have chosen to open:

| blockpage.pem
which is: pem File (2.1 KB)

from: https://shield. dome.comodo.com

What should Firefox do with this file?

(O Openwith | Browse...
@Eﬁave File

[]De this autormatically for files like this from now on.

QK Cancel

@wnloud Ccﬂ@ Add a New Block Page

Actions

& W

The certificate will be downloaded in .pem format.

There are two steps to install the certificate on endpoints:

+  Step 1- Add the 'Certificates’ snap-in to Microsoft Management Console (MMC) (if not already done)

+  Step 2 - Import the certificate to the trust certifcate store
Step 1 - Add 'Certificates' snap-in to Microsoft Management Console (MMC)
+  Open the 'Run' dialog (Win' key + 'R’)

+  Type'mmc'in the 'Run' dialog:

=i Run >
=7 Iypethe name of a program, folder, docurment, or Internet

! resource, and Windows will open it for you.

Dpen: mmc v

IQI( Cancel Browse...
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+  Click 'File' > 'Add/Remove snap-in' in the console interface

«  Select 'Certificates' in the list on the left. Click 'Add' to move it to the list of selected snap-ins.

Consalel - [Console Root]
ction View Favorites Window Help
@ Mew Ctrl+MN
-_»_ Open... Ctrl+0 Act
Save Chrl+5 G
Save As There are no items to show in this view. i
—
Add/Remave Snapxin... CteM D
% __-l-l"—
Uptrames
Recent File
Exit
Add or Remove Snap-ins x
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ns:
Snap-in Vendor A [ console Root EditExtensions... |
_.ﬂ.v:tive.!{ Control Microsoft Cor... Remove
Authnrizaﬁon Manager Microsoft Cor...
Certificates Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
;i' Computer Managem Microsoft Cor...
.J}- Device Manager Microsoft Cor... i
i Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
.| Folder Microsoft Cor...
_-E-J Group Policy Object ... Microsoft Cor...
IP Security Maonitor Microsoft Car...
@ IP Security Policy M...  Microsoft Cor...
,‘%‘ Link to Web Address  Microsoft Cor... i Adva nced e
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
| Cancel

« You will be asked to select the computer and account to which the snap-in should be added:

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 132



CcCOMODO

Creating Trust Online®

Certificates snap-in x

This snap-n will always manage certificates for:
() My user accourt
() Service account

(®) Computer account

< Back Mext = Cancel
«  Select 'Computer account' and click 'Next'
+  Select 'Local computer' and click 'Finish'":
Select Computer *

Select the computer you want this snap4n to manage.
This snap-n will always manage:

(®) Local computer: {the computer this console is running on)

() Another computer; Browze...

[] Allow the selected computer to be changed when launching from the command line. This
only applies i you save the console.

< Back Cancel

+  The snap-in will be added to the list on the right
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Add or Remove Snap-ins Pt

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-in vendar ~ | Console Root Edit Extensions...

£, . ) Certificates (Local Computer)

] ActiveX Control Microsoft Cor. .. Remoye

Authu::rizatinn Manager Microsoft Cor... 3

B Certificates Microsoft Cor. ..

. Component Services  Microsaft Cor... Move Lip

;k Computer Managem Microsaft Cor. ..

.j.- Device Manager Microsoft Cor. .. o oiabo

e Disk Management Microsoft and. ..

Event Viewer Microsoft Cor...

| Folder Microsoft Cor...

o ' . )

=] Group Policy Object ... Microsoft Cor..,

@ IP Security Monitor Microsoft Cor...

@, IP Security Policy M...  Microsoft Cor. ..

%_’, Link to Web Address ~ Micosoft Cor... Aiancei
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Corcel

«  Click 'OK' to add the snap-in to the console.
+  Leave the console open. You will need it for step 2...
Step 2 - Import the certificate to the trusted certificate store
+  Expand the 'Certificates (Local Computer)' tree on the left of the MMC console

- Select 'Trusted Root Certification Authorities' :
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ﬁ Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities] — O >
ﬁ File Action View Favorites Window Help -8 %
L ol RN (W =N NENETN 7 )i

[ ] Console Root Object Type Actions

W Iﬁ] Certificates (Local Computer) S

| Persanal
QTrusted Root Certification Am@

|| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers More Actions 4

| Untrusted Certificates

| Third-Party Root Certification Authoriti

[ ] Trusted People

|| Client Authentication lssuers

| Preview Build Roots

[ eSIM Certification Authorities

| Homegroup Machine Certificates

| Remote Desktop

| Srnart Card Trusted Roots

71 Trusted Devices

] Windows Live |D Teken |ssuer

Mare Actions b

Certificates -

«  Click 'More Actions' > 'All Tasks' > 'Import', on the right:

tion Authorities] = O >
- ([
Actions
Trusted Root Certific... &
> Find Certificates...
Find Certificates... »
Import... N View »
|| Lg Mew Window from Here
— Mew Taskpad View...
Refresh
Export List...
Help

The certificate import wizard will start:
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=& Certificate lmport Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure netwaork
connections. A certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, dick Mext,

Cancel

+  Click 'Next' to open the certificate selection screen

- Click 'Browse', navigate to the location of the certificate and select 'blockpage.pem':
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>
€ =% Certificate Import Wizard
File to Import
Spedfy the file you want to import.
File name:
| | Browse...
Mote: More than one certificate can be stored in a single file in th owing formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12
Cryptographic Message Syntax Standard- P Certificates (,P7E)
Microsoft Seriglized Certificate Store
Cancel
Open = >
A « Loca.. » Dome Shield Agent v O Search Dome Shield Agent 2
Organize Mew folder B H @
Share o~ Mame Date modified Type
Suspicious Files [ blockpage.pem 7/5/20183:02PM  PEM File
& OneDrive ﬁ! cShieldfgent_BREOCpoRM_installer T/5/2018 1:29 PM Windows
E This PC
_J 30 Objects
B Desktop
£ Documents
‘ Downloads
Jﬁ Music
& | Pictures
ﬂ Videos
2 Local Disk (G} v £ >
File name: | blockpage.pem ~| | All Files (%) ol
Open Cancel

Tip: If the .pem file is not showing, select 'All Files' as the file type.
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+  Click 'Open'

& ¢ Certificate lmport Wizard

File to Import
Spedfy the file you want to impart,

File name:
C:'\Dome Shield Agenti\blodipage. pem Browse. ..

Mote: Mare than ane certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((55T)

Cancel

«  Click 'Next'.

«  The next step is to choose the certificate store.

& ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Autharities | Browse. ..

Cancel

«  Confirm that the "Trusted Root Certification Authorities' store is pre-selected and click ‘Next'
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€ o Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User  Trusted Roat Certification Authorities
Content Certificate

File Mame C:\Dome Shield Agentblodipage. pem

Finish Cancel

+  Click 'Finish' to import the certificate.

Certificate Import Wizard =

o The import was successful,

«  Click 'OK' to exit the wizard.

Microsoft Management Conscle >

| Save console settings to Consolel?

Yes Mo Cancel

+  Click 'Yes' in the console close dialog to save your changes.
Mozilla Firefox browser users

+  Firefox uses its own certificate store instead of the Windows store (which is used by Chrome and Internet
Explorer/Edge).

+  You need to import the certificate to the Firefox store if you want your block page shown in Firefox.
Import the certificate to Firefox certificate store

«  Open Firefox
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+  Click the hamburger icon at top-right and choose 'Options'
«  Click 'Privacy & Security' on the left then scroll down to the 'Certificates' area

«  Click 'View Certificates' to open the certificate store:

'a' General
Q Home
Q Search

Allow Firefox to send backlogged crash reparts on your behalf Learn more

Security

Deceptive Content and Dangerous Software Protection

a Privacy & Security

c Firefox Account ¥ Block dangerous downloads

v Block dangerous and deceptive content Learn more

¥ Warn you about unwanted and uncommon software

‘When a server requests your personal certificate

Select one automatically

®  Ask you every time

& Query OCSP responder servers to confirm the current validity of View Certificates.

certificates

@ Firefox Support Security Devices...

e

>~

L9

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device B

~AC Camerfirma S.A. =
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token

vAC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token

vACCV
ACCVRAIZ1 Builtin Object Token

vActalis S.0.A./03358520967 i

View... Edit Trust... Export... Delete or Distrust...

oK
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«  Select the 'Authorities' tab
«  Click 'Import'

‘, Select File containing CA certificate(s) to import >
s v ; <« Loca.. * Dome Shield Agent w | () Search Dome Shield Agent 2

Organize ¥ Mew folder > O @

& OneDrive Mame Date modified Type

B This PC d blockpage.pem 7752018 3.02 PM PEM File

_J 3D Objects

© [ Desktop

|§| Documents

-‘- Downloads

Jﬁ Music

= Pictures

B Videos

= o Local Disk (C:)
8 CD Drive (D:) CP

S TR N R e o *

File name: | blockpage.pem e Certificate Files e

Open Cancel

+  Browse to and select 'blockpage.pem' then click 'Open'.

Downloading Certificate x

You have been asked to trust a new Certificate Authority (CA),

Do you want to trust "comedo.com.tr” for the fellowing purposes?

 Trust this CAto identify websites.

[] Trust this CAto identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

QK Cancel

+  Select 'Trust this CA to identify websites' and click 'OK'

The certificate will be imported to the Firefox store:
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EVS

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device B
COMODO RSA Organization Validation Secure Server CA Software Security 2
COMODO ECC Domain Validation Secure Server CA 2 Software Security
COMODO RSA Domain Validation Secure Server CA Software Security

~ComodoTR
comodo.com.tr Software Security
~ComSign
ComSign CA Builtin Object Tok
~Cybertrust, Inc
Cvbertrust Global Root Builtin Obiect Tok ¥

View... Edit Trust... Import... Export... Delete or Distrust...

QK

+  Click 'OK' to save your changes.
Edit a Block Page

«  To update a block page, click the edit # button beside the page in the list

Update Block Page

T mup Wizord B2 How-to
x

Name Sattings e 9

Noma

Blacklist Blockpage

Remark

The 'Update Block Page' dialog will appear. The dialog is similar to ‘Create Block Page' dialog explained above.
+  Modify the name, description and/or block page settings, messages as per your requirements.
+  Click the 'Update' button

Please note that the policy/policies containing the block page will also be updated according to the new settings and

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 142



CcCOMODO

Creating Trust Online®

name.
Delete a category rule
You cannot delete a block page that is currently active in a policy. You have to remove the block page from all
policies before deleting it from the list.
- Click the trash canicon ¥ beside a rule to delete it.

«  Click 'OK" to confirm the removal:

@ Delete Block Page ®

Do you want to delete this block page?

6 Apply Policies to Networks and
Roaming/Mobile Devices

+  Click 'Configure' > 'Policy' to open the 'Policies' screen

« A'Policy' in Dome Shield is a security profile containing at least one 'Security Rule', 'Category Rule' or
‘Black/White list'.

«  You add the rules to a policy then apply the policy to a device or network. You can also add block pages
which are shown when users visit a banned website.

«  You must have created at least one rule before you can create a policy. See 'Manage Shield Rules' for
help.
«  You must also have added at least one device or network, or have imported a site using the local resolver.
+  See Add Networks, Roaming Endpoints and Mobile Devices to manually add networks and
devices

+  See Setup Local Resolver Virtual Machines and Import Sites to setup a local resolver and
automatically import a network site.

« You can create multiple policies. You can add multiple networks/devices to a single policy.

«  You can also apply policies to internal network objects covering a single endpoint or IP address block
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CoMoDo o~

DOI‘I‘IE Shl'p|d Overviow Rl::p-c:-rl.int:l::-:al..".l F sotup Wizord R How-to
| rarmn |

Policy 8 Palicies ™ Domain Clossification Requests G Check Polioy 4 Add Now Policy

# Folicy Hame Rarmark Actions

1 Dama FC Poloy FR
Mohwork - Lood Test Folicy rFa

3 Rooming AQents Polay Fa |

«  The links on the right of the title bar let you:

«  Add New Policy - Create a new policy and apply it to networks, devices and imported network
sites. See Create a new policy for help with this.

- Domain Classification Requests - View the category of a domain, suggest a different category,
and propose an unclassified site is added to our database. See Domain Classification Requests

«  Check Policy - Test whether your rules function correctly. See Test whether your policy works
for help.

The following links contain help on this interface:
»  Create new policies and deploy them to networks and devices
+ Edit a policy
+  Test whether your policy works
+ Delete a policy
Create a new policy
+  Click 'Configure' > 'Policy'
+  Click '+ Add New Policy'

# Setup Wizord = How-to

iests & Check Policy {4 Add New Policy

x Inctions

M

Add Policy

s 8
Select Objects Settings

Policy Namea

Objects
None -

Flagse select an object

Rormark
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«  Policy Name - Enter a label for the policy

+  Objects - Select the items to which the policy should be applied. This can be a network, device, site or
internal network.

«  Note - The objects drop-down only shows networks, devices and sites that do not yet have a
policy.

Add Policy ®

Select Objects Settings

Policy Name

Objects
None O
| x|
Metworks

Great | Spokes and Wheels

Additional Metwork | Spokes and Wheels
Agents

ANDO428 | ACME Ammunitions
Mobile Agents

teleramabw@gmail.com | Spokes and Wheels

avantistude@gmail.com | Spokes and Wheels
Sites

Coyote | ACME Ammunitions
Internal Networks

Sales 2 | Coyote | ACME Ammunitions

+  Networks - List of manually added networks

«  Agents - List of roaming Windows and Mac OS devices enrolled by installing the Dome Shield
agent

+  Mobile Agents - List of enrolled Android and iOS devices
+  Sites - List of network sites imported by deploying the local resolver VA
+ Internal Networks - Internal network objects within imported sites. Note - Policies applied to a site
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will over-rule policies applied to internal network objects.
+  You can apply a policy to any number of objects.
+  Enter a description for the policy in the 'Remark’ field (optional)

«  Click 'Next' or 'Settings' to configure the policy:

Add Policy ®

Select Objects Settings

Only B/W Mode Disabled @) Block All Mode Disabled & (@D
Security Rule Category Rule
None - None -

Please select at least a Security Rule or 3 Category Rule or a BAW List.

Domain B/W List

Name Type

For Shopping Addicts BlackList
Eatries BlackList
Allowed Eateries WhiteList
Allowed Shopping Sites WhiteList

Block Page Appearance A

MNone -

«  Only B/W Mode - If enabled, only you will only be able to add blacklist or white-list rules to this policy.
You will not be able to add security or category rules to the policy. By default, this setting is disabled.

+  Use the switch to enable or disable 'Only B/W Mode'

«  Block All Mode - If enabled, all domains are blocked EXCEPT the domains mentioned in the
whitelist(s) selected for this policy. You can only add whitelists to the policy under this setting.

«  Use the switch to enable or disable '‘Block All Mode'

- Security Rule - Select a 'Security Rule' to block websites that host specific types of threats. The drop-
down lists security rules that have been added in the 'Policy Settings' section. See 'Manage Security
Rules' for more details.

- Category Rule - Select a 'Category Rule' to block websites by content-type. The drop-down lists
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category rules that have been added in the 'Policy Settings' section. See 'Manage Category Rules' for
more details.

- Domain B/W List - Select a black/white list to block specific domains. B/W lists added to the the
'Policy Settings' section are shown in the dialog.

«  Select the B/W list(s) you want to add to the policy.
See 'Manage Domain Blacklist and Whitelist' for more details.

Please note - B/W lists will over-rule security/category rules in the event of a conflict over a
particular domain.

+  Block Page Appearance - Choose the block page to be shown to users if they try to visit a site
prohibited by your policy. The drop-down displays block pages added via the 'Policy Settings' area. See
Manage Block Pages for more details.

Example policy settings are shown in the following screenshot:

Add Policy b4

Select Objects Settings

Only B/W Mode Disabled @D Block All Mode Disabled & (@)
Security Rule Category Rule
Default Security Rule - For Office Network -

Domain B/W List

Name Type

For 5hopping Addicts BlackList

Eatries BlackList

Allowed Eateries WhiteList
Allowed Shopping Sites WhiteList

Block Page Appearance A

For Office Staff -

[ Add

+  Click 'Add' to save your policy.
The policy will be applied to the chosen networks and devices.
Edit a policy

+  Click 'Configure' > 'Policy'

+  Click the edit button in the row of the policy you want to update:
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- ! = - = o * " 3etup Wizord B How-to
Update Policy »
+ Acld Newy Policy
Select Objects Sattings
Policy Namea Actions
Domio PC Policy
sm
doemo_ps | Dema | vtiger - -
Remark L |
s 0
#0
T
e

The 'Update Policy' dialog will open. The dialog is similar to the 'Add Policy' dialog explained above.
+  Modify the name, description and/or settings as required.
+  Click the 'Update' button

The updated policy will be applied to the network/roaming device/mobile device.

Test whether your policy works

The 'Policies' interface lets you check whether your applied rules are functioning correctly on your networks or
roaming devices.

To do this:
+  Login to Dome Shield from any endpoint in an enrolled network, or from an enrolled roaming/mobile device.
+  See Logging-in to the Administrative Console if you need help with this.
«  Click 'Configure' > 'Policy’
+  Click 'Check Policy" at the top-right

Comodo Dome Shield - Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 148



Comodo Dome Shield - AdmInGtJlde COMODO

Creating Trust Online®

tion Requests [ Che%Policy + Add New Policy

Check Security Rule

Smark
Check Category Rule

Check Blacklist Rule

O In order to validate the policy set
is working properly, please click
above links per rule type.

«  To check whether security rules are applied by the policy, choose 'Check Security Rule'

+  To check whether category rules are applied by the policy, choose 'Check Category Rule'

«  To check whether blacklist rules are applied by the policy, choose 'Check Blacklist Rule'
You will see the following message if the selected type of rule is active:

comobo Selerity Rules are
Dome Shield REEISIEGS

If you're seeing this page, it means security rule for

blocking malicious sites are successfully enabled and you
are protected against millions of malicious sources.

You will see the following message if the selected type of rule is not active:

Security Rules are NOT
applied.

If you're seeing this page, it means security

cCOMODO rule for blocking malicious sites are not

Dome Shleld enabled and you are not protected against
millions of malicious sources. Application of a

l rule may take several minutes after the

[

creation of policy.

If you're still seeing this page after waiting for
a while, you may need to contact Dome
Support Team via
domesupporti@comodo.com
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Please check that you have configured your policy correctly and that you have applied it to target devices.
Delete a policy

«  Click 'Configure' > 'Policy’

+  Click the trash can icon beside a policy

A confirmation dialog will be displayed.

@ Delete Policy ®

Do you want to delete this policy?

+  Click 'OK' to confirm removal of the policy from the list.

The policy will be removed from the networks/endpoints on which it was active.

7/ Domain Classification Requests

- Dome Shield leverages a massive database of known websites which are classified into various categories.

«  These website categories can be added to a 'Category Rule'.

«  The category rules are then added to a policy to stop devices/networks accessing sites in the categories.
Domain classification tools:

+  You can suggest that a new domain is added to a particular category. For example, you may chance upon a
gambling site which is not yet recognized by the filter.

«  You can also suggest a different category for a domain if you feel it has been categorized inaccurately.

Your submission will be analyzed by Comodo and the site assigned to a category accordingly. The status of your
request can be viewed in the same interface.

You can also blacklist/whitelist a domain you submitted. This is automatically applied to all your policies.
To view the 'Domain Classification Requests' interface
«  Click 'Configure' > 'Policy’

+  Click 'Domain Classification Requests' on the title bar
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coMDooQ -

Dome Shield

Policy & Dormain Clazsificotion Requests Chack Policy  # Add Now Policy

Agtinns

2 Domain Clossification Requests i How it Works  + Request Category Chongs 5

B0 Tatal Ibems, Pages 1al 3 1 2 31 Hext Last
- E

Resgusanl
& Domain Cotogory Proposod Cotogory Mow Cotegory Rogquost Date Stabus Actions

i e ] Sports Entestoinmant Sporta 2018-08-27 Rejectad
DE:BEPM

wwwLCookingehanmeltveom  Streaming Meds Faod & Direng Srreaming MediaFood & 20NE-0B-13 Updotad
Diring 07:38FM

The interface shows a list of all previous requests.

Domain Classification Requests

Domain The URL of the website for which you have requested a category change.

Category Class of websites to which the site currently belongs. This is available only for sites that are
already in our filtering database.

Proposed Category | The class of sites that you have suggested for the domain.

New Category The class of sites to which the domain was assigned after analysis by Comodo.

Request Date The date and time at which the request was submitted.

Request Status Whether the request is under analysis or has been processed.

Actions Whitelist or blacklist the domain, or remove the request entirely. See 'Whitelist/Blacklist a

Domain' for more details.

»  Submit a domain classification Request
+  Whitelist/Blacklist a Domain
Submit a Domain Classification Request

+ You can submit a domain classification request if you feel a website should be placed into pre-defined dome
shield category.

+  After you specify a domain name, Dome Shield will first check whether it has already been registered to a
category. If so, then Dome will show you its category.

+ Ifyou feel the domain should be classified under a different category, please specify the new category and
submit the request.

To create a domain classification request

+  Click 'Configure' > 'Domain Classification Requests'

+  Click 'Request Category Change'
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o 7 Sotup Wizard B How-to
| Request Category Change x

jat i How Requast Catagory Change

Enter o domaln to leam its category!

First Previeus 1 2 2 MNext Lost

Propose o new category Request
Request Dote  Status Actions
Mong -

2008-08-27 Rejectod Ho Aation Taken

OE:5EPM
syl 2018-08-13 Updated Mo action Taken

OT-38PM
bearm Parkod Sites Sports Parked Sites 2018-08-13 Rejoctod Ho Agtion Takon

LE AT

+  Enter the name of the domain. Dome shield will search whether the domain has been registered.

Pre-registered Domain
+ Ifthe domain is already classified, its current category will be shown as follows:

Request Category Change b4

Enter a domain to learn its category!

pongi.org

"pongi.org” is in the following category

" Arrs & Society & Culture

Fropose a new category

None -

- If you wish to suggest a new category, select it from the 'Propose a new category' drop-down and
click 'Submit!
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Request Category Change b 4

Enter a domain to learn its category!

pongi.org

"pongi.org” is in the following category
= Arrs & Society & Culture

Propose a new category

None

Sports

Travel

Travel

Misc

Real Estate

Technical Information
Political Issues
Religion

Gove rrsbent & Legal

Comodo will analyze the request and, if successful, your site will be assigned the proposed category within 48 hours.

New Domain

+ Ifthe domain is new and not yet been classified, it will be shown as 'Uncategorized'.
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Request Category Change x

Enter a domain to learn its category!

‘ www.slnstbus.com

(mlnsthus.cnm" is uncategorizD

Propose a new category

MNone -

«  Select the category to be assigned to the domain from the 'Propose a new category' drop-down
and click 'Submit'

Your request will be added. Dedicated staff at Comodo will analyze the domain. if found appropriate, your request
will be accepted and the domain will be assigned the proposed category within 48 hours..

+ Ifyour request is accepted, the domain will be blocked or allowed depending on whether the new category
is allowed or blocked in the 'Category Rules' included in the respective policies.

«  Ifyour request is rejected, the domain will be allowed or blocked depending on whether it is included in any
of whitelists/blacklists included in the policies.

+  You can also individually whitelist/blacklist domains that added to the Domain Classification Requests. See
the following section 'Whitelist/Blacklist a Domain' for more details.

Whitelist/Blacklist a Domain

The options in the 'Actions' column allow you to add a domain to whitelist or blacklist. It will be added to your policies
and the domain will be allowed or blocked on the protected network(s), roaming and mobile device(s).

To blacklist/whitelist a domain from the 'Domain Classification Requests' interface

«  Click the 'Actions' link in the row of the domain
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1 2 3 MNext Last

Request
Status Actions
Rejected No Ac{ﬁm Taken
pdated Set as Blacklist
Set as Whitelist
Rejected Remove Request

+  Select the option from the drop-down
+  Set as Blacklist - The domain will be added to the global blacklist and applied to all your policies. It
will be blocked on all protected networks, roaming and mobile devices.

«  Setas Whitelist - The domain will be added to the global whitelist and applied to all your policies. It
will be allowed on all protected networks, roaming and mobile devices.

+  Remove Request - The request will be withdrawn and deleted from the list. The domain will also
be removed from blacklist or whitelist, if you have already set one.

+ Ifyou request is accepted, the domain will be removed from the global whitelist/blacklist and from your

policies. It will be allowed or blocked depending on the whether the assigned category is allowed or blocked
in the category rules applied to policies.

«  Ifyour request is rejected, the domain will stay with the blacklist/whitelist status as set by you.

+ If you remove a request, the domain will also be removed from the global whitelist or blacklist.
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8 View Protection Details by Customer

Details about networks and roaming agents enrolled for an end-customer. This feature is only available for MSP
accounts.

+  Click 'Configure' > '"MSP Control' > 'Customer' to open the '‘Customer' area:

CoOMOO0n — -

Dome Shield et L #Satup Wiard BHes
v |

IE Customer

'] Customnr # of Metworks ¥ of Roamirg Devices M of Mobiln Devicer o o Siton # of Local Resolvor

1 wliger “ 5 ? 2 2

Customer - Table of Column Descriptions

Column Header Description
Customer The name of the MSP's customer
# of Networks Number of networks enrolled for the customer

# of Roaming Devices Number of out-of-network Windows devices enrolled for the customer. Install the Dome
Shield roaming agent to enroll a roaming device.

# of Mobile Devices Number of Android and iOS mobile devices enrolled for the customer

# of Sites Number of networks (aka 'sites') which were automatically imported by installing the
local resolver on a customer network.

# of Local Resolver Number of local resolver virtual appliances registered for the customer

You can only view the details and cannot edit or delete the entries.
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9 Reports

Reports provide a detailed overview of web and security activity on your enrolled networks and endpoints.
+  Click 'Reporting' on the top navigation to open the reports area:

comoDQn - —

Dome Shield IR ™S lE I e e
| v |

Owanall Walks Browsing Trand viiger % sl T Dinys

Dearoll Wob Browsing Trond

Click and diog in the plot arcs ve To0s in

«  There are four types of reports, "Web Activity', 'Security', 'Mobile Activity' and 'Site Activity' reports.
«  The charts in each report are larger, easier-to-manipulate-versions of those on the dashboard.
+  Click the links below to jump to the relevant section in the dashboard chapter.
Web Activity Reports
+  Overall Web Browsing Trend
«  Roaming Agent Web Browsing Trend
+  Overall Security Trend
+ Top URL Categories
« Top Target Domains
+ Top Blocked Domains
«  Top Blocked Domains From Agents
«  Top Blocked domains From Networks
Security Reports
+  Overall Advanced Threats
- Roaming Agent Advanced Threat
+  Most Blocked Mobile Threats
 Sites - Most Blocked Threats
+  Overall Security Incidents
« Roaming Agent Security Incidents
Mobile Activity Reports
»  Top Target Domains of Mobile Users
«  Web Traffic of Mobile Users
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+  Top Blocked Categories of Mobile Users
Sites Activity Reports

«  Sites - Top Target Domains

+  Sites - Overall Web Browsing Trend

- Sites - Top Blocked Domains

See 'The Dashboard' to find out more about these reports.

10 View Account Details

The 'Account Info' page shows user information, total DNS requests for the month and license details.

+  Click 'Account' at the top to open the 'Account Info' page

coMODn —. '
ot A o i Cordk ? spbup Wizand fowe- R
Dume bhleld Cvervicw Boparting  Configu # P Wi =
PLATIVUSY
ACCOUMT INFO
User info Total DMS Requests (Novemear)
Usmrnarrs | Erail 3 k
ooncatypoflEppiorconm w ]
O UNLIMITED
Usiar Ty Joining Dete:
Memaga Servica Provialer 208030
Licenses
Licesn Type Rutrigve Date Expirotion Dote Stertun # of Endpoins Crioritity
208-07-30 a M
PLATIVCAS 20310~ HNE-11-30 25000-12000000

User Info

+  Username / Email — Address that was used to sign-up for the account. System notifications are sent to this
address.

«  User Type — Type of account - MSP or Enterprise
«  Joining Date — Date you subscribed to Dome Shield
Total DNS Requests
«  This shows the number of requests to Dome Shield for the current month.
«  The number of requests you can make depends on your license type:
+  Platinum license
+  Unlimited DNS requests

« Gold license

+  DNS requests are capped at 300 K per month for the account. Account = requests from all your
endpoints/networks.

«  Therequest limitis reset to 0 (zero) at the beginning of each month
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+  DNS requests are mainly used up by first-time requests to external websites. Subsequent requests
for the same site are handled by the local cache until TTL expires.

+  Requests to the Dome Shield Portal are not included in the 300 K limit.
Licenses
+  License Type — Shield subscription type

+ Retrieval Date — Date of subscription. For Gold, this is the day you signed up. For Platinum, it is the day you
purchased the license.

+  Expiration Date - Subscription end date.
«  Status — Whether or not the license is active
«  #of Endpoints — Endpoint selection range for the license

+  Quantity — Number of endpoints subscribed
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or Linkedin.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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