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1 Introduction to Comodo EasyVPN

Comodo EasyVPN allows users of all experience levels to group multiple computers into their own network
by establishing direct and secure VPN connections between them.

This peer-to-peer virtual private networking (VPN) application and instant messenger client requires no expert configuration and
effectively simulates a local area network over the Internet using 128 bit encrypted SSL connections.

Product Benefits

»  Comes complete with an instant messenger client that allows you to send and receive chat messages and files over
an encrypted communications channel

»  Allows users to quickly and securely gain 'remote desktop' control over the computers of other users in the network.

- Works on a wide variety of networks and configurations, even those behind Network Address Translation systems
(NATs) and corporate firewalls.

- Provides full user network authentication prior to connection to servers.

Guide Structure

This guide is intended to take you through the step-by-step process of organization, configuration and use of Comodo EasyVPN
application.

»  Section 1, Introduction to Comodo EasyVPN, is a high level overview of the solution and serves as an introduction
to the main themes and concepts that are discussed in more detail later in the guide.

- Section 2, Starting Comodo EasyVPN, explains the various methods of initiating the installed application.

«  Section 3, General navigation , contains overviews pertaining to the main functional areas, including detailed
descriptions of each control functionality.

»  Section 4, 'How to..."Tutorials, contains guidance on how to use various features of the application effectively.

«  How to create a new network
*  How to join a network
«  How to initiate a remote desktop connection
«  How to share an application with a contact
»  How to share an web browser with a contact
»  How to connect to your own machine at home/work
+  How to leave a network
«  How to change your password
«  How to reset your forgotten pasword
«  Section 5, Comodo EasyVPN Uninstalling, explains how to uninstall the application from your computer.

- Section 6, Appendix 1- Obtaining a Digital Certificate, explains how to apply for, download and install your free
digital certificate for authenticating yourself to others.

»  Section 7, About Comodo, contains company and contact information.

1.1.System Installation Requirements

The following table details the minimum system requirements required to install and run Comodo
EasyVPN.
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System Requirements

Hardware

Component
Processor 1 GHz Intel Pentium Il or equivalent f GHZ Intel Pentium [V 64 bit processor or
equivalent
Memory 128 MB RAM 128 MB RAM

The following operating systems are supported: | The following operating systems are supported:
Operating System | Windows XP Professional - SP2 or later Windows XP x64 Edition
Windows Vista - SP1 or later Windows Vista x64 Edition

Other

. Internet connection.
Requirements

1.2.Installation

Before you install Comodo EasyVPN, read the installation instructions carefully and also review the system requirements listed
in the preceding section System Installation Requirments.

Step 1: Downloading and running the installer

EasyVPN is available for 32bit and 64 bit versions of Windows XP or Vista. Users can download the version they require from
the EasyVPN download page at:

http:/lwww.comodo.com/home/download/download.php?prod=secure-messaging
Step 2: Preliminaries and License Agreement

The set up program starts automatically and the Welcome wizard is displayed. At this time, you may cancel the installation
process or continue with the Comodo EasyVPN Setup program.
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i COMODO EasyVPN Setup M=

Welcome to the COMODO EasyWPr
Setup Wizard

The Setup Wizard will install COMODD EasyWP on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

Mexk ] [ Cancel

Click 'Next' to continue.

& COMODO EasyVPN Setup ==

End-User License Agreement
Please read the following license agreement carefully

COMODO EASYWPN™ SUBSCRIBER AGREEMENT

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE.
PLEASE READ THE AGREEMENT CAREFULLY BEFORE
ACCEPTING IT.

IMPORTANT-FLEASE READ THIS AGREEMENT CAREFULLY

BEFORE APFLYING FOR OR USING THE EASYYPN SERVICES.

BY APPLYING FOR OR USING THE SERVICES OR BY CLICKING |
AGREE", YO ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YO AGREE

[#]1 accept the terms in the License Agresment

Print ] [ Back. H Mexk ] [ Cancel

To complete the initialization phase you must read and accept the License Agreement. After you have read the End-User
License Agreement, check the 'l accept the terms in the License Agreement' box and click 'Next' to continue installation. If you
decline, you cannot continue with the installation.

Step 3: Choosing Installation Location
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The default installation location is 'C:\Program Files\Comodo\EasyVPN'.

i COMODO EasyVPN Setup M=E3

Setup Location

Select the way wou wank Features to be installed.

Click the "Browse" button below to change the setup location,

Locakion: C:\Program Files\COMODOEasy PR

This feature requires 20ME on your hard drive,

DiskLIsage] [ Back. “ ek ] [ Cancel

This stage also allows you to check the available disk space and how much of the disk space is going to be utilized by Comodo
EasyVPN in different partitions of your hard drive. This is useful to decide on the destination folder where you want to install the
application. To check the disk space utilization, click the 'Disk Usage' button.

i COMODO EasyVPN Setup

Disk Space Requirements
The disk space required for the installation of the features.,

Highlighted volumes do not have enough disk space available for features. You can either
remove some files from the highlighted volumes, or select different destination drives,

Volume Dizk Size Available Required
=C: 14GE 4062MB 20ME
(= In} 19GE 12GE OKE
=IE: 196MEB 193ME OKE
=IF: 196MEB 100ME OKE
3 | >
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The available disk space and space required for the installation are displayed. Decide on the partition to install the application
and click 'OK'". If you want to install the application in a location other than the default location, click 'Browse' to choose a
different location.

Step 4: Product Activation

If you wish to sign up for news about Comodo products then enter your e-mail address in the space provided.

Click the 'Next' button when done.

i COMODO EasyVPN Setup

Product Activation

Product activation and sign-up for excting Comodo news

COMODO EasyVPM comes with a lifetime free license,

After installation EasyVPM will also activate your FREE lifetime license.EasyVPM will do this by
communicating with a COMODO server and sending this server a uniguely generated ID,

Flease insert your e-mail address below and dick 'Mext' to continue with the installation process,

[ I55ign me up for news about COMODO products, (Optional):
E-mail ID (Optianal) |

Back ” Mext ] [ Cancel

Step 5: Confirmation dialog

After completing the configuration options to your satisfaction in the preceding steps, a confirmation dialog box will be displayed.

Click the 'Back' button to review and/or modify any of settings you have previously specified. To confirm your choices and begin
the installation of the EasyVPN components, click 'Install".
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i& COMODO EasyVPN Setup

Ready to install COMODO EasyVPN

Click Install to begin the installation. Click Back to review ar change any of your
installation settings. Click Cancel to exit the wizard.

COMODO

Creating Trust Online®

o0&

Back ]| Install | [

Cancel

The setup status box will be displayed. You will see a progress bar indicating that files are being installed.

i'5 COMODO EasyVPN Setup

- 0X]

Installing COMODO EasyVPN

Please wait while the Setup Wizard installs COMODO EasyVPM,

Status:  Copying new files

[---------------------

Cancel
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Click 'Continue Anyway' in the Windows warning dialog.

Software Installation

! "-\ The software you are instaling has not passed Windows Logo
5 testing to verfy its compatibility with Windows XP. (Tell me why
this testing is important.

Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microsoft stronagly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

[ Continue Aryway ] EETDF' Installation |

Hardware Installation

) E The saoftware you are installing for this hardware:
L
Comodo EasyVPM Adapter

has not passed Windows Logo testing to verfy its compatibility
with Windows XP. (Tell me why this testing is important.)

Continuing your installation of this software may impair
or destabilize the comect operstion of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

[ Continue Aryway ] EETDF' Installation |

Step 6: Finalizing the installation

On completion of the setup, the Finish dialog will appear.
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i% COMODO EasyVPN Setup Al=)_d

Completed the COMODO EasyVPN Setup
Wizard

Click the Finish button to exit the Setup Wizard.

[*]Launch COMODO EasyVPN:

If you want to run Comodo EasyVPN immediately, leave the checkbox Launch COMODO EasyVPN selected, else uncheck it.
Click 'Finish' to complete installation and exit the wizard.

2.5tarting the Comodo EasyVPN
Application

You can access Comodo EasyVPN through the Windows Start Menu, the taskbar tray icon or through the
desktop shortcut.

Start Menu

After downloading and installing the Comodo EasyVPN application, the setup procedure creates an entry in the 'Programs'
section of the Windows Start Menu. You can start the application by hitting the 'Start' button and navigating to: Start > Al
Programs > Comodo > EasyVPN > Comodo EasyVPN.

All Programs L3 fﬁ COMoDo B COMODD Easyy PR

. @ Help Guide
!| Log OfF @| Turn OFF Computer @ Uninstall

Tray Icon

Alternatively, double clicking on the tray icon will also start the Comodo EasyVPN main interface.

Comodo EasyVPN User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 10



Comodo EasyVPN - User Guide / TR

The tray icon is created during the setup procedure and can be seen in the lower right hand side of the Windows taskbar. Right
clicking on the tray icon also allows you quick access to the following:

b Away Sign Qut

Aa Busy Open EasyVPH
K2 Appear Offine Help Guide
k3 SignOut Exit

Context Sensitive Menu - Table of Parameters

Control Description
Allows you to change your online status. Choices include: Available, Away, Busy, Don't disturb
Status .
and Appear Offline.
Sign out Allows you to sign out from EasyVPN. The status is changed to 'Offline' automatically.
Open EasyVPN Opens the application from tray menu.
Exit Closes the application.
Desktop Shortcut

You can also start Comodo EasyVPN by double-clicking on the desktop shortcut created during installation:

2.1.Register a New Account

Once you have installed and launched the EasyVPN application you should create a new account to get
access to the main application's interface.

The screenshot below demonstrates you the state of the application right after the installation.
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File Contacts Metworks Tools  Help

COMODO
EasyVPN

User name

| -]

Password

Remember me

Remember my passward

Sign me in automatically

Sign me in

Register a new account

Forgotten your password?

wiww.comodoe.com

To create a new account and get your own IP address

«  Click the 'Register a new account' or navigate to 'File > Register a new account'.

This will open the following form where you should specify your details:

Comodo EasyVPN - UserG uide

COMODO

Creating Trust Online®
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LY EasyVPN - Register a new account

Email address | bblack568@gmail.com |

First name | Bob |

Last narne | Black | |

Fassword | sesssscsosscs | |

Retype password [ eessssesesses |
Good

Fas=sward Strendth

Register a New Account - Table of Parameters

Control Description
Email address Enter your email address. (Your have to use your email address to sign in to the application).
First name Enter your first name.
Last name Enter your last name. You will be visible in the network with the combination of your first name

and the last name.

Password Enter your password.
Retype password Confirmation of the above
Password Strength Indicates the strength of the password you have chosen. Set a password with a combination of

alphabetic, numeric and special characters and with sufficient length to be stronger

Click the 'Register' button. Your account will be created and a dialog indicating the account creation will be displayed.

LY EasyVPN - Warning

Your account has been created successfully bt is not yvet active,
An activation e-mail has been sent to your e-mail adidress.
Once your account is activated you will be able to login.
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A confirmation email with a link to activate your account will be sent to the email address you specified during the registration
process.

Comodo EasyVPN Account Activation  nbex | »
EasyvpnService to me B detailz 730 AM (6 minutes ago) | 45 Reply | ¥

Dear bhlackSERE@omail. com

Your Comodo EasyWPN account has been created but is not yet active.
Please click the following link to activate your account.
http:feasy-vpn.comoda. carndactivate-account. php ? activateCode=37 302900601 abedb091 cheS3/BE59cHebs /b efdb2 M Hfdabay 5392 1 d496d

4412
This 1s an automated message, please do not reply to this message.

Comodo EasyWPN Team.

Click the link specified in the mail to activate your account.

Once activated, you can log-in into your account by entering your email address in the 'Username’ text box, password and
clicking 'Sign me in" in the main interface.

Comodo EasyVPN User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved
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I LY EasyVPN - Login

File Contacts Metworks Tools  Help

COMODO
EasyVPN

Ll=ser name

[ bblack568@gmail. E

Fas=wiord

[*]Remember me
Remember my password

[ sign me in automatically

Sign e in

Register a new account

Forgotten your password ?

I www.colmodo.com

3.General Navigation

The main interface of the application is divided into the following areas: the File Menu, the Informational
Panel and the Navigation Panel that includes two tabs: Contacts and Networks.
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r r
&Y EasyVPN - vpn user LY EasyWPN - vpn user

File Contacts Metworks Tools  Help The File Menu File Contacts Metworks Tools  Help

Edvpnuser Available - 3rd Party IM ™ kSvpn user Available -
IP: 5.2.5.214

4 IP: 5.2.5.214 4
i isnnn - s

The information Panel

Search the contact or weh Search the contact or weh
Contacts Hetwnrks Metworks
| WPnuUserZ

The Navigation Panel

hWWW.COIIIO(lO.COIII LWWW-C—OI nodo.com

3.1.Persistent Navigational Elements - The File Menu

The application's File Menu provides access to all functional areas of the interface.

The File Menu can be accessed at all times and consists of six areas: File, Contacts, Networks, Tools and Help.

LY EasyVPN - testusert 1

File Contacts  Mebworks Tools  Help

File Menu
Description
File Contains program commands relating to the user login and shutdown.
Sign Out Signs out from the application. The status is changed to 'Offline’".
Status Moving the cursor the 'Status' opens a sub menu containing the following options and allows you
to change your online status.
Available;

Away;

Busy;

Don't disturb;

Appear offline;
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Sign out.

Tip: You can also change your online status by clicking on your name displayed in the
Informational Panel and selecting the status from the drop-down menu

Register a New

Opens a 'Register a new account' form.

Account

Exit Closes the application.

Contacts Contains shortcuts that open up the various functional and management areas relating to the
contacts.

Chat Opens a chat dialog. (Available only for 'Contacts' tab.)

Rename Opens a 'Rename a contact' form. (Available only for 'Contacts' tab.)

Delete Removes a selected contact. (Available only for 'Contacts' tab.)

Details Opens a contact details dialog. (Available only for ‘Contacts' tab.)

Show Offline Contacts

Allows to toggle between displaying and hiding contacts which are currently offline, in the
contacts list.

Show First name only

Displays only your first name in the informational panel.

Show Full name

Displays your full name in the informational panel.

Add a New Contact

Opens an 'Add a New Contact' form.

Create a new group

Opens a 'Create a new group' form.

Networks

Contains shortcuts that open up the various functional and management areas relating to the
networks.

Create a New Network

Join a Network

Opens a 'Create a new Network' form.

Opens a 'Join a Network' form.

Tools Contains shortcut that launches the 'Options' dialog.

Options Opens the 'Options' dialog. Allows you to modify your personal details and application settings.
Help

Help Guide Opens the internal help guide.
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Comodo Website Opens Comodo official website.
Comodo Forums Opens Comodo forums webpages.
About Provides you with the license and software version information.

3.2.The Contacts and Networks Tabs

The 'Contacts' and 'Network' tabs play a key role in the EasyVPN interface window by providing you with
the ability to add, monitor and manage networks and contacts.

The 'Contacts' tab displays the added contacts. You can split them into user-defined groups. All contacts can be added only
manually. For a more detailed summary of the functionality of the 'Contacts' tab, see section 'The 'Contant ' Tab -
Functionality and Purpose'.

The 'Networks' tab displays the network structure contacts included. Contacts of the Networks tab are added automatically at
once you have joined a network or create a new network. For a more detailed summary of the functionality of the 'Network' tab,
see section The 'Network' Tab - Functionality and Purpose'.

L Robert Black L2 RobertBlack  Direct(IP:5.2.3.158)
E testuserl ko testuserl Direck(IF:5.2.2.152)

3.2.1. The Contacts tab - Functionality and Purpose

The 'Contacts' tab allows you:

«  Add a new user / rename a user in your contact list / delete a user from your contact list;
«  Send instant messages to the user;
«  Establish remote desktop connection with a user.

«  Arrange added contacts into groups.
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COMODO

Creating Trust Online®

The Contacts tab - User Status

Description

User's Status = Available. Indicates that the user is currently online and available to chat.

%) User's Status = Away. Indicates that the user is online but currently away and not
available for chatting.

User's Status = Busy. Indicates that the user is online but currently busy.

- User's Status = Don't Disturb. Indicates that the user is online but currently very busy.

e
User's Status = Offline. Indicates that the user is currently Offline.

Clicking the Contacts menu from the file menu opens the drop-down menu with the
| Chat following options:

Ping »  Chat - Opens the conversational dialog that allows to chat with the selected

Copy IP Address contact, gain remote desktop access, share applications, browser etc.

Desktop Control «  Delete - Removes the selected contact from the contact list.

Details... «  Details - Opens the details dialog of the selected contact.

«  Show Offline Contacts - Allows to toggle between displaying and hiding contacts
which are currently offline, in the contacts list.

«  Show First name only - Displays only your first name in the informational panel.
«  Add a new contact - Opens the 'Add a New Contact' form.

»  Create a new group - Opens the 'Create a new group' form.

Right clicking on any user-name listed in the 'Contacts' tab will open a context sensitive

| Chat menu that allows further actions to be carried out on the contact:
Delete - Chat- Opens a chat dialog.
Details... «  Delete - Removes a selected contact.
Desktop Control +  Rename - Opens a 'Rename a contact' form.

»  Move to (available only if you have more then one group in you Contacts tab)
«  Details - Opens a contact details dialog.

«  Desktop Control - Initiates the remote desktop connection with the selected
contact.
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The 'Networks' tab allows you:

e Add a new network
«  Join some existing network
«  Contact with other users of the network

»  Send instant messages to the network members

The Networks tab - User Status

Description
% User's Status = Available. Indicates that the user is currently online and available to chat.
2 User's Status = Away. Indicates that the user is online but currently away and not
available for chatting.
o User's Status = Busy. Indicates that the user is online but currently busy.
-i User's Status = Don't Disturb. Indicates that the user is online but currently very busy.
User's Status = Offline. Indicates that the user is currently Offline.
| ol Right clicking on any network name listed in the 'Networks' tab will open a context sensitive
Chiat . .
) menu that allows further actions to be carried out:
Ping «  Conference Chat - Enables the user to initiate a secure messaging session with
Copy IP Address multiple contacts by opening the conference chat dialog.
Deskiop Control «  Create a New Network - Opens a 'Create a new Network' form.
Details... «  Leave network - Enables you to leave the selected network.
«  Disable VPN - Enables you to disable VPN.

3.3.The Conversation Dialog

The conversation service is very comfort in use and allows you to interact with any person of you contact
list or with members of your network.
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You can access this dialog by double clicking on user's name or via context sensitive menu.

LY EasyVPN - Robert Black (rbrblack149@gmail.com) - Conversation

I? S » - @ = « @ . D -’

=

i Robert Blackis away

Text ¥ Smilies (1D Nudge

Send a

Comodo CEQ Dovwnloadable on Practical Ecommerce Podecast

The Conversation Dialog - Table of Parameters

Description
- Sends the entered message. Alternatively, you can press the 'Send' button at the bottom of the
Send di
ialog.

b
a . .

Info Enables you to view details of the person.

f'.

Clear Clears the text field.

i

Sound on Enables/Disables sounds.
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The Conversation Dialog - Table of Parameters

«a

Remote Establishes the remote desktop connection.

-

Inwita Enables you to send the invitation to other person to join the conversation.

- Establishes an application sharing session to share an application window with the contact.
Share App

Click here for more details.

‘-.;' Establishes a web browser sharing session to share your browsing activities with the contact.
share (e Click here for more details.

.?. 9 Enables to show/hide the side window that contains a list of display pictures of the contacts

Display picturs participating in the chat session. Clicking on a display picture opens a details dialog that shows

the details of the contact.

Text

Enables you to configure the text's options such as font and size.

~ Smilies Enables you to select an emoticon from a gallery to represent your response feeling (like a
smiling face, angry face etc.) and include it in the chat text.

(G2 Nudge Enables you to send a gentle reminder to your contact(s) if you did not get any response from
them for long time.
send
Sends the entered message.
R

Launches the web search.

Comodo News: The news area below the chat area displays constantly updated bulletins served directly from Comodo website.
These cover many areas including program updates, special offers and discounts, product launches and Comodo News and
Press Releases. Clicking on the news displayed will take you to the Comodo News Room for a detailed reading on the particular
news item.

3.4.The Options Window
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The Tools menu in Comodo EasyVPN allows you to modify your personal details, configure overall
behavior of the application and to configure how you allow others in your network to gain access to your
desktop through their Remote Desktop connection.

To access the Options window, click Tools > Options from the main interface.
Click on the links below for detailed explanations on each option in this interface.

«  User Profile

«  General Setting

« Sounds

«  Desctop control

»  Application Share

e 3rd Party IM

3.4.1. User Profiles

To change your your personal settings such as email address, and other personal preferences like display
picture, login password etc. click on 'My Details' in the left hand pane of the 'Options' window.

You can configure for the following from the My Details interface.

»  Personal Datails
«  Shows Alias

« Display Picture
- Status

»  Change Login Password
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LY EasyVPN - (ptions

E-rmail address: |1estuser?20@gmail.cum |
General

First Mame: testusert |
Sounds
Desktop Contral Last Mame: N |
Application Sharing Alias: | testuser720@armail.com |
th Party I )

Show Alias

Cnly display my alias to others
Display Picture

[#] Show and share my display picture

Status

Set my status "Away" when I'm away for minutes

Log-on Password

Allowe wou to change you log-on password

(0]34 H Cancel H Ay ]

Personal Details

»  E-mail address - Enables you to change the email address you specified during registration. This email address is to
be used as your login user name.

»  First name - Enables you to change your first name that was specified during the registration.
- Last name - Enables you to change your last name that was specified during the registration.

»  Alias - Enables you to set an alternate name or nick name for you. By default, your email address is entered here. You
can change the alias name as you wish.

Show Alias

You can instruct EasyVPN to display your name as a combination of your first and last names or your nick name entered in the
'Alias' text field to others in the network. If you want your nickname to be displayed select the check box 'Only allow display alias
to others', else leave it unchecked.

Display Picture

If you want your display picture to be shown to others when you are engaged in a chat or a remote desktop connection, select
the check box 'Show and share my display picture'. You can also change the default picture to your desired one.

To change the display picture

Click the 'Change' button. The 'Change Picture' dialog will open

The default pictures are shown in the left hand pane for selection.
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LY EasyVPN - Options

Profiles E-mail address: | testuser? 20@gmail.com

General

First Mame: | testuserl

LY EasyVPN - Change picture
Desktop Control

Sounds

Preview
Application Shari

I I I

ath Party 10

o
-

Browse. . ” Delete [ Ok _] Cancel ]

BT YO0 0 CHENOE YU T00-00 faSsword ‘ Change... D|
——"|

’_ 0]54 ][ Cancel H Apply ]

F

If you want set a different picture, click 'Browse' and navigate to the image file stored in your system.
Click 'OK'.
Status

You can instruct EasyVPN to change your online status to be 'Away' automatically, when you are idle for a set time. Type the
time you wish in the text box in minutes. EasyVPN will automatically change your status to 'Away' if you are idle for entered time
continuously.

Change Login Password

You can change the login password you specified during registration.

To change the password

«  Click 'Change' button under 'Login Password'. The 'Change password' dialog will open.
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E-mail address: testuser?20i@gmail.com

General

First Mame: testuseri
Sounds

Deskto LY EasyVPN - Change password

Applica
Enter ald password &
ath Par

Enter new password I —

Confirm nesy password

-

Fassword Strenath ]

(0] 4 I [ Cancel

Log-on Password

Allowy yau to change you log-on passwiord

e D
|

(0] 54 H Cancel ][ Apphy ]

»  Type your password specified during registration in the 'Enter old password' text box.

«  Type your new password in 'Enter new password' text box. The password strength meter at the bottom indicates how
strong your password is. Set a password with a combination of alphabetic, numeric and special characters and with
sufficient length to be stronger.

*  Retype your new password in the Confirm new password text box.
«  Click 'OK.

Note: You can reset your password in case you have forgotten the password that you set during registration by clicking the
Forgot Password link from the login interface. Click here for more details.

«  Click 'Apply' for the changes to take effect.

3.4.2. General Settings

To configure the overall behavior of the application, click on 'General' in the left hand side pane of the
'Options' window.

You can make the following settings from the General Settings interface.
- Startup Options

 View

«  History Options
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LY EasyVPN - Options

Frofiles Startup
General [#] sutamatically launch EasywPh when |log on
Sounds [¥] Minimize when Windows startup
Deskiop Control [JAutamatically log me in when EasyWPM starts
Application Sharing [#] Automatically check for updates
3th Party I
WiEy

Showe avatar image for cantacts

Display the time chat messages were sent ar received
[«#] &ls0 display the date they were sent or received.

() Show times in my local time-zone

() Show times in time-zane of each chat member

Histony
[]Store message histary on my computer

[ Bhow recently received messages in chat window

(0]34 H Cancel H Apply

Startup options

»  Automatically launch EasyVPN when | log on - Starts EasyVPN whenever you logon to your system.

«  Automatically log me in when EasyVPN starts - Logs you into EasyVPN without asking for your username and
password whenever you start EasyVPN manually or it automatically starts when you logon to your system.

«  Minimize when Windows startup - Minimizes the main interface and displays only the system tray icon when EasyVPN
starts automatically whenever you logon to your system.

«  Automatically check for updates - Determines whether or not Comodo EasyVPN should automatically contact Comodo
servers for updates. With this option checked, the application will automatically check for updates every 24 hours AND
every time you start your computer. If updates are found they are automatically downloaded and installed.

You can also manually check for updates and install them at any time by clicking the 'Check now' button.

View
«  Display the time chat messages were sent or received - The date and time at which a message is sent or received by

you is displayed beside the message only when this option is selected.

«  Show times in my local time zone - The date and time stamps are displayed beside all the chat messages as per your
local time zone.

«  Show times in time zone of each chat member - The date and time stamps are displayed beside each chat message
as per your local time zone of respective participant.

History Options

Comodo EasyVPN User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 27



COMODO

Creating Trust Online®

- Store message history on my computer - Saves a log of messages sent and received by you in your computer for
review at a later time.

- Show recent messages in new chat window - Opens a new chat window to display the recent offline messages.

»  Click 'Apply' for the changes to take effect.

3.4.3. Sounds

To set/change the sound alerts produced on various events, click on 'Sounds' in the left hand side pane of
the 'Options' window.

LY EasyVPN - Options

Frofiles Choosewhich sounds to play:
General [#]wihen | receive a message in the active window
[]When | receive a message in an inactive window

Sounds [#]¥vhen a contact comes online
[J¥vhen a contact goes offline

Bl ppiweb) share started
Application Sharing [JAppiwek) share ended
[]Desktop control started

Dieskiop Contral

Sth Farty IM [JDesktop control ended

[(JEasyPh startup

[ JEasywPN shutdown

[[JReceive a new file transfer

[JMudge sound

CAProgram FilesiCOMODOEasywWRMSoundsimsginway |

Browse... ] [ Play ]
[ Ok ] [ Cancel ] l Apply ]
= - - |

Select the event from the right hand side pane. The default sound file with the path is displayed in the text box below.

- If you want to change the sound, click the (...) button and navigate to the sound file stored in your system.
«  To preview the sound, click the 'Play" button.
»  Repeat the process to set / change sound alerts produced for other events.

«  Click 'Apply' for the changes to take effect.

3.4.4. Desktop Control

To configure how you allow others to gain access to your desktop from their Remote Desktop connection,
click Desktop Control from the left hand side pane.

You can configure for the following, from the Desktop Control interface.

«  Access Control
«  Perfomance
«  Hot Key to tarminate active Desktop Control sessions
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[+] Allow users ta remotely connect to this computer
Access Control

You can configure which users will be allowed to connect to this computer and
the authentication scheme to allow access.

Getan e-mail access cedificate novwl Configure. .

Allow users to remotely connect to this computer - EasyVPN allows other people in your network to gain access to your desktop,
only if this checkbox is selected. If you do not want others to access your desktop, simply deselect this check box.

Important Note: To allow others to access your desktop, you must be logged on EasyVPN.

Access Control

Overview

The Access Control policy area allows you to determine which users are allowed to remotely connect to your machine and to
specify what level of authentication is required of those users before access is granted. The upper pane displays a list of users
and/or groups of users whilst the lower pane displays access privilege controls. Different access rights can be specified to
different users/groups. To configure the access rights for a particular user or group, simply select that user in the upper pane
then configure their rights in the lower pane. Initially, the only group listed in the upper pane is the group 'All Others' with an
access policy of 'Allow Remote Access when | click accept'. This is a secure default policy and effectively means that no users
can gain control of your desktop remotely without you manually accepting the connection by clicking 'OK'. It also means that
nobody (including yourself) can access your computer without you (or somebody else) being sat in front of it to agree to the
connection. Many users will, however, want to take control of their work or home computers without somebody having to be sat
at that computer to physically accept the connection (and for this ability to be granted to certain trusted users in their network).
While such automatic remote control is very convenient it also presents a security concern. You don't want just anybody to be
able to connect to your computer - only the people you choose and you also want to be sure of that person's identity when they
attempt to connect. For this reason, Comodo EasyVPN allows you to set up secure 'Desktop Control Policies' - meaning that
users are only allowed to automatically connect to your PC if they (i) Authenticate themselves by providing a password (i) Are
authenticated via an email (access) certificate on their machine (iii) Are two- factor authenticated with BOTH password and
certificate.

The remainder of this section covers:
- Adding new users/or new group

- Specifying a deskcontrol access policy
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LY EasyVPN - Configure
You can configure which userwill be allowed to connect to this computer
and the authentiction scheme to allow access

Select the authentiction scheme to be used for the followling Users or Groups.
B8 Al others

Add...

Retmowe

=1 Allow remote access when | click Accent

1 Allowy automatic remote access

| Certification Only \

Access Cedificate

| Choose. .

3 Turn off Deskiop Contral far this groupiuser

[ (014 ] [ Cancel

To add new users/new groups to grant access to your desktop
Click the 'Add' button. The 'Choose User' dialog will open.

B EasyVPN - Choose user

B EasyVPN - Choose user

m Select a userto your Remote User
Access List

Select a user to your Remaote User
Access List

Contact Network

Piltestuser720@gmail.com (testuser7 20@gmail.com}

Contact .Iam.
["]Susan Johnson (susanj@mail.ru)

o i test_net2
|:| Susan Johnson (susanj@mail.ru)
Rober Black (rorblack149@gmail.com)

[ Add H Cancel ]

[ mgd || cancel |

The Choose User dialog displéys all the groups / users in your contact list under 'Contact' tab and all the users in your
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network(s) under the 'Network' tab.

»  Select the user / group from the 'Contact' tab or the user(s) from the 'Network' tab and click Add. The selected user /
group will be added to the Remote User Access List.

LY EasyVPN - Configure
You can configure which userwill be allowed to connect to this computer
and the authentiction scheme to allow access

Select the authentiction scheme to be used for the followling. Lsers or Groups.

&8 Al Others
F:dRobert Blackirbrblack! 49 amail.corm

Add...

Femaove

Rohert Black Desktop Contral palicy

(&) Allow remote access when | click Accept

3 Allow automatic remote access

| Certification Only |

Access Certificate | Choose...

{3 Turn off Desktop Contral for this groupfuser

Ol ] [ Cancel

»  Repeat the procedure for adding more number of users / groups.

To remove a user / group from the Remote User Access List

«  Simply select the user / group and click 'Remove'.

To configure the authentication type for the user / group

«  Select the user/ group in the Remote User Access List in the upper panel.
«  Select the Authentication type from the lower panel. The options are explained below.

i. Allow remote access when I click Accept - If the user requests to gain access to your desktop, you will be
prompted to Accept or Decline the request. The user can gain the access only if you accept the request.
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LY EasyVPN - Robert Black (rbrblack14%@email.com) - Conversation

. ™ . ' [ ] T o
= & g G R i R g o
Send Infa Clear Sound on Remote Inwite Share app Share Nleb Dizplay picture

i Waiting for Robert Black to accept Remote Desktop Control request.,

Text ¥ Smilies (1) Nudge

Send Q

Comodo CED Downloadable on Practical Ecommerce Fodoast

ii. Allow automatic remote access - If you want EasyVPN to automatically grant access to your desktop for the
selected user, select this option. You have to specify the authentication parameters for automatic access to
make sure that only the selected user is accessing your desktop. Select the authentication type from the
drop-down menu.

Rohert Black Desktop Control palicy

) Allow remote access when | click Accept

(&) Allow autamatic remote access

Certification Only [~ ]
Password Only

Certification Only i

FPasgward and Cedification

() Turn off Deckop Control Tor this groupfser

0] ] [ Cancel

= —

- Password Only - Enables you to set a password for this particular user to access your desktop.

To set password type authentication

»  Select 'Password Only' from the dropdown menu.

«  Click 'Password' button. A 'Set password' dialog will appear.
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b EasyVPN - Configure
You can configure which user will be allowed to connect to this computer

and the authentiction scheme fo allow access

Selectthe authentiction scheme ta be used far the fallowling.Users or Groups.

8 Al Others

FobertBlack’ _° """~ i ;
o L EasyVPN - Set password

Mesw Password sesescnsscsssensl

Confirm Passwoard

All Others Deskio Fair

Fassword Strength [

(0 Allowy rermot

K ] [ Cancel

(&) Allow autam I

|Passwnrd il EI

Set Password

{3 Turn off Desktop Contral for this groupfuser

Ok ] [ Cancel

«  Type a password in the New Password text box and retype the password in the Confirm Password text box.
«  Click 'OK..
This password has to be communicated to the contact. Every time the remote user tries to access your desktop, the user will be

prompted to enter this password. On the entry of the correct password, EasyVPN will allow the remote-user to access your
desktop, without asking for your confirmation.

«  Certification Only - Enables the use of digital certificates to authenticate the remote-user that is attempting to gain
access your desktop. Every time the contact attempts to gain remote access to your desktop, EasyVPN will request
their digital certificate from their machine. EasyVPN will then authenticate the validity of the certificate by checking that
the remote-contact has the corresponding private key installed (a fast but very important process that involves the
successful exchange of a token piece of digitally signed data). Once the certificate has been verified the user will be
allowed to remotely connect to your machine. You specify which certificate will be requested for each specific user by
clicking the 'Choose.." button and browsing to the certificate you wish to use.

Background Note: It is important to know that your contacts should already have a client / email certificate installed for
certification based authentication to work. They should also have passed this certificate to you by sending you an email that
has been digitally signed with the certificate. You can also obtain a free email certificate and install in your system to
authenticate yourself to others. For more details on obtaining the free digital certificate, see Appendix 1- Obtaining a Digital
Certificate.

To set certification type authentication
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»  Select 'Certification Only' from the drop-down menu.

«  (Click 'Choose' button to select an access certificate.

LY EasyVPN - Configure

RULRY Select Certificate

Selectthe aut
Select the certificate you want to use,
E8 Al Otherd
i RobertB
Issued to Issied by Intended P... Friendly na... Expiration ...
F'.F'.F'. Cer... AfA Certifi.,.  <al= Comodo AA...  12/31/2028
Robert Bl... UTM-USERF... Secure Ema... RobertBlac... &f1172011
LITI"-.I—LISE... aas Certifi,,,  Client Auth,,,  UTM-USERF... 12f31f2023
Robert Black
1 Allowy re + | =
(&) Allow au oK l [ Cancel l l Wiews Certificate ]
Certification Only
Access Cerificate ‘l'
{3 Turn off Desktop Control for this groupiuser
| ok || cancel | |
[ ]

«  Select an access certificate from the 'Select Certificate' dialog and click 'OK'.
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LY EasyVPN - Configure

You can configure which user will he allowed to cannect ta this computer
and the authentiction =cheme to allow access

Selectthe authentiction scheme to be used for the followling.Users ar Groups.

8 Al Others
3 Robert Blackirbriblack! 49@gmail.com)

Add...

Remaove

Robert Black Desktop Control policy

O Allow remate access when | click Accept

& Allow automatic remote access
| Passwiord and Cedification EI
Set Passwaord
Access Certificate | Choose.

) Turn off Desktop Control for this groupfuser

[ Ok ” Cancel ]

- Password and Certification - Enables true two-factor authentication by requiring remote-users to authenticate
themselves using both password and digital certificates. On selecting this option, you have to specify both a password
to be used by the selected user and select an email (access) certificate as explained above.

iii. ~ Turn off Desktop Control for this group / user - If you want to block this user / group from accessing your
desktop, select this option.

«  Click 'OK' for your settings to take effect.

Performance

The Performance slider enables you to set the speed / quality of the Desktop Control sessions when you take control of other user's desktop.
Higher the access speed, lower the graphical depth and the display quality and vice-versa.

Hot Key to terminate the Active Desktop Control Sessions

You can specify a hot key combination to stop the running Desktop Control sessions immediately, The default combination is
Ctrl+ Alt + F10. You can change this combination as you desire.

Ferfarmance
Configure the performance setting wehen | initiate Desktop Contral

Speed | { = Quality

To set a hot key combination

»  Click 'Capture’ and enter the key combination in the text box.
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»  Click 'Apply' for your settings to take effect.

3.4.5. Application Sharing

EasyVPN's new application sharing feature allows you to quickly push any application on your computer to the
desktop of one of your contacts. Sharing an application means your contact is able to view and interact with any
software running on your machine.

This section allows you to configure how application sharing will behave. To learn how to use application sharing, see 'How to
Share an application with a Contact'.

To configure how Application Sharing will perform, click Application Sharing from the left hand side pane. From the interface you
can configure:

«  Performance
 View
«  Control Mode

»  Hot Key to terminate active Application Sharing sessions

LY EasyVPN - Options

Profiles FPerformance
GGeneral Speed | [ = cuality
Sounds

ey
Desktop Control Selectthe default layout for the shared application
Application Sharing (&) Center in the chat window
ath Party I () Right side of the chat windaw

) Pop-outin a new window
Control Mode
Selectthe default control mode
(3 Interactive Made: both lacal and remate can contral the application
(&) Viewer Made: anly | can cantral the application

Hot Key
Selectthe Hot ey to terminate active Application Eharing sessions

|

I [8]34 H Cancel ] Apphy

Performance

The Performance slider enables you to set the speed / quality of the Application Sharing sessions when you share an application
with another user. Higher the access speed, lower the graphical depth and the display quality and vice-versa.

Performance

Speed | [ = Quality
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View

The View section enable you to choose where the Application Sharing windows will appear when you want to start a session
from the chat windows.

You have tree options:

«  Center in the chat windows - when you start a Application Sharing session, this will appear in the center of your chat
window.

« Right side of the chat window- when you start a Application Sharing session, this will appear in the right side of your
chat window.

«  Pop-out in a new window - when you start a Application Sharing session, this will appear in a new window.
View
Selectthe default layout for the shared application
@ Center in the chat window
i) Right side ofthe chatwindow
(7 Pop-out in a new window

Control Mode

The Control Mode section enable you to choose what control mode is enable by default when you start a Application Sharing
session.

« Interactive Mode - from the start of the session both users, local and the remote user, can control the shared
application at the same time.

«  Viewer Mode - enable only the local user to control the shared application and the remote user can view the changes.

Control Mode

Selectthe default control mode
() Interactive Mode: both local and remote can control the application
i@ Viewer Mode: only | can control the application

Hot Key to terminate active Application Sharing sessions

You can specify a hot key combination to stop the running Application Sharing sessions immediately. The default combination is
Ctrl+ A. You can change this combination as you desire.

Hot Key

Select the Hot Key to terminate active Application Sharing sessions

Ctrl + Alt+ F10

To set a hot key combination

»  Click 'Capture’ and enter the key combination in the text box.

Click 'Apply' for your settings to take effect.
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3.4.6. 3rd Party IM

Comodo EasyVPN allows you to easily import contacts from popular 3rd party IM programs and chat with
them directly from the EasyVPN chat client. Supported clients and protocols include Windows Live
Messenger, Yahoo Messenger, Google Talk, AIM, ICQ and Facebook chat.

This section explains how to configure 3rd party IM settings. To find out how to import contacts, modify accounts and use the
interface, see "How to import, chat to and manage 3rd party IM contacts’. To find out how to share an application with a
contact that is using a third party IM, see 'How to Share an Application with a contact using a 3rd Party IM".

You can sign in to multiple services, manage contacts, change availability status, block contacts and send/receive files without
ever having to leave the EasyVPN chat client.

To configure how 3rd party IM will perform, click 3rd party IM from the left hand side pane. From the interface you can configure:

+  Enabled

+  Auto Login
+  User Name
«  Protocol

+ Password

LY EasyVPN - Options

Profiles Manage your other Instant Messaging (IM) accounts that you would
General like EVPM connect to and collate into your contacts list

Sounds

Desktop Control g LY EasyvPN

Application Sharing

3rd Party IM

Login Options

Protocol

2 MsN -]
Init State |.:.n|ine E

Username | |

Password | |

[ Auto Login

| (8], | ’ Cancel Apply

Init State

Enabled tab allows you to account is singed in or not. User could check it to sign in/out one account.

Auto Login

Auto Login tab allows you to connect automatically to account.
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User Name

User Name tab enable you to confirm account identification

Protocol

Protocols tab allows you to choose specified account.

Password

Password tab - enable you to authentication credentials required for the IM account.

3" Party IM - Table of Parameters

Control Description

Add ‘Add' button = Enable you to add more account to EVPN account.

Modify... "Modify' button = allows you to change 'Sign in as', 'User name', 'Password', 'Auto Login' options
for one existed account.

Delete 'Delete’ button = Enable you to delete select account.

K
'OK'" button = Enable for your settings to take effect.

Cancel

FEEEE

'Cancel' button = Cancel for your settings to take effect.

_ Aeply ‘Apply' button= allows for your settings to take effect.

3.5.The Help Options

This section of the interface provides you with access to the following areas:

- internal help guide, that is intended to take you through the step-by-step process of organization, configuration and
use of EasyVPN application;

» license and software version information;
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- option to browse support forums;

« direct link to the Comodo official website.

-
&Y EasyVPN - testusert 1

File Contacts RMetworks Tools  Help

Help Guide
ﬂlesluseﬂ 1 Rvailt Comodo Website
i IP: 5.2.4.234 .
‘ Comaodo Forums
License...
Search the contact or web About Comodo EasyWPN

Help Guide

Clicking the 'Help Guide' will open the internal help guide. Each area has its own dedicated page containing detailed
descriptions of the application's functionality.

E? Comodo FasyVPN User Guide
File Edit Wiew Go Help

iE =
Hide Print  Options
Y
Conarts l Index | Search | Fadl ] User Guide il
HEIntroduction To Comaodo E as
% System Installation Reqguirer
2] Instaling Easy/PN Introduction To Comodo EasyVYPN
% Starting the Comodo E asyF
E Regizter a Mew Account Comodo EasyWPrR allows users of all experience levels to group D
I | # [£] General Navigation multiple cormputers into their own network by establishing direct and
: % How to Create a Mew Metwe secure ¥PH connections hetween them. This peer-to-peer virtual private
Z] Hows to Join & Metwork, netwarking (PM) application and instant messenger client regquires no
E] How to Gain Access to a Re| | || B¥pert configuration and effectively simulates a local area netwark over
=] How ta Connect ta Your Ow the Internet using 128 hit encrypted S5L connections.
| £] How to Leave a Metwaork |
% How to Change your Access Product Benefits
=] Comada EasyPH Uninstallz
E Appendix 1 - Obtaining a Dic « Comes complete with an instant messenger client that allows
% About Camoda vou to send and receive chat messages and files over an
encrypted communications channel
4 I > _ .
— — o Allows users to quickly and securely gain remote desktop! bl
e —

Comodo Forums

The fastest way to get further assistance on Comodo EasyVPN is by posting your question Comodo Forums, a message board
exclusively created for our users to discuss anything related to our products.

Click the 'Comodo Forums' link to be taken straight to the website at http://forums.comodo.com/. Registration is free and you'll
benefit from the expert contributions of developers and fellow users alike.

Online Knowledge Base

We also have an online knowledge base and support ticketing system at http://support.comodo.com/. Registration is free.

About Comodo EasyVPN
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From here you can view information about the Version Number of the EasyVPN application that is installed on your computer.

LY EasyVPN - About
B COMODO EasyPR 2.3.18.0
Copyright COMOD0

4 'How To...' Tutorials

The 'How To..." section of the guide contains guidance on using the Comodo EasyVPN effectively. Click on the links below to go
the respective tutorial page for guidance of the respective feature.

+  How to create a new network

*  How to join a network

«  How to initiate a remote desktop connection

*  How to share an application with a contact

«  How to share a web browser with a contact

»  How to connect to your own machines at home/work
*  How to leave a network

«  How to change your access password

»  How to reset your forgotten password

4.1.How to Create a New Network

To create a new network

«  Navigate to Networks > Create a new network

LY EasyVPN - testuserd 1

File Contacts  Metworks Tools  Help

Create a New Network...

Y

N Join a Network...
ir

Create a New Network - Table of Parameters

Field Name Control Description
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Create a New Network - Table of Parameters

Enter a new network name. The network name is limited to
64 characters in length. For further security of your network
Network name Text field we strongly recommend you not to user simple network
names. (This name you should circulate to the future
members of your newly created network).

Enter a password. There is no limit on the length of the
password. For further security of your network we strongly
Password Text field recommend you not to user simple password. (This
password you should circulate to the future members of
your newly created network).

Retype password Text field Confirmation of the above.

Enable VPN Check-box Check the box to enable VPN for this network.
OK Control Confirms the creation of a new network.
Cancel Control Cancels the action and closes the dialog.

«  Click the 'OK" button when done. The newly created network appears in the Network tab of the interface.

4.2.How to Join a Network

Prerequisites: To join some existing network you should be provided with the following information from this network
administrator or member.

«  Anetwork name

° an access password

To join an existing network

«  Navigate to Networks > Join a network

LY EasyVPN - testusert 1

File Contacts Metworks Tools  Help

Create a New Network...

y

N Join a Network...
ir

«  Fill out the form that appears
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LY EasyVPN - Join a network

Metwark name M |

Fazsword |---------- |

[%] Enable WP

[ Ok ] [ Cancel

Join a Network - Table of Parameters

Field Name Control Description
Network name Text field Enter the network name.
Password Text field Enter the password.
Enable VPN Check-box Check the box to enable VPN for this network.
OK Control Confirms the action.
Cancel Control Cancels the action and closes the dialog.

«  Click the 'OK" button when done. The network appears in the Network tab of the interface.

4.3.How to Gain Access to a Remote Desktop in your Network

Prerequisites: To initiate a desktop control and to gain access to other user's desktop, the user must be logged into the remote
machine. If the user has granted automatic remote access to you with:

- the password type authentication, you must know the password set for you.
» the certification type authentication, your digital certificate should have been installed in their system.

- both the password and certification type, you must know the password and your digital certificate should have been
installed in their system.

To initiate a remote desktop control

«  Right click on the contact and select Desktop Control.

Chat

Delete

Move to bk

Details...

Deskiop Control
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Or

« Initiate a chat with the contact and select the 'Remote' button.

« If the user has set the Desktop Control Policy for you as 'Allow remote access when | click Accept', wait till the
user accepts your Remote Desktop Control request.

LY EasyVPN - Robert Black (rbrblack14%@gmail.com) - Conversation

« & o2 o @y o @ o &

Send Infa Clear Sound on BT Invite Share spp Share Njeb Dizplay picture

i Waiting for Robert Black to accept Rermote Desktop Control request,

- If the user has set the Desktop Control Policy for you as 'Allow automatic remote access', you will be granted
access depending on the authentication type set for you.

Password Only - If the user has set the 'Password Only" authentication type to allow automatic remote access, you will be
prompted to enter the password.

- Enter the password informed to you by the user and click 'OK'". A remote desktop connection will be established.

Certification Only - If the remote-user has set 'Certification Only' as the authentication type then their installation of EasyVPN
will require your machine to provide your email (access) certificate. This certificate will be used to authenticate your identity to
EasyVPN. If the authentication process is successful then your connection request will be authorized.

Password and Certification - If the remote-user has set 'Password and Certification' as the authentication type then you will
have to both enter the correct password AND you will need to have an email (access) certificate installed on your system (as
described above). Requiring two forms of authentication in this manner is a very secure practice known as 'Two-Factor
Authentication' and is strongly advocated by Comodo.

»  Click here to read more about getting a digital (access) certificate and how to use them.
«  Click here to sign up for your FREE digital (access) certificate.

«  Click here to read more about Desktop Access Control in EasyVPN

4.4.How to Share an application with a Contact

EasyVPN's new application sharing feature allows you to quickly push any application on your computer to the desktop of one of
your contacts. Sharing an application means your contact is able to view and interact with any software running on your
machine. Because your contact is essentially viewing the application that is running on your computer, it even allows them to
view and use software that they do not have installed. Application sharing is particularly useful for training purposes (for
example, salesmen and developers can demonstrate new or beta software to clients and colleagues without them having to
install it locally) and for project collaboration (multiple users can work on the same document and communicate using the
EasyVPN chat window - saving time and improving work-flows). You can share an application in two ways:

«  Share Interactive - Allows both you and your remote contact to view and manipulate the shared application.
Interactive sharing is particularly useful for collaboration purposes - allowing multiple team members to work on the
same document simultaneously. This mode can also be used for interactive product demonstrations and
presentations.

«  Share Viewer Only - Allows your remote contact to view the application on your machine but does not allow them to
actually interact with it. View only mode is most widely used for product demonstration and presentation purposes.
You can, of course, switch between interactive and view only modes at any time.

In order to share an application window, your contact should be logged on to the remote machine. Click on the links below for
more information on initiating and accepting the application window sharing.

«  How to share an application with a contact
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«  How to Accept the Inviitation to Use a Shared ASpplication

4.4.1. How to Share an Application with an EasyVPN Contact

Start a chat session with the contact by double clicking on the contact from the main interface or by right clicking on the contact
and selecting 'Chat' from the context sensitive menu.

-

Click on the' App Shared' button “r#=i=r=d from the conversational dialog.

LY EasyVPN - Robert Black (rbrblack14%@gmail.com) - Conversation

™ = s - iy

= ; P =y @ - = = )
« 2 ) Y P & I
Send Infa Clear Sound on Remote Inite Share App Share kb Display picture

i waiting for Robert Black to accept share window request,

Text ¥ Smilies (2 Nudge

Send Q

Comodo Introduces Trustworthy Mo-cost Registry Cleaner for wWindows Systems

T My Computer
File Edt View

< X \_'} j‘ /..-‘Saur-:h ||~ Foldars |T'_|-

Favorkes  Tools  Help

£ 1 i
Address j My Compuker S -.rl =
~ X Close Alb+F4 >
Systemn Tasks = =
| Shared Documeants I’,J share application with

|._|r'j View system
infarmation

L) Add or remove Hari Disk Drives
programs B

3 change a setting

Viewer mode

E{;J Local Disk () QJ Local Disk (E2)
Other Places

&g My Nebwork Flaces w Local Disk (F1) k._.w Local Disk (1)

) My Documenits

I3 Shared Documents
Devices with Removable Storage

[@ control Paned
H J/' -
S5 Fl (5 0;) ICD Cirw H
petals > oppy (<) N A e (D]
My Computer
System Folder % Metwork Drives e

Alternatively, right click on the program tab in the system tray, select Application sharing and select the contact from the context
sensitive menu.
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Wait till your contact accepts the request. On acceptance by your contact, an 'Applications list' dialog will be displayed, with a list
of open applications in your system.

LY EasyVPN - Robert Black {rbrblack149@gmail.com) - Conversation
LY EasyVPN - Applications list

“ . s
= a Vi ) [V o -~
Send Infia Clear Sound on Remiote Irwite Share AP

Please select a window For shared:

&) comadoEasyvPN_User_Guide_010810,adt -
{5 snaglt Editor - [3-6-2010 5-53-08 AM]
E‘n.-'F‘N_scrn

Text &~ smilies D Nudge

o | (o]

Comodo Infroduces Trustworthy Mo-cost Registry Cleaner for Windows Systems
[

Select the application you want to share with your contact and click 'OK'. The application window will be opened inside the
conversational dialog.

Comodo EasyVPN User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 46



Comodo EasyVPN - User Guide ST

LY EasyVPN . testuser720@gmail.com (testuser/ 20@grmail.com) - Conversation

™ - . | T~ | -
- a s » & o & % s
Send Info Clear Sound off Remote Inwite Share App Share lileb Display picture
o
L'watting for testuser720@gmail.com to accept share window request. |ﬂ

i testuser720@gmail.com has accepted your share window request.

e

=] ComodoEasyVPN_User_Guide 010810_new.odt - OpenOffice.org Writer E\@

File Edit View Insert Format Table Tools Window Help
TR ] RaR Y B-¢ B-0- @E-U#oEE ]
© @  Bullets Levell [=] Al x| 10 [«] B IE = = i. =
IE lllgj -3 EY SERRNERIEE R

3. Clhick TR
(=l
Status

You can instruct EasyVPN to change your online status to be "Away’ automatically, when you are ic _
time. Type the time you wish in the text box in minutes. EasyVPMN will automatically change your stz
you are idle for entered time continuoushy

&

< m | r
k| /  EB@LT-aOQYW @ @ - - ¥ -%- . R 9 _

|Page33 /81 || Default || English (Usa) |[INSRT|[STD|[*|| || Bulleted: Levell || D GE (01 |[@ —e—— @|[100%|

Share Yiewer Onlyn Layout

Share Interactive I

Text ~ Smilies 2 Nudge

Share Viewer Only

Comodo Introduces Trustworthy Mo-cost Registry Cleaner for Windows Systems

Select whether you want to share the window interactively or allow your contact only to view the window from the drop-down
menu above the application window.

= Start Interactive

Start as Viewer

You can continue editing / working with the application and your contact will also be able to work on it simultaneously or view
the window from his / her conversational dialog.

4.4.2. How to Share an Application With A Contact Using 3 rd Party IM

Start a chat session with the IM contact by double clicking on the contact from the main interface or by right clicking on the
contact and selecting 'Chat' from the context sensitive menu.

-

e
Click on the App Shared button #=k=d from the conversational dialog.
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LY EasyVPN - vpn (vpnusercomodo@hotmail.com) - Conversation o R

: e = = o L A= ) L
= o ! @ oy = € A ea
Send Infi Clear Sound off Inwite Share App Share kb Dizplay picturs

wor says (2010-08-13 11:41:400
Hi

wor says (2010-08-13 11:41:467:
Your friend is using Comoada EasyYPM, a secure messaging and collaboration program, and would like 1o
share an application with you, To share an application with them get your own copy of Comodo EasyPH
here: hif /v comodo. com/home finternet-secur ity secure-messaging-vpn.php

Text ¥ Smiies (1D Nudge

Send a,

Comodo Introduces Trustwarthy Mo-cost Registry Cleaner for Windows Systems

The IM user is inform that if he want to share an application with the current user he need to install EVPN application.

¥ vpn <vpnuser2comodo®@hotmail com >

Files Video Call Games Activities Invite

VPN (Available)

& pon't include information like passwords or
credit card numbers in an instant message.

VPN says:

= Hi

= Your friend is using Comodo EasyVEN, a
secure messaging and collaboration program,
and would like to share an application with
you. To share an application with them get
your own copy of Comodo EasyVPM here:
http:/fwww.comodo.com/home/internet-
security/secure-messaging-vpn.php

Last message received at 11:41 AM on 8/13/2010.

- G-@ P BF- LA

From Comodo web page, IM user need to download EVPN application, according with his operating system.
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Download EasyVPN

Please select your operating system: =
- . . DOWNLOAD
Windows 7/ XP [/ Vista 32 bit | =

Windows 7 / XP / Vista 32 bit
Windows 7 / XP / Vista 64 bit

System Requirements: File Details:
= Windows 7/ XP | Vista 32 bit Size: 8.32 MB (8,724,728 bytes)
= 128 MB RAM

= 10 MB Hard Disk Space

Additional Open Source Resources

He need to install EVPN on his computer. For more information how to install the program click here.
After install he nee to make a EVPN account. Form more information how to create an account Register a New Account.
When he start using EVPN, he have two possibility:
*  he can directly add your EVPN account;
Or

»  he can use 3rd Party IM EVPN feature and add his IM account and contact you using his IM account. For more
information about 3rd Party IM feature click here.

After the the contact is made using EVPN program, click on the App Shared button from the conversational dialog. The
procedure is the same, when you share an application with a EVPN user. Click here for more details.

4.4.3. How to import, chat to and manage 3rd party IM contacts

To configure how 3rd Party IM will perform, click '3rd Party IM' from the left hand side pane. From the interface you can
configure:

+  Add Account

«  Modify account

«  Delete an account

«  Show accounts and contacts
«  Contacts menu

« Add a New Contact

« 3rd IM chat/confarence chat
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LY EasyVPN - Options

Frofiles Ferformance
tzeneral Speed | [ == Guality
Sounds

Wiew
Desktop Control Selectthe default layvout for the shared application
Application Sharing (*) Center in the chat window
ath Party It (O Right side of the chat window

() Pop-out in a new window

Contral Mode
Select the default contral mode
() Interactive Mode: both local and remote can control the application
(%) Viewer Mode: only | can control the application

Hot ey
Selectthe Hot Key to terminate active Application Sharing sessions

|

[ Ok H Cancel ] Apply

Add Account

To add a third party IM account to EasyVPN:

»  Click Tools > Options > 3rd Party IM
»  Click the 'Add..." button at the bottom of the configuration dialog
«  Choose the type of account you wish to add from the drop down menu. Available choices are:

+ MSN

«  Google Talk
*  Yahoo

- AM

- ICQ

«  Facebook chat
LY EasyVPN

Login Options

Protocol 2 MSH n
Init Stat nd
=it % Yahoo
Username @ Ica 3
S AIM
Password ?_!’? XMPP
[t GoogleTalk -
[7] Auto Login

| Add || Close
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When you try to add a Skype account you need to log on on Skype and allow access for Comodo Easy VPN to use your
account:

«  Select the default availability status in the 'Init State' drop down

- Enter the authentication credentials required for the IM account (usually username and password)

- If you wish to be automatically logged into this account when you start EasyVPN, check the 'Auto Login' button
«  Click on 'Add' button to finalize the process.

LY EasyVPN

Login Optinhs

Fratocal € Skype n
Init State Online [~
Username wpnuserskypecomodo
Passwird sessnsseuel
[JAuta Login

| agd || close

ﬁ x
' EaswWPN. exe wants ko use Skvpe

Allow access | | Deny access

To add an account click on the Add... button on the 3rd Party IM interface.

«  Select your account type
»  Select the account Status

LY EasyVPN

Login Options

Protocol 2 MSN :
Init Stat i
= ¥ Yahoo
Username @ Ica 3
f2 AIM
Password Ef XMPP
[t GoogleTalk -
["] Aute Login

| Add || cClose
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r LY EasyVPN

Login Options

Protocol

A MSN ]

Init State Online ﬂ
Lsername

Busy
Password Appear offline
Away
[] Auto Login

Add || Close

With Comodo EasyVPN you can add and manage multiple IM accounts. Each account shows protocol type with its avatar
image:
«  Add Username and Password for your account

«  You can check now or later the Auto Login box if you want that every time you use EasyVPN to log in in this
account.

»  Click 'Add" button to finish.

LY EasyVPN - Options

Profiles Manage your other Instant Messaging (IM) accounts that you would

Ceneral like EVPM connect to and collate into your contacts list

Sounds

Desktop Control O O 633509698 s Ica

Application Sharing B EasyVPN

3rd Party IM Login Options
Frotacol |";T£‘J GoogleTalk E
Init State [online E
Username | testuser720@gmail.com |
Password | I |
[] Auto Login

Modify... Delete

[ ok | [ Cancel Apply

L el S ] L}

Modify an account

You can change 'Sign in as', 'User name', 'Password', 'Auto Login' options for one existed account by double clicking it or
clicking 'Modify' button when one account is selected.
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»  Select the account you are going to modify

»  Click on 'Modify' button

*  Program change record

«  Click on the 'OK" button after you made the proper modification

&Y EasyVPN. - Options

Profiles Manage your other Instant Messaging (IM) accounts that you would

ceneral like EVPM connectto and collate into your contacts list

Sounds ﬁ

Desktop Control O O testuser720@gmail.com - MSN
O O 12user & ica
Application Sharing O O susanj@mail.ru o M3HM

3rd Party IM

Modify... Delete

i Ok H Cancel ][ Apply ]

LY EasyvPN

Login Options

Protocol

2 MSN 5}
Init State |0nline EI

Username | testuser720@gmal.com |
Password | eSS SEEBREES |
[ Auto Login

Add || Close |

Delete an account

You can delete an existed account by clicking 'Delete' button when one account is selected:
»  Select the account you want to delete
«  Click on 'Delete' button.

Click on the 'OK'" button in order to confirm that you want to delete the selected account.
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b EasyVPN - Options

Profiles Manage your other Instant Messaging (IM) accounts that you would

General like EWPM connect to and collate into your contacts list

Sounds ﬁ

testuser720@gmail.com /- MSN
12user &8 Ica

Desktop Control

Application Sharing

ooo

susanj@mail.ru

3rd Party IM

Add.. || Modifi. || Delete |

| ok || cancel || apply

B EasyVPN - 'Warning

Are you sure you want to delete this account?

Yes | [ Mo

Show accounts and contacts

All accounts will display one main dialog with their avatar images and status images. You can 'Connect/Disconnect/Change
status' by context menu. For one account not sign in, one menu will display for user to sign in when user click its avatar image.
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LY EasyVPN - vpn user

File Contacts Metworks Tools  Help

™ k2 vpn user Available

o IP:5.25.214
‘ b Oy B9 (5[5 I Al 3rd IM Accounts

Search the contact or weh

,r[: ey

Show contacts in IM groups

LWWW.COI“OHO.COI“

For one account signed in, one menu will display for user to change status/sign off in when user click its avatar image.
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LY EasyVPN - testuserd 1
File Contacts Metworks Tools  Help

L testuser1 1 Availab... -
Y IP:5.24.234

T v
Connect r
Search the c.

Contacts Hetwnrks

b7 RobertBlack  Direct(IP:s.2.3.128)

o testuserl

WWw.comodo.com
For one account signed in, one menu will display for user to change status/sign off in when user click its avatar image.
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LY EasyVPN - Robert Black

File Contacts Metworks Tools Help

—

2 Robert Black Avail.. -

U IP:5.29.175
&
@ Online
Searchthec
ﬁ Busy
a
@ Appear Offline
2 testuser @ Disconnect

Lo Susan Johnson

www.comodo.com

3rd Party IM - User Status

Talk Icon Yahoo Icon Description

Online & |§E = Indig:ates that the user is currently online and
available to chat.

Busy : [taps
= e ® Indicates that the user is online but currently busy.
Away ‘s fa = Indicates that the user is online but currently away
and not available for chatting.
Appear Offline & |§EJ E

Indicates that the user is currently Offline.
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3rd Party IM - User Status

Disconnect ! [alg
x A = Indicates that the account is disconnected.

Contacts menu

Contacts menu has all operation for contact and displaying options.
»  Show Offline Contacts - if this option is checked, EVPN will show all contacts
«  Sort by Name/Status - will decide the sort method sequence of contact be shown.
«  Sort by Status - will display contact with sequence: On line > Away > Busy > Offline.

«  Show in Groups - will display all contacts in their own groups, if more than one  account has same name group,
EVPN takes it as one group and put contact from  different account into same group. Group name is not case-
sensitive here.

«  Show Empty Groups - if this options is check, groups with zero contacts in it will be shown, or it will not be shown.

«  Show First Name only/Show Full Name - decides how to show contacts name.

LY EasyVPN - testuseri 1

File Contacts Metworks Tools  Help

Chat
F Delete B
& Details...
A

Se Sort by Name

ﬂ v Sort by Status
v Show in Groups
E v Show Empty Groups h
Show First Name Only

v Show Full Name

Show Offline Conmtacts

& Add a New Contact...
Create a Mew Group...

WWw.comoido.com

Comodo EasyVPN User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 58



Creating Trust Online®

Comodo EasyVPN comMoDo

Add a New Contact

Add a New Contact button will bring one dialog to add a contact for accounts that are signed in.
«  Account - Displays all accounts singed in, including EVPN account
«  Group ID - Displays relation with Show in Groups/Show in IM groups option

«  Create a New Group - Displays only if user select Show in Groups option.

LY EasyVPN - Add a new contact

Account: vpnusertalkcomodo@gmail.com’/Home {Googﬂ
Contact's 1D vpnusercomodo@gmail.com

Group I VPN hotmail user ﬂ
Feguest |

inforrmation:

(0]:4 ] [ Cancel

3rd IM chat/conference chat

3rd IM chat/conference chat allows launch IM chat by contact context menu or just double click one contact. You can send files
and smiles, nudges via chat. Avatar image on top-right corner shows account protocol of this chat.

«  Right click on the contact and select 'Chat'

« Initiate a chat with the contact and select the 'Send' button

LY EasyVPN - Robert Black {rbrblack149@gmail.com) - Conversation

™ 3 [ P =
= P £ g o = - @& - %) wa
Send Info Clear Sound on Remote Irwite Share App Share Wleb Display picturs

£ 8

WAWRRO~1, PG (2 KEB)
Send complete

L Transfer of "wwiwe profiness. com.Ua c2257640005242ab 1 96896BS7BB0GFD27 2257 72400297652
tfle bfing' is complete.

testuserl 1 says (2010-08-09 16:27:26):
hello

Text ' Smilies D Nudge

=

Send 3,
Comodo Introduces Trustwarthy Mo-cost Registry Cleaner for Windows Systems

From the 'Conference Chat' window you can automatically invite to chat with other contacts in spite of their status. Users in
conference chat will display in right panel.
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»  Right click on 'Network' tab and select 'Conference Chat'

« Initiate a Conference Chat with the contacts and select the 'Send' button

LY EasyVPN - test_net2 - Conference

-

Vi &) o aa
Clear Sound on Dizplay pictures
F
T34 Robert Black
5.2.3.198

™ testuseri

Text (&5~ smilies @@ Nudge

Send =N

Comodo CEQ Downloadable on Practical Ecommerce Podcoast

4.4 4. How to Accept an Invitation to Use a Shared Application

If any of your contacts initiates an application window sharing session, you will be asked to accept or decline the request. Click
'Accept to start the application window sharing'. The application window will be opened in the conversational dialog.
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LY EasyVPN - Robert Black {robert_blackamail.ru) - Conversation

- . Pren . -
= “ Vd » & o & % b
Send Infa Clear Sound on Remote Invite Share App Share Wileb Display picture

i Robert Black would like to share window to you,
Accept or Decline

) Google - Mozilla Firefox

File  Edit Wiew History  Bookmarks  Tools  Help

@ - c (aT ".'l http:f e, google, com, ual i "'l" google, com ;‘-'

Izl Most Wisited |j Getting Started |5 | Latest Headlines

@ = | google,com A4 m |M Google Mail c Comodo c Comodo Secure »
™ ' Google + -

CRNSLHMN MoWYK
| = ‘ MDEHI HCTRYRMEHTI
< | [

Done Mowyk Google i

Text ¥ Smilies ) Nudge

Send Q

Comodo Introduces Trustworthy Mo-cost Reqistry Cleaner for Windows Systems

You can change the position of the application window by selecting appropriate controls above the window.

Shared Application Window - Position Control

Description

Layout Clicking on the 'Layout' opens the drop-down menu as shown below:

Layout Fit to size

= Right
Pop Cut

«  Center - Displays the shared application window horizontally below the chat area
in the conversational dialog.

- Right - Displays the shared application window vertically at the right hand side of
the chat area in the conversational dialog.

Fit to Size Fits the shared application window into the available space below/beside the chat area as
chosen in the Layout option.
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Shared Application Window - Position Control

Pop out Displays the shared application window as a separate window.

Note: You will be able to edit / work on the file only if your contact has selected 'Share interactive' option while initiating the
application sharing.

4.5.How to Share a Web Browser with a Contact

EasyVPN's new web browser sharing feature allows you to quickly push the web browser on your computer
to the desktop of one of your contacts. Sharing a browser means your contact is able to view and interact
with the browser on your machine. Because your contact is essentially viewing the browser that is running
on your computer, it even allows them to view and use the browser that they do not have installed. Browser
sharing is particularly useful for training purposes (for example, salesmen and developers can demonstrate
new web- based applications to clients and colleagues without them having to install it locally).

You can share a browser in two ways:

«  Share Interactive - Allows both you and your remote contact to view and work on the shared browser. Interactive
sharing is particularly useful for collaboration purposes - allowing multiple team members to work on the same web
page simultaneously. This mode can also be used for interactive product demonstrations and presentations.

»  Share Viewer Only - Allows your remote contact to view the browser on your machine but does not allow them to
actually interact with it. View only mode is most widely used for product demonstration and presentation purposes.
You can, of course, switch between interactive and view only mode at any time.

In order to share the web browser, your contact should be logged on to the remote machine. Click on the links below for more
information on initiating and accepting the browser sharing.

«  How to Share a Web Browser With a Contact

«  How to Accept an invitation to Use a Shared Web Browser

4.5.1. How to Share a Web Browser With a Contact

Start a chat session with the contact by double clicking on the contact from the main interface or by right clicking on the contact
and selecting 'Chat’ from the context sensitive menu.
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L3 EasywPN . testuser720 @ gmail.com (testuser720 @gmail.com) - Conversation

™ . = b o 5 )
= “ s » @ g 0. & O e
Send Info Claar Sound off Remote Invite Share App Share Web Dizplay picture

i testuser720@gmail.com is away

i Waiting for testuser720@gmai.com to accept share web request.

Text ' Smilies 2D Nudge

Comaodo Introduces Trustworthy No-cost Registry Cleaner for Windows Systems

-
-y

Click on the Web Shared button :x=iard from the conversational dialog.

Wait till your contact accepts the request. On acceptance by your contact, the default web browser of your system will open
inside the conversational dialog, with a default page. Type your desired web address in the Address field.
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LY EasyvPn . testuser720@gmail.com (testuser720@gmail.com) - Conversation

™ 1 = - e )
- ¢ < ® @ g 0 & O
Send Info Clear Sound off Remote Irwite Share App Share Ueb Display picture

i Waiting for testuser? 20@agmail.com to accept share web request.

i testuser720@gmail.com has accepted your share web request.

w iGoogle - Mozilla Firefox EI@

File Edit View History Bookmarks Tools Help

@ - C 72 *¥ http://wwav.geogle.com/ig bR

2] Mast Visited P Getting Started 5 Latest Headlines

'.'.-" goole.com P| Q

| Ricoogle | =] -
Web |mages Videos Maps MNews Shopping Gmail more v Classic Home | Search settings | Sign in

¢
Advanced Search
Langusge Tools

Google Search ] l I'm Feeling Lucky ]

Create your own homepage in under 30 seconds

Select Interests: (Choose all that apply)
Done

Text ¥ Smilies 2D Nudge Share Yiewer 0nlzﬂ Layout
Share Interactive
Share Viewer Onl

Comodo Improves HackerGuardian PCl Scanning Tool

Select whether you want to share the window interactively or allow your contact only to view the window from the drop-down
menu above the browser window.

Share interactive ﬂ

share interactive
share viewer only

You can continue your browsing activities and your contact will also be able to work on it simultaneously or view the window
from his/her conversational dialog.

4.5.2. How to Accept an invitation to Use a Shared Web Browser

If any of your contacts initiates a web browser window sharing session, you will be asked to accept or decline the request. Click
Accept to start the window sharing. The browser window will be opened in the conversational dialog.
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a EasyVPN - Robert Black (robert_black@mail.ru) - Conversation

™~ - e = T
= P Vo ®» & B - = %) i
Send Infa Clear Sound on Remote Ireite Share App hare e Display picture
= y Ea
L Robert Black would like to Share weh to you. —
Accept or Decline
Lvou have accepted the share web request, v

) Google Maps - Mozilla Firefox

File  Edit “iew History EBookmarks Tools  Help

@ = c 1t ".l http:/fmaps.google. com/ T ".l" google,corm )_

Mosk Yisited |j Getting Started |5 | Latest Headlines

& - | http:maps.googls. com/ v m ‘M Google Mail € Comods (€ Comodo Secure 4 Google >
-"l Google Maps -+ -

Web |mages Y“ideos Maps MNews Shopping Gmail more »
testuser720@gmail.com | My Profile | & Mew! | Web History | My Account | Help | Sign out

GOLJSIQ ma DS « Search Maps | Show search options

Get Directions My Maps « Print [] Send == Link
[rone

Text ¥ Smilies 2 Nudge Layout  Fit to size

Send Q

Comodo CEQ Downloadahle on Practical Ecommerce Podeast

You can change the position of the browser window by selecting appropriate controls above the window.

Shared Application Window - Position Control

Control Description

Layout Clicking on the 'Layout' opens the drop-down menu as shown below:
Layout  Fit to size

+Right

Paop Ot

Center - Displays the shared browser window horizontally below the chat area in the
conversational dialog.

Right - Displays the shared browser window vertically at the right hand side of the chat
area in the conversational dialog.

Fit to Size Fits the shared browser window into the available space below/beside the chat area as chosen in
the Layout option.
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Shared Application Window - Position Control

Pop out Displays the shared browser window as a separate window.

Note: You will be able to involve in the browsing activities only if your contact has selected 'Share interactive' option while
initiating the sharing session.

4.6.How to Connect to Your Own Machine at Home/Work

EasyVPN enables to take control of your desktop at home while you are at work and vice-versa. For example, you might have
logged on to your office network from your desktop at office or your laptop and wish to have access to your desktop at home at
required situations. EasyVPN provides an easy way to connect to your own machine from another machine seamlessly and
securely, without you sitting in front the machine to accept the connection.

To have the ability to connect to your home machine from the machine at work

»  Register an account with your primary email address at work computer and another new account at home
computer with your alternate email address. See Register a New Account for more details.

- Create a new network and join the network from both of your accounts at work and home. See
How to Create a New Network and How to Join a Network for more details.
»  Add your username at home as a new contact in the EasyVPN installation at the machine at work.

»  Apply for a digital certificate for your primary email address, download and install the digital certificate on your
machine at work. See Appendix 1 - Obtaining Digital Certificate for more details on downloading and installing
your certificate.

- Configure the mail client on your machine at work to encrypt and digitally sign your emails using this certificate.
«  Compose an email to your alternate address from your primary address and send the mail.

«  On receiving and opening the mail at your machine at home, your certificate will be installed at the home
computer.

«  Configure your EasyVPN installation at home as follows:
i. From the main interface click Tools > Options > Desktop Control.
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LY EasyVPN - Options

Profiles [#] &llowe users to remotely connect to this computer
General ACtess Control

You can configure swhich users will be allowed to connect to this computer and
the authentication scherme to allow access.

-1ral i | Configure...
Application Sharing Get an e-mail access cerdificate now

ath Party I

Ferfarmance
Configure the performance setting when | initiate Desktop Contral

Speed | { = Guality

Hot key
Select a Hot kKey to terminate active Deskiop Control sessions

[ Ok H Cancel l Apply

ii. Select the check box 'Allow users to remotely connect to this computer' and click 'Configure'. The
'Configure’ dialog will open.
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n EasyVPN - Configure

You can configure which user will be allowed to connect to this computer
andthe authentiction scheme to allow access

Select the authentiction scheme to be used forthe followling.lUsers ar Groups.

&8 All Others

Remaove

@ Allow remote access when | click Accept

(7 Allow automatic remote access

Passwaord Only

Set Passwaord Password..

(") Turn off Desktop Control for this groupluser

Ok ] [ Cancel

iii. Click 'Add'". The 'Choose User' dialog will open.
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LY EasyVPN - Choose user

Select a user to your Remote User
m Access List

Contact Network

Filtestuser720@gmail.com (testuser720(@gmail com:
[T15usan Johnson (susanj@mail.ru)

[ Add H Cancel

iv. Select your username as registered with the primary email address at work. The user name will appear at
the upper pane in the 'Configure' dialog.

v. Select your username from the upper pane and select 'Allow automatic remote access' from the lower
pane.

vi. Select 'Certification Only" authentication type from the drop-down menu.
vii. Click 'Choose' button to select the access certificate. The 'Select Certificate’ dialog will appear.
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ZUY Select Certificate

Selectthe auf
Select the certificate vou want to use.
£8 w1 Others
i RobertB
Issued to Issued by Intended P... | Friendly na...  Expiration ...
Eaan cer...  AsA Certifi.,  <alz Comadao &8...  12/31/2028
£ Robert Bl.,. UTM-USERF... SecureEma... Robert Blac,.. &f11/2011
LITN-LISE. . AAA Certfi..,  Client Auth...  UTM-USERF... 12)31/2028
Fobert Black
O miowref | £ | [
& Allow al (o]4 I l Cancel ] [ Yiew Certificate

Cedification Only

Access Cedificate

(==

() Turn off Desktop Caontral far this group/user

Ok H Cancel ]

d

viii. Select your own certificate and click 'OK'.
ix. Click 'OK" in the 'Configure' dialog.
x. Click 'Apply" in the 'Options' interface for your settings to take effect.

Now your home computer is ready for access from your work computer. All you have to do is to logon to EasyVPN from your
home computer with your alternate email address and leave it unattended. You can logon to EasyVPN from your work computer
with your primary email address and initiate a remote desktop access control to your home computer. The connection will be
established without having to accept the connection request at the home computer.

4.7.How to Leave a Network

To leave a network

«  Right-click on the network's name in the 'Networks' tab.
»  Select 'Leave a network' from a context menu.

Comtacts Hetuuurlu

Conference Chat
5* Create a Hew Network...
bo| AT Leave Network
Disable VPN

Lo Susan Johnson
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»  Confirm you wish in the dialog that appears.

LY EasyVPN - Warning

Are you sure you want to leave the network “test_net2” 7

Ok ] [ Cancel

4.8.How to Change your Access Password

Note: The procedure explained in this page is for changing the existing password to a new one. If you have forgotten your
password, you have to reset to a new password by clicking the Forgot Password link from the login interface. Click here for
more detalils.

To change your access password

«  Navigate to Tools > Options > My Details
«  Click 'Change’ button under 'Login Password'. The 'Change password' dialog will open
«  Type your password specified during registration in the 'Enter old password' text box

«  Type your new password in 'Enter new password' text box. The password strength meter at the bottom indicates how
strong your password is. Set a password with a combination of alphabetic, numeric and special characters and with
sufficient length to be stronger.
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E-rnail address: testuser? 20i@urnail.corm

General

First Mame: testusert
Sounds

Ceskio LY EasyVPN - Change password

Applica
Enter old password &
ath Par

Enter new password P ——

Confirm new password

e

Paszzword Strength 1

oKk || cancel

Log-on Passward

Allowe you to change you log-on password

C e D
|

[ (0] 9 H Cancel ][ Apply ]

»  Retype your new password in the Confirm new password text box.
«  Click 'OK..
«  Click 'Apply"in the 'Options' interface for the changes to take effect.

4.9.How to Reset your forgotten password

Comodo EasyVPN allows you to access the services and retain contacts with your friends even if you have
forgotten your access password.

You can easily reset to a new password with a few steps and continue accessing the service.

To reset your password

Sign me in

’ Register a new account ]

Faorgotten yaur passward?

WWW.colmoedo.com
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»  Click the 'Forgot Password' link at the bottom of the login window.

You will be taken to the password reset page of Comodo EasyVPN website.

cOoOMODO
Creating Trust Online® Choose & Courtry / Region :

Fartners

secure Aceourt Login | [~ ||eo]

Forgotten Password?

First, please confirm your account by typing your email (T [ SR

address in the space below: Secure against Internal and
4 it External Threats. Easy to use
CEOu: Perzonal Fireweall + Antitirus

Free Dowenload | Maore Info

Contact Sales:

sales@comodo.com Comodo Anti-Malware
Telephone: The kest to stop and remaove
Tel: + 1.888.266.6361 *roatkits® in real time.

Tel: + 1.703.581.6361
Free Dowenload | Maore Info

«  Enter your email address in the text box and click 'Submit'. Comodo will confirm the validity of your account...

cCOMODO
Creating Trust Online® Chaose a Country f Region :

Partners Contact Us

secure Azcount ogin [ U~ | - 0 [leo]

Forgotten Password?

_ . Comodo Internet Securi
Account confirmed. An email has been sent to your iy

address with instructions on how to complete the Secure against Internal and
passwordreset process. External Threats. Easy to use
Perzonal Firewall + Antivirus

Free Download | More Info

Contact Sales:

sales@comodo.com Comodo Anti-Malware
Telephone: The best to stop and remove
Tel: + 1.388.266.6361 *roctkits* in real time.

Tel: + 1.703.581.6361
Free Download | More Info

... and send and email to you with instructions on resetting the password.

«  Click the link in the email (or copy the address given in the mail and paste into the address field of your browser)
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[Comodo Account Password Reset] Forget Password Mail  nbes | »
noreply@comode.com to me show details 8:02 AM (1 minute ago) | 4y Reply | ¥
Dear testuser720@gmail.com,

We have received a Password Reset request for the account with the username "testuser20@& gmail.com”.
To confirr that you rmade this request and to complete the reset process, please click the fallowing link:

http:ffeasy-vph. comodo. comfreset-code php?resetCode=500412873beeea3bdecdsScalB0487 AB0bEESacEfec1 1970834 bEEbal13e

If you did not make this request andfor do not wish to change your password at this time then please ignore this email.

This is an automated message - please do no reply to this email. If you have any further questions, please email
support@comodo. com guoting your user-name and order number.

Regards

EasywpnSenice

You will be taken to the page for entering your new password.

Please type and confirm your new password in the
spaces provided:

Mesvy password:

Retype nesw password:

- Type your new password, retype your new password for confirmation in the respective fields and click 'Submit'. A
success message will be displayed.

@ Reset Password Successful!

That's it!!

You will now be able to login to your EasyVPN account with your new password. All your settings will be retained without any
change.

5.Comodo EasyVPN Uninstallation

To uninstall the Comodo EasyVPN application:
»  Click Start > Control Panel

»  Inthe Control Panel select 'Add/Remove Programs'

In the list of currently installed programs, click the Comodo EasyVPN
«  Click the 'Change/Remove' button.

OR

Navigate to 'Start > All Programs > Comodo > Easy VPN > Unistall'.
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LY comoDo EasyvPn
All Programs B ICQ7.2 @ Help Guide

! . ]inEl Lninstall
ﬁ| Log off |0 | Turn OFF Computer

The Comodo feedback web page will appear.

COMODO z

Creating Trust Online® AboutUs | Resources | Mewsroom

Products Home & Home Office E-Commerce Small to Medium Business Large Emterprise

Home & Home Office » Software Removal Survey

* Internet Security Software S{jma re R emaova I S u Wey

* PC Support & Maintenance Uninstalling Comodo?
Thank you far using Comoda. Ta help us improve aur product, please take a moment to tell us
» Email Security & Messaging wihy you are uninstalling:

Reasan far uninstalling:
* Browsers & Toolbars

‘Please select v

v Backup & Restore lease seledt
Caused my system to crash

Conflicts with my other software

C:omada Backup I require dedicated support
. Upgrading to latest version
Online Backup Satisfied user

Zomaodo Time Machine

Your feedback information is highly appreciated!

Comodo EasyVPN User Guide | © 2011 Comodo Security Solutions Inc. | All rights reserved 75



Comodo EasyVPN - UserGuide /~  comeze

Appendix 1 - Otaining a Digital Certificate

You can obtain and install a free digital email certificate from Comodo to authenticate yourself to others with a simple two step
process. If any of your contacts have opted for certification type authentication for you, you can gain access to their desktop
securely and seamlessly.

Background:

Digital Client Certificates are an easy to deploy and effective PKI solution for enhanced user identification and access controls.
The client certificates are delivered electronically, and can be automatically installed on just about any computer or mobile
device. Each certificate establishes a user's unique identity to a remote server application. This certificate, once installed into the
certificate store of the user's Internet browser (e.g., Internet Explorer, FireFox, Opera) will be requested and verified every time
the user logs into a remote server application and will authenticate them as the genuine account holder.

If your contact has allowed you automatic access to their desktop and specified 'Certification Only' or 'Password and
Certification' as the authentication type, then their installation of EasyVPN will require your machine to provide a digital
certificate before it will grant you access. This digital certificate will authenticate your identity to the machine that you are
connecting to.

Setting up EasyVPN to authenticate using a digital certificate involves two main steps:
»  Download and install your digital certificate;

- Send this certificate to your contact by sending them a signed email.

To obtain and install your email certificate

«  Click Tools > Options > Desktop Control

LY EasyVPN - Options

Profiles [#] Allow users to remotely connectto this computer
zeneral Access Contral
Sounds You can configure which users will be allowed to cannect to this cormputer and

the authentication scheme to allow access.,

Desktop Contral

Application Sharing Get an e-mail access cedificate now!

3th Party [
Ferfarmance
Configure the performance setting when | initiate Deskiop Control

Speed | { == Guality

Hot key
Select a Hot Key to terminate active Deskiop Control sessions

[0]:4 ] [ Cancel Apphy

«  Click the link 'Get and e-mail access certificate now!". You will be taken to the Comodo webpage for downloading the
free certificate.
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COMODO -

Creating Trust Online® AhoutUs | Resources | Mewsroom |

Products Home & Home Office E-Commerce Small to Medium Business Large Enterprise

Home & Home Office » Email Secarity * Free Email Certificate

> Internet Security Software Free Secure Email Certificate

Price: 100% Free
* PC Support & Maintenance Email certificates allow you to encrypt and digitally sign —
vour emails so they cannot be intercepted, read or
modified by anyone except the person you sent them to.

v Encrypt email to ensure confidentiality v Integrates easily with Microsoft® Catlook®

v Email Security & Messaging

Sl v Digitally sign to ensure data integrity v Also sign Microsoft® Word® documents

¢ Free Email Certificate

v Compatible with all major email clients v Download and install within minutes
AntiSpam

EasywFM

v Protection against identity and data theft « Completely free of charge

»  Click the Free download button to initiate the certificate download and installation process. The process consists of
two steps.

Step 1 Providing your details and accepting the Subscriber Agreement

«  Fillup the application form that appears.
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comono 23

Secure Email Certificates

Application for Secure Email Certificate Step 1: Provide details
foryaur cerificate
Your Certificate Details —

These details will be visible to people who use your certificate. They are required: Step 2: Collectand
First Marme |Rc.bert install your cedificate
Last Mame |B1ask
Email Address roblackl49@gmail.com
Country United States v

Frivate Key Options
ey Size (hits): High &rade w

Fevocation Password
Ifyou believe the security of yvour cerificate has heen compromised, it may be revoked. A
revacation passwaord is reguired to ensure that only you may revake vour cerificate:
Revocation Password  [sssssssssssssss
Re-enter Revocation
FPassword
Comodo Mewsletter Optin?

Subscriber Agreement

Flease read this Subscriber Agreement before applying for, accepting, or using a digital
cerificate. [fyou do not agree to the terms of this Subscriber Agreement, do not apply for, accept,
or use the digital certificate.

Email Cerificate Subseriber Agreement s

THIS AGREEMEMT CONTAIMNS A BINDING ARBITRATION CLALSE.
FLEASE READ THE AGREEMENT CAREFULLY BEFORE ACCEPTING
THE TERMS AND CONDITIONS.

IMFORTANT-FLEASE READ THESE TERMS AND CONDITIONS
CAREFULLY BEFORE AFFPLYING FOR, ACCEPTING, OR USING A
COMODD EMAIL CERTIFICATE. BY USING, APFLYING FOR, OR
ACCEPTIMG A COMODO EMAIL CERTIFICATE OR BY ACCERTING

THIZ AGREEMEMT BY CLICKING ON "l ACCEFPT" BELDWY, 01
ACKNOWLEDGE THAT %'0OU HAWE READ THIS LICEMSE

AGREEMENT, THAT wOU UNDERSTAMD IT, THAT w0OU ACCEPT

THE TERMS AS PESEMNTED, AND AGREE TO BE BOUND BY ITS
TERMS. IF¥OU DO NOT AGREE TDO THE TERMSE AND COMDITIONS

OF THIS SUBSCRIBER AGREEMEMNT, DO MOT APFLY FOR, ACCEPT, s

Agree & Continue

»  Read the Email Certificate Subscriber Agreement and click 'Agree & Continue' to continue. You will be prompted to
enter a Master Password. This password is required whenever you want to import, export or backup the certificate in
future.

Password Required |-')_(|

—_—

jj—) Please enter the master password For the Software Security Device,
-

I

[_ (84 ] [ Cancel

«  Click 'OK'. The key generation progress will be indicated.
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Generating A Private Key

ke Generation in progress,.. This may take a few minutes. .,

Please wait...

- On completion, a success indication will be displayed. You will be sent an certificate collection email.

comMobo 2 2

W s W i W B s, W
Application for Secure Email Certificate e
. Step 1: Provide details
Application is successful! foryour cerdificate
Detailz on hiow to collect wour free Secure Email Cerificate will be sent to Step 2: Collect and
testuser720@gmail.com. install your certificate

Congratulations on choosing Secure Email Certificates to Keep yvour email confidential.

Step 2 Collection and Installation of the Certificate

«  Click the button 'Click & Install Comodo Email Certificate' in the certificate collection email.
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COMODO Tel Szles - +1 228 2EE 6361

Fax Sales :
+1.201.9532.9003

Your Comodo FREE T2 S——
Personal Email Certificate
Is now ready for collection! -~ -

Crear Test 1, Horer to encrypt mail

Step 1
Congratulations - your Comodo FREE Personal Secure Email Cedificate is now

- i .
ready for collection! Wou are almost able to send secure email! Cregte 3 new il

Simply click on the button below to collect wour cerificate, L N
L= P ey
i = B i B el
LIS 5 maty
Click & Install Comodo Email Certificate ::.-..,-. o = S
L & s g
Mote:- If the abowe button does not word, please navigate to Step 2
httpsfizecure. comoda.net/products!SecureEmailCerificate CallecZ Enter waur )
email addresz and the Collection Pasaward mhich is: 7iHESMHNAASS hZn Dotz iifg Qpileus (Bt

“four Comodo FREE Personal Secure Email Cedificate will then be
automatically placed into the Cerificate store on your computer.

Click "7v'es" if wou see a "Potential Scripting Wiolation" window asking "Cra you
want this Program to add Cedificates now?

Step 3

- . ; Choose "Security
Flease visit http:dan. comodogroup. comfsuppotfproducts’em ail certss Setting=..." and click "Add

index himl for guidance on configuring wour email client to use your cerificate | digital signatures"

to secure email.

Mote:- Wire strongly recommend that vou export wour cedificate to a safe place in
case wou need to reload it later. For details, please see L

[ T ————
[F T P —

hitp: e, instantssl. comissl- cedificate-supportfserver faglssl-email- [yl iy e bl R
[——

cenificate-fag.html. B

“ou can revoke your certificate by clicking on the button belaw.

Your email certificate will be automatically fetched from the Comodo server and installed it in your system and a confirmation
dialog will be displayed.
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! Your personal certificate has been installed. You should keep a backup copy of this certificate.
& ":l

Your digital certificate has now been installed in the Windows Certificate store and is ready for use. You can check your
certificate is present by opening Internet Explorer and clicking Tools > Internet Options > Content > Certificates > Personal. In
order for your contact to be able to select this certificate in EasyVPN for the purposes of authenticating your connection, you first
have to it to them. This is done by simply sending your contact a signed email. See the next section, 'Sending your certificate to
your contact' for an explanation of how to do this.

Sending your certificate to your contact

After installing your email certificate, configure your mail client to use this certificate for encrypting and digitally signing your
email messages by following the instructions given in the certificate collection email. Once you send a digitally signed email,
your certificate will also be installed in your contact's machine and can be selected from within their installation of EasyVPN for
the purpose of authenticating you.

Compose a friendly email and send to all your contacts.
In order to make your email client like Outlook to use your certificate to encrypt and digitally sign your emails:
+  Click Tools > Options > Security.

«  Click the 'Settings' button under the Encrypted e-mail area. The Change Security Settings dialog will open.
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| Preferences I Mail Setup || Mail Format || Speling |
Security | Other || Mail Anti-Virus |

Encrypted e-mail
% Encrypt contents and attachments for outgoing messages
Add digital signature to outgoing messages
Send dear text signed message when sending signed messages
[]Request 5/MIME receipt for all 5,MIME signed messages

E ——
Default Setting: |My 5/MIME Settings (jsmith@exa "
—

Security Zones

J Security zones allow you
content can be run in
i Security Setting Preferences
Zone: i) Restricted . .
Security Settings Name:

Download Pictures | My S/MIME Settings (jsmith@example.com) » |
[ Change Automatic Do

Change Security Settings

Cryptography Format: |5,.'MIME L7 |

Digital IDs {Certificates
7 { ) Default Security Setting for this cryptographic messaage format

e Digital IDs or Certificates 3
identity in electronic trans; Default Security Setting for all cryptographic messages

[Security Labels. .. ] [ Mew ] [ Delete ] Password. ..

Certificates and Algorithms

[ Signing Certificate: | ( Choose... (N

Hash Algorithm: |5HAL v

Encryption Certificate: | | l Choose...

Encryption Algorithm: | IDES w |

Send these certificates with signed messages

L Ok J l Cancel

«  Click 'Choose' button beside the Signing Certificate text box. The Select Certificate dialog will open.

Select Certificate

Select the certificate you want to use,

Issued to Issued by Intended P... Friendly na... Expiration ...

E2° lohn Smith  UTH-USERFir .. e Johin Smith afa/2010

i 1

|

L Ok J [ Cancel ] [ View Certificate

»  Select your email certificate and click 'OK.

»  Outlook will automatically select the same email certificate as your Encryption Certificate. If not, click the 'Choose'
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button beside the Encryption Certificate text box and select your email certificate from the Select Certificate dialog.

«  Select the check box 'Send these certificates with signed messages' to ensure that your certificate is sent to your
contacts/recipients.

«  Click 'OK"in the Change Security Settings dialog.
«  Click 'Apply" in the Options dialog for your settings to take effect.

Now you can configure your email client to automatically sign and/or encrypt your emails OR you can manually sign and/or
encrypt the mails you are composing.
To configure your email client to automatically sign and/or encrypt your emails

+  Click Tools > Options > Security.

«  Click the 'Settings' button under the Encrypted e-mail area. The Change Security Settings dialog will open.

Options

| Preferences [ Mail Setup || Mail Format || Spelling |
Security | Other || Mail Anti-Virus

Encrypted e-mail
EE_ [*|Encrypt contents and attachments for outgoing messaoges:
Add digital signature to outgoing messages

send dear text signed message when sending signed messages
[ ]request 5MIME receipt for all 5MIME signed messages

Default Setting: EMy S/MIME Settings (jsmith@exa E Settings...

Security Zones

Security zones allow you to customize whether scripts and active
content can be rum in HTML messages.

Zone: (S Restricted sites v | | zone settings...

Download Pictures

[ Change Automatic Download Settings. .. ]

Digital IDs (Certificates)

e Digital IDs or Certificates are documents that allow you to prove your
identity in electronic transactions.

[ Impart/Expart. .. ] [geta Digital ID. ..

Ok ][ Cancel ] Appl

«  Select the check boxes beside 'Encrypt contents and attachments for outgoing messages', 'Add digital signature to
outgoing messages' and 'Send clear text signed message when sending signed messages'.

Your email client will encrypt and digitally sign all the email messages sent by you.

To manually sign/encrypt the emails you send

«  Compose the email as usual.

«  Click the 'Digitally Sign Message' button E‘to sign the message
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«  Click the 'Encrypt Message Contents and Attachments' button to encrypt the message and the contents.
«  Send the message to your contact.

Your contact will now be able to authenticate you by selecting your certificate while configuring the Remote Desktop Control -
Access Control in their EasyVPN installations.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc. Comodo CA Limited

525 Washington Blvd. Jersey City, 3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
NJ 07310 Salford, Greater Manchester M5 3EQ,

United States United Kingdom.

Tel : +44 (0) 161 874 7070
Fax : +44 (0) 161 877 1767

Tel: +1.888.256.2608
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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