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1 Introduction to Comodo Forensic
Analysis

It is estimated that traditional antivirus software can only catch 40% of all malware in the world today. The other 60%
are 'unknown'. An advanced persistent threat (APT) is an 'Unknown' piece of malware that is so well disguised it can
be months before a traditional antivirus catches up to it. These malicious files reside on the victim's computer during
this whole time, executing their payloads all the while.

Comodo Forensic Analysis (CFA) is a lightweight scanner which identifies unknown, and potentially malicious files,
residing on your network. After scanning your systems, it will classify all audited files as 'Safe', 'Malicious' or
'Unknown'. While 'Safe' files are OK and 'Malicious' files should be deleted immediately, it is in the category of
'Unknown' that most zero-day threats are to be found. The CFA scanner automatically uploads these files to our
Valkyrie servers where they will undergo a battery of run-time tests designed to reveal whether or not they are
harmful. You can view a report of these tests in the CFA interface. You can also opt to have detailed scan reports
sent to your email. The CFA interface displays results of both files analyzed by Forensic Analysis and Valkyrie
analysis.

COMODO Forensic Analysis Tool

Scan Completed (Files: 1284 | Computers: 1 of 1) @ Previous Scans Create Report Options @ Help

T Mew Custom Scan

nl_ Start DHsoovery

Mame Size Verdict

L!E Iocalhost (1270001} Completed: Total fikes scannad: 1384, Unknown: 2. Malicious: 0.

| crpragram filesywindowsappsymicrosoft skypeapp_14.30.222.0_x64_ kzfaqufiargScskypebri. 544 KB Mo Threat Found
I__.-'@ chprogram hlesywindowsappsymicrosaoflwindows. photos_2019. 18114177 1000_x64_Bwekyh... 3 MB Clean
|__"' chprogram filesywindowsappsimicrosoft. skypeapp_14.39.222.0 x84 kefquf3izgSo skypepr. 19 KB Mo Threat Found

Please enter your email to receive a detailed scan results report: Sulbsmit

Comodo Forensic Analysis Tool is part of the Comodo ONE portfolio of security solutions. visit one.comodo.com to leam how Comoda can help protect your environment

Features
«  No installation required, just run the portable application on any computer in the network

+  Scan local machines or specify target endpoints by Active Directory, Work Group or network address. The
scan discovers all computers available in a given network

+  Unknown files are automatically uploaded to Comodo Valkyrie and tested for malicious behavior
«  Comprehensive reports provide granular details about the trust level of files on your endpoints
This guide takes you through the use of Comodo Forensic Analysis and is broken down into the following sections:

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 3
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+ Introduction to Comodo Forensic Analysis
+  Run Forensic Analysis
«  Scan Computers

+  Scan Computers in an AD Domain
+  Scan Computers in a Workgroup
+  Scan Computers by Network Addressees
+  Scan your Local Computer
+  Scan Results

« Discover Computers
+  Reports
«  Executive Report

»  Device Report
+  Program Report

2 Run Forensic Analysis

Comodo Forensic Analysis can be downloaded from https://enterprise.comodo.com/freeforensicanalysis/

After saving, you can launch the tool by double-clicking on the setup file. No installation is required.

COMODO Forensic Analysis Tool

Discovery Completed

wrstart Disconery

Q

[E] Name e

= L3 107085100 10.108.51.10
® L winio 10.108,51.12
[m L3 caltransferdad 10.108.51.36
= L 10.108,51.53
[E [J scooos 10.108.51.54
[w [d seooo 10.108.51.56
m L seanos 10.108.51.58

m L3 seooos 10.108.51.60

Comaodo Forensac Analysis Tool is part of the Comodo OME portfolio of secunty sclutions. Vst one.comodo.com to learn how Comodo can help protect your environmeant,

2.1 The Main Interface

The main interface of the tool allows you to configure and run scans, view results and generate risk reports.

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 4
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Title Bar Menu Bar

COMODO Forensic Analysis Tool

Scan Completed (Files: 1405 | Computers: 1 of 34) @ Previous Scans @ Create Report @ Options @ Help

®  Mew Custom Scan

Main Display Area
View scan results

L L
Mame Size Verdict I
L5 10085110 (10.108,51.100 Unknown error railed
;_. Win10 (10.108.51.12) Login probdem: invalid username or bad password. Failed
# calttransferQdd (10.108.51.36) Unknown error Faibed
;_. seol14 (100108.51.53} Unknown error Faibed
SEO00d (10, 108.51.54) Unknown errar Failed
;. SEO007 (10.108.51.56) Unknowm error Faibed

Please enter your email to receive a detsiled scan results repaort: _ Susbnnit

Cornodo Forensic Anelysis Tool is part of the Comodo ONE portfolio of security solufons. Visit one.comodo.com to learm how Comodo can help protect your environment.

Email Form Area

Main Functional Areas

- Title Bar - Displays the scanning progress. You can also minimize, maximize and close the application by
using the controls at the far right.

+  Menu Bar - Contains the controls for using the application.

«  Options - Displays the port numbers that CFA uses to communicate with our file lookup service (FLS).
The FLS is used to deliver real-time verdicts on the trust status of unknown files. Admins should leave
these ports at the default.

FLS TCP Pant ap

FLS UDP Rart

- Create Reports - Generate a detailed report of the scan results. See 'Reports' for more details.
+  Previous Scans - Shows your most recent scans.

+  Help - The 'About menu entry shows product and version information. Refer to 'About Comodo
Forensic Analysis for more details. The 'Agent Requirements' menu entry contains troubleshooting
advice if you experience problems connecting to your target computer.

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 5
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+  Search - Allows administrators to search for listed endpoints by name.

«  Main Display Area - Displays details of scanned endpoints and the results from Valkyrie. Refer to the
sections 'Scan Computers' and 'Scan Results' for more details. Also contains controls for launching local
and custom scans:

«  Scan Now - Scan endpoints on your local network to identify unknown files. Refer to section
'Scanning Computers' for more details.

+  New Custom Scan - Scan endpoints in a Workgroup, Active Directory, or Network Addresses. You
can also scan your local computer. Refer to the section 'Scan Computers' for more details.

+  Detailed Scan Results — Opens Valkyrie results. Valkyrie is Comodo's file-verdict system, which
comprehensively tests files to see if they exhibit malicious behaviour.

+  Start/Restart Discovery — |dentify the number of machines available in the given network. See
Discover Computers for more details.

«  Email Form Area - Enter your email address after the Valkyrie analysis is complete to receive a detailed
scan report.

3  Scan Computers

You can use any of the following methods to scan your target computers:

+  Active Directory - Suitable for a corporate environment where a large number of endpoints need to be
scanned.

«  Workgroup - Scan computers that belong to a local work group
+  Network Address - Specify target endpoints by host name, IP address, or IP range
«  This Computer - Run a scan on your local device.

Unknown files discovered by the scan are automatically submitted to Comodo Valkyrie for further analysis. The
Forensic Analysis tool shows results from the initial scan, and in-depth results from Valkyrie.

COMODO Forensic Analysis Tool

Discovery Completed ious Sc e Repo Options () Help

Hdart Discovery

[=] LI 101085190 10.108.51.10
m Cd winto 10.108,51.12

[E 3 calitransferdad 10.108.51.36

m [J seomia 10.108,51.53

= [ stoo0s 10.108.51.54

@ L3 seoooi

Comodo Forersac Analysis Tool 1s part of the Comodo OME portfolio of securnty sclutions. Vistt one.comodg.com to leamn how Comodo can help protect your environment,

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 6
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«  Previous Scans — View the results of your recent scans in chronological order. Double-click on the name of
the scan to view the last CFA scan result page

+ Detailed Results - View Valkyrie results. Files with an 'unknown' trust rating are uploaded to Valkyrie for
more in-depth tests.

+  Current Scan - Return to the present results screen

+  You can also use the search box to look for specific scan results:

COMODO Forensic Analysis Tool

Previous Scans @ Current Scan Options @ Help
Scan Summary 5can Date Scan Target Scan Type
b_? Computers scanned: 1. Total files scanned: 35260, Unknown: 7. 2/2572019 12:57:56 P Local Computer Custom Scan Detailed Results
E—m Scan Canceled, 2262019 1.56:58 PR Local Compuler Cusick Scar
;9:' Sean Canceled. 27262018 20045 PM Local Computer Custom Scan
-EG Computers scanned: 1. Total files scanned: 1344, Unknown: 0. M. 2/26/2013 5:113:27 PM Local Computer Cuwsick Scan Detailed Results

Refer to the following sections for more details:
«  Scan computers in an Active Directory domain
+  Scan computers in a Workgroup
»  Scan computers by Network Address

+  Scan your Local Computer

3.1 Scan computers in an Active Directory domain

The Active Directory method lets you import and scan all endpoints in a domain.

+  Click 'Custom Scan' on the home screen to open the scan wizard:

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 7
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Discovery Completed s S ‘ ) Options (1) Help

[w] L3 101085100 10.108.51.10

[ LJ winto 10.108.51.12

| [ I P TTR A P 10 108 &1 28

[ Start Scan Wizard

[

| Select Scan Targets

i

1l

i — ()
Active Directory — MNetwork Addresses
Scan computers by | Scan computers by
selecting them from specifying IP addresses

Coma 0 Active Directory | y or endpomt names s
Workgroup - This Computer
SCan computers by Scan this computer
selecting them from
[ - ] Workgroup [ S ]

«  Select 'Active Directory' to open the AD configuration screen.
+  Enter the domain name and login details of your Active Directory domain:

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 8
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Domain Mame Enter Domain Name
Domain Administrator Ente main\Adr strato
Password Enter Password e

«  After successful authentication, the 'Select Computers' screen will open. Choose the endpoints you want to
scan then click next:

Start Scan Wizard X
O
== (&)
o=\ Select Computers
4 [F] test
[®] Computers
» [] Domain Controllers
Back Mext

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 9
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Start Scan Wizard X

v | Scan Credentials

Login Administrator

Password sssssssnss N

«  Next, choose one of the following scan types:

+  Quick Scan: Scans critical and commonly infected areas of target endpoints
«  Full Scan: Scans all files and folders on target endpoints.

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 10
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@ Help

2

Mame Sizre Verdict

I:P‘ DESKTOP-TTPOSPR (10.108.51.100) 3120 scanned {4.57%). Unknown: 0. Malicous: 2. In Analysis 21. n Progress

E_ TONYSTARK-PC (10.108.51,245) Login problem: imvalid username or bad passwaord. Failed

I:_';I WIN-CU20XE/DY3D (10.108.51.129) 3721 scanned (F.04%). Unknown: 0. Malicous: 0. In Analysis 175, n Progress
DESKTOP-1AMDSCT (10.108.51.104) This computer i not acessible offline
SKYHIGH-PC (10.108.51.192) This computer is not zcceszible Cffline
TOM (10.108.51.175) This computer is not accessible Offline
WIN-B719G19C0OHT (10.108.51.117) This computer is not accessible line

Please erler yaur emal 1o receve 3 delaled scan resulls r|_'|_1|_u|_: Su bt

Comado Forenses Analras Toal 15 parl of the Compda ONE porlahd ol secunty solulwns, Vs oné. comado.com b learn how Comado can helg pralec vour emaranmen

Scan progress is shown for each computer. Overall progress is shown on the title bar.
«  Stop Scan - Discontinue the scan process.

+  Results are shown in the CFA interface at the end of the scan. All unknown files are uploaded to Valkyrie for
further testing:

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 1
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COMODO Forensic Analysis Tool

Scan Completed (Files: 58864 | Computers: 2 of T) @ Previous Scans @ Create Report @ Opticns -@ Help

), =}

Mame Size Verdict

L? DESKTOP-TTPOAPR (10.108.51.100) Completed: Total scanned: 233500 Unknown: 10, Malicious: 4, In An. Completad

E. TOMNYSTARK-PC (10.108.51.245) Login problem: invalid username or bad password. Failed

@ WIN-CUZOXEIDY3D (10.108.51.129) Completed: Tolal scanned: 25521, Unknown; 84. Malicious: 1. In A completed
DESKTOP-1AMDSCT {10.108.51.104) This computer is not accessibe Offline
SKYHIGH-PC (10.108.51.192) This computer is not accessible. Offlin
TOM (10, 108.51.175) This computer is not accessible. Offline
WIN-B718G15C0OHT (10.108.51.117) This computer is not accessible oflie

Please enter your email to recene a detailed scan results report:

Comodo Forensic Analysis Tool is part of the Comodo CNE portfolio of secunty solutions, Visit gne.comodo.com te learn how Comodo can help protect your envircnment.

There are two ways you can view the results:
+  Group by Computer: Shows each computer on a separate row. Expand any row to view unknown files
found on that computer.

«  Group by File: Shows each unknown file on a separate row. Expand any row to view the endpoints on
which the file was found.

+  Detailed Scan Results — Receive a report from Comodo Valkyrie about the unknown files on your network.
Valkyrie is a file verdict service which inspects unknown files with a range of static and dynamic tests.

+  Enter your email address in the field at the bottom
+  Click "Submit' to receive the report at the address you supplied.

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 12
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DESKTOP-1AMDSCT {10.108.51.104)
SKYHIGH-PC {10.108.51,192)
TOM (10,108.51.175) This computer is not accessil i

WIN-B719G19COHT (10.108.51.117) Th

Please enter your email to recene a detailed scan results report: Submit

Comodo Forensic Analysis Tool is part of the Comodo ONE portiolio of security solutions. Visit one comode,.com to learm how Comodo g help protect your envirenment

When all the files are analyzed, you will recerve a detaded report at comedel@yopmail.com

Comada Farensic Analysis Tool is part of the Comodo OME portfolio of security selutions. visit one.comedo.com to learn how Comodo can help protect your environmeant.

Valkyrie results in the Valkyrie portal. Existing Valkyrie users can login by entering their Comodo username/password
or Valkyrie license number. If you do not have a license, click 'Sign Up' on the right to create a free account.

CVALKYRIE

COoMOoQ

Forensic Analysis Tool 5can Results

FOREMSIC ANALYSIS SCAN SESSION DETAILS

Show 35 | entries Search:
File Name Path SHA1 Last Activity v Final Verdict Human Ex
yoga.dil chprogram fileswindo..  16a7e57546a6McB3a5... | 2019-02-22 15:07:19  In Queue Mol Ready
skypeproxiesandstubs.dll | cprogram files'windo...  cbd20af3001d36b%95d5...  2019-02-22 15:07:18  In Queuwe Mot Ready
chakrabridge.dil ci\program files\windo..  1af202cal 7ocB1c6029., | 2019-02-22 15:07:17  In Queue Mot Ready
skypeapp.dl cyprogram fileswindo...  45fe255571179286608... | 2019-02-22 1507:17 © In Queus Mot Ready

Refer to the section 'Scan Results' for more details.

3.2 Scan Computers in a Workgroup

+  Click 'Custom Scan' on the home screen to open the scan wizard:

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 13
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Discovery Completed s S ‘ ) Options (1) Help

[w] L3 101085100 10.108.51.10

[ LJ winto 10.108.51.12

| [ I P TTR A P 10 108 &1 28

[ Start Scan Wizard

[

| Select Scan Targets

i

1l

i — ()
Active Directory — MNetwork Addresses
Scan computers by | Scan computers by
selecting them from specifying IP addresses

Coma 0 Active Directory | y or endpomt names s
Workgroup - This Computer
SCan computers by Scan this computer
selecting them from
[ - ] Workgroup [ S ]

«  Click 'Workgroup'
+  Select from available Workgroups, or enter the name of a Workgroup

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 14
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®) Search Available Workgroups (may take some time)

) Use Known Workgroup Name Enter Workgroup Nan

Back MNext

«  Select the computers you want to scan.

Start Scan Wizard X

=@
o=\ Select Computers
[ — ]
» [] comopo
» [ TEST
» [] WELCOME
» [E] WORKGROUP

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 15
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«  Next, enter the system's unique administrator username/password and choose one of the following scan
types:

+  Quick Scan: Scans critical and commonly infected areas of target endpoints
+  Full Scan: Scans all files and folders on target endpoints.

Start Scan Wizard

| Scan Credentials

Login

Password v

After successful authentication, the scanning of endpoints in the Workgroup will start.

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 16
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389 Scan In Progress... (Files: 1080 | Computers: 0 of 1) @ Help

L3

Q

Mame Size Verdict

g?_ localhost (127.0.0.1) 1080 files scanmed (38.33%), Unknown: 0. Malicious: 0. In Analysis 2, Im Progress

Please enter your email to recefve a detalled scan results report: _ Subrnit

Cormodo Forensc Anabysis Tool is part of the Comado OMNE portfolio af wrily solutices. Visil one.comodo corm to leamm how Comodo can helo prolect your emironimedl

Scan progress is shown for each computer. Overall progress is shown on the title bar.
«  Stop Scan - Discontinue the scan process.

+  Results are shown in the CFA interface at the end of the scan. All unknown files are uploaded to Valkyrie for
further testing:

COMODO Forensic Analy

Scan Completed (Files: 1405 | Computers: 1 of 34) @ Previous Scans @ Create Report @ Options @ Help

. Mew Custom Scan

‘% Start Discovery

Caution! Unknown/Potentially Malicious Files Are Found!

Comodo Forensic Analysis has scanned your emaronment and detected unknown and thes potenbially malhioous hles whech were
sent io Comoda '..n'.lll::,-rira for :ln:'ﬂ':ﬁi". because any new makware b-ngmc s an unknown file. Comodo U:llltylis' file nml:(.m platfonm wall
email you a link to the results of Forensic Analysis in the next few hours.

Qe chion keeps your endpoints free from malware now and in the future and provedes essenbal management
and -ﬂ:-nrmg -capamhlms t follows "Defaull Deny* posture which allows known files to freely un, blocks bad files and automatically launches
unknown files inside a secure container until a definitive verdict of “good™ or “had* is delivered. Comoda Auto-Containment™ feature allows to
use such unknown files with no impact to the usakbility and yet no harm to the system.

[ SECO0T (T0108.51.56) Unknown errar Faled

5 Seol03 (10.108.51.58) Unknown ervar o

Pleass enter your email to receive a detailed scan results report: m

Cornado Forensic Anelysis Tool is part of the Comodo ONE portfolio of security solutions. Visit one.comodo.com to keam how Comodo can help protect your emironment

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 17
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«  The results interface contains details of each scan you have run along with verdicts for each file discovered

COMODO Forensic Analysis Tool

Scan Completed (Files: 1384 | Computers: 1 of 1) (%) Previous Scans Create Repaort Options  (3) Help

) @
Mame Size Verdict
g localhost (1270001} Completed: Total files scanmed: 1384, Unknown: 2. Maboous: 0 Comgleted
:“ chyprogram Wes\wndowsappshmicroseitskypeapp_14.39.222.0 x64_ kef8gxi38zg5¢\skypebri... 4 KB Na Threat Found
:‘.ﬁ) chprogram fles\wandowsappsimicrosoft windows.photos_2019.18114.0 771000064 __Bwekyb.. 3 ME Clean
_“ chprogram files\windowsappsimicrosoftskypeapp_ 14.39.222.0 x64_ lafdqefidzghc\skypepr.. 19 KB Mo Threat Found

Please snter your email to receive a detailed scan results report: Submit

Comodo Forensic Anabvsis Tool is part of the Comodo OME postfolio of security solutions. Visit one.comodo.com to leam how Comodo can help protect your environment.

«  There are two ways you can view the results:

«  Group by Computer: Shows each computer on a separate row. Expand any row to view unknown files
found on that computer.

«  Group by File: Shows each unknown file on a separate row. Expand any row to view the endpoints on
which the file was found.

+  Detailed Scan Results — Receive a report from Comodo Valkyrie about the unknown files on your network.
Valkyrie is a file verdict service which inspects unknown files with a range of static and dynamic tests.

«  Enter your email address in the field at the bottom
+  Click "Submit' to receive the report at the address you supplied.

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 18
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1\
L3%% SIGN IN
SaE ) "
e VALKYRIE ==
k coMooo

Forensic Analysis Tool Scan Results

FORENSIC ANALYSIS SCAN SESSIOM DETAILS

Show 25 ~ | entries Search:
File Name Path SHA1 Last Activity » Final Verdict © Hur
OCEBCFOGES3458ADE26B6336... | WI27.000.1CWindow...  713f318f4405fbc1b30a..  2010-02-2518:14:06  Clean Clea
DSDDSTBEARES 21 AFDCOETCE... WIZ7.001CWindow...  cffb01b35738b602aba..  2019-02-251%14:05 Clean Clea
EDSECEOTEAAGI0SADC2075C0...  CAWindows.old\Wsers\... 28f0d2cB650d6ed14%e...  2010-02-25 1%:14:04  Clean Claa
6621ED1CAZOTAFEREI02E T BEF = 7337 77

Valkyrie results will be displayed in the Valkyrie portal. Existing Valkyrie users can login by entering their Comodo
username/password or Valkyrie license number. If you do not have a license, click 'Sign Up' on the right to create a
free account.

Refer to the section 'Scan Results' for more details.

3.3 Scan Computers by Network Addresses

Scan computers by IP address/range, or host-name.

+  Click 'Custom Scan' on the home screen to open the scan wizard:

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 19
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COMODO Forensic Analysis Tool

Discovery Completed s S ‘ ) Options (1) Help

[w] L3 101085100 10.108.51.10

[ [J winio 10.108.51.12

| [ I P TTR A P 10 108 &1 28

[ Start Scan Wizard

[

| Select Scan Targets

i

I

i — ()
Active Directory — MNetwork Addresses
Scan computersby - .. Scan computers by
selecting them from specifying IP addresses

Coma 0 Active Directory f = ) or endpomt names s
Workgroup This Computer
SCan computers by Scan this computer
selecting them from
[ - ] Workgroup [ S ]

+  Select 'Network Addresses' to configure scan targets:

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 20
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Start Scan Wizard X

e .. Network Addresses

10.108.51.100/255.255.255.0 Remove

Remove All

Back MNext

+  Network Address: Enter the IP address, IP range or host name as shown below:
« IP-10.0.0.1
+ IPRange - 10.0.0.1-10.0.0.5
+ IP Subnet - 10.0.0.0/24 or 10.0.0.0/255.255.255.0
«  Computer Name - Home Computer

+  Click the 'Add" button

Repeat the process to add more targets.

«  Click 'Next' to continue.

«  Login to the target device using either use the existing administrator credentials, or custom credentials.

«  Next, choose one of the following scan types:
+  Quick Scan: Scans critical and commonly infected areas of target endpoints
+  Full Scan: Scans all files and folders on target endpoints.

By default, the IP subnet details are added in the network address field. The CFA tool will start discovering
computers within the specified network, if the subnet details are given and then start the scanning process.

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 21
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COMODO Forensic Analysis Tool

29 5can In Progress... (Files: 1680 | Computers: 0 of 115] T & Report tior @ Help

(® Stop Scan

MName Size Verdict

E localhost (1270001} 1680 files scanned (2.33%). Unknown: 0L Malichous: 3. In Analysic 17, In Progress

Please enter your email to receive a detailed scan results report:

Comodo Forensic Analysis Tool is part of the Comodo ONE portfolio of sacunity solutions. Visit one.comodo.com to leam how Comoda can help protect your environment

Scan progress is shown for each computer. Overall progress is shown on the title bar.
«  Stop Scan - Discontinue the scan process.

+  Results are shown in the CFA interface at the end of the scan. All unknown files are uploaded to Valkyrie for
further testing:

COMODO Forensic Analysis Tool

Scan Completed fFiles: 25260 | Computers: 1 of 1) () Previous Scans (i) Create Report options (1) Help

_.E Mew Custam Scan

=1

Start Discoveny

X
@ Watch out! Malware Is Detected!

Comodo Forensic Analysis has scanned your envinronment and detected mabeare on one or more of the systems. We recommend
that you reconsider your current security posture to eliminate the danger of infecting your endpoints.

Comads Advanced Endpoint Protection keeps your endpoints free fram malware now and in the future and provides essential management
and reporting capahilities. 1t follows “Default Deny” posture which allows known files to freely run, blocks bad files and sutomatically launches
unknown files inside a secure container until & definitive verdict of *good* or "bed” is delivered. Comodo Auto-Containment™ feature allows to
use such unknown files with no impact to the usability and yet no harm to the system.

Plaase enter your email to receive a detailed scan results report: Subirmil

Comoda Forensic Analysis Tool is part of the Comodo ONE portfiolio of security solutions. Visit gne.comoda.com 1o leam how Comodo can help protect your emaronmaent
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«  There are two ways you can view the results:

«  Group by Computer: Shows each computer on a separate row. Expand any row to view unknown files
found on that computer.

«  Group by File: Shows each unknown file on a separate row. Expand any row to view the endpoints on
which the file was found.

+ Detailed Scan Results — Receive a report from Comodo Valkyrie about the unknown files on your network.
Valkyrie is a file verdict service which inspects unknown files with a range of static and dynamic tests.

«  Enter your email address in the field at the bottom
«  Click 'Submit' to receive the report at the address you supplied.

CWALKYRIE

COoMoDQ

Forensic Analysis Tool Scan Results

FOREMSIC ANALYSIS SCAM SESSION DETAILS

Show 25 ~| entries Search:
File Name Path SHA1 Last Activity v Final Verdict © Human Ex
yoga.dil chprogram fileswindo..  16a7e57546a6McB3a5... | 2019-02-22 15:07:19  In Queue Mol Ready
skypeproxiesandstubs.dl ciprogram files'windo...  cbd20af3001d36b%5d5..  2019-02-22 15:07:18  In Queue Mot Ready
chakrabridge.dil ci\program files\windo..  1af202cal 7ocB1c6029., | 2019-02-22 15:07:17  In Queue Mot Ready

Valkyrie results will be displayed in the Valkyrie portal. Existing Valkyrie users can login by entering their Comodo
username/password or Valkyrie license number. If you do not have a license, click 'Sign Up' on the right to create a
free account.

Refer to the section 'Scan Results' for more details.

3.4 Scan your Local Computer

The local computer options lets you scan files, folders and drives on the computer you are using.

+  Click 'Custom Scan' on the home screen to open the scan wizard:
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COMODO Forensic Analysis Tool

Discovery Completed s S ‘ ) Options (1) Help

[w] L3 101085100 10.108.51.10

[ [J winio 10.108.51.12

| [ I P TTR A P 10 108 &1 28

[ Start Scan Wizard

[

| Select Scan Targets

i

I

i — ()
Active Directory — MNetwork Addresses
Scan computersby - .. Scan computers by
selecting them from specifying IP addresses

Coma 0 Active Directory f = ) or endpomt names s
Workgroup This Computer
SCan computers by Scan this computer
selecting them from
[ - ] Workgroup [ S ]

+  Click 'This Computer'
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Start Scan Wizard

Select Scan Targets

Active Directory = Metwork Addresses

Scan computers by | B Scan computers by
selecting them from

specifying IP addresses
Active Director)

Cr endpoint Nnames

e ]

Workgroup This Computer
Scan computers by (t Scan this computer

Cancel

The three scan types will open.

Start Scan Wizard X

DESKTOP-TTPOSPR

® 87 [E@

Select Scan Mode

( ] [ ] | ]
Full Scan Quick Scan Custom Scan
Scans all the files and folders in Scans commonly infected areas scans individually selected folders.
the computer. and memaory.

Back
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«  Select the endpoints that you want to scan and choose one of the following scan types:

+  Quick Scan: Scan critical and commonly infected areas of your computer.
+  Full Scan: Scan all files and folders on your computer.
«  Custom Scan: Scan selected files or folders.

If you choose the 'Quick’ or 'Full Scan' options then the scan will begin immediately. If you select ‘Custom Scan', then
you first choose the directories and files you want to scan:

Start Scan Wizard

o= \EY Select Directories

e

fRacycle.Bin
SWINDOWS.~BT
Documents and Settings
inetpub
OpenSSL-Win32
PerfLogs

Program Files

Program Files (x86)

ProgramData

"T"T"T""E

IEEEENOOOOO ,

Recovery

[] scan critical areas of computer which are most often targeted by malware

«  Select 'Scan critical areas...' to scan frequently targeted areas of your computer in addition to the items in
your custom scan.

«  Click 'Scan' to begin the scan.
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38% 5can In Progress... (Files: 0| Computers: 0 of 29)

Name

[ 10:108.51.10 {10.108.51.10) Unknown errar

E:! Win10 (10.108.51.12) Logm probdem: invalid usarname or bad password
L calltransferDdd {10.108.51.36) Unknown erar

I;_. sao014 (10,108.51.53) Unknown ermor

I--_--‘ lead3.chooffice.comodo.net (10.108.51.54) Lnknown eoor

r...u SEOOD1 (10.108.51.56) Unknowm error

Q seolld.choffice.comodo.net (10.108.51.58) Connectmg to the target computer,

™ cEnnnS (0 102 51 5M

when all the files are analyzed, you will receive a detailed report at comodo1@yopmail.com

Comodo Forensic Analysis Tocol is part of the Comodo ONE portfolio of security solutions. Visit one.comodo.com to learm how Comodo can help protect your envircnment

Verdict

Farkexgd
Failad

e

n Progress

Edfit Email
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- 0O X

@ Help

Scan progress is shown at the top of the interface.

+  Stop Scan - Discontinue the scan process.

+  Results are shown in the CFA interface at the end of the scan. All unknown files are uploaded to Valkyrie for

further testing:

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.
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COMODO Frorensic Analysis Tool

Scan Completed (Files: 1349 | Computers: 1 of 1) @ Previous Scans @ Create Report Options @ Help

X
@ Rest Assured Your Endpoints Are Clean from Malware!

Congratulations! Comede Forensic Analysis has scanned your envirgnment and detected no malicious or unknown files, However,
unknown files containing malware with previously unknown exploits can enter any time unnoticed.

Comodo Advanced Endpoint Protection keeps your endpoints free from mzhware now and in the future and provides essential management
and reporting capabilities. it follows “Default Deny* posture which allows known files to freely run, blocks bad files and automatically launches
unknown files inside a secwre container until a definitive verdict of “good” or “bad” is delivered. Comodo Auto-Containment™ feature allows to
use such unknown files with no impact to the usability and yet no harm to the system.

‘When 2ll the files are analyzed, you will receive 3 detailed report 2t comodo 1 Eyopmail.com

«  The results interface contains details of each scan you have run along with verdicts for each file discovered

COMODO Forensic Analysis Tool

Scan Completed (Files: 1349 | Computers: 1 of 1) @ Previous Scans @ Create Report @ Cptions @ Help

B start Discovery

MName Size Verdict

skypeapp.exe (Microsoft Skype) 1 mstance.

:,'E:) skypeapp.dil (Microsoft Skypa) 1 instance. 24 ME Clean
_&, winstoreapp.exe (Windows Store) 1 instance, 16 KB Claan
:,'@ photosappawindows.dlil 1 instance 13 ME Clean
.'3 winstore.app.dil (Windows Store) 1 instance 30 ME Claan
:,‘5 microsoft.photos.exe 1 instance. ATD KB Cloan
& mediasnginecswrapperdll 1 instance. 3 BB Claan

wihen all the f , yi ; e g Edit Email

Comada Forensic Analysis Tool is part of the Comodo OMNE portfalio of security solutions. Visit on do.com to beam how Comoda can help protect your enviranment.
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Detailed Scan Results — Receive a report from Comodo Valkyrie about the unknown files on your network. Valkyrie
is a file verdict service which inspects unknown files with a range of static and dynamic tests.

Enter your email address in the field at the bottom

Click 'Submit' to receive the report at the address you supplied.

VALKYRIE

COMODO

Forensic Analysis Tool Scan Results

FORENSIC ANALYSIS SCAN SESSION DETAILS

Show 25 ~ | entries Search:

File Name Path SHA1 Last Activity » Final Verdict Human Expert Verdict Human Expert Analysis Status

Mo data available in table

i 4 ¥

Mo entries found « *

When your computer is free of unknown files, you will not find any data when you click the 'Detailed Scan Results'
button.

Valkyrie results are shown in the Valkyrie portal. Existing Valkyrie users can login by entering their Comodo
username/password or Valkyrie license number. If you do not have a license, click 'Sign Up' on the right to create a
free account.

4  Scan Results

«  Scan results are automatically shown in the CFA interface after a scan finishes.

« The scan checks the reputation of each file against Comodo's file-lookup service, a huge database of
blacklisted and white-listed files.

« Blacklisted files are flagged as malicious and should be deleted or quarantined. White-listed files are safe to
run.

- Ifafile is not on either the blacklist or whitelist, then it is categorized as 'unknown'. Unknown files are
automatically submitted to Comodo Valkyrie where they will undergo a range of static and dynamic
behavioral tests to discover whether they are malicious or not.

. The CFA interface displays results of both files analyzed by Forensic Analysis and Valkyrie analysis:
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COMODO Forensic Analysis Tool

Scan Completed (Files: 56864 | Computers: 2 of T) @ Previous Scans @ Create Report @ Opticns -@ Help

), =}

Mame Size Verdict

L? DESKTOP-TTPOAPR (10.108.51.100) Completed: Total scanned: 233500 Unknown: 10, Malicious: 4, In An. Completed

E. TOMNYSTARK-PC (10.108.51.245) Login problem: invalid username or bad password. Failed

@ WIN-CU2OXEIDY3D (10.106.51.129) Completed: Tolal scanned: 25521, Unknown;: 84. Malicious: 1. In A& Completad
DESKTOP-1AMDSCT {10.108.51.104) This computer is not accessible Offline
SKYHIGH-PC (10,108.51.192) This computer is not accessible. Offlin
TOM (10, 108.51.175) This computer is not accessible. Offline
WIN-B718G15COHT (10.108.51.117) This computer is not accessible Offlir

Please enter your email to recene a detailed scan results report:

Comodo Forensic Analysis Tool is part of the Comodo CHE portfolio of secunty solutions, Visit gne.comodo.com te learn how Comodo can help protect your envircnment.

«  Scan results are listed for each computer. Each row has a quick summary of the scan results, including total
files scanned and how many were malicious or unknown.

+  Click the plus symbol beside an endpoint to view unknown and malicious files detected by the scan.
+  Click the icons next to 'Group By' to view results by 'Computer' or by 'Files'. =

+  Expand an endpoint's results then click the 'Name', 'Size' or 'Verdict' column headers to sort files in order of
the column name.

«  To search for a particular endpoint, enter its name or IP address in the 'Search' box at the top right. Clear
the search box to display all endpoints again.

+  Click the funnel icon on the right to filter endpoints by scan status:

In Progress
I Canceled
Completed
Failed
Offline

Clear Filter

« In Progress — Endpoints which have a scan currently running
«  Canceled - Endpoints on which a scan was aborted
«  Completed -Endpoints on which a scan has successfully finished

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 30



+  Failed - Endpoints on which CFA was unable to complete a scan
+  Offline - Endpoints which are not responding at this time

« |fthe filtericon is blue

again.

cCOMODO
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then filter(s) are applied. Click 'Clear Filter' to display all endpoints

« Unknown files are uploaded to Valkyrie for analysis. You can view the results of the Valkyrie analysis by

clicking the 'Detailed Scan Results' button. This will open the Valkyrie results page:

CVALKYRIE

COMOD0

Show 25 | grilries

File Name

OCEBCFOGES3458ADE26B6336...

DSDDS7BEAAES21 AFDCO67CH...

EDSBCESTEAAS395ADC2075 (...

6681ED1CAZOTAFERES0ET BEF

Forensic Analysis Tool Scan Results

FORENSIC AMALYSIS SCAN SESSION DETAILS

Path

W70 1 EWWindow...

WIZ27.000. 1 vCMWind o, .

C\Windowrs.old\Wsersh.,

SHA1

713f31874405fbc1b30a...

cffb01b357a8b602aba...

28fdBcB650dEed ] 4%...

Search:

Last Activity ™

2010-02-25 18:14:06

2019-02-25 18&:14:05

2019-02-25 18:14:04

Final Verdict

Clean

Clean

Clean

Hur

Clea
Clea

Clea

Column Header

Valkyrie Detailed Analysis Results - Table of Column Descriptions

Description

File Name The name of the submitted file

Path The IP of the endpoint and the file's path details

SHA1 The SHA1 hash value of the file.

Last Activity The date and time the last activity of analysis was performed.

Final Verdict The Valkyrie dynamic and static analysis results for the file. The results available are:

«  Clean - The file is safe to run
+  No Threat Found - No malware found in the file, but cannot say it is safe to run
- Malware - The file is a malware and should not be run

Human Expert
Verdict

The results of the file after Human expert analysis:
+  Clean - File is safe to run
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- Malware - The file is a malware file

+  Potentially Unwanted Application (PUA) - Applications such as Adware, Spyware
and so on

«  No Threat Found - No malware found in the file, but cannot say it is safe to run

+  Not Ready - Indicates manual analysis of the file is in progress

Human Expert Indicates the status of files submitted for Human Expert analysis. The statuses are:

Analysis Status - In Queue - The analysis has not started

In Progress - The analysis has started and in progress

+  Analysis Completed - The analysis is completed and verdict displayed under the
'Manual Verdict' column

+  Objected - Indicates the user wants a re-analysis of the file. If the user thinks that
the initial manual verdict for the file is wrong, he/she can submit it again for another
manual analysis.

+  Objection Completed - Indicates the manual re-analysis is completed.

Request Type Indicates the type of input given to receive Valkyrie results.
+  Queried - The file were automatically uploaded to Valkyrie

« Manual - The files were manually uploaded to Valkyrie

Actions The available actions are:

o - View Info - You can view the complete details of the results for the file such as
summary, static analysis, dynamic analysis and file details.

@ Download Automatic Analysis Report - Allows you to download the report in PDF
format

9 - View Virus Total Result - Takes you to the Virus Total website that displays its results
for the file.

o Send to Manual Analysis - Allows you to submit the file for manual analysis by
Comodo technicians.

You can also view detailed Valkyrie results in the reports area. See Reports for more details.

5 Discover Computers

«  The software starts to discover all computers on your local network when you first launch the tool.
+  You can skip discovery if you do not want to scan local machines.
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coMODO sic Analysis Tool
60% Searching for Available Devices... @) Hep
(@) skip Discovery
’}
[] Name P
[ 101085110 10.108.51.10
Ld win10 10.108.51.12
[d calltransferndd 10.108.51.35
[J secm1a 10.108.51.53
[d se0on4 10,108.51.54
[ seooot OTEET
[d seono3 10.108.51.58
E_ SECH0S 10, 108.51.650
Comoda Forans '_.-‘.I'I&|:,'E % Tool is pC—R of the Comodo OME |',C'T"C: o of secur '._. solutions. Visit ope.comedo.com to leam how Comedo can help protect your environment

All discovered computers are shown in the results screen. You can now scan these machines for unknown files:
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Options @ Help

J“!I Resstart Discdnery

10.10851.10

(gl winio 10.108,51.12
| calltransfer(ldd 10.108.51.36

| seaid 10.108,51.53
SEOD04 10.108.51.54
10.108.51.56

10.108.51.58

Q
®
=
=
=
®
=
®
=
=

10.10a.51.60

Comodo Forensac Analysis Tool is part of the Comodo OME portfolio of secunty sclutions. Vst one.comodo.com to learn how Comodo can help protect your environment,

6 Reports

There are three types of report you can order:

- Executive report - An overall report which shows the scope of the scan, the number of devices scanned, the
number of unknown programs found and more.

+  Per device report — Groups the results by computer. Details how many trusted programs, unknown
programs and malicious programs were found on specific machines.

+  Per program report — Shows the impact of a file on your network. Shows the names and IP addresses of the
devices on which the file was found.
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COMODO Forensic Analysis Tool

Scan Completed (Files: 1359 | Computers: 1 of 1) @ Previous Scans @ Create Report [ E) el @ Help

Executive Report
Per-Device Report ¢ Mew Custom Scan L
Per-Program Report

Start Discovery

Q 4

Name Size Verdict

= Lo Iocalhost (127.0.0.1) Completed: Total files seannad: 1350, Unknown: 0. Malicious: 0.

I__ﬁ c\program files\wondowsappsimicrosoftskypeapp_14.39.222.0_ o064 kel8qxf3dzgiciskypeba... 178 KB Clean

L& c\program files\windowsappsymicrosoftwindowsstors_11811.1001.18.0 x64__ aSwekybidabi... 276 KB Claan

wihen all the files are analyzed, you will receive a detailed report at comadao 1 @yopmail.com Edit Email

Comade Forensic Analysis Tool is part of the Comodo ONE portfalio of security salutions. Visit one.comoda.com to keam how Comodo can help protect your enviranment.

Refer to the following sections for more details:
»  Executive Report
«  Device Report

«  Program Report

6.1 Executive Report

ous Scans Create Report {3 Options (

Executive Report

Per-Device Report ' New Custy

Per-Program Report

i -

LE

Start Discovery

+  Click 'Reports' and then 'Executive Report':
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= - + 12 D search

COMODO ,:' Forensic Analysis Tool

Forensic Analysis

Executive Report

Summary Charts

scanned Devices File Rating

W Trusted (100.00%)
Unknown (0.00%)

W alicious (0.00%)

B i Analysis (0.00%)
Mot Analyzed (0.00%)

Scroll down to view the full report. You can save the report if you wish to keep it for further reference. The report will
not be available in the interface after the application is closed. To save the report, click the folder icon at the top-left,
copy the report file name and save in another location.

+  Report Summary - General scan details, including the number of devices scanned, date and time of the
scan, number of malware found and so on.

«  Summary Charts - Details of programs found on scanned devices and the overall file rating of scanned
devices.

« Scanned Devices File Rating - Chart showing the trust rating of programs discovered on scanned
devices. Shows the percentage of trusted programs, unknown programs, malicious programs, and
programs for which analysis is still in progress.

« Device Assessment - Pie chart which shows the percentage of devices that are safe, infected, at risk
and not yet scanned.

6.2 Device Report

The 'Per Device Report' shows the trust rating of files on each device scanned. It includes details of malicious items
found on each device, unknown files found, files that are still in-analysis and the path of files.

+  Click 'Reports' then 'Per Device Report'.
The report will be generated and displayed:
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Per-Device Report

H = + 1 /12 £ search

COMODO '" Forensic Analysis Tool

Forensic Analysis

Per-Device Report

Summary Chart

Top 10 Vulnerable Devices

-

Scroll down to view the full report. Note - please save the report if you wish to keep it for further reference. The
report will not be available in the interface after the application is closed. To save the report, click the folder icon at
the top-left, copy the report file and save in another location.

+  Report Summary - General scan details, including the number of devices scanned, date and time of the
scan, number of malware found and so on.

«  Summary Chart - Bar chart showing the top 10 endpoints that contain unknown/malware files.

- Details per Device - Inventory of files discovered on each endpoint. This includes the name of the device,
quantity of malicious/unknown files, the path of each malicious/unknown file and more.

6.3 Program Report

The 'Per Program Report' shows the footprint of each file analyzed by Valkyrie. This includes details of each
malicious/unknown file found, the devices on which they were found, the path of the files and more.

«  Click 'Reports' then click 'Per Program Report'.
The report will be generated and displayed:

Comodo Forensic Analysis Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 37



cCOMODO

Creating Trust Online®

Per-Program Report

(I 1N D search

'(:: i)
7

Forensic Analysis Tool

cCOMODO £

Farensic Analysis

Per-Program Report

Report Summary

Deavice Source: Local Computer (localhost)
Scan Started 2/28/2019 1:31:03 PM
Scan Finished 2/28/2019 1:39:19 PM
Inaccessible Devices: 0

Scan Attempts:

Successful Scans:

Failed Scans 0

Scroll down to view the full report. Note - please save the report if you wish to keep it for further reference. The
report will not be available in the interface after the application is closed. To save the report, click the folder icon at
the top-left, copy the report file and save in another location.

+  Report Summary - General scan details, including the number of devices scanned, date and time of the
scan, number of malware found and so on.

«  Summary Chart - Shows the top 10 unknown/malicious programs in bar graph.

+  Details per Program - Granular report showing the impact of each analyzed file on your network. This
includes the names and IP addresses of the devices on which it was found on and the overall trust rating of
the program.

7/ About Comodo Forensic Analysis

The 'About' dialog show product information and version number.
+  Click 'Help' > 'About":
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O X

COMODO Forensic Analysis Tool _

Scan Completed (Files: 1359 | Computers: 1 of 1) @ Previous Scans @ Create Report @ Options @ Help

Agent Requirements

o) =
MName Verdict
E ge locathost (1 Completed
= 7 cCOMODO -
o chprog f Creating Tust Online KB Ligan
_,&. ch\prog d’, 7 Product Manme: Forensic Analysis Tool KB Clean
{/A} Product Version: 4.0.30606.102

£ 2N7 Comodo Security Solutions, Inc. All Rights Reserved “

wihien all the files are analyzed, you will receive a detailed report at comodo1 @yopmail.com Edit Email

Comade Forensic Analysis Tool is part of the Comodo OME portfalio of security salutions. Visit one.comodo.com to leam how Comaodo can help pratect your enviranment

+  Product Name - The full name of the product
+  Product Version - The version number of the product
+  Click the 'Close' button to return to the application.
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8 Agent Requirements

The 'Agent requirements' window contains advice to help you run scans successfully.

+  Click 'Help' > 'Agent Requirements":

COMODO Forensic Analysis Tool

Scan COITIpll'_‘t(‘d (Files: 1359 | Computers: 1 of 1) @ Previous Scans Create Report @ Options ® Help

About

% Start I':n'.ru'.'i'r:,*

Check whether a target computer is tumed on and connected to the network.

Check whether firewall on a target computer is turned Off.

@ Checlk whether IP address of a target computer is comect.
@ in the Network Meighbourhood run Metwork Wizard, enable file sharing.
@ Make sure Administrator password is not blank and correct,

Check whether ‘Forceguest” option on target computer is disabled: HELMWSYSTEM,
CurrentControlSet\\Control\\Lsa “forceguest’ dword is 0.

@ If the account is not a built-in Administrator, check whather: HKELM\SOFTWARE\ Microsofty
\Windows\\CurrentVersion\\Policies\\System "LocalAccountTokenFilterPolicy' dword is 1.

Comodo Forensic Analyses Tool 1s part of the Comodo ONE portfolio of secunty solutions. Visit onecomodg.com to leam how Comodo can help protect yo
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email; EnterpriseSolutions@Comodo.com
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