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1. Comodo IceDragon - Introduction

Comodo Ice Dragon is a fast, secure and versatile Internet Browser based on Mozilla core and
infused with Comodo's unparalleled level of security.

Guide Structure

This guide is intended to take you through the installation, configuration and use of Comodo IceDragon.
« Comodo Dragon - Introduction
«  System Requirements
»  Download And Install Comodo IceDragon
» The Basics

»  Start Comodo IceDragon
- Set IceDragon as your Default Browser
»  Set Your Homepage
»  Search the Internet
»  Customize the Toolbar
«  Open Recently and Most Visited Websites
+ View Browsing History
» Set Fonts, Languages and Encoding
»  Configure IceDragon Updates
» Page Action Menu
» Portable Version
» Uninstall IceDragon
+ Tabbed Browsing

+ UseTabs
»  Customize Your 'New Tab' Page
» Tab Settings
+ Bookmarks
+ Create Bookmarks
+ Find and Edit Bookmarks
+ Manage Bookmarks
+ Bookmarks - Import, Export and Back up
»  Privacy And Security
»  Private Browsing
« Delete Browsing History and configure History settings
«  Allow/Block pop-up windows
+ Manage Cookies and Site Data
« Block Websites from Tracking your Browsing History
» View and Manage Permission Settings
» Configure Suggestions when Entering a Website Address
» Manage Cache
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» Manage Add-on permissions

* Manage Passwords

« TLS/SSL Certificates and Secure Connections
» Manage SSL Certificates and HTTPS Security
»  Force Secure Connections

»  Website Security Indicators
» Disable accessibility indicator setting
» Configure IceDragon performance and browsing settings
*  Network Proxy settings
» Downloads
» Download a File
« Change Download Location
» View Download History
» Clear Download History
* Introduction to Add-ons
» Download and Install Add-ons
 Install Add-ons from Local Storage
«  Configure Updates to Add-ons
» Manage Extensions
»  Customize the Appearance of IceDragon
+ Manage Plugins
» Tools and other Features
»  Customize Applications for Opening Different File Types
» Search Within Page Content
«  Form Autofill
» Keyboard and Mouse Shortcuts for Comodo IceDragon
» Manage IceDragon in Safe mode
« Set up Comodo IceDragon sync information
» View Digital Rights Management
» Improve IceDragon Performance Settings
» Comodo Online Security Extension
» View Task Manager
«  Web Developer Tools
»  Open the Tools console
* Inspect Page Elements
« Use the Web Console
« Remove Inconsistencies with HTML, CSS and Javascript
» View and Run Experimental Style Sheets on a Webpage
« Improve Web Page/Web Application Performance
+  Memory Tool
»  Network Monitoring

- Storage
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*  Accessibility
»  Use the WebIDE

»  Browser Toolbox and Browser Content Toolbox

« Browser Console
* Responsive Design View
«  Eyedropper
* Run Experimental Java Scripts on Page
« View Page Source
» Service Workers
«  Connect Remote Device
« Add More Web Development Tools
»  Work Offline
» Troubleshooting

« Error: “This Connection is Untrusted"
* Report a Bug

2. System Requirements

To ensure optimal performance of Comodo IceDragon, please ensure that your PC complies with the minimum
system requirements:

+ Windows 8/8.1/7/ Vista/ XP
+ 128 MB RAM
40 MB Hard Disk Space
See Download And Install Comodo IceDragon to download and install the IceDragon.

3. Download And Install Comodo
IceDragon

You can download the IceDragon setup file from: http:l/icedragq_n.comodo.com/
After downloading the file, double click icedragonsetup.exe @ to start the installation wizard.
Step1 - End User License Agreement

The EULA screen of the setup wizard is displayed. Complete the initialization phase by reading and accepting the
End User License Agreement (EULA).

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 7
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COMODO IceDragon Setup

License Agreement

@ Please review the license terms before installing Comodo IceDragon
Pl 65.0.2.15 (32-bit)

Press Page Down to see the rest of the agreement.
COMODO ICE DRAGON END USER AGREEMENT

THIS AGREEMENT CONTAINS A BINDING ARBITRATION
AMND CLASS ACTION WAIVER. CLAUSE

IMPORTANT—PLEASE READ THESE TEREMS CAREFULLY BEFOREE APPLYING FOR,
ACCEPTING, OR USING COMODDO ICE DRAGON. BY USING, APPLYING FOR, OR
ACCEPTING THE ACCOUNT, SOFTWARE OR SERVICES OR BY CLICKING OM °| ACCEPT
BELOW, YOU ACKMOWLEDGE THAT YOU HAVE READ THIS AGREEMENT. THAT YoOU
UNDERSTAMD IT, AND THAT YOU AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT
AGREE TO THESE TERMS, DO MOT CLICK “ACCEPT” AND DO NOT APPLY FOR, ACCEPT,
OR USE COMODO ICE DRAGON.

If you accept the term of the agreement, click I Agree to continue. You must accept the agreement
to install Comodo IceDragon.

»  Click 'l agree' button to continue the installation.
«  Click 'Cancel' button to abort the installation.

Step 2 - Select Installation Folder

The next screen allows you to select where you want to install Comodo IceDragon. The default installation path is
C:\Program Files(x86)\Comodo\lceDragon.
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COMODO IceDragon Setup
Choose Install Location

E Choose the folder in which to install IceDragon.

Setup will install IceDragon in the following folder. To install in a different folder, click Browse and
select another folder. Click Install to start the installation.

Destination Folder

| C:\Program Files (x86)\Comodo\IceDragon

[ Portable version {user profile is stored in destination folder)

Space required: 150 MB
Space available: 19 GB

»  Click 'Browse' to choose a different installation location.

- 'Portable version (user profile is stored in destination folder)' - The portable version saves all user profile
data to the IceDragon folder instead of the Windows 'user' folder. This allows you to copy the IceDragon
folder to a USB drive, plug it into any computer and access your personalized version of the browser. See
Portable Version help page for more details.

+  Click 'Next' to move onto the next stage of the installation wizard.

Step 3 - Installation

Next, IceDragon will begin installing. The progress will be displayed as followed:
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COMODO IceDragon Setup
Installing

Please wait while IceDragon is being installed.

e

Extract: Registerlcedragon.exe

«  The'Installation Complete' dialog will appear once setup is complete:
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COMODO IceDragon Setup
Completing the Comodo IceDragon Setup

Comodo IceDragon 65.0.2.15 ({32-bit) has been installed on your computer.

Click Finish to close Setup.

[w| Run Comodo IceDragon

+ Make Comodo IceDragon my default broweser

+ Leave 'Run Comodo IceDragon' enabled to start browsing with IceDragon immediately.

» Leave 'Make Comodo IceDragon my default browser' selected to make Comodo IceDragon your default
browser. If you want to keep your current browser as default, deselect the checkbox.

+  Click 'Finish'.

«  You will also be offered the opportunity to set your search engine provider to Yahoo (or Yandex in Russia,
Ukraine, Romania, Kazakhstan and Turkey):

Comodo IceDragon

Your browser is installed and ready to use

Improve your browsing experience

We recommend keeping your browser up to date for the best performance, the
best features and to prevent your computer from being at risk!

et Yahoo! as my home page, new tab and default search engine (applies to
all supported browsers).

»  Choosing Yahoo/Yandex as your default search engine means:
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« When you enter a search item into the address bar of a supported browser, the search will be carried
out by Yahoo/Yandex

«  A‘Search with Yahoo/Yandex’ menu entry will be added to the right-click menu of supported browsers.
» Yahoo/Yandex will be set as the default search engine in the ‘Search’ box of supported browsers

» The instant ‘search suggestions’ that you see when you start typing a search item will be provided by
Yahoo/Yandex

»  Click 'Decline' to cancel the enhancements.

4. The Basics

This section of the guide explains how to launch, configure and use Comodo IceDragon to its full potential.
Click the following links to find out more:

»  Start Comodo IceDragon

« Set IceDragon As Your Default Browser

»  Set Your Homepage

«  Search The Internet

« Change Search Options

» Customize the Toolbar and the Menu

»  Open Recently And Most Visited Websites In IceDragon

» View Browsing History

« Set Fonts, Languages And Encoding

»  Configure IceDragon Updates

» Page Action Menu

+ Portable Version

» Uninstall IceDragon

4.1.Start Comodo IceDragon

There are two different ways to start Comodo IceDragon:

«  Start Menu
» Desktop
Start Menu

You can launch Comodo IceDragon via the Start Menu.

«  Click Start and select All Programs > Comodo > IceDragon > Comodo IceDragon
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Recently added

ﬁ Comeodo lceDragon

Alarms & Clock

AWFT

Calculator
Calendar
Camera
. ". s Candy Crush Friends Saga

Candy Crush Saga

Comodo
Mew

Connect

Cortana

O Type here to search

Desktop

» Just double-click the Comodo IceDragon icon on your desktop.
(G6modo]
IceDragon]

Further reading related to the topic of this page:
« Set Your Homepage
»  Open Recently and Most Visited Websites in IceDragon

» SetIceDragon As Your Default Browser
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4.2.Set IceDragon as your Default Browser

If you have more than one browser installed, it's likely that you'll want to pick one as your 'go-to' browser for
everyday use.

This means that it will automatically be used to view websites when you click a link in, say, an email or IM
conversation.

To do this:
+  Click the hamburger button at top-right corner
«  Select 'Options' > 'General' then click 'Make Default' button.

Startup

Restore previous session
Warn you when quitting the browser

/| Always check if lceDragon is your default browser

. IceDragon is not your default browser Make Default...

»  Always check if IceDragon is your default browser — Will check and notify you if IceDragon is not set as
your default browser. The notification offers the option to set Dragon as your default.

Related to this page:

»  Set Your Homepage

4.3.Set Your Homepage

*  You can configure IceDragon to open at a specific page, or open a set of pages at startup.

»  You can also make it start with a blank page or with the pages that were open at the end of your last
session.

Click the following links for more help:
«  Configure Home
*  Home page

Configure Home

«  Click the hamburger/menu button at the top-right corner.
«  Select 'Options' > 'Home' on the left.
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O Find in Options

'!:I' General Home Restore Defaults
@ New Windows and Tabs
Q - h Choose what you see when you open your homepage, new windows, and new tabs.
earc

Homepage and new windows -

n Privacy & Security Custom URLs...
Paste a URL...
9 Firefox Account
Use Current Pages Use Bookmark...

ﬁ‘e Languages

New tabs IceDragon Home (Default) hd

lceDragon Home Content

Choose what content you want on your lceDragon Home screen.
Q_ Web Search

/| aa Top Sites

The sites you visit most 1 row ~

/| % Highlights

A selection of sites that you've saved or visited 2rows ¥
Visited Pages
& Extensions & Themes /| Bookmarks
@ IceDragon Support /| Most Recent Download

/| Pages Saved to Pocket

* Home page and new windows - Specify the URLs you want to open at Ice Dragon startup. See
'Configure Home page' if you want more help with this.

» New Tabs - Specify the page you want to see when you open a new tab. By default, this is the Ice Dragon
home page.

Configure Home page

You can set your favorite web page as your home page using one of the following methods:
Manual

+  Click the hamburger button at the top-right corner

»  Select 'Options' > 'Home'

«  Type the URL of your desired homepage in the 'Custom URL' field:
From the currently open page

«  Open the page you want to use as your home page

»  Click the hamburger button at the top-right corner

«  Select 'Options' > 'Home'

«  Scroll to the 'Home' section
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«  Click 'Use Current Page'

You can also set your home page by dragging favicon onto the 'Home' button. The favicon is the icon on the left of
the website address bar.

F ‘, Sign in to continue to Firefox & X 'l:i- 7 W
&« G'@ https://facoounts.firefox.com, ses @ v | Q Search m 0 g

From your bookmarks
«  Click the menu button at the top-right corner then select 'Options' > 'Home'
«  Click 'Use Bookmark'.

Set Home Page X

Choose a Bookmark to be your Home Page. If you choose a folder, the

Bookmarks in that folder will be opened in Tabs.

[*] Bockmarks Toolbar
Bookmarks Menu
£ Other Bookmarks

OK Cancel

- Select your favorite page from the list and click 'OK'.

Set Default Home page

If you want to return to using Yahoo/Yandex as your home page,
«  Click the hamburger button at the top-right corner then select 'Options' > 'Home”
»  Click 'Restore Defaults' at the top-left.

4 4.Search the Internet

The Comodo IceDragon address bar also serves as a search box. By default, keywords typed into the address bar
will use Yahoo/Yandex as the search engine:

+  Enter your keywords or phrases into the address bar.
« To search, click the arrow at the right side of the address bar or press 'Enter' on the keyboard.

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 16
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y Sign in to contir 4 & Mew Tzb b ﬁ Options

&« C @ |‘-_-3~ com|

G\ com — Search with Yahoo! LS

O\ comcast

O\ comcast email

Q, comcast sfinity

Q, comeast customer service

CNN International - Breaking M.. — hittpsy//edition....
typemconfig - Comodo Yahoo 5e.. hittps://search.y...
downloads - Comodo Yahoo Se... https://search.y. ..
manage add-ons firefox - Como.. — https://searchiy..
about.config - Comodo Yahoo 5. — hitpsy//searchay..

Search for com with:

B ¢ M 3 0 ¥ v ¥

«  When you start typing a website address in the address bar, the browser automatically searches your
browsing history and your bookmarks to provide auto-complete suggestions. This allows you to easily find
pages you have previously visited.

»  You can change the default search engine as per your preference. Please see 'Change Search Options'
for more details.

Click the links below for different ways to search the internet:
« Search adding to address bar
« Search using the Search box in the navigation tool bar
»  Search within a webpage
» the internet for a keyword from within a webpage

Search adding to address bar

IceDragon lets you to split the search bar and address bar.
+  Click the hamburger button at the top-right corner
»  Select 'Options' > 'Search'
+  Select 'Use the address bar for search and navigation' box or 'Add search bar in toolbar'
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£ Find in Options

Search

Search Bar

Use the address bar for search and navigation

® Add search bar in toolbar

Search using the Search box in the tool bar

Comodo IceDragon can also display a dedicated search box to the right of the address bar. The search box is not
displayed by default. To add it:

+ Right-click anywhere on the file menu or navigation bar and select 'Customize'
OR

+  Click the hamburger button at the top-right corner

«  Select the 'Customize' button

] Sign in to co % Mew Tab 'ﬁ' Options

Overflow Menu
Crag and drop items here to keep them within

b 1
© 6 Q, & reach but out of your tooloar...
History Save Page Filyd Open File
Add-omns Zoom Controls Edit Controls Subscribe S,

¥ signinto continu: X | ¥ Mew Tab S ) New Tan

«  This will open the 'Customize Toolbar' panel. This panel allows you to simply drag the items you want onto
the navigation bar

- Drag the 'Search' box to the navigation tool bar.
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«  Click 'Exit Customize'. The search box will appear in the navigation tool bar.
+ By default, the search box uses Yahoo/Yandex.
- To change this, click the magnifying glass in the search bar and select 'Change Search Settings'.

Q, ¥earch N @0 & =
Yahoo! US Search
Search with: 3
G b) 7
a @
L J W

Change Search Settings

By default, the search box uses Yahoo/Yandex.

«  That will open the 'Default Search Engine' under the 'Search' tab in the 'Options' dialog with list of
alternatives.

»  Select your favorite search engine from the drop-down.

Default Search Engine

Choose the default search engine to use in the address bar and search bar.

Yahoo! US °

Yahoo! US

5 Google
Bing

a4  Amazon.com
©@ DuckDuckGo
W Twitter

in address bar results

ahead of browsing history in address bar results

W Wikipedia (en) ines that appear below the address bar and search bar when you

=1 LA

Search within a web page

To search for a specific keyword/phrase from within a web page:
«  Click the hamburger button at the top-right corner then select 'Find in This Page'
Or
e Press Ctrl + F on the keyboard.
A search box will appear at the bottom-right of the window:
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User Rating

Find in page | ! | \f’] Highlight All Match Case  Whaole Words
-H"""-l-_.__

»  Enter your search phrase and press 'Enter'. The first occurrence of the phrase will be highlighted on the
page.

- Tofind other occurrences, press 'Enter' again or use the up/down buttons beside the search box.

+ If you want to see all occurrences, click "Highlight All".

Search the internet for a keyword from within a web page

«  Highlight the word/phrase using your mouse, right click and select 'Search <your default search engine > for
“<selected keyword>".

& Motlogged in Talk Contributions Create account Log in

Article | Talk Read Edit View history |Search Q
Higgs boson
WIKIPEDIA 88
The Free Encyclopedia From Wikipedia, the free encyclopedia
Main page The [gl[-EN:EHE is an elementary particle in the Higgs boson
Contents Standard Mo Copy

Featured content quantum exc Select All

Current events
Random article fundgmental Search Google for "Higgs boson”
Donate to Wikipedia physics theo Vigw Selection Source

s Inspect Elemnent (Q)

glectromagnem e mrer e ror=roro-rerstenT

Wikipedia store

Interaction
Help value almost everywhere. The question of the Higgs
About Wikipedia field's existence has been the last unverified part of
Community portal the Standard Model of particle physics and,
Recent changes according to some, "the central problem in particle
Contact page physics” [2I8] The presence of this field, now

believed to be confirmed. explains

Highlight the word/phrase with your mouse and drag the text into address bar/search box.
Further reading related to the topic of this page:

» Bookmarks

» View Browsing History

*  Downloads
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4.5.Change Search Options

« Change the search engine used for keywords entered in the address bar
»  Turn keyword search off
» Configure URL Suggestions

Change the search engine

o Type about:config inthe address bar and press 'Enter'.

A warning will open:

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this application. You
should only continue if you are sure of what you are doing.

v Show this warning next time

| laccepttherisk |

«  Click 'l accept the risk!"
»  Type 'keyword' in the search field then double click in the Keyword.URL entry in the configuration page.

- about:config bl .7 Customize lceD @ New Tab

<« C' @ lce..gon  aboutconfig ol » | =

Search: | O keyword.URL| X |
Preference Name - Status Type Value =3

ClDkeywordBackup. URL default string

ClDkeywordRetrived default boolean  false

keyword.URL modified  string http://go.mail.ru/distib/ep/?product_id=%.7B39D7816A-6...
keyword.enabled default boolean  true

«  Alternatively, right-click on 'Keyword.URL" and select 'Modify'
«  Type the URL of your desired search engine
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Enter string value >

9_. keyword LURL
=

http://go.mail.ru/distib/ep/? product_id="%:7B39D78

QK Cancel

Examples:
- To use Yahoo search engine, type “https://search.yahoo.com/’
« Touse Yandex search engine, type “https://search.yandex.com/search?p="
- To use Bing search engine, type “https://www.bing.com/search?q="
« To search Wikipedia for the keyword, type “https://en.wikipedia.org/wiki/”
« Click 'OK'

« Toreset to Yahoo/Yandex, erase the content in the keyword.URL dialog and click 'OK'

Turn keyword search off

« Type about:configinthe address bar and press 'Enter' from the keyboard

«  Click 'l accept the risk!" in the warning dialog to view the about:config page

«  Type 'Keyword' in the search bar to reach the item 'keyword.enabled'

«  Double-click on the item to change the value of the item to 'false'

COMODO

Creating Trust Online®

The keyword search from the address bar will be stopped. To enable the feature again, follow the same procedure to
change the value to 'true’.

Configure URL Suggestions

IceDragon shows suggested links from your browsing history and bookmarks when you start typing a URL. This lets
you quickly get to pages you have visited before.

«  Click the hamburger/menu button at the top-right corner.

+  Click 'Options' > 'Privacy & Security'.

« 'Address Bar' - Leave all check boxes enabled to draw suggestions from your browsing history, bookmarks
and open tabs.

Address Bar

When using the address bar, suggest
v Browsing history

v Bookmarks

v QOpen tabs

Change preferences for search engine suggestions

Enable or disable search suggestions
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You can enable or disable search suggestions in two ways:
+ through the Search bar
» through the Search engine
Enable or disable search suggestions through the Search bar
« Right-click on the 'Search' bar
«  Click on a provider's logo to select another search engine
Enable or disable search suggestions through the search engines manager
»  Click the hamburger button at the top-right corner.
»  Click 'Options' > 'Search' tab.
OR
« Right-click on the 'Search' bar
»  Click 'Change Search Settings' from the drop-down

Default Search Engine
Choose the default search engine to use in the address bar and search bar.
G Google v
v Provide search suggestions
Show search suggestions in address bar results

¥ Show search suggestions ahead of browsing history in address bar results

»  Select/ deselect the check 'Provide search suggestions' box to enable / disable search suggestions.

«  Enable 'Show suggestion in location bar results' to show suggestions when you search from the
IceDragon address bar.

«  Show search suggestions ahead of browsing history..."' - Enable if you wish to see suggestions from
your search engine first, and suggestions from previous pages that you have visited second.

Add a specific search engine
«  Open the website

«  Click on the magnifying glass €& on the 'Search' bar
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C‘? ynufpbe.cam 4

5 Google Search

(O https://www.youtube....
youtube.com .
youtube,com/activate
youtube.com activate
youtube.com.ua
youtube.comou
youtube.com akTneaTop
youtube.com/tv_help
youtube.com/tv_feed...
youtube.commp

Search for youtube.... with:

m e a
P ®
W W i

nﬂ Add “YouTube"

Change Search Settings

It will appear in your built-in search options:
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@ youtube.com =3

& Google Search

https:/fwww.youtube...,
youtube.com

-_—

youtube.com/activate
youtube.com activate
youtube.com.ua

k]

youtube.comou
youtube.com akTueatop
youtube.com/tv_help
youtube.com/tv_feed...
youtube.commp

Search for youtube.... with:

d} Add YouTube"

B o a
2@
W W i

Change Search Settings

«  And in your 'Default Search Engine' list.
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One-Click Search Engines
Choose the alternative search engines that appear below the address bar and search

bar when you start to enter a keyword.

Search Engine Keyword
v Yahoo! US

v G Google

v [ Bing

v & Amazon.com
v @ DuckDuckGo
== gBay

W Twitter

L S N N

W Wikipedia (en)

Restore Default Search Engines Remove

Find more search engines

Hide search engines
+  Click the hamburger button at the top-right corner then 'Options' > 'Search' tab
OR
Click on the magnifying glass in the 'Search' bar on your toolbar
«  Click 'Change Search Settings'
« Uncheck the mark next to each search engine under the 'One-Click Search Engines'
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Google *
Provide search suggestions

¥ Show search suggestions in address bar results

One-Click Search Engines

Choose the alternative search engines that appear below the address bar and search

bar when you start to enter a keyword.

Search Engine Keyword

v @ DuckDuckGo
v Yahoo

v o Twitter

v W Wikipedia (en)

® MNiatpvmka Mozilla

v Wl eBay

v Yahoo!

v+ YouTube Video Search ,
Restare Default Search Engines Eemove

Remove search engine
«  Click the hamburger button at the top-right corner then 'Options' > 'Search' tab
OR
+  Click on the magnifying glass in the 'Search' bar on your toolbar and click the 'Change Search Settings '
+  Select the search engine you want to delete
«  Click 'Remove' to remove from your list
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One-Click Search Engines

Choose the alternative search engines that appear below the address bar and search

bar when you start to enter a keyword.
Search Engine Keyword
v @ DuckDuckGo
v Yahoo
v W Twitter

v W Wikipedia (en)

v ® MNigrpumka Mozilla

v Yahoo!

+" I YouTube Video Search

Restore Default Search Engines

»  Click 'Restore Default Search Engines' to add a default search engine back to the list.

Click 'Find more search engines' to add a search engine which isn’t in the default list.

4.6.Customize the Toolbar and the Menu

The IceDragon toolbar contains shortcuts to items such as your homepage and bookmarks. The content of the
toolbar is fully customizable.

Add or remove items on the toolbar
+ Right-click anywhere on the file menu or navigation bar and select 'Customize'
OR
«  Click the hamburger button at the top-right corner > 'Customize'

This will open the 'Customize Toolbar' panel. This panel allows you to simply drag the items you want onto the tool
bar.
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- ,./ Customize lcelragon x 0 X * YouTube

Drag your favorite items into the toolbar or overflow menu.

e iterns here to keep them within
© (] Q th 5 :

Histary Save Page Find Open File

3 —+ A2ha

Add-ens Zoom Controls Edit Contral Subscnbe

& 2 mn
Text Encoding Email Link Synced Tabs

3 o) o »

Options Forgez Mew Private Developer

Window

- 2 Ve
Print Mew Window Full Screen Flexible Space

[ Title Bar [ Drag Space loclbars T Themes W Density Restore Defaults “

« Toadd an item, drag it from the dialog and drop on the toolbar. See table below for descriptions of icons

« Toremove a tool, drag it from the toolbar and drop it into the 'Customize Toolbar' interface
»  Click on the 'Title Bar' i display or hide the title bar
«  Check show / hide in the Toolbars' drop-down to configure visibility of the 'Menu Bar' or 'Bookmarks' toolbar

- To setatheme, click the Theme' drop down to 'Manage' or 'Get more Themes'. You will be taken to
IceDragon about:addons or Firefox add-ons webpage
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Open File Add-ons
My Themes
- 1 £Default
<_§ Light

A
o
1 E:

Recommended

A Web Browser Renaissance

—
] =
pace
. Space Fantasy

Pastel Gradient

Manage Get More Themes

™| Themes w “*| Density W

;" Customnize lceDragon

m 0 w @

Overflow Menu
- Drag and drop fems here to keep them within
] & reach but ot of your toolbar_

History Sawr Page Open File Add-ons

My Themies
e ¥

Zogom Controls Edit Controls T .
Default

oy
d Light

Forget 1

" Dark

=
Recommended

& Web Broweser Renamsance

Mo Windoew

3

Space Fantasy

. Pastel Gradient

Manage Get More Themes

»  You can choose a built-in dark or light theme, or choose one of the recommended themes.
+  Click 'Restore Default' to return IceDragon toolbars to their original state

«  Click 'Done' for your settings to take effect.
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Table of Icons and their Descriptions

Icon Description

«  Cuts selected text from form field and copies it
¥bha to the clipboard

Edit Controls «  Copies selected text to the clipboard

» Pastes the text in the clipboard to the selected
form field.

Magnify or de-magnify the current page

—+

Zoom Controls

Opens a new Comodo IceDragon window

&
Mew Window
==} Opens a new private window.
Mew Private
Window
= Prints the currently displayed page.
Print
Opens the History sidebar that show a list of recently
C)] visited pages
History
& Displays the current page in Full Screen view
Full Screen
Find item in the current page
Q
Find
el Opens 'Options' interface
Opticns
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) Opens Add-ons interface that shows a list of your
Appearence.
Add-ons
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y’ Opens the web developers tools interface
Developer
Inserts a search box to the navigation toolbar.
Q
Search
Opens the Downloads dialog that shows the list of
4 previous downloads and progress of the current
- download
Downloads
Enables subscription of RSS feeds from the currently
N displayed page.
Subscribe
& Opens the Bookmarks window that shows a list of your
L= bookmarks.
Bookmarks
Menu
By Saves the currently opened page on html format
Save Page
Bl Provides a quick access to the file from your computer
Open File
Provides a quick access to the fonts Unicode ranges
Text Enceding
Opens a new Comodo IceDragon tab
&
Mew Window
] Opens the Bookmarks or History Sidebar
Sidebars
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D) Closes all tabs that were open and deletes recent
cookies and history. You could choose the time period
Forget from 24 hours, 2 hours or 5 minutes. This action cannot
be undone.

Sync lets you access open tabs across your desktop,
m laptop and mobile devices that use Firefox.

Synced Tabs

4.7.0pen Recently and Most Visited Websites

+ If you accidentally closed a page without bookmarking and decide you need to see it again, then you can
use the 'Most visited' and 'Recently Closed Tabs' features.

»  When you open a blank new tab in IceDragon, you will see thumbnails of sponsored and your most visited
sites so you can quickly re-open them.

View recent and most visited websites:

»  Click the icon at right of your open tabs:
@ Hew Tab Bl -+ I}
2 @ 1, Search or enter address I 0 EF

'Q Try leeDragon with the Bockmarks, histary and passwards from another brovwser Mo Thanks Import Mow
28 Top Sites ~

Of] PO ay

— -\""l-i":,

youtuhe facebaok wildipedia reddit amazon twitter

= Highlights ~

‘>
+
Start browsing, and we'll show some of the great articles,

videas, and other pages you've recently visited or
bookmarked hare.

A tab will open containing thumbnails of your fifteen most visited sites.
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Enable the most visited sites feature

* Inthe address bar, type about : config and click 'Enter'. "This might void your warranty!" warning
page will appear

«  Click 'l accept the risk!'
»  Type browser.newtab.url
»  Double-click on it
OR
»  Right-click on the string value > 'Modify'
«  Change the value to about:newtab and click 'OK'.
Disable most visited sites feature

« Inthe address, type about:config and click 'Enter". "This might void your warranty!" warning page will
appear

«  Click 'l accept the risk!'
»  Type browser.newtab.url
»  Double-click on it
OR
»  Right-click on the string value > 'Modify'
»  Change the value to about:blank and click 'OK'’
« To view recently closed tabs, click the hamburger/menu’ button at the top-right corner then select 'History'

» Toopen all recently closed tabs in a new tabbed window, click the hamburger/menu button at the top-right
corner then select 'History' and select 'Restore Closed Tabs'.

Further reading related to the topic of this page:
+ Use Tabs

+  Customize Your 'New Tab' Page
4.8.View Browsing History

« IceDragon keeps a record of web pages that you have visited for the past 10 weeks. From time to time you
may find it useful to look back through your history to revisit a particular site.

»  Note - IceDragon only stores your browsing history when in standard mode. No history is saved in private
mode.

This section explains how to view your browsing history.
«  View a quick list of past fifteen pages
» View full browsing history

View a quick list of your browsing history

«  Click the hamburger/menu button at the top-right corner
«  Select 'Library' > 'History'.
Alist of web pages that you have browsed in the recent past will be displayed.
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< History
-
) View History Sidebar - £
@ Clear Recent History..,
M FRecently Closed Tabs >
B Recently Closed Windows b
Recent History
C Comodo lceliragon Browser | Secured Internet Brow...
M lcon Size in Quick Access toolbar...
rsearch.yahoo.com/../R3=UIKSvhgYelitElay3.5Elez...
guick access to fonts - icon for ice dragon - Comed...
il < . lce Dragen egg
rsearch.yahoo.com/../R5=Fg¥_RzMqixMz0cB_UTW...
ice dragen - marketplace icon - Comodo Yahoo Sea...
ice dragon marketplace icon - Comodo Yahoo Sear...
“' How to remaove Firefox Marketplace Apps on the de...
rsearch.yahoo.com/.. /RE=Yyl0DAKX MmO 3wmihkib...
@ Signinte continue to Firefox Sync
firefox marketplace icon - Comodo Yahoo Search R...
firefox marketplace icon of ice dragon - Comode Ya...
D YouTube
@ Space vehicle - Wikipedia
W Space vehicle - Wikipedia bl
an that do la b4
:look of you  Show All History
W

«  Click on the page you want to re-visit.

You can also see the pages that you have visited in your present browsing session by clicking and holding down the
forward and backward arrows adjacent to the address bar. Hover over a result and release the mouse key to switch
to that page.

View full browsing history

Click the hamburger/menu button at the top-right corner
« Select 'Library' > 'History' > 'Show All History'".
Alibrary window will open:
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€ History

Bookmarks >

ﬁ G [0 Wiew History Sidebar % #
ﬁi Highory # O Clear Recant Histery.
L Downloads
; . B Recenty Cloued Tabn 3
ced Tabs ¥

Synced Tal ) Recertly Clased Windman >

Recent Highlights Recent Hatory

C Getting Started C Ceenodo iceliragon Broveser | Secured Intemet Snow...

TN con Seze in Quick Access toolbar..,
C about Us
rsearchuyahon comyd . Fa=UIK v hgelitElayd. dEbea. .

C Getlnvabved n quick access Lo honts + oo Por ice deagon - Comod...

C Custornize lceDragen <e Dragon e5g

n fseaich b comFS=Fg¥_Rabashi0c® UTW..

C Help and Tuterials
e n L dragon - marketplace ioon - Comcso Fabdo Sea..

at g Hewto remove Firefox Markcetplace Apps on the de... ¢ Wil e dragon marketplace son - Coeoda Yahoo Sear...
& How to remrve Feefos Maiketplace Apps on the de.

Bl ssearchyabon comy. B V000 Em S ikt .

& Sign into conbirast o Firelos Sync

Bl riefon saketplace icon - Comess Fakes Seanch B..

n Hirefoe riafoetplace loon of «e diagon - Ceenode Ya.

B ek

B space vekick . Wikipeda

- be - Wikipeda L

s x
»  Double-click on the time period for which you want to see the browsing history. You can choose from
yesterday, the previous week and previous months.
& Library = O >
&« '] Organize~ = Views* ‘g |mport and Backup ~ O Search History
v @ History Marme Tags Location

» Tags

@Tﬂday

@ Last 7 days

@Januar}r

i Downloads

> & All Bookmarks

TN lcon Size in Quick Access t..,

rsearch.yahoo.com/_ylt=A..
quick access to fonts - icon...

lce Dragon egq

rsearch.yahoo.com/_ylt=A...
ice dragon - marketplace ic...
ice dragon marketplace ico...
%’« How to remove Firefox Mar..,
rsearch.yahoo.com/_ylt=A...
& Signinto continue to Firef..,

firefox marketplace icon - ..

firefox marketplace icon of ...
D YouTube

Mame:

https://social.technet.microsoft.c...
https://r.search.yahoo.com/_ylt=...
https://search.yahoo.com/yhs/se...
https/Swwwsymbels.com/symbn.,
https://r.search.yahoo.com/_ylt=...
https://searchyyahoo.com/yhs/se..
https://search.yahoo.com/yhs/se...
https:/Swww.ghacks.net/2015/01/..,
https://r.search.yahoo.com/_ylt=...
https://accounts.firefox.com/sign...
https://search.yahoo.com/yhs/se..
https://search.yahoo.com/yhs/se...

httpss/Swww youtube.com)/

| Yesterday

The list of visited pages for that time period will be displayed.

»  Double click on the webpage you want to re-visit.

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved

37




COMODO

Creating Trust Online®

Further reading related to the topic of this page:
» Delete Browsing History
+ UseTabs

4.9.Set Fonts, Languages and Encoding

Comodo IceDragon lets you change the way web pages are shown on your screen. You can configure the fonts,
color and language of page content.

»  Configure fonts and colors
«  Configure language

Configure fonts and colors

Choose fonts
«  Click the hamburger/menu at the top-right
»  Click 'Options' > 'General’
«  Scroll down to 'Language and Appearance' > ‘Fonts & Colors’
»  Select the font type and size that you want the browser to display:

Language and Appearance

Fonts & Colors

Default font Default (Times New Roman) * Size 16 ~ Advanced...

Colors...

«  Click ‘Advanced..." to configure even more detailed settings:
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Fonts X
Fonts for
Latin b
Proportional =~ Sernif - Size 16 A
Senf Default (Times Mew Roman) -
Sans-senf  Default (Anal) -
Monaospace  Default (Courier New) - Size 13 A

Minimum font size MNone A

+'| Allow pages to choose their own fonts, instead of your selections above

Text Encoding for Legacy Content

This text encoding is used for legacy content that fails to declare its encoding.

Fallback Text Encoding  Default for Current Locale -

OK Cancel Help

» 'Allow page to choose their own fonts, instead of your selection above' - Deselect this check box
to enforce your settings. This will stop websites from overriding your choices and using their own fonts
and colors.

« Fallback Text Encoding - Web content usually includes a character set command which tells the page
how to display the text. The encoding means pages can correctly display characters from various

languages. For example, &, &, U, 3, 626 etc.

This setting lets you choose the character set IF it was not specified by the page. Default is current
system language.

Choose color

»  Click 'Colors' beneath the 'Advanced' button to open the colors interface box.
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Colors X
Text and Background Link Colors
Text B Unvisited Links N
Background [ ] Visited Links [
Use system colors +'| Underline links

Override the colors specified by the page with your selections above

Only with High Contrast themes b

oK Cancel Help

«  Click on the color patch and select the desired color from the palette to change the colors in which the text,
background and links will show.

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 40



Comodo IceDragon - User Guide 2222

Color >

Basic colors:

FrECET HEE

 FmE E B B E F |

BB R E R E B |

B B R E R B |

EEEEEEERN

 E R EE R E ED

Custom colors:

EEEEEEEN s |

EEEEEEEN - m[] | Pt |
Sat: Green:EI

... DefineCustomColors 3> | ool pum:[112]  Bue:[238]

[ ok || cance | | Add to Custom Colors |

+  'Override the colors specified..." - will force web pages to use your display settings when rendering
pages. This is especially useful for people with visual disabilities.

«  Click "OK"in the color palette and again in the colors dialog to save your preferences.
Configure your preferred languages

Preferred language for IceDragon menus, notifications and messages

You can configure the language used in IceDragon menus, notifications, messages and other parts of the interface.
+  Click the hamburger button at top-right
»  Click 'Options' then 'General'

+  Scroll down to the language section and select from the language drop-down

Language
Choose the languages used to display menus, messages, and notifications from lceDragon.

:
i“

Set Alternatives...

nited States)

g pages Choose...
French

Tamil

Search for more languages...

«  Click 'Apply and Restart' to apply your changes.

»  Note — This only changes language of IceDragon menus, notifications and messages - it doesn’t
change the language of the webpage. Go to https://translate.google.com if you want to translate web
content.

« To add more languages to IceDragon interface, click 'Search for more languages...' from the language drop-
down.
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lceDragon Language Settings >

IceDragon will display the first language as your default and will display alternate

languages if necessary in the order they appear.

English (United States)

Tamil
Mowve Down
French -
Select a language to add... =
Ok Cancel Help

«  Click 'Select a language to add...", choose another language and click 'Add'
»  Use the 'Move Up' and 'Move Down' button to reorder the language list.
«  Click 'Remove' to delete a language
« Click 'OK'
You can set your preferred language order, if an IceDragon feature is not available in your top language.

«  Click the hamburger button at top-right
»  Click 'Options' then 'General'
Scroll down to the language section and click 'Set Alternatives'
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Language

Choose the languages used to display menus, messages, and notifications from lceDragon.

English (United States) b

Choose your preferred language for displaying pages Choose...

Check your spelling as you type

lceDragon Language Settings x

IceDragon will display the first language as your default and will display alternate

languages if necessary in the order they appear.

English (United Kingdom)

English (United States)

. Move Down
Tamil
French Remove
Select a language to add... b
oK Cancel Help

»  Use the 'Move Up' and 'Move Down' button to reorder the language list.
«  Click 'Remove' to delete a language
»  Click 'Select a language to add...", choose another language and click 'Add'
+  Click 'OK'
»  Click 'Apply and Restart' to apply your changes.

Choose web pages display languages

IceDragon supports webpages that are offered in multiple languages. Configure your preferred language list. If a
webpage is not available in your top language, then IceDragon checks if the same is available in the next language.

«  Click the hamburger button at top-right
«  Click 'Options' then 'General'
«  Scroll down to the language section and click 'Choose..."

The 'Webpage Language Settings' screen opens:
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Language
Choose the languages used to display menus, messages, and notifications from IceDragon.

English (United States) - Set Alternatives...

Choose your preferred language for displaying pages @

' Check your spelling as you type

e

Webpage Language Settings K x

Web pages are sometimes offered in more than one lanquage. Choose languages for

displaying these web pages, in order of preference

English {(United States) [en-us]

English [en] Move Down
Bemove
Select a language to add... "
oK Cancel Help

« Thelanguages that are currently added to the browser are listed in the order of their usage preference.

« Toadd a new language to the browser, click the drop-down button beside 'Select a language to add...",
select your desired language from the drop-down, click 'Add'.

« To change the order of preference of languages to be used by the browser, select the language and
use 'Move Up' and 'Move Down' keys.

»  Toremove a language from the browser, select the language and click 'Remove'.
«  Click 'OK' for your changes to take effect.

«  Check your spelling as you type - If enabled, the browser will check the spelling of every word or phrase
you type into various fields of a web-form. This features requires dictionaries to be downloaded.

To download a dictionary, while typing inside a field in a web-form, right-click on the field, select 'Languages'
from context sensitive menu and select 'Add Dictionaries'. You will be taken the webpage from which you
can download required dictionaries.

Set a language as your default
Click the hamburger/menu button at top-right
«  Click 'Options' > 'Languages'
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Pﬂ Languages

# Extensions & Themes

@ IceDragon Support

Languages

Language

i

English (already default)

French

Lerman

talian

Portughese

Romanian

Russian

Spanish

«  Select the language and click 'Set as default'

ChineseSimplified

COMODO

Creating Trust Online®

Action

Set as default

Set as default

Set as default

Set as default

t as default

LA
(1

LA
[47]

t as default

Set as default

Set as default

Set as default

Set as default
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Language Action
ChineseSimplified Set as default
English (already default)

German Il Set as default

Restart lceDragon X

ltalian

i ?
Portughese g Would you lije to restart IceDragon?
Romanizn Cancel
Russian Set as default
Spanish Set as default
Turkish Set as default
Ukrainian Set as default

<« [ @ IceDragon  sbounpreferencesanguages o o8 =

C Gettng Started

echercher dan otian:
T¥ Genéral Languages
‘m' Accueil

Language Action
Q Recherche F

ChineseSimphified Set as default
E Vie privée et sécurnte English el as default

. F h (already default]
3 Compte Firefox Fench 1l eady celalil
Mevigateur par défaut 4

PO _anguages

leeDiragon n'est pas votre navigateur par défaut. Youlez-vous le d&finir en tant que navigateur par
défaut 7

7] Taujours effectuer cette vérification au démamage de iceDragon.

I Faire de lceDragun men navigateur par délaut Plus tard

TEEran SET o5 OCTamT
Spanish Set as default
. Turkish Set as default
@ Assistance de leDragon
Ukrainian Sel as detault

«  Click 'OK' to restart IceDragon for the settings to take effect.

4.10.  Configure IceDragon Updates

Comodo IceDragon automatically downloads updates when it detects that a new version of the browser is available.
This ensures your browser always has the latest features and security updates.

» By default, available updates are downloaded in the background and installed automatically
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»  You will see a notification to restart IceDragon and install the update it has been waiting for more than 24
hours.

Configure updates automatically
«  Click the hamburger/menu button at the top-right corner
«  Click 'Options' > 'General' panel

« 'lceDragon Updates' - Select 'Automatically update search engines' to receive automatic updates to your
search engines. Enabled = default.

'I:!' General

lceDragon Updates

m = 2T Keep IceDragon up to date for the best performance, stability, and security.
Version 65.0.2 (64-bit) What's new

Q Search
/| Automatically update search engines

a Privacy & Security Allow lceDragon to

~ @ Automatically install updates {recommended)
ks Firefox Account
Check for updates but let you choose to install them

Pe Languages Mever check for updates (not recommended)

If automatic updates are disabled then IceDragon will not silently install updates. Instead, you will be alerted when
updates are available via the notification bar.

Configure updates manually
«  Click the hamburger/menu button at the top-right corner then select 'Options'
+  Click the 'lceDragon Updates' panel under the 'General' tab

- Automatically install updates (recommended) - Downloads and installs updates automatically.

«  Check for updates, but let you choose to install them - Informs you if an update is available so you
can choose whether to install now or later

» Never check for updates (not recommended) - Note: If this setting is selected, you will not receive
critical security updates that may keep you safe online. You should manually check for updates
frequently to avoid this situation..

You can configure updates for add-ons and extensions by clicking the hamburger button at top-right then 'Add-ons' >
'Extensions'.

«  Click the gear icon then select 'Check for Updates' or 'View Recent Updates'.
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4.11.  Page Action Menu

The page action menu is located on the right of the address bar. It appears when you click the ellipsis and lets you:
+  Bookmark the current page
«  Copy the current website address (link)
«  Share a link with friends
« Send a link to the site to another device
- Enforce secure connections, so the site always uses HTTPS
*  Report a problem with site

View History Bookmarks Tools Help

@ reddit: the front page of the int X +

G @ | @ & https//www.reddit.com Y8 1Y

ing Started | Ay Bookmark This Page

~M % Copy Link
==== s [ Email Link...
7k —E Send Tab to Device ?
E Share

=
infur . ) + 10
. m Enforce secure connections

Bonel § Report Site lssue...

+  Click 'Bookmark This Page' to add the page to bookmarks. Click here to view more on how to bookmark
pages

+  Click 'Copy Links' to save it to clipboard

«  Click 'Email link' to send the link via email

+  Click 'Send Tab to Device' to send a link to your mobile device
+  Click 'Share' to send the link via mail or social networking

+  Click 'Enforce secure connections' to enhance the browser's security connection through the secure HTTPS
protocol. Click here to find more details on this

«  Click 'Report Site Issue' to file a bug report about the site. The form lets you describe the issue in detail.
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4.12. Portable Version

Comodo IceDragon can also be installed in portable mode. As the name suggests, portable mode allows you to
install Ice Dragon on a USB stick. You can then quickly launch and use your personalized version of IceDragon on
any computer without needing to install, import bookmarks or modify settings.

In portable mode, the user profile (configuration data) is written to the IceDragon installation folder instead of the
Windows ‘user’ folder on the local machine. By simply copying the installation folder to another drive (such as a USB
stick) you can launch and use your personalized Comodo IceDragon.

Portable mode must be selected during the installation process:

COMODO IceDragon Setup
Choose Install Location

E Choose the folder in which to install IceDragon.

Setup will install IceDragon in the following folder. To install in a different folder, click Browse and
select another folder. Click Install to start the installation.

Destination Folder

| C:\Program Files\Comodo'\IceDragon

[ Portable version (user profile is stored in destination folder)

Space required: 150 MB
Space available: 185 GB

There are a few differences to setup if portable mode is selected:
«  The Installer does not write anything to the Windows registry
»  Uninstaller is not created

«  User profile is stored in the "User Data" folder inside the main Comodo IceDragon installation folder.
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4.13.  Uninstall IlceDragon

Note — Uninstall steps may vary depending on the Windows version. The following instructions are for Windows 10:
+  Click 'Start' > right-click on '‘Comodo IceDragon'
»  Select 'Uninstall' to open the 'Control Panel'
«  Select the IceDragon .exe in 'Programs and features'
«  Click 'Uninstall / Change'
OR
»  Click 'Start' > 'Settings' icon
»  Click 'Apps' > 'Apps & features'
+  Select 'Comodo IceDragon' > 'Uninstall' in the list of currently installed programs on the right

The 'Uninstall Comodo IceDragon' dialog will open:

COMODO IceDragon Uninstall
Uninstall Comodo IceDragon

@ Remove Comodo IceDragon from your computer.

Comodo IceDragon will be uninstalled from the following folder. Click uninstall to start the
uninstallation.
Uninstalling from

i C:\Program Files (x86)\Comodo'\IcelDragon

[ Remove user profile

Uninstall

« By default, you will be provided a choice to save your IceDragon profile data in your computer.

+ Ifyou plan to install IceDragon again at a later time, IceDragon will use this profile data to configure
your new installation.
« Ifyou do not wish to retain or transfer your browser settings, select the checkbox 'Remove user profile'.

The screen displays the selection of the folder in your hard drive for installing Comodo IceDragon. The
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default installation location is C:\Program Files (x86)\Comodo\lceDragon.
«  Click the 'Uninstall' button

COMODO IceDragon Uninstall
Uninstalling

@ Flease wait while IceDragon is being uninstalled.

Execute: C:\Program Files (x86)\Comodo\IceDragoncertsentry_setup.exe /u IceDragon

»  On completion, click 'Finish' to close the window.

COMODO

Creating Trust Online®
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COMODO IceDragon Uninstall
Completing the Comodo IceDragon uninstallation

Comodo IceDragon 65.0.2.15 has been uninstalled from your computer.

Click Finish to close Setup.

5. Tabbed Browsing

This section explains how to use tabs to view websites in Comodo IceDragon.
Use the following links to find out more:

» Use tabs

«  Customize Your New Tab Page

» Tab Settings

5.1.Use Tabs

Each web-page you open is shown in what is known as a 'tab'.
»  Multiple tabs can be opened at once. Each tab can contain a different web page.
«  Click any tab to switch straight to that page.
«  Click the 'Open a new tab' button to open a blank tab.
«  Click the 'X" button on the right of the tab to close a tab.

» Toopen anew tab, click the icon, which is next to the last tab:
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'Q Try leeDragon with the bockmarks, history and passwords from another browser Mo Thanks Irngaet Flosw
aa Top Sites « D?
e
B
T
) o
- -"'-'"
yautube facebook wikipedia reddit arnaTon twitter
* Highlights -

‘%
+
Start browsing, and we'll show some of the great articles,

videns, and other pages you've recently visited or
bogkmarked here.

- Torearrange tabs, left-click on a tab, hold-down the mouse button then drag the tab to its new position
« When you open a new, 'blank' tab, it will display a list of your most visited websites for your easy access:

+  Customize Your 'New Tab' Page
» Tab Settings

5.2.Customize Your 'New Tab' Page

+ By default, the new tab page shows thumbnails of sponsored links and your most visited websites.
»  However, you can make the 'New Tab' page display whatever you want.
«  Each website is shown as a tile. Tiles can be deleted and rearranged as you see fit.
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- £
[} I )
'Q Try leeDragon with the bockmarks, history and passwords from another browser Mo Thanks Irngaet Flosw
aa Top Sites « D;’
oKD a v
i1 L
It__ -
yautube facebook wikipedia reddit arnaTon twitter
=P Highlights ~
* ¢
+
Start browsing, and we'll show some of the great articles,
videns, and other pages you've recently visited or
bookmarked here.
Add a site to the new tab page
» Openanew tab
Click the bookmarks icon on the toolbar
»  Select 'Show All Bookmarks' to open the 'Library' window
«  Select a bookmark and drag it to the new tab page
Add your top sites
«  Click the three-dot button in the top-right corner of the page:
Q Search the Web -
&1 Try IceDragon with the bookmarks, history and passwords from anather browser. Mo Thanks Import Now

28 Top Sites ~
|+ Add Top Site

f " -
e Mova |in
o Viove Up
S
N W v Move Down
Nl oy |
B | X Remove Section

youtube facebook wikipedia reddit amazon [E Collapse Section

I Manage Section

% Highlights ~

»  Select '+ Add Top Site' to add the page
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- Enteratitle, URL of the site to define the appearance in a new tab
+  Click 'Use a custom image' (optional)
+  Click '‘Add'

Set a top site
e Openanew tab
»  Place your mouse over a tile

o Al === will appear in the top-right corner of the tile.

: — "’ [@ Openina New Window

ichtank 2 Open in a New Private Window
phishtan

X Dismiss
W Delete from History

«  Select 'Open in a New Window' to open in a new window
»  Select "Open in a New Private Window' to browse without being tracked
«  Click 'Dismiss' to remove a tile

»  Select "Delete from History' to remove a site from your browsing history.

Rearrange top sites

»  Simply click and drag the tile into the position you prefer

as TOP SITES v Edit | @
- e
—
C -~ [
help.como one.comaodo A~ archive
p- ' DOMAIN CENTRAL
— -

domaincentral

el

comodogroup.c. domaincentral
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Customize tab preferences
This lets you configure the sites and highlights shown when you open a new tab.
«  Click the cog icon in the upper-right of the new tab
OR
«  Click the Top Sites / Highlights three-dot menu
«  Select 'Manage Section'
*  You will be taken to 'Home' area
+  Scroll to the 'lceDragon Home Content'
»  Check 'Top Sites' to access the most visited sites

»  Choose up to four rows of your favorite sites
»  Check 'Highlights' to enable sites you have recently visited or bookmarked.

*  You will see: Bookmarks, Pages Saved to Pocket, Visited Pages, Most Recent Downloads
To reset the page and show blank tiles, you can clear your browsing history:

«  Click the hamburger/menu button at the top-right corner
«  Click 'Library' > "History' > 'Clear Recent History' > select 'Clear Now' button.

5.3.Tab Settings

The following sections explain more about:
» Configure tab settings
» Restore previous session from the homepage
* Re-open tabs from your last session when you next start IceDragon

» Use right-click options

Configure tab settings

»  Click the hamburger/menu button at the top-right corner
»  (Click 'Options' > 'General' button:

'ﬂ‘ General Tabs

Q Home ' Ctrl+Tab cycles through tabs in recently used order
</ Open links in tabs instead of new windows

Q Search

When you open a link in a new tab, switch to it immediately

n Privacy & Security Show tab previews in the Windows taskbar

S Firefox Account

« CTRL+Tab cycles through tabs in recently used order - Enabled = by default - Lets you use Ctrl+Tab to
view open tabs one at a time.

»  Open links in tabs instead of new windows - Enabled = by default - any links you click will open in a new
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tab in the same IceDragon window. Disabled - any links you click will open in a separate IceDragon window.

«  When you open a link in a new tab, switch to it inmediately - Check this option to load and display the
page in a new foreground tab.

«  Show tab previews in the Windows taskbar - Check this option to show a separate preview for each tab.

Restore a tab or a window from the homepage menu

»  Click the hamburger button at the top-right corner
«  Click 'Options' > 'Home'
« Inthe 'Home' area, click 'Restore to Defaults'

£ Find in Optians

Home Restore Defaults

New Windows and Tabs

Choose what you see when you open your homepage, new windows, and new tabs.
Homepage and new windows = L -

aboutnewtablabout:addons
Use Current Pages Use Bookmark...

MNew tabs Blank Page -

Re-open tabs from your last session when you next start IceDragon

«  Click the hamburger/open menu' button at the top-right corner
»  Select 'Options' > 'General' tab

- Select 'Restore previous session' under the 'Startup' to restore all windows and tabs that were opened
previously
+  Click 'Warm you when quitting the browser' when you try to close the window
Warn dialog does not appear if:
«  Opened one tab per a window
»  Private Browsing Mode session is in use
»  Session restored on startup
»  Browser is restarted
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General

Startup

@Restmre previous session

Warn you when quitting the browser

| Always check if lceDragon is your default browser

. IceDragon is not your default browser Make Default...

Right-click options

»  Right-click on any tab to open a context-sensitive menu:

Beload Tab
Mute Tab

Pin Tab
Duplicate Tab

Select All Tabs
Bookmark Tab
Move Tab >
S5end Tab to Device >

Close Tabs to the Right
Close Other Tabs
Undeo Close Tab

* Reload Tab - Refreshes the page

*  Mute Tab - Turns off the sound of a particular tab

« Pin Tab - Pins the tab to left of the browser window

« Duplicate Tab - Copy the URL in the current tab and open it in a new tab

»  Select All Tabs - All opened tabs in the browser will be bookmarked

» Bookmark Tabs - Tabs that are currently open in the browser will be bookmarked

* Reload All Tabs - Reopens last closed tab in the same tab location of the browser window
*  Move Tab - Move tab to start, end or open the tab in a new window

- Send Tab to Device - Move tabs from your desktop to mobile device. Note: You need to be synced
with your CID account

- Close Tabs to the Right - Closes tabs to the right

«  Close Other Tabs - Closes all other tabs

« Undo Close Tabs - Undoes closed tabs through a toolbar button or the right-click context menu
* Close Tab - Closes the tab

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 58



e

Comodo IceDragon-User Guide ~ £2*e22

Further reading related to the topic of this page:
+ Use Tabs

»  Customize Your 'New Tab' Page

6. Bookmarks

Bookmarks are an easy way to save links to your favorite web-pages so you can quickly visit them later. This section
shows you how to create, edit and manage bookmarks. Click the following links to find out more.

« Create Bookmarks

*  Find and Edit Bookmarks

» Manage Bookmarks

* Import and Export Bookmarks

6.1.Create Bookmarks

There are multiple ways to create a bookmark:
Method 1
When on a webpage that you want to bookmark, simply click the star at the right of the address bar:

4L Options EOl ) Wikipedia X

« ¢ o @ & hitps://www.wikipedia.org

"ﬂf Options LAl 0 Wikipedia x

= G 1 (D i hitpsy/fvwwwikipedia.org

*  Once bookmarked, the star will change color to blue.

«  Onall subsequent visits to bookmarked pages, you will see this blue star.
« By default, a bookmark will be created in the 'Other Bookmarks' folder.

+  Click the star to open option menu which allows you to modify bookmarks:
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W Wikipedia x +

« C @ (T i@ hitps/fwewwikipedia.org

WAKI e

The Free | e

— s
English . l._ ;J

5 769 000+ arficles

=a
Deutsch g;’
2 T8 000+ Artilal Gr +  Hame:
4 Jvikipedid
Espaiiol % gl Folder
1 454 [0+ articulbs - g Other Baokmarks | |
T
1 :
italiano M Do
RS 1‘1 ';L_] Separabe tags with commas b

[ Show editor when saving

Portugués
1 012 000+ ariigoa Cancel
o “

You can remove the bookmark or change the folder in which the bookmark is saved.
Method 2
»  Click the three dot icon in the far address bar > "Bookmark This Page"
Method 3
»  Open a menu at top-right > 'Library'
« Inthe '‘Bookmarks' menu bar, select 'Bookmark This Page'
Method 4
To bookmark all open tabs at once,
»  Right-click on any tab and select 'Bookmark All Tabs..."' on the context sensitive menu
«  Next, assign a name for the set of bookmarks and specify the folder in which they should be saved
»  Click 'Add Bookmarks' to save your bookmarks.
Method 5
You can import bookmarks from other browsers.
Method 6
Drag and drop a link or URL onto the 'bookmarks' button on the right of the address bar.
Method 7
Use the keyboard short cut CTRL+D to bookmark the page you are currently viewing.
The following links contain further reading on bookmarks:
» Find and Edit Bookmarks
* Manage Bookmarks
* Import and Export Bookmarks
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6.2.Find and Edit Bookmarks

The bookmark bar under the address bar shows all your bookmarked pages and folders.

If you have not docked the bookmark bar, follow the steps given below:

% Wikpredia Bl i) hew Tab El m]
Q, Search ore l ~ ll'\ DO =

View Bopkmarks Sicebar
Q - Show All Bookmarks  CirleShift+B %
[# Bockmarks Toalbar v
{2 Cher Boolomarks »
] Try lceDragon with the bockmarks, history and passwords from ancther brovy B o o ’ of [\-3’
2% Top Sites Show All Bookmarks  CirleShift+B
i1 vo ® a
»  Dock the bookmark bar
» Add bookmarks to the bookmarks toolbar
* Relocate bookmarks on the bookmarks toolbar
* Right-click options
+ Edit bookmarks
» Delete bookmarks
Dock the bookmark bar
«  Click the hamburger/menu button at the top-right corner > 'Customize'
«  This will open the 'Additional Tools and Features' page
»  Click the "Toolbars' drop-down at the bottom and enable 'Bookmarks Toolbar'
+  Click the 'Done' button or close the tab
»  The new toolbar will immediately appear below the address bar
Add bookmarks to the bookmarks toolbar
«  Open the web page to be added to the bookmarks toolbar
+  Click and simply drag the web site icon on to the bookmarks toolbar in the 'Location' bar
recelits the front page -« % | [E) Amazoncomebit; % Y dictionarpcomte % BRI IS =
c @ @ a nispsfew dicionary.com W n o8 W |.=

i) Getting Started Q reddit the front page ..' =

Relocate bookmarks on the bookmarks toolbar

«  Click the bookmark or folder and drag it into new position.
Right-click options on the bookmark bar
The following options are available when you right-click on the bookmark bar:
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*  OpenAllin Tabs
«  New Bookmark
»  New Folder
»  New Separator
» Paste

Edit bookmarks

«  Click the blue star on the address bar

W Wikipedia L + = m]
= [ 'ﬁ' @ i hetpsy i wwikipedia.org Ll | * i MO E =
Mewr Bookmark ﬁ
WIKI =
The Frea E L

— s
English ‘" n ;}

5 782 000+ arlickes

=
Deutsch g;"
2 248 000+ Artikal ar ¢ Hame:
4 Jitipedid
Espafiol B Q Folder:
1 454 B0+ articuios - L2 Other Baokmarks | |
%
% _
italiano | Do — -
JEparatE tags with commas
1 458 000+ voci 1\1‘ 'Z"ﬁ] I

[ Show editor when saving

Portugués
1 012 D00+ arigos Cancel
e “

»  Name - Bookmarks label.

«  Folder - Default folders to store your bookmark (Bookmarks Toolbar, Bookmarks Menu, Other Bookmarks).
Click the arrow beside the drop-down to specify a different folder or create a new folder.

- Tags - Set tags for the bookmark. Tags can be searched from the IceDragon address bar.
«  Click the arrow button to expand the 'Folder' / 'Tags' or to create a new folder.
Delete bookmarks
»  Open the page in your bookmarks
«  Click the star icon and click 'Remove Bookmark' button
Please note: When you delete a folder, all the bookmarks in the folder will also be deleted.
Set the toolbar icon
«  Click the hamburger/menu button at the top-right corner then select 'Customize'
»  Click the 'Done' button to appear in the bookmarks tool bar.
Show/hide the bookmarks toolbar
«  Click the hamburger/menu button at the top-right corner then select 'Customize'
»  Deselect the 'Bookmarks Toolbar' in the Toolbars' drop-down.
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6.3.Manage Bookmarks

Comodo IceDragon allows you to organize your bookmarks as required. From here you can edit, delete or rename
bookmarks and folders.

Organize your bookmarks
«  Click the star icon on the right of the file-menu
«  Select 'Show All Bookmarks' from the menu

The 'Library" interface will open:

reddit: the front page 2 ﬂ Amazon.come hi . Y dictionary.com f A b

@ |'.i,ﬂ hittpss/fwwnsdictionary.com PR *|

&) Getting Started @ reddit: the framt page a Dictionary.com | Mea.

Chrl+Shift+B

Show All Bcokomarks:

Dictionary.com Thesaurus.com

%{ﬁﬂnﬂry,tﬂm definiicns W
ﬁ 3 Easy Steps

71 fomode leeDragon L3

ow All Bockmarks Crl+ Shift+ B

& Library = O d
I Organize~ (=: Views~ ‘g Importand Backup ~ £ Search Bookmarks |
H History Mame Tags Location
i Downloads Wikipedia https://www.wikipedia.org/
3 Tags @ reddit: the front page of th.., https:/ fwww.reddit.com)
w All Bookmarks E: Dicticnary.com | Meanings.., https:/fwww.dictionary.com,

[*] Bookmarks Toolbar
» Bookmarks Menu
@ Other Bookmarks

MName:

| Wikipedia |

Location:

| https:/fwww.wikipedia.org/ |

Tags:

Separate tags with commas | b

Keywaord:

From here you can:
»  Search bookmarks
» View/sort bookmarks
« Rename / edit bookmarks
* Delete a one bookmark
*  Delete multiple bookmarks
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*  Move a bookmark
Search bookmarks
«  Enter the bookmark name in the search box in the 'Library' interface
Or
«  Enter the bookmark name in the search box from the Side bar.

2 Search Boockmarks

View / sort bookmarks
«  C(Click the Bookmark button and select 'Show All Bookmarks'

«  Click the 'Views' button to open menus which allow you to sort bookmarks by various criteria, and to add
additional columns to the bookmarks table.

«  Alternatively, right-click on the '‘Bookmarks Toolbar' folder and select 'Sort By Name'
Rename a folder, bookmark or edit its address
«  Select the bookmark you want to edit
«  Click the star icon and change the name of the bookmark in the 'Edit This Bookmark' dialog
OR

»  Click the 'Show your bookmarks' icon next to the address bar. Select a bookmark from the list and edit its
name or URL using the fields at the bottom of the interface

Aadd a new bookmark folder

«  Select the location you want to add new bookmark folder in the left side

»  Click the 'Organize' menu and select 'New Folder’

*  You can also right-click on the desired location and add a new folder from the menu.
Delete bookmarks or folders

Click on the star icon in the 'Location' bar

«  Click the 'Remove Bookmark' button

OR

»  Click the 'Show your bookmarks' icon on the right of the address bar

+  Select 'Show All Bookmarks' to open the 'Library' window

» Inthe left pane, click on the folder you want to view (its content appears in the right pane.)

«  CTRL+click to select multiple items

« Right click on the selected items and select 'Delete’ (or click 'Organize’ > 'Delete’)
Move bookmarks

Just click and drag a bookmark or folder to another destination to the folder list in the left side.
6.4.Bookmarks - Import, Export and Back up

You can import bookmarks from other browsers, export bookmarks to HTML and automatically create backups of
your bookmarks on a daily basis.

Click the following links for more help:

* Import bookmarks
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» Import bookmarks from any browser as a HTML file

»  Export hookmarks
»  Restore from backup
Import bookmarks from Microsoft Edge and Internet Explorer
+  Click the star icon > 'Show your bookmarks' button
+  Select "Show All Bookmarks'

»  Select 'Import and Backup'

sws o Import and Backup - 2 Search Bookmarks

Loc Backup...

http Restore * be+s.n 362 CFRlie=
http Import Bookmarks from HTML...

http Export Bookmarks to HTML... ents/Forms/Dis
http ssl/ssl-warrant

Import Data from Another Browser...

-program.php

wv.kinopoisk.ruflevel /4 neonle/

ANET S

»  Select 'Import Data from Another Browser'.

Import Wizard >

Import Settings and Data @

Import Options, Bookmarks, History, Passwords and other data from:

() Microsoft Internet Explorer
() Chrome

Please ensure the selected browser is closed before continuing.

< Back Mext = Cancel

«  Select the browser from which you want to import and the specific items you wish to import:
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Import Wizard >

Items to Import

Select which items to import:
Cookies

Browsing History

Saved Passwords
Favorites

< Back Mext = Cancel

« Cookies: Small files stored on your computer by websites you have visited that contain information
about your preferences while on that website. Cookies are used for such things as keeping you logged
in to a website and to save your site preferences

»  Browsing History: Alist of URLs that you have recently visited
«  Saved Passwords: All authentication information in a selected browser

«  Favorites: (also known as 'Bookmarks'). Imports your bookmarks from the source browser
+  Click the 'Next' button then click 'Finish' at the confirmation dialog:

Import Wizard >

Import Complete @

The following items were successfully impeorted:

Cookies
Browsing History
Saved Passwords

Favorites

< Back Finish Cancel
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Bookmarks from the other browsers will now be available in Comodo IceDragon in a folder named 'From Internet
Explorer', Chrome or 'Microsoft Edge'.

» To view and access your bookmarks, simply click the bookmarks button.
+  All Bookmarks (including any imported) will be listed in the menu:

[ (D @ brtpss/fusew dictionany.com e B W Q, saarct in 0 8 =

&) Getting Ssarted @ reddit: the front page ... [y Dictionary.com | Megs £ From Intemet Exploner

= Tion DM Thesauris.com

Import bookmarks from any browser as a HTML file

»  Click the 'Show your bookmarks' button then 'Show All Bookmarks'

«  Click the 'Import and Backup' tab on the 'Library'

»  Click 'Import Bookmarks from HTML'

« Navigate to the HTML file saved in your computer and click 'Open’.
Export bookmarks

+  Click the 'Show your bookmarks' button then 'Show All Bookmarks'

»  Click the 'Import and Backup' tab on the 'Library'

«  Select the 'Export Bookmarks to HTML'

»  Choose a location where you want the bookmarks to be saved and click the 'Save' button
Restore from backup

»  Click the 'Show your bookmarks' button then 'Show All Bookmarks'

«  Click the 'Import and Backup' tab on the 'Library'

»  Click 'Restore'. Select the backup from which you want to restore

«  The dated entries are automatic backups.
« 'Choose File..." lets you restore from a manual backup.
The 'Revert Bookmarks' dialog will appear, click 'OK'.

Revert Bookmarks >

9_. This will replace all of your current bookmarks with the backup. Are you sure?
=

QK Cancel

After choosing a backup, your bookmarks will be restored.
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/. Privacy And Security

This section explains how to configure privacy and security settings in Comodo IceDragon as per your browsing
requirements. By default, IceDragon is designed to ensure your private data remains safe and secure while browsing
online.

Click the links to find out more:
+ Private Browsing
+ Delete browsing history and configure history settings
+ Allow/block pop-up windows
+ Manage Cookies and Site Data
+ Block websites from tracking your browsing history
+ View and manage permission settings
- Configure suggestions when entering a website address
+ Manage Cache
+ Manage Add-on Permissions
+ Manage passwords
+ TLS/SSL Certificates and Secure Connections
«  SSL/HTTPS security settings
» Force Secure Connections
»  Website Security Indicators
» Disable accessibility indicator setting
» Configure IceDragon performance and browsing settings

»  Network Proxy settings

7.1.Private Browsing

In a private browsing session, IceDragon does not store:
»  Browser history
«  Search history
«  Download history
«  Web form entries
«  Cookies
» Passwords
«  Temporary internet files

This helps improve your overall security by removing any local copies of internet activity. Any bookmarks you create
are, however, kept.

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 68



COMODO

Creating Trust Online®

c o Search with Google or enter address Search x In @

©9 Private Browsing

When you browse in a Private Window, IceDragon does not save:

* visited pages e cookies

* searches * temporary files
IceDragon will save your:

* bookmarks * downloads

® copied text

Private Browsing doesn’t make you anonymous on the Internet. Your employer or Internet service provider
can still know what page you visit.

Content Blocking

Some websites use trackers that can monitor your activity across the Internet. In private windows, lceDragon
Content Blocking automatically blocks many trackers that can collect information about your browsing
behavior.

See how it works

Learn more about Private Browsing.

Start a Private Browsing session
»  Click the hamburger button at top-right
«  Select 'New Private Window'
- Start browsing as normal by opening a bookmark or searching from the address bar
«  Amask icon is shown at top-right while in 'Private Browsing' mode:
@r.m e « | -

e @ | Q Bearch o & v | : n 08 L —

] Getting Started B reddit: the front page ... B Dictionary.com | Mea.. 5 From Internes Explorer [

See Block Websites From Tracking Your Browsing Activities for more details on how to block website elements
that could track your browsing activity

Enable Private Browsing Permanently

If you want all your browsing sessions to be kept private, you can enable private browsing permanently.
Click the hamburger at top-right corner
»  Click 'Options' > 'Privacy & Security' tab
«  Click the 'lceDragon will' drop-down > select 'Use custom settings for history'
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History
lceDragon will | Use custom settings for history =

Remember history

Always use Clear History...

MNever remember history

| Remem

Use custom settings for history
w/ Rememuoer searci and 10T NSy

Clear history when IceDragon closes Settings..

»  Enable 'Always use private browsing mode'.

History

IceDragon will  Use custom settings for history @

@Iways use private browsing mode Clear History...

+'| Remember browsing and download history

/| Remi Restart lceDragon >

Clear ® IceDragon must restart to enable this feature. tHngs..

Restart lceDragon now

» Restart the IceDragon at the prompt to enable the feature.

7.2.Delete Browsing History and Configure History Settings

» IceDragon saves certain data to speed up website load times and improve your online experience.
- ltems stored include a history of your visited pages, cookies, form data and cached page content.
*  You may wish to clear these items periodically for performance and security reasons.

» Delete Browsing History
« Configure History Settings
Delete browsing history

+  Click the hamburger button at the top-right corner
«  Select 'Library' > 'History' > 'Clear Recent History'
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o Q, Search @ﬂj v n =

v In
<

History
"
G0 view Histery Sidebar bions
@ClearRecentHis@
M FRecently Closed Tabs »
8 Recently Closed Windows * [

Recent History

C Comodo IceDragon Help Guide - Intreduction | Web Er...

etting rigmarcle meaning - Comode Yahoo Search Results
E Dicticnary.com | Meanings and Definitions of Words at... i
ear History...
1g m¢ dicticnary.com free - Comodo Yahoo Search Results —
and d 8 Amazon.com: http:/fwww.cnn.com,’
@ reddit: the front page of the internet
form
W Wikipedia
rage information symbaol on the left hand side of the web ad...

1 PN R ) R T 2o L-: el C . 'l -
Bank with Us: Online Banking Login - Standard Charter...

« Inthe 'Clear Recent History' dialog, select the period that you want to clear history from the "Time range to
clear:' drop-down box.

» Leaving this at the default of 'Everything' will clear all history information in your browser.
+ 'History' displays items from which you can select for the history information to be removed.
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Clear Recent History x

Time range to clear | Last Hour il

Last Two Hours
Last Four Hours

History

Toda
Browsing & Down Y
Everything

[ Active Logins P
Forrm & Search History

Data

[]site Preferences [] Offline Website Data

Clear Maow Cancel

»  The following items can be deleted:

«  Browsing and Download History - Browsing history is the list of websites that you've visited and the
download history is the list of files that you've downloaded.

« Active Logins - Authenticated sessions that are still active, that is, if you've logged into a website that
requires authentication, are called active logins.

»  Form & Search History - Form history are the list of terms that you've entered in web page forms and
these terms will be listed in a drop-down menu in the Auto Form Fill as you start entering the first few
letters in the form field.

»  Cookies - Cookies are small pieces of information sent by websites that you've visited which are
stored by your web browser. Cookies are used by these websites to store your preferences about that
website (for example, if you ask a website to 'Keep me logged in' or similar, it is the cookie that keeps a
record of this preference).

»  Cache - The cache memory stores temporary files, such as of web pages that you've visited, which will
help to load the pages much faster when you are visiting any of them once again.

» 'Data":
- Site Preferences - Settings configured by you for certain websites such as zoom level and
permissions.

- Offline Website Data - If you've saved a webpage as '"Web Page, complete' in the save as option
in the 'File' menu, you can view the page even if you are not connected to the internet.

«  Select items you wish to delete and click 'Clear Now'.
Configure history settings
The 'Privacy and Security' section in 'Options' lets you specify default history settings for IceDragon.
»  Click the hamburger/'Open Menu' button at the top-right corner
«  Select Options' > 'Privacy and Security' tab > 'History'
« Inthe 'History' section, specify default behavior in the 'lceDragon will' drop-down
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History

lceDragon will | Use custom settings for history =

Remember history

Always use

Clear History...
MNever remember history
| Remermr
Use custom settings for history
w/ Rememuoer searci and 10T NSy
Clear history when IceDragon closes Settings..

The options available are:

«  Remember history - The browser will always remember history and you have to clear it manually as
explained in the first half of this page.

+  Never remember history - The browser will never store any history.
«  Use custom settings for history - If you select this, you have the following options:

«  Always use private browsing mode - If you select this option, IceDragon will always open in private
browsing mode. See 'Private Browsing' for more details.

OR
+  Click 'Clear History..." to open the history management screen as shown below:

Clear Recent History x

Time range to clear: Last Hour i

History
v Browsing & Download History v Cookies
v Active Logins ' Cache

v Form & Search History

Data

Site Preferences Offline Website Data

Clear Mow Cancel
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7.3.Allow/Block Pop-up Windows

Many websites open pop-up windows to show adverts and other messages.

While many of them are used for legitimate purposes (for example, banking sites use pop-ups for login screens and
to provide warnings), some may be used for malicious purposes like injecting rootkits, keyloggers and other
malware. Other pop-ups can just be plain annoying adverts.

«  Comodo IceDragon blocks pop-up windows by default.

»  You can configure IceDragon to allow or block pop-ups as you wish and can add exceptions so that pop-
ups from selected websites are always allowed.

»  When a website tries to open a pop-up, IceDragon shows a message telling you that the pop-up was
blocked.

Configure pop-up windows
»  Click the hamburger button at the top-right corner
»  Select 'Options' > 'Privacy & Security'

»  To block pop-up windows, make sure the 'Block pop-up windows' box is enabled in the 'Permissions":

Permissions

(® Location Settings...
MM Camera Settings...
& Microphone Settings...
E Motifications Learn more Settings...

Pause notifications until lceDragon restarts

/| Block pop-up windows Exceptions...

V| Warn you when websites try to install add-ons Exceptions...

Prevent accessibility services from accessing your browser Learn more

- To permanently allow pop-ups from all websites, deselect the check-box (not recommended)
» To add exceptions for pop-ups, click 'Exceptions'
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Allowed Websites - Pop-ups ) 4

You can specify which websites are allowed to open pop-up windows. Type the exact address of

the site you want to allow and then click Allow.

Address of website

Website Status

Remove Website Remove All Websites

Cancel Save Changes

«  Enter the URL of the website for which you want to allow pop-ups permanently in the 'Address of website'
field and click 'Allow'

The site will be added to the list of websites which are allowed to show pop-ups. All the pop-up windows opened by
this website will be allowed regardless of your setting in 'Block pop-up windows' check box.

+  Click "Save Changes'.
7.4.Manage Cookies and Site Data

Cookies in brief;

»  Cookies are small files stored in your browser by websites that you've visited. They contain information
about your website preferences and can sometimes be used to authenticate you.

»  Forexample, if you ask a website to 'Remember me' or similar, it is the cookie that keeps a record of
this preference.

«  Most cookies are stored for the worthwhile purpose of service improvement, but they can also be used to
track you and record data. Examples:

»  Session cookies allow a website to remember your page changes and selections as you move from
page-to-page. A shopping cart is a good example of this usage.

« Asearch engine may store cookies to fetch your search history and will display targeted adverts to you
on various web-pages you visit.

«  Some malicious sites may use cookies to log sensitive information about you. Hackers could, in theory,
intercept a cookie sent from your browser to a website and extract sensitive data.

« To maintain your privacy and security, you need to clear cookies from your browser periodically and
evaluate your overall policy regarding allowing or blocking cookies.

« By default, IceDragon accepts cookies from the websites you visit. You can configure it to allow or block
cookies, or to accept/block cookies on a per-site basis.
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Browser cache in brief;

« The cache is a repository used to store web pages, images and other web content so that pages load faster
on future visits.

Site data in brief:

- Some websites require you to download files in the background so the site runs faster and to keep
information from being lost.

« These files, used by websites and keep in your local storage, can be removed manually.
Click the links below for more help:

« Clear Cookies, cache and site data

» View and remove stored cookies and site data individually

« Allow/ block cookies and site data

- Add exceptions for storing cookies and site data

Clear cookies, cache and site data

+  Click the hamburger button at top-right

«  Select 'Options' > 'Privacy and Security' > 'Cookies and Site Data' section
«  Click the 'Clear Data' button

«  Select whether you want to delete cookies or cached content, or both.

«  Click 'Clear".

Clear Data x

Clearing all cookies and site data stored by lceDragon may sign you out of websites and

remove offline web content. Clearing cache data will not affect your logins,

Cookies and Site Data (672 KB)
You may get signed out of websites if cleared

Cached Web Content (22.9 ME)
Will require websites to reload images and data

Cancel Clear

«  Confirm your choice by clicking 'Clear Now' in the confirmation dialog.

View and remove stored cookies individually

The 'Manage Cookies and Site Data' dialog lets you review and manage data stored on your computer by websites.
Access cookies and site data dialog

+  Click the hamburger button at top-right

»  Choose 'Options' >'Privacy & Security' > 'Cookies and Site Data'
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«  Click 'Manage Data' button to open the 'Manage Cookies and Site Data' dialog

Manage Cookies and Site Data X

The following websites store cookies and site data on your computer. lceDragon keeps data from websites with persistent
storage until you delete it, and deletes data from websites with non-persistent storage as space is needed.

O Search websites

Site Cookies Storage ud Last Used

mail.google.com 4 160 KB 8/1/2018, 4:09 PM "

www.youtube.com 112 KB 4/30/2018, 5:56 PM

www.comado.com 33 64.0 KB 812018, 4:09 PM

vars.hotjar.com 64.0 KB 4272018, 5:30 PM

WWW.amazon.com 64.0 KB 5/11/2018, 3:39 PM

www.wildberries.ru 64.0 KB 4/30/2018, 5:56 PM

edition.cnn.com 48,0 KB 5/16/2018, 544 PM

en.softonic.com 48,0 KB 4/27/2018, 4:48 PM v

Remove Selected Remave All

Cancel Save Changes

« Todelete an item, select it and click 'Remove Selected'.
» To delete all items, click 'Remove All".
»  Click 'Save Changes'.

Allow cookies and site data from a website

+  Click the hamburger/ menu button at top-right
+  Click 'Options' > 'Privacy and Security' > 'Cookies and Site Data'
« Leave the 'Accept cookies from websites (recommended)' checkbox selected.

«  Accept third-party cookies and site data - Enable if you want to allow cookies from websites you visit or
other applications.

Keep Until - Select the time period that the data should be retained by IceDragon:

»  They expire - Cookies and site data will be stored until their end-of-life as set by the website
» Iclose IceDragon - Third-party cookies will be cleared when you end your browsing session.
Accept third-party cookies.... - Select when or from whom you should accept cookies:

* Always
*  From visited
«  Never

Block cookies and site data from a website

«  Check the 'Block cookies and site data (may cause websites to break)' box. Some websites will not function
if you block cookies.

Add exceptions for storing cookies and site data
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»  Click the hamburger/menu at top-right

«  Click 'Options' > 'Privacy and Security' > 'Cookies and Site Data'
«  Click 'Exceptions' beside 'Accept cookies from websites' checkbox.

Exceptions - Cookies and Site Data x

Y¥ou can specify which websites are always or never allowed to use cookies and site data. Type the exact address

of the site you want to manage and then click Block, Allow for Session, or Allow.

Address of website

Block Allow for Session Allow
Website Status
http://addons.mozilla.org Allow
https://accounts.google.com Allow
Remove Website Remove All Websites
Cancel Save Changes

»  Enter the url of the website for which you want to allow or block cookies or site data permanently.

«  Click 'Block' to stop the cookies or site data from the site. Regardless of whether the checkbox 'Accept
cookies and site data from websites' is checked or not, the cookies and site data from this site will be
blocked.

«  Click 'Allow for Session' to allow the cookies or site data from sites and remove them when IceDragon
closes.

«  Click 'Allow' to allow the cookies and site data from the site. Regardless of whether the checkbox 'Accept
cookies and site data from websites' is checked or not, the cookies or site data from this site will be allowed.

The website will be added to the list with the 'Allow', Allow for Session or 'Block status' as specified.
To remove a specific website from the exceptions list

«  Select the website and click 'Remove Website'

» To remove All websites at once from the exceptions list, click 'Remove All Websites'

+  Click 'Save Changes'.
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7.5.Block Websites from Tracking your Browsing Activities

To configure tracking protection:
«  Click the hamburger icon
»  Click 'Options' > 'Privacy and Security'
«  Scroll down to the 'Content Blocking' section

Some websites record the browsing activities of visitors. For example, a web site may track your activity to find your
interests and display relevant content and advertisements. While this can make for a more personalized online
experience, it can also allow websites to build a potentially invasive profile of your online activity.

«  Content blocking prevents known trackers from recording your online behavior. You will see a shield icon in
the address bar when IceDragon blocks content on a website.

«  Click the small 'i' or the shield icon to view what IceDragon detects and blocks on sites that you visit.
- The 'Content Blocking' section lets you configure how you want to deploy this feature:

Content Blocking

Block third-party content that tracks you around the web. Manage Exceptions...
Control how much of your online activity gets stored and

shared between websites. Learn mare

& Standard

Only blocks known trackers in Private Windows.

Strict

Blocks all trackers IceDragon detects. May cause some sites to break

Custom

Choose what to block.

Send websites a “Do Mot Track” signal that you don't want to be tracked Learn more

@ Always

Only when lceDragon is set to block known trackers

« Standard - Default mode. Ice Dragon allows trackers in normal sessions but blocks them in private
sessions.

«  Strict - Ice Dragon blocks trackers at all times in both normal and private browsing sessions. Note —
Blocking cookies and trackers may cause some websites to break.

«  Custom — Select what you want to block:

» Trackers - Blocks all cookies set by trackers. Choose the sessions in which you want to block trackers:

* Inall windows - Ice Dragon will block trackers at all times in both normal and private browsing
sessions.

+  Only in Private Windows - Ice Dragon will allow trackers in normal sessions but block them in
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private sessions.
»  Cookies — The options available to block cookies are:
+  Third-party trackers
«  Cookies from unvisited websites
«  All third-party cookies (may cause websites to break)
«  All cookies (will cause websites to break)
Note - Your preferred settings are kept for all sessions until you change them.

» 'Do Not Track' — A setting that tells websites you visit that you do not want them to monitor or record your
behavior.

» 'Always' - Will send the 'Do not track' command to every site you visit during both regular and private
browsing sessions.

» 'Only when IceDragon is set to block known trackers' - Will send the 'Do not track' command if
tracker protection is active for the session.

«  Exceptions - A shield icon in the address bar indicates IceDragon is blocking a tracker on the site. All sites
for which tracking is allowed are listed in 'Exceptions - Content Blocking'.

« Toremove a site from exceptions

«  Click the information or shield icon again and click 'Turn on Blocking for This Site'
OR
* In the content blocking section, click 'Manage Exceptions'
«  Select the website and click 'Remote Website'. Click 'Remove All Websites' to delete all exceptions.
»  Click 'Save Changes'.

7.6.View and Manage Permission Settings

« By default, Ice Dragon will ask your permission every time a site requests your location, for access to your
camera/microphone, or to send you notifications.

*  You can allow or block the request as you deem appropriate.

»  Permission settings let you view all websites that have made such requests, and view/modify your settings
for each site.

» Tip. You can view the permissions you have given to a specific site by clicking the information icon next
to the address bar:
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@ Google Hangouts
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site Information for hangouts.googlecom

& Connection

Secure Connection

Mo hlockable content detected an this page

| Removing Cockies and Site Data

Removing cookies and site data may log you out of websites. Are
you sure you want to make the changes?

Cookies and site data for the following websites will be remowved

contacts.google.com

google.com

: il

Access permissions settings
+  Click the hamburger icon
«  Click 'Options' > 'Privacy & Security'
«  Scroll down to the 'Permissions' section
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Permissions

® Location Settings...
MM Camera Settings...
& Microphone Settings...
E Motifications Learn more Settings...

Pause notifications until lceDragon restarts

Block pop-up windows Exceptions...
V| Warn you when websites try to install add-ons Exceptions...

Prevent accessibility services from accessing your browser Learn more

+ Location - Determines whether or not a website is allowed to request and learn your current location. You
can revoke this permission for all sites you visit or for specific sites.

« Camera/ Microphone - Manage permissions for a specific or all pages to which it is allowed / blocked to
use camera / your microphone. This applies to video or image / recording sites available.

» Notifications - Set whether or not to receive notification from a website. A website which is allowed to
send notifications can send you in-browser messages related to their services. These are shown even if you
are not on their website at the time.

« Pause notifications until IceDragon restarts - You will not be sent any more notifications during this
session. Notifications will only resume after Ice Dragon is restarted.

«  Block pop up windows - Does not allow pop up windows on websites. You can specify exceptions if
required. Exceptions are sites on which you will allow pop-ups.

«  Warn you when websites try to install add-ons - Notifies you when websites try to automatically install
extensions/short cuts. It is enabled by default for security and privacy.

- Prevent accessibility services from accessing your browser - Accessibility services are provided by
3rd party vendors to alter the appearance of web site content on behalf of impaired users. For example, an
accessibility service may magnify page text by default for visually impaired users. You can disable this
service if you know nobody who uses the computer benefits from accessibility services.

7.7.Configure Suggestions when Entering a Website Address

+ lceDragon uses your browsing history and bookmarks to provide suggestions when you start typing an
address in the address bar.

«  Simply click on one of the suggestions to visit that page.
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Click the following links to find out more:
«  Configure suggestions
«  Exclude a website from suggestions
«  Exclude a single webpage from suggestions

Configure Suggestions

IceDragon allows you the select the sources from which suggestions are drawn, or to stop suggestions altogether.
»  Click the hamburger/menu button at the top-right corner
«  Select 'Options' > 'Privacy & Security'

Address Bar
When using the address bar, suggest

Browsing history
v Bookmarks

v QOpen tabs

Change preferences for search engine suggestions
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Under 'Address Bar', select the option for 'When using the location bar, suggest'
«  Browsing History - Provides suggested sites from your browsing history only.
- Bookmarks - Provides suggested sites from your bookmarked sites only.

«  Open tabs - Provides suggested sites from open tabs only.

Exclude a website from suggestions

Allows you configure IceDragon to block suggestions from a specific website.

Click the hamburger/menu button at the top-right corner and select 'Library' > 'History'.

Click 'Show All History' at the bottom of the menu.

In the 'Library' interface use the 'Search History' at top-right to find a web site.

Right-click on a website page and select 'Forget About This Site' from the context sensitive menu.
Ice Dragon will no longer suggest pages from the website.

Exclude a single webpage from suggestions

Type a part of the webpage address in the address bar.

Hover your mouse cursor over the suggestion you want to exclude and press 'Delete' key from the
keyboard.

7.8.Manage Cache

The cache is a repository of web pages, images and other content that you have visited. Ice Dragon keeps
this cache so it can load pages faster the next time you visit them.

The cache can grow quite large over time as it is used to store data from every site you visit.

Clearing the cache will free up disk space and remove any corrupt data that is causing pages to load
incorrectly.

Clear the cache

Click the hamburger/menu button at top-right

Select 'Options' > 'Privacy & Security' > 'Cookies and Site Data'
Click 'Clear Data' button

Leave the '‘Cached Web Content' checked

Click 'Clear" to apply your settings.

Automatically clear the cache

Click the hamburger/menu button at top-right
Click 'Options' > 'Privacy & Security' > 'History' section
'lceDragon will' - Select 'Use custom settings for history'

«  Select 'Clear history when IceDragon closes'
+  Click the 'Settings' button next to it
«  Make sure the 'Cache' box is checked:
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History
lceDragon will  Use custom settings for history =

Always use private browsing mode Clear History...
</ Remember browsing and download history

v Remember search and form history

@:Iea[ history when IceDragon closes m

Settings for Clearing History X

When closed, lceDragon should automatically clear all

History
v Browsing & Download History v Cookies

v Active Logins | Cache

v Form & Search History

Data

Site Preferences Offline Website Data

OK Cancel Help

+  Click 'OK" to apply your changes.
Offline Web Content and User Data Management

Some websites store user data on your computer for offline use. You can delete this offline data if required.
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History
lceDragon will  Use custom settings for history =
Always use private browsing mode Clear History...

+ Remember browsing and download history

v Remember search and form history

@:Iea[ history when lceDragon closes m

Settings for Clearing History X

When closed, lceDragon should automatically clear all

History
v Browsing & Download History v Cookies

v Active Logins | Cache

v Form & Search History

Data

Site Preferences @Qﬁline Website Data

OK Cancel Help

To remove the cache from the About Config page
« Type about:configinthe address bar and press 'Enter'.

A warning will open:
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Comodo IceDragon-- User Guide

v Show this warning next time

| accept the risk!

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of
this application. You should only continue if you are sure of what you are doing.

«  Click 'l accept the risk!'
The configuration page will open:

«  Type 'browser.cache' in the search field then double click in the browser.cache.disk.enable and
browser.cache.memory.enable entry.

» Alternatively, right-click on browser.cache.disk.enable and browser.cache.memory.enable and select

"Toggle'.

File Edit View History Bookmarks Tools Help _ O e
about:config x |+

<« c @ @ lce..gon  abouticonfig | | Q Search » =

L+ Most Visited (T Getting Started [ From Internet Explorer

Search: | O

Preference Mame - Status Type Value 5
browser.cache.check_doc_frequency default integer 3 el
browser.cache.compression_level default integer 0
browser.cache.disk.capacity modified integer 358400
browser.cache.disk.enable default boolean  true
browser.cache.disk.filesystem_reported madified integer 1
browser.cache.disk.free_space_hard_limit default integer 1024
browser.cache.disk.free_space_soft_limit default integer 5120
browser.cache.disk.max_chunks_mermory_usage  default integer 10240
browser.cache.disk.max_entry_size default integer 51200
browser.cache.disk.max_pricrity_chunks_memor.., default integer 10240
browser.cache.disk.metadata_memory_limit default integer 250
browser.cache.disk.preload_chunk_count default integer 4
browser.cache.disk.smart_size.enabled maodified boolean false
browser.cache.disk.smart_size.first_run modified boolean  false v

»  Switch to 'false' value and restart the browser.
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7.9.Manage Add-on Permissions

Add-ons are small pieces of software designed to expand the functionality of Ice Dragon. Add-ons are broadly
classified as:

» Extensions - Add new features to the browser. Examples include extensions to auto-update Facebook
profiles, analyze your typing skills, detect website trackers, compare prices from different e-merchants and
more.

»  Appearance - Customize how the browser should appear by applying themes and styles.

«  Plugins - Support different kinds of file types from the internet. For example, to open .pdf files, play video
and audio files, play online games and so on.

See 'Introduction to Add-ons' for more details.
While most add-ons are safe, some may be harmful, injecting rootkits, key-loggers and other malware.
Ice Dragon lets you choose the level of permission that websites have to install add-ons:
Click the links below for more help:
«  Allow/block automatic installation of Add-ons by websites
» Add exceptions for automatic Add-on installations
Configure automatic installation of add-ons
1)
«  Click the hamburger button at the top-right corner
«  Select 'Options' > 'Privacy & Security' > 'Permissions’

Permissions

® Location Settings...
MM Camera Settings...
§ Microphone Settings...
E MNotifications Learn more Settings...

Pause notifications until lceDragon restarts

Block pop-up windows Exceptions...
| Warn you when websites try to install add-ons Exceptions...

Prevent accessibility services from accessing your browser Learn more

«  Warn you when sites try to install add-ons' - If enabled, you will see an alert if a site tries to install
an add-on. You can decide whether to allow or block it.
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»  Click the hamburger button at the top-right corner

«  Select 'Options' > 'Privacy & Security' > 'Security

Security

Deceptive Content and Dangerous Software Protection
v Block dangerous and deceptive content Learn more
v Block dangerous downloads

v Warn you about unwanted and uncommon software

« Block dangerous and deceptive content (aka 'Phishing', malware, attack sites, unwanted software) -
Blocks unknown sites, unwanted files and downloads. An alert is displayed if you try to connect to a
dangerous site.

» 'Block dangerous downloads' - Detects and prevents the download of malicious apps.

»  'Warn me about unwanted and uncommon software' - Shows an alert if an app tries to harm your
browsing experience. Examples include changing your homepage or showing additional adverts on
websites you visit.

Add exceptions for automatic installation of Add-ons
»  Click the hamburger/menu button at the top-right corner
«  Select 'Options' > 'Privacy & Security' > 'Security'
+  Click 'Exceptions' beside the ‘Warn me when sites try to install add-ons' checkbox
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Allowed Websites - Add-ons Installation x

You can specify which websites are allowed to install add-ons. Type the exact address of the site you want to

allow and then click Allow,

Address of website

Website Status -

https://testpilot.firefox.com Allow

https:/faddons.mozilla.org Allow

Remove Website Remove All Websites

Cancel Save Changes

The exceptions dialog will open:
»  Enter the url of the website for which you want to allow add-ons.

«  Click 'Allow'. Regardless of whether the checkbox "Warn me when sites try to install add-ons' is checked or
not, the add-ons from this site will be allowed for automatic installation.

The website will be added to the exceptions list with the 'Allow' status.
«  Toremove a website from the exceptions list,

»  Click 'Exceptions' beside 'Warn me when sites try to install add-ons'.

«  Select the website and click 'Remove Site'".

- Toremove all the sites from the exception list, click 'Remove All Sites'.
«  Click 'Save Changes'.

7.10.  Manage Passwords

» Ice Dragon can securely remember your usernames and passwords and automatically enter them the next
time you visit a site.

« This can be a great time saver, but is not recommended for shared computers or public computers.

This page explains how the 'Remember' system works from a user point of view, before explaining how you can
configure advanced password settings.

The following links provide more help on:

» The 'Remember Password' prompt
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»  Configure the 'Remember Password' option
« Configure Exceptions

« View and manage stored passwords

* Use a master password

The 'Remember Password' prompt

When you enter your username and password in a login page, IceDragon will offer to remember your credentials.

«  Forthe browser to save your password, select 'Save'

'I:i' Options X S Grail

&« G o @ A B nhttps://accounts.ge s B Ty 2 In DO »

&) Getting Started

Would you like lceDragen to save this login for
google.com?

|johnson.peter38@gmail.com |

[ 5how password

Donlt Save

Mever Save |

« Don't Save - Select this option if you don't want to save the password right now but want to be asked again
the next time you visit.

» Never Save - Select this option if you do not want to save the password for the site. The password you
entered will not be saved and the site will be added to the exception list (see below). IceDragon will not offer
to save your password the next time you visit the site.

Configure 'Remember Password' options

«  Click the hamburger/menu button at the top-right corner
«  Select 'Options' > 'Privacy & Security' > 'Browser Privacy' > 'Login & Passwords'

Logins & Passwords

/| Ask to save logins and passwords for websites Exceptions...

Saved Logins...

Use a master password Change Master Password..

« 'Ask to save logins and passwords for websites' - Disable if you do not want IceDragon to auto-fill logins
and passwords.

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 91



Comodo IceDragon-User Guide ~ £2*e22

»  Exceptions - Add websites for which IceDragon should not remember your username and password.

- Saved Logins - Alist of all the websites for which IceDragon has saved the username/password. You
can remove or import sites as required.
« 'Use a master password' - If enabled, IceDragon will require you enter a password before it will auto-
complete your username and password on a login page.

Configure Exceptions

«  Websites for which you chose never remember password at the prompt are added to exclusions.

«  The passwords for these sites will not be saved and the remember password prompt will not appear after
logging in to these sites in future.

«  You can view and remove sites from the exclusion list as follows:
View exception logins
Click the hamburger/menu button at the top-right
«  Select 'Options' > 'Privacy & Security' > 'Browser Privacy' > 'Login & Passwords'
»  Click 'Exceptions' beside the 'Ask to save logins and passwords for websites'

The 'Exceptions - Saved Logins' dialog will open:

Exceptions - Saved Logins X

Logins for the following websites will not be saved

Address of website

Block

Website

http://accounts.google.com

Eemove Website Remove All Websites

Cancel Save Changes

- Toremove a site from exceptions, select the site and click 'Remove Website'.
« Toremove all sites from exceptions, click 'Remove All Websites'.

View and Manage Stored Passwords

«  Click the hamburger/menu at the top-right then
«  Select 'Options' > 'Privacy & Security' > 'Browser Privacy' > 'Login & Passwords'
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»  Click 'Saved Logins' beside the 'Ask to save logins and passwords for websites'

The 'Saved Logins' interface shows list of sites that have stored passwords associated with them. You can search
the list for a specific username or website by entering it fully or partially in the search bar.

Saved Logins X

D Search

Logins for the following sites are stored on your computer

Site - Username Last Changed ==
@ https://accounts firefox.com testuser720@gmail.com 5/3/2018
Bemaove Remove All Import... Show Passwords
Close

» To delete a stored password, select the website and click 'Remove'.

» To delete all stored passwords, click 'Remove All'".

+  Toimport your login from another browser, click 'Import'.

- To view a password saved for the site, click 'Show Passwords' and enter the master password in the dialog.
+  Click 'Hide Passwords' to conceal the password.

»  Click 'Close' to exit the 'Saved Logins' interface.

Set a master password

« Ifyou have asked IceDragon to remember your usernames and passwords, then they will be automatically
entered whenever you visit the site.

«  While this is convenient, it can be a security risk if someone else uses your computer. They could visit the
login page of one of your websites then automatically gain access to your account.

The master password feature overcomes this by requiring you enter a password before IceDragon will auto-
populate your login credentials.

Important: Do not forget your master password. If you do, you will not be able to access your saved passwords.
Specify a master password

Click the hamburger/ menu button at the top-right corner

»  Select 'Options' > 'Privacy & Security' > 'Browser Privacy' > 'Login & Passwords'

»  Check the 'User a master password' box.

The 'Change Master Password' dialog will open:
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Change Master Password X

A Master Password is used to protect sensitive information like site passwords. If you
create a Master Password you will be asked to enter it once per session when lceDragon

retrieves saved information protected by the password.

Current password: (not set)

Enter new password: | |

Re-enter password:

Password quality meter

Please make sure you remember the Master Password you have set. If you forget

your Master Password, you will be unable to access any of the information protected

by it.

OK Cancel

+ Enter a password to authenticate in the 'New password' box and then repeat it. Click 'OK'

Password Change Succeeded >

i} Master Password successfully changed.

oK

+  Click 'OK' for the settings to tale effect.
+You can change your master password as frequently as you would like to ensure that it remains secret.
Change the master password
»  Click the hamburger/ menu button at the top-right corner
«  Select 'Options' > 'Privacy & Security' > 'Browser Privacy' > 'Logins and Passwords'
»  Click 'Change Master Password' beside the 'Use a master password'
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Change Master Password X

A Master Password is used to protect sensitive information like site passwords. If you
create a Master Password you will be asked to enter it once per session when IceDragon

retrieves saved information protected by the password.

Current password: ‘ |

Enter new password:

Re-enter password:

Password quality meter

Please make sure you remember the Master Password you have set. If you forget

your Master Password, you will be unable to access any of the information protected

by it.

OK Cancel

«  Type your current password, then enter your new password and re-enter it in the 'Re-enter password' field.
»  Click 'OK"in the confirmation dialog.

«  Click 'OK' for the settings to rake effect.
In order to change your forgotten master password, reset it .

Warning note: All your saved usernames and passwords will be removed after resetting your master password.
In the 'Location' bar, enter the following,

chrome://pippki/content/resetpassword.xul
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Eile Edit View History Bookmarks Tools Help

- O X
-I:I- Opticns * | Reset Master Password x |+
<« c (D chrome://pippkifcontent,res see we Ty » | =
LF Most Visited (C Getting Started [ From Internet Explorer
i"‘x If you reset your master password, all your stored web and e-mail passwords, form data, personal
S®S certificates, and private keys will be forgotten. Are you sure you want to reset your master password?
Reset Cancel
Click 'Reset'.

Remove the master password

Click the hamburger/menu at the top-right corner

Select 'Options' > 'Privacy & Security' > 'Browser Privacy' > 'Logins and Passwords'
Uncheck 'Use a master password'
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Remove Master Password 4

Your Master Password is used to protect sensitive information like site
passwords.
If you remove your Master Password your information will not be

protected if your computer is compromised.

You must enter your current password to proceed:

Current password:‘ |

Remove Cancel

«  Type you current password in the The 'Remove Master Password'
«  Click 'Remove'
* Inthe warm dialog, click 'OK' to confirm your removal.

7.11.  TLS/SSL Certificates and Secure Connections

«  Whenever you make a secure connection to a website, the beginning of the URL will change from HTTP to
HTTPS (with the ‘S’ standing for secure).

«  Apadlock will also appear at the left of the address. This indicates that the page is using a TLS/SSL
certificate to encrypt all communications between you and the site.

«  However, not every type of certificate should be trusted to the same degree.
There are three main types of certificate:

+  Domain Validated (DV)

«  Organization Validated (OV)

+  Extended Validation (EV)

Domain Validated (DV) - These certificates have the lowest cost but do not identify owner of the website. DV certs
are issued after the applicant has proven they control the domain for which the certificate is intended. Applicants can
validate domain control using fast, online methods, such as responding to a challenge-response email. EV and OV
similarly require domain control validation, but also require the applicant to supply business documentation to
confirm their identity.
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'ﬁ' Options
<« c o @ K. httpsy//workflowy.com s @ Q, Search b > B
C Getting Started @ redd ¢ Site Security rer
E WorkFlowy B Workﬂowy';om Log In
Secure Connection
Verified by: COMODO CA Limited
A Home |
Easily organiz eas and
projects. Ther time.
GOOdbye Cha‘ Mare Information

Organization Validation (OV) - These certificates include full business and company validation from a certificate
authority using currently established and accepted manual vetting processes. Because of this requirement, these
certificates provide significantly higher levels of trust and security than DV SSL certificates but are not validated to

the stringent standards set by the CA/B forum and do not possess the ability to turn the address bar green in the
latest browsers.

=| A Home For Your I X \?} WildBerries.ru— 11+ X Mo
& @ B3 & hitps/fewwwildberrie e @ T C® Searc » =
started @ redd < Site Security rer
A
DBE & www.wildberries.ru Q

Secure Connection

LIMHAM  « MY} - o KAHLUTOBAPBE « [0OM
Verified by: COMODOQ CA Limited

POHWKA «= Bbi PREMIUM « MOJAPKW

More Information

Extended Validation (EV) - EV certificates are validated to the strong guidelines set by the CA/B Forum, an
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independent standards body consisting of major browser providers and certificate authorities. EV certificates are only
issued after in-depth background checks have been carried out on the applicant company. Because of this, EV
certificates provide the highest levels of security and trust to end-users. To reflect this higher level of trust, IceDragon
shows a green indicator if a site has an EV certificate. The indicator contains the name and address of the company
that owns the website, and the name of the CA who issued the certificate.

'I:f' Options b8 ([ Cheap Comodo SSL Certificate X (e

C @ @ & Rapid Web Services, LLC {US} B .- Q, Search » =
(C Getting Started e redd < Site Security rer
COMODO ! g Rapid Web Services, LLC 38) 481.5388
Authorized Comodo Site Secure Connection

You are securely connected to this site, owned by

Cheap Comodo S
Rapid Web Services, LLC
St. Petersburg

Florida, US

With 2048-bit signatures an
security for your website &

Et possible levels of

Verified by: COMODO CA Limited
Features & Benefits ¢
+/ High levels of SSL sec
+ 99.9% web & mobile b
' FREE Site Seal Includ More Information

+/ Unlimited Server Licenses

Trust between a person using a browser and the site they are visiting is only confirmed when two stages of validation
are complete:

1. Verification that the certificate applicant owns the domain name of the website.
2. Verification that the certificate applicant is a legitimate and legally accountable business.

Step 2) is carried out by a Certificate Authority (CA) such as Comodo or Symantec. A CA employs human operatives
to carry out strict vetting of the applicant's business and legal standing. Only once this layer of company validation
has been completed can a website be truly ‘trusted’.

Users can tell an EV certificate because the name of the company that owns the site is shown in green text next to
the URL. You can also click the lock to view complete details. The following screenshot shows the certificate on
instantssl.com, which is operated by Comodo.

7.12.  Manage SSL Certificates and HTTPS Security

«  Comodo IceDragon uses TLS/SSL certificates to encrypt data in transit between the browser and the
website you are connected to.

«  For example, when you make a purchase online, the order form will be secured with a website SSL
certificate. You can tell when you are on an encrypted connection because the website address will
begin with https:// rather than http:// (with the 's' standing for secure).

»  Otherindicators include a padlock in the address bar and, in the case of Extended Validation certificates,
the address bar itself will change color to green. The lock indicates that confidential information such as
credit card details are securely encrypted and cannot be intercepted en-route by a thief.
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»  Website SSL certificates also contain authentication information about the website owners, including the
company name and physical address. This allows you to verify that the website you are connected to is
owned and operated by a legitimate company. Please visit http://www.instantssl.com for more details.

« Personal, client and email certificates are used to authenticate people, encrypt communications and
digitally sign documents. For more details, please visit https://www.instantssl.com/ssl-certificate-
products/personal-authentication-certificate.html

Manage personal and website certificates
+  Click the hamburger/menu button at the top-right
«  Select 'Options' > 'Privacy & Security' > scroll to the 'Certificates' section

Certificates
When a server requests your personal certificate

Select one automatically
@ Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Security Devices...

Websites usually request a personal certificate as part of a two-factor authentication scheme. The website requires
you to enter your username/password as usual, plus present your personal certificate.

- Ifyou want IceDragon to select one automatically from its certificate store, choose 'Select one
automatically'.

+ If you want to manually select the certificate yourself when a website asks for a personal certificate, select
'Ask you every time'

«  'Query OCSP responder servers..." - If enabled, Ice Dragon will run an Online Certificate Status Protocol
(OCSP) check of every SSL certificate it encounters. OCSP checks establish whether or not the certificate
has been revoked or not.

The 'Certificates' configuration settings enables you to:
« View and manage certificates
«  Configure security modules that store certificates and passwords
View and manage certificates
«  Click 'View Certificates' under 'Certificates".
The 'Certificates Manager' window will be opened. The 'Certificates Manager' has the following tabs:

*  Your Certificates

+ People

» Servers

»  Authorities
Your Certificates

The "Your Certificates' area lists your personal/client/secure-email certificates.
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Certificate Manager x

Your Certificates Pecple Servers Authorities

You have certificates from these arganizations that identify you
Certificate Name Security Device Serial Number Expires On m

~COMODC CA Limited

Software Security Device 5l 34 = L. Tuesday, June 13, 2017

E= ity hmbaiean Bcomodo.com  Software Security Device M T e R . Wednesday, August 22, 2012

Yiew... Backup... Backup All... Import... Delete...

oK

The dialog enables you to:
« Import your certificate from your local storage to your browser
+ View the certificate details
- Backup your certificate(s)
+ Delete expired or revoked certificates

Import your certificate

You might have stored your personal authentication, client or secure-email certificate downloaded from a
Certification Authority (CA) or the one provided by your Network Administrator in your computer. You can import and
install the certificate into your browser through the 'Certificate Manager'.

To import your certificate
»  Click 'Import' from the 'Certificate Manager' > "Your Certificates' interface
«  Browse to the location where you stored your certificate and click ‘Open'
You will be prompted for entering the password you entered while storing the certificate in your computer.

Password Required x

9_. Please enter the password that was used to encrypt this certificate backup:
=4

QK Cancel

- Enter the password that was used while storing the certificate and click 'OK'

Your certificate will be imported to the certificate store of the browser.

View Certificate Details
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The general information and detailed information on the certificate will be shown under the respective tabs in

'Certificate Viewer' dialog.

Cartricabe Vemmer “Sailpe R
General Details
Could meot weily this certilicate Becamse it b el

lsued T

Common Name (CH)  Vaips e
Organication (00
DOnganicaticnal Unk {OU) <Pt Pait Of Cemificabes

Comodo Group Inc.

Sarisl Humbar T FERE Ny
Issued By

Cawnmen Name (CN) COMODO0 Client Authentication and Secune Ermail CA
Organization (00 COMODO LA Limited

Onganicsticnal Une {OU) <Met Past OF Cartificates

Feriod of Validity

Store a Backup of a certificate

Begnz On Fradry, June 13, 2094
Expines O Tuwiday, lune 13, 2007
Fingerpeints
St~ 256 Fimgerprint e » - .
=i v T -k
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Expart...

You can store a backup of your certificate(s) for safe-keeping. The backup enables you to re-install them if you have

to uninstall and re-install the browser.

To backup a certificate

«  Select the certificate and click 'Backup..."

« Navigate to a safe location in your local computer or your network and enter a file name

«  Click 'Save'

You will be prompted to enter a password for the backup. Your certificate will be stored in the backup in an encrypted
form with this password. In order to restore your certificate, you need to enter this password.
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Choose a Certificate Backup Password >

The certificate backup password you set here protects the backup file that you are about to create. You
rnust set this password to proceed with the backup.

Certificate backup password: | P |

Certificate backup password (again): | ...."."....| |

Important: If you forget your certificate backup password, you will not be able to restore this backup
later. Please record it in a safe location.

Password quality meter

QK Cancel

« Type a password and re-enter it for confirmation in respective fields. Choose the password as a mixture of
alphanumeric characters, upper and lower case letters and special characters. The password quality meter
shows the strength of the password you have chosen.

+  Click 'OK'".
«  To backup all you certificates at once, click 'Backup All..." and follow the same procedure.

Delete a certificate

»  Select the certificate to be deleted and click 'Delete’.

Delete your Certificates et

Are you sure you want to delete these certificates?

E: cpdiae g Bopastal @ w0 ebiaialie P

If you delete one of your own certificates, you can no lenger use it to identify

yourself,

] Cancel

+  Click 'OK"in the confirmation dialog.

Note: If you delete your currently active certificate, you will not be able to use it for identifying yourself to the
websites that require it.

People

The 'People’ tab lists other people's client and email certificates. You usually obtain these by receiving a signed email
from the person in question. These certificates are necessary if you want to encrypt messages/email you send to the
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contact. Likewise, they will need your certificate to encrypt messages they send to you.

Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these people

Certificate Name Expires On E-Mail Address m
»COMODO CA Limited
Brian Smith Sunday, July 8, 2014 brisn@dns.com
witartCiom Ltd.
R Sunday, May 12, 2013 P ———
Import... Export... Delete

oK

The dialog enables you to:
»  View the certificate details
- Import other person's certificate from your local storage to your browser
« Export a certificate
» Delete expired or revoked certificates
View the Certificate
«  To view the certificate, select the certificate and click 'View'.

The general information and detailed information on the certificate will be shown under respective tabs in 'Certificate
Viewer' dialog similar to that of your certificate. Please see View the Details of the 'Certificate’ in the previous
section.

Import another person's certificate to your browser

In addition to other people's certificate's certificates automatically stored in your browser, you can manually import
some people's certificates with whom you may communicate through encrypted channel. For example, you can
export your contact's certificate to your local storage and import into IceDragon browser.

The procedure is same as importing your own certificate. Please see Import your certificate in the previous
section.

Export Other People's Certificates

You can export other people's certificate from IceDragon to a safe place, for safe keeping and for importing from
other browsers or email clients.

To export a certificate
«  Select the certificate
«  Click 'Export' and navigate to a safe location in your computer or your network.
«  Click 'Save'

Remove a Certificate

«  Select the certificate and click 'Delete’.
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Delete E-Mail Certificates >

Are you sure you want to delete these people's e-mail certificates?

Brian Smith

If you delete a person's e-mail certificate, you will no longer be able to send
encrypted e-mail to that person.

QK Cancel

+  Click 'OK" in the confirmation dialog.

Server Certificates

The 'Server Certificates' tab lists root certificates that are pre-embedded in IceDragon or have been imported by the
user.

Certificate Manager x

Your Certificates Pecple Servers Authorities

You have certificates on file that identify these servers
Certificate Name Server Lifetime Expires On o

« Digilotar

DigiMatar Roat CA - Permanent Manday, March 21, 2025
~DigiMNotar B.W.

DigiMatar PEloverheid CA Organisatie - 52 * Permanent Monday, March 23, 2020

Add Exception...
oK

This interface allows you to:

« View the certificate details - The procedure is similar to view your own certificates. Please see View the
Details of the Certificate for more details.

- Export Server Certificates - Export and save server certificate in a safe location for future use, example,
for importing to other browsers or email clients. The procedure is similar to exporting other people's
certificates. Please see 'Export other people's certificates' for more details.

- Import Certificates from local storage - Import server certificates stored locally in your system or in your
network into the browser. The procedure is similar to importing your own certificates. Please see 'mport
your certificate ' for more details.

- Delete certificates - Delete expired and unwanted certificates. The procedure is similar to deleting other
people's certificates. Please see 'Delete other people’s certificates' for more details.

« Add Exception - Some of the websites may use a certificate that has not been issued by a trusted CA. If
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you visit those websites, Comodo Ice Dragon will display a warning:

Your connection is not secure

The owner of expired.badssl.com has configured their website improperly. To protect your information
from being stolen, lceDragon has not connected to this website.

Leam more...

Report errors like this to help Mozilla identify and block malicious sites

-

expired.badssl.com uses an invalid security certificate.

The certificate expired on Monday, April 13, 2015, 2:59 AM. The current time is Friday, April 27, 2018,
5:41 PM.

Error code: SEC_ERROR_EXPIRED_CERTIFICATE

Add Exception...

« Ifyou trust the site, click '"Advanced' > 'Add Exception' and proceed with adding this site as an exception.

The 'Add Exceptions' interface allows you to add such trusted websites in advance, to be exempted from the security
check.

»  Click 'Add Exception' in the 'Servers' tab of the 'Certificate Manager' dialog to add a website manually.
«  Type the url of the site to be exempted from the security check and click 'Get Certificate'.

The browser fetches the certificate, checks for its legitimacy and displays its status.
« Ifyou trust the site, click 'Confirm Security Exception'.

The website will be added to the exceptions and transactions through it will be allowed by the website even if the
certificate is not trusted.

Authorities

The 'Authorities' tab displays the root certificates of trusted CAs that are pre-embedded in Comodo IceDragon.
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Certificate Manager x

Your Certificates Peaple Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device -]
AL Camerfirma 5.4 -
Charmbers of Commerce Root - 2008 Builtin Chject Token
Global Chambersign Reot - 2008 Builtin Cbgect Token
AL Camesfirrmia 54 CIF AS2T43287
Camesfirma Chambess of Commerce Root Builtin Obgect Token
Camesfirma Global Chambersign Root Builtin Obgect Token
~ACCY N
Impeort...
oK

This interface allows you to:

- View the certificate details - The procedure is similar to viewing your own certificates. Please see View
the Details of the Certificate for more details

- Configure Trust Settings - Configures the level up to which the other authorities' certificate and its issuer
can be trusted.

»  Select the certificate and click 'Edit Trust' in the 'Authorities' tab

The 'Edit CA certificate trust settings' dialog configures Trust Settings on the CA that has issued this
certificate.

Edit CA certificate trust settings >
The certificate "Baltimore CyberTrust Root” represents a Certificate Authority,
Edit trust settings:

This certificate can identify websites,
This certificate can identify rmail users.

QK Cancel

»  Select the entities that can be authenticated by this CA and click 'OK'.

« Import Certificates from local storage - Import server certificates stored locally in your system or in your
network into the browser. The procedure is similar to importing your own certificates. Please see 'lmport
your certificate' for more details.

- Export Server Certificates - Export and save server certificate in a safe location for future use, example,
for importing to other browsers or email clients. The procedure is similar to exporting other people's
certificates. Please see 'Export other people's certificates' for more details.

« Delete or Distrust certificates - Delete expired and unwanted certificates. The procedure is similar to
deleting other people's certificates. Please see 'Delete other people's certificates' for more details.
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Configure Security Modules that store Certificates and Passwords

Comodo IceDragon contains built-in security modules to store your passwords and certificates securely. In addition
for enhanced security, you can use external security devices like smart cards to store your certificates and
passwords, and configure IceDragon to fetch your certificates and passwords from them.

Security modules

A Security Module or a PKCS#11 module is a program to manage encryption and decryption using the PKCS #11
standard. A PKCS #11 module can control a software security devices as well as hardware security devices like a
smart card or token, in a reader inserted into a slot dedicated for the module

By default, Comodo IceDragon has two internal PKCS#11 security modules.
» NSS Internal PKCS #11 Module that controls two types of security devices:

«  Generic Crypto Services - A special software security device for all cryptographic operations required
by the Netscape Internal PKCS #11 Module.

- Software Security Device - A software security device for storing your certificates and passwords that
cannot be stored on external security devices, including any CA certificates that you have installed in
addition to default CA certificates that came with the browser.

« Builtin Roots Module controls a special security device called the Built-in Object Token.
« Builtin Object Token - A token that stores the default CA certificates that came with the browser.

Manage Security Modules
»  Click the hamburger/ 'Open Menu' button at the top-right
«  Select 'Options' > 'Privacy and Security' > in the 'Certificates' section, click 'Security Devices' button

Device Manager x
Security Modules and Devices Details Value Log In
M55 Internal PKCS #11 Medule
Log Out
Generic Crypto Services
Software Security Device Change Password
~Builtin Roots Medule
Builtin Object Token Load
Unload
Enable EIPS
OK

This dialog enables you to:
« View the details of existing security modules
» Log-in to a security device for using cryptographic services
» Change master passwords for the security devices
+ Add security devices
» Enable FIPS Mode
View details of a security module or a device

»  Click on the module or the device
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«  The details of the module or the device is displayed in the middle pane

Device Manager x
Security Modules and Devices Details Value Log In
~ M55 Internal PKCS #11 Module Module Builtin Roots Module
_ _ Log QOut
Generic Crypto Services Path CA\Program Files (x86)\COMODO\ceDragonns...
Software Security Device Change Password
Builtin Roots Module
Builtin Object Token Load
Unload
Enable FIPS
OK

Login to a security device
+  Select the security device and click 'Log In'
Enter the Master Password for the security device and click 'OK'

Change Master Password et

Security Device:  Generic Crypto Services

Current password: (not set)

Mew password: |...." |

Mew password (again): | .“."..| |

Password quality meter

QK Cancel

Note: You need to enter the Master Password for the browser to fetch the certificates and passwords. If you haven't
set a Master Password please see the instructions on 'To set or change Password'.

You will be logged-in to the security device so that the browser can access the certificates and the passwords stored
by the security device.

« Tologout of the security device, click 'Log Out'
Set or change master password
»  Select the security device and click 'Change Password'
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Change Master Password *

Security Device:  Software Security Device

Current password: | | |

Mew password: | |

Mew password (again): | |

Password quality meter

QK Cancel

»  Enter your current password in the '‘Current password' field. If you are setting the 'Master Password' for the
fist time, leave this field blank

»  Enter your new password, re-enter it for confirmation in the respective fields and click 'OK'.

Alert X

: I\ Master Password successfully changed.
Lal

oK

Add a new security device

If you want to use an external security device like a smart card, you need to first install the module software following
the instructions that came with the security device. You may have to physically connect the device to the port
specified in the instructions during installation. After installation:

+  Click the hamburger/menu button at the top-right
«  Select 'Options' > 'Privacy & Security' > scroll to the 'Certificates' then click 'Security Devices' button
«  Click the 'Load' in the 'Device Manager' interface

&) Load PKCS211 Device Driver = >

Enter the information for the module you want to add.

Module Mame | [JETRE 08200 LT T

PModule filename | | Browse...

QK Cancel

«  Enter a name for the new device in order for the browser to identify it in the '"Module Name' field.
+  Enter the path of the module file you installed with the device in the 'Module filename' field.
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» Alternatively, click 'Browse' and navigate to the location in your hard drive where you have installed the
module and click 'Open’

« Click 'OK'".
Your new module will be loaded. You can set a password and login to the device for the browser to access the
certificates and passwords stored by the new device.

«  Toremove a module, select the module and click 'Unload'.
Enable FIPS Mode

Federal Information Processing Standards Publications (FIPS PUBS) 140-1 is a US government standard for
implementations of cryptographic modules - hardware or software that encrypts and decrypts data or performs other
cryptographic operations (such as creating or verifying digital signatures).

All the encryption and decryption processes of Comodo IceDragon can be configured to adhere to FIPS PUBS 140-1
through the Device Manager interface.

»  Click the hamburger/menu button at the top-right
«  Select 'Options' > '"Privacy & Security' > in the 'Certificates’, select 'Security Devices'
Click 'Enable FIPS'

7.13.  Force Secure Connections

The 'Force Secure Connections' feature allows you to specify that all future connections to a particular site are made
over a secure HTTPS connection. You can also enforce HTTPS connectivity to sub-domains of the domain.

When you visit a site over HTTPS, Comodo IceDragon will show a padlock icon on the *right* of the address bar.

By default, the padlock is gray, meaning secure connections are not yet enforced. No additional actions will be
performed if the page is loaded again.

»  Click the ellipsis on the address bar to select the padlock icon to enforce secure connections:
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'I:E' Options x 2 Amazon.com: Online X [ag

<« & o @ @ https://www.amazc v '"ﬂ " » =

&) Getting Started

Secure connections enforced

TWWW.AmMazon.com L
Connections to all pages on this host will be
over HTTPS.
. Force HTTPS on all subdomains |
Discover Amazoi Ontions  Leata More
Deals and Secure
Promotions Don't Force HTTPS  Done paymen

hello™

HALLO

{IRef

«  The address bar padlock will turn green, meaning secure connections are enforced for this session and all
future visits

« Allinformation exchanged between you and this website will be encrypted using the strongest available
algorithms

»  Click 'Force HTTPS on all subdomains' box if you want secure connections throughout the domain then
'Done'

« If you wish to disable forced secure connections, click 'Don't force HTTPS'".

Example usage

This feature is particularly useful for websites that do not, by default, use secure connections. For example,
www.stylight.com. Note: the address is plain HTTP instead of HTTPS - the 'S' stands for secure:

Ll ¢ W @ B hitpsfwww.stlight.com/User Create- 2 s @ 1 C, Search i @ A =
c Getting Started B' reddit: the front page . ﬁ Dictionany.corm | kea... tl From Internes Explarer
R [T

It's possible your credentials may still be posted to HTTPS once you click the 'Sign in' button, but the absence of a
certificate on this page means you cannot verify the authenticity of the website. Furthermore, loading the sign-in
page over HTTP also means you cannot verify the page's integrity - it may have been modified by a 3rd party before
it loaded in your browser.

With a HTTPS connection, you can click the lock on the left of the address bar to view the website's SSL certificate.
Apart from encrypting the information you submit and ensuring page integrity, the certificate also contains critical
website identity information which allows you to verify that you are connected to the genuine stylight website.

To force secure connections on the stylight page:
+  You first have to physically change www.stylight.com to https://lwww.stylight.com
Do this by placing your mouse cursor in the IceDragon address bar and typing 'https://' before
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www.stylight.com so the full URL says https://www.stylight.com

»  Enable 'Enforce Secure Connections' padlock in the navigation bar drop-down to enforce secure
connections

) @ B https;/fwww.styligh v E "0@ X
po—
e Secure connections enforced
www.stylight.com
Connections to all pages on this host will be
over HITPS.
Force HTTPS on all subdomains |
T Opticns Learn More

Don't Force HTTPS Done

1.00 U oL gy w50 $290.00 psp$520.00

and Velvet Karl Lagerfeld

ong Dress in Mint Hope cotton blouse Glory jacket - Black
DELIVERY: FREE DELIVERY o $10.00

« All future visits to the Stylight will be automatically conducted over a secure, encrypted connection:

'ﬁ' Options X Clothing: Shop 10 Brands up - X [ae

<« ¢ © @ B https://www.stylig B -« & 1w B IN @O » =

& Getting Started

Site Information for www.stylight.com

L]
& Connection i
Secure Connection
) Content Blocking Standard ¢
UsD $441.00 Blockable content detected on this site. §580.00
Rococo Sand
Ruched Long Dress in Mir %%  Trackers » k
T & cCookies »
Permissions 3+
You have not granted this site any specal permissions.
Clear Cookies and Site Data...
& S n
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7.14.  Website Security Indicators

+ IceDragon security indicators are shown in the website address bar and tell you about the safety of the
connection between you and the website you are visiting.

«  Transport Layer Security (TLS) and Secure Sockets Layer (SSL) are protocols which encrypt the
connection between your internet browser and the web site you are visiting.

«  All data passed over an SSL/TLS connection is encrypted, so it cannot be deciphered or understood by
anybody who intercepts the communication. This prevents sensitive data like credit card numbers and
passwords from being stolen by hackers.

+  Awebsite can implement encryption by installing an SSL/TLS certificate on their web server. Websites
protected with an SSL/TLS certificate will show a lock icon in the browser address bar.

The following table show the different types of icons you will see in the Ice Dragon address bar:

Icon Description

@ «  The connection to the site is insecure. It does not have a TLS/SSL certificate installed.
< The owner of the website has not been verified.
Do not submit confidential information or enter your username password to an insecure site.

] «  The green lock appears when IceDragon establishes a secure connection to a web site. Your
connection to the site is encrypted.

« The address of the site will begin with 'https://' (e.g. https://lexample.com)

- Ifthe site uses an Extended Validation SSL (EV SSL) certificate, the organization's name will
appear next to the icon with green text.

« The page contains some insecure content. Even if a site has a certificate installed, you will see
this error if the page loads images or other content from an insecure site.

A «  The page hosts dangerous content or has an invalid certificate.

View the security Site Setting menu and Global Default information

«  Click on the icon at the left of the URL in the address bar to view the identity information from the drop-
down
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_ BB chMinternational - Breaking - X SR

‘o https://fedition.cnn.com s 0 ﬁ Q ges iy

s G reddit: Site Information for edition.cnn.com

. e Intemat
& Connection 5

Secure Connection

OW US | Japan's deputy P|

) Content Blocking £ women "not givin
:ECh fa“ Blockable content detected on this site. declining populati
ener{ " aders Add Blocking... Brexit will hit these countr

& Third-Party Cookies Add Blocking... |

What Hawaii calls "the de:
human history

E Permissions E e ]

You have not granted this site any special permissions.

AMALYSIS The most outra
Trump's Super Bowd intan,

=T Clear Cookies and Site Data... f Ecrap
it A Fll
P wﬂ'\.‘w awvine v uns vounuy = debt? Sibling fight sends bi
- il Y : bankruptc:
B - & = B il :.I‘l.'

The 'Control Central' pane displays the current connection to the site.

+  Click the right arrow on the Control Center to view the identity information of a certificate, the website's
owner, and change settings for the site that you are currently visit.

«  Content blocking indicates whether or not a page contains elements that track you. See Block Websites
From Tracking Your Browsing Activities for more detailed information.

«  Permissions indicates any permissions you have set to the website. You can remove permission from the
Control Center.

*  You can also manage items available from the 'Permissions' under the 'Privacy & security' section. See
View and Manage Permission Settings for more details.

7.15.  Disable Accessibility Indicator

The Ice Dragon accessibility service is designed to improve how websites are rendered for physically impaired
users. If the service is enabled, it allows 3rd party applications to inspect, monitor, visualize, and alter web page
content.

Access the accessibility indicator

»  Click the hamburger/menu button at top-right
«  Select 'Options' > '"Privacy & Security' > 'Permissions'
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Permissions

® Location Settings...
MM Camera Settings...
& Microphone Settings...
E Notifications Learn mare Settings...

Pause notifications until lceDragon restarts

v'| Block pop-up windows Exceptions...
v'| Warn you when websites try to install add-ons Exceptions...

@Prevent accessibility services from accessing your browser Learn more

Restart IceDragon it

® lceDragon must restart to enable this feature,

Security

Deceptive C Restart lceDragon now Cancel

« Prevent accessibility services from accessing your browser - Enable this checkbox if you do not wish
to extend these privileges to accessibility services. You may want to do this if you do not have any
physically impaired users that use your Ice Dragon installation.

7.16.  Configure IceDragon Performance and Browsing
Settings

« IceDragon lets you tweak certain hardware settings to ensure the fastest browser performance without
placing undue burden on system resources.

- Hardware acceleration, for example, can improve playback in YouTube and 3D Earth.
Access the performance settings

»  Click the hamburger/menu at the top-right

»  Click 'Options' > 'General' > Scroll to the 'Performance’ section
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Performance

Use recommended performance settings Learn maore

These settings are tailored to your computer's hardware and operating system.

lse hardware acceleration when available

Content process limit 4 (default) -~

Additional content processes can improve performance when using multiple tabs, but will also use more

memaory.

Browsing

/| Use autoscrolling

V| Use smooth scrolling

| Show a touch keyboard when necessary
Always use the cursor keys to navigate within pages
Search for text when you start typing

/| Recommend extensions as you browse Learn more

« Use recommended performance settings automatically setups your browser with computer settings.

»  Use hardware acceleration when available (requires Dragon restart)' improves the rendering of 3D
graphics in-browser
- Content process limit - Set the content process limit to between 1 and 8. Default = 4

« Use auto autoscrolling - If selected, you can click the center mouse button on a web page to enable auto-
scrolling. You can then move the page up or down by simply moving your mouse. Note - make sure to click
on an 'empty' area of the page. Middle-clicking on a link will open the linked page in a new tab.

» Use smooth scrolling - Makes the page to scroll up or down smoothly when you press the 'Page Up' or
'Page Down' Keys. This option is useful when reading lengthy pages as it makes it easier to resume from
where you left off.

«  Show a touch keyboard when necessary - Allows Ice Dragon to detect touchscreen devices. An on-
screen keyboard will appear when entering text on a touchscreen device.

Disable touch screen detection

«  Type: about:config in the address bar
+  Confirm that you will be careful in the warning message
»  Enter ui.osk.detect_physical_keyboard in the text box. It will be set to false

»  Always use the cursor keys to navigate within pages - Enables 'Caret browsing' within the webpage -
displays a blinking text selection cursor that can be moved using the arrow keys in your key board. The
cursor enables you to select a piece of text from the webpage to your clipboard directly, point to links, move
from field from field and so on, using the keyboard.
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» Alternatively, press F7 from your keyboard.

Caret Browsing *

9 Pressing F7 turns Caret Browsing on or off, This feature places a moveable cursor in web pages,
#  allowing you to select text with the keyboard, Do you want to turn Caret Browsing on?

[] Do not show me this dialog box again.

Yes Mo

«  Click 'Yes'
«  Search for text when you start typing - Completes searches quicker by starting your search immediately
when you start typing. Search results will be shown in real-time under the search box.

« Recommend Extensions as you browse - If enabled, Ice Dragon will periodically suggest extensions you
might find useful. For example, if you regularly visit sports websites, Ice Dragon may suggest a dedicated
extension which collects the latest scores.

7.17.  Network Proxy Settings

The 'Network Proxy' area lets you configure how IceDragon should connect to the internet. For example, your
organization or internet service provider (ISP) may require you to connect to the internet through a proxy server.

You may consider using a proxy for the following reasons to:
»  Anonymize your connection to the internet
»  Speed up internet access
« Implement access policy on a network (for example, to block undesirable websites)
« Audit internet usage
«  Scan traffic for malware prior to it entering or leaving the internal network
Set up a proxy connection
»  Click the hamburger/menu at the top-right
»  Click 'Options' > 'General'
«  Scroll to the 'Network Settings' section:

Network Settings

Configure how lceDragon connects to the internet. Learn mare Settings...

»  Click 'Settings'. The 'Connection Settings' dialog will open:
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Connection Settings x

Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
® Use system proxy settings
Manual proxy configuration
HTTP Proxy Port 0

Use this proxy server for all protocols

SSL Proxy Port 0
FTP Proxy Port 0
SOCKS Host Port 0
SOCKS v4 SOCKS ¥5
Mo Proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL

Reload

OK Cancel Help

»  No proxy - Select if you don't want to use a proxy.

- Auto-detect proxy settings for this network - If enabled, IceDragon will automatically detect the
proxy settings for your network.

- Use system proxy settings - If selected, you can configure proxy settings for your operating system.

» Manual proxy configuration - If selected, allows you to set more than one proxy server. Each proxy
requires a hostname and a port number.

»  Checkbox 'Use this proxy server for all protocols' for the same proxy name and port number
used for all protocols

»  No Proxy For - List of hostnames or IP addresses that will not be proxied. Use <local> to bypass
proxying for all hostnames which do not contain periods.

»  Automatic proxy configuration URL - If selected, determines to run proxy server automatically. Enter
the URL and click 'OK' to save changes and load the proxy configuration.

* Reload: Load the currently available proxy configuration.

«  Check-box 'Do not prompt for authentication if password is saved' to set your proxy credentials to
enter the proxy's username ans password.

«  Check 'Proxy DNS when using SOCKS v5' box to enable remote DNS when use SOCKet Secure v5.
»  Click 'OK' for the settings to take effect.
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8. Downloads

This section explains how to download a file from the internet, change default download location, and view/clear
download history.

Click the following links to find out more:
+ Download a File
+ Change Download Location
» View download history

+ Clear download history

8.1.Download a File

When you start downloading a file from the internet, Comodo IceDragon displays the progress of the download in the
navigation toolbar (click the downward pointing arrow to view downloads).

It also scans for viruses to prevent malware downloads.

The downloads window displays information about each download, including file name, file size, time remaining
before the download is complete, where the file was downloaded from, and the time or date of the download.

»  To view the three most recently downloaded items, click the download button in the navigation toolbar

- To view all downloads, click 'Show All Downloads'. This will open the 'Library" interface and a list of all
downloaded apps or files

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 120



COMODO

Creating Trust Online®

"CNM Intemational X Y dopbox- Comodo X Dropbox
& lceDragon  aboutpreferences g de | C
t: the front pag ) )
[a Prince-Highland E Brochure.pdf =
M Completed — 5.1 ME
[—= imagelll.jpg
@ Completed — 2.5 KB -
@ 3866019E-67D2-4ECB-A3D3...9-00000068FDBEECSD.jpg =
Completed — 133 KB
1 & Library f — O >
= Organize - 2 Search Downloads Clear Downloads
» @ History
R BB e | B Prince-Highland E Brochure.pdf =
il | [edfl 51 mMB— google.com — 12:26 PM
> Tags
> | All Bookmarks
[== imagel01.j
|E‘] g 1P =
2.5 KB — google.com — 12:25 PM
@ 3866019E-67D2-4ECB-A3D3-86BF45B61D0B-239-00000068FDBEECSD jpg =
133 KB — google.com — 12:25 PM

« To search for a particular download, type its name in the search box at the top of the interface
From here you can:

» Pause: Pauses any downloads currently in progress. Right-click the download and select 'Pause’. To
continue downloading files, right-click the file then select '‘Resume'’

»  Cancel: Cancels the download. Right-click the file and select 'Cancel' button
+  Open the file: Double-clicks on the entry to open the file

»  Open the file's folder: Right-click on a download and select 'Open Containing Folder' to view the folder
that contains the file. See Change Download Location to specify other location.

« Go To Download Page: Right-click on the file and select 'Go to download page' to open the URL the file
was downloaded from

« Remove the file's entry: If you do not wish to keep a record of a particular download, right-click on the
download and select 'Remove From History'. This will not delete the file itself

» Retry: If for any reason a download does not complete, use the 'Retry' curve arrow next to the file entry and
IceDragon will restart the download

«  Clear Downloads: Clears the whole list. This will not delete the downloaded files
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«  Copy Download Link: Copies the download URL to clipboard.
Further reading related to the topic of this page:

» Change Download Location

» View Download History

+  Clear Download History

8.2.Change Download Location

By default, Comodo IceDragon saves all downloaded files to C:\Users\<user name>\Downloads. You can change
this location or change settings so that you are asked for the location every time you start the download.

«  Click the hamburger/ menu button at the top-right corner
»  Click 'Options' > Select 'General' > 'Files and Applications'
» Under the 'Downloads' section, choose how you want to save files:

Files and Applications

Downloads

® Savefilesto | 4 Downloads Browse...

Always ask you where to save files

- Save files to - IceDragon automatically saves all downloads to the specified folder. If you want to
download the application in a location other than the default location, click 'Browse'.

- Always ask me where to save files - IceDragon asks you to select a folder for every download you
wish to save

Further reading related to the topic of this page:
» Download aFile
» View Download History

+  Clear Download History

8.3.View Download History

You can view a list of items you have downloaded by clicking hamburger menu > 'Library' > 'Downloads' > 'Show
download folder'.

View your download history
»  Open the 'Library' interface by clicking the 'Download' button then select 'Show All Downloads'
«  Click on afile to open it

+  Click 'Remove From History' to remove a specific download from the list.

«  Click 'Open Containing Folder' to see the location of the file in your computer. Please note that this will
not work if the file has been moved.

+  Click 'Go to Download Page' opens the URL from which the file was downloaded.
+  Click 'Copy Download Link' to copy the URL from which the file was downloaded.
+  Click 'Clear Downloads' to remove all downloads from the list. This will not delete the files themselves.

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 122



Comodo IceDragon-User Guide ~ £2*e22

»  Enter the name of a download in the search box to find a specific item.
»  Use the shortcut keys 'CTRL+J to open the downloads page.
Further reading related to the topic of this page:

+ Download aFile
» Change Download Location

« Clear Download History

8.4.Clear Download History

Click the following links for more help:
« Remove specific items
+  Clear history automatically
»  Clear history manually
* Remove a single website

Remove specific items from download history

Click the 'Download' button then click 'Show All Downloads'
+ Inthe 'Library' interface right-click the item and select 'Remove From History'

Clear history automatically

«  Click the hamburger/ menu at the top-right
+  Click 'Options' > 'Privacy & Security' > "History' section
+  Select the 'IceDragon will' drop-down

History

IceDragon will | Use custom settings for history =

Remember history

Always use Clear History...
Mever remember history
/| Remerr
Use custom settings for history
J Rememboer searci ana TOTITT MsLory
Clear history when lceDragon closes Settings..

«  Remember history - Keeps a record of the pages you have visited, uses the text you have entered into the
search bar or into form fields, accepts cookies from sites until they expire

»  Never remember history - Keeps no record of your browsing history, will not remember text you enter into
form fields or the search bar, deletes cookies when you close IceDragon

« Use custom settings for history:
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History
lceDragon will  Use custom settings for history @
@\Iways use private browsing mode Clear History...
+'| Remember browsing and download history
/| Rem{ RestartlceDragon *
Cled ® lceDragon must restart to enable this feature. Seftings..

Restart lceDragon now

« Always use private browsing mode - CID will not remember any new history the next time it starts.

+  Remember my browsing and download history - CID keeps a list of the pages you have visited
and a list of files you gave downloaded.

«  Remember search and form history - The text you enter into form fields or the search bar will be
remembered. For more information, see Form Autofill topic.

»  Clear history when IceDragon closes - Saves items that will be deleted when you close
IceDragon.

»  Check the box 'Clear history when IceDragon closes' > 'Settings' button next to it to manage
what items are deleted

»  The 'Settings for Clearing History' dialog will open:
«  Select items that have to be automatically cleared each time you quit.
+ Click 'OK".
Clear download history manually

+  Click the hamburger/menu button at the top-right corner
«  Select 'Library' > 'History' > Click the 'Clear Recent History'

Clear Recent Histon >
Time range to clear | Last Hour bl
History

Browsing & Download History Cookies
[ Active Lagins b Cache
Form & Search History

Data

[ site Preferences ] Offline Website Data

Clear Mow Cancel

OR
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»  Click 'Clear History...' next to 'Always use private browsing mode'

«  Select the period for which you want to delete the download history from the ‘Time range to clear' drop-
down box

«  Click 'Details" arrow to select the type of information will get cleared

Clear Recent History x
Time range to clear: Last Hour -
History
v' | Browsing & Download History Cookies
Active Logins Cache

Form & Search History

Data

Site Preferences Dffline Website Data

Clear Mow Cancel

+  Click the 'Clear Now' button to delete history for the selected period and type of information. Note: Any
downloaded files will remain on your computer. This action just clears out your web data.

Remove a single website from the download history

This option deletes all history items (browsing and download history, cookies, cache, active logins, passwords, saved
form data, exceptions for cookies, images, pop-ups).

»  Click the 'Download" > 'Show All Downloads' > click 'History' from the left panel

«  Search the website you want to remove from your history by typing its name in the 'Search History' field in
the top-right corner.

»  Right-click on the site you want to remove, scroll down the 'Forget About This Site'
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- @ History Mame Tags Location
@ Today @ Prince-Highland E Brochur... https://mail-attachment.googleu...
@ Yesterday ://mail.google.com/mail/u/...
Open
@ Last 7 days @ image001 Boer I b Me Tk 2/ /mail-attachment.googleu..,
i Downloads 1 Prince Hi Open in a New Window ://mail.google.com/mail/u/...
Tags ™1 Prince Hi Open in a New Private Window ://mail.google.com/mail/u/...
- All Bookmarks 1 Sent Mail Bookmark Page -/ /mail.google.com/mail/u/...
~ [#] Bookmarks Teolbar ™ (no subje Copy ://mail.google.com/mail/u/...
From Intemet Explorer @ 3866019E Bitete Pice 2/ /mail-attachment.googleu...
~ Bookmarks Menu 1 Sent Mail Eorgetﬁxbuu‘t Thic Site ./ /mail.google.com/mail/u/...
E3 Comedo IceDragon ™1 Pending DecuUMsRE_ESm.. “https//mail.gocgle.com/mailfu/..
£ From Internet Explorer I+ Search results - vega.miran... https://mail.google.com/mail/u/...
£ Other Bookmarks 1 Your MEFT Credit Advice d... https://mail.google.com/mail/u/... v
Mame:

| Prince Highlands- Porur - vega.miranda@gmail.com - Gmail |

Location:

| https://mail.google.com/mail/u/0/Zsent/FiifcgpavzLrHLbwMELMdh GfdJxFRPDFDg T proj ec1|

Tags:

Separate tags with commas | b

Further reading related to the topic of this page:
» Download aFile
« Change Download Location

+ View download history

9. Introduction to Add-ons

Add-ons, extensions and plug-ins help expand the basic feature set of Comodo IceDragon with additional
capabilities.

There are thousands of add-ons available, adding a wide variety of functions to IceDragon. For example, you can get
add-ons to:

»  Play certain video formats

»  Handle more file types

» Translate web pages

»  Change the IceDragon theme

«  Block adverts

»  Access your favorite shopping websites
»  Use animated mouse pointers

«  Quickly update your Facebook profile
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+ ..and much more
Access the add-ons interface
»  Click the hamburger button at the top-right > Select 'Add-ons'
OR
» Click the 'Extensions & Themes' at bottom-left in the 'Options'

v] 2 oD g e

£ signinto Sync

© Content Blocking Standard
- B} New Window Ctrl+N

&2 Mew Private Window Ctrl+ Shift+P

a Restore Previous Session

' Zoom - wx 4+ A
: Edit ¥ B @
- [\ Library »

Ctrl+ Shift+ A
Taz %
L Optiod

c @ |ceCragon  aboutaddons 4 =

& Getting Started

Personalize Your Firefox

+

ﬁ Get Add-ons There are thousands of free add-ons, created by develope
can install to personalize your Firefox. From fun visual them:

*u Extensions browsing faster and safer, add-ons make your browser your
are some we recommend for their stand-out performance

,¢ Themes

_— . Find more add-ons

B Flugins

E e lceDragon Options

@ Add-ons Support Dark-ish Rainkow by Uiomso

Comodo IceDragon enables you to install three types of Add-ons.
» Extensions - These add new features or modify existing features. Examples include extensions to block
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advertisements, to download videos from websites, to add features from other browsers and to integrate
IceDragon with websites like Facebook.

»  Themes - Change the look of overall look of the browser including buttons, menus and other browser
elements. 'Personas' decorate the menu bar and tab strip with a background image.

« Plugins - Add support for different kinds of internet content. This includes patented formats like Flash,
QuickTime, and Silverlight that are used for video, audio, online games, presentations.

Click the links below for more help:
» Download and Install Add-ons
« Install Add-ons from local storage

«  Configure updates for add-ons
9.1.Download, Install and Configure Add-ons

«  Click the hamburger button at top-right

«  Select 'Add-ons' to open the 'Get Add-ons' screen

Click 'Find more add-ons' at the bottom of the page to visit the Mozilla add-ons page.
»  You can search for a particular add-on or browse through the add-on categories.

«  Each add-on comes with a brief description and you can also read reviews and comments from fellow

users.
Eile Edit View History Bookmarks Tools Help — 0 >
C Comodo | Global Leader - X ‘ -H- Options X | *- Add-ons Manager X | #% Add-ons for Firefox x | +
& f.} O & https://addons.mozilla.org/en-L tes s f} Q Search E, =
I} Most Visited (C Getting Started [ From Internet Explorer
BXLENSIONS. Are you N N - - I I A
interested in... Bookmarks  Password Adblockers  Smarter  Productivity Watching
managers Shopping Videos
Popular extensions See more popular extensions
Adblock Plus @ uBlock Origin Video Easy
- 2 11,900,910 4,835,897 ' DownloadHel Screenshot
USErs USers per 2,242,647
3,259,960 users
USers
Featured extensions See more featured extensions
@ Pearltrees T Font Finder Fls Flash-HTMLS @ YouTube
11,017 users ~ (revived) Player for Control
18,922 users YouTube™ Center

43,851 users 7,517 users

Top-rated themes See more highly rated themes
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»  Once you have chosen your add-on, click 'Add to Firefox' then click 'Add" at the prompt. All Firefox
extensions are compatible with IceDragon.

»  The add-on will be downloaded and a notification of the successful installation will be displayed.

«  Some add-ons may require your browser to be restarted for the installation to take effect. If it prompts you,
click 'Restart Now'.

9.1.1. Install Add-ons from Local Storage

If you have a local copy of an add-on installer, you can install it as follows:
»  Click the hamburger button and select 'Add-ons'
+  Click 'Extensions' on the left then click the gear icon on the right
+  Select 'Install Add-on From File' from the options.

Find more extensions  Search addons moz

* . .
& GetAdd-ons Manage your extensions i
LCheck for Updates

*. Extensions Wiew Recent Updates

[T: Comodo Media Downloader

7 Comodo Media Downloader Service
»¥ Themes Debug Add-cns
" Update fidd-ons Automatically
Automatic securty
Online Security Pro Options Disable Remave

Cnline security against mahware, phishing and malicious w...

+ Navigate to the location of the .xpi file you want to install
»  Click 'Open'
«  The add-on will be installed. If required, restart the browser to enable the add-on.

9.1.2. Configure Updates to Add-ons

Ice Dragon can automatically check for and install updates for add-ons.
Configure updates

+  Click the hamburger button at the top-right > select 'Add-ons'.
The' Add-Ons Manager' page will open in a new tab:

»  Click the gear icon on the upper-right of the screen

»  Click 'Check for Updates' to manually update your add-ons

»  Click 'View Recent Updates' to see your most recently updated add-ons

«  Enable 'Update Add-ons Automatically'.
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Find more extensions | Search addons.mozilla.ors
+ .
&> Get Add-ons Manage your extensions Bty
Check for Updates
* Extensions View Recent Updates

[ EU'"‘;L’; '\:,E‘;"" D;“"‘”’;""d, e Install Add-en From Filk...
,/ ThEmES omodE el Downiaasersenice DEI_QUgﬂdd-DHS
¥ Update Add-ons Autematically
Reset All Add-ons to Update Automatically

Upmons T T oisanme T T ReEmoveE T |

== Dlyaine
s C Https Enforcement

Automatic secusity

Online Security Pro Options Disable Remove

Online security against mahware, phishing and maliciou...

9.2.Manage Extensions

View installed extensions
«  Click the hamburger button at top-right
«  Select 'Add-ons'
«  Click 'Extensions' on the left to view a list of all installed extensions.

*ﬁ- Options X *- Add-ons Manager

&« a @ lceDragon  about:addons W N @ 2 e =

@ Getting Started

Find more extensions | Search addons.mozilla.org e
* .
&> Get Add-ons Manage your extensions Lo
*o Extensions

@ AdBIuckerfurYuuTubeT“ Options Disable Remove

/ Removes all annoying Ads and banners from YouTube.
»Y Themes
@ Plugins

m Comodo Media Downloader Tl

Comodo Media Downloader Service

Remave

c Https Enforcement

. - Options Disable Remove
Automatic security

Online Security Pro Options  Disable Remove

Online security against malware, phishing and malicious websites,

Ik IceDragon Options
® Add-ons Support (] Turn Off the Lights for YouTube™

) ) . . Options Disable Remove
= The entire page will be fading to dark, so you can watch the videos...

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 130



Comodo IceDragon-User Guide ~ £2*e22

Most extensions allow you to configure and customize them as per your requirements.

+  Click 'Options' to configure an extension, then edit preferences in the resulting dialog
Click the 'Disable’ button to turn an extension off
+  Click the 'Remove' button to uninstall an extension.

9.3.Customize the Appearance of IceDragon

Why not get creative? Personas and themes let you change the entire look and feel of Comodo IceDragon.
Available through the add-on manager interface, there are two main ways to customize IceDragon's appearance:
« 'Personas’ - Lightweight themes that let you customize the menu bar and tabs with background images
«  'Themes' - Customize the whole browser window
Click the links below for more help:
» Download and install Personas and Themes
» Manage Personas and Themes
Download and install Personas and Themes
«  Click the hamburger button at top-right
+  Select 'Add-ons'.
Click 'Find more add-ons' at the bottom to view the Firefox add-ons website.
«  Click Themes' to view recently added and popular themes.
»  Use the 'Categories' to narrow your search
+  Select the theme > click '+ Install Theme' to add it to IceDragon
+  Click "See more featured themes' to browse available themes
«  Once you find a theme that you like, click on it to go to its download page.
Manage Personas and Themes
You can easily choose which persona or theme you want by clicking the 'Themes' link in Get Add-ons tab.
»  Click '+Install Theme' to use a Theme or Persona, Personas will be applied immediately.
«  The theme pug-in will be added to the menu and you need to click 'OK!'

Geek1337 has been added to lceDragon.

Manage your add-ons by clicking 3§ in the = menu.

« Torestore the browser to default Theme, click 'Disable" in the row of currently applied Persona or Theme.

« Toremove a persona or theme permanently, click 'Remove' on its row.
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9.4.Manage Plugins

»  Plug-ins are a type of add-on that allow IceDragon to handle content that it does not natively support.

«  Examples include patented formats for documents, video, audio, online games, presentations and so
on.

*  Plugins to handle these formats are usually supplied by third-parties.
Popular plug-ins include:

« Adobe Flash

*  Windows Media Player

« Java

«  Quicktime

+  Adobe Reader
«  Silverlight

«  Adobe Shockwave

View installed plug-ins
Click the hamburger button at top-right
+  Select 'Add-ons'
»  Click 'Plugins' on the left-hand side.

“- Add-ons Manager x " Add-ons for Firefox (en-LIS)

— & @ @ Ic=Dragon  aboutaddons b QU Search m o g = EH @ =

C Getting Started G reddit the front page ... E Dictionary.com | Mea... 5 From Internet Explarer

+ .

K> Get Add-ans Manage your plugins v
*‘ Extensions @ Missing something? Some plugins are no longer supported by lceDragon. Leam Maore,

‘/ Themes

OpenH 264 Video Codec provided by Cisco
Systems, Inc. Options Always Activate ™

i Plugins .

This plugin is autcmatically installed by Maogzilla to camply ...

Widevine Content Decryption Module
il rrovided by Google Inc. Options Always Activate ¥
Play back protected web video,

Ee3 lceDragon Options

@  Add-ons Support

+  Click the 'Learn More' to find out more about a plugin.
»  Select 'Never Activate' from the drop-down beside the plugin to stop the plugin from running.
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10. Tools and Other Features

«  Comodo IceDragon has a number of built-in tools for specialist tasks. For example, the web page scanning
tool, spell checker and so on.

»  You can also add as many tools as you like to the browser. See Install Add-ons for more details.
Click the following links for more help features:

- Customize applications for opening different file types

«  Search within page content

«  Form autofill

» Keyboard and mouse shortcuts for Comodo IceDragon

« Manage IceDragon in safe mode

»  Set up IceDragon sync information

» View Digital Rights Management

+ Improve IceDragon Performance Settings
» Comodo Online Security Extension

» View Task Manager

10.1.  Customize Applications for Opening Different File
Types
»  Comodo IceDragon ships with several plug-ins to handle the different types files you may encounter online.

»  File types include audio files, video files, play lists, presentations and so on.

»  You can add additional plug-ins from third-parties and configure which app should be used to handle a
particular type of content.

Customize applications
+  Click the hamburger button at the top-right corner.
»  Click 'General' > scroll down to 'Files and Applications'
«  Select 'Applications' to view a list of internet content types and their associated plug-in or application:
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Applications

while browsing.

L Search file types or applications

Content Type
& irc
0 ircs
mailto
Portable Document Format (PDF)
2! webcal

Choose how IceDragon handles the files you download from the web or the applications you use

Action

(£ Always ask

[ Always ask

[ Use Mail (default)
Zl Preview in lceDragon

(2 Always ask

»  Locate the content type you wish to modify in the 'Content Type' column.

«  Click the drop-down in the 'Action' column to review or change the application IceDragon should use to
open the content. Plug-ins have the blue building block icon next to them:

Applications

Choose how lceDragon handles the files you download from the web or the applications you use

while browsing.

search file types or applications

Content Type
irc
ircs

& PG file

mailto

i

Portable Document Format (PDF)

' webcal

fction

L Always ask

* Always ask

4 Use TWINUI (default)
[ Wse Mail (default)

J Preview in lceDragon -
B Preview in lceDragon
U Always ask

% Save File
2 Use TWINUI (default)

Use other...

«  Always Ask - Select if you want to choose the application each type you download the file type.
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»  Save File - Automatically save files of that content type.
»  Application Details - View more information about the application prior to making a decision.

«  Use Other - Specify a different application to open files of that content type. This will open a list of
installed applications for you to choose from:

Select Helper Application x

a4 Portable Document Format (PDF)
application/pdf
Send this item to:

@ IceDragon

P
@ Internet Explorer

pf

@‘“ Windows Media Player

E Windows Wordpad Application

Browse... QK Cancel

«  Select the application from the 'Select Helper Application' dialog and click 'OK'.
«  Click the 'Browse..." button to locate you application if it is not listed in the dialog.
Remove a custom application from the list in the drop-down

«  Click the 'Action' drop-down and select 'Application Details":

| [71 Use Mail (default) -

(Z Always ask

B Use Mail (default)

Use Yahoo! Mail
1 Use Gmail
Use other...

Application Details...

«  This will open a list of applications that are capable of opening the content type. Select the application
you no longer wish to use and click 'Remove'.
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Application details X

The following applications can be used to handle mailto links.

Y Yahoo! Mail Remove

This web application is hosted at:

https://compose.mail.yahoo.com/?To=%s

] Cancel

«  Click 'OK..
10.2.  Search within Page Content

The 'Find' features lets you search for a specific word or phrase in the web-page you are viewing. You can also
configure the browser to launch an auto-search when you start typing a keyword or phrase.

Click the following links for more help with:

« Search using the 'Find' feature

+ Launch auto-search
Search using the 'Find' feature

«  Click the hamburger button at the top-right corner

+  Click 'Find" or press Ctrl+F on your keyboard

«  Type your keyword/phrase in the search field at the bottom-left of the window
The first occurrence of the keyword in the page will be shown highlighted in green.
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«  To search for successive occurrences, click 'Next'
«  To highlight all occurrences, click 'Highlight all'

»  Select 'Match case' to search for instances of the keyword that use the same case (upper and lower case)
as the characters you enter.

Launch Auto-search

To start an auto-search for the browser when you start typing a keyword, you need to configure the security settings
accordingly.

+  Click the hamburger button at the top-right corner
»  Click 'Options' > select 'General' tab

«  Check the 'Search for text when you start typing' box under the 'Browsing'.
10.3.  Form Autofill

Comodo IceDragon can save the information you enter into order forms and login screens. When you visit the same
form in future, just click on a blank field to see all the entries you made previously.

The following links explain more about form auto-fill:
+ Delete all stored form entries
+ Delete individual entries
»  Configure form history

Delete all stored form entries

+  Click the hamburger button at top-right
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«  Select 'Library' > 'History'

OR
«  Select 'Options' > 'Privacy & Security' > 'Browser Privacy'
+  Click 'Clear History" in the History' section

Clear Recent History x

Time range to clear: Today -~
Last Hour

History Last Two Hours

Browsing & Down Last Four Hours

o
Active Logins

Everything
v Form & Search Hiswoy

Data

Site Preferences Offline Website Data

Clear Mow Cancel

«  Click the 'Details' arrow to select the type of information to clear

»  Make sure 'Form & Search History' is selected

+  Time range to clear - Select how far back in time you want to delete
+  Click 'Clear Now'

Delete individual entries

You can remove auto-fill from specific pages or fields while keeping it active on others. This can be useful on shared
computers.

+ Visit the web-page from which you want to remove saved form entries

«  Click on a field that has auto-fill suggestions. All previous entries will be displayed in a drop-down

«  Use the up and down arrows on your keyboard to highlight the entry you want to remove and press 'Delete’
- Repeat the process if you need to delete multiple entries.

Configure the browser for form entries

You can configure IceDragon to whether or not to remember the form entries as per your choice
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»  Click the hamburger button at the top-right

«  Select 'Options' > 'Select 'Privacy & Security' > 'History'

» Inthe 'lceDragon will' drop-down, select 'Use custom settings for history'

+  Select or deselect 'Remember search and form history' as required

10.4.

Keyboard and Mouse Shortcuts
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You can access and execute many lceDragon features and commands through keyboard and mouse shortcuts.

Click the links below to jump to the section you would like to learn more about:

+  Mouse Shortcuts
+  Keyboard Shortcuts
Navigate Through Webpages

View, Print and Save Current Page

Edit Options

Search Options
Windows and Tabs
View History
Bookmark Options
Tools

Miscellaneous
Audio/Video Shortcuts
PDF Viewer Shortcuts

Mouse Shortcuts

Command Shortcut

Back Shift+Scroll Down
Forward Shift+Scroll up
Zoom In Ctrl+Scroll up
Zoom Out Ctrl+Scroll down
Close Tab Middle-click on Tab

Open link in new Tab

Middle-click on Link

New Tab

Double-Click on Tab Bar

Open in Background tab*

Ctrl+Left-click link
Middle-click link

Open in Foreground tab*

Ctrl+Shift+Left-click
Shift+Middle-click

Open in New Window

Shift+Left-click link
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Copy Tab or Bookmark Ctrl+Drag tab
Reload (override cache) Shift+Reload button
Save Page As Alt+Left-click

Scroll line by line Alt+Scroll

* "These shortcuts will work only if 'When | open a link in a new tab, switch to it immediately' is enabled in 'Options' >
'General' > 'Tabs'".

Keyboard Shortcuts
Click the links below to jump to the section you would like to learn more about:
« Navigate Through Webpages
» View, Print and Save Current Page
- Edit Options
« Search Options
»  Windows and Tabs
* View History
« Bookmark Options
+ Tools
+ Miscellaneous
+ Audio/Video Shortcuts
»  PDF Viewer Shortcuts

Navigate Through Webpages

Command Shortcut
Back Alt + left arrow
Backspace
Forward Alt + right arrow
Shift + Backspace
Home Alt + Home
Open file Ctrl+0
Reload F5
Ctrl+R
Reload (Override cache) Ctrl + F5
Ctrl + Shift + R
Stop loading Esc

View, Print and Save Current Page
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Command Shortcut

Go to Bottom of Page End

Go to Top of Page Home
Move to Next Frame F6

Move to Previous Frame Shift + F6
Print Ctrl +P
Save Page As Ctrl+S
Find Ctrl +F
Zoom In Ctrl + +
Zoom Out Ctrl + -
Zoom Reset Ctrl+0

Edit Options
Command Shortcut

Copy Ctrl+C

Cut Ctrl + X

Delete Del

Paste Ctrl +V

Paste (as plain text) Ctrl + Shift + V

Redo Ctrl+Y

Select All Ctrl +A

Undo Ctrl+Z

Search Options
Command Shortcut

Find within page Ctrl +F
Find Again F3

Ctrl+G
Find Previous Shift + F3

Ctrl + Shift + G
Quick Find within link-text only '
Quick Find /
Close the Find or Quick Find bar Esc (When Find and Quick Find bar is active)
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Search bar - Easily choose your favorite search engine

Ctrl + K

Select or Manage Search Engines

Alt + Up arrow

Alt + Down arrow

F4

(When Search bar is active)

Windows and Tabs

Command

Shortcut

Close Tab

Ctrl + W
Ctrl + F4

These shortcuts will not work for Extensions and Add-
Ons tabs

Close Window

Ctrl + Shift + W
Alt + F4

Move Foreground Tab to Left

Ctrl + Left arrow
Ctrl + Up arrow

Move Foreground Tab to Right

Ctrl + Right arrow
Ctrl + Down arrow

Move Foreground Tab to first position Ctrl + Home
Move Foreground Tab to last position Ctrl + End
Mute/Unmute Audio Ctrl+ M
New Tab Ctrl+T
New Window Ctrl+N
Next Tab Ctrl + Tab

Ctrl + Page Down

Open Address in New Tab

Alt + Enter

Previous Tab Ctrl + Shift + Tab
Ctrl + Page Up

Undo Close Tab Ctrl + Shift + T

Undo Close Window Ctrl + Shift + N

Select Tab 110 8 Ctrl+1t08

Select Last Tab Ctrl+9

Tab Groups View Ctrl + Shift + E

Close Tab Groups View Esc

Next Tab Group Ctrl +°
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View History
Command Shortcut
History sidebar Ctrl+H
Library window (History) Ctrl + Shift + H

Clear browsing, search and download history

Ctrl + Shift + Del

Command

Bookmark Options

Bookmark All Tabs Ctrl + Shift + D
Bookmark This Page Ctrl+D
Bookmarks sidebar Ctrl +B

Ctrl +1
Library window (Bookmarks) Ctrl + Shift + B

Command Shortcut
Downloads Ctrl +J
Add-ons Ctrl + Shift + A
Toggle Developer Tools F12
Web Console Ctrl + Shift + K
Inspector Ctrl + Shift + |
Debugger Ctrl + Shift + S
Profiler Shift + F5
Scratchpad Shift + F4
Style Editor Shift + F7
Network Ctrl + Shift + Q
Developer Toolbar Shift + F2
Responsive Design View Ctrl + Shift + M
Page Source Ctrl + U
Error Console Ctrl + Shift + J
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Toggle Private Browsing - Browse the web without
storing history, form entries and so on

Ctrl + Shift + P

Remove recent browsing, search and download hi

story | Ctrl + Shift + Del

Miscellaneous

Command Shortcut

Complete .com Address Ctrl + Enter
Complete .net Address Shift + Enter
Complete .org Address Ctrl + Shift + Enter
Delete Selected Autocomplete Entry Del
Toggle Full Screen F11
Toggle Menu Bar activation (when hidden) Alt

F10
Toggle Reader Mode Ctrl +Alt +R
Show/Hide Add-on Bar Ctrl +/
Caret Browsing F7
Select Location Bar Alt+D

Ctrl + L

Audio and Video Shortcuts
Command Shortcut
Toggle Play / Pause Space bar
Decrease volume Down Arrow
Increase volume Up Arrow
Mute audio Ctrl + Down Arrow

Unmute audio

Ctrl + Up Arrow

Seek back 15 seconds

Left Arrow

Seek back 10 %

Ctrl + Left Arrow

Seek forward 15 seconds

Right Arrow

Seek forward 10 %

Ctrl + Right Arrow

Seek to the beginning

Home

Seek to the end

End
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PDF Viewer Shortcuts
Command Shortcut

Next page N

J

Right Arrow
Previous page P

K

Left Arrow
Zoom in Ctrl + +
Zoom out Ctrl + -
Automatic Zoom Ctrl+0
Rotate the document clockwise R
Rotate counterclockwise Shift + R
Switch to Presentation Mode Ctrl +Alt + P
Toggle Hand Tool H
Activate the Page Number input box Ctrl +Alt+ G

10.5.

Manage IceDragon in Safe Mode

Safe mode lets you troubleshoot issues with all add-ons disabled. This is useful if you are experiencing issues with
IceDragon. You can enable add-ons one at a time until the problem add-on is found.

»  Click the hamburger button at the top-right corner
»  Select 'Help' on the bottom of the menu
«  Select 'Restart with Add-ons Disabled':
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noa &8s nNo@E 2 HEm =
£ Signinto Sync 4 Help
© Content Blocking lceDragon Help
Keyboard Shortcuts
E} New Window I%trl#d _ _
Troubleshooting Information
2 Mew Private Window Ctrl+5Shift+P
Wisit our support forums...
a Restore Previous Session

Restart with Add-ons Dizabled...

Zoom - W% 4+ A
Edit X b g
I\ Library 5
2 Add-ons Ctrl+Shift+A

'ﬁ' Options

,"’ Customize...

Ctrl+0

Open File..
Save Page As..

& Print...

Q, Find in This Page...
More
Web Developer

O Bt Ctrl+Shift+Q

«  Click 'Restart' in the confirmation dialog.

«  Click 'Start in Safe Mode' to temporarily disable all add-ons, extensions, themes, language packs and
services.

&) |ceDragon Safe Mode = *

Safe Mode is a special mode of lceDragon that can be used to
troubleshoot issues.

Your add-ons and custom settings will be ternporarily disabled.

Start in 5afe Mode
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* Re-enable your add-ons:

«  Click the hamburger menu > 'Add-ons'
OR
«  Click the hamburger menu > 'Help' > 'Restart with Add-ons Enabled'.

10.6.  Set up Comodo IceDragon Sync Information

«  Synchronizing IceDragon with your Firefox account means you can use your Ice Dragon settings on any
computer you use.

Synchronizing will copy your bookmarks, browsing history, preferences, passwords, form data, add-ons and
the last twenty five websites you visited.

Set up synchronization
»  Click the hamburger button at top-right
+  Click 'Sign in to Sync'
OR

»  Select 'Options' then 'Firefox Account'

{I' Options x ¥ higgs hason - Comado Yahe " m Higgs boson - Wikipedia

[ B & lcelragon  aboutpreferences#sync T L, Seard [ | S B =
C Getting Started €5 reddit: the front page... [y Dictionary.com | Mea.. B From Internet Explorer

3 General Firefox Account
ﬁ Home Take Your Web With You

Synchronize your bookmarks, history, tabs,
q Search passwords, add-ons, and preferences across

all your devices.
a Privacy & Security

G Firefox Acocount

k Languages Connect with a Firefox Account Sign In...

Dion't have an account? Get started

®  Extensions & Themes

fical lceDragom Support

+  Click 'Don't have an account? Get Started' if you do not already have an account.

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 147



Comodo IceDragon-User Guide ~ £2*e22

Sign in

to continue to Firefox Sync

= \

By proceeding, you agree to the Terms of Service and Privacy Motice,

Create an account Forgot password?

»  Enter your email and password in the text box and click 'Sign in'".
Click the "Verify Your Account' message to confirm your sign-in.

»  You will receive a confirmation mail to your account email address. Click the link in the mail to verify
your sign-in.

+  Click 'Confirm sign-in'. The IceDragon will start sync immediately.

+  After successfully logging in, the sync settings page will show all items currently synced with your
account.

» Please review these settings and deselect items that you do not wish to sync.

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 148



Comodo IceDragon-User Guide ~ £2*e22

Firefox Account

Johnson.peter38@gmail.com Disconnect...

Manage account

Sync Settings

Choose what to synchronize on your devices using lceDragon
/| Bookmarks v'| History

/| Open tabs | Add-ons

v'| Logins V| Options

Device Name

Change Device Name...

Terms of Service

Privacy Notice

Manage IceDragon Sync information

»  Click the hamburger button at the top-right > 'Sign in to Sync'.

OR
»  Click 'Options' > 'Firefox Account'.
+  Click 'Sign in...

«  The general interface lets you enable or disable synchronization

+  Click 'Disconnect' in the Firefox account page. Note: your Google account will retain data that has already
been uploaded BUT will not update with any further changes you make.
+ You can also select whether to remove sync data or private data from the ‘Disconnect Sync' dialog or both.
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Disconnect Sync? X

Do you also want to remove browser data on this computer? Your Firefox Sync data will

remain in your account, regardless.

Remove Firefox Sync Data

Bookmarks, history, passwords, etc.

Remove Other Private Data

Cookies, cache, offline website data, etc.

Cancel Just Disconnect

«  Click the 'Manage Account' link to change your account appearance and password and preferences.
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Q Firefox Accounts

O johnson.peter38@gmail.com
]

Account picture Change...
Display name
Secondary email
Account recovery

Two-step authentication

Devices & apps Show
Password Change...
Delete account Delete...

Email preferences (2

«  Select items you want to sync across all devices
The 'Device Name' area lets you view and change the name of the device you synced.

+  Click 'Change Device Name' to rename a device, then click 'Save'
Enable Two-Step Authentication

«  Enable the "Two Step Authentication' by entering scanning the gr code and entering the security code
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generated on your phone in the respective code field.
«  Click 'Confirm'
Device & Apps

This option displays the devices that are having the IceDragon application installed. If you have not installed
you can download the application from this option.

»  Click Download against the device type on which you want to install IceDragon

«  Click Disconnect if you have your IceDragon account signed in any of your devices and before that
select the reason disconnecting

»  Click 'Refresh’ to see if there is any change status of the devices signed in
«  Click 'Done' to save changes
Communication Preferences

This option allows you to receive communication on policy changes, accounts functionality, promotional
emails and so on.

«  Click 'Change" and then 'Subscribe' to subscribe for communications
Change a password

+  Click the hamburger button at the top-right

«  Click 'Options"> 'Firefox Account'

+  Click the 'Manage Account' link

«  Click the 'Change’ link beside the 'Password'".

+  Type your an old password, then re-type it again and click '‘Change'.
Delete an account

Click the hamburger button at the top-right.

»  Click 'Options"> 'Firefox Account'

+  Click the 'Manage Account' and select 'Delete account' button.

»  Click the 'Email preferences' link to go to the 'Manage your Email Preferences' center. It helps you set
communication between you and subscribers

»  Click 'Save Preferences'
Reset IceDragon sync every time | close IceDragon

»  Click the hamburger button at the top-right

+  Click 'Options' then the 'Privacy and Security' tab.

» Inthe 'History' > IceDragon will:" select 'Use custom settings for history'
»  Uncheck 'Clear history when IceDragon closes'

10.7.  View Digital Rights Management

Digital rights management (DRM) allows online video and audio services to protect the content they provide from
piracy.

IceDragon implements HTML5 playback of DRM content by first decrypting it with a 'Content Decryption Module'
(CDM). IceDragon currently supports Adobe Primetime and Google Widevine CDM systems.

If you opt-out of DRM playback, then all downloaded CDMs will be deleted so you will not be able to play DRM
content in future.

Disable DRM playback
»  Click the hamburger button at the top-right
+  Click 'Options' > 'General'
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Go to the 'Digital Rights Management (DRM) Content'

+ Deselect the 'Play DRM-controlled content' checkbox

Digital Rights Management (DRM) Content

v | Play DEM-controlled content Learn more

« |If sites requires this type of DRM to operate properly, turn DRM playback on again.

10.8.  Comodo Online Security Extension

Comodo Online Security (COS) is a website filtering extension that protects you from harmful websites, hackers,
malware and more.

»  Click the app icon at the top-right of the interface:

* X E:I o
L ]

Online Security Pro

SETTINGS

@) Report this page >

»/ Edit Exclusion List >
5 5ession
@ Checlk History >
guitting
ragon i
s currently Rate Thiz Extension >

Click the COS icon to reveal the follow options:
«  Online Security Pro - Enable or disable the COS web-filter. (Default = Enabled)

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 153



COMODO

Creating Trust Online®

» Home icon - Open the COS settings page:

* Report this page - Submit the URL of the site you currently visiting to Comodo for analysis.

*  You should do this if you think it might be hosting malware, or might be a fake/phishing website.
Comodo will test the site and add it to our black list if we confirm it as malicious.

«  Click anywhere on the stripe to open the reporting page at
https://www.comodo.com/home/internet-security/submit.php

» The URL is pre-populated, so you just need to enter your email address and any comments you
feel would be helpful (optional).

» Edit Exclusion List - COS generates an alert whenever it detects a harmful website. If you choose
'Continue Anyway' at the alert then the site is added to the exclusions list. This means COS will not
flag it as malicious on future visits. Click anywhere on the stripe to view/modify web sites on the
exclusion list.

»  Check History - View a log of sites caught by COS, and the action taken by you.
« Rate This Extension - Estimate the COS extension.
* Notifications - Shows news about COS and allows you to rate the product

»  About - Links to product pages, release notes and more.
See help for learning more about Comodo Online Security.

10.9.  View Task Manager

The task manager lets you see how much memory is used by each IceDragon extension or tab.
«  Click the hamburger button at top-right
«  Click 'More' > 'Task Manager'

Each tab or extension is shown on a different row:
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Y Task Marager *
c @ about:performance el | m D 2 =

MName Type Energy Impact Memory

D Task Manager Tab Medium (1.38) 1.1 MB
» @ Online Shopping Site India - Shop Online for men, women and kids fas.. Tab Low (0.2) 8.2 MB
» £ Options Tab Low ((L1) 38 MB

& Comodo Media Downloader ({5e9ecat3-6e0d-47ce-2052-07d938121..  Add-on = 204 KB

& Hitps Enforcement (hilps@comoda.cam) Add-an 291 KB

& Online Security Pro (cos@comoda.com) Add-on - B15 KB

K shopclues online shopping india - Comado Yahoo Search Results Tab 46 MB

H O' Type here to search

Name - Displays extensions, tabs are currently running in the browser.

Type - Show whether or not items running are Tab or an Add-on.

Energy impact - How much drain the item places on your power source/battery. This is most relevant for mobile
devices and laptops running on battery. You can close energy intensive items to conserve battery life.

Memory - How much RAM is taken up by the process. Closing memory intensive items can improve the
performance of your device.

»  Place your mouse over an item to view more details.

¥ shopclues online shoppin: % | @ Online Shopping Site Indi. % | £ Options B (7 Task Manager »* IR§ = 5]
c (1) aboutperformance « i [T I | =

Mama Type Energy Impact Memaory

A Task Manager Tab Low (0U83) 24 MB
» @ Online Shapping Site India - Shop Online for men, women and kids fas.. Tab Low (0.2) g2mMB X
» %% Options Dispatches since bmad: 11235 . 7aamgy | LOW (01 1eMB

& Comodo Media Downloader ({5e9ecab3-6e0d-47ce-9862-07 Dispatches in the last secands: 4 (Ims) | _ 27TB KB

& Https Enforcement (https@comodo.com) Add-on - 287 KB

“- Online Security Pro {cos@comodascom) Add-on 807 KB

shopclues anline shopping india - Comodo Yahoo Search Results Tab - 46 MB

e Click the cross mark beside a tab row to close it.
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»  Click the arrow mark beside an add-on row to open the extensions page in a new tab. You can disable or
remove the extension from the extensions page.

Tip - You can also open the task manager by entering 'about:performance’ in the address bar.

11.  Web Developer Tools

Comodo IceDragon has a number of built-in tools that allow developers to inspect and test website
code. You can use the tools to debug code, run java scripts, view and change styles, find java script related
errors and much more.

S eb Developer
in @ & 2 m® @ < Web Develope
testuser@yopmail.com = Toggle Tools Ctrl+Shift+]
. Inspector Ctrl+Shift+C
© Content Blocking
Web Console Ctrl+Shift+K
B} New Window Ctrl+ N Debugger Ctrl+Shift+5
&2 Mew Private Window Ctrl+Shift+P Style Editor Shift+F7
E_l Restore Previous Session Performance Shift+F3
Metwork Ctrl+Shift+E
Zoom - 100% 4+
Storage Inspector Shift+Fg
Edit X Oy & Accessibility
I\ Library > utub WebIDE Shift+F2
*— Add-ons Ctrl+Shift+ A Browser Toolbox Ctrl+Shift+Alt+|
stub
-ﬁ- Options Browser Content Toolbox

,“( Custormize... Browser Console Ctrl+5Shift+]

Responsive Design Mode  Ctrl+ Shift+
Open File... Ctrl+0

Eyedropper
Save Page As... Ctrl+ )
Scratchpad Shift+F4
& Print... .
Service Workers
Q. Find in This Page.. Ctri{F Connect...
More Page Source Ctrl+U
€_Web Devel >
— Get More Tools
@ Help >
. Waork Offline
Q Bt Ctrl+Shift+0

Click the links below for more help to use developer tools:
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«  Open the Tools console

* Inspect Page Elements

+ Use the Web Console

» Remove Inconsistencies with HTML, CSS and Javascript
« View and Run Experimental Style Sheets on a Webpage
* Improve Weh Page/Web Application Performance

*  Memory Tool

*  Network Monitoring

- Storage

» Accessories

« Use the Developer Toolbar

+  Use the WebIDE

« Browser Console

* Responsive Design View

«  Eyedropper

* Run Experimental Java Scripts on Page

« View Page Source

» Add More Web Development Tools

«  Service Worker

+  Connect Remote Device

Add More Web Development Tools
»  Work Offline

11.1.  Open the Tools Console

Access the console interface
«  Click the hamburger at the top-right
«  Select 'Web Developer' > Toggle Tools'

@ L7 incpector [ Console [ Debugger {} Style Editor @- Pedormance  $R Memory = Network B Storage T Accesibility ﬂ wes M
o5 arch HTML & Fitter Styles 4+ B o5 B Layout  Computed  Animations  Fonts
CHPOCTYRE himl» * b Pseudo-elements | v Grid =
<himl dir="1tr*® lang="en-Us"» [event
s (=5 « 1 This Element C5%5 G & not in e on this page
<hody class="activity-stream® alemsnt I inline
style="--newtab-search- --nestab-search-icon: url{chrome://brows=sr gt ele
fskinfsearch-glass. svE) )
H t
v dd="Foot™ = «/divs body margin -';-.
v 1d="snippots-containerss sackground-celor: wit -
] m, BlinkMacsys t, padding i
. S = ipt> - ‘5o ¢, » “Helvetica W [} ) 9I52736. 767 i ®
cans-serif;
mtmi * body.actiity-stream Fork_21z81 168H; W # e
t-size: i

« Developer Tool - Options - Click the 'cog' icon on the right to set overall preferences:
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& Developer Tools - Options - about: preferencesTentrypoint=menupanel®general bt
08 3 inspector [] Console O Debugger ) StyleEditor (& Peformance #F Memory = Network B Storage - ] ‘

Default Developer Tools Themes
[ Style Editar (O Dark (@) Light () Firebug
[ Shader Editer
Inspector
[ Camvas

[ Show Browser Styles
[ Perfarmance ¥

[A Teimrmbon PO bbb b b

W 5 Filter outpul (] Persist Lags
s | Wornings | Logs | o | Debuo
Object { name: “Portuguese®, serverPath: "http://downlood.comodo.com/icedragon/updote/longuoge languages.js:1151:4

«  Default Developer Tools - Enable or disable tools using the check-boxes.

« Available Toolbox Buttons - Choose which tools are displayed on the toolbar.
»  Theme - Switch between light and dark themes.

* Inspector

«  Show browser styles - Determines whether or not the style applied by the browser will be
displayed in the Inspector's Rules view

»  Default color unit: drop down - Select the colors will be presented in the inspector. Available:

*  Hex
« HSL(A)
+ RGB(A)

»  Color Names

»  Web Console - Enable timestamps - If enabled, the console clears the output when you navigate to a
new page.

«  Style Editor - View and manage original sources and auto-complete CSS
»  Screenshot Behavior - Define how Ice Dragon should handle screenshots.
«  Editor Preferences - Defines which items will be used in developer tools
» Detect indentation: Auto-indent new lines based on the current indentation
»  Autoclose brackets
» Indent using spaces
» Tab size = 2 (By Default)
«  Keybindings: drop down - Select CodeMirror keybindings or keybindings:
* Vim
+ Emacs
«  Sublime Text
* Advanced settings
« Enable Source Maps - Maps your browser inspector's line numbers to the original source.
«  Show Gecko platform data - Display Gecko platform symbols
« Disable HTTP Cache (when toolbox is open) - Allows you to disable session caching
« Disable JavaScript - Loads the current tab with JavaScript disabled

» Enable Service Workers over HTTP (when toolbox is open) - Allows you to service worker
registrations from insecure web sites

« Enable browser chrome and add-on debugging - Allows you to use developer tools in the
context of the browser itself

« Enable remote debugging - Allows you to debug code running remotely in a different process or
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on a different device
»  Restart your browser for the settings to take effect.

» Inspector - Analyze the layout of a web page and find/fix web page issues. It allows developers to see
which elements in the source files (including server-side code) have produced the HTML markup to be
rendered in the browser. Page Inspector also lets you modify CSS properties and DOM element attributes
to see the changes reflected immediately in the browser.

»  Web Console - Logged information and other error messages. Allows developers to upload/download files
to/from server, edit text files directly on a server and much more.

»  Debugger - Finds errors in other programs. A debugger allows a web developers to stop a program at any
point and examine and change the values of variables.

«  Style Editor - Allows developers to edit a style sheet to apply a style of your own choice to required
elements.

« Performance - Allows developers to find and eliminate bottlenecks in your JavaScript code.
+  Memory - Take a snapshot of the current page memory.

»  Network - List all network requests made while loading the page.

»  Other tools on the web developer toolbar are available:

letv Stof: (" H 2 0 B X

o

« 'Select an iframe as the currently targeted document'. You can enable/disable it from the developer
settings by clicking the cog icon at far top right. Lists all nested frames in the file and in the main
document.

«  Toggle split console - Displays an extra console underneath the web developer tools interface.

» Responsive Design Mode - Makes it easy to see how your designs will look on different sized screens
such as mobile phones or tablets. Use the resize handle at the lower right of the content area to
change the size of the content area.

« Storage - The storage inspector lets you inspect various types of storage that a web page can use.

« Accessibility - Assess what information is open to assistive technologies on the current page.

»  Dock to side of browser window / Dock to bottom of browser window - Move and pin the panel to the
side or top of the browser as per your preference.

- Show in separate window - Opens a separate web developer tools.

«  Click on the 'X" at the far right to close the tool bar.

11.2.  Inspect Page Elements

The 'Inspector' tool lets web developers analyze the layout and structure of a web page.
To inspect a page
«  Open the web-page you want to assess
«  Click the hamburger button at top-right
«  Select 'Web Developer' > 'Inspector’
OR

+ Right-click on the page and select 'Inspect Element' from the context sensitive menu. You can right-click on
specific items on the page to open the inspector at the relevant place.
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»  Move your mouse cursor over page content to view information about it in the inspector.
+  Click on a page element if you want to work on it.

The 'Inspector' consists of two parts: HTML pane and CSS pane.

All parent elements are on the the left and child elements on the right.

« The left side pane is HTML pane - The top-level element in the hierarchy of all nested elements, is at the
left of the toolbar.
»  Allows you to view the HTML code of the selected element.
«  Use the arrow keys in the left and right to navigate to the elements in the tool bar.
»  Theright side pane is for CSS and divided into 5 elements:
* Rules - Show all the rules that apply to the selected elements. The most recently applied styles are

listed first. Styles are grouped by source. The 'inline' group lists styles applied using the HTML style
attribute.
» Layout - Apply a grid overlay while inspecting the element.
»  Flex Container - You can analyze the CSS Flexbox layout using IceDragon developer tools, find
Flexbox containers on a page and modify them if required.
»  Use the switch to toggle the overlay between on and off.
«  Click the word 'flex' in the HTML pane to view the overlay when the mouse is away from the
container
« 'CSS pane' > 'Rules' — A small Flexbox icon next to the word 'flex' is available in any instance
of 'display:flex'. Details of flexbox's child elements are shown when you click the icon.

+  Grid - Shows the number of columns into which the page is divided.

« Box Model - Shows the total space taken by the element on the page. It provides information
about the layout of the currently selected element. The outside numbers show the amount padding
on each side of the element.

»  Computed - CSS for the specific element.

»  Animations - Animations to specific element.
» Fonts - Displays all the fonts in use by the selected element.
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11.3.  Use the Web Console

«  The web console is a very useful tool for web developers which displays logged information and other error
messages.

« ltalso allows developers to check Javascript and acts as a debugging tool for web applications or web
sites.

To access Web Console
Click the hamburger at the top-right
«  Select 'Web Developer' > "Web Console'.
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»  Use the 'Position' drop-down menu beside the box to place the Web Console above or below.
+  Use the 'Filter output' box to search for particular item(s) in the list.
The Web Console displays messages about Network requests, CSS, JavaScript, Logs.

« Errors / Warnings - View all errors related to the current page. This includes HTML/CSS, javascript and
other warnings and messages. This is useful for web developers to check the pages that they have
developed.

« Logs - These are outputs of JavaScript code executed on the console object in IceDragon.

« Network Request - Displays messages about network requests generated by your web browser. Click on
network request log to view full its details such as request headers and response headers.

« CSS Messages - IceDragon generates these messages for CSS errors that occurred while loading a web
page.

- JavaScript Messages - IceDragon generates these messages for JavaScript errors that occurred while
rendering a JavaScript code.

- Security Messages - IceDragon generates these messages for security warnings and errors that occurred
during runtime.

«  XHR (xmlHttpRequest) - Shows data which has been transferred via HTTP. Uses for XML and Json.

Messages that are generated multiple times are listed only once with an indication in the right displaying how many
times the message was output in the Web Console.

You can choose what information should be displayed in the log area by selecting the respective item, that is,
Network, CSS, JS, Security and Logging. You can further filter them from the drop-down menu to display messages
about errors, warnings, info and log.

Below the log information area, a command line box allows you to execute JavaScript in real-time.

11.4.  Remove Inconsistencies with HTML, CSS and
Javascript

The debugger feature lets you analyze a web page's code line by line.
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To open debugger element tool
«  Click the hamburger button at the top-right
»  Select 'Web Developer' then 'Debugger’
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The debugger toolbar consists of:
»  Pause/Resume - Halts or re-starts execution of the script you're debugging.
- Step Over - Steps across the current line of JavaScript code.
« Step Into - Steps into the function call on the current line of JavaScript code.
»  Step Out - Runs the script until the current function exits.

«  Script Chooser - This pop-up menu lets you select one of the running scripts in order to read its code, set
breakpoints, and so forth.

«  Script Filter - The script filter (which doubles as a search box) lets you type a string to filter what scripts
should appear in the Script Chooser.

»  Expand Panes - Expands or contracts the window to show or hide the sidebar panels.
«  Debugger Options - Pops-up a menu to configure the debugger.
«  Auto Prettify Minified Sources - If enabled, the debugger will automatically detect minified JS files
and pretty-print them.

« Pause on Exceptions - If enabled, execution of script will automatically pause whenever a JavaScript
exception is thrown.

« Ignore Caught Exceptions - If enabled, the debugger will automatically pause the execution of the
script whenever a JavaScript exception is thrown.

- Show Panes on Startup - If enabled, the debugger's two sidebar panes are visible when you first start
the debugger; by default, they are not.

- Show Only Enumerable Properties - If enabled, allows you to filter the displayed list of variables after
the "Filter variables" search box to will be added the variables panel.

«  Show Variables Filter Box - If enabled, do not display non-enumerable JavaScript properties

»  Show Original Sources - If enabled, allows you to use source maps to see the original source for
code.

» Automatically Back Box Minified Sources - If enabled, URLs with 'min.js" at the end will
automatically be black boxed.

11.5.  View and Run Style Sheets on a Web-page

+  The style editor lets web-devs preview different page designs 'in-browser' before final deployment.

«  The editor also lets web-devs view a list of cascading style sheets (css) used in the current web-page. You
can also save style sheets and import CSS to a page.

Click the links below for more help:

» View and edit style sheets in a webpage
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«  Apply your style sheet to a webpage

To view style sheets used in the current weh-page
»  Click the hamburger/ 'Open Menu' at the top-right
«  Select 'Web Developer' > 'Style Editor'
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The list of external and inline style sheets used for the webpage will be displayed in the left hand side pane and the
rules defined in the style sheet selected from the LHS pane will be displayed on the right.

- To view the elements and styles defined for the elements in a style sheet, click on the style sheet listed in
the left hand side navigation pane.

« To switch and preview the page with and without the application of a selected style sheet, click on the 'eye'
icon beside the style sheet name in the LHS pane.

« To edit and experiment with styles, find the style rule applied to the desired element from the right hand side
pane and change the parameters as you wish. The changes will be immediately reflected in the webpage
viewed. But these changes are temporary and will be lost when the page is reloaded.

Tip: To identify the rule applied to a desired element, right-click on the element and select 'Inspect element' from
the context sensitive menu. The lower pane in the window will display the 'div id' of the element. Search for the 'div
id" in the style editor window by pressing Ctrl+F from the keyboard and entering the div id in the 'Find...' dialog

To save a style sheet
»  Select the style sheet from the LHS pane and click 'Save' link beside it

+ Navigate to the location in your computer and enter a file name with .css extension in the ‘Save as' dialog.

Apply a style sheet to a web-page

You can create your own style sheet for element(s) in a page and apply to them and have a preview. This is useful
for web-developers to experiment of different style sheets for different elements before deciding the final style.

To apply an external style sheet
«  Click 'Import', navigate to the location in your system where you have saved the .css file and click '‘Open’

The style sheet will be imported and the style rules will be applied to the elements defined in the sheet immediately
for a preview.

11.6.  Improve Web Page/Web Application Performance

«  The performance tool lets developers optimize their code by testing the performance of a page within a set
timeline.

«  On executing the code, the performance samples the state of the JS engine and records the code stacks at
various time points.
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» The tool then calculates the time spent by the browser to execute each stack and displays a statistical
report. The report allows web devs to analyze and identify bottlenecks in the code.

To run the Performance

«  Click the hamburger at the top-right

«  Select 'Web Developer' > 'Performance’

[® LCFinspecter ] Comsole [ Debugger |} StyleEditor (& Performance b Memory = Metwork B Sterage T Accesmibility D ﬂ e
B E & Y £

There are na protdes yet
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Start Recording Performance

- Execute your code in IceDragon and click 'Start Recording Performance' to commence the sample.

»  Leave the profile to record the samples for required time period and click the 'Stop' button to stop the
recording.

The 'Performance’ will compile the results and display the report.
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Recording #1

In progees,

Step Recording Ferformance
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The recording left hand pane of the report displays a list of captured profiles which can be loaded at any time. The
right hand pane displays the currently loaded profile.
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«  Click the 'clock' icon at the top-left of interface and repeat recording the samples and generate several
profile reports.

»  Click the 'Import' and navigate the folder to upload the profiles
«  Click 'Clear" to remove all profiles.
» 'Invert Call Tree' checkbox - If checkboxed, the profiler report will,

« make a list of all stack frames with a Self Cost greater than zero: that is, stack frames which were
actually execute when the sample was taken

+ order the list by the number of samples taken while in that stack frame

- for each entry in the list, show the call stack backwards to the top-level function.
The profile contains four main sections provides:

+  breadcrumb trail
« frame rate timeline
- timeline for platform code execution

« detailed output of the JavaScript sampling profiler

Breadcrumb trail
& | LT Inspector Console [ Debugger
) I A W = Waterfall
0 ms
Recording #1 I
263407 ms Save
: max 60 fps
Recording #2 . mén 10760
4919 ms =T Total Time | Tots! ©
460590.. | 93.6
181.62 ms 3.6
7741 ms 1
26.80 ms }
14.85 ms
2.98 ms
298 ms
2.98 ms
2.98 ms

The upper half of the loaded profile displays a time verses call stack size bar-graph of the profile. The call stack
represents the amount of active functions at the time when the sample was taken.

0 ms — 354177 ms

You can analyze the response for the stacks for a specific time range too. Selecting a portion of the graph, by
dragging the mouse cursor displays a new tab above the graph indicating the selected portion. Clicking the new tab
opens the enlarged view of the selected portion.

To click and drag in the frame rate timeline or the sampling profiler timeline, will
 highlight the section of the timeline

«  show samples that were recorded in that section
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» appear "+"in the toolbar at the top. Click the '+' to view the highlighted expanded section. You will see a
separate breadcrumb nail the toolbar at the top.

You can switch between the complete profile and the section using the breadcrumbs, zoom in on a subsection within
the section.

Frame rate timeline

This item allows you to view the browser's responsiveness within the period covered by the profile. The x-axis is time
over the profile period and contains three annotations: the target frame rate (always 60 frames per second), the
average frame rate, and the lowest frame rate.

0ms 3200 ma 8400 ms BOO0 ms 12800 ma 18000 ms 18200 ms 22400 ma 25800 ms 28800 n

—* e B0 g 4323
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Timeline for platform code execution

Category Description

Network Sending and processing network requests and responses.
JIT JavaScript code compilation.

GC Garbage collection.

Inputs & events Events such as mouse or DOM events.

Styles Parsing CSS.

Graphics Includes handling reflows and repaints as well as WebGL.
Storage Most often this is IndexedDB.

Gecko Indicates items that doesn't fit into any of the other categories.

Hover over the color key for a current category will fade all other categories.

Detailed output of the JavaScript sampling profiler

The lower half display the details of the profile.

Total Time | Total Cost | Self Time Self Cost | Samples | Function
20,033.7... | 96.13%  29,033.7.. | 96.13% | 11385 Idle
334.07 ms 1.11% 33407 ms 1.11% 13 Dom
298.37 ms 0.99% | 298.37 ms 0.99%% 117 Gecko

191.26 ms 0.63% | 191.26 ms 0.63% 75 Graphics
140.26 ms 0.46% | 140.26 ms 0.46% 55 GC
05.91 ms 0.32% | 96,91 ms 0.32% 38 Tools
63.85 ms 0.23% | 63.85 ms 0.23% 27 T
22,95 ms 0.08% | 22.95 ms 0.08% O Metwork
15.30 ms 0.05% | 1530 ms 0.05% B Layout
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The 'Total Time (ms)' display the break down view of the stacks that contained specific active functions and their
share in total number of stacks in percentage in the first column, the number of stacks called by the functions in the
second column and a tree structure view of the functions in the third column.

The 'Total Cost' indicates the number of samples to be taken in which the corresponding "Function"
appeared in the call stack.

The 'Running Time' indicates the total number of samples executed within the recording time followed by
the percentage of stacks that executed the active functions.

The "Self Cost' indicates the number of stacks that were called while executing the active functions, and not
the stacks that called the function.

The 'Self Time (ms)' indicates the amount of time spent executing the function, exclusive of any functions
called by this function in the percentage of stacks that executed the active functions.

The 'Samples' indicates the number of samples to be taken in which the corresponding "Function”
appeared in the call stack.

The 'Function' displays the function name, source file, line number and domain that served the file. To
debug a specific function, hover the mouse cursor over the function and click on the right arrow that
appears at the end of the line.

11.7. Memory Tool

The 'Memory' tool lets you visualize how web-page elements use memory. Memory allocation is represented as a
tree of nested rectangles.

To access the memory interface
«  Click the hamburger button at top-right
«  Select 'Web Developer' > 'Memory'

Click the "Take snapshot' button or click the camera icon at top-right

@ TF Inspector Corsale [ Debugger  {] SyleEditor (& Pedormance 0 Memory = Metwork B Storage T Accessibiity g =
B = @ &

‘objects 1012HiE 13812 count
Furdlion 222308 #2514 cunt

«  Click 'Save' link to save the snapshot. Navigate to the locate to save the entry with the extension
fxsnapshot.

«  Click X" next to entry to delete a snapshot.
«  Click 'Import' to load the snapshot from the extension .fxsnapshot file.
«  Click 'Compare snapshot'.
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«  Select the snapshot to use as basis then the snapshot to compare.
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You also can store information about the subroutines of a computer program and allows you to view results in
different ways along as group your data

»  Record call stacks
» View: Tree Map, Dominators, or Aggregate
«  Group by: Type, Call Stack or Inverted Call Stack
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11.8.  Network Monitoring

«  The 'Network Monitoring' tool lets developers dynamically view network activity on a site.

«  For example you can start debugging a page in the web console, then switch to the network monitor to
see network activity - all without reloading the page.

View page source
«  Click the hamburger button at the top-right
«  Select 'Web Developer' > 'Network'
«  Click the stopwatch icon to run the performance analysis tool.

The 'Network' tab loads the site twice. First with an empty browser cache, then again with a primed cache. This
simulates the initial visit and a subsequent visit to the site.
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Results are summarized in the table and as a pie chart.
«  Click 'Back' to return to the network monitoring list
The network table contains the following columns:

- Status - The HTTP status code returned. Hover over the icon to see the exact code. Green color-coded
icon - success (2XX codes), orange - redirection (3XX), or red - errors (4XX and 5XX).

*  Method: Shows the HTTP request method.
«  File: Shows the basename of the file requested.
»  Domain - Shows the domain of the path requested.

- Cause - Reason the network request appeared. (XHR request, <img>, script, script requesting an image,
etc.)

« Type - Shows Content-type of the response.
- Transferred - Displays the number of bytes transferred to load the resource.
»  Size - Shows the size of the response.
« Timeline - Displays a timeline for the different parts of each request.
Each column can be sorted by ascending or descending.
The toolbar will be displayed at the top of the pane and allows you to switch between different pages:

» Headers - Provides information about the request: URL, status code, the HTTP request and sent response
headers.

The filter header field allows you to filter the headers.
« Cookies - Provides full details of any cookies sent with the request or response.
« Params - Displays the GET parameters and POST data of a request.

» Response - Displays the complete content of the response. Depending of the type of response, it will be
displayed in HTML, JS, or CSS as text, JSON as an object, an image will be shown as a preview.

- Timings - Provides detailed timeline bar for the request showing how the total wait time is split into the
various stages.

The developers can also sort their certain type of files by HTML, by JS, by XHR, by Fonts, by Images, by Media or
by Flash type.

+  Click the buttons in the network toolbar to filter the list by type. This is also allows you to find out the total
size and download time for a particular type of file.
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The Storage Inspector lets you inspect various types of storage that a web page can use.

To open the developer toolbar

Click the hamburger button at the top-right

«  Select 'Web Developer' > 'Storage Inspector'.

[ fm} nzpectar B Console [ Debugger {} Style Editor (& Performance o Memory = Metwark
» B Cache Storage + =
- g Cookies Mamea Domain Falh Expires on
£ netpoiibid.g.doubkecidenet _de_glm_LIA-5E mail.om Tue, 12 Feb 2019 02:5200..
% hitpsifwvwwr.mail.com dc_gtm_UA-56.. | .mail.oom Tue, 12 Feb 2019 02:5&00...
b 1 Iadexed DB _¢_gtm_LAA-56.. | .mail.cam Tug, 17 Feb 2019 DE5&00,..
» © Local Storage _0¢_gtm_UASE... | mail.oom Tuie, 12 Feb 2019 02:5500...
£ Session Storage de_gtm_LA-5E, mail.com Tue, 12
_d_gtm LIA-5E. mail.cam Tue, 12
_0al_UA-554258.., .mail.com Tue, 12 Feb 2019 02:5500...
gat _U&-5B857S... .mail.oom Tue, 12 Feb 2019 02:58:00...
i mail.cam Thu, 11 Fel 20217 02:57:000
_oid m3ll.oom Wed, 13 Feb 2019 02570,
consentLevel mail.com Wed, 12 Feb 2020 0&:205
coakiekD mail.cam Thiy, 14 Mar 2019 05658,
cookiePatner mail.com Thii, 14 Mar 200% 02:56:58...
JSESSIOMID weaces.mail.com fmailcom-weba., | Session

Currently it can be used to inspect the following storage types:

«  Cache Storage - any DOM caches created using the Cache API.

8 Storage

Last accessed an

Tue, 12 Feb 2019 02:57:00,.
Tue, 12 Feb 2015 025700,
Tue, 12 Feb 2019 0257:00...
Tug, 12 Feb 2019 025700,
0. Tue, 12 Feb 2015 0257:00...
.. Tue, 12 Feb 30N3 02:57:00...
Tue, 12 Feb 2015 02:57:00...
Tue, 12 Feb 20019 0257:040...
Tue, 12 Felb 20019 02:57:00...
Tug, 12 Feb 2019 D2:57:00.,
« Tue, 12 Feb 2019 025655,
Tue, 12 Feb 2009 02:56:57...
Tue, 12 Fel 2019 D2:5B:5T,,
Tue, 12 Febr 2015 02:56:57,

© Accessibility

Fifter item:

Value
1
1
1
1
1
1
1
1
GAT

A1,2.12070899...
GAYLTIIT063..
3
kicsaiautoret. ..
kigPsdtautoref,.,
JE6SFA0515C07,

=
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m...x

HitpOnly
Talse
False
false
Talse
False
False
false
False
False
falie
false
false
False

brue

»  Cookies - All the cookies created by the page or any iframes inside of the page. Cookies created as a
part of response of network calls are also listed, but only for calls that happened while the tool is open.

» IndexedDB - All IndexedDB databases created by the page or any iframes inside the page, their Object
Stores and the items stored in these Object Stores.

» Local Storage - All local storage items created by the page or any iframes inside the page.
«  Session Storage - All session storage items created by the page or any iframes inside the page.

11.10.  Accessibility

Accessibility is the practice of making your websites usable by as many people as possible.

This means ensuring not to lock anyone out of accessing information because of any disability they may have, or
any other personal circumstances such as the device they are using, the speed of their network connection, or their

geographic location.
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@ 0O inspector [ Console [ Debugger {} StyleEditor () Performance ik Memory T Mebwork T Accessibilty 33 ] == X

Turn Ot Accessibilsty Features @
Role Mame Properies
¥ document : \a‘é'gjzcnﬂ to Understa Understanding name "Introduction to Understanding WCAG 2.0 | Understan.,
role "document”
¥ actions: [|

valug **
DOMMeds: 2document £
descnption; *°
keyboardShortcut ™
childCaunt: &
nidesd nParent: 0

¥ states: [...]

¥ relations: {..}

¥ attnbutes: {.. ]

« To expose information to people with visual disabilities the accessibility APIs available inside web browsers,
renders information on what roles the different elements on your page play (e.g., are they just text, or are
they buttons, links, form elements, etc.?).

«  Semantic DOM elements have roles assigned to them by default that hint at what their purpose is.

«  Sometimes, however, you need to use some non-semantic markup (e.g., <div>s) to build a complex
custom control, and the control won't have a default role that reflects its purpose. In such a situation,
you can use WAI-ARIA role attributes to provide your own roles.

» Roles and other information exposed by browser accessibility APIs are presented in a hierarchical structure
called the accessibility tree.

« Thisis a bit like the DOM tree, except that it contains a more limited set of elements and slightly
different information about them.

» Assistive technologies like screenreaders use this information to find out what's on a web page, tell their
users what's there, and enable them to interact with the page.

«  The Accessibility Inspector also uses this information to provide valuable accessibility debugging
capabilities in the DevTools.

11.11. Use the WebIDE

The WebIDE allows developers to manage runtimes and develop through the Firefox simulator or a real Firefox OS
device.

The WebIDE provides three steps to run and debug the application:
« Setuparuntime
« Create an app or open an existing app
« Install the app on the runtime
Open WebIDE
»  Click the hamburger at the top-right
»  Select 'Web Developer' > "WebIDE'
«  Alternatively, click the 'Customize' button from the menu on the bottom-right

&

X

WebIDE

«  Select the WebIDE icon and dock it at the toolbar

«  Click 'Done' to save the changes.
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&) Firefox WeblDE = 0O =

Project Runtime \iew

o

Q New App...
&5 Open Packaged @ can't see your device?
Agp...

& Open Hosted App...

L1 Remote Runtime

«  The sidebar on the left displays existing apps or lets you to create an app
»  The sidebar on the right allows you to select a runtime or set a new runtime.

Set up a runtime

You can manage the runtime on the right of the sidebar. Runtimes are grouped into four types:
»  USB devices - Displays OS devices connected over USB.
«  WI-FI DEVICES - Displays OS devices connected over Wi-Fi
+ OTHER - Allows WebIDE to connect to host and port to runtime remotely.
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c

© can't see your device?

L1 Remote Runtime

Add a new application
«  Click the of the three options:
- Create anew app

© New App...

= Open Packaged
App...

d Open Hosted App...

»  Open a packaged app
»  Openahosted app
» Toremove a project, click the 'Project’ menu > 'Remove Project’.

11.12. Browser Toolbox and Browser Content Toolbox

»  The browser toolbox allows you to debug add-ons and the browser's own JavaScript code. In contrast, the
normal toolbox only allows you to debug webpages..

»  The browser toolbox's context is the entire browser rather than just single page on a single tab.
«  Click the hamburger button at the top-right
»  Select 'Web Developer' > 'Browser Toolbox'.
The browser toolbox will prompt you to enable or cancel the incoming request to remote debug your browser.
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Incoming Connection >

An incoming request to permit remote debugging connection was detected. A remote client can
take complete control over your browser!

Client Endpoint: 127.0.0.1:57313
Server Endpoint: 127.0.0.1:57443

Allow connection?

QK Dizable Cancel

Click 'OK'" to enable the remote connection.

« Enable browser toolbox, by clicking the 'Enable browser chrome and add-on debugging toolboxes' and
'Enable remote debugging'.

a Dr\.rdnprr Tocls - chrome!browser’ content/browseroul - o X

& I Inspector [ Console [ Debugger [} StyleEditor o Memory = Metwork B Storage ¥ Accessibility B -

E' ? Filter putput u Periist Logs
;gE__CNI"EEtE.Jﬂﬂf?I‘ESCIhI‘EE: ffdeviools/sha I"Eﬂ.rDES;E lpader.js -» Fespource://de UTE\'_'IlS.rSEF:.'E r/main.js:1136:21 L]

onPacket@resource: //devtools/shared/base- loader.3s -» resource://devtools/server/main.js:1299:1%
_onlsoobjectReady a8resource: s /deviools/shared/base- loader.js -» resource:/fdevtools/shared/transport/transport.js:451:9
exports.mokeInfallible/<Bresource://devtools/shored/base-loader.js -> resource://deviools/shared
IThreadsafepevToolsutils. js:189:1a

exports.makeInfallibla/<@resource: //deviools /shared/base-loader & -> reésource://daviools/charad
/ThreadsafedevToolsutils. Js:1e9:14

apensodalWindowgjar:Files // /C: /Progranaariles /COMODD/ Toalragon/omnl. Ja! / componants,nePrompter. 52 36716
openPromptijarifile:/ f/Ci/Programi29Files COMODO/ I ceDragon/omani. ja! /components/nsPrompter. J5: 56519
confirmExsgar:file: f/ fC: /ProgranB26Files/ COMODOS TceDragon/ omni. componemts/nsPrompter. js: 7869
confirmExgiar: file: /! fC: /Progron®2eFiles/COMODD/TceDrogen/omni. jo! /component s/ nsPrompher.5:74: 16
server.defaultallosConnection@resource: f /deviools/sheared fbase-loader. j5 -» resource://devioal s/shared/security
fprompt.ji:134:18

authenticate@resource: /devtools /shared base-1oader. 15 -» FesOUPCS://devtools fsharad/securlty /auth. js:287:12
_authenticategreseurce: f fdevtools/shared/base-losder . §5 - resource://deviools/shared/security/socket. 151731126
nandlef«Eresource: fdevtools/shared/base-loader.js -» rescurce://devtools/shared/security/socket.js:638:13
Lime: 185, column: 13

fi Debuggeswouldrun: debugges "resource:/Sdevitools/shared/base-loader. jL:a27" would run bulltin-modules. js:124:11

W
»
Target a specific window
In the toolbox, click the drop-down in the toolbar enabling any of the other windows.
& Developer Tools - chiome:/ browser content/browser.oul = ] x
& ©CFinspector [ Console [ Debugger [} StyleEditor B Memory = Hetwork B Storage T Accessibilty e .
W W Fiter outpus _ jgs
e e v chromesy/extensions/contenty dummiy.sul
A
& ¥ peferenceError: PREF_FEED_SELECTED_APP is not defined [Learn Marel chrome// edensions/content/ dumemy aul
destroy chrome; //browser/content/preference s/ in-contents . c .
hardl=Event chrome: { fbrowser/fcontent/preferences/in-content/ Lhrmne,."fatensmm.-’cmenbdummpul
openmnda Wi ndow jarifils:f/ C: JProgram Files/C0M000/ ICE0FaE0N/ omn chrome// extensions/ content/ dummy.xul
opensroept jar:ifile: /0 FProgram FL1ec/C0M000/ TCE0ragon/on _
ConFirmex jar:filesy//C: /Program Flles/COMODO/ IceDragon, cm chrome//edensions/content, dumemy xul
confirmex jar:file:///C: /Program Files/C0MODO/IceDragon/om ) i i
Server.defaultallowConnection resource://devtools/shared/security/prospt.is:13 chromes//edensions/content/ durnmyul
r s 5 . ey S, .
u.rthtrrtlfutc resourc f[::\'t'xl__s,-snurha..scc.lr}t}.JJl...n.:l's._ZE_ chrome://extensions/content/ dumemy.aul
_outhenticate resource: f/ fdevtools/shared/ security/socket. 35173
next self-hosted:1218:9 chromes//global/content/backgroundPageThumbs.chtml
_handlefs FESOUFCE: / fOevtpals  shared/secur Lty /Socket. JE 163
naxt self-hosted:1218:9 chromez//browser/content/ browserxul
A TypeError: Ccf '@mozilla.org/updates/update-checker;1®] is undefined [Learn More] about:blank
A Key event not aveilable on some keyboard leyouts: key="r" modifiers="accel,alt”™ id="key_gquickrRestart™ browssr, ®¥ul
£ Key event not available on some keyboard layouts: key="1" modifiers="accel,alt,shift™ lo=“key_browserToolbox™ browser.kul
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Debugging pop-ups

Itis hard to debug pop-ups because the browser hides them as soon as you click outside them.
» To disable this behavior, click the toolbox menu and select Disable popup auto-hide

@ Developer Tools - undefined = O X

Console [ Debugger £k Memory wes

W | % Filter output D . )
LUULU WL midp LUTNILIMdLL AU @S Liid . UNE/WIUBE L/ Prinluldiug-5Ervite, 1 LU LIy {volECL/o-dl85-5UdT -5oUulU-gEbT 40U Dlsa ble popup AUtO'HldE
implementation of the CID is registered. _n_ Se‘ttirlgs F1

A DebuggeewouldRun: debuggee “rescurce://devtools/shared/base-loader.js:427" would run
Setup DFP

Documentation...

A Cross-0Origin Request Blocked: The Same Origin Policy disallows reading the remote resource at hitps://wew.the

Community..
fdictionary-font-c864alcasbcdalc7aefledbbf189cccl.woff. (Reason: CORS header ‘Access-Control-Allow-origin’ mi t

£ cCross-origin Request Blocked: The Same Origin Policy disallows reading the remote resource at hittps://www.thesaurus.com/hp-assets
fdictionary-font-eachlacf427a846a793cc3942f1358%¢e.t1f. (Reason: CORS header ‘Access-Control-Allow-origin’ missing). [Learn More]
Doing personalization/refresh ww dictionary.com:281:7

A N5_NOINTERFACE: Component returned failure code: ex20@84882 (NS_NOINTERFACE) [nsIWebProgress.DOMWindow] WebNavigatienContent.js:215

A Error: Promised response from onMessage listener went out of scope background. js:71:1

£ DebuggeewouldRun: debuggee “resource://devtools/shared/base-loader.js:427" would run builtin-modules.js:194:11

A DebuggeewouldRun: debuggee ~resource://devtools/shared/base-loader.js:427° would run builtin-modules.js:195:11 &

11.13. Browser Console

The 'Browser Console' tool is advanced logging & debugging features that is executed in the context of IceDragon
itself.

«  Click the hamburger button at the top-right
«  Select 'Web Developer' > 'Browser Console'.

&) Developer Tooks - undefined - o e
[ Console  [C* Debugger  {h Memony BE
W | Fitter output [ Persist Logs
A DpebugpeswWouldRun: debuppee resource:/SdevioolsSshared/base-loader. 35:427" would run puiltin-modules.js:194:11

Could not map comtract ID '@mozilla.orgiwidget/printdialog-service;l” to CID {8cbeec?6-3l183-4def-gsdd-eas5f2edasesal)} because no lmplemertation
of the (1D is registered.

£ DzbugpeswouldRun: debugpse “resource:/fdevieols/shared/base-loader.3s:427" would run builtin-modules.js:134;11

*

From here you can:
- View all JavaScript errors
»  View logs in the browser
» Log any object directly to the console
»  Provides helper console
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11.14. Responsive Design Mode

'Responsive Design View' helps web devs to view and navigate designs on different screen sizes without changing
the overall size of their browser window.

To open responsive design view
+  Click the hamburger button at the top-right
«  Select 'Web Developer' > 'Responsive Design Mode'.

- [ ] @ hitpsyfwww.dictionany.com 6 W Q, Search i @ g =

IC Getting Started o reddit: the front page ... E': Dictignary.com | Mea... 7] From internet Explorer

Responsive 2 320 = 480 &P DPR: 1 & Mothrottling* {] & & X

e roleaer ’.'{! Meve: Change 1o left-aignment or - X
edil redoad behavior here

Dichionary.com

%ﬁcﬁanarymm

definitions

Learn to speak fluent Er .

EageEfor.com

-
D )
L
The Year's Has The
Top Word Word

11.15. Eyedropper

The 'Eyedropper tool lets web developers select colors in the current page. Hover the magnifying glass over the
page and you will see the color value for the current pixel you have selected.

+  Click the hamburger at the top-right
«  Select 'Web Developer' > 'Eyedropper’
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tutorial explains how to use Comodo Cloud Antiy
‘he section that you need help with:

« Installation

« The Main Ir
Scan and ?lﬂ ';l IDther

Run an Ins Scan on Selected Items

Confi 7 S " r Maximum Securit
‘ = #47a1df

« Configure File Rating Settings for Maximum Secur

Submit Unknown Files for Analysis

Use the eyedropper
»  Select a color from the page and copy it to the clipboard
OR
« Change a color value in the Inspector's Rules view

11.16. Run Experimental Java Scripts on Page

The 'Scratchpad' tool allows you to run experimental Java Script code on a page.
»  You can try out various ideas and execute them on the web page before final implementation.

»  Some of the uses of 'Scratchpad' include testing new code, debugging, and to run saved reusable java
script code.

Open the scratchpad tool
Click the hamburger button at the top-right
»  Select 'Web Developer'> 'Scratchpad'.
The 'Scratchpad' editor will open. This contains some brief information about how to use it.
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& Scratchpad = O >
File Edit View Execute Epvircnment Help
Open File... Save Save As.. Run Inspect Display Pretty Print
1« J*
2 * This is a JavaScript Scratchpad.
3 i
4 * Enter some JavaScript, then Right Click or choose from the Execute Menu:
5 ¥ 1. Run to evaluate the selected text (Ctrl+R),
6 # 2. Inspect to bring up an Object Inspector on the result (Ctrl+I), or,
7 # 3. Display to insert the result in a comment after the selection. {(Ctrl+l)
B8 *F
9
18
Line 10, Col 1

After you have written the code in the Scratchpad, select it and right-click to execute or from the menu bar select
'Execute’. You have three choices to output the code:

»  Open File - Opens JavaScript files.
- Save/ Save As - Saves JavaScript code snippets.
*  Run - Executes the code in the page.

« Inspect - In addition to executing the code in the page, an object inspector will be displayed that will help
you to analyze the returned value.

- Display - After executing the code in the page, the results are inserted in the Scratchpad window as a
comment. This will help you to keep track of the changes made in the page.

»  Pretty Print - Allows you to print a code.

11.17.  View Page Source

Comodo IceDragon lets you view the source code of the web-page you are viewing. This is useful for web devs to
analyze the code and style rules while developing their own pages.
View the page source

«  Click the hamburger button at top-right

«  Select 'Web Developer' > 'Page Source
»  The page source will open in a new tab:
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<'DOCTYPE himl PUBLIC "-//W3C//DID XHTML 1.0 Transiticnal//EN™ “hibp:/Awwd. wS. org/TR/abbml ] /DT xhimll-bransitianal . dbd®
<html xmMlns~"hotp://www.w3.org/ 1999/ Kneml >
<head>
<meta http-eqoiv="Content-Iype" gontent="text/html: charaec=ucf-2" /»

<titlaxComeods Help | Comode Products Help Guide</titlas
<link rel="cancnicasl® hr:t-"?—.::p:_:’_-'r:cJ'.:.:n:'m:m:.c:r_-"' Fas

<8cript aro="33/Jquery.min.)3” type="CeXT/javascripr"></soript>
¢script sro="js spplicaticn.is" type="text/javascript"¥</script>
£11nk href="csa/hel] m pal="atylesheer" type="texr/ceEa"™ />
«l--Start Googl= Tracking-->

<saript type="text/Javascript™>

(function(i, S, o, 9, E, &, m)i

i['"GaoglefnalyricaObijecse'] = £;

ilr] = i[r]l 1| functiom()l

(i[c}.g = i[x]-g || []}-push (azguments)
Ye

ifr].1 = 1 % new Date();
a=g.createElement (o),
s .gecElementaByTagiams (o) [O]:

nt, 'acript', "J/www.google-amalytica.comsfanalytics.ja', 'ga'}:
1245640-6T7', {

i Crus

'Th-12495640-155", '"auco', {'alleowlinker': crue, 'name":"mnT"}};

comeda. som", "copeda.pst’, 'iAstantasl.cos', geekibuddy . cob

11.18. Service Workers

Ice Dragon service workers enable sites and services to interact with the browser without having to be open in it.
They are scripts that work in the background.

«  The sections will be updated automatically as workers get registered.
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Dsbugging with Firsfox Developsr X + - =

Z o il sboutdebuggingsworkers 905 e 0y Q, Searct n Mg =

IC Gefting Started €2) reddit: the front page .. By Dictiorary.com |Mea—. B2 From Inbernet Explorer

Warkers

a.. Add-ons

& Service Worker debugging is not compatible with multiple content processes at

M Tabs the moment.
The preference "domuipcmultiOptOut” can be modified to force a single content
5& Warkers procass for the current version.

Opt out of mukiple content processes

Service Workers

Mothing yet.

Shared Workers

Mothing yet.

Other Workers

ﬂ resource:///modules/sessionstore/SessionWorker.|s Debug
‘R‘ resource//gre/modules/osfile/osfile_async_worker js Debug
‘R‘ resource://gre/modules/Page ThumbsWorker.js Debug

To view the service worker
Click the hamburger button at the top-right
«  Select 'Web Developer'> 'Service Worker'
Open Addons to start debugging addons
The 'Add-ons' page lists all bootstrapped add-ons that are currently installed.
+  Click the 'Add-ons' tab
»  Checkbox 'Enable add-on debugging' to load an add-on temporarily from disk
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Add-ons

v Enable add-on debugging Learn more Load Temporary Add-on

Temporary Extensions
Nothing yet.

@ You can use web-ext to load temporary WebExtensions from the command line. Learn more

Extensions

*- Activity Stream

Extension ID activity-stream@mozilla.org

Debug

9§ ADB Helper

« Navigate to the directory to upload the add-on file
» Select itin directory and click 'Open'.
Note: Addon will be available until you restart your browser.
»  Click 'Debug' link to accept an incoming connection.
«  Click 'OK' to start the debugger in a separate window.
Open Tabs to start debugging currently opened pages
»  Click the 'Add-ons' tab > 'Tabs'
»  Select the page you want to debug and click 'Debug' button next to it.
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Tabs

Tabs

C Comaodo | Global Leader in Cyber Security Solutions Debug
Debugging with Firefox Developer Tools Debug
aboutdevtools-toolbox?type=tab&id=2147483649 Debug

(‘5‘ reddit: the front page of the internet Debug

Open Workers to start debugging workers
«  Click the 'Add-ons' tab > "Workers'
«  The 'Workers' tab allows you to debug 'Service workers', Shared Workers and Other Workers.

Workers

Service Workers

45 https://mail.google.com/mail/u/0/sw.js?7026=1&7020=1 Start
Fetch Listening for fetch events.
Scope https://mail.google.com/mail/u/0/ unregister

‘5@ https://rapid-web-services.webpush.freshchat.com/firebase-sw.s Start
Fetch Mot listening for fetch events.

Scope https://rapid-web-services.webpush.freshchat.com/ unregister

‘5@ https://www.wildberries.ru/sw.minjs?7 Start
Fetch Mot listening for fetch events.

Scope https:/fwww.wildberries.ru/ unregister

Shared Workers

Maothing yet.

Other Workers

4N resource:///modules/sessionstore/Session\Worker.js Debug
4N resource://gre/modules/osfile/osfile_async_worker.js Debug
4N resource://gre/modules/PageThumbsWorker.js Debug
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«  Select the page you want to debug and click 'Debug' button next to it.

- To send a push notification, run a service worker. You will see two buttons next to it: 'Debug’ and 'Push’.
Tip:The 'Service worker' are not available as follows:

« If service set to false in about:config

« If private browsing mode is run

« Ifyou set 'Never Remember History or Always use private browsing mode in the the 'History' section.

11.19. Connect Remote Device

« IceDragon lets you remotely debug code that is running in another browser.
Enable remote debugging

Click the hamburger button at the top-right

»  Select 'Web Developer> 'Web Console'

«  Click"..." at the top-right of the console

+  Scroll to 'Advanced settings' then select 'Enable remote debugging":

@ [ Inspector [F] Console [ Debugger [ StyleEditor & Performance  {f Memory = Metwork B Storage ¥ Accessibiliby B ﬂ v 0
; [ Enable Source Maps -
[ wen audic [ Enabie timestamps
[ shews Gecn plattarm data
'—l Leratchpad
Style Editor [[] Dusable HTTP Cache fwhen tocibox is open)
oo '
Autacomplete C55 [] mrisabile lavaScriph *
B s cessiminty b Autocompcte

Emable Sernce Waorkers ower HITP when toclbox 13
screenshot Behavior (@1 ~ oper) [

Enabile Browser chrome and add-on deb i
[ sereenshot to cipbosnd [ u':l: o o ebugging

El Pick 2n element from the page
- E Flay camera shutter sound
EAselect an drame a3 the cumently targeted document N :

:|T-:n;|r_|le paint Tlashing Caurent SEthan oy, reisaos Che page
[ seratenpad

;-'7| Responsive Design Mode [Tt - Shift - k)

Available Toolbox Buttons

D take a screenshat of the entie page
:lT-Jggle rulers far the page

[Jeseasure a partion of the page

Connect to a remote device
+  Click the hamburger menu > "Web Developer' > 'Connect'
+  Enter the name and port of the remote host
+  Click 'Connect' to confirm your choice.
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Connect to remote device

Host localhost

Y

Port: &000 =

Connect

Firefox Developer Tools can debug remote devices (Firefox for Android and Firefox OS5, for example).
Make sure that you have tumed on the ‘Remote debugging’ option in the remote device. For more,
see the documentation.

11.20. Add More Web Development Tools

To add more web development tools
»  Click the hamburger button at the top-right corner
»  Select 'Web Developer' > 'Get More Tools'
*  You will be taken to a Mozilla page from which you can download web-dev add-ons
»  See Install Add-ons if you need help to install add-ons.

11.21.  Work Offline

In 'Offline Mode' you are not connected to the internet but are still able to view cached and saved web pages.
You can:

« View cached and saved web pages.

«  Open locally saved files and images

+  Configure Ice Dragon
You cannot:

»  Access the internet

«  Send/receive mail

«  Download new files

Enable offline mode:
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»  Click the hamburger button at the top-right corner
«  Select 'More' > 'Work Offline'

Offline mode

Firefox is currently in offline mode and can't browse the
Web.

® Press "Try Again” to switch to online mode and
reload the page.

Try Again

12.  Troubleshooting

This section explains how to resolve problems that might arise when you are using Comodo IceDragon.

«  Error: "Your connection is not secure"

12.1.  Error: "Your connection is not secure”

IceDragon may show this message when there are problems with a website's TLS/SSL certificate. You are advised
not to visit the site in question, especially if you plan to submit confidential details such as login information or

personal data.
To create an exception for the site

«  When the error appears, click the 'Add Exception' button at the bottom of the warning:
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Your connection is not secure

The owner of expired.badssl.com has configured their website improperly. To protect your information
from being stolen, IceDragon has not connected to this website,

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

expired.badssl.com uses an invalid security certificate.

The certificate expired on Monday, April 13, 2015, 2:59 AM. The current time is Friday, April 27, 2018,
5:41 PM.

Error code: SEC_ERROR_EXPIRED_CERTIFICATE

Add Exception...

The 'Add Exception' dialog will open.
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Add Security Exception >

You are about to override how lceDragon identifies this site.

‘ r I! . Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Location: | https://expired.badssl.com/ Get Certificate
Certificate Status

This site atternpts to identify itself with invalid infermation.

QOutdated Information

The certificate is not currently valid. [t may have been stolen or lost, and could be used by
somecne to impersonate this site,

Permanently store this exception

Confirm Security Exception Cancel

»  The 'Get Certificate’ button allows you to inspect the certificate in detail

»  Check the 'Permanently store this exception’ box to trust the certificate on all future visits
«  Click 'View' to open the certificate view

»  Click 'Confirm Security Exception' to apply your choice.

13. Report a Bug

Comodo continually updates its products and intends to keep them bug-free. If you find any bug or have questions,
please submit a bug report post them in the Feedback section of the Comodo IceDragon forum at:

http:/[forums.comodo.com/bug-reports-cid-h284.0/

If you haven't done so already, please create an account before posting.
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COMODO

Creating Trust Online®

Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email; EnterpriseSolutions@Comodo.com

Comodo IceDragon User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 188


mailto:EnterpriseSolutions@Comodo.com
https://www.comodo.com/
https://www.linkedin.com/company/comodo
https://twitter.com/ComodoDesktop
https://blog.comodo.com/#_ga=2.176947941.1387371116.1528275014-1906916102.1521629515

	1. Comodo IceDragon - Introduction
	2. System Requirements
	3. Download And Install Comodo IceDragon
	4. The Basics
	4.1. Start Comodo IceDragon
	4.2. Set IceDragon as your Default Browser
	4.3. Set Your Homepage
	4.4. Search the Internet
	4.5. Change Search Options
	4.6. Customize the Toolbar and the Menu
	4.7. Open Recently and Most Visited Websites
	4.8. View Browsing History
	4.9. Set Fonts, Languages and Encoding
	4.10. Configure IceDragon Updates
	4.11. Page Action Menu
	4.12. Portable Version
	4.13. Uninstall IceDragon

	5. Tabbed Browsing
	5.1. Use Tabs
	5.2. Customize Your 'New Tab' Page
	5.3. Tab Settings

	6. Bookmarks
	6.1. Create Bookmarks
	6.2. Find and Edit Bookmarks
	6.3. Manage Bookmarks
	6.4. Bookmarks - Import, Export and Back up

	7. Privacy And Security
	7.1. Private Browsing
	7.2. Delete Browsing History and Configure History Settings
	7.3. Allow/Block Pop-up Windows
	7.4. Manage Cookies and Site Data
	7.5. Block Websites from Tracking your Browsing Activities
	7.6. View and Manage Permission Settings
	7.7. Configure Suggestions when Entering a Website Address
	7.8. Manage Cache
	7.9. Manage Add-on Permissions
	7.10. Manage Passwords
	7.11. TLS/SSL Certificates and Secure Connections
	7.12. Manage SSL Certificates and HTTPS Security
	7.13. Force Secure Connections
	7.14. Website Security Indicators
	7.15. Disable Accessibility Indicator
	7.16. Configure IceDragon Performance and Browsing Settings
	7.17. Network Proxy Settings

	8. Downloads
	8.1. Download a File
	8.2. Change Download Location
	8.3. View Download History
	8.4. Clear Download History

	9. Introduction to Add-ons
	9.1. Download, Install and Configure Add-ons
	9.1.1. Install Add-ons from Local Storage
	9.1.2. Configure Updates to Add-ons

	9.2. Manage Extensions
	9.3. Customize the Appearance of IceDragon
	9.4. Manage Plugins

	10. Tools and Other Features
	10.1. Customize Applications for Opening Different File Types
	10.2. Search within Page Content
	10.3. Form Autofill
	10.4. Keyboard and Mouse Shortcuts
	10.5. Manage IceDragon in Safe Mode
	10.6. Set up Comodo IceDragon Sync Information
	10.7. View Digital Rights Management
	10.8. Comodo Online Security Extension
	10.9. View Task Manager

	11. Web Developer Tools
	11.1. Open the Tools Console
	11.2. Inspect Page Elements
	11.3. Use the Web Console
	11.4. Remove Inconsistencies with HTML, CSS and Javascript
	11.5. View and Run Style Sheets on a Web-page
	11.6. Improve Web Page/Web Application Performance
	11.7. Memory Tool
	11.8. Network Monitoring
	11.9. Storage
	11.10. Accessibility
	11.11. Use the WebIDE
	11.12. Browser Toolbox and Browser Content Toolbox
	11.13. Browser Console
	11.14. Responsive Design Mode
	11.15. Eyedropper
	11.16. Run Experimental Java Scripts on Page
	11.17. View Page Source
	11.18. Service Workers
	11.19. Connect Remote Device
	11.20. Add More Web Development Tools
	11.21. Work Offline

	12. Troubleshooting
	12.1. Error: ''Your connection is not secure''

	13. Report a Bug
	Comodo Security Solutions

