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1. Introduction to Comodo Internet
Security

Overview

Comodo Internet Security offers 360° protection against internal and external threats by combining a
powerful antivirus, an enterprise class packet filtering firewall, and a threat containment system which automatically
runs unrecognized files in a secure, virtual environment.

The 'Secure Shopping' feature allows you to perform online banking and shopping without fear that
sensitive information like credit card numbers and passwords will be tracked or stolen. The 'Virtual Desktop' allows
you open applications and websites that you are unsure of in a secure environment isolated from the rest of your
computer. Built in URL filtering blocks malware websites to keep you safe online.

When used individually, each of these components delivers superior protection against their specific threat
challenge. When used together as a full suite they provide a complete 'prevention, detection and cure' security
system for your computer.

COMOD O intemnet security = b 4

LIVE SUPPORT

& -

Scan Unblock Applications
Secure
All ems are active and runnin
syst 9 © D\/
o—=0
Update Secure Shopping

MAMNAGE PROTECTION

Subscription: 30 days left E] UPGRADE

CIS is available in Premium, Pro and Complete editions. While the core CIS software is identical for all three
versions, the Pro and Complete packages each offer a range of additional services. The software is designed to be
secure 'out of the box' - so even the most inexperienced users need not have to deal with complex configuration
issues after installation.

Comodo Internet Security - Key Features:

«  Antivirus - Proactive antivirus engine that automatically detects and eliminates viruses, worms and other
malware. Apart from the powerful on-demand, on-access and scheduled scan types, CIS users can now
drag-and-drop items onto the home screen to run an instant scan. The engine also scans any removable
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e

ide COMODO

Creating Trust Online®

storage plugged-in to your computer.

»  Firewall - Highly configurable packet filtering firewall that constantly defends your system from inbound and
outbound Internet attacks.

- Containment - Authenticates every executable and process running on your computer and prevents them
from taking actions that could harm your computer. Unrecognized processes and applications will be auto-
contained and run under a set of restrictions so they cannot harm your computer. This gives untrusted (but
harmless) applications the freedom to operate whilst untrusted (and potentially malicious) applications are
prevented from damaging your PC or data.

»  Host Intrusion Protection (HIPS) - A rules-based intrusion prevention system that monitors the activities of
all applications and processes on your computer. HIPS blocks the activities of malicious programs by
halting any action that could cause damage to your operating system, system-memory, registry keys or
personal data.

- VirusScope - Monitors the activities of processes running on your computer and alerts you if they take
actions that could potentially threaten your privacy and/or security. Using a system of behavior 'recognizers',
VirusScope not only detects unauthorized actions but also allows you to completely undo them. Apart from
representing another hi-tech layer of protection against malware, this also provides you with the granular
power to reverse unwanted actions taken by legitimate software without blocking the software entirely.

 Virtual Desktop - The Virtual Desktop is a sandbox operating environment inside of which you can run
programs and browse the internet without fear that those activities will damage your real computer.
Featuring a virtual keyboard to thwart key-loggers, home users will find the virtual desktop is ideally suited
to sensitive tasks like online banking. Advanced users will appreciate the ability to run beta-software in an
environment that will not upset the stability or file structure of their production systems.

« Comodo Internet Security Essentials - Protects you from man-in-the-middle attacks during online
banking and shopping sessions by verifying that sites you connect to are using a trusted SSL certificate.
Click here to learn more.

»  Secure Shopping - A security hardened virtual environment which offers complete protection for online
banking and shopping. Features include process isolation, remote takeover protection, screenshot blocking,
memory-scraping prevention and independent SSL certificate verification.

«  Website Filtering - Protects you from phishing sites while surfing the 'net and allows you to create rules to
prevent specific users from accessing certain websites. CIS ships with several preset lists of malicious
websites which form an effective website screening and protection feature for all Internet users.
Furthermore, you can easily add or import your own lists of banned URLs and can set up custom access
rules for each user on your computer.

» Rescue Disk - Built-in wizard that allows you to burn a boot-disk which will run antivirus scans in a pre-
Windows / pre-boot environment.

« Additional Utilities - Allows you to install other, free, Comodo security products - including ‘Comodo
Cleaning Essentials' and 'KillSwitch'.

« Dragon Browser - Fast and versatile internet browser based on Chromium, infused with Comodo's
unparalleled level of Security.

«  GeekBuddy - 24x7 online support service in which Comodo technicians are ready to deal with any
computer issues you may have over an instant messenger style interface.

» Secure Wireless Internet Connectivity (Complete version only) - TrustConnect makes surfing the web
safe from any public Wi-Fi location

« Comodo Guarantee (Pro and Complete versions only) - If your computer becomes damaged as a result of
malware and Comodo support services cannot return it to a working condition then well pay the costs of
getting it repaired. Please see the End User License Agreement for full details.

«  Cloud Backup (Complete version only) - Back-up your important data to Comodo's highly secure servers.
Data is encrypted and can accessed only by the user from any Internet connected computer in the world.

Guide Structure

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 8
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This introduction is intended to provide an overview of the basics of Comodo Internet Security and should be of
interest to all users.

Introduction

» Special Features

« Download, Installation and Activation
Start Comodo Internet Security

The Main Interface

Understand Security Alerts

The remaining sections of the guide cover every aspect of the configuration of Comodo Internet Security.

«  General Tasks - Introduction

Scan and Clean your Computer
* RunaQuick Scan

*  Run aFull Computer Scan

* Run aRating Scan

*  Run aCustom Scan

Secure Shopping

Manage Virus Database and Program Updates
Get Live Support

Manage Blocked Items

Instantly Scan Files and Folders
Process Infected Files

« Firewall Tasks - Introduction

Configure internet access rights for applications
Manage Network Connections

Stop all Network Activities

Stealth your Computer Ports

View Active Internet Connections

«  Containment Tasks - An Introduction

Run an Application in the Container

Reset the Container

Identify and Kill Unsafe Running Processes
View Active Process List

The Virtual Desktop

»  Starting the Virtual Desktop

¢ The Main Interface

« Run Browsers inside the Virtual Desktop
»  Open Files and Run Applications inside Virtual Desktop
»  Configure the Virtual Desktop

»  Close the Virtual Desktop

« Advanced Tasks - An Introduction

Create a Rescue Disk

« Download and Burn Comodo Rescue Disk
Remove Deeply Hidden Malware

Manage CIS Tasks
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» Manage Quarantined ltems

« View CIS Logs

«  Submit Files for Analysis to Comodo
« CIS Settings

» General Settings
«  Customize User Interface
« Configure Program and Virus Database Updates
* Log Settings
» Manage CIS Configurations
«  Antivirus Configuration
* Real-time Scanner Settings
»  Scan Profiles
»  Firewall Configuration
»  General Firewall Settings
« Application Rules
« Global Rules
» Firewall Rule Sets
»  Network Zones
» Port Sets
« HIPS Configuration
» HIPS Settings
* Active HIPS Rules
» HIPS Rule Sets
»  Protected Objects
«  HIPS Groups
» Containment Configuration
« Containment Settings
+ Auto-Containment Rules
« Containment - An Overview
«  Unknown Files: The Scanning Processes
+ File Rating Configuration
» File Rating Settings
»  File Groups
 File List
«  Submitted Files
» Vendor List
» Advanced Protection Configuration
« VirusScope Settings
»  Scan Exclusions
» Device Control Settings
«  Script Analysis Settings
» Miscellaneous Settings
« Comodo Secure Shopping
«  Website Filtering Configuration

ui_d
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»  Website Filtering Rules
»  Website Categories

« Comodo GeekBuddy

Downloading and Installing GeekBuddy
Overview of Services

Activation of Service

Launch the Client and Use the Service
Accept Remote Desktop Requests
Uninstall Comodo GeekBuddy

+  TrustConnect Overview

» Dragon Browser

« Comodo Backup

» Comodo Internet Security Essentials

» Appendix 1 - CIS How to... Tutorials

Enable / Disable AV, Firewall, Auto-Containment, VirusScope and Website Filter Easily
Set up the Firewall For Maximum Security and Usability

Block Internet Access while Allowing Local Area Network (LAN) Access

Block/allow Websites Selectively to Users of Your Computer

Set up the HIPS for Maximum Security and Usability

Create Rules for Auto-Contained Applications

Password Protect Your CIS Settings

Reset Forgotten Password (Advanced)

Run an Instant Antivirus Scan on Selected Items

Create an Antivirus Scanning Schedule

Run Untrusted Programs in the Container

Run Browsers inside the Container

Run Untrusted Programs Inside Virtual Desktop

Restore Incorrectly Blocked Items

Run Browsers Inside the Virtual Desktop

Enable File Sharing Applications like BitTorrent and Emule
Block any Downloads of a Specific File Type

Switch Between Complete CIS Suite and Individual Components (just AV or FW)
Switch Off Automatic Antivirus and Software Updates
Suppres CIS Alerts Temporarily while Playing Games
Renew or upgrade your License

How To Use CIS Protocol Handlers

Configure Secure Shopping

Manage Cloud Backup

» Appendix 2 - Comodo Secure DNS Service

« Appendix 3 - Glossary of Terms

« Appendix 4 - CIS Versions

cOMODO

Creating Trust Online®
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1.1.Special Features

Auto-Containment

+  Automatically runs unknown files inside a secure container which is isolated from the rest of your computer
»  Cloud based behavior analysis helps identify zero-day malware before traditional antivirus
»  Alerts you every time an unknown or untrusted application attempts to run or install
»  Prevents unauthorized modification of critical operating system files and registry entries
VirusScope

< Monitors the activities of processes running on your computer and alerts you if their actions could potentially
threaten your privacy and/or security

«  Ability to reverse potentially undesirable actions of software without necessarily blocking the software
entirely

Host Intrusion Prevention System

Virtually bulletproof protection against root-kits, inter-process memory injections, key-loggers and more;

- Monitors the activities of all applications and processes on your computer and allows executables and
processes to run if they comply with the prevailing security rules

+  Blocks the activities of malicious programs by halting any action that could cause damage to your operating
system, system-memory, registry keys or personal data.

- Enables advanced users to enhance their security measures by quickly creating custom policies and
rulesets using the powerful rules interface.

Virtual Desktop

An isolated, environment in which to run programs and visit websites that you may not trust 100%. Applications and
browsers running inside the virtual desktop leave no history and must write to a virtual file system and registry. This
protects you because any activities that take place in the virtual desktop cannot access or cause harm to your real
computer.

»  Prevents malicious websites from installing viruses malware, rootkits and spyware onto your real computer
and provides protection against hacking

»  Features a virtual keyboard that allows you to securely enter user-names and passwords without fear of
key-logging software recording your physical keystrokes

- Enables advanced users to run beta-software in an environment that will not upset the stability or file
structure of their production systems

Secure Shopping

Comodo Secure Shopping provides a security hardened browsing environment for your online banking and shopping
activities. Browsers running in the secure environment are isolated from any potentially hostile processes running on
your computer.

«  Hides sensitive online data from other processes running on your PC

»  Prevents key-loggers from recording your keystrokes

»  Warns you if there is a remote connection to your computer

»  Stops hackers and malware taking screenshots of your session

»  Detects fake SSL certificates to stop man-in-the-middle attacks
Advanced Network Firewall Engine

The Firewall component of Comodo Internet Security offers the highest levels of perimeter security against inbound
and outbound threats - meaning you get the strongest possible protection against hackers, malware and identity
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thieves. Now we've improved it again by adding new features like,

«  Stealth Mode to make your PC completely invisible to opportunistic port scans;

»  Wizard based auto-detection of trusted zones;

»  Predefined Firewall policies allow you to quickly implement security rules;

Diagnostics to analyze your system for potential conflicts with the firewall and much more;

»  Website Filtering enables you to set up user based access restriction to specific websites.
Comprehensive Antivirus Protection

«  Detects and eliminates viruses from desktops, laptops and network workstations;
»  Performs Cloud based Antivirus Scanning;
»  Employs heuristic techniques to identify previously unknown viruses and Trojans;
«  Scans even Windows Registry and System Files for possible spyware infection and cleans them;
«  Constantly protects with real-time, On-Access scanning;
«  Comodo AV shows the percentage of the completed scanning;
» Rootkit scanner detects and identifies hidden malicious files and registry keys stored by rootkits;
Highly configurable On-Demand scanner allows you to run instant checks on any file, folder or drive;
»  Automated scanning of plugged-in external storage devices
«  Comodo AV realtime scanning performance in Stateful mode;
»  Seamless integration into the Windows operating system allows scanning specific objects ‘on the fly";
+ Daily, automatic updates of virus definitions;
» Isolates suspicious files in quarantine preventing further infection;
+  Builtin scheduler allows you to run scans at a time that suits you;
«  Simple to use - install it and forget it - Comodo AV protects you in the background.
Intuitive Graphical User Interface

« Advanced and Basic View summary screens gives an at-a-glance snapshot of your security settings;
« Easy and quick navigation between each modules;
«  Simple point and click configuration - no steep learning curves;

- New completely redesigned security rules interface - you can quickly set granular access rights and
privileges on a global or per application. The firewall also contains preset policies and wizards that help
simplify the rule setting process.

Comodo GeekBuddy (Pro, Complete versions only)
CIS Pro and Complete customers receive Comodo GeekBuddy - Live expert remote support for virtually all personal

computer issues. Pro and Complete users benefit from the convenience of having a computer security expert on tap
247 to help them fix problems right in front of their eyes.

The services include:

«  Virus & Malware Removal
« Internet and Online Identity Security
»  Printer or Email Account Setup
«  Software Activation
»  General PC Troubleshooting
«  Computer Power Setting Optimization
»  Comodo Software Installation and Set up
+  Comodo Account Questions.
Please visit http://www.geekbuddy.com/ for full product details.
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Note: To use the GeekBuddy service on a continuous basis, you have to purchase the product at
http:/lwww.geekbuddy.com/, register and activate your account.

Comodo TrustConnect

Included with a Complete subscription, TrustConnect is a fast, secure internet proxy service that makes surfing the
web safe from public Wi-Fi, TrustConnect is suitable for:

«  Coffee shops, Hotels and Airports

»  Any public Wi-Fi location

«  Atyour home

+  Onthe road. Businesses with remote workers that need secure access to internal networks.
Comodo Backup

CIS Complete customers receive Comodo Cloud Backup - powerful and easy to use application that helps home and
business users protect their valuable data against damage or loss.

«  Quickly create backups of your priceless data to a wide range of storage media
+  Backup data from any source and recover to any destination or system
»  Granular scheduling options to take automatic backups at a time that suits you.
Quick recovery of files with a few clicks of the mouse.
»  Powerful encryption options to protect your files so that it cannot be accessed by anyone but you.
Dragon Browser
Fast and versatile Internet Browser based on Chromium, infused with Comodo's unparalleled level of Security.
« Improved Security and Privacy over Chromium
+ Lightning Fast Page Load Times
» Instantly Scan Web pages for Malware with Web Inspector
Built-in Media Downloader allows you to quickly save streaming videos
»  Greater Stability and Less Memory Bloat
» 'Incognito Mode' stops cookies and improves privacy
»  Very easy to switch from your current browser to Dragon
Comodo Internet Security Essentials

Comodo Internet Security Essentials (CISE) protects you from man-in-the-middle attacks during online banking and
shopping sessions by verifying that sites you connect to are using a trusted SSL certificate.

«  CISE runs as a background process and alerts you if a site uses a potentially malicious certificate
»  Option to disconnect or continue the connection
«  Blocks man-in-the-middle attacks by verifying certificates against Comodo's trusted root certificate list
«  Extremely useful if you are accessing sensitive websites while on public Wi-Fi
Comodo Internet Security - Extended Features

Highly Configurable Security Rules Interface

Comodo Internet Security offers more control over security settings than ever before. Users can quickly set granular
internet access rights and privileges on a global or per application basis using the flexible and easy to understand
GUI. This version also sees the introduction of preset security policies which allow you to deploy a sophisticated
hierarchy of firewall rules with a couple of mouse clicks.
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Application Behavior Analysis

Comodo Internet Security features an advanced protocol driver level protection - essential for the defense of your PC
against Trojans that run their own protocol drivers.

Cloud Based Behavior Analysis

Comodo Internet Security features cloud based analysis of unrecognized files, in which any file that is not recognized
and not in Comodo's white-list will be sent to Comodo Instant Malware Analysis (CIMA) server for behavior analysis.
Each file is executed in a virtual environment on Comodo servers and tested to determine whether it behaves in a
malicious manner. If yes, the file is then manually analyzed by Comodo technicians to confirm whether itis a
malicious file or not. The results will be sent back to your computer in around 15 minutes.

VirusScope

The innovative VirusScope feature monitors the activities of all processes running on your system and generates
alerts if any suspicious activities are identified. Apart from forming yet another layer of malware detection and
prevention, the sub-system represents a valuable addition to the core process-monitoring functionality of the
Behavior Blocker by introducing the ability to reverse potentially undesirable actions of software without necessarily
blocking the software entirely. This feature can provide you with more granular control over otherwise legitimate
software which requires certain actions to be implemented in order to run correctly.

Website Filtering

Comodo Internet Security enables you to configure rules to allow or block access to specific websites. Rules can be
created for particular users of your computer, which makes this feature very useful for both home and work
environments. For example, parents can block juvenile users from visiting inappropriate websites while companies
can prevent employees from visiting social networking sites during working hours.

Event logging

Comodo Internet Security features a vastly improved log management module - allowing users to export records of
antivirus, firewall, HIPS and container activities according to several user-defined filters. Beginners and advanced
users alike will benefit from this essential troubleshooting feature.

Memory Firewall Integration

Comodo Internet Security now includes the buffer-overflow protection original featured in Comodo Memory Firewall.
This provides protection against drive-by-downloads, data theft, computer crashes and system damage.

"Training Mode' and 'Paranoid' Mode

These modes enable the firewall and host intrusion prevention systems to automatically create 'allow' rules for new
components of applications you have decided to trust, so you won't receive pointless alerts for those programs you
trust. The firewall learns how they work and only warn you when it detects truly suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)

The Firewall includes an extensive white-list of safe executables called the 'Comodo Safe-List Database'. This
database checks the integrity of every executable and the Firewall alerts you of potentially damaging applications
before they are installed. This level of protection is new because traditionally firewalls only detect harmful
applications from a blacklist of known malware-often-missing new forms of malware as might be launched in day
zero attacks.

The Firewall is continually updated and currently over 1,000,000 applications are in Comodo Safe list, representing
virtually one of the largest safe lists within the security industry.

Self Protection against Critical Process Termination

Viruses and Trojans often try to disable your computer's security applications so that they can operate without
detection. CIS protects its own registry entries, system files and processes so malware can never shut it down or
sabotage the installation.

Containment as a security feature

Comodo Internet Security's new 'Virtual Desktop' is an isolated operating environment for unknown and untrusted
applications. Because they are virtualized, applications running in the container cannot make permanent changes to
other processes, programs or data on your 'real' system. Comodo have also integrated auto-containment directly into
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the security architecture of CIS to complement and strengthen the Firewall, HIPS and Antivirus modules.
Submit Suspicious Files to Comodo

Are you the first victim of a brand new type of spyware? Users can help combat zero-hour threats by using the built
in submit feature to send files to Comodo for analysis. Comodo then analyzes the files for any potential threats and
update our database for all users.

1.2.Download, Installation and Activation

Comodo Internet Security is available in three versions, 'Premium’, 'Pro’ and 'Complete'. The core security features
for all three are the same but 'Pro’ and 'Complete' contains additional services such as 'GeekBuddy', 'TrustConnect,,
'Cloud Backup' and the '‘Comodo Guarantee'.

Download Location
¢ Premium - https://lwww.comodo.com/home/internet-security/free-internet-security.php?track=8234
«  Pro - https:/lwww.comodo.com/home/internet-security/internet-security-pro.php
«  Complete - https:/lwww.comodo.com/home/internet-security/internet-security-complete.php
Installation

Before beginning installation, please ensure you have uninstalled any other antivirus and firewall products that are
on your computer. See https://help.comodo.com/topic-72-1-772-9444-CIS - Installation.html for a complete
outline of the installation process.

Activation

CIS Pro and Complete licenses should be activated after installation. You need to run, and pass, a full antivirus scan
on your system in order to activate the Comodo guarantee. See the online guide at
https://help.comodo.com/topic-72-1-772-9447-Activating-CIS-Pro-Complete-Services-after-Installation.html
and https://help.comodo.com/topic-72-1-772-9449-Activating-Your-Guarantee-Coverage.html for help with
these items.

System Requirements

Please ensure your PC complies with the minimum system requirements:

Windows 10 (32-bit and 64-bit supported) « 384 MB available RAM
« 210 MB hard disk space for both 32-bit and 64-
Windows 8 (32-bit and 64-bit supported) bit versions

«  CPU with SSE2 support
* Internet Explorer Version 5.1 or above

Windows 7 (32-bit and 64-bit supported)

Note about Windows XP / Vista

» (IS v.12.0.0.6882 and above does not support Windows XP or Vista, period.

« The containment and virtual desktop features haven't worked on XP / Vista since CIS v.8.0 (2014). So
even if you use an older CIS, you cannot take advantage of one of our strongest protection features.

Comodo strongly recommends anybody still using XP/Vista to upgrade immediately. Microsoft abandoned support

for XP/Vista years ago, and the amount of serious vulnerabilities in these operating systems is almost innumerable.
By using XP or Vista, you are exposing yourself to substantial risks which signature-based antivirus cannot protect

you against.
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1.3.Start Comodo Internet Security

After installation, Comodo Internet Security will start automatically whenever you start Windows. In order to configure
and view settings within Comodo Internet Security, you need to access the main interface.

There are four different ways to open Comodo Internet Security:

«  Windows Start Menu
*  Windows Desktop

+  Widget
« System Tray Icon
Start Menu

You can access Comodo Internet Security via the Windows Start Menu.

»  Click Start/Windows Home button and Select All Programs/All Apps > Comodo > COMODO
Internet Security > COMODO Internet Security.

Calculator

7

OMUUDO Internet Security

ODO Secure Shoppin...

Windows Desktop

- Just double click the shield icon in the desktop to start Comodo Internet Security.

COMODO
Internet
Security

Widget

« Just click the information bar in the widget to start CIS.
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You can also view other details in the widget such as inbound and outbound traffic, number of tasks running,
shortcuts to common CIS tasks and browsers and links to social media sites Twitter and Facebook. See 'The
Widget' for more details.

CIS Tray Icon

« Just double click the CIS icon to start the main interface.

Right-clicking the tray icon provides quick access to some important settings. These include settings related to the
Antivirus, Firewall, Auto-Containment, HIPS, VirusScope, Silent Mode options and more. See 'The System Tray
Icon' for more details.

Silent Mode - Switches CIS to Silent Mode if you do want to have any interruptions from various CIS alerts in your
computer. The operations that normally interfere while using the system are either suppressed or postponed.

In silent mode:
« HIPS/Firewall alerts are suppressed as if they are in training mode;

« AV database updates and scheduled scans are postponed until the silent mode is switched off;
- Automatic isolation of unknown applications and real-time virus detection are still functional.
Deactivate Silent Mode to resume alerts and scheduled scans.

Widget - Click here for more details on CIS Widget.

1.4.The Main Interface

The CIS interface is designed to be as clean and informative as possible while letting you carry out tasks with the
minimum of fuss. Each tile on the home screen contains important security and update information and lets you
quickly delve further into areas of interest.

The look of the user interface depends on the theme selected. There are four different themes you can choose from.
See 'Customize User Interface' if you need help to change theme.

»  Click the 'Home/Tasks' button at upper-left to switch between the 'home screen' and the 'tasks interface'
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+  Flip between 'Basic View' and 'Advanced View' by using the 'Basic View/Advanced View' button at the
upper right of the home screen.

« Instantly run a virus scan on a file or folder by dragging it into the scan box (advanced view)
«  Switch on 'Silent Mode' to make sure nothing interrupts you while you are on an important task.

«  The tiles on the home screen provide one-click access to the antivirus scanner, updates, Secure Shopping,
and more.

« The 'Upgrade' button lets you upgrade to CIS Pro or Complete.

Basic View
Toggle between Open Toggle between
'Home' and 'Tasks' | |'Advanced Settings' Get ‘Basic’ and ‘Advanced’
sCreens interface Live Chat Support Home screens

co DDO Internef Security

LIVE SUFPORT ADVANCED VIEW

7 @ |k

Scan Unblock Applications
Secure
All systems are active and running -
\/
L L)
Update Secure Shopping

MANAGE PROTECTION

{1 UPGRADE
I [
Switch to | Shortcut to manage  |Security Status | | Shortcuts for | | Taskbar Upgrade to
Silent Mode | protection settings Information frequently controls Pro or Complete
executed tasks versions

Advanced View
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Toggle between Open Toggle between
‘Home' and ‘Tasks' | |'Advanced Settings' View Security status ‘Basic’ and 'Advanced’
screens interface Event Logs information Home screens

Tf} Antivirus Statefu [=] Auto-Containment Enabled vy Firewal safe Mode
HIPS D I INBOLIMND OUTBOUND
w0 A~ 101
Drop Files Here to Scan N e Lt
\F MiUs>cope snatied firefox.exe 93.28%
swehost.exe 6.55%
i Website Filtering Enabled chrome.exe 0.15%
@ DETECTED THREATS: 1 E COMTAINED APPS 2 ] NETWORK INTRUSIONS: 1
O LAST UPDATE: 55 mifutes ago |:'| UNRECOGNIZED FILES: 1 £} BLOCKED APPLICATIONS 1
f’1 UPGRADE
Switch to Drag and drop | | Antivirus HIPS and Firewall  |Taskbar Upgrade to
Silent Mode | |files/folders for Pane Containment Pane controls | | Pre or Complete
instant scan Pane versions

Advanced view shows antivirus, containment, and firewall activity in greater detail. This includes the number of
detected threats, last virus database update time, contained apps, unrecognized files, the number of inbound and
outbound connections and more.

You can also quickly change security settings for each component.

The following areas are common to both the 'Tasks' and 'Home' screens:
» Task bar controls
« Advanced Settings

Task bar controls

The Task bar (bottom-right) contains shortcuts for:

Go Mobile Comodo mobile security apps for Android phones and Tablets. -
Available mobile apps include 'Mobile Security', 'Anti-Theft', 'Back
Up' and 'App Lock'. You can also get the apps from our website,
https://m.comodo.com/ or from the 'Google Play' app store.

Refer Your Friends Click the 'Share' icon to open the 'Comodo Friends' website.
Register an account for free, recommend CIS to your friends and
get attractive rewards. Visit http://friends.comodo.com/ for
more details
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Help Window Click '?" for the following options:
0
Online Help
Quick User Guide r
Support 1 Diagnostics
About Browse Support Forums
Report a Bug

Get Live Support

*  Online Help - Opens Comodo Internet Security's online help guide at https://help.comodo.com

*  Quick User Guide - Open the Comodo Internet Security's quick start guide at
https://help.comodo.com

«  Support - Click this link for the following options:
 Diagnostics - Helps to identify any problems with your installation.
»  Browse Support Forum - Links to Comodo User Forums.

* Report a Bug - Opens the bug reports page at Comodo User Forums for reporting
problems faced while using the application.

»  Get Live Support - Launches the GeekBuddy support client.

«  About - Displays the product version, virus signature database version, website database version
(website filtering URLs), details of active VirusScope Recognizers and copyright information. The
'About' dialog also allows you to import a locally stored virus database and to enter a license key
for CIS Pro.

COMODO rvout r A

COMODO

Internet Security Premium
Product Version: 12.0.0.6382

Database Version: 31289 Import Virus Database

License Key: 8afd191b-5829-43f9-a62d-3f3113eeffd5
Patents Pending. VirusScope Details Websites Database: 49587
Copyright © 2005-2019 COMODO.

«  Click 'Import Virus Database' link to import a locally stored virus signature database into CIS.

«  Click 'Enter License Key' or the license key to upgrade to CIS 'Pro’ or '‘Complete’. See
'Activate CIS Pro/Complete Services' for more details.
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»  Click 'VirusScope Details' to open a dialog which shows the VirusScope Recognizers that
are active on your system. See 'VirusScope' for more details.

Advanced Settings

«  Click 'Settings' on the home screen

CIS default settings provide the highest levels of protection from the moment you install. The advanced settings area
lets you modify all aspects of CIS. You can modify anything from simple preferences like the interface theme, right
through to advanced tasks like custom firewall and containment rules.
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COMOD O internet security

£ HOME SETTINGS

@ Secure | 4l systems are active and running

GEMNERAL TASKS IREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS

Scan Secure Shopp
v’ Dr~F e L
~>  Scan your fomputer for viruses and spyware. o0—0 .

COMOD O #‘:;anced Settings ? 5 O X
— General Settings e
—— User Interface
Updates Theme: | Lycia Theme v
Logging Language:  |English (United States) - By COMODO -
T Show messages from COMODO Message Center
~ Antivirus Show notification messages
v Firewall Show welcome screen on startup
v Hips Show desktop widget

S Contannet Show information messages when tasks are minimized/sent to background

: i Play sound when an alert is shown
» File Rating

Show the ‘Upgrade’ button in the main window
w Advanced Protection

Show notification messages
Website Filtering
Password Protection

[] Enable password protection Set Password

See 'CIS Settings' for more details about configuring each of the components.

Click the following links for more information:
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+  The Home Screen

« The Tasks Interface

+  The Widget

» The System Tray Icon

1.4.1. The Home Screen

You can switch between the 'Home' screen and the 'Tasks' interface by clicking the 'Home/Tasks' button at the top
left of the interface:

{ HOME TASK

The home screen itself is available in two formats, '‘Basic' view and 'Advanced' view. Use the button at the top-right
of the home screen to switch between them.

ADVANCED VIEW BASIC VIEW

'Title bar controls', 'Advanced Settings' and 'Silent Mode' are common to both basic and advanced views.

Basic View

« Basic View presents a simple, easy to understand interface that allows users to quickly launch key tasks
and gain an immediate overview of the security of their computer.

«  The large 'security information' tile on the left provides an at-a-glance view of overall system security and
allows you to run an appropriate CIS task if threats are found.

«  The 'Manage Protection' button below the 'security information' tile allows you to turn security components
on or off as well as open the component's advanced settings interface.
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Toggle between Open Toggle between
'Home' and 'Tasks' | |'Advanced Settings' Get ‘Basic' and 'Advanced’
screens interface Live Chat Support Home screens

CD DDO Internef Security

SETTINGS LIVE SUPPORT ADVANCED VIEW

Scan Unblock Applications
Secure
All systems are active and running -
v
L) L)
Update Secure Shopping
MANAGE PROTECTION
'3 UPGRADE
I [
Switch to | Shortcut to manage |Security Status | | Shortcuts for Taskbar Upgrade to
Silent Mode | protection settings Information frequently controls Pro or Complete
executed tasks versions

The security information tile on the left will inform you if any component is disabled or any if other problems are
found:

@ At Risk | Antivirus protection is disabled!

You can easily rectify the issue by clicking the 'FIX IT" button. CIS will automatically take necessary actions to
resolve the problem. 'Silent Mode' and 'Help Window' are common to both home and tasks screen.

From the 'Basic View' of the home screen you can:
» Add shortcuts tasks
» Manage protection settings
»  Get live support

Add tasks to the home screen

The tasks pane on the right contains a set of shortcuts which will launch common tasks with a single click. The
handles at the right and left allow you to scroll through the tasks pane.
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ADVANCED VIEW

& EA

Scan Unblock Applications

©

Update Secure Shopping

3 UPGRADE

You can add tasks to this pane as follows:

Open the 'Tasks' interface (click the button at top left to switch between the tasks and home screens).
+  Click any of the 'General', 'Firewall', '‘Containment' or 'Advanced' tabs
»  Right-click on the task you wish to add then click 'Add to Task Bar";

COMOD O intemet Security - *

g Secure All systems are active and running

GEMNERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVAMCED TASKS Q,

7=, Create Rescue Disk * Clean Endpoint 28

il

t\k"f'j/'l Create a bootable CD or USE Flash Drive to Run COMODO Cleaning Fssentials tool to clean
T— clean up heavily infected PC's

} F‘F-!'Q.-TTPI‘[ nf| Add to Task Bar F

=—1 Open Task Manager " View Quarantine .

I
=

0 — Open the task manager to view running security View and manage threats quarantined by virus
tasks in progress. = = scanner.
g 4 o F 4
 View Logs ﬂ Submit Files
@Cﬁ vView a record of security events, activity and _E You can submit as many files as you wish to
alerts.

COMODO for analysis

(I UPGRADE
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*
» Alternatively, you can add task shortcuts to the home screen by clicking the 'pin’ button at the top-right
of any tile:

COMODO intemet security i

EJ/ Secure | All systems are active and running

GEMNERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q,
= : + s
(' = Create Rescue Disk Clean Endpoint
fa% 1
\ “,E ,;'I Create a bootable CD or USE Flash Drive to T Run COMODO Cleaning Essentials tool to cits
o clean up heawly infected PC's persistent infections
+ +*

Open Task Manager View Quarantine

|

I
=

o — | Open the task manager to view running security Wiew and manage threats quarantined by virus
tasks in progress. = = scanner.
: » it g
. View Logs ﬂ Submit Files
@ View a record of security events, activity and _E You can submit as many files as you wish to
alerts, COMODO for analysis.
(i UPGRADE

«  The selected task will be added to the tasks pane.
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Clean Endpoint Update

Scan Unblock Applications

{7 UPGRADE

« Toremove a task shortcut from the pane, right click on it and choose 'Remove from Task Bar'.
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ADVANCED VIEW

V] m

:'5 Rermowe from Task Bar

Clean Endpoint Update

® )

Scan Unblock Applications

{3 UPGRADE

Manage Protection Settings

+  Click the 'Manage Protection' button on the home screen to enable or disable various security components.
«  Click on any component name to open its dedicated settings screen.
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MANAGE PROTECTION

@ Antivirus

lr": Firewall

E Auto-Containment
fal Hips

VirusScope

<

Website Filtering

10

Secure Shopping

+  Use the switch on the right to turn the protection on or off

»  Click a component name on the left to open its 'Advanced Settings' screen
See the following sections for more details about each of the protection settings:

»  Antivirus Configuration

« Firewall Configuration

*  Auto-Containment

» HIPS Configuration

+ VirusScope Configuration

»  Website Filtering

»  Secure Shopping

Get Live Support

You can seek the help of GeekBuddy technicians anytime if you require support related to CIS or your computer in
general.

»  Click the 'Live Support' link to open the 'Comodo GeekBuddy' chat interface.
»  Begin typing your problem. Our technician will attempt to answer any questions you have.
See 'Comodo GeekBuddy', for more details about live help
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The 'Advanced View' of the home screen provides a more finely-detailed view of the security status of each major

security component.

Click the 'Advanced View' button at the top-right to switch to advanced view from basic view:

Toggle between Open Toggle between
'Home' and 'Tasks' | |'Advanced Settings' View Security status ‘Basic' and 'Advanced’
screens interface Event Logs information Home screens

co DDD Internef Security

SETTINGS

Secure | All systems are active and running

-::j Antivirus ate =] Auto-Containment Enabled Firewal Safe Mode
HIFS Disabled INBOLIND OUTBOUND
“w ~ 101
Drop Files Here to Scan ~ T Erahled
O Minis.cope ——— firefox.exe 93.28%
svchost.exe 6.35%
i Website Filtering Enabled chrome.exe 0.15%
@ DETECTED THREATS: 1 E COMTAINED APPS 2 7! NETWORK INTRUSIONS: 1
G LAST UPDATE: 55 mirjutes ago D UNRECOGMIZED FILES: 1 ['_9_1 BLOCKED APPLICATIONS 1
f’1 UPGRADE
Switch to Drag and drop | | Antivirus HIPS and Firewall | Taskbar Upgrade to
Silent Mode | |files/folders for Pane Containment Pane controls | |Pro or Complete
instant scan Pane versions

The following sections explain more about each pane:
*  Antivirus Pane
» HIPS and Containment Pane
» Firewall Pane
* Logs

Antivirus Pane

The antivirus pane lets you configure scan mode, instantly scan files and folders, and view virus database and log
information.
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@ Antivirus Stateful

Drop Files Here to Scan

=

@2 DETECTED THREATS: 0

(> vastupDATE: 34 minutes ago

 Antivirus - The current security mode of the real-time antivirus scanner.
»  Click on the mode text to view and change mode.
+  Click 'Antivirus' to open the real-time scan settings interface.
» See 'Real-time Scan Settings' for more details.
« Last Update - Date of the most recent virus database update.
»  Click the text link to start the updates again.

« Detected Threats - The number of malware threats discovered so far from the start of current session as a
link.

Click this number to open the Antivirus Logs panel.

« Drop Files to Scan - Drag-and-drop files, folders or drives into this box to instantly scan them. See
'Instantly Scan Files and Folders' for more details.

HIPS and Containment Pane

This panel lets you quickly configure containment, host-intrusion, VirusScope and website filtering. The bottom of the
panel shows the number of unrecognized files and contained applications.

ﬁ Auto-Containment Enabled

m HIPS Disabled
(©) Virusscope Enabled
? Website Filtering Enabled
[=] conTAINED APPs: 0
UNRECOGNIZED FILES: 1
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+  Auto-Containment - If enabled, any files with an 'Unknown' trust rating will be automatically run in the
container to prevent them from accessing other processes or your personal data. Unknown files are those
that are neither 'known-malicious' nor 'known-safe'. Such files are run in the container until their true trust
status can be established. Click on the security level itself to change it. Click 'Auto-Containment' to open the
'Auto-Containment Settings' interface. See 'Auto-Containment Rules' for more details.

« HIPS - Click the text of the current HIPS mode to view or modify the mode. Click the word 'HIPS' to open
the 'HIPS Settings' interface. See 'HIPS Configuration' for more details.

«  VirusScope - Whether VirusScope is enabled or not. Click on the security level to change it. Click the work
"VirusScope' to open the 'VirusScope' interface. See 'VirusScope Configuration' for more details.

« Contained Apps - The number of applications that are currently running inside the container.

«  Click the number to view a list of all processes running in the container. See 'View Active Process
List' for more details.

» Unrecognized Files - The number of files on your system that have an 'unrecognized' trust rating.
Unrecognized files are those that are neither definitely safe (whitelisted) nor definitely malicious
(blacklisted). Unrecognized files should be executed in the container until Comodo provides either a trusted
or a malicious rating for them.

«  Click the number to open the 'File List' interface. See 'File List' for more details.
Firewall Pane

The firewall pane shows the number of inbound and outbound connections, which applications are connected to the
internet, and the number of intrusion attempts blocked in the current session.

Firewall Safe Mode
INBOUMD OUTBOUND

“w 0 ~ 4
cmdagent.e. .. 97.31%
jusched.exe 1.37%
unit.exe 1.33%
(f] NETWORK INTRUSIONS: 0
ﬁ BLOCKED APPLICATIONS: 3

»  Firewall - The current security mode of the firewall.

+  Click the level itself to quickly view and modify it.

«  Click on 'Firewall' to open the Firewall Settings interface. See 'Firewall Configuration' for more
details.

* Inbound / Outbound Connections - A summary of currently active inbound and outbound connections to
and from the system.

«  Click on the numbers to see the active internet connections from your computer. See 'View Active
Internet Connections' for more details.

« Traffic - Applications that are currently sending or receiving data over the network/internet.

«  Click the name of any application to open the View Connections screen.
*  Network Intrusions - The total number of intrusion attempts blocked by firewall since the start of the
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current session.

»  Click the number to open the Firewall Logs screen. See 'Firewall Logs' for more details.
«  Blocked Applications - The number of applications that are not allowed to connect to the internet.

»  Click the number to view a list of all blocked applications. See Configure internet access rights for
applications for more details.

Logs
+  Click the logs link to view a list of all event logs saved by CIS. See 'View CIS Logs' for more details.
Silent Mode

Silent mode lets use your system without interruptions or alerts from CIS. Operations that could interfere with your
work are either suppressed or postponed.

In silent mode:

«  HIPS/Firewall alerts are suppressed.

« AV database updates and scheduled scans are postponed until the silent mode is switched off.

«  Automatic isolation of unknown applications and real-time virus detection are still functional.
Switch to Silent mode

«  Click the 'Silent Mode' button at the bottom-left of the home screen
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ADVANCED VIEW

& ]

Scan Unblock Applications

Silent Mode

All systems are in silent mode @ -
w

Update Secure Shopping

MANMNAGE PROTECTION

«]x SILENT MODE ' (i UPGRADE

«  Deactivate 'Silent Mode' to resume alerts and notifications.

Upgrade

Click the 'Upgrade' button to place an order for CIS Pro or CIS Complete. Pro and Complete have additional
features such as cloud backup, TrustConnect, product warranty and more.

1.4.2. The Tasks Interface

»  Click 'Tasks' on the top-left of the home screen
»  The tasks area lets you configure every aspect of Comodo Internet Security.
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COMOD QO intemet Security - %

SETTINGS

|| Secure | All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q,
' '

Secure Shopping

N\ Scan
Scan your computer for viruses and spyware,

Q|

Protect your e-shopping and banking from all
lands of online frauds

' . *
Update — Get Live Support
Run the updater to check for program and virus Get live help from a certified COMODO
database updates. o technician available round the clock
_— 1
——= Unblock Applications

[ﬁ1 Unblock applications previously blocked by the

security components.
7 UPGRADE

Tasks are broken down into four main categories. Click the following links for more details on each:

»  General Tasks - Run antivirus scans, update the virus database, unblock Applications, Secure Shopping
and Get Live support. See 'General Tasks' for more details.

Firewall Tasks - Allow or block internet access for specific applications, manage networks, view active
connections, and more. See 'Firewall Tasks' for more details.

« Containment Tasks - Run applications in a secure virtual environment, start the virtual desktop, view active
processes, and more. See 'Containment Tasks' for more details.

» Advanced Tasks - Create a boot disk to clean highly infected systems, manage quarantined items, submit
files to Comodo for analysis, and more. See 'Advanced Tasks' for more details.

1.4.3. The Widget

« The CIS widget is a handy control that provides at-a-glance information about your security status, speed of
outgoing and incoming traffic and the number of active processes.

«  The widget starts automatically with CIS unless it is disabled from the System Tray Icon or in the 'User
Interface’ of General Settings.

Note: If you can't see the widget, you can enable it as follows:
+ Right-click on the CIS system tray icon then select 'Widget' > 'Show'

«  Click 'Settings' > 'General Settings' > 'User Interface' > select 'Show desktop widget'

+  Right-click on the widget to enable or disable CIS components and configure various settings. The menu is
similar to the one available if you right-click on the system tray icon. See 'The System Tray Icon' for more
details.
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»  The color coded row at the top of the widget displays your current security status.

«  Double-click 'At Risk' or 'Needs Attention' to view the recommended fixes.

«  The second row shows incoming and outgoing network traffic. The network traffic row is only shown if
‘Show Traffic pane' in widget options is enabled. See The System Tray Icon for more details. (Default =
Enabled)

«  The third row tells you about various CIS processes:

E P
«  The first button shows the number of programs/processes that are currently running in the
container.

«  Click the button to view a list of all processes running in the container.
« See View Active Process List and Identify and Kill Unsafe Processes for more details.

«  The second button tells you how many CIS tasks are currently running.
»  Click the button to open the 'Task Manager' interface.

«  The third button I shows how many unrecognized files have been added to the file list and
are pending submission to Comodo. Click the button to view a list of these files.

The status row is only shown if 'Show Status Pane' is enabled in widget options. Right-click on the widget or
the CIS tray icon to view this setting. See 'The System Tray Icon' for more details. (Default = Enabled)
»  The fourth row contains shortcuts for the common tasks shown on the right of the CIS home screen.

«  Click a shortcut on the widget to run the task.

«  The common tasks row is only shown if 'Show Common Tasks Pane' is enabled in 'Widget'
options. See 'The System Tray Icon' for more details. (Default = Enabled)

«  The fifth row shows the browsers installed on your computer.

«  Click a browser icon to open the browser inside the container. You can tell the browser is running
in the container because it will have a green border around it. See 'Run an application inside the
container' for more details.

«  The browsers row is only shown if '‘Show Browsers Pane' is enabled in 'Widget' options. Right-click
on the widget or the CIS tray icon to view this setting. See 'The System Tray Icon' for more
details. (Default = Enabled)

« The last row on the widget provides links to social networking sites. This row is only shown if 'Show
Connect Pane' is enabled in 'Widget' options. Right-click on the CIS tray icon to view this setting.
Alternatively, right-click the widget to view the options. See 'The System Tray Icon’ for more details.
(Default = Enabled)

» You can expand or collapse the widget by clicking the arrow at the bottom.
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1.4.4. The System Tray Icon

»  Double-click the tray icon to quickly open the CIS interface.

+ Right-click on the tray icon to enable or disable various security settings:

Antivirus -]
Firewall »
Auto-Containment »
YirusScope »
Website Filtering -]
Silent Mode

Advanced View

Widget >

Open...
Exit
| LA

06-05-2019 %

| ™
£ bk qk % 71 i) ENG

The options available for the Antivirus, Firewall, VirusScope, Auto-Containment, HIPS and Website Filtering menu-
items depend on whether you are using Basic View or Advanced View.

Basic View Advanced View

Antivirus - Enable or disable the real-time virus monitor. | Antivirus - Options available are 'On-Access', 'Stateful’
and 'Disabled'. See Antivirus Pane for more details.

«  Click 'Settings' from the options to open the
Auto-Containment - Enable or disable auto- 'Realtime Scanner Settings' interface.
containment. See 'Auto-Containment Rules' for more
details.

Firewall - Enable or disable the firewall.

«  See 'Real-time Scan Settings' for more
details.

VirusScope - Enable or disable VirusScope. Firewall - Options available are 'Block All', 'Custom

Website Filtering - Enable or disable the website Ruleset', 'Safe Mode', 'Training Mode' and 'Disabled'.
content filter. +  Click 'Settings' to configure firewall options.

«  See Firewall Settings for more details.

Auto-Containment - Click 'Settings' from the options to
open the auto-containment interface.
«  See Auto-Containment Rules for more details.

HIPS - Options available are 'Paranoid Mode', 'Safe
Mode', 'Training Mode' and 'Disabled'.
«  Click 'Settings' from the options to open HIPS
settings.

+  See HIPS Settings for more details.

VirusScope - Enable or disable VirusScope.
«  Click 'Settings' from the options to open the
'VirusScope' interface.

« See VirusScope Configuration for more
details.

Website Filtering - Enable or disable website filtering.
«  Click 'Settings' from the options to open the
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website filtering settings interface.

«  See Website Filtering Rules for more details.

If you disable any of the antivirus, the firewall or the auto-containment from the right-click menu, then the security
info bars on the main interface and the 'Widget' will turn red. You will also see a pop-up warning which allows you to
specify how long the feature should remain disabled:

COMODO internet Security ? X

Tum Off
You have just turned off a realtime secunty component.

Disabling a security component reduces the protection on this
computer.

How long should it stay disabled?

15 minutes ‘v
B
»  Select the period and click 'OK'.

Unless you have selected 'Permanently’, the security component will be automatically re-enabled after the set time
period. You can, of course, manually re-enable the component at any time by right-clicking the tray icon and
selecting 'Enable’ for the component in question.

«  Silent Mode - Switch CIS to silent mode if you do not want to have any interruptions from various CIS
alerts. Operations that could potentially interrupt your work are suppressed or postponed.

In silent mode:

« HIPS/Firewall alerts are suppressed as if they are in training mode;
« AV database updates and scheduled scans are postponed until the silent mode is switched off;
- Automatic isolation of unknown applications and real-time virus detection are still functional.
Deactivate Silent Mode to resume alerts and scheduled scans.

« Advanced View - Switches the Home Screen between 'Basic View' and 'Advanced View'.

«  Widget - Select whether the 'Widget' is to be displayed and which widget components are to be included:
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Aute-Containment *
" Show HIPS X
Always on top Niae cnne 5
" Show Traffic Pane Website Filtering *
~  Show Status Pane Silent Mode
~  Show Common Tasks Pane
~  Show Browsers Pane Ptlviieces rew
~  Show Connect Pane Widget #

Open...
Exit
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«  Show: Toggles the widget between on and off (Default = Enabled)

«  Always on top: Displays the widget on top of all windows currently running on your computer. (Default
= Enabled)

« Show Traffic Pane: Displays the network traffic row on the widget. (Default = Enabled)
«  Show Status Pane: Displays the security status tab at the top of the widget. (Default = Enabled)
«  Show Common Tasks Pane: Displays the row containing shortcuts to common CIS tasks. (Default =

Enabled)

- Show Browsers Pane: Displays the row containing shortcuts to your installed browsers. (Default =
Enabled)

«  Show Connect Pane: Displays the row containing the shortcuts to social networking sites. (Default =
Enabled)

»  Open - Opens the CIS interface.
»  Exit - Closes the CIS application.

1.5.Understand Security Alerts

»  Alerts Overview

+  Alert Types
«  Severity Levels
» Descriptions
+  Antivirus Alerts
« Auto-Scan Alerts
« Firewall Alerts
» HIPS Alerts
» Device Driver Installation and Physical Memory Access Alerts
»  Protected Registry Key Alerts
» Protected File Alerts
« Containment Alerts
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» Containment Notification
» Elevated Privilege Alerts
» File Rating Alerts
« VirusScope Alerts
»  Secure Shopping Alert
Alerts Overview

CIS alerts warn you about security related activities at the moment they occur. Each alert contains information about
a particular issue so you can make an informed decision about whether to allow or block it. Alerts also let you specify
how CIS should behave in future when it encounters activities of the same type. Some alerts also allow you to
reverse the changes made to your computer by the applications that raised the security related event.
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Type of Alert Elic(l;ilng the
o - andle opens
Can be Antivirus, Description the alert
Firewall, HIPS, of activity or description
Containment, connection which contains
VirusScope or Secure attempt advice about
. how to react to
) Shopping the alert
Color indicates MODO uirs
severity of the
Alert

TS5erv.exe is trying to modify a protected

Firewall, HIPS and registry key

Containment alerts
are color coded to B
indicate risk level

(1]}

/'TSServ.exe- Modify Key

ngh VI§IbI|Ity cons WARNING! C\Suspicious Files\TrojanSimulator\TS5erv.exe is a known
qu[ckly '”f(?rm .you malicious file trying to modify HKLM\Software\Wow6&432Node
which applications \Microsoft\Windows\CurrentVersion\Run. You MUST block this

and techniques are request.

involved in an alert.
Clicking the name of
the executables
here opens a
window containing

more information Block
about the ® Blocks the application from pefrming the action "

Allow
Allows the application to perform the action above

application in above
question
Treat as e Click 'Show
Lets you choose a ruleset to apply Activities' to open a
)/ list of activities
] Remember my answer Show Activities performed by the
process

Click these options to allow,
block or otherwise handle the
request

Alert Types

Comodo Internet Security alerts come in six main varieties. Click the name of the alert (at the start of the following
bullets) if you want more help with a particular alert type.

«  Antivirus Alerts - Shown whenever virus or virus-like activity is detected. AV alerts will be displayed
only when Antivirus is enabled and the option 'Do not show antivirus alerts' is disabled in Real-
time Scanner Settings.

«  Auto-Scan Alerts - Shown whenever an external storage device like a USB stick or an external hard
disk drive is connected to your computer. Auto-scan alerts are shown only if 'Do not show auto-scan
alerts' is disabled in Real-time Scanner Settings.

«  Firewall Alerts - Shown whenever a process attempts unauthorized network activity. Firewall alerts will
be displayed only when the Firewall is enabled and the option 'Do not show popup alerts' is
disabled in Firewall Settings.
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« HIPS Alerts - Shown whenever an application attempts an unauthorized action or tries to access
protected areas. HIPS alerts will only be generated if HIPS is enabled and Do NOT show popup alerts
is disabled.

« Containment Alerts (including Elevated Privilege Alerts) - Shown whenever an application tries to
modify operating system or related files and when CIS automatically contains an unrecognized file.
Containment alerts will be shown only if privilege elevation alerts are enabled in Containment
Settings.

»  VirusScope Alerts - Shown whenever a currently running process attempts to take suspicious actions.
VirusScope alerts allow you to quarantine the process & reverse its changes or to let the process go
ahead. Be especially wary if a VirusScope alert pops up 'out-of-the-blue' when you have not made any
recent changes to your computer. VirusScope Alerts will be displayed only when VirusScope is
enabled under Advanced Settings.

»  Secure Shopping Alerts - Shown whenever a user opens a website that is configured to invoke an
alert in the rules. Secure Shopping Alerts will be shown only when the protection setting is enabled.

In each case, the alert may contain very important security warnings or may simply occur because you are running a
certain application for the first time. Your reaction should depend on the information that is presented at the alert.

Note: This section is concerned only with the security alerts and notifications generated by the Antivirus, Firewall,
HIPS, VirusScope, Auto-Containment and Secure Shopping components of CIS. See Comodo Message Center
notifications, Notification Messages and Information Messages, for other types of alerts.

Severity Level
The title bar at the top of each alert is color coded according to the risk level presented by the activity or request.

« Yellow bar - Low Severity - In most cases, you can safely approve these requests. The 'Remember my
answer' option is automatically pre-selected for safe requests

«  Orange bar - Medium Severity - Carefully read the information in the alert description area before making a
decision. These alerts could be the result of a harmless process by a trusted program or indicative of a
malware attack. If you know the application to be safe, then it is usually okay to allow the request. If you do
not recognize the application performing the activity or connection request then you should block it.

* Red bar - High Severity - These alerts indicate highly suspicious behavior that is consistent with the activity
of a Trojan horse, virus or other malware program. Carefully read the information provided when deciding
whether to allow it to proceed.

Note: Antivirus alerts are not ranked in this way. They always appear with a red bar.

Alert Description

The description is a summary of the nature of the alert and can be revealed by clicking the handle as shown:
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unit.exe is trying to modify a protected file or
directory @

E

Lnit.exe Installer grfUpdater

unit.exe is a safe application signed by Comodo Security Solutions, Inc.
It is about to modify the contents of C:\ProgramData\Comodo
\psd\lps-ca\vi.db-journal. This usually happens when you try to install
or update an application. If you are not performing any of these
operations, you may consider blocking this request.

The description tells you the name of the software/executable that caused the alert; the action that it is attempting to
perform and how that action could potentially affect your system. You can also find helpful advice about how you
should respond.

Now that we've outlined the basic construction of an alert, let's look at how you should react to them.
Answer an Antivirus Alert

Comodo Internet Security generates an Antivirus alert whenever a virus or virus-like activity is detected on your
computer. The alert contains the name of the virus detected and the location of the file or application infected by it.
Within the alert, you are also presented with response-options such as 'Clean’ or 'Ignore’.

Note: Antivirus alerts will be displayed only if the option 'Do not show antivirus alerts' is disabled. If this setting is
enabled, antivirus notifications will be displayed. This option is found under 'Settings > Antivirus > Realtime
Scan'. See Real-time Scan Settings for more details.
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Malware@#3bei506xtafzg

Location: C\Program Files {(x88)\As..\Dawes2.exe

More information:  Unavailable

Clean (Recommended)
Quarantines the file

Ignore
g | | ~
Ignores the alert and allows the file operation

Show Activities

The following response-options are available:

« Clean - Disinfects the file if a disinfection routine exists. If no routine exists for the file then it will be moved
to Quarantine. If desired, you can submit the file/application to Comodo for analysis from the Quarantine
interface. See Manage Quarantined Items for more details on quarantined files.

« lIgnore - Allows the process to run and does not attempt to clean the file or move it to quarantine. Only click
'Ignore’ if you are absolutely sure the file is safe. Clicking 'Ignore’ will open three further options:

LU e

s L .

More information:  Unavailable

Ignore
Ignores the alert and allows the file operation

o Ignore Once
o Ignore and Add to Exclusions
o Ignore and Report as False Alert

Show Activities

« Ignore Once -The file is allowed to run this time only. If the file attempts to execute on future
occasions, another antivirus alert is displayed.

 Ignore and Add to Exclusions - The file is allowed to run and is moved to the 'Exclusions' list -
effectively making this the 'lgnore Permanently' choice. No alert is generated if the same application
runs again.

« lIgnore and Report as a False Alert - If you are sure that the file is safe, select 'lgnore and Report as a
False Alert'. CIS will then submit this file to Comodo for analysis. If the false-positive is verified (and the
file is trustworthy), it will be added to the Comodo safe list.
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Antivirus Notification

If you have chosen to not to show Antivirus Alerts through 'Settings' > 'Realtime Scanner Settings' by leaving the
option 'Do not show antivirus alerts' enabled (default=enabled) and if CIS identifies a virus or other malware in real
time, it will immediately block malware and provide you with instant on-screen notification:

Malware Stopped

Please note that these antivirus notifications will be displayed only when 'Do not show antivirus alerts' check box in
‘Antivirus' > 'Real-time Scan settings' screen is selected and 'Show notification messages' check box is enabled in
'Settings' > 'User Interface' screen.

Answer Auto-Scan Alerts

Auto-scan alerts appear when you plug a removable device into your computer (USB stick, portable HDD,etc). The
alert asks you whether you want to scan the device for viruses.

These alerts are only shown if 'Do not show auto-scan alerts' is disabled in 'Settings > Antivirus > Realtime Scan'.
See Real-time Scan Settings if you want to read more.

COMOD O Antivirus 7

We've just detected that new removable media device has
been connected LG TV MEDIA{HA) . We recommended to

Scan it

Scan
Scan the device to make sure it's not infected.

fr- Ignorc
( i ) Skip the scan. Mote: malware undetected now may harm
= your and other computers later.

O remember my answar

» Scan - CIS checks the device for viruses using the settings in the 'Manual Scan' profile. If this is not
available then the scan uses the settings in the 'Full Scan' profile.

» lIgnore - The device is not scanned

»  Remember my answer - CIS will automatically carry out your choice of scan or ignore when the
device is connected in future. This only applies to the specific device. You will still see an alert if
you connect a different device.

Answer Firewall Alerts

CIS generates a firewall alert when it detects unauthorized network connection attempts or when traffic runs contrary
to one of your application or global rules. Each firewall alert allows you to set a default response that CIS should
automatically implement if the same activity is detected in future. The followings steps will help you answer a Firewall
alert:
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@ WerFault.exe is trying to connect to the Internet @

Application:  WerFault.exe
Remote: 65,52.108.29 - TCP
Port: https(443)

Allow

Allows the connection request

Block
, S
Blocks the connection request

Treat as
Lets you choose a ruleset to apply

(] Remember my answer Show Activities

Tip: Clicking the 'Show Activities' link at the bottom right will open the Process Activities List dialog. The Process
Activities dialog will display the list activities of the processes run by the application.
The 'Show Activities' link is available only if VirusScope is enabled under 'Settings' > 'VirusScope'. If none of the

processes associated with the application that makes the connection attempt has started before the alert is
generated, the 'Show Activities' link is disabled and will not open the Process Activities List dialog.

COMODO rirewall ?

@D WerFault.exe is trying to connect to the Internet @

Application: WerFault.exe
Remote: 65.52.108.29 - TCP
Port: https{443)

WerFault.exe is a safe application. You can safely allow this request.

1. Carefully read the information displayed in clicking the down arrow in the alert description area. The Firewall
can recognize thousands of safe applications. (For example, Internet Explorer and Outlook are safe
applications). If the application is known to be safe - it is written directly in the security considerations
section along with advice that it is safe to proceed. Similarly, if the application is unknown and cannot be
recognized you are informed of this.
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If it is one of your everyday applications and you want to allow it Internet access to then you should select
Allow.

In all cases, clicking on the name of the application opens a properties window that can help you determine
whether or not to proceed:

COMOD O Firewall

Details
General &l Comodo

@ |WerFE|u|t

Digital Signatu &5 WerFault.exe is trying to connect to the Internet @

- Application:
Type of file:  Application (exe) @ Remote: 22.108.29 - TCP

Description:  Windows Problem Reporting Port: https(443)

Location: C\WindowshSys\WOW6e4 Allow

Size: 254 KB (260,960 bytes) Allows the connection request

Size on disk: 256 KB (262,144 bytes)

Created:  Friday, July 10, 2075, 4:00:34 AM ® Block —

' ) Blocks the connection request
Modified: Friday, July 10, 2015, 4:00:34 AM
Accessed: Friday, July 10, 2015, 4:00:34 AM

Treat as

Attributes: [JReadonly [ ]Hidden

Lets you choose a ruleset to apply

[] Remember my answer Show Activities

If you don't recognize the application then we recommend you Block the application. By clicking the handle
to expand the alert, you can choose to 'Block' the connection (connection is not allowed to proceed), 'Block
and Terminate' (connection is not allowed to proceed and the process/application that made the request is
shut down) or 'Block, Terminate and Reverse' (connection is not allowed to proceed, the process/application
that made the request is shut down and the changes made by the process/application to other
files/processes in the system will be rolled back).
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& Application: WerFault.exe
@ Remote: 65.52.108.29 - TCP

Port: https(443)

Block @
Blocks the connection request

o Block Only
o Block and Terminate

o Block, Terminate and Reverse

Treat as
S~
Lets you choose a ruleset to apply
[ Remember my answer Show Activities

Note: 'Block, Terminate and Reverse' option will be available only if VirusScope is enabled under 'Settings' >
'VirusScope'. Also, if none of the processes associated with the application that makes the connection attempt has
started before the alert is generated, the 'Block, Terminate and Reverse' option will not be available.

2. Ifyou are sure that it is one of your everyday application, try to use the 'Treat As' option as much as
possible. This allows you to deploy a predefined firewall ruleset on the target application. For example,
you may choose to apply the policy Web Browser to the known and trusted applications like ‘Comodo
Dragon', 'Firefox' and 'Google Chrome'. Each predefined ruleset has been specifically designed by Comodo
to optimize the security level of a certain type of application.
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Iﬂ Application: COT.exe
Remote: 74.52.245.958 - ICMPv4

Treat as
Lets you choose a ruleset to apply

o Web Browser

o Ftp Client

o Allowed Application
o Blocked Application

o Outgoing Only

[ Remember my answer Show Activities

Remember to select 'Remember My Answer' for ruleset to be created for the application and applied in
future.

3. Ifthe Firewall alert reports a behavior, consistent with that of a malware in the security considerations
section, then you should block the request AND select 'Remember My Answer' to make the setting
permanent.

Answer HIPS Alerts

Comodo Internet Security generates a HIPS alert based on the behavior of applications and processes running on
your system. Please read the following advice before answering a HIPS alert:
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7
COMODO +ires -
TS5erv.exe is trying to modify a protected
registry key
* |
ke u
o
T55env.exe Modify Key

Allow
Allows the application to perform the action above

above

Treat as
Lets you choose a ruleset to apply

Block
® Blocks the application from performing the action ~

[ Remember my answer Show Activities

Tip: Clicking the 'Show Activities' link at the bottom right will open the 'Process Activities List dialog'. The
Process Activities dialog will display the list activities of the processes run by the application.
The 'Show Activities' link is available only if VirusScope is enabled under 'Settings> VirusScope'. If none of the

processes associated with the application that makes the connection attempt has started before the alert is
generated, the 'Show Activities' link is disabled and will not open the Process Activities List dialog.

1. Carefully read the information displayed after clicking the handle under the alert description. Comodo
Internet Security can recognize thousands of safe applications. If the application is known to be safe - it is
written directly in the security considerations section along with advice that it is safe to proceed. Similarly, if
the application is unknown and cannot be recognized, you are informed of this.
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COMODO nies !

TS5erv.exe is trying to modify a protected

registry key

=t

T5Serv.exe Mod y Key

WARNING! C\Suspicious Files\TrojanSimulator\TSServ.exe is a known
malicious file trying to modify HKLM\Software\Wow6432Node
\Microsoft\Windows\CurrentVersion\Run. You MUST block this
request.

If it is one of your everyday applications and you simply want it to be allowed to continue then you should
select Allow.

If you don't recognize the application then we recommend you select Block the application. By clicking the
handle to expand the alert, you can choose to

»  'Block' - The application is not allowed to run

» 'Block and Terminate' - The application is not allowed to run and the processes generated by it are
terminated thereby shutting down the application

«  'Block, Terminate and Reverse' - The application is not allowed to run, the processes generated by
it are terminated and the changes made by the processes/application to other files/processes in
the system will be rolled back.
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7
COMODO +irs -
TS5erv.exe is trying to modify a protected
registry key
* |
& =
1
T55env.exe Modify Key

Block
® Blocks the application from performing the action
above

o Block Only

o Block and Terminate
o Block, Terminate and Reverse
Treat as
~
Lets you choose a ruleset to apply
[ Remember my answer Show Activities

Note: 'Block, Terminate and Reverse' option will be available only if VirusScope is enabled under 'Settings' >
'VirusScope'.

2. Ifyou are sure that it is one of your everyday applications and want to enforce a security policy (ruleset) to
it, please use the "Treat As' option. This applies a predefined HIPS ruleset to the target application and
allows the application to run with access rights and protection settings as dictated by the chosen ruleset.
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COMODO s ?
TS5erv.exe is trying to modify a protected
registry key
* |
ik an®
5
T55env.exe Modify Key
Treat as C )
Lets you choose a ruleset to apply
o Installer or Updater :
o Allowed Application
o Windows System Application
o Isolated Application
0" Limited Applcation @ v
[ Remember my answer Show Activities

Avoid using the 'Installer or Updater' ruleset if you are not installing an application. This is because treating
an application as an 'Installer or Updater' grants maximum possible privileges onto to an application -
something that is not required by most ‘already installed' applications. If you select 'Installer or Updater', you
may consider using it temporarily with 'Remember My Answer left unchecked.

3. Pay special attention to 'Device Driver Installation' and 'Physical Memory Access' alerts. Again, not
many legitimate applications would cause such an alert and this is usually a good indicator of malware /
rootkit like behavior. Unless you know for a fact that the application performing the activity is legitimate, then
Comodo recommends blocking these requests.

? ?
COMODO wurs - COMODO s -
drvinst.exe is trying to modify a protected file or TS5erv.exe is trying to access TS5erv.exe in
directory @ memory
B i
drvinst.exe Installer or Updater TSServ.exe TSServ.exe
Allow Allow
Allows the application to perform the action above Allows the application to perform the action above
Block Block
Blocks the application from performing the action ~ Blocks the application from performing the action ~
above above
Treat as Treat as
~ ~
Lets you choose a ruleset to apply Lets you choose a ruleset to apply
[] remember my answer Show Activities (] rRemember my answer Show Activities
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4. 'Protected Registry Key' Alerts usually occur when you install a new application. If you haven't been
installing a new program and do not recognize the application requesting the access , then a 'Protected
Registry Key Alert' should be a cause for concern.

COMODO nies !

TSServ.exe is trying to modify a protected
registry key @

‘.
Ba e

TSServ.exe Modify Key

Allow
Allows the application to perform the action above

Block
® Blocks the application from performing the action ~

above

Treat as
Lets you choose a ruleset to apply

[ Remember my answer Show Activities

5. 'Protected File Alerts' usually occur when you try to download or copy files or when you update an already
installed application.

COMODO +rs ? COMODO +ws ?

E unit.exe is trying to modify a protected file or @ E taskhostw.exe is trying to access a protected

directory

unit.exe Installer or Updater taskhostw.exe Access COM Interface
Allow Allow
Allows the application to perform the action above Allows the application to perform the action above
Block Block
Blocks the application from performing the action ~ Blocks the application from performing the action ~
above above
Treat as Treat as

~ ~
Lets you choose a ruleset to apply Lets you choose a ruleset to apply
[0 Remember my answer Show Activities [ Remember my answer Show Activities

Were you installing new software or trying to download an application from the Internet? If you are
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downloading a file from the 'net, select 'Allow', without selecting 'Remember my answer' option to cut
down on the creation of unnecessary rules within the firewall.

If an application is trying to create an executable file in the Windows directory (or any of its sub-directories)
then pay special attention. The Windows directory is a favorite target of malware applications. If you are not
installing any new applications or updating Windows then make sure you recognize the application in
question. If you don't, then click '‘Block' and choose 'Block Only' from the options, without selecting
Remember My answer option.

If an application is trying to create a new file with a random file name e.g. "hughbasd.dll" then it is probably
a virus and you should block it permanently by clicking ‘Treat As' and choosing 'Isolated Application’ from
the options.

6. Ifa HIPS alert reports a malware behavior in the security considerations area then you should 'Block the
request' permanently by selecting the 'Remember My Answer' option. As this is probably a virus, you
should also submit the application in question, to Comodo for analysis.

7. Unrecognized applications are not always bad. Your best loved applications may very well be safe but not
yet included in the Comodo certified application database. If the security considerations section says "If xxx
is one of your everyday applications, you can allow this request", you may allow the request permanently if
you are sure it is not a virus. You may report it to Comodo for further analysis and inclusion in the certified
application database.

8. IfHIPS is in 'Paranoid' mode, you probably are seeing the alerts for any new applications introduced to the
system - but not for the ones you have already installed. If required, you may review files with
'Unrecognized' rating in the 'File List' interface and remove them from the list.

9. Avoid using Trusted Application or Windows System Application policies for you email clients, web
browsers, IM or P2P applications. These applications do not need such powerful access rights.

Answer a Containment Alert

Comodo Internet Security generates a containment alert if an application or a process tries to perform certain
modifications to the operating system, its related files or critical areas like Windows Registry and when it
automatically contained an unknown application.

Please read the following advice before answering a Containment alert:
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COMODO containment ?

iexplore.exe could not be recognized and
requests unlimited access to your computer

@ iexplore.exe
4

Microsoft Corporation

Although Microsoft Corporation has digitally signed their application,
they are not yet whitelisted by us. If you trust Microsoft Corporation

and are installing or updating their application, you can press the "Run
Unlimited" button.

Run inside the Container (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block

Stops execution of the application above

[ Trust this application

1. Carefully read the information displayed after clicking the handle under the alert description. Comodo
Internet Security can recognize thousands of safe applications. If the application is known to be safe - it is
written directly in the security considerations section along with advice that it is safe to proceed. Similarly, if
the application is unknown and cannot be recognized, you are informed of this.

COMODO Containment 4

iexplore.exe could not be recognized and
requests unlimited access to your computer @ )

@ iexplore.exe

Microsoft Corporation

Although Microsoft Corporation has digitally signed their application,
they are not yet whitelisted by us. If you trust Microsoft Corporation

and are installing or updating their application, you can press the "Run
Unlimited” button.
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« If you are sure that the application is authentic and safe and you simply want it to be allowed to continue
then you should select Run Unlimited. If you want the application not to be monitored in future, select
"Trust this application' checkbox. The application will be added to Trusted Files list.

Run inside the Container (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block

Stops execution of the application above

[] Trust this application

« If you are unsure of the safety of the software, then Comodo recommends that you run it with limited
privileges and access to your system resources by clicking the 'Run Isolated' button. See 'Unknown Files:
The Scanning process' for more explanations on applications run with limited privileges.

+ Ifyou don't recognize the application then we recommend you select to 'Block' the application.
Run with Elevated Privileges Alert

The container will display this kind of alert when the installer of an unknown application requires administrator, or
elevated, privileges to run. An installer that is allowed to run with elevated privileges is permitted to make changes to
important areas of your computer such as the registry.

« If you have good reason to trust the publisher of the software then you can click the 'Run Unlimited' button.
This will grant the elevated privilege request and allow the installer to run.

+ If you are unsure of the safety of the software, then Comodo recommends that you run it with restricted
access to your system resources by clicking the 'Run Isolated' button.

- Ifthis alert is unexpected then you should abort the installation by clicking the 'Block' button (for example,
you have not proactively started to install an application and the executable does not belong to an updater
program that you recognize)

+ Ifyou select Trust this application' then CIS will include this to Trusted Files list and no future alerts will be
generated when you run the same application.

Note: You will see this type of alert only if you have enabled 'Detect programs which require elevated privileges e.g.
installers or updaters', and disabled 'Do not show privilege elevation alerts' in containment settings. See
'Containment Settings' for more details.

There are two versions of this alert - one for unknown installers that are not digitally signed and the second for
unknown installers that are digitally signed but the publisher of the software has not yet been white-listed (they are
not yet a 'Trusted Software Vendor').
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COMOI-.)O Containment ? COMOOO Containment W
WideSniffer.exe could not be recognized and iexplore.exe could not be recognized and
requests unlimited access to your computer @ requests unlimited access to your computer @
6 WideSniffer.exe (’é; iexplore.exe
Unidentified Publisher h 0 Microsoft Corporation
Although Microsoft Corporation has digitally signed their application,

Run inside the Container (Default) they are not yet whitelisted by us. If you trust Microsoft Corporation
Runs the application with limited access rights and are installing or updating their application, you can press the "Run

Unlimited" button.

Run Unlimited Run inside the Container (Default)
Grants unlimited access to the application above . N e .
Runs the application with limited access rights

© OO

Grants unlimited access to the application above

[ Trust this application

Block
Stops execution of the application above

. Run Unlimited
Stops execution of the application above

[ Trust this application

Unknown and not digitally signed Unknown and digitally signed but the publisher not
yet whitelisted (Not yet a 'Trusted Vendor')

» Unknown and unsigned installers should be either isolated or blocked.

«  Unknown but signed installers can be allowed to run if you trust the publisher, or may be isolated if you
would like to evaluate the behavior of the application.

Also see:

« 'Unknown Files: The Scanning Processes' - to understand process behind how CIS scans files.
« 'Vendors List' - for an explanation of digitally signed files and trusted software vendors.
Containment Notification

A notification will be shown when an application is automatically run inside the container by the auto-containment
rules.

Application Contained

Hide These Alerts Don't Isolate It Again

» Hide These Alerts - CIS will not show containment alerts if the same application is auto-contained in
future.

« Don'tIsolate It Again - An 'lgnore' rule is added for the application in the Auto-Containment rules. The
application will not be auto-contained in future. See Auto-Containment Rules for more details.
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Answer File Rating Alerts

CIS checks a file's trust rating on our cloud severs as part of a real-time scan. The software can generate alerts
when it finds a file with an 'Unrecognized' or 'Malicious' rating.

You will these alerts if you have disabled 'Do not show popup alerts' in 'Settings' > 'File Rating' > 'File Rating
Settings'.

»  Unknown files - The following alert is shown:

COMOI-_,,O Containment [}

WorkingTimeManagerSetup.exe could not be
recognized and requests unlimited access to your @

computer

g 3 WorkingTimeManagerSetup.exe
t“ﬁu Valeriy Sokolov

Run inside the Container (Default)

Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block

Stops execution of the application above

[ Trust this application
You can choose from these actions:

* Runinside the Container - Executes the program inside the container with limited access rights

*  Run Unlimited - Lets the program run as normal on your computer, outside the container. The file
is added to the file list as a 'Trusted' file. See File List for more details.

+  Block - The program is terminated and not allowed to run.

« Malicious files - The program is automatically blocked and quarantined. You will see the following type of
alert:

I Application Contained

Hide These Alerts Don't Isolate It Again
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« Don't Isolate It Again - Select this option if you are sure you can trust the file.

«  Thefile is marked as 'Trusted" in your local file list, and will be allowed to run without
restriction in future. See File List for more details.

Answer VirusScope Alerts

Comodo Internet Security generates a VirusScope alert if a running process performs an action that might represent
a threat to your privacy and/or security. Please note that VirusScope alerts are not always definitive proof that
malicious activity has taken place. Rather, they are an indication that a process has taken actions that you ought to
review and confirm because they have the potential to be malicious. You can review all actions taken by clicking the
'Show Activities' link.

Please read the following advice before answering a VirusScope alert:

1. Carefully read the information displayed in the alert. The 'More Information' section provides you the nature
of the suspicious action.

COMODO VirusScope ?

.@. Suspicious File Found vt.exe (6348)

Application: ChUsers\Tester\Desktopwt_ver1_10\x64\vt.exe

More information:  GenericInfector.d

Clean (Recommended)
@ Quarantines the file and undoes all of the changes done

by it

Ignore
9 . . S
Ignores the alert and allows the file operation

Show Activities

- Ifyou are not sure on the authenticity of the parent application indicated in the 'Application’ field, you can
safely reverse the changes effected by the process and move the parent application to quarantine by
clicking 'Clean'.

« Ifitis a trusted application, you can allow the process to run, by clicking 'Ignore' and selecting the option
from the drop-down.
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More information:  Generic.Infector.d
Ignore @
gnores the alert and allows the file operation
o Ignore Once
o Ignore and Add to Exclusions
o Ignore and Report as False Alert

Show Activities

» Ignore Once -The process is allowed to run this time only. If the process attempts to execute on
future occasions, another VirusScope alert is displayed.

- Ignore and Add to Exclusions - The file is allowed to run and will not be contained in the future.
See 'Auto-Containment Rules' for help to configure which types of files should be auto-
contained.

- Ignore and Report as False Alert - If you are sure that the file is safe, select 'lgnore and Report as
a False Alert'. CIS will then submit this file to Comodo for analysis. If the false-positive is verified
(and the file is trustworthy), it will be added to the Comodo safe list.

« To view the activities of the processes, click the 'Show Activities' link at the bottom right. The Process
Activities List dialog will open with a list of activities exhibited by the process.

COMODO rrocess Activities List ? a *
Application Activities PID Data &
[wE] [ vtexe 5576

FJ Load image file CAWindows\System32\guards4.dll
] Load image file CA\Windows\System32\imm32.dll
E] Load image file CAWindows\System32\version.dll
] Load image file ChWindows\System32\oleaut32.dll
] Load image file CAWindows\System32\fitLib.dll
] Load image file CAWindows\System32\cmdvrtad.dll
E] Load image file CAWindows\System32\KernelBase.dll
W

CLOSE

E:
Column Descriptions

« Application Activities - Displays the activities of each of the processes run by the parent application.
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. - File actions: The process performed a file-system operation (create\modify\rename\delete file)
which you might not be aware of.

-H- Registry: The process performed a registry operation (created/modified a registry key) which
might not be authorized.

« [ - Process: The process created a child process which you may not have authorized or have
been aware of.

« =1 - Network: The process attempted to establish a network connection that you may not have been
aware of.

« Ifthe process has been terminated, the activities will be indicated with gray text and will appear in
the list until you view the 'Process Activities List' interface. If you close the interface and reopen the
list within five minutes, the activities will appear in the list. Else, the terminated activities will not be
displayed in the list.

»  PID - Process Identification Number.
- Data - Displays the file affected by the action.
Secure Shopping Alert

The 'Secure Shopping Alert' will be displayed whenever a user opens a website that is added to the list of websites
added for Secure Shopping protection. The user can choose to open the website inside the Secure Shopping
environment, with a secure browser window or continue with the current browser. See '‘Comodo Secure Shopping'
for more details.

COMODO secure shopping ?

‘E You are about to visit https://www.pachaiyappas.in

@ @ =
firefox.exe www.pachaiyappas.in

Secure Shopping mode makes you protected from all kinds of attacks
targeting to steal your money or personal data. Learn more

What would you like to do?

Visit with Secure Browser
Requested website will be opened in Secure Browser

@ Visit in Secure Shopping Environment

Requested website will be opened in Secure Shopping
Environment

Continue in Current Browser
Website will be opened in current browser

The options available in the alert are:

« Visit with Secure Browser - The website will open in secure mode (incognito mode) /private mode of the
default browser.

» Visitin Secure Shopping Environment - The website will open using the web browser that is configured for
the secure shopping mode.

«  Continue in Current Browser - The website will open in normal mode using the default browser.
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2. General Tasks - Introduction

e C(lick 'Tasks' > 'General Tasks'

» The general tasks area lets you:

Quickly run antivirus scans
»  Update the virus database
»  Open secure shopping

+  Manage blocked files

»  Get live help from Comodo

COMODO intemet Security - %

|| Secure | All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q,
B . 1
3\ Scan Secure Shopping
W
Cran vour comnoiter for wnicac and couvwars Protect your e-shopping and banking from all
% Scan your computer for viruses and spyware, O—0 | of anline frauds
L " »
Update ﬂ Get Live Support
Run the updater to check for program and virus Get live help from a certified COMODO
database updates. o technician available round the clock
- 1
——= Unblock Applications
é’] Unblock applications previously blocked by the
Security components.
() UPGRADE

See the following sections for help with each area:
» Scan and Clean your Computer
«  Open Secure Shopping
» Manage Virus Database and Program Updates
+  Get Live Support
+ Manage Blocked Applications
+ Instantly Scan Files and Folders

*  Process Infected Files

2.1.Scan and Clean Your Computer

o Click 'Tasks' > 'General Tasks' > 'Scan'

»  CIS leverages multiple technologies, including real-time and on-demand scans, to detect and remove
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suspicious files from your computer.
»  You can also create your own scan profiles to scan specific files, folders and drives.

+  You can schedule automatic scans to run at a set time, and you can also send unrecognized files to
Comodo for analysis.

»  The scan tile in general tasks lets you launch an on-demand scan
Run an on-demand virus scan
+  Click the 'Scan' tile on the CIS home screen
OR
+  Click the scan icon in the widget

OR
o Click 'Tasks' > 'General Tasks' > 'Scan'

Any of these methods will open the scan selection screen:

COMOD O internet Security

SETTINGS

D Secure | All systems are active and running

GEMNERAL TASKS FIREWALL TASKS COMNTAINMENT TASKS ADVAMNCED TASKS

Scan

Scan ;.-'GL@jomputerfor viruses and spyware. O—0 E:in -
1
date Ge
COMODO scan oo
@ Quick Scan LAST SCAN:
1] - e -
‘Cu_fj Scans commonly infected areas and memory. 02-05-2019
Full Scan LAST SCAN:
Scans all the files and folders in the computer. Never
T Rating Scan LAST SCAN:
= : Scans rcor‘jr“lcunly in‘ected areas and memory in the 02-05-2019
——— cloud for file reputation.
Custom Scan
5 -
& Scan files and folders or run custom scan profiles.
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A quick scan will scan commonly infected areas while a full scan will scan your entire computer. The rating scan will
assign a trust rating to all files on your computer. A custom scan lets you choose specific areas to scan.

The following sections explain more about each scan type:
* RunaQuick Scan
*  Run aFull Computer Scan
* RunaRating Scan
*  Run aCustom Scan

+ Scan aFolder

+ Scan aFile

» Create and Schedule a Custom Scan
 Instantly scan individual file/folder

*  Process Infected Files

2.1.1. Run a Quick Scan

«  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Quick Scan'
»  The quick scan profile scans important areas of your computer which are most prone to attack.
« This includes system files, auto-run entries, hidden services, boot sectors, and important registry keys.

- These areas are of great importance to the health of your computer, so it is essential to keep them free of
infection.

»  You can change the settings of a quick scan in 'Settings' > 'Antivirus' > 'Scans'. See Antivirus
Configuration > Scan Profiles for help with this.

Run a Quick Scan
«  Click the 'Scan' tile on the CIS home screen (click here for alternative ways to open the 'Scan' interface)

»  Select 'Quick Scan' from the 'Scan' interface.
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COMODO scan 7 >

7=\, Quick Scan LAST SCAN:
=L

Scans commonly i@cted areas and memory. 02-05-2019

Full Scan LAST SCAN:

Scans all the files and folders in the computer, MNever

i Rating Scan LAST SCAN:
! Scans commonly infected areas and memory in the 02-05-2019

—  cdoud for file reputation.

(V) Custom Scan -
& Scan files and folders or run custom scan profiles.

The scanner will start and first check whether your virus signature database is up-to-date:

COMODO scan ? e O *

TASK: Check for signature updates

STATUS: Virus Database Update (2.5%): Checking for updates...

ELAPSED TIME: 00:00:04

THREAT(S) FOUND: 0

Threat Name

[ Turn off this computer if no threats are found at the end of the scan

m SEND TO BACKGROUND

P

If the database is outdated, CIS will download and install the latest version. Once complete, the scan will begin and
scan progress will be displayed:
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COMODO scn ! = o

TASK: Quick Scan
2 2 % STATUS: C\Windows\SysWOWeS\Macromed\Flash\FlashUtil32_23_0_0_205_pepper.exe
ELAPSED TIME: 00:00:15

THREAT(S) FOUND: 0

Threat Name

[] Turn off this computer if no threats are found at the end of the scan

kA

» You can pause, resume or stop the scan by clicking the appropriate button.

+ If you want to run the scan in the background, click 'Send to Background'. You can still keep track of the
scan progress from the 'Task Manager' interface. (‘Tasks' > 'Advanced Tasks' > 'Open Task Manager')

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 68



Comodo Internet Security - User COMODO

COMODO scan ! miE

TASK: Quick Scan
3 1 % STATUS: CA\Windows\System32\en-US\bootstr.dil.mui

ELAPSED TIME: 00:03:46

THREAT(S) FOUND: &

Threat Name

CAWindows\System32\driversicpil.exe
ApplicUnwnt@#170zjz1489i8z

CAWindows\System32\drivers\cpil.dll
Applicunwnt@#3bk20t53p8215

CAWindows\System32\drivers\CPILZ.dII
ApplicUnwnt@#1mc1h28baizb4

CAWindows\System32\drivers\eicar.com
Malware@*2975xfk8s2pq1

ChAWindows\System32\drivers\CPILSuite.exe
ApplicUnmwnt@#vady2wcOwa7 a6

CAWindows\System32\drivers\Ghost.exe
ApplicUnwnt.Win32.Leaktest.Ghost@57119

< > ow
[ Turn off this computer if no threats are found at the end of the scan

B sToP m SEND TO BACKGROUND

kA
« The results screen shows any malware found by the scan:

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 69



cOMODO

Creating Trust Online®

COMODO scan ! =T

TASK: CQuick Scan

1 00 % STATUS: Scan Finished

ELAPSED TIME: 00:10:28

THREAT(S) FOUND: 7

Threat Name Q Actiani

E ApplicUnwnt.Win32.Leaktest.Ghost@57119

|— L] C\windows\System32\drivers\Ghost.exe " Clean L

E Malware@#2975xfk8s2pq1l

L || C\windows\System32\driversieicar.com " Clean L

E ApplicUnwnt@(#170zjz1489i8z, #3bk20t53p8215, #1mc1h28baizb4, ..)

— L] C\Windows\System32\dnversicpil.exe " Clean L
— L] C\windows\System32\driversicpil.dll W Clean L
— || C\windows\System32\drivers\CPIL2.dll " Clean A
< v

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

«  The results window shows the number of objects scanned and the number of threats (Viruses, Rootkits,
Malware).

»  Use the drop-down menu to choose whether to clean, move to quarantine or ignore the threat. See
'Process infected files' for more details.

Note. You will only see the drop-down menus if '‘Automatically clean threats' is disabled for quick scans in 'Settings'
> 'Antivirus' > 'Scans'. See Scan Profiles for help with this.

2.1.2. Run a Full Computer Scan
«  C(Click 'Tasks' > 'General Tasks' > 'Scan' > 'Full Scan'

«  Afull scan checks every file, folder and drive on your computer. USB and other external drives are also
scanned.

»  You can customize full scans in 'Advanced Settings' > 'Antivirus' > 'Scans'. See Antivirus Configuration >
Scan Profiles for more details.

Run a Full Computer Scan
«  Click the 'Scan' tile on the CIS home screen (click here for alternative ways to open the 'Scan' interface)
«  Select 'Full Scan":
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COMODO scn 7 X
7=\, Quick Scan LAST SCAN:
=11 .
'\g_‘:ﬂ_,j’ Scans commonly infected areas and memary. 02-05-2019

Full Scan LAST SCAN:
Scans all the files W folders in the computer. Never

Il Rating Scan LAST SCAN:

Scans commonly infected areas and memory in the 02-05-2019
cloud for file reputation.

(V) Custom Scan -
& Scan files and folders or run custom scan profiles.

CIS will first check that your virus database is up-to-date:

COMODO scan ? = O *

TASK: Check for signature updates

STATUS: Virus Database Update (2.5%): Checking for updates...

ELAPSED TIME: 00:00:01

THREAT(S5) FOUND: 0

Threat Name

[] Turn off this computer if no threats are found at the end of the scan

B stoP SEND TO BACKGROUND

A

CIS will download any updates before starting the scan:
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COMODO scan ? wE

TASK: Full Scan

STATUS: ch\\Windows)LogsyWindowsUpdate\WindowsUpdate.20161031.153612.351.1.etl

ELAPSED TIME: 00:00:08

Threat Name

c\\Suspicious Files\SDTrestore-0.2.zip|SOTrestore.exe
VirTool.Win32.50TPatch.~A@®93990687

c\\Suspicious Files\KILL.zip|KiLL.exe
ApplicUnwnt@22v0nz4sl0s9nw

chhSuspicious Files\Wallbreaker zip|Wallbreaker/WallBreaker.exe
ApplicUnwnt.Win32.Leaktest. WallBreaker@ 156800

c\\Suspicious Files\TooLeaky.zip[TooLeaky/tooleaky.exa
Application.Win32.LeakTest.~TL@ 1644588

c\\Suspicious Files\aptd.zip|apt.exe
ApplicUnwnt@#1hzrzgjbcgonl

c\\Suspicious Files\Osfwbypass.zip|OSfwbypass/osfwbypass-demo.exe
Application.Win32.LeakTest.~ OSFW@9462027

< >ow
[ Turn off this computer if no threats are found at the end of the scan

B sToP m SEND TO BACKGROUND

A
» You can pause, resume or stop the scan by clicking the appropriate button.

«  Click 'Send to Background' to use fewer computer resources on the scan.

COMODO sendTo Background x

What is a Background Task?
A task which runs in the background without interfering with

your normal PC activities.

Send To Background action, where available, makes the task such as
scanning or updating continue running in the background. These tasks are
going to take longer to complete but resource usage of the computer is
going to be minimal.

Please use Task Manager in order to access them later.

You can keep track of scan progress in 'Tasks' > '‘Advanced Tasks' > 'Open Task Manager'.

« Any detected threats are shown at the end of the scan:
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COMODO scan ! s

TASK: Full Scan

1 00 % STATUS: Scan Finished

ELAPSED TIME: 00:00:13

THREAT(S) FOUND: &0

Threat Name Q.| Action :Clean ---------------------- v =
E Malware@#2975xfk8s2pq
|— | e\ySuspicious Files\eicar.com :_./ Clean |
= aApplicUnwnt.Win32.Leaktest.Ghost@57119
L L] er\Suspicious Files\Ghost.exe :_,/ Clean | L
E | ] e\\Suspicious Files\LeakTest.zip L./ Clean v
E ApplicUnwnt@#3qk2rg00a9k9s
|— LeakTest/leaktest.exe
= | ] e\ySuspicious Files\PCFlank.zip \/ Clean v
< oW

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

A
«  The results window shows the number of objects scanned and the number of threats (viruses, rootkits,
malware).

»  Use the drop-down menu to choose whether to clean, move to quarantine or ignore the threat. See
'Processing the infected files' for more details.

Note: You will only see the drop-down menus if '‘Automatically clean threats' is disabled for full scans in 'Settings' >
'Antivirus' > 'Scans'. See Scan Profiles for help with this.

2.1.3. Run a Rating Scan

»  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Rating Scan'

« Arating scan checks the trust-rating of files and root certificates on your computer. Root certificates are
used by your internet browser to validate the SSL certificates on sites you visit.

«  Trust ratings are as follows:

« Trusted - The file is safe to run. The root certificate was issued by a trusted certificate authority
(CA).

»  Untrusted - The root certificate is not safe. It was not issued by a trusted CA and could be linked
to fraud/phishing websites.

- Unrecognized - Comodo does not currently have a trust rating for the file. Unrecognized files
should be run in the container to prevent them potentially attacking your computer. You can
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simultaneously submit them to Comodo for a trust-rating analysis.

« Malicious - The file is malware. Depending on your settings, CIS will either quarantine the file
immediately or present you with disinfection options.

Run a Rating scan
»  Click the 'Scan' tile on the CIS home screen (click here for alternative ways to open the scan interface)
+  Select 'Ratings Scan'":

COMODO scan ? X
7=\ Quick Scan LAST SCAN:
\Eb:}" Scans commonly infected areas and memory. 02-05-2019

Full Scan LAST SCAN:
Scans all the files and folders in the computer. Never
( L Rating Scan LAST SCAN:
- Scans commonly infected areas and memory in the 02-05-2019
— cdoud for file repu%}un.
Custom Scan
O ~
& Scan files and folders or run custom scan profiles.

CIS will analyze all files on your computer and assign them a trust rating. File ratings are shown as follows when the
scan finishes:
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COMODO rating Scan ? ] O e

Trusted Files: 1954 Running Files: 1086

TRUST LEVEL: . . .
Unrecognized Files: 0 Autorun Files: 887

Malicious Files: 0 Average File Age: 123 months

Trusted Certificates: 43 Untrusted Certificates: 2

File MName Q. Rating Age Autorun Action Clean v 5
Gl Microsoft Root Authority Hi'_, Trusted
Gl BanyanTreeCA Root E untrus... i Clean v
Ggl DigiCert Global Root CA H?_.| Trusted
Ggl Starfield Class 2 Certification Authority Hi_.| Trusted
Gl COMODO REA Certification Authonty H',' Trusted
Gl GlobalSign Root CA Hi'_, Trusted
Gl Entrust Root Certification Authority ﬂ?_.| Trusted
Ggl Starfield Root Certificate Authority - G2 E_.| Trusted
W

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

A

Rating Scan Results Table - Column Descriptions

Column Header Description
File Name The label of the scanned item
Rating The trust level of the file / SSL certificate as per the cloud based analysis. The possible
values are:
e Trusted

»  Untrusted
«  Unrecognized

»  Malicious
Age The length of time the item has been on your computer
Autorun Whether or not the file automatically runs without user intervention.
Action Select how you want to deal with the listed item. See below table:

The drop-down menus on the right let you handle unrecognized and malicious items:
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ertificate Authorty E= Trusted
[RUST FiddlerRoot E;'._ Untrusted Clean - »
L ]
Clean
secure Certificate Authority E: Trusted
Mo Action
e CyberTrust Root B Trusted Trust

»  Clean - Available only for untrusted/malicious items. The threat is placed in quarantine for your
review. Click 'Tasks' > 'Advanced Tasks' > 'View Quarantine' to open this area. You can restore or
permanently delete files from quarantine as required. See Manage Quarantined Items for more
details.

« No Action - Ignores the warning this time only. The file or certificate is not placed in quarantine.
Use this option with caution. The file/certificate will be caught again by the next rating scan you
run.

«  Trust - Assigns a trusted rating to the item. Only select this option if you are sure the item is
trustworthy.

« Files - The file is awarded trusted status in the File List (‘Settings' > 'File Rating' > 'File List).
The file will be excluded from any future rating scans.

«  SSL Certificates - The certificate authority (CA) who signed the certificate is awarded
"Trusted' status. CIS will allow you to connect to sites whose certificates chain to this root.

«  CIS logs all actions taken in the results screen. You can view the logs at ‘Tasks' > 'Advanced Tasks' > 'View
Logs".
« Files - See File List Changes Logs for more details
«  SSL Certificates - See Trusted Certificate Authorities Changes Logs for more details
»  Use the drop-down in the ‘Action’ column header to apply your choice to all listed files:

COMODDO -rating scan ? — O b

Trusted Files: 1107

zed Files: O

TRUST LEVEL:

0.00%

Untrusted Certificates: 2

(U All Files
; A [y
File Mame Q| Rating Age Autonun Action | Mo Action | %
: Clean
G Ihawte Timestamping CA B Trusted
Mo Action
Gy Microsoft Root Certificate Authority E= Trusted Trust
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2.1.4. Run a Custom Scan
«  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan'
« Acustom scan lets you check specific files, folders, drives and areas on your computer.
Run a custom scan
«  Click the 'Scan' tile on the CIS home screen (click here for alternative ways to open the 'Scan' interface)

«  Select 'Custom Scan' from the 'Scan' interface:

COMODO scen ? X
,—é Quick Scan LAST SCAN:
W/ Scans commonly infected areas and memory. 03-05-2013

Custom Scan
Scan files and folders or ruﬁusmm scan profiles,

Folder Scan
Select and scan a folder.

File Scan
Select and scan a file,

|

More Scan Options
Run custom scan profiles.

®

The 'Custom Scan' panel contains the following options:
« Folder Scan - scan an individual folder
«  File Scan - scan an individual file
*  More Scan Options - create a custom scan profile here

2.1.4.1. Scan a Folder

»  C(Click 'Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan' > 'Folder Scan'

«  Folder scans let you check specific folders on your hard drive, CD/DVD, or external device.

Tip: Alternatively, you can quickly scan a folder by dragging it onto the CIS home screen. See 'Scan Individual
Files and Folders' for more details.

Scan a specific folder
«  Click the 'Scan' tile on the CIS home screen (click here for alternative ways to open the 'Scan' interface)
+  Select 'Custom Scan' then 'Folder Scan'
«  Browse to the folder you want to check and click 'OK":
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COMODO scan 7 4

Quick Scan LAST SCAN:
Scans commonly infected areas and memory. 03-05-2019
Custom Scan
@ . ) . s
(// Scan files and folders or run custom scan profiles.
[ — Folder Scan

Select and scan a "t:uII:JEEEj

e Scan

Browse For Folder >

B videos -
w o Local Disk ()
Astrolog
Bistone
Cls
Federal Bank Statements
Old Man Apps

old rman files

Make Mew Folder Cancel

Results are shown at the end of the scan:
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COMODO scan ! mae B

TASK: CAOId Man Apps

1 00 % STATUS: Scan Finished

ELAPSED TIME: 00:00:19

THREAT(S) FOUND: 1

Threat Name Q. | Action ‘Clean v

B BackdoorWin32.Rbot.~gen@117280722

|— L] C\Old Man Apps\poison1ihazard.bin | + Clean v

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

P

The scan results window shows the number of detected threats (viruses, rootkits, malware and so on). You can
clean, move to quarantine, or ignore the threat. See Process infected files for more details.

2.1.4.2. Scan a File

«  Click Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan' > 'File Scan'
- File scans let you check specific files on your hard drive, CD/DVD, or external device.

+  For example, you might have downloaded a file from the internet or dragged an email attachment onto your
desktop and want to scan it for viruses and other threats before you open it.

Tip: Alternatively, you can quickly scan a folder by dragging it onto the CIS home screen. See Scan Individual
Files and Folders for more details.

Scan a specific file
«  Click the 'Scan' tile on the CIS home screen (click here for alternative ways to open the 'Scan' interface)
«  Select 'Custom Scan' > 'File Scan'

»  Browse to the file you want to scan and click 'Open’.

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 79



Comodo Internet Sg___c_;,urity"’f’[]ge rGuide <oMooo

!

CO MOD O Scan fi e
Quick Scan LAST SCAN:
Scans commonly infected areas and memory. 03-05-2019
)] Custom Scan , e
& Scan files and folders or run custom scan profiles.
_:I Folder Scan
Select and scan a folder.

File Scan

Select and sr:.;@a file.

o More Scqn Options
E open X
Loak in: | poison 1 V| @' ? % [
l Mame Date modified Type
|j hazard.bin 26-05-2017 10:54 BIM File
Quick access
Desktop
|
Libraries
This PC
9 ,.
Metwork
File name: hazard e | Open
Files of type: All Files {".7) w | Cancel

Results are shown at the end of the scan:
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COMODO scan ! mae B

TASK: CAOId Man Apps\peoisoniyhazard.bin

1 00 % STATUS: Scan Finished

ELAPSED TIME: 00:02:06

THREAT(S) FOUND: 1

Threat Name Q. | Action | Clean v

B BackdoorWin32.Rbot.~gen@117280722

|— L] C\Old Man Apps\poison1ihazard.bin | + Clean v

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

S

The scan results window shows the number of detected threats (viruses, rootkits, malware and so on). You can
clean, move to quarantine, or ignore the threat. See Process infected files for more details.

2.1.4.3. Create, Schedule and Run a Custom Scan
»  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan' > 'More Scan Options'
»  Acustom scan profile lets you configure your own scan with your own scan settings.

* You can define exactly which files and folders to scan, what time they should be scanned, and configure
scan settings.

«  Once saved, you can select and run your custom scan at any time in the scans interface.
»  See the following for more help:
« Create a Scan Profile
* Run acustom scan
Create a custom profile
»  Click the 'Scan' tile on the CIS home screen (click here for alternative ways to open the 'Scan' interface)
«  Select 'Custom Scan' then 'More Scan Options'

The 'Scans' page shows pre-defined and user created scan profiles. You can create and manage new profiles in this
page:
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/f%«& Quick Scan LAST SCAN:
=) . .
\'\Q:___//” Scans commonly infected areas and memory. Never
Custom 5can
@ i ) B 2
& Scan files and folders or run custom scan profiles.
j Folder Scan
Select and scan a folder.
(™ File Scan
= Select and scan a file,

More Scan Options
Run custom scan profiles.

CD Mﬂ D 0 Advanced Settings 7 - ] b 4

v General Settings -
@ Scans
- Antrvirus

This page allows you to add, remove and edit scan profiles and scheduled scans.

Realtime Scan

w Firewal

v HIPS [ MName Action Last Scan Status
+ Containment ] Manual Scan Scan Never

+ File Rating £ Full scan Scan Never @&
v Advanced Protection M Quick Scan Scan Never m

Website Filtening

Tip: You can also get to this screen by clicking 'Settings' > 'Antivirus' > 'Scans'. ‘

«  Click 'Add' to create a new custom scan profile.
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COMODO scan ? O *

Scan Name: | Old man documents

Define items to be scanned, scanning options and running schedule

TEMS OPTIONS SCHEDULE

[ - = x

Add Files Add Folder Add Area Remaove

Profile

- First, create a name for the profile. The next steps are:
+ Select items to scan
« Configure scan options for the profile (optional)
»  Configure a scan schedule (optional)
Select items to scan
»  Click the 'ltems' button at the top of the scan interface.
You can add items as follows:

« Add File - Add individual files to the profile. Click the 'Add Files' button and browse to the file you
want to include.

» Add Folder - Add entire folders to the profile. Click the 'Add Folder' button and choose the folder
you want to include. All files in the folder are covered by the scan.

« Add Area - Scan a specific region. The choices are 'Full Computer', 'Commonly Infected Areas,
'System Memory' and "Trusted Root Certificate Store'. See screenshot below:
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COMODO scan ? O >

Scan Name: |

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS SCHEDULE

5 ¥ = x

Add Files Add Folde Add Area Remove

——
Profile

COMODO choose a Region 1 X

Entire Computer

Commonly Infected Areas

0000] Memory

‘Eg@ Trusted Root Certification Authorities Store
-

« Repeat the process to add more items to the profile. You can mix-and-match files, folders and areas in your
custom scan.
Configure scan options

»  Click the 'Options' button at the top of the scan interface
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COMODO scan ? O b

Scan Name: ‘ My Personal Scan

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS SCHEDULE

Decompress and scan compressed files

This option allows scanner to decompress archive files e.g. .zip, .rar, etc. during scanning

(] Use cloud while scanning

This option allows scanner to connect to cloud to query file ratings

(] Automatically clean threats Disinfect Threats b

When the threats are identified, perform the selected action automatically

Show scan results window

Show results of scheduled scans and scans launched from a remote management porta

Use heurstics scanning | Low "

Use the selected level of sensitivity while scanning heuristically

¥

O] Limit maximum file size to MB

While scanning, if a file size is larger than specified, it is not scanned

(] Run this scan with | Background v|

Priority of scanner determines how much of the computer resources are used among other tasks

Update virus database before running

This option makes sure the database is updated before running the scan

Detect potentially unwanted applications

Potentially unwanted applications are programs that are unwanted despite the possibility that users consented to
download them.

Apply this action to suspicious autorun processes Ignore "

The selected action will be automatically applied if unrecognized Windows services, autostart entries or

scheduled tasks are detected.

k]

« Decompress and scan compressed files - The scan will include archive files such as .ZIP
and .RAR files. Supported formats include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB
archives (Default = Enabled) .

+ Use cloud while scanning - Improves accuracy by augmenting the local scan with an online look-
up of Comodo's latest virus database. This means CIS can detect the latest malware even if your
virus database is out-dated (Default = Disabled).

+ Automatically clean threats - Select whether or not CIS should automatically remove any
malware found by the scan.

» Disabled = Results are shown at the end of the scan with a list of any identified threats. You
can manually deal with each threat in the results screen. See Process infected files for
guidance on manually handling detected threats. (Defaulf)
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« Enabled = Threats are handled automatically. Choose the action that CIS should
automatically take:

« Quarantine Threats - Malicious items will be moved to quarantine. You can review
quarantined items and delete them permanently or restore them. See Manage
Quarantined Items for more details.

- Disinfect Threats - If a disinfection routine exists, CIS will remove the virus and keep the
original file. If not, the file will be quarantined.

- Show scan results window - You will see a summary of results at the end of the scan. This
includes the number of objects scanned and the number of threats found.

- Use heuristics scanning - Select whether or not heuristic techniques should be used in scans on
this profile. You can also set the heuristic sensitivity level. (Default = Enabled).

Background. Heuristics is a technology that analyzes a file to see if it contains code typical of a
virus. It is about detecting 'virus-like' attributes rather than looking for a signature which exactly
matches a signature on the blacklist. This means CIS can detect brand new threats that are not
even in the virus database.

If enabled, please select a sensitivity level. The sensitivity level determines how likely it is that
heuristics will decide a file is malware:

» Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts.
Despite the name, this setting combines a very high level of protection with a low rate of false
positives. Comodo recommends this setting for most users. (Default)

»  Medium - Detects unknown threats with greater sensitivity than the low setting, but with a
corresponding rise in possible false positives.

« High - Highest sensitivity to detecting unknown threats. This also raises the possibility of more
alerts and false positives.

«  Limit maximum file size to - Specify the largest file size that the antivirus should scan. CIS will
not scan files bigger than the size specified here (Default = 40 MIB).

» Run this scan with - If enabled, you can set the priority of scans on this profile The available

options are:
« High
*  Normal
Low

»  Background.

« Update virus database before running - CIS checks for and downloads the latest virus
signatures before starting a scan (Default = Enabled).

- Detect potentially unwanted applications - The antivirus also scans for applications that (i) a
user may or may not be aware is installed on their computer and (i) may contain functionality and
objectives that are not clear to the user. Example PUA's include adware and browser toolbars.
PUA's are often bundled as an additional utility when installing another piece of software. Unlike
malware, many PUA's are legitimate pieces of software with their own EULA agreements.
However, the true functionality of the utility might not have been made clear to the end-user at the
time of installation. For example, a browser toolbar may also contain code that tracks your activity
on the internet (Default = Enabled).

«  Apply this action to suspicious autorun processes - Specify how CIS should handle
unrecognized auto-run items, Windows services and scheduled tasks.

« lgnore - The item is allowed to run (Default)
« Terminate - CIS stops the process / service

» Terminate and Disable - Auto-run processes are stopped and the corresponding auto-run
entry removed. In the case of a service, CIS disables the service.

¢ Quarantine and Disable - Auto-run processes are quarantined and the corresponding auto-
run entry removed. In the case of a service, CIS disables the service.
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bt =

Note 1 - This setting only protects the registry during the on-demand scan itself. To monitor the
registry at all times, go to 'Advanced Settings' > 'Advanced Protection' > 'Miscellaneous'".

«  See Miscellaneous Settings for more details

Note 2 - CIS runs script analysis on certain applications to protect their registry records. You can
manage these applications in 'Advanced Settings' > 'Advanced Protection' > 'Script Analysis' >
‘Autorun Scans'.

»  See 'Autorun Scans' in Script Analysis Settings for more details
Schedule the scan

»  Click 'Schedule' at the top of the 'Scan' interface.
COMODO scn ? O X

Scan Name: ‘

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS

Frequency: Repeat scan every: hour(s) A
O Do not schedule this task

® Every few hours

O Every Day

O Every Week

O Every Month

Additional Options

[ Run only when computer is not running on battery
[ Run only when computer is IDLE

[ Turn off computer if no threats are found at the end of the scan

k]

Schedule options are:

» Do not schedule this task - The scan profile is created but not run automatically. The profile will
be available for manual, on-demand scans.

»  Every few hours - Run the scan at the frequency set in 'Repeat scan every NN hour(s)’
«  Every Day - Run the scan every day at the time specified in the 'Start Time' field.

«  Every Week - Run the scan on the days specified in 'Days of the Week', at the time specified in
the 'Start Time' field. You can select the days of the week by clicking on them.

«  Every Month - Run the scan on the dates specified in 'Days of the month', at the time specified in
the 'Start Time' field. You can select the dates of the month by clicking on them.

*  Run only when computer is not running on battery - The scan only runs when the computer is
plugged into the power supply. This is useful when you are using a laptop or other mobile device.
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*  Run only when computer is IDLE - The scan will run only if the computer is in an idle state at the
scheduled time. Select this option if you do not want the scan to disturb you while you are using
your computer.

Turn off computer if no threats are found at the end of the scan - Will turn off your computer if
no threats are found during the scan. This is useful when you are scheduling scans to run at
nights.

*  Run during Windows Maintenance - Only available for Windows 8 and later. Select this option if
you want the scan to run when Windows enters into automatic maintenance mode. The scan will
run at maintenance time in addition to the configured schedule.

«  The option 'Run during Windows Maintenance' will be available only if '‘Automatically Clean
Threats' is enabled for the scan profile under the 'Options' tab. See the explanation of
Automatically Clean Threats above.

Note: The scheduled scan will run only if the scan profile is enabled. Use the switch in the 'Status' column to toggle
a profile on or off.

»  Click 'OK' to save the profile.
The profile will be available for deployment in future.

COMODO Advanced Settings 7 — O %

General Settings
o @ Scans
Antivirus

This page allows you to add, remove and edit scan profiles and scheduled scans.

£

Realtime Scan

~ Firewall SEmaNE

~ 4IPS =] Mame Action Last Scan Status
v Containment [ Manual Scan Scan Mever

v File Rating 1 Full Scan Scan Never aD
~ Advanced Protection 0 Quick Scan Scan Mever m

Website Filterin
g Old man documents can Never )

Run a custom scan
«  Click 'Tasks' > 'General Tasks' > 'Scans'
»  Click 'Custom Scan' and select 'More Scan Options'
The 'Scans' pane will open with a list of existing scan profiles:
+  Click the 'Scan' link in the 'Action’ column of profile you wish to run:
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COMODQO Advanced settings 2 - O x

w General Settings
o @ Scans
— Antivirus
Realtime Scan This page allows you to add, remove and edit scan profiles and scheduled scans.

v Firewall Edit Remove

v HIPS [E Mame Action Last Scan Status

v Containment O Manual Scan Scan Mever

~ File Rating O  Full 5can Scan Never m

v Advanced Protection & Quick Scan Scan Never m
Website Filtering Cld man documents Mever m

The scan will start immediately. Results are displayed afterwards:

COMODO scan ? — O *

TASK: Old man documents

1 00 % STATUS: Scan Finished

ELAPSED TIME: 00:00:40

THREAT(S) FOUND: 1

Threat Name C, | Action |_Clean »

E Malware@#2975xfk8s2pq1l

|— || Chold man files\eicar_com\eicar.com | " Clean -

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

A

The results screen shows the number of detected threats and lets you decide what to do with them. You can clean,
move to quarantine or ignore the threat. See Process infected files if you need help to decide.
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2.2.Secure Shopping Settmgs

Click 'Tasks' > 'General Tasks' > 'Secure Shopping'

«  Secure shopping delivers total protection for online banking and shopping by ensuring you connect to those
sites from inside an highly secure virtual environment.

«  This creates a threat-resistant tunnel between you and the website which cannot be monitored or attacked
by other processes on your computer.

»  Secure shopping is covered in more detail in Comodo Secure Shopping.

Open Secure Shopping:
«  Click 'Tasks' > 'General Tasks' > 'Secure Shopping'
COMOD O ntemnet Security o X
SETTINGS
GEMNERAL TASKS FIREWALL TASKES CONTAINMENT TASKS ADVANCED LS Q

Secure Shopping

Prote your e-shopping and banking from all

2y Scan
Scan your computer for viruses and spyw klnds onlme frande
Update — Get Live Support
Run the updater to check for program and virus Get live help from a certified COMODO

database updates. technician available round the clock,
- X
Unblock Applications
dﬁ Inblock apphcations previously blocked by the
security components
'3 UPGRADE

OR
«  Click the 'Secure Shopping' icon from the CIS Desktop widget
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e

» Alternatively, double-click the secure shopping desktop shortcut:

When you start the application, a welcome screen will appear which explains the benefits of secure shopping:

CO M O D O Secure Shopping

Corodo Secure Shopping provides unbeatable security for online banking and shopping
sessions by ensuring you connect to those websites from within a security-hardened
browsing environiment, Browsers running in the secure environment are isolated from any
potentially hostile processes running on your computer

® Hides sensitive online data frorm other processes running on your PC
® Prevents key-loggers from recording your keystrokes

® ‘Warns ywou if there is a remote connection to your computer

® Ztops hackers and malware from taking screenshots of wour session

® [Detects fake 550 certificates to stop man-in-the-middle attacks

Learn more

Do not show this window again

»  Check 'Do not show this window again' to disable the welcome screen in future.
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2.3.Manage Virus Database and Program Updates

»  Click 'Tasks' > 'General Tasks' > 'Update'

In order to guarantee continued and effective antivirus protection, it is imperative that your virus database is kept up
to date. Updates can be downloaded manually or automatically.

‘ Prerequisite - You must be connected to the internet to download updates.

Manually check for the latest virus and program updates

e C(lick 'Tasks' > 'General Tasks'
«  Click the 'Update' tile:

CDMDDO Internet Security = bt
SETTINGS
|| Secure All systems are active and running
GENERAL TASKS FIREWALL TASES CONTAINMENT TASKS ADVAMNCED TASKS C"
x . X
2y 5can Secure Shopping
Scan your computer for viruses and spyware. —— Protect your e-shopping and banking from all

kinds of online frauds.

- e d
Update Get Live Support ’
Run the updater tq check for program and virus Get live help from a certified COMODO
database update% technician available round the clock.
- X
Unblock Applications
dﬁ Inblock apphcations previously blocked by the
EC:LI'i'.'; components
i UPGRADE

Signature updates are downloaded first if they are available:
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COMODO update ? . B =

1 8(y TASK: Install signatures
(o)

STATUS: Finalizing...

TASK STATUS
@ Check for signature updates Completed
@ Download signatures Completed
Install signatures In Progress (90.0%)

View Logs

m STOP SEND TO BACKGROUND
e

1

The updater then checks for web filter, VirusScope, and program updates:

COMODO update ? - O X

8 0 (y TASK: Check for program updates
o)

STATUS:

TASK STATUS

@ Check for signature updates Completed

@ Download signatures Completed

@ Install signatures Completed

@ Check for websites database updates Completed

@ Check for recognizer updates Up to date
Check for program updates In Progress

View Logs

m STOP SEND TO BACKGROUND
"

CIS will ask you to confirm the update at the following dialog:
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co MOD O Internet Security X
Updates are ready to be installed.
Would you like to install them now?

»  Click 'Yes' to begin installation.

You need to restart the computer to complete the update process. You can restart immediately or postpone the
restart until later:

COMOD O intemet security ?

Restart Computer
Your computer needs to be restarted to complete the process.

S
/

=
N

You may choose to restart it now or postpone this to a later time.

Remind me in:

30 minutes bt

RESTART NOW POSTPONE

Automatic Updates

By default, Comodo Internet Security automatically checks for and downloads database and program updates. You
can modify these settings in 'Settings' > 'General Settings' > 'Updates’.
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COMODQO Advanced Settings ? e = x
— General Settings
@ Updates
User Interface
Check for program updates every 1 ] day(s)
Logging Automatically download program updates
5 ; If checked, program updates will be automatically downloaded. You will still need to
Configuration choose when to install them.
w Antivirus - Automatically install program updates in critical situations (system restart may be
! required)
w Firewall
B Check for database updates every |5 -:_| |h0ur(s] v
Fa
~ Containment Options
~ File Rating U] Do not check for updates if | am using these connections
v Advanced Protection (] Do not check for updates if running on battery

Website Filtering [ Check for updates during Windows Automatic Maintenance

Proxy and Host Settings

_ m,
B

You can also configure Comodo Antivirus to download updates automatically before any on-demand scan. See
'Scan Profiles' for more details.

2.4.Get Live Support

»  Click 'Tasks' > 'General Tasks' > 'Get Live Support'
«  Comodo GeekBuddy is a chat based support service provided by friendly computer experts at Comodo.

« If you experience issues with your computer, you can start a chat session with our technicians and get them
to fix the problem. If you allow, they can even establish a remote connection to your PC and apply fixes right
in front of your eyes.

«  GeekBuddy is included with CIS Pro and Complete.
Initiate a chat session and get live support

«  Click 'Tasks' > 'General Tasks'

»  Click the 'Get Live Support' tile
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COMDD 0 Internet Security = >
£ HOME SETTINGS
| | Secure | All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVAMCED TASKS Q
1 1

> Scan E Secure Shopping
Scan your computer for viruses and spyware. e L -':-:'__h:-|.‘p_n:1 and banking from all
! kinds of enline frauds.
Update
Run the updater to check for program and

= Get Live Support
Geg live help from a certified COMODO
database updates. t ician available round the clock.

1

Unblock Applications

dﬁ Inblock apphcations previously blocked by the
security components.

See 'Comodo GeekBuddy' for more details about the service.

2.5.Manage Blocked Items

»  Click 'Tasks' > 'General Tasks' > 'Unblock Applications'
«  Afile may be blocked by any one of the antivirus, containment, firewall or HIPS components.

«  The unblock applications screen lets you review all blocked files and release those you consider safe. You
can also assign a new frust rating to a blocked file. CIS will handle the file based on the rating in future.

«  If you unblock an item, CIS will automatically make changes to allow it to run in future. The change made
depends on the component which blocked the file:

«  Antivirus - The item is added to the scan exclusion list. Click 'Settings' > '‘Advanced Protection’
> 'Scan Exclusions' to manage this list.

« Firewall - An 'Allow' rule is added to application rules. Click 'Settings' > 'Firewall' > 'Application
rules' to manage these rules.

«  Containment - An 'Ignore' rule is added to containment rules. Click 'Settings' > '‘Containment' >
'Auto-containment' to manage these rules.

*  HIPS - An 'Allow' rule is added to HIPS Rules. Click 'Settings' > 'HIPS' > 'HIPS Rules' to manage
these rules.

*  You can unblock from all components, or only the component that blocked it.
View and manage blocked applications
»  Click Tasks" 'General Tasks' tab

«  Click the 'Unblock Applications' tile
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SETTINGS

g Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS

Scan Secure Shopp
Scan your computer for viruses and spyware. e

kinds of

Update = Get Live Supp:
@ Run the updater to check for program and virus Get live

database updates.

Unblock Applications
Unblock appliﬁ;]:\ns previously blocked by the

security compotents.

COMODO unblock Applications ? O ®

If you unblack an application in this list, it will be considered safe and not be blocked in the future.

O  vendor Q. Ppath ),  Last Blocked T] Blocked by Q
| BitTorrent Inc (‘} CA\Users\giri \AppData\Roami... 4/30/2019 2:43:44 PM :lll: HIPS

O Microsoft Windows [aF C\Windows\System32\smarts... 4/30/2019 2:47:24 PM m HIPS

O | CASuspicious\eicar_com\eicar.... 4/30/2019 2:39:55 PM ﬁ Containment

| ] CA\Suspicious\poisonlismb-b_... 4/30/2018 2:43:03 PM ﬁ Containment

O @ C\Program Files (x86)\LanthAL.. 4/30/2019 2:45:31PM Jal HIPS

O || CASuspicious\AntiTest\AntiTes... 4/30/2019 2:49:03 PM @ Antivirus

Unblock Applications - Column Descriptions

Column Header Description
Vendor The publisher of the blocked application.
Path The install location of the blocked application
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Last Blocked Date and time the application was most recently stopped from running.
Blocked by The security component that stopped the application from running. Can be 'Antivirus',
'HIPS', 'Firewall' or 'Containment'.

»  Click any column header to sort items in alphabetical order
The interface allows you to:

* Unblock items and allow them to run

« View item details and assign a trust rating

« Remove an item from the list

* Purge an item in the list
Release blocked ltems

«  Click Tasks" 'General Tasks' tab

«  Click the 'Unblock Applications' tile

«  Select an item or items from the list

«  Click 'Unblock' at the top-right

COMO DO unblock Applications ? O *

If you unblock an application in this list, it will be considered safe and not be blocked in the future.
"

v x

Unblock Remove
F

Unblock for component(s) shown in 'Blocked by' column C, Last Blocked ] Blocked by Q

Unblock for all security components

»  Unblock for component(s) shown in '‘Blocked by' column - Item will only be released from the
security component that blocked it.

»  Unblock for all security components - ltem will be released from all security components
See the intro for a list of the rules that are created per-component for unblocked items.

Example:

In the example shown below, 'LanTime.exe' was blocked by HIPS.

COMO DO unblock Applications ? O ®

If you unblock an application in this list, it will be considered safe and not be blocked in the future.

o ®

Unblock Remove

O Vendor Q) | ~ path Q1 Last Blocked (5 Blocked by Q
@y C\Program Files (x86)\Lantii\L... 4/30/2019 2:45:31 PM m HIPS
n 0 Cf | U.nblocl-:l '1 Unbl;ﬁ: for compeonent(s) shown in 'Blocked by’ column
| File Details Unblot for all security components
U q Remove om\eicar... 4/30/2019 2:39:55 PM Containment

! Purge
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« If you unblock the file, an ‘Allowed Application' rule is created in HIPS.

+ Toview the rule:
+  Click 'Settings' > 'HIPS' > 'HIPS Rules'
»  Select the application and click 'Edit"

COMOD O ~dvanced Settings

w (General Settings
i HIPS Rules

v Antivirus

The following HIPS rules are active on this computer

w Firewall
; : A Edit Remove Move Up Mowve Down
HIPS Settings
Applicatich QL Treatas
Riilosote . & C:\Prodram Files (x86)\LantiviLantiv Timetable... Custom rulese
Protected Objects =] Chywinflows\System32\RuntimeBroker.exe Custom rule
COMODO Hipsrule 1B X
Mame: | C\Program Files (xB6)\LantiviLantiv Timetabler 6.2.36\LanTime.exe | | Browse 1'|
® Use Ruleset: |f-\|lowed Application v|

(O Use a Custom Ruleset

55 RIGHTS PROTECTIOM SETTIMNGS

fccess Mame Action Exclusions &
= Run an executable Ask Modify (0v0)
6 Interprocess memory accesses Allow Modify (040
al Windows/WinEvent hooks Allow Modify (W0
B® processes’ termination Allow Modify (W)
¥ Device drivers' installation Allow Modify (0\D)
W

kA

View item details and assign a trust rating
»  Click 'Tasks" 'General Tasks' tab

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 99



cOMODO

Creating Trust Online®

+  Click the 'Unblock Applications' tile

» Right-click on an item and choose 'File Details' from the context sensitive menu.

COMODO unblock Applications ?

If you unblock an application in this list, it will be considered safe and not be blocked in the future

v x 9]
Unblock Rermowe Purge
[l Vendor Q. | Path Q| Last Blocked 71 Blocked by
[l BitTorrent Inc @ C\Users\gin1\AppData\Roa...  4/30/2019 2:43:44 PM Eé HIPS
Q C\Bistone\Hotel Manageme... 4/30/2019 3:48:00 PM E HIPS

0  Microsoft Windg SS""S_E“"EE'-.sn'ua!"_... 4/30/2019 2:47:24 PM H

COMODOQO rile Details i x

OVERVIEW FILE RATING

Q File Name: Jump to Folder
BiHMS exe

File Rating: Unrecognized
First Observed: 4730/2019 1:34:08 PM
Last Quarantined: (nfa)
Certificate Signer (nfa)
Crigin: (unknown)
Created by (unknown)
File Hash (SHA-1): E94823042B6E94EDDBADBABD28C42T9760E2C502

The 'File Details' dialog has two tabs:

*  Overview
» File Rating
Overview

The 'Overview' tab shows general details such as the file rating, discovery date, hash value and publisher (signer):
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COMOD O File Details ! X
OVERVIEW FILE RATING
Q File Name: Jurp to Folder
BiHMS. exe

File Rating: Unrecognized
First Observed: 4/30/2019 1.34:08 PM
Last Quarantined: (n/a)
Certificate Signer: (n/a)
Crigin: (unknown)
Created by (unknown)
File Hash (SHA-1): E94823042B6E94EDDBADBABDZBC42TOTRRE2CSD2

«  Click the file name to open the Windows 'File Properties' dialog.

«  Click 'Jump to folder' to open the folder containing the file in Windows Explorer, with the respective
file selected.

File Rating
«  Shows the file's current trust rating from Comodo and lets you set your own rating:
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COMOD O File Details K
OVERVIEW FILE RATI
Final Rating: Unrecognized
Provider Drate File Rating
User Rate Mow
Comodo H Unrecognized

«  Click the 'Rate Now' link beside 'User' and choose the rating from the drop-down

COMODO File Details o
OVERVIEW FILE RATING
Final Rating: Unrecognized
Provider Date File Rating
User __Rate \Jt_:gx_*-{_
[ Unrecognized
Comodo E Trysted
{ ious

The options available are:

« Trusted - The file is considered safe and allowed to run without any alerts

«  Unrecognized - The file is neither definitely safe nor definitely malicious. The files privileges are
determined by your HIPS settings ('Settings' > 'HIPS').

« Malicious - The file will be deleted or placed in quarantine.
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COMODO File Details Bn
OVERVIEW
Final Rating: Trusted
Provider Date File Rating
User 4/11/2019 5:03:56 PM Trusted
Comodo ﬂ Unrecognized

« Click 'OK".
»  Your new rating is applied to the file as a 'User Rating'.
+  Click 'Settings' > 'File Rating' > 'File List' to view the file and its rating.
Remove an application from the 'Unblock Applications' list
+  Click 'Tasks"> 'General Tasks' tab
»  Click the 'Unblock Applications' tile
«  Select an item from the list
«  Click the 'Remove' button at the top
«  Alternatively, right-click on an item and choose 'Remove' from the context sensitive menu.
Purge Files from the '‘Unblock Applications’ list

CIS checks whether the files in the list are still installed at the path stated. Files that are no longer present are
removed from the list.

»  Click Tasks" 'General Tasks' tab

»  Click the 'Unblock Applications' tile

«  Click the 'Purge' button at top-right

- Alternatively, right-click on an item and choose 'Purge' from the context sensitive menu.

2.6.Instantly Scan Files and Folders

»  You can scan individual files or folders instantly to check whether they contain any threats.

« This is useful if you are wary about an item you have copied from an external source or downloaded from
the internet.

Instantly scan an item

«  Click 'Advanced View' at the top right of the home screen.
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» Drag and drop the file into the 'Drop Files to Scan' (or click the ‘Scan' link inside the box and navigate to the
item).

I 5 | poison

Home Share View
= D o Cut o Moveto 3 Delete - I"%, W 3]~ Bl se

=% =] Copy path Fuils i Sele
Pinto Quick Copy Paste _ B SuhinS Mew Properties
access [#] Paste shortcut G Copy o . omme folder > £ G Inver
Clipboard Organize Mew Open
e S » ThisPC » Local Disk (C:) # Suspicious » poisond w Search poison’
P
Mapns Date modified Type

7 Quick access
[ Desktop o
* Downloads -

D hazard.bin 26-05-2017 10:54 BIM File

Z| Documents L 4

| Pictures

COMDGO Internat

SETTING.S i BASIC VIEW

E‘/ Secure | Allystems are active and running |

J Antarnus Stateful =] Auto-Containment Enable Eirewall
1 Hies Safe Made INBOUND OUTBOUND
: w0 . 51
Drop Files Here to Scan (E% Vinetrnnes -
L NS COPE = opera.exe x s 99.74%
= swchost.exe 0.26%
r‘]? Website Filtering Enabled
@ DETECTED THREATS: 15 CONTAINED APPS: 0 {#l NETWORK INTRUSIONS: 0
O LAST UPDATE: 48 minutes ago rj UNRECOGMNIZED FILES: 39 IEI BLOCKED APPLICATIONS: 13
{1 UPGRADE
OR

» Right click on a file and select 'Scan with Comodo antivirus' from the context sensitive menu
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| = | poisonl

Home Share Wiew
= = Cut A
D b Cu &« Moveto = M Delete ~ g |Vi" .

w Copy path

Pin to Quick Co Paste - Mew Properties
access e [#] Paste shortcut i copyto =1 Renaene folder pv ]
Clipboard Organize Mew Open
e . » ThisPC » Local Disk (C:) » Suspicious » poisond w | { Searc
Mame Date modified Type
7 Cuick access
D hazard.bin 26-05-2017 10:54 BIM
B Desktop
Open with
‘ Downloads - :
T-Zip 5
a Documents - CRC SHA 5
& | Pictures e S
< @ scan with COMODO antivirus >
i ODO cotain
1= Share

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

The item will be scanned immediately.

«  The scan results screen will be displayed.
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COMODO scan ? . 2 x

TASK: CASuspiciousipoison1yhazard.bin
STATUS: Scan Finished

ELAPSED TIME: 00:00:23

FOUND: 1

Threat Name Q| Action | Clean v

= Backdoor.Win32.Rbot.~gen@117280722

|— || CASuspicious\poison1yhazard.bin | " Clean L4

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

A

You can choose to clean, quarantine or ignore the threat. See Process infected files for more details.

2.7.Process Infected Files

The results table at the end of a scan lists all detected threats:

COMODO scn ? = [l X

TASK: Full Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:00:11

OUND: 172

Threat Name

E ApplicUnwnt.Win32.Leaktest.Ghost@57119

}» L | e\\Suspicious Files\Ghost.exe i +" Clean v
|— L | CA\Suspicious Files\Ghost\Ghost.exe i +" Clean v
B | ] e\Suspicious Files\aptd.zip ! + Clean v

E ApplicUnwnt@#1hzrzgjbegonl

|— apt.exe

El | ] CASuspicious Files\All_tests\LeakTest.zip ! +" Clean v

E ApplicUnwnt@#3gk2rg00a9k9s

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

g

«  Use the drop-down menus to apply actions to individual files:
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= ApplicUnwnt.win32.Leaktest.Ghost@57119

}— || e\\Suspicious Files\Ghost.exe } | + Clean v
| +" Clea

|| €A\Suspicious Files\Ghost\Ghost.exe

— Ignore Once

~+ Add to Trusted Files
(D Report as a False Alert
—+ Add to Exclusions

»  Oruse the 'Action’ drop-down at top-right to apply your choice to all threats.

COMODO scan ? 7 = X

TASK: Full Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:00:11

THREAT(5) FOUND: 172

. Lal
Threat Name Q. Action | Clean v

Clean

=l ApplicUnwnt.Win32.Leaktest.Ghost@57119

| Ignore Once

Suspicious FilaciGhost.exe Cle| add to Trusted Files
Report as a False Alert

Add to BExclusions

Available actions are:

«  Clean - The virus is removed from the file if a disinfection routine is available. The clean file is the left at its
original location. If no routine exists, the file is placed in quarantine for your review. Click 'Tasks' >
‘Advanced Tasks' > 'View Quarantine' to view this area. See Manage Quarantined Items for more details.

« Ignore Once - Allows the file to run this time only. The file will still get flagged as a threat by future antivirus
scans.

« Add to Trusted Files - Creates an exception for the file by giving it a 'Trusted' rating in the File List
('Settings' > 'File Rating' > 'File List'). The AV scanner will not detect the file as a threat in future scans. Only
select this option if you are sure the file is trustworthy.

« Report as a False Alert - Sends the file to Comodo for further analysis. Submitting a false positive will also
add the item to trusted files, so it won't get flagged by future scans. The file will be added to the global
whitelist if Comodo confirms the false-positive.

«  Add to Exclusions - Creates an exception for the file so it won't get flagged by future virus scans. You can
review exclusions at 'Settings > 'Advanced Protection' > 'Scan Exclusions'. The file's trust rating does not
change.

Click 'Apply Selected Actions'. The result is shown in the 'Actions' column:
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COMODO scan ! i = X

TASK: Full Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:00:11

OUND: 172

. ]
Threat Mame Q. | Action | Clean A

0

-
LL

ApplicUnwnt.Win32.Leaktest.Ghost@57119

c\\Suspicious Files\Ghost.exe Cleaned
ChSuspicious Files\Ghost\Ghost.exe Cleaned
= c\\Suspicious Files\aptd.zip Cleaned

E ApplicUnwnt@#1hzrzgjbegoni

apt.exe

=

E CASuspicious Files\All_tests\LeakTest.zip Cleaned

= ApplicUnwnt@#3qk2rg00a9k9s

Turn off this computer if no threats are found at the end of the scan

CLOSE

3. Firewall Tasks - Introduction

»  Click 'Tasks' > 'Firewall Tasks'
»  The firewall offers the following main benefits:

«  Monitors all network traffic to protect your computer against inbound and outbound threats
»  Hides your computer's ports from hackers
+  Blocks malicious software from transmitting your confidential data over the internet.

«  The firewall tasks area lets you configure internet access rights per-application, stealth your computer ports,
view active connections, and even block all traffic in and out of your computer.

» Inaddition to this tasks screen, you can also configure advanced firewall settings at 'Settings' >
'Firewall'.
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COMODO intemet security TN
€ HOME
|| Secure | All systems are active and running
GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVAMNCED TASKS O‘
N — * +
= Allow Application s Manage Networks
v Allow an application to connect to the internet ff;l ';'”U".' or b UJ'L‘.’]ITEL:IUI.J ;HP.I ot
computers in detected networks,
- - " - - '
= Block Application Q=7 Stop Network Activity
8 Block an application from accessing the internet l '(E-"I Block all network activity to and fram this PC
-+ . . »
Stealth Ports \I/T View Connections
@ Manage this PC's network visibility from other Q View applications which are connected to the
PC's internet,

(1 UPGRADE

See the following sections for help with each area:
» Configure internet access rights for applications
» Manage network connections
+  Stop all network activity
»  Stealth your computer ports

» View active Internet connections

3.1.Configure internet access rights for applications

«  Click Tasks' > 'Firewall Tasks' > 'Allow Application' or 'Block Application’
«  The firewall tasks screen lets you quickly allow or block applications from accessing the internet.
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COMODO intemet Security - *

|| Secure | All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ~ ADVANCED TASKS Q,
j _— * ) 5
= Allow Application = Manage Networks
v Allow an application to connect to the internet ff;;:] Allow or block connections from other

computers in detected networks,

+ L
= Block Application Q=7 Stop Network Activity
a Block an application from accessing the internet / '{E‘I Block all network activity to and from this PC
. .
» . . »
Stealth Ports \I/T View Connections
@ Manage this PC's network visibility from other Q View applications which are connected to the
P internet,

(1 UPGRADE

Allow an application to connect to the internet

«  Click 'Tasks' > 'Firewall Tasks'

+  Click 'Allow Application'

»  Browse to the main executable file of the application

«  Click 'Open".

«  This will create an 'Allow Request' rule for the application in 'Settings' > 'Firewall' > 'Application Rules'
Block an application's Internet access rights

«  Click 'Tasks' > 'Firewall Tasks'

+  Click 'Block Application'

»  Browse to the main executable file of the application

«  Click 'Open".

«  This will create an 'Block Request' rule for the application in 'Settings' > 'Firewall' > 'Application Rules'

See 'Application Rules' for more info about creating internet access rules.

Tip: If you plan to regularly allow/block applications, right-click on the appropriate tile then select 'Add to Task Bar'.
You can then quickly access the action on the CIS home screen and the widget:
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/
!

- »
— Allow Application
v o
Allow an application to connect to the Internet.
N - »*
—— Block Application
E’ Block an application from accessing the Internet.

Add to Task Bar

Stealth Ports
@ Manage this PC's network visibility from other

PC's,

COMODO

Secure
®

Block Application Scan

Clean Endpoint Update

3.2.Manage Network Connections

«  Click Tasks' > 'Firewall Tasks' > 'Manage Networks'

«  The manage connections interface lets you quickly view all wired and wireless networks to which your
computer is connected.

»  The lower half of the panel show each network's name, IP address and gateway.
*  You can choose to allow or block a connection from this interface

View all network connections
«  Click 'Tasks' > 'Firewall Tasks'

«  Click 'Manage Networks'
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COMODO Manage Networks ? x

10.108.51.131, 192.163.10.2

DESKTOP-RVN7U18 (This Computer
//;___\\\ (T puter)
o 2a02:1788:4ff:c330:3822:fa37:5351:4a76, fel0...

Work #3

IP In 10.108.51.131/24, 2302:1788:4ff:c331 IP In 192.168.10.2/24, fe80:18%e:3e55:...

Gateway: 10.108.51.1

+ TRUST NETWORK > BLOCK NETWORK + TRUST NETWORK > BLOCK NETWORK
o o | owen

»  Use the handles (< >) to scroll through all available networks or computers

Work #1
/r,BE\\ /r,BE\\

»  Trust Network and Block Network - You can trust or block a network by clicking the appropriate button
under the network in question. You will no receive any inbound or outbound traffic from blocked networks.

» Refresh - Reloads the list with the latest network connections. Click this button if you have recently made
network changes that are not yet visible in the interface.

- To view, create or block Network Zones, click 'Settings' > 'Firewall' > Network Zones'.

3.3.Stop All Network Activities

«  Click 'Tasks' > 'Firewall Tasks' > 'Manage Networks'

«  The 'Stop Network Activity' feature terminates all inbound/outbound communication between your computer
and outside networks (including the internet).

+  Connections will remain closed until you re-enable them by clicking 'Restore Network Activity'.

This lets you quickly take your computer offline without having to delve into Windows network settings, and
without unplugging cables.
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COMD D 0 Internet Security

 HOME SETTINGS
|| Secure All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVAMCED TASKS Cl\
icati ’ M Network *
=1 Allow Application s anage Networks
Allow an application to connect to the internet. ‘(F Allow or block connections from other

computers in detected networks.

Block Application Stop Network Activity

Block an application from accessing the in Block all network activity to and from this PC.

» . - *
Stealth Ports J, View Connections
@ Manage this PC's network visibility from other I‘q’:] View applications which are connected to the
PC's internet.
{1 UPGRADE

Manage network activities from your computer:
«  Click 'Tasks' > 'Firewall Tasks'

Click 'Stop Network Activity' to disconnect your computer from all networks
Click 'Restore Network Activity' to re-enable connectivity

b 4

& Restore Network Activity Q=75 Stop Network Activity

Restore all network activity to and from this PC. fﬁé‘]’ Block all network activity to and from this PC,

Restoring activity just re-enables your existing firewall rules. Therefore, any networks that you have
previously blocked in 'Manage Network Connections' or 'Network Zones' will remain blocked.

You can assign networks into network zones in the 'Network Zones' area
You can configure rules per network zone in the 'Global Rules' area

You can view all network connections and enable/disable connectivity on a per-network basis in the
Manage Network Connections' area

3.4. Stealth your Computer Ports

Click "Tasks' > 'Firewall Tasks' > 'Stealth Ports'

Port stealthing is a security feature which hides your ports to the outside world, providing no response to
port scanners.

What is a port?
Your computer sends and receives data through an interface called a 'port'. There are over 65,000 numbered ports
on every computer - with certain ports being traditionally reserved for certain services. For example, your machine
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almost definitely connects to the internet using ports 80 and 443. Your email application connects to your mail
server through port 25. A 'port scanning' attack consists of sending a message to each of your computer ports, one
at a time. This information is used by hackers to find out which ports are open, and which ports are being used by

services on your machine. With this knowledge, a hacker can determine which attacks are likely to work against
your machine.

»  Stealthing a port effectively makes your computer invisible to a port scan. This differs from simply ‘closing' a
port as NO response is given to any connection attempt. A closed port responds with a 'closed' reply, which
reveals that there is a PC in existence.

« Ifahacker or automated scanner cannot 'see' your computer then they will move on to other targets. You
can still connect to the internet and transfer information as usual, but remain invisible to outside threats.

Stealth ports on your computer
«  Click 'Tasks' > 'Firewall Tasks'
e Click 'Stealth Ports'

COMODO stealth Ports ? X

Ports allow your computer to communicate with other computers in a network. By
stealthing them, you may configure this computer's visibility to others.

Block Incoming Connections
Allow Anplicatio Block all incoming connections and make this PC invisible to all

computers

Alert Incoming Connections
Lets you decide when to make this PC invisible on a case basis by
Block Applicatio

showing popup alerts

&] Block an .:.r.’.ul.f:n’m'%;f';:fsrjrr.ﬂsr'é’r?'. YOO BIGCE al

Stealth Ports

xI/T View Connections

Manage thi@'s network visibility from other
& g }

PC's,

« Block incoming connections - Your computer's ports are invisible to all networks, regardless of whether
you trust them or not. The average home user (using a single computer that is not part of a home LAN) will
find this option the most convenient and secure. You are not alerted when the incoming connection is
blocked, but the rule adds an entry to the firewall event log file. Specifically, this option adds the following
rule in the 'Global Rules' interface:

Block And Log| IP | In] From Any IP Address| To Any IP Address | Where Protocol is Any

[l E Block IP In From MAC Any To MAC Any Where Protocal Is Any

If you would like more information on the meaning and construction of rules, please click here.
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»  Alertincoming connections - You will see a firewall alert every time there is a request for an incoming
connection. The alert asks your permission on whether or not you want the connection to proceed. This can
be useful for peer-to-peer and remote desktop applications which need to access your ports in order to
connect. Specifically, this option adds the following rules in the 'Global Rules' interface:

Block ICMPv4 In From <Any IP Address> To <Any IP Address> Where Message is <Message>

E Block ICMPv4 Out From MAC Any To MAC Any Where ICMP Message s PROTOCOL UNREACHABLE
E Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 17.0
E Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 15.0

E Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 13.0

0O O o 0O od

E Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is ECHO REQUEST

If you would like more information on the meaning and construction of rules, please click here.

3.5.View Active Internet Connections

«  Click 'Tasks' > 'Firewall Tasks' > 'View Connections'
» View connections shows which applications and services currently have an active internet connection.

»  You can view the individual connections that each application is responsible for, the direction of the traffic,
the source IP/port, and the destination IP/port.

+ You can also see the total amount of traffic that has passed in and out of your system over each
connection. This list is updated in real time whenever an application opens or drops a connection.

» 'View Connections' is extremely useful when testing firewall configurations or troubleshooting firewall
policies and rules. You can also use it to monitor the connection activity of specific applications and your
system as a whole, and to terminate unwanted connections.

View active internet connections on your computer
«  Click 'Tasks' > 'Firewall Tasks'

»  Click 'View Connections'

Tip: You can also get to this screen by clicking the number below 'Inbound' or 'Outbound' in the home screen
(advanced view).
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COMODO view connections ? O *

Protocol Source Destination Bytes In Bytes Out

‘m E explorer.exe [2080]
F TCP QUT 10.108.51.131:49433 40.77.229.43:443 124 KB 121 KB
|— TCP OUT 10.108.51.131:50011 40.77.229.74:443 66 B 66 B

@ [ firefox.exe [3668]

— TCP OUT 10.108.51.131:50073 203.84.220.154:443 1.8MEB {5B/s} 129KB{5..
— TCP OUT 10.108.51.131:50054 106.10.199.11:443 13.8 KB {2 B/s} 3.0KE {2 B...
— TCP OQUT 10.108.51.131:49994 46.228.47.114:443 586.3 KB {25... 31.6KB {2...
— TCP OUT 10.108.51.131:49995 87.248.118.12:443 1870KB{1.. 92KBE{2B..
— TCP OUT 10.108.51.131:50067 106.10.1584.48:443 6.1 KB {21 B/s} 23 KB {33 ..
v

T

.

»  Protocol - The application that is making the connection, the protocol it is using, and the direction of the
traffic. Each application may have more than one connection at any time. Click + to expand the list of
connections.

« Source (IP : Port) - The IP address and port number of the origin of the traffic. If the application is waiting
for communication and the port is open, it is described as 'Listening'.

» Destination (IP : Port) - The IP address and port number of the target. This is blank if the "Source' column
is 'Listening'.
» Bytes In - The total bytes of incoming data since the session started.
« Bytes Out - The total bytes of outgoing data since the session started.
Context Sensitive Menu

»  Right-click on an item to open the context sensitive menu:

@ [ firefox.exe [3668]

}— TCP OUT 10.108.51 Show F@Dath B.47.114:443 667.4 KB 417 KB {1 ..
Terminate Connection

}— TCP OUT 10.108.51 Jumnp to Folder 096.161:443 B0O0KB{92.. 559KB

L TCP OUT 10.108.51.131:59222 08.138.199.240:443 66KBE{6B/f) 21KB{5E..

» 'Show Full Path' - View the location of the application
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« 'Terminate Connection' - Close the application's connection
» "Jump to Folder' - Open the folder containing the application executable
Identify and Kill Unsafe Network Connections

KillSwitch is an advanced system monitoring tool that allows users to quickly identify, monitor and terminate unsafe
processes and network connections that are running on their computer. Apart from offering unparalleled insight and
control over computer processes and connections, KillSwitch provides you with yet another powerful layer of
protection for Windows computers.

Comodo KillSwitch can show ALL running processes in granular detail- exposing even those that were invisible or
very deeply hidden. You can simultaneously shut down every unsafe process with a single click and can even trace
the process back to the parent malware.

Click the 'More' button in the 'View Connections' to directly access Comodo KillSwitch

TCP OUT 10.108.51.131:45995 87.248.118.12:443 1870KB{1.. 92KB{B..
|

}— TCP OUT 10.108.51.131:50067 106.10.184.45:443 6.1 KB {21 B/fs} 23 KB{33 ..
v

If Comodo KillSwitch is already installed in your computer, clicking ‘More' will open the application. If not, CIS will
download and install Comodo Killswitch. Once installed, clicking this button in future will open the Killswitch interface.

COMODO internet Secu rity *

i Install Required Packages

The feature requires installation of additional packages.

Package Name License Agresment Size

COMQDO Killswitch View License Agreement 7 MBE

By pressing "Agree and Install®, you agree with user license agreements for all the packages listed above.

AGREE AND INSTALL

+  Click 'View License Agreement' to read the license agreement
»  Click 'Agree and Install' to download and install the application.
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COMODO internet Secu rity X

Install Required Packages

The feature requires installation of additional packages.

Installing COMODO KillSwitch... ?5 %

»  On completion the Comodo KillSwitch main interface opens.

rF COMODO Killswitch

m Opti View Tools Users Help
:“L‘L'.:_ Network
F (58)
Name PID Rating Restriction Virtualizati.. CPU  Working Set User Ma... Description
=] DSystem Idle Process 0 60.00 24 KB
[ Interrupts
EJ [EDPCs
=l (=7 System 4 Disabled \ 176 KB
L mlsmss.exe 320 Trusted Disabled 452 KB Windows Session
[T isesrv.exe 404 Trusted Disabled 1,788 KB Internet Security |
8] esrss.exe 408 Trusted Disabled 2416 KB Client Server Runt
[ csres.exe 448 Trusted Disabled 3,908 KB Client Server Runi
=) [ wininit.exe 456 Trusted Disabled 1,900 KB Windows Start-Uj
=) [ services.exe 544 Trusted Disabled | 5188 KB Services and Cont
E [#7 svehost.exe 664 Trusted Disabled 4,252 KB Host Process for |

[=launch Er_SErvice exe 728 Trusted Disabled 2,292 KB livePCsupport Co

!? VBoxService.exe 748 Trusted Disabled 2952 KB VirtualBox Guest s

57 Isass.exe 560 Trusted Disabled 5,200 KB Local Security Au

[ Ism.exe 568 Trusted Disabled 2,560 KB Local Session Mai

. winlogon.exe 488 Trusted Disabled 2,684 KB Windows Logon ¢

[# svchost.exe 812 Trusted Disabled X 3920 KB Host Process for |

[B7 cmdagent.exe 936 Trusted Disabled 21,680 KB COMODQ Interne

(=) = svchost.exe 972 Trusted Disabled 11,760 KB Host Process for |
L [CE| audiodg.exe 3640 Trusted Disabled 14312 KB Windows Audio [ -

4 | 3

(vl

Services (391) (v

«  Details of how to use KillSwitch to view granular details on current network connections and terminate
unsafe connections can be found at http://help.comodo.com/topic-119-1-328-3577-Viewing-and-
Handling-Network-Connections-and-Usage.html.

«  The complete user guide for Comodo KillSwitch is available at http://help.comodo.com/topic-119-1-328-
3518-Introduction-to-KillSwitch.html
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4. Containment Tasks - Introduction

e Click 'Tasks' > 'Containment Tasks'

» The container is a secure, virtual environment in which you can run unknown, untrusted, and suspicious
applications.

«  Applications in the container are isolated from the rest of your computer. They are denied access to other
processes, write to a virtual file system and registry, and cannot access your personal data.

«  This makes it an ideal environment for surfing the internet, because nothing you download can spread to
your host system.

*  You can run applications in the container on an ad-hoc basis, and you can also create desktop shortcuts to
always launch a program in the container.

COMOD O intemet Security - P
< HOME
|| Secure | All systems are active and running
GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVAMNCED TASKS Q,
— . a -+
U Run Virtual Open Shared Space
-~ -
| (=] Run applications in the container and create Open the storage space shared between virtual
shortcuts for them on the deskiop and real applications.
. + ~ *
~{t~ Reset the Container Watch Activity
| = Clean container data by erasing all its content <>, I".'I-_':tp ’.’:[-,.|.r: r-lr_k_ll_:;_"_n-t” monitor advanced
process and system activity
. . » . 1
—— View Active Processes m Run Virtual Desktop
|Il|| View the details of the processes active on this =—= Create a secure virtual desktop and start using
computer - it
1 UPGRADE

Note - containment is not supported on Windows XP or Windows Server 2003
Containment tasks has the following areas:
* Run Virtual - Run individual applications in the container.

»  Open Shared Space - Shared space is a folder which you can access from both your real desktop and the
virtual desktop. When in the virtual desktop, save your files in shared space if you want to open them on
your host computer.

»  Background. Applications in the container write to a virtual file system and not your local drive. This
prevents them from making potentially malicious changes to your files and folders.

The one exception to this is a folder called 'Shared Space'. This folder can be accessed by both your host
operating system and contained programs. Use the folder to share files between your computer and the
container.
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The folder is located at 'C:\Documents and Settings\All Users\Application Data\Shared Space'.
* Reset Container - Clears all data written by programs inside the container.
«  Watch Activity - Open Comodo KillSwitch to identify unsafe processes and manage system activity.

« View Active Process List - Manage processes which are currently running on your PC. Click the 'More'
button to open Comodo KillSwitch

* Run Virtual Desktop - Start the virtual desktop environment.

4.1.Run an Application in the Container

+  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual'
«  Choose the program you want to run
+  Click 'Open'

This method above will run the application in the container one-time only. On subsequent executions it will not run in
the container. You need to create an auto-containment rule if you want it to always run in the container.

You can also create desktop shortcuts to always launch an application in the container:

speed
2 Application

Run an application in the Container
«  C(Click 'Tasks"™ 'Containment Tasks'
»  Click 'Run Virtual":

CO MO D O Internet Security

£ HOME SETTINGS

g Secure | All systems are active and running

GEMNERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVAMNCED TASKS

- Open Shared Spac
“‘g I Open the stora

and real applic

Run Virtual

Run ap;ﬂ?:tions in the container and create
shortcuts for them on the deskiop.

. COMOEO Run Virtual ? *

You can run applications inside the container isolated from the rest of the
computer, to prevent them from making permanent changes to the system.

]
-~ \'; Choose and Run
i v I Select an application and run it inside the container.

[ Create a virtual desktop shortcut
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»  The contained application will have a green border around it. Enable 'Create a virtual desktop shortcut' if
you plan to run the application in the container in future.

=) Open >
t <« Progra.. » DrivingSpeed2 » v 0 Search Drivingspeed? o)
Organize « Mew folder == = [TH o
A P
. Mame Date modified Type
7 Quick access ¥P
B Desktop o data 2-10-2016 16:43 File folder
* Downloads # & Driving5peed 06-01-2012 15:58 Applicatig
i unins000 28-10-2016 16:42 Applicatig
= Docurnents ﬁ! - - - PP
- 72| website 26-03-2007 15:13 Internet 5
= Pictures -
e Local Disk ()
J& Music
SpreadSheets
ﬂ Videos
i Onelrive
E This PC
L 4 >
File name: | DrivingSpeed ~ | |Applications (*.exe) w
Open = Cancel
You can also run an applications in the container from the right-click menu:
ERFEA Application Togls  DrivingSpeed2 = ] *
Home Share View Manage (2]
< - 4 <« Local Disk (C:) » Program Files (x86) » DrivingSpeed2 » v | & Search DrivingSpeed? p
A Cluick access Name Date modified Type Size
I Deskiop * data 28-10-2016 16:43 File folder
3 Downloads + & DrivingSpeed | 0f-01-2012 15:58 Application 1,157 KB
&l Documents = =] eula Open Text Document 9KB
) |&] helpfag & Run as administrator Firefox HTML Doc.. KB
&= Pictures o+ - . 2
. ) |=| readme Troubleshoot compatibility ext Document 4 KB
im Local Disk {C) ,J unins000,dat Pin to Start DAT File 208 KB
Musi 8 699 K
& Music 4 unins000 @ Scan with COMODO antivirus FE
SpreadSheets 71| website - < 1KB
El Runin COMODO container
i Videos &
Pin to taskbar
& OneDrive Restore previous versions
[ This PC Send to >
g MNetwork Cut
Copy
Create shortcut
& Delete
G Rename
Properties
Sitems 1 item selected 1.12 MB [EH=
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Run Browsers in the container

The CIS widget contains shortcuts to run your browsers in the container::

cCOMODO

«  The green border indicates that the browser is in the container:

coMoDOo
[ chrome://about-virtual

C | ® chrome:/fabout-virtual w| o w @G

Tip: Running a browser in the container deletes all traces of your activities. This includes your browsing history,
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cookies, and offline data stored by the websites you visit. Virtualization protects your computer from anything
malicious that is downloaded. See The Virtual Desktop for more details.

However, for visiting important shopping or banking websites, we recommend you use the Secure Shopping
feature.

What's the difference between Secure Shopping and the Virtual Desktop?

The two systems are intended for opposite use cases. The virtual desktop protects your computer from potentially
hostile programs running in the container. Secure shopping protects the program in the container from anything
hostile on your computer. For example, it prevents any outside processes from interfering with your secure banking
sessions.

Secure shopping also has multiple other security technologies to make sure you are totally protected online.

See Comodo Secure Shopping for more details.

Note. You may see an error if an app on the host tries to update itself at the same time as that app is updating itself
in the container. This is a classic Windows sharing violation which is shown when an app attempts to write to a file
that is already in use. Please shut down the contained version of the app then run the update on the locally hosted
version. The contained version will function correctly once the update to the local version is complete.

4.2.Reset the Container

«  C(Click 'Tasks' > 'Containment Tasks' > 'Reset the Container'

+  Programs in the container write all data and system changes to a virtual file system. This means the
program cannot harm your computer or sensitive data.

» Files saved in the container could contain malware downloaded from websites, or private data in your
browsing history.

«  Periodically resetting the container will clear all this data and help protect your privacy and security. If data
has accumulated over a long period of time, then a reset will also help the container operate more smoothly.

» The 'Reset the Container' option lets you delete all items saved in the container.
Clear the container

»  Click 'Tasks' > 'Containment Tasks'

+  Click 'Reset the Container":
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COMOD O internet security

SETTINGS

@ Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVAMCED TASKS

{L Run Virtual * Open Shared 5pace
= _j
| =] | Run applications in the container and create C‘g Open the storage
shortcuts for them on the desktop. and real applicat
—{t. Resetthe Container Watch Activity
=] COMODO k
Clean co@ner data by erasing all its conten LrE ‘DM“:' o
process and syste
- - e =
= View Active™ B
CO MO D O Reset the Container 3 X
You may reset the container to eradicate all the changes made by contained

applications.
fﬂ Erase Changes
| X I Cleans all data saved by the containment module

+  Click 'Erase Changes'.
The contents in the container will be deleted immediately.

CO MO D O Reset the Container >

The container has been successfully reset.

CONTINUE
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4.3.|dentify and Kill Unsafe Running Processes

«  Click 'Tasks' > 'Containment Tasks' > 'Watch Activity'

KillSwitch is an advanced system monitor that lets you identify and terminate any unsafe processes on your
computer. Apart from offering unparalleled insight and control over computer processes, KillSwitch provides another
powerful layer of protection for Windows computers.

KillSwitch can even show processes that were invisible or very deeply hidden. You can identify all unsafe processes
with a single click then quickly shut them down. You can also trace back to the software that generated the process.

Open KillSwitch
«  (Click Tasks' > 'Containment Tasks'
»  Click the "Watch Activity' tile

COMODO intemet Security - by

@ Secure | All systems are active and running

(GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q,

» g

Run Virtual Open Shared Space

A
| (=] Run applications in the container and create
shoricuts for them on the deskiop.

Reset the Container

At
| =
Clean container data by erasing all its content

Open the storage space shared between virtual
and real applications.

L ]
n Watch Activity
Open COMODM™KillSwitch to monitor advanced

process and sysfem activity

. . * i '
— View Active Processes Run Virtual Desktop
|I!|| view the details of the processes active on this Create a secure virtual desktop and start using
computer it

(1 UPGRADE

+  Killswitch is a component of Comodo Cleaning Essentials. If you have already installed Comodo Cleaning
Essentials by clicking 'Clean Endpoint' from the 'Advanced' task interface, clicking the 'Watch Activity' will
open the KillSwitch interface directly. See Remove Deeply Hidden Malware for more details on installing
Cleaning Essentials.

«  If Comodo KillSwitch is already installed in your computer, clicking "Watch Activity' will open the application.
If not, CIS will download and install KillSwitch.
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- Install Required Packages

The feature requires installation of additional packages.

Package Name License Agreement Size

COMODO KillSwitch View License Agreement 7 MB

By pressing "Agree and Install”, you agree with user license agreements for all the packages listed above.
AGREE AND INSTALL

»  Click 'View License Agreement' to read the license agreement
«  Click 'Agree and Install' to download and install the application.

COMODO internet secu rity X

- Install Required Packages

The feature requires installation of additional packages.

Installing COMODO KillSwitch... 75 %

CANCEL

«  KillSwitch will open when the installation is over:
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Dptic-ns View Tools Users Help
B3 Network

FID Rating Restriction Virtualizati.. CPU  Working Set User Ma... Description
=) [ System Idle Process 0 60.00 24 KB
[ Interru pts
E [EDPCs
=l [57 System 4 Disabled | 176 KB
L [ smss.exe 320 Trusted Disabled 452 KB Windows Session
[#7isesrv.exe 404 Trusted Disabled 1,788 KB Internet Security [
5] csrss.exe 408 Trusted Disabled 2416 KB Client Server Runt
8] esrss.exe 448 Trusted Disabled 3,908 KB Client Server Runt
= Iﬂwininit.exe 456 Trusted Disabled 1,900 KB Windows Start-Uj
=) W7 services.exe 544 Trusted Disabled ! 5,188 KB Services and Coni
[# svchost.exe 664 Trusted Disabled 4,252 KB Host Process for |
[=launcher_service.exe 728 Trusted Disabled 2,292 KB livePCsupport Co
!?i VBoxService.exe 748 Trusted Disabled 2952 KB VirtualBox Guest 4
57 Isass.exe 560 Trusted Disabled 5,200 KB Local Security Au
[ s exe 568 Trusted Disabled 2,560 KB Local Session Mai
n winlogon.exe 488 Trusted Disabled 2,684 KB Windows Logon /
[#7 svchost.exe 812 Trusted Disabled ! 3,920 KB Host Process for |
[ emdagent.exe 936 Trusted Disabled 21,680 KB COMODO Interne
=) [m7svchost.exe 972 Trusted Disabled 11 760 KB Host Process for |
L =] audiodg.exe 3640 Trusted Disabled 14312 KB Windows Audio [ =

CPU Usage: 40.00% | jbvm2icomodo
»  See the KillSwitch guide for help to use the product - http://help.comodo.com/topic-119-1-328-3529-The-
Main-Interface.html

4 .4 \iew Active Process List

Click 'Tasks' > 'Containment Tasks' > 'View Active Processes'.
»  The active process list shows all processes started by applications currently running on your system.

«  CIS can identify the parent application of a process to detect when a non-trusted application is trying to
spawn a trusted application. CIS can then deny access rights to the trusted application.

«  This level of inspection provides the very highest protection against malware and rootkits that try to use
trusted software to launch an attack.

« The interface also lets you run an online lookup on the parent application. Here, you can check its trust
rating on the latest cloud databases. You can also submit an application to Comodo for analysis.

View the active process list
e Click 'Tasks' > 'Containment Tasks'
«  Click the 'View Active Processes' tile:
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{ HOME SETTINGS

GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS

LL Run Virtual * Open Shared
P — =
| = | Run applications in the container and create %G
shortcuts for them on the desktop.
. »
_,_ﬂ Reset the Container “
fly teeteconanr
Clean container data by erasing all its content.
View Active Processes ol D Run Virtual C
lll.l View the details of the processes active on thj ” Create
"‘-\C-G_I’rlp_uter. it.
COMOD O Active Processes List 7 = O -
. - - i ™
Application PIC Company User Name Restriction Rating
i astrolog.exe 4624 John Disabled Trusted
(&} B uTorrent.exe 6912 BitTorrent Inc John Disabled Trusted
[aF] utorrentie.exe 5416 BitTorrent Inc John Disabled Trusted
(] helper.exe 6676 BitTorrent Inc John Disabled Trusted
(] utorrentie.exe o438 BitTorrent Inc John Disabled Trusted
[8F] utorrentie.exe 5840 BitTorrent Inc John Disabled Trusted
N BiHMS.exe 2628 John Disabled Unknown
Y& OneDrive.exe 5208 Microsoft Co...  John Disabled Trusted
W
T

kA

- Application - The name of the parent executable of the process.
» PID - The unique process identifier.

«  Company - The vendor who created the software

» User Name - The user account under which the program is run
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+ Restriction - The security limitations placed on the program by the CIS containment module.
« Rating - The trust level of the program as per the local file list (‘Settings' > 'File Rating' > File List')
» Right-click on any process to open the context sensitive menu:

Show Full Path

= Show Contained Only ic
Show COMODO Processes Running Inside the Container
Add to Trusted Files i
- Online Lookup "
Subrnit
Jump to Folder o
Show Activities

«  Show Full Path - View the install location of the parent program
«  Show Contained Only - Hides all processes except those running in the container.

- Show COMODO Processes Running Inside the Container - Hide all processes except Comodo
processes running in the container.

» Add to Trusted Files - Assign 'Trusted' status to the executable that started the process. This
allows the file to run as normal in future. You can view trusted files in the CIS 'File List' (‘Settings'
> 'File Rating' > 'File List').

»  Online Lookup - Search for the executable in Comodo's global blacklist and whitelist. The results
will tell you if the file is clean, malicious or unknown.

«  Submit - Uploads the parent executable to Comodo for analysis.

« Jump to Folder - Opens the folder containing the executable.

- Show Activities - Shows all actions by processes of the application. This option is only available if
VirusScope is enabled ('Settings' > 'Advanced Protection > 'VirusScope').

+  Click the 'More' button to open Comodo KillSwitch - an advanced system monitor that lets you quickly
identify and terminate any unsafe processes on your system.

@& E c\Program Files... 3860 Apache Sof...  DESKTOP-812U... Disabled Trusted

W

e - )

If KillSwitch is not yet installed, clicking this button will prompt you to download the application. See Identify and Kill
Unsafe Running Processes for more details.
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4.5.The Virtual Desktop

»  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'

«  The virtual desktop is a sandbox environment in which you can run programs and browse the internet
without fear those activities will damage your computer.

« Applications in the virtual desktop are isolated from the rest of your computer, write to a virtual file system,
and cannot access your personal data.

+  This makes it ideal for visiting any risky websites/links, and for testing out beta/unstable software.

e i Gl il

COMODO OpenOffice GeekBuddy OpenOffice Driver Demo
Internet 4.1.3 4.1.3 (en-US)
Security Inst...tion
Files

Google Mozilla Firefox Comodo
Chrome Dragon

c . Driver Demo

Virtual desktop at a glance:

»  The virtual desktop can run any program that you normally run in Windows. It is ideal for running untested,
unknown and beta software. You can also use it to visit websites that you are not sure about.

»  Any changes made to files and settings in the virtual desktop will not affect the original versions on your
host system. Changes will only be visible in the Virtual System itself.

Similarly, any changes made by malicious programs or unstable beta software will not damage your real
computer.

»  Use the 'Shared Space' folder to save any files you want to access from Windows. This folder is the only
place that the virtual desktop can write to on the host file system.

»  The virtual desktop can be password-protected for added privacy.
«  The virtual keyboard lets you securely enter confidential passwords without fear of key-logging software.

«  The virtual desktop Ul can be used in both 'Classic' (Windows style) and 'Tablet' modes by selecting the
mode from 'Settings'".

»  You can reset the virtual desktop and clear shared space at any time. We recommend that you do this
regularly to maximize your privacy and security. Please note that all settings, stored data and any
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applications you installed in the virtual desktop will be deleted.

- Parents may want to consider the virtual desktop as a secure area for children to run programs and surf the
web without damaging the host computer. The virtual desktop can be reset and all changes cleared at the
end of every session.

Click the following links for more help:
«  Start the Virtual Desktop
« The Main Interface
* Run Browsers inside Virtual Desktop
»  Open Files and Run Applications inside Virtual Desktop
»  Configure the Virtual Desktop
» Close the Virtual Desktop

4.5.1. Start the Virtual Desktop

The virtual desktop can be started in the following ways:

1. Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'

COMOD O intemet security - X

[zj Secure All systems are active and running

GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ) ADVANCED TASKS Q,

—
. +
U Run Virtual ~ Open Shared Space
i .
| = Run applications in the container and create Open the storage space shared between wirtual
shortcuts for them on the deskiop and real applications.
. * . *
~{t~ Reset the Container Watch Activity
| = 8 Open COMODO KillSwitch to monitor advance
Cloas continer: teta by erasion 2l = ronter € C r:' CC h.1._ F.‘.-}l !Ilw_..l r'-I:I monitor advanced
pracess and system activity

: . 4 X
——= View Active Processes Run Virtual Desktop
||1|| View the details of the processes active on this Create a ::L{hj virtual desktop and start using
computer it

2. Click the 'Run Virtual Desktop' button in the basic view of CIS home screen:
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Run Virtual Desktop Upc

3. Click the 'Virtual Desktop' shortcut in the CIS widget:
cOMODO

@CEO
v K

N

Note: The home screen and widget shortcuts are only available if you have added the 'Virtual Desktop' shortcut:
»  Click 'Tasks' on the home screen

+  Click 'Containment Tasks'
+  Right-click on the virtual desktop tile
+  Select 'Add to Task Bar'
See 'Add tasks to the home screen' if you need more help with this.

The virtual desktop requires the following installed on your computer:
«  Comodo Dragon Browser
«  Microsoft Silverlight

CIS checks whether these components are installed whenever you run the virtual desktop. If they aren't, you will be
prompted to install them.
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' COMODO virtual Desktop X

COMODO Dragon and/or Microsoft Silverlight are not
detected in this computer. They need to be installed in
order to provide you the full power of Virtual Desktop.
Would you like to install them now?

[] Do not show this message again

«  If you want Comodo Dragon Browser and/or Microsoft Silverlight to be installed this time, click
'Yes'. If not, click '‘Cancel'. You will be prompted to install them, next time when you start the Virtual
Desktop.

« If you do not want the applications to be installed at all, click 'NO'.
«  Click 'Yes' to download and install the software.

COMODO internet secu rity *

- Install Required Packages

The feature requires installation of additional packages.

Package Mame License Agresment Size
COMODO Dragon Web Browser View License Agreement 83 MB
Microsoft Silverlight 5.1 View License Agreement 12 MB

By pressing “Agree and Install”, you agree with user license agreements for all the packages listed above.
AGREE AND INSTALL

«  Click 'View License Agreement' to read the license agreement of the additional software to be installed
+  Click 'Agree and Install' to download and install the required software
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COMODO internet Secu rity X

- Install Required Packages

The feature requires installation of additional packages.

Installing Microsoft Silverlight 5.1... ?4 %

The software package(s) will be downloaded and installed automatically. The Virtual Desktop will open after
completion of the installation.

4.5.2. The Main Interface

«  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'

The virtual desktop has two display modes:
» Classic Windows style Desktop mode
+ Tablet mode

You can switch between these two modes by clicking the 'C' button at bottom-left then 'Settings' (C Button >
Settings > 'Mode' tab). See the table below for a comparison between the two.
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b /

COMODO Virtual Desktop

O Dragon @ Classic Mode

“hrome

Q Tablet Mode

e Internet Explorer

Cancel

l Suspicious

The 'Start' menu

«  Click the green 'C'icon to open the start menu:
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-

COMODO Virtual Desktop

>~ ' COMODO Dragaon
q Google Chrome

'-) tozilla Firefox

e Internet Explorer

k

@ oettings

@ Switch to Wylindowes wiemw
w Close

T @ s

The menu has the following options:

- Browsers - Shows the browsers installed on your computer.

«  Click on a browser to open it inside the virtual desktop. See Run Browsers inside the Virtual
Desktop for more details.

- Settings - Configure the virtual desktop. See Configure the Virtual Desktop for more details.
- Switch to Windows view - Access your local computer without closing the virtual desktop.
Tools and Taskbar

»  Keyboard layout - Click the language button m at bottom-right and select the keyboard layout you
want to use .
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English (India)
English (India) keyboard

English (United States)
US keyboard

 Virtual keyboard - Click the keyboard icon on the system tray to open a virtual keyboard.

*  You can use this to enter confidential data online (usernames, passwords and credit card numbers
etc).

» The keyboard can also be used with touch screen displays.

»  Windows Task Manager - Right-click on the task bar and select 'Watch Activity' to open the 'Windows Task
Manager'.

Comodo
Dragon

3

*  You can view your computer's performance, close unresponsive programs and to troubleshoot
problems with Windows.

« Close the Virtual Desktop - The shortcuts a bottom right let you temporarily switch to your real computer
system, or fully exit the virtual desktop.

COMODO
Wirtual Desktop

ol
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Classic Mode

»  Click the green 'C'icon > 'Settings'

«  Choose 'Classic Mode' and click 'OK'

» Allitems on your real desktop are displayed.

»  Click the shortcuts to run the program or file inside the virtual computer system.

Opera Browser  Lantiv Timetabler
6

Chrome

e,

Microsoft Edge  Comodo Dragon

v @ i |

Tablet Mode
»  Click the green 'C' icon > 'Settings'
«  Choose 'Tablet Mode' and click 'OK'
There are two variants in this mode:

1. Mode A - Pure Tablet device - A touch-screen interface that will be familiar to users of modern smart
devices. The home page displays a set of popular apps covering games, social media and networking. You
can, of course, install your own apps from the app market.

»  Click the 'App Market' icon . from the launch bar. You will be taken to
https://chrome.google.com/webstore/category/home?utm_source=COMODO-Kiosk. Select
the apps you want to install from the web-store.

2. Mode B - Tablet device + Windows - The home page displays the desktop items from your real system.
The task bar from classic mode is present along with the 'C' button and the virtual keyboard. The launch
strip will display all installed browsers.

»  Click the curved arrow 9 at the top right to swap between the two modes.

«  Swipe the home screen in both left and right directions to navigate between successive home
pages.
Tablet Mode A - Pure Tablet
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YouTube Google Maps Outlook.com Google Google Play Webcam Toy Evernote Web
Calendar Books

@ |

Picasa TweetDeck

e i
Virtual Desktop

o m O ™ e

Google Play COMODO App Market
Music Dragon

l Suspicious

Tablet Mode B - Tablet + Windows

& & *® B

Hotel MB Astrology OpenOffice MyFreeWeath COMODO Opera
Management Birth Chart 4.1.6 er Internet Browser
System - Security
Ful...rd Premium
Version

-y e 9 b ®

VLC media Microsoft Evernote Astrolog 6.40 OpenOffice Free Software pTorrent
player Edge 4.1.6 (en-Us) Click Here

Inst...tion
b o O

Files
Whats hidden Lantiv
on your PC Timetabler 6

Firefox

. Suspicious 1117
4{30{2019
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The following table gives a comparison of the two modes:

Classic Mode Mode A - Pure Tablet Mode B - Tablet + Windows

Windows desktop style interface. Tablet style interface. Tablet style interface.

Your real desktop shortcuts and files | Apps installed on the tablet are Your real desktop shortcuts and files

are shown shown are shown

Shortcuts and files are laid out Shortcuts are laid out horizontally Shortcuts and files are laid out

vertically as they would be on a horizontally

Windows desktop

No Launch Bar Browser shortcuts are shown on the | Browser shortcuts are shown on the

launch bar at the bottom launch bar at the bottom

Cannot have multiple home screens | Can have multiple home screens Can have multiple home screens if
you have many shortcuts and files

Cannot swipe the screen to move Can swipe the screen to move Can swipe the screen to move

between home screens between home screens between home screens

4.5.3. Run Browsers Inside the Virtual Desktop
»  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'

«  The virtual desktop provides an extremely secure environment for internet related activities because it
isolates your browser from the rest of your computer.

» Just by visiting them, malicious websites can install viruses malware, rootkits and spyware on your
computer.

«  Surfing from the virtual desktop removes this threat because websites cannot access your local computer to
install malware.

»  Furthermore, the virtual keyboard lets you type usernames and passwords without fear that keyloggers will
record your keystrokes.

Tip: For visiting important shopping or banking websites, we recommend you use the Secure Shopping
environment instead. Secure Shopping hides your browsing sessions from the rest of your computer and provides
a range of other online protections. See Secure Shopping for more details.

Run a browser inside the Virtual Desktop
1. Click the 'C' button at bottom left

2. Select the browser you want to run:
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COMODO Virtual Desktop

>~ ' COMODO Dragaon
q Google Chrome

'-) tozilla Firefox

e Internet Explorer

k

@ oettings

@ Switch to Wylindowes wiemw
w Close

T @ s

Your choice of browser will open inside the virtual desktop, ready for secure surfing:
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@ % B @ hiipsy/fwww.deccanrummy.com
£
» HOME PROMOTIONS  DOWNLOADS LEADERBOARD

- ___DontHave An Account Yt? Sign Up Hera | Forgol Passmord?
WEEHLY LERDERBOARD
PLAY RUMMY & WIN
h— EXCITING GADGETS!
: ¢

REGISTER FOR FREE

By signing up you accept you are 18+ and agree to our

a 105 App a DESKTOP
Rummy Mobile App Rummy for PC

«  Browsing history and other records of your internet activity will not be stored on your computer when your
session is closed.

4.5.4. Open Files and Run Applications inside the Virtual Desktop
Desktop Shortcuts

«  Create a shortcut for a program on your real desktop

»  Open the virtual desktop (‘Tasks' > 'Containment Tasks' > 'Run Virtual Desktop')

«  The shortcuts from your real desktop will be available in the virtual desktop

»  Double-click a shortcut to open the application in the virtual desktop

Note: Your desktop shortcuts are only available in in 'Classic Windows Mode' and 'Tablet + Classic Mode'".

Shared Space

«  The virtual desktop creates a folder called shared space at C:\ProgramData\Shared Space.
«  This folder is the only area on your computer that can be accessed by both the host operating system and
the virtual desktop.
« You can use it to claim files downloaded in the virtual desktop, or to pass files from the local host to the
virtual environment.
Shared space can be accessed in the following ways:

»  Click 'Tasks' > 'Containment Tasks' > 'Open Shared Space'
«  Click the 'Shared Space' shortcut on the CIS home screen
»  Click the 'Shared Space' shortcut on the CIS widget
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Open a file from your host system in the Virtual Desktop

1. Click 'Tasks' > 'Containment Tasks' > '‘Open Shared Space'
Copy the file to the shared space folder

2
3. Open the virtual desktop (Tasks' > 'Containment Tasks' > 'Run Virtual Desktop')
4. Click the 'Shared Space' icon in the virtual desktop

Note: The shared space icon is only visible in 'Classic Windows Mode' and 'Tablet + Classic Mode'.

5. Open the file to run it in the virtual desktop.

4.5.5. Configure the Virtual Desktop

The settings panel lets you change the look and feel of the virtual desktop.
«  Click Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
+  Click the 'C' button at bottom-left.
+  Click 'Settings' in the start menu
+  Select 'Classic Mode' or ‘Tablet Mode":

COMODO Virtual Desktop
@ COMODO Dragan Classic Mode

g Google Chrome

, Mnzilla Firefox

e Internet Explorer

O ’E; Tablet Mode

Cancel

@ Setting :5:*

l Suspicious

+  Click OK for your settings to take effect

4.5.6. Close the Virtual Desktop

«  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
+  The shortcuts at bottom right let you temporarily switch to your computer desktop, or exit the virtual desktop
entirely:
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COMODO
Wirtual Dresktop

Ll

Temporarily switch to your real Windows system
COMODO

Wirtual Deskton

=

+  Alternatively, click the 'C' button at bottom left and choose 'Switch to Windows View' from the Virtual
Desktop Start Menu.

»  Click the right button from the shortcuts pane at the bottom right

The 'Virtual Desktop' will be temporarily closed. You can quickly return to it by clicking the right switch from the
"Virtual Desktop' shortcut buttons displayed at the bottom right of your Windows Desktop.

Close the Virtual Desktop
COMODO

Wirtual Desktop

X B

«  Alternatively, click the 'C' button at bottom left and choose 'Close' from the Virtual Desktop' Start Menu.

»  Click the X button from the Virtual Desktop shortcuts pane at the bottom right

« If password protection is enabled you will need to supply to password to perform either action:

Input a password in the dialog to exit
Virtual Desktop

»  Click 'Settings' > 'Containment' > 'Containment Settings' if you want to enable password
protection.

5. Advanced Tasks - Introduction

e C(Click 'Tasks' > 'Advanced Tasks'

» Advanced tasks lets you manage quarantined items, view event logs, submit files to Comodo for analysis,
manage CIS tasks, and access other Comodo utilities.
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COMODO intemet security - *
& HOME
g Secure | All systems are active and running
GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q
, »

=, Create Rescue Disk Clean Endpoint

(®)
=%
k‘;"'/-" Create a bootable CD or USE Flash Drive to e Run COMODO Cleaning Essentials tool to clean
' clean up heavily infected PC's persistent infections
* - - *
— Open Task Manager ™ View Quarantine
D =
0 — Open the task manager to view running security 0 @ View and manage threats quarantined by virus
tasks in progress == scanner.
- » = -+
> ViewLogs ﬁ- Submit Files
@ View a record of security events, activity and _E You can submit as many files as you wish to
alerts. COMODO for analysis

(1 UPGRADE

See the following sections to find out more about each feature:
» Create Rescue Disk - Burn a bootable ISO that lets you run virus scans in pre-boot environments
« Clean Endpoint - Deploy Comodo Cleaning Essentials to remove persistent infections from your PC

+ Task Manager - Stop, pause and resume currently running CIS tasks like antivirus scans and
updates

» Quarantined Items - Manage files that are moved to quarantine by the virus scanner or manually
« CIS Logs - View tevent logs of Firewall, Antivirus, Containment and HIPS modules

»  Submit Files - Submit unknown/suspicious files to Comodo for analysis

5.1.Create a Rescue Disk

»  Click 'Tasks' > 'Advanced Tasks' > 'Create Rescue Disk'

Comodo Rescue Disk (CRD) is a bootable disk image that lets you run virus scans in a pre-boot environment (before
Windows loads). CRD runs Comodo Cleaning Essentials on a lightweight distribution of the Linux operating system.
Itis a powerful virus, spyware and root-kit cleaner which works in both GUI and text mode.

»  CRD can eliminate infections that are preventing Windows from booting in the first place.

« ltis useful for removing malware which has embedded itself so deeply that regular AV software cannot
remove it.

»  CRD contains tools to explore files in your hard drive, take screen-shots and browse web pages.

«  Click 'Tasks' > 'Advanced Tasks' > 'Create Rescue Disk' to download and burn to 1ISO, CD/DVD, USB or
other drive. See Download and Burn Comodo Rescue Disk for a walk-through of this process.
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Create Rescue Disk

Clean Endpoint
& - 2 wncon
Create a bo&_lble CD or USE Flash Drive to Run COMO
clean up heavily infected PC's. persistent
o
Dy T o — A S
COMODO Rescue Disk ? T x

é)\ Bootable CD/DVD or USB Rescue Disk
e The rescue disk 1SO image is required to create a bootable disk.

Select 150 File (Optional)
1 ISO| If you have already downloaded the 15O file, click here to choose it.

Otherwise it will be downloaded from the internet,

Select where the rescue disk should be created e.g. a USE drive or a

g @ Select Target Drive
writable CD/OVD drive,

3 Start
If you have selected the target drive, start burning process now.

After you have burned the ISO, you need to boot your system to the rescue disk. This will open the scanner in your
pre-boot environment.

«  Change the boot order on your computer - http://help.comodo.com/topic-170-1-493-5227-Changing-
Boot-Order.html

» Start using CRD - http://help.comodo.com/topic-170-1-493-5228-Booting-to-and-Starting-Comodo-
Rescue-Disk.html

*  Run scans on your pre-boot environment - http://help.comodo.com/topic-170-1-493-5216-Starting-
Comodo-Cleaning-Essentials.html and http://help.comodo.com/topic-170-1-493-5217-CCE-
Interface.html

5.1.1. Download and Burn Comodo Rescue Disk
e Click 'Tasks' > 'Advanced Tasks'
«  C(lick 'Create Rescue Disk'
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Create Rescue Disk

Clean Endpoint
& - 2 wncon
Create a bo&_lble CD or USE Flash Drive to Run COMO
clean up heavily infected PC's. persistent
o
Dy T o — A S
COMODO Rescue Disk ? T x

é)\ Bootable CD/DVD or USB Rescue Disk
e The rescue disk 1SO image is required to create a bootable disk.

Select 150 File (Optional)
1 ISO| If you have already downloaded the 15O file, click here to choose it.

Otherwise it will be downloaded from the internet,

g @ Select Target Drive

Select where the rescue disk should be created e.g. a USE drive or a
writable CD/OVD drive,

3 Start
If you have selected the target drive, start burning process now.

The setup screen shows the steps to create a new rescue disk:
Step 1- Select the ISO file

Optional. If you have already downloaded the rescue disk ISO from Comodo then please select it here. If you haven't
yet downloaded then please ignore this step - it will be downloaded automatically during Step 3.

Step 2 Select target drive

Select the CD/DVD or USB on which you want to burn the rescue disk. You will boot to this disk to run the antivirus
product.

Burn CD or DVD
» Label a blank CD or a DVD as "Comodo Rescue Disk - Bootable" and load it in your CD/DVD drive.

+  Click 'Select Target Drive' from the 'Comodo Rescue Disk' interface and select the drive from the 'Select
Disk' dialog
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COMODO Rescue Disk ? = X

Bootable CD/DVD or USE Rescue Disk

The rescue disk ISO image is required to create a bootable disk.

Select ISO File (Optional)

ISO)  If you have already downloaded the IS0 file, click here to choose it.
Otherwise it will be downloaded from the Internet.

Select where the rescue disk should be created e.g. a USE drive or a

@ Select Target Drive
writable CD/DVD drive.

COMODQO select Target Drive ? X
Disk Type
q CD\DVD RW Drive)
[ Removable Disk

o | o

+  Click 'OK'
Burn to a USB Drive
« Insert a formatted USB stick in a free USB port on your computer

»  Click 'Select Target Drive' from the 'Comodo Rescue Disk' interface and select the drive from the Select
Disk dialog
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COMODO Rrescue Disk

\ Bootable CD/DVD or USB Rescue Disk
+ The rescue disk ISO image is required to create a bootable disk.

Select 150 File (Optional)

If you have already downloaded the 150 file, click here to choose it.
Otherwise it will be downloaded from the Internet.

Select Target Drive

Select where the rescue disk should be created e.g. a USB drive or a
writable CO/DVD drive.

COMODO select Target Drive ? X
DiSk T}I"FI'E
DA CD\DVD RW Drive

(E:\ Removable Disk >
o | o

Step 3 - Burn the Rescue Disk

«  Click 'Start'
+ Ifyou selected a local ISO in step 1 then burning will start immediately. If not, the ISO will be downloaded
from Comodo servers:

COMODO nternet Security

—L— Install Required Packages

The feature requires installation of additional packages.

Installing COMODO Rescue Disk... 98 %
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After downloading, setup will burn the ISO to your target drive:

COMODO Rescue Disk >

Writing Rescue Disk 1SO image... 79%

On completion, the files will be written on to the CD/DVD or the USB Drive.

»  Wait until the write process is complete - do not eject the CD/DVD/USB drive early. The CD/DVD/USB will
be ejected automatically once the burning process is finished.

COMODO Rescue Disk >

V|

COMODO Rescue Disk has been successfully created.

CONTINUE

Your bootable Comodo Rescue Disk is ready.
»  Click 'Continue' to go back to CIS interface.
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5.2.Remove Deeply Hidden Malware

»  Click Tasks' > 'Advanced Tasks' > 'Clean Endpoint'

«  Comodo Cleaning Essentials (CCE) help users identify and remove malware and unsafe processes from
infected computers.

Major features include:

- KillSwitch - A system monitoring tool that lets you identify and terminate unsafe processes on your
computer.

« Malware scanner - Fully customizable scanner capable of unearthing and removing viruses, rootkits and
malicious registry keys hidden deep in your system.

+  Autorun Analyzer - Allows you to view and control the services and programs which are loaded when your
computer boots-up.

CCE enables home users to quickly and easily run scans and operate the software with the minimum of fuss. More
experienced users will enjoy the high levels of visibility and control over system processes and the ability to configure
customized scans from the granular options menu.

»  See the CCE online guide at https://help.comodo.com/topic-119-1-328-3516-Introduction-to-Comodo-
Cleaning-Essentials.html for more details on the features and usage of the application.

Run CCE from CIS interface
»  Click Tasks' > 'Advanced Tasks' > 'Clean Endpoint'

+ If you have already installed Comodo Cleaning Essentials, clicking ‘Clean Endpoint' will open the CCE
interface directly.

« When you click 'Clean Endpoint' for the first time, CIS will download and install Comodo Cleaning
Essentials. After it is installed, clicking this button in future will open the CCE interface.
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ive and running

COMTAINMENT TASKS ADVANCED TASKS Q,

of Clean Endpoint

5B Flash Drive to Run@JMODO Cleaning Essentials tool to clean

perg Jent infections.

v Ouarantine

COMODO internet secu rity

L Install Required Packages

The feature requires installation of additional packages.

Package Mame License Agreement Size

View License Agreement 7 MB

COMODO Cleaning Essentials

By pressing "Agree and Install”, you agree with user license agreements for all the packages listed above.

AGREE AND INSTALL

»  Click 'View License Agreement' to read the license agreement
«  Click 'Agree and Install' to download and install the application.

COMODO internet Secu rity

—.— Install Required Packages

- The feature requires installation of additional packages.

85 %

Installing COMODO Cleaning Essentials...
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After the installation, the Comodo Cleaning Essentials main interface will open:

COMODO sl

Cleaning Essentials Options  Toolz » Help w+

Start Scan

Start a scan to unearth and remave viruses, rootkits, hidden files and malicious registry keys
hidden deep within vour svstem.

Smart Scan Full Scan Custom Scan

12.0.0.6810

»  See https://help.comodo.com/topic-119-1-328-3516-Introduction-to-Comodo-Cleaning-
Essentials.html if you'd like more information on using Comodo Cleaning Essentials.

5.3.Manage CIS Tasks

«  Click 'Tasks' > 'Advanced Tasks' > 'Open Task Manager'
«  Comodo Internet Security can run several tasks simultaneously.
»  For example, virus scans and virus signature database updates can run concurrently.
» The 'Task Manager' interface lets you view all currently running tasks.
Open the task manager
+  Click 'Tasks' on the CIS home screen
«  Click 'Advanced Tasks' > 'Open Task Manager'
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{ HOME SETTINGS

@ Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS CONTAIMMENT TASKS ADVANCED TASKS
7= Create Rescue Disk »* v Clean Endpo
Create a bootable CD or USBE Flash Drive to : Run CC

clean up heavily infected PC's. persisten

= Open Task Manager — View Quarant
3: COpen the Jmek manager to view running security 0~ fiew a
tasks in phegress. = = scanne
COMODO Task Manager ? O b4

Running Tasks Elapsed Time Status Priority Action
Wirus Scan - Full Scan 00:00:34 =.s Running Low mn
Rating Scan 00:00:23 %2 Running Mormal mn
Updater - Complete Update 00:00:07 .2 Runmning {..  Mormal mn

CLOSE ERING TO FRONT

A

From the Task Manager interface, you can:
» Reassign task priorities
»  Pause/resume or stop a running task
« Bring a selected task to foreground
Reassign task priorities

The 'Priority' column show the level of resources committed to the task at run. A higher priority means the task runs
more smoothly, but consumes more system resources.

Change the priority of a task

Click the current priority and select the new one you want to assign:
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COMODO Task manager ? X
Running Tasks Elapsed Time Status Pricrity Action
Virus Scan - Full Scan 00:02:00 . Running Nopmal
High
Virus Scan - Cinstall 00:01:42 : Running (... Normal
Low
Background

T T

Pause/resume or stop running tasks

Use the buttons in the action column to pause, resume or stop a process:

« To pause a running task, click the 'Pause' button

COMODO r1ask Manager 7 5
Running Tasks Elapsed Time Status Priority Action
Wirus Scan - Full Scan 00:02:09 Il Paused Normal
Virus Scan - CAinstall 00:01:58 " Running (.. Background O

»  Click the 'Resume’ button to restart a suspended task

COMOD O Task Manager ? X
Running Tasks Elapsed Time Status Priority Action
Virus Scan - Full Scan 00:02:09 Il Paused Mormal O
Virus Scan - Chinstal 00:01:58 Running {... Background

+  Click the 'Stop' button to terminate a running task
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COMODO Task Manager roX
Running Tasks Elapsed Time Status Priority Action
Virus Scan - Full Scan 00:02:09 Il Paused Mormal O
Virus Scan - CAinstall 00:01:58 £ Running (... Background

Bring a running task to the foreground

« To view the progress of a background task, select the task and click 'Bring to Front'

COMODO 1ask Manager ? *
Running Tasks Elapsed Time Status Priority Action
Virus Scan - Full Scan 00:02:00 Il Pausad Mormal
Virus Scan - Chinstall 00:01:58 :* Rumning (... Background

CLOSE ' BERING TO FRONT }

5.4.Manage Quarantined Items

«  Click 'Tasks' > 'Advanced Tasks' > 'View Quarantine'

« The 'Quarantine' interface contains a list of malicious files which CIS has isolated to prevent them from
infecting your system.

» Allfiles in quarantine are encrypted, so they cannot run or cause harm.

» ltems are usually quarantined by the antivirus scanner, but it is also possible to manually quarantine items.
See 'General Tasks' > 'Scan and Clean Your Computer' if you want to learn about the AV scanner.

Open the '‘Quarantine’ interface
«  C(Click 'Tasks' on the CIS home screen
»  (Click 'Advanced Tasks' > 'View Quarantine'
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CDMDD 0 Internet Security

SETTINGS
|| Secure All systems are active and running
GEMNERAL TASKS FIREWALL TASKS COMTAINMENT TASKS ADVANCED TASKS C'\
- * , -
f’; Create Rescue Disk Clean Endpoint
@ Create a bootable CD or USE Flash Drive to Run COMODO Cleaning Essentials tool to clean
clean up heavily infected PC's, persistent infections,

View Quarantine

Open Task Manager

View and manage threats quarantined by virus
S scanner.

— | Open the task manager to view running s
tasks in progress

A View Logs Submit Files

CO MO D O Quarantine

- e &) e v

Add Delete Restore Delete All Subrnit
| Item Q Location Q. Date/Time Em|
] Malware@#1ljgilp93a2m7 [] C\Suspicious\poison2\smb-id9dI67p... 5/2/2019 11:08:43 AM
O Backdoor.wWin32 Rbot.~gen D ChSuspicious\poisonTysmb-b_8ti77_.... 4/30/2019 2:43:03 PM
[l ApplicationWin32 EICARTest.a [#] C\Suspicious\eicar_com\gicar.com 4/30/2019 2:39:56 PM
O Malware@#3dno8ldkcvjrs [ CA\Suspicious\AntiTest\AntiTest.exe 4/30/2019 11:37:17 AM

RESTART AS ADMINISTRATOR m CLOSE
k]

 ltem - The name of the malicious component
» Location - The file path of the item
« Date/Time - When the item was moved to quarantine.
The interface lets you review quarantined files and take the following main actions:
»  Permanently delete the file
» Restore the file to its original location
»  Submit the file to Comodo for analysis
»  Manually add files to quarantine

Search and filter options:
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+  Click any column header to sort the items in alphabetical order

»  Click the search icon in the 'ltem' column to search for a file by name.
«  Click the search icon in the 'Location’ column to search by file-path.

»  Click the icon in the 'Date/Time' column to filter results by time period.

COMODO auarantine ? = | X
e &) e v
Delete Restore Delete All Subrnit
] ltem Q1 Location Q|+ Date/Time
(1  Malware@#1ljgilp93aZm7 | C:\Suspicinus\poé @ (No filtering)
| (O Within last
[1 BackdoorWin32Rbot.~gen [l €)\Suspicious\po
() Except last
| O Today

() Current week
(_) Current month

(_) Within the period of

Manually add files to quarantine
Files or folders that you are suspicious of can be manually moved to quarantine:
«  Click 'Tasks' on the CIS home screen
+  Click 'Advanced Tasks' > 'View Quarantine'
+  Click the 'Add' button at the top
« Navigate to the file you want to add to the quarantine and click 'Open'.
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&) (2] v

Delete All

Restore Subrmit
Location

alware@#1ljgilp93a2m7 [] C\Suspicious\poison2\smb-id9dl67p... 5/2/20

Backdoor.Win32.Rbot.~gen 1 C\Suspicious\poisonTysmb-b_8ti77_

B open >

Look in: | poison2 v| @ ? g v
i Mame Date modified Type
[5]venom 13-10-2014 1910 Applicatic

Quick access

Desktop

[ |
Libraries

B

This PC

$ ;

Metwork

File name: VEenom v | I Cpen I

e N|F|135{“}v Cance{ ;

The file will be added to 'Quarantine’. You can even send the file for analysis to Comodo, for inclusion in the white list
or black list, by clicking the 'Submit' button.

Remove a quarantined item
«  Click 'Tasks' on the CIS home screen
+  Click 'Advanced Tasks' > 'View Quarantine'
«  Select the items in the quarantine interface and click the 'Delete’ button at the top.
«  Click the 'Delete All' button if you want to permanently remove all quarantined items.
«  Thefiles will be deleted from your computer
Restore a quarantined item
«  Click 'Tasks' on the CIS home screen
+  Click 'Advanced Tasks' > 'View Quarantine'
«  Select the items to be moved back to their original locations and click the 'Restore' button at the top.
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Delete Restore Delete All Submit
Item Q. Location Q. Date/Time 5m|
GenericInfector.4 [T C:\Users\yuinDesktop\x86\vt.exe 4/10/2017 6:20:16 AM
co MO D O Internet Security X

excluded files too?

C e | -

® Would you like to add these files to your antivirus

T
g

You will be asked if you want to add the item to the Exclusions list:

» 'Yes'- The file will be restored to its original location. It will not be flagged as dangerous nor quarantined by
future antivirus scans.

+ 'No'- The file will be restored to its original location. If the file contains malware it will be re-quarantined by
the next antivirus scan.

Note:

You need to run CIS with admin privileges in order to restore a file. If you are not logged in as an admin already:
»  Click the 'Restart as administrator' button
«  Select an admin account, enter the password and click 'Yes'
«  CIS will reopen with admin privileges, allowing you to restore items to their original locations:
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Comodo Security Solutions

Verified publisher: Comodo Security Solutions, Inc.
File origin: Hard drive on this computer

Show more details

To continue, enter an admin user name and password.

John

‘ |3-3.ss'\-t-'orc

DESKTOP-Q74RLINohn

Yes No

Submit quarantined items to Comodo for analysis

You can submit files which you think are safe but have been mis-identified as malware by CIS (false positives) from
the 'Quarantine’ interface.

Click 'Tasks' on the CIS home screen

Click 'Advanced Tasks' > 'View Quarantine'

Select the items you want to send then click the 'Submit' button at the top.
The file will be uploaded to Comodo for analysis.

Comodo will analyze all submitted files. If they are found to be trustworthy, they will be added to the
Comodo safe list (white-listed). Conversely, if they are found to be malicious, they will be added to the
database of virus signatures (blacklisted).

You can see the status of your submitted files from the 'Settings' > 'File Rating' > 'Submitted Files' interface.
See Submitted Files for guidance on this.
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5.5.View CIS Logs

Click 'Tasks' > 'Advanced Tasks' > 'View Logs'

« CIS logs all events generated by the antivirus, firewall, HIPS, containment and other modules.
There are three ways to open the log viewer:

1. Click ‘Logs’ in the CIS menu bar:

COMDDD Client - Security 11 = w

SETTINGS

2. Click 'Tasks' on the CIS home screen then ‘Advanced Tasks’ > ‘View Logs’:

COMODO cdlient - Security 11 - b4
SETTINGS
|| Secure | All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS Q
. * . *
Create Rescue Disk Clean Endpoint

Create a bootable CD or USB Flash Drive to Run COMODOQ Cleaning Essentials tool to clean

1 e . £ infFar+ -
clean up heavily infected PC's, persistent infections.
! . . +
=— Open Task Manager = View Active Processes
) . . ~ =
Q0 — Open the task manager to view running security ||||| view the details of the processes active on this
tasks in progress computer

Submit Files

View Logs

view a record of security events, activity and
alerts

You can submit as many files as you wish to
COMODO for analysis.

iz

3. Right-click on the CIS tray icon then select 'View Logs":
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Antranus

Firewall
Auto-Contamnment
HIPS

VirusScope
Website Filtering

Silent Maode
'Nidg:t

View
COpen,..

The log dashboard shows a summary of events on the endpoint:

COMODO view Logs - Entire period ! = O X

SHOW 1] | x

Events Summary - = Openlogfile Cleanup log
- file

SECURITY EVENTS PROTECTION
Infections prevented: 89
Unknown programs detected: 371
67.0% Suspicious activities blocked: 18

Metwork activities blocked: 146

CLOUD LOOKUP OF UNKNOWN FILES

o 14.9% Good files detected: T
10.2% - '
- - Bad files detected: B
o _ Submitted files: 0
B Antrvirus Events
B HIPS Events UPDATES
® Containment Events ) .
o Last update: 12/2/2019 5:38:59 PM
B VirusScope Events
r VETS . 11.7.0.7887
B Eirewall Events Program version: 11.7.0.788]

CLOSE

Use the drop-down at top-left to view a specific type of log:
»  Antivirus

«  VirusScope
«  Firewall

- HIPS

» Containment

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 164



cOMODO

Creating Trust Online®

»  Website Filtering

»  Device control

» Autoruns Events

»  Alerts Displayed

» Tasks Launched

» File List Settings Changes
« Vendor List Changes

» Trusted Certificate Authorities Changes
« Configuration Changes

«  Secure Shopping Activities
« Search and Filter Logs

5.5.1. Antivirus Logs

+  Click 'Logs"in the CIS menu bar
«  Select 'Antivirus Events' from the drop-down at upper-left

« Antivirus logs contains stats about scanned objects, the settings used for each task, and a history of actions
performed on individual files. Logs are recorded for real-time protection events, antivirus database updates
and more.

Tip: You can also view these logs by clicking the number next to 'Detected Threats' on the home screen (advanced

view).
COMODO view Logs - Entire period ? — O 4
SHOW T = ] 4 [=
ﬂ.-:l;'ialtr'lecre-:l Fil;s::lb%rizta Open log file I:]Ea;;'i'lf log Export Refresh
i
Date & .. = Location Malware Name Action Status Alert Activities =
11/11/20... | ] C\Suspicious File... ApplicationWin32.Le... Ignore Success Related alert
11/11/20.. | | C\Suspicious File... ApplicationWin32.Le... Quarantine Success Related alert
11/11/20... | ] C\Suspicious File.. ApplicationWin32.Le... Ignore Success Related alert
11/11/20... | | CASuspicious File... ApplicationWin32.Le... Ignore Success Related alert
11/11/20.. | ] C\Suspicious File.. ApplicationWin32.Le... Quarantine Success
11/11/20... | | CASuspicious File.. ApplicationWin32.Le.. Quarantine Success
11/11/20.. |_| C\Program Files ... Malware@+#3n4ye99.. Quarantine Success Belated alert
11/11/20.. | | C\Program Files ... Malware@#¥2nm567u... Quarantine Success Related alert
11/11/20... | ] C\Program Files .. Malware@#1i04f6cg... Quarantine Success Related alert
W

CLOSE
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« Date & Time - When the event occurred.

» Location - The installation path of the suspicious application

«  Malware Name - The malicious item that was detected

+  Action - How the malware was handled by CIS.

«  Status - Whether the action taken was a success or failure

« Alert - Click 'Related Alert' to view the notification generated by the event

Note: Alerts are only shown if 'Do not Show Antivirus Alerts' is disabled in 'Settings' > 'Antivirus' > 'Real-time Scan'.

See Real-time Scan Settings for more details.

« Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.

+  Cleanup log file - Delete the selected event log

« Refresh - Reload the current list and show the latest logs

«  Click any column header to sort the entries in ascending \ descending order

5.5.2. ViirusScope Logs

+  Click 'Logs'in the CIS menu bar

«  Select 'VirusScope Events' from the drop-down at upper-left

COMODO View Logs - Current week ! - O X
SHOW T unl ™|
. Advanced Filter by Date | .  Cleanuplog D0 S
VirusScope Events iw Filter and 'I!imr: Open log file file Export Refresh
rl
Date & .,  Location Malware Mame Action Status Alert Activities
4/10/201... | | CA\Users\.. GenericInfectord Ignore Success
4/10/201... | | ChUsers\.. GenericInfector4 Ask success Related alert
4/10/201... | | CA\Users\.. GenericInfector4 Detect Success Process Activ...
4/10/201... | | CA\Users\.. GenericInfectord Reverse Success
4/10/201... | | CA\Users\.. GenericInfector4 Quarantine Success
4/10/201... | | CA\Users\.. GenericInfectord Ask Success Related alert
4/10/201... | | C\Users\.. GenericInfectord Detect Success Process Activ...

CLOSE

» Date & Time - When the event occurred.
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» Location - The installation path of the suspicious application
*  Malware Name - The malicious item that was detected
» Action - How VirusScope handled the malware.

* Reverse - VirusScope attempted to undo any changes made by the malicious item
« Quarantine - VirusScope placed the suspicious file in quarantine

» Detect - VirusScope observed malicious activity, but did not quarantine the file or reverse its
changes

«  Ask - VirusScope detected malicious activity and showed an alert. The alert asks whether you
want to quarantine the file or reverse its changes

«  Status - Whether the action taken was a success or failure
« Alert - Click 'Related Alert' to view the notification generated by the event

Note: VirusScope alerts are only shown if 'Do not show pop up alerts' is disabled in 'Settings' > 'Advanced
Protection' > 'VirusScope'.

See VirusScope Configuration for more details.

« Activities - Click 'Related Alert' to view the notification generated by the event. An example is shown below:

COMODQO rrocess Activities List ? m| X
Application Activities PID Data -
[aE] = viexe 3404

7] Load image file CAWindows\System32\guardod.dil
E] Load image file CAWindows\System32\imm32.dll

F] Load image file ChAWindows\System32\version.dl|
] Load image file ChAWindows\System32\oleaut32.dll
E] Load image file CAWindows\System32\fitLib.dll

F] Load image file ChwWindows\System32\cmdvriad.dll
] Load image file ChWindows\System32\KernelBase.dll

L

CLOSE

A

»  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.
«  Cleanup log file - Delete the selected event log
» Refresh - Reload the current list and show the latest logs
Click any column header to sort the entries in ascending \ descending order
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9.5.3. Firewall Logs

»  Click 'Logs'in the CIS menu bar
«  Select 'Firewall Events' from the drop-down at upper-left

- Firewall events are created for various reasons. Reasons include when a process attempts a connection
that breaks a firewall rule, or when there is a change in firewall settings.

COMOD O View Logs - Current week ? - O *
SHOW T | ™| ® [=
d

Date ., Application Action Direction  Protocol Sour,, source Destin_, Destinati_,, Alert

4/10/... w Ch\Program ... Asked Out TCP 127.0... 49711 127.0.01 49710 Related alert
4/10/.. @ C\Program .. Blocked Out TCP 127.0... 49709 127.00.1 49708

4/104... w Ch\Program ... Asked Out TCP 127.0.... 49709 127,001 49708 Related alert
4/10/... [ C\Program .. Asked Out TCP 10.0.2.... 49702 91.212... 80 Related alert
4/104... w Ch\Program ... Asked Qut TCP 127.0.... 49689 127,001 49688 Related alert
4/10/... (@ C)\Program .. Asked Out TCP 10.0.2.... 49685 92.242.... 80 Related slert

CLOSE

]

« Date & Time - When the event occurred.
«  Application - The name of the program or process that caused the event.

»  Action - How the firewall reacted to the connection attempt. For example, whether the attempt was allowed,
blocked o r an alert displayed.

« Direction - Whether the connection attempt was inbound or outbound.

« Protocol - The connection method that the application attempted to use. This is usually TCP/IP, UDP or
ICMP, which are the most heavily used networking protocols.

« Source IP - The address of the host from which the connection attempt was made. For outbound
connections, this is usually the IP address of your computer. For inbound connections, it is usually the IP
address of the external server.

»  Source Port - The port number that the source host used to make the connection attempt

« Destination IP - The address of the host to which the connection attempt was made. For inbound
connections, this is usually the IP address of your computer.

» Destination Port - The port number on the destination host which the source tried to connect to.
« Alert - Click 'Related Alert' to view the notification generated by the event

Note: Firewall alerts are only shown if 'Do not show pop up alerts' is disabled in 'Settings' > 'Firewall' > 'Firewall
Settings'.

See General Firewall Settings for more details.
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»  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.
+  Cleanup log file - Delete the selected event log
» Refresh - Reload the current list and show the latest logs
Click any column header to sort the entries in ascending \ descending order.

5.5.4. HIPS Logs

+  Click 'Logs'in the CIS menu bar
«  Select 'HIPS Events' from the drop-down at upper-left

Host intrusion prevention (HIPS) events are generated for various security reasons. These include changes in HIPS
settings, when an application attempts to access restricted areas, or when an action contravenes your HIPS
rulesets.

View 'HIPS' Logs
«  C(Click 'Tasks' on the CIS home screen
»  Click 'Advanced Tasks' > 'View Logs'

Select 'HIPS Events' from the 'Show' drop-down:

COMODO View Logs - Current week ? - O *
SHOW b | ] »® [=
a
Date & _. Application Action Target Alert il
44114201... DACOMODONCOMODO Inte... Direct Disk Access \TPide#cdromvbox_cd-T...
4/11/201... | | CAProgramData\Comodo\Ci.. Scanned online and found ... E

4/117201... W] DASuspicious files\ProAgent.... Scanned online and found ...
L p g

4/11/201... |%| CA\Program Files\OpenOffice... Scanned and found safe
4/11/201... |%| CA\Program Files\OpenOffice... Scanned and found safe
4/11/201... |% CA\Program Files\OpenOffice... Scanned and found safe
4/11/201... |& C\Program Files\OpenOffice... Scanned and found safe

4/114201... ﬁ:. C\Program Files\OpenOffice.... Scanned and found safe

4/11/201... 8 CAProgram Files\OpenOffice... Scanned and found safe
< | T | r -

CLOSE

« Date & Time - When the event occurred.
«  Application - The name of the program or process that caused the event.
« Action - The activity of the application and how HIPS handled it
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« Ifthe action was allowed to proceed then this column will show the result of that action.
+  Click the 'Related Alert' link to see the notification that was shown at the time.
«  This column will state 'Block File' if the action was not allowed.

» Target - Location of the file, COM interface or registry key accessed by the process.

« Alert - Click 'Related Alert' to view the notification generated by the event

Note: Alerts are only shown if 'Do not pop-up alerts' is disabled in 'Settings' > 'HIPS Configuration > 'HIPS Settings'.
See HIPS Settings for more details.

»  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.
+  Cleanup log file - Delete the selected event log
» Refresh - Reload the current list and show the latest logs
Click any column header to sort the entries in ascending \ descending order.

5.5.5. Containment Logs

+  Click 'Logs"in the CIS menu bar
«  Select 'Containment Events' from the drop-down at upper-left

CIS records all actions taken by the containment module. Events that are recorded include:
« When you manually run an application in the container

» When an an auto-containment rule runs an application in the container

COMODO view Logs - Today ? = O X
SHOW T & ™| *® [= o
A -d;-iEI‘:EcrEd Fil:ﬁ:iqll'irazte Open log file Elea?i'rep EE Export Refresh

i

Date & Time Application Rating Action Contained by Alert
4/7/2017 5:34:4... Ci\Dragon\dragon.exe Trusted Run Virtually Contained Proc...
4/7/2017 5:34:3... C)\Dragenidragon.exe Trusted Run Virtually User

4/7/2017 5:34:3... C\Program Files\COMODOV... Trusted Run Virtually Containment Se...
4/7/2017 5:34:3...  ChWindows\System32\svch...  Trusted Run Virtually Containment Se...
4/7/2017 5:34:3... C\Windows\System32\svch... Trusted Run Virtually Containment Se...
4/7/2017 5:34:3... C\Program Files\Common Fi.. Trusted Run Virtually Containment Se...
4/7/2017 5:34:3... Ch\Program Files\COMODO\... Trusted Run Virtually Virtual Desktop ...

CLOSE
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« Date & Time - When the event occurred.
» Location - The installation path of the application that was run in the container.

« Rating - The reputation of the contained application. The trust rating can be Trusted', 'Unrecognized' or
‘Malicious'. Unrecognized files are run in the container until such time as they can be classified as Trusted'
or 'Malicious'.

« Action - How the malware was handled by CIS. This is also the restriction level imposed on the application
by the container.
« Contained by - The CIS service, policy or user that placed the application in the container.

«  Alert - Click 'Related Alert' to view the notification generated by the event.

Note: Containment alerts are shown when an installer, or unknown application requires admin/elevated privileges
to run.

The alerts are only shown if 'Do not show privilege elevation alerts' is disabled in 'Settings' > ‘Containment' >
'Containment Settings'.

See Containment Settings for more details.

»  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.
+  Cleanup log file - Delete the selected event log.
» Refresh - Reload the current list and show the latest logs.
Click any column header to sort the entries in ascending \ descending order.

5.5.6. Website Filtering Logs

+  Click 'Logs"in the CIS menu bar
»  Select 'Website Filtering Events' from the drop-down at upper-left

«  Website filter logs are a record of all sites blocked (or allowed) by CIS. The logs record all attempts made
by users to access blocked or allowed websites.

Background Note:
»  You can create filtering rules for specific users in 'Advanced Settings' > 'Website Filtering'.

«  See 'Website Filtering', for more details.
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COMODO View Logs - Today ? i o X
SHOW T &= |
a
Date & Time Website Category Name Action =
11/22/2016 34...  http:/fwww.junglee.com shopping sites Block
11/22/2016 3:4... https://www.snapdeal.com shopping sites Block
11/22/2016 3:.4...  httpy/fwww.pachaiyappas.in/favicon.ico Botigues Ask
11/22/2016 3:4...  http:y//www.pachaiyappas.in Botiques Ask
11/22/2016 3:4...  hitp://www.pachaiyappas.in Botiques Block
11/22/2016 3:4...  http://www.pachaiyappas.in/favicon.ico Botiques Block
11/22/2016 3:4...  httpy/fwww.pachaiyappas.in/favicon.ico Botiques Block
11/22/2016 3:2...  http://www.saravanabhavan.com/favicon.ico Eateries Ask
11/22/2016 3:2...  http://www.saravanabhavan.com Eateries Ask

L4

CLOSE

» Date & Time - When the event occurred.
«  Website - The URL of the site that was blocked, or allowed.

« Category - The genre of the website. Example categories include 'Shopping sites', 'Social Media',
‘Boutiques' etc. You can manage categories in ‘Advanced Settings' > 'Website Filtering'.

« Action - How the filter reacted to the connection attempt. For example, whether the attempt was allowed,
blocked or an alert shown to the user.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.
« Cleanup log file - Delete the selected event log.
» Refresh - Reload the current list and show the latest logs.
Click any column header to sort the entries in ascending \ descending order.

5.5.7. Device Control Logs

+  Click 'Logs"in the CIS menu bar
»  Select 'Device Control Events' from the 'Show' drop-down

Device control logs record events related to external devices. External devices include USB, optical, and storage
drives plugged into your computer.

Events logged include:

»  Files copied, deleted and moved

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 172



U|d COMODO

Creating Trust Online®

»  Device enabled/disabled ('Log detected devices' must be enabled)
See 'Advanced Settings > Device Control Settings' for more help to configure device control.

«  FYI-Admins can also configure device control in an Endpoint Manager profile. For example, if you want to
allow unfettered access to certain devices you can (i) disable device control entirely (i) remove the device
class from the list of controlled types, or (iii) add specific devices to exclusions.

| COMODDO viewLogs - Today ? - = X
SHOW s/ - b =
Device Control Event - Adwanced Filter by Date Open lag file Cleanup log Expart
evice Control Events = srd Tame Jpen lag Tide s
i
Date Name Identifier Class State
Bi2/2017 3:37:08 PM USE Input Device USEYWID_06Z7TEPID_DDO1YA2 T4SA17AD-T4D3-1100-B6FE=D... Enabled
I 82,2017 23708 PM CO-ROM Drve IDEVCDROMOQEMLU_ QENMU_DVD-ROM o ADIGERES-EI23-11CE-BFCI-0.. Enabled
l 8/2/2017 2:32:20 PM 58 Input Device USBAWID 062 T5PID 0001142 TASA1TAO-74D3-11D0-B6FE-0... Disabled
l 8/2/2017 3:32:20 PM CD-ROM Drive [DENCOROMQEMU_QEMLU_CVD-ROM . AD3IGEDES-E325-11CE-BFC1-0.. Disabled

» Date - When the event occurred.
« Name - The type of device associated with the event.
 Identifier - The identification string of the device

« Class - The GUID (Globally Unique Identifier) string of the category of the device as defined by the
Windows operating system.

+  State - Whether the device was allowed or blocked.

»  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.

+  Cleanup log file - Delete the selected event log

» Refresh - Reload the current list and show the latest logs

«  Click any column header to sort the entries in ascending \ descending order

9.5.8. Autorun Event Logs

»  Click 'Logs'in the CIS menu bar.
+  Select 'Autorun Events' from the drop-down at upper-left.

»  Autorun logs show events where changes were attempted on Windows services, auto-start entries and
scheduled tasks.

Background:
+  CIS monitors changes to registry items related to Windows Services, Autorun entries and scheduled tasks.

= You can define the response CIS should take against unrecognized autoruns in 'Advanced Settings' >
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'Advanced Protection' > 'Miscellaneous'. See Miscellaneous Settings for more details.

*  You can also define the response to unknown autoruns found by an antivirus scan. See configure scan
options for more help with this.

COMODO view Logs - Entire period ? = O x

SHOW T [l ] »® [= 0

Advanced Filter by Date 5 _ |.qfi]e Cleanuplog DO T
Autoruns Events iw Filter and Time Open log file file Export Refresh

)

Date & Time Type Location Modifier Action Detecte , | Status

4/16/2019 9:43... Auto Runs C\ProgramData\Com... C\Users\giril\... Ignore Monitor Success
4/16/2019 9:43... Auto Runs C\ProgramData\Com... C\Users\giril\... Ignore Monitor Success
4/12/2019 1:52... Auto Runs C\ProgramData\Com... C\Users\giril\... Ignore Monitor Success
41272019 1:52... Auto Runs C\ProgramData\Com... C\Users\giril\... Ignore Monitor Success
41272019 1:52... Auto Runs C\ProgramData\Com... C\Users\girT\... Ignore Monitor Success
41272019 1:52... Auto Runs CA\ProgramData\Com... Ch\Users\giriT\... Ignore Monitor Success
41272019 1:52... Auto Runs C\ProgramData\Com... C\Users\giri1\... Ignore Monitor Success
4/12/2019 11:2... Window Servi... CA\Users\ginl\AppDa.. C\Windows\Sy... Ignore Monitor Success
4/12/2019 11:2... Auto Runs Ch\Suspicious\AntiTes... C\Suspicious\... Ignore Monitor Success

L4

CLOSE

A

+ Date & Time - When the event occurred.
»  Type - Whether the detected item is an autorun entry, Windows service, or scheduled task.
» Location - The installation path of the affected item, or the location of the new item
« Maodifier - The location of the application that made the change.
»  Action - How CIS responded to the event.
«  Status - Whether the action taken was a success or failure
«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.
«  Cleanup log file - Delete the selected event log
« Refresh - Reload the current list and show the latest logs
Click any column header to sort the entries in ascending \ descending order.
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9.5.9. Alerts Logs

+  Click 'Logs"in the CIS menu bar
«  Select 'Alerts' from the drop-down at upper-left

COMODO view Logs - Today ? = O x
= Q

Export

SHOW T [l ™ %

Filter and Time Open log file Refresh

Cleanup log
file

e

Date & ., AlertTy, = Description Advice Answered Answer Option = Treat as Event

4/24/20... HIPS alert smartscreen.ex... smartscreen.ex.. 4/24/2019.. Treatas Allowed ... Related ...
4/24/20...  HIPS alert  smartscreen.ex..  smartscreen.ex.. Show Eelated ...
4/24/20... Antivirus.. .UnclassifiedM... CASuspicious\p... 4/24/2019.. Skip once Related ...
4/24/20... Antivirus.. UnclassifiedM...  CA\Suspicious\p... Show Related ...
4/24/20... Antivirus.. Backdoor.Win3... CASuspicious\p... 4/24/2019.. Skip once Related ...
4/24/20... Antivirus.. BackdoorWin3... CA\Suspicious\p... Show Related ...
4/24/20... Antivirus.. Malware@#27s... C\Suspicious\e... 4/24/2019... Disinfect Related ...
4/24/20... Antivirus.. Malware@#27s... C\Suspicious\e... Show Belated ...
4/24/20... Antivirus.. Malware@#27s... C\Users\gint\... 4/24/2019.. Skip once Related ...

L

CLOSE

P

- Date & Time - When the event occurred.

+  Alert Type - The security module that generated the alert. Alert types include antivirus, firewall, HIPS,
containment, VirusScope and secure shopping.

«  Description - Name of the file or event that caused the alert.

- Advice -The recommendation, or informational text in the alert. This text is intended to help users decide to
respond to the threat.

« Answered - Whether or not the alert was answered by the user. You will see the date and time of the
response if an answer was provided.

«  Answer - The user's response to the alert. For example, 'Allow', 'Block', 'Disinfect’, ‘Skip'".
«  Option - Additional settings chosen by the user at the alert. For example, 'Remember My Answer'.

« Treat As - Whether or not the user applied a specific ruleset to the file at the alert. The ruleset tells CIS the
restriction level to apply to the file in future. Example rulesets include 'Treat as a safe application, or ‘Treat
as an installer'.

« Event - Click 'Related Event' to view more details about the incident that triggered the alert.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.

«  Cleanup log file - Delete the selected event log

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 175



cOMODO

Creating Trust Online®

Comodo Internet Security - User

i /

» Refresh - Reload the current list and show the latest logs
Click any column header to sort the entries in ascending / descending order.

5.5.10. CIS Tasks Logs

+  Click 'Logs"in the CIS menu bar
»  Select 'Tasks' in the drop-down at upper-left

Atask log is a record of a CIS operation such as a virus scan or database update. The task log area shows all tasks
run, their completion status, and other details.

COMODQO view Logs - Entire period ? = O *
SHOW T & ] » [= O
4

Date & ., Type Parameter Completed Code Info Additio, .
4/24/20...  Antivirus scan (.. Quick Scan 4/24/2019 11:13:10 AM Scanned 22327 Found O
4/24/20...  Antivirus scan (.. Quick Scan
4/24/20...  Antivirus updat... 4/24/2019 11:11:42 AM Old database 3... Mew dat...
4/24/20...  Antivirus updat...
4/24/20... Antivirus scan {... Rating Scan 4/24/2019 11:11:19 AM Scanned 2045 Found O
4/24/20... Antivirus scan (... Rating Scan
4/24/20...  Binary update {... 4/24/2019 9:27:39 AM Old version: 12.... New vers...
4/24/20...  Antivirus scan (.. C\Suspicious\820075... 4/24/2019 9:27:33 AM Scanned 1 Found 1
4/24/20...  Antivirus scan (... C\Suspicious\820075...

L4

CLOSE

« Date & Time - When the event occurred.
« Type - The task that was performed. For example, 'Antivirus scan', or '‘Database update'.
« Parameter:

«  The sub-type of the operation. For example, 'Quick Scan' is a sub-type of 'Antivirus scan'.
OR
«  The target of the operation. For example, 'C:\Program Files' is the target area scanned.
«  Completed - The time that the operation finished

»  Code - Error code generated by Windows for CIS tasks that were not successful. No code is shown if the
task finished successfully.

- Info and additional info - Shows further details about the task. For update tasks, these fields show the old
and new version numbers. For scan tasks, they show the number of items scanned and the number of
viruses found.
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«  Open log file - Browse to and view a saved log file.
» Cleanup log file - Delete the selected event log
«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
» Refresh - Reload the current list and show the latest logs
Click any column header to sort the entries in ascending \ descending order.

5.5.11. File List Changes Logs

+  Click 'Logs"in the CIS menu bar
»  Select 'File List Changes' in the drop-down at upper-left

The file list is an inventory of executables and applications on your computer. The list shows the file name, vendor,
the date the file was discovered, and the file's trust rating.

»  You can view the file list in CIS at 'Settings' > 'File Rating' > 'File List'. See File List for help on this area.

File list logs are a record of any modifications to these files. Logged actions include adding a new file, removing a
file, or changing the trust rating of a file.

COMODO view Logs - Today ? — O *

SHOW T [l ] »® [= 0

T Advanced Filter by Date o _ | _ . Cleanup log — e
File List Changes = Filter and Time Open log file file Export Refresh

El

« Date & ,, Path Modifier = Action Property ~ Old Rating New Rating
4/24/2019... CA\Suspiciousi\vt.exe COMODO  Added COMOD... Unrecognized
4/24/2019... C\Suspicious\vt.exe COMODO  Added COMOD... Unrecognized

4/24/2019... C\Users\giril\Downloads\U... COMODQO Changed COMOD... Unrecognized Malicious

4/24/2019... C\Program Files (x86)\Goog... COMODO Added COMOD... Trusted
4/24/2019... CA\Windows\Temp\CR_10F5.. COMODO Added COMOD... Trusted
4/24/2019... C\Program Files (x86)\Goog... COMODO Added COMOD... Trusted
4/24/2019... C\Suspicious\8200755cbed... COMODO Added COMOD... Malicious
4/24/2019... CA\Suspicious\poisonl\smb-... COMODO Added COMOD... Malicious
4/24/2019... C\Suspicious\poison2\smb-... COMODO Added COMOD... Malicious

L
CLOSE

« Date & Time - When the event occurred.

+ Path - The location of the file that was changed.

» Modifier - The service or user that made the change.

»  Action - Whether the file was added, removed, or assigned a new rating
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«  Property - Whether the current trust rating was assigned by Comodo, an administrator, or a user.
- Old Rating - The trust rating of the file before the change.

«  The rating can be Trusted', 'Unrecognized' or 'Malicious'. Under default settings, unrecognized
files are run in the container until Comodo classifies them as 'Trusted' or 'Malicious'.

« New Rating - The trust rating of the file after the change.
»  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.
+ Cleanup log file - Delete the selected event log.
» Refresh - Reload the current list and show the latest logs.
Click any column header to sort the entries in ascending \ descending order.

5.5.12. Vendor List Changes Logs

«  Click 'Logs'in the CIS menu bar
«  Select 'Vendor List Changes' in the drop-down at upper-left

CIS ships with a list of trusted vendors who have a reputation of creating legitimate, safe software. CIS allows
unknown files which are digitally signed by one of these trusted vendors to run. Click 'Settings' > 'File Rating' >
"Vendor List' to view the list.

*  You can also add new vendors, and change the rating of existing vendors. Admin / User ratings supersede
the Comodo rating.

«  Thefiles published by these vendors are rated depending on the current rating assigned to the vendor

»  Any changes to vendors in the list are logged in "Vendor List Changes'.
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SHOW

T & ™|

- Advanced Filter by Date o ___ | ofje Cleanuplog
Vendor List Changes e Filter and Time Open log file file

)

Date & .. Vendor Maodifier Action Property
4/23/201... LAVASOFT SOFTWARE CANA.. COMODO Added COMQOD...
4/16/201... Valeriy Sokolov COMODO  Changed COMOD...
4/16/201... Digital Wave Ltd COMODO  Changed COMOD...
4/16/201... Digital Wave Ltd COMODO  Added COMOD...
4/16/201... Valeriy Sokolov COMODO  Added COMOD...
4/12/201... VideolQ User Changed User rating
4/12/201... VideoLAN User Changed User rating
4/12/201... VideolQ User Changed User rating
4/11/201... Threatstar B.V. COMODO  Added COMOD...

Date & Time - When the change event occurred.
Vendor - The name of the software publisher
Modifier - Who made the change (User or Comodo).

Old Rating

cOMODO
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Export Refresh

Unrecognized

Unrecognized

Unrecognized

Trusted

Trusted

Action - Whether the vendor was added, removed, or assigned a new rating

Property - Whether the current rating was assigned by Comodo, an admin, or a user.

Old Rating - The trust rating of the vendor before the change.

Mew Rating

Unrecognized
Unrecognized
Unrecognized
Unrecognized
Unrecognized
Trusted

Unrecognized
Unrecognized

Unrecognized

CLOSE

o

«  Therating can be Trusted', 'Unrecognized' or 'Malicious'. Under default settings, unrecognized
files are run in the container until Comodo classifies them as 'Trusted' or 'Malicious'.

New Rating - The trust rating of the vendor after the change.

Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.

Open log file - Browse to and view a saved log file.
Cleanup log file - Delete the selected event log.
Refresh - Reload the current list and show the latest logs.

Click any column header to sort the entries in ascending \ descending order.
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5.5.13. Trusted Certificate Authority Change Logs

+  Click 'Logs"in the CIS menu bar
«  Select Trusted Certificate Authorities Changes' from the drop-down at upper-left.

» Root certificates are a critical part of online security. Your internet browser relies on them to verify that you
are connected to the site you think you are connected to.

« Ifafake root certificate was to find its way into your browser's trusted certificate store (TCS), then you could
be tricked into connecting to a fraudulent server instead of the site you intended.

«  Comodo Internet Security checks the trust rating of all root certificates in your browser's TCS to ensure they
are legitimate. It runs this check during the following scans:

+ Rating scan - Click 'Scan' > 'Rating Scan'
«  Full scan - Click 'Scan' > 'Full Scan'

«  Custom scan profiles that include the certificate store. Click 'Scan' > 'Custom Scan' > 'More
Scan Options'

«  Unrecognized and self-signed certificates are marked as 'Untrusted'.

* You can choose to trust the certificate or remove it. An example is shown below:

COMODO -rating Scan ? - O X
Trusted Files: 1944 Running Files: 1054
TRUST LEVEL: ; . . .
¢ Unrecognized Files: 1 Autorun Files: 891
0 0 0% Malicious Files: 0 Average File Age: 116 months
Trusted Cerfificates: 41 % Untrusted Cerfificates: 1
| Al Files
File Name Q, | Rating Age Autorun Action {Clean v 5
iamahacker.com B, untrust.. | Clean ( v '
j—
Clean
Mo Action
Trust

« Clean - Removes the certificate from the store
« Trust - Assigns Trusted' status to the certificate. The certificate is excluded from future scans.
- No Action - The certificate keeps its untrusted status, but is not deleted.

« Any changes to the certificate store are logged in 'Trusted Certificate Authorities Changes'.

Background:
«  There are two types of certificate involved when you connect to a secure website:

1. Website SSL certificate - These certificates are hosted on the website you connect to. They are
used to encrypt the connection between your browser and the site. This is especially important for
sensitive transactions like online payments, where you send your credit card information over the
internet.

* Root certificate - These certificates are embedded into your browser (Chrome, Firefox etc). They are
used to validate that the website's SSL certificate (above) is genuine - that it has been issued by a trusted
certificate authority.

«  You can tell a site is using an SSL certificate by the padlock icon in the browser address bar. You will also
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notice that the website address begins with https:// (the 's' stands for 'secure’).

«  Website SSL certificates are issued to site owners by an organization known as a 'Certificate Authority'
(CA). The CA checks that the website owner is a legitimate business before they will issue a certificate to
them.

« When you connect, your browser checks that the SSL certificate on a site is signed by root certificate from
a trusted CA.

- If afake root certificate got embedded into your browser, it could tell you trust a website run by a hacker.

»  CIS detects whether you have any fake root certificates in your browser when you run a rating scan, a full
scan, or a custom scan (if so configured).

COMODO view Logs - Entire period ? - m| x
SHOW T | ]
A "j;;"ialt";re'j F”at:jh%,gite Open log file Iiilea?ille — Export Refresh
i

Date & Ti,,, Trusted Certificate Authorities Action :
4/25/2019... CYCLEAXLE CA Add to Exclusions
4/25/2019... OCTOPUS_CA ROOT Remaove
4/25/2019 ... BanyanTreeCA_Root Add to Exclusions
4/25/2019 ... car_door_ca_root Add to Exclusions
4/25/2019 ... iamahacker.com Remaove
4/25/2019 ... iamahacker.com Detect
4/25/2019 ... iamahacker.com Detect
4/23/2019 ... cyclesnatcher Add to Exclusions
4/23,/2019 ... iamahacker.com Remove

< > W

CLOSE

+ Date & Time - When the change event occurred.

« Trusted Certificate Authorities - The name of the CA who issued the untrusted certificate

« Action - Whether the user chose to trust, remove or ignore the certificate

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.

« Cleanup log file - Delete the selected event log.

* Refresh - Reload the current list and show the latest logs.
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co MO D O View Logs - Current week
SHOW T | | »®

- - Advanced Fitterby Date  _ | . Cleanup
Trusted Certificate Authorities Chy * Filter and Time Open log file file

Date & Ti_, Trusted Certificate Authorities

4/25/2019 ... CYCLEAXLE C
Refrezh

Show advanced filter

Export

Today
Current week
Current mon

Entire period

5.5.14. Configuration Change Logs

+  Click 'Logs"in the CIS menu bar
»  Select 'Configuration Changes' in the drop-down at upper-left
Configuration change logs are a record of changes to CIS settings.

COMOD O view Logs - current week 7 = O X

SHOW T [ ] % [= O

. Advanced Filter by Date o __ | . s Cleanuplog DO e
Configuration Changes v Filter and Time Open log file file Export Refresh

e

Date & ., Component Action Modifier  MName Cld Setting Mew Setting i
4/24/20...  Antivirus: Mode Option C... User Off Stateful
4/24/20...  Antivirus: Mode Option C... User Stateful Off
4/24/20... Antivirus: Real-Time ...  Option C... User On Off
4/23/20... Scan Exclusions: Certi... Added User cyclesnatcher <object UID="{...
4/23/20...  Scan Exclusions: Certi... Added User www.dithercons.com <object UID="{...
4/23/20... Auto-scan: Default an... Option C... User sk Ignore
4/23/20...  Antivirus: Profile Changed  User Manual Scan <object UID="{... <object UID="{...
4/23/20... Containment: Enable ... Option C... User Off on
4/23/20... HIPS: Mode Option C... User Disabled Safe Mode

!

]
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« Date & Time - When the configuration change was done.
»  Component - The CIS interface that was modified.

« Action - Short description of the change made to the CIS component. For example, if a setting was
changed, or an exclusion was created.

«  Modifier - The service or user that made the change. Possible modifiers include 'User', 'Antivirus Alert',
'‘Auto-Learn’, 'Firewall Alert', 'HIPS Alert', 'Containment Alert', 'Scheduler' and 'Comodo'.

»  Name - The item featured in the modification. This will vary depending on the component.
+ Old Setting - The value before the configuration change.
» New Setting - The value after the configuration change.

»  Place your mouse over an entry in the 'Old Value' or 'New Value' column to view the full setting
string

»  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.
» Cleanup log file - Delete the selected event log.
» Refresh - Reload the current list and show the latest logs.
Click any column header to sort the entries in ascending \ descending order.

5.5.15. Secure Shopping Activity Logs

«  Click 'Logs'in the CIS menu bar
»  Select 'Secure Shopping Events' from the drop-down at upper-left

Secure Shopping creates a highly secure environment for sensitive online activities such as internet banking and
shopping.
«  Click 'Settings' > 'Advanced Protection' > 'Secure Shopping' to add websites that should always open inside
the Secure Shopping environment.

+  CIS will then remind you if you try to visit the website in @ normal browser, and will offer to open it in Secure
Shopping instead. See 'Comodo Secure Shopping' for more on the feature.

«  Secure shopping logs are a record of when the user was prompted to use secure shopping, and the actions
taken.
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COMODQO view Logs - Today ? = O X
SHOW T = ] » [= o
Advanced  FiterbyDate  gpen jog file  Cleanup log Export Refresh

i

Date & Time Website Action Alert -
4/25/2019 12:4... http://shopping.rediff.com Ask

4/25/2019 12:4...  http:/fwww.sc.com/in Ask Belated alert
4/25/2019 12:4... https:;//www.sc.com/in/ Ask

4/25/2019 12:4... http://www.sc.com/in/ Ask

4/25/2019 12:4...  http:/fwww.sc.com/in Ask

4/25/2019 12:4... httpsy//www.pachaiyappas.in sk

4/25/2019 12:4... http://www.pachaiyappas.in Ask Related alert
4/25/2019 12:4... http://www.pachaiyappas.in sk

4/25/2019 12:4... httpsy/fwww.pachaiyappas.in Ask

W

CLOSE

]

» Date & Time - When the event occurred.
+  Website - The URL of the web-page visited.

«  Action - States whether an alert is shown if the user connects to the site with a normal browser. 'Ask' =
'Yes, an alert is shown'.

« Alert - Click 'Related Alert' to view the notification generated by the event.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.

«  Cleanup log file - Delete the selected event log.

» Refresh - Reload the current list and show the latest logs.

5.5.16. Search and Filter Logs

You can run a simple filter of events by date, and use advanced filters to conduct more complex searches.
Filter by date/time
» Advanced Filters

Filter by date/time
«  Click 'Logs"in the CIS menu bar
»  Select an event category from the drop-down at top-left
»  Click 'Filter by Date and Time' to choose a specific period:
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COMODO view Logs - Today ! = O x

SHOW T /| =

]

. P ) Advanced Filter by Date ~ . o0 Cleanup log roo
\Website Filtering Events - Filter and f’"ﬂe Open log file file Export

() (Mo fitering)

Date & Time Website Action
) Within last |1 l|hour(s) |~
12/5/2019 11:3...  hitpy//hdicbank.com/favicon.ico R Block
) Except last 1 = [’.?.:' 5) |”
12/5/2019 11:3...  httpy//hdfcbank.com/favicon.ico (® Today Block
- ) Current week
12/5/2019 11:3... httpy//hdfcbank.com/favicon.ico O Block

() Current month

() Within the period of

CLOSE

+ No filtering - Show every event logged since CIS was installed. If you have cleared the logs since
installation, this option shows all logs created since that clearance.

«  Within last - Show all logs from a certain point in the past until the present time.
«  Except last - Exclude all logs from a certain point in the past until the present time.
« Today - Show all events logged today, from 12:00 am to the current time. (Default)
«  Current Week - Show all events logged from the previous Sunday to today.
«  Current Month - Display all events logged from 1st of the current month to today.
«  Within the period of - Show logs between a custom date range.

You can also right-click inside the log viewer module and choose the time period.

CO MOD O View Logs - Current week

SHOW T

Antivirus Events v Advanced  EEIEE
Filter

Date & .  Location Malware Name Action

4/11/201... | | DASuspic... VinsWin32 Parten..  Remove
Refresh

4/11/201... | | DASuspic. Show advanced filter gnore
Export

4/11/201... | | DASuspic.. T lock
Today
Current week

Current month

Entire pericd
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Advanced Filters

Advanced filters let you run complex queries based on a variety of criteria. Search parameters vary from module to
module.

+  Click 'Logs"in the CIS menu bar

»  Select a module in the drop-down on the left
«  Click ‘Advanced Filter’:

COMODO view Logs - Todsy e

SHOW xn ] x

: . Advanced fitber by Date =~ o Cleanup log
Website Filtering Events ' 4 and Time Open log file file

4

~
Date & Time Website Category Mame Action

COMOD 0 Advanced Filter ? (| X

ADVANCED FILTER

Action | Equal b O allow B Blodk [ ask

APPLY CANCEL

«  Select afilter category at top-left then click ‘Add’

»  Search parameters vary according to the filter category. You can include multiple filter categories to refine
your search.

Click the following links to view the options available with each module:
«  Antivirus Events
» VirusScope Events
» Firewall Events
« HIPS Events
+ Containment Events
»  Website Filtering Events
« Device Control Events

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 186



Ulofs) GELEHY

+ Autorun Events

+ Alerts

» CIS Tasks

» File List Changes

» Vendor List Changes

« Trusted Certificate Authority Change
» Configuration Changes

»  Secure Shopping Events

Antivirus Events

Filter Category Description Parameters
Action Filter logs based on the action | Select the filter parameter:
taken by CIS against the

« Quarantine: Shows events at which the user chose

detected threat. to quarantine a file

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not »  Remove: Shows events at which the user chose to
Equal' will invert your choice. delete the detected threat

« Ignore: Shows events at which the user chose to
ignore the detected threat

«  Detect: Shows events involving only the detection
of malware

«  Ask: Displays events where an alert was shown to
the user so they could choose an action against a
piece of detected malware

» Restore: Shows events at which quarantined
applications were restored to original location by
admin from Endpoint Manager

«  Block: Shows events where suspicious applications
were stopped

»  Reverse: Shows events where VirusScope
overrode potentially malicious actions

«  False positive: Shows events where files flagged as
threats by CIS were submitted to Comodo by the
user as a false positive.

« Add To exclusions: Shows events in which the user
chose to add an item to antivirus exclusions

« Add To trusted files: Shows events in which the user
changed the file rating to Trusted'

«  Restore from Quarantine: Shows events in which
files were returned to original location from
quarantine

«  Delete from Quarantine: Shows events in which
files were removed permanently from quarantine

Location Filter the log entries related to «  Enter the text or word that needs to be filtered
ﬁ)\gzr:itsgogged from a specific For example, if you select 'Contains' option from the drop-
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down and enter the phrase 'C:/Program Files/' in the text
field, then all events containing the entry 'C:/Program Files/
in the 'Location’ field are displayed.

Malware Name

Filter the log entries related to
specific malware.

«  Enter the text in the name of the malware that
needs to be filtered.

For example, if you choose 'Contains' from the drop-down
and type 'siins' in the text field, then all events with 'siins' in
the 'Malware Name' field are shown.

Status

Filter the log entries based on
the success or failure of the
action taken against the threat
by CIS.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice

Select the filter parameter:

+  Success: Shows events in which the actions
against the detected threat were successfully
executed (for example, the malware was
successfully quarantined)

«  Failure: Shows events at which the actions against
the detected threat failed to execute (for example,
the malware was not disinfected)

VirusScope Events

Filter Category
Action

Description

Filter logs based on the action
taken by CIS against the
detected threat.

Parameters
Select the filter parameter:

«  Quarantine: Shows events at which the user chose
to quarantine a file

«  Remove: Shows events at which the user chose to
delete the detected threat

+ Ignore: Shows events at which the user chose to
ignore the detected threat

+  Detect: Shows events involving only the detection
of malware

+  Ask: Displays events where an alert was shown to
the user so they could choose an action against a
piece of detected malware

» Restore: Shows events at which quarantined
applications were restored to original location by
admin from Endpoint Manager

«  Block: Shows events where suspicious applications
were stopped

»  Reverse: Shows events where VirusScope
overrode potentially malicious actions

« Add To trusted files: Shows events in which the user
changed the file rating to Trusted'

«  Restore from Quarantine: Shows events in which
files were returned to original location from
quarantine
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+ Delete from Quarantine: Shows events in which
files were removed permanently from quarantine

Location

Filter the log entries related to
events logged from a specific
location.

«  Enter the text or word that needs to be filtered

For example, if you select 'Contains' option from the drop-
down and enter the phrase 'C:/Program Files/' in the text
field, then all events containing the entry 'C:/Program Files/
in the 'Location’ field are displayed.

Malware Name

Filter the log entries related to
specific malware.

«  Enter the text in the name of the malware that
needs to be filtered.

For example, if you choose 'Contains' from the drop-down
and type 'siins' in the text field, then all events with 'siins' in
the 'Malware Name' field are shown.

Status

Filter the log entries based on
the success or failure of the
action taken against the threat
by CIS.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice

Select the filter parameter:

«  Success: Shows events in which the actions
against the detected threat were successfully
executed (for example, the malware was
successfully quarantined)

«  Failure: Shows events at which the actions against
the detected threat failed to execute (for example,
the malware was not disinfected)

Firewall Events

Filter Category

Description

Parameters

propagated by a specific
application

Action Filter logs based on events Select the filter parameter:
acgordlng fo the response (or +  Blocked: Shows events where CIS prevented the
action taken) by the firewall. connection
Select 'Equal’ or 'Not Equal’
from the drop down. 'Not +  Allowed: Shows events where the connection was
Equal' will invert your choice allowed to proceed
+  Asked: Shows events where an alert was shown to
the users so they could choose whether or not to
allow the connection
Application Filter logs based on events «  Enter the text or word that needs to be filtered.

For example, if you choose 'Contains' from and enter the
phrase 'cuckoo' in the text field, then all FW events
containing the entry 'cuckoo' in the 'Application' column are
displayed

Destination IP

Filter logs based on events
with a specific target IP
address
1. Select 'Equal’ or 'Not
Equal' option from
the drop-down box.
'Not Equal' will invert
your selected choice.

2. Select'IPv4' or 'IPv6'

« Enter the IP address of the destination server or
host, to filter the events that involve the connection
attempts from/to that destination server or host.

For example, if you choose 'Contains' option from the drop-
down, select IPv4 and enter 192.168.111.11 in the text field,
then all events containing the entry '192.168.111.11" in the
'Destination IP' column will be displayed.
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Parameters

Destination Port

Filter logs based on events
that involved a specific target
port number

Select any one of the option
the drop-down:

+ Equal
»  Greater than

»  Greater than or
Equal

* Lessthan
» Lessthan or Equal
*  Not Equal

+  Enter the destination port number in the text entry
field

For example, if you choose 'Equal' option from the drop-
down and enter 8080 in the text field, then all events
containing the entry '8080" in the 'Destination Port' column
will be displayed.

Direction

Filter logs based on events of
inbound or outbound nature.
Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice

Select the filter parameter:

« In: Shows a list of events involving inbound
connection attempts

«  Out: Shows a list of events involving outbound
connection attempts

For example, if you choose 'Equal' option from the drop-
down and select the 'In' checkbox, then all inbound
connection attempts will be displayed.

Protocol

Filter logs based on events
that involved a specific
protocol.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice

Select the filter parameter:

-« TCP
- UDP
« ICMP
« |PV4
+ IGMP
« GGP
« PUP
- IDP
« IPV6
« ICMPV6
« ND

For example, if you choose 'Equal’ option from the drop-
down and select the 'TCP' checkbox, then all connection
attempts involving TCP protocol will be displayed.

Source IP

Filter logs based on events
that originated from a specific
|P address

1. Select 'Equal' or 'Not
Equal' option from
the drop-down box.

«  Enter the IP address of the source server or host, to
filter the events that involve the connection attempts
from/to that source server or host system.

For example, if you choose 'Contains' then select IPv4 and
enter 192.168.111.22 in the text field, then all events
containing the entry 192.168.111.11" in the 'Source IP'
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'Not Equal’ will invert
your selected choice.

2. Select'IPv4' or 'IPv6'
from the drop-down
box.
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Parameters
column will be displayed.

Source Port Filter logs based on events «  Enter the destination port number in the text entry
that involved a specific source field
g‘;ﬁgf;begne of the option For example, if you choose 'Equal' and enter 8080 in the text
the dro go o P field, then all events containing the entry '8080' in the
p-down. ‘Source Port' column will be displayed.
« Equal
+  Greater than
+  Greater than or
Equal
» Lessthan
» Lessthan or Equal
*  Not Equal
HIPS Events
Filter Category Description Parameters
Application Filter logs based on events «  Enter the search criteria for filtering the logs in the
propagated by a specific text field.
application For example, if you choose 'Contains' from the drop-down
and enter the phrase 'cuckoo' in the text field, then all events
containing the entry 'cuckoo' in the 'Application’ column are
displayed.
Action Filter logs based on events | Select the filter parameter:

according to the response (or
action taken) by HIPS

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice.

«  Scanned online and found malicious
«  Access memory

«  Create process

« Terminate process

«  Modify key

«  Modify file

«  Direct memory access
«  Direct disk access

« Direct keyboard access
«  Direct monitor access

«  Load driver

« Send message

+ Install Hook

¢ Access COM interface
«  Execute image
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Parameters
« DNS/RPC client access
« Change HIPS Mode
+  Shellcode injection

« Block file
«  Suspicious
«  Hook

«  Alert Suppressed
«  Scanned and found safe

For example, if you choose 'Equal' and select 'Create
process', only events involving the creation of a process by
applications are displayed.

Target Filter logs based on events
that involved a specified target

application.

+  Enter the search criteria for filtering the logs in the
text field.

For example, if you choose 'Contains' and enter the phrase
'svchost.exe' in the text field, then all events containing the
entry 'svchost.exe' in the "Target' column will be displayed.

Containment Events

Filter Category Description

Parameters

Application Show events propagated by a «  Enter the search criteria for filtering the logs in the
specific application. text field.

For example, if you choose 'Contains' and enter the phrase
‘peflank’ in the text field, then all events containing the entry
‘pcflank’ in the 'Application’ column are displayed.

Rating Show events which concern | Select the filter parameter:
fllels that have a specific trust- < None
rating.

»  Unrecognized

Select 'Equal’ or 'Not Equal’ . Trusted

from the drop down. 'Not ru§ ‘_9

Equal' will invert your choice. * Malicious
For example, if you choose 'Equal’ and select the
'Unrecognized' file rating, only the containment events
involving applications that are categorized as 'Unrecognized'
are displayed.

Action Show events where a specific | Select the restriction level(s) applied by the container to the
action was applied to the file | applications, either automatically of or chosen by the user
by CIS from the alert.

Select 'Equal’ or 'Not Equal’ «  Run Restricted
from t'he_drIOp down. ‘Not - Run Virtually
Equal' will invert your choice
»  Blocked
+ Ignored
For example, if you choose 'Equal' from the drop-down and
select 'Run Virtually', only the events of applications that are
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Parameters
run inside the container are displayed.

Contained by

Show events where the file
was isolated by a specific
module or user

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' will invert your
selected choice.

Select the source(s) by which the applications were
contained.

+  Containment Policy
o User

 Virtual Desktop

«  Contained Process

+  Containment Service
Virtual Desktop Shell

For example, if you choose 'Contains' and select the 'User’
checkbox, then only events involving applications that were
manually run inside the container are displayed.

Parent Process Path

Show files contained based
on its source process path.

Select 'Contains' or 'Does Not
Contain' from the drop-down
menu.

«  Enter the name of the application associated with
the process path, that launched contained item as
the search criteria for filtering the logs in the text
field.

For example, if you choose 'Contains' and enter the phrase
'RuntimeBroker.exe' in the text field, then all events
containing the entry 'RuntimeBroker.exe' in the 'Parent
Process path' column are displayed.

Parent Process
Hash

Show events where items was
contained based on its source
process(es) specified by hash
value(s) of executable file(s)
associated with the source
process(es)

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice.

« Enter the SHA1 hash value of the executable file
associated with the process, that launched
contained item as the search criteria.

Website Filtering Events

Filter Category

Description

Parameters

Website Show only events that «  Enter the website address in part or full, to filter the
involved a specific website logs involving the website.
Select 'Contains' or 'Does Not | For example, if you choose 'Contains' option from the drop-
Contain' from the drop-down | down and enter the phrase ‘facebook.com'in the text field,
menu. then all events that involve the website 'facebook.com' in the
"Website' column are displayed.
Category Name Show events that involved +  Enter the website filter category name, to filter the

websites which are covered
by a website filtering category.

logs involving the category

For example, if you choose 'Contains' and enter the phrase
'Malware Sites' in the text field, then all events involving
websites in the 'Malware Sites' category are displayed.
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Filter Category
Action

Description

Show only events that
involved a specific response
by CIS.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice
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Parameters
Select the action(s) to filter the logs involving those action(s).

e Allow
«  Block
o Ask

For example, if you choose 'Equal' and 'Block’, then only
events where websites blocked are displayed.

Device Control Events

Filter Category

Description

Parameters

Name Filter the entries based on the «  Enter the type of the device in full or part as your
type of the device. filter criteria in the text field.
For example, if you choose 'Contains' and type 'USB Input
Device' in the text field, you will see logs related to USB input
devices like keyboards, mice and finger print scanners.
|dentifier Filter entries based on the «  Enter the device ID of the device in full or part as
device ID of the external your filter criteria in the text field.
device. For example if you have chosen 'Contains' and entered
'USB\VID_0627&PID_0001', in the text field only those log
entries related to external devices whose device ID contains
the string are displayed.
Class Filter the entries based on the »  Enter a Device Class ID (GUID) in part or full as
GUID of the device your search criteria
For example, if you select 'Contains' option from the drop-
down field and enter '4D36E967', then all events containing
the entry '4D36E967" in the 'Class' field are displayed..
State Filter events based on Select the parameter to refine your search.

whether the device connection
attempt was allowed or
blocked.

e Enabled
« Disabled

Autorun Events

Filter Category

Description

Parameters

application path
Select 'Contains' or 'Does Not

Type Filter entries based on the Choose from:
class of autorun . Windows service
Select 'Equal’ or 'Not Equal’ .
from the drop down. 'Not Autostart entry
Equal' will invert your choice +  Scheduled task
Location Filter entries based on «  Enter the location or a part of it as your filter criteria

in the text field.
For example if you have chosen 'Contains' and entered
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Filter Category

Description

Contain' option from the drop
down menu. 'Does Not
Contain' will invert your
selected choice.
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Parameters

'C:/Program Files (x86)/Cuckoo Files/Cuckoo.exe in the text
field, then only log entries with the same value in the 'Path’
column are displayed.

Modifier Filter logs by the file or user Enter the location or a part of it as your filter criteria
that launched the event. in the text field.
Select 'Contains' or 'Does Not | For example if you choose 'Contains' and enter
Contain' option from the drop | 'C:/Users/tester/AppData/Roaming/Microsoft/Windows/Start
down menu. 'Does Not Menu/Programs/Startup/UnknownAppUI3.exe' in the text
Contain' inverts your choice. |field, then only log entries with the same value in the 'Path’

column will be displayed.

Action Filter the events based on CIS « Ignore - CIS does not take any action
:ﬁrsgg[nse fo the detected - Terminate - CIS stops the process / service
Select 'Equal' or 'Not Equal « Terminate and Disable - Auto-run processes will be
; € ecth gua (chr N qu;Ja stopped and the corresponding auto-run entry
Erom ' e_”r.op r(t)wn. (r)] . removed. In the case of a service, CIS disables the

qual" will invert your choice service.

« Quarantine and Disable - Auto-run processes will
be quarantined and the corresponding auto-run
entry removed. In the case of a service, CIS
disables the service.

Detected By Filter the entries based on the | Select the specific filter parameter to refine your search.
CIS component that .
discovered the threat Autlorlun monitor
Select 'Equal’ or 'Not Equal’ * Anivirus Scan
from the drop down. 'Not
Equal' will invert your choice
Status Filter the entries based on the | Select the specific filter parameter to refine your search.
ts:;:r?? :irnfsat”#‘rg tohfr;g? s ction «  Success: Shows events where the actions against
CIS 9 y the detected threat were successful. For example,
' the malware was successfully quarantined.
fSeIecith Egual (cj)r NOt,equal «  Failure: Shows events where the intended actions
Eromal' e_”r.(rJ]per?wg. i ccr)lo'ce against the detected threat were not successful. For
quat will Invert you ! example, the malware was not disinfected.
Alerts

Filter Category
Advice

Description

Filter entries by the security
recommendation in the alert.

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. '‘Does Not

Parameters
«  Enter the text or word as your filter criteria.

For example, choose 'Contains' and enter the phrase 'you
can safely allow this request' in the text field.
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Filter Category

Description
Contain' inverts your choice.
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Parameters
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Answer

Filter the events based on
what action the user selected
at the alert.

Select 'Equal’ or 'Not Equal'
from the drop down. 'Not
Equal' inverts your choice.

Select the parameter to refine your search.

For example, if you choose 'Equal' from the drop-down and
select the 'Add to exclusions' checkbox, only the alerts
where you answered 'Ignore' > 'Ignore and Add to

Show

Allow

Deny

Treat as

Disinfect

Quarantine

Quarantine and reserve
Skip once

Add to exclusions

Add to trusted files

False positive

Skip

Terminate

Keep inside the Container
Run outside the Container
Deny and Terminate

Deny, Terminate and Reverse
Continue in Current Browser
Visit with Secure Browser
Visitin Secure Shopping Environment
Activate

Downgrade

Postpone

Containment

Run Unlimited

Run inside the Container
Blocked

exclusions' are displayed.

Answered

Filter logs based on the date
the user answered the alerts.

Select 'Equal’ or 'Not Equal'
from the drop down. 'Not
Equal' inverts your choice.

For example, if you select 'Equal’ and select '12/09/2019',
only alerts answered on '12/09/2019" are displayed.

Enter or select the required date from the date

picker
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Filter Category Description Parameters

Description Filter the entries based on the Enter the text or word as your filter criteria.

g?s‘f”m'gf‘ otfhthe lat:tempt For example, if you select 'Contains' from the drop-down and
ISpiayed in the alert. enter 'connect to the internet', only the log entries of firewall

Select 'Contains' or 'Does Not | alerts that contain the phrase 'connect to the internet' in the

Contain' option from the drop | description are displayed.

down menu. 'Does Not

Contain' inverts your choice.

Option Filter the log entries where the | Select the specific filter parameters to refine your search.
user selgcte|d an additional . Remember
options like ‘Remember my
answer', 'Submit as False ¢ Restore point
Positive' from the alert. «  Submit
Select 'Equal’ or 'Not Equal’ «  Trusted publisher
from the drop down. 'Not P
Equal' inverts your choice. For example, if you choose 'Equal' from the drop-down and

select 'Remember' from the checkbox options, only the log
entries of alerts for which 'Remember my answer' option was
selected are displayed.

Treat as Filter events where the user «  Enter the text or word as your filter criteria
cror?erpemflc ac|;t|o|rt1s OP the For example, if you have chosen 'Contains' from the drop-
ai ' orllex?mr') ?t’ retza 458 | 4own and entered 'Installer’ in the text field, only the log
sa f ﬁp? 'CZ'OH reatasan | ontries containing the phrase 'Installer' in the "Treat As'
Installer-and so on. column are displayed.

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.

Alert Type Filter the log entries based on | Select the specific filter parameters to refine your search.
the CIS component that . Antivirus Alert
triggered the alert
Select 'Equal’ or 'Not Equal’ » Firewall Alert
from the drop down. 'Not « HIPS alert
Equal' inverts your choice. «  Containment alert

«  VirusScope Alert

«  Secure Shopping Alert

¢ Pre-Expiration Alert

«  Expiration Alert

«  Browser Protection Alert

»  Network alert

« Auto-Scan alert
For example, if you select 'Equal’ from the drop-down and
select 'Antivirus Alert' checkbox, only the log of antivirus
alerts are displayed.

CIS Tasks
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Parameters

Code Filter the entries based on +  Enter the code or a part of it as your filter criteria in

specified error code the text field.

Select 'Equal’ or 'Not Equal' | For example, if you have select 'Equal' and entered

from the drop down. 'Not '0x80004004" in the text field, then only entries containing the
Equal’ inverts your choice. value '0x80004004' in the 'Code' column are displayed.

Completed Filter events based on tasks «  Enter or select the required date from the date
successfully finished on the picker
specified date For example, if you choose 'Equal' and select '08/01/2019,
Select 'Equal’ or 'Not Equal' | only the logs of tasks completed on 08/01/2019" are
from the drop down. 'Not displayed.

Equal' inverts your choice.

Parameter Filter the entries based on the «  Enter the text or word as your filter criteria.
'SF;erg:\;Z?e?ﬁrsa?:tihtA e of For example, if you choose 'Contains' option from the drop-
tf] int Ik i u ;:yp down and enter the phrase 'Quick Scan' in the text field, then
exz:::;g ?quic)lipg(.:argran q only the entries of 'Antivirus Scan Tasks' with the scan
‘Rating Scan’ are both parameter 'Quick Scan' are displayed.
parameters of the main task
type 'Antivirus Scan'.

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.
Type Filter the entries based on the | Select the specific filter parameters to refine your search.

CIS tasks category.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice.

Antivirus update

«  Antivirus scan

« Log Clearing

«  Warranty Activation

«  Product upgrade

« Binary update

+ File Rating DB Upgrade
«  Purge file list

File List Changes

Filter Category

Location

Description

Filter the entries based on the
file path whose trust rating
was changed

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not

Parameters

«  Enter the location or a part of it as your filter criteria
in the text field.

For example if you have chosen 'Contains' and entered
'C:/Program Files (x86)/Cuckoo Files/Cuckoo.exe in the text
field, then only log entries with the same value in the 'Path’
column are displayed.
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Filter Category Description Parameters
Contain' inverts your choice.

Modifier Filter events based on who Select the filter parameter to refine your search
changed the file rating U
. ser
Select 'Equal’ or 'Not Equal . Comodo

from the drop down. 'Not
Equal' inverts your choice. For example, if you select 'Equal' from the drop-down and
select 'User' checkbox, only logs of changes done by the
users are displayed.

Action Filter the entries based on the | Select the filter parameter to refine your search
file activity .« Added
Select 'Equal’ or 'Not Equal’

from the drop down. 'Not
Equal' inverts your choice. *  Removed

« Changed

For example, if you select 'Equal' from the drop-down and
select 'Removed' checkbox, only the logs of files that were
removed from the file list are displayed.

Property Filter the entries by who Ratings can be provided by:

provided the file rating. . Administrator Rating

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not «  Comodo Rating
Contain' inverts your choice.

+  User Rating

For example, if you select 'Equal’ from the drop-down and
select 'User Rating' checkbox, only the logs of files that were
rated by the users are displayed.

Old Rating Filter the entries based on Select the filter parameter to refine your search
trust rating of files before the . Unrecognized
change

Select ‘Contains' o Does Not |~ 1St

Contain' option from the drop + Malicious
down menu. 'Does Not

o , For example, if you select 'Contains' from the drop-down and
Contain' inverts your choice.

select 'Unrecognized' checkbox, only the logs of files that are
rated as 'Unrecognized' in the 'Old Rating' column are
displayed.

New Rating Filter logs by the trust rating of | Select the filter parameter to refine your search

files after the change . Unrecognized

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not « Malicious
Contain' inverts your choice.

e Trusted

For example, if you select 'Contains' from the drop-down and
select 'Malicious' checkbox, only the logs of files that are
rated as 'Malicious' in the ‘New Rating' column are displayed.

Vendor List Changes
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Filter Category Description Parameters

Vendor Filter logs by the software Type the name of the vendor in full or part in the text field.
publisher name whose trust

: For example if you choose 'Contains' and enter ‘Digital’ in the
rating was changed

text field, only those log entries related to the vendors who
Select 'Contains' or 'Does Not | has contain ‘Digital’ as a part in their name are displayed.
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.

Modifier Filter logs by who changed Select the filter parameter to refine your search
the vendor rating o User
Select 'Equal’ or 'Not Equal «  Comodo

from the drop down. 'Not
Equal' inverts your choice. For example, if you select 'Equal’ from the drop-down and

select 'User' checkbox, only logs of changes done by the
users are displayed.

Action Filter logs by the type of Possible actions:
Icizgtange made to the vendor . Added
« Changed

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not +  Removed

Equal’ inverts your choice. | o example, if you select 'Equal' from the drop-down and

select 'Removed' checkbox, only the logs of vendors that
were removed from the vendor list are displayed.

Property Filter logs by the entity that | Entities that can provide trust ratings:

provided the vendor rating . Administrator Rating

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not «  Comodo Rating
Contain' inverts your choice.

+  User Rating

For example, if you select 'Equal’ from the drop-down and
select 'User Rating' checkbox, only the logs of vendors that
were rated by users are displayed.

Old Rating Filter logs by the trust rating of | Select the filter parameter to refine your search

the vendor before the change . Unrecognized

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not « Malicious
Contain' inverts your choice.

e Trusted

For example, if you select 'Contains' from the drop-down and
select 'Unrecognized' checkbox, only the logs of vendors that
are rated as 'Unrecognized' in the 'Old Rating' column are
displayed.

New Rating Filter logs by the vendor’s Possible new trust ratings are:

trust rating after the change. . Unrecognized

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not « Malicious
Contain’ inverts your choice.

e Trusted

For example, if you select 'Contains' from the drop-down and
select 'Malicious' checkbox, only the logs of vendors that are
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Filter Category Description Parameters
rated as 'Malicious' in the 'New Rating' column are displayed.

Trusted Certificate Authorities

Filter Category Description Parameters

Vendor Filter logs by the software Type the name of the vendor in full or part in the text field.
publisher name whose trust

. For example if you choose 'Contains' and enter ‘Digital’ in the
rating was changed.

text field, only those log entries related to the vendors who
Select 'Contains' or 'Does Not | has contain ‘Digital’ as a part in their name are displayed.
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.

Modifier Filter logs by who changed Select the filter parameter to refine your search.
the trusted certificate U
o . . ser
authorities rating
«  Comodo

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not For example, if you select 'Equal’ from the drop-down and
Equal' inverts your choice. select 'User' checkbox, only logs of changes done by the
users are displayed.

Action Filter logs by the type of Possible actions:
change made to the trusted .
certificate authorities list. Added

« Changed

Select 'Equal’ or 'Not Equal'
from the drop down. 'Not »  Removed

Equal' inverts your choice. | por eyample, if you select 'Equal from the drop-down and

select 'Removed' checkbox, only the logs of trusted
certificate authorities that were removed from the vendor list
are displayed.

Property Filter logs by the entity that | Entities that can provide trust ratings:
provided the trusted certificate . Administrator Rating
authorities rating

Select 'Contains' or '‘Does Not * UserRaiing
Contain' option from the drop «  Comodo Rating
down menu. 'Does Not

i , For example, if you select 'Equal’ from the drop-down and
Contain' inverts your choice.

select 'User Rating' checkbox, only the logs of trusted
certificate authorities that were rated by users are displayed.

Old Rating Filter logs by the trust rating of | Select the filter parameter to refine your search.
the trusted certificate .
authorities before the change. Unrecognized
Select 'Contains' or 'Does Not * Trusted
Contain' option from the drop + Malicious
down menu. 'Does Not

o , For example, if you select 'Contains' from the drop-down and
Contain' inverts your choice.

select 'Unrecognized' checkbox, only the logs of trusted
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Parameters

certificate authorities that are rated as 'Unrecognized' in the
'Old Rating' column are displayed.

New Rating

Filter logs by the trusted
certificate authorities's trust
rating after the change.

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain’ inverts your choice.

Possible new trust ratings are:
«  Unrecognized
+  Trusted
+ Malicious

For example, if you select 'Contains' from the drop-down and
select 'Malicious' checkbox, only the logs of trusted
certificate authorities that are rated as 'Malicious' in the ‘New
Rating' column are displayed.

Configuration Changes

Filter Category Description Parameters

Action Filter logs by the type of Options are:
change that was made. For . Added
example, rule modified, file
exclusion created. « Changed
Select 'Equal’ or 'Not Equal’ *  Removed
from t'h_e drop down. ‘N_ot - Option changed
Equal' inverts your choice.

Modifier Filter events based on who | The possible modifiers are:
changed the configuration . User
such as the user,
administrator and response * Auto learn
given to an alert Antivirus Alert
Select 'Equal' or 'Not Equal' »  Firewall Alert
from the drop down. 'Not « HIPS alert
Equal' inverts your choice. . Containment alert

«  Scheduler

«  Comodo
For example, if you select 'Equal’ from the drop-down and
select 'User' checkbox, only logs of changes done by the
users are displayed.

Name Filter the entries based on Enter the object name as filter criteria in the text box.
gbjfhd Iabefl_ that t\_/vas ar\]ffected For example, if you choose 'Contains' then enter the phrase
fy © conl |gusrﬁ on change, ‘'surfer.exe’ in the text field, then you will only see logs with
or examp'e, SNAred opaces, ¢ for axe in the name column.

Windows Management and so
on.

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
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Description
Contain' inverts your choice.
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Parameters

Component

Filter logs by the object
modified by the action.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice.

Secure Shopping Events

Filter Category

Description

Select the affected object.

It is not possible to list all possible objects in this table.
Please consult the list in the search interface.

Parameters

cCOMODO
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Website Show only events that +  Enter the website address in part or full, to filter the
involved a specific website. logs involving the website.
Select 'Contains' or 'Does Not | For example, if you choose 'Contains' option from the drop-
Contain' from the drop-down | down and enter the phrase 'sc.com’ in the text field, then all
menu. events that involve the website 'sc.com' in the "Website'
column are displayed.
Action Filter logs by the type of Possible activities:

secure shopping event

. « Visit with Secure Browser
activity.

«  Visitin Secure Shopping Environments
Ask

For example, if you select 'Equal’ from the drop-down and
select 'Visit with Secure Browser' checkbox, only the session
initiated events are displayed in the ‘Action’ column.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not .
Equal' inverts your choice.

5.6.Submit Files for Analysis to Comodo

Click 'Tasks' > 'Advanced Tasks' > 'Submit Files'
«  Files you submit from this interface are uploaded to Comodo Valkyrie for behavior testing.

«  Valkyrie is Comodo's file testing and verdict system. It's purpose is to discover whether or not a file is
malicious or safe.

«  CIS rates files as either 'trusted’, 'malicious' or 'unknown'.

+  Files with no rating at all are automatically uploaded when they are executed, or if they are discovered by a
rating scan.

»  Files awarded an unknown rating by an admin, user, or by Comodo are not auto-uploaded.

Note: Unrecognized files can also be submitted from the 'File List' interface should you prefer.

Upload files for analysis
e C(Click 'Tasks' on the CIS home screen
«  Click 'Advanced Tasks' then 'Submit Files'
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CDMDa 0 Internet Security

SETTINGS
|| Secure All systems are active and running
GEMERAL TASKS FIREWALL TASKS CONTAINMEMNT TASKS ADVANCED TASKS Cl‘
- » . »
/—. Create Rescue Disk Clean Endpoint
@ Create a bootable CO or USE Flash Drive to x Run COMODO Cleaning Essentials tool to clean
clean up heawily infected PC's, persistent infections.
. q c .
=— Open Task Manager ’ : View Quarantine
°— Open the task manager to view running security @ view and manage threats quarantined by virus
tasks in progress. scanner

Submit Files

You can gjmit as many files as you wish to
COMODO-1or analysis.

@b View Logs

J View a record of security events, activity and

alerts

COMODO submit

b g X

Add Remove

[ Location Q

[J & cC:A\Program Files {x86)\Lantiv\Lantiv Timetabler 6.2.36\LanTime.exe

[0 submit as False-Positive SUBMIT CLOSE

+  Click 'Add" at top right.
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COMODO submit ? o X

Files Q

Folders

Running Processes esktop\wviryrundll.exe

« There are three ways to select a file:

»  Files - Browse to the file or executable you want to add to the 'Submit Files' list.

» Folders - Browse to the folder you want to add. Al files in the folder will be added to the 'Submit Files'
list.

* Running Processes - Select a currently active process. The parent application of the process will be
added to the 'Submit Files' list.

» Repeat the process to add more files
+  Click the 'Submit' button

The uploading process will commence. You can stop, pause/resume or send the submission process to background
by clicking respective buttons.

COMODO submit Files ? — O *

Chold man files\give_a_dog_a bone.exe

File Name State

@ C\Program Files (x86)\l antivil antiv Timetabler 6.2.36\l anTime.exe o Uploading

BN CAProgram Files (x861\MB Free Astrology Birth Chart\MBEFreeAstrologyBirthCh... o Pending

@ C\Program Files (x86)\MyFreeWeather\MyWeather.exe o Pending
¥} CiAstrologhAstrolog.exe o Pending
ChProgram Files\AgeCalculator.exe o Pending

/2

When a file is first submitted, Comodo's online file look-up service will check whether the file is already queued for
analysis by our technicians. The results screen shows the results:
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COMODO submitFiles ? = %

1 O 0 % CA\Program Files\AgeCalculator.exe

Filz Mame State

@ Uploaded

&h C\Program Files (x86)\MB Free Astrology Birth Chart\MBFresAstrologyBirthCh... @ Already submitted

& C\Program Files (x86)\MyFreeWeather\MyWeather.exe @ Already submitted
¥} CiAstrologiAstrolog.exe @ Already submitted
ChProgram Files\AgeCalculator.exe @ Already submitted

X CLOSE

« Uploaded - The file was accepted for review by our research labs. The file's signature was not among
the list of files waiting to be tested.

» Already submitted - The file has already been uploaded by another CIS user and is queued for
testing. This means the file was not uploaded from your machine.

Comodo will analyze all submitted files. If the file is found to be trustworthy it will be added to the Comodo safe list
(white-listed). Conversely, if it is found to be malicious then it will be added to the virus database (black-listed).

Click 'Settings' > 'File List' > 'Submitted Files' to view all files uploaded to our labs. See Submitted Files for more
details.

6. CIS Settings

»  Click 'Settings' at the top-left of the CIS home screen

«  The settings area lets you configure every aspect of the operation, behavior and appearance of Comodo
Internet Security.

«  General settings - Specify top-level preferences regarding the interface, updates and event logs.

- Security settings - Configure each CIS security module. Modules include antivirus, firewall, file-rating,
containment, Secure Shopping, and website filtering.
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COMOD O internet security

£ HOME SETTINGS

@ Secure | 4l systems are active and running

GEMNERAL TASKS IREWALL TASKS CONTAINMENT TASKS ADVANCED TASKS

Scan Secure Shopp
v’ Dr~F e L
~>  Scan your fomputer for viruses and spyware. o0—0 .

COMOD O #‘:;anced Settings ? 5 O X
— General Settings e
—— User Interface
Updates Theme: | Lycia Theme v
Logging Language:  |English (United States) - By COMODO -
T Show messages from COMODO Message Center
~ Antivirus Show notification messages
v Firewall Show welcome screen on startup
v Hips Show desktop widget

S Contannet Show information messages when tasks are minimized/sent to background

: i Play sound when an alert is shown
» File Rating

Show the ‘Upgrade’ button in the main window
w Advanced Protection

Show notification messages
Website Filtering
Password Protection

[] Enable password protection Set Password

Click the following links for help with specific settings:

«  General Settings - Configure the appearance and behavior of the application
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»  Customize User Interface
»  Configure Program and database Updates
» Log Settings
« Manage CIS Configurations
*  Antivirus Settings
» Real-time Scanner Settings
«  Scan Profiles
»  Firewall Settings

»  General Firewall Settings
» Application Rules
»  Global Rules
«  Firewall Rule Sets
* Network Zones
« Port Sets
»  HIPS Settings

«  General HIPS Settings
« Active HIPS Rules
* HIPS Rule Sets
» Protected Objects
«  HIPS Groups
» Containment Configuration
» Containment Settings
+  Auto-Containment Rules
» File Ratings
+ File Rating Settings
«  File Groups
 File List
+  Submitted Files
» Vendor List
» Advanced Protection
» VirusScope Settings
» Scan Exclusions
+  Script Analysis Settings
« Miscellaneous Settings
»  Secure Shopping Settings
- Website Filtering Settings
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6.1.General Settings

«  Click 'Settings' > 'General Settings'

» The general settings area lets you customize the appearance and overall behavior of Comodo Internet
Security.

«  You can configure interface language, notification messages, automatic updates, logging, and more.
Configure General CIS Settings

+  Click 'Settings' on the CIS home screen

»  Click 'General Settings' on the left:

COMOD O Advanced Settings ? e O *

— General Settings

=] User Interface
I
Updates Theme: | Lycia Theme v
Logging Language: |Eng|ish (United States) - By COMODO >
Sl Show messages from COMODO Message Center
v Antivirus Show notification messages
w Firewall Show welcome screen on startup
v HIPS Show desktop widget

: o i i inimi
e Show information messages when tasks are minimized/sent to background

. : Play sound when an alert is shown
w File Rating

] Show the ‘Upgrade’ button in the main window
v Advanced Protection

Show notification messages

Website Filtering
Password Protection

[] Enable password protection Set Password

General settings is broken down into the following areas:
+ User Interface
+ Updates
» Logging
»  Configuration
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6.1.1. Customize User Interface

»  Click 'Settings' > 'General Settings' > 'User Interface'

« The user interface tab lets you choose your preferred language, and customize the look and feel of the
application.

*  You can also configure how messages are displayed, and password protect access to important CIS
settings.

Open user interface settings:
»  Click 'Settings' on the CIS home screen
«  Click 'General Settings' > 'User Interface'

COMODO Advanced settings 7 i O %

— General Settings

]
W= User Interface
i
Updates Theme: | Lycia Theme v
Logging Language: |Eng|ish (United States) - By COMODO >
Configuration Show messages from COMODO Message Center
v Antivirus Show natification messages
v Firewall Show welcome screen on startup
v HIPS Show desktop widget

ey Show information messages when tasks are minimized/sent to background

; : Play sound when an alert is shown
~ File Rating

S5how the ‘Upgrade’ button in the main window
w Advanced Protection

Show notification messages

Website Filtering
Password Protection

[] Enable password protection Set Password

Click the following links for help with each setting:

* Themes

« Language

»  Show messages from COMODO Message Center
« Show notification messages

«  Show Welcome screen on start up

»  Show desktop widget
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» Show information messages when tasks are minimized/sent to background
» Play sound when an alert is shown
«  Show upgrade button in the main window (Available only in free version)

« Enable Password Protection

«  Theme - Choose the appearance of the GUI (Default = Lycia Theme).

u= User Interface
. - -

Theme: Lycia Theme l‘/_')
pa—

Classic Theme
Arcadia Theme
Lycia Theme

Modern Theme

« Language Settings - Comodo Internet Security is available in many different languages. Switch languages
by clicking the 'Language' drop-down menu:
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COMOD O Advanced Settings ? =
— General Settings
=
——| User Interface
J = -
Updates Theme: | Lycia Theme -
Logging Language: English (United States) - By COMODO l hd
: : English (United States) - By COMODO S
Configuration Show mess éusy=)l - By Communi
e Aol i Show notifi Portugués (Brasil) - By Community

brarapcku - By Community
H (&%) - By COMODO
1EESHST - By Community
Hrvatski (Croatian) - By Community
Ceitina - By Community
Mederlands - By Community
Eesti keel - By Community
Frangais - By Community
Deutsch - By Community
ExAnvike - By Community
Magyar - By Community
Italiano - By Community
wuyle - By Community
Polski - By Community
Romani - By COMODO
Pyccrkwi - By COMODO
Cpnckw - By Community
Espafiol - By Community
Svenska - By Community
Turkge - By COMODO
YkpaiHceka — By Community

Tiéng Viét - By Community

+ Show messages from COMODO Message Center - Message center messages keep you abreast of
Comodo news and special offers. If enabled, the messages will periodically appear as small pop-ups:
(Default = Enabled).

COMODO =

"
g\?*
5??- [ ﬂm

50% off CIS PRO

- Show notification messages - CIS system notices appear in the bottom right-hand corner of your screen
(just above the tray icons). They inform you about any actions that CIS is taking, and any CIS status
updates:
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COMODO X

Urgent Notification from Comodo

You must update to CIS version
10.0.1.6209 BEFORE installing the
Windows Creator update.

Clear this check box if you do not want to see these system messages (Default = Enabled).

Note - To view these messages, you also need to allow notifications from Comodo in Windows
‘Notifications and Actions":
+  Click the 'Show notification messages' link
«  This opens the Windows 'Notifications and Actions' page
»  Enable 'Get notifications from apps and other senders'
«  Enable 'Comodo Internet Security' in the senders list
i Show desktop widget
S Show information messages when tasks are minimized/sent to back

; ; Play sound when an alert is shown
~ File Rating

5 ' button in the main window

w Advanced Protection

Show notificatiom messages

Website Filtering

Settings = O X
v

i Home Notifications & actions

Find a setting L | . . . -

Get tips, tricks, and suggestions as you use Windows

System Q On
O Display et notifications from apps and other senders
) Sound

o ) Get notifications from these senders

I [L] MNotifications & actions

Select a sender to see more settings. Some senders might also have
i eir own notification settings. If so, open the sender to change

J) Focus assist th tificati tt If th der to ch

them.

" Power & sleep

? COMODOQO Internet Security Premium Q On
* Battery On: Banners, Sounds
—= Storage
J Display Settings 0 On
On: Banners, Sounds

L Tablet mode

- Show welcome screen on start up - Enable or disable the welcome screen shown when the application
first starts. (Default = Enabled):
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COMODO intemet security Complete X
COMODO Internet Security Complete

Choosing COMODO for your PC security is a responsibility we take very seriously

Get more benefits with COMODO Intemet Security Complete: Cloud Backup and 1.
TrustConnect Services (3 UPGRADE NOW

TrustConnect

Fully encrypts wireless and wired communication
between your PC and other computers. Makes surfing

safe at any unsecured public networks.

Secure Shopping

¥ )

] Do not show this window again Learn more

Tip: You also can disable the screen by selecting 'Do not show this window again' in the welcome screen itself.

«  Show desktop widget - The desktop widget shows your overall security status, outgoing and incoming
traffic, and any background tasks.

»  The widget also contains shortcuts to open the CIS interface, to open the task manager, to open your
browsers, and to visit social network sites.

«  Select this checkbox if you want the widget on your desktop. (Default = Disabled)

Notes:

» The widget is shown by default if'Show Widget on Desktop at startup' was enabled during CIS installation.
See the Installation Guide for more details.

» You can also enable or disable the widget by right-clicking on the CIS system icon.
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See The Widget for more details on the Widget.

« Show information messages when tasks are minimized/sent to background - CIS displays messages
explaining the effects of minimizing or moving a running CIS task to the background:

COMODO Minimize Window x COMODO Send To Background X

What is a Minimized Task? What is a Background Task?
A task which doesn't consume as much resources as an active A task which runs in the background without interfering with
task. your normal PC activities,

Minimize Window action, where available, makes the task such as Send To Background action, where available, makes the task such as

scanning or updating continue running with a lower priority compared to scanning or updating continue running in the background. These tasks are

other programs. These tasks are going to take longer to complete but be going to take longer to complete but resource usage of the computer is

less resource intensive, going to be minimal.

Restoring the window to foreground will restore the previous priority Please use Task Manager in order to access them later.

back as well.

[ Do not show this message again “
[J Do not show this message again “

» Disable this setting if you don't want to view these messages (Default = Disabled).

Tip: You can also disable these messages from the message window itself, by selecting 'Do not show this message
again'

« Play sound when an alert is shown - CIS makes a chime sound whenever it raises a security alert

+  Clear this checkbox if you do not want the sound to be generated. (Default = Enabled).

»  Show 'Upgrade’ button in the main window - CIS shows the green upgrade button at the bottom right of
the interface.

«  Click the 'Upgrade' button to upgrade to CIS Pro or Complete. (Default = Enabled).
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Scan Unblock Applications
Secure
All ms are active and runnin
9 © 2
o—0
Update Secure Shopping

MANAGE PROTECTION

L] = ') Subscription: J*RP‘m I:TJ UPGRADE

»  Deselect this option if you do not want to see the 'Upgrade’ button on the main interface.

« Enable Password Protection - If enabled, users will need to enter a password to access CIS settings
areas and wizards. For example, all sections in the General Tasks, Firewall Tasks, Containment Tasks

and Advanced Tasks will request the password.

This setting is of value to parents and network admins as it prevents users from changing settings and
possibly exposing the machine to threats (Default = Disabled).

Enable password protection

«  Select the 'Enable Password Protection' check-box then click 'Set Password'.
»  Enter and confirm your password then click 'OK":

COMODO Create/change password ? X

=L

Create/change password

Password: | |

Retype: | |
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»  Make sure to create a strong password containing a mixture of upper and lower case letters,
numbers and symbols.

6.1.2. Configure Program and Virus Database Updates
»  Click 'Settings' > 'General Settings' > 'Updates'
«  This area lets you configure CIS program and database updates:
Configure update settings
+  Click 'Settings' at the top of the CIS home screen
»  Click 'General Settings' > 'Updates' on the left:

COMODQO Advanced Settings ? e = x
— General Settings
@ Updates
User Interface
Check for program updates every day(s)
Logging Automatically download program updates
5 . If checked, program updates will be automatically downloaded. You will still need to
Configuration choose when to install them.
w Antivirus - Automatically install program updates in critical situations (system restart may be
; required)
w Firewall
L Check for database updates every |5 o | |h0ur(s] hd
Fa
~ Containment Options
~ File Rating U] Do not check for updates if | am using these connections
~ Advanced Protection (] Do not check for updates if running on battery

Website Filtering [ Check for updates during Windows Automatic Maintenance

Proxy and Host Settings

“mz

»  Check for database updates every... - Set how frequently CIS should check for application updates.
Updates are downloaded from Comodo servers by default, but you have the option to set a local server to
handle updates instead. Select the interval in hours / days. (Default = 1 day)

« Automatically download program updates - CIS will fetch and save program updates as soon as they
are available. You will be notified when they are ready for installation. (Default=Enabled)

- Automatically install program updates in critical situations. (System restart may be required) - CIS
will auto-install updates which fix very serious bugs and incompatibilities. For example, a Windows hotfix
may introduce incompatibilities with CIS which need to be addressed immediately.

We strongly recommend you leave this setting enabled, even if you disable automatic download of updates.
(Default = Enabled)

«  Check for database updates every... - Set how frequently CIS should check for virus database updates.
(Default and recommended = 6 hours)

« Do not check updates if am using these connections - CIS will not check for updates if you are using
specific internet connections. For example, you may not wish to check for updates when using a wireless
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connection you know is slow or insecure. (Default = Disabled)
- Enable 'Do not check updates if am using these connections'.

«  Click the 'these connections' link.
»  Select the connection over which you do not want to check for updates.

e Click 'OK'".
CO MODO Advanced Settings ? — O »
= General Settings
ﬁ Il )
User Inter ]
: COMODO Connections ? | b 4
. Connection Names
Logging
Configura [ Local Area Connection =
»  Antivirus o
~ Firewa

-

- “m_

» Containment

=
~ File Rating [ Do not check for update

» Advanced Protection [ Do not check for updates if running on battery
Website Filtering [] Check for updates during Windows Automatic Maintenance

Proxy and Host Settings

I e

« Do not check for updates if running on battery - CIS will not download updates if it detects your
computer is running on battery power. This is intended to extend battery lifetime on laptops. (Default =
Disabled)

«  Check for updates during Windows Automatic Maintenance - Enables CIS to receive program and virus
signature database updates when Windows is updating itself.

» Proxy and Host Settings - Lets you specify (1) A proxy server through which CIS should connect to the
update servers, and/or (2) Local hosts from which this computer should collect updates. The two are not
dependent on each another. You can setup (1) without (2) and vice-versa, or enable both.

» By default, CIS connects to the internet directly, and downloads updates from Comodo servers.

«  You can specify a proxy through which CIS connects to the update servers. If you do not set a
proxy then CIS will continue to use a direct connection.

»  You can also specify a local host to act as a staging server for the updates. Individual endpoints
will then fetch updates from the staging server instead of from Comodo servers. This can save
bandwidth and accelerate updates in large networks.

Configure proxy and host settings
»  Click 'Proxy and Host Settings' at the bottom of the updates interface:
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[] Do not check for updates if | am using these connections

[] Do not check for updates if running on battery

[ Check

pdates during Windows Automatic Maintenance

Proxy and Host Settings

cCOMODO Proxy and Host Settings ? o -

(] Use proxy

Host: |

Port

Use authentication

Login: | |

Password: | |

Edit Remove Maowe UFI Mowve Down

] Servers Status

I:l https://download.comodo.com/

«  Configure a proxy server
« Add local servers for CIS to download updates from

Configure a proxy server
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COMODO Proxy and Host Settings ? u X

[] Use proxy

Host: |

Port [0 F

Use authentication

Login: | |

Password: | |

»  Use Proxy - CIS will connect to the update server through a proxy server.
»  Enter the host name or IP of the proxy and the connection port
« Use Authentication - Provide the username and password of the proxy if required.
Configure local update server

Note: You need to install the 'ESM Update Mirror' (ESMUM) utility to download updates to the local update server.
»  Download the setup file from
https://drive.google.com/file/d/0B4qKr5xfENWBSOFOUHM2VDFQMnc/view.

* Run the setup file on a Windows server and follow the wizard to install the application
»  Ensure that the service has started:
* 'Run'> Enter 'services.msc' > locate 'Apache2.2'

+  Click the 'Start' link on the left if the service is not running

»  (Click the 'Add' button in the lower pane
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T i

Remove Move Up  Move Down

[ | Servers Status

L] https://download.comodo.com/

J o] v

COMODO cdit property ? *

Add a new host

+  Enter the IP address or hostname of the server (with 'http://' prefix)
*  Repeat the process to add more local update servers
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COMODO Proxy and Host Settings ! [ X

[] Use proxy

Host: |

Port

Use authentication

Login: | |

Password: | |

x t | |
Edit Remove Mowve Up Mowve Diown
[] Servers Status
L] https://download.comodo.com/
http://10.100.11.11
[0 hitpy//10.100.11.12

»  Use the 'Move Up' and 'Move Down' buttons to choose the order in which servers should be
consulted. CIS will download from the first server that contains new updates.

»  Use the status switches to activate or deactivate individual servers
+  Click 'OK' for your settings to take effect.

Note: Admins who need to manage a large number of endpoints may want to consider Comodo Endpoint Manager.
Available as part of the Dragon platform, Endpoint Manager lets you centrally manage the business version of CIS
on Windows, MAC and Linux endpoints.

Try out the service at https:/lwww.comodo.com/aep.php.

6.1.3. Log Settings
+  Click 'Settings' > 'General Settings' > 'Logging'

«  Comodo Internet Security keeps detailed records of all antivirus, firewall, HIPS, containment, website
filtering, VirusScope and secure shopping events.

» Logs are also created for 'Alerts Displayed', 'Tasks Launched', 'File List' changes, 'Vendor list changes',
‘Trusted Certificate Authorities changes' and 'CIS Configuration Changes'.
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» Log settings let you specify the log storage location, the maximum size of log files, and how CIS should
react if the maximum file size is reached.

‘ Note: You can view the logs themselves at 'Tasks' > 'Advanced Tasks' > 'View Logs'. ‘

Configure Log settings
»  Click 'Settings' on the CIS home screen
»  Click 'General Settings' > 'Logging":

COMODO ~dvanced settings 7 28 O %

= General Settings [ _
e @ Logging
User Interface

Logging options allow you to manage recording of critical events like malware events,

Mpea firewall events, etc.
[ Write to local log database (COMODO format)

Configuration [J write to Windows Event Log
v Antivirus Log File Management
o el When log file reaches | 20 ME
v HIPS @ Keep on updating it removing the oldest records
+ Containment O Move it to the specified folder
w File Rating User Statistics
v Advanced Brotection [0 Send anonymous program usage statistics to COMODO

Nebsite Fikering When this option is enabled, usage statistics (e.g. crashes, emors, clicks, etc.) about the

product will be sent to COMODO anonymously. This information will be used by our
engineers to improve the product’s quality and is subject to COMODO's privacy policy.

Logging

- Write to local log database (COMODO format) - Enable or disable logs in Comodo format (Default =
Enabled)

«  Write to Windows Event Logs - CIS logs are appended to 'Windows Event' logs. (Default = Disabled)

»  Type 'Event Viewer' in Windows search to view Windows logs
Log File Management

«  Specify what should happen when the log file reaches a certain size. You can choose keep the older logs or
discard them.

»  When log file reaches - Enter the maximum size of a log file in MB. (Default = 20MB)

- Keep on updating it removing the oldest records - When a log file reaches the max. size, CIS
will delete the earliest log entries to make room for the new entries. (Default = Enabled)

» Move it to the specified folder - When a log file reaches the max. size, CIS starts a new log file
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and moves the old one to a folder of your choice. (Default = Disabled)
+  Click 'the specified folder' to choose the storage folder:

— -

Browse for Folder oo

Pick a Directory

w ‘= Local Disk (C:) ”
297
CIS Logs
CIS_setup
Fitness
old man files
PerfLogs
Program Files
Program Files (x38)
Spreadsheets
Suspicious Files W

The selected folder path will appear beside 'Move it to'.

When log file reaches | 20 MEB

v HIPS
@ Keep on updating it removing the oldest records
w Containment

@ Move it to C\CIS Logs

w File Rating
User Statistics
v Advanced Protection
'l Send anonymous program usage statist
User Statistics

« Send anonymous program usage statistics to COMODO - Comodo collects usage details so we can
analyze how our users interact with CIS. This real-world data allows us to create product improvements
which reflect the needs of our users. If you enable this option, CIS will periodically send usage data to
Comodo servers through a secure, encrypted channel. Your privacy is not affected because the data is
anonymized. Disable this option if you don't want to send usage details to Comodo. (Default = Enabled)

+  Click 'OK' for your changes to take effect
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6.1.4. Manage CIS Configurations
»  Click 'Settings' > 'General Settings' > 'Configuration’

«  CIS lets you export your current security settings as a profile. You can then import the profile to another
computer, or the same computer, and avoid having to configure everything again.

«  Exported settings include antivirus, firewall, HIPS, containment, website filtering, VirusScope and secure
shopping settings.

«  Exporting your CIS settings can be a great time-saver if:

*  You are a network admin looking to roll out a standard configuration to multiple computers.
*  You need to uninstall and re-install CIS or Windows, and want to quickly implement your old settings.

Note: Any changes you make over time are automatically saved in the 'Active’ profile. If you want to export your
current settings then export the 'Active’ profile.

«  The 'General Settings' > 'Configuration' interface lets you switch your currently active profile and
import/export profiles.

Access the configuration settings interface
+  Click 'Settings' at the top of the CIS home screen
»  Click 'General Settings' > 'Configuration’ on the left:

? -
CO MOD O Advanced Settings : U x
— General Settings
@' Configuration
User Interface
Uipehates This section lets you import, export and switch configurations.
Logging »
Confiquration Import Export Activate Remove
v Antivirus Configurations Status
v ErEl COMODOQO - Internet Security Active
w HIPS COMODQ - Proactive Security
v Containment COMODO - Firewall Security
w File Rating

v Advanced Protection

Website Filtering

g

The configurations interface shows all Comodo and user-defined profiles. The 'Active’ profile is the one that is
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currently in effect on your computer. The following sections explain more about:

+ Comodo Preset Configurations
* Importing/Exporting and Managing Personal Configurations

6.1.4.1. Comodo Preset Configurations
CIS ships with the following preset configurations:

+ COMODO - Internet Security
« COMODO - Proactive Security
+ COMODO - Firewall Security
By default, CIS is installed with 'COMODO - Internet Security' as the active configuration profile.

« Reminder - the active profile is, in effect, your current CIS settings. Any changes you make to settings are
recorded in the active profile. You can change the active profile at any time in the configuration panel.

COMODO - Internet Security - This configuration is activated by default when both Antivirus and Firewalll
components are installed. The firewall is always set to 'Safe mode' but, according to the results of the 'Quick Scan'
performed during the setup process, the HIPS setting may vary. If no malware is found, HIPS is set to Clean PC
mode. Otherwise, the default is 'Safe Mode'.

«  Auto-Containment is Enabled.
«  Only commonly infected files/folders are protected against infection.
»  Only commonly exploited COM interfaces are protected.
» HIPS is tuned to prevent infection of the system.
If you wish to switch to Internet Security option, you can select the option from the 'Configuration' panel.

COMODO - Proactive Security - This configuration turns CIS into the ultimate protection machine. All possible
protections are activated and all critical COM interfaces and files are protected. During the setup, if only Comodo
Firewall installation option is selected, the next screen allows users to select this configuration as default CIS
configuration. If selected, Firewall is always set to Safe mode. But according to the 'Quick Scan' results performed
during the setup process, if no malware is found, HIPS is set to Clean PC mode. Otherwise, the default is Safe
mode.

If you wish to switch to Proactive Security option, you can select the option from the 'Configuration' panel.

COMODO - Firewall Security - This configuration is activated when the user chooses to install Firewall only and
selects optimum protection settings for HIPS. Firewall is always set to Safe mode. But according to the malware
scanning results performed during the setup process, if no malware is found, HIPS is set to Clean PC mode.
Otherwise, the default is Safe mode.

+  Auto-Contained is disabled.

«  Computer Monitor and Keyboard are NOT monitored.

«  Only commonly infected files/folders are protected against infection.
«  Only commonly exploited COM interfaces are protected.

« HIPS is tuned to prevent infection of the system and detect Internet access request leaks even if it is
infected.

If you wish to switch to Firewall Security option, you can select the option from the 'Configuration' panel.

6.1.4.2. Personal Configurations
+  Click 'Settings' > 'General Settings' > 'Configuration’
»  You can import, export, activate and manage your custom CIS configurations
»  Exported Configuration profiles have the file extension .cfgx.

»  See the following sections for more information:
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» Export a stored configuration to a file
» Import a saved configuration from a file
+ Select a different active configuration setting
» Remove an inactive configuration profile
Export a stored configuration to a file
+  Click 'Settings' on the CIS home screen
»  Click 'General Settings' > 'Configuration’
«  Select a configuration profile then click 'Export'
- Ifthere are any unsaved changes to the current configuration then you can save them before exporting:

COMOD O Advanced Settings

?

— (General Settings
Configuration
User Interface

This section lets you import, export and switch configurations.

Updates
Logging
Import Export
o Configurations Status
e Fiecaril COMQDO - Internft Security Active
COMODO - Proacive Security
COMODO intemet security X

Would you like to save your changes to the current
configuration before exporting it?

T T

« Next, browse to the location where you want to save the configuration file.
+  Create a name for the profile. For example, 'My CIS Settings', or 'CIS Highest Security Settings'
«  Click 'Save".
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Select a path to export the configuration >
Savein: | . CIS_Corfigs V| @ urj- [ ,
i Mame Date medified Type
D cis_042919.cfgx 26-04-2019 10:56 CFGX File
Quick access
Desktop
m
Libraries
This PC
g < >
Metwork
File name: ~ | | Save |
Saveastype: | CIS XML configuration file (" cfgx) v| | Cancel |
A confirmation dialog will appear if the export is successful:
x

COMODO ntemnet Security

@ The configuration has been exported successfully.

Import a saved configuration from a file

* You can import a CIS configuration from a previously saved file

« Note - any profile you import will not become active until you activate it.
Import a profile

+  Click 'Settings' at the top of the CIS home screen

»  Click 'General Settings' > 'Configuration’ on the left

Click the 'Import' button:
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COMOD O Advanced Settings

— (General Settings
Configuration
User Interface

This section lets you import. export and switch configuratic

Updates
Logging ®
Remowe
AR Igurations Status
v Erewall COMODO - Internet Security Active
Select a configuration file to import ot
Lookin: | | | CIS_Corfigs v| @ @& = [
i Mame Date modified Type
_ |:] cis_042979.cfgx 26-04-2019 10:56 CF&X File
Quickaccess ™0 Gis config.cfgx 26-04-201913:16  CFGX File
Desktop
™
Libraries
This PC
& £ >
Metwork
File name: my_cis_corfig - | | Cpen
S CIS mrﬁgummn = {c:fg:n:] .................. v e ;

+ Navigate to the location of the saved profile and click 'Open'. Configuration files have a .cfgx extension.
«  Enter a name for the profile you wish to import and click 'OK'".

COMODO mmportas D

Enter a name for this configuration:
| MY CIS Modified Arofile |

A confirmation dialog will appear indicating the successful import of the profile.
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The configuration has been imported successfully.

Once imported, the configuration profile can be re-exported or deployed in the current installation by making it
active.

COMODO Advanced Settings 7 — O %

— General Settings
Configuration

User Interface

This section lets you import, export and switch configurations.

Updates
Logging =] [= v ®
. i Import Export Activate Remove
Configuration
~ Antivirus Configurations Status
o FrmeEl COMODO - Internet Security Active
w HIPS COMODO - Proactive Security
v Containment COMODO - Firewall Security
w File Rating

My CIS Modified Profile

w Advanced Protection

Website Filtering

You can change the active configuration profile at any time from the 'Configurations' panel

Select and Implement a different configuration profile

Change the active configuration profile
»  Click 'Settings' at the top of the CIS home screen
+  Click 'General Settings' > 'Configuration' on the left
»  Choose the profile you want to enable and click the 'Activate' button:
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COMODO Advanced settings 7 _ O x

— General Settings

Configuration
User Interface

This section lets you import, export and switch configurations.

Updates

Logging

~ i . Im part EZ:-:Zp ort Activate Remove
Configuration

Antivirus status

£

~ Firewall Active

v HIPS

w Containment

{

File Rating

w Advanced Protection v

Website Filtering COMODO intemet security x

Would you like to save your changes to current

configuration before switching configurations?

— 1 -~ 1

4. Click 'Yes' to save any setting changes in the current configuration, else click 'No'".

An activation confirmation dialog will be displayed.

COMODO internet secu rity bt

The configuration has been activated successfully.

Your new profile will be set active. If you are switching to '‘Comodo Proactive Security' profile from a different profile
or switching to any other profile from 'Comodo Proactive Security' profile, your computer needs to be restarted for the
new profile to be activated. 'A Restart Computer' dialog will appear at the bottom right of the screen.
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\l/ Restart Computer

s | N~ Your computer needs to be restarted to complete the process.

You may choose to restart it now or postpone this to a later time.

Remind me in:

30 minutes

RESTART NOW POSTPONE

«  If your want to restart the computer immediately, save all your work and click 'Restart Now'.
« Ifyou want to restart the computer at a later time, select when you need to be reminded from the drop-down
and click 'Postpone'.

Remove an inactive configuration profile
You can remove any unwanted configuration profiles from the list. You cannot delete the currently active profile, only
the inactive ones.

»  Click 'Settings' on the CIS home screen

+  Click 'General Settings' > 'Configuration'

«  Choose the configuration profile you want to delete then click the 'Remove' button

A confirmation dialog appears:
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COMODO Advanced Settings ? — O %

— General Settings
Configuration
User Interface

This section lets you import, export and switch configurations.

Updates
Logging ﬂ
Configuration Import
e Configurations Status
~ ErmE] COMODO - Internet Security Active
w HIPS COMODO - Proactive Segdrity
v Containment COMODO - Firewal Security
~ File Rating
w MAdvanced Protection ‘L
Website Filtering COMODO internet security X

Are you sure to delete the selected configuration
permanently?

«  Click 'Yes'. The configuration profile will be deleted.

COMODO mntemet Security X

Configuration successfully removed!

6.2.Antivirus Configuration
»  Click 'Settings' > 'Antivirus'
The 'Antivirus' settings area lets you configure:
«  The behavior of the real-time antivirus monitor
»  Scan profiles for on-demand and scheduled scans
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w General Settings

@ Realtime Scan
— Antivirus

Realtime Scan Enable Realtime Scan (Recommended)

This option enables virus scanning when your computer is used and prevents threats

scans before they enter your system.
v Firewall Enable scanning optimizations (Recommended)
~ HIPS Use this option to activate the performance improving technologies for realtime
scanning.

w Containment
Do not show auto-scan alerts

~ File Ratin : ) ) :

g Use this option to scan removable media such as USB sticks, CDs, DVDs, external HDDs,
i tc.

w Advanced Protection e

Detection

Website Filtering

(] Scan computer memory after the computer starts

Do not show antivirus alerts Quarantine Threats v

Decompress and scan archive files of extension(s): *jar, *.exe

[ Set new on-screen alert timeout to 120 secs

(] Set new maximum file size limit to 40 MB
O Set new maximum script size limit to 4 MEB
(] Use heuristics scanning Low ¥

(] Enable realtime scanning of files on network

5

The following sections explain more about:

* Real-time Scan Settings
«  Custom Scan Profiles

6.2.1. Real-time Scan Settings
«  Click 'Settings' > 'Antivirus' > 'Realtime Scan'

- The real-time scanner automatically checks for viruses whenever you open or move a file. It also monitors
background processes for malicious activity.

«  This ensures your system is constantly protected against malware and enjoys the highest levels of security.
«  The real-time scanner also scans:

«  System memory on system startup
»  Any plugged-in removable storage devices

*  You can specify that CIS does not show you alerts when it finds a threat, but automatically deals with it
instead. You can choose to automatically quarantine or delete threats if you disable alerts.

»  We strongly recommend you leave the real-time scanner enabled at all times.
Configure real-time scans
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+  Click 'Settings' at the top of the CIS home screen
«  Click 'Antivirus' > 'Realtime Scan' on the left

COMODO Advanced settings ? = O %
v General Settings

@ Realtime Scan
— Antivirus

Realtime Scan Enable Realtime Scan (Recommended)

This option enables virus scanning when your computer is used and prevents threats

scans before they enter your system.
v Firewall Enable scanning optimizations (Recommended)
« HIPS Use this option to activate the performance improving technologies for realtime
scanning.
w Containment
Do not show auto-scan alerts
~ File Ratin : ) ) -
J Use this option to scan removable media such as USB sticks, CDs, DVDs, external HDDs,
: efc.
v Advanced Protection

Website Filtering Detection

(] Scan computer memory after the computer starts

Do not show antivirus alerts Quarantine Threats v

Decompress and scan archive files of extension(s): *jar, *.exe

[ Set new on-screen alert timeout to 120 secs

(] Set new maximum file size limit to 40 MB
L Set new maximum script size limit to 4 MB
(] Use heuristics scanning Low ¥

(] Enable realtime scanning of files on network

A

« Enable Realtime Scan (Recommended) - Activate or deactivate real-time scanning. The real-time scanner
continually monitors your computer for malicious activity and protects you from threats as soon as they
occur. Comodo strongly recommends you keep this option enabled. (Default=Enabled)

» Enable scanning optimizations - Will enable various techniques during a virus scan to reduce resource
usage and speed-up the scan process. For example, antivirus scans will run in the background. (Default =
Enabled)

« Do not show auto-scan alerts - Choose whether CIS asks if you want to scan removable devices when
you plug them in. For example, when you plug in a USB stick, external hard-drive etc.

» Enabled - Alerts are not shown. CIS will automatically take the action you choose in the drop-down
box:

« lIgnore - The device is not scanned (default)

»  Scan - The device is scanned for viruses. The scan uses the settings in the 'Manual Scan' profile.
If this is not available then the scan uses the settings in the 'Full Scan' profile.

» Disabled - Alerts are shown when you plug a removable device into your computer. You can choose to
scan the device, or skip the scan. An example alert is shown below:
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We've just detected that new removable media device has
been connected LG TV MEDIA(HA) . We recommended to

scan it

Scan
Scan the device to make sure it's not infected.

fr- lgnorc
( i ) sSkip the scan. Mote: malware undetected now may harm
— your and other computers later.

] Remember my answer

Detection Settings

«  Scan computer memory after the computer starts - The antivirus scans system memory immediately
after your computer starts up. Disable to remove the scan from the list of Windows startup processes.
(Default = Disabled)

« Do not show antivirus alerts - Configure whether or not alerts are shown when CIS finds malware on your
computer. (Default = Enabled)

'Do not show antivirus alerts' will minimize disturbance but at some loss of user awareness. If you choose
not to show alerts then you have a choice of default responses that CIS should automatically take:

+ Quarantine Threats - Prevents the threat from running and moves it to quarantine (Default). You
can review quarantined files at 'Tasks' > 'Advanced Tasks' > 'View Quarantine'.

» Block Threats - Prevents the threat from running then deletes it from your computer.

Note: If you disable this option then you will see pop-up alerts when a threat is found. The alert offers you the
choice to quarantine or block the threat.

« Decompress and scan archive files of extension(s) - Comodo Antivirus will scan all types of archive
files. Archive file types include .jar, RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB files. You will be
alerted to the presence of viruses in compressed files before you even open them. (Default = Enabled)

You can add the archive file types that should be decompressed and scanned by Comodo Antivirus.

«  Click link on the file type displayed at the right end. The 'Manage Extensions' dialog will open with
a list of archive file types that are decompressed and scanned by real-time scanner.
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Decompress and scan archive files of extension(g):

[[] Set new on-screen alert timeout to

COMODO manage Extensions ? a ¥

« Toadd a new archive file type, click 'Add" at the top
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COMODO wmanage Extensions ? O ¥

[ Extensions Q
[ =jar
O *ene

COMODO -cdit property ? X

Set archive extension

A

»  Enter the extension type you wish to scan and click 'OK'. Example extensions include .zip , .rar,
.msi, .7z, jar and .cab.

»  Repeat the process to add more extensions
+  Click 'OK" in the 'Manage Extensions' dialog

- Toremove an archive file type, choose the file type from the list, click 'Remove' from the top and
click 'OK'" in the 'Manage Extensions' dialog.

- Set new on-screen alert timeout to - Specify the length of time that virus alerts should stay on the screen.
(Default = 120 seconds)

- Set new maximum file size limit to - Specify the largest file size that the antivirus should scan. CIS will not
scan files bigger than the size specified here. (Default = 40 MB)

«  Set new maximum script size limit to - Specify the largest script size that the antivirus should scan. CIS
will not scan scripts bigger than the size specified here. (Default = 4 MB)

« Use heuristics scanning - Enable or disable heuristic scans, and define the sensitivity of the scanner.
(Default = Enabled)

Background. Heuristics is a technology that analyzes a file to see if it contains code typical of a virus. It is
about detecting 'virus-like' attributes rather than looking for a signature which exactly matches a signature
on the blacklist. This allows CIS to detect brand new viruses even that are not in the current virus database.

If enabled, please select a sensitivity level. The sensitivity level determines how likely it is that heuristics will
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decide a file is malware:
» Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts.

Despite the name, this setting combines a very high level of protection with a low rate of false
positives. Comodo recommends this setting for most users. (Default)

»  Medium - Detects unknown threats with greater sensitivity than the low setting, but with a
corresponding rise in possible false positives.

+ High - Highest sensitivity to detecting unknown threats. This also raises the possibility of more
alerts and false positives.

« Enable Realtime Scanning of files on network - Activate or deactivate on-access scans of network files.
If enabled, any files you interact with on a network drive will be checked by the virus scanner, even if you do
not copy them to your local machine. (Default=Disabled)

6.2.2. Scan Profiles

»  Click 'Settings' > 'Antivirus' > 'Scans'
An antivirus scan profile is a collection of scanner settings that tell CIS:
«  Where to scan (which files, folders or drives should be covered by the scan)
»  When to scan (you have the option to specify a schedule)
- How to scan (a profile lets you specify the behavior of the scan engine)
CIS ships with three pre-defined scan profiles and allows you to create custom scan profiles.

«  Full Scan - Covers every local drive, folder and file on your system. External devices such as USB drives,
storage drives and digital cameras will also be scanned.

«  Quick Scan - Covers critical areas of your computer which are highly prone to infection from viruses, root-
kits and other malware. Areas scanned include system memory, auto-run entries, hidden services, boot
sectors and other significant areas like important registry keys and system files. These areas are of great
importance to the health of your computer so it is essential to keep them free of infection.

«  Manual Scan - Choose the settings you wish to use for manual scans. Manual scans are used, for example,
when you right-click on a file/folder and choose "Scan with COMODO antivirus'. Double-click 'Manual scan'
to the set items you want to scan. See 'Instantly Scan Files and Folders' for more details.

You cannot modify the areas scanned in a pre-defined profile, but can edit the parameters that define the behavior of
the scan. You can also create custom profiles and scan schedules.

Open the 'Scans' panel
»  Click 'Settings' at the top of the CIS home screen
»  Click 'Antivirus' > 'Scans'
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COMODO Advanced Settings ? — 0 %

w (General Settings
o @ Scans
— Antivirus

Realtime Scan This page allows you to add, remove and edit scan profiles and scheduled scans.

v Firewall AEmEE

s | Name Action Last Scan Status
w FEmETET L] Manual Scan Scan Newver

w File Rating [ Full Scan Scan Mever m
w Advanced Protection 0 Quick Scan Scan MNever m

Website Filtering

The 'Scans' panel displays a list of pre-defined and user defined scan profiles.

Scan Profiles - Column Descriptions

Column Header Description
Name Name of the scan profile.
Action The activity that the profile is set to perform. Click this link to manually run a scan
according to the profile's parameters.
Last Scan Date and time of the most recent virus scan using this profile.
Status Enable or disable the profile.

'On" - Any scheduled scans configured in the profile will continue to run. In addition, you
can manually run the scan at any time by clicking the 'Scan' link.

'Off' - Any scheduled scans configured in the profile will not run. You can still manually
run the scan by clicking the 'Scan' link.

The following sections explain more on:
+ Create a Scan Profile
* Run acustom scan
Create a custom profile
+  Click 'Settings' at the top of the CIS home screen
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«  Click 'Antivirus' > 'Scans'
»  Click 'Add' from the options at the top.
The profile configuration screen will open:

COMODO scan ? O b

Scan Name: ‘ Old man documents

Define items to be scanned, scanning options and running schedule

TEMS OPTIONS SCHEDULE

5 K = x

Add Files Add Folder Add Area Remove

Profile

«  Type a name for the profile in the 'Scan Name' text box.
The next steps are to:
» Select the items to be scanned
» Configure the scanning options for the profile
« Configure a schedule for the scan to run periodically
To select the items to be scanned
«  Click 'ltems' at the top of the 'Scans' interface.
The buttons at the top allow you to add three item types. You can add any combination of items.

- Add File - Specify individual files to be scanned. Click the 'Add Files' button and navigate to the
file you want to include in the scan. Repeat to add more files.

+ Add Folder - Specify entire folders to be scanned. Click the 'Add Folder' button and choose the
folder from the 'Browse for Folder' dialog.

« Add Area - Select pre-defined regions to be scanned. Regions include 'Full Computer', 'Commonly
Infected Areas' and 'Memory'.
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COMODO scan ? O >

Scan Name: |

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS SCHEDULE

5 ¥ = x

Add Files Add Folde Add Area Remove

——
Profile

COMODO choose a Region 1 X

Entire Computer

Commonly Infected Areas

0000] Memory

‘Eg@ Trusted Root Certification Authorities Store
-

+ Repeat the process to add more items to the profile. You can mix-and-match files, folders and areas in your
custom scan.

Configure scan options

«  Click 'Options' at the top of the scan interface
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COMODO scan ? O b

Scan Name: ‘ My Personal Scan

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS SCHEDULE

Decompress and scan compressed files

This option allows scanner to decompress archive files e.g. .zip, .rar, etc. during scanning

(] Use cloud while scanning

This option allows scanner to connect to cloud to query file ratings

(] Automatically clean threats Disinfect Threats b

When the threats are identified, perform the selected action automatically

Show scan results window

Show results of scheduled scans and scans launched from a remote management porta

Use heurstics scanning | Low "

Use the selected level of sensitivity while scanning heuristically

¥

O] Limit maximum file size to MB

While scanning, if a file size is larger than specified, it is not scanned

(] Run this scan with | Background v|

Priority of scanner determines how much of the computer resources are used among other tasks

Update virus database before running

This option makes sure the database is updated before running the scan

Detect potentially unwanted applications

Potentially unwanted applications are programs that are unwanted despite the possibility that users consented to
download them.

Apply this action to suspicious autorun processes Ignore "

The selected action will be automatically applied if unrecognized Windows services, autostart entries or

scheduled tasks are detected.

k]

- Decompress and scan compressed files - The scan will include archive files such as .ZIP
and .RAR files. Supported formats include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB
archives (Default = Enabled) .

» Use cloud while scanning - Improves scan accuracy by augmenting the local scan with an online
look-up of Comodo's latest signature database. Cloud Scanning means CIS can detect the latest
malware even if your virus database is out-dated. (Default = Disabled).

- Automatically clean threats - Whether or not CIS should automatically remove any malware
found by the scan.

» Disabled = Results are shown at the end of the scan with a list of any identified threats. You
can select the action to be taken on them individually, or on all items at-once. See Process
Infected Files for guidance on manually handling detected threats. (Default)
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« Enabled = You can choose the automatic action to be taken against detected threats. The
options are:

* Quarantine Threats - Infected items will be moved to Quarantine. You can review
quarantined items later and remove them or restore them (in case of false positives). See
Manage Quarantined Items for more details on managing quarantined items.

» Disinfect Threats - If a disinfection routine is available, the antivirus will remove the
infection and keep the original, safe, file. If not, the item will be moved to 'Quarantine'.

«  Show scan result window - You will see a summary of results at the end of the scan. This
includes the number of objects scanned and the number of threats found.

» Use heuristics scanning - Enable or disable heuristic scans, and define the sensitivity of the
scanner. (Default = Enabled)

Background. Heuristics is a technology that analyzes a file to see if it contains code typical of a
virus. It is about detecting 'virus-like' attributes rather than looking for a signature which exactly
matches a signature on the blacklist. This allows CIS to detect brand new viruses even that are not
in the current virus database.

If enabled, please select a sensitivity level. The sensitivity level determines how likely it is that
heuristics will decide a file is malware:

» Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts.

Despite the name, this setting combines a very high level of protection with a low rate of false
positives. Comodo recommends this setting for most users. (Default)

»  Medium - Detects unknown threats with greater sensitivity than the low setting, but with a
corresponding rise in possible false positives.

« High - Highest sensitivity to detecting unknown threats. This also raises the possibility of more
alerts and false positives.

+ Limit maximum file size to - Specify the largest file size that the antivirus should scan. CIS will
not scan files bigger than the size specified here (Default = 40 MIB).

* Run this scan with - Whether you want to set a priority for the scans with this profile
» Enabled = You can set the priority. The available options are:

« High
e Normal
«  Low

«  Background.
« Disabled = The scan will be run at the background (Default)

« Update virus database before running - CIS checks for and downloads the latest virus
signatures before starting every scan with this profile (Default = Enabled) .

- Detect potentially unwanted applications - The antivirus also scans for applications that (i) a
user may or may not be aware is installed on their computer and (i) may contain functionality and
objectives that are not clear to the user. Example PUA's include adware and browser toolbars.
PUA's are often bundled as an additional utility when installing another piece of software. Unlike
malware, many PUA's are legitimate pieces of software with their own EULA agreements.
However, the true functionality of the utility might not have been made clear to the end-user at the
time of installation. For example, a browser toolbar may also contain code that tracks your activity
on the internet. (Default = Enabled).

«  Apply this action to suspicious autorun processes - Specify how CIS should handle
unrecognized auto-run items, Windows services and scheduled tasks.

* lIgnore - The item is allowed to run
« Terminate - CIS stops the process / service

- Terminate and Disable - Auto-run processes will be stopped and the corresponding auto-run
entry removed. In the case of a service, CIS disables the service.
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* Quarantine and Disable - Auto-run processes will be quarantined and the corresponding
auto-run entry removed. In the case of a service, CIS disables the service.

Note 1 - This setting monitors only registry records during the on-demand scan. To monitor the
registry at all times, go to 'Advanced Settings' > 'Advanced Protection' > 'Miscellaneous'".

«  See Miscellaneous Settings for more details

Note 2 - CIS ships with a list of applications for which script analysis will be performed to protect
the registry records. You can manage the list of applications in 'Advanced Settings' > 'Advanced
Protection' > 'Script Analysis' > 'Autorun Scans'.

« See'Autorun Scans' in Script Analysis Settings for more details.
Schedule the scan

»  Click 'Schedule' at the top of the scan interface.

COMODO Scan ? O X

Scan Name: ‘

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS

Frequency: Repeat scan every: hour(s) A
O Do not schedule this task

® Every few hours

O Every Day

O Every Week

O Every Month

Additional Options

[ Run only when computer is not running on battery
[ Run only when computer is IDLE

[ Turn off computer if no threats are found at the end of the scan

k]

Schedule options are:

» Do not schedule this task - The scan profile will be created but will not run automatically. The
profile will be available for on-demand scans.

« Every few hours - Run the scan at the intervals of the hours specified in 'Repeat scan every NN
hour(s)'

- Every Day - Run the scan daily at the time specified in the 'Start Time' field.

»  Every Week - Run the scan on the day(s) specified in 'Days of the Week', at the time specified in
the 'Start Time' field. You can select the days of the week by clicking on them.

»  Every Month - Run the scan on the date(s) specified in 'Days of the month', at the time specified
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in the 'Start Time' field. You can select the dates of the month by clicking on them.

*  Run only when computer is not running on battery - The scan only runs when the computer is
plugged into the power supply. This option is useful when you are using a laptop or other mobile
device.

*  Run only when computer is IDLE - The scan will run only if the computer is in idle state at the
scheduled time. Select this option if you do not want the scan to disturb you while you are using
your computer.

«  Turn off computer if no threats are found at the end of the scan - Will turn off your computer if
no threats are found during the scan. This is useful when you are scheduling scans to run at
nights.

*  Run during Windows Automatic Maintenance - Only available for Windows 8 and later. Select this
option if you want the scan to run when Windows enters into automatic maintenance mode. The scan
will run at maintenance time in addition to the configured schedule.

The option 'Run during Windows Maintenance' will be available only if 'Automatically Clean
Threats' is enabled for the scan profile under the 'Options' tab. See Automatically Clean Threats.

Note: Scheduled scans will only run if the profile is enabled. Use the switch in the 'Status' column to turn the profile
on or off.

»  Click 'OK' to save the profile.
The profile will be available for deployment in future.
Run a custom scan as per a scan profile

+  Click 'Tasks' > 'General Tasks' > 'Scan'

«  Click 'Custom Scan' from the 'Scans' interface

»  Click 'More Scan Options' from the 'Custom Scan' pane
The 'Advanced Settings' interface will open at the 'Scans' panel.

«  Click 'Scan' beside the required scan profile.

COMODQO Advanced Settings ? — 0 W%

w General Settings
o @ Scans
Antivirus

This page allows you to add, remove and edit scan profiles and scheduled scans.

Realtime Scan

w Firewall

~ HIPS [F MName Action Last Scan Status
v Containment ] Manual Scan Scan MNewver

w File Rating [ Full Scan Scan Newver m
v Advanced Protection 0 Quick Scan Scan Mever m

Website Filterin
2| Old man documents can Never )
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The scan will start immediately. Results will be displayed afterwards:

COMODO scn FOE R L

TASK: Old man documents

1 OO% STATUS: Scan Finished

ELAPSED TIME: 00:00:40

Threat Name Q. | Action | Clean v
5l Malware@#2975xfk8s2pq1

| ] c\old man files\eicar_com\eicar.com v Clean v

Turn off this computer if no threats are found at the end of the scan

m APPLY SELECTED ACTIONS

The scan results window displays the number of objects scanned and the number of threats discovered. You can

choose to clean, move to quarantine or ignore the threat based on your assessment. See Processing infected files
for more details.

Edit Predefined and Custom Scan Profiles
«  Click 'Settings' at the top of the CIS home screen
e Click 'Antivirus' > 'Scans'

- Select the profile that you want to update from the list and click 'Edit' at the top
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w General Settings
@ Scans
= Antivirus

s S This page allows you to add, remove and edit scan profiles and scheduled scans.
1 n L |

~ Firewall

& s [0 Ma Action Last Scan status

o Chitanent [0 mghual Scan Scan 1/11/2018 2:33:04 AM

~ File Rating = ull Scan Scan Mever m

~ Advanced Protection = Quick Scan Scan 1/11/2018 2:17:55 AM m
gl i Important documents scan Scan Mever m

«  This will open a screen which allows you to add items, configure options and schedule scans

«  Update the profile settings as required. The procedure is similar to creating a new profile as explained
above.

« Note: you cannot edit the predefined 'full' and 'quick scan' profiles.
Remove Custom Scan Profiles
+  Click 'Settings' at the top of the CIS home screen
«  Click 'Antivirus' > 'Scans'
«  Select the profile that you want to remove from the list and click 'Remove' at the top
»  Note: you cannot delete predefined scan profiles (Manual, Full and Quick scans)

6.3. Firewall Configuration
»  Click 'Settings' > 'Firewall
«  The firewall protects your computer against inbound and outbound threats.

» It checks that all network traffic in and out of your computer is legitimate, hides your computer ports against
hackers, and blocks software from transmitting your personal data over the internet.

- The simple rules interface lets you specify exactly which applications can access the internet.
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»  You can choose to receive alerts if the firewall detects suspicious activity, or have the firewall auto-
implement a specific action.

Configure the 'Firewall' module
»  Click 'Settings' on the CIS home screen
«  Click 'Firewall' on the left:

COMOD O Advanced Settings ? - = =
w General Settings .
N @ Firewall Settings F
~ Antivirus
— Firewall Enable Firewall (Recommended)
Firewall Settings This option enables firewall which filters inbound and outbound traffic.
Application Rules Alert Settl'ngs
Global Rules Do not show popup alerts
Rulesets Enable Trustconnect alerts | Unsecured Wireless Networks Only
Network Zones Turn traffic animation effects on
Portsets [O] Create rules for safe applications 3
w HIPS [C] Set alert frequency level Low «
v Containment [0 Set new on-screen alert timeout to secs
v File Rating Advanced
v Advanced Protection [O Filter IPv6 traffic
Website Filtering Filter loopback traffic (e.g. 127.xx.x =1)
[C] Block fragmented IP traffic
[l Do protocol analysis

[C] Enable anti-ARP spoofing =

Firewall settings has the following sections:
«  General Firewall Settings - Settings that govern the overall behavior of the firewall.

« Application Rules - Rules which control the network access rights of specific applications, or types of
application.

«  Global Rules - Rules which apply to all traffic flowing in and out of your computer.

» Rule Sets - Collections of rules that can be applied to internet capable applications like browsers and
email/FTP clients.

« Network Zones - A network zone is a named grouping of one or more IP addresses. Once created, you can
specify a zone as the target of firewall rule.

» Portsets - Predefined groups of regularly used ports that can be used and reused when creating traffic
filtering rules.

Background note on rules:
Both application rules and global rules are consulted when the firewall decides whether to allow or block a
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connection:
Outgoing connections - Application rules are consulted first then global rules.
Incoming connections - Global rules are consulted first then application rules.

6.3.1. General Firewall Settings
+  Click 'Settings' > 'Firewall' > 'Firewall Settings'

+  Firewall settings let you quickly configure the overall behavior of the firewall. Settings are divided into three
main areas:

»  General Settings
»  Alert Settings
» Advanced Settings

COMOD O Advanced Settings ? - U x
wv General Settings .
- @ Firewall Settings T
v Antivirus
— Firewall Enable Firewall (Recommended)
Firewall Settings This option enables firewall which filters inbound and outbound traffic.
Application Rules Alert Settl'ngs
Global Rules Do not show popup alerts
Rulesets Enable Trustconnect alerts | Unsecured Wireless Networks Only
Network Zones Turn traffic animation effects on
Portsets [C] Create rules for safe applications 3
v HIPS [0 Set alert frequency level | Low ¥
v Containment [C] Set new on-screen alert timeout to secs
~ File Rating Advanced
~ Advanced Protection [C] Filter IPv6 traffic
Website Filtering Filter loopback traffic (e.g. 127.xx.x, =1}
[0 Block fragmented IP traffic
[[] Do protocol analysis

1

[C] Enable anti-ARP spoofing

General Settings
< Enable Firewall - Activate or deactivate firewall protection. (Default and recommended = Enabled)
» Ifenabled, you can also choose the security level from the drop-down menu:
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@ Firewall Settings

Enable Traffic Filtering (Recommended) Safe Mc£ i }

Block All
Custom Ruleset
Safe Maode

This option enables firewall which filters inbou

Training Mode

The choices available are:

«  Block All: The firewall stops all traffic in and out of your computer, regardless of any other settings or rules.
The firewall does not attempt to learn the behavior of any application, and does not create traffic rules for
any applications. This option prevents your computer from accessing any networks, including the internet.

»  Custom Ruleset Mode: The firewall applies ONLY network traffic rules that you have created. Users may
want to think of this as the 'Do Not Learn' setting because the firewall does not attempt to learn the behavior
of any applications. Nor does it automatically create network traffic rules for those applications. You will
receive alerts every time there is a connection attempt by an application - even for applications on the
Comodo Safe list (unless, of course, you have specified rules and policies that instruct the firewall to trust
the application's connection attempt).

If any application tries to make an outbound connection, the firewall audits all the loaded components and
checks each against the list of components already allowed or blocked. If a component is found to be
blocked, the entire application is denied internet access and an alert is generated. This setting is advised for
experienced firewall users that wish to maximize the visibility and control over traffic in and out of their
computer.

- Safe Mode (Default): If Create rules for safe applications is enabled then the firewall automatically
creates rules to allow traffic by applications certified as 'Safe' by Comodo. For new, unknown applications,
you will receive an alert whenever that application attempts to access the network. Should you choose, you
can grant that application Internet access by choosing 'Treat this application as a Trusted Application' at the
alert. This deploys the predefined firewall ruleset Trusted Application' onto the application.

‘Safe Mode' is the recommended setting for most users - combining the highest levels of security with an
easy-to-manage number of connection alerts.

« Training Mode: The firewall monitors network traffic and creates automatic allow rules for all new
applications. You will not receive any alerts in 'Training Mode' mode. This mode is intended for advanced
users and admins who want to trust existing files on their network. The idea is to keep the firewall in training
mode for approximately a week to create a 'baseline' of trusted files. If you choose 'Training Mode', we
advise that you are 100% sure that all applications installed on your computer are assigned the correct
network access rights.

Alert Settings

« Do not show popup alerts - Whether or not you want to be notified when the firewall encounters a request
for network access. Choosing 'Do not show pop up alerts' will minimize disturbances but at some loss of
user awareness. (Default = Enabled)

If you choose this option then you have a choice of default responses that CIS should take - either 'Block
Requests' or 'Allow Requests'.

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 251



Comodo Internet Security - User,Guide <comono

bt =

Alert Settings

Do not show popup alerts Allow Reques v|

Allow Requests

Block Requests

« Enable Trustconnect alerts - If you connect to the internet at a public place like an airport or a coffee shop
then you are potentially exposing yourself to danger. Insecure public networks can allow others to
eavesdrop on your communications or even gain access to your computer. To safeguard against such
attempts, Comodo recommends you encrypt your connection at public hotspots with TrustConnect - a
secure internet proxy service.

If selected, Comodo Firewall will display an alert if it detects you are connected to the internet through an
unsecured network (Default=Enabled).The drop-down options allow you to select the conditions under
which you want alerts to be displayed:

Alert Settings

Enable Trustconnect alerts Unsecured Wireless Metworks Dn‘f A }

Unsecured Wireless Networks Only
Public and Unsecured Wireless Metworks

« Unsecured Wireless Networks Only - Alerts are only shown if you connect to an unencrypted
wireless network. (Default)

+ Public and Unsecured Wireless Networks only - Alerts are shown when you connect to an
unencrypted network OR a public WiFi.

You will be alerted and offered the opportunity to secure the connection via the following notification:
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COMODO network Detected | ?

Attention!

Network: Sl 588 S8

Because you are using a public internet spot, your communication such as email,
chat, web browsing. etc. may be visible to other people using the same spot.

Secure communication with TrustConnect
N
)

Choose if you want to use TrustConned to encrypt your traffic between
you and the Internet

Continue Unsecured
@ Choose if you do not wish to use TrustConnect to encrypt your traffic

between you and the Internet

[] Do not show this alert again

Note: TrustConnect is only available with CIS Complete. On clicking 'Secure communication with TrustConnect',
the users of Comodo Internet Security Premium and CIS Pro are taken to the product upgrade page. See
TrustConnect Overview for more details.

 Turn traffic animation effects on - By default, the Comodo Internet Security's tray icon displays a small
animation whenever traffic moves to or from your computer.

09:30

i L) ENG Lo e (=3

P -

If the traffic is outbound, you can see green arrows moving upwards on the right hand side of the icon.
Similarly, for inbound traffic you can see yellow arrows moving down the left hand side. This provides a very
useful indicator of the real-time movement of data in and out of your computer.

«  Clear this check box If you would rather not see this animation (Default = Enabled).

« Create rules for safe applications - Comodo Firewall trusts the applications if:

«  The application is on the Comodo safe list, a global white-list of trusted software.
»  The application has a Trusted' rating in the local file list. See File List if you need more details.

« Thefile is published and signed by a trusted vendor. The 'vendor' is the software company that
created the file. See Vendor List if you need more details.

By default, CIS does not automatically create "allow' rules for safe applications. This helps to lower resource
usage and simplifies the rules interface. It also reduces the number of pop-up alerts and is beneficial to
beginners who find difficulties in setting up the rules.

Enabling this setting instructs CIS to begin learning the behavior of safe applications so that it can
automatically generate 'Allow' rules. These rules are listed in the Application Rules interface. Advanced
users can edit/modify the rules as they wish (Default = Disabled).

Background Note: Prior to version 4.x, CIS would automatically add an allow rule for 'safe’ files to the rules
interface. This allowed advanced users to have granular control over rules but could also lead to a cluttered rules
interface. The constant addition of these "allow' rules and the corresponding requirement to learn the behavior of
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applications that are already considered 'safe' also took a toll on system resources. In version 4.x and above, 'allow'
rules for applications considered 'safe' are not automatically created - simplifying the rules interface and cutting
resource overhead with no loss in security. Advanced users can re-enable this setting if they require the ability to
edit rules for safe applications (or, informally, if they preferred the way rules were created in CIS version 3.x).

- Set alert Frequency level - Configure the amount of alerts that the firewall generates. Please note that this
does not affect your security level, which is determined by the actual rules you have in place (for example,
in 'Application Rules' and 'Global Rules'). For the majority of users, the default setting of 'Low' is the
perfect level - ensuring you are kept informed of suspicious behavior while not getting overwhelmed with
alerts. (Default=Disabled)

Set alert frequency level m

Very High
S8t W ON-SCreen alert im [ LS
High

Advanced Medium

.. Low

Very Low

« Very High: The firewall shows separate alerts for outgoing and incoming connection requests for
both TCP and UDP protocols on specific ports and for specific IP addresses, for an application.
This setting provides the highest degree of visibility to inbound and outbound connection attempts
but leads to a proliferation of firewall alerts. For example, using a browser to connect to your

internet home-page may generate as many as 5 separate alerts for an outgoing TCP connection
alone.

» High: The firewall shows separate alerts for outgoing and incoming connection requests for both
TCP and UDP protocols on specific ports for an application.

*  Medium: The firewall shows alerts for outgoing and incoming connection requests for both TCP
and UDP protocols for an application.

«  Low: The firewall shows alerts for outgoing and incoming connection requests for an application.
This is the setting recommended by Comodo and is suitable for the majority of users.

«  Very Low: The firewall shows only one alert for an application.

The alert frequency settings refer only to connection attempts by applications or from IP addresses that you
do not trust. For example, you could specify a very high alert frequency level, but not receive any alerts at
all if you have chosen to trust the application that is making the connection attempt.

- Set new on-screen alert time out to: How long a firewall alert remains on-screen if it is not answered. The
default timeout is 120 seconds. You may adjust this setting to your own preference.

Advanced Settings

Advanced detection settings help protect your computer against common types of denial of service (DoS) attack.
When launching a denial of service or 'flood" attack, an attacker bombards a target machine with so many connection

requests that your computer is unable to accept legitimate connections, effectively shutting down your web, email,
FTP or VPN server.

«  Filter IP v6 traffic - If enabled, CIS will filter IPv6 network traffic in addition to IPv4 traffic.(Default =
Disabled).

Background Note: IPv6 stands for Internet Protocol Version 6 and is intended to replace Internet Protocol Version
4 (IPv4). The move is primarily driven by the anticipated exhaustion of available IP addresses. IPv4 was developed
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in 1981 and is still the most widely deployed version - accounting for almost all of today's internet traffic. However,
because IPv4 uses 32 bits for IP addresses, there is a physical upper limit of around 4.3 billion possible IP
addresses - a figure widely viewed as inadequate to cope with the further expansion of the internet. In simple
terms, the number of devices requiring IP addresses is in danger of exceeding the number of IP addresses that are
available. This hard limit has already led to the development of 'work-around' solutions such as Network Address
Translation (NAT), which enable multiple hosts on private networks to access the Internet using a single IP address.

IPv6 on the other hand, uses 128 bits per address (delivering 3.4x1038 unique addresses) and is viewed as the
only realistic, long term solution to IP address exhaustion. IPv6 also implements numerous enhancements that are
not present in IPv4 - including greater security, improved support for mobile devices and more efficient routing of
data packets.

Filter loopback traffic: Loopback connections refer to the internal communications within your PC. Any
data transmitted by your computer through a loopback connection is immediately received by it. This
involves no connection outside your computer to the internet or a local network. The IP address of the
loopback network is 127.0.0.1, which you might have heard referred to by its domain name of
'http:/llocalhost'. This is the address of your computer. Loopback channel attacks can be used to flood
your computer with TCP and/or UDP requests which can smash your IP stack or crash your computer.
Leaving this option enabled means the firewall will filter traffic sent through this channel. (Default =
Enabled).

« Block fragmented IP traffic - When a connection is opened between two computers, they must agree on a
Maximum Transmission Unit (MTU). IP datagram fragmentation occurs when data passes through a router
with an MTU less than the MTU you are using. When a datagram is larger than the MTU of the network
over which it must be sent, it is divided into smaller 'fragments' which are each sent separately. Fragmented
IP packets can create threats similar to a DOS attack. Moreover, fragmentation can double the amount of
time it takes to send a single packet and slow down your download time (Default = Disabled).

- Do protocol analysis - Protocol Analysis is key to the detection of fake packets used in denial of service
attacks. Enabling this option means Comodo Firewall checks that every packet on whether it conforms to its
protocols standards. If not, then the packets are blocked (Default = Disabled).

« Enable anti-ARP spoofing - A gratuitous Address Resolution Protocol (ARP) frame is an ARP reply that is
broadcast to all machines in a network and is not in response to any ARP request. When an ARP reply is
broadcast, all hosts are required to update their local ARP caches, whether or not the ARP reply was in
response to an ARP request they had issued. Gratuitous ARP frames are important as they update your
machine's ARP cache whenever there is a change to another machine on the network (for example, if a
network card is replaced in a machine on the network, then a gratuitous ARP frame informs your machine of
this change and requests to update your ARP cache so that data can be correctly routed). However, while
ARP calls might be relevant to an ever shifting office network comprising many machines that need to keep
each other updated , it is of far less relevance to, say, a single computer in your home network. Enabling
this setting helps to block such requests - protecting the ARP cache from potentially malicious updates
(Default = Disabled).

«  Click 'OK' for your settings to take effect.

6.3.2. Application Rules
«  Click 'Settings' > 'Firewall' > 'Application Rules'
- Application rules let you manage network access rights for specific applications.

«  Whenever an application makes a request for network access, CIS allows or denies the request based on
the ruleset applied to the application.

»  Firewall rulesets are made up of one or more application rules. Each rule outlines an application's
permissions regarding a specific type of traffic.

Rules and Rulesets
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«  Whenever an application makes a request for network access, CIS allows or denies the request based on
the ruleset applied to the application.

- Firewall rulesets are made up of one or more application rules.

«  Each rule outlines the application's permissions regarding a specific type of traffic.

Manage Application Rules
+  Click 'Settings' on the CIS home screen
«  Click 'Firewall' > 'Application Rules'.

COMODO Advanced Settings ? - a X

v General Settings

Application Rules

v Antivirus
— Firewall The following firewall application rules are active on this computer.
Firewall Settings K x 1

Edit Remaove Mawve Up Mowve Down Purge

[ Application O Treatas Q —

Glrkhal Rilae

The application's name is listed directly | )
above the rules applied to it \C:\Prngram Files\COMODO\GeekBuddy\launche... | Custom
_ : — I
Rules applied to an [ | @ = c\Program Files\Mozilla Firefox\firefox.exe
application determines its E“agsi?”“e pre-defined
network access rights = Allow All Incoming and Outgaing Request
v [ [ ® system Custom £

v Containment
& 71 Bl COMODO Internet Security Outgoing Only

a File o

Each ruleset is derived from
at least one but usually a
combination of individually
configurable rules ] Eﬂ Block and Log All Unmatching Requests

I Allow all Outgoing Requests

E £ B windows Updater Applications Custom

« Application - Programs or file groups for which a firewall ruleset has been created. In the case of file
groups, all member applications will use the ruleset of the group.

«  Click '+' next to the name to view the rules which apply to the application/group.
« Treat as - Name of the ruleset assigned to the application or group.

The controls above the table let you manage the rule sets:
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Application Rules

The following firewall applicaticooles s te a.tbis computer,

& o t | 0

Edit Rernove Mowe Up Mowve Down Purge

Applicatrors

0[] E system Custom

« Add - Add a new application/application group then create a ruleset for it.
« Edit - Modify an application rule/ruleset.
* Remove - Delete the selected rule.

»  Purge - Check that all applications mentioned in a ruleset are still installed at the paths specified. If not,
the rule is removed from the list.

»  Move Up and Move Down - Rules are prioritized top-to-bottom, with those at the top having the higher
priority. The 'Move Up' and 'Move Down' buttons let you change the priority of a selected rule.

Predefined rulesets

Although you could create a ruleset from the ground-up by configuring its individual rules, this practice
would be time consuming if performed for every program on your system.

For this reason, Comodo provide a selection of rulesets according to broad application category. For
example, the "Web Browser' ruleset is designed for applications like 'Internet Explorer', 'Firefox' and
‘Chrome".

Each predefined ruleset optimizes security for a certain type of application. Users can, of course, modify
these predefined rulesets to suit their environment and requirements. For more details, see Predefined
Rule Sets.

Create a firewall ruleset

Step 1 - Select the target application or group
Step 2 - Configure the rules

Step 1 - Select the target application or group

Click 'Settings' on the CIS home screen
Click 'Firewall' > 'Application Rules'
Click the 'Add" button

The 'Application Rule' interface appears:
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COMODO Application Rule ? O X

MName: Browse =
(O Use Ruleset: Web Browser =
@® Use a Custom Ruleset Copy from =

F »® t [ |

Edit Remowve Mawve Up Mawve Diown

Rules Q

«  C(lick the 'Browse' button beside the 'Name' field:

CDMDDD‘ Application Rule il O X
Mame: |
File Groups Evecutables
Use Ruleset Al Applications
— Running Processes Important Files, Folders
@ Use a Custom Ruleset Copy from ¥ Windews Updater Applications

Windows System Applications
Termnparary Files

COMODD Chent Files/Folders
COMODO Internet Secunty
COMODO Applications
Startup Folders

Rules Q

‘Windows Management

3rd Party Protocol Drivers

Management and Productrety Applications

‘Web Brawsers

Ernail Clients

Suspicious Locations

Shared Spaces

File Downloaders

Peeudo File Downloaders

File Archivers
“ m Containment Falders

Browser Plugins

Media Players

There are three types of target you can add:
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«  File Groups - Apply the ruleset to a predefined file group. All members of the group are covered by the rule.
See File Groups if you need help with file groups.

» Files - Apply the ruleset to a specific application.
* Running Processes - Apply the ruleset to an application by selecting its running process
Add a File Group

Afile group is category of files or folders. For example, 'Executables', 'Media Players', or 'Important Files/Folders'.
See File Groups more help with them.

»  Choose 'File Groups' from the 'Browse' drop-down.

? O pod

|

File Groups | Executables
Files All Applications

Running Processes Windows Updater Applications

Windows Management

3rd Party Protocol Drivers

Metro Apps

Email Clients

File Archivers

Tempaorary Files

Shared Spaces @

File Downloaders

Suspicious Locations

Containment Folders

Pseudo File Downloaders

Windows System Applications

Web Browsers

Browser Plugins

Startup Folders

Management and Productivity Applications
Media Players

COMODO Client - Security
COMODO Client - Security Manager
ExceptionGroup

Important Files/Folders
Communication Client

Exclusions for Purchase Dept Profile
Opencffice

COMODO Client Files/Folders

«  Select a file group from the drop-down. The ruleset will apply to all executable files in the group.

» The next stage is Step 2 - Configure the rules for the selected file group.

Add an individual File

»  Choose 'Files' from the 'Browse' drop-down:
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COMOD O -Application Rule ? O pod
Name: | | v|
File Groups »

OPEnH—;—_ x
u « Programs » Opera » v O Search Opera o
Organize = MNew folder Bz = [N 0
A Mame Date modified Type
w 3 Quick access
60.0.3255.124 6/12/2019 1:31 PM  File folder
B Desktop o ] )
Assets 6/12/2019 1:31 PM File folder
‘_' L [ installation_status.json 6/12/2018 1:31 PM  JSON File
= Documents ¢ | ] installer_prefs,json 6/12/2019 1:31 PM  JSOM File
[} &=| Pictures b [ ] installer_prefs.json.backup 6/12/2019 1:31 PM BACKUP |
Doubt_files o launcher 3/30/201911:05 AM  Applicatig
J5 Music |=| launcher.visualelementsmanifest 2/22/201911:14 PM - XML Doc
Share |:| pref_default_owverrides £/12/2019 1:30 PM File
. |J Resources.pri 2/22/201911:14PM PRI File
Suspicious = ) i )
| | server_tracking_data £/12/2019 1:31 PM File
@ OneDrive
£ This PC L i g
File name: | launcher w | All Files (%) .

« Navigate to the file you want to add as target and click 'Open'. The rule will apply only to the specific
application.

» The next stage is Step 2 - Configure the rules for the selected application.
Add a currently running application by choosing its process

«  Choose 'Running Processes' from the 'Browse' drop-down.
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COMODO application Rule ? O ¥
Mame: | |m
File Groups >

(0 Use Rulesset Files

CO MO D O Browse for Processes

Application PID

*n explorer.exe 4044 o

4 (] msascuiLexs 6720

- Cis.exe 7560

4 & cisexe 2004

4 & OneDrive.exe 7000

4 [m] sychost.exe 2204

4 [E] sychostexe 1380

4 ¥ sychost.exe 2400

4 i MyWeather.exe 6540

4 [E] sychostexe 1972

> 4 [E] sychost.exe 1760

4 [E] cmdprots.exe 2660

4 _7,_[) GoogleCrashHandler.exe 5803

4[5 dasHastexe 3904

4 Cis.exe T368

4 _7,_[‘) GeoogleCrashHandlerb4.exe 6264
4 0 Opera.exe 6880 ¥

«  Select the target process and click 'OK'. The parent application of the process will be added as the target.

The next stage is Step 2 - Configure the rules for the selected application.
Step 2 - Configure the rules in ruleset

There are two broad options available for creating a ruleset. - Use a Predefined Ruleset or Use a Custom Ruleset.
Use Ruleset

« Arulesetis a collection of rules designed to implement optimum security on a specific type of application.
You can manage and create rulesets in 'Settings' > 'Firewall Configuration' > 'Firewall Rule Sets'.

« Comodo provides a range of curated rulesets for popular types of application. These include 'Web browser',
'FTP client' and 'Email client'.

«  The example below shows us applying the 'Web Browser' ruleset to the Opera browser:
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MName: |‘\UserEUGhnkAppData‘\LocaI\Programs\Opera‘\ED.D.EESS.124\0pera.exe| Browse *

® Use Ruleset: Web Browser ¥

E Web Browser
(O Use a Custom Ruleset Email Client @

Ftp Client

Allowed Application
Blocked Application

Outgeing Only

Note: Predefined Rulesets, once chosen, cannot be modified directly from this interface - they can only be
modified and defined using the Rulesets interface. If you require the ability to add or modify rules for an application
then you are effectively creating a new, custom ruleset and should choose the more flexible Use Custom Ruleset
option instead.

» Use a Custom Ruleset - designed for more experienced users, the Custom Ruleset option enables
full control over the configuration of Firewall Ruleset and the parameters of each rule within that ruleset
(Default = Enabled).

COMODO ~pplication Rule ? O b

MName: | C\Program Files (x86\DrivingSpeed2\Driving5Speed.exe | ‘ Browse v‘

(O Use Ruleset:

® Use a Custom Ruleset C Copy fram w,J
j Ruleset »

E 1 )
Add Edit Remove Move Up Move Down

Web Browser

Another Application » Email Client

Ftp Client

Allowed Application

O Rules Q S
o Blocked Application
O Allow All Qutgoing Requests Outgﬁi:g Only
' Y

| E‘ Block and Log All Unmatching Requests

Selecting "Use a Custom Ruleset’, then "Copy from' > "Ruleset’ >
Selecting a pre-defined ruleset, will populate the rules window
with the constituent rules of the pre-defined ruleset. In the example
shown, individual rules from the "Outgoing Only’ ruleset are included
in the new ruleset to be created. Using this as a starting point,
experienced users can add, re-order, modify and remove rules to suit to

their applications.
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«  Select the 'Use custom ruleset' radio button

« Add - Create individual rules for the set. See 'Add and Edit a Firewall Rule' for an overview of the
process.

«  Copy From - Populate the list with the rules of a Predefined Firewall Rule. Edit/add/remove rules to
create your custom ruleset.

Understand Firewall Rules

At their core, each firewall rule can be thought of as a simple IF THEN trigger - a set of conditions that a packet of
data must meet, and an action that is taken if those conditions are met.

As a packet filtering firewall, Comodo firewall analyzes the attributes of every packet of data that attempts to enter or
leave your computer. Attributes of a packet include the application that is sending or receiving the packet, the
protocol it is using, the direction in which it is traveling, the source and destination IP addresses and the ports it is
attempting to traverse. The firewall then tries to find a firewall rule that matches all the conditional attributes of this
packet in order to determine whether or not it should be allowed to proceed. If there is no corresponding firewall rule,
then the connection is automatically blocked until a rule is created.

If the packet of data
meets these conditions...

1] “'Huu'u' ALLES: T TOUpPDaCy 2 uhne A —-— e

[ ﬁtllonllcp Cut From IP 192.111.111.111 To MAC Any Where Source PortIs 25 A...

% ... then the firewall will take this action

The actual conditions (attributes) you see * on a particular rule are determined by the protocol chosen in Add and
Edit a Firewall Rule

If you chose 'TCP', 'UDP" or 'TCP and 'UDP', then the rule has the form: Action |Protocol | Direction |Source
Address | Destination Address | Source Port | Destination Port

If you chose 'ICMP", then the rule has the form: Action | Protocol | Direction | Source Address | Destination
Address | ICMP Details

If you chose 'IP', then the rule has the form: Action | Protocol | Direction | Source Address | Destination Address
| IP Details

You should now specify the traffic covered by the rule, and the action taken if all conditions are met:

«  Action: The action the firewall takes when the conditions of the rule are met. The rule shows 'Allow’,
'‘Block' or 'Ask'.**

»  Protocol: The connection method that the application is attempting to use. Options are 'TCP', 'UDP', 'TCP
or UDP', 'ICMP' or 'IP'

«  Direction: Choose whether the rule applies to inbound traffic, outbound traffic, or both. The rule shows 'In’,
'Out’ or 'In/Out’

»  Source Address: The origin of the connection attempt. The rule shows 'From' followed by one of the
following: IP, IP range, IP Mask , Network Zone, Host Name or Mac Address

- Destination Address: The target of the connection attempt. The rule shows 'To' followed by one of the
following: IP, IP range, IP Mask, Network Zone, Host Name or Mac Address
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«  Source Port: The port number that the application is attempting to send through. Shows 'Where Source
Port Is' followed by one of the following: 'Any', 'Port #, 'Port Range' or 'Port Set'

- Destination Port: The ports on the remote host that the application is trying to connect to. Shows 'Where
Source Port Is' followed by one of the following: 'Any', ‘Port #', 'Port Range' or 'Port Set'

» ICMP Details: The Internet Control Message Protocol (ICMP) message that must be detected to trigger the
action. Only applies if the protocol is ICMP. See Add and Edit a Firewall Rule for details of available
messages that can be displayed.

« IP Details: The type of internet protocol (IP) that must be detected to trigger the action. See Add and Edit a
Firewall Rule to see the list of available IP protocols that can be displayed here.

Once a rule is applied, Comodo Firewall monitors all network traffic relating to the chosen application and takes the
specified action if the conditions are met. See 'Global Rules' to understand the interaction between Application
Rules and Global Rules.

* If you chose to add a descriptive name when creating the rule then this name is displayed here rather than it's full
parameters. See the next section, 'Adding and Editing a Firewall Rule', for more details.

** If you selected 'Log as a firewall event if this rule is fired' then the action is postfixed with 'Log". (e.g. Block & Log)
Add and Edit a Firewall Rule

The firewall rule interface is used to configure the actions and conditions of an individual rules. If you are not an
experienced firewall user or are unsure about the settings in this area, we advise you first gain some background
knowledge by reading 'Understand Firewall Rules', 'Overview of Rules and Rulesets' and 'Create and Modify
Firewall Rulesets'.

COMODO rirewall Rule . . 7 x

Action: Allow - [] Log as firewall event if this rule is fired
Protocol: TCP or UDP >
Direction: In or Out 2

Description |

DESTINATION ADDRESS SOURCE PORT DESTINATION PORT

Exclude {i.e. NOT the choice below)

Type: |Any Address 2
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General Settings

«  Action: How the firewall should respond when the conditions of the rule are met. Options available via the
drop down menu are 'Allow' (Default), 'Block' or 'Ask'.

CO MOD O Firewall Rule ? >
Action: Allow - [] Log as firewall event if this rule is fired

Allow

Block

Aslk

«  Protocol: Specify which connection method the data packet should be using. Options available via the drop
down menu are 'TCP', 'UDP', "TCP or UDP' (Default), ICMP’ or 'IP' .

Note: Your choice here alters the choices available to you in the tab structure on the lower half of the interface.

« Direction: Specify whether the traffic should be inbound or outbound. Options available via the drop down
menu are 'In', 'Out’ or 'In/Out’ (Default).

+ Log as a firewall event if this rule is fired: Checking this option creates an entry in the firewall event log
viewer whenever this rule is called into operation. (i.e. when ALL conditions have been met) (Default =
Disabled).

+ Description: Enter a friendly name for the rule. For example, ‘Allow Outgoing HTTP requests'. The friendly
name is shown in the 'Application Rules' interface.

Protocol
i. TCP', 'UPD'or'TCP or UDP'

If you select 'TCP', 'UPD' or 'TCP or UDP' as the protocol, then you also have to set the source and
destinations:

DESTIMATION ADDRESS SOURCE PORT DESTIMNATION PORT

Exclude (i.e. NOT the choice below)

Type: |Any Address -
Any Address

Host Name

IPv4 Address Range
[Pv4 Single Address
IPv4 Subnet Mask
IPvE Single Address
IPvE Subnet Mask
MAC Address
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Source Address and Destination Address:
1. Any - Defaults to an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.

2. Host Name - Choose a named host which denotes your IP address. Enter the name in the 'Host Name' text
field

3. IPv4 Address Range - Choose all IP addresses covered by a range - for example a range in your private
network.

«  Enter the first and last IP addresses in the 'Start IP' and 'End IP' text boxes.
4. |Pv4 Single Address - Choose a single IPv4 address

«  Enterthe IP address in the 'IP" text box, e.g., 192.168.200.113.
5. IPv4 Subnet mask - Choose an IPv4 network. IP networks can be divided into smaller networks called sub-
networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the network.
»  Enter the IP address and Mask of the network.
6. IPv6 Address Range - Choose all IPv6 addresses covered by a range - for example a segment in your
private network
»  Enter the first and last IPv6 addresses in the 'Start IP' and 'End IP' text boxes.
7. Single IPv6 Address - Choose an IPv6 address

»  Enter the IP address in the 'IP" text box, e.g., 3ffe:1900:4545:3:200:18ff:fe21:67cf.
8. IPv6 Subnet Mask - Choose a IPv6 network. IP networks can be divided into smaller networks called sub-
networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the network.
«  Enter the IP address and 'Mask' of the network in the respective fields
9. MAC Address - Choose a single source/destination by specifying its physical address

»  Enter the physical address in the '"MAC Address' text box.

10. Network Zone - Choose an entire network. This menu defaults to Local Area Network. But you can also
define your own zone by first creating a '‘Network Zone' through the '‘Network Zones' area.

«  Exclude (i.e. NOT the choice below) - Applies the action to all items except the one you specify. For
example, you create a block rule, specify an IP address, then select 'Exclude’. The rule will block traffic for
every address except the one you specified.

Source Port and Destination Port:
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Exclude (i.e. NOT the choice below)

Type: |Any v
A Port Range

A Set of Ports

A Single Port

Any

1. Any - Apply the rule to any port number - set by default, 0- 65535.
2. A Single Port - Specify a one port number

Enter the single port number in the 'Port' drop-down combo-box .
3. APort Range - Specify a set of ports covered by a range.

«  Enter the first port number and last port number in the respective fields

4. A Set of Ports - Choose a predefined Port Set. If you wish to create a custom port set then please see the
section 'Port Sets'.

ii. ICMP

When you select ICMP as the protocol in General Settings, you are shown a list of ICMP message types in
the 'ICMP Details' tab alongside the Destination Address tabs. The last two tabs are configured identically
to the explanation above. You cannot see the source and destination port tabs.

e |CMP Details

ICMP (Internet Control Message Protocol) packets contain error and control information which is used to
announce network errors, network congestion, timeouts, and to assist in troubleshooting. It is used mainly
for performing traces and pings. Pinging is frequently used to perform a quick test before attempting to
initiate communications. If you are using or have used a peer-to-peer file-sharing program, you might find
yourself being pinged a lot. So you can create rules to allow / block specific types of ping requests. With
Comodo Firewall you can create rules to allow/ deny inbound ICMP packets that provide you with
information and minimize security risk.

1. 'Source' and 'Destination’ addresses - Enter the source/ destination IP address. Source IP is the IP
address from which the traffic originated and destination IP is the IP address of the computer that is
receiving packets of information.
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Type: |ICMPv4 v
Message: |Any v
Custom
Any

ICMP Echo Request

ICMP Echo Reply

ICMP MNet Unreachable
ICMP Host Unreachable
ICMP Protocol Unreachable
ICMP Port Unreachable m
ICMP Time Exceeded

ICMP Source Quench

ICMP Fragmentation Needed

2. Type - Choose the ICMP version.

3. Message - Specify the type of the ICMP Message.
When you select a particular ICMP message , the menu defaults to set its code and type as well. If you select the
ICMP message type 'Custom' then you are asked to specify the code and type.

jii. 1P
When you select IP as the protocol in 'General Settings', you are shown a list of IP message type in the 'IP

Details' tab alongside the Source Address and Destination Address tabs. The last two tabs are
configured identically to the explanation above. You cannot see the source and destination port tabs.
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DESTINATION ADDRESS SOURCE PORT DESTINATION PORT

Exclude {i.e. NOT the choice below)

Type: |Any Address v
Any Address

Host Name

[Pv4 Address Range
IPv4 Single Address
IPv4 Subnet Mask
IPvE Single Address
IPvE Subnet Mask
MAC Address

e |P Details
Select the types of IP protocol that you wish to allow, from the ones that are listed.

S0OURCE ADDRESS DESTINATION ADDRESS

IP Protocol: |Any -

Custom

TCP
UuDP
ICMPw4
IGMP
Raw IP
PUP
GGP
RSVP

ICMPvE

«  Click 'OK"to add the firewall rule.
- Repeat the process to add more firewall rules

+  Click 'OK"in the 'Advanced Settings' interface for your firewall rules to take effect
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6.3.3. Global Rules

»  Click 'Settings' > 'Firewall' > 'Global Rules'

+ 'Global Rules' apply to all traffic in and out of your computer. This makes them different to application rules,
which apply to the traffic of a specific application.

«  Comodo firewall analyzes every packet of data in and out of your PC using combination of application rules
and global rules.

«  Outgoing connection attempts - Application rules are consulted first and the global rules second.
- Incoming connection attempts - Global rules are consulted first and the application rules second.

Outgoing traffic My Computer
Traffic that is ‘
travelling from
your computer to Comodo Firewall
the outside is Application Rules Incoming Traffic
ﬁltEf_Ed t_llfthl‘- Traffic that is
application rules travelling from the
first and then by Comodo Firewall outside into your
the global rules Global Rules computer is fittered
Iny the global rules
' Other Computers/ firstand then by the
Internet websites ete application rules

«  So outgoing traffic has to pass the application rule first then any global rules before it is allowed out.
Similarly, incoming traffic has to pass the global rules first then the application rules.

»  Global rules are mainly, but not exclusively, used to filter incoming traffic for protocols other than TCP or
UDP.

Manage Global Rules
+  Click 'Settings' on the CIS home screen
«  Click 'Firewall' > 'Global Rules'".
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Allow ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is FRAGMENT...

v Containment
Allow ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is TIME EXCEE...

w File Rating

. 7 —
COMODQO Advanced settings d o X
w General Settings
- Global Rules
~ Antivirus =
: The following global rules are active on this computer:
— Firewall
Firewall Settings ® 1 [
; ; Edit Remowve Mowve UFI Mowve Down
Application Rules
~lobal Rule [F] Rules Q
Rulesets ]| Allow All Qutgoing Requests If The Target Is In [Work #1]
Network Zones ] Allow All Incoming Requests If The Sender Is In [Work #1]
Portsets ] Allow IP Out From MAC Any To MAC Any Where Protocol Is Any
w HIPS |
O
]

E Block IP In From MAC Any To MAC Any Where Protocol Is Any
~ Advanced Protection

Website Filtering

General Navigation:

The controls above the table let you create and manage global rules:

JT
Global Rules

The following global rules are active on this computer:

+ K4

Add Edit

[ Rules Q

o Allow All Outgoing Requests If The Target Is In [Work #2]

« Add - Create a new global rule. See 'Add and Edit a Firewall Rule' in the previous section
‘Application Rules' for guidance on creating a new rule.

« Edit - Modify an existing global rule. See 'Add and Edit a Firewall Rule' in the previous section
'Application Rules' for guidance on editing a new rule.

» Remove - Deletes the selected rule.
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» Purge - Runs a system check to verify that all the applications for which rules are listed are
actually installed on the host machine at the path specified. If not, the rule is removed from the list.

»  Move Up and Move Down - Rules at the top of the list have a higher priority. In the event of a
conflict in settings for a piece of traffic, CIS will apply the setting in the rule nearer the top of the
list. The 'Move Up' and 'Move Down' buttons let you change the priority of a rule.

«  The configuration of global rules is identical to that of application rules. See Application Rules for an
introduction to the rule setting interface.

« See Understand Firewall Rules for an overview of the meaning, construction and importance of individual
rules.

« See 'Add and Edit a Firewall Rule' for an explanation of individual rule configuration.

6.3.4. Firewall Rule Sets

»  Click 'Settings' > 'Firewall' > 'Rulesets'

« Afirewall ruleset is a collection of one or more firewall rules which can be deployed to applications on your
computer.

«  CIS ships with six predefined rulesets that provide a very high level of protection. You can also create your
own, custom rulesets.

This section contains advice on the following:
« Predefined Rulesets
»  Custom Rulesets
» Create a new ruleset
Open the Rulesets panel
+  Click 'Settings' at the top of the CIS home screen
«  Click 'Firewall' > 'Rulesets' on the left.
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COMODO Advanced Settings ? = O %

v General Settings —
Rulesets
=ﬁ=

w Antivirus

. The following rulesets are defined on this computer:
— Firewall

Firewall Settings

Allowed Application

w Containment
Blocked Application

w File Rating

Application Rules St SEmove
Global Rules O Ruleset Name Q
ecats O]  web Browser
Metwork Zones & Email Client
portsets O FTPClient
w HIPS B
]
O

Cutgoing Only
v Advanced Protection

Website Filtering

» The interface shows all existing rulesets. These may be Comodo predefined rules, or custom rulesets.
»  Use the search feature to look for a specific ruleset
Predefined Rulesets

Although each application's firewall ruleset could be defined from the ground up by individually configuring separate
rules, this practice would prove time consuming if it had to be performed for every single program on your system.
For this reason, Comodo Firewall contains a selection of predefined rulesets according to broad application category.
For example, you may choose to apply the ruleset "'Web Browser' to the applications 'Internet Explorer', 'Firefox' and
'Chrome'. Each predefined ruleset has been specifically designed by Comodo to optimize the security level of a
certain type of application. Users can modify pre-defined policies to suit their environment and requirements. For
example, you may wish to keep the 'Web Browsers' name but wish to redefine the parameters of its rules.

CIS ships with six predefined firewall rulesets for different categories of applications:
»  Web Browser
e Email Client
«  FTP Client
»  Allowed Application
»  Blocked Application
+  Outgoing Only

These rulesets can be edited by adding new rules or re-configuring the existing rules. See Add and Edit Firewall
Rules in 'Application Rules".
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Custom Rulesets

You can create new rulesets with custom network access control rules as per your requirements. These can then be
applied to specific applications when creating an application rule.

The Firewall Alert

You can apply a firewall ruleset to an application at a firewall alert. Both predefined and custom rulesets are made
available. An example alert is shown below:

COMODO rirenall ?

Application: hMyRoamer.exe

F.
@ Remote: 10.108.56.1 - UDP

Port: 5351
i ™
Treat as
@ Lets you choose a ruleset to apply @
©  FIPClient 2
o Allowed Application
o Blocked Application
o Outgoing Only
©  Grazing Applications g
L|:| Remember my answer Show ,ﬂnz:th.ﬂ'tie:'.J

«  See answer firewall alerts if you want more help with alerts.
Add a new Ruleset

«  Click the 'Add' button at the top of the list of rulesets in the 'Rulesets' panel
The 'Firewall Ruleset' interface will open.
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COMOD O Frirewall Ruleset 7 O b

Mame: | Custom ruleset for games

® Use a Custom Ruleset | Copy from v|

_ Ruleset > Web Browser
r.4 Another Application ®|

Email Client

Edit Kemowe Wowe Up

Ftp Client
Allowed Application Q

Rules

Blocked Application
0 @ing Only

A

« Asthisis a new ruleset, you need to name it in the text field at the top. It is advised that you choose a
name that accurately describes the category/type of application you wish to define the ruleset for.

»  Next you should add and configure the individual rules for this ruleset. You can choose to use an
existing ruleset as a starting point and add/edit rules as required. See 'Add and Edit a Firewall Rule'
for more advice on this.

Once created, this ruleset can be quickly called when creating or modifying a Firewall ruleset for an

application:
COMODO Application Rule ? | *
Name: | C:\Program Files (xB&\DrivingSpeed2\DrivingSpeed.exe | | Browse '|

(O Use Ruleset:

® Use a Custom Ruleset Copy from =

| Ruleset ' Web Browser
Another Application »| Ernail Client

1 8

L]

Remove Move Down

Move Up Fip Client

Allowed Application

Rules

Blocked Application
Outgeoing Only

Customﬁleset for games
: N

View or edit an existing predefined Ruleset

»  Double click on the ruleset name in the list

Or

»  Select the ruleset name then click the 'Edit' button
 Details of the process from this point on can be found here.
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6.3.5. Network Zones

»  Click 'Settings' > 'Firewall' > 'Network Zones'

«  A'Network Zone' can consist of an individual machine (like a home computer connected to the internet), or
a network of thousands of machines. Access to any network zone can be easily granted or denied in the
network zones panel.

»  The 'Network Zones' panel lets you configure:

«  Automatic detection of networks to which your computer can connect
«  Alerts for network connections
»  Trusted network zones which you want to allow
+  Untrusted network zones which you want to block
Open the Network Zones panel

»  Click 'Settings' on the CIS home screen
«  Click 'Firewall' > 'Network Zones'".

COMODQO Advanced Settings ? - O X

v General Settings

@T MNetwork Zones

W Antivirus
— Firewall [#] Enable automatic detection of private networks
Firewall Settings [[] Do not show popup alerts and treat location as ‘ Home
Application Rules The following netweork zones are defined on this computer:
Global Rules BLOCKED ZONES
Rulesets
Portsets _
[0  Zone Name Q
~ HIPS _
[l E & Loopback Zone
w Containment

B B & work#

w File Rating
v Advanced Protection

Website Filtering

Network Monitoring Settings:

- Enable automatic detection of private networks - The firewall monitors attempted connections to any
new wired or wireless network (Default = Enabled). Deselect this option if you are an experienced user and
wish to manually set-up your own trusted networks (this can be done in "Network Zones' and through the
'Stealth Ports Wizard").

« Do not show popup alerts and treat location as - CIS can show an alert when your computer attempts to
connect to a new network.
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- Disabled - The alert is shown. Select the appropriate network type for your connection. CIS will
optimize the firewall for security and usability based on your choice. (Default)

« Enabled - The alert is not shown. You now need to pick a default network type from 'Home',
'Work', or 'Public’. CIS will automatically apply your choice of network type to all new connections.

COMODO network Detected ?

Join a New Network
{f;; Wired: "4 "0

Flease select your location:

s~ |am at Home

M| Choose if you are at home and have just connected your computer to
1 a local network

B I am at Work
ﬂ H Choose if you are at work place and have just connected your
computer to a local network

| am at a Public Place

Choose this option if you are at public place such as a coffee shop,
hotel or school, etc.

[] Do not detect new networks again

«  Select 'Do not detect new networks again' If you are an experienced user that wishes to manually set-up
their own trusted networks. This can be done in 'Network Zones' and through the 'Stealth Ports Wizard'.

The panel has two tabs:

- Network Zones - Define network zones with specific access rights. Application access privileges are
specified in the Application Rule interface. See 'Create or Modify Firewall Rules' for more details.

» Blocked Zones - Define networks that are not trusted. CIS will deny all connections to blocked zones.

6.3.5.1. Network Zones

»  Click 'Settings' > 'Firewall' > 'Network Zones' > 'Network Zones'

«  A'Network Zone' can consist of an individual machine (like a home computer connected to the internet) or a
network of thousands of machines. You can grant or deny access to a network zone as required.

Background Note:
» A computer network is a connection between computers through a cabled or wireless connection.

»  Anetwork allows users to share information and resources with other computers/users on the network.

«  There are some networks which you trust and want to grant access to, including your home or work
network.

»  Conversely, there may be other networks with which you want to restrict communication, or even block
entirely.
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«  The network zones panel lets you configure trusted and untrusted networks.

Add and manage network zones

+  Click 'Settings' on the CIS home screen

e Click 'Firewall' > 'Network Zones'
»  Click the 'Network Zones' tab

COMODO Advanced settings ? = ] %

v General Settings

v Antivirus

= Firewall
Firewall Settings
Application Rules
Global Rules

Rulesets

Portsets
w HIPS
w Contaimment
w File Rating
v Advanced Protection

Website Filtering

ﬁT Network Zones

[#] Enable automatic detection of private networks

[[] Do not show popup alerts and treat location as ‘ Home

The following network zones are defined on this computer:

BLOCKED ZOMES

Remove

O Zone Name

2

[l E) B Loopback Zone

O B E work#1

The network zones tab shows zones that have already been added to CIS. You can add new zones and manage

existing zones.

Note 1: Adding a zone to this area does not, by itself, define any permissions or access rights to the zone. This
area lets you define the zones so you can assign such permissions in other areas of the firewall.

Note 2: A network zone can be designated as 'Trusted' and allowed access from the 'Manage Network
Connections' interface. An example would be your home computer or network.

Note 3: A network zone can be designated as 'Blocked' and denied access by using the 'Blocked Zones' interface.

Note 4: An application can be assigned specific access rights to and from a network zone when defining an
Application Rule. Similarly, a custom Global Rules assigned to a zone will inspect all traffic to/from a zone.

Note 5: By default, Comodo Firewall automatically detects any new networks (LAN, Wireless etc) once you connect
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to them. This can be disabled by deselecting the option 'Enable automatic detection of private networks' in the
Firewall Settings panel.

You can use search for a specific zone by clicking the search icon and entering the name of the zone in part or full.
Define a new Network Zone

» Step 1 - Define a name for the zone.

« Step 2 - Select the addresses to be included in this zone.
Step 1 - Define a name for the zone

»  Click 'Settings' on CIS home screen

«  Click 'Firewall' > 'Network Zones'

»  Click the 'Network Zones' tab

»  Click the 'Add' button at the top of the list and choose 'New Network Zone' from the options.

METWORK ZOMNES BLOCKED ZOMES

Add Edit

Remove
F |

Mew Metwork Fone

FrOOpmacE Jone

COMODO network Zone ? b

Zone Name

|Mj,.r Home

] Public Network

»  Choose a name that accurately describes the network zone you are creating.

«  Select 'Public Network' if you are defining a network zone for a network in a public place. For example,
when you are connecting to a Wi-Fi network at an airport, restaurant etc. The firewall will optimize the
connection accordingly.

+  Click 'OK" to confirm your zone name.
This adds your new zone to the 'Network Zones' list:
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ﬁ’%l Network Zones

Enable automatic detection of private networks

[ Do not show popup alerts and treat location as Home *

The following network zones are defined on this computer:

NETWORK ZOMES BLOCKED ZOMES

Edit Remove

[ Zone Name Q

[ E B Loopback Zone

B B B work#1

“mé

Step 2 - Select the addresses to be included in this zone
«  Select the network zone name then click the 'Add' button at the top

«  Choose 'New Address' from the options

«  Alternatively, right click on the network zone and choose 'Add' > 'New Address' from the context sensitive
menu
The 'Address' dialog allows you to select an address from the "Type' drop-down box shown below (Default

= Any Address).

The 'Exclude' check box will become active if you select anything other than 'Any Address'
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METWORK ZONES BLOCKED ZONES

Mew Address
T O L6,

0 B H wolkk#1
] 1 EH workk2

F1 My Home

COMODO -Address ? *

Exclude (i.e. NOT the choice below)

Type: | Any Address b

Address Types:
1. Any - Defaults to an IP range of 0.0.0.0- 255.255.255.255 to block connection from all IP addresses.

2. Host Name - Choose a named host which denotes your IP address. Enter the name in the 'Host Name'
text field

3. IPv4 Address Range - Choose all IP addresses covered by a range - for example a range in your
private network.

«  Enter the first and last IP addresses in the 'Start [P' and 'End IP' text boxes.
4. |Pv4 Single Address - Choose a single IPv4 address

» Enter the IP address in the 'IP' text box, e.g., 192.168.200.113.

5. IPv4 Subnet mask - Choose an IPv4 network. IP networks can be divided into smaller networks called
sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network.

»  Enter the IP address and Mask of the network.
6. IPv6 Address Range - Choose all IPv6 addresses covered by a range - for example a segment in your
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private network
«  Enter the first and last IPv6 addresses in the 'Start IP" and 'End IP' text boxes.
7. Single IPv6 Address - Choose an IPv6 address

«  Enter the IP address in the 'IP" text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

8. IPv6 Subnet Mask - Choose a IPv6 network. IP networks can be divided into smaller networks called
sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network.

- Enter the IP address and 'Mask' of the network in the respective fields
9. MAC Address - Choose a single source/destination by specifying its physical address
+  Enter the physical address in the 'MAC Address' text box.
« Exclude (i.e. NOT the choice below) - The opposite of what you specify is applicable.
»  Click 'OK'"to confirm your choice.
«  Click 'OK" in the 'Network Zones' interface.
The new zone now appears in the main list along with the addresses you assigned to it.
Once created, a network zone can be:
*  Quickly called as 'Zone' when creating or modifying a Firewall Ruleset

COMOD O Firewall Rule ! X
Action: |Alluw hd (] Log as firewall event if this rule is fired
Protocol: |TCP or UDP v
Direction: | In or Out »

Description
SOURCE ADDRESS DESTIMATION ADDRESS SOURCE PORT DESTIMNATION PORT

[] Exclude (i.e. NOT the choice below)

Type: |Network Zone »

Zone |Loopback Zone »

Loopback Zone
Work #1

Worl #2

Work #3

Work #4

Talkatives Computers

s —

c orme
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»  Quickly called and designated as a blocked zone from the 'Blocked Zones' interface
Edit the name of an existing Network Zone

+  Click 'Settings' on the CIS home screen
e Click 'Firewall' > 'Network Zones'
»  Click the 'Network Zones' tab

«  Select the zone from the list (e.g., My Home) and click the 'Edit' button from the top or double click on the
network zone name.

COMODO network Zone ? >

Zone Name
Jvy Home]

[ Public Network

»  Change the name of the zone and click 'OK'.
To add more addresses to an existing Network Zone

«  Select the network name, click the 'Add' > 'New Address' from the top.
«  Add new address from the 'Address' interface.

To modify or change the existing address in a zone

»  Click the + button beside the network zone name to expand the addresses
»  Double click on the address to be edited or select the address, click 'Edit" at the top
«  Edit the address from the "Address" interface.

To remove an existing address in a zone

«  Click the '+' button beside the network zone name to expand the addresses
«  Select the address and click 'Remove' from the top

6.3.5.2. Blocked Zones

+  Click 'Settings' > 'Firewall' > 'Network Zones' > 'Blocked Zones'
»  Acomputer network lets you share information and resources with other users and computers.

«  There are some networks which you trust and want to grant access to, including your home or work
network.

«  Conversely, there may be other networks with which you want to restrict communication, or even block
entirely.

» The 'Blocked Zones' section allows you to configure restrictions on network zones that you do not trust.

Note: We advise new or inexperienced users to first read 'Network Zones', 'Stealth Ports Wizard' and
'‘Application Rules' before blocking zones in this interface.

Add and manage blocked zones
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+  Click 'Settings' on the CIS home screen
e Click 'Firewall' > 'Network Zones'
«  Click the 'Blocked Zones' tab

COMODO Advanced settings ? - 0 %

w General Sethings

-

ﬁ%T MNetwork Zones

w  Antivirus
— Firewall [¥| Enable automatic detection of private networks

Firewall Settings [l Do not show popup alerts and treat location as i e

Application Rules The following network zones are defined on this computer:

Global Rules NETWORK ZONES

Rulesets

Portsets

al Zone Mame Q

v HIPS

t Coffee Cup Network

v Containment
7] [ Hotel Stale Food

L4

File Rating
v Advanced Protection

Website Filtering

o | owa |

The 'Blocked Network Zones' tab allows you to:

» Deny access to an existing network zone
» Deny access to a network by manually defining a new blocked zone

Note 1: You must create a zone before you can block it. There are two ways to do this;
1. Using 'Network Zones' to name and specify the network you want to block.

2. Directly from this interface using 'New blocked address..."

Note 2: You cannot reconfigure existing zones from this interface (e.g., to add or modify IP addresses). You need to
use 'Network Zones' if you want to change the settings of existing zones.

You can search for specific blocked zone by clicking the magnifying glass icon and entering the name of the zone in
part or full.

Deny access to an existing network zone

»  Click 'Settings' on the CIS home screen

«  Click 'Firewall' > 'Network Zones'

+  Click the 'Blocked Zones' tab

»  Click 'Add' button at the top and choose 'Network Zones' from the options
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+  Select the particular zone you wish to block.

The following network zones are defined on this computer:

METWORK ZOMNES BLOCKED ZOMES

Metwork Zones d Loopback Zone Q

: MNew Blocked Address Work #1
T o eonee oy Work #2
Work #3
Coffee Cup Metwork
Hotel Stale Food
Work Z6
Home £1

The selected zone will appear in the 'Blocked Zones' interface.
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Edit Remove

Zone Name ]

L]
[0 E1 B Coffee Cup Network

Name of the
é"/ Blocked Network Zone
1 EJ = Hotel Stale Food
O]
]

}~ IP10.10.111.111 IP address(es) that
|_ are associated with
the Blocked Zone.
[P 1010.222.222 You can modify these
settings under the

"‘Network Zones’ tab

«  Alltraffic to and from devices in this zone is now blocked.

Deny access to a network by manually defining a new blocked zone

+  Click 'OK" to confirm your choice.

+  Click 'Settings'on the CIS home screen

«  Click 'Firewall' > 'Network Zones'

+  Click the 'Blocked Zones' tab

+  Click the 'Add" button and choose ‘New Blocked Address'":
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=
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]
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=
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=
=
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|
[l

Blocked Address

| N =
':-—_*jl_l“ﬂ[lﬂ#" Tl etwork

COMODO Aaddress ? s

Exclude (i.e. NOT the choice below)

Type: Any Address v
Any Address

Host Mame

|Pvd Address Range

1Pv4 Singlel:%ddresz

|Pvd Subnet Mask

IPvE Single Address . m
IPvE Subnet Mask
MAC Address

Select the address type you wish to block from the "Type' drop-down. Select 'Exclude’ if you want to block all IP
addresses except for the ones you specify using the drop-down.

Address Types:

«  Any Address - Will block connections from all IP addresses (0.0.0.0- 255.255.255.255)
»  Host Name- Enter a named host which denotes an address on your network.

» IPv4 Range - Will block access to the IPv4 addresses you specify in the 'Start Range' and 'End Range'
text boxes.

» IPv4 Single Address - Block access to a single address - e.g. 192.168.200.113.

« |Pv4 Subnet Mask - A subnet mask allows administrators to divide a network into two or more
networks by splitting the host part of an IP address into subnet and host numbers. Enter the IP address
and Mask of the network you wish to block.

« IPv6 Single Address -Block access to a single address - e.g. 3ffe:1900:4545:3:200:8ff:fe21:67cf.

« IPv6 Subnet Mask. IPv6 networks can be divided into smaller networks called sub-networks (or
subnets). An IP address/ Mask is a subnet defined by IP address and mask of the network. Enter the IP
address and Mask of the network.

» MAC Address - Block access to a specific MAC address.
«  Select the address to be blocked and click 'OK'
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The address(es) you block will appear in the 'Blocked Zones' tab. You can modify these addresses at any
time by selecting the entry and clicking 'Edit'.

+  Click 'OK"in 'Network Zones' interface to confirm your choice. All traffic intended for and originating from
devices in this zone is now blocked.

6.3.6. Port Sets

»  Click 'Settings' > 'Firewall' > 'Portsets'

»  Port sets are predefined groups of one or more ports. These sets can be named as the target of
Application Rules and Global Rules. For example, you might want to block all inbound traffic to certain
set of ports.

» The port sets panel lets you add, view and manage port sets
Open the Portsets panel

«  Click 'Settings' at the top of the CIS home screen

+  Click 'Firewall' > 'Portsets'

CO MO D O Advanced Settings ? = | %

Portsets

The following portsets are defined on this computer:

v General Settings
v Antivirus
— Firewall

Firewall Settings

Application Rules

Global Rules Fortset Q

ol (il HTTP Ports

MNetwork Zones [l POP3/SMTP Ports

|
]
]
]

7 B Privileged Ports
w HIPS

» Containment

w File Rating

w Advanced Frotection

Website Filtering

« The interface lists all existing port sets. Click the + button to view all ports in the set.
«  CIS ships with three default portsets:

« HTTP Ports: 80, 443 and 8080. These are the default ports for http traffic. Your internet browser uses
these ports to connect to the internet and other networks.

«  POP3/SMTP Ports: 110, 25, 143, 995, 465 and 587. These ports are typically used for email
communication by mail clients like Outlook and Thunderbird.

»  Privileged Ports: 0-1023. Privileged ports are so called because it is usually desirable to prevent
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users from running services on these ports. Network admins usually reserve or prohibit the use of
these ports. This set can be deployed if you wish to create a rule that allows or blocks access to the

privileged port range.
Define a new Port Set

After defining a new port set, you can apply it to applications through the Application Rule interface. See 'Create or
Modify Firewall Rules' for more details.

Add a new portset
+  Click 'Settings' on the CIS home screen
«  Click 'Firewall' > 'Portsets'
»  Click the 'Add' button at the top.

COMODO -~ddportset

Mame: |Specia| Ports

Edit Remowve

Ports Q

»  Create a name for the port set
«  Click 'Add' to specify ports and port ranges for the set:
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COMODO Add portset ? O X

Mame: |Specia| Ports

COMODO rort =

[ Exclude (i.e. MOT the choice below)

O Any

@® A Single Port

O APortRange |0 2 -0 =

+  Specify the ports to be included in the new portset:
»  Any - to choose all ports
» Asingle port - Specify the port number
» Aport range - Enter the start and end port numbers in the respective combo boxes.

+  Exclude (i.e. NOT the choice below): Means all ports will be included in the portset except the
ones you specify here.

«  Click 'OK"in the 'Port' dialog then 'OK'" in the 'Add Port sets' interface.

You can now select 'A Set of Ports', then choose this rule-set, when creating or modifying a Firewall
Ruleset.
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COMODQO rirewall Rule ? pod
Action: |Alluw b [ Log as firewall event if this rule is fired
Protocol: |TCP or UDP 1
Direction: | In or Cut s
Description

SOURCE ADDRESS DESTIMATION ADDRESS SOURCE PORT DESTINATION PORT

[ Exclude (i.e. NOT the choice below)

Type: | A Set of Ports b

Ports: |HTTP Ports »
HTTP Ports
POP3/SMTP Ports

< Special Ports
—

Edit an existing port set
+  Click 'Settings' on the CIS home screen
«  Click 'Firewall' > 'Portsets'
«  Select the port set from the list
«  Click the 'Edit' button
«  The editing procedure is similar to adding the portset explained above.

6.4.HIPS Configuration

»  Click 'Settings' > 'HIPS'

«  The host intrusion protection system (HIPS) constantly monitors system activity and stops processes from
modifying important files and interfaces.

«  Comodo Internet Security ships with a default HIPS ruleset that work ‘out of the box' - providing extremely
high levels of protection without any user intervention.

«  For example, HIPS automatically protects system-critical files, folders and registry keys to prevent
unauthorized modification by malicious programs.

«  Advanced users looking to take a firmer grip on their security posture can quickly create custom policies
and rulesets using the powerful rules interface.
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«  The 'HIPS' section of 'Advanced Settings' lets you configure general HIPS behavior and HIPS rules.
Configure 'HIPS' components

+  Click 'Settings' on the CIS home screen to open the 'Advanced Settings' interface.

«  Click 'HIPS' on the left:

COMOD O Advanced settings ? = o x
v General Settings
E HIPS Settings
~  Antivirus
s Firewall [ Enable HIPS
— Yips Safe Mode »| Monitoring Settings

This option enables the Host Intrusion Protection System, the compaonent that maonitors
critical operating system activities to protect the computer against malware actions.
HIPS Rules
O Do not show popup alerts Allow Requests »
Rulesets
[0 Set popup alerts to verbose mode
Protected Objects
[ Create rules for safe applications

HIPS Groups i
[J set new on-screen alert timeout to 5eLs

» Containment
Advanced

» File Rating
[] Enable adaptive mode under low system resources

w Advanced Protechion L ) .
= [ Block all unknown requests when the application is not running

Website Filtering

« HIPS Settings - General settings that govern the overall behavior of the HIPS component.

« HIPS Rules - These rules determine what actions an application is allowed to perform, and what level of
protection it enjoys from other processes.

» Rulesets - View predefined rulesets and create new rulesets that can be applied to your applications in
your system.

» Protected Objects - Define objects to be protected by HIPS such as specific folders, system critical registry
keys and so on.

»  HIPS Groups - View and edit predefined 'Registry Groups' and 'COM Groups', create new groups so as to
add them to Protected Objects.

Note for beginners:

+  This section often refers to 'executables’ (or 'executable files'). An 'executable’ is a file that can instruct
your computer to perform a task or function.

«  Every program, application and device you run on your computer requires an executable file of some kind
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to start it.

»  The most recognizable type of executable file is the ".exe’ file. (e.g., when you start Microsoft Word, the
executable file 'winword.exe' instructs your computer to start and run the Word application). Other types of
executable files include those with extensions .cpl .dll, .drv, .inf, .ocx, .pf, .scr, .sys.

- Unfortunately, not all executables can be trusted. Some executables, broadly categorized as malware, can
instruct your computer to delete valuable data; steal your identity; corrupt system files; give control of your
PC to a hacker and much more. You may also have heard these referred to as Trojans, scripts and worms

6.4.1. HIPS Settings
«  Click 'Settings' > 'HIPS' > 'HIPS Settings'

«  HIPS settings let you enable/disable HIPS, set HIPS security level, and configure the general behavior of
the HIPS module.

Open the 'HIPS Settings' panel
+  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'HIPS Settings'

7 i
COMODO Advanced Settings a b4
~ General Settings
£| HIPS Settings
W Antivirus
» Firewal [] Enable HIPS
This option enables the Host Intrusion Protection System, the component that monitors
critical operating system activities to protect the computer against malware actions.
HIPS Rules
O Do not show popup alerts Allow Requests »
Rulesets
[ Set popup alerts to verbose mode
Protected Objects
O Create rules for safe applications
HIPS Groups ]
D Set new on-screen alert timeout to secs
~ Containment
Advanced

~ File Rating
[J Enable adaptive mode under low system resources

v Advanced Protection
[ Block all unknown requests when the application is not runni ng

Website Filtering

« Enable HIPS - Activate or deactivate the HIPS protection. (Default=Disabled)

If enabled, you can configure the HIPS security level and monitoring settings:
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Configure HIPS Security Level
«  Choose the security level from the drop-down under the 'Enable HIPS' check-box:

Enable HIPS

Safe Mc' Monitoring Settings

Paranoid Mode

Safe Mu{g
Training Mode

Host Intrusion Protec

The choices available are:

- Paranoid Mode: This is the highest security level setting and means that HIPS monitors and controls all
executable files apart from those that you have deemed safe. Comodo Internet Security does not attempt to
learn the behavior of any applications - even those applications on the Comodo safe list and only uses your
configuration settings to filter critical system activity. Similarly, the Comodo Internet Security does not
automatically create 'Allow' rules for any executables - although you still have the option to treat an
application as 'Trusted' at the HIPS alert. Choosing this option generates the most amount of HIPS alerts
and is recommended for advanced users that require complete awareness of activity on their system.

- Safe Mode: While monitoring critical system activity, HIPS automatically learns the activity of executables
and applications certified as 'Safe' by Comodo. It also automatically creates 'Allow' rules for these activities,
if the checkbox 'Create rules for safe applications' is selected. For non-certified, unknown, applications,
you will receive an alert whenever that application attempts to run. Should you choose, you can add that
new application to the HIPS rules list by choosing 'Treat as' and selecting 'Allowed Application' at the alert
with 'Remember my answer' checked. This instructs the HIPS not to generate an alert the next time it runs.
If your machine is not new or known to be free of malware and other threats then 'Safe Mode' is
recommended setting for most users - combining the highest levels of security with an easy-to-manage
number of HIPS alerts.

« Training Mode: HIPS monitors and learns the activity of any and all executables and creates automatic
'Allow' rules until the security level is adjusted. You do not receive any HIPS alerts in Training Mode'. If you
choose the Training Mode' setting, we advise that you are 100% sure that all applications and executables
installed on your computer are safe to run.

Configure Monitoring Settings

The activities, entities and objects that should be monitored by HIPS can be configured by clicking the Monitoring
Settings link.

Note: The settings you choose here are universally applied. If you disable monitoring of an activity, entity or object
using this interface it completely switches off monitoring of that activity on a global basis - effectively creating a
universal 'Allow' rule for that activity . This 'Allow' setting over-rules any Ruleset specific 'Block' or 'Ask' setting for
that activity that you may have selected using the 'Access Rights' and 'Protection Settings' interface.
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E HIPS Settings

Enable HIPS

Safe Mode Monitorindksettings
S

This option enables the Hog Intrusion Protection System, the component that monitors

COMOD O wonitoring Settings ? p o
Activities to Monitor
Interprocess Memory Accesses Process Execution
Windows/WinEvent Hooks Window Messages
Device Driver Installations DMS/RPC Client Service

Processes' Terminations

Objects to Monitor Against Modifications

Protected COM Interfaces Protected Registry Keys
Protected Files/Folders

Objects to Monitor Against Direct Access

Physical Memaory Disks
Computer Monitor Keyboard

Activities To Monitor:

Interprocess Memory Access - Malware programs use memory space modification to inject malicious
code for numerous types of attacks. These include recording your keyboard strokes; modifying the behavior
of applications and stealing data by sending confidential information from one process to another. One of
the most serious aspects of memory-space breaches is the ability of the offending malware to take the
identity of a compromised process to 'impersonate' the application under attack. This makes life harder for
traditional virus scanning software and intrusion-detection systems. Leave this box checked and HIPS alerts
you when an application attempts to modify the memory space allocated to another application (Default =
Enabled).

Windows/WinEvent Hooks - In the Microsoft Windows® operating system, a hook is a mechanism by
which a function can intercept events before they reach an application. Example intercepted events include
messages, mouse actions and keystrokes. Hooks can react to these events and, in some cases, modify or
discard them. Originally developed to allow legitimate software developers to develop more powerful and
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useful applications, hooks have also been exploited by hackers to create more powerful malware. Examples
include malware that can record every stroke on your keyboard; record your mouse movements; monitor
and modify all messages on your computer and take remote control of your computer. Leaving this box
checked means that you are warned every time a hook is executed by an untrusted application (Default =
Enabled).

« Device Driver Installations - Device drivers are small programs that allow applications and/or operating
systems to interact with hardware devices on your computer. Hardware devices include your disk drives,
graphics card, wireless and LAN network cards, CPU, mouse, USB devices, monitor, DVD player etc. Even
the installation of a perfectly well-intentioned device driver can lead to system instability if it conflicts with
other drivers on your system. The installation of a malicious driver could, obviously, cause irreparable
damage to your computer or even pass control of that device to a hacker. Leaving this box checked means
HIPS alerts you every time a device driver is installed on your machine by an untrusted application (Default
= Enabled).

» Processes’ Terminations - A process is a running instance of a program. (for example, the Comodo
Internet Security process is called 'cis.exe'. Press 'Ctrl+Alt+Delete’ and click on 'Processes' to see the full
list that are running on your system). Terminating a process, obviously, terminates the program. Viruses and
Trojan horses often try to shut down the processes of any security software you have been running in order
to bypass it. With this setting enabled, HIPS monitors and alerts you to all attempts by an untrusted
application to close down another application (Default = Enabled).

« Process Execution - Malware such as rootkits and key-loggers often execute as background processes.
With this setting enabled, HIPS monitors and alerts you to whenever a process is invoked by an untrusted
application. (Default = Enabled).

«  Windows Messages - This setting means Comodo Internet Security monitors and detects if one application
attempts to send special Windows Messages to modify the behavior of another application (e.g. by using
the WM_PASTE command) (Default = Enabled).

- DNS/RPC Client Service - This setting alerts you if an application attempts to access the 'Windows DNS
service' - possibly in order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed
Denial of Service attack whereby a malicious entity sends several thousand spoofed requests to a DNS
server. The requests are spoofed so that they appear to come from the target or 'victim' server but in fact
come from different sources - often a network of 'zombie' PCs which are sending out these requests without
their owners' knowledge. The DNS servers are tricked into sending all their replies to the victim server -
overwhelming it with requests and causing it to crash. Leaving this setting enabled prevents malware from
using the DNS Client Service to launch such an attack (Default = Enabled).

Background Note: DNS stands for Domain Name System. It is the part of the internet infrastructure that matches a
familiar domain name, such as 'example.com’ to an IP address like 123.456.789.04. This is essential because the
internet routes messages to their destinations using these IP addresses, not the domain name you type into your
browser. Whenever you enter a domain name, your internet browser contacts a DNS server and makes a 'DNS
Query'. In simple terms, this query is 'What is the IP address of example.com?'. The DNS server replies to your
browser, telling it to connect to the IP in question.

Objects To Monitor Against Modifications:

»  Protected COM Interfaces enables monitoring of COM interfaces you specified from the COM
Protection pane. (Default = Enabled)

» Protected Registry Keys enables monitoring of Registry keys you specified from the Registry
Protection pane. (Default = Enabled).

» Protected Files/Folders enables monitoring of files and folders you specified from the File Protection
pane. (Default = Enabled).

Objects To Monitor Against Direct Access:

Determines whether or not Comodo Internet Security should monitor access to system critical objects on your
computer. Using direct access methods, malicious applications can obtain data from storage devices, modify or
infect other executable software, record keystrokes and more. Comodo advises the average user to leave these
settings enabled:
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»  Physical Memory: Monitors your computer's memory for direct access by applications and processes.
Malicious programs attempt to access physical memory to run a wide range of exploits - the most famous
being the 'Buffer Overflow' exploit. Buffer overruns occur when an interface designed to store a certain
amount of data at a specific address in memory allows a malicious process to supply too much data to that
address. This overwrites its internal structures and can be used by malware to force the system to execute
its code (Default = Enabled).

«  Computer Monitor: Comodo Internet Security raises an alert every time a process tries to directly access
your computer monitor. Although legitimate applications sometimes require this access, spyware can also
use such access to take screen shots of your current desktop, record your browsing activities and more.
(Default = Enabled).

- Disks: Monitors your local disk drives for direct access by running processes. This helps guard against
malicious software that need this access to, for example, obtain data stored on the drives, destroy files on a
hard disk, format the drive or corrupt the file system by writing junk data (Default = Enabled).

«  Keyboard: Monitors your keyboard for access attempts. Malicious software, known as 'key loggers', can
record every stroke you make on your keyboard and can be used to steal your passwords, credit card
numbers and other personal data. With this setting checked, Comodo Internet Security alerts you every
time an application attempts to establish direct access to your keyboard (Default = Enabled).

Checkbox Options

» Do not show popup alerts - Configure whether or not you want to be notified when the HIPS encounters
malware. Choosing 'Do NOT show popup alerts' will minimize disturbances but at some loss of user
awareness (Default = Disabled).

If you choose not to show alerts then you have a choice of default responses that CIS should automatically
take - either 'Block Requests' or 'Allow Requests'.

[Jo not show popup alerts Allow Reque@

Allow Requests
Set popup alerts to verbose m
Block Requests

Create rules for safe applications

«  Set popup alerts to verbose mode - HIPS alerts provide more information and options for the user to
allow or block the requests (Default = Disabled).

» Create rules for safe applications - HIPS trusts applications if:

»  The application is on the Comodo safe list, a global white-list of trusted software.
«  The application has a Trusted' rating in the local file list. See File List if you need more details.

» Thefile is published and signed by a trusted vendor. The 'vendor' is the software company that
created the file. See Vendor List if you need more details.

By default, CIS does not automatically create ‘allow' rules for safe applications. This helps to reduce resource usage,
to simplify the rules interface by reducing the number of 'Allow’ rules, and can reduce the number of pop-up alerts.
Enabling this check-box instructs CIS to begin learning the behavior of safe applications so that it can automatically
generate 'Allow' rules. These rules are listed in the HIPS Rules interface. Advanced users can edit / modify the rules
as they wish.

Background Note: Prior to version 4.x , CIS would automatically add an allow rule for 'safe' files to the rules
interface. This allowed advanced users to have granular control over rules but could also lead to a cluttered rules
interface. The automatic addition of 'allow' rules and the corresponding requirement to learn the behavior of
applications that are already considered 'safe’ also took a toll on system resources. In version 4.x and above, "allow'
rules for applications considered 'safe' are not automatically created - simplifying the rules interface and cutting
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resource overhead with no loss in security. Advanced users can re-enable this setting if they require the ability to
edit rules for safe applications (or, informally, if they preferred the way rules were created in CIS version 3.x).

- Set new on-screen alert time out to: Determines how long the HIPS shows an alert for without any user
intervention. By default, the timeout is set at 120 seconds. You may adjust this setting to your own
preference.

Advanced HIPS Settings

Note: These settings are recommended for advanced users only.

« Enable adaptive mode under low system resources - Very rarely (and only in a heavily loaded system),
low memory conditions might cause certain CIS functions to fail. With this option enabled, CIS will attempt
to locate and utilize memory using adaptive techniques so that it can complete its pending tasks. However,
enabling this option may reduce performance in even lightly loaded systems (Default = Disabled).

«  Block all unknown requests when the application is not running - Selecting this option blocks all
unknown execution requests if Comodo Internet Security is not running/has been shut down. This is option
is very strict indeed and in most cases should only be enabled on seriously infested or compromised
machines while the user is working to resolve these issues. (Default = Disabled)

6.4.2. Active HIPS Rules
«  Click 'Settings' > HIPS' > 'HIPS Rules'

« The rules screen shows your installed applications classified into file groups, and the HIPS ruleset that
applies to them.

» You can change the ruleset of a specific application or file group, and create your own custom rulesets.
Open the HIPS Rules panel

«  Click 'Settings' at the top of the CIS home screen to open the 'Advanced Settings' interface

«  Click 'HIPS' > 'HIPS Rules' on the left.
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CD M ﬂﬂ D Advanced Settings 7 —_ O W

» General Settings —
:=| HIPS Rules
w  Antivirus

The following HIPS rules are active on this computer:

w Firewall
— HIPS I b 1 1 £
HIPS Settings Edit Remove Mowve Up Mowve Down Purge
[ Application Q. Treatas Q .
These applications do not | ] & Windows System Applications Windows System Application
belong to a FILE GROUP and
are individulally assigned a = || %windirds\explorer.exe Windows System Application
custom or Ere-deﬁned ruleset
e [F_] 71 E windows Updater applications Installer or Updater
[ame of the FILE GROUP|—" | T =
v ] = ] %windirse\system32\msiexec.ge Indicates the pre-defined ruleset
L applies to the FILE GROUP or
Applications listed ] ] %ewindirse\system32ywuaucit.ege S RS
beneath the FILE GROUP
inherit the HIPS RULESET F L @ o/\coMoDo\coMono Inter
of that Group ' a o ! | Custom rulesets can be created by
. _ the user and deployed to FILE GROUP ||
| | - E D."\COMODD\CG‘MDDO Interrg or i“di\r”“al applicﬂtb“s

|
] O B COMODO Intermnet Security | Custom ruleset |

The first column, Application, displays a list of the applications on your system for which a HIPS ruleset has been
defined. If the application belongs to a file group, then all member applications assume the ruleset of the group. The
second column, Treat As, displays the name of the HIPS ruleset assigned to the application or group of applications.

You can use the search option to find a specific file in the list by clicking the search icon at the far right of the column
header and entering the name in full or part.

General Navigation:

The control buttons at the top of the list enable you to create and manage application rule sets.

? = | Pt

d Settings

HIPS Rules

The following HIPS rules are active on this computer,

7 ® 1 [ 1 IS
Edit Remove MovelUp  Move Down Purge

» L]
] Application eL lreat As Q

[] 0 ir e e ceas s Windows Svstem Application

A L
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« Add - Allows the user to add a new application to the list and then create its ruleset. See 'Creating or
Modifying a HIPS Ruleset' for more details.

+  Edit - Allows the user to modify the HIPS rule of the selected application. See 'Creating or Modifying
a HIPS Ruleset' for more details.

» Remove - Deletes the selected ruleset.

Note: You cannot add or remove individual applications from a file group using this interface - you must use the
'File Groups' interface to do this.

« Purge - Runs a system check to verify that all the applications for which rulesets are listed are actually
installed on the host machine at the path specified. If not, the rule is removed, or 'purged', from the list.

«  Move UP/Move Down - Users can re-order the priority of rules by simply selecting an application name
or file group and selecting 'Move Up' or 'Move Down' from the options. To alter the priority of
applications that belong to a file group, you must use the 'File Groups' interface.

Creating or Modifying a HIPS Ruleset

Defining a HIPS Ruleset for an application or File group involves two steps:
1. Select the application or file group that you wish the ruleset to apply to.
2. Configure the ruleset for this application.

Step 1 - Select the application or file group that you wish the ruleset to apply to
- To define a rule for a new application (i.e. one that is not already listed), click the 'Add" button at the top of

the HIPS Rules pane.
This brings up the 'HIPS Rule' interface as shown below.

COMODO HipsRule ? m
MName: | | | Browse v|
® Use Ruleset: |;lllowed Application v|
(0 Use a Custom Ruleset Copy from =

Access Mame Action Exclusions 2
= Run an executable Ask Modify {0V
8 Interprocess Memory Accesses Ask Modify (A0
al Windows,/WinEvent Hooks Ask Modify {0\
[& processes' Termination Ask Modify (oW
¥ Device Drivers' Installation Ask Modify (00O
"
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The 'Name' box is blank because you are defining a HIPS rule settings for a new application. If you were editing an
existing rule, this field would show the application name and its installation path, or the application group name.

+  Click 'Browse' to begin.

You now have 3 methods available to choose the application for which you wish to create a Ruleset - File Groups;
Applications and Running Processes.

1. File Groups - Choosing this option allows you to create a HIPS ruleset for a category of pre-set files or
folders. For example, selecting 'Executables' would enable you to create a ruleset for all files with the
extensions .exe .dll .sys .ocx .bat .pif .scr .cpl *\cmd.exe, *.bat, *.cmd. Other such categories available
include 'Windows System Applications', 'Windows Updater Applications', 'Start Up Folders' etc - each of
which provide a fast and convenient way to apply a generic ruleset to important files and folders.

COMODO +iesRule ? o x

Mame: | Breivse v|

File Groups »

Allowed AR Applications

Running Processes

Executables

All Applications

@ Use Ruleset:

Important Files/Folders
© Use a Custom Ruleset Copy Windows Updater Applications
Windows System Applications
Temporary Files

COMODO Client Files/Folders
COMODO Internet Security

COMODO Applications

| »

Access Name Action Exclusions

= Run an executable Ask Modify {0\0) E Startup Folders

Windows Management
B Interprocess memory accesses Ask Modify (0\0) 3rd Party Protocol Drivers

. Management and Productivity Applications

a Windows/WinEvent hooks Ask Modify (0v0)

Web Browsers
D& processes’ termination Ask Maodify (0\0) EnalliiEnts

Suspicious Locations
® Device drivers' installation Ask Modify (0\O) Shared Spaces

File Downloaders

Pseudo File Downloaders
“ m File Archivers
Containment Folders

Browser Plugins

Media Players

To view the file types and folders that are affected by choosing one of these options, you need to visit the
'File Groups' interface.

2. Applications - This option is the easiest for most users and simply allows you to browse to the location of
the application for which you want to deploy the ruleset.
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Open X
« G <« Progra.. * Driving5Speed2 » v & Search Driving5peed? ye
Organize - Mew folder == » [TH 0
# Quick access Marne Date modified Type
_ data 11/9/2016 4:05 PM File foldey
& COnelrive — e
% DrivingSpeed 1/6/2012 3:58 PM Applicatig
3 This PC |:] eula 9,/9/2009 %:02 PM Text Docu
2| helpfa 32072010 1234 PM - HTML Fils
£F Network U_ Fred _
- = readme 10/11/2011 10:35...  Text Docu
*& Homegroup |j unins000.dat 11/9/2016 &:06 PM  DAT File
ﬁ! unins000 117972016 404 PM Applicatig
,:| website 8/26/2007 4:13 PM Internet 5
< >
File name: Drivingﬁpeed L All Files (*.%} R
Open  |» Cancel

3. Running Processes - as the name suggests, this option allows you choose any process that is currently
running on your PC in order to create and deploy a ruleset for its parent application.
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CO MO D O Browse for Processes ! X
Application PID
¥ || unit_manager.exe Zbl4 o
4 [E] ynitexe 4264
4 B conhostexs 44pd
* 1 explorerexe 2440
4 @& OneDrive.exe 3236
4 8 DrivingSpeed sxe 4152
4 [E] RuntimeBroker.exe 3168
4 & Searchindexer.exe 3304
* | | System 4
4 [5E] gmss.exe 284
4[5 sychost.exe 8
4 B GeekBuddyRSP.exe 1600
4[5 SearchUlexe 3308
4 [E] cavwpexe 2324
4[5 csrss.exe 428
4 vkizs.sue 4040
4 [E] suchostexe 1824
. =T . 5 —— .

Having selected the individual application, running process or file group, the next stage is to configure the
rules for this ruleset.

Step 2 - Configure the HIPS Ruleset for this application

There are two broad options available for selecting a ruleset that applies to an application - Use Ruleset or Use a
Custom Ruleset.

1. Use Ruleset - Selecting this option allows you to quickly deploy an existing HIPS ruleset on to the target
application. Choose the ruleset you wish to use from the drop down menu. In the example below, we have
chosen 'Allowed Application'. The name of the ruleset you choose is displayed in the 'Treat As' column for
that application in the HIPS Rules interface (Default = Enabled).

COMODQO HirsRule ? o X

Mame: | CA\Program Files (xB6M\DrivingSpeed2Y\DrivingSpeed.exe ‘ | Browse v|

@ Use Ruleset: (| allowed Application

Allowed Application

© Use a Custom Ruleset Windows System Application

Contained Application
Limited Application
Installer or Updater
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Note on 'Installer or Updater' Rule : Applying this rule to an application defines it as a trusted installer. All files
created by this application will also be trusted. Some applications may have hidden code that could impair the
security of your computer if allowed to create files of their own. Comodo advises you to use this 'Predefined
Ruleset' - 'Installer or Updater' with caution. On applying this ruleset to any application, an alert dialog will be
displayed, describing the risks involved.

General Note: Predefined Rulesets cannot be modified directly from this interface - they can only be modified and
defined using the 'Rulesets' interface. If you require the ability to add or modify settings for a specific application
then you are effectively creating a new, custom ruleset and should choose the more flexible Use a Custom
Ruleset option instead.

2. Use a Custom Ruleset - Designed for more experienced users, the 'Custom Ruleset' option grants full
control over the configuration of each rule within that ruleset.

The custom ruleset has two main configuration areas - Access Rights and Protection Settings.

In simplistic terms 'Access Rights' determine what the application can do to other processes and objects
whereas 'Protection Settings' determine what the application can have done to it by other processes.

Tip: You can use the 'Copy from' drop-down to choose an existing rule set for an application or file group. Using
that as a starting point, you can customize the 'Access Rights' and 'Protection Settings' for the rules as required.

COMODO +ies Rule ? o x

MName: jC:\ngram Files (x86)\DrivingSpeed 2\DrivingSpeed.exe |

*) Use Ruleset:

@ Use a Custom Ruleset opy from v
Ruleset 2 Allowed Application
Anclher Apphcation ® Windows System Application

Comtained Application

Limited Application

i. Access Rights - The 'Process Access Rights' area allows you to determine what activities can be
performed by the applications in your custom ruleset. These activities are called 'Access Names'.
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COMODO HirsRule ? m
Mame: | C\Program Files (x86)\DrivingSpeed2\Driving5peed.exe Browse =
O Use Ruleset: Allowed Application »
@ Use a Custom Ruleset Copy from =

ACCESS RIGHTS PROTECTION SETTIMGS

. . L)

Access Mame Action Exclusions

= Run an executable Ask Modify (0\0)

| Interprocess Memory Accesses Ask bodify (0\D)

al Windows/WinEvent Hooks Ask Modify (0\)

08 Processes’ Termination Ask Modify (040}

¥ Device Drivers® Installation Ask Modify (00D

See HIPS Settings > Activities to Monitor to see definitions of the 'Action Names' listed above, and the
implications of choosing 'Ask’, 'Allow" or 'Block":

| Interprocess Memory Accesses Ask _ Modify (0V3)
Ask

@ windows/WinEvent Hooks @Inck Modify (0v0)
|| Allow

«  Exceptions to your choice of 'Ask', 'Allow' or 'Block' can be specified for the ruleset by clicking the 'Modify'
link on the right.

»  Select the 'Allowed Files/Folders' or 'Blocked Files/Folders' tab depending on the type of exception you wish
to create.
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2 Run an executable Ask
# Interprocess Memory Accesses Block
d_ Windows/WinEvent Hooks fisk

ALLOWED FILES/FOLDERS BLOCKED FILES/FOLDERS

Edit Remove

[0 Path Q

L] il File Downloaders

A

Clicking the 'Add' button at the top allows you to choose which applications or file groups you wish this
exception to apply to. (click here for an explanation of available options).

In the example above, the default action for 'Interprocess Memory Access' is 'Block'. This means HIPS will
block the action if 'DrivingSpeed.exe' tries to modify the memory space of any other program. Clicking
'Modify' then adding 'File Downloaders' File Group to the 'Allowed Files\Folders' area creates an exception
to this rule. 'DrivingSpeed.exe' can now modify the memory space of files belonging to the 'File
Downloaders' File Group.

ii. Protection Settings - Protection Settings determine how protected the application or file group in your
ruleset is against activities by other processes. These protections are called 'Protection Types'.
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COMODO s Rule ? e
Mame: | C\Program Files (x86)\DrivingSpeed2\Driving5peed.exe Browse =
O Use Ruleset: Allowed Application =
® Use a Custom Ruleset Copy from =

ACCESS RIGHTS PROTECTIOMN SETTINGS

Protection State Exclusions
§ Interprocess Memory Accesses Inactive Modify (0]
al Windows/WinEvent Hooks Inactive Modify {07
08 Processes’ Termination Inactive Modify (0]
B window Messages Inactive Modify (0]

«  Set the 'State' as 'Active' to enable monitoring and protect the application or file group against the process
listed in the 'Protection’ column. Select 'Inactive’ to disable such protection.

Click here to view a list of definitions of the 'Protection Types' listed above and the implications of activating each
setting.

Exceptions to your choice of ‘Active’ or 'Inactive’ can be specified in the application's Ruleset by clicking the 'Modify’'
link on the right.

3. Click 'OK" to confirm your settings.

6.4.3. HIPS Rule Sets
»  Click 'Settings' > 'HIPS' > 'Rulesets'
» Arulesetis a collection of access rights and protection settings that can be deployed to applications on
your computer.

« Each ruleset consists of a number of rules, and each of these rules is defined by a set of conditions and
parameters. Rulesets govern an application's rights to access memory, other programs, the registry etc.

»  CIS ships with six predefined rulesets that provide a very high level of protection. You can also create your
own.

Note: This section is for advanced users. If you are new CIS user, we advise you first read the Active HIPS Rules
section in this help guide.
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Although each application's ruleset could be defined from the ground up by individually configuring its constituent
rules, this practice may prove time consuming if it had to be performed for every single program on your system. For
this reason, Comodo provide a set of pre-defined rulesets which optimize security on a range of application types.

»  You can modify these predefined rulesets to suit your requirements.
* You can also create new custom rule sets with your own constituent rules

«  You can also apply a HIPS ruleset to an application at a HIPS alert. Both predefined and custom rulesets
are made available. An example alert is shown below:

COMODO s ?
SunGazer.exe is trying to modify a protected
registry key
. EEE
SunGazerexe Modify key
r ™
Treat as
o
Lets you choose a ruleset to apply
el
a Allowed Application
a Windows System Application
a Contained Application
a Limited Application
o My Fav Games @ G
N .
[] Remember my answer Show Activities

«  See answering HIPS alerts if you want more help with alerts.
View the list of HIPS Rulesets
»  Click 'Settings' at the top of the CIS home screen
«  Click 'HIPS' > 'Rulesets' on the left.

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 308



cOMODO

Creating Trust Online®

. ? —
COMODO Advanced Settings : U x
v General Settings
. ‘= Rulesets
v Antivirus
. The following rulesets are defined on this computer:
v Firewall
— HIPS

Edit Remove

HIPS Settings

HIPS Rules Ruleset Name a

Allowed Application

Protected Objects Windows System Application

HIPS Groups Contained Application

v Containment

O o @ oo

Limited Application
w File Rating

» Advanced Protection

Website Filtering

«  Click the search icon and enter the name of a ruleset name in full or part to search for a specific ruleset.
View or edit a ruleset
»  Double click on the 'Ruleset' in the list
or
«  Select the 'Ruleset' and click the 'Edit' button at the top of the interface

From here, you can make changes to its ‘Access Rights' and ‘Protection Settings'. Any changes you make here
are automatically rolled out to all applications that are covered by the ruleset.

Create a new ruleset
»  Click the 'Add' button at the top of the interface
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COMOD O Advanced Settings

v General Settings

i=| Rulesets

v Antivirus

The following rulesets are defined on this computer:

» Firewall

— HIPS ®

Add Edit Remowve

HIPS Settings

Ruleset Mame

HIPS Rules
Rulesets Allowed Application
COMODQO Hips Ruleset 7 b4
Mame: | | | Copy from =
ACCESS RIGHTS PROTECTIOM SETTINGS
Access Name Action Exclusions &
3 Run an executable Ask Modify (0VD)
[ ] Interprocess Memaory Accesses Ask Modify (0v0)
@ windows/WinEvent Hooks Ask Modify (0\0)
& Processes' Termination Ask Modify (0v0)
&% Device Drivers' Installation Ask Modify (0vD)
= window Messages Ask Modify (0\D)
W

«  Enter a name for the new ruleset.

« To copy the Access Rights and Protection Settings from an existing ruleset, click '‘Copy From' and
choose the ruleset from the drop-down.
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COMODQO Hirs Ruleset ? X

Mame: | Rules for Games | ‘ Copy from v|

Allowed Application

Windows System Application

Contained Application

hecgms Twate b ezt - - Limited Application

« To customize the Access Rights and Protection Settings of this new rule set, follow the procedure
explained under Use a Custom Ruleset in the section Active HIPS Rules.

»  Click 'OK" to save the new ruleset.

. 2 —
COMOD OO Advanced Settings : U X
v (General Settings
- ‘= Rulesets
v Antivirus
: The following rulesets are defined on this computer:
~ Firewall
— HIPS

Remove

HIPS Settings

T [l Ruleset Name Q
scets O  Allowed Application
Protected Objects [  windows System Application
HIPS Groups Ol contained Application
v containment ] Limited Application

v File Rating
]  Ruleset for Games
v Advanced Protection

Once created, your ruleset is available for deployment onto specific application or file groups via the Active HIPS
Rules interface.

COMODO Hirs Rule ? o X

Mame: | C\Program Files (xB86\DrivignSpeed2\DrivingSpeed.exe | Browse ¥

@ Use Ruleset: |Allowed Application »

Allowed Application
) Use a Custom Ruleset Windows System Application
Contained Application

Limited Application

Ruleset for Games

L Ems Vgt B et S L45i
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6.4.4. Protected Objects

»  Click 'Settings' > 'HIPS' > 'Protected Objects' to open this interface.

« The protected objects area lets you specify varying levels of access restriction to files/folders/registry keys
on your computer.

« Protected Files / Registry Keys / COM interfaces - Items you add to these areas can be read by
other processes, but not modified by them.

« Blocked Files - ltems you place in here are completely prevented from opening on your computer.
Other processes and users have no access rights at all to them.

+ Protected Data - ltems in here are invisible to programs which are running in the container. They
cannot be seen, accessed or modified by contained applications.

»  You can protect files, folders, registry keys and COM interfaces
Open the protected objects interface

»  Click 'Settings' at the top-left of the CIS home screen

«  Click 'HIPS' > 'Protected Objects":

COMOD O Advanced Settings 7 = O e

v General Settings &
Protected Objects

v Antivirus
< Firewsl) The following groups of cbjects are defined on this computer:
PROTECTED FILES ~ BLOCKED FILES ~ REGISTRY KEYS COM INTERFACES  PROTECTED DATA
HIPS Settings
HIPS Rules x 2]
Remove Purge
Rulesets
1 Path Q
[0 FE7 & startup Folders
HIPS Groups
L [0 E1 E important Files/Folders
v File Rating [0 E) [ coMODO Client Files/Folders
w Advanced Protection O B Executables
Wememang [0 E1 E windows Management
[0 FE7 & 3rd Party Protocol Drivers

Click the following links to jump to the section you need help with:
»  Protected Files
» Blocked Files
* Registry Keys
« COM Interfaces
» Protected Data
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6.4.4.1. Protected Files

Click 'Settings' > 'HIPS' > 'Protected Objects' > 'Protected Files'.

The protected files screen shows file groups to which other processes have read-only access. Programs on
your computer can read the items in here, but cannot modify them.

This prevents malicious programs from modifying important personal or system data.

A good example of a file that ought to be protected is your 'hosts' file
(c:\windows\system32\drivers\etc\hosts). This will allow web browsers to use the file as normal, but block
any attempts to modify it.

You could also use this feature to safeguard valuable files (spreadsheets, databases, documents) against
accidental or deliberate sabotage.

You can create exceptions should you want to grant write-privileges to specific applications. See
Exceptions for more on this.

Open the 'Protected Files' interface

Click 'Settings' at the top-left of the CIS home screen
Click 'HIPS' > 'Protected Objects'
Click the 'Protected Files' tab:

@ Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

x 3

Remaove Purge

Startup Folders
Important Files/Folders
COMODO Client Files/Folders

Executables

+

Windows Management

+

B BB B BB
T

3rd Party Protocol Drivers
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Comodo Internet Security-’User_

!

Controls:

The buttons at the top provide the following options:
« Add - Protect a new file, file-group, folder or running process
+  Edit - Modify the path/location of the target item
- Remove - Delete a file or file group from protected files

» Purge - Runs a check to verify that all files in the list are actually installed at the path specified. If not, the
item is removed from the list.

Right-click Options:

« Right-click on an item to open a menu which lets you add, edit, remove and purge files:

BLOCKED FILES REGISTRY KEYS  COM INTERFACES  PROTECTED DATA

r4 x s

Edit Remove Purge

] Path Q
Fl 5] Ctnartiim Caldare
| Add >
L] Edit olders
Remowve
Purge
Jump to Folder

The options available are as described above.

See the following sections for help with each task:
+ Add afile. folder or file group to protected files list
» Edit the path of a protected item
» Remove a protected item from the list

Manually add an individual file, folder or file group

»  Click 'Settings' on the CIS home-screen
«  Click 'HIPS' > 'Protected Objects' > 'Protected Files'
+  Click the 'Add" button
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PROTECTED FILES BLOCKED FILES

ile Groups k

Files
Folders

Running Processes

You can add items using any of the following methods:
»  Select from File Groups
+ Browse to a File
» Browse to a Folder
»  Select from currently running processes
Add a File Group

« Afile group is a pre-set category of files or folders. Adding a file group to protected files is a convenient way
to protect an entire class of files and folders.

«  For example - by protecting the 'Executables' group, CIS protects all files with the extensions .exe .dll
.8ys .ocx .bat .pif .scr .cpl *\cmd.exe, *.bat, and *.cmd.

«  Other groups protected by default include 'Startup Folders', 'Important Files/Folders' and 'Comodo Client
File/Folders'.

«  CIS ships with a set of predefined file groups which can be viewed in '‘Advanced Settings' > 'File Rating' >
'File Groups'.

*  You can also create your own file groups, and add your new group to 'Protected Files'. All items in your
group will be covered, including any files you add to the group in future. See File Groups if you want to
learn more about groups.

Protect a file group
+  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects'
»  Open the 'Protected Files' tab
»  Click 'Add' > 'File Groups":
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E Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES  BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

Executables
All Applications
Important Files/Folders

Windows Updater Applications

File Groups " Windows Systern Applications
Files Temporary Files
Folders

: COMODO Client Files/Folders
_ FunningProcesses || COMODO Interet Security
. COMODO Applications
Startup Folders
Windows Management
3rd Party Protocol Drivers
Metro Apps
Management and Productivity Applications
Web Browsers
Email Clients
Suspicious Locations
Shared Spaces
File Downloaders
Pseudo File Downloaders
File Archivers
Containment Folders
Browser Plugins
Media Players
Trusted Old Applications @

«  Select the target group from the list.
«  The file group will be added to 'Protected Files' list:
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@ Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES BLOCKEDFILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

r4 x 'y

Edit Remove Purge

L] Path Q
[1 E1 B comoDo client Files/Folders

0 B B Executables

0 £ E windows Management

[0 E) & 3rd Party Protocol Drivers

0 B E Metro Apps

R

( Trusted Old Ap@

»  Repeat the process to add more file groups.

«  Click 'OK"in the 'Advanced Settings' interface to save your settings
Add an individual File

»  Click 'Settings' on the CIS home screen

«  Click 'HIPS' > 'Protected Objects'

«  Open the 'Protected Files' tab

«  Click 'Add' > 'Files'
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k4 " 0
Edit Remowve Purge

Look in: | Old Man Apps o | @' ¥ £ G
i Mame Date modified Type
_ [z give_a_dog_a_bone 11-04-2019 15:46 Applicatic
Quick access | gy ack 11-04-201915:45  Applicatic
- [5=] knick 11-04-2019 15:46 Applicatic
[ paddy_whack 11-04-2019 15:46 Applicatic
Desktop
m
Likraries
This P
g < >
Metwoark
File name: |gi1.re_a_dug_a_bune e | | Open |
Files of type: |F|H Files ("% e | | Cancel |

« Navigate to and select the files you want to add and click 'Open'.

»  Repeat the process to add more files.

«  Click 'OK"in the 'Advanced Settings' interface to save your settings
Add a Drive Partition/Folder

All files in the folder or drive will be protected. This includes items added after the folder was added to 'Protected
Files'".

+  Click 'Settings' on the CIS home screen
»  Click 'HIPS' > 'Protected Objects'

»  Open the 'Protected Files' tab

+  Click 'Add' > 'Folders'
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BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

k4 S 12
Edit Remove Purge

Browse For Folder >

w i Local Disk (C:) L
Astrolog
Federal Bank Statements
Old Man Apps
old man files
PerfLogs
Program Files

Prograrm Files (x26)

Make Mew Folder Cancel

- Browse to the drive or folder you want to protect and click 'OK'.

»  Repeat the process to add more folders.

»  Click 'OK'"in the 'Advanced Settings' interface to save your settings
Add an application from a running process
Adding a running process will add the parent application to protected files.

+  Click 'Settings' on the CIS home screen

«  Click 'HIPS' > 'Protected Objects'

»  Open the 'Protected Files' tab

«  Click 'Add' > 'Running Processes'
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E 2

Remove Purge

File Groups g

Files

Running Procefges )

— }

COM D O Browse for Processes ! x
Application PIC
4 [0 |sass.exe Gl o
4 8 fantdrvhostexe 724
- [ winlogon.exe 560
4[] fontdrvhostexe 716
4 8] dwm.exe 8960
4 | | MemCompression 1244
4 [&] ShellExperienceHost.exe 196
4[] sychost.exe 1480
4 Eéél spoolsv.exe 1676
4 [§] sihost.exe 3736
+ K& cisexe 2928
4 Cis.exe 1500
¥ 1 explorerexe 3312
4 [ msascuiLexe 1312
4 {@ OneDrive.exe 5136
4 F LanTime.exe 5188
4 B Evernote.exe 2540 v

Alist of currently running processes in your computer will be shown.

- Select the process you want to protect and click 'OK'. The parent application of the process is added to
protected files.

> Repeat the process to add more files.
«  Click 'OK"in the 'Advanced Settings' interface to save your settings
Edit an item in the Protected Files list

+  Click 'Settings' on the CIS home screen
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«  Click 'HIPS' > 'Protected Objects'
»  Open the 'Protected Files' tab
«  Select the item from the list and click the 'Edit' button or right-click on an item and choose 'Edit'

COMODO cditproperty ? *

Edit File Path
| ChProgram Files (x8a)\DrivingSpeed2\DrivingSpeed.exe |

- Edit the file path, if you have relocated the file and click 'OK'

«  Click 'OK"in the 'Advanced Settings' interface to save your settings
Delete an item from Protected Files list
»  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects'
« Open the 'Protected Files' tab
+  Select the item from the list and click the 'Remove' button or right-click on an item and choose 'Remove'

The selected item will be deleted from the protected files list. CIS will not generate alerts, if the file or program is
subjected to unauthorized access.

Exceptions
«  Exceptions let you selectively allow certain applications or file groups to access a protected item.

«  You create the exception by adding an 'Allow' rule for the application in the HIPS Rules area ('Settings' >
'HIPS' > 'HIPS Rules')

«  Forexample, imagine an Open Office document called 'April - 2019.0dt', which contains important
information. You want the 'Open Office Writer' program to modify the file as you are working on it,
but you don't want other applications to access it.

«  You would first add 'April - 2019.0dt' to 'Protected Files'. Once added, go to 'HIPS Rules' and
create an allow rule for 'swriter.exe’. This means Open Office Writer alone is allowed to modify
"April - 2019.0dt".
«  Add 'April - 2019.0dt' to protected files as shown below:
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Protected Objects

L

General Settings

v Antivirus
e The following groups of cbjects are defined on this computer:
= HIPS I
ROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA
HIPS Settings
HIPS Rules x 3]
Edit Remowve Purge
Rulesats
[0 E1 E comoDo Client Files/Folders
HIPS Groups
e o [0 FEJ & Executables
v File Rating O F1 E windows Management
v Advanced Protection [0 EJ & 3rd Party Protocol Drivers
Website Filtering O 0 Melro Apps
(@ Chold man files\Bank Statements\April - 2019.0dt

« Then go to 'HIPS Rules' interface and add it to the list of applications.
»  Click the 'Edit' button after selecting the checkbox beside it.
* Inthe 'HIPS Rule' interface, select 'Use a Custom Ruleset'.
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COMOD O Advanced Settings

w (General Settings
HIPS Rules

w Antivirus

The following HIPS rules are active on this computer

w Firewall
— HIPS x L}
] : Edit Remowve Move Up Move Down
HIPS Settings
Rulesets
] J=| CASuspicious\BITStester\BITStester bitsadmin
COMODQO HipsRule ? B R
Mame: | Chold man files\Bank Statements\April - 2019.0dt | | Browse '|
O Usea Ruleset: | Allowed Application v|
{® Use a Custom Ruleset Copy from ¥
ACCESS RIGHTS PROTECTION SETTINGS
Access Name Action Exclusions -
& window messages Allow Maodify (0\0)
" Protected COM interfaces Allow Modify (0V0)
B Protected registry keys Allow Modify (0V0)
@ protected files/folders Allow ‘x-“loclifl]‘ [ovD)
2 DMS client service Allow
L

»  Under the 'Access Rights' section, click the link 'Modify' beside the entry 'Protected Files/Folders'. The
'Protected Files/Folders' interface will appear.

»  Under the 'Allowed Files/Folders' section, click 'Add' > 'Files' and add swriter.exe as exceptions to the
'Ask' or 'Block' rule in the 'Access Rights'".
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Comodo Internet Security-’User_

!

COMOD O rrotected Files/Folders 7 O bt

ALLOWED FILES/FOLDERS BLOCKED FILES/FOLDERS

Edit Remove

[] Path Q

L] E CA\Program Files (x86)\OpenOffice 4\program\swriter.exe

A

Another example of where protected files should be given selective access is the Windows system directory at
'c:\windows\system32'. Files in this folder should be off-limits to modification by anything except certain Windows. In
this case, you would add the directory c:\windows\system32\* to the 'Protected Files area (* = all files in this
directory). Next go to 'HIPS Rules', locate the file group 'Windows Updater Applications' in the list and follow the
same process outlined above to create an exception for that group of executables.

6.4.4.2. Blocked Files
«  Click 'Settings' > 'HIPS' > 'Protected Objects' > 'Blocked Files'.

« Ifyou block a file or folder then you completely prevent access to it from other processes or users -
effectively cutting it off from the rest of your system.

« Ifthe file you block is an executable, then neither you nor anything else is able to run that program.
« Unlike files in 'Protected Files', you cannot selectively allow access a blocked file.
Open the 'Blocked Files' area
+  Click 'Settings' at the top-left of the home screen
»  Click 'HIPS' > 'Protected Objects' on the left
»  Click the 'Blocked Files' tab
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? L
CO MO D O Advanced Settings z o x
v (General Settings n
. Protected Objects
v Antivirus
bl The following groups of cbjects are defined on this computer:
= "HIPS I
PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA
HIPS Settings
HIPS Rules o x o 3]
Edit Remove Delete Purge
Rulesets
| Path Q
[0 @ c\Suspicious\AntiTestiAntiTest.exe
HIPS Groups

[0 3O chsuspicious\keylogtest\keylogtest.exe

» Containment
w File Rating
~ Advanced Protection

Website Filtering

Search Option:

Click the search icon at upper-right and enter the name of a file in full or part.
Controls:
The buttons at the top provide the following options:

« Add - Block a new file, file-group, folder or running process

- Edit - Modify the path/location of the target item

* Remove - Release a file from the blocked files list.

» Delete - Removes the highlighted file from your computer

- Purge - Runs a check to verify that all files in the list are actually installed at the path specified. If not, the
item is removed from the list.

Right-click Options:

« Right-click on an item to add, edit, remove/delete, and purge files:
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4 »® ) '3
Edit Delete

Remowve

Purge

[] Path

A CASuenirinust AntiTact\ AntiTest.exe
Add »

Edit

Remn vas@

Delete

est\keylogtest.exe

Purge

Jump to Folder

The options available are same as described above.

See the following sections if you need more help:
« Add an application to blocked files
+ Edit the path of a blocked item
« Release a blocked file
» Delete a blocked file from your computer
Manually add an individual file or application to blocked file list
+  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects'
+  Click the 'Blocked Files' tab
«  Click the 'Add" button

PROTECTED FILES BLOCKED FILES REGISTRY KEYS

COom

Applications

Running Processes
e Filesicpil_suite\CPILSuite.exe

You can add applications to be blocked by following methods:
» Select aFile

»  Specify a currently running process

Creating Trust Online®
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Add a File
+  Click 'Settings' on the CIS home screen
»  Click 'HIPS' > 'Protected Objects'
+  Click the 'Blocked Files' tab
»  Click 'Add' > 'Applications'

COMOD O Advanced Settings

w Genperal Settings

i Protected Objects
o Antivirus

Pl The following groups of objects are defined on this computer

— HIBS - -
PROTECTED FILES  BLOCKED FILES ~ REGISTRY KEYS ~ COM INTERF

HIPS Settings

HIPS Rules ®
Remove
Rulesets
TAntiTesth AntiTest.exe
E open r-y x
Lookin: | | | BITStester v @@ i E-
i Mame Date modified Type
_ bits 16-11-2006 10:02 Windows
Quick access @ piteadmin 16-11-200608:37  Applicatic
Desktop
|
Libraries
This PC
g < b3
Metwork
File name: bitzadmin V| | Open |
W NIFies{“} V m—

« Navigate to the file you want to add to 'Blocked Files' and click 'Open'.
The file will be added to 'Blocked Files' list:
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E Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

r4 e '3

Edit Remove Purge

] Path

E C\Suspicious\AntiTest\AntiTest.exe

L] [ c\Suspicious\keylogtest\keylogtest.exe

@ c:xsuspiciuusxe.lTStegteﬁB|T3testembitsad@

“mﬁ

»  Repeat the process to add more files.
«  Click 'OK' to save your changes.
Add an application from a running process

+  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects'

+  Click the 'Blocked Files' tab

«  Click 'Add' > 'Running Processes'
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COMOD O Advanced Settings

w (General Settings I
L Protected Objects
W Antivirus

A The following groups of objects are defined on this computer

= HIP3 . R
PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFAC

HIPS Settings

HIPS Rules x
Add Edit Remove
Rulesets
Applications
d . Running Processes
ntiTestAntiTest.exe
COMODO -erowse for Processes ? X
Application PID
4[5 fontdrvhost.exe 724 o
~ [ winlogon,exe 560
4 [§5 fontdrvhost.exe 716
4 [E] dwm.exe 96
4 | | MemCompression 1244
4 [E] shellExperienceHost.exe 186
4 [§] sychostexe 1480
4 @ spoolsv.exe 1676
4 [§ sihost.exe 3736
- Cis.exe 5828
4 Wl cisexe 2728
*n explarer.exe 3312
+ [ msascuiLexe 1312
4 f@ OneDrive.exe 5130
4 F LanTime.exe 5188
4 @ hmpalert-test.exe 5024
4 [ Evernote.exe 2540 W

This shows a list of processes currently running on in your computer.

«  Select the process you want to block and click 'OK'. The parent application of the process is added to
blocked files.

»  Repeat the process to add more applications
»  Click 'OK' to save your changes

Change the file path of an item in the blocked files list
»  Click 'Settings' on the CIS home screen
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«  Click 'HIPS' > 'Protected Objects'
+  Click the 'Blocked Files' tab
+  Select an item and click the 'Edit' button or right-click on an item and choose 'Edit'

COMODO cditproperty ? *

Edit File Path
| CASuspicious Files\Jumper\Jumper\jumper.exe |

- Edit the file path, if you have relocated the file and click 'OK'

Release an item from blocked files list
+  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects'
+  Click the 'Blocked Files' tab
«  Select the item from the list and click the '‘Remove' button or right-click on an item and choose 'Remove'

The selected item will be removed from the 'Blocked Files' list. CIS will not stop the application from opening in the
future.

Permanently delete a blocked file from your system

»  Click 'Settings' on the CIS home screen

«  Click 'HIPS' > 'Protected Objects'

+  Click the 'Blocked Files' tab

+  Select the item from the list and click the 'Delete’ button
The selected item will be deleted from your computer immediately.

Warning: Deleting a file from from the 'Blocked Files' interface permanently deletes the file from your system,
rendering it inaccessible in future and it cannot be undone. Ensure that you have selected the correct file to be
deleted before clicking 'Delete’.

6.4.4.3. Protected Registry Keys

«  Click 'Settings' > 'HIPS' > 'Protected Objects' > 'Registry Keys'.

» The registry keys area lets you prevent modifications to critical Windows registry keys.

« lrreversible damage can be caused to your system if important registry keys are corrupted or modified.
Open the 'Registry Keys' section

»  Click 'Settings' on the CIS home screen

«  Click 'HIPS' > 'Protected Objects'

«  Click the 'Registry Keys' tab
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COMODO Advanced Settings ? = O 3%

General Settings n
o Protected Objects
Antivirus

The following groups of cbjects are defined on this computer:

£

¢

~ Firewall

HIPS

PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

@ HIPS Settings

HIPS Rules
Edit Remove
Rulesats
Automatic Startup
HIPS Groups

~ Containment COMODO Keys

B

c2]
~ File Rating £ & Internet Explorer Keys
B

v Advanced Protection Important Keys

Website Filtering

Controls:
The buttons at the top provide the following options:

» Add - Protect new individual keys or registry groups.

« Edit - Modify the path/location of the target item

* Remove - Delete a key or key group from the protected list.
Right-click Options:

» Right-click on an item to edit the key path, add / remove keys, and more.

Edit Remove

[0 Keys Q

1 [ Automatic Startup

Add [
T 5
Edit

Remﬂ

The options available are as described above.

[
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See the following sections if you need more help:
« Add registry groups or Individual registry keys to protected registry keys list
»  Edit the path of a key
* Remove registry groups or keys from the protected registry keys list
Manually add an individual Registry key or Registry Group

+  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects' > 'Registry Keys'
+  Click the 'Add" button

COMOD O ~dvanced Settings

w (General Settings

@ Protected Objects

v Antivirus
bl The following groups of objects are defined on this computer
= HIPS gt o
PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERF
HIPS Settings
HIPS Rules
Edit Remove
Rulesets

Registry Groups >
Registry Entries
: Startup

- Registry Groups - Lets you batch select and import groups of important registry keys. Comodo Internet
Security provides the following, pre-defined groups - 'Automatic Startup' (keys), 'Comodo Keys', 'Internet
Explorer Keys', 'Important Keys' and 'Temporary Keys'.

You can also create custom registry groups containing keys you wish to protect.
See Registry Groups in the HIPS Groups section for general help on registry groups.
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@ Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

X
Edit Remove
i Registry Groups Automatic Startup . Q
| |
[ Registry Entries COMODO Keys

Internet Explorer Keys

- Important K

- Ternporary I@
»  Select the predefined group from the list and click 'OK'

* Registry Entries - Add individual keys to the protected list

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 333



cOMODO

Creating Trust Online®

@ Protected Objects

The following groups of objects are defined on this computa

PROTECTED FILES BLOCKED FILES REGISTRY KEYS  COM IMTEF

Rermnove

COMODO select Registry Keys s et

[ g |

| |
B

Add new item:

P HKEY _CLASSES ROOT ~ HELMWSOFTWAREWideoLANWLC
HKEY_CURRENT_USER
* HKEY_LOCAL_MACHINE
BCDOO0O0000
P HARDWARE
P SAM
SECURITY = |
i
v SOFTWARE —
COMODOQ Ra
Classes
Clients

ComaodoGroup

-

Google

Intel
Macromedia
Microsoft
Maozilla

b . . . . . . A . .

MozillaPluains

- Select a key on the left then click the right arrow button to add it to protected keys.
< To add an item manually, enter its name in the 'Add new item' field and press the '+' button.
Edit an item in the protected registry keys list

»  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects' > 'Registry Keys'
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» Select a key in the list and click the 'Edit' button or right click on a key and choose 'Edit".

COMODO cditproperty ) *

Edit File Path
| HKLM\SOFTWARE\COMODO\CIS\* |

«  Edit the key path, if you have relocated the key and click 'OK'.

Note: The 'Registry Groups' cannot be edited from this interface. You can edit only from Registry Groups in HIPS
Groups section.

Delete an item from the protected registry keys list
»  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects' > 'Registry Keys'
«  Select an item from the list and click the 'Remove' button or right click on an item and choose 'Remove'

The selected item will be deleted from the 'Registry Keys' protection list. CIS will not generate alerts if the key or the
group is modified by other programs.

6.4.4.4. Protected COM Interfaces
+  Click 'Settings' > 'HIPS' > 'Protected Objects' > 'COM Interfaces'.

«  The Component Object Model (COM) is Microsoft's object-oriented programming model. This model defines
how objects interact within a single application, or between applications.

+ COM is used as the basis of Active X and OLE - two items which are often attacked by hackers and
malware.

«  Comodo Internet Security automatically protects COM interfaces against modification and manipulation by
malicious processes.

«  CIS ships with a set of COM interface groups. These groups are category-based collections of important
COM components. Click 'Settings' > 'HIPS Groups' > 'COM Groups' to view these groups.

*  You can also create custom COM Interface groups as required. See COM Groups for more details.
Open the protected 'COM Interfaces' section

»  Click 'Settings' on the CIS home screen

«  Click 'HIPS' > 'Protected Objects'

+  Click the 'COM Interfaces' tab
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Protected Objects

X

General Settings

v Antivirus
o i The following groups of cbjects are defined on this computer:
= HIPS - B
PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA
HIPS S-E'ﬂ'ings ———
HIPS Rules
Edit Remove
Rulesets
| Interfaces Q
1 [# Internet Explorer/Windows Shell
HIPS Groups
e An AR [0 E1 E windows Management
~ File Rating [0 E1 E Pseudo COM Interfaces - Privileges
v Advanced Protection [0 EJ1 & Pseudo COM Interfaces - Important Ports
MERRc D [0 EJ1 E Miscellaneous Classes

Controls:
The buttons at the top provide the following options:
e Add - Protect a new COM group or individual COM component.
« Edit - Change the COM class file path of a COM interface.
»  Remove - Delete a COM group or COM component
Right-click Options:
»  Right-click on an item to edit the name of the COM interface, add / remove COM interfaces, and more.

PROTECTED FILES BLOCKED FILES REGISTRY KEYS (CC ERFACES PROTECTED DATA

e F4 x
Add Edit Remowve
] Interfaces Q)
il Internet Explorer/windows Shell
Add 3
] Edit inagement
Rermnove

The options available are same as described above.
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See the following sections if you need more help:

Add a COM group or individual COM interface to protected COM interfaces list
Edit the COM Class file path of a COM interface
Remove COM groups or individual COM interfaces from the protected COM interfaces list

Manually add a COM Group or individual COM component

COMODO Advanced Settings

Click 'Settings' on the CIS home screen
Click 'HIPS' > 'Protected Objects'

Click the 'COM Interfaces' tab

Click the 'Add" button

w General Settings "
Protected Objects

w Antivirus

The following groups of objects are defined on this computer:

s Firewall
— HIPS X I B
PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTEC
HIPS Rules
Rulesets
COM Groups >
otected Ohjects | COM Components
T e ErplorerWindows Shell

«  COM Groups - Add predefined groups of important COM interface components. Comodo Internet
Security ships with following, pre-defined groups - 'Internet Explorer/Windows Shell', 'Windows
Management', 'Miscellaneous Classes', 'Pseudo COM Interfaces - Privileges' and Pseudo COM
Interfaces - Important Ports'

You can also create custom COM groups containing COM interfaces you wish to protect.

See COM Groups for general help to manage COM groups.
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PROTECTED FILES BLOCKED FILES REGISTRY KEYS PROTECTED DATA

- COM Groups > Internet Explorer/Windows Shell Q
COM Components Windows Management

1 T T TITETTTET CXf

Miscellaneous Classes
Pseudo COM Interfaces - Privileges
Pseudo COM Interfaces - Important Ports

: Game F'u:rrﬁ_'lg.'_rI
S

»  Select the predefined group from the list and click 'OK'
+  COM Components - Lets you add individual COM components.
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PROTECTED FILES BLOCKED FILES REGISTRY KEYS PROTECTED DATA

Remove

olorer/Windows Shell

COMODO select cOM Interface ? et
Add new item:
AADICSP ~

AbovelockAppLaunchCallback
AccClientDocMgr.AccClientDeoc...
AccClientDocMgr.AceClientDoc...
AccDictionary.AccDictionary
AccDictionary.AccDictionary.1
AccessControlEntry u
AccessControlList
AccServerDocMgr.AccServerDoc... n
AccServerDocMgr.AccServerDoc...
ADODE.Command

ADODB.Command.6.0

ADODB.Connection

ADODEB.Connection.6.0

ADODE.Error

ADOQODB.Error.6.0

ADODE.ErrorLockup

ADODE.ErrorLookun.6.0 i

»  Select an item from the left pane and move it to the right pan by clicking the right arrow button.
« Tomanually add an item, enter its name in the 'Add new item' field and press the '+' button.
> Repeat the process to add more COM interfaces to the protected COM interfaces list.
«  Click 'OK' to save your changes
Edit an item in the COM Interfaces protection list
+  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects' > 'COM Interfaces'

+  Select the COM component from the list and click the 'Edit' button or right click on a COM interface and
choose 'Edit":
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COMODO cditproperty ? *

Edit File Path
| AccessControllist |

»  Edit the COM Class file path and click 'OK'

Note: The COM Groups cannot be edited from this interface. You can edit only from COM Groups in HIPS Groups
section.

Remove an item from protected COM Interfaces list
+  Click 'Settings' on the CIS home screen
»  Click 'HIPS' > 'Protected Objects' > 'COM Interfaces'
«  Select an item from the list and click the 'Remove' button or right click on an item and choose 'Remove'

The selected item will be deleted from the 'COM Interfaces' protection list. CIS will not generate alerts if the COM
component/group is modified by other processes.

6.4.4.5. Protected Data Files and Folders
+  Click 'Settings' > 'HIPS' > 'Protected Objects' > 'Protected Data'.
« ltems in 'Protected Data' cannot be seen, accessed or modified by applications running in the container.

«  This fortifies files containing sensitive data from unrecognized and potentially malicious programs.

Protected Files and Protected Data

» ltems in 'Protected Files' can be read by any program, but not modified by them. This contrasts to items
in 'Protected Data', which are totally hidden to contained programs.

« If you want a file/folder to be read by other programs, but protected from modification, then add it
to 'Protected Files' list.

+ If you want to totally conceal an item from contained programs, but allow read/write access to
trusted programs, then add it to 'Protected Data'.

* You can add the same item to both areas. This means trusted programs have read-only access
to the file, and contained programs have no access rights.

Add and manage protected data
«  Click 'Settings' on the CIS home screen.
«  Click 'HIPS' > 'Protected Objects'
+  Select the 'Protected Data' tab
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? L
CO MO D O Advanced Settings 3 o x
v (General Settings n
i Protected Objects
v Antivirus
s The following groups of cbjects are defined on this computer:
=-HIPS o
PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA
HIPS S-E'Ttings ———
HIPS Rules
Edit Remove
Rulesets
| Path Q
O ] c\Federal Bank Statements\*
HIPS Groups

v Containment
» File Rating
v Advanced Protection

Website Filtering

The interface allows you to:

+ Add files, folders or file groups to protected data list

»  Modify the path of the protected items if they are relocated

« Remove items from protection
Search Option:

Click the search icon at upper-right and enter the name of a file or folder in full or part.
Controls:
The buttons at the top provide the following options:

« Add - Add files, folders or file groups to protected data.

« Edit - Change the file path of protected items

« Remove - Delete items that you no longer want to hide from contained programs
Add a file, folder or file group to be protected

+  Click 'Settings' on the CIS home screen

»  Click 'HIPS' > 'Protected Objects'

»  Open the 'Protected Data' tab

«  Click the 'Add' button:
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? e
CO MOD O Advanced Settings o = x
v (General Settings n
L Protected Objects
» Antivirus
 Frowall The following groups of cbjects are defined on this computer:
= HIPS o
PROTECTED FILES BLOCKED FILES  REGISTRY KEYS COM INTERFACES  PROTECTED DATA
HIPS Se‘t‘tings ——
HIPS Rules
Edit Remove
Rulesets
File Groups ® Q
ected Objects : Files
T @ | Bank Statements\*
You can add:

»  File Groups

Drive partitions/Folders

OR
* Individual files
Add a File Group

«  Choose 'File Groups' to include a pre-set category of files or folders. This is a convenient way to protect an
entire category of important files and folder.

«  For example, selecting 'Executables’ will protect all files with the extensions .exe .dll .sys .ocx .bat .pif .scr
.cpl, cmd.exe, .bat, and .cmd.

«  Other categories include "Windows System Applications', 'Windows Updater Applications' and 'Start Up
Folders'.

«  CIS ships with a set of predefined file groups which can be viewed in 'Advanced Settings' > 'File Rating' >
'File Groups'.

* You can also create your own file groups. All files in that group will be covered, including files added to the
group after adding it to 'Protected Data'. See File Groups for more details.

Add a file group to be protected
»  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects'
«  Open the 'Protected Data' tab
e Click 'Add" > 'File Groups'
»  Select the target file group from the list:

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 342



Guide ¢omooe

Comodo Internet Security’-’Usé[

!

@ Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

Executables

All Applications

Important Files/Folders

 File Gruu@ ' Windows Updater Applications 4
Files : Windows System Applications
Folders

Temporary Files

COMODO Client Files/Folders
COMODO Internet Security
COMODO Applications
Startup Folders

Windows Management
3rd Party Protocol Drivers
Metro Apps
Management and Productivity Applications
Web Browsers

Ermnail Clients

Suspicious Locations
Shared Spaces

File Downloaders
Pzeudo File Downloaders
File Archivers
Containment Folders
Browser Plugins

Media Players

»  Repeat the process to add more file groups.
«  Click 'OK"in the 'Advanced Settings' interface to save your settings
Add drive partitions / folders
* You an add disk drive partitions and data folders containing sensitive files to protected data

»  All sub-folders and files included in the folder/drive will be covered by the protection. This includes items
added after the folder was added to 'Protected Data'.

Add a drive / folder to be protected
+  Click 'Settings' on the CIS home screen
»  Click 'HIPS' > 'Protected Objects'
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»  Open the 'Protected Data' tab
+  Click 'Add' > 'Folders'

@ Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

. ®

Edit Remowve
File Groups F Q.
Files

Folders | Bank Statements\*

Browse For Folder >

w i Local Disk (C:) M
Astrolog
Federal Bank Statements
old man files
PerfLogs
Program Files
Prograrm Files (x26)

ProgramData

Make Mew Folder Iil Cancel

- Navigate to the drive partition or folder you want to add to protected data list and click 'OK'".
»  Repeat the process to add more folders.

«  Click 'OK'"in the 'Advanced Settings' interface to save your settings
Add individual files to be protected

+  Click 'Settings' on the CIS home screen

«  Click 'HIPS' > 'Protected Objects'

»  Open the 'Protected Data' tab

«  Click 'Add' > 'Files'
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@ Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES BLOCKED FILES REGISTRY KEYS

uid

COM INTERFACES PROTECTED DATA

Remowve

cOMODO

Creating Trust Online®

File Groups b

Q
Files
Fof |e | Bank Statements\*
(]
Open X
Look in: | Federal Bank Statements ~ | e i Ao HIAT kg
i Mame Date modified Type
_ %April - 201 10-06-2011 15:00 OpenDoa
Quick access b riany - 2011 10-06-2011 15:00  OpenDoc
- %Januar}r -2011 10-06-2011 15:01 OpenDoo
EI March - 2011 10-06-2011 15:00 Openboo
Desktop
m
Libraries
This PC
9 . ;
Metwork
File name: February - 2011 e | Open
Files of type: ' All Files ‘" el . Cancel |

« Navigate to and select the files you want to add to protected data and click 'Open'.
»  Repeat the process to add more files.

«  Click 'OK"in the 'Advanced Settings' interface to save your settings
Edit path of protected items

+  Click 'Settings' on the CIS home screen

«  Click 'HIPS' > 'Protected Objects'

»  Open the 'Protected Data' tab

«  Select the item to be edited and click the 'Edit' button
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@ Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES PROTECTED DATA

Edit Remowve

[] Path Q

|| C\Feddral Bank Statements\*

L] ¥} c\astrdlog\Astrolog.exe

I:l Im

prtant Files/Folders

. 4
COMODO -cditproperty ? b4

Edit File Path

CAFederal Bank Statements)

»  Modify the file-path as required and click 'OK'.
»  Click 'OK'"in the 'Advanced Settings' interface to save your settings
Remove protection for files and folders
You can remove items you no longer want to protect:
+  Click 'Settings' on the CIS home screen
«  Click 'HIPS' > 'Protected Objects'
»  Open the 'Protected Data' tab
«  Select the item to be remove and click the 'Remove' button
»  Click 'OK'"in the 'Advanced Settings' interface to save your settings
The selected item will be removed from the protected data list. CIS will not generate an alert if the item is accessed.

6.4.5. HIPS Groups
«  Click 'Settings' > 'HIPS' > 'HIPS Groups'
»  HIPS groups are collections of one or more COM interfaces or registry keys.

«  After defining a HIPS group, it will be available for selection and protection in the Registry Keys and COM
Interfaces.

«  CIS ships with predefined 'Registry' and 'COM' groups, and allows you to add new groups.
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»  You can view manage all groups in the 'HIPS Groups' interface.

Open the 'HIPS Groups' interface
«  Click 'Settings' at the top left of the CIS home screen to open the 'Advanced Settings' interface
»  Click 'HIPS' > 'HIPS Groups' on the left

COMODO Advanced Settings 7 — O %

w General Settings
HIPS Groups

w Antivirus
« Firewall The following groups of objects are defined on this computer:
— HIPS I
REGISTRY GROUPS COM GROUPS
HIPS Settings
HIPS Rules L. P
Remove
Rulesets

Registry Groups Q

Protected Objects
O] E automatic Startup

~ Containment Sl

w File Rating

ull}
1 Fl Internat Explorer Keys
w Advanced Protection ull

Important Keys

Website Filtering

O

Temporary Keys

Please note, this area is just where you can view and define the groups. To actually apply the protections you need
to select the group in the Protected Objects interface.

4

The panel has two sections:

* Registry Groups - Allows you to view, edit and create groups of registry keys which you want to protect
from changes.

«  COM Groups - Allows you to view, edit and create groups of COM interfaces which you want to protect
from changes.

6.4.5.1. Registry Groups
«  Click 'Settings' > 'HIPS' > 'HIPS Groups' > 'Registry Groups'
« Registry groups are predefined batches of one or more registry keys.

«  Comodo Internet Security ships with a set of important registry groups: ‘Automatic Startup' (keys), 'Comodo
Keys', 'Internet Explorer Keys', 'Important Keys' and "Temporary Keys'.

«  Creating a registry group allows you to quickly add it to the list of protected keys. See 'Protected Registry
Keys' for help with this.
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Open the 'Registry Groups' section
«  Click 'Settings' at the top left of the CIS home screen to open the 'Advanced Settings' interface
«  Click 'HIPS' > 'HIPS Groups' on the left
«  Click the 'Registry Groups' tab

Advanced Settings ? - O s
COMODO g
w General Settings
HIPS Groups
w Antivirus
« Firewall The following groups of objects are defined on this computer:

— HIPS

REGISTRY GROUPS COM GROUPS
HIPS Settings
HIPS Rules x
Remove
Rulesets

Registry Groups Q

Protected Objects
O] E automatic Startup

~ Containment Sl

il
~ File Rating £ [ Internet Explorer Keys
ull]

w Advanced Protection Important Keys

Website Filtering

O

Temporary Keys

4

»  Click the search icon on the right to find a specific item. You can enter a full or partial name.
This interface allows you to:

« Create a new Registry Group

» Add Registry key(s) to an existing group

» Edit the names of an Existing Registry Group

» Remove existing group(s) or individual key(s) from existing group
« Toadd a new group or add key(s) to an existing group, click the "Add" button
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The following groups of objects are defined

REGISTRY GROUPS COM GROUPS

Edit Remove

Mew Group r:-'JIl‘S

Registry Keys

« Add a new group - Select 'New Group' from the 'Add' drop-down, enter a name for the group in
the 'Edit property' dialog and click 'OK'.

COMODO cditproperty ? X

Choose Registry Group Name
| MediaGet |

The group will be added to the list.

« Add keys to a group - Select the group from the list, click 'the Add' button and choose 'Registry
Keys'. The 'Select Registry Keys' dialog will be opened.
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COMODO select Registry Keys 7 X

Add new item:

B B e R Ve B TS R W

¥ BCDOOOOO0OO
» DRIVERS
 HARDWARE
b SAM
SECURITY
w* SOFTWARE
COMODO

~ HELWMWSOFTWAREWacromedia'\FlashPlaye...

]

b Classes

b Clients

b ComodoGroup
]

]

-

Dell

Intel

Macromedia

b FlashPlayer
FlashPlayerActiveX

Microsoft

P Mozilla

LY Ea it

-

«  Select a key on the left then click the right arrow to add a new key to the group. You can add a key manually
by typing its name in the 'Add new item’ field then clicking the '+' button.

- To edit an existing group, select the group from the list and click the 'Edit' button.

COMODO -cditproperty ? X

Edit Registry Key

|

«  Modify the name of the group as required and click 'OK'".

« Toremove a group, select the group from the list and click the 'Remove' button.
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=d Settings

HIPS Groups

The following groups of objects are defined on this computer:

REGISTRY GROUPS COM GROUPS

ODO Keys
i ternet Explorer Keys

B Important Keys

L]
[
[1: e 8o
[
O
[

1 B Temporary Keys

il MediaGet

« Toremove a key from a group, first expand the group by clicking its '+' symbol, select the key to be
removed and click the 'Remove' button.

6.4.5.2. COM Groups
»  Click 'Settings' > 'HIPS' > 'HIPS Groups' > 'COM Groups'

« COM groups are predefined groups of COM interfaces. COM interfaces are used by Windows to define how
objects interact within a single application or between applications.

+ COMis used as the basis for Active X and OLE - two favorite targets of hackers and malicious programs to
launch attacks. It is therefore essential that COM interfaces are protected.

«  Comodo Internet Security ships with the following, important COM groups: 'Internet Explorer/Windows
Shell', 'Windows Management', 'Miscellaneous Classes', 'Pseudo COM Interfaces - Privileges' and 'Pseudo
COM Interfaces - Important Ports'.

«  Creating a COM group allows you to quickly add it to the 'COM' protection list. See 'Protected COM
Interfaces' for more details.

Open the "COM Groups' section
«  Click 'Settings' at the top left of the CIS home screen to open the 'Advanced Settings' interface
«  Click 'HIPS' > 'HIPS Groups' on the left
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»  Click the 'COM Groups' tab

Advanced Settings ? - O hos
COMODO g
w (General Settings
HIPS Groups
w Antivirus
~ Firewall The following groups of objects are defined on this computer:
— HIPS

REGISTRY GROUPS COM GROUPS

HIPS Settings

HIPS Rules
Rulesets
= COM Groups Q
Protected Objects
o [ EJ & Internet Explorer/Windows Shell
HIFS Groups
0 GETEE [l E E windows Management
~ File Rating [ E1 E Miscellaneous Classes
v Advanced Protection [[1 Bl E Pseudo COM Interfaces - Privileges
Website Filtering [El B & pseudo COM Interfaces - Important Ports

«  Click the search icon on the right to find a specific item. You can enter full or partial names.
This interface allows you to:

» Create a new COM Group
« Add COM Component(s) to an existing group
«  Edit the names of an Existing COM Group
« Remove existing group(s) or individual COM Component(s) from existing group
« Toadd a new group or add new COM Component(s) to an existing group, click the 'Add' button
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Wing groups or objects are aenned on 1
NiNg groups o1 ob)je nea o

REGISTRY GROUPS

(]

OM GROUPS

Rermowe

COM Class

Add a new group - Select 'New Group' from the 'Add' drop-down, enter a name for the group in
the 'Edit property' dialog and click 'OK'".

COMODO cdit property !

Add new COM Group
| Special COM Ports

Pt

The group will be added to the list.

« Add COM Components to a group - Select the group, click the 'Add' button and choose 'COM
Class'. The 'Select COM Interface' dialog will be opened.
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COMODO select coM Interface ? X
Add new item:
AccClientDocMgr.AceClientDoe... A AccessControlList

AccClientDocMgr.AccClientDoc...
AccDictionary.AccDictionary
AccDictionary.AccDictionary.1
AccessControlEntry
AccessControlList
AccServerDocMgrAccServerDoc...
AccServerDocMgr.AccServerDoc...
ADODB.Command
ADODE.Command.6.0
ADODB.Connection
ADODB.Connection.6.0
ADODB.Error

ADODB.Error.6.0
ADODE.ErrorLockup
ADODB.ErrorLookup.6.0
ADODB.Parameter
ADODB.Parameter.6.0 bt

You can add new items by selecting them on the left and clicking the right arrow button. To add items
manually, type their name in the 'Add new item' field and press the '+' button.

- To edit an existing group, select the group from the list and click the 'Edit' button.
COMODO cditproperty ? X

Edit COM Group
| Special COM Ports |

Edit the name of the group in the 'Edit Property' dialog and click 'OK'.

« Toremove a group, select the group from the list and click the 'Remove' button.
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anced Settings

HIPS Groups

The following groups of objects are defined on this computer:

REGISTRY GROUPS COM GROUPS

COM Groups

1 [ InternetfExplorer/Windows Shell

H wingows Management

Pseudo COM Interfaces - Privileges

L]

[

[

(] B3 E Miscellaneous Classes
]

O] + Pseudo COM Interfaces - Important Ports
[

1 B Game Ports

£ [ Special COM Ports

s

»  Toremove an individual COM component from a group, click + at the left of the group to expand the group,
select the item to be removed and click the 'Remove’ button.

6.5. Containment Configuration

Click 'Settings' > 'Containment' to open this interface.

» If CIS encounters a file that has a trust rating of 'Unknown' then you have the option to automatically run
that file in the container.

«  The container is a secure, virtual environment where unknown files can run, but cannot affect the rest of
your computer.

- Files in the container are isolated from other processes, write to a virtual file system and registry,
and cannot access your user data.

»  Shared Space - Applications in the container cannot save files to your local file system. Because of this, CIS
creates a special folder at 'C:\ProgramData\Shared Space' for you to save files created or downloaded in
the container. You can access files in this folder from your local desktop.
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«  The containment settings area lets you configure all aspects of the container:

? i
COMODO Advanced Settings : = X
w General Settings i
-~ . i
i |:'I} | Containment Settings
w Antivirus
e Eiewiall Shared Space(s) are the locations that contained applications and other applications share,
i.e. reading or writing to these locations are not virtualized.
v HIPS

Do not virtualize access to the specified files/folders

— Containment ) . . } )
[] Do not virtualize access to the specified registry keys/values

Advanced

Auto-Containment i L : .
; Enable automatic startup for services installed in the container

W Show highlight frame for contained applications
v Advanced Protection Detect programs which require elevated privileges e.g. installers or updaters

Website Filtenng (] Do not show privilege elevation alerts Run inside the Container »

[ Allow contained application access to the clipboard
Virtual Desktop

O] Protect Virtual Desktop with a password

See the following sections for more help:
» Containment Settings - Configure exceptions to virtualization and other general settings
« Auto-Containment Rules - Create and manage rules which tell CIS how to handle unknown files.
- Containment - An Overview - Background information about the containment process

«  Unknown Files: The Scanning Processes - Background information on how CIS determines the
reputation of a file.

Note: The containment feature is not supported on the following platforms:
*  Windows XP 64 bit

*  Windows Server 2003 64 bit

6.5.1. Containment Settings
+  Click 'Settings' > 'Containment' > 'Containment Settings'.

The settings area lets you configure how proactive the auto-containment feature should be, and which types of files it
should check.

«  Click 'Settings' on the CIS home screen.
+  Click 'Containment' > 'Containment Settings":
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? i

COMODQO Advanced Settings : = x
w General Settings i

s . .

|:¢. | Containment Settings
w Antivirus
w Firowall Shared Space(s) are the locations that contained applications and other applications share,

i.e. reading or writing to these locations are not virtualized.
v HIPS

Do not virtualize access to the specified files/folders

— Containment i . . .
(] Do not virtualize access to the specified registry keys/values

Advanced

Auto-Containment . . . : .
i Enable automatic startup for services installed in the container

N o Show highlight frame for contained applications
v Advanced Protection Detect programs which require elevated privileges e.g. installers or updaters
Website Filtering U Do not show privilege elevation alerts | Run inside the Container =

[ Allow contained application access to the clipboard
Virtual Desktop

U] Protect Virtual Desktop with a password

é

« By default, contained applications can access folders, files and registry keys on your local system, but
cannot make changes to them.

- The 'Do not virtualize..." settings let you create exceptions to these policies if required.
* You can also adjust settings for the clipboard, display mode, virtual desktop, and more.

Do not virtualize access to the specified files/folders - Specify files/folders on the host computer that contained
applications are allowed to write to. By default, contained applications write to a virtual file system, and cannot
access files/folders on the host system.

« Enable the option then click 'the specified files/folders' link.

- The exclusions dialog shows files and folders that can be modified by contained applications. By default,
‘Shared Space' is the only folder they can write to:
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K4 »® 0
Edit Remove Purge

] Path Q

0 EJ E shared Spaces

«  Click the 'Add' button then select the item you want to exclude:
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K o )
Edit Remove Purge
File ErDup@j o Executables | Q
Files All Applications
Folders Important Files/Folders
Running Processes Windows Updater Applications
Windows Systern Applications

Temporary Files

COMODO Client Files/Folders
COMODO Internet Security
COMODO Applications
Startup Folders

Windows Management

3rd Party Protocol Drivers
Metro Apps

Management and Productivity Applications
Web Browsers

Email Clients

Suspicious Locations

Shared Spaces

File Downloaders

Pseudo File Downloaders

File Archivers

Containment Folders
Browser Plugins

Media Players

»  File Groups - Choose a category of files or folders to which access should be granted.

For example, select 'Executables' to allow access to files with extensions .exe .dll .sys .ocx .bat .pif
.scr.cpl, \emd.exe *.bat, *.cmd.

See File Groups if you want more help with file groups.
- Files - Pick specific files on the host that contained applications can access.

« Folders - Specify folders that can be accessed by contained applications. Access is granted to all
files in the folder.

« Running Processes - Choose a process currently running on your computer. The parent
application of the process is added to the exclusions.

« Edit - Select an item and click 'Edit' to change the target file or folder
« Remove - Select an item and click 'Remove' to delete an exception

»  Purge - Checks that all files and folders covered in exceptions are still present on your computer. Purge
automatically removes any items it can no longer locate.
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+  Click 'OK' to implement your settings

Do not virtualize access to the specified registry keys/values - Specify registry keys on the host computer that
contained applications are allowed to write to. By default, contained applications write to a virtual registry, and cannot
access the real registry on the host system.

+  Select the option then click 'the specified registry keys/values' link.
»  The exclusions dialog shows keys on the host which contained applications are allowed to access.

U . :
?l Containment Settings

Shared Space(s) are the locations that contained applications and other applications share,
i.e. reading or writing to these locations are not virtualized.

[ Do not vj

M Do not virtualize access to  the specified reqistry keys/values

Advanced

COMODO wanade Exclusions 7 d *

Edit Remowve

] Exclusions Q

(] B HKLM\SOFTWARE\MozillaPlugins\*

«  Click the 'Add' button then select the keys you want to exclude:

COMODO manage Exclusions ? O *

Remowve

~ Registry Grofgs » Automatic Startup Q
Registry Entries COMODO Keys

Internet Explorer Keys
Important Keys
Temporary Keys
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» Registry Groups - Exclude a predefined collection of registry keys. See 'Registry Groups' for an
explanation of registry groups as defined in CIS.

* Registry Entries - Exclude individual registry keys:

COMODO select Registry Keys ? X

Add new item:

* HKEY_LOCAL MACHINE -
BECDO0000000
P COMPOMENTS
P HARDWARE
b SAM
SECURITY
 SOFTWARE
COMODO
Classes
Clients
Google
Intel
Macromedia
Microsoft
Maozilla
MozillaPlugins
ODBC
OFM ¥

. . . . . . . e . .

« Edit - Select an item and click 'Edit' to change the target path
«  Remove - Select a key or group and click 'Remove' to delete the exception
«  Click 'OK' to implement your settings

Advanced Settings:

« Enable automatic startup for services installed in the container - CIS launches contained services at
Windows startup if this option is enabled. (Default = Enabled)

«  Clear this box if you do not want those services to run at startup.

«  Show highlight frame for contained applications - CIS displays a green border around the windows of
programs that are running in the container. (Default = Enabled)

The following screenshot shows an Open Office document running in the container:
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{2 washington.odt - OpenOffice Writer = O s
File Edit View Insert Format Table Tools Window Help X
(BB [ B Y B¢ - @E-w B Find Ted
@) |Heading 1 ] |Avial 61 | B J U|ls=== iz« A- [
R R R I R SR Tt R AR L IRy o |
George Washington i
: George Washington was the first, and only nonpartisan, President of the United States (1789-97), the »
— | Commander-in-Chief of the Continental Army during the American Revolutionary War, and one of the a
: Founding Fathers of the United States. He presided over the convention that drafted the United States b
: Constitution and was called the "father of his country" during his lifetime. @
. Washington was widely admired for his strong
~ leadership qualities and was unanimously elected
: president by the Electoral College in the first two
: national elections. He oversaw the creation of a strong, :
- well-financed national government that maintained
: neutrality in the French Revolutionary Wars, suppressed
. the Whiskey Rebellion, and won acceptance among
: Americans of all types. Washington's incumbency |
: established many precedents still in use today, such as
. the cabinet system, the inaugural address, and the title
: Mr. President. His retirement from office after two
. terms established a tradition that lasted until 1940, when 5
= Franklin Delano Roosevelt won an unprecedented third 14 |
term. The 22nd Amendment (1951) now limits the &l |
. president to two elected terms. T
< b
| Page1/2 |Default | English (USA) |INSRT |STD | | | Outline Numbering:Level1 |BBO T @ —+—o—— @ [100%

« Detect programs which require elevated privileges e.g. installer or updaters: CIS generates an alert
when it detects an installer/updater that requires admin/elevated privileges to run. An installer that is
allowed to run with elevated privileges can make changes to important areas of your computer such as the
registry. (Default = Enabled)

*  Example alert:
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requests unlimited access to your computer

E TrojanSimulator.exe could not be recognized and

TrojanSimulator.exe
Unidentified Publisher

Run Isolated (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block
Stops execution of the application above

[ Trust this application

» Run Isolated - Runs the installer/updater in the container

*  Run Unlimited - Runs the installer/updater on your local computer, outside the container.
»  Block - Terminates the installer/updater.

«  See 'Understand Security Alerts' for more details.

« Disable this option if you want CIS not to monitor applications that request elevated privileges on
your computer

« Do not show privilege elevation alerts: Whether or not CIS shows alerts (as shown above) when a new
or unrecognized application requires admin or elevated privileges to run.

« Ifyou disable alerts, you need to choose a default action that CIS should implement when it
detects such an application:
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Advanced
Enable automatic startup for services installed in the container
Show highlight frame for contained applications

Detect programs which reguire elevated privileges e.g. installers or updaters

o not show privilege elevation alerts | Run inside the Container v|

. Fun inside the Container
Virtual Desktop

Run Unlimited

O Protect Virtual Desktop with a password Run Unlimited and Trust

« Allow contained application access to clipboard: By default, applications in the container cannot access
data in your clipboard. This can sometimes cause inconvenience when trying to copy and paste.

»  Enable this option to grant contained applications access the clipboard. This change requires a
system restart.

[] Do not show privilege eleyation alerts | Run inside the Container ¥

Allow contained application access to the clipboard

Virtual Desktop

COMODO internet secu rity x

take effect.

@ You need to restart your computer for the changes to

»  Click 'Yes' to confirm your setting.
«  Contained apps can access your clipboard after the next restart of your computer.

Virtual Desktop Settings

The 'Virtual Desktop' Settings area allows you to password protect your Virtual Desktop. Once set, the password has
to be entered in order to close the Virtual Desktop:
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Input a password in the dialog to exit
Virtual Desktop

This is a security measure to prevent guests or younger users from closing the Virtual Desktop and accessing the
host, potentially exposing your computer to danger.

Set an exit password for the Virtual Desktop:

«  Check the 'Protect Virtual Desktop with a password' box then click the password link. The 'Create/change
password' dialog will appear:

Protect Virtual Desktop wit @

cCOMODO Create/change password ? X

J =

Create/change password

Password: |

|
Retype:

» Type a password that cannot easily be guessed. It should be at least 8 characters long and contain a
combination of uppercase and lowercase letters, numbers and special characters.

» Re-enter the password in the 'Retype' field then click 'OK'".

You will now be asked for a password every time you exit the Virtual Desktop.

Note. You may see an error if an app on the host tries to update itself at the same time as that app is updating itself
in the container. This is a classic Windows sharing violation which is shown when an app attempts to write to a file
that is already in use. Please shut down the contained version of the app then run the update on the locally hosted
version. The contained version will function correctly once the update to the local version is complete.

6.5.2. Auto-Containment Rules

«  Click 'Settings' > 'Containment' > 'Auto-Containment’
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«  Auto-containment rules determine whether a program is allowed to run as normal, run with restrictions, or
run in the virtual environment.

« Acontained application has much less opportunity to damage your computer because it is isolated from
your operating system, important system files and personal data.

«  CIS consults these rules whenever you open an application. Rules at the top of the list have higher priority.
You can re-prioritize rules using the 'Move Up' and 'Move Down' buttons.

+  Programs running in the container have a green border around them.

«  CIS ships with a set of pre-configured rules which provide maximum protection against unknown, potentially
malicious applications. You can also create your own custom rules.

Manage Auto-Containment rules
«  Click 'Settings' on the CIS home screen.
+  Click 'Containment' > 'Auto-Containment":

COMO DO Advanced settings ? o O X

w General Settings

|’ﬁ | Auto-Containment

w Antivirus
~ Firewall Enable Auto-Containment

This option enables automatic containment of executable files and scripts according to the
w HIPS iov defi .

policy defined below.

Containment

n 1 1 &)
Containment Settings Edit Rernove Move Up Mowve Down %Eéétl Jtli
e ] Action Q. Target Q. Reputation Q. Enable Rule
v File Rating [0 @ Block Suspicious Loc...  Any a
Ad | Protecti s .
i et O @ Block Containment F... Any m
Website Filtering
O = Iignore Metro Apps Any m
O Run Virtually All Applications  Unrecognized a
O Run Virtually All Applications  Unrecognized a
O Run Virtually All Applications  Unrecognized a
O Run Virtually Shared Spaces  Unrecognized a
0 @ slock Pseudo File Do...  Any a

« The higher a rule is in the list, the higher priority it has. Use the move up/down buttons to change a rule's
priority. In the event of a conflict in settings, CIS will obey the rule that is higher in the list.
+  You can also add new rules and manage existing rules from this panel.
General Settings

« Enable Auto-Containment - Enable or disable the containment system. If enabled, applications are run in
the container as per the rules in this interface. (Default = Enabled)
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Containment Rules

Arule performs a specific action on targets which have a certain reputation.

Containment Rules - Column Descriptions

Column Header Description
Action The operation that the containment system should perform on the target if the rule is
triggered.
Target The file, file group, or location on which the rule should run.
Reputation The trust status of the target item - 'Malware', "Trusted' 'Unrecognized' or 'Any".

The rule will apply to target items which have the reputation you choose here.

Enable Rule Enable/disable the rule.

«  CIS ships with a set of pre-defined auto-containment rules that are configured to provide maximum
protection for your system.

«  There are four 'Block' rules, four 'Run Virtually' rules, and one 'lgnore' rule.

«  The rule numbers indicate their default priority in CIS. If there is a conflict, CIS implements the rule with the
highest priority. You can, of course, rearrange priorities as required.

«  The following tables show the settings of the pre-defined rules.
'‘Block’ Rules

1 - Block and quarantine any malicious application
2 - Block any file in the 'Suspicious locations' file group (i.e. anything in CIS quarantine and recycle bin)
3 - Block any file in the folders Comodo uses for the container (i.e. anything in the \vtroot\ folder)

9 - Block pseudo file downloaders which are downloaded by browsers. Example downloaders are
wscript.exe, powershell.exe, perl.exe etc.

Rule Number 1 2 3 9
Action Block Block Block Block
Target File Group - All | File Group - File Group - | File Group -
Applications Suspicious Contained | Pseudo File
Locations Folders Downloaders
File Reputation Malicious Any Any Any
File  Source Application Any Any Any Any
originl ot ft'.le Process(es) Any Any Any Web Browsers
ereation Rating = Any
user(s) Any Any Any Any
Downloaded from Any Any Any Any
Vendor Any Any Any Any
Age of file Any Any Any Any
Log Action On On On On
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Limit Maximum Memory

Limit Program Execution Time

Quarantine

Exclude child processes from the action

'‘Run Virtually' Rules

Guide
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5 - Virtualize any unknown file which is less than 3 days old

6 - Virtualize unknown files created/downloaded by software types in the 'Application’ row

7 - Virtualize any unknown file obtained from the internet, intranet, or removable media

8 - Virtualize any unknown file in shared space

Rule Number

Action
Target

File Reputation
File Source of
origi file
n creation

Application

Process(es)
user(s)
Downloaded from

Vendor
Age of file
Log Action
Restriction Level

Limit Maximum Memory

Limit Program Execution Time

Quarantine

N/A N/A N/A N/A
N/A N/A N/A N/A
N/A N/A N/A N/A
On Off Off N/A
N/A N/A N/A N/A
5 6 7 8
Run Virtually | Run Virtually Run Virtually Run Virtually
File Group - All | File Group - All | File Group - All | File Group -
Applications Applications Applications Shared
Spaces
Unrecognized |Unrecognized | Unrecognized | Unrecognized
Any Web Browsers | Any Any
Email Clients
File
Downloaders
Pseudo File
Downloaders
File Archivers
Management
and Productivity
Applications
Browser Plugins
Media Players
Any Any Any Any
Any Any Any Any
Any Any Intranet Any
Removable
Media
Internet
Any Any Any Any
Less than 3 Any Any Any
days
On On On On
Off Off Off Off
Off Off Off Off
Off Off Off Off
N/A N/A N/A N/A
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Exclude child processes from the action /A N/A N/A N/A

Ignore Rule
4 - Do not auto-contain metro apps

Rule Number 4

Action Ignore

Target File Group - Metro Apps

File Reputation Any

File Source of Application Any
origi file
n creation

Process(es) Any

user(s) Any

Downloaded from Any

Vendor Any

Age of file Any

Log Action On

Restriction Level N/A

Limit Maximum Memory N/A

Limit Program Execution Time N/A
Quarantine N/A
Exclude child processes from the action {8l

Add an Auto-Containment Rule

»  Auto-containment rules can be created for a single application, for all applications in a folder/file group, for
running processes, or for a file/process hash value.

«  You can create precision rules by specifying 'file creation source', 'file rating of the source', 'file origin', 'file
rating' or 'file age'.

»  You can also create simple rules to run an application in the container just by specifying the action and the
target application.

»  Click the 'Add' button at the top of the list in the Auto-Containment panel:
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| Settings

|,3 | Auto-Containment

Enable Auto-Containment

This option enables automatic containment of executable files and scripts according to the
pelicy defined below.

x 1 1 (¥}
Edit Remowve Move Up Move Down %EéfeaEJﬁ?
[ Action Q. Target Q. Reputation © Enable Rule ,:,
A Block D:\Suspicious f £
COMODO Manage Contained Program ? | X
Action |Run Virtually »

The selected containment action will be applied if file properties match the following criteria:

CRITERIA OPTIONS

Edit

Mo criteria selected

kA

«  The 'Manage Contained Program' dialog will appear. The 'Manage Contained Program' displays the action
at the top and contains two tabs:

+  Criteria - Allows you to define conditions upon which the rule should be applied.

- Options - Allows you to configure additional actions like logging, setting memory usage and execution time
restrictions.

Creating a new containment rule involves the following steps:
« Step 1-Choose the action
» Step 2 - Select the target file/group and set the filter criteria for the target files
» Step 3 - Select the options

Step 1 - Choose the action

The settings in the 'Action’ drop-down combined with the restriction level in the 'Options' tab determine the privileges
of an auto-contained application. This determines what right it has to access other processes and hardware
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resources on your computer.

COMODO manage Contained Program 4 O >

Action  |Run Virtually ( i
Run Restricted

The select pyp Virtually

Block

lgnore

The options available under the 'Action' drop-down are:

* Run Virtually - The application will be run in a virtual environment completely isolated from your
operating system and files on the rest of your computer.

* Run Restricted - The application is allowed to access very few operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with very limited
access rights. Some applications, like computer games, may not work properly under this setting.

»  Block - The application is not allowed to run at all.
» Ignore - The application will not be contained and allowed to run with all privileges.
+  Choose the action from the options.

Step 2 - Select the target file/group and set the filter criteria
« The next step is to select the target files and configure filters.
«  You can filter a rule so it applies to specific types of file.

»  Forexample, you can specify 'All executables' as the target, then add a filter so it only affects
executables from the internet.

«  Another example is if you want to allow unrecognized files created by a specific user to run outside
the container. You would create an 'Ignore’ rule with 'All Applications' as the target, then add 'Files
created by a specific user' as the filter.

Select the target and set the filters

«  Click the 'Criteria' tab.
The target and the filter criteria, if any, configured for the rule will be displayed.

» Toadd new target and filter criteria, click the 'Edit' button at the far right
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COMODO wanage Contained Program ? O >

Action |Run Wirtually -

The selected containment action will be applied if file properties match the following criteria:

CRITERIA OPTIONS

CO MOD O File Criteria

Please select the crteria to be applied.

File location:

|
File created by applications: Any A
File started by processes: Any o
File created by users: Any hd
File origin: Any 4
File rating: Any A
File signed by vendors: Any o

B

The 'File Criteria' dialog will open. The file criteria dialog allows you:

» Select the target
«  Configure the filter criteria
Select the target

« Toselect the target, click the 'Browse' button beside the 'File Location' field

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 372



cOMODO

Creating Trust Online®

COMODO Filecriteria ? e

Please select the criteria to be applied.

File location:

Files

Ruflging Processes
Filﬂmups >
Folder

File Hash

File created by applications:

Process Hash

There are six types of target you can add:
«  Files - Apply the rule to specific files.
* Running Processes - Apply the rule to a process that is currently running on your computer.

«  File Groups - Apply the rule to predefined file groups. See File Groups for help to add or modify a file
group.

« Folder - Apply the rule to a folder or drive.

»  File Hash - Create a hash value from a file and use it as the rule target. A hash value is a large number
which is generated by passing the file through a hashing algorithm. The number uniquely identifies and

represents the file, and it is extremely unlikely that two files will ever generate the same hash value. The
benefit of using a file hash is that the rule will still work even if the file name changes.

« Process Hash - Create a hash value of a process and use it as the rule target. Please see description
above if required.

Add an individual File
«  Choose 'Files' from the 'Browse' drop-down.
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File location:
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File created by applications:

Any ning Processes

File Groups r
Folder
File Hash

Process Hash

Gpenf

€ - v

# Quick access
B Desktop
* Downloads
E] Documents
& Pictures
Jﬁ Music
old man files
Suspicious

m Videos

fas Onelrive

[ This PC

« Prog.. » MB Free Astrolog...

Organize = Mew folder

o Mame

|_-1 Emp2lpeg.dil
=!I MBFreeAstrologyBirthChart

ﬁ' Unwise

w £

File names;

Pt

Search MB Free Astrology Birt... 2

== [ @

D'ate modified Type
16-07-2000 1620  Applicatid
17-03-2010 1612 Applicatid
17-03-2010 15:23 Applicatid
>

Executable Files (*.exe, *.dll, *.on

Open - Cancel

+ Navigate to the file you want to add as target in the 'Open’ dialog and click 'Open'

The file will be added as target and will be run as per the action chosen in Step 1.
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Please select the criteria to be applied.

File location:

CA\Program Files (xB6)\MB Free Astrology Birth Chart\MBFreeAstr:

File created by applications: Any A

«  Click 'OK', if you want to just add an application for a particular action as selected in Step 1 without
specifying any filters or options.

The default values for filter criteria and file rating will be 'Any' and for '‘Options" it will be 'Log when this action is
performed'.

- Ifrequired you can configure filter criteria and file rating and Options for the rule.
Add a currently running application by choosing its process

«  Choose 'Running Processes' from the 'Browse' drop-down.
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Please select the criteria to be applied.

File location:

Files

Ru@ng Processes
HeTroups >

Folder
File Hash

File created by applications:

Process Hash

CO MOD O Browse for Processes 1 X
Application PIC
4 € chromeexe 4212 i
4 € chromeexe 3340
4 € chromeexe 5928
4 € chromeexe 2452
4 € chromeexe 4332
4 € chromeexe 908
4 € chromeexe 3940
4 € chromeexe 2384
4 € chromeexe 4220
¥ 1 explorer.exe 3732
- cis.exe 6120
4 o cisexe G348
v & cis.exe 3916
4 W5 cisexe 4428
4 [ msasCcuiLexe 6128
4 & OneDriveexe 4894
4 =!I MBFreeAstrologyBirthChart.exe 3168 i

Alist of currently running processes in your computer will be displayed.

«  Select the process, whose target application is to be added to target and click 'OK' from the 'Browse for
Process' dialog.

The parent application of the process is added as target and run as per the action chosen in Step 1.
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Please select the criteria to be applied.

File location:

CA\Program Files (xB6)\MB Free Astrology Birth Chart\MBFreeAstr:

File created by applications: Any A

«  Click 'OK', if you want to just add an application for a particular action as selected in Step 1 without
specifying any filters or options.

«  The default values for filter criteria and file rating will be 'Any" and for 'Options' it will be 'Log when this
action is performed'.

» Ifrequired you can configure filter criteria and file rating and Options for the rule.
Add a File Group

»  Choose 'File Groups' from the 'Browse' drop-down. Choosing File Groups allows you to include a category
of files or folders configured as a 'File Group'. See File Groups, for more details on viewing and managing
pre-defined and user-defined file groups
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Please select the criteria to be applied.

File location:
|
Files
File created by applications: Any . Running Processes
File Groups > Executables
Folder@ All Applications
File Hash Important Files/Folders
Process Hash Windows Updater Applications

Windows System Applications
Temporary Files

COMODO Client Files/Folders
COMODQO Internet Security
COMODO Applications
Startup Folders

Windows Management

3rd Party Protocol Drivers
Metro Apps

Management and Productivity Applications
Web Browsers

Email Clients

Suspicious Locations

Shared Spaces

File Downloaders

Pseudo File Downloaders

File Archivers

Containment Folders

Browser Plugins

Media Players
«  Select the file group from the drop-down.

The file group will be added as target and will be run as per the action chosen in Step 1.

«  Click 'OK', if you want to just add the file group for a particular action as selected in Step 1 without
specifying any filters or options.

The default values for filter criteria and file rating will be 'Any' and for 'Options' it will be ‘Log when this action is
performed'.

 Ifrequired you can configure filter criteria and file rating and Options for the rule.
Add a Folder/Drive Partition

»  Choose 'Folder' from the 'Browse' drop-down.
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Flease select the criteria to be applied.

File location:

File created by applications: Any .
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Files

Running Processes
File Groups g
Folder

|EH3{IJ

Process Hash

= .

Browse For Folder

Program Files ”~

W Prograrn Files (x36)

EraveSoftware

Commeoen Files

Google

Internet Explorer

Lantiv

ME Free Astrology Birth Chart

< >

Make Mew Folder Cancel

The 'Browse for Folder' dialog will appear.

« Navigate to the drive partition or folder you want to add as target and click 'OK'

The drive partition/folder will be added as the target. All executable files in the folder will be run as per the action

chosen in Step 1.

»  Click 'OK', if you want to just add the applications for a particular action as selected in Step 1 without

specifying any filters or options.

The default values for filter criteria and file rating will be 'Any" and for 'Options' it will be 'Log when this action is

performed'.

 Ifrequired you can configure filter criteria and file rating and Options for the rule.

Add a file based on its hash value

«  Choose 'File Hash' from the 'Browse' drop-down.
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COMODO File Criteria ! O X
Flease select the criteria to be applied.
File location:
Files
File created by applications: Any . Running Processes
File Groups >
Folder
| File Has
PTG eSS wetish
Gpene_—_"—:_ »
« v P « Prog... » MB Free Astrolog... v O Search MB Free Astrology Birt... 0
Organize » Mew folder ==« [ @
it Mame Date modified Type
7 Quick access .
| Brap2lpeg.dll 16-07-2000 16:20 Applicatid
B Desktop - |4 P<Peg . ° _ PP. -
| MEFreefstrologyBirthChart 17-03-2010 16:12 Applicatig
‘_' Downloads 8% Unwise 17-03-2010 15:2 Applicatig
|%=| Decuments o
& Pictures b4
Jﬁ Music
cld ran files
Suspicious
B Videos
@ OneDrive
EA This PC o g
File names; e Executable Files (*.exe, *.dll, .00
Open - Cancel

« Navigate to the file whose hash value you want to add as target in the 'Open’ dialog and click ‘Open’

«  Click 'OK', if you want to just add the file for a particular action as selected in Step 1 without specifying any

filters or options.

» Ifrequired you can configure filter criteria and file rating and options for the rule.

«  CIS generates the hash value of the parent file and stores that as the target.

«  CIS uses this hash value to identify the file and apply the rule, so that the rule intercepts the target even if

the file name changes.
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Add an application from a running process based on its hash value

«  Choose 'Process Hash' from the 'Browse' drop-down.

COMODO Filecriteria ? B

Please select the criteria to be applied.

File location: @

Files
File created by applications: Any . BBl Pk
File Groups *
Folder
File Hash
: Process Hash @ :
CO MOD O Browse for Pracesses“é“ ! X
Application PID
4 € chromeexe 4212 ;2
4 € chromeexe 2840
4 € chromeexe 5978
4 € chromeexe 2452
4 € chromeexe 4332
4 € chromeexe 908
4 € chromeexe 3640
4 € chromeexe 2384
4 € chromeexe 4220
* m explorerexe 3riz
hd E cis.exe 6120
4 W& cis.exe 5348
hd cis.exe 3916
4 8 cis.exe 4428
4 (] msasCuiLexe 6128
4 @ OneDriveexe 4208
4 )1 MBFreeAstrologyBirthChart.exe 3168 7

Alist of currently running processes in your computer is shown.
«  Select the process, to add the hash value of its parent application as the target and click 'OK'
« Click 'OK', if you want to just add the application for a particular action as selected in Step 1 without
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specifying any filters or options.
- Ifrequired you can configure filter criteria and file rating and options for the rule.
»  CIS generates the hash value of the parent file and stores that as the target.

«  CIS uses this hash value to identify the file and apply the rule, so that the rule intercepts the target even if
the process name changes.

Configure the Filter Criteria and File Rating
You can apply an action to a file if the file meets certain criteria.
The available criteria are:
« By application that created the file
» By process that created the file
» By user that created the file
« By file origin
» By file rating
» By vendor who signed the file
« Byfile age
Auto-contain a file if it was created by a specific application
* You can create a filter to apply an action to a file based on its source application.

« You can also specify the file rating of the source application. The rule will then only contain a file if its parent
app has a certain trust rating.

To specify source application(s)
«  Click the 'Add' button in the 'File Created by applications' stripe.

; COMODO File Criteria ! = X |

Please select the criteria to be applied.

File Belongs to (File Group):

|
Temporary Files Browse »

. File created by applications: ﬁx@

Files

Run{!jg Processes
File Groups g
Folder

File Hash

Process Hazh

» The options available are same as those available under the '‘Browse' button beside 'File location', as
explained above. See the previous section for each of options for more details.

The selected source application, file group or the folder will be added.

«  Click the 'Any' link beside 'File Rating' and select the file rating of the source

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 382



cOMODO

Creating Trust Online®

; COMODO File Criteria ? D o

Please select the criteria to be applied.

File Belongs to (File Group):

, File created by applications: 1 process(es) LN

Executables o
File Ra‘t

Ay

Trusted
Unrecognized

Malicious

» Repeat the process to add more applications or groups/folders.
Auto-contain a file if it was created by a specific process

» You can create a filter to apply an action to a file based on its parent process.

»  Optionally, you can also specify:

«  The file rating of the source. The rule will then only contain a file if its parent process has a certain
trust rating.

«  The number of levels in the process chain that should be inspected.
To specify source process(es)

+  Click the 'Add" button in the 'File Created by Process(es)' stripe.

COMO DO Filecriteria ? B ¥

Please select the criteria to be applied.

File Belongs to (File Group):

Temporary Files Browse

File created by applications: Any Add R

File started by processes: Any ~

Files

Running Processes
File Gr@jps .
Folder

File Hash

Process Hash

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 383



U|d COMODO

Creating Trust Online®

« The options available are same as those available under the 'Browse' button beside Target', as explained
above.

»  The selected source application, file group or the folder will be added. The file created / invoked by the
process, started by the selected source will be added as the target for the rule.

«  Click the 'Any' link beside 'File Rating' and select the file rating of the source

' COMODO il criteria 2

Please select the criteria to be applied.

File Belongs to (File Group):

Temparary Files Erowse v

, File created by applications: Any m W
File started by processes: 1 process(es) M
All Applications %
File Ratifg
] Numbse il .~.feI5 to be analyzed: | 1 =

Trusted

Unrecognized

Malicioys
&
« 'Number of parent process levels to be analyzed' - Specify how far up the process tree CIS

should check when inspecting the file's sources. 1 = will only check the file's parent process. 2 =
will check the parent process and the grand-parent process, etc., etc.

File started by processes: | process(es) [ECCIERd

All Applications
File Rating: Malicious

Mumber of parent process levels to be analyzed:

x

o

T
m
-~
[}
i)
=
m
o
=
LA
m

4
LA
I=

% )

- Repeat the process to add more process(es)
Auto-contain a file created by specific users
+  Click the 'Add" button in the 'File Created by User(s)' stripe.
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COMO DO File criteria ? B

Please select the criteria to be applied.

File Belongs to (File Group):

Temporary Files Browse w»

File created by applications: Any b
File started by processes: Any ~

File created by users:

Select User or Group <~ *

Select this object type:
|User. Group, or Buit-in securty principal | il- Object Types... i

From this location:

|DE5HTDF‘-FHGFHGT | | Locations...

Enter the object name to select (sxamples):
| Check Names

Lrﬂ.dvanced... i oK e

«  The 'Select User or Group' dialog will appear.

«  Enter the names of the users to be added to the rule in the 'Enter the object name to select' text
box. Use the format <domain name>\<user/group name> or <user/group hame>@<domain
name>.

- Alternatively, click 'Advanced' then 'Find Now' to locate specific users. Click 'OK' to confirm the
addition of the users.
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|L|5er. Group, or Builtdin security principal

| _ Ohject Types...

From this location:

|DESHTDF'-1 N2US38

| Locations...

Enter the object name to select (examples):

Select User or Group

Select this object type:

| Check Mames |

QK Cancel

|L|5er. Group, or Built4n security principal

| Ohject Types...

From this location:

|DESKTDF-1 N2US538

| Locations...

Comman Glueres

Starts with

Starts with

Disabled accounts

Columns...

Mon expiring password

Search results:

MName In Falder iy
42 Distributed C..  DESKTOP-1NZ...

4% Evert Log Re... DESKTOP-1NZ...

% Everyone

1 Guest DESKTOP-1N2Z...

42 Guests DESKTOP-TNZ...

4% HyperV Admi... DESKTOP-1NZ...

42 115_IUSRS DESKTOP-1M2...

2. irfra DESKTOP-1NZ...

52 Network Corfi... DESKTOP-1NZ...

4% Pefomance .. DESKTOP-1NZ... &

The user will be added to the list.
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COMODO Filecriteria ? O X

Please select the criteria to be applied.

File Belongs to (File Group):

Browse

i
m
4
:
K
o
T1
m
i

File created by applications: Any b

File started by processes: Any e

File created by users: 1 user(s) Add M
Guests X

»  Repeat the process for adding more users.

«  Toremove the user added by mistake or no longer needed in the list, click the 'X"icon at the right end of the
user name.

Auto-contain a file if it was downloaded/copied from a specific source
»  Click the 'Add' button in the 'File Origin' stripe.
«  Choose the source from the options:

COMOD O File criteria ? O *

Please select the criteria to be applied.

File Belongs to (File Group):

Browse

morar L

dl 'y

(e}
L

=

File created by applications: Any Add - [

File started by processes: Any Add - [ ‘

File created by users: 1 user(s) Add '

File origin: Any A

. Internet f

Re{l“jvame Media

Intranet

» Internet - The rule will only apply to files that were downloaded from the internet.

+ Removable Media - The rule will apply only to items copied to the computer from removable
storage devices like a USB drive, CD/DVD or portable hard disk drive

» Intranet - The rule will only apply to files that were downloaded from the local intranet.
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*  Repeat the process to add more sources
Select the file rating as filter criteria

«  Click the 'Select' button in the 'File Rating' stripe

COMOD 0 File Criteria

=
|
*

Please select the criteria to be applied.

File Belongs to (File Group):

emporary Files Browse w

File created by applications: Any Add - B4

File started by processes: Any Add - I ‘
File created by users: 1 user(s) Add

File origin: 2 origin(s) Add - [

File rating: Any Select « [N

<

Trusted
Ur1rv.=_~|:|:|gr1izvji'j
Malicious

«  This will apply the rule to files which match the trust rating you set. You can choose from the following trust
ratings:

« Trusted - Applications are categorized as 'Trusted' if:
« The file is on the global whitelist of safe files
« Thefile is signed by a trusted company in the Vendor List
« The file was installed by a trusted installer
«  Thefile was given a trusted rating in the File List by the user
»  See File Rating Settings for more information.

- Unrecognized - Files that do not have a current trust rating. The file is on neither the blacklist nor the
safelist, so is given an 'unknown' trust rating. See File List for more information.

«  Malware - Malicious files - those that are on the blacklist of known harmful files.

Auto-contain a file based on the software vendor
»  You can apply an action to a file based on the vendor who digitally signed the file. The vendor is the
software company that created the file.

»  You can also specify the file rating of the vendor. The rule will only contain a file if its vendor has the stated
trust rating.

Specify vendors:
+  Click the 'Add" button in the 'File Created by Process(es)' stripe.
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COMOD O Filecriteria ? O X

Flease select the criteria to be applied.

File Belongs to (File Group):

emporary Files Browse w

File created by applications: Any W
File started by processes: Any '
File created by users: 1 user(s) Add L'
File origin: 2 origin(s) Add ~ [

File rating: Unrecognized Select v [t

File signed by vendors: Any ~

Al

Vendor from Vendor List
File Signer
Running Process Signer
»  There are three ways you can add a vendor:
1. Directly select a vendor

»  Choose 'Vendor from a Vendor List' from the drop-down
«  The 'Add Vendor' dialog opens with a list of vendors in the Vendor List
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COMODO Add vendor ? O x
Vendor C, Rated By T  Rating £
[tannex B.V. Comodo Trusted
Meo IT Solutions Ltd. Comodo Trusted
Festo Didactic SE Comodo Trusted
FTPPro.com Comodo Trusted
Timo Bingmann Comodo Trusted
Shearwell Data Ltd Comodo Trusted
Boyishsoft Comodo Trusted
Integrated Scuba Systems, lic Comodo Trusted
TeacherWeb, Inc. Comodo Trusted

L

«  Use the sort and filter options in the column headers to search for the vendor to be specified
»  Choose the vendor and click 'OK'. The vendor will be added as a criterion.
2. Specify an executable file on your local drive

«  Choose 'File Signer' from the drop-down
« Navigate to the executable file whose publisher you want to add as the criteria and click '‘Open'.

«  CIS checks that the .exe file is signed by the vendor and counter-signed by a Trusted CA. If so, the
vendor is added as a criteria

3. Select a currently running process

«  Choose 'Running Process Signer' from the drop-down
+ Alist of all processes running at present on your computer is shown
«  Select the process to specify the publisher of the application that started the process and click 'OK'

«  CIS checks that the .exe file that started the process is signed by the vendor and counter-signed
by a Trusted CA. If so, the vendor is added as a criteria

The selected vendor is added:
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File signed by vendors: 1 vendor(s) ~

Girlssoft

X
Vendor Rating: Any

« Vendor Rating - The rule will only apply to the vendor's files IF the vendor has this rating at the
time the file is checked. Note, the rating you set here can be different to the actual vendor rating in
‘Settings' > 'File Rating' > 'File List' > 'Vendor Rating'.

«  Example. If you select 'Trusted" here, then CIS will apply the rule if the vendor is trusted at the
time the file is checked. If the vendor's rating changes to 'Malicious' or 'Unrecognized', then
the rule isn't applied.

File signed by vendors: 1 vendor(s) S

Girlssoft

x
Vendor Rating: Any

Any
Trusted

Unrecognized

Malicious @

*  Repeat the process to add more vendors

Set the file age as filter criteria

«  Click the 'Select' button in the 'File age' stripe.
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CO MO D 0 File Criteria

Please select the criteria to be applied.

File location:

File created by applications: Any o
File started by processes: Any e
File created by users: Any W
File origin: Any e
File rating: Any

File signed by vendors:

File age:

COMODO vile age:

(® File creation date:

Before ¥| [04/15/2019 [+]| 4:11:24 pm [

(O File age:

Less Than | 1 = | |.::a;-,- (s) v

The 'File Age' dialog will appear. You can set the file age in two ways:

«  File Creation Date - To set a threshold date to include the files created before or after that date,
choose this option, choose 'Before'/'After' from the first drop-down and set the threshold date and
time in the respective combo-boxes.

- File age - To select the files whose age is less than or more than a certain period, choose this
option and specify the period.

» Less Than - CIS will check for reputation if a file is younger than the age you set here. Select
the interval in hours or days from the first drop-down combo box and set hours or days in the
second drop-down box. (Default and recommended = 1 hours)
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*  More Than - CIS will check for reputation if a file is older than the age you set here. Select the
interval in hours or days from the first drop-down combo box and set hours or days in the
second drop-down box. (Default and recommended = 1 hours)

«  Click 'OK"in the File Criteria dialog after selecting the filters to save your settings to the rule. The list of
criteria will be displayed under the Criteria tab in the 'Manage Contained Program' dialog.

COMODO manage Contained Program ? O pet

Action |Run Virtually A

The selected containment action will be applied if file properties match the following criteria:

CRITERIA OPTIONS

File Belongs to (File Group):
Temporary Files

File created by users
Guests

File origin
Removable Meadia
Internet

File rating:
Unrecognized

File signed by vendors:
Girlssoft
Vendor Rating: Any

“

Step 3 - Select options

The next step is to choose optional actions and restrictions to be imposed on items contained by the rule.
»  Click the 'Options' tab.
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COMO DO wanage Contained Program ? O >

Action |Run Virtually v

The selected containment action will be applied if file properties match the following criteria:

CRITERIA OPTIOMS

Log when this action is performed

[C] Set Restriction Level Partially Limited +

[ Limit maximum memory consumption to |:| MB
[C] Limit program execution time to |:| 5E8CS

The options available depend on the 'Action’ chosen in Step 1.
The 'Ignore' action has the following options:

« Log when this action is performed - Whenever this rule is applied for the action, it will be added to CIS
Containment logs.

- Don't apply the selected action to child processes - Child processes are those started by the target
application.
»  This option is disabled by default, so the ignore rule also applies to child processes.

« Ifenabled, the ignore rule does not apply to child processes. Each child process will be inspected
individually and all relevant rules applied.

The 'Run Restricted' and 'Run Virtually' actions have the following options:
» Log when this action is performed - Whenever this rule is applied for the action, it will be added
to CIS Containment logs

«  Set Restriction Level - When Run Restricted is selected in Action, then this option is
automatically selected and cannot be unchecked while for Run Virtually action the option can be
checked or unchecked.

»  You can select the 'Restriction Level' from the following options:
 Partially Limited - The application is allowed to access all operating system files and
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resources like the clipboard. Modification of protected files/registry keys is not allowed.
Privileged operations like loading drivers or debugging other applications are also not allowed.
(Default)

« Limited - Only selected operating system resources can be accessed by the application. The
application is not allowed to execute more than 10 processes at a time and is run without
Administrator account privileges.

» Restricted - The application is allowed to access very few operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with very
limited access rights. Some applications, like computer games, may not work properly under
this setting.

» Untrusted - The application is not allowed to access any operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with very
limited access rights. Some applications that require user interaction may not work properly
under this setting.

+  Limit maximum memory consumption to - Enter the memory consumption value in MB that the
process should be allowed.

«  Limit program execution time to - Enter the maximum time in seconds the program should run.
Atfter the specified time, the program will be terminated.

The 'Block’ action has the following options:
« Log when this action is performed - Whenever this rule is applied for the action, it will be added
to CIS Containment logs.

* Quarantine program - If selected, the applications satisfying the rule will be automatically
quarantined. See Manage Quarantined Items for more information.

»  Choose the options and click 'OK' to save them for the rule. The rule will be added and displayed in the list.

? it
COMODQOQ Advanced Settings : o x
v General Settings ! .
| 1 | Auto-Containment
w Antivirus
w Firewall Enable Auto-Containment
This option enables automatic containment of executable files and scripts according to the
~ HIPS Ren et
policy defined below.
— Containment
® 1 1 &
Containment Settings Remove MoveUp  Move Down FDif‘;tl Jtli'

A )  Target Q)  Repufatiom
v File Rating Run Virtually Temporary Files  Unrecognized

» Advanced Protection

e All Applications  Maligigus

Website Filtering
O @ slock Suspicious Loca... Any m
O @ slock Containment Fo... Any [ @)
[0 = Ignore Metro Apps Any D
O Run Virtually All Applications  Unrecognized [ @)
I} < > v
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You can move the rule up or down the list to change its priority.
Edit an Auto-Containment Rule
«  Select a rule from the list in the Auto-Containment panel and click 'Edit' from the top.
«  The edit procedure is similar to adding an auto- containment Rule.
« Click 'OK" to save the rule changes.

Important Note: Please make sure auto-containment rules do not conflict. In the event of a conflict, the setting in
the rule that is higher in the list prevails. The 'Reset to Default' button lets you restore the original rules.

6.5.3. Containment - An Overview

«  Comodo Internet Security's container is an isolated operating environment for unknown and untrusted
applications. Comodo has built automatic containment of unknown files into the security architecture of
Comodo Internet Security, complementing and strengthening the Firewall, HIPS and Antivirus modules.

«  Applications in the container cannot make permanent changes to other processes, programs or data on
your 'real' system. They are executed under a carefully selected set of privileges and write to a virtual file
system and registry instead of the real system.

«  After an unknown application has been placed in the container, CIS also automatically queues it for
submission to Comodo Cloud Scanners for automatic behavior analysis.

»  Firstly, the files undergo another antivirus scan using the very latest cloud blacklist.

» Ifthe scan discovers the file to be malicious then it is designated as malware and the result is sent
back to your installation of CIS. The local black-list will also be updated.

« Ifthe scan does not detect that the file is malicious then its run-time behavior will be tested by
Comodo's Instant Malware Analysis (CIMA) servers. If CIMA finds it to be malicious then the file is
manually analyzed by Comodo technicians to confirm it as malware.

« If confirmed as malware, the executable is added to the global antivirus black list. The 'malware’ verdict
is sent back to your installation of CIS and the file will be quarantined.

«  This process delivers the perfect balance between usability and security for unknown files. Unknown
applications can run 'normally’ in the container but are denied any opportunity to damage your computer or
access your data.

6.5.4. Unknown Files: The Scanning Processes

»  When an executable is first run it passes through the following CIS security inspections:
*  Antivirus scan
«  HIPS Heuristic check
«  Buffer Overflow check

- Ifthe processes above determine that the file is malware then the user is alerted and the file is
quarantined or deleted

» An application can become recognized as 'safe' by CIS (and therefore not auto-contained or scanned
in the cloud) in the following ways:

»  Because itis on the local Comodo White List of known safe applications
«  Because the user has rated the file as Trusted" in the 'File List'

» By the user granting the installer elevated privileges (CIS detects if an executable requires
administrative privileges. If it does, it asks the user. If they choose to trust, CIS regards the
installer and all files generated by the installer as safe)

- Additionally, a file is not auto-contained or sent for analysis in the cloud if it is defined as an
Installer or Updater in HIPS Ruleset (See 'Active HIPS Rules' for more details)

+  Cloud Scanning
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Files and processes that pass the security inspections above but are not yet recognized as 'safe'
(white-listed) are 'Unrecognized' files and contained automatically. In order to try to establish
whether a file is safe or not, CIS will first consult Comodo's File Look-Up Server (FLS) to check the
very latest signature databases:

+ Adigital hash of the unrecognized process or file is created.

«  These hashes are uploaded to the FLS to check whether the signature of the file is present on
the latest databases. This database contains the latest, global black list of the signatures of all
known malware and a white list of the signatures of the 'safe’ files.

«  First, our servers check these hashes against the latest available black-list
« Ifthe hash is discovered on this blacklist then it is malware
« The resultis sent back to the local installation of CIS
« Ifthe hash is not on the latest black-list, it's signature is checked against the latest white-list
« Ifthe hash is discovered on this white-list then it is trusted
« Theresultis sent back to local installation of CIS
»  The local white-list is updated
«  The FLS checks detailed above are near instantaneous.

+ Ifthe hash is not on the latest black-list or white-list then it remains as 'unrecognized'.
»  Unrecognized files are simultaneously uploaded to Comodo's Instant Malware Analysis servers for
further checks:

«  Firstly, the files undergo another antivirus scan on our servers.

« Ifthe scan discovers the file to be malicious (for example, heuristics discover it is a brand new
variant) then it is designated as malware. This result is sent back to the local installation of
CIS and the local and global black-list is updated.

« Ifthe scan does not detect that the file is malicious then it passes onto the next stage of
inspection - behavior monitoring.

»  The behavior analysis system is a cloud based service that is used to help determine whether
a file exhibits malicious behavior. Once submitted to the system, the unknown executable will
be automatically run in a virtual environment and all actions that it takes will be monitored. For
example, processes spawned, files and registry key modifications, host state changes and
network activity will be recorded.

- Ifthese behaviors are found to be malicious, the file is submitted to our technicians for further
manual checks and confirmation. If the manual testing confirms it as a malware, then it will be
added to the global blacklist which will benefit all users. The results will be sent back to local
installation of CIS, file will be quarantined and the user alerted.

If the manual analysis confirms the file is safe, then it will be added to global whitelist and results sent back to local
installation of CIS.

6.6.File Rating Configuration

Click 'Settings' > 'File Rating' to open this interface.
+ The file rating area lets you view and manage all trusted, malicious and unrecognized files.

«  File ratings in CIS are obtained from our online file look-up service (FLS). This is a huge database of trust
ratings of known files.

«  When afile is first opened, CIS will consult the FLS to check the file's reputation on our global whitelist and
blacklists.

«  CIS will award Trusted' status to the file if:

«  The application is on our global whitelist of safe files.
«  The application has a 'Trusted' status in the CIS File List
«  The application is from a vendor rated as "Trusted' in the Vendor List
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+  Trusted files are excluded from monitoring by HIPS - reducing hardware and software resource use.

»  Conversely, files which are on the blacklist of harmful files are given a status of 'Malicious'. These files are
quarantined or deleted automatically.

»  Files which are on neither the blacklist nor the whitelist are awarded 'Unrecognized' status.

»  You can review unrecognized files in the File List interface (‘Settings' > 'File Rating' > 'File List').

»  You can also submit unknown files to Comodo for further analysis, or to run an on-demand file-lookup.
The 'File Rating' area lets you:

«  Manually add files to the file list and assign them a rating.
+  Submit unrecognized files for a file look-up, and view all files you have submitted previously.
» View and manage the vendor list, and assign trust ratings to vendors.

«  Click 'Settings' on the CIS home-screen

»  Click 'File Rating":

COMODOQO Advanced settings ? = O b
v General 5ettings n

File Rating Settings
w Antivirus
» Firewall Enable Cloud Lookup (Recommended)
» HIES Analyze unknown files in the cloud by uploading them for instant analysis

(Privacy Policy)

» Containment

Upload metadata of unknown files to the cloud

— File Ratin
7 Do not show popup alerts
This option, when enabled, automatically applies 'Block and Terminate® action to mahware
detected by cloud scanning.
File Groups
Rate applications according to their vendor rating
File List

Trust files installed by trusted installers
Submitted Files
Detect potentially unwanted applications

Vendor List
w Advanced Protection

Website Filtering

Click the following links to jump to the section you need help with:
- File Rating Settings - Configure settings that govern the overall behavior of file rating.
» File Groups - Create predefined groups of one or more file types.
+ File List - View, manage and investigate executable files on your computer and their current trust rating.
»  Submitted Files - View any files already submitted to Comodo for analysis.

« Vendor List - View and manage the list of software publishers. Manually add vendors and assign trust
ratings to them.

6.6.1. File Rating Settings
»  Click 'Settings' > 'File Rating' > 'File Rating Settings'
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+  Afile rating determines how CIS interacts with a file:

« 'Trusted' files are safe to run.
« 'Untrusted' files are malware so they get quarantined or deleted.
» 'Unknown' files are run in the container until they get rated as trusted or untrusted.

« The rating of a file can change over time, especially in the case of ‘'unknown' files. For example, an
'unknown' file might be re-classified as 'trusted' or 'untrusted' after it has been tested.

«  You can also configure whether CIS should auto-upload unknown files to Comodo for analysis.
Open the 'File Rating Settings' interface

«  Click 'Settings' on the CIS home screen.

»  Click 'File Rating' > 'File Rating Settings":

COMODO Advanced Settings ? et B x
v General Settings n

File Rating Settings
~ Antivirus
w Firewall Enable Cloud Lookup (Recommended)
» HIES Analyze unknown files in the cloud by uploading them for instant analysis

(Privacy Policy)

» Containment

Upload metadata of unknown files to the cloud

— File Ratin
9 Do not show popup alerts
This option, when enabled, automatically applies 'Block and Terminate’ action to mahware
detected by cloud scanning.
File Groups
Rate applications according to their vendor rating
File List

Trust files installed by trusted installers
Submitted Files

Detect potentially unwanted applications
Vendor List

w Advanced Protection

Website Filtering

«  Enable Cloud Lookup - CIS checks a file's trust rating on our cloud severs as part of the real-time scan
process. (Default and recommended = Enabled)

« Analyze unknown files in the cloud by uploading them for instant analysis - CIS uploads files with an
‘unknown'’ trust rating to Comodo for further analysis. Our experts will analyze the file, award it a trust rating,
and add it to the global whitelist or blacklist as appropriate. (Default = Enabled)

« Upload metadata of unknown files to the cloud - Metadata is basic file information such as file source,
author, date of creation and so on. If enabled, CIS will also send the file metadata when uploading unknown
files to Comodo (Default =Enabled)

* Do not show popup alerts - Whether or not CIS should show an alert when an unrecognized or malicious
file is detected by the cloud scanner (FLS). (Default = Enabled)

« Enabled - No alerts are shown. This minimizes disturbances but at some loss of user awareness.

CIS will automatically take the following actions based on the file trust rating:
» Unrecognized or Unknown files - These are run in the container as per your auto-
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containment rules. See Auto-Containment Rules for more details.
» Malicious files - Automatically blocked and quarantined.
+ Disabled - A containment alert is shown for unknown and malicious files.
» Unrecognized or Unknown files - The following alert is shown:

COMOI-_,,O Containment 4

WorkingTimeManagerSetup.exe could not be
recognized and requests unlimited access to your @

computer

¥ T WorkingTimeManagerSetup.exe

ks Valerty Sokolov

Run inside the Container (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block

Stops execution of the application above
[ Trust this application

You can choose from these actions:

* Runinside the Container - Executes the program inside the container with limited
access rights

* Run Unlimited - Lets the program run as normal on your computer, outside the container.
The file is added to the file list as a 'Trusted' file. See File List for more details.

»  Block - The program is terminated and not allowed to run.

« Malicious files - The program is automatically blocked and quarantined. You will see the
following type of alert:

I Application Contained

Hide These Alerts Don't Isolate It Again

- Don'tlIsolate It Again - Select this option if you are sure about the trustworthiness of the
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program / publisher.

«  The file will be assigned Trusted' rating in your local file list, and will be allowed to
run without restriction in future. See File List for more details.

« Rate applications according to their vendor rating - CIS will give files the same rating as the trust rating
of the publisher (software creator). For example - if the vendor is trusted, then all files created by the vendor
will be trusted. (Default = Enabled)

« The vendor is the software company who created and digitally signed the file.
»  You can view vendor trust ratings in '‘Advanced Settings' > 'File Rating' > 'Vendor List'.

»  CIS ships with a list of vendors with 'Trusted' status. You can add new vendors to the list and set
your own vendor ratings as required.

«  Click the '"Vendor Rating' link to open the 'Vendor List' screen. See Vendor List for more details.

« Trust files installed by trusted installers - CIS awards trusted status to files whose parent applications
are listed in the 'Installer or Updater' rule in HIPS Rules. (Default = Enabled)

- Detect potentially unwanted applications (PUA) - Antivirus scans will flag applications that:
(i) a user may or may not be aware is installed on their computer
(i) may contain functionality and objectives that are not clear to the user.
Example PUA's include adware and browser toolbars.

PUA's are often installed as an additional extra when the user is installing an unrelated piece of
software. Unlike malware, many PUA's are legitimate pieces of software with their own EULA
agreements. However, the true functionality of the software might not have been made clear to the
end-user at the time of installation. For example, a browser toolbar that tells you the weather may
also contain code that tracks your online activity. (Default = Enabled).

6.6.2. File Groups

+  Click 'Settings' > 'File Rating' > 'File Groups'

»  As the name suggests, a file group is a collection of one or more file types. For example, the 'Executables’
group is a list of file types that can run code on your computer.

«  Once created, file groups can be named as the target of a rule in other areas of CIS. This makes it easy to
add an entire class of files to exclusions, HIPS rules, containment rules and more.

«  CIS ships with a set of predefined file groups. You can also create your own groups and edit existing groups
as required.

Open the 'File Groups' interface
«  Click 'Settings' on the CIS home-screen
«  Click 'File Rating' > 'File Groups":
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COMOD O Advanced Settings ? i & %
v General Settings

r File Groups
w Antivirus

w Firewall * %® o
v HIPS Edit Remave Purge
2 "
v Containment L]  File Groups Q
— File Rating O B B Executables
File Rating Settings 0 Bl & all Applications
0 El & Important Files/Folders
File List ) o
0 El & windows Updater Applications
Submitted Files
[0 E1 F windows System Applications
Vendor List
; : [0 E1 E Temporary Files
~ Advanced Protection
Website Filtering 0 EJ B coMoDO Client Files/Folders
O FE1 E coOMODO Internet Security
O E E coMODO Applications
0 EJ & Startup Folders

Search Option:
«  Click the search icon at upper-right and enter the name of a file group in full or part.
Controls:
The buttons at the top provide the following options:
- Add - Create a new file group. Add files, folders or running processes to an existing group.
Edit - Rename a group. Change the file path of items in a file group.
« Remove - Delete a file group, or specific items in a group.

»  Purge - Runs a check to verify that all files in a group are actually installed at the path specified. If not, the
file or file group is removed from the list.

See the following links if you need more help:

» Create a new File Group

+ Edit the name of an Existing File Group

« Add afile to an existing file group

« Remove existing file group(s) or individual file(s) from existing group
Create a File Group

«  Click 'Settings' on the CIS home-screen

+  Click 'File Rating' > 'File Groups'
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«  Click the 'Add' button and select 'New Group":

r File Groups

r4 % s

Edit Remove Purge
Mew Grou Q i
Files @j
Folders

Running ProceXees

_ \'H
COMODO -cdit property ? X

Choose File Group Mame
| My Confidential Files |

- Create a label for the file group and click 'OK'.
The new group will be added and shown in the list:

COMODO Advanced Settings ? = 0 3
w General Settings
= @ File Groups
w Antivirus
~ Firewall =
v HIPS Remove Purge |

w Containment o File Groups Q
— File Rating [0 E1 E Email Clients l
File Rating Settings 0 EJ B Suspicious Locations
% 0 EJ E shared Spaces
e T . o

1 E Medig.Dlaves

£ My Confidential Files
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Add files or folder to a group
«  Click 'Settings' on the CIS home-screen
+  Click 'File Rating' > 'File Groups'
«  Select the group from the list
+  Click the 'Add' button > Choose from 'Files', 'Folders' or 'Running Processes'
Add individual files or folders

«  Choose 'Files' or 'Folders' from the 'Add" drop-down menu.

COMODO Advanced Settings ? = O b4
w General Settings

- r File Groups
v Antivirus

~ Firewall & " O

~ LIPS Edit Remowve Purge

Containment

LS

File Rating

Running Processes

File Rating Settings Locations

0 £ E shared Spaces

B open >
Look in: | old man files V| e o e B
* MNarne - Date modified Type
; BITStester 25-02-2008 11:33 Compress
Sk e D give_a_dog_a_bone 10-06-2011 15:01 OpenDoai
give_a_dog_a_bone 12-11-201012:19 Text Docu
- ; keylogtest 01-02-2008 13:53 Compress
Desktop =] knack 10-06-2011 15:00 OpenDoc
x knack 12-11-201012:18 Text Docu
™ D knick 10-06-2011 15:00 OpenDoci
Libraries knick 12-11-201012:18 Text Docu
D paddy_whack 10-06-2011 15:00 OpenDoai
s paddy_whack 12-11-201012:19 Text Docu
ThlsPC ; ProcX 14-02-2008 15:37 Compress
: ; 558 14-02-2008 15:39 Compress
* < >
Metwork
File name: | o | I Qpen
Hescitps:  [AlFies () T e

- Navigate to the file or folder you want to add to the group. Click 'OK'
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[1 £l & Media Players

1 = My Confidential Files

L] — [F] Chold man files\give_a_dog_a_bone.exe
[] — [z Chold man files\knack.exe

[] — [z Chold man files\knick.exe

O] — [z Chold man files\paddy_whack.exe

> Repeat the process to add more files or folders.

Add an application from a running process

«  Click the 'Add' button then 'Running Processes'
« This opens a list of processes currently running on your computer:
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£
Remove Purge
Mew Group Q i
Files
Lk Downloaders
Running Processes
COMODO serowse for Processes ! *
Application PIC
b cis.exe 4204 ol
- Cis.Exe 4712
4 {5 cis.exe 2580
4[5 ciz.exe 4312
4 @' Wermgr.exe 15458
- taskhostw.exe 1332
| 4 dugiadaptercache.exe 2240
4 sihost.exe 3232
4 taskhostw.exe 3932
i - svchost.exe 1008
4 ctfmon.exe 3924
4 svchost.exe 1168
| 4 svchost.exe 108
- svchost.exe 260
| 4 svchost.exe 1660
4 svchost.exe 844
4 svchost.exe 1280 W

«  Select the desired process. The parent application of the process will be added to the group.
«  Click 'OK..
Edit an item in the Files Groups list

+  Select the item from the list and click the 'Edit' button. The 'Edit property' dialog is shown:
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COMODO cedit property ? X

Edit File Path
CA\Windows\System32\RuntimeBroker.exe

«  Edit the file path if required and click 'OK'.
Delete a file group or an individual file from a group

« Toremove a file group, select it from the list and click the 'Remove' button.

r File Groups

9]

Purge

......

B2 [ File gownloaders
| Pgfudo File Downloaders
1 E)fFile Archivers

I Sandbox Folders

[+l Browser Plugins

O o o o o o o d

1 [+ Media Players

~ | [+ My Confidential Files

« Toremove an individual file from a group - expand the group by clicking '+' at the left of the group, select the
file to be removed and click the 'Remove' button.

+  Alternatively, right-click on a file and choose remove from drop-down menu.
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6.6.3. File List
»  Click 'Settings' > 'File Rating' > 'File List'

The file list is an inventory of executable files and applications discovered on your computer. The list also shows the
file vendor, the date the file was discovered, and the file's trust rating.

CIS rates files as:
o Trusted
»  Unrecognized
+ Malicious

Trusted Files

Files can be awarded a 'Trusted' status in the following ways:

»  Cloud-based file lookup service (FLS) - When a file is first opened, CIS will check the file's reputation on
our global whitelist and blacklists. It will award trusted status if the file is on the global whitelist of safe files.

«  Vendor rating - The application is from a software publisher who has a "Trusted' status in the Vendor List
» User Rating - You can manually assign a trusted rating to a file as follows:

+  Click 'Settings' > 'File Rating' > 'File List'

«  Select the target file then click the 'File Details' button

+  Click the 'File Rating' tab

»  Click the 'Rate Now' link

+  Setthe rating as 'Trusted'

+ Click 'OK'

»  See change the file rating in File Details if you want more help on this.

Unrecognized Files

«  Once installed, HIPS monitors and verifies all file activity on your computer.

«  Every new executable file is first scanned against the virus blacklist (known 'bad' files) and the file whitelist
(known 'good' files).

« Ifthe file is on neither list it is given an 'Unrecognized' file rating.

»  Any executable that is modified is also given 'Unrecognized' status. This protects you against malware
changing the behavior of a previously trusted application.

You can review pending files to determine whether or not they are to be trusted. If they are trustworthy, they can be
given a 'Trusted' rating. See 'Change the file rating' for more details. You can also submit files to Comodo for
analysis. Experts at Comodo will test the files and add them to global white-list or black-list accordingly.

Malicious Files
Files identified as malware are given a 'Malicious' rating, and are blocked and quarantined.
Open the 'File List' interface

«  Click 'Settings' on the CIS home-screen

+  Click 'File Rating' > 'File List":
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COMODQO Advanced Settings 3 o x
v General Settings "
File List
w Antivirus
i View details and manage rating of known executables.
~ Firewall
Show files ‘ Executables v‘ | Quarantined and not quarantined
w HIPS
» Containment
+ F.d x Q v (] H
— File Rating Add File Details Remove Lookup... Submit Exchange Purge
A
File Rating Settings O Filz path Q. Company O FirstObserved (3]  Rating ) i P
File Groups | 3;; C\Astrolog\As... 4/11,/2019 4:00:55 PM Trusted
e O @ C\Windows\s.. Microsoft Win... 4/11/2018 4:00:08 PM Trusted
Submitted Files .
O C:\Program Fil... 4/11/2019 3:50:44 PM Trusted
Vendor List
O ) c\Windows\s... Microsoft Win... 4/11/2019 3:45:45 PM Trusted
w Advanced Protection
O @ C\Suspicious\... Threatstar B.V.  4/11/2019 3:20:28 PM Trusted
Website Filtering
O [ c\Windows\.. Microsoft Dyn.. 4/11/2019 3:09:40 PM Trusted
O & C\Windows\s.. Microsoft Win... 4/11/2018 3:07:17 PM Trusted
O @ C\Windows\S.. Microsoft Win... 4/11/2018 2:56:57 PM Trusted
L

The file list shows applications and executable files discovered on your computer.
«  File Path- The location of the file on your computer
»  Company - The software vendor that published/created the file
« First Observed - Date and time at which the file was first discovered by CIS.
File Rating - Current trust rating of the file. The possible values are:

e Trusted
»  Unrecognized
+ Malicious

Files are rated based on the following, in order of priority:
1. Administrator rating - only applies if your CIS installation is remotely managed by an administrator).
2. User rating - A rating that you or another user awarded to a file.
3. FLS rating - The rating of the file on Comodo's online file look-up service (FLS).

There are three ways you can set user rating for a file:

1. Right-click on a file in the file list

»  Click 'Settings' on the CIS home-screen

Click 'File Rating' > 'File List'

* Right-click on a file > Select 'Change File Rating to' > Choose a new rating:
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co MOD O Advanced Settings ? Fiit O e

w General Settings .
File List
~ Antivirus

View details and manage rating of known executables.

~ Firewall
Show files ‘ Executables v‘ | Quarantined and not quarantined *
~ HIPS
~ Containment
+ r4 »® Q v (] 3]
— File Rating Add File Details Remove Lookup... Submit Exchange Purge
A
; : ; A
File Rating Settings O File path Q. Company O, FirstObserved  [f]  Rating hi
File Groups @ C\Suspicious)... Threatstar B.V. 4/11/2019 3:20:28 PM Trusted
Add >
O @ c\Windol | e petaie 11/2019 3:00:40 PM Trusted
Submitted Files = O Remove L e 217 on P
Lookup...
Submit
Exchange >
Jump to Folder
Jump to Quarantine

Change File Rating to P Unrecognized
Purge @rusted
Malicious

2. In the file rating column
«  Click on the rating of a file in the 'Rating' column

«  Choose a new rating from the options:

] C:\Program Fil... 1171172016 3:05:22 M WG Trusted
O] C:\Users\Admi.. 11/11/2016 2:34:06 PV [¥Q Trusted
Unrecognized
N CAWindows\... 172016 20418 eM [T oo
) ) Malicious
] CAWindows\,. 11772016 122819 ... [y
3. From the 'File Details' dialog.

«  Select afile in the file list
»  Click the 'File Details' button at the top
+  Click the 'File Rating' tab

«  Click the 'Rate Now' link
«  Setthe rating as required
«  Click 'OK'

Context Sensitive Menu

» Right-click on a file to open a context sensitive menu that allows you to view the 'File Details' dialog, remove
the file from the list, submit the file to Comodo for analysis and more.
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co MOD O Advanced Settings ? Fiit O e

v General Settings .
File List
w Antivirus

: View details and manage rating of known executables.
Firewall

X

Show files ‘ Executables v‘ | Quarantined and not quarantined *

v HIPS

Containment

£

L & » Q v (] '3

File Rating Add File Details Remaowve Lookup... Submit Exchange Purge

A

File Rating Settings O File path Q. Company O FirstObserved  [f] Rating T
File Groups @ C\Suspicious\... Threatstar B.V. 4/11,/2019 3:20:28 PM Trusted
| | Add N
] & cAWindo| EleDitE 11/2019 3:09:40 PM ¥4l Trusted
c nitted Eiles — . Remove .
Lookup...
Submit
Exchange >

Jump to Folder
Jump to Quarantine

Change File Ratingte »

Purge

»  Add - Manually add a file to the list and specify its trust rating

» File Details - View information about the selected item. You can also set the file rating from here.

* Remove - Delete files from the list.

»  Lookup - Check the file-lookup server for more details about the file, including the latest trust rating.
+  Submit - Uploads selected item to Comodo for analysis.

« Import - Add files to the list from an XML file

»  Export - Save the current list as an XML file

« Jump to Folder - Opens the folder containing the file in Windows Explorer.

« Jump to Quarantine - Opens the '‘Quarantine’ interface of CIS to view or restore the file. Available only for
items moved to quarantine. See Manage Quarantined Items for more details.

» Change File Rating to - Set user defined trust rating to the file.

«  Purge - Check that all files in the list are still installed at the path specified. If not, the file is removed from
the list.

Sorting, searching and filtering options
Sort option

«  Click any column header to sort the items in alphabetical / ascending / descending order of entries in that
column

Search options

You can use the search option to find a specific file based on the file path, file name or the publisher, from the list.
Also, you can filter the list of files based on the installation/storage date and 'File rating'.

«  Click the search icon at the far right in the 'File path' and/or 'Company' column header.
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L 4 % Q v R 'y}

Add File Details Remove Lockup... Subrmit Exchange Purge
A

r
[ Q Search » Q Search b4 First Observed [T Rating .;.

M M c\Windows\Sys... Microsoft Windows A£12/2017 4:35:49 AM M 1rusted

»  Enter the file path and/or the name of company in part or full as per the selected criteria in the search field

The result for the entered criteria will be listed automatically. Click the X" icon to clear the search criteria and display
all the items again in the list.

Filter options

«  The 'Show files' filters on the top lets you select whether you want to view only executables, non
executables, or all files:

COMODO Advanced Settings ? i O ¥

% General Settings "
File List
w Antivirus

View details and manage rating of known executables.

w Firewall
Show files ‘ Executables v‘ | Quarantined and not quarantined v|
~ HIPS : T
[ Executables
< o B s _
All types
«  Select the file type from the drop-down on the left
»  Select whether you want to view only items moved to quarantine, items not moved to quarantine,
or all files:
: ? — ] *
COMODO Advanced Settings
~ General Settings N
. File List
~ Antivirus
: View details and manage rating of known executables.
w Firewall
Show files | Executables * | Quarantined and not quarantined v|
v HIPS : .
Quarantined ]

f

Not quarantined @
Quarantined and not quaranti

«  Only the items that meet the criteria chosen from the filters are shown in the file list.
»  Click the calendar icon at the right of the 'First Observed' column

»  Choose the time period you require
«  This will show only those files discovered in the time-frame you set:
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R4 » Q v L‘1
File Details Remove Lookup... Subrmit XC han;n—
File path Q| | Q Search X | - First Dbﬂeweo Rating
D C:I\Prﬂgrﬂ |:§-:I (Mo filtering) Tru:
© Within last |1 E|hour(s) =
B C\Windoy Tru
i) Except last | 1 = ||hc|ur|j5] -
® CAWindot = Today Tru:
B C\Windoy ™) Current week Tru
™ Current month
Ch\Progra +
= iy ™) Within the period of . "B
ﬁ C:AWindoy 04 /07 f 2017 - 04 /07 f 2017 L
7 C:\Program.. Comodo SecurityS.. 4/7/2017 4:20:43 AM WA -

Click the funnel icon at the right of the 'File Rating' column to filter files by rating:

R 0
Exchange Purge
4
. Observed 71 - Rating 7\ o
| L
4/2016 4:43:54 PM [] Trusted

Unrecognized
0/2016 2:02:07 AM E y
I Malicious

7/2016 11:42:16 AM E Unrecognized

7/2016 11:54:25 AM 3 unrecognized

Control Buttons

The buttons at the top provide the following options:

File List

View details and manage rating of known executables.

L r x Q v (VA O
Add File Details Remove Lookup... Submit Exchange Purge
A
[1 File path Q. Company Q. First Observed 1] = Rating T &
O C\Program Files (x86)\...  Crawler, LLC 11/17/2016 11:54:25 AM n Unrecognized
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Add - Manually add a file to the list and specify its trust rating

File Details - View information about the selected item. You can also set the file rating from here.
Remove - Delete files from the list.

Lookup - Check the file-lookup server for more details about the file, including the latest trust rating.
Submit - Uploads selected item to Comodo for analysis.

Exchange - Consists of two options (Import and Export).

« Import - Add files to the list from an XML file
«  Export - Save the current list as an XML file

Purge - Check that all files in the list are still installed at the path specified. If not, the file is removed from
the list.

Manually add files to 'File list'

Click 'Settings' on the CIS home-screen
Click 'File Rating' > 'File List'
Click the 'Add' button at the top

+ & X
Add File Details Remowve
Files Q
Folders

Running Processes les (x88)\...

L] Em C\Program Files (x86)\...

Tip: Alternatively, right click inside the 'File List' page and choose 'Add' from the context sensitive menu.

You can add three types of item:

Files - Browse to the file you want to add and assign a rating.

Folders - Browse to the folder you want to add an assign a rating. All files in the folder will inherit the rating
you gave to the folder.

Running Processes - Select a currently active process and assign a rating. The parent application of the
process will be added to the file list with the rating you assign.

View the 'File Details' and change the rating

Click 'Settings' on the CIS home-screen
Click 'File Rating' > 'File List'
Select a file and click the 'File Details' button.
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File List

View details and manage rating of known executables.

Show files | All types | | Quarantined and not quarantined »

+ K4 A Q v e/ >
Add File Details Remove Lockup... Subrnit Exchange Purge
Al
5 ¥ B M
1] File path Q. Company (. First Observed [f] = Rating h i
@ B C\Useps\a \.. 4/11/2019 23812 PM  [F8 Unrecognized
O ¥ c\astjologias... 4/11/2019 4:00:55 PM Trusted
I—_l "',‘.'.""1 :ﬂ:.'.':_:_.': :!_?.. E- 5 -\.r::.._?:-?n -_l.-'..\ A1 :“-'1; _|.ﬂ."\.':\.'_: DA m S I T |
COMODO File petails ? X
OVERVIEW FILE RATING
PHGFH . .
?ﬂ File Name: Jump to Folder

Ei | astbdwin.exe

File Rating: Unrecognized
First Observed: 4/11/2019 2:38:12 PM
Last Quarantined: (n/a)
Certificate Signer: (n/a)
Origin: Internet
Created by: chrome.exe
File Hash (SHA-1): 6784624CER4AAGOER31CRIEAGOTEIE033EE4060C

| Reset COMODO Info |

Tip: Alternatively, right click on the selected file inside the 'File List' page and choose 'File Details' from the context
sensitive menu.

The 'File Details' dialog will open. The dialog has two tabs:
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«  Overview
+ File Rating
Overview

The 'Overview' tab shows general details such as the file rating, discovery date, hash value and publisher (signer):

COMODO File Details Sl
COVERVIEW FILE RATING
PRGFY )
% File Name: Jump to Folder
astbdwin.exe
File Rating: Unrecognized
First Observed: 41172019 2:38:12 PM
Last Quarantined: (nfa)
Certificate Signer: (n/a)
Crigin: Internet
Created by chrome.exe
File Hash (SHA-1): 6784624 CEBAAMGOERI1CO3EAGOTEZB033EE4060C

| Reset COMODO Info |

«  Click the file name to open the Windows 'File Properties' dialog.

«  Click 'Jump to folder' to open the folder containing the file in Windows Explorer, with the respective file

selected.
»  C(Click 'Reset COMODO Info' to refresh the information from Comodo FLS database
File Rating

Shows the file's current trust rating from Comodo and lets you set your own rating:
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COMOD O File Details K
OVERVIEW FILE RATI
Final Rating: Unrecognized
Provider Drate File Rating
User Rate Mow
Comodo H Unrecognized

Change the user rating of the file
«  Select the file from the 'File List' pane and click the 'File Details' button
«  Click the 'File Rating' tab from the 'File Details' tab

«  Click the 'Rate Now' link beside 'User' and choose the rating from the drop-down

COMOD O File Details Eox
OVERVIEW FILE RATIP
Final Rating: Unrecognized
Provider Date File Rating
User __Rate Mow
Unrecognized
Comodo E Trysted
{ ious

The options available are:
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» Trusted - The file(s) will be assigned the Trusted' status and allowed to run without any alerts

»  Unrecognized - The file(s) will be assigned the 'Unrecognized' status. Depending on your HIPS
settings, the file(s) will be allowed to run with an alert generation.

«  Malicious - The file will be deleted or placed in quarantine and will not be allowed to run.

COMODO File Details Bn
OVERVIEW
Final Rating: Trusted
Provider Date File Rating
User 4/11/2019 5:03:56 PM Trusted
Comodo ﬂ Unrecognized

«  Click 'OK"in the 'Files Details' dialog

«  The trust rating of the file will be updated for the file with the user rating in the 'File List' interface.
»  You can change the rating for the file at anytime by following the same process

Tip: Alternatively, right click on a file then choose 'Change File Rating to'

« Click 'OK"in the 'Advanced Settings' interface to save your settings.
Remove files from the File list

»  Click 'Settings' on the CIS home-screen

Click 'File Rating' > 'File List'

«  Select the file(s) to be removed

»  Click the 'Remove' button at the top. The file(s) is / are only removed from the list and not deleted from your
system.

Tip: Alternatively, right click on a file then choose 'Remove' from context sensitive menu.

«  Click 'OK' for your changes to take effect.
Perform an online lookup for files
«  Click 'Settings' on the CIS home-screen
»  Click 'File Rating' > 'File List'
«  Select the file(s) to be checked from the 'File list' pane.
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+  Click the 'Lookup..." button at the top from the 'File list' pane.

Tip: Alternatively, right click on a selected file, then choose ‘Lookup' from the context sensitive menu.

Comodo servers will be contacted immediately to conduct a search of Comodo's master safe list database to check if
any information is available about the files in question and the results will be displayed.

File List

View details and manage rating of known executables.

Show files |AII types v| ‘ Quarantined and not quarantined -

File Details Remove Lookup... Submit Exchange Purge
r
] | = File path Q.| Compan Ol First Observed 71| Ratin o
P pany g
O ChSuspicioushh...  Threatstar B.Y. A4/11/2019 3:20:28 PM Trusted
¥ CASuspicious\ke... 4/11/2019 5:20:52 PM vl Trusted
p
I D c\Suspicious\Pr.. 4/11/2019 5:21:11 PM Trusted
[l CAUsers\giiM\A...  Microsoft Wihd... 4/11/20195:20:117 M W@ Trustec
COMODO ook A/ e
1 00% CASuspiciousikeylogtest\keylogtest.exe
File Name Rating
4 ProcX.exe G”/ Trusted
[ keylogiestexs @ Trusted

X CLOSE

If any malicious or unwanted file(s) is/are found, you will be given an option to delete the file from your computer on
closing the dialog.
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There are malicious files in your list. Would you like to

delete them now?

«  Click 'Yes' to permanently delete the malicious file(s) from your computer.

« Ifafile is found to be safe, it will be indicated as "Trusted"' with a green icon. You can change its rating from
the File Details dialog. See changing the file rating in File Details for more details.

« Ifnoinformation is available, it will be indicated as 'Unknown' with a yellow icon. You can submit the file to
Comodo for analysis. See explanation below for more details.

Manually submit files to Comodo
«  Click 'Settings' on the CIS home-screen
Click 'File Rating' > 'File List'
«  Select the file(s) to be submitted from the 'File List' pane.
«  Click the 'Submit' button at the top from the 'File List' pane. The file(s) will be immediately sent to Comodo.

Tip: Alternatively, right click on a selected file, then choose 'Submit' from the context sensitive menu.

You can view the list of files you submitted so far, from the 'Submitted Files' panel.
Export and Import the File List

You can save the list of files with their currently assigned ratings to an XML file and store it in a safe place. This is
useful to restore your list if you have to uninstall/reinstall CIS, or if you want to implement the same list on another
machine that has CIS installed.
Export the File List

»  Click 'Settings' on the CIS home-screen

Click 'File Rating' > 'File List'

«  Click the 'Exchange' button at the top of the 'File List' pane then select 'Export' from the menu

Tip: Alternatively, right click inside the 'File List' page then select 'Exchange’ > 'Export'

« Navigate to where you want to store the exported list and click ‘Save'.

The file will be created and saved. You will be given an option to view the folder containing the XML file for
confirmation.
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CO M O D O Internet Security x
The export file has been created.
Would you like to open the containing folder?

To import a saved file list

«  Click the 'Exchange' button at the top of the 'File List' pane, then select 'Import' from the menu.

Tip: Alternatively, right click inside the 'File List' page then select 'Exchange' > 'Import'

- Navigate to the location of the XML file containing the file list and click 'Open'.
The 'File List" will be populated as per the imported 'File List'.

6.6.4. Submitted Files
»  Click 'Settings' > 'File Rating' > 'Submitted Files'

«  The 'Submitted Applications' area lets you review and manage the files that you have uploaded to Comodo
for analysis.

»  You can submit suspicious, unknown or false-positive files for analysis. 'Unknown' files are those
that do not yet have a trust rating. 'False positives' are files you think CIS has incorrectly classified
as malware.

»  Once uploaded, our automated systems test the file to establish whether or not it is trustworthy. After the
automated tests, the file is manually inspected by our technicians and added to the global whitelist or
blacklist as appropriate.

Tip: You can have CIS automatically submit unknown files to Comodo for analysis. To set this up:
+  Click 'Settings' > 'File Rating' > 'File Rating Settings'
«  Enable 'Analyze unknown files in the cloud by uploading them for instant analysis'
+ Click 'OK'

Open the 'Submitted Files' interface
»  Click 'Settings' on the CIS home screen
«  Click 'File Rating' > 'Submitted Files' on the left:
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COMODO Advanced Settings ! O X
w General Settings '

i |§| Submitted Files
v Antivirus
~ Firewall " o
w HIPS Clean Refresh
v Containment Path Q. Submitted Submitted As Q. Cloud Service Q
— File Rating [a5] CASuspicious\wildfire-test-... 4/12/2019 10... contained FLS

File Rating Settings
File Groups

File List

Vendor List
~ Advanced Protection

Website Filtering

COMODO Privacy Policy

B

«  Path - The location of the file on your computer
«  Submitted - Date and time the file was uploaded for analysis;

»  Submitted As - The status under which the file was uploaded. Examples include 'automated' and
'contained'.

«  Cloud Service- The name of the Comodo cloud service to which the files were submitted. This is usually
the file look-up server (FLS), or Comodo Valkyrie. Valkyrie is Comodo's automated file-testing service.

Context Sensitive Menu

+ Right-click on a file to view further options:

I% Submitted Files

® £
Clean Refresh
Path Q. Submitted Submitted Az ©  Cloud Service Q
= ChSuspicious\wildfire-test-... 4/12/2019 10... contained FLS
Clean
Refresh

Jump to Folder

«  Clean - Clears the file list
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* Refresh - Reloads the list to show recently submitted items
» Jump to Folder - Opens the directory in which the file is located
You can also use the buttons at the top to clean and refresh the list:

{_;b Submitted Files

Pat

C Submitted

Submitted &s O

Cloud Service

Q

[m5] CASuspicious\wildfire-test-...  4/12/2019 10.... contained FLS

Sort and search options

«  Click any column header to sort items in order of the entries in that column

«  Click the search icons in each column header to find items by file path, 'submitted as', or 'cloud service":

l{_}ﬂ Submitted Files

» 3

Clean Refresh

= | C Search x Submitted Q Search » Q b4

«  Click the 'X"icon to clear search criteria and display all items.

6.6.5. Vendor List
+  Click 'Settings' > 'File Rating' > 'Vendor List'
There are three ways that a file can be treated as safe in CIS:
» Thefile is on the Comodo safe list (a global white-list of trusted software)
»  The user has assigned 'Trusted' rating to the file in the CIS file list ('Settings' > 'File Rating' > 'File List)

« Thefile is published and signed by a trusted vendor. The 'vendor' is the software company that created the
file.

With regards to vendor settings, CIS handles unknown files as follows:
« Thefile is allowed to run normally if:
« The vendor rating is 'Trusted' AND you have enabled 'Rate applications according to their vendor
rating' in File Rating Settings
« Thefile is run in the container if:

» The vendor rating is 'Unrecognized' AND you have enabled 'Rate applications according to their
vendor rating' in File Rating Settings

« The vendor is not in the vendor list (regardless of whether you have enabled 'Rate applications
according to their vendor rating)

»  Thefile is blocked and quarantined if:
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»  The vendor rating is 'Malicious' AND you have enabled 'Rate applications according to their vendor
rating' in File Rating Settings

Vendor List

«  CIS ships with a list of trusted vendors who have a reputation of creating legitimate, safe software. CIS
allows unknown files which are digitally signed by one of these vendors to run.

»  Click 'Settings' > 'File Rating' > 'Vendor List' to view this list of trusted vendors.

«  You can also add new vendors, and change the rating of existing vendors. User ratings supersede the
Comodo rating.

«  Software publishers can get themselves added to trusted vendors by contacting Comodo with their software
details. Click here to read more about the trusted vendor program.

«  Click here to read background information on digitally signed software.
Open the 'Vendor List' interface

»  Click 'Settings' on the CIS home-screen
Click 'File Rating' > 'Vendor List":

COMO DO Advanced Settings ? = O b4

w General Settings

i é § Vendor List
w Antivirus

v Firewall ; ® Q
~ HIPS Remove Lookup...
Fl
L e T [0  Vendor Q. RatedBy T Last Modified [§1 Rating o
— File Rating O Beijing Huahong Inte... Comodo 4/11/2019 1:58:10 PM Trusted
File Rating Settings ABB S.p.A. Comodo 4/11/2019 1:58:10 PM Trusted
e [0  Baidu Online Networ.. Comodo 4/11/2019 1:58:10 PM Trusted
File List
[0  Bopsoft (Zaozhuang).. Comodo 4/11/2019 1:58:10 PM Trusted
Submitted Files
[0 cs@amedtecde Comodo 4/11/2019 1:58:10 PM Trusted
; [0 DURKIN ADDONSC.. Comodo 4/11/2019 1:58:10 PM Trusted
w Advanced Protection
Website Filtering O Efficient Learning Sys... Comodo 4/11/2019 1:58:10 PM Trusted
0  Five Senses Educatio.. Comodo 4/11/2019 1:58:10 PM Trusted
O Intel(R) Software Dev... Comodo 4/11/2019 1:58:10 PM Trusted
0  JPMorgan Chase Ban.. Comodo 4/11/2019 1:58:10 PM Trusted

The interface allows you to:
» Add a new vendor to the list
»  View details of vendors and assign user rating
+  Perform an online lookup for vendors

+ Remove vendors from the list
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Column Descriptions:

«  Vendor- The name of the software publisher

» Rated By - The entity that assigned the rating you see in the 'Rating' column. This can be '‘Comodo' or
'User rating.

» Last Modified - Date and time the rating was most recently updated.
« Rating - Current trust rating of the vendor. The possible values are:

o Trusted
»  Unrecognized
« Malicious

«  Click on the rating to assign a new rating
»  CIS obeys user ratings over and above Comodo ratings.
There are three ways you can set a vendor rating:

1. Right-click on a vendor in the 'Vendor List'

»  Click 'Settings' on the CIS home-screen
+  Click 'File Rating' > 'Vendor List'
»  Right-click on a vendor > Select 'Change File Rating to' > Choose a new rating:

COMODQO Advanced settings ? = O x

w General Settings

i kg § Vendor List
Antivirus

W
w Firewall P ® Q
Vendoi S L
~ HIPS . E]ter;a”; Remaove Lookup...
i L el
& Canlinrbnt [0 = vendor Q. RatedBy T Last Modified 5] Rating Y
— File Rating O  videolq Comodo 4/11/2019 1:58:10 PM Trusted
File Rating Settings VideoLAN Comodo 4/11/2019 1:58:10 PM Trusted
: Add -
File Groups . e
O videology |, . p. .o 4/11/2019 1:58:10 PM Trusted
File List ) Rerane
O  videoMo 4/11/2019 1:58:10 PM Trusted
Submitted Files | __FD?kUp'" St =
[0 VIDEOPAR Change File Rating to b Unrecognized P PM Trusted
. Reset User Rating | Truste o

Malicious

2. In the file rating column

»  Click on the rating of a vendor in the 'Rating' column
»  Choose a new rating from the options:
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COMODQO Advanced settings ? = O x

w General Settings

- é § Vendor List
w Antivirus

£

Firewall P

& ® Q
Vendor S o
v HIPS . Details Remove Lookup...
I & ~
w Containment [ = Vendor Q. RatedBy 7 Last Modified Rating Y
— File Rating O  videodesk SA Comodo 4/11/2019 1:58:10 PM Trusted
File Rating Settings 0 videotgg Comodo 4/11/2019 1:58:10 PM Trusted
e videolQ User smpeovrsenopm [l unrecognized
File List | Unrecognized F
0 VideoLaN Comodo 411172010 15810 M

| Trusted
I: l'\u’laliciougl;Iﬂj

3. From the 'File Details' dialog

«  Select a vendor in the file list
+  Click the 'Vendor Details' button at the top
«  Click the 'Vendor Rating' tab
«  Click the 'Rate Now' link beside 'User'
«  Setthe rating as required
+  Click'OK'
Context Sensitive Menu

+ Right-click on a vendor to open a context sensitive menu that allows you to view the 'Vendor Details' dialog,
assign a rating to a vendor, add / remove vendors, and more.

‘QE § Vendor List

r4 ® Q
%Eé 12 ﬁ'; Remove Lookup...
: : ~
] Vendor ' RatedBy T | Last Modified 71 Rating T
L] VideoEgg Comodo 4/11/2019 1:53:10 PM vl Trusted
VideolQ e = 4/12/2019 2:26:43 PM vl Trusted
[
[  VideoLAN e g 4/12/2019 2:26:43 PM W4 Trusted
Remove
Lockup...
Change File Rating to »
Reset User Rating

« Add - Manually add a new vendor to the vendor list. You can select an executable file or a currently running

Comodo Internet Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 426



Comodo Internet Sg_gurity"’f’U'éé rGuide <omMoze

!

process to add the publisher who signed that file to the list.

» Vendor Details - View the information about the vendor. You can also assign user defined trust rating to the
vendor

«  Remove - Delete the vendor from the list
»  Lookup... - Check details of the vendor from the master Comodo trusted vendor list
« Change File Rating to - Set user defined trust rating to the vendor
« Reset User Rating --Clear user rating and reinstate Comodo rating
Controls

The buttons at the top provide the following options:

‘rg § Vendor List

K4 Q
Eeéjcgﬁ'; Remove Lockup...
] Vendor _EJ;_Ra'ted By T Last Modified 1] Rating T
L] Videodesk SA Comodo 4/11/2019 1:58:10 PM vl Trusted
M . - . .

+ Add - Manually add a new vendor to the list. You can add a vendor by simply selecting a file or a running
process. CIS will extract the publisher who signed the file/process.

« Vendor Details - View information about the selected vendor. You can also set your own trust rating for the
vendor from here.

«  Remove - Delete selected vendors from the list.
«  Lookup... - Check details of a vendor on Comodo's online trusted vendor list
Sort, Search and Filter options
»  Click any column header to sort the list in order of the entries in that column
»  Click the search icon in the 'Vendor' column header to look for specific vendors
»  Click the calendar icon in the 'Last Modified' column header to filter vendors by date modified:
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(o]
15?12{?; Remove Lookup...
] Vendor €. RatedBy T Last Modified 71 ) Rating ¥ |
S’

[0  Videodesk sa @ (Nofiltering) Trusted

O Within last |1 $l|hourfs)
[0  videoEgg Trusted

() Except last | 1 = || hour(s) |+
VideolQ () Today B4 Trusted

() Current week
() Current month

() Within the period of

s 199 =m0 [
| s L , [

[
e
s

L 8

Click the funnel icon in the 'Rated By' / 'Rating' columns to filter vendors by trust rating, and by who
assigned the rating:

é § Vendor List

& [ Q
Detsite  Remove  Lookup..
] Vendor (O, Rated By @ Last Modified 71 Rating T
[l videodesk sa [] User 4/11/2010 1-52-10pm A 1
[] Comodo

Add a new vendor to the list

»  You can add vendors simply by browsing to a file they have digitally signed
«  CIS will read the vendor's signature from the file and add them to the list
+  You can then assign your own rating to the vendor

There are two ways to add vendors:

» Specify an executable file on your local drive
» Select a currently running process

Add a vendor by reading the vendor's signature from an executable

«  Click 'Settings' on the CIS home-screen
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+  Click 'File Rating' > 'Vendor List'

«  Click the 'Add' button at the top and select 'Read from a signed executable'

« Alternatively, right-click inside the vendor list and select 'Add' > 'Read from a signed executable'

COMODO Advanced Settings

w General Settings
}F § Vendor List

~ Antivirus

w Firewall »

v HIPS Remuove

v Containment Read from a Signed Expcutable By

Q

Lookup...

Y.

Last Modified

— File Rat odo 4/11,/20719 1:58:10 P!
GpenF x
« v « Local D, » Program Files v Search Program Files 2

Organize + Mew folder == ~ [H e
s
B Desktop E Bl Mame Date modified Type ®
[ ¥ Downloads ¢ Common Files 12-04-201205:08  File fol
Documents  # COMODO 11-04-201913:57 File fal
&= Pictures - CUAssistant 12-04-2019 08:50 File fol
J'g Music internet explorer 12-04-2018 14:46 File fal
ald man files rempl 11-04-2019 17:05 File fol
.. VideolAN 12-04-2019 14:08 File fal
Suspicious
Windows Defender 12-04-2018 1446 File fol
Bl Videos i I . .
Windows Defender Advanced Threat Pro...  12-04-2012 14:51 File fol
& OneDrive Windows MMail 12-04-2018 05:08 File fal
e Windows Media Player 12-04-2018 1446 File fal
o ifEal Windows Multimedia Platform 12-04-2018 05:08 File fol
iF Network windows nt 12-04-2018 05:08 File fol w
- v € >
File name: w | ! Executable Files (".exe, *.dll, .00 ~ i
| Open Ivl : Cancel :

« Navigate to the executable file whose publisher you want to add to the vendor list and click '‘Open’.
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CIS checks that the .exe file is signed by the vendor and counter-signed by a Trusted CA. If so, you can add the

vendor to the list by assigning your trust rating'.
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COMODO Addvendor 7 X

Add Viber Media 5.a rl. to the Vendor List with the
following rating:

@ Trusted
O Unrecognized

(O Malicious

«  Choose your rating and click 'OK'
«  The vendor will be added to the list with your rating.

If the vendor is already on the list you will be notified:

COMOD O intemet security X

@ Viber Media 5.4 r.l. is already on the list.

You can assign your own rating to the existing vendor:

COMODO Addvendor ? X

Add Viber Media 5.a r.l. to the Vendor List with the
following rating:

® Trusted
O Unrecognized

O Malicious

«  Choose your rating and click 'OK'
«  The user rating for the vendor will be assigned as you set.

« If CIS cannot verify that the software certificate is signed by a Trusted CA then it does not add the software
vendor to the vendor list. In this case, you can see the following error message.
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@ The file does not seem to be a valid signed executable.

Add a trusted vendor from a currently running process
»  Click 'Settings' on the CIS home-screen
«  Click 'File Rating' > 'Vendor List'
»  Click the 'Add' button at the top and select 'Read from a Running Process'
« Alternatively, right-click inside the vendor list and select 'Add' > 'Read from a Running Process'
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COMOD O Advanced Settings

w General Settings

L \F § Vendor List
v Antivirus

Firewall *® a

£

Vendor
w HIPS > Details

Remove Lookup...

Rt et Read from a Signed Executable By T Last Modified

Read from a Running Progess

— File Rating odo 4/11/2019 1:58:10 P!
co MOD O Browse for Processes 7 x
Application FID
4 5] NisSrv.exe 5304 o
4 8] sychost.exe 1312
4 [E] Skypefpp.exe 2344
4 [E cavwpexe 2364
4 [E] sychost.exe 2428
4[] dasHostexe 2416
4 1] sychostexe 3628
4 Cis.exe 5756
4 f@& OneDrive.exe 2840
*'n explarer.exe 1508
4 [ msasCuiLexe 2768
- cis.exe 4832
4 K8 cis.exe 312
4 K8 cis.exe 5564
4 =1 MEBFreeAstrologyBirthChart.exe 5768
4 F LanTime.exe 5876
4 I MpCmdRun.exe 5188 v

«  Select the signed executable that you want to trust and click the 'OK’ button.

- Comodo Internet Security performs the same certificate check as described above. If the parent application
of the selected process is signed, you will be able to assign a rating and add the vendor as described
above.

View details of vendors and assign user rating
»  Click 'Settings' on the CIS home-screen
+  Click 'File Rating' > 'Vendor List'
«  Select a vendor and click the "Vendor Details' button
+  Alternatively right-click on a vendor and select 'Vendor Details'
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COMOD O Advanced Settings

w (General Settings

i \F § Vendor List
W Antivirus

w Firewall Q
w HIPS '_-_ --__. Remowve Lookup...
AR R []  Vendor Q. RatedBy T Last Modified
— File Rating 1 Via-Vox Ltg Comodao 4/11/2019 1:58:10 PM
File Rating Settings O] viber Medi Inc. Comodo 4/11/2019 1:58:10 PM
oo viber Medif Sarl.  Comodo 4/11/2019 1:58:10 PM
File List _ .
] Viber Medik S.a.r] Comodo 4/11/2019 1:58:10 P
COMODO Vendor Details ? X
OVERVIEW VEMNDOR RATING
Vendor Name: Viber Media S.ar.l.
Vendor Rating: Trusted
Rated By: Comodo
Added On: 4/11,/2019 1:58:10 PM
Last Modified: 4/11/2019 1:58:10 PM

The 'Vendor Details' dialog will open. The dialog has two tabs:

«  Overview
* Vendor Rating
Overview

The 'Overview' tab shows general details such as the vendor name, Comodo assigned rating, when the vendor was
added and more:
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OVERVIEW VENDOR RATING
Vendor Mame: Viber Media S.ar.l
Vendor Rating: Trusted
Rated By Comodo
Added On: 411/2019 1:58:10 PM
Last Modified: 411/2019 1:58:10 PM

Vendor Rating

The 'Vendor Rating' tab shows the vendor's current trust rating from Comodo and lets you set your own rating:

COMODO Vendor Details £ X
OVERVIEW VENDOR RATING
Vendor Rating: Trusted
Provider Date Vendor Rating
User ﬂ Rate Mow
Comeodo 4/11/2019 1:58:10 PM Trusted
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Change the user rating of the file
«  Select the vendor from the 'Vendor List' pane and click the 'Vendor Details' button
«  Click the '"Vendor Rating' tab from the 'Vendor Details' pane
«  Click the 'Rate Now' link beside 'User' and choose the rating from the drop-down

COMODO vendor Details 7 X
OVERVIEW
Vendor Rating: Trusted
Provider Date Vendor Rating

User ﬂ Bote hlewae

Unrecognized

Comodo 4/11/2019 1:58:10 PM Tf““ﬂ*@
Malicio

« Click 'OK'

« The trust rating of the vendor will be updated with the user rating in the 'File List' interface.
*  You can change the rating for the vendor at anytime by following the same process

Tip: Alternatively, right click on a selected vendor, then choose 'Change File Rating to' from context sensitive menu
and select the rating.

»  Click 'OK'"in the 'Advanced Settings' interface to save your settings.

Perform an online lookup for vendors
«  Click 'Settings' on the CIS home-screen
+  Click 'File Rating' > 'Vendor List'
«  Select vendor(s) and click the 'Look Up..." button
+  Alternatively right-click on a vendor and select 'Look up..."

Comodo servers will be contacted immediately to conduct a search of Comodo's trusted vendor list database to
check if any information is available about the vendor in question and the results will be displayed.
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» Containment Vendor Q edBy T Last Modified

File Rating Via-Vox Ltd Comodo 4/11/2019 1:58:10 F

File Rating Settings Viber Megi Comodo 4/11/2019 1:58:10 P},
File Groups . S e
Vip#r Media S.Ar.l Comodo 4/11/2019 1:58:1(
COMODO vrookup ? —om W

100% vovorus

Vendor Rating
Viber Media Inc. @ Trusted
Via-Vox Ltd @ Trusted

X CLOSE

Remove vendors from the list

]

»  Click 'Settings' on the CIS home-screen

+  Click 'File Rating' > 'Vendor List'

»  Select vendor(s) and click the 'Remove' button

+  Alternatively right-click on a vendor and select '‘Remove'
Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to
verify:

i. Content Source: The software they are downloading and are about to install really comes from the
publisher that signed it.

i. Content Integrity: That the software they are downloading and are about to install has not be
modified or corrupted since it was signed.

In short, users benefit if software is digitally signed because they know who published the software and that the code
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hasn't been tampered with. They know they are downloading and installing the genuine software.

The 'Vendors' that digitally sign the software to attest to it's probity are the software publishers. These are the
company names you see listed in the first column in the vendor list.

However, companies can't just 'sign' their own software and expect it to be trusted. This is why each code signing
certificate is counter-signed by an organization called a 'Trusted Certificate Authority". 'Sectigo', 'ldentrust' and
'Digicert' are examples of trusted CA's authorized to counter-sign 3rd party software. The counter-signature is critical
to the trust process, so a CA only counter-signs a certificate after conducting strict background checks on the vendor.

If a file is signed by a vendor with Trusted' rating in the vendor list and the user has 'Rate applications according to
their vendor rating' in the 'File rating Settings' then it will be automatically trusted by Comodo Internet Security.

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in
question. For example, the main executable for Comodo Internet Security is called 'cis.exe’, which has been counter-
signed by Sectigo certificate authority.

+ Inshort, users benefit if software is digitally signed because they know who published the software and that
the code hasn't been tampered with. They know they are downloading and installing the genuine software.

« The 'Vendors' that digitally sign their software are the software publishers. These are the company names
you see listed in the vendor list

»  However, companies can't just 'sign' their own software and expect it to be trusted. This is why each code
signing certificate is counter-signed by an organization called a 'Certificate Authority' (CA).

+ 'Comodo CA Limited" and Verisign' are two example CAs who are authorized to counter-sign 3rd party
software.

«  The counter-signature is critical to the trust process. A CA only counter-signs a certificate after it has
conducted detailed background checks on the publisher.

+  One of the methods of identifying whether an executable file has been digitally signed is by checking the
properties of the .exe file in question.

- For example, the main program executable for Comodo Internet Security is called 'cis.exe’ and has been
digitally signed.
«  Browse to the (default) installation directory of Comodo Internet Security.
+ Right click on the file cis.exe.
»  Select 'Properties' from the menu.
»  Click the tab 'Digital Signatures (if there is no such tab then the software has not been signed).
This displays the name of the CA that signed the software as shown below:
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Y
Securty Details Previous Versions
General Compatibility Comodo Digital Signatures
Signature list
Mame of signer: Diigest algorthm Timestamp

Comodo Securty ... shal

Tuesday, Movember ...
Comodo Securty ... shaZbb

Tuesday, Movember ...

Dietails

Cancel Apply

Click the 'Details' button to view certificate details. Click the 'View Certificate' button to inspect the actual code
signing certificate. (see below).

? e p  Certificate

General  Advanced eneral Details  Certification Path
— . Digital Signature Information
This digital signature is OK.

L.ﬂ Certificate Information

Signer information This certificate is intended for the following purpose(s):
Mame:

IComodo Security Solutions, Inc

E-mail: INot available /

* Ensures software came from software publisher
/ « Protects software from alteration after publication

Signing time: |Tuesday, Movember 8, 2016 10:52:03 §
*Refer to the certification authority's statement for details.
Issued to: Comodo Security Solutions, Inc
Countersignatures
Issued by: COMODO RSA Extended Validation Code Signing
Mame of signer: E-mail address: Timestamp CA
COMODO SHA-2... Mot available Tuesday, November ... valid from 1/11/2016 to 1/11/2018

Details

iInsiaII Cert’ﬁmte...! Issuer Statement I

_________________
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It should be noted that the example above is a special case in that Comodo, as creator of 'cis.exe', is both the signer
of the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the vast
majority of cases, the signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are different.

The Trusted Vendor Program for Software Developers

Software vendors can have their software added to the default 'Vendor List' with Trusted' status that is shipped with
Comodo Internet Security. This service is free of cost and is also open to vendors that have used code signing
certificates from any Certificate Authority. Upon adding the software to the vendor list, CIS automatically trusts the
software and does not generate any warnings or alerts on installation or use of the software.

The vendors have to apply for inclusion in the Trusted Vendors list through the sign-up form at
http:/linternetsecurity.comodo.com/trustedvendor/signup.php and make sure that the software can be
downloaded by our technicians. Our technicians check whether:

«  The software is signed with a valid code signing certificate from a trusted CA;
«  The software does not contain any threats that harm a user's PC;
before adding it to the default Trusted Vendor list of the next release of CIS.

More details are available at .http://internetsecurity.comodo.com/trustedvendor/overview.php.

6.7.Advanced Protection Configuration

The 'Advanced Protection' section allows you to:
»  Configure VirusScope and Secure Shopping modules
»  Specify items you want to exclude from detection during a virus scan
»  Configure heuristic command line analysis and embedded code detection on files that can execute code
+  Configure miscellaneous settings.
Open the 'Advanced Protection' area
»  Click 'Settings' on the CIS home screen
«  Click 'Advanced Protection' on the left:
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w General Settings

'@' VirusScope
w Antivirus
w Firewall Enable VirusScope
i This option enables VirusScope subsystem which dynamically analyzes the behavior of

v HIPS running processes and keeps a record of their activities.
v Containment (] Do not show popup alerts
v File Rating This option, when enabled, automatically quarantines detected threats and reverses their

activities.

hdvanced Protection . N . .
@H Maonitor only the applications in the container

Is5cope This option applies VirusScope monitoring only to applications in the container that are Run

Virtually or Run Restricted.
Scan Exclusions
Manage the status of the recognizers installed on this computer:

Script Analysis

Name Version Status
Miscellaneous
: recognizerCryptolocker.dll 1.16.0.587 m
Secure Shopping
recagnizer_v12.0.0.6810.dll 12.0.0.6810 D

Website Filtering

Click the following links to jump to the section you need help with:
« VirusScope Settings - Configure VirusScope behavior
» Scan Exclusions - Add and manage items that should be ignored during a scan
«  Script Analysis Settings - Manage heuristic command line analysis and embedded code detection.
« Miscellaneous Settings - Exclude files from buffer overflow monitoring, configure browser alerts, and more
» Secure Shopping Settings - Create a secure place to work and go online

6.7.1. VirusScope Settings
«  Click 'Settings' > 'Advanced Protection' > 'VirusScope'

«  VirusScope monitors the activities of processes running on your computer and alerts you if they take
actions that could potentially threaten your privacy and/or security.

«  VirusScope also allows you to reverse the actions of software without blocking the software itself. This
provides more flexibility over legitimate software which requires certain actions to be implemented in order
to run correctly.

«  VirusScope alerts give you the opportunity to quarantine the process & reverse its changes, or to let the
process go ahead.

«  Be especially wary if a VirusScope alert appears 'out-of-the-blue' when you have not made any recent
changes to your computer.
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COMODO VirusScope ?

@. Suspicious File Found vi.exe (6348)

Application: ChUsers\Tester\,Desktop\vt_ver1_10\x64\vi.exe

More information:  GenericInfector.d

Clean (Recommended)
@ Quarantines the file and undoes all of the changes done

by it

Ignore
g | | ~
Ignores the alert and allows the file operation

Show Activities

Open the 'VirusScope' settings section
+  Click 'Settings' on the CIS home screen
»  Click 'Advanced Protection' > 'VirusScope":
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v General Settings
- '@' VirusScope
v Antivirus
v Firewall Enable VirusScope

This option enables VirusScope subsystem which dynamically analyzes the behavior of

v HIPS running processes and keeps a record of their activities.
v Containment ] Do not show popup alerts
v File Rating This option, when enabled, automatically quarantines detected threats and reverses their

activities.

Advanced Protection

Maonitor only the applications in the container

This option applies VirusScope monitoring only to applications in the container that are Run
Wirtually or Run Restricted.
Scan Exclusions
Manage the status of the recognizers installed on this computer:
Device Control

Name Version Status
Script Analysis
) recognize